
E
xt

er
n

al
 C

yb
er

se
cu

ri
ty

 &
 D

at
a 

P
ro

te
ct

io
n

 O
b

je
ct

iv
es

In
te

rn
al

 C
yb

er
se

cu
ri

ty
 &

 D
at

a 
P

ro
te

ct
io

n
 O

b
je

ct
iv

esS
T

R
A

T
E

G
IC

O
P

E
R

A
T

IO
N

A
L

TA
C

T
IC

A
L

Te
ch

n
o

lo
g

y 
A

ss
et

s
S

u
b

-C
o

m
p

o
n

en
ts

B
u

si
n

es
s 

O
p

er
at

io
n

s

S
U

P
P

LY
 C

H
A

IN

Copyright © 2025 by Secure Controls Framework Council, LLC (SCF Council). All rights reserved. 
All text, images, logos, trademarks and information contained in this document are the intellectual property of SCF, unless otherwise indicated. Modification of any content, including text and images, requires the prior written permission of SCF. Requests may be sent to support@securecontrolsframework.com
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Regulations
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Policies

Standards

Controls

Procedures

Organization-Specific
Cybersecurity & Data Protection Objectives
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(RASCI Matrix)

System Security 
& Privacy Plan 

(SSPP)

Required 
Configuration 

Settings
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Configuration 

Settings

RASCI Matrix
- Responsible
- Accountable
- Supporting
- Consulted
- Informed

Concept of 
Operations 
(CONOPS)

Contracts

Flow-Down Requirements

Outsourced 
Business 
Processes

Outsourced IT / 
Cybersecurity 

Services

External & Internal Factors Influence:
- Mission
- Vision
- Strategy
- Technologies
- Third-Party Partnerships
- Budget
- Timelines
- Geolocation / Cultural Considerations
- Compliance Requirements

Operational Factors Influence:
- Business Requirements
- Constraints (Process & Technology)
- Organization Structure
- Development Methods
- Vendor Selection
- Budget
- Timelines
- Geolocation of Assets

Process & Technology Factors Influence:
- Control Scoping
- Configuration Management
- Vendor Management
- Maintenance Operations
- Attack Surface Management (ASM)
- Process / Asset Lifecycles
- Personnel Training

Business Planning

Process Analysis

Process Implementation

- Systems
- Applications
- Services
- Processes

Business Planning & Analysis Cybersecurity & Data Protection Operations

Technology 
Acquisition

SecDevOps

Applications, 
Services & 
Processes

Hierarchical Methodology To Determine "Adequate Security"  To Build Secure, Resilient & Compliant Systems and Processes

CONFIDENTIALITY

INTEGRITY

AVAILABILITY

SAFETY

Cybersecurity 
Operations

Cybersecurity & 
Data Protection 

Program 
Governance

Supply Chain Risk 
Management (SCRM) Plan
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