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SECURE, COMPLIANT & RESILIENT (SCR) INITIATIVE

The SCR Initiative focuses on an organization's ability to demonstrate secure, compliant, and resilient capabilities to auditors,
regulators and customers.

Essentially, the SCR Initiative helps organizations evolve from fragile, single-framework compliance efforts to a "living control
set" approach that emphasizes building and maintaining secure, compliant and resilient capabilities. The SCR Initiative helps
organizations build to scale for requirements they cannot see yet - enabling adaption with minimal disruption and the
ability to provide assurance to stakeholders that processes are secure, compliant and resilient.

Instead of rebuilding an entire compliance processes or standing up a separate program for every new mandate (e.g., CMMC,
HIPAA, GDPR, EU Al Act, NIS2, PCI DSS, and whatever comes next), an organization implements a Living Control Set (LCS) once.
When the next mandate lands, whether Artificial Intelligence (Al), Zero Trust (ZT), Post-Quantum Cryptography (PQC), Supply
Chain Risk Management (SCRM), or Operational Technology (OT), those changes are absorbed into the LCS you already operate
rather than rebuilding from scratch.

Utilizing the Secure Controls Framework (SCF)-based LCS can be third-party-validated to address multiple laws, regulations
and frameworks simultaneously.
e The Secure Controls Framework® (SCF) answers "What?" through a 1,500+ controls catalog that covers 34 domains.
e The Secure, Compliant & Resilient Management System (SCRMS) answers "How?" through operationalizing
controls to be secure, compliant and resilient.
e The Secure, Compliant & Resilient Conformity Assessment Program (SCR CAP) answers "Prove it" through third-
party conformity validation.
e The Cyber AB is the Accreditation Body for the SCR CAP.
e The Cyber EF is the engagement and stewardship layer for the SCR’s ecosystem.

The SCR Ecosystem is made up of several entities that all come together to provide governance for the SCR CAP:
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https://securecontrolsframework.com/scr-initiative
https://securecontrolsframework.com/start-here
https://securecontrolsframework.com/start-here/security-compliance-resilience-management-system-scrms
https://securecontrolsframework.com/scr-certified/organization-level-scr-certifications/scr-conformity-assessment-program-cap
https://securecontrolsframework.com/scr-certified/scr-ecosystem/cyber-accreditation-body-cyber-ab
https://securecontrolsframework.com/scr-certified/scr-ecosystem/cyber-engagement-forum-cyber-ef
https://content.securecontrolsframework.com/cap/scr-cap-ecosystem.pdf
https://content.securecontrolsframework.com/cap/scr-cap-ecosystem.pdf

