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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g., cybersecurity &
data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:

1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.
2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or otherwise

executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:

1. Subset Of

2. Intersects With
3. Equal

4. Superset Of

5. No Relationship

Relationship Type #1:
SUBSET OF

Focal Document Element is
a subset of SCF control. In
other words, SCF control
contains everything that
Focal Document Element
does and mare.

SUBSET OF
Relative Relationship
Strength (control versus
control)
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(5)

NOMINAL
(1)

\J

@O

Attribution-NoDerivatives 4.0
International [CC BY-HD 4.1

Relationship Type #2:
INTERSECTS WITH

SCF control has some
overlap with Focal
Document Element, but
each includes content that
the other does not.

INTERSECTS WITH
Relative Relationship
Strength (control versus
control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
1)

Relationship Type #3:
EQUAL

SCF control and Focal
Document Element are the
same, although not
necessarily identical

EQUAL
Relative Relationship Strength
{control versus control)

A

EQUAL
COVERAGE
(10)

Relationship Type #4:
SUPERSET OF

Focal Document Element is a
superset of SCF control. In
other words, Focal Document
Element contains everything
that SCF control does and
more.

SUPERSET OF
Relative Relationship Strength
(control versus control)

A

STRONG
(10)

MODERATE
(s)

NOMINAL
1)

\/

Secure Controls Framework (SCF)

Relationship Type #5:
NO RELATIONSHIP

SCF control and Focal
Document Element are
unrelated; their content does
not overlap.

NO RELATIONSHIP
Relative Relationship Strength
{control versus control)

A

NONE
(NOT
APPLICABLE)
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Buy a copy of IS0 42001 for control content:

(optional)

10 Scope Functional no relationshi N/A NA /A N/A  [Norequirements tomap to.
e hittps://wwwi 81230.htm o Y Y ¥ Y g D
) Buy a copy of IS0 42001 for control content: ) . )

20 Normative references Functional no relationshi N/A NA /A N/A  [Norequirements tomap to.

hittps://wwwi /81230.htm 0 Y Y ¥ Y 3 D
Buy a copy of ISO 42001 for control content: Mechanisms exist to standardize technology and process terminology to reduce
30 Terms and definitions V@ copy Functional intersects with |~ Standardized Terminology | SEA-02.1 8y andp! &Y 5
https:// iso. 230.htm! confusion amongst groups and departments.
Buy a copy of IS0 42001 for control content:
10 Context of th JREIL Functional no relationship N/A NA |N/A N/A No requirements to map to.
; /81230.htm
Section 4.1 includes "climate action changes” that
a reasonable person would conclude has nothing
to do with cybersecurity and is merely an inclusion
f
) , ) Statutory, Regulatory & Mechanisms exist to faciltate the identification and implementation of relevant or Environmental, Soclal & Governance (ESG)
Functional intersects with cpLo1 5 compliance to push a political agenda. If climate
Contractual Compliance statutory, regulatory and contractual controls.
change is a material concern for the organziation,
then Artifical Intelligence (Al initiatives should be
avoided entirely, due to the high electricity
consumption requirements.
Functional ntersects with | Strategic plan & Objectives | PR-op.1 | MEChaNIsms it o estabish  srategic cybersecurity & data privacy speclfic business R
blan and set of obiectives to achieve that plan.
Mechanisms exist to identify critical system components and functions by performing a
. ; | cybersecurity & Data Privacy o e )
Functional intersects with ° o PRM-05 | criticality analysis for critical systems, system components or services at pre-defined 5
Requirements Definition
decision points in the Secure Development Life Cycle (SDLC).
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition | PRM-06 € & P 5
organizations; and
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
“ Understandingthe | Buya copy of 50 42001 for control content: o nor /:rtvacval \mellTnge:celmn & s Mechanisms exist to ensre policies, ?ercefssES‘,‘prolcredures aAr:d Dr:cAt\ces related to the ©
. organization and its context | https://www.iso.0rg/standard/81230 html unctional subset o utonomous Technologies g mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Mechanisms exist to establish and document the context surrounding Artificial
(A) and ies (AAT), including:
Al & Autonomous * Intended purposes;
Functional intersects with Technologies Context AAT-03 | + Potentially beneficial uses; 5
Definition « Context-specific laws and regulations;
« Norms and expectations; and
- Prospective settines in which the sustemis) will be denloved
Al 8 Autonomous exist to take socio-technical impli into account to address risks
Functional intersects with | Technologies Requirements | AAT-14 5
associated with Artificial (Al) and
Definitions
AT& Autonomous
Mechanisms exist to sustain the value of deployed Artificial Intelligence (Al) and
Functional intersects with Technologies Value AAT-01.3 ploy igence (Al 5
Autonomous Technologies (AAT).
AT& Autonomous
Mechanisms exist to define and document the organization’s mission and defined goals
Functional intersectswith | Technologies Missionand | AAT-03.1 8 8 5
for Artificial (A1) and
Goals Definition
Al & Autonomous Mechanisms exist to identify, understand, document and manage applicable statutory
Functional intersects with | Technologies-Related Legal | AAT-O1.1 |andregulatory for Artificial (A1) and 5
Definition (AAT.
Al'& Autonomous
h
Functional intersectswith | Technologies Environmental | AAT-17.7 | Mechanisms exit to assess and document Impacts and 5
of Artificial (A1) and (AAT).
Impact & Sustainability
Al & Autonomous Mechanisms exist to identify, understand, document and manage applicable statutory
Functional intersects with | Technologies-Related Legal | AAT-O1.1 |andregulatory for Artificial (A1) and 5
Definition (AAT.
Al & Autonomous Mechanisms exist to define and document the organization’s mission and defined goals
Functional intersectswith | Technologies Missionand | AAT-03.1 8 8 5
for Artificial (A1) and
Goals Definition
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Understanding the needs — — - —
. o expectationsof |BUY 2 coRY o 150 42001 fo control content: Mechanisms exist to define business processes with consideration for cybersecurity &
N interested parties https://www.iso.org/standard/81230.htm| data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition | PRM-06 € & P 5
organizations; and
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Functionat ntersects with | Strategic plan & Objectives | PR-op.1 | MEChaMIsms it o estabish a srategic cybersecurity & data privacy speclfic business R
plan and set of obiectives to achieve that plan.
Mechanisms exist to identify critical system components and functions by performing a
. ; | cybersecurity & Data Privacy o e )
Functional intersects with ° o PRM-05 | criticality analysis for critical systems, system components or services at pre-defined 5
Requirements Definition
decision points in the Secure Development Life Cycle (SDLC).
i f
Functional intersects with Attack Surface Scope VPM-01.1 ME‘C’TE‘HVS"\S exist to define and manage the scope for its attack surface management 5
activities.
exist to determine & data privacy control applicability by
Functional intersects with | Asset Scope Classification | AST-04.1 |identifying, assigning and ing the appropriate asset scope categ for 5
all systems, applications, services and personnel (internal and third-parties).
Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Determining the scope of the | Buy a copy of IS0 42001 for control content: Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
43 € P vacopy oty Functional intersects with | Third-Party Scope Review | TPM-05.5 [P (RASCI) 5
Al system i iso. tm cybersecurity & data privacy control assignments accurately reflect current business
practices, compli: bligation: ies and
Al & Autonomous Mechanisms exist to specify and document the targeted application scope of the
Functional intersects with Technologies Targeted | AAT-043  |proposed use and operation of Artificial (A1) and 5
Application Scope (AATI.
Mechanisms exist to document and validate the scope of cybersecurity & data privacy
Functional intersects with Compliance Scope CPLOL.2 | controls that are determined to meet statutory, regulatory and/or contractual 5
-ompliance obli
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Buy a copy of IS0 42001 for control content: . ° . :
44 Al management system ! Functional subset of Autonomous Technologies | AAT-01 |mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
https://www.iso.org/standard/81230.htmi
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
5o — Buy a copy of IS0 42001 for control content: Functional no N/A NA__[N/A WA | EmrnE.
[nttps: i html Functional no N/A NA__[N/A N/A___|Noreaui to map to.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11 (A1) and ies (AAT) to encourage feedback about 5
positive. ti d impacts.
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersects with Allocation of Resources PRM-03 | technical and data privacy requirements within business process planning for projects / 5
initiatives.
Status Reorting To Governing Mechanisms exist to provide governance oversight reporting and recommendations to
Functional intersects with P e | GOV-01.2 |those entrusted to make executive decisions about matters considered material to the 5
v organization’s cybersecurity & data protection program.
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with Define Control Objectives | GOV-09 y y 5
and of the sinternal control system.
Al 8 Autonomous exist to take socio-technical impli into account to address risks
Functional intersects with | Technologies Requirements | AAT-14 5
associated with Artificial (Al) and
Definitions
Al & Autonomous Mechanisms exist to conduct regular assessments of Artificial Intelligence (Al) and
Functional intersects with Technologies Ongoing | AAT-11.2 (AAT) with i assessors and not 5
involved in the of the AAT.
Al'& Autonomous Mechanisms exist to define the criteria as to whether Artificial Intelligence (Al) and
Functional intersects with Technologies Viability AAT-15 | Autonomous Technologies (AAT) achieved intended purposes and stated objectives to 5
Decisions. determine whether its development or deployment should proceed.
Mechanisms exist to ensure Artificial (Al and
A & Autonomous (AAT)-related operator and practitioner proficiency requirements for Artficial
Functional intersects with Technologies Stakeholder | AAT-13.1 F P P P Y req 5

Competencies

(A1) and (AAT) are defined, assessed and
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Mechanisms exist to develop, report and monitor cybersecurity & data privacy program

(optional)

Buya copy of 150 42001 for control content: Functional intersects with | Measres of Performance | Gov-05 | ME BT T et 5
51 Leadership and commitment J : .
https://www.iso.org/standard/81230.htm exist to reduce the magnitude or likelihood of potential impacts by
Functional intersects with | Risk Management Resourcing | RSK-01.2 5
resourcing the capability required to manage technology-related risks.
Mechanisms exist to address all capital planning and investment requests, including the
. ’ | cybersecurity & Data Privacy pita Planning ; €
Functional intersects with PRM-02 | resources needed to implement the cybersecurity & data privacy programs and 5
Resource Management i
document all exceptions to this requirement.
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificil Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Mechanisms exist to establish an authoritative chain of command with clear lines of
" N N Authoritative Chain of
Functional intersects with PN, GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Functional tersects with Al & Autonomous AAT-02.2 | Mechanisms exist to identify and document internal cybersecurity & data privacy s
Technologies Internal Controls controls for Artificial (A1) and
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 | cybersecurity & data privacy practices for each system, application and/or service 5
Protection Practices under their control.
Publishing C\
Functional intersects with Data Protection GOV-02 n existto establish, maintain and disseminate cybersecurity & data 5
! protection policies, standards and procedures.
exist to enforce an structure so that appropriate teams and
) ’ ’ Stakeholder Accountability PProp
Functional intersects with e, GOV-04.1 individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
Business As Usual (BAU) existtoi & data privacy principles into Business
Functional intersects with Gov-14 5
Secure Practices As Usual (BAU) practices through executive leadership
Functional tersects with A1 & Autonomous AAT-04 | Mechanisms exist to benchmark capabiltes, targeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Buy a copy of IS0 42001 for control content: Publishing & & exist to establish, maintain and disseminate cybersecurity & data
52 Al polic : Functional intersects with Gov-02 . 5
policy https://www.iso.org/standard/81230.html Data Protection protection policies, standards and procedures.
Buy a copy of IS0 42001 for control content: Publishing & & exist to establish, maintain and disseminate cybersecurity & data
5.2(a Al polic : Functional intersects with Gov-02 . 5
@ policy https://www.iso.org/standard/81230.html Data Protection protection policies, standards and procedures.
Buy a copy of IS0 42001 for control content: Publishing & & exist to establish, maintain and disseminate cybersecurity & data
5.2(b) Al polic : Functional intersects with Gov-02 . 5
) policy https://www.iso.org/standard/81230.html Data Protection protection policies, standards and procedures.
Buy a copy of IS0 42001 for control content: Publishing & i exist to establish, maintain and disseminate cybersecurity & data
5.2(c Al polic : Functional intersects with Gov-02 g 5
Sl policy https://www.iso.org/standard/81230.html Data Protection protection policies, standards and procedures.
Publishing C\ ity &
) ’ ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Buy a copy of ISO 42001 for control content: Updating Al & Autonomous Mechanisms exist to integrate continual improvements for deployed Artificial
5.2(d Al polic -
(d) policy hitps://www.iso.org/standard/81230.html Functional intersects with AAT-10.14 (Al and (AT, 5
AT& Autonomous Mechanisms exist to continuously improve Artificial Intelligence (Al) and Autonomous
Functional intersects with | Technologies Continuous | AAT-07.3 [Technologies (AAT) capabilities to maximize benefits and minimize negative impacts 5
associated with AAT.
Assigned ibilities for
f y
Functional intersects with Al & Autonomous AAT-08 hanisms exit to define and roles and for human-Al 5
" configurations and oversight of Al systems.
Functional intersects with Roles & HRS-03 exist to define for all personnel. 5
Assigned C ity & exist o assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 | resources to centrally-manage, coordinate, develop, implement and maintain an 5
o3 Roles, responsibilities and |Buy a copy of IS0 42001 for control content: = T e en & data protection program.
§ authorities /www.iso.org/standard/81230.html esponsTulity To Supersece, Mechanisms exist to define the criteria and responsible party(ies) for superseding,
Deactivate and/or Disengage
Functional intersects with S oo AAT-15.2 r Artificial (A1) and T 5
" (AAT) that per outcomes with intended use.
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, maintain >
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
) assignment for cybersecurity & data privacy controls between internal stakeholders
Informed (RASCI) Matrix !
and External Service Providers (ESPs).
Assigned C ity & exist to assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 | resources to centrally-manage, coordinate, develop, implement and maintain an 5
530 Roles, responsibilities and |Buy a copy of IS0 42001 for control content: ibilt enterprise-wid {ty & data protection program.
- authorities https://www.iso.org/standard/81230.htm Assigned ibilities for
. ; ; exist to define and roles and for human-Al
Functional intersects with Al & Autonomous AAT-08 o - 5
" configurations and oversight of Al systems.
Assigned C ity & exist to assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 | resources to centrally-manage, coordinate, develop, implement and maintain an 5
530) Roles, responsibilities and |Buy a copy of IS0 42001 for control content: ibilt enterprise-wid {ty & data protection program.
- authorities https://www.iso.org/standard/81230.htm Assigned ibilities for
. ; ; exist to define and roles and for human-Al
Functional intersects with Al & Autonomous AAT-08 o - 5
" configurations and oversight of Al systems.
- Buy a copy of IS0 42001 for control content: ) . -
60 Plannin Functional no relationshi N/A NA VA N/A  [Norequirements tomap to.
g https://www.i 81230.htm o Y Y ¥ Y g D
‘Actions to address risks and | Buy a copy of IS0 42001 for control content: ) . )
61 Functional no relationshi N/A NA VA N/A  [Norequirements tomap to.
it https://www. /81230.htm 0 Y Y ¥ Y 3 D
Updating Al & Autonomous Mechanisms exist to integrate continual improvements for deployed Artificial
Functional intersects with pdating AAT-10.14 € P ploy 5
(A1) and (AAT).
Mechanisms exist to identify Artificial (Al)and
. ; ; Al& Autonomous
Functional intersects with ton | AAT-021 |(AAT) in use and map those components to potential legal risks, including statutory and 5
Technologies Risk Mapping ‘
regulatory
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
o ot Buya copy of 150 42001 for control content: Functional subset of Risk Management Program | Rsk-01 | s 10
4 https://www.iso.org/standard/81230.htm & Aatonomous Mechanisms exist to document the risks and potential impacts of Artificial Intelligence
Functional intersects with uton ) AAT-09 | (A1) and Autonomous Technologies (AAT) designed, developed, deployed, evaluated and 5
Technologies Risk Profiling
used
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P 8lc op 10
risk controls.
& Atonomons Mechanisms exist to document the risks and potential impacts of Artificial Intelligence
Functional intersects with uton ) AAT-09 | (A1) and Autonomous Technologies (AAT) designed, developed, deployed, evaluated and 5
Technologies Risk Profiling
used
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
12 Mk assesameny |83 cOBY 01150 42001 for contrlconert Management Decisions managing Artificial (A and (AAT)-related risks.
- https://www.iso.org/standard/81230.htm A& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Mechanisms exist to conduct recurring assessments of sk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Mechanisms exist to maintain a risk register that facilitates monitoring and reporting of
Functional intersects with Risk Register Rsk0a.1 | € & andreporting 5
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P 8lc op 10
risk controls.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial (A1) and ies (AAT)-related risks.
A Buy a copy of IS0 42001 for control content: —_ _ _ .
6.12(a) Alrisk assessment ; A& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
https://www.iso.org/standard/81230.htmi ) , )
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Mechanisms exist to conduct recurring assessments of sk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P 8lc op 10

risk controls.
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(optional)
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
A Buy a copy of IS0 42001 for control content: —_ _ — .
6.1.2(b) Alrisk assessment : AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
https://www.iso.org/standard/81230.htmi ) , )
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (A) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Unmeasurable Al &
Functional intersectswith | Autonomeus Technologies | AAT-1.3 | Mechanisms exist o dentify and document unmeastrablerisks o trustworthiness s
" characteristics.
Risks
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with | Autonomous Technologies | AAT-17.3 A ] 5
" (A) and (AAT)-related risk when itis identified.
Threats & Risks
Functional intersects with Risk RSK-03 exist to identify and document risks, both internal and external. 5
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P 8lc, op 10
risk controls.
Functional intersects with Material Risks GOV-16.1 [ Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
o120 Mk assesamans | By copy 0115042001 for contrlconent o . hA\ ?Au!un:rr;(:‘us o orors Lﬁecf:msms exls!d!u defmde the potentlfal hkfellhtluod a‘r;d impact of eadch identified risk .
: Wit 150 org/stardard/ 81250 html unctiona intersects wi TechnologiesLikelihoo 7.2 | based on expected use and past uses of Artficial Inteligence (1) and Autonomous
Impact Risk Analysis (AAT) in similar contexts.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
'AT& Autonomous Mechanisms exist to identify and document negative, residual risks (defined as the sum
Functional intersects with Technologies Negative | AAT-15.1 |of all unmitigated risks) to both downstream acquirers and end users of Artificial 5
Residual Risks (Al and jes (AAT).
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Mechanisms exist to identify:
. ions affecting risk risk response and risk
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, sk response and risk monitoring; 5
« The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
6.1.2(d) Alriskassessment | B1Y 2 coPY of IS0 42001 for control content: Mechanisms exist to faciltate the implementation of strategi tional and tactical
: : lechanisms exist to facilitate the implementation of strategic, operational and tactica
https://www.iso.org/standard/81230.html Functional subset of Risk Management Program | Rsk-01 | Corols P 8l op 10
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersectswith | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (A) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Functional intersects with Material Risks GOV-16.1 [ Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
Mechanisms exist to conduct recurring assessments of sk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Mechanisms exist to identify:
P ) . A e . .
s120011) Alriskassessment | P2 €OPY of 150 42001 forcontrol content affecting risk risk response and risk
https://www.iso.org/standard/81230.htmi Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, isk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by th for managing risk.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Functional intersects with Material Risks GOV-16.1 [ Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
Functional intersects with Material Risks GOV-16.1 | Mechanisms exist to define criteria necessary to designate a risk as a material isk 5
Mechanisms exist to identify:
« Assumptions affecting risk assessments, risk response and risk monitoring;
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, isk response and risk monitoring; 5
« The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
12012) Arisk assessment | BUY 3 COPY Of 50 42001 for control content: Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
- https://www.iso.org/standard/81230.htmi Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Mechanisms exist to identify:
. ions affecting risk risk response and risk
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, sk response and risk monitoring; 5
« The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
P . i : e
61.20)3) Arisk assessment | BUY 3 <oPY Of :il’) 42001 for contrl contert modification or destruction of the organization's systems and data
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and s (AAT)-related risks.
Functional intersects with Material Risks GOV-16.1 | Mechanisms exist to define criteria necessary to designate a risk as a material isk 5
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
Functional intersects with Material Risks GOV-16.1 [ Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
Mechanisms exist to conduct recurring assessments of sk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program |  RSK-01 P 8lc op 10
risk controls.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
61.2(e) Al risk assessment | BUY @ COPY 0f 1S0 42001 for control content: Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
https://www.iso.org/standard/81230.htmi Management Decisions managing Artificial (A1) and ies (AAT)-related risks.
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis (AAT) in similar contexts.
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FDE Name Focal Document Element (FDE) Description SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Mechanisms exist to identify:
. ions affecting risk risk response and risk
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, risk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by th for managing risk.
Mechanisms exist to identify:
. ions affecting risk risk response and risk
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, isk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by the organization for managing risk.
Functional intersects with Material Risks GOV-16.1 | Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
5120 Arisk assessment | UY 3 €OPY Of 50 42001 for control content: Al’& Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
- https://www_iso.org/standard/81230.htmi Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis jes (AAT) in similar contexts.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersects with | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analysis jes (AAT) in similar contexts.
Mechanisms exist to identify and assign a risk ranking to newly discovered securit
Functional intersects with Risk Ranking RSK-05 fy 8 e v v 5
that is based on industry-recognized practices.
Mechanisms exist to prioritize the impact level for systems, applications and/or
Functional intersectswith | Impact-Level Prioritization | RsK-02.1 . ot dhonen v PP 4 5
6120e)02) Alrisk assessment Buy a copy of ISO 42001 for control content: services to prevent potentia
} https://www.iso.org/standard/81230.html Mechanisms exist to identify:
. ions affecting risk risk response and risk
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, isk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by th for managing risk.
Functional intersects with Material Risks GOV-16.1 [ Mechanisms exist to define criteria necessary to designate a risk as a material risk. 5
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program |  RSK-01 P 8lc op 10
risk controls.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
ois v tresmen B3 copY 01150 42001 for contrlcontert Functional intersects with W Tecnnology:s Risk AAT-07 d.saph‘nes,:x‘;;epince, expemse;nd t:jackgrounds for mapping, messuring Iandd ) 5
. Mo wise e anagement Decisions managing Artificia (A)an (AAT)-related risks.
i
Functional tersects with ik Response RSK.06.1 | Mechanisms eist to respond to findings from eybersecurity & data privacy s
assessments, incidents and audits to ensure proper remediation has been performed.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
i
Functional tersects with ik Response RSKk.06.1 | Mechanisms exist to respond to findings from eybersecurity & data privacy s
assessments, incidents and audits to ensure proper remediation has been performed.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
o150 vk tresman |83 copY 01150 42001 for contrlcontert Functional subset of Risk Management Program | Rsk-01 | s 10
- https://www.iso. 230.htm! Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. S
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
6.13(b) Alrisk treatment Buy a copy of IS0 42001 for control content: Mech e d to findings from cybe ty & dat
. https://www.iso.org/standard/81230.html Functional intersects with Risk Response RSK-06.1 | 1cranisms exist to respond to findings from cybersecurity & data privacy 5
assessments, incidents and audits to ensure proper remediation has been performed.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P Bl op 10
risk controls
ranctional rersects with Compensating 5062 | Mechanisms exist to identify and implement compensating countermeasures to reduce S
C risk and exposure to threats.
Mechanisms exist to faciltate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P Blc, op 10
risk controls.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
o1 v tresmen |83 copY 01150 42001 for contrlcontert Functional intersects with Technologies Risk AAT-07 | disciplines, experience, expertise and backgrounds for mapping, measuring and 5
: Httmes!foewrdso oty Management Decisions managing Artificial (A1) and (AAT)-related risks.
i
Functional tersects with ik Response RSk.06.1 | Mechanisms eist to respond to findings from eybersecurity & data privacy s
assessments, incidents and audits to ensure proper remediation has been performed.
ranctional rersects with Compensating 5062 | Mechanisms exist to identify and implement compensating countermeasures to reduce S
C risk and exposure to threats.
ranctional rersects with Compensating 5062 | Mechanisms exist to identify and implement compensating countermeasures to reduce S
C risk and exposure to threats.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
o1 v tresman B3 copY 01150 42001 for contrlcontert Management Decisions managing Artificial (A) and (AAT)-related risks.
- https://www.iso.org/standard/81230.htm Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program |  RSK-01 10
risk controls.
i
Functional tersects with ik Response RSk.06.1 | Mechanisms eist to respond to findings from cybersecurity & data privacy s
assessments, incidents and audits to ensure proper remediation has been performed.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Buya copy of 150 42001 for control content: Management Decisions managing Artificial (A1) and (AAT)-related risks.
6.1.3(e) Alrisk treatment —_ _ . _ _ _ s
https://www.iso.org/standard/81230.htm Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program |  RSK-01 10
risk controls.
i
Functional tersects with ik Response RSk.06.1 | Mechanisms eist to respond to findings from cybersecurity & data privacy s
assessments, incidents and audits to ensure proper remediation has been performed.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Buya copy of 150 42001 for control content: Management Decisions managing Artificial (A1) and (AAT)-related risks.
6.13(1) Alrisk treatment
https://www.iso.org/standard/81230.htm
. ; ’ ’ Mechanisms exist to respond to findings from cybersecurity & data privacy
Functional intersects with Risk Response RSK-06.1 oxis! g : 5
assessments, incidents and audits to ensure proper remediation has been performed.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P Blc, op 10
risk controls.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P Blc, op 10
risk controls.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
i
Buya copy of 150 42001 for control content: Functional tersects with ik Response RSKk.06.1 | Mechanisms exist to respond to findings from eybersecurity & data privacy s
6.1.3(g) Alrisk treatment o o assessments, incidents and audits to ensure proper remediation has been performed.
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(optional)
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
Mechanisms exist to identify:
« Assumptions affecting risk assessments, risk response and risk monitoring;
Functional intersects with Risk Framing RSK-0L.1 | = Constraints affecting risk assessments, sk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by th for managing risk.
Al'& Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Asystemimpact | Buy a copy of 150 42001 for control content: Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
6.14 oy amen] Management Decisions managing Artificial Intelligence (Al) and ies (AAT)-related risks.
& Atonomons Mechanisms exist to document the risks and potential impacts of Artificial Intelligence
Functional intersects with uton ) AAT-09 | (A1) and Autonomous Technologies (AAT) designed, developed, deployed, evaluated and 5
Technologies Risk Profiling .
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with | Business Impact Analysis (BIA) | RSK-08 P ysis (BIA) v 5
and data protection risks.
oata Protection mpact Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
Functional intersects with " RSK-10 | applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) an e .
identify and remediate reasonably-expected risks.
Functional tersects with A1 & Autonomous AaT-04 | Mechanisms exist to benchmark capabiltes, targeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Defining Business Context & Mechanisms exist to define the context of its business model and document the mission
Functional intersects with - cov-os | S 5
62 Al objectives and planning to | Buy a copy of ISO 42001 for control content: ission ot the
- achieve them Awwww.iso.org/standard/81230.html
8/ 1/ Functional Intersects with Define Control Objectives GOV-09 Mechanvsms gxlst to establish control objectives as the t‘lasls for the selection, 5
and of the internal control system.
!
Functional intersects with Purpose Validation GOV-11 existto monitor mission icalservices or functions to ensure 5
those resources are being used consistent with their intended purpose.
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(a Functional intersects with AAT-04 5
(a) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(b) Functional intersects with AAT-04 5
b) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(c Functional intersects with AAT-04 5
lc) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(d Functional intersects with AAT-04 5
d) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(e) Functional intersects with AAT-04 5
(e) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
62 Functional intersects with AAT-04 5
0 achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Al objectives and planning to | Buy a copy of IS0 42001 for control content: ) ) ) Al & Autonomous Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
62 Functional intersects with AAT-04 5
(&) achieve them https://www.iso.org/standard/81230.htmi Technologies Business Case benefits and costs of Artificial Intelligence (Al) and i
Functional intersects with | Configuration Change Control |  CHG-02 | Mechanisms exist to govern the technical configuration change control processes. 5
63 Planning of changes | Y 2 COPY Of S0 42001 for contro content: Functional bset of Change CHG-01 t to faciltate the implementation of a ch t 10
: g & hitendfonroise omen] unctional subset o P 2 exist to facilitate the implementation of a change management program.
exist to prohibit Changes, unless organization-approved
Functional intersects with Prohibition Of Changes CHG-02.1 P 8 5
change requests are received.
Buy a copy of IS0 42001 for control content:
70 Support ‘hn‘;s- 7 Gt s Functional no relationship N/A NA |NA N/A No requirements to map to.
ranctional rersectsmtth | UPSaUNE AL Autonomous | = " T Mechanisms exist to integrate continual improvements for deployed Artficial S
(A1) and (AAT).
Mechanisms exist to faciltate the implementation of cybersecurity & data privacy-
§ Cybersecurity & Data Privacy P v v privacy
Functional subset of " PRM-01 | related resource planning controls that define a viable plan for achieving cybersecurity 10
Portfolio Management * "
8 data privacy obiectives.
Mechanisms exist to identify and allocate resources for management, operational,
Buy copy of 150 42001 forcontrol content: Functional intersects with Allocation of Resources | PRM-03 [ technical and data privacy requirements within business process planning for projects / 5
71 Resources B ) initiatives.
ps: iso. 1230 html
Mechanisms exist to ensure Artificial (Al) and
Functional tersectswith | TTUStWOrthy Al & Autonomous| - |(AAT) are designed to be reliabl, saf, fai, secure, resilient,transparent, explainable s
Technologies and data p hanced to properties or
Mechanisms exist to address all capital planning and investment requests, including the
) ’ | cybersecurity & Data Privacy
Functional intersects with | " v Y| PRM-02 |resources needed to implement the cybersecurity & data privacy programs and 5
Resource Management i '
document all exceptions to this
& Atonomons Mechanisms exist to ensure personnel and external stakeholders are provided with
Functional intersects with onomous AAT-05 | p pecific isk training for Artificial (A1) and 5
Technologies Training
(AAT.
Human Resources Securit
Functional subset of Y | HRs01 | Mechanisms exist to facilitate the implementation of personnel security controls. 10
Mechanisms exist to manage personnel security risk by screening individuals prior to
Functional intersects with Personnel Screening HRS-04 e P Y riskby 8 P 5
th access.
[ " e
Functional ntersectswith | COmPEteney entsfor| | ocogp |Mech st o ensure thatall security-related positions are staffed by qualified s
Security-Related Positions individuals who have the necessary skill set.
Buy a copy of IS0 42001 for control content:
72 Competence V@ eopy ol Mechanisms exist to ensure Artificial (Al and
https://www.iso.org/standard/81230.htmi Al'& Autonomous o °
(AAT)-related operator and practitioner proficiency requirements for Artificial
Functional intersects with | Technologies Stakeholder | AAT-13.1 5
. (A1) and T (AAT) are defined, assessed and
Competencies.
rotes With Special Protection Mechanisms exist to ensure that individuals accessing a system that stores, transmits or
Functional intersects with Me"asms HRS-04.1 |processes information requiring special protection satisfy organization-defined 5
personnel screening criteria
Functional intersects with Position Categorization HRs.0y | Mechanisms exist to manage personnel security risk by assigning a risk designation to 5
all positions and establishing screening criteria for individuals illing those positions.
Functional intersects with Roles & HRS-03 exist to define for all personnel. 5
Mechanisms exist to verify that individuals accessing a system processing, storing, or
Functional intersects with Formal HRS-04.2 sensitive are formally for all the relevant types 5
of i ion to which thev have access on the svstem.
se of Communteations Mechanisms exist to establish usage restrictions and implementation guidance for
Functional intersects with o HRS-05.3 | communications technologies based on the potential to cause damage to systems, if 5
8y used mali il
Mechanisms exist to manage business risks associated with permitting mobile device
Functional intersects with Use of Mobile Devices HRS-05.5 & P € 5
access resources.
ranctional rersects with ser pwareness R5.03.1_| Mechanisms exist to communicate with users about thei roles and responsibiities to S
maintain a safe and secure working
Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
Functional intersects with | C HRS-06.1 that reflect the needs to protect data and operational 5
details, or both empl d third-parties.
Buy a copy of IS0 42001 for control content: Policy & exist to ensure personnel receive recurring familiarization with the
73 Awareness ; Functional intersects with HRS-05.7 5
https://www.iso.org/standard/81230.htmi & data privacy policies and provide acknowledgement.
Functional intersects with | Use of Critical Technologies | HRS-05.4 | Mechanisms exist to govern usage policies for critical technologies. 5
Mechanisms exist to define acceptable and unacceptable rules of behavior for the use
Functional intersects with Rules of Behavior HRS-05.1 P! P! 5
o including for behavior.
exist to require all empl d to apph ity &
Functional intersects with Terms of Employment HRS-05 d PPl 5
data privacy principles in their daily work.
Mechanisms exist to require internal and third-party users to sign appropriate access
Functional intersects with Access Agreements HRS-06 d party g1 approp! 5
prior to being granted access.
social Wiedia & soial Mechanisms exist to define rules of behavior that contain explicit restrictions on the
Functional intersects with / o HRS-05.2 | use of social media and networking sites, posting information on commercial websites 5
Networking Restrictions - >
and sharing account
Mechanisms exist to sanction personnel failing to comply with established securit
Functional intersects with Personnel Sanctions HRS-07 P € Py v 5
policies, standards and procedurt
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
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Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11 [(A)and T (AaT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Mechanisms exist to assess cybersecurity & data privacy controls in system project
Buy a copy of IS0 42001 for control content: Cybersecurity & Data Privacy development to determine the extent to which the controls are implemented correctly,
74 Communication Functional intersects with PRM-04 ' 5
https://www.iso.org/standard/81230.htm! In Project Management operating as intended and producing the desired outcome with respect to meeting the
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
Functional ntersects with | Business process Defintion | pRu0g | T TESUltig isk to organizational operations, assets, incviduals and other s
organizations; and
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Buy a copy of IS0 42001 for control content:
75 Documented information | > # ¢°PY T Functional no relationship N/A NA /A N/A  [Norequirements tomap to.
[https: /81230.htm
Cybersecurity & Data
Functional subsetof e e GOv.01 | Mechanisms exist to faciitate the implementation of cybersecurity & data protection 0
governance controls.
Program
o . Buy a copy of 150 42001 for control content: o e | stndodiedoperaing | o Mechalmsrgs exist to identify and l:iloc:mem Standardized OfpjraungdProcedures 1:0?), .
. hitps://www.iso.org/standard/81230.html unctional intersects wit Procedures (SOP) -01. :)rsklml lar documentation, to enable the proper execution of day-to-day / assigne
asks.
Publishing C) ity &
. ’ ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Publishing C\ ity &
) ’ ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
. oo Buy 2 copy of 150 42001 for control content: o e | stndodiedoperaing | o Mechalmsrgs exist to identify and l:iloc:mem Standardized OfpjraungdProcedures 1:0?), .
. https://www.iso.org/standard/81230.html unctional intersects wit Procedures (SOP) -01. :)rsklml lar documentation, to enable the proper execution of day-to-day / assigne
asks.
Cybersecurity & Data
Functional subsetof e e GOv-01 | Mechanisms exist to faciitate the implementation of cybersecurity & data protection 0
governance controls.
Program
Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
. ; Standardized Operating
Functional intersects with 0PS-01.1  [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Cybersecurity & Data
Buy a copy of ISO 42001 for control content: Mechanisms exist to facilitate the implementation of cybersecurity & data protection
750 General i x
() https://www.iso.org/standard/81230.html Functional subset of Protection Governance GOV-01 | vernance controls. ©
Program
Publishing C\ ity &
) ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Publishing C\ ity &
) ’ ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
) ; ) Standardized Operating
Functional intersects with orovedures (607) 0PS-01.1  [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Creating and updating |Buy a copy of IS0 42001 for control content: - tasks.
752 ‘ " : i Cybersecurity & Data ech o faciitate the Imtementation of cvb & dota protect
ps: Functional subsetof e e GOv-01 | Mechanisms exist to faciitate the implementation of cybersecurity & data protection 0
governance controls.
Program
Periodic Review & Update of exist to review the y & data privacy program, including
Functional intersects with Cybersecurity & Data GOV-03 | policies, standards and procedures, at planned intervals or if significant changes occur 5
Protection Program to ensure their continuing suitability, adequacy and effectiveness.
Sensitive / Regulated Data
Functional intersects with /Reg DCH-01.2 exist to protect data wherever it s stored. 5
Protection
Publishing C\ ity &
. ’ ) € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
Functional intersects with |  Disclosure of Information | DCH-03.1 /ree 5
parties with a need to know.
Functional subset of Data Protection DCH-01 exist to facilitate the of data protection controls. 10
Control of documented | Buy a copy of 150 42001 for control content: Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
753 ‘ . : Functional subset of Protection Governance Gov-01 10
ps: html governance controls.
Program
Functional subset of Operations Security 0PS-01 [ Mechanisms exist to faciitate the implementation of operational security controls. 10
Defining Access
i [ f
Functional intersects with Authorizations for DCH-01.4 xff:a::’;‘::?;:“:‘E:Z':I‘::t:;‘(":;“"‘::;‘S:f'jafe’ AN individuals and/or roles 5
Sensitive/Regulated Data € Phy € -
Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
. ; ) Standardized Operating
Functional intersects with 0PS-01.1  [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Functional subset of Data Protection DCH-01 exist to facilitate the of data protection controls. 10
Functional subset of Operations Security 0PS-01 [ Mechanisms exist to faciitate the implementation of operational security controls. 10
Sensitive / Regulated Data
Functional intersects with /Reg DCH-01.2 exist to protect data wherever it s stored. 5
Protection
Defining Access Mechanisms exist to explictly define authorizations for specific individuals and/or roles
Functional intersects with Authorizations for DCHOL4 | ot logical and for ph Sl access o sensitive/regulated A 5
Sensitive/Regulated Data € Phy € -
Cybersecurity & Data
Control of documented | Buy  copy of IS0 42001 for control content:
7.5.3(a) © u y Py ! Functional subset of Protection Governance GOV-01 Mechanisms exist to facilitate the implementation of cybersecurity & data protection 10
ps: html governance controls.
Program
Publishing C\ ity &
. ’ € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
) ; ) Standardized Operating
Functional intersects with 0PS-01.1  [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
Functional intersects with | Disclosure of Information | DCH-03.1 /ree 5
parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
Functional intersects with | Disclosure of Information | DCH-03.1 /ree 5
parties with a need to know.
Defining Access
i [ f
Functional intersects with Authorizations for DCH-01.4 xff:a::’;‘::?;:“:‘E:Z':I‘::t:;‘(":;“"‘::;‘S:f'jafe’ AN individuals and/or roles 5
Sensitive/Regulated Data € Phy € -
Sensitive / Regulated Data
Functional intersects with /Reg DCH-01.2 exist to protect data wherever it s stored. 5
Protection
Cybersecurity & Data
Functional subsetof oy GOv.01 | Mechanisms exist to faciitate the implementation of cybersecurity & data protection 0
Control of documented  [Buy a copy of IS0 42001 for control content: rotection Governance governance controls.
7.5.3(b) ol of docu h nrent Program
P Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
. ; Standardized Operating
Functional intersects with 0PS-01.1  [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Functional subset of Operations Security 0PS-01 [ Mechanisms exist to faciitate the implementation of operational security controls. 10
Publishing C) ity &
) ’ ) € exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Functional subset of Data Protection DCH-01 exist to facilitate the of data protection controls. 10
) Buy a copy of IS0 42001 for control content: ) . -
80 Operation Functional no relationshi N/A NA VA N/A  [Norequirements tomap to.
" [ httos://www. /81230.htm 0 Y Y ¥ Y 3 D
Functional tersects with Al & Autonomous AAT-02.2 | Mechanisms exist o identify and document internal cybersecurity & data privacy s
Technologies Internal Controls controls for Artificial (A1) and
AT& Autonomous Mechanisms exist to dentify, understand, document and manage applicable statutory
Functional intersectswith | Technologies-Related Legal | AAT-01.1 |and regulatory for Artificial (A1) and 5
i Definition (AAT).
Functional intersects with Define Control Objectives GOV-09 Mechanvsms gxlst to establish control objectives as the t‘JaSIS for the selection, 5
and of the internal control system.
Mechanisms exist to compel data and/or process owners to monitor systems,
applications and/or services under their control on an ongoing basis for applicable
Functional intersects with Monitor Controls Gov-155 [2PP I going PP 5
threats and risks, as well as & data privacy control
operating as intended.
Operational planning and |Buy a copy of 50 42001 for contral content: Mechanisms exist to compel data and/or process owners to assess if required
81 ) Functional intersects with Assess Controls GOV-15.3 [ cybersecurity & data privacy controls for each system, application and/or service under 5
control https://www.iso.org/standard/81230.htm - ; applicat
their control are implemented correctly and are operating as intended.
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Mechanisms exist to compel data and/or process owners to select required
Functional intersects with Select Controls GOV-15.1 [ cybersecurity & data privacy controls for each system, application and/or service under 5
their control
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 | cybersecurity & data privacy practices for each system, application and/or service 5
Protection Practices under their control.
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artifcial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Mechanisms exist to compel data and/or process owners to implement required
Functional intersects with Implement Controls GOV-15.2 [ cybersecurity & data privacy controls for each system, application and/or service under 5
their control
'AT& Autonomous Mechanisms exist to define the potential likelihood and impact of each identified risk
Functional intersectswith | Technologies Likelihood & | AAT-07.2 |based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Impact Risk Analvsis ies (AAT) in similar contexts.
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artifcial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
A f develop and f
Functional intersects with Situational ‘A\ & AAT-02 exist to P malr!laln an InVEﬂl(‘)VV of Artificial Intelligence (Al) 5
Autonomous Technologies and Autonomous Technologies (AAT) (internal and third-party).
Mechanisms exist to identify Artificial Intelligence (Al) and
A Buy a copy of IS0 42001 for control content: Al'& Autonomous
82 Alrisk assessment i i i 4
httosdfwwes0.org/standard/81230 html Functional intersectswith | ek anping | AATO2L (AATID e and map those components to potential egal risks, ncluding statutory and 5
regulatory
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | RSK-01 P 8lc op 10
risk controls.
Al & Autonomous Mechanisms exist to leverage decision makers from a diversity of demographics,
Functional intersects with Technologies Risk AAT-07 |disciplines, experience, expertise and backgrounds for mapping, measuring and 5
Management Decisions managing Artificial (A1) and ies (AAT)-related risks.
Mechanisms exist to conduct recurring assessments of sk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
ranctional rersects with Compensating 5062 | Mechanisms exist to identify and implement compensating countermeasures to reduce S
C risk and exposure to threats.
o3 A ik treatment Buy a copy of IS0 42001 for control content: ech . o s from v aa
- https://www. iso.org/standard/81230.html Functional intersects with Risk Response RSK-06.1 [ O e o T o oY 5
assessments, incidents and audits to ensure proper remediation has been performed.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with | Business Impact Analysis (BIA) | RSK-08 P ysis (BIA) v 5
and data protection risks.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. ; ; Data Protection Impact
Functional intersects with RSK-10 [ applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) applic "
identify and remediate reasonably-expected risks.
Al'system impact Buy a copy of IO 42001 for control content: Mechanisms exist to identify: ) )
84 oy e . affecting risk risk response and risk
o Functional intersects with Risk Framing, RSK-01.1 | * Constraints affecting risk assessments, risk response and risk monitoring; 5
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by the organization for managing risk.
AT& Autonomous Mechanisms exist to characterize the impacts of proposed Artificial Intelligence (Al) and
Functional intersects with Technologies Impact AAT-07.1 | Autonomous Technologies (AAT) on individuals, groups, communities, organizations 5
¢ izati and society.
Buy a copy of IS0 42001 for control content:
90 Performance evaluation |1 ¢ 0P O 81230 bt Functional no relationship N/A NA VA N/A  [Norequirements tomap to.
Artificial Intelligence Test, Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Monitoring, measurement, |Buy a copy of ISO 42001 for control content: & P &
91 rlyeieond cvatuation. | bitous arwn5c.ore/standar /81230 b Functional intersects with | Evaluation, Validation & AAT-10 | Verification (AI TEVV) practices to enable Artifcial Intelligence (Al) and Autonomous 5
v P o - Verification (Al TEVV) Technologies (AAT)-related testing, identification of incidents and information sharing.
) Buy a copy of IS0 42001 for control content: ) . -
92 Internal audit Functional no relationsh N/A NA VA N/A  [Norequirements tomap to.
e [http i 81230 htm et e Y Y ¥ Y e D
'AT& Autonomous Mechanisms exist to conduct regular assessments of Artificial Intelligence (Al) and
Functional intersects with Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
involved in the of the AAT.
Mechanisms exist to implement an internal audit function that is capable of providing
021 eneral Buy a copy of IS0 42001 for control content: Functional intersects with Internal Audit Function | CPL-02.1 |senior organization management with insights into the appropriateness of the 5
- https://www_iso.org/standard/81230.htmi ization's technology and i i processes.
Mechanisms exist to evaluate Artificial Itelligence (Al) and
AITEW Trustworthiness
Functional intersects with AAT-10.1 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
Assessment. " .
disaggregation of captured and stored data for approved purposes.
Mechanisms exist to evaluate Artificial Itelligence (Al) and
AITEW Trustworthiness
Functional intersects with AAT-10.1 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
Assessment. " .
disaggregation of captured and stored data for approved purposes.
2t o Buy 2 copy of 150 42001 for control content: o . A’\‘&lAulunomous i Mechanisms exist to conduct regularhassessmems of Artificial In;e\hgence (Al and .
: httosdfowre s0.org/standard/81230 html unctiona intersects wi Technologies Ongoing 11, (AAT) wit assessors an not
involved in the of the AAT.
Mechanisms exist to implement an internal audit function that is capable of providing
Functional intersects with Internal Audit Function | CPL-02.1 |senior organization management with insights into the appropriateness of the 5
i technology and i i processes.
Mechanisms exist to evaluate Artificial Itelligence (Al) and
AITEW Trustworthiness
Functional intersects with AAT-10.1 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
Assessment. " .
disaggregation of captured and stored data for approved purposes.
92.101) General Buy a copy of IS0 42001 for control content: Mechanisms exist to implement an internal audit function that is capable of providing
) +//www.iso.org/standard/81230.html Functional intersects with Internal Audit Function CPL-02.1 |senior organization management with insights into the appropriateness of the 5
i technology and i i processes.
'AT& Autonomous Mechanisms exist to conduct regular assessments of Artificial Intelligence (Al) and
Functional intersects with Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
involved in the of the AAT.
Mechanisms exist to evaluate Artificial Itelligence (Al) and
AITEW Trustworthiness
Functional intersects with AAT-10.1 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
Assessment. ; .
disaggregation of captured and stored data for approved purposes.
. . Buy 2 copy of 150 42001 for control content: o . A’\‘&lAulunomous i Mechanisms exist to conduct regularhassessmems of Artificial In;e\hgence (Al and .
. httesdfwwes0.org/standard/81230 html unctiona intersects wi Technologies Ongoing 11, (AAT) wit assessors an not
involved in the of the AAT.
Mechanisms exist to implement an internal audit function that is capable of providing
Functional intersects with Internal Audit Function | CPL-02.1 |senior organization management with insights into the appropriateness of the 5
i technology and i i processes.
Mechanisms exist to evaluate Artificial Itelligence (Al) and
AITEW Trustworthiness
Functional intersects with AAT-10.1 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
Assessment. " .
disaggregation of captured and stored data for approved purposes.
92.10) eneral Buy a copy of IS0 42001 for control content: Mechanisms exist to implement an internal audit function that is capable of providing
- https://www.iso.org/standard/81230.html Functional intersects with Internal Audit Function CPL-02.1 |senior organization management with insights into the appropriateness of the 5
i technology and i i processes.
'AT& Autonomous Mechanisms exist to conduct regular assessments of Artificial Intelligence (Al) and
Functional intersects with Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
involved in the of the AAT.
Mechanisms exist to implement an internal audit function that is capable of providin
Buy a copy of IO 42001 for control content: P P P! d
922 Internal audit programme Functional intersects with Internal Audit Function | CPL-02.1 |senior organization management with insights into the appropriateness of the 5
https://www.iso.org/standard/81230.htm! N . :
technology and processes.
Mechanisms exist to implement an internal audit function that is capable of providing
Functional intersects with Internal Audit Function | CPL-02.1 |senior organization management with insights into the appropriateness of the 5
\ P . o8 ] :
9.2.2(a) Internal audit programme | 2% 2 €OPY Of sf 42001 for °°""'°7' C:':“'e:l‘ technology and processes.
A o Al & Autonomous Mechanisms exist to specify and document the targeted application scope of the
Functional intersects with Technologies Targeted | AAT-04.3 | proposed use and operation of Artificial (A1) and T 5
Application Scope (AAT).
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Mechanisms exist to implement an internal audit function that is capable of providing

Strength of
Relationship
(optional)
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o

Functional intersects with Internal Audit Function CPL02.1 |senior organization management with insights into the appropriateness of the 5
9.2.2(b) Internal audit programme | %Y 2 OPY Of :if 42001 for °°""'°7' C:':“f:l‘ technology and processes.
A o Mechanisms exist to utilize independent assessors to evaluate cybersecurity & data
Functional intersects with Independent Assessors CPL-03.1 | protection controls at planned intervals or when the system, service or project 5
undergoes significant changes.
Mechanisms exist to implement an internal audit function that s capable of providing
Functional intersects with Internal Audit Function CPL02.1 |senior organization management with insights into the appropriateness of the 5
Buy a copy of IO 42001 for control content: technology and processes.
9.2.2(c) Internal audit programme
https://www.iso.org/standard/81230.html - ) ) -
. . Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : . : : A
privacy and business executives, which meets formally and on a regular basis.
Buy a copy of IS0 42001 for control content:
93 review Ve copy ol Functional no relationship N/A NA [NA N/A No requirements to map to.
: 81230 htm
) ' Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with Program Oversight GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
031 General Buy a copy of ISO 42001 for control content: 8 ® privacy and business executives, which meets formally and on a regular basis.
: ps:) is0. 1230.html
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
) ’ Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with Program Oversight GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
f . : . A
932 Management review inputs |22 @ €OPY of :if 42001 for C°""'°7' C:':“'E:I‘ privacy and business executives, which meets formally and on a regular basis.
A o Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Mechanisms exist to maintain a risk register that facilitates monitoring and reporting of
Functional intersects with Risk Register Rskoa.1 | € & andreporting 5
- Buy a copy of ISO 42001 for control content: Mechanisms exist to coordinate cybersecurity, data protection and business alignment
9.3.2(a) review inputs | - @ €OPY OF ) Steering Committee & v V. data ®
ps:) 50, 230.htm! Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : A
privacy and business executives, which meets formally and on a regular basis.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Mechanisms exist to maintain a risk register that facilitates monitoring and reporting of
Functional intersects with Risk Register Rsk0a.1 | € & andreporting 5
o Buy a copy of 10 42001 for control content: ] ] Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
9.3.2(b) review inputs . Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
ps: iso. 1230.html Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
) ’ Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : B
privacy and business executives, which meets formally and on a regular basis.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
) ’ Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with Program Oversight GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
. Buy a copy of IS0 42001 for control content: 8! g privacy and business executives, which meets formally and on a regular basis.
9.3.2(c) review inputs o o
A o Al & Autonomous Mechanisms exist to regularly collect, consider, prioritize and integrate risk-related
Functional intersectswith | Technologies Stakeholder | AAT-11.1 |feedback from those external to the team that developed or deployed Artificial 5
Feedback Integration (A1) and s (AAT).
Functional intersects with & | astor2 hanisms exist to |>dentva and involve pertinent stakeholders of critical systems, 5
Involvement applications and services to support the ongoing secure management of those assets.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
Functional intersects with | Measures of Performance | GOV-05 P rep v v privacy proe 5
measures of performance.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
o Buy a copy of IS0 42001 for control content: Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
9.3.2(d) review inputs . 1230 h i positive, negative and unanticipated impacts.
ps; iso. tml
) ’ Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : . A
privacy and business executives, which meets formally and on a regular basis.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
- Buy a copy of IS 42001 for control content: Mechanisms exist to coordinate cybersecurity, data protection and business alignment
9.3.2(d)(1) review inputs [ o) @ COPY Of L ) Steering Committee & v V. data ®
ps:) 50, 230.htm! Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : ’
privacy and business executives, which meets formally and on a regular basis.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
Functional intersects with | Measures of Performance | GOV-05 P rep v v privacy proe 5
measures of performance.
) ' Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : A
privacy and business executives, which meets formally and on a regular basis.
- Buy a copy of ISO 42001 for control content: - - - -
9.3.2(d)(2) review inputs o s Robust exist to compel ongoing engagement with relevant Artificial Intelligence
o o Functional intersects with Engagement for Al & AAT-11  |(Al) and e (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
Functional intersects with | Measures of Performance | GOV-05 P rep v v privacy proe 5
measures of performance.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and impacts.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
- Buy a copy of IS0 42001 for control content: Functional intersects with | Measures of Performance | GOV-05 P rep v v privacy proe 5
932(3) review inputs oo e measures of performance.
) ' Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight : ’
privacy and business executives, which meets formally and on a regular basis.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and kL (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
) ’ Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee &
Functional intersects with GOV-01.1 |through a steering committee or advisory board, comprised of key cybersecurity, data 5
Buy a copy of ISO 42001 for control content: Program Oversight " I !
9.3.2(e) review inputs oy oty privacy and business executives, which meets formally and on a regular basis.
Updating Al & Autonomous Mechanisms exist to integrate continual improvements for deployed Artificial
Functional intersects with pdating AAT-10.14 € P ploy 5
(A) and (AAT).
AT& Autonomous Mechanisms exist to continuously improve Artifcial Intelligence (Al) and Autonomous
Functional intersectswith |  Technologies Continuous | AAT-07.3 |Technologies (AAT) capabilities to maximize benefits and minimize negative impacts 5
associated with AAT.
Mechanisms exist to provide governance oversight reporting and recommendations to
Buy a copy of IO 42001 for control content: Status Reporting To Governing P & ‘ght reporting
933 Management review results Functional intersects with GOV-01.2|those entrusted to make executive decisions about matters considered material to the 5
https://www.iso.org/standard/81230.htm| Body o N
organization’s cybersecurity & data protection program.
Buy a copy of IS0 42001 for control content: ) . ]
100 Improvement Functional no relationshi N/A NA [NA N/A No requirements to map to.
5 | ttps://www i /81230.htm 0 Y Y ¥ Y 3 D
A& Autonomous Mechanisms exist to continuously improve Artificial Intelligence (Al) and Autonomous
N Buy a copy of ISO 42001 for control content: . . ; vimp gence (A)
101 Continual improvement ! Functional intersectswith | Technologies Continuous | AAT-07.3 |Technologies (AAT) capabilities to maximize benefits and minimize negative impacts 5
https://www.iso.org/standard/81230.html 10 0Bles
associated with AAT.
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
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A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
Mechanisms exist to require system developers and integrators to create a Security
Functional inersectswith | Deveoper Threst Anaysis & |0 | )l and implementthe plan nder hewitnessof an 5
102 Nonconformity and Buy a copy of ISO 42001 for control content: Flaw Remediation | estand Evaluation Plan and implement the plan under the witness of an
- corrective action ps: is0. 1230.html party.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Previously Unknown Al &
y . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
il i exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
Process
il exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
roce:
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (Al) and (AAT)-related risk when it is identified.
Threats & Risks
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Nonconformityand | Buy a copy of 50 42001 for control content: Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
10.2(a) corrective action hitps://www.iso.org/standard/81230.html Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
" o Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Mechanisms exist to require system developers and integrators to create a Security
) ; ) Developer Threat Analysis &
Functional intersects with P AN TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Mechanisms exist to require system developers and integrators to create a Security
) ; ) Developer Threat Analysis &
Functional intersects with P ANl TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
A& Adtonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Nonconformityand | Buy  copy of 150 42001 for control content: Functional intersects with | 1 e Risk Response | AAT18:L | Autonomous Technologies (AAT)related isks based on assessments and ather 5
10.26)1) corrective action iso 1230.html analvtical output.
o o il i exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
roce:
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (Al) and (AAT)-related risk when it is identified.
Threats & Risks
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (Al) and (AAT)-related risk when it is identified.
Threats & Risks
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Nonconformity and Buy a copy of IO 42001 for control content: Functional intersects with Plan of Action & Milestones 1A0-05 register, to document planned remedial actions to correct weaknesses or deficiencies 5
10.2(a)(2) corrective action ttps://wwiweiso.0rg/standard/81230 htmi (POARM) noted during the assessment of the security controls and to reduce or eliminate known
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Mechanisms exist to require system developers and integrators to create a Security
. ; ) Developer Threat Analysis &
Functional intersects with P ANl TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
Process
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Mechanisms exist to require system developers and integrators to create a Security
. ; ) Developer Threat Analysis &
Functional intersects with P ANl TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
il exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
10.206) Nonconformity and Buy a copy of ISO 42001 for control content: FE— ’ﬁci e
; oy . reviously Unknown
corrective action https://www.iso.org/standard/81230.html § X i v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with (POA&M) 1A0-05 ted d th t of th ity trols and to red: ! te k 5
w02 Nonconformityand |Buy a copy of S0 42001 for control content: noted during the assessment of the security controls and to reduce or eliminate known
corrective action ps:, i50. 1230.html
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
Previously Unknown Al &
y X X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
Mechanisms exist to require system developers and integrators to create a Security
. ; ) Developer Threat Analysis &
Functional intersects with P AN TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
exist to ensure that vulnerabilities are properly identified, tracked and
Functional intersects with VPM-02 properly 5
Process
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POARM) noted during the assessment of the security controls and to reduce or eliminate known
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
102(b)(2) Nonconformity and Buy a copy of ISO 42001 for control content: Functional intersects with VPMLO2 exist to ensure that vulnerabilities are properly identified, tracked and B
corrective action ps: is0. 1230.html Process
developer Threat Analysis & Mechanisms exist to require system developers and integrators to create a Security
Functional intersects with P AN TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Functional intersects with Risk RSK06 exist to remediate risks to an acceptable level. 5
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A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (Al) and (AAT)-related risk when it is identified.
Threats & Risks
Mechanisms exist to require system developers and integrators to create a Security
Functional inersectswith | Developer ThrestAnaysis & | | )l and implement the lan ncer hewitnessof an 5
102(b)(3) Nonconformity and Buy a copy of ISO 42001 for control content: Flaw Remediation T ‘est and Evaluation plan and implement the plan under the witness of an
g corrective action ps: is0. 1230.html party.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POA&M) noted during the assessment of the security controls and to reduce or eliminate known
Functional tersects with VPv02 exist to ensure that vulnerabilities are properly identified, tracked and R
Process
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  [Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  [Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POA&M) noted during the assessment of the security controls and to reduce or eliminate known
Functional tersects with ! VPv02 exist to ensure that vulnerabilities are properly identified, tracked and R
Nonconformity and Buy a copy of ISO 42001 for control content: rocess it . . - .
10.2(c) N " B Mechanisms exist to require system developers and integrators to create a Security
corrective action 'www.iso.org/standard/81230.html N N N Developer Threat Analysis &
Functional intersects with An TDA15  |Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
A& Autonomos Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (A1) and (AAT)-related risk when it is identified.
Threats & Risks
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with (POA&M) 1A0-05 ted di th t of th ity trols and to red: ! te k 5
1020 Nonconformityand | Buy a copy of 150 42001 for control content: noted during the assessment of the security controls and to reduce or eliminate known
- corrective action s, is0. 1230 html 2 _ _ _ _
Developer Threat Analysis & Mechanisms exist to require system developers and integrators to create a Security
Functional intersects with P AN TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
Functional intersects with Risk RSK-06 exist to remediate risks to an acceptable level. 5
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  [Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
b
Functional tersects with VPv02 exist to ensure that vulnerabilities are properly identified, tracked and R
roce:
Previously Unknown Al &
§ . X v Mechanisms exist to respond to and recover from a previously unknown Artificial
Functional intersects with Autonomous Technologies AAT-17.3 N " 5
" (Al) and (AAT)-related risk when it is identified.
Threats & Risks
Mechanisms exist to require system developers and integrators to create a Security
. ’ | Developer Threat Analysis &
Functional intersects with P AN TDA-15  [Test and Evaluation (ST&E) plan and implement the plan under the witness of an 5
Flaw Remediation "
party.
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During 1A0-04  [Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
o
10206) Nonconformity and Buy a copy of IS0 42001 for control content:
: comrective action - 0. 30 bl Functional intersects with Risk Re : RSK-06 ettt remedv:;&:vskls to a:‘ﬁsceptable Ievel‘v — 5
Fanctional tersects with P02 exist to ensure that vulnerabilities are properly identified, tracked ant S
Process
A& Autonomous Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
Functional intersects with Auton AAT-18.1 | Autonomous Technologies (AAT)-related risks based on assessments and other 5
Technologies Risk Response ©
analvtical output.
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 1A0-05 5
(POA&M) noted during the assessment of the security controls and to reduce or eliminate known
Buy a copy of 15O 42001 for control content: ) - )
Al General Functional no relationshij N/A N/A N/A N/A No requirements to map to.
[http: i /81230.htm 0 Y Y ¥ Y 3 D
Buy a copy of IS0 42001 for control content: Publishing ity & exist to establish, maintain and disseminate cybersecurity & data
A2 Policies related to Al B Functional intersects with GOV-02 g 5
https://www.iso.org/standard/81230.html Data Protection protection policies, standards and procedures.
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
A22 Al policy Buy a copy of ISO 42001 for control content: Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
i ps: is0. 1230.html
Publishing Cy ity &
§ . X e exist to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 - o 5
! protection policies, standards and procedures.
Al twith oth B 150 42001 for control content: Publishing & & o establish, maintain and d te cyb ty & dats
n23 ignment with other | Buy a copy of | for control content: Functional tersects with P cov0 isms exist to establish, maintain and disseminate cybersecurity & data s
policies s, is0. 1230.html " protection policies, standards and procedures.
Periodic Review & Update of i exist to review thy ity & data privacy program, includiny
Buy a copy of IO 42001 for control content: P privacy prog 8
A24 Review of the Al policy Functional intersects with Cybersecurity & Data GOV-03 | policies, standards and procedures, at planned intervals or if significant changes occur 5
https://www.iso.org/standard/81230.htm ‘ T '
Protection Program to ensure their continuing suitability, adequacy and effectiveness.
exist to enforce an ility structure so that appropriate teams and
§ . X stakeholder Accountability pprop
Functional intersects with P GOV-04.1 |individuals are empowered, responsible and trained for mapping, measuring and 5
a3 Internalorganization | Y COPY of 150 42001 for contrl content: managing data and technology-related rsks.
N https://www.iso.org/standard/81230.htm| Mechanisms exist to establish an authoritative chain of command with clear lines of
” N N Authoritative Chain of
Functional intersects with P GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Assigned ibilities for
f y
Functional intersects with Al & Autonomous AAT-08 hanisms exit to define and roles and for human-Al s
" configurations and oversight of Al systems.
Functional intersects with Roles & HRS-03 exist to define for all personnel. 5
Buy a copy of ISO 42001 for control content: Assigned Cy ity & i exist to assign one or more qualified individuals with the mission and
A32 Al roles and responsibilities 3 . .
https://www.iso.org/standard/81230.htm Functional intersects with Data Protection GOV-04 | resources to centrally-manage, coordinate, develop, implement and maintain an 5
ibiliti ent i id ity & data protection program.
Mechanisms exist to ensure that individuals accessing a system that stores, transmits or
. ; | Roles with Special Protection
Functional intersects with i HRS-08.1 [ processes information requiring special protection satisfy organization-defined 5
personnel screening criteria.
Secure Development Life Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with PRM-07 5
Cycle (SDLC) Cycle (SDLC) are contralled through formal change contral procedures.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1RO-02 prep: 5
reporting, analysis, eradication and recovery.
'AI & Autonomous Mechanisms exist to regularly collect, consider, prioritize and integrate risk-related
Functional intersects with | Technologies Stakeholder | AAT-11.1 |feedback from those external to the team that developed or deployed Artifcial 5
Feedback Integration i (Al) and ies (AAT).
‘Al & Autonomous Mechanisms exist to continuously improve Artificial Intelligence (Al) and Autonomous.
. ; ; y bl benefits and
) Buya copy of 150 42001 forcontrol content: Functional intersects with | Technologies Continuous | AAT-07.3 (nAT) to maximize benefits and minimize negative impacts 5
A33 Reporting of concerns o s associated with AAT.
A o Robust isms exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11[(A)and T (AaT) to encourage feedback about 5
i Dpositive, negative and icil impacts.
‘Al & Autonomous Mechanisms exist to conduct regular assessments of Artificial Intelligence (Al) and
Functional intersects with Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
involved in the of the AAT.
Al & Autonomous Mechanisms exist to collect and integrate feedback from end users and impacted
Functional intersects with Technologies End User | AAT-11.3 into Artificial (A1) and (AAT)- 5
Feedback related system evaluation metrics.
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Trustworthy Al & Autonomous

Mechanisms exist to ensure Artificial (Al) and
(AAT) are designed to be reliable, safe, fair, secure, resilient, transparent, explainable

(optional)

Functional intersects with AAT-01.2 5
Technologies and data p hanced to properties or
B 150 42001 for control content:
A4 Resources for Al systems |- < ¢°PY © or control conten
https://www.iso.org/standard/81230.htm — - - —
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are i place, transparent and implemented effectively.
Mechanisms exist to identify critical system components and functions by performing a
Cybersecurity & Data Privacy v Y P VP 8
Functional intersects with Requirements Definition PRM-05  (criticality analysis for critical systems, system components or services at pre-defined 5
a decision points in the Secure Development Life Cycle (SLC).
Secure Development Life Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with PRM-07 5
Cyle (SDLC) Cycle (SDLC) are contralled through formal change contral procedures.
Mechanisms exist to assess cybersecurity & data privacy controls in system project
Buy a copy of IS0 42001 for control content: Cybersecurity & Data Privac development to determine the extent to which the controls are implemented correctly,
Ad2 Resource documentation | " 2 %PV Functional intersects with | v Y| Prv-04 P P v 5
https://www.iso.org/standard/81230.htm In Project Management operating as intended and producing the desired outcome with respect to meeting the
Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
) Cybersecurity & Data Privacy P v v privacy
Functional subset of " PRM-01 | related resource planning controls that define a viable plan for achieving cybersecurity 10
Portfolio Management * "
8 data privacy obiectives.
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersects with Allocation of Resources PRM-03 | technical and data privacy requirements within business process planning for projects / 5
initiatives.
[ :
na3 Data resources Buya copy of 50 42001 for control content Functional ntersects with | Data Source dentification | AAT-12.1 | Mechanisms exist o identify and document data sources utilzed in thetraining andjor s
https://www.iso.org/standard/81230.htmi operation of Artificial Intelligence and Autonomous Technologies (AAT).
AT& Autonomous Mechanisms exist to specify and document the targeted application scope of the
Functional intersects with Technologies Targeted | AAT-04.3 | proposed use and operation of Artificial (A1) and T 5
Buy a copy of IS0 42001 for control content: jcati
ada Tooling resources v a copy Apblication Scope (AAT).
https://www.iso.org/standard/81230.htm
) . | situational A fAI& exist to develop and maintain an inventory of Artificial Intelligence (Al)
Functional intersects with : AAT-02 P ' ° 5
Autonomous Technologies and Autonomous Technologies (AAT) (internal and third-party).
f
Functional tersects with SltAuitvonal AwaTrer;‘esslof NE&| o Mzczar;vsms exlstTw :eleo;? ani‘r\r;alr!latln anllnv:r::?rz of Atrtv icial Intelligence (Al) s
nas System and computing |Buy a copy of ISO 42001 for control content: utonomous Technologies and Autonomous Technologies (AAT) (internal and third-party).
- resources https://www.iso.org/standard/81230.htm AT& Autonomous Mechanisms exist to specify and document the targeted application scope of the
Functional intersects with Technologies Targeted | AAT-04.3 | proposed use and operation of Artificial (A1) and T 5
Apblication Scope (AAT).
Mechanisms exist to ensure Artificial (Al) and
A1 & Autonomous (AAT)-related operator and practitioner proficiency requirements for Artificial
Functional intersectswith | Technologies Stakeholder | AAT-13.1 P P P Vred 5
. (A1) and i (AAT) are defined, assessed and
Competencies.
nas Human resources | BUY 3 €OPY Of 50 42001 for control content: Al'& Autonomous Mechanisms exist to ensure Artificial Intelligence (Al) and
- //www.iso.org/standard/81230.htmi Functional intersects with | Technologies Stakeholder | AAT-13 | (AAT) stakeholder competencies, skills and capacities incorporate demographic 5
Diversity diversity, broad domain and user experience expertise.
Functional intersects with & | astor2 hanisms exist to |>den(va and involve pertinent stakeholders of critical systems, 5
Involvement applications and services to support the ongoing secure management of those assets.
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program | Rsk-01 | i P 8lc op 10
Assessing impacts of Al |Buy a copy of ISO 42001 for control content: rlsk man: nLContross. s
AS . AT& Autonomous Mechanisms exist to identify, understand, document and manage applicable statutory
systems ://www.iso.org/standard/81230.htmi ) ) )
Functional intersects with | Technologies-Related Legal | AAT-01.1 [and regulatory for Artificial (A1) and 5
i Definition (AAT).
Security Impact Analysis for Mechanisms exist to analyze proposed changes for potential security impacts, prior to
as2 Al system impact Buy a copy of IS0 42001 for control content: Functional intersects with Changes CHG03 e of the change. ®
o process ps:) iso. 230.htm! i of exist to ensure are made aware of and understand the
Functional intersects with CHG-05 5
Changes impact of proposed changes.
Mechanisms exist to identify Artificial Intelligence (Al) and
. ; ; Al& Autonomous
Functional intersects with ton | AAT-021 |(AAT) in use and map those components to potential legal risks, including statutory and 5
Technologies Risk Mapping ‘
regulatory
AT& Autonomous Mechanisms exist to identify, understand, document and manage applicable statutory
Functional intersects with | Technologies-Related Legal | AAT-01.1 |and regulatory for Artificial (A1) and 5
i Definition (AAT).
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
ranctional ersectswtth | SECUtY Irg:act Analysisfor | Mhechanisms existto afnahlyzeh proposed changes for potential security impacts, prior to S
Documentation of Al system |Buy a copy of IS0 42001 for control content: anges the implementation of the change. -
A53 impact N html Al & Autonomous Mechanisms exist to assess potential costs, including non-monetary costs, resulting
ps: Functional intersects with | Technologies Potential Costs | AAT-04.2  |from expected or realized Artificial (A1) and T 5
Analysis (AAT)-related errors or system and trustworthiness.
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with | Business Impact Analysis (BIA) | RSK-08 P ysis (BIA) v 5
and data protection risks.
ranctional rersects with 0 | noos exist to ensure are made aware of and understand the S
Changes impact of proposed changes.
AT& Autonomous Mechanisms exist to characterize the impacts of proposed Artificial Intelligence (Al) and
Functional intersects with Technologies Impact AAT-07.1 | Autonomous Technologies (AAT) on individuals, groups, communities, organizations 5
¢ izati and society.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. ; ; Data Protection Impact
Functional intersects with RSK-10  [applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) applic "
identify and remediate reasonably-expected risks.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. ; ; Data Protection Impact
Functional intersects with RSK-10  [applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) e .
identify and remediate reasonably-expected risks.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
AT& Autonomous Mechanisms exist to dentify, understand, document and manage applicable statutory
Functional intersectswith | Technologies-Related Legal | AAT-01.1 |and regulatory for Artificial (A1) and 5
i Definition (AAT).
Assessing Al system impact Buy a copy of IS0 42001 for control content Functional intersectswith | T hA‘I& A"u;"ﬂmous AAT-14 | Mechanisms exist to take socio-technical implications into account to address risks 5
: unctiona intersects wi -
AS4 onindividuals or groups of ||V ot echnologies Requirements associated with Artificial Intelli (Al) and i
individuals epsi/fwwiw.iso m Definitions
Mechanisms exist to identify Artificial Intelligence (Al) and
) ) ; Al& Autonomous
Functional intersects with ton | AAT-021 |(AAT) in use and map those components to potential legal risks, including statutory and 5
Technologies Risk Mapping ‘
regulatory
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with [ Business Impact Analysis (BIA) | RSK-08 P ysis (BIA) v 5
and data protection risks.
AT& Autonomous Mechanisms exist to characterize the impacts of proposed Artificial Intelligence (Al) and
Functional intersects with Technologies Impact AAT-07.1 | Autonomous Technologies (AAT) on individuals, groups, communities, organizations 5
¢ izati and society.
Al & Autonomous Mechanisms exist to assess potential costs, including non-monetary costs, resulting
Functional intersects with | Technologies Potential Costs | AAT-04.2  |from expected or realized Artificial (A1) and T 5
Analysis (AAT)-related errors or system and trustworthiness.
AT& Autonomous Mechanisms exist to identify, understand, document and manage applicable statutory
Functional intersects with | Technologies-Related Legal | AAT-01.1 |and regulatory for Artificial (A1) and 5
i Definition (AAT).
Mechanisms exist to identify Artificial Intelligence (Al) and
. ; ; Al& Autonomous
Functional intersects with ton | AAT-021 |(AAT) in use and map those components to potential legal risks, including statutory and 5
Technologies Risk Mapping ‘
regulatory
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with | Business Impact Analysis (BIA) | RSK-08 P ysis (BIA) v 5
and data protection risks.
AT& Autonomous Mechanisms exist to assess potential costs, including non-monetary costs, resulting
Functional intersects with | Technologies Potential Costs | AAT-04.2  |from expected or realized Artificial (A1) and T 5
Analysis (AAT)-related errors or system and trustworthiness.
ass Assessing societal impacts of | Buy a copy of IS0 42001 for control content: AT& Autonomous Mechanisms exist to characterize the impacts of proposed Artificial Intelligence (Al) and
> Alsystems https://www.iso.org/standard/81230.htm Functional intersects with Technologies Impact AAT-07.1 | Autonomous Technologies (AAT) on individuals, groups, communities, organizations 5
¢ izati and society.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. ; ; Data Protection Impact
Functional intersects with RSK-10  [applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) o .
identify and remediate reasonably-expected risks.
'AT& Autonomous
. ; ; Mechanisms exist to take socio-technical implications into account to address risks
Functional intersects with Technologies Requirements. AAT-14 ) . I, " . 5
Re associated with Artificial (A1) and
Definitions
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5

modification or destruction of the organization's systems and data.
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Buy a copy of IS0 42001 for control content:

(optional)

A6 Alsystem life cycle Functional no relationshi N/A NA /A NA | Norequirements to map to.
i i | https://: /81230.htm 0 Y Y ¥ Y 3 D
Mechanisms exist to facilitate the implementation of tailored development and
) Technology Development &
Functional subset of oy TDA-01  [acquisition strategies, contract tools and procurement methods to meet unique 10
N business needs.
Management guidance for Al| Buy a copy of 150 42001 for control content: ] Cybersecority & Data Privacy Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
A6.L ; i Functional subset of ! PRM-01 | related resource planning controls that define a viable plan for achieving cybersecurity 10
system ps: i tmi Portfolio Management A "
8 data privacy obiectives.
Mechanisms exist to facilitate the implementation of tailored development and
. Technology Development &
Functional subset of oy TDA-01  [acquisition strategies, contract tools and procurement methods to meet unique 10
N business needs.
Mechanisms exist to ensure Artificial (Al) and
Objectives for responsible [Buy a copy of ISO 42001 for control content: Trustworthy Al & Autonomous (AAT) are designed to be reliable, safe, fair, secure, resilient, transparent, explainable
A6.12 y P V@ copy Functional intersects with v aarorz |AAT) € P P 5
of Al system iso 230 html Technologies and data p hanced to properties or
Al & Autonomous
Mechanisms exist to define the tasks that Artificial Intelligence (Al) and Autonomous
Functional intersects with AAT-14.1 TAAT) il g st P o 5
s Dot will support (e.g., classifiers, generative models, recommenders).
Mechanisms exist to require software developers to ensure that their software
Functional ntersects with Development Methods, | o processes employ ind gnized secure practices for secure s
Techniques & Processes programming, engincering methods, qualty control processes and validation
techniues to minimize flawed and/or malformed software.
|
Tec:ﬂ::‘::']‘:::::;ual Mechanisms exist to identify data sources for Artificial Intelligence (Al) and
Functional intersects with e AAT-12 | Autonomous Technologies (AAT) to prevent third-party Intellectual Property (IP) rights 5
Property Infringement s
orotoctions infringement.
Processes for responsible Al
A613 aetemdesignand |3 COPYof IS0 42001 orcontrol content Mech + to identify and d t dat tilized in the t o
ot & https://www.iso.org/standard/81230.htm Functional intersects with | Data Source Identification | AAT-12.1 | Mechanisms existto dentify and documen data sources utilzed in the training and/or 5
development operation of Artificial Intelligence and Autonomous Technologies (AAT).
AT& Autonomous Mechanisms exist to identify and document knowledge limits of Artificial Intelligence
Functional intersects with | Technologies knowledge | AAT-14.2 | (Al) and Autonomous Technologies (AAT) to provide sufficient information to assist 5
Limits relevant decision making.
Functional intersects with Secure Coding TDA06 exist to devel based on secure coding principles. 5
Mechanisms exist to facilitate the implementation of tailored development and
) Technology Development &
Functional subset of oy TDA-01  [acquisition strategies, contract tools and procurement methods to meet unique 10
“ business needs.
Artificial Intelligence Test, Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Functional intersects with | Evaluation, Validation & | AAT-10  |Verification (A TEVV) practices to enable Artificial Intelligence (Al) and Autonomous 5
Verification (Al TEVV) Technologies (AAT)-related testing, identification of incidents and information sharing.
Mechanisms exist to design and Implement product management processes to update
A2 Alsystem life cycle | U COPY Of S0 42001 for control content: Functional intersects with Product Management | TDA-0L1 | products, including s stei\s oftwars and sorvies 9 mprove funcionalty and. 5
- ¥ v https://www.iso.org/standard/81230.html & P i & systems, o Impr Y
correct security.
Artificial Intelligence (Al) & Mechanisms exist to ensure policies, processes, procedures and practices related to the
Functional subset of Autonomous Technologies | AAT-01 | mapping, measuring and managing of Artificial Intelligence (Al) and Autonomous 10
Governance Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Mechanisms exist to identify critical system components and functions by performing a
Cybersecurity & Data Privacy v Y P VP 8
Functional intersects with Requirements Definition PRM-05  (criticality analysis for critical systems, system components or services at pre-defined 5
d decision points in the Secure Development Life Cycle (SLC).
Secure Development Life Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with PRM-07 5
Cycle (SDLC) Cycle (SDLC) are contralled through formal change contral procedures.
Mechanisms exist to assess cybersecurity & data privacy controls in system project
Functional tersects it | CYDersecurity & Data Privacy | Lo o | development to determine the extent to which the controls are implemented correctly, s
In Project Management operating as intended and producing the desired outcome with respect to meeting the
n622 Alsystem requirements and |Buy a copy of IS 42001 for control content:
o ificati ps: i html Functional intersects with Minimum Viable Product oAz | Mechanisms exist to ensure risk-based technical and functional specifications are S
(MVP) Security Requirements established to define a Minimum Viable Product (MVP).
Functional tersects with Al & Autonomous AAT-02.2 | Mechanisms exist to identify and document internal cybersecurity & data privacy s
Technologies Internal Controls controls for Artificial (A1) and
Mechanisms exist to design and Implement product management processes to update
Functional intersects with Product Management | TDADL.1 | products, including systems, software and srvices, to improve functionality and 5
correct security.
'AT& Autonomous
. ; ) Mechanisms eist to take socio-technical implications into account to acdressrisks
Functional intersects with Technologies Requirements. AAT-14 " 5
Re associated with Artificial (A1) and
Definitions
Mechanisms exist to address all capital planning and investment requests, including the
) ’ | Cybersecurity & Data Privacy pita Planning ; €
Functional intersects with PRM-02 | resources needed to implement the cybersecurity & data privacy programs and 5
Resource Management i '
document all exceptions to this
AT& Autonomous Mechanisms exist to identify and document knowledge limits of Artificial Intelligence
Functional intersects with |  Technologies knowledge | AAT-14.2 | (Al) and Autonomous Technologies (AAT) to provide sufficient information to assist 5
Limits relevant decision making.
Mechanisms exist to facilitate the implementation of tailored development and
) Technology Development &
Functional subset of oy TDA-01  [acquisition strategies, contract tools and procurement methods to meet unique 10
a business needs.
A& Autonomous e :
et ! Mechanisms exist to identify data sources for Artificial Intelligence (Al) and
Functional intersects with e AAT-12 | Autonomous Technologies (AAT) to prevent third-party Intellectual Property (IP) rights 5
Property Infringement e
! infringement.
Protections
Artificial Intelligence Test, Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Functional intersects with | Evaluation, Validation & | AAT-10  |Verification (AI TEVV) practices to enable Artificial Intelligence (Al) and Autonomous 5
Verification (Al TEVV) Technologies (AAT)-related testing, identification of incidents and information sharing.
'AT& Autonomous
) ; ’ Mechanisms exist to take socio-technical implications into account to adressrisks
Functional intersects with Technologies Requirements. AAT-14 " 5
S associated with Artificial (A1) and
Documentation of Al system | Buy a copy of IS0 42001 for control content: efinitions
A623 " ; 'AT& Autonomous .
design and ps: i htmi ) ) ; Mechanisms exist to define and document the organization’s mission and defined goals
Functional intersects with Technologies Mission and AAT-03.1 . . 5
> for Artificial (A1) and
Goals Definition
Mechanisms exist to require software developers to ensure that their software
Functional ntersects with Development Methods, | o processes employ ind gnized secure practices for secure s
Techniques & Processes programming, engincering methods, qualty control processes and validation
techniues to minimize flawed and/or malformed software.
Al & Autonomous
Mechanisms exist to define the tasks that ArtificialIntelligence (Al) and Autonomous
Functional intersects with AAT-14.1 TAAT) il g st P o 5
s Dot will support (e.g., classifiers, generative models, recommenders).
Functional ntersects with | Data Source dentification | AAT-12.1 | Mechanisms exist o identify and document data sources utilzed in the training andjor s
operation of Artificial Intelligence and Autonomous Technologies (AAT).
Functional tersects with A1 & Autonomous AAT-04 | Mechanisms exist to benchmark capabiltes, targeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Functional intersects with Secure Coding TDA06 exist to devel based on secure coding principles. 5
Al & Autonomous
f
Functional tersects with Tochnologies Model AAT-10;9 | Mechanisms exist to validate the Artifcal Itellgence (Al and Autoriomous s
ostes Technologies (AAT) model.
Validation
ATV Trustworthiness Mechanisms exist to evaluate Artificial (A) and
n624 Al system verification and _[Buy a copy of ISO 42001 for control content: Functional intersects with ol AAT-101 | (AAT) for trustworthy behavior and operation including security, anonymization and 5
validation https://www.iso.org/standard/81230.htmi disaggregation of captured and stored data for approved purposes.
Artificial Intelligence Test, Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Functional intersects with | Evaluation, Validation & | AAT-10  |Verification (AI TEVV) practices to enable Artificial Intelligence (Al) and Autonomous 5
Verification (Al TEVV) Technologies (AAT)-related testing, identification of incidents and information sharing.
Information Assurance (1A Mechanisms exist to facilitate the implementation of cybersecurity & data privac
Functional subset of M ao01 P v v privacy 10
Operations and controls.
Mechanisms exist to conduct specialized assessments for:
= Statutory, regulatory and contractual compliance obligations;
+ Monitoring capabilities;
« Mobile devices;
« Databases;
Functional intersects with | Specialized Assessments | 1A0-02.2 | = Application security; 5

« Embedded technologies (e.g., loT, OT, etc.);
* Vulnerability management;

« Malicious code;

« Insider threats and

. testing.
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FDE Name Focal Document Element (FDE) Description SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Al& Autonomous o ) ;
rens st By copy of 150 42001 for control cantent: functional tersects with aaTaay |Mechanisms e(::!T !'t::ﬁfslze !he(t‘asks !f:a! st \n!elltlgence Lm]; and Au!unur:ouj s
) Py 30t e pport (e.g., classifiers, generative models, recommenders).
romctionat rersects with security Authorization 00 | Mechanisms existto ensure systems, projects and services re offcally authorized S
prior to "go live" in a production
‘Mechanisms exist to perform Information Assurance Program (IAP) activities to
Functional intersects with Technical Verification 1A0-06 | evaluate the design, and of technical 5
data privacy controls.
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments 1A0-02  activities to determine the extent to which the controls are implemented correctly, s
operating as intended and producing the desired outcome with respect to meeting
expected
Artifcial Intelligence Test, Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Functional intersects with | Evaluation, Validation & | AAT-10  |Verification (A TEVV) practices to enable Artificial Intelligence (Al) and Autonomous B
Verification (Al TEVV) Technologies (AAT)-related testing, identification of incidents and information sharing.
romctionat et | ATEVVR AT101s exist to proactively and continuously monitor deployed Artifical S
n626 Al system operation and | Buy a copy of ISO 42001 for control content: m K’:":‘:‘!';‘::’:ous (Al) and (AAT).
monitoring https://www.iso.org/standard/81230.html . . N Mechanisms exist to monitor the functionality and behavior of the deployed Artificial
Functional intersectswith | Technologies Production | AAT-16 Ao ' 5
Monitoring
Secure Development Life Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects With | cycle soic) PRVO7_ | cycle (SDLC) are controlled through formal change control procedures. °
Mechanisms exist to define supporting business processes and implement appropriate
senice Delvery and service to ensure appropriate planning, delivery and
Functional intersectswith | s Sunpory) | PS03 | suppertof the organizaton's technology capabiltie supportng business functions, B
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to obtain, protect and distribute administrator documentation for
systems that describe:
. - Secure configuration, installation and operation of the system;
n627 Alsystem technical | Buy a copy of ISO 42001 for control content: Functional intersects with | Documentation Requirements | TDA04 | T c- B
: ps: i 30.html fective use and maintenance of security features/functions; and
- Known regarding and use of administrative (e.g.,
orivileged) functions.
Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
. ’ ’ Standardized Operating
Functional intersects with 0PS-01.1 [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Mechanisms exist to provide guidelines and recommendations for the secure use of
Functional intersects with | Secure Practices Guidelines | OPS-05 | products and/or services to assist in the configuration, installation and use of the 5
product and/or service.
Mechanisms exist to design and implement product management processes to update
Functional intersects with Product Management | TDA-OL1 |products, including systems, software and services, to improve functionality and 5
correct security. i
Secure Development Life Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects With | cycle spic) PRVO7 | cycle (SDLC) are controlled through formal change control procedures. °
Mechanisms exist to define supporting business processes and implement appropriate
senvice Delvery and service to ensure appropriate planning, delivery and
Functional intersectswith | s Sunpory) | PS03 | supportofthe organizaton's technology capabiltie supportng business functions, B
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to provide guidelines and recommendations for the secure use of
Functional intersects with | Secure Practices Guidelines | OPS-05 | products and/or services to assist in the configuration, installation and use of the 5
Al'system recording of event [Buy a copy of IS0 42001 for control content: broduct and/or service. _ i
A628 ; Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
logs https://www.iso.org/standard/81230.html ) , , Standardized Operating
Functional intersects with 0PS-01.1 [or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Mechanisms exist to design and implement product management processes to update
Functional intersects with Product Management | TDA-OL1 |products, including systems, software and services, to improve functionality and 5
correct security. i
‘Mechanisms exist to obtain, protect and distribute administrator documentation for
systems that describe:
Functional intersects with | Documentation Requirements|  ToA-04 | * Secure configuration, installation and operation of the system; B
« Effective use and maintenance of security features/functions; and
« Known regarding and use of administrative (e,
orivileged) functions.
Functional ntersects with | Data Source Identiication | AT-12.1 | Mechanisms exis to identify and document data sources utiized i the training and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
ar Data for Alsystems |3 COPY 0150 42001 for controlconter: Functional intersects with | Data Quality Operations | DCH-22 | data to ensure the accuracy, relevance, timeliness, impact, completeness and de- B
https://www.iso.org/standard/81230.html identification of i across the lifecydle.
Mechanisms exist to ensure Artificial (Al) and
functiona! tersects wigh | TTUStWOrthy Al & Autonomous| - | (AAT) are designed to b reliabl, safe,far secure, resilien, transparent, explainable s
Technologies and data p hanced to properties or
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with | Data Quality Operations | DCH-22 | data to ensure the accuracy, relevance, timeliness, impact, completeness and de- B
a2 Data for development and [Buy a copy of IS0 42001 for control content: identification of i across the lifecycle.
of Alsystem | https://www.so. htmi
Functional ntersects with | Data Source Identiication | AT-12.1 | Mechanisms exis to identify and document data sources utiized i the trainin and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
Functional ntersects with | Data Source Identiication | AT-12.1 | Mechanisms exist to dentify and document data sources utiized i the training and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
a3 Acquistionof data | U €OPY f 50 42001 for control content: — - -
https://www.iso.org/standard/81230.html Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with | Data Quality Operations | DCH-22 | data to ensure the accuracy, relevance, timeliness, impact, completeness and de- B
identification of i across the lifecycle.
Functional ntersectswith | Dta Source Identiication | AT-12.1 | Mechanisms exis to identify and document data sources utiized i the training and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
a4 Quality of data for Al |Buy a copy of IS0 42001 for control content:
systems (www.iso.org/standard/81230.html Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with Data Quality Operations DCH-22  |data to ensure the accuracy, relevance, timeliness, impact, completeness and de- 5
identification of i across the lifecycle.
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with Data Quality Operations DCH-22 |data to ensure the accuracy, relevance, timeliness, impact, completeness and de- 5
identification of i across the lifecycle.
ATS Data provenance Buy a copy of SO 42001 for contro content: Mechanisms exist to track the origin, development, ownership, location and changes to
https://www.iso.org/standard/81230.html Functional intersects with Provenance AST-03.2 ' g g 5
systems, system and associated data.
Functional ntersects with | Data Source Identiication | AT-12.1 | Mechanisms exis to identify and document data sources utiized i the training and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
Functional ntersects with | Data Source Identiication | AT-12.1 | Mechanisms exis to identify and document data sources utiized i the training and/or s
operation of Artificial Itelligence and Autonomous Technologies (AAT).
a6 Datapreparation |1 @ €OPY of 150 42001 for control content: — - -
https://www.iso.org/standard/81230.html Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with | Data Quality Operations | DCH-22 | data to ensure the accuracy, relevance, timeliness, impact, completeness and de- B
identification of i across the lifecycle.
Functional ntersects with asto12 hanisms exit o dentify and nvolve pertinent stakeholders of criical systems, s
s Iformation for interested |Buy a copy of SO 42001 for control content: Involvement applications and services to support the ongoing secure management of those assets.
- parties of Al systems | https://www.iso.org/standard/81230.htm Robust exist to compel ongoing engagement with relevant Artifical Intelligence
Functional intersects with Engagement for Al & AAT-11[(A)and T (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Functional intersects with joer| AST-01.2 chant Exldst to |>dentva and |nv0}|‘ve pertinent stakeholders. ofcrvllzalhsvstems, 5
. System documentation and |Buy a copy of 150 42001 for control content: involvement applications and services to support the ongoing secure management of those assets.
for users iso. 230.html Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11[(Al)and T (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11[(Al)and T (AAT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
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Informed (RASCI) Matrix

assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs).

Functional intersects with & | astor2 hanisms exist to |>dentva and involve pertinent stakeholders of critical systems, 5
Involvement applications and services to support the ongoing secure management of those assets.
n83 external reportin Buy a copy of IS0 42001 for control content: v — T eyt e
- porting https://www.iso.org/standard/81230.html X X i utonomous exist to rtificial (AD) an
Functional intersects with | Technologies Incident & Error | AAT-11.4 [Technologies (AAT)-related incidents and/or errors to relevant stakeholders, including 5
Reporting affected it
exist to ly-report incidents t licabl
Incident Stakehold,  Internal stakeholders;
Functional intersects with neident Stakeholder IRo-10 [ | Inernal stakehoders 5
Reporting « Affected clients & third-parties; and
« Regulatory authori
Robust exist to compel ongoing engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and (AaT) to encourage feedback about 5
i positive, negative and unanticipated impacts.
exist to ly-report incidents t licabl
Incident Stakehold,  Internal stakeholders;
Functional intersects with o R0 | et & thparties; and 5
e Buy a copy of IS0 42001 for control content: eporting ected clients & third-parties; an:
A84 c of incidents oo o « Regulatory authori
A o Al & Autonomous exist to icate Artificial i (Al) and
Functional intersects with | Technologies Incident & Error | AAT-114 [Technologies (AAT)-related incidents and/or errors to relevant stakeholders, including 5
Reporting affected it
Functional intersects with & | astor2 hanisms exist to |>dentva and involve pertinent stakeholders of critical systems, 5
Involvement applications and services to support the ongoing secure management of those assets.
Robust exist to compel ongoing engagement with relevant Artifical Intelligence
Functional intersects with Engagement for Al & AAT-11  |(Al)and T (AaT) to encourage feedback about 5
n8s Information for interested [Buy a copy of ISO 42001 for control content: i positive, negative and unanticipated impacts.
o arties https://www.iso.org/standard/81230.html
i sl ¢ / ) . ) & exist to identify and involve pertinent stakeholders of critical systems,
Functional intersects with AST-01.2 e . . 5
Involvement applications and services to support the ongoing secure management of those assets.
Functional tersects with A1 & Autonomous AaT-04 | Mechanisms exist to benchmark capabiltes, trgeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Buy a copy of IS0 42001 for control content: Mechanisms exist to define supporting business processes and implement appropriate
A9 Use of Al systems ! A e P
https://www.iso.org/standard/81230.htmi service beliven and service toensure planning, delivery and
Functional intersects with | s Suv oy | 0703 |support of the organization's technalogy capabilties supporting business unctiors, 5
PP workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Functional tersects with A1 & Autonomous AaT-04 | Mechanisms exist to benchmark capabiltes, targeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
no2 Processes for responsible ~|Buy a copy of IS0 42001 for control content: Mechanisms exist to define supporting business processes and implement appropriate
- use of Al systems https://www.iso.org/standard/81230.htmi service eliven and service toensure iate planning, delivery and
Functional intersectswith | s Suv oy | 0703 |support of the organization's technology capabilties supporting business functiors, 5
PP workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to define supporting business processes and implement appropriate
) and service toensure planning, delivery and
Service Delivery "
Functional intersectswith | st Sunport) | 0703 | support of the organization's technalogy capabiltis supporting business unciors, 5
Ao3 Objectives for responsible | Buy a copy of IS0 42001 for control content: PP workforce, and/or customers based on industry-recognized standards to achieve the
- use of Al system https://www.iso.org/standard/81230.htmi specific goals of the process area.
Functional tersects with A1 & Autonomous AAT-04 | Mechanisms exist to benchmark capabiltes, trgeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Mechanisms exist to define supporting business processes and implement appropriate
) and service toensure iate planning, delivery and
Service Delivery "
Functional intersectswith | st Suuport) | 0703 | support of the organization's technology capabiltis supporting business unciors, 5
PP workforce, and/or customers based on industry-recognized standards to achieve the
noa Intended use of the Al | Buy a copy of 150 42001 for control content: specific goals of the process area.
) system o iso. 1230 hum! AITEW st t tively and conti I itor deployed Artificial
P exist to proactively and continuously monitor deployed Artificial
Functional intersects with AAT-10.13 P v v ploy 5
Monitoring (A) and (AAT).
Functional tersects with A1 & Autonomous AAT-04 | Mechanisms exist to benchmark capabiltes, targeted usage, goals and expected s
Technologies Business Case benefits and costs of Artificial (A) and
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersectswith | Supply Chain Protection |  TPM-03 v P 5
supply chain.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functional ntersects with Supply Chain Risk Rsx0g | sociated with the development, acquisiion, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
Third-party and customer |Buy a copy of IS0 42001 for control content: Mechanisms exist to mitigate the risks associated with third-party access to the
A10 pary vasee s ot Functional intersects with Third-Party Services PM-04 R pary 5
Functional subset of Third-Party Management | TPM-01 | Mechanisms exist to facilitate the implementation of third-party management controls. 10
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, maintain >
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
) assignment for cybersecurity & data privacy controls between internal stakeholders
Informed (RASCI) Matrix ! "
and External Service Providers (ESPs).
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functional ntersects with Supply Chain Risk Rsx0g | sociated with the development, acquisiion, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
exist to requi I req for y & data privacy
. ; ; Third-Party Contract
Functional intersects with reocremonts TPM-05 | requirements with third-parties, reflecting the organization’s needs to protect its 5
q svstems, processes and data
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