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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g., cybersecurity &
data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:

1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.
2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or otherwise

executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:

1. Subset Of

2. Intersects With
3. Equal

4. Superset Of
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SUPERSET OF

Focal Document Element is a
superset of SCF control. In
other words, Focal Document
Element contains everything
that SCF control does and

NO RELATIONSHIP
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D D e o Do e e DE) D ptio! o o # € eto ° ewo p
03.01.01 Account If: Functional | no N/A N/A N/A N/A No to map to.
Functional <ubset of Human Resources Security WRs.o1 | Mechanisms exist to facltate the implementation of personnel 0
security controls.
A.03.01.01.0DP[01] | Account Management |the time period for account inactivity before disabling is defined. Mechanisms exist to proactively govern account management of
Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary 5
accounts.
the time period within which to notify account managers and designated . Human Resources Securit Mechanisms exist to facilitate the implementation of personnel
A.03.01.01.0DP[02] Account Management P Y gers and desig, Functional subset of Y HRS-01 N Pl P 10
personnel or roles when accounts are no longer required is defined. Management security controls.
the time period within which to notify account managers and designated . Human Resources Securit Mechanisms exist to facilitate the implementation of personnel
A.03.01.01.0DP[03] Account Management P ¥ ac 8 | desig Functional subset of Y HRS-01 N Pl P 10
personnel or roles when users are terminated or transferred s defined. Management security controls.
the time period within which to notify account managers and designated ] . . o . .
. Human Resources Securit Mechanisms exist to facilitate the implementation of personnel
A.03.01.01.0DP[04] Account Management | personnel or roles when system usage or the need-to-know changes for an Functional subset of Y HRS-01 N Pl P 10
Management security controls.
the time period of expected inactivity requiring users to log out of the Automated mechanisms exist to log out users, both locally on the
A.03.0L0LODP(0S] | Account Management | %" is‘;e e P Y requiring 8 Functional | intersects with Session Termination IAC25  [network and for remote sessions, at the end of the session or after 5
v an organization-defined period of inactivity.
Automated mechanisms exist to log out users, both locally on the
A.03.01.01.0DP[06] | Account Management |circumstances requiring users to log out of the system are defined. Functional | intersects with Session Termination IAC25  [network and for remote sessions, at the end of the session o after 5
an organization-defined period of inactivity.
Mechanisms exist to proactively govern account management of
Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary 5
A.03.01.01.2(01] Account Management [ system account types allowed are defined. accounts - - -
Mechanisms exist to review all system accounts and disable any
Functional | intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Mechanisms exist to proactively govern account management of
Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary 5
A.03.01.01.a[02] Account Management | system account types prohibited are defined. accounts _ _ _
Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Functional | intersects with | USeT P;ovl?lfmlr\g &De- 1AC07 Me;l:an:;ms exist tot:u:lze a forrr::l user reglstr:tl:n and dgm s
<ystem accounts are created in accordance with organizational policy, rovisioning registration process that governs the assignment of access rights.
A.03.01.01.b[01] Account Management | v created in accorc ganizational policy, , _ _ _
procedures, prerequisites, and criteria Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Functional | intersects with | USeT P;ovl?lfmlr\g &De- laco7 | Mechanisms exist to :tlllze a form:l user reglstratu:n and dgrh s
system accounts are enabled in accordance with organizational policy, rovisioning. registration process that governs the assignment of access rights.
A.03.01.01.b[02] Account Management o oo - - - -
procedures, prerequisites, and criteria. Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Functional | intersects with | USeT P;ovl?lfmlr\g &De- laco7 | Mechanisms exist to :tlllze a form:l user reglstratu:n and dgrh s
system accounts are modified in accordance with organizational policy, rovisioning registration process that governs the assignment of access rights.
A.03.01.01.b[03] Account Management o 0 - - - -
procedures, prerequisites, and criteria. Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Functional | intersects with | USeT P;ovl?lfmlr\g &De- 1AC07 Me;l:an:;ms exist tot:u:lze a forrr::l user reglstr:tl:n and dgm s
system accounts are disabled in accordance with organizational policy, rovisioning registration process that governs the assignment of access rights.
A.03.01.01.b[04] Account Management |* a rccor 8 policy, _ _ _ _
procedures, prerequisites, and criteria Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Functional | intersects with | USeT P;ovl?lfmlr\g &De- 1AC07 Me;l:an:;ms exist tot:u:lze a forrr::l user reglstr:tl:n and dgm s
system accounts are removed in accordance with organizational policy, rovisioning registration process that governs the assignment of access rights.
A.03.01.01.b[05] Account Management |* re acco 8 policy, _ _ _ _
procedures, prerequisites, and criteria. Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Mechanisms exist to proactively govern account management of
Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary 5
A.03.01.01.¢.01 Account Management |authorized users of the system are specified. accounts _ _ _
Mechanisms exist to review all system accounts and disable any
Functional intersects with | System Account Reviews IAC-15.7  |account that cannot be associated with a business process and 5
owner.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
. " . . | Role-Based Access Control N N iy
A.03.01.01.¢.02 Account group and role are specified. Functional | intersects with RBAC) IAC-08 [policy over users and resources that applies need-to-know and fine- 5
grained access control for sensitive/regulated data access.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
PR y . . | Role-Based Access Control N ¢ )
A.03.01.01.c.03 Account Management |access authorizations (i.e., privileges) for each account are specified. Functional | intersects with RBAC) IAC-08 [policy over users and resources that applies need-to-know and fine- 5
grained access control for sensitive/regulated data access.
§ - Mechanisms exist to strictly govern the use of Authenticate,
. X . - . . o | Authenticate, Authorize and " N Ny ©
A.03.01.01.d.01 Account Management ~[access to the system is authorized based on a valid access authorization. Functional | intersects with s (VA IAC-012  |Authorize and Audit (AAA) solutions, both on-premises and those 5
hosted by an External Service Provider (ESP).
§ - Mechanisms exist to strictly govern the use of Authenticate,
. X . . . | Authenticate, Authorize and N : N N
A.03.01.01.d.02 Account Management [access to the system is authorized based on intended system usage. Functional | intersects with s (VAR IAC-012  |Authorize and Audit (AAA) solutions, both on-premises and those 5
hosted by an External Service Provider (ESP).
Mechanisms exist to proactively govern account management of
A.03.01.0Le Account Management | the use of system accounts is monitored. Functional | intersectswith | Account Management 1AC15  individual, group, system, service, application, guest and temporary 5
accounts.
Mechanisms exist to proactively govern account management of
A.03.01.01.£.01 Account Management | system accounts are disabled when the accounts have expired. Functional | intersectswith | Account Management 1AC15  individual, group, system, service, application, guest and temporary 5
accounts.
Mechanisms exist to proactively govern account management of
. - Functional | intersects with IAC15  |indivi i icati 5
Aos0L01t02 Account anasemens. | ¥ a6counts are dsabled when the acounts ave been nactvefor unctiona intersects wi Account Management individual, group, system, service, application, guest and temporary
I & <A.03.01.01.0DP(01]: time period>. :‘m”“‘s ¥ em— T =
Functional | intersects with | Disable Inactive Accounts 1AC-15.3  |Automated mechanisms exist to disable inactive accounts after an 5
defined time period.
) j Mechanisms exist to proactively govern account management of
system accounts are disabled when the accounts are no longer associated . . . e X A
A.03.01.01.£.03 Account Management [*° s are Functional | intersectswith |  Account Management IAC15  individual, group, system, service, application, guest and temporary 5
with a user or individual.
accounts.
system accounts are disabled when the accounts violate organizational Mechanisms exist to proactively govern account management of
A.03.01.01£.04 Account Management 2": & Functional | intersectswith |  Account Management IAC15  individual, group, system, service, application, guest and temporary 5
poliey: accounts.
Mechanisms exist to proactively govern account management of
system accounts are disabled when significant risks associated with . . .
A.03.01.0L£.05 Account Management |**"®" N © Functional | intersectswith |  Account Management IAC15  individual, group, system, service, application, guest and temporary 5
individuals are discovered.
accounts.
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management of
A.03.01.01.g.01 Account Management N N iy Functional | intersectswith |  Account Management IAC15  individual, group, system, service, application, guest and temporar 5
& 8 <A.03.01.01.0DP[02]: time period> when accounts are no longer required. 8 e BroUP, sy: PPl 8 porary
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management of
A.03.01.01.g.02 Account Management |<A.03.01.01.0DP[03]: time period> when users are terminated or Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary s
accounts.
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management of
A.03.01.01.8.03 Account Management |<A.03.01.01.0DP[04]: time period> when system usage or the need-to-know Functional intersects with Account Management IAC-15 individual, group, system, service, application, guest and temporary s
changes for an individual. accounts.
users are required to log out of the system after <A.03.01.01.0DP[05}: time Automated mechanisms exist to log out users, both locally on the
A.03.01.0Lh Account Management [ period> of expected inactivity or when the following circumstances occur: Functional | intersects with Session Termination IAC25  [network and for remote sessions, at the end of the session o after 5
<A.03.01.01.0DP[06]: circumstances>. an organization-defined period of inactivity.
03.01.02 Access If: Functional _| no N/A N/A N/A NA__ [No to map to.
£.0301.02001) Access Enforcement | 2PProved authorizations for logical access to CUI are enforced in accordance | ¢ oo | ioversects with | Sensitive/ Regulated Data Crg.0g | Mechanisms exist to configure systems, applications and processes R
with applicable access control policies. Access to restrict access to sensitive/regulated data.
Mechanisms exist to utilize the concept of least privilege, allowing
approved authorizations for logical access to system resources are enforced . . . . only authorized access to processes necessary to accomplish
A.03.01.02[02] Access Enforcement | -° . . 8 ystel Functional intersects with Least Privilege IAC-21 y . P ) - M N P 5
in accordance with applicable access control policies. assigned tasks in accordance with organizational business
functions.
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Rationale Relationship

Information Flow | Determine If: ) o )
03.01.03 ( Functional | no relationship N/A N/A N/A N/A No requirements to map to.
: Mechanisms exist to develop, document and maintain secure
: : | System Hardening Through " )
) . ' - Functional | intersects with ; ing Thr CFG-02 |baseline configurations for technology platforms that are 5
A03.01.03(01) Information Flow | approved authorizations are enforced for controlling the flow of CUI within Baseline Configurations ! figur !
0301 Enforcement the system. consistent with industry-accepted system hardening standards.
Functional bsetof endpoint Security ENpo1 | Mechanisms exist o facltate the implementation of endpoint o
security controls.
Mechanisms exist to design, implement and review firewall and
: . | Data Flow Enforcement — o : :
Functional intersects with N NET-04 router configurations to restrict connections between untrusted 5
Access Control Lists (ACLs) "
networks and internal systems.
2.03.01.03(02) Information Flow |approved authorizations are enforced for controlling the flow of CUI Mechanisms exist to authorize connections from systems to other
- . Enforcement between connected systems. systems using Interconnection Security Agreements (ISAs), or
Functional | intersects with | System Interconnections NET-05 |similar methods, that document, for each interconnection, the 5
interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
03.01.04 Separation of Duties If: Functional _| no N/A N/A N/A N/A No reau to map to.
. . N Mechani ist to imple it and intain S i f Duti
A03.01.04.a Separation of Duties | duties of individuals requiring separation are identified. Functional | intersects with | Separation of Duties (SoD) HRS-11 echanisms exist fo implement and maintain Separation of buties 5
(SoD) to prevent potential inappropriate activity without collusion.
03.01.05 Least Privilege If: Functional _| no N/A NA__|NA N/A No reau to map to.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
o ) : A ) : . | Role-Based Access Control - ¢ )
A.03.01.05.0DP[01] Least Privilege  [security functions for authorized access are defined. Functional | intersects with o) IAC08 [policy over users and resources that applies need-to-know and fine- 5
grained access control for sensitive/regulated data access.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
o ; ; . ) e . . | Role-Based Access Control « ¢ )
A.03.01.05.0DP[02] Least Privilege [ security-relevant information for authorized access is defined. Functional | intersects with R6A0) IAC08 [policy over users and resources that applies need-to-know and fine- 5
grained access control for sensitive/regulated data access.
Mechanisms exist to periodically-review the privileges assigned to
03.01.05.000(03] Leastpriviege | (1@ reauency atwhich to review the prvieges assigned to roles o classes of | oot | ngersects wih | Perodic Review of Account Iacay  [Individuals and servie accounts to validate the need for such s
users is defined. Privileges privileges and reassign or remove unnecessary privileges, as
necessarv.
Mechanisms exist to utilize the concept of least privilege, allowing
A03.0L05.0 Leastprivlege | *1518M cces for sers (or processes acting on befalf o users) isauthorized | ¢ ot | otersects with Leastpriilege laca1  |ory authorized access to processes necessary to accomplish s
only when necessary to accomplish assigned organizational tasks. assigned tasks in accordance with organizational business
functions.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
: . | Role-Based Access Control - : i
Functional intersects with (RBAQ) IAC-08 policy over users and resources that applies need-to-know and fine-| 5
A.03.01.05.b[01] Least Privilege access to <A.03.01.05.0DP[01]: security functions> is authorized. grained acress control for sensitive/regulated data acoess.
Functional intersects with Access To Sensitive / IAC20.1 Mechanisms exist to limit access to sensitive/regulated data to only 5
Regulated Data those individuals whose job requires such access.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
. : | Role-Based Access Control ) : .
Functional | intersects with R8A0) IAC08 [policy over users and resources that applies need-to-know and fine- 5
A.03.01.05.b[02] Least Privilege access to <A.03.01.05.0DP[02]: ity-rel is authorized. grained access control for sensitive/regulated data access.
Functional intersects with Access To Sensitive / IAC-20.1 Mecha‘ms‘m} exist to Imu‘t access fa sensitive/regulated data to only 5
Regulated Data those individuals whose job requires such access.
Mechanisms exist to periodically-review the privileges assigned to
A03.0105.c Leastprviege | (e Privleges asigned to roles or classes of users re reviewed Functional | intersects with | Periodic Review of Account lacay  [Individuals and service accounts to validate the need for such s
<A.03.01.05.0DP[03]: frequency> to validate the need for such privileges. Privileges privileges and reassign or remove unnecessary privileges, as
necessarv.
Mechanisms exist to periodically-review the privileges assigned to
A.03.01.05.d Least Privilege | privileges are reassigned or removed, as necessary. Functional | intersects with | "eriodic Review of Account IAC-17  |individuals and service accounts to validate the need for such 5
Privileges privileges and reassign or remove unnecessary privileges, as
necessary.
Least Privilege— | Determine If: ) . .
03.01.06 » & | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Privileged Accounts
Least Privilege— [ personnel or roles to which privileged accounts on the system are to be Mechanisms exist to restrict the assignment of privileged accounts
A.03.01.06.00P(01] e & perso privileg ¥ Functional | intersects with | Privileged Accounts IAC-21.3  |to organization-defined personnel or roles without management 5
Privileged Accounts | restricted are defined.
approval.
Iy Iy ; Mechanisms exist to restrict the assignment of privileged accounts
Least Privilege — | privileged accounts on the system are restricted to <A.03.01.06.0DP[01]: : . . iy
A03.01.06:2 e & privieg " 101] Functional | intersects with | Privileged Accounts IAC-21.3  |to organization-defined personnel or roles without management 5
Privileged Accounts | personnel or roles>.
approval.
iy A ] o o Mechanisms exist to prohibit privileged users from using privileged
Least Privilege— | users (or roles) with privileged accounts are required to use non-privileged . . . Non-Privileged Access for € prohibit privilege: i 8 privileg
A03.0106.b o2 ' ! - on ° Functional | intersects with ¢ : IAC21.2  |accounts, while performing non-security functions. 5
Privileged Accounts | accounts when accessing non-security functions or non-security information. Non-Security Functions
Least Privilege — If: ) . .
03.01.07 - & Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Privileged Functions
Least Privilege - Prohibit Non-Privileged Users Mechanisms exist to prevent non-privileged users from executing
A03.0107.a e e |OMPrivileged users are prevented from executing privileged functions. Functional | intersects with | from Executing Privileged IAC215 |privileged functions to include disabling, circumventing or altering 5
8 Functions implemented security safeguards / countermeasures.
Least Privilege — ] Iy o . ; : - ! ] Mechanisms exist to log and review the actions of users and/or
A.03.01.07.b Le: 8e the execution of privileged functions is logged. Functional | intersects with | privileged Functions Logging | MON-03.3 hanism 8 an / 5
Privileged Functions services with elevated privileges.
U ful L Determine If:
03.01.08 ARG [ Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Attempts
Mechanisms exist to enforce a limit for consecutive invalid login
03.01.08.000(01] Unsuccessful Logon | the number of consecutive invald logon attempts by a user alowed duringa | py o | e Account Lockout Iac2y  |Pttempts by a user during an organization-defined time period and s
Attempts time period is defined. automatically locks the account when the maximum number of
attempts is exceeded
Mechanisms exist to enforce a limit for consecutive invalid login
1.03.01.08.000(02] Unsuccessful Logon | the time period to which the number of consecutive invalid logon attemts | ¢ o | e in Account Lockout |ac2y  |attempts by a user during an organization-defined time period and s
Attempts by a user is limited is defined. automatically locks the account when the maximum number of
attempts is exceeded.
one or more of the following PARAMETER VALUES are selected: {the account S - AT,
" ! ° ” Mechanisms exist to enforce a limit for consecutive invalid login
or node s locked automatically for <A.03.01.08.0DP(04]: time period>; the " cfor consecutive ! )
Unsuccessful Logon . " " -~ . . . attempts by a user during an organization-defined time period and
A.03.01.08.0DP[03] account or node s locked automatically until released by an administrator; Functional | intersects with Account Lockout 1ac-22 : " 5
Attempts ¢ ! " : automatically locks the account when the maximum number of
the next logon prompt is delayed automatically; the system administrator is 3
: " @ aut : unsuccessful attempts is exceeded.
notified automatically; other action is taken automatically).
Mechanisms exist to enforce a limit for consecutive invalid login
Unsuccessful Logon . : ] ttempts by duri ization-defined ti iod and
A.03.01.08.00P[04] O | the time period for an account or node to be locked is defined (if selected). Functional | intersects with Account Lockout 1Az [3ttemPts By a user during an organization-defined fime period an 5
Attempts automatically locks the account when the maximum number of
attempts is exceeded.
Mechanisms exist to enforce a limit for consecutive invalid login
A030L08.8 Unsuccessful Logon [a imit of <A.03.01.08.0DPIO1]: number> consecutive invald logon attempts | cy o | e Account Lockout \Ac22 |attempts by a user during an organization-defined time period and s
Attempts by a user during <A.03.01.08.0DP[02]: time period> is enforced. automatically locks the account when the maximum number of
attempts is exceeded
Mechanisms exist to enforce a limit for consecutive invalid login
0301086 Unsuccessful Logon | <A.03.01.08.0DP(03]: SELECTED PARAMETER VALUES> when the maximum | ¢ oo | e Account Lockout |ac2y  |attempts by a user during an organization-defined time period and s
Attempts number of unsuccessful attempts is exceeded. automatically locks the account when the maximum number of
attempts is exceeded.
[ Determine If: ) . .
03.01.09 System Use Notification Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Mechanisms exist to utilize system use notification / logon banners
Functional intersects with |  SYstem Use Notification SEals that display an appu?ved system use notification message or s
(Logon Banner) banner before granting access to the system that provides
& data privacy notices.
a system use notification message with privacy and security notices Standardized Microsoft Mechanisms exist to configure Microsoft Windows-based systems
A.03.01.09 System Use Notification |consistent with applicable CUI rules is displayed before granting access to Functional | intersects with o Bamos® SEA-18.1 | to display an approved logon banner before granting access to the 5
indows Banner
the system. system that provides cybersecurity & data privacy notices.
Mechanisms exist to utilize a truncated system use notification /
Functional | intersects with Truncated Banner SEA-18.2 [logon banner on systems not capable of displaying a logon banner 5
from a centralized source, such as Active Directory.
03.01.10 Device Lock If: Functional | no N/A N/A N/A N/A No reau to map to.

[Slolc]

Attribition-HaDerivatives 4.0
International (CCEV-ND 4.0)

Secure Controls Framework (SCF)

3of21



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

NIST SP 800-171AR3

Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship
(optional)

Version 2024.2

Notes (optional)

5/22/2024

one or more of the following PARAMETER VALUES are selected: {a device
lock is initiated after <A.03.01.10.0DP[02]: time period> of inactivity; the

Mechanisms exist to initiate a session lock after an organization-
defined time period of inactivity, or upon receiving a request from

A.03.01.10.0DP[01 Device Lock 's initiated after </ ¢ r Functional | intersects with Session Lock 1AC-24 © ? | 1 5
oy user s required to initiate a device lock before leaving the system a user and retain the session lock until the user reestablishes
unattended). access using established identification and ication methods.
Mechanisms exist to initiate a session lock after an organization-
the time period of inactivity after which a device lock is initiated s defined (if . : ; defined time period of inactivity, or upon receiving a request from
A.03.01.10.0DP[02] Device Lock P Y after wi ( Functional | intersects with Session Lock 1AC-24 pe activity, or up 8 req 5
selected) a user and retain the session lock until the user reestablishes
access using established identification and methods.
Mechanisms exist to initiate a session lock after an organization-
access to the system s prevented by <A.03.01.10.0DP(01]: SELECTED ! : ) defined time period of inactivity, or upon receiving a request from
A.03.01.10.a Device Lock Functional intersects with Session Lock IAC-24 N N N N 5
PARAMETER VALUES>. a user and retain the session lock until the user reestablishes
access using established identification and methods.
Mechanisms exist to initiate a session lock after an organization-
0301105 Device Lock the device lockis retained until the user reestablishes access using Functional | intersects with session Lock Iacaa  |defined time period ofinactvity, or upon receiving a request from s
and p . a user and retain the session lock until the user reestablishes
access using established identification and methods.
Mechanisms exist to implement pattern-hiding displays to conceal
informati jously visible on the display i led via device lock with . : ;
A03.01.10.c Device Lock information previously visible on the display fs concealed via device Jock wi Functional | intersectswith |  Pattern-Hiding Displays IAC-24.1 |information previously visible on the display during the session 5
a publicly viewable image. oo
03.01.11 Session Termin If: Functional _| no N/A N/A N/A N/A No requi to map to.
Automated mechanisms exist to log out users, both locally on the
A.03.01.11.00P[01] Session Termination | conditions or trigger events that require session disconnect are defined. Functional | intersects with Session Termination IAC25  [network and for remote sessions, at the end of the session or after 5
an organization-defined period of inactivity.
B : Automated mechanisms exist to log out users, both locally on the
a user session is terminated automatically after <A.03.01.11.0DP[01]: . : ;
A03.0111 Session Termination th : v o Functional | intersects with Session Termination IAC:25  [network and for remote sessions, at the end of the session or after 5
conditions or trigger events>. e o e
an organization-defined period of inactivity.
03.01.12 Remote Access If: Functional _| no N/A N/A N/A N/A No requi to map to.
] ! . ] Mechanisms exist to define, control and review organization-
A.03.01.12.a(01] Remote Access | types of allowable remote system access are defined. Functional | intersects with Remote Access NET-14 ganiz: 5
approved. secure remote access methods.
A 03.01.12.2002] remote Access | Usa€ restrictions are established for each type of allowable remote system | ¢ oo T remote Access NET-1a | Mechanisms exist to define, control and review organization- R
access. approved, secure remote access methods.
i are established for each type of allowable ! . ; Mechanisms exist to define, control and review organization-
A.03.01.12.a[03] Remote Access VP Functional | intersects with Remote Access NET-14 Baniz 5
remote system access. approved, secure remote access methods.
A03.01.12.2104] remote Access | coMnection requirements are established for each type of allowable remote | ¢ oo T remote Access NET-1a | Mechanisms exist to define, control and review organization- R
svstem access. approved, secure remote access methods.
A03.0112.0 Remote Access | 2 tYPe Of remote system access is authorized prior to establishing such runctional | intersects with remote Access NET.1a | Mechanisms exist to define, control and review organization- R
approved. secure remote access methods.
A03.0112.6001] Remote Access remote access to the system is routed through authorized access control Functional Intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- s
points approved, secure remote access methods.
remote access to the system is routed through managed access control ! . ; Mechanisms exist to define, control and review organization-
A.03.01.12.¢102] Remote Access " v 8 8 Functional | intersects with Remote Access NET-14 Baniz 5
points. approved, secure remote access methods.
cunctional | intersects with remote Access NET.14 | Mechanisms exist to define, control and review organization- R
approved, secure remote access methods.
A.03.01.12.d[1] Remote Access remote execution of privileged commands is authorized. Remote Privileged Mechanisms exist to restrict the execution of privileged commands
Functional | intersects with | Commands & Sensitive Data |~ NET-14.4  |and access to security-relevant information via remote access only 5
Access for 1l ional needs.
cunctional | intersects with remote Access NET1a | Mechanisms exist to define, control and review organization- R
approved. secure remote access methods.
A03.01.12.d[2] Remote Access | remote access to security-relevant information is authorized. Remote Privileged Mechanisms exist to restrict the execution of privileged commands
Functional intersects with | Commands & Sensitive Data NET-14.4  [and access to security-relevant information via remote access only 5
Access for needs.
03.01.13 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.01.14 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.01.15 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.01.16 Wireless Access if: Functional _| no N/A N/A N/A N/A No reaui to map to.
! . ; Mechanisms exist to control authorized wirel d monit
A.03.01.16.a(01] Wireless Access each type of wireless access to the system is defined. Functional intersects with Wireless Networking NET-15 echanisms exist to contro] authorized wireless usage and monitor 5
for wireless access.
] usage restrictions are established for each type of wireless access to the ! . ] ) ] Mechanisms exist to control authorized wireless usage and monitor
A.03.01.16.a[02] Wireless Access 8 P Functional | intersects with Wireless Networking NET-15 existtc & & 3
svstem. for wireless access.
are established for each type of wireless access System Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.01.16.2(03] Wireless Access VP Functional | intersects with | >Y**™ Ing Througl CFG-02  |baseline configurations for technology platforms that are 5
to the system. Baseline Configurations 5 et )
consistent with industry-accepted system hardening standards.
) connection requirements are established for each type of wireless access to ! . ) ) , Mechanisms exist to control authorized wireless usage and monitor
A.03.01.16.a[04] Wireless Access d P Functional | intersects with Wireless Networking NET-15 existtc & & 3
the svstem. for wireless access.
) . - . ! ] Mechanisms exist to strictly govern the use of Authenticate,
) each type of wireless access to the system is authorized prior to establishin : . - | Authenticate, Authorize and
A03.01.16. Wireless Access ype of v v zed p 8 | Functional | intersects with ° 8 IAC-01.2 | Authorize and Audit (AAA) solutions, both on-premises and those 5
such connections. Audit (AAA) A "
hosted bv an External Service Provider (ESP).
Mechanisms exist to develop, document and maintain secure
ireless networking capabilities not intended for use are disabled prior to . : | System Hardening Through g
A03.01.16.c Wireless Access | working cap: P Functional | intersects with | >Y**™ Ing Througl CFG-02  |baseline configurations for technology platforms that are 5
issuance and deployment. Baseline Configurations ; eu! !
consistent with industry-accepted system hardening standards.
) ) . . - . ; ) o ) Mechanisms exist to protect wireless access through
A.03.01.16.d[01] Wireless Access wireless access to the system is protected using authentication. Functional intersects with | Authentication & Encryption | NET-15.1 lisms P N el 5
and strong encryption.
. . N Mechani st tc tect wirel thi h
A.03.01.16.d[02] Wireless Access | wireless access to the system is protected using encryption. Functional intersects with | Authentication & Encryption | NET-15.1 lechanisms exist to protect wireless access throug| 5
and strong encryption.
03.01.17 Withdrawn N/A Functional _| no N/A N/A N/A N/A No requi to map to.
Access Control for | Determine If: ) . )
03.01.18 s | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Mobile Devices
703.01.18.2001] Access Controlfor | " tons are established for mabile devices. Functional subsetor | Centralized Management OF | o\ o | Mechanisms exist to implement and govern Mobile Device 0
Mobile Devices Mobile Devices (MDM) controls
Access Control for ) - ! ) | ystem Hardening Through Mechanisms exist o develop, document and maintain secure
A.03.01.18.a[02] . . are for mobile devices. Functional intersects with . N y CFG-02 baseline configurations for technology platforms that are 5
Mobile Devices Baseline Configurations ’ ey !
consistent with industry-accepted system hardening standards.
rccess Control for Mechanisms exist to monitor and control communications at the
A.03.01.18.a(03] ol bevcee | connection requirements are established for mobile devices. Functional | intersectswith | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
the network.
Access Control for ) I ) A ! . | Access Control For Mobile Mechanisms exist to enforce access control requirements for the
A03.0118b > onire the connection of mobile devices to the system s authorized. Functional | intersects with ° MDM-02 ! o enfor ntrol req 5
Mobile Devices Devices connection of mobile devices to organizational systems.
) . - ) , Cryptographic mechanisms exist to protect the confidentiality and
Access Control for | full-device or container-based encryption is implemented to protect the § . y Full Device & Container- Cryptograph 2 tto pro Wity
A03.0118.c e S L Functional | intersects with ) MDM-03 |integrity of information on mobile devices through full-device or 5
Mobile Devices | confidentiality of CUI on mobile devices. Based Encryption " "
container encrvotion.
03.01.19 Withdrawn N/A Functional _| no N/A N/A N/A No reaui to map to.
[Determine If: ) o .
03.01.20 Use of External Systems Functional | no relationship N/A N/A N/A N/A No requirements to map to.
.03.01.20.00P(01] Use of External Systems security requirements to be satisfied on exlemél systems prior to zHonmg Functional intersects with | Use of External DCH-13 ‘ exist to govern how external parties, systems and s
the use of or access to those systems by authorized individuals are defined. Systems services are used to securely store, process and transmit data.
A03.01208 Use of External Systems | (1€ V5@ Of external systems is proibited unless the systems are speciically | cucvonat | intersects with | U5€ O External oCH13 . exist o govern how externa parties, systems and s
authorized. Systems services are used to securely store, process and transmit data.
the following security requirements to be satisfied on external systems prior ) !
" A, ! : | Use of External exist to govern how external parties, systems and
A03.01.20b Use of External Systems to allowing the use of or access to those systems by authorized individuals Functional | intersects with DCH-13 ! ! 5
© ) N Systems services are used to securely store, process and transmit data.
are established: <A.03.01.20.0DP[OL]: security requirements>.
authorized individuals are permitted to use external systems to access the
A03.0120€.01 Use of External Systems | 271721onal system o to process, store,or ransmit CUl only after Functional | intersects wigh | U Of External ocH13 + exist o govern how external parties, systems and s
verifying that the security requirements on the external systems as specified Systems services are used to securely store, process and transmit data.
in the organization’s system security plans have been satisfied.
authorized individuals are permitted to use external systems to access the
£.03.01.20.0.02 Use of External Systems organ{zatlunal system o to process,store, or transmit CUI only af(e‘r Functional intersects with | Use of External pCH13 ‘ exist to govern how external parties, systems and s
retaining approved system connection or processing agreements with the Systems services are used to securely store, process and transmit data.
organizational entity hosting the external systems.
0301204 Use of External Systems | 7€ U5¢ Of organization-controlled portable storage devices by authorized functional | intersects with | Portable Storage Devices oCh13.2 | Mechanisms exist o restrict or prohibit the use of portable storage R

individuals on external systems is restricted.

devices by users on external systems.
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03.01.21 Withdrawn N/A Functional _| no N/A NA__|N/A N/A No requi to map to.
Publicly Accessible | Determine If: ) _ .
03.01.22 P ( Functional | no relationship N/A NA VA N/A No requirements to map to.
A03.01.22.2 Publicly Accessible | authorized individuals are trained to ensure that publicly accessible Functional | intersects with | Publicly Accessible Content DCH-15 | Mechanisms exist to control publicly-accessible content. 5
Content does not contain CUI.
Publicly Accessible ) ) o ) ) ) ) ) - ) .
A.03.01.22.b[01] Content the content on publicly accessible systems is reviewed for CUI. Functional intersects with | Publicly Accessible Content DCH-15 Mechanisms exist to control publicly-accessible content. 5
publicy Accessible Functional | intersects with | Publicly Accessible Content | ~ DCH-15 | Mechanisms exist to control publicly-accessible content 5
A.03.01.22.b[02] szem CUI is removed from publicly accessible systems, if discovered. e e
) ) ; nformation Spillage —— o T
Functional | intersects with Remnsz 8 IRO-12 | Mechanisms exist to respond to sensitive information spills. 5
Lite Trainit d  [Dete ine If:
03.02.01 il | S e Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Awareness
.03.02.01.00P(01] Literacy Training and  |the frgg\fency »at»wh}lch to provide security literacy training to system users Functional subset of Cybersgcurnv & Data Privacy- sAT-01 Mechanisms exist to facilitate the implementation of security 10
Awareness after initial training s defined. Minded Workforce workforce development and awareness controls.
A.03.02.01.0DP[02] Uteracy Training and | o\ require security literacy training for system users are defined. Functional subsetof | CYbersecurity &Data Privacy-|  gup gy [Mechanisms exist to faciltate the implementation of security 10
Awareness Minded Workforce workforce development and awareness controls.
Mechanisms exist to provide all employees and contractors
Literacy Training and  [the frequency at which to update security literacy training content is " N N Cybersecurity & Data Privacy
A.03.02.01.00P[03] v 8 quency P vy v 8 Functional | intersects with | V! y&DataPrivacy | saT.02  |appropriate awareness education and training that s relevant for 5
Awareness defined. Awareness Training o "
their iob function
Mechanisms exist to provide all employees and contractors
Lite Trainit d . N N Cyb ity & Data Priy
A.03.02.01.0DP[04] fteracy Training and | . o 1t that require security literacy training content updates are defined. Functional | intersects with | CYPersecurity & Data Privacy SAT-02  |appropriate awareness education and training that is relevant for 5
Awareness Awareness Training rol "
their iob function
7.03.02.01.201001] Literacy Training and | security literacy training is provided to system users as part of initial training Functional subset of Cybersgcurnv & Data Privacy- sAT-01 Mechanisms exist to facilitate the implementation of security 10
Awareness for new users. Minded Workforce workforce development and awareness controls.
03.02.01.0.01(02) Uiteracy Training and | security lteracy training i provided to system users <A.03.02.01.0DPI01]: Functional subsetof | Cvbersecurity & Data Privacy- SaT.or | Mechanisms exist to faciitate the implementation of security 10
Awareness frequency> after initial training. Minded Workforce workforce development and awareness controls.
Mechanisms exist to provide role-based cybersecurity & data
Literacy Training and [ security literacy training is provided to system users when required b : . ; , rivacy awareness training that is current and relevant to the cyber
A.03.02.01.2.02 v 8 v Y 81sp v a v Functional | intersects with | Cyber Threat Environment SAT-036  |Prvacyaw ing relevant % 5
Awareness system changes or following <A.03.02.01.0DP[02]: events>. threats that the user might encounter the user's specific day-to-day
business operations
Literacy Training and | security lteracy training is provided to system users on recognizin : . ] ) Mechanisms exist to utilize security awareness training on
A.03.02.01.2.03[01] v & security leracy 8P ¥ ENENE Functional intersects with | Insider Threat Awareness THR-05 . o iy aws amine 5
Awareness indicators of insider threat. recognizing and reporting potential indicators of insider threat.
Literacy Training and [ security lteracy training is provided to system users on reporting indicators : . ; ) Mechanisms exist to utilize security awareness training on
A.03.02.01.2.03(02] v e ey Y B P ¥ porting Functional intersects with | Insider Threat Awareness THR-05 . o iy aws amine 5
Awareness of insider threat. recognizing and reporting potential indicators of insider threat.
Literacy Training and | security lteracy training is provided to system users on recognizin Mechanisms exist to include awareness training on recognizing and
A.03.02.01..03(03] v Traning security lteracy training s pr ¥ BNIZNG Functional | intersects with | Social Engineering & Mining | SAT-02.2 | reporting potential and actual instances of social engineering and 5
Awareness indicators of social engineering. Orting §
social mining.
Literacy Training and [ security lteracy training is provided to system users on reporting indicators Mechanisms exist o include awareness training on recognizing and
A.03.02.01.2.03(04] v Traning tyliteracy training is ¥ porting Functional | intersects with | Social Engineering & Mining |  SAT-02.2 | reporting potential and actual instances of social engineering and 5
Awareness of social engineering. Orting §
social mining.
Literacy Training and | security lteracy training is provided to system users on recognizin Mechanisms exist to include awareness training on recognizing and
A.03.02.01..03(05] v Traning security leracy [raining s p ¥ BNZNG Functional | intersects with | Social Engineering & Mining | SAT-02.2 | reporting potential and actual instances of social engineering and 5
Awareness indicators of social mining. Orting §
social mining.
Literacy Training and [ security lteracy training is provided to system users on reporting indicators Mechanisms exist o include awareness training on recognizing and
A.03.02.01.2.03(06] v Traning ty leracy training is ¥ porting Functional | intersects with | Social Engineering & Mining | SAT-02.2 | reporting potential and actual instances of social engineering and 5
Awareness of social mining. Orting §
social mining.
Mechanisms exist to provide role-based cybersecurity & data
03.02.01.6001) Literacy Training and | security literacy training content is updated <A.03.02.01.0DP[03]: Functional intersects with | Cyber Threat Environment sAT.036 | Privacy awareness taining that is current and vlelevanbﬁblome cyber s
Awareness frequency>. threats that the user might encounter the user's specific day-to-day
business operations
Mechanisms exist to provide role-based cybersecurity & data
Literacy Training and  [security literacy training content is updated following <A.03.02.01.0DP[04]: o N - N rivacy awareness training that is current and relevant to the cyber
A.03.02.01.b[02] v 8 Y Y 8 P J 04l Functional | intersectswith | Cyber Threat Environment |  SAT-03.6 | P12 aW! ing relevant | v 5
Awareness events>. threats that the user might encounter the user's specific day-to-day
business operations
03.02.02 Role-Based Training If: Functional no N/A N/A N/A N/A [No il to map to.
‘Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
A.03.02.02.007[01] Role-Based Training |7 1€0UENCY at which to provide role-based securty trainin to assigned Functional | intersects itn | ROIE-Based Cybersecurity & | (1 oo | «Before authorizing access to the system or performing assigned s
personnel after initial training is defined. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
- ’ — : : | Role-Based Cybersecurity & - Before authorizing access to the system or performing assigned
A.03.02.02.0DP[02] Role-Based Training  |events that require role-based security training are defined. Functional intersects with - Cybersecurity SAT-03 8 izing Y- P g assig 5
Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
A.03.02.02.007103] Role-Based Training |7 1e3UENCY at which to update role-based security trainin content is Functional | intersects itn | ROIE-Based Cybersecurity & | (1 oo | «Before authorizing access to the system or performing assigned s
defined. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
- ’ — : : | Role-Based Cybersecurity & - Before authorizing access to the system or performing assigned
A.03.02.02.0DP[04] Role-Based Training  [events that require role-based security training content updates are defined. | ~ Functional intersects with ! Cybersecurity SAT-03 8 izing Y- P g assig 5
Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
A03.02.02.20101] Role-Based Training |10 security trinin i provided to organizationa personnel before Functional | intersects itn | ROIE-Based Oyberseaurity& | o0 oo Before authorizing access to the system or performing assigned s
authorizing access to the system or CUI. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
030202501002 Role-Based Training_|01%:035e0 securlty tainng s provided to organizatonal personnel before Functional | intersects with | ROle-Based ybersecurity & | o | «Before authorizing access to the system or prforming assgned s
performing assigned duties. Data Privacy Training duties;
« When required by system changes; and
- Annuallv thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
A.03.02.02.20103) Role-Based Traning_|C1E-025¢d securty training is provided to organizational personnel Functional | intersects itn | ROIE-Based Cybersecurity & | (1 oo | «Before authorizing access to the system or performing assigned s
<A.03.02.02.0DP[01]: frequency> after initial training. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
03.02.020.02 Role-ased Traiing_|01*035e0 securlty tainng s provided to organizatonal personnel when Functional | intersects with | ROle-Based ybersecurity & | o |« Before authorizing access to the system or prforming assgned s
required by system changes or following <A.03.02.02.0DP[02]: events>. Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
£03.02.02.6001) Role-Based Training | 016 02564 security training content is updated <A.03.02.02.0DP[03}: Functional ntersects with | ROle-Based Cybersecurity & SAT03 + Before authoriing access to the system or performing assigned s
frequency>. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
| role-based security training content is updated following : : | Role-Based Cybersecurity & - Before authorizing access to the system or performing assigned
A.03.02.02.6(02 Role-Based Trainin Functional | intersects with ! cu SAT-03 5
102] 8 |<A.03.02.02.00P[04]: events> Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
03.02.03 Withdrawn N/A Functional no N/A N/A N/A N/A No il ‘to map to.
03.03.01 Event Logging If: Functional no N/A N/A N/A N/A No Il to map to.
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Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

« Establish what type of event occurred;

* When (date and time) the event occurred;

* Where the event occurred;

= The source of the event;

« The outcome (success or failure) of the event; and

= The identitv of anv. associated with the event.
Mechanisms exist to review event logs on an ongoing basis and
A.03.03.01.0DP(02] Event Logging the frequency of event types selected for logging are reviewed and updated. |  Functional intersects with Reviews & Updates MON-01.8 |escalate incidents in accordance with established timelines and 5

A.03.03.01.0DP[01] Event Logging event types selected for logging within the system are defined. Functional | intersectswith |  Content of Event Logs MON-03

Mechanisms exist to configure systems to produce event logs that

contain sufficient information to, at a minimum:

« Establish what type of event occurred;

the following event types are specified for logging within the system: Functional | intersects with | Content of Event Logs MON.03 | * When (date and time) the event occurred;

<A.03.03.01.0DP(01]: event types>. * Where the event occurred;

« The source of the event;

* The outcome (success or failure) of the event; and

+ The identity of any associated with the event.
Mechani st to revi tl ing basis and

the event types selected for logging are reviewed <A.03.03.01.0DP(02]: ecnanisms exist fo review event logs on an angoing basts an

A.03.03.01.b[01] Event Logging frequency> Functional | intersects with Reviews & Updates MON-01.8 |escalate incidents in accordance with established timelines and 5

A03.03.01a Event Logging

Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

« Establish what type of event occurred;

the event types selected for logging are updated <A.03.03.01.0DP[02]: Functional | intersects with | Content of Event Logs MON.03 | * When (date and time) the event occurred;

frequency>. * Where the event occurred;

« The source of the event;

* The outcome (success or failure) of the event; and

« The identity of any associated with the event.
03.03.02 Audit Record Content ine If: Functional | no relationshi N/A N/A N/A N/A No requi to map to.

A.03.03.01.b[02] Event Logging

Mechanisms exist to generate, monitor, correlate and respond to
Functional | intersectswith | System Generated Alerts | MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5
activities to achieve integrated situational awareness.

audit records contain information that establishes what type of event

A.03.03.02.2.01 Audit Record Content
occurred.

Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

« When (date and time) the event occurred;

= Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

« The identitv of anv associated with the event.
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

« When (date and time) the event occurred;

= Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

* The identitv of anv associated with the event.
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

« When (date and time) the event occurred;

= Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

* The identitv of anv associated with the event.
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

« When (date and time) the event occurred;

= Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

* The identitv of anv associated with the event.
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

audit records contain information that establishes the identity of the Functional intersects with Content of Event Logs MoN.03 | *When (date and time) the event occurred;

individuals, subjects, objects, or entities associated with the event. = Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

* The identitv of anv associated with the event.
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:

= Establish what type of event occurred;

« When (date and time) the event occurred;

= Where the event occurred;

* The source of the event;

= The outcome (success or failure) of the event; and

* The identitv of anv associated with the event.
Mechanisms exist to allow baseline controls to be specialized or
customized by applying a defined set of tailoring actions that are
specific to:

* Mission / business functions;

= Operational environment;

« Specific threats or vulnerabilities; or

= Other conditions or situations that could affect mission /
business success.

A.03.03.02.2.02 Audit Record Content  [audit records contain information that establishes when the event occurred. Functional intersects with Content of Event Logs MON-03

A.03.03.02.2.03 Audit Record Content  [audit records contain information that establishes where the event occurred. Functional intersects with Content of Event Logs MON-03

A.03.03.02.2.04 Audit Record Content [audit records contain information that establishes the source of the event. Functional intersects with Content of Event Logs MON-03

A.03.03.02.2.05 Audit Record Content  [audit records contain information that establishes the outcome of the event. Functional intersects with Content of Event Logs MON-03

A.03.03.02.2.06 Audit Record Content

Functional intersects with Content of Event Logs MON-03

A.03.03.02.b Audit Record Content | additional information for audit records is provided, as needed.

Functional intersects with Baseline Tailoring CFG-02.9

Determine If:
03.03.03 Audit Record Generation | C o "¢ Functional | no relationship N/A N/A N/A N/A No requirements to map to.

Mechanisms exist to generate, monitor, correlate and respond to
Functional | intersectswith | System Generated Alerts | MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5
activities to achieve integrated situational awareness.

audit records for the selected event types and audit record content specified

A03.03.032 Audit Record Generation in 03.03.01 and 03.03.02 are generated.

Mechanisms exist to protect event logs and audit tools from

Functional intersects with Protection of Event Logs MON-08 I "
access, modification and deletion.

audit records are retained for a time period consistent with the records Mechanisms exist to retain event logs for a time period consistent
retention policy. with records retention requirements to provide support for after-
the-fact investigations of security incidents and to meet statutory,
regulatory and contractual retention requirements.

A.03.03.03.b Audit Record Generation
Functional intersects with Event Log Retention MON-10

Response to Audit | 0etermine I

03.03.04 Logging Process Failures

Functional | no relationship N/A N/A N/A N/A No requirements to map to.

Response to Audit | the time period for organizational personnel or roles receiving audit logging | o | oL | Response To Event Log MON-s | Mechanisms exist to alert appropriate personnel in the event of a

A.03.03.04.0DP[01]
10111 | ogging Process Failures |process failure alerts is defined. Processing Failures log processing failure and take actions to remedy the disruption.

Response to Audit |additional actions to be taken in the event of an audit logging process failure [ oo | L | Response To Event Log MON-s | Mechanisms exist to alert appropriate personnel in the event of a

A.03.03.04.0DP[02
10211 ogging Process Failures |are defined, Processing Failures log processing failure and take actions to remedy the disruption.

Response to Audit |organizational personnel or roles are alerted in the event of an audit logging | o | L | Response To Event Log MON-s | Mechanisms exist to alert appropriate personnel in the event of a

A.03.03.04.2
Logging Process Failures | process failure within <A.03.03.04.0DP[01]: time period>. Processing Failures log processing failure and take actions to remedy the disruption.

Response to Audit | the following additional actions are taken: <A.03.03.04.0DP[02]: additional Functional | intersects with |  Response To Event Log MON.0s | Mechanisms exist to alert appropriate personnel in the event of a

A.03.03.04.b
Logging Process Failures |actions>, Processing Failures log processing failure and take actions to remedy the disruption.

Audit Record Review, | Pete™ine I

020205 Analysis, and Reporting

Functional | no relationship N/A N/A N/A N/A No requirements to map to.

Mechanisms exist to review event logs on an ongoing basis and
Functional intersects with Reviews & Updates MON-01.8 |escalate incidents in accordance with established timelines and 5

A 012 N2 NE ARDINTT Audit Record Review, |the frequency at which system audit records are reviewed and analyzed is
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Set Theory Relationship Mapping (STRM)

FDE Name

Analysis, and Reporting

Focal Document Element (FDE) Description

defined.

Rationale

NIST SP 800-171AR3

Relationship

SCF Control

Centralized Collection of

Secure Controls Framework (SCF)

Control Description

Mechanisms exist to utilize a Security Incident Event Manager

Strength of
Relationship
(optional)

Version 2024.2

Notes (optional)

5/22/2024

Functional intersects with . MON-02  |(SIEM) or similar automated tool, to support the centralized 5
Security Event Logs 8 N
collection of security-related event logs.
Mechanisms exist to review event logs on an ongoing basis and
) ~ Isystem audit records are reviewed and analyzed <A.03.03.05.0DP[O1]: unctional | intersects with Reviews & Updates MON-0L8 |escalate incidents in accordance with established timelines and 5
Audit Record Review, PR, o N N
A.03.03.05.a A " | frequency> for indications and the potential impact of or
Analysis, and Reporting L " . Mechanisms exist to utilize a Security Incident Event Manager
unusual activity. . : ; Centralized Collection of i .
Functional intersects with . MON-02  |(SIEM) or similar automated tool, to support the centralized 5
Security Event Logs 8 N
collection of security-related event logs.
Mechanisms exist to automatically alert incident response
Functional | intersects with Automated Alerts MON-01.12 [ personnel to inappropriate or anomalous activities that have 5
Audit Record Review, i
A.03.03.05.b udit Record REVIEW, | 1ings are reported to organizational personnel or roles. potential security incident
Analysis, and Reporting echani et @ o R N
Functional intersects with Monitoring Reporting MON-06 echanisms exist to provide an event log report generation 5
capability to aid in detecting and assessing anomalous activities.
Mechanisms exist to utilize a Security Incident Event Manager
Audit Record Review, [audit records across different are analyzed to gain . : ; Centralized Collection of 5 :
A.03.03.05.c{01] . N s yeed o Functional | intersects with : MON-02 | (SIEM),or similar automated tool, to support the centralized s
Analysis, and Reporting |wide situational awareness Security Event Logs 4 3
collection of security-related event logs.
Automated mechanisms exist to correlate both technical and non-
02.03.05.102] Audit Record Review, - audit records across different repositories are correlated to gain organization| ¢t v | | Correlate Monitoring MoN.02.1 | technical information from across the enterprise by a Security s
Analysis, and Reporting |wide situational awareness. Information Incident Event Manager (SIEM) or similar automated tool, to
enhance organization-wide situational awareness.
| Determine If:
Audit Record Reduction ) S ;
03.03.06 ) Functional | no relationship N/A N/A N/A N/A No requirements to map to.
and Report Generation
Audit Record Reduction |an audit record reduction and report generation capability that supports : . ] - . Mechanisms exist to provide an event log report generation
£.03.03.06.01] i ! reducti Port g pabiliy that supp Functional | intersects with | Monitoring Reporting MON-06 anisms exist to prov OB Teport generaten. 5
and Report Generation |audit record review is implemented. capability to aid in detecting and assessing anomalous activities.
Audit Record Reduction |an audit record reduction and report generation capability that supports : . ] - . Mechanisms exist to provide an event log report generation
£.03.03.06.2(02] i ! luctio port g pabily that supp Functional | intersects with | Monitoring Reporting MON-06 anisms exist to prov OB Teport generaten. 5
and Report Generation |audit record analysis is implemented. capability to aid in detecting and assessing anomalous activiies.
Audit Record Reduction |an audit record reduction and report generation capability that supports : . ] - . Mechanisms exist to provide an event log report generation
£.03.03.06.2(03] i ! uction and report ge pabily that supp Functional | intersects with | Monitoring Reporting MON-06 anisms exist to prov OB Teport generaten. 5
and Report Generation |audit record reporting requirements is implemented. capability to aid in detecting and assessing anomalous activities.
Audit Record Reduction |an audit record reduction and report generation capability that supports : . ] - . Mechanisms exist to provide an event log report generation
£.03.03.06.a(04] i d reduction and report gener pabiliy that supp Functional | intersects with | Monitoring Reporting MON-06 anisms exist to prov OB Teport generate 5
and Report of incidents is capability to aid in detecting and assessing anomalous activiies.
Audit Record Reduction - ] ) : . ] ) Mechanisms exist to protect event logs and audit tools from
A.03.03.06.b[01] " | the original content of audit records is preserved. Functional intersects with |  Protection of Event Logs MON-08 ! protect event logs ° 5
and Report Generation unauthorized access, modification and deletion.
Audit Record Reduction - ) ) : : . ] ) Mechanisms exist to protect event logs and audit tools from
A.03.03.06.b[02] " I the original time ordering of audit records is preserved. Functional intersects with |  Protection of Event Logs MON-08 ! protect event o ° 5
and Report Generation unauthorized access, modification and deletion.
03.03.07 Time Stamps If: Functional no N/A N/A N/A N/A No Il ‘to map to.
) — ' : : . . ] ) Mechanisms exist to configure systems to use an authoritative time
A.03.03.07.0DP[01] Time Stamps granularity of time measurement for audit record time stamps is defined. Functional intersects with Time Stamps MON-07  configure sy: 5
source to generate time stamps for event logs.
) : : ) : . ; ) Mechanisms exist to configure systems to use an authoritative time
A.03.03.07.a Time Stamps internal system clocks are used to generate time stamps for audit records. Functional intersects with Time Stamps MON-07  configure sy: 5
source to generate time stamps for event logs.
A.03.03.07.b(01] Time stamps time stamps are recorded for audit records that meet <A.03.03.07.00P[01]: Functional intersects with Time stamps MON-07 | Mechanisms exist to configure systems to use an authoritative time s
granularity of time measurement>. source to generate time stamps for event logs
time stamps are recorded for audt records that use Coordinated Universal Synchronization With Mechanisms exist to synchronize internal system clocks with an
A.03.03.07.b[02] Time Stamps Time (UTC), have a fixed local time offset from UTC, or include the local time | Functional intersects with ynchronizati MON-07.1 nisms ex V! Vs 5
N Authoritative Time Source authoritative time source.
offset as part of the time stamp.
Protecti f Audit Dete ine If:
03.03.08 rotection of Audit | Determine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Protection of Audit | audit information is protected from unauthorized access, modification, and ! . ] ] Mechanisms exist to protect event logs and audit tools from
A.03.03.08.a[01] ! . P . Functional | intersects with | Protection of Event Logs MON-08 X protect event logs and 2 3
deletion. access. modification and deletion.
) ) - ) - ! Mechanisms exist to develop, document and maintain secure
Protection of Audit |audit logging tools are protected from unauthorized access, modification, . : | System Hardening Through
A.03.03.08.a[02] ! 88INg P . Functional | intersects with | Yoo ing Througl CFG-02  |baseline configurations for technology platforms that are 5
Information and deletion Baseline Configurations ; eu! !
consistent with industry-accepted system hardening standards.
! . ] ] Mechanisms exist to protect event logs and audit tools from
" " " N . - N Functi 1l te ts with MON-08 5
A.03.03.08 Protection of Audit |access to management of audit logging functionality is authorized to only a unctional | intersects wi Protection of Event Logs zed access. modification and deletion.
30308 Information subset of privileged users o roles. isms exi i
privileg cunctional | intersects with Access by Subset of MON-05.2 | Mechanisms exist torestrct access o the management of event R
Privileged Users logs to privileged users with a specific business need.
03.03.09 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
, [ Determine If: ) T .
03.04.01 Baseline Configuration | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Mechanisms exist to review and update baseline configurations:
: I : e e . : ] A - Atleast annually;
A.03.04.01.0DP[01] Baseline Configuration |the frequency of baseline configuration review and update is defined. Functional intersects with Reviews & Updates CFG-02.1 " 5
+ When required due to so; or
* As part of system component installations and upgrades.
S stem Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.04.01.a[01] Baseline Configuration |a current baseline configuration of the system is developed. Functional intersects with Vme“ne ponl i mionf CFG02  |baseline configurations for technology platforms that are 5
8 consistent with industry-accepted system hardening standards.
) ) R ! Mechanisms exist to develop, document and maintain secure
a current baseline configuration of the system is maintained under . : | System Hardening Through
A.03.04.01.2(02] Baseline Configuration rrent® 8 v Functional | intersects with | >Y**™ Ing Througl CFG-02  |baseline configurations for technology platforms that are 5
configuration control. Baseline Configurations ; eu! !
consistent with industry-accepted system hardening standards.
Mechanisms exist to review and update baseline configurations:
the baseline configuration of the system is reviewed <A.03.04.01.0DP[01]: o N - N * At least annually;
A.03.04.01.b[01] Baseline Configuration 8 v o1) Functional intersects with Reviews & Updates CFG-02.1 ually 5
frequency>. + When required due to so; or
= As part of system component installations and upgrades.
Mechanisms exist to review and update baseline configurations:
the baseline configuration of the system is updated <A.03.04.01.0DP[01]: " - - * At least annually;
A.03.04.01.b[02] Baseline Configuration 8 4 P 101) Functional | intersects with Reviews & Updates CFG-02.1 wally 5
frequency>. + When required due to so; or
« As part of system component installations and upgrades.
Mechanisms exist to review and update baseline configurations:
) _ |the baseline configuration of the system s reviewed when system : . ] , « Atleast annually;
A.03.04.01.b[03] Baseline Configuration : : Functional | intersects with Reviews & Updates CFG-02.1 " 5
components are installed or modified. + When required due to so; or
= As part of system component installations and upgrades.
Mechanisms exist to review and update baseline configurations:
the baseline configuration of the system is updated when system . : ; - Atleast annually;
A.03.04.01.b[04] Baseline Configuration B! < P Vet Functional | intersects with Reviews & Updates CFG-02.1 wally 5
components are installed or modified. + When required due to so; or
« As part of system component installations and upgrades.
03.04.02 c Settings If: Functional _| no N/A N/A N/A N/A No reau to map to.
configuration settings for the system that reflect the most restrictive mode Mechanisms exist to configure systems to provide only essential
A.03.04.02.0DP([01] Configuration Settings '8 n 8s ! vt ! Functional | intersects with Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 5
consistent with operational requirements are defined. :
brotocols. and/or services.
the following configuration settings for the system that reflect the most S stem Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.04.02.2(01] Configuration Settings | restrictive mode consistent with operational requirements are established Functional intersects with Vme“ne Cont i mionf CFG02  |baseline configurations for technology platforms that are 5
and documented: <A.03.04.02.0DP[01]: configuration settings>. 8 consistent with industry-accepted system hardening standards.
; e : ! Mechanisms exist to develop, document and maintain secure
the following configuration settings for the system are implemented: . : | System Hardening Through
A.03.04.02.2(02] Configuration Settings 8 con'le ! settings for the sy: P Functional | intersects with | Y™ ing Throug CFG-02 |baseline configurations for technology platforms that are 5
<A.03.04.02.0DP[01): configuration settings>. Baseline Configurations ! e N
consistent with industry-accepted system hardening standards.
] ——[any deviations from established configuration settings are identified and ! . ; Approved Configuration Mechanisms exist to document, assess risk and approve or den,
A.03.04.02.b[01] Configuration Settings |2 8! & Functional intersects with P! Config CFG-02.7 cha 8 PP! v 5
Deviations deviations to
! - ) Approved Configurati Mechanisms exist to d , sk and d
A.03.04.02.b[02] Configuration Settings |any deviations from established configuration settings are approved. Functional intersects with pproved Configuration CFG-02.7 lechanisms exist to document, assess risk and approve or deny 5
Deviations deviations to
Configuration Change | Determine If: ) T .
03.04.03 8 il e | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
] - Functional subset of o0t exist to facilitate the implementation of configuration 10
Moananaa Configuration Change | the types of changes to the system that are configuration-controlled are Program controls.

[Slolc]

Attribition-HaDerivatives 4.0
International (CCEV-ND 4.0)

Secure Controls Framework (SCF)

7of21



Set Theory Relationship Mapping (STRM)

FDE Name

Control

Focal Document Element (FDE) Description

defined.

Rationale

NIST SP 800-171AR3

Relationship

SCF Control

Secure Controls Framework (SCF)

Control Description

Mechanisms exist to govern the technical configuration change

Strength of
Relationship
(optional)

Version 2024.2

Notes (optional)

5/22/2024

Functional intersects with | Configuration Change Control CHG-02 5
control processes.
A03.04.03.5(01] Configuration Change | proposed corfiguration-controlled changes to the system are reviewed with | ¢t | intarsacts with | SCCUrityImpact Analysis for | c,c o |Mechanisms exist to analyze proposed changes for potential s
Control explicit consideration for security impacts. Changes security impacts, prior to the implementation of the change.
703.04.03.5(02] Configuration Change | proposed corfiguration-controlled changes to the system are approved or Functional | intersects with | prohibition Of Changes CHG.op1 | Meehanisms exist to prohibit unauthorized changes, uiess s
Control disapproved with explicit consideration for security impacts. organization-approved change requests are received.
Functional | intersects with |Configuration Change Control| ~ CHG-02 Mei"al"'s’"s exist to govern the technical configuration change 5
Configuration Change control processes.
A.03.04.03.¢01] 8 '8¢ | approved configuration-controlled changes to the system are implemented.
Control " N - " Mechanisms exist to conduct controlled maintenance activities
Functional intersects with Controlled Maintenance MNT-02 » . N 5
throughout the lifecycle of the system, application or service.
. ) Mechanisms exist to appropriately test and document proposed
Confif tion Ch: . . . Test, Validate & D it
A.03.04.03.¢(02] on 'g“c'zn':’:;l aNge | pproved configuration-controlled changes to the system are documented. Functional | intersects with | 15t V2 'C:‘:" es“‘”"e" CHG-02.2 |changes in a non-production environment before changes are 5
8 i in a production i
Automated mechanisms exist to govern and report on baseline
Functional | intersects with Automated Central CFG-02.2 figurations of hrough Conti iagnostics and 5
Configuration Change |activities associated with configuration-controlled changes to the system are Management & Verification configurations of systems through Continuous Diagnostics an
A.03.04.03.d[01] N Mitigation (CDM), or similar i
Control monitored. - cation (COMD. O S technolod —
Functional <ubset of Change Management CHG.o1 | Mechanisms exist to facilitate the implementation of 2 change 0
Program program.
‘Automated mechanisms exist to govern and report on baseline
) ’ T Functional | intersects with Automated Central CFG-022 | configurations of systems through Continuous Diagnostics and s
Configuration Change |activities associated with configuration-controlled changes to the system are Management & Verification L L N
A.03.04.03.d[02] : Mitigation (CDM). or similar
Control reviewed. o Mitigation [COM). or simiar technolod —
Functional ubset of ange Management CH01 lechanisms exist to facilitate the implementation of a change 0
Program program.
03.04.04 Impact Analyses If: Functional _| no N/A N/A N/A N/A No to map to.
£03.00.00. impact Analyses ch?nges to the system are an}alyzed to determine potential security impacts Functional intersects with | SECUrity Impact Analysis for CHG03 Mech}anl}sms existto analyze Proposed cha»nges for potential s
prior to change implementation. Changes Security impacts, prior to the implementation of the change.
Mechanisms exist to verify the functionality of cyb ity and
the security requirements for the system continue to be satisfied after the . . . Control Functionality echanisms exist to verify the functionality of cybersecurity an for
A.03.04.04b Impact Analyses ) Functional | intersects with e CHG-06 | data privacy controls following implemented changes to ensure 5
system changes have been implemented Verification ) P
applicable controls operate as designed.
A Restricti fe Dete ine If:
03.04.05 ceess cisa:ge"’"s or |Petermine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
£.03.04.05(01) Access Restrictions for | physical access restrictions associated with changes to the system are Functions! intersects with | Role-Based Physical Access ps0z1 | PhVsical access control mechanisms exist to authorize physical s
Change defined and documented. access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to maintain a current list
03.00.05002] Access Restrictions for | physical access restrictions associated with changes to the system are runctional | intersects with Physical Access pesioy  |of Personnel with authorized access to organizational faclties s
Change approved. Authorizations (except for those areas within the facility officialy designated as
oublicly accessible).
Physical access control mechanisms exist to enforce physical access
2.03.00.05003] Access Restrictions for | physical access restrictions associated with changes to the system are Functionsl | intersects with | physical Access Contrl pesigs | Puthorizations for all physicalaccess points (including designated s
Change enforced. entry/exit points) to facilities (excluding those areas within the
facility officially designated as publicly accessible).
Mechani st tc i Role-Based A Control (RBAC)
Access Restrictions for | logical access restrictions associated with changes to the system are defined § . . Role-Based Access Control echanisms exist to enforce a Role-Based Access Control (RBAC)
A.03.04.05[04] Functional intersects with IAC-08 policy over users and resources that applies need-to-know and fine-| 5
Change and documented. (RBAC) ' !
grained access control for sensitive/regulated data access.
03.00.05005] ‘Access Restrictions for | ogical access restrictions associated with changes to the system are Functionsl | ntersects with | probibition Of Changes CHG.02 | Meehanisms exist o prohibit unauthorized changes, uness S
Change approved. roved change requests are received.
03.04.05006] Access Restrictions for | logical access restrictions associated with changes to the system are runctional | intersects with | Permissions ToImplement | oo exist to limit privileges for S
Change enforced. Changes changes.
03.04.06 Least Functional no N/A N/A N/A N/A No to map to.
S stem Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.04.06.0DP[01] Least Functionality | functions to be prohibited o restricted are defined. Functional | intersects with VBaseIine ol i mimg CFG-02  |baseline configurations for technology platforms that are 5
® consistent with industry-accepted system hardening standards.
System Hordening Throush Mechanisms exist to develop, document and maintain secure
A.03.04.06.0DP[02] Least Functionality | ports to be prohibited or restricted are defined. Functional intersects with | Y™ Ing Throug| CFG-02  |baseline configurations for technology platforms that are 5
Baseline Configurations ! eu !
consistent with industry-accepted system hardening standards.
s stem Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.04.06.0DP[03] Least Functionality | protocols to be prohibited or restricted are defined. Functional | intersects with VBaseIine ol i mimg CFG-02  |baseline configurations for technology platforms that are 5
® consistent with industry-accepted system hardening standards.
System Hordening Throush Mechanisms exist to develop, document and maintain secure
A.03.04.06.0DP[04] Least Functionality | connections to be prohibited or restricted are defined. Functional intersects with | >Y*'¢™ ing Throug] CFG02  |baseline configurations for technology platforms that are 5
Baseline Configurations ! eu !
consistent with industry-accepted system hardening standards.
s stem Hardening Through Mechanisms exist to develop, document and maintain secure
A.03.04.06.0DP[05] Least Functionality  |services to be prohibited or restricted are defined. Functional | intersects with VBaseIine ol i mimg CFG-02  |baseline configurations for technology platforms that are 5
® consistent with industry-accepted system hardening standards.
the frequency at which to review the system to identify unnecessary or exist to review system ons to
A.03.04.06.0DP(06] Least Functionality auency at V- ° necessary Functional intersects with Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions, 5
nonsecure functions, ports, protocols, connections, or services is defined. °
ports, protocols and services.
Mechani: st to develop, dt t and maintail
 |the use of the following functions is prohibited or restricted: : : | system Hardening Through echanisms exist to develop, document and maintain secure
A.03.04.06.b[01] Least Functionality ¢ Functional | intersects with . ng Thr CFG-02  |baseline configurations for technology platforms that are 5
<A.03.04.06.0DP[01]: functions>. Baseline Configurations N . N
consistent with industry-accepted system hardening standards.
) R ) ! Mechanisms exist to develop, document and maintain secure
the use of the following ports is prohibited or restricted: : : | system Hardening Through
A.03.04.06.6[02] Least Functionality 8P P Functional | intersects with | >Y**™ Ing Througl CFG-02 |baseline configurations for technology platforms that are 5
<A.03.04.06.0DP[02]: ports>. Baseline Configurations ! e N
consistent with industry-accepted system hardening standards.
Mechani: st to develop, dt t and maintail
_ |the use of the following protocols is prohibited or restricted: : : | system Hardening Through echanisms exist to develop, document and maintain secure
A.03.04.06.b[03] Least Functionality Functional | intersects with . ng Thr CFG-02  |baseline configurations for technology platforms that are 5
<A.03.04.06.0DP[03]: protocols>. Baseline Configurations y e N
consistent with industry-accepted system hardening standards.
) SR ) ! Mechanisms exist to develop, document and maintain secure
the use of the following connections s prohibited or restricted: : : | system Hardening Through
A.03.04.06.6[04] Least Functionality s § P Functional | intersects with | >Y**™ Ing Througl CFG-02 |baseline configurations for technology platforms that are 5
<A.03.04.06.0DP[04]: connections>. Baseline Configurations ! e N
consistent with industry-accepted system hardening standards.
Mechani: st to develop, dt t and maintail
 |the use of the following services is prohibited or restricted: : : | system Hardening Through echanisms exist to develop, document and maintain secure
A.03.04.06.b[05] Least Functionality ! Functional | intersects with . ng Thr CFG-02  |baseline configurations for technology platforms that are 5
<A.03.04.06.0DP[05]: services>. Baseline Configurations N . N
consistent with industry-accepted system hardening standards.
- o Mechanisms exist to review and update baseline configurations:
the system is reviewed <A.03.04.06.0DP[06]: frequency> to identify « At least annuallys
A.03.04.06.c Least Functionality unnecessary or nonsecure functions, ports, protocols, connections, and Functional intersects with Reviews & Updates CFG-02.1 N Vi 5
e + When required due to so; or
services. : )
= As part of system component installations and upgrades.
unnecessary or nonsecure functions, ports, protocols, connections, and Mechanisms exist to configure systems to provide only essential
A.03.04.06.d Least Functionality ecessary o  Ports, p g d Functional | intersects with Least Functionality CFG-03 |capabilities by specifically prohibiting or restricting the use of ports, 5
services are disabled o removed. °
protocols, and/or services.
03.04.07 Withdrawn N/A Functional _| no N/A N/A N/A No to map to.
Authorized Software — | Determine If: ) T .
03.04.08 are= | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Allow by Exception
; ! ) ) ; — Mechanisms exist to explicitly allow (allowlist / whitelist) or block
Authorized Software — |the frequency at which to review and update the list of authorized software : . ; Explicitly Allow / Den
A.03.04.08.00P(01] " : auency &t i B Functional | intersects with plicitly Allow / Deny CFG03.3 | (denylist / blacklist) applications to control software that is 5
Allow by Exception | programs is defined Applications -
authorized to execute on svstems.
; — Mechanisms exist to explicitly allow (allowlist / whitelist) or block
Authorized Software - ) - : : ] Explicitly Allow / Den
A.03.04.08.2 “ W software programs authorized to execute on the system are identified. Functional | intersects with plicitly Allow / Deny CFG-033  |(denylist / blacklist) applications to control software that is 5
Allow by Exception Applications -
authorized to execute on svstems.
; . ) ; - Mechanisms exist to explicitly allow (allowlist / whitelist) or block
Authorized Software — |a deny-all, allow-by-exception policy for the execution of authorized : . ; Explicitly Allow / Den
A03.04.08b o v exception potiey g Functional | intersects with plicitly Allow / Deny CFG-03.3  |(denylist / blackist) applications to control software that s 5
Allow by Exception | software programs on the system is implemented. Applications -
authorized to execute on svstems.
0300080 Authorized Software — [ the list of authorized software programs s reviewed and updated Functional | intersects with | Approved Technologies AsoLa | Mechanisms exist to maintain a current st of approved S
Allow by Exception <A.03.04.08.0DP[01]: frequency>. (hardware and software).
03.04.09 Withdrawn N/A Functional _| no N/A N/A N/A N/A No to map to.
System Component | Determine If: ) T .
03.04.10 g4 lnve"m‘:v ( Functional | no relationship N/A N/A N/A N/A No requirements to map to.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description
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NIST SP 800-171AR3 Version 2024.2
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Strength of
S Controls Fi k (SCF) =
SCF Control O eI SCE) Relationship Notes (optional)

A.03.04.10.0DP(01]

System Component
Inventory

the frequency at which to review and update the system component
inventory is defined

Functional

Relationship Control Description —

Mechanisms exist to perform inventories of technology assets that:
» Accurately reflects the current systems, applications and services
in use;

+ Identifies authorized software products, including business
justification details;

intersects with Asset Inventories AST-02 | +lIsat the level of granularity deemed necessary for tracking and 5
reporting;

+ Includes organization-defined information deemed necessary to
achieve effective property accountability; and

+Is available for review and audit by designated organizational
personnel.

A.03.04.10.a

System Component
Inventory

an inventory of system components is developed and documented.

Functional

Mechanisms exist to perform inventories of technology assets that:
* Accurately reflects the current systems, applications and services
in use;

+ Identifies authorized software products, including business
justification details;

intersects with Asset Inventories AST-02 | +1Is at the level of granularity deemed necessary for tracking and 5
reporting;

* Includes organization-defined information deemed necessary to
achieve effective property accountability; and

+Is available for review and audit by designated organizational
personnel.

A.03.04.10.b[01]

System Component
Inventory

the system component inventory is reviewed <A.03.04.10.0DP[01]:
frequency>.

Functional

Mechanisms exist to perform inventories of technology assets that:
» Accurately reflects the current systems, applications and services
in use;

+ Identifies authorized software products, including business
justification details;

intersects with Asset Inventories AST-02 | +1s at the level of granularity deemed necessary for tracking and 5
reporting;

+ Includes organization-defined information deemed necessary to
achieve effective property accountability; and

+Is available for review and audit by designated organizational
personnel.

A.03.04.10.b[02]

System Component
Inventory

the system component inventory is updated <A.03.04.10.0DP(01]:
frequency>.

Functional

Mechanisms exist to perform inventories of technology assets that:
* Accurately reflects the current systems, applications and services
in use;

+ Identifies authorized software products, including business
justification details;

intersects with Asset Inventories AST-02 | +1Is at the level of granularity deemed necessary for tracking and 5
reporting;

* Includes organization-defined information deemed necessary to
achieve effective property accountability; and

+Is available for review and audit by designated organizational
personnel.

A.03.04.10.c[01]

System Component
Inventory.

the system component inventory is updated as part of component

Functional

intersects with | Updates During AST-02.1 exist to update asset inventories as part of component

/ Removals il i removals and asset upgrades.

A.03.04.10.¢[02]

System Component
Inventory

the system component inventory is updated as part of component removals.

Functional

intersects with | UPdates During AST-02.1 exist to update asset as part of

A.03.04.10.c[03]

System Component
Inventory

the system component inventory is updated as part of system updates.

Functional

/Removals i ions, removals and asset upgrades.
Updates During i AST-02.1 isms exist to update asset inventories as part of component
/Removals i ions. removals and asset upgrades.

intersects with

03.04.11

Location

If:

Functional

no relationshi N/A N/A N/A N/A |No requi to map to.

A.03.04.11.a[01]

Information Location

the location of CUI is identified and documented.

Functional

Mechanisms exist to create and maintain a map of technology
intersects with Data Action Mapping AST-02.8 |assets where sensiti data is stored, itted or 5
processed.

Functional

Mechanisms exist to identify and document the location of
intersects with | Information Location DCH-24 information and the specific system components on which the 5
i resides.

A.03.04.11.2(02]

Information Location

the system components on which CUI is processed are identified and
documented.

Functional

Mechanisms exist to create and maintain a map of technology
intersects with Data Action Mapping AST-02.8 |assets where sensiti data is stored, itted or 5
processed.

Functional

Mechanisms exist to generate System Security & Privacy Plans
(55PPs), or similar document repositories, to identify and maintain
System Security & Privacy \Ao.03 |Kevarchitectural information on each critical system, application or

Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.

subset of

A.03.04.11.a[03]

Information Location

the system components on which CUI i stored are identified and
documented.

Functional

Mechanisms exist to create and maintain a map of technology
intersects with Data Action Mapping AST-028 |assets where sensiti datais stored, itted or 5
processed.

Functional

Mechanisms exist to generate System Security & Privacy Plans
(SPPs), or similar document repositories, to identify and maintain
System Security & Privacy 1A0-03 key architectural information on each critical system, application or

Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.

subset of

A.03.04.11.b[01]

Information Location

changes to the system or system component location where CUI is processed
are documented.

Functional

Mechanisms exist to create and maintain a map of technology
intersects with Data Action Mapping AST-02.8  |assets where sensiti data is stored, itted or 5
processed.

Functional

. | Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and
intersects with CHG-05 ® 5
Changes the impact of proposed changes.

Functional

Mechanisms exist to generate System Security & Privacy Plans
(SPPs), or similar document repositories, to identify and maintain
System Security & Privacy 1A0-03 key architectural information on each critical system, application or

Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.

subset of

A.03.04.11.b[02]

Information Location

changes to the system or system component location where CUI is stored
are documented.

Functional

Mechanisms exist to create and maintain a map of technology
intersects with Data Action Mapping AST-02.8  |assets where sensiti data is stored, itted or 5
processed.

Functional

. | Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and
intersects with CHG-05 ® 5
Changes the impact of proposed changes.

Functional

Mechanisms exist to generate System Security & Privacy Plans
(SPPs), or similar document repositories, to identify and maintain
System Security & Privacy 1A0-03 key architectural information on each critical system, application or

Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.

subset of

03.04.12

System and Component
Configuration for High-
Risk Areas

Determine If:

Functional

no relationship N/A N/A N/A N/A No requirements to map to.

A.03.04.12.00P[01]

System and Component
Configuration for High-
Risk Areas

configurations for systems or system components to be issued to individuals
traveling to high-risk locations are defined.

Functional

Configure Systems,
intersects with | Components or Services for | CFG-02.5
High-Risk Areas

Mechanisms exist to configure systems utilized in high-risk areas
with more restrictive baseline configurations.

A.03.04.12.00P(02]

System and Component
Configuration for High-
Risk Areas

security requirements to be applied to the system or system components
when individuals return from travel are defined.

Functional

Configure Systems,
intersects with | Components or Services for |  CFG-02.5
High-Risk Areas

Mechanisms exist to configure systems utilized in high-risk areas
with more restrictive baseline configurations.

A.03.04.12.a

System and Component
Configuration for High-
Risk Areas

systems or system components with the following configurations are issued
to individuals traveling to high-risk locations: <A.03.04.12.0DP[01]:
configurations>.

Functional

Mechanisms exist to issue personnel travelling overseas with
temporary, loaner or "travel-only" end user technology (e.g.,
intersects with Travel-Only Devices AST-24 laptops and mobile devices) when travelling to authoritarian 5
countries with a higher-than average risk for Intellectual Property
(1P) theft or espionage against individuals and private companies.

A.03.04.12.b

System and Component
Configuration for High-
Risk Areas

the following security requirements are applied to the system or system
components when the individuals return from travel: <A.03.04.12.0DP(02]:
security requirements>.

Functional

Mechanisms exist to re-image end user technology (€.g., laptops
and mobile devices) when returning from overseas travel to an
AST-25  |authoritarian country with a higher-than average risk for 5
Intellectual Property (IP) theft or espionage against individuals and
private companis

Re-Imaging Devices After

intersects with
Travel
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Strength of
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S Controls Fi k (SCF]
FDE Name Focal Document Element (FDE) Description SCF Control A DE BT )
Control Description

Notes (optional)

Rationale Relationship

User Identification and | Determine If: ) . )
03.05.01 o | Functional | no relationship N/A NA - |NA N/A No requirements to map to.
e Identiication and Mechanisms exist to force users and devices to re-authenticate
A.03.05.01.0DP[01] Authentication circumstances or situations that require re-authentication are defined. Functional intersects with Re-Authentication IAC-14 according to ization-defined ci that i re 5
. ) ) Mechanisms exist to strictly govern the use of Authenticate,
User Identification and " N . " N N Authenticate, Authorize and
A.03.05.01.a[01] lcatic system users are uniquely identified. Functional | intersects with % iz IAC012 | Authorize and Audit (AAA) solutions, both on-premises and those 5
Authentication Audit (AAA) : N
hosted by an External Service Provider (ESP).
. ) ) Mechanisms exist to strictly govern the use of Authenticate,
User Identification and . . N N Authenticate, Authorize and
A.03.05.01.a(02] At system users are authenticated. Functional | intersects with ° 8 IACO12 | Authorize and Audit (AAA) solutions, both on-premises and those 5
Authentication Audit (AAA) : N
hosted by an External Service Provider (ESP).
. ) R, dentification & Mechanisms exist to uniquely identify and centrally Authenticate,
User Identification and | processes acting on behalf of users are associated with uniquely identified ) ) )
A.03.05.01.a[03] catic p ting quely Functional | intersects with Authentication for IAC02  |Authorize and Audit (AAA) organizational users and processes 5
Authentication and authenticated system users. L . .
Organizational Users acting on behalf of organizational users.
o ) — Mechanisms exist to force sers and devices to re-authenticate
A.03.05.0Lb User \dentlflfall?n and ulserslare reauthenticated when <A.03.05.01.0DP[01]: circumstances or Functional intersects with Re-Authentication IAC-14 according to ization-defined cir that N re 5
Authentication situations>. -~
Device Identification and | Determine If ) - )
03.05.02 e | Functional | no relationship N/A NA A N/A No requirements to map to.
Mechanisms exist to uniquely identify and centrally Authenticate,
2.05.05.02.00p(0y] | P2vice Identicaton and |devicesor types of devices to be uniquely identied and authenticated runctional | intersects with dentification & Iacos | Puthorize and Audit (AAA) devices before establishing 2 connection s
before a are defined. Authentication for Devices using thatis based
and replay resistant.
Mechanisms exist to uniquely identify and centrally Authenticate,
A03.05.02001] Device denifcation an |<4.03.05.02.0DPI01]: devices or types of devices> are uniquely identied runctionsl | intersects with dentifcation & Iaoa |Authorize and Audit (AAA) devices before establishing 3 connection s
Authentication | before establishing a system connection. Authentication for Devices using bidirectional authentication that is cryptographically- based
and replay resistant.
Mechanisms exist to uniquely identify and centrally Authenticate,
A03.05.02002] Device deniifcaton and |<4.03.05.02.0DPI01]: devices or types of devices> are authenticated before | ¢ | dentification & Iacos | Puthorize and Audit (AAA) devices before establishing 2 connection s
a system Authentication for Devices using thatis based
and replay resistant.
Multi-Factor Determine If ) - .
03.05.03 ac | Functional | no relationship N/A NA A N/A No requirements to map to.
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
Functional | intersects with | Multi-Factor Authentication lAcos | *Remote networkaccess; ) s
(MFA) + Third-party systems, applications and/or services; and/ or
MultiFactor = Non-console access to critical systems or systems that store,
A.03.05.03[01] Authentication multi-factor authentication for access to privileged accounts is implemented. transmit and/or process sensitive/regulated data.
Mechanisms exist to implement Multi-Factor Authentication (MFA)
functionsl | intersects i | OUE0Band Multi-Factor | o for access to privleged and non-privieged accounts such that one s
Authentication of the factors is independently provided by a device separate from
the system being accessed
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
Functional intersects with Multi-Factor Authentication IAC-06 = Remote network access; 5
(MFA) + Third-party systems, applications and/or services; and/ or
0305030021 Mult-Factor multi-factor authentication for access to non-privileged accounts is * Non-console access to critical systems or systems that store,
.| .| Authentication implemented. transmit and/or process sensitive/regulated data.
Mechanisms exist to implement Multi-Factor Authentication (MFA)
functional | intersectswith || CUFOrBand Multi-Factor | o for acces to privileged and non-privieged accounts such that one s
Authentication of the factors is independently provided by  device separate from
the system being accessed
Replay-Resistant Dete ine If:
03.05.04 SPIALERTI | 2RmihD Functional | no relationship N/A N/A N/A N/A No requirements to map to.
' Mechanisms exist to develop, document and maintain secure
Functional | intersects with | SYStem Hardening Through | g 59 | oiine configurations for technology platforms that are 5
Replay-Resistant play-resis icati isms for access to privileged accounts Baseline Configurations 8 8Y P
A.03.05.04[01] o Ny consistent with industry-accepted system hardening standards.
Authentication are implemented
o n ;
Functional intersects with Replay-Resistant IAC-02.2 exist to employ replay 5
, Mechanisms exist to develop, document and maintain secure
Functional | intersects with | SYStem Hardening Through | g 59 | oiine configurations for technology platforms that are 5
Replay-Resistant play-resist icati isms for access to non-privileged Baseline Configurations 8 8Y P
A.03.05.04[02] - ! consistent with industry-accepted system hardening standards.
Authentication accounts are implemented.
e n ;
Functional intersects with Replay-Resistant IAC-02.2 exist to employ replay 5
) [Determine I ) - )
03.05.05 dentifier Management Functional | no relationship N/A NA A N/A No requirements to map to.
) ) [ identifier M. (U Mechanisms exist t ing standards f d
A.03.05.05.0DP[01] | Identifier Management |the time period for preventing the reuse of identifiers is defined. Functional intersects with | 'dentifier Management (User 1AC-09 echanisms exist to govern naming standards for usernames an 5
Names) systems.
) o R ) . ; ) Mechanisms exist to identify contractors and other third-part
A.03.05.05.0DP[02] | Identifier Management |characteristic used to identify individual status are defined. Functional | intersects with |dentity User Status 1AC-09.2 t fy nd party 5
users through unique username
£03.05.05.0 \dentifier Management |2t is received from atonal personnel of foles 025580 a0 | ¢ ionat | intersectswith | USEr Provisioning & De- Iacoy | Mechanisms exist to utilze  forma user regisration and de- s
individual, group, role, service, or device dentifier. Provisioning registration process that governs the assignment of access rights.
1.02.05.05.b(01) \dentier Management | 19€tier that identifes an indiidual, group, ole, servie, or device s Functional | intersects with | dentifier Management (User |09 | Mechanisms exist to govern naming standards for usernames and R
selected Names) svstems.
03050550021 | demtfer Management | (9entfer hat dentifs an individual group, role, serviee o device i ronctional | mtersects with | dentifier Management (User | | Mechanisms exist to govern naming standards for usernames and S
assigned Names) svstems
A.03.05.05.c |dentifier Management | the reuse of identifiers for <A.03.05.05.0DP[O1]: time periods is prevented. |  Functional | intersects with | 'de"tifier ":Z’;:z;’”e“‘ (User|  acoo x:g‘;;‘“’"‘ exist to govern naming standards for usernames and 5
) individual identifiers are managed by uniquely identifying each individual as ) ) ) ) Mechanisms exist to identify contractors and other third-part
A.03.05.05.d Identifier Management sed by uniquely Ying each indi Functional intersects with Identity User Status 1AC-09.2 t fy nd party 5
<A.03.05.05.0DP[02]: users through unique username
03.05.06 Withdrawn N/A Functional no N/A N/A N/A N/A No il ‘to map to.
Dete ine If:
03.05.07 Password Management | c o' e Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Automated mechanisms exist to determine if password
Functional | intersects with | Automated Support For IAC10.4 | authenticators are sufficiently strong enough to satisfy organization s
the frequency at which to update the list of commonly used, expected, or Password Strength )
A.03.05.07.00P[01] | Password Management quency > upe v P W s defined password length and complexity requirements.
compromised passwords is defined.
Functions! Intersects with password Managers |AC-1041 | Mechanisms exist to protect and store passwords via a password R
manager tool.
smooword Boeed Mechanisms exist to enforce complexity, length and lifespan
A.03.05.07.00P(02] | Password Management |password composition and complexity rules are defined. Functional | intersects with freii, IAC-10.1 | considerations to ensure strong criteria for password-based 5
Automated mechanisms exist to determine if password
Functional | intersects with | AUtomated support For IAC10.4 | authenticators are sufficiently strong enough to satisfy organization s
alist of commonly used, expected, or compromised passwords is Password Strength -
A.03.05.07.a[01] Password Management |* 1 y 4 P! P W e defined password length and complexity requirements.
Functions! Intersects with password Managers |AC-1041 | Mechanisms exist to protect and store passwords via a password B
manager tool.
Automated mechanisms exist to determine if password
Functional | intersects with |  Automated Support For 1AC104  [authenticators are sufficiently strong enough to satisfy organization 5
£03.0507.02) | Password Management |75 commonly used, expected, or compromised passwords s updated Password Strength B i e ufficenty trong enaugh tosaiey org
X X g <A.03.05,07.00P(01]: frequency>. efined password length and complexity requirements.
Functions! Intersects with password Managers |AC-1041 | Mechanisms exist to protect and store passwords via a password R
manager tool.
Automated mechanisms exist to determine if password
§ . iy Automated Support For t 3 . -
Functional | intersects with ocomord Strongth IAC-10.4 |authenticators are sufficiently strong enough to satisfy organization 5
alist of commonly used, expected, or compromised passwords is updated ity requi
0305070003 | Password Management monly 2 P P pda defined password length and complexity requirements.
when organizational passwords are suspected to have been compi
Functional intersects with password Managers |AC10.11 | Mechanisms exist to protect and store passwords via a password s
manager tool.
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Rationale Relationship (] B D (optional)

Automated mechanisms exist to determine if password
Automated Support For

passwords are verified not to be found on the list of commonly used, Functional | intersects with Password Strength ac04 :"‘rhe':'“mr‘ a‘:]‘“mﬂe“‘;" srone enough to satisfy organization s
A03.05.07.b Password Management |expected, or compromised passwords when they are created or updated by efined password length and complexity requirements.
users. - )
Functional intersects with Password Managers |AC-10.11 | Mechanisms exist to protect and store passwords via a password 5
manager tool.
! Mechanisms exist to develop, document and maintain secure
. . ) System Hardening Through ) ©
Functional | intersects with | e FEEERS POV CFG-02 |baseline configurations for technology platforms that are 5
A.03.05.07.c Password Management |passwords are only transmitted over cryptographically protected channels. consistent with industry-accepted system hardening standards.
exist to protect i with
Functional | intersects with | Protection of Authenticators |  IAC-10.5 | the sensitivity of the information to which use of the authenticator 5
permits access.
: Mechanisms exist to develop, document and maintain secure
: . | System Hardening Through " ¢
Functional intersects with . N y CFG-02 baseline configurations for technology platforms that are 5
Baseline Configurations et e doine stomdard
A.03.05.07.d Password Management | passwords are stored in a cryptographically protected form. consistent with industry-accepted system hardening standards.
exist to protect i with
Functional intersects with | Protection of Authenticators IAC-10.5 the sensitivity of the information to which use of the authenticator 5
Dpermits access.
! Mechanisms exist to develop, document and maintain secure
. . ) System Hardening Through ) °
Functional | intersects with | e FTEEERS POV CFG-02 |baseline configurations for technology platforms that are 5
A.03.05.07.e Password Management |a new password is selected upon first use after account recovery. consistent with industry-accepted system hardening standards.
Mechanisms exist to proactively govern account management of
Functional | intersectswith | Account Management IAC-15 [individual, group, system, service, application, guest and temporary 5
accounts.
S stem Hardening Through Mechanisms exist to develop, document and maintain secure
Functional | intersects with | > 8 ¢ CFG-02  |baseline configurations for technology platforms that are 5

the following composition and complexity rules for passwords are enforced: Baseline Configurations

<A.03.05.07.0DP[02]: rules>.

A.03.05.07.f Password Management consistent with industry-accepted system hardening standards.

password-Based Mechanisms exist to enforce complexity, length and lifespan

Functional intersects with o IAC-10.1 considerations to ensure strong criteria for password-based 5
Authentication o

03.05.08 Withdrawn N/A Functional no i i N/A N/A N/A N/A No il ‘to map to.

03.05.09 Withdrawn N/A Functional no i i N/A N/A N/A N/A No il ‘to map to.

03.05.10 Withdrawn N/A Functional no i i N/A N/A N/A N/A No il ‘to map to.
Det ine If:

03.05.11 Authentication Feedback|Crc "¢ Functional | no relationship N/A N/A N/A N/A No requirements to map to.

Mechanisms exist to obscure the feedback of authentication

feedback of ication il ion during the ication process is information during the authentication process to protect the

A03.05.11 Authentication Feedback Functional | intersectswith |  Authenticator Feedback IAC-11 ! ° ¢ 5
obscured from possible by
individual
‘Authenticatc Dete ine If:
03.05.12 uthenticator ) Determine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Authenticator , , o ! . ; ] Mechanisms exist to securely manage authenticators for users and
A.03.05.12.0DP[01] the frequency for changing or refreshing authenticators is defined. Functional intersects with | Authenticator Management 1AC-10 il v & 5
Authenticat . . N Mechani st tc 4 ithenticate f d
A.03.05.12.0DP[02] uthenticator events that trigger the change or refreshment of authenticators are defined. |~ Functional | intersects with | Authenticator Management 1AC-10 d:v?c:s“'s’"s exist to securely manage authenticators for users an 5
A03.0512.0 Authenticator | the identity of the ndividua, roup, role, service,or device receiving the Functional | intersects with | Authenticator Management Iacto | Mechanisms exist to securely manage authenticators or users and s
as part of the initial is verified. devices
Authenticator | initial authenticator content for any authenticators issued by the ! . ; ] Mechanisms exist to securely manage authenticators for users and
A.03.05.12.b authent < Y Y Functional intersects with | Authenticator Management 1AC-10 ¢ v B 5
is devices.
03.05.12.101] i for initial are Functional | intersects with | Authenticator Management 10 :I:v?:\:snlsms exist to securely manage authenticators for users and R
i inistrati for lost, ised, or damaged i ! . ] ] Mechanisms exist to securely manage authenticators for users and
A.03.05.12.¢[02] 2 8 Functional intersects with | Authenticator Management 1AC-10 ¢ v B 5
are devices.
A.03.05.12.¢[03] Authenticator inistrati for revoking i are i Functional | intersects with | Authenticator Management 1AC-10 ::?:‘:5“'5’"5 exist to securely manage authenticators for users and 5
i inistrati for initial i istribution are ! . ; ] Mechanisms exist to securely manage authenticators for users and
A.03.05.12.¢[04] . Functional intersects with | Authenticator Management IAC-10 devices v 8 5
02.05.12.105] : for lost, or damaged Functional | intersects with | Authenticator Management Iac1o |Mechanisms exist to securely manage authenticators for users and R
are devices
Authenticator A ] ) , . . ) ] Mechanisms exist to securely manage authenticators for users and
A.03.05.12.c[06] for revoking are Functional intersects with | Authenticator Management IAC-10 il v B 5
A.03.05.12.d Authenticator default authenticators are changed at first use. Functional | intersects with | Authenticator Management 1AC-10 ::?:‘:5“'5’"5 exist to securely manage authenticators for users and 5
Ao30512e Authenticator | authenticators are changed o refreshed <A.03.05.12.0DP[01}:frequency> Functional | intersects with | Authenticator Management Iacto | Mechanisms exist to securely manage authenticators or users and s
Management or when the following events occur: <A.03.05.12.0DP[02]: events>. devices
Functional | intersects with | Authenticator Management 1AC-10 refha“'s’"s exist tosecurely manage authenticators for users and 5
Authenticator evices.
A.03.05.12.f[01] Management authenticator content is protected from unauthorized disclosure. isms exist to protect i with
Functional intersects with | Protection of Authenticators IAC-10.5 the sensitivity of the information to which use of the authenticator 5
permits access.
Functional intersects with | Authenticator Management 1AC10 Me§han|5m5 exist to securely manage authenticators for users and s
Authenticator devices
A.03.05.12.f(02] Management authenticator content s protected from unauthorized modification. isms exist to protect i with
Functional | intersects with | Protection of Authenticators | IAC-10.5 |the sensitivity of the information to which use of the authenticator 5
permits access.
03.06.01 Incident Handling ine I: Functional _| no relationshi N/A N/A N/A N/A No requi to map to.
Mechanisms exist to implement and d
) ) an incident-handling capability that is consistent with the incident response . Incident Response echanisms exist to implement and govern processes an
A.03.06.01(01] Incident Handling Functional subset of IR0-01 documentation to facilitate an organization-wide response 10

lan is implemented. Operations
s P P capability for cybersecurity & data privacy-related incidents.

Mechanisms exist to cover the preparation, automated detection
A.03.06.01(02] Incident Handling | the incident handling capability includes preparation. Functional | intersects with Incident Handling IRO-02 |or intake of incident reporting, analysis, containment, eradication 5
and recoverv.

Mechanisms exist to cover the preparation, automated detection
A.03.06.01(03] Incident Handling | the incident handling capability includes detection and analysis. Functional | intersects with Incident Handling IRO-02 |or intake of incident reporting, analysis, containment, eradication 5
and recoverv.

Mechanisms exist to cover the preparation, automated detection
A.03.06.01(04] Incident Handling | the incident handling capability includes containment. Functional | intersects with Incident Handling IRO-02 o intake of incident reporting, analysis, containment, eradication 5
and recoverv.

Mechanisms exist to cover the preparation, automated detection
A.03.06.01(05] Incident Handling | the incident handling capability includes eradication. Functional | intersects with Incident Handling IRO-02  |or intake of incident reporting, analysis, containment, eradication 5
and recoverv.

Mechanisms exist to cover the preparation, automated detection
A.03.06.01[06] Incident Handling | the incident handling capability includes recovery. Functional | intersects with Incident Handling IRO-02 |or intake of incident reporting, analysis, containment, eradication 5
and recoverv.

Incident Monitoring, | Determine If:
03.06.02 Reporting, and Response Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Assistance

Functional | intersects with | Incident Response Plan (IRP) 1RO-04 "f'el;ha""_’;“ exist to "‘a"“la'“ and "‘Eke"a"a:a:'el; current and 5
Incident Monitoring, viable Incident Response Plan (IRP) to all stakeholders.
A.03.06.02.0DP[01]  |Reporting, and Response

Assistance

the time period to report suspected incidents to the organizational incident

e Mechanisms exist to timely-report incidents to applicable:
response capability is defined )

! . ) Incident Stakeholder + Internal stakeholders;
Functional intersects with IRO-10

Reporting * Affected dlients & third-parties; and
* Regulatory authoritit

Functional | intersects with | Incident Response Plan (IRP) 1RO-04 | Mechanisms exist to maintain and make available a current and 5
viable Incident Response Plan (IRP) to all stakeholders.

Incident Monitoring,

A.03.06.02.00P[02] |Reporting, and Response |authorities to whom incident information is to be reported are defined. Functional | intersects with | CYPer Incident Reportingfor | o 1o |V existto report data incidents in a 5
N Sensitive Data timely manner.
Assistance
Functional Intersects with Regulatory & Law 1RO-14 Mecbamsms exist to maintain incident response contacts with s
Enforcement Contacts applicable regulatory and law enforcement agencies.
Incident Monitoring, o Mechanisms exist to document, monitor and report the status of
N o . . X Situational Awareness For " cument, | @
A.03.06.02.2(01] Reporting, and Response | system security incidents are tracked. Functional intersects with ot IRO-09 |cybersecurity & data privacy incidents to internal stakeholders all 5
Assistance the way through the resolution of the incident.
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Incident Monitoring,

Situational Awareness For

Mechanisms exist to document, monitor and report the status of

(optional)

A03.06.02.a(02] |Reporting, and Response | system security incidents are documented. Functional | intersects with e 1R0-09 | cybersecurity & data privacy incidents to internal stakeholders all 5
Assistance the way through the resolution of the incident.
Mechanisms exist to cover the preparation, automated detection
Functional intersects with Incident Handling IRO-02 or intake of incident reporting, analysis, containment, eradication 5
and recoverv.
Mechanisms exist to establish an integrated team of cybersecurity,
Incident Monitoring, ity Inci i i i
03,0602 Psintaog ognse suspected incidents are reported to the organizational incident response Functional | intersects with ‘“‘:gra‘ed SET“‘"‘V I‘;“";:e"‘ 1Ro-g7 | 'T and business function representatives that are capable of 5
.06.02. porting, PONSE | - pability within <A.03.06.02.0DP(0L]: time period> esponse Team (ISIRT) addressing cybersecurity & data privacy incident response
Assistance i
Mechanisms exist to timely-report incidents to applicable:
functional | intersectswith | | Meident Stakeholder Ro.10 | *Internal stakeholders; s
Reporting  Affected clients & third-parties; and
 Regulatorv authoritie:
} . Mechanisms exist to timely-report incidents to applicable:
Incident Monitoring, Incident Stakeholder + Internal stakeholders; Ve °°
A.03.06.02.c Reporting, and Response |incident information is reported to <A.03.06.02.0DP[02];: authorities>. Functional | intersects with ) 1R0-10 2 . 5
: Reporting  Affected clients & third-parties; and
Assistance .
* Regulatory authoriti
Mechanisms exist to establish an integrated team of cybersecurity,
cunctional | intersects with | 'Mtegrated Security Incident | o 1T and business function representatives that are capable of s
Response Team (ISIRT) addressing cybersecurity & data privacy incident response
Incident MONItoring, |, in iqent response support resource that offers advice and assistance to Incident Stakehold ’\’llec'1al1ls|rns im: :: oy Teper et o spplisble
A.03.06.02.d Reporting, and Response ponse supp e aaviee Functional | intersects with ncident Stakeholder IRO-10 nternal stakeholders; 5
P system users on handling and reporting incidents s provided. Reporting + Affected clients & third-parties; and
* Regulatory authoriti
Mechanisms exist to provide incident response advice and
Functional intersects with | Incident Reporting Assistance IRO-11 assistance to users of systems for the handling and reporting of 5
actual and potential cybersecurity & data privacy incidents.
Incident R Determine If:
03.06.03 e Test::m"se Petermine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Mechanisms exist to formally test incident response capabilties
Incident R the fr it which to test the effectiy f the incident . . .
A.03.06.03.00P(01] ncident Response the frequency at which to test the effectiveness of the incident response Functional | intersects with | Incident Response Testing IRO-06 | through realistic exercises to determine the operational 5
Testing capability for the system is defined. ¢
of those
Mechanisms exist to formally test incident response capabilties
Incident R the effecti  the incident bility s tested : : )
£.03.06.03 ncident Response - the effectiveness of the incident response capability is teste Functional | intersects with | Incident Response Testing IRO-06 | through realistic exercises to determine the operational 5
Testing <A.03.06.03.0DP[01]: frequency>.
of those
Incident Response | Determine If: ) T .
03.06.04 P ( Functional | no relationship N/A N/A N/A N/A No requirements to map to.
1.03.06.00,007101] Incident Response | the time period within which incident response training s to be provided to | ¢ o | e T 1005 | Mechanisms exist o train personnel i their inident response S
Training svstem users is defined. roles and responsibilities.
Incident Response | the frequency at which to provide incident response training to users after ! . ] - — Mechanisms exist to train personnel in their incident response
A.03.06.04.0DP[02] Resp the frequency at which to p P J Functional | intersects with | Incident Response Training 1RO-05 o e i 5
Training initial training is defined. roles and responsibilites.
03.06.00,007103] Incident Response_|the frequency at which to review and update incdent response training Functionsl | ntersects with | incdent Response Traning 1005 | Mechanisms exis o train personnel i their incdent response S
Training content i defined. roles and responsibilities.
Incident Response | events that initiate a review of the incident response training content are ! . ] - — Mechanisms exist to train personnel in their incident response
A.03.06.04.00P[04] Res P J Functional | intersects with | Incident Response Training 1RO-05 to train pe P 5
Training defined. roles and responsibilites.
Functional | intersects with | Incident Response Training 1RO-05 | Mechanisms exist to train personnel in their incident response 5
roles and responsibilites.
incident response training for system users consistent with assigned roles
£03.06.04.0.01 Incident Response | and responsibilties is provided within <A.03.06.04.0DP(01]: time period> of Nechanisms exist 1o provide rolebased cybersecurity & data
06:04 Training assuming an incident response role or responsibility or acquiring system privacy-related training:
access. Functional | intersects with | ROIE-Based Cybersecurity & | (o |« Before authorizing access to the system or performing assigned s
Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
03.06.00.0.02 ncident Response incident response training for system users consistent with asigned roles Functional | intersects itn | ROIE-Based Oyberseaurity& | o0 o0 Before authorizing access to the system or performing assigned s
Training and responsibilities is provided when required by system changes. Data Privacy Training duties;
+ When required by system changes; and
- Annually thereafter.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
1.03.06.04.5.03 Incident Response  ncident response training for system users consistent with assigned roles Functional | intersects with | ROIe-Based Cybersecurity & | (o |« Before authorizing access to the system or performing assigned s
Training and responsibilities is provided <A.03.06.04.00P[02]: frequency> thereafter. Data Privacy Training duties;
« When required by system changes; and
+ Annuallv thereafter.
03.06.00.0001] Incident Response_incident response training content is reviewed <A.03.06.04.0DP[03]: Functionsl | ntersects with | incdent Response Traning 1005 | Mechanisms exist o train personnel i their incdent response S
Training frequency>. roles and responsibilities.
Incident Response _|incident response training content is updated <A.03.06.04.0DP[03]: ! . ] - — Mechanisms exist to train personnel in their incident response
A.03.06.04.6[02] Resp P 8 P 03] Functional | intersects with | Incident Response Training IRO-05 o train pe P 5
Training freauency>. roles and responsibilites.
03.06.00.0003] Incident Response_incident response training content i reviewed following Functionsl | intersects with | incdent Response Traning 1005 | Mechanisms exis o train personnel i their incdent response S
Training <A.03.06.04.0DPI04I; events>. roles and responsibilities.
Incident Response _|incident response training content is updated following ! . ; - — Mechanisms exist to train personnel in their incident response
A.03.06.04.b(04 Functional | intersects with | Incident Response Traininy 1R0-05 5
104] Training <A.03.06.04.0DPI04I: events>. P e roles and responsibilites.
- [Determine If: ) T ;
03.06.05 Incident Response Plan Functional | no relationship N/A NA /A N/A No requirements to map to.
03.06.05.0.01 Incident Response Plan |7 INCdent response plan is developed that provides the organization witha | ¢ oot | inversects with | incident Response Plan (18p) | 1Ro-04 | Mechanisms eist to maintain and make available a current and s
roadmap for implementing its incident response capability. viable Incident Response Plan (IRP) to all stakeholders.
03.06.05.0.02 Incident Response plan |77 ING4€n response plan is eveloped tha describes th structure and Functional | intersects with | ncident Response Plan (1#p) | 1R0-04 | Mechanisms exist to maintain and make available a current and s
organization of the incident response capability. viable Incident Response Plan (IRP) to all stakeholders.
03.06.05.0.03 Incident Response Plan |1 INCdent response plan is developed that provides a highlevel approach | ¢ oot | {nversects with | incident Response Plan (1Rp) | 1Ro-04 | Mechanisms eist to maintain and make available a current and s
for how the incident response capability fits into the overall organization. viable Incident Response Plan (IRP) to all stakeholders.
. . ; ) . . : . ) Mechanisms exist to maintain and make available a current and
A.03.06.05.2.04 Incident Response Plan |an incident response plan is developed that defines reportable incidents. Functional | intersects with | Incident Response Plan (IRP) | 1R0-04 | " 5
viable Incident Response Plan (IRP) to all stakeholders.
03.06.05.0.05 Incident Response plan |7 INCd€n response plan is developed that addresses th sharing of Functional | intersects with | ncident Response Plan (18P} | 1R0-04 | Mechanisms exist to maintain and make available a current and s
incident information. viable Incident Response Plan (IRP) to all stakeholders.
03.06.05.0.06 Incident Response plan |1 INCdent response plan is developed that designates responsibilies to Functional | intersects with | ncident Response Plan (18P} | 1R0-04 | Mechanisms eist to maintain and make available a current and s
organizational entities, personnel, or roles. viable Incident Response Plan (IRP) to all stakeholders.
1.03.06.05.6001] Incident Response plan | COPIES O the ncdent response plan are distributed to designated incident Functional | intersects with | ncident Response Plan (18P} | 1Ro-04 | Mechanisms eist to maintain and make available a current and s
response personnel (identified by name or by role). viable Incident Response Plan (IRP) to all stakeholders.
2.03.06.05.6002] Incident Response plan | COPIES Ofthe ncident response plan are distributed to orgarizational Functional | intersects with | ncident Response Plan (18P} | 1R0-04 | Mechanisms eist to maintain and make available a current and s
elements viable Incident Response Plan (IRP) to all stakeholders.
the incident response plan is updated to address system and organizational Mechanisms exist to regularly review and modify incident response
A.03.06.05.c Incident Response Plan | changes or problems encountered during plan implementation, execution, Functional | intersects with IRP Update IR0-04.2 | practices to incorporate lessons learned, business process changes s
or testing. and industry developments, as necessary.
Functional | intersectswith |  Roles & Responsibilities HRS-03 exist to define forall s
personnel.
Mechanisms exist to enforce a Role-Based Access Control (RBAC)
: . | Role-Based Access Control ) ‘ i
Functional intersects with (RBAQ) IAC-08 policy over users and resources that applies need-to-know and fine-| 5
grained access control for sensitive/regulated data access.
A.03.06.05.d Incident Response Plan | the incident response plan is protected from disclosure.
Functional intersects with Access To Sensitive / IAC20.1 Mechanisms exist to limit access to sensitive/regulated data to only 5
Regulated Data those individuals whose job requires such access.
: . ; Mechanisms exist to maintain and make available a current and
Functional intersects with | Incident Response Plan (IRP) IRO-04 5
P (IRP) viable Incident Response Plan (IRP) to all stakeholders.
03.07.01 Withdrawn N/A Functional _| no N/A NA__|N/A N/A No reaui to map to.
03.07.02 Withdrawn N/A Functional _| no N/A NA__[N/A N/A No reaui to map to.
03.07.03 Withdrawn N/A Functional _| no N/A NA__[N/A N/A No reaui to map to.
03.07.04 i Tools If: Functional | no N/A NA__N/A N/A No reaui to map to.
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Mechanisms exist to control and monitor the use of system

A.03.07.04.a[01] Maintenance Tools |the use of system maintenance tools is approved. Functional | intersects with Maintenance Tools MNT-04 o 5
. . N Mechani st tc trol and itor the f syste
A.03.07.04.a(02] Maintenance Tools  |the use of system maintenance tools is controlled. Functional intersects with Maintenance Tools MNT-04 echanisms e(’;';s 0 controf and monitor the use of system 5
. . . . ; ; , Mechanisms exist to control and monitor the use of system
A.03.07.04.a[03] Maintenance Tools |the use of system maintenance tools is monitored. Functional | intersects with Maintenance Tools MNT-04 . v 5
! media with diagnostic and test programs are checked for malicious code : . ] ) Mechanisms exist to check media containing diagnostic and test
A.03.07.08.b Maintenance Tools W 8 test prog! Functional | intersects with Inspect Media MNT-04.2 e 8 dizg! 3
before the media are used in the system programs for malicious code before the media are used.
the removal of system maintenance equipment containing CUI is prevented ) Mechanisms exist to prevent or control the removal of equipment
: o : ’ e ' . . ) Prevent Unauthorized s e o -
A.03.07.04.c Maintenance Tools | by verifying that there is no CUI on the equipment, sanitizing or destroying Functional | intersects with o MNT-04.3 that containing 5
the equipment, or retaining the equipment within the facility. information.
. [Determine If: ) . .
03.07.05 Nonlocal Maintenance Functional | no relationship N/A N/A N/A N/A No requirements to map to.
. . . Mechani: st to authorize, monitor and control te, non-
A.03.07.05.a(01] Nonlocal Maintenance [nonlocal maintenance and diagnostic activities are approved. Functional | intersects with |  Remote Maintenance MINT-05 echanisms exist to authorize, monitor and control remote, nor 5
local and diagnostic activities.
. . R . . ; ; , Mechanisms exist to authorize, monitor and control remote, non-
A.03.07.05.a[02] Nonlocal Maintenance - [nonlocal maintenance and diagnostic activities are monitored. Functional | intersectswith |  Remote Maintenance MNT-05 horize, monitor 5
local and diagnostic activities.
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
it SN ; " - N )
A.03.07.05.b[01] Nonlocal Maintenance |- tication 1s imp inthe ofnonlocal | nctional | intersects with | Multi-Factor Authentication 1AC-06 Remote network access; ) 5
maintenance and diagnostic sessions. (MFA) « Third-party systems, applications and/or services; and/ or
= Non-console access to critical systems or systems that store,
transmit and/or process sensitive/regulated data.
: Mechanisms exist to develop, document and maintain secure
. : | System Hardening Through " )
Functional | intersects with ) in Thr CFG-02 |baseline configurations for technology platforms that are 5
Baseline Configurations ; Heu! !
consistent with industry-accepted system hardening standards.
’ replay resistance is implemented in the establishment of nonlocal
A.03.07.05.b{02 Nonlocal Maintenance Resi " T2y Tesistant
102) maintenance and diagnostic sessions. Functional | intersects with Replay-Resistant 1AC02.2 exist to employ rep| 5
, Cryptographic mechanisms exist to protect the integrity and
: . ] Remote Maintenance TYpLograph pres ey
Functional intersects with N 5 MNT-05.3 | confidentiality of remote, non-local maintenance and diagnostic 5
Cryptographic Protection -
Automated mechanisms exist to log out users, both locally on the
Functional | intersects with Session Termination IAC:25  [network and for remote sessions, at the end of the session or after 5
an organization-defined period of inactivity.
) . ’ ’ . ) Mechanisms exist to provide remote disconnect verification to
N session connections are terminated when nonlocal maintenance is . . N Remote Maintenance
A.03.07.05.¢[01] Nonlocal Maintenance Functional | intersects with " enan MNT-05.4 |ensure remote, non-local maintenance and diagnostic sessions are 5
completed. Disconnect Verification -
properl
Automated mechanisms exist to log out users, both locally on the
Functional | intersects with Session Termination IAC25  [network and for remote sessions, at the end of the session or after 5
an organization-defined period of inactivity.
£03.07.05.02] Nonlocal Maintenance | 1etWork connections are terminated when nonlocal maintenance is cunctional | intersects with Network Connection Ner.o7 | Mechanisms exist o terminate network connections at the end of s
completed. Termination a session or after an organization-defined time period of inactivity.
- [Determine If: } o 0
03.07.06 Maintenance Personnel Functional | no relationship N/A N/A N/A N/A No requirements to map to.
. . ! . | Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.2 Maintenance Personnel [a process for personnel is Functional | intersects with ’ MNT-06 ; 0 m z 5
Personnel or personnel.
A.03.07.06.b Maintenance Personnel a list of authorized or personnel is Functional | intersects with | Avthorized Maintenance MNT.g6 | Mechanisms exist to maintain a current it of authorized 5
Personnel or personnel.
runctional | intersects with | Authorized Maintenance VINT.06 | Mechanisms exist to maintain a current it of authorized R
Personnel i or personnel.
Mechanisms exist to ensure that non-escorted personnel
Functional | intersects with | NonSystem Related MNT-06.2 | performing non-IT maintenance activities in the physical proximit 5
A03.07.06. Maintenance Personnel | 1OescOrted personnel who perform maintenance on the system possess Maintenance L 8 X In the physical p Y
.07.06. the required access authorizations, of IT systems have required access authorizations.
: Mechanisms exist to ensure the risks associated with maintenance
: . ] Maintenance Personnel . oo
Functional intersects with . ) MNT-06.1  |personnel who do not have appropriate access authorizations, 5
Without Appropriate Access : o
clearances or formal access approvals are appropriately mitigated.
organizational personnel with required access authorizations are designated ) . - . ) )
; : . | Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.d[01] Maintenance Personnel [to supervise the maintenance activities of personnel who do not possess the | Functional | intersects with - MNT-06 ; o ma z 5
N ! Personnel maintenance organizations or personnel.
required access
organizational personnel with required technical competence are designated ) . . . ) )
’ : . | Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.d[02] Maintenance Personnel [to supervise the maintenance activities of personnel who do not possess the | Functional | intersects with - MNT-06 ; o ma z 5
N ! Personnel maintenance organizations or personnel.
required access
03.08.01 Media Storage ine If: Functional _| no N/A N/A N/A N/A No reaui to map to.
Mechanisms exist to:
+ Physically control and securely store digital and non-digital media
. : A ithin controlled i ization-defined securit
A.03.08.01(01] Media Storage system media that contain CUI are physically controlled. Functional intersects with Media Storage DCH-06 x;a‘s":::s" a’:de areas using organization-defined security 5
= Protect system media until the media are destroyed or sanitized
using approved equipment, techniques and procedures.
Mechanisms exist to:
+ Physically control and securely store digital and non-digital media
. : ; ithin controlled i ization-defined securit
A.03.08.01(02] Media Storage system media that contain CUI are securely stored. Functional intersects with Media Storage DCH-06 x;a‘s":::s" a’:de areas using organization-defined security 5
= Protect system media until the media are destroyed or sanitized
using approved equipment, techniques and procedures.
03.08.02 Media Access if: Functional _| no N/A N/A N/A N/A No reaui to map to.
. . N Mechani st tc trol and trict. to digital and -
A.03.08.02 Media Access access to CUl on system media is restricted to authorized personnel or roles. |  Functional intersects with Media Access DCH-03 iechanisms exist to control and restrict access to digital anc non 5
digital media to authorized individual
03.08.03 Media If: Functional _| no N/A N/A N/A N/A No reau to map to.
Mechanisms exist to sanitize system media with the strength and
T system media that contain CUI are sanitized prior to disposal, release out of : . ] ) . integrity commensurate with the classification or sensitivity of the
A.03.08.03 Media Sanitization |V P! P Functional | intersects with | System Media Sanitization DCH-09  |Intesrity comm te wi sensitivity 5
organizational control, or release for reuse. information prior to disposal, release out of organizational control
o release for reuse.
03.08.04 Media Marking if: Functional _| no N/A N/A N/A No reaui to map to.
Mechanisms exist to mark media in accordance with data
2.03.08.04(01) Media Marking | /516 Media that contain CUI are marke to indicate distribution Functional | intersects with Media Marking beos |Protection requirements so that personnel are alerted to s
limitations. distribution limitations, handling caveats and applicable security
Mechanisms exist to mark media in accordance with data
) ) ) ) o ) . ; ; ) ) rotection requirements so that personnel are alerted to
A.03.08.04[02] Media Marking system media that contain CUI are marked to indicate handling caveats. Functional intersects with Media Marking DCH-g4 | Protection requiren nat p X } 5
distribution limitations, handling caveats and applicable security
Mechanisms exist to mark media in accordance with data
1.03.08.04(03) Media Maring | /516 Media that contain CUI are marked to indicate applicable CUI Functional | intersects with Media Marking beos |Protection requirements so that personnel are alerted to s
markings. distribution limitations, handling caveats and applicable security
03.08.05 Media Transport If: Functional _| no N/A N/A N/A N/A No reau to map to.
system media that contain CUI are protected during transport outside of Mechanisms exist to protect and control digital and non-digital
A.03.08.05.a(01] Media Transport ;mm"e o P 8 transp! Functional | intersectswith | Media Transportation DCH-07 [ media during transport outside of controlled areas using 5
i security measures.
Mechanisms exist to protect and control digital and non-digital
te dia that tain CUI trolled during tr rt outside of . . .
A.03.08.05.a(02] Media Transport | V°147 M08t contain €0 are confrolied during fransport outsice Functional | intersects with | Media Transportation DCH-07 | media during transport outside of controlled areas using 5
i security measures.
Mechanisms exist to protect and control digital and non-digital
tability for system media that contain CUI is maintained duri . : ;
A03.08.05.b Media Transport | 2cc0untability for system media that contain CUlis maintained during Functional | intersects with | Media Transportation DCH-07 | media during transport outside of controlled areas using 5
transport outside of controlled areas. . )
security measures.
activities associated with the transport of system media that contain CUI are Mechanisms exist to protect and control digital and non-digital
£A.03.08.05.c MediaTransport |77 18 955 P v Functional | intersects with Media Transportation DCH-07 | media during transport outside of controlled areas using 5
- iate security measures.
03.08.06 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reau to map to.
03.08.07 Media Use If: Functional _| no N/A N/A N/A N/A No reau to map to.
.03.08.07.000(01] Vedia Use types of system media with usage restrictions or that are prohibited from cunctional | intersects with Vedia Use CH10 | Mechanisms exist to restrict the use of types of digital media on R

use are defined.

systems or system
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the use of the following types of system media is restricted or prohibited:

Mechanisms exist to restrict the use of types of digital media on

(optional)

A.03.08.07.a Media Use Functional | intersects with Media Use DCH-10 s
<A.03.08.07.0DPIOLI: tyes of svstem media>. svstems or svstem
the use of removable system media without an identifiable owner is Mechanisms exist to prohibit the use of portable storage devices in
A03.08.07.b Media Use e v Functional | intersects with | Prohibit Use Without Owner |  DCH-10.2 | organizational information systems when such devices have no 5
P : identifiable owner.
03.08.08 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
—— Determine If:
03.08.09 e Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Cryptographic Protection
System Backup - - : . : . ] ! . Cryptographic mechanisms exist to prevent the unauthorized
A.03.08.09.a ystem Backup = 4o confidentiality of backup information is protected Functional | intersectswith | Cryptographic Protection Bcp-11.4 | CTYPtograp isms ¢ preven : 2 5
Cryptographic Protection disclosure and/or modification of backup information.
0308095 System Backup = |cn are nted to prevent the Functional | intersects with | Cryptographic Protection Bcp-11.4 | CPtographic mechanisms exist to prevent the unauthorized s
Cryptographic Protection disclosure of CUI at backup storage locations. disclosure and/or modification of backup information.
03.09.01 Personnel Screening if: Functional _| no N/A N/A N/A N/A No reaui to map to.
Functional | intersects with | Personnel Screening HRs-04 | Mechanisms exist to manage personnel security risk by screening 5
individuals prior to access.
A.03.09.01.0DP[01] Personnel Screening | conditions that require the rescreening of individuals are defined. Roles With Snecial Protec Mechanisms exist to ensure that individuals accessing a system that
Functional intersects with | ROles With Special Protection| oo\ |stores, transmits or processes information requiring special s
Measures protection satisfy organization-defined personnel screening
criteria
! - ) Mechanisms exist I security risk b i
A.03.09.01.a Personnel Screening  |individuals are screened prior to authorizing access to the system. Functional intersects with Personnel Screening HRs-04  [\Viechanisms exist to manage personnel security risk by screening 5
individuals prior to access.
" [individuals are rescreened in accordance with the following conditions: ! . ] , Mechanisms exist to manage personnel security risk by screeniny
A.03.09.0Lb Personnel Screening " e Functional | intersects with Personnel Screening HRs-04  |Veh ° ge P y risk by e 5
<A.03.09.01.0DP[01]: conditions>. individuals prior to access.
Personnel Termination [Stermine f
03.09.02 Functional | no relationship N/A N/A N/A N/A No requirements to map to.
and Transfer
Mechanisms exist to adjust logical and physical access
Functional intersects with Personnel Transfer HRs-08 authorizations to systems and facilities upon personnel 5
Personnel Termination . I : ina t
A.03.09.02.00P[01] T rremter the time period within which to disable system access is defined. or transfer. in a timelv manner.
Functional | intersectswith |  Personnel Termination HRs-09  [Mechanisms exist to govern the termination of individual s
employment.
£03.09.02.8.01 Personnel upon of individual system access i disabled within | ¢ cwith | personnel Termination Rs.09 | Mechanisms exist to govern the termination of individual s
and Transfer <A.03.09.02.0DP[01]: time period> employment.
Personnel T upon of individual associated with : . ] . Mechanisms exist to govern the termination of individual
A.03.09.02.2.02[01] pon tert . Functional intersects with Personnel Termination HRS-09 8 5
and Transfer the individual are terminated or revoked. employment.
Personnel T upon of individual credentials associated with the : . ] . Mechanisms exist to govern the termination of individual
£A.03.09.02.2.02[02] upon > Functional | intersectswith |  Personnel Termination HRS-09 8 s
and Transfer individual are terminated or revoked employment.
Mechanisms exist to ensure that employees and third-party users
Functional intersects with Return of Assets AST-10 return all organizational assets in their possession upon 5
ination of contract or agreement.
Personnel T upon of individual security-related system isms exi ination of indivi
A.03.09.02.2.03 P mina o v Functional | intersectswith |  Personnel Termination HRs.09 | Mechanisms exist to govern the termination of individual 5
and Transfer property is retrieved employment.
) ) .
Functional intersects with Asset Collection HRS-09.1 exist to retrieve assets upon 5
of an individual's
personnel Termination | PO individual reassignment or transfer to other positions in the Mechanisms exist to adjust logical and physical access
A.03.0.02.5.01(01] T rremter organization, the ongoing operational need for current logical and physical Functional | intersects with Personnel Transfer HRS-08  |authorizations to systems and facilities upon personnel 5
access authorizations to the system and facility is reviewed. reassignment or transfer, in a timely manner.
personnel Termination | PO individual reassignment or transfer to other positions in the Mechanisms exist to adjust logical and physical access
A.03.09.02.6.01(02] e Tramefor organization, the ongoing operational need for current logical and physical Functional | intersects with Personnel Transfer HRS-08  [authorizations to systems and facilities upon personnel 5
access authorizations to the system and facility is confirmed reassignment or transfer, in a timely manner.
personmel Termination | PO INdvidual reassignment or transfer to other positions in the Mechanisms exist to adjust logical and physical access
A.03.09.02.6.02 T rremter ization, access ization is modified to with any Functional | intersects with Personnel Transfer HRS-08 |authorizations to systems and facilities upon personnel 5
changes in need. o transfer. in a timelv manner.
Physical A Determine If:
03.10.01 Vel Access | Petermine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Physical access control mechanisms exist to maintain a current list
runctional | intersects with Phy:ca! Access pesor |of persofnnelh with authorl‘z:(vi s (v(:vorg:frflfaltllo:al faclhtl:s s
03.10.01.000(01] Physical Access  [the frequency at which to review the access list detailing authorized facility Authorizations (except for those areas within the facility officially designated as
Authorizations access by individuals is defined. publiclv accessible)
Functional | intersects with | Role-Based Physical Access | PES-02.1 | "sical access control mechanisms exist to authorize physical 5
access to facilties based on the position or role of the individual.
Physical access control mechanisms exist to maintain a current list
£03.10.01.2001] hysical Access (alistof individuals with authorized access to the faciity where the system Functional | intersects with Physical Access pesgp  |of Personnel with authorized access to organizational facilties s
Authorizations [ resides is developed Authorizations (except for those areas within the facility officialy designated as
publicly accessible)
Physical access control mechanisms exist to maintain a current list
A0310012002) Physical Access |a st of individuals with authorized access to the facilty where the system runctional | intersects with Physical Access pesioy  |of Personnel with authorized access to organizational faclties s
Authorizations | resides is approved. Authorizations (except for those areas within the facility officially designated as
oublicly accessible).
Physical access control mechanisms exist to maintain a current list
£.03.10.01.2003] hysical Access (aistof individuals with authorized access to the faciity where the system Functional | intersects with Physical Access pesgp  |of Personnel with authorized access to organizational facilties s
Authorizations | resides is maintained. Authorizations (except for those areas within the facility officialy designated as
publicly accessible)
A.03.10.0Lb Physical Access | | rization credentials for facilty access are issued. Functional | intersects with | Role-Based Physical Access pes-02.1 | Physical access control mechanisms exist to authorize physical 5
Authorizations access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to maintain a current list
Physical Access » R . : A Physical Access of personnel with authorized access to organizational facilities
A.03.10.01.c Vsical Acc the facility access list is reviewed <A.03.10.01.0DP[01]: frequency>. Functional intersects with Vsical Ac PES-02 P ized o organiz ! 5
Authorizations Authorizations (except for those areas within the facility officially designated as
oublicly accessible).
Physical access control mechanisms exist to maintain a current list
A03.1001. hysical Access individuals from the facilty access lstare removed when access s no longer | ¢ o | overcects with Physical Access pesgp  |of Personnel with authorized access to organizational failties s
Authorizations | required. Authorizations (except for those areas within the facility officialy designated as
publicly accessible)
Monitoring Physical | Determine If: ) T .
03.10.02 o ( Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Monitoring Physical . . . Physical trol mechanis ist te itor for, detect and
A.03.10.02.0DP[01] onitoring Physical ¢ frequency at which to review physical access logs is defined. Functional | intersects with | Monitoring Physical Access PES-05 'ysical access control mechanisms exist to monitor for, cetect an 5
Access respond to physical security incidents.
Monitoring Physical | events or potential indications of events requiring physical access logs to be ! . ] - . Physical access control mechanisms exist to monitor for, detect and
A.03.10.02.00P[02] & Phy . P : AuIring phy: g Functional intersects with | Monitoring Physical Access PES-05 v . i ing 5
Access reviewed are defined respond to physical security incidents.
03.10.02.2001] Monitoring Physical | physical access to the facilty where the systern resides s monitored to Functional | intersects with | Monitoring Physical Access pesgs | Physical access control mechanisms exist to montor for, detect and R
Access detect physical security incidents. respond to physical security incidents.
Monitoring Physical . o ! . : o . Physical access control mechanisms exist to monitor for, detect and
A.03.10.02.a(02] 8 Phy: physical security incidents are responded to. Functional | intersects with | Monitoring Physical Access PES-05 v « echani 5
Access respond to physical security incidents.
Monitoring Physical . . . Physical trol mechanis ist te itor for, detect and
A.03.10.02.b[01] onitoring PRysICal | 1, cical access logs are reviewed <A.03.10.02.0DP[01]: frequencys. Functional | intersects with | Monitoring Physical Access PES-05 'ysical access control mechanisms exist to monitor for, cetect an 5
Access respond to physical security incidents.
Monitoring Physical | physical access logs are reviewed upon occurrence of <A.03.10.02.0DP[02]: ! . ; - . Physical access control mechanisms exist to monitor for, detect and
A.03.10.02.b[02] 8 Phy: phy: 0gs are P 102) Functional | intersects with | Monitoring Physical Access PES-05 v § echant 5
Access. events or potential indicators of events>. respond to physical security incidents.
03.10.03 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.10.04 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.10.05 Withdrawn N/A Functional _| no N/A N/A N/A N/A No reaui to map to.
03.10.06 Alternate Work Site if: Functional _| no N/A N/A N/A N/A No reaui to map to.
Physical security mechanisms exist to utilize appropriate
Functional intersects with Alternate Work Site PES-11 management, operational and technical controls at alternate work 5
A.03.10.06.0DP[01] Alternate Work Site | security requirements to be employed at alternate work sites are defined. sites.
cunctional | intersects with | WOrk From Anywhere (WFA){ |10 o [Mechanisms exist to define secure telecommuting practices and s
Telecommuting Security govern remote access to systems and data for remote workers.
Physical security mechanisms exist to utilize appropriate
Functional intersects with Alternate Work Site PES-11 management, operational and technical controls at alternate work 5
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Functional | intersects witn | Work From Anywhere (WEA) | ex 1 o | Mechanisms exist o define secure telecommuting practices and s
Telecommuting Security govern remote access to systems and data for remote workers.
Physical security mechanisms exist to utilize appropriate
Functional | intersects with Alternate Work Site PES-11 | management, operational and technical controls at alternate work 5
031006 Alternate Worksite | 1@ fOlowing securiy requirements are employed at alternate work stes: sites.
<A.03.10.06.0DP[01]: security requirements>. Work F A h WEA) Mechani ist to defi tel i cti d
Functional | intersects it | Work From Anywhere (WFA){ 1y | Mechanisms exis to define secure telecommuting practces an s
Telecommuting Security govern remote access to systems and data for remote workers.
- [Determine If: ) T .
03.10.07 Physical Access Control Functional | no relationship N/A N/A N/A N/A No requirements to map to.
) . . Physical access control mechanisms exist to maintain a current list
Physical access authorizations are enforced at entry and exit points to the Physical Access of personnel with authorized access to organizational facilities
A.03.10.07.2.01 Physical Access Control |facility where the system resides by verifying individual physical access Functional intersects with vsical Ac PES-02 P ized 0 organiz ! 5
e ; Authorizations (except for those areas within the facility officialy designated as
authorizations before granting access. 3 "
publicly accessible),
) - . Physical access control mechanisms exist to enforce physical access
physical access authorizations are enforced at entry and exit points to the authorizations for all physical aceess points (including designated
A.03.10.07.2.02 Physical Access Control |facility where the system resides by controlling ingress and egress with Functional | intersectswith |  Physical Access Control PES-03 atlon Py P € desie! 5
e e entry/exit points) to facilites (excluding those areas within the
phy: ystems, » o guards. facility officially designated as publicly accessible)
) ) ) - - : : ; ) Physical access control mechanisms generate a log entry for each
A.03.10.07.b Physical Access Control | physical access audit logs for entry or exit points are maintained. Functional intersects with Physical Access Logs PES-03.3 ¥: S8 g entry | 5
access attempt through controlled ingress and egress points.
Physical access control mechanisms exist to identify, authorize and
Functional | intersects with Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than 5
areas designated as publicly accessible).
A.03.10.07.¢[01] Physical Access Control |visitors are escorted.
Physical access control mechanisms exist to restrict unescorted
Functional | intersects with | Restrict Unescorted Access |  PES06.3 |access to facilities to personnel with required security clearances, 5
formal access authorizations and validate the need for access.
Physical access control mechanisms exist to identify, authorize and
Functional | intersects with Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than 5
areas designated as publicly accessible).
A.03.10.07.¢[02] Physical Access Control |visitor activity is controlled.
Physical access control mechanisms exist to restrict unescorted
Functional | intersects with | Restrict Unescorted Access |  PES06.3 |access to facilities to personnel with required security clearances, 5
formal access authorizations and validate the need for access.
Physical access control mechanisms exist to enforce physical access
: : ) authorizations for all physical access points (including designated
A.03.10.07.d Physical Access Control | keys, combinations, and other physical access devices are secured. Functional intersects with | Physical Access Control PES-03 zation: physi points (i 6 desigt 5
entry/exit points) to facilities (excluding those areas within the
facility officially designated as publicly accessible).
hysical access to output devices is controlled to prevent unauthorized Access Control for Output Physical security mechanisms exist to restrict access to printers and
A.03.10.07.¢ Physical Access Control |PYS: Py P Functional | intersects with © P! PES-12.2  |other system output devices to prevent unauthorized individuals 5
individuals from obtaining access to CUI. Devices e
from obtaining the output.
‘Access Control for | Determine If: ) T .
03.10.08 e | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
) - R - ) Physical security mechanisms exist to protect power and
Access Control for | physical access to system distribution and transmission lines within . . § Transmission Medium Y Arity i tto pi power 2
£A.03.10.08 ntr cal o systen Functional | intersects with ' PES-121 |telecommunications cabling carrying data or supporting 5
Transmission | organizational facilties is controlled. Security ! A ! ‘
services from or damage.
03.11.01 Risk If: Functional | no N/A N/A N/A N/A No requi to map to.
Mechanisms exist to routinely update risk assessments and react
A.03.11.01.0DP[01] Risk Assessment | the frequency at which to update the risk assessment is defined. Functional intersects with | Risk Assessment Update RSK-07 |accordingly upon identifying new security vulnerabilities, including 5
using outside sources for security vulnerability information.
Mechanisms exist to identify:
+ Assumptions affecting risk assessments, risk response and risk
monitoring;
runctional | intersects with sk Framing Rskos | * Constraints affectingrisk assessments, isk response and risk s
monitoring;
+ The organizational risk tolerance; and
- Priorities, benefits and trade-offs considered by the organization
for manaeine risk
runctional | intersects with Risk Identification Rsko3 | Mechanisms exist to identify and document risks, both internal and s
external.
P . o : Mechanisms exist to develop and keep current a catalog of
’ the risk (including supply chain risk) of unauthorized disclosure resultin : . ] :
A.03.11.01.a Risk Assessment % Pely . . & Functional intersects with Risk Catalog RSK-03.1  |applicable risks associated with the organization's business 5
from the processing, storage, or transmission of CUI is assessed. ! t
overations and in use.
Mechanisms exist to conduct recurring assessments of risk that
runctional | intersects with - Rskioa | cludes thelikelinood and magnitude of harm, from unauthorized s
access, use, disclosure, disruption, modification or destruction of
the organization’s systems and data.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
Functional sbsetof Supply Chain Risk Rskog |acauisition, maintenance and disposal of systems, system 0
Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Mechanisms exist to conduct recurring assessments of risk that
runctional | intersects with ik Assessment Rskioa | ncludes thelikelinood and magnitude of harm, from unauthorized s
access, use, disclosure, disruption, modification or destruction of
A03.11.0Lb Risk Assessment | risk assessments are updated <A.03.11.01.0DP[01]: frequency>. the organization’s systems and data.
Mechanisms exist to routinely update risk assessments and react
Functional | intersects with | Risk Assessment Update RSK-07 |accordingly upon identifying new security vulnerabilities, including 5
using outside sources for security vulnerability information.
| Determine If:
Vulnerability Monitorin ) S ;
03.11.02 BRI Functional | no relationship N/A N/A N/A N/A No requirements to map to.
and Scanning
Vulnerability Monitorin : A _ : ; ; . : exist to detect ilities and errors
A.03.11.02.0DP[01] Mo 8 | the frequency at which the system is monitored for vulnerabilities is defined. | ~ Functional | intersects with |  Vulnerability Scanning VPM-06 " 0« ! urat 5
and Scanning by routine vulnerability scanning of systems and applications.
Vulnerability Monitorin : ) R : ; ; . : exist to detect ilities and errors
A.03.11.02.00P[02] Yy Mo 8 | the frequency at which the system is scanned for vulnerabilities is defined. Functional | intersectswith |  Vulnerability Scanning VPM-06 " 0« ! urat 5
and Scanning by routine vulnerability scanning of systems and applications.
Vulnerability & Patch - N - ! -
Functional subsetof Manogement Program vPmoL N;ecl:anlsr:i:xls( to faclll(atle the( |m|plementa(|on and monitoring 0
Vulnerability Monitorin ! ' - of vulnerability management controls
A.03.11.02.0DP[03] e S!wing 8 | response times to remediate system vulnerabilities are defined. (VPMP)
runctional | intersects with VPM02 exist to ensure that vulnerabilities are properly s
Process identified, tracked and remediated.
Functional | intersectswith | Vulnerability Scanning VeM06 | e T"'s‘ (:_I_de‘e“ e and i errors 5
Vulnerability Monitoring | the frequency at which to update system vulnerabilities to be scanned is y routine vulnerability scanning of systems and applications.
A.03.11.02.0DP[04] N
and Scanning | defined.
Functional | intersectswith |  Update Tool Capability VPM-06.1 | Mechanisms exist to update vulnerability scanning tools. s
Functional | intersects with | Attack surface scope VPMOLL Me:hanlsms exist mtdeini and manage the scope for its attack s
Vulnerability Monitorin B - surface management activities.
A.03.11.02.a[01] . S!wing 8 | the system is monitored for vulnerabilities <A.03.11.02.0DP[01]: frequency>.
Functional | intersects with |  Vulnerability Scanning VPM-06 exist to detect and errors 5
by routine vulnerability scanning of systems and applications.
Vulnerability Monitorin ) . : ; ; . : exist to detect ilities and errors
A.03.11.02.2(02] Y Mo 8 | the system is scanned for vulnerabilities <A.03.11.02.0DP[02]: frequency>. Functional intersects with Vulnerability Scanning VPM-06 n 0 ¢ . urat 5
and Scanning by routine vulnerability scanning of systems and applications.
Vulnerability Monitoring [the system is monitored for vulnerabilities when new vulnerabilities that : . ; . : exist to detect ilities and errors
A.03.11.02.2(03] Y Mo 8| the sv: ed for Functional | intersectswith | Vulnerability Scanning VPM-06 n 0 ¢ . urat 5
and Scanning | affect the system are identified. by routine vulnerability scanning of systems and applications.
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Vulnerability Monitoring

the system is scanned for vulnerabilities when new vulnerabilities that affect

exist to detect ilities and

errors

(optional)

A.03.11.02.2(04] ° anne Functional | intersectswith | Vulnerability Scanning VPM-06 " 0 ! urat 5
and Scanning the system are identified. by routine vulnerability scanning of systems and applications.
! " Mechanisms exist to address new threats and vulnerabilities on an
. : A Continuous Vulnerability anisms h
Functional | intersects with | 22 VPM-04  |ongoing basis and ensure assets are protected against known 5
A031102b system ilities are within <A.03.11.02.0DP[03]: response femediation Activities attacks.
o andscanning | times>. Software & Fi Mechanisms exist to conduct soft tehing for all deployed
Functional | intersects with oftware & Firmware VPM0S echanisms st to conduct software patching for all deploye s
Patching operating systems, applications and firmware.
Functional | intersects with |  Vulnerability Scanning VPM-06 nisms exist to detect vu . and configuration errors 5
acs1102001 system to be scanned are updated <A.03.11.02.00P[04]: by routine vulnerability scanning of systems and applications.
. and Scanning frequency>.
Functional | intersectswith |  Update Tool Capability VPM-06.1 | Mechanisms exist to update vulnerability scanning tools. 5
Functional | intersectswith | Vulnerability Scanning VPM-06 nisms exist to detect vul . and uration errors 5
ac110202 system to be scanned are pdated when new vulnerabilities by routine vulnerability scanning of systems and applications.
O and Scanning are identified and reported.
Functional | intersectswith |  Update Tool Capability VPM-06.1 | Mechanisms exist to update vulnerability scanning tools. 5
03.11.03 Withdrawn N/A Functional | no N/A N/A N/A N/A No reaui to map to.
03.11.04 Risk Response If: Functional | no N/A N/A N/A N/A No reaui to map to.
Mechanisms exist to respond to findings from cybersecurity & data
A.03.11.04[01] Risk Response findings from security assessments are responded to. Functional intersects with Risk Response RSK-06.1 | privacy assessments, incidents and audits to ensure proper 5
jiation has been performed.
Mechanisms exist to respond to findings from cybersecurity & data
A.03.11.04[02] Risk Response findings from security monitoring are responded to. Functional intersects with Risk Response RSK-06.1 | privacy assessments, incidents and audits to ensure proper 5
jiation has been performed.
Mechanisms exist to respond to findings from cybersecurity & data
A.03.11.04[03] Risk Response findings from security audits are responded to. Functional intersects with Risk Response RSK-06.1 | privacy assessments, incidents and audits to ensure proper 5
jiation has been performed.
03.12.01 Security If: Functional | no N/A N/A N/A N/A No reaui to map to.
Mechanisms exist to implement an internal audit function that is
the frequency at which to assess the security requirements for the system : . ] ) ) capable of providing senior organization management with insights
A.03.12.01.0DP[01] Security Assessment requency oss 1 Y red V- Functional intersects with |  Internal Audit Function cpLo2.1 | provicing & on manag el 5
and its environment of operation is defined. into the appropriateness of the organization's technology and
information governance processes.
) ) - ! Mechanisms exist to ensure managers regularly review the
the security requirements for the system and its environment of operation Cybersecurity & Data rocesses and documented procedures within their area of
A.03.12.01 Security Assessment | are assessed <A.03.12.01.0DP[01]: frequency> to determine if the Functional | intersects with ybersecurity cpro3 | proced. § 5
. N Protection Assessments to adhere to & data
requirements have been satisfied. Y h 3
protection policies, standards and other applicable requirements.
Plan of Actionand | Determine If: ) . .
03.12.02 ’ ( Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Mechanisms exist to generate a Plan of Action and Milestones
. a plan of action and milestones for the system is developed to document the ) ' (POAZM), or similar risk register, to document planned remedial
Plan of Action and o ) o . . | Plan of Action & Milestones ’ b :
A.03.12.02.2.01 st planned remediation actions for correcting weaknesses or deficiencies noted |  Functional | intersects with PoAgM) IAO-05 |actions to correct weaknesses or deficiencies noted during the 5
during security assessments. assessment of the security controls and to reduce or eliminate
known
Mechanisms exist to generate a Plan of Action and Milestones
POA&M), or similar risk register, to d t planned remedial
Plan of Actionand  |a plan of action and milestones for the system is developed to reduce or ) . | Plan of Action & Milestones (POABM), or similar risk register, to document planned remedia
A.03.12.02.2.02 " - e Functional intersects with 1A0-05 actions to correct weaknesses or deficiencies noted during the 5
Milestones eliminate known system vulnerabilities. (POAGM) " e
assessment of the security controls and to reduce or eliminate
known vulnerabilities.
Mechanisms exist to generate a Plan of Action and Milestones
: - . ; : - ) ' POAM), or similar risk register, to document planned remedial
Plan of Actionand |the existing plan of action and milestones is updated based on the findings . . | Plan of Action & Milestones (POABM) 8 ocument p !
A.03.12.02.b.01 ‘ 8 Functional | intersects with IAO-05 |actions to correct weaknesses or deficiencies noted during the 5
Milestones from security assessments. (POAGM) " rine
assessment of the security controls and to reduce or eliminate
known it
Mechanisms exist to generate a Plan of Action and Milestones
POA&M), or similar risk register, to d t planned remedial
Plan of Actionand | the existing plan of action and milestones is updated based on the findings § . | Plan of Action & Milestones (POA&M), o similar risk register, to document planned remedial
A.03.12.02.b.02 " i . Functional intersects with 1A0-05 actions to correct weaknesses or deficiencies noted during the 5
Milestones from audits or reviews. (POARM) : o
assessment of the security controls and to reduce or eliminate
known vulnerabilities.
Mechanisms exist to generate a Plan of Action and Milestones
: - . ; : - ) ' POA&M), or similar risk register, to document planned remedial
Plan of Actionand |the existing plan of action and milestones is updated based on the findings . . | Plan of Action & Milestones (POABM) 8 ocument p !
A.03.12.02..03 ‘ " tion and miles Functional | intersects with IAO-05 |actions to correct weaknesses or deficiencies noted during the 5
Milestones from continuous monitoring activities. (POAGM) " rine
assessment of the security controls and to reduce or eliminate
known it
) |Determine If: ) . .
03.12.03 Continuous Monitoring Functional | no relationship N/A N/A N/A N/A No requirements to map to.
] Mechanisms exist to provide a cybersecurity & data protection
. ) : ! . ] Cybersecurity & Data ’ . i
A.03.12.03(01] Continuous a system-level continuous strategy is developed. Functional | intersects with ° ) CPLO2  |controls oversight function that reports to the organization's 5
Protection Controls Oversight N )
executive leadership.
Functional Review OF Mechanisms exist to regularly review technology assets for
A.03.12.03(02] Continuous a system-level continuous strategy is i Functional | intersectswith |  Cybersecurity & Data CPL-03.2  |adherence to the organization’s cybersecurity & data protection 5
Protection Controls policies and standards.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection
A.03.12.03(03] Continuous Monitoring |ongoing monitoring is included in the continuous monitoring strategy. Functional intersects with b Y . CPL02  |controls oversight function that reports to the organization's 5
Protection Controls Oversight N )
executive leadership.
ybersecurity & bata Mechanisms exist to provide a cybersecurity & data protection
A.03.12.03(04] Continuous Monitoring |security assessments are included in the continuous monitoring strategy. Functional intersects with b Y . CPLO2  |controls oversight function that reports to the organization's 5
Protection Controls Oversight N )
executive leadership.
03.12.04 Withdrawn N/A Functional | no N/A N/A N/A No reaui to map to.
03.12.05 ion Exchange if: Functional _| no N/A N/A N/A N/A No reaui to map to.
one or more of the following PARAMETER VALUES are selected: Mechanisms exist to authorize connections from systems to other
{interconnection security agreements; information exchange security Interconnection Securi systems using Interconnection Security Agreements (ISAs), or
A.03.12.05.0DP(01] Exchange of ing or service-level Functional | intersects with ngretmants (50 v NET-05 |similar methods, that document, for each interconnection, the 5
user non-disclosure other types of @ interface isti & data privacy
agreements) and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
) ) systems using Interconnection Security Agreements (ISAs), or
. . . - . . . Interconnection Security v ! 4
A.03.12.05.00P[02] Information Exchange | the frequency at which to review and update agreements is defined. Functional intersects with ‘Agreements (15As) NET-05 |similar methods, that document, for each interconnection, the 5
8 interface characteristics, & data privacy
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
: ) A systems using Interconnection Security Agreements (ISAs), or
) the exchange of CUI between the system and other systems is approved . : ; Interconnection Security Ve ! !
A.03.12.05.a(01] Information Exch; Functional | intersects with NET-05 lar methods, that d t, for each int ction, th 5
alo] nformation EXChange |, Ging <A.03.12.05.0DP(01]: SELECTED PARAMETER VALUES>. Agreements (ISAs) similar methods, that document, for each interconnection, the
interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
_ ) ) systems using Interconnection Security Agreements (ISAs), or
the exchange of CUI between the system and other systems is managed . . . Interconnection Security
A.03.12.05.a[02 Information Exchange | Functional | intersects with NET-05 |similar methods, that document, for each interconnection, the 5
10z] B¢ | using <A.03.12.05.0DP[01]: SELECTED PARAMETER VALUES>. Agreements (ISAs) : ) ] ° g
interface characteristics, & data privacy
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
: - ) ) systems using Interconnection Security Agreements (ISAs), or
interface characteristics for each system are documented as part of the . : ; Interconnection Securit
A.03.12.05.b[01] Information Exchange ¥ P Functional | intersects with Y NET-05 |similar methods, that document, for each interconnection, the 5
exchange agreements. Agreements (ISAs) : 2t ] ° A
interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
security requirements for each system are documented as part of the Interconnection Security systems using Interconnection Security Agreements (ISAs), or
A.03.12.05.5[02] Information Exchange Y red ¥ P Functional | intersects with NET-05 5

exchange agreements.

Agreements (ISAs)

similar methods, that document, for each interconnection, the
ity & data privacy requi
and the nature of the information communicated.

interface characteristics,
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Mechanisms exist to authorize connections from systems to other
te ing Int tion S ity Ag its (ISAs),
) responsibilities for each system are documented as part of the exchange . : A Interconnection Security systems using Interconnection Security Agreements (1SAs), or
A.03.12.05.b[03] information Exchange |20 Functional | intersects with ngreements (15he) NET-05 |similar methods, that document, for each interconnection, the 3
8 8 interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
Interconnection Securits systems using Interconnection Security Agreements (ISAs), or
A.03.12.05.¢[01] Information Exchange |exchange agreements are reviewed <A.03.12.05.0DP[02]): frequency>. Functional intersects with ngreaments (1546) Y NET-05 |similar methods, that document, for each interconnection, the 5
@ interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
Mechanisms exist to authorize connections from systems to other
Interconnection Security systems using Interconnection Security Agreements (ISAs), or
A.03.12.05.c[02] Information Exchange | exchange agreements are updated <A.03.12.05.0DP[02]: frequency>. Functional intersects with ngreements (1546) NET-05 [similar methods, that document, for each interconnection, the 5
8 interface characteristics, cybersecurity & data privacy requirements
and the nature of the information communicated.
03.13.01 Boundary Protection If: Functional no N/A N/A N/A N/A No ‘to map to.
. . Mechanisms exist to continuously monitor inbound and outbound
| communications at external managed interfaces to the system are : . ] Inbound & Outbound
A.03.13.01.a[01] Boundary Protection | > TIS 8 v Functional | intersects with | 9% IO MON-01.3 | communications traffic for unusual or unauthorized activities or 5
conditions
| communications at external managed interfaces to the system are : . ] : Mechanisms exist to monitor and control communications at the
A.03.13.01.a[02] Boundary Protection |\ o Functional intersects with Boundary Protection NET-03 external network boundary and at key internal boundaries within 5
. the network.
- , ) . Mechanisms exist to continuously monitor inbound and outbound
| communications at key internal managed interfaces within the system are : . ] Inbound & Outbound
A.03.13.01.a(03] Boundary Protection | > TS Y & ¥ Functional intersects with | 1 e MON-01.3 | communications traffic for unusual or unauthorized activities or 5
conditions
Mechanisms exist to monitor and control communications at the
| communications at key internal managed interfaces within the system are : . ] :
A.03.13.01.a[04] Boundary Protection | o v & v Functional intersects with Boundary Protection NET-03 external network boundary and at key internal boundaries within 5
. the network.
, ) , Network Segmentation Mechanisms exist to ensure network architecture utilizes network
_ |subnetworks are implemented for publicly accessible system components : . ] ! ns exist eren ’
A.03.13.01.b Boundary Protection . . N Functional intersects with (macrosegementation) NET-06 segmentation to isolate systems, applications and services that 5
that are physically or logically separated from internal networks. !
from other network resources.
external system connections are only made through managed interfaces that Mechanisms exist to monitor and control communications at the
A.03.13.01.c Boundary Protection | consist of boundary protection devices arranged in accordance with an Functional intersects with Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
i security the network.
03.13.02 Withdrawn N/A Functional no N/A N/A N/A N/A No ‘to map to.
03.13.03 Withdrawn N/A Functional no N/A N/A N/A N/A No to map to.
Information in Shared | Determine If:
03.13.04 " s‘: 's'::m";"e;';ur:e': etermine Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Information in Shared . ! ) , ! . ; Information In Shared exist to prevent ized and
A.03.13.04[01] unauthorized information transfer via shared system resources is prevented. |  Functional intersects with SEA-05 P 5
Svstem Resources Resources transfer via shared system resources.
Information in Shared ! - ; Information In Shared st t t ized and
A.03.13.04(02] nformation in Shared |, ;+ended information transfer via shared system resources s prevented. Functional | intersects with nformation In Sharef SEA-05 exist to preven an 5
System Resources Resources transfer via shared system resources.
03.13.05 Withdrawn N/A Functional _| no N/A N/A N/A N/A No to map to.
Network Determine If:
Communications ~ Den ) - ;
03.13.06 o byy Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Exception
Network N N . - "
cOmmwica"t"ianyDen Deny Traffic by Default & Mechanisms exist to configure firewall and router configurations to
A.03.13.06(01] et Aow b Y | network communications traffic is denied by default. Functional | intersects with A"ux i bV i NET-08.1 | deny network traffic by default and allow network traffic by 5
4 erontion v Y Excep! exception (e.g., deny all, permit by exception).
Network
Communiim‘;:‘s ~oen Deny Traffic by Default & Mechanisms exist to configure firewall and router configurations to
A.03.13.06[02] oy Defaut - Allow b V| network communications traffic is allowed by exception. Functional | intersects with Allowy i by reantion NET-04.1 | deny network traffic by default and allow network traffic by 5
Y o v Excep exception (e.g., deny all, permit by exception)
03.13.07 Withdrawn N/A Functional no N/A N/A N/A N/A No ‘to map to.
Transmissionand | etermine f:
03.13.08 i o iy N Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
Functional subset of . ’Vf Ig P CRY-01 |protections controls using known public standards and trusted 10
T and o are i to prevent the unauthorized ontrols o i i
A.03.13.08[01] . " " P
Storage Confidentiality |disclosure of CUI during transmission. nic mechanisms ox e comdentiatty of
Functional | intersects with | Transmission Confidentiality | ~ CRy-03 | CrYPtoBraphic mechanisms exist to protect the confidentiality of 5
data being transmitted.
Use of Cryprograhic Mechanisms exist to facilitate the implementation of cryptographic
Functional subset of . ’Vf f P CRY-01 |protections controls using known public standards and trusted 10
£.03.13.08[02) T and |c are i to prevent the ontrols o i i
Storage Confidentiality |disclosure of CUI while in storage. N N N
Functional | intersectswith |  Encrypting Data At Rest crv-05  |© exist to prevent 5
disclosure of data at rest.
03.13.09 Network Disconnect If: Functional no N/A N/A N/A N/A No ‘to map to.
.03.13.09.000(01] Network Disconnect | the time period of inactivity after which the system terminates a network cunctional | intersects with | Network Connection NET.Q7 | Mechanisms exist to terminate network connections at the end of s
associated with a ications session is defined. Termination a session or after an organization-defined time period of inactivity.
the network connection associated with a communications session is Network Connecti Mechanisms exist to terminate network tons at the end of
A.03.13.09 Network Disconnect  [terminated at the end of the session or after <A.03.13.09.0DP[01]: time Functional | intersects with etwork Connection NET-07 lechanisms exist to terminate network connections at the end of 5
periods of inactivity Termination a session or after an organization-defined time period of inactivity.
Cryptographic Key |Determine If:
03.13.10 Establishment and Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Cryptographic Key ] . Mechanisms exist to facilitate cryptographic key management
for key generation, storage, access, and : . ] Cryptographic Ke R oBrR e il
A.03.13.10.0DP[01] stablishmentand | 7" TS 00 ﬁ:egd & Functional | intersects with ‘;w"angag:mw Y CRY-09 |controls to protect the confidentiality, integrity and availability of 3
kevs
c ickey |o ic keys are in the system in accordance with the Crvptographic Ko Mechanisms exist to facilitate cryptographic key management
A.03.13.10[01] Establishmentand  |following key management requirements: <A.03.13.10.0DP[01]: Functional intersects with ‘;w"angag:mm Y CRY-09 |controls to protect the confidentiality, integrity and availability of 5
i . kevs
Cryptographic Key | cryptographic keys are managed in the system in accordance with the Crvptographic Ko Mechanisms exist to facilitate cryptographic key management
A.03.13.10[02] Establishmentand  |following key management requirements: <A.03.13.10.0DP[01]: Functional intersects with ‘;w"anga :mem Y CRY-09 |controls to protect the confidentiality, integrity and availability of 5
i . € kevs
Det ine If:
03.13.11 Cryptographic Protection| crc e Functional | no relationship N/A N/A N/A N/A No requirements to map to.
) Mechanisms exist to facilitate the implementation of cryptographic
. Use of Cryptographic
Functional subset of Co’:fmﬁ P CRY-01 |protections controls using known public standards and trusted 10
§ _|the types of cryptography for protecting the of CUl are o i i
A.03.13.11.0DP[01] Cryptographic Protection i i i ialif
o1 Vptograp! defined. Functional | intersects with | Transmission Confidentiality | CRy-03 | CryPtographic mechanisms exist to protect the confidentiality of 5
data being i
Functional | intersectswith |  Encrypting Data At Rest CRY-05 d exist to prevent 5
disclosure of data at rest
) Mechanisms exist to facilitate the implementation of cryptographic
: Use of Cryptographic
Functional subset of Co’:fmi P CRY-01 |protections controls using known public standards and trusted 10
: | the following types of cryptography are implemented to protect the a i i
A.03.13.11 Cryptographic Protection i i { iali
Vptograp! confidentiality of CUI: <A.03.13.11.0DP[01]: types of cryptography>. Functional | intersects with | Transmission Confidentiality |  CRY-03 Z":p‘;gv“"h" mechanisms exist to protect the confidentiality of 5
ata being
Functional | intersects with |  Encrypting Data At Rest crvos  |© exist to prevent 5
disclosure of data at rest
[Determine If:
Collaborative Computi
03.13.12 A Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Devices and Applications
Mechanisms exist to unplug or prohibit the remote activation of
! ! ' ! collaborative computing devices with the following exceptions:
Collaborative Computin : . | collaborative Computin "
A.03.13.12.0DP[01] N " P! N 8 exceptions where remote activation is to be allowed are defined. Functional intersects with N P! s END-14 = Networked whiteboards; 5
Devices and Applications Devices )
* Video teleconference cameras; and
* Teleconference microphones.
Mechanisms exist to unplug or prohibit the remote activation of
) ) - ) N N : : collaborative computing devices with the following exceptions:
Ao31312 Collaborative Computing |the remote activation of callaborative computing devices and applicationsis | o | niercocts ity | COlaborative Computing END14 | + Networked whitaboacds, s
Devices and Applications | prohibited with the following exceptions: <A.03.13.12.0DP[01]: exceptions>. Devices )
* Video teleconference cameras; and
+ Teleconference microphones.
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Collaborative Computing | an explicit indication of use is provided to users who are physically present Mechanisms exist to configure collaborative computing devices to
A03.13.12b ° mPUtIng jan explicit P prysicaly B Functional | intersects with | Explicitly Indication Of Use | END-14.6 |provide physically-present individuals with an explicit indication of 5
Devices and Applications [at the devices. e
031313 Mobile Code If: Functional _| no N/A NA_[NA N/A No to map to.
] ; e . ; ) ; Mechanisms exist to address mobile code / operating system-
A.03.13.13.a[01] Mobile Code acceptable mobile code is defined. Functional intersects with Mobile Code END-10 || toa / op B SV: 5
! - ) Mechanisms exist to add bile cod ting system-
A.03.13.13.a(02] Mobile Code acceptable mobile code technologies are defined Functional intersects with Mobile Code END-go | Mechanisms exist to address mobile code / operating system 5
; ] . ] . . ] ] Mechanisms exist to address mobile code / operating system-
A.03.13.13.b[01] Mobile Code the use of mobile code is authorized. Functional intersects with Mobile Code END-10 || toa / op B SV: 5
A.03.13.13.b[02] Mobile Code the use of mobile code is monitored. Functional | intersects with Mobile Code ENDgg | Mechanisms exist to address mobile code / operating system- 5
explicitly Allow / Den Mechanisms exist to explicitly allow (allowlist / whitelist) or block
Functional | intersects with o oo v CFG-033 | (denylist / blacklist) applications to control software that is 5
A.03.13.13.b[03] Mobile Code the use of mobile code s controlled. pplications authorized to execute on svstems.
cunctional | intersects with Nobile Code ENp-0 | Mechanisms exist to address mobile code / operating system- R
03.13.14 Withdrawn N/A Functional no N/A N/A N/A N/A No ‘to map to.
03.13.15 Session icif If: Functional no N/A N/A N/A N/A No to map to.
A03.13.15 Session the of sessions is protected Functional intersects with Session Integrity NETgg  |Mechanisms e’“t::s::::m the authenticity and integrity of 5
0313.16 Withdrawn N/A Functional _| no N/A N/A N/A N/A No to map to.
03.14.01 Flaw jati If: Functional _| no N/A N/A N/A N/A No to map to.
A.03.14.01.00°(01] law Remediation | 1€ tme period within which to instalsecurity-relevant software updates Functional | intersects with | Softwere & Firmuware Vpnrs | Mechanisms exist to conduct software patching for all deployed R
after the release of the updates is defined. Patching operating svstems. and firmware.
03.14.01.000(02] aw Remediation | 11 tMe period within which to nstal securty-relevant firmware updates Functional | intersects with | S0Ttware & Firmuware Vewros | Mechanisms exist to conduct software patching for all deployed R
after the release of the updates is defined. Patching operating systems, and firmware.
o R ! . ] Software & Firmware Mechanisms exist to conduct software patching for all deployed
A.03.14.01.a[01] Flaw Remediation  |system flaws are identified Functional intersects with rirmuw VPM-05 T nauc 3 e ploy: 5
Patching operating systems, and firmware.
A.03.14.01.a(02] Flaw Remediation  |system flaws are reported Functional intersects with Software & Firmware VpM-gs | Mechanisms exist to conduct software patching for all deployed 5
Patching operating systems, and firmware.
o ! . ] Software & Firmware Mechanisms exist to conduct software patching for all deployed
A.03.14.01.a[03] Flaw Remediation |system flaws are corrected Functional intersects with rirmuw VPM-05 T nauc P e ploy: 5
Patching operating systems, and firmware.
03.14.016(01) aw Remediation | U1V Televant software updates are nstalled within <A.03.14.0L00P[0L)| ¢ oo I T T Software & Firmware Vewros | Mechanisms exist to conduct software patching for all deployed R
time period> of the release of the updates. Patching operating systems, and firmware.
703.14.01.6(02) Haw Remediation | 21 Televant firmware updates are instaled within <A.0314.01.00PI021] £ o | invarcectowin | SOware & Firmware Venrgs | Mechanisms exist to conduct software patching for ll deployed R
time period> of the release of the updates. Patching operating svstems. and firmware.
Malici Cod Det ine If:
03.14.02 2 ICIOUS‘ ode [Petermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
Protection
.03.14.02.000(01] Mealicious Code | the frequency at which malicious code protection mechanisms perform Functional | intersects with | M@licious Code Protection D04 h exist to utiize to detectand R
Protection scans is defined (Anti-Malware) eradicate malicious code.
.03.14.02.2001] Malucuuus‘(:ode maihclo‘us code pro(ec(la‘n‘mechanlsms are implemented at system entryand [ ¢ o intersects with MallcluusFode Protection END-04 h exist to utilize to detect and 5
Protection exit points to detect malicious code. (Anti-Malware) eradicate malicious code.
703.14.02.002] Mealicious Code | malicious code protection mechanisms are implemented atsystem entry and| ¢ | vercacts with | Malicious Code Protection D04 h exist to utiize to detectand R
Protection exit points to eradicate malicious code. (Anti-Malware) eradicate malicious code.
— malicious code protection mechanisms are updated as new releases are - )
A03.14.02.b Malicious Code | li2ble in with i policy and Functional | intersects with | Automatic Antimalware END-04.1 ms exist to auto update 5
Protection Signature Updates technologies, including signature definitions.
Mechanisms exist to ensure that anti-malware technologies are
Malicious Code [ malicious code protection mechanisms are configured to perform scans of . : ; ) continuously running in real-time and cannot be disabled o
A.03.14.02.¢.01[01] Functional intersects with Al On Protecti END-04.7 5
co1(01) Protection the system <A.03.14.02.0DP[01]: frequency>. ways On Protection altered by non-privileged users, unless specifically authorized by
management on a case-by-case basis for a limited time period.
. ) ’ ) ) Mechanisms exist to ensure that anti-malware technologies are
- malicious code protection mechanisms are configured to perform real-time ” e ! ’
Malicious Code ) ° ; . . ] ) continuously running in real-time and cannot be disabled or
A.03.14.02.¢.01[02] N scans of files from external sources at endpoints or system entry and exit Functional intersects with Always On Protection END-04.7 o N A 5
Protection ; altered by non-privileged users, unless specifically authorized by
points as the files are downloaded, opened, or executed. : cicaty 2 )
management on a case-by-case basis for a limited time period
- malicious code protection mechanisms are configured to block malicious - ! ) "
Malicious Code © protect Bured : . | Malicious Code Protection exist to utilize to detect and
A.03.14.02.¢.02 8 code, quarantine malicious code, or take other actions in response to Functional intersects with ¢ END-04 " ext 5
Protection o y (Anti-Malware) eradicate malicious code.
malicious code detection.
Security Alerts, |Determine If:
03.14.03 Advisories, and Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Directives
] Mechanisms exist to maintain situational awareness of evolving
Security Alerts, | security alerts, advisories, and directives from external organizations External Threat Intelligence threats by leveraging the knowledge of attacker tactics, techni
A03.14.03.2 Advisories, and v security v ac > Baniz Functional intersects with & THR-03 reats by leveraging the knowlecge of attacker tactics, techniques 5
BN are received on an ongoing basis. Feeds and procedures to faciltate the implementation of preventative
and ing controls.
Security Alerts, |\ ol security alerts, advisories, and directives are generated, as Internal Threat Intelligence Mechanisms exist to utiize external threat intelligence feeds to
A.03.14.03.b[01] Advisories, and valerts g & ' Functional | intersects with & THR-03.1  |generate and disseminate organization-specific security alerts, 5
sorte necessary. Feeds iy o
Directives advisories and/or directives.
Security Alerts, internal security alerts, advisories, and directives are disseminated, as Internal Threat Intelligence Mechanisms exist to utilize external threat intelligence feeds to
A.03.14.03.b(02] Advisories, and valerts g ' Functional | intersects with & THR-03.1 |generate and disseminate organization-specific security alerts, 5
sorte necessary. Feeds iy o
Directives advisories and/or directives.
03.14.04 Withdrawn N/A Functional _| no N/A N/A N/A N/A No to map to.
03.14.05 Withdrawn N/A Functional _| no N/A N/A N/A N/A No to map to.
03.14.06 System Monitori If: Functional _| no N/A N/A N/A N/A No to map to.
- . . ! . Mechanisms exist to facilitate the implementation of enterprise-
A.03.14.06.2.01[01] System Monitoring | the system is monitored to detect attacks. Functional subset of Continuous Monitoring MON-OL | e monitoring contros. i P 10
. Mechani ist to facilitate the impl tati f ente ise-
A.03.14.06.2.01(02] System Monitoring | the system is monitored to detect indicators of potential attacks. Functional subset of Continuous Monitoring MON-01 ;Ce anisms ?"'Sm‘:::;s' ate the implementation of enterprise 10
wi .
- . ] ] . . ] ! - Mechanisms exist to facilitate the implementation of enterprise-
A.03.14.06.2.02 System Monitoring  [the system is monitored to detect unauthorized connections. Functional intersects with Continuous Monitoring MON-01 wide monitoring controls. i P 5
Mechanisms exist to detect and respond to anomalous behavior
A.03.14.06.b System Monitoring | unauthorized use of the system is identified. Functional intersects with Anomalous Behavior MON-16  |that could indicate account compromise or other malicious 5
activities.
, . . Mechanisms exist to continuously monitor inbound and outbound
|inbound communications traffic is monitored to detect unusual or : . ] Inbound & Outbound o v ; o
A.03.14.06.¢[01] System Monitoring . - . Functional intersects with . MON-01.3  |communications traffic for unusual or unauthorized activities or 5
unauthorized activities or conditions. Communications Traffic -~
conditions.
- N Mechanisms exist to continuously monitor inbound and outbound
|outbound communications traffic is monitored to detect unusual or : . ] Inbound & Outbound o v ; o
A.03.14.06.¢[02] System Monitoring ) . o Functional intersects with . MON-01.3  |communications traffic for unusual or unauthorized activities or 5
unauthorized activities or conditions. Communications Traffic -~
conditions.
03.14.07 Withdrawn N/A Functional no N/A N/A N/A No ‘to map to.
Information Determine If:
03.14.08 Management and Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Retention
Information CUI within the system is managed in accordance with applicable laws, Mechanisms exst to retain media and data in accordance with
A.03.14.08[01] Management and Executive Orders, directives, regulations, policies, standards, guidelines, and Functional intersects with Media & Data Retention DCH-18 - O 5
° ! " applicable statutory, regulatory and contractual obligations.
Retention
Information CUI within the system is retained in accordance with applicable laws, Mechanisms exit to retaim media and data in accordance with
A.03.14.08[02] Management and Executive Orders, directives, regulations, policies, standards, guidelines, and Functional intersects with Media & Data Retention DCH-18 - O 5
° ! " applicable statutory, regulatory and contractual obligations.
Retention
Information CUI output from the system is managed in accordance with applicable laws, Mechanisms exit to retaim media and data in accordance with
A.03.14.08[03] Management and Executive Orders, directives, regulations, policies, standards, guidelines, and Functional intersects with Media & Data Retention DCH-18 - O 5
° ! " applicable statutory, regulatory and contractual obligations.
Retention
Information CUI output from the system is retained in accordance with applicable laws, Mechanisms exit to retaim media and data in accordance with
A.03.14.08[04] Management and Executive Orders, directives, regulations, policies, standards, guidelines, and Functional intersects with Media & Data Retention DCH-18 - O 5
° ! " applicable statutory, regulatory and contractual obligations.
Retention
03.15.01 Policy and Proce If: Functional no N/A N/A N/A N/A No to map to.
Mechanisms exist to review the cybersecurity & data privac
the frequency at which the policies and procedures for satisfying securit Periodic Review & Update of rogram, including policies, s(andvards and t;{ocedure: at \yarmed
A.03.15.01.00P[01] | Policy and Procedures requency ch the p pr 8 Y Functional | intersects with Cybersecurity & Data Gov-p3 | Program, including policies, P s, at plann 5
requirements are reviewed and updated is defined. ‘ intervals or if significant changes occur to ensure their continuing
Protection Program o N
suitability, adequacy and effectiveness,
Publishing Cybi ity &
£03.15.01.2001] poliy and procedures | P!ices needed to satsfy the security requirements for the protection of CUI | ¢ ot | otersects with v 'SD‘a’('Eg P:’Qfg’:g::" Y Govop | Mechanisms existto establish, maintain and disseminate s
are developed and documented. . ! cybersecurity & data protection policies, standards and procedures.
Publishing Cybi ity &
£03.15.01.2002] poliy and procedures | P!ices needed to satsfy the security requirements for the protection of CUI | ¢ ot | otersects with v 'SD‘a’('Eg P:’Qfg’:g::" Y Govop | Mechanisms existto establish, maintain and disseminate s
are disseminated to organizational personnel or roles. . ! cybersecurity & data protection policies, standards and procedures.
Publishing Cybi ity &
" N - ublishing & erse,cu” v Mechanisms exist to establish, maintain and disseminate
Functional intersects with Data Protection GOV-02 N ) i s
502 15 01 a2 Detiras and Droradurae | PrOCEdUres needed to satisfy the security requirements for the protection of D i cybersecurity & data protection policies, standards and procedures.

[Slolc]

Attribition-HaDerivatives 4.0
International (CCEV-ND 4.0)

Secure Controls Framework (SCF)




Set Theory Relationship Mapping (STRM) NIST SP 800-171AR3 Version 2024.2
5/22/2024

Strength of

FDE Name Focal Document Element (FDE) Description SCF Control o Relationship Notes (optional)
Rationale Relationship Control Description —
optional

Secure Controls Framework (SCF)

CUI are developed and documented. ) ) Mechanisms exist to identify and document Standardized
. : ; Standardized Operating " <o -
Functional | intersects with OPS-011 | Operating Procedures (SOP), or similar documentation, to enable 5
Procedures (SOP) : ’
the proper execution of dav-to-dav / assigned tasks.
Publishing Cybi ity &
" N - ublishing & ersécurl v Mechanisms exist to establish, maintain and disseminate
Functional intersects with Data Protection GOV-02 N 3 i s
. procedures needed to satisfy the security requirements for the protection of D i cybersecurity & data protection policies, standards and procedures.
A.03.15.01.2[04] Policy and Procedures s nee nes
CUI are disseminated to organizational personnel o roles. ) ) Mechanisms exist to identify and document Standardized
. : ; Standardized Operating " <o -
Functional | intersects with OPS-0L1 |Operating Procedures (SOP), or similar documentation, to enable 5
Procedures (SOP) : ’
the proper execution of dav-to-dav / assigned tasks.
Mechanisms exist to review the cybersecurity & data privac
Periodic Review & Update of includi lici t dV d d v d P it “/ d
Functional intersects with Cybersecurity & Data GOV-03 program, incuding policies, stancards and procecures, at planne 5
R, intervals or if significant changes occur to ensure their continuing
A.03.15.01.b[01] Policy and Procedures | policies and procedures are reviewed <A.03.15.01.0DP[01]: frequency>. rotection Program suitability, adequacy and effectiveness.
Standardized Operati Mechanisms exist to identify and document Standardized
Functional | intersects with fandardized Operating OPS-011 |Operating (SOP), or similar ion, to enable 5
Procedures (SOP) ! 3
the proper execution of dav-to-dav / assigned tasks.
Mechanisms exist to review the cybersecurity & data privac
Periodic Review & Update of rogram, including policies, stand‘;rds and t;{ocedure: at \yarmed
Functional | intersects with Cybersecurity & Data Gov-03  [Program including policies, P s, at plann 5
o y intervals or if significant changes occur to ensure their continuing
A.03.15.01.b[02] Policy and Procedures |policies and procedures are updated <A.03.15.01.0DP[01]: frequency>. rotection Program suitability, adequacy and effectiveness.
standardized Operatin Mechanisms exist to identify and document Standardized
Functional | intersects with perating OPS-01.1 | Operating Procedures (SOP), or similar documentation, to enable 5
Procedures (SOP) : ’
the proper execution of dav-to-dav / assigned tasks.
03.15.02 System Security Plan ine I: Functional _| no relationshi N/A N/A N/A N/A No reaui to map to.
Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
) the frequency at which the system security plan is reviewed and updated is . System Security & Priva key architectural information on each critical system, application or
A.03.15.02.0DP[01] System Security Plan auency v VP P Functional subset of Vs Y <y 1A0-03 i " " crtical sys pplicat 10
defined. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(sSPPs), or similar document repositories, to identify and maintain
A03.15.02.0.01 System Security lan |7 Y516 security plan that defines the constituent system components s Functional subsetof | SvstemSecurity & Privacy Ino.03 |Kevarchitecturalinformation on each crtical system, application or 10
developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
) a system security plan that identifies the information types processed, ! System Security & Priva key architectural information on each critical system, application or
A.03.15.02.2.02 System Security Plan | ¥ Pl X ypes p Functional subset of v Y o 1A0-03 V3 " " crtical sy: pplicati 10
stored, and transmitted by the system is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(5SPPs), or similar document repositories, to identify and maintain
£03.15.02.0.03 System Security lan |2 Y5teM security plan that describes specifc threats to the syste that are Functional subsetof | SvstemSecurity & Privacy Ino.03  |Kevarchitecturalinformation on each crtical system, application or 10
of concern to the organization is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
. . . . (SSPPs), or similar document repositories, to identify and maintain
2:ystem security plan that describes the operational environment for the System Security & Priva key architectural information on each critical system, application or
A.03.15.02.2.04 System Security Plan | system and any dependencies on or connections to other systems or system Functional subset of ¥ Y al 1A0-03 i n " critical system, applicat 10
B Plan (SSPP) service, as well as influence inputs, entities, systems, applications
components is developed. uence input !
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(sSPPs), or similar document repositories, to identify and maintain
£03.15.02.0.05 System Security lan |7 Y516 SeCUrity plan that provides an overview of the security Functional subsetof | SvstemSecurity & Privacy Ino.03  |Kevarchitecturalinformation on each crtical system, application or 10
requirements for the system is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
) a system security plan that describes the safeguards in place or planned for ! System Security & Priva key architectural information on each critical system, application or
£.03.15.02.2.06 System Security Plan | V°" v plan that . € P P Functional subset of v v i 1A0-03 Ve " A sl system, applcat 10
meeting the security requirements is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(5SPPs), or similar document repositories, to identify and maintain
£03.15.02.0.07 System Security lan |7 Y516 security plan that dentifes individuals that fulfil system rolesand | c, o subsetof | SvstemSecurity & Privacy Ino.03  |Kevarchitecturalinformation on each crtical system, application or 10
responsibilities is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
) a system security plan that includes other relevant information necessary for . System Security & Priva key architectural information on each critical system, application or
A.03.15.02.2.08 System Security Plan | curity plan v Functional subset of v Y o 1A0-03 V3 " " crtical sy pplicati 10
the protection of CUI is developed. Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(5SPPs), or similar document repositories, to identify and maintain
. System Security & Privacy ke hitectural inf ti h | system, applicati
A.03.15.02.b[01] System Security Plan | the system security plan is reviewed <A.03.15.02.0DP[01]: frequency>. Functional subset of g4 Y 4 1A0-03 ey architectural information on each critical system, application or 10
Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
) ) : : System Security & Priva key architectural information on each critical system, application or
A.03.15.02.b[02] System Security Plan | the system security plan is updated <A.03.15.02.0DP[01]: frequency>. Functional subset of % Y al 1A0-03 i n " critical sy: pplicati 10
Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
Defining Access Mechanisms exist to explicitly define authorizations for specific
Functional intersects with Authorizations for DCH-01.4 |individuals and/or roles for logical and /or physical access to 5
Sensitive/Regulated Data it data.
Functional intersects with Disclosure of Information DCH-03.1 Mechanisms e?ast to reflrlct»lhe disclosure of sensitive / regulated 5
data to authorized parties with a need to know.
A.03.15.02.c System Security Plan | the system security plan is protected from unauthorized disclosure. Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and maintain
Functional subset of System Security & Privacy 140-03 key architectural information on each critical system, application or 10
Plan (SSPP) service, as well as influence inputs, entities, systems, applications
and processes, providing a historical record of the data and its
origins.
03.15.03 Rules of Behavior ine If: Functional no i il N/A N/A N/A N/A [No Il to map to.
, ) ) . Mechanisms exist to define acceptable and unacceptable rules of
A the frequency at which the rules of behavior are reviewed and updated is : . ] )
A.03.15.03.0DP[01] Rules of Behavior deﬂne: v pdated Functional | intersects with Rules of Behavior HRS-05.1  [behavior for the use of technologies, including consequences for 5
- behavior.
Mechanisms exist to define acceptable and unacceptable rules of
Functional | intersects with Rules of Behavior HRS-05.1  [behavior for the use of technologies, including consequences for 5
behavior.
Mechanisms exist to define rules of behavior that contain explicit
Functional | intersects with | 5969 Media & Social HRs.05,2 | estrictions on the use of social media and networking sits, s
Networking Restrictions posting information on commercial websites and sharing account
A03.15.03.0 Rules of Behavior | 11eS that describe responsibiltes and expected behavior for system usage i i
and protecting CUI are established. . ) —
Use of G cati Mechanisms exist to establish usage restrictions and
Functional | intersects with se of Communications HRS-053 | fon guidance for icati ies based 5
Technology ° . .
on the potential to cause damage to systems, if used maliciously.
Functional | intersectswith |  Use of Mobile Devices HRs.05.5  [Mechanisms exist to manage business risks associated with 5
permitting mobile device access to organizational resources.
A ) . ] ! . ] Mechanisms exist to require all employees and contractors to
A.03.15.03.b Rules of Behavior | rules are provided to individuals who require access to the system. Functional intersects with Terms of Employment HRS-05 t to require all employees and contract 5
apply cybersecurity & data privacy principles in their daily work.
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A.03.15.03.c

Rules of Behavior

a documented acknowledgement from individuals indicating that they have
read, understand, and agree to abide by the rules of behavior is received
before authorizing access to CUI and the system.

Functional

intersects with

Policy Familiarization &
Acknowledgement

HRS-05.7

Mechanisms exist to ensure personnel receive recurring
i with the organization’s & data privacy

policies and provide acknowledgement.

A.03.15.03.d[01]

Rules of Behavior

the rules of behavior are reviewed <A.03.15.03.00P[01]: frequency>.

Functional

intersects with

Rules of Behavior

HRS-05.1

Mechanisms exist to define acceptable and unacceptable rules of
behavior for the use of technologies, including consequences for
behavior.

A.03.15.03.d[02]

Rules of Behavior

the rules of behavior are updated <A.03.15.03.0DP[01]: frequency>.

Functional

intersects with

Rules of Behavior

HRS-05.1

Mechanisms exist to define acceptable and unacceptable rules of
behavior for the use of technologies, including consequences for
behavior.

03.16.01

Security Engineering
Principles

| Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.16.01.0DP[01]

Security Engineering
Principles

systems security engineering principles to be applied to the development or
modification of the system and system components are defined.

Functional

subset of

Secure Engineering Principles

SEA-01

Mechanisms exist to facilitate the implementation of industry-
recognized cybersecurity & data privacy practices in the
design, i ion and
of svstems and services.

Functional

subset of

Technology Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the implementation of tailored
development and acquisition strategies, contract tools and
procurement methods to meet unique business needs.

A.03.16.01

Security Engineering
Principles

<A.03.16.01.0DP[01]: systems security engineering principles> are applied to
the development or modification of the system and system components.

Functional

intersects with

Operationalizing
Cybersecurity & Data
Protection Practices

GOV-15

Mechanisms exist to compel data and/or process owners to
operationalize cybersecurity & data privacy practices for each
system, application and/or service under their control.

03.16.02

Unsupported System
[

| Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.16.02.2

Unsupported System
Components

system components are replaced when support for the components is no
longer available from the developer, vendor, or manufacturer.

Functional

intersects with

Unsupported Systems

TDA-17

Mechanisms exist to prevent unsupported systems by:
+ Replacing systems when support for the components is no longer
available from the developer, vendor or manufacturer; and

+ Requiring justification and documented approval for the
continued use of unsupported system components required to
satisfy mission/business needs.

A.03.16.02.b

Unsupported System

options for risk mitigation or alternative sources for continued support for

N

nsupported that cannot be replaced are provided.

Functional

intersects with

Alternate Sources for
Continued Support

TDA-17.1

Mechanisms exist to provide in-house support or contract external
providers for support with unsupported system components.

03.16.03

External System Services

| Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.16.03.0DP(01]

External System Services

security requirements to be satisfied by external system service providers
are defined,

Functional

intersects with

Third-Party Contract
Requirements

TPM-05

exist to require i for
cybersecurity & data privacy requirements with third-parties,
reflecting the organization’s needs to protect ts systems, processes
and data

Functional

intersects with

Contract Flow-Down
Requirements

TPM-05.2

Mechanisms exist to ensure cybersecurity & data privacy
requirements are included in contracts that flow-down to
applicable and suppliers.

A.03.16.03.2

External System Services

the providers of external system services used for the processing, storage, or
transmission of CUI comply with the following security requirements:
<A.03.16.03.0DP[01]: security requirements>.

Functional

intersects with

Third-Party Contract
Requirements

TPM-05

exist to require i for
cybersecurity & data privacy requirements with third-parties,
reflecting the organization’s needs to protect its systems, processes.
and data

A.03.16.03.b

External System Services

user roles and responsibilities with regard to external system services,
including shared responsibilities with external service providers, are defined
and documented.

Functional

intersects with

Mechanisms exist to document and maintain a Responsible,

Supportive, Consulted &
Informed (RASCI) Matrix

TPM-05.4

Supportive, Consulted & Informed (RASCI) matrix, or
similar ion, to delineate assi for i
data privacy controls between internal stakeholders and External
Service Providers (ESPs).

A.03.16.03.c

External System Services

processes, methods, and techniques to monitor security requirement
compliance by external service providers on an ongoing basis are
implemented.

Functional

intersects with

Third-Party Scope Review

TPM-05.5

Mechanisms exist to perform recurring validation of the
Responsible, Accountable, Supportive, Consulted & Informed
(RASCI) matrix, or similar documentation, to ensure cybersecurity
& data privacy control assignments accurately reflect current
business practices, compliance obligations, technologies and

Functional

intersects with

First-Party Declaration (1PD)

TPM-05.6

Mechanisms exist to obtain a First-Party Declaration (1PD) from
applicable External Service Providers (ESPs) that provides
assurance of compliance with specified statutory, regulatory and
contractual obligations for cybersecurity & data privacy controls,
including any flow-down requirements to subcontractors.

Functional

intersects with

Third-Party Attestation

TPM-05.8

Mechanisms exist to obtain an attestation from an independent
Third-Party Assessment Organization (3PAO) that provides
assurance of conformity with specified statutory, regulatory and
contractual obligations for cybersecurity & data privacy controls,
including any flow-down requirements to contractors and

Functional

intersects with

Review of Third-Party
Services

TPM-08

Mechanisms exist to monitor, regularly review and audit External
Service Providers (ESPs) for compliance with established
contractual requirements for cybersecurity & data privacy controls.

03.17.01

Supply Chain Risk
Plan

| Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.17.01.0DP[01]

Supply Chain Risk
Management Plan

the frequency at which to review and update the supply chain risk
management plan s defined.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.a[01]

Supply Chain Risk
Management Plan

a plan for managing supply chain risks is developed.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.a(02]

Supply Chain Risk
Management Plan

the SCRM plan addresses risks associated with the research and
development of the system, system components, or system services.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.a[03]

Supply Chain Risk
Management Plan

the SCRM plan addresses risks associated with the design of the system,
system components, or system services.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.2(04]

Supply Chain Risk
Management Plan

the SCRM plan addresses risks associated with the manufacturing of the
system, system components, or system services.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.a[05]

Supply Chain Risk
Management Plan

the SCRM plan addresses risks associated with the acquisition of the system,
system components, or system services.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.

A.03.17.01.2(06]

Supply Chain Risk
Management Plan

the SCRM plan addresses risks associated with the delivery of the system,
system components, or system services.

Functional

subset of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system
components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
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Supply Chain Risk

the SCRM plan addresses risks associated with the integration of the system,

Supply Chain Risk

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system

(optional)

A.03.17.01.a[07] " Functional subset of RSK-09 nce and disg " 10
Management Plan  [system components, or system services. Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
A03.17.01.(08) Supply Chain isk [ the SCRM plan addresses risks associated with the operation of he system, | .oy bsetof Supply Chain Risk Rskos |Fcauisition, maintenance and disposalof systers,system "
Management Plan | system components, or system services. Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
blans.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
A03.17.015(05] Supply Chain isk [ the SCRM plan addresses isks associated with the maintenance of the Functional sbsetof Supply Chain Risk Rskgo |Fcavisition, meintenance and disposal of systems,system I
Management Plan system, system components, or system services. Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
A03.17.01.4010] Supply Chain fisk [ the SCRW plan addresses isks associated with the disposal of the system, Functional bsetof Supply Chain Risk Rskos |Fcavisition, maintenance and disposalof systers,system "
Management Plan |system components, or system services. Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
Supply Chain Risk o ) Supply Chain Risk acquisition, maintenance and disposal of systems, system
A.03.17.01.b[01] PPl the SCRM plan is reviewed <A.03.17.01.0DP[01]: frequency>. Functional subset of Py RSK-09 q nce and disp ystems, sy: 10
Management Plan Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
A.03.17.01.b[02] supply Chain Risk 1, ceent blan is updated <A.03.17.01.0DP[01]: frequencys. Functional subset of Supply Chain Risk Rskgg |2cauisition, maintenance and disposal of systems, system 10
Management Plan Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Defining Access Mechanisms exist to explicitly define authorizations for specific
Functional | intersects with Authorizations for DCH-014  individuals and/or roles for logical and /or physical access to 5
Sensitive/Regulated Data ity data
Functional intersects with | Disclosure of Information DCH-03.1 |Mechanisms equt to reftrlct vthe disclosure of sensitive / regulated 5
Supply Chain Risk data to authorized parties with a need to know.
A03.17.01.c e o |the SCRM planis protected from unauthorized disclosure. Mechanisms exist to develop a plan for Supply Chain Risk
8 Management (SCRM) associated with the development,
Functiona! bsetof Supply Chain Risk Rskos |Fcavisition, maintenance and disposalof systers,system "
Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
blans.
Acquisition Strategies, | Determine If ) - .
03.17.02 d sles, | Functional | no relationship N/A N/A N/A N/A No requirements to map to.
Tools, and Methods
Acauisition Strategies, |acquisition strategies, contract tools, and procurement methods are Acauisition Strategies, Tools Mechanisms exist to utlize tailored acquisition strategies, contract
A03.17.02(01] o Bes, 2cq i 0l and p Functional | intersects with | A Bles, TPM-03.1 | tools and procurement methods for the purchase of unique 5
Tools, and Methods | developed to identify supply chain risks. & Methods ‘
svstems. svstem or services.
Acquisition Strategies, |acquisition strategies, contract tools, and procurement methods are Acquisition Strategies, Tools Mechanisms exist to utilze tailored acquisition strategies, contract
A03.17.02(02] o Eles, 2cd eles, con  and P Functional | intersects with | A Bles, TPM-03.1 | tools and procurement methods for the purchase of unique 5
Tools, and Methods | developed to protect against supply chain risks. & Methods ‘
svstems. svstem or services.
Acquisition Strategies, |acquisition strategies, contract tools, and procurement methods are Acquisition Strategies, Tools Mechanisms exist to utilze tailored acquisition strategies, contract
A.03.17.02(03] o gles, |aca egles, ol and p Functional | intersects with | A< gles, TPM-03.1  |tools and procurement methods for the purchase of unique 5
Tools, and Methods |developed to mitigate supply chain risks. & Methods ‘
svstems. svstem or services.
Acquisition Strategies, |acquisition strategies, contract tools, and procurement methods are Technology Development & Mechanisms exist to facilitate the implementation of tailored
A.03.17.02(04] d gies, - |acq Pgles, % and pi Functional subset of ey Developi TDA-01 | development and acquisition strategies, contract tools and 10
Tools, and Methods |implemented to identify supply chain risks. Acaquisition ¢ "
procurement methods to meet unique business needs.
Acquisition Strategies, |acquisition strategies, contract tools, and procurement methods are Technology Development & Mechanisms exist to faciltate the implementation of tailored
A.03.17.02(05] o Es, e Bles, contract foos, anc procy Functional subset of 8 Develop TOA-01  |development and acquisition strategies, contract tools and 10
Tools, and Methods  |implemented to protect against supply chain risks. Acauisition ¢ "
procurement methods to meet unique business needs.
Acquisition Strategies, |acquisition strategies, contract tools, and procurement methods are Technology Development & Mechanisms exist to facilitate the implementation of tailored
A.03.17.02(06) d gies, - |acq sles, » and pi Functional subset of ey Developi TDA-01 | development and acquisition strategies, contract tools and 10
Tools, and Methods |implemented to mitigate supply chain risks. Acaquisition ¢ "
procurement methods to meet unique business needs.
Supply Chain | Determine If:
03.17.03 Requirements and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Processes
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
Functiona! wbset of Supply Chain Risk Rskoo |Fcavisition, meintenance and disposalof ystems, system I
Supply Chain security requirements to protect against supply chain risks to the system, Management (SCRM) Plan components ?“d services, '?"“"""g documenting Sf‘e“e"
A.03.17.03.0DP[01] Requirementsand  |system components, or system services and to limit the harm or mitigating actions and monitoring performance against those
Processes consequences from supply chain-related events are defined. olans.
Functiona! qubsetof | Thid-party Management owor | Mechanisms exist to facltate the implementation of third-party "
management controls.
Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
. Functiona! wbset of Supply Chain Risk Rskgo |Fcavisition, meintenance and disposal of ystems,system I
A03.17.03.01) Rl e 4 |a process for identifing weaknesses or defciencies n the supply chain Management (SCRM) Plan components and services, including documenting selected
03,17, a clements and processes Is esablished, mitigating actions and monitoring performance against those
Processes plans.
runctional | intersects with | ThirG-Party Risk Tovoa1 exist to conduct a isk assessment prior to the s
& Approvals acquisition or outsourcing of technology-related services.
Mechanisms exist to develop a plan for Supply Chain Risk
) Management (SCRM) associated with the development,
Supply Chain a process for addressing weaknesses or deficiencies in the supply chain Supply Chain Risk acquisition, maintenance and disposal of systems, system
A.03.17.03.a[02] Requirements and P 8 s pRly Functional subset of pply RSK-09 a! ", nce and disp ystems, sy: 10
e elements and processes is established. Management (SCRM) Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
Functional subset of Risk Management Program RSK-0L Mechar\lsms exist ta»facllflate the implementation of strategic, 0
operational and tactical risk management controls.
Supply Chain the following security requirements are enforced to protect against supply
PPY chain risks to the system, system components, or system services and to limit Mechanisms exist to develop a plan for Supply Chain Risk
A03.17.03.b Requirements and " P 2 plan
b the harm o consequences of supply chain-related events: Management (SCRM) associated with the development,
<A.03.17.03.0DP(01]: security requirements>. ) in Ri isition, mai i
01} yreq Functional bsetof Supply Chain Risk Rsx0g |acavisition, maintenance and disposal of systems, system "

Management (SCRM) Plan

components and services, including documenting selected
mitigating actions and monitoring performance against those
olans.
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