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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g., cybersecurity &
data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:
1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.

2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or otherwise

executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:
1. Subset Of

2. Intersects With
3. Equal - Reference Document

4. Superset Of

5. No Relationship - Focal Document
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Strength of

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
tto facilitate the of capacif controls to
Capacity & Performance pacity
Functional subset of CAP-01 | ensure optimal system performance to meet expected and anticipated future capacity 10
Management "
The entity maintains, monitors, and evaluates current processing capacity and use of system components ‘Mechanisms exist to control resource utilization of systems that are susceptible to
ALL (infrastructure, data, and software) to manage capacity demand and to enable the implementation of additional Functional intersects with Resource Priority CAP-02 [Denial of Service (DoS) attacks to limit and prioritize the use of resources. 5
capacity to help meet it objectives.
Mechanisms exist to conduct capacity planing so that necessary capacity for
Functional intersects with Capacity Planning cAP-03 processing, and support wil exist 5
during contingency operations.
tto facilitate the of capacity Controls to
. . Capacity &
Functional intersects with insgement CAP-01 | ensure optimal system performance to meet expected and anticipated future capacity 5
AL1POF1  |Measures Current Usage i
Automated isms exist lly-monitor and alert on the operating state and
Functional subset of Performance Monitoring | CAP-04 [ health status of critical systems, applications and services. 10
Mechanisms exist to conduct capacity planning so that necessary capacity for
ALLPOFR2  |Forecasts Capacity Functional equal Capacity Planning. cAP-03 processing, and support wil exist 10
during contingency operations.
oty & performance tto facilitate the of capacity Controls to
AL1-POF3  |Makes Changes Based on Forecasts Functional subset of P Minagemm CAP-01  [ensure optimal system performance to meet expected and anticipated future capacity 10
tto facilitate the of contingency planning controls to
Business Continuity ency plannine
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional subset of Management System | BCD-01 ) 10
Business Continuity & isaster Recovery (BC/DR) playbooks).
(BCMS)
Mechanisms exist to establish an alternate storage site that includes both the assets
Functional intersectswith | Alternate Storage Site | BCD-08 |and necessary agreements to permit the storage and recovery of system backup 5
Mechanisms exist to separate the alternate storage site from the primary storage site to
Separation from Primary !
Functional intersects with e BCD-08.1 | reduce susceptibility o similar threats. 5
Mechanisms exist to identify and mitigate potential accessibility problems to the
Functional intersects with Accessibility BCD-08.2 [alternate storage site in the event of an area-wide disruption or disaster. 5
Mechanisms exist to establish an alterate processing site that provides security
Functional intersects with | Alternate Processing Site | BCD-09 | measures equivalent to that of the primary site. 5
fimary processi
separation fram primary Mechanisms exst o separate the altemate processing site from the primary processing
Functional intersects with e BCD-09.1 [site to reduce susceptibilty to similar threats. 5
Mechanisms exist to identify and mitigate potential accessibility problems o the
Functional intersects with Accessibility BCD-09.2 [alternate processing site and possible mitigation actions, in the event of an area-wide 5
gisruntion or disaster.
Atermate ste priorty of Mechanisms exist o addres priorty-of-service provisions in alterate processing and
Functional intersects with PN BCD-09.3 [storage sites that support availability requirements, including Recovery Time Objectives 5
(RTOs).
Mechanisms exist to reduce the likelihood of a single point of falure with primary
Telecommunications
Functional intersects with BCD-10 | telecommunications ser 5
Services Availability
‘et to formalize primary and alternate telecommunications service
Functional intersects with Priority of Service | BCD-10.1 |agreements contain priority-of-service provisions that support avalability requirements, 5
Provisions including Recovery Time Obiectives (RTOs).
Mechanisms exist to create recurring backups of data, software andor system images,
s wellas verify the integrity of these backups, to ensure the availability of the data to
Functional intersects with Data Backups BCD-11 5
P satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
Mechanisms exst to routinely test backups that verify the reliability of the backup
. . Testing for Reliabilty &
Functional intersects with gmeg’iw V& | BcD-10.1 |process, as well s the integrity and availability of the data. s
Mechanisms exist to store backup copies of ritical software and other security-related
. . Separate Storage for
Functional intersects with e . 8CD-11.2 [information in a separate facllity or in a fre-rated container that is not collocated with 5
Critical Information .
the svstem being backed up.
Mechanisms exist to reimage assets from configuration-controlled and integrity-
. . Information System
Functional intersects with o BCD-11.3 [ protected images that represent a secure, operational state. 5
Cryptographic mechanisms exist to prevent the unauthorized disclosure and/or
Functional intersects with | Cryptographic Protection | BCD-11.4 [ madification of backup information. s
Mechanisms exist to ensure the secure recovery and reconstitution of systems to @
. . Information System
Functional intersects with ¢ BCD-12 | known state after a disruption, compromise or failure. 5
Recovery & Reconstitution
tto utilize sp backup isms that will allow transaction
Functional intersectswith | Transaction Recovery | BCD-12.1 |recovery for transaction-based applications and services in accordance with Recovery 5
Point Obiectives (RPOs).
Mechanisms exist to implement real-time or near-real-tme failover capability to
Functional intersects with Failover Capal 8C0-12.2 | maintain availabilty of criical systems, applications and/or services. 5
ttofac peration of physical and envi protection
s The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and monitors Functional intersects with | PMYsical & Environmental | oo | 5
- environmental protections, software, data backup processes, and recovery infrastructure to meet its objectives. Protections
Facility security mechanisms exist to protect power equipment and power cabling for
Functional intersects with Supporting Utilities | PES-07 [ the system from damage and destruction. 5
Facility security mechanisms exist to utilize automatic voltage controls for
Functional intersectswith | Automatic Voltage Controls| PES-07.1 |system components. 5
Facility security mechanisms exist to shut off power in emergency situations by:
 Placing emergency shutoff switches or devices in close proximity to systems or
Functional intersects with Emergency Shutoff | PES-07.2 |system components to faciitate safe and easy access for personnel; and 5
 Protecting emergency power shutoff capability from unauthorized activation.
Facility security mechanisms exist to supply alternate power, capable of maintaining
Functional intersects with Emergency Power | PES-07.3 |minimally-required operational capability, n the event of an extended loss of the 5
primary power source.
Facility security mechanisms exist to utilize and maintain automatic emergency lighting
Functional intersects with Emergency Lighting | PES-07.4 |that activates in the event of a power outage or disruption and that covers emergency 5
exits and evacuation routes within the facilty.
Facility security mechanisms exist to protect systems from damage resulting from water
Functional intersects with | Water Damage Protection | PES-07.5 |leakage by providing master shutoff valves that are accessible, working properly and 5
known to kev personnel.
Facility security mechanisms exist to utilize and maintain fire suppression and detection
Functional intersects with Fire Protection PES-08 | devices/systems for the system that are supported by an independent energy source. 5
Facility security mechanisms exist to utilize and maintain fire detection devices/systems
Functional intersectswith | Fire Detection Devices | PES-08.1 |that activate automatically and notify organizational personnel and emergency 5
responders in the event of a fire.
Facility security mechanisms exist to utilze fire suppression devices/systems that
Functional intersectswith | Fire Suppression Devices | PES-08.2 |provide automatic notification of any activation to organizational personnel and 5
emergency responders.
ity security mechanisms exist to maintain and monitor temperature and humidity
ratur i
Functional intersectswith | TEMPere & HUTISNY | pec o9 ieves within the faciity. 5
Facility security mechanisms exist to trigger an alarm or notification of temperature and
] | Monitoring with Alarms / ey o "
Functional intersects with 8 vt PES-09.1 | humidity changes that be potentially harmful to personnel or equipment 5
Notifications
Physical security mechanisms exist to isolate information processing facilties from
Functional intersects with Delivery & Removal |  PES-10 |points such as delivery and loading areas and other points to avoid unauthorized 5
access.
Physical security mech tto utiize appropriate operational and
Functional intersects with Alternate Work Site | PES-11 | technical controls at alternate work sites. 5
Physical security mechanisms exist to locate system components within the facilty to
. . Equipment Siting &
Functional intersects with b, PES12 | minimize potential damage from physical and environmental hazards and to minimize 5
the opportunity for access.
Information Leakage Due Facility security mechanisms exist to protect the system from information leakage due
Functional intersects with | To Electromagnetic Signals | PES-13 |to electromagnetic signals emanations. 5
Emanations
Physical security mech tto against Pulse
Functional intersectswith | ElESTOmaNENcPulse | e o setems and system com M s
(EMP) Protection 8 Ve
Mechanisms exist to identify and document risks, both internal and external.
Functional intersects with Risk Identification RSK-03 5
tto conduct recurring of isk that includes the likelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of harm, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
) ] Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 5
ems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
tto facilitate the operation of physical and envi protection
ical & Envi ]
Functional intersects with | PPYEICe & Environmental | peg o) | ooyl 5
AL2POFL  [Identifies Environmental Threats
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Strength of
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
tto facilitate the , operational and tactical
Functional subsetof | Risk Management Program [ RSK-01 | risk management controls. 10
Mechanisms exist to identify and document risks, both internal and external.
Functional equal Risk Identification RSK-03 10
ausmess Contimuty tto facilitate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
(BCMS)
he o ical v
ranctiona! Crsects with Physical & Environmental veson her exist to facilitate of physical and protection s
AL2POF2 | Designs Detection Measures unctional ntersects wi Protections controls.
ronctionat tersectswith | TEMPErature & Humidity | o Faciity securty mechanisms exist to maintain and monitor temperature and humidity S
Controls levels within the facilty.
Nonitorng with Alarms / Facilty security mechanisms exis to rigger an alarm of otification of temperature and
Functional intersects with e PES-09.1 | humidity changes that be potentially harmful to personnel or equipment. 5
) ] Mechanisms exist to facilitate the implementation of contingency planning controls to
Business Continuity ! )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 5
eems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
AL2-POF3 d Maintains. Protection
tto facilitate the operation of physical and envi protection
ical & Envi ]
Functional subset of Physical & Environmental | peq 01 | ontrols, 10
Prote
ausmess Contimuty tto facilitate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ° ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
litate the op: ical v
o voer | Pl 8 nronmentar | | [Meeasms o feiate of physical and protection o
AL2POF4  |Implements Alerts to Analyze Anomalies unctional subsetol Protections controls.
ronctionat tersectswith | TEMPErature & Humidity | o Faciity securty mechanisms exist to maintain and monitor temperature and humiity S
Controls levels within the facilty.
Moritoring with Alarms / Facilty security mechanisms exis to rigger an alarm of otification of temperature and
Functional intersects with o PES-09.1 | humidity changes that be potentially harmful to personnel or equipment. 5
Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 5
eems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Mechanisms exist to implement and govern processes and documentation to fac
R ization-wi i .
Functions! bsetof jent Response \Ro.01 |2 oreanization-wide response capability for cybersecurity & data privacy-related 0
Operations incidents.
AL2POFS  |Responds to Environmental Threat Events
Mechanisms exit to cover the preparation, automated detection or ntake of incident
rting, analysis, containment, eradication and .
Functional intersects with Incident Handling 1RO-0z | EPOTNG: analysis, containment, eradication and recovery. 5
peration of physical and envi protection
Physical & Envi tal is.
Functional subset of Vsical & Environmental | - peg gy [cONtrOls 10
Protections
Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional subset of Management System | BCD-01 10
ems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
AL2POFE  |C d Reviews Detected Threat Events
ttofac peration of physical and envi protection
ical & Envi ]
Functional subset of Physical & Environmental | peq o1 | ontrols, 10
Protections
Functional subset of Data Protection DCH-01 of data protection controls. 10
i I .
runctiona! tersects with | SCTve / Regulated Data [ o exist to data wherever itis stored, s
Protection
Mechanisms exist to create recurring backups of data, software andor system images,
. Il as verify the integrity of these backups, to ensure the availability of the data to
AL2-POF7 | Determines Data Requiring Backup Functional intersects with Data Backups Bepa1 %M 5
P satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
ttofac peration of physical and envi protection
ical & Envi ]
Functional intersects with | PPYEICe & Environmental | peg gy | ooyl s
Protections
Mechanisms exist to create recurring backups of data, software and/or system images,
I integri ilabil
AL2POFS  |Performs Data Backup Functional intersects with Data Backups Bep-1p |28 el a8 verify the inerity of these backups, to ensure the avallabily of the data to 5
satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
Mechanisms exist to establish an alternate storage site that includes both the assets
Functional intersectswith | Alternate Storage Site | BCD-08 |and necessary agreements to permit the storage and recovery of system backup 5
Mechanisms exist to store backup copies of critical software and other security-related
Separate Storage for « ! ) !
Functional intersects with e ook | BeD-11.2 information ina separate faciityor in a fire-rated container that is not collocated with 5
AL2POFS  |Addresses Offsite Storage the svstem being backed uo.
amstor to Altermate Mechanisms exist to transfer backup data to the alternate storage site at a rate that is
Functional intersects with e BCD-11.6 | capable of meeting both Recovery Time Objectives (RTOs) and Recovery Point 5
& Obiectives (RPOs).
litate the op: ical v
ohysical & Environmental exist to faciltate of physical and protection
Functional intersects with PES01 | controls. 5
Protections
) ] Mechanisms exist to facilitate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional subset of Management System | BCD-01 10
ems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
AL2POF10  [Implements Alternate Processing Infrastructure
Mechanisms exist to establish an alternate processing site that provides security
Functional subset of Alternate Processing Site | BCD-09 |measures equivalent to that of the primary site. 10
ausmess Contimuty tto facilitate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
Mechanisms exit to identify:
« Assumptions affecting risk assessments,risk response and risk monitoring;
. ints affecting ri i isk moni
Functions! tersects with sk Framing Rskon1 | - Constraints affecting risk assessments,isk response and sk monitoring; s
+ The organizational rsk tolerance; and
* priorities, benefits and trade-offs considered by the organization for managing risk.
AL2POF11  |Considers Data Recoverability
chioving Restionce 1o achieve resiience requ i normal and adverse situations.
Functional intersects with ¢ SEA-DL2 5
Requirements
Mechanisms exist to develop and keep current a catalog of applicable internal and
Functional intersects with Threat Catalog THR09 | external threats to the organization, both natural and manmade. s
Mechanisms exst to identify, assess, prioritize and document the potential impact(s)
Functional intersects with Threat Analysis THR-10 |and likelihood(s) of applicable internal and external threats. 5
Functiona! rersects with Smulated bvents | 80031 | MeChanisMS exist to incorporate simulated events into contingency training o facltate S
effective response by personnel in tuati
AL3 The entity tests recovery plan procedures supporting system recovery to meet its objectives. Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
. | contingency Plan Testing & 8
Functional intersects with o BCD04 | effectiveness and the organization’s readiness to execute the plan. 5
Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
. Contingency Plan Testing & 8
AL3POFL  |Implements Business Continuity Plan Testing Functional equal o BCD04 | effectiveness and the organization’s readiness to execute the plan. 10
Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
. | contingency plan Testing & 8
Functional intersects with o BCD04 | effectiveness and the organization’s readiness to execute the plan. 5
AL3POF2 | Tests Integrity and Completeness of Backup Data Functiona! tersects with | TESUME for Relabiity & | o | Mechanisms exist o routinely test backups that verify the relabily of the backup S
Integity brocess, as well as the integrity and availabilit of the data.
Functiona! versects wih | TestRestoration Using | o "I Mechanisms exist o utilze sampling of available backups to test recovery capabilities S
Sampling as part of business continuity plan testing.
ttof f data protection controls.
Functional intersects with Data Protection DCH-01 o fact of data protection controls. 5
. Mechanisms exist to ensure data and assets are categorized in accordance with
L1 The entity identifies and maintains confidential information to meet the entity’s objectives related Functional intersects with | Data & Asset Classification | DCH-02 5
applicable statutory, regulatory and contractual
Functiona! rersects with e Access cr03 | Mechanisms exist to control and restrict access o digial and ron-digital media to S
authorized individuals.
Mechanisms exist to maintain network architecture diagrams that
Network D & Dat - Contain suffci i i 2
Functions! ety | MO OB B0 | | Contansffiient et 0 ssssthesecurtyof the network'ssrcecure: s
CL1POF1  |Defines and Identifies Confidential information low Diagrams {OFDs} eflect the current architecture of the nefwark enviranment; an
-0 tall data flows.
i [ Tsensi
ronctionat tersects with | Semsitive Data Inventories | DCH-06.2 | MEENaNisMs exist to maintain inventory logs of all senitive media and canduct S
sensitive media inventories at least annually.
I i 3
ronctionat betof ata Protection cror | Mechanisms exist to faciltate the implementation of data protection control. o
CL1POF2  |Retains Confidential Information 5 s P "
Functional intersects with | SSMSIVe / Regulated D3 | ooy g 5 existo ata wherever [t s stored. 5
Protection
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
eunctional sbsetof Media & Data Retention | bCi-zg | MeChanismS exist o retain media and data in accordance with applicable satutory, ©
regulatory and contractual obligations.
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
C11P0F3 | protects Confidentil Information From Destruction ! period to fulfll the purpose(s) identified in the notice or as required by law;
_ .| personal Data Retention & * Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of
Functional intersects with PRI0S 5
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Functional subset of information Disposal | DCH-21 exist to securely dispose of, destroy or erase information. 10
Mechanisms exist to retain event logs for a time period consistent with records
Functions! tersects with event Log Retention | Mo 10 |etenton reauirements o provide support or aftr-the-fact investgations of security s
incidents and to meet statutory, regulatory and contractual retention requirements.
Mechanisms exist to
L2 The entity disposes of confidential information to meet the entity’s objectives related to confidenti + Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Functiona! tersects with | Personal Data Retention & | | Dispose of destroys, erases, and/or anonymizes the P, regardiess of the method of s
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Functiona! bsetof formation Disposal | Derza | MeChansms exist tosecurely dispose of, destroy or erse information. ©
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
CL2POF1  |Identifies Confidential Information for Destruction ’ period to fulfll the purpose(s) identified in the notice or as required by law;
_ .| personal Data Retention & * Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of
Functional intersects with PRI0S s
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system components
Functional intersects with | Destruction or Re-Use of | AST-09 |using organization-defined techniques and methods to prevent information being 5
Equipment recovered from th
ronctionat otersects with | Physical Media Disposal | pcrigs | MeChanisms exst o securely dispose of media when it s o longer requied, using R
formal procedures.
Mechanisms exist to sanitize system media with the strength and integrity
Functional intersects with | System Media Sanitization | DCH-09 the classification or sensitivity of the information prior to disposal, 5
control or release for reuse.
Destroys Confidential Iformation ronctionat orsects with a1 | Mechanisms exist o securely dispose of, destroy or erase information. S
Mechanisms exist to
+ Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Functiona! tersects with | Personal DataRetention & | | Dispose of destroys, erases, and/or anonymizes the P, regardiess of the method of s
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Cybersecurity & Data tto facilitate the of & data protection
Functional subset of Protection Governance | GOV-01 |governance controls. 10
Program
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL02 [function that reports to the organization's executive leadership. 5
Oversight
‘Assigned Cybersecurity & 10 assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04.resources to centrally-manage, coordinate, develop, implement and maintain an 5
ce1 00 Principle 1 ibilt enterprise-wid ity & data protection program.
R '
Functiona! ersects wih | PN o1 te the of personnel security controls S
Functional intersectswith | Terms of Employment | HRS-05 o require all employees and contractors to apply eybersecurity & 5
data privacy principles in their daily work.
Functiona! rersects with rles of Behavior | Hrs.05.1 | Mechanisms exist to define acceptable and unacceptable rules of behavior for the use S
including for behavior.
Functiona! otersects with | Workptace investigations | s 07.1 | Mchanisms eist to conduct employee misconduct investigatons when there i S
reasonable assurance that a policy has been violated.
Cybersecurity & Data te the of & data protection
Functional subset of Protection Governance | GOV-01 |governance controls. 10
Program
susimess As Usual (BA0) Mechanisms exist to incorporate cybersecurity & data privacy principles into Business
CCLLPOFL [sets the Tone at the Top Functional subset of GOV-14 [ As Usual (BAU) practices through executive leadership involvement. 10
Secure Practices
of personnel security controls
Functional intersects with | Ma" Resources Security | yypq 5 s
Management
Mechanisms exist to define acceptable and unacceptable rules of behavior for the use
CC11-POF2  [Establishes Standards of Conduct Functional equal Rules of Behavior | HRS-05.1 P P 10
including for behavior.
runctiona! bsetof | measures of rerformance | Gov-0s |Mechanisms exist to develop, report and monitor cybersecurity & data privacy program ©
measures of
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional subset of Protection Controls | CPL02 [function that reports to the organization's executive leadership. 10
Oversight
CCL1POF3  |Evaluates Adherence to Standards of Conduct Mechanisms exist to ensure managers regularly review the processes and documented
Cyb ty & Dat i i i i
Functions! tersects with yoersecurity & Data | . |procedures ithin thei area of responsibity to adhere to appropriate cybersecurity & s
Protection Assessments data protection policies, standards and other applicable requirements
I is.
ronctionat torsects with | Fuman Resources Security | ™ [Mechanisms exist to faciltate the implementation of personnel securty control. S
st to and review instances of pliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
CCL1POF4  [Addresses Deviations in a Timely Manner i I i T
v ronctionat orsects with personnel sanctions | Hrs.07 | Miechanisms exist to sanction personnel failing to comply with established security S
policies, standards and procedures.
i e level.
ronctionat orsects with ok Romedintion sxo6 | Mechanisms exist to remediate risks to an acceptable leve S
Mechanisms exist to faciltate the implementation of third-party management controls.
Functional intersects with | Third-Party Management | TPM-01 5
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersectswith | Supply Chain Protection | Tem-3 |*UPPIY chain- 5
Mechanisms exist to require contractual requirements for cybersecurity & data privacy
CCL1POFs  |Considers Contractors and Vendor Employees in Demonstrating Its Commitment Functional intersectsith | TrE-Paty Contract -y o requirements with third-parties reflecting the organization's needs to protect its 5
Requirements systems, processes and data.
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable,
. . Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersectswith | Supportive, Consulted & | TPM-05.4 S 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
Mechanisms exist to control personnel security requirements including security roles
Third-Party Personnel d biites for third-party providers.
Functional intersects with v Tewm-gp [ responsibilities for third-party providers 5
Security
Cybersecurity & Data tto facilitate the of & data protection
Functional intersectswith | Protection Governance | GOV-01 |governance controls. 5
Program
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! bsetof cering Committee & | o |through a steering commitee or advisory board, comrised o key cybersecuriy,data 0
Program Oversight privacy and business executives, which meets formally and on a regular basis.
I i i ;
ronctiona! orsects with | measares of performance | GOv-05 | Mechanisms exist o develop, report and monitor cybersecurity & data privacy program S
measures of
oy performance Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
Functional intersects with In;wm s GOV-05.1 |assist organizational management in performance monitoring and trend analysis of the H
iz cos princlple 2 & data privacy program.
exist to develop, report and monitor Key Risk Indicators (KRIS) to assist
Functional intersects with | Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersects with | Position Categorization | HRS-02 |l positions and establishing screening criteria for individuals fillng those positions. 5
def i .
Functional intersects with | Roles & Responsibilities | HRS-03 exstto for all personnel 5
] Mechanisms exist to ensure that allsecurity-related positions are staffed by qualified
Competency Requirements individuals who have the necessary skill set.
Functional intersects with for Security-Related | HRS-03.2 v g 5
Positions
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Strength of

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! bsetof cering Committee & | o |through asteering comitee or advisory board, comrised o key cybersecuriy,data 0
Program Oversight privacy and business executives, which meets formally and on a regular basis.
i i rsecurt
Pubshing Cybersecurity & rs/::::::':nsoemsxsws (e:':::\’ :?z e :::Aeg\ssemma!e cybersecurity & data
Functional intersects with Data Protection Gov-02 |” policies: P g 5
Documentation
- | Sakeholder Accountabitty Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
CC12-POF1  |Establishes Oversight Responsibilities mman data and technology-related risks.
Defining Business Context Mechanisms exist to define the context of ts business model and document the.
Functional intersects with Gov-08 5
& Mission mission of the ti
Mechanisms exist to faciltate data governance to oversee the organization's policies,
i I i
Functions! tersects with Data Governance ov.10. |standards and procedures so that sensiive/regulated data s effectvely managed and s
maintained in accordance with applicable statutory, regulatory and contractual
bigati
I is.
ronctionat torsects with | Fuman Resources Security | ™ [Mechanisms exist to faciltate the implementation of personnel securty control. S
Mechanisms exist to manage personnel security risk by assigning a fisk designation to
Functional intersectswith | Position Categorization | HRS-02 |l positions and establishing screening criteria for individuals fillng those positions. 5
def i .
Functional intersectswith | Roles & Responsibilities | HRS-03 existto forall personne 5
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Functiona! tersects with | Steering Committee & | . lthrough a steering committee or advisory board, comprised of key cybersecurity, data s
Program Ove privacy and business executives, which meets formally and on a regular basis.
of personnel security controls
Functional intersects with | UMa" Resources Security | ypq 5 s
Management
Mechanisms exist to manage personnel security risk by assigning a risk designation to
CCL2-POF2  |Applies Relevant Expertise Functional intersects with Position Categorization | HRS-02 |all positions and establishing screening criteria for individuals filling those positions. 5
tto ibilities for all personnel.
Functional intersectswith | Roles & Responsibilities | HRS-03 5
tto ensure that all lated positions are staffed by qualified
Competency Requirements individuals who have the necessary skil set
Functional intersects with for Security-Related | HRS-03.2 v - 5
Positions
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Functiona! tersects with | Steering Committee & | lthrough a steering committee or advisory board, comprised of key cybersecurity, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC12-POF3 | Operates Independently Functional intersects with | H4man R [ yrs.01 St to facilitate the of personnel security controls. 5
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersectswith | Position Categorization | HRS-02 |l positions and establishing screening criteria for individuals illing those positions. 5
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | o |through asteering commitee or advisory board, comrised o key cybersecuriy,data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
‘exist to faciltate the implementation of personnel security controls.
Human Resources Security
Functional intersects with HRS-01 5
Management
CCL2-POF4  [supplements Board Expertise
Mechanisms exist to manage personnel security risk by assIgning a fisk designation to
Functional intersects with | Position Categorization | HRS-02 |all positions and establishing screening criteria for individuals fillng those positions. 5
] Mechanisms exist to ensure that allsecurity-related positions are staffed by qualified
Competency Requirements individuals who have the necessary skill set.
Functional intersects with for Security-Related | HRS-03.2 v g 5
Positions
‘Assigned Cybersecurity & 10 assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04.resources to centrally-manage, coordinate, develop, implement and maintain an 5
ibilti enterprise-wid: ity & data protection program.
- | Sakeholder Accountabitty Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
it ibilties for all ]
Functional intersects with | Roles & Responsibilities | HRS-03 © orall personnel 5
cc13 00 rinciple 3 - -
tto ensure that all lated positions are staffed by qualified
Competency Requirements individuals who have the necessary skil set
Functional intersects with for Security-Related | HRS-03.2 v - 5
Positions
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06 organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, unti an achievable set of protection needs i obtained.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Functiona! tersects with | Steering Committee & | . lthrough a teering committee or advisory board, comprised of key cybersecurity, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC1350F1 | Considers Allstructures o the Entity - | Sakeholder Accountabitty to enforce an Structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
- | Sakeholder Accountabitty Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
Cc13p0r2  |establshes Reporting Lines managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | o |through asteering comittee or advisory board, comrised o key cybersecuriy,data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
c i
Stakeholder Accountabity Mechanisms exst o enforce an accountabilty Structure so that approprate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technoloay-related risks.
rthoritative Chan of Mechanisms exist to establish an authoritative chain of command with clear lines of
CCL3POF3  [Defines, Assigns, and Limits Authorities and Responsibilities Functional intersects with P GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technoloay-related risks.
exist to def for all personnel.
Functional intersects with | Roles & Responsibilities | HRS-03 5
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ' "
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
- | Sakeholder Accountabitty Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
CCL3POF4 | Addresses Specific Requirements When Defining Authorities and Responsibilities tto ibilties for all personnel
Functional intersectswith | Roles & Responsibilities | HRS-03 5
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable,
. . Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersectswith | Supportive, Consulted & | TPM-05.4 S 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functiona! tersects with | Stakeolder Accountabilty | | individuals are empowered, responsible and trained for mapping, messuring and s
Structure managing data and technology-related risks.
tto establish an ve chain of command with clear ines of
Authoritative Chain of icati iguity fi ividual I i
Functions! tersects with uthoritative Chainof | . |communication to remove ambiguity from individuals and teams related to managing 5
Command data and technology-related risks.
e ompe | Considers Interactions With External Parties When Establishing Structures, Reporting Lines, Authorities, and

e Secure Controls Framework (SCF) 50138
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Strength of
Relationship Notes (optional)
(optional)

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Responsibilties tto ibilties for all personnel,
Functional intersectswith | Roles & Responsibilities | HRS-03 s
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ' "
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate.
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
- | Sakeholder Accountabitty Mechanisms exist to enforce an accountability structure so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
athortative Cham of tto establish an ive chain of command with clear ines of
Functional intersects with e GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Establishes Structures, Reporting Lines, and Authorities to Support Compliance With Legal and Contractual Privacy ) | Human Resources Security tto faciltate the of personnel security controls
ccaors [0 Functional intersects with HRS-01 5
equirements Management
tto facilitate the and operation of data privacy
Functional intersectswith | Data Privacy Program |  PRI-01 |controls. 5
Mechanisms exist to ensure that the interests of external service providers are
Functional intersects with Conflict of Interests | TPM-04.3 | consistent with and reflect organizational interests. s
R '
Functiona! osetor | Fuman o1 of personnel security controls ©
Cybersecurity & Data Mechanisms exist to address all capital planning and investment requests, including the
Functional intersects with Privacy Resource PRM-02 [ resources needed to implement &data privacy d 5
document all exceptions to this
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersectswith | Allocation of Resources | PRM-03  |technical and data privacy requirements within business process planning for projects / 5
ccLa cOSO Principle 4 initiatives.
o security workforce
. . Cybersecurity & Data
Functional tersects with SAT-01 . s
unctional intersectswith | Workforce and awareness controls.
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
- fessional Educati i i ith i
Functions! tersects with Education (CPE) ST.03.7 |Professional Education (CPE)training to maintain currency and proficiency with industry s
Cybersecurity & Data recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel
e B o i L
Functional subset of Data Protection cov-02 |” policies, P g 10
CCL4POFL  Establishes Policies and Practices Documentation
R '
Functional intersects with | ™" HRS-01 of personnel security controls 5
el inteligence () & Mechanisms exist to ensure policies, processes, procedures and practices related o the
. . ! mapping, measuring and managing of Artficial Intelligence (A1) and Autonomous
Functional intersectswith | Autonomous Technologies |  AAT-01 nging of ) 5
Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Governance
Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Al & Autonomous (AAT)-related operator and practitioner proficiency requirements for Artificial
Functional intersects with [ Technologies Stakeholder | AAT-13.1 P P P v red 5
: Intelligence (A1) and Autonomous Technologies (AAT) are defined, assessed and
Competencies
of personnel security controls
Functional intersects with | UMa" Resources Security | ypq 5 s
Management
Mechanisms exist to identify newly onboarded personnel for enhanced monit
Functional intersectswith |  Probationary Periods | HRS-02.2 [during their probationary period. 5
CCL4POF2  [Evaluates Competence and Addresses Shortcomings
tto ensure that all lated positions are staffed by qualified
Competency Requirements individuals who have the necessary skl set
Functional intersects with for Security-Related | HRS-03.2 v - 5
Positions
cal i ; i
ety Crten Kils & Mechanisms exist o evaluate the criticalcybersecurity & data privacy skis needed
Functional intersects with P HRS-13 [support the organization’s mission and identify gaps that exist. 5
Mechanisms exist to facilitate the implementation of third-party management controls.
Functional intersects with | Third-Party Management | TPM-01 5
} Mechanisms exist to monitor, regularly review and audit External Service Providers
Review of Third-Party i ' !
Functional intersects with oees TPM-08 [ (ESPs) for compliance with established contractual requirements for cybersecurity & 5
data orivacy controls.
Tongor I ificial Intell
ot Stakehorder Mechanisms exst to compel 0ngoing engagement with relevant Artifical Inteligence
(A1) and Autonomous Technologies (AAT) stakeholders to encourage feedback about
Functional intersectswith | Engagement for Al& | AAT-11 5
’ positive, negative and unanticipated impacts.
Autonomous Technologies
Mechanisms exist to ensure Artificial Intelligence (A1) and Autonomous Technolo
2 & Autonomous (AAT) stakeholder competencies, skills and capacities incorporate demographic
Functional intersects with | Technologies Stakeholder | AAT-13 P 4 P P 8rapl 5
diversity, broad domain and user experience expertise.
Diversity
Mechanisms exst to faciltate the implementation of personnel security controls.
Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to identify newly onboarded personnel for enhanced monitoring
Functional intersectswith | Probationary Periods | HRS-02.2 |during their probationary period. 5
CCL4POFs | attracts, Develops, and Retains Individuls dentty Crten Kils & Mechanisms exist to evaluate the critical cybersecurity & data privacy skills needed to
Functional intersects with P HRS-13 [support the organization’s mission and identify gaps that exist. 5
exist to faciltate the, of securi for
Cybersecurity & Data
Functional intersects with SATO1 [and trols. 5
Privacy-Minded Workforce and awareness controls
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
Functiona! tersects with Education (CPE)- | ¢, {Professional Education (CPE) trining to maintain currency and proficiency with industry s
Cybersecurity & Data recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel ibilt
tto facilitate the of third-party Controls
Functional intersectswith | Third-Party Management | TPM-01 5
Mechanisms exist to monitor, regularly review and audit External Service Providers
. . Review of Third-Party
Functional intersects with s TPM-08 [ (ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
Functiona! ersects wh | dentity Citcalskils & | s et evaluate the cmi;.a(l, . i Y & data privacy skills needed to S
CCL4-POF4 [ Plans and Prepares for Succession s stooor the crsanizstors isonand enty ops et est______
Functiona! rersects with erform Succession | o | Mechanisms exist o perform succession planning for vita cybersecurit & data privacy S
Planning roles.
Mechanisms exist to manage personnel security sk by screening individuals prior to
CCL4POFs | Considers the Background of Individuals Functional equal Personnel Screening | HRS-04 10
authorizing access.
tto ibilities for all personnel.
Functional intersectswith | Roles & Responsibilities | HRS-03 5
CCL4POF6 | Considers the Technical Competency of Individuals o ensure that all Jated positions are staffed by qual
Competency Requirements individuals who have the necessary skil set
Functional equal for Security-Related | HRS-03.2 v - 10
Positions
ide all
Cybersecurity & Dot Mechanisms exist o provide al employees and contractors appropriate awareness
Functional intersects with SAT-02 |education and training that i relevant for their ob function. 5
Privacy Awareness Training
Mechanisms exst to provide role-based cybersecurity & data privacy-related training:
_ | Rolegased Cybersecutty - Before authorizing access to the system or performing assigned duties;
Functional intersects with " SAT-03 | +When required by system changes; and 5
& Data Privacy Training
« Annually thereatter.
CC14-POF7 [ Provides Training to Maintain Technical Competencies
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
Functiona! tersects with Education (CPE)- | ¢, {Professional Education (CPE) trining to maintain currency and proficiency with industry s
Cybersecurity & Data recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel ibilt
Functional intersects with | Education (CPE) - DevOps | SAT-03.8 | 8 8 5
Practices (SSOP) t dd
Personnel
I i i ;
ronctionat eorsects with | measares of performance | GOv-05 | Mechanisms exist o develop, report and monitor cybersecurity & data privacy program S
measures of
oy perormance Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
Functional intersects with v GOV-05.1 |assist organizational management in performance monitoring and trend analysis of the H
Indicators (KPIs)
& data privacy program.
Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIS) to assist
Functional intersects with | Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.
I i i
ronctionat tersectswith | SO, Regulatory & | - [ Mechanisms exst to facltate the dentification and implementation o refevant S
Contractual Comliance statutory. regulatory and contractual controls.
exist to d tand review instances of pliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5

e Secure Controls Framework (SCF) 60138
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Strength of

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
tto ensure that all lated positions are staffed by qual
Competency Requirements individuals who have the necessary skil set
Functional intersectswith | for Security-Related | HRS-03.2 v - s
Positions
require internal and third-
ronctionat orsects with ccess Agreements | Hks.06 | MEChANISMS Xt 0 require ntemal and tird-party users (o ign approprate access S
brior to being granted access.
ccLs  |coso principle 5 Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
Functional intersects with | C HRS-06.1 agreements that reflect the needs to protect data and operational 5
details.or both emol d third-parties.
il I i i
ronctiona! orsectswith | personnel smctions | rs.07 | Mechanisms exist to sanction personnel ailing to comply with established security S
bolicies.standards and procedures.
Functional intersectswith | Workplace Investigations | HRS-07.1 st o misconduct when there is s
reasonable assurance that a policy has been violated.
Mechanisms exist to adjust logical and physical access authorizations to systems and
Functional intersects with Personnel Transfer | HRS-08 | facilities upon personnel reassignment or transfer, in a timely manner. 5
on of indivi Toyment.
ronctionat torsectswith | personmel Termination | His.09 | Mechanisms exist o govern the termination of individual employment, S
Functional intersects with Asset Collection HRS-09.1 [V existo gssets upon temmination of sn s
individual
Mechanisms exist to expedite the process of removing "high risk” individual's access to
Functional intersects with | High-Risk Terminations | HRS-09.2 |systems and applications upon termination, as determined by management. 5
Mechanisms exist to govern former employee behavior by notifying terminated
Post-Employment ) ¢
Functional intersects with HRS-09.3 [individuals of applicable, legally binding post-employment requirements for the 5
Requirements
orotection of information.
or ity st
Stakeholder Accountabity < exist to enforce an accountability SrUEture so that appropriate teams and
Functional intersects with Pl GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technoloay-related risks.
rthoritative Chan of Mechanisms exist to establish an authoritative chain of command with clear lines of
CCLSPOF1  [Enforces Accountability Through Structures, Authorities, and Responsibilties Functional intersects with P GOV-04.2 | communication to remove ambiguity from individuals and teams related to managing 5
data and technoloay-related risks.
exist to def Tor all personnel.
Functional intersects with | Roles & Responsibilities | HRS-03 5
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
f perf .
Functional intersects with | Measures of Performance | GOv-ps | Me3%Ures of performance. 5
CCL5-POF2  Establishes Performance Measures, Incentives, and Rewards
of personnel security controls
Human R Securit
Functional subset of uman Resources Security | - pq o1 10
Management
Mechanisms exit to coordinate cybersecurity, data protection and business alignment
Functiona! tersects with | Steering Committee & | . lthrough a teering committee or advisory board, comprised of key cybersecurity, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CCL5-POF3  |Evaluates Performance Measures, Incentives, and Rewards for Ongoing Relevance
of personnel security controls
Functional intersects with | UMa" Resources Security | ypq 5 s
Management
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! bsetof cering Committee & | 1 o |through a steering comite or advisory board, comrised o key cybersecuriy,data ©
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CCL5POF4 | Considers Excessive Pressures
Mechanisms exist to faciltate the implementation of personnel security controls.
Human Resources Security
Functional intersects with HRS-01 5
Management
exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & through a steering committee or advisory board, comprised of key cybersecurity, data
Functional subset of eering Committee & | Gov.op.1 [ 11ouF e v o Y e 10
Program Oversight privacy and business executives, which meets formally and on a regular basis.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
measures of performance.
Functional intersects with | Measures of Performance | GOV-05 5
CCL5POFs  |Evaluates Performance and Rewards o Disciplines Individuals
Mechanisms exst to faciltate the implementation of personnel security controls.
Human R Securit
Functional intersects with | 143N ResOUrCes Secunty | - pgg oy 5
Management
Mechanisms exit to sanction personnel faling to comply with established security
policies, standards and procedures.
Functional intersectswith | Personnel Sanctions | HRS-07 5
Mechanisms exit to sanction personnel faling to comply with established security
CCL5-POF6 Functional equal Personnel Sanctions HRs-07 | policies, standards and procedures. 10
Mechanisms exist to maintain network architecture diagrams that
Network D & Dat - Contain suffci i i 2
Functions! ntersects with | NeOWork Digrams & Data | o |« Contain sufficent detal to assess the security of the network's archiecture; s
Flow Diagrams (DFDs) « Reflect the current architecture of the network environment; and
-0 tall data flows.
i I i 3
ronctionat orsects with ata Protection cror | Mechanisms exist to facltate the implementation of data protection control. S
rdship is assi
ronctionat orsects with oata Stewardship | peron1 | MEChaNSTS exist o ensure data stewardship s assigned, documented and S
Functional intersects with | Data & Asset Classification | Dei-0p [!1eChanisms exist to ensure data and assets are categoried inaccordance with 5
1 050 Princple 13 applicable statutory. regulatory and contractual
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
Functional intersects with | Data Quality Operations | DCH-22 v P: P! H
identification of information across the information lifecycle.
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Functiona! tersects with senvice Delivery ops.g3|suPPOITof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exit to establish control objectives as the basis for the selection,
Functional intersects with | Define Control Objectives | GOV-09 and of ion's internal control system. 5
Operationalizing Mechanisms exit to compel data and/or process owners to operationalize
Functional intersectswith | Cybersecurity & Data | GOV-15 |cybersecurity & data privacy practices for each system, application and/or service under, 5
CC2.1-POF1  |identifies Information Requirements Protection Practices their control.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli ization’s I it i
Functions! tersects with ervice Delivery ops.03 |£UPPOTtof the organization’s technology capablites supporting business unctions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
0 i 1o compel data and/or process owners to operationalize
Functional intersectswith | Cybersecurity & Data | GOV-15  |eybersecurity & data privacy practices for each system, application and/or service under, s
Protection Practices their control.
Mechanisms exist to maintain network architecture diagrams that
Network D & Dat - Contain suffci i i 2
Functions! ntersects wigh | NeOWork Digrams & Data | o |« Contain sufficent detal to assess the security of the network's architecture; s
Flow Diagrams (DFDs) « Reflect the current architecture of the network environment; and
CC2.1:POF2 [ Captures Internal and External Sources of Data -D tall data flows.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli ization’s I it i
Functions! tersects with ervice Delivery ops.03 |£UPPOItof the organization’s technology capablites supporting business functons, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
0 i 1o compel data and/or process owners to operationalize
Functional intersectswith | Cybersecurity & Data | GOV-15  |eybersecurity & data privacy practices for each system, application and/or service under, s
Protection Practices their control.
Mechanisms exst to define supporting business processes and implement appropriate
CC2.1POF3  [Processes Relevant Data Into Information overnance and service management to ensure appropriate planning, delivery and
Functiona! tersects with senvice Delivery ops.g3|suPPOrEof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Operationalizing Mechanisms exit to compel data and/or process owners to operationalize
Functional intersectswith | Cybersecurity & Data | GOV-15 |cybersecurity & data privacy practices for each system, application and/or service under, 5
Protection Practices their control.
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
Functional intersects with | Data Quality Operations | DCH-22 v P: P! H
identification of information across the information lifecycle.
CC2.150F4 | Maintains Quality Throughout Processing - ) Mechanisms exist to develop, report and monitor cybersecurity & data privacy program
Functional intersects with | Measures of Performance | GOV-05 | measures of performance. s
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Functiona! tersects with service Delivery ops.g3|suPPOIEof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
i I ”
ronctionat tersectswith | Data Action Mapping | Asr-o2.8 | MEChanISmS exst o create and maintan a map o technalogy asets where S
sensitive/regulated data s stored, transmmitted or processed.
210085 | Documents Data Flow Mechanisms exist to maintain network architecture diagrams that
Network Diagrams & Data « Contain sufficient detail to assess the security of the network's architecture;
Functional subset of AST04 10
Flow Diagrams (DFDS) « Reflect the current arch; of the network and
« Document all sensiti data flows.
Mechanisms exist to faciltate an IT Asset Management (ITAM) program to implement
Functional subset of Asset Governance AST-01  [and manage asset management controls. 10
Mechanisms exist to perform inventories of technology assets that:
« Accurately reflects the current systems, applications and services in use;
 Identifies authorized software products, including business justification details;
. level of i
Functions! tersects with nsset Inventories ast.op |12t the level of granulariy deemed necessary for racking and reporting; s
 Includes organization-defined information deemed necessary to achieve effective
property accountability; and
«Is available for review and audit by designated organizational personnel.
CCo1POR6 | Manages Assets rtomated Location Mechanisms exist to track the geographic location of system components.
Functional intersects with AST-02.10 5
Tracking
‘exist to maintain inventory logs of all sensitive media and conduct
Functional intersects with | Sensitive Data Inventories | DCH-06.2 |sensitive media inventories at least annually. 5
exist to def for all personnel.
Functional intersects with | Roles & Responsibilities | HRS-03 5
Mechanisms exist to maintain a current, accurate and complete lst of External Service
Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availabilit
Functional intersects with | Third-party Inventories | Tpi-o1.1 | 0Videre (ESPs) that can potentially impact the Confidentiality, Integrity, Availablty 5
and/or Safety (CIAS) of the organization's systems, applications, services and data.
Mechanisms exist to ensure data and assets are categorized in accordance with
Functional equal Data & Asset Classification | DCH-02[applicable statutory, regulatory and contractual requirements. 10
Mechanisms exist to reclassify data, including associated systems, applications and
ccr1p0F7 | classifies Information Functional intersects with Data Reclassification | DCH-11[services, commensurate with the security category and/or classification level of the 5
Mechanisms exist to determine cybersecurity & data privacy control applicabilty by
Functions! ntersects with | Asset Scope Classification | AST-04.1 | 4€ntfYng.assgning and documenting the appropriate aset scope categorization for s
all systems, applications, services and personnel (internal and third-parties).
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
ata to ensure the accuracy, relevance, timeliness, impact, completeness and de-
CC2.1-POF8  [Uses Information That Is Complete and Accurate Functional subset of Data Quality Operations | DCH-22 V P P 10
identification of information across the information lifecycle.
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement
is.
Functional intersects with Asset Governance AsT.op | manage asset management controls 5
Mechanisms exist to perform inventories of technology assets that:
« Accurately reflects the current systems, applications and services in use;
 Identifies authorized software products, including business justification detail;
Functiona! tersects with Aot Inventories ast0p | *15 3t the level of granulariy deemed necessary for tracking and reporting; s
 Includes organization-defined information deemed necessary to achieve effective
property accountabilty; and
«Is available for review and audit by designated organizational personnel.
1o create and maintain a map of technology assets where
i I is stor v )
Functions! ntersectswith | ata Action Mapping | AsT-o2.5 |FeSitve/regulated datas stored,transmitted orprocessed s
Mechanisms exist to track the geographic location of system components.
Automated Location
Functional intersects with AST-02.10 5
Tracking
Mechanisms exist to perform periodic security reviews of storage locations that contain
CC2.1POF9 [ Manages the Location of Assets Functional intersects with | % 5':““ Location | gep.gp.q [sensitive/ regulated data. 5
eviews
- Mechanisms exist to control the location of cloud processing/storage based on business|
Geolocation Requirements requirements that includes statutory, regulatory and contractual obligations.
Functional intersects with | for Processing, Storage and | CLD09 | v regulatory & 5
Service Locations
Mechanisms exit to inventory, document and maintain data flows for data that is
Geographic Location of i temporarily) withi ice i
Functions! tersects with eographic Location of | o resident mporarily) within a service distributed s
Data applications (physical and virtual), infrastructure, systems components and/or shared
with other third-parties.
Mechanisms exist to identify and document the location of information and the specific
t ts on which the information resides.
Functional intersectswith | Information Location | DCk-24 |5t comPonents on which the information resides 5
‘Automated mechanisms exist to change the location of processing and/or storage at
Change Processing & i .
Functional intersects with ange Processing seatap |fondom time intervals s
Storage Locations
r Tocation of information processi
Thind party Processing, Z/:‘e;:::;s::s oo et the location of information processing/storage based on
Functional intersects with Storage and Service | TPM-04.4 a : 5
Locations
Statutory, Regulatory & tto facilitate th i ion of relevant
Functional intersects with atutoy, Regulatory & - cpy g1 o faclitate the an of relevan 5
Contractual Comliance statutory, regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL-02 [function that reports to the organization's executive leadership. 5
Oversight
Functiona! rersects with | essures of Performance | Gov-gs | MIEChaNISMS exist o develop, report and monitor cybersecrity & data privacy program S
measures of
Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
. . Key Performance
Functional intersects with GOV-05.1 in monitoring and trend analysis of the 5
Indicators (KPs)
& data privacy program.
Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIS) to assist
Functional intersectswith | Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersectswith | Define Control Objectives | GOV-09 and f th s internal control system. 5
tto ibilities for all personnel.
2 050 Princple 14 Functional intersects with | Roles & Responsibilities | HRS-03 5
of operational security controls.
Functional intersects with | Operations Security | OPS-01 P h s
tto identify and document Operating Procedures (SOP),
. N Standardized Operating y perating (soP),
Functional intersects with 0PS-01.1 |or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Cybersecurity & Data tto facilitate the of & data privacy-
Functional intersects with Privacy Portfolio PRM-01 | related resource planning controls that define a viable plan for achieving cybersecurity 5
& data privacy obiectives.
Mechanisms exist to identify critical system components and functions by performing a
SYbeseSuity & e cais s for el st o companents o senes s geines”
Functional intersects with Privacy Requirements | PRM-05 Y analyst ystems, system comp o 5
decision points in the Secure Development Life Cycle (SDLC).
Definition
ocure Enginaeri exist to faciltate the, of ind gnized
Functional intersects with ® ® SEA-01 |& data privacy practices in design, i fon and H
Principles
of svstems and services.
ronctionat ntersects with | Stancrdized Terminology | sEn-02.1 | MeChanisms exist o standardize technology and process terminology to reduce S
confusion amongst groups and
i i rsecurt
Publshing Cybersecurity & rs/::::::':nsoemsxsws (e:':::\’ :?z mann :::Aeg\ssemma!e cybersecurity & data
Functional intersects with Data Protection cov-02 |” policies: P g 5
Documentation
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersectswith | Define Control Objectives | GOV-09 and f th s internal control system. 5
CC2.2POF1  |Communicates Internal Control Information
Mechanisms exst to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Functiona! tersects with service Delivery ops.g3|suPPOITof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
tto provide g ight reporting and to
Status Reporting T i i
22502 |Communicates With the Board of Directors Functions! cqul atus Reporting To | (1 1 [those entrusted to make executive decisions about maters considered material to the 0
Governing Body organization’s cybersecurity & data protection program.
Mechanisms exst to faciltate the implementation of personnel security controls.
Human Resources Security
Functional intersects with HRS-01 5
Management
exist to condh loyee misconduct when there is
Functional intersects with | Workplace Investigations | HRS-07.1 |reasonable assurance that a policy has been violated. 5
CC2.2POF3  [Provides Separate Communication Lines
et Response Mechanisms exist to implement and govern processes and documentation to faciitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02|reporting, analysis, containment, eradication and recovery. 5
Mechanisms exit to coordinate cybersecurity, data protection and business alignment
Functiona! tersects with | Steering Committee & | . lthrough a steering committee or advisory board, comprised of key cybersecurity, data s
Program Ove privacy and business executives, which meets formally and on a regular basis.
runctiona! ersects with | Contacts with Authonties | GOv-06 | MIEChanIms exist o dentify and document appropriate contacts with relevant aw S
d regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations within the
CC2.2POF4  [Selects Relevant Method of Communication cybersecurity & data privacy communities to
 Faciltate ongoing cybersecurity & data privacy education and training for
organizational personnel;
Contacts With Groups &
Functional intersects with resociations P GOV-07 | = Maintain currency with recommended cybersecurity & data privacy practices, H
techniques and technologies; and
« Share current cybersecurity and/or data privacy-related information including threats,
Vulnerabilties and incidents.
tto ibilities for all personnel.
Functional equal Roles & Responsibilties | HRS-03 10
CC2.2POFs | Communicates Responsibilities
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ' "
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate.
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
runctiona! rersects with cident Handing %002 | Mechanisms existto cover the preparation, automated detection or intake of incident S
reporting, anal eradication and recovery.
Integrated Security Mechanisms exist to establish an integrated team of cybersecuriy, IT and business
Functional intersectswith | Incident Response Team | 1RO-07 ~|function representatives that are capable of addressing cybersecurity & data privacy 5
USIRT) incident response operations.
Mechanisms exist to document, monitor and report the status of cybersecurity & data
. | situational Awareness For
Functional intersects with e 1R0-09 [ privacy incidents to internal stakeholders all the way through the resolution of the 5
CC2.2POF6 | Communicates Information on Reporting Failures, Incidents, Concerns, and Other Matters incident. - —
Mechanisms exist to timely-report incidents to applicable:
Incident Stakehold . I
Functional intersects with ncident Stakeholder | g 1 | +Internal stakeholders; 5
Reporting « Affected clients & third-parties; and
 Regulatory authorities.
ronctionat tersectswith | CYPETIncident Reporting | o " I iechanisms exist to report sensitve/regulated data ncdents n a timely manner. S
for Sensitive Data
i ] i ve relationshi
ronctionat tersects with | CoOTAation With External | I Miechanisms exist to establih a direct, cooperative rlationship betwieen the S
Providers incident response capability and external service providers
i i rsecuri
Functional intersects with Data Protection Gov-02 |” policies, P g 5
Documentation
Mechanisms exist to review the cybersecurity & data privacy program, including
. Periodic Review & Update
CC2.2-POF7  |Communicates Objectives and Changes to Obje . y P policies, standards and procedures, at planned intervals or if significant changes occur
Functional intersectswith | of Cybersecurity & Data | GOV-03 ‘ procec 5
to ensure their continuing suitabilty, adequacy and effectiveness.
Protection Program
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with | Define Control Objectives | GOV-09 and of ion's internal control system. 5
} Mechanisms exist to faciltate the. of securi for
Functional intersects with | CYPersecurity &Data | oo awareness controls 5
Privacy-Minded Workforce .
bersecurity & bota Mechanisms exist to provide all employees and contractors appropriate awarenss
CC2.2-POF8 | Communicates Information to Improve Security Knowledge and Awareness Functional intersects with v v SAT-02 |education and training that is relevant for their job function. H
Privacy Awareness Training
Mechanisms exist to provide role-based cybersecurity & data privacy awareness
Functional intersects with | Cyber Threat Environment | SAT-03.6 |training that is current and relevant to the cyber threats that users might encounter in 5
day-to-dav business operations.
Sensitive Information Mechanisms exist to ensure that every user accessing a system processing, storing or
Functional intersects with Storage, Handling & | SAT-03.3  [transmmitting sensitive information is formally trained in data handling requirements. 5
Processing
Mechanisms exist to provide specific training for privileged users to ensure privileged
Functional intersects with Privileged Users SAT-03.5 [users understand their unique roles and responsibilties 5
] Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ' "
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 o o o e olders and 5
CC2.2POF9 | Communicates Information to Improve Privacy Knowledge and Awareness Informed (RASCI) Matrix assiBnimant for cybersecurity & data privacy controls betwesn Intemal stakeholdars an
External Service Providers (ESPs).
Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
Functional intersects with | Third-Party Scope Review | TPM-05.5 | cybersecurity & data privacy control assignments accurately reflect current business 5
practices, compliance obligations, and
Mechanisms exist to define and manage the scope for it attack surface management
Functional intersectswith | Attack Surface Scope | VPM-0L.1 |activites. s
Functiona! I ersects wih | Dfinng Business Context | " 1o define the context of its business model and document the S
& Mission mission of the i
Mechanisms exist to implement and govern processes and documentation to facilitate
. . Incident Response
Functional intersects with o eep 1RO-01 [an organization-wide response capability for cybersecurity & data privacy-related 5
P incidents.
CC2.2-POF10 | Communicates Incident Reporting Methods Fonctiona! rersect cident Handiing %002 | Mechanisms existto cover the preparation, automated detection or intake of incident S
reporting, anal eradication and recovery.
Functiona! ersects wih | Incdent Clasification & | |-~ "I Mechanisms exist o dentify classes of incidents and actions t take to ensure the S
Prioritzation of missions and business functions.
Incident Response Plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with 1RO-04 5
(RP) Response Plan (IRP) to all
Mechanisms exist to determine cybersecurity & data privacy control applicability by
Functions! ntersectswith | Asset Scope Clasification | Asr-o4.1 |/4€nNing,assening and documenting the appropriate asset scope categorization for s
all systems, applications, services and personnel (internal and third-parties).
Control Applicability st to T applicability d dfor
Functional intersects with Boundary Graphical | AST-04.2 |systems, applications, services and third parties by graphicaly representing applicable 5
boundari
st to tand validate the scope of & data privacy
Functional intersects with Compliance Scope | CPL-01.2 |controls that are determined to meet statutory, regulatory and/or contractual 5
CC2.2-POF1L | Communicates Information About System Operation and Boundaries compliance obligations.
Mechanisms exist to establish the scope of assessments by defining the assessment
boundary, according to people, processes and technology that directly or indirectly
Functional intersects with | Assessment Boundaries | 1A0-01.1 5
impact the confidentialty, integrity, availability and safety of the data and systems
under review.
Mechanisms exst to generate System Security & Privacy Plans (SSPPs), or simifar
. document repositories, to identify and maintain key architectural information on each
System Security & Privacy ° ‘ °
Functional intersects with i (55P7) 14003 |critical system, application or service, as well s influence inputs, entites, systems, 5
applications and processes, providing a historical record of the data and its origins.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | o |through asteering comitee or advisory board, comrised o key cybersecuriy,data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
) Mechanisms exist to faciltate the. of securi for
Functional intersects with | CYPersecurity &Data | o0 o g awareness controls. 5
Privacy-Minded Workforce .
CC22POF12  |Communicates System Objectives oreecurty & Dot Mechanisms exist to provide all employees and contractors appropriate awarenss
Functional intersects with v v SAT-02 | education and training that is relevant for their job function. H
Privacy Awareness Training
Mechanisms exst to provide role-based cybersecurity & data privacy-related training:
- Before authorizing access to the system or performing assigned duties;
. | Role-Based cybersecurity N " i 8 258
Functional intersects with “ SAT-03 |+ When required by system changes; and s
& Data Privacy Training
« Annually thereatter.
i I )
ronctionat orsectswith | Change Management | ™ [Mechanisms exist to faciltate the implementation of a change management program S
Program
i ical confi ;
ronctiona! st ity | COMBATAON At | (eGS0 gover e el o an hange con proceses S
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
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Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and understand the
Functional intersects with CHG05 5
Changes impact of proposed changes.
tto provide role-based ity & data privacy-related training:
CC2.2-POF13  (Communicates System Changes « Before authorizing access to the system or performing assigned duties;
Role-Based Cybersecurity "
Functional intersects with SAT-03 | »When required by system changes; and 5
&Data Privacy Training
« Annually thereafter.
Suspicious Mechanisms exist to provide training to personnel on organization-defined indicators of
Functions! tersects with Communications & | ¢\ | malware to recognize suspicious communications and anomalous behavior. s
Anomalous System
Behavior
I i i i
ronctionat tersectswith | SO, Regulatory & | - [Mechanisms existto facltate the dentification and mplementation o relevant S
Contractual Comliance statutory. regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL02 [function that reports to the organization's executive leadership. 5
Oversight
identih i [
ronctionat orsects with | Contacts With Authorities | GOv-06 | Mechanisms exist to dentify and document appropriate contacts with relevant aw S
nd regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations within the
cybersecurity & data privacy communities t
 Faciltate ongoing cybersecurity & data privacy education and training for
organizational personnel;
. . Contacts With Groups &
Functional intersects with e ertione GOV-07 | + Maintain currency with recommended cybersecurity & data privacy practices, s
s 050 Princple 15 techniques and technologies; and
«Share and/or data privacy-related information including threats,
Vulnerabilties and incidents.
Mechanisms exist to timely-report incidents to applicable
Incident Stakeholder « Internal stakeholders
Functional intersects with . 1RO-10 d 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
Fanctiona! rersects with Regulatory & Law roe tto maintain incident resp ‘with applicable regulatory S
Contacts and law
tto maintain data privacy-related records and develop, disseminate
Records & i I ]
Functions! tersects with acy Records pRi.1a | Update reports to internal senior management, as wel s external versight bodies, s
Reporting 25 appropriate, to demonstrate accountability with specific statutory and regulatory
data orivacy program mandates.
Mechanisms exist to timely-report incidents to applicable
Incident Stakeholder « Internal stakeholders
Functional intersects with . 1RO-10 d 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
yper meigent R Mechanisms exist to report sensitive/regulated data incidents in 3 timely manner.
CC23POF1 | Communicates to External Parties Functional intersectswith | CYPSrINcident Reporting | g 15 s
for Sensitive Data
Mechanisms exist to provide cybersecurity & data privacy incident information to the
i ons i i I

Functions! ntersectswith | supply Chain Coordination | 1R0-10,4.|PToVider of the product o service and ather oganzations involved i the supply chan s
for systems or system components related to the incident.

! Mechanisms exist to establish a direct, cooperative relationship between the
Coordination With External ;

Functional intersects with o 1RO-11.2 [organization’s incident response capability and external service providers 5
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

235082 |Enables Inbound Communications Functions! tersects with Service Delivery ops.03 |suPportof the organization’s technology capabilities supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
- ) hird party Comtract tto require contractual forc & data privacy
Functional intersects with o TPM-05 [ requirements with third-parties, refecting the organization's needs to protect its 5
q svstems, processes and data.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | 1 o |through asteering comitee or advisory board, comrised o key cybersecuriy,data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC2.3POF3 | Communicates With the Board of Directors.
exist to pr E ight reporting and to
Status Reporting To t decisions about matts dered material to th
Functional intersects with poring Gov-01.2 red o matters considered material to the 5
Governing Body organization’s cybersecurity & data protection program.
of personnel security controls
Functional intersects with | UMa" Resources Security | ypq 5 s
Management
CC2.3POF4 | Provides Separate Communication Lines
Mechanisms exist to conduct employee misconduc
Functional intersectswith | Workplace Investigations | HRS-07.1 |reasonable assurance that a policy has been violated. 5
Cybersecurity & Data tto facilitate the of & data protection
Functional intersectswith | Protection Governance | GOV-01 |governance controls. 5
Program
tto provide g ight reporting and
CC2.3POF5  [Selects Relevant Method of Communication ) ) Status Reporting To those entrusted to make executive decisions about matters considered materialto the
Functional intersects with Gov-01.2 : 5
Governing Body organization’s cybersecurity & data protection program.
I i i i
ronctionat tersectswith | SO, Regulatory & | - [Mechanisms existto facltate the dentification and implementation o refevant S
Contractual Comliance statutory. regulatory and contractual controls.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli ization’s I it i
Functions! tersects with ervice Delivery ops.03 |supportof the organization’stechnolosy capabilies supporting business funcions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
CC2.3-POF6 | Communicates Objectives Related to Confidentiality and Changes to Those Objectives t to require contractual for & data privacy
_ ) Third-Party Contract requirements with third-parties, reflecting the organization’s needs to protect its
Functional intersects with TPM-05 5
Requirements systems, processes and data.
a tand mai I
Responsible Accountable st to T maintain a Responsible, Accountable, Supportve,
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 5
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
te the and operation of data privacy
is.

Functional intersects with Data Privacy Program pRI01 | OOl 5
Mechanisms exist to
+ Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;
 Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

CC2.3POF7 | Communicates Objectives Related to Privacy and Changes to Those Objectives Functional intersects with Data Privacy Notice PRI02 [+ Defines the scope of PD processing activities, including the geographic locations and 5
third-party recipients that process the PD within the scope of the data privacy notice;
+ Content of the privacy notice is periodically reviewed and updates made as necessary;
and
 Prior versions of the privacy notice are retained in accordance with data retention
requirements.
tto require contractual for & data privacy
Third-Party Contract i . i ization’s
Functions! tersects with ird-Party Contract | o | requirements with third-parties, reflcting the organization's needs to protect ts s
Requirements systems, processes and data.
v v e of inci
ronctionat orsects with ncident Handiing 12002 | Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist o maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
] Mechanisms exist to document, monitor and report the status of cybersecurity & data
Situational Awareness For e ' y
CC2.3POF8  |Communicates Incident Reporting Methods Functional intersects with T e 1R0-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
Mechanisms exist to timely-report incidents to applicable
Incident Stakeholder « Internal stakeholders
Functional intersects with . 1RO-10 d 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
o generate System Security & Privacy Plans (SSPPs), or similar
. document repositories, to identify and maintain key architectural information on each
System Security & Privacy ‘ °

Functional subset of i (55P7) 14003 |critical system, application or service, as well as influence inputs, entites, systems, 10
applications and processes, providing a historical record of the data and its origins.

CC2.3POF9  [Communicates Information About System Operation and Boundaries. tto faciltate the of third-party controls

Functional subset of Third-Party Management | TPM-01 10
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,

Responsible, Accountable,
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate

Functional subset of Supportive, Consulted & | TPM-05.4 S 10
assignment for cybersecurity & data privacy controls between internal stakeholders and

Informed (RASCI) Matrix
External Service Providers (ESPs).

e Secure Controls Framework (SCF) 100138
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Strength of
Relationship Notes (optional)
(optional)

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar

L i i i ral informati
System Security & Privacy document repositories, to identify and maintain key architectural information on each

Functional intersects with ol (557P) 1A0-03 | critical system, application or service, as well as influence inputs, entities, systems, 5
applications and processes, providing a historical record of the data and its origins.
Technology Development of ailored and
CC23-POF10  |Communicates System Objectives Functional intersects with e ! TDA01  [acquisition strategies, contract tools and procurement methods to meet unique s
“ business needs.
F third-part trol
Functional intersects with | Third-Party Management | TPM-01 of third-party controls s
) ) Third party Contract 10 require contractual for & data privacy
Functional intersects with recaroments TPM-05 | requirements with third-parties, reflecting the organization’s needs to protect its s
q svstems, processes and data.
Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar
. Gocument repositories, to identify and maintain key architectural information on each
System Security & Privacy _ °
Functional intersects with ol (557P) 1A0-03 | critical system, application or service, as well as influence inputs, entities, systems, 5
applications and processes, providing a historical record of the data and its origins.
CC2.3-POF11  [Communicates System Responsibilities . ) Third-Party Contract t to require contractual for & data privacy
Functional intersects with TPM-05 | requirements with third-parties, reflecting the organization’s needs to protect its s

Requirements
svstems, processes and data.

Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Consulted & Informed (RASCI) matrix, or similar documentation, to delineate

Responsible, Accountable,

Functional subset of Supportive, Consulted & | TPM-05.4 - 10
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
. Mechanisms exist to report sensitive/regulated data incidents in a timely manner.
Cyber Incident Repor
Functional intersects with 1R0-10.2 5
for Sensitive Data
! Mechanisms exist to establish a direct, cooperative relationship between the
Coordination With External "
Functional intersects with Praviders IRO-11.2 |organization's incident response capability and external service providers. 5
Suspicious Mechanisms exist to provide traning to personnel on organization-defined indicators of
Functional intersects with Communications & Sar-03.2 |malware to recognize suspicious communications and anomalous behavior s
Anomalous System
Behavior
t to facilitate the. of third-party controls.
€C2.3-POF12 'Communicates Information on Reporting System Failures, Incidents, Concerns, and Other Matters Functional intersects with Third-Party Management | TPM-01 5
] ) Thid-party Contract t to require contractual for & data privacy
Functional intersects with o TPM-05 | requirements with third-parties, reflecting the organization's needs to protect its s
q svstems. processes and data.
Mechanisms exist to compel External Service Providers (ESPs) to provide notification of
Se Ce i | i i i ially
Functions! tersects with ecurity Compromise |\, factualor potential compromises in the supply chain that can potentialy affect or have s
Notification Agreements adversely affected systems, applications and/or services that the organization utilizes.
st to & data privacy included in
Contract Flow-Down
Functional intersects with TPM-05.2 | contracts that flow-down to applicable sub-contractors and suppliers. 5
Requirements
Mechanisms exist to establish control objectives as the basis for the selection,
Functional subset of Define Control Objectives | GOV-09 and of- ion's internal control system. 10
Cybersecurity & Data Mechanisms exist to faciltate the implementation of cybersecurity & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 5
& data privacy obiectives.
T it rit rols i Il
Cppersecurity & uta eeioprert o derine e ccent v bich he et s ememen conec
Functional intersects with Privacy In Project PRM-04 P P i 5

rati i i i
Mansgement operating as intended and producing the desired outcome with respect to meeting the

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other

cc31 COSO Principle 6 Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

it 1o faci

te the of strategic, operational and tactical

Functional intersects with [ Risk Management Program | RSK-01 5
risk controls.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk fated wit I i i i
Functions! tersects with upply Chain Ris pskgp_|550ciated with the development, acauisition, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Functional tersects with | ATETment With Enterprise | (| recognize leading practices, with consideration forcybersecurity & data privacy s
Architecture principles that addresses risk to organizational operations, assets, individuals, other
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with | Define Control Objectives | GOV-09 and f th s internal control system. 5
Defining Business Context Mechanisms exist to define the context of ts business model and document the
Functional intersects with Gov-08 5
Mission mission of the i
Mechanisms exit to identify:
« Assumptions affecting risk assessments, risk response and risk monitoring;
Functional ntersects with Rk Framing RSKOL :E:nstramls aﬂecti‘ng Lisk ssessmrts, tisk response and risk monitoring; s
CC3.1-POF1  |Reflects Management's Choices '@ organizational risk tolerance; an
« Priorities, benefits and trade-offs considered by ion for managing risk.
i i
Functional tersects with Aok Tolerance sK013 | Mechanisms exist to define organizational fsk tolerance, the specified range of B
acceptable results.
Mechanisms exist to define organizational risk threshold, the level of risk exposure
Functional intersects with Risk Threshold RSK-01.4 |above which risks are addressed and below which risks may be accepted. 5
i i i i
runctional tersects with sk Appetite ask.oLs | Mechanisms exist to define organizational ik appetite, the degree of uncertainty the B
is willing to accept in anticipation of a reward,
runctional equal Aok Tolerance ko013 exist to tisk tolerance, the specified range of o
accetable results.
Mechanisms exist to define organizational risk threshold, the level of risk exposure
CC3.1-POF2 [ Considers Tolerances for Risk Functional intersects with Risk Threshold RSK-01.4 |above which risks are addressed and below which risks may be accepted. 5
i i i i
runctional tersects with sk Appetite ko5 | Mechanisms exist o define organizational ik appetite, the degree of uncertainty the B
is willing to accept in anticipation of a reward,
ing Busi i
Functional tersects with | DoTIn8 Business Context | T Mechanisms exst o define the context of its business model and document the B
& Mission mission of the ©
Mechanisms exist to identify:
CC3.1-POF3 [ Includes Operations and Financial Performance Goals . é““"‘"““’“;““""‘ ":" assessments, ":" response a""" ":" monitoring;
Functional Intersects with Risk Framing Rs.on.p | Constraints afecting risk assessments,isk response and isk monitoring; s
« The organizational risk tolerance; and
 Priorities, benefits and trade-offs considered by the organization for managing risk.
Cybersecurity & Data tto facilitate the of & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity s
CC3.1-POF4  |Forms a Basis for Committing of Resources & data privacy obiectives.
‘Mechanisms exist to idenify and allocate resources for management, operational,
Functional intersectswith | Allocation of Resources | PRM-03  |technical and data privacy requirements within business process planning for projects / s
initiatives.
o 7 tto compel data and/or owners
Functional intersectswith |  Cybersecurity &Data | GOV-1S | cybersecurity & data privacy practices for each system, application and/or service under| 5
CC3.1-POFS 2ble Accounting Standards Protection Practices their control.
Statutory, Regulatory & andi fon of relevant
Functional intersects with v Regulatory CPLO1 |statutory, regulatory and contractual controls. H
Contractual Compliance
ronctiona! tersects with | Materlity Determination | Gov-to. | Mechanisms exist to define materiaity threshold citriacapable of designating an S
incident as material to the ati
Mechanisms exit to identify:
« Assumptions affecting risk assessments, risk response and risk monitoring;
CC3.1POFs | considers Materiaity Functional ntersects with Rk Framing RskoL1 | - Constraints affecting risk assessments,isk response and sk monitoring; s
« The organizational risk tolerance; and
« Priorities, benefits and trade-offs considered by ion for managing risk.
identih i Iy di
Functional tersects with sk Rarking Rskgs | Mechanisms exist to identify and assign a isk ranking to newly discovered security R
that i based on industry-recognized practices.
Mechanisms exist to define supporting business processes and implement appropriate
goverance and service management to ensure appropriate planning, delivery and
Service Del ization" I liti i
Functions! tersects with ervice Delivery ops.03|suPportof the organization’stechnolosy capabilies supporting business funcions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
CC3.1-POF7  [Reflects Entity Activities Mechanisms exist to define business processes with consideration for cybersecurity &

data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
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Relationship Notes (optional)
(optional)

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to establish control objectives as the basis for the selection,

Functional intersects with Define Control Objectives | GOV-09 and 's internal control system. 5
Statutory, Regulatory & st to facilitate the. and ir ion of relevant

Functional intersects with v, tegulatory cpLo1 5
Contractual Comliance statutory, regulatory and contractual controls.

Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Service Deliven support of the organization's technology capabilities supporting business functions,
Functional intersects with ) v ops03 [*UPP & £ cap pPorting
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the

CC3.1-POF8  |Complies With Externally Established Frameworks
specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to establish control objectives as the basis for the selection,

Functional intersects with | Define Control Objectives | GOV-09 and of 's internal control system. 5
I il i i
Functions! tersectswith | Statutory, Regulatory & [ ™ [Mechanisms existto faciltate the identification and implementation of refevant R
Contractual Compliance statutory, regulatory and contractual controls.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli i K I litie i
Functional Intersects with ervice Delivery ops.03 |suppOTt of the organization’s technology capabilities supporting business functions, 5

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the

CC3.1-POF9 | Considers the Required Level of Precision
specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

10 provide ight reporting and to
Status Reporting T i i
Functions! tersects with atus Reporting To | 1 o, |those entrusted to make executive decisions about matters considered material to the s
Governing Body organization's cybersecurity & data protection program.
identih i L
Functional tersects with | Contacts With Authoriies | GOv-06 | Mechanisms exit to identify and document appropriate contacts with relevant law B
nd regulatory bodies.
. Mechanisms exist to submit status reporting of the organization's cybersecurity and/or
Functional intersects with Cybersecurity Data | 6,17 | data privacy program to applicable statutory and/or regulatory authoriies, a required. 5
Privacy Status Reporting privacy prog o i eustory s oarea
Mechanisms exist to define supporting business processes and implement appropriate
CC3.1POFID | Reflects Entity Activites — govemanc{e:nd service mzlnzgel:enll(oensur:lappmpnzle p\an;lng,del\;lew and
Functions! tersects with ervice Delivery ops.g3|UPPOrt of the organization's technology capabiltes supporting business functions, s

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to coordinate cybersecurity, data protection and business alignment

Steering Committee & through a steering committee or advisory board, comprised of key cybersecurity, data

Functional intersects with GOV-0L1 H
unetiona fntersects i Program Oversight privacy and business executives, which meets formally and on a regular basis.
exist to pr E ight reporting and to
Status Reporting To t deci bout matt idered material to th
Functional intersects with poring GOV-01.2 el matters considered material to the H
Governing Body organization’s cybersecurity & data protection program.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
CC3.1-POF11  |Reflects Management's Choices Functional Intersects with service Delivery ops.3 |UPPOrt of the organization's technology capabiltes supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the

specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Delivery ops.03 |suppOTt of the organization’s technology capabilities supporting business functions,
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional intersects with

CC3.1-POF12 [ Considers the Required Level of Precision Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Functional intersects with service Delivery Ops.03 |5uPPOTt of the organization’s technology capabilities supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
CC3.1-POFI3  [Reflects Entity Activities exist to define business processes with consideration for cybersecurity &

data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of relevant

Functional subset of . cpLo1 10
Contractual Compliance statutory, regulatory and contractual controls.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli ization' I liti i
Functional Intersects with ervice Delivery ops.g3 |support of the organization's technology capabilities supporting business functions, 5

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
CC3.1-POF14  [Reflects External Laws and Regulations

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Defining Business Context Mechanisms exist to define the context of s business model and document the.

Functional intersects with Gov-08 s

& Mission mission of the i
Mechanisms exist o establish control objectives as the basis for the selection,

Functional intersects with | Define Control Objectives | GOV-09 and f th Vs internal control system. s
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and

Functional tersects with senvice Delivery ops.g3|suPPOrtof the organization'stechnology capabilties supporting business functions, s

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to define business processes with consideration for cybersecurity &
€C3.1-POF15 | Considers Tolerances for Risk data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other

Functional intersects with | Business Process Definition| PRV-06 ions; and s
 Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Functional intersects with Risk Tolerance RSK-013 existto sk tolerance, the specified range of 5
acceptable results.

Mechanisms exist to define organizationa fsk threshold, the evel of risk exposure
Functional intersects with Risk Threshold RSK-01.4 |above which rsks are addressed and below which risks may be accepted. s

ke rnatonatICCBYND .0) Secure Controls Framework (SCF) 120f38
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
eunctional tersects with sk Appeite .05 | Mechanisms exist to define organizational ik appetit, the degree of uncertainty the s
is willing to accept in anticipation of a reward.
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Functiona! tersects with service Delivery ops.g3|suPPOrTof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06 organizations; and 5
 Information protection needs arising from the defined business processes and revises
CC3.1POF16  [Establishes Sub-Objectives for Risk Assessment the processes as necessary, unti an achievable set of protection needs i obtained.
Mechanisms exist to identify:
« Assumptions affecting risk assessments,risk response and risk monitoring;
. ints affecting ri i isk moni
Functions! tersects with sk Framing Rskon1 | - Constraint affecting risk assessments,isk response and sk monitoring; s
+ The organizational rsk tolerance; and
* priorities, benefits and trade-offs considered by the organization for managing risk.
tto conduct recurring of isk that includes the likelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of ham, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
Mechanisms exit to identify
« Assumptions affecting risk assessments,risk response and risk monitoring;
. ints affecting ri i isk moni
Functions! tersects with sk Framing Rskon1 | - Constraint affecting risk assessments,isk response and sk monitoring; s
+ The organizational rsk tolerance; and
* priorities, benefits and trade-offs considered by the organization for managing risk.
t ional risk tolerance, *
Functional equal Risk Tolerance RSK-01.3 © fisk tolerance, the specified range o 10
acceptable results.
Mechanisms exist to categorize systems and data in accordance with applicable local,
state and Federal laws that
Functiona! tersects with Risk-Based Security | |« Document the security categorization results (including supporting rationale) in the s
Categorization security plan for systems; and
- Ensure the security categorization decision s reviewed and approved by the asset
cc32 Considers Tolerances for Risk :AW":" P Te— oo o ;
ronctionat orsects with ok Kdomtiieation 503 | Mechanisms exist to dentify and document isks, both internal and external. S
i I i I denti
ronctionat orsectswith | Business Impact Analysis | o [Mechanisms exist to conduct a Business Impact Analysis (BIA) o identify and assess S
(BIA and data protection risks.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functiona! tersects with Supply Chain Risk R0 |2550ciated with the development, acquisition, maintenance and disposalof systerns, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. . Data Protection Impact
Functional intersects with asesament (opin) | RS0 [applications and senvices that store, process and/or transmit Personal Data (°D) to 5
identify and remediate reasonably-expected risks.
Secure Engineerin tto facltate the of ind gnized
Functional intersects with e SEA-01 & data privacy practices in desien, and 5
P of systems and services.
tto facilitate the operational and tactical
Functional subsetof | Risk Management Program | RSK-01 | risk management controls. 10
Mechanisms exist to identify and document risks, both internal and external.
CC3.2-POF1  Includes Entity, Subsidiary, Division, Operating Unit, and Functional Levels Functional ntersects with Risk dentification Rsk-03 s
tto conduct recurring of isk that includes the likelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of harm, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
Mechanisms exist to identify:
« Assumptions affecting risk assessments,risk response and risk monitoriny
. ints affecting ri i isk moni
Functions! tersects with sk Framing Rskon1 | - Constraints affecting risk assessments,isk response and sk monitoring; s
+ The organizational rsk tolerance; and
* priorities, benefits and trade-offs considered by the organization for managing risk.
CC3.2POF2 | Analyzes Internal and External Factors v TPy P e P e
runctiona! bsetof ok dentfcation 03| Miechanisms exist o dentify and document iss, both internal and external. ©
tto conduct recurring of isk that includes the likelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of ham, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
; Mechanisms exist to submit status reporting of the organization's cybersecurity and/or
Functional intersects with Cybersecurity 8Data | 6,17 | data privacy program to applicable statutory and/or regulatory authoriies, a required. 5
Privacy Status Reporting privacy prog o i eulstory s oarea
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
CC3.2POF3 [ Involves Appropriate Levels of Management Functional subsetof | Risk Management Program | RSK-01 | i controls. w0
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functiona! caual Aok Assessment askga |8 mantude of harm, from unauthorized acces, use, disclosure,disuption, ©
modification or destruction of the organization's systems and data.
Functiona! st ity | mpactevePrioniation | Aoz [} "ChTT® XL e e mpat vl o sy, splcatirs and/or services S
CC3.2-POF4 | Estimates Significance of Risks Identified :\: "’:Ve“‘ ”"‘e":'f _:"‘:"”5"’ _ DT S
Functiona! rersects with ik Ranking o0 | Mechanisms exist o dentiy and assign a ik ranking to newly discovered security S
that is based on industry-recognized practices.
tto facilitate th f strategic, operational and tactical
Functional subsetof | Risk Management Program | RSK-01 © faciitate the of srateglc, operational and tactica 10
risk controls.
CC3.2POF5 [ Determines How to Respond to Risks Mechanisms exist to respond to findings from cybersecurity & data privacy
Functional equal Risk Response RSK-06.1 [assessments, incidents and audits to ensure proper remediation has been performed. 10
tto identify and d trisks, both internal and external.
Functional intersects with Risk Identification RSK-03 © identify and document risks, both internal and externa 5
Mechanisms exist to develop and keep current a catalog of applicable risks associated
Functional intersects with Risk Catalog RSK-03.1 with the organization’s business operations and technologies in use. 5
tto conduct recurring of risk that includes the likelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of ham, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
Mechanisms exist to implement a threat intelligence program that includes a cross-
CCapors |'dentifies Threats -The entity identifes threats to the achievement of its objectives from intentional (including Functional subsetof ThreatIntelligence | g o |organization information-sharing capabity that can influence the development of the 10
malicious) and unintentional acts and environmental events. Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activities.
Functiona! ersects wh | dicators ofbxposure | ™ echanisms exist o develop Indicators of Exposure (I0E) to understand the potentia S
(10F) attack vectors that attackers could use to attack the ati
Mechanisms exist to maintain situational awareness of evolving threats by leveraging
Functional intersects with | Threat Intelligence Feeds | THR-03 | the knowledge of attacker tactics, techniques and procedures to faciltate the 5
of and control
Functiona! rersects with Thrent Catalos 09| Mechanisms existto develop and keep current a catalog of applicable internal and S
external threats to the both natural and manmade.
Functiona! rersects with Thrent Anayst ot | Mechanisms exist to identiy, assess, pioritize and document the potential mpact(s) S
and likelihood(s) of applicable internal and external threats.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk fated wi I i i i
Functions! tersects with upply Chain Ris asi0s | 2550ciated with the development, acauisition, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
ical in i
ronctionat orsects with Supply Chain Risk | e\ oo Mechanisms existto periodically assess supply chain rsks associated with systems, S
Assessment svstem and services.
Mechanisms exist to implement a threat intelligence program that includes a cross-
Functiona! tersects with Threat ntellgence | . {organization information-sharing capability that can influence the development of the s
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activties.
runctiona! rersects with \nd\czlor(s‘gg )Exposure Top | et o devlop netors o Epoure [0F) 0 undestand e ot S
CC3.2-POF7  |Identifies Vulnerability of System Components attack vectors could use to attack the
Mechanisms exist to maintain situational awareness of evolving threats by leveraging
Functional intersects with THR03 | the knowledge of attacker tactics, techniques and procedures to facilitate the 5
of and control
Mechanisms exist to evaluate security isks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03 i P 5
supply chain.
Vulnerability & Patch tto facilitate the and monitoring of
Functional intersects with | Management Program | VPM-01 | management controls. s
(pmP)
Functiona! tersectswith | Attack surface Scope | VP11 | MEChanSms exstto defing and manage the scope fo 1 atack surface management S
activities.
tto detect ilities and i by rout
Functional intersects with | Vulnerability Scanning | VPM-06 o detect n errors by routine 5
vulnerabilty scanning of systems and application:

e Secure Controls Framework (SCF) 130138
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Strength of

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Mechanisms exist to identify
« Assumptions affecting risk assessments,risk response and risk monitoring;

Functiona! tersects with sk Framing asoLy | Constraints afecting risk assessments,isk response and isk monitoring; s
« The organizational sk tolerance; and
 Priorities, benefits and trade-offs considered by on for managing risk.

exist to def tisk tolerance, the specified range of
table results.

Functional intersects with Risk Tolerance Rsk-01.3 |Feceptable results 5
Mechanisms exist to define organizational sk threshold, the level of risk exposure

i low which risk .

Functions! tersects with Risk Threshold kot |3bove which risks are addressed and below which isks may be accepted s
Mechanisms exist to define organizational risk appetite, the degree of uncertainty the
organization is willing to accept in anticipation of a reward.

Functional intersects with Risk Appetite Rsk-01.5 |° s P! P: s

tto conduct recurring of risk that includes the likelihood
i iscl i
Functions! tersects with Risk Assessment askoq | magnitude of am, from unauthorized acces, use,disclosure, disruption, s
modification or destruction of the organization's systems and data.
CC3.2POF8 | Analyzes Threats and Vulnerabilities From Vendors, Business Partners, and Other Parties
Mechanisms exist to identify and assign a isk ranking to newly discovered security
ies that is based on indh gnized practices.
Functional intersects with Risk Ranking RSK-05 P 5
1o develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk fated wi I i i i
Functions! tersects with upply Chain Ris pskgp|550ciated with the development, acauisition, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
Functiona! ersects wigh | Thire-Pany Citcalty || systems, components and services using 3 supply chain isk asessment process elative s
Assessments to their importance in supporting the delivery of high-value services.
Mechanisms exist to conduct a risk assessment prior to the acquisition or outsourcing
Third-Party Risk f rel ices.
Functional intersects with ire-Party R o041 |°f technology-related services 5
Assessments & Approvals
Mechanisms exist to obtain a First-Party Declaration (1PD) from applicable External
_ ) st party Declaration Service Providers (ESPs) that provides assurance of compliance with specified statutory,

Functional intersects with 190y TPM-05.6 | regulatory and contractual obligations for cybersecurity & data privacy controls, 5
including any flow-down requirements to subcontractors,

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

Functional intersects with Risk Assessment RSK-04 5
Mechanisms exist to periodically assess supply chain risks associated with systems,
system components and services.

Supply Chain Risk
Functional intersects with UPPIY Chain 1l RSK-09.1 s
Assessment
Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
systems, components and services using a supply chain risk assessment process relative
to their importance in supporting the delivery of high-value services.
Third-Party Criticalit
Functional intersects with v V| om0z 5
Assessments
Mechanisms exist to conduct a risk assessment prior to the acquisition or outsourcing
of technology-related services.
Third-Party Risk
Functional intersects with r-party e TPM-04.1 s
Assessments & Approvals
CC3.2POF9 [ Assesses the Significance of the Risks
Mechanisms exist to identify, assess, prioritize and document the potential impact(s)
and likelihood(s) of applicable internal and external threats.
Functional intersects with Threat Analysis THR10 5
tto facilitate the and monitoring of
management controls.
Vulnerability & Patch
Functional intersectswith | Management Program | VPM-01 5
(vPMP)
Mechanisms exist to define and manage the scope for is attack surface management
activities.

Functional intersectswith | Attack Surface Scope | VPM-01.1 5
Mechanisms exist to identify, assess, prioritize and document the potential impact(s)
and likelihood(s) of applicable internal and external threats exploiting known
Vulnerabiltis.

Exploit
Functional intersects with et VPM-03.1 s
Analysis
Mechanisms exist to implement a threat intelligence program that includes a cross-
Functiona! sbsetof Threat ntellgence | . {organization information-sharing capability that can influence the development of the ©
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activities.
Functiona! ersects wh | dicators ofbxposure | ™ echanisms exist o develop Indicators of Exposure (I0E) to understand the potentia S
(10F) attack vectors that attackers could use to attack the ati
Functiona! tersects with | nsider Treat program | Toa | Mechanisms existto implement an insider threat program that includes a ross- S
discipline insider threat incident handling team.
33 C0SO Principle 8 of third-part Controls
i Functional intersects with | Third-Party Management | TPM-01 party 5
Mechanisms exist to utilize tailored acquisition strategies, contract tools and
Functional intersects with | ACOUISION SURLEBIES, | 4oy 55 1 | procurement methods for the purchase of unique systems, system components or 5
Tools & Methods - [Proc P auesy - "
services.

Functiona! rersects with hirdparty services | Towioa |Mechanisms exist o mill‘g::eat:e Tisks associated with third-party access to the S

Functiona! rersects with Confictof nterests. | P03 | Mechanisms exist o ensure that the inerests of exteral service providers are S
consistent with and reflect interests.

Functiona! rersects with roset Governance aor01 | Mechanisms exist o faciitate an T Asset Management ITAM) program to implement S
and manage asset Is.

R ' s
Functiona! ersects wih | PN o1 to faci of personnel security controls S
CC330F1 | Considers Various Types of Fraud o Mechamim: i o |mp\e|:nen(z(hre:l «e;ngence p'rlngrzm(:a(dmch;desacms’s—h
Functions! bsetof reatinteligence | 1 forganizaton information-sharing capabilty that can influence the development of the 0
Program system and security architectures, selection of security solutions, monitoring, threat
hunting. response and recover activities.
i i incl -

ronctiona! otersectswith | Insider Treat program | Tioa | Mechanisms exst o implement an insider hreat program thatincludes a cross S
discipline insider threat incident handling team.

I is.

ronctionat orsectswith | Fuman Resources Security [ |- exist to faciltate the implementation of personnel security controls, S
Mechanisms exist to implement a threat intelligence program that includes a cross-

CC33P0F2 | Assesses Incentives and Pressares Functiona! sbsetof Threat ntellgence | . {organization information-sharing capability that can influence the development of the ©
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery acti

Functiona! bsetof nsider Threat Program | Tooa | Mechanisms exst to implement an insider threat program that includes a ross- ©

discipline insider threat incident handling team.
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Rationale Relationship Control Description
(optional)
R it
Functional intersects with [ M0 HRS-01 of personnel security controls s
Mechanisms exist to implement a threat intelligence program that includes a cross-
. Threat Intelligence ion information.-shari i infl
335083 | Assesses Opportunites Functions! bsetof o TRz |CrEenizaton information-sharing capabilty that can influence the development of the 0
Program system and security architectures, selection of security solutions, monitoring, threat
hunting. response and recoverv actvities.
i i i 3
ronctiona! bsetof nsider Threat Program | THnon | Mechanisms exist to implement a insider treat program that includes a cross o
discipline insider threat incident handling team
I is.
ronctionat torsects with | Fuman Resources Security | ™ [ Mechanisms exist to facitate the implementation of personnel securty controls. S
Mechanisms exist to implement a threat intelligence program that includes a cross-
CC33P0F8 | Assesses Attitudes and Rationalizations Functiona! sbsetof Threat ntellgence | . (organization information-sharing capability that can influence the development of the ©
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activities.
Mechanisms exist to implement an insider threat program that includes a cross-
Functional subset of Insider Threat Program | THR-04 o Prog 10
giscipline insider threat incident handling tear.
of personnel security controls
Functional intersects with | UMa" Resources Security | ypq 5 s
Management
Mechanisms exist to implement a threat intelligence program that includes a cross-
CC3.3-POF5 | Considers the Risks Related to the Use of IT and Access to Information Functional subset of Threat Intellgence | yyq gy |orBanization information-sharing capabilty that can influence the development of the 10
Program system and security architectures, selection of security solutions, monitoring, threat
hunting. response and recoverv actvities.
Mechanisms exist to implement an insider threat program that includes a cross-
Functional subset of Insider Threat Program | THR-04 | discipline insider threat incident handling team. 10
i -
ronctionat bsetof Change oor exist to facilitate the Implementation of a change management program o
Program
i ical conf 3
ronctionat eorsectswith | Configuration Change |~ [Mechanisms exist o govern the technical configuration change control processes. S
Control
Tatel -
Test Valdate & Docament Mechanisms exist o appropriately est and document proposed changes n a non
Functional intersects with Changes CHG02.2 [ production environment before changes are implemented in a production s
el rsecur data pri resentati
Cybersecurity & oot eCaisms ot o e 3 CYbrsecuty 3107 Gt prvaey eprsEnate i he
Functional intersects with | Privacy Representative for | CHG-02.3 | ™ & process. s
Asset Lifecycle Changes
runctiona! ersects with | Securty Impact Anlysis |~ Mechanisms exist o analyze proposed changes for potentia security impacts, prior o S
for Changes the of the change.
Cybersecurity & Data tto fac & data privacy-
Functional intersects with Privacy Portfolio PRM-01 | related resource planning controls that define a viable plan for achieving cybersecurity s
34 |cosoprinciples & data privacy obiectives.
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06  |organizations; and s
 Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms exst to conduct a rsk assessment prior to the acquistion or outsourcing
. ; Third-Party Risk
Functional intersects with TPM-04.1 |of technology:-related services. s
Assessments & Approvals
Mechanisms exist to monitor, regularly review and audit External Service Providers
. . Review of Third-Party
Functional intersects with A TPM-08 | (ESPs) for compliance with established contractual requirements for cybersecurity & s
data privacy controls.
Mechanisms exist to control changes to services by suppliers, taking into account the
. . Managing Changes To
Functional intersects with " c TPM-10 | criticality of business information, systems and processes that are in scope by the third- s
Third-Party Services
party.
tto faciltate th Fstrat tional and tactical
Functional intersects with | Risk Management Program | RSK-01 o faclitate the of strategic, operational and tactica s
risk controls.
Functiona! rersects with ok dentfcation 03| Mechanisms exist o dentify and document isks, both internal and external. S
CC3.4-POFL  [Assesses Changes in the External Environment
o conduct recurring of risk that includes the ikelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of ham, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
Mechanisms exit to faciitate the Implementation of strategic, operational and tactical
Functional intersects with | Risk Management Program | RSK-01 | risk management controls. s
Mechanisms exist to identify and document risks, both internal and external.
CC3.450F2 | assesses Changes inthe Business Model Functional intersects with Risk Identification RsK-03 s
Mechanisms exit to conduct recurring assessments of isk that includes the ikelihood
Functiona! tersects with Rk Assessment askga |8 masntude of harm, from unauthorized acces, use, disclosure,disuption, s
modification or destruction of the organization's systems and data.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & |\ o |through asteering commite or advisory board, comrised o key cybersecuriy,data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
i i ] ical
ronctionat Iersecsith | sk Management Pogrom | ko1 [} TS U RISt e mplementatonof stei, operatons and e S
CC3.4-POF3  |Assesses Changes in Leadership ;‘; . “’"d"’ 5“ -3 oo o ;
ronctionat orsects with ok Komtiieation sK0s | Mechanisms existto dentify and document isks, both internal and external. S
Mechanisms exit to conduct recurring assessments of isk that includes the ikelihood
Functiona! tersects with Aok Assessment askga |8 mantude of harm, from unauthorized acces, use, disclosure,disuption, s
modification or destruction of the organization's systems and data.
runctiona! versects with | Change Management |~ ™ Mechanisms exist to faciitate the implementation of  change management program- S
Program
Functiona! versects wih | Confiuration Change | "™ Mechanisms exist o govern the technicalconfiguration change control processes. S
Control
Functiona! I ersects with | Securty Impact Anlysis | "~ Mechanisms exist o analyze proposed changes for potentia security impacts, prior S
for Changes the of the change.
of strategic, operational and tactical
CC3.4-POF4 [ Assesses Changes in Systems and Technology Functional subsetof | Risk Management Program | Rsk01 | P 10
Functiona! rersects with ok dentfcation 03| Mechanisms exist o dentify and document iss, both internal and external. S
o conduct recurring of risk that includes the ikelihood
itude of iscl i
Functions! tersects with Risk Assessment askoq | magnitude of am, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
i i i ] ical
ronctionat subsetof | isk Management Program| _Roicor | Mechanisms exist o facitate the implementation of strtegie, operational and tactica o
risk controls.
identi :
ronctionat orsects with ik Kdomtiication o3| Mechanisms exist to dentify and document isks, both internal and external S
Mechanisms exit to conduct recurring assessments of isk that includes the ikelihood
Functiona! tersects with Rk Assessment askga |8 mantude of harm, from unauthorized acces, use, disclosure,disuption, s
modification or destruction of the organization's systems and data.
of third-part controls
Functional subset of Third-Party Management | TPM-01 party 10
CC3.4-POFs  |Assesses Changes in Vendor and Business Partner Relationships Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
Functional intersects with | Third-Party Scope Review | TPM-05.5 | cybersecurity & data privacy control assignments accurately reflect current business. s
practices, compliance obligations, and
Mechanisms exit to monitor, regularly review and audit External Service Providers
. . Review of Third-Party
Functional intersects with A TPM-08 | (ESPs) for compliance with established contractual requirements for cybersecurity & s
data privacy controls.
Mechanisms exist to control changes to services by suppliers, taking into account the
. . Managing Changes To
Functional intersects with " c TPM-10 | criticality of business information, systems and processes that are in scope by the third- s
Third-Party Services
party.
Mechanisms exist to implement a threat intelligence program that includes a cross-
Threat Intell ion information.-shari i infl
Functions! tersects with reatinteligence | 1. forganizaton information-sharing capabilty that can influence the development of the s
Program system and security architectures, selection of security solutions, monitoring, threat
hunting. response and recoverv actvities.
Mechanisms exist to identify, assess, prioritize and document the potential impact(s)
Functional intersects with Threat Analysis THR-10 _[and likelihood(s) of applicable internal and external threats s
Vulnerability & Patch Mechanisms exist to facilitate the Implementation and monitoring of vulnerabilty
Functional intersects with | Management Program | VPM-01 | management controls. s
(wemp)
CC3.4POF6 | assesses Changes in Threats and Vulnerabi Mechanisms exit to define and manage the scope for It attack surface management
Functional intersects with | Attack Surface Scope | VPM-OL.1 | activities. s
Mechanisms exit to identify and assign a isk ranking to newly discovered security
Functional intersects with | Vulnerability Ranking | VPM-03 ies using rep sources for securit information. s
Mechanisms exit to identify, assess, prioritize and document the potential impact(s)
Vulnerabilty Exploitation ) ”
Functional intersects with iy VPM-03.1 |and likelinood(s) of applicable internal and external threats exploiting known s
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Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
tto detect iities and ion errors by routine
Functional intersects with | Vulnerability Scanning | VPM-06. |vulnerability scanning of systems and applications. s
Mechanisms exist to ensure managers regularly review the processes and documented
Functions! tersectswity | Cvbersecurity &0ata | |procedures within thir area of responsibilty to adhere to appropriste cybersecurity & s
Protection Assessments data protection policies, standards and other applicable requirements
Functional Review OF exist 1o regularly review technology assets for adherence to the
Functional intersects with | Cybersecurity & Data | CPL-03.2 |organization's cybersecurity & data protection policies and standards. s
Protection Controls
Mechanisms exit to thoughtiully plan audits by including input from operational rsk
Functional intersects with Audit Activities CPL-04[and compliance partners to minimize the impact of audit-related activities on business s
operations.
ronctionat orsects with | measares of performance | GOv-0s | Mechanisms exist o develop, report and monitor cybersecurity & data privacy program S
measures of
ey performance Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) o
Functional intersects with GOV-05.1 [assist organizational management in performance monitoring and trend analysis of the s
Indicators (KPIs)
& data orivacy program.
Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) to assist
Functional intersects with | Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity s
& data privacy program.
ronctiona! tersects wigh | "Mermation Assurance (A)[ " ™[ Miechanisms exis to failtate the implementation of cybersecurty & data privacy R
Operations and controls.
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments 1A0-02 activites to determine the extent to which the controls are implemented correctly, s
operating as intended and producing the desired outcome with respect to meeting
exvected
Mechanisms exst to ensure assessors or assessment teams have the appropriate
Functional intersects with v 12002.1 to conduct ity & data privacy control assessments. s
st to or
Statutory, regulatory and contractual compliance obligati
+ Monitoring capabiliies;
« Mobile devices;
 Databases;
Functional intersects with | Specialized Assessments | 140-02.2 | « Application security; s
« Embedded technologies (e.g., 10T, OT, etc.);
* Vulnerability management;
+ Malicious code;
ccal COS0 Principle 16 » Insider threats and
. testing.
Plan / Coordinate with Mechanisms exist to plan and coordinate Information Assurance Program (IAP)
Functional intersects with | Other Organizational | 1A0-03.1 |activities with affected stakeholders before conducting such activities n order to s
Entities reduce the potential impact on operations.
Threat Analysis & Flaw o require system devel egrators to create and execute a
Functional intersects with | Remediation During | 1A0-04 |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during s
Mechanisms exit to perform Information Assurance Program (IAP) activities to
Functional intersects with | Technical Verfication | 1A0-06 | evaluate the design, and f technical B s
data privacy controls.
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersects with | Allocation of Resources | PRM-03  |technical and data privacy requirements within business process planning for projects / s
initiatives.
bersecurity & oata Mechanisms exist to assess cybersecurity & data privacy controls in system project
. ; ’ development to determine the extent to which the controls are implemented correctly,
Functional intersects with Privacy In Project | PRMV-04 ; ° s
operating as intended and producing the desired outcome with respect to meeting the
Management
Cybersecurty & ot Wiechanisms exit o identiy critca syster components and functions by performing 3
criticality analysis for criticalsystems, system components or services at pre-defined
Functional intersects with | Privacy Requirements | PRV-05 s
. decision points in the Secure Development Life Cycle (SDLC).
Definition
1o define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06  |organizations; and s
 Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs i obtained.
Functional intersects with | Risk Management Program |~ RSK-01 o faciltate the of srategic, operational and tactical s
risk controls.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functions! tersects with Supply Chain Risk asog|PSsociated with the development, acquistion, maintenance and disposal o systems, s
Management (SCRM) Plan system components and services, including documenting selected mifigating actions
and monitoring against those plans.
Mechanisms exist to develop an enterprise architecture, aigned with industry-
Functional tersects with | ABImENt With Enterprise | | recognized leading practices, with consideration forcybersecurit & data privacy s
Architecture principles that addresses risk to organizational operations, assets, individuals, other
Mechanisms exst to implement an internal audit function that is capable of providing
Functional intersectswith | Internal Audit Function | CpL.02.1 | *€"O" Organization nt with nsghts into the of the 5
organization's technology and information governance processes
Mechanisms exit to require system Itwith
CC4.1-POF1  |Considers a Mix of Ongoing and Separate Evaluations & data privacy personnel to;
Cybersecurity & Data « Create and implement a Security Test and Evaluation (ST&E) plan;
Functional intersects with | Privacy Testing Throughout| TDA-09 | « Implement a verifiable flaw remediation process to correct weaknesses and s
Development deficiencies dentified during the security testing and evaluation process; and
+ Document the results of the security testing/evaluation and flaw remedial
orocesses.
ronctiona! orsects with | measares of performance | GOv-0s | Mechanisms exist o develop, report and monitor cybersecurity & data privacy program S
measures of
CCa1p0F2 |Considers Rate of Change Wiechanisms exit o implement an nternal audit functon that s capable of providing
Functional intersects with | Internal Audit Function | CPLo2.1 |*€e" oreanzation with insights into the s
organization’s technology and information governance processes.
Mechanisms exist to implement an internal audit function that is capable of providing
CC4.1POF3  |Establishes Baseline Understanding Functional intersects with | Internal Audit Function | CpL-02.1 |*€O" rEanzation e with insights nto the of the 5
organization's technology and information governance processes
Mechanisms exit to implement an internal audit function that s capable of providing
Functional intersects with | Internal Audit Function | CPLo2.1 |*€"e" oreanzation with insights into the ofthe s
organization's technology and information governance processes.
tto conduct specialized or
Statutory, regulatory and contractual compliance obligations;
+ Monitoring caabilities;
CCa.1-POF4 |Uses Knowledgeable Personnel « Mobile devices;
 Databases;
Functional intersects with 1A0-02.2 | + Application security; s
« Embedded technologies (e.g., 10T, OT, etc.);
* Vulnerability management;
« Malicious code;
 Insider threats and
. testing.
Mechanisms exist to implement an internal audit function that s capable of providing
CCa.1POFS Integrates With Business Processes Functional intersects with | Internal Audit Function | CPLo2.1 |*€e" oreanzation with insights into the ofthe s
organization's technology and information governance processes.
Mechanisms exist to implement an internal audit function that is capable of providing
(CC4.1-POF6 | Adjusts Scope and Frequency Functional intersects with | Internal Audit Function | CpL-02.1 |SCMOr OrBanization :nt with insights into the of the 5
organization's technology and information governance processes
Mechanisms exit to implement an internal audit function that s capable of providing
CCa1POF7  [Objectively Evaluates Functional intersects with | Internal Audit Function | CPLo2.1 |*€e" oreanzation with insights into the s
organization’s technology and information governance processes.
Mechanisms exist to implement an internal audit function that is capable of providing
senior organization with insights into the
Functional intersects with | Internal Audit Function | CPL-02.1 |organization's technology and information governance processes. s
tto faciltate the of & data privacy
nformation Assurance (18) assessment and authorization controls.
€C4.1-POF8 |Considers Different Types of Ongoing and Separate Evaluations Functional intersects with Pt 1A0-01 s
tto formally assess the ity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments 1A0-02 activites to determine the extent to which the controls are implemented correctly, s
operating as intended and producing the desired outcome with respect to meeting
expected
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Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | o |through a steering committee or advisory board, comprised of key cybersecurity, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
exist to pr E ight reporting and to
Status Reporting To E decisions about matt idered material to thy
Functional intersects with poring GOV-01.2 el matters considered material to the 5
‘Governing Body organization’s cybersecurity & data protection program.
Mechanisms exist to document and review instances of non-compliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
Threat Analysis & Flaw 10 require system devel egrators to create and execute a
Functional intersects with Remediation During | 1A0-04 |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
Functions! tersects with Plan of Action & 1A0.0s | eBister, to document planned remedial actions to correct weaknesses or deficiencies s
cca2 COS0 Principle 17 Milestones (POA&M) noted during the assessment of the security controls and to reduce or eliminate known
Mechanisms exist to remediate risks to an acceptable level.
Functional intersects with Risk Remediation RSK-06 5
Developer Threat Analyeis Mechanisms exist to require system developers and integrators to create a Security
Functional intersects with P VeS| TDA-15 |Testand Evaluation (smz) plan and implement the plan under the witness of an H
& Flaw Remediation
iciencies in suppl 7
Third-Party Deficiency Mechanisms xist 1 2ddres weaknesses or deficiencies in supply chain elements
Functional intersects with TPM-09 |identified during i or f such elements. 5
Remediation
Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and
Vulnerability Remediation
Functional intersects with VPM-02 |remediated. 5
Process
. Mechanisms exist to address new threats and vulnerabilities on an ongoing basis and
Continuous Vulnerability !
Functional intersects with VPM-04[ensure assets are protected against known attacks. 5
Remediation Activities
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Functional itersectswih | Steering Committee & | |through a steering comittee or advisory board, comprised of key cybersecurit, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
1o provide ight reporting and
Status Reporting T i i
Functions! tersects with atus Reporting To | 1 o, |those entrusted to make executive decisions about matters considered material to the s
Governing Body organization's cybersecurity & data protection program.
7 i T i
Functional ntersects with | Weasures of performance | GOv-0s | Mechanisms exit to develop, report and monitor cybersecurity & data privacy program B
CCA.2-POF1  [Assesses Results measures of
exist to d tand review instances of pliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 | regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL-02 |function that reports to the organization's executive leadership. 5
Oversight
Mechanisms exist to compel data and/or process owners to assess ifrequired
Functional Intersects with ssess Controls 60v-15,3 |CYPersecurity & data privacy controls for each system, application and/or service under s
their control are implemented correctly and are operating as intended.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i
Functions! tersects with cering Committee & | o |through a steering committee or advisory board, comprised of key cybersecurity, data s
Program Oversight privacy and business executives, which meets formally and on a regular basis.
exist to pr E ight reporting and to
Status Reporting To E decisions about matt idered material to thy
Functional intersects with o GOV-01.2 b o matters considered material to the 5
Cca200F2 | Communicates Deficiencies overning Body organization’s cybersecurity & data protection program.
Mechanisms exist to document and review instances of non-compliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL-02 |function that reports to the organization's executive leadership. s
Oversight
Mechanisms exist to document and review instances of non-compliance with statutory,
Functional intersects with | Non-Compliance Oversight | CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls | CPL-02 |function that reports to the organization's executive leadership. s
CC4.2-POF3 [ Monitors Corrective Action Oversieht -
Mechanisms exist to generate a Plan of Action and Milestones (POA&M), or similar risk
. X Plan of Action & register, to document planned remedial actions to correct weaknesses or deficiencies
Functional intersects with 10-05 N s
Milestones (POA&M) noted during the assessment of the security controls and to reduce or eliminate known
i i i i
Functional tersects with sk Register okoat xizhanwsms exist to maintain a risk register that facilitates monitoring and reporting of B
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with |  Cybersecurity &Data | GOV-15 |cybersecurity & data privacy practices for each system, application and/or service under, 5
Protection Practices their control.
Mechanisms exist to compel data and/or process owners to select required
Functional intersects with Select Controls GOV-15.1 | cybersecurity & data privacy controls for each system, application and/or service under 5
their control.
Mechanisms exist to compel data and/or process owners to implement required
Functional intersects with Implement Controls | GOV-15.2 | eybersecurity & data privacy controls for each system, application and/or service under 5
their control.
Jement and man rat i
Functional intersectswith | Separation of Duties (SoD) | HRS-11 nisms exist o implement and maintain Separation of Duties (SoD) to prevent 5
potential ivity without collusion.
. . Mechanisms exit to identify and document Standardized Operating Procedures (SOP),
Standardized Operating “ ¢ ' !
Functional intersects with OPS-01.1 |or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Mechanisms exist to develop a security Concept of Operations (CONOPS), or a similarly-
_ ) Security Concept Of efined plan for achieving cybersecurity objectives, that documents management,
Functional intersectswith |0 oNops) || OPS02  [operational and technical measures implemente to apply defense-in-depth technigues s
P that is communicated to all appropriate stakeholders.
ccs.1
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06[organizations; and 5
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
i i ] ical
runctional ntersects with | sk Management program | Rsk.o1 | Mechanisms exist to facitate the implementation o srategi, operational and tatica B
risk controls.
<ecare Engineeri Mechanisms exist to faciltate the of ind gnized
Functional intersects with ® ® SEA-01 |& data privacy practices in design, i fon and H
Principles
of sustems and services.
Centralized exist to centrall g th d d
Functional intersects with | of Cybersecurity & Data | SEA-01.1 of & data privacy controls and related processes. 5
Privacy Controls
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Functional itersects with | ATETMent With Enterprise | (| recognize leading practices, with consideration forcybersecurity & data privacy s
Architecture principles that addresses risk to organizational operations, assets, individuals, other
o tto compel data and/or
CC5.1-POF1 | Integrates With Risk Assessment Functional intrsectswith | Cybarsecunty & Data | GOV-IS. |cybersecurity & dataprivcy pactice or each systemn, appcaion and/or senice under| 5
Protection Practices their control.
Defining Business Context Mechanisms exist to define the context of ts business model and document the
Functional intersects with o GOV-08 [ mission of the organization. H
CC5.1-POF2 [ Considers Entity-Specific Factors
o tto compel data and/or
Functional intersectswith | Cybersecurity & Data | GOV-15 . data praacy practices fo eachaysem, applcation andfor sevice under 5
Protection Practices their control.
o i tto compel data and/or
CC5.1-POF3 [ Determines Relevant Business Processes Functional intrsectswith | Cybrsecunty & Data | GOV-IS. |cybersecurity & dataprivcy pactice or each systemn, apicaion and/or senice under| 5
Protection Practices their control.
o i tto compel data and/or owners
CC5.1-POF4 | Evaluates a Mix of Control Activity Types Functional intersectswith |  Cybersecurity &Data | GOV-1S |cybersecurity & data privacy practices for each system, application and/or service under| 5
Protection Practices their control.
o i tto compel data and/or
Functional intrsectswith | Cybersecunty & Data | GOV-IS. |cybersecurity & dataprivcy pactice or each system, aptcaion and/or senice under| 5
CC5.1-POF5 [ Considers at What Level Activities Are Applied Protection Practices their control.
ronctiona! tersects with Targeted Capability | o TMechanisms exist to define and identify targeted capabilty maturity levels S
WMaturity Levels
o i tto compel data and/or
Functional intrsectswith | Cybrsecunty & Data | GOV-IS. |cybersecurity & dataprivcy pactice or each system, apcaion and/or senice under| 5
CC5.1-POF6 [ Addresses Segregation of Duties Protection Practices their control.
Mechanisms exist to implement and maintain Separation of Duties (SoD) to prevent
Functional intersects with | Separation of Duties (soD) | HRs-11 P i3 (sob)top 5
potential activity without collusion.

Intemational (CC 8VHD .0)

Secure Controls Framework (SCF)
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Cybersecurity & Data t to facilitate the of & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 5
& data privacy obiectives.

Mechanisms exist to assess cybersecurity & data privacy controls in system project
development to determine the extent to which the controls are implemented correctly,

Cybersecurity & Data

Functional intersects with Privacy In Project PRVI-04 ! " 5
operating as intended and producing the desired outcome with respect to meeting the
Management
identify cri roni
Cybersecurty & Data Mechanisms exist o identify criticalsystem components and functions by performing a
criticality analysis for critical systems, system components or services at pre-defined
Functional intersects with Privacy Requirements | PRM-05 H
Definition decision points in the Secure Development Life Cycle (SDLC).

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

€Cs.2 COSO Principle 11
) ) Secure Development Lfe ‘Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersectswith | e v || PRM-07 |l (SDLO)arecontrlld through formalchange contrl rocecures. s
ronctiona! itersectswith | Business Impact Analysis | o [Mechanisms exist to conduct a Business Impact Analyss (BIA) to dentify and assess S
(BIA) and data protection risks.
‘Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. - Data Protection Impact
Functional intersects with oo (o || #5610 [applictions and sevice thatstore,process and/or transmit ersonsl ta (D) to s
identify and remediate reasonably-expected risks.
. g aned
Functional intersects with Secuie Enaineetine | seao1 |a data privacy practices in design, and 5
rinciples of systems and services.
" " st to facilitate the of tailored and
Functional intersects with | 169108V DVEIOPMENt | o1 |acquisiion stategies, contract toos and procurement methods to meet unique s
cquisition business needs.
Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Functional intersects with (MVP) Security TDA02 [established to define a Minimum Viable Product (MVP). s
CC5.2-POF1 | Determines Dependency Between the Use of Technology in Business Processes and Technology General Controls Functional equal Asset:Service AsT-01.1 |Mechanisms exist to identify and assess the security of technology assets that support 10
more than one critical business function.
Control Applicat tto applicability Tor
Functional intersectswith | Boundary Graphical | AST-04.2 |systems, applications, services and third parties by graphically representing applicable s
CC5.2-POF2 Establishes Relevant Technology Infrastructure Control Activities
Mechanisms exist to document and validate the scope of cybersecurity & data privacy
Functional intersects with Compliance Scope CPL-01.2 |controls that are determined to meet statutory, regulatory and/or contractual 5
compliance obligations.
t to configure sy to provi ‘essential capabilities by
Functional intersects with Least Functionality CFG-03 [specifically prohibiting or restricting the use of ports, protocols, and/or services. 5

) - Role-Based Access Control Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and

CC5.2-POF3 | Establishes Relevant Security Management Process Controls Activities Functional intersects with RBAG) 1AC-08 | resources that applies need-to-know and fine-grained access control for s
i data access.

Mechanisms exist to utilize the concept of least privilege, allowing only authorized

Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5

business functions.

t to facilitate the of tailored and
TOA-0L  [acquisition strategies, contract tools and procurement methods to meet unique 10
business needs.

Mechanisms exist to establish, maintain and disseminate cybersec
protection policies, standards and procedures.

Technology Development

CC5.2-POF4  [Establishes Relevant Technology Acquisition, Development, and Maintenance Process Control Activities Functional equal auisition

&data

Publishing Cybersecurity &

Functional intersects with Data Protection GOV-02 5
Documentation
inclt
perodic Review & Update Wechanisms exist o eview the cybersecurity & data privacy program, including
policies, standards and procedures, at planned intervals or if significant changes occur
Functional intersects with | of Cybersecurity & Data | GOV-03 5
to ensure their continuing suitabilty, adequacy and effectiveness.
Protection Program
€Cs.3 COSO Principle 12 5t to ensure that all lated positions are staffed by qualif
Competency Requirements individuals who have the necessary skil set
Functional intersects with for Security-Related HRS-03.2 v . 5
Positions
rometions tersectswith | Oy Personnel | o o T Miechanisms exist to govern third-party personnel by reviewing and monitorng third- S
Security. party icy roles and
] } Mechanisms exist to identify and document Standardized Operating Procedures (SOP),
Standardized Operating " " N
Functional intersects with OPS-01.1 |or similar documentation, to enable the proper execution of day-to-day / assigned H
Procedures (SOP)
tasks.
e B e
Functional intersects with Data Protection Gov-02 |” policies, P g 5
CC5.3-POF1 [ Establishes Policies and Procedures to Support Deployment of Management's Directives Documentation
Mechanisms exist to incorporate cybersecurity & data privacy principles into Business
. - Business As Usual (BAU|
Functional intersects with 1BAU) | Gov-14. [as Usual (BAU) practices through executive leadership involvement. 5
Secure Practices
‘Assigned Cybersecurity & t to assign one or ‘qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 | resources to centrally-manage, coordinate, develop, implement and maintain an 5
ibilitie enterprise id ity & data protection program.
Stakeholder Accountabilt Mechanisms exist to enforce an accountability structure so that appropriate teams and
CC5.3POF2  |Establishes Responsibility and Accountability for Executing Policies and Procedures Functional intersects with o hecountabiity | Gov-00.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
tto ibilities for all personnel.
Functional intersects with Roles & Responsibilities HRS-03 5
] ) Standardized Operating t to identify and document Operating Procedures (SOP),
Functional intersects with 0P5-01.1 or similar documentation, to enable the proper execution of day-to-day / assigned s
Procedures (SOP)
tasks.
Mechanisms exist to define supporting business processes and implement appropriate
CC5.3POF3  [Performs in a Timely Manner overnance and service management to ensure appropriate planning, delivery and
Functional Intersects with Service Delivery Ops.3 |UPPOrt of the organization's technology capabiltes supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
i I 1.
ronctionat orsects with ok Romedintion sxo6 | Mechanisms exist to remediate risks to an acceptable level S
CC5.3POF4  [Takes Corrective Action e P T B
ronctiona! orsects with v o ‘exist to ensure that vulnerabilities are properly identified, tracked an S
Process.
Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Al & Autonomous (AAT)-related operator and practitioner proficiency requirements for Artificial
Functional intersects with [ Technologies Stakeholder | AAT-13.1 P P P yred 5
: Intelligence (A1) and Autonomous Technologies (AAT) are defined, assessed and
Competencies
CC5.3-POFS. Performs Using Competent Personnel
t to ensure that all lated positions are staffed by quall
Competency Requirements individuals who have the necessary skil set
Functional intersects with for Security-Related HRS-03.2 v . 5
Positions
inclt
perodic Review & Update Wechanisms exist o eview the cybersecurity & data privacy program, including
policies, standards and procedures, at planned intervals or if significant changes occur
Functional equal of Cybersecurity & Data GOV-03 he bil d d effe 10
CC5.3-POF6 | Reassesses Policies and Procedures Protection Program 00 ansurs their continulng sultability, adequacy and effectivensss.
Functional intersects with | Weasures of Performance | GOv-0s_| Mechanisms exit to develop, report and monitor cybersecurity & data privacy program S
measures of
Use of Cryptographic Mechanisms exist to facilitate the of i tecti trols
Functional intersects with e CRY-01 |using known and trusted s
Functional ntersects with rernsm\sslon CRv-03 | Cryptographic mechanisms exist to protect the confidentialty of data being S
Cryptograp! i st t t ized discl f data at rest
Functional intersects with | Encrypting Data At Rest | CRY-05 exist to prevent isclosure of data at res 5
public Key nfrastracture Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI)
Functional intersects with v CRY-08 |infrastructure o obtain PKI services from a reputable PKI service provider. s
Cryptc hic K St e il ic ke itrols t tect the
Functional intersects with Yptographic Key CRY-09 ° " controlsto protect the s
integrity and availabilty of keys.
Mechanisms exist to facilitate the production and management of symmetric
Functional intersects with Symmetric Keys CRY-09.1 |cryptographic keys using Federal Information Processing Standards (FIPS)-compliant key 5
technology and processes.
Mechanisms exist to facilitate the production and management of asymmetric
i i i )-¢ liant ke
Functions! tersects with neymmetrckeys | CRy.o0.2 |€FYPLO8raphic keys using Federal nformation Processing Sandards (FPS)-compliant key s
management technology and processes that protect the user’s private key.
I
ronctionat orsects with Identity & Access Iaco1 | Mechanisms exist to faciltate the implementation of identification and access S
(1AM) controls.
dentification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with Authentication for IAC-02 |(AAA) organizational users and processes acting on behalf of organizational users. H
O Users
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with | Authenticati IAC-03 | (AAA) third-party users and processes that provide services to the organization, H
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Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
i i Identification &

Functional intersects with IAC-04 | (AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices .

based and replay resistant.

Identification & Mechanisms exist to identify and authenticate third-party systems and services.
Functional intersects with | Authentication for Third | 1AC-05 5
Party Systems & Services

Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and

N - Role-Based Access Control
Functional intersects with on0) IAC-08 [ resources that applies need-to-know and fine-grained access control for 5
ccon The entity implements logical ty software, and protected i data access.
- information assets to protect them from security events to meet the entity's objectives. Identifier t to govern naming standards for usernames and systems.
Functional intersects with 1AC-09 5
(User Names)
User Identity (ID) st to ensure proper user for

Functional intersects with v (10) 1AC09.1 prop 5

users and
Authenticator st to securely manage i for users and devices.

Functional intersects with 1AC10 YV manag 5
Mechanisms exist to ensure vendor-supplied defaults are changed as part of the

Functional intersects with | Vendor-Supplied Defaults | 1AC-10.8 PP gedasp 5
installation process.
Mechanisms exist to proactively govern account management of individual, group,

Functional intersectswith | Account Management | 1AC-15 s v & & group 5
svstem, service, application, guest and temporary accounts.

Privileged Account Mechanisms exist to restrict and control ileged access rights for users and services.

Functional intersects with & 1AC16 & © 5
Mechanisms exist to enforce Logical Access Control (LAC) permissions that conform to

Functional intersects with Access Enforcement 1AC20 ¢ (Lhcye 5

the principle of "least privilege.”

Mechanisms exist to utilize the concept of least privilege, allowing only authorized

Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
ional business functions.

Network Security Controls t to develop, govern & update procedures to facilitate the
Functional intersects with NET-01 5
(NsQ) of Network Security Controls (NSC).
Mechanisms exist to monitor and control communications at the external network
Functional intersectswith | Boundary Protection | NET-03 5
boundary and at key internal boundaries within the network.
Mechanisms exist to limit the number of concurrent external network connections to
Functional intersects with [ Limit Network Connections | NET-03.1 | ™ 5
Mechanisms exist to design, implement and review firewall and router configurations to
. | Data Flow Enforcement -
Functional intersects with ¢ NET-04 |restrict connections between untrusted networks and internal systems. s
Access Control Lists (ACLs)
external system Mechanisms exist to prohibit the direct connection of a sensitive system to an external
Functional intersects with P NET-05.1 [ network without the use of an organization-defined boundary protection device. 5
Mechanisms exist to ensure network architecture utilizes network segmentation to
. . Network Segmentation
Functional intersects with " NET-06 |isolate systems, applications and services that protections from other network s
(macrosegementation)
resources.
tto implement security subnets to tools
Security Management ner intern,
Functional intersects with ¥ Mhanag Ner-os.1 | s from otheri system by s
Subnets separate subnetworks with managed interfaces to other components of the system.
i T i
Functional subset of Asset Governance asT.o1 | Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement 10
and manage asset controls.
Mechanisms exist to perform inventories of technology assets that.
« Accurately reflects the current systems, applications and services in use;
 Identifies authorized software products, including business justification details;
«Is at the level of granularity deemed necessary for tracking and reporting;
Functional intersects with Asset Inventories AST02 8 v v € and reporting, 5
 Includes organization-defined information deemed necessary to achieve effective
CC6.1-POF1 | Identifies and Manages the Inventory of Information Assets property accountability; and
«Is available for review and audit by designated organizational personnel.
Mechanisms exist to determine cybersecurity & data privacy control applicability by
i i ropri i v
Functional ntersects with | Asset Scope Classifiction | AST-04.1 | 4€ntfYng.assgning and documenting the appropriate aset scope categorization fo s
all systems, applications, services and personnel (internal and third-parties).
in accor i
Functional tersects with | Data & Asset Classfication |  DCH.0z | MIEChanisms exist o ensure data and assets are categorized i accordance with B
applicable statutory. regulatory and contractual
il i
Functional bsetof | mformation Assurance (1A][ " [ Mechanisms exist o facitate the implementation of cybersecurity & data privacy 0

Operations and ion controls.
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments IA0-02  [activities to determine the extent to which the controls are implemented correctly, 5
operating as intended and producing the desired outcome with respect to meeting

CC6.1POF2  [Assesses New Architectures expected
ocure Enginaeri Mechanisms exist to faciltate the of ind gnized
Functional intersects with ® ® SEA-01 |& data privacy practices in design, i fon and H
Principles
of svstems and services.
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Functional tersects with | ABIent With Enterprise | | recognized leading practices, with consideration forcybersecurit & data privacy s
Architecture principles that addresses risk to organizational operations, assets, individuals, other
tto facilitate the of and access
Identity & A .
Functions! bsetof entity & Access ncor |management contols. 0
Management (IAM)
Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
Functiona! tersects with | Authenticate, Authorize || solutions, both on-premises and those hosted by an External Service Provider (ESP). s
and Audit (AAA)
dontiication & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
s Lot i izational users.
CC6.1-POF3  [Restricts Logical Access Functional intersects with Authentication for 1ac.op |{AAA) organizational users and processes acting on behalfof organizational users s
Organizational Users
domtifcaton & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functiona! itersects with | Authontionton o on- | 1ac.o3 | /VAA) third-party users and processes that provide services to the organization. s
Organizational Users
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Identification & ices bef ! i ] i
Functions! tersects with entification JAos | (AAR) devices before establishing a connection usin bidirctional authentication tha s s
Authentication for Devices cryptographically- based and replay resistant.
Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
Functiona! tersects with | Authenticate, Authorize | | solutions, both on-premises and those hosted by an External Service Provider (ESP). s
and Audit (AAA)
dontiication & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
. i izational users.
CC6.1-POF4  |Identifies and Authenticates Users Functions! Intersects with Ahontiation for 1AC.oa | {AAA) organizational users and processes acting on behalf of organizational users. s
Organizational Users
domtifcaton & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functiona! tersects with | Authontionton o non- | 1ac.03 | /VAA) third-party users and processes that provide services to the organization. s
Organizational Users
tto facilitate the of cloud Controls to
Functional intersects with Cloud Services CLD01 [ ensure cloud instances are secure and in-line with industry practices. 5
tto utiize a Cloud ity Broker (CASE), or similar
Cloud Access Security i
Functions! tersects with loud Access Securty |, [technology,to provide boundary protection and monitoring functions that both provide s
Broker (CASB) access to the cloud and protect the organization from misuse of cloud resources.
Mechanisms exist to develop, govern & update procedures to facilitate the
Network Security Controls
Functional intersects with o NET-01 [implementation of Network Security Controls (NSC). 5
(CC6.1-POF5  |Considers Network Segmentation (macrosegementation) (NSC)
; Mechanisms exit to treat al users and devices as potential threats and prevent access
Zero Trust Architecture y
Functional intersects with s NET-01.1 [to data and resources until the users can be properly authenticated and their access 5
authorized.
Mechanisms exist to monitor and control communications at the external network
Functional intersectswith | Boundary Protection | NET-03 |boundary and at key internal boundaries within the network. 5
Mechanisms exist to route all remote accesses through managed network access
Managed Access Control "
Functional intersects with posion NET-14.3 [ control points (e.g., VPN concentrator). 5
‘exist to design, implement and review firewall and router 0
Data Flow Enforcement - ! .
Functional intersects with NET-04 | restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)
CC6.1POF6 | Manages Points of Access
‘exist to route all remote accesses through managed network access
Managed Access Control "
Functional intersects with posion NET-14.3 [ control points (e.g., VPN concentrator). 5
Mechanisms exist to develop, document and maintain secure baseline configurations
System Hardening Through ntand main "
Functional intersects with CFG-02 | for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
exist to configure systems to provide only essential capabilities by
Functional intersects with Least Functionality | CFG-03 | specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
CC6.1-POF7  [Restricts Access to Information Assets
Mechanisms exist to faciltate the implementation of identification and access
Identity & Access
Functional intersects with IAC01 [ management controls. 5

Management (IAM)

e Secure Controls Framework (SCF) 190138




Set Theory Relationship Mapping (STRM) AICPA 2017 Trust Services Criteria (TSC) Version 2024.2
Revised Points of Focus - 2022 5/2212024

Strength of
Relationship Notes (optional)
(optional)

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to utilize the concept of least privilege, allowing only authorized

Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
ional business functions.
dentity & Access t to facilitate the of and access
Functional subset of 1AC-01 3 10
Management (1AM) management controls.
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with Authentication for IAC-02 | (AAA) organizational users and processes acting on behalf of organizational users. 5
Organi Users

CC6.1-POF8 | Manages Identification and Authentication

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
i i Identification &

Functional intersects with . IAC-04 | (AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices .

based and replay resistant.

Identification & Mechanisms exist to identify and authenticate third-party systems and services.
Functional intersects with | Authentication for Third | 1AC-05 5
Party Systems & Services

Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement
and manage asset management controls.

Functional intersects with Asset Governance AST-01 5
Mechanisms exst to faciltate the implementation of identification and access
Identity & Access. it itrols.
Functional intersects with v IAcop | Management controls. 5
Management (IAM)
€C6.1-POF9. Manages Credentials for Infrastructure and Software
t to facilitate the. o & data privacy
Infi ition A 1A) i .
Functions! intersects with | Iformation Assurance (1A) [ |assessment and authorization contrls, s
Operations.
Mechanisms exist to ensure systems, projects and services are offically authorized prior]
to "go live" ducti t.
Functional intersectswith | Security Authorization | 1a0-07 | 8° llVe" In aproduction environmen 5
Use of Cryptographic Mechanisms exist to facilitate the of i tecti trols
Functional subset of VPtograp CRY-01 |using known and trusted 10
Controls
Functional ntersects with rernsm\ssion CRv-03 | Cryptographic mechanisms exist to protect the confidentialty of data being S
Functional ntersects with Transmission Integrity | CRy.oa | CTYPIOBraPhic mechanisms exit o protect the interity o data being transmitted. S
Cryptograp! i st t t ized discl f data at rest
Functional intersects with | Encrypting Data At Rest | CRY-05. exist to prevent isclosure of data at res 5
public Key nfrastracture Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI)
CC6.1-POF10 | Uses Encryption to Protect Data Functional intersects with Y CRY-08  infrastructure or obtain PKI services from a reputable PKI service provider. 5
Crypte hic K t t il ic ke itrols t tect the
Functional intersects with fYptographic Key CRY-09 © " controls to protect the 5
integrity and availability of kevs.
Mechanisms exist to facilitate the production and management of symmetric
Functional intersects with Symmetric Keys CRY-09.1 |cryptographic keys using Federal Information Processing Standards (FIPS)-compliant key 5
technology and processes.
Mechanisms exist to facilitate the production and management of asymmetric
i i i ) liant ki
Functions! tersects with neymmetrckeys | CRy.o0.2 |€FYPLO8raphic keys using Federal nformation Processing Standards (FPS)-compliant key s
management technology and processes that protect the user’s private key.
ee of Cryptomrapnic Mechanisms exist to faciltate the of tect ol
Functional intersects with CO'::’W‘E P! CRY-01 | using known public standards and trusted cryptographic technologies. H
i Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI)
Public Key Infrastructure " U
Functional intersects with ol CRY-08 |infrastructure or obtain PKI services from a reputable PKI service provider. 5
Crmtoganhie Ko exist to facil key controls to protect the
Functional subset of ryptographic Key CRY-09 | confidentiality, integrity and availability of keys. 10

Management

Mechanisms exist to facilitate the production and management of symmetric

Functional intersects with Symmetric Keys CRY-09.1 ic keys using Federal Information Processing Standards (FIPS)-compliant key H
technologv and processes.

Mechanisms exist to facilitate the production and management of asymmetric

cryptographic keys using Federal Information Processing Standards (FIPS)-compliant key

CC6.1-POF11  |Protects Cryptographic Keys

Functional intersects with Asymmetric Keys CRY-09.2 " 5
management technology and processes that protect the user's private key.
Cryptographic Key Loss or Mechanisms exist to ensure the availability of information in the event of the loss of
Functional intersects with | <Y c"mge v CRY-09.3 |cryptographic keys by individual users. s
it to facilitate i of ic and asymmetric
. . Control & Distribution of
Functional intersects with ! CRY-09.4 | cryptographic keys using industry recognized key management technology and s
Cryptographic Keys
brocesses.
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
N - Role-Based Access Control
Functional intersects with on0) IAC-08 | resources that applies need-to-know and fine-grained access control for 5
if data access.
CC6.1-POF12  [Restricts Access to and Use of Confidential Information for Identified Purposes Functional intersects with AccessToSensitive /| |\ 5 t to limit access data to only those individuals S
Regulated Data whose iob reauires such access.

Mechanisms exist to utilize the concept of least privilege, allowing only authorized

Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
ional business functions.

Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and

. . Role-Based Access Control
Functional intersects with RBAG) IAC-08 | resources that applies need-to-know and fine-grained access control for 5
it data access.
t to limit access it data to only those individuals
i . Access To Sensitive /
Functional intersects with 1AC-20.1 [whose job requires such access. 5
Regulated Data
t to utilize the concept of least privilege, allowing only authorized

Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
ional business functions.

Mechanisms exist to ensure Personal Data (PD) is protected by security safeguards that

Functional intersects with | Security of Personal Data | PRI-01.6 |are sufficient and appropriately scoped to protect the confidentiality and integrity of 5

CC6.1-POF13  |Restricts Access to and the Use of Personal Information

Mechanisms exist to address the use of Personal Data (PD) for internal testing, training
and research that

Internal Use of Personal
« Takes measures to limit or minimize the amount of PD used for internal testing,

Functional intersects with | Data For Testing, Training | PRI-05.1 5
v Rosemrch training and research purposes; and
« Authorizes the use of PD when such information is required for internal testing,
training and research.
o Mechanisms exist to utilize a formal user registration and de-registration process that
User Provisioning & De- ”
Functional intersects with 1AC-07 |governs the assignment of access rights. 5
Provisioning
Prior to issuing system credentials and granting system access, the entity registers and authorizes new internal ‘Mechanisms exist to revoke user access rights following changes in personnel roles and
cc62 and external users whose access is administered by the entity. For those users whose access is administered by Functional intersects with | Change of Roles & Duties | IAC-07.1 |duties, if no longer necessary or permitted. 5

the entity, user system credentials are removed when user access is no longer authorized.

. Mechanisms exist to periodically-review the privileges assigned to individuals and
Periodic Review of Account| . i
Functional intersects with IAC-17 |service accounts to validate the need for such privileges and reassign or remove H

Privileges
orivileges. as necessarv.
Mechanisms exist to utiize a formal user registration and de-registration process that
User Provisioning & De- overns the assignment of access rights.
Functional intersects with & 1aco7 [ & © 5
Provisioning
Mechanisms exist to revoke user access rights following changes in personnel roles and
CC6.2-POF1 [ Creates Access Credentials to Protected Information Assets Functional intersects with | Change of Roles & Duties | 1ac-07,1 | dUtiesif no longer necessary or permitted. 5
Mechanisms exist to ensure management approvals are required for new accounts or
Management Approval For changes in permissions to existing accounts.
Functional intersects with 8 PP 1AC-28.1 ges in p J 5
New or Changed Accounts
Mechanisms exist to revoke user access rights following changes in personnel foles and
Functional intersectswith | Change of Roles & Duties | IAC-07.1 duties, f no longer necessary or permitted. 5
Automated mechanisms exist o disable inactive accounts after an organization-defined
Functional intersectswith | Disable Inactive Accounts | 1AC-15.3 |time period. s
CC6.2-POF2 |Reviews Validity of Access Credentials
%o review all system accounts and disable any account that cannot be
Functional intersectswith | System Account Reviews | IAC-15.7 |associated with a business process and owner. 5

Mechanisms exist to periodically-review the privileges assigned to individuals and
i | Periodic Review of Account
Functional intersects with IAC-17 |service accounts to validate the need for such privileges and reassign or remove. 5

Privileges h
privileges, as necessary.
Mechanisms exist to adjust logical and physical access authorizations to systems and
Functional intersects with Personnel Transfer HRS-08 |facilities upon personnel reassignment or transfer, in a timely manner. 5
Mechanisms exist to govern the termination of individual employment.
Functional intersectswith | Personnel Termination | HRS-09 & ploy 5
CC6.2POF3  |Prevents the Use of Credentials When No Longer Valid Functional intersects with User Provisioning & De- | " [ Mechanisms exist to utilize a formal user registration and de-registration process that R
Provisioning zoverns the assignment of access rights.
st to review all system its and disable any account that cannot be
Functional intersects with | System Account Reviews | 1AC-15.7 " v 5

associated with a business process and owner.
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
) [ periodic Review of Account, Mechanisms exist to periodically-review the privileges assigned to individuals and
Functional intersects with it IAC-17 [ service accounts to validate the need for such privileges and reassign or remove s
& privileges, as necessary.
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
The entity authorizes, modifies, or removes access to data, software, functions, and other protected information
‘ other p Role-Based Access Control resources that applies need-to-know and fine-grained access control for
6.3 assets based on roles, responsibilities, or the system design and changes, giving consideration to the concepts of | Functional equal 1AC-08 _ 10
. (RBAC) sensitive/regulated data access.
least privilege and segregation of duties, to meet the entity’s objectives.
ronctiona! tersects with | US€T Provisioning & De- | [ Mechanisms exst o utlze a formal user regitration and de-registration process that S
Provisioning governs the assignment of access rights.
. . ) Mechanisms exist to revoke user access rights following changes in personnel roles and
CC6.3-POF1 [ Creates or Modifies Access to Protected Information Assets Functional intersects with _ | Change of Roles & Duties | IACO7:1 |4, s, if o longer necessary or permitted. °
Mechanisms exist to ensure management approvals are required for new accounts or
Management Approval For - «
Functional intersects with IAC-28.1 | changes in permissions to existing accounts. 5
New or Changed Accounts
runctional mersecswitn | V<TROoTE 80 | acor Me:ham::\s exist to ux:\-z: aformal erregaton and de-registration process that B
CC6370F2 | Removes Acces o rotected nformation Assets roviioning ovens the ssment ofsces ights, e
" ¢ i r
Functional ntersects with | Change of Roles & Duties | 1AC.07.1 | MEChanisms exist to evoke user access ightsfollowing changes n personnel roles an S
guties, if no longer necessary or permitted.
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
Role-Based Access Control
CC6.3-POF3  [Uses Access Control Structures Functional equal oA0 IAC-08 | resources that applies need-to-know and fine-grained access control for 10
data access.
Mechanisms exist to periodically-review the privileges assigned to individuals and
dic Review of Account . h
CC6.3-POF4 [ Reviews Access Roles and Rules Functional equal o IAC17  [service accounts to validate the need for such privileges and reassign or remove 10
& orivileges. as necessary.
ilitate the op: ical rotecti
Physical & Ervironmental exist to facilitate of physical and protection
Functional intersects with PES-01 | controls. 5
Protections
S Physical access control mechanisms exist to maintain a current lst of personnel with
Functional intersects with \ Yh PES-02 |authorized access to organizational facilties (except for those areas within the facility H
The entity restricts physical access to facilties and protected information assets (for example, data center uthorizations officially desiznated as publicly accessible).
cces faciities, backup media storage, and other sensitive locations) to authorized personnel to meet the entity’s Physical access control mechanisms exist to authorize physical access to facilties based
objectives. Functional intersects with | Role-Based Physical Access| PES-02.1 |on the position or role of the individual 5
Physical access control mechanisms exist to enforce physical access authorizations for
all physical access points (including designated entry/exit points) to faciities (excludiny
Functional intersects with | Physical Access Control | PEs-03 (3 P™ points £ Clecle /e points) ( © 5
those areas within the facilty officially designated as publicly accessible).
o fac peration of physical and envi protection
ical & Envi |
Functional intersects with | PPYEICe & Environmental | peg ) | ooyl 5
Protections
Physical access control mechanisms exist to maintain a current lst of personnel with
. . Physical Access.
Functional intersects with A PES-02 |authorized access to organizational faciities (except for those areas within the faciity 5
officially designated as publicly accessible).
CC6.4-POF1 [ Creates or Modifies Physical Access Physical access control mechanisms exst to authorize physical access to facilities based
Functional intersects with [ Role-Based Physical Access | PES-02.1 [on the position or role of the individual. 5
Physical access control mechanisms exist to enforce physical access authorizations for
I physical i i liti i
Functional ntersectswith | Physical Access Control | pes.g3 |71 Physical acces points(incluing designated entry/eit points) o aciie (excluding s
those areas within the facility offcially designated as publicly accessible).
Tlitate the op: ical rotecti
Physical & Ervironmental exist to faciltate of physical and protection
Functional intersects with PES-01 | controls. 5
Protections
exist to ensure visitor badges, or other issued are
Functional intersects with | Visitor Access Revocation | PES-06.6  [surrendered before visitors leave the facility or are deactivated at a pre-determined 5
time/date of expiration.
S Physical access control mechanisms exist to maintain a current lst of personnel with
CC6.4-POF2  [Removes Physical Access Functional intersects with v PES-02 |authorized access to organizational facilities (except for those areas within the facility 5
Authorizations
officially designated as publicly accessible).
rol isms exis ical it
runctional ntersects with | Role-Based Physical Access | pes.0.1 | TYeIcal access control mechanisms exstto authorize physical access o facities based S
on the position or role of the individual
Physical access control mechanisms exist to enforce physical access authorizations for
all physical access points (including designated entry/exit points) to faciities (excludiny
Functional intersects with | Physical Access Control | Pes-03 (3 P points { £ el /et points) ( © 5
those areas within the facilty officially designated as publicly accessible).
10 ensure that empl d third-party users return all
Functional intersects with Return of Assets AST-10 [ organizational assets in their possession upon termination of employment, contract or s
CC6.4-POF3  [Recovers Physical Devices agreement.
o i d assets upon termination of an
Functional intersects with Asset Collection HRS-09.1 " P H
individual's
Physical access control mechanisms generate a log entry for each access attempt
Functional intersects with Physical Access Logs | PES03.3 |11V o emes, eentry P 5
CC6.0-POF4  |Reviews Physical Access ;h"’““ : controlie ‘("El’ess a':‘ CRIESS ‘?°"’(“5' PP o PPt
sical access control mechanisms exist to monitor for, detect and respond to physica
Functional equal Monitoring Physical Access| PEs-05 [ " pondtophy 10
security incidents.
tto facilitate the o data protection controls.
Functional subset of Data Protection DCH-01 10
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system components
Functional intersects with | Destruction or Re-Use of | AST-09 using organization-defined techniques and methods to prevent information being s
Equipment recovered from
Mechanisms exst to securely dispose of media when it is no longer required, using
Functional intersects with | Physical Media Disposal | DCH-08 formal procedures. 5
Mechanisms exist to sanitize system media with the strength and integrity
The entity discontinues logical and physical protections over physical assets only after the ability to read or Functional intersects with | System Media Sanitization | DCH-09 with the or sensitivity of the information prior to disposal, s
6.5 recover data and software from those assets has been diminished and is no longer required to meet the ent release out of ional control o release for reuse.
objectives. Mechanisms exist to securely dispose of, destroy or erase information.
Functional intersectswith | Information Disposal | DCH-21 s
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Personal Data Retention & - i s, i !
Functions! intersects with | Personal Data Retention & | | « Dispose of, destroys, erases, and/or anonymizes the PD, regardiess of the method of s
Disposal storage; and
- Use organization-defined techniques or methods to ensure secure deletion or
estruction of PD (including originals, copies and archived records)
CC6.5-POF1__|Removed from T5C 2017 WA N/A WA NA WA 5 Removed from T5C 2017
Mechanisms exist to securely dispose of, destroy or repurpose system components
Secure Dispose, singorgaization-define techniques and methocs to prevent information b
Functional intersects with | Destruction or Re-Use of | AST-09 & oré o P e s
recovered from these components.
Equipment
Mechanisms exist to securely dispose of media when it is no longer required, using
formal procedures.
Functional intersects with | Physical Media Disposal | DCH-08 s 5
Mechanisms exist to sanitize system media with the strength and integrity
i ification or sensitivi information pri l
Functional ntersects with | System Meia Sanitiation | DCH.op | CTMENSUrate with the classiiation orsensitvity of th information pror o disposal, 5
release out of organizational control or release for reuse.
CC6.5-POF2
Mechanisms exist to securely dispose of, destroy or erase information.
Functional intersectswith | Information Disposal |  DCH-21 5
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Personal Data Retention & - i s, i !
Functions! intersects with | Personal Data Retention & | | « Dispose of, destroys, erases, and/or anonymizes the PD, regardiess of the method of s
Disposal storage; and
- Use organization-defined techniques or methods to ensure secure deletion or
estruction of PD (including originals, copies and archived records)
i
Functional tersects with Identity & Access IaCor_|Mechanisms existto faclitate the implementation of identification and access B
1AM) controls.
§ ) exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
Authenticate, Authorize ' : P
Functional intersects with IAC01.2 [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
and Audit (AAA)
T i 7 i
runctional ntersects with | Network Security Controls | " Mechanisms exist to develop, govern & update procedures to faciltate the B
(NSC) of Network Security Controls (NSC).
exist to functions as a layered structure that minimizes
Functional ntersects with | Layered Network Defenses | Ner.oz | Meractions between layers o the design and avoids any dependence by lower layers s
on the functionality or correctness of higher layers.
ronctiona! tersectswith | Boundary Protection | ner.o3 | Mechanisms exist o monitor and control communications at the externalnetwork S
boundary and at key internal boundaries within the network.
ronctiona! Inersectswith | Uit Netor Connetions| Ner3.1 | eSS existt i the b of concurent eteral nework connectos S
ata Flow Enforcement - Mechanisms exist to design, implement and review firewall and router configurations to
The entity implements logical access security measures to protect against threats from sources outside its system | Functional intersects with ¢ NET-04 |restrict connections between untrusted networks and internal systems. s
cc66 Access Control Lists (ACLs)
boundaries.
Mechanisms exist to configure firewall and router configurations to deny network traffic
Functional inersectswith | DEYTAEby Defaut & | o cetwork rffic by excepton (e g, deny i permit by excention) 5
Allow Traffic by Exception [Py 'y except 8., deny all, pe 'y exception).
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Mechanisms exist to monitor De-Militarized Zone (DMZ) network segments to separate.

Functional intersects with DMZ Networks NET-08.1 5
untrusted networks from trusted networks.
) ) safeguarding Data Over Cryptographic mechanisms exist to implement strong cryptography and security
Functional intersects with NET-12 | protocols to safeguard sensitive/regulated data during transmission over open, public 5
Open Networks
networks.
Mechanisms exist to protect external and internal wireless links from signal parameter
itoring f incl i
Functional intersects with | Wireless Link Protection | NET-12.1 |126ks through monitoring for unauthorized wireless connections, ncluding scanning s
for unauthorized wireless access points and taking appropriate action, if an
connection is discovered.
Tity, integri labilty of el
Functional tersectswith | Electronic Messaging | Ner13_| Mechanisms existto potect the confidentialty, integrity and availabilty o electronic B
messaging
i on-
Functional tersects with emote Access NET1a | Mechanisms exit to define, control and review organization-approved, secure remote B
access methods.
T i 7 i
Functional ntersects with | Network Security Controls [ " Mechanisms exit to develop, govern & update procedures to faciltate the B
(NSCQ) of Network Security Controls (NSC).
i |
Functional tersects with soundary Protection | Ner-o3| Mechanisms exist o monitor and control communications at the externalnetwork B
boundary and at kev internal boundaries within the network
lement and review firewal
CC6.6-POF1  [Restricts Access Data Flow Enforcement - existto desian, and router to
Functional intersects with NET-04 |restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)
figure firewall i i
unctonal | mersecswinn | DoV IRHEbYDeaut s | e, o e (g, sem o pormeiy enpiny | 3
Allow Traffic by Exception Y Y except B, denyall, p Y exception).
Use of Cryptographic Mechanisms exist to faciltate the of tect trol
Functional intersects with c;::’mf P! CRY-01 | using known public standards and trusted cryptographic technologies. H
i
Functional tersects with Identity & Access Acor exist to faciltate the implementation of identification and access B
1AM) controls.
. ) Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
Authenticate, Authorize ' ¢ . .
Functional intersects with 1AC01.2 [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
and Audit (AAA)
CC6.6-POF2 [ Protects Identification and Authentication Credentials d-Based ‘ T [ derati
runctional tersects with Ac101 exist to Tength and iespan considerations to ensure B
strong criteria for password-based
i i 7 i
Functional ntersects with | Network Security Controls [ " Mechanisms exit to develop, govern & update procedures to faciltate the B
(NSC) of Network Security Controls (NSC).
isms exis T T
sefeguarting Data Over Cryptographic mechanisms exist o implement strong cryptography and security
Functional intersects with NET-12 | protocols to safeguard sensitive/regulated data during transmission over open, public 5
Open Networks,
networks.
Tity, integri labilty of el
runctional tersectswith | lectronic Messaging | Ner13 | Mechanisms exist to protect the confidentialty, integrity and availabilty o electronic B
messaging
il i
Functional tersects with Identity & Access Iacor | Mechanisms existto failtate the implementation of identification and access B
1AM) controls.
§ ) Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
Authenticate, Authorize ' ¢ . .
Functional intersects with IAC01.2 [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
and Audit (AAA)
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for
« Remote network access;
. . Multi-Factor
Functional intersectswith | on () | 'ACO6 [ Third-pary systems, applications and/or sevices; and/ or s
« Non-cansole access to critical systems or systems that store, transmit and/or process
data,
CC6.6-POF3 [ Requires Additional Authentication or Credentials - | Adaptive & exist to allow individuals to utilize alternative methods of authentication
Functional intersects with 1AC-13 8 s
under specific or situations.
i i 7 i
runctional ntersects with | Network Security Controls [ " Mechanisms exit to develop, govern & update procedures to faciltate the B
(NSC) of Network Security Controls (NSC).
i |
Functional tersects with soundary Protection | Nerg3| Mechanisms exist o monitor and control communications at the externalnetwork B
boundary and at kev internal boundaries within the network
figure firewall i i
unctonal | mesecswinn | DMV IRHEbYDeaut s | e, o wcepion (g, sem o pormeiy gty | 3
Allow Traffic by Exception Y v exception (e.&., deny all, permit by exception).
i on-
runctional tersects with emote Access NET1a | Mechanisms exit to define, control and review organization-approved, secure remote B
access methods.
7 i
Network Sacurtty Controls Mechanisms exist to develop, govern & update procedures to facilitate the
Functional intersects with e NET-01 of Network Security Controls (NSC). 5
exist to functions as a layered structure that minimizes
Functional ntersects with | Layered Network Defenses | Ner.oz | Meractions between layers o the design and avoids any dependence by lower layers s
on the functionality or correctness of higher layers.
CC6.6-POF4 [ Implements Boundary Protection Systems
Mechanisms exist to monitor and control communications at the external network
Functional intersects with Boundary Protection | NET-03 |boundary and at key internal boundaries within the network. 5
Mechanisms exist to route all remote accesses through managed network access
. . Managed Access Control
Functional intersects with poson NET-14.3 [ control points (e.g., VPN concentrator). 5
Unsunported intemet Mechanisms exit to allow only approved Internet browsers and email clients to run on
Functional intersects with PH CFG-04.2 [systems. 5

Browsers & Emai

Cryptograph hanis dst to protect the confidentiality of data beif
Transmission ryptographic mechanisms exist to protect the confidentiality of data being

Functional intersects with CRY-03 |transmitted. 5
Confidentiality

Cryptograp! isms exist to prevent ized disclosure of data at rest.
Functional intersects with | Encrypting Data At Rest | CRY-05 5

of data protection controls.
Functional subset of Data Protection DCH-01 10

Mechanisms exist to restrict the use of types of digital media on systems or system
Functional intersects with Media Use DCH-10 |components. 5

Mechanisms exist to restrict removable media in accordance with data handling and

Functional intersects with | Removable Media Security | DCH-12  acceptable usage parameters. 5
67 The entity restricts the transmission, movement, and removal of information to authorized internal and external Functional Intersects with Use of External 13 Me“"zl"‘s'“s exist to “"E;" how E"‘:’"z‘ parties, systems and services are used to s
: users and processes, and protects it during transmission, movement, or removal to meet the entity’s objectives. unctional fntersects wi Information Systems 13 |securely store, process and transmit data.
Mechanisms exist to restrict or prohibit the use of portable storage devices by users on
Functional intersects with | Portable Storage Devices | DCH-13.2 [external systems. 5
Mechanisms exist to utilize a process to assist users in making information sharing
Functional intersects with Information Sharing DCH-14 | decisions to ensure data is appropriately protected. 5
Mechanisms exist to secure ad-hoc exchanges of large digital files with internal or
Functional intersects with Ad-Hoc Transfers DCH-17 |external parties. 5

Mechanisms exist to implement and govern Mobile Device Management (MDM)

Centralized Management | o o | 0eeheR s

Functional intersects with
unctional Intersects wi Of Mobile Devices

£l Device & Container- Cryptographic mechanisms exist to protect the confidentiality and integrity of

Functional intersects with MDM-03 |information on mobile devices through full-device or container encryption. 5
Based Encryption

Mechanisms exist to protect the confidentiality, integrity and availability of electronic
Functional intersects with Electronic Messaging | NET-13 [messaging communications. 5

Mechanisms exist to develop, document and maintain secure baseline configurations
System Hardening Through

Functional intersects with ! CFG-02 | for technology platforms that are consistent with industry-accepted system hardening s
Baseline Configurations
standards.
tto essential capabilities by
Functional intersects with Least Functionality | CFG-03 | specifically prohibiting or restricting the use of ports, protocols, and)/or services. s
Functiona! rersects with Hoc Transfers ey |Mechanisms exist o secure ac-hoc exchanges of arge digtal iles with internal or S
external parties.
CC6.7-POF1  |Restricts the Abiliy to Perform Transmission Prevent Unauthorized (Automated mechanisms exit to prevent the unauthorized exfiltration of
Functional intersects with NET-03.5 5
Exfiltration data across managed interfaces.
Fanctionst | sty | DTV by e8| e e scepion o8, o o pome by scoptom. | 5
Allow Traffic by Exception ol 'y except 8., deny all, pe 'y exception).
End-User Messagi tto prohibit th ion of i dat
Functional intersects with ne-User VessEIng | ner1p2 © prohibit the = 5
by end-user messaging
Automated mechani to implement Data Loss Prevention (DLP) to protect
Functional intersects with | Data Loss Prevention (DLP) | NET-17 | AUtomated mechanisms exist to implement Data Loss Prevention (DLP) to protec 5
sensitive information as it is stored, transitted and processed.
se of Coymtograpic Mechanisms exist to faciltate the. of ic protecti trol
Functional subset of 1YPtograp CRY-01 |using known and trusted 10

Controls

Cryptograph hanis dst to protect the confidentiality of data beif
Transmission ryptographic mechanisms exist to protect the confidentiality of data being

Functional intersects with CRY-03 |transmitted. 5
Confidentiality

€C6.7-POF2 | Uses Encryption Technologies or Secure Communication Channels to Protect Data

Cryptograp isms exist to prevent ized disclosure of data at rest.
Functional intersects with | Encrypting Data At Rest | CRY-05 5

t to facilitate the of data protection controls.
Functional intersects with Data Protection DCH-01 5
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Functional ntersects with | security of Assets & Media | AsT.05 | Mechanisms exist to maintain strct control over the internalor external distribution of s
any kind of media.
se of Cryptographic Mechanisms exist to faciltate the of ic protect trol
Functional subset of TYprograp CRY-01 |using known and trusted 10
Controls
ronctiona! tersects with Alternate Physical | oo exist to prevent ized disclosure of information as S
Protection an alternative to physical safeguards.
CC6.7-POF3 | Protects Removal Media Cryptograp! isms exist ¢ ized disclosure of data at rest
Functional intersects with | Encrypting Data At Rest | CRY-05 exist to preven sclosure of data at s 5
ronctiona! tersects with Storage Medin CRv-05.1 | FYPOEaphic mechanisms exist o protect the confidentialty and integrity of S
data residing on storage media.
ronctiona! cqunt emovable Media Security | bcH 12| MeEhanisms exst to restrict removable media in accordance with data handing and o
acceptable usage parameters.
ronctiona! tersects with | portable storage Devices | DCH 13,2 | MECharisms existt restrict o prohibit the use of porable sorage devices by users on S
external systems.
tto faciltate th F endpoint security controls.
Functional intersects with Endpoint Security END-01 © facilitate the of endpoint security controls 5
CC6.7-POF4 [ Protects Endpoint Devices TS - Yo e e e TV P o
ronctional itersectswith | Centralized Management | T Mechanisms exist to implement and govern Mobile Device Management (MDV) S
Of Mobile Devices controls.
1o prohibit hanges, unl ion-approved
Functional intersects with | Prohibition Of Changes | CHG-02.1 o proniby changes, 5
change requests are received.
timal to detect and eradicate mal
i
Functional intersects with | Malicous Code Protection | e g (g 5
(Anti-Malware)
Mechanisms exist to utilize File Integrity Monitor (FIM), or similar technologies, to
. . Endpoint File Integrity
Functional intersects with END-06 | detect and report on nauthorized changes to selected files and configuration settings. 5
Monitoring (FIM)
Mechanisms exist to utilize Host-based Intrusion Detection / Prevention Systems (HIDS
Host Intrusion Detection e il i s
cc6.8 The entity implements controls to prevent or detect and act upon the introduction of unauthorized Functional intersectswith | and Prevention Systems | END-07 / HIPS), or similar technologies, to monitor for and protect against anomalous host 5
activity, including lateral movement across the network
(HIDS / HIPS)
o Mo exist to utilize a File Integrity Monitor (FIM), or similar change-detection
File Integrity Monitoring . hange
Functional intersects with fil MON-01.7 | technology, on critical assets to generate alerts for unauthorized modifications. 5
i 1]
Functional tersectswith | Boundary Protection. | ner-o3 | Mechanisms exst o moritor and control communications at the externalnetwork B
boundary and at kev internal boundaries within the network
Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention Systems
Functional intersects with | Detection / Prevention | NET-08 ~|(NIDS/NIPS) to detect and/or prevent intrusions into the network. 5
Sustems (NIDS / NIPS)
Mechanisms exist to restrict the ability of non-privileged users to install unauthorized
frware.
Functional intersectswith | User-Installed Software | CFG-05 [*°® 5
Mechanisms exist to configure systems to prevent the installation of software, unless
CC6.8POF1  |Restricts Installation and Modification of Application and Software Functional intersects with | RSt Rotes Permitted To ¢y g 5 |the action is performed by a privileged user or service. s
Install Software
(Automated mechanisms exist to prohibit software istallations without explicitly
Prohibit Installation assigned privileged status.
1 i i
Functional ntersects with | 00 iioged tatus | END03 5
Mechanisms exist to configure systems to generate an alert when the unauthorized
. | Unauthorized Installation
Functional intersects with o CFG-05.1 [installation of software s detected. 5
CC6.8-POF2 [ Detects Unauthorized Changes to Software and Configuration Parameters
Mechanisms exist to generate an alert when new software is detected.
Functional intersects with [ Software Installation Alerts | END-03.1 s
ronctiona! tersects with Chzngi Management | " [ Mechanisms existto facilitate the implementation of a change management program. S
CC6.8-POF3  |Uses a Defined Change Control Process. ror ’°(E’°'“Ch TV v e e P e =
ronctiona! tersects with onguration Change |y [Mechamms st 0 govrn T echica confguratonchane convol processs. S
Malicious Code Protection timal to detect and eradicate malici
CC6.8-POF4 [ Uses Antivirus and Anti-Malware Software Functional equal END-04 [ code. 10
(Anti-Malware)
0 ensure that anti-mal are running in
i i -privi I I
(CC6.8-POF5  |Scans Information Assets From Outside the Entity for Malware and Other Unauthorized Software. Functional equal Always On Protection | END-04.7 | ¢2I"time and cannot be disabled or aitered by non-privileged users, unless specifically 10
authorized by management on a case-by-case basis for a limited time period.
Mechanisms exist to facilitate the implementation of configuration management
Configuration
Functional intersects with CFG01 | controls. 5
Management Program
} Mechanisms exist to develop, document and maintain secure baseline configurations
System Hardening Through e :
Functional intersects with CFG-02  [for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to Mechanisms exist to validate configurations through integrity checking of software and
ccr1 that result in the of and (2) to newly discovered Functional intersects with Integrity Checks END-06.1 |firmware. B
Vulnerabilties.
o von Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection
File Integrity Monitoring "
Functional intersects with fil MON-01.7 | technology, on critical assets to generate alerts for unauthorized modifications. 5
exist to detect and errors by routine
Functional intersects with | Vulnerability Scanning | VPM-06|vulnerability scanning of systems and applications. 5
i i i
runctional tersects with Configuration CrG.01 | Mechanisms exist to faclitate the implementation of configuration management S
Program controls.
Mechanisms exist to develop, document and maintain secure baseline configurations
. , | System Hardening Through | - [BeEmERTS SR O eve ot with ind " hardeni s
CC71P0F1 | uses Defined Configuration standiards unctional intersectswith |t e -02 | for technology platforms that are consistent with industry-accepted system hardening
standards.
‘Automated Central Automated mechanisms exist to govern and report on baseline configurations of
Functional intersects with Management & CFG-02.2 |systems through Continuous Diagnostics and Mitigation (COM), or similar technologes, 5
Verification
; Mechanisms exist to uilize Fil Integrity Monitor (FIM), o similar technologies, to
Endpoint File Integrity .
Functional intersects with END-06 [ detect and report on unauthorized changes to selected files and configuration settings. 5
Monitoring (FIM)
CC7.1P0F2 [ Monitors Infrastructure and Software
o von Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection
File Integrity Monitoring "
Functional intersects with fil MON-01.7 | technology, on critical assets to generate alerts for unauthorized modifications. 5
; Mechanisms exist to utilize File Integrity Monitor (FIM), or similar technologies, to
Endpoint File Integrity .
Functional intersects with END-06 [ detect and report on unauthorized changes to selected files and configuration settings. 5
Monitoring (FIM)
CC7.1P0F3  [Implements Change-Detection Mechanisms
e mtegrity Monitorim Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection
Functional intersects with ® ‘;;’M) | MON-01.7 | technology, on critical assets to generate alerts for unauthorized modifications. s
7 isms exi i
ronctionat ntersects with | Automated Unauthorized | -~ " Automated mechanisms exist o detect and alert upon the detection of unauthorized S
Component Detection hardware, software and fir
; Mechanisms exist to utilize File Integrity Monitor (FIM), o similar technologies, to
. ! o | Endpoint File ntegrity | (oY W onized exted oe ot cont . s
71084 |Detects Unknown or Unauthorized Components unctional intersects wit rontoring (i) 06 |detect and report on unauthorized changes to selected files and configuration settings.
o von Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection
File Integrity Monitoring "
Functional intersects with fil MON-01.7 | technology, on critical assets to generate alerts for unauthorized modifications. 5
€C7.1-POF5 | Conducts Vulnerat Functional equal Vulnerability Scanning | VPM-06 exist to detect and errors by routine 10
vulnerability scanning of svstems and applicati
Automated Central (Automated mechanisms exist to govern and report on baseline configurations of
Functional intersects with Management & CFG-02.2 |systems through Continuous Diagnostics and Mitigation (COM), or similar technoloies, 5
Verification
Mechanisms exist to faciltate the implementation of enterprise-wide monitoring
Functional intersectswith | Continuous Monitoring | MON-01 |controls. 5
Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS)
Functional intersects with [ Prevention Systems (IDS & [ MON-01.1 | technologies on critical systems, key network segments and network choke points. 5
ips)
Mechanisms exist to uilize a Security Incident Event Manager (SIEM), or similar
Automated Tools for Real- e .
Functional intersects with MON-01.2 |automated tool, to support near real-time analysis and incident escalation. 5
Time Analysis
exist to monitor inbound and outbound
Inbound & Outbound
Functional intersects with noound & BUIBOURE | MON-01.3 | traffic for unusual or unauthorized activities or conditions. 5
Communications Traffic
Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
Functional intersects with | System Generated Alerts | MON-01.4 |cybersecurity, data privacy and supply chain activities to achieve integrated situational 5
awareness.
iretoss Itrasion Mechanisms exist to utilize Wireless Intrusion Detection / Protection Systems (WIDS /
Functional intersects with MON-01.5 | WIPS) to identify rogue wireless devices and to detect attack attempts via wireless 5
Detection System (WIDS)
networks.
Mechanisms exist to utilize Host-based Intrusion Detection / Prevention Systems (HIDS
/ HIPS) to actively alert on or block unwanted activities and send logs to a Security
. ’ . Functional intersects with Host-Based Devices | MON-01.6 5
The entity monitors system and P of those for anomalies that are indicative Incident Event Manager (SIEM), or similar automated tool, to maintain situational
ccr2 of malicious acts, natural disasters, and errors affecting the entity's ability to meet ts objectives; anomalies are awareness.
analyzed to determine whether they represent security events. Mechanisms exist to review event logs on an ongoing basis and escalate incidents in
Functional intersects with Reviews & Updates | MON-01.8 [accordance with established timelines and procedures. s
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to u Incident Event Manager (SIEM) or similar
Centralized Collection of

Functional intersects with MON-02 |automated tool, to support the centralized collection of security-related event logs. 5
Security Event Logs

Automated mechanisms exist to correlate both technical and non-technical information

Correlate Monitoring from across the enterprise by a Security Incident Event Manager (SIEM) or similar

Functional intersects with MON-02.1 . 5
Information automated tool, to enhance organization-wide situational awareness.

Mechanisms exist to provide an event g report generation capability to aid in

Functional intersectswith | Monitoring Reporting | MON-06 |detecting and assessing anomalous activities. 5
Mechanisms exist to detect and respond to anomalous behavior that could indicate

Functional intersectswith | Anomalous Behavior | MON-16 |account compromise or other malicious activities. 5
Mechanisms exist to develop a security Concept of Operations (CONOPS), or a similarly-
defined plan for achieving cybersecurity objectives, that documents management,

. . Security Concept Of
Functional intersectswith | Nops) | 0S92 [operationaland technical measures implemented to apply defense-in-depth techniques s
P that is communicated to all appropriate stakeholders.

Mechanisms exist to identify and document risks, both internal and external.

Functional intersects with Risk Identification RSK-03 5
Mechanisms exst to establish, maintain and disseminate cybersecurity & data

Publishing Cybersecurity & protection policies, standards and procedures.
Functional intersects with Data Protection Gov-02 5
Documentation
‘xist to faciltate the implementation of enterprise-wide monitoring

controls.

Functional intersectswith | Continuous Monitoring | MON-01 5

Mechanisms exist to uilize a Security Incident Event Manager (SIEM), or similar
automated tool, to support near real-time analysis and incident escalation.
Automated Tools for Real- PP v

CC7.2-POF1  [Implements Detection Policies, Procedures, and Tools Functional intersects with MON-01.2 5
Time Analysis

Mechanisms exist to utilize a Security Incident Event Manager (SIEM) or similar
Centralized Collection of automated tool, to support the centralized collection of security-related event logs.

Functional intersects with MON-02 5
Security Event Logs

Mechanisms exist to identify and document Standardized Operating Procedures (SOP),

or similar documentation, to enable the proper execution of day-to-day / assigned
Standardized Operating Pprope - y / assig:

Functional intersects with 0PS-0L.1 [tasks. s
Procedures (SOP) tasks.
Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS)
Intrusion Detection & technologies on critical systems, key network segments and network choke points.

Functional intersectswith | Prevention Systems (IDS & | MON-0L.1 5
Mechanisms exit to genrate, monitor, correlate and respond to alerts from physical,
cybersecurity, data privacy and supply chain activities to achieve integrated situational

Functional intersects with | System Generated Alerts | MON-01.4 | awareness. 5

CC7.2POF2 | Designs Detection Measures
Mechanisms exist to automatically alert incident response personnel to inappropriate
MoN. | or anomalous activties that have potentil security incident implications
Functional intersects with Automated Alerts 5
oL12
Mechanisms exist to detect and respond to anomalous behavior that could indicate
account compromise or other ma
Functional intersectswith | Anomalous Behavior | MON-16 5
Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS)
Functional intersects with | Prevention Systems (IDS & | MON-01.1 |technologies on critical systems, key network segments and network choke points. 5
CC7.2POF3  [Implements Filters to Analyze Anomalies Automated Tools for Real- Mechanisms exst o utiice a Security Incldent Event Manager (SIEM), orsimiler
Functional intersects with MON-01.2 |automated tool, to support near real-time analysis and incident escalation. 5
Time Analysis
I i
ronctionat tersectswith | Anomalous Behavior | MON1g | MEChanisTs exist to detect and respond to anomalous behavior that could indicate S
account or other malicious activites.
Functional Review OF exist to regularly review technology assets for adherence to the
Functional intersectswith | Cybersecurity & Data | CPL-03.2 |organization’s cybersecurity & data protection policies and standards. 5
CC7.2POF4 | Monitors Detection Tools for Effective Operation Protection Controls
r [ ing bas' inci

ronctionat orsects with Reviews & Updates | MONo1.5 | MEChaNSTS eXsL o review even logs on an ongoing basis and escalate ncidents n S
accordance with established timelines and procedures.

ronctionat eorsectswith | EndpointDetection & | (" [echanisms exist to detect and respond to unauthorized configuration changes as S

Response (EDR) incidents.
ncident Response Mechanisms exist to implement and govern processes and documentation to faciltate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
- rat on or intake of nci
ronctionat orsects with ncident Handiing 12002 Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl iable |
ronctiona! orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
URP) Response Plan (1RP) to al
Mechanisms exist to address data breaches, or other incidents involving the

Functional intersects with Data Breach 1R0-04.1 |unauthorized disclosure of sensitive or regulated data, according to applicable laws, 5

lations and contractual obligations.

Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM) or similar
The entity evaluat ty events to d hether they could or have resulted in a failure of the entity to | Functional intersects with MON-02 |automated tool, to support the centralized collection of security-related event logs, 5

3
meet its objectives (security incidents) and, if so, takes actions to prevent or address such failures. Security Event Logs
‘Automated mechanisms exist to correlate both technical and non-technical information
Functiona! tersectswith | Comelate Monitoring | from across the enterprse by a Security Incident Event Manager (SIEM) o similar s
Information automated tool, to enhance organization-wide situational awareness.
Mechanisms exist to provide an event Iog report generation capabiliy to aid in
Functional intersectswith | Monitoring Reporting | MON-06 P 8 report g pability 5
detecting and assessing anomalous actvities.
tto conduct recurring of isk that includes the likelihood
itude of 2 iscl i
Functions! tersects with Risk Assessment askoq | magnitude of ham, from unauthorized acces, use,discosure, disruption, s
modification or destruction of the organization's systems and data.
Third-party Incident Mechanisms exist to ensure response/recovery planning and testing are conducted
Functional intersects with | Response & Recovery | TPM-11 |with critical suppliers/providers. 5
Caabiities
ncident Response Mechanisms exist to implement and govern processes and documentation to faciitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
CC7.3POF1  [Responds to Security Incidents - rat on or intake of nci
2 v ronctionat orsects with ncident Handiing 12002 Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
] Mechanisms exist to document, monitor and report the status of cybersecurity & data
Situational Awareness For e ' y
Functional intersects with T e 1R0-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
Mechanisms exist to timely-report incidents to applicable
CC7.3POF2  |Communicates and Reviews Detected Security Events Functional intersects with | Mident Stakeholder | -y |« Internalstakeholders; 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
Mechanisms exist to report sensitive/regulated data incidents in 3 fimely manner.
Functional intersects with | CYPr Incident Reporting | 0 14, 5
for Sensitive Data
1o cover the preparation, automated detection or intake of incident
CC7.3-POF3 | Develops and Implements Procedures to Analyze Security Incidents. Functional subset of Incident Handling 1RO-02 prep: 10
reporting, anal eradication and recovery.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02 prep 5
ting, anal eradication and recovery.
CC7.3POF4 [ Assesses the Impact on Confidential Information Mechanisms exist to address data breaches, or other incidents involving the
Functional intersects with Data Breach 1R0-04.1 d f sensitive or regulated data, according to applicable laws, 5
lations and contractual obligations.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1RO-02|reporting, analysis, containment, eradication and recovery. 5

CC7.3-POF5 | Determines Confidential Information Used or Disclosed

Mechanisms exist to address data breaches, or other incidents involving the

Functional intersects with Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to applicable laws, 5
I d contractual obligations.

Mechanisms exist to cover the preparation, automated detection or intake of incident

Functional intersects with Incident Handling 1R0-02 | reporting, analysis, containment, eradication and recovery. 5

ncernatons!(CC BN 4.0 Secure Controls Framework (SCF) 240138
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Mechanisms exist to identify
CC7.3POF6 [ Assesses the Impact on Personal Information « Assumptions affecting risk assessments,risk response and risk monitoring;
+ Constraints affecting risk assessments, isk response and risk monitoring;
Functional intersects with Risk Framing RSK-01.1 © P € 5
« The organizational sk tolerance; and
 Priorities, benefits and trade-offs considered by on for managing risk.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02|reporting, analysis, containment, eradication and recovery. 5
. ] Mechanisms exist to identify classes of incidents and actions to take to ensure the
Incident Classification & .
CC7.3POF7  [Determines Personal Information Used or Disclosed Functional intersects with P 1R0-02.4. |continuation of organizational mis ns. 5
. Mechanisms exist to report sensitive/regulated data incidents in @ timely manner.
Cyber Incident Repor
Functional intersects with 1R0-10.2 5
for Sensitive Data
et Response Mechanisms exist to implement and govern processes and documentation to facilitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
i v e of inci
ronctionat orsects with ncident Handiing 1R0-02_| Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl iable |
ronctiona! orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
Functional intersects with | Incident Response Team |  1R0-07 |function representatives that are capable of addressing cybersecurity & data privacy 5
USIRT) incident response operations.
] Mechanisms exist to document, monitor and report the status of cybersecurity & data
Situational Awareness For > "
Functional intersects with T e 1R0-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
The entity responds to identified security incidents by executing a defined incident-response program to Mechanisms exist to timely-report incidents to applicable
ccr4 ; ) Incident Stakeholder « Internal stakeholders;
understand, contain, remediate, and communicate security incidents, as appropriate. Functional intersects with - 1RO-10 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
Fanctiona! i ersects with | ©YPer Incdent Reporting | |- "I Mechanisms exist o report sensitive/regulated data incidents in 2 tmely manner. S
for Sensitive Data
Mechanisms exist to provide cybersecurity & data privacy incident information to the
r  servi - ons i i I
Functions! ntersectswith | supply Chain Coordination | 1R0-10,4.|PToVIder of the product o service and ather oganzations involved i the supply chan s
for systems or system components related to the incident.
i ] i ve relationshi
ronctionat tersects it _|COOTAMation With External| I Michanisms exist to establish a direct, cooperative rlationship betwieen the S
Providers incident response capability and external service providers
i icable regul
ronctionat orsects with Regulatory & Law \R01a_|Mechanisms existto maintain incident response contacts with applicable regulatory R
Contacts and penci
i e level.
ronctiona! orsects with Aok Remediation o6 | Mechanisms exist to remediate risks to an acceptable level S
exist to def for all personnel.
Functional intersects with | Roles & Responsibilities | HRS-03 5
et Response Mechanisms exist to implement and govern processes and documentation to facilitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
CC7.4POF1 | Assigns Roles and Responsibilities Functional intersects with Incident Handling 1R0-02|reporting, analysis, containment, eradication and recovery. 5
et Resmonse plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with umf) IR0-04 |Response Plan (IRP) to all stakeholders. H
Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
Functional intersects with | Incident Response Team | 1R0-07 |function representatives that are capable of addressing cybersecurity & data privacy 5
USIRT) incident response operations.
I cident Response Mechanisms exist to implement and govern processes and documentation to facilitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
CC7.4POF2 | Contains and Responds to Security Incidents i v e of inci
2 v ronctionat orsects with ncident Handiing . anisms exist to cover the preparation, automated detection or ntake of incdent S
reporting, anlysis eradication and recovery.
i I i ilabl iable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
Mechanisms exist to implement and govern processes and documentation to facilitate
Incident Response ;
Functional intersects with ety IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
CC7.4POF3  |Mitigates Ongoing Security Incidents v v e of inci
2 igoin Security ronctionat orsects with ncident Handiing 12002 Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
I cident Response Mechanisms exist to implement and govern processes and documentation to faciitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
CC7.4P0F4  [Resolves Security Incidents - rat on or intake of nci
v ronctionat orsects with ncident Handiing 1R0-02_| Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl iable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
asiness Contim Mechanisms exist to faciltate the implementation of contingency planning controls to
v help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 5
ems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
cdont Response Mechanisms exist to implement and govern processes and documentation to fac
CC7.4POF5  [Restores Operations Functional intersects with P IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02 prep 5
ting, anal eradication and recovery.
Incident Response Plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with 1RO-04 5
(RP) Response Plan (IRP) to all
Mechanisms exist to implement and govern processes and documentation to fac
. . Incident Response
Functional intersects with P IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1RO-02|reporting, analysis, containment, eradication and recovery. 5
cdont Response plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with " ps 1R0-04 | Response Plan (IRP) to all stakeholders. s
CC7.4P0F6 | Develops and Implements Communication of Security Incidents Mechanisms exist to document, monitor and report the status of cybersecurity & data
. | situational Awareness For
Functional intersects with o 1R0-09|privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
Mechanisms exist to timely-report incidents to applicable:
Incident Stakehold . I
Functional intersects with ncident Stakeholder | g 1 | +Internal stakeholders; 5
Reporting « Affected clients & third-parties; and
 Regulatory authorities.
) ) Mechanisms exist to report sensitive/regulated data incidents in @ timely manner.
Cyber Incident Reporting
Functional intersects with 1R0-10.2 5
for Sensitive Data
Mechanisms exist to implement and govern processes and documentation to faciitate
n organization-wide response capabiliy for cybersecurity & data privacy-related
. . Incident Response 2 P pabiliy for eyl i privacy
Functional intersects with 1RO-01 [incidents. s
Operations
Mechanisms exist to cover the preparation, automated detection or intake of incident
reporting, analysis, containment, eradication and recovery.
CC7.4-P0F7  [Obtains Understanding of Nature of Incident and Determines Containment Strategy Functional intersects with Incident Handling 1RO-02 5
Mechanisms exist to maintain and make available a current and viable Incident
Response Plan (IRP) to al stakeholders.
i I
Functional | ntersectswin | 9T ResBonse Pan |- 0.0 s
ot Resmonee Mechanisms exist to implement and govern processes and documentation to faciitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
- rat on or intake of nci
ronctionat orsects with ncident Handiing 1R0-02_| Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
CC7.4POF8  |Remediates Identified Vulnerabilities . ; Incident Response Plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with 1RO-04 5
(RP) Response Plan (IRP) to al
remedi e level.
ronctionat orsects with ok Remedintion sxo6 | Mechanisms exist to remediate rsks to an acceptable vl S
v Inerabil «
ronctionat orsects with o ‘exist to ensure that vulnerabilities are properly identified, tracked and S
Process
) Mechanisms exist to implement and govern processes and documentation to faciitate
Incident Response ;
Functional intersects with ety IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
- rat on or intake of nci
ronctionat orsects with ncident Handiing 1R0-02_| Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
0780080 | cammunicata Ramaiatian actiitioc (IRP) Response Plan (IRP) to al
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Mechanisms exist to document, monitor and report the status of cybersecurity & data
Situational Awareness For

Functional intersects with ncidents IRO-09  privacy incidents to internal stakeholders all the way through the resolution of the 5

incident.

Mechanisms exist to timely-report incidents to applicable:
Functions! intersects with Incident Stakeholder | o | +Internal stakeholders; 5

Reporting » Affected clients & third-parties; and
= Regulatorv authorities.
Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned” activity

Functional intersects with | Cause Analysis (RCA) & | BCD-05 |every time the contingency plan is activated. H

Lessons Learned

. Mechanisms exist to implement and govern processes and documentation to facilitate:
Incident Response

Functional intersects with et IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
CC7.4-POF10 [ Evaluates the Effectiveness of Incident Response - rat on or intake of nci
2 ronctionat orsects with ncident Handiing 12002 Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
incorporate Z i I
oot Cause Analyss (RCA) Mechanisms exst o ncorporate lessons earned from analyzing and resoling
Functional intersects with 1RO-13 | cybersecurity & data privacy incidents to reduce the likelihood or impact of future 5
&Lessons Learned
incidents.
et Response Mechanisms exist to implement and govern processes and documentation to facilitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02|reporting, analysis, containment, eradication and recovery. 5
CC7.4-POF11  [Periodically Evaluates Incidents
et Resmonse plan ‘xist to maintain and make available a current and viable Incident
Functional intersects with umf) IR0-04 |Response Plan (IRP) to all stakeholders. H
Mechanisms exist to regularly review and modify incident response practices to
Functional intersects with 1RP Update 1R0-04.2. [incorporate lessons learned, business process changes and industry developments, as 5
necessar.
Mechanisms exist to implement and govern processes and documentation to faciitate
Incident Response ;
Functional intersects with et IRO-01 |an organization-wide response capabiliy for cybersecurity & data privacy-related 5
P incidents.
CC7.4-P0F12 | Applies Breach Response Procedures - rat on or intake of nci
o 2 ronctionat orsects with ncident Handiing 12002 Mechanisms exit o cover the preparation, automated detection o intake of incident S
reporting, anlysis eradication and recovery.
i I i ilabl fable |
ronctionat orsectswith | Incident Response Plan | " [Mechanisms exist to maintain and make available a current and viable Incident S
(RP) Response Plan (IRP) to al
I cident Response Mechanisms exist to implement and govern processes and documentation to faciitate
Functional intersects with o mm:g IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related H
P incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling 1R0-02|reporting, analysis, containment, eradication and recovery. 5
. Mechanisms exist to maintain and make available a current and viable Incident
Functional tersects with | "edentResponse Plan | a5 g Plan (IRP) to allstakeholds 5
CC7.4-POF13 | Communicates Unauthorized Use and Disclosure unctional Intersects wi (1RP) esponse Plan (IRP) to all stakeholders.
Mechanisms exist to timely-report incidents to applicable:
Incident Stakeholder « Internal stakeholders
Functional intersects with . 1RO-10 d 5
Reporting  Affected clients & third-parties; and
- Regulatory authorities.
Mechanisms exist to report sensitive/regulated data incidents in 3 timely manner.
Functional intersects it | CYPr Incident Reporting | 0 1,5 s
for Sensitive Data
Mechanisms exist to sanction personnel failing to comply with established securi
CC7.4-POF14 | Application of Sanctions Functional subset of Personnel Sanctions | HRS-07 P © Py i 10
policies, standards and procedures.
tto facilitate the o contingency pl trols
Business Continuity gency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
(BCMS)
identih i i
ronctionat tersectswith | Idantiy Critial pssets | cpoz | MEChansms exst o denify and document the ciialsytems, applcations and S
services that support essential missions and business functions.
. - Resume All Missions & Mechanisms exist to resume all missions and business functions within Recovery Time
Functional intersects with " BCD-02.1 ! . 5
Business Functions Obiectives (RTOs) of the contingency plan's activation.
i Mechanisms exist to continue essential missions and business functions with Iitte or no
Continue Essential Mission " : . '
Functional intersects with BCD-02.2 [ loss of operational continuity and sustain that continuity untilfull system restoration at 5
&Business Functions

brimary processing storage sites.
Ny exist to ] d business functions within an
Resume Essential Missions

Functional intersects with BCD-02.3 organization-defined time period of contingency plan activation. H
&Business Functions

N N Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
Contingency Plan Testing & i/ gency pl

Functional intersects with . BCD04 | effectiveness and the organization’s readiness to execute the plan. 5
ccrs The entity identifies, develops, and implements activities to recover from identified security i xercises
Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons leared" activity
Functional intersects with | Cause Analysis (RCA)& | BCD-05 |every time the contingency plan is activated. 5
Lessons Learned
i I i i ith busi
ronctionat tersectswith | COMngeney Planning & | o o [Mechanisms exstto keep contingeney plans current with business needs, technology 5
Updates changes and feedback from contingency plan testing activities.
Mechanisms exist to create recurring backups of data, software andor system images,
s well as verify the integrity of these backups, to ensure the availability of the data to
Functional intersects with Data Backups BCD-11 5
P satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
runctiona! i ersects with | TESUMEfor Relabiity & | o | Mechanisms exist o routinely test backups that verify the relabily of the backup S
Integrity brocess, as well as the integrity and availability of the data.
Mechanisms exist to ensure the secure recovery and reconstitution of systems to @
. . Information System
Functional intersects with " BCD-12 | known state after a disruption, compromise or failure. 5
Recovery & Reconstitution
Functiona! ersects with | Bockup 8 Restoration | 1o protect backup and restoration hardware and software. S
Hardware Protection
Business Contnuity tto facilitate the of contingency planning controls to
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional subset of Management System | BCD-01 ° ) 10
Business Continuity & isaster Recovery (BC/DR) playbooks).
(BCMS)
: Mechanisms exist to resume all missions and business functions within Recovery Time
Resume All Missions & ! "
Functional intersects with BCD-02.1 [Objectives (RTOS) of the contingency plan's activation. 5
Business Functions
7500k |Restores the Affected Emvironment Continue Eosential Mission Mechanisms exist to continue essential missions and business functions with litte or no
Functional intersects with BCD-02.2 [loss of operational continuity and sustain that continuity untilfull system restoration at 5
&Business Functions
orimary processing storage sites.
) exist to ]  business functions within an
Resume Essential Missions " "
Functional intersects with BCD-02.3 [organization-defined time period of contingency plan activ; 5
&Business Functions
Mechanisms exist to ensure the secure recovery and reconstitution of systems to
Information System e ©
Functional intersects with BCD-12 | known state after a disruption, compromise or failure. 5
Recovery & Reconstitution
) ] Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional equal Management System | BCD-01 10
eows) Business Continuity & Disaster Recovery (BC/DR) playbooks).
recovery Operations Mechanisms exist to communicate the status of recovery activities and progress in
CC7.5POF2 | Communicates Information About the Incident Functional intersects with e e BCD-016 restoring operational capabilities to designated internal and external stakeholders. s
Mechanisms exist to timely-report incidents to applicable:
Incident Stakehold . I
Functional intersects with ncident Stakeholder | g 1 | +Internal stakeholders; 5
Reporting « Affected clients & third-parties; and
 Regulatory authorities.
Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned" activity
CC7.5POF3 [ Determines Root Cause of the Incident Functional equal Cause Analysis (RCA) & | BCD-05 [ every time the contingency plan is activated. 10
Lessons Learned
Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity )
help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersects with | ManagementSystem | BCD-01 |3 . o Do C/0R) playbonk 5
(C7.5-POF4  |Implements Changes to Prevent and Detect Recurrences (BCMS) usiness Continulty & Disaster Recovery (BC/DR) playbooks).
runctiona! I ersects with | Contingency Planning & | - tto i plans current with business needs, technology S
tes changes and feedback from contingency plan testing activities.
ausmess Contmuty tto facilitate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersects with | Management System | 8C0-01 |7 Pty oo ot 5
CC7.5-POFS  [Improves Response and Recovery Procedures (Bcms) usiness Continulty & Disaster Recovery (BC/DR) playbooks).
i I i i ith busi
ronctionat tersectswith | COMEEney Planning & | oo [ Mechanisms existto keep contingeney plans current with business needs, technology 5
Updates changes and feedback from contingency plan testing activities.
Comtingency plan Testing & Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
CC7.5-POF6  |Implements Incident-Recovery Plan Testing Functional subset of b Ex‘;mses 85| BCD-04 |effectiveness and the organizz \ess to execute the plan. 10
Mechanisms exist to develop, document and maintain secure baseline configurations
System Hardening Through e :
Functional intersects with CFG-02 | for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Mechanisms exist to review and update baseline configurations:
« At least annually;
Functional intersects with Reviews & Updates | CFG-02.1 cast annuallV 5

= When required due to so; or
= As part of system component installati d upgrades.
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Strength of

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control new Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Automated Central Automated mechanisms exist to govern and report on baseline configurations of
Functional intersects with Management & CFG-02.2 |systems through Continuous Diagnostics and Mitigation (CDM), or similar technologies. 5
Verification
The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and implements Change Management Mechanisms exist to facilitate the implementation of a change management program.
ces1 i i -
changes to infrastructure, data, software, and procedures to meet its objectives. Functional ntersects with Program cHG01 s
Functiona! versects wih | Confiuration Change | "™ Mechanisms exist o govern the technicalconfiguration change control processes. S
Control
- [ rest, valdate & bocument Mechanisms exist to appropriately test and document proposed changes in a non-
Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and understand the
Functional intersects with CHG05 5
Changes impact of proposed changes.
secure bevelopment Ufe Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersectswith | 0 PP Mzwemw PRM-07 [ Cycle (SDLC) are controlled through formal change control procedures. 5
Mechanisms exist to facilitate the implementation of a change management program.
Functional intersects with | CMenge Management |y s
Program
ot . Mechanisms exist to govern the technical configuration change control processes.
CC81-POF1 | Manages Changes Throughout the System Life Cycle Functional intersects with onfleranon hanee | cre.0z 5
ntrol
secure bevelopment Ufe Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersectswith | S0 P Mzwemw PRM-07 [ Cycle (SDLC) are controlled through formal change control procedures. 5
h Fach: )
Functional intersects with ange CHG01 ofachange program 5
Program
Functiona! rersects with Conﬁgucr n ‘Change o0 1o govern the technical configuration change control processes. S
CC8.1-POF2 | Authorizes Changes ontrol r T —— - v _ —
Functional intersects with | Prohibition Of Changes | CHG-02.1 0 pronibr changes, PP s
change requests are received.
runctiona! rersects with Ci16-0a| Mechanisms exist to enforce configuration estritions in an effot o restictthe abiliy S
of users to conduct changes.
tto facilitate th Fach: )
Functional intersects with CHG01 © facilitate the ofachange program 5
Functiona! rersects with 1607 | Mechanisms existto govern the technica configuration change control processes. S
CCB1P0F3 |pesigns and Develops Changes bersecurity & ot Mec{hzmsms oo el ety and/or data privacy representative in the
Functional intersects with | Privacy Representative for | CHG-02.3 | OnBuration change control review process. 5
Asset Lifecycle Changes
i i I Tsecurity i i
Functional orsectswith | Security mpact Analysis | - [Mechanisms exist o analyze proposed changes for potential security impacts, pror to S
for Changes the of the change.
il I )
ronctionat orsectswith | Change Management | ™ [Mechanisms existto facitate the implementation of a change management program S
Program
. ; Configuration Change Mechanisms exist to govern the technical configuration change control processes.
CC8.1-POF4 | Documents Changes Functional intersects with Control cHe-02 °
Tateh -
Test Valdate & Docament Mechanisms exist o appropriately est and document proposed changes n a non
Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
I )
ronctionat orsectswith | Change Management | ™ [Mechanisms exist to faciltate the implementation of a change management program S
Program
. ; Configuration Change. Mechanisms exst to govern the technical configuration change control processes.
CCB1POFS  [Tracks System Changes Functional intersects with Control oo °
Tateh -
Test Valdate & Docament Mechanisms exist o appropriately est and document proposed changes n a non
Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
i I )
ronctionat orsectswith | Change Management | ™ [Mechanisms exist to faciltate the implementation of a change management program S
Program
i ical conf 3
ronctiona! eorsectswith | Configuration Change |~ [Mechanisms exist to govern the technical configuration change control processes. S
Control
i I v
ronctionat orsects with Confguratin oor Me:halmsmsems( to faciltate the implementation of configuration management S
CC8.1-POF6 | Configures Software rogram controls.
exist to develop, document and maintain secure baseline configurations
System Hardening Through ntand main "
Functional intersects with CFG-02 | for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Automated Central (Automated mechanisms exist to govern and report on baseline configurations of
Functional intersects with Management & CFG-02.2 |systems through Continuous Diagnostics and Mitigation (COM), or similar technologes. 5
Verification
Mechanisms exit to facilitate the implementation of a change management program.
Change Management
Functional intersects with e Manae CHG01 5
Program
Mechanisms exist to govern the technical configuration change control processes.
CCBA-POF7  [Tests System Changes Functional intersects with | COMBUraton Change |y H
Control
Mechanisms exist to appropriately test and document proposed changes in a non-
Functional tersects with | Test Validate & Document | | production environment before changes are implemented in a production s
Changes environment.
runctiona! bsetof Chzngi Management | ™ Mechanisms exist to faciitate the implementaion of  change management program. ©
CC8.1-POF8  |Approves System Changes ror ’°‘?’°"‘Ch TV v e P R =
Functiona! bsetof onfiguration Change | .~ Mechanisms exist o govern the technicalconfiguration change control processes. ©
Control
of achange program.
Functional intersects with | Chenge Management | ) 5
Program
Configuration Change Mechanisms exist to govern the technical configuration change control processes.
Functional intersects with o | cHe02 s
CC8.1-POF9 | Deploys System Changes nrel
Mechanisms exist to enforce configuration restrictions n an effort to restrict the ability
. . Access Restriction For
Functional intersects with Change CHG-04 |of users to conduct unauthorized changes. s
Functiona! versects wh | Permissions Tolmplement | " tto limit operational privileges for ing changes. S
Changes
of achange program.
Functional intersects with | Chenge Management |, 5
Program
1o govern the technical configuration change control processes.
Functional intersects with | COMMiBuration Change |y s
Control
) - [ rest, valdate & bocument Mechanisms exist to appropriately test and document proposed changes in a non-
CCB.1-POF10  Identifies and Evaluates System Changes Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
Mechanisms exist to analyze proposed changes for potential security impacts, prior to
Functional intersects with | SECUY IMPACtAnalysis |03 e implementation of the change. s
for Changes
tto perform after-the-f Change logs to
Functional intersects with Automated Aceess | ¢y 4 1 | giscover any unauthorized changes. s
Enforcement / Auditing
of achange program.
Functional intersects with | Chenge Management |, 5
Program
Configuration Change Mechanisms exist to govern the technical configuration change control processes.
Functional intersects with & | cre02 s
Control
CCB.1-POF1L  [Identifies Changes in Infrastructure, Data, Software, and Procedures Required to Remediate Incidents
tomated Access tto perform after-the-fact reviews of Change logs to
Functional intersects with © CHG-04.1 | discover any unauthorized changes. 5
Enforcement / Auditing
‘Automated Central ‘Automated mechanisms exist to govern and report on baseline configurations of
Functional intersects with Management & CFG-02.2 |systems through Continuous Diagnostics and Mitigation (CDM), or similar technologies. 5
Verification
Configuration of
Functional intersects with CFG01 5
Program controls.
CC8.1-POF12 [ Creates Baseline Configuration of IT Technology tto develop, document and maintain secure baseline configurations
. | svstem Hardening Through
Functional intersects with y CFG-02 | for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
tto facilitate the of achange program.
Functional intersects with | Chenge Management |, 5
Program
Configuration Change Mechanisms exist to govern the technical configuration change control processes.
Functional intersects with & | creo2 s
Control
CCB.1-POF13 [ Provides for Changes Necessary in Emergency Situations
Mechanisms exist to appropriately test and document proposed changes in a non-
. | Test, validate & Document
Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
Mechanisms exist to establish and control "emergency access only” accounts.
Functional intersectswith | Emergency Accounts | IAC-15.9 5
runctiona! versects with | Change Management | " ™ Mechanisms exist to faciitate the implementation of  change management program- S
Program
Functiona! rersects with Conﬁgucr::::urr; ‘Change 1607 | Mechanisms existto govern the technica configuration change control processes. S
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

CCB.1-POF14 | Manages Patch Changes. Vulnerability & Patch and monitoring of
Functional intersectswith | Management Program | VPM-01 |management controls. s
(vPMp)
Functiona! ersects wih | Soware & Frmware | Mechanisms exist o conduct software patching for il deployed operating systems, S
Patching and firmware.
ausmess Contnuty tto facilitate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
CC81-POFIS | Considers System Resilience Secure Engineering Mechanisms exist o faciltate the of 8
Functional intersects with SEAO1 |8 data privacy practices in design, i ion and 5
Principles
of svstems and services.
Mechanisms exist to achieve resilience requirements in normal and adverse situations.
Achieving Resilience
Functional intersects with SEAOL2 5
Requirements
I )
Change Management Mechanisms exist to faciltate the implementation of a change management program
Functional intersects with CHG01 5
Program
Tateh -
Test Valdate & Docament Mechanisms exist o appropriately est and document proposed changes n a non
Functional intersects with Changes CHG-02.2 | production environment before changes are implemented in a production 5
Mechanisms exist to faciltate the implementation of data protection controls.
CCB.1-POF16  [Protects Confidential Information Functional intersects with Data Protection DCH-01 5
Vulnerability & Patch Mechanisms exist to faciltate the implementation and monitoring of vulnerability
Functional intersectswith | Management Program | VPM-01 |management controls. 5
(vPmP)
i T depl i
<oftware & Firmware Mechanisms exst o conduct software patching for alldeployed operating systems,
Functional intersects with VPM-05 [applications and firmware. 5
Patching
Mechanisms exst to facilitate the implementation of data protection controls.
Functional intersects with Data Protection DCH-01 5
Sensitive/ Regulated Dot exist to data wherever it s stored.
CC8.1-POF17  |Protects Personal Information Functional intersects with | >S1Ve / Regulated Data | gy, 4 5 H
Protection
Mechanisms exist to facilitate the implementation and operation of data privacy
Functional intersectswith | Data Privacy Program | PRI-01 |controls. 5
i I ;
ronctiona! betof oata privacy program | pRo1 | Mechanisms exist o faciate the implementation and operation of data privacy 0
controls.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Functiona! tersects with | RestrictCollection To | | data privacy notice and includes protections against collecting PD from minors without s
Identified Purpose appropriate parental, or legal guardian, consent.
CCB.1-POF18  [Privacy by Design
‘Authority To Collect, Use, Mechanisms exist to determine and document the legal authority that permits the
Functional intersects with | Maintain & Share Personal | PRI-04.1 |collection, use, maintenance and sharing of Personal Data (PD), either generally or in s
Data support of a specific program o system need.
Secure Engineerin tto facltate the of ind gnized
Functional intersects with e SEA-01 & data privacy practices in desien, and 5
P of systems and services.
ausmess Contimuty tto faciltate the of contingency planning controls to
. . help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 ) 5
Business Continuity & isaster Recovery (BC/DR) playbooks).
(BCMS)
temative Securit ‘exist to implement alternative o Controls to satisfy security
Functional intersects with Messures v BCD-07 |functions when the primary means of implementing the security function is unavailable H
or
i I i ] cal
ronctionat otersects with | isk Management program | Rsko1 | Mechanisms exist o fciltae the implementation ofsrategc, operational and tactica S
risk controls.
ronctionat orsects with ik Kdomtiieation 503 | Mechanisms exist to dentify and document isks, both internal and external. s
Mechanisms exist to develop and keep current a catalog of applicable risks associated
Functional intersects with Risk Catalog RSK-03.1 with the organization’s business operations and technologies in use. 5
Mechanisms exist to implement a threat intelligence program that includes a cross-
Functiona! tersects with Threat ntellgence | . {organization information-sharing capability that can influence the development of the s
Program system and security architectures, selection of security solutions, monitoring, threat
hunting. response and recovery activties.
runctiona! rersects with Thrent Catalos 09| Mechanisms existto develop and keep current a catalog of applicable internal and S
external threats to the both natural and manmade.
tto faciltate th f third-part trol
Functional intersects with | Third-Party Management | TPM-01 © facilitate the ofthird-party controls 5
Mechanisms exist to identiy, prioritize and assess suppliers and partners of critical
Third-Party Criticalit I I
Functions! tersects with ird-party Criticalty | 1o | ystems, components and services using  supply chain risk assessment process relative s
Assessments to their importance in supporting the delivery of high-value services.
} ; Mechanisms exist to evaluate security risks associated with the services and product
ccon The entity identifies, selects, and develops risk ities for risks arising from potential business Functional intersects with | Supply Chain Protection | TPM-03 |_ '\ o 5
: disruptions. Mechanisms exist to utilize tailored acquisition strategies, contract tools and
Functional intersects with | ACOUISIOn Strategles, | 1oy 53 3 | oocurement methods for the purchase of unique systems, system components or 5
Tools & Methods P P que systems, sy: P
services.
i i ]
ronctionat tersectswith | Uit Potentia arm | To-03.2 | Mechanisms exist o utilize security safeguards to imit harm from potentia adversaries S
who identify and target the organization's supply chain.
Processes To Address, Mechanisms exist to address identified weaknesses or deficiencies in the securty of the
Functional intersects with Weaknesses or TPM-03.3 [supply chain 5
Deficiencies
Third-Party Processing, Mechanisms exist to restrict the location of information processing/storage based on
Functional intersects with Storage and Service | TPM-04.4 |business requirements. 5
Locations
]
Thid-party Contract Wieehanisms exit {0 equie contractua requirements for cybersecurity & data privacy
Functional intersects with TPM-05. | requirements with third-parties, reflecting the organization's needs to protect its 5
Requirements
svstems. processes and data.
i i incl
runctional orsecswi | ThG-Party Persomnel | o st to ontrol personnel securty requirements ncluding securiy roles S
Security and for third-party providers.
- } Mechanisms exist to monitor for evidence of unauthorized exfltration or disclosure of
Monitoring for Third-Party ’
Functional intersects with TPM-07 [organizational information. 5
Information Disclosure
} Mechanisms exist to monitor, regularly review and audit External Service Providers
Review of Third-Party i 3 ' !
Functional intersects with orees TPM-08 [ (ESPs) for compliance with established contractual requirements for cybersecurity & 5
data orivacy controls.
} Mechanisms exist to address weaknesses or deficiencies in supply chain elements
Third-Party Defi
Functional intersects with ird-Party DEICIency | 1pm.09. |identified during i or organi f such elements. 5
Remediation
) Mechanisms exist to control changes to services by suppliers, taking into account the
Managing Changes To " ‘ e
Functional intersects with TPM-10_ criticality of business information, systems and processes that are in scope by the third- 5
Third-Party Services
oarty.
Mechanisms exist to faciltate the implementation of contingency planning controls to
Business Continuity help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or
Functional intersectswith | Management System | BCD-01 |Business Continuity & Disaster Recovery (BC/DR) playbooks). 5
(BCMS)
Mechanisms exist to identify and implement compensating countermeasures to reduce
B tisk and exposure to threats.
CC9.1-POF1 [ Considers Mitigation of Risks of Business Disruption Functional intersects with ompensating RSK-06.2 H
Countermeasures
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
cybersecurity and data protection risks.
i !
Functional intersects with | USNeSS IMPact Analysis | pqy g s
Mechanisms exist to facilitate the implementation of contingency planning controls to
Functiona! tersectswith | Manasemont System | .07 |PelP ensure resilient assets and services e.g, Continuity of Operations Plan (COOP) or s
ems) Business Continuity & Disaster Recovery (BC/DR) playbooks).
CCo.1P0F2 | Considers the Use of nsurance to Mitigate Financial Impact Risks - ) Compensating Mechanisms exist to identify and implement compensating countermeasures to reduce
Functional intersects with RSK-06.2 |risk and exposure to threats. 5
Countermeasures
ausiness Imoact Analyats Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
Functional intersects with P V'S | Rsk08  |cybersecurity and data protection risks. 5
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk fated wi I i i i
Functions! bsetof upply Chain Ris pskgp|550ciated with the development, acauisition, maintenance and disposal of systems, 0
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
} . Supply Chain Risk Mechanisms exist to periodically assess supply chain risks associated with systems,
o2 The entity assesses and manages risks associated with vendors and business partners. Functional intersects with Assessment RSK09.1 | tem and services, s
Functional subset of Third-Party Management | Tpvi.op |Mechanisms exist o faciltate the of third-party 10
[ Mechanisms exist to conduct a risk assessment prior to the acquisition or outsourcing
Functional intersects with v TPM-04.1 [of technology-related services. H
Assessments & Approvals

ke rnatonatICCBYND .0) Secure Controls Framework (SCF) 28038
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Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)

Supply Chain Risk associated with the development, acquisition, maintenance and disposal of systems,

Functional intersects with RSK-09 s
untiona! fntersects wi Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
ical in i
Sunply Chan Risk Mechanisms exist to periodically assess supply chain risks associated with systems,
Functional intersects with RSK-09.1 [system components and services. 5
Assessment
Mechanisms exist to facilitate the implementation of third-party management controls.
Functional subset of Third-Party Management | TPM-01 10
CCO.2POF1 Establishes Requirements for Vendor and Business Partner Engagements
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersectswith | Supply Chain Protection | TPM-03 |supply chain. 5
]
ThirdParty Contract Wieehanisms exit o require contractua requirements for cybersecurity & data privacy
Functional intersects with TPM-05. | requirements with third-parties, reflecting the organization's needs to protect its 5
Requirements
svstems. processes and data.
exist to & data privacy included in
Contract Flow-D
Functional intersects with niract FOWBOWR | 1pM-05.2 | contracts that flow-down to applicable sub-contractors and suppliers. s
Requirements
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functiona! tersects with Supply Chain Risk R0 |2550ciated with the development, acquisition, maintenance and disposalof systerns, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
- ) Sunply Chain Risk Mechanisms exist to periodically assess supply chain risks associated with systems,
Functional intersects with RSK-09.1 [system components and services. 5
Assessment
€C9.2-POF2  identifies Vulnerabilities . i of third-party controls.
Functional intersectswith | Third-Party Management | TPM-01 s
Mechanisms exst to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03 [supply chain. 5
Mechanisms exst to conduct a risk assessment prior to the acquisition or outsourcing
. . Third-Party Risk
Functional intersects with TPM-04.1 | of technology-related services. 5
Assessments & Approvals
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
associated with the development, acquisition, maintenance and disposal of systems,
Functiona! tersects with Supply Chain Risk R0 |sYstem components and services, ncluding documenting selected mitgating actions s
Management (SCRM) Plan and monitoring performance against those plans.
Mechanisms exist to periodically assess supply chain risks associated with systems,
system components and ser
Supply Chain Risk
Functional intersects with UPPIY Ehain 1l RSK-09.1 s
Assessment
of third-party Controls
CCO.2POF3  [Assesses Vendor and Business Partner Risks Functional intersects with | Third-Party Management | TPM-01 5
Mechanisms exist to evaluate security risks associated with the services and product
supply chain.
Functional intersectswith | Supply Chain Protection | TPM-03 5

Mechanisms exist to conduct a risk assessment prior to the acquisition or outsourcing,

of technology-related services.

Third-Party Risk

Functional intersects with y TPM-04.1 5
Assessments & Approvals

Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)

Supply Chain Risk associated with the development, acquisition, maintenance and disposal of systems,
Functional intersects with RSK-09 5
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
t to facilitate the of third-party controls.
Functional intersects with | Third-Party Management | TPM-01 H
CC9.2POF4 | Assigns Responsibility and Accountability for Managing Vendors and Business Partners
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03 [supply chain. s
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable,
. . Consulted & Informed (RASCI) matrix, or similar documentation, to delineate
Functional intersects with | Supportive, Consulted & | TPM-05.4 > H
assignment for cybersecurity & data privacy controls between internal stakeholders and
Informed (RASCI) Matrix
External Service Providers (ESPs).
Mechanisms exist to faciltate the implementation of third-party management controls.
Functional intersects with | Third-Party Management | TPM-01 5
CC9.2-POF5 | Establishes Communication Protocols for Vendors and Business Partners
Third-Party Contract Mechanisms exist to require contractual requirements for cybersecurity & data privacy
Functional intersects with v TPM-05 | requirements with third-parties, reflecting the organization’s needs to protect its H
Requirements
sustems. processes and data.
i ¥ is.
Functions! ntersects with | Third-party Management | Tpw-01 | Mechanisms exist to faciltate the implementation of third-party management control. R
1
R } R —p— Mecf\amsmsems:‘ whredqu\re :omraﬂcwa reqhu\remen.!s for gvbers::umv& data privacy s
€C9.2-POF6  |Establishes Exception Handling Procedures From Vendors and Business Partners unctional intersects wit Requirements . with third-parties, reflecting the organization’s needs to protectits
sustems. processes and data.
. Mechanisms exist to monitor, regularly review and audit External Service Providers
Review of Third-Party > . N :
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data orivacy controls.
exist to develop a plan for Supply Chain Risk Management (SCRM)
Functional intersects with Supply Chain Risk ask.g | 2ssociated with the development, acquisition, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
] ] Supply Chain Risk Mechanisms exist to periodically assess supply chain risks associated with systems,
Functional intersects with RSK-09.1 |system components and services. s
Assessment
t to facilitate the of third-party controls.
Functional intersects with | Third-Party Management | TPM-01 H
CC9.2POF7 | Assesses Vendor and Business Partner Performance Mechanisms exist to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03 [supply chain. s
Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
Functional intersects with | Third-Party Scope Review | TPM-05.5 |cybersecurity & data privacy control assignments accurately reflect current business 5
practices, compli bligations, and
Mechanisms exist to monitor, regularly review and audit External Service Providers
. . Review of Third-Party
Functional intersects with orvices TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & s
data privacy controls.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk iated wi I i i i
Functional intersects with upply Chain Ris} Rsk.gg |250ciated with the development, acquisition, maintenance and disposal o systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
Mechanisms exist to faciltate the implementation of third-party management controls.
Functional intersects with | Third-Party Management | TPM-01 5
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03 |supply chain. 5
Third-party Risk existto conduct a risk assessment pror to the acquistion or outsourcing
Functional intersects with | e Aprovals | TPM-041 [of technology-related services. 5
€C9.2-POF8  |Implements Procedures for Addressing Issues Identified During Vendor and Business Partner Assessments. sessments & Approvals
Mechanisms exist to include "break clauses” within contracts for failure to meet
Functional intersects with Break Clauses TPM-05.7 |contract criteria for cybersecurity and/or data privacy controls. 5
. Mechanisms exist to monitor, regularly review and audit External Service Providers
Review of Third-Party > N :
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data orivacy controls.
. Mechanisms exist to address weaknesses or deficiencies in supply chain elements
Third-Party Defi
Functional intersects with ro-party DENAIENSY | 1pM-09 | identified during i or organi f such elements. 5
Remediation
. Mechanisms exist to control changes to services by suppliers, taking into account the
Managing Changes To "’ ¢ ©
Functional intersects with TPM-10 |criticality of business information, systems and processes that are in scope by the third- 5
Third-Party Services
party.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Functional intersects with Supply Chain Risk ask.gg |Rssociated with the development, acquisition, maintenance and disposal ofsystems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.

e Secure Controls Framework (SCF) 290138
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of third-party controls

Functional intersects with | Third-Party Management | TPM-01 H

Mechanisms exist to evaluate security risks associated with the services and product
supply chain.

Functional intersects with | Supply Chain Protection | TPM-03 s
tto require contractual for & data privacy
_ ) Third-Party Contract requirements with third-parties, reflecting the organization’s needs to protect its
CC9.2POF9 [ Implements Procedures for Terminating Vendor and Business Partner Relationships Functional intersects with Requirements TPM-05 | ctems, processes and data. °
edstto & data privacy included in
Functional erseciswith | ComractFowDown | o contract tha flow-down to applicable sub-contractors and supliers. s
Requirements
Mechanisms exist to include "break clauses” within contracts for falure to meet
[ .
Functions! tersects with oreak Clauses Toa0s. |contract riteriafor cybersecurity and/or data privacy contols. s
Mechanisms exit to obtain  Frst-Party Declaration (1PD) from applicable External
) ) frstparty Dechration Service Providers (ESPs) that provides assurance of compliance with specified statutory,
Functional intersects with e TPM-05.6 |regulatory and contractual obligations for cybersecurity & data privacy controls, s
including any flow-down requirements to subcontractors.
Mechanisms exit to develop a plan for Supply Chan Risk Management (SCRM)
Functional tersects with Supply Chain Risk ns.op_|2550ciated with the development, acquisition, maintenance and disposal o systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
te the of third-party Controls.
Functional intersects with | Third-Party Management | TPM-0L s
Mechanisms exit to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03  |supply chain. s
€C9.2-POF10  [Obtains Confidentiality Commitments From Vendors and Business Partners %o require contractual Tor & data privacy
_ ) Third-Party Contract .
Functional intersects with e o TPM-05 | requirements with third-parties, reflecting the organization’s needs to protect its s
q svstems, processes and data.
tto & data privacy included in
. . Contract Flow-Down
Functional intersects with TPM-05.2 | contracts that flow-down to applicable sub-contractors and suppliers. s
Requirements
Mechanisms exit to obtain  First-Party Declaration (LPD) from applicable External
) . Service Providers (ESPs) that provides assurance of compliance with specified statutory,
First-Party Declaration "
Functional intersects with s, TPM-05.6 |regulatory and contractual obligations for cybersecurity & data privacy controls, s
including any flow-down requirements to subcontractors.
Mechanisms exit to develop a plan for Supply Chan Risk Management (SCRM)
Supply Chain Risk fated wi I i i i
Functions! tersects with upply Chain Ris Rsic0s | 550ciated with the development, acauisition, maintenance and disposal of systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
ical in
Sumly Chaim Risk Mechanisms exist to periodically assess supply chain risks associated with systems,
Functional intersects with RSK-09.1 [system components and services. s
Assessment
Mechanisms exist to faciitate the implementation of third-party management controls.
CCO.2-POF11  [Assesses Compliance With Confidentialty Commitments of Vendors and Business Partners Functional intersects with | Third-Party Management | TPM-01 s
P R Mechanisms exist to conduct a rsk assessment prior to the acquisition or outsourcing
Functional intersects with v TPM-04.1 [of technology-related services. H
Assessments & Approvals
Mechanisms exit to obtain  Frst-Party Declaration (1PD) from applicable External
) ) frstparty Dechration Service Providers (ESPs) that provides assurance of compliance with specified statutory,
Functional intersects with oo TPM-05.6 |regulatory and contractual obligations for cybersecurity & data privacy controls, s
including any flow-down requirements to subcontractors.
Mechanisms exit to develop a plan for Supply Chan Risk Management (SCRM)
Functional tersects with Supply Chain Risk ns.op_|2550ciated with the development, acquisition, maintenance and disposal o systems, s
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring against those plans.
te the of third-party Controls.
Functional intersects with | Third-Party Management | TPM-0L s
Mechanisms exit to evaluate security risks associated with the services and product
Functional intersects with | Supply Chain Protection | TPM-03  |supply chain. s
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable,
. . Consulted & Informed (RASCI) matrix, or similar documentation, to delineate.
Functional intersects with | Supportive, Consulted & | TPM-05.4 S s
Dt an. assignment for cybersecurity & data privacy controls between internal stakeholders and
CC9.2-POF12  |Obtains Privacy Commitments From Vendors and Business Partners informed (RASCI) Matrix External Service Providers (ESPs).
Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix,or similar documentation, to ensure
Functional intersects with | Third-Party Scope Review | TPM-05.5 |cybersecurity & data privacy control assignments accurately reflect current business. s

practices, compl igations, and

Mechanisms exist to obtain a First-Party Declaration (1PD) from applicable External

First-party Declaration Service Providers (ESPs) that provides assurance of compliance with specified statutory,

Functional intersects with o0y TPM-05.6 |regulatory and contractual obligations for cybersecurity & data privacy controls, 5
including any flow-down requirements to subcontractors.
; xist to monitor, regularly review and audit External Service Providers
Review of Third-Party > ) ' !
Functional intersects with o TPM-08 | (ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
Mechanisms exist to implement a threat intelligence program that includes a cross-
Functional tersects with Threat ntellgence | . {organization information-sharing capability that can influence the development of the s
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activties.
Mechanisms exist to develop Indicators of Exposure (I0E] to understand the potential
. . Indicators of Exposure
Functional intersects with o6 THR-02 |attack vectors that attackers could use to attack the organization. 5
Mechanisms exit to maintaln situational awareness of evolving threats by leveraging
Functional intersects with THR-03 |the knowledge of attacker tactics, techniques and procedures to faciltate the 5
of and control
Mechanisms exist to compel External Service Providers (ESPs) to provide notification of
Security C i I i i i fal
Functions! tersects with ecurity Compromise | 1 factul or potential compromises in the supply chain that can potentially affector have s
Notification Agreements adversely affected systems, applications and/or services that the organization utilzes.
CC9.2-POF13  (Assesses Compliance With Privacy Commitments of Vendors and Business Partners = Mechanisms exist to monitor for evidence of unauthorized exfiltration or disclosure of
Monitoring for Third-party ¢
Functional intersects with TPM-07 |organizational information. 5
Information Disclosure
; Mechanisms exit to monitor, regularly review and audit External Service Providers
Review of Third-Party > : : )
Functional intersects with o TPM-08 [ (ESPs) for compliance with established contractual requirements for cybersecurity & s
data privacy controls.
Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring of vulnerability
Functional intersects with | Management Program | VPM-01 | management controls. 5
Mechanisms exit to define and manage the scope for It attack surface management
Functional intersects with | Attack Surface Scope | VPM-0L.1 |activities. 5
st to detect and errors by routine
Functional intersects with | Vulnerability Scanning | VPM-06 | vulnerability scanning of systems and applications. 5
7 i i
P10 Privacy Criteria Related to Notice and Communication of Objectives Related to Privacy Functional subset of Data Privacy Program | pRi-o1 | Mechanisms exist to facilitate the implementation and operation of data privacy 10

controls.

Mechanisms exist to provide additional formal notice to individuals from whorm the
information is being collected that includes:

= Notice of the authority of organizations to collect Personal Data (PD);

* Whether providing Personal Data (PD) is mandatory or optional;

Functional intersects with | Privacy Act Statements | PRI-01.2 | = The principal purpose or purposes for which the Personal Data (PD) is to be used; 5
« The intended disclosures or routine uses of the inform:
= The consequences of not providing all or some portion of the information requested.

Mechanisms exist to

= Ensure that the public has access to information about organizational data privacy
activities and can communicate with its Chief Privacy Officer (CPO) or similar role;

« Ensure that organizational data privacy practices are publicly available through

Dissemination of Data organizational websites or document repositories;
The entity provides notice to data subjects about its privacy practices to meet the entity’s objectives related to Functional intersects with Privacy Program PRI-013 | » Utilize publicly facing email addresses and/or phone lines to enable the public to H
Information provide feedback and/or direct questions to data privacy office(s) regarding data

privacy. The notice is updated and communicated to data subjects in a timely manner for changes to the entity’s
privacy practices, including changes in the use of personal information, to meet the entity’s objectives related to
privacy.

privacy practices; and
*Inform data subjects when changes are made to the privacy notice and the nature of
such changes.

e Secure Controls Framework (SCF) 300138
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Mechanisms exist to:
+ Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;

* Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and H
third-party recipients that process the PD within the scope of the data privacy notice;

+ Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data retention
requirements.

Mechanisms exist to

* Make data privacy notice(s) available to indiy
organization and subsequently as necessary;

+ Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and 5
third-party recipients that process the PD within the scope of the data privacy notice;

* Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data retention
requirements.

iduals upon first interacting with an

Functional intersects with

PL1-POF1  [Communicates to Data Subjects [C]

t to identify and document the purpose(s) for which Personal Data
(PD) s collected, used, maintained and shared i its data privacy notices.

Functional intersects with Purpose Specification | PRI-02.1 5

Mechanisms exist to

* Make data privacy notice(s) available to in
organization and subsequently as necessary;

« Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and 5
third-party recipients that process the PD within the scope of the data privacy notice;
PL1-POF2  |Provides Notice to Data Subjects [C] * Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data retention
requirements.

iduals upon first interacting with an

Mechanisms exist to identify and document the purpose(s) for which Personal Data

is collg i ini i
Functional intersects with Purpose Specification | PRI-02.1 (PD) is collected, used, maintained and shared in its data privacy notices.

Mechanisms exist to

* Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;

+ Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and 5
P1.1-POF3 Covers Entities and Activities in Notice [C] third-party recipients that process the PD within the scope of the data privacy notice;

* Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data retention

Mechanisms exist to identify and document the purpose(s) for which Personal Data
(PD) s collected, used, maintained and shared in its data privacy notices.

Mechanisms exist to:

+ Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;

* Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets alllegal
obligations;

Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and H
third-party recipients that process the PD within the scope of the data privacy notice;

+ Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data reten
requirements.

Functional intersects with Purpose Specification | PRI-02.1

PL1-POF4 |Uses Clear Language and Presents a Current Privacy Notice in a Location Easily Found by Data Subjects [C]

Mechanisms exist to identify and document the purpose(s) for which Personal Data
Functional intersects with Purpose Specification | PRI-02.1 |(PD) i collected, used, maintained and shared in its data privacy notices. H

Mechanisms exist to establish, maintain and disseminate cybersecurity & data

Publishing Cybe ity &
ublShing ybersecurity protection policies, standards and procedures.

Functional intersects with Data Protection Gov-02
Documentation

Mechanisms exist to:
* Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;

« Ensures that data privacy notices are clear and easy-to-understand, expressing
P1.1-POFS Reviews the Privacy Notice [C] information about Personal Data (PD) processing in plain language that meets all legal
obligations;

Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and H
third-party recipients that process the PD within the scope of the data privacy notice;

* Content of the privacy notice is periodically reviewed and updates made as necessary;
and

 Prior versions of the privacy notice are retained in accordance with data retention
requirements.

Mechanisms exist to

= Ensure that the public has access to information about organizational data privacy
activities and can communicate with its Chief Privacy Officer (CPO) or similar role;

= Ensure that organizational data privacy practices are publicly available through
Dissemination of Data organizational websites or document repositories;

PL1-POF6  |Communicates Changes to Notice [C] Functional intersects with Privacy Program PRI-013 | » Utilize publicly facing email addresses and/or phone lines to enable the public to H
Information provide feedback and/or direct questions to data privacy office(s) regarding data
privacy practices; and

*Inform data subjects when changes are made to the privacy notice and the nature of
such changes.

Mechanisms exist to:
+ Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;

* Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
obligations;

PL1-POF7  |Retains Prior Notices [C] Functional intersects with Data Privacy Notice PRI-02 |+ Defines the scope of PD processing activities, including the geographic locations and H
third-party recipients that process the PD within the scope of the data privacy notice;

+ Content of the privacy notice is periodically reviewed and updates made as necessary;
and

« Prior versions of the privacy notice are retained in accordance with data retention
requirements.

Mechanisms exist to authorize the processing of their Personal Data (PD) prior to its
collection that;

+ Uses plain language and provide examples to illustrate the potential data privacy risks
of the authorization; and

+ Provides a means for users to decline the authorization.

ia Related to Choice and Consent Functional subset of Choice & Consent PRI-03

o authorize the processing of their Personal Data (PD) prior to ts
collection that:

 Uses plain language and provide examples to illustrate the potential data privacy risks
The entity i h lable regarding ion, use, retention, disclosure, and disposal of Functional intersects with Choice & Consent PREO3 | £ the authorization; and
personal information to the data subjects and the consequences, if any, of each choice. Explicit consent for the « Provides a means for users to decline the authorization.
collection, use, retention, disclosure, and disposal of personal information is obtained from data subjects or other

ke rnatonatICCBYND .0) Secure Controls Framework (SCF) 310138
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authorized persons, f required. Such consent is obtained only for the intended purpose of the information to Mechanisms exist to present authorizations to process Personal Data (PD) in
meet the entity’s objectives related to privacy. The entity’s basis for determining implicit consent for the. conjunction with the data action, when
collection, use, retention, disclosure, and disposal of personal information is documented JustIn-Time Notice & + The original circumstances under which an individual gave consent have changed; or
Functional intersects with PRI03.2 s
Updated Consent + Asignificant amount of time has passed since an individual gave consent.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to ts
collection that:
 Uses pl les toll i i
P21POFL  [Communicates to Data Subjects [C] Functional intersects with Choice & Consent phig3 ¢ Vses plin lansuage and provide examples to lustrate the potential data privacy risks s
of the authorization; and
+ Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to its
collection that:
 Uses plain| d provid les to illustrate the potential data privacy risk
P21P0F2  [c c of Denying or onsent [C] Functional intersects with Choice & Consent pRI03 [ o€ Plain language and provide examples to fllustrate the potential data privacy risks 5
of the authorization; and
 Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to ts
collection that:
 Uses pl les toll i i
21903 Functions! tersects with Choice & Consent pRoa | Uses plain anguage and provide examples to lustrate the potentialdata privacy risks s
of the authorization; and
+ Provides a means for users to decline the authorization.
Mechanisms exist to present authorizations to process Personal Data (PD) in
Justin-Time Notice & conjunction with the data action, when
Documents and Obtains Consent for New Purposes and Uses [C] Functional intersects with ot commen | PRI03.2 |+ The orginalcircumstances under which an individual gave consent have changed; or 5
" + Asignificant amount of time has passed since an individual gave consent.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to its
collection that:
 Uses plain| d provid les to illustrate the potential data privacy risk
Obtains Explicit Consent for Sensitive Information [C] Functional intersects with Choice & Consent pRI03 [ o€ Plain language and provide examples to fllustrate the potential data privacy risks 5
of the authorization; and
 Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to ts
collection that:
 Uses pl les toll i i
P2.1-POF6  [Obtains Consent for Data Transfers [C] Functional intersects with Choice & Consent phig3 |+ Vses plin lansuage and provide examples to lustrate the potential data privacy risks s
of the authorization; and
+ Provides a means for users to decline the authorization.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Restrict Collection T i incl llecting P i
30 pivacy CrteriaRelated to Colection Functions! bsetof estrict CollectionTo |, [data privacy notice and includes protections against collecting PD from minors without 0
Identified Purpose appropriate parental, or legal guardian, consent.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Functiona! tersects with | RestrictCollection To | | data privacy notice and includes protections against collecting PD from minors without s
Identified Purpose appropriate parental, or legal guardian, consent.
P31 Personal information s collected consistent with the entity’s objectives related to privacy.
‘Authority To Collect, Use, Mechanisms exist to determine and document the legal authority that permits the
Functional intersects with | Maintain & Share Personal | PRI-04.1 |collection, use, maintenance and sharing of Personal Data (PD), ither generally or in s
Data support of a specific program or system need.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Restrict Collection T i incl llecting P i
P3.1P0F1 | Limitsthe Collection of Personal information (P1C] Functions! tersects with estrict CollectionTo |, [data privacy notice and includes protections against collecting PD from minors without s
Identified Purpose appropriate parental, or legal guardian, consent.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Restrict Collection To data privacy notice and includes protect t collecting PD fr jthout
P3.1-POF2  [Collects Information by Fair and Lawful Means [PJ(C] Functional intersects with ! pRIq (4202 Privacy notice and includes protections against collecting P from minors withou s
Identified Purpose appropriate parental, or legal guardian, consent.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Restrict Collection T i incl llecting P i
Functions! tersects with estrict CollectionTo |, [data privacy notice and includes protections against collecting PD from minors without s
Identified Purpose parental, or legal guardian, consent.
P3.LPOF3  [Collects Information From Reliable Sources [PI(C]
Mechanisms exist to ensure information is directly collected from the data subject,
Functional intersects with Primary Sources PRI-04.2 |whenever possible. s
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Functiona! ersecswin | ReACllctonTo | fastaprvacy raice 9 incldes protections st colecting P rom miors without s
P3.1-POF4  |Informs Data Subjects When Additional Information Is Acquired [P][C] lentified Purpose appropriate parental, or legal guardian, consent.
runctiona! versects with | Notice of Correctiom or | """ echanisms exist o notiy affected data subject f theirPersonal Data (PD) has been S
Processing Change corrected or amended.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to its
collection that:
Functiona! tersects with Chorce & Consent pRi03 | Uses plin language and provide examples to lustrate the potentialdata privacy risks s
of the authorization; and
For information requiring explicit consent, the entity communicates the need for such consent as well as the « Provides a means for users to decline the authorization.
P32 2 failure to prov for the request for personal information and obtains the consent
prior to the collection of the information to meet the entity’s objectives related to privacy. Mechanisms exist to present authorizations to process Personal Data (PD) in
st Time Notice & conjunction with the data action, when
Functional intersects with oten Comen | PRI03.2 |+ The originalcircumstances under which an individual gave consent have changed; or 5
P « Asignificant amount of time has passed since an individual gave consent.
I i i
P3.2.POFL [Informs Data Subjects of Consequences of Failure to Provide Consent [C] Functional intersects with Tailored Consent pRi.g3. [Mechanisms exist to allow data subjects to modify the use permissions to selected 5
attributes of their Personal Data (PD).
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to ts
collection that:
 Uses pl les toll i i
P3.2.POF2  [Documents Explicit Consent to Retain Information [C] Functional intersects with Choice & Consent phig3 ¢ Vses plin language and provide examples to lustrate the potentialdata privacy risks 5
of the authorization; and
+ Provides a means for users to decline the authorization.
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfll the purpose(s) identified in the notice or as required by law;
Personal Data Retention & « Dispose of, i I
Functions! bsetof ersonal Data Retention & [ . |« Dispose o, destroys, erases, and/or anonymizes the PD, regardess of the method of 0
Disposal storage; and
P40 Privacy Criteria Related to Use, Retention, and Disposal « Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
. Mechanisms exist to restrct the use of Personal Data (PD) to only the authorized
Usage Restrictions of st to rest ’ :
Functional subset of PRI-05.4 | purpose(s) consistent with applicable laws, regulations and in data privacy notices. 10
Sensitive Personal Data
Mechanisms exist to address the use of Personal Data (PD) for internal testing, training
and research that:
Internal Use of Personal
. . o + Takes measures to limit or minimize the amount of PD used for internal testing,
Functional intersects with | Data For Testing, Traning | PRL0S.L | 124€* " . a 5
The entity limits the use of personal information to the purposes identified in the entity’s objectives related to and Research training and research purposes; an
P4 aresey + Authorizes the use of PD when such information is required for internal testing,
training and research.
Mechanisms exist to restrict the use of Personal Data (PD) to only the authorized
Functional intersects with | US?B ReStretions of |- oy o 4| rooses) consistent with applicable laws, regulations and in data privacy notices. s
Sensitive Personal Data L PPl o8 privacy g
sage Restrctions of Mechanisms exst to restrct the use of Personal Data (PD) to only the authorized
P4.LPOFL  [Uses Personal Information for Intended Purposes [PJIC] Functional intersects with e PRI05.4.|purpose(s) consistent with applicable laws, regulations and in data privacy notices. 5
Sensitive Personal Data
Mechanisms exist to:
+ Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfll the purpose(s) identified in the notice or as required by law;
Personal Data Retention & « Dispose of, i I
Pa2 The entity retains personal information consistent with the entity’s objectives related to privacy. Functional intersects with | [eToonal Data Retention & | o |+ Dispose of, destroys, erases, and/or anonymizes the PD, regardess of the method of 5
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Mechanisms exist to
 Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Personal Data Retention & . f, destroys, erases, and izes the PD, regardless of the method of
P4.2.POFL  [Retains Personal Information [PI[C] Functional intersects with pRi-0s | * Dispose of destroys, erases, and/or anonymizes the PD, regardless of the method o 5
Disposal storage; and
« Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Mechanisms exist to ensure Personal Data (PD) is protected by security safeguards that
P4.2-POF2  [Protects Personal Information [PI(C] Functional intersects with | Security of Personal Data | PRL-0L6 |are sufficient and appropriately scoped to protect the confidentiality and integrity of s
Functiona! I ersects with | S2niation of Personal | 0 " " Mechanisms exist to faciitate the saniizaton of Personal Data (°D). S
Data (PD)
Functional intersects with | _Information Disposal _|_DCH-21 o securely dispose of, destrov or erase information. 5
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Mechanisms exist to:
« Retain Personal Data (PD), including metadata, for an organization-defined time

Pa3 The entity securely disposes of personal information to meet the entity’s objectives related to privacy. period to fulfill the purposels) identified in the notice or as required by law;
Pe | Data Retention & * Di f, i I
Functions! intersectswith | P€reonal Data Retention & | | - Dispose of, destroys, erases, and/or anonymizes the PD, regardess of the method of s
Disposal storage; and

» Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).

i " rrecen r i
User Feedback Mechanisms exist to implement a process for receiving and responding to complaints,

Functional intersects with PRI-06.4 [concerns or questions from data subjects about the organizational data privacy H
Management
P43-POFL  [Captures, Identifies, and Flags Requests for Deletion [PI[C] Dractices.
Mechanisms exit to erase Personal Data (PD) of a data subject, without delay.
Functional intersects with Right to Erasure PRI-06.5 s
Secure Disposal, Mechanisms exit to securely dispose of, destroy of repurpose system components
Functional intersects with | Destruction or Re-Use of | AST-09 |using organization-defined techniques and methods to prevent information being H
Eavipment recovered from th
ronctionat ntersectswith | Physicl Media Disposal | 0cH-gg | Mechanisms exst to securely dispose of media when i s no longer required, using R

formal procedures.

r r -
Functional tersectswith | nformation Disposal | D21 | Mechanisms existto securely dispose of, destroy or erase information B

P43-POF2  |Disposes of, Destroys, and Redacts Personal Information [PI(C] Mechanisms exist to

* Retain Personal Data (PD), including metadata, for an organization-defined time

period to fulfll the purpose(s) identified in the notice or as required by law;

Functional intersects with | PErSonal Data Retention & | | = Dispose of, destroys, erases, and/or anonymizes the PD, regardiess of the method of s
Disposal storage; and

* Use organization-defined techniques or methods to ensure secure deletion or

destruction of PD (including originals, copies and archived records).

Secure Disposal, Mechanisms exit to securely dispose of, destroy or repurpose system components
Functional intersects with | Destruction or Re-Use of | AST-09 |using organization-defined techniques and methods to prevent information being 5
Equipment recovered from

Fonctiona! tersectswith | Physical iedia Disposal | 0CH-0g | Mechanims exst tosecurely ispose f media when i s o longer required, using S
formal procedures.

Fonctionat tersectswith | Information Dsposal | 0cH-21| MEchanims exist tosecurely dispose of, desroy o erase information. S

Pa3-POF3  |Destroys Personal Information [P)(C] Mechanisms exst to:
 Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purposels) identified in the notice or as required by law;
Personal Data Retention & - Dispose o, i I
Functions! intersects with | Personal DataRetention & ||« Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of s
Disposal storage; and
- Use organization-defined techniques or methods to ensure secure deletion o
destruction of PD (including originals, copies and archived records).
i P
5.0 Privacy Criteria Related to Access Functional subset of Data Subject Access pRi-0g | Mechanisms exist to provide data subjects the ability to access their Personal Data (PD) 10

maintained in svstems of records.
Mechanisms exist to utiize technical controls to correct Personal Data (PD) that s

Functional tersects it | Updating & Correcting | | inaccurate or outdated, incorretly determined regarding impact,orincorrctly de- s

Personal Data (PD) identified.
The entity grants identified and authenticated data subjects the ability to access their stored personal information Mechanisms exit to provide data subjects the abilty to access their Personal Data (°D)
for review and, upon request, provides physical or electronic copies of that information to data subjects to meet i i .
ps1 pon request o po: o ! Functional intersects with Data Subject Access | pRig | Mantained inrganizational systems of records s

the entity’s objectives related to privacy. If access is denied, data subjects are informed of the denial and reason
for such denial, as required, to meet the entity’s objectives related to privacy.

Mechanisms exist to implement a process for receiving and responding to complaints,

User Feedback concerns or questions from data subjects about the organizational data privacy

Functional intersects with PRI-06.4 “ 8 © privacy 5
Management practices.

Mechanisms exist to provide data subjects the abi

o access their Personal Data (PD)

PS.1-POFL  [Responds to Data Controller Requests [P] Functional intersects with Data Subject Access | PRI-06 5
maintained in systems of records.
Mech: tto provide data subjects the ability their Personal Data (PD)
PS1-POF2  [Authenticates Data Subjects’ Identity [PI(C] Functional intersects with Data Subject Access | PRI-0g | Mechanisms exit to provide data subjects the abiliy to access their Personal Data (PD) 5
maintained in systems of records.
tto provi bjects the ability & their Personal Data (PD)
PS.1-POF3  |Permits Data Subjects Access to Their Personal Information [P](C] Functional intersects with Data Subject Access. PRI-06 o subjects the ability to access their Personal Data (PD) s
maintained in systems of records.
Mechanisms exist to implement a process for receiving and responding to complaints,
. . User Feedback
Functional intersects with Mmoot PRI-06.4 | concerns or questions from data subjects about the organizational data privacy 5
PS.1.POF4  [Provides Understandable Personal Information Within Reasonable Time [PJ(C] practices. _
reject Unauthorized tto reject disclosure requests.
Functional intersects with ! PRI07.4 5
Disclosure Requests
ser Feedback Mechanisms exist to implement a process for receiving and responding to complaints,
PS.1.POFS [ Informs Data Subjects If Access Is Denied [PI(C] Functional intersects with et PRI-06.4 | concerns or questions from data subjects about the organizational data privacy 5
e practices.
Mechanisms exist to utilize technical controls to correct Personal Data (PD) that is
Updating & Correcti i I i ing i .
Functions! tersects with pdating & Correcting | . [inaccurate or outdated, incorrectly determined regarding impact, or incorrectly de- s
Personal Data (PD) identified.
Mechanisms exist to establish and implement a process for:
Comrecting Inaccurate - Data subjects to have inaccurate Personal Data (PD) maintained by the organization
Functional intersects with e o PRI-06.1 |corrected or amended; and 5
« Disseminating corrections or amendments of PD to other authorized users of the PD.
Mechanisms exist to notify affected data subjects f their Personal Data (PD) has been
The entity corrects, amends, or appends personal information based on information provided by data subjects Functional intersects with | 1otice of Correctionor | oo o, | corrected or amended. 5
ps2 and communicates such information to third parties, as committed or required, to meet the entity's objectives, Processing Change
- related to privacy. I a request for correction is denied, data subjects are informed of the denal and reason for - . — .
such denial to meet the entity’s objectives related to privacy. Mot secon o amendet
Functional intersectswith | Appeal Adverse Decision | PRI-063 |PPe?! an adverse decision and have incorrect information amended. s
Mechanisms exist to implement a process for receiving and responding to complaints,
Functiona! tersects with User Feedback pR106.4_|cOTCemS oF Questions from data subjects about the organizational data privacy s
Management practices.
Mechanisms exist to develop processes to identify and record the method under which
Updating Personal Dat: ] i
Functions! L Personal Data (PD) is updated and the frequency that such updates occur. s
eor Feedback ‘exist to implement a process for receiving and responding to complaints,
Functional intersects with anpement PRI-06.4 | concerns or questions from data subjects about the organizational data privacy 5
PS.2POF1  [Responds to Data Controller Requests [P] Dractices.
Mechanisms exit to reject unauthorized disclosure requests.
Reject Unauthorized
Functional intersects with PRIO7.4 5
Disclosure Requests
Mechanisms exist to establish and implement a process for:
Comrecting Inaccurate - Data subjects to have inaccurate Personal Data (PD) maintained by the organization
Functional intersects with e o PRI-06.1 | corrected or amended; and 5
« Disseminating corrections or amendments of PD to other authorized users of the PD.
Mechanisms exist to notify affected data subjects f their Personal Data (PD) has been
P5.2-POF2  |Communicates Denial of Access Requests [P][C] Notice of Correction or corrected or amended.
Functional intersects with ‘ PRI06.2 s
Processing Change
Mechanisms exist to develop processes to identify and record the method under which
Updating Personal Dat: ] i
Functions! L Personal Data (PD) is updated and the frequency that such updates occur. s
Mechanisms exist to notify affected data subjects f their Personal Data (PD) has been
Notice of Correction or cted ded.
Functional intersects with N PRI-g6.2 |“Orrected oramende s
Processing Change
Mechanisms exist to implement a process for receiving and responding to complaints,
PS.2-POF3  [Permits Data Subjects to Update o Correct Personal Information [PJIC] Functional intersects with User Feedback PR-0g.4 | CCNCernS Or questions from data subjects about the organizational data privacy 5
Management practices.

Mechanisms exit to reject unauthorized disclosure requests.

Reject Unauthorized

Functional intersects with ! PRIO7.4 5
Disclosure Requests

st to implement a process for receiving and responding to complaints,
User Feedback P P € poncing P

Communicates Denial of Correction Requests [PJ(C] Functional intersects with et PRI-06.4 | concerns or questions from data subjects about the organizational data privacy 5
e practices.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
P60 Privacy Criteria Related to Disclosure and Notification Functional subset of Disclosure of Information | DCH-03.1 /res 10

parties with a need to know.
Mechanisms exist to disclose Personal Data (PD) to third-parties only for the purposes

The entity discloses personal information to third parties with the explicit consent of data subjects and such Information Sharing With

(33 Functional intersects with PRI07 i i ith the implici icit 5
comsent s obtained prior o disclosure 1o meet the entity's objertives related 1o privacy. unctional intersects wi nind pa \:‘ebr‘:!\(ed in the data privacy notice and with the implicit or explicit consent of the data
Mechanisms exist to disclose Personal Data (PD) to third-parties only for the purposes
i i Information Sharing With
Functional intersects with f PRI07 |identified in the data privacy notice and with the implicit or explicit consent of the data 5
subject.
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P6.1-POFL | Communicates Privacy Policies to Third Parties [PJIC] Mechanisms exist to include data privacy requirements in contracts and other
Data Privacy Requirements acquisition-related documents that establish data privacy roles and responsibilities for
Functional intersectswith | for Contractors & Service | PRI-07.1 |*° N . privacy P s
contractors and service providers.
Providers
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
Functional intersects with | Disclosure of Information | DCH-03.1 | parties with a need to know. 5
P6.1-POF2  [Discloses Personal Information Only When Appropriate [PI(C]
personal Dota Mechanisms exst to limit the disclosure of Personal Data (PD) to authorized parties for
Functional intersects with 8 PRI-0L7 [the sole purpose for which the PD was obtained. H
Disclosures
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
rties with a need to know.
Functional intersects with | Disclosure of Information | DCH-03,1 |P2T1es With 2 need toknow: 5
P6.1-POF3 [ Discloses Personal Information Only to Appropriate Third Parties [PJ(C]
Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized parties for
Personal Dat .
Functions! tersects with g PersonalData | o - |the sole purpose for which the PD was obtained. s
Disclosures
iscl i I
ronctionat orsects with | Disctosure of mformation | o031 Men:hams::s et et the disclosure of sensitive / regulated data to authorized S
P6.1-POF4  |Discloses Information to Third Parties for New Purposes and Uses [PJ[C] Darties with 2 need (o know.
. ; Limiting Personal Data Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized parties for
Functional intersects with PRIOL7 s
Disclosures the sole purpose for which the PD was obtained.
I i resof P
The entity creates and retains a complete, accurate, and timely record of authorized disclosures of personal Mechanisms exist t develop and maintaln an accounting of disclosures of Personal
P62 : Functional intersects with | Accounting of Disclosures | PRI-14.1 |Data (PD) held by the organization and make the accounting of disclosures available to 5
information to meet the entity’s objectives related to privacy.
the person named in the record. upon reauest.
Mechanisms exist to develop and maintain an accounting of disclosures of Personal
P6.2-POFL  [Creates and Retains Record of Authorized Disclosures [P][C] Functional subsetof | Accounting of Disclosures | PRI-14.1 [Data (PD) held by the organization and make the accounting of disclosures available to 10
the person named in the record. upon reauest.
Mechanisms exist to address data breaches, or other incidents involving the
Functional intersects with Data Breach 1R0-04.1 |unauthorized disclosure of sensitive or regulated data, according to applicable laws, 5
lations and contractual obligations.
Mechanisms exist to timely-report incidents to applicable
. ! o | meidentstakenotder | |« intemalstakeholders; s
b6 The entity creates and retains a complete, accurate, and timely record of detected or reported unauthorized unctional intersects wit Reporting - « Affected clients & third-parties; and
- disclosures (including breaches) of personal information to meet the entity’s objectives related to privacy. - Regulatory authorities.
Functiona! rersects with Information Spillsge | || Mechanisms exist o respond to sensitive information spll S
Response
Mechanisms exist to develop and maintain an accounting of disclosures of Personal
Functional intersects with | Accounting of Disclosures | PRI-14.1 |Data (PD) held by the organization and make the accounting of disclosures available to 5
the person named in the record, upon reauest.
Mechanisms exist to develop and maintain an accounting of disclosures of Personal
P6.3-POFL [ Creates and Retains Record of Detected or Reported Unauthorized Disclosures [P} [C] Functional subsetof | Accounting of Disclosures | PRI-14.1 [Data (PD) held by the organization and make the accounting of disclosures available to 10
the person named in the record, upon reauest.
Mechanisms exist to include data privacy requirements in contracts and other
The entity obtains privacy commitments from vendors and other third parties who have access to personal Data Privacy Requirements o e e ey o ities for
P64 information to meet the entity’s objectives related to privacy. The entity assesses those parties’ compliance on a Functional subset of for Contractors & Service | PRI-07.1 |°% I ! privacy P 10
contractors and service providers.
periodic and as-needed basis and takes corrective action, if necessary. Providers
Mechanisms exist to restrict the disclosure of sensitive / regulated data to authorized
Functional intersects with | Disclosure of Information | DCH-03.1 | parties with a need to know. 5
P6.4-POF1 |Evaluates Third-Party Compliance With Privacy Commitments [P](C]
i iting Personal Data Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized parties for
Functional intersects with 8 PRI-0L7 [the sole purpose for which the PD was obtained. H
Disclosures
Mechanisms exit to ulize security safeguards to limit harm from potential adversaries
Functional intersectswith | Limit Potential Harm | TPM-03.2 |who identify and target the organization's supply chain. 5
Mechanisms exist to include "break clauses” within contracts for failure to meet
P6.4-POF2 Misuse of Personal Information by a Third Party [PIIC] Functional intersects with Break Clauses TPM-05.7 | contract criteria for cybersecurity and/or data privacy controls. 5
} Mechanisms exist to address weaknesses o deficiencies in supply chain elements
Third-Party Defi
Functional intersects with ird-Party DEfICIeNcy | 1pm.09. |identified during i or organi f such elements. 5
Remediation
. ; Mechanisms exist to include data privacy requirements in contracts and other
Data Privacy Requirements \cquisition-related documents that establish data privacy roles and responsibili
Functional intersects with | for Contractors & Service | PRI07.1 [*°% privacy P 5
; contractors and service providers.
Providers
P6.4-POF3  [Obtains Commitments to Report Unauthorized Disclosures [PI[C] ) ) Third-party Contract to require contractual for & data privacy
Functional intersects with o TPM-05 [ requirements with third-parties, reflecting the organization's needs to protect its s
q svstems, processes and data.
tto & data privacy included in
. . Contract Flow-Down
Functional intersects with TPM-05.2 | contracts that flow-down to applicable sub-contractors and suppliers. 5
Requirements
Mech t Janning and testi ducted
The entity obtains commitments from vendors and other third parties with access to personal information to lechanisms exist to ensure response/ecovery planning and testing are conducte
y Third-Party Incident with critical suppliers/providers.
notify the entity in the event of actual or suspected unauthorized disclosures of personal information. Such
P65 Functional intersects with | Response & Recovery | TPM-11 5
notifications are reported to appropriate personnel and acted on in accordance with established incident- Py
response procedures to meet the entity’s objectives related to privacy. P:
tto uti guards to limit harm from potential adversaries
Functional intersects with | Limit Potential Harm | TPM-03.2 |who identify and target the organization’s supply chain. s
Mechanisms exist to include "break clauses” within contracts for failure to meet
P6.5-POFL  |Remediates Misuse of Personal Information by a Third Party [PJ(C] Functional intersects with Break Clauses TPM-05.7 | contract criteria for cybersecurity and/or data privacy controls. s
- ) bt pary Defiieney Mechanisms exist to address weaknesses or deficiencies in supply chain clements
Functional intersects with ! TPM-09  [identified during independent or organizational assessments of such elements. 5
Remediation
tto uti guards to limit harm from potential adversaries
Functional intersects with | Limit Potential Harm | TPM-03.2 |who identify and target the organization’s supply chain. s
Mechanisms exist to include "break clauses” within contracts for failure to meet
P6.5-POF2  [Reports Actual or Suspected Unauthorized Disclosures [PJIC] Functional intersects with Break Clauses TPM-05.7 | contract criteria for cybersecurity and/or data privacy controls. s
- ) Thind pary Defiieney Mechanisms exist to address weaknesses or deficiencies in supply chain clements
Functional intersects with ! TPM-09  [identified during independent or organizational assessments of such elements. 5
Remediation
Mechanisms exist to address data breaches, or other incidents involving the
Functional intersects with Data Breach 1R0-04.1 |unauthorized disclosure of sensitive o regulated data, according to applicable laws, 5
. The entity provides notification of breaches and incidents to affected data subjects, regulators, and others to 1 d contractual obligations.
i meet the entity’s objectives related to privacy. Third-Party Incident Mechanisms exist to ensure response/recovery planning and testing are conducted
Functional intersectswith | Response & Recovery | TPM-11 |with critical suppliers/providers. s
apabilities
tto guards to limit harm from potential adversaries
Functional intersects with | Limit Potential Harm | TPM-03.2 |who identify and target the organization’s supply chain. s
Mechanisms exist to include "break clauses” within contracts for failure to meet
P6.6-POFL |Identifies Reporting Requirements [P](C] Functional intersects with Break Clauses TPM-05.7 | contract criteria for cybersecurity and/or data privacy controls. s
- ) Thind pary Defiieney Mechanisms exist to address weaknesses or deficiencies in supply chain clements
Functional intersects with ! TPM-09  [identified during independent or organizational assessments of such elements 5
Remediation
Mechanisms exist to address data breaches, or other incidents involving the
P6.6-POF2  [Provides Notice of Breaches and Incidents [P][C] Functional equal Data Breach 1R0-04.1 |unauthorized disclosure of sensitive o regulated data, according to applicable laws, 10
lations and contractual obligations.
Mechanisms exst to address data breaches, or other incidents involving the
Functional intersects with Data Breach 1R0-04.1 |unauthorized disclosure of sensitive o regulated data, according to applicable laws, 5
I d i
. The entity provides data subjects with an accounting of the personal information held and disclosure of the data contractual obligations.
- subjects’ personal information, upon the data subjects’ request, to meet the entitys objectives related to privacy. ) Mechanisms exist to timely-report incidents to applicable:
_ ) Incident Stakeholder « Internal stakeholders;
Functional intersects with 1RO-10 5
Reporting « Affected clients & third-parties; and
 Regulatory authorities.
Mechanisms exist to identify and document the purpose(s) for which Personal Data
Functional intersectswith | Purpose Specification | PRI-02.1 |(PD) s collected, used, maintained and shared inits data privacy notices. 5
Authority To Collect, Use, Mechanisms exst to determine and document the legal authority that permits the.
Functional intersects with | Maintain & Share Personal | PRI-04.1  |collection, use, maintenance and sharing of Personal Data (PD), either generally or in 5
Data support of a specific program or svstem need.
P6.7-POFL  [Responds to Data Controller Requests [P] Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06 organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
ser Feedback Mechanisms exist to implement a process for receiving and responding to complaints,
Functional intersects with PRI-06.4 | concerns or questions from data subjects about the organizational data privacy 5
Management
oractices.
Mechanisms exist to export Personal Data (PD) in a structured, commonly used and
P6.7-POF2 Identifies Types of Personal Information and Handling Process [P][C] Functional intersects with Data Portability PRI-06.6 |machine-readable format that allows the data subject to transmit the data to another 5
controller without hindrance.
Mechanisms exist to digitally export Personal Data (PD) in a secure manner upon
Functional intersects with | Personal Data Exportability | PRI-06.7 |request by the data subject. 5

Intemational (CC 8VHD .0)

Secure Controls Framework (SCF)

340f38



Set Theory Relationship Mapping (STRM)

STRM

AICPA 2017 Trust Services Criteria (TSC)
Revised Points of Focus - 2022

STRM

Secure Controls Framework (SCF)

Version 2024.2
5/22/2024

Strength of

Intemational (CC 8VHD .0)

Focal Document Element (FDE) Descri SCF Control ne Relationship Notes (optional)
Rationale Relationship Control Description
(optional)
Mechanisms exist to craft disclosures and communications to data subjects such that
Functions! intersects with Data Subject pR.17 | the material i readily accessible and written in a manner that is concise, unambiguous s
Communications and understandable by a reasonable person.
Mechanisms exist to receive and respond to contractual obligations from data
P6.7-POF3  |Captures, Identifies, and Communicates Requests for Information [P][C] controllers that includes:
« Data subject requests;
Functional intersects with Data Controller PRI-18 | » Updates/corrections to Personal Data (PD); s
Communications
= Disclosures of PD; and
« Accounting for PD that is stored, processed and/or transmitted on behalf of the data
controller.
Mechanisms exist to manage the quality, utilty, objectivity, integrity and impact
7.0 Privacy Criteria Related to Quality Functional intersects with | Data Quality PRI-10 and d of sensi data across the information 5
lifecvcle.
The entity collects and maintains accurate, up-to-date, complete, and relevant personal information to meet the Mechanisms exst to manage the dualty, utiity objectivity, integrity and impact
P71 " Functional intersects with | Data Quality PRI-10 of data across the information 5
entity’s objectives related to privacy.
lifecvcle.
Mechanisms exist to manage the quality, utilty, objectivity, integrity and impact
P7.1-POF1  |Ensures Accuracy and Completeness of Personal Information [P](C] Functional intersects with | Data Quality PRI-10 of sensit data across the information B
lifecvcle.
Mechanisms exist to manage the quality, utilty, objectivity, integrity and impact
P7.1-POF2  |Ensures Relevance of Personal Information [P](C] Functional intersects with | Data Quality PRI-10 and d of sensit data across the information B
lifecvcle.
Testing Training & Mechanisms exist to conduct cybersecurity & data privacy testing, training and
P80 Privacy Criteria Related to Monitoring and Enforcement Functional intersects with Monitoring PRI-08 | monitoring activities 5
The entity implements a process for receiving, addressing, resolving, and communicating the resolution of exist to implement a process for receiving and responding to complaints,
- inquiries, complaints, and disputes from data subjects and others and periodically monitors compliance to meet Functional intersects with User Feedback PR06.4_|concers or questions from data subjects about the organizational data privacy s
the entity's objectives related to privacy. Corrections and other necessary actions related to identified Management practices.
ies are made or taken in a timely manner.
User Feedback Mechanisms exist to implement a process for receiving and responding to complaints,
P8.1-POFL  |Communicates to Data Subjects or Data Controllers [PI[C] Functional intersects with Managemont PRI-06.4 [concerns or questions from data subjects about the organizational data privacy s
practices.
User Feedback Mechanisms exist to implement a process for receiving and responding to complaints,
P8.1-POF2  |Addresses Inquiries, Complaints, and Disputes [P](C] Functional intersects with Management PRI-06.4 [concerns or questions from data subjects about the organizational data privacy s
practices.
User Feedback Mechanisms exist to implement a process for receiving and responding to complaints,
P8.1-POF3 | Documents and Communicates Dispute Resolution and Recourse [P][C] Functional intersects with Managemont PRI-06.4 [concerns or questions from data subjects about the organizational data privacy s
practices.
t to maintain data pri lated records and develop, disseminate
P81-POFs | Documents and Reports Compliance Reiew Results (PIC] Functional itersects with | D2 Privacy Records & | fand update reports o intenal senior management, as wellas external oversight bodies, s
Reporting a5 appropriate, to demonstrate accountability with specific statutory and regulatory
data orivacy program mandates.
Mechanisms exist to maintain data privacy-related records and develop, disseminate
P8.1-POFS | Documents and Reports Instances of Noncompliance [PJ[C] Functional intersects wth | D22 Privacy Records & |- g, 1 |and update reports o internal senior management, as wellas external oversight bodies, 5
Reporting s appropriate, to demonstrate accountability with specific statutory and regulatory
data privacy program mandates.
Testing Training & Mechanisms exist to conduct cybersecurity & data privacy testing, training and
P8.1-POF6  |Performs Ongoing Monitoring [PIIC] Functional intersects with Monitoring PRI-08 | monitoring activities s
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Functional intersects with service Delivery Ops.3 |UPPOrt of the organization's technology capabiltes supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
The entity obtains or generates, uses, and communicates relevant, quality information regarding the objectives Functional intersects with  [Business Process Definition| PRM-06 |organizations; and 5
PIL1 related to processing, including definitions of data processed and product and service specifications, to support * Information protection needs arising from the defined business processes and revises
the use of products and services. the processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
Data Protection Impact e N "
Functional intersects with RSK-10 |applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA)
identify and remediate reasonablv-expected risks.
Mechanisms exist to develop applications based on secure coding principles.
Functional intersects with Secure Coding TDA06 5
Mechanisms exist to require the developer of the system, system component or service
Functional intersects with Criticality Analysis | TDA-06.1 [to perform a criicality analysis at organization-defined decision points in the Secure 5
Life Cycle (SDLC).
Cybersecurity & Data Mechanisms exst to identifycritical system components and functions by performing a
criticality analysis for critical systems, system components or services at pre-defined
Functional intersects with Privacy Requirements | PRM-05 5
. decision points in the Secure Development Life Cycle (SDLC).
Definition
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06 |organizations; and s
PI1.1-POF1 Identifies Functional and d Information = Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs s obtained.
Mechanisms exist to design and implement product management processes to update
Functional intersects with | Product Management | TDA-01.1 | products, including systems, software and services, to improve functionality and correct s
security deficiencies.
Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Functional intersects with (MVP) Security TDA-02 |established to define a Minimurm Viable Product (MVP). H
Mechanisms exist to identify critical system components and functions by performing a
criticality analysis for critical systems, system components or services at pre-defined
decision points in the Secure Development Life Cycle (SDLC).
Cybersecurity & Data
Functional intersects with Privacy Requirements | PRM-05 H
Definition
Mechanisms exist to design and implement product management processes to update
products, including systems, software and services, to improve functionality and correct
security deficiencies.
PIL1-POF2 [Defines Data Necessary to Support a Product or Service Functional intersects with | Product Management | TDA-01.1 5
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Strength of
Relationship Notes (optional)
(optional)

STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to ensure risk-based technical and fun
established to define a Minimum Viable Product (MVP).

nal specifications are

Minimum Viable Product
Functional intersects with (MVP) Security TOA02 H
Requirements

Mechanisms exist to identify critical system components and functions by performing a
Cybersecurity & Data criticality analysis for critical systems, system components or services at pre-defined

Functional intersects with Privacy Requirements | PRM-05 |decision points in the Secure Development Life Cycle (SDLC). 5
Definition

Mechanisms exist to design and implement product management processes to update
products, including systems, software and services, to improve functionality and correct
PIL1-POF3 | Defines Information Necessary to Support the Use of a Good or Product Functional intersects with Product Management | TDA-OL1 [security deficiencies. 5

Mechanisms exist to ensure risk-based technical and functional specifications are
Minimum Viable Product established to define a Minimum Viable Product (MVP).

Functional intersects with (MVP) Security TOA02 H
Requirements

Mechanisms exist to facilitate the implementation of tailored development and
Technology Development

o1 The entity implements policies and procedures over system inputs, including controls over completeness and Functional subset of & Acauisition TOAOL |acauisition strategies, contract tools and procurement methods to meet unique 1
- accuracy, to result in products, services, and reporting to meet the entity’s objectives a’s"fss needs. Fr - e S v
rometions orsects with secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles. S
op apl Tes.
rometions orsects with secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles. S
PIL2-POFL [Defines Characteristis of Processing Inputs T P P
Functional intersectswith | Input Data Validation | TDA-1g | ™Mechanisms exist to check the validity ofinformation inputs. 5
op apl Tes.
rometions orsects with secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles, S
PIL2POF2  Evaluates Processing Inputs T P P
Functional intersectswith | Input Data Validation | TDA-1g | MeCanisms exist to check the validity ofinformation inputs. s
op apl Tes.
rometions orsects with secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles, S
PIL2-POF3 Creates and Maintains Records of System Inputs T P PR
Functional intersectswith | Input Data Validation | TDA-1g | Mechanisms exist to check the validity ofinformation inputs. 5
Mechanisms exit to faciitate the implementation of tailored development and
Technology Development
Functional subset of oo TOAO1 | acquisition strategies, contract tools and procurement methods to meet unique 10
PIL3 The entity implements policies and procedures over system processing to result in products, services, cquisition o
op appl Tes.
rometions e secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles, o
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Service Deli ization's I it i
Functions! tersects with ervice Delivery ops.03 |£UPPOTtof the organization’s technology capablites supporting business unctons, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specifc goals of the process area.
Mechanisms exist to define business processes with consideration for cybersecurity &
PIL3-POFL Defines Processing Specifications data privacy that determines:
 The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06  |organizations; and s
 Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Fonctiona! rersect secure Coding omoo | Mechanisms exist o develop appiications based on secure coding principies. S
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Functional tersects with senvice Delivery ops.g3|suPPOITof the organization'stechnology capabilties supporting business functions, s
(Business Process Support) workforce, and)/or customers based on industry-recognized standards to achieve the

specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

PIL3-POF2

I i les.
runctional tersects with Secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Delivery ops.03|suppOTt of the organization’s technology capabilities supporting business functions,
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional intersects with

Mechanisms exist to define business processes with consideration for cybersecurity &
PIL3-POF3  |Detects and Corrects Processing or Production Activity Errors data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Functional ntersects with Secure Coding Toa0g | Mechanisms exist to develop applications based on secure coding principles.

Mechanisms exit to define supporting business processes and Implement appropriate
overnance and service management to ensure appropriate planning, delivery and
Service Deliven support of the organization's technology capabilities supporting business functions,
Functional intersects with ) v ops03 [*UPP & £ cap pPorting

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Mechanisms exist to define business processes with consideration for cybersecurity &
PIL3-POF4  |Records System Processing Activities data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with | Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

I i les.
runctional tersects with Secure Coding ToA0s | Mechanisms exist to develop applications based on secure coding principles.

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Delivery ops.03 |suppOTt of the organization’s technology capabilities supporting business functions,
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional intersects with

Mechanisms exist to define business processes with consideration for cybersecurity &
PIL3-POFS  |Processes Inputs data privacy that determines:

« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Functional intersects with Secure Coding Toa0g | Mechanisms exist to develop applications based on secure coding principles.

t to configure systems to pr logs that contain sufficient
information to, at a minimum:

= Establish what type of event occurred;

= When (date and time) the event occurred;

* Where the event occurred;

= The source of the event;

= The outcome (success or failure) of the event; and

= The identitv of anv ted with the event.

Functional intersects with Content of Event Logs | MON-03

The entity implements policies and procedures to make available or deliver output completely, accurately, and
imelu i acenrdance with cnarificatinne tn meat the antitv's ahiactives

PILA

ke rnatonatICCBYND .0) Secure Controls Framework (SCF) 360138




Set Theory Relationship Mapping (STRM) AICPA 2017 Trust Services Criteria (TSC) Version 2024.2
Revised Points of Focus - 2022 5/2212024

Strength of
Relationship Notes (optional)
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STRM STRM Secure Controls Framework (SCF)

Focal Document Element (FDE) Descri SCF Control e
Rationale Relationship Control Description

Mechanisms exist to protect event logs and audit tools from unauthorized access,

Functional intersectswith | Protection of Event Logs | MON-08 5
and deletion.
Physical security mechanisms exist to restrict access to printers and other system
N - Access Control for Output

Functional intersects with P PES-12.2 [output devices to prevent unauthorized individuals from obtaining the output. 5
Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA06 P 2pp) & princip! s

st to facilitate the f dat tectic itrols.

Functional intersects with Data Protection DCH-01 o faclitate the of data protection controls 5
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and

Functional intersects with service Delivery Ops.03 |5uPpOTt of the organization’s technology capabilities supporting business functions, s

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PI1.4-POF1 Protects Output Mechanisms exist to define business processes with consideration for cybersecurity &

data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA-06 H
i I i 3

Functions! ntersects with ata Protection oCH-01 | Mechanisms exist to faciltate the implementation of data protection controls. R
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Deli ization' I liti i
Functional Intersects with ervice Delivery Ops.3 |UPpOrt of the organization's technology capabiltes supporting business functions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PIL4-POF2  |Distributes Output Only to Intended Parties Mechanisms exist to define business processes with consideration for cybersecurity &

data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA06 H
t to facilitate the f data protecti trols.

Functional intersects with Data Protection DCH-01 o faclitate the of data protection controls H
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Functional intersects with service Delivery Ops.03 |FuPPOTt of the organization’s technology capabilities supporting business functions, s

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PIL4-POF3  |Distributes Output Completely and Accurately Mechanisms exist to define business processes with consideration for cybersecurity &

data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA-06 H
i i i 3
Functions! ntersects with ata Protection oCH-01 | Mechanisms exist to facilitate the implementation of data protection controls. R
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deli ization' I liti i
Functional Intersects with ervice Delivery ops.g3 | support of the organization's technology capabilities supporting business functions, 5

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

PILA-POF4 | Creates and Maintains Records of System Output A Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with [ Business Process Definition| PRM-06 |organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding DA 06 5

st to facilitate the. of data protection controls.

Functional intersects with Data Protection DCH-01 P H
Mechanisms exist to retain media and data in accordance with applicable statutory,

o The entity implements policies and procedures to store inputs, items in processing, and outputs completely, Functional intersects with | Media & Data Retention | DCH18 | ./ latory and contractual obligations. °
) accurately, and timely in accordance with system specifications to meet the entity’s objectives. Mechanisms exist to protect event logs and audit tools from unauthorized access,
Functional intersects with | Protection of Event Logs | MON-08 5
and deletion.
Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA-06 P 2pp) & princip! s

st to facilitate the. of data protection controls.

Functional intersects with Data Protection DCH-01 P H
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and

Service Deliver support of the organization's technology capabilities supporting business functions,
Functional intersects with . v ops.03 [*UPP! & 8 cap: pporting 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PILS-POF1 [Protects Stored Items Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other

Functional intersects with | Business Process Definition| PRM-06 organizations; and 5
* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

! i e les.
ronctionat orsects with secore Coting ToA0s | Mechanisms exist to develop applications based on secure coding principles, s
I Il i 3
ronctionat orsects with ata Protection 01| Mechanisms exist to faclitate the implementation of data protection controls. S
Mechanisms exist to define supporting business processes and implement appropriate
and service to ensure appropriate planning, delivery and
Service Deli i K I litie i
Functions! tersects with ervice Delivery ops.03|Fupprt of the organization’stechnolosy capabilies supporting business funcions, s
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PIL5-POF2 Archives and Protects System Records Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
« The resulting risk to organizational operations, assets, individuals and other
Functional intersects with Business Process Definition| PRM-06 |organizations; and 5
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA-06 P 2pp) & princip! s

st to facilitate the. of data protection controls.

Functional intersects with Data Protection DCH-01 P H
Mechanisms exist to define supporting business processes and implement appropriate
overnance and service management to ensure appropriate planning, delivery and

Service Deliver support of the organization's technology capabilities supporting business functions,
Functional intersects with . v ops.03 [*UPP! & 8 cap: pporting 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
PILS-POF3 Stores Data Completely and Accurately Mechanisms exist to define business processes with consideration for cybersecurity &

data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with  [Business Process Definition| PRM-06 |organizations; and H
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA-06 5
i i :

Functions! ntersects with ata Protection ocho1 | Mechanisms exist to faciitate the implementation of data protection controls. R
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Deli i K I litie i
Functional Intersects with ervice Delivery ops.03|suppOTt of the organization’s technology capabilities supporting business functions, 5

(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
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Focal Document Element (FDE) Descri

PIL5-POF4 |Creates and Maintains Records of System Storage Activities

STRM
Rationale

AICPA 2017 Trust Services Criteria (TSC)
Revised Points of Focus - 2022

STRM Secure Controls Framework (SCF)

SCF Control ot Relationship
Control Description

Relationship e
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other

Strength of

Notes (optional)

Version 2024.2
5/22/2024

Functional intersects with Business Process Definition| PRM-06 |organizations; and 5
« Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms exist to develop applications based on secure coding principles.

Functional intersects with Secure Coding TDA06 P 2pp) & princip! s

Attrbution Nosrivatives 40
Intemational (CC 8VHD .0)

Secure Controls Framework (SCF)
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