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I PRELIMINARY o6 FDE for detatls. Functional N/A N/A N/A )
DATAPROTECTION | N/A No
I Funotional N/A N/A N/A 0
PRINCIPLES
Duty of data controller |N/A
d dat t N
.4 anddata processorto Functional o N/A N/A N/A 0
comply with Relationship
principles
Subject to the exemptions provided under Part VI of this Act, a data
Duty of data controller |21 18 e &xe DY . .
and data processorto | 20"TOUer and a data processor shall undertake appropriate measures to Statutory, Regulatory & Mechanisms exist to faclitate the identification and implementation of
11.4(1) comply with the data protection principles set out in this Part, and upona | Functional |Intersects With cpLo1 5
comply with Contractual Compliance relevant statutory, regulatory and contractual controls.
> request by the C shall with the data
principles ‘
protection principles.
Duty of data controller | A data controller and data processor shall take reasonable steps o ensure
o o [ como e " o e oo exist to require all and toapply
and data processorto [that their employees who have access to personal data comply with the
1.4(2) proce ploy: P Py Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
comply with data protection principles set out in this Part. ‘ °
enable secure, compliant and resilient capabilities.
principles
Dty of data controller |21 cONtrolleror data processor who processes personal data contrary
to the data protection principles set out in this Part commits an offence
and data processor to No
114(3) ° andis liable on summary conviction to a fine not exceeding fifty thousand |~ Functional N/A N/A N/A 0
comply with ! Relationship
dollars or to a term of imprisonment not exceeding three years, o to both.
principles
Principles in relation to |N/A o
s the processing of Functional N/A N/A N/A 0
Relationship
personal data
Principles in relation to | Personal data shall be — o
1L5(1) the processing of Functional N/A N/A N/A 0
Relationship
personal data
srinciplos in relation to_|P1O°8558d l2Wfully, airly and n a wansparent manner n relation to the Mechanisms exist to limit the collection, receiving, processing, storage,
; R ble Data Pri t . sharing, updating and/or disposal of Personal Data (PD)
Ws(ha) e procmcingof | data sublect; Functional | intersacts witn | Reasonable Data Privacy | . |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
personal data ’
and
principlos in relationto | P1ned 107 0n of more specified lawful purposes, and shall not be Mechanisms exist to imit the collection, receiving, processing, storage,
; R ble Data Pri t . sharing, updating and/or disposal of Personal Data (PD)
s (o) the procassingaf |1Urther processed in any manner incompatible with the lawful purpose; Functional | intersacts witn | Reasonable Data Privacy | . |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
personal data
and
Principles in relation to | obtained for one or more specified lawful purposes, and shall not be Mechanisms exist to ensure data privacy notices identify the
115(1)(b) the processingof | further processed in any manner incompatible with the lawful purpose; Functional |Intersects With| Purpose PRI-02.1 for which Personal Data (PD) is collected, received, 5
personal data stored. itted and/or shared.
erinciplos in relation o| *4°AURLE.Televant and not excessive nrelaton to the purpose for which Mechanisms exist to limit the collection, receiving, processing, storage,
; R ble Data Pri transmission, sharing, updating and/or disposal of Personal Data (PD
15 e procmeding o | ey are collected or processed; Functional | intersacts witn | Reasonable Data Privacy | . |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
personal data
and
adequate, relevant and not excessive in relation to the purpose for which Mechanisms exist to minimize the collection, processing and/or
Principlesinrelation to | they are collected or processed; Restrict Collection, sharing of Personal Data (PD) to only what is adequate, relevant and
1L5(1)(0) the processing of Functional |Intersects With| Processing & SharingTo | PRI-04 |limited to the purposes identified in the data privacy notice, including 5
personal data Identified Purpose against colleating PD from minors without appropriate
parental or legal guardian consent.
) ) accurate and kept up to date; Mechanisms exist to limit the collection, receiving, processing, storage,
Principles i relation to N oo Data P N " ot anor iapoanl ot boreanl Dats (°D)
easonable Data Privac ransmission, sharing, updating and/or disposal of Personal Data
11.5(1)(d) the processing of Functional | Intersects With " Y| PRI01.11 & updating P! 5
Practices dingto consumer for whatis necessary
personal data
and
) ) accurate and kept up to date; Mechanisms exist to ensure the accuracy and relevance of Personal
Principles n relation to Personal Data (PD) Data (PD) throughout the information lifecyole b
ersonal Data ata roughout the information lifecycle by:
11.5(1)(d) the processing of Functional | Intersects With - PRI-05.2 8 yele by: 5
Accuracy & Integrity (1) Keeping PD up-to-date; and
personal data
@ identified as necessary.
principles in rolation to_|K%Pt @ form which permits dentification of data subjects for no longer Mechanisms exist to limit the collection, receiving, processing, storage,
(e e prasessing of | than s necessary for the purposes for which the persanal data s Functional | Interseots with | Re2sonable Data Privacy | L o |transrmission, sharing, updating andor disposal o Persanal Data (PD) .
processed; and Practices ding to consumer for whatis necessary
personal data
and
keptin a form which permits identification of data subjects for no longer Mechanisms exist to:
than is necessary for the purposes for which the personal data is (1) Retain Personal Data (PD), including metadata, for an organization-
processed; and defined time period to fulill the purpose(s) identified in the notice or as
Principles in relation to personal Data (°D) required by law;
1L5(1)(e) the processing of Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
personal data of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
d that l ty of th 1
Principles in relation to | Pr09%°9d I 2 manner that ensures appropriate security of the persona ) Mechanisms exist to ensure Personal Data (PD) is protected by logical
data, including protection against unauthorized or unlawful processing and Security of Personal Data , ‘
1LS(1)() the processing of ! Functional | Intersects With PRI-01.6  |and physical security safeguards that are sufficient and appropriately 5
against accidental loss, destruction or damage, using appropriate (D)
personal data scoped to protect the confidentiality and integrity of the PD.
technical or measures.
principlos in relation to_|P1OCe5S86 1 @ manner that ensures appropriate security of the personal Mechanisms exist to limit the collection, receiving, processing, storage,
o agai R ble Data P transmission, sharing, updating and/or disposal of Personal Data (PD
W e pracosdingof |20t neluding protection against unauthorized or nlawful processingand | ¢ | Roasonable Data Privacy | oy o - transmission, sharing, updating and/or disposal of Porsonal Data (PD) R
e against accidental loss, destruction or damage, using appropriate Practices to consumer for what s necessary
P technical or measures. and i
principlos in elation to | O" e PUPOSes of aragraph (b) of subsection (1), further processing for Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data P transmission, sharing, updating and/or disposal of Personal Data (PD
15) e pracosingof . |2rehiving purposes in the public nterest,scientifc or istoricalrosearch | ¢l Roasonable Data Privacy | oy oo - transmission, sharing, updating and/or disposal of Porsonal Data (PD) R
N, purposes or statistical purposes shall not be considered to be Practices to consumer for what s necessary
P with the initial purposes. and
For the purposes of paragraph (b) of subsection (1), further processing for Mechanisms exist to address the se of Personal Data (PD) for internal
testing, tr d h that:
Principles n relationto |?"CMVINE puposesin tne public ml:erlefsx,‘ssuennnc;r hlz(lorl;:al research Internal Use of Personal “e)sTmf raining an st I
urposes or statistical purposes shall not be considered to be akes measures to limit or minimize the amount of PD used for
115(2) the processingof | PU™P . Purp! Functional |Intersects With| Data (PD) For Testing, | PRI-05.1 |\ > 5
incompatible with the initial purposes. o internal testing, training and research purposes; and
personal data Training and Research a
(2) Authorizes the use of PD when such information is required for
internal testing. training and research.
principles in relation to_| 0" (76 PUTPOSES of paragraph d) of subsection (1), every reasonable step Mechanisms exist to limit the collection, receiving, processing, storage,
15t o procoscingaf | ¢l be taken to ensure that personal data that i inaccurate, having Functional | intersscts witn | Re@Sonable Data Privacy | o | ransission, sharing, updating and/or disposal of Personal Data (PD) .
RN regard to the purposes for which they are processed, are erased or rectified Practices to consumer for whatis necessary
P without delav. and i
principles in relation to_ | 0" (¢ PUTPOSES of paragraph d) of subsection (1), every reasonable step Mechanisms exist to ensure the accuracy and relevance of Personal
hall be taken t that | data that te, h Personal Data (PD) Data (PD) throughout the information lifecycle by:
15t o procoscingaf | ¢l be taken to ensure that personal data that i inaccurate, having Functional | intersectswitn|  PESonalData(PD) | o |Data (PD) throughout the information lfecycle by .
RN regard to the purposes for which they are processed, are erased or rectified Accuracy & Integrity (1) Keeping PD up-to-date; and
P without delav. @ ing dentified as necessary.
Conditions for processing|N/A o
L6 the personal data of a Functional e N/A N/A N/A 0
i Relationship
data subject
Conditions for processing| The personal data of a data subject is processed lawfully, if it is processed o
1.6(1) the personal data of a | based on one of the following conditions — Functional e N/A N/A N/A 0
i Relationship
data subject
Conditions for processing | the data subject has given his consent to the processing of his personal o
116(1)(a) the personal data of a | data for one or more specific purposes; Functional e N/A N/A N/A 0
i Relationship
data subject
Conditions for processing | the processing is necessary — o
1L6(1)(b) the personal data of a Functional e N/A N/A N/A 0
i Relationship
data subject
Conditions for processing | for the performance of a contract to which the data subject is a party or the o
IL8(1)(B)0) the personal data of a | taking of a step at the request of the data subject, for the purpose of Functional | oo N/A N/A N/A 0
data subject entering into a contract; P
Conditions for processing | for compliance with a legal obligation to which the data controller is o
11.6(1)(b)(ii) the personal data of a | subject, other than an obligation imposed by contract; Functional | e N/A N/A N/A 0
data subiect 2
Conditions for processing|in order to protect the vital interests of the data subject; o
1L6(1)(b) i) the personal data of a Functional e N/A N/A N/A 0
‘ Relationship
data subject
Conditions for processing | for the exercise of a function conferred on a person by or under any written o
1L6(1)(6)v) the personaldataofa |law; Functional N/A N/A N/A 0

data subject
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Conditions for processing for the exercise of a function of the Crown or a public body; o
1L6(1)(b)(v) the personal data of a Functional e N/A N/A N/A 0
‘ Relationship
data subject
Conditions for processing for the exercise of another function of a public nature exercised in the o
116(1)(b)(vi) the personal data of a | public interest by a person; Functional - N/A N/A N/A 0
‘ Relationship
data subject
Conditions fo processing ::rldhe purposes of lf:il\mz(e \ntedve‘sts p:rsu\ed bdy a dala(c?;:mlleror bya .
11.6(1)(b)vii) the personal data ofa | "¢ Party to whom the personal data is disclosed, except if the processing | ¢ 4001 No N/A N/A N/A 0
is unwarranted by reason of prejudice to the rights and freedoms or Relationship
data subject
legitimate interests of the data subiect:
Conditions for processing for the protection of the fundamental rights and freedoms of the — o
116(1)(b)(vili) the personal data of a Functional N/A N/A N/A 0
‘ Relationship
data subiect
Conditions for processing| data subject; or o
11.6(1)(b)(vii)(2) the personal data of a Functional N/A N/A N/A 0
‘ Relationship
data subiect
Conditions for processing | identifiable natural person; o
11.6(1)(b)(vii)(b) the personal data of a Functional N/A N/A N/A 0
‘ Relationship
data subiect
Conditions for processing | for the performance of a task arried out in the public interest or in the o
1L6(1)(6) (i) the personal data of a | exercise of the functions of the data controller under this Act; Functional | oo N/A N/A N/A 0
data subiect 2
for the purposes of a legitimate interest pursued by the data controller or
Conditions for processing| by a third party, except where the interest is overridden by the interest or o
1L6(1)(b)(x) the personal data of a | fundamental rights and freedoms of the data subject, which require Functional | oo N/A N/A N/A 0
data subject protection of personal data, in particular where the data subject s a child; 2
Conditions for processing | for the exercise of functions of efther House of Parliament; o
116(1)(b)(xi) the personal data of a Funotional N/A N/A N/A 0
Relationship
data subject
Conditions for processing | for the exercise of any function conferred on a person by o under a written o
116(1)(b) i) the personal dataof a | law; or Funotional N/A N/A N/A 0
Relationship
data subject
Conditions for processing | for the administration of justice o
116(1)(b) xii) the personal data of a Funotional N/A N/A N/A 0
Relationship
data subject
Conditions for processing| Subparagraph (xii of paragraph (b) of subsection (1) shall not apply to o
116(2) the personal data of a | processing carried out by public bodies, n the performance of their tasks. | Functional | . 19 N/A N/A N/A )
data subject P
Conditions for pracessing thur::‘e purposes ofﬁsuuparaﬁr{a;:‘n 1xu)luhf::‘aracgraph ®) afsubse(:non ), .
11.6(3) the personal dataofa |1 | nister may, after consuitation with the Commissioner, make Functional © N/A N/A N/A 0
; regulations specifying particular circumstances in which the condition Relationship
data subject ation
specified in (1). shall complied with.
Faimessinthe  |N/A o
7 processing of personal Functional N/A N/A N/A )
Relationship
data
In determining whether personal data is processed fairly, regard is to be Mechanisms exist to enable data subjects to authorize the collection,
had to the method by which it is obtained, including in particular whether receipt, processing, storage, transmission, sharing, updating and/or
any person from whom the personal data is obtained is deceived or misled disposal of their Personal Data (PD), where the data subject is
Faimessinthe |as tothe purpose o purposes for which the personal data is to be provided, prior to collection, with:
11.7(1) processing of personal | processed. Functional |Intersects With| Data Subject Consent |  PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
data authorization;
(2) Ameans to desline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and
Subject to subsection (3), personal data is to be treated as having been
Faimessinthe |obtained fairly if the personal data consists of information obtained from a o
1.7(2) processing of personal | person whois authorized by o under any enactment to supply the data or | Functional | o o9 N/A N/A N/A )
data required to supply by the data any convention or other instrument imposing i
ani ional obligation on The Bahamas.
Faimessinthe | Personal data is not to be treated as processed fairly unless — o
1.7(3) processing of personal Functional " N/A N/A N/A 0
Relationship
data
Faimessinthe _|inthe case of data obtained from the data subject, the data controller o
1.7(3)(a) processing of personal | ensures so far as practicable that the data subject has, i provided with, or | ~Functional | t9 N/A N/A N/A 0
data has readily available to him. the following e
Faimessinthe | the identity of the data controller; o
173 i
(@)(a)() processing of personal Functional. | i e N/A N/A N/A 0
data
Faimessinthe | where a data controller has nominated a representative for the purposes of o
11.7(3)(a)(ii) processing of personal this Act, the identity of that representative; Functional " N/A N/A N/A 0
Relationship
data
Faimessinthe | the purpose or purposes for which the data is intended to be processed; o
173 i
(3)(a)iii) processing of personal Functional | hip N/A N/A N/A 0
data
Faimessinthe | the identity of any third party to which disclosure of the personal data is o
1173 ; i
(3)(a)(iv) processing of personal |contemplated; Functional. | i e N/A N/A N/A 0
data
Faimessinthe | the legal authority for seeking the personal data, where applicable; o
1173 i
@)am processing of personal Functional. | i e N/A N/A N/A 0
data
Faimessinthe | whetherthe provision, by the data subject, of the personal data sought is o
117(3)(@)vi) processing of personal | compulsory under any law, and the consequences of not providing the Functional | b0 N/A N/A N/A 0
data personal data: e
Faimessinthe | the expected period of retention of the personal data; and o
1173 i
(3)(a)(vil processing of personal Functional. | i e N/A N/A N/A 0
data
Faimessinthe |any further information which is necessary, having regard to the specific o
1L7(3)(@)(viii) processing of personal | circumstances in which the data is or s to be processed, to enable Functional | oo N/A N/A N/A 0
data in respect of the data subiect to be fair: and 2
in any other case, the data controller ensures so far s practicable that,
Faimess in the bef th l nt tims n racticable after that time, the dat: No
117(3)(b) processing of personal | °°/0" e retevant time oras soon as practcable afterthat time, the data | - g stjonay e N/A N/A N/A )
. subject is provided with, or has readily available to him, the information Relationship
specified in (i) to (iv) of paragraph ().
Faimessinthe | See FDE for details. o
11.7(4) processing of personal Functional e N/A N/A N/A 0
Relationship
data
Transparencyinthe |N/A o
I8 processing of personal Functional e N/A N/A N/A 0
Relationship
data
Where personal data relating to a data subject is collected from the data
Mechanisms exist to:
subject, the data ontroller shall, at the time when personal data is 1y Make data privacy notice(s) available to individuals upon frst
obtained, provide the data subject with the following —
interacting with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Transparency in the 3) Contain all necessary notice-related criteria required by applicable
11.8(1) processing of personal Functional | Intersects With|  Data Privacy Notice prI-02 ¢ " & Y app! 5
data statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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the identity and contact details of the data controller and his
representative;

Mechanisms exist tt
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Transparency in the @) Coma\:alt necessary notice-related criteria required by applicable
11.8(1)(a) processing of personal Functional | Intersects With|  Data Privacy Notice PRI-02 v a Y app! 5
data statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

the purpose of the processing; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
ith an and as v;

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collested, received, processed, stored, transmitted, shared, updated

and/or disposed;

Transparency in the (3) Contain all necessary notice-related criteria required by applicable

1L8(1)(b) processing of personal Functional ~Intersects With|  Data Privacy Notice PRI-02 5

ot statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

the legal basis on which the processing is based; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
ith an and ;

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

d/or disposed;
Transparency in the ran) C(;rnt::zienecessar notice-related criteria required by applicable
1.8(1)(c) processing of personal Functional | Intersects With|  Data Privacy Notice PRI-02 Y . Y appl 5
ot statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

the legitimate interests pursued by the data controller, where the

Mechanisms exist to:
processing is based on section 6(1)(b)(v);

(1) Make data privacy notice(s) available to individuals upon first
ith an and as ;

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

d/or disposed;

Transparencyin the 7; Contaiall necessary notice-feated critria required by appliable

1.8(1)(c) processing of personal Functional |Intersects With|  Data Privacy Notice PRI-02 Y . Y appl 5

data statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

the types or categories of personal data intended to undergo processing; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ing with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

Transparency in the andfor disposad; . - .

11.8(1)(e) processing of personal Functional |Intersects With|  Data Privacy Notice PRI-0g | (3) Contain allnecessary notice-related criteria required by applicable 5
dota statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD.

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

the period of time for which the personal data is retained; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

Transparency in the o

11.81)(7) processing of personal Functional | Intersects With|  Data Privacy Notice pRigz (&) Contain all necessary notice-related criteria required by applicable 5
data statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

the data subject’s right to — Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

and/or disposed;

Transparency in the o

11.8(1)(g) processing of personal Functional |Intersects With|  Data Privacy Notice pRigz (&) Contain all necessary notice-related criteria required by applicable 5
dota statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.
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11.8(1)(@)(0)

Transparency in the
processing of personal
data

access to personal data under section 24;

Rationale

Functional

Intersects With|  Data Privacy Notice

PRI-02

Control Description

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

Relationshi

11.8(1)(g)(ii)

Transparency in the
processing of personal
data

object to the processing of data personal data under section 27;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

11.8(1)(g)(iii)

Transparency in the
processing of personal
data

rectification and erasure of personal data under sections 26 and 2:

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1.8(1)(h)

Transparency in the
processing of personal
data

the identity of the recipient to whom the personal data may be disclosed;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1.8(1)(i)

Transparency in the
processing of personal
data

where the data controller intends to transfer the data to a recipient in a
third country, territory or international organization, a description of the
technical and organizational measures taken by the data controller under
section 52(2).

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

11.8(2)

Transparency in the
processing of personal
data

The data controller shall provide the information required under this
section to the data subject without charging a fee —

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

11.8(2)(a)

Transparency in the
processing of personal
data

ina concise, transparent, intelligible and easily accessible form, using
clear and plain language;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.
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Focal Document: [ e L L
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Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: https: rotecti pdf
STRM Guidance: h heory pping: Published STRM URL: bhs-dpa-2003.pdf
RM Secure Controls F & (SCF) Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) o
Rationale Control Desc Relationship
in writing or by other means including electronic means; and Mochanisms exis ¢
(1) Make data privacy notice(s) available to individuals upon first
ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Transparency in the (3) Contain all necessary notice-related criteria required by applicable
11.8(2)(b) processing of personal Functional | Intersects With|  Data Privacy Notice PRI-02 v a Y app! 5
ot statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Transparency inthe | orally, upon the request of data subject on confirmation of the identity of o
118(2)(c) processing of personal [the data subject. Functional N/A N/A N/A 0
Relationship
data
Transparencyinthe | Subsection (1) shall not apply where and insofar as — o
11.8(3) processing of personal Functional N/A N/A N/A 0
Relationship
data
Transparencyinthe | the data subject already has the information; o
11.8(3)(a) processing of personal Functional N/A N/A N/A 0
Relationship
data
Transparencyinthe | the data controller is not able to provide the information to the data o
11.8(3)(b) processing of personal | subject directly; Functional N/A N/A N/A 0
Relationship
data
Transparency inthe | there is an obligation of secrecy or confidentiality under a written law or an o
11.8(3)(c) of personal of legal privilege that prohibits the disclosure of Functional N/A N/A N/A 0
Relationship
data or
Transparencyinthe | the provision of the information proves impossible or would involve a o
11.8(3)(d) of personal effort for the of personal data for— Functional N/A N/A N/A 0
Relationship
data
Transparency inthe | archiving purposes in the public interest; o
118(3)(c)i) processing of personal Functional e N/A N/A N/A )
Relationship
data
Transparencyinthe |scientific or historical research purposes; or o
11.8(3)(d)(ii) processing of personal Functional e N/A N/A N/A )
Relationship
data
Transparencyinthe | statistical purposes; o
11.8(3)(d)(ii) processing of personal Functional e N/A N/A N/A )
Relationship
data
the provision of the information, subject to the conditions in section 6 and
Transparencyinthe | the technical and organizational measures referred to in paragraph () of o
118(3)(e) processing of personal | subsection (1) of this Act, are likely to render impossible or seriously impair |~ Functional | o 09 N/A N/A N/A )
data the objectives of the processing of the personal data of the data subject. i
Transparencyinthe | NOWNStanding subsection (3, the data controler shall take appropriate Mechanisms exist to limit the collection, receiving, processing, storage,
18t oroaseuimg of persanal_|meaSUeS to protect the data subject's fundamental rghts and freodoms | ¢ | Reasonable Data Privacy | o oo 1 [transmission, sharing, updating and/or disposal of Personal Data (PD) s
el and legitimate interests, including making the information publicly Practices ding to consumer for whatis necessary
available. and
N/A N
Lo Data storage limitation Functional © N/A N/A N/A )
Notwithstanding section 6(1)(e), personal data may be stored for a longer Mechanisms exist t
period where itis processed solely for — (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
d by law;
- Personal Data (PD) required by taw )
1.9(1) Data storage limitation Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
archiving purposes in the public interest; or Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
ired by law;
i Personal Data (PD) required by law;
119(1)(@) Data storage limitation Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
scientific, historical, research; or Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
d by law;
- Personal Data (PD) required by taw :
119(1)(b) Data storage limitation Functional | Intersects With PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
statistical purposes, and Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
ired by law;
- Personal Data (PD) required by law; i
1L9(1)(0) Data storage limitation Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
of the method of storage; and
(8) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
Wh | data is st ti 1), the t: itrolle
N eu'e pefs""a tda 2 s stored under SUDT“ '°’: \ (Jm @ data contro "'m Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
| shattimptemen o protect the rights uri ° X
1.9(2) Data storage limitation P! P ¢ Functional | Intersects With d PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
and freedoms of the data subject. S
scoped to protect the confidentiality and integrity of the PD.
‘Accuracy of personal | N/A ) No
110 uracy ofp Functional ) N/A N/A N/A 0
data
The data controller shall take all reasonable steps o ensure that personal Mechanisms exist to ensure the accuracy and relevance of Personal
w100) Accuracy of personal  |data that s inaccurate, having regard to the purposes for which they aro Functional | intersectswitn|  Personat Data (PD) pRi-05.2 | et (PD) throughout the information lfecycle by: s
data processed, are erased or rectified without delay. Accuracy & Integrity (1) Keeping PD up-to-date; and
@ ing identified as necessary.
Personal data shall be kept up to date — Mechanisms exist to ensure the accuracy and relevance of Personal
110 Accuracy of personal Functional | intersectswitn|  Personat Data (PD) pRi-05.2 | et (PD) throughout the information lfecycle by: s
data Accuracy & Integrity (1) Keeping PD up-to-date; and
@ ing identified as necessary.
Wwhere it is necessary for the processing carried out by the data controller Mechanisms exist to ensure the accuracy and relevance of Personal
1102 Accuracy of personal  |and to the extent that it is reasonable; and Functional | intersectswitn|  PersonatData (PD) pRi-05.2 | et (PD) throughout the information lfecycle by: .
data Accuracy & Integrity (1) Keeping PD up-to-date; and
@ ing identified as necessary.
at the specific request of the data subject, under section 6(1)(b)(i)- Mechanisms exist to ensure the accuracy and relevance of Personal
1L102)0) Accuracy of personal Functional | intersactswitn|  PersonatData (PD) pRI-05.2 | a2 (PD) throughout the information lfecycle by: s
data Accuracy & Integrity (1) Keeping PD up-to-date; and
@ ing identified as necessarv.
N/A N
111 Data security Functional o N/A N/A N/A )
Having regard to (:‘e ttathe of tTchnolog\cal development and:he cdolst of Security of Personat Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
e technical or measures referred to in uri r
1L11(1) Data security Functional | Intersects With Y PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5

section 52(2) shall ensure a level of security appropriate to —

scoped to protect the confidentiality and integrity of the PD.

Secure Controls Framework (SCF)

50f25



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM Gui

FDE Name

Focal Document Element (FDE) Description

STRM

Focal Document: [ e L L

Bahamas - Data Protection Act (DPA) (20
D

Focal URI
Published STRM URL:

SCF Control

rotecti .pdf

Secure Controls Framework (SCF)

3.pdf

Strength of

1.11(1)(a)

Data security

the harm or distress that might result from the unauthorized or unlawful
processing or accidental oss, destruction or damage; and

Rationale

Functional

Security of Personal Data
(PD)

Intersects With

PRI-01.6

Control Description
Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

Relationshi

11.11(1)(b)

Data security

the nature of the personal data to be protected.

Functional

Security of Personal Data
(PD)

Intersects With

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

1111(2)

Data security

In assessing the appropriate level of security, account shall be taken of the
risks that are presented by processing, particularly from accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or

access to personal data stored or otherwise processed

Functional

Security of Personal Data
(PD)

Intersects With

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

OFFICE OF THE DATA
PROTECTION
COMMISSIONER

See FDE for details.

Functional

No
Relationship

N/A

N/A

v

DATASUBJECT

N/A

Functional

No

N/A

N/A

V.24

Right of access

N/A

Functional

No

N/A

N/A

1v.24(1)

Right of access

Subject to the exemptions provided under Part VIl of this Act, a data
subiect shall —

Functional

No

N/A

N/A

Iv.24(1)(a)

Right of access

be informed by a data controller whether personal data of the data subject
is being processed by or on behalf of the data controller;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
with an i and as

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1v.24(1)(b)

Right of access

request from, and be given by the data controller, where personal data of
the data subject is being processed by or on behalf of the data controller,
detailed information of —

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

IV.24(1)(b)(i)

Right of access

the purposes for the processing of the personal data;

Functional

Intersects With | Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(1)(b)(ii)

Right of access

the categories of personal data being processed;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(1)(b) i)

Right of access

the recipients or categories of recipient to whom the personal data has
been disclosed or shall be disclosed;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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Strength of

IV.24(1)(b)(v)

Right of access

the recipients in other countries or international organizations to whom the
personal data has been disclosed or shall be disclosed;

Rationale

Functional

Intersects With|  Data Privacy Notice

PRI-02

Control Description

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

Relationshi

IV.24(1)(b)(v)

Right of access

the length of time for which the personal data shall be stored, and the
criteria to be used to determine the length of time for storage;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

V.24(1)(c)

Right of access

be given information on the right to request from the data controller —

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

V.24(1)(c)(i)

Right of access

the rectification or erasure of his personal data;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(1)(c)(ii)

Right of access

the restriction of the processing of the personal dat:

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

IV.24(1)(c)(iii

Right of access

the method of objection to the processing of his personal data;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(1)(d)

Right of access

be given information on the countries and territories outside of The
Bahamas to which the data controller, whether directly or indirectly,
transfers, intends to transfer, or wishes to transfer the personal data;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.
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Strength of
Relationsh

V.24(1)(e)

Right of access

be provided with details of the information and the source of the
information, where the personal data is not collected from the data
subject;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

Iv.24(1)(f)

Right of access

be advised of general measures to be taken for the purpose of complying
with the data protection principles specified in section 5(1); and

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(1)(g)

Right of access

be provided with other

required by the C

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1V.24(2)

Right of access

A data controller shall communicate with the data subject in a clear,
intelligent and unambiguous manner, concerning —

Functional

Intersects With

Data Subject
‘Communications

PRI-17

exist to craft and to data

subjects in a manner that is concise, unambiguous and

bva person.

Iv.24(2)(a)

Right of access

the data subject’s personal data; and

Functional

Intersects With

Data Subject
‘Communications

PRI-17

exist to craft and to data
subjects in a manner that is concise, unambiguous and

bva person.

IV.24(2)(b)

Right of access

other information available to the data controller on the source used to
obtain the personal data.

Functional

Intersects With

Data Subject
‘Communications

PRI-17

exist to craft and to data
subjects in a manner that is concise, unambiguous and

bva person.

1v.24(3)

Right of access

If the personal data of the data subject has been processed by automated
means and is used for the purposes of —

and the personal data processed by automatic means constituted or is
likely to constitute, the sole basis for a decision significantly affecting the
data subject, the data subject shall be informed by the data controller of
the reasons for that decision.

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) For Data Subject
Actions

PRI-19

Mechanisms exist to ensure data subject actions utilizing Automated
Decision-Maki (ADMT) where replaces, or

replaces, human conforms with all
statutory, regulatory and/or contractual obligations.

Iv.24(3)(a)

Right of access

evaluating matters relating to the data subject;

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) Transparency

PRI-19.3

Mechanisms exist to provide data subjects with sufficient details of the
logic and used by Maki

(ADMT) to process the Personal Data (PD) to generate an output with
respect to the data subiect.

IV.24(3)(b)

Right of access

the data subject’s atwork;

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) Transparency

PRI-19.3

Mechanisms exist to provide data subjects with sufficient details of the
logic and used by D Maki

(ADMT) to process the Personal Data (PD) to generate an output with
respect to the data subiect.

V.24(3)(c)

Right of access

assessing the creditworthiness of the data subject; and

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) Transparency

PRI-19.3

Mechanisms exist to provide data subjects with sufficient details of the
logic and used by D Mak

(ADMT) to process the Personal Data (PD) to generate an output with
respect to the data subiect.

IV.24(3)(d)

Right of access

determining the reliability or conduct of the data subject,

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) Transparency

PRI-19.3

Mechanisms exist to provide data subjects with sufficient details of the
logic and used by Maki

(ADMT) to process the Personal Data (PD) to generate an output with
respect to the data subiect.

1V.24(4)

Right of access

A data controller shall not be obliged under subsections (1), (2) or (3) to
supply personal data to a data subject unless the data controller has
received —

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maint:

a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

IV.24(4)(a)

Right of access

a request in writing; and

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

1V.24(4)(b)

Right of access

the prescribed fee.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

1v.24(5)

Right of access

Where a data controller requires further in order to

and has informed the data subject in writing of the requirement, the data
controller is not obliged to comply with the request unless supplied with
that

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

1V.24(5)(a)

Right of access

be satisfied as to the identity of the data subject making the request; or

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

1V.24(5)(b)

Right of access

to locate the information that the data subject seeks,

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

V.24(6)

Right of access

A data controller shall comply with a request under this section within
thirty days (or other period as may be prescribed by regulations) of the date
onwhich the data controller receives the request and the fee specified in
subsection (4), but where the data controller has requested further
information under subsection (5), the period to supply the information
shall not commence until the information requested has been provided.

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.
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Relationship

If a data controller cannot comply with the request under subsetion (4)
240 Rightofaccess | Yithout disclosing personal data relatng to another data subjectwhocan | ¢l | Statutory, Regulatony & | oy o | Mechanisms exis o faclitate the identifcation and implementation of
be identified from that personal data, the data controller s not obliged to Contractual Compliance relevant statutory, regulatory and contractual controls.
comply with the request unless —
the other data subject h ted to the discl fth U
. © other data subject has consented to the disclosure of the personal Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
IV.24(7)(a) Rightof access | data to the person making the request; or Functional |Intersects With cpLO1
Contractual Compliance relevant statutory, regulatory and contractual controls.
itis inallthe to comply with the request - ] -
Statutory, Regulatory & Mech: t to facilitate the identification and implementation of
IV.24(7)(b) Right of access | without the consent of the other data subject. Functional | Intersects With | 52uto": Regutatory cpLot | oohanisms existio factiitate the identification and implementation of
Contractual Compliance relevant statutory, regulatory and contractual controls.
In subsection (7), the reference to personal data relating to another data
N
v200) Rightofaccess | SUbJectincludes a reference to personal data idenifying that other data Functional o WA WA WA
subject as the source of the personal data sought in the request. Relationship
Subsection (7) shall not be construed as excusing a data controller from
Supplying that part of the personal data as can be supplied without o
1v.24(9) Rightof access | disclosing the identity o the ther data subject concened, whether bythe |  Functional | o 0 N/A N/A N/A
omission of names or other identifying particulars or otherwise.
in for the purposes of (7)(b) whether itis Mechanisms exist to maintain a process to efficiently and effectively
reasonable in all the circumstances to comply with the request without the bata Subject Feadback respond to requests, complaints, concers and/or questions from
V.24(10) Right of access | consent of the other data subject concerned, the data controller shall have |  Functional ~ [Intersects With Mzn‘zgemem PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
regardto— collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
a duty of confidentiality owed to the other data subject; Mechanisms exist to maintain a process to efficiently and effectively
Data Subject Feadback respond to requests, complaints, concers and/or questions from
IV.24(10)(a) Right of access Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
& collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Steps taken by the data controller o seek the consent of the other data Mechanisms exist to maintain a process to efficiently and effectively
) subject; Data Subject Feedback respond o requests, complaints, concerns and/or questions from
IV.24(10)(b) Right of access Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Wwhether the other data subject is capable of giving consent; and Mechanisms exist to maintain a process to efficiently and effectively
Data Subject Feadback respond to requests, complaints, concerns and/or questions from
IV.24(10)(c) Right of acoess Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
& collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
an express refusal of consent by the other data subject. Mechanisms exist to maintain a process to efficiently and effectively
) Data Subject Feedback respond o requests, complaints, concers and/or questions from
IV.24(10)(d) Right of access Functional | Intersects With Managemont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
If the Commissioner is satisfied on the application of a data subject who
has made a request under this section that a data controller has o
v.24(11) Right of acoess this section in failing to comply with the request, the Functional | e N/A N/A N/A
Commissioner shall issue an enforcement notice under section 73 ordering i
the data controller to comply with the request.
If a request made under this section is received by a data processor who is
th \ data of the data subject on behalf of a dat N
IV.24(12) Right of access processing the personal data of the data subject on behalf of a data Functional © N/A N/A N/A
controller, the data processor shallinform the data subject of his right to Relationship
make his request to the data controller.
As regards the treatment of ts made under this section — N
IV.24(13) Right of access s regards the treatment of requests made under this section Functional © N/A N/A N/A
the obligation imposed by subsection (2)(a) shall be complied with by o
IV.24(13)(a) Right of access | supplying the data subject with a copy of the personal data inthe format |~ Functional [ 19 N/A N/A N/A
reauested unless — o
the supply of th t possibl Wdinvolve di tionat N
V.24(13)(a)(i) Right of access 9 sUpply of the copy ls not pazsible or wollld Involve disproportionate Functional Ne N/A N/A N/A
effort; or
the data subject tt0 be supplied with the copy; ) N
V.24(13)(a)(ii) Right of access e data subject agrees not to be supplied with the copy; Functional e N/A N/A N/A
if any of the personal data referred to in subsection (2)(a) are expressed in o
IV.24(13)(b) Right of access | terms that are not intelligible without explanation the copy shall be Functional |t N/A N/A N/A
by an adequate i e
if a data controller has previously complied with a request under this
section by the data subject, the data controller is not obliged to comply o
IV.24(13)(c) Right of acoess | with a subsequent identical or similar request under this section by the Functional | o N/A N/A N/A
data subject unless the interval between compliance with the previous P
request and the making of the current request is
in determining whether the interval referred to in paragraph (c) is
ble, regard shall be had to the nature of th  data, th ) N
V.24(13)(d) Right of access reasonable, regard shall be had to the nature of the personal data, the Functional e N/A N/A N/A
purpose for which the personal data are processed and the frequency with Relationship
which the personal data are altered:
2a3e Aightofacesss | Mormation under subsction (3)shallnot be provided ffinformation asto | ¢ No A A A
the logic of any decision-maki a trade secret;
personal data and other information supplied under this section shall be )
) Mechanisms exist to maintain a process to efficiently and effectively
supplied by reference to the data in question at the time when the request )
. o o) it e o of Data Subject Feadback respond to requests, complaints, concerns and/or questions from
or the personal data is received, except that account may be taken of any )
V.24(13)() Right of access P P v Y | Functional |Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
amendment or deletion made between that time and the time when the Management ;
) | collects, receives, processes, stores, transmits, shares, updates
information s supplied, the amendment or deletion that would have been ]
and/or disposes.
made. regardless of the receipt of the reauest.
N
V.25 Right to file complaint Functional o N/A N/A N/A
'Adata processor, data subject or an agent of a data controller, may file a
N
w25 Rightto file complaint | O™PI3iTt with the Commissioner fthe data subject considers that the Functionat No WA WA WA
processing of personal data by a data controller contravenes this Act. Relationship
The Commissioner shall assess all complaints received pursuant to
v25) Rlght o ile complaint | 2205€Con (1, and folowing the assessment, inform the complainantin | (o No A A A
writing whether the complaint shall be investigated and the reasons for the Relationship
of the complaint.
N/A
Right to rectification of N No
V.26 ght torectificati Functional ) N/A N/A N/A
inaccurate personal data Relationship
The data subject has the right to obtain from the data controller, without Mechanisms exist to maintain a process for:
. undue delay, the ion of i personal data the (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Right to rectification of Correcting Inaccurate "
1v.26(1) data subject. Functional | Intersects With PRI-06.1 [the organization corrected or amended; and
inaccurate personal data Personal Data (PD)
(2)D or of PD to other authorized
users of the PD.
The data subject shall, having regard to the purposes of the processing, Mechanisms exist to maintain a process for:
Aightto rectification of |0 e incomplate personal data completed by the data controller Gorrasting Inaccurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
v.26(2) through the provision of a supplementary statement Functional | Intersects With PRI-06.1 the organization corrected or amended; and
inaccurate personal data Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
The data controller shall —
Right to rectification of . No
1V.26(3) 18! o rectificart Functional ) N/A N/A N/A
inaccurate personal data Relationship
te tificati f L data te h ient t h
Right to rectification of | COMMUMicate any rectification of personal data to each recipient to whom Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
IV.26(3)(a) the personal data has been disclosed unless this proves impossible or Functional | Intersects With ‘ PRI-06.2
inaccurate personal data Processing Change (PD) has been corrected, amended or deleted.
involves disproportionate effort; and
nform the data subject of those recipients referred to in paragraph (a
Right to rectification of | ) P y in paragraph (@) Notice of Correction o Mechanisms exist to notify affected data subjects if their Personal Data
IV.26(3)(b) where the data subject requests the information. Functional | Intersects With PRI-06.2
inaccurate personal data Processing Change (PD) has been corrected, amended or deleted.
Right to objectto | /A ) No
V.27 e ) Functional N/A N/A NA
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Rationale Control Desc Relationship
Adata subject is entitled at any time, by notice in writing to a data exist to provide data subjects the abllltyto:
controller, to ‘;'””"*;’“ g':’““ds ’elf;'"g o "[‘f Da""f“‘zi““;‘[” “;me (1) Access their Personal Data (PD) that is being processed, stored and
processing and profiling of personal data under section 6(1)(b)(v) and (v) shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Right to object to Data Subject
w.27(1) gl e Functional | Intersects With bl PRI-06 |disposed; 5
processing Empowerment

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

The data controller shall, within twenty-one days of receiving a notice
under subsection (1), comply with the notice unless the data controller
Right to object to No
v.27(2) o demonstrates compelling legitimate grounds for the processing which Functional N/A N/A N/A 0
processing § Relationship
override the fundamental rights and freedoms of the data subject or for the
purpose of legal

Where, in accordance with subsection (2), the data controller refuses to Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Right to object to | COMPY With a notice under subsection (1), the data controller shall provide Data Subject Fasdback P q p q
v.27(3) to the data subject the reasons for the non-compliance with the notice. Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
processing Management

collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

If, on the application of a data subject who has given notice under

V27 Rightto objectto [ subsection (1), the Commissioner i satisfied that the data controller in Functional No WA WA WA o
processing question has failed to comply with the notice, the Commissioner may issue Relationship
an notice under section 73.
The failure by a data subject to exercise the right conferred by subsection
Right to object to No
v.27(5) : (1) does not affect any other right conferred on the data subject by this Act. | Functional N/A N/A N/A 0
processing Relationship
Right t f[NA No
V.28 fght to erasure o Functional N/A N/A N/A 0
personal data
Pursuant to subsection (2), the data subject has the right to require the
Rightto erasure of | dote comtrotter & i o without and Mechanisms exist to maintain a process to erase a data subject's
1V.28(1) o L dat dala controllerto erase personal data concerning him without undue Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
ersonal data elay.
P! v- and contractual obligations pertaining to the retention of their PD.
The data controller shall erase personal data without undue delay where
Right to erasure of e ol - ¥ Mechanisms exist to maintain a process to erase a data subject's
1vV.28(2) o | ot one of thefollowing grounds applies Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
ersonal data
P! and contractual obligations pertaining to the retention of their PD.
th [ dat 1 inrelation to th v
Aight o orasroof  lumien mos oot °"f:’ e oy oo fhepurposesfor Mechanisms exist to maintain a process to erase a data subject's
IV.28(2)(a) o | ot whiehtwas collected or othenwise processed; Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
ersonal data
P! and contractual obligations pertaining to the retention of their PD.
the data subject withdraws consent where the processing ocours in
Right to erasure of " o esction 601 tom 3601 e th Mechanisms exist to maintain a process to erase a data subject's
1V.28(2)(b) o accordance with section 6(1)(a) o section 36(1)(a), andwherethereisno | ¢\ ional | intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
personal data other legal ground for the processing;
and contractual obligations pertaining to the retention of their PD.
the data subject objects to the processing pursuant to section 27 and there
Right to erasure of o toaimat e torth e data subioot Mechanisms exist to maintain a process to erase a data subject's
1V.28(2)(c) o are no overriding legitimate grounds for the processing, or the data subject | - ¢ ional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5

ersonal data does not consent to the processing pursuant to section 36;
P! o 2 P! and contractual obligations pertaining to the retention of their PD.

the personal data has been unlawfully processed; or )
y Mechanisms exist to maintain a process to erase a data subject's
Right to erasure of

IV.28(2)(d) o Functional |Intersects With|  Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
personal data and contractual obligations pertaining to the retention of their PD.

the personal data has to be erased in compliance with a legal obligation in

. Mechanisms exist to maintain a process to erase a data subject's
Right to erasure of | The Bahamas to which the data controller is subject.

V.28(2)(e) o Functional |Intersects With|  Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
personal data and contractual obligations pertaining to the retention of their PD.
v Right to erasure of | A data controller who has made the personal data of the data subject Functionat No A A A B
personal data public. shall —
Right t f th { data of the data subject tto this section; Sensitive / Regulated
IV.28(3)(a) ight to erasure of - |erase the personal data of the data subject pursuant to this section Functional |Intersects With | 5ot/ Regulate IRO-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
personal data Data Spill Response
the availabl d cost, tak teps t
Right to erasure of | © available and cost, take stepsto Sensitive / Regulated )
IV.28(3)(b) inform other data controllers who are processing the personal data ofthe | Functional | Intersects With IRO-12  [Mechanisms exist to respond to sensitive and/or regulated data spilts. 5
personal data ! Data Spill Response
data subject, that the data subject has requested —
Right t |t f th Ldata; Sensitive / Regulated
IV.28(3)(b)(i) ight to erasure of @ erasure of the personal data; Functional |Intersects With| Scneitive / Regulate IRO-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
personal data Data Spill Response
Right t [t Lofth {data from allinternet links; and Sensitive / Regulated )
1V.28(3)(b)ii) ight to erasure of ¢ removal of the personal data from all internet links; an Functional |Intersects With| oo tve / Regulate IR0-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
personal data Data Spill Response
Right t f | the destruction of all copies of th Udata. Sensitive / Regulated
1V.28(3)(b) i) ight to erasure of e destruction of all copies of the personal data. Functional |Intersects With| Scnsitive / Regulate IRO-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5

personal data Data Spill Response
The right of the data subject to have the personal data erased under this

I ' ! e e e oravee " o Mechanisms exist to maintain a process to erase a data subject's
ight to erasure of | section, is overridden by the data controller to the extent that processing o
1v.28(4) e ton. 4 P g Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5

ersonal data the personal data is necessary for — ° )
P P o and contractual obligations pertaining to the retention of their PD.

exercising the right to freedom of expression and information;

Mechanisms exist to maintain a process to erase a data subject's
Right to erasure of
IV.28(4)(a) SN Functional |IntersectsWith|  Right to Erasure PRI-065 |Personal Data (PD), in with applicable laws, 5
P and contractual obligations pertaining to the retention of their PD.

complying with a legal obligation that requires the processing of personal Mochanisms existto maintain a pracass to erase a data subject’s

IV.28(a)(b) Right to erasure of | data by a written law to which the data controlleris subject or for the Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
personal data performance of a task carried out in the public interest or in the exercise of and oontractu obligations partaiing to th retuntion of their PD.

the authoritv vested in the data controller:

reasons of public interest, specifically, public health;

Mechanisms exist to maintain a process to erase a data subject's
Right to erasure of " .
1V.28(4)(c) ersonat dota Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
.
P and contractual obligations pertaining to the retention of their PD.

archiving for the purposes of research, history or statistics in accordance . .
Mechanisms exist to maintain a process to erase a data subject's
Rightto erasure of  |with section 60; or

IV.28(4)(d) ersonat dota Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
.
P and contractual obligations pertaining to the retention of their PD.

the purpose of legal proceedings. .
purp galp! e Mechanisms exist to maintain a process to erase a data subject's
Right to erasure of

1V.28(4)(e) ersonat dota Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
.
P and contractual obligations pertaining to the retention of their PD.

Right to erasure of | The data controller shall — No
Iv.28(5) ¢ Functional o N/A N/A N/A 0
personal data
Communicate any erasure of personal data to each recipient to whom the Mechanisms exist to maintain a process to efficiently and effectively
ersonal data has been disclosed unless this proves impossible or respond to requests, complaints, concerns and/or questions from
Right to erasure of | P! P Data Subject Feedback P d M d i
IV.28(5)(a) orounat data involves disproportionate effort; and Functional | Intersects With Momagomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
inform the data subject of those recipients referred to in paragraph (a) Mechanisms exist to maintain a process to efficiently and effectively
here the data subject requests the information. respond to requests, complaints, concerns and/or questions from
Rightto erasure of | ubject requ k i Data Subject Feedback pondto req P! a
1V.28(5)(b) Functional Intersects With PRI-06.4 data subjects about Personal Data (PD) the organization 5
personal data Management

collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

Right to restrict the  [N/A -

V.29 prucesslr;ga (:; personal Functional | oo ehip N/A N/A N/A 4
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v.29(1)

Right to restrict the
processing of personal
data

The data subject shall have the right to require the data controller to
restrict the processing of the personal data of the data subject if —

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Iv.29(1)(a)

Right to restrict the
processing of personal
data

the accuracy of the personal data is contested by the data subject;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.29(1)(b)

Right to restrict the
processing of personal
data

the processing is unlawful;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.29(1)(c)

Right to restrict the
processing of personal
data

the data subject objects to the erasure of the personal data;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.29(1)(d)

Right to restrict the
processing of personal
data

the data controller no longer needs the personal data for the purposes of
the processing;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.29(1)(e)

Right to restrict the
processing of personal
data

the personal data is required by the data subject for the purpose of legal
proceedings;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.29(1)(f)

Right to restrict the
processing of personal
data

the data subject has, pursuant to section 27, objected to processing
pending the verification of whether there exists legitimate grounds of the
data controller to override the rights of the request of the data subject.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.29(2)

Right to restrict the
processing of personal
data

Where processing has been restricted under subsection (1), the personal
data of the data subject shall, with the exception of storage, only be
processed —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

Secure Controls Framework (SCF)

110f25



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

Focal Documet

ahamas - Data Protection Act (DPA) (20
m/D:

Focal
Published STRM URI

SCF Control

rotecti .pdf
bhs-dpa-21

p

Secure Controls Framework (SCF)

3.pdf

Relationshi

IV.29(2)(a)

Right to restrict the
processing of personal
data

with the data subject’s consent;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.29(2)(b)

Right to restrict the
processing of personal
data

for the purpose of legal proceedings;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.29(2)(c)

Right to restrict the
processing of personal
data

for the protection of the rights of another person; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.29(2)(d)

Right to restrict the
processing of personal
data

for reasons of public interest.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

v.29(3)

Right to restrict the
processing of personal
data

The data controller shall —

Functional

No
Relationship

N/A

N/A

1v.29(3)(a)

Right to restrict the
processing of personal
data

communicate the restriction of the processing of personal data of the data
subject, to each recipient to whom the personal data has been disclosed,
unless the communication to the recipient proves impossible or involves
disproportionate effort; and

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

1V.29(3)(b)

Right to restrict the
processing of personal
data

inform the data subject of the recipients to whom the personal data of the
data subject has been disclosed.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

V.30

Right to prevent data

N/A

Functional

N/A

N/A

1v.30(1)

Right to prevent data
processing

Subject to subsection (2), a data subject shall, by written notice, require
the data controller to cease, or not to begin the processing of the personal
data of the data subject, whether or not the processing of the personal
datais for a specified purpose or processed in a specified manner, on the
ground that —

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.30(1)(a)

Right to prevent data
processing

the processing of the personal data of the data subject by the data
controller, is causing o is likely to cause, substantial damage or distress
to the data subject or another identifiable natural person;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.30(1)(b)

Right to prevent data
processing

the substantial damage or distress to the data subject or another
identifiable natural person is or would be unwarranted.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.30(2)

Right to prevent data
processing

(1) does not apply —

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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Strength of
Relationsh

1V.30(2)(a)

Right to prevent data
processing

ina case where the conditions specified in section 6(1)(a) or 6(1)(b) (i) to
(iv) are satisfied; or

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.30(2)(b)

Right to prevent data
processing

in other cases as the Minister may prescribe by order.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.30(3)

Right to prevent data
processing

A data subject who is desirous of exercising his right under this section,
shall comply with the regulations made under this Act.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.31

Right to compensation

See FDE for details.

Functional

No

N/A

N/A

V.32

Conditions for consent

N/A

Functional

No

N/A

N/A

1v.32(1)

Conditions for consent

Where the processing of personal data is based on the consent of the data
subject, the data controller shall provide clear and verifiable evidence that
the data subject has given consent to the processing of his personal data.

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by

licable statutory. regulatory and i

1V.32(2)

Conditions for consent

Where the consent of the data subject is given in a written declaration that
also deals with other matters, the request for consent must be presented

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorization;

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
statutorv. regulatorv and i

Iv.32(2)(a)

Conditions for consent

ina manner that is clearly distinguishable from the other matters;

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by

licable statutory. regulatory and i

Iv.32(2)(b)

Conditions for consent

intelligibly and in an easily accessible form; and

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorization;

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and. i

V.32(2)(c)

Conditions for consent

using clear and plain language.

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by

ble statutory. regulatory and i

V.32(3)

Conditions for consent

The data controller, prior to the giving of consent by a data subject, shall
inform the data subject of his right to withdraw his consent.

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorization;

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and. i

1v.32(4)

Conditions for consent

A data subject has the right to withdraw his consent in respect of the,
processing of his personal data, at any time.

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorizatio

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i
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The withdrawal of consent by the data subject does not affect the Mechanisms exist to enable data subjects to authorize the collection,
lawfulness of the processing of the personal data, based on the consent receipt, processing, storage, transmission, sharing, updating and/or
given by the data subject prior to withdrawal. disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
1v.32(5) Conditions for consent Functional |Intersects With| Data Subject Consent | PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorizatior
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i
For the purposes of determining whether a data subject freely gives Mechanisms exist to enable data subjects to authorize the collection,
consent to the processing of personal data, the data controller shall take receipt, processing, storage, transmission, sharing, updating and/or
into account whether the consent of the data subject is conditional to the disposal of their Personal Data (PD), where the data subject is
performance of a contract and the service provided in the contract. provided, prior to collection, with:
1v.32(6) Conditions for consent Functional |Intersects With| Data Subject Consent |  PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(8) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and
Special conditions for | N/A o
V.33 consent of a child or a Functional N/A N/A N/A 0
Relationship
vulnerable person
Special conditions for | Where a data subject is a child or a vulnerable person, the rights of the parent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
1v.33(1) consentofa childora [ child or wulnerable person may be exercised by the parent orlegal guardian |  Functional [ Intersects With | 7" °* X2'150 %P | pRI.03.13  |Data (PD) processing actions through reasonable consumer 5
vulnerable person __|of the child or the legal guardian of the vulnerable person. when the data subiect is a minor.
Special conditions for | The data controller shall not process the personal data of a child or parent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
v.33(2) consentofachildora [vulnerable person unless consentis given by the parent or logal guardian |~ Functional [ Intersects With | "¢ °* X250 %P | pRI.03.13  |Data (PD) processing actions through reasonable consumer 5
vulnerable person __|of the child or the legal guardian of a vulnerable person. when the data subiect is a minor.
Special conditions for | A data controller shall make every reasonable effort, to verify that consent parent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
1V.33(3) consentofa childora | is given or authorized by the parent o legal guardian of a child or the legal | ~Functional [ Intersects With | """ °* X'150 %P | pRI.03.13  |Data (PD) processing actions through reasonable consumer 5
vulnerable person __|guardian of a vulnerable person. when the data subiect is a minor.
Special conditions for | A data controller shall take appropriate measures to verify— _in the parent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
1V.33(4) consentof achildora | processing of personal data under this section. Functional [ Intersects With| "*12" * PU3ASE 9P| pR1.03.13 | Data (PD) processing actions through reasonable consumer 5
vulnerable person when the data subiect is a minor.
Special conditions for | the age of a child; Mechanisms exist to obtain parental or guardian consent for Personal
Parent or Guardian Opt-
IV.33(4)(@) consentof a childor a Functional | Intersects With PRI-03.13 |Data (PD) processing actions through reasonable consumer 5
In Consent For Minors °
vulnerable person when the data subiect is a minor.
Special conditions for | the consent of the parent or legal guardian of the child; barent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
IV.33(4)(b) consent of a child or a Functional | Intersects With P | PRI-03.13 |Data (PD) processing actions through reasonable consumer 5
In Consent For Minors °
vulnerable person when the data subiect is a minor.
Special conditions for | the consent of the legal guardian of the vulnerable person, barent or Guardion Ont Mechanisms exist to obtain parental or guardian consent for Personal
IV.33(4)(0) consent of a child or a Functional | Intersects With P | PRI-03.13 |Data (PD) processing actions through reasonable consumer 5
In Consent For Minors °
vulnerable person when the data subiect is a minor.
Special conditions for | See FDE for details. o
1v.33(5) consent of a childor a Functional - N/A N/A N/A )
Relationship
vulnerable person
N/A
Conditions f i N
V.34 onditions for pracessing Functional Ne N/A N/A N/A 0
sensitive personal data Relationship
The sensitive personal data of a data subject shall not be processed Mechanisms exist to restrict collecting, receiving, processing, storing,
without the consent in writing of the data subject. transmitting, sharing and/or updating Personal Data (PD) to:
Conitions for Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1v.34(1) ‘ Functional | Intersects With PRI-05.4 [notice(s): 5
sensitive personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
(1), the of the sensitive personal Mechanisms exist to restrict collecting, receiving, processing, storing,
data of the data subject shall be processed by the data controller, where transmitting, sharing and/or updating Personal Data (PD) to:
Gonitions for pracassing| N $eNStive porsonal data s necassary for — Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1v.34(2) ‘ Functional | Intersects With PRI-05.4 [notice(s); 5
sensitive personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the purposes of exercising or performing a right, or obligation, conferred or Mechanisms exist to restrict collecting, receiving, processing, storing,
imposed by a written law on the data controller, in connection with the transmitting, sharing and/or updating Personal Data (PD) to:
Conditions for processing| employment of the data subject; ) Usage Restrictions of [Q] The purpose(s) originally collected, consistent with the data privacy
Iv.34(2)(a) ‘ Functional | Intersects With PRI-05.4 [notice(s); 5
sensitive personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the purpose of legal proceedings; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, consistent with the dat
Conditions for processing| ) Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
Iv.34(2)(b) ‘ Functional | Intersects With PRI-05.4 [notice(s); 5
sensitive personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the purpose of obtaining legal advice; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, consistent with the dat
Conditions for processing| ) Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
Iv.34(2)(c) ‘ Functional | Intersects With PRI-05.4 [notice(s); 5
sensitive personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the purposes of establishing, exercising or defending legal rights; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) (1) The purpose(s) originally collected, consistent with the data privacy
Conditions f Usage Restrictions of
Iv.34(2)(d) :e"ns' “°';S ;"s::’:::l':g Functional |Intersects With ::iin:fr;:ﬁ.:;? PRI-05.4 [notice(s); 5
itive pers
P (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
medical purposes and is undertaken by — Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) ) (1) The purpose(s) originally collected, consistent with the data privacy
Conditions f Usage Restrictions of
V.34(2)(e) :e"ns' “°';s :’s‘;'r‘“;e:::;'g Functional | Intersects With ::rg:on:fn’::(:: PRI-05.4 |notice(s); 5
itive pers
P (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
a health care professional; o Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) ) (1) The purpose(s) originally collected, consistent with the data privacy
Conditions f Usage Restrictions of
V.34(2)(e)(i) onditions for processing| Functional |Intersects With | —>-g° Restrictions o PRI-05.4 |notice(s); 5
sensitive personal data Personal Data (PD) N N N
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
a person who owes a duty of confidentiality equivalent to that which would Mechanisms exist to restrict collecting, receiving, processing, storing,
arise if that person were a health care professional; transmitting, sharing and/or updating Personal Data (PD) to:
) ) (1) The purpose(s) originally collected, consistent with the data privacy
Conditions f Usage Restrictions of
Iv.34(2)(e) :e"ns' “°';s :’s‘;'r‘“;e:::;'g Functional |Intersects With ::rg:on:fn’::(:: PRI-05.4 [notice(s); 5
itive pers
P (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the work of a court or tribunal; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Conditions for processing| Usage Restrictions of (1)The purpose(s) eriginally collected, consistent with the data privacy
V.34(2)(F) Functional | Intersects With PRI-05.4 [notice(s); 5
sensitive personal data Personal Data (PD) : : )
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
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Relationshi

IV.34(2)(g)

Conditions for processing
sensitive personal data

the administration of justice;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

Iv.34(2)(h)

Conditions for processing
sensitive personal data

the exercise of functions conferred on any person by or under a written law;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(i)

Conditions for processing
sensitive personal data

the exercise of functions of the Crown, Parliament or a public body;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(j)

Conditions for processing
sensitive personal data

the processing for archiving purposes in the public interest and for the
purposes of scientific or historical research or statistical purposes;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(k)

Conditions for processing
sensitive personal data

the purposes of the preventing or detecting any unlawful act including
offences of fraud, money-laundering and terrorism;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)()

Conditions for processing
sensitive personal data

providing confidential counselling, advice or support or of another similar
service which is provided confidentially;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

1V.34(2)(m)

Conditions for processing
sensitive personal data

protecting an identifiable natural person from neglect or physical, mental
or emotional harm, where an identifiable natural person is under the age of
eighteen or s otherwise susceptible to emotional harm;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

1V.34(2)(n)

Conditions for processing
sensitive personal data

the exercise of a protective function which is intended to protect members
of the public against —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

IV.34(2)(n)(i)

Conditions for processing
sensitive personal data

dishonesty, malpractice or other seriously improper conduct;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(n)(ii)

Conditions for processing
sensitive personal data

unfitness or incompetence;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(n) i)

Conditions for processing
sensitive personal data

inthe of a body or i or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

V.34(2)(n)(v)

Conditions for processing
sensitive personal data

failures in services provided by a body or association;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(2)(0)

Conditions for
sensitive personal data

the purposes of complying with, or assisting another person to comply
with, a regulatory requirement which involves a person taking steps to
establish whether another person has —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and

1V.34(2)(0)(a)

Conditions for processing
sensitive personal data

committed an unlawful act; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(0)(b)

Conditions for processing
sensitive personal data

been involved in dishonesty, malpractice or other seriously improper
conduct;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and

1v.34(2)(p)

Conditions for processing
sensitive personal data

reasons of substantial public interest and the processing of sensitive
personal data —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and

1V.34(2)(p) i)

Conditions for processing
sensitive personal data

consists of the disclosure of sensitive personal data for the special
purposes;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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1V.34(2)(p)(ii)

Conditions for processing
sensitive personal data

is carried out in connection with any of the matters, whether alleged or
established —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(2)(p)(ii)(@a)

Conditions for processing
sensitive personal data

the commission of an unlawful act by a person;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(p)(ii) (bb)

Conditions for processing
sensitive personal data

dishonesty, malpractice or other seriously improper conduct of a person;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(2)(p)ii)(cc)

Conditions for processing
sensitive personal data

unfitness or incompetence of a person;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(p)(ii) (dd)

Conditions for processing
sensitive personal data

inthe

of a body or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(p)ii)(ee)

Conditions for processing
sensitive personal data

afailure in services provided by a body or association;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

IV.34(2)(p) i)

Conditions for processing
sensitive personal data

is carried out with the intention of publishing the sensitive personal data of
the data subject;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

IV.34(2)(a)

Conditions for processing
sensitive personal data

the purposes of the political activities of a person and the processing is —

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis cor laws, ions and

1V.34(2)(a)(i)

Conditions for processing
sensitive personal data

of the sensitive personal data of the data subject revealing political
opinions;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(a)(ii)

Conditions for processing
sensitive personal data

carried out by a person or organization;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(a) i)

Conditions for processing
sensitive personal data

unlikely to cause substantial damage or distress to a person;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

Iv.34(2)(r)

Conditions for processing
sensitive personal data

the purposes of measures designed to identify or prevent doping which are

by or under the ility of a body or thatis
responsible for eliminating doping in a sport, at a sporting event or in sport
generally;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(2)(s)

Conditions for
sensitive personal data

the purposes of providing information about doping, or suspected doping,
to a body or association.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

V.34(3)

Conditions for processing
sensitive personal data

See FDE for details.

Functional

No
Relationship

N/A

N/A

N/A

1v.34(4)

(1), the of the sensitive personal
data of the data subject is necessary in order to protect the vital interests

Conditions for processing|

sensitive personal data

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(4)(a)

Conditions for processing
sensitive personal data

of the data subject or another person, in a case where consent cannot be
given by or on behalf of the data subject, or the data controller cannot
reasonably be expected to obtain the consent of the data subject; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(4)(b)

Conditions for processing
sensitive personal data

of another person, in a case where consent by or on behalf of the data
subject has been unreasonably withheld.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and
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1v.34(5)

Conditions for processing
sensitive personal data

(1), the
data of the data subject may be carried out —

of the sensitive personal

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(5)(a)

Conditions for processing
sensitive personal data

by the data controller in the course of its legitimate activities by a body, or
association, that is not established or conducted for profit, and exists for
political, philosophical, religious or trade union purposes;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(5)(b)

Conditions for processing
sensitive personal data

by the data controller with appropriate safeguards for the rights and
freedoms of the data subject;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.34(5)(c)

Conditions for processing
sensitive personal data

where the processing of sensitive data relates only to identifiable natural
persons who are members of the non-profit organization or who maintain
regular and direct contact with the organization in furtherance of, or
directly related to, its stated purposes, objectives or initiatives; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.34(5)(d)

Conditions for processing
sensitive personal data

where the processing of sensitive data does not involve disclosure of the
personal data to a third party without the consent of the data subject.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1v.34(6)

Conditions for processing
sensitive personal data

The sensitive personal data of a data subject may be processed where the
information contained in the sensitive personal of the data subject has
been made public, as a result of steps taken by the data subject.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis laws, ions and

1V.34(7)

Conditions for processing|
sensitive personal data

The Minister may, upon the recommendation of the Commissioner, specify
by order, other circumstances where sensitive personal data of the data
subiect mav be pr d.

Functional

No
Relationship

N/A

N/A

V.35

Sensitive personal data
relating to health

N/A

Functional

No

N/A

N/A

1v.35(1)

Sensitive personal data
relating to health

Sensitive personal data relating to the health of a data subject, may only
be processed with the consent of data subject and processed —

Functional

Intersects With

Continued Use of
Personal Data (PD)

PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as
itis collected, received, processed, stored, transmitted, shared and/or
updated until:

(1) Disposal of PD occurs when there is no longer a legitimate business
purpose;

(2) Disposal of PD occurs when the data retention timeline for the use
case is met; and/or

(3) Continued use of PD i prohibited upon withdrawal of data subject
consent.

Iv.35(1)(a)

Sensitive personal data
relating to health

by or under the responsibility of a health care professional; or

Functional

Intersects With

Continued Use of
Personal Data (PD)

PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as
itis collected, received, processed, stored, transmitted, shared and/or
updated until:

(1) Disposal of PD occurs when there is no longer a legitimate business
purpose;

(2) Disposal of PD occurs when the data retention timeline for the use
case s met; and/or

(3) Continued use of PD is prohibited upon withdrawal of data subject
consent.

IV.35(1)(b)

Sensitive personal data
relating to health

by a person subject to the obligation of professional secrecy under a
written law.

Functional

Intersects With

Continued Use of
Personal Data (PD)

PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as
itis collected, received, processed, stored, transmitted, shared and/or
updated until:

(1) Disposal of PD occurs when there is no longer a legitimate business
purpose;

(2) Disposal of PD occurs when the data retention timeline for the use
case is met; and/or

(3) Continued use of PD is prohibited upon withdrawal of data subject
consent.

1V.35(2)

Sensitive personal data
relating to health

Notwithstanding subsection (1), sensitive personal data relating to the
health of a data subject may be processed, where the processing is —

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.

IV.35(2)(a)

Sensitive personal data
relating to health

necessary for reasons of public interest in the area of public health; or

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.

IV.35(2)(b)

Sensitive personal data
relating to health

carried out by another person who in the circumstances owes a duty of
confidentiality under a written law.

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.

V.36

Consent required for
direct marketing

N/A

Functional

No

N/A

N/A

N/A

1V.36(1)

Consent required for
direct marketing

Adata controller shall not process personal data of the data subject for
the purpose of direct marketing unless the data subject consents to the
processing of his personal data for that purpose.

Functional

Intersects With

Continued Use of
Personal Data (PD)

PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as
itis collected, received, processed, stored, transmitted, shared and/or
updated until:

(1) Disposal of PD occurs when there is no longer a legitimate business
purpose;

(2) Disposal of PD occurs when the data retention timeline for the use
case is met; and/or

(3) Continued use of PD is prohibited upon
consent.

drawal of data subject

1V.36(2)

Consent required for
direct marketing

A data controller shall request the consent of a data subject in the
prescribed manner, and shall not approach a data subject more than once
to request that consent.

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorization;

(2) A means to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and. i

1V.36(3)

Consent required for
direct marketing

A data controller may process the personal data of a data subject who is a
customer of that data controller for the purpose of direct marketing —

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.

IV.36(3)(a)

Consent required for
direct marketing

if the data controller has obtained the contact details of the data subject in
the context of the sale of any goods or services;

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.

1V.36(3)(b)

Consent required for
direct marketing

of the data controller's own goods or services; and

Functional

Intersects With

Authority To Collect,
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that
permits the organization to collect, receive, process, store, transmit,
share, update and/or dispose Personal Data (PD), either generally or in
support of a specific business process.
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FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# EDLERETELE ) o
Control Desc: Relationship
if the data subject has been given a reasonable opportunity to object, free Authority To Gollect, Mechanisms exist to determine and document the legal authority that
Consent required f h : : ts th tion to collect, ) , store, transmit,
V360)0) onsent required for | of charge in the prescribed manner, to the use of the data subject's Functional | InterssctsWith| Proceee, Store &.Snare | PRI0a1 | PerMits the organization to collect, receive, process, store, transmi s
direct marketing | personal data — share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
at the time the personal data was collected; and Mechanisms exist to determine and document the legal authority that
Consent required for fusthority To Collect, ermits the organization to collect, receive, process, store, transmi,
1V.36(3)(c)(i) a Functional | Intersects With| Process, Store &Share | PRI-04.1 | & g P! » store, . 5
direct marketing share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
on the occasion of each communication with the data subject for the Authority To Gollect, Mechanisms exist to determine and document the legal authority that
Consent required f . g ts th tion to collect, ) , store, transmit,
V36 onsent required for | purpose of direct marketing. Functional | intersectsWith| Proceee, Store &.Snare | PRI-0a1 | PerMits the organization to collect,receive, process, store, transmi s
direct marketing share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
) 'Acommunication to a data subject for the purpose of direct marketing exist to craft and to data
Consent required for Data Subject
1v.36(4) shall contain— Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
direct marketing Communications
bva person.
) the details of the identity of the sender or the person on whose behalf the exist to craft and to data
Consent required for Data Subject
IV.36(4)(a) communication has been sent; and Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
direct marketing Communications
bva person.
) an address or other contact details to which the data subject may send an exist to craft and to data
Consent required for Data Subject
IV.36(4)(b) objection to the use of his personal data for the purpose of direct Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
direct marketing ° Communications
marketing. bva person.
Consent required for | See FDE for details. N
1V.36(5) onsentrequiredfor ) See FDE for details. Functional © N/A N/A N/A 0
direct marketing
DATA CONTROLLERS | N/A o
v AND DATA Functional N/A N/A N/A 0
Relationship
PROCESSORS
Registration of data | See FDE for details. o
v.a7 controllers and data Functional N/A N/A N/A 0
Relationship
Application f See FDE for details. No
V.38 ppication for o FDETor detalts Functional N/A N/A N/A 0
See FDE for details. N
V.39 Registration certificate |00 00 0 QoS Functional © N/A N/A N/A 0
Va0 Renewal of registration | See FDE for detail. Functional No A A A o
certificate
Register of Dat N/A N
V.41 egser o Data Functional e N/A N/A N/A o
Register of Dat E“’; C;'"’:"Si"’"e's”i‘,l :‘:’"‘:"‘ua ’eg's‘f"g" ”elca“;"‘,’ "‘ﬁ R:’g‘siem' . Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1) egister of Data ata Controllers, in which he shall cause to be entered in relation to eac| Functional | Intersects With| Controllerand/orData | PRI-15  |processor, including registering databases containing Personal Data 5
Controllers data controller registered under this Act, the following particulars — :
Processor (PD) with the appropriate Data Authority, when necessary.
Regiotorof Data | name, address and contact information of the data controller; Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(@) o Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
Processor (PD) with the Data Authority. when necessary.
egotorof Data | e date of egistration of the data controller; Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(b) o Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
Processor (PD) with the Data Authority. when necessary.
Fegotorof Data | 4eSCrIPtion of the personal data processed by or on behalf of the data Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(0) o controller and the categories of data subject to which they relate; Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
Processor (PD) with the Data Authority. when necessary.
egiotorof Data | 4eSCTIPtion of the purposes for which the personal data s processed; Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(d) o Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
Processor (PD) with the Data Authority. when necessary.
Regiotorof Data | description of the recipients to whom the data controller intends or Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(e) o desires to disclose the personal data; Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
Processor (PD) with the Data Authority. when necessary.
Regiotorof Data | e names, ora description of the country outside of The Bahamas, to Register As A Data Mechanisms exist to register as a data controller and/or data
v.a1(1)() o which the data contrller directly or indirectly transfers, or intends to Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
transfer. either directly or indirectly. the personal data: and Processor (PD) with the Data Authority. when necessary.
Fegotorof Data | name, address and contact information of each registered data Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(1)(g) o controller who is nominated as a representative for a data controllerwhois |  Functional |Intersects With | Controllerand/or Data |  PRI-15  [processor, including registering databases containing Personal Data 5
not in The Bahamas. Processor (PD) with the Data Authority. when necessary.
egiotorof Data | Te data controller shallgive written notice to the Commissioner, of any Register As A Data Mechanisms exist to register as a data controller and/or data
v.41(2) el changes which may affect the particulars entered in the Register of Data | Functional |Intersects With| Controllerand/or Data |  PRI-15  [processor, including registering databases containing Personal Data 5
Controllers as it relates to the data controller. Processor (PD) with the Data Authority. when necessary.
regiotorof Data | T Reister of Data Controllers shall be a public document and available Register As A Data Mechanisms exist to register as a data controller and/or data
V.41(3) el for inspection at all reasonable times by a person upon payment of the Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
prescribed fee. Processor (PD) with the Data Authority. when necessary.
vara Register of Data | The Commissioner shall ensure that the Register of Data Controllers is Functionat No A A A B
Controll kept accurate and up to date.
Register of Dat N/A N
V.42 egister of Data Functional Ne N/A N/A N/A 0
Processors
The Commissioner shall maintain a register, to be called the Register of
vt Registerof Data  |Data Processors, in which he shall cause to be entered in relationtoeach | [ No WA WA A o
Processors data processor registered under this Act, the following particulars — Relationship
Vazie) Register of Data | the name, address and other contact information of the data processor; Functional No A A A B
Processors
vazn) Register of Data | the date of registration of the data processor; Functionat No A A A o
Processors
Rogistorof Data | 495C1IPtion of the personal data processed by the data processor on } o
v.42(1)(0) behal of the data controller and the categories of data subject to which Functional " N/A N/A N/A 0
Processors Relationship
they relate:
vazig) Register of Data | a description of the purposes for which the personal data is processed; Functional No A A A B
Processors
Vaze) Register of Data | a description of the recipients to whom the data processor intends or Functionat No A A A o
Processors desires to disclose the personal data:
the names, or a description of, the country outside of The Bahamas to
Register of Data ) No
v.a2(1)(f) which the data processor directly or indirectly transfers, or intends to Functional e N/A N/A N/A )
Processors ' ; Relationship
transfer. either directly or indirectly. the personal data: and
the name, address and contact information of each registered data
Register of Data ) No
V.42(1)g) processor who is nominated as a representative for a data processorwho | Functional e N/A N/A N/A )
Processors onn Relationship
is not in The Bahamas.
The data processor shall give written notice to the Commissioner of any.
Register of Data ) No
v.42(2) changes which may affect the particulars entered in the Register of Data |  Functional e N/A N/A N/A )
Processors Relationship
Processors as it relates to the data processor.
The Register of Data Processors shall be a public document and available
Register of Data ) No
v.42(3) for inspection at all reasonable times by any person upon payment of the |  Functional e N/A N/A N/A )
Processors Relationship
prescribed fee.
Va2t Register of Data | The Commissioner shall ensure that the Register of Data Processors is Functional No A A A o
Processors kept accurate and up to date.
N/A ) No
V.43 Data processing records Functional ) N/A N/A N/A 0
Adata controller and where applicable, the data controller's Mechanisms exist to document Personal Data (PD) processing
representative shall keep and maintain, in writing or by electronic means, a Documenting Data activities that covers collection, receiving, processing, storage,
V.43(1) Data processing records |record of data processing activities under its responsibility. Functional [ Intersects With Processing Actvities PRI-14  [transmission, sharing, updating and/or disposal actions with sufficient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
‘Arecord maintained by a data controller under subsection (1) shall contain Mechanisms exist to document Personal Data (PD) processing
— activities that covers collection, receiving, processing, storage,
Documenting Data - . . N
v.4312) Data processing records Functional | Intersects With| ~ 20°"on 18 P48 PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
e detail to demonstrate conformity with applicable statutory, regulatory
and i
the name and contact details of the data controller and the data Mechanisms exist to document Personal Data (PD) processing
controller's representative and the name and contact details of the data Documenting Data activities that covers collection, receiving, processing, storage,
V.43(2)(a) Data processing records |protection office Functional [ Intersects With| " men T8 EA PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
e detail to demonstrate conformity with applicable statutory, regulatory
and
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the purposes of the processing of the personal data; Mechanisms exist to document Personal Data (PD) processing
’ activities that covers collection, receiving, processing, storage,
Documenting Data
V.43(2)(b) Data processing records Functional | ntersects with| )" TR S | PRI14. [transmission, sharing,updating and/or disposal actins with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
 description of the categories of data subjects and of the categories of Mechanisms exist to document Personal Data (PD) processing
personal data; activities that covers collection, receiving, processing, storage,
Documenting Data o ! " 3
V.43(2)(0) Data processing records Functional | Interseots with| " TORIE TS | PRI-14. [transmission, sharing,updating and/or disposal actions with suffciont 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
2 description of the categories of recipients to whom the personal data has Mechanisms exist to document Personal Data (PD) processing
been or will be disclosed; ’ activities that covers collection, receiving, processing, storage,
Documenting Data
V.43(2)(d) Data processing records Functional [ ntersects with| )" TR TS | PRI-14. [transmission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
 description of the recipients in other countries or international Mechanisms exist to document Personal Data (D) processing
organizations to whom the personal data has been or will be disclosed; Documenting Data activities that covers collection, receiving, processing, storage,
V.43(2)(e) Data processing records Functional [ Interseots with| " TERIE FEE | PRI-14. [transmission, sharing,updating and/or disposal actions with suffciont 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
information on the transfers of personal data by the data processor or by Mechanisms exist to document Personal Data (PD) processing
the data processor on behal the data controller, to another country or an Documenting Data activities that covers collection, receiving, processing, storage,
V.43(2)() Data records i Functional | Intersects with| )0 IR TS | PRI-14. [transission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
the identification of the country or international organization where the Mechanisms exist to document Personal Data (D) processing
personal data was transferred by data processor under to section 53; Documenting Data activities that covers collection, receiving, processing, storage,
V.43(2)(g) Data processing records Functional | Interseots with| " TORIE FEE | PRI-14. [transmission, sharing,updating and/or disposal actions with suffciont 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
the documentation of the adequate level of protection for the rights and Mechanisms exist to document Personal Data (PD) processing
freedoms of data subjects in relation to the processing of personal data; Documenting Data activities that covers collection, receiving, processing, storage,
V.43(2)(h) Data processing records Functional | ntersects with| )" IR TS | PRI-14. [transission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
the envisaged time limits for erasure of the different categories of personal Mechanisms exist to document Personal Data (PD) processing
data; and activities that covers collection, receiving, processing, storage,
Documenting Data . " N "
V.43(2)() Data processing records Functional [ Interseots With| )" TEE FEE | PRI-14. [transmission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
a general description of the technical and organizational measures referred Mechanisms exist to document Personal Data (PD) processing
to in section 52(2). ! activities that covers collection, receiving, processing, storage,
Documenting Data
V.43(2)() Data processing records Functional [ Intersects with| )" TR S | PRI-14. - [transission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
A data controller shall, upon the request of the Commissioner, make data Mechanisms exist to document Personal Data (PD) processing
processing records available to the Commissioner. Documenting Data activities that covers collection, receiving, processing, storage,
V.43(3) Data processing records Functional [ Interseots With| )" OIS FEE | PRI-14. [transmission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
A data processor and where applicable, the data processor's Mechanisms exist to document Personal Data (PD) processing
representative shall maintain, in writing or by electronic means, a record of Documenting Data activities that covers collection, receiving, processing, storage,
v.43(4) Data processing records |all categories of processing activities carried out on behalf of a data Functional [ Intersects with| )" TR S | PRI-14. [transission, sharing,updating and/or disposal actions with suffcient 5
controller, which shall contain — detail to demonstrate conformity with applicable statutory, regulatory
and
the name and contact details of the data processor and each data Mechanisms exist to document Personal Data (PD) processing
controller on behalf of whom the data processor s acting, and where Documenting Data activities that covers collection, receiving, processing, storage,
V.43(4)(a) Data processing records [applicable, the name and contact detals ofthe representative of the data | Functional | Intersects With | 0% T8 A | PRI-14  |wansmission, sharing, updating andjor disposal actions with sufficient 5
controller or the data processor and the name and contact details of the detail to demonstrate conformity with applicable statutory, regulatory
data protection officer: and i
the categories of processing carried out on behalf of each data controller; personal Data (°D) exist to define and data handling and
V.43(4)(b) Data processing records Functional | Intersects With Caregarics PRI-05.7 | protection requirements for specific categories of sensitive Personal 5
Data (PD).
the categories of processing carried out on behalf of each data controller; Mechanisms exist to document Personal Data (PD) processing
’ activities that covers collection, receiving, processing, storage,
) Documenting Data "
V.43(4)(b) Data processing records Functional [ Intersects with| " TR TS | PRI-14. [transission, sharing,updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and
information on transfers of personal data to another country or an Mechanisms exist to document Personal Data (PD) processing
international organization under section 53; Documenting Data activities that covers collection, receiving, processing, storage,
V.43(4)(0) Data processing records Functional [ nterseots With| o " TR S | PRI14. [transmission, sharing, updating and/or disposal actions with suffcient 5
detail to demonstrate conformity with applicable statutory, regulatory
and i
information on transfers of personal data to another country or an Mechanisms exist to provide data subjects with an accounting of
Vs Data processing records | Merational organization under section 53; Functional | intersacts with Accounting of o141 |disclosures of their Personal Data (PD) controlled by: R
Disclosures (1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.
the documentation of the adequate level of protection for he ights and ) Mochanisms exist to ensure Personal Data (PD) s protected by logical
V.43(4)(d) Data processing records |22d°Ms of data subjects i relation to the processing of personal data; Functional | Intersects With | SeCUrity of PersonalData | oo o) o |4 Dhysical security safeguards that are sufficient and appropriately 5
and (PD) scoped to protect the confidentiality and integrity of the PD.
the documentation of the adequate level of protection for the rights and Mechanisms exist to limit the collection, receiving, processing, storage,
Vs Data processing records | T2°40MS of data subjects inrelation o the processing of personaldatas | [ | | Roasonablo Data Privacy | o oo . |transmission, sharing, updating and/or disposal of Personal Data (°D) R
and Practices to consumer for what s necessary
and i
a general description of the technical and organizational measures referred Mochanisms exist to ansure Poreanal Data (PD) s protected by logical
V.43(4)(e) Data processing records |1© " Section 52(2). Functional | Intersects Wit | 55Uty ©f PersonalData | o, o1 o 1o 4 hysical security safeguards that are sufficient and appropriately 5
(°D) scoped to protect the confidentiality and integrity of the PD.
a general description of the technical and organizational measures referred Mechanisms exist to limit the collection, receiving, processing, storage,
Vasiee) Data processing records |10 7 5etoN 5202 Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
Practices ding to consumer for what is necessary
and
Auditing of data N/A No
V.44 controllers and data Functional - N/A N/A N/A )
Relationship
Auditing of data | The Commissioner may annually audit the policies of a data controller and o
v.44(1) controllers and data |data processor and the conduct of the processing of personal data. Functional. | i i N/A N/A N/A 0
Where a data controller or data processor has been authorised to transfer
Auditingof data | data on a server or data centre located outside of The Bahamas, the cost of o
v.442) controllers and data | reviewing or auditing the server of the data controller or data processor Functional | i ohip N/A N/A N/A )
processors shall be borne by the data controller and the data processor.
V.45 Appointment of a data [ Functional No N/A N/A N/A 0
protection officer
A data controller and the data processor shall appoint a person as the data Mechanisms exist to appoint a Data Protection Officer (DPO):
protection officer on the terms and conditions as the data controller and (1) Based on professional qualifications; and
Appointment of a data " Data Protection Officer >Sslon:
v.45(1) ratotion offir |01 Processor may determine, whero — Functional | Intersects With 1or0) PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
the processing of personal data is carried out by a public body or private Mechanisms exist to appoint a Data Protection Officer (DPO):
Appointmentofa data |P°% bata Protection Officer (1) Based on professional qualifications; and
V.45(1)(a) Functional | Intersects With PRI01.4  [(2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (DPO)
collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
the core activities of the data controller or the data processor consist of Mechanisms exist to appoint a Data Protection Officer (DPO):
processing operations which, by its nature, scope, or purposes, require (1) Based on professional qualifications; and
V.45(1)(b) Appointmentof adata || . -+ and systematic monitoring of data subjects; or Functional | Intersects witn| D22 Protection Officer | oo, o1 4 (5) 76 be involved in all issues related to how Personal Data (PD) is 5

protection officer

(DPO)

collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
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Rationale Relationshi
the core activities of the data controller consist of the processing of Mechanisms exist to appoint a Data Protection Officer (DPO):
. 1) Based on prof | qualifications; and
Appointment ofa data |oTSitve personaldata bata Protection Officer (1) Based on professional qualifications; an
V.a5(1)(c) Functional | Intersects With PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (DPO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
Appointment of a data | A data controller and data processor shall — ) No
V.45(2) PPl ’ roter P Functional ) N/A N/A NA 0
protection officer
appoint a person as a data protection officer f that person has relevant Mechanisms exist to facilitate the implementation and operation of
fa dat d data protection controls throughout the data lifecycle t U
Vas)e) of a data mic or and and technical Functional | SubsetOf | Data Privacy Program |  pRL.o7 |C2t@ Protection controls throughout the data lfecycle to ensure o
protection officer [ skills in matters relating to data protection; and forms of Personal Data (PD) are processed lawfully, fairly and
transparently.
Support the data protection officer by providing the resources necessary to Mechanisms exist to facilitate the implementation and operation of
Appointment of a data | — data protection controls throughout the data lifecycle U
V.45(2)(b) ppointment of a data Functional SubsetOf | Data Privacy Program pRi-o7 | data protection controls throughout the data lifecycle to ensure al 10
protection officer forms of Personal Data (PD) are processed lawfully, fairly and
transparently.
maintain the data protection officer's expert knowledge; and Mechanisms exist to facilitate the implementation and operation of
Appointment of a dat data protection controls throughout the data lifecycle U
V.45(2)(b) (i) ppointment of a data Functional SubsetOf | Data Privacy Program pRi-o7 | data protection controls throughout the data lifecycle to ensure al 10
protection officer forms of Personal Data (PD) are processed lawfully, fairly and
transparently.
enable the data protection officer to carry out the functions provided in Mechanisms exist to facilitate the implementation and operation of
Appointment of a dat . data protection controls throughout the data lifecycle U
N ppointment of a data | subsection (3). Functional Subset Of Data Privacy Program PRLOT lata protection controls throughout the data lifecycle to ensure af 10
protection officer forms of Personal Data (PD) are processed lawfully, fairly and
transparently.
The functions of a data protection officer include — Mechanisms exist to appoint a Data Protection Officer (DPO):
1) Based on prof | qualifications; and
Appointment of a data Data Protection Officer (1) Based on professional qualifications; an
V.45(3) Functional | Intersects With PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
informing and advising the data controller or the data processor and of Mechanisms exist to appoint a Data Protection Officer (DPO):
their obligations under this Act; (1) Based on professional qualifications; and
Appointment of a dat Data Protection Offi
V.45(3)(@) A Functional |Intersects With| oo 0 oo o O | pRio1.4  |(2) To beinvolved in allissues related to how Personal Data (PD) is 5
P collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
informing and advising the employees of the data controller or the data Mechanisms exist to appoint a Data Protection Officer (DPO):
1) Based on prof | qualifications; and
Appointment of a data | PTCESSOT Who carry out the processing of personal data, of their bata Protection Officer (1) Based on professional qualifications; an
V.45(3)(b) et ooy |obligations under this Act; Functional | Intersects With 1or0) PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
P! collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
monitoring compliance with this Act and with the policies of the data Mechanisms exist to appoint a Data Protection Officer (DPO):
Appointmentof a data | OTTOLer ofdata processor i rlation tothe protection o personal data; bata Protection Officer (1) Based on professional qualifcations; and
V.45(3)(c) : Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
proteation officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disosed.
the of ibiliti ising and Mechanisms exist to appoint a Data Protection Officer (DPO):
1) Based on prof | qualifications; and
Appointment of a data | "MInE of staffinvolved in the processing of personal data and reated bata Protection Officer (1) Based on professional qualifications; an
V.45(3)(d) audits; Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
advising the data controller and his employees on data processing Mechanisms exist to appoint a Data Protection Officer (DPO):
requirements that are contained in this Act or in another written law; (1) Based on professional qualifications; and
Appointment of a data Data Protection Officer eeion
V.45(3)(e) : Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
proteation officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
facilitating capacity building of staff involved in the processing of personal Mechanisms exist to appoint a Data Protection Officer (DPO):
; 1) Based on prof | qualifications; and
Appointmentof a data | 2% Data Protection Officer (1) Based on profsssional qualifications; an
V.45(3)() Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
providing advice on the preparation of the data protection impact Mechanisms exist to appoint a Data Protection Officer (DPO):
assessment under section 50; (1) Based on professional qualifications; and
Appointment of a dat Data Protection Offi
V.45(3)(g) p”:’;:'e'c“(i'n :"iac; @ Functional | Intersects With| —o 0" OteCHONOMCEr | opy 51,4 [(2) To be involved i all issues related to how Personal Data (PD) is 5
P collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
acting as the contact point for the Commissioner on issues relating to the Mechanisms exist to appoint a Data Protection Officer (DPO):
; 1) Based on prof | qualifications; and
Appointment of a data | PTOCESSINgOf personal data; ) bata Protection Officer (1) Based on professional qualifications; an
V.45(3)(h) Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
acting as the contact point during consultations with the Commissioner as Mechanisms exist to appoint a Data Protection Officer (DPO):
Appointmentof a data | SPECITIed n section S0(6)to 8); and bata Protection Officer (1) Based on professional qualifcations; and
V.45(3)() : Functional | Intersects With PRI-01.4  [(2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO) ‘
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
Cooperating with the Commissioner on matters relating to data protection. Mechanisms exist to appoint a Data Protection Officer (DPO):
1) Based on prof | qualifications; and
) Appointment of a data ) Data Protection Officer (1) Based on profsssional qualifications; an
V.45(3)() Functional | Intersects With PRI-01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
protection officer (0PO)
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
vast Appointment of a data | A data protection affcer shall — Fonetionat No A A A N
protection officer
tbe dismissed lized by the data controlier or dat v
Appointment of a data |0 >¢ dismissed or penalized by the data controller or data processor for Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
V.45(4)(a) performing the functions provided in subsection (3); and Functional |Intersects With cpL01 5
protection officer Contractual Compliance relevant statutory, regulatory and contractual controls.
R idential all matt th fhis duties and
Appointment of a data | <ocP. allmatters e P ofhis duties an Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
V.45(4)(b) functions referred to in subsection (3). Functional | Intersects With cpLo1 5
protection officer Contractual Compliance relevant statutory, regulatory and contractual controls.
A data protection officer may be a member of staff of the data controller or N o
Appointment of a data ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
V.45(5) PPt é data processor and may fulfil other duties that do not conflict with his Functional | Intersects With utory, Regulatory CPL-01 tsms ex " \dentificati Imp ! 5
protection officer / Contractual Compliance relevant statutory, regulatory and contractual controls.
duties as a data protection officer.
A person may be appointed as a data protection officer by more than one
Al it it of it i i tatutory, Re lat Mech: ist to facilitate the tificatic It tati f
vase) ppointment of a data - data controller or data processor on the condition that the data protection | (| | Statutory, Regulatory& | oy o [ Mechanisms exst to faciltate the identiication and implementation o s
protection officer  |officeris accessible to each data controller or data processor. Contractual Compliance relevant statutory, regulatory and contractual controls.
A dat: tecti ffi ted f i iy
Appointment of a data | 9212 Protection officer may be appointed for one public body or two or y Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
V.45(7) é more public bodies. Functional | Intersects With ° cpL01 5
protection officer Contractual Compliance relevant statutory, regulatory and contractual controls.
A data controller and a data processor shall publish the contact details of ) -
the dats tecti i ts official bit d do th tact Mechanisms exist to:
e data protection officer on its official website and provide the contac (1) Make data privacy notice(s) available to individuals upon first
details to the Commissioner. . N "
withan and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
Al it it of it it 118 tice-relate it i I(
vas) ppointment of a data Functional | IntersectsWith|  Data Privacy Notice pri0z |9 Gontain all necessary notice-elated criteia required by applicable s
protection officer statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements..
Non-disclosure of | /A ) No
V.46 sctosur Functional ) N/A N/A N/A 0
personal data
Except ded in this Act, hall not disclose to anoth . . ]
Non-disclosure of xeeptas provided in this Act, a person shall not disclose to another Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data wherever
v.48(1) person or allow another person to have access to the content or nature of | Functional | Intersects With DCH-01.2 5
personal data ‘ ° Data Protection itis processed and/or stored.
the personal data of the data subiect. in his
A data controller shall not disclose th | data of a data subject
Non-disclosure of ‘ata controller shall not disclose the personal data of a data subjec Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data wherever
V.46(2) without first obtaining the consent of the data subject under this Act, Functional | Intersects With DCH-01.2 5
personal data ° Data Protection itis processed and/or stored.
unless the disclosure of the personal data is necessary to—
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Vas2)a) Non-disclosure of |preventa threat to national security, defence, publicsafetyor | o - T Sensitive /Regulated | o o[ Mechanisms existto protect sensitive and/or regulated data wherever R
personal data public order: or Data Protection itis processed and/or stored.
Non-disclosure of or prosecute a frence. Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data whereve
V.46(2)(b) rprosecd Functional | Intersects With ive /Regy DCH-01.2 [ oonanioms exist fo pri o rreed wherever 5
personal data Data Protection itis processed and/or stored.
'Adata controller who is required to disclose th [ data of a dat
Non-disclosure of ‘ata controllerwho is required to disclose the personal data of a data Notification of Disclosure Mechanisms exist to notify data subjects of applicable legal requests
V.46(3) subject shall, prior to disclosing the personal data, inform the data subject |  Functional ~ |Intersects With PRI-14.2 5
personal data o Request To Data Subject to disclose Personal Data (PD).
hen and to whom th Ldata shall be disclosed; i . ] .
Vas@e) Non-disclosure of | ""¢" @nd towhom the personal data shall be disclosef Functional | intersacts witn | Netification of Disclosure| | Mechanisms existto notify data subjects of applicable legal requests s
personal data Request To Data Subject to disclose Personal Data (PD).
th  the discl f thi Ldata; ) ]
vasiab) Non-disclosure of @ purpose of the disclosure of the personal data Functional | intersacts witn | Netification of Disclosure | | Mechanisms existto notify data subjects of applicable legal requests s
personal data Request To Data Subject to disclose Personal Data (PD).
th ity ti , pril i d oth licies, that tect the " "
Non-disclosure of @ security practices, privacy policies and other policies, that protect the Notification of Disclosure Mechanisms exist to notify data subjects of applicable legal requests
V.46(3)(c) personal data of the data subject; and Functional | Intersects With PRI-14.2 5
personal data Request To Data Subject to disclose Personal Data (PD).
th dure f f inrelation to th
Non-disclosure of @ procedure for recourse in case of a grievance in relation to the Notification of Disclosure Mechanisms exist to notify data subjects of applicable legal requests
V.46(3)(d) disclosure of the personal data. Functional | Intersects With PRI-14.2 5
personal data Request To Data Subject to disclose Personal Data (PD).
'Aperson who contravenes this section commits an offence and is liable on
Non-discl f N
Vst on-disclosure of |summary conviction to a fine not exceeding fifty thousand dollars or to Functional o NA NA WA o
personal data imprisonment for a term not exceeding three years or to both. Relationship
Notification of breach of | N/A N
v.a7 otffication ot breach o Functional © N/A N/A N/A 0
personal data
Adata controller shall notify the Commissioner within three working
days, after having b f a breach of L data that is likel
Notification of breach of lays a\(er awzg( f:o;nejwzreln lz Lelac prer:c"a ? . dz ‘(sf‘ :ly CyberIncident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.47(1) o resultina risk to the fundamental rights and freedoms of an identifiable | |\ vionat | intersects With | for Sensitive / Regulated | 1RO-10.2 P! g 5
personal data natural person. a timely manner.
Data
Where the notification referred to in subsection (1) is not made by the data
Notification of breach of |controller to the C: thin th King days, the dat Cyber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.47(2) controller to the Commissioner within three working days, the data Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 P! g 5
personal data controller shall provide reasons for the delay to the Commissioner. o atimely manner.
Adat hall notify the data controller within th King days, Cyber Incident Report
Notification of breach of |/ 9212 Processor shall notify the data controller within three working days yber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.47(3) after having become aware of a breach of personal data. Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 5
personal data a timely manner.
Data
vart Notification of breach of | The notification of the breach of personal data referred to in subsections | L No A A A o
personal data (1) and (3) shall —
describe the nature of the breach; Cyber Incident Reporting
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(4)(a) otification ofbreach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
Speciy the categories of the breach; Cyber Incident Reporting
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(4)(b) otification of breach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
specify the number of data subjects affected by the breach; Cyber Incident Reporting
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(8)(c) otification ofbreach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
Speciy the categories and number of personal data records affected by the Cyber Incident Reporting
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(4)(d) otification ofbreach of |\ oh; Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | coranisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
th d contact details of the data protection offi th Cyber Incident Reporti
Notification of breach of | PeCiY the name and contact details of the data protection officer or other yberIncident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.47(4)(e) contact point where more information can be obtained; Functional | Intersects With| for Sensitive / Regulated | 1RO-10.2 |+ 5
personal data a timely manner.
Data
describe the consequences of the breach; Cyber Incident Reporting
Notification of breach of Mech: tto report sensitive and/or regulated data incident
v.47(3)(f) otification ofbreach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | coranisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
describe th tak d to address the breach; and Cyber Incident Reporti
Notification of breach of | 1°5¢"1°® the measures taken orproposed to address the breach; an yberIncident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.47(a)(g) Functional | Intersects With| for Sensitive / Regulated | 1RO-10.2 |+ 5
personal data a timely manner.
Data
- outline the measures to mitigate the adverse effects of the breach. Cyber Incident Reporting )
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(a)(h) otification of breach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
Coneatonoferescer wr:re .: is n(j(' p:}[s:lblelo p;uvldfhal%l:e |nfulrmalmn ::qu\reddur;der Cyber Incident Reporting o R
otification of breach of [subsection (4) at the same time, the information may be provided in lechanisms exist to report sensitive and/or regulated data incidents in
V.47(5) Intormati ybe p Functional | Intersects With | for Sensitive / Regulated | 1RO-10.2 | P! g 5
personal data phases within seven working days or within a extended time as prescribed. ot a timely manner.
- The data controller shall record every breach of personal data and shall Cyber Incident Reporting )
Notification of breach of Mech: tto report sensitive and/or regulated data incident
V.47(6) otification of breach of | 4. < ribe in the record — Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
- the facts relating to the breach; Cyber Incident Reporting )
Notification of breach of Mech: t to report sensitive and/or regulated data incident
V.47(6)(a) otification of breach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
- the effects of the breach; and Cyber Incident Reporting )
Notification of breach of Mech: t to report sensitive and/or regulated data incident
V.47(6)(b) otification of breach o Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | conanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
- the remedial action taken in order to facilitate the assessment by the Cyber Incident Reporting )
Notification of breach of Mech: t to report sensitive and/or regulated data incident
V.47(6)(c) otification ofbreach of | o 1 issioner of the compliance of this section by the data controller. Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | coanisms existto report sensitive and/or regulated data incidents in 5
personal data a timely manner.
Data
Communicationof | N/A o
v.a8 breach of personal data Functional " NA NA N/A 0
Relationship
to a data subiect
Communication of ;N":’e 2 “’["‘T?h:lf "E’Z"f"“':“‘" ‘sfl‘k*:y[“’ ’ez““ :"[‘:E;”‘:m”°"l°fl:"e Mechanisms exist to address data breaches, or other incidents
undamental rights and freedoms of a data subject, the data controller :
v.a8(1) breach of personal data e . Functional | Subset Of Data Breach 1R0-04.1 |involving the unauthorized disclosure of sensitive or regulated data, 10
" shall communicate the breach of personal data to the data subject within "
to a data subject to laws, and
three working davs after having become aware of the breach.
The communication of the breach of personal data specified in subsection exist to timely-report incidents to
Communicationof | |\ describe in clear and plain tany the nature of the breach and Incident Stakeholder (1) Internal stakeholders;
vas2) oroach of poreonal data |1} Shall describe in cloar and plain language the nature of the breach a Functionat | intersacts with RO10 g s
contain the information specified in section 47(4). Reporting (2) Affected clients & third-parties; and
toa data subject
(3) Regulatory authorit
The communication of the breach of personal data to the data subject exist to timely-report incidents to
Communication of ferred to in subsection (1), is not required where the following condition Incident Stakeholder (1) Internal stakeholders;
referre g
V.48(3) breach of personal data |6eed 10 in subsection (1), is not required where the following conditions | ¢ o nat | intersects With IRO-10 5
are satisfied that — Reporting (2) Affected clients & third-parties; and
toa data subject
(3) Regulatory authorit
the data controller has implemented appropriate technical and exist to timely-report incidents to
Communication of tional measures which when applied to the personal data affected Incident Stakeholder (1) Internal stakeholders:
rganization g
V.48(3)(a) breach of personal data |°"82"12ational measures which when applied tothe personal data affected | = vt | ntersects With IRO-10 5
o ot |bythe breach, rendered the personal data uninteliigible to a person who is Reporting (2) Affected clients & third-parties; and
4 not authorized to access it: (3) Regulatory authorit
the data controller has taken subsequent measures which ensure that the exist to timely-report incidents to
Communication of lation of the fundamental rights and freedoms of a data subject is n Incident Stakeholder (1) Internal stakeholders;
V.48(3)(b) breach of personal data |*°'2110" Of the fundamental rights and freedoms of a data subject is no Functional | Intersects With IRO-10 g 5
longer likely to materialize; or Reporting (2) Affected clients & third-parties; and
toa data subject
(3) Regulatory authorit
the notification of the breach would involve a disproportionate effort due to )
P . existto s o] incidents to
‘Communication of the number of data subjects affected, and a public communication or
; Incident Stakeholder (1) Internal stakeholders;
V.48(3)(0) breach of personal data |similar measure by which affected data subjects are informed of the Functional | Intersects With IRO-10 5
- Reporting (2) Affected clients & third-parties; and
to a data subject breach, would be an effective method of notification of the breach to the
(3) Regulatory authorities.
affected data subiects.
Automateddata | N/A ) No
V.49 - Functional ) N/A N/A N/A 4
i::J;c;:;l"':::“t'::;z::;i:”:’é‘z:f“:re f:fbl‘en“ ‘°:::‘°';':"ces Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
i iling, whi
Automated data 'y on auton processing or profiling, produ Making Technology D Maki (ADMT) where replaces, or
v.49(1) legal effects concerning the data subject or similarly affects the data Functional | Intersects With PRI-19 5
processing et (ADMT) For Data Subject replaces, human conforms with all
ubject. Actions applicable statutory, regulatory and/or contractual obligations.
Subsection (1) does not apply where the decision is — Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated data Making Technoloy D Making Technology (ADMT) where replaces, o
V.49(2) ! o Functional | Intersects With ing 8y PRI-19 (ADMT) where c P ’ 5
processing (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
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for entering into, or perf tract between the dat
e :2:’:0‘3"'::0‘1;‘: performing a contract between the data Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Vs Automated data ubJ ; Functional | intersects witn| _Making Technology prirg  |Decision-Maki (ADMT) where replaces, or s
' processing unetl " "N| (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
authorized by & written law to which the data controller s sublect, and Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
which also specifies suitable measures to safeguard the data subject’s
V.49(2)(b) Automateddata | o e ntal rights and freedoms; or Functional | Intersects With| " 2king Technology R0 |2 Making Technology (ADMT) where replaces, or 5
. i ; -
processing u el " g (ADMT) For Data Subject replaces, human decisi ing, conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
based on th t of data subject for automated dat
as'e\ on the consent of data subject for automated data processing or Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated data profiling. Making Technology Dy K gy (ADMT) where replaces, or
V.49(2)(c) Functional | Intersects With PRI-19 5
processing (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
in cases re‘ferrfdb(lo in subsectv{on 12')13) ar\: 10;, 1lne dzx_a c:n:ml[l‘er sha:l . Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
implement suitable measures to safeguard a data subject’s fundamental
vasi) Automated data :t s g 5 Functional | intersacts witn| _Meking Technology rite |2 Making Technology (ADMT) where replaces, or s
: processing rights and freedoms. (ADMT) For Data Subject replaces, human decisi ing, conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
Subsection (2) shall not apply to sensit [ data of the dat
”bge: m"l( ) shall not apply to sensitive personal data of the data Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automateddata | SUPISCTUNESS Making Technology D Mak g (ADMT) where replaces, or
V.49(4) Functional | Intersects With PRI-19 5
processing (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
"‘Z”“ of automated data processing or profiling s in the public interest; Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
an
Automated dat Making Technol D Making Technology (ADMT) wh laces,
V.49(4)(a) wtomated data Functional | Intersects With aking Technology PRI-19 (ADMT) where o replaces, or 5
processing (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
tabl to safeguard the data subject’s fundamental rights and
:m 2 emeaswesl o sa ‘egd‘md ef a a:u ject’s fundamental rights an Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated data reedoms, areimplemented and enforced. Making Technology D Mak g (ADMT) where replaces, or
V.49(4)(b) Functional | Intersects With PRI-19 5
processing (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
Data protect t [NA N
V.50 ata protection impact Functional e N/A N/A N/A 0
The data controller shall, prior to processing personal data, carry outa Mechanisms exist to conduct a Data Protection Impact Assessment
Vo) Data protection impact | data protection impact assessment on the processing of personal data, Functional | intersacts witn| D3t@ Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that R
assessment where the processing of personal data — Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Uses new technologies; and Mechanisms exist to conduct a Data Protection Impact Assessment
vs0()a) Data protection impact Functional | intersacts witn| D3t@ Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that R
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
is likely to result in a violation of the fundamental rights and freedoms of an Mechanisms exist to conduct a Data Protection Impact Assessment
I Data protection impact |identifiable natural person. Functional | intersacts witn| D3t@ Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that R
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Notwithstanding subsection (1), a data protection impact assessment is Mechanisms exist to conduct a Data Protection Impact Assessment
Vo) Data protection impact |required — Functional | intersacts witn| D3t@ Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that R
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
h tematic and extensive evaluation of th Laspect:
e e oo e Mechanisms exist to conduct a Data Protection Impact Assessment
Data protection impact |"¢ 2" t0 anidentifiable natural person is based on automated data Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
V.50(2)(a) processing and profiling, and on which decisions are based that produce | Functional | Intersects With RSK-10 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
legal effects concerning the identifiable natural person or similarly
¢ remediate reasonably-expected risks.
affect the natural person:
inthe case of processing on a large scale of sensitive personal data; or Mechanisms exist to conduct a Data Protection Impact Assessment
vso2)b) Data protection impact Functional. | intersects witn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
for the of a publicly area ona large Mechanisms exist to conduct a Data Protection Impact Assessment
V50 Data protection impact |scale. Functional | intersects witn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
Adata protection impact assessment shall contain — Mechanisms exist to conduct a Data Protection Impact Assessment
Vo) Data protection impact Functional | intersectswitn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
a ion of the proposed andthe Mechanisms exist to conduct a Data Protection Impact Assessment
V50)e) Data protection impact | purposes of the processing, including the legitimate interest pursued by Functional | intersects witn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment the data controller; Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
an assessment of the necessity and proportionality of the processing Mechanisms exist to conduct a Data Protection Impact Assessment
I Data protection impact |operations in relation to the purposes; Functional | intersectswitn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
an assessment of the risks to the fundamental rights and freedoms of data Mechanisms exist to conduct a Data Protection Impact Assessment
V5000 Data protection impact |subjects; and Functional | intersects witn | D21 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
the measures proposed to address the risks, including safeguards, security Mechanisms exist to conduct a Data Protection Impact Assessment
V5009) Data protection impact | measuras and mechanisms to ensure the protection of personaldataand | ¢ o | Data Protectionimpact |y o | (DPIA) on Technology Assets, Applications and/or Servioes (TAAS) that s
to with this Act. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
Where appropriate, the data controller shall seek the views of data Mechanisms exist to conduct a Data Protection Impact Assessment
vsou) Data protection impact. |subjects on the proposed processing, without projudice totheprotection | ¢ | Data Protectionmpact | o | (DPIA) on Technology Assets, Applications and/or Servioes (TAAS) that s
assessment of commercial or public interests or the security of processing operations. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
If there is a change of fisk in processing operations, the data controller Mechanisms exist to conduct a Data Protection Impact Assessment
Vo) Data protection impact.|shall carry out a review to assess whether processinis performedin Functional | interssctswitn | D212 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment accordance with the data protection impact assessment. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
The data controller shall consult the Gy or t ) !
bere s o protecion pactassessment ndiates that prossssng Mochanisms it to conduct  Data Proteston mpact Assessmert
wi rotection i indi i
Data protection impact  protection Imps P! 8 X Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
V.50(6) would result in a high risk to the fundamental rights and freedoms of an Functional | Intersects With RSK-10 vices 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
identifiable natural person in the absence of measures taken by the data :
! ' remediate reasonably-expected risks.
controller to mitigate the risk.
Where the Commissioner is of the opinion that the intended processing
referred to in subsection (6) would infringe this Act, in particular where the
data controller has insufficiently identified or mitigated the risk, the Mechanisms exist to conduct a Data Protection Impact Assessment
Vo) Data protection impact | Commissioner shall,within a period of up to elght weeks o receiptofthe | ¢ oo | o | Data Protection Impact | o o |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment request for consultation, or other period as the Commissioner may specify Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
having regard to the complexity of the intended processing, provide written remediate reasonably-expected risks.
advice to the data controller or where applicable the data processor.
The data controller shall when consulting the Commissioner pursuant to Mechanisms exist to conduct a Data Protection Impact Assessment
Dat: tecti t C issit —_ Data Protecti 1 t DPIA) Technole Assets, Applicati /¢ i (TAAS) that
V50 ata protection impac (6), provide the ith Functional | Intersects witn| D218 Protectionimpact. | | |(DPIA) on Technology Assets, Applications and/or Services (TAAS) tha s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
the respective responsibilities of the data controller and data processor Mechanisms exist to conduct a Data Protection Impact Assessment
V0@ Data protection impact |involved in the processing, particularly for processing within a group of Functional | intersects with| D3t Protection impact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment undertakings; Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
the purposes and means of the intended processing; Mechanisms exist to conduct a Data Protection Impact Assessment
Data protection impact Data Protection Impact DPIA) on Technology Assets, Applications and/or Services (TAAS) that
V.50(8)(b) protection imp Functional |Intersects With rotection Imp: Rsk1o0 | OPA e ppiicati vices (TAAS) 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
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the measures and safeguards provided to protect the fundamental rights Mechanisms exist to conduct a Data Protection Impact Assessment
[H— Data protection impact |and freedoms of data subjects pursuant to this Act; Functional | intersacts witn| D3t@ Protectionimpact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
the contact details of the data protection officer; Mechanisms exist to conduct a Data Protection Impact Assessment
vs0E) Data protection impact Functional | intersacts witn| D3t@ Protectionimpact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
the data protection impact assessment; and Mechanisms exist to conduct a Data Protection Impact Assessment
V50E)e) Data protection impact Functional | intersacts witn| D3t@ Protectionimpact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
any other requested by the Commissi Mechanisms exist to conduct a Data Protection Impact Assessment
o Data protection impact Functional | intersacts witn| D3t@ Protectionimpact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Dat ing by data |N/A N
V.51 ata processing by data Functional © N/A N/A N/A 0
s Data processing by data | Where processing s to be carried out by a data processor, the data Functional No A A A o
controller shall —
Iy use dat: that provide sufficient tees to implement ‘Adequate Security f
bota g by data e g“m? e e o Mechanisms exist to protect sensitive and/or regulated data that is
V.51(1)(a) Y " eohnicatan measures referred ton this Functional |Intersects With 8 1A0-03.2 collected, developed, received, transmitted, used or stored in support 5
processors section; and Data In Support of
of the performance of a contract.
Contracts
only use data processors that provide sufficient guarantees to implement Data Privacy
Data ing by data techmical and forred to inth Requirements for Mechanisms exist to include data privacy requirements in contracts
V.51(1)(a) Y " eohnicatan measures referred ton this Functional |Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors section; and Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
enter into a written contract with the data processor in a manner that Data Privacy
Data processing by data des f Requirements for Mechanisms exist to include data privacy requirements in contracts
V.51(1)(b) P 2by provides for Functional | Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
the subject matter and duration of the processing; Data Privacy

Mechanisms exist to include data privacy requirements in contracts

Data processing by data Requirements for

V.51(1)(b)(i) Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors Contractors & Service
Providore roles and responsibilities for contractors and service providers.
the nature and purpose of the processing; Data Privacy

Mechanisms exist to include data privacy requirements in contracts

Data processing by data Requirements for

V.51(1)(b) i) Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
the type of personal data and categories of data subjects; Data Privacy

Mechanisms exist to include data privacy requirements in contracts

Data processing by data Requirements for

V.51(1)(b) i) Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
the obligations and rights of the data controller. Data Privacy

Mechanisms exist to include data privacy requirements in contracts

Data processing by data Requirements for

V.51(1)(b)(v) Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
vsi2) Data processing by data | The contract prepared pursuant to subsection (1)(b) shall also stipulate FE— No A A WA o

that the data processor shall —
process the personal data only on written instructions from the data
controller, including with regard to transfers of personal data to countries

Data Privacy

. outside of The Bahamas or an intemational organisation, unless required Mechanisms exist to include data privacy requirements in contracts
Data processing by data § i Requirements for e ¥
V.51(2)(a) to do so by a written law and in either of these cases, the data processor Functional | Intersects With | % © 00! PRI-07.1 |and other acquisition-related documents that establish data privacy 5
rocessors ontractors & Service
P shallinform the data controller of that legal requirement before Providers roles and responsibilities for contractors and service providers.
processing, unless the written law prohibits such information to be shared
on important grounds of public interest:
ensure that the persons authorised to process the personal data have Data Privacy i
Dat by dat ° R X ! # A o Mechanisms exist to include data privacy requirements in contracts
ata ata o orare under an equirements for
V.51(2)(b) 4 Functional | Intersects With d " PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors statutory obligation of confidentiality; Contractors & Service e !
roles and responsibilities for contractors and service providers.
Providers
take all measures required pursuant to section 52; Data Privacy

Mechanisms exist to include data privacy requirements in contracts

Data processing by data Requirements for

V51(2)(0) Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5

processors Contractors & Service o : :

A roles and responsibilities for contractors and service providers.
Providers
i Data Pri
o oo respl:cn;e‘cundmons referred to in subsections (3) and (6) for engaging | Dotapivacy Mochanisms existto include data privacy requirements in contracts
ata processing by data |another data processor; ) equirements for

V.51(2)(d) P! '8by o Functional | Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5

processors Contractors & Service

¢ roles and responsibilities for contractors and service providers.
Providers

take into account the nature of the processing, assist the data controller by Data Privacy

Data processing by data | 2PPTOPTIate technical and organizational measures, so far as possible, for oo Mechanisms exist to include data privacy requirements in contracts
V51(2)(e) pprm:essfrsy the fulflment of the data controller’s obligation to respond to requests for | Functional | Intersects With | “e@"OMNE ' | pRI.07.1  [and other acquisition-related documents that establish data privacy 5
exercising the data subject’s rights under Part IV; oo roles and responsibilities for contractors and service providers.
assist the data controller in ensuring compliance with the obligations Data Privacy Moshaniems existto include data privacy requirements in contracts
Data processing by data 1t to sections 47, 48, 50 and 52; Requirements for e ¥
v.51(2)(f) o by pursuant to sections an Functional [ ntersects With| ‘“ e PRI-07.1 |and other acquisition-related documents that establish data privacy 5
rocessors ontractors & Service
P’ roles and responsibilities for contractors and service providers.
Providers
on the determination of the data controller, deletes or returns all the Data Privacy Moshaniems existto include data privacy requirements in contracts
Data processing by data Requirements for
V.51(2)(g) o by personal data to the data controller after the end of the provision of Functional | Intersects With o PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors services relating to processing, and deletes existing copies unless an Contractors & Service e o o o s o
requires the storage of the personal data: and Providers P P -
make available to the data controller all information necessary to Data Privac
Data processing by data with the obli set out in this section and Reqwememsyfm Mechanisms exist to include data privacy requirements in contracts
v512)(h) e allow for and contribute to audits, including inspections, conducted by the | Functional | Intersects With | “e®"OTNS ® | pRI07.1 " [and other acquisition-related documents that establish data privacy 5
P data controller or another auditor mandated by the data controller. oo roles and responsibilities for contractors and service providers.
The data processor shall not engage another data processor without prior Data Privacy Mechanisms existto nclude data privacy requirements in contracts
Data processing by data |specific o general written authorisation of the data controller. Requirements for - ;
V.51(3) P! mcessfsy pecific or g written authorisati rolter. Functional | Intersects With Com‘;mrs&sﬂ o | PRI07.1 |and other acquisition-related documents that establish data privacy 5
" vi
P roles and responsibilities for contractors and service providers.
Providers
Where there is a general authorisation pursuant to subsection (3), the data Data Privac
Dato procassing by data |PFOCES50" shallinform the data controlle of any intended changes Reqwemem:m Mechanisms exist to include data privacy requirements in contracts
V.51(4) processors the addition or of other data and the Functional [ Intersects With Contractors & Service PRI-07.1 |and other acquisition-related documents that establish data privacy 5
data controller shall be given the opportunity to object to such changes. oo roles and responsibilities for contractors and service providers.
Where a data processor engages another data processor for carrying out Data Privacy Mochanisms existto include data privacy requiremants in contracts
Dat: in| t: i i Re¢ irements for
V.51(5) ata processing by data | specific prnceish'"g Ec“v',l‘es(gn behalf of the data controller in Functional | Intersects With | Tq“‘: e&: © PRI-07.1 |and other acquisition-related documents that establish data privacy 5
— ontractors & Service
wi ) A roles and responsibilities for contractors and service providers.
Providers
the same obligations set out in the contract between the data controller
and the data processor referred to in subsection (2) shall be imposed on Data Privacy Meshanisms exist to include data privacy requirements i contracts
Data processing by data that other data pre v, in particular providing sufficient guarantees t Requirements for o "
V.51(5)(a) P! gby at other data processor, in particular providing suffcient guarantees to Functional | Intersects With . PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors implement appropriate technical and organizational measures in such Contractors & Service oles and romonsibitis for Sommractors and somice providere
manner that the processing will meet the requirements of this Act; and Providers :
the initial data processor shall, where the other data processor fails to Data Privacy Mechanisms existto nclude data privacy requirements in contracts
Data processing by data |fulfil s data protection obligations, remain fully liable to the data Requirements for - ;
V.51(5)(b) P! '8by Uit protecti igatl in fully l . Functional | Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors controller for the performance of the other data processor's obligations. Contractors & Service olos and romonsibitis for comractors and omice providere
Providers .
The Commissioner shall publish on the official website of the Office of the Data Privacy Mechanisms existto nclude data privacy requirements in contracts
Data processing by data | Data Protection Commission standard contractual clauses for the matters Requirements for - ;
V.51(6) P! '8by rotecti issi ual clau Functional | Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors referred to in subsections (2) and (5)(a). Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
The data processor and any person acting under the authority of the data Data Privacy Mechanisms exist to ncluc data privacy requirements in contracts
Data processing by data |controller or the data processor who has access to personal data shall not Requirements for - ;
V.51(7) P by rotteror processorwho per Functional | Intersects With “ PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors process that data except on instructions from the data controller, unless Contractors & Service
roles and responsibilities for contractors and service providers.
reauired to do so b anv written law. Providers
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Aperson who contravenes subsection (7) commits an offence and is liable Data Privacy
Data processing by data |on summary conviction to a fine not exceeding ten thousand dollars or to a Requirements for Mechanisms exist o include data privacy requirements in contracts
n
V.51(8) P by ummary convietion 1o & fi xceeding . rsor Functional | Intersects With “ PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processors term of imprisonment of six months, or o both Contractors & Service
roles and responsibilities for contractors and service providers.
Providers
N/A No
V.52 Security of processing Functional " N/A N/A N/A )
Every dm:"””?“i’ shall adl":'f"”“’_""f: "ec""'“ia”":'ga”‘l“;”’"ﬂ Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
measures to protect personal data against data security risks, includin uri r:
V.52(1) Security of processing P P & Y e Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
unlawful or unauthorised processing of, and access to, as well as PD) o
' scoped to protect the confidentiality and integrity of the PD.
idental loss. or of the data.
Every data controller shall, having regard to the nature, scope and purpose
of ing personal data the risks ith such
e oo R o Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.52(2) Security of processing | PT0C¢SSing: and the likelihood and severity of the harm that may resul Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
from such implement technical and
scoped to protect the confidentiality and integrity of the PD.
measures to ensure a level of security appropriate to the risk, including -
maintaining the integrity of personal data using methods includin
. ¢ . gdy P . J J securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.52(2)(a) Security of processing | P>e1@onymization and encryption; Functional | Intersects With Y D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
the ability to ensure the ongoing confidentiality, integrity, availability and
: Y : g‘ 2 ) v, integrity Y securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.52(2)(b) Security of processing | "> o10¢ Of processing systems and services; Functional | Intersects With Y D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
the ability to restore the availability and access to personal data in a timels
Y - IR Y . : - v securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.52(2)(c) Security of processing | T nor " the event of a physical or technical incident; an Functional | Intersects With Y D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
a process for regularly testing, assessing and evaluating the effectiveness
'p( . dg Y " 2 ! 2 p ‘f‘ - securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.52(2)(d) Security of processing | ° connicat and organizational measures for ensuring the security o Functional | Intersects With Y D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
rocessing.
P! o scoped to protect the confidentiality and integrity of the PD.
Every data controller shall inform data subjects of the technical and R
L tilised to protect the personal data associated Mechanisms exist to:
organizational measures uti P! P (1) Make data privacy notice(s) available to individuals upon first
with the processing of that data subject’s data and ensure strict adherence
" ith an and as ;
to such measures. (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
3) Contain all necessary notice-related criteria required by applicable
V.52(3) Security of processing Functional | Intersects With|  Data Privacy Notice R0z |© Y . Y appl 5
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Every data controller shall, in accordance with guidelines issued by the
v 8 v i Mechanisms exist to ensure Personal Data (PD) is protected by logical
Commissioner undertake periodic review of technical and organizational Security of Personal Data , ‘
v.52(4) Security of processing Functional | Intersects With PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
measures implemented pursuant to subsection (2). (D)
scoped to protect the confidentiality and integrity of the PD.
N/A
TRANSFER OF PERSONAL| N
vi DATA OUTSIDE Functional | oo N/A N/A N/A )
THE BAHAMAS DR
General principle for | N/A o
VI.53 transfer outside The Functional - N/A N/A N/A )
Relationship
Bahamas
Personal data shall not be transferred to a country, territory or
General principle for | interational organization unless that country, territory or international Information Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
VI.53(1) transfer outside The | organization ensures an adequate level of protection for the rights and Functional | Intersects With o P PRI-07 |forthe purposes identified in the data privacy notice and with the 5
Bahamas freedoms of data subjects in relation to the processing of personal data. implicit or explicit consent of the data subject.
Aperson who transfers data to a country or territory outside of The
General principle for | Bahamas in contravention of this section, commits an offence and is liable o
VI.53(2) transfer outside The | on summary conviction toa fine ot exceeding fifty thousand dollars or toa | Functional. | o= o N/A N/A N/A 0
Bahamas term of imprisonment not exceeding three years, or to both.
General principle for | See FDE for details. o
VI.53(3) transfer outside The Functional - N/A N/A N/A 0
Relationship
Bahamas
) Notwithstanding section 48, personal data may be transferred outside of , Mechanisms exist to disclose Personal Data (PD) to third-parties only
Conditions for transfer Information Sharing With
vi.54 The Bahamas where — Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas Third Parties o :
implicit or explicit consent of the data subject.
) the data subject consents to the transfer; - Mechanisms exist to disclose Personal Data (PD) to third-parties only
Conditions for transfer Information Sharing With
VI.54(a) Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas Third Parties o :
implicit or explicit consent of the data subject.
Conditions for tranafer|e transter s necessary — nformation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
VI.54(b) Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas Third Parties o :
implicit or explicit consent of the data subject.
) for the performance of a contract between the data subject and the data ) Mechanisms exist to disclose Personal Data (PD) to third-parties only
) Conditions for transfer : Information Sharing With
VL54(b)() controller or implementation of pre-contractual measures taken at the Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas ! Third Parties o :
data subject’s request; implicit or explicit consent of the data subject.
) for the conclusion or performance of a contract concluded in the interest of ) Mechanisms exist to disclose Personal Data (PD) to third-parties only
Conditions for transfer ) Information Sharing With trod ° _ >
VL54(b)(i) ! the data subject between the data controller and another person; Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas Third Parties orine
implicit or explicit consent of the data subiect
fe tte f i Ite t ifi the Mi e 3 Mech; ist L P | Data (PD) to third-parti 1y
s Conditions for transfer |7 " Mmatter of public interest as specified by the Minister by order o e ormotionsharingwn | [Hechanisms ot o:wfscdosemer:o:a Data( l) o |r: partss nly .
54(b) i i i -
v u o P for the purposes dentiied n the data privacy notice and with the
implicit or explicit consent of the data subiect
for the establishment, exercise or defence of a legal claim; Mechanisms exist to disclose Personal Data (PD) to third-parties only
VL54(b)([v) Conditions for ransfer Functional | Intersects with | ""formation Sharing With |- oo o, ey identified in the data pri tice and with th 5
54(b) v i i -
vt u o P for the purposes dentiied n the data privacy notice and with the
implicit or explicit consent of the data subiect
he th t: ject is physically L 1y le of gi it, Mech: ist L P | Data (PD) to third-parti 1y
Gonditions for transfer | “Nere the data subject is physically o egally incapable of gving consent, nformation Sharing With echanisms exist to disclose Personal Data (PD) to third-parties only
VL54(b)(v) ! in order to protect the fundamental rights and freedoms of the data subject | Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas Third Parties orine
or of other persons; or implicit or explicit consent of the data subiect
for the f Uling legiti te It it th t: Mech: ist L P | Data (PD) to third-parti 1y
] Conditions for transfer|©" (1€ PUrPO3e of compelling legitimate interests pursued by the data nformation Sharing With echanisms exist to disclose Personal Data (PD) to third-parties only
VL54(b)(v) ! controller which are not overridden by the interests, fundamental rights Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the 5
outside of The Bahamas ; Third Parties i
and freedoms of the data subiects: implicit o explicit consent of the data subiect
the transfe f personal dat: rt of the rsonal data on i
GConditions for transfr © "a s e(;° pe s°da{ data ':’a“" :":‘:° o f’: aona ””? i nformation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
jtions for i ing Wi
VI.54(c) " register and any conditions subject to which the fegister is open to Functional | Intersects With . 8 PRI-07  |for the purposes identified in the data privacy notice and with the 5
outside of The Bahamas |inspection are complied with by any person to whom the data is or may be Third Parties . - -
implicit or explicit consent of the data subject.
disclosed after the transfer.
One year from the date of commencement of this Act, every data controller Mechanisms exist to validate that Technology Assets, Applications,
—_ trol fe ity i/or Data (TAASD) fe to the ization' ity,
s Non-comptiance | Pl review ) Functional | intersects witn| Controt Conformity CpLga |Services and/or Data (TAASD) conform to the orgarization's security s
for the purposes of ensuring that he strictly complies with all transfer of Monitoring compliance and/or resilience policies, standards and other applicable
personal data as set forth in this Part.
his current third party data storage; or Mechanisms exist to validate that Technology Assets, Applications,
trol fe ity i/or Data (TAASD) fe to the ization' ity,
Viss(e) Non-compliance Functional | intersectswin|  Control Conformity CpLga |Services and/or Data (TAASD) conform to the orgarization's security s
Monitoring compliance and/or resilience policies, standards and other applicable
cross-border data storage contracts, Mechanisms exist to validate that Technology Assets, Applications,
Control Conformit Services and/or Data (TAASD) conform to the organization's security,
VI.55(b) Non-compliance Functional |Intersects With " i cpLoz | rData ( ) confor ganizat uriy 5

Monitoring

compliance and/or resilience policies, standards and other applicable
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FDE Name Focal Document Element (FDE) Description SCF Control ure Gontrols Framework (SCF)
Rationale Control Desc Relationship
EXEMPTIONS TO DATA | See FDE for details.
PROTECTION
STANDARDS ORTO No
vil Functional - N/A N/A N/A 0
DISCLOSURE OF DATA Relationship
SUBJECT
REQUIREMENTS
See FDE for details. ) No
vl ENFORCEMENT raetal Functional N/A N/A N/A 0
X DATAPROTECTION | See FDE for details. ronctionat No A A A N
APPEAL TRIBUNAL
X oATApROTECTION | $%° FOETer el Funotional No N/A N/A N/A 0
OVERSIGHT COMMITTEE Relationship
Establishment of Data | /A o
X80 Protection Oversight Funotional N/A N/A N/A 0
Relationship
Committee
Establishment of Data | There is established a Data Protection Oversight Committes (hereinafter o
X.90(1) Protection Oversight | referred to as the “Committee”) Funotional N/A N/A N/A 0
eotion O Relationship
Establishment of Data | The objective of the Committee is to hold the Commissioner accountable o
X.90(2) Protection Oversight  [to the public in the performance of the Commissioner's functions under Functional | b N/A N/A N/A 0
Committee this Act. P
Establishment of Data | The Second Schedule has effect with respect to the constitution of the o
X.90(3) Protection Oversight | Committee. Funotional N/A N/A N/A 0
Relationship
Committee
x91 Functions of Committee |11 110N of the Committee are to — Functional No N/A N/A N/A 0
ora) Fumetions of Gommites | OTItOr @nd review the performance of the functions of the Commissioner; | -~ No A A A o
't to both H f Parli it 1t lating to th No
X.91(b) Functions of Committee | 'SP O 0 Poth Houses of Parliament on any matter relating to the Functional N/A N/A N/A 0
performance of the functions of the C
jow th t laid before Parliament under section 21 and mak N
X.91(c) Functions of Committee | eV the report tai : ore Parliament under section 21 and make Functional © N/A N/A N/A 0
an
rform other functi b f ting the object No
X.91(d) Functions of Committee | SO Other functions as may be necessary for promoting the obJective | g oyigna N/A N/A N/A 0
of the Committee under section 90(2).
N/A N
x.92 Powers of Committee Functional o N/A N/A N/A )
The Committee shall have th b t dental f N
X.92(1) Powers of Committee | 1o o oo onat Nave the power as may be requisite orineidentatior | - g orignal © N/A N/A N/A 0
orin with the performance of its functions.
Without prejudice to th lity of subsection (1), the Committee — N
X.92(2) Powers of Committee | //t1OUt Prejudice to the generality of subsection (1), the Committee Functional Ne N/A N/A N/A 0
may investigate any aspect of the operations of the Commissioner, or any
duct of the Commissioner, loyee of the Office of the Dat N
X.92(2)(a) Powers of Committee | CO"d1C* Of the Commissioner, orany employee of the Office of the Data Functional © N/A N/A N/A 0
Protection Commissioner in relation to their functions under this Act; Relationship
ititled to take f d it lati 1 e \d N
X.92(2)(b) Powers of Committee | > o0 1O :vfhc::'e“ any document in refation to any matter under Functional © N/A N/A N/A 0
may require the Commissioner to supply information or provide
N
x922)0) Powers of Gommittee | 00CUMENtS i respect of any matter relating to the operations of the Office | ¢ oo No n n o o
of the Data Protection Commissioner or the conduct of any employee in Relationship
relation to their functions under this Act: and
shall have the powers, protections and immunities conferred upon a
Commission under the Commissions of Inquiry Act (Ch. 184), for the
finvestigati tof th tions of th No
X.92(2)(d) Powers of Committee | P1rPOSes of investigating any aspect of the operations of the Functional e N/A N/A N/A 0
Commissioner under paragraph (a), and the provisions of Commissions of Relationship
Inquiry Act (Ch. 184) shall apply with the necessary modifications, to any
person b or appearing before the Committ
See FDE for details. N
xi GENERAL e FDE for detalls Functional © N/A N/A N/A )
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