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STRM B G B Strength of
FDE Name Focal Document Element (FDE) Description K SCF Control e Relationship
03.01.01 Account Management N/A Functional | No Relationship N/A N/A N/A o INo applicable SCF control
03.01.01.A Account Management  [Define the types of system accounts allowed and prohibited Functional Subset Of et o 1ac-01  [ifechanisms exist o faciltate the implementation of identification and 10
. IMechanisms exist to proactively govern account management of individual,
03.01.01.A Account Management  [Define the types of system accounts allowed and prohibited Functional | Intersects With | Account Management A1 vetem, service, application, guest and temporary accounts. 5
(Create, enable, modiy, disable, and remove system accounts in accordance with . . IMechanisms exist to proactively govern account management of individual,
03.01.01.8 Account Management | 2jicy ‘procedures, prerequisites, and criteria. Functional | Intersects With | Account Management IAC15lgroup, system, service, application, guest and temporary accounts. s
(Create, enable, modify, disable, and remove system accounts in accordance with . Management Approval For . Mechanisms exist to ensure management approvals are required for new
03.01.01.8 Account Management |2 jicy ‘procedures, prerequisites, and criteria. Functional | Intersects WIth | yay,'or Changed Accounts | "A€28:2 laccounts or changes in permissions to existing accounts s
03.01.01.C Account Management  [Specify: Functional | No Relationship N/A N/A N/A o INo applicable SCF control

[Mechanisms exist to manage personnel security risk by assigning a risk
03.01.01.C.01 Account Management  |Authorized users of the system, Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
filling those positions.

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for

) 3 y [Technology Assets, Applications, Services and/or Data (TAASD) to restrict

03.01.01.C.01 Account Management  [Authorized users of the system, Functional | Intersects with | RO BESEER’;;?)SS OO 1AC.08  [yccess to Individusis nesigned specific roles with legitimate business needs. 5
. . 15 |Mechanisms exist to proactively govern account management of individual,

03.01.01.C.01 Account Management  |Authorized users of the system, Functional | Intersects With | Account Management [ CI SRR s A 5

03.01.01.C.01 nccount Management |Ruthorized users of the syster, runctional | intersects with | ReStictions on Shared | 2155 [Mechanisms exist to authorize the use of shared/group accounts only under s

roups / Accounts [certain organization-defined conditions.
[Mechanisms exist to manage personnel security risk by assigning a risk
03.01.01.C.02 Account Management  [Group and role membership, and Functional | Intersects With | Position Categorization HRS-02 [designation to all positions and establishing screening criteria for individuals 5
filing those positions.

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for

Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict

03.01.01.C.02 Account Management (Group and role membership, and Functional | Intersects With FHO) IAC-0B  [access to mdividusls acsigned specific roles with legitimate business needs. 5

03.01.01.C.02 Account Management  |Group and role membership, and Functional | Intersects With | Account Management lac-15  [Mechanisms exist to proactively govern account management of individual, 5
laroup, system, service, application, guest and temporary accounts.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for

, Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict

03.01.01.C.03 Account Management  [Access authorizations (i.e., privileges) for each account. Functional | Intersects With e IAC-08  [nccoss to mmdividuals masigned specific roles with legitimate businese needs. s

03.01.01.C.03 Account Management  |Access authorizations (i.e., privileges) for each account. Functional | Intersects With |  Access Enforcement 120 [Mechanisme exist to enforce Logical Access Control (LAC) permissions that 5
lconform to the principle of “least privileg

03.01.01.C.03 Account Management  |Access authorizations (i.e., privileges) for each account. Functional | Intersects With | ACCeSs To Sensitive / JAC-20,1 [Mechanisms exist to limit access to Se"s't"’e”eg“‘ated data to only those 5

Regulated Data individuals whose job requires such access

IMechanisms exist to utilize the concept of least privilege, allowing only
03.01.01.C.03 Account Management  |Access authorizations (i.e., privileges) for each account. Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.

03.01.01.0 Account Management  |Authorize access to the system based on: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 5
Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With i DCHOL2 | e andlor stored. 5
[Mechanisms exist to manage personnel security risk by assigning a risk
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With | Position Categorization HRS-02 |designation to all positions and establishing screening criteria for individuals 5

filing those positions.

[Mechanisms exist to proactively govern account management of individual,
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With | Account Management G e  yetem, service, application, guet and temporary accounts 5
[Mechanisms exist to enforce Logical Access Control (LAC) permissions that
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With |  Access Enforcement IAC20 L to the principle of “least privilege 5
Access To Sensitive / [Mechanisms exist to limit access to sensitive/regulated data to only those
03.01.01.D.01 Account Management  |A valid access authorization and Functional | Intersects With Reguiated Data IAC20.1 e whose job requires suich access 5

IMechanisms exist to utilize the concept of least privilege, allowing only
03.01.01.0.01 Account Management  [A valid access authorization and Functional | Intersects With Least Privilege IAC-21  [authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.

03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 5
Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is

03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With Frotection DCHOL2 | e andlor stored. 5
[Mechanisms exist to manage personnel security risk by assigning a risk

03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
filling those positions.
IMechanisms exist to proactively govern account management of individual,

03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With | Account Management IAC1S Sy etem, service, application, guest and temporary accounts. 5
Mechanisms exist to enforce Logical Access Control (LAC) permissions that

03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With |  Access Enforcement IAC20 L to the principle of Hleast privilege. 5

Access To Sensitive / [Mechanisms exist to limit access to sensitive/regulated data to only those
03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With Regulated Dats IAC20.1 e als whose job requires sich access 5

IMechanisms exist to utilize the concept of least privilege, allowing only
03.01.01.0.02 Account Management  [Intended system usage. Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.

Mechanisms exist to proactively govern account management of individual,
03.01.0LE Account Management  [Monitor the use of system accounts. Functional | Intersects With | Account Management LS e e T e o Tomapogement of I 5
Mechanisms exist to review all system accounts and disable any account that
03.01.0LE Account Management  [Monitor the use of system accounts. Functional | Intersects With | System Account Reviews | 1AC-15.7  [Viechanisme exit fo review il system accounts and dsa 5
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
User Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.01.0LE Account Management  [Monitor the use of system accounts. Functional | Intersects With |  Anomalous Behavior MON-16  [panavior that could incicate atcount compromise or other malicious 5
lactivties.
03.01.0LF Account Management  |Disable system accounts when: Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to proactively govern account management of individual,
03.01.01F.01 Account Management  [The accounts have expired, Functional | Intersects With | Account Management AL e T o e o et of 5
[The accounts have been inactive for [Assignment: organization-defined time [Automated mechanisms exist to disable inactive accounts after an
03.01.01.F.02 Account Management (10 2 Functional | Intersects With | Disable Inactive Accounts |  1AC'15.3  [areomated mechanisms exst o 5
03.01.01F.03 Account Management  [The accounts are no longer associated with a user or individual, Functional | Intersects With | Personnel Termination | HRS-09  |Mechanisms exist to govern the termination of individual employment. 5
Mechanisms exist to proactively govern account management of individual,
03.01.01F.03 Account Management  [The accounts are no longer associated with a user or individual, Functional | Intersects With | Account Management AL e T o O manag et of 5
5, |Mechanisms exist to sanction personnel faling to comply with established
03.01.01.F.04 Account Management [The accounts are in violation of organizational policy, or Functional | Intersects With |  Personnel Sanctions HRS-07 e e e, 5
y Mechanisms exist to conduct employee misconduct investigations when
03.01.01.F.04 Account Management  [The accounts are in violation of organizational policy, or Functional | Intersects With | Workplace Investigations | HRS-07.1 ~ [Nechanisms exis fo conduct employee misconduct investigat 5
; . y Mechanisms exist to proactively govern account management of individual,
03.01.01F.04 Account Management [The accounts are in violation of organizational policy, or Functional | Intersects With | Account Management A1 e T e O e et o 5
; . ‘Account Disabling for High y Mechanisms exist to disable accounts immediately Upon notification for users
03.01.01F.04 Account Management [The accounts are in violation of organizational policy, or Functional | Intersects With int Disabling for A5 [ e L e e 5
: . 57 |Mechanisms exist to sanction personnel failing to comply with established
03.01.01F.05 Account Management  [Significant risks associated with individuals are discovered Functional | Intersects With |  Personnel Sanctions HRS-07 e e e e, 5
. . ’ Mechanisms exist to conduct employee misconduct investigations when
03.01.01F.05 Account Management  [Significant risks associated with individuals are discovered Functional | Intersects With | Workplace Investigations | HRS-07.1  |echalisme exet o conduct employee musconduct investia 5
g Mechanisms exist to proactively govern account management of individual,
03.01.01F.05 Account Management  [Significant risks associated with individuals are discovered Functional | Intersects With | Account Management LTSS I et A A Al 5
- ; : ‘Account Disabling for High Mechanisms exist to disable accounts immediately upon notification for users
03.01.01F.05 Account Management  Significant risks associated with individuals are discovered. Functional | Intersects With nt Disabling for IG5  [Mechenisme et o derle 2 5
03.01.01.G Account Management  |Notify account managers and designated personnel or roles within: Functional | No Relationship NA NA N/A o INo applicable SCF control
[Assignment: organization-defined time period] when accounts are no longer User Provisioning & De- y Mechanisms exist to utilize a formal user registration and de-registration
03.01.01.6.01 Account Management|equired: Functional | Intersects With Provisioning 'AC-07__lprocess that governs the assignment of access rights. 8
[Assignment: organization-defined time period] when accounts are no longer y Mechanisms exist to revoke user access rights following changes in
03.01.01.6.01 Account Management 25590 Functional | Intersects With | Change of Roles & Duties |  1AC-07.1  [Mechanisme exis to fevoke ueer access rghts following chang; 5
[Assignment: organization-defined time period] when accounts are no longer . Mechanisms exist to proactively govern account management of individual,
03.01.01.6.01 Account Management (25590 Functional | Intersects With | Account Management A1 e T e o e et or 5
03.01.01.6.02 Account Management. | ASSSAMErt: orgarization defned tme period] when users ae terminated or Functonal | ntersects Wi | U ResouTces Security| g o1 [Mecharisms exit 0 foilate the mplementaton of personnelsecurty s
Mechanisms exist to adjust logical and physical access authorizations to
; ITechnology Assets, Applications and/or Services (TAAS) and facilities upon
030101602 Account Management _[[ASSgrment orgrization-defined time period] when usersare erminated of | punctional | intersects with | personnel Transter | HAs.08 [Lechaciogy Asses, Applicatons andor Servces (TAAS) 2 s
03.01.01.6.02 Account Management {f::‘sgfgr'r"g“ organization-defined time period] when users are terminated or Functional | Intersects With | Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 3
[Automated mechanisms exist to notify dentity and Access Management
[Assignment: organization-defined time period] when users are terminated or . Automated Employment
03.01.01.6.02 Account Management ~ [1ASsianmen Functional | Intersects With | Automated Employme HRS-09.4.[IAM) persome o oles upon termination of an inividual employment o 5
[Assignment: organization-defined time period] when users are terminated or . User Provisioning & De- y Mechanisms exist to utilize a formal user registration and de-registration
03.01.01.6.02 Account Management 7= 31T Functional | Intersects With Provisioning 'AC-07 |orocess that governs the assignment of access rights. 8
[Assignment: organization-defined time period] when users are terminated o ) y Mechanisms exist to revoke user access rights following changes in
03.01.01.6.02 Account Management  [lAssianmen Functional | Intersects With | Change of Roles & Duties | 1AC-07.1  [Mechanisme exist 1o fevoke ueer access rghts following chang; 5
[Assignment: organization-defined time period] when users are terminated or . 15 |Mechanisms exist to proactively govern account management of individual,
03.01.01.6.02 Account Management  |lAssianmen Functional | Intersects With | Account Management A1 e T e o o e et o 5
[Assignment: organization-defined time period] when system usage or the need- ) User Provisioning & De- 07 |Mechanisms exist to utlize a formal user registration and de-registration
03.01.001.G.03 Account Management |, 0w changes for an individual, Functional | Intersects With Provisioning IAC07 | rocess that governs the assignment of access rights. 8
03.01.01.6.03 Account Management fime period] when system usage or the need- | ¢ | S Roles & Duties | 1aC.07.1 [Mechanisms exist to revoke user access rights following changes in s

jto-know changes for an individual lpersonnel roles and duties, if no longer necessary or permitted
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FDE Name Focal Document Element (FDE) Description SCF Control e i
[Assignment: organization-defined time period] when system usage or the need- . Mechanisms exist to proactively govern account management of individual,
03.01.01.6.03 Account Management |[ASSI9ATeT organzation efiner Functional | Intersects With | Account Management [T R e ot A Ao bl 5
. Mechanisms exist to periodically-review the privileges assigned to individuals
03.01.01.6.03 Account Management [{ASSignment: organization-defined time period] when system usage or the need- | gyncrional | Intersects with |Periodic Review of Account] - 5c.17and service accounts to validate the need for such privileges and reassign or 5
o-know changes for an individua Privileges
remove unnecessary privileges, as necessary.
Mechanisms exist to develop, document and maintain secure baseline
Require that users log out of the system after [Assignment: organization-defined Secure Baseline echnology Assets, Applications and/or Services (TAAS)
03.01.01LH Account Management  tme period] o expected inactivity o when [ASsignment: organizaton-defined Functional | Intersects With P CFG-02  [fhat are consistent with industry.accepted system hardening standards. 5
circumstances
Require that users log out of the system after [Assignment: organization-defined Mechanisms exist to require all employees and contractors to apply
03.010LH Account Management  [time period] of expected inactivity or when [Assignment: organization-defined Functional | Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
circumstances] Jsecure, compliant and resilient capabilties.
Mechanisms exist to establish usage restrictions and implementation
Require that users log out o the system after [Assignment: organization-defined Technology Use lguidance for organizational technologies based on the potential to cause
03.010LH Account Management  [time period] of expected inactivity or when [Assignment: organization-defined Functional | Intersects With nrooy v HRS-05.3  [damage to Technology Assets, Applications and/or Services (TAAS), if used 5
circumstances] mahiciously.
Mechanisms exist to configure Technology Assets, Applications and/or
Enforce approved authorizations for logical access to CI and system resources in Sensitive / Regulated Data 08 [ TG o e et o S e e
03.01.02 Access Enforcement |, ccordance with applicable access control policies. Functional | Intersects With | ™ ccecg Enforcement cre-08 (TA%S) /re9 5
Enforce approved authorizations for logical access to CI and system resources in Sensitive / Regulated Data y exist o protect data wherever it is
03.00.02 Access Enforcement  |accordance with applicable access control policies. Functional | Intersects With Protection DCH012 lorocessed and/or stored. ®
03.01.02 Access Enforcement _|ENTOTCe approved authorizations for logical access to I and system resources in | ¢ | e Defiting Bocess L o1 [Mechanisms exist to explicity define authorizations for specific individuals s
laccordance with applicable access control policies. pi ey landor roles for logical and /or physical access to sensitive/regulated data
Mechanisms exist to manage personnel security risk by assigning a risk
Enforce approved authorizations for logical access to CI and system resources in . chanis ] i
03.01.02 Access Enforcement ~ [|1T0rce 2PProwed outhor et ion o o aess Functional | Intersects With | Position Categorization | ~HRS-02  |designation to all positions and establishing screening criteria for individuals 5
fillng those positions.
Mechanisms exist to ensure that every ser accessing Technology Assets,
Enforce approved authorizations for logical access to Cl and system resources in y Users With Elevated (Applications and/or Services (TAAS) that process, store and/or transmit
03.01.02 Access Enforcement | rdance with applicable access control policies. Functional Intersects With Privileges HRS-02.1 |sensitive/regulated data is cleared and regularly trained to handle the 5
information in question.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Enforce approved authorizations for logical access to Cl and system resources in y Role-Based Access Control |Technology Assets, Applications, Services and/or Data (TAASD) to restrict
03.01.02 Access Enforcement | rdance with applicable access control policies. Functional Intersects With (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 5
Enforce approved authorizations for logical access to CI and system resources in . . Mechanisms exist to proactively govern account management of individual,
03.01.02 Access Enforcement |, ccordance with applicable access control policies. Functional | Intersects With | Account Management IAC15lgroup, system, service, application, guest and temporary accounts. 5
Enforce approved authorizations for logical access to CI and system resources in ) 3 Mechanisms exit o enforce Logical Access Control(LAC) permissons that
03.01.02 Access Enforcement |, ccordance with applicable access control policies. Functional Subset Of Access Enforcement 1AC20|conform to the principle of "least privileg: 10
Enforce approved authorizations for logical access to CI and system resources in ) Access To Sensitive / g Mechanisms exist to limit access to sensltlve/regu\ated data to only those
03.01.02 Access Enforcement |, rdance with applicable access control policies. Functional | Intersects With Regulated Data IAC-20.1  jirdividuals whose job requires such acc 5
formation Flow [Enforce approved authorizatons for controling the flow of C witin the system ) 1 [Mechanisms exist to facltate an T Asset Managemen( (ITAM) program to
03.01.03 Enforcement [and between connected system. Functional Intersects With Asset Governance AST-0L | lement and manage 3
) Mechanisms exist to |dent|1y and assess the secumy of Technology Assets,
Information Flow Enforce approved autharizatons for controling the flow of I withinthe system . Asset-Service y
03.01.03 formation Flo e ot oaion Functional | Intersects With et Sonice AST-0L.1  [Applications and/or Services (TAAS) that support more than one critical 8
business function
Mechanisms exist to maintain network architecture diagrams that:
03.01.03 formation Flow - [Enforce approved authaizations for conraling the flow of 1 within the SYS©eM | uncrional | inersects it | NetWork Diagrams & Data | s o, o omeain suficient detall to assess the security of the network's s
Enforcement jand between connected systems. Flow Diagrams (DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Mechanisms exist to create and maintain a current inventory of Technology
) lAssets, Applications, Services andor Data (TAASD) that are in scope for
03.01.03 Information Flow Enforce approved autharizatons for contoling the flow of C Wt the SYSKem | puncional | Intersects with | COMPIIANCe-Speciic Asset | sy g3 ftatutory. reguatory anclor contractual compliance abligations thet provides 8
Enforcement land between connected systems. Identification [sufficient detail to determine control applicability, based on asset scope
lcategorization.
formation Flow [Entorce approved authorizatons for contolling e flow of C withinthe system 31 |Mechanisms exist to categorize Technology Assets, Applications and/or
03.01.03 fortnation o nd betwonn connacted systeme Functional | Intersects With |  Asset Categorization AST3L (g0 iee (TAAS). 8
03.01.03 formation Flow Enforce approved authorizations fnrcontmumg the flow of CI within the system Functional | Intersects With Aumgf:{““)"ﬁi ’f‘(fr‘ng‘smve DCH-01.4 |Mechanisms exist to explicitly define authorizations for specific individuals s
Enforcement land between connected systems. landor roles for logical and /or physical access to sensitive/regulated data
I Regulated Data
03,0103 nformation Flow[Enforce approved auhorizaions forcontoling the low of L Wi 6 SYSTeM | ncional | ntersects with Media Access D03 |Mechanisms exist to control and restrict access to digital and non-digtal S
Enforcement land between connected systems. Imedia to authorized individuals.
Mechanisms exist to leverage data-specific Access Control Lists (ACL) or
03.01.03 Information Flow  |Enforce approved authorizations for controlling the flow of CI within the system Functional | Intersects With |  Data Access Mapping DCH-14.3  |Interconnection Security Agreements (ISAs) to generate a logical map of the 5
yst lparties with whom sensitive/regulated data is shared.
03,0103 formation Flow [Eniorce approved auhorizations fo conioling e low of Cl W the SYStem | —¢ncionet Subset Of Accass Enforcement AC20|Mechanisme exstfo enforce Logical Access Control(LAC) permissions that o
Enforcement land between connected syst lconform to the principle of “least privileg
03,0103 Tnformation Flow [Enforce approved authorisations mrcontmumg the flow of Cl within the system | oo - ‘Access To Sensitive 1201 [Mechanisms exist to limit access to sensltlve/regu\ated data to only those o
nforcement land between connected systems. Regulated Data individuals whose job requires such a
Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Information Flow  [Enforce approved authorizations for controlling the flow of Cl within the system Data Flow Enforcement -
03.01.03 formation Flo e ot on | Functional | Intersects With | 2252 Fiow Eforcemert | NET-04 |provide data flow enforcement that explicty restrict network traffic to only 5
[what is authorized
Mechanisms exist to authorize connections from systems to other systems
lusing Interconnection Security Agreements (ISAS), or similar methods, that
Information Flow  [Enforce approved authorizations for controlling the flow of Cl within the system Interconnection Security o5 [document, for each interconnection
03.01.03 Enforcement land between connected systems. Functional | Intersects With Agreements (ISAs) NET-05 1) |nterface characteristics; 5
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated
Mechanisms exist to control internal system connections through authorizing
Information Flow  [Enforce approved authorizations for controlling the flow of Cl within the system Internal System . internal connections of systems and documenting, for each internal
03.01.03 Enforcement land between connected systems. Functional | Intersects With Connections NET-05.2 |c5nnection, the interface characteristics, security requirements and the 5
nature of the information communicated.
03.01.04 Separation of Duties NA Functional | No Relationship NA NA NA o INo applicable SCF control
IMechanisms exist to implement and maintain Separation of Duties (oD) to
03.01.04.A Separation of Duties  [Identify the duties of individuals requiring separation Functional | Intersects With | Separation of Duties (soD)|  HRs-11  [NeChafieme existto implement and manieln Sepration 8
Mechanisms exist to avoid incompatible development-specific roles through
03.01.04.A Separation of Duties  [Identify the duties of individuals requiring separation Functional | Intersects With | Incompatible Roles HRS-12  [imiting and reviewing developer privileges to change hardware, software 8
land firmware components within a production/operational environment.
Defining Access .
IMechanisms exist to explicitly define authorizations for specific individuals
03.01.048 Separation of Duties |Define system access authorizations to support separation of duties. Functional | Imersects with [autnorization for Senitvel | DCHOL.4. e Seneeirequaiea data 8
Mechanisms exist to enforce Logical Access Control (LAC) perissions that
03.01.048 Separation of Duties |Define system access authorizations to support separation of duties. Functional | Intersects With |  Access Enforcement G20 e i o on oo 5
Access To Sen: Mechanisms exist to limit access to sensitive/regulated data to only those
03.01.04.8 Separation of Duties |Define system access authorizations to support separation of duties. Functional | Intersects With Pyl G201 e e oo rancres sueh pemess 5
IMechanisms exist to utilize the concept of least privilege, allowing only
03.01.048 Separation of Duties |Define system access authorizations to support separation of duties. Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
03.01.05 Least Privilege NA Functional | No Relationship NA NA NA o INo applicable SCF control
IAllow only authorized system access for users (or processes acting on behalf of g IMechanisms exist to enforce Logical Access Control (LAC) permissions that
03.01.05.A LeastPrivilege | cers) that is necessary to accomplish assigned organizational tasks. Functional Subset Of Access Enforcement IAC20 | onform to the principle of *least privilege." 10
IAllow only authorized system access for users (or processes acting on behalf of Access To Sensitive / y Mechanisms exist to limit access to sensitive/regulated data to only those
03.01.05.A Least Privilege lusers) that is necessary to accomplish assigned organizational tasks. Functional Subset OF Regulated Data IAC20.1  in dividuals whose job requires such access. 10
IMechanisms exist to utiize the concept of least privilege, allowing only
03.01.05.A Least Privilege ﬁ‘s';"";ﬁ’;‘:ta‘:‘::c”;;‘;fyfsea’“c:;r;“‘;;"a’:jﬂig’gf'::;Zi;snzﬁ';‘fk;’“ behalf of Functional Equal Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 10
Y ®! & 9 laccordance with organizational business functions.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
|Authorize access to [Assignment: organization-defined security functions] and Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
03.01.05.8 Least Privilege l[Assignment: organization-defined security-relevant information]. Functional Intersects With (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 5
lAuthorize access to [Assignment: organization-defined security functions] and g IMechanisms exist to proactively govern account management of individual,
03.01.05.8 Least Privilege l[Assignment: organization-defined security-relevant information]. Functional | Intersects With | Account Management IAC-15 lgroup, system, service, application, guest and temporary accounts. 5
IAuthorize access to [Assignment: organization-defined security functions] and g IMechanisms exist to enforce Logical Access Control (LAC) permissions that
03.01.05.8 Least Privilege l[Assignment: organization-defined security-relevant information]. Functional | Intersects With | Access Enforcement IAC-20 | onform to the principle of *least privilege.” 5
. ’ IMechanisms exist to utiize the concept of least privilege, allowing only
03.01.05.8 Least Privilege f‘:;:“’:fﬂe;“[‘i?;ﬁI[Z‘:ﬁiz[‘g;’r‘v‘ed“;gei:"z‘f'_'fe"‘e‘ff;;fz,f)ffﬂ”ﬁ'['fgn']““(""“5] and Functional Equal Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 10
9 +org Y g laccordance with organizational business functions.
Review the privileges assigned to roles or classes of users [Assignment: : Mechanisms exist to proactively govern account management of individual,
03.01.05.C Least Privilege lorganization-defined frequency] to validate the need for such privileges. Functional | Intersects With | Account Management IAC-15 lgroup, system, service, application, guest and temporary accounts. 5
Review the privileges assigned to roles or classes of users [Assignment: : Mechanisms exist to review all system accounts and disable any account that|
03.01.05.C Least Privilege lorganization-defined frequency] to validate the need for such privileges. Functional | Intersects With | System Account Reviews | IAC-15.7 | 506t he associated with a business process and owner. 5
. IMechanisms exist to periodically-review the privileges assigned to individuals
03.01.05.C Least Privilege e e P hedes assigned ]“;J“’/‘;ﬁd"a’tg‘fﬁ:eie:;“f;'jjfis‘gc"ge'; Functional | Intersects with |Periodic Review of Account| - jac.17and service accounts to validate the need for such privileges and reassign or 5
9 quency privileges. 9 remove unnecessary privileges, as necessary.
IMechanisms exist to proactively govern account management of individual,
03.01.05.0 Least Privilege Reassign or remove privileges, as necessary. Functional | Intersects With | Account Management [ LR WS AL 5
periodic Review of Account Mechanisms exist to periodically-review the privileges assigned to individuals
03.01.05.0 Least Privilege Reassign or remove privileges, as necessary. Functional | Intersects With Review of IAC-17  [and service accounts to validate the need for such privileges and reassign or 5
9 remove unnecessary privileges, as necessary.
03.01.06 e AR il N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Least Privilege - Privileged [Restrict privileged accounts on the system to [Assignment: organization-defined Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
03.01.06.A 9 9 wmng or mg,esl_ 4 9 9 Functional Intersects With (RBAC) IAC-08 laccess to individuals assigned specific roles with legitimate business needs. 5
Least Privilege - Privileged [Restrict privileged accounts on the system to [Assignment: organization-defined Privileged Account Mechanisms exist to restrict and control privileged access rights for Users
03.01.06.A lpersonnel or roles]. Functional | Intersects With | management (PAM) 'AC16  |and Technology Assets, Applications andjor Services (TAAS). ®
Least Privilege - Privileged |Restrict privileged accounts on the system to [Assignment: organization-defined y Mechanisms exist to enforce Logical Access Control (LAC) permissions that
03.01.06.A e B eged? Functional | Intersects With |  Access Enforcement AC20 e ot lemeh ol e 5
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FDE Name Focal Document Element (FDE) Description SCF Control e i
B Mechanisms exist to utiize the concept of least privilege, allowing only
03.01.06.A Least Privilege - Privileged |Restrict privileged accounts on the system to [Assignment: organization-defined | - gynctional | Intersects Wit Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 5
Accounts lpersonnel or roles]
laccordance with organizational business functions.
Least Privilege - Privileged [Restrict privileged accounts on the system to [Assignment: organization-defined Management Approval For g Mecharlsms xist 0 estic the assignment of privieged accourts
03.01.06.4 Accounts lpersonnel or roles] Functional | Intersects With | ™ privileged Accounts 1213 personnel andor role: °
Least Privilege - Privileged [Require that users (or roles) with privileged accounts use non-privileged Non-Privileged Access for y Mechanisms exist to prohibit privileged users from using privileged accounts,
03.01.06.8 Accounts laccounts when accessing non-security functions or non-security information. Functional | Intersects With | “Non security Functions | "C?1:2  |while performing non-security functions. s
03.01.07 e Ao NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Least Privilege - Privileged Privileged Account Mechanisms exist to restrict and control privileged access rights for Users
03.01.07.A e oo Prevent non-privileged users from executing privileged functions. Functional | Intersects With oy AC16 e eotoay Assete, Application antior Semvicea (TARS) 5
Least Privilege - Privileged Mechanisms exist to utilize the concept of least privilege, allowing only
03.01.07.A Fordtion ' <9€¢ |prevent non-privileged users from executing privileged functions. Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
Least Privilege - Privileged i Management Approval For g Mecharisms (st 0 estIc e aSsigamert of privieged accounts
03.01.07.A e oo Prevent non-privileged users from executing privileged functions. Functional | Intersects with | M2RRgenent Anprovel 1AC-21.3 RS 5
Least Privilege - Privileged Prohibit Non-Privileged IMechanisms exist to prevent non-privileged users from executing privileged
03.01.07.A vilege - Privileed o event non-privileged users from executing privileged functions. Functional Equal Users from Executing | 1AC-215  [functions to include disabling, circumventing or altering implemented 10
Privileged Functions Jsecurity safeguards /
Least Privilege - Privileged ] - . Privileged Account y Mechanisms exist to uniquely manage privileged accounts to identify the
03.01.07.8 vilege - P Log the execution of privileged functions Functional | Intersects With leged Acc IAC09.s  [Nechenioms exiet o uniduely manege 5
Least Privilege - Privileged ; : ) Privileged Account Mechanisms exist to restrict and control privileged access rights for Users
03.01.07.8 vilege - P Log the execution of privileged functions Functional | Intersects With o AC16 e e racete Amlntions oo S 5
03.01.07.8 Least Privilege - Privileged | og the execution of privileged functions Functional | Intersects With | Auditing Use of Privileged | - 15c 51 4 Iviechanisms exist to audit the execution of privileged functions. 5
03.01.07.8 Least Privilege - Privileged  og the execution of privileged functions Functional | Intersects With | Privileged User Oversight | MON-01.15 |'echanisms exist to implement enhanced activity monitoring for privileged 5
Least Privilege - Privileged - - ) Privileged Functions » Mechanisms exist to log and review the actions of users and/or services with
03.01.07.8 vilege - P Log the execution of privileged functions. Functional | Intersects With o MoN-03.3 [ljechenisme exe ¢ 5
03.01.08 R e N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
eoorce  tmitof e Mechanisms exist to develop, document and maintain secure baseline
Unsuccessful Logon ; umb : ) Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.08.A st Jogon atempts by a user during  (Assignment:crganization-defined time Functional Subset Of PO, CFG-02  [ihat are consistent with industry-accepted system hardening standards. 10
i
enforce a fimit of valid Mechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon : fined number] : . 5 |a user during an organization-defined time period and automatically locks
03.01.08.4 prissts Jogon szempts by a user duing 2 Asignment; organization-defined e Functional | Intersects With Account Lockout AC22 [ o O e e o ore o raomcel 5
i lexceeded
[Automatically [Selection (one or more): lock the account or node for an Mechanisms exist to develop, document and maintain secure baseline
ime period]: lock the account of node until lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.08.8 Ceessful Logon  released by an administrator; delay next logon prompt; notify system Functional Subset Of Secure Baseline CFG.02  [that are consistent with industry-accepted system hardening standards. 10
P! ladministrator; take other action] when the maximum number of unsuccessful 9
attempts is exceeded
e o oA e e echarisms exist o enforce a limit fo consecive invald ogi attempts by
0301088 eSSt Logon | esoaror; Aoy mevtlogon pramot Functonal | mtersectswith | Accountlockout | 1ac22 [§U56 8uing an organization-defined time period and avtomaticlly locks s
P! administrator, take ather : acuen] o the et rumber of snauccessful e eadoa. P!
attempts is exceeded
Mechanisms exist to develop, document and maintain secure baseline
Display a system use notification message with privacy and security notices Secure Baseline g [configurations for Technology Assets, Applications and/or Services (TAAS)
03.01.09 System Use Notification | o cictent with applicable CI rules before granting access to the system. Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards. 10
. ) Mechanisms exist to utilize system use notification / logon banners that
03.01.09 System Use Notification [CisPI2Y @ system use notification message with privacy and security notices Functional Subsetof | SYSTeM Use Nowfication | sea-1g fisplay an approved system use notification message or banner before 10
PP 9 9 ystem. |aranting access to Technology Assets, Applications and/or Services (TAAS).
Display a system use notification message with privacy and security notices standardized Microsot g IMechanisms exist to configure Microsoft Windows-based systems to display
03.01.09 System Use Notification | o cictent with applicable CI rules before granting access to the system. Functional | Intersects With Windows Banner SEA-18.1 | approved logon banner before granting access to the system. 8
Mechanisms exist to utilize a truncated system use notification / logon
Display a system use notification message with privacy and security notices g banner on systems not capable of displaying a logon banner from a
03.01.09 System Use Notification | o cictent with applicable CI rules before granting access to the system. Functional | Intersects With Truncated Banner SEA-18.2 | ontralized directory services technology (e.q., Active Directory, Entra ID, 8
letc.).
03.01.10 Device Lock NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Mechanisms exist to develop, document and maintain secure baseline
Prevent access to the system by [Selection (one or more): initiating a device lock Secure Baseline lconfigurations for Technology Assete, Applications and/or Services (TAAS)
03.01.10.A Device Lock after [Assignment: organization-defined time period] of inactivity; requiring the | Functional Subset Of Pt CFG-02  [fhat are consistent with industry-accepted system hardening standards. 10
lUser to initiate a device lock before leaving the system unattended]
Mechanisms exist to initiate a session lock after an organization-defined time
Prevent access to the system by [Selection (one or more): initiating a device lock
03.01.10.A Device Lock lafter [Assignment: organization-defined time period] of inactivity; requiring the Functional Subset Of Session Lock 1ac24  [period of inactivity. o upon receiving a request :’;;“g 2 user and retain the 10
lUser to initiate a device lock before leaving the system unattended] e e reestab s s o
Mechanisms exist to develop, document and maintain secure baseline
Retain the device lock until the user reestablishes access using established Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.10.8 Device Lock identification and authentication procedures, Functional Subset O Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards. 10
Mechanisms exist to initiate a session lock after an organization-defined time
03.01.10.8 Device Lock Retain the device lock until the user reestablishes access using established Functional Subset Of Session Lock |24 |period of inactivity, or upon receiving a request from a user and retain the 0
identification and authentication procedures. lsession lock until the user reestablishes access using established
and authentication methods.
Mechanisms exist to develop, document and maintain secure baseline
(Conceal, via the device lock, information previously visible on the display Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
030110 Device Lock Ipublicly viewable image Functional Subset O Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards. 10
03.0110C evice Lock (Conceal, via the device lock, information previously visible on the display Functional ol patter Hiding Displays | 1AC.24.1 [ MEChanisms exist to implement pattern-hiding dispiays fo conceal o
lpublicly viewable image previously visible on the display during the session lock.
Mechanisms exist to develop, document and maintain secure baseline
rerminate a user session after defined Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.11 Session Termination | o1 itions or trigger events requiring session disconnect]. Functional Subset Of Configurations. CFG-02lthat are consistent with industry-accepted system hardening standards. 10
defined [Automated mechanisms exist to log out users, both locally on the network
03.01.11 Session Termination :r"";""‘j: T o automatic SES;‘IM friery Functional Equal Session Termination IAC-25  |and for remote sessions, at the end of the session or after an organization- 10
99 quiring |defined period of inactivity.
03.01.12 Remote Access /A Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to conduct remote system administrative functions via a
Establish usage restrictions, configuration requirements, and connection v e ¢
03.01.12.A Remote Access | O oo M remcta ot aeease Functional | Intersects With Jump Server AST-27  |"jump box” or “jump server" that is located in a separate network zone to 5
luser workstations.
Mechanisms exist to develop, document and maintain secure baseline
Establish usage restrictions, configuration requirements, and connection Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.12.A Remote Access Irequirements for each type of allowable remote system access, Functional | Intersects With Configurations. CFG-02 lthat are consistent with industry-accepted system hardening standards. 5
Mechanisms exit o defin acceptable and unacceptable ules o befavior
Establish usage restrictions, configuration requirements, and connection
03.01.12.A Remote Access | O oo M rercta yotas oo Functional | Intersects With | Rules of Behavior HRS.05.1for the use of including 5
Mechanisms exist to establish usage restrictions and implementation
Establish usage restrictions, configuration requirements, and connection Technology Use g lguidance for organizational technologies based on the potential to cause
03.01.12.A Remote Access Irequirements for each type of allowable remote system access. Functional | Intersects With Restrictions HRS-05.3 [damage to Technology Assets, Applications and/or Services (TAAS). if used 5
maliciously.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Establish usage restrictions, configuration requirements, and connection Role-Based Access Control [Technology Assets, Applications, Services andor Data (TAASD) to restrict
03.01.12.A Remote Access Irequirements for each type of allowable remote system access, Functional Intersects With (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 5
Establish usage restrictions, configuration requirements, and connection Network Security Controls o1 [Mechanisms exist to develop, govern & update procedures to facilitate the
03.01.12.4 Remote Access Irequirements for each type of allowable remote system access. Functional Subset OF (NSC) NET-01 i plementation of Network Security Controls (NSC). 10
Establish usage restrictions, configuration requirements, and connection Mechanisms exist to monitor and control communications at the external
03.01.12.4 Remate Access Irequirements for each type of allowable remote system access, Functional | Intersects With | Boundary Protection NET-03 |, otwork boundary and at key internal boundaries within the network. 5
Establish usage restrictions, configuration requirements, and connection 14 |Mechanisms exist to define, control and review organization-approved,
03.01.12.A Remote Access |rquirements for each type of allowable remote system access. Functional | Intersects With Remote Access NET-14 " lcecure remote access methods s
03.0112.A Remote Access Establish usage restrictions, configuration requirements, and connection cunctional | Intersects With Cunﬁd‘;’r“’éiﬁ‘l“"/\f\; " NET-142  [Cryptograp chanisms exist to protect the confidentiality and integrity s
-01.12. Irequirements for each type of allowable remote system access. Using E"cyrwmng Y -2 |of remote access sessions (e.g., VPN).
Establish usage restrictions, configuration requirements, and connection Work From Anywhere Mechanisms exist Lo define secure telecommuting practices and govern
. . : 2 remote access to Technology Assets, Applications, Services and/or Data
03.01.12.A Remote Access | O oo moeanie reota yatam aeease Functonal | Intersects Wit || (WFA)- Telecommuting | NET-14.5 [l accessfo Tecnology pplicati 7 5
Mechanisms exist to facilitate the implementation of industry-recognized
ctabien et faurat  an . secure Enai lsecurity, compliance and resilience practices in the specification, design,
stablish usage restrictions, configuration requirements, and connection ecure Engineering § ) and modification of Technology Assets,
03.0L12.4 Remate Access Irequirements for each type of allowable remote system access, Functional Subset OFf Principles SEA 0L plications andjor Services (TAAS). 10
Mechanisms exist to develop an enterprise architecture, aligned with
Establish usage restrictions, configuration requirements, and connection Alignment With Enterprise 0y [industry-recognized leading practices, with consideration for security,
03.01.12.A Remote Access Irequirements for each type of allowable remote system access, Functional | Intersects With Architecture SEA-02 | ompliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations.
[Authorize each type of remote system access prior to establishing such 14 |Mechanisms exist to define, control and review organization-approved,
03.01.12.8 Remote Access  [Authorize €2 Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define. cor 5
03.01.12.8 Remote Access  [Authorize each type of remote system access prior to establishing such Functional | Intersects witn | Automated Monitoring & | er.141  lautomated mechanisms exist to monitor and control remote access sessions. 5
[Authorize each type of remote system access prior to establishing such Managed Access Control y Mechanisms exist to route all remote accesses through managed network
03.0112.8 Remote Access |connections. Functional | Intersects With oints NET-14.3 laccess control points (e.g., VPN concentrator) s
IMechanisms exist to conduct remote system administrative functions via a
03.01.12.C Remote Access Route remote access to the system through authorized and managed access Functional | Intersects With Jump Server AST-27  |'jump box" or *jump server" that is located in a separate network zone to 5
points. luser workstations
Route remote access to the system through authorized and managed access 14 [Mechanisms exist to define, control and review organization-approved,
03.0112.C Remote Access  |FouE TeTOte Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define. cor 5
Route remote access to the system through authorized and managed access Managed Access Control y Mechanisms exist to route all remote accesses through managed network
0301120 Remote Access |control points. Functional | Intersects With oints NET-14.3 laccess control points (e.g., VPN concentrator) s
oute remot o the syetem throuan authorsed ama . Work From Anywhere Mechanisms exist to define secure telecommuting practices and govern
03.01.12.C Remote Access "“[E I'E"‘“f access to the system through authorized and managed access Functional Intersects With | (WFA) - Telecommuting NET-14.5 |remote access to Technology Assets, Applications, Services and/or Data 5
control points. urity (TAASD) for remote workers.
[Authorize the remote execution of privileged commands and remote access to Mechanisms exist to authorize, monitor and control remote, non-ocal
03.01.12.0 Remote Access  [Uroree he remote executic Functional | Intersects With |  Remote Maintenance MNT05 e O ot wr s 5
[Authorize the remote execution of privileged commands and remote access to 14 [Mechanisms exist to define, control and review organization-approved,
03.01.12.0 Remote Access  [AUTOree e remate executic Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define. o 5
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Remote Privileged Mechanisms exist to restrict the execution of pnwlegeu commands and
03.01.12.0 Remote Access  [Authorize the remote execution of privileged commands and remote access to Functional | Intersects With | Commands & Sensitive | NET-14.4  [access to security-relevant information via remote access only for compelling 5
security-relevant information. Data Access
03.01.13 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.01.14 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.01.15 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.01.16 Wireless Access NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to develop, document and maintain secure baseline
Establish usage restrictions, configuration requirements, and connection Secure Baseline [configurations for Technology Assets, Applications and/or Services (TAAS)
03.0116A Wireless Access | o eath type of wircless accoss to the system. Functional | Intersects With Confiaurations CFG-02 that are consistent with industry-accepted system hardening standards 5
Wireless Access Mechanisms exist to protect the confidentiality and integrity of wireless
Establish usage restrictions, configuration requirements, and connection .
03.01.16.A Wireless Access oo e e e o e e e Functional | Intersects With Autperticaton & CRY-07  |networking technologies by implementing authentication and strong 5
ncryption lencryption.
Establish usage restrictions, configuration requirements, and connection . Network Security Controls o1 [Mechanisms exist to develop. govern & update procedures to facitate the
03.01.16.A Wireless Access Irequirements for each type of wireless access to the system. Functional Subset Of (NSC) NET-0L i blementation of Network Security Controls (NSC). 10
Establish usage restrictions, configuration requirements, and connection .
03.01.16.A Wireless Access oo 0 e e o e e e ane Functional | Intersects With Guest Networks NET-02.2  |Mechanisms exist to implement and manage a secure guest network. 5
Establish usage restrictions, configuration requirements, and connection . Mechanisms exist to control authorized wireless usage and monitor for
03.01.16.A Wireless Access |requirements for each type of wireless access to the system. Functional | Intersects With | Wireless Networking NET-15lunauthorized wireless access. 5
MEEaNTS S EXTST To SeCure W e-g TEEE BUZ-TIT ana prevent
Establish usage restrictions, configuration requirements, and connection . Authentication & y unauthorized access by.
03.01.16.A Wireless Access Irequirements for each type of wireless access to the system. Functional | Intersects With Encryptio NET-15.1 1) Authenticating devices trying to connect; and 5
tina dat
Establish usage restrictions, configuration requirements, and connection Restrict Configuration By g Mechanisms exist to identify and explicitly authorize users who are allowed
03.01.16.A Wireless Access Irequirements for each type of wireless access to the system. Functional | Intersects With Users NET-15.3 | independently configure wireless networking capabilities. 5
Mechanisms exist to facilitate the implementation of industry-recognized
e ctobien et fqurat . . secure engi lsecurity, compliance and resilience practices in the specification, design,
stablish usage restrictions, configuration requirements, and connection ecure Engineering 01 [development, implementation and modification of Technology Assets,
03.01.16.A Wireless Access |requirements for each type of wireless access to the system. Functional Subset Of Principles SEAOL L olications andjor Services (TAAS). 10
Mechanisms exist to develop an enterprise architecture, aligned with
Establish usage restrictions, configuration requirements, and connection Algnment i Enterprise oy [industry-recognized leading practices, with consideration for security.
03.01.16.A4 Wireless Access Irequirements for each type of wireless access to the system. Functional | Intersects With Architecture SEA-02 | o mpliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations.
0301168 Wireless Access _[PURTorize €2ch type of Wirless access (o the system prior o establshing such Functional subsetof | Network Securty Corfrols | yer.o;  Mecharisms exis o develop, govern & update procedures fofacitte the o
(NSC) Network Security Controls (NSC).
03.01.16.8 Wireless Access ::;:‘;Qf‘e e“” type of wireless access to the system prior to establishing such Functional | Intersects With Guest Networks NET-02.2  |Mechanisms exist to implement and manage a secure guest network. 5
0301168 Wireless Access | [(UEhoTze each type o wireless access o the system prio o estabishing such Functional | Intersects With | Wireless Networking NeT15  |Mechanisms exist to control authorized wireless usage and monitor for S
lconnectior unauthorized wireless access.
] Auhorize exch yp o wirdies sccess To The ystem prior o Sstabiahing sueh Authentication & y lunauthorized access
03.01.16.8 Wireless Access |connections. Functional | Intersects With Encryption NET-15-1  |(1) Authenticating devices trying to connect; and s
IMechanisms exist to facilitate the implementation of industry-recognized
) ecurty, compliance an resience practces inthe specifcation, desian,
03.0116.8 Wireless Access [Authorize each type of wireless access to the system prior to establishing such Functional Subset Of Secure Engineering senoL of Technology Assets, 10
lconnections. Principles prcmtons andlor Senvices (ARG
Mechanisms exist to disable unnecessary wireless networking capabilities
03.01.16.C Wireless Access Disable, when not intended for use, wireless networking capabilities prior to Functional | Intersects With Disable Wireless NET-15.2  [that are internally embedded within system components prior to issuance to 5
issuance and deployment. Networking [hat are
Disable, when not intended for use, wireless networking capabilities prior to Restrict Configuration By gy IMechanisms exist to identify and explicitly authorize users who are allowed
03.01.16.C Wireless Access lissuance and deployment. Functional | Intersects With Users NET-15.3 |5 independently configure wireless networking capabilities. 5
Mechanisms exist to facilitate the implementation of industry-recognized
isable, when not ntended 1 ecs metwork i . secure Engi ecurty, compliance an resience practces nthe specifcation, desian,
isable, when not intended for use, wireless networking capabilites prior to ecure Engineering § of Technology ASsets,
03.01.16.C Wireless Access Functional Subset O SEA-0L 10
issuance and deployment. Principles o o Teroioas oy
Authentication & unauthorized access by
03.01.16.0 Wireless Access  [Protect wireless access to the system using authentication and encryption. Functional Equal Pl NET-15.1 e e e tying to connect; and 10
03.00.17 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.01.18 e e LD N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
‘Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection o1 | Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
03.0118.A evices ments for mobile devices. Functional | Intersects With | Asset Governance AST-01 limplement and manage asset controls. 5
: } Mechanisms exist to restrict the possession and/or use of personally-owned
03.01.18.A Access Control for Moblle [Establish usage restrictions, configuration requirements, and connection Functional | Intersects With | Use of Personal Devices |  AST-12 [Technology Assets, Applications andfor Services (TAAS) within organization- 5
evices requirements for mobile devices.
lcontrolled facilties.
- ) Mechanisms exist to reduce the risk associated with third-party assets that
03.01.18.A Access Control for Mobile. |Establish usage restrictions. configuration requirements, and connection Functional | Intersects With | Use of Third-Party Devices| ~ AST-13 are attached to the network from harming organizational assets or 5
q . lexfiltrating organizational data.
Mechanisms exist to monitor and enforce usage parameters that limit the
03.01.18.A Access Control for Moblle |Establish usage restrictions, configuration requirements, and connection Functional | Intersects With Usage Parameters AST-14  |potential damage caused from the unauthorized or unintentional alteration of| 5
evices requirements for mobile devices.
lsystem parameters.
[Mechanisms exist to implement and govern a Bring Your Own Device (BYOD)
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Bring Your Own Device
03.01.18.A ol e e e oo Functional | Intersects With ooy Usaee AST-6 - program 1 redcs fk asclated Wk perzanaly-omned dauices i ths 5
Mechanisms exist to develop, document and maintain secure baseline
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.01.18.A evices for mobile devices. Functional | Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. s
Mecharisms cxis o define acceptable and unacceptable s ofbefavior
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection
03.01.18.A ol e ema e o ey Functional | Intersects With | Rules of Behavior HRS.05.1 for the use of including 5
Mechanisms exist to establish usage restrictions and implementation
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Technology Use lguidance for organizational technologies based on the potential to cause
03.01.18.A evices Irequirements for mobile devices. Functional Intersects With Restrictions HRS-05.3  |damage to Technology Assets, Applications and/or Services (TAAS), if used 5
maliciously.
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Mechanisms exist to manage business risks associated with permitting
03.0118.A evices requirements for mobile devices. Functional | Intersects With | Use of Mobile Devices | HRS-05.5 | mopile device access to resources. s
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection oo [Mechanisms exist to require internal and third-party users to sign
03.01.18.A evices Irequirements for mobile devices. Functional | Intersects With | Access Agreements HRS-06 |5 ccess agreements prior to being granted access, 5
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Centralized Management o1 |Mechanisms exist to implement and govern Mobile Device Management
03.01.18.A evices requirements for mobile devices. Functional Subset Of Of Mobile Devices MDM-01 (M) controls. 10
Mechanisms exist to enforce access control requirements for the connection
03.01.18.A Access Control for Mobile |Establish usage restrictions, configuration requirements, and connection Functional | Intersects with | ACcess Control For Mobile |y o5 Jof mobile devices to organizational Technology Assets, Applications andor 5
evices requirements for mobile devices.
[Services (TAAS)
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Personally-Owned Mobile Mechanisms exist to restrict the connection of personally-owned, mobile
. . . .06 |devices to organizational Technology Assets, Applications and/or Services
03.01.18.A Pt e e et Functional | Intersects With MDM-06 g ay PPl 7 5
Mechanisms exist to prohibit the installation of non-approved applications or
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection lOrganization-Owned Mobile
03.01.18.A Bt e e e feon Functional | Intersects With oo MDM-07  [approved applications not obtained through the organization-approved 5
[application store.
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Network Security Controls o1 |Mechanisms exist to develop, govern & update procedures to facilitate the
03.0118.A evices requirements for mobile devices. Functional | Intersects With (NSC) NET-01limplementation of Network Security Controls (NSC). s
Mechanisms exist to facilitate the implementation of industry-recognized
Access Contol for Mabie |Estabish et sourat  ang . e b security. compliance an resilence practces inthe specifcation, dsian.
(ccess Control for Mobile |Establish usage restrictions, configuration requirements, and connection ecure Engineering § of Technology ASsets,
03.01.18.4 evices requirements for mobile devices. Functional | Intersects With Principles A DL e aror Semvices (AN 5
IMechanisms exist to develop an enterprise architecture, aligned with
Access Control for Mobile [Establish usage restrictions, configuration requirements, and connection Alignment With Enterprise 0y [Industry-recognized leading practices, with consideration for security,
03.01.18.A evices requirements for mobile devices Functional | Intersects With Architecture SEA0Z lcompliance and resilience principles that addresses risk to organizational s
loperations, assets, individuals and other organizations
Access Control for Mobile 1dentity & Access y Mechanisms exist to facilitate the implementation of identification and
03.01.18.8 Bt lAuthorize the connection of mobile devices to the system Functional Subset Of e o) AC0L e o e entale 10
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
03.01.188 Access Contro) for Moblle: | thorize the connection of mobile devices to the system Functional | Intersects With | , ., Jdentfication | iac.04  land Audit (AAA) devices before establishing a connection using bidirectional 5
lauthentication that s cryptographically- based and replay resistant.
rccess Comtror for wob rccoss Comtror For wob Mechanisms exist to enforce access control requirements for the connection
03.01.18.8 ccess °gv’§e:' lobile 1 jthorize the connection of mobile devices to the system. Functional | Intersects with | ACcess control ForMobile |y o5 gv mobile(_?ixg)es to organizational Technology Assets, Applications and/or 5
ervices
rccess Comtror for wob orsomaty-Omned Moo Mechanisms exist to restrict the connection of personally-owned, mobile
03.01.18.8 e D aoee T MV lauthorize the connection of mobile devices to the system Functional | Intersects with | Personally-Owned Mobile | yny.06  (devices to organizational Technology Assets, Applications and/or Services 5
y Mechanisms exist to prohibit the installation of non-approved applications or
03.01.188 Access Contro) for Moblle: | thorize the connection of mobile devices to the system Functional | Intersects with [2r92niZation-Qwned Mobilel - ypy.o7  lapproved applications not obtained through the organization-approved 5
[application store.
Restricting Access To Mechanisms exist to restrict the mobile devices
Access Control for Mobile Authorized Technology [rom commnicating with organisationsl Tezhnology Assete, Applcations
03.01.18.8 ntrolf Authorize the connection of mobile devices to the system. Functional | Intersects with |, AdthorzedTechnology | o111 o Carvices (TARS) 5
Services (TAAS)
Access Control for Mobile [implement full-device or container-based encryption to protect the confidentiality Full Device & Container- 03 [Cryptographic mechanisms exist to protect the confidentiality and integrity
03.01.18.C evices lof Cl on mobile devices. Functional | Intersects With Based Encryption MBM-03 ot information on mobile devices through full-device or container encryption 5
03.01.19 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.01.20 Use of External Systems NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Pronibit the use of external systems unless the systems are specifically Sensitive / Regulated Data y Mechanisms exist to protect sensitive/regulated data wherever it is
03.01.20.A Use of External systems [Pronilt I Functional | Intersects With oulat peho1z  [echanisme exist fo oro 5
Use of External Technology] Mechanisms exist to govern how external parties, including Technology
03.01.20.A Use of External Systems |Pronioit the use of external systems unless the systems are specifically Functional | Intersects With |Assets, Applications andjor| DCH-13  |Assets, Applications and/or Services (TAAS), are Used to securely store, 8
authorizes Services (TAAS) lprocess and transmit data.
Mechanisms exist to pronibit external parties, including Technology Assets,
|Applications and/or Services (TAAS), from storing, processing ant
ltransmitting data unless authorized individuals fist:
03.00.204 Use of External Systems |PrONIDIEthe use of external systems unless the systems are specifically Functional | Inersects it | Limitsof Authorized Use | D131 () Veribing the implementaion o required securiy. compliance and/or s
authorized resilience controls;
(2) Retaining processing agreement with the entity hosting the external
AAS.
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Pronibit the use of external systems unless the systems are specifically N Mechanisis xist o estic or prohibit the use or portable storage devices
03.0120A Use of External systems [Pronilt I Functional | Intersects With | Portable Storage Devices | DCH-132 | Pechansms oxst 1o (osh 5
orohibit th £ external systs {ess th N icall o NDS’T etogy Aaouts [Mechanisms exist to resmc( the use of non-organizationally owned
03.0120A Use of External Systems [Pronolt [he use of external systems unless the systems are specifically Functional | Intersects With |OWred Technology ASets. | pcyi.13,4 - [Technology Assets, Applications and/or Services (TAAS) to process, store or 5
jauthorize: oplications and/or ltransmit organizational information.
03,0120 Use of External Systems [FT9DI e Use of external systerms unless the systerns are speciically Functional | intersects With ad-Hoe Transfers D1y [Mechanisms exist to secure ad-hoc exchanges of arge digtalfles wih S
lauthorized internal or external p:
03,0120 Use of External Systems :‘rﬂ:mn the Use of external systems uniess the systems are specifically Functional Subset Of Party Management | Two1 echanisms existto facm(ate the implementation of third-party management] 0
IMechanisms exist to obtain an attestation from an independent Third-Party
§ |Assessment Organization (3PAO) that provides assurance of conformity with
03.0120A Use of External Systems [PronIDIt the use of external systems unless the systems are specifically Functional | Intersects with | T -Pary Altestation | rpy.o5.g.specified statutory, regulatory and contractual obligations for security, 8
lcompliance and resilience controls, including any flow-down requirements to
lcontractors and subcontractors.
Establish the following security requirements to be satisfied on external systems
« Sensitive / Regulated Data y exist to protect data wherever it is
03.01208 seof xternl ystems prir to alowing use o o access o hose systems by authorized indcuals Functional | Intersects With o/ Regulat DCHO0L2  [Nehanms et o Pre 5
Mechanisms exist to govern how external parties, including Technology
Establish the following security requirements to be satisfied on external systems Use of External Technology IAssets, Applications and/or Services (TAAS). are used to securely stora,
03.01.208 Use of External Systems |prior to allowing use of or access to those systems by authorized individuals: Functional | Intersects With |Assets, Applications andjor|  DCH-13  [orocacs and transmit data. 5
d security Services (TAAS)
[Mechanisms exist to prohibit external parties, including Technology Assets,
|Applications and/or Services (TAAS), from storing, processing ant
Establish the following security requirements to be satisfied on external systems ;;a)’:f"r“‘f‘;“:g data unjess an“t";?”nze‘f’r‘“d“j‘r“:ﬂ‘s e complian ndlor
03.01.20.8 Use of External Systems [prior to allowing use of or access to those systems by authorized individuals Functional | Intersects With | Limits of Authorized Use | DCH-13.1 I e P ementation of required security. compliance and/or 5
o those resilience controls; o
Y (2) Retaining a processing agreement with the entity hosting the external
[TAAS.
Protecting Sensitive / Mechanisms exist to ensure that the requirements for the protection of
Establish the following security requirements to be satisfied on external systems. Regulated Data on Externall [sensitive/regulated data processed, stored or transmitted on external
03.01.20.8 Use of External Systems |prior to allowing use of or access to those systems by authorized individuals: Functional Intersects With Technology Assets, DCH-13.3  [Technology Assets, Applications and/or Services (TAAS), are implemented in 5
defined security Applications andfor laccordance with applicable statutory, regulatory and contractual obligations.
Services (TAAS)
Establish the following security requirements to be satisfied on external systems
. Mechanisms exit to utiize 2 process to asist users n making information
03.01208 Use of xternl ystems prior to alowing se o o access o hose systems by authoized indduals Functional | Intersects With |  Information Sharing DCHIa e e e e rotnen 5
Mechanisms exist to verify that individuals or Technology Assets,
Establish the following security requirements to be satisfied on external systems ) [Applications andfor Services (TAAS) transferring data between
03.01208 Use of External Systems|prir to allowing use of or access to those systems by authorized individuas Functional | Intersects With | Transfer Authorizations | DCH-14.2 [interconnecting TAAS have the requisite suhoriatons (2. wite 5
security permissions or privileges) prior to transfe
Establish the following security requirements to be satisfied on external systems i
03.01208 Use of External Systems |prior to allowing use of or access to those systems by authorized individuals: Functional SubsetOf | Third-Party Management |  TpM.01  [Mechanisms exist to facilitate the implementation of third:-party management 10
defined security
Mechanisms exist to require contractual requirements for applicable security.
Establish the following security requirements to be satisfied on external systems ) Third-party Contract lcompliance and resiliance requirements with thirdparties, reflecting the
03.01208 Use of External Systems|prir to allowing use of or access to those systems by authorized individuas Functional Subset Of JSRREASINS TPM-05  [organization's needs to protect its Technology Assete, Applications, Services 10
security landfor Data (TAASD).
IMechanisms exist to obtain an attestation from an independent Third-Party
Establish the following security requirements to be satisfied on external systems Third-Party Attestation |Assessment Organization (3PAO) that provides assurance of conformity with
03.01208 Use of External Systems |prior to allowing use of or access to those systems by authorized individuals: Functional | Intersects With Ton) TPM-05.8  [specified statutory, regulatory and contractual obligations for security, 8
security lcompliance and resilience controls, including any flow-down requirements to
lcontractors and subcontractors.
Pl e L b s el e e i : : -
03.01.20C Use of External Systems e b otee, e o ot Ol oo it Functional | No Relationship NA NA NA o INo applicable SCF control
Verifying that the security requirements on the external systems as specified in . Sensitive / Regulated Data y Mechanisms exist to protect sensitive/regulated data wherever it is
03.01.20C01 Use of External Systems i organization’s system security plans have been satisfied and Functional | Intersects With Protection DCH-01.2 processed andjor stored. s
Use of External Mechanisms exist to govern how external parties, including Technology
03.01.20.C.01 Use of External Systems |/fYing that the security requirements on the external systems as specifiedin | gunctional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 5
e organization’s system security plans have been satisfied an Services (TAAS) process and transmit data.
[Mechanisms exist to prohibit external parties, including Technology Assets,
lApplications and/or Services (TAAS), from storing, processing ant
ftransmitting data unless authorized individuals fist:
Verifying that the security requirements on the external systems as specified in . g (1) Verifying the implementation of required security, compliance and/or
03.01.20.C.01 Use of External Systems i organization’s system security plans have been satisfied and Functional | Intersects With | Limits of Authorized Use | DCH-13.1 elience controls; or °
(2) Retaining a processing agreement with the entity hosting the external
[TARS.
Protecting Sensitive / Mechanisms exist to ensure that the requirements for the protection of
Reguiated Data on External lsensitive/regulated data processed, stored or transmitted on external
03.01.20C.01 Use of External Systems  |vrying that the security requirements on the external systems as specified in | pynctional | Intersects With | Technology Assets, DCH-13.3  [Technology Assets, Applications and/or Services (TAAS), are implemented in 5
the organization’s system security plans have been satisfied and Applications andlor laccordance with applicable statutory, regulatory and contractual obligations.
Services (TAAS)
Mechanisms exist to restrict the use of non-organizationally owned
03.01.20.C.01 Use of Extenal Systems [/€1Ying that the security requirements on the external systems as specified in Functional | Intersects With | O"7ed T“:‘""'“gyd’*/“e“' DCH-13.4 [Technology Assets, Applications and/or Services (TAAS) to process, store or 5
e organization’s system security plans have been satisfied an pplications andjor ftransmit organizational information.
03.01.20.C.01 Use of External Systems |Verf¥ing that the security requirements on the external systems as specified In | ¢, tional Subset Of Party Management | Tp.o1 [Mechanisms exist to faciitate the implementation of third-party management| 0
the organization’s system security plans have been satisfied and lcontrols.
Mechanisms exist to require contractual requirements for applicable security,
Verifying that the security requirements on the external systems as specified in Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
03.01.20.C.01 Use of External Systems |, (1t ion's system security plans have been satisfied and Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 8
landfor Data (TAASD).
Mechanisms exist to obtain a First-Party Declaration(PD) from applicable
. External Service Providers (ESPs) that provides assurance of compliance with
03.01.20.C.01 Use of External Systems |\/erYing that the security requirements on the external systems as specified in Functional | Intersects With F"‘"P“‘{F,DD’}“E““"" TPM-05.6  |specified statutory, regulatory and contractual obligations for security, 8
9 Y y Pl and resilience controls, including any flow-down requirements to
Jsubcontractors,
Mechanisms exist to obtain an attestation from an independent Third-Party
. g} |Assessment Organization (3PAO) that provides assurance of conformity with
03.01.20.C.01 Use of External Systems |\/erYing that the security requirements on the external systems as specified in Functional | Intersects With | 1" Pa’(‘gfp’;t)‘“‘a“"" TPM-05.8  |specified statutory, regulatory and contractual obligations for security, 8
9 Y y Pl and resilience controls, including any flow-down requirements to
lcontractors and subcontractors,
: Use of External Technology| Mechanisms exist to govern how external parties, including Technology
03.01.20.C.02 Use of External Systems [Reiang E”“‘""‘ff System connection or processing agreements with the Functional | Intersects With |Assets, Applications andjor| DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 5
jorganizational entities hosting the external systems. Services (TAAS) process and transmit data.
Mechanisms exist to prohibit external paries, including Technology Assets,
IApplications and/or Services (TAAS), from storing, processing and
ftransmitting data unless authorized individuals fist:
Retaining approved system connection or processing agreements with the . (1) Verifying the implementation of required security, compliance and/or
03.01.20.C.02 Use of External Systems |00 g oo e o syram Functional | Intersects With | Limits of Authorized Use | DCH-131  [(L)¥erifying the impi 5
(2) Retaining a processing agreement with the entity hosting the external
[TAAS.
Mechanisms exist to verify that individuals or Technology Assets,
etaining approved system connection or processing agreements with the IApplications andor Services (TAAS) transferring data between
03.01.20.C.02 Use of External Systems |00 g o e O araa syoram Functional | Intersects With | Transfer Authorizations | DCH-14.2  [interconnecting TAAS have the reauisite authorzations (6. write 5
permissions or privileges) prior to transferring said data.
IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
03.01.20.C.02 Use of External Systems | :n"v'z’;%:r“’;’g‘r“flfl:‘S’Shf;;:“Z;:‘Exiw‘;‘af;";img agreements with the Functional | Intersects With | Data Access Mapping DCH-14.3 Interconnection Security Agreements (ISAs) to generate a logical map of the 5
9 9 Y Iparties with whom sensitive/regulated data is shared.
Retaining approved system connection o processing agreements with the 18 |Miechanisms exist to retain media and data in accordance with applicable
03.01.20.C.02 Use of External Systems e R e e Functional | Intersects With | Media & Data Retention |  DCH-18  |[MChaniems @xist o retaln medic ond fota 1 oc 5
Mechanisms exist to authorize connections from systems to other systems
lusing Interconnection Security Agreements (ISAS), or similar methods, that
Retaining approved system connection or processing agreements with the Interconnection Security o5 [document, for each interconnection:
03.01.20.C.02 Use of External Systems |0 nizational entities hosting the external systems. Functional | Intersects With Agreements (ISAs) NET-05 1) nterface characteristics; 8
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated
Mechanisms exist to require contractual requirements for applicable security,
aining approved system connection or processing agreements with the Third-Party Contract [compliance and resilience requirements with third-parties, reflecting the
03.01.20.C.02 Use of External Systems o,gamt,m‘ entities hosting the external systems. Functional Subset Of Requirements. TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services. 10
landor Data (TAASD).
Restrict the use of organization-controlled portable storage devices by authorized| Sensitive / Regulated Data Ny Mechanisms exit o profect sensiivelregulted Gata wherever s
03.01.20.0 Use of External Systems TSI he wse of organization Functional | Intersects With gt Deho1z [Hechane St o 5
- Use of External Technology| IMechanisms exist to govern how external parties, including Technology
03.01.20.0 Use of External Systems [Restrict the use of organization-controlled portable storage devices by authorized)  gynctional | Intersects With |Assets, Applications andjor| ~ DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 5
individuals on external systems Services (TAAS) process and transmit data.
Mechanisms exist to prohibit external parties, including Technology Assets,
|Applications and/or Services (TAAS), from storing, processing and
ftransmitting data unless authorized individuals first:
Restrict the use of organization-controlled portable storage devices by authorized| . (1) Verifying the implementation of required security, compliance and/or
03.01.20.0 Use of External Systems 1SVt he use of organization Functional | Intersects With | Limits of Authorized Use | DCH-13.1  [(L)Nerifying the impi 5
(2) Retaining a processing agreement with the entity hosting the external
(TAAS,
Restrict the use of organization-controlied portable storage devices by authorized| 3 Mechanisms exist to restrict or prohibit the use of portable storage devices
03.01.20.0 Use of External Systems TSIt he wse of organization Functional | Intersects With | Portable Storage Devices | DCH-13.2 [IIECHaNSTs SHit 19 (estict o 5
estrict th ‘ ¢ trofled portable st P by authorized| o N°S'T SN [Mechanisms exist to restrict the use of non-organizationally owned
03.01.20.D Use of External Systems. fj ”; |E use of "’gf“‘“ lon-controlled portable storage devices by authorize Functional Intersects With W’f IE‘ ol "gyd SetS, | pCH-13.4  [Technology Assets, Applications and/or Services (TAAS) to process, store or 5
individuals on external systems pplications and/or ransmit organisationa) information
Restrict the use of organization-controlled portable storage devices by authorized| Centralized Management o1 |Mechanisms exist to implement and govern Mobile Device Management
03.01.20.0 Use of External Systems  (in jividuals on external systems. Functional Subset OF Of Mobile Devices MDM-01l(Mb) controls. 10
§ y [Mechanisms exist to prohibit the installation of non-approved applications or
03.01.20.0 Use of External Systems [Restrict the use of organization-controlled portable storage devices by authorized| ¢ tignal | Intersects with [OT9anization-Owned Mobilel  yyny g7 lapproved applications not obtained through the organization-approved 8
individuals on external systems Devicy
lapplication store.
03.01.21 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.01.22 Publicly Accessible Content] NA Functional | No Relationship NA NA NA o INo applicable SCF control
[Train authorized individuals to ensure that publicly accessible information does Mechanisms exist to restrict the disclosure of sensitive/regulated data to
03.01.22.A Publicly Accessible Content[1"2/" 2uthoriz Functional | Intersects With | Disclosure of Information | DCH-03.1  |Wechanisms exst to festrct the discios 5
03.01.22.A Publicly Accessible Content|1"2/" 2uthorized individuals to ensure that publicly accessible information does Functional | Intersects With |Publicly Accessible Content| DCH-15  |Mechanisms exist to control publicly-accessible content. 5
[Train authorized individuals to ensure that publicly accessible information does Defined Roles & 03 [Mechanisms exist to define cybersecurity roles & responsibilities for all
03.01.22.A Publicly Accessible Content| (817 21tRor Functional | Intersects With Responsibilities HRS03 | ersonnel. 5
[Train authorized individuals to ensure that publicly accessible information does Mechanisms exist to communicate with users about their roles and
03.01.22.A Publicly Accessible Content[1"2/" authoriz Functional | Intersects With User Awareness RSO3, e O e ot eore woetin ot 5
IMechanisms exist to ensure that individuals accessing a system that stores,
03.01.22.A Publicly Accessible Content|1"2/" authorized individuals to ensure that publicly accessible information does Functional | Intersects With | proyes ith Special HRS-04.1 [transmits or processes information requiring special protection satisfy 5
lorganization-defined personnel screening criteria.
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I thorized individuals t that public! ble information d IMechanisms exist to formally educate au[hanzed users on proper data
03.01.22.A Publicly Accessible Content[[(210 Swthoriaed individuals to ensure that publicly accessible information does Functional | Intersects With | Formal Indoctrination HRS-04.2  [nandling practices for all the relevant types of data to which they have 5
Jaccess.

[Mechanisms exist to require all employees and contractors to apply
Functional | Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
lsecure, compliant and resilient capabilities.

03.01.22.4 Publicly Accessible Content|T"@" authovged individuals to ensure that publicly accessible information does

Inot contain

[Mechanisms exist to define acceptable and unacceptable rules of behavior

03.01.22.4 Publicly Accessible Content|[7211 2uthorized individuals to ensure that publicly accessible information does | ¢ nctional | Intersects With | Rules of Behavior HRS-05.1  for the use of technologies, including consequences for unacceptable 5
lbehavior.
: Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
03.01.22A Publicly Accessible Content[1"21" uthorized individuals to ensure that publicly accessible information does | gynctional | Intersects With | Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5

relevant for their job function.

IMechanisms exist to provide role-based security, compliance and resilience-

. Role-Based Security, related training:
03.01.22A Publicly Accessible Content/1"a" 2uthorized individuals to ensure that publicly accessible information does | ¢ nctional | Intersects With | Compliance & Resilience |  SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
Training (2) When required by system changes; and

(3) Annually thereafter.

; Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
03.01.22.4 Publicly Accessible Content[1"aI" 2uthorized individuals to ensure that publicly accessible information does | ¢ nctional | Intersects With | Storage, Handling & SAT-03.3 |storing or transmitting sensitive/regulated data is formally trained in data 5
Processing handiing requirements.
Mechanisms exist to facilitate the implementation of an enterprise-wide web
03.01.22A Publicly Accessible Content/1"aI" 2uthorized individuals to ensure that publicly accessible information does | ¢ nctional | Intersects With Web Security WEB-01 | management policy, as well as associated standards, controls and 8
procedures.
03.01228 Publicly Accessible Content|vieW the cantent on publicly accessible systems for C1 and remove such Functional | Intersects With [Publicly Accessible Content|  DCH-15  |Mechanisms exist to control publicly-accessible content 5

Review the content on publicly accessible systems for Cl and remove such ) Monitoring For Information Mechanisms exist to monitor for evidence of unauthorized exfiltration or
03.01.228 Publicly Accessible Content] ontent on pul Functional | Intersects With ng For Info MoN-11 - [Hechanieme exiet o T 5
Mechanisms exist to routinely review the content on publicly accessible
03.0122.8 Publicly Accessible Content|R€VieW the content on publicly accessible systems for Cl and remove such Functional | Intersects witn |PUPlicly Accessible Content|  \yeg 14 loystems for sensitive/regulated data and remove such information, if 5
information, if discovered. Reviews [ystems fo
03.02.01 Literacy Training and N/A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Security, Compliance &
03.02.0L.A Literacy Training and |p,ige security literacy training to system users: Functional Subset OF Resilience-Minded saT-01  [fechanisms exist to facilitate the implementation of security workforce 10
Awareness ldevelopment and awareness controls.
Workforce
- § Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
03.02.01.A.01 Literacy Training and  jAs “j;:’;z‘;g';ﬂ';‘g:”g for new users and [Assignment: organization-defined Functional | Intersects With | Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5
quency] . Trail relevant for their job function.
Mechanisms exist to provide role-based security, compliance and resilience-
. Role-Based Security, related training:
03.02.01.A.01 Literacy Training and  |As “:;:';”t‘l:g'e‘a';‘:r'"g for new users and [Assignment: organization-defined Functional | Intersects With | Compliance & Resilience | SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
quency] . Training ((2) When required by system changes; and
(3) Annually thereafter.
- - Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
03.02.01.A.01 Literacy Training and  jas “:;:f;"t‘l:g'e‘a';‘:r'"g for new users and [Assignment: organization-defined Functional | Intersects With | Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 5
quency] 4 Processing lhandling requirements.
Literacy Training and  |As part of inital training for new users and [Assignment: organization-defined Mechanisms exist to provide specific training for privileged users to ensure
03.02.01.A.01 ‘Awareness frequency] thereatter, Functional | Intersects With Privileged Users SAT-03.5  |orivileged users understand their unique roles and responsibilities 5
. Mechanisms exist to provide role-based security, compliance and resilience
03.02.01.A.01 Literacy Training and  |As ":;gf;’;:g';a’;‘;'"g for new users and [Assignment: organization-defined Functional | Intersects With | Cyber Threat Environment| SAT-03.6 |awareness training that is current and relevant to the cyber threats that 5
quency] 4 lusers might encounter in day-to-day business operations.
i Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
03.02.01.A.02 S and Z"e’%?."eéeé'v“;ﬁ‘ilbyaﬁftem changes or following [Assignmen: erganization Functional | Intersects With | Resilience Awareness SAT-02 |security, compliance and resilience awareness education and training that is 5
- Training relevant for their job function.
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:
03.02.01.A.02 L‘lera/f\‘,/,;rr:r“r::f and S’e"nf."eéeé'v“;ﬁ‘ilbyﬂfftem changes or follouing [Assignment: erganization- Functional Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
- Training (2) When required by system changes; and
(3) Annually thereafter.
Literacy Training and  |When required by system changes or following [Assignment: organization- Mechanisms exist to provide role-based security, compliance and resilience
03.02.01.A.02 raremoee) defined events], and g 9 [Assig 9 Functional | Intersects With | Cyber Threat Environment|  SAT-03.6  [awareness training that is current and relevant to the cyber threats that 5
- lusers might encounter in day-to-day business operations.
Mechanisms exist to maintain situational awareness of vulnerabilities and
Literacy Training and [When required by system changes or following [Assignment: organization- 03 |evolving threats by leveraging the knowledge of attacker tactics, techniques
03.02.01.A.02 Awareness defined events], and Functional | Intersects With | Threat Intelligence Feeds | - THR-03 |4 procedures to facilitate the implementation of preventative and s
lcompensating controls.
- Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
03.02.01.A.03 Literacy Training and |On recognizing and reporting indicators of insider threat, social engineering, and | g nctional | Intersects With | Resilienice Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5
9 Training relevant for their job function.
Literacy Training and ~|On recognizing and reporting indicators of insider threat, social engineering, and Social Engineering & y Mechanisms exist to include awareness training on recognizing and reporting
03.02.01.A.03 Awareness social mining. Functional | Intersects With Mining SAT-02:2 o otential and actual instances of social engineering and social mining. s
. IMechanisms exist to provide role-based security, compliance and resilience
03.02.01.A.03 Literacy Training and ?()"c;‘;?r"“‘:;”g and reporting indicators of insider threat, social engineering, and | ¢\ tignal | Intersects With | Cyber Threat Environment | SAT-03.6  [awareness training that is current and relevant to the cyber threats that 5

lusers might encounter in day-to-day business operations.

[Mechanisms exist to maintain situational awareness of vulnerabilities and
03.02.0L.A.03 Literacy Training and  |On recognizing and reporting indicators of insider threat, social engineering, and THR3 [evolving threats by leveraging the knowledge of attacker tactics, techniques 5

‘Awareness lsocial mining. Functional | Intersects With | Threat Intelllgence Feeds land procedures to facilitate the implementation of preventative and
lcompensating controls.
Literacy Training and _[On recognizing and reporting indicators of insider threat, social engineering, and 05 [Mechanisms exist to utiize security awareness training on recognizing and
03.02.01.A.03 2cy Training o recoanar Functional | Intersects Wit | Insider Threat Awareness | THR-05 |Mechanssme exst o uillze securlty awarences 5
; Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
Literacy Training and |Update security lteracy training content [Assignment: organization-defined y
03.02.00.8 2y Training e e A e ora o Functiona | Intersects With | Reslierce Awareness SAT-02  securty, compllance and esience awareness education and traiming that s 5
; . . et Mechanisms exist to provide role-based security, compliance and resilience
03.02.01.8 Literacy Training and |Update security literacy tralning content [Assignment: organization-defined Functional | Intersects With | Cyber Threat Environment| SAT-03.6 |awareness training that is current and relevant to the cyber threats that 5
Awareness frequency] and following [Assignment: organization-defined events]. e oo relevant 1o the o
Mechanisms exist to maintain situational awareness of vulnerabilities and
Literacy Training and |Update security literacy training content [Assignment: organization-defined o3 [evolving threats by leveraging the knowledge of attacker tactics, techniques
03.02.01.8 ‘Awareness lfrequency] and following [Assignment: organization-defined events]. Functional | Intersects With | Threat Intelligence Feeds | - THR-03 |, ' rocedures to facilitate the implementation of preventative and ]
lcompensating controls.
03.02.02 Role-Based Training NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related trainin
03.02.02. Role-Based Training  |Provide role-based security training to organizational personnel Functional | Intersects With | Compliance & Resilience |  SAT-03  |(L) Before authorizing access to the system or performing assigned duties; 5
Training (2) When required by system changes; an
(3) Annually thereafter.
Mechanisms exist to ensure that individuals accessing a system tha stores,
’ Before authorizing access to the system or Cl, before performing assigned duties, Roles With Special y
03.02.02.A.01 Role-Based Training 300/ g e e e i Ty Functional | Itersects With | - pCEICRSE, || WRS04.1 - [ransmits or processes iformation requiing special protectionsaisfy 5
Before authorizing access to the system or Cl, before performing assigned duties, echanisms exist to formally educate authorlzed users on proper data
' . . ' handiing practices for all the relevant types of data to which they have
03.02.02.A.01 Role-Based Training 300/ O e e e i Tochonar Functional | ntersects With | FormalIndoctrination | HRS-04.2.|handing p yp y 5
Mechanisms exist o provide role-based security, compliance and resilience-
Role-Based Security, related trainin
03.02.02.4.01 Role-Based Training E:g"[’:Sas“lg‘:‘,’"”e’,‘j:g;;‘f‘f;a"“’o:‘jesf‘{::i”;':;ﬁg"bs;]“{ﬁ;g;w‘“9 assigned duties,| ¢ ctional | Intersects With | Compliance & Resilience |  SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
raining (2) When required by system changes; and
(3) Annually thereafter.
sefore authorizing access to the system or CI. before performing assigned duties Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
03.02.02.A.01 Role-Based Training |5 [Ass‘gnmen[gmgamza“on_def‘{"ed requency] theﬁeaﬂev '9 assig '| Functional Intersects With Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 5
Processing handiing requirements
’ Before authorizing access to the system or Cl, before performing assigned duties, y Mechanisms exist to provide specific training for privileged users to ensure
03.02.02.A.01 Role-Based Training  |og assignment: organization-defined frequency] thereafter Functional | Intersects With Privileged Users SAT-03:5 |orivileged users understand their unique roles and responsibilities 5
Mechanisms exist to provide role-based security, compliance and resilience
03.02.02.A.01 Role-Based Training  |Before authorizing access to the system or Cl, before performing assigned duties,|  ¢ynctional | Intersects With | Cyber Threat Environment|  SAT-03.6  [awareness training that is current and relevant to the cyber threats that 5
land [Assignment: organization-defined frequency] thereafter AT A I A
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related trainin
03.02.02.4.02 Role-Based Training :’e}f"‘ergv“ejﬁ‘;]"y system changes or following [Assignment: organization- Functional | Intersects With | Compliance & Resilience | ~ SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
- Training (2) When required by system changes; ant
(3) Annually thereafter.
Mechanisms exist to provide role-based security, compliance and resilience
03.02.02.A.02 Role-Based Training :’e}f"‘ergv“ejﬁ‘;]"y system changes or following [Assignment: organization- Functional | Intersects With | Cyber Threat Environment| SAT-03.6 |awareness training that is current and relevant to the cyber threats that 5
- users might encounter in day-to-day business operations
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related trainin
03.02.02.8 Role-Based Training [ _Pdate role-based training content [Assignment: organization-defined frequencyll ¢ nctignal | Intersects With | Compliance & Resilience |  SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
and following [Assignment: organization-defined events]. " o e e et
(3) Annually thereafter.
lUpdate role-based training content [Assignment: organization-defined frequency] Mechanisms exist to provide role-based security, nce and resilience
03.02.02.8 Role-Based Training Functional | Intersects With | Cyber Threat Environment| SAT-03.6  [awareness training that is current and relevan to the ¢yber threats that 5
and following [Assignment: organization-defined events]. i
IMechanisms exist to maintain situational awareness of vulnerabilities and
g lUpdate role-based training content [Assignment: organization-defined frequency] 03 |evolving threats by leveraging the knowledge of attacker tactics, techniques
03.02.02.8 Role-Based Training - |ang following [Assignment: organization-defined events. Functional | Intersects With | Threat Intelligence Feeds | - THR-03|ong procedures to facilitate the implementation of preventative and 5
03.02.03 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.03.01 Event Logging NA Functional | No Relationship NA NA NA o INo applicable SCF control
Specify the following event types selected for logging within the system: 01 [Mechanisms exist to facilitate the implementation of enterprise-wide
03.03.0L.A Eventlogging  |SPECY e folowing eyent b e e for . Functional SubsetOf | Continuous Monitoring | MON-01  [echanisms exist & 10
Mechanisms exist to generate, monitor, correlate and respond to alerts from
03.03.01.A Event Logging specify the following event types selected for logging within the system: Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 5
[Assignment: organization-defined event typesl. et oto P!
; Specify the following event types selected for 10gging within the system: : System-Wide / Time- y [Automated mechanisms exist to compile audit records into an organization-
03.03.01A Eventlogging |iassignment: organization-defined event typesl. Functional | Intersects With | Correlated Audit Trail | MON-027 Juide audit tral that is time-correlated 5
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[Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat @ minimum:

(1) Establish what type of event occurred;

(2) When (date and time) the event occurred;

ISpecify the following event types selected for logging within the system: }
03.03.01A Event Logging e A o Functional | Intersects With | Content of EventLogs | MON-03  [(3) wher, toes,ane ) the s 5
(@) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
[Specify the following event types selected for 10gging within the system: ; - Mecharlsins exist 0 Tk sytem access o naviaual users o service
03.03.01.A Event Logging R e e B S et oty Functional | Intersects With Audit Trails MoN-03.2 [echar 5
Review and update the event types selected for logging [Assignment: ; y Mechanisms exist to review event logs on an ongoing basis and escalate
03.03.018 Event Logging e oo o Functional Subset Of | Security Event Monitoring | MON-OL8  fincidents in accordance with established timelines and procedures o
Review and update the event types selected for logging [Assignment: ) [Automated mechanisms exist to centrally collect, review and analyze audit
03.03.01.8 Event Logging e e e v o Functional | Intersects With | Central Review & Analysis | MON-022 [fitomated mechaniems exist 5
03.03.02 Audit Record Content NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.02A Audit Record Content  [Include the following content in audit records: Functional | Intersects With | Content of Event Logs | MON-03  |(3) when (Eate BACtme) the 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
a minimum:
(1) Establish what type of event occurred;
. (2) When (date and time) the event occurred;
03.03.02.A.01 Audit Record Content ~ |What type of event occurred Functional | Intersects With | Content of Event Logs |  MON-03  |(3) when (Eate BACtme) the 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.02.A.02 Audit Record Content ~[When the event occurred Functional | Intersects With | Content of EventLogs | MON-03  [(3) yyher(fare 2nd frme) the < 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Mechanisms exist to configure Technology Assets, Applications and/or
03.03.02.A.02 Audit Record Content ~ When the event occurred Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
for event logs.
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.02.A.03 Audit Record Content ~[Where the event occurred Functional | Intersects With | Content of Event Logs | MON-03  [(3) yyher (fate 2nd trme) the < 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.02.A.04 Audit Record Content  [Source of the event Functional | Intersects With | Content of EventLogs | MON-03  [(3) yhen (fate 2nd trme) the < 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
Mechanisms exist to configure Technology Assets, Applications and/or
[services (TAAS) to produce event logs that contain sufficient information to,
a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.02.A.05 Audit Record Content  [Outcome of the event Functional | Intersects With | Content of EventLogs | MON-03  [(3) yyher (fate 2nd trme) the < 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
(1) Establish what type of event occurre
’ . (2) When (date and time) the event occurred;
03.03.02.A.06 Audit Record Content  [ldentity of the individuals, subjects, objects, o entities associated with the event | Functional | Intersects With | Content of EventLogs | ~MON-03  [(3) yhen (g2t 2nd trme) the ¢ 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
Mecharisms exist o sllow baselin contrlsto be specalzed o customized
by applying a defined set of tailoring actions that are specifi t
(1) Mission / business functions;
03.03.028 Audit Record Content  [Provide additional information for audit records as needed Functional | Intersects With | Baseline Tailoring CFG-02.9  |(2) Operational environment; 5
(3) Specific threats or vulnerabilties; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
(1) Establish what type of event occurre
. (2) When (date and time) the event occurred;
03.03.028 Audit Record Content  [Provide additional information for audit records as needed Functional | Intersects With | Content of EventLogs |  MON-03  [(3) yher face 2ng el the s 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
03.03.03 Audit Record Generation NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Mechanisms exist to generate, monitor, correlate and respond to alerts from
03.03.03.A Audit Record Generation [Senerate audit records for the selected event types and audit record content Functional Subset Of | System Generated Alerts | MON-0L.4 |physical, cybersecurity, data protection and supply chain activities to achieve 10
P lintegrated situational awareness.
o |Retain audit records for a time period consistent with the records retention ) Mechanisms exist to protect event logs and audit tools from unauthorized
03.03.03.8 Audit Record Generation |Re[2" Functional | Intersects With | Protection of Event Logs |  MON-08  [iechanisme exist to protect even 5
Mechanisms exist to retain event logs for a time period consistent with
1o |Retain audit records for a time period consistent with the records retention 1o |records retention requirements to provide support for after-the-fact
03.03.03.8 Audit Record Generation [101%" Functional Subset Of Event Log Retention MO0 e e e e mo o e and 10
lcontractual retention requirements,
Response to Audit Logging . .
03.03.08 onse to Audit Lo NA Functional | No Relat NA NA N/A o INo applicable SCF control
Response to Audit Logging |Alert organizational personnel or roles within [Assignment: organization-defined Mechanisms exist to automatically alert incident response personnel to
03.03.04.A P 99ing 9 P 9 : org Functional Intersects With Automated Alerts MON-01.12 [inappropriate or anomalous activities that have potential security incident 5
Process Failures  [time period] in the event of an audit logging process failure. it
Mechanisms exist to cover:
(1) Preparation;
. (2) Automated event detection or manual incident report intake:
03.03.04.8 Response to Audit Logging |Take the following additional actions: [Assignment: organization-defined Functional | Intersects With | Incident Handiing R002 |3 et s
Process Failures  [additional actions]
(@) Containment;
(5) Eradication; and
(6) Recovery.
Response to Audit Logging |Take the following additional actions: [Assignment: organization-defined Response To Event Log o5 |Mechanisms exist to alert appropriate personnel in the event of a log
03.03.04.8 Process Failures ladditional actions]. Functional | Intersects With | ot coccing Failures MON-05 |0 cessing failure and take actions to remedy the disruption. 5
Audit Record Review, : -
03.03.05 Aaiysies and Reponting /A Functional | No Relationship NA NA NA 0 INo applicable SCF control
; Review and analyze system audit records [Assignment: organization-defined
Audit Record Review, Mechanisms exist to review event logs on an ongoing basis and escalate
03.03.05.A Anaysi,an Reparing [TeGuency o inications and the poertial mpactof nappropriae o unusua Functional Subset OF | Security Event Monitoring | MON-OL8 ~[11EERanISTs exiotfo revten ey et o o o O e cdorcs. 10
; Review and analyze system audit records [Assignment: organization-defined Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
03.03.05.A phudit Record eview.  [frequencyl for indications and the potential impact of inappropriate or unusual Functional | Intersects with | Ceptralized Collection of | w665 imilar automated tool, to support the centralized collection of security- 3
y: POTting o ctivity. Y 9 related event logs.
[Automated mechanisms exist to correlate both technical and non-technical
03.03.05.A Audit Record Review, ;‘ree‘é‘f;‘:;]‘"::‘fgﬁfsﬂ?ﬁ:i?ﬂz"gﬁ’:;g:;a[ﬁff“ga“[’{‘i?:";’;%f;‘;?;‘t‘;"uff‘nﬁial cunctional | Intersects with | Correlate Monitoring MON-02.1 |/nformation from across the enterprise by a Security Incident Event Manager s
03.05. Analysis, and Reportinig [Tedue Information (SIEM) or similar automated tool, to enhance organization-wide situational
Y Jawareness
Review and analyze system audit records [Assignment: organization-defined } -
Audit Record Review, lAutomated mechanisms exist to centrally collect, review and analyze audit
03.03.05.A Anaysi,and Repaning [TeGUency o inications and the poential Impactof nappropriae o unusua Functional | Intersects With | Central Review & Analysis |  MON-022 [{Uiomated mechaniams exist 3
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Audit Record Review, |R€VieW and analyze system audit records [Assignment: organization-defined lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.03.05.A Ay, an Repaning(TeGUncY o inications and the poential Impact o nappropriae o unusua Functional | Intersects With | Anomalous Behavior MON-16  |ehavior that could indicate account compromise of other malicious 8
lactivities.
audit Record Review Mechanisms exist to automatically alert incident response personnel to
03.03.05.8 . |Report findings to organizational personnel or roles. Functional | Intersects With | Automated Alerts MON-01.12 [inappropriate or anomalous activities that have potential security incident 8
Analysis, and Reporting oo
‘Audit Record Review, oo |Mechanisms exist to provide an event Iog report generation capability to aid
03.03.05.8 e Remarig [Report findings to organizational personnel o roles. Functional | Intersects With |  Monitoring Reporting MON-06 e o e g <rmalons v 8
IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Audit Record Review,  [Analyze and correlate audit records across different repositories to gain Centralized Collection of
03.03.05.C Pare il Ml Lo e kg Functional | Intersects with | CSgraiEed colection MON-02  [similar automated tool, to support the centralized collection of security- 8
related event logs.
[Automated mechanisms exist to correlate both technical and non-technical
Audit Record Review,  [Analyze and correlate audit records across different repositories to gain Correlate Monitoring 3 information from across the enterprise by a Security Incident Event Manager
03.03.05.C Analysis, and Reporting [organization-wide situational awareness. Functional | Intersects With Information MON-02.1 " iGiEM) or similar automated tool, to enhance organization-wide situational 8
lawareness.
‘Audit Record Review, _[Analyze and correlate audit records across different repositories o gain N [Automated mechanisms exist to centrally collect, review and analyze audit
03.03.05.C Analysis, and Reporting situational awareness. Functional | Intersects With | Central Review & Analysis | MON-02.2 |, 5r4¢ from multiple sources. 5
Integration of Scanning & [Automated mechanisms exist to integrate the analysis of audit records with
03.03.05. Audit Record Review,  [Analyze and correlate audit records across different repositories to gain Functional | ntersects with ot MON-02.3[analysis of vulnerability scanners, network performance, system monitoring s

Analysis, and Reporting

lorganization-wide situational awareness.

Information

land other sources to further enhance the ability to identify inappropriate or

unusual activity.
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Strength of
ations!

Audit Record Reduction . ot .
03.03.06 A oot Goncration NA Functional | No Relationship NA NA N/A o INo applicable SCF control
implement an audit record reduction and report generation capability that
Audit Record Reduction ot ; 06 |Mechanisms exist to provide an event log report generation capability to aid
03.03.06.A o Report Ganeration[SUPPOTts Qud record review, analyss,reportng requirements, and after-the-fact|  Functional | Intersects Wit | - Monitoring Reporting MON-0G e e e e e alons Sekon 5
"Audit Record Reduction ) os_|Mechanisms exist to protect event logs and audit tools from unauthorized
03.03.06.8 A oot Gonorstion. |[Preserve the original content and time ordering of audit records; Functional Equal Protection of Event Logs | MON-08  [echanisme exist to protect cven 10
03.03.07 Time Stamps NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to configure Technology Assets, Applications and/or
03.03.07.A Time Stamps Use internal system clocks to generate time stamps for audit records. Functional Subset Of Time Stamps MON-07  [Services (TAAS) to use an auttoritaive time source to generate time stamps 10
or event logs.
Record time stamps for audit records that meet [Assignment: organization-
ldefined granularity of time measurement] and that use Coordinated Universal Synchronization With N Mechanisms exist to synchronize internal system clocks with an authoritative
03.03.07.8 Time Stamps [Time (UTC), have a fixed local time offset from UTC, or include the local time Functional Subset Of | puthoritative Time Source | MON071 " ltime source. 10
offset as part of the time stamp,
03.03.08 Rrtectionofiiudi N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
Protection of AudtProtect auditinformation and audit logging toofs fom nauthorzed access ) 05 Hechanisms exit 0 proect event logs and audit 0ol fom unauthorized
03.03.08.A tection of A Protect audit informati Functional | Intersects With | Protection of Event Logs | ~MON-0g  [yiechanisms exist to protect ey 5
Event Log Backup on IMechanisms exist to back up event logs onto a physically different system or
0303084 Protection o Audtproect udit information and autlogging tossfom unauthorized access: | pyncional | mersects Wit | Seporot Prsoal | MONB i componelt i he Socuty icien Event gl (SEVY o 5
Systems / Components lsimilar automated tool.
Protection of Audt_[Protect audit farmation and audit logging (o0 fom unauthorzed access . Access by Subset of Ny Mechanisms exist to restrict access to the management of event 10gs to
03.03.08.A information Imodification, and delet Functional | Intersects With Privileged Users MON-08.2 | iyileged users with a specific business need. 5
Protection of Audit[Protect audit nformation and ault logging tooks fom unauthorized access, . (Cryptographic Protection of| y (Cyptographic mechanisms exst to protect the itegrity of event logs and
03.03.08.A Information Imodification, and delet Functional | Intersects With |™"F et | og Information | MON-98:3 |2t tool 5
Protection of Auditprotect audit information and ault 0gging tools fom unauthorized access [Mechanisms exist to utiize the concept of least privilege, allowing only
03.03.08.A e ormation modification, and deret 99ing g Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
Protection of Audit _|Authorize access to management of audit logging functionality to only a subset ) ‘Access by Subset of Ny Mechanisms exist to restrict access to the management of event 10gs to
03.03.08.8 information lof privileged users or roles. Functional Equal Privileged Users MON-08.2 | iyileged users with a specific business need. 10
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Protection of Audit  [Authorize access to management of audit logging functionality to only a subset . Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
03.03.08.8 Information of privileged users or roles Functional Subset O (RBAC) IAC08 laccess to individuals assigned specific roles with legitimate business needs. 10
Protection of Audit  [Authorize access to management of audit logging functionality to only a subset [Mechanisms exist to utiize the concept of least privilege, allowing only
03.03.08.8 e ormation o il e o oo 99ing Y toonly Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned tasks in 8
privilegs laccordance with organizational business functions.
03.03.09 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.04.01 Baseline Configuration NA Functional | No Relationship NA NA NA o INo applicable SCF control
03.08.0LA Baseline Configuration |PEVElop and maintain under configuration control, a current baseline Functional Subset Of CFG.01_|Mechanisms exist to facilitate the implementation of configuration 0
of the system. Program controls
Mechanisms exist to develop, document and maintain secure baseline
Develop and maintain under configuration control, a current baseline Secure Baseline [configurations for Technology Assets, Applications and/or Services (TAAS)
03.04.01LA Baseline Configuration of the system Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 5
Configure Technology Mechanisms exist to configure Technology Assets, Applications and/or
Develop and maintain under configuration control, a current baseline Assets, Applications and/or| 9 [Services (TAAS) utilized in high-risk areas with more restrictive baseline
03.04.01.A Baseline Configuration et Functional | Intersects with | ASsele: APBICREONS SRGIOT| ¢rG025 | oniigurations. 5
Ris
03.00.0LA Baseline Configuration |PEVEIop and maintain nder configuration control, a current baseline Functional | Intersects with | APProved Configuration | o oo [Mechanisms exist to ocument, assess risk and approve or deny deviations S
of the system. Deviations to
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
. (1) Mission / business functions
03.04.01.A Baseline Configuration | Deverop and maintain under configuration control, a current baseline Functional | Intersects With CFG-02.9 |(2) Operational environment; 5
¥ (3) Specific threats or vulnerabilities; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Review and update the baseline configuration of the system [Assignment s ot I, review and update baseline configurations:
03.04.01.8 Baseline Configuration ~ [organization-defined frequency] and when system components are installed or | Functional | Intersects With |  Reviews & Updates cre021 () Bl et onmal o 5
odified (5 As part of system component instalations and upgrades,
03.04.02 Configuration Settings NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to develop, document and maintain secure baseline
Establish, document, and implement the following configuration settings for the Secure Baseline lconfigurations for Technology Assete, Applications and/or Services (TAAS)
03.04.02.A Canfguration Secings |syster tat raflc the mos esirctive mode consisient whth operatos Functional | Intersects With P CFG-02  [fat are consistent with industry-accepted system hardening standards. 5
Configure Technolor Mechanisms exist to configure Technology Assets, Applications and/or
0500020 cons < Es(abhshh docuf:nenthand implement the fa;\owmg conﬁgurart‘mn semngs‘fur(he . o wien [Assets, gpphcamns oor Croons  [Services (TAAS) utilized in highrisk areas with more restrictve baseline s
ofiuraion Seings yshemthat reflect the most retrictive made consistentwith operationa unctional | Intersects With | A$5e1 APECaions andjo - lconfigurations.
Ris
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
Establish, document, and implement the following configuration settings for the (1) Mission / business functions
03.04.02.A Configuration Settings  fsystem that reflect the mst restrictive mode consistent with operational Functional | Intersects With CFG-02.9  [(2) Operational environment; 5
Settings]. (3) Specific threats or vulnerabilties; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Establish, document, and implement the following configuration settings for the Mechanisms exist to configure systems to provide only essential capabilities
03.04.02.A Configuration Settings  fsystem that reflect the most resrictive o consistent with operational Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 5
settings]. lservices.
Establish, document, and implement the following configuration settings for the
03.04.02.A Configuration Settings  fsystem that reflect the most restrictive o consistent with operational Functional | Intersects With | Configuration Enforcement| ~ CFG-06  [sutemated mechanisms exist to monitor, enforce and report on 5
p il lconfigurations for endpoint devices.
[dentify, document, and approve any deviations from established configuration ‘Approved Baseline y Mechanisms exist to document and govern instances of approved deviations
03.04.02.8 Configuration Settings ~[Sen ™’ Functional | Intersects With roved base AsT-02.4  [iechanisms exist to docu 5
Mechanisms exist to review and update baseline configurations:
dentify, document, and approve any deviations from established configuration g (1) At least annually;
03.04.02.8 Configuration Settings (0" Functional | Intersects With | Reviews & Updates cre021 () fheastonmaly o 5
(3) hs bar of system companent instalations and upgrades
[Automated mechanisms exist to govern and report on baselin
Identify, document, and approve any deviations from established configuration Automated Central [configurations of Technology Assets, Applications and/or Services (TAAS)
03.04.02.8 Configuration Settings (0" Functional | Intersects With |y, Autometed Corlial | CRG-022  [firough Continous Diagnostics and Mitgation (CM) or similar 3
ltechnologies.
03.08.028 Configuration Settings | €N, document, and approve any deviations from estabiished Coniguration | runcior | intersects with | APPTOved Configuration | g oo 2 [Mechanisms exist to document, assess risk and approve or deny deviations S
settings Deviations to
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
(1) Mission / business functions;
03.04.02.8 Configuration Settings |[4enify. document, and approve any deviations from established configuration Functional | Intersects With Baseline Tailoring CFG-02.9 [(2) Operational environment; 5
9 (3) Specific threats or vulnerabilties; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
[dentify, document, and approve any deviations from established configuration o6 |Automated mechanisms exist to monitor, enforce and report on
03.04.02.8 Configuration Settings |20 Functional | Intersects With | Configuration Enforcement|  CFG-06  [futometed methanieme exist to mo 3
dentify, document, and approve any deviations from established configuration Change Management o1 Mechanisms exist to facilitate the implementation of a change management
03.04.02.8 Configuration Settings 120 Functional Subset O oo cHoo1  fechant 10
03.00.028 Configuration Settings | €Ny, document, and approve any deviations from estabiished Coniguration | funciornar | intersects witn | CoMauration Change | e o [Mechanisms exist to govern the technical configuration change control S
settings. Control processes.
dentify, document, and approve any deviations from established configuration y Mechanisms exist to prohibit unauthorized changes, unless organization-
03.04.02.8 Configuration Settings [T Functional | Intersects With | Prohibition Of Changes | CHG-02,1 [Yschaniame exist fo prohiol unautfon 5
dentify, document, and approve any deviations from established configuration ‘Access Restriction For " IMechanisms exist to enforce configuration restricions i an effort to restrict
03.04.02.8 Configuration Settings ~[en: Functional | Intersects With freins CHG08 e O e ruoat ey 5
03.04.03 LT e N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
Configuration Change [Automated mechanisms exist to monitor, enforce and report on
03.04.03.A wration | Define the types of changes to the system that are configuration-controlled. Functional | Intersects With | Configuration Enforcement|  CFG-06  [futoTated merhanieme exist to mo 5
Configuration Change § Change Management 07 [Mechanisms exist to facilitate the implementation of a change management
03.04.03.A wration | Define the types of changes to the system that are configuration-controlled. Functional Subset O g cHo01  fechalis 10
03.04.03.A Configuration Change Ipefine the types of changes to the system that are configuration-controlled. Functional | Intersects with | Configuration Change CHG-02 g‘;‘(’;’s“é’“s exist to govem the technical configuration change control 5
Configuration Change § y IMechanisms exist to prohibit unauthorized changes, uniess organization-
03.04.03.A oh Define the types of changes to the system that are configuration-controlled. Functional | Intersects With | Prohibition Of Changes | CHG-02.1 [{lshaniSme exit to rohibl unautforas 5
Configuration Change  |Review proposed configuration-controlled changes to the system, and approve or Configuration Change 0y |Mechanisms exist to govern the technical configuration change control
03.04.03.8 rol ldisapprove such changes with explicit consideration for security impacts. Functional | Intersects With CHG02 | ocesses. 5
03.04.03.8 Configuration Change  [Review proposed configuration-controlled changes to the system, and approve or| ¢ oo Intersects With | Test Validate & Document| e o) o rﬂe:ﬁ;g‘dsum(;s:‘;:?rgm::(\g;i‘/r;ecs;;‘r;:gi:T:;‘te;::g?esﬁncganges ina s
ol disapprove such changes with explicit consideration for security impacts. RS R
Configuration Change  |Review proposed configuration-controlled changes to the system, and approve or Security Impact Analysis 03 |Mechanisms exist to analyze proposed changes for potential security
03.04.03.8 rol ldisapprove such changes with explicit consideration for security impacts. Functional | Intersects With for Changes CHG-03 i pacts, prior to the implementation of the change. 5
Configuration Change  |Implement and document approved configuration-controlled changes to the Test, Validate & Document [Mechanisms exist to appropriately test and document proposed changes in a
03.04.03.C ol implem Functional | Intersects With | 1<% CHG-02.2  [non-production environment before changes are implemented in a 5
v fproduction environment
03.00.05.C Configuration Change _|mplement and document approved configuration-controlled changes to the Functional | mtersects with | Configuration Change | yi00,  |Mechanisms exist to govern the technical configuration change control S
rol system processes.
Configuration Change  |Implement and document approved configuration-controlled changes to the 01 |Mechanisms exist to develop, disseminate, review & update procedures to
03.04.03.C ol system Functional | Intersects With | Maintenance Operations | MNT-01 " lea ilirate the implementation of maintenance controls across the enterprise. 3
Configuration Change _mplement and document approved configuration-controlled changes to the 0, _[Mechanisms exist to conduct controlled maintenance activities throughout
03.04.03.¢ rol system. Functional | Intersects With | Controlled Maintenance | MNT-02 iy jifecycle of the Technology Asset, Application andjor Service (TAAS). 3
[Automated mechanisms exist to govern and report on baseline
Configuration Change  [Monitor and review activities associated with configuration-controlled changes to Automated Central |configurations of Technology Assets, Applications and/or Services (TAAS)
03.04.03.D 9 rol 9 lthe system. 9 9 Functional Subset Of & CFG-02.2  \through Continuous Diagnostics and Mitigation (CDM), or similar 10
ltechnologies.
03.04.04 Impact Analyses NA Functional | No Relationship NA NA NA o INo applicable SCF control
IMechanisms exist to appropriately test and document proposed changes in a
03.04.04.A Impact Analyses  |[Analyze changes to the system to determine potential security impacts prior to Functional | Intersects with | TSt Validate & Document| - cyiq.02 5 lngn-production environment before changes are implemented in a 3

change implementation

Jproduction environment.
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FDE Name Focal Document Element (FDE) Description SCF Control e i
Security, Compliance &
lAnalyze changes to the system to determine potential security impacts prior to : Mechanisms exist to include a cybersecurity and/or data protection
03.04.04.A Impact Analyses Functional | Intersects With | Resilience Representative | CHG-02.3 ; 8
lchange implementation. o e representative in the configuration change control review process
[Analyze changes to the system to determine potential security impacts prior to Security Impact Analysis 03 [Iechanisms et Lo analyce proposed changes for potental secury
03.04.04. Impact Analyses  [Anolvee Functional | Intersects With o pact A CHG-03  [Mechanisns exist o 8
Mechanisms exist to verify the mnmonamy of securlly. compliance and
03,0008 mpoct Anayses Ly that th secuity requirements for the system coninue o be satisied ate| runcional | subseror | CoMTOFUntonalty | gy oq LSS ek oL e R o Sy e ot s 1
Y 9¢ P! |controls operate as designed.
Access Restrictions for _[Define, document, approve, and enforce physical and logcal access resticions ‘Access Restriction For 04 e antems eXst Lo enforce onfguraton estrctions n an efort o estict
03.04.05 Change lassociated with changes to the syster Functional | Intersects With Change CHG04_ fthe ability of users to conduc >
Access Restrictions for_|Define, document, approve, and niorce physical and logical access restrictions Permissions To Implement y
03.04.05 Change Jassociated with changes to the system Functional | Intersects With A CHG-04.4  [Mechanisms exist to limit operational privileges for implementing changes. 5
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Access Restrictions for _|Define, document, approve, and enforce physical and logical access restrictions Role-Based Access Control ITechnology Assets, Applications, Services and/or Data (TAASD) to restrict
03.04.05 Change lassociated with changes to the system. Functional Intersects With (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 5
Mechanisms exist to utilize the concept of least privilege, allowing only
Access Restrictions for ~|Define, document, approve, and enforce physical and logical access restrictions y e
03.04.05 Py e e o o Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
03.04.06 Least Functionality. N/A Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
03.04.06.A Least Functionality  |Configure the system to provide only mission-essential capabilities. Functional | Intersects With PSR CFG-02  [fhat are consistent with industry-accepted system hardening standards. 8
- R - ‘Approved Baseline y Mechanisms exist to document and govern instances of approved deviations
03.04.06.A Least Functionality  |Configure the system to provide only mission-essential capabilities. Functional | Intersects With roved Base AsT-02.4  [Mechanisms exist to docu 3
Configure Technology Mechanisms exist to configure Technology Assets, Applications and/or
ool foure th s . ' onal | assets, Applications and/or s [Services (TARS) utiized in high-risk areas with mare restrictive baseline
03.04.06.A Least Functionality  |Configure the system to provide only mission-essential capabilities Functional | Intersects with |AS5e)™ APRICSIONS 00| cre-02.5 IConigurations. 8
Risk Areas
Mechanisms exit to llow baseline contols to be specialized o customized
by applying a defined set of tailoring actions that are specific
(1) Mission / business functions;
03.04.06.A Least Functionality  |Configure the system to provide only mission-essential capabilities. Functional | Intersects With | Baseline Tailoring CFG-02.9 (2) Operational environment; 3
(3) Specific threats or vulnerabilties; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Mechanisms exist to configure systems to provide only essential capabilities
03.04.06.A Least Functionality  |Configure the system to provide only mission-essential capabilities Functional Equal Least Functionality CFG03  [by specifically prohibiting or restricting the use of ports, protocols, and/or 10
lservices.
Mechanisms exist to develop, document and maintain secure baseline
) Prohibit or restrict use of the following functions, ports, protocols, connections, ) Secure Baseline Technology Assets, Applications andior Services (TAAS)
03.04.06.8 Least Functionality  [and services: [Assignment: organization-defined functions, ports, protocols, Functional Subset Of PSR CFG-02  [fhat are consistent with industry-accepted system hardening standards. 10
lconnections, and services].
Configure Technolor Mechanisms exist to configure Technology Assets, Applications andjor
. Prohibit or restrict use of the following functions, ports, protocols, connections, . Assore prhcam"s o |Services (TAAS) utilized in high-risk areas with mere restrictive baseline
03.04.06.8 Least Functionality  [and services: [Assignment: organization-defined functions, ports, protocols, Functional Subset OF | A83ete Ao hoke' |  CFG-02.5 [Configurations, 10
lconnections, and services] 9
Risk Areas
Pronibit or restrict use of the following functions, ports, protocols, connections, Mechanisms exist to configure systems to provide only essential capabilities
03.04.06.8 Least Functionality  [and services: [Assignment: organization-defined functions, ports, protocols, Functional Equal Least Functionality CFG-03  |by specifically prohibiting or resricting the use of ports, protocols, and/or 10
lconnections, and services]. lservices.
- Mechanisms exist to periodically review system configurations to identify and
. Review the system [Assignment: organization-defined frequency] to identify . g y
03.04.06.C Least Functionality |00 e e L e ot comae o e carvices, | Functional Equal Periodic Review CFG-03.1  isable unnecessary and/or non-secure functions, pors, rotocols and 10
Mechanisms exist to develop, document and maintain secure baseline
. Disable or remove functions, ports, protocols, connections, and services that are . Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.04.06.0 Least Functionality |\ neaccary or nonsecure. Functional Subset Of Configurations CFG-02 |that are consistent with industry-accepted system hardening standards. 10
Configure Technology Mechanisms exist to configure Technology Assets, Applications and/or
) bisable or remove functions, ports, protocols, connections, and services that are ) Assets, Applications andfor| e oo« [Services (TAAS) utilized in high-risk areas with more restrictive baseline
03.04.06.0 Least Functionality ~|CrSPle O fermove funcior Functional Subset OF |83 o Senr | CFG-025  |configurations. 10
Risk Areas
) . Mechanisms exist to configure systems to provide only essential capabilities
03.04.06.0 Least Functionality ~|Disable or remove functions, ports, protocols, connections, and services that are | - gnctional Equal Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
lunnecessary or nonsecure. loy spect
03.04.07 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
Authorized Software - ) :
03.04.08 Ao by Excoption N/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
echarisms st 10 perform invertores of Technology Assets, Applcations,
[Services and/or Data (TAASD) th:
) Accurotely reiects the cofrent TAASD in use
(2) Identifies authorized software products, including business justification
ldetails;
R (3) Is at the level of granularity deemed necessary for tracking and reporting;
03.04.08.A Aiﬁtﬁ;fﬁy";‘z’;xﬁ |dentify software programs authorized to execute on the system. Functional Subset Of Asset Inventories AST02 @) Includes organization-defined information eemed neceseary to achieve 10
leffective property accountability; a
(51 1< waiobi forreview and S by desigrted organizational personel
Authorized Software Mechanisms exist to implement and manage a Configuration Management
03.04.08.A uthorized Software - ligentify software programs authorized to execute on the system Functional | Intersects with |COMgoration Manager AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 5
Y P! lasset-specific information.
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
(1) Mission / business functions
03.04.08.A Authorized Software = |gentify software programs authorized to execute on the system Functional | Intersects With CFG-02.9 [(2) Operational environment; 8
Y s (3) Specific threats or vulnerabilities; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Authorized Software - Mechanisms exist to configure systems to provide only essential capabilities
03.04.08.A o moas | dentity software programs authorized to execute on the system Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 8
Jservices.
Authorized Software - Explicitly Allow / Deny g echanisms exist to explicitly allow (allowlist / whitelist) and/or block
03.04.08.A e omoae | dentity software programs authorized to execute on the system. Functional | Intersects With prefiet CRG03.3 [ e ot o mr o L e o ecterms, 5
‘Authorized Software - _[Implement a deny-all, allow-by-exception policy for the execution of authorized Prevent Unauthorized y [Mechanisms exist to configure systems to prevent the execution of
03.04.08.8 Allow by Exception _|software programs on the system. Functional | Intersects With | "5t vare Execution CFG-032 | nauthorized software programs. 5
Authorized Software - |Implement a deny-all, allow-by-exception policy for the execution of authorized Explicitly Allow / Deny g IMechanisms exist to explicitly allow (allowlist / whitelist) and/or block
03.04.08.8 Allow by Exception [software programs on the system. Functional | Intersects With Applications CFG-03.3 | denylist / blacklist) applications that are authorized to execute on systems. 5
echarisms exs 10 perforn invertores o Technology Assets Applcations,
[Services and/or Data (TAASD) th:
o Acearately rafocts the cutremt TAASD in
(2) Identifies authorized software products, Inchling business Justification
ldetails;
Authorized Software -  |Review and update the list of authorized software programs [Assignment: (3) Is at the level of granularity deemed necessary for tracking and reportin
03.04.08.C Allow by Exception orgamza(,m,é’eﬁneﬂ frequency]. preg 9 Functional Intersects With Asset Inventories AST-02  ((4) Includes organization-defined information deemed necessary to achieve 5
leffective property accountability; and
(5) Is availabie for review and audit by designated organizational personnel
- Mechanisms exist to periodically review system configurations to identify and
Authorized Software - |Review and update the list of authorized software programs [Assignment: g y
03.04.08.C PR ATl it it o Dol Functional | Intersects With Periodic Review CFG-03.1 [disable unnecessary and/or nomsecure functions, pots, protocol and 8
~ . . Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
03.04.08.C Authorizeq Software zf“ﬂ‘i‘g;’l‘e"nﬁgﬁr‘;;';fe"sjet‘f(a‘;t””"IEG software programs [Assignment: Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 8
¥ Excep! 9 quencyl: Resilience Controls landor resilience policies and standards.
03.04.09 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.04.10 SR B NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mecharisms ot 10 perforn invertores o Technology Assets Applcations,
[services and/or Data (TAASD) th:
T Accurately refects the comrent TAASD in u
(2) Identifies authorized software products, Inclling business Justification
ldetails
(3) Is at the level of granularity deemed necessary for tracking and reportint
03.04.10.A SVS“EI'"“VE:;;‘f;’“e”‘ Develop and document an inventory of system components. Functional Subset Of Asset Inventories AST-02 |3 Includes orgamthwdeﬂ,:/eﬂ e formation dotmed messg,y il 10
leffective property accountability; and
(5) Is availabie for review and audit by designated organizational personnel
System Component Updates During y Mechanisms exist to update asset inventories as part of component
03.04.10.A ntons Develop and document an inventory of system components. Functional | Intersects With PR als | AST02.1 emOvale e 2o uparoren, 8
o ystem Component [Mechanisms exist to implement and manage a Configuration Management
03.04.10.A ystem Comp Develop and document an inventory of system components. Functional | Intersects with |°goraton Matage: AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 3
Y lasset-specific information.
Mechanisms &xst 1o perforn invertores o Technology Assets Applcations,
[Services and/or Data (TAASD) th:
5 Accurately refects the comrent TAASD
(2) Identifies authorized software products, Incling business ustification
ldetails
System Component  [Review and update the system component inventory [Assignment: organization- (3) Is at the level of granularity deemed necessary for tracking and reportin
03.04.10.8 4 .Wemfy ldefined ,,equ;’“c,,_ 4 P "~ 9 9 Functional Subset Of Asset Inventories AST-02 |(4) Includes organization-defined information deemed necessary to achieve 10
leffective property accountability; and
(5) Is availabe for review and audit by designated organizational personnel
System Component _|Review and update the system component inventory [Assignment: organization- Updates During y Mechanisms exist to update asset inventories as part of component
03.04.108 Inventory ldefined frequency]. Functional | Intersects With JRemovals | AST-021 removals and asset upgrades. 8
System Component  |Review and update the system component inventory [Assignment: organization- Mechanisms exist to implement and manage a Configuration Management
03.04.10.8 2m Corme e o b : Functional | Intersects with |°gu/aton Matage: AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 3
Y quencyl: lasset-specific information.
System Component _|Update the system component inventory as part of installations, removals, and Updates During y Mechanisms exist to update asset inventories s part of component
03.04.10.C Inventory system updates. Functional Equal JRemovals | AST-921 ingtaliations, removals and asset upgrades. 10
Mechanisms exist to implement and manage a Configuration Management
03.04.10.C System Component  |Update the system component Inventory as part of installations, removals, and Functional | Intersects With AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 8
Inventory system updates. Database (CMDB) e e o i
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Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control e
03.04.11 Information Location NA Functional | No Relationship NA NA N/A o INo applicable SCF control
gentiy and document the location of Cland the ystem components on which o1 [echanisms existto failtae an T Asset Managerent (TAM) program to
03.0411A Information Location e e ot e ono) Functional Subset Of Asset Governance AST01  [lechaniens e 1o o 10
Mechanisms exist to perform inventories of Te(hno\ogy Assets, Applications,
[Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in
(2) dentiios authorized software products, including business justfcation
ldetails;
Identify and document the location of Cl and the system components on which (3) Is at the level of granularity deemed necessary for tracking and reporting;
03.04.11.A the Information 5 processed and stored. v P Functional | Intersects With Asset Inventories AST-02  (i4) Includes organization-defined information deemed necessary o achieve 8
leffective property accountability; a
(o) ovolabie for revion and auai by designated organizational personnel
Mechanisms exist to create and maintain a map of Technology Assets,
0304114 Informaton Locaton 47y and document e ocaton of CIand the system components WK | Funcinal | ntersects ith | Data Action Mapping | AST-02.5  Applkationssnelo servees (TARS) whers enciiuanego e e stord, 5
P ftransmitted or processed.
Mechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
03.0811.4 Informtion Location [ 4€1y and document the acation of Cl and the system components on which Funcional | ntesects Wi | NELWONK Dlagrems 6Data | o4 locnnechure: s
the information s processed and st s (DFDs)
(2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Mechanisms exist to determine security, compliance and resilience control
entity ang e cotinotct st o which lapplicabilty by identifying, assigning and documenting the appropriate asset
. entity and document the ocation o CI and the system components on whic . - Iscope categorization for all Technology Assets, Applications and/or Services
03.0411A Information Location Functional | Intersects With | Asset Scope Classification |  AST-04.1  [COpe categ 9y PP 5
the information is processed and st P (TAAS) and personnel (internal and third-parties)
Control Aoplicabity [Mechanisms exist to ensure control applicability is appropriately-determined
Identify and document the \ocauon ur c\ and the system components on which y [for Technology Assets, Applications and/or Services (TAAS) and third parties
03.0411A Information Location ~ [(eM0fY ond ocument e oce T Functional | Intersects With | Boundary Graphical AST-04.2 |5 rapiically representing applicable boundaries, 5
Representation
. Igentity and document the location of 1 and the system components on which . Statutory, Regulatory & o1 [Mechanisms exist to facilitate the identification and implementation of
03.04.11.A Information Location |10 intormation is processed and st Functional | Intersects With | 5 ntractual Compliance CPL-O1 | olevant statutory, regulatory and contractual controls. 3
Mechanisms exist to document and validate the scope of security,
03.0411A Information Location ~[{3€Ntify and document the location of Cl and the system components on which Functional | Intersects With | Compliance Scope CPLO1.2  |compliance and resilience controls that are determined to meet statutory, 8
P regulatory andJor contractual compliance obligations.
. Igentity and document the location of 1 and th system components on which . L0a [Mechanisms exist to ensure data and assets are categorized in accordance
03.0411A Information Location ¢ information is processed and s Functional | Intersects With | Data & Asset Classification|  DCH-02 |, applicable statutory, regulatory and contractual requirements. 8
dentity and document the acation o Cl and the syster components on which - 3y Mechanisms exist to maintain inventory l0gs of all sensitive media and
03.0411A Information Location e o mened Functional | Intersects With | Sensitive Data Inventories |  DCH-05.2 | Mecharisme &xit fo maintein iowentery logs of ol <en 8
Mechanisms exist to inventory, document and maintain data flows for data
. dentify and document the location of Cl and the system components on which . Geographic Location of 19 [that s resident (permanently or temporarily) within a service's
03.04.11.A Information Location |10 inormation is processed and stored. Functional | Intersects With Data DCH-19 e ographically distributed applications (physical and virtual), infrastructure, 8
lsystems components andjor shared with other third-parties,
Mechanisms exist to create and maintain a map of Technology Assets,
03.04118 Information Location ~[DOCUTIENE Changes (o the system o system component location where Clis Functional | Intersects With | Data Action Mapping | AST-02.8  |Applications andjor Services (TAAS) where sensitive/regulated data is stored, 5
or processed.
Mechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
0304118 Information Location _[DECUMenk changes o the system or system component location where 015 | puncronal | ntersecs witn | Mebwork Disgrams 6 0ata | ur.o0 Knticciure: s
s 9 ((2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Mechanisms exist to determine security, compliance and resilience control
lapplicability by identifying, assigning and documenting the appropriate asset
03.04118 Information Location ~ [DOCUMeNt changes to the system or system component location where Clis Functional | Intersects With | Asset Scope Classification |  AST-04.1 [sCope categorization for all Technology Assets, Applications and/or Services 3
lprocessed and st (TAAS) and personnel (internal and third-parties).
Contrl Amplcabity Mechanisms exist to ensure control applicability is appropriately-determined
Document cha"ges tn the system or system component location where Cl is. [for Technology Assets, Applications and/or Services (TAAS) and third parties
03.04118 Information Location ~ [DOUTETS Chane Functons | Intersects Wit | Boundary Graphica AST-082 o el representing applicable boundaries, 3
i
Mechanisms exist to appropriately test and document proposed changes in a
03.04.11.8 Information Location ~ [DOCUMeNt changes to the system or system component location where Clis Functional | Intersects With | TSt Validate & Document| - ¢y 07 5 fnon-production environment before changes are implemented in a 3
P! 9 lproduction environment.
03,0011 Information Location _|Pocument changes to the system or system component location where Cl s Functional | Interscts Wi | ST TIRAC TGy | g gy echanims exstto analyze ropesed clanges o potenal secuy S
0411, processed and stored for Changes impacts, prior to the
Document changes to the system or system component location where Cl is Stakeholder Notification of 05 |Mechanisms exist to ensure slakehnlders are made aware of and understand
03.04118 Information Location [ DOCUITETE <hanges 10 Functional | Intersects With e CHG05 e o o s 8
Document changes to the system or system component location where Cl is y Mechanisms exist to maintain inventory logs of all sensitive media and
03.04118 Information Location [ DOCUITETE <hanges 10 Functional | Intersects With | Sensitive Data Inventories |  DCH-05.2 | Mecheariefms Sxit fo mainteln Pwenteory logs of of <en 3
Mechanisms exit o inventory, document and maintain data flows for data
Document changes to the system or system component location where Cl is Geographic Location of 1o [that s resident (permanently or temporarily) within a servi
03.04.108 Information Location |5 cacced and stored. Functional | Intersects With Data DCH19 | ohically dletribated applications (phyeical and virtuah, mfrastructure, 3
lsystems components andjor shared with other third-parties,
Mechanisms exist to generate authoritative documentation (€.9., System
[security Plan (SSP)) that:
(1) identifes key architectural and implementation nformaion on in-scope
[Technology Assets, Applications and/or Services (TA
rootied Securt o) Renec the current Siate of appled secury. complance and resiience
pplied Security, lcontrols on applicable People, Processes, Technologies, Data and/or Facilities
03.04.11.8 Information Location E;’;(‘;’;‘;"; changes to the system or system component location where C1 15 Functional SubsetOf | Compliance and Resilience|  1A0-03  [(BPTDF) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
lestones (POA&M) or similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance andor resilience control;
(3) Descrpton o the deficiencyes):;
Document changes to the system or system component location where Cl is Capabilities Deficiency ' (4) Risk associated wich the deficencyies);
03.04.11.8 Information Location |5 cacced and stored. Functional | Intersects With Tracking 1A0-05 I(5) Source deficiency identification/detect 5
(6) Temporary compensating contols, f appicable:
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; an
(11) Disposition statement (e.g., closeout summary).
System and Component
03.04.12 Configuration for High-Risk NA Functional | No Relationship NA NA NA o INo applicable SCF control
Areas
Mechanisms exist 0 issue persomnel traveling overseas wih temporary,
System and Component |issue systems or system components with the following configurations to loaner or "travel-only" end user technology (e.9.. laptops and mobile devices)
03.04.12. Configuration for High-Risk[individuals traveling to high-risk locations: [Assignment: organization-defined Functional Subset O Travel-Only Devices AST26  |when travelling to authoritarian countries with & igher than average risk for 10
system configurations] Intellectual Property (IP) theft or espionage against individuals and private
lcompanies
- Configure Technolor Mechanisms exist to configure Technology Assets, Applications and/or
System and Component [Issue systems or system components with the following configurations to Assare %ppl\calions agg/or [Services (TAAS) utilized In high-risk areas with more restrictive baseline
03.04.12.A Configuration for High-Risk [individuals traveling to high-risk locations: [Assignment: organization-defined Functional | Intersects With . CFG-025  [eonfigarat 8
Services (TAAS) for High- [configurations.
system configurations] o
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
System and Component |issue systems or system components with the following configurations to (1) Mission / business functions;
03.04.12.A Configuration for High-Risk individuals traveling to high-risk locations: [Assignment: organization-defined Functional | Intersects With | Baseline Tailoring CFG-02.9  (2) Operational environment; 8
system configurations] (3) Specific threats or vulnerabiliies; or
(@) Other conditions or situations that could affect mission / business
lsuccess.
Mechanisms exist to issue personnel travelling overseas with temporary,
System and Component_|Apply the following security requirements to the systems or components when loaner or "travel-only" end user technology (e.9.. laptops and mobile devices)
03.04.12.8 Configuration for High-Risk the individuals return from travel: [Assignment: organization-defined security Functional | Intersects With |  Travel-Only Devices AST-24  |when travelling to authoritarian countries with a higher-than average risk for 8
requirements] Intellectual Property (IP) theft or espionage against individuals and private
lcompanies
Mechanisms exist to re-image end user technology (.g., laptops and mobile
03.04128 Commgurotion or Hom Ak e Tcoars vt o avel: (Aecdment:oogamsation-sefned socurty " | Functional | ntersects with | "e/maging Devices After | yqr . [devices) when returing from overseas travel to an autortrian couniry s
0412 9 9 requirements) +1Assig 9 Y Travel [with a higher-than average risk for Intellectual Property (IP) theft or
d lespionage against individuals and private companies
Mechanisms exist to protect mobile devices from tampering through
movzs  |cShiamana conporns bopy e olowng sy s ove e cmprenenten | g o et e .
- - 9 9! requirements) g 9! 9 Y pering lbe of significant risk, prior to the device being connected to the
d i network.
User Identification and : o ;
03.05.01 Jlenncaton] NA Functional | No Relationship NA NA NA o INo applicable SCF control
User Identification and _|Uniquely identify and authenticate system users, and associate that unique Identity & Access y Mechanisms exist to facilitate the implementation of identification and
03.05.01.A ation with processes acting on behalf of those users, Functional Subset Of (1AM) ACO01 loccess 10
] } [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
User Identification and |Uniquely identify and authenticate system users, and associate that unique Authenticate, Authorize . o
03.05.01.A Pttt il v At Al AT Functional | Intersects With IV IAC-01.2  |Audit (AAA) Solutions, both on-premises and those hosted by an External 8
[service Provider (ESP)
- Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
03.05.01.A User \dentification and  Juniquely identify and authenticate syster users, and assoclate that unique Functional | Intersects With Authentication for IAC-02  |and Audit (AAA) organizational users and processes acting on behalf of 8
P 9 Organizational Users lorganizational users
. - IGentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
User Identification and |Uniquely identify and authenticate system users, and associate that unique
03.05.01.A Functional | Intersects With | Authentication for Non- |  IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 8
Authentication [identification with processes acting on behalf of those users. o oo o o
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
Authentication for Third- lApplications and/or Services (TAAS).
User Identification and |Uniquely identify and authenticate system users, and associate that unique
03.05.01.A Functional | Intersects With | Party Technology Assets, |  IAC-05 3
with processes acting on behalf of those users. e e
Services (TAAS)
ser and |R defined cir or Mechanisms exist to force users and deices o re-authenticate sccording to
03.05.01.8 Authentication ituations requiring re-authentication), Functional | Intersects With Re-Authentication IAC-14 that necessitate 8
IMechanisms exist to strictly govern the use of Authenticate, Authorize and
Device Identification and_ [Uniquely identify and defined devices or Authenticate, Authorize
03.05.02 R o daviens befo ambiar o Toen oo, Functional | Intersects With VA IAC01Z  |Audt () sluions, both or-premises and those hosted by an Exteral 8
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Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control e i
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
03.05.02 D T e Do e or e devices OF | Eunctional | Intersects With | i acerotes por poyices | /AC04  [and Audit (AAA) devices before establishing a connection using bidirectional 5
'9 2 sy: lauthentication that is cryptographically- based and replay resistant.
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
Authentication for Third- IApplications and/or Services (TAAS).
Devic dentfcation and.|uriquely ety devices or
03.05.02 Functional | Intersects With | Party Technology Assets, | 1AC-05 5
‘Authentication o of devices) before astablahing » Syster commaction. e e
Services (TAAS)
[Awtomated mecharisms exist to enforce MUlt-Factor Authertication (MFA)
(1) Remote network access;
03.05.03 Mult-Factor Authentication|TPIeTeNt MUfactor authentication or access o privieged and non-privieded|  pynconal subsecof [MultFactor Authentcation| 1yc.q;2) Tir-party Technology Assets, Applicatons and/or Services (TAAS); and/ 0
laccounts, lor
(3) Non-console access to critical TAAS that store, transmit andor process
[sensitive/regulated data.
y - onImplement multi-factor authentication for access to privileged and non-privileged Network Access to - Fichanis Xt Uiz MU Factor Authentcaton (MFA) 1o uthentcate
03.05.03 Multi-Factor Authentication| "PIee" Functional | Intersects With | JISROK BCcess 10 IAC06.1  [Mechanisms exiet to oize 1 3
y - onImplement multi-factor authentication for access to privileged and non-privileged Network Access to Non- y echanisms exist o iz Ml FactorAu(hentlcanon (MFA) to authenticate
03.05.03 Multi-Factor Authentication| "PIee" Functional | Intersects with | NGAOTK ACERss 1o Mo G062 e e e ot i 3
03.05.03 Wl Factor Authenicain] PNt MU factr SUIcain o access o prvleged and Nom SrIE0Ra] uncronal | intersects i | 19 ACSE5 0 PIWTEORE | g Mechaniams et 1o ulize Ml actor A etnencaton (MFA) to authenticate N
unts. Accounts 3 Jlocal access for
030508 Reply Resisant ;mg‘:gneg‘”ﬁ;‘;gdfgi'ggzg‘ uheriicaion mechanisms o access © PVISOSd | unctonal | equel ReBlay RSO | 4105 |automoted mechanisms exitto mploy reply-resisant athenticatin. "
03.05.05 Identifier Management NA Functional | No Relationship NA NA N/A o INo applicable SCF control
- Receive authorization from organizational personnel or roles to assign an ] Identity & Access y Hechanisms exist o aciltate the implermentation of deriificaton and
03.05.05.A Identifier Management [ReCelve authorization ffom orgenizational pertenn Functional Subset Of oo 1AC-01 10
- Receive authorization from organizational personnel or roles to assign an . User Provisioning & De- y Frecaame ot to tize s formal T reglstration and de-registration
03.05.05.A \dentifier Management lingividual, group, role, service, or device identifier. Functional | Intersects With rovisioning 'AC07  lorocess that governs the assignment of access right 8
- Receive authorization from organizational personnel or roles to assign an - y Mecharisms exis t revoke user access rights ollowing changes in
03.05.05.A \dentifier Management lingividual, group, role, service, or device identifier. Functional | Intersects With | Change of Roles & Duties | 1AC-07.1  |oersonnel roles and duties, if no longer necessary or permitted. 8
. Receive authorization from organizational personnel o roles to assign an . Management Approval For y Mechanisms exist to ensure management approvals are required for new
03.05.05.A Identifier Management i yvigual, group, role, service, or device identifier. Functional SubsetOf | New or Changed Accounts | ""C281 laccounts or changes in permissions to existing accounts. 10
- Select and assign an identifier that identifies an individual, group, role, service, : 1Gentifier Management Mechanisms exist to govern naming standards for Usernames and
03.05.05.8 Identifier Management |5 jovice, Functional | Intersects With (User Names) IAC09 Irechnology Assets, Applications and/or Services (TAAS; 5
Select and assign an identifier that identifies an individual, group, role, service, User Identity (ID) y Mechanisms exist to ensure proper user identification management for non-
03.05.05.8 dentifier Management ~[S€1SCt &N Functional Subset Of 1AC-09.1  [Mechanisms exist to en 10
) - Automated System
03.05.05.8 Identifr Management [S€1SCt and asign an identfierthat identfes an indiiduzl. roup.role, ervice: | punctional | Inersects With | Account Management | 1AC-15.1 [AUtomated mechanisms exit o support the management o system 3
evice o e laccounts (e.g., directory services).
Prevent the reuse of identifiers for [Assignment: organization-defined time Identifier Management Mechanisms exist to govern naming standards for usernames and
03.05.05.C \dentifier Management |/ o). Functional | Intersects With (User Names) IAC09 Irechnology Assets, Applications and/or Services (TAAS) 8
) . ) Automated System
03.05.05.C dentifier Management _|PTeVent the reuse of dentifiers for [Assignment: organization-defined time Functional | Intersects With | Accomt Manacment | 1aC15.1  [AUtomated mechanisms exist to support the management of system S
riod). o e laccounts (e.g., directory services).
IMechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.05.0 \dentifier Manage individual identifiers by “"‘1“3‘?]}’(&;‘[“?:;gri‘af"l‘n'"fr‘“gf",“‘:uafsmus] Functional Subsetof | Authenticate, f“‘“?“e IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 10
ving (AMA) [Service Provider (ESP).
Manage individua identifers by uniquely identiying each individual a5 dentifier Management IMechanisms exist to govern naming standards for usernames and
09 [Technology Assets, Applications and/or Services (TAAS
03.05.05.0 Identifier e oo status). Functional | Intersects With e Mamager 1AC-09 a9y pplicati 1 ices (TAAS). 3
Manage individua identifers by uniquely dentiying each individual a5 . IMechanisms exist to identify contractors and other third-party users through
03.05.05.0 dentifier d characteristic identifying individual status]. Functional | Intersects With | - Identity User Status IAC-09:2 | nique username characteristics. 8
Manage individua identifers by uniquely dentiying each individual a5 Privileged Account . IMechanisms exist to uniquely manage privileged accounts to identify the
03.05.05.0 Identifier d characteristic identifying individual status]. Functional | Intersects With Identifiers IAC-09.5 |5 count as a privileged user or service. 8
Automated System
Manage individual identifers by uniquely identiying each individual a5 : |Automated mechanisms exist to support the management of system
03.05.05.0 dentifier d characteristic identifying individual status]. Functional | Intersects With “(D“‘::;“‘o""‘yag:?j'(“;’;‘ IAC15:1 faccounts (e.g., directory services). s
03.05.06 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.05.07 Password Management NA Functional | No Relationship NA NA NA o INo applicable SCF control
Maintain a st of commonty-used, expected or compromised passwords, and Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.07.A password lupdate the list 4 frequency] and wi Functional | Intersects With IV IAC-01.2  |Audit (AAA) Solutions, both on-premises and those hosted by an External 3
oFgaizatianal pacavards are soepeciod ta hove been compromised (AAA Iservice Provider (ESP).
Mechanisms exist to:
Maintain a st of commonty-used, expected or compromised passwords, and (1 Securely manage authenticatorsfor users an devices; and
03.05.07.A password lupdate the list 4 frequency] and wi Functional | Intersects With |Authenticator Management|  IAC10  [(2) Ensure the strength of e P 3
oFganizatianal pacavards are soepeciod ta hove been compromised lof the data being accessed.
Maintain a lst of commonly-used, expected, or compromised passwords, and
03.05.07.A Password Management |update the list [Assignment: organization-defined frequency] and when Functional | Intersects With |  Password Managers 1AC-10.11 [Mechanisms exist to protect and store passwords via a password manager 8
lorganizational passwords are suspected to have been compromised.
Maintain a st of commonty-used, expected or compromised passwords, and Automated Support For |Automated mechanisms exist to determine if password authenticators are
03.05.07.A password lupdate the list 4 frequency] and wi Functional | Intersects with | Avtomated Support F IAC-10.4  [sufficiently strong enough to satisfy organization-defined password length 8
lorganizational passwords are suspected to have been compromised. 9 land complexity requirements.
- [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
Verify that passwords are not found on the list of commonly used, expected, or Authenticate, Authorize . o
03.05.07.8 Password Management |/ o D e crente ar updote poscaarde. Functional | Intersects With VA IAC-01.2  |Audit (AAA) Solutions, both on-premises and those hosted by an External 3
(AMA [service Provider (ESP)
Mechanisms exist to:
\Verify that passwords are not found on the list of commonly used, expected, or g (1) Securely manage authenticators for users and devices; and
03.05.07.8 Password Management /e e D e erente ar updote poscmarde. Functional | Intersects With |Authenticator Management|  IAC10  [(2) gnsure the strength of e o 3
lof the data being accessed.
Verify that passwords are not found on the list of commonly used, expected, or g Mechanisms exist to protect and store passwords via a password manager
03.05.07.8 Password Management |/ e D e erente ar updote poscmarde. Functional | Intersects With | Password Managers IAC-10.11 8
[Automated mechanisms exist to determine if password authenticators are
Verify that passwords are not found on the list of commonly used, expected, or Automated Support For
03.05.07.8 Password Management Functional | Intersects With IAC-10.4  [sufficiently strong enough to satisfy organization-defined password length 8
lcompromised passwords when users create or update passwords. Password Strength ety anougn 1o
Authenticate, Authorize [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.07.C Password Management ~ [Transmit passwords only over cryptographically protected channels, Functional | Intersects With VA IAC-01.2  |Audit (AAA) Solutions, both on-premises and those hosted by an External 3
[Service Provider (ESP).
Mechanisms exist to:
(1) Securely manage authenticatorsfor users and devices;and
03.05.07.C Password Management ~ [Transmit passwords only over cryptographically protected channels, Functional | Intersects With |Authenticator Management|  1AC10  [(2) Ensure the strength of e o 3
lof the data being accessed.
03.05.07.C Password Management [Transmit passwords only over cryptographically protected channels. Functional | Intersects With |  Password Managers 1AC-10,11 |Mechanisms exist to protect and store passwords via a password manager 3
orotection of IMechanisms exist to protect authenticators commensurate with the
03.05.07.C Password Management ~ [Transmit passwords only over cryptographically protected channels, Functional Subset Of o o IAC-10.5  [sensitivity of the information to which use of the authenticator permits 10
Automated System lAutomated mechanisms exist to support the management of system
03.05.07.C Password Management [Transmit passwords only over cryptographically protected channels. Functional Intersects With | Account Management IAC-15.1 PP 9f ¥ 8
et eaagemen laccounts (e.g., directory services).
Mechanisms exist to develop, document and maintain secure baseline
03.05.07.0 . Secure Baseline lconfigurations for Technology Assets. Applications and/or Services (TAAS)
. assword Management  [Store passwords in a cryptographically protected form. Functional | Intersects With P CFG-02  [fhat are consistent with industry.accepted system hardening standards. 5
Authenticate, Adthorize IMechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.07.0 Password Management ~ [Store passwords in a cryptographically protected form. Functional | Intersects With ot (AN IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
[service Provider (ESP).
Mechanisms exist to:
(1) securely manage authenticators fo users and devices; and
03.05.07.0 Password Management ~ [Store passwords in a cryptographically protected form. Functional | Intersects With |Authenticator Management|  IAC-10  |(2) Ensure the strength e o 5
of the data being accessed.
03.05.07.0 Password Management |Store passwords in a cryptographically protected form. Functional | Intersects With |  Password Managers 1AC-10.11  [Mechanisms exist to protect and store passwords via a password manager 8
orotection of IMechanisms exist to protect authenticators commensurate with the
03.05.07.0 Password Management _ [Store passwords in a cryptographically protected form. Functional | Intersects With e IAC10.5  [sensitivity of the information to which use of the authenticator permits 8
No Embedded Unencrypted| : Mechanisms exist to ensure that unencrypted, static authenticators are not
03.05.07.0 Password Management  [Store passwords in a cryptographically protected form. Functional | Intersects with |N© Embedded Unencryp! [ LR Wi sttt vt s 8
‘Automated System
03.05.07.0 Password Management  [Store passwords in a cryptographically protected form. Functional | Intersects With | Account Management IAC-15.1 A“mma(‘ef mechanisms existte support the management of system 8
e azgemen laccounts (e.g., directory services).
Mechanisms exist to develop, document and maintain secure baseline
05.05.07.6 . Secure Baseline lconfigurations for Technology Assets. Applications and/or Services (TAAS)
. assword Management  [Select a new password upon first use after account recovery. Functional | Intersects With e e CFG-02  [fhat are consistent with industry.accepted system hardening standards. 8
Authenticate, Adthorize IMechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.07. Password Management ~ [Select a new password upon first use after account recovery. Functional | Intersects With et (AN, IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
[service Provider (ESP)
Mechanisms exist to:
(1) securely manage authenticators fo users and devices; and
03.05.07. Password Management ~ [Select a new password upon first use after account recovery. Functional | Intersects With |Authenticator Management|  1AC-10 () Ensure the strength e 1 8
of the data being accessed.
. Password-Based : Mechanisms exist to enforce complexity, length and lifespan considerations
03.05.07. Password Management ~ [Select a new password upon first use after account recovery. Functional Subset Of o Dase [EXSR R S g i Al e Ao st e 10
: y Mechanisms exist to ensure default authenticators are changed as part of
03.05.07.€ Password Management ~ [Select a new password upon first use after account recovery. Functional | Intersects With | Default Authenticators | 1AC10.8  |WechaTISTS et o ensure dcfaul 3
Automated System
03.05.07. Password Management  [Select a new password upon first use after account recovery. Functional | Intersects With | ~ Account Management | 1AC-15.1  [AUtomateq Mechaniems exist to support the management of system 5
ot asgemel laccounts (e.g., directory services).
Mechanisms exist to develop, document and maintain secure baseline
Enforce the following composition and complexity rules for passwords: Secure Baseline [configurations for Technology Assets, Applications and/or Services (TAAS)
03.05.07.F Password S atond Rion and complexity rures] Functional Subset O Configurations CFG-02 |that are consistent with industry-accepted system hardening standards. 10
Mechanisms exist to:
Enforce the following composition and complexity rules for passwords: (1) Securely manage authenl\cawrs for users and devices; and
03.05.07F Password 'g compo R & mmwefﬂ(y Tures] Functional | Intersects With |Authenticator IAC-10  |(2) Ensure the strength is to 8
7 the dato being accatsed.
Enforce the following composition and complexity rules for passwords: Password-Based : Mechanisms exist to enforce complexity, length and lifespan considerations
03.05.07.F Password and complexity rules] Functional | Intersects With Authentication IAC-10-1 g ensure strong criteria for password-based authentication. 8
03,0507 Password Exforce the foluing compestion and compiexty es o peserords Functional | Intersects With | Password Managers 1AC-10.11]Mechanisms exist to protect and store passwords via a password manager B
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Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control e i
Automated System
03.05.07.F Password Exforce the folowing compositon and complexty ules or passwords. Functional | ntersects Wit | Account Management | 1AC15.1  [AWomated mechanisms exist o Support the management of system s
plexity (Directory Services) 9 v
03.05.08 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.05.09 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.05.10 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to obscure the feedback of authentication information
lduring the authentication process to protect the information from possible
03.05.11 Authentication Feedback |OPSure feedback of authentication information during the authentication Functional Equal Authenticator Feedback | IAC11  [axplotation/use by unadthorized individuals s 10
03.05.12 NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to:
|Verify the \denmy of the individual, group, role, service, or device receiving the y (1) Securely manage authenticators for users and devices; and
03.05.12. of the ndividue crvice o« Functional Subset Of  |Authenticator Management|  1AC-10  |(2) Ensure the strength of % Tothe 10
Jof the data being accessed.
Verity the identy of the iniidual roup,role, servce, o deice receiing the . In-Person or Trusted Third- : Mechanisms exist to conduct in-person or trusted third-party identify
03.05.12.A4 art of the initial istribution. Functional | Intersects With Party Registration IAC10.3  erification before user accounts for third-parties are created. 8
erity the identy of the iniidual roup,role, servce, o deice receiing the . Identity Proofing (identity g Mechanisms exist to verify the identity of a user before issuing
03.05.12.A art of the initial istribution. Functional | Intersects With Verification) IAC28 |5 thenticators or modifying access permissions. 8
Mechanisms exist to:
Establish mma\ authenticator content for any authenticators issued by the y (1) Securely manage authenticators for users and devices; and
03.05.12.8 Authenticator Management|°201%" o Functional SubsetOf  [Authenticator Management|  1AC10  [12) Ensure the strength of % To the 10
of the data being accessed.
Establish iniial authenticator content for any authenticators ssued by the . Password-Based : Mechanisms exist to enforce complexity, length and lifespan considerations
03.05.12.8 Authenticator Managementl, g nizatio Functional | Intersects With Authentication IAC101 g ensure strong criteria for password-based authentication. s
Mechanisms exist to:
Establish and implement administrative procedures for initial authenticator ) (1) Securely manage authenticators for users and devices; and
03.05.12.C or lost, o and for revoking | Functional SubsetOf  [Authenticator Management|  1AC10  [12) Ensure the strength of % o the 10
authenticators, of the data being accessed.
Establish and implement administrative procedures for initial authenticator
. Password-Based : Mechanisms exist to enforce complexity, length and lifespan considerations
03.0512.C orlost, - or and for revoking | - Functional | Intersects With Authentication IAC101 g ensure strong criteria for password-based authentication. 5
authenticators.
Establish and implement administrative procedures for initial authenticator
. Identity Proofing (identity . Mechanisms exist to verify the identity of a user before issuing
03.05.12.C or lost, o and for revoking | Functional | Intersects With Y oraofing i AC28 e e g e ho ey 5
authenticators
Mechanisms exist to develop, document and maintain secure baseline
) Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.05.12.0 hange default at first use. Functional Subset O Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards. 10
Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.12.0 hange default at first use. Functional | Intersects With VA IAC-01.2  [Audit (AAA) solutions, both on-premises and those hosted by an External 8
[service Provider (ESP)
Mechanisms exist to:
) (1) Securely manage authenticators for users and devices; and
03.05.12.0 hange default at frst use. Functional | Intersects With [Authenticator Management|  IAC-10  |(2) Eneure the etrength of s o the 8
lof the data being accessed
03.05.12.0 nange default At frst use Functional | Intersects with Password-Based IAC.10.1 | Mechanisms exist to enforce complexity, length and lifespan considerations s
Authentication lto ensure strong criteria for password-based authentication.
03.05.12.0 hange default at first use. Functional | Intersects With | Default Authenticators | IAC-10.8  [Miechanisms exist to ensure default authenticators are changed as part of 8
laccount creation or system installation.
Automated System
03.05.12.0 hange default at first use. Functional | Intersects With | Account Management | 1AC-15.1  [AUrometed mechanisms exist to support the management of system 8
(Directory Services) 9 o -
(Change or refresh authenticators [Assignment: organization-defined frequency] dentity & Access g Mechanisms exist to facilitate the implementation of identification and
03.05.12.8 lor when the following events occur: [Assignment: organization-defined events]. Functional Subset Of Management (1AM) IAC01 2 cess management controls. 10
Mechanisms exist to:
(Change or refresh frequency] ) (1) Securely manage authenticators for users and devices; and
03.05.12.€ Authenticator Managementl S0 O LEl e BT e T oitaotian Hofacn ceme]] | Functional | Intersects With [Authenticator Management|  1AC-10  [3) Ensure the strength of . o the 8
lof the data being accessed.
(Change or refresh frequencyl Password-Based g IMechanisms exist to enforce complexity, length and lifespan considerations
03.05.12.€ Authenticator Management| .\ no . the following events occur: [Assignment: organization- anaen events]. Functional | Intersects With Authentication IAC10.1 | ensure strong criteria for password-based authentication. 5
03.05.12.E Authenticator Management{Change or refresh MeQUenSY] | funcional | intersects With | Account Mansbement | 1G5 [Automated mecharisms exist to support the management of system 5
- 9 lor when the following events occur: [Assignment: organization- deﬁned events]. 9 "1 laccounts (e.g., directory services).
(Directory Services)
authenticate, Authorize IMechanisms exist to strictly govern the use of Authenticate, Authorize and
03.05.12.F t content from disclosure and Functional | Intersects With STV IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 3
[service Provider (ESP)
Mechanisms exist to:
(1) Securely manage authenticators fo users and devices; and
03.05.12.F ¢ content from disclosure and Functional | Intersects With |Authenticator Management|  IAC-10  |(2) Ensure the strength o e o the 5
7 he o being accassed.
Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
03.05.12.F t content from disclosure and Functional | Intersects With Authentication IAC10.1 5 ensure strong criteria for password-based authentication. 3
orotection of [Mechanisms exist to protect authenticators commensurate with the
03.05.12.F t content from disclosure and Functional Subset Of IAC-10.5  [sensitivity of the information to which use of the authenticator permits 10
Authenticators
Automated System
03.05.12.F t content from disclosure and Functional | Intersects With | Account Management IAC15.1 ;‘::gu'":s(deme‘;fe"('f;“f iz'rffl(“e’:’“"p“ the management of system 3
(Directory Services) 9 Y
Implement an incident-handiing capability that is consistent with the incident Incident Response Mechanisms exist to implement and govern processes and documentation to
03.06.01 Incident Handling  |response plan and includes preparation, detection and analysis, containment, Functional Subset O dent Respo IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
leradication, and recovery. P jprotection-related incidents.
Mechanisms exist to cover:
(1) Preparation;
Implement an incident-handiing capability that is consistent with the incident (2) Automated event detection or manual incident report intake;
03.06.01 Incident Handling  |response plan and includes preparation, detection and analysis, containment, Functional | Intersects With | Incident Handling 1RO-02  |(3) Analysis; 8
leradication, and recovery. (@) Containment;
(5) Eradication; and
(6) Recovery.
Implement an incident-handiing capability that is consistent with the incident
03.06.01 Incident Handling  |response plan and includes preparation, detection and analysis, containment, Functional | Intersects with | 'mcident '?f;}{’f”sg Plan 1Ro-04  [Mechanisms ‘2‘*2‘8‘3‘5‘5(‘{‘;;;"[:23 Make available a current and viable 8
leradication, and recovery. P i
Implement an incident-handiing capability that is consistent with the incident Sensiive | Reguiated Data Mechanisms exist to respond to sensitive/regulated data spils.
03.06.01 Incident Handling  |response plan and includes preparation, detection and analysis, containment, Functional | Intersects With e f Reguiate 1RO-12 3
leradication, and recovery. Pill Resp:
Incident Monitoring,
03.06.02 Reporting, and Response NA Functional | No Relationship NA NA NA o INo applicable SCF control
Assistance
Mechanisms exist to cover:
(1) Preparation;
Incident Monitoring (2) Automated event detection or manual incident report intake;
03.06.02.A Reporting, and Response [Track and document system security incidents. Functional Subset Of Incident Handling 1RO-02  [(3) Analysis; 10
Assistance (@) Containment;
(5) Eradication; and
(6) Recovery.
Incident Monitoring, Situational Awareness For Mechanisms exist to document, monitor and report the status of
03.06.02.A Reporting, and Response [Track and document system security incidents. Functional | Intersects With 2 e IR0-09 [cybersecurity and data protection incidents to internal stakeholders all the 8
Assistance [way through the resolution of the incident.
Mechanisms exist to cover:
(1) Preparation;
Incident Monitoring, (2) Automated event detection or manual incident report intake;
Report suspected incidents to the organizational incident response capability
03.06.02.8 Reporting, and Response e Functional Subset Of Incident Handling 1RO-02  [(3) Analysis; 10
g, and Re within [Assignment: organization-defined time period]. ) e et
(5) Eradication; and
(6) Recovery.
Incident Monitoring, Mechanisms exist to document, monitor and report the statu:
03.06.02.8 Reporting, and Response ai%?:[;“;;ﬁ;‘fsn“”%f:”;fz‘a"n;';edf,?rfg‘dza""“’e”a‘S‘r’l‘g‘d"]e"‘ response capability Functional | Intersects with | SItuational Awareness For | 1pg.09  |cybersecurity and data protection incidents to internal akoonters al the 5
Assistance gl * orgl period]. [way through the resolution of the incident.
\ncident Monitoring IMechanisms exist to timely-report incidents to applicable:
: o |Report suspected incidents to the organizational incident response capability Incident Stakeholder : (1) Internal stakeholders;
03.06.02.8 Reporting, and Response |,ihin (assignment: organization-defined time period]. Functional | Intersects With rting 1RO-10|5) Affected clients & third-parties; and s
Assistance
(3) Regulatory authorities
Incident Monitoring, |pq 01t suspected incidents to the organizational incident response capability Cyber Incident Reporting IMechanisms exist to report sensitive/regulated data incidents in a timely
03.06.02.8 Reporting, and Response A aretion deed dme periodl Functional | Intersects Wit | for Sensiie /Regulated | 1RO-10:2 | eCUA 5
Mechanisms exist to cover:
1) Preparation;
Incident Monitoring, 2) Automated event detection or manual incident report intake;
03.06.02.C Reporting, and Response |Report incident tol) Functional Subset Of Incident Handling 1RO-02  [(3) Analysis; 10
Assistance (4) Containment;
5) Eradication; and
6) Recovery.
IMechanisms exist to timely-report incidents to applicable:
Incident Monitoring,
. Incident Stakeholder : (1) Internal stakeholders;
03.06.02.C Reporting, and Responise [Report ncident to Functional | Intersects With rting IRO-10 | e e v parties: and 5
(3) Regulatory authorities.
Incident Monitoring, Cyber Incident Reporting
03.06.02.C Reporting, and Response |Report incident tol d Functional | Intersects With | for Sensitive / Regulated | 1RO-10.2  [mechanisms exist to report sensitive/regulated data incidents in a timely 5
ssistance ta
Incident Monitoring,
Regulatory & Law Mechanisms exist to maintain incident response contacts with applicable
0 " i .
03.06.02.C Reporting. and Resporise |Report incdent to Functional | Intersects With | ¢ Reduatory &law RO-14 e oot aaoncios 8
Mechanisms exist to cover:
(1) Preparation;
Incident Monitoring, (2) Automated event detection or manual incident report intake;
03.06.02.0 Reporting, and Response [F10VIS2 &N Incident response support resource that offers advice and assistance. | gynciona) Subset Of Incident Handling 1RO-02  |(3) Analysis; 10
Assistance Y 'Y porting (4) Containment;
(5) Eradication; and
(6) Recovery.
ncident Honioring Mechanisms exist to provide Incident response advice and assistance to
ident Monitori
" . [Provide an incident response support resource that offers advice and assistance i Incident Reporting g lusers of Technology Assets, Applications and/or Services (TAAS) for the
03.06.02.0 Reporting, and Response |¢ % cec T o ing and reporting incidents. Functional Subset Of ‘assistance IRO-11 |handling and reporting of actual and potential cybersecurity and data 10
Assistance rotection incidents.
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Mechanisms exist to formally test incident response capabilities through
03.06.03 Incident Response Testing [T°5% 11 Sfieciiveness of tne incident response capabilty [Assignment: Functional Subset Of | Incident Response Testing | IR0-06 |realistic exercises to determine the operational effectiveness of those 10
lcapabilities.
03.06.04 Incident Response Training N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
03,0600 Incdent Response Training|{0/198 G4SN €5ponse training o syste users comsstent wih assGned 10165 | uncional | Inersects Wich Defined Roles & WRs.03 [Iechanisms exit o Gefne cybersecurity Foles & fesponsibiies or o B
orovide mcident . ooyt et o Mechanisms exist to formally educate authorized users on proper data
03.06.04.4 Incdent Response Training 1o 42 Incident response trining tosystem users consstent wih assioned 19e5|  eyncional | intersects Wit | Forme indoctrination |  HRS-04.2 |handling pactices forai th relevant types ofdata to which they have 8
Jaccess.
03,0600 Incdent Response Training 71O/ 108 INCAENE [€S30nS Hraining toSyStem users ConSItent With assigned f9es | nctanal Subset Of | Incident Response Training|  1RO-05 | MEchanisms exist to train personnel i their incident response roles and 0
Mechanisms exist to provide role-based security, compliance and resilience-
; Role-Based Security, related training:
03.06.04.A Incident Response Training|Pr0y/19€ ncldent response training to system users consistent with assigned roles | g nctional | Intersects With | Compliance & Resilience | SAT-03 (1) Before authorizing access to the system or performing assigned duties; 8
P Training (2) When required by system changes; and
(3) Annually thereafter.
Within [Assignment: organization-defined time period] of assuming an incident Mechanisms exist to formall educate authorized users on proper dota
: - i i ' handi tices for all the relevant f data to which they
03.06.04.A.01 Incident Response Training| V211" [ASSIonment organizarion defincd time periodl o2 Functional | Intersects With | Formal Indoctrination | HRS-04.2  nandling practices for al the relevant types of data to which they have 3
Mechanisms exist to provide role-based security, compliance and resilience-
N Role-Based Security, related training:
030604401 [incident Response Traning| i [Assignment:organization defined time period]of assuming an ncdent | funcionol | ntersects With | Compiance & Resiorce |  SAT03  |[1) Before sumberizing access t the system or peforming assigned dutis: .
P P Y quiring sy: g Training (2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:
03.06.04.A.02 Incident Response Training|When required by system changes, and Functional | Intersects With | Compliance & Resilience |  SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
Training (2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to provide role-based security, compliance and resilience
03.06.04.A.02 Incident Response Training|When required by system changes, and Functional | Intersects With | Cyber Threat Environment |  SAT-03.6  [awareness training that is current and relevant o the cyber threats that 5
lusers might encounter in day-to-day business operations.
03.06.04..03 Incident Response Training[Assignment: organization-defined frequency] thereafter. Functional | Intersects With |Incident Response Training|  1R0-05  [\iechanisms exist to train personnel in their incident response roles and 5
Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
03.06.04.A.03 Incident Response Training|[Assignment: organization-defined frequency] thereafter. Functional | Intersects With | Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training tha is 5
Training relevant for their job function.
) Mechanisms exist to regularly review and modify incident response practices
Review and update incident response training content [Assignment: organization-|
03.06.04.8 Incident Response Training o Functional | Intersects With IRP Update 1R0-04.2  to incorporate lessons learned, business process changes and industry 8
ldefined frequency] and following [Assignment: organization-defined events]. Ay
Mechanisms exist to use qualitative and quantitative data from incident
response testing to
Review and update incident response training content [Assignment: organization-| Continuous Incident y (1) Determine the effectiveness of incident response processes:
03.06.04.8 Incident Response Training| e finoq frequency] and following [Assignment: organization-defined events] Functional | Intersects With | pocponce Improvements | 'RO-943  (13) Continuously improve incident response processes; an 8
(3) Provide incident response measures and metrics that are accurate,
lconsistent and in a reproducible format
- Mechanisms exist to incorporate lessons learned from analyzing and
03.06.04.8 Incident Response Training| oy ory and UPdate incident respanse training content [Assignment: organization-| - gunctional | Intersects with | R4 G2use Analysis (RCA)| 1513 |resolving cybersecurity and data protection incidents to reduce the likelinood 8
ldefined frequency] and following [Assignment: organization-defined events]. Lessons Learne
Jor impact of futire incidents.
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:
03.06.04.8 Incident Response Training| ey ooy ir": ﬁggj‘? ;?“d“’;";;;f‘:““&s;“::‘"e":l ‘gr“t;"‘fzg‘;“?r“ggg:’e‘; gg:":‘;]a"““' Functional | Intersects With | Compliance & Resilience SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 3
quency| 9 9 9 Training (2) When required by system changes; and
(3) Annually thereafter.
Continuing Professional Mechanisms exist to ensure security, compliance and resilience personnel
Review and update incident response training content [Assignment: organization- Education (CPE) - Security, y receive Continuing Professional Education (CPE) training to maintain currency
03.06.04.8 Incident Response Training| e finoq frequency] and following [Assignment: organization-defined events] Functional | Intersects With | "corliance & Resilience | 51037 land proficiency with industry-recognized secure practices that are pertinent 3
nel o their assigned roles and responsibilities.
03.06.05 Incident Response Plan N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
03.06.05.A Incident Response Plan [Develop an incident response plan that Functional Subset O b RO-0 e o e o) 1o 10
Provides the organization with a roadmap for implementing its incident response Incident Response Plan y Mechanisms exist to maintain and make available a current and viable
03.06.05.A.01 Incident Response Plan |PTOVISES ! Functional Subset Of o RO-04 e o o o) 1o 10
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
03.06.05.A.02 Incident Response Plan  [Describes the structure and organization of the incident response capability, Functional Subset O o RO-0 e o o (o) e 10
Provides a high-level approach for how the incident response capability fits into Incident Response Plan y Mechanisms exist to maintain and make available a current and viable
03.06.05.A.03 Incident Response Plan _[FTOVI4ES & 10T leyel Functional Subset Of fE RO-08 e o o (o) 1o 10
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
03.06.05.A.04 Incident Response Plan [Defines reportable incidents, Functional Subset Of fE RO-04 e o o (o) e 10
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
03.06.05.A.05 Incident Response Plan  [Addresses the sharing of incident information, and Functional Subset Of fE RO-0 e o o (o) o 10
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
03.06.05.A.06 Incident Response Plan  [Designates responsibilities to organizational entities, personnel, or roles. Functional Subset Of b RO-0 e o o (o) o 10
Distribute copies of the incident response plan to designated incident response Incident Response Plan g Mechanisms exist to maintain and make available a current and viable
03.06.05.8 Incident Response Plan |0 onnel (identified by name and/or by role) and organizational elements. Functional Subset OF (IRP) 1RO-04 lin Cident Response Plan (IRP) to all stakeholders. 10
Mechanisms exist to regularly review and modify incident response practices
lUpdate the incident response plan to address system and organizational changes|
03.06.05.C Incident Response Plan Functional | Intersects With IRP Update IR0-04.2  to incorporate lessons learned, business process changes and industry 5
or problems encountered during plan implementation, execution, or testing. o oo oo
03.06.05.0 Incident Response Plan |Protect the incident response plan from unauthorized disclosure. Functional Subsetof | Sensitive/ Regulated Data) gy g1 g‘;‘f:srs‘:(;”;“m;‘;&fe'g_‘m sensitive/regulated data wherever 10
03.06.05.0 Incident Response Plan |Protect the incident response plan from unauthorized disclosure. Functional | Intersects With ﬁ:g;z:g’};‘ﬁfﬁ HRS-03 g‘:{‘s’;’r“‘;’"s exist to define cybersecurity roles & responsibilities for all 8
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
. [Technology Assets, Applications, Services andor Data (TAASD) to restrict
03.06.05.D Incident Response Plan [Protect the incident response plan from unauthorized disclosure. Functional | Intersects with | R°1&-Baseq Aceess Control) ac.og 120000 e e ot Bkt s 8
Access To Sensitive Mechanisms exist to limit access to sensitive/regulated data to only those
03.06.05.0 Incident Response Plan  [Protect the incident response plan from unauthorized disclosure. Functional | Intersects With Ronotes Dot G201 e e ot rotres sueh pemess 8
03.07.01 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.07.02 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.07.03 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.07.04 Maintenance Tools NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With | Asset Governance AL e e o e g ment oo 5
03.07.04.A Maintenance Tools  |Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With | Security of Assets & Media|  AST-05 ME‘ha“‘smsc‘f;‘;‘y‘;;ga;f“a'” Strict control over the intemal or external 3
Mechanisms exist to develop, disseminate, review & update procedures to
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional Subset Of | Maintenance Operations | MNT-0L 0o o o 0 ey, e e e P oatovarice. 10
Mechanisms exist to conduct controlled maintenance activities throughout
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With | Controlled Maintenance |  MNT-02  [echanisme xstlo conduct controled mantenance et es o 8
Mechanisms exist to obtain maintenance support and/or spare parts for
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With |  Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 8
Recovery Time Objective (RTO).
Mechanisms exist to perform preventive maintenance on critical Technology
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With | Preventative Maintenance | MNT-03.1 ~[yEChameme X 1o erfomn Preventiue na 8
03.07.04.A Maintenance Tools  |Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With Maintenance Tools MNT-04  [Mechanisms exist to control and monitor the use of system maintenance 8
Mechanisms exist to ensure off-site maintenance activities are conducted
03.07.04.A Maintenance Tools  [Approve, control, and monitor the use of system maintenance tools. Functional | Intersects With |  Off-Site Maintenance MNT-09  fsecurely and the asset(s) undergoing maintenance actions are secured 3
lduring physical transfer and storage while off-site.
ICheck media with diagnostic and test programs for malicious code before it is y Mechanisms exist to inspect maintenance tools carried into a facility by
03.07.04.8 Maintenance Tools e in the system Functional Subset Of Inspect Tools MNT-04.1 " |maintenance personnel for improper or unauthorized modifications. 10
Prevent the removal of system maintenance equipment containing Cl by Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
03.07.04.C Maintenance Tools  |verifying that there is no Cl on the equipment, sanitizing or destroying the Functional | Intersects With | Destruction or Re-Use of |  AST-09  |components using organization-defined techniques and methods to prevent 5
lequipment, or retaining the equipment within the facility. Equipment information being recovered from these components.
Prevent the removal of system maintenance equipment containing Cl by Mechanisms exist to sanitize system media with the strength and integrity
03.07.04.C Maintenance Tools  |verifying that there is no Cl on the equipment, sanitizing or destroying the Functional | Intersects With | System Media DCH-09 with the or sensitivity of the information prior to 8
lequipment, or retaining the equipment within the facility. ldisposal, release out of organizational control or release for reuse.
Prevent the removal of system maintenance equipment containing Cl by
03.07.04.C Maintenance Tools  |verifying that there is no Cl on the equipment, sanitizing or destroying the Functional | Intersects with | Prevent Unauthorized MINT-04.3 e e L e v cauipPment undergoing 8
lequipment, or retaining the equipment within the facility.
03.07.05 Nonlocal Maintenance N/A Functional | No Relationship NA NA NA o INo applicable SCF control
Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize and
03.07.05.A Nonlocal Maintenance  |Approve and monitor nonlocal maintenance and diagnostic activities. Functional | Intersects With (AN, IAC01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
[service Provider (ESP)
03.07.05.A Nonlocal Maintenance  |Approve and monitor nonlocal maintenance and diagnostic activities. Functional | Intersects With | P1980 ACCos BY NO | 1aC.05.2  |Mechanisms exist to proibit privileged access by non-organizational users. 3
Mechanisms exist to conduct controlled maintenance activities throughout
03.07.05.A Nonlocal Maintenance  |Approve and monitor nonlocal maintenance and diagnostic activities. Functional | Intersects With | Controlled Maintenance |  MNT-02  [HeChanISTS xot 19 conduct conioled matenance et ives rondls 8
0307054 Nonloca Hointenance.|Approve and moritor nonocal maintenance and diagnestic activies. Functonal | nersects Wih | Remote antenance | T lechansms s o authoize monior and corol emote, nonocl ’
Auditing Remote Mechanisms exist to audit remote, non-local maintenance and diagnostic
03.07.05.A Nonlocal Maintenance |Approve and monitor nonlocal maintenance and diagnostic activities. Functional | Intersects With uditing Remo MNT-05.1  [sessions, as well as review the maintenance action performed during remote 3
sessions
; Remote Maintenance Pre- y Mechanisms exist to require maintenance personnel to obtain pre-approval
03.07.05.A Nonlocal Maintenance  [Approve and monitor nonlocal maintenance and diagnostic activities. Functional | Intersects With ena MNT-05.5 e o e ol e ot 8
Implement multi-factor authentication and replay resistance in the establishment Replay-Resistant y ; )
03.07.05.8 Nonlocal Maintenance _|(TPiement mui fector authentication and repley Functional | Intersects With \eplay Resistan IAC-02.2  |Automated mechanisms exist to employ replay-resistant authentication. 8
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Implement multi-factor authentication and replay resistance in the establishment

Automa(ed mechanisms exist to enforce Mum-ractor Authentication (MFA)

(1) Remote network access;
((2) Third-party Technology Assets, Applications and/or Services (TAAS); and/

[controlled areas.

ction

lprocessed and/or stored.

Multi-Factor Authentication
03.07.05.8 Nonlocal Maintenance ~[/TIPiement muifactor authentication and repiey Functional | Intersects With o acos |2 8
(3) Non-console access to critical TAAS that store, transmit andor process
[sensitive/regulated data.
Implemert Mt factor authentication and repay resstance n the establnment 05| Mechanisms exist to authorize, monitor and control remote, non-local
03.07.05.8 Nonlocal Maintenance  [mPIement i o) Functional | Intersects With | Remote Maintenance MNT-05 e o re: o 5
Implement multi-factor authentication and replay resistance in the establishment Remote Maintenance y (ryptographic mechanisms exist o protect the ntegrty and confdentialty
03.07.05.8 Nonlocal Maintenance ot noniocal maintenance and diagnostic sessions. Functional | Intersects WIth | cryptographic protection | MNT-093 " |of remote, non-local and diagnost 3
: [Automated mechanisms exist to log out users, both locally on the network
03.07.05.C Nonlocal Maintenance ~ [Terminate, session and network connections when nonlocal maintenance is Functional | Intersects With |  Session Termination IAC-25  [and for remote sessions, at the end of the session or after an organization- 3
Pl |defined period of inactivity.
[Terminate session and network connections when norlocal maintenance s . Mechanisms exist to authorize, monitor and control remote, non-local
03.07.05.C Nonlocal Maintenance complete Functional Intersects With Remote Maintenance MNT-05 and diagnostic activities. 5
Mechanisms exist to provide remote disconnect verification to ensure
[rerminate session and network conections when norlocal maintenance is . Remote Maintenance
03.07.05.C Nonlocal Maintenance ~[[ermin Functional | Intersects With | ReMmote Maintenance | 054 lremote, non-local maintenance and diagnostic sessions are propery 8
03.07.06 Maintenance Personnel NA Functional | No Relationship NA NA NA o INo applicable SCF control
03.07.06.A Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional | Intersects With Defined Roles & HRS-03  |Mechanisms exist to define cybersecurity roles & responsiblies for ol 5
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
) ' [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
03.07.06.A Maintenance Personnel |Establish a process for maintenance personnel authorization Functional | Intersects with | RO BESEER’;;?)SS OO 1AC.08  [yccess to Individusis assigned specific roles with legitimate business needs. 5
03.07.06.4 Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional SubsetOf | Maintenance Operations | MNT-01  [Mechanisms exist to develop, disseminate, review & update procedures to 10
facilitate the implementation of maintenance controls across the enterprise.
: . Authorized Maintenance Mechanisms exist to maintain a current list of authorized maintenance
03.07.06.4 Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional | Intersects With zed Maint MNT-06  [llechanisms exist Lo mern' 5
Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance personnel
03.07.06.A Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional | Intersects With |  Without Appropriate | MNT-06.1 |who do not have appropriate access authorizations, clearances or formal 5
laccess approvals are appropriately mitigated,
Non-System Related Mechanisms exist to ensure that non-escorted personnel performing non-IT
03.07.06.A Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional | Intersects With System Rela MNT-06.2 [maintenance activities in the physical proximity of systems have required 5
Jaccess
03.07.06.A Maintenance Personnel  [Establish a process for maintenance personnel authorization Functional | Intersects With Party Management | TpM-01  [Mechanisms exist to faciltate the implementation of third-party management 5
Mechanisms exist to maintain a current, accurate and complete list of
External Service Providers (ESP) that can potentially impact the
03.07.06.A Maintenance Personnel |Establish a process for maintenance personnel authorization. Functional Intersects With | Third-Party Inventories. TPM-01.1 [Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5
lorganization's Technology Assets, Applications, Services andjor Data
(TAASD).
Mechanisms exist to require contractual requirements for applicable security,
Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
03.07.06.A Maintenance Personnel ~[Establish a process for maintenance personnel authorization. Functional | Intersects With sk v TPM05  [orotization's needs to protect its Technology Assete, Applications, Services 5
landfor Data (TAASD).
Mechanisms exist to document and maintain a Responsible, Accountable,
Responsible, Accountable,
03.07.06.A Maintenance Personnel  [Establish a process for maintenance personnel authorization Functional | Intersects With | Supportive, Consulted & | TPM-05.4  [>JPPortive, Consulted & Informed (RASCI) matrix, or similar documentation, 3
e ot o lto delineate assignment for security, compliance and resilience controls
between interal stakeholders and External Service Providers (ESPs).
03.07.06.8 Maintenance Personnel |Maintain a list of authorized maintenance organizations or personnel. Functional Equal Authorized Maintenance | g ~ [Mechanisms exist to maintain a current list of authorized maintenance 10
Personnel lorganizations or personnel
Verify that non-escorted personnel who perform maintenance on the system ‘Authorized Maintenance o6 [Mechanisms exist to maintain a current list of authorized maintenance
03.07.06.C Maintenance personnel |veTY (et non escorted per Functional | Intersects With laints MNT-06 e e e 5
Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance personnel
03.07.06.C Maintenance Personnel |Verfy that non-escorted personnel who perform maintenance on the system Functional Subset Of Without Appropriate MNT-06.1 |who do not have appropriate access authorizations, clearances or formal 10
P d laccess approvals are appropriately mitigated.
Mechanisms exist to ensure that non-escorted personnel performing non-IT
Verify that non-escorted personnel who perform maintenance on the system Non-System Related y
03.07.06.C Maintenance Personnel |11 (L 10T eecorted B o Functional | Intersects With " System Rele MNT-06:2 maintenance activities i the physial proximity of ystems have requied 5
Designate organizational personnel with required access authorizations and Competency Requirements ;
03.07.06.0 Maintenance Personnel [technical competence to supervise the maintenance activities of personnel who |  Functional | Intersects With | for Security-Related HRs-03.2  [Mechanisms exist to ensure that all security-rejated positions are staffed by 8
|do not possess the required access authorizations. Positions A Y
Designate organizational personnel with required access authorizations and . . ;
03.07.06.0 Maintenance Personnel [technical competence to supervise the maintenance activities of personnel who | Functional | Intersects with | Avtherized Maintenance | g Mechanisms exist to maintain a current lst of authorized maintenance 8
ldo not possess the required access authorizations. g P
Designate organizational personnel with required access authorizations and Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance personnel
03.07.06.0 Maintenance Personnel ~[technical competence to supervise the maintenance activities of personnel who |  Functional | Intersects With |  Without Appropriate | MNT-06.1  [who do not have appropriate access authorizations, clearances or formal 8
ldo not possess the required access authorizations. laccess approvals are appropriately mitigated,
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
03.08.01 Media Storage Physically control and securely store system media that contain CI. Functional | Intersects With Data Stewardship DCHOL  |Mechanisms exist to ensure data stewardship s assigned, documented and 5
Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With ot peho1z [lechanisme eriet 1o pre: 5
Defining Access .
IMechanisms exist to explicitly define authorizations for specific individuals
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Imersects with [autnorizaton for Senitvel | DCHOL4 e Senekerequatea data 5
Mechanisms exist to ensure data and assets are categorized in accordance
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With | Data & Asset Classification|  DCH-02  [WeEhariems Sxistfo ensute date and asses bre cateaorized I ot 5
Mechanisms exist to control and restrict access to digital and non-digital
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With Media Access DeHo3  [Miechanisms exist to control and 5
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital media within
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With Media Storage DCH-06  [controlled areas using organization-defined security measures; and 5
(2) Protect system media unti the media are destroyed o sanitized using
lapproved equipment, techniques and procedures.
03.08.01 Media Storage Physically control and securely store system media that contain CI. Functional | Intersects With |Physically Secure All Media| DCH-06.1 ~ [Mechanisms exist to physically secure all media that contains sensitive 5
Making Sensitive Dat Mechanisms exist to ensure sensitive/reguiated data is rendered human
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects with | [12K79 Senstive Doty | peh-os.a ahore ted data ke 5
Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With p nviron PES0L e hiols 3
Physical Access PPhysical access control mechanisms exist to maintain a current lst of
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With el Access PES-02 personnel with authorized access to organizational facilities (except for those 3
Jareas within the facility officially designated as publicly accessible).
Physical access control mechanisms exist to authorize physical access to
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects With |Role-Based Physical Access|  PES02.1 |PYSItal access Sonieor Techanisms st 10 auBories | 3
IMechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, g t require limited physical access so that appropriate
03.08.01 Media Storage Physically control and securely store system media that contain CI Functional | Intersects with [PYSjea! Securlty of Off P08 o conas st Bocgted and Inslomantat for mfivas reoms 8
Jand facilites.
03.08.01 Media Storage Physically control and securely store system media that contain CI. Functional | Intersects With | Working in Secure Areas | PES-04.1  |rhYSical security mechanisms exist to allow only authorized personnel access 8
Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it is
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With o Regat DCHOLZ e e e, 5
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | ntersects With [Authorsations for Senstive| DCH.01a [1Echanisms exist to expliiy define autharizations for specii individuals 5
¥ P - | Regulated Data land/or roles for logical and /or physical access to sensitive/regulated data.
Mechanisms exist to control and restrict access to digital and non-digital
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional Subset Of Media Access DCH03  [Mechanisms exist to control and 10
Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With e s HRS03  echanis 3
Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With e viron PES.0L  [Mechanioms el 3
Physical Access PPhysical access control mechanisms exist to maintain a current lst of
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With Sy eical Access PES-02 personnel with authorized access to organizational facilities (except for those 3
lareas within the facilty officially designated as publicly accessible).
Physical access control mechanisms exist to authorize physical access to
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With |Role-Based Physical Access|  PES-02.1 [ /"s1eal access covo mechanisme exst 10 auiborlee 3
IMechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, o4 [environments that require limited physical access so that appropriate
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects with [PYSjea! Securlty of Off pES.04 BT S ontrls e Gesghedand Impemenced o e, rooms 3
Jand facilitie:
03.08.02 Media Access Restrict access to Cl on system media to authorized personnel or roles. Functional | Intersects With | Working in Secure Areas | PES-04.1 f:;;‘:::::ﬁ:;‘;y mechanisms exist to allow only authorized personnel access 3
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
03.08.03 Media Sanitization  |o2riie system media that contain ) prior to disposal, release out of Functional | Intersects With | Destruction or Re-Use of |  AST-09  [components using organization-defined techniques and methods to prevent 8
9 . Equipment information being recovered from these components.
Sanitize system media that contain CI prior to disposal, release out of os [ Mechanisms exist to securely dispose of media when It s no longer required,
03.08.03 Media et Functional | Intersects With | Physical Media Disposal | DCH08  |iechanieme exst 1o sea 8
Mechanisms exist to sanitize system media with the strength and integrity
03.08.03 Media Sanitization  |>2riize system madia that contain ) prior to disposal, release out of Functional | Intersects With | System Media DCH-09 with the or sensitivity of the information prior to 8
9 g ldisposal, release out of organizational control or release for reuse.
Sanitize system media that contain CI prior to disposal, release out of _
03.08.03 Media P o Functional | Intersects With |  Information Disposal DCH-21  [Mechanisms exist to securely dispose of, destroy or erase information. 8
Mari system media that contain Cl to indicate distribution limitations, handling 0, | Mechanisms exist to ensure data and assets are categorized in accordance
03.08.04 Media Marking - |cayeats, and applicable CI markings Functional | Intersects With-|Data & Asset Classification|  DCH-02 |, appiicable statutory, regulatory and contractual requirements. 8
Mechanisms exist to mark media in accordance with data protection
03.08.04 Media Marking e el ot 0 Indicate distribution imiations, handiing Functional | Intersects With Media Marking DCH-04  [requirements so that personnel are alerted to distribution limitations, 8
. and app! g handiing caveats and applicable security requirements
03.08.05 Media Transport N/A Functional | No Relationship NA NA NA o INo applicable SCF control
Protect and control system media that contain Cl during transport outside of . ) Mechanisms exist to ensure data stewardship is assigned, documented and
03.08.05.A Media Transport ~ |Protect and cont Functional | Intersects With | Data Stewardship DCHOLL  [Mechanisms ex 5
03.08.054 Media Transport _|PrOLeCt and control system media that contain Ci during transport outside of Functional | Intersects with | SenSItive / Reguiated Data | o cor > [Mechanisms exist to protect sensitivelregulated data wherever it is S
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Protect and control system media that contain Cl during transport outside of 07 |Mechanisms exist to protect and control digital and non-digital media during
03.08.05.A Media Transport controlied areas. Functional | Intersects With | - Media Transportation PCHO7 liransport outside of controlled areas using appropriate security measures. 8
Protect and control system media that contain Cl during transport outside of : y Mechanisms exist to identify custodians throughout the transport of digital or
03.08.05. Media Transport ~[Protect and cont Functional | Intersects With Custodians Deho7.1 [Mecherisme exis 8
[Cryptographic mechanisms exist to protect the confidentiality and integrity
03.08.05.A Media Transport  [Frotect and control system media that contain C1 during transport outside of Functional | Intersects With |ECTYPUing Pata In Storage|  pcyg7.5 o information stored on digital media during transport outside of controlied 5
Jareas
Maintain accountability of system media that contain Cl during transport outside 07 |[Mechanisms exist to protect and control digital and non-digital media during
03.08.05.8 Media Transport ¢ controlled areas. Functional | Intersects With | - Media Transportation PCHO7liransport outside of controlled areas using appropriate security measures. 5
Maintain accountabillty of system media that contain CI during transport outside - : » Mechanisms exist to identify custodians throughout the transport of digital or
03.08.05.8 Media Transport  [Maintain accounta Functional | Intersects With Custodians Dero7.1 [Mechenisme exls 5
Mechanisms exist to ensure media records for sensitive/regulated data
03.08.05.C Media Transport ~ [Pocument activities associated with the transport of system media that contain | nctional | Intersects with | Sensitive FRegulated | - peyy 61 3 fcontain sufficient information to determine the potential impact in the event 8
Jof a data loss incident.
03.08.06 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.08.07 Media Use NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Mechanisms exist to develop, document and maintain secure baseline
Restrict or prohibit the use of [Assignment: organization-defined types of system . Secure Baseline Technology Assets, Applications and/or Services (TAAS)
03.08.07.A Media Use Imedial Functional Subset Of Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 10
Restrict or prohibit the use of [Assignment: organization-defined types of system . 10 echarisms exis 0 resiic he use of types of digital media on sysiems or
03.08.07.A Media Use e Functional Subset Of Media Use DcH10  [echenisme exet ! 10
Restrict or prohibit the use of [Assignment: organization-defined types of system . 1, [Mechanisms exist to restrict removable media in accordance with data
03.08.07.A Media Use e Functional | Intersects With | Removable Media Security|  DCH-12 |Mechenisrme et to restict fer 3
Mechanisms exist to prohibit the use of portable storage devices in
03.08.07.8 Media Use Prohibit the use of removable system media without an identifiable owner. Functional Equal  [Pronibit Use Without Owner|  DCH-10.2[Vechenieme &xit to proRibI the Lep of Do o e sumer 10
03.08.08 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.08.00 R N/A Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Mechanisms exist to create recurring backups of data, software and/or
System Backu 1 |system images, as well as verify the integrity of these backups, to ensure the
03.08.09.A oy P etion. [Protect the confidentialiy of backup information. Functional | Intersects With Data Backups D1l | ety R T Ot (a7 o 3
Recovery Point Objectives (RPOS).
03.08.09.A Crystem Backup Protect the confidentiality of backup information. Functional | Intersects With | Cryptographic Protection | BCD-11.4 |CryPtographic mechanisms exist to prevent the unauthorized disclosure 8
yptographic Protection land/or modification of backup information.
System Backu implement to prevent the disclosure of g [Cryptographic mechanisms exist to prevent the unauthorized disclosure
03.08.09.8 Cryptographic Protection |CI at backup storage locations. Functional Equal Cryptographic Protection | - BCD-11.4 |1 yjo- mogification of backup information. 10
03.09.01 Personnel Screening N/A Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to manage personnel security risk by assigning a risk
03.09.01.A Personnel Screening  [Screen individuals prior to authorizing access to the system. Functional | Intersects With | Position Categorization | ~HRS-02  |designation to all positions and establishing screening criteria for individuals 8
filling those positions.
02 [Mechanisms exist to manage personnel security risk by screening individuals
03.09.01.A Personnel Screening  [Screen individuals prior to authorizing access to the system. Functional Subset O Personnel Screening HRS-08 e e o o 10
Roles With Special IMechanisms exist to ensure that individuals accessing a system tha stores,
03.09.01.A Personnel Screening  [Screen individuals prior to authorizing access to the system. Functional | Intersects With | RoieS WIth Special | gs 041 ftransmits o processes information requiring special protection satisfy 8
lorganization-defined personnel screening criteria.
o Mechanisms exist to manage personnel security risk by assigning a risk
03.09.01.8 Personnel Screening ?j:;fﬁﬁ:;’:g"ﬂ‘f{f:‘Sr:‘;:::;?:"]‘e with [Assignment: organization-defined Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 8
quiring 9] ffilling those positions.
) Mechanisms exist to ensure that individuals accessing a system tha stores,
03.09.01.8 Personnel Screening ?s:;fﬁi:;’:g"‘“fﬂ“:‘Sr:‘;r‘e‘;’:’:"]‘e with [Assignment: organization-defined Functional | Intersects With | proyes Mith Special HRS-04.1 [transmits or processes information requiring special protection satisfy 8
auiring 9l lorganization-defined personnel screening criteria.
03.09.02 (T R ] N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
Mechanisms exist to adjust logical and physical access authorizations to
[Technology Assets, Applications and/or Services (TAAS) and facilities upon
03.09.02.A Personnel Termination and o, jngiyidual employment is terminated: Functional Subset OF Personnel Transfer HRS-08  |pereommel reaseignment o transter. in a dmely s (Taos) P 10
03.09.02.A Personnel Termination and o, individual employment is terminated Functional Subset Of personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 10
Mechanisms exist to expedite the process of removing "high risk” individual’s
laccess to Technology Assets, Applications, Services and/or Data (TAASD)
03.09.02.A.01 Personnel Termination and e pq system access within [Assignment: organization-defined time period], Functional | Intersects With | High-Risk Terminations | HRS-09.2  |apor termination, se determined by mansoement ( 5
[Automated mechanisms exist to nofify Identity and Access Management
03.09.02.A.01 Personnel Termination and e e system access within [Assignment: organization-defined time period], Functional | Intersects with | AVtomated Employment | - igsg9.4  [1aM) personnel or roles upon termination of an individual employment or 3
lcontract.
Personnel Termination and ) User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-registration
03.09.02.A.01 Disable system access within [Assignment: organization-defined time period], Functional | Intersects With i) AC0T e o warme the ssaiomment of aceoms nohts. 5
03.09.02.A.01 Personnel Termination and |ryc.1,j6 system access within [Assignment: organization-defined time period], Functional Equal Termination of 1AC-07.2  [itechanisms exist to revoke user access rights in a timely manner, upon 10
Mechanisms exist to expedite the process of removing "high fisk” individual’s
Personnel Termination and Terminate or revoke authenticators and credentials associated with the laccess to Technology Assets, Applications, Services and/or Data (TAASD)
03.09.02.A.02 et o Functional | Intersects With | High-Risk Terminations | HRS-09.2 | uon termination, s determined by management 5
[Automated mechanisms exist to nofify Identity and Access Management
03.00.02.A.02 Personne] Termination andFerminate or rovoke authenticators and credentials associated with the Functional | Intersects with | AVEomated Employment | - igs g9.4  [1aM) personnel or roles upon termination of an individual employment or 3
: lcontract.
Personnel Termination and|Terminate or revoke authenticators and credentials associated with the User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-registration
03.09.02.4.02 lindividual, and Functional | Intersects With Provisioning IAC07  |rocess that governs the assignment of access rights. 5
Personnel Termination and|Terminate or revoke authenticators and credentials associated with the Termination of Mechanisms exist to revoke user access rights in a timely manner, upon
03.09.02.A.02 e o Functional | Intersects With 1AC-07.2 " user acces 5
Mechanisms exist to ensure asset ownership responsiblliies are assigned,
03.09.02.A.03 Personnel Termination and g ot ieve security-related system property. Functional | Intersects With Asset Ounership AST-03 |tracked and managed at a team, individual, or responsible organization level 5
9 lto establish a common understanding of requirements for asset protection.
personmel Termination and IMechanisms exist to include capturing the name, position and/or role of
03.09.02.A.03 Retrieve security-related system property. Functional | Intersects With | Accountability Information |  AST-03.1  [individuals responsible/accountable for administering assets as part of the 5
ftechnology asset inventory process.
persomel Termination and [Mechanisms exist to ensure that employees and third-party users return all
03.09.02.A.03 Retrieve security-related system property. Functional Subset Of Return of Assets AST-10  |organizational assets in their possession upon termination of employment, 10
[contract or agreement.
03.09.02.A.03 Personnel Termination and g o1 ieve security-related system property. Functional | Intersects With | Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 5
Personnel Termination and Mechanisms exist to retrieve organization-owned assets upon termination of
03.09.02.A.03 Termin: Retrieve security-related system property. Functional | Intersects With Asset Collection HRS.00.1  erhaEme st o e e 5
T Personnel Termination and|When IndIviduals are reassigned or ransferred to other positions in the fEe || MR m m m B b e e G
Mechanisms exist to adjust logical and physical access authorizations to
Personnel Termination and [Review and confirm the ongoing operational need for current logical and physical [Technology Assets, Applications and/or Services (TAAS) and facilities upon
03.09.02.8.01 e g e e Functional | Intersects With | Personnel Transfer HRS-08  |parsonnel feaseignment of transfer, in a timely manner 5
03.09.02.8.01 Personne Termin: R o 'hfoz’;gz‘;g;ﬁf;f“(‘j"gac"l":ie‘;:‘;' current logical and physical| ¢ tional | Intersects With |  Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 5
Mechanisms exist to expedite the process of removing "high risk” Individual’s
Personnel Termination and |Review and confirm the ongoing operational need for current logical and physical § g Jaccess to Technology Assets, Applications, Services and/or Data (TAASD)
03.09.02.8.01 o g e e Functional | Intersects With | High-Risk Terminations | HRS-092 | uo0n termination, a5 determined by management 3
Personnel Termination and y Mechanisms exist to revoke user access fights following changes in
03.0.02.8.02 Modify access authorization to correspond with any changes in operational need. |  Functional | Intersects With | Change of Roles & Duties | 1AC07.1  [NeChonisms exist 1o fevoke vser access Tignis following crang 5 Was 3.9.2.0.3
Personnel Termination and y Mechanisms exist to enforce Logical Access Control (LAC) permissions that
03.09.02.8.02 Modify access authorization to correspond with any changes in operational need. | Functional | Intersects With | Access Enforcement AC 20 e e ot lemeh o e 5
03.10.01 Clig 2l AeEs N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
fining Access
Physical Access  |Develop, approve, and maintain a list of individuals with authorized access to the y Mechanisms exist to explicitly define authorizations for specific individuals
03.10.01.A Authorizations facility where the system resides. Functional | Intersects With |Authorizations for Sensitive - DCH-O14 langor roles for ogical and Jor physical access to sensitivelregulated data. 8
Physical Access _|Develop, approve, and maintain a list of individuals with authorized access to the : Access To Sensitive / y Mechanisms exist to limit access to sensitive/reguiated data to only those
03.10.01.A facility where the system resides. Functional | Intersects With Regulated Data 1AC-20-1 Jindividuals whose job requires such access. 8
Physical Access  |Develop, approve, and maintain a list of individuals with authorized access to the . Physical & Environmental y Mechanisms exist to facilitate the operation of physical and environmental
03.10.01.A Authorizations facility where the system resides. Functional | Intersects With Protections PES-01  lorstection controls. 3
Physical access control mechanisms exist to maintain a current list
0310014 Physical Access |Develop,approve, and maintoina st ofndiidual wih authorized access 0 e | uncionat | ntersects wit | PIUSIOLACCess | pe gy OIS SR S0, MO e e Tor those 5
Y Vs lareas within the facility officially designated as publicly accessible).
Physical access control mechanisms exist to maintain a current list
03.10.01.8 Frysical Access |issue authorization credentials for facility access. Functional | Intersects With o ccess PES.02  [pereannal wih Astharized eets o arganisational Taciies (extept for those 5
lareas within the facility officially designated as publicly accessible).
Physical Access : y y Physical access control mechanisms exst to authorize physical access o
03.10.01.8 Issue authorization credentials for facility access. Functional | Intersects With |Role-Based Physical Access|  PES-02.1 | PSIeal access colro mechanisie st 10 aulborlee 5
Mechanisms exist to periodically-review the privileges assigned to individuals
03.1001.C Frysicalaccess  [Review the facility access list [Assignment: organization-defined frequency]. Functional | Intersects with | Perodic Review of Account) - jac.17 land service accounts to validate the need for such privileges and reassign o 3
9 remove unnecessary privileges, as necessary.
Physical access control mechanisms exist to maintain a current list
03.1001.C Frysical access [Review the facility access list [Assignment: organization-defined frequency] Functional | Intersects With e ccess PES.02  [pereannal wih Astharized sceete o organisational Taciies (extept for those 5
[areas within the facility officially designated as publicly accessible).
Mechanisms exist to periodically-review the privileges assigned to individuals
0310010 Physical Access [Remave individuas from th fcilty acces st when acces is o fonger Functonal | ntersects win [Peedie eview of account| 1y 1 e eat and ressaon o 3
q 9 remove unnecessary privileges, as necessary.
Physical access control mechanisms exist to maintain a current list
0310010 Physical Access Remave individuas from th fcilty acces st when acces is o longer Functonal | ntersects win | Psical Access PES.02  fsammcl wih Asinonses sceese v orgonisatenal facies xtept for those .
a lareas within the facility officially designated as publicly accessible).
Physical Access _|Remove individuals from the facility access list when access Is no longer § y Physical access control mechanisms exist to authorize physical access to
03.10.01.0 o Functional | Intersects With |Role-Based Physical Access|  PES-02.1 | PPSIea] Dccess contro mechanisie exst 10 auorlee 3
03.10.02 Monitoring Physical Access NA Functional | No Relationship NA NA NA o INo applicable SCF control
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Physical access control mechanisms exist to enforce physical access
' ) Monitor physical access to the facility where the system resides to detect and 03 [authorizations for all physical access points (including designated entry/exit
03.10.02.4 Monitoring Physical Access| o pond to physical security incidents. Functional | Intersects With | Physical Access Control | PES-03 lo5ints) to facilities (excluding those areas within the facilty officially 8
ldesignated as publicly accessible)
Monitor physical access to the facility where the system resides to detect and (Controlled Ingress & Egress y Physical access contral machanisms exst o It and monior physical
03.10.02.4 Monitoring Physical ACCess | espond to physical security incidents. Functional | Intersects With Points PES-031 laccess through controlled ingress and egress poi 5
Monitor physical access to the facility where the system resides to detect and y Physical access control mechanisms generate a Iug STy for each access
03.10.02.A Monitoring Physical Access [Moritor physical access o he faciity Functional | Intersects With |  Physical Access Logs |  PES033 [PhYSical Bccess contro) mechanisrs generate 2 Jog 8
Monitor physical access to the facility where the system resides to detect and 05 |Physical access control mechanisms exist to oot or datect and respond
03.10.02.A Monitoring Physical Access [Moritor physical access o he faciity Functional Subset Of | Monitoring Physical Access|  Pes-05  [PhYeied; accese control mech 10
Monitor physical access to the facility where the system resides to detect and Intrusion Alarms / y Physical access control mechanisms exist o Monkor physial Inrusion
03.10.02.4 Monitoring Physical ACCess | espond to physical security incidents. Functional | Intersects With | sy rveillance Equipment | PES05-1 |alarms and surveillance equipm: 5
. Facility security mechanisms exist to monitor physical access to critical
03.10.02.A Monitoring Physical Access|MOnitor physical access to the facility where the system resides to detect and Functional | Intersects With |MOnitoring Physical Access|  peg 55 |systems or sensitive/regulated data, in addition to the physical access 3
respond to physical security incidents. To Critical Systems
Imonitoring of the facility.
Review physical access Iogs [Assignment: organization-defined frequency] and
03.10.02.8 Monitoring Physical occurrencs d events or potential Functional Subset Of | Monitoring Physical Access|  PES-05  |¥sical access control mechanisms exist to monitor for, detect and respond 10
lto physical security incidents.
encarors of everet
Review physical access I0gs [Assignment: organization-defined frequency] and
. Intrusion Alarms / Physical access control mechanisms exstto monior physicalntrusion
03.10.02.8 Monitoring Physical occurrencs d events or potential Functional | Intersects With PES-05.1 5
e Surveillance Equipment lalarms and surveillance equipm
Review physical access I0gs [Assignment: organization-defined frequency] and Monitoring Physical Access Facility security mechanisms exist to monitor physical access to critical
03.10.02.8 Monitoring Physical occurrence of [ d events or potential Functional | Intersects with |MONTOMNd FVeicel Ace PES-05.2  [systems or sensitive/regulated data, in addition to the physical access 5
lindicators of events] Y [monitoring of the facility.
Review physical access I0gs [Assignment: organization-defined frequency] and PPhysical access control mechanisms exist to identify, authorize and monitor
03.10.02.8 Monitoring Physical ccurrence of | d events or potential Functional | Intersects With Visitor Control PES-06 visitors before allowing access to the facilty (other than areas designated as 5
indicators of events] publicly accessible).
Review physical access I0gs [Assignment: organization-defined frequency] and Distinguish Visitors from lPhysical access control mechanisms exist to easily distinguish between
03.10.02.8 Monitoring Physical ccurrence of [ d events or potential Functional | Intersects With o paraamo] PES-06.1 onsite personnel and visitors, especially in areas where sensitive/regulated 5
indicators of events] ldata is accessible.
031003 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.10.04 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
031005 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.10.06 Alternate Work Site N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
Work From Anywhere Mechanisms exist to define secure telecommuting practices and govern
03.10.06.A Alternate Work Site | Determine alternate work sites allowed for use by employees. Functional | Intersects With | (WFA) - Telecommuting | NET-14.5  |remote access to Technology Assets, Applications, Services and/or Data 8
Y employ 9
Security (TAASD) for remote workers.
PPhysical security mechanisms exist to utilize appropriate management,
03.10.06.A Alternate Work Site | Determine alternate work sites allowed for use by employees. Functional Equal Alternate Work Site RS L e o eenorcal contraie o Altormctawart snee 10
Work From Anywhere Mechanisms exist to define secure telecommuting practices and govern
03.10.06.8 Alternate Work site ~ ETPloY the following securlty requirements at alternate work sites: [ASsignment: | - gynctional | Intersects With |  (WFA) - Telecommuting | NET-14.5  [remote access to Technology Assets, Applications, Services and/or Data 8
Security (TAASD) for remote workers.
Employ the following security requirements at alterate work sites: [Assignment Physical security xist to utiliz
03.10.06.8 Alternate Work Site Cllowing securlt Functional | Intersects With | Alternate Work Site S LL  eeoncal contraie o Altormctawart e 8
031007 Physical Access Control NA Functional | No Relationship NA NA NA o INo applicable SCF control
Entorcephysial sccesssuthorizationsatenry and exit oitst te aciy Physical & Environmental o1 [Mechanisms exist to facilitate the operation of physical and environmental
03.10.07.A Physical Access Control |EHIOTCE PIYSCa) access o Functional Subset Of & Environ PES0L e e 10
Enforce physical access authorizations at entry and exit points to the facility Physical Access Physical access control mechanisms exist to maintain a current list of
03.10.07.A Physical Access Control |Enforce physical access a Functional | Intersects With Physical Access PES-02 personnel with authorized access to organizational facilities (except for those 5
¥ - |areas within the facility officially designated as publicly accessible).
Physical access control mechanisms exist to enforce physical access
Enforce physical access authorizations at entry and exit points to the facility o3 [authorizations for all physical access points (including designated entry/exit
03.10.07.A Physical Access Control [HI0TCS PRSI accees auine Functional | Intersects With | Physical Access Control | PES-03 200l iEaon (o1 2 B8 e b g e ncimty 5
ldesignated as publicly accessible)
Enforce physical access authorizations at entry and exit points to the facility (Controlled Ingress & Egress y Physical access control mechanisms exist to limit and monitor physical
03.10.07.4 Physical Access Control | jhore the system resides Functional | Intersects With Points PES-03.1 I3 Cess through controlled ingress and egress points. 8
Physical access control mechanisms exist to enforce physical access
Verifying individual physical access authorizations before granting access to the o3 [authorizations for all physical access points (including designated entry/exit
03.10.07.A.01 Physical Access Control /T3 Functional | Intersects With | Physical Access Control | PES-03 300l iEaon (o1 2 e e b O e encimty 5
[designated as publicly accessible)
Physical access control mechanisms exist to enforce physical access to
03.10.07.4.01 Physical Access Control |y 1f¥ing individual physical access authorizations before granting access tothe | - gynctional | Intersects With | Access To Critical Systems| PES-03.4  [critical systems or sensitive/regulated data, in addition to the physical access 3
Y [controls for the facility.
Mechanisms exist to identify systems, equipment and respective operating
Verifying individual physical access authorizations before granting access to the Physical Security of Offices, o4 [environments that require limited physical access so that appropriate
03.10.07.A.00 Physical Access Control ¢, ijiry and Functional | Intersects With Rooms & Facilities PES04 | ysical access controls are designed and implemented for offices, rooms 3
Jand facilites.
031007401 Physical Access Control |VEiNg individual physical access authorizations before granting access to the | coocio | oo R T T Physical security mechanisms exist o allow only authorized personnel access 3
facility and to secure areas.
Physical access control mechanisms exist to enforce physical access
(Controlling ingress and egress with physical access control systems, devices, or o3 [authorizations for all physical access points (including designated entry/exit
03.10.07.A.02 Physical Access Control Functional SubsetOf | Physical Access Control |  PES-03 BonE) G eis (i o oces i v o ol 10
nated as publicly accessible),
(Controlling ingress and egress with physical access control systems, devices, or (Controlled Ingress & Egress y Phyml access control mechanisms exist to imit and monitor physical
03.10.07.A.02 Physical Access Control Functional | Intersects With ngres PS03 e e o elen Jngrocs ane sareve poimie. 8
Physical access control mechanisms exist to enforce physical access to
03.10.07.A.02 Physical Access Control |{CONtrolling ingress and egress with physical access control systems, devices, o | £ynctional | Intersects With | Access To Critical Systems| PES-03.4 [critical systems or sensitive/regulated data, in addition to the physical access 3
lcontrols for the facility.
Mechanisms exist to identify systems, equipment and respective operating
(Controlling ingress and egress with physical access control systems, devices, or Physical Security of Offices, o4 [environments that require limited physical access so that appropriate
03.10.07.A.02 Physical Access Control |0 o Functional | Intersects With Rooms & Facilities PES04 | hysical access controls are designed and implemented for offices, rooms 3
Jand facilites.
031007402 Physical Access Control [COnEroling ingress and egress with physical access control systems, devices, or | roncio | oo e o S T Physical security mechanisms exist o allow only authorized personnel access 3
lguards. to secure areas.
y Physical access control mechanisms generate a log entry for each access
03.10.07.8 Physical Access Control [Maintain physical access audit logs for entry or exit points. Functional Equal Physical Access Logs | PES.03.3 sl Beces oo e O e ot 10
PPhysical access control mechanisms exist to identify, authorize and monitor
03.1007.C Physical Access Control [Escort visitors, and control visitor activity. Functional Subset Of Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10
publicly accessible).
Distinguish Visitors from IPhysical access control mechanisms exist to easily distinguish b
03.1007.C Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects with | Distinguish visitors i PES.06.1 [anete porsonmel and vistors. ecpecially n areas wherd saneitivereguipted 5
[data is accessible.
PPhysical access control mechanisms exist to requires at least one(1) form of
03.1007.C Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With PES-06.2 d d photo 5
lauthenticate individuals before they can gain access to the facility.
PPhysical access control mechanisms exist to restrict unescorted access to
03.1007.C Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With |Restrict Unescorted Access| PES-06.3  [facilities to personnel with required Security clearances, formal access. 8
Jauthorizations and validate the need for access.
IMechanisms exist to ensure visitor badges, or other issued identification, are
03.1007.C Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With | Visitor Access Revocation |  PES-06.6  [surrendered before visitors leave the facility or are deactivated at a pre- 5
|determined time/date of expiration
Physical access control mechanisms exist to enforce physical access
o3 [authorizations for all physical access points (including designated entry/exit
03.10.07.0 Physical Access Control [Secure keys, combinations, and other physical access devices. Functional Subset Of | Physical Access Control | PES-03 |00 o 2 e B e terniy 10
ldesignated as publicly accessible)
IMechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, o4 [environments that require limited physical access so that appropriate
03.10.07.0 Physical Access Control [Secure keys, combinations, and other physical access devices. Functional | Intersects with [PYSjea! Securlty of Of PS04 e e e e e oDt s 3
jan
03.10.07.0 Physical Access Control [Secure keys, combinations, and other physical access devices. Functional | Intersects With | Working in Secure Areas | PES-04.1  |hYSical security mechanisms exist to allow only authorized personnel access 3
PPhysical security mechanisms exist to locate system components within the
03.10.07.€ Physical Access Control [COnt"e} Bhysical access o output devices to prevent unauthorized individuals Functional | Intersects with | Euipment Siting & PES-12  [facility to minimize potential damage from physical and environmental 5
9 g lhazards and to minimize the opportunity for unauthorized access.
Physical security mechanisms exist to restrict access to printers and other
03.10.07.€ Physical Access Control [CONtro! Physical access to output devices to prevent unauthorized individuals Functional | Intersects with | Access Control forOutput | - peg 15 5 |(uctem output devices to prevent unauthorized individuals from obtaining 5
from obtaining access to Ci. lthe output.
Access Cortirolfor (Contrl physial access tosystem distrbution and ransmisson ines wihin y Facility security mechanisms exist to protect power equipment and power
03.10.08 " ol acce Functional | Intersects With | Supporting Utilties P07 [ e e s ne soctrontion 5
PPhysical security mechanisms exist to locate system components within the
03.10.08 Acgess Controlfor|Control physical access to system distribution and transmission lines within Functional | Intersects with | Euipment Siting & PES-12  [facility to minimize potential damage from physical and environmental 5
9 lhazards and to minimize the opportunity for unauthorized access.
PPhysical security mechanisms exist to protect power and telecommunications
03.10.08 Acgess Controlfor|Control physical access to system distribution and transmission lines within Functional | Intersects with | T"nsmission Medium PES-12.1 |cabling carrying data or supporting information services from interception, 5
9 4 interference or damage.
03.11.01 Risk Assessment NA Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to govern Supply Chain Risk Management (SCAM)
ssess the risk (includ Ly chain risk) of anauthorized disct " pronibited £ e lsanctions that require the removal and prohibition of certain Technology
ssess the risk (including supply chain risk) of unauthorized disclosure resulting rohibited Equipmen 17 |Assets, Applications and/or Services (TAAS) that are designated as supply
03.11.01.A Risk Assessment [R50 H1e o L o e kot Functional | Intersects With Faulp AST-17 - hssets, Applications andjor services (TAAS) tha 3
Rssess the rsk (ncluding Supply chain T5K) of nauihorized discosure resuting : 01 |Mechanisms exist to facilitate the implementation of strategic, operational
03.11.01.A Risk Assessment  |252ss the risk (including supp)y na Functional Subset Of |Risk Management Program | Rsk-01  [Wetharnisrs existto faciitare the [ 10
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
03.11.01A Risk Assessment e 0 e . storage ot ranamission o G101 (1SclosUre Fesultg | Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 8
P 9. ge. (3) The organizational risk tolerance; and
(@) Priorities, benefits and trade-offs considered by the organization for
imanaging risk.
Mechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
lcontractual obligations that:
IAssess the risk (including supply chain risk) of unauthorized disclosure resulting . Risk-Based Security 02 (1) Document he securiy categorizaion resls (nlusing supporting
03.1L0LA Risk Assessment o the processing, storage, or transmission of Functional | Intersects With Categorization RSK-02 | ationale) in the security plan for system: 5
(2) Ensure the security Latagorization decision s reviewed and approved by
lthe asset owner.
lAssess the risk (including supply chain risk) of unauthorized disclosure resulting [Mechanisms exist to prioritize the impact |evel for Technology Assets,
i ' : |Applications and/or Services (TAAS) to prevent potential disruptions,
03.11.01LA Risk Assessment from the processing, storage, of transmission of Functional Intersects With | Impact-Level Prioritization |  RSK-02.1  [ApP! I s ) to p P P 3
[Assess the risk (including supply chain risk) of unauthorized disclosure resulting .
03.11.01.A Risk Assessment |fse2ss the risk (including suply unat Functional | Intersects With | Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external 5
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[Mechanisms exist to conduct recurring assessments of risk that includes the

likelihood and magnitude of harm, from unauthorized access, use, disclosure,

lAssess the risk (including supply chain risk) of unauthorized disclosure resulting . ldisruption, modification o destruction of the organization's Technolos
0311014 Risk Assessment Functional | Intersects With Risk Assessment RSK-04 ption, modificati ucti ganizati 9y 8
from the processing, storage, or transmission of Cl. |Assets, Applications, Services andor Data (TAASD).
IAssess the risk (including supply chain risk) of unauthorized disclosure resulting o5 |Mechanisms exist to identify and assign a risk ranking to newly discovered
0311.01A Risk Assessment from the processing, storage, or transmission of Cl. Functional | Intersects With Risk Ranking RSK05|cecurity vulnerabilities that is based on industry-recognized practices. 5
Mechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenanc
IAssess the risk (including supply chain risk) of unauthorized disclosure resulting Supply Chain Risk oo |disposal of Technology Assets, Applications and/or Services (TAAS), including
0311014 Risk Assessment 5558 the [k (ncluding Spp o oK ol Functional | Intersects With |, S99 CRAIRAMC | RSK-09 ldocumenting selected mitigating actions and monitoring performance 5
lagainst those plans.
Mechanisms exist to periodically assess supply chain risks associated with
lAssess the risk (including supply chain risk) of unauthorized disclosure resulting supply Chain Risk gy aemolony Aeeate, Aootications andior Somier s (TAAS
03.11.01A Risk Assessment RS ses H1e e O o e oot 1 Functional | Intersects With bply Chain RSK-00.1 ay . Appl (TAAS) 8
Mechanisms exist to identify, prioritize and assess sUppliers and partners of
|Assess the risk (including supply chain risk) of unauthorized disclosure resulting Third-Party Criticality [critical Technology Assets, Applications and/or Services (TAAS) using a
03.11.01.A Risk Assessment. lfrom the processing, storage, or transmission of Cl. Functional Intersects With Assessments TPM-02  |supply chain risk assessment process relative to their importance in 3
lsupporting the delivery of high-value services.
Mechanisms exist to:
ssess the risk (includ Ly chaii i) of unauthorized discl o Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
ssess the risk (including supply chain risk) of unauthorized disclosure resulting upply Chain Ris 03 |Applications andior Services (TAAS) supply chains; and
03.11.01A Risk Assessment Functional | Intersects With TPM-03 (AP pply 3
from the processing, storage, or transmission of Cl. Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
Mechanisms exist to conduct a risk assessment prior to the acquisition or
0311014 Risk Assessment | A55€5S the risk (including supply chain risk) of unauthorized disclosure resulting | o | iersects with Third-Party Risk TPM04.1  ochanircing of technalogy-roiates Tochaeioay ALsers, Appicatione andjor .
from the processing, storage, or transmission of Cl. Assessments & Approvals [Services (TAAS)
Mechanisms exist to routinely update risk assessments and react accordingly
0311018 Risk Assessment  [Update risk L ization-defined frequencyl. Functional Equal Risk Assessment Update | RSK-07  |upon identifying new security vulnerabilities, including using outside sources 10
for security
ooty Chain Risk Mechanisms exist to periodically assess supply chain risks associated with
03.11.01.8 Risk Assessment Update risk [t i defined frequency]. Functional Intersects With “‘2‘;;’955:1‘2 isl RSK-09.1 [Technology Assets, Applications and/or Services (TAAS). 5
03.11.02 fubetinviliontoing N/A Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
! and Scanning
Mechanisms exist to implement a threat intelligence program that includes a
' ing [Monitor and scan the system for vulnerabilties [Assignment: organization-
Vulnerability Monitoring . Threat Intelligence o1 [cross-organization information-sharing capability that can influence the
0311.02A TR efined frequency) and when new vulnerablies affecting the system are Functional | Intersects With e TR 0L [ e e e ity 3
lsolutions, monitoring, threat hunting, response and recovery activities.
) Mechanisms exist to maintain situational awareness of vulnerabilities and
03,1102 Valnerabilty Monltoring 0 e inen o valnerabiltics siecing e syekem re. Functional | Intersects With | Tnreat Intellgence Feeds |  THR.03  [29jing threats by leveraging the knowledge o attacker tactics, techniaues s
and Scanning defined I land procedures to faciltate the implementation of preventative an
lcompensating controls.
; ‘o |Monitor and scan the system for vulnerabilties [Assignment: organization- Vulnerability & Patch
Vulnerability Monitoring . o1 [Mechanisms exist to failtatethe implementation and moritoring of
0311.02A o e ot efined frequency) and when new vulnerablfies affecting the system are Functional SubsetOf | Management program | VPM-01  [echanisms existfo faciitate the 10
’ o |Monitor and scan the system for vulnerabilties [Assignment: organization- ;
03.11.02.4 Vulnerability Monitoring | efined frequency] and when new vulnerabilities affecting the system are Functional | Intersects With | Attack Surface Scope | VPM-01.1 [Mechanisms exist to define and manage the scope for its attack surface 5
and Scanning defined I Imanagement activities.
Vulmerability Montoring |MONItor and scan the system for vulnerabilities [Assignment: organization- Mechanisms exist to identify and assign a risk ranking to newly discovered
03.11.02A o0 e, monioring - \defined frequency] and when new vulnerabilities affecting the system are Functional | Intersects With |  Vulnerability Ranking VPM-03  fsecurity vulnerabilities using reputable outside sources for security 8
identified
] ‘o |Monitor and scan the system for vulnerabilties [Assignment: organization- ) )
03.11.02A Vulnerability Monitoring | jetined frequency] and when new vulnerabilities affecting the system are Functional | Intersects With | Vulnerability Scanning vpM-0s  [Mlechanisms exist to detect vulnerabilities and configuration errors by routine| 5
and Scanning defined I Scanning of systems and applications.
03.11.02.8 Vulnerability Monitoring - Remediate system within Functional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level. 8
and Scanning response times].
Mechanisms exist to ensure proper sk response actions were performed to
' . defined remediate findings from security, compliance and/or resilience-related:
03.11.02.8 Vuinerablity Monitoring g’“:g;‘i;‘/:;em within Functional | Intersects With Risk Response RSK-06.1  |(1) Assessments; 8
9 P g (2) Audits; and/or
(3) Incidents.
Vulnerability Monitoring_|[Remediate system within defined Compensating 3 Mechanisms exist to identify and implement compensating countermeasures
03.11.028 ‘and Scanning [response times]. Functional | Intersects With Countermeasures RSK-06-2 |1 reduce risk and exposure to threats. 3
Vulnerability Monitoring _|[Remediate system within defined Vulnerability Remediation 0, [Mechanisms exist to ensure that vuinerabilities are properly identified,
03.11.028 and Scanning Iresponse times]. Functional Subset Of Process VPM-02 2 cked and remediated. 10
Vulnerability Monitoring [Remediate system within defined Continuous Vulnerabilty 04 [Mechanisms exist to address new threats and vulnerabilities on an ongoing
03.11.028 ‘and Scanning Iresponse times]. Functional | Intersects With | “gormediation Activities VPM-04 - <is and ensure assets are protected against known attacks. 8
] ) - Mechanisms exist to conduct software patching for all deployed Technology
Vulnerability Monitoring [Remediate system within defined Software & Firmware 105 |Asseto, Applications andlor Services (TAAS). including Armwar
0311028 e e ey Functional | Intersects With e S vem-05 . Applicati for Services (TAAS), including firmw 8
Vulnerability Monitoring [Update system o be scanned [ defined y
03.11.02.C e A Lot sl A A g A A ot Functional Equal Update Tool Capability | VPM-06.1  [Mechanisms exist to update vulnerability scanning tools. 10
03.11.03 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to ensure proper risk response actions were performed to
remediate findings from security, compliance andor resilience-related:
03.11.04 Risk Response Respond to findings from security assessments, monitoring, and audts. Functional Subset Of Risk Response RSK-06.1  |(1) Assessments; 10
(2) Audits; and/or
(3) Incidents.
Jssess the security requirements for the system and its environment of
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
03.12.01 Security loperation d frequency] to determine if the Functional Subset Of cpLo1 10
e e L Contractual Compliance relevant statutory, regulatory and contractual controls.
Jssess the security requirements for the system and its environment of Security, Compliance & ;
03.12.01 Security loperation d frequency] to determine if the Functional | Intersects With | _ Resilience Controls Loy [Mechanisms exist to provide a security, compllance and lesilience controls 8
requirements have been satisfied. Oversight g P 9 P-
Mechanisms exist to implement an internal audit function that is capable of
Jssess the security requirements for the system and its environment of
03.12.01 Security loperation d frequency] to determine if the Functional | Intersects With | Internal Audit Function | CPL02.1  [Providing senior ofganization ma““*gsg;;{:;‘y‘;ﬁ:am into the 3
have been satisfied. lgovernance processes.
Mechanisms exist to regularly review processes and documented procedures
031201 Security gnggs;:e security requirements fwthe systerv:qar;i(\lsl i:\g;‘:;:ﬁé:z ffme Functional Intersects with | Security, Compliance & CPL03 [to ensure conformity with the organization's security, compliance and/or s
urity uency inei uncti i <03 resilience policies, standards and other applicable requirements.
requirements have been satisfied. Resilience Assessments s PP .
Jssess the security requirements for the system and its environment of
Information Assurance (IA) Mechanisms exist to facilitate the implementation of security, compliance
03.12.01 Security loperation d frequency] to determine if the Functional Subset O 1A0-01 10
o e L Operations. land resilience assessment and authorization controls.
Mechanisms exist to establish the scope of assessments by defining the
fssess the securiy requirementsfr thesystem and is environment of lassessment boundary, according to people, processes and technology that
03.12.01 Security loperation d frequency] to determine if the Functional Intersects With | Assessment Boundaries 1A0-01.1 [directly or indirectly impact the confidentiality, integrity, availability and 5
requirements have been satisfied. lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
under review.
Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications andor Services (TAAS) through
Jssess the security requirements for the system and its environment of Information Assurance Program (IAP) activities to determine the extent to
03.12.01 Security loperation d frequency] to determine if the Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 8
requirements have been satisfied. producing the desired outcome with respect to meeting expected
requirements.
Jassess the security requirements for the system and its environment of rechmoloay Development Mechanisms exist to facilitate the implementation of tailored development
03.12.01 Security loperation d frequency] to determine if the Functional Intersects With % Agcy msma"" TDA-01 |and acquisition strategies, contract tools and procurement methods to meet 8
requirements have been satisfied. a lunique business needs.
Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:
Jssess the security requirements for the system and its environment of Security, Compliance & et o nplement a Security Testing and Evaluation (STEE) plan. or
03.12.01 Security operation [Assignment; organizat d frequency] to determine if the Functional | Intersects Wit | - Resilence Testing | T0A08 SR, 6ot fow remedtion process to correct weaknesses 8
d g 9 P! jnd deficencies identifed during the control testing and evaluation process:
5 Document the resuits
03.12.02 giniogactioniand N/A Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Milestones
IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance andor resilience control;
(3) Description of the deficiency(ies):
Plan of Action and . Capabilities Deficiency (4) Risk associated with the deficiency(ies);
03.12.02.A ofnction. Develop a plan of action and milestones for the system Functional Subset Of e 005 [ o e ot o haction: 10
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.9., closeout summary)
03.12.02.A.01 Plan of Action and  To document the planned remediation actions to correct weaknesses or Functional | Intersects With |Non-Compliance Oversight|  CPLOLL  [staioory, reguiatory andior contractul oblgations 1o doselap sppropmate. 3
- - Milestones |deficiencies noted during security assessments and Pl 9 - Y. reg\ Y 9 P approp!
risk mitigation actions,
IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance andor resilience control;
(3) Description of the deficiency(ies);
Plan of Action and  |To document the planned remediation actions to correct weaknesses or Capabilities Deficiency ' (@) Risk associated with the deficiency(ies);
03.12.02.A.01 Milestones deficiencies noted during security assessments ant Functional Subset Of racking 1005 I(5) Source deficiency identification/detection; 10
6) Temporary compensating controls, if applicable:
(7) Point of Contact (POC) (e.g., asset/pracess owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.9., closeout summary).
031202701 Plan of Action and [T document the planned remediation actions o correct weaknesses or Functional | itersects with Risk Register RSK.0a.1|Mechanisms exist to maintain a risk register that facilitates monitoring and 3

Milestones

|deficiencies noted during security assessments an

reporting of risks.
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Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimurm;
(1) Deficiency tracking number;
2) Applicable security, compliance and/or resilience control;
3) Description of the deficiency(ies);
Plan of Action and . Capabilities Deficiency ' (4) Risk associated with the deficiency(ies):
03.12.02.A.02 Mlection [To reduce or eliminate known system vulnerabilties. Functional Subset Of e 005 [ e o e ot et ion: 10
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.g., asset/process owner);
8) Resources required to conduct remediation actions;
9) Planned remedial actions to the deficiencylies);
(10) Proposed remediation timeline; an
(11) Disposition statement (e.g., closeout summary).
Plan of Action and . y Mechanisms exist to maintain a risk register that facilitates monitoring and
03.12.02.A.02 Mlection [To reduce or eliminate known system vulnerabilties. Functional | Intersects With Risk Register RSkl [Ilechansrs e 3
Plan of Action and -
03.12.02.A.02 Mlection [To reduce or eliminate known system vulnerabilties. Functional | Intersects With | Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
Plan of Action and Vulnerability Remediation 0a _[Mechanisms exist to ensure that vuinerabilities are properly identified,
03.12.02.A.02 Mleaction. [To reduce or eliminate known system vulnerabilties. Functional Subset Of oy e VeM-02 - [iechanisms exist fo ens 10
oran of Action and coftware & F Mechanisms exist to conduct software patching for all deployed Technology
03.12.02.4.02 eatomes [To reduce or eliminate known system vulnerab Functional | Intersects With | SCTWEE R Lemware VPM-05  [Assets, Applications and/or Services (TAAS), including firmwart 3
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimurn;
1) Deficiency tracking number;
2) Applicable security, compliance and/or resilience control;
3) Description of the deficiency(ies);
Plan of Action and Capabilities Deficiency (4) Risk associated with the deficiency(ies):
0312028 \opfaction lUpdate the existing plan of action and milestones based on the findings from: Functional Subset Of e 005 e o o ot e 10
6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; a
(11) Disposition statement (€.g., closeout summary).
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimurn.
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description o the deficiency(ies);
Plan of Action and ; . Capabilities Deficiency (@) Risk associated with the deficiency(ies):
03.12.02.8.01 Milestones. [Security assessments, Functional Subset Of Tracking 1A0-05  |(5) Source deficiency identification/detectior 10
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; an
(11) Disposition statement (€.g., closeout summary).
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimurm.
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description o the deficiency(ies);
Plan of Action and . Capabilities Deficiency (4) Risk associated with the deficiency(ies):
03.12.02.8.02 Milestones. (Audits or reviews, and Functional Subset Of Tracking 1A0-05 |(5) Source deficiency identification/detectior 10
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.g., asset/process owner);
8) Resources required to conduct remediation actions;
9) Planned remedial actions to the deficiencylies);
10) Proposed remediation timeline; an
11) Disposition statement (e.g., closeout summary).
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimurn;
1) Deficiency tracking number;
2) Applicable security, compliance and/or resilience control;
3) Description of the deficiency(ies);
Plan of Action and . Capabilities Deficiency (4) Risk associated with the deficiency(ies):
03.12.02.8.03 \of Action (Continuous monitoring activities Functional Subset Of e 005 B e ek e ety 10
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.g., asset/process owner);
8) Resources required to conduct remediation actions;
9) Planned remedial actions to the deficiencylies);
10) Proposed remediation timeline; an
11) Disposition statement (e.g., closeout summary).
Security, Compliance & :
’ Develop and implement a system-level continuous monitoring strategy that . 0a  [Mechanisms exist to provide a security, compliance and resilience controls
031203 Continuous Monitoring liniyqes ongoing monitoring and security assessments. Functional | Intersects With | Resifence ¢ ontrols CPL0Zloversight function that reports to the organization's executive leadership. s
Mechanisms exist to regularly review processes and documented procedures
’ Develop and implement a system-level continuous monitoring strategy that . Security, Compliance & o3 [to ensure conformity with the organization's security, compliance and/or
031203 Continuous Monitoring | 0 o monitoring and security assesements Functional | Intersects With | pedi e e A ants | CPL03 |resilience policies, standards and other applicable requirements. 5
Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
03.12.03 Continuous Monitoring ~[DSveioP and implement & system level continuous monitoring strategy that Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
'going 9 Y Resilience Controls. land/or resilience policies and standards.
Mechanisms exist to align security, compliance and resilience capabilties
’ Develop and implement a system-level continuous monitoring strategy that . steering Comitee & y |with business requirements through a steering committee or advisory board,
031203 Continuous Monitoring linciyes ongoing monitoring and security assessments. Functional | Intersects With rogram Oversight GOV-0L1|omprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
' Develop and implement a system-level continuous monitoring strategy that . Status Reporting To y recommendations to those entrusted to make executive decisions about
03.12.03 Continuous Monitoring  (in ., des ongoing monitoring and security assessments. Functional | Intersects With Governing Body GOV-01.2 | otrers considered material to the organization's Security, Compliance & 5
Resilience Program (SCRP).
’ Develop and implement a system-level continuous monitoring strategy that . o5 |Mechanisms exist to develop, report and monitor Security, Compliance &
03.12.03 Continuous Monitoring liniyes ongoing monitoring and security assessments. Functional | Intersects With | Measures of Performance | GOV-05|gegijience Program (SCRP) measures of performance. 5
Develop and implement a system-level continuous monitoring strategy that o1 |Mechanisms exist to facilitate the implementation of enterprise-wide
03.12.03 Continuous Monitoring [PeYEP ond ITplemert & system evel < Functional | Intersects With | Continuous Monitoring | MON-01 [Mecherisms exist 5
Develop and implement a system-level continuous monitoring strategy that Technlogy Development Mechanisms exist to facilitate the implementation of tailored development
03.12.03 Continuous Monitoring |0 YEiop o0 e o mereasanes Functional | Intersects With et TDA01  fand acquisition strategies, contract tools and procurement methods to meet 5
lunique business needs.
Mechanisms exist to design and implement product management processes.
lto proactively govern the design, development and production of Technology
Jassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) to
Develop and implement a system-level continuous monitoring strategy that ’ (1) Improve functionality;
031203 Continuous Monitoring lin iy es ongoing monitoring and security assessments. Functional | Intersects With | Product Management | TDA-OL.1 |(3) Enhance security and resiliency capabilities; 3
(3) Correct security deficiencies; an
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
Security, Compliance &
03.12.03 Continuous Monitoring | P€VEIop and implement a system-level continuous monitoring strategy that Functional | Intersects With | < naence Focimg ToAge  [Eimilar capabilit S
includes ongoing monitoring and security assessments. T g ot (2) Implement a verifiable flaw remediation process to correct weaknesses
9 P! land deficiencies identified during the control testing and evaluation process;
land
(3) Document the resuits.
Mechanisms exist to require the developers of Technology ASsets,
bevelop and implement a system-level continuous monitoring strategy that ) ) |Applications andor Services (TAAS) to produce a plan for the continuous
03.12.03 Continuous Monitoring |08y Eiop o e o meteaants Functional | Intersects With [Continuous Monitoring Plan|  TDA-09.1 | monitoring of security. compliance andor resiience control effectiveness. 5
03.12.04 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.12.05 Information Exchange NA Functional | No Relationship NA NA NA o INo applicable SCF control
[Approve and manage the exchange of CI between the system and other systems [Mechanisms exist to verify that individuals or Technology Assets,
lusing [Selection (one or more): interconnection security agreements; information IApplications and/or Services (TAAS) transferring data between
03.12.05.A Information Exchange  |exchange security of or Functional | Intersects With | Transfer Authorizations | DCH-14.2|nierconnecting TAAS have the requiste autharizations (e.q.. write 8
Sarviconevel Ceer omgiscinstre Sther permissions or privileges) prior to transferring said dat
types of agreements].
[Approve and manage the exchange of CI between the system and other systems
lusing [Selection (one or more): interconnection security agreements; information Mechanisms exist to leverage data-specific Access Control Lists (ACL) or
03.12.05.A Information Exchange  |exchange security of or Functional | Intersects With | Data Access Mapping | DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 8
service-level user non-disclosure other parties with whom sensitive/regulated ata is shared.
types of agreements].
[Approve and manage the exchange of CI between the system and other systems
lusing [Selection (one or more): interconnection security agreements; information y
03.12.05.A Information Exchange |exchange security of or Functional | Intersects With |  Access Agreements HRs-06  [iechanisms exist to require internal and third-party users to sign appropriate 8
service-level user non-disclosure other 9 P 99
types of agreements].
[Approve and manage the exchange of CI between the system and other systems
lusing [Selection (one or more): interconnection security agreements; information Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
03.12.05.A Information Exchange  |exchange security of or Functional | Intersects With |C HRS-06.1 at reflect the needs to protect data and 3
service-level user non-disclosure other loperational details, or both employees and third-parties.
types of agreements].
Mechanisms exist to authorize connections from systems to other systems
5y o oy e ogeof O o e st e e LTS Tl ot ok
9 ity ag Interconnection Security |document, for each interconnection:
03.12.05.A Information Exchange  |exchange security of or Functional | Intersects witn | "§/connection Secur NET05  floeument o e e 8
e O ey user non-disclosure other (2) Security, compliance and resilience requirements; and;
P 9 (3) The nature of the information communicated.
[Approve and manage the exchange of CI between the system and other systems
lusing [Selection (one or more): interconnection security agreements; information Mechanisms exist to control internal system connections through authorizing
03.12.05.A Information Exchange |exchange security of or Functional | Intersects With Internal System NET-05.2 [Internal connections of systems and documenting, for each Internal 3
-12.05. Connections lconnection, the interface characteristics, security requirements and the
service-level user non-disclosure other o e nterface characterstics.
types of agreements].
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FDE Name Focal Document Element (FDE) Description SCF Control e i
Mechanisms exist to authorize connections from systems to other systems
lusing Interconnection Security Agreements (ISAS), or similar methods, that
Document interfac ity and Interconnection Security o5 |document, for each interconnection:
03.12.05.8 Information Exchange |GG T a6 part of the exchange agraements Functional | Intersects With | s greements (1SAs) NET-05 1) Interface characteristics; 8
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated.
Mechanisms exist to control internal system connections through authorizing
Document interfac ity and Internal System y internal connections of systems and documenting, for each internal
03.12.05.8 Information Exchange |GG a6 part of the exchange agraements Functional | Intersects With Connections NET-05:2 | onnection, the interface characteristics, security requirements and the 8
nature of the information communicated.
IMechanisms exist to control internal system connections through authorizing
Review and update the exchange Internal System y internal connections of systems and documenting, for each internal
0312.05.C Information Exchange l¢requency] Functional Subset Of Connections NET-05:2 | onnection, the interface characteristics, security requirements and the 10
nature of the information communicated.
03.13.01 Boundary Protection NA Functional | No Relationship NA NA NA o INo applicable SCF control
Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention Systems
Monitor and control communications at external managed interfaces to the
03.13.01.A Boundary Protection Functional | Intersects With |Prevention Systems (IDS & MON-01.1 [(IDS / IPS) technologies on critical systems, key network segments and 8
system and key internal managed interfaces within the system e vt aneeanoloaie
Monitor and control communications at external managed interfaces to the Inbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
03.13.01.A Boundary Protection |o\ stem and key internal managed interfaces within the system. Functional | Intersects With | cormynications Traffic | MON01:3  |communications traffic for unusual or unauthorized activities or conditions. 8
Monitor and control communications at external managed nterfaces to the . Network Security Controls o1 echanisms existto develop govern & update procedures o facitate the
03.13.01.A Boundary Protection |5y stem and key internal managed interfaces within the system Functional Subset Of (NSC) NET-01 Network Security Controls (NSC). ©
Monitor and control communications at external managed interfaces to the . Mechanisms exist to monitor and control communications at the external
03.13.00.A Boundary Protection |y Gtom and key internal managed interfaces within the system Functional | Intersects With |  Boundary Protection NET-03 | otwork boundary and at key internal boundaries within the networl 8
Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Monitor and control communications at external managed interfaces to the . Data Flow Enforcement -
03.13.01.A Boundary Protection [ 00T o o oo et B ey Functional | Inersects With |, 0221 COIEEITACLs)|  NET:04 provide data flow enforcement hat expiiy restict network rafic o orly 8
Mechanisms exist to configure firewall and router configurations to deny
oniorsnd coiral communictins at exterl maraged interfaces o the . Deny Traffic by Default &
03.13.01.A Boundary Protection |1 00T G o e taeae ety o Functional | Intersects with | Der Tofic by Defauit® | NET.04.1 |network traffic by default and allow network trafic by exception (e.q., deny 8
Jall, permit by exception)
0313.014 Boundary Protection _|Monitor and control communications at external managed interfaces to the Functional | Intersects With | Detection provartion NET-08  |[Mechanisms exist to employ Network Intrusion Detection / Prevention s
v system and key internal managed interfaces within the system Isystems (NIDS/NIPS) to detect and/or prevent intrusions into the network.
Systems (NIDS / NIPS)
Mechanisms exist to implement security functions as a layered structure that
implement subnetworks for publicly accessible system components that are . op | minimizes interactions between layers of the design and avoids any
03.13.00.8 Boundary Protection | cically or logically separated from internal networks, Functional Subset Of |Layered Network Defenses|  NET-02 | jop0ndence by lower layers on the functionality or correctness of higher 10
layers.
implement subnetworks for publicly accessible system components that are o3 [Mechanisms exist to monitor and control communications at the external
03.13.00.8 Boundary Protection |/ cically or logically separated from internal networks, Functional | Intersects With |  Boundary Protection NET-03 |- otwork boundary and at key internal boundaries within the networl 5
Separate Subnet for -
implement subnetworks for publicly accessible system components that are y Mechanisms exist to implement separate network addresses (e.g., different
03.13.01.8 Boundary Protection |k ucically or logically separated from internal networks. Functional | Intersects With | Conecting (o Diferent | NET938 lsubnets) to connect to systems in different securty domains, 3
Mechanisms exist to ensure network architecture utiizes network
0313008 Soundary Protection [mBlemert subnetworksfor publily accessiole system components that are Functional subsetof | Netork Seomentation | er.oqlscomentation t saiate Technology Assts. Appications andor Services 0
physically or logically separated from internal networks. (macrosegementation) (TAAS) to protect from othet natwark resourcar.
- Mechanisms exist to implement segmentation controls to restrict inbound
03.13.01.8 Boundary Protection |TPlement subnetworks for publicly accessible system components that are Functional | Intersects with | Sensitive / Regulated Data\ et 56 3 lang gutbound connectivity for sensitive/regulated data enclaves (secure 8
physically or logically separated from internal networks. Enclave (Secure Zone) oy
implement subnetworks for publicly accessible system components that are y Mechanisms exist to monitor De-Miitarized Zone (DMZ) network segments to
03.13.00.8 Boundary Protection | ically or logically separated from internal networks, Functional | Intersects With DMZ Networks NET-08.1 | eparate untrusted networks from trusted networks. 8
[Connect to external systems only through managed interfaces that consist of
IMechanisms exist to monitor and control communications at the external
03.13.00.C Boundory Protection boundary prtecton dvices arrange i sccordance with an orgariztions! Functional | Intersects With |  Boundary Protection NET 03 oot ko ereml P o e e 5
[Connect to external systems only through managed interfaces that consist of Data Flow Enforcement - Mechanisms exist to implement and govern Access Control Lists (ACLS) to
03.13.00.C Boundary Protection  |boundary protection devices arranged in accordance with an organizational Functional | Intersects With | 2252 Fiow Eforeemert | NET-04 |provide data flow enforcement that explicty restrict network traffic to only 5
security architecture. [what is authorized.
Mechanisms exist to facilitate the implementation of industry-recognized
IConnect to external systems only through managed interfaces that consist of Secure Engineerin security. compliance and resiience practices n the specifcation, desion.
03.13.01.C Boundary Protection  |boundary protection devices arranged in accordance with an organizational Functional Intersects With e‘upe g‘ eering SEA-01 of Technology Assets, 3
security arehitecture. rinciples brcmtons andlor Senvices (TAAS
(Connect to external systems anly thraugh managed nterfaces that consistof Algnment with Enterprise Incusry racognied lesding practices, with consldaration 1o socurty,
03.13.01.C Boundary Protecton fboundary profection devices arranged in accordance with an organizatona! Functional | Intersects With o A2 e e e los that et ooy e 8
Y g loperations, assets, individuals and other organizations
03.13.02 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.13.03 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
Information in Shared _[Prevent unauthorized and unintended information transfer via shared system Information In Shared Mechanisms exist to prevent unauthorized and unintended information
03.13.04 System Resources _|resources. Functional Equal ources SEA-05 | ansfer via shared system resources. 10
03.13.05 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
Network C Mechanisms exist to configure firewall and router configurations to deny
“|Deny network traffic by default, and allow network Deny Traffic by Default &
03.13.06 Deny by Default - Allow by |05 Metwork communications farnc Functional Equal T by Berattian | NET-04.1 |network traffic by default and allow network trafic by exception (e.q., deny 10
Jll, permit by exception)
03.13.07 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
IMechanisms exist to facilitate the implementation of cryptographic
Transmission and Storage [Implement cr to prevent the disclosure of Use of Cryptographic
03.13.08 Pt At L b Functional Subset Of o CcRY-01 Fé:ﬁeﬂ;{[ﬁg‘z;omm\s using known public standards and trusted cryptographic 10
Transmission and Storage [Implement cr to prevent the disclosure of Alternate Physical - c exist to prevent disclosure of
03.13.08 C I during and while in storage. Functional | Intersects With Protection CRY-OL1 information as an alternative to physical safegu s
Transmission and Storage [Implement cr to prevent the disclosure of Transmission 05 [Cryptographic mechanisms exist to protect the confidentiality of data being
03.13.08 ™ B it Functional | Intersects With gz CRY-03 5
Transmission and Storage [Implement cr to prevent the disclosure of ci exist to prevent disclosure of data
03.13.08 ™ B it Functional | Intersects With | Encrypting Data AtRest |  CRY-05 | SrYPLct 5
Transmission and Storage [Implement cr to prevent the disclosure of - [Cryptographic mechanisms exist to protect the confidentiality and integrity
03.13.08 C I during and while in storage. Functional | Intersects With Storage Media CRY-051 of sensit data residing on storage media. s
[Terminate the network connection associated with a communications session at
Network Connection Mechanisms exist to terminate network connections at the end of a session
03.13.09 NetworkDisconnect e end o the sesion or e (Assignment; arganizaion-defined tme perid] of | - Funcion! Equal ork Connec L0 e e e e o o ot 10
Cytoaraptic ey Estabish and manage cryptographic keys i the system i sccordance withthe public Key Infrastructure IMechanisms exist to securely implement an internal Public Key Infrastructure
03.13.10 Establishment and  [following ki Functional | Intersects With oy CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 8
t for key generation, d iforage, aceacs, and desirucson] provider.
Cytograstic ey Estabish and manage cryptographic keys i the system i sccordance withthe
03.13.10 it A et Functional Subset Of Cryptographic Key Chrog  [Mechanisms exis o aciate cryptographic ey management contros to 0
G R e o estmeson] Management protect the confidentiality, integrity and availability of keys.
P ot B P A S o kot b B Cryptographic Key Loss or : IMechanisms exist to ensure the availability of information in the event of the
03.13.10 Establishment and  [following ki Functional | Intersects With crv-00.3  [Mecha . 8 the aval 8
t for key generation, d iforage, aceacs, and desirucson] Change oss of cryptographic keys by Individual users.
Cytoaraptic ey stabish and manage cryptographic keys i the system i sccordance withthe Control & Distribution of IMechanisms exist to facilitate the secure distribution of symmetric and
03.13.10 Establishment and  [following k Functional | Intersects with | C0qtro) & Distrioution CRY-09.4  [asymmetric cryptographic keys using industry recognized key management 8
£ for key generation, d iforage, aceacs, and desirucson] yprographic Key ftechnology and processes.
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:
(1) Mission / business functions;
03.13.11 Cryptographic Protection [(7/ement the following types of cryptography to protect the confidentialty of Functional | Intersects With Baseline Tailoring CFG-02.9 [(2) Operational environment; 3
VP (3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission / business
lsuccess.
Mechanisms exist to facilitate the implementation of cryptographic
03.13.11 Cryptographic Protection [(7/ement the following types of cryptography to protect the confidentialty of Functional Subset Of Use of Cryptographic CRY-01 |protections controls using known public standards and trusted cryptographic 10
yp ltechnologies.
Cryptographic Cipher Mechanisms exist to identify, document and review deployed cryptographic
implement the following types of cryptography to protect the confidentiality of : lcipher suites and protocols to proactively respond to industry trends
03.13.11 Cryptographic Protection | ) Functional | Intersects With | - Suites and Protocols CRY-015  |egarding the continued viability of utilized cryptographic cipher suites and 5
i rotocols.
03.13.12 Sgcfc"e"s':ﬂ;icpzﬂ‘cz‘:i‘g:‘gs N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
IMechanisms exist to unplug o prohibit the remote activation of collaborative
Prohibit the remote activation of collaborative computing devices and lcomputing devices with the following exceptions:
03.13.12A SoNaborative COMPLLIG |applications with the following exceptions: [Assignment: organization-defined Functional Subsetof | Colaborative Computing | enp1g (1) Networked whiteboards; 10
PPl lexceptions where remote activation is to be allowed]. (2) Video teleconference cameras; and
(3) Teleconference microphones.
Mechanisms exist to develop, document and maintain secure baseline
Collaborative Computin Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
03.13.12.8 o atiand, [Provide an explicit indication of use to users physically present at the devices. Functional Subset Of PR CFG-02  [fhat are consistent with industry.accepted system hardening standards. 10
Collaborative Computing ' Mechanisms exist to configure collaborative computing devices to provide
03.13.12.8 e diand. [Provide an explicit indication of use to users physically present at the devices. Equal Explicit Indication Of Use | END-14.6 | iecharisme exst to comligure co a0 e o e 10
03.13.13 Mobile Code NA Functional | No Relationship NA NA NA o INo applicable SCF control
Explicitly Allow / Deny y Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
03.13.13.A Mobile Code Define acceptable mobile code and mobile code technologies. Functional | Intersects With PR CFG03.3 [ O e o e T IO ems. 8
03.13.13A Mobile Code Define acceptable mobile code and mobile code technologies. Functional Subset Of Mobile Code END-10 r:};:’:;‘;’:: exist to address mobile code / operating system-independent 10
Explicitly Allow / Deny y Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
03.13.138 Mobile Code Authorize, monitor, and control the use of mobile code. Functional Subset Of P G033 O e e ot ooy o oot DI e, 10
; ; : Software Usage ~oa_|[Mechanisms exist to enforce software usage restrictions to comply with
03.13.138 Mobile Code Authorize, monitor, and control the use of mobile code. Functional | Intersects With tware usas CFG08 e e e e 3
03.13.138 Mobile Code Authorize, monitor, and control the use of mobile code. Functional | Intersects With | Open Source Software |  CFG-04.1  [techanisms exist to establish parameters for the secure use of open source 3
; ; : y 05 |[Mechanisms exist to restrict the ability of non-privileged users to install
03.13.138 Mobile Code lAuthorize, monitor, and control the use of mobile code. Functional | Intersects With | User-nstalled Software |  CFG05  [echanisms xist to re 3
03.13.138 Mobile Code lAuthorize, monitor, and control the use of mobile code. Functional Subset Of Mobile Code END-10  [echariems exist to address moblle code / operating system-independent 10
031314 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
031315 Session Authenticity  |Protect the authenticity of communications sessions. Functional Subset Of Session Integrity NET-09  [echanisms exist to protect the and integrity of 10
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031316 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
03.14.01 Flaw Remediation NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Mechanisms exist to govern identified deficiencies (e.q., Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description o the deficiency(ies);
. Capabilities Deficiency ' (@) Risk associated with the deficiency(ies):;
03.14.01.A Flaw Remediation  [ldentify, report, and correct system flaws, Functional | Intersects With e 005 [ e e ot et ion: 5
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies):;
(10) Proposed remediation timeline; an
(11) Disposition statement (e.g., closeout summary).
rechnology Development Mechanisms exist to facilitate the implementation of tailored development
03.14.01.A Flaw Remediation  [Identify, report, and correct system flaws. Functional | Intersects With Fyva P TDA-01  fand acquisition strategies, contract tools and procurement methods to meet 8
<quisition
lunique business needs.
Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:
Securtty, Compliance & (3 Creas o fplmen o Sty Testing and Evaluation (ST} plan, or
03.14.01.A Flaw Remediation  [ldentify, report, and correct system flaws, Functional | Intersects with | - Resllience Testing | T0A09 ALY, e flaw remeation process to corect weaknesses 8
‘9! P! land deficiencies identified during the control testing and evaluation process;
d
(3) Document the results.
Vulnerability & Patch
- . Mechanisms exist o facitate the implementation and moritoring of
03.14.01.A Flaw Remediation  [Identify, report, and correct system flaws, Functional SubsetOf | Management program | VPM01  [echanisms existfo faciitate the 10
03.14.01.A Flaw Remediation  [Identify, report, and correct system flaws. Functional | Intersects With | Attack Surface Scope | VPM-01.1  [Mechanisms exist to define and manage the scope for its attack surface 5
- - Vulnerability Remediation Mechanisms exist to ensure that vulnerabilities are properly identified,
03.14.01.A Flaw Remediation  [Identify, report, and correct system flaws. Functional | Intersects With ity Re M0z [Mechanisms exist to ens 8
. . Continuous Vulnerability Mechanisms exit o address new threats and vulnerabilties on an ongoing
03.14.01.A Flaw Remediation  [Identify, report, and correct system flaws. Functional | Intersects With | GMtinuous vulnerabliity | ypy g4 e e e 8
coftware & F Mechanisms exist to conduct software patching for all deployed Technology
03.14.01A Flaw Remediation [identify, report, and correct system flaws. Functional | Intersects With o Wap'aetmm"g’"wa‘e VPM-05  |Assets, Applications and/or Services (TAAS), including firmwar 8
. Instal securityrelevant sftware and fimware updates wihi [Assignment . Continuous Vulnerability 04 [Mechanisms exist to address new threats and vulnerabilities on an ongoing
03.14.00.8 Flaw Remediation |02 hization-defined time period] of the release of the updats Functional | Intersects With | “gormediation Activities VPM-04 - is and ensure assets are protected against known attacks. 8
Mechanisms exist to conduct software patching for all deployed Technology
. Instal security relevant sftware and firmware updates wihi [Assignmen Software & Firmware 05 |neaat Ao ors R e 5
03.14.01.8 Flaw Remediation 0 e o ot e relonce b che Functional | Intersects With A VPM05  [Assets, Applications and/or Services (TAAS), including firmware 5
03.14.02 Malicious Code Protection NA Functional | No Relationship NA NA NA o INo applicable SCF control
0314028 Walicous Code Protecton [TPIement maliious code protection mechanisis at system entry and exi Functional Subset Of Endpoint Device END-01 | Mechanisms exist to facilitate the implementation of Endpoint Device 0
points to detect and eradicate malicious cod (EDM) (EDM) controls.
Implement maiicious code prtection mechanisms o system eny and exit Centralized Management of y .
03.14.02.A Malicious Code Protection | TPIEMEn Meliclous co0e pretecon e Functional SubsetOf [GTiralEed Hlanogemeraa| END-04.3 [Mechanisms exist to centrally-manage antimalware technologies. 10
Mechanisms exist to ensure that anti-malware technologies are continuously
Implement malicious code prtection mechanisms o system eny and ext ' running in real cannot be disabled o altered by non-privileged
03.14.02.A Malicious Code Protection | jints to detect and eradicate malicious cod Functional | Intersects With | Always On Protection | END-04.7 |, cors, unless specifically authorized by management on a case-by-case basis 5
for a limited time perio
0314.028 Malicious Code Protection |UPdate malicious code protection mechanisms as new releases are available in | g o Equal Automatic Antimalware | gy 041 [Automated mechanisms exist to update antimalware technologies, including 10
laccordance with configuration management policies and procedures. Signature Updates lsignature definitions.
03.14.02.C Malicious Code Protection |[Configure malicious code protection mechanisms to: Functional | Intersects with | Malicious Code Protection | gypy o4 [Mechanisms exist to utilize antimalware technologies to detect and eradicate 5
(Anti-Malware) malicious code.
Perform scans of the system [Assignment: organization-defined frequency] and
03.14.02.C.01 Malicious Code Protection |real-time scans of files from external sources at endpoints or system entry and Functional | Intersects With Ma"“&‘:[f"jgfw:’fe‘fc“°“ END-04 [Mechanisms exist to utiize antimalware technologies to detect and eradicate 8
lexit points as the files are downloaded, opened, or executed; and
e o o e i s e T e TR e
03.14.02.C.01 Malicious Code Protection |real-time scans of files from external sources at endpoints or system entry and Functional | Intersects With |  Always On Protection END-04.7 [ e acifically suthorived by mansaement on s cabe by e basis 8
lexit points as the files are downloaded, opened, or executed; and A P y Y 9 Y
for a limited time perio
Block malicious code, quarantine malicious code, or take other mitigation actions Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect and eradicate
03.14.02.C.02 Malicious Code Protection [P/°€k alcious cade, auarentine Mot Functional | Intersects With e TR EnD-o4  [Mechanisms e 8
Mechanisms exist to ensure that anti-malware technologies are continuously
Block malicious code, quarantine malicious code, or take other mitigation actions ' running in real cannot be disabled or altered by non-privileged
03.14.02.€.02 Malicious Code Protection liy'response to malicious code detection. Functional | Intersects With | Always On Protection | END-04.7 |, cars, unless specifically authorized by management on a case-by-case basis 8
for a limited time periof
Security Alerts, Advisories, . ot .
03.14.03 Byl e N/A Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to implement a threat intelligence program that includes a
Security Alerts, Advisories, [Receive system security alerts, advisories, and directives from external Threat Intelligence o1 |cross-organization information-sharing capability that can influence the
03.14.03.A and Directives lorganizations on an ongoing basis. Functional Subset Of gram THR-OL |6 velopment of the system and security architectures, selection of security 10
Isolutions, monitoring, threat hunting, response and recovery activities.
Mechanisms exist to maintain situational awareness of vulnerabilities and
Security Alerts, Advisories, [Receive system security alerts, advisories, and directives from external o3 |evolving threats by leveraging the knowledge of attacker tactics, techniques
03.14.03.A and Directives lorganizations on an ongoing basis. Functional | Intersects With | Threat Intelligence Feeds |  THR-03 | ' rocedures to facilitate the implementation of preventative and 5
lcompensating controls.
Security Alerts, Advisories, [Generate and disseminate internal system security alerts, advisories, and 10 |Mechanisms exist to identify, assess, prioritize and document the potential
03.14.03.8 and Directives ldirectives, as necessary. Functional | Intersects With Threat Analysls THR-10 i pact(s) and likelihood(s) of applicable internal and external threats. 5
Security Alerts, Advisories, [Generate and disseminate internal system security alerts, advisories, and e e o ctiay e
. . . . g g |Applications and/or Services (TAAS) to prevent potential disruptions.
03.14.03.8 ty Alerts, S e o e Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 [Appli 2 (TAAS) to p potential disrupt 5
Security Alerts, Advisories, Generate and disseminate internal system security alerts, advisories, and Threat Intelligence g Mechanisms exist to utilize external threat intelligence feeds to generate and
03.14.03.8 and Directives ldirectives, as necessary. Functional Equal Reporting THR-03.1 ljicceminate organization-specific security alerts, advisories and/or directives. 10
03.14.04 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.14.05 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA NA o INo applicable SCF control
03.14.06 System Monitoring NA Functional | No Relationship NA NA NA o INo applicable SCF control
03.14.06.A System Monitoring |Monitor the system to detect: Functional Subset Of Continuous Monitoring MON-01  [Mechanisms exist to facilitate the implementation of enterprise-wide 10
Imonitoring controls.
Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
Host Intrusion Detection
[systems (HIDS / HIPS), or similar technologies, to monitor for and protect
03.14.06.A.01 System Monitoring |Attacks and Indicators of potential attacks and Functional | ntersects Wit | an Prevention Systems | END-07 B0 ovement aross he 8
network
Mechanisms exist to generate, monitor, correlate and respond to alerts from
03.14.06.A.01 System Monitoring |Attacks and Indicators of potential attacks and Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 8
integrated situational awareness.
Monitoring for Indicators of lAutomated mechanisms exist to identify and alert on Indicators of
03.14.06.A.01 System Monitoring |Attacks and indicators of potential attacks and Functional | Intersects with | MO0 forndiesie MON-11.3  [Rutomated mecher 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.14.06.A.01 System Monitoring |Attacks and indicators of potential attacks and Functional | Intersects With | Anomalous Behavior MON-16  |pehavior that could indicate account compromise of other malicious 8
lactivities.
Mechanisms exist to utiize Host-based Intrusion Detection / Prevention
Host Intrusion Detection
[systems (HIDS / HIPS), or similar technologies, to monitor for and protect
03.14.06.A.02 System Monitoring  |Unauthorized connections. Functiona | ntersects Wit | an revention Systems | END-07 0 et actoss he 8
network
Monitoring for Indicators of lAutomated mechanisms exist to identify and alert on Indicators of
03.14.06.A.02 System Monitoring  |Unauthorized connections, Functional | Intersects with | Moo forndiesie MON-11.3  [Rutomated mecher 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.14.06.A.02 System Monitoring  |Unauthorized connections, Functional | Intersects With | Anomalous Behavior MON-16  |pehavior that could indicate account compromise of ther malicious 8
lactivities.
Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
Host Intrusion Detection
[systems (HIDS / HIPS), or similar technologies, to monitor for and protect
03.14.06.8 System Monitoring  [ldentify unauthorized use of the system. Functiona | ntersects Wit | an Prevention Systems | END-07 0 et actoss he 8
network
IMechanisms exist to generate, monitor, correlate and respond to alerts from
03.14.06.8 System Monitoring  [Identify unauthorized use of the system Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 8
integrated situational awareness.
Monitoring for Indicators of lAutomated mechanisms exist to identify and alert on Indicators of
03.14.06.8 System Monitoring  |ldentify unauthorized use of the system. Functional | Intersects with |MO"E2rIn9 forndieste MON-11.3  [Rutomated mecher 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.14.06.8 System Monitoring  |ldentify unauthorized use of the system. Functional | Intersects With |  Anomalous Behavior MON-16  |pehavior that could indicate account compromise of other malicious 8
lactivities.
Host Intrusion Detection Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
Monitor inbound and outbound communications traffic to detect unusual or [Systems (HIDS / HIPS), or similar technologies, to monitor for and protect
031406 system Honitoring i o condiions Funcional | Intersects Wih | and Prevenion Systams | - END-07 1SS D B et oo he .
networt
Monitor inbound and outbound communications traffic to detect unusual or Inbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
03.14.06.C System Monitoring |, nauthorized activities or conditions. Functional | Intersects With | communications Traffic | MON--3  lcommunications traffic for unusual or unauthorized activities o conditions, 8
Mechanisms exist to generate, monitor, correlate and respond to alerts from
03.14.06.C System Monitoring ~ [Monitor inbound and outbound communications traffic to detect unusual or Functional | Intersects With | System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| 8
integrated situational awareness
Monitor inbound and outbound communications traffic to detect unusual or Monitoring for Indicators of § lAutomated mechanisms exist to identify and alert on Indicators of
03.14.06.C System Monitoring ,nauthorized activities or conditions. Functional | Intersects With | ™ compromise (10C) MON-1L3 | compromise (1oC). 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
Monitor inbound and outbound communications traffic to detect unusual or lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
03.14.06.C System Monitoring ~ [Moniter inbound and outbound comn Functional | Intersects With |  Anomalous Behavior MON-16  |pehavior that could indicate account compromise of other malicious 8
lactivities.
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FDE Name Focal Document Element (FDE) Description & SCF Control e
03.14.06.C system Monitorin Monitor inbound and outbound communications traffic to detect unusual or Functional | Intersects With De’;‘:ﬁ:‘i’;’:\k/';‘r‘;‘fe‘:t’:on NET-0g  |Mechanisms exist to employ Network Intrusion Detection / Prevention s
. 4 9 |unauthorized activities or conditions. [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the network.
Systems (NIDS / NIPS)
Mechanisms exist to force Internet-bound network traffic through a proxy
. onior inbound ang outbound commuricationstaffic o detect unusual or s |device (e.g., Policy Enforcement Point (PEP)) for URL content filtering and
03.14.06.C System Monitoring ed activities or conditions. Functional | Intersects With | DNS & Content Filtering | NET-18 |png fitering to limit a user's ability to connect to dangerous or prohibited 8
Internet sites.
03.14.07 Not Allocated Withdrawn by NIST. Functional | No Relationship NA NA N/A o INo applicable SCF control
Manage and retain CI within the system and CI output from the system in
031408 Inormaton Management L ceutie Ordrs rechues. remuiotons, Functonal | subsetOf | Media & Dota Retenton | cr1g  lechanisms xitto etain media and dota naccordance with applicable 1
Ipolicies, standards, guidelines, and operational requirements. . regl Y 9
03.15.01 Policy and Procedures NA Functional | No Relationship NA NA N/A o INo applicable SCF control
Develop, document, and disseminate to organizational personnel or roles the
. Security, Compliance & 01 |Mechanisms exist to facilitate the implementation of security, compliance
03.15.01A Polcyand procedures _ polces nd procedires needed o satsy the securty requiremens or the Functional SUbset Of | e | GOV-0L e et antrle 10
Develop, document, and disseminate to organizational personnel or roles the Publishing Security,
. ; Mechanisms exist to establish, maintain and disseminate policies, standards
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional Equal Compliance & Resilience | GOV-02 [0 O 0 e, e ot camapihas 10
rotection of Cl. Documentation
Develop, document, and disseminate to organizational personnel or roles the Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With | Compliance &Resilience | GOV-15  [security, compliance and resilience practices for each Technology Asset. 8
rotection of CI. Capabilties [Application andjor Service (TAAS) under their control.
Develop, document, and disseminate to organizational personnel or roles the Mechanisms exist to compel data andfor process owners to select required
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 8
rotection of Cl. [Application andjor Service (TAAS) under their control.
Develop, document, and disseminate to organizational personnel or roles the Mechanisms exist to compel data and/or process owners to implement
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With |  Implement Controls | GOV-15.2  |required security, compliance and resilience controls for each Technology 8
rotection of CI. |Asset, Application and/or Service (TAAS) under their control
IMechanisms exist to compel data and/or process owners to assess f required
Develop, document, and disseminate to organizational personnel or roles the lsecurity, compliance and resilience controls for each Technology Asset,
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With Assess Controls GOV-15.3  [Application and/or Service (TAAS) under their control are: 8
rotection of CI. (1) Implemented correctly; and
(2) Operating as intended.
Develop, document, and disseminate to organizational personnel or roles the ‘Authorize Technology Mechanisms exist to compel data and/or process owners to obtain
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With |Assets, Applications and/or| GOV-15.4  [authorization for the production use of each Technology Asset, Application 8
protection of CI Services (TAAS) Jand/or Service (TAAS) under their control.
Mechanisms exist to compel data and/or process owners to monitor
Develop, document, and disseminate to organizational personnel or roles the [Technology Assets, Applications, Services and/or Data (TAASD) under their
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With Monitor Controls GOV-15.5  [control on an ongoing basis for applicable threats and risks, as well as to 8
lprotection of CI. lensure security, compliance and resilience controls are operating as
intended.
Develop, document, and disseminate to organizational personnel or roles the
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects With |  Operations Security opso1  [Mechanisms exist to faciltate the implementation of operational security 8
protection of CI
Develop, document, and disseminate to organizational personnel or roles the standardized Operatin Mechanisms exist to identify and document Standardized Operating
03.15.01A Policy and Procedures  |policies and procedures needed to satisfy the security requirements for the Functional | Intersects wich | S'2perdized Operaling | - ops.o1.1  [procedures (SOP), or similar documentation, to enable the proper execution 8
protection of CI Jof day-to-day / assigned tasks.
pertodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience Program
Review and update policies and procedures [Assignment: organization-defined 8 o vt ((SCRP), including policies, standards and procedures, at planned intervals or
03.15.01.8 Policy and Procedures [Fevie 20 Functional Subset Of | of Security, Compliance & | GOV-03 [P significant changes occur to ensre thelr continding suitabllity, adequacy 10
Resilience Program land sffectivenses.
0315008 Polcy ana Procedures|Roaies 210 UPARLE pacis a0 procedures [ASsGnment oganizaton e Functional | Intersects With | Operations Secority Ops-01_[echanisms exist o faciltate the Implementation of operationalsecuriy 3
Mechanisms exist to define supporting business processes and implement
lappropriate governance and service management to ensure appropriate
. Review and update policies and procedures [Assignment: organization-defined . Service Delivery 03 lanming. delivery and support of the organization' technology capabilties
03.15.01.8 Policy and Procedures ¢\ ancy). Functional | Intersects With |5, jnac process support)|  OP"%3  lsupporting business functions, workforce, and/or customers based or 3
[nQustry-recognized standards to achieve the specific goals of the process
03.15.02 System Security Plan N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and resilience
) Applied Securit [controls on applicable People, Processes, Technologies, Data and/or Facilities
03.15.02A System Security Plan  [Develop a system security plan that: Functional Subset Of | Compliance and Resilience|  1A0-03  |(PBTDF) that are contained within the sy<tem boundary: 10 changes
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges.
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and resilience
Applied Security, lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
03.15.02.A.01 System Security Plan  |Defines the constituent system components Functional Subset Of | Compliance and Res 1A0-03  [(PPTDF) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
Mechanisms exist to generate authoritative documentation (€.g., System
[Security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
pootied Securtt (2) Reflects the current state of applied security, compliance and resilience
i pplied Securi controls n appiicab People, Processes, Technlogies, Data andor Faciles
03.15.02..02 System Security Plan \dees::r:es the information types processed, stored, and transmitted by the Functional SubsetOf | Compliance and Resilience|  1A0-03  [(BPTDF) that are contained within the system boundary 10
! Controls Documentation (3) Provides a historical record of applied security cammls including
lchanges
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and resilience
Applied Security, lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
03.15.02.A.03 System Security Plan  |Describes specific threats to the system that are of concern to the organization; |  Functional Subset Of | Compliance and Resilience|  1A0-03  |(ppTDF) that are contained within the system boundary; and 10
Controls Documentation ((3) Provides a historical record of applied security controls, including
lchanges
IMechanisms exist to develop and keep current a catalog of applicable risks
03.15.02.A.03 System Security Plan  |Describes specific threats to the system that are of concern to the organization; |  Functional | Intersects With Risk Catalog RSK-03.1  [associated with the organization's business operations and technologies in 3
) 09 [Mechanisms exist to develop and keep current a catalog of applicable
03.15.02.A.03 System Security Plan  |Describes specific threats to the system that are of concern to the organization; |  Functional | Intersects With Threat Catalog TR 00 e v antt ta the o B e aadie 8
PO Mechanisms exist to ensure control applicability is appropriately-determined
ontrol Applicability ffor Technology Assets, Applications and/or Services (TAAS) and third parties
Describes the operational environment for the system and any dependencies on y 9y . Appl 2
03.15.02.A.04 System Security Plan |00 00 e e O s or systom ceianente Functons | tersects Wit | Boundary Graphica AST-082 o0 el representing applicable boundaries 8
Mechanisms exist to document and validate the scope of security,
03.15.02..04 System Security Plan |DSCTibes the operational environment for the system and any dependencies on | inctional | Intersects With Compliance Scope CPL-01.2  |compliance and resilience controls that are determined to meet statutory, 8
¥ Y/ P g regulatory and/or contractual compliance obligations.
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications andjor Services (
rootied Securtt (2) Reflects the current state of applied security, compliance and resilience
pplied Security, lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
03.15.02.4.04 System Security Plan gfig;‘:zi;:ﬁ:&egﬂ:{":'y:g‘g’:g';‘:y";lg ‘(":msg;:‘i':g"d any dependencies on | g1 ctignal SubsetOf | Compliance and Resilience|  1A0-03  [(BPTDF) that are contained within the system boundary: and 10
! Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
ITechnology Assets, Applications and/or Services (TAAS);
) (2) Reflects the current state of applied security, compliance and resilience
Applied Security, lcontrols on applicable People, Processes, Technologies, Data and/or Facilities
03.15.02.A.05 System Security Plan  |Provides an overview of the security requirements for the system; Functional Subset Of | Compliance and Resilience|  1A0-03  |(ppTDF) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges.
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
(1) dentiie key architecturl and implementaton nformation on n-scope
[Technology Assets, Applications and/or Services (TAA!
roolied s (5) Reeces the curront tate of applicd secury. compllance and resience
pplied Secu [controls on applicable People, Processes, Technologies, Data and/or Facilities
03.15.02.A.06 System Security Plan D %C1ioes (e safeguards in place or planned for meeting the security Functional SubsetOf | Compliance and Restience|  1A0-03  [Smre et oen e it e et By Do 10
" Controls Documentation ((3) Provides a historical record of applied security controls, including
lchanges
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Mechanisms exist to generate authoritative documemanon (e.g., System
[Security Plan (SSP)) that

(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);

(2) Reflects the current state of applied security, compliance and resilience
[controls on applicable People, Processes, Technologies, Data and/or Facilities

03.15.02.A.07 System Security Plan |ldentifies individuals that fulfll system roles and responsibilties; and Functional Subset Of | Compliance and Resilience|  1A0-03  |(BPTDF) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
Mechanisms exist to generate authoritative documentation (€., System
[Security Plan (SP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and resilience
) ) ) Applied Security controls on applicable People, Processes, Technologies, Data and/or Facilities
03.15.02.A.08 System Security Plan  [Includes other relevant information necessary for the protection of Cl. Functional Subset Of | Compliance and Resilience|  1A0-03  |(BPTDF) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
Mechanisms exist to generate authoritative documentation (€., System
[Security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-scope
[Technology Assets, Applications and/or Services (TAAS);
rootied Securtt (2) Reflects the current state of applied security, compliance and resilience
pplied Security, [controls on applicable People, Processes, Technologies, Data and/or Facilities
03.15.02.8 System Security Plan [Feview an update the system security plan (Assignment: organization-defined | pyncional Subset Of | Compliance and Res 1A0-03  [(BPTDR) that are contained within the system boundary; and 10
Controls Documentation (3) Provides a historical record of applied security controls, including
lchanges
03.15.02.C System Security Plan  |Protect the system security plan from unauthorized disclosure. Functional | ntersects With [Authonsations for sensitive|  DCH.o1.a [echanisms exist o expliciy define autharizations for speciic individuals 8
- Y Y ¥ Y P!  Reguiated Data land/or roles for logical and /or physical access to sensitive/regulated data.
- Mechanisms exist to restrict the disclosure of sensitive/regulated data to
03.15.02.C System Security Plan  |Protect the system security plan from unauthorized disclosure. Functional | Intersects With | Disclosure of Information | DCH-03.1  |NSChalSms st to fesirel fhe dclos 8
03.15.03 Rules of Behavior N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
: Establish rues that describe the responsibities and expected behavor for - Human Resources Security o1 |Mechanisms exist to facilitate the implementation of personnel security
03.15.03A Rules of Behavior e e e Functional Subset Of HRs-01  [Mechani 10
Mechanisms exist to require all employees and contractors to apply
03.15.03.A Rules of Behavior  |Eotaplish rules that describe the responsibilities and expected behavior for Functional | Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 8
9f P g Cl lsecure, compliant and resilient capabilities.
IMechanisms exist to define acceptable and unacceptable rules of behavior
03.15.03A Rules of Behavior ~ [FS(abIsh rujes thet describe the responsibities and expected behavior for Functional Subset Of Rules of Behavior HRS-05.1  for the use of technologies, including consequences for unacceptable 10
behavior.
Mechanisms exist to define rules of behavior that contain explicit restrictions
03.15.03A Rules of Behavior  |Eotaplish rules that describe the responsibilities and expected behavior for Functional | Intersects With | | Soclal Media & Soclal | as g5 > fon the use of social media and networking sites, posting information on 8
9f P g Cl 9 lcommercial websites and sharing account information.
Mechanisms exist to establish usage restrictions and implementation
. Estabiish rues that describe th responsibities and expected behavior for . Technology Use lguidance for organizational technologies based on the potential to cause
03.15.03.A Rules of Behavior lsystem usage and protecting Cl Functional Intersects With Restrictions HRS-05.3  |damage to Technology Assets, Applications andjor Services (TAAS), if used 8
maliciously.
03.15.03A Rules of Behavior  [FS(ablish rujes thet describe the responsivities and expected behavior for Functional | Intersects With |Use of Critical Technologies|  HRS-05.4 |Mechanisms exist to govern usage policies for critical technologies. 8
: Establish rules that describe the  esponsibiites and expected befavir for - y Mechanlsms exit © manage business sk assocated with permiting
03.15.03A Rules of Behavior  [FS(abIsh les thet describe Functional | Intersects With | Use of Mobile Devices | HRS-05.5 [Miechanisms exist to ma 8
03.15.03.8 Rules of Behavior  [Provide rules to individuals who require access to the system. Functional | Intersects With Defined Roles & HRS-03  Mechanisms exist to define marecurty e & eoraTEes o o1 8
- e IMechanisms exist to communicate with users about their roles and
03.15.03.8 Rules of Behavior  [Provide rules to individuals who require access to the system. Functional | Intersects With User Awareness HRS-03.1 e asers g 8
Mechanisms exist to formally educate authorized users on proper data
0315038 Rules of Behavior |Provide rules to individuals who require access to the system. Functional | Intersects With |  Formal Indoctrination | HRS-04.2  |handling practices for all the relevant types of data to which they have 8
Jaccess.
policy Familiarization & Mechanisms exist to ensure personnel receive recurring familiarization with
0315038 Rules of Behavior |Provide rules to individuals who require access to the system. Functional | Intersects witn | "L Familierization HRS-05.7 the organization's security, compliance and resilience policies and provide 8
03.15.03.8 Rules of Behavior  |Provide rules to individuals who require access to the system. Functional | Intersects With |  Access Agreements HRs-06  [Mechanisms exist to require intemal and third-party users to sign appropriate 8
laccess agreements prior to being granted access.
Receive a documented acknowledgement from individuals indicating that they policy Familiarization & Mechanisms exist to ensure personnel receive recurring familiarization with
03.15.03.C Rules of Behavior |have read, understand, and agree to abide by the rules of behavior before Functional | Intersects with | POLCY Familiarization HRS-05.7 the organization's security, compliance and resilience policies and provide 8
access to Cl and the system, 9 la
Receive a documented acknowledgement from individuals indicating that they
03.15.03.C Rules of Behavior  |have read, understand, and agree to abide by the rules of behavior before Functional | Intersects With |  Access Agreements HRs-06  [echanisms exist to require internal and third-party users to sign appropriate 8
P S b laccess agreements prior to being granted access.
Receive a documented acknowledgement from individuals indicating that they Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
03.15.03.C Rules of Behavior |have read, understand, and agree to abide by the rules of behavior before Functional | Intersects With |C HRS-06.1 at reflect the needs to protect data and 3
access to Cl and the system, loperational details, or both employees and third-parties.
reriode Roview & Undat Mechanisms exist to review the Security, Compliance & Resilience Program
: organization- eriodic Review & Update (SCRP), including policies, standards and procedures, at planned intervals or
Review and update the rules of behavior [Assignment: organization-defined “RP), 9 policies, p . at plann
03.15.03.0 Rules of Behavior  [fe¥iex: o0 Functional | Intersects With | of Security, Compliance & | GOV-03 it significant changes occur to ensure thelr continuing suitability, adequacy 8
Resilience Program landeffectiveness,
0315050 Rulesof Benavior_|ReAea and upda e e of behavor (Assmmentsorganizatn-defmed Functional subsetof | oman Resources Securty| iog oy Hechanisms exis o facitate e implementation f personnel secury o
organ Mechanisms exist to ensure personnel receive recurring familiarization with
03.15.03.0 Rules of Behavior ;2‘;‘5;5;]" update the rules of behavior [Assignment: organization-defined Functional | Intersects With P"R‘(‘{(:;mgfg’:;‘;’l‘ & | HRS-05.7 |the organization's security, compliance and resilience policies and provide 8
Mechanisms exist to govern Supply Chain Risk Management (SCAM)
lApply the following systems security engineering principles to the development Jsanctions that require the removal and prohibition of certain Technology
03.16.01 Securlty Engineering lor modification of the system and system components: [Assignment: Functional | Intersects with | Pronibited Equipment & AST-17  |Assets, Applications and/or Services (TAAS) that are designated as supply 3
P! lorganization-defined systems security engineering principles). [chain threats by a statutory or regulatory body.
Security Engineering | APPIY the following systems security engineering principles to the development Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
03.16.01 P}’mmgles "9 |or modification of the system and system components: [Assignment: Functional Intersects With | Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 3
P lorganization-defined systems security engineering principles. Portfolio Management lcompliance and resilience objectives.
- Mechanisms exist to identify critical system components and functions by
Security Engineering [APPIY the following systems security engineering principles to the development Security, Compliance & " criticality analvsis for critical Technology Assets, Applications
03.16.01 A lor modification of the system and system components: [Assignment: Functional | Intersects With | Resilience Requirements | PRM-05  [5ndjor Services (TAAS) at pre-defined decision pointe in the Secure 8
lorganization-defined systems security engineering principles]. Definition Development Life Cycle (SDLC)
Mechanisms exist to facilitate the implementation of industry-recognized
lApply the following systems security engineering principles to the development ) jsecurity, compliance and resilience practices in the specification, design,
03.16.01 Securlty EngIneering lor modification of the system and system components: [Assignment: Functional Subset Of Secure Engineering SEA-0L A and of Technology Assets, 10
3 organizationdefined systems secunty engineering principles]. o lApplications andor Services (TAAS).
. Mechanisms exist to develop an enterprise architecture, aligned with
Security Engineering [PPIY the following systems security engineering principles to the development Alignment With Enterprise industry-recognized leading practices, with consideration for security,
03.16.01 lor modification of the system and system components: [Assignment: Functional | Intersects With SEA-02 8
Principles RS e i AR At Architecture lcompliance and resilience principles that addresses risk to organizational
9 ¥ ¥ eng ‘9 principles]- loperations, assets, individuals and other organizations
lApply the following systems security engineering principles to the development Mechanisms exist to facilitate the implementation of tailored development
03.16.01 Securlty EngINeering  lor modification of the system and system components: [Assignment: Functional | Intersects with | Tecn0logy Development | - 1501 lang acquisition strategies, contract tools and procurement methods to meet 8
P lorganization-defined systems security engineering principles. A lunique business needs.
Mechanisms exist to design, develop and produce Technology Assets,
IApply the following systems security engineering principles to the development Minimum Viable Product (Applications and/or Services (TAAS) in such a way that risk-based technical
03.16.01 5““';” E"gl‘"“”"g lor modification of the system and system components: [Assignment: Functional Intersects With (MVP) Security TDA-02  [3nd functional specifications ensure Minimum Viable Product (MVP) criteria 5
rinciples lorganization-defined systems security engineering principles). Requirements. [establish an appropriate level of security and resiliency based on applicable
fisks and threats.
Mechanisms exist to require software developers to ensure that their
lApply the following systems security engineering principles to the development lsoftware development processes employ industry-recognized secure
03.16.01 Securlty EngINeering lor modification of the system and system components: [Assignment: Functional | Intersects With | Development Methods | rps 053 lpractices for secure programming, engineering methods, quality control 8
s lorganization-defined systems security engineering principles]. d lprocesses and validation techniques to minimize flawed and/or malformed
lsoftware.
Mechanisms exist to ensure vendors / manufacturers:
IApply the following systems security engineering principles to the development S (1) Deliver the Technology Asset, Application and/or Service (TAAS) with
03.16.01 Securlty EngINeering lor modification of the system and system components: [Assignment: Functional | Intersects with | Pre-Estaplished Secure | 1ppgy 4y cure an 3
P lorganization-defined systems security engineering principles). 9 ((2) Use the pre-established, secure configuration as the default for any
lsubsequent TAAS reinstallation or upgrade.
Security Engineering | PPIY the following systems security engineering principles to the development Commercial Off-The-Shelf IMechanisms exist to utilize only Commercial Off-the-Shelf (COTS) security
03.16.01 ity Engine lor modification of the system and system components: [Assignment: Functional | Intersects with | (SITELR OFTheShel) ooz Mechan 3
P lorganization-defined systems security engineering principles]. Y P
Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
lsecurity architecture that:
(1) Is consistent with and supportive of the organization's security
larchitecture which is established within and is an integrated part of the
; ; ization ise architecture;
IApply the following systems security engineering principles to the development lorganization's enterprise arc}
03.16.01 Security Engineering o noification of the system and system components: [Assignment: Functional | Intersects with | Developer Architecture & | ypp o5 |(2) Accurately and completely describes the required security functionality 5
Principles lorganization-defined systems security engineering principles}. esign [and the allocation of security, compliance and resilience controls among
physical and logical components; an
(3) Expresses how individual security functions, mechanisms and services
|work together to provide required security capabilities and a unified
lapproach to protection
- - Mechanisms exist to develop applications based on Secure Software
Securty Engineering [APPIY the following systems security engineering principles to the development Secure Software Development Practices (SSOP).
03.16.01 ity Engine lor modification of the system and system components: [Assignment: Functional | Intersects With | Development Practices |  TDA-06 8
P lorganization-defined systems security engineering principles]. (S5DP)
lApply the following systems security engineering principles to the development . -
03.16.01 Securlty Engneering lor modification of the system and system components: [Assignment: Functional | Intersects With | Third-party Management |  TpM.01  |Mechanisms exist to facilitate the implementation of third-party management 8
P lorganization-defined systems security engineering principles]. g
- - Mechanisms exist to control changes to services by suppliers, taking into
Security Engineering [P the following systems security engineering principles to the development hanges To laccount the criticality of business Technology Assets, Applications, Services
03.16.01 A lor modification of the system and system components: [Assignment: Functional | Intersects witn | "3reging Changes T TPM10  [3007or Data (TAASD) that are in scope by the third-party 8
lorganization-defined systems security engineering principlesl.
03.16.02 UMEUEETREG) i N/A Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
- Components
Unsupported System _|Replace system components when support for the components is no longer Technology Lifecycle y Mechanisms exist to manage the usable lifecycles of Technology Assets,
03.16.02.A Components |available from the developer, vendor, or manufacturer. Functional Subset OF SEA07-1 |applications andfor Services (TAAS) 10
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Replace system components when support for the components is no longer

Unsupported Technology

Secure Contre
Co

ntrol Descri

[Mechanisms exist to prevent unsupported Technulagy Assets, Applications
land/or Services (TAAS) by:

(1) Removing and/or replacing TAAS when support for the components is no
longer available from the developer, vendor or manufacturer; an

Unsupported System 5
03.16.02A Functional Equal  |Assets, Applications and/or| TDA-L7  |(2) Requiring justification and documented approval for the continued use of 10
Components available from the developer, vendor, or manufacturer. Services (TAAS) lunsupported TAAS required to satisfy mission/business needs.
Unsupparted System [Provid opions fo sk migation or alferative sourcesfo cantinued support o1 07 |Mechanisms exist to determine the Mean Time to Failure (MTTF) for system
03.16.02.8 phoried ors e s Functional | Intersects With |Predictable Failure Analysis| ~ SEA-07 in specific of operation. 3
Unsupported System _[Provide options for risk mmganon or alternative sources for continued support for| Technology Lifecycle y Mechanisms exist to manage the usable lifecycles of Technology Assets,
03.16.028 Components nts that cannot be replaced. Functional | Intersects With SEA7-1 |applications andjor Services (TAAS) 8
xist to provide in-house Support or contract external providers
Unsupported System  [Provide options for risk mitigation or alternative sources for continued support for| Alternate Sources for g o aammart with tnetried Tatma o Rotets, Anplestions ond/or
03.16.028 Components lunsupported components that cannot be replaced. Functional Equal Continued Support AT ARG PP el  ApP & 0
03.16.03 External System Services NA Functional | No Relationship NA NA NA o INo applicable SCF control
Require the providers of external system services used for the processing, i
03.16.03A External System Services [storage. or transmission of CI to comply with the following security requirements:|  Functional Subset Of | Third-Party Management |  TpM-o1  [Mechanisms exist to faciitate the implementation of third-party management 10
d security
echanlsms exis to miigate the 15ks assoclated with tir-party access o
Require the providers of external system services used for the processing, ) echnology Assets, " Services andjor Data
03.16.03A External System Services storage, or transmission of CI to comply with the following security requirements:| ~ Functional | Intersects With |  Third-Party Services TPM0s  [aaed 8
d security
Require the providers of external system services used for the processing, Third-Party Processing, .
0316034 | Extermal System Senvices [Forade, o anamission o Gl Compy wih e owing Sty reaiiments:|  Functonal | ntersects Wit | ' Serage s senve, | TPu-0a.a  [lechanisms existtorestrict the loation o nformaton processingistorage .
d security Locations af
Mechanisms exist to require contractual requirements for applicable security.
Require the providers of external system services used for the processing, ThirdParty Contract lcompliance and resilience requirements with third-parties, reflecting the
03.16.03A External System Services [storage, or transmission of Cl to comply with the following security requirements:|  Functional | Intersects With AGHRASS TPM-05  [organizations needs to protect its Technology Assete, Applications, Services 8
d security landfor Data (TAASD).
Require the providers of external system services used for the processing, Contract Flow-Down Mechanisms exist to ensure applicable security, compliance and resilience
03.16.03A External System Services [storage, or transmission of Cl to comply with the following security requirements:|  Functional | Intersects With ract Flow Do TPM-05.2  [requirements are included in contracts that flow-down to applicable sub- 8
d security al |contractors and suppliers.
IMechanisms exist to obtain an attestation from an independent Third-Party
Require the providers of external system services used for the processing, Third-Party Attestation [Assessment Organization (3PAO) that provides assurance of conformity with
03.16.03A External System Services storage. or transmission of CI to comply with the following security requirements:|  Functional Equal o) TPM-05.8  [specified statutory, regulatory and contractual obligations for security, 10
d security [compliance and resilience controls, including any flow-down requirements to
lcontractors and subcontractors.
Define and document user roles and responsibilities with regard to external . Defined Roles & exist to define roles & for all
03.16.03.8 External System Services | tom services, including shared responsibilities with external service providers,|  Functional | Intersects With Responsi HRS-03 | connel. 8
Mechanisms exist to govern third-party personnel by reviewing and
Define and document user roles and responsibilities with regard to external .
03.16.03.8 External System Services D0 o O e e B i it oxtcoal S providers,|  FUnctional | Intersects With | Third-party Personnel HRS-10  |monitoring third-party security, compliance and/or resilience roles and 8
Mechanisms exist to require contractual requirements for applicable security,
Define and document user roles and responsibilities with regard to external . Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
03.16.03.8 External System Services | e ncluding Shared responsibiities with external service providers.|  Functional | Intersects With Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services 5
landfor Data (TAASD).
Mechanisms exist to ensure applicable security, compliance and resilience
Define and document user roles and responsibilities with regard to external . Contract Flow-Down "
0316038 External System Services Do T O e e B e it ot S providers,| | Functional | Intersects With o a2 TPM052  Fequirements arenclused in cotractschat lodown t spplcable sub- 5
Responsible, Accountable, Mechanisms exist to document and maintain a Responsible, Accountable,
Define and document user roles and responsibilities with regard to external . g g ’ ISupportive, Consulted & Informed (RASCI) matrix, or similar documentation,
03.16.03.8 External System Services |  Gtom services, including shared responsibilities with external service providers.|  Functional Equal fﬂ‘;‘;?;’e‘g’féggﬁ”&:zi‘ TPM-05.4 |1 delineate assignment for security, compliance and resilience controls 10
between interal stakeholders and External Service Providers (ESPs).
Implement processes, methods, and techniaues to manior secuiy requirement S et L0 Mingate the isks associated with third-party access to
. . i ¥ ¥ echnology A s djor Data
03.16.03.C External System Services |0 oo e O o e e e acaoing e Functional | Intersects With |  Third-Party Services TU04 fhe orger nology Assets, ervices and/or Data 5
Mechanisms exist to require contractual requirements for applicable security.
Implement processes, methods, and techniaues to monior secuiy requirement . Third-Party Contract o5 |compliance and resilience requirements with third-parties, reflecting the
03.16.03.C External System Services |cor Sl by external service providers on an ongoing bas Functional Intersects With equirements. TPM-05  |organization's needs to protect its Technology Assets, Applications, Services 5
landfor Data (TAASD).
Mechanisms exist to ensure applicable security, compliance and resilience
Implement processes, methods, and techniaues to monior secuiy requirement Contract Flow-Down ’ ¢ <
03.16.03.C External System Services |0 oo e O o e e e asaoing e Functional | Intersects With a2 TPM05.2  Fequirements arencluded i cotractsEht losdown t spplcable sub 5
Mechanisms exist to perform recurring validation of the Responsible,
IAccountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
to ensure security, compliance and resilience control
Implement processes, methods, and techniaues to monior secuiy requirement y y lassignments accurately reflect current:
03.16.03.C External System Services | o1 liance by external service providers on an ongoing basi Functional | Intersects With | Third-Party Scope Review | - TPM-05.5 (3" Contractual obligations for the External Service Provider (ESP); 8
(2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable
y External Service Providers (ESPs) that provides assurance of compliance with
03.16.03.C External System Services 1P oo B0 O o e e o e UMY "UemeNt | functional | intersects with | - FIStPary Declaration | rpw.5.6 - fspecified statuory, regulatory and contractual obligations for security, 5
P o P! 'going lcompliance and resilience controls, including any flow-down requirements to
Jsubcontractors,
IMechanisms exist to obtain an attestation from an independent Third-Party
. . |Assessment Organization (3PAO) that provides assurance of conformity with
03.16.03.C External System Services 1P oo B0 O o e e o e UMY "UemeNt | functional | Intersects with | T"OPoAestation | rpw.5.5  fspecified statuory, regulatory and contractual obligations for security, 8
P o P! 'going lcompliance and resilience controls, including any flow-down requirements to
lcontractors and subcontractors.
. Mechanisms exist to monitor, regularly review and assess External Service
03.16.03.C External System Services |0 o0 B O o e e 2 angaing e 'S0 | Functional Subset Of Review of Third-Party | 7pm08  |providers (ESPs) for compliance with established contractual requirements 10
- for security, compliance and resilience controls.
03.17.01 Supply Chan Risk NA Functional | No Relationship. NA NA NA 0 INo applicable SCF control
Develop a plan for managing supply chain risks associated with the research and
Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
03.17.01.A Supply Chain Risk  |development. desian. ’"a"a“n':‘;:*s'p‘"“jg'af;?f:‘se“‘s‘;zlg’f\"‘;‘j’s{xfgr’ﬁ;“fg‘ms o Functional | Intersects With | Compliance & Resilience | GOV-15 [security, compliance and resilience practices for each Technology Asset, 3
o oot Capabilties [Application and/or Service (TAAS) under their control.
Develop a plan for managing supply chain risks associated with the research and
Mechanisms exist to compel data and/or process owners to select required
03.17.01.A Supply Chain Risk  |development. desian. ’"a"a“n':‘;:*s'p‘"“jg'af;?f:‘se“‘s‘;zlg’f\"‘;‘j’s{xfgr’ﬁ;“fg‘ms o Functional | Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset, 3
opstem services [Application and/or Service (TAAS) under their control.
Develop a plan for managing supply chain risks associated with the research and
Mechanisms exist to compel data and/or process owners to implement
03.17.01.A Supply Chain Risk | development. desian. ’"a"a“n':‘;:*s'p‘"“jg'af;?f:‘se“‘s‘;zlg’f\"‘;‘j’s{xfgr’ﬁ;“fg‘ms o Functional | Intersects With |  Implement Controls GOV-15.2 [required security, compliance and resilience controls for each Technology 3
opstem services IAsset, Application and/or Service (TAAS) under their control
Mechanisms exist to compel data and/or process owners to assess f required
e e o e e noearch and Kecurity. compliance and resiience cantrols for éach Technology Ascet,
03.17.01.A Supply Chain Risk design, acquisition, delivery, integration, Functional Intersects With Assess Controls GOV-15.3  |Application and/or Service (TAAS) under their control are: 3
Plan and disposal of the system, system components, or e Comete o
e s (2) Operating as intended.
PR ——.
03.17.01A Risk o e s, o Functional | Intersects With |Assets, Applications and/or| GOV-15.4  [authorization for the production use of each Technology Asset, Application 3
P ¥ ¥: P Services (TAAS) land/or Service (TAAS) under their control.
opstem services
Mechanisms exist to compel data and/or ProCess oWners o monitor
suoply Choim Rk |SELC10p,2 plan for managing supply chain risks associated with the rescarch and [Technology Assets, Applications, Services and/or Data (TAASD) under their
upply Chain Risi levelopment, design, manfacturing, acquisition, defivery, integration, . lcontrol on an ongoing basis for applicable threats and risks, as well as to
03.17.01A Functional | Intersects With Monitor Controls GOV-15.5 3
Plan and disposal of the system, system components, or lensure security, compliance and resilience controle are operating as
orstem services intended.
Develop a plan for managing supply chain risks associated with the research and
Supply Chaln Risk development,design, manufacturing, acquisiion, delivery, integration. 01 |Mechanisms exist to facilitate the implementation of strategic, operational
03.17.0LA Plan and disposal of the system, system components, or Functional Subset Of |Risk Management Program | RSK-01 |0 {'t2 ctical risk management controls. 10
opstem services
Mechanisms exist to develop a plan for Supply Chain Risk Management
SCRM) associated with the development, acquisition, maintenance and
Develop a plan for managing supply chain risks associated with the research and (s
03.17.01.A Supply Chain Risk development design, manufacturing, acquisition, delivery, integration, Functional Equal Supply Chain Risk RSK-08 g'wosa\ of Tech‘rvulo%y Assets, Applications l3nd/or Services r(fmxs), including 0
-17.01. Plan and disposal of the system, system components, or q Management (SCRM) Plan locumenting selected mitigating actions and monitoring performance
orstem services lagainst those plans.
Mechanisms exist to:
sonpty Cham ik |ECLcIoP 2 plan for managing supply chainriss asocited wih the resarch and cupoty Chai ik (1) Evaluate security risks and threats associated with Technology Assets,
upply Chain Risi levelopment, design, manfacturing, acquisition, delivery, integration, upply Chain Ris .03 [Applications and/or Services (TAAS) supply chains; and
03.17.01.A Plan and disposal of the system, system components, or Functional | Intersects With | - yyanagement (SCRM) | TPM03 e appropriate remediation actions to minimize the organization's 8
Svstem senices. lexposure to those risks and threats, as necessary.
Develop a plan for managing supply chain risks associated with the research and Mecharfsrs exst o utize tllored acqusiion strakegies, Contract foas and
Supply Chain Risk development,design, manufacturing, acquisiion,delivery, integration. Acquisition Strategies, y fprocurement methods for the purchase of unique Technology Assets,
03.17.01.A Plan and disposal of the system, system components, or Functional | Intersects With Tools & Methods TPM-03.1 lapplications and/or Services (TAAS) 5
opstem services
Develop a plan for managing supply chain risks associated with the research and
Supply Chain Risk development,design, manufacturing, acquisiion, delivery, integration. y Mechanisms exist to include "break clauses" within contracts for failure to
0317.00A Plan and disposal of the system, system components, or Functional | Intersects With Break Clauses TPM-05.7 Imeet contract criteria for security, compliance and/or resilience controls 3
opstem services
Mechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance and
\y ChainRisk  |R te the supply chain risk  plan A " y Chain Risk ldisposal of Technology Assets, Applications andor Services (TAAS), including
03.17.018 Supply Chln sk Review and updte the supplychain risk management plan Assignmen Functional Subset OF | o 0D e nyplan | RSK-09  [documenting selected mitigating actions and monitoring performance 10
lagainst those plans.
Supply Chain Risk Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it is
03.17.01.C Risk " Iprotect the supply chain risk management plan from unauthorized disclosure. Functional | Intersects With gulat Deho12 [Hechaisme existfo pree 8
Defining Access . .
Supply Chain Risk y IMechanisms exist to explicitly define authorizations for specific individuals
03.17.01.C D e blan,[Protect the supply chain isk management plan from unauthorized disclosure. Functional | Imersects with [autnorization for Sesitvel | DCHOL4. e Senekerequated data 8
Supply Chain Risk Mechanisms exist to restrict the disclosure of sensitive/regulated data to
03.17.01.C Risk " Iprotect the supply chain risk management plan from unauthorized disclosure. Functional | Intersects With | Disclosure of Information |  DCH-03.1 [{&Cherisrs exietto festrct the dlecios 8
Acqisition Strategies, ~[Develop and implement acquisition strategies, contract tools, and procurement Technology Development Wecharisms exit o acltate he mplemertaton of talored developmert
03.17.02 al gles, P P! al gies, » and pr Functional Subset Of 9y P TDA-01 |and acquisition strategies, contract tools and procurement methods to meet 10

Tools, and Methods

Imethods to identify, protect against, and mitigate supply chain risks.

& Acquisition

lunique business needs.
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Acquisiion strategies.

Develop and implement acquisition strategies, contract tools, and procurement

Acquisition Strategies,

Secure Contre
Co

ntrol Descri
[Mechanisms exist to utilize tailored acquisition s[rateg\es, contract tools and

. rocurement methods for the purchase of unique Technology Assets,
03.17.02 Tools, and Methods  |methods to identify, protect against, and mitigate supply chain risks. Functional Equal Tools & Methods TP cations andlor Services (TARS) o .l 0
Agqusiion Strategies, - |Develop and implement acquisiion strategles, contract toos, and procurement [rechanisms exist o mitigate the risks associated with third-party access to
. , , ird- ¥ echnology Assets, . Services and/or Data
03.17.02 Tools, and Methods  |methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With | Third-Party Services P04 e e 9 5 s
Mechanisms exist to conduct a risk assessment prior to the acquisition or
Acqusiion Strategies, - |Develop and implement acquiiion strategies, contract toos, and procurement Third-Party Risk y Iottamarcine o techooloay ralaten Technolom Abrete. AoAcatae 2ot o
03.17.02 Tools, and Methods |methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With | soqesoments & Approvals | 1704 0 ee T R6) 9 % + APP! 4 8
Mechanisms exist to require contractual requirements for applicable security.
Acquisition Strategies, ~|Develop and implement acquisition strategies, contract tools, and procurement Third-Party Contract . |compliance and resilience requirements with third-parties, reflecting the
03.17.02 To0ls, and Methods | |methods to identify, protect against, and mitigate supply chain fisks Functional | Intersects With Requirements TPM-0S lorganization's needs to protect its Technology Assets, Applications, Services 8
landfor Data (TAASD).
Mechanisms exist to compel External Service Providers (ESPS) to provide
cauisiion strat evelon and imofement ion st ot toat. and . securiy . Inotification of actual or potential compromises in the supply chain that can
cauisition Strategies, ~ |Develop and implement acquisition strategies, contract tools, and procuremen ecurity Compromise y lpotentially affect or have adversely affected Technology Assets, Applications
03.17.02 Tools, and Methods | methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With | yotification Agreements | T30 ICE {0t SelVices (TAAS) that the organization utilizes. :
Mechanisms exist to ensure applicable security, compliance and resilience
Acquisition Strategies, ~|Develop and implement acquisition strategies, contract tools, and procurement . Contract Flow-Down y " ¢ .
03.17.02 B A el o AT AN S RS A Functional | Intersects With o e 2 TPM-05.2  [requirements are included in contracts that flow-down to applicable sub- 8
lcontractors and suppliers.
Mechanisms exist to perform recurring validation of the Responsible,
IAccountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
to ensure security, compliance and resilience control
Acquisition Strategies, |Develop and implement acquisition strategies, contract tools, and procurement . ’ ’ lassignments accurately reflect current:
03.17.02 Tools, and Methods | methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With | Third-Party Scope Review | - TPM-05.5 (3" Contractual obligations for the External Service Provider (ESP); 5
(2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, Applications and/or Services (TAAS).
Acquisition Strategies, |Develop and implement acquisition strategies, contract tools, and procurement . y Mechanisms exist to include "break clauses within contracts for failure to
03.17.02 ‘0ols, and Methods | methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With Break Clauses TPM-05.7 | neet contract criteria for security, compliance and/or resilience controls, 5
) . Mechanisms exist to monitor, regularly review and assess External Service
Acquisition Strategies, |Develop and implement acquisition strategies, contract tools, and procurement . Review of Third-Party
03.17.02 Functional | Intersects With TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
o0ls, and Methods | methods to identify, protect against, and mitigate supply chain risks. Services A Pl o b gt
Mechanisms exist to address weaknesses or deficiencies in supply chain
Acquisition Strategies, |Develop and implement acquisition strategies, contract tools, and procurement . Thirg-party Deficiency § s
03.17.02 Sl O AT TN S R RS Functional | Intersects With Party Defil TPH-09  elements dentited during ndependent ororganizational ssessments of 5
Mechanisms exist to control changes to services by suppliers, taking into
Acquisition Strategies, |Develop and implement acquisition strategies, contract tools, and procurement . Managing Changes To 1o [ccount the criticality of business Technology Assets, Applications, Services
03.17.02 ‘ools, and Methods | methods to identify, protect against, and mitigate supply chain risks. Functional | Intersects With | “yyirq party Services TPM-10  land/or Data (TAASD) that are in scope by the third-party. 5
Supply Chain
03.17.03 Requirements and N/A Functional | No Relationship NA NA N/A o INo applicable SCF control
Processes
Mechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance and
Supply Chain i i |disposal of Technology Assets, Applications and/or Services (TAAS), including
Establish a process for identifying and addressing weaknesses or deficiencies in . Supply Chain Risk g . .
03.17.03.A Requirements and "%l o) M i elements and processes. Functional Subset Of | a2 gement (SCRM) Plan | RSK-09 |documenting selected mitigating actions and monitoring performance 10
Processes lagainst those plans.
Supply Chain . - Mechanisms exist to periodically assess supply chain risks associated with
Establish a process for identifying and addressing weaknesses or deficiencies in Supply Chain Risk . Nechrology Aasets Appiicat Sfor S RS
0317.03A Reaurements and 0 e et and processes Functional | Intersects With pply Chaln RSK-09.1  [Technology Assets, Applications andor Services (TAAS) 8
Sunply Chain Mechanisms exst to identiy, prioritize and assess suppliers and partners of
Establish a process for identifying and addressing weaknesses or deficiencies in Third-Party Criticality lcritical Technology Assets, Applications and/or Services (TAAS) using a
03.17.03.A Requirements and  a'e%Cl 0 L elements and processes. Functional | Intersects With Assessments TPM-02 Isupply chain risk assessment process relative to their importance in 8
Processes lsupporting the delivery of high-value services.
Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology Assets,
Supply Chain
03.17.03.A Requbanall |4 [Establish a process for identifying and addressing weaknesses or deficiencies in | ¢ vionot | intersects with | SUPPIY Chain Risk TpM.03  [Applications andor Services (TAAS) supply chains; an s
urements the supply chain elements and processes. Management (SCRM) (3) Take appropriate remediation attions to minimize the organization's
lexposure to those risks and threats, as necessary.
Supply Chain Mechanisms exist to utilize tailored acquisition strategies, contract tools and
03.17.03A Requirements and |otaplish a process for identifying and addressing weaknesses or deficienciesin | ¢ nctional | Intersects with | ACquisition Strategies, | 1py.o31  lprocurement methods for the purchase of unique Technoiogy Assets, 3
urements the supply chain elements and processes. Tools & Methods R piications andior Senvices (TAAS).
Supply Chain - - - -
03.17.03.A Regunoy Shein 4 [Establish a process for dentifying and addressing weaknesses or deficiencies in | g ctional | Intersects ith | Limit Potential Harm | Ten.03.2 [Mechanisms exist to utlze security safeguards to limit harm from potential 3
urements the supply chain elements and processes. ladversaries who identify and target the organization's supply chain
Supply Chain - Processes To Address ot -
03.17.03.A Resupply Chain  Iestablish a process for identifying and addressing weaknesses or deficiencies in | gy o [ cesses To Addrs TpM.03.3  |Mechanisms exist to address identified weaknesses or deficiencies in the s
g - q brocecees lthe supply chain elements and processes. Dofcioncics lsecurity of the supply chain
Supply Chain - Mechanisms exist to mitigate the risks associated with third-party access to
3.17.03.A Requirements and Functional | Intersects With |  Third-Party Services TPM-04 echnology Assets, ervices and/or Data 5
o ; Establish a process for identifying and addressing weaknesses or deficiencies in y e ey s oD
urements the supply chain elements and processes. Tases:
Supply Chain - Mechanisms exist to conduct a risk assessment prior to the acquisition or
Establish a process for identifying and addressing weaknesses or deficiencies in Third-Party Risk y T R S e o o o
0317.03A Reaurements andlthe supply chain elements and processes. Functional | Intersects With | pocecements & Approvals | 041 0o ou e o). 9 9 - Applicatt 3 5
lechanisms exist to perform recurring validation of the Responsible,
Mech: t to perf lidation of the R bl
lAccountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
Supply Chain ldocumentation, to ensure security, compliance and resilience control
Establish a process for identifying and addressing weaknesses or deficiencies in y y lassignments accurately reflect current
03.17.03.A Reaurements andlthe supply chain elements and processes. Functional | Intersects With | Third-Party Scope Review | - TPM-05.5 \(1y"Contractyal obligations for the External Service Provider (ESP); s
(2) Business practices;
(3) Applicable stakeholders; and
@) Deployed Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to develop a plan for Supply Chain Risk Management
Enforce the following security requirements to protect against supply chain risks (SCRM) associated with the development, acquisition, maintenance and
Supply Chain ko the system,system companents,or ystem services and to it the harm or Supply Chain Risk disposal of Technology Assets, Appications andjar Services (TAAS), ncluding
03.17.038 and e v Functional Subset OF |y, oo e iy plan | RSK-09 |documenting selected mitigating actions and monitoring performance 10
Processes i el A lagainst those plans.
Mechanisms exist to
Supply Chain Enforce the following security requirements to protect against supply chain risks (1) Evaluate security risks and threats associated with Technology Assets,
03.17.03.8 g [ihe system,sysiem components,or system services and to mit the harm or | cignat | nersects with |, SUPBY Chain Risk 1pM-03  |Applications andfor Services (TAAS) supply chains: and s
urements upply chain-related events: Management (SCRM) (2) Take appropriate ramediation actions to minimize the organization's
defined securlty fequ\rements] lexposure to those risks and threats, as necessary.
Supply Chain Enforce the following security requirements to protect against supply chain risks MEC”E“‘ST“SQEX‘S:hfﬂd”t;‘iIEt;E"UTEGhE(QUi?‘UU" 5"?99"‘95" CB";@C‘;QU‘S and
ko the system,system companents,or ystem services and to it the harm or quisition Strategies, lprocurement methods for the purchase of unique Technology Assets,
03.17.038 a and o e ovms Functional | Intersects with | Acquisition Strategi TPM-03.1  [appiications and/or Services (TAAS) 5
rocesses efined securty reqirements)
Supply Chain Enforce the following security requirements to protect against supply chain risks
ko the system,system companents,or ystem services and to it the harm or y Mechanisms exist to utiize security safeguards to limit harm from potential
03.17.038 arements and o e ovms Functional | Intersects With | Limit Potential Harm | TPM-03.2 [Yeehaniems exist to wilize securty Sateguards 1 o e o 5
efined securty reqirements)
Enforce the following security requirements to protect against supply chain risks
03.17.038 Supply chain  |to the system, system components, o system services and to It t1e M o | £ctional | ntersects With Processes ToAddress | pm03.3 |Mechanisms exist to address identified weaknesses or deficiencies in the s
1703, upply chain-related events: lsecurity of the supply chain
Processes efined securty requirements) Deficiencies
Supply Chain Enforce the following security requirements to protect against supply chain risks [Fecharisms exist to mitioate the ieks associated Wit third-party access to
nology Assefs, ervices and/or Data
03.17.03.8 and  [[0the system, system ‘;’;“’E“e"‘s“’f System services and to limit thebarm or | Functional | Intersects With | Third-Party Services TPM04  [(Taned) 9 5
Processes efined securty requirements)
Supply Chain Enforce the following security requirements to protect against supply chain risks Hechanisms exst o conduc 3 sk assessment pror o the acauisito, or
ko the system,system companents,or ystem services and to it the harm or Third-Party Risk y Joutsourcing of technology-related Technology Assets, Applications and/or
03.17.038 arements and o e ovms Functional | Intersects With | o JRTOPORSK | TPM-041 |Saryices (TARS). 5
efined securty requirements)
Supply Chain Enforce the following security requirements to protect against supply chain risks Mechanisms exist to require contractual requirements for applicable security,
03.17.058 pply o [t sytem, system components,orsystem senices and o it e rarm o | ' Subsetor Third-Party Contract owos  [omPliance and resiience requirements with third-parties,reflecting the N
.17.03.1 an upply ch lat ente: unctional ubset Requirements 3 lorganization's needs to protect its Technology Assets, Applications, Services
Processes efinedsecurty requirements. [andor Data (TAASD).
Enforce the following security requirements to protect against supply chain risks )
Supply Chain i} Mechanisms exist to ensure applicable security, compliance and resilience
03.17.03.8 and  [[0the system, system ‘;’;“’E“e"‘s“’f System services and to imit the harm or Functional | Intersects With C""'{;Z‘u‘l:z\";ﬁzw“ TPM-05.2  |requirements are included in contracts that flow-down to applicable sub- 5
Processes e o P et lcontractors and suppliers.
Mechanisms exist to perform recurring validation of the Responsible,
lAccountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
Supply Chain Enforce the following security requirements to protect against supply chain risks to ensure security, and resilience control
ko the system,system companents,or ystem services and to it the harm or y y lassignments accurately reflect current
03.17.038 urements and e ovames Functional | Intersects With | Third-Party Scope Review | TPM-05.5 [2SSI9nments skcuiaiely teflect curent L orovider (ESP); 5
Gefined securty requirements). (2) Business practices:
(3) Applicable stakeholders; and
@) Deployed Technology Assets, Applications and/or Services (TAAS).
Supply Chain Enforce the following security requirements to protect against supply chain risks
pRly to the system, system components, or system services and to limit the harm or IMechanisms exist to include "break clauses" within contracts for failure to
03.17.03.8 and Y. A P Y Functional | Intersects With Break Clauses TPM-05.7 5

Processes

ly chi lated events:

from su
|defined security requirements].

Imeet contract criteria for security, compliance and/or resilience controls.

Secure Controls Framework (SCF)
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