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RM
Relationship

Secure Controls Framework (SCF)
Cont pti

TThis Guideline establishes OSFI's expectations related to technology and No applicable SCF control
+ risk management. It s appiicaple to al feerally requiated financia
nstiutions (FRFIS) inclucing forelgn bank branches and foreign insurance
lcompany branches, tothe extent it s consstent wih applicable
Feclrements andlegal oblgains relte o tef business in
A Purposeandscope Canada oorolel Expectaton Torbranches e se ok GUEIne E4 o | punctional | o Reationsip A NA NA 3
Fore 5 Operating n Canada on a Branch Bast. These expectotions
e 1 Support FEIs i GGuelopng oreater resence to technology an
lyber k.
[FTechnology Tsk”. which icludes “cyber sk’ refers o the sk arsing rom Fechanisms exist to standardize fechnology and process terminlogy to reduce
e nadeatcy.dirupion.desrucion. aiur, damage fom unautnorsed lconfusion amongst groups and departments.
Jaccess, mocifications, or malicious use of information technology a5
peopte o rocesse rat cnabl and supportbusinessneeds, 309 Tonresult
In financialloss and/or reputational damage.
A “Technology asset“ i sometning angie (e, haravare,nfrstrucure)
o ntangine e sotware, data. nformaio) trt nees rotecan ans
a1 Definitons Cupports the ,,,m.un of technorogy s Functionsl | Intersects With | Standardized Terminology | SEA02.1 s
[rechnology” used I thi Guidelingto include information
[technology” HTL and (ybev is broadly used to include “information
ecuriy.”
[This Guideline is organized into three domains. Each sets out key [No applicable SCF control
component of soun techoogy snd cyber sk managernen
mance and risk management - sxpec[auons fortne
[formal accountability, leadership, orqamzalmna\ structure
lise to upport ik management and oversight of technolody and cyber
lecurty.
A2 Structure 2 Technology operations and resiience - Sets OSF's expectations for Functional No Relationship NA NA NA 0
franagement and oversight of sk eated o th desgn, lementation,
[management and racovery oftechnology assets and senvic
5 Cyber securty - Sets OS11's expectatons for management and oversight
of yber sk
[Each domain has a desired outcome for FRFIs to achieve through managing’ [No applicable SCF control
a3 T sk i conribtef develping PG’ resilence o techology and ber | Functional | o Relaionship N NA A 13
[ e per ke are dyramic 30 ereect i o e aeas o sppicable SCF contrl
FRFIs shoid rea s Guldelne nconjonction withothr OSF idance,
foois and supervisory communications, a5 well 35 guidance issued by other
buertes avphczble o the FRF's operating environment; in partcular:
rate Governance Guideline:
[02F Gotteime £.91 (Operational Risk Management);
(05F1 Guideine - )
l0SF Cyber Security Self-As ol
A4 Related guidance and inormation O5F| SYber Security Selt Assessmentoal | visory: Functional | No Relationship NA NA NA 3
e, atisoris i inercommunicatons ssuea by the Canalan Centre
[for Cyber Security; ar
Recognized framaworks and standards for technology operations and
informatian securiy.
[Outcome: Technology and cyber ks are governed througn clear Wechanrsms exit fo aciiate fhe Implementation of security, compliance and resiience
1 Governance and risk and structures, and strategies and Functional Subset OF Security, Compliance & | oy 7 |governance controls. 10
frameworks Resilence Program (SCRP)
[Gutcome: Technology and cyber ks are governed rough clear Fechams o o a1 secry,complnce s esnce copaUe, v busness
and structures, and strategies and Steering Committee & requirements through a steering ¢  adusory board, compris
1 Governance and risk management|irameworks. Functional Intersects With Program Oversight GOv-011 lepbersecurty. data protecton "and businecs executives, which meets lnm\aHy ond on a 5
reguiar
[Gutcome: Technology and cyber ks are governed rough clear Fiecharems eXsto provie goverance oversght reporing andrecommendatons o
and structures, and strategies and Status Reporting To those eniru ecutive decsions about matters considered material 0 the
1 Governance and risk management frameworks. Functional Intersects With Governing Body GOV-01.2  forganization's Security, Compliance & Resiience Program (SCRP) s
[Gutcome: Technology and cyber ks are govered hrough clear Fechanisms exit t estabih. maimtain and dlsseminate poicies. scandards and
and structures, and strategies and Pubiising Securiy, procedures necessary for secire, compliant and resiient capabiies.
1 Goverance and isk management{omenarne Functional | Intersects With | Compliance & Resiience |  GOV-02 s
Documentation
[Gutcome: Technology and cyber ks are governed rougn clar Fechanisms oxit o review the Securty. Compiance & ReslTence Prooram (SCRP).
and structures, and strategies and [Periodic Review & Update of| lincluding policies, standards and pr d intervals or if significant
1 Governance and risk management frameworks. Functional Intersects With |~ Security, Compliance & | GOV-03  Ichanges occur to ensure their continuing suitability, adequacy and effectiveness 5
Resilence Program
[Gutcome: Technology and cyber ks are governed rough clear Fecharns e o 3o ane o more el T v e mion 1a
and structures, and strategies and Assigned Security urces Lo centrally-manage, coordinate, develop, implement and maintain an
1 (Goverance and isk management{iomenarne Functional | Intersects With | Compliance & Resiiénce |  GOV-04  [cntorpyice wide Sentriy. Compliomte & Reence Frogram (e s
Responsivities
[Gutcome: Technology and cyber ks are governed rough car e X o eorce an sccounabTy SUvctre ot sppopae eams 370
and structures, and strategies and Stakeholder Accountabilty individuals are empowered, responsible and trained for mapping, measur
1 Governance and risk management|irameworks. Functional Intersects With Structure. GOV-04.1  |managing Technology Assets, Applications. Services and/or Data (TAASD)-related risks. 5
[Gutcome: Technology and cyber ks are governed rough clar [Fechants et T esablan an authortaive chae of commond Wi clear Tes o
structures, and strategies and Authoritaive Chain of mimnCation to remove ambiguity from individuals and teams related to managing
1 Governance and risk Functional Intersects With Command GOV-04.2  frachnology Asse(s ‘Applications, Services andlor Data (TAASD) related risks 5
[Gutcome: Technology and cyber ks are govered hrough clear Fechanisms exit to develop,. report and monfor Securty, Compiance & Resiience
1 (Governance and risk and structures, and strategies and Functional | Intersects With | Measures of Performance | GOV-05 |Proaram (SCRP) measures of performance. s
[rameworks
Prveote T+ Semor Hanagerent shou s espore bty Tor manaaing Wechanisms exit to as5ign one or more qualified ndiduals with the mission and
ltechnology and cyber risks to senior officers. It should also ensu Assigned Security, Iresources to centrally-manage, coordinate, develop, i ent and maintain a
11 and lappropriate Structure and adequate resauréing aré in place Functional Intersects With | Compliance & Resilience | GOv-04  [enterprise-wide Security, Compliance & Resilience Program (SCRP) 5
structure [for managing technology and cyber risks across the FRFI.
Responsivities
Princple T: Sen ot e g ecne et e v sccouy e ot st o 1
fechnoiy and cyber rsks o semnrofﬁters ' Should also ens.re an individuals are empowered, responsile and trained for mapping, measurin
11 lappropriat cture and adequate resourcing are in place Functional tersects with | Stakeholder Accountabilty | oy 0q 1 [managing Technology Acsete, Applcations, Services andlor Dat (TAASD)- ot ks s
structure ffor managmg technology . cyber risks across the FRFI, ture
[Senior Wanagement = accountable for drecting e FRFTS technology and Ficharis Xt s one o e QU AUl W the rizson o
lyber security operations and shoud assign clear responsibilty for reources to centraily-manage, coordinate, develop, implement and maintain an
rechnoloay and cyber isk governance t senior offcers. Examples o such [eierprie-wide Securty, Complance & Resihence Froaram (SCRP)
roles include: Head of Information Technology; Chiet Technalogy O Assigned Security,
111 senior Management accountabilty (o) Cher nformation Officer (CIO): Head of Cyber Security or Chier Functionsl | Intersects With | Compliance & Resience |  GOV-04 s
formation Security Officer (CISO). These roles shouid have appropriate Responsivities
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Fiechartrs Xt o eorce 37 secour bty e s hat sppropTate eams 3n0
lyber security operations and shold assign clear responsibilty for individuas are empowered responsible and trained for mapping. mi
rechnoloay and cyber isk governance t senior offcers. Examples o such nanading Tecnmoloay Assets Appcations. Semces ancio ot (TAASD)1eated s
roles include: Head of Information Technology; Chiet Technalogy O
111 senior Management accountabilty (o) Cher nformation Officer (CIO): Head of Cyber Security or Chier Functional | Intersects with | Stakeholder Accountabilty | oy, s
formation Security Offcer (C1S0). These roles should have appropriate
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Wechanisms exit fo Incorporate securiy. complance and resiTence prncipies o
lcyber security operations and shold assign clear responsibilty for Business As Usual (BAU) pracices hrovigh executve Ieadership involvement
rechnoloay and cyber isk governance t senior offcers. Examples o such
roles include: Head of Information Technology; Chiet Technalogy O Business As Usual (BAU)
111 senior Management accountabilty (Cro): Cher nformation Officer (CIO): Head of Cyber Security or Chier Functionsl | Intersects With | Security, Compliance & |  GOV-14 s
formation Security Offcer (C1S0). These roles should have appropriate Resience Practices
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Wechanisms exit fo compel Gata and/or process owners Eo operationalize SEcuriy,
lcyber security operations and shold assign clear responsiblty for lcompliance and resiince practices for each Technalogy Asset, Application andor
rechnoloay and cyber isk governance t senior offcers. Examples o such [Service (TARS) under their control
roles include: Head of Information Technology; Chiet Technalogy O Operationalizing Securiy,
111 senior Management accountabilty (o) Cher nformation Officer (CIO): Head of Cyber Security or Chier Functionsl | Intersects With | Compliance & Resilence |  GOV-15 s
formation Security Officer (CISO). These roles shouid have appropriate Capabiities
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Wechanisms exit o compel Gata and/or process owners to select required securty
lyber security operations and shod assign clear responsibilty for lcompliance and resfince contrats for each Technology Asset, Applcation and/or Service
rechnoloay and cyber isk governance t senior offcers. Examples o such (TARS) under their control.
enior Management accountabilty[ {012 Include: Head of information Technology: Chiet Technolooy O
111 enior Management accountabilty 1o Chier nformation Officer (CIO); Head of Cyber Security or Chier Functional | Intersects With Select Controls Gov-151 s
formation Security Offcer (C1S0). These roles should have appropriate
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Fechanisms exit o compel Gata and/or process owners to TmpIement required securty,
lcyber security operations and shoud assign clear responsibilty for lcompliance and resfince contrats for each Technology Asset. Applcation andjor Service
rechnoloay and cyber isk governance to senior offcers. Examples o such (TARS) under their control.
enior Management accountabilty| {012 Include: Head of information Technology: Chief Technolooy O
111 enior Management accountabilty 1o Chier nformation Officer (CIO); Head of Cyber Security or Chiel Functionsl | Intersects With | Implement Controls | GOV-15.2 s
formation Security Offcer (C1S0). These rles should have appropriate
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and Wechanisms exit fo compel Gata and/or process owners to assess  required securfy
lyber security operations and shoud assign clear responsibilty for lcompliance and resfince contrats for each Technology Asset. Application andior Service
rechnoloay and cyber isk governance t senior offcers. Examples o such (TAAS) under their control are:
enior Management accountabilty[ {012 Include: Head of information Technology: Chief Technolooy O () Implemented correcty; and
111 enior Management accountabilty | CTo); Cher nformation Officer (CI0); Head of Cyber Security or Chier Functional | Intersects With Assess Cantrols G0V-15.3  [(2) Operating as intended s
formation Security Offcer (C1S0). These rles should have appropriate
stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for drecting e FRFTS technology and FechanTsms exit fo Compel Gata andjor process owners Eo obtaim authorization for fhe
lyber security operations and shoud assign clear responsibilty for production use of each Technalogy Asset, Application and/or Service (TAAS) under their
fechnology and cyber ris governance to senior oficers. Examples of such lContra
roles include: Head of Information Technology; Chiet Technalogy O Authorize Technology
111 senior Management accountabilty (o) Cher nformation Officer (CIO): Head of Cyber Security or Chier Functionsl | Intersects With | Assets, Applications andfor | GOV-15.4 s
formation Security Offcer (C1S0). These rles should have appropriate Services (TARS)
Stature and visibilty throughout the nsttution
[Senior Wanagement = accountable for decting e FRFTS technology and Wechanisms exis fo compel Gata and/or process oviners to monitor Technology ASSets,
lyber security operations and shoud assign clear responsibilty for [Applcations, Services and/or Data (TAASD) under ther cantrol on an ongoing basi for
echnoloay and cyher sk Governane o snir ofces. Examples of such [applcabie threats and riks, o5 well s to ensure securty, compiance and resience
enior roles include: Head of Information Technology; Chiet Technalogy O lcomtors are operating as inended.
111 enior is established (cTo) Cmeflnmm\a(mn Officer (CIO); Head of Cyber Security or Cmel Functional Intersects With Monitor Controls. GOV-15.5 5
Information Sec (C150). These roles should have appropriate
Stature and visiiy throughout the Instution
RS shoura: Wechanrsms exit fo aciiate e Implementation of security, compliance and resiience
Estabish an organizational structure for managing technology and cyber lgovernance cantrols.
ks across the insitution, with clear roles and responsibilties, adequate
people and financial esources, and appropriate subject- matter expertise
land training:
Include smong s seniorManagement raks persons with suffcent
linderstancing of technology and cyber risks; and
112 APpropriate sirucure, 1SSOUCES loromate o culture of isk awareness T reation o technology and cyber risks | Functional | Itersects with | p SeCuT Complance & | govor s
fnrougnout the insituto
Pleas refer to 05’ Corporate Governance Guideline for OSFI's
lexpectations of FRFI Boards of Directors regarding business strateay, risk
[eppetite and operationa, business, risk and crisis management poicis.
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Appropriate structure, resources
and training are provided

[FRFIS shoul

[Establish an organizational structure for managing technology and cyber

Irisks across the institution, with clear roles and responsibilities, adequate
ople and financial resources, and appropriate subject-matter expertise

land training;

Include amang ts Senlor Management ranks persons with suffclent

lunderstanding of technology " ris

romote -cuire of ek arme i reiaton t technology and cyber risks

fthroughout the institution.

Please refer to OSFI's Corporate Governance Guideline for OSFI's

[expectations of FRFI Boards of Directors regarding business strategy, risk

lappetite and operational, business, risk and crisis management policies.

Functional

jationship

Intersects With

Steering Committee &
rogram Oversight

Gov-01.1

ontrol Descripti
[Mechanisms exist to align sccumy ‘compliance and rcsmcn:ccapa s w
Fequrements through & secring Lommitee o eiscry bosrd, compriscd
lybersecuriy. data protection and business executives, which meets Termally ond on a
reqular basi

it business

Appropriate structure, resources
and training are p

[FRFIs shou

[Establish an organizational structure for managing technology and cyber

risks across the institution, with clear roles and responsibilities, adequate

lpeople and financial resources, and appropriate subject-matter expertise

land training;

Include amang s Senior Management ranks persons with suficient

lunderstanding of technology and cyber ri

fromote a culture of sk awareness in etation o technology and cyber risks
hroughout the institutior

[Peosereier 1o OSFI< Corporate Governance Guidelne for OSF's

lexpectations of FRFI Boards of Directors regarding business strategy, risk

loppetite and operational, business, risk and crisis management policies.

Functional

Intersects With

status Reporting To
Governing B

GOv-012

[Mechanisms exist to provide governance oversight reporting and recommendations to
lthose entrusted to make executive decisions about matters considered material to the
Security, Compliance & Resilience Program (SCRP).

Appropriate structure, resources
and training are provided

[FRFIs shoul
Estabish an organizetonal structure for managing technology and cyber
risks across the institution, with clear roles and responsibilities, adequate
people ana financial resources, and approprate subject-matter expertise
jand rining;

nclude among Its Senlor Management ranks persons with suficent
Lindrsianding of technolooy anl cyber rokas
Bromote a-culure of ik abranec mreiatn t technology and cyber risks
lthroughout the institution.
[Please refer to OSFI's Corporate Governance Guideline for OSFI's
lexpectations of FRFI Boards of Directors regarding business strategy, risk
loppetite and operational, business, risk and crisis management policies.

Functional

Intersects With

Assigned Security,
Compliance & Resilience
Responsibilities

Gov-04

[Mechanisms exist to assign one or more qualified individuals with the mission and
Iresources to centrally-manage, coordinate, develop, implement and maintain an
lenterprise-wide Security, Compliance & Resilience Program (SCRP).

Appropriate structure, resources
and training are provided

[FRFIs shoula.
[Establish an organizational structure for managing technology and cyber
risks across the institution, with clear roles and responsibilities, adequate
pecple and iancilresources, and appropriae subject matter expertse
land trai
Include among is Senior Management rarks persons with sufficient
lunderstanding of technology and cyber isks; and

promote 2 culture of risk awareness n relation to technology and cyber risks
hrougnout the nsitetio
Pleas refer to OSF's Corporate Governance Guidelne for O5Frs
lexpectations of FRFI Boards of Directors regarding business strateqy, risk
lappetite and operational, business, risk and crisis management policies.

Functional

Intersects With

Stakeholder Accountability
cture

GOv-04.1

[rechanisms exE o enforce 1 accounTaDIy STUCre <0 Mot poropate eams and
individuals are empowered, responsible and trained for mapping, measurin
managing Technology Assets, Applcations. Serices andior bata (TAASD)-related rsks.

Appropriate structure, resources
and training are provided

[FRFIS should.
[Establish an organizational structure for managing technology and cyber
risks across the institution, with clear roles and responsibilities, adequate
Ipeople and financial resources, and appropriate subject-matter expertise
land training;

Include amang ts Serior Management ranks persons with suffcient
lunderstanding of technology and cyber risks; a

ramote -coire of ek aaramec mreiaion o technology and cyber risks
lthroughout the institution.

Please refer to OSFI's Corporate Governance Guideline for OSFI's
lexpectations of FRFI Boards of Directors regarding business strategy, risk
lappetite and operational, business, risk and crisis management policies.

Functional

Intersects With

Authoritative Chain of
Command

GOV-04.2

[Mechanisms exist to establish an authoritative chain of command with clear lines of
|communication to remove ambiguity from individuals and teams related to managing
[Technology Assets, Applications, Services and/or Data (TAASD)-related risks.

Technology and cyber strategy

[Principle 2: FRFIS should define, document, approve and implement a
Jstrategic technology and cyber plan(s). The plan(s) should align to business
Istrategy and set goals and objectives that are measurable and evolve with
[changes in the FRFI's technology and cyber environment.

Functional

Intersects With

Measures of Performance

Gov-0s

Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
[Program (SCRP) measures of performance.

Technology and cyber strategy

[Principle 2: FRFIS should define, document, approve and implement a
Istrategic technology and cyber plan(s). The plan(s) should align to business
lstrategy and set goals and objectives that are measurable and evolve with
[changes in the FRFI's technology and cyber environment,

Functional

Intersects With

[Defining Business Context &
Mission

Gov-08

[Mechanisms exist to define the context of Its business model and document the
lorganization's mission.

Technology and cyber strategy

[Principle 2: FRFIs should define, document, approve and implement a

trategic technology and cyber plan(s). The plan(s) should align to business
lstrategy and set goals and objectives that are measurable and evolve with
[changes in the FRFI's technology and cyber environment,

Functional

Intersects With

Define Control Objectives

Gov-09

[Hechanisms exit o establh control abectves a5 te bass for the selection

internal security, compliance and
eslienca cantrol systam.

Strategy is proactive,
comprehensive and measurable

[FRFI's strategic technology and cyber plan(s) should consider the following

letements:

Janticipate ana evolve with potentia changes n the FRFI's internal and

lexternal technology and cyber environme

Reierence planne changae i the FRFT- tochnology environment;

(Clearly outine he drvers, appertunities, winerabitie,treats and
rogress against strategic object

nciude ek indiators hat ve defmea, measured. montored and reported

|Articulate how technology and cyber security operations will support the
loverall business strategy.

Functional

Intersects With

Security, Compliance &
Resillence Protection
ortfolio Management

PRM-01

[Mechanisms exist to facilltate the implementation of resource planning controls that
lprovide a portfolio management approach to achieve security, compliance and resilience
lobjectives.

trategy is proactive,
comprenenche and messirable

[FRFI's strategic technology and cyber plan(s) should consider the following
lelements:

lAnticipate and evolve with potential changes in the FRFI's internal and
[external technology and cyber environment;

[Reference planned changes in the FRFI's technology environment;

[Clearly outiine the drivers, opportunities, vuinerabilities, threats and
Imeasures to report on progress against strategic objectives:

Include risk ndicators that are defined, measured, monitored and reported

Iricuite how technology and cyber security operations willupportthe
loverall business strategy.

Functional

Intersects With

Strategic Plan & Objectives

PRM-01.1

[Mechanisms exist to estabiish a
(1) Strategic security, compliance and resilience-specific business plan; and
(2) Set of objectives to achieve that plan.

Strategy is proactive,
comprehensive and measurable

[FRFI's strategic technology and cyber plan(s) should consider the following
lelements:

lAnticipate and evolve with potential changes in the FRFI's internal and
extermal technolegy and eyber envronmen:

IRefer janned changes in the FRF's technology environment;

Cieeny outhne e ameas spporconties, yulnerabities, hrests and
Imeasures to report on progress against strategic object

Include ik indicators that are defined. measured. hoaltored and regerted

Iricuate how technalogy and cyber seculty aperations willsupport the
loverall business strategy.

Functional

Intersects With

Targeted Capability
Maturity Levels

PRM-01.2

[Mechanisms exist to define and identify targeted capability maturity levels.

Strategy is proactive,
comprehensive and measurable

[FRFF strategic technology and cyber plans] should consider the following

[ovicipake and evolve with potential changes In the FRFIs internal and
[external technology and cyber environment;

Reference planned changes in the FRFTs technology environment:

[Clearly outiine the drivers, opportunities, vulnerabilities, threats and
Imeasures to report on progress against strategic objectives;

Include ris nicators that are defined, messured, moritored and reported

Jatculate how technology and cyber security operations willsupport the
loverall business strategy.

Functional

Intersects With

Security, Compliance &
Resilience Resource

PRM-02

[Mechanisms exist to address all capital planning and investment requests, including the
Iresources needed to implement the Security, Compliance & Resilience Program (SCRP)
land document all exceptions to this requirement.

Strategy is proactive,
comprehensive and measurable

[FRFI's strategic technology and cyber plan(s) should consider the following

letements:

Janticipate and evolve with potential changes n the FRFI's internal and

lexternal technology and cyber environmer

Rererance plannec!changus m the FRFTA tachnology environment

(Clearly autiine the drvers. opportunities, vulnerabiltes, threats and
report on progress against strategic object

\ncmde ek Indieators tat ae defned, measured: montored and reported

Iviculate how technolagy and cyber securly operations il support the
loverall business strategy.

Functional

Intersects With

Allocation of Resources

PRM-03

[Mechanisms exist to [dentify and allocate resources for management, operational,
ltechnical and data protection requirements within business process planning for
lprojects / initiatives.

Strategy is proactive,
comprehensive and measurable

[FRFTs strategic technolog and cyber pants) should consider the ollowing
lemer

vt pate and evoiv with potential changes inthe FRF' nternal and
lexternal technology and cyber em

Rererence pianned changes in the FREY's technology environment;
(Clearly outiine the drvers, opportunitie, vulnerabiltes, hreats and
Imeasures to report on progress against strategic objectives;

Include ik ndictors that are defined, measured, monitored and reported

Iriciate how technology and cyber secuity operatons will support the
loverall business strateg

Functional

Intersects With

Security, Compliance &
Resilience In Project
Management

PRM-04

chanisms exist to assess security, compliance and resilience Controls in system
lproject development to determine the extent to which the controls are implemented
[correctly, operating as intended and producing the desired outcome with respect to
Imeeting the requirements.

trategy is proactive,
comprenenche and messirable

[FRFI's strategic technology and cyber plan(s) should consider the following
lelements:

lAnticipate and evolve with potential changes in the FRFI's internal and
[external technology and cyber environment;

IReference planned changes in the FRFI's technology environment;

(Clearly outiine the drvers, opportunities, vulnerabiltes, threats and
Imeasures to report on progress against strategic objectives:

Incude risk inicatorsthat are defne Tcasured, monitored and reported

Iriciate how {echnilogy and cyber securiy operations will suppor he
loverall business strateg

Functional

Intersects With

Security, Compliance &
Resilience Requirements
finition

PRM.05

[Mechanisms exist to [dentify critical system components and functions by performing a
[crticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
lpre-defined decision points in the Secure Development Life Cycle (SDLC).

Strategy is proactive,
comprehensive and measurable

[FRFT sirategic technology and cybBer pante) shouid consider the flowing

[aricipake and evolve with potentialchanges In the FREIs internal and
[external technology and cyber environment;

[Reference planned changes in the FRFI's technology environment;
[Clearly outiine the drivers, opportunities, vulnerabilities, threats and
Imeasures to report on progress against strategic objectives;

include risk indicators that are defined, measured, monitored and reported
|Articulate how technology and cyber security operations will support the
loverall business strategy.

Functional

Intersects With

Business Process Definition

PRM-06

Mechaniems exit o define busess processes Wi consigeraton fr secury,
|compliance and resilience that det

(1) Tne rasuiting rsk to arganlzatlonal operations, assets, Individuals and other
lorganizations; an

(2] Information protection needs arsing from the defined business processes and revises
lthe processes as necessary, until an achievable set of protection needs is obta

Technology and cyber risk
management framework

[Principle 3: FRFIS should establish 3 technology and Cyber risK management
liramework (RMF). The framework should set out a risk appetite for

ltechnology and cyber risks and define FRFI's processes and requirements to
dentify, assess, manage, monitor and report on technology and cyber risks.

Functional

Subset Of

Risk Management Program

RSK-01

[Mechanisms exist to faclitate the Implementation of strategic, operational and tactical
risk management controls.

Technology and cyber risk
management framework

Principte 3; FRFTs should estableh 2 technology and cyber ek management
mework (RMF). The framework should set out a risk appet

ethmology and £yber ke and dofine FREF procedses wed rediimements to

dentify, assess, manage, monitor and report on technology and cyber risks.

Functional

Intersects With

Risk Framing

RSK-0L1

[Mechanisms exist to dentiy:
(1) Assumptions affecting risk assessments, risk response and risk monitoring
(2) Constraints affecting risk assessments, risk response and risk monitoring
(3) The organizational risk tolerance; and

(4) Priorities, benefits and trade-offs considered by the organization for managing risk.

Technology and cyber risk
management framework

[Principle 3: FRFIs should establish a technology and cyber risk management
liramework (RMF). The framework should set out a risk appetite for

ltechnology and cyber risks and define FRFI's processes and requirements to
dentify, assess, manage, monitor and report on technology and cyber risks.

Functional

Intersects With

Risk Appetite

RSK-0LS

[Mechanisms exist to define organizational risk appetite, the degree of uncertainty the
Jorganization is willing to accept in anticipation of a reward.

Technology and cyber risk
management framework

Princpte 3; FRFTs should establsh a technology and cyber ik management
(ramework (RMF). The framework should st out ik appette

echnology and cyber risks and define FRFY'S processas ond requirements to

iy, Stsess, anages montor and 16porton techmeloay and e ks

Functional

Intersects With

Risk Identification

RSK-03

[Mechanisms exist to identify and document risks, both internal and external
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ontrol Descripti

Frinciple 3: FRFIs should establish s technology and cyber risk management MeEhanlms exit t ConGUEL ECUT 1 g3 st iel 1k (hat NEHGES 1€ IKENOD
ramework (RMF). The framework should set ot a risk appetite for Jand magnitude of harm, from unauthorized access, use, disclosure, isr
13 Technology and cyber risk  fechnology and cyber risks and define FRFI's processes and requirements o | Functional Intersects With Risk Assessment Rsk-04  |modification or destruction of the organization's Technology Assets, Applications, 5
‘management framework lidentify, assess, manage, monitor and report on technology and cyber risks. [Services and/or Data (TAASD).
PR 3 FRFT Shoud el & techuorogy 3 cyber Tk management Wechanisms exist to maintaln 3 K register that facitates monoring and reporting of
ramework (RMF). The framework shoud set out a risk appetite for
. Technology and cyber sk Kechnology and cyber rsks and define FREF processes and requirements o | Fynctiono! Intersects With Risk Register ASK.04.1 5
management framework  [identify, assess, manage, monitor and report on technology and cyber risks.
FRFI= should establish 3 framework for managing technology and cyber riske Wiechaniams exist o faciltate the implementation of security, compllance and resilence
I llrment with s enterprise sk manogement amevork Rl shod laovernance controls
requiarly review and refresh its technology and cybe
RMF is well-aligned and y gy -yt ecurity, Compliance &
131 RHF s wellalioned and  Cantinuous improvements based on implementaton, monitoring and other | Functional Intersects with | Security, Compliance & | gov.o1 s
lessons leared (e.q., past incidents).
FRFTs Shou esoblen & Famerior fo managin techclecy ond cyber reis Fiechariams T 3 secuty, compTance s et copabTes vt Busness
n alignment with ts enterprise risk management framework. FRFIs shouid requirements through a steering committee or advisory board, comprised o
§ reguiry review o reres s re:hnologyana cyber RMF to mak eybersccunty. daa protecion and businessexccutes, ich mels formaly and on a
131 Aoty onee o continuaus improvements based on implementation, monitoring and other Functional intersects wih | Sigerng Commtee & | Gov-o11  faguiar bas B
llessons learned (e.g., past muden(s)
FFRFTs should establish 3 framework for managing technology and cyber riske Wechansms exit to review the Security. Compllance & Resilience Program [SCRP).
I lrment with s enterprice sk manogement amevork Al shod including policies, standards and procedures, at planned intervals or ifsigniicant
AU is wellaligned and 29Ul review and refresh s technolagy and cyber lperiodic Review & Update of [changes occur to ensure their continding suitabilty, adequacy and effectiveness.
131 e o e Improwements bosed on b amenaten. montorng and oner | Functional Intersects With | Security, Compliance & | GOV-03 s
llessons learned (e.g., past incidents). Resilience Program
FRFT PouTd exablan = Famavink o marsgig Tecmology i yber ke Wechanisms exit to faciltate the dentiication and Implementation of relevant
1 llnment with s enterrise sk management ramenork s shoid lstatutory, regulatory and contractual contols,
: reqularly review and refresh s technelogy and cyber RHF to mak
131 s el allgned a1 oRtinuous improverents based on mplémentation, monitoring and other | Functinal | Inersects With | SSWO Reguaton & | cpy o7 s
lessons earned (e... past Incidents).
FRFIs should establish 3 framework for managing technology and cyber riske Fiechaniams exist t document and review InStances of ron-compliance with Statutory.
I llrment with s enterprice sk manogement famevork Al shod reguiatory and/or contractual obligations to develop appropriate risk mitigation actions.
AU is well aligned and Ul review and refresh s technology and cyber
131 e o s Improvements bosed on b amentaten. montorng and oner | Functional Intersects With | Non-Compliance Oversight | ~ CPLOL1 s
lessons leamed (e.g. past incidents).
FFRFIs Should estabish a framework for managing technology and cyber risks Wechanisms exit to Gocument and validate the Scope of securtty, compliance and
I lgrment with s nterrserisk mangement ramevork T shid resilience controls that are determined to met statutory, reguiatory andior contractual
§ regulary review o e s technology and cyber R t mak |compiance obligations.
131 RUEis wellalgned and Kinuaus improvemens based on rpiomentadon, montoring snd other |  Functional | Intersects With |  Compliance Scope | CPLO1.2 s
lessons learmed (e 3., past ncidents).
FRFe Sroutd stanien  ramenort for maraging echnology and cyber ke iechanisms exist o facitate the implementation of Strategic, operational and factical
I lrment with s enterprse sk manogement ramevork Al shod risk management controls
AW is well aligned and 0UIaly review and refresh s echnolagy and cyber RME to ma
131 e o s Improvements based on b omentatan. montorng and oner | Functional SubsetOf | Risk Management Program | RSK-01 10
lessons leamed (e.g. past incidents).
FRFT POuTdexablan = Famevionk o marsgig Technolooy s yber ke Fichartrs et o Tacate e Tmplemertallor of AUy ecogied sty
I lgrment with s enterrse sk manogement ameviork R shoid lcomplance and resiience practices in the speciication, desian, development,
§ requiarly review and refresh its :emmgym cyber RMF to mak ineeri Implementaton and modifetion of Technlogy Assets Appications andjor Services
131 REis wellaligned and Kinudus Improvements based o mplementaten, montoring and other | Functional | Intersects with | Secure Engineering seaor |TAS) s
lessons leamed (e 3. past ncidents).
FRFe Srould atabien o ramenork for maraging echnology and cyber ke Fiechanisms exist to c
I lrment with s enterprise sk manogement amevork Rl shod lermentaton of secur, compacce and esHlence Comiels and reced processes
RMF is well-aligned and quiarly review and refresh its technology and cyber RMF to mal Centralized Management of
131 e o s Improvements based on b amentaton. montorng and oner | Functionai Intersects With | Security, Compliance & | SEA-OL1 s
llessons learned (e.g., past incidents). Resilience Controls
FRFT POuTd exablan & Famavink o marsgig tehmology s yber ke Wechanisms exit to manage the usable ecycles of Technology Assets, Applications|
I lgrment with s nterrserisk mangement rameviork R shid Jandor Services (TAAS)
§ requiarly review and refreshts te:hnolugy and cyber RHF to maks
131 REis wellaligned and Kinuous mprovements bssed on mplementaton, montorng and other | Functional | imtersects win | Technoloay Ufeeycle | g g7 s
lessons earned (e... past Incidents).
FRFTe o0 coneer e oloua Sernts o ok managemert when Fecharioms Xt o develop  secury Concent of Qperatins (CONOPS).or 3 slar-
letabishing the technolagy and ldefined plan for achieving cybersecurity objectives, that documents manager
Recourtabily for teEhciopy and cyoer ik management, Incuding for porational and techmical magoures mplemented to appl 4efonse i depth techriques
relevant Oversignt Functions: [that s communicated to all appropriate stakehoiders.
[Technology and cyber risk appetite and measurement (eg., imits,
feshols nd leance e
I technology and cyper sk taxonomy:
ot domains fo technology and cyber securiy:
Policies, standards and processes governing technology and cyber sk,
Jwhich are approved. regulariy reviewed and consistently implemented
lenterprise-wide:
rocesses for dentifying, assessing, managing, monitoring and reporting on secunty Concept Of
132 RMF captures key elements (echno\ﬂgy ind cyber risks, including processes for managing exceptions; Functional Intersects With urity pt 0PS-02 5
\gement of unique risks posed by emerging threats and technologies; Operations (CONOPS)
Reporting to Senior Management on technology and cyber isk appetice
measures, exposures and trends to inform the FRFI's current and emerging
risk profie.
Picase refer to OSFI's Corporate Governance Guideline for OSF's
lexpectations in relation to FRFI Oversight Functions, which include Risk
Management, Compliance, and Internal Audit
FFRFIs Should consider the following elements of sk management when Wechanisms exit to faciltate the Implementation of trategic, operational and tactical
lestabishing the technology and cyber RMF. risk management controls.
nology and cyber risk including for
elevant Oversight Functions;
Technology and cyber s appetie and messurement (e, s,
khresholds and tolerance levels
A technology and cyber risk taxonom
[Control domains for technology and cyber securiy:
Polcies, standards and processes governing technology and cyber risk,
lwhich are approved, regulariy reviewed and consistently implemented
lenterprise-wide:
Processes for identifying, assessing, managing, monitoring and reporting on
132 RME captures key elements  ftechnology and cyber risks, including processes for managing exceptions; Functional SubsetOf | Risk Management program [ RSK-01 10
Management of unique rsks posed by emerging threats and technologies:
Jand
Reporting to Senior Management on techinology and cyber risk appetite
Rsures, exposires and ends {0 orm i FAF = curent 31d emering
ik p
esba vter to 0SFs Corporate Goveranee Guideline for OSFr's
lexpectations in relation to FRFI Oversight Functions, which include Risk
Management, Compliance, and Internal Audit
-~ [Gutcome: A technology environment fhat s Stable, scalable and resiTent. ” ech o faciate the Capach )
2 Technol ogy we'atw"sa"d [The environment is kept current an y robust and sustainable Functional Intersects With Capacity & Performance CAP-01  |ensure optimal system performance to meet Expe(ted A ant\(lpated future :apa:\ty 5
resillen (echno\agy operations and recovery processes, Management requirements.
come: ATedgegy nronmen: nats sate scoe g esTen Fecharioms 97T oclte e mpemertaten of sty recomzed secr,
rechnalogy operations and e shvronment o Fapt Eurent and Supporicd by rebuct and Suetaable Secure Engineerin lcomplance and resiience practices in the specifcation, desian.
2 9 operet echmelogy aperatione and recovery macocues Functonal | Intersects With | SEA L moaraton o Techasoy st pplEsion o Sarces s
(TAAS).
comer RTed ey o, TaUs e scoie e Mechanisms exit to achieve resifince requirements in normal and adverse SRuations.
2 Technolagy operations and e emronment 2t corrent and supperied by robust and suktanente Functional intersects wign | Achieving Resiience | ggp 0y s
resilien ltechnology Dperatmnsand recovery pm(esses quirements
[Cutcome: A techology environment that s stable, Scalabie and resiTent Wechanisms exit to Gevelop an enterprise architecture. aligned with ndustry recognized|
Tchnology aperationsana [ enironmert et curentan suppated by st an susainabe Alignment With Enterprise leading practices, with consideration for security, compliance and resilience principies
2 esilienc ltechnology operations and recovery processes. Functional Intersects With ‘Architecture SEA-02 |that addresses risk to organizational operations, assets, individuals and other 5
lorganizations.
Princple 4 FRFIs Should implement a technology architecture framework, Fecharams et o done busnes processes Wi corsaeraton o secuy.
Jwith supporting processes to ensure Solutions are built n line with business, lcompiiance and resilience that determin
kechnology. and security requirements. (1) The resulting risk to organizetional perations, assets,individuals and okher
echnology architecture unctiona ntersects With | Business Process Definition -0 [organizations; and
21 Technology architect Funct ! It ts With B P Definiti PRA-06 ((2) Information protection needs arising from the defined business processes and revises s
the processes a5 necessary, until an achievable set of protection needs is obtained.
Frinciple & FRFTs should implement & technology architecture framework, Wiechanisms ex/st to FaciTeate the implementation of industry recognized securty
lwith Supporting processes to ensure solutions are built n line with business, Secure Engineering lcompliance and resilience practices in the specification, design, development.
21 Technology architecture  frechnology, and security requirements. Functional Intersects With Principles. SEA-01 limplementation and modification of Technology Assets, Applications and/or Services. 5
Frinciple & FRFIS should Tmplement & technology architecture framework, ChanTams ex7st o develop an enterprise architecture, aTigned with industry recogmized|
Jwith supporting processes to ensure Solutions are built in line with business, Alignment With Enterprise Jeaing racices, wihconsdaratio for securty, complance nd rsience princiies
21 Technology architecture  frechnology, and security requirements. Functional Intersects With ‘Architecture SEA02 that addresses risk to organizational operations, assets, individuals and ot 5
FRFTs ST csobTan  ramewrk o prncles necessany o gouer. Fiechartams it o Toclat W Frpmentton of securt, complonce and resience
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the Security, Compliance & lgovernance control
211 technology supports business \hnsm\mon i support ofthe eterprise’s srategic technology, securty and Functional Intersects With | o 2GicNCe program (5CRP) | GOY-01 5
FRFTs ST csobTan  ramewrk o prncles necessany o gouer. Wechanisms exit to define Tt business model and
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the IDefining Business Context & ‘mission.
211 technology supports business instituion In support of the enterprice's trategic technoloay, security and Functional Intersects With Mission GOv-08 5
needs. lbusiness goals and requirements.
FRFTs ST csabian  ramewrk o prncles necessany o gouer. Fiecharions T e conva bctves 3 e b for e seecn
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the internal security, compliance and
211 technology 5“9%""5 business msm\mon m support of the enterprise’s strategic technology, security and Functional Intersects With Define Control Objectives GOV-09 resilience control system. 5
needs. lbusiness goals and requirements.
FRFTs ST csobian  ramewrk o prnces necessany o gouer. Wiechanisms ex/s to compel data andor process owners to operationalize Securiy,
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the Operationalizing Security, lcompliance and resilience practices for each Technology Asset, Application and/or
211 technology 5“9%""5 business msm\mon m support of the enterprise’s strategic technology, security and Functional Intersects With C"'"D“g"(eb&‘ :155“‘9"(9 GOV-15  IService (TAAS) under their control. 5
needs. lbusiness goals and requirements. apabilities.
FRFTs ST csobian  ramewrk o prncles necessany o gouer. Wiechansms exist to compel data and/or process owners to select required Secury,
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the [compliance and resilience controls for each Technology Asset, Application and/or Service
211 technology 5“9%""5 business msm\mon m support of the enterprise’s strategic technology, security and Functional Intersects With Select Controls GOV-15.1  (TAAS) under their control. 5
needs. lbusiness goals and requirements.
FRFTs ST csabian  ramewrk o prncles necessany o gouer. Wiechanisms ex/st o compel data and/or process owners to Implement requlred Securly,
Architecture framework ensures Imanage, evolve and consistently implement IT architecture across the [compliance and resilience controls for each Technology Asset, Application and/or Service
211 technology 5“9%""5 business msm\mon m support of the enterprise’s strategic technology, security and Functional Intersects With Implement Controls GOV-15.2 (TAAS) under their control. 5
needs. lbusiness goals and requirements.
FRFTs ST csobian o ramewrk o prncles necessany o gouer. Fiechanisms ex/st to compel data and/or process oviners to assess I required securi,
Architecture framework ensures [Manage, evolve and consistently implement IT architecture across the lcomplance and resiience contrls for each Technology Asset, Application andior Service
211 e e B \hnsmunon in suppor of the enterrise'ssrtegic technalogy,securty and | funcronal Intersects With Assess Controls Govs3 [TARS)under e cotrol e 5
uppo usiness goais and requirement implemented correcty; an
(2) Operating as Intended.
FRFTs SToud csbTan  amework o prncies ecessany o gouer. Wiechanisms exist to compel data and/or process owners to obtaln authorization for the
Architecture framework ensures volve and consistently implement IT architecture across the Authorize Technology lproduction use of each Technology Asset, Application and/or Service (TAAS) under their
211 echnology SUpOTts BUSINESS . Inciution in support of the enterpIiee s srategic tochnology. security and | Functional Intersects With | Assets, Applications andfor|  GOV-15.4 [Poogra s
business goals and requirements: Services (TAAS)
FRFT sPoud establan  Famevork o prnciesreceseary o govern. iechanisms exist to compel data and/or process owners fo monitor Technology ASSets,
Y
Archtecture framework ensures 1anage,evalve and cansitently mplement I schiecture across e |Applications, Services and/or Data (TAASD) under thei control on an ongoing basis for
211 technology supports business. inctution n support of the enterprise’s strategic technology, security and Functional Intersects With Monitor Controls GOv-15.5 [applicable threats and risks, as well as to ensure security, compliance and resilience 5
supper business goals and requirements: [controls are operating s Intended.
[T scope of architecture principles should be comprehensive (2.9 Frechans exst o BTare e mperenaton o Loty Tecognzed secuy,
lconsiders infrastructure, applications, emeraing technologies and relevant lcompliance and resilience practices in the specification, desian,
ldata). Using a rsk-based approach, systems and associated nfrastructure wmp\ementamn o modfeaton of Technalbay Assere, Appittions anaor Sénvices
212 Architecture is shou\d be designed and implemented to achieve availability, scalability, Functional Intersects With Secure Engineering SEA-01 (TAAS). 5
lecurity b and resiience Principles
Commensurate with Business needs.
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[The scope of architecture principles should be comprehensive (e.g
[considers mfrastructure, applications, emerging technologies andrelevant
data). Using  rsk-based approach, ystems and associated ifrastructure
shoud be designed and mplemented to achieve avallbilty scaabilty,

jationship

Control De:
[Mechanisms exist to achieve resilience rcqulrcmcnls e oMl ang averse Stations

continuously assessed and
managed

|upgrade assets before maintenance cease:

Services (TAAS)

(2) Requiring justification and documented approval for the continued use of
lunsupported TAAS required to satisfy mission/business needs.

rehitecture i nction. o ; Achieving Resiience ’
212 Architecture is 4o lemented to a¢ Functional Intersects With heving Resiler SEA-012 5
Commensorate with Dusiness needs.
[The scope of architecture principles should be comprehensive (€.0.. [Fechansms exs o develop an enierprise arctectre, aTgned Wi ndusty recognized
lconsiders infrastructure, applications, emerging technologies and relevant leading practices, with consideration for security, compiance and resilience principles
ldata). Using a risk-based approach, systems and associated infrastructure hat addresses sk to organizational operations, assets ndiiduals and other
212 Architecture is Jshould be designed and implemented to achieve availabilty, scalablty. Functional nersects iy | Alanment Wi enterprise | g g, forganizations 5
- lsecurity enc Avchitecturs
|commensurate with business needs.
[Principle 5 FRFIS should maintain an updated inventory of al technology. Wechanisms exis to facitate an IT Asset Management (ITAM) program to implement and|
Jassets supporting business processes or functions. FRFI's asset management manage asset management controls
cesses should address classification of assets to faciltate ris
dentiction and assessment record configurations t ensure ass " y
22 Technology asset management [SELcation and assessment record configurations to ensure asset 1cie, | Functional Intersects With Asset Governance AST01 5
[ Torier ane mansge technomy Eurency
Principle 5 FRFIs should malntain an updated inventory of al technology Wechanisms exit to ldentify and assess the security of Technology Assels, Appilcations
Jassets supporting business processes or functions. FRFI's asset management] Jandlor Services (TAAS) that support more than one critical business function
esses should address classification of assets to faciltate risk
Identifcation and assessment, record configurations to ensure asset et ; y
22 Technology asset management lintegrity, provide for the safe disposal of assets at the end of their life cycle, Functional Intersects With AST-011 s
Jand monitor and manage technology currency.
Frinciple 5: FRFIs should maintain an updated iventory of al echnology Fecharisms exi o peform mventaresof Techmology Asses, AppIcatons, Services
Jassets supporting business processes or functions, FRFI's asset management] Jand/or Data (TAASD) th
orocesses should address classification of assets to faciltate risk ) Accuraelyrefecs the current TAASD in
Identifcation and assessment, record configurations to ensure asse ) Identifies authorized software products, Including business justificaton detai
Intcorty, provide forthe safe hsposalof Ssetsat the end o thel e cyce, (3) I at the level of granularity deemed necessary for tracking and reporting;
22 Technology asset management |ang monitor and manage technology currency. Functional Intersects With Asset Inventories AST-02 \4) Includes organizatior -defined information deemed necessary to achieve effective s
oroperty accountabiliy; o
ey o or revt and audit by designated organizatonal personnel
Principle 5 FRFIs should maintain an updated inventory of al technology Wechaniams exist to securely dispose of, destroy of repurpose system components using
Jassets supporting business processes or functions. FRFI's asset management] lorganization-defined techniues and methods to prevent information being recovered
rocesses should address classification of assets to faciltate risk cure Disposal, ffrom these components.
22 Technology asset management [dentification and assessment, record configurations to ensure asset Functional Intersects With | Destruction or Re-Use of AST-09 5
intearity, provide for the safe disposal of assets at the end of their lfe cycle, ¢
quipment
Jand monitor and manage technology currency.
Frinciple 5: FRFIs should maintain an updated iventory of al echnology Wiechanisms exist o manage the Usable Tecycles of Technology Assets, Applications
Jassets supporting business processes or functions, FRFV's asset management] Jandlor Services (TAAS)
orocesses should address classification of assets to faciltate risk
echnology asset management dentication and assessment, record configurations o ensure asse nctionl ntersects Wi Technology Lifecycle '
22 Technology t 9 * lintegrity, provide for the safe disposal of assets at the end of their hle cycle, Functional It ts With Management SEA07.1 s
Jand monitor and manage technology currency.
Technotosy ssset managemant | ST0UIE DTSN standards and procedures to manage fechnoegy Wechanisms exist to Tacilitate an IT Asset Management (TAM) program to implement and
echnology asset management  |agcets, uncti ut Ve “ Imanage asset management controls.
221 chrology asset managere Functional Subset Of Asset Governance AsT01 4 o 10
[FRFIS Should estabiish standards and procedures to manage techiology o Tdentiy and document Operating Frocedures 507 o
Technology asset management [orter nctional tersects Wi Standardized Operating Ll O o e bt o o anea
221 nology sset management fassets Functional Intersects With [ 0PS-01.1  [similar documentation, to enable the proper execution of day-to-day / assigned tasks. 5
FFRFIs shauld establish standards and procedures to manage technology Mechaniams exis to define supporting business processes and Implement appropriate
ssets lgovernance and service management to ensure appropriate planning delivery an
221 Technology asset management Functional Intersects With Service Delivery Ops.03  [SUPpOrt of the organization's technology capabilties supporting business functions, s
standards are established (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
lspecific goals of the process area
PR Shodd e, currnt and comrefienive szt ramagemert Fechanisms exs 0 acltie an 1T Asset Management (TAM) program @ Imprement and
or nvertory that catalogues technology asses hroughout her ife manage asset management cor
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or
e by a FRF), an tird:party assets fhat stoe or process FRFI
Iformation or provide crtcl business servi sset management
Jsystem, or nventory, should be suppor
Processes to categorize echnolagy P et byced onthei cricalty andlor
[lassifcation. These processes should identify critcal technology assets that
Inventory s maintained and assets{are o high Importance to te FRF). or whid ract threat actors an
222 are categorized lsber atacks, and therefore requie ennanced cyber pmremons; and Functional Intersects With Asset Governance AST-0L 5
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 355k i esponse to security and operations mcdents,
nclucing cyber atacks.
PR Shodd e, currnt and comrefienive szt ramagermert Wechanisms exist to [dentify and assess the security of Technology Assets, Appiications
or inventory, that catalogues technology assets throughout thelr ife Jandlor Services (TAAS) that support more than one critical business function
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or
Icased by a FRF), an tird:party assets hat stoe or process FRFI
formation or provide crtcal business servi sset management
Jsystem, or inventory, should be suppor
Processes to categorize technolagy et byced ontheir cricalty andlor
llassifcation. These processes should identify critcal technology assets that
Inventory s maintained and assets{are o high Importance to te FRF). or whid ract threat actors an
222 are categorized lyber atacks, and therefore requie ennanced cyber pmremons; and Functional Intersects With AST-01.1 5
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 355k i response to securty and operations medents,
nclucing cyber atacks.
PR Shodd e, currnt and comrefienive szt ramagemert Fechansms X0 perform invantrles o Technology Assets, AppIaions, Services
or inventory, that catalogues technology assets throughout thelr ife Jand/or Data (TAASD) th
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or ) Accuraelyrefects the current TASD i u
e by a FRF), and tird:party assets hat stoe or process FRFI (2) Identifies authorized software products, including business justifcation details;
formation or provide crtcl business servi sset management (5) I at the level of granularity deemed necessary for tracking and reporting
Jsystem, or inventory, should be suppor (8 ncludes organizaton defined nformation deeme necessary o acieve ertective
Processes to categorize technolagy P et byced onthei cricalty andlor property accountabil
[lassifcation. These processes should identify critcal technology assets that {531 avtlabi for review and audit by designated organizationsl personnel
Inventory s maintained and assets{are o high Importance to the FRF). or whid ract threat actors an
222 are categorized lvber atacks, and therefore requie ennanced cyber pmremons; and Functional Intersects With Asset Inventories AST-02 5
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 355k i response to securty and operations mcdents,
nclucing cyber atacks.
PR Shodd e, currnt and comrefienive szt ramagerert Wechanisms existto identify and document the critcal Technalogy Assets, Appiications,
or nvertory that catalogues technology asses hroughout her ife [Services and/or Data (TAASD) that support essential missions and business functions.
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or
Icased by a FRFI, and third-party assets that store or process FRF
formation or provde crtcal business srvices. The st management
Jsystem, or inventory, should be support
processes o categoize echnolagy P et byced onthei cricalty andlor
[lassifcation. These processes should dentify critcal technology assets that
Inventory s maintained and assets{are o high Importance to the FRF). or whid ract threat actors an
222 are categorized lsber atacks, and therefore requie ennanced cyber pmremons; and Functional Intersects With Identify Critical Assets. BCD-02 5
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 3k i response to securty and operations medents,
nclucing cyber atacks.
PR Shodd e, currnt and comrefienive szt ramagerert Wechanisms exist to ensure data and assets are categorized In accordance with
or nvertory that catalogues technology asses hroughout her ife Japplicable statutory, regulatory and contractual requirements
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or
[eased by a FRF), an tirdparty assets hat stoe or process FRFI
formation or provie crtcl business sevi sset management
Jsystem, or inventory, should be suppor
Processes to categorize echnolagy D cet byced onthei cricalty andlor
[lassifcation. These processes should identify critcal technology assets that
Inventory s maintained and assets{are o high Importance to the FRF). or whid ract threat actors an
222 are categorized lsber atacks, and therefore requie ennanced cyber pmremons; and Functional Intersects With | Data & Asset Classification | DCH-02 5
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 355k i esponse to securty and operations medents,
nclucing cyber atacks.
PR Shodd i, currnt and comrefienive szt ranagemert Mechanisms exist t maintain iventory 1095 of al sensfive media and conduct sensitive
or nvertory that catalogues technology asses hroughout her ife media inventories at least annualy.
Cycle, Based on the FRFF's ik tolrance, this may Incude assets owned or
[eased by a PRI, an tirdparty assets fhat stoe or process FRFI
formation or provide crtcl business servi sset management
Jsystem, or nventory, should be suppor
Processes to categorize echnolagy D cet byced onthei cricalty andlor
e processes should identify critical technology assets that
Inventory is maintained and assetsare of igh i porance to e FAFr 1 whic ract threat actors an
222 e malntained o et oo e ey prtcions o Functional Intersects With | Sensitive Data Inventories | DCH-06.2 s
[Bocumented interdependencies between crtca technoiog ssets, where
lapbropriate to anable proper change and configuration mana
rocetses, and to 355k i response to securty and operations medents,
nclucing cyber atacks.
[T technology Iventory shoul oo nclude 3 system ar recorag and Fechansms X0 perform invantorfes o Technology Asets, AppIaions, Services
naging asset confurarons to entance isiblty and mitgate the sk o Jand/or Data (TAASD) th
echnology outages and anauthorzes sctity. Processes Shouls be 1 place ) Accuraelyrefects the current TASD i u
o dentry,assess, and remetlate discrepanciesfom he approved Daseiine (2) Identifies authorized software products, including business justifcation details;
Inventory records and manages. [configuration, and to report on bres (5) I at the level of granularity deemed necessary for tracking and reporting
223 technology asset configurations Functional Intersects With Asset Inventories AST02 (2] Includes organization-defined information deemed nacessary to achieve fective 5
property accountabil
{531 averlabi fo review and audit by designated organizationsl personnel
[Tie technalogy nventory Should also Tnclude a system for recording and Wechanisms exist to implement and manage a Configuration Management Database
Imanaging asset configurations to enhance visibility and mitigate the risk of I(CMDB), or similar technology, to monitor and govern technology asset-specific
ity. formation.
Inventory records and manages [2chnology outages and unauthorized activiy. Processes should be In place . Configuration Management in
223 otnolony aeaet confiaurations [t dentity, assess, and remediate discrepancies from the approved baseline | Functional Intersects With Btabace (et AST-02.9 5
lconfiguration, and to report on breaches.
- [FRs shoud define standards and implement processes to ensure the Secure Disposal, Mechanisms exis to securely dispase of, destroy of repurpose system components using
224 Standards for safe disposal of _ |secyre disposal or destruction of technology assets. Functional Equal Destruction or Re-Use of AST-09  [organization-defined techniques and methods to prevent information being recovered 10
technology assets are established . o these components
FFRFIS shauld continuously moritor The currency of Software and Rardware Wiechanisms exist to manage the Usable TTecycles of Technology Assets, Applications
setsused n he {echnclogy enronment nsuppor o business processes Jandlor Services (TAAS)
Technology curtency s i should proactively implement plans {0 migote and manage nology Lif
225 contnsaual sssessed and  icming o Unpetihes, bodbied o noupporicd asses g repace or | Functional | mersectswitn | TehmolgyLitecyde | sgu 7, s
naged arad assets efors maintenance ceases.
FFRFIs shauld continuously monitor the currency of software and hardwars T R o prevent urupported Technoloy Asets, Appcators o
rsets used in thetechnology emuronment nsupport o business processes Services (TaA
Technology currency Is [t should proactively mplemant plans to mitigate and manage Unsupported Technology o Hermouing anclo replacing TAAS when supportfo the components s no onger
225 stemming from unpatched, outdated or unsupported assets Tnd replace or Functional Intersects With | Assets, Applications andjor|  TDA-17  [available from the developer, vendor or manufacturer; and 5
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[Frincpie s Efecue processes re n ploce to govern and manoge
echnology projects, from initiation to closure, to ensure that

jationship

Security, Compliance &

Secure Controls Framework (SCF)

Control Descripti

IMechanisms exist to assess security. :empnancc S asence controts i system
roject development to determine the extent to which the controls are implemented

23 Technology project management [ Comad are Slgned Wi business ojectives and ae acheved eithinthe | Functional Intersects With | Resilience In Project PR-04 \correctly, operating as intended and producing the desired outcome with respect to s
IFRFI's risk appetits Management Imeeting the requirements.
PrneRe  Efeciveprocesees e 1 pace o goven ang morage Chanfsms exist o [dentily crilical system components and fanctions by performing 3
echnology projects, from initiation to closure, to ensure that Security, Compliance & [criticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
23 Technology project management [ Comad are aligned vih business objectives and are achieved eitnin the Functional Intersects With | Resilence Requirements | PRM-05.  ore.defined decision pointsin the Secure Development Lfe Cycle (SDLC). s
IFRFI's risk appetite inition
Privcie & Efctive processe are 1 poce o qovernan morase Fiechansms exit to define business processes with consideration for Securty,
lechnology projects, from initiation to closure, to ensure that lcompliance and resiience that determines;
ouicomes ate aignéd with usinees abjecthes and are achieved within the (1) The resulting risk to organizational operations, assets, individuals and other
rology project management [FRFT sk appetie nction ; ; ness pr nition .05 foroanizations; and
23 Technology project management Functional Intersects With | Business Process Definitio PRM-06 ((2) Information protection needs arising from the defined business processes and revises s
fhe processes as necessary, until an achievable set of protection needs is obtained.
[Technology projects are often distinguished by their scale, required [Mechanisms exist to assess security, compliance and resilience controls in system
investment and importance in fufiling the FRFI's broader strategy. A5 a roject development to determine the extent to which the controls are implemented
result, they should be governed by an enterprise-wide project management securtty, Compliance & [Correctly, operating as intended and producing the desired outcome with respect to
Technology projects are governedframework thaf provides for consistent approaches and achievement of o4 [meeting the requirements.
231 )y an enterprise-wide framework [pr utcomes in support of the FREI's technology strategy. The FRFI Functional Equal Resilence In Project PRI-04 0
[Should measure, monitor and periodically report on project performance and
Jassociated risks.
Prncpie 7CFRFEs oud Tpement a ystem Developmert U7e Cyce FecTarTs ST enre chonies o Tecooo Aot Applcotons ndlor Serves
(s cauisition Secure Development Life (TAAS) within the secure Life Cycle (SDLC) a al
24 Sytem Devlopment it Cycle o technelagysystemsthat erform as expected in Support of business Functional Equal G D womaermast | PRM-07  lchange contol procedures. 10
[T SDLC Fameviorkshouidouline procesees and contros n aach prose of Fiechaniams exist o assess securlty, compliance and resillence contrals T system
e SDLC e cyci o achieve secuiy and unctonalty. i ens project development to determine the extent to which the controls are impiemented
SOLC fromework guides system |SYStem and software perform a5 expected o support business objectives Security, Compliance & [Correctly, operating as intended and producing the esired outcome with respect to
241 LC fromenork guides system |71 SOLC ramework can Include sofware development metnodologies Functional Intersects With | Resilience In Project PRM-04  [meeting the requirements. s
ladopted by the FRFI (e.0. Agile, Waterfal) Management
[Tie SOLC frameviork should ouiine processes and Controls i €ach phase of Wiechanisms ex7st o [denty Criica system Components and fancions by performing
Ithe SDLC ife cycle to achieve security and functionality, while ensurin lriticality analysis for crtical Technology Assets, Applications andor Services (TAAS) at
SDLC framework guides system [5YStems and software perform as expected to support business objectives Security, Compliance & lpre-defined decision points in the Secure Development Life Cycle (SDLC).
241 LE ramenork guides myste DLC framework can include software development methodologies Functional Intersects With | Resilience Requirements |  PRM-05 s
e by the F (<5, Al iateria inition
[T SDLC Fameviok shouidouline procesees and contros i aach phose of Fechans exst o deTne busiessproceses W corsaeraton o secuy.
e SDLC e cycito achieve securiyand nctonalty. i ens lcompiance and resiience that det
Stems and software perform as expected to support business opjectives (1) The resutting risk t organizational Gperations, assets,individuals and other
SDLC framework guides system (The SDLC framework can Incude software development methodoiogies 06 |oraanizations; and
241 and software development [adopted by the FRFI (e.g., Agile, Waterfall). Functional Intersects With | Business Process Definition PRM-06 ((2) Information protection needs arising from the defined business processes and revises 5
Jthe processes as necessary, unti an achievable set of protection needs is abtaine
e SDLC Fameuork showd i proceses and conae 1 e shase ot Wiechaniams exit Lo ensure changes to Technology Assets, Applications andjor Services
e SDLC e yci o achieve securtyand unctonlty.whie ens (TAAS) within the Secure Development Lie Cycle (SDLC) are controlled through formal
SOLC fromework guides system |SYStents and software perform a5 expected 1o support Business objectives Secure Development Life lchange control procedures.
241 [The SDLC framework can include software development methodologies Functional Intersects With PRM-07 5
and software development Cyele (SDL) Management
P [adopted by the FRFI (e.g., Agile, Waterfall). yele ) o
[The SDLC framework should GUfine processes and conrofs in each phase o Fischon e &5t t ave an depedert eview o (e solvare e o varae:
lthe SDLC fife cycle to achieve security and functionalty, while ensurin (1) Applicable securkty, compliance and resiience requirements are met;
} lsystems and software perform as expected to support business objectives. (2)Identified risks are remediated.
241 SOLC framework guides system S SDLC framework can include softwars development methodoiogies Functional | Inersects With | Software Design Review |  TDA6.S s
ladopted by the FRFI (¢.9., Agile, Waterfal)
(In addition to the general technology processes and controls, FRFI; should [Mechanisms exist to identify critical system components and functions by performing a
esabis contol gaes o ensure tat securiy requrements & lriticalty analysis for crtical Technoloay Assets, Applications and/or Services (TAAS) 3
ccurty reqirements are_|cAbettatons are ambedacd m sochphase of he SDLE. For Aghe software Security, Compliance & ore-defined decision points in the Secure Development Life Cycle (SDLC)
242 empecurty equirements 3re. ¢ [development methoos, FRFIs should continge to incorporate the necessary | Functional Equal Resilience Requirements | PRM-05 10
[SDLC and security-by-design principies throughout its Agile process. Definition
I aditon Fo the general technology processes and contros, FRF should Fiechanems st o Rove an dependent rview o the sotware i o vorte:
lestablish control gates to ensure that security requirements and (1) Applicable securty, compliance and resiience requirements are met;
Securty reqirements are _[pectation e embedded i sach e o the SDLC. For Agie softvare (2) Identiied risks are remediated.
242 embedted hssahou the SpLC [Jevelopment methocs. AFIs $hoUd cntinie o ncorporate he necessary | Funcional Intersects With | Software Design Review | TDA-06.5 s
DL na Securty by desion princples rouahoLt 1 AGHe pro
By m(egra(mg application security controls and requirements into software Mechanisms exist to identify critical system components and functions by performing a
chnology peratons new sotvare and senices can b lriticaity analysis for crtical Technoloay Assets, Applications and/or Services (TARS) 3
Integration of development, |dcleérca rpidly Winour compromEing apeliaton secinty. W Securty, Compliance & ore-defined decision points in the Secure Development Life Cycle (SDLC)
243 Setunty and Lechnciogy  |oracuces are erplanea, FRFIL ahould eneure ihey e agned wih the SoLC | Functonal Intersects With | Resilience Requirements |  PRM-05 s
operations. framework and applicable technology and cyber polcies and standards Definition
By Tntesrating application security Controls and requITements o sofware echarems Xt o dene busness processes W consaeratn o secuty.
ldevelopment and technology operations, new software and services can be lcompliance and resilience that deterr
ntegration ofdevelopmen, [J€livered rapidly without compromising application security. When 1) e resuling sk 10 Organizational operations, asset, individuals and other
" [oractices are employed, FRFIs shauld ensure they are aligned with the SDLC o . it o5 foroanizations;
243 security and ecnalogy | e merogy ane cybes palcics one handores Functinal | Itersects With | Business Process Definiion|  PRH-05  DSRREENONE S, i, s arsing from the defied business processes and revises| >
P [the processes as necessary, until an achievable set of protection needs is obtained.
7 earatn sppicatonsocuty corrols o requrerents o sotore Wiechaniams exist o ensure changes to Technology ASsets, AppIications andjor Services
and echnology operatons new sotuareand semcescan be (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal
Integration of development, [ichuéred rapidly Wihous compromeing 3belaten secury W Secure Development Life lchange control procedures.
243 Setunty nd echnoiooy  |oractices are erplonea FAFIL ahould eroure they ré o ghed with the spLC | Functional Intersects with | Sesure Development e | py.o7 s
operations. ramework and applicable technology and cyber policies and standards
By Tiegrating appTcation security Controls and requirements Into software Wiechanisms exist to faciTtate the implementation of taored development and
Jelopment and technology operations, new Software and services can be lacauisiton strategies, contract tools and procurement methods to meet uniaue business
itegraton of development,deivered rapily wioutcompromiing applcatn securty Wnen tnese \ needs
243 and technology  |practices are employed, FRFIs shouid ensure they are aligned with the SDLC | Functional ntersects with | Technology Development & 15,07 s
rations framework and appilcabie technology and cyber policies and standards
7 earetn sppcatonsocuty corrols a7 requrerente o sotore fechanisms exist fo design and Implement product managament processes o
'and technology operations, new software and services can be proactively govern the design, development and production of Tecnnology Assets,
Geleraa raply winous campromisng apsTeacon socunty. whe Popicatons andlor service (TAAS) across the st Development Le yci (SDLC)
oractices o emplovecl FAFIS Should encure they are aigned wih the SDLC
Integration of development, i\l or' g bpilcable technology and cyber policies and standards. (3 mprove functionaity
243 security and[(echnmogy Functional Intersects With Product Management TOA011 |3 Enhance security and vesmency capabmues, 5
perations (3) Correct security defciencies:
[2) Contorm it apphéane staturery, regulatory andor contractual obligations.
By Tntesrating application Security controls and requIrements o sofware Fiechortams Xt o requre otwore developers o creue Tt el zofvore
[development and technology operations, new software and services can be ldevelopment processes employ industry-recognized secure pracices for sectr
Itegratonof development. - defvered rapidly withoue cmpromising appiation securty. Whn Development Methods, orodramming: engineering methods, auality control rocesses and validation techniques
243 security and technology |practices are employed, FRFIS should ensure they are aligned with the SDLC | Functional Intersects with | DeYeloPmentietnods, | 102,33 minimize fawed and/or maiformed software 5
operations. [ramework and appiicabie technology and cyber policies and standards.
For software and systems that are acauired, FRFIs should ensure that Wiechaniams exist o faciltate the implementation of securlty, compllance and resiience
Acauired systems and software [Security isk assessments are conducted, and that systems implementation Information Assurance (1A) Jassessment and autharization controls
244 e Y seema Tor o ™" [ subject to the control requirements as required by the FRFI's SDLC Functional Subset Of ations. 14001 10
For software and systems that are acauired, FRFIS should ensure that Fiechaniams exist o establish the Scope of assessments by defining the sssessment
lsecurity risk assessments are conducted, and that systems implementation oundary. according to peope processes and technlogy hatdirectly o nirectly
244 Acquired systems and software s subject to the control requirements as required by the FRFI's SDLC Functional Intersects With | Assessment Boundaries | 1A0-011 |mpact the confidentiality, integrity, availability and safety of the Technology Assets, 5
areassessedforrisk [ [Appiications, Services and/or Data (TAASD) undier review.
For software and systems Thaf are acquired, FRFIS Should ensure that Wiechanisms exist o formally assess fhe security, compliance and resilience contrals Tn
lsecurity isk assessments are conducted, and that systems implementation [Tachnoloay Assets, Applications and/or Services (TAAS) through Information A
Acquired systems and software. |5 SUbJect to the control requirements as required by the FRFI'S SDLC Program (IAP) activities to determine the extent to which the controls are implemented
244 red systems and software | ework Functional Intersects With Assessments 1002 [correctly, operating as intended and producing the desired outcome with respect to s
mecting expected requirements.
For software and systems that are acquired, FRFIs should ensure that Wiechanisms exis to perform threat modelling and other secure design techniques, to
Acauired systems and software [Security isk assessments are conducted, and that systems mplementation lensure that threats to software and solutions are identified and accounted for.
244 “ are a:scsscn for risk lis subject to the control requirements as required by the FRFI's SDLC Functional Intersects With Threat Modeling TDA-06.2 5
FRFS Shoud deie and mplement o prncles and best practices Fiechariams et o equire sofware deveopers o crsre Ut her somvare
Coding principles provide for  |(©.9. secure coding, use of thrd-party and open-source code, coding Development Methods, <ses employ Industry recognized secire practicesfr sec
245 ‘secure and stable code. repus\lw\cs and tools, etc.). Functional Intersects With | ol e & Processes | TOA“02:3 programming, engineering methods, quality control processes and validation lc:hmqucs 8
o minimize hawed andior maiformed software.
FRFis should define and mplement coding principles and best practces Secure Softwars Wiechanisms exist to develop applications based on Sacure Software Development
245 Coding principles provide o7 (e.g. secure coding, use of thirc-party and open-source code, coding Functional Intersects With | Development practices | TDA0G [Practices (SSDP). s
secure and stable code repositories and tools, etc.) (55DP)
FRFTs showd define and Tmplement coding principles and best practices Wiechanisms ex7st o require the developer of the Technology ASset, Application and/or
as Coding principles provide for |[2 0> sooura cering. ot st ekme porr o) e e ko oot Functional Inersects win | CFUCSIY Anabiss DUrng | 10061 servie TAAS) to perfom a critcaliy anayssat organizaton-deind decison points s
secure and stable code [repositories and tools, etc.). Development [the Secure Development Life Cycle (SDLC).
Frnciple & FRFs hould esbTan and Tplement s echnology charge o Fiech: o faciitate the o3 change Drogram.
g documentation to
25 Change and release management [Nahdes to eenoloay asses are CoRGUCIEd I 3 Conrolid manner thet Functional Inersects wign | Change Management | ¢ o0 B
[ensures minimal disruption to the production environment. Program
Frinciple 8 FRFIS Should estabish and Implement a technology change and Wiechaniams ex/st © govern the techmical configuration change cantral processes.
release management process and supporting documentation o ensre
25 Change and elease management hanges o technology assets are conducted in s controlied mamner that Functional Intersects With Configuration Change CHG-02 5
[ensures minimal disruption to the production environment. e
Principle 8 FRFIs Should estabish and implement a technology change and Wechanisms exit to prohibit Changes, uniess
elease management process and supporting documentation to ensure [change requests are received:
25 Change and release management [changes to technology assets are conducted in a controlled manner that Functional Intersects With | Prohibition Of Changes | CHG-02.1 5
[ensures minimal disruption to the production environment.
Frinciple 8 FRFIs Should estabish and Implement a techrology change and Frechaams et enores conguaton resveton nan sor 1 st e 301 o
release management process and supporting documentation to ensure Jusers to conduct unauthorized chani
25 Change and release management [changes to technology assets are conducted in a controlled manner that Functional Intersects with | Access Restriction For cHG-0a s
[ensures minimal disruption to the production environment. Change
Frnciple & FRFTs Soud csabTan and Tplement s echnology charge o Fiechanisms exist o Timi operational prviieges for Hanges
pporting documentation to
25 Change and release management [changes to technology assets are conducted In a controlled manner that Functional Intersects wigh | Permissions To Implement | e o4 4 s
lensures minimal disruption to the production environment. Changes
FFRFTS showd ensure that changes to Technology assets i the production Wiechanisms exis to faciitate the o change
lenvironment are documented, assessed, tested, approved, implemented
Jand verified in a controlled manner. The change and release management
Changes to technol s are st2ndard shauld outine the key controls required throughout the change Change Management
251 Changes to technology 2ssets are fmanagement process. The standard should also define emergency change | Functional Intersects With ange Manageme cHe01 s
[and control requirements to ensure that such changes are implemented in a 9
[controlled manner with adequate safeguards.
FFRFTS showd ensure that changes to Technology assets i the production Wiechanisms ex/st © govern the techmical configuration change cantral processes.
lenvironment are documented, assessed, tested, approved, implemented
Jand verified in a controlled manner. The change and release management
ltandard should outline the key controls required throughout the change
251 Changes to technology 2ssets are fmanagement process. The standard should also define emergency change | Functional intersects wigh | Confiouration Change | cyig.0 s
Jand control requirements to ensure that such changes are implemented in a
[controlled manner with adequate safeguards.
FFRFTS shoud ensure that changes to Technology assets i the production Wiechaniams exist o promibit Changes, uniess
lenvironment are documented, assessed, tested, approved, implemented [change requests are received
Jand verified in a controlled manner. The change and release management
Changes to technol s are st2ndard shauld outine the key controls required throughout the change
251 anges to technology assets are |, 3 gement process. The standard should also define emergency change. Functional Intersects With Prohibition Of Changes | CHG-02.1 5

conducted in a controlled manner

land control requirements to ensure that such changes are implemented in a
lcontrolled manner with adequate safeguards.
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Changes to technology assets are [*
conducted in a controlled manner |72

[FRFIs should ensure that changes to technology assets in the production
[environment are documented, assessed, tested, approved, implemented

d control requirements to ensure
[controlled manner with adequate safeguards

changes are implemented in a

Functional

jationship

Intersects With

Test, Validate & Document
Changes

CHG-02.2

Secure Controls Framework (SCF)
Control Descripti
[Mechanisms exist to appropriately test and it prepuscd changes in a nor
lproduction environment before changes are implemented in a production environment,

Segregation of duties controls
against unauthorized changes

[Segregation of duties is a key control used in protecting assets from
[unauthorized changes. FRFis should segregate duties in the change.
Imanagement process to ensure that the same person cannot develop,
lauthorize, execute and move code or releases between production and non-
lproduction technology environments.

Functional

Intersects With

Access Restriction For
Change

CHG-04

[Mechanisms exist to enforce configuration restrictions i an effort to restrict the abilty of|
lusers to conduct unauthorized changes.

Segregation of duties controls
against unauthorized changes

[Segregation of duties i< a Key control Used In protecting assets from
lunauthorzed changes. FRFI should segregate dutes inthe change

= fo ensure tht the same persan canot develop,
[authonze, executa and move code or releases between production and non-
Broduction technolooy environments

Functional

Intersects With

Permissions To Implement
Changes

CHG04.4

[Mechanisms exist to imit operational privileges for implementing changes.

Segregation of duties controls
against unauthorized changes

[Segregation of duties is a key control used in protecting assets from
lunauthorized changes. FRFIs should segregate duties in the change
Imanagement process to ensure that the same person cannot develop,
[authorize, execute and move coda or releases between production and non-
lproduction technology environments.

Functional

Intersects With

Separation of Duties (SoD)

HRS-11

Mechanisms exist to implement and maintain Separation of Duties (50D) to prevent
lpotential inappropriate activity without collusion.

Changes to technology assets are
traceable

[Controls should be implemented to ensure traceability and Integrity of the
lchange record as well as the asset being changed (e.g., cade, releases) in
|each phase of the change management process.

Functional

Subset OF

Configuration Change
Control

CHG-02

Mechanisms exist to govern the technical configuration change control processes.

Patch management

Princple % FRFE should mplement patch o ensure
Jcontralied and timely application of patches across s technology
lenvironment to address vuinerabilities and flaw

Functional

Subset Of

Vuinerability & Patch
Program

VPM.01

Mechanisms exist to facilitate the
Imanagement controls.

and monitoring of vulnerabilt

Patch management

[Principle 9: FRFIs should implement patch management processes to ensure
[controlled and timely application of patches across its technology.
lenvironment to address vulnerabilities and fi

Functional

Subset Of

Vulnerability Remediation
Process

VPM-02

Hechanisms exit o ensure that properly identified, tracked and
ted!

remediat

Patch management

[Principle 9: FRFIS should implement patch management processes to ensure
[controlled and timely application of patches across its technology
lenvironment to address vulnerabilities and flaws.

Functional

Subset Of

Software & Firmware
Patching

VPM-0S

Mecharisms exisEto conduct sofware patehing for il dspioyed Techrology Assets.
|Applications and/or Services (TAAS), including firmwar

Patches are applied in a timely
and controlled manner

[T patch maragement pocess should defin dlear oles ang
esponsibilities for all stakeholders involved. Patching should follow the.
mﬂ s existing change management processes, including emergency change|
cocses, Patches Should be testad before deployment o the production
[Erviranment.

Functional

Subset Of

Software & Firmware
Patching

VPM-0S

[Mechanisms exist to conduct software patching for all deployed Technology Assets,
|Applications and/or Services (TAAS), including firmware.

Incident and problem
managem

Princple 10: RFis should efectvely detect,log, manage, resave, monitor
report on technology incidents and minimize their impact

Functional

Subset Of

Incident Response
Operations

1RO-01

[Mechanisms exist to implement and govern processes and documentation to facilitate an|
lorganization-wide response capability for cybersecurity and data protection-related
incidents.

Incident and problem
management

[Principle 10: FRFIS should effectively detect, log, manage, resoive, monitor
land report on technology incidents and minimize their impacts.

Functional

Intersects With

Incident Handling

1RO-02

Mechanisms exist to cover:
(1) Preparation;

(2) Automated even detection or manua incident report ntake;
(3) Ana

(@) Conthinment;
(5) Eradication; and
(6) Recovery.

Incident and problem
management

[Principle 10 FRFIS should effectively Getect, log, manage, resoive, monitor
land report on technology incidents and minimize their impacts.

Functional

Intersects With

Incident Classification &
Prioritization

1R0-02.4

Mechanisms exist to identify classes of incidents and actions to take to ensure the
|continuation of organizational missions and business functions.

Incident and problem
mana

Princple 10: RFs should efectvel derect, g, manage, resave, monior
report on technology incidents and minimize their impact

Functional

Intersects With

Situational Awareness For
Incidents

1RO-09

[Mechanisms exist to document, monitor and report the status of cybersecurity and data
lprotection incidents to internal stakeholders all the way through the resolution of the
inciden

incidents are managed to
minimize impact on affected
systems and business processes

[FRFIs should define standards and implement processes for incident and

management. Standards should provide an appropriate governance
Jstructure for timely identification and escalation of incidents, restoration
land/or recovery of an affected system, and investigation and resolution of
incident root causes.

Functional

Subset OF

Incident Handling

1RO-02

Mechanisms exist to cover:
1) Preparatior

2) Automated event detection or manual incident report intake;
3) Analysis;

4) Containment;

5) Eradication; and

(6) Recovery.

Incidents are managed to
minimize impact on affected
systems and business processes

FRFI Should define starGards and [mplerment processes fo [icidert and
problem management. standards should provide an appropriate governance

Eiructure for tmely identification and escalation of ncients, restorati

[ndior recovery of an affected system, and nvestigation and resalation of

incident root causes.

Functional

Intersects With

Incident Response Plan
(IRP)

1RO-04

[Mechanisms exist to maintain and make available a current and viable Incident Response|
[Plan (IRP) to all stakeholders.

Incident management process is
clear, responsive and risk-based

FREL should mplement processes and procedures for managing technology

incidents; clements may incude
Defining and dn:umentmg ond responsibiiis of relevant nteral and

orerna e o uppot et ot 1

Establshing early waiming indicators o tiggers of ystem disruption ie.

[detection) that are informed by ongoing threat assessment and r

Jsurvellance activities;

Identifying and classifying incidents according to priority, based on their

impacts on business services;

IDeveloping and implementing incident response procedures that mitigate

fthe impacts of incidents, including internal and external communication

lactions that contain escalation and notification triggers and processes:

Performing periodic testing and exercises using plausible scenarios in order

o identify and remedy gaps in incident response actions and capabiites;

|Conducting periodic exercises and testing of incident management process,

playbooks, and other response toos (e, coordination and communication)

o valldate and maintan thei efectivencss

Establishing and periodically testing incdent managerent processes with

fhird parties

Functional

Subset OF

Incident Response
Operations

1RO-01

[Mechanisms exist to implement and govern processes and documentation to facilitate an|
response capabil and data

incidents.

Incident management process is
clear, responsive and risk-based

[FRFIS Should implement processes and procedures for managing technology

incidents; elements may include:

Defining and documenting roles an responsivitie ofreevant interal and

lexternal parties to support effective incident re:

E<tabishing early warming incicators or triggers of sysiem disruption (1.,

[detection) that are informed by ongoing threat assessment and risk

rveillance activities;

ldentifying and classifying incidents according to priority, based on their

impacts on business services;

IDeveloping and implementing incident response procedures that mitigate

e impacts o incdents, Including inernal and extemal communication

lactions that contain escalation and notification triggers and processes;

lPerforming periodic testing and exercises using plausible scenarios in order

lto identify and remedy gaps in incident response actions and capabiliies;

(Conauctngpericic evercisesand esting ofncident management process,
aybocks,and other response ool (9. coordination and communication)

fo valdate and maintain their effactivencss;

EotalEhing and eHodicaly costing Incdent management processes with

Functional

Subset Of

Incident Handling

1RO-02

Mechanisms exist to cover:
1) Preparation;
(2) Automated event detection or manual incdent report ntake:
3) Anal
3 Contamnent;
5) Eradication; and

overy.

Incident management process is
clear, responsive and risk-based

FREL should mplement processes and procedures for managing technology
incidents; elements may include:
Defining and dntumen!mg oles and responsisiliesof relevant internaland
lexternal parties to support effective incident re:
Establshing early waiming ndicators o tiggers of system disruption (..,
detection) tha are informe by ongaing threat assessment and risk
Jsurveillance activities;
enityng an classiing ncidents according t prioiy, based onthei

5 on business services;
Do eioping and Implementing incident response procedures that mitigate
fthe impacts of incidents, including internal and external communication
lactions that contain escalation and notification triggers and processes;
Performing periodic testing and exercises using plausible scenarios in order
o identify and remedy gaps in incident response actions and capabilities;
|Conducting periodic exercises and testing of incident management process,
playbooks, and other response toos (e, coardination and communication)
o valldate and maintain ther fiectivencss
Establishing and periodiclly testing ncldent management processes with
fthird parties

Functional

Intersects With

Indicators of Compromise

(10C)

1RO-03

[Mechanisms exist to define specific Indicators of Compromise (10C) to identify the signs
Jof potential cybersecurity events.

Incident management process is
clear, responsive and risk-based

FRFTs hould implemer processes and procedures or managing techrology

incidents; elements may in

Beiring and dbcamentng roes and responsiiiies of relevant nternal and

lexternal parties to suppors sfective Incident respons

E<tabishing early warming indicators or triggers of sysiem disruption (1.,

[detection) that are informed by ongoing threat assessment and risk

rveillance activities;

dentifying and classifying incidents according to priority, based on their

impacts on business services;

IDeveloping and implementing incident response procedures that mitigate

[the impacts of incidents, including internal and external communication

lactions that contain escalation and notification triggers and processes;

lPerforming periodic testing and exercises using plausible scenarios in order

lto identify and remedy gaps in incident response actions and capabiliies;

(Conauctng perfocic exercises and esting ofncident management process,
aybaoks, and ather response tool (.. coordination and communication)

fo validate and maintain their effsctivencss;

CotaEhing and Hocaly conting Incdent management processes with

Functional

Intersects With

Incident Response Plan
(IRP)

1RO-04

Mechanisms exist to maintain and make available a current and viable Incident Response|
[Plan (IRP) to all stakeholders.

Incident management process is
clear, responsive and risk-based

FRFTs hould mplemen processes and procedures for managing teehnoiogy
incidents; elements may include:
IDefining and ducumenmg roles and respansiiites ofrelevant interal and
[external parties to support effective inciden
Eetablahing early woming indicators or 1iggers of system disruption (.e.
|detection) that are informed by ongoing threat assessment and risk
lsurveillance activities;
identiying and classifying ncidents according t prory, based on their
5 on business services;

Developing and mplementing incident response procedres that mitigate
fthe impacts of incidents, including internal and external communication
lactions that contain escalation and notification triggers and processes;
lPerforming periodic testing and exercises using plausible scenarios in order
o dentify and remeay gaps in incident response actons and capabiltes:
|Conducting periodic exercises and testing of incident management process,

Jaybooks, and ather esponse tools (e coordination and communication)
Ro validate and maintain Eneir effectivencss:
Estaplishing and periodically testing incdent management processes with
[tnird parties.

Functional

Intersects With

Incident Response Testing

1RO-06

Mecharisms exist o formallytestInciden rezponse capabiites through realti
lexercises to determine the operational effectiveness of those capabilitie
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Incident management process is

[FRFIS should implement processes and procedures for managing technology

incidents; elements may include:

Defining and documenting roles an responsivitie ofreevan interal and

lexternal parties to support effective inciden

e tablahing early wann idicators or g ot sysiem disruption (.e.,

detection that are nformed by ongaing threat assessment and sk
lsurveillance activities;

dentifying and classifying Incldents accarding to priorty, based on thelr

impacts on business services;

IDeveloping and implementing incident response procedures that mitigate

[the impacts of incidents, including internal and external communication

jationship

Integrated Security Incident|

Secure Controls Framework (SCF)
Control Descripti
[Mechanisms exist to establish an integrated oy :ybc securiy, T and business
Fincion raprcsentosecs that ore Capabi of sdéresking cyberseceity and tos
lprotection incident response operations.

272 performis dic testing and exercises using plausible scenarios in order | Functional Intersects With 1RO-07 5
clear, responsive and risk-based |5 igentify and remedy gaps in Incident response actions and capabiliies; Response Team (ISIRT)
[Conducting periodic exercises and testing of incident management process,
layo0oice, and other response tols (e.0, coordination and communication)
lto validate and maintain their effectiveness; and
Establishing and periodically testing incident management processes with
rties.
[FRFIs should develop problem management processes that provide for the [Mechanisms exist to Incorporate lessons learned from analyzing and resoving
detecton,categorization, investgation an resoluion of suspected incident lcybersecurity and data protection incidents to reduce the likelihood or impact of future
ses), Processes shouid include post-ncdent revews, rot cause a incidents
processes are established to [mbact diagnostics and identiication of rends or patterns i inciden
. e ivit infor u i
273 nvestigate, resolve and learn from| 0 e e e s e rove et oo Functional Equal Roo Cause Analysis (A | 1ro-13 10
problems processes and pm(edures including change ana release
Imanagement
[FRFIS should develop problem management processes that provide for the Mechanisms exist to regularly review and modify Incident response practices to
ldetection, categorization, investigation and resolution of suspected incident incorporate lessons learned, business process changes and industry developments, as
|cause(s). Processes shouid include post-incident reviews, root caus sary.
mpact dagnostics and dentication of trends o patters in ncdents.
Processes are establishedto problem management activities and findings should infor relied conrol
273 investigate, resolve and learn from o e e A o bad to prove ncid Functional Intersects With IRP Update 1R0-04.2 5
problems management processes and procedures, ncluding change and release
[management
- Principle 11 FRFIs should develop service and capacity standards and Standardized O Wechanisms exist to 1gentify and document Standardized Operating Procedures (SOPI, or|
28 Technology service measurement lprocesses to monitor operational management of technology, ensuring Functional Intersects With tandardized Operaling | ops-01.1  [similar documentation, to enable the proper execution of day-to-day / assigned tasks, s
and monitoring business needs are met. Procedures (SOP)
P T3 RV should develop senvice nd copacty standarce n Mechanisms exist to define supporting business processes and implement appropriate
recnmal sses to monitor operational management of technology, ensuring service bel jovernance and service management to ensure appropriate planning, delivery and
echnology service measurement 0.5 necs needs are mer. ervice Delivery [support o the organization's technology capabilities supporting business functions
28 Functional Intersects With 0ps-03 . 5
and monitoring (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area
Principle 11 FRFIS should develop service and capacty standards and  commees Mechanisms exist to 1dentify crtical SyStem components and functions by performing a
Technology senvice measurement rocesses (o monior operational manageent oftechnology, ensuring Security, Compliance leiticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
28 o monitoring lbusiness needs are met. Functional Intersects With | Resilience Requirements. | PRM-05.pe.defined decision poins i the Secure Development Lfe Cycle (SDLC) 5
efinition
Principle 11 FRFIS should develop service and capacty standards and Fechansms ot e defne usiness pocesses wih conaigeraon for securty.
lrocesses to monitor operational management of technology, ensuring [compliance and resilience that dets
business needs are met. ) The resutting rsk o arganizational oparations, assts, ndividuals and other
Technology service measurement nction: o ; ness pr nition ’ rganizations; a
28 and monitoring Functional Intersects With | Business Process Definition | PRM-06 |5 formation protection needs arising from the defined business processes and revises s
fthe processes as necessary. until an achievable set of protection needs is obtained.
FRFTs Sould establish fechnalogy service managemert standards Wit Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
[rechnology service performance isfgfine performance Indicators anor srvice farge IProgram (SCAP) measures of performance.
281 o0, MONKOTSU and . [memecr ond oot the smy o tocmarooy S Pracaseas Shoud Functional Intersects With | Measures of Performance | GOV-05 s
"reoulary reviewed or - lso provide for remediation where targets are ot being et
improvement
[FRFTS Should establish technology Service management standards with Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIS) to
[Technology service performance is|defined performance indicators and/or service targets that can be usec fassist organizational man: serformance monitoring and trend analysis of the
281 messired, moniored and|measureand montorthe defvery of technology snices. rocesses Poud | runctiona! Intersects with | Kev Performance Indicators| oy oc - [Security, Compliance & Resilience Program (SCRP). 5
regulary reviewed for - laio provide for remediation where targets are ot being me! (KPIs)
vement
[FRFIS should define performance and capacily requirements with thresholds Mechanisms exist to facilitate the implementation of capacity management contrals to
Tecmorgy nosrutre Jon infrastructure utilization. These requirements should be continuously lensure optimal system performance to meet expected and anticipated future capacity
282 pertormance and capscity are [ monitored against defined thresfolds to ensure fechnology performance and|  Functional Intersects with || CaPacity & Performance | cao01 [requirements. s
fcient lcapacity support current and future business need: Management
FRFE should define performance and capaciy requiremens Wi thresholds [Mechanisms exist to conduct capacity planning so that necessary capacity for
Technolos ization. Thes: uld be continuously information processing, telecommunications and environmental support will exist during
282 performance and capacity are omrad agaimet detmed iresnelis o cnaurs echmeloy periarmance and Functional Intersects With Capacity Planning cap-03  [contingency operations. s
fcent lcapacity support current and future business needs.
PR Should define performance and Capacty requiremerts Wiy treshoids [Automated mechanlsms exist to centrally-monitor and alert on the operating state and
Technology utilzation. The: Should be continuoush Ihealth status of critical Technology Assets, Applications and/or Services (TAAS).
282 performan(e and capaciy are [moniored agains oefned fvesnolas to ensure technology perormance and|  Functonai Intersects With | Performance Monitoring |  CAP-04 5
[capacity support current and future business needs
Principle 12 FRFIS Should establish and maintain an Enterprise Disaster Fichariers ot o ol e [rplmertatln of cortrogrcy el corros
IRecovery Program (EDRP) to support its ability to deliver technology services Business Continuity Inelp ensure resilient Technology Assets, Applications andjor Services (TAAS) (e.
29 Disaster recovery fthrough disruption and operate within its sk tolerance. Functional Subset Of Management system BCD-0L |Continuty of Operations Plan (COOR or Business Continuty & Disaster Recovery (BC/DR) 10
playb
Principle 12 FRFIS Should establish and maintain an Enterprise Disaster Mechanisms exist to facltate recovery operations In accordance with Recovery Time
[Recovery Program (EDRP) to support its ability to deliver technology services Recovery Time / Point. [Oblectives (RTOs) and Recovery Point Objectives (RPOS)
29 Disaster recovery [through disruption and operate within its sk tolerance. Functional Intersects With | e (RTo / RPO) | BCD0L4 5
FFRFTs should develop, implement and maintain an ERDP that Sets out their Fichariers ot o ol e [rplmertatln of cortrogrcy el corros
roach to recovering technology services during a disruption. FRFIs should Inelp ensure resilient Technology Assets, Applications andjor Services (TAAS) (e.
alan the disastr recovery program with s business cantinuity [Continuty of Operations Plan (COOR or Business Continuty & Disaster Recovery (BC/DR)|
nagement program. The EDRP should establish: playb
[Accountabilty and responsibilty for the availabilty and recovery of
ltechnology services, including recovery actions;
IA process for identifying and analyzing technology services and key o
" usiness Continuity
Disaster recovery program is  [dependencies required to operate within the FRFI's fisk tolerance; nction Y
pcceptable evel, withn an acceptable timelrame, as defned and proritized
by the FRFI;
I polcy or standard with control for data back: p and recovery proceses,
requirements for data storage and periodic testins
[FRFIs should develop, implement and maintain an ERDP that sets out their [Mechanisms exist to facilitate recovery operations in accordance with Recovery Time
[approach to recovering technology services during a disruption. FRFIs should [Objectives (RTOs) and Recovery Point Objectives (RPOs).
ol the disaste recovery program with s business continuity
Imanagement program. The EDRP should estal
ooty and respancisity or he buatabiney and recovery of
ltechnology services, including recovery actions;
J process or dentiying and analyzing technology services and key
Disasterrecovery program s (dependencies require o opsrate witfinthe FRF's s tolerance; Recovery Time / Point Y
291 tablished e, brocadured andor capanilics o reCover technology corvices to an Functional Intersects With |~ gpjectives (RT0 /RPO) | BCD0L4 s
lacceptable level, within an acceptable timeframe, as defined and prioritized
by the FRFI; and,
IA policy or standard with controls for data back-up and recovery processes,
requirements for data storage and periodic testing
FFRFTs should develop, implement and maintain an ERDP that Sets out their Mechanisms exist to define specic criteria that mUst be met to Intiate Business
roach to recovering technology services during a disruption. FRFIs should |Continuity / Disaster Recover (BC/DR) plans that facilitate business continuity operations
alan the disaster recovery prooram with s business cantinuity [capable of mecting applicable Recovery Time Objectives (RTOS) and Recovery Point
rogram. The EDRP should establis [Objectives (RPOS).
ficcourtabilty ang oponbity for he avatabilty and recovery of
echnolagy serices inclucing recovery actions:
process for identifying and analyzing technology services and key
Disasterrecovery programs _iepandences requie 1o aperats i e FRELS ik tolerance: nction o i Recovery Operations y
291 stablished Plans, procedures andor capabilities to recover technology services to a Functional Intersects With teria BCD-01.5 s
lacceptable level, within an acceptable timeframe, as defined and prioritized
by the FRFI; and,
[A-policy or standard with controls for data back-up and recovery processes,
requirements for data storage and periodic testing
[FRFIS should develop, implement and maintain an ERDP that sets out their [Mechanisms exist to create recurring backups of Gata, software and/or system images,
[approach to recovering technology services during a disruption. FRFIs should las well as verify the integrity of these backups, to ensure the availability of the data to
laign the disaster recovery program with its business continuity Jsatisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
Imanagement program. The EDRP should establish:
|Accountability and responsibility for the availability and recovery of
ltechnology services, including recovery actions;
I process for dentiying and analyzing technology services and key
Disaster recouery program s [dependenciesrequied toaperatc wiin ihe PRI ris olernce; g
291 tablished e, brocadurcd andor capanilics o raCovar technogy carvices to an Functional Intersects With Data Backups BCD-11 s
lacceptable level, within an acceptable timeframe, as defined and prioritized
by the FRFI and,
policy or standard with controls for data back-up and recovery processes,
requirements for Gata storage and periodic tesing
[T Shouid manage Fey depencencies equired (o support the EORP, such Mechanisms exist to facilitate an IT Asset Management (TAM) program to implement and
Imanage asset management controls.
information secury requirements for data security and storage (e
lencryption); an
Location of (e(hr\o\ogy asse centres, backup sites, service provider
292 Key dependencies are managed_focations and prosimity to primary data centres, and other citical Functional Intersects With Asset Governance AST-01 s
echnology ascets and ocaton
[rincipl 13- FReis ahouldperfor scenario testng on disaster recovery
lcapabilties to confim ts technology services operate as expected through
isr
[FRFsShold marage key deperdencies equred to support the EORP, such Mechanisms exist to 1Gentify and assess the securty of Technology Assets, Applications
landlor Services (TAAS) that support more than one critical business function.
linormation security requirements for data security and storage (e.9.,
lencryption); and,
Location of techrology asset centres, backup sites, service provider
292 Key dependencies are managedocations and proximity to primary data centres, and other critical Functional Intersects With AST-011 5
ftechnology assets and o
rncioe 13 RFis snould perfrm scenariotesting on clsaster recovery
lCapablites to confrm s technoiogy services operate a5 expected though
ldisruption
[FRFIS should manage key dependencies required to support the EDRP, such Mechanisms exist to identify and document the critical Technology Assets, Applications,
as: [services and/or Data (TAASD) that support essential missions and business functions,
Information securiy requirements for data security and storage (e
lencryption); an
Cocation of te(hr\o\ogy asse centres, backup sites, service provider
292 Key dependencies are managed_flocations and proximity to primary data centres, and ofher critical Functional Intersects With | Identify Critical Assets | BCD-02 5
echnology ascets and'ocaton
[rinciplo 13- FRFis ahouldperfor scenario testing on disaster recovery
lcapabilties to confim ts technology services operate as expected through
ldisruption
[FRFsShold marage key deperdencies equied to support the EORP, such Mechanisms exist to facilitate the Implementation of data protection controls
inormation security requirements for data security and storage (e.9.,
lencryption); and,
Cocatin of tachnology asset centres, backup sites, service provider
292 Key dependencies are managed Functional Intersects With Data Protection DCH-01 5

focations and proximity to primary data centres, and othr ciical
ltechnology assets and lo
Princplo X5 FAFis aho periorm scenario testing on disaster recovery
lcapatilties to confrm ts echnaiogy services operate as expected through
ldisruption
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FRFis showld manage key dependenciesrequired to support the EDRP, such

wmmauon security requirements for data security and storage (.g..
lencryption); and,
ocation of \e(hna\nqy ssset centres, backup sits, semice provider

jationship

Secure Controls Framework (SCF)
Control Descripti

[Mechanisms exist to protect sensi vc/rcgmma At erever t processed and/or
Jstored.

292 ey deperdencies are managed octons nd proximiy o primary Gatacentres, and tnr rica Functional Intersects with | Sensitive/ Regulated Data | oy g s
logy assets ant i
[rineipla - FReis ahould partor scenario testing on disastr recovery
[capabilities to confirm its technology services operate as expected through
isruption
FFRFIs should manage key dependencies required to support the EDRP, such Fchartas St o nveton. dociment and ol dea Tov o dta ot
resident within a service distributed
Information security requirements for data security and storage (e.g. Coicaions tonysical and vrtuah. rastructure, Syoiems components anajor shared
lencryption): and, |with other third-parties.
Location of technology asset centres, backup sites, service provider
202 Key dependencies are managed_ocations and prosimity to primary data centres, and other ciical Functional Intersects With  |Geographic Location of Datal  DCH-19 5
ltechnology assets and loc
Pincile 13: FRFis Should perform scenari tesing on dsaster recovery
lcapabiliies to confirm its technology services operate as expected through
laisruption
[To promote learning, confinuous improvement and technology resilience, Wechanisms exist to Conduct tests and/or exercises to evaluate the contingency plan's
FRFis should regularly validate and report on their disaster recover and the organization's readiness to execute the plan.
traegies, plans andr capabiles againt severe but plausble scenarios
cenarics should be forvard oking and considr,where approprate
d emerging risks or threats;
eterin changss to besiess obiectues o echnoioges;
Situations that can lead to prolonged
Previous ncdent ity and knoun echnatagy complexites o weaknesses
as ecovery scenarics snoud test
203 Disastr recovery scenarios are. [T FRFI< aackup and vecovery capaniiice and processes to validate Functional Intersects with | Contingency Plan Testing &| g oy s
tested [resiliency strategies, Nans and acuons, and confirm the organization’s Exercises
lability to meet pre-defined requirements; and,
[Critical third-party technologies and integration points with upstream
ldownstream dependencies, including both on- and off-premises technology.
[Outcome: A secure technology posture that maintains the confidentiality, Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and resilience
i lintegrity and availability of FRFIs’ technology assets. i /- jovernance controls.
3 Cyber security grity y 9y Functional Subset Of | o oo ogtam (ScRR) | GOV-01 [0 10
[Gutcome: A secure fechnology posture that mamtains the confidentialiy, [iechanfsms exist to estabiish, maintain and dsseminate policies, standards and
integrity and availability of FRFIs’ technology assets. Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
3 Cyber security Functional Intersects With | Compliance & Resilience | ~GOV-02 5
Documentation
[Gutcome: A secure fechnology posture that mamtains the confidentialiy, Wiechantsms exist to facitate the Tmplementation of operational security controfs.
3 Cyber security integrity and availabillty of FRFIs' technology assets. Functional Intersects With Operations Security ops-01 5
[Outcome: A secure technology posture that maintains the confidentialiy, tondardized operating Wiech: %o Tdentify and docum Operating Procedures (SOP), or|
r securi lintegrity and availability of FRFIs technology assets. unctic i n iz erating [similar documentation, to enable the proper execution of day-to-day / assigned tasks.
3 Cyber security grity y 9y Functional Intersects With rocecures (508) 0PS-01.1 pron y-to-day / assig 5
FFRFIs should proactively 1dentiry, defend, detect, respond and recover from Mechanisms exist to implement a threat ntellgence program that Includes a cross-
Confidentiality, integrity and __fexternal and insider cyber securiy threats, events and incidents to maintain lorganization information-sharing capability that can influence the development of the
30 availability of technology assets is the confidentiality, integrity and availability of its technology assets. Functional Subset Of Threat Intelligence Program|  THR-01 |system and security architectures, selection of security solutions, monitoring, threat 10
tainex lhunting, response and recovery activities.
FFRFIs should proactively identiry, defend, detect, respond and recover from Mechanisms exist to maintain situational awareness of vuInerabiliies and evavin
Confidentiality, integrity and _lexternal and insider cyber security threats, events and incidents to maintain reats by leveraging the knowledge of attacker tactics, techniques and procedures to
30 availabilty of technology assets i ihe confidentiay, integrity and avalabilty of ts technology assets. Functional Intersects With | Threat Intelligence Feeds | THR-03 facilitate the implementation of preventative and compensating controls. s
aine
FRTe Shoud roacivly denty, deend. detect, respond and ecover o Fecharisms exs o T erert an e Treatprogram tha ncudes s rossdscpine
Confidentiality, integrity and laxternal and insider cyber security thre: and incidents to maintain insider threat incident handling
3.0 valabity oftechnology assts s e conrgentiaty. megrty and ey o s tetmmbrogy pscers Functional Intersects With | Insider Threat Program | THR-04 s
aine
FFRFIs should proactively identiry, defend, detect, respond and recover from Mechanisms exist to perform cyber threat hunting that uses Indicators of Compromise
Confidentiality, integrity and loxternal and insider cyber security threats, events and incidents to maintain (10C) to detect, track and disrupt threats that evade existing security controls.
3.0 valabilty oftechnology assts s e confgantilty. earty and valsbiy of 1 echnolody asses Functional Intersects With Threat Hunting THR-07 3
aine
FFRFIs should proactively 1dentiry, defend, detect, respond and recover from Fechariems exi o develp and Keep curent s cataon o pplcabe ierralond
Confidentiality, integrity and  lexternal and insider cyber security threats, events and incidents to maintain lexternal threats to the organization, both natural and manma
3.0 valabity oftechnology assts s G confgantlty. earty and valabiy of 1 echnolody asses Functional Intersects With Threat Catalog THR-09 s
aine
Principle 14 FRFIs should maintain a range of practices, capabiliies, Mechanisms exist to define specific Indicators of Compromse (100) to identify the signs
rocesses and tools to identify and assess cyber security for weaknesses. Indicators of Compromise Jof potential cybersecurity events.
31 Identity [nat could be explotte by extemmal and insider threat actors Functional Intersects With Goo 1RO-03 s
Pinciple 14 FRFIs should maintain a range of practices, capabiliies, Wechanisms exist to Implement a threat ntellgence program that Includes a cross-
rocesses and tools to identify and assess cyber security for weaknesses. lorganization information-sharing capability that can influence the development of the
31 Identify [fnat could be exploited by external and insider threat actors. Functional SubsetOf | Threat Intelligence Program|  THR0L (S 2050k cecliity architactures, selection of securlty solutions, monitorng. threat 10
Inunting, response and recovery activities.
Principle 14 FRFIs should maintain a range of practices, capabiliies, fechanisms exist to develop Indicators of Exposure (10F) to understand the potential
rocesses and tools to identify and assess cyber security for weaknesses. Jattack vectors tha attackers coud use o attack the organization
31 Identify ot Coud be expioited by exteinal and insider thveat actors Functional Intersects With | Indicators of Exposure (10E)|  THR-02 s
Principle 14 FRFIs should maintain a range of practices, capabiliies, Mechanisms exist to maintan situational awareness of vunerabiliies and evavin
rocesses and tools to identify and assess cyber security for weaknesses. reats by leveraging the knowledge of attacker tactics, techniques and procedures to
31 Identity [that could be exploited by external and insider threat actors. Functional Intersects With | Threat Intellgence Feeds | THR-03 Ifaciiate the implementation of preventative and compensating controls. s
PAncle 14 FRFE sTould mainar @ ange of pracices capabiles. echaniens 7 o Gertly asses,prorize ard document te porencal mpac(s) ang
rocesses and tools to identify and assess cyber security for weaknesses. likeiinood(s) of applicabie inernat and external trea
31 Identity [that could be exploited by external and insider threat actors. Functional Intersects With Threat Analysis THR10 5
Principle 14 FRFIs should maintain a range of practices, capabiliies, Mechanisms exist to Taciitate the Implementation and MoNtarng of vUInerability
lprocesses and tools to identify and assess cyber security for weaknesses Vulnerability & Patch controls.
31 Identity [that could be exploited by external and insider threat actors. Functional Intersects Wit | Managemert Program | VML 5
FRF: Should Gently Curtent o emerging yber Ureats proactvely usng Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
[threat assessments to evaluate threats and assess security is isk management controls.
311 Security isks are identified [ NCludes implementing information and cyber security threat P Functional Intersects With | Risk Management Program |  RSK-01 s
Jassessments, processes. and tools to cover controls at different layers of
ldefence.
FRFI Shoud Gentiy curret or emeraing cyber treats proactvely sing WMechanisms exist to [dentify and document risks, both internal and external
[threat assessments to evaluate threats and assess security risk. 1
311 Security isks are dentifeq [Ncuds mplementing ormaton and cyber securty threat and risk Functional Intersects With Risk Identification RSK-03 5
lassessments, processes. and tools to cover controls at different layers of
.
[FRFTs should dentify current or emeraing cyber threats proactively using Wiechanisms exist fo develop and keep current a catalog of applicable rsks associated
[threat assessments to evaluate threats and assess security risk. This |with the organization's business operations and technologies in use.
311 Securty iss ae dentfeq [cludes impiementing informaton and cyber securiy theat ond sk Functional Intersects With Risk Catalog RSK-03.1 s
[assessments, processes, and tools to cover controls at different layers o
ldefence.
FRF Should Gently curent o emerging cyber reats proactvely usng Fechariems exs o conductrecurtg assessmerts o 1k Tt ncludes e heihood
reat assesemens o evaluat theats and asses secuy ik ond magnicude of harm, rom unauthorized access, use, isclosure, dsrupti
311 Security risks are identified [NCludes and Functional Intersects With Risk Assessment Rsoa  [modcation or destrucion o the organization's Technelogy Acsers Applcatons. s
assessmen!s‘ Dm(esses. and mols lu cover controls at dwﬂeven! Iayevs of [Services and/or Data (TAASD).
ldefence.
FRF: Shoud Gentl Curtnt o emerging cyber treats proactvely usng Mechanisms exist to maintain a rsk register that faciliates monitoring and reporting of
[threat assessments to evaluate threats and assess security is isks.
311 Secunly ik v entiea [NCWSS DIemening niormation and yber ecurty et and i Functional Intersects With Risk Register RSK-04.1 5
lassessments, processes. and tools to cover controls at different layers of
ldefence.
[FRFIs should dentify current or emerging cyber threats proactively using Mechanisms exist to implement a threat intelligence program that Includes a Cross.
[threat assessments to evaluate threats and assess security risk. This lorganization information-sharing capability that can influence the development of the
311 Security isks are identified [ ncludes implementing information and cyber security threat and risk Functional SubsetOf | Threat Intelligence Program|  THR-01  |system and security architectures, selection of security solutions, monitoring, threat 10
lassessments, processes. and tools to cover controls at different layers of Inunting, response and recovery activities
.
[FRFTs should [dentify current or emeraing cyber threats proactively using Wiechanfsms exist fo mainian sTtualional awareness of vUInErabiliies and evaling
[threat assessments to evaluate threats and assess security risk. This reats by leveraging the knowledge of attacker tactics, techniques and procedures to
311 Securty iss ae dentfieq [eludes impiementing nformaton and cyber securiy theat ond sk Functional Intersects With | Threat Intelligence Feeds | THR-03  [facilitate the implementation of preventative and compensating controls. s
[assessments, processes, and tools to cover controls at different layers o
ldefence.
FRFE Shoud Gently curent o emerging cyber reats proactvely usng Mechanisms exist to [dentify, assess, prioritize and document the potential Impact(s) and
reat assesement o evaluae theats and asses secuy ik likelihood(s) of applicable internal and external threats.
311 Security risks are identified  [ncludes and Functional Intersects With Threat Analysis THR-10 B
e esiments: processas, ang oue t cover conrels s aaren ayers of
ldefence.
[FRFTS Should 300pt a risk-based approach to threat assessment and testing echaniens X7 (o Gertly asses, prioize ard document (e porencal mpact() ang
[FRFs should set defined triggers, and minimum frequencies, for intelligence- likeiinood(s) of applicable inernat and external treai
led threat assessments to test cyber security processes and controls. FRFIs
Jshould also regularly perform tests and exercises, to identify vulnerabiliies
reat [ ontrolgaps n s yber security programs (e g, penetration testing a
312 encel assessr teaming) u approach. The scope and pe Functional Equal Threat Analysis THR-10 10
and testing 5 conducted [0t 0 ch tesing shou b ceary detne b the FRF| with ehecie
isk mitigation controls applied throughout the assessment to manage any
Jassociated inherent rsks.
[FRFTs should adopt a risk-based approach o Threal assessment and testing Wiechanisms exist to detect vuerabiliies and configuration errors by Toutine
IFRFIs should set defined triggers, and minimu frequencies, for ntelligence- |vuinerability scanning of systems and applications.
lled threat assessments to test cyber security processes and controls. FRFIs
hould also regularly perform tests and exercises, to identify vulnerabilties
reat orcontrol gaps n s cybersecurty programs (e, penctration tesing and
312 Y reaming) using an The scope and potential Functional Intersects With Vulnerability Scanning VPM-06 3
andtesting is conducted  [imracts of such testing should be clearly defned by the FRF with effective
isk mitigation controls applied throughout the assessmen to manage any
lassociated inherent risks.
[FRFTS Should adopt a risk-based approach o threat assessment and testing. Wechanisms exist to conduct penetration testing on Technology Assets, Applications
IFRFIs should set defined triggers, and minimu frequencies, for ntelligence.| Jandor Services (TAAS).
led threat assessments to test cyber security processes and controls. FRFIs
Jshould also regularly perform tests and exercises, to identify vulnerabilities
reat [ <ontrolgaps n s yber security programs (e g, penetration testing a
312 d test ducted teaming) u approach. The scope and px Functional Intersects With Penetration Testing veM-07 5
and testing s conducted [0 0 2 fekting Showi bs loay AShned by he FAFT ith eReciie
isk mitigation controls applied throughout the assessment to manage any
Jassociated inherent rsks.
FFRFIS should esiablish processes to conduct regular vuInerability Wiechanisms exist to [dentify and assign a rsk ranking to newly discovered securlty
Jassessments of ts technology assets, including but not limited to network |vulnerabilites using reputable ovtside sources for security vulnerabilty information.
ldevices, systems and applications. Processes should articulate the frequency
|with which vulnerabilty scans and ass are conducted. FRFIs should
Jassess and rank relevant cyber vulnerabilities and threats according to the
Vulnerabilities are identified, [severity of the threat and risk exposure to technology assets usint
313 ecetsed and ranked " [standard risk measurement methodology. In doing so, FRFIs should consider | Functional Intersects With | Vuinerability Ranking | VPM-03 5
 potential cumulative impact of vulnerabilities, rrespective of risk level,
[that could present a high-risk exposure when combined.
[FRFIS Should establish processes to conduct regular vuInerabil Mechanisms exist to detect vulnerabiliies and configuration errors by Foutine
Jassessments of its technology assets, including but not imited to networ |vuinerability scanning of systems and applications.
ldevices, systems and applications. Processes should articulate the frequency
Jwith which vulnerabilty scans and assessments are conducted. FRFIs should
Jassess and rank relevant cyber vulnerabilities and threats according to the
sis Vlnerales ar dentife,  Eeveiy of th threat and sk exposur o technology asses sin . : \ win | vamerabiity o6 s
recessed and ranked « measurement methodology. In doing so, FRFIs should consider | Functional ntersects Wit inerability Scanning -

he porential cumulate mpact of vinerablities Irespectve of sk 1ol
fthat could present a high-risk exposure when combined.
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Data are identified, classified and

[FRFIs should ensure that adequate controls are in place to identify, classify
Rt ruchor el ar reickored dats sodd o el conPenay
cassication FRFis<hould impiement processes o perfor perioc
ldiscovery scans to identify changes and deviations from established
[tancards and controts o protecs data rom unauthorized access

Functional

jationship

Subset Of

Data Protection

DCH-01

Control De:
ms exist to facilitate the \mp\cmcntahnn T protection controls.

Data are identified, classified and
protected

[FRFIs should ensure that adequate controls are in place to identify, classify

[classification. FRFIs should implement processes to perform periodic
ldiscovery scans to identify changes and deviations from estabiished
Istandards and controls to protect data from unauthorized access,

Functional

Intersects With

Sensitive / Regulated Data
Protection

DCH-01.2

[Mechanisms exist to protect sensitive/reguiated data wherever It s processed andjor
Istored.

Data are identified, classified and

[FRFIS should ensure that adequate controls are in place to [dentify, classify
rotect structured and unstructured data based on their confidentiality
classificaion. FRFIs should implement processes to perform periodi
o Scans to identify changes and deviations from established
inds ard cotrer e protack ot from unauthor e sccess

Functional

Intersects With

Data & Asset Classification

DCH-02

Mechanisms exist to ensure data and assets are categorized in accordance with
lapplicable statutory, regulatory and contractual requirements.

Data are identified, classified and
protected

[FRFIs should ensure that adequate controls are in place to identify, classify
ond protect structured and unstructured data based on ther confidentility
[classification. FRFIs should implement processes to perform periodic
iscovery scans to dentily changes and deviations from establshed
[standards and controls to protect data from unauthorized access.

Functional

Intersects With

Sensitive Data Inventories

DCH-06.2

[Mechanisms exist to maintain inventory ogs of all sensitive media and conduct sensitive
Imedia inventories at least annually.

Data are identified, classified and

[FRFIs should ensure that adequate controls are In place to identify, classify
rotect structured and unstructured data based on their confidentiality
classiicaion. FRFIs should implement processes to perform period
very s¢ans to dentity changes and deviations from established
inds and contrer e protack ot from unauthor e sccess

Functional

Intersects With

|Geographic Location of Datal

DCH-19

[Mechanisms exist to inventory, document and maintain data flows for data that Is
P within a service's distributed
lapplications (physical and virtual), infrastructure, systems components and/or shared
[with other third-parties.

Continuous situational awareness
and information sharing are.
intained

[FRFIS should maintain continuous situational awareness of the external
lcyber threat landscape and its threat environment as it applies to its
ltechnology assets. This could include participating in industry threat
intelligence and information sharing forums and subscribing to timely and
reputable threat information sources. Where feasible, FRFIs are encouraged
lto provide timely exchange of threat intelligence to facilitate prevention of

ber attacks, thereby contributing to its own cyber resilience and that of
fthe broader financial sector.

Functional

Intersects With

Threat Intelligence Feeds

THR-03

Mechanisms exist to maintain situational awareness of vuInerabilities and evoIvin:
fthreats by leveraging the knowledge of attacker tactics, techniques and procedures to
[facilitate the implementation of preventative and compensating controls.

‘Threat modelling and hunting are
conducted

[Where feasible, FRFIs should maintain cyber threat models to identify cyber
lsecurity threats directly facing its technology assets and services. Threats
ehoutd be assesse requiary o enhance the cyber security program,
lcapabilties and contrls required to miigate current and emerging threats
ould Use manual techniques to proactively identity and Sot
ivoats which may no be detacied by aLtomated toat (60 threat
ing).

Functional

Intersects With

Threat Modeling

TDA06.2

[Mechanisms exist to perform threat modeling and other secure design techniques, to
lensure that threats to software and solutions are identified and accounted for.

Threat modelling and hunting are

[@here easible FRFIs should maitain cyber freat modelsto dentiy cyber
Jsecurity threats directly facing its technology assets and st
[Ehould be assessed requiary 1o enhance the cyber securty progeam
lcapabiltes and controls required to mitigate current and emerging threats
ould use manual techniques to proactively identify and ist
ivests which may no be detacied by Auromated toat (€0 threat
lhunting).

Functional

Subset Of

Threat Intelligence Program|

THR-01

[Mechanisms exist to implement a threat intelligence program that Includes a cross-
lorganization information-sharing capabilty that can influence the development of the
lsystem and security architectures, selection of security solutions, monitoring, threat.
lhunting, response and recovery activities.

Threat modelling and hunting are
conducted

[here easibie, FRF should mainain cyber Hreat models Eoldanty cyber
securiy threats directly facing is technalogy assets and s

Hould pe assessed requiarly 1o enhance the yber securlty prog
Eopablites and <amtrot rtirea to mitioate curars snd Srkessing hreats,
IFRFIs should use manual techniques to proactively identify and isolate
[threats which may not be detected by automated tools (e..
lhunting).

Functional

Intersects With

Threat Catalog

THR-09

[Hecharizms exisEtp develop and Kesp cUTen 3 cofalog of appicable ntermal and
lexternal threats to the organization, both natural and manma

lsh
Threat modelling and hunting are
conducted

[Where feasible, FRFIs should maintain cyber threat models to identify cyber
Jsecurity threats directly facing its technology assets and services. Threats

am,
d to mitigate current and emerging threats.
IFRFIs should use manual techniques to proactively identify and isolate
fthreats which may not be detected by automated tools (e.g., threat
Ihunting).

Functional

Intersects With

Threat Analysis

THR-10

[Mechanisms exist to [dentify, assess, prioritize and document the potential Impact(s) and
likelinood(s) of applicable internal and external threats.

Cyber awareness is promoted and
tested P

[FRFIs should enable and encourage its employees, customers and third
lparties to report suspicious cyber activity, recognizing the role that each can
play in preventing cyber attacks. FRFls should create awareness

Jattack scenarios directly targeting employees, customers and relevant third
arties. In addition, the FRFI should regularly test its employees to assess
[their awareness of cyber threats and the effectiveness of their reporting
lprocesses and tools.

Functional

Subset Of

Security, Compliance &
Resilience-Mindet

SAT-01

[Mechanisms exist to facilitate the implementation of security workforce development
land awareness controls.

Cyber awareness is promoted and
tested P

[FRFIS should enable and encourage its employees, customers and third
lparties to report suspicious cyber activity, recognizing the role that each can
play in preventing cyber attacks. FRFls should create awareness

Jattack scenarios directly targeting employees, customers and relevant third
arties. In addition, the FRFI should regularly test its employees to assess
[their awareness of cyber threats and the effectiveness of their reporting
lprocesses and tools.

Functional

Intersects With

Security, Compliance &
Resilience Awareness.
raining

SAT-02

[Mechanisms exist to provide all employees and contractors appropriate securt
Complance and resllonée awarenecs aucation and Gl tat s relevantfo their Job

Cyber awareness is promoted and
tested P

[FRFIs should enable and encourage its employees, customers and third
lparties to report suspicious cyber activity, recognizing the role that each can
play in preventing cyber attacks. FRFls should create awareness

Jattack scenarios directly targeting employees, customers and relevant third
arties. In addition, the FRFI should regularly test its employees to assess
[their awareness of cyber threats and the effectiveness of their reporting
lprocesses and tools.

Functional

Intersects With

Role-Based Security,
Compliance & Resilience
raining

SAT-03

[Mechanisms exist to provide role-based security, compliance and resilience-related

ltraining

1) Before authorizing access to the ystem or performing assgned dutes:
(2) When required by system changes; and

(3) Annually thereafter.

Cyber awareness is promoted and
tested P

[FRFIs should enable and encourage its employees, customers and third
lparties to report suspicious cyber activity, recognizing the role that each can
play in preventing cyber attacks. FRFls should create awareness

Jattack scenarios directly targeting employees, customers and relevant third
arties. In addition, the FRFI should regularly test its employees to assess
[their awareness of cyber threats and the effectiveness of their reporting
lprocesses and tools.

Functional

Intersects With

Practical Exercises

SAT-03.1

chanisms exist to include practical exercises in security, compliance and resiience
ltraining that reinforce training objectives.

Cyber awareness is promoted and
tested P

[FRFIS should enable and encourage its employees, customers and third
lparties to report suspicious cyber activity, recognizing the role that each can
play in preventing cyber attacks. FRFls should create awareness

Jattack scenarios directly targeting employees, customers and relevant third
arties. In addition, the FRFI should regularly test its employees to assess
[their awareness of cyber threats and the effectiveness of their reporting
lprocesses and tools.

Functional

Intersects With

Suspicious Communications|
& Anomalous System
havior

SAT-03.2

[Mechanisms exist to provide training to personnel on organization-defined indicators of
Imalware to recognize suspicious communications and anomalous behavior.

(Cyber risk profile is monitored and
reported on

[FRFIS should maintain, and report on, a current and comprenensive cyber
lsecurity risk profile to facilitate oversight and timely decision-making. The
profile should draw on existing internal and external risk identification and
lassessment sources, processes, tools and capabilities. FRFIs should also

nsure that processes and tools exist to measure, monitor and aggregate
residual risks.

Functional

Intersects With

Risk Framing

RSK-01.1

echarisms e Lo Gent

(1) Assumptions affecting risk assessments, risk response and risk monitoring;

@ Cons[ramts affecting risk assessments, risk response and risk monitoring;
arganizational nck tokerance: and

(2) Phari, bonee and tade ot consdered by the organization for managing risk.

(Cyber risk profile is monitored and

[FRFIs should maintain, and report on, a current and comprehensive cyber
lsecurity risk profile to facilitate oversight and timely decision-making.
rofle Should craw on existing internal and external risk Identification and
lassessment sources, processes, tools and capabilities. FRFIs should also

sure that processes and tools exist to measure, monitor and aggregate
residual risks.

Functional

Intersects With

Risk Tolerance

RSK-01.3

[Hechanisms exit o defie argarizational ik tlerance, the specifed range of
lacceptable resul

Cyber risk profile is monitored and
reported on

[FRFIs should maintain, and report on, a current and comprehensive cyber
lsecurity risk profile to facilitate oversight and timely ecision-making
lprofile should draw on existing internal and external risk identification and
lassessment sources, processes, tools and capabilities. FRFIs should also
lensure that processes and tools exist to measure, monitor and aggregate
residual risks.

Functional

Intersects With

Risk Threshold

RSK-0L4

e oo o o ool T vl o1 1k exposure above
[which risks are addressed and below which risks may be accej

Cyber risk profile is monitored and
reported on

[FRFIS should maintain, and report on, a current and comprenensive Cyber
Jsecurity risk profile to facilitate oversight and timely decision-makin
lrofile should draw on existi ‘and external risk identification and
[pssessment sources, processes, tools and capabilities. FRFIs should also
lensure that processes and tools exist to measure, monitor and aggregate
residual risks.

Functional

Intersects With

Risk Appetite

RSK-0LS

[Mechanisms exist to define organizational risk appetite, the degree of Uncertainty the
Jorganization is willing to accept in anticipation of a reward.

Defend

[Principle 15: FRFIS should design, implement and maintain mult-:
preventive cyber secury controis and messures to saeguard s achnology

Functional

Subset Of

Secure Engineering
Principles.

SEA-01

Mechanisms exist to facilitate the implementation of Industry-recognized security,
|compliance and resilience practices in the specification, design, development,
implementation and modification of Technology Assets, Applications andor Services

Defend

[Principle 15: FRFIS should design, implement and maintain mult-:
fpreventive cyber secury controis and messures to safeguard s achnology

Functional

Intersects With

Defense-In-Depth (DiD)
Architecture

SEA-03

chanisms exist to Implement security functions as a layered structure minmizint
interactions between layers of the design and avoiding any dependence by lower layers
Jon the functionality or correctness of higher layers.

Secure-by-design practices are
adopted

[FRFIS should adopt secure-by-design practices to safeguard Its technology
lassets. Security defence controls should aim to be preventive, where
easible. and FRFIs should regulaly review security use cases with a vew to
Jstrengthen reliance on preventive versus detective sontris, Standard
ety contror Snauld be applied aneto-end. staring ot he deslon stage,
> appications, micro.services and appication programming interfaces
ldeveloped by the FRF!

Functional

Intersects With

Business As Usual (BAU)
Security, Compliance
Resilience Practices

Gov-14

[Mechanisms exist to Incorporate security, compliance and resflience principles into
[Business As Usual (BAU) practices through executive leadership involvement.

Secure-by-design practices are
adopted

FRFT Should 2Gopt secure-by.esigr pracices t safegurd s techoiogy
lassets. Security defence controls should aim to be preventive, wher
feasibie, and FRFis should regulary eview securty use cascswlthawcw to
engthen reliance on preventive versus detective controls.
se(un(y controls should be appiied end-to-end, startng at the des\qn stage.
pplications, micro-services and application programming interfac:
(velopea by he Fre

Functional

Intersects With

Operationalizing Security,
Compliance & Resilience
Capabilities

Gov-1s

[Mechanisms exist to compel data and/or process owners to operationalize security,
|compliance and resilience practices for each Technology Asset, Application and/or
[Service (TAAS) under their control.

‘Secure-by-design practices are
adopted

FRFTs should adopt secure by design pracices To safeguard s technglogy
lassets. Security defence controls should aim to e preventve . whi

[easible, and FAFis should ragularly review security use cases with a viewto
erenthen refance on preventive versus de tective controls Standar

ety cantror Shauld be apolied eneo-snd. staring ot e desin stage,
o applications, micto-services and application programming interfaces
|developed by the FRFI.

Functional

Subset Of

Secure Engineering
Principles.

SEA-01

Mechaniems exit o acitate the Implementation of ndustry ecogzed secury.
|compliance and resilience practices in the specification, design.

mp\ememmn o modfeaton of Technalbay Assere, Appitations araor Sénvices
(TAS).

Secure-by-design practices are
adopted

FRFTs Should adopt secure by design pracices To safeguard s fechnglogy
lassets. Security defence controls should ai
[oacile and FRFI chould 7egulary review socurs
rengten refance on preventive vrsus detective controls,Standart
lsecurity controls should be appl to-end, starting at the design stage,
o Spolcanans, mirosemices and spplcaton pogramming terisces
|developed by the FRF!

Functional

Intersects With

Achieving Resilience
Requirements.

SEA-01.2

[Mechanisms exist to achieve resilience requirements in normal and adverse situations.

Strong and secure cryptographic
technologies are employed

[FRFIs should implement and maintain stron

orotect the authenticity, confidentiality and Integrity of 1ts technology

posets: T nludes control forthe protecton of encyption keys o

lunauthorised access, usage and disclosure through e[rypmgraphl( key|

mangement it cycle- FAFIs oLk reguiary asobss It rypio

onaars i techclosios o ammain CHSChs againe conract and amerging
s

Functional

Subset Of

Use of Cryptographic
Controls

cRY-01

[Mechanisms exist to facilitate the implementation of cryptographic protections controls
lusing known public standards and trusted cryptographic technologies.
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strong and secure cryptograhic Lo

technologies are employ,

[FRFIs should implement and maintain strong cryptographic technologies to
[protect the authenticity, confidentiality and integrity of its technology

[management life cycle. FRFIs should regularly assess its cryptography
lstandard and technologies to remain effective against current and emerging
hrcats

Functional

jationship

Intersects With

Cryptographic Key
nagement

CRY-09

Secure Controls Framework (SCF)
Control Descripti

IMech: 10 facilt ey controls to protect the.
Confentiaty. ety and averabiny of Keve

Enhanced controls and
[functionality are applied to protect]
critical and external-facing

nology assets

[FRFIS should employ enhanced controls and functionality to rapidly contain
leyber security threats, defend ts critical technology assets and remain

Iesient against cyber attacks by consdering the following:

Identifying cyber security controls required to secure ts critical technology

lassets;
[Designing application controls to contain and limit the impact of a cyber
Jattack;

implementing, monitoring and reviewing appropriate security standards,
[configuration baselines and security hardening requirements; and
IDeploying additional layers of security controls, as appropriate, to defend
lagainst cyber attacks (e.q., volumetric, low/slow network and application
lousiness logic attacks).

Functional

Intersects With

Configure Technology
Assets, Applications andjor
Services (TAAS) for High-

Risk A

CFG025

[Mechanisms exist to configure Technology Assets, Appiications andjor Services (TAAS]
lutilized in high-risk areas with more restrictive baseline configurations,

Cyber security controls are
layered

[FRFIS Should implement and maintain multiple 1ayers of cyber security
lcontrols and defend against cyber security threats at every stage of the

lattack ife cycle (e.g., from reconnaissance and initial access to executing on|
ob‘ec(lves) FRFIs should also ensure resilience against current and

erging cyber threats by maintaning defence controls and tooks. This

lnchudes ensuring continubus operational effeciveness of contols by
Iminimizing flse positves. Where reasible, FRFS should:
Protect notwarks, including extemal facing services, from threats by
|minimizing its atfack surface;
IDefine authorized logical ns[wovk zones and apply contros o segregate and
limit, or block access and traffi

Levers0e & compinaton of owiony ke Including e earity checks
(29, fe hash/sgnature) and ndicators of compromise, in agdtion to
pdvanced behaviour-based protecton caablies that are continuously
[t a
oty Gefance controls and capabilesfr intusion prevention and
|detection on its network perimeter in addition to controls for data loss,
|malware and viruses.

Functional

Intersects With

Layered Network Defenses

NET-02

[Mechanisms exist to implement security functions as a layered structure that minimizes
interactions between layers of the design and avoids any dependence by lower layers on
he functionality or correctness of higher layers.

Cyber security controls are
layered

[FRFIS Should implement and maintain multiple 1ayers of cyber security
lcontrols and defend against cyber security threats at every stage of the

lattack ife cycle (e.g., from reconnaissance and initial access to executing on|
ob‘ec(lves) FRFIs should also ensure resilience against current and

erging cyber threats by maintaning defence controls and tooks. This

lncluges ensuring confinuaus operational effe ctiveness of contols by
Iminimizing flse postives. Where feasible, FRFIS shouid:
Protect notwarks, including extermal facing services, from threats by
|minimizing its atfack surface;
IDefine authorized logical ns[wovk zones and apply contros o segregate and
limit, or block access and traffi

Leversae & compinaton of aowiony ke ncluding e earity checks
(9. fe hash/sgnature) and ndicators of compromise, in agdtion to
odvanced behaviour-based protecton caablies that are coninuously
Cncare: a
[Ropiy Géfance controls and capabilesfr intusion prevention and
|detection on its network perimeter in addition to controls for data loss,
Imalware and viruses.

Functional

Subset Of

Defense-In-Depth (DiD)
Architecture

SEA-03

[Mechanisms exist to implement security functions as a layered structure minimizing
nteractions between layers ofthe design and avoiding any dependence by lowe layers
the functionality or correctness of higher layers.

Data protection and loss
prevention security controls are
implemented

[Starting with clear information classification of Its data, FRFI should design
ond mplement iskcbased contros for the protecton of s data throughout
ts lfe cycle. This Includes data loss prevention capabilities and controls for
it St Tetr. dita Intranet and mta i vee.

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

Mechanisms exist to ensure network architecture utilizes network segmentation to
fslate Technology Assets, Applications andor Sevices (TAAS) to profect from other

Data protection and loss
prevention securty contrls are
implemente

Stering with Clear nformation classiication of s data; FRFI should desion

implement risk-based controls for the protection of its data throughout

e Evein T hehodes data fss areverson capabice ond comsem or
ata at rest, data in transit and data in use.

Functional

Intersects With

Data Loss Prevention (DLP)

NET-17

[Automated mechanisms exist to implement Data Loss Prevention (DLP) to protect
lsensitive information as it is stored, transmitted and processed.

Security vulnerabilities are
remediated

[To ensure security vulnerabilities are well managed, FRFIs should.
IMaintain capabilities to ensure timely risk-based patching of vulnerabilities,
in vendor software and internal applications, that considers the severity of
lthe threat and vulnerability of the exposed systems;
{Abply patches o the carest opportunly, commensurate witn sk and In
laccordance with established
oement compenating contros ae seeded to sufficently mitgate ks
|when remediation options are not available (.g., “zero-day” attacks); and
Reuiary monito and report on patching ctatus and yainaiabity
lremediation against defined timelines, including any backlog an
lexceptions.

Functional

Intersects With

Compensating
Countermeasures

RSK-06.2

[Mechanisms exist to identify and implement compensating countermeasures to reduce
risk and exposure to threats.

[To ensure security vulnerabilities are well managed, FRFIs should:

Maintain capabiltes to ensure timely iskcbased patching of vunerablities,
endor software and nternl aplications, tht considers the severty of

the threat and vulnerability of the exposed systems:

lApply patches at the earliest unpunumy, commensurate with risk and in

jccerdance with established el

remediated

implement o e neededto suffciently mitgate risks
Inver remeciation optons are nok svalane (o - attacks); and
Regularty monitor ane repar on patching status and vulnerebi

remediation against defined timeiines, Ieluging any backiog and
lexceptions.

Functional

Intersects With

Continuous Vulnerabilty
Remediation Activi

VPM-04

Hecharisms exit o address new Threats and vunrabiltes on an ongolng basis and
[ensure assets are protected against known att:

[To ensure security vulnerabilities are well managed, FRFIs shou
IMaintain capabilities to ensure timely risk-based patching of vulnerabilites,
in vendor software and intemal appication, that coniders the severty of
e threat and vulnerabilty of he exposed sy

[Aoply patches  the earlicst opportunty. Commensurate with risk and in
Bcordance with astablished tielines;

remediated

implement contros as needed to sufficenty mitigate risks

jation options are not available (e.q. “zero-day” attacks); and
Reguiarly monitor and report on patching status and valnerabiity
lremediation against defined timelines, including any backiog and
lexceptions.

Functional

Intersects With

Software & Firmware
hin

VPM.05

echaniems exit o conduct softare patching for ol deployed Teehnology Assets,
|Applications and/or Services (TAAS), including firmwar

Identity and access management
ntrols are implemented

[FRFIS should implement risk-based identity and access Controls, including
IMulti-Factor Authentication (MFA) and privileged access management.
[Where feasible, FRFIs should consider:
Enforcing the principles ofleast privilege, conducting regular ttestation of
taining strong complex passwords to authent
[Employee, customer and thra-party access to tecnol
MF) els andprvieged accounts

A aci
stomers, employees, and third
anaging prvieged account credentials ving » secure vault
lLogging and monitoring account activity as part of continuous security
Imonitoring;
nsuring system and service accounts are securely authenticated, managed
land monitored to detect unauthorized usage:
Pertorming appropriste background checks wnere feasible) on persons
access to the FRFI's systems or data, commensurate with the
[erticality and classification of the technology assets.

Functional

Intersects With

Identity & Access
Management (1AM)

lac-01

[Mech: 10 facilitate the of and access

Imanagement controls.

Identity and access management
controls are implemented

FRFS should implement sk based dentity and access controls, ncluding
it Factor Authentication (WFA) and privieged access managem

[Where feasible, FRFIs should consi
Enforcing the principies o least priviage, conducting regular attestation of
Jaccess and maintaining strong complex passwords to authenticate
lemployee, customer and third-party access to technology assets;
implementing MFA across external-facing channels and privileged accounts
lle-g., customers, employees, and third parties);
IManaging privileged account credentials using a secure vault
LLogging and monitoring account activity as part of continuous security
Imonitoring:
Ensuring system and service accountsare securely autherticated, managed
land monitored to detect unauthorized usage;
aroning approptiats bacearound checks (anare feasible)on persons
loranted access to the FRFI's systems or data, commensurate with t
[erticality and classification of the technology assets.

Functional

Intersects With

Multi-Factor Authentication
(MFA)

1AC-06

[AuEomatied mecharisms oxst t enorce MUR-Factor Auhentication (MFA) or
(1) Remote network acce:

(2) Thirc pary Technology Assets, Applications andior Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store, transmit and/or process
[sensitive/regulated data.

Identity and access management
controls are implemented

[FRFIS should implement risk-based identity and access Controls, including
IMulti-Factor Authentication (MFA) and privileged access management.
[Where feasible, FRFIs should consider:
Enforcing the principles o east privilege conducting regular atestation of
taining strong complex passwords to authent
mployee, Customer and thTa-party access to technology a
lmplementing MFA across exterakfacing channels and Hrieged accounts
(e, customers, employees, and third art
Managing privicged account credentials using a secure vaul:
lLogging and monitoring account activity as part of continuous security
Imonitoring
nsuring system and service accountsare securely authenticaed, managed
land monitored to detect unauthorized usage;
pertorming approprite background checks where feasible) on persons
access to the FRFI's systems or data, commensurate with the
[erticality and classification of the technology assets.

Functional

Intersects With

privileged Account
Management (PAM)

1ac-16

[Mechanisms exist to restrict and control privileged access fghts for users and
[Technology Assets, Applications and/or Services (TAAS).

Identity and access management
controls are implemented

FRES should implement sk bazed dentity and access controls, ncluding
It Factor Authentication (WFA) and privieged access managem
[Where feasible, FRFIs should consi

Enforcing the principies o least priviege, conducting regular attestation of
jccess and maintaining strong complex passwords to authenticate

mployee, customer and third-party access to technology assets;
[mblementing MFA across externalfacing channels and privileged accounts
lle-g., customers, employees, and third parties):
IManaging privileged account credentials using a secure vault
LLogging and monitoring account activity as part of continuous security
Imonitoring;
Ensuring system and service accountsare securely autherticated, managed
land monitored to detect unauthorized usage;
aroning approptiats backaround checks (anar feasible)on persons
loranted access to the FRFI's systems or data, commensurate with t
[erticality and classification of the technology assets.

Functional

Intersects With

Least Privilege

1ac-21

Mechanisms exist to utilize the concept of 1east privilege, allowing only authorized access|
fto processes necessary to accomplish assigned tasks in accordance with organizational
lbusiness functions.
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Identity and access management

[FRFIS should implement risk-based identity and access controls, including

IMulti-Factor Authentication (MFA) and privileged access management.

[Where feasible, FRFIs should consider:

[Enforcing the principles of least privilege, conducting regular attestation of

occess and maintaining strang complex passwords o authenticate
mployee, customer and third-party access to technology assets;

\mv\ementm MFA across extemakfacing channels and privieged accounts

ustomers, employees, and third parties);
ianaging prvicaed acoount credentals eing a secure vaul
LLogging and monitoring account activity as part of continuous security

jationship

ontrol Descripti
[Mechanisms exist to configure rccrmmogy Assets, Apphca ions and/or Services (TAAS) to
roduce event logs that contain sufficient information to, at a minimur:

1) Eetabish what type of event occurred;

e and time) the event occurred;
3) Where the event o(curred
4) The source of
55 o failure) of the event; an

5) The dentiy of any ceerioubjoct asoieted with he event.

327 e access maragement monitorng Functional Intersects With | Content of Event Logs | MON-03 3
[Ensuring system and service accounts are securely authenticated, managed
land monitored to detect unauthorized u
erforming appropriate background hecks ner feasile) on persons
laranted access to the FRFT's systems or data, commensurate with the
Creatty and docsication of e rechnology sescte
[FRFIS Should implement approved, risk-based security configuration [Mechanisms exist to facilitate the implementation of configuration management controls
selines for technology assets and security defence tools, including those
Security configuration baselines  [provided by third parties. Where possible, security configuration baselines Configuration Management
328 are enforced and deviations are |for different defence layers should disable settings and access by default. Functional Subset Of e CFG-01 10
anaged ould define and implement processes to manage configuration
ldeviations
[FRFIs should implement approved, risk-based security configuration Wiechanisms exist to develop, document and mantain secure baseline configurations for
aselines for technology assets and security defence tools, including those [Technology Assets, Applications andjor Services (TAAS) that are consistent with industry-
Securlty confguration baselnes provided by thid partes, Where possible,securtty configuration baselines Secure Baseline laccepted system hardening standards.
328 are enforced and deviations are for different defence layers should disable settings and access Functional Intersects With P cFG02 5
managed FRris should define and implement processes to manage contigiration
ldeviations.
[FRFIS Should implement approved, risk-based security configuration fechanisms exist to configure systems to provide only essential Capabillties by
bbaselines for technology assets and security defence tools, including those Ispecifically prohibiting or restricting the use of ports, protocols, and/or services.
Security configuration baselines |provided by third parties. Where possible, security configuration baselines
328 are enforced and deviations are for different defence layers should disable settings and access by default, Functional Intersects With Least Functionality CFG-03 B
anaged ould define and implement processes to manage configuration
ldeviations
|Where feasible, tatic ancor dynamic scanmir and esting capabiltis echarisrs exiat o require syster developersintegrators consult Wi securty,
Jshould be usedto ensure new, and/or changes to existing, systems and |compliance andor resilience personnel t
Jppiications are assessed for vulnerapilties pror o release nto the (1) Create and implement a Securtty Testing and Evaluation (STGE) plan, o simiar
. ; ng [Production environment. Security controls should also be implemented to securty, Complance & abil
329 Application scanning and 1€=i"d.maintain security when development and operations practices are combined|  Functional Subset Of Resilience T TDA09  {(2) Implement a verifiable flaw remediation process to correct weaknesses and 10
P ploy fthrough a continuous and automated development pipeline (see paragraph Throughout Development eficiencies identified during the control testing and evaluation process; an
4.2) (3) Document the results.
|Where feasible, tatic ancor dynamic scanmir and esting capabiltis Mechanisms exist to require the developers of Technology Assets, Applications and/or
Jshould be usedto ensure new, and/or changes to existing, systems and [Services (TAAS) to employ static code analysis tools to identify and remediate common
Jpplications are assessed for vulnerapilties pror o release nto the [flaws and document the resuts of the analysis.
. ; ng [production environment. Security controls should also be implemented to
329 ""“t‘;‘a;.:?..?::gﬁggg"g, xizn '9' [maintain security when development and operations practices are combined Functional Intersects With Static Code Analysis TDA-09.2 B
P ploy fthrough a continuous and automated development pipeline (see paragraph
4.2)
|Where feasible, Static ancor dynamic scanmir and esting capabiltis Mechanisms exist to require the developers of Technology Assets, Applications and/or
Jshould be usedto ensure new, and/or changes to existing, systems and [services (TAAS) to employ dynamic code analysis tools to identify and remediate
Jppiications are assessed for vulnerapilties pror o release nto the [common flaws and document the resuts of the analysis.
. ; ng [production environment. Security controls shiould also be implemented to
329 AW{‘:ﬂ;mj::nacgng:n%xzn '9' [maintain security when development and operations practices are combined Functional Intersects With Dynamic Code Analysis TDA-09.3 B
P ploy fthrough a continuous and automated development pipeline (see paragraph
4.2)
[FRFTs should define and implement phySical BCCess management controls Mechanisms exist to facltate the operation of physical and environmental protection
Physical access controls and [2Nd processes to protect network infrastructure and other technology assets Physical & Environmental lcontrols.
3210 processes are applied  [irom unauthorized access and environmental hazards. Functional Subset OF Protections PES-01 10
[FRFTs should define and implement phySIcal BCCess management Controls PhyScalaccess control mechanisms exist o enforce prysical access
Physical access controls and [2Nd processes to protect network infrastructure and other technology assets prysical access points (ncluding designated entryexitpoints) o acities (excluding
3210 proceuses are applied  [irom unauthorized access and environmental hazards; Functional Intersects With | - Physical Access Control | PES-03  those areas within the facilty officially designated as publicly accessible s
PrincipIe 16: FRFIS design, implement and maintain continuous Security h Tt facilitate the of ide monitoring contrors
33 Detect ldetection capabilites to enable monitaring, alerting and forensic Functional Subset Of Continuous Monitoring |  MON-01 10
nvestigations.
PPrinciple 16: FRFIs esign, implement and maintain continuous security et R Mechanisms exist to Implement and govern processes and documentation to faciltate an|
33 Detect ldetection capabilites to enable monitoring, alerting and forensic Functional Intersects With ncident Response RO-01 s
nvestigations. perations incidents.
[Principle 16: FRFIS design, implement and maintain continuous security Mechanisms exist to cover
[detection capabilites to enable monitoring, alerting and forensic 1) Preparai
investigations. 2) Automated event detection or manual incident report intake;
33 Detect Functional | Intersects With Incident Handing o0z [(3) Analysi: s
5) Eradication; and
6) Recover
[FRFIS Should ensure continuous security 109gIng for technology assets and [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls,
lifferent layers of defence tools. Central tools for aggregating, correlating
land managing security event logs should enable timely log access during
lcyber event nvestigation, For any sgniicant cyber threatorinciden, the
Continuous, centalized securty [ RF1S 9rensic investigaion should nt be imited o del
331 uous, L dsagaregated, inaccessibl or missing crtical security event logs. FRels Functional Subset Of Continuous Monitoring |  MON-01 10
logging to support investigations |should implement minimurm security log retention periods and maintain
Cyber secarty evert 1ogs to acitate o thoroudh and unmpeded forendc
investigation of cyber security events.
[FRFTs Should ensure continuous security 1ogoing for technology assets and Mechanisms exist to utilize a Security Incident Event Manager (SIEM). or similar
iferent ayers o defence toos. Ceniral ool or aggregating, corelating lautomated tool, to support near real-time analysis and incident escalation.
naging securiy event logs should enable imely log access during
Evber event iavestigation. For any significat cybe threat or incdent,the
cont alized securtt IFRFYs forensi inveatigation hould ot be imited or delay Automated Tools for Real
e by [lsasres st inaccessble o mising crical securty evsnt logs, FRFls unctional ntersects Wi utomated Tools for Real- X
Cacery even lagh 1 facitate & horough Bod unmpedsa forarsic
investigation of cyber security events
[FRFIS Should ensure continuous security 100Ing for technology assets and Hecharisms exist toreview eventlogs o & angoing bass and escalate Inciderts
lifferent layers of defence tools. Central tools for aggregating, correlating laccordance with estabiished timelines and procedur
land managing security event logs should enable timely log access during
lcyber event nvestigation, For any sgniicant cyber threatorinciden, the
Continuous, centralized securiy [T forensic investigation should not be imited or dela
331 o . [disaggregated, inaccessible or missing critical security cvent ‘095 FRF‘S Functional Intersects With | Security Event Monitoring |  MON-01.8 5
logging to support investigations lshould implement minimurm security log retention periods and maintain
Cyber security evert 1ogs o acitate o thoroudh and unmpeded forendc
investigation of cyber security events.
[FRFTs Should ensure continuous security 1ogoing for technology assets and Mechanisms exist to utilize a Security Incident Event Manager (SIEM). or similar
iferent ayers o defence toos. Central ool or aggregating corelating lautomated tool, to support the centralized collection of security-related event logs.
naging securty event logs should enable imely log access during
Eviber event iavestigation. For any significant cybe threat o incdent,the
cont alized securts IFRFYs forensic inveatigation hould ot be imited or delay Centratized Colection of
331 ontinuous, centralized security (zsogregate, inaccessble o mising crtcal securty event 10gs. FRFls Functional Intersects with | Cepiraized Collection of | ooz s
Iogging to support investigations [chouid implement minimurm security 16g retention periods and maintain Security Event
Cecery even logi 1 facate & horough Bud unimpedsa Torersic
investigation of cyber security events
[FRFIS Should ensure continuous security 100Ing for technology assets and [Automated mechanisms exst to Correlate both technical and non-technical information
lifferent layers of defence tools. Central tools for aggregating, correlating ffrom across the enterprise by a Security Incident Event Manager (SIEM) or similar
land managing security event logs should enable timely log access during a lautomated tool, to enhance organization-wide situational awareness.
lcyber event nvestigation, For any sgniicant cyber threatorinciden, the
Continuous, centalzed securty [ AF1S 9rensic investigaion should nt be imited o del Corrlate Monitoring
331 3 i isaggregate, inaccessile o missing crical securty event logs. s Functional Intersects With MON-02.1 5
10gging to support investigations |Snouid implement minimum securty 169 retention periods and maintain Information
Cyber securty avent Iogs to facitate « toroudh and unmpeded forensic
investigation of cyber security events.
[FRFTs Should ensure continuous security 1ogoing for technology assets and [Automated mechanisms exist to centrally Collect, review and analyze audit records from
iferent ayers of defence ools. Ceniral 0ol for aggregating, corlating Imultiple sources.
ong managing securiy vt logsshould enable imely log access during
[yber event investigation. Fo any significant cybe threat o incdent,the
cont alized securts [Fhers orensic mves\lgalmn Should ot be limited or delay
331 ontinuous, centralized security ssible or missing critical security event I0gs. FRFls Functional Intersects With | Central Review & Analysis | MON-02.2 5
logging to support investigations (51oL1d implement mimimurm security 16g retention periods and maintain "
security event logs to faciltate a thorough and unimpeded forensic
investigation of cyber security events
[FRFIS Should ensure continuous security 1009ing for technology assets and [Automated mechanisms exist to compile audit records Into an organization-wide audit
lifferent layers of defence tools. Central tools for aggregating, correlating trail that is time-correlated
land managing security event logs should enable timely log access during
lcyber event nvestigation, For any sgniicant cyber threatorinciden, the
Continuous, centalzed securty [ AF1S 97ensic investigaion should nt be imited o del System Wide  Time
331 3 i isaggregated, inaccessile o missing crical securty event 10gs. FRFls Functional Intersects With 3 = | MoN-02.7 s
10gging to support investigations |5uouid implement minimum securty 169 etention periods and maintain Correlated Audit Trail
lvber security event logs to Faiitate  thoroush ahd unimpedsd forensic
cyber security events.
[FRFTs Should ensure continuous security 1ogging for technology assets and Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) o
iferent ayers of defence ools. Ceniral 0ol for aggregating, corlating roduce event ogs tha contain suficent nformation o, at  minimurm
ond managing secury event logs shouldenatle timey [og access during 1) Estabish what type
" et investigation. For any swificant cyber th veat o incidet, the 2) When (date and time) e event occurred:
331 Continuous, centralzed securty 0 G o o o e e or ooy Functional ntersects With | Content of Event Logs | MON3.|3) Where th event occured; 5
Iogging to support investigations
(zsogregate, inaccessibl o mising crcal securty event Iogs. FRFIs 4) The source of the
Jshou! inimum security log retention periods and maintain 5) The outcome (success o failure) of the event;
Cyber secery event ge 1 facitate & horough omd unmpedsa Torersic 6) The identity of any user/subject associated with the event
nvestigal r security event
[FRFIS should maintain security information and event management [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls,
lcapabilities to ensure continuous detection and alerting of malicious and
uthor  and system activity. asible, advanced behaviour-
Malicous and unauthorizea |p25ed detecton and prevention methods should be used to detect user and
332 clous and unauthor lentity behaviour anomalies, rging external and internal threats. The [ Functional Subset Of Continuous Monitoring | MON-01 10
v latesk threat inteligence and indicators of compromise should be used to
|continuously enhance FRFI monitoring tools.
[FRFIS Should maintain security information and event management [Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS)
lcapabilities to ensure continuous detection and alerting of malicious and ftechnologies on critical systems, key network segments and network choke points.
uthor  and system activity. asible, advanced behaviour-
Malicous and unauthorizea |p25ed detecton and prevention methods should be used o detect user and Intrusion Detection &
332 clous and unauthor lentity behaviour anomalies, rging external and internal threats. The [ Functional Intersects With | Prevention Systems (IDS & | MON-01.1 5
v latesk threat inteligence and indicators of compromise should be used to [5)
lcontinuously enhance FRFI monitoring tools.
[FRFIS Should maintain security information and event management [Automated mechanisms exist to centrally Collect, review and analyze audit records from
lcapabilties to ensure continuous detection and alerting of malicious and Imuitiple sources.
uthor  and system activity. asible, advanced behaviour-
Malicous and unauthorizea |p25ed detecton and prevention methods should be used to detect user and
332 clous and unauthor lentity behaviour anomalies, rging external and internal threats. The [ Functional Intersects With | Central Review & Analysis | MON-02.2 5
v latesk threat inteligence and indicators of compromise should be used to
|continuously enhance FRFI monitoring tools.
[FRFIS Should maintain security information and event management [Automated mechanisms exit to identify and alert on Indicators of Compromise (10C)
lcapabilties to ensure continuous detection and alerting of malicious and
uthor  and system activity. asible, advanced behaviour-
based detection and prevention methods should be used o detect user and
332 Maliclous and unauthorized lonity behaviour anomalies, erging external and internal threats. The | Functional Intersects witn | Monitoring for indicators of | o1y 3 5

activity is detected

Jatest threat Inteligence and ndlcators of compromise shauld be used o
[continuously enhance FRFI monitoring tools.

Compromise (10C)
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jationship

ontrol Descripti

[FRFIs should maintain security information and event management charlms cxot 0 wCloe Use Sy Bonevio ATyl cs (UEBA) andlor User ACEVIY
[capabilities to ensure continuous detection and alerting of malicious and [Monitoring (UAM) solutions to detect and respond to anomalous behavior that could
lunauthorized user and system activity. Where feasible. advanced behaviour- indicate account compromise or other malicious activites.
ased detection and prevention methods should be used to detect user an
332 Malicious and unautharized |CTEEy benaviour anomaies, and emerging external and nternal threats. The | Functionsl | Intersects With | Anomalous Behavior |  MON-16 s
Y latest threat ln(eH\gen(e and indicators of compromise should be used to
[continuously enhance FRFI monitoring tools.
[FRFIs should define roles and responsbiiies to allow for the triage of igh- Mechanisms exist to cover
sk cyber security alerts to rapidly contain and mitigate significant cyber 1) Preparation;
[ireat events before they restn a materal securiy incident o an 2) Automated event detection or manual incident report intake;
+ secur e triaged |oPerational disruptio nction incident Handiin y 3) Analysis;
333 Cyber security alerts are triaged Functional Subset Of Incident Handling o0z (BN Anasis 10
5) Eradication; and
6) Recovery
[l shouid e oles and responsiies o alow for e (1oge o 1gh- WMechanisms exist to establish an integrated team of cybersecurity, T and business
k cyber security alerts to rapidly contain and mitigate significant cyber Integrated Security Incident| [function representatives that are capable of addressing cybersecurity and data
333 Cyber security alerts are triaged ineat events before they resutt it material securiy incigent or an Functional Intersects With |10 aam (1SIRT) | 'RO-07  |arotection incident response operations. s
loperational disruption
Principle 17: FRFIs should respond to. Contain. recover and learn from cyber WMechanisms exist to Incorporate lessons learned from analyzing and resoivin
34 Respond, recover and lear fsecuriy ncidents impacting thei technology assets, ncluding incidents Functional Equal Root Cause Analysis (RCA) | 135,13 |cybersecurity and data protection incidents to reduce the likelihood or impact of future 10
|originating at mm -party proy & Lessons Leamed lincidents.
[Domain 2 sets out the foundational expectations for FRFIS' Incident and [Mechanisms exist to implement and govern processes and documentation to faciltate an|
lproblem management capabilites. FRFIs should ensure the alignment and response cap: and data
integration between their cyber security, technology, crisis management incidents
Incident response capabilities are fand communication protocols. This shouid include capabilities to enable Incident Response y
341 integrated and aligned |comprehensive and timely escalation and stakeholder coordination (internal Functional Subset OF Operations 1RO-01 10
land external) in response to a major cyber securlty event o incident.
[Domain 2 sets out the foundational expectations for FRFIS' Incident and Mechanisms exist to cover
lproblem management capabilties. FRFIs should ensure the alignment and 1) Preparatio
integration between their cyber security, technology, crisis management ) Automated event detection or manual incident report intake:
Incident response capabilties are land communication protocols. This shouid include capabilities to enable ncti ; . ; y 3) Ana
341 integrated and aligned [comprehensive and timely escalation and stakeholder coordination (internal Functional Intersects With Incident Handling 1R0-02 (4) Cm\lalnment, s
Jand external) in response to a major cyber security event or incident. 5) Eradication; and
6) Recovery.
[Gomain 2 sets out the foundational expectations for FRFIS” ncident and Wiechantsms exist to coordinate Incident response testing With organizational elements
nagement capabilties. FRFIs should ensure the alignment and responsible for related plans.
Imegraton becween thelrcybersecurty.technology, ciie management
Incdent esponse capabiltie ae and cammunication protocol. Tis shaud include copabitis to enab nction: . th | Coordination with Related ’
341 tegrated and alig: [comprehensive and timely es(ala(mn and stakeholder coordination (internal Functional Intersects With Plans. 1RO-06.1 s
Jand external) in response to a major cyber security event or incident.
[Domain 2 sets out the foundational expectations for FRFIS' Incident and Fiechanisms ex o (mely-report madents © appIcabe:
nagement capabilities. FRFIs should ensure the alignment and (1) Internal stakehol
integration between their cyber security, technology. crisis management (2) Affected clients & third-parties; and
Incidnt response capapilies are and communication protocols. This should include capabiles to enable n Incident Stakeholder 10 |(3) Regulatory authorities.
341 integrated and aligned imely escalation and stakeholder coordination (internal Functional Intersects With Reporting IRO-10 s
Jand external) n response to a major cyber security event or incident.
[FRFIs should clearly define and implement a cyber incident taxonomy_ This Mechanisms exist to [dentify classes of Incidents and actions to take to ensure the
[taxonomy should include specific cyber and information security incident lcontinuation of organizational missions and business functions
Cyber incident taxonomy is _[classification, such as severity, category, type and root cause. It should be Incident Classification &
342 V! ‘Genined ' |designed to support the FRFI in responding to, managing and reporting on Functional Equal rioritization 1R0-02.4 10
leyber security incidents.
[FRFTS should maintain a cyber securlty incident management process and Wechanisms exist fo cover:
lplaybooks to enable timely and effective management of cyber security (1) Preparation;
Cyber security incident|Incidents. (2) Automated event detection or manual inciden report intake;
343 management ind tools Functional Subset Of Incident Handline 1RO-02 (3) Analysis; 10
anagement process and tools 9 (3 Containment;
(5) Eradication; and
(6) Recovery.
Cyber security incident _[FRFIS should maintain a cyber security incident management process and " . Chansms exist to maintain and make avallable @ current and viable Incident Response]
343 ‘management process and tools p\aybaaks to enable timely and effective management of cyber security Functional Intersects With Incident Response Plan IRO-04 [Plan (IRP) to all stakeholders. 5
(RP)
are maintained cidents.
FRFs shoud establa o cyber Incgent responce team Wi foos ang fechanisms exist o Cover:
lcapabiliies available on a continuous basis to rapidly respond, contain and 1) Preparation;
imely response, containment ang [ECOVer from ¢ ber securty events and incdents that could materially 2) Automated event detection or manual incident report ntake;
344 ey capopis e impact the FRFI's technology assets, customers and other stakeholders. Functional Subsetof Jocident Handiing ooz [ Analsis. 0
- 2! 4) Contair
establi S) Evam(almv\ and
[FRFIS Should estabiish a cyber Incident response team with tools and Mechanisms exist to establish an integrated team of cybersecurily, IT and business
e n nment and|Capabiiies avaiable on o continuous basis to rapidy respond,cantai and [function representatives that are capable of addressing cybersecurity and data
e [Timely respl:y Se';ﬂh"\‘.a.‘esm:r; and etover from cyber security events and incidents that could materially Functional Intersects witn | "ESGrated Securty ncdert| g, g7 |protection incident resporse aperations 5
aiened [mpact the FREYs technology assets, customers and other stakeholders esponse Team (ISIRT)
FRFE Shoud conduct s forenrc mvesigation fr nclserts where ecnoiogy Mechanisms exist to perform digital forensics and maintain the Integrity of the chan of
Jassets may have been materially exposed. For high-severity incidents, the lcustody, in accordance with applicable laws, requlations and industry-recognized secure
FRF| should canduct 2 detaled post-ncident assessment of direct and practices.
Forensic investigations and root |TArECt Impacts (financil andor non-financial), including a root cause
oraysis o dentity remediation acions,addressth ro cause and respend Chain of Custody &
345 cause analysis are conducted. a5 o'elSons leametd The root cause analysis should assess threa Functional Intersects With Forensics 1RO-08 s
Ineskmesces and valneratilies in 15 peopie. brocecses. tochnalogy and
FFRFTs Should conduct a forensic investigation for Incidents where technology [Mechanisms exist to Incorporate lessons Iearned from analyzing and resolin
ossets may have been materialy exposed. For ighvseverlty ncdents,the leybersecurity and data protection incidents to reduce the lielihood or impact of future
FRFI should conduct a detailed nt assessment o incidents.
. ons and roo |ITdITeCt mpacts (financia and/or non- maman, including a root cause
sas e estgations an 129 |analysis to identify remediation actions, address the root cause and respond | o Intersects with | Root Cause Analysis (RCA) | o 5
cause anal [to lessons learned. The root cause analysis s?\umd assess threats, unctional ntersects Wi essons Learnec
[weaknesses and vulnerabilties i its people, processes, technology and
ldate

Secure Controls Framework (SCF)

120f12



	CA OSFI-B13

