NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

Focal Documen

J Canada - OSFI Cyber Security Self - Assessment Guidance

Focal URL:
Published STRM URL:

osfi-bsif.ge. v k

pdf

ber-risk m

FDE Name Focal Document Element (FDE) Description SU SCF Control ST HETE L ) SN
Rationale Control Description Relationsh
Senior Management is accountable for directing the institution’s Third-Party Risk Management
technology and cyber security operations and should assign clear Guideline (Guideline B-10)
ibility for and cyber risk to senior officers. highlights governance and
Examples of such roles include: head of information technology; chief accountability in managing
technology officer (CTO); chief information officer (CIO); head of cyber third-party relationships to
security or chief information security officer (CISO). These roles should ensure outsourced activities are
have appropriate stature and visibility throughout the institution. well-managed.
Corporate Governance -
Guideline (2018) emphasizes
clear assignment of
responsibilities, strong
teadership, and independent
Senior Management Assigned Socurity, Mechanisms exist to assign one or more qualified individuals with the oversight. It also indicates that
114 accountability is Functional  |Intersects With | Compliance &Resilience | GOv-0a | MiSsion and resources to ce""a“y'manaie' coordinate, develop, 8 teaders responsible for
established Responsibilities and maintain an P ity, C & oversight should have sufficient
Resilience Program (SCRP). access and a clear reporting
line to the board or an
appropriate board committee.
Operational Risk and Resilience
Guideline (Guideline E-21)
outlines senior management
responsibilities for an effective
operational risk management
framework and approach to
operational resilience.
Institutions should: Guideline E-21 expects
« establish an organizational structure for managing technology and cyber institutions to provide
risks across the institution, with clear roles and responsibilities, adequate Machanisms exist to assign one or more qualified individuals with the adequate training to staff on
Appropriate structure, | people and financial resources, and appropriate subject-matter expertise Assigned Security, operational risk management
- a0 > mission and resources to centrally-manage, coordinate, develop, o
112 resources and training | and training Functional | Intersects With | Compliance & Resilience |  GOV-04 and maintain an entorprise-wid ty, Gompli 5 andresilience.
are provided * include among s Senior Management ranks persons with sufficient Responsibilities Resilience Program (SCRP).
understanding of technology and cyber risks
« promote a culture of risk awareness in relation to technology and cyber
risks the institution
Institutions should: Guideline E-21 expects
« establish an organizational structure for managing technology and cyber institutions to provide
risks across the institution, with clear roles and responsibilities, adequate adequate training to staff on
Appropriate structure, |people and financial resources, and appropriate subject-matter expertise exist to enforce an fruct that operational risk management
Stakeholder teams and are and
112 resources and training |and training Functional | Intersects With GOV-04.1 5 andresilience.
" . . Accountability Structure trained for mapping, measuring and managing Technology Assets,
are provided « include among its Senior Management ranks persons with sufficient - ; N
Applications, Services and/or Data (TAASD)-related risks.
understanding of technology and cyber risks
« promote a culture of risk awareness in relation to technology and cyber
risks the institution
Institutions should: Guideline E-21 expects
« establish an organizational structure for managing technology and cyber institutions to provide
risks across the institution, with clear roles and responsibilities, adequate Mechanisms exist to establish an authoritative chain of command with adequate training to staff on
Appropriate structure, | people and financial resources, and appropriate subject-matter expertise Authoritative Chain of cloar lings of communicetion to remove ambiguity from incividuals and operational sk management
112 resources and training | and training Functional | Intersects With GOV-04.2 - 5 andresilience.
Command teams related to managing Technology Assets, Applications, Services
are provided * include among s Senior Management ranks persons with sufficient andfor Data (TAASD}-related isks.
understanding of technology and cyber risks
+ promote a culture of risk awareness in relation to technology and cyber
risks the institution
Institutions should: Guideline E-21 expects
« establish an organizational structure for managing technology and cyber institutions to provide
risks across the institution, with clear roles and responsibilities, adequate adequate training to staff on
Appropriate structure, | people and financial resources, and appropriate subject-matter expertise Business As Usual (BAU) existto security, andresilience operational risk management
112 resources and training |and training Functional | Intersects With | Security, Compliance & | GOV-14 [principles into Business As Usual (BAU) practices through executive 5 andresilience.
are provided « include among its Senior Management ranks persons with sufficient Resilience Practices leadership involvement.
understanding of technology and cyber risks
« promote a culture of risk awareness in relation to technology and cyber
risks the institution
Institution’s strategic technology and cyber plan(s) should consider the Guideline B-10 expects
following elements: institutions to develop cloud-
« anticipate and evolve with potential changes in the institution’s internal specific requirements to ensure
and external technology and cyber environment that cloud adoption occurs ina
Strategy is proactive, | * Féference planned changes in the institution’s technology environment Security, Compliance & ‘ ‘ » ) planned and strategic manner.
121 “omprehensiveang |* 1831 outline the drivers, opportunities, vulnerabilties, threats and Functional | Intersects With|  Resitience Program Gov.gr | Mechanisms exist to faciltate the implementation of security, s Italso expects institutions to
measurable measures to report on progress against strategic objectives (SCRP) compliance and resilience governance controls. evaluate cloud portability when
« include risk indicators that are defined, measured, monitored and engaging with cloud service
reported on providers.
« articulate how technology and cyber security operations will support the
overall business strategy
Institution’s strategic technology and cyber plan(s) should consider the Guideline B-10 expects
following elements: institutions to develop cloud-
« anticipate and evolve with potential changes in the institution’s internal specific requirements to ensure
and external technology and cyber environment that cloud adoption occursina
Strategy is proactive, | reference planned Cha"ges inthe in§fflu&won's technology environment Mechanismsvex\suc develop, report and monitor Key Risvk \nvm’cators planned and s(rﬂ(egic manner.
121 Comprehensiveang | * C\eary outline the drivers, opportunities, vulnerabilites, threats and Functional | Intersects With | Key Risk Indicators (kRis) | Gov-os.2 |(KRIS) to @ssist senior management in performance monitoring and s It also expects institutions to
measurable measures to report on progress against strategic objectives trend analysis of the Security, Compliance & Resilience Program evaluate cloud portability when
« include risk indicators that are defined, measured, monitored and (SCRP). engaging with cloud service
reported on providers.
« articulate how technology and cyber security operations will support the
overall business strategy
Institution’s strategic technology and cyber plan(s) should consider the Guideline B-10 expects
following elements: institutions to develop cloud-
« anticipate and evolve with potential changes in the institution’s internal specific requirements to ensure
and external technology and cyber environment that cloud adoption occurs ina
Strategy is proactive, | * F€7erence planned changes in the institution’s technology environment Mechanisms exist to establish a: ! ) planned and strategic manner.
« clearly outline the drivers, opportunities, vulnerabilities, threats and Strategic Plan & (1) Strategic security, compliance and resilience-specific business It also expects institutions to
121 comprehensive and ” Functional | Intersects With * PRM-01.1 5
measurable measures to report on progress against strategic objectives Objectives plan; and evaluate cloud portability when
« include risk indicators that are defined, measured, monitored and (2) Set of objectives to achieve that plan. engaging with cloud service
reported on providers.
« articulate how technology and cyber security operations will support the
overall business strategy
Institution’s strategic technology and cyber plan(s) should consider the Guideline B-10 expects
following elements: institutions to develop cloud-
« anticipate and evolve with potential changes in the institution’s internal specific requirements to ensure
and external technology and cyber environment existto govern Assets, that cloud adoption occurs in a
. « reference planned changes in the institution’s technology environment . Applications and/or Services (TAAS) by: planned and strategic manner.
Strategy is proactive, ! © Security, Compliance & > . !
124 comprehensive and  |* clearly outline the drivers, opportunities, vulnfrab:lmgs, threats and Functional | Intersects With | Resilience Requirements | PRM-05 1 D‘Efmmg‘ec*\mcal security, compliance and resilience 5 Italso expects institutions to
measurable measures to report on progress against strategic objectives Definition requirements; and evaluate cloud portability when
« include risk indicators that are defined, measured, monitored and (2) Performing a criticality analysis at predefined decision points in the engaging with cloud service
reported on Secure Development Life Cycle (SDLC). providers.
« articulate how technology and cyber security operations will support the
overall business strategy
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Strategy is proactive,

Institution’s strategic technology and cyber plan(s) should consider the
following elements:

« anticipate and evolve with potential changes in the institution’s internal
and external technology and cyber environment

« reference planned changes in the institution’s technology environment
« clearly outline the drivers, opportunities, vulnerabilities, threats and

Business Process

Mechanisms exist to define business processes with consideration for
security, nd resilience that
(1) The resulting risk to i

assets, individual

Guideline B-10 expects
institutions to develop cloud-
specific requirements to ensure
that cloud adoption occurs in a
planned and strategic manner.
It also expects institutions to

121 comprehensive and N 8 Functional | Intersects With PRM-06  [and other organizations; and 5 ™
measurable measures to report on progress against strategic objectives Definition 2) Information protection needs arising from the defined business evaluate cloud portability when
« include risk indicators that are defined, measured, monitored and engaging with cloud service
oportod on processes and revises the processes as necessary, until an achievable arovidars

set of protection needs is obtained.

« articulate how technology and cyber security operations will support the

overall business strategy

Institutions should establish a framework for managing technology and Corporate Governance -

cyber risks in alignment with its enterprise risk management framework. Guideline (2018) highlights the

Institutions should regularly review and refresh its technology and cyber board's risk management and

RMF to make i based oni i oversight responsibilities. It

monitoring and other lessons learned (for example, past incidents). also indicates that leaders
responsible for oversight should

Mechanisms exist to facilitate the implementation of strategic, have sufficient access and a

RMF is well-aligned and Risk Management and tactical risk controls that are aligned clear reporting line to the board
131 N Functional | Intersects With RSK-01  [wit 5 oran appropriate board
continuously improved Program . -

(1) The organization's Enterprise Risk Management (ERM); and committee.

(2) Industry risk practices. Guideline E-21 expects the
independent risk and
compliance functions to
oversee and challenge the risk
and resilience activities of the
business and central functions.

Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
. and cyber risk appetite and (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide X i Mechanisms exist to align security, compliance and resilience management framework that
1o RMF captures key | Processes for dentifying, assessing, managing, monitoring and reporting corstionat |iotersscte win| SteeringCommiees | o with business through a steering . givesa comprehensive view of
s elements on technology and cyber risks, including processes for managing Program Oversight " |oradvisory board, comprised of key cybersecurity, data protection and third-party risks across the
exceptions organization. It also expects a
business executives, which meets formally and on a regular basis.
« management of unique risks posed by emerging threats and technologies risk-based approach for
(current examples include but not limited to Artificial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RM Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
. and cyber risk appetite and (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
RMF captureskey | " Processes for identifying, assessing, managing, monitoring and reporting ) Pubgshmg Security, Mechanisms exist to establish, maintain and disseminate policies, gives a comprehensive view of
132 ctoments on technology and cyber risks, including processes for managing Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5 third-party risks across the
exceptions Documentation resilient capabilities. organization. It also expects a
« management of unique risks posed by emerging threats and technologies risk-based approach for
(current examples include but not limited to Artificial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
132 RMF captures key ;: :::::: e ooy T Functional [ ntersects Wit | /otzaton TOATress | ooy o) 4|,y anvancezxx‘:;:\:gt‘;ei:i maintain situation awaren:sr: Z:Zi: 5 e !
3. eloments gy and cyber risks, including processes for managing Evolving Risks & Threats 5 g third-party risks across the

exceptions

+ management of unique risks posed by emerging threats and technologies
(current examples include but not limited to Artificial intelligence,
Quantum computing, data ledger technologies, etc.)

« reporting to Senior Management on technology and cyber risk appetite
measures, exposures and trends to inform the institution’s current and
emerging risk profile

minimize the organization's exposure to evolving risks and threats.

organization. It also expects a
risk-based approach for
managing associated risks,
aligned with the criticality of the
services provided.

Integrity and Security Guideline
emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
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Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RM Guideline (2018) expects
+ accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide Mechanisms exist to facilitate the implementation of strategic, management framework that
RMF captures key  processes for identifying, assessing, managing, monitoring and reporting Risk Management and tactical risk controls that ligned gives a comprehensive view of
13.2 elements on technology and cyber risks, including processes for managing Functional Subset Of Program RSK-01  |with: 10 third-party risks across the
exceptions (1) The organization's Enterprise Risk Management (ERM); and organization. It also expects a
= management of unique risks posed by emerging threats and technologies (2) Industry risk practices. risk-based approach for
(current examples include but not limited to Artificial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
. ity for and cyber risk including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Mechanisms exist to identify: Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented (1) Assumptions affecting risk assessments, risk response and risk institutions to establish a risk
enterprise-wide monitoring; management framework that
RMF captures key | Processes foridentifying, assessing, managing, monitoring and reporting . (2) Constraints affecting risk assessments, risk response and risk gives a comprehensive view of
13.2 on technology and cyber risks, including processes for managing Functional | Intersects With Risk Framing RSK-01.1 . 5 third-party risks across the
elements monitoring;
exceptions (3) The organizational risk tolerance; and organization. It also expects a
« management of unique risks posed by emerging threats and technologies @) Priorities, benefits and trads-offs considered by the organization for risk-based approach for
(current examples include but not limited to Artificial intelligence, managing risk. managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« a technology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
e | e | e g o o8 |l o | oot [t stk vt | [Beresommenns o
elements g range of acceptable results.
exceptions organization. It also expects a
« management of unique risks posed by emerging threats and technologies risk-based approach for
(current examples include but not limited to Artificial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RM Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« atechnology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
AMF captures key | * Processes foridentifying, assessing, managing, monitoring and reporting ) } Mechanisms exist to define organizational risk threshold, the level of gives a comprehensive view of
132 eloments on technology and cyber risks, including processes for managing Functional | Intersects With Risk Threshold RSK-01.4  risk exposure above which risks are addressed and below which risks 5 third-party risks across the
exceptions may be accepted. organization. It also expects a
« management of unique risks posed by emerging threats and technologies risk-based approach for
(current examples include but not limited to Artificial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
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Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RM Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions tisk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« atechnology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
AMF captureskey | PTOCeSSes foridentitying, assessing, managing, monitoring and reporting Mechanisms exist to define organizational risk appefite, the degree of gives a comprehensive view of
132 oapures on technology and cyber risks, including processes for managing Functional ~ [Intersects With Risk Appetite RSK-01.5_|uncertainty the organization is willing to accept in anticipation of a 5 third-party risks across the
exceptions reward. organization. It also expects a
« management of unique risks posed by emerging threats and technologies tisk-based approach for
(current examples include but not limited to Artficial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following slements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
. ity for and cyber risk including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« atechnology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber risk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
AMF captureskey | PTOCeSSes foridentitying, assessing, managing, monitoring and reporting Risk Assessment existto nt arisk o gives a comprehensive view of
132 oapres on technology and cyber risks, including processes for managing Functional [ Intersects With . RSK-04.2 [ ensure coverage for organizational components relevant for secure, 5 third-party isks across the
exceptions compliant and resilient operations. organization. It also expects a
« management of unique risks posed by emerging threats and technologies tisk-based approach for
(current examples include but not limited to Artficial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
Institutions should consider the following elements of risk management Corporate Governance -
when establishing the technology and cyber RMF: Guideline (2018) expects
« accountability for technology and cyber risk management, including for enterprise-wide and tailored
relevant oversight functions risk appetite framework that
« technology and cyber risk appetite and measurement (for example, aligns with the institution's
limits, thresholds and tolerance levels) domestic and international
« atechnology and cyber risk taxonomy business activities and
« control domains for technology and cyber security operations.
« policies, standards and processes governing technology and cyber isk, Guideline B-10 expects
which are approved, regularly reviewed and consistently implemented institutions to establish a risk
enterprise-wide management framework that
AMF captures key |* Provesses fordentifying, assessing, managing, moritoring and reporting Aisk Treatment plan Mechanisms exis o formaize a Risk Treatment Plan (RTP) that gives a compreensive view of
132 o ontechnology and cyber risks, including processes for managing Functional [ Intersects With i RSK-06.4 | applicable stakeholders will utilize to remediate identified risks 5 third-party risks across the
exceptions according to a defined timeline. organization. It also expects a
« management of unique risks posed by emerging threats and technologies tisk-based approach for
(current examples include but not limited to Artficial intelligence, managing associated risks,
Quantum computing, data ledger technologies, etc.) aligned with the criticality of the
« reporting to Senior Management on technology and cyber risk appetite services provided.
measures, exposures and trends to inform the institution’s current and Integrity and Security Guideline
emerging risk profile emphasizes strong governance
to maintain institutional
integrity and security, including
policies that protect against
threats such as foreign
) Insitutions shold establish a framework ofprinciples necessary to Mochaniams existtofacilitate the mplementation of industy- Not applicable
Architecture framework |govern, manage, evolve and consistently implement IT architecture across ) " ) . o
4 ° ) Secure Engineering recognized security, compliance and resilience practices in the
214 ensures technology | the intitution n support o the enterprise’s strategic technology,secuity | Functional | tersects Wit A SEA-01 " s, . 5
supports business needs |and business goals and requirements. o rechmolog feute, Aoptioations andor Sariass (TAAS)
Insttutions should establish  framework of principles necessary (o Mechaniams existto dovelop am enterpriss arehtecture, aigned with Not applicable
Architecture framework |govern, manage, evolve and consistently implement IT architecture across ' ) : o )
" Alignment With industry-recognized leading practices, with consideration for security,
214 ensures technology [ the institution in support of the enterprise’s strategic technology, security | Functional [ Intersects With ! SEA-02 " ° ‘ 5
S M Enterprise Architecture compliance and resilience principles that addresses rsk to
assets, and other
The scope of architecture principles should be comprehensive (for Guideline B-10 expects cloud
example, considers i i emerging service providers to augment
and relevant data). Using a risk-based approach, systems and associated the institution's existing
infratructure should be designed and mplementedto achieve availabilty, Mochanisms exist to facltate the implementation of industy- controls and standars, notably
) scalability, security (Secure-by-Design) and resilience (Resilience-by- " ! in data protection, key
212 Arehitecture s -, o), commensurate with business noeds. Functional [ Intersects With|  S°Cr® EMEIneering | g, 5, jrecognized security, compliance and resilience practices in the 5 management, and container
comprehensive Principles design, and
of Technology Assets, Applications and/or Services (TAAS). management. It also expects
strong cloud governance to
ensure effective oversight and
compliance with the
institution’s risk ractices.
The scope of architecture principles should be comprehensive (for Guideline B-10 expects cloud
example, considers i ications, emerging service providers to augment
and relevant data). Using a risk-based approach, systems and associated the institution's existing
infratructure should be designed and implementedito achieve availabilty, Mechanisms exist to develop an enterpriss rchitecture, aligned with controls and standars, notably
Architectures | SC2\ability, security (Secure-by-Design) and resilience (Resilience-by- ) Alignment With industry-recognized leading practices, with consideration for security, indata protection, key
212 Design), commensurate with business needs. Functional ~ [Intersects With ! SEA-02 " ¢ ) 5 management, and container
comprehensive Enterprise Architecture compliance and resilience principles that addresses risk to
, management. It also expects
assets, and other
strong cloud governance to
ensure effective oversight and
compliance with the
institution’s risk ractices.
Technology asset | MStitutions should establish standards and procedures to manage Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, Not applicable
221 management standards |eCN0\08Y assets. Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
are established Documentation resilient capabilities.
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Institutions should maintain a current and comprehensive asset Not applicable
management system, or inventory, that catalogues technology assets
throughout their ife cycle. Based on the institution’s risk tolerance, this
may include assets owned or leased by a institution, and third-party assets
that store or process institution information or provide critical business
services. The asset management system, or inventory, should be
Inventory is maintained |SUPPOrted by: o basedonth ’ Asset-Senvice Mechanisms exist to identify and assess the security of Technology
222 and assets are processes to categorize technology assets based on their criticality Functional | Intersects With ¢ AST-01.1 |Assets, Applications and/or Services (TAAS) that support more than 5
and/or classification. These processes should identify critical technology Dependencies
categorized one critical business function.
assets that are of high importance to the institution, or which could attract
threat actors and cyber attacks, and therefore require enhanced cyber
protections
« documented interdependencies between critical technology assets,
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
incidents_including cvher attacks
Institutions should maintain a current and comprehensive asset Not applicable
management system, or inventory, that catalogues technology assets
throughout their ife cycle. Based on the institution’s risk tolerance, this ; )
e RS exist to perform of Assets,
mnay include assets owned or eanS )y a institut |an,dsn ire l-:zrtyzsse(s Applications, Services and/or Data (TAASD) that:
L E(.S(DVETT: PVOCE‘SS institution I(ﬂ formation or provide CI;IUCIZ bUSmESS (1) Accurately reflects the current TAASD in use;
e management system orinventory, should be (2) Identifies authorized software products, including business
Inventory is maintained | /PO . atesorize tachnol < based o their eriicait justification details;
222 and assets are processes to categorize technology assets based on their criticality Functional |IntersectsWith|  Asset Inventories AST-02  |(3)Is at the level of granularity deemed necessary for tracking and 8
) and/or classification. These processes should identify critical technology )
categorized reporting;
assets that are of high importance to the institution, or which could attract
(4) Includes organization-defined information deemed necessary to
threat actors and cyber attacks, and therefore require enhanced cyber i
o achieve effective property accountability; and
protections (5) s available for review and audit by designated organizational
+ documented interdependencies between critical technology assets, personnel
where appropriate, to enable proper change and configuration .
management processes, and to assist in response to security and
incirants_ineluding euher attacks
Institutions should maintain a current and comprehensive asset Not applicable
management system, or inventory, that catalogues technology assets
throughout their ife cycle. Based on the institution’s risk tolerance, this
may include assets owned or leased by a institution, and third-party assets
that store or process institution information or provide critical business
services. The asset management system, or inventory, should be
Inventory is maintained | SUPPOTted bY: oo basedonh ’ Configuration exist to and manage a C
222 and assets are processes to categorize technology assets based on their criticality Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), o similar technology, to monitor and 5
and/or classification. These processes should identify critical technology
categorized (cMDB) govern technology asset-specific information.
assets that are of high importance to the institution, or which could attract
threat actors and cyber attacks, and therefore require enhanced cyber
protections
« documented interdependencies between critical technology assets,
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
incidents_including cvher attacks
The technology inventory should also include a system for recording and Not applicable
Inventory records and | managing asset configurations to enhance visibility and mitigate the risk of
i ging 8 Y & Approved Baseline Mechanisms exist to document and govern instances of approved
223 manages outages and activity. Processes should be in Functional | Intersects With ° AST-02.4 ? 5
8y ou A Deviations from baseline
asset configurations | place to identify, assess, and remediate discrepancies from the approved
baseline and to report on breaches.
The technology inventory should also include a system for recording and Not applicable
Inventory records and | managing asset configurations to enhance visibility and mitigate the risk of Configuration existto and manage a C
223 manages outages and activity. Processes should be in Functional |Intersects With| Management Database | AST-02.8 |Management Database (CMDB), or similar technology, to monitor and 8
asset configurations | place to identify, assess, and remediate discrepancies from the approved (cMDB) govern technology asset-specific information.
baseline and to report on breaches.
tandards and
Standards forsafe | " ;"“”"’ l"e":"‘ ey pl”’cesses toensure Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system Not applicable
e secure disposal or destruction of technology assets.
224 disposal of technology P &/ Functional | SubsetOf | Destruction orRe-Useof [  AST-09 using and methods to 10
assets are established Equipment prevent information being recovered from these components.
should monitor the currency of software and Not applicable
Technology currencyis | hardware assets used in the technology environment in support of
Y Y gy en P! Technology Lifecycle Mechanisms exist to manage the usable lifecycles of Technology
225 continuously assessed | business processes. It should proactively implement plans to mitigate and |  Functional | Intersects With SEA-07.1 g 5
Management Assets, Applications and/or Services (TAAS).
and managed manage risks stemming from unpatched, outdated or unsupported assets
and replace or upgrade assets before .
Institutions should continuously monitor the currency of software and exist to prevent Assets, Not applicable
Technology currencyis | hardware assets used in the technology environment in support of u and/or Services (TAAS) by:
225 continuously assessed | business pr It should i plans to mitigate and | Functional | Intersects With| ~Assets, Applications | TDA-17 |(1) Removing and/or replacing TAAS when support for the components 5
and managed manage risks stemming from unpatched, outdated or unsupported assets and/or Services (TAAS) is no longer available from the developer, vendor or manufacturer; and
and replace or upgrade assets before X (2) Reauiring and approval for the continued
projects are often by their scale, required Not applicable
investment and importance in fulfilling the institution’s broader strategy.
Technology projects are |5 2 "@3ult they should be governed by an enterprise-wide project Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
" | management framework that provides for consistent approaches and " - f !
234 governed by an enterprise, ! Functional | SubsetOf | ResilienceProtection | PRM-01 |controls that provide a portfolio management approach to achieve 10
achievement of project outcomes in support of the institution’s technology " N
wide framework ofproje ! Portfolio Management security, compliance and resilience objectives.
strategy. The institution should measure, monitor and periodically report
on project performance and associated risks.
projects are often by their scale, required Not applicable
investment and importance in fulfilling the institution’s broader strategy. ’ .
K i n e . Mechanisms exist to assess security, compliance and resilience
Technology projects are [ 0 0 L B s o e Security, Compliance & trols as part of Assets, and/or Services
231 governed by an enterprise| M2"38ement framework that provides for consistent approaches an Functional | Intersects With| Resilience In Project PRM-04 |(TAAS) project development to determine whether controls are 8
achievement of project outcomes in support of the institution’s technology N N
wide framework ofproje ! Management implemented correctly, operating as intended and producing the
strategy. The institution should measure, monitor and periodically report ’ ) ’
asure, desired outcome with respect to meeting requirements.
on project performance and associated risks.
The SDLC framework should outline processes and controls in each phase Not applicable
of the SDLC life cycle to achieve security and functionality, while ensuring
j . exist to h: to Assets,
icati vi withi v
241 system and software © ramework can include software development methodologles Functional | Intersects With Cycle (SDLC) pRM-07  [APP! u P 5
adopted by the institution (for example, Agile, Waterfall). Life Cycle (SDLC) are controlled through formal change control
development Management
procedures.
The SDLC framework should outline processes and controls in each phase Not applicable
f the SDLC life e t hi rity and functionality hile ensuring Mechanisms exist to ensure changes to Technology Assets,
SDL framework guides | (e SPLC life cycle to achieve security and functionaity, while ensuring Secure Development Life hanis ges to T 8
systems and software perform as expected to support business objectives. ) Applications and/or Services (TAAS) within the Secure Development
241 system and software N Functional Intersects With Cycle (SDLC) PRM-07 N 8
The SDLG framework can include software development methodologies Life Cycle (SDLC) are controlled through formal change control
development i ce : Management
adopted by the institution (for example, Agile, Waterfall).
In addition to the general technology processes and controls, institutions Not applicable
should establish control gates to ensure that security requirements and
Security requirements are| ° Secure Software )
expectations are embedded in each phase of the SDLC. For Agile software Mechanisms exist to develop applications based on Secure Software
242 embedded throughout in e ‘ Functional |Intersects With| Development Practices | TDA-06 5
e SDLO development methods, institutions should continue to incorporate the ssop) Development Practices (SSDP).
necessary SDLC and security-by-design principles throughout its Agile
brocess.
By integrating application security controls and requirements into software Not applicable
of n ions, new software an n
dovelonmont. security | oo ovemen 2 ‘:ﬂ e S new sl° "‘"a eand sf"”\fve: ca Tochnology Devlopment Mechanisms exist to facilitate the implementation of tailored
3 e delivered rapidly without compromising application security. When )
243 P! Y pidly Pre g app! Y. Functional Subset Of evelop TDA-01  |development and acquisition strategies, contract tools and 10
and technology these practices are employed, institutions should ensure they are aligned &Acquisition N
8 procurement methods to meet unique business needs.
operations with the SDLC framework and applicable technology and cyber policies
and standards.
By integrating application security controls and requirements into software Mechanisms exist to design and implement product management Not applicable
of and new software and services can processes to proactively govern the design, development and
development, security . ion of Assets, Applications and/or Services (TAAS)
943 P 7 |be detivered rapicly without compromising application security. When Functional | IntersectsWith|  Product Management | TDA01.1 (TAAS) s
andtechnology | these practices are employed, institutions should ensure they are aligned across the System Development Life Cycle (SDLC) to:
operations with the SDLC framework and applicable technology and cyber policies (1) Improve functionality;
and standards. (2) Enhance securitv and resiliency
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By integrating application security controls and requirements into software Not applicable
development and technology operations, new software and services can
Integration of be delivered rapidly without compromising application security. When Mechanisms exist to integrate security, compliance and resilience into
these practices are employed, institutions should ensure they are aligned
development, security 8 Development, Security and Operations (DevSecOps) to prioritize
243 with the SDLC framework and applicable technology and cyber policies Functional | Intersects With DevSecOps TDA-01.4 5
and technology secure practices throughout the Software Development Lifecycle
and standards.
operations (SDLC).
By integrating application security controls and requirements into software Mochanisms exist to equire software developers to ensre that their Not applicable
of and new software and services can
doveloprment. secuity | e tetiorent ot ity o o Development Methods software development processes employ industry-recognized secure
243 pment, Y| be delivered rapidly without compromising application security. When Functional | Intersects With op! " | TDA-02.3 |practices for secure programming, engineering methods, quality 5
andtechnology | these practices are employed, institutions should ensure they are aligned Techniques & Processes
control processes and validation techniques to minimize flawed and/or
operations with the SDLC framework and applicable technology and cyber policies
matformed software.
and standards.
For software and systems that are acquired, institutions should ensure that Mechanisms exist to formally assess the security, compliance and Not applicable
security risk assessments are conducted, and that systems resilience controls in Technology Assets, Applications and/or Services
Acquired systems and lementation is subject to the control t d by th (TAAS) through Information As P 1AP) activities t
aa e o or | mplementation s subject to the control requirements as required bythe | L o Assessmonts 12002 rough Information Assurance Program (IAP) activities to s
Y institution’s SDLC framework. determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected i
For software and systems that are acquired, institutions should ensure that Not applicable
security risk assessments are conducted, and that systems
Acquired systems and . v - S f byt Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
244 software are assessed for ‘m‘:_f':fe”,as‘”n”g fs” Jec °k @ control requirements as requirec by the Functional |Intersects With|  Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5
institution’s ramework.
risk Development similar process, to identify and remediate flaws during development.
For software and systems that are acquired, institutions should ensure that Not applicable
Acquired systems and -, Vs . ; ‘: et Technology Development Mechanisms exist to facilitate the implementation of tailored PP
244 software are assessed for| >°CH""Y rsk assessments are conducted, and that systems Functional | Intersects With G P! TDA-01  |development and acquisition strategies, contract tools and 5
implementation is subject to the control requirements as required by the &Acquisition
risk procurement methods to meet unique business needs.
institution’s SDLC
Coding princintes provide | Stitutions should define and implement coding principles and best Mechanisms exist to require software developers to ensure that their Not applicable
as e e © practices (for example, secure coding; use of third-party and open-source | (| | Development Methods, | o o |software development processes employ industry-recogrized secure .
e code, coding repositories and tools, etc.). Techniques & Processes practices for secure programming, engineering methods, quality
control processes and validation to minimize flawed and/or
Institutions should define and implement coding principles and best Not applicable
Coding principles provide ¥ - Secure Software
g principles pi practices (for example, secure coding, use of third-party and open-source Mechanisms exist to develop applications based on Secure Software
245 for secure and stable | code, coding repositories and tools, etc.). Functional | Intersects With| Development Practices | TDA-06 8
Development Practices (SSDP).
code (5SDP)
Changes to technology | Institutions should ensure that changes to technology assets in the Guideline E-21 expects a
> Change exist to facilitate the implementation of a change 2
251 assets are conducted in a| production environment are documented, assessed, tested, approved, Functional | Subset Of P CHG-01 ogtom 10 comprehensive change
controlled manner and verified in a controlled manner. The change and release P - process. including
Institutions should ensure that changes to technology assets in the Guideline E-21 expects a
production environment are documented, assessed, tested, approved, comprehensive change
Ghanges to technology |/ MPlemented and vrified in 2 controlled manner. The change and release management process, including|
i Configuration Change Mechanisms exist to govern the technical configuration change control i i
261 s e oY | management standard should outiine the key controls required throughout | L g e | cioos g g g s risk assessments, contingency
ontrotod manner | |he change management process. The standard should also define Control processes. plans, and testing when
emergency change and control requirements to ensure that such changes significant changes occur to
are implemented in a controlled manner with adequate safeguards. business processes, products,
or
Institutions should ensure that changes to technology assets in the Guideline E-21 expects a
production environment are documented, assessed, tested, approved, comprehensive change
implemented and verified in a controlled manner. The change and release management process, including|
Ghanges to technology t standard should outline the key controls required throughout Mechanisms exist to prohibit unauthorized changes, unless sk ts, conti
251 assets are conducted in a| T2"28eMent standard should outline the key controls required throughout | ¢ oyignal | intersects With | Prohibition Of Changes | CHG-02.1 P ges, 5 sk assessments, contingency
ontrotod manner | |he change management process. The standard should also define organization-approved change requests are received. plans, and testing when
emergency change and control requirements to ensure that such changes significant changes occur to
are implemented in a controlled manner with adequate safeguards. business processes, products,
Institutions should ensure that changes to technology assets in the Guideline E-21 expects a
production environment are documented, assessed, tested, approved, comprehensive change
Ghanges o tachnology|'MPlemented and vrified in 2 controlled manner. The change and retease ! Mechanisms exist to appropriately test and document proposed management process, ncluding
Y| management standard should outline the key controls required throughout Test, Validate & ° h risk assessments, contingency
251 assets are conducted n a Functional | Intersects With CHG-02.2 |changes in a non-production environment before changes are 5 "
the change management process. The standard should also define Document Changes : : plans, and testing when
controlled manner ina
change and control requirements to ensure that such changes changes occur to
are implemented in a controlled manner with adequate safeguards. business processes, products,
Institutions should ensure that changes to technology assets in the Guideline E-21 expects a
production environment are documented, assessed, tested, approved, comprehensive change
implemented and verified in a controlled manner. The change and release management process, including|
Ghanges to technology t standard should outline the key control d throughout Mechanisms exist to govern change management procedures for K ts, conti
251 assets are conducted in a| M2"a8eMent standard should outline the key controls required thioughout | - cyignal | intersects With|  Emergency Changes | CHG-07 | s g & e P 5 sk assassments, contingency
ool manner | |he change management process. The standard should also define ‘emergency” changes. plans, and testing when
emergency change and control requirements to ensure that such changes significant changes occur to
are implemented in a controlled manner with adequate safeguards. business processes, products,
Segregation of duties is a key control used in protecting assets from Not applicable
changes. should duties in the change
Segregation of duties m::'agemem mtcessdm E"we:‘m mT scs betmas Cam‘;‘ dzevempc; Separation of Duties existto and maintain of Duties
i i
252 cotrols agains | 1419128 X0 1 o oo rolsass btwaan producton sndnn| o | supserof p fone s [reche st mpl maintin Separation of 1o
. o D) to prevent potential inappropriate activity without collusion.
unauthorized changes | Production technology environments. p [ pprop: y
Controls should be implemented to ensure traceability and integrity of the Not applicable
change record as well as the asset being changed (for example, code, )
Changes to technology 8 g changed ( P! o Mechanisms exist to prohibit unauthorized changes, unless
253 releases) in each phase of the change management process. Functional |Intersects With| Prohibition Of Changes | CHG-02.1 anis ; 5
assets are traceable organization-approved change requests are received.
Controls should be implemented to ensure traceability and integrity of the N . Not applicable
Changes to technology P " Y gty § Automated Access exist to perform after-the-fact reviews of PP
253 change record as well as the asset being changed (for example, code, Functional | Intersects With ; CHG-04.1 ¢ 3
assets are traceable Enforcement / Auditing change logs to discover any unauthorized changes.
releases) in each phase of the change process.
Patches are applied in a | The patch management process should define clear roles and Vulnerability & Patch ) ) Not applicable
" o . - Mechanisms exist to facilitate the implementation and monitoring of
261 timely and controlled | responsibilities for all stakeholders involved. Patching should follow the Functional | SubsetOf | ManagementProgram | VPM-01 ) 10
| 3 vulnerability management controls.
manner institution’s existing change processes, including (VPMP)
The patch management process should define clear roles and Not applicable
Patches are applied in a | responsibilities for all stakeholders involved. Patching should follow the ) '
. . it exist to address new threats and vulnerabilities on an
26.1 timely and controlled | institution’s existing change management processes, including emergency | Functional | Intersects With ° ' VPM-04 nanisms ° 5
Remediation Activities ongoing basis and ensure assets are protected against known attacks.
manner change processes. Patches should be tested before deployment to the
The patch management process should define clear roles and Not applicable
Patches are appliedina |re n: lities fe 1L stakeholders involy Patching should follow th
PP esponsibilities for all stakeholders involved. Patching should follow the X Mechanisms exist to install the latest stable version of any software
261 timely and controlled | institution’s existing change management processes, including emergency | Functional | Intersects With|  Stable Versions VPM-04.1 3
and/or security-related updates on all applicable systems.
manner change processes. Patches should be tested before deployment to the
The patch management process should define clear roles and Not applicable
Patches are applied in a | responsibilities for all stakeholders involved. Patching should follow the Software & Firmware Mechanisms exist to conduct software patching for all deployed
26.1 timely and controlled | institution’s existing change management processes, including emergency | Functional | Intersects With Dorching VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 8
manner change processes. Patches should be tested before deployment to the firmware.
The patch management process should define clear roles and Not applicable
Patches are applied ina |responsibilities for all stakeholders involved. Patching should follow the Deferred Patching Mechanisms exist to facilitate the deferral of software and/or firmware
261 timely and controlled | institution’s existing change management processes, including emergency | Functional | Intersects With onisions VPM-04.3 |patches when the disadvantages of applying the patch outweighs the 3
manner change processes. Patches should be tested before deployment to the benefits.
Institutions should define standards and implement processes for incident Guideline B-10 expects
Incidents are managed to aelir
and problem management. Standards should provide an appropriate Mechanisms exist to implement and govern processes and institutions to ensure that their
minimize impact on Incident Response . . - "
274 governance structure for timely identification and escalation of incidents, | Functional | Subset Of 1RO-01 tofacilitate an de resp pabil 10 third-party service providers

affected systems and
business processes

restoration and/or recovery of an affected system, and investigation and
resolution of incident root causes.

Operations

for cybersecurity and data protection-related incidents.

have effective mechanisms in
place to manage incidents to
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Incidents are managed to
minimize impact on

Institutions should define standards and implement processes for incident
and problem management. Standards should provide an appropriate
governance structure for timely identification and escalation of incidents,
restoration and/or recovery of an affected system, and investigation and
resolution of incident oot causes.

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;

Guideline B-10 expects
institutions to ensure that their
third-party service providers
have effective mechanisms in
place to manage incidents to
support operational continuity
andresilience.

2741 Functional | Intersects With | Incident Handling IRO-02  ((3) Analysis; 8
affected systems and X Integrity and Security Guideline
(4) Containment; :
business processes () Eradication; and expects institutions to have
policies and procedures to
(6) Recovery.
respond to incidents that affect
integrity and security, including
malicious activities.
should i d for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
+ defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
Incident management  |is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
272 process is clear, | surveillance activities Functional | Intersects With Defined Roles & HRS-03 exist to define roles & forall s reporting incidents to OSFI
responsive andrisk- |« identifying and classifying incidents according to priority, based on their Responsibilities personnel. within 24 hours, or sooner if
based impacts on business services possible.
« developing and implementing incident response procedures that mitigate
the impacts of incidents, including internal and external communication
actions that contain escalation and notification triggers and processes
« performing periodic testing and exercises using plausible scenarios in
order to identify and remedy sans in incident resnonse actions and
should i for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
+ defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
surveillance activities reporting incidents to OSFI
« identifying and classifying incidents according to priority, based on their Mechanisms exist to cover: within 24 hours, or sooner if
impacts on business services X possible.
Incident . and incident response procedures that mitigate (1) Preparation;
> " © i Yt mit (2) Automated event detection or manual incident report intake;
272 processisclear, |the impacts of incidents, including internal and external communication Functional | Intersects With|  Incident Handing RO-02  |(3) Analysis; s
responsive and risk-  |actions that contain escalation and notification triggers and processes (4) Containment;
based « performing periodic testing and exercises using plausible scenarios in (5 Eradication; and
order to identify and remedy gaps in incident response actions and () Recovery.
capabilities
« conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness
. ishing and testing incident processes
with third parties
Institutions should implement processes and procedures for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
+ defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
surveillance activities reporting incidents to OSFI
« identifying and classifying incidents according to priority, based on their within 24 hours, or sooner if
impacts on business services possible.
Incident * andin enting incident response procedures that mitigate Mechanisms exist to identify classes of incidents and actions to take to
272 processigclear, the impacts of incldents, includinginternal and external communication Functional [Intersects witn | '"eident Classification & |z, o) 4| onsure the continuation of organizational missions and business 5
responsive andrisk- | actions that contain escalation and notification triggers and processes Prioritization functions.
based « performing periodic testing and exercises using plausible scenarios in
order to identify and remedy gaps in incident response actions and
capabilities
+ conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness
. ishing and peri testing incident processes
with third parties
Institutions should implement processes and procedures for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
« defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
surveillance activities reporting incidents to OSFI
« identifying and classifying incidents according to priority, based on their within 24 hours, or sooner if
impacts on business services possible.
Incident . and incident response procedures that mitigate
272 processis clear, | the impacts of incidents, including internal and external communication Functional | Intersects With Indicators of |Ro.03 | Mechanisms exist o define specific Indicators of Compromise (10C) to s
responsive andrisk-  |actions that contain escalation and notification triggers and processes Compromise (I0C) identify the signs of potential cybersecurity events.
based + performing periodic testing and exercises using plausible scenarios in
order to identify and remedy gaps in incident response actions and
capabilities
« conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness
. and testing incident processes
with third parties
should nd for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
« defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
surveillance activities reporting incidents to OSFI
« identifying and classifying incidents according to priority, based on their within 24 hours, or sooner if
impacts on business services possible.
{neident N and enting incident response procedures that mitigate Mechanisms exist to formally test incident response capabilities
272 processisclear, |theimpacts of incidents, including internal and external communication Functional |Intersectswith| mcident Response IR0-06 |through realistic exercises to determine the operational effectiveness 5

responsive and risk-
based

actions that contain escalation and notification triggers and processes

« performing periodic testing and exercises using plausible scenarios in
order to identify and remedy gaps in incident response actions and
capabilities

« conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness

. and incident processes
with third parties

testin,

Testing

of those capabilities.
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Incident

Institutions should implement processes and procedures for managing
technology incidents; elements may include:

+ defining and documenting roles and responsibilities of relevant internal
and external parties to support effective incident response

« establishing early warning indicators or triggers of system disruption (that
is, detection) that are informed by ongoing threat assessment and risk
surveillance activities

« identifying and classifying incidents according to priority, based on their
impacts on business services

process is clear,

and incident response procedures that mitigate
the impacts of incidents, including internal and external communication

Coordination with

Mechanisms exist to coordinate incident response testing with

Technology and Cyber Security
Incident Reporting advisory
expects institutions to define
priority and severity levels in
their incident management
framework. It also mandates
reporting incidents to OSFI
within 24 hours, or sooner if
possible.

27.2 ! Functional | Intersects With 1R0-06.1 ° 5
responsive and risk- | actions that contain escalation and notification triggers and processes Related Plans organizational elements responsible for related plans.
based « performing periodic testing and exercises using plausible scenarios in
order to identify and remedy gaps in incident response actions and
capabilities
« conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness
. ishing and testing incident processes
with third parties
should d for managing Technology and Cyber Security
technology incidents; elements may include: Incident Reporting advisory
« defining and documenting roles and responsibilities of relevant internal expects institutions to define
and external parties to support effective incident response priority and severity levels in
« establishing early warning indicators or triggers of system disruption (that their incident management
is, detection) that are informed by ongoing threat assessment and risk framework. It also mandates
sunveillance activities reporting incidents to OSFI
« identifying and classifying incidents according to priority, based on their within 24 hours, or sooner if
impacts on business services possible.
Incident * de andin incident response procedures that mitigate s o Mechanisms exist to identify and document Standardized Operating
27.2 m:;ii:z:f:';b ;'::::mn:i:; ::‘n”‘ca'l‘:‘e:s‘:'a'L’a‘zl::'a"::“n‘:"l'f‘i:g‘:‘i:'e’”aL communication Functional | Intersects With 'a::)ac’:;i:s ‘:Zr::mg OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 5
iggers and processes execution of day-to-day / assigned tasks.
based « performing periodic testing and exercises using plausible scenarios in
order to identify and remedy gaps in incident response actions and
capabilities
« conducting periodic exercises and testing of incident management
process, playbooks, and other response tools (for example, coordination
and communication) to validate and maintain their effectiveness
. ishing and testing incident processes
with third parties
Institutions should develop problem management processes that provide Technology and Cyber Security
for the detection, categorization, investigation and resolution of suspected Incident Reporting advisory
incident cause(s). Processes should include post-incident reviews, root expects continuous updates
cause and impact diagnostics and identification of trends or patterns in during incident management. It
incidents. Problem management activities and findings should inform also expects institutions to
related control processes and be used on an ongoing basis to improve report a post-incident review to
incident management processes and procedures, including change and OSFI.
release management. Mechanisms exist to cover:
(1) Preparation;
Processes are : . ;
(2) Automated event detection or manualincident report intake;
27.3  cstablishedto Functional | Intersects With | Incident Handling 1R0-02  [(3) Analysis; 8
investigate, resolve and
(4) Containment;
tearn from problems 5) Evadications and
(6) Recovery.
Institutions should develop problem management processes that provide Technology and Cyber Security
for the detection, categorization, investigation and resolution of suspected Incident Reporting advisory
Processes are ent cause(s). Processes should include post-incident reviews, root ’ ) expects continuous updates
: ! ° Mechanisms exist to incorporate lessons learned from analyzing and
establishedto | cause and impact diagnostics and identification of trends or patterns in ) Root Cause Analysis ) : during incident management. It
27.3 ; o e Functional | Intersects With IRO-13 | resolving cybersecurity and data protection incidents to reduce the 5 ntmana
investigate, resolve and |incidents. Problem management activities and findings should inform (RCA) & Lessons Learned o ) ; also expects institutions to
likelihood or impact of future incidents.
tearn from problems | related control processes and be used on an ongoing basis to improve report a post-incident review to
ident management processes and procedures, including change and OSFI.
release
should establish senvice standards Guideline B-10 expects
Technology senvice | With defined performance indicators and/or service targets that can be Mechanisms exist to define supporting business processes and monitoring third parties to
used to measure and monitor the delivery of technology services. o i and service toensure ensure that the services are
performance is yof Service Delivery ° ementt )
281 mebsured, monitored _|PFOCESS€S should also provide for remediation where targets arenotbeing | ¢ o | v b gudiecco ol Ops.0a | 2PPropriate planning, delivery and support of the organization's s delivered in accordance with
j met. technology capabilities supporting business functions, workforce, the terms of the agreement.
and regularly reviewed for Support)
Erarovemont and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
should establish senvice standards Guideline B-10 expects
Technology service | with defined performance indicators and/or service targets that can be existtorecuire for applicab monitoring third parties to
performanceis  [used to measure and monitor the delivery of technology services. ’ : ; ensure that the services are
- ) Third-Party Contract security, compliance and resilience requirements with third-parties, "
281 measured, monitored | Processes should also provide for remediation where targets are not being | Functional | Intersects With TPM-05 : e ) 5 delivered in accordance with
Requirements reflecting the organization's needs to protect ts Technology Assets,
and regularly reviewed for | met. S . the terms of the agreement.
Applications, Services and/or Data (TAASD).
improvement
should define nd capacity with Not applicable
thresholds on utilization. These requirements should be Gapacity & Performance Mechanisms exist to facilitate the implementation of capacity
282 performanceand | continuously monitored against defined thresholds to ensure technology | Functional | ~Subset Of Management CAP-01 controls to ensure optimal system performance to meet 10
capacity are sufficient | performance and capacity support current and future business needs. expected and anticipated future capacity requirements.
should define and capacity with Not applicable
thresholds on utilization. These requirements should be existto It andalert on the
282 performanceand | continuously monitored against defined thresholds to ensure technology |  Functional | Intersects With | Performance Monitoring |  CAP-04 | operating state and health status of critical Technology Assets, 5
capacity are sufficient | performance and capacity support current and future business needs. Applications and/or Services (TAAS).
Institutions should develop, implement and maintain an ERDP that sets Technology and Cyber Security
Disaster recovery |t telr @pproach to recovering technology services during a disruption. Asset-Senice Mechanisms exist to identify and assess the security of Technology Incident Reporting advisory
2941 orogam i astanlahed | Mtittions should alignthe disaster rocovery program with ts business Functional | Intersects With Dependension AST-01.1 | Assets, Applications and/or Services (TAAS) that support more than 5 expects mandatory notification
continuity management program. The EDRP should establish: ical business function. to OSFI upon activation or
. ity and ibility for the and recover of of disaster
Institutions should develop, implement and maintain an ERDP that sets Technology and Cyber Security
out their approach to recovering technology services during a disruption. Incident Reporting advisory
Institutions should align the disaster recovery program with its business expects mandatory notification
continuity management program. The EDRP should establish: to OSFI upon activation or
. ility and ibility for the ility and recovery of declaration of disaster
technology services, including recovery actions ) Mechanisms exist to facilitate the implementation of contingency recovery.
29.1 ° it Functional | Subset Of tem | BCD-01 and/or Services (TAAS) (e.g., Continity of Operations Plan 10

program is

to recover

*plans, and/or services to
an acceptable level, within an acceptable timeframe, as defined and
prioritized by the institution

« a policy or standard with controls for data back-up and recovery
processes, requirements for data storage and periodic testing

(BCMS)

(COOP) or Business Continuity & Disaster Recovery (BC/DR)
playbooks).

disaster recovery measures to
maintain critical operations
during major disruptions. It also
emphasizes the need for clear
roles, activation procedures,
and tested backups to manage
major technology failures.
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Disaster recovery

Institutions should develop, implement and maintain an ERDP that sets
out their approach to recovering technology services during a disruption.
Institutions should align the disaster recovery program with its business
continuity management program. The EDRP should establish:

. ility and and recovery of
technology services, including recovery actions

« a process for identifying and analyzing technology services and key
dependencies required to operate within the institution’s risk tolerance

forthe

Mechanisms exist to identify and document the critical Technology

Technology and Cyber Security
Incident Reporting advisory
expects mandatory notification
to OSFI upon activation or
declaration of disaster
recovery.

Guideline E-21 expects strong
business continuity and

291 Functional |Intersects With | Identify Critical Assets | BCD-02 |Assets, Applications, Services and/or Data (TAASD) that support 5
program is « plans, and/or to recover services to disaster recovery measures to
essential missions and business functions.
an acceptable level, within an acceptable timeframe, as defined and maintain critical operations
prioritized by the institution during major disruptions. It also
« a policy or standard with controls for data back-up and recovery emphasizes the need for clear
processes, requirements for data storage and periodic testing roles, activation procedures,
and tested backups to manage
major technology failures.
Institutions should develop, implement and maintain an ERDP that sets Technology and Cyber Security
out their approach to recovering technology services during a disruption. Incident Reporting advisory
Institutions should align the disaster recovery program with its business expects mandatory notification
continuity management program. The EDRP should establish: to OSFI upon activation or
. and for the and recovery of declaration of disaster
technology services, including recovery actions Mechanisms exist for process owners to establish and maintain formal recovery.
Disatorscouey | sopondonio roqunetaaperats wih v ettt ok ltance Business Coninity & Business oniinity & DlsaserRecovery (BC/0R) plans 0 cnure ins comirsyand
2.9.1 Functional |Intersects With|  Disaster Recovery BCD-01.7 [information is detailed enough, accurate and representative of current 5
program is « plans, and/or to recover services to N disaster recovery measures to
(BC/DR) Plans operations in order to sustain and/or restore operations under adverse
an acceptable level, within an acceptable timeframe, as defined and conditions. maintain critical operations
prioritized by the institution during major disruptions. It also
« a policy or standard with controls for data back-up and recovery emphasizes the need for clear
processes, requirements for data storage and periodic testing roles, activation procedures,
and tested backups to manage
major technology failures.
Institutions should develop, implement and maintain an ERDP that sets Technology and Cyber Security
out their approach to recovering technology services during a disruption. Incident Reporting advisory
Institutions should align the disaster recovery program with its business expects mandatory notification
continuity management program. The EDRP should establish: to OSFI upon activation or
. ility and for the and recovery of declaration of disaster
technology services, including recovery actions recovery.
« a process for identifying and analyzing technology services and key Mechanisms exist to create recurring backups of data, software and/or Guideline E-21 expects strong
291 Disaster recovery  |dependencies required to operate within the institution’s risk tolerance Functional | intersects With Data Backups BoD.q  [SYstem images, as well as verity the integrity of these backups, to s business continuity and
program is  plans, and/or ilities to recover services to ensure the availability of the data to satisfy Recovery Time Objectives disaster recovery measures to
an acceptable level, within an acceptable timeframe, as defined and (RTOs) and Recovery Point Objectives (RPOs). maintain critical operations
prioritized by the institution during major disruptions. It also
« a policy or standard with controls for data back-up and recovery emphasizes the need for clear
processes, requirements for data storage and periodic testing roles, activation procedures,
and tested backups to manage
major technology failures.
Institutions should manage key dependencies required to support the Not applicable
EDRP, such as:
« information security requirements for data security and storage (for
example, encryption)
« location of technology asset centres, backup sites, service provider
locations and proximity to primary data centres, and other critical
technology assets and locations
Key dependencies are Cryptographic Key exist to facilitate ic key controls
2.9.2 Functional Subset Of CRY-09 10
managed Management to protect the confidentiality, integrity and availability of keys.
To promote learning, continuous improvement and technology resilience, Guideline B-10 expects
institutions should regularly validate and report on their disaster recovery institutions to ensure third
Disaster recovery strategies, plans and/or capabilities against severevbul plausible ) ) Mechanisms exist to define materiality threshold criteria capable of parties have ade‘quale business
293 N scenarios. These scenarios should be forward-looking and consider, where |  Functional | Intersects With | Materiality Determination| ~GOV-16 o N - 5 continuity and disaster recovery
scenarios are tested designating an incident as material. .
appropriate: plans to support critical
« new and emerging risks or threats operations during disruptions.
* material changes to business obiectives or Integritv and Securitv Guideline
To promote learning, continuous improvement and technology resilience, Guideline B-10 expects
institutions should regularly validate and report on their disaster recovery institutions to ensure third
strategies, plans and/or capabilities against severe but plausible parties have adequate business
scenarios. These scenarios should be forward-looking and consider, where continuity and disaster recovery
appropriate: plans to support critical
« new and emerging risks or threats operations during disruptions.
* material changes to business objectives or technologies Integrity and Security Guideline
« situations that can lead to prolonged outage . Mechanisms exist to conduct tests and/or exercises to evaluate the emphasizes strong operational
Disaster recovery Contingency Plan Testing N
293 « previous incident history and known technology complexities or Functional | Intersects With § BCD-04 plan’s andthe readiness to 5 risk management and resilience
scenarios are tested &Exercises
weaknesses execute the plan. to reduce vulnerabilities that
Institutions’ disaster recovery scenarios should test: could disrupt operations.
« the institution’s backup and recovery capabilities and processes to
validate resiliency strategies, plans and actions, and confirm the
ability to meet pre-defined
« critical third-party technologies and integration points with upstream and
downstream dependencies, including both on- and off-premises
Institutions should proactively identify, defend, detect, respond and
recover from external and insider cyber security threats, events and
incidents to maintain the integrity and ofits
technology assets. [See: Note 1]
Mechanisms exist to cover:
entialit intes (1) Preparation;
Cm:::f::::: Zlfa?y‘zg'm (2) Automated event detection or manual incident report intake;
3 . Functional Subset Of Incident Handling IRO-02  |(3) Analysis; 10
technology assets is
maintained. (4) Containment;
(5) Eradication; and
(6) Recovery.
Institutions should identify current or emerging cyber threats proactively Not applicable
using threat assessments to evaluate threats and assess security risk. This Mechanisms exist to implement a threat intelligence program that
P includes implementing information and cyber security threat and risk " includes a cross-organization information-sharing capability that can
Security risks are ¢ Threat Intelligence | - "
311 dentified assessments, processes, and tools to cover controls at different layers of | Functional Subset Of Program THR-01  influence the development of the system and security architectures, 10
defence. selection of security solutions, monitoring, threat hunting, response
and recovery activities.
Institutions should identify current or emerging cyber threats proactively Mechanisms exist to maintain situational awareness of vulnerabilities Not applicable
using threat assessments to evaluate threats and assess security risk. This
Security risks are . and evolving threats by leveraging the knowledge of attacker tactics,
3.1 includes implementing information and cyber security threat and risk Functional | Intersects With | Threat Intelligence Feeds |  THR-03 5

identified

assessments, processes, and tools to cover controls at different layers of
defence.

and to facilitate the i of
preventative and compensating controls.
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Institutions should identify current or emerging cyber threats proactively Not applicable
- using threat assessments to evaluate threats and assess security risk. This : Mechanisms exist to utilize external threat intelligence feeds to
Security risks are " ! Threat Intelligence
314 ionifins includes implementing information and cyber security threat and risk Functional | Intersects With Reporting THR-03.1 |generate and disseminate organization-specific security alerts, 5
assessments, processes, and tools to cover controls at different layers of advisories and/or directives.
defence.
Institutions should adopt a risk-based approach to threat assessment and Intelligence-led cyber resilience
Intelligence-led threat | testing. Institutions should set defined triggers, and minimum frequencies, Mechanisms exist to develop and keep current a catalog of applicable testing (1-CRT) framework
312 assessment and testing | for intelligence-led threat assessments to test cyber security processes Functional [IntersectsWith|  Threat Catalog THR-09  [internal and external threats to the organization, both natural and 5 emphasizes using targeted
is conducted and controls. Institutions should also regularly perform tests and manmade. threat intelligence to design
exercises. to identf or control gaps i its cvber security realistic cenarios
Institutions should adopt a risk-based approach to threat assessment and Intelligence-led cyber resilience
testing. Institutions should set defined triggers, and minimun frequencies, testing (1-CRT) framework
for intelligence-led threat assessments to test cyber security processes. emphasizes using targeted
Intelligenceled threa |21 €ONtOLS.Insttutions should also regularly perform tests and Mechanisms exist to identify, assess, prioritize and document the threat nteligence to design
312 assessment and testing | °X6"01%6s: o identify vulnerabilities or control gaps in its cyber security Functional | Intersects With Threat Analysis THR-10 | potential impact(s) and likelihood(s) of applicable internal and external 5 realistic cyberattack scenarios
o conducted programs (for example, penetration testing and red teaming) using an onts. that guide red team testing of
intelligence-led approach. The scope and potential impacts of such testing critical business functions.
should be clearly defined by the institution with effective risk mitigation
controls applied the to manage any associ
inherent risks.
Institutions should establish processes to conduct regular vulnerability Not applicable
assessments of its technology assets, including but not limited to network
devices, systems and applications. Processes should articulate the
Vulnerabilities are | e9UENcY With which seans and are ' existto arisk to
3.1.3 identified, assessed and | "Stitutions should assess and rank relevant cyber vulnerabilities and Functional |Intersectsith| Sk Assessment RSK-04.2 |ensure coverage for organizational components relevant for secure, 5
threats according to the severity of the threat and risk exposure to Methodology
ranked " compliant and resilient operations.
technology assets using a standard risk measurement methodology. In
doing so, institutions should consider the potential cumulative impact of
vulnerabilities, irrespective of risk Level, that could present a high-risk
exnosure when combined.
Institutions should establish processes to conduct regular vulnerability Not applicable
assessments of its technology assets, including but not limited to network
devices, systems and applications. Processes should articulate the
Vanerabilities are | freauency with which scans and are
s1s dontifiod, assossad and | INEttutions should assess and rank relevant cyber vinerabilties and Functional. | ntersectsWith| Vutnerability Scanning | vPM-06 exist to detect and errors by R
ke threats according to the severity of the threat and risk exposure to foutine vulnerability scanning of systems and applications.
technology assets using a standard risk measurement methodology. In
doing so, institutions should consider the potential cumulative impact of
Vulnerabilities, irrespective of risk Level, that could present a high-risk
exnosure when combined.
Institutions should ensure that adequate controls are in place to identify, Guideline B-10 expects third
classify and protect structured and unstructured data based on their parties to adhere to data
identi if shouldi processes to protection standards and
perform periodic discovery scans to identify changes and deviations from maintain appropriate
a4 Data are identified, | established standards and controls to protect data from unauthorized Functional | intersectewith|  ata Protection bGH.or | Mechanisms exist to facilitate the implementation of data protection R measures, ensuring
classified and protected |access. controls. confidentiality and integrity of
shared information.
Integrity and Security Guideline
highlights protection
the data lifecvcle
Institutions should ensure that adequate controls are in place to identify, Guideline B-10 expects third
classify and protect structured and unstructured data based on their parties to adhere to data
identi if shouldi processes to protection standards and
perform periodic discovery scans to identify changes and deviations from maintain appropriate
established standards and controls to protect data from unauthorized measures, ensuring
access. confidentiality and integrity of
shared information.
Integrity and Security Guideline
highlights protection
existto d: and assets are in
314 Data are identified, Functional | Intersects With Data &Asset DCH-02 |accordance with applicable statutory, regulatory and contractual 5 \':;T:dg\:zt‘)—\teh:ede?:I;erzﬁ:
classified and protected Classification g
requirements. information from unauthorized
access that could compromise
data confidentiality, integrity,
and availability.
Guideline E-21 expects
institutions to ensure that data
related to critical operations is
accurate, complete, timely,
secure, and protected.
Institutions should ensure that adequate controls are in place to identify, Guideline B-10 expects third
classify and protect structured and unstructured data based on their parties to adhere to data
i ificati should i processes to protection standards and
perform periodic discovery scans to identify changes and deviations from maintain appropriate
established standards and controls to protect data from unauthorized measures, ensuring
access. confidentiality and integrity of
shared information.
Integrity and Security Guideline
highlights protection
— Periodic Scans for existto scan data sources for throughout the data lifecyole
314 clovaiiod and protoctod Functional  [Intersects With | ~ Sensitive / Regulated | DCH-06.3 |[sensitive and/or regulated data or data requiing special protection 5 including the need to protect
Data measures by statutory, regulatory or contractual obligations. information from unauthorized
access that could compromise
data confidentiality, integrity,
and availability.
Guideline E-21 expects
institutions to ensure that data
related to critical operations is
accurate, complete, timely,
secure, and protected.
should maintain Situational of the Notapplicable
external cyber threat landscape and its threat environment as it applies to
its technology assets. This could include participating in industry threat
intelligence and information sharing forums and subscribing to timely and
reputable threat information sources. Where feasible, institutions are
encouraged to provide timely exchange of threat intelligence to facilitate
prevention of cyber attacks, thereby contributing to its own cyber Mechanisms exist to establish contact with selected groups and
resilience and that of the broader financial sector. within the security, and resilience
communities to:
Continuous situational
) (1) Facilitate ongoing cybersecurity and data protection education and
315 awareness and Functional |Intersects With | COM@Cts With Groups & |y, o7 4 ining for organizational personnel; 5
information sharing are Associations ’
aimained (2) Maintain currency with recommended cybersecurity and data
practices, and and
(3) and/or data pi i lated
i including threats, andincidents,
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should maintain situational of the Not applicable
external cyber threat landscape and its threat environment as it applies to
its technology assets. This could include participating in industry threat Mechanisms exist to implement a threat inteligence program that
Continuous situational | intelligence and information sharing forums and subscribing to timely and
e oo e e Threat Intelligence includes a cross-organization information-sharing capability that can
315 reputable threat information sources. Where feasible, institutions are Functional Subset Of 8 THR-01  |influence the development of the system and security architectures, 10
information sharing are |encouraged to provide timely exchange of threat intelligence to facilitate Program
! ° selection of security solutions, monitoring, threat hunting, response
maintained prevention of cyber attacks, thereby contributing to its own cyber )
and recovery activities.
resilience and that of the broader financial sector.
should maintain situational of the Not applicable
external cyber threat landscape and its threat environment as it applies to
Continuous situational | technolo8y assets. This could include participating in industry threat Mechanisms exist to maintain situational awareness of vulnerabilities
intelligence and information sharing forums and subscribing to timely and
awareness and ) ; : and evolving threats by leveraging the knowledge of attacker tactics,
315 ) - ) reputable threat information sources. Where feasible, institutions are Functional | Intersects With | Threat Intelligence Feeds |  THR-03 d 5
information sharing are and tofacilitate the of
encouraged to provide timely exchange of threat intelligence to facilitate
maintained ° preventative and compensating controls.
prevention of cyber attacks, thereby contributing to its own cyber
resilience and that of the broader financial sector.
should maintain situational of the Not applicable
external cyber threat landscape and ts threat environment as it applies to
Gontinuous situational |1 technology assets. Ths could include participating in industry threat ) !
intelligence and information sharing forums and subscribing to timely and : Mechanisms exist to utilize external threat intelligence feeds to
awareness and Threat Intelligence
315 reputable threat information sources. Where feasible, institutions are Functional | Intersects With THR-03.1 |generate and disseminate organization-specific security alerts, 5
information sharing are 2 sible " Reporting
o aimained encouraged to provide timely exchange of threat intelligence to facilitate advisories and/or directives.
prevention of cyber attacks, thereby contributing to its own cyber
resilience and that of the broader financial sector.
Where feasible, institutions should maintain cyber threat models to Not applicable
identify cyber security threats directly facingits technology assets and
services. Threats should be assessed regularly to enhance the cyber
Threat modelling an | S%CUT1Y Program, capabilties and controls required to mitigate current Mechanisms exist to perform threat modelling and other secure design
316 hunting are conducte | 2N BMerEINE threats. institutions should use manual techniques to Functional |Intersects With|  Threat Modeling TDA-06.2 | techniques, to ensure that threats to software and solutions are 5
proactively identify and isolate threats which may not be detected by identified and accounted for.
automated tools (for example, threat hunting).
Where feasible, institutions should maintain cyber threat models to Not applicable
identify cyber security threats directly facingits technology assets and
Threat modelling and | SETVICES: Threats should be assessed regularly o enhance the cyber Mechanisms exist to develop and keep current a catalog of applicable
316 o oy |security program, capabilities and controls reqired to mitigate current Functional |IntersectsWith|  Threat Catalog THR-09  |internal and external threats to the organization, both natural and 5
unting are conducte
® and emerging threats. hould use manual to manmade.
proactively identify and isolate threats which may not be detected by
tools (for example. threat hunting).
Where feasible, institutions should maintain cyber threat models to Not applicable
identify cyber security threats directly facingits technology assets and
Threat modelling and | SETVICES: Threats should be assessed regularly o enhance the cyber Mechanisms exist to identify, assess, prioritize and document the
316 o oy |security program, capabilities and controls reqired to mitigate current Functional |IntersectsWith|  Threat Analysis THR-10 | potentialimpact(s) and likelihood(s) of applicable internal and external 5
unting are conducte
e and emerging threats. hould use manual to threats.
proactively identify and isolate threats which may not be detected by
tools (for example. threat huntine).
Institutions should enable and encourage its employees, customers and Not applicable
third parties to report suspicious cyber activity, recognizing the role that
. Security, Compliance & : ’ ; )
Cyber awarenessis | 22" ¢an Ptay in preventing cyber attacks. Institutions should create . Comp Mechanisms exist to facilitate the implementation of security
317 awareness of cyber attack scenarios directly targeting employees, Functional | Subset Of Resilience-Minded SAT-01 10
promoted and tested workforce development and awareness controls.
and relevant third parties. In addition, the institution should Workforce
regularly test its employees to assess their awareness of cyber threats and
the of their reporting processes and tools.
Institutions should enable and encourage its employees, customers and Not applicable
third parties to report suspicious cyber activity, recognizing the role that Mechanisms exist to periodically review security workforce
each can play in preventing cyber attacks. Institutions should create development and awareness training to account for changes to:
a7 Cyberawarenessis  |awareness of cyber attack scenarios directly targeting employees, Functional | intersacts witn| MéintainingWorktorce | (1) Organizational policies, standards and procedures; R
promoted and tested | customers and relevant third parties. In addition, the institution should Development Relevancy (2) Assigned roles and responsibilities;
regularly test its employees to assess their awareness of cyber threats and (3) Relevant threats and risks; and
the effectiveness of their reporting processes and tools. (4) Technological developments.
Institutions should enable and encourage its employees, customers and Not applicable
third parties to report suspicious cyber activity, recognizing the role that
S eachcan pla;/ |nbpvevimlr;g cybev‘aanz(?ks,[l(\s:nulllu‘ns shoutld create Security, Gompliance & axistto provide al and
317 v awareness of cyber attack scenarios directly targating employees, Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
promoted and tested | customers and relevant third parties. In addition, the institution should ’ - -
‘ ‘ Training and training that is relevant for their job function.
regularly test its employees to assess their awareness of cyber threats and
the effectiveness of their reporting processes and tools.
Institutions should enable and encourage its employees, customers and Not applicable
third parties to report suspicious cyber activity, recognizing the role that
each can play in preventing cyber attacks. Institutions should create
a7 Cyberawarenessis  |awareness of cyber attack scenarios directly targeting employees, Functional | Intersects wih | Smuated CyberAtiack | <o |Mechanisms exist o nclude simulated actual cyber-attacks through R
promoted and tested | customers and relevant third parties. In addition, the institution should Scenario Training practical exercises that are aligned with current threat scenarios.
regularly test its employees to assess their awareness of cyber threats and
the effectiveness of their reporting processes and tools.
Institutions should maintain, and report on, a current and comprehensive Not applicable
Cyb:’ SE::"‘V "f'f "’:"“’isz'“‘l“a‘e ?‘:?’s‘gh: a""t"’":w fe‘: o Mechanisms exist to facilitate the implementation of strategic,
Cyberisk profile s |0 e B O Risk Management and tactical risk controls that are aligned
318 monitored and reported | °°% :“ . 5(:“"“5' h l°°ls an - Functional | Subset Of o & RSK-01 | wit 10
rogram
on nstitutions should also ensure that processes and tools exist to measure, © (1) The organization's Enterprise Risk Management (ERM); and
monitor and aggregate residual risks.
(2) Industry risk practices.
Institutions should maintain, and report on, a current and comprehensive Mechanisms exist to identify: Not applicable
Gyberriskproflots _|CYPS" Security isk profile to faclitate oversight and timely decision- (1) Assumptions affecting risk assessments, risk response and risk
. dsting i i ‘monitoring;
3.1.8 monitored and reported | T2KINg The profile should draw on existing internal and externalrisk Functional  |Intersects With Risk Framing RSK-01.1 |menitoring; . . 5
on and sources, tools and (2) Constraints affecting risk assessments, risk response and risk
Institutions should also ensure that processes and tools exist to measure, monitoring;
monitor and aggregate residual risks. @) The risk tolerance: and
Institutions should maintain, and report on, a current and comprehensive Not applicable
cyber security risk profile to facilitate oversight and timely decision-
- making. The profile should draw on existing internal and external risk
Ovberisk profileis d tools and i Mechani tto def tional risk tol th fied
proce: lechanisms exist to define organizational risk tolerance, the specifie
318 monitored and reported an sources, ools an Functional | Intersects With Risk Tolerance RSK-01.3 E P 5
o Institutions should also ensure that processes and tools exist to measure, range of acceptable results.
monitor and aggregate residual risks.
Institutions should maintain, and report on, a current and comprehensive Not applicable
Cuberriskpratieis |0 o om vt et and et Mochanisms xist o defin organizationa sk hroshold, the evel of
making. The pr raw on existing internal and extern
318 monitored and reported | ™2 <"8- The profile should draw on existing internal and external risk Functional | Intersects With Risk Threshold RSK-01.4 |risk exposure above which risks are addressed and below which risks 5
and sources, processes, tools and
on may be accepted.
Institutions should also ensure that processes and tools exist to measure,
monitor and ageregate residual risks.
Institutions should maintain, and report on, a current and comprehensive Not applicable
T ity k profile to facilitats rsight and timely n-
Cyberrisk profile is °"°: se::” v "TL P : ! eld‘; actlita ef"'(e Sig . @ °L ! :y fec ILO' . Mechanisms exist to define organizational risk appetite, the degree of
making. The profile should draw on existing internal and externa ris
318 monitored and reported g The p e Functional | Intersects With Risk Appetite RSK-01.5 |uncertainty the organization is willing to accept in anticipation of a 5

on

and sources, tools and
Institutions should also ensure that processes and tools exist to measure,

monitor and aggregate residual risks.

reward.
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should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
With a view to strengthen reliance on preventive versus detective controls.
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design stage. to micro-services and
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Mechanisms exist to compel data and/or process owners to
operationalize security, compliance and resilience practices for
Technology Assets, Applications, Services and/or Data (TAASD) under
their control.

pdf

Strength of
Relationship

Notes.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to and applicati i
interfaces developed by the institution.

Functional

Intersects With

Select Controls

GOV-15.1

Mechanisms exist to compel data and/or process owners to select
required security, compliance and resilience controls for Technology
Assets, Applications, Services and/or Data (TAASD) under their control.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to and applicati i
interfaces developed by the institution.

Functional

Intersects With

Implement Controls

GOV-15.2

Mechanisms exist to compel data and/or process owners to implement
required security, compliance and resilience controls for Technology
Assets, Applications, Services and/or Data (TAASD) under their control.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to and applicati i
interfaces developed by the institution.

Functional

Intersects With

Assess Controls

GOV-15.3

Mechanisms exist to compel data and/or process owners to assess if
required security, compliance and resilience controls for Technology
Assets, Applications, Services and/or Data (TAASD) under their control
are:

(1) Implemented correctly; and

(2) Operating as intended.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to and applicati i
interfaces developed by the institution.

Functional

Intersects With

Authorize Technology
Assets, Applicati

Mechanisms exist to compel data and/or process owners to obtain

and/or Services (TAAS)

GOV-15.4

for the use of each Asset,
Application and/or Service (TAAS) under their control.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to applications, micro-services and application programming
interfaces developed by the institution.

Functional

Intersects With

Monitor Controls

GOV-15.5

Mechanisms exist to compel data and/or process owners to monitor
Technology Assets, Applications, Services and/or Data (TAASD) under
their control on an ongoing basis for applicable threats and risks, as
well as to ensure security, compliance and resilience controls are
operating as intended.

Not applicable

Secure-by-design
practices are adopted

should adopt by-design practices to safeguard its
technology assets. Security defence controls should aim to be preventive,
where feasible, and institutions should regularly review security use cases
with a view to strengthen reliance on preventive versus detective controls.
Standard security controls should be applied end-to-end, starting at the
design stage, to applications, micro-services and application programming
interfaces developed by the institution.

Functional

Subset Of

Secure Engineering
Principles

SEA-01

Mechanisms exist to facilitate the implementation of industry-

recognized security, compliance and resilience practices in the
design, and

of Technology Assets, Applications and/or Services (TAAS).

Not applicable

Strong and secure
cryptographic
technologies are
employed

Institutions should implement and maintain strong cryptographic

to protect the and integrity of its
technology assets. This includes controls for the protection of encryption
keys from unauthorised access, usage and disclosure throughout the

key life cycle. should regularly
assess its cryptography standard and technologies to remain effective
against current and emerging threats.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted
cryptographic technologies.

Not applicable

Strong and secure
cryptographic
technologies are
employed

Institutions should implement and maintain strong cryptographic

to protect the and integrity of its
technology assets. This includes controls for the protection of encryption
keys from unauthorised access, usage and disclosure throughout the

key life cycle. should regularly
assess its cryptography standard and technologies to remain effective
against current and emerging threats.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

exist to facilitate ic key controls

o protect the confidentiality, integrity and availability of keys.

Not applicable

Enhanced controls and
functionality are applied
to protect critical and
external-facing
technology assets

Institutions should employ enhanced controls and functionality to rapidly
contain cyber security threats, defend its critical technology assets and
remain resilient against cyber attacks by considering the following:

« identifying cyber security controls required to secure its critical
technology assets

« designing application controls to contain and limit the impact of a cyber
attack

Functional

Subset Of

Risk Remediation

RSK-06

Mechanisms exist to remediate risks to an acceptable level.

Not applicable

Enhanced controls and
functionality are applied
to protect critical and
external-facing
technology assets

Institutions should employ enhanced controls and functionality to rapidly
contain cyber security threats, defend its critical technology assets and
remain resilient against cyber attacks by considering the following:

« identifying cyber security controls required to secure its critical
technology assets

« designing application controls to contain and limit the impact of a cyber
attack

« implementing, monitoring and reviewing appropriate security standards,
configuration baselines and security hardening requirements

« deploying additional layers of security controls, as appropriate, to defend
against cyber attacks (for example, volumetric, low/slow network and
application business logic attacks)

Functional

Intersects With

Compensating
Countermeasures

RSK-06.2

Mechanisms exist to identify and implement compensating
countermeasures to reduce risk and exposure to threats.

Not applicable

Enhanced controls and
functionality are applied
to protect critical and
external-facing
technology assets

Institutions should employ enhanced controls and functionality to rapidly
contain cyber security threats, defend its critical technology assets and
remain resilient against cyber attacks by considering the following:

« identifying cyber security controls required to secure its critical
technology assets

« designing application controls to contain and limit the impact of a cyber
attack

« implementing, monitoring and reviewing appropriate security standards,
configuration baselines and security hardening requirements

« deploying additional layers of security controls, as appropriate, to defend
against cyber attacks (for example, volumetric, low/slow network and
application business logic attacks)

Functional

Intersects With

Risk Treatment Plan
(RTP)

RSK-06.4

Mechanisms exist to formalize a Risk Treatment Plan (RTP) that
applicable stakeholders will utilize to remediate identified risks
according to a defined timeline.

Not applicable

Cyber security controls
are layered

Institutions should implement and maintain multiple layers of cyber
security controls and defend against cyber security threats at every stage
of the attack life cycle (for example, from reconnaissance and initial
access to executing on objectives). Institutions should also ensure
resilience against current and emerging cyber threats by maintaining
defence controls and tools. This includes ensuring continuous operational

of controls by false positives. Where feasible,
institutions should:

« protect networks, including external-facing services, from threats by
minimizing its attack surface

« define authorized logical network zones and apply controls to segregate
and limit, or block access and traffic to and from network zones

« leverage a combination of allow/deny lists, including file integrity checks

(for examnla file and indicators of in

Functional

Subset Of

Network Security
Controls (NSC)

NET-01

Mechanisms exist to develop, govern & update procedures to facilitate
the implementation of Network Security Controls (NSC).

Not applicable
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Institutions should implement and maintain multiple layers of cyber Not applicable

security controls and defend against cyber security threats at every stage

of the attack life cycle (for example, from reconnaissance and initial

access to executing on objectives). Institutions should also ensure

resilience against current and emerging cyber threats by maintaining

defence controls and tools. This includes ensuring continuous operational
of controls by minimizing false positives. Where feasible,

institutions should:

« protect networks, including external-facing services, from threats by Mechanisms exist to implement security functions as a layered

Cyber security controls | minimizing its attack surface Functional | Intersects with|  L@vered Network NET.gp |Structure that minimizes interactions between layers of the design and

are layered « define authorized logical network zones and apply controls to segregate Defenses avoids any dependence by lower layers on the functionality or

and limit, or block access and traffic to and from network zones correctness of higher layers.

« leverage a combination of allow/deny lists, including file integrity checks

(for example, file hash/signature) and indicators of compromise, in

addition to advanced behaviour-based protection capabilities that are

continuously updated

« apply defence controls and capabilities for intrusion prevention and

detection on its network perimeter in addition to controls for data loss,

malware and viruses

Institutions should implement and maintain multiple layers of cyber Not applicable
security controls and defend against cyber security threats at every stage
of the attack life cycle (for example, from reconnaissance and initial
access to executing on objectives). Institutions should also ensure
resilience against current and emerging cyber threats by maintaining
defence controls and tools. This includes ensuring continuous operational
of controls by mini false positives. Where feasible,

institutions should:
« protect networks, including external-facing services, from threats by
Cyber security controls | minimizing its attack surface

are layered « define authorized logical network zones and apply controls to segregate
and limit, or block access and traffic to and from network zones
« leverage a combination of allow/deny lists, including file integrity checks
(for example, file hash/signature) and indicators of compromise, in
addition to advanced behaviour-based protection capabilities that are
continuously updated
« apply defence controls and capabilities for intrusion prevention and
detection on its network perimeter in addition to controls for data loss,
malware and viruses

Data Flow - existto and govern Access Control Lists
Functional | Intersects With |  Access Control Lists NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized.

Institutions should implement and maintain multiple layers of cyber Not applicable
security controls and defend against cyber security threats at every stage
of the attack life cycle (for example, from reconnaissance and initial
access to executing on objectives). Institutions should also ensure
resilience against current and emerging cyber threats by maintaining
defence controls and tools. This includes ensuring continuous operational
effectiveness of controls by minimizing false positives. Where feasible,
institutions should:
« protect networks, including external-facing services, from threats by
Cyber security controls | minimizing its attack surface

are layered « define authorized logical network zones and apply controls to segregate
and limit, or block access and traffic to and from network zones
« leverage a combination of allow/deny lists, including file integrity checks
(for example, file hash/signature) and indicators of compromise, in
addition to advanced behaviour-based protection capabilities that are
continuously updated
« apply defence controls and capabilities for intrusion prevention and
detection on its network perimeter in addition to controls for data loss,
malware and viruses

Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
Functional |Intersects With | Detection/Prevention | NET-08 [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5
Systems (NIDS / NIPS) network.

Starting with clear il i of its data, instituti should Guideline B-10 expects
design and implement risk-based controls for the protection of its data institutions to ensure third
throughout its life cycle. This includes data loss prevention capabilities parties adhere to the
and controls for data at rest, data in transit and data in use. institution's standards or
recognized industry standards,
especially in access
management and data security.
Guideline E-21 highlights the
Da;;’:::g‘"“’; 33:5** date & Assat Mechanisms exist to ensure data and assets are categorized in 2:::::;:‘:3; Ei‘y“:iiifﬁy
Functional |Intersects With . DCH-02 |accordance with applicable statutory, regulatory and contractual 5

controls are Classification requirements. through strong governance,

implemented reliable infrastructure, and staff

To ensure security vulnerabilities are well managed, institutions should: Not applicable
« maintain capabilities to ensure timely risk-based patching of
vulnerabilities, in vendor software and internal applications, that considers
the severity of the threat and vulnerability of the exposed systems

« apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines

. trols as needed to mitigate risks
when remediation options are not available (for example, “zero-day” Functional | Intersects With
attacks)

« regularly monitor and report on patching status and vulnerability
remediation against defined timelines, including any backlog and
exceptions

Security vulnerabilities
are remediated

Compensating RSK-06.2 | Mechanisms exist toidentify and implement compensating
Countermeasures " |countermeasures to reduce risk and exposure to threats.

To ensure security vulnerabilities are well managed, institutions should: Not applicable
« maintain capabilities to ensure timely risk-based patching of

in vendor software and internal that considers
the severity of the threat and vulnerability of the exposed systems
« apply patches at the earliest opportunity, commensurate with risk and in
uri jties | 2CCOrdance with established timelines Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring of

326 . trols as needed to mitigate risks| ~ Functional Subset Of Management Program VPM-01
are remediated vulnerability management controls.

when remediation options are not available (for example, “zero-day” (VPMP)
attacks)

« regularly monitor and report on patching status and vulnerability
remediation against defined timelines, including any backlog and
exceptions

To ensure security vulnerabilities are well managed, institutions should: Not applicable
« maintain capabilities to ensure timely risk-based patching of
in vendor soft nd internal that considers
the severity of the threat and vulnerability of the exposed systems
« apply patches at the earliest opportunity, commensurate with risk and in
. accordance with established timelines ; " .
326 ecuri : s noeded o mitigate isks| Functional | Inersects Wit Vulnerability VPM02 exist to ensure that are properly identified,
are remediated i > . Remediation Process tracked and remediated.
when remediation options are not available (for example, “zero-day”
attacks)
« regularly monitor and report on patching status and vulnerability
remediation against defined timelines, including any backlog and
exceptions
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Security vulnerabilities
are remediated

To ensure security vulnerabilities are well managed, institutions should:

« maintain capabilities to ensure timely risk-based patching of
vulnerabilities, in vendor software and internal applications, that considers
the severity of the threat and vulnerability of the exposed systems

« apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines

« implement compensating controls as needed to sufficiently mitigate risks
when remediation options are not available (for example, “zero-day”
attacks)

« regularly monitor and report on patching status and vulnerability
remediation against defined timelines, including any backlog and
exceptions

Functional

Intersects With

Software & Firmware
Patching

VPM-05

Mechanisms exist to conduct software patching for all deployed
Technology Assets, Applications and/or Services (TAAS), including
firmware.

Not applicable

To ensure security vulnerabilities are well managed, institutions should:

« maintain capabilities to ensure timely risk-based patching of
vulnerabilities, in vendor software and internal applications, that considers
the severity of the threat and vulnerability of the exposed systems

« apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines

are remediated

. ing controls as needed to sufficiently mitigate risks
when remediation options are not available (for example, “zero-day”
attacks)

« regularly monitor and report on patching status and vulnerability
remediation against defined timelines, including any backlog and
exceptions

Functional

Intersects With

Centralized Management
of Flaw Remediation
Processes

VPM-05.1

existto y the flaw process.

Not applicable

Identity and access

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and ining strong complex to

employee, customer and third-party access to technology assets

controls
are implemented

MFAacross g channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

« logging and monitoring account activity as part of continuous security
monitoring

« ensuring system and service accounts are securely authenticated,

managed and monitored to detect usage

Functional

Intersects With

Personnel Screening

HRS-04

Mechanisms exist to manage personnel security risk by screening

prior to access.

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.

Identity and access
management controls
are implemented

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and strong complex to

employee, customer and third-party access to technology assets

« implementing MFA across external-facing channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

« logging and monitoring account activity as part of continuous security
monitoring

« ensuring system and service accounts are securely authenticated,
managed and monitored to detect unauthorized usage

« performing appropriate background checks (where feasible) on persons
granted access to the institution’s systems or data, commensurate with
the criticality and classification of the technology assets

Functional

Subset Of

Identity & Access
Management (1AM)

1AC-01

Mechanisms exist to facilitate the implementation of identification and
access management controls.

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.

Identity and access
management controls
are implemented

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and strong complex to

employee, customer and third-party access to technology assets

« implementing MFA across external-facing channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

« logging and monitoring account activity as part of continuous security
monitoring

« ensuring system and service accounts are securely authenticated,
managed and monitored to detect unauthorized usage

« performing appropriate background checks (where feasible) on persons
granted access to the institution’s systems or data, commensurate with
the criticality and classification of the technology assets

Functional

Intersects With

Authenticate, Authorize
and Audit (AAA)

IAC-01.2

Mechanisms exist to strictly govern the use of Authenticate, Authorize
and Audit (AAA) solutions, both on-premises and those hosted by an
External Service Provider (ESP).

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.

Identity and access
management controls
are implemented

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and strong complex to

employee, customer and third-party access to technology assets

« implementing MFA across external-facing channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

« logging and monitoring account activity as part of continuous security
monitoring

« ensuring system and service accounts are securely authenticated,
managed and monitored to detect unauthorized usage

« performing appropriate background checks (where feasible) on persons
granted access to the institution’s systems or data, commensurate with
the criticality and classification of the technology assets

Functional

Intersects With

Multi-Factor
Authentication (MFA)

IAC-06

Automated mechanisms exist to enforce Multi-Factor Authentication
(MFA) for:

(1) Remote network access;

(2) Third-party Technology Assets, Applications and/or Services (TAAS);
and/ or

(3) Non-console access to critical TAAS that store, transmit and/or
process sensitive and/or regulated data.

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.

Identity and access
management controls
are implemented

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and strong complex to

employee, customer and third-party access to technology assets

« implementing MFA across external-facing channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

« logging and monitoring account activity as part of continuous security
monitoring

« ensuring system and service accounts are securely authenticated,
managed and monitored to detect unauthorized usage

+ performing appropriate background checks (where feasible) on persons
granted access to the institution’s systems or data, commensurate with
the criticality and classification of the technology assets

Functional

Intersects With

Privileged Account
Management (PAM)

IAC-16

Mechanisms exist to restrict and control privileged access rights for
users and Technology Assets, Applications and/or Services (TAAS).

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.
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Identity and access

Institutions should implement risk-based identity and access controls,
including multi-factor authentication (MFA) and privileged access
management. Where feasible, institutions should consider:

« enforcing the principles of least privilege, conducting regular attestation
of access and strong complex to

employee, customer and third-party access to technology assets

« implementing MFA across external-facing channels and privileged
accounts (for example, customers, employees, and third parties)

« managing privileged account credentials using a secure vault

Mechanisms exist to generate, monitor, correlate and respond to alerts

Guideline B-10 expects
institutions to ensure third
parties adhere to the
institution's standards or
recognized industry standards,
especially in access
management and data security.

327 management controls Functional | Intersects With | System Generated Alerts | MON-01.4 |from physical, cybersecurity, data protection and supply chain 5
areimplemented logging and monitoring account activity as part of continuous security activities to achieve integrated situational awareness.
monitoring
« ensuring system and service accounts are securely authenticated,
managed and monitored to detect unauthorized usage
« performing appropriate background checks (where feasible) on persons
granted access to the institution’s systems or data, commensurate with
the criticality and classification of the technology assets
Institutions should implement approved, risk-based security configuration Not applicable
baselines for technology assets and security defence tools, including those
provided by third parties. Where possible, security configuration baselines
for different defence layers should disable settings and access by default.
Institutions should define and implement processes to manage
configuration deviations.
Security configuration Mechanisms exist to develop, document and maintain secure baseline
428 baselines are enforced Functional | intersectewatn|  Secure Basetine cro0 for Assets, and/or Services s
and deviations are Configurations (TAAS) that are consistent with industry-accepted system hardening
managed standards.
Institutions should implement approved, risk-based security configuration Not applicable
Security configuration | baselines for technology assets and security defence tools, including those
228 baselines are enforced | provided by third parties. Where possible, securiy configuration baselines | o | Approved © CFo02.7 exist to document, assess risk and approve or deny s
and deviations are | for different defence layers should disable settings and access by default. Deviations to
managed Institutions should define and implement processes to manage
deviation:
Where feasible, static and/or dynamic scanning and testing capabilities Mechanisms exist to require system developers/integrators consult Not applicable
should be used to ensure new, and/or changes to existing, systems and with security, compliance and/or resilience personnel to:
Application scanning and s to rels b to th Security, Compliance & (1) Create :r,\d mplement a Securty Testing and Evauation (ST8E)
3.2.9 testing capabilities are are assessedfor priortorelease into the Functional Subset Of Resilience Testing TDA-09 P Y 2 10
e production environment. Security controls should also be implemented to = plan, or similar capability;
plov maintain security when development and operations practices are @ averifiable flaw process to correct
d throuch a and biveline (see and identified during the control testing and
Where feasible, static and/or dynamic scanning and testing capabilities Not applicable
should be used to ensure new, and/or changes to existing, systems and
scanning and| PPV are assessed for prior to release into the exist to require the of Assets,
o 2 Applications and/or Services (TAAS) to employ dynamic code analysis
329 testing capabilities are | Production environment. Security controls should also be implementedto | ¢ ional | intersects With| Dynamic Code Analysis | TDA-09.3 | PP! (TAAS) ploy dy v 5
employed maintain security when development and operations practices are tools to identify and remediate common flaws and document the
througha and pipeline (see results of the analysis.
paragraph 2.4.2).
should define and physical access Integrity and Security Guideline
controls and processes to protect network infrastructure and other highlights protection against
Physical access controls assets from access and hazards. Prysical & axist o facilitate the operation of physical and malicious or unintentional
3210 and processes are Functional | Subsetof | PES-01 : P Py 10 external or internal threats,
Protections environmental protection controls. .
applied including threats to physical
premises and technology
assets.
should define and i physical access Integrity and Security Guideline
controls and processes to protect network infrastructure and other " y highlights protection against
P P Mechanisms exist to document a Physical Security Plan (PSP), or ghtights protection ag
Physical access controls assets from access and hazards. b malicious or unintentional
) Physical Security Plan similar document, to summarize the implemented security controls to
3.2.10 and processes are Functional | Intersects With PES-01.1 " 5 external or internal threats,
(PSP) protect physical access to technology assets, as well as applicable !
applied 3 including threats to physical
risks and threats.
premises and technology
assets.
should define and i physical access Integrity and Security Guideline
controls and processes to protect network infrastructure and other Physical accass control mechanisms exist to maintain a currentlst of nighlights protection against
Physical access controls assets from access and hazards. . malicious or unintentional
) Physical Access personnel with authorized access to organizational facilities (except for
3.2.10 and processes are Functional | Intersects With 8 PES-02 "  aceess " ° 5 external or internal threats,
Authorizations those areas within the facility officially designated as publicly :
applied ; including threats to physical
accessible).
premises and technology
assets.
should define and i physical access Integrity and Security Guideline
controls and processes to protect network infrastructure and other highlights protection against
Physical access controls assets from access and hazards. ! . : malicious or unintentional
) Role-Based Physical Physical access control mechanisms exist to authorize physical access
3.2.10 and processes are Functional | Intersects With PES-02.1 - ° o 5 external or internal threats,
Access to facilities based on the position or role of the individual. :
applied including threats to physical
premises and technology
assets.
should ensure security logging for Not applicable
assets and different layers of defence tools. Central tools for aggregating,
Continuous, centralized ’ i i ly L
inuou: i correlating and managing secun(yveve‘n( logs should enable timely log ) Mechanisms exist to facilitate the implementation of enterprise-wide
331 securty logging o |access during.a cyber ovent investigation. For any significant cyberthreat | Functional | SubsstOf | Continuous Monitoring | MON-01 | “PRPEERE L 10
support investigations | or incident, the institution’s forensic investigation should not be limited or
delayed by disaggregated, inaccessible or missing critical security event
logs. shouldi minimum security log retention
Institutions should ensure continuous security logging for technology Not applicable
assets and different layers of defence tools. Central tools for aggregating,
correlating and managing security event logs should enable timely log
Continuous, centralized | 26C6SS during a cyber event investigation. For any significant cyber threat Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
orincident, the institution’s forensic investigation should not be limited or ) Automated Tools for Real - )
331 security logging to ° ation she Functional | Intersects With : MON-01.2 |or similar automated tool, to support near real-time analysis and 5
" | delayed by disaggregated, inaccessible or missing critical security event Time Analysis ors "
support investigations ¢ incident escalation.
logs. Institutions should implement minimum security Lo retention
periods and maintain cyber security event logs to facilitate a thorough and
unimpeded forensic investigation of cyber security events.
Institutions should ensure continuous security logging for technology Not applicable
assets and different layers of defence tools. Central tools for aggregating,
correlating and managing security event logs should enable timely log
Continuous, centralized | 26638 during a cyber event investigation. For any significant cyber threat Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
orincident, the institution’s forensic investigation should not be limited or ) Centralized Collection of
331 security logging to ° ation she Functional | Intersects With ’ MON-02 o r automated tool, to support the centralized collection of 5
" | delayed by disaggregated, inaccessible or missing critical security event Security Event Logs "
support investigations 5 security-related event logs.
logs. Institutions should implement minimum security Lo retention
periods and maintain cyber security event logs to facilitate a thorough and
unimpeded forensic investigation of cyber security events.
Institutions should ensure continuous security logging for technology Not applicable
assets and different layers of defence tools. Central tools for aggregating,
correlating and managing security event logs should enable timely log
Continuous, centralized |36CESS dUringa cyber event investigation. For any significant oyber threat Mechanisms exist to retain event logs for a time period consistent with
g ’s f records retention requirements to provide support for after-the-fact
331 security logging to |7 I1dent, the institution’s forensic investigation should notbe imited or | ¢ o fyierceccwin|  event Log Retention | Mon-1o | 4 quiren p pp s
supportinvestigations | 9°12Ved by disagaregated, inaccessiblo or missing critical security ovent investigations of security incidents and to meet statutory, regulatory
logs. Institutions should implement minimum security Lo retention and contractual retention requirements.
periods and maintain cyber security event logs to facilitate a thorough and
unimpeded forensic investigation of cyber security events.
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Institutions should maintain security information and event management Mechanisms exist to implement Extended Detection & Response (XDR) Not applicable
capabilities to ensure continuous detection and alerting of malicious and
¢ technologies to correlate data and respond to threats across multiple
unauthorized user and system activity. Where feasible, advanced : o
security layers, including:
behaviour-based detection and prevention methods should be used to
Malicious and detect d entity behavi \ d ing external and Extended Detection & (1) Endpoints;
332 unauthorized activity is | 9°teCt USer and entity behaviour anomalies, and emerging external an Functional | Intersects With END-06.8 |(2) On-premises networks; 5
internal threats. The Latest threat intelligence and indicators of Response (XDR)
detected ! ) s o (3) Cloud-based networks;
compromise should be used to continuously enhance institution °
o) (4) Electronic communications;
monitoring tools. (5) Applications; and
(6) Services.
Institutions should maintain security information and event management Not applicable
capabilities to ensure continuous detection and alerting of malicious and
unauthorized user and system activity. Where feasible, advanced
Malicious and behaviour-based detection and prevention methods should be used to Centralized Coliection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
332 unauthorized activity is | detect user and entity behaviour anomalies, and emerging external and Functional | Intersects with | (/% BE 0 PR | MON-02 - or simitar automated tool, o support the centralized collection of 5
detected internal threats. The latest threat intelligence and indicators of security-related event logs.
compromise should be used to continuously enhance institution
monitoring tools.
Institutions should maintain security information and event management Not applicable
capabilities to ensure continuous detection and alerting of malicious and
Maticious and unauthorized user and system activity. Where feasible, advanced
° ) behaviour-based detection and prevention methods should be used to Monitoring for Indicators Automated mechanisms exist to identify and alert on Indicators of
33.2 unauthorized activity is Functional | Intersects With MON-11.3 5
detocted detect user and entity behaviour anomalies, and emerging external and of Compromise (10C) Compromise (1oC).
internal threats. The latest threat intelligence and indicators of
compromise should be used to continuously enhance institution
tools.
Institutions should maintain security information and event management Not applicable
capabilities to ensure continuous detection and alerting of malicious and
Maticious and unauthorized user and system activity. Where feasible, advanced Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
jour- i and/or User Activity Monitoring (UAM) solutions to detect and respond
332 unauthorized activity is | 2°"12Viour-based detection and prevention methods should be used to Functional |Intersects With| ~Anomalous Behavior MON-16 Y g (UAM) P! 5
detocted detect user and entity behaviour anomalies, and emerging external and o anomalous behavior that could indicate account compromise or
internal threats. The latest threat intelligence and indicators of other malicious activities.
compromise should be used to continuously enhance institution
tools.
Institutions should maintain security information and event management Not applicable
capabilities to ensure continuous detection and alerting of malicious and
Malicious and :”f‘”"_“’"z"‘b" ”5:";;“’ i?’s“"'“:c"""y'tw"e"" :‘"Z‘mi E“LE;‘“" - Security O exist to utilize Security Orchestration, Automation and
332 unauthorized activity is | 2¢"2Viour-based detection and prevention methods shoulld be used to Functional |Intersects With Automation, and OPS-06  |Response (SOAR) tools to define, prioritize and automate the response 3
detect user and entity behaviour anomalies, and emerging external and
detected mer Response (SOAR) to security incidents.
internal threats. The latest threat intelligence and indicators of
compromise should be used to continuously enhance institution
Institutions should define roles and responsibilities to allow for the triage Not applicable
of high-risk cyber security alerts to rapidly contain and mitigate significant
cyber threat events before they result in a material security incident or an
yber security alorts are e, Mechanisms exist to review event logs on an ongoing basis and
333 v N yd operational disruption. Functional Subset Of | Security Event Monitoring| MON-01.8 [escalate incidents in accordance with established timelines and 10
riage
© procedures.
Incident response | POMain 2 S6tS out the foundational expectations for nsttutions' incident Mechanisms exist to cover: Guideline B-10 expects
and problem management capabilities. Institutions should ensure the 1) Preparation; institutions to have processes
3.4 capabilities are o 8 “ Functional Subset Of Incident Handling Ro-02  |{1)Prep § . . 10 o
intograted and alignea | 287Nt and integration between their cyber security, technology, crisis (2) Automated event detection or manualincident report intake; in place to manage incidents
and brotocols. This should include (3) Analysis: from third-party services.
Institutions should clearly define and implement a cyber incident Technology and Cyber Security
taxonomy. This taxonomy should include specific cyber and information Incident Reporting advisory
security incident classification, such as severity, category, type and root expects institutions to define
cause. It should be designed to support the institution in responding to, priority and severity levels in
managing and reporting on cyber security incidents. their incident management
) ) Mechanisms exist to identify classes of incidents and actions to take to framework and mandates
Cyberincident taxonomy Incident Classification & : ) o :
342 Functional | Subset Of : IRO-02.4 |ensure the continuation of organizational missions and business 10 reporting incidents to OSFI
is defined Prioritization : !
functions. within 24 hours, or sooner if
possible.
Institutions should maintain a cyber security incident management Not applicable
process and playbooks to enable timely and effective management of
cyber security incidents.
Cyber security incident Mechanisms exist to implement and govern processes and
) Incident Response o
343 management process Functional | Subset Of oo 1RO-01 tofacilitate an de resp pabil 10
and tools are maintained P for cybersecurity and data protection-related incidents.
Timely response, | Institutions should establish rincident response team with tool: . ] Not applicabl
vresp o sd utions should ei T: sha cybe inc deb es‘:° se_:la d°° © Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT ot applicable
an available ona asis to rapidly respond, . ' : :
3.4.4 a " pidly resp Functional Subset Of | Incident Response Team |  IRO-07  [and business function representatives that are capable of addressing 10
recovery capabilities are |contain and recover from cyber security events and incidents that could ; )
‘ om eybe (ISIRT) cybersecurity and data protection incident response operations.
materially impact the institution’s assets, t and other.
| Institutions should conduct a forensic investigation for incidents where Technology and Cyber Security
Forensic investigations 5 ) . - )
and root couse analyefe.|{ECTOI0EY assets may have been materialy exposed. For hgh-severity Chainof Gustody & Mechanisms exist to perform digital forensics and maintain the Incident Reporting advisory
345 o condustod, oy |incidents, the institution should conduct a detailed post-incident Functional | Intersects With Forencics IRO-08 |integrity of the chain of custody, in accordance with applicable laws, 8 expects continuous updates
necossory assessment of direct and indirect impacts (financial and/or non-financial), regulations and industry-recognized secure practices. during incident management. It
including a root cause analysis to identify actions. address the also expects institutions to
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