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P1-4.1 Accountability
An organization is responsible for personal information under its control 
and shall designate an individual or individuals who are accountable for 
the organization’s compliance with the following principles.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5

P1-4.1 Accountability

An organization is responsible for personal information under its control 
and shall designate an individual or individuals who are accountable for 
the organization’s compliance with the following principles. Functional Intersects With

Chief Privacy Officer 
(CPO)

PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

5

P1-4.1.1 Accountability

Accountability for the organization’s compliance with the principles rests 
with the designated individual(s), even though other individuals within the 
organization may be responsible for the day-to-day collection and 
processing of personal information. In addition, other individuals within the 
organization may be delegated to act on behalf of the designated 
individual(s).

Functional Intersects With
Chief Privacy Officer 

(CPO)
PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

5

P1-4.1.2 Accountability
The identity of the individual(s) designated by the organization to oversee 
the organization’s compliance with the principles shall be made known 
upon request.

Functional Intersects With
Legal Assessment of 
Investigative Inquires

CPL-05
Mechanisms exist to determine whether a government agency has an 
applicable and valid legal basis to request data from the organization 
and what further steps need to be taken, if necessary.

5

P1-4.1.2 Accountability

The identity of the individual(s) designated by the organization to oversee 
the organization’s compliance with the principles shall be made known 
upon request. Functional Intersects With

Chief Privacy Officer 
(CPO)

PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

5

P1-4.1.3 Accountability

An organization is responsible for personal information in its possession or 
custody, including information that has been transferred to a third party for 
processing. The organization shall use contractual or other means to 
provide a comparable level of protection while the information is being 
processed by a third party.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5

P1-4.1.3 Accountability

An organization is responsible for personal information in its possession or 
custody, including information that has been transferred to a third party for 
processing. The organization shall use contractual or other means to 
provide a comparable level of protection while the information is being 
processed by a third party.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

5

P1-4.1.4 Accountability

Organizations shall implement policies and practices to give effect to the 
principles, including

Functional Subset Of
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-02
Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 
resilient capabilities.

10

P1-4.1.4(a) Accountability

implementing procedures to protect personal information;

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

P1-4.1.4(a) Accountability

implementing procedures to protect personal information;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

P1-4.1.4(b) Accountability

establishing procedures to receive and respond to complaints and 
inquiries;

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

P1-4.1.4(c) Accountability
training staff and communicating to staff information about the 
organization’s policies and practices; and Functional Intersects With

Security, Compliance & 
Resilience Awareness 

Training
SAT-02

Mechanisms exist to provide all employees and contractors 
appropriate security, compliance and resilience awareness education 
and training that is relevant for their job function.

5

P1-4.1.4(d) Accountability
developing information to explain the organization’s policies and 
procedures. Functional Intersects With Formal Indoctrination HRS-04.2

Mechanisms exist to formally educate authorized users on proper data 
handling practices for all the relevant types of data to which they have 
access.

5

P1-4.1.4(d) Accountability
developing information to explain the organization’s policies and 
procedures. Functional Intersects With

Policy Familiarization & 
Acknowledgement

HRS-05.7
Mechanisms exist to ensure personnel receive recurring familiarization 
with the organization's security, compliance and resilience policies and 
provide acknowledgement.

5

P2-4.2 Identifying Purposes

The purposes for which personal information is collected shall be 
identified by the organization at or before the time the information is 
collected.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P2-4.2 Identifying Purposes
The purposes for which personal information is collected shall be 
identified by the organization at or before the time the information is 
collected.

Functional Intersects With Purpose Specification PRI-02.1
Mechanisms exist to ensure data privacy notices identify the 
purpose(s) for which Personal Data (PD) is collected, received, 
processed, stored, transmitted and/or shared.

5

P2-4.2.1 Identifying Purposes

The organization shall document the purposes for which personal 
information is collected in order to comply with the Openness principle 
(Clause 4.8) and the Individual Access principle (Clause 4.9).

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P2-4.2.2 Identifying Purposes

Identifying the purposes for which personal information is collected at or 
before the time of collection allows organizations to determine the 
information they need to collect to fulfil these purposes. The Limiting 
Collection principle (Clause 4.4) requires an organization to collect only 
that information necessary for the purposes that have been identified.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-americas-can-pipeda-2000.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
http://laws-lois.justice.gc.ca/eng/acts/p-8.6/FullText.html
Canada - Personal Information Protection and Electronic Documents Act (PIPEDA) (2000)
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P2-4.2.3 Identifying Purposes

The identified purposes should be specified at or before the time of 
collection to the individual from whom the personal information is 
collected. Depending upon the way in which the information is collected, 
this can be done orally or in writing. An application form, for example, may 
give notice of the purposes.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P2-4.2.4 Identifying Purposes

When personal information that has been collected is to be used for a 
purpose not previously identified, the new purpose shall be identified prior 
to use. Unless the new purpose is required by law, the consent of the 
individual is required before information can be used for that purpose. For 
an elaboration on consent, please refer to the Consent principle (Clause 
4.3).

Functional Intersects With
Just-In-Time Notice & 

Updated Consent
PRI-03.2

Mechanisms exist to present data subjects with a new or updated 
consent request to collect, receive, process, store, transmit, share, 
update and/or dispose Personal Data (PD) in conjunction with the data 
action, when:
(1) The original circumstances under which an individual gave consent 
have changed; or
(2) A significant amount of time has passed since an individual gave 
consent.

5

P2-4.2.5 Identifying Purposes

Persons collecting personal information should be able to explain to 
individuals the purposes for which the information is being collected.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P2-4.2.6 Identifying Purposes
This principle is linked closely to the Limiting Collection principle (Clause 
4.4) and the Limiting Use, Disclosure, and Retention principle (Clause 4.5). Functional

No 
Relationship

N/A N/A N/A 0

P3-4.3 Consent

The knowledge and consent of the individual are required for the collection, 
use, or disclosure of personal information, except where inappropriate.
Note: In certain circumstances personal information can be collected, 
used, or disclosed without the knowledge and consent of the individual. For 
example, legal, medical, or security reasons may make it impossible or 
impractical to seek consent. When information is being collected for the 
detection and prevention of fraud or for law enforcement, seeking the 
consent of the individual might defeat the purpose of collecting the 
information. Seeking consent may be impossible or inappropriate when 
the individual is a minor, seriously ill, or mentally incapacitated. In 
addition, organizations that do not have a direct relationship with the 
individual may not always be able to seek consent. For example, seeking 
consent may be impractical for a charity or a direct-marketing firm that 
wishes to acquire a mailing list from another organization. In such cases, 
the organization providing the list would be expected to obtain consent 
before disclosing personal information.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.1 Consent

Consent is required for the collection of personal information and the 
subsequent use or disclosure of this information. Typically, an organization 
will seek consent for the use or disclosure of the information at the time of 
collection. In certain circumstances, consent with respect to use or 
disclosure may be sought after the information has been collected but 
before use (for example, when an organization wants to use information for 
a purpose not previously identified).

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.2 Consent

The principle requires “knowledge and consent”. Organizations shall make 
a reasonable effort to ensure that the individual is advised of the purposes 
for which the information will be used. To make the consent meaningful, 
the purposes must be stated in such a manner that the individual can 
reasonably understand how the information will be used or disclosed. Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.3 Consent

An organization shall not, as a condition of the supply of a product or 
service, require an individual to consent to the collection, use, or 
disclosure of information beyond that required to fulfil the explicitly 
specified, and legitimate purposes.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

P3-4.3.3 Consent

An organization shall not, as a condition of the supply of a product or 
service, require an individual to consent to the collection, use, or 
disclosure of information beyond that required to fulfil the explicitly 
specified, and legitimate purposes.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.4 Consent

The form of the consent sought by the organization may vary, depending 
upon the circumstances and the type of information. In determining the 
form of consent to use, organizations shall take into account the sensitivity 
of the information. Although some information (for example, medical 
records and income records) is almost always considered to be sensitive, 
any information can be sensitive, depending on the context. For example, 
the names and addresses of subscribers to a newsmagazine would 
generally not be considered sensitive information. However, the names 
and addresses of subscribers to some special-interest magazines might be 
considered sensitive.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.5 Consent

In obtaining consent, the reasonable expectations of the individual are 
also relevant. For example, an individual buying a subscription to a 
magazine should reasonably expect that the organization, in addition to 
using the individual’s name and address for mailing and billing purposes, 
would also contact the person to solicit the renewal of the subscription. In 
this case, the organization can assume that the individual’s request 
constitutes consent for specific purposes. On the other hand, an individual 
would not reasonably expect that personal information given to a health-
care professional would be given to a company selling health-care 
products, unless consent were obtained. Consent shall not be obtained 
through deception.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.6 Consent

The way in which an organization seeks consent may vary, depending on 
the circumstances and the type of information collected. An organization 
should generally seek express consent when the information is likely to be 
considered sensitive. Implied consent would generally be appropriate 
when the information is less sensitive. Consent can also be given by an 
authorized representative (such as a legal guardian or a person having 
power of attorney).

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5
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P3-4.3.7 Consent

Individuals can give consent in many ways. For example:

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.7(a) Consent

an application form may be used to seek consent, collect information, and 
inform the individual of the use that will be made of the information. By 
completing and signing the form, the individual is giving consent to the 
collection and the specified uses;

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.7(b) Consent

a checkoff box may be used to allow individuals to request that their 
names and addresses not be given to other organizations. Individuals who 
do not check the box are assumed to consent to the transfer of this 
information to third parties;

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.7(c) Consent

consent may be given orally when information is collected over the 
telephone; or

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.7(d) Consent

(d) consent may be given at the time that individuals use a product or 
service.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

P3-4.3.8 Consent
An individual may withdraw consent at any time, subject to legal or 
contractual restrictions and reasonable notice. The organization shall 
inform the individual of the implications of such withdrawal.

Functional Intersects With Revoke Consent PRI-03.4
Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

5

P4-4.4 Limiting Collection

The collection of personal information shall be limited to that which is 
necessary for the purposes identified by the organization. Information shall 
be collected by fair and lawful means. Functional Intersects With

Restrict Collection, 
Processing & Sharing To 

Identified Purpose
PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

P4-4.4 Limiting Collection

The collection of personal information shall be limited to that which is 
necessary for the purposes identified by the organization. Information shall 
be collected by fair and lawful means.

Functional Intersects With
Authority To Collect, 

Process, Store & Share 
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, 
share, update and/or dispose Personal Data (PD), either generally or in 
support of a specific business process.

3

P4-4.4.1 Limiting Collection

Organizations shall not collect personal information indiscriminately. Both 
the amount and the type of information collected shall be limited to that 
which is necessary to fulfil the purposes identified. Organizations shall 
specify the type of information collected as part of their information-
handling policies and practices, in accordance with the Openness 
principle (Clause 4.8).

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

P4-4.4.2 Limiting Collection

The requirement that personal information be collected by fair and lawful 
means is intended to prevent organizations from collecting information by 
misleading or deceiving individuals about the purpose for which 
information is being collected. This requirement implies that consent with 
respect to collection must not be obtained through deception.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

P4-4.4.3 Limiting Collection
This principle is linked closely to the Identifying Purposes principle (Clause 
4.2) and the Consent principle (Clause 4.3).

Functional
No 

Relationship
N/A N/A N/A 0

P5-4.5
Limiting Use, Disclosure, 

and Retention

Personal information shall not be used or disclosed for purposes other 
than those for which it was collected, except with the consent of the 
individual or as required by law. Personal information shall be retained 
only as long as necessary for the fulfilment of those purposes. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

P5-4.5.1
Limiting Use, Disclosure, 

and Retention

Organizations using personal information for a new purpose shall 
document this purpose (see Clause 4.2.1).

Functional Intersects With
Documenting Data 

Processing Activities
PRI-14

Mechanisms exist to document Personal Data (PD) processing 
activities that covers collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal actions with sufficient 
detail to demonstrate conformity with applicable statutory, regulatory 
and contractual requirements.

5

P5-4.5.1
Limiting Use, Disclosure, 

and Retention

Organizations using personal information for a new purpose shall 
document this purpose (see Clause 4.2.1).

Functional Intersects With
Data Protection Impact 

Assessment (DPIA)
RSK-10

Mechanisms exist to conduct a Data Protection Impact Assessment 
(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 
store, process and/or transmit Personal Data (PD) to identify and 
remediate reasonably-expected risks.

5

P5-4.5.2
Limiting Use, Disclosure, 

and Retention

Organizations should develop guidelines and implement procedures with 
respect to the retention of personal information. These guidelines should 
include minimum and maximum retention periods. Personal information 
that has been used to make a decision about an individual shall be 
retained long enough to allow the individual access to the information after 
the decision has been made. An organization may be subject to legislative 
requirements with respect to retention periods.

Functional Intersects With
Standardized Operating 

Procedures (SOP)
OPS-01.1

Mechanisms exist to identify and document Standardized Operating 
Procedures (SOP), or similar documentation, to enable the proper 
execution of day-to-day / assigned tasks.

5

P5-4.5.2
Limiting Use, Disclosure, 

and Retention

Organizations should develop guidelines and implement procedures with 
respect to the retention of personal information. These guidelines should 
include minimum and maximum retention periods. Personal information 
that has been used to make a decision about an individual shall be 
retained long enough to allow the individual access to the information after 
the decision has been made. An organization may be subject to legislative 
requirements with respect to retention periods.

Functional Intersects With
Service Delivery

(Business Process 
Support)

OPS-03

Mechanisms exist to define supporting business processes and 
implement appropriate governance and service management to ensure 
appropriate planning, delivery and support of the organization's 
technology capabilities supporting business functions, workforce, 
and/or customers based on industry-recognized standards to achieve 
the specific goals of the process area.

5

P5-4.5.3
Limiting Use, Disclosure, 

and Retention

Personal information that is no longer required to fulfil the identified 
purposes should be destroyed, erased, or made anonymous. Organizations 
shall develop guidelines and implement procedures to govern the 
destruction of personal information.

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

P5-4.5.3
Limiting Use, Disclosure, 

and Retention

Personal information that is no longer required to fulfil the identified 
purposes should be destroyed, erased, or made anonymous. Organizations 
shall develop guidelines and implement procedures to govern the 
destruction of personal information. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

P5-4.5.4
Limiting Use, Disclosure, 

and Retention

This principle is closely linked to the Consent principle (Clause 4.3), the 
Identifying Purposes principle (Clause 4.2), and the Individual Access 
principle (Clause 4.9).

Functional
No 

Relationship
N/A N/A N/A 0
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P6-4.6 Accuracy

Personal information shall be as accurate, complete, and up-to-date as is 
necessary for the purposes for which it is to be used.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

P6-4.6.1 Accuracy

The extent to which personal information shall be accurate, complete, and 
up-to-date will depend upon the use of the information, taking into account 
the interests of the individual. Information shall be sufficiently accurate, 
complete, and up-to-date to minimize the possibility that inappropriate 
information may be used to make a decision about the individual.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

P6-4.6.2 Accuracy

An organization shall not routinely update personal information, unless 
such a process is necessary to fulfil the purposes for which the information 
was collected.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

P6-4.6.3 Accuracy

Personal information that is used on an ongoing basis, including 
information that is disclosed to third parties, should generally be accurate 
and up-to-date, unless limits to the requirement for accuracy are clearly 
set out.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

P7-4.7 Safeguards

Personal information shall be protected by security safeguards 
appropriate to the sensitivity of the information.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

P7-4.7.1 Safeguards

The security safeguards shall protect personal information against loss or 
theft, as well as unauthorized access, disclosure, copying, use, or 
modification. Organizations shall protect personal information regardless 
of the format in which it is held.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

P7-4.7.2 Safeguards

The nature of the safeguards will vary depending on the sensitivity of the 
information that has been collected, the amount, distribution, and format 
of the information, and the method of storage. More sensitive information 
should be safeguarded by a higher level of protection. The concept of 
sensitivity is discussed in Clause 4.3.4.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

P7-4.7.3 Safeguards

The methods of protection should include

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

P7-4.7.3(a) Safeguards
physical measures, for example, locked filing cabinets and restricted 
access to offices; Functional Subset Of

Physical & Environmental 
Protections

PES-01
Mechanisms exist to facilitate the operation of physical and 
environmental protection controls.

10

P7-4.7.3(b) Safeguards
organizational measures, for example, security clearances and limiting 
access on a “need-to-know” basis; and

Functional Subset Of
Identity & Access 

Management (IAM)
IAC-01

Mechanisms exist to facilitate the implementation of identification and 
access management controls.

10

P7-4.7.3(c) Safeguards
technological measures, for example, the use of passwords and 
encryption.

Functional Subset Of
Configuration 

Management Program
CFG-01

Mechanisms exist to facilitate the implementation of configuration 
management controls.

10

P7-4.7.4 Safeguards
Organizations shall make their employees aware of the importance of 
maintaining the confidentiality of personal information. Functional Intersects With

Security, Compliance & 
Resilience Awareness 

Training
SAT-02

Mechanisms exist to provide all employees and contractors 
appropriate security, compliance and resilience awareness education 
and training that is relevant for their job function.

5

P7-4.7.5 Safeguards

Care shall be used in the disposal or destruction of personal information, 
to prevent unauthorized parties from gaining access to the information (see 
Clause 4.5.3).

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

P8-4.8 Openness

An organization shall make readily available to individuals specific 
information about its policies and practices relating to the management of 
personal information.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.1 Openness

Organizations shall be open about their policies and practices with respect 
to the management of personal information. Individuals shall be able to 
acquire information about an organization’s policies and practices without 
unreasonable effort. This information shall be made available in a form 
that is generally understandable.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.2 Openness

The information made available shall include

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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P8-4.8.2(a) Openness

the name or title, and the address, of the person who is accountable for the 
organization’s policies and practices and to whom complaints or inquiries 
can be forwarded;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.2(b) Openness

the means of gaining access to personal information held by the 
organization;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.2(c) Openness

a description of the type of personal information held by the organization, 
including a general account of its use;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.2(d) Openness

a copy of any brochures or other information that explain the 
organization’s policies, standards, or codes; and

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.2(e) Openness

what personal information is made available to related organizations (e.g., 
subsidiaries).

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P8-4.8.3 Openness

An organization may make information on its policies and practices 
available in a variety of ways. The method chosen depends on the nature of 
its business and other considerations. For example, an organization may 
choose to make brochures available in its place of business, mail 
information to its customers, provide online access, or establish a toll-free 
telephone number.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

P9-4.9 Individual Access

Upon request, an individual shall be informed of the existence, use, and 
disclosure of his or her personal information and shall be given access to 
that information. An individual shall be able to challenge the accuracy and 
completeness of the information and have it amended as appropriate.
Note: In certain situations, an organization may not be able to provide 
access to all the personal information it holds about an individual. 
Exceptions to the access requirement should be limited and specific. The 
reasons for denying access should be provided to the individual upon 
request. Exceptions may include information that is prohibitively costly to 
provide, information that contains references to other individuals, 
information that cannot be disclosed for legal, security, or commercial 
proprietary reasons, and information that is subject to solicitor-client or 
litigation privilege.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5
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P9-4.9.1 Individual Access

Upon request, an organization shall inform an individual whether or not the 
organization holds personal information about the individual. 
Organizations are encouraged to indicate the source of this information. 
The organization shall allow the individual access to this information. 
However, the organization may choose to make sensitive medical 
information available through a medical practitioner. In addition, the 
organization shall provide an account of the use that has been made or is 
being made of this information and an account of the third parties to which 
it has been disclosed.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

P9-4.9.2 Individual Access

An individual may be required to provide sufficient information to permit an 
organization to provide an account of the existence, use, and disclosure of 
personal information. The information provided shall only be used for this 
purpose.

Functional Intersects With
Data Subject 

Authentication
PRI-06.8

Mechanisms exist to utilize reasonable consumer expectations to verify 
a data subject's identity, prior to taking action to disclose, share, 
correct, amend and/or delete Personal Data (PD).

5

P9-4.9.3 Individual Access

In providing an account of third parties to which it has disclosed personal 
information about an individual, an organization should attempt to be as 
specific as possible. When it is not possible to provide a list of the 
organizations to which it has actually disclosed information about an 
individual, the organization shall provide a list of organizations to which it 
may have disclosed information about the individual.

Functional Intersects With
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

5

P9-4.9.4 Individual Access

An organization shall respond to an individual’s request within a 
reasonable time and at minimal or no cost to the individual. The requested 
information shall be provided or made available in a form that is generally 
understandable. For example, if the organization uses abbreviations or 
codes to record information, an explanation shall be provided.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

P9-4.9.4 Individual Access

An organization shall respond to an individual’s request within a 
reasonable time and at minimal or no cost to the individual. The requested 
information shall be provided or made available in a form that is generally 
understandable. For example, if the organization uses abbreviations or 
codes to record information, an explanation shall be provided.

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

P9-4.9.5 Individual Access

When an individual successfully demonstrates the inaccuracy or 
incompleteness of personal information, the organization shall amend the 
information as required. Depending upon the nature of the information 
challenged, amendment involves the correction, deletion, or addition of 
information. Where appropriate, the amended information shall be 
transmitted to third parties having access to the information in question.

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

P9-4.9.6 Individual Access

When a challenge is not resolved to the satisfaction of the individual, the 
substance of the unresolved challenge shall be recorded by the 
organization. When appropriate, the existence of the unresolved challenge 
shall be transmitted to third parties having access to the information in 
question.

Functional Intersects With
Obligation To Inform 

Third-Parties
PRI-07.3

Mechanisms exist to inform applicable third-parties of any 
modification, deletion or other change that affects shared Personal 
Data (PD).

5

P9-4.9.6 Individual Access

When a challenge is not resolved to the satisfaction of the individual, the 
substance of the unresolved challenge shall be recorded by the 
organization. When appropriate, the existence of the unresolved challenge 
shall be transmitted to third parties having access to the information in 
question.

Functional Intersects With
Data Controller 

Communications
PRI-18

Mechanisms exist to receive and process data controller 
communications pertaining to:
(1) Receiving and responding to data subject requests;
(2) Updating/correcting Personal Data (PD); 
(3) Accounting for disclosures of PD; and
(4) Accounting for PD that is stored, processed and/or transmitted on 
behalf of the data controller.

5

P10-4.10 Challenging Compliance

An individual shall be able to address a challenge concerning compliance 
with the above principles to the designated individual or individuals 
accountable for the organization’s compliance.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

P10-4.10.1 Challenging Compliance
The individual accountable for an organization’s compliance is discussed 
in Clause 4.1.1.

Functional
No 

Relationship
N/A N/A N/A 0

P10-4.10.2 Challenging Compliance

Organizations shall put procedures in place to receive and respond to 
complaints or inquiries about their policies and practices relating to the 
handling of personal information. The complaint procedures should be 
easily accessible and simple to use.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

P10-4.10.3 Challenging Compliance

Organizations shall inform individuals who make inquiries or lodge 
complaints of the existence of relevant complaint procedures. A range of 
these procedures may exist. For example, some regulatory bodies accept 
complaints about the personal-information handling practices of the 
companies they regulate.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

P10-4.10.4 Challenging Compliance

An organization shall investigate all complaints. If a complaint is found to 
be justified, the organization shall take appropriate measures, including, if 
necessary, amending its policies and practices. Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5
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