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I General Provisions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

II
Principles of Personal 

Data Protection
N/A

Functional
No 

Relationship
N/A N/A N/A 0

II.6
Principles of Personal 

Data Protection

Data controllers must adhere to the principles of legality, consent, notice, 
quality, purpose, fidelity, proportionality and accountability under the Law.

Functional Subset Of Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently.

10

II.6
Principles of Personal 

Data Protection

Data controllers must adhere to the principles of legality, consent, notice, 
quality, purpose, fidelity, proportionality and accountability under the Law.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

II.7
Principles of Personal 

Data Protection

Personal data must be collected and processed in a lawful manner in 
accordance with the provisions established by this Law and other 
applicable regulations. 
Personal data must not be obtained through deceptive or fraudulent 
means. 
In all processing of personal data, it is presumed that there is a reasonable 
expectation of privacy, understood as the trust any one person places in 
another for personal data provided to be treated pursuant to any 
agreement of the parties in the terms established by this Law.

Functional Subset Of
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

10

II.7
Principles of Personal 

Data Protection

Personal data must be collected and processed in a lawful manner in 
accordance with the provisions established by this Law and other 
applicable regulations. 
Personal data must not be obtained through deceptive or fraudulent 
means. 
In all processing of personal data, it is presumed that there is a reasonable 
expectation of privacy, understood as the trust any one person places in 
another for personal data provided to be treated pursuant to any 
agreement of the parties in the terms established by this Law. Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

8

II.7
Principles of Personal 

Data Protection

Personal data must be collected and processed in a lawful manner in 
accordance with the provisions established by this Law and other 
applicable regulations. 
Personal data must not be obtained through deceptive or fraudulent 
means. 
In all processing of personal data, it is presumed that there is a reasonable 
expectation of privacy, understood as the trust any one person places in 
another for personal data provided to be treated pursuant to any 
agreement of the parties in the terms established by this Law.

Functional Subset Of
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

10

II.7
Principles of Personal 

Data Protection

Personal data must be collected and processed in a lawful manner in 
accordance with the provisions established by this Law and other 
applicable regulations. 
Personal data must not be obtained through deceptive or fraudulent 
means. 
In all processing of personal data, it is presumed that there is a reasonable 
expectation of privacy, understood as the trust any one person places in 
another for personal data provided to be treated pursuant to any 
agreement of the parties in the terms established by this Law.

Functional Subset Of
Authority To Collect, 

Process, Store & Share 
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, 
share, update and/or dispose Personal Data (PD), either generally or in 
support of a specific business process.

10

II.7
Principles of Personal 

Data Protection

Personal data must be collected and processed in a lawful manner in 
accordance with the provisions established by this Law and other 
applicable regulations. 
Personal data must not be obtained through deceptive or fraudulent 
means. 
In all processing of personal data, it is presumed that there is a reasonable 
expectation of privacy, understood as the trust any one person places in 
another for personal data provided to be treated pursuant to any 
agreement of the parties in the terms established by this Law.

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

II.8
Principles of Personal 

Data Protection

All processing of personal data will be subject to the consent of the data 
owner except as otherwise provided by this Law. 
Consent will be express when such is communicated verbally, in writing, 
by electronic or optical means or via any other technology, or by 
unmistakable indications. 
It will be understood that the data owner tacitly consents to the processing 
of his data when, once the privacy notice has been made available to him, 
he does not express objection. 
Financial or asset data will require the express consent of the data owner, 
except as provided in Articles 10 and 37 of this Law. 
Consent may be revoked at any time without retroactive effects being 
attributed thereto. For revocation of consent, the data controller must, in 
the privacy notice, establish the mechanisms and procedures for such 
action.

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

II.8
Principles of Personal 

Data Protection

All processing of personal data will be subject to the consent of the data 
owner except as otherwise provided by this Law. 
Consent will be express when such is communicated verbally, in writing, 
by electronic or optical means or via any other technology, or by 
unmistakable indications. 
It will be understood that the data owner tacitly consents to the processing 
of his data when, once the privacy notice has been made available to him, 
he does not express objection. 
Financial or asset data will require the express consent of the data owner, 
except as provided in Articles 10 and 37 of this Law. 
Consent may be revoked at any time without retroactive effects being 
attributed thereto. For revocation of consent, the data controller must, in 
the privacy notice, establish the mechanisms and procedures for such 
action.

Functional Intersects With Revoke Consent PRI-03.4
Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

5

II.9
Principles of Personal 

Data Protection

In the case of sensitive personal data, the data controller must obtain 
express written consent from the data owner for processing, through said 
data owner's signature, electronic signature, or any authentication 
mechanism established for such a purpose. 
Databases containing sensitive personal data may not be created without 
justification of their creation for purposes that are legitimate, concrete and 
consistent with the explicit objectives or activities pursued by the 
regulated party.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.9
Principles of Personal 

Data Protection

In the case of sensitive personal data, the data controller must obtain 
express written consent from the data owner for processing, through said 
data owner's signature, electronic signature, or any authentication 
mechanism established for such a purpose. 
Databases containing sensitive personal data may not be created without 
justification of their creation for purposes that are legitimate, concrete and 
consistent with the explicit objectives or activities pursued by the 
regulated party.

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

II.10
Principles of Personal 

Data Protection

Consent for processing of personal data will not be necessary where:

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-americas-mex-fdpa-2010.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://privacyassociation.org/media/pdf/knowledge_center/Mexico_Federal_Data_Protection_Act_July2010.pdf
Mexico - Federal Law on Protection of Personal Data held by Private Parties (2010)
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II.10.I
Principles of Personal 

Data Protection

Any Law so provides;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.II
Principles of Personal 

Data Protection

The data is contained in publicly available sources;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.III
Principles of Personal 

Data Protection

The personal data is subject to a prior dissociation procedure;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.IV
Principles of Personal 

Data Protection

It has the purpose of fulfilling obligations under a legal relationship 
between the data owner and the data controller;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.V
Principles of Personal 

Data Protection

There is an emergency situation that could potentially harm an individual in 
his person or property;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.VI
Principles of Personal 

Data Protection

It is essential for medical attention, prevention, diagnosis, health care 
delivery, medical treatment or health services management, where the 
data owner is unable to give consent in the terms established by the 
General Health Law and other applicable laws, and said processing of data 
is carried out by a person subject to a duty of professional secrecy or an 
equivalent obligation, or

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.10.VII
Principles of Personal 

Data Protection

A resolution is issued by a competent authority.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

II.11
Principles of Personal 

Data Protection

The data controller shall ensure that personal data contained in databases 
is relevant, correct and up-to-date for the purposes for which it has been 
collected. 
When the personal data is no longer necessary for the fulfillment of the 
objectives set forth in the privacy notice and applicable law, it must be 
cancelled. 
The controller of the database will be required to remove information 
relating to nonperformance of contractual obligations, after a period of 
seventy-two months counted from the calendar day on which said 
nonperformance arose.

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

II.11
Principles of Personal 

Data Protection

The data controller shall ensure that personal data contained in databases 
is relevant, correct and up-to-date for the purposes for which it has been 
collected. 
When the personal data is no longer necessary for the fulfillment of the 
objectives set forth in the privacy notice and applicable law, it must be 
cancelled. 
The controller of the database will be required to remove information 
relating to nonperformance of contractual obligations, after a period of 
seventy-two months counted from the calendar day on which said 
nonperformance arose.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

II.12
Principles of Personal 

Data Protection

Processing of personal data must be limited to fulfillment of the purposes 
set out in the privacy notice. If the data controller intends to process data 
for another purpose which is not compatible or analogous to the purposes 
set out in the privacy notice, the data owner's consent must be obtained 
again.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

II.12
Principles of Personal 

Data Protection

Processing of personal data must be limited to fulfillment of the purposes 
set out in the privacy notice. If the data controller intends to process data 
for another purpose which is not compatible or analogous to the purposes 
set out in the privacy notice, the data owner's consent must be obtained 
again.

Functional Intersects With
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

II.13
Principles of Personal 

Data Protection

Processing of personal data will be done as necessary, appropriate and 
relevant with relation to the purposes set out in the privacy notice. In 
particular, for sensitive personal data, the data controller must make 
reasonable efforts to limit the processing period thereof to the minimum 
required.

Functional Intersects With
Minimize Sensitive / 

Regulated Data
DCH-18.1

Mechanisms exist to minimize sensitive and/or regulated data that is 
collected, received, processed, stored and/or transmitted throughout 
the information lifecycle to only those elements necessary to support 
necessary business processes.

5

II.13
Principles of Personal 

Data Protection

Processing of personal data will be done as necessary, appropriate and 
relevant with relation to the purposes set out in the privacy notice. In 
particular, for sensitive personal data, the data controller must make 
reasonable efforts to limit the processing period thereof to the minimum 
required.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

II.14
Principles of Personal 

Data Protection

The data controller shall ensure compliance with the personal data 
protection principles established by this Law, and shall adopt all 
necessary measures for their application. The foregoing will apply even 
when this data has been processed by a third party at the request of the 
data controller. The data controller must take all necessary and sufficient 
action to ensure that the privacy notice given to the data owner is 
respected at all times by it or by any other parties with which it has any 
legal relationship.

Functional Subset Of Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently. 10

II.15
Principles of Personal 

Data Protection

The data controller will have the obligation of providing data owners with 
information regarding what information is collected on them and why, 
through the privacy notice.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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II.16
Principles of Personal 

Data Protection

The privacy notice must contain at least the following information: 
For sensitive personal data, the privacy notice must expressly state that it 
is dealing with this type of data.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.I
Principles of Personal 

Data Protection

The identity and domicile of the data controller collecting the data;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.II
Principles of Personal 

Data Protection

The purposes of the data processing;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.II
Principles of Personal 

Data Protection

The purposes of the data processing;
Functional Intersects With Purpose Specification PRI-02.1

Mechanisms exist to ensure data privacy notices identify the 
purpose(s) for which Personal Data (PD) is collected, received, 
processed, stored, transmitted and/or shared.

8

II.16.III
Principles of Personal 

Data Protection

The options and means offered by the data controller to the data owners to 
limit the use or disclosure of data;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.III
Principles of Personal 

Data Protection

The options and means offered by the data controller to the data owners to 
limit the use or disclosure of data;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8

II.16.IV
Principles of Personal 

Data Protection

The means for exercising rights of access, rectification, cancellation or 
objection, in accordance with the provisions of this Law;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.V
Principles of Personal 

Data Protection

Where appropriate, the data transfers to be made, and

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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II.16.VI
Principles of Personal 

Data Protection

The procedure and means by which the data controller will notify the data 
owners of changes to the privacy notice, in accordance with the provisions 
of this Law.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.16.VI
Principles of Personal 

Data Protection

The procedure and means by which the data controller will notify the data 
owners of changes to the privacy notice, in accordance with the provisions 
of this Law.

Functional Intersects With
Just-In-Time Notice & 

Updated Consent
PRI-03.2

Mechanisms exist to present data subjects with a new or updated 
consent request to collect, receive, process, store, transmit, share, 
update and/or dispose Personal Data (PD) in conjunction with the data 
action, when:
(1) The original circumstances under which an individual gave consent 
have changed; or
(2) A significant amount of time has passed since an individual gave 
consent.

5

II.17
Principles of Personal 

Data Protection

The privacy notice must be made available to data owners through print, 
digital, visual or audio formats or any other technology, as follows:

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.17.I
Principles of Personal 

Data Protection

Where personal data has been obtained personally from the data owner, 
the privacy notice must be provided at the time the data is collected, 
clearly and unequivocally, through the format by which collection is carried 
out, unless the notice has been provided prior;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.17.II
Principles of Personal 

Data Protection

Where personal data are obtained directly from the data owner by any 
electronic, optical, audio or visual means, or through any other technology, 
the data controller must immediately provide the data owner with at least 
the information referred to in sections I and II of the preceding article, as 
well as provide the mechanisms for the data owner to obtain the full text of 
the privacy notice.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.18
Principles of Personal 

Data Protection

Where data has not been obtained directly from the data owner, the data 
controller must notify him of the change in the privacy notice. 
The provisions of the preceding paragraph are not applicable where 
processing is done for historical, statistical or scientific purposes. 
Where it is impossible to provide the privacy notice to the data owner or 
where disproportionate effort is involved considering the number of data 
owners, or the age of the data, with the authorization of the Institute, the 
data controller may implement compensatory measures in the terms of 
the Regulation for this Law. Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

II.19
Principles of Personal 

Data Protection

All responsible parties that process personal data must establish and 
maintain physical and technical administrative security measures 
designed to protect personal data from damage, loss, alteration, 
destruction or unauthorized use, access or processing. 
Data controllers will not adopt security measures inferior to those they 
keep to manage their own information. Moreover, risk involved, potential 
consequences for the data owners, sensitivity of the data, and 
technological development will be taken into account.

Functional Subset Of
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

10

II.20
Principles of Personal 

Data Protection

Security breaches occurring at any stage of processing that materially 
affect the property or moral rights of data owners will be reported 
immediately by the data controller to the data owner, so that the latter can 
take appropriate action to defend its rights.

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

8

II.21
Principles of Personal 

Data Protection

The data controller or third parties involved in any stage of personal data 
processing must maintain confidentiality with respect to such data, and 
this obligation will continue even after the end of its/their relationship with 
the data owner or, as the case may be, with the data controller.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

II.21
Principles of Personal 

Data Protection

The data controller or third parties involved in any stage of personal data 
processing must maintain confidentiality with respect to such data, and 
this obligation will continue even after the end of its/their relationship with 
the data owner or, as the case may be, with the data controller.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

8

III Rights of Data Owners
N/A

Functional
No 

Relationship
N/A N/A N/A 0
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III.22 Rights of Data Owners

Any data owner, or, where appropriate, his legal representative, may 
exercise the rights of access, rectification, cancellation and objection 
under this Law. The exercise of any of these is not a prerequisite nor does it 
impede the exercise of another. Personal data must be preserved in such a 
way as to allow the exercise of these rights without delay.

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

10

III.23 Rights of Data Owners

Data owners will have the right to access their personal data held by the 
data controller as well as to be informed of the privacy notice to which 
processing is subject.

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

10

III.24 Rights of Data Owners
The data owner will have the right to rectify data if it is inaccurate or 
incomplete. Functional Subset Of

Updating & Correcting 
Personal Data (PD)

DCH-22.1
Mechanisms exist to utilize technical controls to correct Personal Data 
(PD) that is inaccurate or outdated, incorrectly determined regarding 
impact, or incorrectly de-identified.

10

III.24 Rights of Data Owners

The data owner will have the right to rectify data if it is inaccurate or 
incomplete.

Functional Subset Of
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

10

III.25 Rights of Data Owners

The data owner will at all times have the right to cancel his personal data. 
Cancellation of personal data will lead to a blocking period following 
which the data will be erased. The data controller may retain data 
exclusively for purposes pertaining to responsibilities arising from 
processing. The blocking period will be equal to the limitation period for 
actions arising from the legal relationship governing processing pursuant 
to applicable law. 
Once the data is cancelled, the data owner will be notified. 
Where personal data has been transmitted prior to the date of rectification 
or cancellation and continues to be processed by third parties, the data 
controller must notify them of the request for rectification or cancellation, 
so that such third parties also carry it out.

Functional Intersects With Revoke Consent PRI-03.4
Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

8

III.25 Rights of Data Owners

The data owner will at all times have the right to cancel his personal data. 
Cancellation of personal data will lead to a blocking period following 
which the data will be erased. The data controller may retain data 
exclusively for purposes pertaining to responsibilities arising from 
processing. The blocking period will be equal to the limitation period for 
actions arising from the legal relationship governing processing pursuant 
to applicable law. 
Once the data is cancelled, the data owner will be notified. 
Where personal data has been transmitted prior to the date of rectification 
or cancellation and continues to be processed by third parties, the data 
controller must notify them of the request for rectification or cancellation, 
so that such third parties also carry it out.

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

10

III.26 Rights of Data Owners

The data controller will not be obligated to cancel personal data when:

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.I Rights of Data Owners

It relates to the parties of a private or administrative contract or 
partnership agreement and is necessary for its performance and 
enforcement;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.II Rights of Data Owners

The law requires that it be processed;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.III Rights of Data Owners

Such action hinders judicial or administrative proceedings relating to tax 
obligations, investigation and prosecution of crimes, or updating of 
administrative sanctions;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.IV Rights of Data Owners

It is necessary to protect the legally protected interests of the data owner;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.V Rights of Data Owners

It is necessary to carry out an action in the public interest;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.VI Rights of Data Owners

It is necessary to fulfill an obligation legally undertaken by the data owner, 
and

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.26.VII Rights of Data Owners

It is subject to processing for medical diagnosis or prevention or health 
services management, provided such processing is done by a health 
professional subject to a duty of secrecy.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

III.27 Rights of Data Owners

Data owners will, at all times and for any legitimate reason, have the right 
to object to the processing of their data. Where appropriate, the data 
controller may not process such data owner's data.

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

10

IV

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

N/A

Functional
No 

Relationship
N/A N/A N/A 0
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IV.28

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data owner or his legal representative may at any time make a request 
to the data controller for access, rectification, cancellation or objection in 
relation to the personal data concerning him.

Functional Intersects With
Updating & Correcting 

Personal Data (PD)
DCH-22.1

Mechanisms exist to utilize technical controls to correct Personal Data 
(PD) that is inaccurate or outdated, incorrectly determined regarding 
impact, or incorrectly de-identified.

5

IV.28

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data owner or his legal representative may at any time make a request 
to the data controller for access, rectification, cancellation or objection in 
relation to the personal data concerning him.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.28

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data owner or his legal representative may at any time make a request 
to the data controller for access, rectification, cancellation or objection in 
relation to the personal data concerning him. Functional Intersects With

Correcting Inaccurate 
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

IV.29

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The access, rectification, cancellation or objection request must include 
the following:

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.29.I

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data owner's name and address or other means to notify him of the 
response to his request;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

3

IV.29.II

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Documents establishing the identity or, where appropriate, legal 
representation of the data owner;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

3

IV.29.III

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

A clear and precise description of the personal data with regard to which 
the data owner seeks to exercise any of the abovementioned rights.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

3

IV.29.IV

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Any other item or document that facilitates locating the personal data.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

3

IV.30

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

All data controllers must designate a personal data person or department 
who will process requests from data owners for the exercise of the rights 
referred to in this Law. In addition, data controllers will promote protection 
of personal data within their organizations.

Functional Intersects With
Data Protection Officer 

(DPO)
PRI-01.4

Mechanisms exist to appoint a Data Protection Officer (DPO):
(1) Based on professional qualifications; and
(2) To be involved in all issues related to how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed.

5

IV.30

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

All data controllers must designate a personal data person or department 
who will process requests from data owners for the exercise of the rights 
referred to in this Law. In addition, data controllers will promote protection 
of personal data within their organizations.

Functional Intersects With
Personal Data (PD) 

Process Manager
PRI-01.9

Mechanisms exist to assign accountability to a Personal Data Process 
Manager, or equivalent role, to ensure Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed of according to data subject consent.

5
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IV.31

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

In the case of requests for rectification of personal data, the data owner 
must indicate, in addition to that which is specified in the preceding article 
of this Law, the changes to be made, and provide documentation 
supporting the request.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

3

IV.32

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data controller will notify the data owner, within a maximum of twenty 
days counted from the date of receipt of the request for access, 
rectification, cancellation or objection, of the determination made, so that, 
where appropriate, same will become effective within fifteen days from the 
date on which the notice is provided. For personal data access requests, 
delivery will be made upon proof of identity of the requesting party or legal 
representative.  The aforementioned time periods may be extended a single 
time by a period of equal length, provided that such action is justified by 
the circumstances of the case.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes. 8

IV.33

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The obligation to provide access to information will be fulfilled when the 
personal data is made available to the data owner; or, by issuing 
uncertified copies, electronic documents or any other means established 
by the data controller in the privacy notice. In the event that the data owner 
requests access to data from a person or entity who he presumes is the 
data controller and said person or entity proves not to be such, it will be 
sufficient for said person or entity to so indicate to the data owner by any of 
the means referred to in the preceding paragraph, for the request to be 
considered properly fulfilled.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes. 5

IV.34

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data controller may deny access to personal data or refuse the 
rectification, cancellation or objection with relation thereto in the following 
cases:  
The refusal referred to in this article may be partial, in which case the data 
controller will carry out the access, rectification, cancellation or objection 
requested by the data owner. 
In all of the aforementioned cases, the data controller must notify the data 
owner, or, as appropriate, his legal representative, of its decision and the 
reason for such decision, within the periods established for such purposes, 
via the same means by which the request was made, attaching, where 
appropriate, any relevant evidence.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.34

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The data controller may deny access to personal data or refuse the 
rectification, cancellation or objection with relation thereto in the following 
cases:  
The refusal referred to in this article may be partial, in which case the data 
controller will carry out the access, rectification, cancellation or objection 
requested by the data owner. 
In all of the aforementioned cases, the data controller must notify the data 
owner, or, as appropriate, his legal representative, of its decision and the 
reason for such decision, within the periods established for such purposes, 
via the same means by which the request was made, attaching, where 
appropriate, any relevant evidence.

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.34.I

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Where the requesting party is not the subject of the personal data, or the 
legal representative is not duly accredited for such purposes;

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.34.II

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Where the requesting party's personal data is not found in the data 
controller's database;

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.34.III

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Where the rights of a third party are adversely affected;

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.34.IV

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Where there is any legal impediment, or decision of a competent authority, 
restricting access to the personal data or not allowing the rectification, 
cancellation or objection with relation thereto, and

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.34.V

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

Where the rectification, cancellation or objection has been previously 
performed.

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.

5

IV.35

Exercise of Rights of 
Access, Rectification,

Cancellation and 
Objection

The action of providing personal data will be free, and the data owner must 
only pay justified expenses of shipping or the cost of copying or providing 
data in other formats. 
This right will be exercised by the data owner free of charge, upon proof of 
his identity to the data controller. However, if the same person repeats his 
request within a period of twelve months, costs will not be greater than 
three days of the General Current Minimum Wage in Mexico City, unless 
there are material changes to the privacy notice that prompt new queries. 
The data owner may file a data protection request due to the response 
received or lack of response from the data controller, in accordance with 
the provisions of the following Chapter.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

V Data Transfer
N/A

Functional
No 

Relationship
N/A N/A N/A 0

V.36 Data Transfer

Where the data controller intends to transfer personal data to domestic or 
foreign third parties other than the data processor, it must provide them 
with the privacy notice and the purposes to which the data owner has 
limited data processing. 
Data processing will be done as agreed in the privacy notice, which shall 
contain a clause indicating whether or not the data owner agrees to the 
transfer of his data; moreover, the third party receiver will assume the 
same obligations as the data controller that has transferred the data.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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V.37 Data Transfer

Domestic or international transfers of data may be carried out without the 
consent of the data owner in the following cases:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.I Data Transfer

Where the transfer is pursuant to a Law or Treaty to which Mexico is party;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.II Data Transfer

Where the transfer is necessary for medical diagnosis or prevention, health 
care delivery, medical treatment or health services management;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.III Data Transfer

Where the transfer is made to holding companies, subsidiaries or affiliates 
under common control of the data controller, or to a parent company or 
any company of the same group as the data controller, operating under the 
same internal processes and policies; Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.IV Data Transfer

Where the transfer is necessary by virtue of a contract executed or to be 
executed in the interest of the data owner between the data controller and 
a third party;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.V Data Transfer

Where the transfer is necessary or legally required to safeguard public 
interest or for the administration of justice;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.VI Data Transfer

Where the transfer is necessary for the recognition, exercise or defense of a 
right in a judicial proceeding, and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

V.37.VII Data Transfer

Where the transfer is necessary to maintain or fulfill a legal relationship 
between the data controller and the data owner.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

VI AUTHORITIES
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII
Rights Protection 

Procedure
N/A

Functional
No 

Relationship
N/A N/A N/A 0

VII.45
Rights Protection 

Procedure

The procedure will be initiated by request from the data owner or his legal 
representative, clearly stating the content of his claim and the provisions 
of this Law deemed violated. The data protection request must be 
submitted to the Institute within fifteen days from the date on which the 
response from the data controller is communicated to the data owner. 
In the event that the data owner does not receive a response from the data 
controller, the data protection request may be filed after the deadline for 
the data controller response has passed. In this case, it will be sufficient 
for the data owner to accompany its data protection request with the 
document that proves the date on which he filed the request for access, 
rectification, cancellation or objection. 
The data protection request will also be allowed under the same terms 
when the data controller does not deliver the requested personal data to 
the data owner, or delivers it in an incomprehensible form, refuses to make 
changes or corrections to personal data, or where the data owner is not 
satisfied with the information delivered since he considers it is incomplete 
or does not match the information requested. 
Upon receipt of the data protection request by the Institute, said request 
will be sent to the data controller, for said controller to, within fifteen days, 
issue a response, provide any evidence it deems relevant and make its 
formal arguments in writing. 
The Institute will admit any evidence it deems relevant and introduce it. It 
may also request any other evidence it deems necessary from the data 
controller. After introduction of evidence, the Institute will notify the data 
controller of its right to, if it so considers necessary, present its arguments 
within five days of notification. 
As required under the procedure, the Institute will issue a decision on the 
data protection request filed, after analyzing the evidence and other 
elements of proof it deems appropriate, as may be those that arise from 
the hearing(s) held with the parties. 
The Regulations to the Law will establish the manner, conditions and 

Functional
No 

Relationship
N/A N/A N/A 0

VII.46
Rights Protection 

Procedure

The data protection request may be filed in writing or using the electronic 
system forms provided by the Institute for such a purpose, and must 
contain the following information: 
The manner and terms in which the identity of the data owner or, as the 
case may be, the legal representative, must be documented will be 
established in the Regulations.
Furthermore, the data protection request will include the request and 
response being challenged or, where appropriate, any information 
enabling its identification. Where there has been no response, it will only 
be necessary to submit the request.
Where the data protection request is filed through non-electronic means, it 
must include sufficient copies for notification.

Functional
No 

Relationship
N/A N/A N/A 0

VII.46.I
Rights Protection 

Procedure
The name of the data owner or, where applicable, his legal representative, 
as well as that of any third party to the request;

Functional
No 

Relationship
N/A N/A N/A 0

VII.46.II
Rights Protection 

Procedure
The name of the data controller to whom the request for personal data 
access, rectification, cancellation or objection was sent;

Functional
No 

Relationship
N/A N/A N/A 0

VII.46.III
Rights Protection 

Procedure
Address to hear and receive notifications;

Functional
No 

Relationship
N/A N/A N/A 0

VII.46.IV
Rights Protection 

Procedure

The date on which the response from the data controller was received, 
except where the procedure begins pursuant to the provisions of Article 50; Functional

No 
Relationship

N/A N/A N/A 0

VII.46.V
Rights Protection 

Procedure
The acts giving rise to the data protection request, and

Functional
No 

Relationship
N/A N/A N/A 0

VII.46.VI
Rights Protection 

Procedure
Any other items considered appropriate to bring to the attention of the 
Institute.

Functional
No 

Relationship
N/A N/A N/A 0

VII.47
Rights Protection 

Procedure

The decision in the rights protection procedure must be issued within fifty 
days counted from the date of filing of the data protection request. Where 
there is good cause, the Plenum of the Institute may extend this deadline a 
single time for a period of equal length.

Functional
No 

Relationship
N/A N/A N/A 0
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VII.48
Rights Protection 

Procedure

Where the protection of rights decision is in favor of the data owner, the 
data controller will be ordered to, within ten days of notification or, where 
warranted, a longer period as set out in the decision, carry out all action 
required in accordance with the exercise of the rights subject to protection, 
and it shall report compliance therewith in writing to the Institute within 
the following ten days.

Functional
No 

Relationship
N/A N/A N/A 0

VII.49
Rights Protection 

Procedure

If the data protection request fails to satisfy any of the requirements 
specified in Article 46 of this Law, and where the Institute lacks the 
information to remedy such omissions, the data owner will be instructed, a 
single time, within twenty working days following the filing of the data 
protection request, to remedy the omissions within five days. If the 
instructions are not followed by the deadline, the data protection request 
will be considered not filed. The instructions will have the effect of 
interrupting the period allowed for the Institute to issue a decision on the 
data protection request.

Functional
No 

Relationship
N/A N/A N/A 0

VII.50
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.51
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.52
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.53
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.54
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.55
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.56
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.57
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII.58
Rights Protection 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VIII Verification Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IX
Penalty Application 

Procedure
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

X Violations and Penalties
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

XI
Crimes Relating to 

Unlawful Processing of 
Personal Data

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0
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