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Control Des:
The board of directors or executive committee is accountable for cyber Mechanisms exist to align security, compliance and
security. resilience capabilities with business requirements through
Gov-01 Executive cyber security Functional Intersects With Steering Committee & GOV-09. a steering committee or advisory board, comprised of key GOV-01.1
accountability Program Oversight cybersecurity, data protection and business executives,
which meets formally and on a regular basis.
The board of directors or executive committee is accountable for cyber Mechanisms exist to provide governance oversight
security. . reporting and recommendations enabling executives to
Gov-01 Exeoutive cyber security Functional | Intersectswith | - ST2VSREPOMBTO | oy 66 1| ok decisions about matters considered material to the GOV-01.2
accountability Governing Body
organization's Security, Compliance & Resilience Program
The board of directors or executive committee is accountable for ensuring that Mechanisms exist to ensure policies, processes,
Exeoutive antfiial | rificiatntelligence s secure, controllable, human-supervised and used in an Artificil Intelligence (A1) procedures and practices related to the mapping,
cov-08 ellgance ethical and accountable manner. Functional | ntersects with &Autonomous paToz | measing and managing of AtifcialInteligence (A) and AATo1
aoncumabiy Technologies Autonomous Technologies (AAT)-related risks are in place,
Governance transparent and implemented effectively.
The board of directors or executive committee is accountable for ensuring that Mechanisms exist to assign human oversight of Artificial
Executive artificial | artificial intelligence is secure, controllable, human-supervised and used in an N& (Al) and (AAT)to
Gov-08 intelligence ethical and accountable manner. Functional | IntersectsWith | Technologies Human | AAT-35.1 |prevent or minimize the risks to: AAT-22.1
accountability Oversight (1) Health;
(2) Safetv: and/or
The board of directors or executive committee is accountable for ensuring that Mechanisms exist to align security, compliance and
artificial intelligence is secure, controllable, human-supervised and used in an resilience capabilities with business requirements through
Executive artificial ethical and accountable manner. y a steering committee or advisory board, comprised of key
Steering Committee & b €
GOV-08 intelligence Functional Intersects With Program Oversight GOV-09 cybersecurity, data protection and business executives, GOV-01.1
accountability which meets formally and on a regular basis.
‘Achief officer and oversight of cyber Mechanisms exist to assign one or more qualified
Cyborsecurty |ecurity actites and delivers regular an timely isk-based reporting to the Assigned Securtty, the mission and resources to centrally-
Gov-02 v, board of directors or executive committee on their organisation’s cyber Functional | IntersectsWith | Compliance & Resilience| ~ GOV-05 | manage, coordinate, develop, implement and maintain an Gov-04
urity posture, the of controls, current risks and Responsibilties enterprise-wide Security, Compliance & Resilience
threats. Program (SCRP).
Achief i i fficer provides leadership and oversight of cyber Mechanisms exist to provide governance oversight
Cyber securty security actities and delivers regular and timely isk-based reporting t the ) Status Reporting To reporting and recommendations enabling executives to
Gov-02 loodrenip board of directors or executive committee on their organisation’s cyber Functional | Intersects With Coverning Bogy GOV-09.1 | make decisions about matters considered material o the Gov-01.2
B , the of controls, current and 's Security, Compli & Resilience Program
emerging cvber threats. (SCRP).
‘Achief : and oversight of cyber Exccutive Leadership Mechanisms exist o provide a security, compliance and
Cyborsecurty | |ecurity actites and delivers regular an timely isk-based reporting to the Ovarsight of Seaurty, resilience controls oversight function that reports to the
Gov-02 ! board of directors or executive committee on their organisation's cyber Functional | Intersects With CPL07 |organization's executive leadership. CcPL-02
leadership Compliance & Resilience
security posture, the of controls, ks and
Controls
threats.
Suitable and sufficient personnel and resources are identified, acquired and Mechanisms exist to assign one or more qualified
Cyber securty maintained in support of cyber security activities. the mission and resources to centrally-
GOv-04 g Functional | Intersects With |Compliance & Resilience| ~ GOV-05 | manage, coordinate, develop, implement and maintain an Gov-04
o liance & Resillen
Program (SCRP).
Suitable and sufficient personnel and resources are identified, acquired and Mechanisms exist to manage personnel security risk by
covo Cybersecurity | maintained in support of cyber security activities. Functional | ntersects With | Positon Categorization | HRs.03 | 25SIEnINgarisk designaion toalpositons and HRS.02
resourcing establishing screening criteria for individuals filling those
positions.
Suitable and sufficient personnel and resources are identified, acquired and ‘Competency Mechanisms exist to ensure that all security, compliance
Cyborseourty | maintaimedin support o oyber securiy acttes. Requirements for and resilience-related positions are staffed by qualified
Gov-04 g Functional | Intersects With | Security, Compl HRS-03.2 have the il set. HRS-03.2
Resilience-Related
Positions
Suitable and sufficient personnel and resources are identified, acquired and Mechanisms exist to identify and allocate resources for
covo Cybersecurity | maintained in support of cyber security activities. runctional | intersectswith | Atocation of Resources | prv.os | ManaEEMent, operational, technical and data protection PAML03
resourcing requirements within business process planning for
oroiects / initiatives.
Security risk for d their Mechanisms exist to formally document a Customer
Security risk suppliers, parti , includi shared are Gustomer Responsibilty Matrix (CRM), delineati d
Gov-08 and all relevant parties with accountability Functional | Intersects With Mot oY CLD-03.1 |responsibilties for security, compliance and resitience CLD-06.1
responsibilities arrangements in place to ensure their effective implementation. controls between the Cloud Service Provider (CSP) and its
‘Security risk for dtheir tto for
Securityrisk suppiers, part ,includ shared are Third-Party Gontract applicable security, compliance and resilience
GOV-09 and to all relevant parties with accountability Functional Intersects With Requirements TPM-14 requirements with third-parties, reflecting the TPM-05
responsibilities | arrangements in place to ensure their effective implementation. organization's needs to protect its Technology Assets,
Data (TAASD).
‘Security risk management activities for an organisation and their systems. Mechanisms exist to provide governance oversight
Securty sk (infrastructure, operating systems, applications and data) are embedded into Status Roporting To reporting and recommendations enabling executives to
Gov-03 risk d subject to ongoing Functional | Intersects With GOV-09.1 | make decisions about matters considered material to the GOV-01.2
management assurance ) Governing Body
monitoring and assurance activities by the board of directors or executive 's Security, Compliance & Resilience Program
(SCRP).
Security risk management activities for an organisation and their systems Mechanisms exist to facilitate the implementation of
(infrastructure, operating systems, applications and data) are embedded into strategic, operational and tactical risk management
ional risk d subject to ongoing controls that are aligned with:
GOV-03 Security risk monitoring and assurance activities by the board of directors or executive Functional | Intersects With Risk Management RSK-02 (1) Enterprise (ERM); RSK-01
management assurance ° Program
committee. and
@)Indt d
oractices.
Residual security risks for systems (infrastructure, operating systems, tto ensure Technology Assets,
Gov-05 Securityrisk acceptance | 2PPcations and data), including inherited and shared securiy risks, are Functional | IntersectsWith | Security Authorization |  1A0-14 Services (TAAS) 1A0-07
accepted before they are authorised for use and continuously monitored and authorized prior to "go live" in a production environment.
managed throughout their operational ife
Residual security risks for systems (infrastructure, operating systems, Mechanisms exist to select appropriate risk treatment
applications and data), including inherited and shared security risks, are options, based on applicable risk assessment findings,
accepted before they are authorised for use and continuously monitored and including:
GOV-05 Security risk acceptance | MeN2Eed throughout their operational lfe. Functional | IntersectsWith | Risk Treatment Options | Rsk-16.1  |(1) Mitigating the risk to an acceptable level; RSK-06.3
(2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g., insurance and
service provider); o
(4) Accenting the risk
Residual security risks for systems (infrastructure, operating systems, Mechanisms exist to generate authoritative
applications and data), including inherited and shared securiy risks, are documentation (e.g., System Security Plan (SSP) that:
and ith (1) Identifies key ai and
information on in-scope Technology Assets, Applications
Applied Security, ?;“é""lset""‘c:s ‘TAAS’(‘ oot applog securty.
eflects the current state of applied security,
GOV-06 Seouriy risk Functional Intersects With cm.np“ance and 1A0-09 compliance and resilience controls on applicable People, 1A0-03
communication Resilience Controls
Dosmentation Processes, Technologies, Data and/or Faciliies (PPTDF)
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Residual security risks for systems (infrastructure, operating systems, t to govern ids ified I{
applications and data), including inherited and shared securiy risks, are Plan of Action and Milestones (POA&M) or similar
and ith methodology) that formally documents, at a minimum:
(1) Deficiency tracking number;
() resilience
control;
(3) Description of the deficiency(ies);
(4) Risk associated with the deficiency(ies);
GOV-06 Security risk Functional Intersects Witn | CaPapilities Deficiency no-12  |(6) Source deficiency identification/detection; 1A0-05
communication Tracking (6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g., closeout summary).
comistart-h n Secure Controls Framework (SCF) 1015
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Residual security risks for systems (infrastructure, operating systems,

tto produce a y

Securityrisk Security Assessment i
Sov6 ity applications and data), including inherited and shared securiy risks, are Functional | ntersects with y 1AO-13 | RePOTt(SAR) atthe conclusion of a security assessmentto s 120024
and ith Report (SAR) certify the resuilts of the assessment and assist with any
actions.
Securiyrisk Residual security isks for systems (infrastructure, operating systems, Mechanisms exist to maintain a risk register that facilitates
GOV-06 e n | avptications and data),inclucing inherited and shared securityrsks, are Functional | Intersects With Risk Register RSK-14 [ monitoring and reporting of risks. 5 RSK-04.1
and i ith
Information about the design, configuration and operation of systems o protect regulated
Systomexposure | IStUGture,operating systems, applications and data) s not publicly Sonsitive/ Regulated datawherever tis processed and/or stored.
Gov-10 xpo unl ary for legal, Functional | Intersects With : DCH-07 5 DCH-01.2
.. Data Protection
regulatory or security purposes, with any disclosure minimised, controlled and
loseed.
Information about the design, configuration and operation of systems ist to control and restrict acoess to
Systomexposure | IFStUGture,operating systems, applications and data) s not publicly Restrict Sensitive / sensitive and/or regulated data on digital and non-digital
GOv-10 oo i unless necessary for ial, legal, Functional | Intersects With | Regulated Data Access | DCH-07.1 | media formats to authorized individuals. 5 DCH-03
regulatory or security purposes, with any disclosure minimised, controlled and To Authorized Individuals
loseed.
Information about the design, configuration and operation of systems 1o control publict bl
Systomexposure | IStUGture,operating systems, applications and data) i not publicly Publicly Accossible
Gov-10 oo shared unless necessary for legal, Functional | Intersects With - DCH-24 5 DCH-15
regulatory or security purposes, with any disclosure minimised, controlled and
loseed.
Information about the design, configuration and operation of systems Mechanisms exist to generate authoritative
(infrastructure, operating systems, applications and data) is not publicly documentation (e.g., System Security Plan (SSP) that:
i unless necessary for ial, legal, (1) Identifies key archi ndi
regulatory or security purposes, with any disclosure minimised, controlled and information on in-scope Technology Assets, Applications
logged. Appliod Security, andlor Services (TAAS);
System exposre Compliance and (2) Reflects the current state of applied security,
Gov-10 Functional | Intersects With 1A0-09 5 1A0-03
o uncti ntersects Wi Reationt Gontrots compliance and resilience controls on applicable People,
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation ;
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Systems (infrastructure, operating systems, applications and data) are Mechanisms exist t
delivered and supported by trustworthy suppliers whose cyber security (1) Evaluate security risks and threats associated with
Supplioroyber securty | Practices areregular . SupplyChain Risk Technology Assets, Applications and/or Services (TAAS)
GOV-11 Functional | Intersects With TPM-04 | supply chains; and 8 TPM-03
assurance Management (SCRM)
(2) Take appropriate remediation actions to minimize the
organization's exposure to those risks and threats, as
necessarv
Systems (infrastructure, operating systems, applications and data) are Mechanisms exist to obtain an attestation from an
delivered and supported by trustworthy suppliers whose cyber security Third-Party (3PAO)
Supplioroyber security | Practices areregular Third-Party Atestation that provides assurance of conformity with specified
GOV-11 P Functional | Intersects With oon) TPM-23 | statutory, regulatory and contractual obligations for 5 TPM-05.8
security, compliance and resilience controls, including
any flow-down requirements to contractors and
Only personnel and have been Mechanisms exist to facilitate the implementation of
Personnel suitability Human Resources
Gov-12 d are subject to are granted tosystems Functional | Intersects With HRS-02 | personnel security controls. 5 HRS-01
assurance Security Management
operating svstem d data)
personmetuttapiy |01 personel and have been Mechanisms exst to manage personnel securiy sk by
Gov-12 e d are subject to are granted to systems Functional | IntersectsWith | PersonnelScreening | HRS-05 | screening individuals prior to authorizing access. 8 HRS-04
operating svstem d dat
Controls for systems (infrastructure, operating systems, applications and Mechanisms exist to evaluate the safety aspects of
data) do ot human, physical tal safety. faultt ! e
Gov-13 Cyber security and safety | 421) d° ot compromise human, physical or environmental safety. Functional | IntersectsWith | ~Safety Assessment EMB-19 afau orsimitar 3 EMB-15
method, to determine possible consequences of misuse,
and/or failure.
Systems (infrastructure, operating systems, applications and data) that are Mechanisms exist to prevent unsupported Technology
meeting cyber security requi managed using Assets, Applications and/or Services (TAAS) by:
. . compensating contols, alungwltslerlmar;ceid ontring andla:‘suranci UnsupportedTeshnology ) Removmgandl\:rreplacm%T:A?whe:‘s:ppunlnrthe
egacy system
cov-1a gacy sy; activities, to maintain an acceptable level of residual risk until they can be Functional | IntersectsWith | Assete Applioations | AsT3e |comPonents s no longer available from the developer, s oAty
management | decommissioned or replaced. vendor or manufacturer; and
and/or Services (TAAS)
(2) Requiring and Lor
the continued use of unsupported TAAS required to satisfy
needs
Systems (infrastructure, operating systems, applications and data) that are Mechanisms exist to identify and implement one, or more,
not capable of meeting cyber security requirements are managed usiny compensating controls to reduce risk and threat exposure
Legacy system P '8 cyber security req \ e e Compensating P e ° P
Gov-14 compensating controls, along with enhanced monitoring and assurance Functional | Intersects With RSK-18 | when the primary means of implementing the security 8 RSK-06.2
management Countermeasures
activities, to maintain an acceptable level of residual risk until they can be function is unavailable or compromised
or renlaced.
Security risk management and associated cyber security activities are Mechanisms exist to develop, report and monitor Securiy,
continually measured and reviewed using cyber threat intelligence and Compliance & Resilience Program (SCRP) f
c ivi threat Measures of .
Gov-07 informed by "| Functional | Intersects With Gov-12  |Performance 5 Gov-05
security improvement | to identity, prioritise and incorporate improvements in governance Performance
shared and f controls.
Security risk d ted cyber are Mechanisms exist to formally test incident response
continually measured and reviewed using cyber threat intelligence and p through o the
Cont b tivities, includi inf L-world cyber threats, Incident Response o ! f the il
GOv-07 informed by "8 | Functional | Intersects With P 1RO-09 5 1RO-06
provement | to dentify, prioritise and incorporate improvements in governance Capabiltties Testing
shared ibilties and controls.
Security risk management and associated cyber security activities are Mechanisms exist to implement a threat intelligence
continually measured and reviewed using cyber threat intelligence and program that includes a oross-organization information-
Continuous eyber informed by threats, Threatinteligence sharing capability that can influence the development of
Gov-07 toidentity, prioritise and incorporate improvements in governance Functional | Intersects With THR-02 | the system and security architectures, selection of 8 THR-01
security improvement Program
shared and f controls. security solutions, monitoring, threat hunting, response
and recovery activities.
Security risk management and associated oyber security activities are Mechanisms exist to employ advanced automation and
continually measured and reviewed using cyber threat intelligence and analytics capabilities to predict and identify risks to
c tivi informed by threats, ) Predictive Cyber Data
Gov-07 s tos, inel Y Functional | Intersects With o THR-10 5 THR-01.2
security improvement | to identify, prioritise and incorporate improvements in governance Analytics (TAASD).
shared and controls.
Systems (infrastructure, operating systems, applications, identities, Mechanisms exist to perform inventories of Technology
credentials and data) are continually and centrally dentified and documented. Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)Is at the level of granularity deemed necessary for
IDE-01 Assetidentification Functional | IntersectsWith |  Asset Inventories AST-04 tracking and reporting: 8 AST-02
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
(5)Is available for review and audit by designated
organizational personnel.
Systems (infrastructure, operating systems, applications, identities, istto maintain P
credentials and data) are continually and centrally dentified and documented. inventory of Technology Assets, Applications, Services
and/or Data (TAASD) that provides a highly contextualized
understanding of every asset that is capable of providing
Comprehensive Asset
IDE-01 Assetidentifica Functional | Intersects With P AST-08 | operational visibiliy required to: 5
Inventory Management
(1) Detect anomalies;
(2) Manage complex vulnerabilities;
(3) Maintain compliance; and
(4) Maintain resiliznt canahil
b Mechanisms exist to identify and assess the security of
applications and data) are continually and centrally identified and Asset-Service Technology Assets, Applications and/or Services (TAAS)
IDE-05 Assetinterdependencies | 2PP1o3t ) inually 'y identif Functional | Intersects With AST-06 Gl pplicati ices (TAAS) 8 AST-01.1
including how of one system could affect the Dependencies that support more than one critical business function.
securitv or business operations of other dependent svstem:
Business criticality ratings for systems (infrastructure, operating systems, Technology Assets, 10 assign Business Continuity &
and data) are identified Applications, Services Disaster Recovery (BC/DR)-relevant criticality atings for
IDE-02 ) Functional Equal PP AST-05.1 v (BC/DR) v reting: 10
identification and/or Data (TAASD) 8y Data
Critiality Ratings (TAASD).
com/start-h heory pping: Secure Controls Framework (SCF) 2015
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Security requirement

Security requirements for systems (infrastructure, operating systems,

and data) are identified

Security, Compliance &

Control Descri
Mechanisms exist to proactively govern Technology
Assets, Applications and/or Services (TAAS) by:

(1) Defining technical security, compliance and resilience

IDE-03 Functional Subset Of PRM-09 and 10 PRM-05
identification
Definition (2) Performing a criticality analysis at predefined decision
points in the Secure Development Life Cycle (SDLC).
Resilience for systems, Mechanisms exist to define operational resilience.
and data) are identified for Technol )
Resilience requirament Defined Operational Services and/or Data (TAASD) to operate in a controlled
IDE-06 Functional Subset Of BGCD-02.1 | and acceptable manner during: 10
identification Resilience Requirements.
(1) Routine operations; and
(2) Adverse conditions.
Resilience for systems, Mechanisms exist to proactively govern Technology
and data) are identified Security, Compliance & Assets, Applications and/or Services (TAAS) by:
Resilience requirement
IDE-06 dentiication Functional SubsetOf [Resilience Requirements| ~PRM-09 (1) Defining technical security, compliance and resilience 10 PRM-05
Definition requirements; and
(2) Performing a criticalitv decision
Security risks for an and their i operating Mechanisms exist to generate authoritative
systems, applications and data) are identified, including by using current documentation (e.g., System Security Plan (SSP)) that:
strategic and sector-specific cyber threat intelligence and threat modelling, (1) Identifies key archi ndi
d along with risk decisions. information on in-scope Technology Assets, Applications
Applied Securiy, and/or Services (TAAS);
securltyisk Compliance and (2) Reflects the current state of applied security,
IDE-04 identification Functional Intersects With Resilience Controls 1A0-09 compliance and resilience controls on applicable People, 5 1A0-03
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Security risks for an and their i operating istto dovel d
Socuriyrisk systems, applications and data) are identified, including by using current Threat Analysis & Flaw integrators to create and execute a Security Testing and
IDE-04 dontitiontion strategic and sector-specific cyber threat intelligence and threat modelling, Functional | IntersectsWith | Remediation During 14010 |Evaluation (STAE) plan, o similar process, to identify and 5 1A0-04
d along with risk decisions. Development remedate flaws during development.
Security risks for an and their operating Mechanisms exist to select appropriate risk treatment
systems, applications and data) are identified, including by using current options, based on applicable risk assessment findings,
strategic and pecific cyber including:
oE.0s Security risk and are documented along with any associated risk management decisions. Functional | IntersectsWith | Risk Treatment Options |  Rsk-16.1 |(1) MitiEating the isk to an acceptable lovel; s 0
identification (2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (.., insurance and
service provider); or
(4) Accenting tha risk
‘Security risks for an and their operating Mechanisms exist to perform threat modelling and other
Socurityrsk systems, applications and data) are identified, including by using current secure design techniques, to ensure that threats to
IDE-04 dontifioation strategic and pecific cyber Functional | Intersects With Threat Modeling TDA-05.2 | software and solutions are identified and accounted for. 5 TDA-06.2
and are documented along with any associated risk management decisions.
Security risks for an and their operating Mechanisms exist to maintain situational awareness of
Securtyrisk systems, applications and data) are identified, including by using current vulnerabilities and evolving threats by leveraging the
IDE-04 dontiiontion strategic and sector-specific cyber threat intelligence and threat modelling, Functional | IntersectsWith | Threat Intelligence Feeds|  THR-04 attacker tactics, techni d procedures 5 THR-03
d along with risk decisions. to facilitate the implementation of preventative and
controls.
operating syst d planned, Mechanisms exist to formally incorporate the
designed, developed, tested, deployed, maintained and decommissioned Security, Gompliance & organization's secure architecture principles into
PRO-01 Secure system lifecycle |according to their business criticality ratings and security and resilience Functional | ntersects with | (2 0 g | SEA02 |ensineering, product and model design requirements to 8 SEA015
i by D d by Default principles and y, compli l builtin by
oractices. default and by desien.
operating syst d are planned, Mechanisms exist to facilitate the implementation of
designed, developed, tested, deployed, maintained and decommissioned Technology tailored development and acquisition strategies, contract
PRO-01 Secure system lifecycle |according to their business criticality ratings and security and resilience Functional | Intersects With Development & TDA02  tools and methods to meet uniq 8 TDA-01
by D! d by D and Acquisition needs.
oractices.
Cyber t to provide d
Cyber supply chain | 2PPlications and data) are secure, fesiient and support effective and Supply Ghain protection incident information to the provider of the
PRO-16 security . Functional Intersects With IRO-19 | Technology Assets, Applications and/or Services (TAAS) 3 IRO-10.4
security Coordination
and other organizations involved in the supply chain for
TA; lated to the incident.
Cyber supply Mechanisms exist to develop a plan for Supply Chain Risk
applications and data) are secure, resilient and support effective and (SCRM)
Gybersupplychain | Co0Tdinated cyber security ncident response. Supply Chain Risk acquisition, maintenance and disposal of Technology
PRO-16 security Functional Intersects With [ Management (SCRM) RSK-20  |Assets, Applications and/or Services (TAAS), including 8 RSK-09.
Plan documenting selected mitigating actions and monitoring
performance against those plans.
Cyber supply Mechanisms exist to:
applications and data) are secure, resilient and support effective and (1) Evaluate security risks and threats associated with
| coordinated cyber security incident response. Technology Assets, Applications and/or Services (TAAS)
PRO-16 Cyber supply chain g Y " Functional Subset Of Supply Chain Risk TPM-04 supptychga‘llns; and ” 9 10 TPM-03
security Management (SCRM)
(2) Take appropriate remediation actions to minimize the
organization's exposure to those risks and threats, as
necessar.
Robust and secure identity, credential and access management is used to Mechanisms exist to facilitate the implementation of
PRO3 Identity, credential and | establish, maint d control a to systems opera Functional Subset Of Identity & Access \AC.02 |!dentification and Access Management (1AM) controls. 0 TEw
access management | systems, applications and data) and to support effective detection of identity Management (1AM)
Robust and secure identity, credential and access management is used to Mechanisms exist to utilize User & Entity Behavior
oty crodentiatand |€StEblish, maintain and control access o systems operating Analytics (UEBA) and/or User Activity Monitoring (UAM)
PRO-13 access management | /SIeS: 8pplications and data) and to support effective detection of identity Functional Intersects With | Anomalous Behavior MON-16 |solutions to detect and respond to anomalous behavior 3 MON-16
and credential misuse. that could indicate account compromise or other
licious activii
Personnel and services are granted the minimum access to systems Mechanisms exist to utilize the concept of least privilege,
PRO-12 Least privilege access | I"Tostructure, operating systems, applications and data) required to Functional Equal Least Privilege 1AC-30 i acoessto 10 1AC-21
undertake their duties. assigned tasks in
busing functions.
Systems (infrastructure, operating systems, applications and data) are Mechanisms exist to develop, implement and govern
administered in a secure, accountable and auditable manner. - system processes, with
System Administrative N !
PRO-05 Secure administration Functional Prosouens OPS-04.1 | Standardized Operating Procedures (SOP), for operating 8 AST-26
and Technol ' d
Services (TAAS).
operating systs d Mechanisms exist to develop, document and maintain
configured to approved and maintained baselines, including by reducing secure baseline configurations for Technology Assets,
Secure configuration Secure Baseline
PRO-04 anagement attack surfaces and attack paths, with configurations continually monitored Functional | Intersects With Configurations CFG-04 | Applications and/or Services (TAAS) that are consistent 8 CFG-02
and consistently enforced. with industry-accepted hardening standards.
operating syst d Automated mechanisms exist to:
configured to approved and maintained baselines, including by reducing Integrity Assurance & (1) Identify unauthorized deviations from an approved
PRO-04 attack surfaces and attack paths, with configurations continually monitored Functional | Intersects With CFG-08.2 |secure baseline configuration; and 5 CFG-06
management Enforcement (IAE)
and consistently enforced. (2) Implement automated resiliency actions to remediate
hange.
] Vulnerabilities in systems (infrastructure, operating systems, applications and Vulnerabilty & Patch Mechanisms exist to facilitate the implementation and
PRO-06 Vulnerability data) are identified, documented, validated and prioriised for remediationor | SubsetOf | ManagementProgram | VM.0p | MOMONiNgofrisk-based wulnerability management 0 e
management mitigation in a timely manner, with all remediation and mitigation actions WPMP) capabilities.
verified for.
Vulnerabilities in systems (infrastructure, operating systems, applications and Mechanisms exist to identify and assign a risk ranking to
PRO-06 Vulnerability data) are identified, documented, validated and prioritised for remediation or Functional IntersectsWith | Vulnerabilty Ranking VpM.gs | ey discovered security wlnerabilties using reputable 3 e
management mitigation in a timely manner, with all remediation and mitigation actions for
verified for
Vulnerabilities in systems (infrastructure, operating systems, applications and tto ensure that
PRO06 Vulnerability data are identified, documented, validated and prioriised for remediationor | | Vulnerability Vpm.og |Properyidentified, racked and remediated. s VPM-02
management mitigation in a timely manner, with all remediation and mitigation actions Remediation Process.
verified for.
com/start-h heory pping Secure Controls Framework (SCF) 3015
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and nly permit of
software that is supported, verified and authorised.

Control Des
Mechanisms exist to prevent unsupported Technology
Assets, Applications and/or Services (TAAS) by:

(1) Removing and/or replacing TAAS when support for the

Unsupported Technology| ¥ e b
PRO-07 Trustworthy software Functional | IntersectsWith | Assets, Applications AsT-39 | componentsisno longer available from the developer, TDA17
vendor or manufacturer; and
and/or Services (TAAS) ! c
(2) Requiring justification and documented approval for
the continued use of unsupported TAAS required to satisfy
needs
and nly permit of Mechanisms exist to explicitly allow (allowlist/ whitelist)
Software thatis supported, verified and authorised. | Explicitly Allow / Deny and/or block (denylist/ blacklist) applications that are
PRO-07 Trustworthy software i Functional | IntersectsWith | = o Y| creaa (demi ) app CFG-03.3
Applications authorized to execute on systems.
Data is encrypted and authenticated at rest and n transit using ASD-approved Use of Gryptogranhic Mechanisms exist to facilitate the implementation of
PRO-08 c to protect and integrity. Functional | Intersects With s CRY-02 [ cryptographic protections controls using known public CRY-01
tandards and trusted i i
Data is encrypted and authenticated at rest and n transit using ASD-approved Encrypting DataIn Cryptographic mechanisms exist to prevent the
PRO-08 Cryptographic protection is encrypt uthentic: e in transit using pprov Functional | Intersects With Typting CRY-05 ryptographi nisms exist to prevan CRY-03
broteot and integrity. Transit datain transit.
Data is encrypted and authenticated at rest and n transit using ASD-approved Integrity of Data In c to detect
PRO-08 Cryptographic protection is encrypt uthentic: e in transit using pprov Functional | Intersects With ity CRY-06 e CRY-04
broteot and integrity. Transit changes to data in transit.
Data is encrypted and authenticated at rest and n transit using ASD-approved Cryptographic mechanisms exist to prevent the
PRO-08 Cryptographic protection is encrypt uthentic: e in transit using pprov Functional | IntersectsWith | Encrypting DataAtRest |  CRY-07 ryptographi nisms exist to prevan CRY-05
broteot and integrity. dataat rest.
operating syst ) Mechanisms exist to facilitate the implementation of
e 1 Use of Cryptographic s
PRO-17 Cryptographic agility | configured and managed to support timely, prioritised and orderly changesto | Functional | Intersects With oo CRY-02  [cryptographic protections controls using known public CRY-01
including tandards and trusted
tems (i operating d ) Mechanisms exist to develop a risk-prioritized Post-
configured and managed to support timely, prioritised and orderly changes to Post-Quantum Quantum Cryptography Agility Plan (PQCAP) that:
PRO-17 Cryptographic agility including Functional | IntersectsWith | Cryptography Agiity Plan| ~ qrs-0g  |(1) Enables cryptographic agility; QTs-03
o) (2) Aligns with evolving security standards; and
(3) Defines the approach for selecting and implementing
POC algarithms.
Systems (infrastructure, operating systems, applications and data) are Mechanisms exist to create recurring backups of data,
regularty backed up in a secure and proven manner, including through the Software and/or system images, as well as verify the
Regular and proven | validation of restoration capabilities. ) integrity of these backups, to ensure the availability of the
PRO-10 4 P validation of restoration capabiliti Functional | Intersects With Data Backups BCD-24 | Mtegriy of thes: ups, ure the availability BCD-11
backups data to satisfy Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOS).
Systems (infrastructure, operating systems, applications and data) are Mechanisms exist to routinely test data backups to veri
Regularand proven | ( perating sy PP ) Testing for Reliability & v P v
PRO-10 O regularly backed up in a secure and proven manner, including through the Functional | Intersects With ety BCD-32 | the reliability of the backup process, as well as the BCD-11.1
" validation of il integrity and availability of the data.
operating systems and Mechanisms exist to monitor and control communications
Network segmentation [into network zones based on business criticality and trust levels, with only atthe external network boundary and at key internal
PRO-18 e Y y Functional | IntersectsWith | Boundary Protection NET-03 i 4 NET-03
and segregation | authorised, controlled and monitored inbound and outbound communication boundaries within the network.
baths between network zones permitted.
operating syst d Mechanisms exist to implement network segmentation
Network tati Network Segmentat network to Technology Asset:
Pros etwork segmentation nto network zones based on business critcaliy and trust evels, ithonly runctional | ntersectswin | Network Segmentation | | lwithin isolate , NET05
and segregation | authorised, controlled and monitored inbound and outbound communication Services (TAAS) from other network
oaths between oermitted. resources.
P "di 1 rolgysysems st b l;)glc‘ally)anddphl{slc‘ally \ Seperate Operating Mechanisms exist to Lugu:ally or physically separate
RO peraionatechnology | sclated fomin ormtintechnologysystems (nstucture ond sl | cionet | oo it | EntonmentaFor g [embeded technolgs rom
wi orised, monitore; Embectded Teanmotogies echnology (I) networks.
paths between svstems permitted.
Operational technology systems (infrastructure) are logically and physically Mechanisms exist to proactively manage the security,
Operational technol Operational Technol
Pro1o perational technalogy | isolated from information technology systems (frastructure)and allexternal | L oo || OperationalTechnology | L o |compliance and esilience risks associated with MB08
isolation infrastructure, with only authorised, controlled and monitored communication (©omn Operational Technology (OT).
baths between svstems bermitted.
Operational ey are logically and physically tto
Operational technoloy Network Segmentation
R 13 #y |isolated from information technology systems (infrastructure) and allexternal | o oo @ NET6 | Within network architectures o isolate Technology Assets, NET05
isolation with , controlled and monitored Services (TAAS) from other network
paths between svstems permitted. resources.
Access to operational technology systems (infrastructure, operating systems, Soperate Oporating Mechanisms exist to logically or physically separate
Remot I from
Pr0.20  Femotsaocossto apzl\calm‘ns adnd data) over untrusted nfrastructure s authorised, controlled | [ g [smosecedechnooges
and monitored. echnology (I) networks.
P cd Embedded Technologies ey (M)
‘Access to operational technology systems (infrastructure, operating systems, tto restrict of
applications and data) over untrusted infrastructure is authorised, controlled embedded technologies by:
Remote access to Remote Management of
PRO-20 and monitored. Functional | Intersects With EMB-15 | (1) Allowing access only when needed;
operational technology Embedded Technologies
(2) Eliminating "always on" connections; and
@R !
Data b for system: Mechanisms exist to monitor and control communications
PRO-09 c and is controlled and subject to inspection and Functional | IntersectsWith | Boundary Protection | NET-03 |atthe external network boundary and at key internal NET-03
boundaries within the network
Data between different securt forsystems Mechanisms exist to implement a Cross Domain Solution
and is controlled and subject to inspection and Cross Domain Solution (CDS) to mitigate the specific security risks of accessing or
PRO-09 c g P Functional | Intersects With Ner-a7  |(GPS) to mitie P v ® NET-02.3
verification. transferring information between security domains.
Personnel are provided with ongoing cyber seourity awareness training, 1o provide all empl d
Cyber security ud onat g gdyt i t thar ; Security, Compliance & . i
PRO-14 Y ineluding operational security considerations, tailored totheir duties, access | notional | IntersectsWith | Resilience Awareness |  SAT-04 " SAT-02
awareness training [ levels and current cyber threats. Traning resilience awareness education and training that is
relevant for their iob function.
Personnel are provided with ongoing cyber security awareness training, Mechanisms exist to provide role-based security,
including operational security considerations, tailored to their duties, access compliance and resilience-related training:
Cyber security levels gu . it cyber th yt Role-Based Security, 1 ch ithe to the syst : rformi
PRO4 v Yy tevels and current cyber threats. Functional | IntersectsWith | Comptiance & Reallionee|  saT.0s |(1)Before authorizing access to the system or performing SaT03
awareness training Traiing assigned duties;
(2) When required by system changes; and
(3) Annually thereatter
Personnel are provided with ongoing cyber seourity awareness training, CyborThreat Mechanisms exist to provide role-based securiy,
Cyber secur ! tional tions, tailored to their duties, d resil training that
PRO-E v ty |inclucing operational security considerations,tailored totheirduties, access | [ eomtionat | sa-06 resilience awareness training that is SAT-03.6
awareness training [ levels and current cyber threats. o s current and relevant to the cyber threats that users might
encounter in dav-to-day business operations.
Physical access to facilities and systems (infrastructure and data) is restricted Physical access control mechanisms exist to enforce
to authorised personnel and monitored for unusal activities. physical access authorizations for all physical access
PRO-15 Physical access control Functional | Intersects With | Physical Access Control | PES-08 | points (including designated entry/exit points) to facilities PES-03
(excluding the facility
Physical access to facilities and systems (infrastructure and data) is restricted Monitoring Physical Physical access control mechanisms exist to monitor for,
PRO-15 Physical access control |/ ¥ ( @ ) Functional | Intersects With '8 Phy: PES-13 ¥ > PES-05
to authorised personnel and monitored for activti Access detect and respond to physical incidents.
event L changes for systems toutilizea Event
(infrastructure, operating systems, applications and data) are centrally Centralized Collection of Manager (SIEM), or similar automated tool, to support the
DET-01 Centralised event , protected or deletion, and Functional | IntersectsWith | EventLogs &Security- | MON-05 | centralized collection of event logs and security-relevant MON-02
retained to support effecti ity event detection and i Relevant Telemetry telemetry.
y-rel e Ghanges for systems Mechanisms exist to protect event logs, securlty-relevant
(infrastructure, operating systems, applications and data) are centrally Protection of Event Logs telemetry and audit tools from unauthorized access,
DET-01 Centralised event | , protected agai or deletion, and Functional | IntersectsWith | &Security-Relevant | MON-12 | modification and deletion. MON-08
retained to support detection and Telemetry
ovent Changes for systems Mechanisms exist to retain event logs and security-
(in:lras:n;cturel. c;:e;atmg sy‘s(emsl,happlic:t\on:'andl data) o c‘en"aﬂyd Event Log & Securiy- rlevant telemetyfor tims erod consistentwith
| cottected, protected against unauthorised madification or deetion, an ) tent for after
DET-01 Centralised event logging| P & > ‘ Functional | IntersectsWith | ~RelevantTelemetry | MON-13 - pro MON-10
retained to support detection and rtonion the-fact investigations of security incidents and to meet
statutory, regulatory and contractual retention
Baseline patterns of identity and credential access activities, privileged Mechanisms exist to utilize User & Entity Behavior
Baselined high-isk tivities, and remot tivi d Analytics (UEBA) and/or User Activity Monitoring (UAM)
DET-04 oty [forsystems i , ions and data) to Functional | IntersectsWith | Anomalous Behavior | MON-16 |solutions to detect and respond to anomalous behavior MON-16
enable the detection of anomalous or unexpected behaviour. that could indicate account compromise or other
| svit
Baseline patterns of identity and credential access activities, privileged ‘Automated mechanisms exist to establish behavioral
tivities, and remot tivi d baselines that capture information about user and entity
Baselined high-risk
DET-04 e actimioe|forsystems and data) to Functional | IntersectsWith | Behavioral Baselining | THR-09 [behaviorto enable dynamic threat discovery. THR-11
enable the detection of anomalous or unexpected behaviour.
Anomalous or unexpected events and behaviours for systems (infrastructure, Centralized Event Log & ‘Automated mechanisms exist to centrally collect, review
Cyber security event | operating systems, applications and data) are analysed in a timely manner to Security-Relevant and logs and y telemetr
DET-02 4 Y perating sy pplicati ) are analysedina timely g Functional | Intersects With v MON-05.1 & Y MON-02.2
detection detect cyber security events. Telemetry Review & from multiple sources.
Analvsis
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Anomalous or unexpected events and behaviours for systems (infrastructure,
operating systems, applications and data) are analysed in a timely manner to

Mechanisms exist to utilize User & Entity Behavior
Analytics (UEBA) and/or User Activity Monitoring (JAM)

Cyber security event
DET-02 rention detect cyber security events. Functional | IntersectsWith | Anomalous Behavior | MON-16 |solutions to detect and respond to anomalous behavior 5 MON-16
that could indicate account compromise o other
" i
Cyber security events are analysed in a timely manner to identify cyber ] ) istto utilize a
Cyber security incident s;/cur\[ymcn::n(s. ’ ! e Centratized Collection of Manager (SIEM), or similar automated tool, to support the
DET-03 Functional | IntersectsWith | EventLogs &Security- | MON-05 g 1o 5 MON-02
identification centralized collection of event logs and security-relevant
Relevant Telemetry
telemetry.
Cyber security events are analysed in a timely manner to identify cyber Centralized Event Log & ‘Automated mechanisms exist to centrally collect, review
Er0s Cyber security incident |security incidents. Functional | ntersects with Rel von-0s.1 | logs and telemetry s MON.02.2
identification Telemetry Review & from multiple sources.
Analysis
Cyber security events are analysed in a timely manner to identify cyber ‘Automated mechanisms exist to correlate both technical
) security incidents. . and non-technical information from across the enterprise
DET-03 Oyber security Incident Functional | Intersectswith | COMeAteMontoing | o qo | ) a Security Incident Event Manager (SIEM) or similar 5 MON-02.1
identification Information
automated tool, to enhance organization-wide situational
Cyber security event detection capabilities are regularly evaluated for toassess needs for
Detection capabilty | Ct¥eness and continuously rfined, including by using curret stategic Analyze and Prioritize monitoring and prioritize the monitoring of Technology
DET-05 i and sector-specific cyber threat intelligence, to improve the detection of cyber | Functional | Intersects With Monitoring MON-03.2 | Assets, Applications and/or Services (TAAS), based on 5 MON-01.16
security events. Requirements TAAS criticality and the sensitivity of the data it stores,
transmits and processes.
Cyber security event detection capabilites are regularly evaluated for Mechanisms exist to maintain situational awareness of
Detection capabilty | ECtVeness and continuously refined, ncluding by using current strategic Vulnerabilities and evolving threats by leveraging the
DET-05 ey and sector-specific cyber threat intelligence, to improve the detection of cyber | Functional | Intersects With |Threat Intelligence Feeds| ~ THR-04 attacker tactics, techni d procedures 3 THR-03
security events. to facilitate the implementation of preventative and
controls.
Cyber security incident response, business continuity and disaster recovery Mechanisms exist to operate a Business Contintity
) plans for operating systems, dd Business Gontinuty (BCMS) t
nEs.01 Cyber security incident | support continued business operations during cyber security incidents, and Functional | ntersects with 8002 gy ' Data s o
planning the resumption of normal business operations following cyber security eoms) (TAASD) during:
incidents. (1) Routine operations; and
2 i
Cyber security incident respanse, business continuity and disaster recovery ist for blish and
lans for operating systems, d data) ) ) maintain formal Business Continuity & Disaster Recove
Cyber security incident :upponcon(inued busmessopemt:]onsdu%m;cybevsecunlyincidems and Business Gontinuity & (BC/DR) plans to ensure mtormano:isdewledenoughw
RES-01 - Functional | IntersectsWith | Disaster Recovery BCD-04 - 5 BCD-01.7
planning the resumption of normal business operations following cyber security BOIDR) Plame current operations in order
incidents. to sustain and/or restore operations under adverse
i
Cyber security incident response, business continuity and disaster recovery Mechanisms exist to maintain and make available a
Cybor security ncident | P21 operating systems, appli d data) ncident Response Plan current and viable Incident Response Plan (IRP) to all
RES-01 mning support continued cyber , and Functional | Intersects With IRO-08 [ stakeholders. 5 1RO-04
the resumption of normal business operations following cyber security
incidents.
Cyber security incident roles and responsibilities are defined, documented existto define Toles &
Cybor seourity ncident | 1 S¥ercised to supporttheinteral and extarnal coordination and Defined Roles & responsibilities for all personnel.
RES-05 management of cyber security incidents, including responsibilites for Functional | Intersects With HRS-04 5 HRS-03
coordination Responsibilties
security incidents and pre-approved response
and recovery activities
Cyber roles and are defined, Mechanisms exist to establish an integrated team of
Cyber security ncident | M eXereised to supporttheinternal and external oordination and Integrated Security cybersecurity, T and business function representatives
RES-05 e of cyber , including for Functional | Intersects With | Incident Response Team | IRO-11 | that are capable of addressing cybersecurity and data 5 1R0-07
security incidents and proved response (SIRT) protection incident response operations.
and recoverv activities.
Cyber security incidents are contained, eradicated and recovered from in a Mechanisms exist to cover:
timely manner. (1) Preparation;
(2) Automated event detection or manual incident report
RES-03 Cyber security incident Functional Subset Of Incident Handling Ro-06 | IMeke: 10 IRO-02
response (3) Analysis;
(4) Containment;
(5) Eradication; and
(8) Recovery
Cyber security incidents, including associated response and recovery tto port incidents to applicabl
Cybor security ncident | 221Vie5, ar reported ntemally and externalytorelevar bodlies and Incidont Stakeholder (1) Internal stakeholders;
RES-02 onorting stakeholders in a timely manner. Functional Subset Of Roporting IRO-16 | (2) Affected clients & third-parties; and 10 1RO-10
(3) Regulatory authorities.
Lessons learnt from cyber security incidents are captured, and areas for Mechanisms exist to incorporate lessons learned from
nEs0s Cyber securityincident. |improvement are identied, priortised and actioned in a timely manner. Functional Subsetof Root Cause Anal Ro-14 ! d resolving data protection o RO
insights (RCA) & Lessons Learned incidents to reduce the likelihood or impact of future
incidents.
Following cyber security incidents, systems (Infrastructure, operating Mechanisms exist to utilize post-incident assurance
systems, applications and data) are verified through assurance activities to Post-Incident activities to validate Technology Assets, Applications and
Systomrocovery | CeUre they are secure and capable of supporting theresumpion of normal Technology Assets, Services (TAAS) are
REC-02 . business operations. Functional Subset Of Applications and IRO-26  [(1) Secure; 10
Services (TAAS) (2) Compliant; and
Validation (3) Capable of supporting the resumption of normal
b 1
Residual security isks for systems (infrastructure, operating systems, Mechanisms exist to utilize post-incident assurance
applications and data), including inherited and shared security risks, are Postncident activities to validate Technology Assets, Applications and
accepted prior to the resumption of normal business operations ollowing Techmology Asscts, Services (TAAS) are
REC-01 B"S‘:‘:::':z:;ar:ms cyber security incidents. Functional | Intersects With Applications and IRO-26 f;i zi:;iﬂm n 5
Services (TAAS) ;
otidation (3) Capable of supporting the resumption of normal
business operations.
Residual security risks for systems (infrastructure, operating systems, Mechanisms exist to select appropriate rsk treatment
Business operations | PPIications and data), inclucing inherited and shared security risks, are options, based on applicable risk assessment findings,
REC-01 eomation accepted prior to the resumption of normal business operations following Functional SubsetOf | RiskTreatment Options | RSK-16.1 |including: 10 RSK-06.3
cyber security incidents. (1) Mitigating the risk to an acceptable level;
(2) Avoiding the risk (e.¢.. terminating the profect):
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