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2t perorm Inventories of Tezhnelogy Aasets, Applcaions, Senices 151507
and/ar Data (TAASD) that:
2 Accuratoly reecs e curent TAASD i
(2) dentifies authorized products, including business ustfcation details;
Jan automated method of asset discovery is used at east fortighly to (2) dentifes authorized software
v ity deemed necessary fo tacking and reporting
ey batch applications [supporethe detection of assets for subsequent vumerabilty scanning Functional Subset of Asset Inventories AT G o seenc ey o e e 10
achtes. &) Includes organzation
(571 o or revi and audit by designated oganizatonal personnel.
y /A valnerabity scamer with an up-fo-Gate vuImerabilty database s used for o1 [Fechanisms exist o update vunerabity scanning tools [SH1608
L1 Patch appicaions.[5,yanerabily scaner with on Functional | Intersects With | Update Tool Capabllty | VPM.06.1 o
o ot pptcatons [y scanner s e s 00t Gy o 9oy TG BN 0 | puncoanat | marsea win | valersiy scomng | vewos 5522?;‘;..?5 5:;5:"52 R awm‘im Srrors by routng PR
errors by routing S 1695
A uinerabilty scanner i used at least weekly to identity missing patches or e e e o Sestem, oo s oo
L1 Patch applications [updates forvulnerabilties i office productvity suites, web browsers and Functional | Intersects With | Vuinerabilty Scaning | VPM.06 8
heir extensions, email lents, POF software, and securty products.
Fiechmams exat v condue eiare atchin foa ceployed Teehroy At S 876
Patches, updates or other vendor mitigation for vinerablties n oniine Sottware & Firmware e e Bt n e o
L1 Patch applications [services are appied withn 45 hours of elaase when vinerabilties are Functional Subset Of chin Vom0 10
lassessed as critical by vendors or when working exploits exist 9
[Mechanisms exist to conduct software patching for all denlayed Technology Assets, ISM-1690
Patches, updates or other vendor mitigation for vinerablties in online Sottware & Firmware e e B n e oo
L1 Patch applications [serices are appied within two weeks of release when wuinerabilties are Functional Subset Of chin Vom0 10
[assessed as non-critical by vendors and no working exploits exist 9
[Mechanisms exist to conduct software patching for all denlayed Technology Assets, ISM-1691
atches, updates or other vendor mitigatons for uinerabilties i offce Sottware & Firmware e e B n P oo
L1 patcnsppications produciitysutes, web rowsersand i stensons, o clents, PO Functional Subset Of chin Vom0 10
e, and security products are applied within two weeks of release. 9
e X revent Unuppoed Tedesy Aot oI ons ot [S1505
Services (TAAS) b
Unsupported Technology 1) Removing andlor replacing TAAS when support for the  components o onger
e batch applications [Oniine services that are no longer supported by vendors are removed. Functional subsetof | sseig Aplcaionganlor | ToA17 oot rom th devdper Yndor o manacurcr o 10
Services (TARS) (2 Requiing ustcationand documented approvl for e continued use of
insupported TARS required to satsy missionusiness needs.
e o pevent Unupponed Techaony At AppIcatons ot U
[Services (TAAS
e producuty sutes, e browsers and her extensions, e clets, Unsupported Technology ) Removing andlor replacing TAAS when support o the companets v o
MLL-PL [Patch applications IPDF software, Adobe Flash Player, and security products that are no longer Functional Subset OF Assets, Appications andlor | TOA-L7 avalabe fom he developer, vendor or manufactur 10
capoerio by vreies are removed Senices (TARS) T Reauian ostHcaton and dotamented spproval i he continue use of
Unsupported TAAS required to satisy misslon/business needs.
Fechantns 0T petorm e o Technlasy ssets, Appcaton, Servees [SH1807
fondior Data (TaAs0)
Y Aecurately refeds he curent TAASD in
(2) Identifies authorized software product, including business justfcation detals
lan automated method of asset discovery Is used at least fortighly to : i o
MLL-P2 [Patch operating systems  [support the detection of assets for subsequent vulnerability scanning Functional Subset Of Asset Inventories stz [ atie :,‘;ﬂ,ﬁ;fgz:“f e ot e e fective 10
jpctivities. perty accountability
(5775 avaibl frrevien and auci by designted organizatonal personnel.
MLLP2 Potch operating systems. [ yameraBl Ity Scanner Wik a1 Upo-Gate Vinerabity Gtabase = e 7 | upcrona Intersects With | Update Tool Capabllity | veM-06.1 | 'ECTan'sms exIst (o update vulnerability scanning toofs A 511808
[A vulnerability scanner is used at least dally to identify missing patches or [Mechanisms exist and “errors by routine ISM-1701
ez Patch aperating systems.[upaates for vulnerabilties n operating systems of Intemet-facing servers Functional | Inersects With | Vulnerabilty Scaning | VP06 [Vinerabilty seaning of systems and appications. f
and interet facing network devices,
e 5rd Srrors by routng 70z
[ vulnerabilty scanner i used at leat fotnightly to identity missing e e ot g s i con
ez potc opratng systems.[patches o upiates o neraitcsncperatngsytems O vrisatons, | unctonal | nersectswn | Vulerabity Scanning | Va0 o
ing network devices.
Fechanss ex7s o Conduct sofare patching for ll deployed Technalogy Assets, a7
potches, updstes o tner vencor miigatons orwinerabiltes ncperating teer Inmalcations sncjor Sorvces (TARS). neracing Aromare.
. systems of Internat-facing Servers and nternet-facing network devices are oftware & Firmware y
MLL-P2 [Pateh operating systems lapplied within 48 hours of release when vulnerabilities are assessed as Functional Subset Of ching VPM-05 10
Chtical by vendors ar when working explats exs.
Wechansis ex/st o conduct Software patching for all deployed Technology ASSets e
patches, updates or other vendor mitigations for vinerabiltes n operating emelcations sndio Samvicas 3Ry imEusging frmare
. i systems of Internet.facing Servers and inernet-facng network devices are ' Software & Firmware )
Pz fPatch operating systems |appied within two weeks of release when vulnerabilities are assessed as Functional Subset Of Patching veHL0s o
Ron-ritical by vendors and no working expllts exis.
Fiechaniams eXet o conaue eiare atching Toal deployed Teehiogy Assts [E1695
potches, updates o tner vencor miigations or winerabites naperating Software & Firmware IAmplcations andior Services (TARS). incluing hrm
L2 Patch operating systems fsst Functional Subset Of & Vom0 10
netwnrk devices are applied within one month af re\ease 9
e X revent Unuppored Tedhaesy At AppIeaTons ot [EHTS0T
Services (TAAS) b
Unsupported Technology (1) Removing andor replacing TAAS when support for the  components is o longer
ez Patch aperating systems.[Operating systems that are no longer supported by vendors are replaced; Functional Subset Of | Assets, Applications and/or |  TDA17  [avallable fom the developer, vendor or manufacturers and 10
Services (TARS) (2 Reqaring usincaion and documertes approval o e continued e of
Unsupported TAAS required to satisy mission/ousiness nee
[Ratamated mecharsms ex/st o enforce WU Factor Authentcation (MFATfor EEe
(1) Remote network access;
(2) Thic-pary Technology Assets, Applications and/or Services (TAAS); and or
Muliactor authenticaton i used to authenticate users to their
. Mutifactor . authentication v . ' sects it | MUltFactor Authentication | 1, oc [(3) Non-console access to critcal TAAS that tore, transmit and/or process
L3 ultfoctor eroamiatrsarin sees it prces, v o communicat Functional | Inersects With n cas {3 Nen console access & 8
Romatad medhanme ot o anforce WARL-Factar AEhaneaton (PR o EEG
(1) Remote network
(@ iaporty Technology Assets, Applications andior Services (TAAS); and/ or
’ Mulifacto authenticaton i used to authenticate users to third-party online ]
MLL-P3 [l factor services that process, store or communicate their organisation’s sensitive Functional Intersects witn | MultiFacter futhentication | j5c.g5 - 13) Non-console access to critical TAAS that store, transmit and/or process, 8
lauthentication sen (F) Sensitverreguiated oat
omated mechantsms oXat o eforce NU-Facar Ahentcalion () o [SH1680
(2 Remat o
2) Third party Technalogy Assets, Applications andior Services (TAS); and or
or authentication (where available) i used to authenticate users to (
e Muifoctor, it paty onin services hak process, stor o communicate hei Functional | Itersects witn | MUIUFactor Authenticaton | 5. |13) Nom-console access to critical TAAS that tore,transmit and/or process o
lorganisation’s non-sensitive data. ensitive/regulated data.
[RGEomated mecharsms &St to enforce WU Factor AUthentcation (MFA) Tor S8z
(1) Remote network access:
-t r ntication i ir ((2) Third-party Technology Assets, Applications and/or Services (TAAS); and/ or
e Mt factor - factor authentication s used o authenticate sers O thel  micote | Functional | itersects win | MUtFactor Authentication | o 3] Non-comsole accecs t crical TAKS that store, ransit andfor process .
luthentication organisation's onine customer services that (MFA) sensitive/regulated data
oot mechanms ot o enforce WURT-Factar AEhenieaton PR o e
(1) Remote network a
Mt factor Iultifactor authentication i used to authenticate users to tird-party online MultFactor Authentication 13 Nonc "“"fiE?S;’l‘i%ﬂ’,‘.ii‘ﬁiﬁ?‘lii‘!‘l?i,i"?/ﬁ;fﬁ?ﬁ o prcess
ML1-P3 lauthentication |customer services that process, store or communicate their organisation’s Functional Intersects With (MFA) IAC-06 sens(ve/ve Ulated dat: P 8
[sensitive customer data. . 9
ot mechanme ot o anforce WAL Factar uEheneaton PR o EEE
(1) Remote network
(@ miapary Technology Assets, Applications and/or Services (TAAS); and/ or
Mulifacto authentication i used to authenticate customers o online
ML1-P3 [Multi-factor |customer services that process, store or communicate sensitive customer Functional Intersects witn | Multi-Factor Authentication IAC-06 (3) Non-console access (o critical TAAS that store, transmit and/or process. 8
lauthentication custe (rR) sensitverregulated dat
omated mechantsms oXat o eforce NUR-Facar Ahentcation () o FSHTa0T
(1) Remote network ace
Muliactor authentication uses either: something users have and something] (2 T ary Techlagy sses, Applcations anjor Sevices TAKS): and or
MLL-P3 [l fac lusers know, or something users have that s unlocked by something users Functional Intersects with | MultiFacter Authentication | ¢ g 3) Non-console access to critical TAAS that store, transmit andor process 8
[uthentication users know, A sensitvelreguiated data
e samrove [feeas o oy egesseceas oyt ppleatons a7 0 epoors Privieged Account Wechanisms oxit o restrict and contral prvieged access Fights for users and [E1507
MLL-P4 privile Jare validated when first reque: Functional Intersects With Management (PAM) 'AC16  Irechnology Assets, Applications and/or Services (TAAS). s
e Resrct sammsrave requests for prleged access w systcms SPTCaons a1 03 OIS omcuomat | toersacts | MAIS0SmEnt Agprovl For | . [Vechanisms Xt o restct e asSgvmentof prleged aceaunts o ranagerment PR
priviieges ore valdated w Privieged Accounts Jopproved personnel andio
y Restrct aamivstative [P usrs ae ssgne  GeGated prvTges veraccount 1 b used Dedicated Prvieged e XAt sl sea e TSRS G R B R oA o [E0835
MLL-P4 lprivileg ly for duties requiring privileged access. Functional Equal Account AC-16.4  |qyties requiring privileged access. 10
s s riweged usersccouns {oxcluing hoe expHEly SURAFREA o EEeES o Prteges Acceme Wecharis ot T o priged e o U5 proleged secouts Wi B
e Restict o o Senices) e preventcd 10m accessng ine e, emal and vy | Funconal | ntersects win | MERPIMESSOAES 07 | iacanaperormingnomsecurty un s
rostnet sammatratve|PriVleged user accounts expiicily authorised to access online services are| echanTsms ex/st o Uilze The Concept of east priviege, alowing only suthorzed access e
MLL-P4 estricr 2dministrative. strictly limited to only what is required for users and services to undertake Functional Subset Of Least Privilege IAC21  [to processes necessary to accomplish assigned tasks in accordance with organizational 10
privileges eir duties. |business functions.
st aminstative[PIVIEOSdusrs U seprate prvTeged 3 UrorvTeged operatg Privieged Account Wechansis exit o restict and control prVIEged aecess Mghts for sers and S350
MLL-P4 privileg Functional Intersects With Management (PAM) 'AC16 [Technology Assets, Applications and/or Services (TAAS). s
chansms eX/st o enforce Role-Based Access Control (RBAC] for Techmology ASsets, EEE
Lre Restrct administrative.[unprivileged user accounts cannot logon to prvileged operating ronctonat cubsetof | RoleBased Access Control | i o0 [uechoniems SUStEo enforce Aol Based Access ot A o Tesnroiod) Al 1
privileges lenvironments. (RBAC) [specific roles with legitimate business needs.
Wechansms ex/st o probi prvieged users flom Gsing prvieged sccounts, W BZE
e Restrictseminisrative.|Privieged user accounts (excluing local adminisrator accourts) cannot oo | ersects v | NomPrieged Access or | ncara Iecbomen men e b 9 prvie N
prvieges ogon to unprivieged operating environments Non-Securty Functions
Wiies  |aeplcation contal | [Application control s implemented on workstations Functional | imersecswn | OO Alow 0o | cr035 g;;r:;;;w;;g:;gg;f:g;ye;‘{‘;ggm;‘/ R TN s
; RppTeatin contrl = appled t uerprofies nd temporry oers 1oy Exphmv o 5y y o ety alow G wm\.m Snaor biock (Geny TSt BIscKisE) S 1870
MLLPS [Application control |operating systems, web browsers and email clien! Functional Intersects With Applications CFG-033 erhca(mns that are authorized to s
pph(atlon(ontrolresm(lstheexe(u(mnofexe(u(ah\es,soﬂwarehhranes, ety Alow / oo Me(hamsmsex\slmexpl\(mye\lowLaHowhs[/wm[ehsnAnd/mblo(k(denyhs(/ma(khsn G
MLLPs lapplication control cripts, installers, compiled HTML, HTML applications and control p Functional Intersects With plicitly Alow /Deny | crG.03.3  [applications that are authorized to execute on syste B
[applets to an orgamsanen appmved set PP
Wechansis ex/s o develop, document and maintaln secure baseline configurations for EIEGE
e Restrct MicrosoftOffice _|Microsoft Ofice macros are disabled for users that do not have a ronctonal | intersects with Secure Baseline e
macros demonstrated business requirement. Configurations [Technoloay Assets Anplcations
A— P—— Wechanisis ex/stto develop, document and maintaly secure baseline configuratons Tor EET
e estrict Microsoft Ofice  uicrosoe Office macros in fles originating from the internet ae blocked. Functional | Inersects With ecure Baselne CFG.02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with ndustry-| 5
[macros onfigurations |accepted system hardening standards.
oo oo P Wechansis ex/st o develop, document and maintaly secure baselie confguratons for EEGH
ML1-P6 estrict Microsof ' IMicrosoft Office macro antivirus scanning is enabled. Functional Intersects With Confiourations CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry 5
onfigurations Joccepted system hardening standards.
- y Wechansims ex/t o develop, document and maintal Secure baseline Configuratons for v
wire Restrict Microsoft Ofice crosoft ofice macro security settings cannot be changed by users Functional | Intersects With Secure Baseline CFG.02  [Technology Assets, Applications andlor Services (TAAS) that are consistent with industry B
onfigurations |accepted system hardening standards.
— p—— Wechantsms ex/t o develop, document and maintalt secure baselin Configurations for G
MLLP7 ser application Internet Explorer 11 is disabled or removed, Functional Intersects With ecure Baseline CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
ardening Configurations |accepted system hardening standar
A—— P—— Wechansis ex/stto develop, document and maintaly secure baseline configuratons Tor [SH1486
L7 User application Web browsers do not process Java from the internet Functional | Inersects With ccure Baseline CFG.02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with ndustry-| 5
‘ardening onfigurations |accepted system hardening standards.
— P Wechansms ex/st o develop, document and amtal secure baseline confguratons for s
) User epplication Web browsers do not process web advertisements from the internet, Functional | Inersects With Secure Baseline CFG.02  [Technology Assets, Applications anclor Services (TAAS) that are consistent with industry s
ardenin onfigurations Jaccepted system hardening standards.
[— p— Wechansms ex/t o develop, document and maintal Secure baseline Configuratons for e
MLL-P7 " application [Web browser security settings cannot be changed by users, Functional Intersects With I in CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
[hardening Configurations. |accepted system hardening standards.
Fechanisms exit to reate recurring backups of Gata, sofware andjor system images. G ST
Backups ofdata, applications and settings are performed and retained in s wel 5 very the inteqrity of these backups, o ensore the avaiabilty of the data t6
28 Regular backups accordance with business crtcailty and business continuly requirements, | Fenctional | Inersects With Data Backups BCO-I1itisfy Recovery Time Objectives (RTOS) and Recovery Point Objectives (RPOS) s
Backups of data, appiicatons and settings are synchronsed 1o anable y — Recovery Time / Pomt echaniams exit to aciiare recovery operations in accordance with Recovery Tme EEOY
ML1-P8 [Regular backups [restoration to a common point in time. Functional Intersects With Objectives (RTO /RPO) | BCP-014 |opjectives (RTOs) and Recovery Point Objectives (RPOS). s
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[Backups of data, applications and settings are retained in a secure and

Iseparate Storage for Criticall

trol De:
ms exist to store backup copies of et Sofaiare and othe securiy reat
m(ormauan in2 separate facity or i afre-ated conainer tha s not colocated i

wiLre Reguiar backups Beckups ofdata, Functional | Inersects With e Storage o sco112. [rormationn’ separte s
Fichanis et WIS S o SaTADI DS T e vy Copaoes EEEH
iire reqular backups Restoration of data, applications and settings from backups to a common runctional | intersects witn | TestRestoration Using | g 11 o Mo @St o iifze samping o g v cop R
9 P |point in time is tested as part of disaster recovery exercises. Sampling
v A— UnpriviEged user accounts cannol access backups belonging 1 Oher USer | runcuomar | mtorsects vt P — oco1ra ST XSG et acees o backup o priEged vsers W sssned s ar| 5 [IO2
Jdata backup and recovery oper
; Unprivieged user accounts are prevented from modiying and deleting Backup MoaRcalion 30| pep.1y.2g [MEChanIsmS exTst to restict sccess to modfy andlor deete backups to privieged Users EEu
MLL-P8 [Regular backups lbackups. Functional Intersects With Destruction BCD-11.10 yjth assigned data backup and recovery operations roles. s
echanims <t T peorm invertores of Teehnalosy ASses, Appcatons, Servees [ETE07
landor Data (TAASD) d
) Atcoratelyrefeets the current TAASD in
|an automated method of asset discovery is used at least fortighly to 12 ldenties authorized sotware products | '"“““'"2,,",“5‘"535 Justfication decals:
ML2-P1 [Patch applications Isupport the detection of assets for subsequent vulnerability scanning Functional Subset Of Asset Inventories. AST-02 3 T 9 10
PPt (4) Includes organization-defined information deemed necessary e vee Sfective
[pctivities. |property accountability; an
() 15 avaiiabi for eview and audit by designated organizational personne,
[y scamer i a7 up o date vineray taase e for Fechansms ex/st o Update vainerabilty scanning Toos [SH-1808
21 ot applcations. [ alnersb Y seanner vl o Functional | Intersects With | Update Tool Capabllty | VPM-06.1 s
y ety scomer s e St Tess Ty o ey s paehen o Fechanians o Geee UerabTies and confguratn s by e [E1698
21 patch appications.[f,vlnereb ssed at east daily Functional | Intersects With | Vulnerabilty Scanning |  VPM.06 [necnariorts eXstto detect yulnerabiities and o
echansms ex(stto ond Srrors by routng 51695
[ vinerabilty scaner is used st least weekly to identify missing patches or inerabiey Seanning ofsysvéms and appheations.
21 batch applications [updates for vulnerabilties i ofice productvity sutes, web browsers and Functional | Intersects With | Vulnerabilty Scanning | VPM-06 o
[hei extensions, email lents, POF software, and securty products.
A vulnerability scanner is used at least fortnightly to waenmy mwssmg [Mechanisms exist to and errors by routine 1SM-1700
ML2-PL [Patch applications e o, dates for vulnerabllities in applications other Functional Intersects With Vulnerability Scanning vemog | "Unerebiity Scaning of e and sppcsons 8
roaucivty Sltes wab broweers and the exiansions, emal Slons, POF
Sofoware, and securty products
echansms ex/st o Conduct Sofare patching for il deployed Techmalogy ASsets, EEuE
ratches, updates or other vendor mitigations for vinerablties n online cortware & Frmare e oo oy b for a1
21 batch applications  [services are appied within 48 hours of elease when vuinerabilties are Functional Subset of re & i Vom0 10
lassessed as critical by vendors or when working exploits exist. 9
Fechanisms exit to conduct software patching for alGeployed Techmology Assets, 51690
ratches, updates or other vendor mitigation for vinerablfies n online cortware & Frmare e oo oy g for a1
21 batch applications  [serices are appied within two weeks of release when vulnerabilities are Functional Subset of re & i Vom0 10
|assessed as non-critical by vendors and no working exploits exist. 9
Fechanisms exit to conduct software patching for allGeployed Techmology Assets, [SHT6oT
patches, updates or other vendor miigations for vulnerabilties n office cortware & Frmare e oo oy g for a1
21 Patch applications [productuy sites, web browsers an el extensions, email lients, POF Functional Subset of re & i Vom0 10
[software, and security products are applied within two weeks of release. 9
Patches, updates or other vendor miigations for vunerabiltes in echerens S1a o conductsotre g Tor o dopoyed Tocnolgy s [S1695
g [applications other than office productivity suites, web b Software & Firmware o5 |Applications andjor Services (TAAS), including firmware.
ML2-P1 Patch applications lextensions, email clients, PDF software, and security products are applied Functional Subset Of Patching VPM-05 10
Vithin one month of release.
e e T S50
[Services (TAAS
Unsupported Technology (1) Removing and/m replacing TAAS when supportfor the components i nofonger
ML2-P1 Patch applications [Online services that are no longer supported by vendors are removed, Functional Subset Of Assets, Applications andjor | TDA-17  [available from the developer, vendor or manufacturer; ar 10
Services (TAAS) (2) Requiring Austwh(almn Find documonted approval for the continued use of
unsupported TAAS required to satisty misslon/business needs.
e it prevent Uppated Tecmosy Rt Ropeatirs v [ET708
Services (TAAS)
Office productiviy suite, web browsers and ther extensions, email clents, Unsupported Technology (1) Removing andor replacing TAAS when support for the  components is o longer
w21 Patch applications Software, Adobe Flash Payer, and sscurly products that are no onger | Functional SubsetOf | Assets, Appications andior| | TOA'L7  [ovaiable fom the deveioper vendor or manstacturer and 10
Supporied by venders are removed Serices (TARS) (2 Rearng usincaion and documertes approval o ne continued e of
Unsupported TAAS required to satisy mission/pusiness ne
Wechanisms oxist to perform inventaries of Techmology Assets, AppIcations, Semices a0
lanclor Data (TAASD) that
) Accurately refects the current TAASD in use:
(2) Identifes authorized software products, including business justfication details
|an automated method of asset discovery is used at least fortighly to 12) identies suthorized sotware products including business Justification de
ez Patch operating systems support he detection o assets for subsequent vunerabllty scanning Functional Subset Of Asset Inventories hstoz |3 lo 3t thelevel of granularkty deemed necessary for tracking and reporting o 10
jactivities. |property accountability; and
1511 avalabi for review and audit by designated organizational personnel
y IR valnerabity scammer with an up-To-Gate vulnerabilty database s used for oy [Mechanms exIstto Update vanerabilty scanning toos [SH-1808
2z Patch operating systems [l eraBty scanner with on Functional | Intersects With | Update Tool Capabilty | VPM-06.1 o
A vinerabilty scanner i used a least dally to identiy missing patches o Farems Xt d S Configuration erors by Toutine [SH7oT
w22 Patch operating systems updates for vlnerabiies n operating systems of Internet facing servers Functional | ItersectsWith | Volnerabilty Scanming | VP06 Vinerabiny scamnig of systems and appcatons !
and internat facing network devices.
s S o Geect yarabIes and Confuration €7 b e STz
A vlnerabilty scanner i used at leas fortnightly to identity missing imarabiy Scanning o sskems and applcaton
w22 Patch operating systems [patches or updates or vulnerabiltes i aperating systems of workstations, | Functional |  Inersects With | Vulnerabilty Scanning | VP06 s
etwork devices
Fechanims 02T condut ot palcing for l deloyed Tedugy ses EEeg
pathes udates o ner vendor iigatons fr winrabities noperaing IApplcations andjor Services (TARS). inclucing firm
M3 of ntermet.facing Servers and mtermet facing network devices are Software & Firmware
ML2-P2 Patch operating systems apphed "within 48 hours of release when vu\nerabmnes e assesse Functional Subset Of Patching VPM-05 1o
Chical by vendors or when working explats ext.
Fecharis ot conduet tare patcing for o Geployad Teehoy Aeeets G
Patches, updates or other vendor mitigations for vinerabiltes n operating [applcations andior Sevices (TAAS),incucing frmuar
. \ systems of Intemet.facing Servers and fernet.facing network devices are et Software & Firmware y
ML2-P2 Patch operating systems lapplied within two weeks of release when vulnerabilities are assessed as Functional Subset Of Patching VPM-05 10
Ron-critical by vendors and no working explfts exis
Fechansms ex/s o Conduct Sofware patching for all deployed Techmalogy ASsets, S 1695
patcns,updaes or tner vendr migationsforwinrabities i peraig cortware & Frmare e e e oy fing for o1
22 Patch operating systems [systems of Functional Subset of re & 7l Vom0 10
Inetwork ﬂew(es are applied within one mon(h uf release. o
[Mechanisms exist to prevent unsupported Technology Assets, Applications and/or ISM-1501
[Services (TAAS) by:
Unsupported Technology (3 Removingandlor eplcing TARS hensuppot o the components 1 o
2.2 Patch operating systems (Operating systems that are no longer supported by vendors are replaced. Functional SubsetOf | Assets, Appications and/or |  TOA'17  lavaiable ffom the developer. vendor or manufacturer: an 10
Services (TAAS) (2) Requiring |u5hrtalmn and documented approval for the continued use of
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y Tser application [Event 1ogs from interetfacing servers are analysed i a Tmely manner to Rutomated mechanims X1t corraly aTect view 3nd sy A records [SH1505
27 applic Event] netfod Functional | Itersects With | Gentral Review & Analysis | MON-022 oo 20 T s
y srspplcation—[Cybersecurtyevents are anlysed 3 ely manrer o GErty [Aatomated mecharsms exetto Centally Colct, revew and analyze sudit records rom Bz
27 e applica Functional | Itersects With | Central Review & Analysis | MON022 [ somie co sy s
eer aopication_[Cybersecurity incidents are reported to th chief information securiy afficer, fechansms ex/st o EnsUre event og reviews Tclude analysF and Fiage practices that [E0123
ML2-P7 'ser application 556 of their delegates, as soon as possible after they occur or are Functional Intersects With |Event Log Analysis & Triage| ~ MON-17 mleqrale with the organization's established incident response processes. 5

hardening

Jiscovered.
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trol Des

Gt 1o CmehyTepoR e (s SpPRADe
g User application  |Cybersecurity incidents are reported to ASD as soon as possible after they Incident Stakeholder g (5 e stakenotde
ML2-P7 opplce e aaerns Functional Subset OF Reporting IRO-10 () Affected clients & third-parties; and 10
13) Reguiatory authories
Fechanirs et to cover B
1) prepar
2 Aumma(m event detection or manualincident report inake;
y s appication [Folloing the centcaton o 3 ybersecurty ncidet, the cybrsecurty nction ncdent Handin 02 |3 Ana
ML2-P7 ardening lincident response plan is enactec Functional Subset Of Incident Handling IRO-02 |4 Cnn\ammenl. 10
5) Eradication; and
& Recovery
echaniams exis o create ecuring Dackups of ata,Softhare andlor yster mages. ST
sackups o data, applicatons and setings are performed and retaned n o well 3 vriy he ntegrty of these backups. to ansare the avaabilty of the aats o
ML2-P8 Regular backups laccordance with business criticality and business continuity requirements. Functional Intersects With Data Backups BCD-11  |satisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS] s
cotar o [BEHUES O Gt SopEatins e e yrchronsed o erabe oo v | Recavery Tme 7pomt Wecharism eX o acliate Fecovery operations T accordance with Recovery Time EEEY
ML2-P8 Regular backup restoration to a common point in ti Functional Intersects With Objectives (RT0/RPO) | BCP-014 |objectives (RTOs) and Recovery Point Objectives (RPOs). s
Mechanisms ex(s o store backup coples of crlical software 3nd GEher Secury Telted EEE
ML2-P8 Regular backups  [3ackups of data, applications and settings are retained in a secure and Functional Intersects With [>eParate storage for Criticall gep 1) 5 - finformation in a separate facility or in a fire-rated container that is not collocated with B
resiion: manner. Tnformaton
[the system being backed up.
Wecharisms eXst o Wilze Samplng o avalble backups o est recovery Capabiies a5 EEEY
. Restoration of dats, applcations and setings from backups to & common Test Restoration sing rs |t S o e ST ¢
s Regular backups ~ [RCetoration o dota applications and sttings fom backups | Functional | Itersects with aco11s |p Y plantestng s
e oo |V T SECOUS oo e Bk ORI 10 O | oo | pmerscts i P— scos [[SC R U e s o bckupe o peged e i s et 5 [S 1002
S ——— Pechanins et 1 esct access o ackups 1o prIeged s i ssoned o o 1705
wize Reguiarbackups [Yiuleged user accounts (excluding backup ad Functional | ntersects Wit Backup Access BCD-11.0. [data backup and recovery aperation s
Unprvieged user accaunts re preventad fram modfying and deieing Sackup Modication andlor echanisms ex/st o estrct access to oy andor Gelete backups T prviged users EEuy
ML2-P8 Regularbackups  Jpacieyps, Functional Intersects With Destruction BCD-11.10 wvm assigned data backup and recovery operations roles. s
. Privieged User €counts excIudng backup Sammaratar 3ccounts) are o rorsorts | BaEkuR Modcaton andiar Parisms XSt o restictaccess to oy ancor e backup o prvTEged s 1707
ML2-P8 Regularbackups | orevented from modifying and deleting backups. Functional Intersects With Destruction BCD-11.10 w-m assigned data backup and recovery operations s
Fecharisms o o pefom mrtors of Techatagy RS oo Sonees fS1807
o Data (TARSD) &
Dy rfects he curent TAASD n
(2) Lianifies authonized Software prodacs,inclading business ustfication details
Jan automated method o asse discovery i used a eastfortnihtlyto (2 identites author
Granuiarty daemed necessory for racking and reporing
e Patch splcations sgpor e detacion o st for Subseqset winerabity Seaming Functional SubsetOf s | T e ety o e Secve 10
it rty accountability; a
a1 revas and audt by desigated argaizaional personel
y IR VuneraDity Scannr Wth n Up-io-date vnerabily Gatabase T used for p oo [Fechaniams exat o Update vaneraBity scaning ool e 1808
e atch appications |5 vanersbiy scamner with on Functional | itersects With | Update Tool Capabilty | veM-06.1 s
A vunerabiity scanner s used af le2st Galy o dentiy missing patches or echarms oxet o o Srors by routne 1698
e Patch appications [ spearel 2 sed ot least dally Functional | Imersects Wit | Vlnerabilty Scanming | Vew0s_[ogeier ot €X Lo detec whera b and <on .
PO Ny —— Chanfsms exstto detect valnerabiies and confguratin erors b Toutine e 1693
Viinerabity scanning af systems and applcations.
ML3-P1 Patch applications ipdates for vulnerabilities in office productivity suites, w nd Functional Intersects With Vulnerability Scanning VPM-06 4 9075y P 8
el extensions, amail lents, POF Software, and secuny products.
IR vulnerabity scarmer s et least fortighty o dentiy missng e o0t o Geee v b 7 oo & b i S 1700
cations_|[PEPS or Updates for winerablties i applicatons othe than afce ncton — rerabilty scamin \uinerabity scanning ofsystems and apolcaton
ML3-PL Patch applications oo, ctivity suites, web browsers and their extensions, email clients, PDF Functional Intersects With Vulnerability Scanning VPM-06 8
Sotware, and secury praducts.
oches, apdotes o otvervendr miveators o emeraooes o Fechanims 02T condut S0t palcing for l deloyed Tedugy Ases EEED
. " N irmware [Applications and/or Services (TAAS), including firms
e Patch applications |<ervices are appiied withn 48 hours o eléase when vunerabiities are Functional subset of software&Fmuare | o5 PP & (TA2S)-ncluing 10
lassessed as critical by vendors or when working exploits exist. 9
[Patches, updates or other vendor mitigations for vulnerabilities in online [rechanisms exist to conduct software patehing '0' e\l deployed Technolagy Assets, (sM-1690
. " " irmware [Applications and/or Services (TAAS), including firms
e Patch applications |<ervices re appiied withn two weeks of relesse when vunerabities are Functional subset of software&Fmuare | o5 PP & (TA2S)-ncluing 10
|assessed as non-critical by vendors and no working exploits exist. 9
atches, paates o ot vendor milgatons for vainerabilies n ofce Fechanims 02T condut ot palcing for l deloyed Tedugy Ases EEED
lproductivity suites, web browsers and their extensions, email clients, PDF Software & Firmware [Applications and/or Services (TAAS), including firmi
e Patch applications [software, and securty producis are appled witin 43 hours of release when | Functionl Subset of re & i veos 10
|vulnerabilities are assessed as critical by vendors or when working exploits 9
st
Patches, updates o other verdor miigations for valnerabiiies I office Fecharims et conduct ot paching Tor l Geoyed Tedhiay ses, EEE
lproductivity suites, web browsers and their extensions, email clients, PDF Software & Firmuare |applications andjor Services (TAAS), including firmware
e Patch appications re, a securty procucts are appled LRI two Weeks of elesse Functional Subset Of e venos 10
/hen vulnerabilities are assessed as non-critical by vendors and no working 9
expilts evie
Patches, updates o other vendor miigations for nerabiies Wechanrsms ex/st o conduct software patching or Tl deployed Techmalogy Asset, 1693
g lapplications other than office productivity suites, web browsers and their Software & Firmware g applications and/or Services (TAAS), including firmware.
ML3-PL Patch applications lextensions, email clients, PDF software, and security products are applied Functional Subset Of Patching VPM-05 10
it one ranth of reesse.
echarms oX o prevent Unsupported Technalogy Assets, Applcatins andor w1905
[Services (TAAS) by:
Unsupparted Technology (3 Rermovinganlor eplcing TARS hensuppot o thecomponents 0 o
el Patch appications [Oniineservices that are o longer supported by vendors are removed Functional SubsetOf | Assets, Applcations andlor|  TOAL7  [avalabl ffom the devcloper,vendor or manufacturersand 10
Services (TAAS) (2) Requiring AuShr(almn and documented approval for the continued use of
insupported TARS required to satsy mision/ousiness needs.
e ot prevent Uppated Tecmosy Rt Ropeatonsandor By
Services (TaAS)
lOffice productivity suites, web browsers and their extensions, email clients, Unsupported Technology (1) Removing and nr replacing TAAS when support for the :ampnnents is no longer
ML3-P1 Patch applications |PDF software, Adobe Flash Player, and ‘security products that are no longer Functional Subset Of Assets Applications and/or | TDA-17  lavailable from the developer, vendor or manufacturer; anc 10
cupported by vendors ae removect ervices (TAAS) 27 Reauiing skication and documented approva o the coninued seof
insuported TAAS required to satisty mission/business nee
echarms eX o prevent Unsupported Technalogy Assets Applcatins andor w0307
[Services (TAAS) by:
[Applications other than office productivity suites, web browsers and their Unsupported Technology (1) Removing and/or replacing TAAS when support for ms ccomponents is no longer:
ML3-P1 Patch applications nsions, email clients, PDF software, Adobe Flash Player, and security. Functional Subset Of Assets, Applications and/or | TDA-17  [available from the developer, vendor or manufacturer 10
[products that are no longer supported by vendors are removed. Services (TAAS) (2) Requiring justification and documented approval Tor the continued use of
insupported TARS required to Satsy mission/pusiness needs.
echare S0 et et o Tedhnasy Recats,Apacton, Senice fS1807
fnorDate (FAASD)
Y hecurately refects the current TAASD in
i automated metha of asset cscovery i sed o et ortnihty o (2 6entines avthonzed sotware prodects ncucing pusies st gl
iscovery Is u: . Is at the level of granularit for trackin
e Patch operaig syt spr h detacon o st 0 SubEaquen vneraiy Eaming Functional Subset of Asset ivertories | AST02 [4; et :,gan?,g,;;,,zﬁgm eemed necessary fo trocking ond (epOrtig e ctve 10
it rty accountability; anc
(577 avatbie forreven and auci b designated rganizational persannel,
S e aperaing sy [ e W n 0 VIS 0005 503 | oncna) | imarecs Win | Upda TooCopaty | Ve o1 [RETNATS S0 T e ey seamang 605 P
A vulnerablty scanner s used atleas Gal o dentiy missing patches or fiech Gerect Srors by rautne S T701
e Fatc operaig syt (pdaes for Vnrabis ) operstig syt of At e severs | Functonal | trsects Wan | Vunerabiy Scaning | Ve fuinrabiy Seanning of systers and appcatons !
and inernet facing network deu
Fararms SRR Srors by routine fSi707
|A vulnerability scanner is used at least fortnightly to identify missing vulnerability scanmng of systems and epphca(mns d
Jers ot operating sstes pachesor updaes fr winerabite n operating ystems O worktaiors, | Functona | teseciswitn | Vuneraity Scaning | vev-as o
ork devi
IR Valnerabity scarmer s ied At Teas artighty o Gentiy rissng Farvams exst o e Srors by routine IS1703
e Patch operating systems [ vaner2By scarner rrcirs | e[| ooty sy | mios B o e e o
. e winrabity scamer uee teat frtigny o Gency ey y — p—— echanians et Geec vulherabes and confguraton s by e 1500
e Patcn cperating systems [\ renera0 scamher Functional | Itersects With | Vulnerabilty Scamning | VM08 e oo e vaneabiites s
o e St SRt poncing o TS5y R EEuy
patches, upastes o ather vedor iigations for wnrabiies n aersting eer msiontons sncfo Scomneas Eaey g Hromeare.
MLs-P2 Patch operating systems |applied within 48 hours of release when vulnerabilities are assessed as Functional Subset Of ching VPM-05 10
Chica by vendors o when working expiots exst,
oares ovamre r ot venio Psastme o sameraes operat Wechanisms ex/s o conduct sofware patching or il depioyed Technaiogy Assers, EEEn
u itigaions for vulnerabilt i oplications anclo Senices (TAAS).incuaing frmuare
ML3P2 Patch operating systems |S¥5tems of intemet-facing servers and internet-facing network devices are Functional Subset Of Software & Firmware VPM-05 o 9 10
Pe g sy lapplied within two weeks of release when vulnerabilities are assessed as Patching
om-crtial by véndors and no working expios s
Fechanims 42T condut st pteing for ol Geloyed Tedhrugy sses EEE
Patcnes,updatesor tver vendr migationsfor winrabitis i peratig I IApplications andlor Services (TAAS):incuding frmmr
. \ ysiems Servers a et y oftware & Frmware .
ML3-P2 Patch operating systems | o1y ori devices are applied within 48 hours of release when vulnerabilities Functional Subset Of Patching VPM-05 10
o aasessed 25 rcal by vendors or when wOrking exploRs exsk
Fatches,upiaes orovervendo migationsfor vanerabities I operatig echamis o T conduet ftvare patcing for ol deployed Teehgy Aeeets EEED
i [Roplications andlor Services (TAAS),incucing frmr
Jerss Patch aperating systems [netiak devices are appied Withi one manth o reease when Functional Subset of software &Fimuare | ypuyo5 10
|vulnerabilities are assessed as non-critical by vendors and no working 9
s ol
tches, updotes o cther vendor ilgations for vanerabilies n drvers e P — Wecharisis SXEE Ko Conduct SoTware patching Tor ol deployed Technology ASsets U
ML3-P2 Patch operating systems appnea ‘within 48 hours of release when vulnerabilities are assessed as. Functional Subset Of Patching VPM-05  |Applications and/or Services (TAAS), including firmware. 10
[critical by vendors or when working exploits exist. 9
cher Codoes o ot ventor oo o s Fecharims et conduct ot pacing for o Gepoyed Tedheay e, w1697
atches, updates orather vendor mitigation for vilnerabiltes In drivers are ore & Frr e e s o e or
s Patch aperating systems [oppied Wihin ane month of release when vainerabiiies are acsessed as ~ | Functional subsetOf software&Firmare | ypy5 A9P ) ncuding 10
|non-critical by vendors and no working exploits exist 9
Fatches, updates o other verdor miigations for winerabiiies n Arare e — Fecharims et conduct ot paching for  Gepoyed Tedheay e, 1903
ML3-P2 Patch operating systems |are applied within 48 hours of release when vulnerabilities are assessed as Functional Subset Of Patchin VPM-05  |Applications and/or Services (TAAS), including firmw: 10
[critical by vendors or when working exploits exist. 9
b, apotes o stner vendor mitamtons forvomoras Fechanims 02T condut st pteing for ol Geoyed Tedhougy ssets EEED
aches, updates or cther vendor mitigation for winerabiltes n frmware ore & Frmr e e o aan
i3P2 Patch operating systems fore applied within one month of release when vuinerabilties are assessed as|  Functional Subset Of Software &Firmuare | ypy g5 (PP (TS o 10
Inon-critical by vendors and no working exploits exist. '
e Patch operating systems [The lates release,or the previousreease, of operatng systems ar used. | Functionl subsetof Techotony Tieesele | seaor1 [echarione o 0 [anage e usable Tfcycles of Techncloay ASses, Applcations o [
arism (st t prevent Unsupporied Teehnelogy Assets, AppIcations andlor EEER
[Services (TAAS) by:
Unsupparted Technology 3 Remning afor eplacing TAAS hn support o e components 10 o
P2 Patch operating systems [Operating systems that are o longer supported by vendors are replaced. | Functionl SubsetOf | Assets, Appications andlor |  TOAL7  [swalabic o the dencioper, vendor of manciacirer 10
Services (TAAS) (2) Requiring justification and documented approval vor me continued use of
insupported TARS reqred to satsy mission/business needs
[Grted mecharis o o aorc FUR-Facar AFertcaton (A EEED
(1) Remote network
(2) Thir-party Techwalogy Asset, Appications andr Servces (TAAS) and or
Mlt-factor authentication i used to authenticae users tothe
. Mtigactor - [Hattactor authentication s used to sutnentcate sers to el | functional | itersects witn | MUIFoctor Authentication | o6 [3) Non-console access s crical TAA that stoe, ransmi andlor process .
althenteation  [or3ansaton' onine service rA) sensicvareauisted aata
gmated mechantsms oXat o eforce NUFacar Ahentcalion () o EEEE
(1) Remote network a
2 Tty Techolog Asets, Applations ndlor Serices (TARS): ol cr
¥ [Multi-factor authentication is used to authenticate users to third-party online (¢
ML3-P3 Multi-factor [services that process, store or communicate their organisation’s sensitive Functional Intersects witn | Multi-Factor Authentication iac-0s 13N sole access to critical TAAS that store, transmit andor process 8
authentication |52 ER) sensitverrequiated dat.
[RiTomated mechansms oxat o enforce VE-Factor AUhentication (MFA] or B
(3 Remote networc acess
-factor nticatic " P it (2) Third-party Technology Assets, Applications and/or Services (TAAS): and] o
. Multifactor [Mult-facto ;;“‘fn"jsgf;‘(gg;;ge‘;; available) s used to authenticate users to| ersects it | MUlt-Factor Authentcation|  1ac o6 |13 Na-contol sceast 1 crtcal TARD ot store wonarut andlor rocees N
organication's rA) sensitvelregulated data.
mated mecharl o e NP acar Ahertcatan () a7 1897
(1) Reme network a
Multifactor | Multifactor authentication is used to authenticate users to their Mult-Factor Authentication (2 Third-party T T“""O'iw hesets, Applcations andlor Services (TAAS); and/ or
ML3-P3 lorganisation's online customer services that process, store or communicate Functional Intersects With 1ac-05 |13) Non-console access to critica it store, transmit andfor process 8
authentication [their organisation’s sensitive customer data. (MFa) [pensitivelregulated data.
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IMulti-factor authentication is used to authenticate users to third-party online

Control De:
FAtomatea mehantams extt o extare Mt
(1) Remote network access;

(2) Third-party Technology Assets, Applications andor Services (TAAS); and/ o

HEar ALthentication (T, fo

jationship

japproved set.

Applications

Japplications that are authorized to execute on systems.

y Muli-factor ) . : e o nction nter tn | MultiFactor Authentication (3) Non-console access to critical TAAS that store, transmit and/or process
ML3-P3 authentcaton [customer services tha process,stre or communicate their rgamisation's Functional Intersects With Ty ACos [ o e 8
[Aomated mecharisms exist o eforce MUl Factor Authentication (MFA) or StT681
1) Re
) vad bty Tethnology Assets, Applcations andor Services (TAAS) and/ o
IMult-factor authentication is used to authenticate customers to online
M3 Mult-factor lcustomer services that process, store or communicate sensitive customer Functional Intersects with | Multi-Facter Authentication | ¢ g 3) Non-console access to critical TAAS that store, transmit andor process 8
authentication (G MFA) [ensitwenegulated data
U Wit factor  fctorautheticaton s sed o ulhntcat priviiged sersof Fanctional Iersects with | L0081 ACCeES 0 PIVIEGed | 1 gg 3 uechariams ot o e WURLactor Auhentcation (FA) to authetiate e access A SMI173
Mult-factor [Mult-factor authentication is used to authenticate unprivileged users of Network Access o Non- Mechanisms exist to utlize MUTE-Factor AUthentication (MFA) to authenticate network 510974
L3P tems. Functional Intersects With Privileged Accounts 1AC-06:2 laccess for non-privileged accounts. 8
[Ftomated mechartms exst o enfoce MUK Factor Authertication (MFA)for 51505
(1) Remote network a
(2) Thira party Technology Assets, Applications andjor Services (TAAS); andy or
y Mult-factor ’ Multi-Factor Authentication 06 |(3) Non-console access to critical TAAS that store, transmit and/or process
M3 i factor | Multifactor authentication is used to authenticate users of data repositories. | Functional Intersects With g 1ac06 |19 Norconsole access 8
[Ftomated mechartms &xstt enforce MU Factor Authentication (MFA)for St1a01
(1) Remote network acce:
(2) Thiapary Technology Assets, Applications andlor Services (TAAS); and or
i factor IMult-factor authentication uses either: something users have and something| it Factor Authentication
M3 Mult fact lusers know, or something users have that is unlocked by something users Functional Intersects with | Multi-Factor Authenticati tac.06  [13) Non-console access to critical TAAS that store, transmit andjor process 8
authentication  [JS€rs knowt, MFA) [sensitive/regulated data
[Automated mechanlsms exIst to enforce MU-Factor AUthentication (MFA) or: 1872
(1) Remote network access;
(2) Third-party Technology Assets, Applications andjor Services (TAAS); and/ or
’ Multi-factor ult-factor used for users of 5| functions ntersects with | Multi-Factor Authentication (3) Non-console access to critical TAAS that store, transmit and/or process
L33 authentication  |phishing-resistant. Functional Intersects With (MFA) 1ACO8  keensitivelregulated data °
[RAutomated mechanisms exist to enforce MUFE-Factor AUthentication (MFA) for: 1S1874
(1) Remote network access;
(2) Third-party Technology Assets, Applications andjor Services (TAAS); and] or
g Multi-factor Mt actor authenticaton used or authenticating customers of online . . itn | MultiFactor Authentication 06 |13) Non-console access to critical TAAS that store, transmit and/or process
13- authentication omer services is phishing resistant Functional Intersects With (MFA) WAC08  keensitivelregulated data 8
[FRomated mechartms exstt enfoce MUR-Factor Authertication (HFA)for 5t 1662
(1) Remote network acce:
(2) Thirparty Technolo logy Assets, Applcations and/or Services (TAAS); and/ or
y Mult-factor IMult-factor authentication used for authenticating users of systems is Multi-Factor Authentication 06 [ No-<onsole accessto criical TAAS that sore,transmit ancor process
L3P authentication  [phishing-resistant. Functional Intersects With (MFA) NC06 | iverregulated dat 8
[Ftoated mechartms &xstt enforce MU Factor Authentication (MFA)for 511894
(1) Remote networ
(2) Third party Technology Assets, Applications andjor Services (TAAS); andy or
y Multi-factor IMult-factor authentication used for authenticating users of data repositories MultiFactor Authentication o6 |3 Non-console accass to critcal TARS that store, transmit and/or process
L3P authentication  |is phishing-resistant Functional Intersects With (MFA) 1AC06 \censitivelregulated data. 8
Mechanisms exist to configure Technology ASsers, Applicalions and/or Services (TAAS) o 51683
roduce event logs that contain sufficient information to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
Multi-factor lSuccessful and unsuccessful multifactor authentication events are centrally 3) Where the event occurred;
M3 ety e Functional Intersects With | Content of Event Logs | MON-03  [i2) JInere the event oceurte 5
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
m3-P3 Mult-factor [Event logs are protected from unauthorised modification and deletion Functional Subset Of Protection of Event Logs | MON-0B  [egianiers eXist o protect event logs and audit tools from unauthorized access, 10 (sh-1815
y Mult-factor [Event logs from Internet facing servers are analysed in a timely manner to 22 [Automated mechanisms exist to centrally collect, review and analyze audit records from 1S-1906
M3 e o ey e Functional Intersects With | Central Review & Analysis | MON-02.2 [WioaIeS Mech 5
g Mult-factor Event Iogs fom non-nternetfacing servers are analysed i a Umely marner : . ; . 022 [AUomated mechariis et to Centally ollct, eview and analyze audt records fom 51907
M3 Jto detect cyber security ev: Functional Intersects With | Central Review & Analysis | MON-02.2 [(iSR!S0 ] B
y Multi-factor Event logs fom warkstatons s amalysed v 3 ety rarmr T Getect » ormated mecharfs Xt T cantrally CaTec, eview and malyae sudrecards 1570105
M3 o o o ek Functional Intersects With | Central Review & Analysis | MON-02.2 [niSaied Mech 5
P Mult-factor cpber securty events ar analysed 3 ly marer o Genty cyoer Fanctional ntersects With | Contral Review & Analysts | MoN-02.2 ;;uuzz:;‘a;i: mecharsis et to Centally ollect, eview and analyze audt records fom S 51228
Mot factor [Cyber security incidents are reported to the chief information security hanisms exist [0 Gnsure event log reviews nclude analysis and tiage practices that SM0125
M3 aonifactor | |officer, or ane of their delegates, as soon as possible after they occur or are | Functional Intersects With | Event Log Analysis & Triage|  MON-L7 | edrote with e arganismion's cStaplohcd ncdent responss procesees 5
§ ldiscovered
Mechanisms exist to timely-report Incidents to applicable: st-0140
y Multi-factor (Cyber security incidents are reported to ASD as soon as possible after they Incident Stakeholder 1o [11) Internal stakeolders
L3P authentication  [occur or are discovered Functional Subset OF orting IRO-10. (12) Affected clients & third-parties; and 10
(3) Regulatory authorities
echaisms o o cover St 1819
1) Preparatio
2) Automated event detection or manual incident report intake;
g Multi-factor [Following the identification of a cyber security incident, the cyber security ; in ’ 3) Analysis;
L33 authentication  [incident response plan is enacted. Functional Subset Of Incident Handling IRO-02 " \iz) Containmen o
5) Eradication; and
6) Recovery.
ResrictacTtraive.[Requests o piTeged acces o ystems, aplcation and ata repostores ctiom o ; Privileged Account Mecharisms Xt o estric and contol prvlged occess ights or sers and 511507
M3-pa privileges are validated when first Functional Intersects With Management (PAM) 118 recmlog Acets, Applcaton ancla Serices (TA4S) s
y Restrict administrative [Requests = prw\\eged access to systems appiications and data repositories| Management Approval For g anisms exist to restrict the assignment of privileged aCCOURtS t management: EZEE
M privileges are validated when first requested. Functional Intersects With Privileged Accounts 213 e percomnel andor rolee s
Restict adminisrative [Privleged access (o systems, applcations and data reposiores i dsabled ctiom nter ; Privileged Account Mechanisms exist to restrict and control privileged access ights for Users and St 1647
M3-pa privileges nths unless revall Functional Intersects With Management (PAM) 1AC16_ [Technology Assets, Applications and/or Services (TAAS) 3
y RestetadminisiaivePrivieqed access o syetems i appmms s disabled after 45 days of y [Automated mechanlsms exist to disable Inactive accounts after an organization-defned S 1645
ML3-Pa e e Functional Intersects With | Disable Inactive Accounts | IAC-15.3 1T arEd 8
Restic adminisrative [Privleged users are assgned o dedicated privileged use accourt to be used ctiom Dedicated Privileged Mechanisms o5 o assign dedicated pruleged User accounts o be used saely for St-04a5
M3 privileges solely for duties requiring privileged acce: Functional Equal Account AC164 puces requiing privieged 0
Restrict administrative |Privileged access to systems, applications and data repositories s limited to Parns o o Ul e corcer T et e Towr oy ST e sM-1508
. ict administrative Priv . appli i i 21 1 procesces necescary o actompIon scuGned lcks o sccerdance with organisatione
b privileges lonly what s required for users and services to undertake their duties. Functional Intersects With Least Priviege 2L R s fanctione P o M s
Restrict administrative. |PFVileged ser accounts (excluding those explicitly authorised to access Nor privieged Acces f Ffechanisms exs © proVEE prvieged uses 10m Usng prvieged accounts, Wil ISHIT75
' estrict administrative oniine servi v ing the I il 2nd w uncti i lon-Privileged Access for £ erforming non-security function:
ML3-pa i oiine senices) ae prevented fom accessingthe Intemnet, emal and web Functional ntersects witn | Noo-Prvieged Access or | aca12 |p 9 y 5
Restrict administrative |Pr1Vileged user accounts explicitly authorised to access oniine services are echarisms exst 0 uilze the concept o east prvlege alowing oy autfoized access 511883
ML3-P4 T vileges V€ |strictly limited to only what is required for users and services to undertake Functional Subset Of Least Privilege I1AC-21  |to processes ne sary to accomplish assigned tasks in accordance with organizational 10
privileges eir duties. buSiness functions.
Mechanisms exist to restrict executing administrative tasks or tasks requining elevated 511895
. Restrict scminstrative|Secur Admin Worstatons ae used i the performance of adminisative Functional Equal Dedicated AAMINIStTative | 1ac04  |nceoss ton dedicated machine 0
Restrict administrative [Privileged users Use separate privileged and unprivileged operating Privileged Account Wechanisms exist to restrict and control privileged access rgnts for users and 511360
L3P privileges Functional Intersects With Management (PAM) 1AC16_ [Technology Assets, Applications and/or Services (TAAS) s
Mecharisms exit to prevent privieged operating environmerts o existing Wi St 1687
Mspa Restrctadminisiratve.|privileged aperating environments are no irualised within unprivieged Functiona! Subset of Privileged Environments | SEA22 [unprivieged operating environments. inckuding pysIcal of irtual depioyments o 0
privileges [operating environments. [Fechnology Ascets, Appiications andjor Services (TAAS).
Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets, 5t 1685
Mspa Restrict administrative |Unprivileged user accounts cannot logon to privileged operating Functional subsetof | Role:Based Access Control | 15c g [Appilations, Services andjor Daka (TAASD) o restric access t mdicuals asigned 0
privileges lenvironments. (RBAC) lopecific roles with legitimate business needs.
Mechanisms exist to pronibit privileged users from Using privileged accounts, while 5M 1689
g Restctadministative.|Priveged user accounts (excuaing loca administrtor accounts) cannot . . it | Non-Privileged Access for . erforming non-secunty funchons
L3P privileges logon to unprivileged operating environme: Functional Intersects With | “Non Security Functions | 'ACZ12 [P 9 i s
Restrict flustin-time s used for Systems and Privileged Account Mechanisms exIst to restrict and control privIIeged access rights for Users and EEEg
L3P privileges licat Functional Intersects With Management (PAM) 1AC16 _ [Technology Assets, Applications andor Services (TAAS) 8
Mechanisms exist to conduct remote system administrative functions via a “Jump box" or 511367
ML3-Pa Restric adminstratve activites are conducted through jump servers. Functional Subset Of Jump Server AsT27  [liump server- that is ocated in  Separate network zone to user workstations. 10
Mechanisms exist to establish and control "emergency access only” accounts. 5M 1685
Restctacministative.|Credentials orbreak gass accounts,locl administatoraccounts and . . ; . n .
L3P privileges service accounts are long, unique, unpredictable and managed. Functional Intersects With | - Emergency Accounts | IAC-15.9 °
PO— pS—— Mechanisms exist to develop, document and maintaln Secure baseling configurations for 1571896
ML estrct adminstrative.|yenyory integrty functionalty is enabled. Functional Intersects With ecure Boseine CFG02  [Tochnology Assets, Applications andor Services (TAAS) that are consistent with Industry- 5
privileges onfigurations Jaccepted system hardening standards.
PO—— PS— Mechanisms exist to develop, document and maintaln secure baseline configurations for SH-1861
L3P estrict adminisrative |\ ocal Securiy Authorty protection functionaiityis enabled. Functional | Intersects With secure Baseline CFG.02  [Technology Assets, Applications anclor Servcas (TAAS) that are consistent with industry s
privileges onfigurations laccepted system hardening standards.
estrct st P Mechanisms exist to develop, document and maintaln secure baseline configurations for 511686
ML3-pa estrict adminiStrative - |creqential Guard functionality is enabled Functional Intersects With Secure Baseline CFG.02  [Technology Assets, Applications andfor Services (TAAS) that are consistent with industry- s
privileges onfigurations laccepted system hardening standards.
PR P Mechanisms exist to develop, document and maintaln secure baseline canfigurations for St 1897
Mi3pa eSHict aAMInISUAENG |emote Credential Guard functionaity is enabled Functional Intersects With Secure Baseline cra02 [Techoleay et Aplatios andlorSevces (TARS) it are constent i st s
rivileges onfigurations laccepted system hardening standards.
ara Restrictadministrative [ vl logged Fonctional Intersects With PVISGET FUncions | 101,35 [echanisms exst 0 Tog i oot SE o e S eI W e 5 5M 1509
privileges Logging privileg
y Restrict administrative [Privileged User account and securty group management events are nctiona tersects Wi Privileged Functions » Wechaniers et o To3 3 rview The clons of e oo Sences itk ivated 511650
L3P privileges lcentrally logged Functional Intersects With ogging MON-033 |orivileges. 8
Restrict administrative Hechaniams e o protectevent logs and audt ool rom unauthorized acess, 51815
ML3-Pa ot [Event logs are protected from unauthorised modification and deletion Functional Subset Of Protection of Event Logs | MON-0B  [Meqiarsme exist 1o 10
Restrict administrative [Event logs from interet-facing servers are analysed in a timely manner to Ritomated mcharfms SXATTS Centrally Collect, review and analyze audrt records from 511906
ML3-pa o fEvent ! net fac Functional Intersects With | Central Review & Analysis | MON-02.2 [ioated mech B
g Restrict [Event logs from Servers are analysed in a timely manner 27 [Auomated mechariis it to Centally ollect, eview and analyze sudt records fom 51907
ML3-Pa o [Fvent log et Functional Intersects With | Central Review & Analysis | MON-02.2 [(SR!C0 ] 5
y Restrict administrative _[Event logs from workstations are analysed in a timely manner to detect nction — vl Reviem & Araas 022 [Automated mecharTams SX T Cantaly Coed Tview and s SuATrecora rom E
ML3-pa s m work Functional Intersects With | Central Review & Analysis | MON-02.2 [io2red mech s
ara Restrict administrative |Cybersecurity events are analysed in a timely manner to identify Fanctional Inersects Witn | CentralReview & Anayss | MON02.2[FuLomated mechanisns exs 0 centraly collectrevew and anayze audi ecords from S 51228
privileges incidents Imuttiple sou
Restrict administrative. |CYesecurity incidents are reported to the chief information security officer, Mechartams ox et Srsure svent g revew Tlvde analyls o Tage o S0125
ML3-Pa o or one of their delegates, as soon as possible after they occur or are Functional Intersects With  [Event Log Analysis & Triage| MON-17  [integrate with the organization's established incident response processes. s
i liscovered.
Mechanisms exist to Uimely-report Incidents to applicable: St-0140
Restrict administrative [Cybersecurity incidents are reported to ASD as saon as possible after they Incident Stakeholder (1) Internal stakeholde
b privileges loccur or are discovered Functional Subset Of orting IRO-10  |9) Affected clients & third-parties; and 10
(53) Regulatory authorities.
Mecharisms o o cover 51819
1) Prepar
2) Automated event detection or manual incident report intake;
g Restrict administrative Following the identification of a cybersecurity incident, the cybersecurity ’ 3) Analysis;
ML3-Pa s e e Functional Subset Of Incident Handling ro-02 ({3} Aralyes 10
5) Eradication; and
6) Recover
. . - . oot : . ; Expicitly Allow ] Deny echariams ot expictly o loult ] tal=) anclor lock Gery ot ki) 5t-0843
ML3-P5 Application control  |Application control is implemented on workstations. Functional Intersects With s CFG-03.3 | ot are o 8
Expicitly Allow ] Deny hanfsms exitto xplicty sl (alowiit wh\lc\lst) andjor Block (denyTist/ Blacklist 51450
M35 Application control  |Application control is implemented on internet facing servers. Functional Intersects With Y o G033 | e P hooed to eatote ar eyt 8
. . - . — n : . ; Expicitly Allow / Deny Mecharisms existto explicy alow alowlst wmtehst) andlor block (denyTist / bIackist] 51656
ML3-Ps Application control  |Application control is implemented on non-internet-facing servers. Functional Intersects With e CFB-03.3 | ot are o 8
y [Application control s applied to user profiles and temporary folders used by Expicitly Allow ] Deny y chanisms exist to explicitly allow (aHnwhsk/ wh\ke\lst) andjor Block (denyTIst/ BIacklst) EM-1870
M3 Application control  |operating systems, web browsers and email lients. Functional Intersects With ‘Applications CFG033 soolcations rat re suhorzs o execute s
[Application control is applied to all locations other than user profiles and Explcitly Allow / Den < ot to ety aow (oWt ] wmtehs() andlor block (denyTit / bIackiist] 51871
ML3-PS Application control  |temporary folders used by operating systems, web browsers and email Functional Intersects With P pplications | CFG03.3 apnhcax-ons that are authorized to execute on sy: H
clents.
[Application control restricts the execution of executables, software libraries, orevent Unauthorzed Mechanisms exist to configure systems to prevent the execution of unauthorized SM 1657
ML3-Ps Application control  [scripts, installers, compiled HTML, HTML applications and control panel Functional Intersects With revent Unauthor CFG-03.2 [software prograrms. 5
Japplets to an organisation-approve oftware Execution
s Apalication contral [ APPIICation COntrol restrcts the execution of drivers to an organisation Fonctionat ereecte win | EXPICily Alow 7Deny | cp.03.3 [MeChanisms exist to explicily alow (allowlst ] whitelist) andfor block (denyTst/ Blackist) " 511655
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Secure Baseline

trol De:
exist to develop, DCuant i i Eaesecure baseine configurations for

jationship

[with assigned data backup and recovery aperations roles.

P Applcation control  [Microsoft’s application blockist is Functional Intersects With ecur Cro.02 [Technology Asses, Apalcains o Senice (TARS) that areconsisent it ndusty s
onfigurations |accepted system hardening standarc
P Mechanisms exit to develop, document and maimtain secure baseline configurations for 51659
mi3ps Application control |Microsoft's vulnerable driver blocKlist is implemented Functionel Intersects With Secure Baseline CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
onfigurations laccepted system hardening standards.
Mechanisms exit to review and Update baseline configurations 51582
ion control re validated on an annual or mor 1) At least annualy:
3P Application control ~ [APPIIcation control rulesets are valdated on an annual or more frequent Functional ntersects With | Reviews & Updates | CFG02.1  |(3) nen required s
(3) R partof system component nstalatins and upgrades
echarisms exist o contaue Techciogy Asses AppIcatons andlor Sevices (1445 0 541660
rodce vt logs that conai sufcent nformtion f, ¢ a
1) Establish what type of event o
2) inen (@te and time) the e oecurred:
(3) Where the event occurr ed
Mi3Ps Applcation control  [Allowed and blocked application control events are centrally ogged: Functional Subset Of Contentof Event Logs | MoN-03 [(3) J{1Te Ihe Y 10
5) Tne outcome (Success o faiure) of th event; and
6) The identity of any user/subject associated with the event
W3PS Application control _[Event logs are protected from unauthorised modification and deletion Functional Subset Of | Protection of Event Logs | MON-0B _|VieGaniams ex(st o protect event ogs and audit ools from unauthorized access. 0 e
e Applcation conrol_[EXeT 1002 Tom Ieretfacingservrs ae anaysed i 8 mely Mamer t© | unciona Inersecto Wi | CotelReview & nalsls | MoNaz.2[temated mechariss et contal cOct eviow and analyze udt rcords ror o [siee
s Applcatoncontrol[EYet 09 fom non mmet aci serves o amaysed 1 3TN MO unciona Irsecs Wit | ConrlReiew & Aty | MoN-022 [ AAgTEReS mecharims Rt crtaly callect Teviow and 3Tz UG records o S [T
e pplication contral_[EVent 1095 !mr:v'::::sla(mns e aaysed T ey e @ 4 fE— Inersects Wi | ContelReview & Analysls | MoNaz.2[temated mechariris extt cotal COect eviow and analyze it rcords o S [swoms
s Applcation contol_[QJPEISeCUTy vents e amlysed n 3 Gmely manner o dentty PE— Iersecis i | ConrlReview & ety | MoNGz.2 [ameteS mechaTSTs oX5t 1 conaly clect, eview 31 analyze i records rom 5 [
Cybersecurity incidents are reported to the chief nformation security officr, Mechansms exist to ensure event 0g reviews Include analysis and triage practices that ISo123
M3Ps Application conrol orane of therdeleqates, as soan o pesse after they occur or are Functional Intersects With [Event Log Analysis & Triage|  MON-17  [ntegrate with the orgarization's established incident responise processes. s
Fechanisms exit t Trmely-epor meidents © appicable 010
(Cybersecurity mcments are reported to ASD as soon as possible after they Incident Stakeholder (1) Internal stakeholdet
Mi3Ps Applcation control [CYbersecurity incidents Functional Subset Of L Staken IRO-10. [[3) Affected chients & third:parties; and 10
(3) Regulstory suthorites
echarame et covr EEEg
(1) Prepar
@ Aummated event detection or manual incdent report intake:
Following he denincation of a ybersecury ncdent. the cybersecuriy (3) analys
3P Applcation control ubse ncident Handiin '
Pl lincident response plan is enactec Functional Subset Of Incident Handling IRO-02 ) Contai nmen(. 0
(5) Eradication: and
(6) Recovery.
Wechanisms exit o develop, document and maintain secure baseline configurations for SMT67T
iap Restrict Microsoft Office |Microsoft Office macros are isabled for users that do not have a Functional ntersects With Secure aseline 02 T oo Somices (TAKS) st ame St o ey R
macros Gemonsrated pusiness requrement. Configurations Ml mea s b
et e Oy Microsoft Office macros running from within @ sandooxed environment, Mechanisms exit to develop, document and maintain secure baseline configurations for 5167
3P Restrict Microsoft Office |, Trustad Cocation or that are digitally signed by a trusted publisher are Functionel Intersects With Secure Baselne CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry s
alowed to execute onfigurations accepted system hardening standards.
Mechanisms exit to develop, document and maintain secure baseline configurations for 51830
y Restrict Microsoft Ofice [Microsoft Office macros e checked to ensure they are free of malcious nction tersects Wi Secure Baseline ; e oo sty
Mi3Pe acros Coce pefre being igtaly e o paced witin Truetea Locatans. Functonal | Itersects Witn Conauratons CFG.02 - [Technology Asscts, Applications andjor Services (TAAS)that are consistent with industy- |5
iy privileged sers responsible for checking that Microsoft Office macros Mecharsms exist to Gevelop, document and Taintain secure baseline CoMRgUTatons for 157
3P Restict Microsoft Ofice lore rce of malicious code can write to and modify content within Trusted Functional Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
|Locations. onfigurations |accepted system hardening standar
Mechanisms exist to develop, document and maintain secure baseline ComRUaTons for 1675
L3P Restrict Microsoft Office [Microsoft Office macros digitlly signed by an untrusted publisher cannotbe | ¢ o ntersects With Secure aseline 02 T e oo Somices (FARS) that e conaisomt S ety R
macros lenabled via the Message Bar of Backstage View. Configurations ecanea e i ctanciarin
; T 7 e baseline configurat %
' Restrict Microsoft Office. |Microsoft Office macros digitally signed by signatures other than V3 Secure Baseline e e o A o o o ety oM-1891
UERS Functionsl Intersects With CFG02  [Technology Assets, Applications andor Services (TAAS) that are consistent with industry s
macros signatures cannot be enabled a the Message Bar o Backstage View Configurations IS v ot e
Fiechanisms eX o review and update baseline corfguratons 51676
Restrict Microsoft Office [Microsoft Office’s list of trusted publishers is validated on an annual or more (1) At least annually;
3P Microso pcrosoft Offc Functionel ntersects With | Reviews & Updates | CFG-02.1 [3) binen reauired Sue B
(3) As part of system (omponer\( installations and upgrades.
E—— P— Mechanisms exit to Gevelop, document and maintain secure baseline Configurations for S 1488
ML3-P6 estrict Microsof '@ Microsoft Office macros in files originating from the internet are blocked. Functional Intersects With Ce(u;e aie ine CFG-02  |Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
macros onfigurations |accepted system hardening standards.
E—— P—— Mechanisms exist to develop, document and maintain secure baseline configurations for IS 1672
3P estrict Microsoft Offce |yicrosott Ofice macro antivirus scanning is enables Functional Intersects With Ecure Baselne crG.07 [Technology Assets Appfcationsandlor Servces (TAAS)tha are consisent with industy- s
nfiguration: |accepted system hardening standar
et meros Omee ecre baven Mechanisms existto Gevelop, document and Maintain secure baseline CoMRgUTatons for Si673
Er et MICroSoft Office yicrosort Office macros are blocked from making Win32 APIcals Functional Intersects With secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
onfigurations |accepted system hardening standards.
o oot Oee oo baeen Mechanisms exit to develop, document and maintain secure baseline configurations for V1485
e Micros Microsot Office macro security settings cannot be changed by users Functional Intersects With secure Baseline CFG02  [Technology Assets, Applications andor Services (TAAS) that are consistent with industry s
onfigurations |accepted system hardening standards.
F—— I Mechanisms exit to develop, document and maintain secure baseline configurations for IS 1654
ML3-P7 'ser application Internet Explorer 11 is disabled or removed. Functional Intersects With Sgc“;e aseline CFG-02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry. 5
ening onfigurations accepted system hardening standards.
P ; Mechanisms exit to develop, document and maintain secure baseline configurations for EEEs
ML3.P7 'ser application |yyep prowsers do not process Java from the internet. Functional Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
hardening Configurations [pccepted system hardening stand
[— ecre baven Wechanisms exit to develop. document and mainiain secure baseline configurations for EEEs
m3p7 PRICALON et browsers do not process web advertisements from the internet. Functional Intersects With secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
rdenin onfigurations Joccepted system hardening standr
Mechanisms exit to develop, document and maintaln secure baseline configurations for w1412
. User application [ Web browsers are hardened using ASD and vendor hardening guidance, with Secure aseline e ot i o ey
e e e mos resicive guidance ki precednce wnen conficts oceur Functional | Itesects With Contourations cro.02 |Technology Assets, Applicaions andor Sevice (TAAS)that re conistent it ndustry-| 5
[— P—— Mechanisms exit to develop, document and maintain secure baseline configurations for EEES
m3p7 67 aPPICRKON et browser security settings cannot be changed by users. Functionel Intersects With Secure Baseline CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
ing onfigurations laccepted system hardening standards.
p— p—— Mechanisms exit to Gevelop, document and maintain secure baseline configurations for IS 1667
m3p7 ser 3BBICAONIuicrosot Office is locked from creating child processes Functional Intersects With secure Baseline CrG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
ardening onfigurations Joccepted system hardening standrds.
F— P—— Mechanisms exist to develop, document and maintain secure baseline configurations for S 1668
ML3-P7 e ning " [Microsoft Office is blocked from creating executable content. Functional Intersects With Coure Saseine CFG-02  Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
rdenin Configurations pceted syt adarin s
S ocre b chanisms exit o develop. document and maimiai secure baseline confgurations for S 1659
e 2PPICALON  crosoft Office is blocked from injecting code into other processes. Functional Intersects With ccure Baseline Cro.02 [Technology Asses, Applcains anlor Senice (TARS) hatareconssent it ndustry- s
onfigurations |accepted system hardening standarc
Mechanisms exit o develop. document and maintain secure baseline configurations for EaED
ML3P7 User application . |Microsoft Office is configured to prevent activation of Object Linking and Functional Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
Rardening Embedding packages. Configurations il fma s el
eer applicat Offce productvity suites are hardened using ASD and vendor hardening s ’ Mechanisms exit to develop, document and maintain secure baseline configurations for 51859
sP7 ser 3poleation. Iguigance, with the most restictve quidance taking precedence when Functionel Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry s
ardening lconflicts occur. onfigurations laccepted system hardening standards.
[— p—— Mechanisms exit to Gevelop, document and maintain secure baseline configurations for 51823
ML3-P7 PP (Office productivity suite security settings cannot be changed by users. Functional Intersects With ecure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
ardening Configurations [pccepted system hardening stand
[—— ecore baven Wechanisms exit to develop. document and maimiain secure baseline confgurations for S 1670
M3 P7 PRICALON oD software i biocked from creating child processes Functional Intersects With ccure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with Industry- s
rdenin onfigurations |accepted system hardening standards.
Mechanisms exit o develop, document and maintain secure baseline configurations for V1860
. User application [PDF software is hardened using ASD and vendor hardening guidance, with Secure Baseline 0 P e o e ae ARG e o s
i Nerining " [ most eshetiee guidance Gking precedence when CouTIcs occo. Functional | ntersects With Conngurasons crG02  [Technology Assets, Appications andior Servces (TAAS) that are consistent with industy-| 5
[— P— Mechanisms exit to develop, document and maintain secure baseline configurations for 51824
m3p7 ser aPPICRtONlonF software security settings cannot be changed by users Functionel Intersects With Secure Baseline CFG02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
ing onfigurations accepted System hardening standards.
F— - ; Mechanisms exit to develop, document and maintain secure baseline configurations for IS 1655
m3P7 61 apPcation | NET Framework 3.5 (includes NET 2.0 and 3.0)is disabled or removed Functional Intersects With Esure Daselne CrG.02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
ardeniny onfigurations |accepted system hardening standards.
[E— P—— Mechanisms exist to develop, document and maintain secure baseline configurations for S 1621
ML3-P7 L \Windows PowerShell 2.0 is disabled or removed. Functional Intersects With oot CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- H
rdenin onfigurations Joccepted system hardening standards;
S eeore baven Wechanisms exit to develop. document and maimiain secure baseline confgurations for 162
e er 9BPICALON loouyershel is configured to use Constrained Language Mode. Functional Intersects With secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
ardening onfigurations |accepted system hardening standards.
Mechanisms exit to develop, document and maintain secure baseline configurations for 51623
Mi3p7 User application [powershell module logging script block ogging and transcription events are|  crionl Intersects With Secure Bassiine CFG02  [Technology Assets, Applications andor Services (TAAS) that are consistent with industry s
9 'y logge onfigurations [accepted system hardening standards.
e Use 390G |c o e process creatio evens arecentrally gged pE— rsects Wi || PRISGSSTUNEons | o 033 [dhanins et 100 and v th acon of e anaor Sevces Wi dlevted 5 [owee
y User application Mechanisms ex/st o protect event 19gs and aUdTt ols rom Unauthori7ed access S isTs
e3P polic Event logs are protected from unauthorised modification and deletion. Functional Subset OF | Protection of Event Logs |  MON-08  |mmeqoriains g oo 10
e Use polcatian[Eventlogs rom erne facng severs are analysed 3 mely mamer | puncaonl Iersects Wit | Gl Review & Analels | MoNaz.2[kamated mechariss et contal colect rviow andsvalyze S rcord rom R T
¥ User application Event Togs rom non et Tacg serversare onaysed 13 Uty marer [Automated mechanTsms exit 1o centrally Collect, review and analyze BUt Fecords from S 1507
s p7 applca Functional Intersects With | Central Review & Analysis | MON-022 [ coumecs s
ey Usrappcation Brt o0 fror:v‘g:!r:s(a(mns are analysed I a Gmely manner to detect pE— Iersects Wity | Gl Review & Analels | MoNaz 2 [ukamated mechars et 1 contal colect rviow and snalyze S rcord rom S [sors
- e appleation —[Cypersecurty events a1 anahsed 3 Umey mner o Genty [Automated mechanlsms exit 1 centrally Collect, review and analyze BUt Fecords from EzEg
3P applca Functional Intersects With | Central Review & Analysis | MON-022 [ comes s
User application Cbersecurty ncidents 3% epoted T cefaratan secury ffcer Ranisms ex o ensure v og reviev nclude anayss and TTage pracices it 50123
sP7 ser 3BOICAON.of one of therr delegates, s soon as possible ater they oceur or a Functionel Intersects With [Event Log Analysis & Trisge|  MON-17 inegrate withthe organization's established incident response process s
9 (discovered.
Mechanisms exit to Gimely-report Incidents to applicable: 50140
 applicai i e r . iden - 1) Internal stakeholders
M3p7 User application |cybersecurity ncidentsare repored 0 ASD a5 500m a5 possble e Y | yncion Subset of Incident Stakeholde oo (el stokehalders: o
(3 Reguitory muoriies
Fechanime exst o covr IS 1819
(1) Preparatio
2 Auknmated event detection or manual incident report intake;
’ User application  [Following the identification of a cybersecrity incident,the cybersecurity (3) Ana
e o applcat Following the dentfication o 2 Functional Subset OF Incident Handiing Ro0z (13 Analysis, 10
((5) Eradication; and
(6) Recovery.
echariens exft o creste recurg baekups of e, cotware andorsystem Tmages EMTSTT
[Backups of data, applications and settings are performed and retained in [as well as verify the integrity of these backups, to ensure the availability of the data to
ML3-Pe Regular backups laccordance with business criticality and business continuity requirements. Functional Intersects With Data Backups BCD-11  Isatisfy Recovery Time Objectives (RTOs) and Recovery Pﬂ‘"t Objectives (RPOs} s
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3P Regular backups ~((T1eg%d user accounts (excluding backup adnir Functional Intersects With Backup Access BCD-11.9 |data backup and recovery operations s
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s P Reguiar backups [P0 user accounts Functional Intersects With Backup Access BOD110 [y o Xl To el e & s
¥ " Unprivieged user accounts are prevented from madying and Geleting p— ntersccts witn | Backup Modfication andior Fechansms xSt o et acces o mody anclr dite Dackups 1 prvTeged sers IS 1814
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ML3-P8 Regular backups |prevented from modifying and deleting backups. Functional Intersects With iction BCD-1110 wvm assigned data backup and recovery operations roles s
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