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Compensating

Secure Controls Framework (SCF)
Control Descrintion

Mechanisms exist to identify and implement one, or

more, compensating controls to reduce risk and threat

15M-0009 of each syst Vs isk Functional | Intersects With RSK-18 RSK-06.2
Countermeasures
tolerances. Security function is unavailable or compromised.
dat
OFFICIAL: Sensitive, PROTECTED and SECRET system from s authorising Authorize Technology
: Sensitive, an, system fromits authorisin
15M-0027 ” € Functional | IntersectsWith | Assets, Applications | GOV-11.4 GOV-15.4
offcer. Technology Asset, Application and/or Service (TAAS)
andor Services (TAAS)
under their control,
g Information A
15M-0027 OFFICIAL: Sensitive, PROTECTED and SECRET system from its authorising | Functional subsoror | (MO RANS® | 14002 [securty, compliance and esilence assessment and 1A0-01
officer.
X Mechanisms exist to ensure Technology Assets,
0027 OFFICIAL: Sensitve, PROTECTED and SECRET system fom tsauthorising | oo ool vion | taors  |APPlcations andior Senvces (TAAS)areofiially h007
officer. authorized prior to "go live" in a production environment.
(A cyber Mechanisms exist to establish a:
15M-0039 Functional | Intersectswith | S"eeECPlan& PRM-02 i PRM-01.1
Objectives business plan; and
2)Ser
that he system Mechanisms exist o generate authoritative
‘s purpose,
(1) dentifies key architectural and implementation
in-scope '
’ "
implemented. Appliod Socur, andor Services (TAAS);
P (2)Reflects the current state of applied securiy,
1SM-0041 Functional | Intersects With P 1A0-09 ple, 1A0-03
Resilience Controls
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls,including changes.
o develop,
procedures, processes,
stom Administrative
IsM-0042 Functonal | Intersectswitn | ST ATt 0PS-04.1 | Standardized Operating Procedures (SOP), for operating AST-26
and maintaining Technology Assets, Applications and/or
covers the, Mechanisms exist to maintain and make available a
following: current and viable Incident Response Plan (IRP) to all
. stakeholders.
« thetypes of cyber the
expected response to each type
externally to relevant authorities
«otherp need uriy
1SM-0043 incident Functional | Interscts with | "eI4entResponselan | g o 1RO-04
«the authoriy, (RP)
cyber securityincidents
q
or other relevant authority
securiy incident
. theyareina
Securty, X
1SM-0047 Functional Subset Of Resilience Program | GOV-02 | implementation, and monitoring of security, compliance Gov-o1
2 (SCRPI and
' dard:
1SM-0047 Functional | Intersects With Gov-04 g cov-02
2 Resilience compliant and resilient capabiltes.
tegrity and
o072 runctionat | intorsectawitn | Sensitive/Regulated | | |datathatis collected, developed, received, wransitted, h0032
purp: Data I Supportof used or stored i support of the performance of a
Contracts contract
tegrity and
Thie-party Gontract applicable security, compliance and resilience
15M-0072 purp: Functional | Intersects With TPM14 | requirements with third-parties,reflecting the TPM.05
Requirements
its )
or AGAO data atton, Feguatony & Mechanisms exist to facilitate the identifcation and.
15M-0078 controlof Functional Subset Of v Reguaton& | op) op . regulato cPLo1
Contractual Compliance|
on behalfof tractual controt
Non-classified, OFFICIAL: Sensitive, PROTEGTED and SECRET gateways Mechanisms exist to utilze independent assessors to
undergo an X
15M-0100 at | Functional cPL08 ' cPL031
least every 24 months. and/or Service (TAAS) undergoes significant changes.
Non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET gateways. Mechanisms exist to formally assess the security,
undergo an IRAP
P at Applications and/or Services (TAAS) through Information
o100 least every 24 months. Functonat | inersectewin | ControtVelidation 1AO.0s | ASsurance Program (1AP) actiiies o determine the A002
Testing (CVT)
operating as intended and producing the desired
Non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET gateways
undergo an IRAP t of for:
o at (1) Statutory, regulatory and contractual comliance
least every 24 months. obligations;
(2) Monitoring capabiltes;
(@) Mobile device:
(4) Databases;
(5) Application security;
Speciatized (6) Embedded technologes (e.¢., 0T and OT);
1SM-0100 Functional | Intersects With 1A0-05 140022
unctional | Intersects Wi s (7) Vulnerabilty management;
(8) Malicious code;
(9 Insider threats;
(10) Performance/load testing;
(11) Artifcial Itelligence and Autonomous Technologies
(AAT); andor
(12) Other Technology Assets, Applications and/or
Services (TAAS) that require specialized exportise to
Non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET gateways
indert . imparti
1SM-0100 undergo an g Functional | Intersects With 1A0-07 byimpartal, 110023
o retease), at Reciprocity external organizations,
least every 24 months.
1SM-0109 Eventlog Functional SubsetOf | Continuous Monitoring |  MON-02 ) MON-01
N Event Log & Security- 1088 and socur O
15M-0109 seeurity events. Functional | Intersects With | Relevant Telemetry | MON-03 . MON-01.8
Monitoring
orocedures.
ot ogs o Centralized Collection © pa
security events. X X
15M-0109 v Functional | Intersects With [ of Event Logs & Security-|  MON-05 ger( MON-02
Relevant Telemetry
telemetr,
15M-0120 detection Functional SubsetOf | Continuous Monitoring | MON-02 |enterprise-wide monitoring controls. MON-01
incidents.
itate s Event Log & Security-
detection basis and escal
15M-0120 e Functional | Intersects With | Relevant Telemetry | MON-03 . MON-01.8
incidents. Monitoring
orocedures.
ftato Mechanisms exist to assess the organization's needs for
detection Analyze and Prioritize monitoring and priortize the monitoring of Technology
1SM-0120 incidents. Functional | Intersects With Monitoring MON-03.2 |Assets, Applications and/or Services (TAAS), based on MON-01.16
chief Mechanisms exst to cover: Updated 2026.3
or one of their delegates, as soon as possible after they occur or e (1) Proparation;
discovered.
1sM-0123 Functional | Intersects With | Incident Handling IRo-05 [ ntake: 1RO-02
(@) Analysis;
(@) Containment;
(5) Eradication; and
() Recovery
chief Mechanisms exist to timely-report incidents to Updated 2026.3
or one of thei delegates, as soon as possible after they occur or are Incident Stakeholder applcable:
15M-0123 discovered. Functional | Intersects With 1RO-16 (1) Internal stakeholders; 1RO-10

Reporting

(2) Affected clients & third-parties; and

Secure Controls Framework (SCF)




NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
LEITAIINL RN Secure Controls Framework (SCF) version 2026.3
STRM Guidance:| he

Focal Document URL: [EEXY b busi Vb

‘Secure Controls Framework (SCF) Essential 8 Essential 8 Essential 8
FDE Name ent (FDE) Description 'SCF Control ec! ec " = o‘; L) S S S
chief 3 Updated 3
crrorzs | eporngcybersecurty|orons f i clegtes, o soom s possts e oy cccurorare ronctonat | s | Ststonstasareness | L et cyborsocurtyonddataprotooion midomsta | g oss
incidents discovered. For Incidents e L
x =
oonzs | Copersecutyincisent ronstonat | mrsocs i | Stostoratavareness | o |tusof cmsacuntyanddataproecton st | oss
p— g | oo | meecemer | S Rt | oy | Mechamsms sisia espanat st anden S o
smnsols |esvires oatasoin
Taama Mochamms st o ereura et gz
Handling and containing e Post-Sensitive/
oz raendcon Functonat | ntersectsWih | Reguataabaasoll | 180203 e wnie s o122
Operations y
Services (TAAS) are undergoing corrective actions.
T g
Handling and containing d. oo co Sensitve / Regulated 1 d h:
1SM-0133 ‘ug‘ s ining | restricted. Functional IRO-20.4 that 5 IRO-12.4
ataseills Unauthorized Personnel
T— Teda Wechaiams ste i e catabrenches o athar
ororss | Handingancomainingetivtoc. ronctonat | mosccvitn | osasressn | 1022 | nodents motng e anatnonizod asclosurs of . oot
dmasls sanstivo gt dte,scring o spplcabla o,
e
evvorsy | Handingand contaig s for v purposeof clcng urtherdtacr evince roncionat | sommor oo " noor
intrusions. Operations
e Mochanisms st o parorm dgra artcs and
evvorsy | Handingand contaig st for v purposeof clcng urtnerdtacr evince ronctonat | secm | ChancrCusaare | | miin e magyof tochanof custodin . oss
Forensics cordanca it appicaia e reglations and
e Machanism it o imahy epert ccanta
aningand contnn | Y916 011 s f colectng urthrdtaoevience O omtcabie
I1SM-0137 Functional Intersects With IRO-16 (1) Internal stakeholders; 5 IRO-10
Reporting
(2) Affected clients & third-parties; and
sMo137 orevidence. Functional | intersects win | StUationalAwareness | fstatus of cybersecuriy and data protection ncidents to 5 I
> Mochanams e o peorm gt e
investigaors it haitsg o thochan o cutody
: ;
‘S0138 Maintaining the integrity |« recordingalltheir actions Functional | Intersects wign | Cnainof Custody & \RO-13 |aceordance with applicable laws, regulations and s Vo
otewdence |- mainiainga propechanofcustody Foransics Indusyrocognied s praccs,
o echamios s2e ety apaaderts > Vrameazoa
Reporting cyber security oceuror are discovered. Incident Stakeholder applicable
oo (RSN [r—— [ 1 — . Ro-10
cidonts 10 ASD Reporting
(2) Affected clients & third-parties; and
G 5 ong Upaatea 26
cocurc o dincovred (hocrganization's TochnlogsAsets, Anpcations,
1SM-0140 Reporting cyber security Functional | Intersects With Serious Incident IRO-16.3 B IRO-10.5
nctdonts 10 ASD Reportng
i mancatory roertio
(3 Requements and
o e : Wochamsms suetacowr
(4 Praparaton;
Contractual security i ok manual port
1SM-0141 requirements with | P09 Functional | IntersectsWith | Incident Handling IRO-06  |meket 5 1R0-02
(3) Analysis;
sooprovdors
(0 Contanmr;
(5) Eradication; and
-
nochit . TR— ol
15M-0142 related cyber security Functional Subset Of oo CRY-02 " 10 CRY-01
T o) o, or o of hldlete, a3 00n 38 possl et e convals tandaas andasted coptog gt tsonloges
PSS [t — Wochaias et A Aol e
" g (RSN [—— ot AST8 [ Fochmolagy assts, Applctons,Somiossncior ot | 5 rsros
wSDIte o oo,
P and e s oo v ot a2 Wochaniams it ojmplmant onnancadprotecion
SecurngiToqument E——
1SM-0161 ecuring T equipmen Functional | Intersects with [ V"*ERGSAENGUSN | 700 measures for unattended technology assets to protect 5 AST-08
anamed Eaviprons
‘ e st hamams ot o slowort
1SM-0164 Functional | Intersects With | Working in Secure Areas | PES-11 Vsical security mechanisms exist o llow only 5 PES-04.1
witin oo chorgadpersomel
‘ e st asceesconotmechoriems st o Gotfy:
I1SM-0164 . Functional Intersects With Visitor Control PES-14 5 PES-06
by unauthorised people ctional ersects sttor Gontrol the facility (other than areas designated as publicly
sccosie
‘ e T
1SM-0164 . Functional | Intersects With PES-14.3 reauired 5 PES-06.3
oyunauthorsaapecpl hecess e
v v Physicat sty mechanir ot o praectpowerand
1SM-0181 Standards, Functional | Intersectswitn | TMSTISSIONMedum | peg 4 pporing 5 PES-12.1
sndaca [ nhory Socurty
omses
SecReTcae, o st ety ochariare et o raectpowerand
o S—
1sM-0187 in their condult Functional | Intersects Wit | T""Smission Mediu PES-16.1 pporing 5 PES-12.1
andconduns Socurty
o
e st ety ochariare et o raectpowerand
1SM-0194 andTOP SECRET Functional | Intersectswitn | T"MSTISSIONMedium | peg 4 pporing 5 PES-12.1
Socurty
omses
P o e - » ot ety e At et pover a3
1SM-0195 Functional | IntersectsWith | 1o oo on 0™ | pes.6.1 pporing 5 PES-12.1
e, Socurty
omses
TorsecrEr st ety ochariare et o raectpowerand
Tanarisson odum
1SM-0198 Audio secure rooms Functional | Intersects Wi | T"2"Smission Mediu PES-16.1 pporing 5 PES-12.1
conplsdts Socurty
omses
et or 0P SECRET condues re o 522 o 25 o,
oo abeingeondats |0 S et s and marke TS UK. T e O e T o
.
et or 0P SECRET condues re s 522 o 25, Pryscal ety mechanms it et poverand
e matroinan - Tansmissionodum
o1 Labaingconauns (194 et et enasondmarkd as TSRUN st | st | TSSOV | e ootng | resz
o
ooty [Ce o g - » Pryeat ety A At et pover a3
o6 rocassonang |CE1eoPEdImplementedandmartaned. Fnctanat | ntrscts | TESTISOnMOdUn | peg g ootng | resz
procedures e
o
A cable register contains the following for each cable: Physical security mechanisms exist to protect power and
< cabaiganter pporing
+cabeclour
- " ea
1SM-0208 Cable register sensitivity/classification Functional | Intersectswith | TrensmissionMedium | oo g4 |damage. 5 PES-12.1
Securty
aelope, P ey mechanime et o protect poverand
e, Tansmissionodum
1SM-0211 Cabloregistor | Functional | Intersects With | 1o o oA PES-16.1 pporing 5 PES-12.1
Socuty
o
SEGRET 27 07 SEGRET calos artarminatd o th v manaaua e Pryeat ety A At et pover a3
Tormin . Tansmissionodum
1sM-0213 erminatingeableson | panels Functional | Intersectswith | T"2"Smission Mo PES-16.1 pporing 5 PES-12.1
onenpanes Socuty
o
7O SEGRES pt ports e rlod m i aun TOP SEGRET carer et ety mesharias et @ oot pover
Physical separation of 'OP SECRET patch panels are installed in individual TOP SECRET cabinets. B ved ysical security mechanisms exist to protect power and
1SM-0216 Gabinets and patch Functional | Intersects With st PES-16.1 pporing 5 PES-12.1
panels s
o,
Where spatial constraints demand non-TOP SECRET patch panels be Physical security mechanisms exist to protect power and
istllod it ke 4 TOR SECRET path panel: pvoring
< aphysicatbarior nthocabint Tansmission odium
o217 biets andpatch |- 6| Functona pes61 [damoge s res-121
Security
oonls[tncaint
< apprva o ha TOP SEGRET systan's uthring ffcari btaind i
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‘Secure Controls Framework (SCF) Essential 8 Essential 8 Essential 8
FDE Name ent (FDE) Description 'SCF Control ec! ec " = o‘; L) S S S
TOP SEGRET fbre ato Physica securty mechaniss et 0protectpower and
1sM0218 Fyteadinstallation ITequipment, Functional | Intersects With nsnsms.ssm"Memum pES.16.1 | telecommunications cabling carrying data or supporting s R
scuty
e sttt oo
ey Unsuhorisod i and ReranaTor
isweaazs Functonal | mersectswith | WirstessNetworing | NET-24 |anamontorforunauthorzad wieless acoss. s Ner1s
focis
P
internal Social Media & Social explicit restrictions on the use of social media and
1SM-0229 Personnel awareness [ systems. Functional Intersects With HRS-06.2 5 HRS-05.2
Networking Restrictions
wbos and sharing accountinformarion
= s
1SM-0229 inte L Functional Useof HRS-06.5 5 HRS-05.5
sstome
Machanisens ot aef e of aavr et o
el restcions o he se of socl mcta and
1SM-0230 Personnel awareness Functional | Intersectswin | SOceiMediasocial | g g, 5 HRS-05.2
Networking Retictions
betes and sharing account informaton
e :
wazo | personnel | Functona Useor Hrs.065 s MRS 055
CoptogsaCTechanams SXettopevent e
sl ncation beonmas
Hechantm oXet o unplag o proht the amote
st ncication beonmed Cotaborat
1SM-0231 Personnel awareness Functional Intersects With END-14 5 END-14
ComputingDevicss [h—
(2) Video teleconference cameras; and
o
022 Protecting forsens | runctonat | itorsecsvin | EevpinEDae CRY-05 | CrYptoEraphic machanisms exist o prevent the R p——
ustootn s e c
1SM-0233 Functional Intersects With CFG-04.9 Near Field ) 5 AST-14.1
watoms | approved cnptography Dovias st rses o nless use i aRe Frequency
o
o
Cordesstetophons UsefCoptogaptic
1SM-0233 P! Functional VPtograp! CRY-02 cryptographic protections controls using known public 5 CRY-01
systems Controls
o
Corten ttopnons sona et S0t ol estictons o o useof social e ang
1SM-0233 et approved cryptography. Functional HRS-06.2 5 HRS-05.2
V |websites and sharing account information.
weeaon TOP SECRETmeas e ot dei e of ahair et oo
 theomis el restctions o hevse of socil e and
1SM-0235 ved Functional Intersects With Social Media & Social HRS-06.2 5 HRS-05.2
Networking Rstictons
comrsatons arapresant i tha o s snd sharing account nfonmaton
Hechantam eXetto g lesof bhairtat st
o hookandi soca et S0 ol estictons o o useof social e ang
o Functont HRS.062 s HrRs.052
prorecton
wbos and sharingaccountinformation
FPagng e e ot dei e of ahar et oo
Usig paging, messae el restctions o hevse of socil i and
Socat e & Soca
1SM-0240 services and messaging Functional Intersects With octal Media & Soctal HRS-06.2 5 HRS-05.2
Networking Restictons
awos s snd sharing account nfonmaton
Usgpeging, message [Pagng Mimeds s
iswazdo Functional Usoot Hrs065 s S5
Gonnacing Wechanisms eet o sscurly configur Mall Fancin
1SM-0245 multifunction devices to Functional Intersects With Ml CFG-04.12 5 AST-23
digital telephone (MFD) practices for the type of device.
svstems
erantonseconye | e oy ok formationLoskage
1SM-0246 manation security isk [as possible in a system’s lfe cycte. Functional | IntersectsWith | Due To Electromagnetic | PES-30 B PES-13
assossmants emanatons
Signas Emanations
orToP SECRET
- T formation Loskage
1SM-0249 platforms, - contact Functional | Intersects With | Due To Electromagnetic | PES-30 5 PES-13
assosomantssocuriy ok aasessmont emanatons
Sinas Emanations
T
formation Loskage
ism.02s0 Functional | terscts it | oue o Etecromagnetc | PES-20 s pes1a
ntio comparbiy emanations
Signas Emanations
stancr
P
and covers: y d
m
© Security, Compliance &
isweazs2 Functonal | Subsetor | Resioncatnge | saT02 " saror
N ‘Workforce
« rotectonof systems and et esources
« reporting
prememm iechanires ot o provid llemeyeen
andcovers: conractors approprite securty,complanc and
m rasionca swsenesseducaton and rning it
o Securiy, Complance & eslonceawareness sducation and ralring et
1SM-0252 Functional Intersects With | Resilience Awareness SAT-04 relavant for their job function. 5 SAT-02
N Training
* protection of systems and their resources ®
« reporting
= iechamrs Xt raareal employecs
-
1SM-0258 Web usage policy Functional Terms of Employr HRS-06 protection 5 HRS-05
rinciote i thacaltywrkto slesecurs,complant
enlestiontcapabi
ped, formal, Updated 2026.3
socuty poly tat
1) Coveyssecutie mansgerments ot
1SM-0258 Web usage policy Functional Intersects With Web Security Policy WEB-01 (2) Provides organizational direction and expected 5
[
(3) Is reviewed at least annually; and
i
L —
ism.0zs0 Usingusbproiss  [pros. Fonstonal | ntrsscts i | PMEMETATICND | er g1 aicto eamatnetworc trougherganizaten- s Ner18
- echansm oxst o ogall et bouna ruere,
proves: ordertoldentyroniited actiies and asit mident
e across nandorswith ety potentalycompromisa
ISM0281 | Wob oy eventogaig - dateandtime Functonal | mersoctswin | proyLoggng | MON221 [systoms s HoN-019
« amauntof deta utoaded and cownloscd
* ntrnal d orermal P e
m e ot o confgare oy o ke
Tansport i
1SM-0263 Functional | Intersectswit | VISP OfEnenpted | o, 5 NET-18.2
fverng Communications
{cctsand moch
Mechans oxst o defin e of eavr et ot
ol esticions o he useof socil mecta and
—
ISM-0264 Emailusage policy Functional ocla Mociobsoria | HRse2 5 HRS.05.2
wbstes and shring accountinformaton
Hechanirs oxat o protec heconidentaly, ey
-~ Emalusage oty Functonal | mersectswin | EtectonioMessaging | NET40.1 fand ‘ s Ner-1a
Rocems oo approved b mal sanices s ocked.
ol estictons o e useof social e ang
SocatMadi S
im0z Weoma sances Functional | torscts win HRS.002 s HRS.052
Networking Rstrctons
wabstos and sharing sccountinformarion
through prosy cevics (o5, Py Enforcamant Pt
isweazs Webmat sancss Functonal | mersectsWith | ONS & ContontFitarng | NET-17 |(PEP)for URL contnticrngand NS orngtotimita | 5 Ner1e
usr's iyt connec o dangerousor proited
Rocems oo approved webmal sanices s Hocked. Mechanims oxettapotec he confidentaly, ey
isweczs7 Webmalisevcss Functonal | mersecs wih | EtctonioMessaging | NET40.1 fand ‘ s Ner-1a
; En Hechantrs oxet o protec he confidentaly, ey
1SM-0269 Email distribution ists | °" Reteasable’ roun pes 1 Functional | IntersectsWith | Electronic Messaging | NET-40.1 f 5 NET-13
e, P Hechantms oxet o snauredaa and svets ars
1SM-0270 s rhing: the subject, Functional Intersects With DCH-04 2 5 DCH-02
omate Clsiaton
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‘Secure Controls Framework (SCF) Es tial 8 Es tial 8 Es tial 8
FDE Name ent (FDE) Description 'SCF Control ecu! ec ©! = o‘; CI ) SR SR SR
o hosubioe redto
iazno : Functona | ntrsectswih | MedMarkng | Dos1 s oot
omats o
_ Wochaisms it o potec e coniGaratey, oGy
18M-0270 N & the subject, Functional | IntersectsWith | Electronic Messaging | NET-40.1 d ‘ 5 NET-13
omats
batesst
ozt | protestve makingtoots[emats Functional | tntersets Wi oot ' s ooz
Classification
atomatea mechanisms st tormarephyscl roda
omate. .
1SM-0271 Protective marking tools Functional DCH-11.1 | handli 5 DCH-04.1
(if any) of the information to aid Data Loss Prevention
o1
Gomn Mochanisms st o protec e confaBnaty, Tiegy
1SM-0271 Protective marking tools | emails. Functional Intersects With Electronic Messaging NET-40.1 d 5 NET-13
Gomen — Hochanams it o s dta andasste e
1SM-0272 it Functional Intersects With DCH-04 3 5 DCH-02
Clssicaton
Gomen omark
© rotectonelement sothat pssonrt realetd
1SM-0272 Protective marking tools Functional | Intersects With Media Marking DCH-17  [Protectionrequirements so that personnet a “el edto 5 DCH-04
<
Gomen Mochanisms st 0protec e confaBnaley, Tegy
iswazrz " Functonal | tntersecs Wit | EloovonioMessaging |  NET40.1 [and s NEr13
W oot oesea
- cabaton, cunctonst | summercy | 1omatonssuance | o |scurty complance andresience assessmentnd o oo
selection bill of materials assessment if applicable), is selected in preference to one {IA) Operations authorization controls.
P— ochansms vt o acato an T Aases Managermant
1SM-0285 i Functional Subset Of AST-02 o 10 AST-01
products
Delivery of evaluated L ASD Mechanisms exist to facilitate an IT Asset Management
1SM-0286 i Functional Subset Of AST-02 o 10 AST-01
products
e contgurd, ochansms st o acAiatoa T Asset Managermant
1SM-0289 8 Functional Subset Of AST-02 o 10 AST-01
products
e [P e T squpmontis mtaled,confaure, sammtared ana ochansms st o acAiato an T Asset Managermant
1SM-0290 8 Functional Subset Of AST-02 o 10 AST-01
products
W oquipmont s Mocharisms st to manai st cantalovr
iwozss | clasiingTeqipment rocsssing Functionat | tntersects Wi ol #5118 [teahnoloay Asct, Applcatons,SeroesandlorData | 5 rsros
TAsSDIs g ey
oqumont Mocharisms st o ansre Technology Asets,
1SM-0293 Classifying IT equipment P & Functional | IntersectsWith | Security Authorization 1A0-14 | Applications and/or Services (TAAS) are officially 5 1A0-07
authorzed ot e naproductionsnianment.
T ecupmant, ecept o g assurance T squprment, B abela i — Hocharams et o st dataandasote ae
iwozse | LabetingTecupment Functionat | mersecsn | 00848 oot : s ooraz
;
T ecupmant, ecept o g assurance T squprment, B abela i omark
iwozss | LabetingTecupment Functonal | nersectswin | Medavarkng | Dow11 redo | oot
=3 e Mochansms et o e dataandasete e
Labetinghigh -
isazse P —" Functionat | tntersects Wi oot . s ooraz
et Clssiicaton
;
=3 e omark
Labetinghigh cqubment oo
isazse inghigh asu Functonal | nersectswin | Medavarkng | Dow11 s oot
Sqipmen b
PO LT e — Fectmams sty g o
15M-0298 processesand | " 1549101 Functional | IntersectsWith | Managementof Flaw | VPM-0g.1 |"TecIHONProcess: 5 VPM-05.1
patch T,
rocedures Remediton Processss
Facnes. " po— ocharsms st o cemraly manage h aw
andindon remestationproces
1SM-0300 ’ o Functional Intersects With Management of Flaw VPM-06.1 P 5 VPM-05.1
o Remediation Processes
y o Hochasme st o prevent aroupporeaTeEholoRy Uraeaze2e3
xtonsions,cmallclets,POF applicatons, AdobeFlash Player, andsecuty ssee, Aplcations andlor Senices (1)
. Unsuppartea " piacing forth
‘
1SM-0304 Cessation of support Functional Subset Of . AST-39 ’ 10 TDA-17 ML3
Aoplatonsanor vondorormaruactuer ana
Sondcen (TAAS) (2 Rocuiingiuticaton snd documerted apsroval o
e continueduseorunsupported RS requresto
.
o e omtabyan Machanims oxst 0 devlop,dsseTinats, rovew S
w005 aomroprtalyclsted tschician. Functional | subsetor Operstions| T2 o ror
rapacs
T oqsment Py it
on-steman Atorized i
1SM-0305 rrelie maEnance or | appropriately cleared technician. Functional | Intersects with [ A"O128A MANENANCE} gy mgintenance organizations o personnel. 5 MNT-06
rapacs Parsonne
1SM-0305 pairs of T ensitebyan Functional | IntersectsWith | Field Maintenance MNT-17 5 MNT-08
i
of epar T equipment, th technicin s csconted by someanevhs
< has thoauihorty o drot th echniian accassautharzaions, claarances o formal czess
+isapproptiately earsd and brted ‘
1SM-0306 : P Functional | IntersectsWith | Without Appropriate | MNT-14.1 5 MNT-06.1
wpars | |undaroken
hocass
: —
akes due cars oG ht detes o iscosed.
On-site it i Authe d Mainte
o7 TIAPONSTEEST o1 epar o T ecuprent, th T uipment and asocioted mediare Functonat | nersets | Arzed i MNT-14 | mainenance organizstonsr prsonnel s e
m P Mechanisms exist to ensure off-site maintenance
wozrg [ Ostomante eauipment Functonal | morscts With | OffStoMantonanco | | MnT-1a |26 areconducted securlyand o ssets s 00
1T Mechanisms exist to securely dispose of, destroy or
o1y santing e metain s
culpmentor by sanisng he medain I st s
1SM-0311 Sanitising IT equipment Functional | IntersectsWith |Destruction orRe-Useof| ~ AsT-22  [technidues and methodsto prever 5 AST-09
Equipment (1) Data recovery; and
(2) Components from being resold, redistributed and/or
7 3
vnonts | SonsingTeupmans |FGHPTEntGr by sontsing e mecio s conctonat | mersscewn | DtstENon Dl | |oraso digtland non-digtatmociawhon tis no onger . oo
Motia Disposa Feauired,usingrganzation-ceined rocetues.
7 Wochartams et o saTize gt e i
ulpmentorby saisin he mectain s — ongthand intortycommensuratowith e
o1 | Santaing Toaupment Functonat | morsecswn | Ol o g s ooros
isposal.rloaso ot of organizationalcantolor s
IT equipment, Mechanisms exist to securely dispose of, destroy or
Processe, stored STE0 o1 AGRO
" d d " Secure Disposal, b d methods t @
1SM-0312 fsretumes fostruction. Functional | IntersectsWith | Destruction or Re-Useof | AsT-22  |!9cfiniaues andmethods to prevent 5 AST-09
sensitive IT equipment Equipment (1) Data recovery; and
(2) Components from being resold, redistributed and/or
Teqamment o 3
- o o conctonst | mersecieun | tsteNondtal | o Loraocdigtalandnon-digtet mocia whanitiono tongor s sonas
sonsitvo T squipmont retuaned WediaDisposal Feaured,usngrganzation-deined rocetues.
T eauprmant sanaton processes, andsupparng T st Wochartams et o saTize gt ke Wi
aupment — tangth an oy commensurate it he
smosis | sanisatonprocesses Functonat | morsecswn | Ol o g s ooros
andprocedues isposal.rloasaout of rganizationalcantolor s
Mechanisms exist to securely dispose of, destroy or
Destroying high Secure Disposal, hi d methods tc it
1SM-0315 Ving g Functional | Intersects With | Destruction or Re-Useof | AsT-22  |!9cfiniaues andmethods to prevent 5 AST-09
ssurance Touipment ionor e (1) Data recovery and
e
e (2) Components from being resold, redistributed and/or
- esoyngigh cononat | mersecewn | DtstENon Dol | Loraso digtland non-digtatmodiawho tisnoongor s sonas
assurance IT equipment Media Disposal required, using organization-defined procedures.
Tormal Digital Media track
Smosis [pisposetor cauipmont, ot towaste,ntothe | Functonal | ImersectsWin | Saniizaton | DOH-18. oty digtal mociasanitaation and isposa actions. s ooH001
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Secure Controls Framework (SCF) Essential8  Essentials | Essential8
FDEName ent (FDE) Description SCF Control o ool Desotion &2 S S S
Mechanisms exist to sanitize digital media with the
Sanitising printersang.| 010U Printer cartridge or MFD printdrum. DigtalMedia strength and integrity commensurate with the
1SM-0317 Functional | Intersects Wit DCH-18 5 DCH-03
multifunction devices Sanitization
disposal, release out of organizational control or release
for reuse.
(When unable to sanitise printer cartridges or MFD print drums, they are Mechanisms exist to securely dispose of, destroy or

destroyed as per electrostatic memory devices.
vedasp i Secure Disposal,

Sanitising printers and techniques and methods to prevent:

Ism-0318 Functional | Interssots With | Destruction orRe-Ussof |  AST-22 5 AsT-09
multfunction devices ; " (1) Data recovery; and
ipmen
e (2) Components from being resold, redistributed and/or
meet Mechanisms existto securely dispose of, destroy or
emenaton . Secure Disposal, o frology ave §
itsdisposal. echniques and methods to prevent
IsM-0321 Disposal of I equipment | "* '*" Functional | Intersocts With | Destruction or Re-Useof | AST-22 a P 5 AST-09
Equipment (1)Data recovery; and
(2) Components from being resold,recistributed andlor
Media s classifid to the highest sensiivity or classiication of data tstores, ot & Asont Mechanisms exist to ensure data and assets are
IM-0323 c toa hig Functional | Intersects With DCH-04 3 5 DOH-02
Classification
Media s classifid to the highost sensiivity or classiication of data tstores,
Highest lassified
15M-0323 Classitying media ' Functional | Intersctswin | MEN°C10% DCH-04.1 5 DCH.02.1
tored. d and/or orocessed.
(Any media connected to @ system with a higher sensitvity or classification
I5M-0325 Reclassitying media eSS | Eunctional | Intersectswith | "5 DCH-04.1 5 DCH-021
read- Level i
tored. d andlor brocessed
(Any media connected to a system with a higher sensitivity or classification .
unless . Appl
1SM-0325 tead- | Functional DCH-04.2 5 DCH-11
onlyaccess can be ensured classification evel of the information
Mechanisms exist o reclassity data as required, dus to
igh \ .
IsM-0325 the hi 9% | Functional | InersectsWith | Attt Reassignment | DoH-37.0 |18 Pusnessftechicalreqsirements. 5 DCH-05.9
read-
on
themediais Mechanisms exist o sscurely dispose of, destroy or
ot g fsmadeto Secure Disposal, o o e -
15M-0330 Roctassifyingmedia | "*255 Functional | Intersects With | Destruction or Ro-Useof | AsT-zz | @ofniaues and methods to prevent 5 AST-09
Equipment (1)Data recovery; and
(2) Components from being resold,recistributed andlor
alower sensiii themediais .
. is madeto U .
1SM-0330 Reclassifyingmedia | rectassify it Functional DCH-04.2 5 DCH-11
classification level of the information
Media, excep
lerted
IsM-0332 Labelling media olosycaupmen. Functional | Intersects With Media Marking CH1 © 5 DCH-04
sensitivity o classification. licabl
developed, tained Mechanisms exist to perform mventories of Technology
and regularly verified. Assets, Applications, Services and/or Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including

business justification details;

(3)1s at the level of granularity deemed necessary for

1SM-0336 IT equipment registers Functional | IntersectsWith | AssetInventories. AST-04 | trackingand reporting; 5 AST-02

(4) Includes organization-defined information deemed
v

(5)1s available for review and audit by designated

nnel.
developed, taned Somatne ot Mechanisms exist to maintain inventory logs of all
15M-0336 T equipment registers | and regularly verified. Functional | Intersects With - DCH-05 | sensitive media and conduct sensitive media inventories 5 DCH-06.2
1510337 Classifyingmedia | "oc12 13 0nly used with systems that are authorised to process, store or Functional Subset Of Data Protection DCH-02 @l g DCH-01
0 develop,
I15M-0341 Hordonng operenne Functional | Intersects with | Socure Boseine CFG-04 (TAAS) that 5 CFG-02
" © © with industry-accepted hardening standards
15M-0341 Functional | Intersectswitn | DEteIMediaUse DCH-19 5 DCH-10
Restrictions
[ Mechanisms exist o develop, document and maintain

Secure Baseline
1SM-0343 Functional | Intersects With CFG-04 (TAAS) that. 5 CFG-02

Configurations
B | with industry-accepted hardening standards.

1SM-0343 Device access control Functional Intersects With | Distribution of Sensitive DCH-0g | *ensitiveand/or regulated data. 5 DCH-10.1
1SM-0343 de Functional Intersects With o o se DCH-19 | media on systems or system components. 5 DCH-10

ure Baselins
I5M-0345 Device access control Functional | Intersectswitn | Seeure Baseline CFG-04 5 CFG-02

Configurations,
with industry-accepted hardening standards.

1SM-0347 v e g system Functional | IntersectsWith | Ad-Hoc Transfers Dehzs | Etalfles withinternal or extornal parties. 5 DCH-17
rocaan Wocharias et ez A
srangihand gty ommensrstowit e
P
isoats processes ang Functonst | torsocai | OFAMEdR | o s oortos
rocadres posst.relesss utoforgaiztons comrotrrlasse
o Mechanisms exist to securely dispose of, destroy or
< mcroficheand it .
Media that cannot * opti i ;. ni ind me revent
1SM-0350 lediathat cannot be optical discs Functional Intersects With | Destruction or Re-Use of AST-22 techniques and methods to prevent: 5 AST-09
sanitised * programmable read-only memory Equipment (1) Data recovery; and
R —— () Component o bin s, et anor
o Mochaniams it o satizedgtatmeda v
et and gy commensustowth o
Tm— Ot vedia
I1SM-0351 Functional Intersects With © DCH-18 5 DCH-09
santiation Samtzaton
sposa reasse oot rgazationatconolorlese
| SECRET and TOP SECRET volatile media is sanitised by overwriting it at least Mechanisms exist to sanitize digital media with the
f tangthand nogety commensuratoth o
m— et
1SM-0352 clatile media verification. Functional Intersects With Digital Media DCH-18 ns f 5 DCH-09
posalrlessoutof rgaiztonalcotrol o lease
Mochass oo saize dgralmada v i
rongthandimagycommonursovt
Non-volatile magnatic Pre-2001 or under DigiatMedia strength and integrity commensurate with the
isoas (oo aread backiorerfcaton. unctona | inrsctswan ocs s oorias
i santisatin Samtzaton
sposa reasse oot rgazationatconolor e
Following sanitisation, SECRET and TOP SECRET non-volatile magnetic
Treatment of non- dia rete its classificati tecti ts so that L lerted tc
iSH03s6 | volatlomognotc meci |48 18NS s classteation Fnctonal | Imrsecswan | Medavanng | Doy Yol roqsroments sototporsonnlaroalredts | g oot
folowingsnastion
.
Folling areaton, SECRET TP SEGRETrom oo mognorc Mochanims s sz agTa ez
Trestmontofnon. [ medaretans aclassaton I tangthand nogety commensuratoth o
imosss | voltlomegnatiomedia Functonat | itorsecuswn | OFAMed | o iy of s ooras
following onitston sposaLrlesseutof rgaizatonalcotrl rlesse
Mochass oo saize agralmada v
Nen-ottis rstte
maana — et and gty commensustowth o
1SM-0357 f Functional Intersects With © DCH-18 5 DCH-09
memorymaa Samtzaton
. sposa reasse oot rgazationatconolorlese
Treatment of non- Following sanitisation, SECRET and TOP SECRET non-volatile EPROM and
eroecton equsements s tntprsonnal st
Jcticaly rsat y
1SM-0358 electricaly erasable Functional | Intersects With Media Marking DCH-11 5 DCH-04

security requirements,

sanitisation

Secure Controls Framework (SCF) 5049



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

(IR Sccure Controls Framework (SCF) version 2026.3

STRM Guidance:|

FDEName

Treatment of non-

ent (FDE) Description

Following sanitisation, SECRET and TOP SECRET non-volatile EPROM and

SCF Control

Focal Document URL: [iI¢

Secure Controls Framework (SCF)
Control Descrintion

Mechanisms exist to sanitize digital media with the

strength and integrity commensurate with the

Essential8

Essential8

Essential8

tctrialy arssat Digtotedia
ISM-0358 electrically erasable Functional Intersects With © DCH-18 DCH-09
santiaton isposal,relsssaoutof organzationalconolor lease
sontsston
Mechanisms exist to sanitize digital media with the
Norwa fash — tengihand ity commensurstowt e
1SM-0359 memory media Functional | Intersects With Sentization, DCH-18  |classification or sensitivity of the information prior to DCH-09
santisaton isposal.relsass out of orgenzational contolor relesse
Treatmentof non- | Following sanitisation, SECRET and TOP SECRET non-volatile flash memory.
1SM-0360 Functional | Intersects With Media Marking DCH-11 o DCH-04
media following bl
sansoton o
EGRET e TOP SEGRET oy Mechanisms oettosafizs Aghal madia Wi
Tratment of non- dia ret: its classificati strength and int ite with the
rsmert 1001 |medaratansiscssicatn. - trongt and nogity commensurate with the
1SM-0360 Functional Intersects With DCH-18 DCH-09
media following Sanitization
disposa, elease outof organiztionat contolor s
santisaton
Mochanisis et o sz Agral made R e
strengthand magntic retaton. trngihand ity commensurstowth the
Degaussing magnorc Ditatocia
pr— sassngmag Foncionat | mtosecsviin | BN | o anor senetity ot h formaton rr o ootias
isposal.relsass out of orgenzational controlor relesse
Mechanism oxet o saizs Aghal madia Wi e
segaussngmagnae |1 - trongt and nogity commensurate with the
1SM-0362 Functional Intersects With DCH-18 DCH-09
edia Sanitization
disposa, elease outof organiztionat controlor s
e Machanis Xt securol dRpose o ety or
e dosacton |7 develeped,implementad and maintoined - ooy :
1SM-0363 processes and Functional | IntersectsWith |Destruction or Re-Useof|  AST-22 | {oChniaues and methods to prevent: AST-09
(1) Data recovery; and
rocecures Eaupment
(2) Components from being resold, redistributed and/or
e poseor
Media destruction developed, l d and d. Digital & Non-Digital digital and -digital media whe [t
o ot dosuote™[ardoveopes, implementad ana maimaned. runetonat | merseciswin || DtatENonDigtal | oot and non-cgtatmociawhn s noongor oo
Mada Disposa retired, using orgaizetion defnedprocedurs,
ocecures
rocedres, Diraltioas
1SM-0363 Functional Intersects With Sanitization DCH-18.2 | verify digital media sanitization and disposal actions. DCH-09.1
P ey
1SM-0368 Functional Intersects With DCH-17 non-digital media when itis no longer DCH-08
matnods . procedurss
oo Hechantma eXat o securly dpote o sty or
. e cooumOpons, s et s
1SM-0370 P Functional Intersects With | Destruction or Re-Use of AST-22 ‘echniques and methods (o prevent AST-09
destruction Equipment (1) Data recovery; and
aupr (2) Components from being resold, redistributed and/or
— ieastons Digta e Mechanisms xt 1o supervie, ack, documant and
1SM-0370 d" - cleared person. Functional | Intersects With Sanitization DCH-18.2  |verify digital media sanitization and disposal actions, DCH-09.1
— Digta vedia Heahanisms st 1o supervie, rack, documant and
1SM-0371 d" - point of destruction and ensure that the destruction is completed Functional | Intersects With Sanitization DCH-18.2  |verify digital media sanitization and disposal actions., DCH-09.1
Hechanisms £0et o securely ispose f, destioy o7
Somansoner | sopensonotttest o esre personnet R st :
o2 acoountablomaterial Functona | Imersetswan | DesrctonorReUsecr| - Asr22 |{oemiaves andmathod oprevent asron
destruction Equipment ) el
(2) Components from being resold, redistributed and/or
Digraltioas vack,
1SM-0372 atleast Functional Intersects With ‘Sanitization DCH-18.2 | verify digital media sanitization and disposal actions. DCH-09.1
P
ek,
Supenvsion of its handling to the 1t of destructi that the destructi Digtal Media digital medi itizati d di L acti
- Lo Supenisonat | parvise s handingtothepant ofdestrucion,ansurehatthodsstruction | po || DM et moca sanzation andcsposat actons soroot
destrucrion Documentation
Suren e 3
Media disposal | o etope, impl dand d Digital & Non-Digital digital and non-digital media wh A
o prcesseaang |Vl implomentsd and maiained. Functonal | mterscts With ooH7 gt ond non-<igil mecia whe isno nger ocHos
procedures procedures.
d are Digital Media , track, Updated 2026.3
1SM-0374 d developed, Functional Intersects With ‘Sanitization DCH-18.2 | verify digital media sanitization and disposal actions. DCH-09.1
Stormal 3
1SM-0375 Disposal of media orits waste, Functional Intersects With DCH-17 non-digital media when itis no longer DCH-08
domain, s procedures
o e Hochanisms st o socurely Aspose f, sty o7
SocuraDisposa,
o ool Lechviauss nd methds a provent
1SM-0378 Disposal of media s disposal Functional Intersects With | Destruction or Re-Use of AST-22 techniques and methods to prever AST-09
Equipment (1) Data recovery; and
(2)Campanants o belngresol, recistabted andior
, Digtel & NorDigtal v digtot s n-igha e when o longer
1SM-0378 Disposal of media Functional Intersects With gl on-Digita DeH-17  [rase e o ! © longer DCH-08
s isposal Medta Disposat e, using orgaizaton-deined pocedures.
L 3 Mechanisms exist to develop, document and maintain
cperatig systemsar disabed rremoved
Hardaningoporain SocureBasline
1SM-0380 '8 0P < Functional Intersects With CFG-04 (TAAS) that CFG-02
systemconfigurations Contguratons
it incustey-sccepted hardeing standarcs
‘ Upamedzzes
Avplction SocuraBaseln
1SM-0382 \pplicatior applications. Functional Intersects With ooure Baseline CFG-04 CFG-02
management Confiuratons
‘ Automated mechaniams exst o prevent thenstalaion Upamedzzes
applations of software, unlesa th action i performec by apriiegea
Avplction RestritRolos Pt
1SM-0382 pplicatior Functional Intersects With | oo o o €2 P © CFG-12 user or service. CFG-05
management TolnsalSotare
De . d d
ro-cofiaredvea wousa, rachan
Hardening operating pre-configured user accounts, are changed, disabled or removed during. Secure Baseline
im0 s Functional | torscts win cre0s crooz
systemconfiurations Contiuratons
with industry-accepted hardening standards.
pre-confgured user acount, s changed,dsabld r o durng sottings by cafut o recuce th klnood ofTechnolosy
1SM-0383 lardening operating itial setup. Functional Intersects With Secure Settings By TDA-03.2 | Assets, Applications and/or Services (TAAS) being TDA-09.6
ystom confguratons Detaut dopoyec it weak sscurtysettings thatwouldput the
TARS st gretor kot compramie
Hechanis oxat o confgrs Techmologs Asste
Functional separation | Applications and/or Services (TAAS) to provide only
1SM-0385 Functional Least F nality CFG-03 1 pr 1 CFG-03.
between servers.
restricting the use of ports, protocols, and/or services.
z oA Xt ansure gt et e
Protecting datab: Data & Asset
1SM-0393 otectingdatabase |\, ssification of data that they contain. Functional Intersects With ata & Asse DCH-04 DCH-02
cantorts Clssiicaton
Protectng gt i y
1sM-0393 otecting database | classification of data that they contain Functional | Intersects With 0PS042 D
contents Processes Standardized Operating Procedures (SOP), for operating
ond
e e
Secure Devlopment
1SM-0400 staging and production Functional | Intersectswith | S°CUre Pevelopmer TDA15 TDA-07
Endronments
e
Development, testin,
Development, Testir f
1SM-0400 staging and production Functional | IntersectsWith | DVOOPMeNt TESNE | op g TDA-08
and Operatonat
enuronments :
Sacurssoftwars
1SM-0401 software development life cycle. Functional Pr: TDA-05 TDA-06
dovlopment ment
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Essential8 | Essential8 | Essential8

FDEName ont (FDE) Description SCF Control paiins
ST, DASTand Mechanisms exist o reqire system
SCApriorto tsniial el developers/integrators consult with security, compliance
Securty, Compliance & and/or resilience personnel to
(1) Crate and implement a Security Tosting and
Resiisnce Testing
IsM-0402 Functional | Intersects With vt TOA7 | Evaluation (STAE) plan, o similar capabiliy; A0S
(2) mplement a vrifiable flaw remediation process to
Dovelopment
Gontroltesting and ovaluation process; and
2 Document the resuirs
DAST and Mechanisms exist o require the developars of
SCApriortoits iniia el I
I5M-0402 Functional TOA17.1 idontityand TDA00.2
o anat
DAST and Mechanisms exist o require the developers of
SCApriorto s niial ol a "
IM-0402 Functional ToA17.2 o identity and TDA09.3
remodiate common flaws and document the results of
\
DAST and o
SCApriortoits iniial el "
I5M-0402 g[ponmeriote Functional | Intersects With | Maltormed Input Testing | TDA-17.3 : TOA09.4
o continue to operate as intended when subject o invalid
orunexoested
DAST and rootioaton Pematration Mechanisms exist o perform application-level
I15M-0402 toits nitial rel Functional | Intersectswin | AP0 B T0A17.4 3 TDA09.5
hel 8 aans)
DAST and Mochanisms exist o ensure the integrity o tost data
I5M-0402 toits iniia el Functional | IntersectsWith |  TestDatalntegrity | TDA-18.1 |through existing security, compliance and resiience TDA10.1
el controls
Unpriviteged accsss t
15M-0405 nprivieged aceessto. | dated when first requested. Functional 1AC09 |req 1AC-28.1
Accounts
I Periodic Review of P
15M-0405 Functional | Intersocts With | Individual&Service | 1AC-12 1AC-17
systems he nead for such privileges and reassign or remove.
Account Privieges
Unpriviteged accoss t
wors | Unemiessaaccessto LU0 euened Funcina u Toats o cHoous
v access.
o lfe of systems and their Mechanisms exist o retain arecord of personnal
Govers the following for each user accountabily to ensrre there is a record ofall access
«their user dentifcation .
.
Recording authorisation [+ who authorised thair acoess was granted and when the accoss was last reviewed.
I5M-0407 2 toaccess & Functional | Intersects With | Retain Access Records | 1AC-03.2 1AC-01.1
systems «the lovel of access they were granted
on their and their level of access,
«when their level ) (itapplicable)
« when their access was withrawn (i applicable)
thelfeof
Govers the following for sach user: users or service accounts.
« their user dentifcation
.t
Recording authorisation [+ who authorised their access
15M-0407 o toaccess P Functional | Intersects With AuditTrails MON-09.1 MON-03.2
systems «the lovel of access they were granted
on their and their level of access,
«when their level ) (itapplicable)
« when their access was withrawn (i applicable)
ha Mechanisms exist o utiize system use notiication /
logon banners that isplay an approved system use.
System Use Notification
IsM-0408 Logon banner Functional | imersectswin | 71 e o SEA28 |notification message or banner before granting access to SEA18
IsM-0408 b Functional | Intersectswi | StenderdizedMicrosoft | - gp, g 4 befor SEA18.1
Windows Banner
Mechanisms exit o utilize a truncated systom use.
notifcation/ logon banner on systems not capabe of
I5M-0408 Logon banner Functional SEA28.2 . SEA-16.2
services technology (e.g., Active Directory and Entra D).
donothave access Toverity
Unpriviteged tosystoms ' JSTEO or REL data unless Citzonship systam processing, storing,or ransmitting sensitive
15M-0409 systems by foreign tothem. | Functional | Intersects With [ HRS-05.2  [andor regulated data meet applicable statutory, HRS-04.3
nationals a regulatory and/or contractual requirements for
ciizenshin,
. , Chizenshi system processing, storing,or transitting sensitive
IsM-0411 Functional | Intersects With » HRS-05.2  [andor rogulated data meet applicable statutory, HRS-04.3
nationals
ciizenshin
Persoma omtionton® Mochanisms o4st 0 uriuely dentiyand centaly
ISM-0414 Useridentification |/ 201® Functional | Interscts With | Authentication for 1Ac-22 1AC-02
Organizational Users '
The use of ) Mechanisms existo require individuals to be
ISM-0415 Functional 1AG-21.1 a 1AG-02.1
is utiized
The use of ) domtitoation® Mochanisms ost 0 uiuely dentiyand centaly
ISM-0415 Functional | Interscts With | Authentication for 1Ac-22 1AC-02
Organizational Users
pport mutt Je-factor Mechanisms exist o enforce complexity, length and
Single-fact Password-Based
ISM-0417 e foctor Functional | Intersects With | oot Ba%! 1AC-15  lfespan considerations to ensure strong eriteriafor 1AG-10.1
authentication Authentication
o
Physical credentials are oroeotonor Mechanisms exist o protect authenticators
IsM-0418 . oxcept Functional | Intersects With 1AC-142 1AC-105
Authenticators
JSTEO, AGAO or REL data, toverity
Citzonship systam processing, storing,or ransmitting sensitive
15M-0420 Useridentification [specific nationaliy. Functional | Intersects With R HRS-05.2  [andor regulated data meet applicable statutory, HRS-04.3
regulatory and/or contractual requirements for
ciizenshin,
' JSTEO, AGAO or REL data, J— wa
15M-0420 Useridentification h Functional | Intersacts With » 1AC-13.3 | by their specific citzenship. HRS-04.4
dentification
“factor | OFFICIAL Mechanisms oxistto onforce comploxty, lon
ingle OFFICIAL S foahanisms existto onforce complexty,longth and
I5M-0421 ROTEC Functional | Intersacts With 1AC-15 lifespan considerations to ensure strongeriteriafor 1AC-10.1
Authentication
inlo-factor | OFFICIAL:
Rosponsibiltios for .
oat Pasovordstengih ROTEC Functionat | intersoctewin | UserResponsiittiestor | | practices inthe use of authentication mechanisms (.g. o
Account Management passwords, passphrases, physical or ogical security
token a
Passwards used for single-fastor authentication on TOP SECRET systems are S Mechanisms exist o enforce complexty,longth and
I5M-0422 Password strength | aminimum of 20 characters. Functional | Intersects it | Paooor-Baser 1AC-15  |ifespan considerations to ensure strong criteriafor 1AC-10.1
Passwards used for single-factor authentication on TOP SECRET systems are
Soa Pasowordsuangn |3 TN of 20 charactes, cunctionat | intersoctswin | UerResponsivittestor | practices i the use of authentication mechanisms (e, o
Account Management passwords, passphrases, physicalor ogical security
en: a
Services are configurad with a session lock that: ‘Mechanisms exist o initiate a session lock after an
. 15 minutes of user 12 organization-defined time period of nactivity, o upon
hours of time or recaivinga request from auser and retan the session lock
IsM-0428 Sessionlocking | PAo°ks access toall session content Functional | Intersects With Session Lock CFG-04.3 1AC-24
. identifcation and authentication mothods.
the session
+ denios usars
- st togioal and physical
Suspension of accass to notonger foraccess.
I5M-0430 penon oree Functional | Intersects With |  PersonnelTransfer |  HRS-11  |Services (TAAS) andfaciltes upon personnel HRS-08
transfer, in’ timely
Suspension of access to | A%°%%°
I5M-0430 pensen P nolonger Functional | Intersects With | PersonnelTermination |  HRS-12  [employment. HRS-09
systams
Suspension of access to | A%°%*° User Provisioning & De-
15M-0430 pensl P nolonger f Functional | Intersects With isioning 1AC-04 1AC-07
systams Provisioning .
Suspension of accessto | A°°*° Change of Roles &
ISM-0430 o o longer f Functional | Intersects With & 1AC-04.1 [ changes in personnel roles and duties, ifno longer 1AC-07.1
systams Duties
tted.
cuspenion of sscesata |25 oatonat Mechanisms exis o revoke user access ights n a trely
ISM-0430 2 o longer f Functional | Intersects With 1AC-042 | manner, upon termination of employment or contract; 1AC-07.2
systams Employment
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‘Secure Controls Framework (SCF) Legacy  Essentials | Essentials Essentiald
FDEName ont (FDE) Description e e o
Mechanisms exist to generate authoritative
their system security plan.
(1) dentifies key architectural and implementation
in-scope it
Applcd Securt, andor Services (TAAS);
Systomaccss Complianceand (2)Refiects the current state of applied securiy,
15M-0432 Functional | Intersects With 14009 Y 5 1A0-03
requirements Resilience Controls
Processes, Technologies, Data and/or Facilitios (PPTDF)
Documentation
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls,including changes.
System access where
1SM-0434 v Functional 2 HRS-05 5 HRS-04
requirements
System access
I5M-0435 e e |svstoms anatheirresources. Functional | Intersects With | Formalindoctrination | HRS-08.1 [ on proper data handling practices for all the relevant 5 HRS04.2
a twoes of data to which thev have access.
their Mechanisms exit to
resources, n (1) Define authorized system account types;
Temporary access to
15M.0441 e datarequired for them to undertake thelr duties Functional | Intersects With | AccountManagement | 1AC-08 | (2) Define prohibited system account types; and 5 1AC-15
(3) Proactively govern individual, group, system, service,
"
P their ‘o
15M.0441 resources, Functional | Intersects With Loast Priviogo 1AC-30 5 1AC-21
systems data required for them to undertake their duties. 0 accomplish assigned tasks in accordance with
that r Mechanisms exist to:
Tomporary access o (1) Define authorized system account types;
1SM-0443 porary Functional | Intersects With | AccountManagement |  1AC-08 |(2) Define prohibited system account typos; and 5 1AC-15
(8)Proactively govern individual, group, system, service,
anolication. suest
Mechanisms existto restrict and control privileged
Privileged access to Privileged Account
1SM-0445 & solelyfor duties requiring privileged access. Functional | Intersects With & 110 [access rights for users and Technology Assets, 5 1AC-16 M M2 MLs
systoms Management (PAM)
Mechanisms exist to assign dedicated privileged user Updated 2026.3
Privileged access t Dedicated Privileged
1SM-0445 9884 20085810 | solely forduties requiring prvileged access. Functional | Intersectswitn | DeC2tePrvIeged | g g0 5 privileged s 1AC-16.4 ML1 M2 MLs
systoms Account
access.
donothave
P process. Rotes Wit Special systam that stores, transmits or processes information
15M-0446 systems by foreign | REL data Functional | Intersects With HRS-05.1 5 HRS-04.1
Protection Measures.
nationals personnel scroening criteria
donot have Toverity
P store or Citzonship system processing, storing, or transmitting sensitive
I5M-0446 systems by foreign | REL data. Functional | Intersects With e HRS-05.2 | and/orregulated data meet applicable statutory, 5 HRS-04.3
nationals a regulatory and/or contractual requirements for
citzenshin
donot have I Mechanisms existto restrict and control privileged
I5M-0446 systems by foreign process, or | Functional | Intersects With & 1AC-10 [access rights for users and Technology Assets, 5 1AC-16
Management (PAM)
nationals REL data
Gonothave
process, fotes With Special system that stores, transmits or processes information
15M-0447 systems by foreign | data Functional | Intersects With > HRS-05.1 5 HRS-04.1
Protection Measures
nationals personnel scroening criteria
Gonothave Toverity
P store Gitizenship. system processing, storing,or ransmitting sensitive
I5M-0447 systems by foreign | data. Functional | Intersects With e HRS-05.2 | and/orregulated data meet applicable statutory, 5 HRS-04.3
nationals a regulatory and/or contractual requirements for
citzenshin
Gonothave I Mechanisms existto restrict and control privileged
1SM-0447 sy oo o process, Functionat | ntersects Wit | - TSSO 14G-10|access ghts for users and TechnologyAssets, 5 1AC-16
3 Mechanisms exist to facilitate cryptographic key
1SM-0455 Dat ameans Functional | Intersectswitn | COPIOESPNKSY | gy g 5 CRY-09
e P! falure, lenagemer . d ofkevs
informa
. Cryptographic ey Loss
15M-0455 Dat ameans Functional | Intersectswith | P Coange. CRY-103 [ inthe event of the loss of cryptographic keys by indiidual 5 CRY-08.3
e a falure. users.
Cryptographic
c 001 C
ioas7 implementaan | 2T e evlutonsganstan ASD-encors POGCon roere | o | supssor | U500 cavop | poBEpIvc ot sungioomaubic | crvor
used when encrypting media that contains nsitive or ontrols. standards and trusted cryptographic technologies.
assurance nping yptograp! &
Full or Gryptographic mechanisms existto prevent the
15M-0459 volumes, Functional | Intersects With | Encrypting Data AtRest | CRY-07  [unauthorized disclosure of data at rest 5 CRY-05
media
HACE orTOP SECRET seof Orymtogann
15M-0460 implementation [ data. Functional Subset Of SOCTSROBAPE | cRY-02 | cryptographic protections controls using known public 10 CRY-01
assurance
HACE orTOP SECRET ereryping Storage Gryptographic mechanisms exis to protect the Updated 2026.3
15M-0460 implementation [ data. Functional | Intersects With TPRESIEe | cav.0ra 5 CRY-05.1
assurance
Wi informat
tographic Key Lo
M0 media, tis Functional | Intersectewin | CYPICEaRhicKeyLoss | oo finthe event ofthe (oss of cryptographic keys by ndiicuet s CRv-093
equipment andmedia untilthe user deauthenticates from the encryption functionaly. orChange users.
Gryptographic mechanisms existto prevent the
Common Ci an ASD- Profile are: EncryptingDataln unauthorized disclosure of datain transit
I5M-0465 OFFICIAL: Sensitive Functional | Intersects With e CRY-05 5 CRY-03
assurance outside of
Gryptographic | HACEis used to protect SECRET and TOP SECRET data when communicated EnortingDatatn Gryptograhic mechanisms existto prevent the
1SM-0467 Functional | Intersects With e GRY-05  [unauthorized disclosure of data n transit, 5 CRY-03
ransit
assurance
(An AACP or high
u: tographi Use of Cryptograph
I5M-0469 SING COPLOUERNE | ot i transit Functional Subset Of 5201 SUPIOBIENG | Gayop | cryptographic protections controls using known public 10 CRY-01
protocols Gontrols
1SM-0469 A AACP or Functional | Intersects With CRY-05 toprevent the 5 CRY-03
orotocols data ntransit Transit
Only AAGAS or
ing cryptographi f Cryptographi
I5M-0471 Using cryptographic ) Functional Subsetof | UseOISPIOBRRNC | oy 6 cryprographic protections controls using known public 10 CRY-01
algorithms rols
‘amodulus of at east e of Cryprographic
1sM-0472 Using Functional Subset Of oyt CRY-02 | cryptographic protections controls using known public 10 CRY-01
-
Using Eliptic Gurve Use of Cryptographi
15M-0474 sne Eliptic Curve b P-384 curve. Functional Subset Of /50 0f CVPIOBIBPNC | Gav.op [ erypographic protections controls using known public 10 CRY-01
Diffie-Hellman Controls
Using.
Use of Cryptographi
15M-0475 D the P-384 curve. Functional Subset Of SOCISRIOBAPS | CRY-02 | cryptographic protections controls using known public 10 CRY-01
Algorithm
Using Rivest-Shs digitalsignatures, an UseofC h
ing Rivest-Shamir- tographi
15M-0476 Sing Mvest Shamir ), amodulus d, preferably Functional Subset Of /50 0f CVPIOBIBNC | Gav.op [ crypographic protections controls using known public 10 CRY-01
Adteman Controls
3072bits.
Using Rivest-Shs digitalsignatures, an UsoofC h
ing Rivest-Shamir- tographi
15M-0477 e . adifferent key ” Functional | subsotor | VS CUPIOBERhE | ey 0y o tographic protections controts using known pubiic 10 cRY-01
Adteman trols
‘ Useof G i
tographi
15M-0479 cryptographic | Mode. Functional Subset Of SOCISRIOBIPN | CRY-02 | cryptographic protections controls using known public 10 CRY-01
algorithms
in raphi v f raphi
1sM-0481 Using cryptoeraphic Functional Subsetor | UseotCmptosrphic | gy 5 known public 10 CRY-01
protocols Controls
The SSH dasmon is configured to: Cryptographic mechanisms existto provent tho.
. unauthorized disclosure of datain transit
« have a suitable login banner (Banner x)
. of
(LoginGraceTime 60)
. Encrypting Datal
1sM-0484 Configuring Secure Shell Functional | Intersects With ettt | cavos 5 CRY-03
« disable the abilty to log n directly as root (PermitRootLogin no)
« disable gataway ports (GatewayPorts no)
« dicanie Y11 forwartin 1
rtenteaton _|Publckey-based authentication s used for SSH connections, Mechanisms exist o securely mplement an internal
1SM-0485 . Functional | Intersects With CRY-09 5 CRY-08
mechanisms (PK)
Mechanisms exist o define, control and review
disabled: X
ctomated remote | * 205855 rom IP addresses that do not require access
1sM-0487 e « port forwarding Functional | Intersects With | Remote Access NET-26 5 NET-14
« agent credental forwarding
«X11 forwarding
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Secure Controls Framework (SCF) Essentials  Essentials  Essentials,
FDE Name ent (FDE) Description e e (0P e S S
Automated remote o connections, Mechanisms exist to define, control and review
I5M-0488 the' 2 Functional NET-26 X 5 NET-14
access
When SSH-agent q Mechanisms exist o define, controland review
15M-0489 SSH-agent Functional NET-26 X 5 NET-14
exoire within four hours of inactivitv.
Configuring Mechanisms exist o protect the confidentialiy, integrity
5M-0490 Secure/Multipurpose | connections. Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
Internet Mail Extension
Tunnet however, P Mechanisms exist o protect the confidentialiy, integrity
15M-0494 Mode of operation | mode, an IP tunnel s used. Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
The ESP protocol s used for authentication and encryption of IPsec Mechanisms exist o protect the confidentialiy, integrity
15M-0496 Protocolselection [ connections. Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
Socurityassociation han four hours ( a Mechanisms exist o protect the confidentialiy, integrity
15M-0498 e for IPsec connections. Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
ifetimes
forthe
Communications Use of Cryptographic
15M-0499 X Functional Subset Of e CRY-02 cryptographic protections controls using known public 10 CRY-01
Transporting
Use of Cryptographic
15M-0501 Functional Subset Of e CRY-02 cryptographic protections controls using known public 10 CRY-01
eauioment
Cryptographic key I Mechanisms exist to facilitate cryptographic key
15M-0507 management processes Functional CRY-10 5 CRY-09
Management integrty and availabiliy of keys.
and procedures
Mechanisms exist to maintain network architecture
diagrams that
. Network Diograms & mCMSWsu’:menmmum assess the security o the
I51-0516 Network documentation [ *PP121°¢% Functional | Intersects With | Data FlowDiagrams | AsT-17 [ "eWorkes arehitecture: 5 AST-04
(OFDs) (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data flows.
Mechanisms exist to maintain network architecture
diagrams that
Network Diagrams & o) CMS‘H su’:ﬁcwenl detailto assess the security of the
I5M-0518 Network documentation Functional | Intersects With | Data FlowDiagrams | AsT-17 [ "eWorkes arehitecture: 5 AST-04
(OFDs) (2) Reflect the current architecture of the network
and
(3) Document all sensitive and/or regulated data flows.
Automated mechanisms exist to employ Network Access
equipment, Network Access Control Control (NAC), or a similar technology, which is capable
151M-0520 Functional | Intersects With NET-16 5 AST-025
access to those unauthorized devices.
is being Mechanisms exist o develop, govern & update
u rotocol Network Securit
I5M-0521 s used. Functional Subset Of oS NET-02 [ procedures to faciltate the implementation of Network 10 NET-01
version 6 Controls (NSC)
Security C:
VLANS are not Local
o different security domains ual Local L
Using Virtual Local Area
15M-0529 e Functional | IntersectsWith | Network (VLAN) NET-10 | directly communicate with other devices on the subnet 5 NET-06.2
Separation and imit an attacker's ability o laterally move to
Local
UsingVirtuat Locat Area | €41 domain. rtual Local LANS) to Uimit the abilty of
151M-0530 Notorre Functional | Intersects With | Network (VLAN) NET-10 | directly communicate with other devices on the subnet 5 NET-06.2
Separation and imit an attacker's ability o laterally move to
Disabingunsed Configure Technology Mechanisms exist o configure Technology Assets,
Assets, Applica
I5M-0534 physical ports on Functional | Intersects With [ A%50! APPICSHONS | g o5 5 CFG-02.5
network devices and/or Services (TAAS) areas with more restrictive secure baseline
for High-Risk Areas
Local
not share VLAN trunks. ual Local L
Using Virtual Local Area
15M-0535 e Functional | IntersectsWith | Network (VLAN) NET-10 | directly communicate with other devices on the subnet 5 NET-06.2
Separation and imit an attacker's ability o laterally move to
15M-0536 Functional NET-22 5 NET-02.2
trol
151M-0536 Functional | IntersectsWith | WirelessNeworking | NET-24 |15 © 5 NET-15
Video-aware and voice- P External - N vt
I15M-0546 aware firewalls and ., prow.a voleex POV Functional | Intersects With | Telecommunications | NET-03.2 [S2C" extemalte ecommunication service that protects 5 NET-03.2
proxies e Services o
Cryptographic mechanisms exist to prevent the
nferencing ant Encrypting Data n
\sM-0847 conferencingand  [time transport protocol Functional | Intersects With erypting Data GRy.0s | Unauthorized disclosure of data n transit, s R
Interet Protocol Transit
telephony traffic
o Mechanisms exist to implement secure Video
[sM0s48 conferencingand [ session intiation protocol. cunctionat | intorsectswin | V9% CFe0a16 devices 5 S
Interet Protocol (VTC) Security and 3
telephony traffic
o Cryptographic mechanisms exist to ensure the,
[SM0s48 conferencingand [ session intiation protocol. cunctional | Intorsectswin | Pre/PostTransmission | oo o |confidentiatity and ntegity ofnformation during 5 SRS
Interet Protocol Handling preparation for transmission and during reception.
telephony traffic
o g
3 Voice Over Intern
1sM-0549 Trafio separation | ePereted from other data affc cunctional | Intorsectswitn | _ VoiceOverintemat | L |Telephony (IPT that logically or physically separates s 51
Protocol (VoIP) Security Voice Over Internet Protocol (VoIP) traffic from data
networks,
P telephony is configured such that: Mechanisms exist o implement secure Video
. Teteconference (VTC) capabilities on endpoint devices.
: © Video Teleconference and g
I5M-0551 andInteret Protocol | access the network Functional | Intersects With CFG-04.16 | eavesdropping. 5 AST-20
(VTC) Security
+allunused and prohibited functionaliy s disabled.
P telephony is configured such that:
. Tetephony (IPT) that logically or physically separates
. to Voice Over ntermet Voice Over Internet Protocol (VoIP) traffic from data
I5M-0551 andInteret Protocol | access the network Functional | Intersects With CFG-04.17 | networks. 5 AST-21
Protocol (VoIP) Security
«allunused and prohibited functionaliy s disabled.
is used for allact video Mochanisms exist to implement securo Video
Video conferencingunit e via
15M-0553 and Functional | Intersects With 10 semur cre0ats |00 8 5 AST-20
phone authentication v ° o proventp
Mechanisms exist to imploment securo Video
Video conferencing unit | " ¢ via
15M-0554 and Functional | Intersects With 10 semur cre0ats |00 8 5 AST-20
phone authentication v “ o proventp
raphic mechanisms oxi e
Video conferencing unit | " ¢ erofpostT C’V‘:‘:g it :"‘i v :"‘5
15M-0554 and Functional | Intersects With [ 71T 0P TRSTISSION | gy.gq 5 | onfidemiatiy andintegrity ofinformation during 5 CRY-01.3
Handling preparation for transmission and during reception.
phone authentication
forallact P telephon Mochanisms exist o implom e Vi
Vi conersncingunt |2 is used for 1P telephony v fechanisms exist to implement secure Video
15M-0555 and . o phone: Functional | Intersects With 10 semur cre0ats |00 8 5 AST-20
phone authentication | N@ngNEsettings and accossing voicemai y a . o0 prevent p
forallact P telophon
Video conferencing unlt | ory ipmon S Voice Over Internet Tetephony (IPT) that logically or physicall e
15M-0555 and phone: Functional | Intersocts Wit | | VOISO OVTIMOMEt | gy 17 | Telephony (P that logically or physically separates 5 AsT-21
changing settings and accessing voicemail. Protocol (VoIP) Security Voice Over Internet Protocol (VolP) traffic from data
phone authentication
networks,
1P phones
i { ice Over Inter
1sM-0556 Virtual L Functional | Intersects witn | VeieeOverinteret | oo |Telephony (PT) that logically or physically separates 5 £
i 3 Protocol (VoIP) Security Voice Over Internet Protocol (VolP) traffic from data
data traffic. networks,
networks, voicemail and directory services. implementation guidance for telecommunication
Intenet Pr municati jipment to prevent:
I5M-0558 tormet Protocol Functional | Intersectswitn | 1°\COMMUNICBONS | ygp py | eauipment o preven: 5 AST-19
phonesin public areas Equipment (1) Potential damage;
(2) Unauthorized modification: and/or
It
Mechanisms exist to implement secure Internet Protocol
1SM-0858 networks, 3 cunctionst | intersects witn | VeieeOverintemet | - |Telophony (IPT)that logically or physically separates 5 P
phonesin public areas Protocol (VoIP) Security Voice Over Internet Protocol (VoIP) raffic from data
networks.
SM-0859 M aroas. cunctionst | intersectswitn | Microphones&Web | o fof endpoint-based microphones and web cameras in 5 A
webcams Cameras 2
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Secure Controls Framework (SCF) Essentials | Essontiald | Essentials
o ame —— scrGonta e Conrla Framemrk 807 e || Sl | [ s
Email Mechanisms exist o protect the confidentialy,integrty
id a i
15M-0565 o Functional | IntersectsWith | Electronic Messaging | NET-40.1 5 NET-13
missingprotective
markings
Emai a a
(including subdomains). Secure Basetine
15M-0567 Open relay email servers Functional | Intersects With orG-0a 5 oFG02
Gonfigurations
with industry-accepted hardening standards.
Emai : domains oot
luding subdomai o Kbased
15M-0567 Open relay emal servers | "1 Ing subdomains). Functional | Intersects With NET-40.4 5 NET-20.7
Protections application and enforcement of amail potections.
Comratioagomait | EMaNS e routed via contratisod emal gatoviays. Mechanisms exit o protect the confidentialy, integity
15M-0569 P Functional | IntersectsWith | Electronic Messaging | NET-40.1  [and B NET-13
way:
Email gt Route Interal Traffc t
15M-0570 MALBIOWDY ot the same standard as the primary emal gateway. Functional | Intersectswitn | RO IMOMATIAMCO | e g 1 | yaffc 1o external networks through organization- 5 NET-18.1
maintenance acthvties Procy Servers
et gaten Mechanisms exist o protect the confidentialy, integity
1SM-0570 Y |atthe same standard as the primary email gateway. Functional | IntersectsWith | Electronic Messaging | NET-40.1 d 5 NET-13
maintenance acthvties
Mechanisms exit o protect the confidentialy, integity
s cematrosenat o g unciona | ersscswin | Ectomtessagng | NET401 [ons s neras
way:
ermattoarvar ramsmon T sorvers that Mechanisms exit o protect the confidentialy, integiy
1510572 P Functional | Intersects With | Electronic Messaging | NET-40.1 [and 5 NET-13
encryption
ackthereaf) foran
os7a SenderPolicy |orgenisation's domains (including subdomains). runctionat | inersoctswitn | PomainNamesendco | o |resolutionis designed, implemented and managed to . e
Framemork (DNS) Resolution protect the security of name/ address resolution.
ackthereaf) foran
organisation's domains (ncluding subdomains).
Sender Policy Sender Policy to
15M-0574 Functional | Intersects With NET-30.2 s NET-10.3
Framemork
authorized to send emailfrom the specified domain.
ondor ot Mechanisms exist o protect the confidentially, intogrty
I5M-0574 ; /" |organisation’s domains(nclucing subdomains). Functional | IntersectsWith | Electronic Messaging | NET-40.1 [and f s NET-13
ramewor
0 Mechanisms exist o establish a formal, documented Updated 2026.3
Incident R
15M-0576 fsdeveloped, Functional | Intersects With 1RO-01 s
management policy Policy (1) Conveys executive management's ntent;
)
Cyb tyincident [* Incident R
15M-0576 y v incident is developed, Funcional SubsetOf P 1R0-02 10 1RO-01
management policy Operations
0 Mechanisms exist to maintain and make available
incident is developed, current and viable Incident Response Plan (IRP) to all
stakeholders.
15M-0576 ©yber security ncident Functional | Intersectswitn | "7 RESPONSSRIaN | g gg 5 1R0-02
management policy (RP)
antinuous Moritorin Torma, documentea 232026
15M-0580 Functional | Intersectswith | COTINUOUSMONIONTE |0 oy 5 |Updated20263
oolioy Poliey
Securtymontoring enterprise-wide monitoring controls.
15M-0580 : Funcional SubsetOf | Continuous Monitoring | MON-02 10 MON.01
policy
Mechanisms exist o assess the organization's necds for
g of Technology
Analyze and Priortize Assets, Applications and/or Services (TAAS), based on
Security monitoring
15M-0580 b Functional | Intersects With Monitoring MON-03.2 [TARS ertcalit and the sensitty of the datalt stores, 5 MON.01.16
potiey Requirements transmits and processes.
Mechanisms exist to configare Technology Assets,
centrallylogge rAnS) togs
(1) Establish what type of event occurred;
(2) When (date and time) the event occurred;
Operating system event
1SM-0582 P ‘gg; . Functional ogs | MON-08 |(3) event ocourred; 5 MON-03
ogain
(4)The source of the event;
(5)The outcome (success o ailure) of the event; and
(6)The dentiy of any user/subjoct associated with the
event.
Forcach event ogged, the date and tme of the event,the relevant user or Mechanisms exist to configure Technology Assets,
process, the TARS) togs

technology equipment involved are captured.
(1) Establish what type of event occurred;

(2) When (date and time) the event ocourred;
15M-0585 Event log details Functional ogs | MON-03 |(3) event occurred; 5 MON-03
(4) The source of the event;

(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the
event.

o Mechanisms exist o define rules of behavior that contain
explicit restrictions on the use of social media and
Multiftunction devi jal Media & Sacial
1SM-0588 function device Functional Soc fedia & Socia HRS-06.2 5 HRS-05.2
usage policy
websites and sharing account information.

Mechanisms exist o securely configure Multi-Function
Multi-Function Devices. y contie

I5M-0589 Functional | Intersects With o CFG-04.12 | Devices (MFD) according to industry-recognized secure 5 AST23
oractices forthe tvpe of device.
Aathenticating o ot Foneton Daviees Mechanisms exist o securely configure Mult-Function
1SM-0590 et d“ workstations on networks they are connected to. Functional | Intersects With Moy CFG-04.12 | Devices (MFD) according to industry-recognized secure 5 AST-23
unetion devices oractices for the tvoe of device.
Mechanisms exist o faciltate an IT Asset Management
Usingperipheral
I5M-0591 o systems Functional Subset Of AssetGovernance |  AST02 |(TAM) program to implement and manage asset 10 ASTO1
switches
ntrol
a ac
I5M-0597 g Functional | Intersects With NET-41 accessing 5 NET-02.3
Domain Solutions are complied with. (cDs)
{ oS b
ISM-0610 Usertraining Functional | Intersects With i NET-41 accessing 5 NET-02.3
1SM-0611 herrduties. Functional | Intersects With Least Privilege 1AC-30 5 1ac-21
forgateways to accomplish assigned tasks in accordance with
oo admmeato Mechanisms exist to monitor and control
1SM-0611 Y required to perform their duties. Functional y NET-03 at 5 NET-03
for gateways
kevinternal tworkc
e —— a Mechanisms exist to monitor and control
1SM-0612 Y management of gateways. Functional y NET-03 at 5 NET-03
for gateways
kevinternal tworkc
e —— yor Mechanisms exist to monitor and control
1SM-0613 Y iy Releasable To networks are Australian nationals. Functional Y NET-03 at 5 NET-03
for gateways
kevinternal tworkc
oo admmeato Mechanisms exist to monitor and control
1SM-0616 Y gateways. Functional y NET-03 at 5 NET-03
for gateways
kevinternal tworkc
[ ; Mechanisms exist to monitor and control
I5M-0619 networks accessed via Functional y NET-03 a s NET-03
catewavs kevintemat tworkc
2 ; Mechanisms exist to monitor and control
I5M-0622 networks accessed via Functional y NET-03 a s NET-03
catewavs kevintemat tworkc
5 RET or TOP SECRET,
1SM-0626 " g Functional | Intersects With NET-41 accessing 5 NET-02.3
Domin Solutions (cos)
Mechanisms existto monitor and control
IsM-0628 Implementing gateways |domains Functional y NET-03 boundaryandat | 5 NET-03
kevinternal
Mechanisms exist to develop, govern & update
1SM-0629 forthe higher Functional Subset Of NET-02 Network 10 NET-01
of gateways Controls (NSC) Security Controls (NSC).

third narty.
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Secure Controls Framework (SCF)

FDEName ent (FDE) Description SCF Control paiins
Mechanisms exist to monitor and control
1SM-0620 forthe higher Functional | Intersects With | Boundary Protection |  NET-03 Doundary and at NET-03
of gateways key internal boundries within the network.
thirc oarty.
Mechanisms exist to monitor and control
1SM.0631 Implementing gateways Functional y NET-03 boundary and at NET-03
evinternal wwork,
. ncluding: Mechanisms exist to monitor and control
1SM-0634 : gatoways Functional | Intersects With | Boundary Protection |  NET-03 Doundary and at NET-03
. key internal boundries within the network.
. lerts for
1SM-0635 Separation of data flows Functional | Intersects With i NET-41 accessing NET-023
ternal © oMz)
De-Miltarized Zon
1SM-0637 Implementing gateways |an organisation’s services. Functional | Intersectswith [  DSMMtarzedZone oy 5o NET-08.1
(DM2) Monitoring
trusted networks.
ternal © Mechanisms exist to monitor and control
1SM-0637 Implementing gateways | an organisation's services. Functional y NET-03 the external boundary and at NET-03
kevinternal iwork
Mechanisms exist to monitor and control
1SM-0639 Usingfirewalls | domains, Functional y NET-03 . boundary and at NET-03
kevinternal iwork
Dota Frow Enforcoment et st o mplment g Accers
1SM-0643 Using diodes Functional | Intersects With | -Access ControlLists | NET-04 | CONtro!Lists (ACLs)to provide dataflow enforcoment NET-04
infrastructure. that explicity restrict network traffic to only what is
(hcLs)
authorizad.
oo oo P et o et o e
1SM-0645 Using diodes o Functional | Intersects With | -Access ControlLists | NET-04 | CONtro!Lists (ACLs)to provide dataflow enforcoment NET-04
complete a high assurance evaluation. ot that explicity restrict network traffic to only what is
authorizad
coss
Alowingspecitc |97 hrough aproxy device (e.g., Palicy Enforcement Point
15M-0649 oo mes Functional | Intersects With | DNS &Content Filtering | NET-17 | (PEP) for NET-18
> user's abilty to connect to dangerous or prohibited
oromingeontont orthat cannot be Detonation Crambars Mechanisms exist to utilze a detonation chamber
1SM-0651 & Inspected, are blocked. Functional | Intersects With 1RO-21 pability IRO-15
fitering (Sandboxes) capabliyto detect o
oromingeontont Detonation Crambars Mechanisms exist to utilze a detonation chamber
1SM-0652 & Functional | Intersects With 1RO-21 pability IRO-15.
fitering (Sandboxes) capabliyto detect o
for o utiize a process to i
Sensitive / Regulated
1SM-0657 Manualimportof data | and active content. Functional | Intersectswitn | SenSVe/ROBMEEY | poiog.1 | mak DCH-14
® cted
checks through a proxy device (e.g., Policy Enforcement Point
Performing content
1SM-0659 m"fmg Functional | IntersectsWith | DNS&Content Filtering | NET-17 | (PEP)) for URL content filtering and DNS filteringto limit a NET-18
user's abilty to connect to dangerous or prohibited
mose0 Monitoring data mport | Data transfer (ogs for SECRET and TOP SECRET systems are fuly verfedat | o Suomet0f | Continuous Montorng | mon02 onor
and export o
Data ransier logs for SECRET and TOP SECRET systems are fully verified at Mechanisms exist to assess the organization's needs for
least monthiy. Analyze and Prioritze monitoring and prioritize the monitoring of Technology
Monitoring data import
1SM-0860 o Functional | Intersects With Monitoring MON-03.2 |Assets, Applications and/or Services (TAAS), based on MON-01.16
1SM-0661 Userresponsibilties | transfers they perform. Functional | Interscts Wi | Sensitive/ Regulated |y g DCH-14
Data Sharing Decisions o
D: 3 o are
Datatransfer pracesses Sensitve / Regulated
15M-0663 " doveloped, implemented and maintained. Functional | Intersects With 8 DCH-08.1 DCHA4
and procedures Data Sharing Decisions o
Data exported rom SECRET and TOP SECRET systems is reviewed and onettive) Rogated
1SM-0864 authorised by Functional | Intersects witn [ Se"Sive/Regulated - po 4q 4 DCH-14
data Data Sharing Decisions o
andTOP SECRET
1SM-0665 Authorising export of I horised Functional | Intersots win | Sensitive/ Regulated | o 5q DCH-14
data " Data Sharing Decisions o
andTOP SECRET ‘Mechanisms exist to reat all users and devices a5
Smoses runctionat | intersectewin | ZeroTrustAThitecture | o [ potentialthreats and prevent access to dataand Neror
data chiefinformation security offcer.
and
RET and TOP SECRET systems, Senitive/Rogutared
15M-0669 Manual Functional | Intersects With DCH-08.1 DCH-14
Data Sharing Decisions
textual dat cted
1SM-0670 Cross Domin Solution Functional | Intersects With NET-41 sccsssing NET-023
event logging (cDs)
Data authorised for export from SECRET and TOP SECRET systems is digitaly
Authorising export of Sensitve / Regulated
15M-0675 NOrSINE SxPOMOf | cgned by a trustworthy source. Functional | Intersects witn | S"Sive/Regulated 4 pe 5q ¢ DCH-14
Data Sharing Decisions
cted
P Integrityof Data In
1SM-0677 Validatingfile integity Functional | Intersects With egityof Da CRY-08 CRY-04
Trensit in ransit.
emgBluatoot | Bletooth functionliy is not enabled on SECRET and TOP SECRET mobile Centralized Mechanisms exist o implement and govern Mobile
1sM-0682 e devices. Functional Subset Of OfMobile | MDM-02 MDM.01
unctionali
id Devices
ECRET or TOP SECRET Contraized Mechanisms exist to implement and govern Mobile
1sM-0687 Functional SubsetOf | Management Of Mobile |  MpM-0z | O%Vice Management (MOHM) controls. MDM.01
platforms version of
Dovices
Pty ouned mObIe | e 0P SECHET systoms o dat Parsonaly-ouned o mavtedevos o rgansasonolTachnot
1SM-0694 devices and desktop an systems ordata Functional | Intersects With v MDM.gg | Oned mobile devices to organizational Technology MDM.08
! ndor Service:
computers
1SM.0701 Functional | Intersects With | Use of Mobile Devices | HRS-06.5 HRS-05.5
processesand | maintained. resources.
orocedures
if Mechanisms exist to remotely purge selected information
RETor unction rom mobile devi
1sM-0702 : ©rTOP SECRET , the functi Functional | IntersectsWith | Remote Purging MpM-gp  [rom meble devices MDM.05
o
orocedures
e . spit d
I5M-0705 desktop computers | tunnellingis disabled Functional HRS-06.5 HRS-05.5
resources.
d | whe 2 i it
I5M-0705 deskiop computers | tunnellings disabled. Functional | IntersectsWith | Split Tunneling NET-03.13 tunnel CFG-03.4
Aciso nesgnod Securty, Mechanisms exist to assign one or more qualiied
Providingcyber securiy | TEANIsaton (covering T and OT). Commionens:
1SM-0714 e Functional | Intersects With omtione GOV-05 | manage, coordinate, develop, implement and maintain GOV-04
Responsibilties
P CRPL.
: ‘Mechanisms exi ign one or more qualif
osgnod securty, fechanisms existto assign one or more qualified
Overseeingcyber | “82MStOM Gompliance &
18M-0717 Functional | Intersects With Gov-05 dinate, devel Gov-04
securitypersonnel Resilience >
Responsibilties . .
S
o The CISO omotonat | inersestewn | Deined Roles & re0s | Mechanisms exst o define cybersecurity roles & reon
security personnel L
rganisation's board of directors or ‘Mechanisms exist o provide governance oversight
executive committee on cyber security matters,
Reporting on cyber Reporting T
1sM-0718 eportingon cyber Functional | Intersectswitn | SUSREPOTINETO | 60,00 1 i decisions about matters considered materialto the Gov-01.2
security Governing Body
organization's Security, Compliance & Resilience
2 fp)
F The CISO nesgnod Securty, Mechanisms exist to assign one or more qualiied
o Compliance &
15M-0720 y Functional | Intersacts With e GOV-05 | manage, coordinate, develop, implement and maintain Gov-04
suatesy Responsibilties
P CRPL.
Mechanisms exist o define cybersacurity roles &
Defined Rolos &
15M-0720 securityvisionand | eyt assist Functional cfined Rolos HRS-04 personnal. HRS-03
Responsibilties
strategy se heir organisation.
N Mechanisms exist o establish a:
ist Strategic Plan &
15M-0720 security vision and ossis Functional | Intersects With arogic Pl PRM-02 PRM-01.1
oty securityvision and stratogy fortheir organisation. Objectives. business plan; and
I
c The Cl Security, Compliance & A
15M-0720 security vision and Functional Subset Of PRM.04 provide aportiolio PRM.01
security vision and strategy fortheir organisation. compliance
strategy o
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‘Secure Controls Framework (SCF) Essential | Essentials  Essentials
FDEName ent (FDE) Description SCF Control e e (0P e S S
The C| Mechanisms exist to proactively govern Technology.
b Assets, Applications and/or Sorvices (TAAS) by:
c organisation. Security, Compliance & (1) Defining technical security, compliance and resilience
15M-0720 security vision and Functional PRM-09 d 5 PRIM.0S
strategy Definition @ at
Life Cycle (SDLC)
< The Cl Securlty,
1SM-0720 y by Functional Subset Of R saT-02 10 SaT-01
strateey se oranisation. Workforce
The Cl esgnod Securty, Mechanisms exist o assign one or more qualiied
performance indicators for thei organisation.
Overseeingthe cyber Compliance &
I5M-0724 Functional | Intersects With GOV-05 | manage, coordinate, develop, implement and maintain 5 Gov-04
securty program Resiience >
Responsibilties
o cRP)
The Gl Mechanisms exist o develop, report and monitor
o th M f
-~ pasasing oy . oot | s | Moy e s etence Proom 5ORE) s sovas
o measures of
o i
o The Gl oot | imersectowi | Defned Foles& ro.0a | Mechanisms oxistto define oybersecurityroles & . reon
security isation. L
b isms exi i&n one or more quali
The Cl esignod Securty, Mechanisms exist to assign one or more qualiied
Coordinating cyber ‘ ur Compliance &
IsM-0725 Functional | Intersects With GOV-05 | manage, coordinate, develop, implement and maintain 5 Gov-04
securty Resiience >
Responsibilties
o cRP)
The Gl o Mechanisms existto align security, compliance and
) resilience capabilties with business requirements
Steering Committ
IsM-0725 Functional | Intersects With Gov-09 yboard, 5 Gov-o1.1
securty Program Oversight data d
which
resuiar hasis
The Cl o Mechanisms existto define cybersecurity roles &
0725 ) ity | punctonat | imtersectowin | DefinedRoles& .04 |responsibilties forall porsonnel. B HRs.03
securty Responsibiltes.
The Cl PR Mechanisms exist o assign one or more qualiied
security and business teams.
Coordinating cyber Compliance &
IsM-0726 Functional | Intersects With GOV-05 | manage, coordinate, develop, implement and maintain 5 Gov-04
securty Resiience >
Responsibilties
o cRP)
i
ore anatng The Gl ronotonat | imersectowin | Defned Foles& R 0a | eSS st ceine cyrsccuy s & . reon
The C|
security and business teams. stratogic, operational and tactical isk management
Gontrols that are aligned with:
Goordinating cyb Risk M x
IsM-0726 coranatmg cvber Functional Subset Of ok penagomen R0z |(1) ‘s Enterpris % 0 RSK-01
4 & and
(2)Industry-recognized oybersecurityrisk management
oractions
eC lechanisms existto assigh one or more qualii
™ Assigned Securiy, Mech 0 assig qualfied
organisation. e
o | worknawinsusiors uncionat | oo | ST Gous | covaon e animanon | 5 covas
o
Responsibilties N oo
rort Working it aupptios_| 7 C1S0 GVersees cyber supply chan sk management actiis for ther oot | erssotowin | Defned Foles& R 0a | eSS staceine cyrsccuy oea & s reon
The Ci o
organisation.
Supply Chain Risk acquisition, maintenance and disposal of Technology
IsM-0731 Working ith suppliers Functional | Intersects With | Management (SCRM) |  RSK-20  [Assets, Applications and/or Services (TAAS), including 5 RSK-09
Plan documenting selected mitigating actions and monitoring
performance against those plans.
Thec Mechanisms oxist to:
organisation. (1) Evaluate security risks and threats associated with
Supply Chain Risk
o | worknawinsusiors Funcionat | s || SOOI |y [ G s s
& (2)Take appropriate remediation actions to minimize the
organization's exposure to those risks and threats, as
G lechanisms existto assigh one or more qualii
™ Assigned Securiy, Mech 0 assig qualfied
Receiving and managing |organisation. Compliance &
- acudonotome uncionat | oo | ST Gous | covaon e animanon | 5 covas
security budget c
buds Responsibilties
P CRP)
The Cl fortheir emedraes Mechanisms existto define cybersecurity roles &
1sM-0732 adedicated cyber | organisation. Functional | Intersects With RS04 |responsibiltes for all personnel. 5 HRS-03
Responsibilties
The Cl fortheir
Receiing and managing | °° Security, Compliance & o
1SM-0732 adedicated cyber |85 Functional Subset Of PRM-04 ) 110 ach PO’ “" 10 PRM-01
management approach to achieve security, compliance
security budget Portfolio Management e oo ty, compl
The Cl fortheir ddross all capital ol a
Receiing and managing | °° Security, Compliance & e ol
IsM-0732 o dedicated cyber | BMSON Functional | Intersects With | Resilience Resource |  PRM-05 including © 5 PRM-02
implement the Security, Compliance & Resilience
security budget Management
P crp) i
The Cl fortheir
Receiing and managing " °° tional, technical
IsM-0732 o dedicated cyber | BSON Functional | Intersects With [ Allocation of Resources | PAM-06 opsrational, 5 PRM-03
requirements within business process planning for
security budget
oroiscts /initatives
The Cl atl PR Mechanisms exist to assigh one or more qualiied
Overseeingcyber organisation Compliance &
1sM-0733 security incident Functional | Intersects With e GOV-05 | manage, coordinate, develop, implement and maintain 5 Gov-04
response activties o
Responsibilties
b CRPL.
o Thecl ofall etmodotost Mechanisms exist to define cybersecuriy roles &
15M-0733 securityincident [ organisation. Functional | Intersects With HRS-04 |responsibiltes forall personnel. 5 HRS-03
Responsibilties
Thecl ofall Mechanisms exist to establish an ntegrated team of
Oversceingcyber organisation. and
IM-0733 security incident Functional Team|  1RO-11 5 1RO-07
response activties (stRT) protestion incident response operations.
The Cl atl Mechanisms exist to timely-report incidents to
Overseeingcyber organisation applicable:
Incident Stakeholder
1sM-0733 security incident Functional | Intersects With P 1RO-16 (1) Internal stakeholders; 5 1RO-10
response activties (2)Affocted clents &third-partis; and
oo al )
Overseeing oyber D s ltyavare ofal Cationat o oo
I5M-0733 securtyincident | "B2"StON- Functional | Intersacts With 1RO-16.1 protection incidents to 5 1RO-09
ForIncidents ternal
response activties
the incident
S yaware of ol [ Reporting| ”
I5M-0733 securityincident |organisation. Functional | Intersects With | for Sensitive /Regulated | IRO-16.2  |dataincidents n atimely manner. 5 1RO-102
Data
Mechanisms exist o operate a Business Continuity
1 p M 1t System (BCMS) to achi ient
Contributingto business | e © Business Continuity i Vs‘e"’;( ; ‘) e andfor Dat
IsM-0734 continuity and disaster Functional SubsetOf | ManagementSystem | BCD-2 ||coMnOl08YAssets, Applications, Services and/or Data 10 BCD-01
eventofa isaster. (TAASD) during:
recovery planning (BCMs)
(1) Routing operations; and
The CISO PR Mechanisms exist to assigh one or more qualiied
heir organisation Compliance &
1SM-0734 Functional | Intersects With Ra;ham GOV-05 | manage, coordinate, develop, implement and maintain 5 Gov-04
recovery lanning | event of a disaster. Responsibilties
o CRPL.
Mechanisms exist o define cybersecurity roles &
« Defined Rolos & biltes forall. L
IsM-0734 continuity and disaster & © Functional | Intersacts With cfined Rolos Hes.pq |resPonsivites foral personnel 5 HRS-03
Responsibilties
recovery planning
eventof a disaster
Mochanisms ox ign on or more quali
R : R fochanisms existto assign one or more qualified
& s Gompliance &
1SM-0735 security awareness Functional | Intersects With Gov-05 dinate, devals 5 Gov-04
i Resilience >
rainin
Responsibilties N -
o The CISO Mechanisms exist to define cybersecurity roles &
Defined Roles &
1SM.0735 their organisati v Functional | Intersects With HRS-04 | responsibiltes for all personnel. 5 HRS-03
Responsibilties
training
The Cl Securlty,
1SM-0735 their organisation’s cyber Functional Subset Of R saT-02 10 saT-01
training Workforce
Physical access to 2 Physical &
I5M-0810 e aece security zone suitable or their classifcation. Functional Subset Of PES-02 10 PES-01
s Protections
Server rooms, Physical access control mechanisms existto enforce
Physicalaccess to !
Accsss To Critical
I5M-0813 Functional | Intersacts Wit PES12 ddition to 5 PES.03.4
and cryptographic Systoms
fortha fcily.
equipment
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Secure Controls Framework (SCP L Essentials | Essentials  Essentiald
FDEName ent (FDE) Description SCF Control N et GE o0y | I S S
Control Descrintion SCF#
P 1 d SocialEngieeninga Mechanisms exist to include awareness training on
15M-0817 contactviaonline | howto reporti. Functional | Intersects With e neernE® | sat06 " " 5 saT022
inin
services e of social
P ! d Suspicious Mechanisms exist o provide training to personnel on
Reporting suspicious |77 &7 -
p— comactvaonine. | POtOreBOTE: Functonat | Inersets it saro2 mataretocognis | g saros
services Behavior
Posting work-related h bt ”
1SM-0820 information o online isposted. Functional | IntersectsWith |  RulesofBehavior | HRs.0g.1 |\ ©f pehaviorforthe use oftechnologios, including 5 HRS-05.1
consequences for unacceptable behavior.
services
. T
Posting personal [ \ o ol soeeprane oo
1sM.0821 information an online | "O"MAtoN on ontine services. Functional | IntersectsWith |  RulesofBehavior | HRS.06.1 |\ Of pehaviorforthe use of technologios, including 5 HRS-05.1
consequences for unacceptable behavr.
services
P ! Unsupported Internet Mechanisms existto allow only approved Internet
I5M-0824 Sendingand 1eceing | oo\ Functional G5 5 CFG-04.2
filos via online services
Clients
Sending and receiving | ! bout th
I5M-0824 ingand €ceMng | oo ices. Functional HRS.04.1 1ol 5 HRS-03.1
filosvia online services
Awareness
P ! Mechanisms exist o require alemployees and
Sendingand recei
1SM-0824 ending andreceiving | services Functional Terms of Employ: HRS-06 protection 5 HRS-05
filos via online services principles in their daily work to enable secure, compliant
and
2 T
Sendingand receiing | Sociat Modia & Social explicit restrictions on the use of social media and
15M-0824 Functional | Intersects With HRS-06.2 5 HRS-05.2
filosvia online services Notworking Restrictions
websites and sharing account information.
s sendorreceive Securty, Compliance ochanims ot toprovdeallemployes and
15M-0624 ending and recoving | services Functional | Intersects With | Resilience Awareness |  SaT-0a | SON'rectors appropriate securit, compliance an: 5 sAT-02
files viaonline services o resilionce awareness education and training that is
® relevant for theiriob function
sendorreceive Suspicious Mechanisms exit to provide training to personnel on
15M-0624 Sending and recelng | senvices. Functional | Intersects With SAT-06.2 recognize 5 sAT-03.2
filesvia online services lous beh:
Behavior
frequen: to detoct oo Wieloss Mechanisms exist o test for the presence of Wireless
15M-0829 RET and TOP SECRET areas. Functional | Intersects With o NET-25 | Access Points (WAPs) and identifyall authorized and 5 NET-155
facilties within the acility(ies).
T dar
1510831 Handling media or Functional Subset Of Data Protection DCH-02 e 10 DCH-01
Sensitive/ Regulated
1SM-0831 Handling media Functional Data Storage, Handling | SAT-05,1 | /St Processing, storing or ransmitting sensitive 5 SAT03.3
&Processing
TOP SECRET ‘Mechanisms exist to sanitize digital media with the
Treatment of volatie it r Digtat Media strength and integrity commensurate with the.
15M-0835 mediafollowing Functional | Intersects With o DCH8 5 DCH-09
sanitisation disposal, elease out of organizational control o release
for reuse.
Nomvtatie secticaly x Mechanisms exist o sanitize digital mediawith the
strength and integrity commensurate with the.
erasable programmable Digital Media
1SM-0836 ooty memony Functional | Intersects With P, DCHA8 | classification or sensitivity o the information prior to 5 DCH-09
disposal, release out of organizational control or release
media sanitisation eposal ®
‘Mechanisms exist to securely dispose of, destroy or
Secure Disposal,
Outsourcing media echniques and methods to preven
15M-0839 ® Functional | Intersects With | Destruction or Re-Useof |  AsT-z2  |(@ofiniaues and methods to prevent: 5 AST-09
destruction P (1) Datarecovery; and
au (2) Components from being resold, redistributed and/or
m0s3s Outsaurcing media runctonat | intersoctewnn | DiEtat&Non-Digital | lerase digiat and non-digital media whenitis o onger s o8
destruction Media Disposal required, using organization-defined procedures.
material, a Nati rtified ' erase digital and non-digital media when it is no longer
15M-0840 terial, N Functional | Intersectswitn | O ENonDIBIAL | gy 4y digital and non-digital media when itis o ong 5 DCH-08
destruction 10's Protective Media Disposal required, using organization-defind procedures.
ity Circular-167. i used.
Mechanisms exist o explicitlyallow (llowlst/ whitelst) Updated 2026.3
15M-0843 Application control Functional | Intersectswitn | SISV ALOW/DENY | - gpg gy g e 5 CFG-033
Applications authorized to execute on systems.
[Allusers, except o Mechanisms exist o develop, dacument and maintain Updated 2026.3
. bypass or be exempi
Secure Baseline
I5M-0846 Application control Functional | Intersectswitn | TR CFG-04 (TAAS) that 5 cFG-02
with industry-accepted hardening standards.
Allusers, exceptfor )
Sm0sas Application control | @Ot disable,bypass orbe oxemped from application control. Functionat | ntersoctewitn | EXPUSEYAllow/Deny | L fandiorblock (denylist/ blackist) applications that are s Cro0ss
Applications authorized to execute on systems.
User [Automated mechanisms exist o log out users, both
atthe end
15M-0853 Session termination Functional | Intersects With | Session Termination | CFG-04.5 5 1AC-25
of the session or after an organization-defined period of
inactivity.
(AUSTEO and thesole Mechanisms existto facilitate the identification and
ntrol of Australian tatutory, Regulat
15M-0854 Controlof Austealian | oot of that Functional Subserof | Stewtom Regulaton & | gy o r v 10 cpLol
systems Contractual Compliance Jemeniadon ot
's domains
oast DomainKeys Identiied | including subdomains). cunctionat | intersoctswitn | ComainNameSedco | o |resolutionis designed, implemented and managed to s NET-10
Mait (NS Resolution protect the security of name / address resolution.
's domains Mechanisms existto protect the confidentialy, ntegrity
I5M-0861 DomainKeys identified Functional NET-40.1|and i 5 NET-13
Mail
e mabis Centralized Mechanisms exist o implement and govern Mobile
15M-0863 ovenamnty | |oneeprovisioned. Functional SubsetOf | ManagementOfMobile [ MDM-02  |Device Management (MDM) controls. 10 MDM.01
Devices
e mobis Centralized Mechanisms exist o implement and govern Mobile
1SM-0864 oven oty |functionalty once provsioned. Functional SubsetOf | ManagementOfMobile [ MDM-02  [Device Management (MDM) controls. 10 MDM.01
Devices
Sensitive o ted
ing mobile devices in
15M-0866 Using mabile devices the screen of Functional Useof! HRS-06.5 5 HRS-05.5
public spaces
resources.
Use of Cryptographic
15M-0869 Encryptedstorage | ASD-approved cryptography, Functional | Intersects With o CRY-02 | cryptographic protections controls usingknown public 5 CRY-01
Cryptographic mechanisms exist to protect the
Full Device & Container-
15M-0869 Encryptedstorage | ASD-approved cryptography, Functional | Intersects Wit [ " POV1°0 & COMAINGT-| 5y g y 5 MDM.03
Based Encryption
full-device or container encrvotion
Maintaining control of
15M-0870 aintang Comtrolor | actively used. Functional Useof! HRS-06.5 5 HRS-05.5
mobile devices
resources.
M f 7
intaining conrol
15M-0871 an@ng COMOLOf | octively used. Functional Useof! HRS-06.5 5 HRS-05.5
mobile devices
resources.
”
15M-0874 2 Functional Useof! HRS-06.5 5 HRS-05.5
internet. resources.
Centralizod Mechanisms exist o imploment and govern Mobile
15M-0874 - Functional Subset Of OfMobile | MDM-02 X 10 MDM-01
internet. Devices
e i Periodic Review & iy g o8
‘current as at[date' or equivalent statement. X .
Maintenance of cyber Update of Securiy,
1sM-0888 faintenance of &yber Functional Subset Of poate oo™ | GOV-04.1 |and procedures, at planned intervals or f significant 10 Gov-03
security documentation Compliance &
plan that includes:
. configuration management controls.
for systems
systems
« how changes to the configuration of systems vill be requested, tracked and
documented
Changeand |+
Confguration
1sM-0912 configuration | configuration of systems Functional | Intersects With cre.02 5 cFa-01
Management Program
plan |«
systems
of systems
«what
routine and urgent changes to the configuration of systerms.
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Secure Controls Framework (SCF) Legacy  Essentials | Essentials  Essentials
FDEName ent (FDE) Description oot Deeerintion ors
Mechanisms exist o generate authoritative
for systems (1) dentifies key architectural and implementation
«what in-scope licati
systems and/or Services (TAAS);
« how chang b ted, tracked and (2)Refiects the current state of applied securiy,
documented Applied Security, g
Change and : Gompliancs and Processes, Technologies, Data and/or Facilties (PPTDF)
15M-0912 configuration | configuration of systems Functional | Intersects With 1AO-09 | that are contained within the system boundary; and 5 1A0-03
Resilience Controls "
plan Documentation (3)Provides a historical record of applied security
systems controls,including changes.
of systems
«what
routine and urgent changes to the configuration of systems.
3 taken to handle the Mechanisms existto cover
infection: (1) Preparation;
« theinfected systems are isolated L
+allp) tothe intake;
15M-0917 igns of Functional | Intersects With | Incident Handling 1005 |(3) Analysis; 5 1R0-02
infections . theinfection (@) Containment;
systems and media () Eradication; and
.it ) (6) Recovery.
o
taken to handle the Mechanisms exist to maintain and make available a
infection: current and viable Incident Response Plan (IRP) to all
« the infected systems are isolated staksholders.
. Incident Response Plan
I5M-0917 i nocessan Functional | Intersects With ) 1RO-08 5 1RO-04
infections . the
systems and media
.
, OFFICIAL: TECH Physical security mechanisms exist o protect power and
\SM-0926 Cablecolours | neither salmon pink nor rec. cunctionst | intersects wign | TrensmissionMedium | |tetecommunications cabling carrying data or supporting 5 e
Securty
damage
1n SECRET and TOP SECRET areas, push-to-talk handsets or push-to-talk
any Social Media & Social explicit restrictions on the use of social media and
15M-0931 Functional | Intersects With HRS-06.2 5 HRS-05.2
protection Networking Restrictions.
websites and sharing account nformation.
Sec w
Technology tailored development and acauisition strategies, contract
User application
15M-0838 e d Functional Subset Of Development & TOA-02 |tools and procurement methods to meet unique business| 10 ToA01
are P Acquisition needs.
Wi Mechanisms exist to sanitize digital media with the
" data transer. Digtat Media strength and integrity commensurate with the
15M-0047 g Functional | Intersects With © DCH-18 5 DCH-09
transfers Sanitization
disposal,release out of organizational control or release
for reuse.
Using mediaordata | """
15M-0947 A each data transfer. Functional | Intersects With | Ad-Hoc Transfers DCH-25 | digitalfiles with internal or external parties. 5 DCH-17
{65, publish Mechanisms exist o explicity allow (allowist/ whitelist) Updated 2026.3
certificate rules or path rules. Explcitly Allow/ D
15M-0955 Application control P Functional | Intersects witn [ PUSYAIOWIBEN - geg 404 5 CFG-03.3
Applications authorized to execute on systerns.
[An organisation-approved Ust of domain names, or st of website categories,
Hypertext jpertext Transfer through a proxy device (¢.8., Policy Enforcement Point
I15M-0958 Functional | Intersects With | DNS&Content Filtering | NET-17 | (PEP) for URL content fltering and DN filtering to imit a 5 NET-18.
names user's ability to connect to dangerous or prohibited
organisation-approved list of domain names. through a proxy device (.., Policy Enforcement Point
15M-0961 Usingweb content fitters Functional | Intersects With | DNS &Content Fttering | NET-17 5 NET-18
user's ablity to connect to dangerous or prohibited
Wel
content through a proxy device (¢.8., Policy Enforcement Point
15M-0963 L Functional | Intersects With | DNS&Content Filtering | NET-17 | (PEP) for URL content fltering and DNS filtering to imit a 5 NET-18
user's ability to connect to dangerous or prohibited
The OWASP o
development of web applications. Security Project (OWASP) Application Security
, lication
15M-0971 Secure web applicatio Functional WEB-03 intothe 5 WEB-07
Lifecycl
DLC
Mt [Automated mechanisms exist to enforce Mult-Factor Updated 2026.3
systems. Authentication (MFA) for:
(1) Remote network access;
[sM0074 Multifactor cunctional | ntersects with Multi-Factor \ac.37 |(?) Third-party Technology Assets, Applications and/or s eyoe
authentication d or
(3) Non-console access to critical TAAS that store,
ransmit and/or process sensitive andor regulated data
s Mult-Factor echarme ot o iz i ” o Updated 2026.3
systems. to authenticate network access for non-privieger
Mult-actor Authentication (MFA) For
15M-0974 authontinaton Functional | Intorsectswitn | (CHeR SO TR T 1aca7.6 - faccounts. 5 1AC-06.2
Privileged Accounts
(Automated mechanisms exist to compile audit records
Centralised event System-Wide /Time-
15M-0988 e ised ove Functional | Intersects With | eV I | MON-04.1 into an organization-wide aut trail thatis time- 5 MON-02.7
togging facility Correlated Audit Trail
correlated.
Mechanisms exist to utilze time-synchronization
15M-0988 Functional | IntersectsWith | ClockSynchronization |  SEa-30 | emnerieme e 10 e me e on et 5 SEA20
Asymmetric ECDH s used in preference to DH. oo of Cryprogranie
151M-0994 cryptographic Functional Subset Of e CRY-02 |cryptographic protections controls using known public 10 CRY-01
rols
algorithms
[AUTH_HMAC_SHA2_256_128, AUTH_HMAC_SHA?_384_192, Mechanisms exist to protect the confidentiality, ntegrity
15M-0998 Integity algorithms | AUTH_HMAC_SHA2_512_256 or NONE (only with AES-GCM) is used for Functional | Intersects With | Electronic Messaging | NET-40.1 [and 5 NET-13
oreferably NONE.
DH or ECDH s used preferabl oo of Cyptogranme
15M-0999 Diffe- P Functional Subset Of it CRY-02  |cryptographic protections controls using known public 10 CRY-01
rols
DH or ECDH s used referabl Mechanisms exist o protect the confidentialty, integrity
15M-0999 Diffe- P Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
PFS1s used for IPsec connections. Mechanisms exist to protect the confidentiality, integrity
15M-1000 Perfect Forward Secrecy Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
Mechanisms exist o configure Technology Assets,
network management raff lications and/or Serv rovide onl
Networkmanagament | "et¥ork managoment i Applications and/or Services (TAAS) to provide only
15M-1008 Pl Functional Loast Functionality |  CFG-03 el P € 5 CFG-03
restrictingthe use of ports, protocols, and/or services.
Mochanisms exist o ensure security functions are
rk management ' i T
SM1008 Networ cmanagoment. vtk management vl cunctional | Intorsectswitn | RestrietAscess o CFGa1 | restricted to authorized individuals and enforce teast s EBE
i Vi
functions.
15M-1013 PR facilites nwhich | Functional NET-24.2 boundaries. 5 NET-15.4
© SECRET o1 TOP SECRET
: orToP Mochanisms exist to implement securo Video
Video conferencing unit [ 1% " -
I1sM-1014 andInteret Protocol eonversations. Functional | Intersects With o CFG-04.16 5 AST-20
(VTC) Security and . o prevent p
phone authentication
v orToP
Viden conferencing unt | crer 0 Voice Over Internet Tetephony (PT) that logicallyor physicall e
I1sM-1014 andInteret Protocol eonversations. Functional | Intersects Wit | | VOISO OVTIMOMEt | g gy 7 | Telephony (P that logically or physically separates. 5 AsT-21
Protocol (VoIP) Securty Voice Over Internet Protocol (VolP) traffic from data
phone authentication
networks.
nial of A denial of hon nial of Servi e hanisms exist o pr instor i
S0t Denialof service | Adonialo P Functional | Intersects Wit | DoMatofSenviea 008) [ TAutomated mechanisms exist to protect against or it R o—
Protection
and Mechanisms exist to protect the confidentiality, integrity
tid tified. d f
15M-1023 o Functional | Intersects With | Electronic Messaging | NET-40.1 5 NET-13
missing protective
markines
Notiicationsof canbe Mechanisms exist o protect the confidentialiy, integrity
15M-1024 verified via SPF or other trusted means. Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
undeliverable emails
DKIM signatures on incoming emails are verified.
SM1026 DomainKeys Identified cunctionst | intersects win | DomainNamesenvice |\ |resolution s designed, implemented and managed to 5 NET-10
Mail (DNS) Resolution ]
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Essential8 | Essential8 | Essential8

DomanKeys dented | PKIMIEnatures on incoming emails are verifed. Mechanisms exist to protect the confidentialty, integrity
1SM-1026 ; My‘ e Functional | IntersectsWith | Electronic Messaging | NET-40.1 [and f 5 NET-13
ai
Email
o n n 2 ignature. i i
1027 such thatit doos sender's DKIM signature. runctionat | inersectewin | DomeinNameservice | o lresolutionis designed, implemented and managed to s NET10
Mail (DNS) Resolution protect the security of name / address resolution.
N Email Mechanisms exist to protect the confidentialty, integrity
I15M-1027 v such thatit does n he sender's DKIM signature. Functional | Intersects With | Electronic Messaging | NET-40.1 [and i 5 NET-13
ai
U A 'S networks,
1SM-1028 and other manage. Functional | Intersects With | Detection/Prevention |  NET-31  |/Prevention Systems (NIDS/NIPS) to detect and/or 5 NET-08
NIPS) t
U A ntrusion Updated 2026.3
1SM-1030 fornetwork traffic | Functional | Intersects With | Detection & Prevention | MON-23 [ Detection  Prevention Systems (NIDS /NIPS) 5 MON-01.1
1
Using Network-based Network Itrusion . A foemoh .
1SM-1030 Intrusion Detection and (52 ot fornetwork traffi Functional | IntersectsWith | Detection/Prevention |  NET-31 “’“’:‘“‘:" ys“’"‘sl‘m . ’k"’ fetectand/or 5 NET-08
at contravenes any rule n a firewall ruleset. reventintrusions into the networl
Prevention Systems 4 Systems (NIDS/NIPS) s
AHIPS Mechanisms exist to utlze Host-based Intrusion
Host-basedintrusion [ servers. Host Detection / Prevention Systems (HIDS/ HIPS),or similar
1SM-1034 detection and response Functional END-12 tomonitorfor and 5 END-07
solution (HIDS/HIPS) «
Mechanisms exist to securely configre Mult-Function
Ob teifuncti Multi-Function Dy
1sM-1036 S neton Functional | Intersects With [ M FUNCONDEVICES | 6600 12 | Devices (MFD) according to industry-recognized secure: 5 AST-23
practices for the tvpe of device.
Physical security mechanisms existto restrct access to
1sM-1036 Obsening multfuncion Functional | Intersects With PES-17 prevent 5 PES122
device use Output Devices unauthorized individuals from obtaining the output.
. and at rogular Mechanisms exist to monitor and control
15M-1037 of Functional NET-03 at 5 NET-03
kevinteral he network,
are Physical access control mechanisms exist o enforce
Physical accessto nsical
1SM-1053 for for Functional | Intersectswitn | A°CesSTo Crtieal PES-12 ,in addition to the physical 5 PES.03.4
and eryptographic Systems
forthe facilty.
equipment
I seoure authentoation |FAN Manager and NTLAN Manager authertication methods are disabled. ontay oot [Automated mechanisms exist to employ replay-resistant
1SM-1085 ) : Functional | Intersects With ploy Resi 1AC-03.1  [authentication. 5 1Ac-02.2
methods Authentication
Use of Cryptographic
1SM-1059 Encrypting media Functional | Intersects With Co'y";oi P! CRY-02 |cryptographic protections controls using known public 5 CRY-01
rotect the Updated 2026.3
1SM-1059 Encrypting media Functional | Intersects With CRY-07.1 o s 2 CRY-05.1
Media resulated
data
rotection controls.
1SM-1059 Encrypting media Functional Subset Of Data Protection ooHoz  |” ; 10 DCH.01
Cryptographic mechanisms exist o protect the Updated 2026.3
Encrypting Data Outsid
1SM-1059 Encrypting media Functional | Intersectswitn | EOPPINEDAGOUEIE ] oy 165 5 DCH.07.2
gigital
Sonstive/ Regulated Pochanims ot snsure o vy s Ecessng
1SM-1059 Encrypting media Functional Data Storage, Handling | SAT-05,1 | /51 Processing, storing or ransmitting sensitive 5 SAT-03.3
&Processing
prior Mechanisms exist to sanitize digital media with the
o the sanitisation of non-volatile magnetic hard drives. strength and integrity commensurate with the.
Non-volatile magnetic Digital Media
1SM-1065 P Functional | Intersects With P, DCH-18 | classification or sensitivty of the information prior to 5 DCH-09
disposal, release out of organizational control or release
for reuse.
‘Mechanisms exist o sanitize digital mediawith the
Non-volatle magnetic. |“™ere: DigtalMedia strength and integrity commensurate with the
1SM-1067 drives i overwritten. Functional | Intersects With DCH-18 5 DCH-09
media sanitsation Sanitization
disposal, release out of organizational control or release
for reuse.
Each system has a designated system owner. Mechanisms exist to ensure Technology Assets,
System ownership and it ices d, racked and managed at a
1SM-1071 Functional | Intersects With AST-07.1 5 AST-03
oversight and/or Data (TAASD) eam, individual, or responsible organization level to
asset nrotection
third
1SM-1073 Functional Subset Of TPM.02 controts. 10 TPM-01
service providers
and doso
ehyscatacoemte | Tooms, Physicalsccassconolmochemios i o aforce
AccessTo Critical
1SM-1074 Functional | Intersectswitn | A°°e%STo Gt PES-12 tothe physical 5 PES.03.4
and cryptographic Systems
for the facilty.
equipment
Tel = Mechanisms existto securely dispose of, destroy or
re sanits isplaying a solid white image on the screen for an extended
g tetoone | Y3 sl e mageonnesreenor an extence Secure Disposal, . roogy o :
1SM-1076 ¢ period. Functional | Intersects With [ Destruction or Re-Useof|  AsT-22 | \°chniaues and methods to prevent: 5 AST-09
and computer manitors vt (1) Data recovery; and
(2) Components from being resold, redistributed and/or
‘Mechanisms exist to define rules of behavior that contain
explicit restrictions on the use of sacial media and
Telephone system u ial Media & Social
1SM-1078 e Functional Social Media &Social | - pg 45 5 HRS-05.2
websites and sharing account information.
pairs |ASD repairsto 1o conduct
15M-1079 of highassurance T | high assurance IT equipment. Functional MNT-03 the Technology 5 MNT-02
cauioment . Apol )
(An AACA or high
u: tographi Use of Cryptograph
1SM-1080 5"‘3;""":5'“ " |datastrest Functional Subset Of oI SPIORIPN | CRY-02 | cryptographicprotections controls using known public 10 CRY-01
algorithms rols
1SM-1080 AN AACA or Functional | Intersects With AtRest [ CRY-07 (o preventthe 5 CRY-05
algorithms data atrest,
n AACA or enorypting
Using cryptographi
1SM-1080 i |dstatrest. Functional | Intersects With | DatabaseEncryption | CRY-08  [encryptionto protect the confidentialiy of the data within 5 CRY-05.3
Mobile d pec: ted
1sM-1082 ey Functional Useof! HRS-06.5 5 HRS-05.5
resources.
ped, Mechanisms exist to establish a formal, documented Updated 2026.3
mobile device management policy that
(1) Conveys executive management's ntent;
Mobile device usage Mobile Device
1sM-1082 “ Functional Subset Of MDM-01 | (2) Provides organizational direction and expected 10
policy Management Policy
behaviors;
(@)1s reviewed at least annualy; and
()15 uodated
o "
15M-1083 Functional Useof! HRS-06.5 5 HRS-05.5
resources.
y theyare a
intaining control of
15M-1084 Maintaining controlof Functional Useof! HRS-06.5 5 HRS-05.5
mobile devices
tehel. pouch or transit ba. resources.
o
Encrypted Use of Cryptographi
15M-1085 et Functional | Intersects With [ %" CYPWOEPPN | oy 05 | cryprographic protections controls using known public 5 CRY-01
communications trols
E— tveor Centralizod Mechanisms exist to implement and govern Mobile
1SM-1085 i Functional Subset Of OfMobile | MDM-02 X 10 MDM-01
communications
Devices
o
media or credentials to their organisation as soon as possible, especially if with temporary, loaner or “travel-only” end user
they: technology (e.g., laptops and mabile devices) when
« provide credentials to foreign government offcials wavelling o authoritarian countries with a higher-than
rage risk for Intellectual P P) theftor
15M-1088 Functional | IntersectsWith | Travol-OnlyDavices |  AsT-sp |?Veroge fiskfor ntellectual Property (P) theft o 5 AST-24
. g
« observe unusual behaviour of mobile devices.
o Mechanisms exist to timely-reportincidents to
media or credentials to their organisation as soon as possible, especially if applicable:
they: (1) Internal stakeholders;
« provide credentials to foreign government offcials (2) Affected clients & third-parties; and
for I
1sM-1088 Functional | Intersectswin | "MidentStakenolder | e g | (3)Rogulatory authorites 5 1RO-10
. Reporting
« have mobile devices or removable media stolen, ncludingif ater returned
« observe unusual behaviour of mobile devices.
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Secure Controls Framework (SCF) Essentials | Essentials  Essentials
FDE Name ent (FDE) Description SCF Control e e (0P e S S
! Mechanisms exist to protect the confidentiality, integrity
15M-1089 X Functional | Intersects With | Electronic Messaging | NET-40.1 [and f 5 NET-13
Keying material s changed when compromised of suspected of being
e Use of Cryptograph
15M-1091 related cybersecurty | PO Functional Subset Of e CRY-02 known public 10 CRY-01
Controls standards and trusted cryptographio technologies.
incidents
Keying material s changed when compromised of suspected of being [Automated mechanisms exist o dentify and alert on
15M-1091 related cybersecurty | PO Functional | Intersects With MON-17 ) 5 MON-11.3
of Compromise (10C)
incidents
Physical security mechanisms exist o protect power and
SM-1095 Labellingwallouttet |identifier. cunctionst | intersects win | TrensmissionMedium | |tetecommunications cabling carrying data or supporting 5 PES124
boxes Security
damage
bles are labelled Physical security mechanisms exist o protect power and
SM-1096 Labelingcaples |10 120 the physicalidentication and inspection of the cable. unctonat | ntrsets i | TETISSOMEAU | g g, |tolocommuniaonscabng oaying dateor sportng 5 e
ecurity
damage
SECRET Torsmallsyst Physical security mechanisms exist o protect power and
SM-1008 cunctionst | intersects win | TrensmissionMedium | L |tetecommunications cabling carrying data or supporting 5 e
cabinets cables. Security
damage
TOP SECRET cables are terminated in an individual TOP SECRET cabinet. Physical security mechanisms exist o protect power and
SMA100 Terminating cables in cunctionst | intersects wign | TrensmissionMedium | |tetecommunications cabling carrying data or supporting 5 PES124
cabinets Security
damage
1n TOP SECRET areas, cable reticulation systems leading Into cabinets in Physical security mechanisms exist o protect power and
1sM-1101 reticulation systemsto | %" Functional | Intersectswitn | TNSMISSIONMeBum | peg qq - tetecommunications cabling carying data or supporting 5 PES12.1
o the cabinet. Security
cabinets
damage
Conmostingeabio rteulton: . Physialsecuiymechaniams st i protetpoverand
15M-1102 reticulation systemsto PO t0 e cabinet: Functional | Intersectswitn | TOMSTESORHECT | peggg.q - leiocommInIontons SaDnE oery e A ot ot 5 PES12.1
cabinets eourty
damage
1n TOP SECRET areas, Physical security mechanisms exist to protect power and
15M-1103 reticulation systemsto | %" Functional | Intersectswitn | TNSMISSIONMeBum | peg qq - tetecommunications cabling carying data or supporting 5 PES12.1
the cabinet Security
cabinets
damage
SEGRET and TOP SECRET wall outlet boxes contain exclusively SECRET or Physical security mechanisms exist o protect power and
S0 Walloutlet bores | TOP SECRET cables, cunctionst | intersects wign | Trensmission Medium | L |tetecommunications cabling carrying data or supporting 5 PES124
Securty
damage
 OFFICIAL: TECH Physical security mechanisms exist o protect power and
1sM-1107 Walloutlet box colours [°°1°17ed neither satmon pink norred. Functional | Intersectswitn | TNSTISSIONMedum | peg 4 pporting 5 PES-12.1
Security
damage
 OFFICIAL: Physical security mechanisms exist to mark system
Goloured neither salmon pinknor red. hardware components indicating the impact or
15M-1107 Wall outlet box colours Functional | Intersects With | Component Marking |  PES-18 tevel of 5 PES-16
processed, stored or transmitted by the hardware
Wall outiet box covers are clear plastic Physical security mechanisms exist to protect power and
15M-1109 Wallouttet box covers Functional | ntersectswith | 1SMESOR MO | peg 16,4 pPoTing 5 PES-12.1
ecurity
damage
Fi dfor copper Physical security mechanisms exist to protect power and
1sM-1111 Use offibre-opric cables | ****** Functional | ntersectswith | "1MESOR MM | peg 16,4 pPoTing 5 PES-12.1
ecurity
damage
SECRET. tess Physical security mechanisms exist to protect power and
r Med
1sM-1112 Cable inspectabilty Functional | Intersectswitn | TMTESORMEAUT | pes.gg1 pPoTing 5 PES-12.1
ecurity
damage
Physical security mechanisms exist to protect power and
c
1SM-1114 Functional | Intersectswitn | TMSTISSONMEAM | peg g ¢ pPoTing 5 PES-12.1
reticulation systems Security
damage
Cables plastic Physical security mechanisms exist to protect power and
1SM-1115 Cablesinwalls | Functional | ntersectswith | "1SMESOR MM | peg 16,4 pPoTing 5 PES-12.1
ecurity
damage
Physicatseparationof TOP SECRET P SECRET Physical security mechanisms exist to protect power and
1SM-1116 cabinets and pateh |21 Functional | ntersectswith | "1MESOR MM | peg 16,4 pPoTing 5 PES-12.1
ecurity
anels
s damage
Cables in TOP SECRET areas are fullyinspectable for their entire length. Physical security mechanisms exist to protect power and
r Med ort
1SM-1119 Cable inspectabilty Functional | Intersectswitn | TTSTEIOR MM | pes 161 supporting 5 PES-12.1
ecurity
aTOP SECRET. Physical security mechanisms exist o protect power and
15M-1122 Wallpenetrations |10 SECRET Top Functional | Intersectswitn | TMSTISSONMEAM | peg g 4 supporting 5 PES-12.1
|SECRET conduit and the wall filled with an appropriate sealing compound. Security
damage
Ap o
TOP SECRET T equipment wer, capable of maintaining minimally-requir
15M-1123 AUTOP SECRETIT equipmer Functional | Intersects With | Emergency Power PES 22 |PONen capableo gminimally required 5 PES.07.3
capabilty, in the event.
Physical security mechanisms exist o protect power and
15M-1130 Enclosed cable Functional | Intersectswitn | TMSTISSONMEAM | peg g 4 supporting 5 PES-12.1
reticulation systems Security
1n shared facilities, TOP SECRET cables are not run in party walls. Physical security mechanisms exist o protect power and
r Med ort
15M-1133 Cablesin partywalls Functional | Intersectswitn | TTOTEIOR MM | pes 161 supporting 5 PES-12.1
ecurity
damace
0rTOP SECRET fixed o
D for for:
(1) Statutory, regulatory and contractual compliance
obligations;
(2) Monitoring capabilites;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., 0T and OT);
Emanation security risk Specialized
15M-1137 Functional | Intersects With 1A0- ulnerability management 140022
snamonts ctional ersect rocamonts 0-05 [ (7) Vulnerability management; 5 00
(8) Maticious code;
(9) Insider threats;
(10) Performancertoad testing;
(1) Artifcial Itelligence and Autonomous Technologies
(AAT) and/or
(12) Other Technology Assets, Applications and/or
Services (TAAS) that require specialized expertise to
nfiguring Tr a0 aforTl X norypting Datal tographic mechanisms oxist to pr
M1 Configuring Transport [ Only o L cunctional | Intersects with | ENePtingDatain GRY-0s | CTYPIographic machanisms exit o prven the R -
Laver Securitv Transit
15M-1143 procedures, Functional Subset Of goment Program | VPM-02 y 10 VPM-01
orocedures wPMP) capabilies.
o Software &Fi
IsM-1143 procedures, Functional | Intersectswith | 910 EIYE | voM0g | deployed Technology Assets, Applications and/or 5 VPM-05
atchin
orocedures e
Using mobile devices n | 7726V fiters are applied to the screens of SECRET and TOP SECRET mobile a
IsM-1145 e mob! devices. Functional HRS-06.5 5 HRS-05.5
public spaces
resources.
P Lore advised any Mechanisms exist to require all employees and
15M-1146 information on online u ’ Functional Terms of Employ: HRS-08 protection 5 HRS-05
principles n their daily work to enable secure, compliant
services o
P Lore advised any
15M-1146 information on online u ’ Functional | IntersectsWith | Rulesof Behavior | HRS.0g.1 |18 Ofbehaviorfor the use of technologies, ncluing 5 HRS-05.1
consequences for unacceptable behavior.
services
P Lore advised any Socuriy, Compliancod. echaniams et oproddeliempleyesaand
15M-1146 information on online u ’ Functional | Intersects With | Resilience Awareness |  SaT-04 | COMTectors appropriate socurit, compliance an 5 SAT-02
resilince awareness education and trining that s
services Training
rolovant for theiriob function
P Lore advised any Mechanisms exist to provide role-based securlty,
Postingpersonal | YOk useraccounts they usofor onlino servces. Role-Based Securty, ;&)}mphance and resilience-related training:
1SM-1146 information on online Functional | Intersects With Compliance & SAT-05 o 5 SAT-03
assigned duties;
services Resilience Training
(2) When required by system changes; and
EZ ¥
M5t Sender Policy Functional | intersects witn | DomainNamesenvice |\ |resolution s designed, implemented and managed to s (=0
Framework (ONS) Resolution protect the security of name/ address resolution.
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‘Secure Controls Framework (SCF) Essential | Essentials  Essentials
FDEName ent (FDE) Description SCF Control e e (0P e S S
SenderPolic Sender Polic
IsM-1151 i Functional | Intersacts Wit Y NET-39.2 v 5 NET-10.3
Framework o
Bz y Mechanisms exist o protact the confidentialiy, mtegrity
IsM-1151 Sender Policy Functional NET-40.1|and 5 NET-13
Framework
i oo ote o Enforcoment Fochenims et t mplmontandgovemAccers
I1sM-1157 Usingdiodes [ 821eays between networks. Functional | Intersects With | -Accoss Control Lists |  NET-04 | SOT"OILIStS (ACLS)to provide dataflow enforcemen 5 NET-04
v that explicily restrict network taffc to only what s
authorized
ISM-1158 Using diodes o Functional | Intersects With | —Accoss ControlLists |  NET-04 | COTOLLIStS (ACLS) to provide dataflow enforcemen 5 NET-04
ahigh assurance evaluation. et that explictly restrict network taffic to only whatis
authorized
* National X digital and non-digital media when it is no longer
ISM-1160 States'N Functional | Intersects With DCHA7 non-digital mediawhen tis no longe 5 DCH-08
equipment Media Disposal required, using organization-defined procedures.
Systems have a continuous monitoring plan that includss:
. terprise-wide monitoring control
ISM-1163 s " Functional SubsetOf | Continuous Monitoring |  MON-0z | €"terPrise-wide monitoring controls. 10 MON-01
. eir «
. i
Systems have a continuous monitoring plan that includss: Mechanisms exist to assess the organization's needs for
contiuous mantorn | Analyze and Prioritize monitoring and priortize the monitoring of Technology
IsM-1163 . their « Functional | Intersects With Monitoring MON-03.2|Assets, Applications andor Services (TAAS), based on 5 MON-01.16
. risk,
Vulnerability & Pateh e e o et e :
IsM-1163 Functional SubsetOf | ManagementProgram | VpM-0z | Moo ofriskbased wuinerabilty managemen 10 VP01
plan . ¢ capabilites.
N vPMP)
IsM-1163 ° : X Functional | Intersects With | Vulnerabiliy Ranking |  VPM-05 reputable 5 vPM-03
plan .
. i
Mechanisms exist to ensure that vulnerabilfies are
IsM-1163 : Functional | Intersects With Vulnerabily Vpmgs  |Properlyidentified, tracked and remediated 5 vPM02
plan . ¢ Remediation Process
Comeorsiosad | #stacis, condakacrths ot o , cable rays n floors e, st oy acharEin Sl otk ot and
et o eretiatond. | and ceiings, and associated fittings are cloar plastic. Functonat | sty | TTIESOn pEs16.1 |telocommunications cabling carying data or supporting 5 =
oouri
systems v
damage
Attompts " their
through a proxy device (e.£., Policy Enforcement Point
IsM-1171 access to domain Functional | Intersects With | DNS & Content Fltering | NET-17 5 NET-18
names user's abilty to connect to dangerous or prohibited
Ml Automated machanisms exit to enforce Multi-Factor Updated 2026.3
systoms. Authentication (MFA) fo.
(1) Remote network access;
1sM-1173 Multifactor Functional | Intersects With Multi-Factor 1ac.g7 | Third-party Technology Assets, Applications and/or 5 1AC-08
authentication
(3) Non-console access to critical TAAS that store,
Ml Mult-Factor Mechanisms exist o utiize Mult-Factor Authentication Updated 2026.3
11 Muttifactor [systems. Functionat nc.ars |(MFA) o authenticate network access forprvteged s AC.061
authentication Network Access to accounts.
P
" access Mechanisms exist o configure Technology Assets, Updated 2026.3
emailand web Applications and/or Services (TAAS)to provide only
1SM-1175 Friviogeq ac6ess™© | sorvics Functional L cro03 it o " 5 CFG03
” restiicting the use of ports, protocols, and/or services.
” acoess Mechanisms exist o restriot and control prvieged dated 2026.3
Privleged access to Privileged Account ‘ priviegs W
1SM-1175 Landweb Functional | Intersects With 1AG-10 [ accessrights for users and Technology Assets, 5 1AC-16
systems Management (PAM)
o tomed acceset ” access Updated 2026.3
s oo Coniwes | Funcionat | mrsccswin | toronsecuy | 1AG03 |oieted seeunt e patomnginen sty s woznz
v senices. Functions functions.
athird part Mechanisms exist to maintain strct control over
party. Security of Assets & -
1SM-1178 b Functional | Intersects With A AST18  [Technology Assets, Applications, Services and/or Data 5 AST-05
ASDIto nd integity.
M8t . Functionat | intersoctswi | NetvorkSegmentation | o |within network architecturestosolate Technology s NET-05
and segregation (macrosegmentation) Assets, Applications and/or Services (TAAS) from other
Automated mechanisms exist to employ Network Access.
trol (NAG
within and between network segments to only that required for business Notwork Accass Control .
Ism-1182 Functional | Intersects With NET-16 5 AST025
access tothose unauthorized devices.
R servers (or
1183 Sender Policy runctionat | inersectswin | DomenNameserice | o resolutionis designed, implemented and managed to s 10
Framework (DNS) Resolution protect the security of name / address resolution.
R servers (or
1SM-1183 Sender Policy Functional | Intersects With Sender Policy NET-30.2 Y © 5 NET-103
Framework b
authorized to send emailfrom the specified domain.
Servers (or integrity
1SM-1183 Sender Policy Functional NET-40.1 |and f 5 NET-13
Framework
Mechanisms exist o develop, govern & update
Using Internet Protocol Network Securit
IsM-1186 singIntormet Profocol | orks. Functional Subset Of otwork Securty NET-02 | procadures to faciltate the implementation of Network 10 NET-01
version Controls (NSC)
Security C
or
Sensitve / Regulated
IsM-1187 Manual export of data | unsuitable protective markings. Functional | Intersects witn | STt/ Regulated | ey 4q 5 DCH-14
Data Sharing Decisions
cted
Mechanisms exist to monitor and control
IsM-1192 Implementing gatoways layers. Functional NET-03 network a 5 NET-03
kevintemal network
R Conataed et xstto m;l;r]namlanld govern Mobile
evice evice Managemen controls.
IsM-1195 Functional SubsetOf | Management Of Mobile | MDM-02 & 10 MDM-01
. version 4.0 or later,
Devices
. OFFIGIAL Mechanisms exist o define rules of behavior that contain
figured explicit restrictions on the use of sacial media and
Using Bluetooth Sosial Media & Social
1SM-1196 SMEBUCIOON | 4 ing Bluetooth pairing, Functional ocaMedia&Social | 1ps.06.2 5 HRS-05.2
functionality Nen
websites and sharing account information.
Using Bluetooth  OFFICIAL: ROTEC d
1SM-1196 e configured ' Functional HRS-06.5 5 HRS-05.5
functionality
resources.
 OFFICIAL: TECTED
xplicit rostrictions on fal medi
UsingBluetooth Social Media & Social explicit rostrictions on tho use of social media and
IsM-1198 made between ntended Bluetooth devices. Functional | Intersacts With HRS-06.2 5 HRS-05.2
functionality Networking Restrictions
websitos and sharing account information.
: . OFFICIAL ~
IsM-1198 Using Bluetooth ! Functional Useof HRS-06.5 5 HRS-05.5
functionality
resources.
. OFFIGIAL: Blustooth and
L Blustooth & Wirel c
IsM-1199 Functional | Intersacts With CFG-04.9 Near Feld N ASTA41
functionality [ use. Devices in sensitive areas or unless used in  Radio Frequency
. OFFIGIAL: Mechanisms exist o define rules of behavior that contain
explicit restrictions on the use of sacial media and
in fal Media & Soci
1SM-1199 UsingBluetooth |, . Functional Social Media &Social | - pg 45 5 5 HRS-05.2
functionality Nen
websites and sharing account information.
. o . OFFICIAL OTECTED a
1SM-1189 g fortheir | Functional HRS-06.5 5 HRS-05.5
functionaliy
use. resources.
 OFFICIAL TECTED Bluetooth and
L c
ISM-1200 Functional | Intersects With CFG.04.8 NearFiold " AST1441
functionality | Numeric Comparison if supported. Devices in sensitve areas or unless used in a Radio Frequency
I
 OFFICIAL TECTED
\modia and
UsingBluetooth Social Media & Social
1SM-1200 e Numeric Comparison if supported. Functional | Intersects With HRS-06.2 5 HRS-05.2
functionaliy Networking Restictions.
websites and sharing account information.
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Essential8

Essential8

Essential8

1SM-1200 Functional HRS-06.5 5 HRS-05.5
functionaliy
Numerie C it suoported. resources.
Gonduct a threat and risk assessment for sach system. visk that includes the likelinood and magnitude of harm,
Protecting systems and rom unauthor use, disclosure, isruption,
15M-1203 et Functional | Intersects With | Risk Assessment Rskg | rom unauthorized access, use, disclosure, disruption 5 RSK-04
theirresources modification or destruction of the organization's
Technology Assets, Applications, Services and/or Data
(TaASD)
3 2 Mechanisms exist o identify, assess, prioitze and
15M-1203 system. Functional b THR-08 5 THR-10.
therresources
Change Management @
1sM-1211 d system’s Functional Subset Of o oo CHG-02 | change management program. 10 CHG-01
procedures ©
Configuration Ch
1SM-1211 d system’ Functional | Intersectswith | ©°™ ‘g“c':"“l";l 9NE® | C1G.03  |change control processes. 5 CHG-02
procedures
oot Cavse Anatyls Mechanisms exist o incorporate lessons loarned from
1sM-1213 Functional | Intersects With |  (RCA)&Lessons 1RO-14 5 1RO-13
intrusions been successfully removed from the system. v impact of futur
incidents.
Mechanisms exist to retain ovent logs and security-
ot Log Securiy- ey o tne e consitnt
1sM-1213 oo Functional | Intersects With | RelevantTelemetry | MON-1g ~ |/°C0™ds retention requirements to provide support for 5 MON-10
Retention i
SECRET and TOP SECRET cables with non-conformant cable colouring are Physical security mechanisms exist o protect power and
16 Gable colour non- runctonat | interseetewin | TreneTissionMedium | oo telocommunications cabling oarying data or supporting 5 e
conformance Security
damage
SECRET and TOP SECRET cables with non-conformant cable colouring are Physical security mechanisms exist to mark system
Gable cotour non- hardware components indicating the impact or
1sM-1216 Functional | Intersects With | Component Marking | PES-18 tevel of 5 PES16
conformance
processed, stored or transmitted by the hardware
component
Label any Mechanisms existto securely dispose of, destroy or
itsprior
P spric Sacure Disposal, " o °
18M-1217 Disposal of T equipment | P1o" © 8 disposal Functional | Intersects With [ Destruction or Re-Useof | AST-22 | {°cniaues and methods to prevent: 5 AsT-09
Equipmont (1) Datarecovery; and
(2) Components from being resold, redistributed and/or
Label sensitiity, any pose of,
that Digital & Non-Digital gitatand non-.
18M-1217 Disposal of I equipment “ fieprior Functional | Intersects With DCHA7 ron-igtal media when it s na longar 5 DCH-08
priortoits disposal n procedures.
[ i any Physical security mechanisms exist to mark system
gthat its prior hardware components indicating the impact or
18M-1217 Disposal of IT equipment  prior to its disposal Functional | Intersects With | ComponentMarking | PES-18 tevelof 5 PES16
processed, stored or transmitted by the hardware
T equipment, Mechanisms exist to securely dispose of, destroy or
a JSTEO or AGAO data,
Sanitising highl Secure Disposal. o d method: :
IsM-1218 BNy situ Functional | Intersects With [ Destruction or Re-Useof|  AST-22  |\°Cniaues and methods to prevent: 5 AST-09
sensitive T equipment (1) Data recovery; and
Equipment
(2) Components from being resold, redistributed and/or
T equipment, 3
d, stored JSTE Digital & Non-Digital digital and non-
1sM-1218 or : Functional | Intersects With CHA7 ron-igtal media when it s no longar 5 DCH-08
sensitive IT quipment | situ n procedures.
Mechanisms existto securely dispose of, destroy or
o - sremant toner thtcamt aprint SecuroDisposal, o o s .
1sM-1219 &P image transfer rollr. Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | ‘9°Tmiaues and methods to prevent 5 AST-09
multifunction devices o " (1) Datarecovery; and
au (2) Components from being resold, redistributed and/or
anytextorimagesare Mechanisms exist to securely dispose of, destroy or
retained on the platen.
Sanitising printers and " Secure Disposal. o d method: :
sM-1220 2p Functional | Intersects With [ Destruction or Re-Useof|  AsT-22  |\°Cniaues and methods to prevent: 5 AST-09
multifunction devices (1) Data recovery; and
Equipment
(2) Components from being resold, redistributed and/or
Printers and MFD: ‘Mechanisms exist to securely dispose of, destroy or
th due t X
santisingprintorsand || Secure Disposal, tech d methods e
1sM-1221 &P Functional | Intersects With [ Destruction or Re-Useof | AST-22 | ‘9T miaues and methods to prevent 5 AST-09
multifunction devices o " (1) Datarecovery; and
uipment
e (2) Components from being resold, edistributed and/or
Tel cannot be sanitised Mechanisms exit to securely dispose of, destroy or
Sanitising televisions Secure Disposel, o d method: :
1sM-1222 ¢ Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | \°Chniaues and methods to prevent: 5 AST-00
and computer manitors vt (1) Data recovery; and
(2) Components from being resold, redistributed and/or
in Mechanisms exist o securely dispose of, destroy or
order of preference:
tech
Sanitising network
- N o endor saisaton dance Fnctont | merseets i [oesvatononekeot|  AST22 iy beerecoveyons s w70
ovices
. Equipment (2) Components from being resold,redistributed andor
reinstalling firmware. reused through unauthorized channels.
Mechanisms exist o
(1) Securely manage authenticators for users and
tting credontials for Authenticator vices: an
1sM-1227 Seting oredentials fo Functional | Intersects With unentioato 1Ac-14  |devices: and 5 1AC-10
user aceounts Management (2) Ensure the strength of authentication is appropriate to
the classification of the data being accessed.
Centralized Collection
rity incident Manager (SIEM),or similar automated tool, to support th
1SM-1228 Eventlogmonitoring | *°°" ineidents. Functional | Intersects With [ of Event Logs & Security-|  MON-05 | Men2ECr (SIEM), orsi utomated 100l fo support the 5 MON-02 ML2 ML3
Relevant Telemet
elovant Telemetry telemetr.
ysed Contralized Event Log & Automated mechanisms existto centrally collect, review
ity inciden "
1sM-1228 Eventlogmonitoring | *°°" ineidents. Functional | Intersects With MON-05.1 5 MON-02.2 L2 L3
v
Analysis
lysed Automated mechanisms exist to correlate both technical
security ncidents. and
Correlate Monitorin
1sM-1228 Eventlog monitoring Functional | Intersects With oo | moN-08 \ 5 MON-02.1 M2 M3
awareness
KE Uso of Cryptograph
0 of Cryptographic
15M-1233 Key exchange Functional | Intersects With o) CRY-02 | cryptographic protections controls using known public 5 CRY-01
Emal
email bodies and attachments. through a proxy device (e.g., Policy Enforcement Point
IsM-1234 Emal content fitering Functional | Intersects With | DNS&Content Filtering | NET-17 | (PEP)for URL content filering and DNS fltering to limit a 5 NET-18
user's abilty to connect to dangerous or prohibited
Mechanisms existto explicitly allow (allowlst /whitelist)
Hordening user . Explicitly Allow / Den
18M-1235 application s Functional | Intersectswith [ 1S Y| crorar [ 5 CcFG-03:3
Applications authorized to execute on systems.
configurations
names that
hrough aproxy device (e.g., Policy Enforcement Point
I5M-1236 access to domain Functional DN | Nermi7 5 NET-18
names user's abilty to connect to dangerous or prohibited
through a proxy device (e.g., Policy Enforcement Point
ISM-1237 L Functional | Intersects With | DNS&Content Filtering | NET-17 | (PEP)for URL content filering and DNS fltering o limit a 5 NET-18
user's abilty to connect to dangerous or prohibited
Route Internal Trafic
ISM-1237 L Functional | Intersects with [ ROU'S!MeMATMAMEIO | yer1g 1 fyrathic 1o external networks through organization- 5 NET-18.1
Proxy Servers )
life cycle.
s o o desi
1sM-1238 ecure software Functional | Intersects With |  Threat Modeling TDA05.2 |500ure desian techniques, to ensure that threats to 5 TDA-06.2
development
Secure web application | 175! e web
1SM-1239 PP applications. Functional Pr ToA05 5 ToA-08
(SSDP)
Robustweb web 5
applications. Sacurity Project (OWASP) Application Security
Secure web application
1sM-1239 PP Functional WEB-03 intothe 5 WEB-07

organization's Secure Systems Development Lifecycle
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FDEName ient (FDE) Description SCF Control S ';:“m:;e;”: o (ia) Essential8  Essentials  Essential8
Robust web web Mechanisms existto use a robust Web Application
applications.

s b applicati Web Applicati
ISM-1239 ecure web application Functional Intersects With eb Application WEB-04 5 \WEB-08

Framework
| web Application Programming Interfaces (APIs).

the
15M-1240 Software input handling internet by software. Functional | IntersectsWith | WEPAPPIGKONINBUL | yyey g | ocation s vatidated andror sanitized. 5 WEB-09
Validation & Sanitization
utput Mechanisms exist o ensure output ancoding s
IsM-1241 \Web application output Functional | Intersacts Wit WEB-10 5 WEB-11
Encoding o
is developed, <o develop
I5M-1243 Databasoregister |11 Functional | Intersects With 0ps.04.2 5 AST-28
Processes Standardized Operating Procedures (SOP),for oporating
and
temp Database M x
IsM-1245 application Functional | Intersects Wit | D70 MANGBOMENt | gr 56| anagement Systems (DBMSS), where applicable. 5 AST28.1
System (DBMS)
server Database Management
I5M-1246 application Functional | Intersects Wit AST-35 | Management Systems (DEMSs), where applicable. 5 AST28.1
System (DBMS)
. unes. s, services and " Database Management
I5M-1247 application | aplications are disabled or removed. Functional | tersectawin | P00 MO AST-35 | Management Systems (DEMSs), where applicable. 5 AST28.1
rosticting privogos for | SOV PPUCALONS afo Confgured {0 run a5 a soparate user accountwith the Database Management
1SM-1249 '8 privio . Functional | Intersects With e AST-35 | Management Systems (DBMSs), where applicable, 5 AST-28.1
ppl System (DBMS)
Restricting privilogos for server Database Management
1SM-1250 P their underlying server's file system. Functional | Intersects With AST-35  |Management Systems (DBMSs), where applicable. 5 AST-28.1
server applications System (DBMS)
ity o = <o develop
I5M-1255 - Functional | Intersects With 0Ps-04.2 5 AST-28
contents Processes Standardized Operating Procedures (SOP),for oporating
and
i 0 develop
I5M-1256 Protacting databases Functional | Intersects With 0ps-04.2 5 AST-28
Processes Standardized Operating Procedures (SOP),for oporating
Hardoning server | Default user accounts or credentials for server applications, including for any
Database Management
I5M-1260 application | pre-configured user accounts, e changed, isabled or removed during Functional | ersectawin | P01 MO AST-35 | Management Systems (DEMSs), where applicable. 5 AST28.1
tial sot
Priviteged accoss t Database M x
15M-1263 rivleBod a0essto | o piications. Functional | Intersects Wit | D70 MANABEMENt | gr 56| 1anagement Systems (DBMSs), where applicable. 5 AST28.1
systems System (DBMS)
or n o dovelon,
I5M-1268 - Functional | Intersects With 0Ps-04.2 5 AsT28
contents tokenisation. Processes Standardized Operating Procedures (SOP),for operating
and

Functional separation

Network Segmentation within network architectures to isolate Technology

1sM-1269 between database Functional | Intersects With NET-06 5 NET-06
o s (macrosegmentation) Assets, Applications and/or Services (TAAS) from other
Functionalseparation Automated mechanisms exist to enable
SM1269 amen databae Functionat NET1q | microsegmentation, either physicallyorvitually, to divide s (00
servers and web servers.
develop,
Functional separation o
1sM-1269 between database Functional | Intersects With 0PS-04.2 5 AST-28
o ot Processes Standardized Operating Procedures (SOP), for operating
and
D i touser
\sM1270 Network environment | erkstations. cunctionst | intersects win | NetworkSegmentation |\ |within network architectures to isolate Technology s e
(macrosegmentation) Assets, Applications and/or Services (TAAS) from other
D i touser Automated mechanisms exist to enable
\sM1270 Network environment | erkstations. Functionat NET1q | microsegmentation, either physicallyorvitually, to divide s (00
D i touser to develop,
1sM-1270 Network environment | *0rstatiers Functional | Intersects With 0PS-04.2 5 AST-28
Processes Standardized Operating Procedures (SOP), for operating
and
‘sM271 Network environment © | unctionat | intersectswih | NetworkSeementation | fwithin network architectures to isolate Technology s e
the database server. 15, Appll
Network Automated mechanisms exist to enable
1sM-1271 Network environment | Functional | IntersectsWith | Microsegmentation NET-1q | ierosegmentation, either physicallyorvitually, to dvide 5 NET-06.6
the database server.
Network Mechanisms exist o develop, implement and govern
1sM-1271 Network environment | Functional | Intersects With 0PS-04.2 5 AST-28
the database server. Processes Standardized Operating Procedures (SOP), for operating
and
Ifonly local access to a database is required, networking functionality of 10 develop, implement and govern
1sM-1272 Network environment drected toISten | Eunctional | Intersects With 0PS-04.2 5 AST-28
solely to the localhost interface. Processes Standardized Operating Procedures (SOP), for operating
and
D tost Mechanisms exist to develop, implement and govern
1sM-1273 testing, Functional | Intersects With 0PS-04.2 5 AST-28
stagingand production Processes Standardized Operating Procedures (SOP), for operating
and
D tost
Segregationof  |environments are segregated.
1SM-1273 developmen, testing, Functional | Intersots Wit | OFYeIoPMENt TeSUNG | pp, 4g - of 5 TDA-08
stagingand production
database servers '
testing, is secured
1SM-1274 Functional | Intersects With 0Ps-04.2 5 AST-28
toat least Processes Standardized Operating Procedures (SOP), for operating
databases and
is secured
topment, testin me leve roduction environment Development, Testing
\SM1274 development, testing, | to at least the same level as the production environment. cunctionst | Intersects win | Development Testing | oss z s T
stagingand production and Operational
databases '
Software interaction | COeCtsyntax hrough a proxy device (e.g., Policy Enforcement Point
1SM-1275 Functional DN g| NET7 5 NET-18
with databases
user's ability to connect to dangerous or prohibited
re interacti x.
1SM-1275 Software nteraction | correct synta Functional | Intersects With 0Ps-04.2 5 AST-28
with databases Processes Standardized Operating Procedures (SOP), for operating
tead of dynamically
1SM-1276 Functional | Intersects With 0Ps-04.2 5 AST-28
with databases Processes Standardized Operating Procedures (SOP), for operating
ang
Communications Usoot . o
sse o nown public
15M-1277 between database Functional | Intersects With CRY-02 P 5 CRY-01
Controls, standards and trusted cryptographic technologies.

servers and web servers.

Communications
1sM-1277 between database Functional | Intersects With | Database Encryption |  CRv-08 | 5 CRY-05.3

the databases.
servers and web servers.
Communications
1SM-1277 between database Functional | Intersects With 0PS-04.2 5 AST-28
Processes Standardized Operating Procedures (SOP), for operating
servers and web servers.
and
ible ab databases.
1SM-1278 Functional | Intersects With 0PS-04.2 5 AST-28
with databases Processes Standardized Operating Procedures (SOP), for operating
and
o 3 Malicious Code. Mechanisms exist to utilize antimalware, or similar
1SM-1284 Contentvalidation Functional | Intersects With Protection END-04 5 END-04
o 3 Heuristic /
1SM-1284 Contentvalidation Functional END-04.2 3 5 END-04.4
Detection
o 3 Mechanisms exist to monitor and control
1SM-1284 Contentvalidation Functional NET-03 twork at 5 NET-03
kevinternal he network.
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— E—— sorControt Secue ContaFramennk 500 Essentials | Essential | Essential®
c Malicious Cod: or similar
IsM-1286 Contentconversion | conversion. Functional | Intersects With Protection END-04 5 END-04
G Heurstic.
IsM-1286 Contentconversion | conversion. Functional END-04.2 5 END-04.4
Detection
G Mechanisms exist to monitor and control
IsM-1286 Contentconversion | conversion. Functional v NET-03 boundaryandat | 5 NET-03
kevinternal twork.
G Mechanisms exist to monitor and control
IsM-1267 Contentsanitisation [ sanitiation. Functional v NET-03 boundaryandat | 5 NET-03
Kevint twork.
sanitisation. hrough a proxy device (.g., Policy Enforcement Point
15M-1287 Content sanitisation Functional | Intersects With | DNS&ContentFitering | NET-17 | (PEP) for 5 NET-18
user's abilty to connect to dangerous or prohibited
s conontsaniieaton | 2ni5aton. runctionat | intersoctswin | Cross Pomainsotuton | - |(GDS)to mitigate thespecifc security sk of accessing . T35
o Malicious Godt orsimitar
I5M-1288 Functional | Intersects With Protection END-02 B END-04
» Houristic © 7
I5M-1288 Functional END-04.2 B END-04.4
Detection
> Mechanisms exist o monitor and control
I5M-1288 Functional NET-03 al s NET-03
kevinternal he network
rchive Malicious Codt orsimitar
I5M-1289 Archivefiles  |undergo content itring checks Functional | Intersects With Protection END-02 B END-04
rchive Heurstic © 7
I5M-1289 Archivefiles  |undergo content itring checks Functional END-04.2 B END-04.4
Detection
rchive Mechanisms exist to monitor and control
I5M-1289 Archivefiles  |undergo content itring checks Functional NET-03 al s NET-03
kevinternal he network.
Archive fitor Malicious Cod orsimitar
IM-1290 Archivefiles | performance o availabiltyis not acversely affected. Functional | Intersects With Protection END-02 B END-04
Enorypred ci Malicious Codt orsimitar
15M-1293 Functional | Intersects With Protection END-02 B END-04
Encrypred o Heurstic o 7
I5M-1293 Functional END-04.2 s END-04.4
Detection
Encrypred o Mechanisms exist to monitor and control
I5M-1293 Functional NET-03 al s NET-03
kevinteral the network.
Encrypred o
through a proxy device (e.g., Plicy Enforcement Point
15M-1293 Encrypted les Functional | Intersects With | DNS&Content Fitering | NET-17 | (PEP) for URL content fitering and DNS fttring to it a s NET-18
user's abilityto connect to dangerous or prohibited
I5M-1294 o Functional SubsetOf | Continuous Monitoring | - MON-02 10 MON-01
and exvort o
Data & Mechanisms exist to assess the organization's neads o
Analyze and Priortize monitoring and prioritze the monitaring of Technoloy
1SM-1294 M""“‘;:’fg::::’“""" Functional | Intersects With Monitoring MON-03.2. |Asnet, ApplcaionsaodtorSendces 1ARS), besecon 5 MON-01.16
Py publicareas Physical access control mechanisms exist o enforce.
Physicalaccess to nysioal nysical
I5M-1296 network devices in Functional Physical Accoss Control | PES-08 s PES-03
publicareas (excluding those areas within the facilty offically
oty meamonte |2 orior Mechanisms exist to implement and govern a Bring Your
P e |desktop computers o accoss systems ordata runctionat | inerseetowin | BinEYourownDevice | | own Device (8YOD) program o reduce isk associated s asr1s
computers o
Togal orior Contralized Mechanisms exist o implement and govern Mobilo
IM-1297 data Functional SubsetOf OfMobile | MDM-02 10 MDM-01
comouters Devices
oty onnecmonte |2 orior Torestriot
1267 eon oo |do5K10P computers o access systomsor data runctionat | inerssctswin | Personat-owned | lowned, mobila dovicos to organizational Technology s oMo
' nd/or Service:
computers
[—
with mobile devices. with temporary, loaner or “traval-only” snd user
Before travelling technology (e.£. aptops and mobile devices) when
IsM-1298 overseas with mobile Functional | IntersectsWith | Travel-OnlyDevices |  AST-32 |ravelling o authoritrian countiies with a igher-than 5 AST-24
devices average isk forIntellectual Property (P) theftor
Personnel usingmobile
dovices: with temporary, loaner or “traval-only” snd user
n Ludingb technology (e.£. aptops and mobile devices) when
o travelling o authoritarian countrios with a higher-than
« never st credentials with mobile devices that they grant access to, such average isk forIntellectual Property (P) theftor
as nlaptop computer bags
. eventt
britly
. ging
«never outtet
charging ports
. p n
IsM-1299 Personnel awareness  |with mobile devices Functional | Intersects With | Travel-OnlyDevices |  AST-32 5 AST-24
. ps that have not
. parties’ systems or
mabile devices
. Finetworks
notin use, such as Wi-Fi, Buetooth, Near Field Communication and ultra-
wideband
« consider periodically ebooting mobile devices
« consider using a VPN connection to encryptal callular and wireless
communications
[ personnel take
the folowing actions: with temporary, loaner o travel-only” end user
a includingall technology (.., laptops and mobile devices) when
gy | Aeraetingovarseas | " v || Fonctonal | mrsactswin | TovelonyDovess | ASTS2 [vaveing o shomanimcoummonotna e anen s psr2s
with mobile devices
«reportif. average isk forIntllectual Property (P) theftor
removable media
[ personnel take
the folowing actions: laptops and mobile devices) when returning from
a includingall overseas travel o an authoritaian country with a higher-
oo | Aermmelingoersess | g vl | Functonal | marectowin | "mISnS0eees | Imlectuatpropery (P hftr s psrzs
with mobile devices AterTravel
«reportif
removable media
[ personnel ake Mechanisms exist tosanitze digtal media with the
the folowing actions: strength and integrty commensurate with the
" ncludingat
15M-1300 Aftertravelling overseas | | " tra Functional | Intersects With Oisial Media DCH-18  |disposal,release out of organizational control or elease 5 DCH-09
with mobile devices Sanitization
«reportif for reuse.
removable media
E
ISM-1304 and cradentialsfor | pre-coniigured user accounts, are changed, isabled of emoved during Functional Default IAC-14.4 |changed systom 5 1AC-10.8
tial setu installation.
TandSNMP Mechanisms exist to configure Technology Assets,
Usingthe Simple Applications and/or Sanvices (TAAS) to provide only
ISM-1311 Network Management Functional | IntersectsWith |  LeastFunctionality | CFG-03 |essential capabilties by specifically prohibiting or 5 crG-03
Protocol restricting the use of ports, protocols, and/or services
Mechanisms exist o configure Tachnology Assets,
Usingthe Simple | write access s disabled. Applications and/or Services (TAAS) to provide only
IsM-1312 Network Management Functional | Intersects With |  Least Functionalty | CFG-03 |essential capabilies by specifically pronibiting or s crc03
Protocol A
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Essential8

Essential8

Essential8

Choosmguiaess | AUWFHESE Goices s WhFi Allncacartid ‘
1SM-1314 ing Functional CFG-04.8 ity of 5 CRY-07
devices
oo R anvas s WrF Aot p——
1SM-1314 ing Functional Intersects With it 5 NET-03.1 Xt \ its| 5 NET-03.1
devices Connections
5
a2 Functonal | ntrsects Wit | Wirlass Networkg | NET24 s Ners
isazts | inartacos forwirloss |setarkcamnactions. Functanal | ntrsocts Wit | WilossNesworkng | NET-24 | and mior forunthorz rass accs. E Ners
S Baseli
PURRA PT— Functonat | itersecsin | SUOBene | g ices (14481 s croo
& with industry-accepted hardening standards.
e P— Functonal | ntersects Wit | WielessNetworkng | Ner2a | s Ners
SSIDs of trol
1SM-1317 Default settings ation premises Functional | IntersectsWith | Wireless Networking NET-24 | and monitor for unauthorized wireless access. 5 NET-15
oot
oo,
S Baseli
PURRA PT— Functonat | itersecsin | SUOBAne | g ices (14481 s creo
& with industry-accepted hardening standards.
e P— Functonal | ntersects Wi | WielessNetworkng | Ner2a | s Ners
o sssgng cmelon,
S Baseli
PURRA St acrossing Functonat | itersecswin | SUOBene | o ices 14481 s croo
& with industry-accepted hardening standards.
1SM-1319 Static addressing & Functional | IntersectsWith | Wireless Networking NET-24 . 5 NET-15
1SM-1320 M MAC © Functional Intersects With Wireless Networking NET-24. and o 5 NET-15
=X 5 T p .
an
SocursSaslios
1SM-1321 802.1X authentication | and authentication servers. Functional Intersects With Configurations CFG-04 5 CFG-02
ity sccoptd nrcningstancarss
s sl Functanat | intorsects Wit | Wirsess Necworkng | NET24 | and o foranshorzd welssaccess s Ners
B 802X el
222 Functonat | itorsects Wit | Wiress Necworkng | NET24 | and o foranshorzed iclssaccoss s Ners
220 corfastestor Functonat | itorsects Wit | Wiress Necworkng | NET24 | and o foranshrzed ielssaccoss s Ners
220 Functonat | itorsects Wit | Wiress Necworkng | NET24 | and o foranshrzed ielssaccoss s Ners
227 ' Functonat | itorsects Wit | Wiress Necworkng | NET24 | and o foranshrzod ielssaccoss s Ners
Cacningiz T [TmerK o gemarn ’ el
220 cthentston Functonat | intorsects Wit | Wiress Necworkng | NET24 | and o foranshrzed iclssaccoss s Ners
c W oz oot : et
222 " . Fnctana NPt s crvor
encrtin
v
1SM-1334 frequency separation from other Functional Intersects With Wireless Networking NET-24. d o 5 NET-15
T
I1SM-1335 frames onwireless [ management frames. Functional Intersects With Wireless Networking NET-24 and monitor for unauthorized wireless access. 5 NET-15
P
1SM-1338 @ greater number useless Functional Intersects With Wireless Boundaries NET-24.2 | C"E@nization-controlled boundaries. 5 NET-15.4
oot "
AMIDS o EDR solaton s rlamertad amwertatatons Moo ooz Exdpa Deecton & Vrameazoa
Host basd s
Endpoint Detection & g
g | doeeton anarosponse (RSN [—— END.09 | aspan o amomatousanlr malcious sty . evp062
Response (EDR)
RS or O soutonis mplemaned onvertataions Wochanas e iz Hoat-based sin
Host-basedintrusion Detection /Pr tion Syste (HIDS/HIPS), l
ozt | coastion ndrosponse Funconal | ntrscts Wit | and PvenionSytama | ENp.tz | OS100UonPrveen Sysama (S HPS) orsimlar | g 007
onandre roveon o5 ccmloges, o montor o androtectagan:
: Mochaams st oresrct ol meda
1SM-1359 Removable media usage Functional Intersects With Removable Media DCH-21 5 DCH-12
oty Socurty
Seca G S - 3
. ronctonat | osocsvin | BNl | o dgtatandnon dgte mciawhon s ongr \ s
st Wodi Digoral Fequred, ingrganzaton doinedprocacrs.
o
Using Virtual Local Ar tual Locl L
I1SM-1364 e Networks Functional Intersects With Network (VLAN) NET-10 directly communicate with other devices on the subnet 5 NET-06.2
Soparaton it takrs iyt trlly vt
” . o
ISM-1366 aintaining © |available. Functional Useof HRS-06.5 5 HRS-05.5
doven secuy
P Corraed e p—
isH1300 Pl A Fonctanal | Subset0f | ManagamentOrobt | MOM.02 | Davce Mansgoment HOM) canrols. o womar
Do
e | ComtangTanapan [RES GG weedor e ion TS sanmectons o Tremew | Erooptimgoan | omyen | oot meshamme seatiopaven e 5 P
e Socury ansn
1SM-1370 Configuring Transport Functional Intersects With CRY-05 toprevent the 5 CRY-03
Lo Secuy i
orma | Comtng Tanapor [oHo ECOR i e orkeyssabiahmant LS commesions o remecow | Eroomtingoiain | oyoq | crptotois mashaniams exsttopaver 5 P
e Socury ansn
o
orre | Contmumng Transpar [Rmammons b netuseatar LS cameztons P — P opre ; P
S o
gung o repingDarT togaphicmochamisms it o ron
1SM-1374 Configuring Transport for Functional Intersects With Encrypting Data In CRy.g5 | CTYPtographic mechanisms exist to prevent the 5 CRY-03
v Socurs s
e | Contenng Trnspan o n GG | o] ] Enapngbaain | omys |Crmosmseic machamims oxsttoprovert e ; P
S i 6o T o
Mechanisms exist to assign dedicated privileged user Updated 2026.3
I~ atod P
ISM-1380 Separate privieged environments.. Functional Intersects With Dedicated Privileged IAC-10.3 privileged 5 I1AC-16.4 ML ML2 ML3
operstngendtonments ccount
Sepaatpriogoa
isH120 ot Functanal | ntorsocts Wit | forNon Secnty | 1AG-203 | rlegedsceount,whiapeforming o securty . womz | i we | s
operstngendtonments
Functins funcions
Updated 2026.3
Soporstoprviaged —
1SM-1380 oparate privilege Functional | Intersects with | SYStEMAGMINIStrative | oo o) 4| Stondardized Operating Procedures (SOP), for operating 3 AST-26 ML ML2 ML3
o maintaningTechnlogyAsets, Alcationsandlor
Mochaams et conduct e e
1SM-1385 Administrative internet. Functional Intersects With Jump Server AST-34. jump box” or jump server 5 AST-27
e nti lcetadn  seprats ntworkono o ser
225 imin e cuos s o
et o solte securty ols and spprt
J—
1225 PRI [—— NEo6. s Nero6.
st Sunets ilamaning sepaats st it managed
teracestothorcomponents f e syser
-
P — P— ’
e Functonat | ntrscts Wit e Ners.
ISM-1385 infrastructure unctional Intersects Wi ET-08.2 DNS, NTP, ITAM, 5 ET-06.4
T -
1SM-1385 Functional | Intersects with | OPS-04.1 | Standardized Operating Procedures (SOP), for operating. 5 AST-26
o maitaningTochnlogyAsst, Aplcations anlon
Administrative fr Data Flow Enforcement Control Li (ACL: ide data fl e
1SM-1386 it e Infrastructure. Functional Intersects With | - Access Control Lists NET-04 ontrol Lists (ACLs) to provida data low enforcement 5 NET-04
s cons trat oty st nwrk o to oyt
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Secure Controls Framework (SCF) Essential8 | Essential8 | Essential8

FDEName ent (FDE) Description SCF Control

Control Descrintion
Mechanisms exist to conduct remote system

Updated 2026.3

Administrative in i .
15M-1387 ministrative Functional Equal Jump Server AsTga |2dministrative functions via a jump box” or jump server 1 AST-27 M2 M3
infrastructure thats located in a separate network zone to user
D etonation Chambers Mechanisms exist to utilze a detonation chamber
SM-1389 asandboxto detect Functional | Intersects With 1RO-21 P 5 IRO-15
analysis (Sandboxes) o el ateach
D Mechanisms exist to monitor and controt
SM-1389 J— asandboxto detoct Functional y NET-03 boundary and at 5 NET-03
v kevinternal twork.

Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to provide only
15M-1392 Application control Functional | IntersectsWith |  Least Functionality CFG-03 |essential capabilities by specifically prohibiting or 5 CFG-03
restricting the use of ports, protocols, and/or services.

) Updated 2026.3
D
IsM-1392 Application control Functional | Intersects With o | cFean 5 CFG-03.3
Applications authorized to execute on systems.
o
1SM-1392 Application control Functional | Intersects With Last Privilege 1AC-30 5 1AC-21
o accomplish assigned tasks in accordance with
them X applicable security, compliance and resilience
Third-Party Contract
1SM-1395 requirements with Functional | Intersectswith | e o2 OO | 1pM4 | raquirements with thirc-partes, reflecting the 5 TPM.05
service providers. . 3
Privately owned moblle OFFICIAL: S PROTECTED datahave enforced Personally-Owned ., mobile d Technols

M40 odcesmadessten. |2eC058 ensitive or systems or data have enforce cunctionst | Intersects with rsonally-Own MoM.os |0Wned. mobile devices to organizational Technology 5 MOMO6

separation of classified data and personal dat. Mobile Devices Assets, Applications and/or Services (TAAS)

computers

Ml i [Automated mechanisms exist o enforce Mult-Factor Updated 2026.3

users know, Authentication (MFA) for

knoworare. (1) Remote network access;
mtdon st Functional Subsetor Muli-Factor \ACay | Thira-pany Technology Assets, Applications and/or 0 e o 0 05

i dor

(3) Non-console access to critical TAAS that store,

Mechanisms exist to protect authenticators
Protection of

1SM-1402 by salting, hembefore | Functional | Intersects With IAC-14.2 to 5 IAC-10.5
Authenticators

U v o] Machimiams st o anorc ik (or consecatve
iSH1i0a | Useraccauntlckouts [aampts, with er etk o atomatedloskot s Functanat | ntorsoctswin | pecountlockout | Cro.081 s nez
P
—— T oo | meeem | D | o oo |Atomtea meehanms catto amapie et ; o
N e p—— s it i -
1SM-1405 entralised event Functional | Intersects With | of Event Logs &Security-|  MON-05 | Manager (SIEM), or similar automated tool, to support the 5 MON-02
ggngtaciy
Relovnt Totomaty conat
SOEsare e orworaions andsaers
StandardOpersting Socurs Sl
1108 [N [—— cro0s s creo
Envronmants Contiuratons
ity scceptd hrcning stancarss
v |33 o e preous leseafaperatng e R e Gpaatea 26
1SM-1407 . P " Ve Functional AST-37.1 ecurity-related u 5 VPM-04.1 ML3
o et e, o o o, o oot o e e ocmon, Upaatea 2263
1107 Operaingeystom Functonat | torsecsin | SUOBene | g AR ot s creo a
B with industry-accepted hardening standards.
Opersingeysam Socurs Sl
100 (RSN [—— cro0s s creo
ez anarsons Contiuratons
ity cceptod hrcning stancaros
v e,
s | Hordonngepratng oot | e | SEEUEBOne | AR ot s croa
Y- | with industry-accepted hardening standards.
n Cpamezizes
e

Secure Baseline
1SM-1412 Web browsers Functional | Intersects With CFG-04 5 CFG-02 ML2 ML3

Configurations,
with industry-accepted hardening standards.

A
1SM-1416 set|  Functional END-07 onall endpoint devices, where. 5 END-05
of technically feasible.
with: orsimilar
. level

Malicious Code
« reputation rating functionality enabled

1SM-1417 Antivirus application Functional | Intersects With Protection END-04 5 END-04
« ransomware protection functionality enabled
(Antimalware)
with: 7
. tevel based antimalware detection capabilites.
o et o Heuristic / Nonsignature
1SM-1417 Antivirus application | fePutation rating functionality enable Functional | Intersects With Based Malware END-04.2 5 END-04.4
« ransomware protection functionality enabled
Detection
G ] Mechanisms exist to develop, document and maintain

Secure Baseline
1SM-1418 Functional | Intersects With CFG-04 (TAAS) that. 5 CFG-02

Configurations
B | with industry-accepted hardening standards.

I Mechanisms exist o utilze Host-based ntrusion
devices, a Detection /Prevention Systems (HIDS/ HIPS),or similar
1sM-1418 o Functional and END-12 tomonitorfor and 5 END-07
(HIDS /HIPS) movement
Development, testing, | Development
1SM-1419 staging and production | environments. Functional 2 ToA05 5 TOA0
(SSDP)
Development, testing, | Development
Secure Development
1sM-1419 stagingand production |environments Functional | IntersectsWith | S0 Pee 0 men DA1S 5 TDA07
nvironments
Development, testing, |Dar a
1SM-1420 atloast | Functional | IntersectsWith |  UseofLiveData TDA-18  |use ofive data n development and test environments 5 ToA-10.
IsM-1422 Functional | Intersects With TDA16.1 5 TOA20
software Source Code
- HypertextTr StrictTransport "
X-Frame-O; . HSTS and X-F;
1SM-1424 rame Functional | Intersects With | Web Browser Seourity |  WEB-11 o 5 WEB-12
andits users.
Mechanisms existto monitor and control
IsM-1427 Implementing gatoways | address spoofing. Functional NET-03 network a 5 NET-03
kevinteal network.
— Mechanisms exist o develop, govern & update
ing ntemet Protocol Network Securi
I5M-1428 Using Internet Protoco Functional Subset Of twork Security NET-02 | procedures to facilitate the implementation of Network 10 NET-01
version Controls (NSC)
Mechanisms exist o develop, govern & update
in Network Securi
1sM-1429 Using connected netwrk boundaries. Functional Subset Of twork Security NET-02 [ procedures to facilitate the implementation of Network 10 NET-01
version Controls (NSC)
” Mechanisms exist o develop, govern & update
Usin Network Securit
15M-1430 sing Functional Subset Of rwork Seeer NET-02 [ procedures to faclitate the implementation of Network 10 NET-01
version Controls (NSC)
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‘Secure Controls Framework (SCF) L Essential 8 Essential 8 Essential 8
FDE Name ent (FDE) Description 'SCF Control e N ) = S S S
ContrtDeserotion scra
o utomatad machaniams axistoprotctsgainstor it
service providers, specifically:  the effects of denial of service attacks.
s )
y
PR —— PR——
1SM-1431 attacks Functional | Intersects With ©S | e 5 NET-02.1
Protection
of-service attacks
s
o g o SR a aE e G A g
i roncionat | osocsv | DomanRogsar | ot domtot senvescoused oy amutnorzes . N
itgaionsstogis Socuy el et otterunauonzd modioaton o a
o
Fomatner ot tomtaa moshanams exstio pratocaganator e
1SM-1436 Denial-of service attack Functional | Intersectswith | DeMeLOfSeVCe(00S) | \er gy e effects of deniat of senvice attacks. 5 NET-02.1
\SM1437 Cloud-based hosting of Functional SubsetOf Cloud Senvioes CLo.gz  |cloud management controls to ensure cloud instances. 0 g
olin arvices v socurs I sy pracces
(CDNs that to prevent "side ch 1 " when
1SM-1438 Using content delvery | cache websites are used. Functional | Intersects With NET-47 Y 5 cLp-12
networks Prevention access to the origin server's IP address to the CDN and an
poreih
If using CDNs, disclosing the IP addresses of web servers under an to prevent "side ch 1 " when
1SM-1439 s cantroleferred Functional | Intersects With NET-47 Y 5 cLp-12
networks Prevention access to the origin server's IP address to the CDN and an
U ctnoszea
from NIST SP 800-
Us Elliptic Ct Use of Cryptc hi
1SM-1446 SMEEWPHEOUNG | 166 5 used. Functional Subset Of /50 0f CVPROBIBBNG. | Gay.op  [crypographic protections controls using known public 10 CRY-01
Crptogashy Contot
\SM-1448 Configuring Transport ECDH for the Functional | Intersectewith |  ENemPtingDatain CRy.0s | CrYPtographic mechanisms exist o prevent the 5 —
v Socurs i
p— Mechamims st o sscrslymplamant sl
1SM-1449 " Functional Intersects With CRY-09 5 CRY-08
mechanisms (PKI)
rsso " o SECRET 10 SECRETaeas ronctonat | mosocn | Merepronssaen | o otonapant oasoa mrophones andwt camarasin . P
webcams. Cameras secure areas or where sensitive and/or regulated
Convacuatsecury | 10001 0 nd’ AdeauatsSecuty o Hechanioms et o potetseiiveand ‘
i om0 iy servce proviers runctonst | mersocswtn | Senstve/Reguated | o asathotiscotecte, ceveoped. recevec, vansmies, | -
et Supportof Lo orstosio st ot h priomancact
soioprovdors
X
Comvactuasecuty with s provders I by Gontact applcabesecuty, compiance snresiience
1SM-1451 requirements with Functional | Intersects With v TPM-14 | requirements with third-parties, reflecting the 5 TPM-05
Roqurements
s proiars :
oy cha Tk assosemon s promed o supplors o operatg
Copersupptycn sk SuppyCha i
1sM-1452 YDErSUPPY ChaIn 19K | o stems, applications, IT equipment, OT equipment and services toassess | Functional | Intersects With PPl Chaih 1 RSK-21 ks licat 5 RSK-09.1
msnagenent cition Resesament (SCRA)
noimosettoa st >
suppy chi s assssmont 3 poromod o supplers o operatg Wochaniams ot o
eysams, spplatons,  aent, O sl and s 0 ssess (1) Ealate scurty ks anhrests st it
aimpac o systensscurty kot ’
PR—— SuppyChain ik
1SM-1452 yber supply Functional | Intersects With PRy TPM-04 [ supply chains; and 5 TPM-03
‘management activities Management (SCRM)
(2) Take appropriate remediation actions to minimize the
oy cha Tk assosemon s promad o supplors o operatg Mechanisms st o deni pronizs andasiess
eysams, spplatons,  aent, O sl and s 0 ssess pcnersof el
B ] LT TE roncionst | osec | MRy Ccany | s o
toportng o ety of Ngh-velu servces
1SM-1453 Configuring Transport | Perfect s ¥ (PFS) dforTLS & Functional Intersects With CRY-05 P tth 5 CRY-03
e Secuney e
e D User S ) Functonst | Inersects Wi | Wieloss Networking | NET-26 | and monorfornauthorized wirles ccess, s Ners
enot RADILS overTransoor LoverSecurty
Wochaas e A T A Mgt
iy Usingporphrat | and TOP SECRET ystams, o betwoen SECRET ar 0P SEGRETmytoms | 1o ||| M) et o mptamant anc manage st o ron
ches mansgament contis
haislan vondrhat s splmant ofa vt of oprsin
Functional separation @ isolat fer af nsatzation st P‘D e: pl T ‘9 ot adiversity of oper g
1SM-1460 between operating Functional | Intersects With seaz | /Stemsendapplications. 5 SEA-13.1
Tchvioues
KT o1 TOP SECRET spersting ratton ot the amplcymentof a cversty of opersing
p— o | runctonat | irsectawin SEA22 |oems and spploations 5 sentas
Teciques
T romatctan o Wochaas e Al T et bt
1SM-1467 P! .| Functional AST-37.1 ecurity-related u 5 VPM-04.1
areuseo
e romatctan o Automtaa moshanrs s4ata el e e s
Jro— Automtaaomare
1sM-1467 ser eppication )| Functional | intersectswitn | ASOMtedSINEIE& | o051 versions of security-relevant software and firmware: 5 VPM-05.4
relesses Firmuees Updetos
oo ooses
L 3 it Mechanisms exist to configure Technology Assets,
ardeinguser | aplcatons ar asable oremoved optctonsanciorSenices (TAAS) o providonly
e appcation Funstonal . y | creor fessonil proniiing s cro0s
coneuratons restrtin the us ofprt, potoal,ancorseis.
| Automated mechanisms exist to: Updated 2026.3
publisher names and product names are used. Integrity Assurance & (1) Identify unauthorized deviations from an approved
e JT— [ [—— Cro.082|socurabaselmo confurationsand 5 cre0s
Enforcement (IAE)
@ mptement
oo Soators ‘o osa,
1SM-1478 their org: Functional Intersects With Compliance & GOv-04 policies, standards and procedures necessary for secure, 8 GOv-02
socutyprogam[rguatons and lgstaton Restonco complan andreston capabiis,
Wachaas st contgar Tedhmolog s
Functional separation system level. | Applications and/or Services (TAAS) to provide only
ISM-1479 Functional Le Fi nality CFG-03 tial pr g 5 CFG-03
between servers.
restricting the use of ports, protocols, and/or services.
e T
Usingparpherat
is1g80 TEPOTPNESl | 0 SECRET ystema anc any no SECRET or 0P SECRET ytams | Fctnsl | S Of rsvoz o asron
——
ISM-1482 ‘mobile devices and Functional Intersects With Personally-Owned MDM-08 owned, mobile devices to organizational Technology 5 MDM-06
and personal data. Mobile Devices Assets, Applications and/or Services (TAAS).
dostopcomputrs
S—
ISM-1483 Server appliatior Functional AST-37.1 security-related Il 5 VPM-04.1
the internet. Updated 2026.3
iz Wabbrousers Functonat | itorsecswn | SOBene | g s croce | we | wma
& with industry-accepted hardening standards.
Wb rowaar ot rocess e ram e et X z Upammea 226
Socurs Sastins
- Web rowsers onctona | imersecsvin | Secvetesane | opg s cro2 | i w2 ma
i ndusy-acceptd hrdening standards
Updated 2026.3
Trusted Secure Baseline
s o : PRI [—— creos s croo ma
Conturaions
ity ccepted rcaning standards
oo 5 . Upamea 2oz
SocursSastios
ISM-1488 Of Functional Intersects With CFG-04 5 CFG-02 ML ML2 ML3
Configurations
ity sccoptd nrcning stancarss
Microsoft Of . 3 Updated 2026.3
swiss o Functonat | itersecswi | SUOBene | g s Er we | wma
& with industry-accepted hardening standards.
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re Controls Framework (SCF)
- - N Secure Controls Framework (SCF) Essential8 | Essential8  Essential8

ControtDesero o
a o Updatod2026.2
SocursSastios
ISM-1490 Application control Functional Intersects With Configurations CFG-04 5 CFG-02 ML2 ML3
ity sccoptd nrcning stancarss
inclcing, .
= Windows Script Host (cscript.exe and wscript.exe)
1SM-1491 Powershell hell Functional | Intersects With CFG-04 5 CFG-02
«Commana ) Contiuratons
< Windowa Managament ntrrmentation (i s
. .
recton 3 oo,
Hard ti S Baseli
1SM-1492 ardening operating Functional | Intersects With oouto Baseine CFG-04 vices (TAAS) 5 CFG-02
sysamcontgurtions Conturations
it sty accepte rcning sandar,
: echaams ste et and managea
" Configuration Confi M Datab CMDE) "
1SM-1493 Software registers equipment Functional | Intersects With | Management Database | AsT-0g.1 | COnfisuration Management Database (CMDB), or similar 5 AST-02.9
techneogy trmontrand govern tachnolgy et
(CMDB)
JSPR—
Py Waapmont | Functonat | s | Sovaesrin VP05 |coplyeatTechnology Aeets, Appianons anclr s veros
= Mochanism et t prvant umupparied Tashlogy
| Assets, Applications and/or Services (TAAS) by:
Unsupporad o placing
I1SM-1501 Cessation of support Functional Intersects With . AST-39 . 5 TDA17 ML ML2 ML3
Applestions ndlor \venoror manufacuer ana
Services (TAAS) (2) Requiring justification and documented approval for
thacontiundussofunsupporad TARS requradto
Blocking suspiclous or the email through a proxy device (e.g., Policy Enforcement Point.
1SM-1502 vy gateway. Functional | IntersectsWith | DNS&ContentFiltering | NET-17 EP)) for 5 NET-18
o iy comnec to dangorous oo
T ot Ao R AR R Automted machanms svta anarca Vi Facar
' te | Authentication (MFA) for:
organisation’s sensitive data. (1) Remote network access;
I Mt scor runctonst | mersecwin | Moo | i pary Teohnolopy ssets, Applcatonsanaior | woss | we | s
(3) Non-console access to critical TAAS that store,
o Fotomateamashanms sueta aarca Vi Facar
wntication (4EA o
(1) Remote network access;
1SM-1505 Mult-factor Functional Intersects With Mult-Factor IAC-37 (2) Third-party Technology Assets, Applications and/or 5 IAC-06 ML3
(01 Non-cansleaeces o crica TAAS ht stor,
- B : N I ; oo
P Vrameazoa
1SM-1507 vileBed accessto | hen first requested. Functional IAC-09 required for 5 I1AC-28.1
sams
Mochanisns st toreatitandcomrlprtoged Upamtea 2023
Privileged access to Privileged Account « privlege -
1507 e— Functonat | ntrscts Wit IAG-10[sceos s forusrs anc Tocmoloy sses, s nee
systems Management (PAM)
— Mechanism et oresrit end corrlprtaged Upamtea 2023
1SM-1508 q to undertake their duties. Functional Intersects With e IAC-10 access rights for users and Technology Assets, 5 IAC-16
systems Management (PAM)
Upamtea 2023
1SM-1508 o o undertake their dutes. Functional | Intersects With Least Privilege 1AC-30 5 1AC-21
tams Lo sccomplan saignsdtasoinsccarncewth
N P—— v i s - Upamtea 2023
1SM-1509 i "’g‘(“““ © Functional | Intersects With | of Event Logs &Security-|  MON-05 | Manager (SIEM), or similar automated tool, to support the 8 MON-02
systems Relevant Telemetry ratamatr
1SM-1509 N Functional Intersects With Privileged Functions MON-14 8 Uideies 28223 MON-03.3
ISM-1510 ' Functional Intersects With Retention Of Previous CFG-09 toretain 5 CFG-02.3
Digital ti digital ’
1SM-1510 eitalproservation Functional DCH-27 5 DCH-18
poly
gt
3 5 Updated 2026.3
ofvareanlor ysam mages, o wall s ey
Peroring nc i
ISM-1511 erforming and reteining Functional Intersects With Data Backups BCD-24 € 8 BCD-11 ML ML2 ML3
s o9ans
RecoaryPin bioces (RP01)
o P o
Tostog or Rl &
ists gres , Functonat | otrsoctswan | TIPS | ot |t chtna bk prosess, e wll o ho s wont | i me | wma
ackups sty intearitv and of the data,
P <common — Grammeaz26
1SM-1515 P Functional | Intersects With | scpazt busine: 5 BCD-11.5
onckuns Somping
Eqomant s apaBl g it 22 pir i 3
. ronctonat | osecsvin | BN ol | e dgtatandnon dgte mdiawhon s ongr \ s
methods Wodi Digoral Fequred, ingrganzaton doinedprocacrs.
e
System administrators to monitorand control
1SM-1520 4 screening, 3 Functional NET-03 at 5 NET-03
forgsteways
oo v, ovimams g
e = Mochamams st tmontorandcotol
sz | sepmatoncrstatons f— Ner02 M NEroa
ovimoms g e
sz | seporatonofaatatons unctonat | mrsocts i | OSSOSO | er - |CO8 omiigatehospecisecuiy ks ofaccosing | g NER02
v P Wachamam sttt moniorand ol
w522 | Separatonofcatafions | donmuardnoworkpthe Functona y NEr o2 M- NEroa
oviems o,
sz |somorntomot gt owe |dcWTIAEntworkpats. ot | s | OIS | gy GO omage v et syt | Neross
Reampieor "
1SM-1523 P Functional Intersects With Cross Domain Solution NET-41 (CDS) to mitigate the specific security risks of accessing 5 NET-02.3
event logging CDSs to identify any operational failures. (cDs)
erorm s expected andcannot b bypessec. troughapronydeic (.. PlicyEnorcemn Point
Partormingconent
iswtsoa mingce Functionat on ¢ e s Ner-18
users ity o connect o dangarous o ponited
I— formaton s
1SM-1525 System ownership and Functional Subset Of ormation ASSUTANce | 1550 | security, compliance and resilience assessment and 10 1A0-01
oversgt W Opeations
Mechansms st 10 e Techmology Aot
e
ISM-1525 System ownership and Functional Intersects With | Security Authorization 1A0-14 Applications and’or Services (TAAS) are officially 5 1A0-07
oersgnt authorzed o to-¢0 e naprocuctionenianment.
e P
 sacurty ks ancotol o miorTochnolagy asets, pplctions, S
1SM-1526 otecting systems and Functional Intersects With Monitor Controls cov-115 | d/or Data (TAASD) under their control on an ongoing 5 GOV-15.5
scurty, complianceandreslencs contrtsae
e, Machaiam it t e changes t Technalogy
threat: ‘Secure Development A Appl dlor S (TAAS) within th
1SM-1526 Functional Intersects With Life Cycle (SDLC) PRM-07 ssets, Applications and/or Services (i ) within the 5 PRM-07
e Gyte 5oL
Management o
1SM-1526 system, and Functional | IntersectsWith | Risk Identification Rskg | Mechanisms existto identify and documentrisks, both 5 RSK-03
Wochamams et o maniorand ool
ISM-1528 Using firewalls network infrastructure. Functional NET-03 twork at 5 NET-03
ovitama o o
for and TOP
|sM-1529 Outsourced cloud [ SECRET cloud services. Functional SubsetOf CloudSevices Clpgz |cloud management controls to ensure cloud instances 0 R
v socurs e sty practces
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RET and TOP Mechanisms exist to ensure mult-tenant owned or
SECRET cloud services. d d
Outsourced cloud Multi-Tenant
I15M-1529 Functional | Intersects With cLo-o7 ) 5 cLp-06
services Environments
access is appropriately segmented from othertenant
users.
are Physical access control mechanisms exist o enforce
Physical access to
e hysical
Access To Critical
15M-1530 account the combination of security zones they reside in. Functional | Intersects With PES12 ddition to the physical 5 PES03.4
and cryptographic Systems
for the facilty.
equipment
VU Local
e infrastructure. twal Local LANS) to limit
Using VirtualLocal Avea | O1Orks and public network nfrastructure. the ability of
IsM-1532 N— Functional | IntersectsWith | Network (VLAN) NET-10 | directly communicate with other devices on the subnet 5 NET-06.2
Separation and imit an attacker's abiliy to laterally move to
obite Devioe Mechanisms exist to establish a formal, documented Updated 2026.3
I5M-1533 maintained. Functional Subset Of MDM-01 | mobile device management policy that: 10
management policy Management Policy e "
Mechanisms exist to implement and govern Mobile
maintained. Device Management (MDM) controls.
Mobie device Centralized
I15M-1533 Functional SubsetOf | Management Of Mobile | MDM-02 10 MDM-01
management policy
Devices
Mochanisms exist (o securely dispose of, destroy or
Sanitising printers and Secure Disposal i d methodt :
I1sM-1534 ev Functional | Intersects With |Destruction or Re-Useof | AST-22  |(echMiAues and methods to provent: 5 AST-09
multfunction devices o N (1) Datarecovery; and
uipment
e (2) Components from being resold, redistributed and/or
o: Processes, Sensitive /Regulated
I15M-1535 e JSTEO, AGAO and REL data in textual and non- Functional | Intersects With e/ Regul DCH-08.1 5 DCH-14
and procedures Data Sharing Decisions
cted.
dan Event
Centralized Collection " e o i
I15M-1536 error messagos. 8 Functional | Intersects With [ of Event Logs & Security-|  MON.0s [ M2naBer (SIEM) or similar automated tool, o support the 5 MON-02
with databases
Relovant Telemetry e
dan Mechanisms exist to configure Technology Assets,
error messages, g ices (TAAS)
(1) Establish what type of event occurred;
Software interaction (2) When (date and time) the event oceurred;
I15M-1536 Functional | Intersects With | Contentof EventLogs | MON-09 |(3)Where the event occurred; 5 MON-03
with databases
(@) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the
event.
wd
« access or modification of particularly important content Manager (SIEM), or similar automated tool, o support the
« addition of new users, especially privileged users
« changes to user roles or privileges etomerry.
« attempts to elevate user privileges Contratized Colection
I5M-1537 Database eventlogging |+ 91°71°® containing comments Functional | Intersects With | of Event Logs &Security- | MON-05 5 MON-02
« queries containing multiple embedded queries Retevant Telometry
« database and query alerts or falures
+ database structure changes
« database administrator actions
+ use of executable commands
wai Mechanisms exist to configure Technology Assets,
« access or modification of particularly important content
« addition of new users, especially privileged users that contain sufficient information to, at a minimum:
« changes to user roles or privileges. (1) Establish what type of event occurred;
« attempts to elevate user privileges (2) When (date and time) the event occurred;
15M-1537 Database event logging |+ 91 containing comments Functional | Intersects With | Contentof EventLogs | MON-0g |(&) Wherethe event ocourred; 5 MON-03
« queries containing multiple embedded queries (@) The source of the event;
+ database and query alerts or failures. (5) The outcome (success or failure) of the event; and
« database structure changes (6) The identity of any user/subject associated with the
+ database administrator actions event.
« use of executable commands
wd
« access or modification of particularly important content and/or services with elevated privileges.
« addition of new users, especially privileged users
« changes to user roles or priileges
« attempts to olevate user privileges
. Privileged Function:
I5M-1537 Database eventlogging |+ 91°71°® containing comments Functional | Intersects With eged Functions | mon-1a 5 MON-03.3
« queries containing multiple embedded queries Logging
« database and query alerts or failures
« database structure changes
« database administrator actions
« use of executable commands
nts for ol
« access or modification of particularly important content
« addition of new users, especially privileged users database activites.
« changes to user roles or privileges
« attempts to elevate user privileges
« queries containing comment:
15M-1537 Database event logging |- 91 containing comments Functional | IntersectsWith |  Database Logging MON-32 5 MON-03.7
« queries containing multiple embedded queries
« database and query alerts or failures.
« database structure changes
« database administrator actions
« use of executable commands
Domain-based Message
hey do not pass DMARC resolution is designed, implemented and managed to
I5M-1540 Authentication, | ook Functional | Intersectswin | 0manNeme Service | er tect th ity of name / add ot 5 NET-10
Reportingang | "% (ONS) Resolution protect the seeurity of name f address resolutior
Gonformance
D! 2 Mechanisms exist to implement domain signature
Domain-Based Message verification protactions that authenticate incoming email
15M-1540 Authentication, | checks. Functional NET-30.1 5 NET-20.4
Reporting and
Gonformance Conformance (DMARC)
: Mechanisms exist o protect the confidentiality, intogri
Domain-based Message fechanisms exist o protect the confidentialky, intogrity
I not pass DMARC a
Authentication,
I5M-1540 checks. Functional | Intersects With | Electronic Messaging | NET-40.1 5 NET-13
Reportingand
Conformance
Microsoft Office s configured to prevent activation of Object Linking and . ] Updated 2026.3
Embedding packages.
Secure Baseline
IsM-1542 o Functional | Intersects With Contgurations CFG-04 5 CFG-02 M2 M3
with industry-accepted hardening standards.
froquency and TOP SECRET areas is
I15M-1543 , X Functional | Intersects With | Wireloss Networking | ~ NET-24  [and monitor for unauthorized wireless access. 5 NET-15
fagilities
Updated 2026.3
Securo Baselin
IsM-1544 Application control Functional | Intersects With oo CFG-04 5 CFG-02 M2 M3
@ with industry-accepted hardening standards
Microsoft Mechanisms exist to explicity allow (allowlist/ whitelist)
Explicity Allow/ D
IsM-1544 Application control Functional | Intersectswith | T OISt AW/ DEN | gpg g o0 5 CFG-03.3 M2 M3
Applications authorized to execute on systems,
Authenticatingt Identity & A
I5M-1546 UINENUCAETO | osources. Functional Subset Of entity & Acosss 1AC-02 10 1AC-01
systems Managoment IAM)
R domtiioation Mechariams eist o uniquely dentiy and centally
ISM-1546 e resourees. Functional | IntersectsWith | Authentication for 1AC-32 5 1AC-02
systoms
Organizational Users
D: are backup X
X 2 3
Databackupand | #2VeloPed. implemented and maintained Software and/or system images, as wellas verify the
1SM-1547 restoration processes Functional | Intersects With Data Backups BCD-24 © P, 5 BCD-11
and procedures
Recovery Point Objectives (RPOS).
procedures, are
Databackupand | 1€¥eloped, implemented and maintained. Software and/or system images, as well as verify the
IsM-1548 restoration processes Functional | Intersects With Data Backups BCD-24 Bty of by ofth 5 BCD-11
and procedures
” Recovery Point Objectives (RPOS)
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data
1SM-1549 . Functional Subset Of Data Protection DCH-02 10 DCH.01
poliov
™ Mechanisms exist o securely dispose of, destroy or
dures, are developed, implemented and maintained.
IT equipment disposal [ Pro°edures: are developed, implemented and maintaine Secure Disposal, " P o
1SM-1550 processes and Functional | Intersects With | Destruction or Re-Useof | AsT-22  [9°T"dues and methods to preven 5 AST-00
(1) Datarecovery; and
procedures Equipment
(2) Components from being resold, redistributed and/or
\r 3
Teauipment disposal a developed, impl dand d Digital &Non-Digital digital and non-digital media whents o
M50 vongescsand . |Procedures, are develope, implemented and maintained. cunctionat | intersectswitn | D! g oG4y |erase diitaland non-digital mediawhentis no tonger 5 DCH-08
Media Disposal required, using organization-defined procedures.
procedures
AniT
i 1 dard: ur
1SM-1551 [Tequipment | maintained Functional Subset Of Gov-04 TS cov-02
management policy Resilience compliant and resilient capabiltes.
iPs,
I1SM-1552 vieb sppcation Functional Practi TDA05 5 TDA-06
interactions oeop,
Web application ies. N
1SM-1552 " "" Functional | IntersectsWith | ~ Secure Web Traffic WEB-09 | delivered using cryptographic mechanisms (e.g., TLS). 5 WEB-10
interactions
ing T ression’s Y Encrypting Datal reven
15 Configuring Transport | TLS compression i disabled for TLS connections. onetonat | iersactemn rros prevent the, B rros
Laver Security Transit
if toissue p
personnel are: with temporary, loaner or “travel-only” end user
. technology (e.8.,Laptops and mobile devices) when
I a travelling to authoritarian countries with a hgher-than
I5M-1554 Iy for Functional | Intersects With | TravelOnlyDevices | AST-32 |average riskfor Intellectual Property (IP) theft or 5 AST-24
devices . o mobile
devices
. 2
iaithrokan
actions: with temporary, loaner or “travel-only” end user
Betortrvellng |1 2Tt lcsaincr types, technology (e.g. laptops and mabile devices) when
1SM-1555 Functional | Intersects With | Travel-Only Devices |~ AsT-gp | (2velling o authoritarian countries with a igher-than 5 AST-24
SN « update all operating systems and applications average isk for Intellectual Property (P) theft or
« backup al
oreme
take the tions: with temporary, loaner or “travel-only” end user
. technology (.., laptops and mobile devices) when
After travelling overseas
I5M-1556 e nvers22® | agcess to their organisation’s systems Functional | IntersectsWith | TravelOnlyDevices | AST-32 |travellingto authoritarian countries with a higher-than 5 AST24
. h s faled average risk for Intellectual Property (P) theft or
logon attemps.
otreme PR
tions: laptops and mobile devices) when returning from
1SM-1556 . Functional | Intersects With AST-33 5 AST-25
withmobile devices [ access to their organisation’s systems After Travel than average risk for Intellectual Property (P) theft or
. h s faled
ingle-factor ECRET Mechanisms exist to enforce complexity, length and
Password-Based
1SM-1557 Password strength | minimum of 17 characters. Functional | Intersects With P 1AC-15|lfespan considerations to ensure stron criteria for 5 1AC-10.1
o
Tor single- arenot Mechanisms exist to enforce complexity, length and
constructed using: lifespan considerations to ensure strong critera for
«alistof categorised words password-based authentication.
s # sreaLsntanceina etes anguoge ‘ o password Based o . o
- ,lterature, [ unctional oo - 10,
available material
. , OFFICIAL: a
PROTECTED systems; 5 random words for SECRET systems; or 6 random
el for TOP SECRET sustams
i , OFFICIAL: [Automated mechanisms existto enforce Mult-Factor
! Authentication (MFA) for
(1) Remote network access;
1SM-1559 Password strength Functional | Intersects With Mult-Factor a7 |? "‘"""’a"”“":"“’“ ‘Asasts, Applications and/or 5 1AC-08
(@) Non-console access to critical TAAS that store,
it EGRET [Automated mechanisms exist o enforce Mult-Factor
minimum of  characters. Authentication (MFA) for
(1) Remote network access;
1550 Password tangin Functonal | marsectswin | MetTector oy |(@heparyTechnologyAssts, Apications ancor s nous
or
(@) Non-console access o critical TAAS that store,
Passwords used for mult-factor authentication on TOP SECRET systems are [Automated mechanisms existto enforce Multi-Factor
aminimum of 10 cheracters. Authentication (MFA) for
(1) Remote network access;
P Password strengih runctonat | inersectswitn Multi-Factor \AGy |1 Thire-party Technalogy Assets, Applications and/or s AC08
(@) Non-console access o critical TAAS that store,
Video conferencing and P
Internet Protocol ure Baselin
1sM-1562 emet brotoc Functional | Intersectswitn | Seeure Baseline cFe-04 5 cFe-02
telephony infrastructure Configurations
with industry-accepted hardening standards
hardening
Video conferencingand Mechanisms exist o implement secure Video
Internet Protocol Video Teleconference
1SM-1562 Functional | Intersects With CFG-04.16 |and o 5 AST-20
telephony infrastructure (V1) Security .
hardening eavesdropping
o Mechanisms exist o define rules of behavior that contain
Video conferencing and o or e
explicit restrictions on the use of social media an
Internet Protocol ial Media & Social
1sM-1562 emet brotoc Functional Social Media &Social | - pg 45 5 5 HRS-05.2
telephony infrastructure
websites and sharing account information.
hardening
Video conferencing and to maintain a
Internet Protocol External P
1sM-1562 Functional NET-03.2 5 NET-032
telephony infrastructure
Services transmitted across each interface.
hardening
(At the conclusion of a security assessment for a system, a security
tre
Securityassessment | 119 300P@ of the security assessment Security Assessment
I5M-1563 oo « the system’s strengths and weaknesses Functional | Intersects With Pedtion 1013 |any remediation actions. 5 10-02.4
« securityrisks associated with the operation of the system
« the effectiveness o the implementation of controls
At the conclusion of a security assessment for a system, a plan of action and .
milestonesis produced by the system owner. Plan of Action and Milestones (POABM) or similar
(1) Deficiency tracking number;
control;
(3) Desaription of the deficiencylies);
@) Risk associated with the deficiencyfies);
Plan of act
1SM-1564 an of action and Functional | Intersects With 1A0-12 5 1A0-05
milestones Tracking (6) Temporary compensating controls, f applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiencylies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.8., closeout summary).
Mechanisms exist to provide role-based security,
et Fole-Based Securiy, complance and esence-elaed vaning:
1SM-1565 & o i Functional | Intersects With Compliance & saros | performing 5 sAT-03
awareness training assigned dutes;
Resilience Training
(2) When required by system changes; and
(3 Annualiy therentter
rovimgoyber seeurts Mechanisms existto provide specific raining for
1SM-1565 8 Y Functional | Intersects With | Privleged User Training |  SAT-05.2 privil 5 SAT-085
awareness training
their
i i X Event
oot aseena | accesiscomalyogges Comtratzed Cotostion F e e aSecrty i N
1SM-1566 P Functional | Intersects With [ of Event Logs & Security-|  MON.0s [ M2n2Ber (SIEM) or similar automated tool, o support the 5 MON-02
systems Relovant Telemetry -
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Mechanisms exist to govern Supply Chain sk Updated 2026.3
not used.
Prohibited Technology and prohibition of certain Technology Assets,
Cyber supply chainrisk g
1SM-1567 yber supply chain fs Functional | Intersects With | Assets, Applications |  AST-12 s ASTA7
management activties
andror :
(1) A statutory or regulatory body; or
‘Supply Chain Risk o
I5M-1567 Oyber supplychainrisk || oy Functional RSK-20 5 RSK-09
management activties
Plan acauisition. Technologv
inri u in R k it
1SM-1567 Gyber supply chain risk | not used. Functional | Intersscts win | SUPPYGhain Risk RSK-21 5 RSK-00.1
management activities
Mechanisms exist to utlze tallored acquisition
Cyber supply chainrisk Acquisition Strategies,
I1SM-1567 Yoersupply not used. Functional | Intersects with | & TPM-03  |strategies, contract tools and procurement methods for 5 TPM-03.1
management activities Tools & Methods e o
not used.
the organization's supply chain.
1SM-1567 Cyber supply chain isk Functional | Intersects With | Limit Potential Harm | TPM-04.2 5 TPM-03.2
management activities
Operating systems, applications, I equipment, OT equipment and services Mechanisms exist to utlze tallored acquisition
(M6 G the cunctionat | intersectswitn | AcauisitionStrategies, | |strategies, contract tools and procurement methods for 5 M08
activitios unique , Applications
. Operng s, ot T epment,OT squprent s seces E—
1SM-1568 o the Functional | Intersects With | Assessments & PM-10 5 TPM-04.1
activitios !
Approvals g
stomers formation n
Cyber supply chainrisk Supply Chain
1SM-1569 yber supply each party. Functional | Intersects With ipply 1RO-18 , Appl 5 IRO-10.4
management activities Coordination
and other organizations involved n the supply chain for
o third-part tothe organization's Technols
1SM-1569 4 Functional | Intersects With | Third-PartyServices |  TPM-12 party access tothe organization's Technology 5 TPM.04
management activities |each party. Assets, Applications, Services and/or Data (TAASD).
Mechanisms exist to control personnel security
1SM-1569 Cyber supply chain isk Functional | Intersectswitn | 1T -PeryPersonnel | oy g5 5 TPM.06
management activities Security
each party. for
Cyber supply chainrisk Third-
15M-1569 m‘;"age:‘zrz’mmm“ each party. Functional | Intersects With reaurements TPM-14 | requirements with third-parties, reflecting the 5 TPM-05
, OFFICIAL:
Sensitive, PROTECTED and SECRET cloud services undergo an IRAP for:
using theISM tothe (1) Statutory, regulatory and contractual compliance
beginning of the IRAP assessment (or a subsequent release), at least every 24 obligations;
months. (2) Monitoring capabiltes;
(@) Mobile device:
(@) Databases;
(5) Application security;
Assessmentof Speciaized (6) Embedded technologies (e.g. T and OT);
18M-1570 - 02
outsourced cloud Functional | Intersects With hedazes 1A0-05 | 7) Vulnerabitity management; 5 140022
service providers (8) Malicious code;
(9) Insider threats;
(10) Performancefload testing:
(1) Artiicial Intelligence and Autonomous Technologies
(AAT); andlor
(12) Other Technology Assets, Applications and/or
Services (TAAS) that require specialized expertise to
- iremoneath | contractualarangements with srvice provides. runctonat | inersectewin | Sensitve! Reguate ogs | data thatis colected, developed, received, transmitted, s K000
service providers in support of
P Contracts contract.
The right
.
Third-
1SM-1571 requirements with Functional | Intersects With N . TPM-14 third-parties,reflecting the 5 TPM.05
service providers “ 3
toredand Mechanisms exist to control the location of Technology
Geolocation
aswell 2 15, Appl
1sM-1572 3 Functional | Intersects With DCH-30.1 5 cLp-09
Processing, Storage and
service providers | service providers. includes statutory, regulatory and contractual
Senvice Locations
obligations.
toredand o prot
Contractual security
1 athat i v received, transmi
1sM-1572 requirements with 2 P Functional | Intersects win | Sentive/ReBulated |, oq - |data that s collocted, developed, received, transmitted, 5 140032
in support of
service providers
Contracts contract.
Comracatsonurty F toredand Thie-party rocessing, Mechanisms exist to restrict the location of information
1sM-1572 requirements with o P Functional | IntersectsWith | StorageandSewvice | TPM-12.2 5 TPM-04.4
service providers Locations
toredand
aswell b applicable security, compliance and resilionce
Third-Party Contract
1sM-1572 Functional | Intersects With Roedromonts TPM-14 | requirements with third-prties, reflecting the 5 TPM-05
service providers | service providers. “ 2
Contractual security Sensitive /Regulated data that s collected, developed, d, transmitted,
15M-1573 requirements with Functional | Intersects Wit | ool e ReBulate 1A0-0g | datathatis collected, developed, recelved, transmitted, 5 140032
Data I Supportof used or stored in support of the performance of a
service providers
Contracts contract
Contractual security Third-Party Risk
15M-1573 requirements with Functional | IntersectsWith |  Assessments & TPM-10 ou 5 TPM-04.1
service providers Approvals
Thi-party Gontract applicable security, compliance and resilience
18M-1573 requirements with Functional | Intersects With ot TPM-14 | requirements with third-parties, reflecting the 5 TPM-05
service providers. )
senvice
Contractual security
masra . Fncions | imrsects v | SSTSUNe/ RS | 1 gy |dtotntis ol dovlope, e, it 5 1A0-03.2
service providers. in suppor
Contracts contract
senvice
applicable security, compliance and resilience
Third-Party Contract
1SM-1574 Functional | Intersects With o W:mws TPM-14 | requirements with third-parties, reflecting the 5 TPM-05
service providers “ 3
riod of ane month
Conuactuat security oo Sensitve / Regulated data thatis collected, developed, o wansmited
1SM-1575 requirements with Functional | Intersects With [ Serote! Regutate: 1A0-05 | 9atathats collected, doveloped, received, transmilted, 5 140032
providers. Data I Supportof used or stored in support of the performance of a
service providers
Contracts contract
period of one month
Tnireparty Contract applicable security, compliance and resilience
1SM-1575 requirements with | providers. Functional | Intersects With o TPM-14 | requirements with third-parties, reflecting the 5 TPM.05
service providers. )
0 - T External
provider 3 (E5Ps) to provide notification of actual or potential
Access to systems by tentiall
1SM-1576 " Y Functional | Intersects With 211 can potentially 5 TPM-05.1
service providers. Notification Agreements affect or have adversely affected Technology Assets,
utiizes
Network segmentation Networ ntation
P letwork segmentation | networks. cunctional | Intorsectswitn | NetworkSegmentation |\ |within network architectures to iolate Technology s NET-05
and segregation (macrosegmentation)  Assots, Applications and/or Services (TAAS) from other
Capacity and availability aoitty ponseto Capacity & Pert N
apacity & Performance capacity
1SM-1579 planning and monitoring P Functional Subset Of pacy cap-02 10 cAP-01
availability planning for online services. Management
for online services
o
Capacity and availabilty aoitty ponseto AR
necessary capacity for information processing,
I15M-1579 planning and monitoring P Functional | Intersects With | Capacity Planning caP-03 v capactty P & 5 cAP-03
availability planning for online services. telecommunications and environmental support il exist|
for online services
il o Mechan "
apacty and avalabiy abiliy to echanisms st tocontrolresouco ulzaton
1SM-1579 planning and monitoring ” Functional | Intersects With Resource Priority CAP-04 5 cAP-02
availability planning for online services.
for online services
timit and resources
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‘Secure Controls Framework (SCF) Essential 8 Essential 8 Essential 8
FDE Name ent (FDE) Description 'SCF Control ec! QC " = o‘; L) S S S
(Capacity and availability " d ilable for Technology Assets, Applicati e
1SM-1579 planning and monitoring of capacityant Functional | Intersects With Elastic Expansion cap.og |2vailablefor Technology Assets, Applications and/or 5 CAP-05.
evatabiylaing o crina s oo TAAS, o domnd concions changa
Capacity and availability " d loud s loud instz
1SM-1579 planning and monitoring of capacityant Functional Subset Of Cloud Services CLp.oz |¢loudmanagement controls to ensure cloud instances 10 cLD-01
evatabiylaing o crina s JOs N ——
o
(Capacity and availability © senfoes it
1SM-1580 planning and monitoring Functional Subset Of CAP-02 P 10 CAP-01
Management
oy
Capacity and availability © senvices ity for infc i
1SM-1580 planning and monitoring Functional | Intersects With Capacity Planning Cap.o3  |"ecessany capacity for information processing, 5 CAP-03.
tecamminicaansand anvncomantl st il s
foroninosences
s Mochaiams et contol reserce st of
Capacity and availability i
msto | planngandmontarig Functonat | itorsects Wit | Rosoucapinty | capos s canon
foroninoserces
oy
Capacity and availability © senvices loud it controls t loud instz
1SM-1580 planning and monitoring Functional Subset Of Cloud Services CLp.oz |©loudmanagement controls to ensure cloud instances 10 cLD-01
e ecurs s ithincsiny pratces,
foraninoserces
Capacity and availability e d "
1SM-1581 planning and monitoring | 31998 18 Performed. Functional Subset Of P CAP-02 P 10 CAP-01
Hanagomont
foraninosences
Capacity and availability e d ity for infc i
1SM-1581 planning and monitoring | 31088 18 Performed. Functional | Intersects With Capacity Planning CAp.o3 |"ecessany capacity for information processing, 5 CAP-03.
tecamminicaansand anvncomantl st il s
foroninoserces
Capacity and availability e d i
1SM-1581 planning and monitoring | 31988 18 Performed. Functional | Intersects With Resource Priority. CAP-04 5 CAP-02
foraninoserces
Capacity and availability e d loud it controls t loud instz
1SM-1581 planning and monitoring | 31998 18 Performed. Functional Subset Of Cloud Services CLp.oz |©loudmanagement controls to ensure cloud instances 10 cLD-01
o ecurs s ithincsiy pratces,
foraninoserces
P — () Attt ansts
ISM-1582 Application control Functional Intersects With & CFG-07 (1) At least annually; 5 CFG-02.1 ML2 ML3
Rovews & Upctes e
(314 ot o systom srmpanent st
\dentification & Mec:wamsms exist to uniquely identify and centrally
1SM-1583 User identification Functional Intersects With | Authentication for Non- IAC-33 P 5 IAC-03
necatontoor o processe thtprocs soosto thocrgazatn.
L ‘modifying to develop,
ety ntonsiyof cpmsing st
b . -
s rdeningoparatng Functonat | ntorsecsin | SUOBene | g, AR ot s crooz
v # B with industry-accepted hardening standards.
Vrameazoa
Socurs Sl
1505 —— (RSN [—— croos s creo
Contiuratons
ity cceptod hrcning stancaros
R Wochmas S U iy et Upaatea 2263
1585 —— uncanat | otrsots i | PO BSEPIMISSONS | 45| il ase, Al andor S TAAS) s cHo0ss
P & orivileged roles.
o
1SM-1586 a. N a(s Functional Subset Of Continuous Monitoring MON-02 10 MON-01
Mochanisms st o sesse th rgamstomomesd or
ontarmgastampon |0 Aty andPrirze I ——————
1SM-1586 norport P Functional | Intersects With Monitoring MON-03.2 | Assets, Applications and/or Services (TAAS), based on 5 MON-01.16
T oo Mochaniams et o subrt T ERarg TS
1SM-1587 nnual reporting o officeraticastannually. Functional Intersects With Resilience Status CPL-27 i 5 GOv-17
oy sy stats S ——————
Reparing
SO e ovonea and paated ot amnanly. aroerana
contesions
s StandarsOporaing conctonst | oo | Bsseimeconturaon | L (i neostonmuty: . croon
Envrormerts R 8 Updetos (& When equred e t0so; o
(3) As part of system component installations and
= Erepingoa T —
ISM-1589 a Functional Intersects With orypting Data CRY-05 Cryptographic mecl & o prevel © 5 CRY-03
—— Mechanin it torotectieconfentaly, oGy
1SM-1589 " » email servers. Functional Intersects With Electronic Messaging NET-40.1 d 5 NET-13
encpion
+ theyerscampromissd
inisso | cramgngersdonsats |- suspectedofbeng compromisea cctonat | oo | Pereetonat | Lo neuthontoator pormitssccos i ror0s
< theyeesdscovrad st onmemwerkainthe e Adoiasors
. nacter
Suspeniontscossto AccountDisalingfor
I1SM-1591 uspension ofaceess Functional Intersects With o sabling IAC-08.5 |notification for users posing a significant risk to the 5 IAC-15.6
ssams Vigh sk st
- SpeatossRoma
ISM-1591 Suspension of access to Functional Di 7 NET-26.2 or s remote 5 NET-14.8
systems Disable Capability
‘ T Er T —T T Gpammea 20763
J— st Rols Permiod
1SM-1592 ppiicatior Functional Intersects With | oo o o es P © CFG-12 of software, unless the action is performed by a privileged 5 CFG-05
managoment ot St
‘
opten [o— snisms ot prevent nor-prvieged s
1SM-1592 pplicatior Functional | IntersectsWith | Users from Executing | IAC-30.1 | SXeCUtingprivileged functions to include disabling, 5 IAC-21.5
mansgament roumnting o« saingimplomertod socrty
PogaaFunctons
storvarcs
‘ Mechanisms exist to:
credentials. (1) Securely manage authenticators for users and
——— J— easian
1SM-1593 Setting credentials fo Functional Intersects With winentica IAC-14 devices; and 5 IAC-10
Managoment (2 Evsrs e strngth of authanicaton  agproprtoo
[ ———
. Wochamams ot
(3 Scurety managoatancators o users v
p—
1SM-1594 Functional Intersects With IAC-14 devices; and 5 IAC-10
user accounts Management (2
tnclasitcaion of h dta i acessed
Wechanms st
(1) Socursymanags autharatrs o usrs an
inerodotl — easan
1SM-1595 Setting credentials for Functional Intersects With Authenticator IAC-14 devices; and 5 IAC-10
Managoment (2 Evsrs e strngth of authanication s agprogrtoto
[ ———
Wachaam sttt atorce oo, tangh and
JS—— P
1SM-1596 etting credentials for Functional | Intersects With ‘assword-Baser IAC-15 |lifespan considerations to ensure strong criteria for 5 IAC-10.1
soracourts R — v
rotactonot
maser | proectngersdantat PRI [—— noraz ol s o105
J—
v ot ot Mochaniams ot ovaldate
p—— o o
- et o7 s 10
matanancoor opars (2 Appicate socurty, complanceandosience
T - e
1535 | HandingiToqument T 0 oorar
G ol secuty mechanams st ia mar syt
lassfentin v components ncicatingheimpacto
1sss | HandingiToqument Functanal | ntrsets Wit | Componervirkng | - pes-10 o s pesas
processed, stored or transmitted by the hardware
e s efore T e Mot e sz gt e
stangthand inegety commenuratowth o
‘Sanitising media before Digital Media
1200 remed Functonat | otesecswin | NS | ooy | or sensity of v formaton o s ocas
ipotaL relesseutofrgaiztonalcotrol rrlassa
omaremea oo [ et e o, p—
1SM-1600 itising " Functional Intersects With et DCH-18.4. to first use 5 DCH-09.4
frstuso Sotiarion
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Secure Controls Framework (SCF) L Essentials | Essentials  Essentiald
FDEName ent (FDE) Description SCF Control ST LT LEE) S| S S
Control Descriotion SCF#
Hardoningoperating | 7001 attack surface reduction ules are mplemented. Unsupported Internet Mechanisms exist to allow only approved Internet
1SM-1601 g operating Functional cFe-15 5 CFG-04.2
system configurations
Clients
c eyber, takehold 1 dard: ure,
1SM-1602 Functional Subset Of Gov-04 10 cov-02
security documentation Resilience compliant and resilient capabiltes.
secure autenteaton disabled optay Resistant Automated mechanisms exist to employ replay-resistant
I5M-1603 . Functional | Intersects With PloyRest 1AC-03.1  [authentication. 5 1C-02.2
methods Authentication
disabled Mechanisms exist to uniquely identify and centrally
Insecure authentication
15M-1603 Functional for 1AC-34 5 1AC-04
methods
Devices hat d repl
resistant.
o develop,
the mecharism Secure Baseline
I5M-1604 the | Functional | IntersectsWith o e CFG-04 ices (TAAS) 5 CFG-02
© with industry-accepted hardening standards.
the solation mechanism Vitatization support the employment of a diversity of operating
1SM-1604 Functional | Intersects With SEA23  |systems and applications. 5 SEA-181
Techniques
Vitualization ©
1SM-1605 Functional | Intersects With Tt SEA23  |support the employment of a diversity of operating 5 SEA-181
Functional separation e [ e o o e
atches, updates rtualization support the employment of a diversity of operatin
1SM-1606 between operating patches, up: Functional | Intersects With sea2s | %P Py Vot operating 5 SEA-181
Techniques systems and applications.
environments
Functional separation [ e o o et
rtualization support the employment of a diversity of operatin
I5M-1607 between operating Functional | Intersects With SEA-23 PP Py ol operating 5 SEA13.1
performed for Techniques systems and applications.
environments
o for <0 develop,
configurations.
Standard Operati Secure Basel
1SM-1608 andard Operating Functional | Intersects With oure Baseling CFG-04 ices (TAAS) 5 CFG-02
Environments Configurations
with industry-accepted hardening standards.
o Malicious God or similar
15M-1608 Standard Operating | i rations. Functional | Intersects With Protection END-04 to deteot 5 END-04
Environments
o Heuristic
Standard Operatin
15M-1608 PEratiNg | configurations. Functional END-04.2 5 END-04.4
Environments
Detection
1SM-1609 asystemfor Functional Subset Of 1R0-02 1 1R0-01
intrusions Operations
colated nidents.
‘Mechanisms exist to perform digital forensics and
M08 asystemfor cunctional | intersectswitn |  Chinof Custody& \Roa | mantain the integry ofthe chain of custody, in 5 0
intrusions Forensics accordance with applicable laws, regulations and
‘Mechanisms exist to timely-report incidents to
Handling and containing | /819M forthe purpose of ollecting urther data orevidence. Incident Stakeholder applcable;
15M-1609 Functional | Intersects With 1RO-16 (1) Internal stakeholders; 5 1RO-10
intrusions Reporting
(2) Affected clients & third-parties; and
<o document andreport th
1608 : a or evidence. unctona | Imersots i | StUSIOnBLANAISes | | sttus of brsecurtyand ata rteconincidents o s R0.08
the incident
(Amethod e Mechanisms exist to establish and control "emergency
1SM-1610 N R Functional | Intersccts With | EmergencyAccounts |  IAC-11  [29°eSS only accounts 5 1AC-15.9
systems ime
1SM-1611 N © Functional | Intersects with | EmorgencyAccounts | tac-11  |MeCaNSme et o sstablish and contrl"emergency 5 1AC-15.9
‘Mechanisms exist o establish and control emergency
1sM-1612 Functional | Intersects With | EmergencyAccounts | 1AC-11 toest goney 5 1AC-15.9
svstems access only" accounts.
to |Useof break Mech 10 establish and control
15M-1613 N o |Vee Functional | IntersectsWith | Emergency Accounts | tac-11 | MeeTememS e o establish and controlTemergency 5 1AC-15.9
1SM-1614 Functional | Intersects With | EmergencyAccounts | 1AC-11 emergency 5 1AC-15.9
svstems i access only" accounts.
hanged. Mech 10 establish and control
1SM-1615 Functional | Intersects With | EmergencyAccounts |  IAG-11 | loorniems existto establish and controlemergency 5 1AC-15.9
svstems access only" accounts.
y
ducts and @ and
Vulnerabilty disclosur Vulnerabilty Disclosur
1sM-1616 uinerabilty disclosure Functional | Intersects With Crablity Disclosure | - 1yip.12 5 THR-08
program Program (VOP) Services (TAAS) that receives unsolicted input from the
public about vulnerabilties in organizational TAAS.
The Gl X
Periodic Review &
program Resilience Program (SCRP), including policies, standards
Overseeingthe cyber Update of Security,
1SM-1617 18IS YOS | usiness Functonal | Intersectswitn | 072 SRR | 60041 | and procedures, ot planne ntervas o fsignificant 5 Gov-03
Thecl
Oversesingcyber |1 ©
1sM-1618 security incident Functional Subset Of 1RO-02 1 1R0-01
Operations
response activities
related incidents.
oG - Mechanisms exist to cover
(1) Preparation;
1
Overseeing cyber »
1SM-1618 security incident Functional | IntersectsWith |  Incident Handling 1RO-06 ';“’A e'l 5 1RO-02
response activities (3) Analysis;
(@) Containment;
(5) Eradication; and
) Recovery.
The Gl & Mechanisms exist o establish an integrated team of
Overseeing cyber Tand
1sM-1618 security incident Functional 1RO-11 5 1RO-07
response activities (SR protection incident response operations.
v a Mechanisms exist o require individuals to be
bultin Administrator a
nts, break.
1sM-1619 aceounts, break glass Functional | Intersects With | Group Authentication | IAC-21,1 |BOUP authenticatoris utilzed 5 1AC-02.1
accounts, local
administrator accounts
” Mechanisms exist to restrict and control privileged
1SM-1620 Drrectory Domain Functional | Intersectswith | P 1AC-10 and 5 1AC-16
Services securty group
Windows PowerShell 2.0s disabled or removed Updated 2026.3
Secure Baseline
1sM-1621 Powershell Functional | Intersects With cFe-04 5 cFe-02
Configurations
with industry-accepted hardening standards
PowerShell s configured to use Constrained Language Mode. . a a
Secure Baseline
1sM-1622 Powershell Functional | Intersects With enoratons CFG-04 5 cFe-02 M3
with industry-accepted hardening standards.
Powershell
centrally logged. o Baslin
1sM-1623 Powershell Functional | Intersectswitn | Seeure Baseline cFe-04 5 cFe-02 M2 M3
Configurations
with industry-accepted hardening standards
Powershell Loggins T a
functionality.
Secure Baseline
1sM-1624 Powershell Functional | Intersects With entoratons CFG-04 5 cFe-02
with industry-accepted hardening standards.
Aninsi a Tactiity
1sM-1625 Functional | Intersects With Insider Threats MON-17.3 5 MON-16.1
orogrem meintained. for potential incidents.
Insider th An d Updated 2026.3
IsM-1625 nsider threat mitgaton | invained. Functional Insider THR-15 5 1R0-022
program
Insider threat mitigation | " < Insider Threat
IsM-1625 1821ON | maintained. Functional | Intersects With THR-16 [ on recognizing and reporting potential indicators of 5 THR05
program Awareness
insider threat
ol Updated 2026.3
IsM-1626 insider threat Functional Insider THR-15 5 1R0-022
program

Secure Controls Framework (SCF)

290149



STRM Guidance:|

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
LEITAIINL RN Secure Controls Framework (SCF) version 2026.3

ent (FDE) Description

SCF Control

Focal Document URL: [iI¢

Secure Controls Framework (SCF)
Control Descriot

Legal
Insider Threat
IsM-1626 insider threat Functional | Intersects With P THR-16 [ on recognizing and reporting potential indicators of THR05
insider threat
I1SM-1627 Functional Intersects With | Detection / Prevention NET-31 / Prevention Systems (NIDS/NIPS) to detect and/or NET-08
NIPS) t
— blocked
I1SM-1628 Functional Intersects With | Detection / Prevention NET-31 / Prevention Systems (NIDS/NIPS) to detect and/or NET-08
NIPS) t
Use of Cryptographic
IsM-1629 SPB00-56A Rov. 3 Functional Subset Of e CRY-02 | cryptographic protections controls using known public CRY-01
Suppliers of operating systems, applications, IT equipment, OT equipment 3 d
of External hat can
1SM-1631 Functional IntersectsWith | Third-Partylnventories | Tpmog  |Potentiallyimpact the Confidentialiy, Integrity, TPM-01.1
Technology Assets, Applications, Services and/or Data
(TaasD)
Operating systems, applications, IT equipment, OT equipment and services Mechanisms exist to utilize tailored acquisition
\SM1632 Functional | Intersects with | AcuisitionStrategies, | strategies, contract tools and procurement methods for T
security of their Tools & Methods the purchase of unique Technology Assets, Applications.
o
Operating systems, applications, IT equipment, OT equipment and services Mechanisms exist to:
(1) Evaluate securiy risks and threats associated with
Security of their own systems. u
Supply Chain Risk
1SM-1632 Functional | Intersects With TPM04  [supply chains; and TPM-03
Management (SCRM) Supply chains; an
(2) Take appropriate remediation actions to minimize the
organization's exposure to those risks and threats, as
3 X 0. | date
resilience
I15M-1633 oftheimpact |  Functional Security, Gov-11 [ ices Gov-15
if it were to be compromised or attacked. Resilience Capabilities and/or Data (TAASD) under their control.
3 e data
ailor resilience
1SM-1634 resilience objectives. Functional Security, GOV-11 |p ., Applications, Services GOV-15.
Resilience Capabilties and/or Data (TAASD) under their control.
3 2 select o competdat:
to select required security, compliance and resilience
ISM-1634 resilience objectives. Functional Intersects With Select Controls. GOV-11.1 [ controls for Technology Assets, Applications, Services GOV-15.1
and/or Data (TAASD) under their control.
data
environment. resilience
1SM-1635 Functional Security, GOv-11 [ Applications, Services. Gov-15.
Resilience Capabilties and/or Data (TAASD) under their control.
<0 compel da
environment. o implement required security, compliance and
1SM-1635 Functional Implement Controls | GOV-11.2 pplications, Gov-15.2
under their control.
3 data
ensure controls for each non-classified, OFFICIAL: Sensitive, PROTECTED 0 operationalize security, compliance and resilience
1SM-1636 and SECRET Functional Intersects With | Security, Compliance & | Gov-11 |’ Applications, Services GOV-15.
their organisation’ and/or Data (TAASD) under their control.
Resilience Capabilities
asintendad
3 g o | date
ensure controls for each non-classified, OFFICIAL: Sensitive, PROTECTED o assess f required security, compliance and resilience
and SECRET controls for Technology Assets, Applications, Services
1SM-1636 & Functional | IntersectsWith | Assess Controls GOv-11.3 | nd/or Data (TAASD) under thelr control ae: GOV-15.3
@ (1) Designed to meet control objectives;
(2)Implemented correctly; and
(3) Operating as intended.
and regularly verifed. complete list of External Service Providers (ESPS) that can
1SM-1637 Functional | Intersects With | Third-Party Inventories |  Tpm.0g | POteniallyimpact the Confidentiality, Integrity, TPM-01.1
Technology Assets, Applications, Services and/or Data
maaso
outsourced cloud service: complete list of External Service Providers (ESPs) that can
« cloud service provider's name potentially impact the Confidentiality, Integrity,
« cloud service’s name the
1SM-1638 N Functional | Intersects With | Third-Party Inventories |  TPM-0g | 1eChnologY Assets, Applications, Services and/or Data TPM01.1
* sensitivity or classification of data involved (TAASD).
« due date for the next security assessment of the cloud senvice
« contractual arrangements for the cloud service
« point of contact for users of the cloud senvice
+ 217 contact detail
Physical security mechanisms exist to protect power and
ISM-1639 ZoemxTem, Functional | Intersectswitn | TMSTISSIONMedum | peg 4 pporing PES-12.1
atfive-metre intervals. Security
damage
tral Physical security mechanisms exist to protect power and
1SM-1640 nspection points. Functional | Intersectswitn | T"NSTISSIONMedium | peg 4 pporing PES-12.1
Security
damase
adegausser, g Mechanisms exist to securely dispose of, destroy or
def temalplatt
forming any internal platters. Secure isposal, oo s s :
1SM-1641 Functional Intersects With | Destruction or Re-Use of AST-22 ochniques and methods to prevent AST-09
ot (1) Datarecovery; and
(2) Components from being resold, redistributed and/or
t0apply
1SM-1642 Functional Intersects With First Time Use DCH-18.4 DCH-09.4
Sanitization
Mechanisms exist to perform inventories of Technology
drivers, operating systems and firmware. Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) dentifies authorized software products, including
businessjustification details;
(3) Is at the level of granularity deemed necessary for
1SM-1643 Functional Intersects With Asset Inventories AST-04 | tracking and reporting; AST-02
(4)Includes organization-defined information deemed
and
(5)15 available for review and audit by designated
organizational personnel.
Sensitive
Social Media & Social explicit restrictions on the use of social media and
1sM-1644 beingoverheard. Functional | Intersects With HRS-06.2 HRS-05.2
Networking Restrictions.
websites and sharing account nformation.
Sensitive or Physical security mechanisms exist to locate system
IsM-1644 being overheard. Functonal | Intersectswitn | EPMet g PES-16 hazards and to PES-12
minimize the opportunity for unauthorized access,
Floor d and regular Mechanisms exist to maintain network architecture
verified diagrams that:
Network Diagrams & (1) Contain sufficient detail to assess the security of the
1sM-1645 Functional " AST-17 AST-04
(2) Reflect the current architecture of the network
(0FDs)
environment; and
(@) Document ll sensitive and/or regulated data flows.
Floor plan diagrams contain the following: Mechanisms exist to maintain network architecture
. ) diagrams that:
~;sble reucuh:m:n Sy:(em and conduit paths Network Diagrams & (1) Contain sufficient detail to assess the security of the
1SM-1646 \oor concentration boxes Functional g AST-17 AST-04
+ walloutlet boxes oron) (2)Reflect the current architecture of the network
« network cabinets. environment; and
(3) Document ll sensitive and/or regulated data flows.
Privieged disabled after 12 Automated
months unless revalidated. | Access Control (ABAC) through policy-driven, dynamic
ISM-1647 Functional Intersects With IAC-07 IAC-29

Control (ABAC)

(1) Enforce usage conditions for users and/or role; and
(2)Support the secure sharing o information.
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re Controls Framework (SCF)
- N e e e Essentials  Essentials  Essentials,
ccessto ” Periodic Review of CREEETER)
I5M-1647 Functional | Intersects With |  Individual & Service 1AC-12 1AC-17
systems the need for such privileges and reassign or remove.
Account Privileges
Privileged disabled after 45 days of Automated Updated 20263
inactiviy. Access Control (ABAC) through policy-criven, dynamic
Suspension of access to
IsM-1648 ” Functional | Intersects With 1AC-07 1AC-29
systems Control (ABAC) (1) Enforce usage conditions for users and/or role; and
(2) Support the secure sharing of information.
r n X
SM-1648 accessto Sdaysof [ [ onal | intersectswich | Disablenactive \AC-08.4 | Automated mechanisms existto disable inactive Updated 2026.3 o
sstems inactivy. Accounts ed time eriod.
P 45 days of Mechanisms existto restrict and control privileged Updated 2026.3
Suspension of access to el Privileged Account iechanisis existto restrict and contro priviege i
I5M-1648 inactivy. Functional | Intersects With 1AC10  |access rights for users and Technology Assets, 1AC-16
systems Management (PAM)
N 45 days of periodio Review of P P Updated 20263
I5M-1648 pens! nactiviy: Functional | Intersects With |  Individual & Service 1AC-12 1AC-17
systems the need for such privileges and reassign or remove.
Account Privileges
orivieged access o is used for d th Automated System Automated mechanisms exist o support the Updated 20263
I5M-1649 - resources. Functional | Intersects With | AccountManagement | IAC-08.1 | management of system accounts (e.g., directory 1AC-15.1 M3
e (Directory Services) services).
is used for d th Mechanisms exist to restrict and control privileged Updated 20263
Privileged access to Privileged Account
I5M-1649 © resources. Functional | Intersects With b 1AC10  |access rights for users and Technology Assets, 1AC-16 M3
systems Management (PAM)
Event X
Privileged accessto | logged. Centralized Collection " b " e y Updated 2026.3
15M-1650 B oBgo Functional | Intersects With | of Event Logs & Security- | MON-0s | N8 (SIEM). orsimilar automated toal, o support the MON-02 M2 M3
systems Relevant Telemetry ot
15M-1650 i Functional | Intersectswitn | MIeBeSFunetions | oy 4, MON-03.3 M2 M3
svstems logged. Logging and/or
Privigod accessto g account Greation and Automated mechanisms exist to generate event logs for Updated 2026.3
I5M-1650 togged. Functional | Intersects With MON-14.1 | permissions changes to privileged accounts and/or MON-16.4 M2 M3
Madification Logging
groups.
Internet Explorer 11 s disabled or removed. <0 develop,
I5M-1654 Hardening operaling Functional | Intersectswitn | Scoure Baseline CFG-04 vices (TAAS) CFG-02 ] M2 M3
system configurations Configurations
with industry-accepted hardening standards.
Hordeningoperating | METeLExplorer 111s disabled or removed Unsupported Internet Mechanisms exist o allow only approved Internet
I5M-1654 rloning operaing Functional CFG-15 CFG-04.2 ] M2 M3
system configurations
Clients
NETFi 3.5 (includes NET 2.0 and removed. d d Updated 2026.3
Hardening operating Secure Baseline
I5M-1655 Functional | Intersects With CFG-04 CFG-02
system configurations Configurations
with industry-accepted hardening standards
Configure Technology Mechanisms exist o configure Technology Assets,
I5M-1656 Application control Functional | Intersectswith | ASSCS APRLCAUIONS | g o CFG-02.5 M3
and/or Services (TAAS) areas with more restrictive secure baseline
for High-Risk Areas
T [ r t0develop, Updated 2026.3
installers, compi JHTML Lapplets Secure Baseline
15M-1657 Functional | Intersects With P CFG-04 (TAAS) that CFG-02 M1 M2 M3
© with industry-accepted hardening standards.
tict Updated 2026.3
approved set. Secure Baseline
I5M-1658 Application control Functional | Intersects With CFG-04 CFG-02 M3
Configurations
with industry-accepted hardening standards
Microsoft's vulnerable driver blocklistis implemented. t0develop, Updated 2026.3
Secure Baseline
15M-1659 Application control Functional | Intersects With P CFG-04 (TAAS) that CFG-02 M3
© with industry-accepted hardening standards.
Event ated 2026.
Centralized Collection " v ol e CPEHErR
15M-1660 Application control Functional | Intersects With | of Event Logs & Security- | MON-0s | N8 (SIEM). orsimilar automated toal, o support the MON-02 M2 M3
Relevant Telemetry ot
Mechanisms exist to configure Technology Assets, Updated 2026.3
(TAAS) togs
(1) Establish what type of event occurred;
(2) When (date and time) the event occurred;
15M-1660 Application control Functional ogs | MON-09 |(3) eventoccurred; MON-03 M2 M3
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the
event.
Microsoft Office s blocked from oreating child processes. Updated 2026.3
Secure Baseline
I5M-1667 o Functional | Intersects With CFG-04 CFG-02 M2 M3
Configurations
with industry-accepted hardening standards
Microsoft Office s blocked from creating executable content Mechanisms exist to develop, document and maintain Updated 2026.3
Secure Baseline
I5M-1668 o Functional | Intersects With Confgurations CFG-04 (TAAS) that CFG-02 M2 M3
with industry-accepted hardening standards.
Microsoft Office s blocked from injecting code into other processes. Updated 2026.3
Secure Baseline
I5M-1669 o Functional | Intersects With CFG-04 CFG-02 M2 M3
Configurations
with industry-accepted hardening standards
PDI Mechanisms exist to develop, document and maintain Updated 2026.3
Portable Document Secure Baseline
15M-1670 Functional | Intersects With CFG-04 (TAAS) that CFG-02 M2 M3
Format applications Configurations
with industry-accepted hardening standards.
Microsoft O Updated 2026.3
demonstrated business requirement.
Secure Baseline
IsM-1671 o Functional | Intersects With CFG-04 CFG-02 ] M2 M3
Configurations
with industry-accepted hardening standards
Microsoft Office macro antivirus scanning s enabled. o d Updated 2026.3
Secure Baseline
I15M-1672 o Functional | Intersects With Contgurations CFG-04 CFG-02 MLt M2 M3
with industry-accepted hardening standards.
Microsoft Office macros are blocked from making Win32 API calls. Updated 2026.3
Secure Baseline
I5M-1673 o Functional | Intersects With CFG-04 CFG-02 M2 M3
Configurations
with industry-accepted hardening standards
y X d Updated 2026.3
aTrusted Locat, s Secure Basel
ecure Baseline
I1sM-1674 o Functional | Intersects With Contgurations CFG-04 CFG-02 M3
with industry-accepted hardening standards.
Microsoft O b Updated 2026.3
enabled via the Message Bar or Backstage View. Secure Baseline
I5M-1675 o Functional | Intersects With CFG-04 CFG-02 M3
Configurations
with industry-accepted hardening standards
Microsoft Office’s st .o d Updated 2026.3
Secure Baseline
I15M-1676 o Functional | Intersects With Contgurations CFG-04 CFG-02 M3
with industry-accepted hardening standards.
Mt Automated mechanisms oxist o enforce Multi-Factor
services that process, store or communicate their organisation’s sensitive Authentication (MFA) for:
data (1) Remote network access;
sM1679 Muliifactor Functionst | Intersects with Mutti-Factor \Ac.a7 (2 Third-party Technology Assets, Applications and/or e g a 5
authentication ol or
(3) Non-console access to critical TAAS that store,
Multi-f Automated mechanisms exist to enforce Mult-Factor
store Authentication (MFA) for:
organisation’s non-sensitive data. (1) Remote network access;
SM-1680 Muliifactor Functionst | Intersects with Mutti-Factor \Ac.a7 (2 Third-party Technology Assets, Applications and/or @) g 05 05
authentication
(3) Non-console access to critical TAAS that store,
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re Controls Framework (SCF)
— soF controt R L e Essontials | Essentials | Essentials
Multi d Automated mechanisms exist to enforce Multi-Factor
customer services . Authentication (MFA) for:
data. (1) Remote network access;
factor i ¥ i v
16t Muli-factor Functionat | intersectewitn Muli-Factor \ACa7 |@ Thirc-party Technology Assats, Applications and/o 5 e oI e 5
authentication dor
(3) Non-console access to critical TAAS that store,
Ml systemsis (Automated mechanisms exist o enforce phishing- Updated 2026.3
phishing-resistant. it Ml hrough
Mult-factor
1sM-1682 Functional Equal 1AC-37.2 the 10 M2 M3
authentication
(MFR) verifier's identity, preventing credential relay by an
Mt foct i, Event Log & Securty- logs and secu Raisszizes
1sM-1683 ultfactor o8 Functional | IntersectsWith | RelevantTelemetry | ~MON-03 8 MON-01.8
authentication "
Monitoring
orocedures.
Mt foct e Centralized Collection Ever Raisszizes
ult-factor logge . 3
1SM-1683 e Functional | Intersects With | of Event Logs &Security- | MON-05 ger ¢ 8 MON-02
authentication \
Relevant Telemetry
telemetry.
Tocal Mechanisms exist o establish and control "emergency Updated 2026.3
built tong, unique, access only” accounts.
1SM-1685 aceounts, break glass Functional | Intersects With | EmergencyAccounts | 1AC-11 5 1AC-15.9 M2 MLs
accounts, local
administrator accounts
Credential Guard functionality s enabled. a d Updated 2026.3
Secure Baseline
1sM-1686 Protecting credentials Functional | Intersects With CFG-04 5 cFe.02
Configurations
with industry-accepted hardening standards.
Gredential Guard functionaliy is enabled. orotectionor Mochanisms exist o protect authenticators Updated 2026.3
1sM-1686 Protecting credentials Functional | Intersects With 1AC-14.2 3 1AC-105
Authenticators
Mechanisms exist to prevent privileged operating Updated 2026.3
operating environments.
1sM-1687 Separate privieged Functional Equal seas2 10 sea22
operating environments
of Technology Assets, Applications and/or Services
Tas)
[ Updated
' L ) )
Seperateprvieged |oTVTONMeNtS. Role-Based Access (RBAC) for Technology Assets, Applications, Services
1sM-1688 Functional | Intersects With 1AC-06 |and/or Data (TAASD) to restrict access to individuals. 5 1AC-08
operating environments Control (RBAC) ”
coparatopmioged | ‘Automated System [Automated mechanisms exist o support the Updated 2026.3
1SM-1688 e o | mironments. Functional 1AC-08.1 directory 5 1AC-15.1
perating (Directory Services) services).
Separato pritagod ” Non-P o pr Updated 2026.3
1SM-1689 e 1 | 0gon to unprivieged operating environments. Functional | Intersects With | for Non-Security 1AC-30.3 [ privileged accounts, while performing non-security 5 1nc21.2 MLT M2 M3
perating Functions functions.
Patches, up: e Mechanisms exist o conduct software patching for al
15M-1690 g ko Functional | Intersects With S""‘”i’i“:";"wa“’ VPM-08 | deployed Technology Assets, Applications and/or 5 VPM05 MLT M2 M3
Patches, up: e Mechanisms exist to conduct software patching for al
Lctient; feployed Technology Assets, Applications and/or
15M-1691 P g g PO Functional | Intersectswitn | SOTM@CEFIMWATe |y by oq - |deployed Technology Assets, Applications andlt 5 VPM05 MLT M2
release. Patching Services (TAAS), including firmware.
Patches, up: 2 Mechanisms exist o conduct software patching for al
p . . emailclients, PDF deployed Technology Assets, Applications and/or
Software & Firmware
I1sM-1692 e i release Functional | Intersects With oorehing VPM.08 | Services (TAAS), including firmware. 5 VPM-05 ML3
Patches, updates or other vendor mitigations for vulnerabilties in ‘Mechanisms exist o conduct software patching for al
\SM1683 ) runctonat | intersoctowin | Sofware&Fimware | | geployed Technalogy Assets, Applications andor s vemos e s
extensions, emallclients, PDF o Patching Services (TAAS), including firmware.
colense
Patches, updates Mechanisms exist to conduct software patching for all
\SMr608 systems of cunctionat | intorsectowitn | Sotware&Fimware | |deployed Technology Assets, Applications and/or 5 VM08 i o s
ppi Patching Services (TAAS), including firmware.
tical
Patches, updates Mechanisms exist to conduct software patching for all
\SMt605 sy runctonat | intersoctowin | Sofware&Fimware | | geployed Technalogy Assets, Applications andor 5 VPM0s i o
release. Patching Services (TAAS), including firmware.
Patches, updates Mechanisms exist to conduct software patching for all
Mitgstingknown Softworo & Finmare deployed Technology Assets, Applications and/or
1SM-1696 Functional | Intersects With VPM-08 [ Services (TAAS), including firmware. 5 VPM-05 M3
wlnerabilties Patching
Patches, up: ” Mechanisms exist to conduct software patching for al
Software & Firmware
1SM-1697 Functional vPM-08 loyed Technology Assets, Applications and/or 5 VPM-05 M3
wlnerabilities Patching deployed Technology Assets, Applications and
crtical
least daily Mechanisms exist to detect vulnerabilities and
1SM-1698 P Functional veM-12 5 VPM-08 MLT M2 M3
Mechanisms exist to detect vulnerabilities and
1SM-1699 Vulnerability scanning | g Functional | Intersects With | Vulnerability Scanning | VPM-12 5 VPM-06 MLt M2 M3
L ctients, PDF app! and systems and applications.
least fortnightly Mechanisms exist o detect vulnerabilities and
1SM-1700 Vulnerability scanning | P Functional | Intersects With | Vulnerability Scanning | VPM-12 5 VPM-06 M2 M3
suites, jons, emal clent ppl y systems and applications.
and security broducts:
least daily Mechanisms exist o detect vulnerabilities and
1SM-1701 P Functional veM-12 5 VPM-08 MLT M2 M3
int !
least fortnightly Mechanisms exist to detect vulnerabilities and
1sM-1702 Vulnerability scanning | P Functional | Intersects With | Vulnerability Scanning | VPM-12 5 VPM-06 MLt M2 M3
systems and applications.
least fortnightly Mechanisms exist o detect vulnerabilities and
1SM-1703 P Functional veM-12 5 VPM-08 M3
) extensions, emallclients Mechanisms exist to prevent unsupported Technology
F dobe Flash Pl areno Assots, Applications and/or Services (TAAS) by:
longer supported by vendors e removed. Unsupported it placing
\
1SM-1704 Gessation of support Functional | Intersects With " | astao g 5 TDA17 MLt M2 M3
Applications and/or vendor or manufacturer; and
Services (TAAS) (2) Requiring justifcation and documented approval for
the continued use of unsupported TAAS required to
Updated 2026.3
I15M-1705 Functional Data BCD-20 priviog backup 5 BCD-11.9 M2 M3
and
backups belonging to oth s Data Backup delete data backups to only th leged th graseezeies
1SM-1705 Backupaccess | 005 Packups belongingto other user accounts Functional | IntersectsWith | Modification and/or |  BCD-g3 |91 9at@ backubs to only those privilegod users wi 5 BCD-11.10
Destruction
Updated 2026.3
1SM-1706 Backupaccess access their own backups. Functional Data BCD-20 priviog backup 5 BCD-11.9 M3
and
theirown back Data Backup delete data backups to only th leged th graseezeies
1SM-1706 Backupaccess | 70058 theirown backups. Functional | IntersectsWith | Modification and/or |  BCD-g3 |91 9ata backups to only those privilegod users wi 5 BCD-11.10
Destruction
Updated 2026.3
1sM-1707 Functional | Intersects With | DataBackupAccess | BCD-g0  |noS@ Privileged users with assigned roles for data backup 5 BCD-11.9
deletion and recovery operations.
Data Backup Updated 2026.3
I15M-1707 Tt prevented from modifying and deleting backups Functional BCD-33 priviloged users with 5 BCD-11.10 M2 M3
eletion
Destruction L
Mechanisms exist to maintain a secure, immutable Updated 2026.3
1sM-1708 Functional | Intersects witn | FeSiientDataBackup | - gop oy - |backes 5
deletion Architecture architecture.
1SM-1708 Functional | Intersects With Data Backup BCD-33 5 ) BCD-11.10 M3
deletion iviloged users with
Settings for wireless access points are hardened. X
Secure Baseline g
1sM-1710 Default settings Functional | Intersects With o e cFe-04 5 cre.02
@ with industry-accepted hardening standards.
Us s [ Mechanisms exist to develop, govern & update
18M-1711 802.1 Functional Subset Of NET-02 [ procedures to faciliate the implementation of Network 10 NET-01
Controls (NSC) it O
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Secure Controls Framework (SCF)
Control Descrintion
Mechanisms exist to develop, govern & update.

18M-1712 Functional Subset Of NET-02 [ procedures to faciliate the implementation of Network NET-01
Controls (NSC)
Security C
ped, omovabte Med Mechanisms exist to restrict emovable media n
18M-1713 regularlyverified. Functional | Intersects With oty DeH-21 DCH-12
ecuri
oarameters.
[A"security.txt file s hosted for each of s y
toassistin a
s products and Vulnerabilty Disclosure " o
1sM-1717 Functional | Intersects With v THR-12 THR-06.
public about vlnerabilities in organizational TAAS.
[SECRET cables are coloured salmon pink. Physical security mechanisms exist o protect power and
1sM-1718 Functional | Intersectswith | "1MESOR MO | peg 16,4 pPorting PES-121
urity
damace.
(SECRET cables are coloured salmon pink. Physical security mechanisms exist to mark system
hardware components indicating the impact or
1sM-1718 Functional | Intersects With | ComponentMarking | PES-18 PES-16
processed, stored or transmitted by the hardware
component
TOP SECRET cables are coloured red. Physical security mechanisms exist o protect power and
s runctionat | intersoetewin | TrensTissionMedium | oo telocommunications cabling oarying data or supporting pEs 121
Security
damage
TOP SECRET cables are coloured red. Physical security mechanisms exist to mark system
hardware components indicating the impact or
1sM-1719 Functional | Intersects With | ComponentMarking | PES-18 tevel of PES-16
processed, stored or transmitted by the hardware
component
[SECRET wall outlot boxes are coloured salmon pink. Physical security mechanisms exist o protect power and
18M-1720 Functional | ntersectswith | 1MESOR MO | peg 16,4 pPorting PES-121
urity
damace.
[SECRET wall outlot boxes are coloured salmon pink. Physical security mechanisms exist to mark system
hardware components indicating the impact or
1SM-1720 Functional | Intersects With | ComponentMarking | PES-18 tevelof PES-16
processed, stored or transmitted by the hardware
companent
TOP SECRET wall outlet boxes are coloured red. Physical security mechanisms exist o protect power and
P runctionat | interseetewin | TrensTission Medium | oo telocommunications cabling carying data or supporting pEs 121
Security
damage
TOP SECRET wall outlet boxes are coloured red. Physical security mechanisms exist to mark system
hardware components indicating the impact or
18M-1721 Functional | Intersects With | Component Marking | PES-18 tevelof PES-16
processed, stored or ransmitted by the hardware
Mechanisms existto securely dispose of, destroy or
hammer mil, disintegrator or grinder/sander. Seore Disposal, . oo :
-~ Functonst | ntrscts Wit [Dostuction or o Usoot|  AStz2 |{201IaUE8 and metnods o prvent asto0
vt (1) Data recovery; an
(2) Components from being resold, redistributed and/or
Digital & Non-Digital digitaland non-
1SM-1722 Functional | Intersects With DCHA7 A non-digital media when i ‘: o longer DCH-08
procedures.
- C Mechanisms existto securely dispose of, destroy or
mil, isintegrator, degausser or by cutting,
Secure Disposal,
techniques and methods to prevent:
1sM-1723 Functional | Intersects With | Destruction or Re-Use of|  AST-22 AST-09
Eauoment (1) Datarecovery; and
e (2) Components from being resold, redistributed andor
Magnetic floppy disk: n 3
PR, mil, disintegrator, degausser or by cutting, runctonat | intersoctewnn | DiEtat&Non-Digital | lerase digiat and non-digital media whenitis o onger o8
Media Disposal required, using organization-defined procedures.
hammer mil, Mechanisms existto securely dispose of, destroy or
disintegrator, grinder/sander or degausser. Seore Disposal, . oo :
— Functonst | ntrscts Wit [Dostuction or o Usoot|  AStz2 |{20TIaUE8 and metnods o prvent asto0
vt (1) Data recovery; an
(2) Components from being resold, redistributed and/or
hammer mil, 3
Digital & Non-Digital digital and non-
1SM-1724 Functional | Intersects With DCH-17 non-digitslmediawhenitieno longer DCH-08
a procedures.
Tammer mit, Mechanisms exist o securely dispose of, destroy or
disintegrator, d byeut
fsintegrator, degausser o by cutting. Socuro Disposal, oo rclgrans :
1sM-1725 Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | ‘9T miaues and methodsto prevent AST-09
Equipmont (1) Datarecovery; and
(2) Components from being resold, redistributed and/or
netic hammermil, 3
w725 " runctonat | intersectownn | DiEftat&Non-Digtal | lerase digiat and non-digital media whenit s o onger o8
Media Disposal required, using organization-defined procedures.
Optical sk nammer mil, Mechanisms existto securely dispose of, destroy or
disintegrator, grinder/sander or by cutting, Seore Disposal, . oo :
1SM-1726 Functional | Intersects With [ Destruction or Re-Useof|  AST-22  |\°Chniaues and methods to prevent: AST-00
(1) Data recovery; and
Equipment
(2) Components from being resold, redistributed and/or
Cptical hammer mil, 3
Digital & Non-Digital digital and non-
1SM-1726 e Functional | Intersects With DCH-17 non-digitslmediawhenitieno longer DCH-08
a procedures.
C Mechanisms exist o securely dispose of, destroy or
or disintegrator.
mitordisintegrator. Secure Disposal, oo oo o
1sM-1727 Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | ‘9T miaues and methodsto prevent AST-09
Equipmont (1) Datarecovery; and
(2) Components from being resold, redistributed and/or
n 3
72y millor disintegator. runctonat | intersectewnn | DiEftat&Non-Digtal | lerase digiat and non-digital media whenit s o onger o8
Media Disposal required, using organization-defined procedures.
RETmedials Mechanisms existto securely dispose of, destroy or
OFFICIAL fless PROTECTED it
ey Secure Disposal, s A ©
15M-1728 © or @ Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | !ochnidues and methods toprevent: AST-09
Eaupmont (1)Data recovery; and
(2) Components from being resold, redistributed and/or
ECRET media s Physioal security mochanisms exist to mark systam
stored and handled as OFFICIAL i less than or equal to 3 mm, PROTECTED if hardware components indicating the impact or
1sM-1728 P . or SECRET f greaterthan 6|  Functional | Intersects With | ComponentMarking | PES-18 tevelof PES-16
mm and less than or equal to 9 mm. processed, stored or transmitted by the hardware
TOP SECRET Mechanisms existto securely dispose of, destroy or
mediais stored and handled as OFFICIAL f ess than or equal to 3 mm, or
SECRET f greater than 3 mm and less th: 109 Secure Disposel, tech d methods @
15M-1729 {fgreater than 3mm and ess than or equal to 9 mm. Functional | Intersects With [ Destruction or Re-Useof|  AST-22 | !ochnidues and methods toprevent: AST-09
Eaupmont (1)Data recovery; and
(2) Components from being resold, redistributed and/or
TOP SEGRET Physioal security mochanisms exist to mark systam
FFICIAL fless than or equalto 3 mm, or hardware components indicating the impact or
I5M-1729 SECRET f greater than 3 mm and less than or equalto 9 mm. Functional | IntersectsWith | ComponentMarking | PES-18 tevelof PES-16
processed, stored or transitted by the hardware
tain, o
software. Software Bilof Materils Materials (SBOM) for Technology Assets, Applications.
15M-1730 Functional | Intersacts With ssom) TOA21.4 TDA04.2
use, includingversions and applicable licenses.
intrusion Mechanisms exist o perform dgital forensics and
hain of
- Functional | intersectewin | Chnof Custody& [Rog | meintain the ntegity of the chainof custody,in 1R0.08
Forensics accordance with applicable laws, regulations and
To the extent i ina Mechanisms st to perform digital forensics and
f intain the integi in of custody, i
PR, Functionat | intersectewin | Chainof Custody & [Rog | meintainthentegity of the chainof custody,in R008
Forensics accordance with applicable laws, regulations and
Media that canr Mechanisms exit to sanitize digital mediawith the
DigtalMocia strength and integrity commensurate with the
1SM-1735 Functional | Intersects With P, DCH-18 | classification or sensitivity o the information prior to DCH-09

disposal, release out of organizational control of release
for reuse.
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e Controls Framework (SCF
o scr Gontrot Secure Controls Framework (SCF) Essential | Essentials  Essentials
Control Descriot
rogulariy verifid, External nat can
tentially mpact the Confidentialiy, Integrity,
15M-1736 Managod services Functional | Intersectswith | Trirc-party nventories | TeM-0g | PteTtely mpact e Sonferiial. Inegriy 5 TPM.01.1
o
Technology Assets, Applications, Services and/or Data
(TanSD)
+ managed service provider's name complte list of External Service Providers (ESPs) that can
+ managed service's name potentiallyimpact tho Confidentialty, Integrity.
+ purpose for using the managed service Availability and/or Safety (CIAS) of the organization's
73y Managod sendces | SSTSNIYOrcassiiation of cata imotved Functional | ntersectWith | Thircparty nventories | Tob.0p | TS Ol0BYAssets, Applications, Services anor Data s -
+ due date for (TAASD)
« contractual arrangements for the managed service
« point of contact for users of the managed service
+24/7 contact details for the managed service provider,
The right
tractual applicable security, compliance and resilience
Third-Party Contract
| oo unciona | marsassin | PO | e oocng e : Tros
service providers . .
R the Socuro Devetopment ectarisms s o s chaosTochocey
IsM-1739 PP ! system. Functional | Intersects With | - Life Cycle (SDLC) PRM.o7  [AsSets: Applications and/or Servicos (TAAS) within the 5 PRM.07
security documentation fe Cycle (SDL
Management °
Asystem’ the
systom. resilience controls as part of Technology Assets,
oprovalofogh Securiy,
roval of cyber
15M-1739 P ! Functional | Intersects With | ResiliencenProject |  PRM-08 o determine whether controls are implemented 5 PRM.04
security documentation
Management Gorractly, operating s intended and producing the
respect
Asystem’ the Mechanisms exist o proactively govern Technology
systom. Assets, Applications and/or Sorvices (TAAS) by:
Security, Compliance & (1) Defining technical security, compliance and resilience
15M-1739 Approval of cyber Functional PRM.09 a 5 PRM.05
security documentation
Defintion @ at
ifo Gyclo (SDLC)
Asystem’ the
systom. aligned with industry-recognized leading practices, with
Approval of cyber
1SM-1739 P ” Functional | Intersects With SEA-04 ” 5 sEA02
security documentation
' .
Asystem’ ofthe
systom. industry-recognized security, compliance and resilience
1730 Approval of cyber —— Subsetor SecureEngineering | (- |practices inthe specificaion, design, development, o senor
security documentation Principles
Applications and/or Senvices (TAAS).
Asystem the
Approvalofcyber | Defense-In-Depth (DID)
I5M-1739 Functional | Intersects With SEA-06 |of the design and avoiding any dependence by lower 5 SEA03
security documentation Architecture
layers on the functionaliy or orrectness of igher ayers.
: Sy, Complianced et o o rovis allamplvees i
I5M-1740 ° Functional | Intersects With | Resiience Awareness |  SAT-04  |COTactors appropriate security, compliance an 5 saT-02
banking details or oo resilience awareness education and training that s
bavment reauest 8 relovant for theiriob function
‘Mechanisms exist to provide role-based securiy,
pansgng e fole-BasedSecury, omplancs s oslence st g
sM-1740 Spicious ohand Functional | Intersects With Compliance & saros |7 P 5 SAT-03
8 Resilience Training
payment requests (2)When required by system changes; and
2 Anmiaty therenter
Suspicious Mechanisms exist to provids training to personnelon
sM-1740 © b Functional SAT08.2 malwaretorecognize 5 SAT03.2
banking detais or lous beh;
Behavior
T equipment destruction processss, and supporting I equipment Mechanisms exist o sscurely dispose of, destroy or
IT equipment Sacure Disposal,
au A techniques and methods to prevent:
IsM-1741 destruction processes Functional | Intersccts With | Destruction orRe-Ussof | AST-22 5 AST-09
(1) Data recovery; and
and procedures Equipment
(2) Components from being resold,redistributed andlor
T equipment that cannot be sanitised i destroyed. Mechanisms exist to sscurely dispose of, destroy or
Sacure Disposal, o e "
iriz | saning Teauipment Functors | racs e [ossetonorssor| rza [ Snaseoondmetess o prent s aston
ata recovery; an
Equipment
e (2) Components from being resold, redistributed and/or
aligned vith industry-recognized leading practices, with
ISM-1743 Functional | Intersects With SEA-04 v 5 SEA02
selection
" "
Ver "
industry-recognized security, compliance and resilience
Sacure Engineerin
PR Functional Subsetof gincering | o, oo |practiesinthe specification, design,development, o o
Solection are Principles
Applications and/or Services (TAAS).
e Mechanisms exist to utilze tallored acquisition
strategies, contract tools and procurement methods for
Operating system Acquisiton Stratogies,
ISM-1743 e Functional | Intersectswith | ACF2on SR TPM-03  [the purchase of uniqus Technology Assets, Applications. 5 TPM-03.1
and/or Services (TARS).
Early Launch Antimalware, Secure Boot, Trusted Boot and Measured Boot Meshanisms exist o develop, document and maintain
functionalityis enabled.
Hardening operatiny Secure Baseline
IsM-1745 § operating Functional | Intersects With cFG-04 (TAAS) that 5 cFG-02
system confgurations Configurations
with industry-accepted hardening standards.
Role-Based Access (RBAC)for Technology Assets, Applications, Services
IsM-1746 Application control Functional | Intersects With 1AC-06 [and/or Data (TAASD) to restrict access to individuals 5 1AC-08
Gontrol (RBAC) ’
Emal client security settings cannot be changed by users. Gonfigure Technology Mechanisms exist to configure Technology Assets,
IsM-1748 Emailclients Functional | Intersects with | ASSEtS ApRliations | g o 5 cre-025
and/or Services (TARS) areas with more restrictve secure baseline
for High-Risk Areas
Gonfigure Technology Mechanisms exist to configure Technology Assets,
ISM-1749 Protecting credentials Functional | Intersects with | ASSEtS ApRlieations | g o 5 cre-025
andlor Services (TARS) areas with more restrictve secure baseline
for High-Risk Areas
Mechanisms existto protect authenticators
Protection of
ISM-1749 Protecting credentials Functional | Intersects With 1AC-142 to 5 1AC-105
Authenticators
eomatonof Cached (Automated mechanisms exist o prohibit the use of Updated 2026.3
ISM-1749 Protecting credentials Functional | Intersects with | 1AC-145 i 5 1AC-10.10
Authenticators
oeriod.
ISM-1750 Functional | Intersects With cLo-06 5 cLo-03
Networ ntation
1750 runctionat | intersoctswi | NetvorkSogmentation | o |within network architecturestosolate Technology . Neros
infrastructure (macrosegmentation) Assets, Applications and/or Sorvices (TAAS) from other
regular servers is segregated from each other. subnets to solate security tools and support
Administrative
ISM-1750 Functional | Intersects With NET-06.1 5 NET-06.1
infrastructure Subnets implementing separate subnetworks with managed
intorfaces to other componants of the system,
Patches, up
tems of T equipment otherthan workstations, servers an " \ ol lications andor
Migatinginown | Y56 o1 T scuipment other than workstations, servers and networ Software & Fimware doployed Technology Assats, Applications and/or
1SM-1751 d Functional | Intersacts With VPM08 | Services (TAAS) including firmware. 5 VPM.05
winerabilities ! Patching
is used atleast fortnightly Mechanisms exist o detect vulnerabiliies and
I1sM-1752 P Iz Functional vemaz 5 VPM.06
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Secure Controls Framework (SCF)
Control Descrintion
Mechanisms exist to prevent unsupported Technology

Legacy.
SCF#

o are
replaced Assets, Applications and/or Sorvices (TAAS) by
Unsupported o placing
I5M-1753 Gessation of support Functional | Intersects With | asta - DA17
Applications andor vendor or manufacturer; and
Sernices (TAAS) (2 Reauirngjustiication and documented approval for
the continued use of unsupported TAAS required to
Mechanisms exst to require system
developers/integrators consult with security, complance
O— g
reato and implement a Security Testing an
Reporting and rosal Resilience Testi
1SM-1754 feporing and resolving Functional | Intersectswith | RN TSI | qna g7 | Evatuation (STAE) plan, orsimilar capabiliy; ToA08
winerabilies Throughout :
(2) Implement a verifable law remadiation process to
Development
control testing and evaluation process: and
2 Document the resuits
y
178 Vatnorability disclosure runctionat | interscctswi | VtnerabiityDisclosure RS
program
public about ulnerabilties in organizational TAAS.
procedures, are developed, implementod and maintained. e
Vlnerabilty disclosure Vulnerabilty Disclosure " o
15M-1756 Functional | Intersects With THR-12 THR.06
program na fromthe
public about vulnerabiltes n organizational TAAS.
or amodulus of at loast P
1SM-1759 Using Diffie-Hellman | 3072 bits is used, preferably 3072 bits. Functional Subset Of o mi ! CRY-02  |cryptographic protections controls using known public CRY-01
NISTP-256, 384
I5M-1761 VSINBEWRUC CUNG | ¢t curves are used, preferablythe NIST P-384 curve. Funcional Subseror | UROCPPOBEBNC | oy 6 | cryprographic protections controts using known public Y01
Diffe-Hellman Controls
DHor NISTP-384 0rP-
I5M-1762 VSIMBEWUC CUNE |51 ¢ rves are used, preferably the NIST P-384 curve, Funcional Subseror | UROCPPOBEBNC | oy 6y | cryorographic protections controts using known public Y01
Diffe-Hellman ntrols
Using o NISTP-256, P-384 0 P-521 curves U of Cryprograptic
I15M-1763 DigitalSignature | are used, preferably the NIST P-384 curve. Functional Subset Of e CRY-02 |cryptographic protections controls using known public CRY-01
Agorithm
Using DsAT NISTP-384 or P-521 curves are U of Cryprograptic
— s |1 ety e TP 54 o (R " OO | sy o magamme metoctonsconrls singunonn i cavor
Asorithm
Using Rivest-Shamir- Use of Cryptograph
IsM-1765 e et Shamie ), amodulus prferably Functional Subset Of O o g@PNe | CRY-02 |cryptographic protections controls using known public CRY-01
30720its.
When using SHA-2 or hashing, an output sze of atleast 224 bits s used,
s | Vet | o et | sumor | UBRTSommie | ooy maconts singunonm i cavor
When using SHA-2 for hashing, an output sze of atleast 256 bits s used,
[ Usesrernns | an el | sumor | UBRoTSommnie | ooy et singunonm i cavor
When using SHA-2 for hashing, an output sze of at least 364 bits s used,
Using Secure Hash Use of Cryptograph
s | Vet | an el | swmor | UBRTSommie | ooy L maconrts singunonm i cavor
Using symmetric | When using AES for encryption, AES-126, AES-192 or AES-256 s used, oo o g
— g |momasyas s (R — il T R cavor
algorithms
Using symmetric | When using AES for encryption, AES-192 or AES-256 s Used, preferably AES-
Use of Cryptograph
—— pobs et | sumor | UBRTSommie | ooy maconts singunonm i cavor
algorithms
(AES s used for ancrypting IPsec connections, preferably
| encnpronaigorioms |exen AFs.oom et | swmor | UseoiComomennic | ooy v cavor
PRF_HMAC_SHA2 256, PRF_HMAC_SHA2 364 or PRF_HMAG_SHAZ 51215 oo o g
—— g nc sins o1z FR — DI | gy (e peratonsconios songmonnpite cavor
toverity
Access O nationals system processing, storing, orransmitting sensitive
System administrators Gitizenshi
1sM1773 - s Functional | Intersects With o HRS.05.2  |and/or regulated data meet applicable statutory, HRS-04.3
4 & regulatory and/or contractual requirements for
citanshin
Mechanisms exist to develop, govern & update
1SM-1774 Systemadministiaton || ors Funcional SubsetOf Network Security NET-02 Network NET-01
of gateways Gontrols (NSC)
Security ©
m
IsM-1778 data approvedfor |  Functional | IntersectsWith |  Ad-HocTransfers | DCH-25 | digital fles with nternal or external parties. DCH-17
release.
m (Automated mechanisms exist o enforce resource
isM-1778 data approvedor | Functional R c NET-44 remove ora a NET-08.4
release. : resources
L ata thatfals security
15M-1779 Manual Functional | IntersectsWith | AdHocTransfers |  DCH-25  |digitalies with internal or external partes. DCH-17
L ata thatfals security (Automated mechanisms exist o enforce resource
15M-1779 Manual Functional R c NET-44 remove ora a NET-08.4
: resources
Secure software c g
15M-1780 Functional - SaT-08 Education (C saT-038
development
DevOp:
Technology
1780 Secure software Functionat Subsetor Dot oacs |tatored davelopment and acquisiton trategis, contract oRor
development aeanition 0ols and procurement methods to meet unique business
needs
> Use of Cryptographic
s | eorkaneapion [ smmssenmiono Functona | s | URRSIODEIEIS |0y ot vongmonnte carar
ontrols
n
15M-1781 Network encryption > | Functional | Intersects with P .05 topreventthe cRY-03
ransi
nown Heuristic 7
IsM-1782 Protective Domain | nes. Functional END.04.2 END-04.4
Name System Services
Detection
nown
Protect in main Name Servi
1782 otective Domain [ names. runctionat | intersoctswitn | ComainNameerdco | oo |resolutionis designed, implemented and managed to NEr1o
Name System Services (DNS) Resolution protact the security of name / address resolution.
B orusedby, db Mechanisms exist o dovelop, govern & update
rder Network Securi
15M-1783 Border Gateway |14 RoA records. Functional Subset Of etwork Security NET-02  |procedures tofacilitate the implementation of Network NET-01
Gontrols (NSC)
The .
leastannualy ' dords
15M-1784 © Functional Subset Of Gov-0 g Gov-02
management policy Resilience compliant and resilient capabiliies.
. Mechanisms exist to maintain and make available a
r securityincident
15M-1784 Cyber security incider least annuall Functional | Intersacts With 1RO-08 toall 1RO-04
management policy (RP)
0 oo, .
tir retationship | maintai ! dard .
IsM-1785 Supplierrelationship | meinteined Functional Subset Of Gov-0 Gov-02
management Resilience compliant and resilient capabiliies.
oo, plan'
maintained.
Supply Chain Risk acauisition, maintenance and disposal of Technology
I5M-1785 Supplier ':‘s'"’":h'p Functional RSK-20 ! including RSK-09
managemen
Plan documenting selected mitigating actions and monitoring
performance against those plans.
opl 3 oo, hird
IsM-1785 Functional SubsetOf | Third-PartyManagement|  TPM-02 P01
maintained. o
. ,
Supplier relationshi tentially impact the Confidentialty, Integriy,
15M-1786 e ° Functional | IntersectsWith | Third-Party nventories |  TeM.og [POtentallyimpact the Confidentialy,Integrty, PM01.1
management
Technology Assets, Applications, Services and/or Data
TaASD)
i i i T
Sourcgeperating | CPHnE SYStar, appications, T oquipmant, OT equipment and sonvices
e 1| sourced from approved suppiers Third-Party sk
15M-1787 ystems. app g Functional TPM-10 I TPM.04.1
cquipment, OT
Approvals
equipment and services
Mechanisms exist o utlze talored acquisition
Sourcing operating
systoms, applications, I equipment, OT equipment and servies. strategies, contract tools and procurement methods for
systems, appllcations, I Acquisition Strateges,
15M-1788 Functional | Intersects With TPM03 unique Applicat TPM-03.1
cauipment, OT Tools & Methods
and/or Services (TAAS).

equipment and services
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Secure Controls Framework (SCF)
Control Descriot

reserve of spare hardware to ensure essential missions.

15M-1789 T Functional | IntersectsWith | ReserveHardware | BCD-20  [and business functions can be maintained inthe event of BOD-15
cauioment e sonvices asupply chain disruption.
ortcal T O equipment Mechanisms exist o wtiize talored scquisition
Sourcing operating
ey oo 7| Keptn eserve Acquistion Suatoges strategies, contract tools and procurement methodis for
IsM-1789 T or Functional | Intersects with | AT SR TPM-03 | the purchase of unique Technology Assets, Applications. TPM-03.1
andlor Services (TARS).
equipment and services
iicalIT o Mechanisms exist o1
keptin reserve. (1) Evaluate security risks and threats associated with
Sourcing operating ¢
tems, applications, IT Supply Chain Risk g
15M-1789 systems, applications, Functional | Intersectswin | | SUPPY Chain A TPM04 [ supplychains; and TPM.03
equipment, OT Management (SCRM)
(2)Take appropriate remediation actions to minimize the
equipment and services
organization's exposure to thoserisks and threats, as
Detveryof oparating_| OPEFOHNE Syserms, applicatons, T equipment,OT equipment and services Mechanisms exist o track the origi, development,
heirintegri ownership, location and changes to Technology Assets,
systems, applications, IT
15M-1790 Functional | Intersects With Provenance AST-14|Applications, Services and/or Data (TAASD). AST-03.2
equipment, OT
equipment and services
Detveryof operaing | OPPFAHNE SYStoms, applicatons, T ecuipment,OT equipment and services mponent
systems, applications, IT g Product Tampering and Y
ISM-1790 Functional | Intersects With ToA09 oA
—or ctional | Intersects oomtoraning b1y Tampering and Counterfeiting (PTC) practices that
equipment and services
etveryof oparating._| T 7GR Ofoperatingsystems, applcations, I equipment, O equipment Mechanisms exist o track the origi, development,
ownership, location and changes to Technology Assets,
systems, applications, IT
I5M-1791 Functional | Intersects With Provenance AST-14 | Applications, Services and/or Data (TAASD). AST-03.2
equipment, OT
equipment and services
o ‘applications, T equipment, OT equipment mponent
P "
systems, applications, IT Product Tampering and Y
IsM-1791 Functional | Intersects With ToA09 oA
T ctional | Intersects oomtoraning b1y Tampering and Counterfeting (PTC) practices that
equipment and services
plications, T equipment, OT Mechanisms exist to rack the origin, development,
Delivery of operating
oo sppeane 1 of ownership, location and changes to Technology Assets,
I5M-1792 : M senvices. Functional | Intersects With Provenance AST-14 | Applications, Services and/or Data (TAASD). AST-03.2
equipment, OT
equipment and services
tications, ITquipment, OT mponent
o o
systems, applications, IT Product Tampering and Y
sM-1792 Functional | Intersects With ToA09 oA
o [services ountertoting (10) Tampering and Counterfeiting (PTC) practices that
equipment and services
Managed service providers and theirnon-classified, OFFICIAL: Sensiive,
External
" Reviewof Third-Party
15M-1763 thelsM Functional | Intersects With TPMA5  [ostablished contractual requirements for security, TPM-08
service providers Sarvices
(or compliance and resilience controls,
release)
Managed service providers and their non-classified, OFFIGIAL: Sensitive, Mechanisms exist to perform recurring validation of the
Responsible, Accountable, Supportive, Consulted &
o of the 1SM Informed (RASC) matrix, or similar documentation, to
ensure security, compliance and resilionce control
release), atleast overy 24 months assignments accurately reflect ourrent:
2 ot a Third-Party S
1SM-1793 e Functional | Intersects With e aeone TPM-16 | (1) Contractual obligations for the External Service TPM-05.5
" Provider (ESP);
(2)Business practices;
(@) Applicable stakeholder
(4) Deployed Technology Assets, Applications and/or
Sorvices TaAS)
o Mechanisms exist o control changes to services by
suppliers,taking into account the critcality of business
Managing Changes To
IsM-1794 Functional | Intersectswin | "o oS ECNMRTO | 1pyg7 | racnnology Assets, Applications, Sevices andior Data TPM-10
service providers Y (TAASD) that are in scope by the third-party.
or ) Tocal Mechanisms exist to enforoe complexity, length and
buil lifespan considerations to ensure strong critera for
I5M-1795 accounts, break glass | characters, Functional | Intersects With 1AC-15 1AC-10.1
accounts, local Authentication
administrator accounts
o prevent software
Socure software and firmware components without verification that the
1SM-1786 oo Functional Signed C cHG-13 using an CHG-04.2
organization-approved certficate authority.
trust as part )
development and production of Technology Assets,
1SM-1786 Secure software Functional ” ToA06 fe Cyele (SDLC) to TOA0O1.1
development (1) mprove functionity;
(2) Enhance security and resiliency capabilties;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or
Lo
nstal o
of )
development and production of Technology Assets,
1sM-1767 Secure software Functional ” ToA-0 fe Cyele (SDLC) to TOA01.1
development (1) mprove functionity;
(2) Enhance security and resiliency capabilties;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or
Lo
inthe form of loosening
guide, is produced and made availabl of software )
development. development and production of Technology Assets,
1SM-1788 Secure software Functional ” ToA06 fe Cyele (SDLC) to TOA01.1
development (1) mprove functionity;
(2) Enhance security and resiliency capabilties;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or
Lo
inthoform of loosening Mechanisms exist o require software developors to
guide, is produced and perti
1708 Securesoftware | development, Functional | ntersectsWith | Functionalpropertes || ToAs2 | seGuriy, compliance and esiience contrls o be ToR0aT
development " a
testing ofthe controls
inthe form of loosening Mechanisms exist o obtain, protect and distribute
suide, software .
development. Applications and/or Services (TAAS) that describe:
; y ministrator (1) Secure configuration, instalation and operation of the
IsM-1798 Secure software Functional | Intersects With Administrato TDOA08.3 ; ToA04
development Documentation
(2)Effoctive use and maintanance of security
features/functions; and
®
inthoform of loosening
guide, is produced and (1) Deliver the Technology Asset, Application and/or
development. Sarvice (TAAS) with a pre-established, secure
s o Pre-Established
1sM-1798 ecure software Functional | Intersects with [ Pr&EStaPshed Seoure | iy 15 4 coniguration implemented; and TDA02.4
development Configurations
(2) Use the pre-established, secure configuration as the
default for any subsequent TAAS reinstallation or
unorade
Domin-based Message
A Domain Name Sarvice resolutionis designed, implemented and managed to
ISM-1799 . Functional | Intersects With NET-13 [ protect the security of name / address resolution. NET-10
Reporting and (DNS) Resolution
Gonformance
Incoming emals are ejected f they do not pass DMARC checks.
Domin-based Message
Authentiation, Sender Polic
1sM-1799 Functional | Intersects With Y NET-39.2 v NET-10.3
Reporting and o
Conformance
e ConfreTechnology Mechanisms exist o configure Technology Assets,
15M-1800 dovicsswithtrusted | %17t Functional | Intersects Wit | ASSCIS APPLEtions | g o CFe025
and/or Services (TARS) areas with moro restrictive secure basaline
firmuare before fist use. j
for High A
rogutory rostaring | NEWOTK devices are restarted at loast monthly. ontinuous Valnerabit) Mechanisms exist o address new threats and
1SM-1801 gutarty e Functional | Intersects With VPHM-06.2 b VPM-04

network devices

Remediation Activties
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Secure Controls Framework (SCF) Logacy  Essential | Essentials Essentials
F Control
ent (FDE) Description SCF Control e e —
Sensitive / Regulated
Ism-1802 n Functional | Intersects with [ SenSIve/Reguated oy g5 gara whereveritis processed and/or stored. 5 DCHO1.2
DataProtection
Eouioment Security Instructions.
n oyber Mechanisms exist to cover.
securityincident: (1 Proparation;
«the date the cyber security incident occurred 1
15M-1803 § : Functional | Intersects With | Incident Handling 1RO-06 |IMtake: 5 1RO-02
register + adescription of the cyber security ncident (@) Analysis;
« any actions taken n response to the oyber saouriy ncident ) Containment;
+ towhom the cyber security incident was reported. (5) Eradication; and
(81 Rarovery
~ oyber
securityincident: status of cybersecurity and data protection incidents to
«the date the cyber security incident occurred termal
Gyber security incident Situational Awarencss
I5M-1603 Vo P « the date the cyber security incident was discovered Functional | Intersects With P IRO-16.1  [the incident. 5 1RO-09
+ adescription of the cyber securly incident
« any actions taken n response to the oyber seouriy ncident
Mechanisms exist to includs "break clauses” within
IsM-1804 Functional om0 alure to meet contract . 5 TPM.05.7
A denialof o (Automated mechanisms exis to protect against or Lmit
services contains thefollowiny ho effects of denial of service attacks.
Denialofsenvice |+ howtoi ial-of-servi Denial of Service (DoS)
I5M-1805 howto identify signs of a denial of service attack Functional | Intersects With 91 Nerar 5 NET-02.1
. Protaction
«whar taken to esond
Hardoninguser | Default user accounts or credentials for usar applications, ncluding for any
15M-1806 application pre-configured user acconts, e changed, disabled or removed during Functional 1AC-14.4  [changed system 5 1AC-108
tial set installation.
assot fortnightly Mechanisms exist o perform inventories of Technology
Assets, Applications, Services and/or Data (TAASD) tha:
activies. (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justifcation dotails;
(3)Isat the level o granularity deemed necessary for
IsM-1807 Vulnerabilty scanning Functional | Intersects With | Asset Inventories AST-04 | tracking and reporting; 5 AsT-02 L1 M2 M3
(4 Includes organization-defined nformation desmed
(5)1s avalable for review and audit by designated
.
assot fortnightly Mechanisms exist to dentify and involve pertinent Updated 2026.3
" stakefolders of critcal Technology Assets, Applications,
activies. Services and/or Data (TAASD) to support the ongoing.
Stakeholder secure management o thoss asssts.
I5M-1807 Vulnerability scanning Functional | Intersects With | Identifcation & AsT07 5 L1 L2 ML3
Involvement
Automated mechanisms exist to perform asset discovery Updated 2026.3
support 8 o dentity Technology Assets, Applications and/or
I5M-1807 Vulnerabilty soanning. [activities. Functional | Intersects With | Asset Discovery AST09 twork s
including assets not present n existing inventories.
Mechanisms exist o detect vilnerabiliies and Updated 2026.3
I5M-1808 Functional vemaz 5 VPM-06
Up Updated 2026.3
I5M-1808 Valnerabity scanning | Functional | Intersectswitn | UParte vunerad vPM-12.1 5 B VPM-06.1
Mechanisms existto identify and implement one, or
equipment that are no longer supported by vendors cannot be immediately Gompensating more, compensating controls to reduce risk and threat
I5M-1809 Gessation of support | removed or replaced, compensating controls are implemented until such Functional | Intersectswitn | S0P RSK-18 5 RSK06.2
time that they can be removed or replaced.
ot ) nadle With Updated 2026.3
ISM-1810 e d Functional | IntersectsWith | AuthortativeTime | MON-1T.1 [with an authoriative time source. 5 MON-07.1
P Source
) Mechanisms existto maintain a secure, immutable Updated 2026.3
resilient manner. backup
San Performing and retaining runctionat | interscctswin | FestentOstaBacku | o architcture. R
backups Architecture
Performing and rotaiing .
e erforming and retaining  resiient manner. Functionat | ntersects With Dot Backups B0D.2a | SOTWereandiorsystem mages, as wellasverfy the s aco1 ™ e s
backups @
0s)and
IsM-1811 - Functional | Intersects With 8CD-24.2 3 [Updated20263 BCD-11.2 ML1 M2 ML3
backups ritical Information
[ User torestrict
IsM-1812 Backupaccess |accounts. Functional Data BCD-30 data backup 5 BCD-11.9 L1 L2 L3
and
[ torestrict
IsM-1813 Backup access Functional Data BCD-30 data backup 5 BCD-11.9 L3
and
S Mechaniams st et s o A Updated 2026.3
IsM-1813 Backup access Functional | IntersectsWith | Modificationandior | BOD-g3 | 4615t data backups to only those prvloged users wi 5 BCD-11.10
Destruction
S s o ot s o A Updated 2026.3
ISM-1814 oo Functional | Intersects With | Modificationandior | BCD-ga | 4€1ete @ata backups to only those privieged users wi s BCD-11.10
eletion "
Destruction
oot ot |EV ddel Protestion of Event Logs Mechanisms exist o protect event logs, securiy-relevant Updated 2026.3
IsM-1815 e e Functional MON-12 s MON-08. L2 L3
ogging facil
ggng facilty Telemetry d del
atortatve sourearor | Mechanisms exist o track the origi, development,
IsM-1816 oy prevented. Functional | Intersects With Provenance AsT4 o ’ 5 AST03.2
software
Network applicati
IsM-1817 etwork application. o1 ork Functional | NoRelationship NA /A NA o
programming interfaces
theinternet,
Network applicati
IsM-1818 fetwork application the | Functional | NoRelationship NA A NA o
programming nterfaces
internet,
eractgeypersocart a . the Mechanisms exist o cover. Updated 2026.3
1sM-1819 g o ¥ |incident response plan is enacted. Functional Subset Of Incident Handing 1R0-06 | (1) Proparations 10 1RO-02
incident response plans ot
a . the Mechanisms exist to maintain and make available a Updated 2026.3
incident response plan s enacted. currant and viable Incident Response Plan (IRP) to all
stakenolders.
nacting cybor securi Incident Response Pl
IsM-1819 Enacting cyber securty Functional supsetor | eidentResponselan | g g 5 1RO-04
incident response plans (P)
les for Physical security mechanisms exit to protect power and
IsM-1820 Cable colours Functional | Intersects with | enSmission Medum | peq 1g supporting 5 PES-1241
Security
damage
TOP SECRET cables, when bundied together orrum in condutt, are run Physical security mechanisms exit to protect power and
c ndut i ing
Ism-1821 condutt Functional | Interseots with | enSMission Medium | peq 1g supporting 5 PES-1241
and conduits Security
damage
Physical security mechanisms exit o protect power and
1sM-1822 Walloutlet box colours Functional | Intersects With "S"S"‘s‘ss“’lmm“m PES-16.1 SUPPOTting 5 PES-12.1
ocurity
damave
Secure Baseline
IsM-1823 o Functional | Intersectswih | 50 fe0eEne cFG-04 5 cre-02 ML2 ML
with industry-accepted hardening standards.
o ' a Updated 2026.3
IsM-1823 o Functional | Intersacts Wit For | chc.oan 5 CHG-04 ML2 ML
Change i
IsM-1824 Portable Document Functional | Intersectswitn | Secure Baseline cre-04 5 cre.02 M2 L3
Format applications Configurations
with industry-accepted hardening standards.
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Legacy.
SCF#

Essential8

Essential8

Essential8

I5M-1825 Security products Functional | Intersects With cFG-04 CFG-02
Configurations
with industry-accepted hardening standards.
s tica
1SM-1826 erver appication Functional | No Relationship NiA NA NA
selection
are P
Microsot Mechanisms exist to assign dedicated privileged user
a2y Directory Domain u : o0 admin ner runctionat | intersectswitn | DedicatedPrivieged | faccounts to be used solely forduties requiring privileged AC6a
Senvices domain |systems. Account access.
controllers
Microsoft Active P
Directory Domain Secure Baseline
IsM-1828 i’ Functional | Intersects With CFG-04 CFG-02
Services domain Configurations
with industry-accepted hardening standards.
controllers
Morosort Actve stored in Group, o develop,
Directory D Secure Basel
1SM-1820 rectory omain Functional | Intersects With oure Baseling CFG-04 ices (TAAS) CFG-02
Senvices domain Configurations
with industry-accepted hardening standards.
controllers
ADD: . Microsoft a d
Microsoft Active | AD S CAservers. Secure Baseline
1SM-1830 servers are centraly logged. Functional | Intersects With cre-04 cre.02
Directory services Configurations
with industry-accepted hardening standards.
Morosoft Actve Mechanisms existto:
Principal Names (SPNs). (1) Define authorized system account types;
Directory Domain
1sM-1832 PR Functional | Intersects With | AccountManagement |  IAC-08 |(2) Define prohibited system account types; and 1AC-15
rordone (3) Proactively govern individual, group, system, sevice,
anolication. suest
User
1SM-1833 Drectory Domain Functional | Intersects With Least Privlege 1AC-30 1AC-21
Services account 1o accomplish assigned tasks in accordance with
hardening
Duplcate SPNs do not exstwithin the domain. Mechanisms exist to
Microsoft Active oyt ctmos:
Dircctory Domain (1) Define authorized systom account types;
1SM-1834 Functional | Intersects With | AccountManagement | 1AC-08 | (2) Define prohibited system account types; and 1AC-15
Services account o P i
hardening (0 Prosctlygover i, goup, syt s,
” Mechanisms exis to restrict and control privileged
1SM-1835 Directory Domain | delegated Functional | Intersects witn | 1AC-10 and 1AC-16
Services account (TAAS).
hardening
MicrosoftActive | U5 80C0UNtS require Kerberos pre-authentication. 0 develop,
1SM-1836 Duectony Doman Functional | Intersects With SC““"":S?’""" CFG-04 (TAAS) that cFG-02
rordoni with industry-accepted hardening standards.
Microsoft Active
Directory Domain Secure Baseline
1SM-1838 Functional | Intersects With cre-04 cFe-02
Services account Configurations
reraonie with industry-accepted hardening standards
Miorosoft Actve | ACCOUTTpropertios accessible by unprivieged users are not used (o store 0 develop,
passwords.
1SM-1839 Quectony Doman Functional | Intersects With SC““"":S?’""" CFG-04 (TAAS) that cFG-02
rerdoni with industry-accepted hardening standards.
Us
Microsoft Active
Directory Domain Secure Baseline
1SM-1840 Functional | Intersects With cre-04 cFe-02
Services account Configurations
reraonie with industry-accepted hardening standards
Microsoft Active to develop,
1SM-1841 Duectony Doman Functional | Intersects With SC““"":S?’""" CFG-04 (TAAS) that cFG-02
rerdoni with industry-accepted hardening standards.
B Mechanisms exist to assign dedicated privileged user
1SM-1842 Drectory Domain | domin. Functional | Intersects witn | DecieatedPrivieged |6 0 5 1nc-16.4
Services account Account access.
hardening
[
PN
1sM-1843 an Functional | No Relationship NA NA NA
Services account | removed.
hardening
Microsoft Active s
Dreoton Doman | rustedor detegation to senvices. Socure Baseline
1SM-1844 v Functional | Intersects With cFe-04 cFe-02
Services account Configurations
with industry-accepted hardening standards
hardening
MiorosoftActve e s disabled, it o
DirectoryDomain | memPerships: (1) Define authorized system account types;
1sM-1845 Sorttos serurtygroun Functional | Intersects With | AccountManagement | IAC-08 | (2) Define prohibited system account types; and 1AC-15
Proactively govern individual, r tem, servi
embershivs (9 Proctivety ovem i, roups systam, erice,
Microsoft Active "
user aceounts.
Directory Domain ure Baselin
1SM-1846 ectory Doma Functional | Intersectswitn | Seeure Baseline cFe-04 cFe-02
Services security group Configurations
with industry-accepted hardening standards
memberships
enter
(KRBTGT D D:
15M-1847 if Functional | No Relationship NA NA NA
they have
not 12 months.
Mechanisms exist to prevent unsupported Technology
theisolation underying Assets, Applications and/or Services (TAAS) by:
insupport
Functional separation Unsupported it placing
1SM-1848 between operating Functional | Intersects With AST-39 g ToA-17
environments Applications and/or vendor or manufacturer; and
Services (TAAS) (2) Requiring justification and documented approval for
the continued use of unsupported TAAS required to
Secureweb application | "¢ OWASP Top
1SM-1849 P applications. Functional | Intersects With | Development Practices |  TDA-05  [Secure Software Development Practices (SSDP). TDA-06
(SSDP)
The OWASP Top Mechanisms exist to require systom
developers/integrators consult with security, compliance
nd/or sl nnel to:
Security, Compliance & and/orresilience personnol to:
Secure web application ResilenceTesting (1) Greate and implement a Security Testing and
1SM-1850 Functional | Intersects With Troughont TDA17 | Evaluation (ST&E) plan, or similar capabilty; TDA-09
(2) Implement a verifiable flaw remediation process to
Development
control testing and evaluation process; and
(2 Neumant the rasuits
The OWASP AP Security Top 10 are mitigated in the development of web Mechanisms exist to require system
AP, developers/integrators consultwith security, compliance
Socuty,Compliances st paromett:
reate and implement a Security Testing an
Web application Resilience Testiny
1SM-1851 b applicatior Functional | IntersectsWith [ FO%e°° TeStng TOA17 | Evaluation (STSE) plan, or similar capability; TOA09
programming interfaces Throughout
(2)Implement a verifiable flaw remediation process to
Development
control testing and evaluation process; and
(3 Document the cesuits
{
(RBAC) for Technology Assets, Applications, Services
Unpriviteged to |1 Role-Based A
1sM-1852 privieged accessto Functional | Intersects With | oy oo oo 1AC06 | and/or Data (TAASD) to restrict access to indviduals. 1AC-08
systems Control (RBAG) ”
PO . scan o Mechanisms exist o securely configure Multi-Function
1SM-1854 e Functional | Intersects With CFG-04.12 AsT-23
multifunction devices (MFD)
oractices for the tvoe of device.
printing including the Mechanisms exist to securely configure Mult-Function
1SM-1855 Logging multifunction Functional | Interseots witn | " CFG04.12 AsT-23
device use (MFD)
oractices for the tvoe of device.
i with the .o d
Hardening I equipment Secure Baseline
1sM-1858 g1 eaulp Functional | Intersects With cFG-04 cFe-02

configurations

Configurations

with industry-accepted hardening standards.
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FDEName ont (FDE) Description SCF Control paiins
o - d d
euidance, with Secure Baseline
I5M-1859 o Functional | Intersects With orG-0a 5 oFG02 M2 ML
Configurations
with industry-accepted hardening standards.
15M-1860 Portable Document Functional | Intersectswitn | Seoure Baseline cro0a s crc02 M2 M3
Format appications Configurations
it inclustry-accepted hardening standards.
Local Security Authority protection functionally s enabled. a a
Secure Baseline
I5M-1861 Protecting credentials Functional | Intersects With orG-0a 5 orG02 ML
Configurations
with industry-accepted hardening standards.
fusinga WA, disclosing the IP addresses of wab sarvers under an Mechanisms exit o deploy Web Applcation Frowalls
1862 s control referred runctionat | intersoctewin | Web APPlication Frewall| | WAFs) to provide defense-in-depth protection for . weB08
frewalls ) application-spcifc threats.
networks.
b Drectimomat Accass Mechanisms exist o rohibi, o strictly-contra, Intermet
15M-1863 tothe internet. Functional | Intersects With NET-03.4 5 NET065
interfaces Restrictions
ules of behaviorfor the use of technologies,includi
15M-1864 System usage policy. Funcional SubsetOf Rulesof Bohavior | HRS.06.1 |41€S Ofbehaviorfor the use of technologies, ncluding 10 HRS.05.1
consequences for unaccaptable behavior.
Mechanisms exit o require al smployees and
ntractors to apply cybersecurity and data protection
15M-1865 Functional | Interscts With | Tarms of Employment |  HRs.0g  |OTactors o apply eybersecurity and data protectior 5 HRS.05
requirements principles intheir dailywork to anable secure, compliant
Prvately owned mbile | access OFFICIAL: Sensitive or PROTECTED systems or data are prevented Technology Use
15M-1866 Functional | Intersects With e HRS-06.3 | based on the potential to cause damage to Technology 5 HRS.05.3
computers desktop computers.  Assets, Applications and/or Services (TAAS), if used
maiciousy.
Privately ounod moble OFFICIAL: S PROTECTED a a
15M-1866 devices and deskop | 2°°° ensitive of systems o data are preventes Functional | IntersectsWith | Useof Mobile Devices |  HRS-06.5 s HRS.05.5
resources.
computers
Mobile devices that access OFFIGIAL: Sensitive or PROTEGTED systems or Mechanisms exist to configure Technology Assets,
Griteria Configure Technology e
Assets, Applications reas with more restrictive secure basel
15M-1867 Funcional 0P CFG.g5  [oreaswith morerestrictive securebaseline 5 cFG025
platforms vorsion 3.3 orat thela not
their associated ASD securiy configuration guide. for High-Risk Areas
[SECRET and TOP SECRET mabile devices do not use removable media unless Configure Technology Meshanisms exist o configure Technology Assets,
approved beforehand by ASD. Assets, Applica
15M-1868 Encrypedstorage | P Y Functional | IntersectsWwith | ASSCS APRLCAUONS | g o 5 cFG-025
and/or Services (TAAS) areas with more restrictive secure baseline
for HiahRisk Areas
15M-1869 IT equipment registers Functional | NoRelationship NA A A o
lied to user profies P
Secure Baseline
15M-1870 Application control Functional | Intersects With crG-0a 5 crc02 MU M2 ML
Gonfigurations
with industry-accepted hardening standards.
is applied o o dovelop,
P
Secure Basol
(SR [T— unciona | orsasswn | SocueBmne | o, e s cro2 we | s
@ it industry-accepted hardening standards.
Mol (Automated mechanisms exist o enforce Mult-Factor
phishingresistant. Authentication (MFA) for
(1) Remote newiork access;
a7 s tactor runctionat | ntersects with Multi-Factor oy [T varyTochnlag Aset, Aplctionsandor s o o s
(3) Non-console access to ritcal TAAS that store,
Mol (Automated mechanisms exist o enforce phishing. Updated 2026.3
Mutifactor |Phishing-resistant. Phishing-Resistant Mult resistant Mult-Factor Authentication (MFA) through
15M-1872 Functional Factor 1n0-37.2 s
authentication
vFa) verifir's dentiy,preventing credential relay by an
M- [Automated mechanisms exist o enforce Mult-Factor
Authentication (MFA) for.
(1) Remote newiork access;
- Multifactor Functionat | ntersects Wit Multi-Fastor 1AC37 | Third-party Technology Assets, Applications and/or 5 oo 005
authentication dror
(5)Non-console access to critcal TAAS that store,
ansmit and/or process sensitive and/or regulated data.
Ml (Automated mechanisms exist o enforce phishing- Updated 2026.3
2 Mult actor o
I5M-1873 o Functional 1AC-37.2 tothe s
authentication
FR) verifors identity, proventing credontial rlay by an
Ml Automated machanisms exist to enforce Multi-Factor
customer services s phishingresistant. Authentication (MFA) fr.
(1) Remote network access;
a7 Multi-factor runctonat | inersectswitn Multi-Factor Ac.gy | Third-party Technalogy Assets, Applications and/or s Ac06 e
authentication or
(3) Non-console access to ritcal TAAS thatstore,
M- (Automated mechanisms exist to enforce phishing- Updated 20263
Multifoctor | customer senvices s phishing-resstant. Phishing-Resistant Multi resistant Mult-Factor Authentication (MFA) through
I5M-1874 Functional Factor 1no-37.2 s
authentication
vFa) veriir's dentiy,preventing credential relay by an
Teast Mechanisms exist o detect valnerabiltes and
15M-1875 Protecting credentials | being stored in the clear. Functional vz 5 VPM.08
Patches, up i Mechanisms exist to conduct software patching for al
Mitgating Software &F
IsM-1876 igating khown Functional | Intersectswitn | S®e 8 FIMASTE | ypr 05 | gopioyed Technology Assets, Applications and/or 5 VP05 M M2 M3
winerabilities Patching
vendors or whe
Patches, up
P systems of runctonat | intersectewin | SOfware&Fimware | | deployed Tochnology Assets, Applications and/or B uPmos e o e
Patching Services (TAAS), including firmware.
critcal b vendors or
Patches, up
tems of T equipment other than workstations, servers and netwwork I ol lications and/or
Migatinginown | Y56 o1 T scuipment other than workstatios, servers and networ Software & Fimware doployed Technology Assets, Applications and/or
I5M-1878 d Functional | Intersacts With VPM.08 |Services (TAAS), including frmware. 5 VeM.05
winerabilities Patching
byvendors or
Patches, updates or other vendor mitigator Mechanisms exist o conduct software patching for all
Mitigating kn Softwaro & Firmwars
1SM-1879 gating known Functional | Intersects with [ S°™@®&FITVAT® | yoro | gepioyed Technology Assets, Applications and/or 5 VPM-05 M3
winerabilies Patching
crtial by vendors or
Mechanisms exist o timely-report inoidents to
b applicable:
Incident Stakeholder
1SM-1880 incidents to customers | discovered. Functional Subset Of ° aRep;U: ole 1RO-16 (1) Intornal stakeholders; 10 1R0-10
and the public N (2) Affected clients & third-partes; and
@
donot © Mechanisms existto timely-report incidents to
v they occur or ar applicable:
Incident Stakeholder
IsM-1881 incidents to customers | discovered, Functional Subset Of P IRO-16 (1) Internal stakeholders; 10 1RO-10
andthe public (2) Affocted clents &third-partis; and
ratingsystems, applications, T squipment, OT equipment and serv
- Operaing systoms, pplatons. T eduprmons. O equpmert and senices S
IsM-1882 Voo o © Functional | Intersocts With | Assessments & TPM-10 . 5 TPM-04.1
" Approvals
= Mechanisms exist o configuro Tachnology Assets, Updated 2026.3
Prviogodaceoss o only what undertake Applications and/or Services (TAAS) to provide only
IsM-1883 o their duties Functional | IntersectsWith |  Least Functionaly |  CFG-03  [essential capabiltos by specifically prohibiting or 5 CFG03
restricting the use of ports, protocols, and/or services.
Privieged access to R
IsM-1883 - onlywhat toundertake Functional | IntersectsWith | for Non-Security 1AC-30.3 | privteged accounts, while performing non-security 8 1c21.2
s theirduties. Functions functions.
15M-1884 o or Functional | NoRelationship N A A o
doctiine
I5M-1685 & Functional | NoRalationship NA A A o
quialent) X a
mode.
Maintaining mobile Secure Baseline
I5M-1686 € Functional | Intersects With orG-0a 5 oFG02
device seaurity Configurations
with industry-accepted hardening standards.
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1sM-1887 Functional | Intersects With cFG-04 5 CFG-02
device security Configurations
with industry-accepted hardening standards.
1sM-1888 Meinteining mobile Functional | Intersectswitn | Secure Baseline cre-04 5 cre.02
device securty Configurations
with industry-accepted hardening standards.
Updated 2026.3
1SM-1889 Command Shell Functional | Intersects With |  RelevantTelemetry | MON-03 |" . 5 MON-01.8
Mornit
onitoring orocadures.
rivileged Function Updated 2026.3
1sM-1889 Command Shell Functional | Intersectswitn | PMICBSFunetions |y g, 5 MON-03.3
Logging andror
Microsoft Office macros are checked to ensure they are free of malicious t0 develop, Updated 2026.3
code before being digitallysigned or placed within Trusted Locations. Socuro Baseline
1SM-1880 o Functional | Intersects With e e CFG-04 ices (TAAS) 3 CFG-02 M3
© with industry-accepted hardening standards.
Microsoft O thanVa a d Updated 2026.3
Backstage View.
Secure Baseline
15M-1891 o Functional | Intersects With cre-04 3 CFG-02 M3
Configurations
with industry-accepted hardening standards.
Muli-factor authentication s used to authenticate users to their [Automated mechanisms exist to enforce Mult-Factor
2 s toreor Authentication (MFA) for:
their organisation’s sensitive customer data. (1) Remote network access;
masen Mult-factor cunctional | intersects with Mult-Factor 1AGay |21 Thire-party Technalogy Assets, Applications and/or 5 1AC08 i o s
authentication
(3) Non-console access to critical TAAS that store,
Ml [Automated mechanisms exist to enforce Muli-Factor
, store ” Authentication (MFA) for:
sensitive customer data. (1) Remote network access;
mases Mult-factor cunctional | inersects with Mult-Factor 1AGay |2 Thire-party Technalogy Assets, Applications and/or 5 1AC08 i o s
authentication dor
(3) Non-console access to critical TAAS that store,
Ml [Automated mechanisms exist to enforce phishing- Updated 2026.3
Mt factor is phishing-resistant. Phishing-Resistant Mult resistant Multi-Factor Authentication (MFA) through
1SM-1804 o Functional Factor 1C-37.2 the 1 M3
(MFA) Verifior's identity, preventing credential relay by an
Mechanisms exist to configure Technology Assets,
centrally logged. (TAAS) togs|
(1) Establish what type of event occurred;
Single-foctor (2) When (date and time) the event ocourred;
1SM-1895 el Functional ogs | MON-08 |(3) event ocourred; 5 MON-03
authentication
(@) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the
event.
Memory integrity functionality s enabled.
Secure Baseline
1SM-1896 Protecting credentials Functional | Intersects With CFG-04 5 cFe-02 M3
Configurations
with industry-accepted hardening standards
Remote Credential Guard functionaliy s enabled. 0 develop,
Secure Basel
1sM-1887 Protecting credentials Functional | Intersects With e CFG-04 (TAAS) that 5 CFG-02 M3
© with industry-accepted hardening standards.
Separate privileged Dedicated
1sM-1898 parate privieged | it Functional | Intersects With 1AC-27 |tasks or tasks requiring elevated access to a dedicated 5 1AC204 M3
operating environments Administrative Machines. "
15M-1899 Functional | NoRelationship NA NA NA o
is used at Mechanisms exist to detect vulnerabilfties and
15M-1900 P Functional veM-12 5 VPM-06 M3
Patches, up: e Mechanisms exit to conduct software patching for al
p ' . email clients, PDF deployed Technology Assets, Applications and/or
Software & Firmware
15M-1901 release |  Functional | Intersects With VPM-08 | Services (TAAS), including firmware. 5 VPM05 M3
wlnerabilities Patching
Patches, updates Mechanisms exist to conduct software patching for all Updated 2026.3
Mitgstingknown Softworo & Fimmars deployed Technology Assets, Applications and/or
1SM-1902 Functional | Intersects With VPM-08 [ Services (TAAS), including firmware. 5 VPM-05 M3
wlnerabilties Patching
Patches, up: ” Mechanisms exist to conduct software patching for al Updated 2026.3
Software &F
15M-1903 ppl Functional | Intersectswith | 0@ &FIMWATE |y 68 | dopioyed Technology Assets, Applications and/or 5 VPM-05 M3
wlnerabilities Patching
crtical by vendors of
Patches, up: e Mechanisms exist to conduct software patching for al Updated 2026.3
Software &F
I5M-1904 Functional | Intersectswith | >0 @r@ &FIMWATE |y 68 | dopioyed Technology Assets, Applications and/or 5 VPM-05 M3
wlnerabilities Patching
non-eritical
ger supp: Mechanisms exist o prevent unsupported Technology Updated 2026.3
Asssts, Applications and/or Services (TAAS) by:
Unsupported It placing forth
L
15M-1805 Gessation of support Functional Subset Of " | astae g 1 TDA17 MLt M2 M3
Applications and/or vendor or manufacturer; and
Services (TAAS) (2) Requiring ustification and documented approval for
the continued use of unsupported TAAS required to
"
Eventlogs ysed ‘Automated Tools for Updated 2026.3
1SM-1906 Eventlog monitoring | 919" C¥ber security events Functional | Intersects With LOBE | pon-0s.4 -ersimilar » o support 5 MON-01.2
Security-Relevant near resl-time event log and security-relevant telemetry
A
Eventlogs ysed ‘Mechanisms exist to continuously monitor inbound and Updated 2026.3
Inbound & Outbound
1SM-1906 Eventlogmonitoring | detect cyber security events. Functional | IntersectsWith | o tie|  MON-22  [outbound communications rafficfor unusualor 5 MON-01.3
ommunications Traffic
conditions.
Event logs lysed ‘Automated Tools for Event Updated 2026.3
N " security event EM), n )
1SM-1907 Eventlogmonitoring | © 49°Ct eYPer seeurity events Functional | Intersects With MON-05.4 tosupport 5 MON-01.2
Security-Relevant near real-time event log and security-relevant telemetry
Event logs ' bound & Outbound Mechanisms exist o continuously monitor inbound and Updated 2026.3
1SM-1907 Event Functional | Intersects With MON-22 outbound communications traffic for unusual or 5 MON-01.3
Communications Traffic
conditions.
1SM-1908 d 3 o Functional | No Relationship NA A NA o
wilnerabilities
Co information.
. tothe Mechanisms existto assess software design processes
that includes:
e
15M-1909 Reporting and reslving Functional | Intersects With Root | pa0ss issuss orfailuros; 5 TDA06.6
wulnerabilties Gause Analysis (RCA) (2) Developing actions to address the root cause of the
issue or failure; and
(@) Implementing the actions and monitoring the
Network application | N AP! of
1sM-1910 pplicati . the Functional | No Relationship NA A NA o
programming nterfaces
internet. are centrally logsed.
. are nt
Centralized Gollection
ntrall Manager (SIEM), or similar 1 n
1SM-1911 Software event logging | °°""!Y 1°E€°¢ Functional | Interseots With | of Event Logs & Security-|  MON-0 | 228 (SIEM).or similar automated taol,to support the 5 MON-02
Relovant Telemet
elovant Tetemetry telemetry
ritical servers, high- Mechanisms exist to generate authorftative
(1) Identifies key architectural and implementation
in-scope i
Applied Security, andlor Services (TAAS);
Compliangoand (2)Refiects the current state of applied securiy,
1sM-1912 Network documentation Functional | Intersects With 14009 5 1A0-03

Resilience Controls
Documentation

Processes, Technologies, Data and/or Facilties (PPTDF)
that are contained within the system boundary; and

(3) Provides a historical record of applied security
controls, including changes.
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Control Descriot scr#
maintained.
Hardening T equipment Secure Baseline
IsM-1913 81T equ Functional | Intersacts Wit CFG-04 cre-02
configurations Configurations
with industry-accepted hardening standards.
and maintained. )
IsM-1914 Hardening operating Functional | Intersectswitn | Secure Baseline cre-04 cre.02
system configurations Configurations
with industry-accepted hardening standards.
Hardeninguser | and maintained.
Secure Baseline
IsM-1915 application Functional | Intersects With cre-04 cre-02
Configurations
configurations with industry-accopted hardening standards.
<o dovelop,
Hardeningserver | and maintained. Socuro Basatine
IsM-1916 application Functional | IntersectsWith | Sorye P cFe-04 vices (TAAS) cre.02
configurations © with industry-accepted hardening standards.
Mechanisms exist to develop a fisk-prioriized Post-
applications and ibraries ensures support for the use of ML-DSA-87, MLKEM- Post.Quantum Quantum Cryptography Agilty Plan (PQCAP) that:
Transitioning to post- | 1024, SHA-384, SHA-512 and AES-256 by no later than 2030. (1) Enables cryptographic agilty;
IsM-1917 810 g g an o tater than Functional | IntersectsWith | CryprographyAgiliy |  Qrs.op  |{1)Enebles cryptographic agiy Qrs.03
quantum cryptography (2) Aligns with evolving security standards; and
Plan (PQCAP) b
The CISO regularly reports directly o their organisation’s audt, risk and Mechanisms exist to provide governance oversight
Reporting on cyber Status Roporting To
Ism-1918 poring on ot Functional | Intersects With porting GOV-09.1 | make docisions about matters considered material o the Gov-01.2
securty Governing Bocly
organization's Security, Compliance & Resilience
o RP)
Custor
Mutifactor 0
IsM-1919 it facto ncation Functional | NoRelationship NA A NA
o
ST P nices, systems or. that
I5M-1920 process, store : Functional | NoRelationship NA A A
authentication
foc
hre
xploits exist for unmitigated vulnerabiltes. uses Indicators of Compromise (IoC) to detect, track and
IsM-1921 Vulnerabilty scanning | P01 Xt or unmitigated vuinerabilties. Functional | Intersects With | Threat Hunting THR-g  [UseS Indicators of Gompromise (10C) to detec, track an THR-07
disrupt threats that evads existing security controls.
The O the
IsM-1922 application development of mobile applications. Functional A0S TDA0
develooment (sSDP)
Generative Al applications evaluate user prompts to detect and mitigate o
' | input attacks that sek to manipulate Al agent
Al Agent Prompt
1SM-1924 sensitive or Functional | Intersectswitn | AASUROMY 59,12 instructions, bypass security, compliance andior AAT-29.12
‘ resilience controls or resultin unauthorized actions.
Microsoft AD DS domain controllers, Microsoft AD CS CA servers, Microsoft
o fortheir industry-recognized security, compliance and resilience
M unless they Secure Engineerin ractices i the specification, design, developmen
IsM-1926 untessthey | Eunctional | Intersects With Sneerii | sgas [Procticesinthe specifiation, design, development, SEA01
Directory services [ are security related Principles.
Applications and/or Services (TAAS)
(Access o Microsoft AD DS domain controllers, Microsoft AD CS CA servers,
Microsoft AD to industry-recognized security, compliance and resilience
127 Microsoft Active | prvileged users that require access. runctonat | intersectowin | SecureEnginesring | (o loracticasin the specification, design, dovelopment, sea0n
Directory services Principles
Applications and/or Senvices (TAAS).
Backups of Microsoft AD DS domain controllers, Microsoft AD CS CA servers,
Mierosoft Active | Miorosoft AD FS servrs and Microsoft Entra Connect servers are encrypted Socure Baseline
IsM-1928 using ASD: Functional | Intersects With crG-04 cre-02
Directory services Configurations
backup administrator accounts. with industry-accepted hardening standards.
Backups of Microsoft AD DS domain controllers, Microsoft AD CS A servers,
crosof Cryptograph known public
IsM-1928 Microsoft Active | Microsoft AD Functional Useol crv-02 publ cRY-01
using ASD- Gontrols standards and trusted cryptographic technologies.
oot acve | ENeight oS o develop,
Directory Domain Sacure Baseline
— DrsctoryDoman PR [—— sl B s oroaz
controlers with industry-accepted hardening standards.
Microsoft Active
Dircctory Domain ure Baselin
IM-1930 ectory bomal Functional | Intersectswitn | Seeure Baseline CFG-04 cre-02
Services domain Configurations
with industry-accepted hardening standards.
controllers
SID Filtering s enabled for domain and forest rusts, Mechanisms exist to develop, document and maintain
Microsoft Active
Directory Domain Secure Baseline
- vty Do PR [—— sl B s oroaz
controers with industry-accepted hardening standards.
Microsoft Active s minimised.
Dircctory Domain ure Baselin
IsM-1932 ectory Domal Functional | Intersectswitn | Seeure Baseline CrG-04 cre-02
Services account Confgurations
with industry-accepted hardening standards.
hardening
ave DG
Merosoft Acte Mechanisms exist o develop, dacument and maintain
Directory Domain Secure Baseline
1SM-1933 v Functional | Intersects With cFG-04 (TAAS) that cFG-02
Services account Configurations pptcaton e TS e o
oo ustry-accepted hardening standards,
= a
Microsoft Active
Dircctory Domain ure Baselin
1SM-1934 eeronDomaAn | emoved Functional | Intersectswitn | Seeure Baseline cFe-04 cre-02
Services account Configurations
with industry-accepted hardening standards.
hardening
Miorasaft Active o B Mechanisms exist o develop, dacument and maintain
Directory Domain Secure Baseline
1SM-1035 v Functional | Intersects With cFG-04 TAAS) that cFG-02
Services account Configurations thindust ted hardening standard
rerdenng ustry-accepted hardening standards,
Microsoft Active ruser
IsM-1936 Drrectory Domain Functional | Intersectswitn | Seeure Baseline cre-04 cre02
Services account Configurations
with industry-accepted hardening standards.
hardening
User hecked
Directory Domai i
IsM-1937 rectory Domain _ |attrioute Functional | No Relationship NiA NA NA
Services account
hardening
Miorosoft Actve | T D0maIn Computers secutty group doss not ave write or modiy )
Directory Domain Secure Baseline
I5M-1938 i Functional | Intersacts With cFG-04 cre-02
Services account Configurations
with industry-accepted hardening standards.
hardening
v oD y— Mechanisms exist o restrict and control prvieged
I5M-1939 Functional | Intersectswith | P 1AC-10 1AC-16
Services security group
oD yr—y Mechanisms exist o
Dirastory Domain (1) Define authorized system account types;
ISM-1940 Functional | IntersectsWith | AccountManagement | 1AC-08 | (2) Define prohibited system account types; and 1AC-15
Services secuvroup (@) Proactively govern individual, group, system, service,
memberships roacielygou . group, system, service,
s, Enterpr :
oo |C of Mechanisms exist o:
Drreerary Doma | AdMinS o other ight privieged securiy groups. (1) Define authorized system account types;
1SM-1941 Somtconsomryarocn Functional | Intersocts With | AccountManagement |  1AC-08 |(2) Define prohibited system account types; and 1AC-15
roaciively govern indvidual, m, serv
memberships (8 Proacily over i, goup, o, o,
Microsoft Active | ™ P Mechanisms exist to:
Dy Damaty | Y privieged secuy groups. (1) Define authorized system account types;
Ism-1942 Functional | Intersects With | AccountManagement | 1AC-08 (2) Define prohibited system account types; and 1AC-15
Services securvgroup (3) Proactively govern individual, group, system, service,
oran ively govern individual, group, system, service,
anolication. suast
Microsoft Active Secure Baseline
I5M-1943 Directory Certficate Functional | Intersacts Wit CFG-04 cFe-02
Configurations
with industry-accepted hardening standards.
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re Controls Framework (SCF)
- - N Secure Controls Framework (SCF) Legacy  Essential8 | Essentials Essentials

Control Descriot SCF#
The EDITF_ATTRIBL D , d d
Microsoft Active | CS CA configurations. Secure Baseline
1SM-1944 Directory Certificate Functional | Intersects With Configurations CFG-04 5 CFG-02
Services with industry-accepted hardening standards.

The CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT flagis removed from

MicrosoftActive | certificate templates.
Sacure Baseline
IsM-1945 Directory Certficate Functional | IntersectsWith | Soure P cre-04 5 cre.02
Services & with industry-accepted hardening standards.
1 T a
Microsoft Active
Secure Baseline
I5M-1946 Directory Certficate Functonal | Intersectswitn | ‘SRR cre-04 5 cre-02
Senvices with industry-accopted hardening standards.
Extonded Koy Usages that enable user authentication are removed, o develop,
Microsoft Active Secure Baseline
IsM-1947 Directory Certficate Functional | IntersectsWith | Sorye P cFe-04 vices (TAAS) 5 cre.02
Services & with industry-accepted hardening standards.
Secure Baseline
I5M-1948 Directory Certficate Functional | Intersectswitn | ‘OB cre-04 5 cre-02
Senvices with industry-accepted hardening standards.
<o dovelop,
- Sacure Baseli
s | Dreayresemon (RS T il B eos TS : cro
Services & with industry-accepted hardening standards.

following initial synchronisation activities.

Secure Baseline

1SM-1950 Microsoft Entra Connect Functional | Intersects With CFG-04 5 CFG02
Contigurations

with industry-accepted hardening standards.

for s o develop,

Secure Basell
1SM-1951 Microsoft Entra Connect Functional | Intersects With oure Baseling CFG-04 rvices (TAAS) 5 CFG-02

Configurations.
with industry-accepted hardening standards.

D DSand o a

Microsoft Entra ID.

Secure Baseline

1SM-1952 Microsoft Entra Connect Functional | Intersects With CFG-04 5 CFG02
Contigurations

with industry-accepted hardening standards.

the built- o develop,

built- unique,

accounts, break glass Functional | Intersects With CFG-04
accounts, local c

administrator accounts

(TAAS) that.

1SM-1953 5 CFG-02

for local

sccouta brak lass Functional | ersectowin | croos 5 cre02

administrator accounts

1SM-1954

puter o develop,

1SM-1955 Changing credentials | the past 30 days. Functional | Intersects With SecureBaseline CFG-04 (TAAS) that. 5 CFG-02

Configurations.
with industry-accepted hardening standards.

Microsoft AD F:

being Secure Baseline
1SM-1956 the past 12months. Functional | Intersects With CFG-04 5 CFG-02

Configurations,
with industry-accepted hardening standards.

ADCSC/ o develop,

security module.
1SM-1957 Protecting credentials Functional | Intersects With Secure Baseline CFG-04 (TAAS) that. 5 CFG-02

Configurations.
with industry-accepted hardening standards.

U
operating environments.

Separate privileged Secure Baseline

I5M-1958 Functional | Intersects With CFG-04 5 CFG-02
operating environments Configurations
with industry-accepted hardening standards
Tothe t aconsistentand Mechanisms exist o generate, monitor, correlate and
structured format. respond to event logs and security-relevant telemetry
15M-1959 Eventlog details Functional L MON-04 data d suppl 5 MON-01.4
Tetemetry chain activities to achieve integrated situational
awareness.
ot oot et sty o Convazod otectn anagr 1) o sl sutarted . oot
15M-1960 Eventlogmonitoring | M°er 10 detecteybersecurity events. Functional | Intersects With | of Event Logs & Security- | MON-0s | N8 (SIEM). orsimilar automated tool,to support the 5 MON-02
Relevant Telemetry
telemetr.
ntlogs Automated mechanisms exist o correlate both technical
manner to detect cyber security events. Gorrelate Monitoring and
I5M-1961 Eventlog monitoring Functional | Intersects With tormaion MON-08 | by a Security Incident Event Manager (SIEM) or similar 5 MON-02.1
automated tool, to enhancs organization-wide situational
SMB version 1is notused on networks. Mechanisms exist o develop, document and maintain
Using the Server Secure Baseline
15M-1962 8 Functional | Intersects With CFG-04 (TAAS) that 5 CFG-02
Message Block protocol Configurations
with industry-accepted hardening standards.
Network t [1oggea Sentratized Gotection M (SIEM) lar automated tool, t th
15M-1963 ovorkdeicoovntoge Functional | Intersects With | of Event Logs & Security- | MON-0s | N8 (SIEM). orsimilar automated tool,to support the 5 MON-02
e Relevant Telemetry
telemetr.
Automated mechanisms exist o correlate both technical
logged. and
Network device event Correlate Monitoring
I5M-1964 erer dence ever Functional | Intersects With iate MoIOM"E | MON-08  |bya Security Incident Event Manager (SIEM) orsimilar 5 MON-02.1
logging Information
automated tool, to enhancs organization-wide situational

through a proxy device (e.g, Policy Enforcement Point
1SM-1965 Content checking Functional DN g| NET7 5 NET-18
user's ability to connect to dangerous or prohibited

omen: o Mechanisms exist o perform inventories of Technology
systems used by their organisation. Assets, Applications, Services and/or Data (TAASD) tha:
(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including
business justifcation datails;

Overseeing the cyber (3)1s at the level of granularity deemed necessary for

I5M-1966 oo Functional | IntersectsWith | AssetInventories AST-04 | tracking and reporting; 5 AST-02
security program
P (@) Includes organization-defined information deemed
and
(5)1s available for review and audit by designated
organizational personnel.
y 2 Mochanisms exist o formally assess the security,
TOP SECRET
Applications andor Services (TAAS) through Information
\SM1067 cunctional | intersectswin || Controtvatidation 1AO.04 | Assurance Program (AP) actvies to determine the 5 K002
theirresources | ther Testing (CV)
operating as intended. operating as intended and producingthe desired
TOP SECRET Mochanisms exist o ensure Technology Assets,
t t
15M-1968 Functional | Intersects With | Security Authorization |  1a0-14  [APPications and/or Senvices (TAAS) are officially 5 1A0-07
D (orth ). authorized prior to "go ive" in aproduction environment.
orsimitar
15M-1969 malicious code | prevent accidental execution. Functional | Intersects With Protection END-04 5 END-04
infections
for cybs research Detonation Chambers Mechanisms exist to utilze a detonation chamber
15M-1970 dedicated Functional | Intersects With 1RO-21 pability 5 1RO-15
(Sandboxes)
infections other svstems. files and email attach
d their TOP SECRET Mechanisms exist to formally assess the security,
undergoa
h  Applications and/or Services (TAAS) through Information
Mot thelsm cunctionst | intersectswin | ControtValidation 1AO.04 |Assurance Program (AP) actvies to determine the 5 K002
(or. hs. Testing (CVT)

operating as intended and producing the desired
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Secure Controls Framework (SCF)
Control Descrintion
Mechanisms exist to formally assess the security,

| Applications and/or Services (TAAS) through Information

Assessmentof
1972 g |reteaseor o runctionat | intersectowitn | ControtValidation 1no0a|Assuranca Program (1AP) activios to determina the o2
eren ovovcirs,|[0r@ subseauent elease),ateast every 24 moriths. Testing (V1)
oporating as intended and producing the desired
et oyt es Mechanisms existto maintain sict control over
1sM-1973 ” Functional | Intersects With AST-18 | Technology Assets, Applications, Services and/or Data AST-05.
systoms Media
TARSDIto nd inteity.
[ [ Mechanisms exis to nsure Technology Assets,
Applications, Services
I5M-1974 Functional | Intersects With asT-19 i AST-05.2
and eryptographic unctional | Intersects WIth | o1y Data (TARSD)
protections.
equipment Storage
oyt aceeneto Techmotogs Aesete Mechanisms exist o ansure Technology Assets,
securedin uitably secure security containers e
IsM-1975 Functional | Intersectswith | A% : asT-19 ty AST-05.2
and cryptographic and/or Data (TAASD)
protections.
equipment Storage
Fvont
Operating system event |logged. Centralized Gollection Managor (SIEM 2 dtool n
IsM-1976 perating system event (logge Functional | IntersectsWith | of Event Logs & Security-|  MON-05 | Manager (SIEM) or smilar automated tool, o support the MON.02
e Relevant Telemetry o
Fvont
Operating system event Centralized Gollection Managor (SIEM : dtool n
IsM-1977 peratngsistem e Functional | IntersectsWith |of Event Logs & Security-|  MON-05 | Manager (SIEM) or smilar automated tool, o support the MON.02
oaing Relevant Telemetry o
Fvont
Server application event [ centrally ogged. Centralized Gollection Managor (SIEM) 2 dtool n
1sM-1978 g 7"' fon event | centrally logger Functional | Intersects With | of Event Logs &Security- |  MON-05 | Menager (SIEM). or similar automated tool, to support the MON-02
oeing Relevant Telemetry o
Fvont
Centralized Collaction echanies o " e .
IsM-1979 " Functional | IntersectsWith | of Event Logs & Security-|  MON-05 | Manager (SIEM) or smilar automated tool, o support the MON.02
oaing Relevant Telemetry o
Credential hintfanctionaliy s ot used forsystems. e a
Secure Baseline
15M-1980 Protastingcredentials Functional | Intersects With crG-04 cre02
Configurations
with industry-accopted hardening standards.
Gradential hintfunctionaliy s not used fo systems. rsora Baoed Mechanisms exist o enforce complexity, length and
15M-1980 Protasting credentials Functional | Intersectswith | aooor® 50 1AC15  |ifespan considerations to ensure strong criteriafor 1AC-10.1
o
arenotonger Mechanisms exist to prevent unsupported Technology
arereplaced. Assets, Applications and/or Services (TAAS) by:
Unsupported it placing forth
IsM-1981 Cessation of support Functional | Intersects With | astas g ToA17
Applications andor vendor or manufacturer; and
Services (TAAS) (2) Requirng ustifcation and documented approval for
the continued use of unsupported TARS required to
"
quipment tha g supp Mechanisms exist to prevent unsupported Technology
Assets, Applications and/or Services (TAAS) by:
Unsupported it placing forth
I5M-1982 Cessation of support Functional | Intersects With | astas g ToA17
Applications and/or vendor or manufacturer; and
Services (TAAS) (2) Requirng ustifcation and documented approval for
the continued use of unsupported TARS required to
"
Eventlogs sentto a centralised event logging facility are sent as soon s omratzed Cotoston
P el T runctionat | itersectswis |or oot omn s seco.|  moN.05 |MensEer SIEM) orsimiarautomated ool o supportthe onos
ogging faclity
Relevant Telemets
i tetemetr.
Event logs sent <o dovelop,
—" contats ot unciona | orsasswn | SooueBmne | o, e cro2
seing facilly & withindustry-accepted hardening standards.
Centralised event Use of Cryptographic
IsM-1984 Functional | Intersects With "YPLogTap! GRY-02 [ oryptographic protections controls using known public cRY-01
togging facilty trols
Cryptographic mechanisms exist o prevent the
IsM-1984 Centralised event Functional | Intersectswitn | MCVPHREDataIn | ooy oo cRY-03
togging facilty Transit
Contatisedovent Protection of Event Logs p Rodizzes
IsM-1985 entralised even Functional | Intersects With | & Security-Relevant | MON-12 audit MON-08
togging fcilty modification and deletion.
Telemetry
Centralised event
IsM-1985 P Functional | IntersectsWith | RelevantTelemetry | MON-12.2 |of eventlogs and security-relevant telemetry o privileged MON.08.2
ith
Eventlog: dotect vt Mechanisms exist o review event logs and sscurfy- Updated 2026.3
IsM-1986 Eventlogmonitoring | ¥PeT seourity events. Functional | Intersects With |  Relovant Telemetry |  MON-03 | Yo" and escalate MON-01.8
Monitoring
orocedures.
Erentiogs rom T detect Centalized Collection echanisms o 202 Socuriy Incider o
IsM-1985 Eventlogmonitoring | ¥Per seourity events. Functional | Intersccts With | of Event Logs & Security- | MON-0s | anager (SIEM). o similar automated tool,to support the MON.02
Relevant Telemetry
tetemetr,
” deteot ot Mechanisms oxist o review event logs and sscurfy- Updated 2026.3
IsM-1987 Eventlogmonitoring | ¥PeT seourity events. Functional | Intersects With |  Relovant Telemetry |  MON-03 | Yo" and escalate MON-01.8
Monitoring
orocedures.
ortogs rom sect detect Gentalized Collection echanisms o 202 Socuriy Incider o
IsM-1987 Eventlogmonitoring | ¥PeT seouity events. Functional | Interscts With | o Event Logs & Security- | MON-0 | an3ger (SIEM). o similar automated tool,to support the MON.02
Relevant Telemetry
tetemetr.
2months Mechanisms oxis o retain ovent ogs and security-
[ relevant telemetry or atime period consistent with
I5M-1988 Eventlog retention Functional | Intersects With | RelevantTelometry |  MON-13 MON-10
Retention
tonti
Evontl Mechanisms exist o retain event logs and security-
Australi’s uentLoguSecuy- relevant telemetry for a time period consistent with
I5M-1089 Event log retention w Functional | Intersects With | Relevant Telematry |  MON-13 MON-10
2publication o
Retention
retent
When using ML-DSA and ML-KEM, a5 per FIPS 204 and FIPS 203 respectively, Mechanisms exit o define:
Fips (1) Approved Post-Quantum Cryptography (PQC
Using post-quantum Approved Post- (l] ‘:ﬁ:"" TSGQ"S" um :W °€;s° 4 ? )
I5M-1990 cryptographic Functional | Intersects With | Quantum Cryptography | QTs-0.3 | "\E0TAMS. including asymmatric and symmetric Qrs.063
algorithms; and
algorithms (PQC) Algorithm Use
(2) Reaired valdation lovels for approved algorithms
tes_FipS
r . MLDSAB7 i used, Mechanisms exit o define:
roforably ML-DSA (1) Appr -Quan raphy (P
Usingthe Moduts- | Preforably MLDSA87. Approvedost. (oprovespostQuantm gy #20)
algorithms, including asymmetric and symmetric
SM-1991 Lattice-Based Digital Functional | Intersects With | Quantum Cryptography | QTs-08.3 [ ' Basy " QTS-063
algorithms; and
Signature Algorithm (PQC) Agorithm Use:
(2) Reauired validation levels for approved algorithms
le.o.FIPS
DS for digital signat Mechanisms exist to define:
Usingtha Modute. | Mhenever possible Aoproved Post. D sgproea st Quantum Gty (°Q0)
I5M-1992 Latice-Based Digital Functional | IntersectsWith | Quantum Cryptography | QTS-09.3 | 280rhms, including asymmetric and symmetric Qrs08.3
algorithms; and
Signature Algorithm (PQC) Algorithm Use
(2) Reaired valdation lovels for approved algorithms
tes_FipS
Mechanisms exit o define
" Approvedpost- (1 sgproed st Quantum Coptagaty (°2)
algorithms, including asymmetric and symmetric
1SM-1983 Lattice-Based Digital Functional | Intersects With | Quantum Cryptography | QTs-08.3 | ' Basy " QTS063
algorithms; and
Signature Algorithm (PQC) Agorithm Use:
(2) Reauired validation levels for approved algorithms
le.o.FIPS
When the pre-hashed variants of ML-DSA-G5 and ML-DSA-87 are used, at Mechanisms exst to defino:
Usingtho Hodutg. 1251 SHA-384n SHA-S12respectely s usedforpre hashing. Aoproved Post. (4o os Quaum Copioggy PQ0)
I5M-1994 Lattice-Based Digital Functional | IntersectsWith | Quartum Cryptography | Qrs-0s.3 |78 neludingasymmetricand ymmetric Qrs08.3
algorithms; an
Signature Algorithm (PQ) Algorithm Use. 15
(2) Reaired valdation lavels for approved algorithms
les_FipS
3 Mechanisms exist o define
Usingthe Module- | keys), ML-KEM-768 or ML-KEM-1024 s used, preferably ML-KEM-1024. Approvedost. (1) Approved Post.Quantum Cryptography (PQC)
Lattice-Based Key ithms, includi tric and symmetr
I5M-1995 4 Functional | IntersectsWith | Quantum Cryptography | QTS-09.3 | AECrihims, including asymmetric and symmetric Qrs06.3

Encapsulation
Mechanism

(PQC) Algorithm Use

algorithms; and
(2) Required validation levels for approved algorithms
lo.c. FIPS
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FDEName ent (FDE) Description oot Deeerintion
When a post-quantum traditional hybrid scheme s used, either the post- Mechanisms existto everage hybrid/composite
the algorithms as a transition path to Post-Quantum
both are AACAS. Cryptography (PQC) solutions that:
(1) Support hybrid signatures (e.g., ECDSA + ML-DSA) and
Post-quanty i utat i X
ost-quantum Hybrid/ Composite ybrid Key Encapsulation Mechanisrms (KEMs) (¢.&.,
15M-1996 traditional hybrid Functional | Intersects With Crtogran QTS09.9 |ECDH+ MLKEM); QTS-08.9
ogra
schemes yprogrepny (2) Ensure certficate formats, Public Key Infrastructure
(PK)) and trust anchors can support dual-key or dual-
certificate models; and
(3) Plan for eventual removal o classical algorithms once
o
o roles and nssigned Socurty, Mechanisms exist o assign one of more qualiied
Embedding cyber for o Compliance &
15M-1997 Functional | Intersects With GOV-05 | manage, coordinate, develop, implement and maintain GOvV-04
socurity Resilience "
Responsibilties
P cre
The board of directors or executive committee ensures that cyber securty s Mechanisms existto align security, compliance and
o & resilience capabilties with business requirements
Committ
I15M-1998 Embedding eyber Functional | Intersects With Gov-09 ' Gov-01.1
security Program Oversight data d
which
cosuia hasis
or Mechanisms existto align security, compliance and
strategy fortheir organisation s aligned with the overarching strategic resilience capabilties with business requirements
teering Committ
1SM-1999 . Functional | Intersects With GOV-09 e g GOV-01.1
socurity Program Oversight data d
, which
rosular basis
The board of directors or executive committee seoks regular briefings or Mechanisms existto provide governance oversight
porting P 1
Embedding cyber Status Roporting To
15M-2000 semfwy which they operat Functonal | Intersectswitn | >R e GOV-09.1 | make decisions about matters considered material to the Gov-01.2
matter experts. v organization's Security, Compliance & Resilience
b cap)
i or ; postie susinoss As Usoal (BA0) Hochaniams oxst i ncorports seurt, complncs
15M-2001 eading by Functional | Intersects With | Security, Compliance& |  GOv-1o [ esiience principles into Business As Usual (BAU) Gov-14
cybersecurityculture | example.
o Mechanisms existto align security, compliance and
y & resilience capabilties with business requirements
Bulding cyber securiy |r igations. teering Committ
15M-2002 o Y |resutator obligations Functional | Intersects With Gov-09 g Gov-01.1
expertise Program Oversight data d
, which
rosular basis
The board of directors or executive committee maintains awareness of key Mechanisms existto align security, compliance and
resilience capabilties with business requirements
Steering Committ
1SM.2003 Buiding cyber security | personnel, and cyber security skills and experience gaps within their cunctionat | Intersects with covos ¥ board, ey
expertise organisation. Program Oversight data protection and
which
s hasis
o Wcapitalpt a
p o . Security, Compliance & o e
15M-2004 v or M) Eunctional | IntersectsWith | Resilience Resource | PRM-05 netudin © PRM.02
expertise implement the Security, Compliance & Resilience
Management
P
or business
dentyingeitical | icallyof theiorganisation'ssystems, including a aast a basic Technology Assets, Applications, Services and/or Data
15M-2005 g . their value, ,whohas | Functional AST-05 8CD-02
business assets
access, who might seck access, how they are protected, and how that functions.
The board ofdirectors or executive committee understands the business Mechanisms existto dentify and catalog the
's systems, organization's High Value Assets (HVAS) (e.g., crown
theirvalue, , who has Jowels), including defining:
access, who might seek access, how they are protected, and how that (1)Criteriafor high-value Intellectual Property (IP) to be
protection s verfied. categorized as a HVA;
(2)Criteriafor Technology Assets, Applications and
entifying crtical (g Value Assets. Services (TAAS) to be categorized as a HVA based on
15M-2005 dentitying critcat Functional | Intersectswith | 8" Value Asset Gov-08 | pendency Gov-21
business assets (HAs)
(3) Location of HVA Technology Assets, Applications,
Services andor Data (TAASD);
(@) Assigned owners;
(5) Minimum protection mechanisms that must be
implemented; and
(6) Assurance requirements.
The board of directors or executive committee understands the business Mechanisms existto align security, compliance and
's systems,
theirvalue, , who has tecring Committ ¥ board,
15M-2005 Functional | Intersects With Gov-09 Gov-01.1
access, and how that etona ersects Program Oversight dat tion and
protection s verified. which
regular basis
The board of irectors or executive committee understands the business Mechanisms exist to generate authoritative
riticalty of their organisation’s systems, including atleast a basic
. their value, . who has (1) dentifies key architectural and implementation
access, who might seek access, how they are protected, and how that in-scope ticat
rotection s verifi andor Services (TAA
protection i verified Appliod Security, or Services (TAAS);
\dentityingritcal Complianoe and (2)Refects the current state of applied securiy,
15M-2005 iy Functional | Intersects With o 1A0-09 ple, 1A0-03
business assets Resilience Controls
Processes, Technologies, Data and/or Faciliies (PPTDF)
Documentation
that are contained within the system boundary; and
(@) Provides a historical record of applied security
controls,including changes.
The board of irectors or executive committee plans for major cyber security Mechanisms existto align security, compliance and
incidents, resilience capabilities with business requirements
Planning Steering Committ
15M-2006 anning o such Functional | Intersects With Gov-09 g Gov-01.1
securityincidents Program Oversight data d
, which
rosular hasia
otanning for mafor oyber | & BO3rd Of Grectors o executive comittee plans for majorcyber security Incident Response y pon
15M-2006 101 MaAOT YD i cicents, Functional | Intersects With > 1RO-09 1RO-06
securityincidents Gapabiliies Testing
such cber securitv incidents. tional
15M-2007 RETand TOP SECRETA®2s1S | Functional | No Relationship NA NA NA
intofacilities | developed.
and TOP SECRET
areas meet, ataminimum, the following criterie:
. lian Register of
d . 2 . fonshi
15M-2008 Functional | No Relationship NA NA NA
intofacilites |+ do not have inbuilt cellular connectivity
« can operate independently of mobile devices
. have WiFi, of vireless
ECRET and TOP SECRET aras.
a [ d TOP SECRET . onshis
15M-2009 o Functional | NoRelationship NiA A NA
intofaciities | areas.
Microsoft Active - d <
DirectoryDomain | S1endardforencryption Secure Baseline
1sM-2010 Functional | Intersects With CFG-04 CFG-02
Services account Configurations
with industry-accepted hardening standards.
hardening
Automated mechanisms exist to enforce Multi-Factor
accounts, other Authentication (MFA) for
are disablod for such user accounts. (1) Remote network access;
M2t Mult-factor cunctional | intersects with Mult-Factor \ac.ay |2 Thirc-party Technology Assets, Applications and/or 1AC06
authentication d/or
(3) Non-console access o critical TAAS that store,
Automated mechanisms exist to enforce phishing- Updated 2026.3
Maltifactor accounts, other Phishing-Resistant Multi resistant Mult-Factor Authentication (MFA) through
15M-2011 authontioaten | are disabled for such user accounts. Functional F 1AC-37.2 :
(MFA) verifier's igentiy, preventing credential relay by an
Systems are configured with a screen lock that: . d d
. 15 minutes of user inactivity, or when
manually activated by users
« conceals all content on the scroen with industry-accepted hardening standards.
Secure Baseline
15M-2012 + ensures that ap Functional | Intersects With CFG-04 cFe-02
Configurations
screen lockis activated
tho system
by
Mechanisms existto strictly govern the use of
o thenticate, Authy
15M-2013 network Functional | Intersects With 1AC-03 both 1AC-01.2
programming interfaces |the internet. byan
Provider (ESP)
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‘Secure Controls Framework (SCF) L Es tial 8 Es tial 8 Es tial 8
FDE Name ent (FDE) Description 'SCF Control e Seamene T BT ey SR SR SR
Control escrinion scr
echarisms st t0 sty goven the s ot
1SM-2014 network APIs that Functional Intersects With Authenticate, Authorize IAC-03 Authenticate, Aumomaandku:\l (AAA) solutions, both 3 IAC-01.2
yon
oot
Networc AP T —
Networkepplcaion Inbound & Outbound
1SM-2015 P! into ), but. the Functional Intersects With MON-22  foutbound communications traffic for unusual or 5 MON-01.3
programming interfaces ‘Communications Traffic
T = Uriea o353
Web Applcatin put
1SM-2016 Software input handling | network by software. Functional | Intersects With eb Application Inp: WEB-08 | application is validated and/or sanitized. 5 WEB-09
Validation & Sanitization
5 o-approved
JE— Useof Coptograshic
iz0r7 - Functionat | tntersets Wi crro s crvor
Ereomeatoman |, ogopn; pos coptograpicprotstions contos usng known publ
5 e
naons EncrptedDomain [anptography. conctonst | mersecieuen | DommNamesane | o Lrosluton’s dosinod. mplomentod ndmanagodto . wero
Name System Services (DNS) Resolution protect the security of name / address resolution.
Sorder Gt
1SM-2018 order Gateway orthatare longer than allowed, Functional | NoRelationship NA N/A N/A 0
Top secrer
their delegates), using the latest release of the ISM available prior to the
oo (1) Statton roultoryand contactutcomplnce
s, obgetions:
(2 Moriotingcapabiies
(3) Mobile devices
(4) Databases;
(5) Application security;
S (6 Embeddd cchnologe o2, oTend Ty
1SM-2019 As - -02.
ssessment of gateways Functional | Intersects With P 1005 |(7) Vutnerability management; 5 1A0-02.2
(8) Malicious code;
(9) Insider threats;
(10 Pertomancarioad tsting;
(11) Artificial Intelligence and Autonomous Technologies:
(AAT); and/or
(12) Other Technology Assets, Applications and/or
Services (TAAS) that require specialized expertise to
| The CISO ensures sufficient cyber security personnel, with the right skills and
1sM-2020 Overseeingcyber  |experience, are acquired to support cyber security activities within their Functional | Intersects with | PriOftZation ToAddress | o | practices with advanced technologies to maintain 5 —
socurty prsonnel |ogansation Eolingrisks & Treats
| The CISO ensures sufficient cyber security personnel, with the right skills and
1SM-2020 Oversesing cyber P y quired to support cyb fy activt thin th Functional Intersects With | Allocation of Resources PRM-06 perational, 5 PRM-03
socurty prsonnil | organination. reauirements i usiness rocesspanmingtor
Protecting systems and of their systems. N d d dand
1SM-2021 - N Functional | Intersects With Regulated Data DCH-27.1 [transmitted throughout 5 DCH-18.1
Exposure
x Sovetoped Soea,
1SM-2022 Providing cyber security maintained. Functional Subset Of SAT-02 d 10 SAT-01
Wordoree
io.zuzs Functional | Intersects Wi oo s crooe
soture Reposos o
1SM-2024 Authoritative source for activities. Functional Intersects With Softwsre Development CFG-17.3 |for 5 CFG-08.3
sotvare Repostory
o Mocharisms st o ilzea Sofwareeurance
changsor
SotwarsAsourance
1SM-2025 Issue tracking issues, or bug fixes. Functional Subset Of Maturity Model (SAMM) TDA-03.1 |lifecycle for the development of Technology Assets, 10 TDA-06.3
Applications and/or Services (TAAS).
impartedino e authorta souceor sofvare
by:
1SM-2026 ‘Software artefacts Functional Intersects With Software Repository CFG-17.2 (1) Scanning artfacts for malicious content; 5 CFG-09.2
rattons (2 Vertinga digtt inatureor scure o provided
(9 Scanningatfats o denty lai ot o encoded
soncefor st o
1SM-2027 Software artefacts Functional Intersects With cre17.2 || o 5 CFG-09.2
Protoctions (2 Veryin il sinatur or scouro s providd
overa sacurechannsiand
(9 Scanningrifcta o enty it roncodd
Hechaniams st o rqure T dovelopara of
iswzozs oAsTor y ottware | Functionat Tort71 enityond s Toroa2
aretacts remadiatecommon avs and docurment heresults o
softue ‘
a Mchanis oxatto et dovelopars o
- oASTor i (SOA, osottware | Functinat e | ToAT72 Wotiyand s Tor003
softare o anet
e Mecheniams oot o st 1o oo and part ar -
1SM-2029 Functional Intersects With Third-Party Libraries CFG-17.1 | party libraries and/or software components to 5 CFG-09.1
Keye,uhich s then
A o
1SM-2030 Software artefacts Functional Intersects With cre17.2 || o 5 CFG-09.2
Protoctions (2 Veryin il sinatur or scouro s providd
overa sacurechannsiand
(9 Scanningrifcta o enty it roncodd
S, [ e —
- Functonal | mterscts With | SupportingTootchain | oA 5.3 s Tor064
1SM-2032 warnings, Functional | IntersectsWith | Development Practices | TDA-05  |Secure Software Development Practices (SSDP) 5 TDA-06
(SSDP)
Hocharirs oxetto eqre o dovlopare of
e cyct. ¢
Lo procuce desgnspcicaton nd secuty
(0]
ettt pat o th organizaion'somorrise
socurosotvare
o203 Functonal | mtorscts Wi Tonot s Torcs
Govlopment Dosian .
socuty nctionaly and e llocationfsecuty,
complancaand osionca conras amongphysioatand
ot components; and
(9 Exprossos how il socurty funtions,
mechanims and enicea wok togathr o prvide
o oohansme et 1o lzsaSotwareAseurancs
securesottuare | e dovlopmont ol !
o~ Functonal | mtorscts Wi Toroa. s Tor063
Govlopment Maturty Mol (SAMM)
| Applications and/or Services (TAAS).
T Foorars o e ey o
o205 . e Functonal | morsoctswin | 0eaRoess [ g o [Mechanisms ot oofino borsacuriy s s HAs.00
1SM-2035 Secure software Functional TDA-05 5 TDA-06
dovlopment
p— O O L R L e T - -
Mochanisms st o onsurodovelopars o Tocholony
Secure software. “ prol P & Requisite Developer !
1SM-2037 Functional | Intersects With ! P TDA-19.2  {requisite skillset receive suitable training on Secure 5 TDA-13.2
dovsopment Tabing
Software Development Practices (SSDP).
1SM-2038 Functional Intersects With P gt TDA-19.1 5 TDA-13.1
o covlopers,
1SM-2039 Functional Intersects With Threat Modeling. ToA0s2 |30 design techniques, to ensure that threats to 5 TDA-06.2

Secure Controls Framework (SCF)



STRM Guidance:|

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
LEITAIINL RN Secure Controls Framework (SCF) version 2026.3

FDEName

ent (FDE) Description

SCF Control

Programming Language

Focal Document URL: [iI¢

Secure Controls Framework (SCF)
Control Descriot

Mechanisms exist to:

(1) Define organization-approved programming

1SM-2040 Functional | Intersects With TOA-04.1 TDA06.7
development Selection Langusgels) for software development; and
2
Mechanisms exist to:
2081 used for runctionat | intersectswin | ProgrammingLonguage [ |(1) Define organization-approved programming ToA08T
development Selection Langusgels) for software development; and
2
1SM-2041 Seouresoftnare used for Functional Pr ToA05 ToA-08
fevelopmen oy
ife cycle, allbuitin Sottings by default to reduce the likelihood of Technology
luded Secure Settings B ications and/or Servi in
15M-2042 Functional | Intersects With 88| 1pagsy [Assets Applications andor Services (TAAS) being TDA09.6
development |cost to consumers. Default deployed with weak security settings that would put the
TAAS at a greater risk of compromise.
Mechanisms existto require the developers of
maintainabilty. , Appl
o produce a design specification and security
architecture tha:
o]
integrated part of the organization's enterprise
Secure software
15M-2043 Functional | Intersects With ToA04 ToA05
development &Design a
securiy functionality and the allocation of security,
compliance and resilience controls among physical and
logical components; and
(3) Expresses howindividual security functions,
provide
daunified hto
ocure softwre however, i they
1SM-2044 e softwars y Functional Defautt 1AC-14.4  [changed croation or system hc108
development
installation
however, i they
v Sottings by default to reduce the likelihood of Technology
Secure software Secure Settings B ications and/or Servi in
15M-2044 Functional | Intersects With 88| 1pagsp [Assets Applications andor Services (TAAS) being TDA09.6
development Dofault deployed with weak security settings that would put the
TAAS at a greater risk of compromise.
s fwr
15M-2045 ot | measures orfeatures. Functional | Intersects With | Development Practices |  TDA-05 | Secure Software Development Practices (SSDP) ToA-06
P (SSDP)
logged and
15M-2046 ogged an: Functional | No Relationship NA NA NA
g Prohibit Non-Privileged e e e
1SM-2048 ot . privieg Functional | IntersectsWith | Users from Executing | 1AC-30.1 | *X2°Ut"8 ‘:”V‘ e"e“ “"“‘""i“""“ “de jabling, IAC-21.5
fevelopmen P circumventing or altering implemented security
safegurds
Y ‘Mechanisms exist to securely implement an internal
1SM-2050 2 certificate trust for ueing a Ceréfioate Functional | Intersects With CRY-09 PK CRY-08
development torwith the () services from a reputable PKI service provider.
Cyber Mechanisms exist o configure Technology Assets,
security events. (TAAS) togs|
(1) Establish what type of event occurred;
Secure software (2) When (date and time) the event ocourred;
1SM-2051 Functional ogs | MON-0S |(g) event occurred; MON-03
development
@) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the
event.
Secure software
1sM-2052 Functional MON-30 in event MON.03.1
development
telemetr.
Endof ‘Mechanisms exist o ensure Technology Assets,
Land the archival Applications and/or Services (TAAS) are properly
produced and made available to consumers. decommissioned so that:
(1) Datais property transitioned to new systems or
1SM-2053 Securs sorare Functional AsT-36 AST-30
i (2) Hard drives are ither destroyed or erased in
tandard:
ILas statut
if Torimported third-p Mechanisms existto generate, or obtain, a Software Billof
Materiats Materials (SBOM) for Technology Assets, Applications.
15M-2054 f Functional | Intersects With ssom) TOA21.4 that TDA-04.2
use, including versions and applicable licenses.
Softwarebuid |
15M-2055 oftware t Functional NA NA NA
provenance
, orobtain, o
of software. Materials (SBOM) for Technology Assets, Applications
fware buil fiware Billof Materia
15M-2056 Software build Functional | Intersectswin | 2@ BllofMaterils |y 5 TDA04.2
provenance (sBOM)
use, including versions and applicable licenses.
and tested Mechanisms exist o require system
Z developers/integrators consult with security, compliance
Security, Compliance . and/or resilience personnel to
Resitince Tosting (1) Create and implement a Security Testing and
15M-2057 Software input handiing Functional | Intersects With Tvoshont TOA17 | Evaluation (ST&E) plan, or similar capabilty; ToA-09
(2) Implement a verifiable flaw remediation process to
control testing and evaluation process; and
(3) Dogument the cesuits
. and tested
15M-2057 Software input handling | 51" 201" Positive and negative unit tests and integration tests. Functional | Intersects With | Malformed Input Testing |  TDA-17.3 TDA-09.4
or unexpected i
Updated 2026.3
Web Application Input
1512058 Software input handling | deserialised. Functional | Intersects With [ NeDAPPUCBNONINPUE | yyeq 0 | oppiicationis vlidated andor santized. WEB-09
Validation & Sanitization
p with malicious yofin )
15M-2059 tent access, flestorage. | Functional | IntersectsWith | InputDataValidation | TDA-12 [inputs. T0A18
Mechanisms exist to require systom
b developers/integrators consult with security, compliance
nd/or sl nnel to:
Security, Compliance & and/orresilience personnol to:
(1) Create and implement a Security Testing and
Resilience Testing
15M-2060 Functional | Intersects With Troughont TDA17 | Evaluation (ST&E) plan, or similar capabilty; TDA-09
(2)Implement a verifiable flaw remediation process to
Development
controltesting and evaluation process; and
(2 Neumant the rasuits
Mechanisms exist to require system
components. developers/integrators consultwith security, compliance
Security, Compliance . and/or resilience personnelto:
Rosilonce Tosting (1) Create and implement a Security Testing and
15M-2061 Functional | Intersects With Toughont TOA17 | Evaluation (STAE) plan, or similar capability; ToA-09
implement a verifiable flaw remediation pr
Dovalopmant (2)Implement a verifable flaw remediation process to
control testing and evaluation process; and
(3 Document the cesuits
Unit testing and integration testing, covering both positive and negative use Mechanisms exit to require systom
cases, developers/integrators consult with security, compliance
rrectness. nd/or sl el to:
correctness. Securiy, Compliance . andor resilionce personnel to
(1) Create and implement a Security Testing and
Resilience Testing
1sM-2062 Functional | Intersects With Troughont TDA17 | Evaluation (ST&E) plan, or similar capabilty; TDA-09
(2)Implement a verifiable flaw remediation process to
Development
controltesting and evaluation process; and
(2 Nneumant the rasuits
If supported, web application session cookles set the HitpOnly flag, Secure
Secure web application
1512063 PP flag and the Samesite flag by default Functional Practi TDA05 TDA-06.
(SSDP)
I5M-2064 Secure web application |, .. Functional Praci ToA05 ToA-08
(SSDP)
1SM-2065 Secure web application 128 | Functional Praci ToA05 ToA-08
bt entroov. (SSDP)
1SM-2066 Secure web application Functional Pr ToA05 ToA-08
(SSDP)
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Secure web application

1SM-2067 Functional Pr ToA05 5 ToA-08
(sSDP)
thoss that Mechanisms existto configure firewall and rout
Functional separation ose tha DenyTraffic by Default & fechanisms exist to canfigure irewall and router
IsM-2068 between networked | "°11"® 20285 Functional | Intersects With | Allow Traffic by NET-04.1 5 NET-04.1
allow network traffic by exception (e.g., deny all and
dovices and the internet Excoption
RET
I5M-2069 and TOP SECRET Functional | No Relationship NiA A NA o
verified.
0
15M-2070 andvideorecording | SECRET and TOP SECRET aras. Functional | No Relationship NiA A NA o
Mechanisms exist o include awareness training on
L d actual nst
IsM-2071 Functional | Intersects With SAT-06.1 5 SAT022
disclose or change user |them. Mining of social engineering and social mining.
n vttt matigoncs () Mechanisms existto ensre policies, processes,
Secureartficial  |arbitrary cods execution. oAty procedures and practices related to the mapping,
15M-2072 intelligence application Functional | Intersects With ot AAT-02 5 AAT01
development Autonomous Technologies (AAT)-related risks are in
Governance
olace.
plan s doveloped, a Mechanisms exis to dovelop a isk-priortized Post-
R L postQuantum Quartum Coplogiaphy Aty Plan (QCAP
IsM-2073 s Functional | Intersects With | Cryptography Agily |  Qrs.oe (1) Enables cryptographio agily; s qQrs.03
quantum cryptography (2) Aligns with evolving sscurity standards; and
Plan (PQCAP)
®
b
Mechanisms exist o establish a formal, documented Updated 2026.3
General-purpose | maintained. tifcal ificial Technologies
15M-2074 artfcial ntelligence Functional SubsetOf AaT01 b 10
usage policy Technologies Policy (1) Conveys executive management'sintent;
Artifcial
General-purpose e processes,
15M-2074 artfcialnteltigence | ™" Functional | Intersects With AAT-02 g s AAT01
Technologies rtficial
usage policy
Governance
to establish,
maintained. policies, standards and procedures necessary for secure,
Goneral-purpose capabilies
Compliance &
IsM-2074 artificatintelligence Functional Subset Of Gov-o 10 Gcov-02
ot Resiience
poliey Documentation
3 tusedfor sending e d
faxmessages
Sending and recaivin Technology Use
1SM-2075 mgmemg“ 2 Functional | Intersects With Rewl;zns HRS-06.3 | based on the potential to cause damage to Technology 5 HRS-05.3
Assets, Applications and/or Services (TAAS), if used
maliciousty.
IsM-2076 Insecure authentication Functional | Intersects witn | 9°nit &Access 1AC-02 5 1AC-01
methods Management 1AM)
Emailis not used for out-of-band authentication purposes.
IsM-2077 Insecure authentication Functional | Intersscts win | 9°nt &Access 1AC-02 5 1AC-01
methods Management (1AM)
et of Automated mechanisms exist to determine f password
IsM-2078 Password strengtn | COMProMised passwords are not used, Functional | Intersects With 1AC-15.1 Sl 5 1AC-10.4

Secure Baseline
1M-2079 Password strength Functional | Intersects With CFG-04 5 CFG-02
Configurations,

password-Based Mechanisms exist to enforce complexity, length and
1M-2079 Password strength Functional | Intersects With rthenticat 1AC-15 | lifespan considerations to ensure strong criteria for 5 1AC-10.1
o:

o o o develop,

1SM-2080 Password strength Functional | Intersects With Secure Baseline CFG-04 (TAAS) that. 5 CFG-02

Configurations.
with industry-accepted hardening standards.

oo Based Mechanisms exist to enforce complexity, length and

1SM-2080 Password strength Functional | Intersects With 1AC-15  |lifespan considerations to ensure strong criteria for 5 1AC-10.1
Authentication

|ALASCII printable characters are supported for passwords.

ure Baselins
I5M-2081 Password strength Functional | Intersectswitn | Seeure Baseline CFG-04 5 CFG-02

Configurations,
with industry-accepted hardening standards.

[AUASCII printable characters are supported for passwords. password-Based Mechanisms exist to enforce complexity, length and

1SM-2081 Password strength Functional | Intersects With rthenticat 1AC-15 | lifespan considerations to ensure strong criteria for 5 1AC-10.1
uthentication

o
[ of Mechanisms exist to develop and maintain a
1

organization's cryptographic architecture, including:

of hi h Cryptographic Billof (1) Hardware;
15M-2082 Functional | Intersects With ToA21.1 g 5 TS-04.2
materials etona eree Materials (CBOM) () Firmware; N
(3) Software modules; and
(4) Communication protocols
of dmade available to Mechanisms exist o develop and maintain a
consumers of software. Material
organization's cryptographic architecture, including;
15M-2083 Cryptographic billof Functional | Intersectswitn | CPPYOSEPNEBION | g, oy 4 (1) Hardware; 5 QTs-04.2
materials Materials (CBOM) () Firmware;
(3) Software modules; and
(4) Communication protocols
uding Al model cards and Al Mechanisms existto establish and document the context
system
architectures, use cases and security risks. Technologies (AAT), including:
Secure artificial Al&Autonomous (1) Intended purposes;
I5M-2084 intelligence application Functional | Intersects With | Technologies Context |  AAT-04 |(2) Potentially beneficial uses; 5 AAT-03
development Definition (3) Context-specific laws and regulations;
(4) Norms and expectations; and
(5) Prospactive settings in which the system(s) will be
denlaved
outputs or user
15M-2085 intelligence application |interfaces s prevented. Functional | NoRelationship NiA NA NA o
I modet
Arificial el r ifc
1sM-2086 rificial intelligence Functional | Intersects With Data Source AAT-16. | Utilized in the training and/or operation of Arificial 5 e
model poisoning
Arificial el r ifc
1sM-2087 rificial intelligence Functional | Intersects With Data Source AAT-18. | Utilized in the training and/or operation of Arificial 5 e
model poisoning
Arificial el Training Data Source &
15M-2088 08 IMEWESNCE | and accuracy of training data used by Al models. Functional | Intersects Witn [ "0""EDAASOUCEE | par1g & by Artifcial 5 AAT-125
model poisoning Integrity
Al Mechanisms exist to analyze anomalous Artificial
15M-2089 Unbounded Functional | Intersects With & | maraen escalationp i 5 AAT-16.11
consumption Human Oversight oversight, including:
(1) Real-time roview; and
1 ntervantion
Rate imiting s applied to inference queries for Al models. Automated mechanisms exist o enforce resource limits.
for Artifcial Intelligence (A1) and Autonomous
Unbounded AlAgent Resource
15M-2090 Functional | Intersects With ne AAT30.24 | TECTnoloBIes (AAT), including 5 AAT-29.24
consumption Limiting (1) Energy consumption;
(2) Processing capacity; and
@ llocated budget)
Resource limits are enforced for Al models. Automated mechanisms exist to enforce resource imits
for Artificiat Intelligence (Al) and Autonomous
1sM-2001 Unbounded cunctionst | intersectswin | AAgentResource | o [Technologies (AAT) includin: 5 ANT2920
consumption Limiting (1) Energy consumption;

(2) Processing capacity; and
Allacated budsen
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FDEName ont (FDE) Description SCF Control S
v Mechanisms exist to implement imitations for Al agents
for Al appications. accordingto:
(1) Least privit
\
IsM-2092 Excessive agency Functional | Intersects With | AlAgent Limitations | AAT-39.2 |tasks; and AT202
(2)Loast functionality, whero the Al agent i restricted to
Communicate with the minimal Technology Assets,
Applications and/or Sarvices (TAAS) and networks
s
-Based
for Al applications. Role-Based Accass (RBAC)for Technology Assets, Applications, Services
IsM-2092 Excessive agency Functional | Intersects With IAC06  [and/or Data (TAASD) to restict access toindividuals 1AC-08
Control (RBAC) "
Role-based restrict ] Updated 2026.3
access to sensitive data, A Agen DataAccess andlor
15M-2093 Excessive agency Functional | Intersects With P AAT-39.7 | generate or act on unauthorized data vithout proper AAT-297
pormissions.
Rolo-based torestriot Based
tosensitive data. Role-Based A (RBAC) fo Technology Assats, Applications, Servi
15M-2093 Excossiveagoncy | 00058 10 sensitive date Functional | Intersectswitn | FO.CBISC0ACCOSS | g |(RBAC) for Technology Assets, Applications, Services 1AC-08
Control (RBAC) and/or Data (TAASD) to restict acoess o indiiduals.
a
e e Atomomous ‘Mechanisms exist o proactivaly prevent harm by
1SM-2094 ” Functional | IntersectsWith | Technologies Harm AAT-19 y AAT-17
and improper output
Prevention
Privately owned mobile OFFICIAL: Sensitive or PROTECTED systems or data are isallowed les of behaviorfor the use of technol ud
15M-2095 dovices and desktop | *°°°% ensitve of systems or data are disallowe Functional | IntersectsWith | Rulesof Behavior | HRS-0.1 |18 ©fbenaviorfor theuse of technologles, including HRS-05.1
consequences for unacceptable behavior.
computers
Privatoly owned mobile |access OFFICIAL: Sensitive or PROTECTED systems or data are disallowed Technology Use
I5M-2095 Functional | Intersects With o HRS.06.3 | based on the potential to cause damage to Technology HRS-05.3
computers Assets, Applications and/or Services (TAAS), fused
maliciousty.
Privatoly owned mabile
m2085 eicon and desacp.|166038 OFFICIAL Sensiiveor PROTECTED systams ordataarodisatowed | co o | e Use of Critcal WRs0ea | technologies. HRS.05.4
Tochnologies
computers
Mantainingmabis |4 Personalmabile piications and data. Secure Basetine
15M-2096 Functional | Intersects With crG-04 cre-02
dovice securiy Configurations
with industry-accpted hardening standards.
Mabile devices are configured with always on VPN functionalry <o dovelop,
ey | Momsmnamonie Functona | o | Seemine | oo, ocron cro2
i @ with industry-accepted hardening standards.
1
Maintaining mobile | U Sonnections. Sacurs Baseline
15M-2098 Functional | Intersects With crG-04 cre-02
device securiy Configurations
with industry-accepted hardening standards.
Connectingmobile  |vehices.
Technology Use
IsM-2099 devicss to connested Functional | Intersects With S HRS-06.3 | based on the potential o cause damage to Technology HRS05.3
vehicles Assets, Applications and/or Services (TAAS), fused
maliciousty.
Sensitveor noar o
Using mobile devices | connected veictes. Technology Use hrologi
15M-2100 within or near connected Functional | Intersects With P HRS-06.3 | based on the potential to cause damage to Technology HRS-05.3
vehicles Assets, Applications and/or Services (TAAS), ifused
maliciously.
Sensitive or a
vithin Technology Use
IsM-2101 within or near connected Functional | Intersects With oo o HRS.06.3 | based on the potential to cause damage to Technology HRS-05.3
vehicles Assets, Applications and/or Services (TAAS), fused
malciousty.
e Mechanisms exist to tilze a Software Assurance
o y DAST orSCA,
IsM-2102 type, software Functional | Intersects With TDA03.1 TDA06.3
vpe. unetional | IntersectsWith | yyo:urity Model (SAMM) g
development lifecycle. Applications and/or Senvices (TAAS).
0 prohibit Artifcial
 fne- Autonomous Technologies (AAT) from training, fine-
Data collection,
sM-2103 218 COUECTON | o picit consent Functional | Intersects With | ProhibitTraining |  AAT-18.6 AT126
rotention and use
ownerts)
Posting workcrelated out their se " o el soceprane oo
IsM-2104 information on online caseswhere Functional | Intersects With | Rulosof Bohavior | HRS-0,1 |18 ©f behaviorfor the use of technologies, including HRS-05.1
suchinformation s posted. Gonsequences for unaccsptable behavior.
services
Mechanisms oxistto define rles of behavior that contain
(to report cases where: explicitrestrictions on the use of social media and
Scial Media & Social
IsM-2104 information on online | such information is posted. Functional HRS-06.2 HRS-05.2
services websites and sharing account information.
Posting workcrelated |~ © helr work-related i is o define scoeprab oo
IsM-2105 information on online Functional | Intersects With | Rulesof Behavior | HRS-0g.1 | 1% Ofbehaviorfortheuse of technologlos, including HRS-05.1
information s posted. consequences for unacceptable behavior.
services
B lareachised to hairworkcrelated Meshanisms exist o define rles of behavior that contain
2 explicit rostrictions on the use of social media and
Social Media & Social
15M-2105 information on online _information s posted. Functional | imersectswitn [ S0t RS00 | es.06.2 HRS-05.2
services websites and sharing account nformation.
. rolated
dtoreport
IsM-2106 information on online 338 | Cunctional | Intersccts With | Rulosof Bohavior | HRS-0,1 |18 Ofbehaviorfor the use of technologies, including HRS-05.1
where such information is posted. Gonsequences for unacasptable behavior.
services
rolated Mechanisms oxistto define rles of behavior that contain
dto report cases explicitrestrictions on the use of social media and
ial Modia & Social
IsM-2106 Functional Social Media &Social | - pg 45 5 HRS-05.2
services websites and sharing account information.
B "
they SocialMedia & Sociat explict restrictions on the use ofsocial media and
15M-2107 information on online Functional | Intersects With HRS-06.2 HRS-05.2
Networking Restrictions
services websites and sharing account nformation.
Gryptographic meshanisms exist o prevent the
n norypting Datal
1sM-2108 Enerypted Functional | Intersectswith | "YPIEDRIN | ooy og | naunorized disclosure of datain tansi CRY-03
communications Transit
Mochanisms oxist o faciltate cryptographic key.
15M-2109 release, Functional | Intersectswith | CPPUOEPIEKey | gy g CRY-09
Management
e d evs.
Secure Log-on
15M-2109 release, Functional sen27 y SEA17
Path)
U
Sacuro Baseline
sM-2110 application Functional | Intersects With cre-04 cre02
Configurations
configurations with industry-accepted hardening standards.
. a Updated 2026.3
u Secure Baseline
IsM2111 applcation Funcional | itersectswin | Sooe Bt e crG-04 cre-02
configurations withindustry-accepted hardening standards.
n Mechanisms exist to mplement lmitations for Al sgents Updated 2026.3
access external public data sources disabed. accordingto:
(1) Loast privileges, where the Al agent operates with the
Artifcialntelligence minims
1sM-2112 T eatons Functional | Intersects With | AlAgentLimitations |  AAT-39.2 |tasks; and AAT-20.2
P oL
communicate withthe minimal Technology Assets,
Applications and/or Services (TAAS) and networks
o
n
IsM-2113 foth tion Functional | Intersects With AAT-36.12 " high sk or ambiguous AAT-16.12
applications Escalation rtifiial Inteligence (A1) and Autonomous Technologies
Artifcialntelligence A onitor the fu
s et - uncionat | marasoin | Toamaogos | AATS5 |oamovirefinedopred Aufc mtionc o and e
i Production Monitoring
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1sM-2114 Aricial ntelligence for Functional | Interseots with | A1 AB°Nt BehavioralOrift | gq 4 5 ART-29.18
applications Detection
o Mechanisms exist to explicitly allow (allowlst /whitelist)
Hardeningserver | g, Explicitly Allow / Den
IsM-2115 application st Functional | Intersects with | 1Y Y| crear | 5 CcFG.03:3
Applications authorized to execute on systems.
configurations
oy
program that includes a cross-organization information-
Threat Intall
1SM-2116 Event log monitoring Functional | Intersects With '”Pr:;sr‘“g”“ THR-02 the system and security architectures, selection of 5 THR-01
t
and recovery actvities.
Gy
Thveatintllgence Vulnorabilties and evolving threats by leveraging the
sM-2116 Event log monitoring Functional | Intersects With THR04 | knowledge of attacker tactics, techniques and 5 THR-03
procedures o faciltate the implamentation of
Suitable Al mode at tihe detastion of yby Updated 2026.3
1sM-2117 Eventlogmonitoring [ 1 ao\e AL MOdeLs aré used o augment the derection of cyber securtty Functional | Intersects Wit | Continuous Monitoring | Mon-o2 | 3 i MON-01
Vulnerabilky Mechanisms exist to detect ulnerabilities and
1sM-2118 assessmentsand | prior o their deployment, including prior to the deployment of significant Functional veM-12 5 VPM06
n . ¥
Vulnerabilky
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