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System owners, in consultation with each system’s authorising officer, identify any Mechanisms exist to identify and implement compensating
their i r .
1sM-000 based upon the unique nature of cach system ts | K062 educe risk threats. s
resources operating environment and the organisation’s risk tolerances. Countermeasures
System inan 0 operate for each non-ct ) ‘Authorize Technology Mechanisms exist to compel data and/or process owners to obtain
Protecting systems and their
1SM-0027 DA (OFFICIAL: Sensitive, PROTECTED and SECRET system from its authorising officer. | Functional | IntersectsWith |~ Assets, GOV-15.4 for use of each , 5
and/or Apblication and/or m der their control.
Syst i 0 operate for each non-ct ) t X
Protecting systems and their [/ an operate for eac| Information Assurance (1A) o seourty
1SM-0027 OFFICIAL: Sensitive, PROTECTED and SECRET system from its authorising officer. | Functional | SubsetOf 1A0-01 ! controls. 10
resources Operations
System an t0 operate for sach non-c. ) Technol y d
Protecting systems and their
1SM-0027 A (OFFICIAL: Sensitive, PROTECTED and SECRET system from its authorising officer. | Functional | Intersects With | Security Authorization | 1A0-07 | Services (TAAS) are officially authorized prior to go ive" in a production 5
A cyber security strategy is developed, implemented and maintained. Mechanisms exist to establish a2
1SM-0039 Cyber security strategy Functional | Intersects With |Strategic Plan & Objectives| PRM-01.1 m:"a‘eg‘c security, compiance and resllience-specific business plen; 5
an
2)Set of abiectives olan
asystem o an overview of the system (o:8. System
(coveringthe system’s purpose, the system boundary and how the system is Security Plan (SSP) that:
managed) as well as an annex that covers applicable controls from this document (1)Identifies and
and any additional controls that have been identified and implemented. Applied Security, scope. 3 (TAAS);
Compliance and
1SM-0041 System security plan Functional | Intersacts With P 1A0-03  |(?) Reflects the current state of applied security, compliance and 5
Resilience Controls resilionce controls on applicable People, Processes, Technologies, Data
Documentation and/or Facilities (PPTDF) that are contained within the system boundary;
and
(@) Provides ah \record of , including
System processes, and 10 develop, implement
System . System ocesses, with Operatin
1SM-0042 " aredeveloped, andmaintained Functional | Intersaots With | > AST-26 o ! perating 5
processes and procedures Processes I OP), for d maintaining Technol :
it
a cyber security incident response plan that covers the following:
* guidelines on what constitutes a cyber security incident
« the types of cyber y likely to d
response to each type
« how to report cyber security incidents, internally to an organisation and externally
to relevant authorities
+ other parties which need to be informed in the event of a cyber security incident
 the authority, or authoriies, responsible for investigating and responding to cyber
om0 Gyber security incident | security incidents Functional | imtorsects with Ro08 tto maintain and make available a current and viable .
ponse pl . an acyber security incident would be (IRP) In (IRP) toall
requested from a noy, th oI
other relevant authority
 the steps necessary to ensuire the integrity of evidence relating to a cyber security
incident
+ system contingency areference to such it in
a separate document,
level oyber securty is approved by the chief ]
Approval of cyber securi Security, Compliance & tto seourity,
1SM-0047 PP Y " intormation security officer while system-specific cyber security documentationis | Functional | Subset Of v Gov-01 v 10
documentation Resilience Program (SCRP)
anoroved by the svstem’
level cyber security is approved by the chief tt0 establish, maintain and policies,
Approval of cyber security
1SM-0047 o, information security officer while system-specific cyber security documentationis | Functional | Intersects With | Compliance & Resilience |  GOV-02  [standards and procedures necessary for secure, compliant and resilient s
anoroved by the svstem’
Comracua socurty : l vty dequate Security for Me“chan:mds st prtectsnstie sndl:r reg:leled da(: e
1SM-0072 service |° in contractual an Functional | Intersacts With | Sensitive / Regulated Data | 140-03.2 ~[°0!1octed: developed, received, transmitted, used or stored in support o 5
reviewed on a regular and ongoing basis to ensure they remain it for purpose. the performance of a contract.
providers InSupport of Contracts
T for applicabl
Comracua securty ; l vty e o e or applicable
1SM-0072 senvice  |° in contractual an Functional | Intersects With rd-Perty Contrac TPM0s | SeCUT " g 5
e reviewed on a regular and ongoing basis to ensure they remain it for purpose. Requirements reflecting the organization's needs to protect its Technology Assets,
s d/or Data (TAASD).
, storing or AUSTEO or AGAO data remain at all o and of
Statutory, Regulatory &
ISM-0078 | Control of Australian systems [times under the control of an Australian national working for or on behalf of the Functional | Subset Of CPLOT | relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Australian
Non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET gateways undergo
IRAP assessment, using the latest release of the ISM available prior to the © gsssesorsio v
1SM-0100 Assessment of gateways | " - using P Functional | Intersects With | Independent Assessors | CPL-03.1  [compliance and resilience at planned ntervals or when th Technology 5
beginning of the IRAP assessment or a subsequent release), at least every 24
" Asset, Application and/or Service (TAAS) changes.
Non-classified, OFFICIAL: Sensitive, PROTEGTED and SECRET gateways undergo exist to formally . compl
an IRAP assessment, using the latest releass of the ISM available prior to the inTechnol Servi
1SM-0100 Assessmentof gataways | PEENINg of the IRAP assessment ora subsequent reease), at east every 24 Functional | intersects With Assessments 1A0.02 | (AAS) through Information Assurance Program (IAP) actviies to s
months. towhich the control correctly,
operating as intended and producing the desired outcome with respectto
Non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET gateways undergo lized
an IRAP assessment, using the latest releass of the ISM available prior to the (1) Statutory, regy
beginning of the IRAP assessment or a subsequent release), at least every 24 (2) Monitoring capabilities;
months. (@) Mobile devices;
(4) Databases;
5) Applicat ;
1SM-0100 Assessment of gateways Functional | Intersects With | Specialized Assessments | 1A0-02.2 | () APPUication seourity 5
(6) Embedded technologies (e.g., IoT, OT, etc.);
(7) Vulnerability management;
(&) Malicious code;
(9) Insider threa
(10) Performance/load testing;
(1) Artificiat Intali (AATY andior
Non-classified, OFFICIAL: Sensitive, PROTEGTED and SECRET gateways undergo
i Third-P istt tand respond to the resuts of external
1SM-0100 pasessmontof gatoways | RAP assessment, using the lates elease of the ISM availabl pror to the runctional | intersoctswitn| ™" K002 0 accept and respond to the results of external .
beginning of the IRAP assessment or a subsequent release), at least every 24 Reciprocity by impartial, external
months
Event logs otat s timel o deteot T o
1SM-0109 Event log monitoring vent logs from workstations are analysed in a timely manner to detect cyber Functional SubsetOf | ContinuousMonitoring | MON-01 10 ML3
socurity events. monitoring controt
Event logs from workstations are analysed in a imely manner to detect cyber Mechanisms exst o revtow ovent (ogs om an ongomg basis and sacalate
1SM-0109 Event log monitoring | security events. Functional | Intersects With | Security Event Monitoring | MON-01.8 g going 5 ML3
incidents in accordance with established timelines and procedures.
Event log: ina timely man Mechanisms exist o assess the organization's needs for monitoring and
. Analyze and Priorit i f Technol ) d
1SM-0109 Eventlog monitoring | 52U events: Functional | Intersects Wit | An@Vze and Brioritize oy o9 16 ° 5 ML3
Monitoring Requirements Services (TAAS), based on TAAS criicality and the sensitivity of the data it
stores. transmits and orocesses.
& ina timely man isms exist t EventM SIEM),
& ne § Centralized Collection of © anager (SIEM), or
1SM-0109 Eventlogmonitoring [ security events. Functional | Intersacts With MON-02 | similar automated tool, to support the centralized collection of security- 5 M3
Securly Event Logs
related ovent loss.
‘Access to sufficient dat [ isms exist t prise-wid
1SM-0120 \ccess to sufficient data | C, P o 't data sources and tools to Functional | SubsetOf | ContinuousMonitoring | MON-01 © 10
sources andtools ensure can fork t monitoring controls
b i to sources and tools to Mechanisms exist to assess the organization's needs for monitoring and
Access to sufficient dat for key indi * i Analyze and Priorit i # Technol y d
1SM-0120 ccessto sufficientdata | ensure can Functional | Intersects Witn| An@V2e and Brioritize oy o9 16 ° 5
sources and tools Monitoring Requirements Services (TAAS), based on TAAS criicality and the sensitivity of the data it
stores. transmits and orocesses.
o010 ‘Access to sufficientdata |G o [ © ¥ data sources and ols o ometonat | imtoresete v | Memtornngforndicators |~ """ ™ automated mechanisms exist o dentiy and alerton Indicators of R
sources andtools ensure can fork t of G 0c) c )
are reported to the chief informati Jor Mechanisms exist to cover:
one of their delegates, as soon as possible after they occur or are discovered. (1) Preparation;
Reporting eyber socurity (2) Automated event detection or manual incident report intake;
1SM-0123 i Functional | IntersectsWith | Incident Handling 1RO-02 |(3) Analy 5 M2 M3
(@) Containment;
(5) Eradication; and
(81 Beraven
G are reported to the hief information Jor Mechanisms exist o timely-report incidents to applicable:
Reporting cyb i . Incident Stakehold 1) Internal stakeholders;
o012 eporting cyber security [one of their delegates, as soon as possible after they ocour or are discovered. Functional | intersectewitn|  IMcident Stakeholder | (1) Internal stakeholders; . o s
incidents Reporting (2) Affected clients & third-parties; and
(3) Resulatory authorities.
B ) and maintained. Mechanisms exist to document, monitor and report the status of
Cyber security incident Situational Awareness For
1SM-0125 Functional | Intersects With 1R0-09 |cybersecurity and data protection incidents to internal stakeholders all 5
register Incidents
the wav throush the incident
When a data spill occurs, data owners are advised and access to the data is Mechanisms exist to address data breaches, or other incidents involving
Handling and containing dat:
1SM-0133 fandling and containing data | restricted Functional | Interssots With Data Breach 1RO-04.1 sensitive of » according to 5
spills applicable laws, regulations and contractual obligations.
Handling and containing dat: i Sensitive / Regulated Dat
ovoras jandling and containing data | When a data spill occurs, data owners are advised and access to the data is umotional | imtersocte witn | SeTSItve/ Regulated Data | ttorespond N ogutatod dataspills, R
soills restricted Soil Response
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When a data spill occurs, data owners are advised and access to the data is tt0 ensure that personnel imp:
Handling and containing data ) Post-Sensitive / Regulated to
1SM-0133 e ining data | restricted. Functional | Intersects With e/ Reed 1RO-12.3 5
spills Data Spill Operations Technol ) d
Services (TAAS) are
When a data spill ocours, data owners are advised and access to the data is Sensitive / Regulated Data for personnel exposed
Handling and containing data
1SM-0133 ol restricted. Functional | Intersects With | Exposure to Unauthorized | 1RO-12.4  [to sensitive and/or regulated data that s not within their assigned access 5
” Personnel
Logal advice is sought intrusion activity system for tto implement and govern d
Handling and containiny Incident Response
1SM-0137 ® "8 |the purposs of collecting further data or evidence. Functional | Subset Of P 1RO-01 to facilitats d 10
intrusions Operations
d data incidents.
ondling and containing_|E5L2dvIoe s sought owing intrusion activity system for Chanof Custody & Mechanisms exist to perform digital forensics and maintain the integrity
1SM-0137 of collesting further data o evidence. Functional | Intersects With IR0-08 |of the chain of custody, in accordance with applicable laws, regulations 5
intrusions Forensics
and oractices.
Logal advice is sought owing intrusion activity system for Mechanisms exist to document, monitor and report the status of
Handling and containing Situational Awareness For
1SM-0137 o, the purpose of collecting further data or evidence. Functional | Intersects With o IR0-08 |cybersecurity and data protection incidents to internal stakeholders all 5
the wa through theincident.
Logal advice is sought owing intrusion activity system for Mechanisms exist to timely-report incidents to applicable:
Handling and containin . Incident Stakeholder 1) Internal stakeholders;
oMo137 ing an ining  [the purpose of collecting further data or evidence. Functional | imtersectswitn| ™ v R0 @ r: s
intrusions Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorities.
The integrity of evidence gathered during an investigation is maintained by
Maintaining te integtty of Chain of Gustody & Mechanisms exist to perform digital forensics and maintain the integrity
intaining the intogri i
1SM-0138 evgm"ce 1Y OF |, recordingall of their actions Functional | Intersects With e v IRO-08 | of the chain of custody, in accordance with applicable laws, regulations 5
« maintaining a proper chain of custody and industry-recognized secure practices.
« fallowing all instructions nrovided hy relevant | acencies
urity |y dto ASD ble after th Regulatory & Law 1o maintain incident resp
1SM-0140 oo ©ASD assoonas Y OCCUTOT  Functional | Intersects With Butatory 1RO-14 ninet 5 M2 ML3
incidents to ASD ntact applicabe regul agenci
The requirement for service providers to report cyber security incidents to a Mechanisms exist to cover:
designated point of contact as soon as possible after they occur or are discovered (1) Preparation;
Contractual security  |is documented in contractual arrangements with service providers. (2) Automated event detection or manual incident report intake;
1SM-0141 requirements with service Functional [ Intersects With | Incident Handling IRO-02 |(3) Analysis; 5
providers (@) Containment;
(5) Eradication; and
(81 Berovery
The or e
Use of Cryptographic
1SM-0142 related cyber security  [associated keying material is reported to the hief information security officer, or | Functional | SubsetOf e CRY-01 15 using known public standards and trusted 10
incidents one of their delecates. as soon itoccurs.
Securing T equipmentand | IT tand medi .d when notin use. g over y
1SM-0161 Hring T eauip eauipmentandmedia are secured when notin use. Functional | Intersects With | Security of Assets & Media | AST-05 ' 5
media Abblications. Services and/or Data (TAASD) to
IT equipment and media are secured when not in use. Mechanisms exist to implement enhanced protection measures for
SecuringIT equipment and auip Unattended End-User P! P!
1SM-0161 Functional | Intersacts With AST-06  [unattended technology asssts to protect against tampering and 5
media Equipment
Preventing observation by | b tems, in particul Physical ttoal ]
1SM-0164 reventing observation by n particular Functional | Intersects With | Workingin Secure Areas | PES-04.1 | o0 Y o allow personnet 5
kevboards. within facilties acoess t
orevontingoncorvation oy | b tems, in particular Physical toidentify, auth d
1SM-0164 e ¥ |workstation displays and keyboards, within facilites. Functional | Intersects With Visitor Control PES-06 to than areas 5
unauthorised people " - ;
t o).
\ b tems, in particular Physical to restrict
Preventing observation by Restrict Unescorted
1SM-0164 8 ¥ |workstation displays and keyboards, within facilities. Functional | Intersects With PES-06.3 | o facilities to personnel with required security clearances, formal access 5
unauthorised people Access
validate the need for access.
C isinstalled relevant Australian Physical security mechanisms exist to protect power and
Gabling nfrastructure Transmission Medium
1SM-0181 Standards, as directed by the Austral d Media Authorit Functional | Intersects With PES-12.1 cartying data or supporting information 5
standards Security
services from interception. interference or damage.
'SECRET cables, when bundied together or run in condutt, are run exclusively in Physical security mechanisms exist to protect power and
Common cable bundles and Transmission Medium
1sM-0187 their own individual cable bundle or condut. Functional | Intersects With PES-12.1 cartying data or supporting information 5
conduits Security
services from intercention. interference or damage.
n shared facilities, a visible smear of conduit glue is used to seal all plastic conduit Physical security mechanisms exist to protect power and
Sealing cable reticulation Transmission Medium
1SM-0194 ioints and TOP SECRET conduits connected by threaded lock nuts. Functional | Intersects With PES-12.1 cartying data or supporting information 5
systems and conduits Security
senvices from intercention. interference or damage.
Seatingcabloreteutaton | . uniat CEC-approved tamp: lsare ramemiesion Magium Physical security mechanisms exist to protect power and
1SM-0195 usedto seal all TOP SECRET Functional | Intersects With PES-12.1 cartying data or supporting information 5
systems and conduits Security
senvices from intercention. interference or damage.
When penstrating a TOP SECRET audio secure room, the Australian Security ramemresion Magium Physical security mechanisms exist to protect power and
1SM-018 rooms Organisation s consulted and all directions provided are complied Functional | Intersects With — PES-12.1 cartying data or supporting information 5
with i senvices from intercention. interference or damage.
Labels for TOP SECRET conduits are a minimum size of 2.5 cm x 1 om, attached at tto mark media in protection
1SM-0201 Labeliing conduits five-metre intervals and marked as TS RUN'. Functional | Intersects With Media Marking DCH-04 hat personnel are alerted to distribution limitations, 5
handin ts and appli itv reaui
Labels for TOP SECRET conduits are a minimum size of 2.5 om x 1 cm, attached at rammiesion Magim Physical security mechanisms exist to protect power and
1SM-0201 Labelling conduits five-metre intervals and marked as TS RUN'. Functional | Intersects With ot PES-12.1 cartying data or supporting information 5
Y services from interception. interference or damate.
C processes, and procedures, are i Physical security mechanisms exist to protect power and
Cable labelling processes and “ ’ Transmission Medium
1SM-0206 developed, implemented and maintained. Functional | Intersects With PES-12.1 cartying data or supporting information 5
procedures Security h
services from interceotion. interference or damare.
‘A cable register contains the following for each cable:
« cable identifier
*+ cable colour § Physical security mechanisms exist to protect power and
. : Transmission Medium g
1SM-0208 c Functional | Intersacts With o PES-12.1 | telecommunications cablin carrying data or supporting information 5
+ source eeurtty senvices from interception, interference or damage.
* destination
+ location
« coal mumhers it annlicahie)
n s developed, tained and verified on a regular ] Physical security mechanisms exist to protect power and
. Transmission Medium
1SM-0211 Cable register basis. Functional | Intersaots With o PES-12.1 cartying data or supporting information 5
Y services from interceotion. interference or damare.
SECRET and TOP SECRET cables are terminated on their own individual patch ] Physical security mechanisms exist to protect power and
Terminating cables on patch ’ Transmission Medium
1SM-0213 panels. Functional | Intersacts With PES-12.1 cartying data or supporting information 5
panels Security h
services from intercention. interference or damare.
TOP SECRET patch panels are installed in individual TOP SECRET cabinets. ] Physical security mechanisms exist to protect power and
Physical separation of . Transmission Medium
1SM-0216 Functional | Intersacts With PES-12.1 cartying data or supporting information 5
cabinets and patch panels Security h
services from intercention. interference or damare.
Constraints demand non-TOP SECRET patch panels be installed in Physical security mechanisms exist to protect power and
the same cabinet as a TOP SECRET patch panel: telecommunications cabling carrying data or supporting information
Physical separationof | " @ PRYsical barrier n the cabinat is providect to separate patch panels ) Transmission Medium senvices from interception, interference or damage.
1sM-0217 + only personnel holding a Positive Vetting security clearance have accesstothe | Functional | Intersects With PES-12.1 5
cabinets and patch panels Security
cabinet
+ approval from the TOP SECRET system'’s authorising officer is obtained prior to
inctallatinn
P fibre-optic xceeding five metres in length are used t
tfro SECR:T :::"”C ‘yl‘:s“e °ee‘: r:: o metres in leng h‘a e“:" © \ Tramemission Madium Physical security mechanisms exist to protect power and
1SM-0218 y connect wall outlat boxes to IT equipment, they are run in a protective and easily Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
inspected pathway that s clearly atthe T the wall Security
tlet bo's dantif services from interception, interference or damage.
oringing radio frequency and | Unatthorised RF and IR devices are not brought nto SECRET and TOP SECRET exist to control authorized Usage and monitor for
15M-0225 eng quencyand s Functional | Intersects With | Wireless Networking NET-15 5
infrared devices into facilities
Personnel are advised of the permitted sensitivity or classification of information wtes of o [
. Social Media & Social
1SM-0229 Personnel awareness | {12t 62N be discussed overinternal and external telephone systems. Functional | Intersects With HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
Networking Restrictions
on commercial websites and sh information.
Personnel are advised of the permitted sensitivity or classification of information echaniems exiot to manags busiese ks sssociated with permitin
15M-0229 Personnel awareness that can be discussed over internal and external telephone systems. Functional | Intersects With | Use of Mobile Devices | HRS-05.5 & 2 J 5
mobile device access to organizational resources.
Personnel are advised of security risks posed by non-secure telephone systems in
lassified Social Media & Social utes of ben explicit
1SM-0230 Personnel awareness classifie oceur. Functional | Intersects With HRS-05.2 | restrictions on the use of social media and networking sites, posting 5
Networking Restrictions
on commercial websites and sh information.
] f securt ¥ Mechani T b i ted with permit
o023 persommolawarenoss | PETSONNELare advised of security risks posed by non-secure telephone systemsin | L - It T T Mechanisms existto manage business risks associated with permitting R
classified occur. resources.
When for
Transmission c to protect the data
1SM-0231 Personnel awareness |different kinds of connections, telephone systems give a visual indication of what Functional | Intersects With CRY-03 P 5
Confidentiality being transmitted.
kind of connection has been made.
When for 10 unplug or of
different kinds of connections, telephone systems give a visual indication of what collaborative computing devices with the following exceptions:
) Collaborative Computing
1SM-0231 Personnel awareness kind of connection has been made. Functional | Intersects With Devices END-14 (1) Networked whiteboards; 5
(2) Video teleconference cameras; and
@
T i i i T c o
o023 rotocting comversations | EAePNoNe Systems used for sensitive orclassified conversations encryptalluatfic | oo T ransmission cnvos o data R
that passes over external svstem:
Cor phon headsets are not used for sensitive or classified Mechanisms exist to prevent the usage of Bluetooth and wireless devices
Bluetooth & Wireless
1SM-0233 | Cordless telephone systems all Functional | Intersects With oo AST-14.1 | (e.g., Near Field NFC i or 5
in 2 Radio Freauency (RF)-soreaned building.
Cor phon headsets are not used for sensitive or classified Mechanisms exist to define rules of behavior that contain explicit
Social Media & Social
1SM-0233 | Cordless telephone systems at Functional | Interssots With HRs.05.2 | estrietions on the use of social media and networking sites, posting 5
Networking Restrictions on commercial websites and sh tinformation
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- “‘5" - " TOF:ECRH ‘ Socia Media & Social Mechanisms exist to define rules of behavior that contain explicit
i ! I is audi fol Medi i
1SM-0235 Speakerphones the telephone system is (ocated in an audio secure foom. the 100M I3 UdI0 SECUTE | ¢ noriongl | Interseots With HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
during and only involved in in Networking Restrictions
information on commercial websites and sharing account information.
the room
Off-hook audio protection features arzused on telephone systems in ar:as\:here e oo Mochanioms axist 1o define ralesof behaviorthatcontaim exlit
fol Med i
1SM-0236 Off-hook audio protection excee thatthe Functional | Intersects With HRS.05.2 |restrictions on the use of social media and networking sites, posting 5
is authorised for communicating. Networking Restrictions
information on commercial websites and sharing account information.
Paging, Multimedia Message Service, Short Message Service and messaging apps Mechanisms exist to define rules of behavior that contain explicit
Using paging, message i it . Social Media & Social i )
\om0240 ing paging, ge  |are not used to communicate sensitive or classified data Functional | ntersects with fal Medi i HRs.0.2 | estietions on the use of social media and networking sites, posting s
services and messaging apps Networking Restrictions information on commercial websites and sharing account information.
Paging, Multimedia Message Service, Short Message Service and messaging apps
Using paging, message Mechanisms exist to manage business risks associated with permittin
1SM-0240 & paging '8 | are not used to communicats sensitive or classified data. Functional | Intersacts With |~ Use of Mobile Devices | HRS-05.5 8 P ® 5
services and messaging apps resour
Connecting multifunction | MFDs are not connected to digita telephons systems.
Multi-Function Devices tto fgure Multi-Function
1SM-0245 | devicesto digital telephone Functional | Intersacts With AST-28 5
according to industry-recognized secure practices for the type of device.
svstems
When an emanation security risk assessment is required, it s sought as early as Information Leakage Due
Emanation security risk Facility security mechanisms exist to protect the system from
1SM-0246 possible in a system’s life cycle. Functional | Intersects With | To Electromagnetic PES-13 5
assessments leakage due signals emanat
Signals Emanations
Cmanation secury sk | /1S 0Wners deploying SECRET or TOP SECRET systems in mobile platforms, or Information Leakage Due ity securty mechaniems axit 1o protactthe syetem from
1SM-0249 as , contact ASD for security risk t.| Functional |Intersects With |  To Electromagnetic PES-13 Y P v 5
assessments leakage due signals emanat
Signals Emanations
I ‘government standards relating o electromagnetic Information Leakage Due ity securty mechaniems axit 1o protact the system from
1SM-0250 Functional | Intersects With | To Electromagnetic PES-13 Y P v 5
leakage due signals emanat
tandara Signals Emanations
Cyber securty awareness training is Undertaken annually by all personnel and
covers:
N | emumeseof e cber ety swsonsss el Security, Compliance & R ,
(om028 roviding cyber security |« security appointments and contacts Functional | Subsetof oliomontidos saron acilitate seourity w o
awarenesstraining |« authorised use of systems and their resources d r
Workforce
* protection of systems and their resources
 reporting of cyber security d suspected tems and
thei rosnureos
Cyber security awareness training is Undertaken annually by all personnel and
covers:
provdingesh o |1 e purpose ofthe cyber security anareness waining Security, Compl to provide all employees and contractors appropriate
roviding cyber security |«
1SM-0252 ot ¥ | security appointments and contacts Functional [ Intersects With| ~ Resilience Awareness | SAT-02 | security, compliance and resilience awareness education and training 5
awarenesstraining |« authorised use of systems and their resources
Training that s relevant for their job function.
 protection of systems and their resources
« reporting of cyber security d suspected tems and
theic rospurcas
Aweb usage policy is developed, implemented and maintained. Mechanisms exist to require all employees and contractors to apply
1SM-0258 Web usage policy Functional | Intersacts With |~ Terms of HRS-05 data protection principles in their daily work to enable 5
secure. compliant and resilient capabilite
Allweb access, by internal servers, is " to route internal traffic to external
Route Internal Traffic to
1SM-0260 Using web proxies proxies. Functional | Intersacts With P NET-18.1 | networks through organization-approved proxy servers at managed 5
v interfacos.
The gged for proxies:
+ web address
« date and time Mechanisms exist to log allInternet-bound requests, in order to identify
1SM-0261 Web proxy eventlogging |+ user Functional | Intersacts With Proxy Logging MON-01.9 |prohibited activities and assist incident handlers with identifying 5
+ amount of data ploaded and downloaded potentially compromised systems.
« internal and external IP addresses.
s through gateways is decrypted and inspected.
om0265 Transport Layer Security h gateway: P runctionat | imtorsects | VISP of Encrypted | | Mechanisms exist o configure the proxy to make encrypted .
fittering c monitoring tools and mechanisms.
‘An email usage policy s developed, implemented and maintained. Mechanisms exist to define rules of behavior that contain explicit
Social Media & Social
JsM-0264 Email usage policy Functional | intorsects with HRs.08.2 | estrictions on the use of social media and networking sites, posting s
on commercial websites and sh information.
‘An email usage policy s developed, implemented and maintained. Mechanisms exist to protect the confidentialiy, integrity and availabili
1SM-0264 Email usage policy g policy pec imp! Functional | IntersectsWith | Electronic Messaging |  NET-13 P . ntegrity v 5
of electronic
‘Access to non-approved webmail services is blocked Mechanisms exist to define rules of behavior that contain explicit
Social Media & Social
\SM0267 Webmailservices runctional | intorsectswitn|  SeciatMedia&Social | o lrestriotions on the se of social media and networking sites, posting s
Networking Restrictions on commercial websites and sh information.
‘Access to non-approved webmail services is blocked Mechanisms exist to protect the confidentialiy, integrity and availabili
1SM-0267 Webmail services P! Functional | Intersects With |  Electronic Messaging NET-13 P! ty,integrity ty 5
of electronic
‘Access to non-approved webmail services is blocked to network ghaproxy
dovice (0.8., Point (PEP))for URL and
1SM-0267 Webmail services Functional | Intersacts With| DNS & ContentFiltering |  NET-18 o8 (PEP) 5
DN filtering to limit a user's ability to connect to dangerous or prohibited
Internet sit
Emails containing Australian Eyes Only, Australian Government Access Only or Mochanisms exitto protect the confidentiatty,imegrty and avaiabity
1SM-0269 Email distribution lists [ Releasable To data are not sent to email distribution lists unless the nationalityof | Functional | Intersects With |  Electronic Messaging | NET-13 P - inte 5
of electronic messaging communications.
il members of email distribution lists can
Protective markings are applied to emails and reflect the highest sensitivity or oo & Aot n and assets gorizedin
1SM-0270 | Protective markings for emails | classification of the subject, body and attachments. Functional | Intersacts With e DCH-02 | accordance with applicable statutory, regulatory and contractual 5
Protective markings are applied to emails and reflect the highest sensitivity or tto markmedia in protection
1SM-0270 | Protective markings for emails | classification of the subject, body and attachments. Functional | Intersacts With Media Marking DCH-04 | requirements so that personnel are alerted to distribution limitations, 5
handin ts and appli i
Protective markings are applied to emails and reflect the highest sensitivity or Mechanisms exist to protect the confidentialiy, integrity and availabili
1SM-0270 | Protective markings for emails. 'gs are appl L Y Functional | Intersects With |  Electronic Messaging NET-13 I ty,integrity ty 5
of the subiect. bodv and of electronic
tools do not into oo & Aot n and assets gorizedin
1SM-0271 Protective markingtools  |emails. Functional | Intersacts With e DCH-02 | accordance with applicable statutory, regulatory and contractual 5
tools do not into Automated mechanisms exist to mark physical media and digital files to
indicate limitations, handlin and
1SM-0271 Protective markingtoots | Functional | Intersects With |  Automated Marking DCH-04.1 % 5
applicable gs (if any) of t0 aid Data Loss
Prevention (DLP)
tools do not into Mechanisms exist to protect the confidentialiy, integrity and availabili
1SM-0271 Protective marking tools Functional | InterseotsWith | Electronic Messaging |  NET-13 P . ntegrity v 5
emails. of electronic
Protective marking tools do not allow users to select protective markings thata oo 8 Aot n and assets gorizedin
1sM-0272 Protective marking tools | system has not been authorised to process, store or communicate. Functional | Intersacts With oo DCH-02 . regulatory and contractual 5
Protective marking tools do not allow users to select protective markings that @ istto markmedia in data protection
1sM-0272 Protective marking tools | system has not been authorised to process, store or communicate. Functional | Intersacts With Media Marking DCH-04 | requirements so that personnel are alerted to distribution limitations, 5
handiin "
Protective marking tools do not allow Users to select protective markings that Mechanisms exist to protect the confidentiality, integrity and availabili
1SM-0272 Protective markingtools | 01¢C! V@ Marking tools do not allow users to select protective markings that a Functional | Intersects With|  Electronic Messaging | NET-13 P . nterity v 5
sustem has not been authorised to process. store or of electronic
If procuring an evaluated product, a product that has completed a PP-based
Information istto seourity,
|sm0280 | Evelustod produc seloction |¢¥2IUEtion,including againstal applicable PP moduies (as wel s s softwarebillof | oo | g o Aot ty. 1o
materials assessment if applicable), i selected in preference to one that has Operations 1 controls
combleter an FAI -hased evaluation
Evaluated products are delivered in a manner consistent with any deliven istto facilitate an IT Asset o to
1SM-0285 | Delivery of evaluated products | " e““:”f“" " @ delivered in @ manner consistent with any delivery Functional | Subset Of Asset Governance AST-01 10
efined in
When procuring high technology () equipment, ASD i istto facilitate an IT Asset o to
1SM-0286 | Delivery of evaluated products | o PrOoUrIng hie! rechnology (IT) o Functional Subset Of Asset Governance. AST-01 10
contacted for ar procedures.
Evaluated products are installed, configured, administered and operated in an istto facilitate an IT Asset o to
1SM-0289 Using evaluated products | " 2\Uated products are installed, configured, administered and operated in a Functional Subset Of Asset Governance. AST-01 10
andin accordance with vendor evidance.
High assurance IT equipment s installed, configured, administered and operated in )
1o facilitate an IT Asset P to
1SM-0290 an evaluated andin ASD guidance. Functional | Subset Of Assat Governance AST-01 10
T equipment the highest  dar istto ontrol over Technol y
1SM-0293 Classifying IT equipment [ /P © highest o141 | Finctional | Intersects With | Security of Assets & Media | AST-05 5
thatiti for processing. storing or Apblications. Services and/or Data (TAASD) to pr
1T equipment the highest of data ) d
1SM-0293 Classifying IT equipment [ thatitis approved for processing, storing or communicating. Functional | Intersects With |~ Security Authorization |  1A0-07  [Sarvices (TAAS) are officially authorized prior to “go live" in a production 5
T equipment, with of high quipment, is oo & peeot Mechanisms exist to ensure data and assets are categorized in
1SM-0284 Labelling T equipment | protective icati Functional | Interssots With oo DCH-02  |accordance with applicable statutory, regulatory and contractual 5
T equipment, with of high equipment, is tto markmedia in data protection
1SM-0284 Labelling T equipment | protective Functional | Intersects With Media Marking DCH-04 | requirements so that personnel are alerted to distribution limitations, 5
handiin ts and
: i for Usurfaces of Mechanisms exist to ensure data and assats are categorized in
Labelling high assurance T _|AS0'S 2PProval i sought bafore applying abels o external surfaces of high Data & Asset &
1SM-0296 assurance IT equipment. Functional | Interssots With DCH-02  |accordance with applicable statutory, regulatory and contractual 5
equipment Classification
: i for Usurfaces of tto markmedia in data protection
Labelling high assurance T _|A50'S @PProval i sought bafore applying abels o external surfaces of high P
1SM-0266 o assurance IT equipment. Functional | Intersects With Media Marking DCH-04 that personnel are alerted to distribution limitations, 5
handiin ts and
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patoh management processes | TS integrity of patches or Centralized Management
1SM-0298 o gmceﬂuls updates, that they have b ' s usedto patchor | Functional | Intersects With|  of Flaw VPM-05.1 exi remediation process. 5
s undate operating svstems. drivers and firmware. Processes
itgatng known Patches, updates or other vendor mitigations for vulnerabilities in high assurance IT Centralized Management
1SM-0300 e e quipment are applied only when approved by ASD, and in doing so, using methods | Functional | Intersects With | of Flaw VPM.05.1 oxi remediation process. 5
and timeframes presoribed by ASD. Processes
than office p ysuites, web b d their 1o prevent Technol y
extensions, email clients, PDF applications, Adobe Flash Player, and security Applications and/or Services (TAAS) by:
products that are no longer supported by vendors are removed. Unsupported Technlogy (1) Removing and/or replacing TAAS when support for the components is
1SM-0304 Cessation of support Functional | Intersects With|  Assets, Applications TDA-17 |10 longer available from the developer, vendor or manufacturer; and 5 e
(2) Requiring justif d for
and/or Services (TAAS)
use of to satisf ds.
drepairs of IT on site by Mechanisms exist to develop, disseminate, review & update procedures
On-site maintenance and
1SM-0305 o, cleared tochnician. Functional | SubsetOf | Maintenance Operations | MNT-01 |to facilitate the implementation of maintenance controls across the 10
P onterorise.
o d T te by Authorized tto maintain a
1SM-0305 repars o onsteby Functional | Intersects With " MNT-06 " 5
repairs cleared technician. Personnel personnel.
o d T te by fi
1SM-0305 repairs o onsteby Functional [ IntersectsWith|  Field Maintenance MNT-08 5
repairs cleared technician.
If an appropriately cleared technician is not used to undertake maintenance or
repairs of IT equipment, the technician is escorted by someone who:
Onsite maintenanceang |« EPropriately leared and oricfed Maintenance Personnel to ensure the risks
-site maintenan .
1SM-0306 takes due care to ensure that data s not disclosed Functional | Intersects With | Without Appropriate | MNT-06.1 _[personnel who do not have appropriate access authorizations, 5
repairs « takes all responsible measures to ensure the integrity of the IT equipment
Access I formal ! "
+ has the authority to direct the technician
.is ith the IT the work being
nestarmen
If an appropriately cleared technician is not used to undertake maintenance or
On-site maintenance and Authorized tto maintain a
1SM-0307 repairs of IT equipment, the IT equipment and associated media s sanitised before | Functional | Intersects With MNT-06 5
repairs Personnel organizations or personnel.
repair work is undertaken.
I or repaired of site s tfacil for
Off-site and | handiin 3
1SM-0310 omamenancean s ofthe T equipment Functional | Intersects With | Off-Site Maintenance |  MNT-09  [condusted y and th are 5
P transfer and
IT equipment z;nntslmng me:ls s s:nlllsed by removing the media from the IT Secure Disposl, o sose of, destroyor
1SM-0311 Sanitising IT equipment | I1IPMent or by sanitising the media n situ. Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
Equipment from
IT equipment containing media is sanitised by removing the media from the IT
Mech e y f mediawhen itis no
1SM-0311 Sanitising IT equipment | AUiPment or by sanitising the media in situ Functional | Intersects With | Physical Media Disposal | DCH-08 | ocnaroms existto securely dispose of mediawhen itis no longer 5
required, using formal procedures.
™ toont: d ftised by the media from the IT n dia with the strength and integri
1SM-0311 Sanitising IT equipment equipment containing media is sanitised by removing the media from the Functional | Intersects With | System Media Sanitization | DCH-09 media with the Integrity 5
eauipment or bv media n situ ity of the information
IT equipment containing media s sanitised by removing the media from the IT
1SM-0311 Sanitising IT equipment auip e Y e Functional | Intersects With|  Information Disposal DCH-21 t pose of, destroy or erase informatt 5
eauioment or bv media n situ
d ”
Sonitsing highty sonsiivelT " e e dAUSTEmOSUSA‘;:;[e: " ":5 Secure Disposal, to pose of, destroy or
1SM-0312 anitsing hiEnly sensitive T |processed, stored or communicate or fata that cannot be Functional | Intersacts With | Destruction or Re-Useof |  AST-09 d methods to 5
equipment sanitised in situ, s returned to Australia for destruction.
Equipment from
T . nolud thatis located dh Mech o iy d fmediawhen itis no
mos2 equipment, atis locate s Fumctionat | mtorsacts With | PhysicatMedia Disposat | DGH-ga | eEhanISmS exist o securely dispose of media when t s o longer R
eauipment orocessed. stored or USTEO or AGAO data required. procedures.
IT equipment sanitisation processes, and supporting IT equipment sanitisation t mediawith the hand integrity
i tsanitisat . o
o051 equipment sanitisation [ procedures, are developed, implemented and maintained Functional | Intorsects With | System Modia Sanitization|  DGH-09 inform .
processes and procedures prior to disposal, release out of organizational control or release for
rouse.
High I destroyed priorto it disposal. Secure Disposal, n pose of, destroy or
Destroying high n
1SM-0315 estroying high assurance Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
equipment
Eauipment bein from
High I destroyed priorto it disposal.
\soats | Destrovinghigh assurance 1T Functional | ntorsacts With | PhysicalMedia Disposat || DGH.ga |/Mechanisms existto securelydispose of media when ts o longer .
equipment required, using formal procedures.
Following sanitisation, destruction or declassification, a formal administrative
JsM-0316 Disposalof T quipment _|46€iSion s made torelease I equipment, o ts waste, into the public domain. Functional | intorsects witn | System Media Sanitzation | o | Mechanisms existto supzﬂ;\us:r,‘:ack, document and verify system media .
d |Atleast frandom text with no blank I istto sanit; diawith the strength and ins
1SM-0317 an oas! random textwith no ©ColUT | Einctional | Intersects With | System Media Sanitization | DCH-09 media with the integrity 5
devices _|orinter cartride or MFD orint drum. ity of the information
When unable to sanitise printer MFD printdrums, Secure Disposal, ist pose of, destroy or
Sanitising printers and ’
1SM-0318 as per electrostatic memory devices. Functional | Intersaots With | Destruction or Re-Useof |  AST-09 d methods to 5
multfunction devices
Eauipment bein from
Wi T n ”
on ‘1‘5”5‘”""’ e o oo o e Secure Disposal, tto pose of, destroy or
1SM-0321 Disposal of IT equipment Z'“a"a ‘|°" security standards, ASD is contacted for requirements rela Functional | Intersects With | Destruction or Re-Use of |  AST-09 \d methods to 5
isposa Equipment being
Media s classified to the highest or of data it stores, unless . e N
. Data & Asset
1SM-0323 Classifying media the media has been classified to a higher sensitivty or olassification. Functional | Intersects With DCH-02 , reg contractual 5
Classification
requirements.
Media s classified to the highest or of data it stores, unless Mechanisms exist to ensure that Technology Assets, Applications and/or
. Highest Classificat
o032 Classitingmedia the media has been classified to a higher sensitivty or classification runctional | intersectewitn|  HiEestClassification | IServices (TAAS) are classified according tothe highest level of data s
Lovel sensitivity thatis stored, transmitted and/or processed.
‘Any media connected (o a system with a higher sensitivity or olassification than the oot Glaastioation Mechanisms exist to ensure that Technology Assets, Applications and/or
1SM-0325 Reclassityingmedia | media s rectassifed t the igher sensitvityor classification, unless the mediais | Functional | IntorsectsWih | 6% 7= DCH-02.1 {Services (TAAS) are classified accordingto the highest level of data 5
red-only or the svstem has a mechanism throush which read-only access can be sensitvitv that is stored. transmitted and/or orocessed.
‘Any media connected to a system with a higher sensitvity or olassification than the )
Mech o rectassify dat d, dus to ch
1SM-0325 Reolassifying media media is reclassified to the higher sensitivity or lassification, unless the mediais | Functional | Intersects With | Attribute Reassignment | DGH-0s.9 | echanisms existto reclassify data as required, due to changing 5
business/technical requirements.
red-only or the svstem has a mechanism throush which read-only access can be
Any media connected to a system with a higher sensitvity or olassification than the to . includ d Technology
; i o
1SM-0325 Reclassifying media | o2 reclassified to the higher sensitivity or classification, unlessthe medials | - ¢\ igngl | interseotsWith | Data Reclassification | DCH-11 g the 5
read-only or the system has a mechanism through which read-only access can be gory levelof
ensured
n
Be e ‘ ‘;e "‘e"‘T s Secure Disposal, e pose of, destroy or
1SM-0330 Reclassifying media sanitised or destroyed, and a formal administrative decision is made to reclassify t.| ¢, ool | intersects With | Destruction or Re-Use of |  AST-09 i \d methods to 5
Equipment being f
Before oa % the medias T nolud dTechnology
: ) e o
JeM-0330 Roclassifying media _|Setised ordestroyed, and aformal adminisuatve decision s made torectassityt | i || pata ectassifation | DeH-t1 ) the s
oy evelof
Media, with the exception of internally mounted fixed media within information
Mo e e ofto tto mark media in protection
1SM-0332 Labelling media echnology equipment, is labelled with protective markings reflecting ts sensitvity | ¢, vionat | intersects With Media Marking DCH-04 arealerted to , 5
or classification
handling caveats and applicable security requirements.
Anetworked IT ) tained and 0 perform inventories of )
1SM-0336 IT equipment registers | @116 on @ regular basis. Functional | IntersectsWith | Asset Inventories AsT-0p | ApPlications, Services and/or Data (TAASD) that: 5
(1) Accurately reflects the current TAASD in use;
d software nroducts. including business
A networked IT " tained and Mechanisms exist to maintain inventory logs of all sensitive media and
1SM-0336 T equipment registers [ verified on a regular basis. Functional | Intersscts With | Sensitive Data Inventories | DCH-06.2 Y108 5
conduct sensitive media inventories at least annually.
Media is only used with systems that are authorised to process, store o
t
1SM-0837 Classifying media Functional | Subset Of Data Protection DCH-01 © 10
controls.
ution featur Secure Basell y
1SM-0341 Automatic for Functional | Interssots With ecure Baseline cre-02 " baseline 5
Technol Senvices
ution featur Mech 1o restrict the use of  digital med t
oo Automatic for rumctional | imtorssctowith Modia Use om1o | Mechanisms existto restictthe use of types of digial media o ystemo R
or svstem
Ifthere is no business requirement for writing to removable media and devices, . baseline
i trol application Secure Basell Technol i
1SM-0343 Device access control 2" the use of " | Functional | Intersects With eoure Baseline CFG-02 g Servic 5
by disabling external communication interfaces. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
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Ifthe b tfor writing t ble media and devices, Mechanisms exist to restrict the use of types of digital media on systems
1SM-0343 Device access control re 18 1o business requirement for writing to removable media and devices, Functional | Intersects With Media Use DCH-10 o ! ypes of el aon ey 5
h is disabled via the use of trol aplication or or sstem
Ifthere is no business requirement for writing to removable media and devices,
[ o and
1SM-0343 Device access control | 21°h functionalityis disabled via the use of a device access control application o | - g iongl | intersects With | Limitations onUse | DCH-10.1 5
by disabling external communication interfaces. regulated data.
External communication interfaces that allow DMA are disabled. Socure Basetine Mechanisms exist to develop, document and maintain secure baseline
1SM-0345 Device access control Functional | Intersects With CFG-02 Servic 5
Configurations
(TAAS) that d d svstem hardening
When manually between belonging to different
lorge digital files with
1SM-0347 | Using media for data transfers ) used unless system has a Functional [ IntersectsWith | Ad-Hoc Transfers DCH-17 5
internal or external parties.
ueh which read be ensured.
Media sanitisation processes, and supporting media sanitisation procedures, are « mediawith the hand integrity
Media sanitisation processes .
1SM-0348 @ sanitisation pr develaped, implementsd end malntained. Functional | Intersects With | System Media Sanitization |  DCH-09 5
and procedures prior to disposal, release out of organizational control or release for
rouse.
The following media types are destroyed prior to their disposal: Secure Disposal, pose of, destroy or
ISM-0350 | Media that cannot be sanitised |+ microfiche and microfitm Functional | Intersacts With | Destruction or Re-Use of |  AST-09 d methods to 5
« ootical di Equipment boing from these
Volatile media s sanitised by removing its power for at least 10 minutes. media with the h and integrity
1SM-0351 Volatile media sanitisation Functional | Intersects With | System Media Sanitization |  DCH-09 5
prior to disposal, release out of organizational control or release for
rouse.
'SECRET and TOP SECRET volatile media is sanitised by overwriting it at least once.
inits entirety with a random pattern followed by a read back for verification. r media with the h and integrity
1SM-0352 Volatile media sanitisation Functional | Intersects With | System Media Sanitization |  DCH-09 5
prior to disposal, release out of organizational control or release for
reuse.
Non-volatile magnetic media is sanitised by overwriting t at least once (or three « mediawith the hand integrity
Non-volatile magnetic media -
(omios5a o magnet times i pre-2001 or under 15 GB in it entirety with a random pattern followed bya | o e Loy | poros s
sanitisation read backfor verification. prior to disposal, release out of organizational control or release for
rouse.
Following sanitisation, SECRET and TOP SECRET non-volatile magnetic media
Treatment of non-volatile e to mark mediain protection
1SM-0356 magnetic media following |11 1S ctassification- Functional | Intersects With Media Marking DCH-04 that p L are alerted to : 5
sanitisation handiing caveats and applicable security requirements.
Following sanitisation, SECRET and TOP SECRET non-volatile magnetic media « mediawith the hand integrity
Treatment of non-volatile oo .
1SM-0356 magnetic media following | "SteInS ts classification. Functional | Intersects With | System Media Sanitization | DCH-09 inform: 5
prior to disposal, release out of organizational control or release for
sanitisation
rouse.
Non-volatile erasable | Non-volatile EPROM media is sanitised by applying three times the manufacturer's n media with the strength and integrity
1SM-0357 erasure time and then overwriting it at least once in its entirety | Functional | Intersects With | System Media Sanitization | ~ DCH-09 ith 5
with & random battern followed bv a read backfor verification. orior to disposal. release out of control or release for
Treatment of non-volatile _| Following sanitisation, SECRET and TOP SECRET non-volatile EPROM and EEPROM
s to mark mediain protection
1SM-0358 erasal Functional | Intersects With Media Marking DCH-04 that Lare alerted to , 5
erasable programmable read-
handiing caveats and applicable security requirements.
only memory media following
Treatment of non-volatile | Following sanitisation, SECRET and TOP SECRET non-volatile EPROM and EEPROM T media with the h and integrity
bl o
1SM-0358 crasable Functional | Intersects With | System Media Sanitization |  DCH-09 inform: 5
erasable programmable read- prior to disposal, release out of organizational control or release for
only memory media following rouse.
flash is sanitised by twice nts « media with the h and integrity
Nonvolatie flash mamory | €Tty ith arandom pattern followed by a read back for vrification. P
1SM-0359 i Functional | Intersects With | System Media Sanitization |  DCH-09 5
media sanitisation prior to disposal, release out of organizational control or release for
reuse.
Following sanitisation, SECRET and TOP SECRET non-volatile flash memory media
Treatment of non-volatile flash | retains its classification. to markmediain protection
1SM-0360 memory media following Functional | Intersacts With Media Marking DCH-04 that \are alerted to g 5
sanitisation handiing caveats and applicable security requirements.
Following sanitisation, SECRET and TOP SECRET non-volatile flash memory media T mediawith the hand integrity
Treatment of non-volatile flash " .
1SM-0360 followin Functional | Intersects With | System Media Sanitization |  DCH-09 inform: 5
prior to disposal, release out of organizational control or release for
sanitisation
rouse.
Magnetic media s destroyed using a degausser with a suitable magnetic field n media with the strength and integrity
ISM-0361 | Degaussing magnetic media |strength and magnetic orientation Functional | Intersects With | System Media Sanitization |  DCH-09 ith 5
orior to disposal. release out of control or release for
peciio d ded by deg o media with the h and integrity
: o »
1SM-0362 Degaussing magnetic media Functional | Intersects With | System Media Sanitization | DCH-09 fnform: 5
prior to disposal, release out of organizational control or release for
reuse
Media destruct : truct
o destionprocesos [sevatopes mtemamananamamnen, Sacur Diposal, N I
1SM-0363 s eveloped. Implemented and maintained. Functional | Intersects With | Destruction or Re-Use of |  AST-09 d methods to 5
and procedures
Equipment being
Media destruction processes, and supporting media destruction procedures, are
lsoagg | Media destruction processes |developed, implemented and maintained. Functional | Intorsects With | Physical Media Disposal | DoH-og |Mochanisms evist to securely dispose of media whenitis o longer R
and procedures required, using formal procedures.
Media destruction processes, and supporting media destruction procedures, are
\soagg | Media destruction processes |developed, implemented and maintained. Functional | intorsscts witn | SYetem Media Sanitzation to supenvise, track, document and verify system media .
and procedures actions.
i Mech st lyd fmediawhen itis no
1SM-0368 Media destruction methods 2 . OrBYCUting | kincrional | Interseots With | Physical Media Disposal | DCH-0g | oharisms existto securely dispose of media when itis no longer 5
results in media waste than 8 mm. required., orocedures.
The destruction of media s performed under th at Secure Disposal, ist poss of, destroy or
1SM-0870 Supervision of destruction | person. Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
Eauipment bein from
omoar0 Suporvision of destruction | T 485tTUEtion of media s performed under th at Functonal | marsestowin | e e Santzstin| o Mechanims et o supers, ack cocumentandverty st mcia R
person. ion
Personnel supervising the destruction of media supervise its handling to the point
i . tem Modia Sanitizati Mech t , track, o tand verify system med
1s-0371 Suporvision o destruction |1 deStruction and ensura that the destruction is completed successfully. Functional | intersects witn | SYetem Media Sanitization [ | Mechanisms e o suparis, ik, documentnd ey ytom medi R
The destruction of media storing accountable material s performed under the Secure Disposal, tto . destroy or
Supervision of accountable .
1SM-0872 supervision of at least two cleared personnel. Functional | Intersects With | Destruction or Re-Use of |  AST-09 d methods to 5
material destruction
Eauipment bein from
Th i ’ r u
o037 Supervision of accountable su:::::::‘;‘:';:’L'::ﬁ:';l;‘i:":;:g‘:;: materialis performed under the Functionat | intorsects witn | System Media Sanitzation | | Mechanisms exist o supervise, track, document and verify systern mecia .
material destruction actions.
Personnel supervising the destruction of media storing accountable material
\SM-0373 P P 1o the point of destruction, ensure that the destruction is Functional | intersocts witn | SYetem Media Sanitization [ to supenvise, track, document and verify system media .
material destruction  |completed and sign a destruction actions.
Media disposal processes and I dures, are Mechanisms exist to securely dispose of media when itis no longer
1SM-0374 posalp developed, implemented and maintained. Functional | Intersects With | Physical Media Disposal | DCH-08 'y disp e 5
procedures required, using formal procedures.
Following sanitisation, destruction or declassification, a formal administrative rechaniems exit o seouraly dispase of media whon it im0 tonger
1SM-0375 Disposal of media decision is made to release media, or its waste, into the public domain. Functional | Intersects With | Physical Media Disposal | DCH-08 y disp e 5
required, using formal procedures.
ings ificati Secure Disposal, st  dest
\sM0378 Disposal of media Labels and markings indicating the owner, sensitivity, classification or any other rumctional | imtorssctawith ecure Disposal AsT09 o estroy or 5
can its prior use are removed priorto its Destruction or Re-Use of defined d methods to
Labels and markings indicating the owner, sensitivity, classification or any other o
Mech t lyd f mediawhen itis no
1SM-0378 Disposal of media marking that can associate media with its prior use are removed prior to its Functional | Intersects With | Physical Media Disposal | DCH-0g | ocnarsms existto securely dispose of mediawhen itis no longer 5
required, using formal procedures.
disnosal
Unneeded user accounts, components, services and functionality of operating. .
bled . Secure Basell Technol
1SM-0380 orremoved Functional | Intersects With eoure Baseline CFG-02 g Servic 5
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
Unprivileged users do not have the ability to uninstallor disable approved )
Mech o restrict the ability of non-privileged users to install
1SM-0382 Application management | applications. Functional | Intersects With | User-Installed Software | CFG-05 | echanisms exist to restrict the ability of non-privileged users to insta 5
unauthorized software.
Unprivileged users do not have the ability to uninstallor disable approved
Restrict Roles Permitted Mech 10 cont tems t tthe installation of
o038 Applcation managament _|2PPlEatOS. Functionat | intersscte witn | RestictRotes Permitted | L | Mechanisms exist o configure systems o prevent the installaton of R
Tolnstall Software Software, unless the action is performed by a privileged user or service.
Hard: ting syst " including for any pre- Secure Basell
o038 ardening operating system | Default user accounts or credentials for operating systems, inoluding foranypre- | oo T o ecure Baseline cro00 . . baseline R
accounts. are changed. disabled or d d L setun. Technol Senvices
Default user accounts or credentials for operating systems, including for any pre- i Settings by default
Hardening operating system
1SM-0383 A accounts, are changed, disabled of removed during initial setup. |  Functional | Intersects With [ Secure Settings By Default| TDA-09.6 1o ' andlor 5
& Serviges (TAAS) ith wesk security settings that would out
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Relationship Control Description
Servers maintain effective functional separation with other servers allowing them N o provide
Functional separation between
1SM-0385 . 1o operate Functional | Intersects With | L Y CFG-03 specificall restricting the use of ports,
protocols, and/or services.
D‘alab'ases and 't:elr onents e Classified based on the sensitivity o e Mochanioms axitto develop, mplement and govern database
in. istrati
1SM-0393 | Protecting database contents [°12%Sification of data thatthey contain Functional | Intersects With R AST-28 processes, Operating
P OP), for operating and
Databases and their contents are classified based on the sensitivity or ota &Aoot d asset:
1SM-0393 | Protecting database contents |clessification of data that they contain. Functional | Intersects With DCH-02 contractual
Classification
Development, testing, staging and production environments are segregated-
Development, testing, sta Secure D tto maintain a network to
1SM-0400 P ne, staging Functional | Intersacts With " TOA-07 ! wer
and production environments
Development, testing, staging and production environments are segregated- o testingand
Development, testing, staging i & staging andp eress ©
1SM-0400 Functional | Intersacts With | Development, Testingand |  TDA08 [ operational reduce the rsks of access or
and production environments
Operational changesto and to ensure no impact to
Secure by Design principles and practices are followed throughout the software. based on
1SM-0401 | Secure software development [devetopment life cycle. Functional | Intersacts With| Development Practices | TDA-06  [Development Practices (SSDP).
(sSDP)
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA o with
prior toits iniial release, any subsequent releases and periodically in order to Security, Compliance & security, compliance and/or resilience personnel to:
1SM-0402 Software seourity testing  [attempt to p Functional | Intersects With | Resilience Testing TDA-09  |(1) Create and implement a Security Testing and Evaluation (STAE) plan,
Throughout Development or similar capability;
) imolement remediation process to correct
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA to
1sM-0402 Software securitytesting [ priorto ts iniial release, any subsequent releases and periodically n order to Functional | Intersects With [ Static Code Anat TDA09.2 Senvices de analysis tools
attemot to identify anv oreviousl 0 identify and flaws and results of the
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA to of Technol y
prior tots iniial release, any subsequent releases and periodically in order to i !
attempt to p tools to identify and remediate common flaws and document the results
1SM-0402 Software security testing Functional | Intersacts With | Dynamic Gode Analysis | TDA-09.3 [ofthe analysis.
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA Mechanisms exist to utilize testing methods to ensure Technology
o "
1SM-0402 Software socury tosing | P97 © 5 ita release, any subseauent rleases and periodicalyn order o Functional | ntorsocts with | Malformed inputTesting | T0A09.4 to operate as
attemptto P intended when subject to invalid or unexpected inpuis on s interfaces.
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA Mechanisms exist to perform application-level penetration testing of
itsi Application Penetration m
1SM-0402 Software socury tosing | P97 © 5 ita release, any subseauent rleases and periodicalyn order o Functional | intersoctswitn| A% ToA09S )
attemptto b Testing
Software is comprehensively tested for vulnerabilities, using SAST, DAST and SCA
itsi Mechanisms exist to ensure the intogrity of test data through existin
1SM-0402 Software socury tosing | P97 © 5 ita release, any subseauent rleases and periodicalyn order o Functional | mtorsocts Wit | TostDatantogrty | Toat0.1 erity g 3
attemptto P security, compliance and resilience controls.
Unpriviteged accessto | eauests for access a thelt tto tothose
1SM-0405 privileg when first requested. Functional | IntersectsWith | Library Privileges CHG-045 resti privileg
systems individuals with a pertinent business need for access.
Requests for access d their tto dto
Unprivileged access to Periodic Review of
1SM-0405 privileg when first requested. Functional | Intersects With 1AC-17  [individuals and sen it for such privileges
systems Account Privileges
and roassisn o orivileges. as necessary.
om0 Unprivileged access to | Requests for access d their motonat | 1mtorsscte i | Management ApprovatFor | tto ensure required for new
svstems when New or Changed Accounts chenges in account
A secure record is maintained for the life of systems and their resources that covers
\omoaoy | Recordingauthorisationfor _the ollowing for cach user: Functional. | imtorsects with it Trats MoN.0. | Mechanisms exist o ink system access to individual users or service
personnel to access systems s their user identification accounts.
« their sivned asreerent to ahide b svstam
rocording authorieation for |+ 5G4 fecord s maintained for th e of systems and ther resources that covers Mechanisms exist to retain a record of personnel accountabilly to
15M-0407 © the following for each user: Functional | Intersects With | Retain Access Records | 1AC-01.1  [ensure there s a record of all access granted to an individual (system and
personnel o access systems
* their user apolication-wise). who provided when the
alogon banner ftheir security
when accessing the system andits resources.
e use noificat
System Use Notification display an approved system use notification message or banner before
1SM-0408 Logon banner Functional | Intersects With| " SEA-18 play an app! ¥ 2
(Logon Banner) 3 o 2 . Senvi
(TAAS).
alogon banner a ftheir seourity
when accessing the system andits resources.
Standardized Microsoft istto configure f -based systems o
1SM-0408 Logon banner Functional | Intersacts With SEA-18.1 & v
Windows Banner display an approved logon banner before granting access to the system.
alogon banner a ftheir seourity Mechanisms exist o utilize a truncated system use notification / logon
i . banner on systems not capable of displaying a logon banner from a
1SM-0408 Logon banner when accessing the system and its resources Functional | IntersectsWith |  Truncated Banner SEA-182 e P playi gg & el
rorivioged socemsto | FOTS1EN NatioNals, INGluding seconded forelgn nationats, do ot have access o to verify that individuals accessing a system
1SM-0409 privic systems that process, store or jcate AUSTEO or REL. Functional | Intersacts With | Citizenship Requirements | HRS-04.3 [ processing, storing, or transmitting sensitive information mest applicable
systems by foreign nationals
1 olace to ensure such data s not tothem statutorv. resulatory and/or contractual for citizenship.
Foreign nationals, excluding seconded foreign nationals, do not have access to o aystom
Unprivileged access to
1SM-0411 rivileg systems that process, store or Functional | Intersects With | Citi HRS-04.3 Storing, or transmitting sensitive information meet applicable
systems by foreign nationals |are in place to ensure such data s not accessible to them.
statutory, regulatory and/or contractual requirements for citizenship.
Personnel granted 10 systems and their identifiable. N
y
1SM-0414 User identification Functional | Intersacts With for 1AC-02  |Authorize and Audit users and processes acting on
Organizational Users behalf of organizational users.
The use of shared user accounts is stictly controlled, and personnel using such .
y
1SM-0415 User identification accounts are uniquely identifiable. Functional | Intersects With for 1AC-02 ithorize and Audit users and processes acting on
Organizational Users behalf of organizational users.
The use of shared user accounts is stictly controlled, and personnel using such stto ob -
1SM-0415 User identifiabl Functional | Intersects With | Group Authentication | 1AC-02.1 o
individual authenticator when a group authenticator is utilized.
When systems. multi-factor , length
Password-Based
1SM-0417 | instead Functional | Intersscts With 1AC-10.1 ™ trong criteria for
Authentication
hysical oredentials are k [ r istto pr the
ovoats Protectingeredentials | PTYIGal credentials are kopt separate rom systems they are used to autherticate | ¢ oo L AC105 o
to. excent for when activities. sensitivity of the information to which use of th bermits
store or USTEO, AGAO or REL data, Mechanisms exist to verify that individuals accessing a system
15M-0420 Useridentification personnel who are foreign nationals are identiied as such, including by their Functional | Intersects With HRS-04.3 ng, storing, or transmitting
statutorv. resulatory and/or contractual for citizenships
Storeor USTEO, AGAO or REL data, o
Mechanisms exist to identiy foreign nationals, including by their spacific
1SM-0420 Useridentification personnel who are foreign nationals are identified as such, including by their Functional | Intersects With | Gitizenship dentiicaton | HAs-0a4 | CHREY y foreig 18 by their sb
Passwords used for single-factor authentication on non-classified, OFFICIAL: ength
i . Password-Based .
1SM-0421 Password strength | °nSitive and PROTECTED systems are & minimum of 15 characters. Functional | IntersectaWih | oo 06 1AC-10.1 | considerations to ensure strong criteria for password-based
authentication.
Passwords used for single-factor authentication on non-classified, OFFICIAL: oo romomaitisfor Mechanisms exist to compal users to follow accepted practices in the
1SM-0421 Password strength Sensitive and PROTECTED systems are a minimum of 15 characters. Functional | Intersects With @ 1AC-18  |use of &, passwords,
Account Management .
ohvsical or losical tokens. smart cards. certficates. etc.)
Passwords used for on TOP SECRET syst t . length
Password-Based
1SM-0422 minimum of Functional | Interssots With 1AC-10.1 - trong criteria for
Authentication
B e o on TOP SEGRET oo Respomsibiltios for Mechanisms exist to compel users to follow accepted practices in the
1SM-0422 Password strength minimum of 20 characters. Functional | Intersects With P IAC-18  |useof g, passwords,
Account Management
physical or logical security tokens, smart cards, certficates, etc.).
Services are configured with a session lock that: tto ion lock after fined
1sM-0428 « activates after a 15 minutes of user inactivty, a maximum of 12 Functional | Interssots With Session Lock 1AC-24  [time period of inactivity, or upon recelving a request from a user and
hours of overalt time or when manually activated by users retain the session look until the user access using
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Relationship Control Description Relationship
Access to systems and their or suspended Mechanisms exist to adjust logical and physical access authorizations to
Suspension of access to i i racoess. , nd failt
1SM-0430 b personnel no longer have a legitimate requirement for access. Functional | intersectswith|  personnet Transfer Rs.08 Services (TAAS) s
systems Upon personnel reassignment or transfer, n a timely manner.
Access to systems and their or suspended
personnel no longer have a legitimate requirement for access.
Suspension of access to
1SM-0430 P et Functional | Intersects With | Personnel Termination | HRS-09 [ Mechanisms exist to govern the termination of individual employment 5
Access to systems and their or suspended
om0430 Suspension of accessto | personnel no longer have a legitimate requirement for access. runctionat | imtorsects wi | User Provisioning&De- |, | Mechanisms exit o uiize a formal user egistration and de-registration .
systems Provisioning process that governs the assignment of access rights.
Suspension of access o | Access to systems and their or suspended Mechanisms exist to revoke user access rights following changes in
1SM-0430 P v P Functional | Intersects With | Change of Roles & Duties | 1AC-07.1 ® 8 chang: 5
svstems Lno longer have a legitimate for access. personnel roles and duties. if no longer necessary or permitted.
om0 Suspension of access o _|Access to systems and their or suspended motonat | imorssctowimn | Terminationof IAC072_|Mechanisms exist o revoke user access fghts n a imely manner, upon R
svstems Lno longer have a legitimate for access. 1 contract.
Access requirements for systems and their resources are documented in their ) .. System
1SM-0432 | System access requirements , 4 Functional | Intersects With 1A0-03 (0855 5
svstem security plan ! d Security Plan (SSP) that:
Personnel und: d, where necessary, hold Mechanisms exist to manage personnel securityrisk by screenin
ISM-0434 | System access requirements b4 Functional | Intersects With | Personnel Screening HRS-04 8P yrsiby ® 5
o lesrance ted to svstems and their individuals prior to authorizing a
Personnel receive any necessary briefings before being granted access to systems to on proper data
and their resources. handling practices for allthe relevant types of data to which they have
access.
1SM-0435 | System access requirements Functional | Intersects With |~ Formal Indoctrination | HRS-04.2 5
When personnel are granted temporary access to systems and their resources, Mechanisms exist to:
1SM-0441 | Temporary access to systems |effective controls are putin place to restrict their access to only data requiredfor | Functional | Intersects With [~ Account Management |  1AC-15 (1) Define authorized system account types; 5
them their duties. (2) Define prohibited svst tvpes; and
When personnel are granted temporary access to systems and their resources, tto ptof . allowing only
1SM-0441 | Temporary access to systems |effective controls are putin place to restrict their access to only data required for | Functional | Intersects With Loast Privlege 1AC21  |authorized P necessary Jish assigned tasks s
them their duties. business functions.
Temporary access is not granted to systems that process, store or communicate Mechanisms exist to:
1SM-0443 | Temporary access to systems |caveated or sensitive compartmented information. Functional | Intersects With| ~ Account Management |  1AC-15 | (1) Define authorized system account types; 5
(2) Define prohibited svst tvpes: and
Privileged users are assigned a dedicated privileged user acoount to be used solely Mechanisms exist to restrict and control privileged access rights for
Privileged Account rr
1SM-0445 Privileged acoess to systems |07 dutes reauiring privileged access. Functional | Intersects With b Iac-tg  [Usersand g 5 el ML2 ML3
Management (PAM)
Privileged users are assigned a dedicated privileged user acoount to b used solely
Dedicated Privileged Mechanisms exist to assign dedicated priviloged user accounts to be
1SM-0445 Privileged access to systems |for duties requiring privileged access. Functional | Intersects With 8 IAC-16.4 o privilege 5 ML1 ML2 ML3
Account used solely for duties requiring privileged access.
\ooase | Priviceed access tosystems | Foreign nationals, ncluding seconded foreign nationats, do not have privieged motonat | imtoresctowim| _RolesWithSpecial | tto ensure a system that R
by foreign nationals __|access to svstems storeor USTEO or REL data. Proteotion Measures stores. uansmits or formati brotection
Privileged access to systems | Foreign nationals, including seconded foreign nationals, do not have privileged Mechanisms exist to verify that individuals accessing a system
1SM-0446 & ” ® g 8 @ privieg Functional | Intersects With | Citizenship Requirements | HRS-04.3 v 82y 5
by foreign nationals __|access to svstems storeor USTEO or REL data. storing. or information meet applicab
Foreign nationals, including seconded foreign nationals, do not have privileged Mechanisms exist to restrict and control privileged access ights for
Privileged access to systems Privileged Account
1SM-0446 access to systems that process, store or communicate AUSTEO or REL data. Functional | Intersects With 14016 |users and , (TAAS). 5
by foreign nationals Management (PAM)
Foreign nationals, excluding seconded foreign nationals, do not have privileged
Privileged access to systems  [access to systems that process, store or communicate AGAO data. Roles With Special 1o ensure @ system that
1SM-0447 4 P g . Functional | Intersects With HRS-04.1 |stores, transmits or processes information requiring special protection 5
by foreign nationals Protection Measures
personnel
o ioged socess 1 syeteme. | FOTS1EN NatIONaLS, excluding seconded foreigh nationats, o not have privieged Mechanisms exist to verify that individuals accessing a system
1SM-0447 e Yo |access tosystems that process, store or communicate AGAO data. Functional | Intersacts With | Citizenship Requirements | HRS-04.3 [ processing, storing, or transmitting sensitive information mest applicable 5
vtorete statutory. resulatory and/or contractual for citizenships.
Foreign nationals, excluding seconded foreign nationals, do not have privileged
\omoaa | Priviteeed access tosystems (70" . g . © P Functional | intorsectswitn|  Prvieged t Ac16 o restrict and control privileged access righs for .
by foreign nationals | °C°°S 10 SYstems that process, store of communicate ata. Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
. i a
Ko tto controlsto
o045 Datarecovery means of data recovery to allow for circumstances where the encryption key is Functional | intorsects with v crv0o s
unavailable due to loss, damage or failure. Management protect the confidentialiy, integrity and availability of keys.
: . o o Cryptographic Key L Mech t the availabiliy of information in the event of
ryptographic Key Loss or lechanisms exist to ensure the availability of information in the event o
1SM-0455 Datarecovery means of data recovery to allow for circumstances where the encryption key is Functional | Intersaots With | CYP1O8@PIIe Key CRY-09.3 v 5
Change the loss of cryptographic keys by individual users.
0 loss. damace or failure.
c equipment, appl braries that Common tto
Cryptographic implementation Use of Cryptographic
1SM-0457 VPog e Criteria evaluation against an ASD-endorsed Protection Profile are used when Functional | SubsetOf mfmé ! CRY-01 using known public standards and trusted 10
encryoting media that contains OFFICIAL: Sensitve or PROTECTED data
Full disk encryption, or partial encryption where access controls will only allow B - -
1SM-0459 Encryptingdataatrest  |writingto the i dataat rest. Functional | Intersects With - Encrypting DataAtRest |  CRY-05 | P € preven 5
HACE is used when encrypting media that contains SECRET or TOP SECRET data o
Cryptographic implementation Use of Cryptographic
1SM-0460 Yptographic imp! Functional | SubsetOf ptograp! CRY-01 using known public standards and trusted 10
assurance Controls
cryptographic technologies.
When a user authenticates to the encryption functionality of IT equipment or media
Handling encrypted IT © the encryp v auip g Cryptographic Key Loss or Mechanisms exist to ensure the availability of information in the event of
1SM-0462 itis treated in its original untittheuser | Functional | Intersects With CRY-09.3 5
equipment and media j Change the loss of cryptographic keys by individual users.
rom
c equipment, appl libraries that Common .
Cryptographic implementation Transmission c to protect the data
1SM-0465 yptographic imp Criteria evaluation against an ASD-endorsed Protection Profile are used to protect | Functional | Intersects With CRY-03 P 5
assurance Confidentiality being transmitted.
(OFFICIAL: Sensitive or PROTECTED data when
Crymrogranmie motomentation | HACE s Used to protect SECRET and TOP SECRET data when communicated over ramomiesion B oottt o
1SM-0467 yptographic imp outside of viapublic | Functional | Intersects With CRY-03 P 5
assurance Confidentiality being transmitted.
network
‘An ASD-Approved Cryptographic Protocol (AACP) or high assurance cryptographic
protocol is used to protact data when communicated over network infrastructure. Transmission . ‘o protect the ata
1SM-0469 Encrypting dataiin transit Functional | Intersects With CRY-03 P 5
Confidentiality being transmitted.
Only AACAS or high aby istto
Using ASD-Approved Use of Cryptographic
1SM-0471 '8 ASD-App equipment, applications and libraries. Functional |  Subset Of rYprograp! CRY-01 using known public standards and trusted 10
Cryptographic Algorithms Controls ¢
When using DH for agreeing on encryption session keys, a modulus of at least 2048 istto
Use of Cryptographic
1SM-0472 Using Diffie-Hellman |bits s used, preferably 3072 bits. Functional | Subset Of e CRY-01 using known public standards and trusted 10
When using ECDH for agreeing on encryption session ki it order an istto
Using Elptc Gurve Diffi. | Wen Using EGDH or agreeing on encrypion session keys,  base point order and Voot Cryprogantic
1SM-0474 key size of at least 224 bits is used, preferably the NIST P-384 curve. Functional | Subset Of e CRY-01 using known public standards and trusted 10
When using ECDSA for digital signatur intorder and key size of at least istto
Using the Ellptc Gurve Digal |1/ 451N8 ECDSA for digtal signatures, a base point order and ey size of atleas Voot Cryprogantic
1SM-0475 224 bits is used, preferably the P-384 curve. Functional | Subset Of CRY-01 using known public standards and trusted 10
Signature Algorithm Controls ¢
When using RSA for digital signatures, and transporting encryption session k istto
en Using RSA for digital signatures, and transporting encryption session keys Voot Cryprogantic
1SM-0476 | Using Rivest-Shamir-Adleman (and similar keys), a modulus of at east 2048 bits is used, preferably 3072 bits. Functional | SubsetOf e CRY-01 using known public standards and trusted 10
When using RSA for digital signatures, and for transporting encryption session keys Voot Cryprogantic istto
1SM-0477 | Using Rivest-Shamir-Adleman |(and similar keys),  different key pair is used for digital signatures and transporting |  Functional | SubsetOf e CRY-01 using known public standards and trusted 10
encruotion session kevs. i
Symmetric cryptographic algorithms are not used In Electronic Codebook Mode. istto
Using symmetric Use of Cryptographic
1SM-0479 2=y Functional | SubsetOf nyptograp! CRY-01 using known public standards and trusted 10
cryptographic algorithms Controls ¢
Only AACP or high aby s
Using ASD-Approved Use of Cryptographic
1SM-0481 18 ASD-App equipment, applications and libraries. Functional |  Subset Of ryprograp! CRY-01 using known public standards and trusted 10
Cryptographic Protocols Controls ¢
The SSH daemon is configured to Transmission c to protect the data
1sM-0484 Gonfiguring Secure Shell [+ only listen on the required interfaces (ListenAddress X 0cxx0) Functional | Interssots With CRY-03 5
Confidentiality being transmitted.
« have banner (Banner x)
Public key-based authentication is used for SSH connections. Mechanisms exist to securely implement an internal Public Key
Public Key Infrastructure
1SM-0485 | Authentication mechanisms Functional | Interssots With o) CRY-08 [ Infrastructure (PKI) infrastructure o obtain PKI services from a reputable 5
PKI
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Relationship Control Description
When a for SSH the following are
disabled:
+ access from IP addresses that do not require access
« port forwarding
+ agent credential forwarding
. , control and .
1SM-0487 Automated remote access | * X11 forwarding Functional | Intersects With Remote Access NET-14 5
« consols access. secure remote access methods.
If Using remote access without the use of a password for SSH connestions, the omrotama
1SM-0488 Automated remote access | forced command’ option is used to specify what command is executed and Functional [ Intersects With|  Remote Access NET-14 g " 5
secure remote access methods.
Darameter checking is enabled.
When SSH-agent or similar key caching applications are used, itis imited to
screen locks and key cach o
within four hours of inactivity.
, control and !
1SM-0489 SSH-agent Functional [ Intersects With|  Remote Access NET-14 5
secure remote access methods.
Configuring Versions of S/MIME earlier than S/MIME version 3.0 are not used for S/MIME Mochaniems axitto protectthe confidentialty, miegry and avatabity
1SM-0480 | Secure/Multipurpose Internet | connections. Functional | Intersects With |  Electronic Messaging NET-13 a Integ! 5
of electronic messaging communications.
Mail Extension
Tunnel mode s used for P however, f using ante Mechanisms exist to protect the confidentialty,integrity and availability
1SM-0494 Mode of operation tunnel s used. Functional | Intersects With |~ Electronic Messaging |  NET-13 P - inte 5
of electronic messaging communications.
The ESP p isusedfor d encryption of P:
Mechanisms exist to protect the confidentialty,interity and availabil
1SM-0496 Protocol selection Functional [ Intersects With|  Electronic Messaging | NET-13 nisms existto pr dentialiy, ntegrity flabitity 5
of electronic messaging communications.
B tion lfetime of less than four hours (14400 second: df Mechanisms exist to protect the confidentiality, interity and avaitabil
1SM-0498 | Security association lifetimes | 25U association lfetime of ess than four hours (14400 seconds) s usedfor | ¢ ooy | intersacts With | Electronic Messaging | - NET-13 nisms existto pr dentialiy, ntegrity flabitity 5
Psec of electronic
c Seourty | C by ASD for th Use of G g
1SM-0499 ity policyp y ASDforthe Functional Subset Of CRY-01 10
doctrine of HAGE is comolied with. Controls 15 using known public standards and trusted
Keyed transported based on th Use of G g
1SM-0501 ever ransported based an the sensitivity or Functional Subset Of CRY-01 10
eauipment ofits keving material. Controls 15 using known public standards and trusted
c and « - . o
1SM-0507 pr and dures, ) d maintained. Functional | Intersacts With CRY-09 5
Management protect the confidentialiy, integrity and availability o keys.
orocedures
Network documentation includes high-tevel network diagrams showing all Notvork Dagiame & bate Mechanisms exist to maintain network architecture diagrams that:
1sM-0516 Network into logical showingallcritical Functional | Intersacts With © AST-04 [ (1) Contain sufficient detail to assess the security of the network's 5
Flow Diagrams (DFDs)
servers. high-value servers. i d network apoliances.
s developed, and maintained. Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & Data
1SM-0518 Network documentation Functional | Intersacts With AST-04 [ (1) Contain sufficient detail to assess the security of the network's 5
Flow Diagrams (DFDs)
Network access controls are implemented on networks to prevent the connection
f T equipment. Automated mechanisms exist to employ Network Access Control (NAC),
Network Access Control
1SM-0520 Network access controls Functional | Intersacts With o AST-025 | or a similar technology, which is capable of detecting unauthorized 5
() devices and disable network access to those unauthorized devices.
disabled in dual-stack network devices unless it is being used.
\omosp1 | UsineIntemet Protocol version runctionat | subsetor | NetworkSecurityControts | | Mechanisms exit o develop, govern & update procedures o faciltate o
6 (NSC) the implementation of Network Security Controls (NSC).
VLANS are not used to separate network traffic between networks belonging to Mechanisms exist to enable Virtual Local Area Networks (VLANS) to Uit
\omi0526 Using Virtual Local Area  |different security domains. Functionat | intorsects witn | Vital Local AreaNetwork | - fene abiliyof network to other .
Networks (VLAN) Separation devices on the subnet and limit an attacker's abilty o laterally move to
neighboring svstem
1SM-0830 Using Virtual Local Area  Network LANE from the mosttrusted security | o ol eots with | VITtuat Local AreaNetwork | o oo | Mechanisms exist to enable Virtual Local Area Networks (VLANS) to limit 5
Networks domain. wu the ability of network to other
Configure Technol
o o |pmseaerctiors omnevorcaeces e dstiea Contgre Techolog o configareT ] §
1SM-0534 sabling unusad physical Functional | Intersects With | 55¢t® Applications CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
ports on network devices and/or Services (TAAS) for
‘ configurations.
High-Risk Areas
Network VLAN: o different domains do not Mechanisms exist to enable Virtual Local Area Networks (VLANS) to Uit
omos3s Using Virtual Local Area [ share VLAN trunks. Functionat | intorsscts witn | Vitual Local AreaNetwork | - |tne abiliyof network to other .
Networks (VLAN) Separation devices on the subnet and imit an attacker's abiliy o laterally move to
neighboring svstem
Public wireless networks provided for general public use are segregated from all
1SM-0536 Public wireless networks | °e" CrEenisation networks. Functional | Intersaots With uest Network NET-02.2 istto implement and manage a secure guest network. 5
Public wireless networks provided for general public use are segregated from all
Mech tto control authorized wirel d monitorf
1SM-0536 Public wireless networks | °ter organisation networks. Functional | Intersects With |  Wireless Networking NET-15 | echanisms exist to control authorized wireless usage and monitor for 5
unauthorized wireless access.
omosss | Voo -aware 1P relep! o agateway motorat | imtorescte it External NET0ss | Mechanisms existto maintain a managed nterface for each oxtornal R
firewalls and proxies | containing a firewall o broxv. a video-aware or voice-aware firewall or proxy is that proteets and integrity
ing |Vid 1P T i c to protect da
1SM-0547 \deo an using Functional | Intersects With ransmission CRY-03 o protect ara 5
and Internet Protocol c being transmitted.
Protecting video conferencing | °° i usinga Video Telecont e c)
1SM-0548 and Internet Protocol | mtiation protocol. Functional | Intersects With | ' 2°° ;es”"u::e”“ AST-20  |capabilities on endpoint devices and in designated conference rooms, to 5
telephony traffic (V710) Security prevent potential eavesdropping.
Video and IP telep! usinga Pre/Post Transmission N ©
1sM-0548 and Internet Protocol  |initiation protocol. Functional | Intersacts With P CRY-013 integrity of preparation for d during 5
telephony traffic e recention.
Vid 1P ( istto implement Protocol
ideo an o is separated physically or log ) Voice Over Internet o Implemen P )
1SM-0549 Traffic separation other data traffic. Functional | Intersacts With AST-21  [thatlogically or physically separates Voice Over Internet Protocol (VolP) 5
Protocol (VoIP) Security
traffc from data networks.
and | 1P telephony that: ) Mechanisms exist to implement secure Video Teleconference (VIC)
- . Video Teleconference
1SM-0551 Internet Protocol phone [+ IP phones authenticate themselves to the call controller upon registration Functional | Intersacts With Oy Somus AST-20 andin rooms, to 5
. s da lowed to access d
and [IP telephony at: istto implement Protocol
) . Voice Over Internet
1SM-0551 Internet Protocol phone [ IP phones authenticate themselves to the call controller upon registration Functional | ntorsects Wit | 0 LA | AST21 [t ogially or physiall separates Vice Over (volP) 5
. is da llowed to access Y raffic from data networks.
Authentication and authorisation is used for all actions on a video conferencing
Video conforencing unitand | etk Inluding call setup and changing setings oo s . g o)
1SM-0553 Internet Protocol phone Functional | Intersacts With IOy Somu AST-20 andin rooms, to 5
authentication v prevent potential eavesdroppin.
An dand scheme is used for call
Video conforencingunitan | Uthentication and authorisation oo s . g o)
1SM-0554 Internet Protocol phone Functional | Intersscts With Oy Somu AST-20 andin rooms, to 5
authentication 4 prevent potential eavesdroppin.
and |An dand scheme is used for call oratPostTranamission C to ensure the
1SM-0554 Internet Protocol ph d Functional | Intersscts With i CRY-01.3 integrity of preparation f d during 5
e recention
and d s used for all actions on an IP telephony network, ) isms exist to implement )
ephon! . Video Teleconference
1SM-0555 Internet Protocol phone  [including registering a new IP phone, changing phone users, changing settings and | Functional | Intersects With Oy Somu AST-20 andin rooms, to 5
accessing voicemail Y
and d is used for all actions on an IP telephony network, oros Over ot istto implement Protocol
1SM-0555 InternetProtocol phone.inclucing egistering anew IP phons, changing phore users, changing settingsand | Funtional | ntersects Wi | 08 (WL BOEE | AST-21 |t togially or physically separates Vice Over WolP) 5
accessing voicemail Y traffc from data networks.
P ph i isms exist to implement Protocol
. Voice Over Internet
1SM-0556 Traffic separation the workstation or the device uses Virtual Local Area Networks o similar Functional | ntorsects Wit | 0 LA | AST21 [t ogially or physiall separates Vice Over (volP) 5
to maintain seoaration 1P telenhony and Y traffc from data networks.
1P phones used in public areas do not have the ability to access data networks, — Mechanisms exist to establish usage restrictions and implementation
Internet Protocol phones in ! Telecommunications
1SM-0558 voicemail and directory services. Functional | Interssots With AST-19 [ guidance for equipment to damage 5
public areas Equipment
r d to orevent potential
et omonee |7 b 160 60 ot have e sty 0 access gt ntvir, s vt t Telephony (IPT)
1SM-0558 s voicemailand directory services. Functional | Intersects With AST-21  that logically or physically separates Voice Over Internet Protocal (VolP) 5
public areas Protocol (VolP) Security
traffic from data networks.
headsets and USB hand d web notused
th non-SECRET workstations in SECRET areas. Microphones & Web totop endpoint
1SM-0559 Microphones and webcams | g Functional | Intersects With omons AST-22  |based i where sensitive 5
and/or regutated information is discussed.
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Email o block, log and report emails with inappropriate. Mechanisms exist to protect the confidentialty, integrity and availability
1SM-0565 inappropriate, invalid or | protective markings. Functional | Intersects With |~ Electronic Messaging | NET-13 [ of electronic messaging communications. 5
markings
Email servers only relay emails destined for or originating from their domains Socuro Basetine . baseline
1SM-067 Open relay email servers | (including subdomains). Functional | Intersects With CFG-02 for Technol y Servic 5
Configurations
(TARS) that svstem hardening
Email servers only relay emails destined for or originating from their domains Mechanisms exist to utilize adaptive email protections that involve
1SM-067 Open relay email servers | (including subdomains). Functional | Intersects With | Adaptive Email Protections| NET-20.7 ~[employing risk-based analysis in the appl of 5
email protections.
Emails are routed via centralised emall gateways.
Mechanisms exist to protect the confidentialiy, ntegrity and availabili
1SM-0869 | Gentralised email gateways Functional | Intersects With |~ Electronic Messaging |  NET-13 P . ntegrity v 5
of electronic messaging communications.
Email gateway maintenance place, they are maintained at the Mechanisms exist to protect the confidentialty,integrity and availability
1SM-0570 gateway same standard as the primary email gateway. Functional | Intersects With | Electronic Messaging NET-13 o - Integ 5
activities of electronic messaging communications.
osro | Ema place, they are maintained atthe| o T Rowre Inemat Traffioto | 0 route internal traffic to external R
activities same standard as the primary emal gatewav. Proxy Servers networks through poroved proxy servers at managed
When users send or receive emails, an authenticated and encrypted channel is Mechanisms exist to protect the confidentialiy, ntegrity and availabili
1SM-0571 Centralised email gateways e Functional | Intersects With [ Electronic Messaging NET-13 o . ntegrity v 5
usedto via their ralised ? of electronic
Opportunistic TLS encryption is enabled on email servers that make incoming or
Email server transport Mechanisms exist to protect the confidentialiy, ntegrity and availabili
1SM-0572 P over public network Functional | Intersects With |  Electronic Messaging NET-13 a . Integrity ty 5
encryption of electronic messaging communications.
SPF is used to specify authorised email servers (or lack thereof) for an omam Name Sorvics Mechanisms exist to ensure Domain Name Service (DNS) resolution is
1SM-0574 Sender Policy Framework s Functional | Intersacts With NET-10 | designed, implemented and managed to protect the seourity of name / 5
(ONS) Resolution e pie
SPF is used to specify authorised emal servers (or lack thereof) for an nder tto validate the emall communications
1SM-0574 Sender Policy Framework pecify ( g Functional | Intersacts With NET-10.3 5
s (sPF) hrough Domain Naming Service (DN: Policy
SPF is used to specify authorised email servers (or lack thereof) for an
Mechanisms exist to protect the confidentialiy, ntegrity and availabili
1SM-0574 Sender Policy Framework s Functional | Intersects With |~ Electronic Messaging |  NET-13 P . ntegrity v 5
of electronic messaging communications.
A cyber security a d cyber ssourity
Cybor security inoigent | INCident response plan, is developed, implemented and maintained. eidont Response Mechanisms exist to implement and govern processes and
1SM-0576 v Y Functional | Subset Of " 1RO-01 to facilitate an 10
management policy Operations
cybersecurity and data protection-related incidents.
P Cyber securlty incident | Acyber security a d cyber ssourity motonat | imtorsscto i | Imeident Resp r008 1o maintain and make available a current and viable R
plan. is developed. and maintained. (RP) lan (RP) to all
An devel d maintained. to o
1SM-0580 Event logging policy Functional | SubsetOf | Continuous Monitoring | MON-01  [monitoring controls. 10
An Geveloped, dmaintained. ‘Analyze and Prioritize Mechanisms exist o assess the organization's needs for monitoring and
1SM-0580 Event logging policy Functional | Intersects With v MON-01.16 © ¢ 5
Monitoring orioritize the t Tochnol d
Operating system event | Security-relevant events for Microsoft Windows operating systems are centrall tt0 configure ) d
1SM-0582 perating sy i peraing sy v Functional [ IntersectsWith | ~ Contentof EventLogs | MON-03 8 5
logging logeed. Services (TAAS) to produce
For each event logged, the date and time of the event, the relevant ser or process, tt0 configure y d
Services (TAAS) to p logs that
1SM-0585 Event log details the retevant filename, the event description, and the information technology Functional | Intersects With| ~ Contentof EventLogs |  MON-03 (TAAS) & 5
equipment involved are captured. t0, ataminimum:
(1) Establish what tvoe of event occurred:
‘An MFD usage policy is developed, implemented and maintained.
Multiunetion Social Modia & Social Mechanisms exist to define rules of behavior that contain explicit
ultfunction device usage ocial Media & Social
1SM-0588 ® Functional | Intersacts With HRS-05.2 |restrictions on th use of social media and networking sites, posting 5
policy Networking Restrictions
on commercial websites and sh information.
MFDs are not used to scan or copy documents above the sensitiviy or
Seanning and copying Multi-Function D 1 Multi-Funct D)
ulti-Function Devices tto jgure Multi-Function
1SM-0589 | documents on multifunction Functional | Intersacts With AST-23 (! 5
according to industry-recognized secure practices for the type of device.
devices
‘Authentication measures for MFDs are the same strength as those used for
t . Multi-Function D t Multi-Functi 0)
15M-0590 on networks they to Functional | imtorsects i | Muti-Function Devices | o jgure Muli-Function (MFD) .
multifunction devices (MFD) according to industry: pe of device.
Evaluated peripheral switches are used when sharing peripherals between
ttofacilitate an IT to
1SM-0581 Using peripheral switches [ systens Functional | Subset Of Asset Governance AST-01 10
implement and manage asset management controls.
When planning, designing, implementing or introducing additional connectivity to Mechanisms exist to implement a Cross Domain Solution (CDS) to
Consultation on Cross Domain planning, designing, imp © ® v Cross Domain Solution P (C0s)
1SM-0597 CDSs, ASD is consuited and any provided with. Functional | Intersacts With NET-02:3 | mitigate the specific s of " 5
Solutions (cos)
domains.
Users are trained on the secure use of CDSs before access is granted. c tto implement a Cross Domain Solution (CDS)to
1SM-0610 User training @ Functional | Intersacts With NET-02.3 P (C0s) 5
(cos) mitigate the specifi risks of o
System administrators for gateways are assigned the minimum privileges required to ut ptof . allowing only
System administrators for
15M-0611 4 S, to perform their duties. Functional | Intersects With Least Privilege Iac-21 thorized lish assig 5
gerewey business functions
System administrators for gateways are assigned the minimum privileges required
System administrators for | gareway @ priviieges req Mechanisms exist to monitor and control communications at the external
1SM-0611 o perform their duties. Functional | InterseotsWith|  Boundary Protaction |  NET-03 5
gateways network boundary and at key internal boundaries within the network
System ¥ on and
Syst for Mech tto monitor and control tions at the external
om0612 ystem of gateways. Functionat | mtorsoctswith | Boundary protection | NET.ga |Mechanisms exist o moritor and control communications t the externa R
gateways network boundary and at key internal boundaries within the network
System that connect lian Eyes Only o
System administrators for | v yesonly Mechanisms exist to monitor and control communications at the external
1SM-0613 Releasable To networks are Australian nationals. Functional | InterseotsWith|  Boundary Protaction |  NET-03 5
gateways network boundary and at key internal boundaries within the network
System administrators for | SPoraton of duties inperformin for Mechanisms exist to monitor and control communications at the external
1SM-0616 ” gateways. Functional | IntersectsWith|  Boundary Protaction |  NET-03 5
gateways network boundary and at key internal boundaries within the network
Users t0 other network:
omosr | Authenticatingto networks Functional | ntersects With|  BoundaryProtection | NEv.03 |/MeEhanisms existto monitor and contral ommunicaions a he exernal .
accessed via gateways network boundary and at key internal boundaries within the network
T equipment 0 other notworks
\sM-0622 Authenticating to networks | 20UP™e o other Functional | ntorsectaWith|  Boundery Protsction NET0s | Mechanisms exist o monitor and control communications at the external s
accessed via gateways network boundary and at key internal boundaries within the network
CDSs are implemented between SECRET or TOP SECRET networks and any other Mechanisms exist to implement a Cross Domain Solution (CDS) to
Implementing Cross Domain Cross Domain Solution
1SM-0626 networks belonging to ifferent security domains. Functional | Intersscts With NET-02.3 specific security " 5
Solutions (cDs)
betw domains.
‘ n tworks belonging to different securin
Cateways are between © Mechanisms exist to monitor and control communications at the externall
1SM-0628 Implementing gateways  |domains. Functional | IntersectsWith|  Boundary Protection |  NET-03 5
network boundary and at key internal boundaries within the network
For gateways between networks belonging to different seourity domains, any
System acministration of | 0" E216WaYS between networks belonging to different security domains, any Network Security Controls istto develop, govern & up totacilitate
1SM-0629 " forthe higher security | Functional | SubsetOf NET-01 10
gateways (NSC) the implementation of Network Security Controls (NSC).
domain or by svstem asreed unon third bartv.
For gateways between networks belonging to different security domains, any
System acministration of | 0" E216WaYS between networks belonging to different security domains, any Mechanisms exist to monitor and control communications at the external
1SM-0629 " i forthe higher security | Functional | IntersectsWith|  Boundary Protection |  NET-03 5
gateways network boundary and at key internal boundaries within the network
domain or by svstem asreed unon third partv.
Gateways only allow explicitly authorised data flows.
Mechanisms exist to monitor and control communications at the external
1SM-0631 Implementing gateways Functional | IntersectsWith|  Boundary Protection |  NET-03 5
network boundary and at key internal boundaries within the network
Tor gat . ncluding:
. Mechanisms exist to monitor and control communications at the external
1SM-0634 Gateway event logging data packets and data flows permitted through gateways Functional | IntersectsWith | Boundary Protection NET-03 5
 data packets and data flows attempting to leave gateways network boundary and at key internal boundaries within the network
« capl-time alerts for attemnted infrusions.
CDSs implementisolated upward and downward network paths. Mechanisms exist to implement a Cross Domain Solution (CDS) to
Cross Domain Solution
1SM-0635 Separation of data flows Functional | Interssots With o0s NET-02.3 specific security " 5
betw domains.
Gatoways implement a demilitarised zone if external parties require access to an
; Mechanisms exist to monitor and control communications at the external
1SM-0637 Implementing gateways | OEanIsation’s services. Functional | Intersects With | Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network.
litar if external par i
Gatoways implement a demilitarised zone if external parties require access to an <o monitor Dot P
15M-0637 Implementing gateways  [organisation’s services. Functional | Interssots With DMZ Networks NET-08.1 5
segments to separate untrusted networks from trusted networks.
Evaluated firewalls are used between networks belonging to different security
Mechanisms exist to monitor and control communications at the external
1SM-0639 Using firewalls domains. Functional | IntersectsWith|  Boundary Protection |  NET-03 5
network boundary and at key internal boundaries within the network.

Secure Controls Framework (SCF)

90f43



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
rence Document: Secure Controls Framework (SCF) version 2026.2

STRM Guidance:

h.pdt

Australia - Information Security Manual (ISM) (March 2026)
b b

STRM Secure Controls Framework (SCF) Strength of Essential 8 Essential8 Essential 8
FDEName Focal Document Element (FDE) Description SCF Control SO EE ) o Notes
Relationship Control Description Relationship
om0643 Using s Eveluated diodes are used for controlling the data flow of unicirectional gateways | ¢ o Sl T Data o NETo4 tto implement and govern Access Control Lists (AGL) s
between an ’s networks and public net Control Lists o estrict to
Evaluated diodes used for controlling the data flow of unidirectional gateways Data Flo tto implement and govern Access Control Lists (AGL)
1SM-0645 Using diodes between SECRET or TOP SECRET networks and public network nfrastructure Functional | Intersects With | Access ControlLists | NET-04  [to networktraffic to 5
comolete a hich assurance evaluation. CLs) onty thorized.
Atowing spocific content |5 mPorted or exported via atemays or CDSs are flered for allowed s ypes i network traffic through a proxy
1SM-0649 e Functional | Intersects With| DNS& Content Filtering | NET-18 [ device (e.¢ Point (PEP)) for URL and 5
P imit a user's ability to orohibited
Files licious, or that cannot be
Detonation Chambers Mechanisms exist to utilize a detonation chamber capability to detect
1SM-0651 Performing content filtering | inspected, are blocked. Functional | Intersects With " " 1RO-15 Histio iz " reapability 5
(Sandboxes) and/or files and email
Files identified a duntil
roved . Detonation Chambs Mechani o utilize a detonation chamber capability to detect
jsMos2 | performinges pproved or not approved for release. runctionat | intorsects wi | Detenation Chambers | | Mechanisms exit o uiize a detonation chamber capabilty to dotec s
(Sandboxes) and/or files and email
\When manually o systems, the das dfor < Mechanisms exist to utiize a process to assist users in makin
1SM-0657 Manual import of data Functional | Intersects With | Information Sharing |  DCH-14 o ° ¢ 5
protected.
Files imported or exported via gateways or CDSs undergo content filtering checks. Mechanisms exist to force Internet-bound network traffic through a proxy
1SM-0659 | Performing content fitering Functional | Intersects With| DNS& ContentFiltering |  NET-18  [device (e.g. Policy Enforcement Point (PEP) for URL content filtering and 5
DN filtering to limit a user's abilitv to connect. orohibited
ontonng datamoortang | Dt Hanster 0gs for SECRET and TOP SECRET systems are fully verified at st to raottater
1SM-0660 ® P monthly. Functional | SubsetOf | Continuous Monitoring | MON-01 10
export monitoring controls.
Data transfer logs for SECRET and TOP SECRET systems are fully verified at least Mechanisms exist o assess the organization's needs for monitoring and
Monitoring data import and . Analyze and Priorit forit & of Technol , o
1SM-0660 nitoring data importand | monthly. Functional | Intersects With | Anaze andPrioritize 1 oy oq 4 |Priofitize 5
export Monitoring Requirements Services (TAAS), based on TAAS critcality and the sensitivity of the data it
stores. transmits and processes.
U Toandf v held data transf Mechani t10 utilize a process to assist i
1SM-0661 User responsibilities sers oan ! AtaAnsIers|  Functional | IntersectsWith [ Information Sharing | DCH-1a | |ocr i sms existto utilize  process to assist users in maiding 5
thev perform harin orotected.
Data transfer processes, and procedures, )
Data trans Mechani 1o utilize a process to assist K
1SM-0663 ata transter Functional [ Intersects With [ Information Sharing DOH-14 | echanisms exist o utiize a process to assist users in making 5
procedures sharing protected.
Data exported from SECRET and TOP SECRET systems is reviewed and authorised ochanioms oxit o s a brocese to seatet usere I makin
1SM-0664 Authorising export of data | by a trustworthy source beforehand. Functional | Intersects With | Information Sharing |  DCH-14 o ° ¢ 5
protected.
Trustworthy sources for SECRET and TOP SECRET systems are limited to people
Mechanisms exist to utiize a process to assist users in making
1SM-0665 Authorising export of data | and services that have been verified and authorised as such by the chief Functional | Intersects With | Information Sharing |  DCH-14 o oeted 5
ity officer. ¢ o
Trustworthy sources for SECRET and TOP SECRET systems are limited to people oroTrast Arenocture Mechanisms exist to treat all users and devices as potential threats and
1SM-0665 Authorising export of data | and services that have been verified and authorised as such by the chief Functional | Intersacts With NET-01.1 | prevent to data and il be properly 5
ity officer. d their thorized
When manually exporting data from SECRET and TOP SECRET systems, digital
Mechanisms exist to utiize a process to assist users in making
1SM-0669 Manual export of data | signatures are validated and keyword checks are performed within all textual data, | Functional | Intersects With |  Information Sharing | DCH-14, P — 5
Security-relevant events for CDSs are centrally logged. Mechanisms exist to implement a Cross Domain Solution (CDS) to
Cross Domain Solution event Gross Domain Solution
1SM-0670 o Functional | Intersacts With o8 NET-02:3 | mitigate the specific security risks of accessing or transferring 5
eeine between security domains.
Data authorised for export from SECRET and TOP SECRET systems is digitally Mochanioms oxst o utilize a brocess to meaiet uasre m makin
1SM-0675 Authorising export of data [signed by a trustworthy source. Functional | Intersects With|  Information Sharing DCH-14 P! e 5
sharing protected
Files imported of exported via gateways or CDSs that have a digital signature or Cryptographic mechanisms exist to protect the integrity of data being
1SM-0677 Validatingfile integrity [ cryptographic checksum are validated Functional | IntersectsWith | Transmission Integrity | CRY-04 [transmitted. 5
Blustooth functionality is not enabled on SECRET and TOP SECRET mobile devicss.
Centralized M t Mech tto implement and Mobile Device M t
\sm0682 | Using Blustooth functionality runctionat | subsetor | Comratized Management | | echanisms exist o implement and govern Mobils Device Managemen o
Of Mobile Devices (MDM) controls.
(50037 | Approved mobite plaform.|VIoBI® Gevices that access SECRET or TOP SECRET systems o data use mobile motorat | Subeetor | Comratized Management | “ ™ [ Mechanisms exist to mplement and govern Mobils Device Management o
olatforms that have been issued an Aboroval for Use bv ASD and in Of Mobile Devices (MDM) controls.
Privately-owned mobil d a ECRET and Porsonally-Owned Mobil o restrict 4, mobil
1SM-0694 movte an M) Functional | Intersects with | ©°rS0M Y OWNeATOBE |y g o restric moblte 5
devices TOP SECRET svstems o data. Devices devices
- support
Mobile device emergency  |'°°'® faanon processes, » . och " N ) it pormitt
1SM-0701 sanitisation processes and gency procedures, MAMAINS | Functional | Intersects With | - Use of Mobile Devices | HRS-05.5 [05he ST SXIS 10 mansee busase isks assaciated with permiting 5
procedures
Mobil if tise functi ded for oryptographic ke
obtte saniise function s provided for cryprographic keys on Mechanisms exist to remotely purge selected information from mobile.
1sM-0702 sanitisation processes and | a SECRET or TOP SECRET mobile device, the function is used as part of mobile Functional | InterseotsWith|  Remote Purging moM-05 | T1eher 5
orocedures device emercency sanitisation orocesses and procedures.
When ‘s networkvia a . splittunnelling s Mechanisms exist to prevent split tunmaling for remote devices unless
1SM-0705 computers accessing the | disabled. Functional [ InterseotsWith|  Split Tunneling CFG-03.4[the split tunnelis securely provisioned using organization-defined 5
internet foguard:
When ‘s networkviaa . splittunnelling s o manage busimase ok ot
1SM-0705 computers accessingthe | disabled Functional | IntersectsWith | Use of Mobile Devices | HRS-05.5 g ke a J 5
internet
oroviding cybor sacury _|-C1S0 18 2pPoiNted o provide cyber securiy leadership and guidance for ther Assigned Security, tto assi q individuals with the
1SM-0714 lesdersh‘f AT (covering informtion technology and operational techrology). Functional | Intersects With | Compliance & Resilience | GOV-04 | mission and resources to centrally-manage, coordinate, develop, 5
pandg i implement and maintain an enterprise-wide Securitv. Compliance &
The CISO oversees the management of cyber security personnel within their Assigned Security, t0 assi q individuals with the
Oversesing cyber security
1sM-0717 o organisation. Functional | Intersaots With | Compliance & Resilience | GOV-04  [mission and resources to centrally-manage, coordinate, develop, 5
P i imolement and maintain an enterorise-wide Security. Compliance &
The CISO oversees the management of cyber security personnel within their
o b Defined Roles & t roles & forall
1SM-0717 verseeing cyber security | - onisation. Functional | Intersects With ofined Roles HRS-03 a 5
personnel Responsibilities personnel.
The CISO regularly reports direotly to their organisation’s board of direotors or to reporting and
. Status Reporting T P b
1SM-0718 Reporting on cyber security | XCUtive committee on cyber seourity maters. Functional | Intersects With atus Reporting To Gov-01.2 © 5
Governing Body material to Security, Compliance &
am (SCRPL.
a o i
i T : reeof sy aigned Securty, s st g one s e
oM0720 cyber strategy to assist o oybersocurity | i ocersocts With | Commiance & fesitince | GOvoa |iSSion 2nd resources o centrally-manage, coordinate, develop, .
vision implement and maintain an enterprise-wide Security, Compliance &
Responsibilities
am (SCRPL.
o720 Communicatinga cyber | The CISO oversees . a eber | et | morsectowin| | D0Ted RolesE 08 t Toles & forall R
seority vision and strategy strateey to assist he cuber seourity personnel.
d
j , |Tecioosees : reeof sy Seurit, G o
1SM-0720 cyber strategy to assist he cyber security Functional | SubsetOf Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve 10
vision 8 Portfolio Management security, compliance and resilience objectives.
The CISO oversees d acyber Mechanisms exst o establish a:
. . ; o 1) Strate ity i pecific b lan;
1SM-0720 cybar strategy o assist cyber security Functional | Intersects With |Strategic Plan & Objectives| PRM-01.1 | usiness plan 5
vision o and
(2)Set of obiectives to achieve that plan.
B o [TheCisOoversess d acyber Security, Compl o )
1SM-0720 ! strategy to assist ing the cyber security Functional | Intersects With | Resilience Requirements |  PRM-05  |and/or Services (TAAS) by: 5
security vision and strategy )
vision and strat Definition (1) Defining ecuritv. comliance and resilience
The CISO oversees d acyber Security, Compliance & )
c cyber " " tto seourity wor
1SM-0720 strategy to assist he cyber security | Functional | SubsetOf Resilience-Minded SAT-01 10
security vision and strategy development and awareness contros.
vision and strat Worldorce
The CI b i T a the
Overseeing the cyber securi :C(SC for th ation, mevesend Assigned Securiv, mission and resources to centrally-manage, coordinate, develoy
1SM-0724 gtha cy! 1ty |indicators for their organisation. Functional | Intersects With | Compliance &Resilience |  GOV-04 y-manage, g P 5
program B e maintain an enterpy . Compliance &
P am (SCRPL.
The CISO b y metrics and
\omoroa | Overseeingthe oyber security [indicators for their organisation. Functional. | intersects with | Messures of Performance | Gov.0s |MechanismS exist o develop, report and monitor Security, Compliance & R
program gram (SCH f
The CISO b y metrics and
o the cyb Defined Roles & t roles & forall
1SM-0724 verseeing the cyber security \;. ;. ators for their organisation Functional | Intersects With efined Roes HRS-03 d 5
program Responsibilities personnel.
The CISO business acyber T . Gomp resilience
i Steering Committee & b through
15m.0725 | Goordinatingcyber securiy|SCUTY Steering commitee oradvisory board, comprising of key cyber securiyand | o | | SteeringCommitees |0 o usiness roug! .
business executives, which meets formally and on a regular basis. Program Oversight advisory board, comprised of key cybersecurity, data protection and
busi which meets formallv and on a regular basis.
The CISO business a cyber ‘Assigned Security, ist q the
1sM0725 | curity g committee or , comprising of key cyber security and| Functional | Intersects With | Compliance & Resilience | GOV-04 | mission and resources to centrally-manage, coordinate, develop, 5
which meets on a resular bas implement and maintain an enterorise-wide Securitv. Compliance &
The O ber security and busi rough a cyber Defined Roles & n roles & forall
1SM-0725 Coordinating cyber security | "¢ 'S0 business acybe Functional | Intersects With efined Roles HRS-03 oral 5
security ommittee or advisorv board. comorising of kev cuber security and personnel.
The CI i
he CISO security risk between cyber securlty . B nividuats with the
and business teams. Assigned Securit, mission and resources to centrally-manage, coordinate, develo
1SM-0726 Coordinating cyber security Functional | Intersects With | Compliance & Resilience | GOV-04 M ge, . P 5
B s maintain an , Compliance &
P Resilience Program (SCRP).
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Relationship Control Description
The CISO security risk ctivities between cyber security
Defined Roles & roles & rall
10726 | Coordinating cyber security |7 PUsiness teams Functional | Intersects With HRS-03 5
Responsibilities personnel.
The CISO seourity risk ctivities between cyber security tto strategic,
1SM0726 | Coordinating cyber security |1 PUsiness teams Functional | SubsetOf  |Risk Management Program|  RSK-01 Z‘:e’a”“"“""“ tactical risk mensgement controls that sre. a:g"e" with 10
1), an
o s
The CISO supply chain for their rsgned Securty, ; ormorsaualfd it the
1SM-0731 Working with suppliers [ "€2MS10™ Functional | Intersacts With | Compliance & Resilience | GOv-0a  [M1SSI0N and resources to centrally-manage, coordinate, develop. 5
implement and maintain an enterprise-wide Security, Compliance &
Responsibilities
The CISO Iy ch forth Defined Roles & oles & forall
1SM-0731 Working with suppliers © Supplychain orthelr Functional | Intersects With HRS-03 " 5
personnel.
The CISO supply chain for their ‘Mechanisms exist to develop a plan for Supply Chain Risk Management
. (SCRM) acquisition,
organisation Supply Chain Risk ) o
1SM-0731 Working with suppliers Functional | Intersacts With RSK-09 [ disposal of Technol y . 5
Management (SCRM) Plan
including documenting selected mitigating actions and monitoring
olan
The CISO supply chain for their Mechanisms exist to:
X Supply Chain Risk 1 tisks and threats Technology Assets,
1SM-0731 Working with suppliers [ "62MS10™ Functional | Intersects With ilind N om0z |V " o 5
(SCRM) iand
@) Tk tions to minimize :
o7 Receiving and managinga | The CISO receives and manages a dedicated cyber security budget for their motonat | imtorsscto | AssiEned Seaurity, covos i q individuals with the R
dedicated ovber security | Resilience d resources to centrally- rdinate. develop.
The CISO receives and manages a dedicated oyber security budget for their
Receiving and managing a Defined Roles & oles & al
1SM-0732 dedicated cyber security Functional | Intersects With HRS-03 " o 5
Responsibilities personnel.
budget
The CISO receives and manages a dedicated oyber security budget for their
Receiving and managinga |organisation. Security, Compl to
1SM-0732 dedicated cyber security Functional | SubsetOf | Resilience Protection | PRM-01  [controls that provide a portfolio management approach to achieve 10
udget Portfolio Management seourity, compliance and resilience objectives.
ddress all capital pl Jinvestment
Roceivingand managinga | " CISO receives and manages o dedicated oyber securlty budget for ther Securty, Compliancod e ot s ll apa paing and vesmnt
18M-0732 dedicated cyber security | 81N Functional [ Intersects With | Resilience Resource |  PRM.02 | /S0UeSts: Incuding the resour P L. 5
Compli " RP) all exceptions
udget Management
o this
Receiving and managinga | The CISO receives and manages a dedicated cyber security budget for their Mechanisms exist to Identify and allocate resources for management,
1SM-0732 dedicated cyber security Functional | Intersects With | Allocation of Resources |  PRM-03  [operational, technical and data protection requirements within business 5
budset lanning for profects  initiatives.
The CISO is fully aware of all syber security incidents within their organisation. Assigned Security, q individuals with the
Oversesing cyber security
1SM-0733 Functional | Intersacts With | Compliance & Resilience | GOV-04  [mission and resources to centrally-manage, coordinate, develop, 5
incident response activities
implement and maintain an enterprise-wide Securitv. Compliance &
The CISO s fully aware of all yber security incidents within their organisation.
o b Defined Roles & t roles & forall
1SM-0733 orsoeing cyber security Functional | Intersects With efined Rotes HRS-03 “ 5
incident response activities Responsibiliies personnel.
. . The CISO s fully aware of all syber security incidents within their organisation. s an integrated toam of yberaseuriy, 7 and
1SM-0733 versesing cyber security Functional | Intersects With | Incident Response Team |  IRO-07 | business function representatives that are capable of addressing 5
incident response activities
(ISIRT) protection operations.
The CISO s fully aware of all syber security incidents within their organisation. Mechanisms exist to document, monitor and report the status of
o b ituational F
1SM-0733 verseeing cyber security Functional | intorsects with o roos d data protection incidents to internal staksholders all s
incident response activities Incidents the way through the resolution of the incident.
o7 Oversesing cyber security | The CISO is fully aware of all cyber seourity incidents within their organisation. motonat | imtorescte | Incident Stakeholder Ro0 | Mechanisms exist o timely-report ncidents to applicable: R
incident Reporting (1) Internal
. . The CISO s fully aware of all syber security incidents within their organisation. Cybor ncident Reportng o e ———
o073 versesing cyber security Functonal | ntorsects With | for Senaitie/ Resutated | 1RG-10.2 | MeChaMISmS exst o report sensitvo and/or egulated dataincidents na .
incident response activities timely manner.
Data
Contributingto business _|The CISO © a Assigned Security, o q individuals with the
1SM-0734 continuity and disaster | business continuity and disaster recovery plans for their organisation to ensure that |  Functional | Intersects With | Compliance & Resilience |  GOV-04 | mission and resources to centrally-manage, coordinate, develop, 5
recovery planning business- rvices are suported the event of a disaster. implement and maintain an enterprise-wide Securitv. Compliance &
a o
Contributing to business :‘e c1so . o for he o Business Continity ’ e ol lient Technology Asset
0734 omtinaity and cisaster | PUSINess continuity and disaster recovery plans for their rganisation toensure that|  c g o | it i TR planning controlstohelp ensure resilent Technology Assats, o
business-critical services are supported appropriately in the event of a disaster. Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan
recovery planning ®CMS)
(COOP) or Business Continuity & Disaster Recovery (BC/DR) plavbooks).
Contributingto b The CI « a
ontributing o business [ The CISO o ] Defined Roles & ist roles & forall
1SM-0734 continuity and disaster | business continuity and disaster recovery plans for their organisation to ensure that | Functional | Intersects With HRS-03 5
Responsibilities personnel.
recovery planning business- rviges are sunorted the event of a disaster
The CISO oversees d their o the
Oversesing cyber security b Assigned Securit, mission and resources to centrally-manage, coordinate, develoy
1SM-0735 gyt cyber security awaren Functional | Intersects With | Compliance &Resilience |  GOV-04 'y-manage, g P 5
awareness training B iams maintain an enterp , Compliance &
P am (SCRPL.
The CISO oversees d their
Overseeing cyber security cyber securlty ewarencss el Defined Roles & dst roles & forall
1SM-0735 o Functional | Intersacts With HRS-03 5
awareness training Responsibilities personnel.
The CI a i
Oversesing cyber security oion sy i * Securit, Gompliance & ist to facil seourity wor
1SM-0735 o cyber security awaren Functional |  Subset Of Resilience-Minded SAT-01 10
awareness training development and awareness controls.
Workforce
Classified systems are secured in facilities that meet the requirements for a
i Physical & istto faci P # physical and
|SM0810 | Physical access o systems_|S°CUHY Z0ne sutablefor thei classification runctional | subsetof ysical pEs.01 o of physical an o
Protections environmental protection controls.
Physical « . X d tleft ] to ont access t
1SM-0813 ysieal access to servers, | Server rooms, eftin Functional | Intersects With | Access To Critical Systems | PES-03.4 © entoree © 5
network devices and___|unsecured states. in addition to the
Personnel are advised of what suspicious contact via online services is and how to N to include awareness training on recognizing and
Reporting suspicious contact ’ Social Engineering &
1SM-0817 reportit. Functional | Intersects With SAT-02.2 | reporting potential and actual instances of social engineering and social 5
via online services Mining
mining.
eporting suspicious contact |PE50MNeLa7e adised of what suspicious contact via online services is and how to Suspicious fsms oxist o 4% personnel
1SM-0817 POrting susp) reportit. Functional | Intersects With |  Communications & SAT-08.2 |defined malware to 5
via online services d
rostingwork information to._|PE7S9TMeL 7e advised to ot post work nformation to unauthorised online services ist to def aiea o
1SM-0820 © and to report cases where such information is posted. Functional [ IntersectsWith|  Rules of Behavior HRS-05.1 | behavior for the use f 5
online services i
behavior.
posting porsomal information |PE50MNeLare advised of security risks associated with posting personal ist to def aiea o
1SM-0821 8P toonline touse privacy Functional [ IntersectsWith|  Rules of Behavior HRS-05.1 | behavior for the use [ 5
to online services ‘
settings to restriot who can view such informati behavior.
Personnel are advised not to send of receive files via unauthorised online services. Mechanisms exist to allow only approved Internet browsers and email
Sending and il u ted Internet .
(omogpe | Sendingand receiing s via Functional | intersectewitn|  Unsupportedintemet [ ctiants to run on systems. R
online services Browsers & Email Clients
] files vi ised online services.
\omasas | Seningand receiing les vig TS0t 16 2dised notto send oreceive fles viaunauthorisedontineservices. | | ] Geer Awarences LRs.0a.1 | Mechanisms exist to communicate with users about theirroles and .
online services maintain e
Personnel are advised not to send of receive files via unauthorised online services. Mechanisms exist to require all employees and contractors o apply
Sending and receiving files via )
1SM-0824 Functional | Intersects With | Terms of HRS-05 data protection principles in their daily work to enable 5
online services i
secure. compliant and resilient capabilitie
\ovosaa | Sending and receiing files via [Personnel are advised not o send or receive files via unauthorised online services. | L - T T Soclal Media & Social | |- ™| Mechanisms exist o define rules of beavior that contain explicit R
online services Networking Resriction: tict the use of social media and networking sites. posting
\ovoaa | Sendingand receiing fles via [Personnel are advised not o send of receive files via unauthorised online services. | o - T T Security, Compliance& |, | Mechanisms exist o provide all employees and contrastors appropriate R
online services Resilience Awareness security. comol d ducation and training
Sonding and receiving fles via |PE50MNELa76 a0VISed N0t 0 56nd of receive files via tnauthorised online services. Suspicious o o personnel
1SM-0824 © “ Functional | Intersects With|  Communications & | SAT-08.2 |defined i malware to 5
online services
o a lous beh
Sringing raclio frequency and ::E“R'g '“?:;’:::éen‘;e“m detectand respondto unauthorised RF devices in Mechanisms exist to test for the presence of Wireless Access Points
1SM-0829 ging quency an areas. Functional | Intersects With | Rogue Wireless Detection | NET-15.5 |(WAPs) and identify all authorized and unauthorized WAPs within the 5
infrared devices into facilities
facilityies).
Media is handled in a manner suitable for its sensitivty or classification. o
1SM-0831 Handling media Functional | Subset Of Data Protection DCH-01 10
controls.
Mediais handled in a manner suitable for its sensitvity or ctassification. Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system
1SM-0831 Handling media Functional | InterseotsWith| ~ Storage, Handling& | SAT-03.3 storingor is 5
Processing formally trained in data handling requirements.
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Relationship Control Description
Following sanitisation, TOP SECRET volatile media retains its classification if media with the strength and integrity
Treatment of volatile media )
1SM-0835 A, data for an extendad period of time, or had data repeatedily storedon | Functional | Intersects With | System Media Sanitization |~ DCH-09 ith the information 5
© or written to the same memorv location for an extended eriod of time. orior to disposal, trol o release for
Non-volatile slectrically | Non-volatile EEPROM med: tised by ting it at least once in fts ent media with the strength and integri
1SM-0836 votat! W [Nomvotatie mediais sanitised by overwriting it at least once inits entrety | cyional | Intersects With | System Media Sanitization | DCH-09 v ety 5
read- |with a random battern followed bv a read backfor verification. of the information
The destruction of media storing accountable material is not outsourced. Secure Disposal, pose of, destroy or
Outsourcing media
1SM-0839 P Functional | Intersects With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment being from these
The destruction of media storing accountable material is not outsourced.
Outsourcing media pose of media whenit is no longe
1SM-0839 uisoureing med Functional | Intersects With | Physical Media Disposal | DCH-08 " eer 5
destruction required, using formal procedures.
When outsourcing of a
Outsourcing media Mechanisms exist to securely dispose of media when itis no longer
1sM-0840 & National Association or Information Destruction ARA cortified destruction service | guncrional | Intersects With | Physical Media Disposal |  DGH-08 y disp & 5
destruction with endorsements, as specified in ASIO's Protective Seourity Circular-167, is used. required, using formal procedures.
' Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
Explicitly Allow / Deny
1SM-0843 Application control Functional | Interssots With CFG-03.3 [(denylist/ 5 ML1 M2 M3
Applications
systems.
Configuration [Automated mechanisms exist to monitor, enforce and report on
1SM-0843 Application control s Functional | Intersects With 8 CFG-06 P 5 ML ML2 ML3
for endpoint dovic
'* ety Assurance & Automated mechanisms exist to identify unauthorized deviations from an
1SM-0843 Application control Functional | IntersectsWith | "8 2SS ney | CFO-061 |approved baseline and implement automated sy actions to 5 ML1 M2 M3
" remediate the unauthorized change.
Allusers (with the exception of local administrator accounts and broak glass rotorty Alow Do Mechanisms exist to explicity allow (allowlist/ whitelist) and/or block
1SM-0846 Application control accounts) cannot disable, bypass or be exempted from application control. Functional | Intersects With | =" . Yhmms Y | cFe-033 |(denytist/ 5
PP sustems.
Configuration [ Automated mechanisms exist to monitor, enforce and report on
oon26 noplcation conrol_|ILUSers (it the exception of local administrator accounts and break glass Functional | intersects with i cro08 P S
disable. bvoass or be exemoted L for endpoint dovie
Allusers (with the exception of local administrator accounts and broak glass iy Assurance & (Automated mechanisms exist to identify unathorized deviations from an
1SM-0846 Application control |accounts) cannot disable, bypass or be exempted from application control. Functional | Intersectswitn | " IEIER | GRG-06.1 |approvad basline and imploment automated resiliency actions to 5
remediate the change.
On a daily basis, outside of business hours and after an appropriate period of [Automated mechanisms exist to log out users, both locally on the.
1SM-0853 Sessiontermination |inactivity, user sessions are terminated and workstations are restarted. Functional | Intersects With | Session Termination 1AC-25 [ network and for , atthe end of after an 5
defined period of inactivity.
fr Statutory, « d ion of
1SM-0854 | Control of Australian systems | USTEQ @nd AGAO data can onty systems under Functional | SubsetOf utory, cpLo © an ° 10
of the Austral that are located within facil d by the Contractual Comol rolevant statutory. trol
DKIM signing s enabled on emails originating from an organisation’s domains t0 ensure Domain N
Domain Name Service "
1SM-0861 DomainKeys Identified Mail | (including subdomains). Functional [ ntersects witn | ° P80 B NET-10 | designed, implemented and managed to protect the security of name / 5
dd !
DKIM signing s enabled on emails originating from an organisation’s domains Mochanisms existto protect the confidentialy, mtogrty and avatabity
1SM-0861 DomainKeys Identified Mail | (including subdomains). Functional | Interseots With | Electronic Messaging |  NET-13 5
of electronic messaging communications.
Maintaining mobile device | personnel from installing Centralized Management Mechanisms exist to implement and govern Mobile Device Management
1sM-0863 provisioned. Functional | SubsetOf MDM-01 10
sacurity Of Mobile Devices. (MDM) controls.
Maintaining mobile device | °01'® devices prevent personnel from disabling or modifying security functionality Centralized Management Mechanisms exist to implement and govern Mobile Device Management
1SM-0864 once provisioned. Functional | SubsetOf MDM-01 10
security Of Mobile Devices (MDM) controls.
\oosas | Using mobile devices in public [ Sensitiveor classified data s not viewed on mobile devices in public locations omotonat | imoresete Wit | Use of Moo Devices | rRs 085 | ESnaNISMS exit o manage business isks associated with permiting R
spaces unless care s taken to reduce the soreen of resourc
hoir internal st d Full Device & Container- c to protect
1SM-0869 Data storage Mobile rnal Functional | Intersects With | | Dovice & Container- |y 4g o protect o 5
Based Encrytion intosrity of e devices through full-device or
fmobil R b e th permitt
o070 of mobile |Mobile Stored in a secured state when not being actively omotorat | imeresete Wit | Use of Mobite Devicas | HRS.085 0 manage business with permitting R
devices used resourc
Maintaining control of mobile |2 under continual direct sup Mechanisms exist to manage business risks associated with permittin
1SM-0871 8 used. Functional | Intersects With| Use of Mobile Devices | HRS-05.5 & s ® 5
devices mobile device access to organizational resources.
Mobile devices and deskiop | Mobile devices and desktop computers access the internet via an organisation’s
to manage business risk with permitting
1SM-0874 computers accessingthe |interet gateway rather than via a direct connection to the internet. Functional | Interseots With |~ Use of Mobile Devices | HRS-05.5 5
mobile device access to organizational resources.
internet
\omoara | Mobte devices and deskiop | Mobile devices and deskiop computers access the ternetvia an organisation's | ¢TI T Gentraized Management | - Mechanisms exst o Implement and govern Mobile Device Management o
computers accessing the _|internet rather than via a direct connection Of Mobile Devices (MDM) controls.
\oosas | Meintenance of cyber securiy |Cyber security documentation isreviewed at east annually and includes a-ourrent | o - T eriodic Review & Update | o reviewth ty, Compl Resilience o
as at [date? or eauivalent statement. of Security. Compliance & Program (SCRP). including policies. standards and procedures. at
achange i
Change and configuration e
1SM-0912 & e . authorised Functional | Interssots With cFe-01 5
management plan rogram ntrols.
sustems
tem
Change and configuration achange . (e:g. Syste
1sM-0912 . authorised Functional | Interseots With|  Compliance and 14003 |Security Plan (SSP) that: 5
management plan
sustems Resil ol nd
When detected, the
Handling and containin
1sM-0917 ‘g and containing | infection Functional | Interseots With | Incident Handling 1R0-02 ) 5
. (2) Automated event detection or manual incident report intake;
eal in the oeriod leading un are (3) Anal
When detectad, the
Handling and containing |infection In e d make available  current and viable
1sM-0917 Functional | Interssots With 1R0-04 5
. (RP) Incident Response Plan (IRP) to all stakeholders.
eall in the oeriod leading up are
Non-classified, OFFICIAL: Sensitive and PROTECTED cables are coloured neither
salmon pink nor red.
Physical security mechanisms exist to protect power and
Transmission Medium
1SM-0026 Cable colours Functional | Interssots With s PES-12.1 cartying data or supporting information 5
ecuri
v Services from interception, interference or damage.
In SECRET and TOP SECRET areas, push-to-talk handsets or push-to-talk headsets Mechanisms exist to define rules of behavior that contain explicit
are used to meet any off-hook audio protection requirements. restrictions on the use of social media and networking sites, posting
information on commercial websites and sharing account information.
Social Media & Social
1SM-0031 Off-hook audio protection Functional | Intersects With HRS-05.2 5
Networking Restrictions
Vendors that have demonstrated a commitment to Secure by Design and Secure by
o d practices, tices and
cither i ing less preferably -safe
are " Technology Development istto atored
1SM-0038 User application selection Functional |  Subset Of PN TDA01 tion strategies, d 10
a methods to meet unique business needs.
When manually between belonging to different
security domains, rewritable media i sanitised after each data transfer.
t media with the h and integrity
ith
1M-0047 | Using media for data transfers Functional | Intersects With | System Media Sanitization |  DCH-09 5
prior to disposal, release out of organizational control or release for
reuse.
When manually between belonging to different
torge digital files with
1SM-0947 | Using media for data transfers [security domains, rewritable media s sanitised after each data transfer. Functional [ Intersects With | Ad-Hoc Transfers DCH-17 5
internal or external parties.
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FDE Name Focal Document Element (FDE) Description SCF Control TCITTES) g Notes
Relationship Control Description Relationship
Application control s implemented using cryptographic hash rules, publisher
. Configuration Automated mechanisms exist to monitor, enforce and report on
1SM-0955 Application control orpath rules. Functional | Intersects With uratt cre0s | o " Por 5
for endpoint devices.
Ap"“’“‘“’” ““’"""' s ‘:‘"te’“*"‘*" using cryptographic hsh rules, publisher tegrity Assurance & Automated mechanisms exist to identify unauthorized deviations from an
. rity Assur
1SM-0955 Application control | °Cifeate rules or path rules. Functional | Intersects With g CFG-06.1[approved baseline and © 5
Enforcement (IAE)
remediate the unauthorized change.
An organisation-approved list of domain names, or ist of website categories, is Mechanisms exist o force Internet-bound network traffic through a proxy
Allowing and blocking access c r " . device (o for
(omi0088 wing ing implemented for all Hypertext Transfer Protocol and Hypertext Transfer Protacol | ¢ oo e e e | neras [d0Vice 08 Potiey s
to domain names Secure traffic communicated through gateways. DN filtering to limit a user's ability to connect to dangerous or prohibited
o0t sing web content fiters_| CUEM-514e Bt Gontent restrioted by web content flers to an organisatin- Fumctionat | mtorsocts Wit | DNS& ContontFiterng | NEra | echanisms exist o force nternet-bound network rafic through a proxy R
aproved st of domain names. device (e.4. Pol oint (PEP) for nd
Web content filt lemented to filter potentially harmful web-based Mechani o force Internet-bound network traffic through a pros
1SM-0963 Usingweb content filters [+ content filtering s implemented o filter potentiatly harmful web-base Functional | Intersacts With | DNS& ContentFiltering |  NET-18 [ oo o eXstto force Intermat-bound network traffc through a proxy 5
content device (e.4. Poli oint (PEP) for nd
The OWASP Application Security Verification Standard s sed in the development Mechanisms exist to ensure the Open Web Application Security Project
Secure web application design
1SM-0971 of web applications. Functional [ Intersects With | Web Security Standard | WEB-07 |(OWASP) is into 5
and development
g b Lifecvele (SSDLC)
Mult-factor isusedto users of systems. (Automated mechanisms exist to enforce Mult-Factor Authentication
Multi-Facto :
1SM-0974 Multi-factor authentication Functional | Intersects With v ractor tac.p  |MPAYfer: 5 ML2 ML3
Authentication (MFA) (1) Remote network access;
2) Third:party Technology Asser:
‘An accurate and consistent time source is used for event logging.
(omio08s Centralised event logging runctionat | imtorsects wi | SYstem-wide/Tme- | |automated mechanisms existto compile auit records into an s
facility Correlated Audit Trail de audit rail thatis
‘An accurate and consistent time source is used for event logging.
Centralised event lo tto hin
1SM-0088 entralised eventlogging Functional [ Intersects With| Clock Synchronization | SEA-20 ® 5
facility synchronize all critical system clocks.
ECDH s used in preference to DH. o
Asymmetic cryptographic Use of Cryptographic
1SM-0994 v YPtograp) Functional | Subset Of Vptograp! CRY-01 | protections controls using known public standards and trusted 10
algorithms Controls
crypographic technologies.
AUTH_HMAC_SHA2_256.128, AUTH_HMAC_SHA2_384_192, Mechanisms exist to protect the confidentiality, integrity and availability
AUTH_HMAC_SHA2_512_256 or NONE (only with AES-GCM) s used for of electronic messaging communications.
authenticating IPsec connections, preferably NONE.
1SM-0868 Integrity algorithms Functional [ IntersectsWith|  Electronic Messaging | NET-13 5
DH or ECDH is sed f T bit Use of G o
1SM-0999 Diffie-Hellman groups o s usedfor ° s | Functional | subsetor seo! CRY-01 © 10
random ECP group. 3072-bit MODP Group or 4086-bit MODP Group. Controls trols using known public standards and trusted
DH or ECDH is used f 1p: bit Mech 10 protect the confidentiality, int d availabil
1SM-0999 Diffie-Hellman groups. or s usedtor o P! "1 Functional |IntersectsWith |  Electronic Messaging NET-13 | Mechanisms existto protect the confidentiality, integrity and availability 5
random ECP group. 3072-bit MODP Group or 4086-bit MODP Group. of olectronic
PFS s usedfor [Psec connections Mechanisms exist to protect the confidentiality, integrity and availability
1SM-1000 Perfoct Forward Secrecy Functional | IntersectsWith |~ Electronic Messaging |  NET-13 P - inte 5
of electronic messaging communications.
are o to network t to provide
1SM-1006 traffi waffic. Functional [ IntersectsWith|  Least Functionality CFG-03  |capabilities by specifically prohibiting or restricting the use of ports, 5
orotocols. and/or services.
are o to network o
Restriot Access To S
1SM-1006 traffi traffic. Functional | Intersects With [ 0> Fz:e;i"z CUMY|  END-16  |authorized individuals and enforce least privilege control requirements 5
for necessarviob functions.
T f t E
1SM-1013 Wireless network footprint ||~ area o Functional | Intersects With [ Wireless Boundaries | NET-15.4 © 5
controlis limited b shielding on facilities in which SECRET or controlled boundaries.
‘1014 | Video conferencing unitand | Individuat ogins are implemented for I phones used for SECRET or TOP SECRET | L I~ 1 Video o0 tto implement secure Video Teleconference (VIC) R
Internet ohon (VTC) Security endpoint devices and in designated conference rooms. to
Video conferencing unit and | Individual logins are implemented for IP phones used for SECRET or TOP SECRET orcs Over ot tto implement Protocol Telephony (IPT)
1SM-1014 Internet Protocol phone [ conversations. Functional | Intersects With AST-21 [thatlogically or physically separates Voice Over Internet Protocol (VolP) 5
Protocol (VolP) Security
traffic from data networks.
Denial of service response |9t of for d P telep! Denial of Service (DoS) | Automated mechanisms exist to protect against or limit the effects of
1SM-1019 P is developed, implemented and maintained. Functional | Intersects With NET-02.1 2 g 5
plan Protection denial of service attacks.
Handling emails with | The intended recipients of blocked inbound emails, and the senders of blocked Mochaniems axitto protectthe confidentiatty, megry and avaiabilty
1SM-1023 inappropriate, invalidor |outbound emails, are notified. Functional [ IntersectsWith|  Electronic Messaging | NET-13 P - inte 5
of electronic messaging communications.
markings
Notifications of undeliverable emails are only sent to senders that can be verified Mochaniems axitto protectthe confidentiatty,megrty and avatabilty
1SM-1024 via SPF or other Functional | Intersects With |  Electronic Messaging NET-13 I »integt 5
emails of electronic messaging communications.
DKIM signatures on incoming emals are verified. omaim Namo Sorvios Mechanisms exist to ensure Domain Name Service (DNS) resolution is
1SM-1026 | DomainKeys Identified Mail Functional | Intersects With NET-10 | designed, implemented and managed to protect the security of name / 5
(DNS) Resolution o ple
DKIM signat I fied. Mech t10 protect the confidentiality, int d availabil
1SM-1026 | DomainKeys Identified Mail signatures on incoming emals are verifie Functional | Intersects With |~ Electronic Messaging |  NET-13 | Mochanisms existto protect the confidentialiy,integrty and availability 5
of electronic
Email distribution ist appl by external senders is configured such that omaim Namo Sorvios Mechanisms exist to ensure Domain Name Service (DNS) resolution is
1sM-1027 | DomainKeys Identified Mail it does not break the validity of the senders DKIM signature. Functional | Intersects witn | °780 EO T NET-10 | designed, implemented and managed to protect the security of name / 5
da Lt
Email distribution ist appl d by external send figured such that Mech t10 protect the confidentiality, int d availabil
1SM-1027 | DomainKeysIdentified Mail |- o @'oOU1On Y external senders SUChthat|  Eynctional | Intersects With | Electronic Messaging |  NET-13 | echanisms existto protect tho confidantialiy, integity and availabilty 5
it doos not break the validity of the sender's DKIM signature. of electronic
Using Network-based | ANIDS or NIPS is deployed in gateways between an organisation's networks and Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
1SM-1028 Intrusion Detection and | other networks they do not manage. Functional [ Intersects With| Detection / Prevention | NET-08 |Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5
Prevention Svst toms (NIDS/ NIPS) network.
1050 Using Network-based | ANIDS or NIPS is located Immediately inside the outermost frewall or gateways | [ [ " " 17 Network Intrusion Ner.op | Mechanisms exist o employ Network Itrusion Detection / Prevention R
Intrusion Detection and__|and configured to zenerate event logs and alerts for network traffi that Detection / Prevention NIDS/NIPS) to detect into the
Host-based intrusion | A HIPS or EDR solution servers and hig! Host Intrusion Detection Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
1SM-1034 detection and response Functional | Intersects With | and Prevention Systems | END-07  [Systems (HIDS / HIPS), or similar technologies, to monitor for and protect 5
solution (HIDS / HIPS) ainst anomalous host activity. includin ateral movement across the
o105 Observing multifunction | MFDs are located in areas where their use can be observed. motonat | imtoreste | Muti-Function Devices | - tto jgure Multi-Function (MFD) R
device use MFD) according to industry- pe of device
MFDs are located in areas where their use can be observed Physical security mechanisms exist to restrict access to printers and
Observing multifunction Access Control for Output
1SM-1036 Functional | Intersacts With PES-12.2 | other system output devices to prevent unauthorized individuals from 5
device use Devices
output.
Gar dergo testing foll figuration ch d atregular interval
ateways undergo testing ollowing configuration changes, and at regular intervats Mechanisms exist to monitor and control communications at the external
1SM-1087 Assessment of gateways | no more than six to validat 10 expected security Functional | Interseots With | Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network
physicalaccess toservers, |C1258iied servrs, network devices and c‘rr\;/p:ogrs;:mc equipment are secured in oysical o . ccossto
1SM-1053 network devices and server rooms or at meef asecurity | pynctional | Intersects With | Access To Critical Systems|  PES-03.4 | critical systems or sensitive and/or regulated data, in addition to the 5
zone suitable for their classification.
cryptographic equipment physical access controls for the facilly.
nesoure authentication | /AN Manager and NTLAN Manager authentication methods are disabled. eptay Resistnt
1SM-1055 Functional | Intersects With play: 1AC-022  |Automated tto employ repl 5
methods Authentication
All data stored on media s encrypted. o
1SM-1059 Handling media Functional | Subset Of Data Protection DCH-01 10
controls.
All data stored on media s encrypted. Sensitive / Regulated Data Mechanisms exist to ensure that every User accessing a system
1SM-1059 Handling media Functional [ IntersectsWith|  Storage, Handling& | SAT-03.3 |processing, storing or transmitting sensitive and/or regulated data s 5
Processing formally trained in data handlin
e host p areaand y table are reset prior to the i media with the hand integrity
Non-volatil tic med
1SM-1065 o oo meda of non-volatile magnetic hard drives. Functional | Intersects With | System Media Sanitization |  DCH-09 ith 5
orior to disposal. release out of control or release for
Non-volati ticmedia |The ATA tion to blook overwriting softw i dia with th h and int
ov1087 on-volaile magnetic madia [T ATA secure erase command is used, In additon o block everwriting software, | ¢ oo T T media with the integrity| R
sanitisation to ensure the erowth defects table of non-volatile magnetic hard drives is ity of the information
o171 System ownershipand | Each system has a designated system owner. runctional | imtersectowitn|  ASSetOwnershin 08 townership are R
oversight Assignment assigned. tracked and managed at a team. individual, or responsible
rccoss t sytoms by somvice | 2 accessed or bya T third-party
1SM-1073 'ywws 4 unless andtheservice | Functional | SubsetOf | Third-Par TPM-01 controls. 10
s orovider to do so.
K I ‘
Physical access to servers, (44 °" it rooms Physical to o accessto
1SM-1074 network devices and and security containers are appropriately controlle Functional | Intersects With | Access To Critical Systems| PES-03.4 |critical systems or sensitive and/or regulated data, in addition to the 5
cryptographic equipment physical access controls for the facilly.
Televisions and computer monitors with minor burn-in or image persistence are
Sanitising televisions and tised by displ lid whit th [ tended period of Socure Disposal H pose of, destroy or
1SM-1076 8 sanitised by displaying a solid white image on the screen for an extended period of | ¢ noyong1 | intersects With | Destruction or Re-Useof |  AST-09  [components using organization-defined techniques and methods to 5
computer monitors | time.
Equipment being from
A telephone system usage policy is developed, implemented and maintained. ochanisms oxstto dofine rles of behavior that contain oxplicit
Telephone system usage Social Media & Social
1SM-1078 Functional | Interssots With HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
policy Networking Restrictions
on commercial websites and sh tinformation.
'ASD's approval is sought before undertaking any maintenance of repairs to high Mechanisms exist to conduct controlled maintenance activities
Maintenance and repairs of
1SM-1079 assurance IT equipment. Functional | Intersects With | Controlled MNT-02  [througt the Technology Asset, Application and/or 5
high assurance IT equipment
Service (TARSL.
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An ASD-Approved C \gorithm (AACA) or high T
PP (AAGA)or hig Use of Cryptographic
1SM-1080 Encryptingdataatrest  [algorithm is used when encrypting medi. Functional | Subset Of e CRY-01 15 using known public standards and trusted 10
‘An ASD-Approved G \gorithm (ACA) or high c to prevent of
i rypti .
1SM-1080 Encrypting data atrest | (6011 is used when encrypling media Functional | Intersects With | Encrypting DataAtRest | CRy-os  |4@t@atrest 5
‘An ASD-Approved G \gorithm (ACA) or high
i rypti
1SM-1080 Encrypting data atrest | (6011 1S used when encrypling media Functional | Intersects With|  Database Encryption | CRY-05.3 5
protect the confidentiality of the data within the databases.
‘A mobile device usage policy is developed, implemented and maintained. Mechanisms exist to manage business risks associated with permitting
1SM-1082 Mobile device usage policy Functional | Intersacts With | Use of HRS-05.5 to organizational resources. 5
Personnel are advised of the sensitivity or classification permitted for voice and ochanioms oxit o manage busess Hoke assocrated with pormitin
1SM-1083 P 1 data d Functional | Intersects With| Use of Mobile Devices | HRS-05.5 & e P © 5
1084 | Mantaining controlof mabite | f unable o carry or tore mobile devicss ina secured state,they are physically motonat | imtorsscto Wit | Use of Mobte Devices | rRe.08 | MEChaNISMS existto manags business isks associated with permiting R
devices transferredina d . bouch or resour
Mobile allsensitive or d over public
Centralized tto implement and govern Mobile Device Management
1SM-1085 Functional | Subset Of MDM-01 10
network Of Mobile Devices (MDM) controls.
While travelling overseas with | Personnel report the potential compromiss of mabile devices, removable media or Mechanisms exist to fssue personnel travelling overseas with temporary,
1SM-1088 e i P P Functional | Intersects With | Travel-Only Devices AST-24 ! issuep! ¢ porary. 5
credentials to their as soon as possible. esoecially if thev: loaner or "travel-only” end user technology (e.g.. lantops and mobile
<1088 | White ravelling overseas with | PersonneL report the potential compromise of mobile devices, removable mediaor | L - T o T ncident Stakehotder | |-~ [ Mechanisms exist to imely-report ncidents to applicable: R
credentials to their as soon as possible. esoecially if thev: Reporting (1) Internat
Protective marking tools do not allow sers replying to or forwarding emails to
Mechanisms exist to protect the confidentialiy, ntegrity and availabili
1SM-1089 ool than p y Functional | Intersects With | ~ Electronic Messaging |  NET-13 P . ntegrity v 5
of electronic messaging communications.
1001 Reporting cryptographic- | Keying material is changed when compromised or suspested of being metonat | imtorsscts i | Momtoringfor indicators |~ """ [ Automated mechanisms exist o dentiy and alerton Indicators of R
seourity of 1001 c )
Keying material s changed when compromised or suspected of being
compromised.
Reporting cryptographic- to
Use of Cryptographic
1SM-1091 related cyber security Functional |  Subset Of CD::ﬂE o CRY-01 |protections controls using known public standards and trusted 10
incidents
Wall outlet boxes denote the systems, cable identifiers and wall outlet box
identifier.
Physical security mechanisms exist to protect power and
Transmission Medium
1SM-1085 Labelling wall outlet boxes Functional | Intersacts With — PES-12.1 | telecommunications cabling carrying data or supporting information 5
v services from interception, interference or damage.
Cables are labelled at each end with sufficient source and destination details to Transmission Medium Physical secrity mechanisms exist to protect power and
1SM-1096 Labelling cables Functional | Intersects With pEs-21 [V Y protectp 5
enable the physical of the cable. Security rrving data or supporting information
'SECRET cables are terminated n an individual cabinet;or for small systems, a rammission Madium Physical security mechanisms exist to protect power and
1SM-1098 in cabinets aduision any SECRET cables and non-SECRET cables. | Functional | Intersacts With — PES-12.1 cartying data or supporting information 5
i services from intercention. interference or damage.
TOP SECRET cables are terminated in an individual TOP SECRET cabinet. Physical security mechanisms exist to protect power and
Transmission Medium
ISM-1100 | Terminating cables in cabinets Functional | Intersacts With — PES-12.1 cartying data or supporting information 5
i services from intercention. interference or damage.
InTOP SECRET areas, cable reticulation systems leading into cabinets i server Physical security mechanisms exist to protect power and
Connesting cable reticulation Transmission Medium
1SM-1101 ‘00ms or communications fooms are terminated as close as possible to the Functional | Intersacts With PES-12.1 cartying data or supporting information 5
systems to cabinets Security
cabinet. services from intercention. interference or damage.
Cable reticulation systems leading into cabinets are terminated as close as Physical security mechanisms exist to protect power and
Gonnesting cable reticulation Transmission Medium
1SM-1102 possible to the cabinet Functional | Intersacts With PES-12.1 | telecommunications cabling carrying data or supporting information 5
systems to cabinets Security
services from interceoition. interference or damae.
InTOP SECRET areas, cable reticulation systems leading into cabinets not n server Physical security mechanisms exist to protect power and
Connesting cable reticulation Transmission Medium
1SM-1103 ‘60ms or communications fooms are terminated at the boundary of the cabinet. | Functional | Intersacts With PES-12.1 cartying data or supporting information 5
systems to cabinets Security
services from intercention. interference or damage.
'SECRET and TOP SECRET wall outlet boxes contain exclusively SECRET or TOP. ramemresion Magium Physical security mechanisms exist to protect power and
1SM-1105 Walloutlet boxes SECRET cables. Functional | Intersacts With PN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damare.
Non-olassified, OFFICIAL: Sensitive and PROTECTED wall outlet boxes are rammiesion e Physical security mechanisms exist to protect power and
1sM-1107 Walloutiet box colours | coloured neither salmon pink nor red Functional | Intersacts With SN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damare.
Non-olassified, OFFICIAL: Sensitive and PROTECTED wall outlet boxes are Physical secrity mechanisms exist to mark system hardware
1sM-1107 Walloutiet box colours | coloured neither salmon pink nor red Functional | IntersectsWith| ~ Component Marking |  PES-16 the impact or level of the 5
oermitted to be tored or transmitted bv the
Wall outlet box covers are clear plastic. ] Physical security mechanisms exist to protect power and
Transmission Medium
1SM-1109 Walloutlet box covers Functional | Intersaots With SN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damare.
Fibre-op are used for instead of copper cables. ] Physical security mechanisms exist to protect power and
Transmission Medium
1SM-1111 Use of ibre-optic cables Functional | Intersacts With SN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from intercention. interference or damare.
Cables in non-TOP SECRET areas are inspectable every five metres or less. rammiesion e Physical security mechanisms exist to protect power and
1SM-1112 Cable inspectability Functional | Intersacts With SN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damare.
Cable bundies or conduits sharing a common cable reticulation system have a
Common cable reticulation orvisible oach cable Transmission Medium Physical security mechanisms exist to protect power and
1SM-1114 e Functional | Intersaots With SN PES-12.1 | telecommunications cabling carrying data or supporting information 5
4 4 services from interception, interference or damage.
Cables from cable trays to wall outlet boxes are run in flexible or plastio condult rammiesion e Physical security mechanisms exist to protect power and
1SM-1115 Cables inwalls Functional | Intersacts With SN PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from intercention. interference or damare.
‘Avisible gap exists between TOP SECRET cabinets and non-TOP SECRET cabinets. ] Physical security mechanisms exist to protect power and
Physical separation of Transmission Medium
1SM-1116 Functional | Intersacts With PES-12.1 |telecommunications cabling carrying data or supporting information 5
cabinets and patch panels Security
services from intercention. interference or damage.
Cables in TOP SECRET areas are fully inspectable for their entire length rammiesion e Physical security mechanisms exist to protect power and
1SM-1119 Cable inspectability Functional | Intersacts With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damace.
Where wall penetrations exit a TOP SECRET area nto a lower classified area, TOP rammiesion e Physical security mechanisms exist to protect power and
1SM-1122 Wall penetrations SECRET cables are encased in conduit with all gaps between the TOP SECRET Functional | Intersects With o PES-12.1 | telecommunications cabling carrying data or supporting information 5
conduit and the wall filled with Y services from intercention. interference or damage.
A power distribution board with a feed from an Uninterruptible Power Supply is Facil t10 suppl power, capable of
1SM-1123 Power reticulation | used to power all TOP SECRET IT equipment. Functional | IntersectsWith|  Emergency Power PES07.3 quired operational capability, in the event of an 5
extended loss of the primary power source.
I shared facilites, cables are run in an enclosed cable reticulation system. Physical security mechanisms exist to protect power and
Enclosed cable reticulation Transmission Medium
1SM-1130 Functional | Intersacts With PES-12.1 |telecommunications cabling carrying data or supporting information 5
systems Security
services from intercention. interference or damage.
n shared facilities, TOP SECRET cables are not run in party walls. rammiesion e Physical security mechanisms exist to protect power and
1SM-1133 Cables in party walls Functional | Intersscts With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from interceotion. interference or damace.
System RET or TOP SECRET sy istto conduct specialized for
Emanation security risk
1sM-1137 P contact ASD for an emanation security risk assessment. Functional | Intersscts With | Specialized Assessments | 140-02.2 (1) Statutory, regulatory 5
@ i
Only of TLSis used for 1LS
Configuring Transport L T c to protect th da
1SM-1139 onfiguring Transport Layer Functional | Intersects With ransmission CRY-03 0 protectthe o 5
Security Confidentiality being transmitted.
Patch management pr n rting patch management procedures, ar Vulnerabiliy & Patch
patch management processes |°1C" MENEESMENt processes, and supporting patch management procedures, are ity o dmonitoringof
1SM-1143 developed, implemented and maintained. Functional | SubsetOf | ManagementProgram |  VPM-01 10
and procedures wlnerability management controls.
wwpMPI
Patch management pr n rting patch management procedures, ar Mechanisms exist to conduct software patching for all deployed
patch management processes |°1C" MENEESMENt processes, and supporting patch management procedures, are Sottware & Firmare patching ploy
1SM-1143 developed, implemented and maintained. Functional | Interssots With VPM-05  [Technology Assets, Applications and/or Services (TAAS), including 5
and procedures Patching
firmware.
Privacy filters are applied to the soreens of SECRET and TOP SECRET mobile.
devices.
u bile d bl Mech t b K ted with permit
\omaras | Usingmobile devices in public Functional | intersscte Wit | Use of Mobite Devices | HAs.05.5|Mechanisms exist o manage business risks associated with permiting R
spaces mobile device access to organizational resources.
Posting work information t i i ” " u Useof Ci o
oras osting work information to._| Porsonnel are advised to maintain separate work and personal user accountsfor | oo T se o crvon o o
online services online services. Controls trols using known public standards and trusted
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Personnel are advised to maintain separate work and personal user accounts for Mechanisms exist to require all employees and contractors to apply
Posting workinformation to
1SM-1146 Functional | Interseots With |~ Terms of HRS-05 protection principles in their daily workto enable 5
online services
ostngwork mformationto._|PrSonneLare advised © maintain separate work and personal user accounts for donty & Accoms . e
1SM-1146 ® online services Functional | Subset Of 1AC-01 10
online services (1AM) controls.
\M1a6 | PoStmEworkinformation to_|Personnel are advised to maintain separate work and personaluser accountsfor | Lo T 1 Securiy, ror 10 provide all empl appropriate R
Resil urity, coml d and training
Personnel are advised to maintain separate work and personal user accounts for Role-Based Security, ttop I o
Posting workinformation to
1SM-1146 online services Functional | Intersects With | Compliance & Resilience |  SAT-03 |resilience-related training: 5
online services
Training m or assioned
SPF is used to verify the authenticity of incoming emails. Domain
Domain Name Service
1SM-1151 Sender Policy Framework Functional | Intersacts With NET-10 | designed, implemented and managed to protect the seourity of name / 5
(ONS) Resolution e pie
SPF is Used to verify the authenticity of s, nder the log omall
1SM-1151 Sender Policy Framework fs usedto verifythe authenticity of incoming emalts Functional | Intersects With NET-103 . 5
(sPF) hrough Domain Namiry (DNS) Sender Policy
SPF is used to verify the authenticity of incoming emails.
Mechanisms exist to protect the confidentialty,integrity and availabil
1SM-1151 Sender Policy Framework Functional [ Intersects With|  Electronic Messaging | NET-13 nisms existto pr dentialiy, ntegrity fabitity 5
of electronic messaging communications.
Evaluated diodes are used for data flow of gt
between networks. Data - toimplement and govern Access Control Lists (ACLs)
1SM-1157 Using diodes Functional | Intersects With | Access Control Lists | NET-04  [to network traffic to 5
(Acts) only whatis authorized.
Evaluated diodes used for data flow of gatowa Data Flo tto implement and govern Access Control Lists (AGLs)
1SM-1158 Using diodes between SECRET or TOP SECRET networks and any other networks complete ahigh | Functional | Intersects With |~ Access Control Lists | NET-04 |10 that expl networktraffic to 5
(AcLs) onty thorized.
if to d \uated by the United States”
National Security Agency are used.
Mechanisms exist to securely dispose of media when itis no longe
ISM-1160 | Media destruction equipment Functional | Intersects With | Physical Media Disposal | DCH-08 nisms ext ety dispe ' " eer 5
required, using formal procedures.
toring pl. o
ISM-1163 | Continuous monitoring plan monitoring plan Functional | SubsetOf | Continuous Monitoring | MON-01 | "O°RomSm® 0% 8" 10
monitoring plan : Mechanisms exist to assess the organization's needs for monitoring and
Analyze and Prioritize
ISM-1163 | Continuous monitoringplan [+ ans for fortnightly Functional | Intersacts With MON-01.16 , d 5
Monitoring Requirements
+ conducting vul Denstration tests for svstems orior to Services (TAAS). based on the data it
Systems have a continuous monitoring plan that includes: Vulnerabiliy & Patch o } A monitoringor
ISM-1163 | Continuous monitoring plan [+ conducting vulnerability scans for systems at least fortnightly Functional | SubsetOf | ManagementProgram | VPM-01 ® 10
ulnerability management controls.
+ conducting vul d penetration tests for svstems prior to
toring plan that includes: Mech to identify and Kranking to newl
1SM-1163 Continuous monitoring plan monitoring plan that includes: Functional | Intersects With|  Vulnerability Ranking Mg |Teenanens e o e ify and assign arisk ranking to newly 5
Systems have a continuous monitoring plan that includes:
+ conducting vulnerability scans for systems at east fortnightly
+ conducting vulnerability assessments and penetration tests for systems prior to to dote )
ISM-1163 | Continuous monitoring plan of significant changes, and at least Functional | Intersects With | Vulnerability Scanning |  VPM-06 piies an 4 5
annually thereafter ®
+ analysing dentified vulnerabilties to determine their potential impact
. on el and cost
Systems have a continuous monitoring plan that includes:
+ conducting vulnerabiliy scans for systems at east fortnightly
+ conducting vulnerability assessments and penetration tests for systems prior to
e testing on Technology Assets,
1SM-1163 Continuous monitoring plan - |deployment, including prior to deployment of significant changes, and at least Functional | Intersects With | Penetration Testing VPM-07 ApphcatmnsEnd/orDServ\ces(TAAS), festing on Technology Assets, 5
annually thereafter
+ analysing dentified vulnerabilties to determine their potential impact
I shared facilities, conduits or the front covers of ducts, cable trays in floors and
coilings, and associated fittings are clear plastic.
Covrs for nclosed cab o ved Physical security mechanisms exist to protect power and
1SM-1164 overs for enclosed cable Functional | IntersectsWith | oo oo M MedIUM 1 peg 151 |telecommunications cabling carrying data or supporting information 5
reticulation systems Security
services from interception, interference or damage.
‘Attempts o access websites through their IP addresses instead of their domain
names are blocked by web content filters, "
to network ghaproxy
Al d blocki d £ Point (PEP))for URL d
1SM-1171 owing and blocking access Functional | IntersectsWith| DNS& ContentFiltering | NET-18 |22V & (PEP) for an 5
to domain names DN filtering to limit a user's ability to connect to dangerous or prohibited
Internet sites.
isused users of systems (Automated mechanisms exist to enforce Mult-Factor Authentication
(MFA) for:
(1) Remote network access;
. Multi-Factor
1SM-1173 Multi-factor authentication Functional | Intersacts With 1AC-06  |(2) Third-party : : 5 M2 M3
Authentication (MFA)
and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
Privileged user accounts (excluding those explicitly authorised to access online
services) are prevented from accessing the internet, email and web servicss.
Privileged t istto restrict and control privileged s
1SM-1175 Privileged access to systems Functional | Intersects With IAC-16 o restrict and control privileged access rights for 5 ML ML2 ML3
Management (PAM) users and Technology Assets, Applications and/or Services (TAAS)
Privileged user accounts (excluding those explicitly authorised to access online Nom-privioged Accass for Mechanisms exist to prohibit pivileged users from using privileged
1SM-1175 | Privileged access to systems  [services) are prevented from accessing the internet, email and web services. Functional | Intersacts With 1AC-21.2  [accounts, while performing non-securityfunctions. 5 MUY M2 M3
Non-Security Functions
Network documentation provided to a third party, or published in public tender - vr
1SM-1178 Network documentation y for other partiss to underteke Functional | Intersaots With | Security of Assets & Media | AST-05 , d/or Data (TAASD) to p 5
contractual services.
andintegrity.
Networks are
sorvers, services and data.
Network wtonand Network Sogmantat tto implement network network
1SM-1181 A Functional | Intersacts With [:m‘:;s:i"e‘:;:;:;' NET-06 isolate Technol i 5
EIeE . (TAAS) from other network resources.
Network access controls are to lmit th retwor Automated mechanisms exist to employ Network Access Control (NAC),
’ . Network Access Control
1sM-1182 Network and b K segments to only for Functional | Intersacts With ooy AST-025 | or a similar technology, which is capable of detecting unauthorized 5
a d disable network tothose devices.
A hard fail SPF record is used when specifying authorised email servers (or lack Domain Name Service Domain
1sM-1183 Sender Policy Framework | thereof) for an organisation’s domains (including subdomains). Functional [ ntorsects witn | ° TR0 B NET-10 | designed, implemented and managed to protect the security of name / 5
dd Lt
A hard fail SPF record is used when specifying authorised email servers (or lack istto validate the legi email
e . Sender Policy Framework
1sM-1183 Sender Policy Framework | thereof) for an organisation’s domains (including subdomains). Functional | Intersscts With e NET-10.3 | through configuring a Domain Naming Service (DNS) Sender Policy 5
Framework (SPF) record to specity the IP ad hostnames
A hard fail SPF record is used when specifying authorised email servers (or lack Mechanisms exist to protect the confidentialty, integrity and availability
1SM-1183 Sender Policy Framework [ thereof)for an organisation’s domains (including subdomains). Functional | Intersects With | Electronic Messaging | NET-13 |of electronic messaging communications. 5
pable network ”
\oma1gg | Usine ntemexProtocolversion networks. runctional | subsetor | NetworkSecurityontrots | | Mechanisms exist o cevelop, govern & update procedures o faciltate o
6 (NSC) the implementation of Network Security Controls (NSC).
When manually exporting data from systems, the data s checked for unsuitable rechanisms exit o utilize a process (& aseist users in makim
1SM-1187 Manual exportofdata | protective markings. Functional | IntersectsWith|  Information Sharing |  DCH-14 i ¢ 5
sharing decisions protected
Gateways inspect and filter data flows at the transport and above network layers.
Mechani tto monitor and control tions at the external
1SM-1192 Implementing gateways Functional | Intersects With |  Boundary Protection NET-03 || echanisms existto monitor and control communications at the external 5
network boundary and at key internal boundaries within the network
ovaes | MoBie Mobile Device a Common Criteria onotorat | Subeetor | Comratized Management | “ ™ [ Mechanisms exist o mplement and govern Mobils Device Management o
poliey evaluation against the Protection Profile for version Of Mobile Devices (MDM) controls.
Social Media & Social Mech 0 define rules of behavior that contain explicit
|19 | Using Bustooth fanctonaliy FFICIAL PROTECTED romotorat | imtoreseto vt | SociatMedia & Social | "™ [ Mechanisms exist o define rules of behavior that contain explic R
configured to remain to other t durin Networking Restriction trict the use of social media and networking sites. posting
 OFFICIAL PROTECTED tto manage business risks with permittin
1SM-1196 | Using Bluetooth functionality | configured to remain to other st durin Functional | Intersects With | Use of Mobile Devices | HRS-05.5 2 2 J 5
mobile device access to organizational resources.
Bluetooth pairine.
Bluetooth pairing for non-classified, OFFIGIAL: Sensitive and PROTEGTED mobile Sooiat Mo & Sooit Mechanisms exist to define rules of behavior that contain explicit
ISM-1188 | Using Bluetooth devices in'a manner such that ! Functional | IntersectsWith | S0 e 8 200% | 1405.05.2 - restrictions on the use of social media and networking sites, posting 5
intanded Bluatooth devices e on commercial websites and sh information.
Secure Controls Framework (SCF) 150143
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Blustooth pairing for non-classified, OFFICIAL: Sensitive and PROTECTED mobile
! tto manage business risk with permittin
1SM-1198 | Using Bluetootn functionality | %°"'°%® 2manner such Functional [ Intersects With |~ Use of Mobile Devices | HRS-05.5 o busr i permiting 5
intended Bluetooth devices. resour
Blustooth pairings for non-classified, OFFICIAL: Sensitive and PROTECTED mobile Mechanisms exist to prevent the usage of Blustooth and wireless devices
there i for their use. Bluetooth & Wireless & Noar Fis
1SM-1199 | Using Bluetooth functionality [*©¥1°%% 2 s notongera use Functional | Intersects With | ° 3 AsT-14.7 |(©8, Near Field ° 5
Devices in a Radio Frequency (RF)-screened building.
Blustooth pairings for non-classified, OFFICIAL: Sensitive and PROTECTED mobile oot Modia & 500t Mechanisms exist to defin rules of behavior that contain explicit
ISM-1198 | Using Bluetooth devices are there s no longer a for their use. Functional | Intersects With HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
Networking Restrictions
on commercial websit tinformation
Blustooth pairings for non-classified, OFFICIAL: Sensitive and PROTECTED mobile Mechanisms exist to manage business risks associated with permitting
1SM-1199 | Using Bluetooth functionality [*©¥1°°% 2 thereis no longera fortheiruse. Functional | Intersects With | Use of Mobile Devices | HRs.05.5 |TOPIle device aceess to organizational resources. 5
Blustooth pairing for non-olassified, OFFICIAL: Sensitive and PROTECTED mobile etooth & wiretess 10 prevent the usage of Blustooth and wireless devices
1SM-1200 | Using Bluetooth dovices tions, p Numeric Functional | Intersacts With o AST-14.1 | (e.g. Near Field NFC or 5
if suported. in a Radio Freauency (RF)-screened building.
Blustooth pairing for non-classified, OFFICIAL: Sensitive and PROTECTED mobile oot Mo & 500t Mechanisms exist to define rules of behavior that contain explicit
1SM-1200 | Using Bluetooth dovices tions, p Numeric Functional | Intersacts With HRS-05.2 |restrictions on the use of social media and networking stes, posting 5
Networking Restrictions
if suported. on commercial websites and sh tinformation
Blustooth pairing for non-classified, OFFICIAL: Sensitive and PROTECTED mobile Mechanisms exist to manage business risks associated with permitting
1SM-1200 | Using Bluetooth functionaiity | 2/°%* onnections, p Numeric Functional | Intersects With | Use of Mobile Devices | HRs.05.5 |TOPIle device aceess to organizational resources. 5
Comparisonf supported.
orotecting systoms amd then| YS! WS, n consultation with each systen’s authorising offier, condct a frisk thatincludes
1SM-1203 & o threat and risk assessment for aach system. Functional | Intersects With | Risk Assessment RSK-04 d harm, from use, 5
resources disclosure. disruti or 's
System owners, in consultation with each system’s authorising officer, conduct a tto identify, tizo and document the
Protecting systems and their
1SM-1203 A threat and risk assessment for aach system. Functional [ IntersectsWith|  Threat Analysis THR-10 | potential impact(s) and likelihood(s) of applicable internal and external 5
threats.
System perform system activities in
System administratior : . Changs e achange
- v inistration | the system'’s change and configuration management plan Functional | Subsetof cHe-01 & 0
processes and procedures Program management program.
Syetom aamimoaton |95 perform system activities in Configoration Change Mechanisms exist to govern the technical configuration change control
1SM-1211 the system'’s change and configuration management plan. Functional | Intersacts With CHG-02 |processes. 5
processes and procedures Control
Following intrusion remediation activities, full network traffic is captured for at
Mechanisms exist to retain event logs for a time period consistent with
Handling and containing | ‘°%" analysed tors have been ds rotent for
1SM-1213 © % [successtully removed from the system. Functional | Intersects With |  Event Log Retention MON-10 5
intrusions investigations of security incidents and to meet statutory, regulatory and
contractual retention requirements.
Hondling and contaning_| PLCWMEInTusion remedition actitie, full netvork rafc s saptured for ot oot Cause Analysis (10A) to incorp learned from
1sM-1213 loast analysed torshavebeen | Functional | Intersects With IRO-13resolving cybersecurity and data protection incidents to reduce the 5
intrusions &Lessons Learned
oved from the svstem likelihood or impact o future incidents.
PR, Gable colour non- SECRET and TOP SECRET cables with non-conformant cable colouringarebanded | ¢ '~~~ T Transmission Medium | oo |Physical security mechanisms exist to protect power and R
with the and labelled ooints. Security rrving data or supporting information
PR Gable colour non- SECRET and TOP SECRET cables with non-corformant cable colourng arebanded | ¢ oo 1 C 0 1 eo16|Physical security mechanisms exist to mark system hardware R
with the and labelled ooints. impactor level of the
Lshils srv: markings mmcst‘\:g the owner, sanay classification cr:nyomer Socure Disposal, © soseof, destroyor
1SM-1217 Disposal of T equipment _[2rkIne (2t can assoctate [T equipmentwith s priof use are removed POTO s | runcrionat | intersacts With | Destruction or Re-Use of | AST-09 d methods to 5
isposal. Equipment from
Labels and markings indicating the owner, sensitivity, olassification or any other
Mechanisms exist to securely dispose of media when itis no longer
1SM-1217 Disposal of IT equipment | marking that can associate IT equipment with its prior use are removed prior toits | Functional | Intersects With | Physical Media Disposal | DCH-08  disps e 5
required, using formal procedures.
disposal.
Labels and markings indicating the owner, sensitivity, olassification or any other Physical security mechanisms exist to mark system hardware
1SM-1217 Disposal of T equipment | marking that can associate IT equipment with its prior use are removed prior toits | Functional | Intersects With | Component Marking PES-16 the impact or level of the 5
disposal. permitted to be tored or transmitted b the
od ”
Somtising highty sensitive T " e e . AusTEmoM ‘2‘;:"0‘2“ d"“ Secure Disposal, to pose of, destroy or
1SM-1218 enising ey sensiive [T |processed, stored or communicate or fata, s sanitised in situ. Functional | Intersacts With | Destruction or Re-Useof |  AST-09 d methods to 5
auip Equipment from
IT equipment, includ; thatis located dhas
\s121g | Sentising highly sensitive T |processed, stored or communicated AUSTEO or AGAO dat, s sanitised n situ. Functional | ntorsacts With | PhysicalMedia Disposat |  DGH.ga |Me€hanisms exist o securelydispose of media when ts o longer .
equipment required, using formal procedures.
ot ortoreang | MFD PNt drums and image transter rollers are nspected and destroyed f there s Secure Disposal, ist poss of, destroy or
1SM-1219 5P remnant toner which cannot be removed or a print is visible on the image transfer | Functional | Intersects With | Destruction or Re-Useof | AST-09 d methods to 5
multfunction devices
roller. Eauipment bein from
Printer and MFD plat ( troyed if any text
I er:nd MED pltons ar nspes e and destroyed if any text or images are secure Disposal . ossot, dosroyer
1SM-1220 5P retained on the piaten. Functional | Intersects With | Destruction or Re-Use of |  AST-09 i d methods to 5
multfunction devices
Equipment being
Print MFDs are checked v h th
I and MFDs are checked to ensure no pages are trapped in the paper pal secure Daponal " ovmor doyer
1SM-1221 5P ueto apaperjam. Functional | Intersects With | Destruction or Re-Use of |  AST-09 d methods to 5
multfunction devices
Equipment being
Sanitising tlovisionsand_|Te1eVSIOS ors that cannot be sanitised Secure Disposal, T ———
1SM-1222 8 Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
computer monitors.
Eauipment bein from
M twork o thefoll it
emony et devices s sanitised using the following processes, in order o Secure Disposal, . pose o, destroyor
1SM-1223 Sanitising network devices | P'°"%"®"° Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
* following in evaluation
Equipment being
« following vendor sanitisation suidance
Credentials set for user accounts are randomly generated Mechanisms exist to:
\oM1227 Setting oredentials for user Functional | intorsects with Authenticator \aG1o | Securely manage authenticators for users and devices; and .
accounts Management @ tothe
the data
c - are analysed i a timely y cyber security Comratsns Cotictonor e Manager (SIEM), or
1SM-1228 Event log monitoring incidents. Functional | Intersects With | C°T"2 264 COUECIONOF | 65 65 | similar automated tool, to support the centralized collection of security- 5 ML2 ML3
Security Event Logs
related event logs.
G are analysed in a timely y cyber security ‘Automated mechanisms existto correlate both technical and non-
. Correlate Monit technical from P
1SM-1228 Event logmonitoring | 019" Functional | IntersectsWith | CO"re\ate Monitoring -y gy 4 [technical across 5 ML2 ML3
Information Event Manager (SIEM) orsin dtool, to
L awarene:
G are analysed ina timely y cyber security
incidents.
Automated mechanis 10 centrally collect, d analy
1SM-1228 Event log monitoring Functional | Intersects With | Central Review & Analysis | MON-02.2 |"UOmated mechanisms exist to centrally collect, review and analyze 5 ML2 ML3
auditrecords from multiple sources.
IKEversion 21 used for k ” establishing -
Use of Cryptograph
1SM-1233 Key exchange Functional | IntersectsWith [ %% CO'::’r;i'ap e CRY-01 using known public standards and trusted 5
cryptographic technologies.
Emall content filtering is Implemented to filter potentially harmul contentin email Mechanisms exist to force Internet-bound network traffic through a proxy
1SM-1234 Email contentfittering | bodies and attachments. Functional | Intersects With | DNS& Content Fitering | NET-18 | device (e.g. Point (PEP))for URL and 5
DN filtering to limit a user's abilitv to ohibited
Add-ons, d plugins for ites, I whitelist) K
Hard licati i Explicitly Allow / D
- ardening user application | email clients, PDF applications and security products are restricted to an Functional | mterssctswin|  EPISYAlow/Deny | O .
Applications
systems.
- Hardening user application | Add-ons, d plugins for ites. ometorat | imtoresetewim | Unsupported nemer | istto pproved Internet by demail R
email lients. PDF. security ictedto an Browsers & Email Clients clients to run on svstems.
Malicious domain names, dynamic domain names and domain names that can be Mechanisms exist to force Internet-bound network traffic through a proxy
Allowing and blocking access )
1SM-1236 registered free are blocked fittrs. Functional | Interseots With| DNS& ContentFiltering | NET-18 [ device (e.g. Policy for URL d 5
to domain names
DN filtering to limit a user's abilitv to connect orohibited
Web content iltering is applied to outbound web traffic where appropriate. Mechanisms exist to force Internet-bound network traffic through a proxy
device (0.8., Point (PEP))for URL d
1SM-1237 Using web contentfilters Functional | Intersects With| DNS & ContentFiltering | NET-18 | 22Vi°8 G (PER) an 5
DN filteringto limit a user's ability to connect to dangerous or prohibited
Internet sit
Web content iltering s applied to outbound web traffic where appropriate. oute e Tt t1o route internal traffic to external
1SM-1237 Using web content filters Functional | Interssots With NET-18.1 | networks through o at managed 5
Proxy Servers
interfaces.
[Threat modelling is Used in support of the software development ife cycle. t1o perform dother
ISM-1238 | Secure software development Functional | IntersectsWith|  Threat Modeling TDA-06.2 |techniques, threats to software and solutions 5
d for.
a
Secure web application design epiesten " " Secure Software t based on
1SM-1239 PP @ Functional | Intersects With | Development Practices |  TDA-06 5
and development Development Practices (SSDP).
(ssDP)
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Robust web application frameworks are used n the development of web 10 ensure the Open Web Appli Security Project
Secure web application design (OWASP, is nto
1SM-1239 ure web application desie Functional [ Intersacts With | Web Security Standard | wes-07 ! ! 5
and development the organization's Secure Systems Development Lifecycle (SSDLC)
orocess.
Robust web application frameworks are used in the development of web 10 use a robust Web Application Framework to support
Secure web application design Web Application
1SM-1239 ure web BppICaton estEn | o pplications. Functional | Intersects With PP WEB-08 of , 5
and development Framework
d web Apol Programming Is),
Validation and sanitisation are performed on all input received over the internet by
Mechanisms exist to ensure allinput handled by a web application s
1SM-1240 Software input handling [ software. Functional | Intersects With | Validation & Sanitization | WEB-09 « ey Y @ web applicationt 5
validated and/or sanitized.
Web apptication aupur | OUPH encoding s performed on all outpLt prodced by web applications. encoding s WLcontent
1SM-1241 e Functional [ IntersectsWith | Output Encoding WEB-11 | produced by a web application to reduce the likelihood of cross-site 5
® rioting and other ks
A tained and
lor b semope weaon Database Administrative o develop,implement
1SM-1243 Database register regularbasis. Functional | Intersects With ot AST-28 processes, Operating 5
P OP), for d
AL files and. server application
Hardening server application o tto implement and maintain Database
1SM-1245 .| Functional | intersects with AST-28.1 5
eomarations installation processes are removed after server applications have boen installed. nti nters i Syarom (0B Cyerom (DBMSe) whoro apmtesbte,
‘1246 | Merdening server application [Server applications are hardened using ASD and vendor hardening guidance, with | LTI o - aor21 tto implement and maintain Database R
taking Svstem (DBMS) DBMSs).
orraey | Hardnigsorirappicaton Unn‘eeﬂ‘ed s s, compererts,snces andfunctionality of server I o 10 mptemont and mamtam Database s
configurations applications are dieabled or remaved. System (DBMS) "1 | systems (DBMSs), where applicable.
Server applications are configured to run as a separate user account with the
for server . tto implement and maintain Database
1SM-1249 minimum topertorm thelr funcrions Functional | Intersacts With AST-28.1 il 5
applications System (DBMS) Systems (DBMSs), where applicable.
Restriting privilegos for server| " "% ich server run have limited fotheir o tto implement and maintain Database
1SM-1250 . . Functional | Intersacts With AST-28.1 5
applications underlying server's file system. net nter " System (DBMS) Systems (DBMSs), where applicable.
Datab;  ability . insert, modify and datab tents Datab . implement
1SM-1255 | Protecting database contents | 2tabase users! abilty to access, insert, modify and remove database contentsis | ¢ ciionar | intersects With AST-28 P 5
their work duties. Processes Operating
File-based trol? lied o database files. . implement
1SM-1256 Protecting databases He-based access controls are applied to database fles Functional | Intersects With AST-28 " 5
Processes Operating
(1260 | Herdening server application | Defatit user accounts or credentials for server applications, mcludingforanypre- | LT[ o 01D aor21 tto implement and maintain Database R
accounts. are changed, disabled or initial setup. Svstem (DBMS) DBMSs).
user dfor individual server tto implement and maintain Database Management
1SM-1263 | Privileged tosyst Functional | Intersacts With AST-28.1 5
ivileged access to systems unctional | Intersects Wi o o aee,
Yhe‘need—mrf prnciteis en'or;:ed :::r ot i dzr: R o dovelop, mploment
ISM-1268 | Protecting database contents [PPUcAtion of minimum privileges, database views, database roles and data Functional | Intersaots With | 0212075 AAMINISITAMNE | r 5 , Operating 5
tokenisation. Processes
P),for d
Database servers and web servers are functionally separated.
Functional separation between Database Administat 1o develop, implement
1SM-1269 database servers and web Functional | Intersects With | 0 00000 AAMINISTAtVe | qr o8 , Operating 5
Processes
servers P).for d
Functional separation between| Database servers and web servers are funotionally separated. Mechanisms exist to implement network segmentation within network
Network Segmentation
1SM-1269 database servers and web Functional | Intersacts With NET-06 isolate T , o 5
(macrosegmentation)
sorvers (TAAS) from other network resources.
‘1269 | Functionalseparation between| Database servers and web servers are unctionally separated. motonat | imtorescte it Neroee |Automated t cither R
database servers and web 10 divide the network accordiny |
Database laced ttou
Database Administrative Lo dovelop, implement
1SM-1270 Network environment Functional | Intersacts With AST-28 . Operating 5
Processes
P),for d
Database laced ttou
Network Segmentation toimplement network network
1SM-1270 Network environment Functional | Intersacts With NET-06 isolate Technol i 5
(TAAS) from other network resources.
Database laced ttou (Automated n cither
1SM-1270 Network environment Functional | Intersects With NET-06.6 irtually, to divide the network according o application and 5
data d
Network access controls are implemented to restrict database server Mechanisms exist to develop, implement and govern database
Database Administrative
1SM-1271 o strictly network q the | Functional | Intersects With AST-28 Operating 5
Processes
database server P OP. for
Network access controls are implemented to restrict database server
i « i the Network Segmentation o Implement network newwork
1SM-1271 Network environment | tostrietly networ a Functional | Intersects With | *"*"< €M nare NET-06 isolate Technol i 5
atabase server. (macrosegmentation) (TAAS) from other network resources.
Network access controls are implemented to restrict database server Automated T either
1SM-1271 o strictly network qui the | Functional | Intersects With NET-06.6 irtually, to divide the network according o application and 5
database server data d
Ifonly local to a database is required, database i Mechanisms exist to develop, implement and govern database
. Database Administrative
1SM-1272 ystem are disabled or directed tolisten solely to the Functional | Intersacts With s AST-28 processes, Operating 5
locathost interf P 0P for
Segrogation of developman, |Pbese servers for development, testing, staging and production environments R 10 dovelop, implament
1SM-1273  |testing, staging and production | 2" Se€Tegated- Functional | Intersects With | - °" a:foce';‘s‘:f rave | asTo28 Operating 5
database servers P), for d
Segregation of development, | Database servers for development, testing, staging and production environments o testing and
1SM-1273 | testing, staging and production [ars segregated. Functional | Intersects With | Development, Testingand |  TDA-08 [ operational to reduce the risks of accessor 5
database servers Overational changesto d to ensure no impact to
Segregation of development, | Database contents from production environments are not used in non-production Databass Admimstative Mechanisms exist to develop, implement and govern database
1SM-1274 | testing, staging the d i is secured to at least the Functional | Intersects With ey AST-28 processes, Operating 5
databases same level as the broduction P 0P for
. o testingand
Segrogation of developmen, |2tabase contents 'ro;n production anranmants ara ot used noen Frodu:l\on Soparationof enm o minsgsseprte devopment, g
1SM-1274  |testing, staging and production the s secured to at least the Functional | Intersects With | Development, Testingand | TDA.0 | Peratonal 0 reduce the risks o access or 5
same level as the production environment changes to the operational environment and to ensure no impact to
databases Operational Environments e
oroduction Technol
All queries to databases from software are filtered for legitimate content and 10 develo, implament
Software interaction with Database Administrat :
1SM-1275 oftware interaction with | correct syntax. Functional | Intersects With | 0 00000 AAMINISTAENe | qr o8 , Operating 5
databases Processes
P), for d
All queries to databases from software are filtered for legitimate content and o network ghaproxy
correct syntax. device (0.6., Point (PEP))for URL and
Software interaction with
1SM-1275 P Functional | Intersects With | DNS & Content Filtering |  NET-18 [DNS filtering to limit a user's ability to connect to dangerous of prohibited 5
Internet sites.
Parameterised queries or stored procedures, instead of dynamically generated
Software interaction with interactions. Database Administrat :
\sM1276 oftware interaction with | queries, are used by software for database interactions. Functional | intersectswitn | D2tebase Administrative | ) Operating s
databases Processes
OP),for operating and
Data communicated between database servers and web servers is encrypted. .
Communications between Operating
Database Administrat
1SM-1277 database servers and web Functional | Intersects With | o 0000 AdMINISTatve | oy o8 OP), for operating and 5
Processes
servers
Data communicated between database servers and web servers is encrypted.
Communications between istto ensure that to
1SM-1277 database servers and web Functional | IntersectsWith|  Database Encryption | CRY-05.3 5
protect the data within
servers
Software s designed or configured o provide as little error information as possible
Software interaction with Database Administrat :
\sM1278 oftware interaction with | about the structure of databases. Functional | interssots witn | Detabese Administratve | o Omorating .
databases Processes
OP),for operating and
Files imported of exp! o
Malicious C st to detectand
1SM-1284 Content validation Functional | Intersects With | oo END-04 © o detectan 5
(Anti-Malware) eradicate malicious code.
Files imported of exp! o
. Heuristic / istto / based
1SM-1284 Content validation Functional | Intersacts With END-04.4 5
Based Detection detection capabllities.
D
Files imported or exp c Mechanisms exist to monitor and control communications at the external
1SM-1284 Content validation Functional | Interseots With | Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network.
Files imported or exp o
Malicious C: t to detectand
1SM-1286 Content conversion Functional | Intersects With | oo END-04 © o detectan 5
(Anti-Malware) eradicate malicious code.
Files imported or exp o
Heuristic / t b
1SM-1286 Content conversion Functional | Intersects With | o> END-04.4 © 5
Based Detection detection capabilities.
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Fil rted rted via gat CDSs und tent . Mechanisms exist to monitor and control communications at the external
1SM-1286 Gontent conversion Hles imported or exported via gateways or CDSs undergo content conversion Functional | Intersects With|  Boundary Protection NET-03 " et x 5
network and at kev within the network.
Files imported or exported CDSs undergo media with the strength and integrity
1SM-1287 Content sanitisation Functional | Intersects With | System Media Sanitization |  DCH-09 ith the information 5
orior to disposal, trol o release for
Filg rted rted CDSs und lement a Cross 0
Hles imported or exporte undergo Gross Domain Solution
1SM-1287 Content sanitisation Functional | Intersects With 008 NET-02.3 | mitigate the specific security risks of accessing or transferring 5
mains.
Filg rted rted CDSs und Mechanisms exist to monitor and control communications at the external
1SM-1287 Content sanitisation Hles imported or exporte undergo Functional | Intersects With|  Boundary Protection NET-03 " et x 5
network and at kev within the network.
Files imported or exported CDSs undergo Mechanisms exist to force Internet-bound network traffic through a proxy
1SM-1287 Content sanitisation Functional | Intersacts With| DNS& ContentFiltering |  NET-18  [device (.. Policy Enforcement Point (PEP) for URL content filtering and 5
NS \imit a user's ability to connect orohibited
Files imported or exported CDSs und using
. Malicious C: e to detectand
1SM-1288 Antivirus scanning | ™\P1e different scanning engines Functional | Intersects With | 0 - END-04 5
(Anti-Malware) eradicate malicious code.
Filg rted rted CDSs und
iles imported or exporte using - - ,
1SM-1288 Functional | Intersacts With END-04.4 5
Based Detection detection capabilities.
Files imported or exported ©ObSs und) using Mechanisms exist to monitor and control communications at the external
1SM-1288 Functional | Intersects With|  Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network.
Archive files imported or exported via gateways or CDSs are unpacked in order to
. Malicious C: e to detectand
1SM-1289 Archive files undergo content fltering checks. Functional | Intersacts With | "' © END-04 5
(Anti-Malware) eradicate malicious code.
Archive files imported or exported via gateways or CDSs are unpacked in order to - - ,
1SM-1289 Archivefiles undergo content filtering checks. Functional | Intersects With END-04.4 5
Based Detection detection capabilities.
Archive fil ted rtod via gats cDs: Ked in ordert tto monitor and control the external
1SM-1289 Archive files rehive files imported or exported via gateways or GD3s are unpacked in arder ta Functional | Intersects With | Boundary Protection NET-03 or ) e 5
undereo network boundary and at kev within the network.
Archive files are unpacked in a controlled manner to ensure content filter
Malicious G e to detectand
1SM-1290 Archivefiles availability s not affec Functional | Intersects With END-04 5
(Anti-Malware) eradicate malicious code.
Encrypted fil rted rted via gat CDSs are decrypted in order
norypted files imported or exported via gateways or CDSs are decrypted in order to [ - o dotootand
1SM-1263 Encrypted files undergo content filtering checks. Functional | Intersects With END-04 5
(Anti-Malware) eradicate malicious code.
Encrypted fil rted ted via gat CDSs are decrypted in order Heuristic/ o 7
1SM-1263 Encrypted fles norvpted files imported or exported via gateways or CDSs are decrypted n ofderto] - g crional | intersects with | 41 END-04.4 © 5
undereo i Based Detection detection capabilities.
Encrypted fil rted ted via gat CDSs are decrypted in order
norvpted files imported or exported via gateways or GDSs are decrypted in order to Mechanisms exist to monitor and control communications at the external
1SM-1263 Encrypted files undergo content filtering checks. Functional | Intersects With|  Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network.
Encrypted files imported or exported via gateways or CDSs are decrypted in order to Mechanisms exist to force Internet-bound network traffic through a proxy
1SM-1263 Encrypted files undergo content filtering checks. Functional | Intersects With| DNS& ContentFiltering |  NET-18  [device (e.g. Policy Enforcement Point (PEP) for URL content filtering and 5
DN filtering to limit a user's bilitv to connect. orohibited
Data transfer logs for systems are partially verlfied at least monthly.
Monitoring dat tand e
1SM-1294 lonitoring data Import an Functional SubsetOf | ContinuousMonitoring | MON-01 © 10
export monitoring controls.
1208 Monitoring data importand | Data transfer logs for systems are partially verified at least monthy. motorat | imoresctowin | AnabzeandPrioritze | oo tto assess nasds for and R
export Monitoring T d
Physical securityis o devices in publ from Physical to o access
Physical access to network
1SM-1296 devices in public areas | PhVsical damage or unauthorised access. Functional | Intersects With [ Physical Access Control [ PES-03 |authorizations for all physical access points (including designated 5
P entrv/exit points) to areas within the facility
Privately-owned mobile :Egi' advice is sought prior o allowing p":"ew'm”"e“ mobile devices and SringYour On 0 Mechanisms exist to implement and govern a Bring Your Own Device
1SM-1297 devices and desktop lesktop computers to access systems or data Functional | Intersects With ””EE:g'D :vv:.a :V"’S AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
computers (BYOD) Usag devices in the workplace.
1207 Privately-owned mobile | Legal advice is sought prior to allowing privately-owned mobile devices and motorat | Subeetor | Comratized Management | “ ™ [ Mechanisms exist to mplement and govern Mobils Device Management o
devices to access svstems or data. Of Mobile Devices (MDM) controls.
1207 Privately-owned mobile | Legal advice is sought prior to allowing privately-owned mobile devices and motonat | 1mtorsscte v | Poreonatly-Owned Mobite [ 0 o restrict  mobile R
devices to acoess svstems or data. Devices devices T
Personnel are advised of privacy and security isks when travelling overseas with Mechanisms exist to issue personnel travelling overseas with temporary,
lsh1z0g | BeTOre travelling overseas with | mobile dovices. Functional | Intorsects With|  Travel.Only Dovices a2 | 0aner or “ravel-only” end user technology (e.g. laptops and mobile .
mobile devices travelling higher-than
average risk for Intellectual Property (IP)theft or espionage against
Personnel are advised to take the following precautions when using mobile Mechanisms exist to issue personnel travelling overseas with temporary,
1SM-1299 Personnel awareness | 2Y1°°t Functional | Intersects With [ Travel-Only Devices AsT24 | \0aner or travel-only” end user technology (e.8, (aptops and mobile 5
« never leave mobile devices of removable media unattended, including by placing avelling higher-than
them in checkedk-in lugeage ar leaving them in hotel safes avarave risk for Intallectunl Pronerty (IP) theft or esnionage against
from with . personnel take the Mechanisms exist to issue personnel travelling overseas with temporary,
After travelli th : ¢ “travel-only" end user technology (e.g.,Laptops and mobil
JsM1300 or travelling overseas with [following actions: Functional | Intorsects With|  Travel.Only Dovices a2 | 0aner or "ravel-only” nd user technology (e.g. laptops and mobile R
« sanitise and reset , including all avelling t higher-than
. : that lofttheir their travel average risk for Intellectual Property (IP) theft or espionage against
[ from with , personnel take the. istto re-image end user & laptops and
After travelli Rel Devices Aft
1SM-1300 er travelling overseas following actions: Functional | Intersects With | F°"MPBNEDEVIceATter | qr o6 ” to 5
mobile devices Travel
 sanitise and reset including all country with a higherth riskcfor coperty (IP) theft
ttor tavotling oversons with | from with , personnel take the istto sanit; media with the strength and integrity
1SM-1300 mobnfdemes following actions: Functional | Intersects With | System Media Sanitization |  DCH-09 ith 5
 sanitise and reset including all orior to disposal. release out of control or release for
Default user accounts and | Defaultuser accounts or credentials for network devices, including for any pre- - angod as parto]
1SM-1304 credentials for network accounts, are changed, disabled or removed duringnitial setup. | Functional | Intersects With | Default Authenticators | 1AC-10.8 P 5
account creation or system installation.
devices
SNMP version 1 and SNMP version 2 are not used on networks.
Using the Simple Network t to provide
1SM-1311 sing the Simple Networl Functional | Intersects With | Lea: CFG-03 specificall restricting the use of ports, 5
Management Protocol
protocols, and/or services.
All default SNMP community strings on network devices are changed and write
access is disabled.
to provide
Using the Simple Network
1SM-1312 sing the Simple Networl Functional | Intersects With | Lea: CFG-03 i D restricting the use of ports, 5
Management Protocol
protocols, and/or services.
Allwireless devices are Wi-Fi Alliance certfied.
Wireless Access o protect and
1SM-1314 Choosing wireless devices Functional | Interssots With CRY-07  [networking i and strong 5
Encryption encryption.
Allwireless devices are Wi-Fi Alliance certfied.
Limit Network tto limit the number of twork
1SM-1314 Choosing wireless devices Functional | Intersects With fmit Networl NET-03.1 ., and/or Services 5
Connections
(TARS).
Allwireless devices are Wi-Fi Alliance certfied. exist to control ireless usage and monitor for
unauthorized wireless access.
1SM-1314 Choosing wireless devices Functional | IntersectsWith|  Wireless Networking |  NET-15 5
The interface on wirel ts s disabled for wireless exist to control ireless usage and monitor for
Administrative interfaces for )
1SM-1315 network connections. Functional | Intersects With|  Wireless Networking | NET-15  [unauthorized wireless access. 5
wireless access points
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Relationship Control Description Relationship
Default SSIDs of wireless access points are changed. . baseline
Secure Baseline
1SM-1316 Default setings Functional | Intersects With CFG-02 for Technol , Servic 5
Configurations
(TARS) that svstem hardening
Default SSIDs of wireless access points are changed. st to controt sage and montor for
1SM-1316 Default settings Functional [ Intersects With | Wireless Networking NET-15 " & 5
unauthorized wireless access.
SS1Ds of non-pi twork t an Mechanisms exist to control authorized wireless usage and monitor for
1SM-1317 Default settings organisation, the location of their premises or the functionality of wireless Functional [ Intersects With | Wireless Networking NET-15  [unauthorized wireless access. 5
networks.
ssiD is not disabled on wirel ' Socuro Basetine . baseline
1SM-1318 Default sottings Functional | Intersacts With CFG-02 Technol , Servio 5
Configurations
(TAAS) that are consistent with industry-accepted svstem hardening
SSID broadoast tdisabled I s. tto control i d monitor for
1SM-1318 Default sottings roadcasting s not disabled on wireless access points. Functional [ Intersects With | Wireless Networking NET-15 et to conr usage andmonitor for 5
e Stato dcraseing Static addressing is not used for assigning IP addresses on wireless networks. motonat | imorssctown | Secure Basetine Cro.0p | Mechanisms exist o develop, document and maintain secure baseline R
for Technology Services
Static addressing is not used for assigning IP addresses on wireless networks.
tto control i @ monitor for
1SM-1319 Static addressing Functional | Intersects With |  Wireless Networking NET-15 ©ristto contr usage andmonitor for 5
Unauthorized wireless access.
w1azo | Meda Access Contraladdress [MAC sddress fitering s not used to restictwhich devices can comnecttowieless | ¢ oo [ T L [ to control Usage and monitor for R
fittering networks.
802.1% EAP-TLS, using X . is used for mutual Socuro Basetine Mechanisms exist to develop, docurment and maintain secure baseling
1SM-1321 8021 authentication |authentication; with all other EAP methods disabled on supplicants and Functional | Intersects With PSR CFG-02 Technol y Servio 5
servers. ¢ (TAAS) that are consistent with industry-accepted svstem hardening
802.1% EAP-TLS, using X . is used for mutual
ith axist to control ireless usage and monitor for
1SM-1521 802.1X authentication allother EAP methods disebled on supplicants and Functional | Intersects With | Wireless Networking |  NET-15 © 5
authentication servers Unauthorized wireless access.
a2 Evaluation of 802.1X | Evaluated supplicants, authenicators, wireless access points and authentication | ¢ T T [ to control Usage and monitor for R
servers are used in wireless networks.
Certficates are required for devices and users accessing wireless networks.
Generating and tto control i @ monitor for
1SM-1523 enerating and issuing Functional | Intersects With|  Wireless Networking NET-15 ©ristto contr usage andmonitor for 5
certificates for authentication Unauthorized wireless access.
Generating and Certficat (uated hard tto control i @ monitor for
P eneratingandissuing | Certificates are an evaluate ardware Fumctionat | mtorsocta Wit | Wiretoss Notworking [ oxist to contr Usage and monitor for R
certificates for security module.
Generating and issuing | Certificates are and physical Is, encryption, and axist to control ireless usage and monitor for
1SM-1527 ® ® . P b Functional | Intersects With|  Wireless Networking NET-15 & 5
certificates for user
The PMK caching period is not set to greater than 1440 minutes (24 hours).
Gaching 802.1X authentication Mechanisms exist to control authorized wireless usage and monitor for
1SM-1830 ® Functional [ Intersects With | Wireless Networking NET-15 & 5
outcomes
WPAS-Enterprise 192-bit mode is used to protect the confidentiality and integrity of Wirel 1o protect intogrity of wireless
Confidentiality and integrity of P P v ey o ey
1SM-1332 all wireless network traffic. Functional | IntersectsWith|  Authentication & CRY-07 | networking technologies by implementing authentication and strong 5
wireless network traffic
Encrvotion encryption.
Wireless networks implement P from
Interference batween wircless Mechanisms exist to control authorized wireless usage and monitor for
1SM-1334 networks. Functional [ IntersectsWith|  Wireless Networking | NET-15 & 5
networks unauthorized wireless access.
Wireless access points enable the use of the 802.11w amendment to protect exist to control Usage and monitor for
1SM-1835 management fr Functional [ IntersectsWith |  Wireless Networking | NET-15 |unauthorized wireless access. 5
frames on wireless networks
Instead of deploying a small number of wireless access points that broadcast on N -
1SM-1338 Wireless network footprint | high power, a greater number of wireless access points that use less broadcast Functional | IntersectsWith|  Wireless Boundaries | NET-15.4 5
controlled boundariss.
r to achieve the desired footorint for twork
Host-based intrusion | A HIPS or EDR solution is implemented on workstations. Host Intrusion Detection Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
1SM-1341 detection and response Functional | Intersects With | and Prevention Systems | END-07  [Systems (HIDS/ HIPS), or similar technologies, to monitor for and protect 5
solution (HIDS/ HIPS) asainst anomalous host activitv. includin ateral movement across the
A Geveloped, d maintained. Mech tto restrict ble med o th da:
1SM-1359 maintaine: Functional | Intersacts With | Removable Media Security|  DCH-12 [ 10han!sms existto restrict removable media i accordance with data 5
policy handiing and
Security Construction and Equipment C: pproved equipment or ASIO-
Mechanisms exist to securely dispose of media when itis no longer
1SM-1361 Media destruction equipment |approved equipment is used when destroying media. Functional | Intersects With | Physical Media Disposal | DCH-08  dispe e 5
required, using formal procedures.
1968 Using Virtual Local Area | Network devices managing VLANS terminate VLANS belonging o aifferentsecurty | o |~ " Virtual Local Area Network| "™ [ Mechanisms exist o enable Virtual Local Area Networks (VLANS) o Umit R
Networks domains on network interface: the ability of devices on a network to other
a6 Maintaining mobile device _[Securty updates are applied to mobile devices as soon as they become avatapte. | LT[ oot T S T tto manage business risk with permitting R
seourity resour
Security updates are applied to mobile devices as soon as they become available.
o136 Maintaining mobile device runctionat | subsetor | Comratized Management | | Mechanisms exist to implement and govern Mobils Device Management o
security Of Mobile Devices (MDM) controls.
'AES-GCM is used for encryption of TLS connestions.
Configuring Transport L T i c to protect th da
1SM-1369 onfiguring Transpart Layer Functional | Intersects With ransmission CRY-03 0 protectthe ara 5
Security Confidentiality being transmitted.
\vaaro | ComiuringTransport Layer [Only isusedfor 1S runctional | imtorssctawith Transmission v | to protect the data R
Security being transmitted
\Maays | ComiEuring Transport Layer | DH or ECDH i used for key establishment ofTLS conmections. runctional | intorssctawith Transmission v | to protect the data R
Security c being transmitted
‘Anonymous DH is not used for TLS connections.
Configuring Transport L T i c to protect th da
1SM-1373 onfiguring Transpart Layer Functional | Intersects With ransmission CRY-03 0 protectthe ara 5
Security Confidentiality being transmitted.
\Svava | ComEUrngTransport Layer [SHA-2-based certfcates are used for TLS conections. runctional | imtorssctawith Transmission v | to protect the data R
Security c being transmitted
\Maars | ComiEUringTransport Layer [SHA-2 5 used fo the Hash-based Message Authentication Gode (HMAC) and runctional | imtorssctawith Transmission PR [© to protect the data R
Security function (PRF for TL c being transmitted
s | SePa privieged and unpriviteged operating environments. | [ T - T System aora6 tt0 develop, implement R ™ o e
Processes processes. with Operating
s | SePe privieged and unprivieged operating environments. | [ T - 1T priviged t note t o restrict and control privileged access rights for R ™ o e
Management (PAM) users and Tech . Services (TAAS).
Separate rivileged and unprivileged operating environments. to of lowing ont
1SM-1380 P privitegs privileged operating Functional | Intersects With Least Privilege IAC-21 v 5 ML ML2 ML3
thorized to processes necessarv lish assitned tasks
‘Administrative infrastruct ted from the wider network and the internet. Syst tt0 develop, implement
ISM-1385 | Administrative infrastructure [A4MSRHVe Infastiucture s segregated from the wider network and theintemet:| - g ional | intersects with | /'™ AST-26 o develo. 5
Processes orocesses. with Operating
‘Administrative infrastruct ted from the wider network and the internet. tto conduct
ISM-1385 | Administrative infrastructure [/ "SRV nfrastiucture s segregated from the wider network and the Intemet:| - ¢, cional | intersects With Jump Server Ast-27 © conduc 5
mp box” or "lump server” in a separate network zon
from the wi d the internet. Cloud o o v
ISM-1385 | Administrative infrastructure rom the wider ¢InMeMet | Functional | Intersects With o cLp-03 dedicated 5
Security Subnet subnet.
from the wider d the internet. o toisolate
Security M t tools and t ts from other internal syst
ISM-1385 | Administrative infrastructure Functional | Intersects Wit | S°U"Y Management | - ye. oq - |security tools and support components from other internal system 5
Subnets e menaged
interfaces to other fthe svstem.
from the wi d the internet. Segregation i t lated
ISM-1385 | Administrative infrastructure rom the wider ©INEME ] Functional | Intersects With egregation From NET-06.4 © regulare 5
) ) from corporate-provided I resources by broviding
Network n from
ool car o Data Flo tto implement and govern Access Control Lists (AGLS)
ISM-1386 | Administrative infrastructure Functional | Intersects With | Access Control Lists NET04 [0 that expl networktraffic to 5
only what is authorized.
are conducted through
via
ISM-1387 | Administrative infrastructure Functional | Intersscts With Jump Server AST-27  [a"jump box” or *jump server" that s located in a separate network zone 5 ML2 M3
to user workstations.
Executable fil D: in
eoutablefles imp c! ? Detonation Chambers Mechanisms exist to utilize a detonation chamber capability to detect
ISM-1389 | Automated dynamic analysis |sandbox to detect any suspicious behaviour. Functional | Interssots With 1RO-15 5
(sandboxes) and/or block d email
Executable fil D: in Mechanisms exist to monitor and control communications at the external
1SM-1389 Automated dynamic analysis | =XecUtable fites imp: c 2 Functional | Intersects With |  Boundary Protection NET-03 5
sandbox to detect anv susnicious behaviour. network boundary and at kev internal boundaries within the network
When implementing application control using path rules, only approved users can o provide
1SM-1392 Application control modify approved files and write to approved folders. Functional | Intersects With |  Lea: CFG-03 specificall restricting the use of ports, 5
protocols, and/or services.
When implementing application control using path rules, only approved users can
modify approved files and write to approved folders. Configuration | Automated mechanisms exist to monitor, enforce and report on
1sM-1362 Application control Functional | Interssots With cFG-06 " 5
v
When implementing application control using path rules, only approved users can gty Asurance & (Automated mechanisms exist to identify unathorized deviations from an
1SM-1382 Application control modify approved files and write to approved folders. Functional | Intersects With ety CFG-06.1 [approved baseline and to 5
Enforcement (IAE)
remediate the change.
When implementing application control using path rules, only approved users can tto ptof . allowing only
1SM-1392 Application control | modify approved files and write to approved folders. Functional | Intersects With Least Privilege 1AC21  |authorized y lish assigned task 5
business functions.
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Contractual security |Service providers, including any subcontractors, provide an appropriate level of ThirParty Contract toreq r applicable
1SM-1395 requirements with service | protection for any data entrusted to them or their services. Functional | Intersects With o TPM-05  [security, compl d hird-parties, 5
oroviders o reflecting 's needs to protect ts
Privately-owned mobile | Personnel i d mobile devices or t , mobile
Personally-Owned Mobile
1sM-1400 devices and desktop | OFFIGIAL: Sensitive or PROTECTED systems or data have enforced separation of | Functional | Intersects With e MDM-06 | devices Technol ’ d 5
computers da Services TAAS).
Multi-factor authentication uses either: something users have and something users ot pactor (Automated mechanisms exist to enforce Mult-Factor Authentication
1sM-1401 Multi-factor authentication | know, or something users have that is unlocked by something users knowor are. | Functional | Intersects With 1AC-06  |(MFA)for: 5 MLt M2 M3
Authentication (MFA)
(1) Remote network
Cradentials stored on syst tected b d +ahard 1o protect i
1SM-1402 Protecting credentials | 1o o215 Stored on systems are protected by s password manager; ahardware | g nogongl | jntersaots With 1AC-105 o pr ° 5
security module: or by salting. hashing and bofore storage within a sensitvity o the information to which use of th permits
User accounts, except for break glass accounts, are locked out after a maximum of Mechanisms exist to enforce a imit for conseoutive invalid login
1SM-1403 User account lockouts | five failed logon attempts Functional | Intersects With | Account Lockout 1AC-22  [attempts by a user during time period and 5
number of
Unprivileged access their disabled after 45 days of
Suspension of access to . Automated t ts after an
1SM-1404 uspenst inactivty. Functional | Intersacts With | Disable Inactive Accounts | 1AC-15.3 5
systems d time period.
o A centralised event logging faciliy is implemented. R o anager (SEM, or
1SM-1405 ralised eventlogging Functional | Intersacts ith | <7 ! MON-02 | similar automated tool, to support the centralized collection of security- 5
facility Security Event Logs
related event logs.
ndord Oporatin SOEs are used for workstations and servers. Socuro Basetine . document and baseline
1SM-1406 perating Functional | Intersacts With CFG-02 Technol , Servio 5
Environments Configurations
(TARS) that svstem hardening
The latest releass, or the previous release, of operating systems are used.
Mechanisms exist to develop, document and maintain secure baseline
Operating system releases and Secure Baseline for Technol Servic
1SM-1407 perating system Functional | Intersacts With " ! CFG-02 o 5 M3
versions Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Operating systom retomsgs ana| T (25t elease, or e previous elease, of operating systors are used. 10 review and up:
1SM-1407 perating :ersmns Functional | IntersectsWith | Reviews & Updates CFG-021 |(1) Atleastannually; 5 ML3
2)When
Where supported, 64-bit versions of operating systems are used. Mechanisms exist to develop, document and maintain secure baseline
o Secure Baseline for Technol
1SM-1408 Functional | Intersects With ) ! CFG-02 Servic 5
versions Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
‘1409 | Herdeningoperatingsystem |Operating systems are hardened using ASD and vendor hardening guidance, wit | LTI o 01T Seoure Baseline oro.0p | Mechanisms exist o develop, document and maintain secure bassline R
th taking Senvices
ordoning usor aptioation|YeP Browsers are ASD and vendor with the meunported Intermet o allow only approved Internet b d email
1SM-1412 ¢ PP most taking p Functional | Intersects With PP CFG-04.2 | clients to run on systems. 5 ML2 ML3
configurations Browsers & Email Clients
A software firewall a P © frware, or a similar
1SM-1416 Software firewall and toan setof Functional | Intersects With | Software Firewall END-05  [eCnOlo8Y, on all endpoint devices, where technically feasible. 5
and services.
An lication is a :
. ' e to detectand
‘o117 Antvirus application signature-based detection functionality enabled and set to a high level Functional | intorsects with o0 o 0 detect ant .
+ heuristic-based detection functionality enabled and set to a high level (Anti-Malware) eradicate malicious code.
« ranuttation rati nabled
An lication is a :
. ' Heuristic / e /
‘o117 Antvirus application signature-based detection functionality enabled and set to a high level Functionat | intersects witn | Feuriste ND-0ss o .
+ heuristic-based detection functionality enabled and set to a high level Based Detection detection capabiliies.
« ranuttation rati nabled
If there is no business reading from aa Mechanisms exist to develop, document and maintain secure baseline
uch trot Secure Basell s
1SM-1418 Device access control the use of applicationor | g1 ctional | Intersects With ocure Baseline CFG-02 erve 5
by disabling external communication interfaces. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
fthere is no business reading from dd Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
ho use of trol appll Host ntrusion Detection Systems (HIDS / HIPS), lar technologies, to monitor for and protect
1SM-1418 Device access control | " the use o PPUCANONOT | Eyncrional | Interseots With | and Prevention Systems |  END-07  [/5°™® - or simitar technolgles, to monitor for and protect 5
by disabling external communication interfaces. 08 vty against anomalous host activity, including lateral movement across the
network.
testing, staging | D nd 9 Iy tak based
1SM-1419 testing, staging o es Functional | Intersects With DA06 on 5
and production o Practices ractices (SSDP).
Development, testing, stagin nd of Iy takes Secure D tto maintain a network to
1sM-1419 pment, teSting, S1EEINE | i onments. Functional | Intersects With TOA-07 5
and production environments
Data from production notusedin Mechanisms exist to approve, document and control the use of ive data
unless the non-production environment is secured to at least the same level as the in development and test environments.
production environment.
Development, testing, st .
1SM-1420 evelopment, testing, staging Functional | Intersects With Use of Live Data A0 5
and production environments
f tothe Tor software is prevented.
oM42 Authoritative source for Functionat | intorsects with | 4055510 1oA20 istto limit resident within R
software Code software libraries.
. ‘ :o;zem—iecumyr?uhcy, P Trnstr Pt Strict Transport fecumy and Mochaniems axit 1o ansure web applications rplomant Content.
1SM-1424 e securlty policy response | X-Frame-Options are specified by web server software via security policy in Functional [ Intersects With | Web Browser Security | WEB-12 |Security-Policy, HSTS and X-Frame-Options response headers to protect 5
headers response headers
both the web application and is users.
Gateways perform ingress traffic filtering to detect and prevent IP source address.
Mech istto monitor and control tions at the external
1SM-1427 Implementing gateways | PO Functional | Intersects With | Boundary Protection NET-03 || echanisms existto monitor and control communications at the external 5
network boundary and at key internal boundaries within the network
T’ ledonall
\s1azg | UsinE Internet Protocol version Untess expliitly required, g is disabledon o Functional | subsetof | Network Security Controls |+ | Mechanisms exist to develop, govern & update procedures to faciltate o
(NSC) the implementation of Network Security Controls (NSC).
1Pv6 tunnelling is blocks twork security appll texternally-connect
Using Internet Protocol version| ' 14""eUINg s blocked by network security appliances at externally-connected : Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate
1sM-1429 network boundaries. Functional | Subset Of NET-01 10
(NSC) the implementation of Network Security Controls (NSC).
o ic Host
Using Internet Protocol version assigned S with Dynamic Hos! ) Network Security Controls ist to develop, govern & tofacilitate
1SM-1430 Configuration Protocol version 6 i a stateful manner with lease data stored n a Functional | SubsetOf NET-01 10
(NSC) the implementation of Network Security Controls (NSC).
gt Denial-of-service attack | Denial-of-service attack mitigation strategies are discussed with cloud service omotiorat | imtoresete vt | DemiatofService (D8] | | " " [Automated mechanisms exist o protect againstor mit th effects of R
mitigation strategies | oroviders. secifically: Protection denial of tack
Deniatof sonioe attage | POTAIN NaMes for online services are protected viaregistrar ocking and ‘Mechanisms exist to lock the domain name registrar to prevent a denial
1sM-1432 o s |confirming that domain registation detals are correct. Functional | Intersects With | Domain Registrar Security | NET-10.4 |of service caused by unauthorized deletion, transfer or other 5
® ® i i 2 domain's resistration details.
Lonti - " that
Denial-of-senvice attack | C"o ontine other more § Denial of Service (DoS) | Automated mechanisms exist to protect against or limit the effects of
1SM-1436 likely to be targeted as part of denial-of-service attacks. Functional | Intersscts With NET-02.1 5
mitigation strategies Protection denial of service attacks.
Coua T m ot
1SM-1437 online [Ci Functional |  Subset Of Cloud Services cLp-o1 ° 10
services controls to ensure cloud inst intine
e Using content delivery | Where a high avalabiliy equirement exist for website hosting, CONs thatcache | ([~~~ * 1" Side Channel Attaok | 0| Mechanisms exist to prevent "sce channel attacks" when using a R
networks websites are used Prevention Content Delivery Network (CDN) by access to the origin
Using contontdelivery |/ USMECONS. ngthe IP ofweb severs under s ] e Ghamnel Attack Mechanisms exist to prevent "side channel attacks" when using a
1SM-1439 e control (referred to as origin servers) is avoided and access to the origin serversis | Functional | Intersects With piibon CLD-12  [Content Delivery Network (CDN) by restriting access to the origin 5
restricted to the CDNs and authorised networks. server's IP address to the CDN and an authorized network,
When from NIST SP 800-18615
used.
Using Ellptic C: Use of Cryptograph
1SM-1446 sing Elliptic Curve Functional | SubsetOf 'se of Cryptographic CRY-01 using known public standards and trusted 10
Cryptography Controls
cryptographic technologies.
Configuring Transport Layer | "1¢" USing DH or ECDH for s Transmission c to protectthe data
1sM-1428 veriantis used. Functional | Interssots With CRY-03 5
Security Confidentiality being transmitted.
. Public ke T Iy implement an internal Public K
IsM-1449 | Authentication mechanisms [ apassword or akey encryption key. Functional | Intersscts with | ©%® CRY-08 © securely implement an internal Public Key 5
) obtain PKI services from a reputable
headsets and USB hand d web notused oronnone & e Mechanisms exist to configure assets to prohibit the use of endpoint-
ISM-1450 | Microphones and webcams _[with non-TOP SECRET workstations in TOP SECRET areas. Functional | Intersects With S, AsT-22  [based d where sensitive 5
and/or regulated information is disoussed.
Secure Controls Framework (SCF) 200143
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Contractuatsecurity | P "“’a‘a:"" ts for 0 protect sensit regulated data that s
1SM-1451 requirements with service | °"V1°% PrOVIders Functional | Intersects With | Sensitive / Regulated Data | 140-03.2 [ collected, developed, received, transmitted, used or stored in support of 5
providers InSupport of Contracts the performance of a contract.
N ttoreq for applicable
Contactustsecurty 7% mdata:m h Third-Party Contract securit ! o e
1SM-1451 requirements with service | %1179 PrOVIders Functional | Intersects With o-party TPM-05 i g 5
e Requirements reflecting the organization's needs to protect its Technology Assets,
s Data (TAASDL.
Tisk for suppliers of operating systems,
Gyber supply chain risk Supply Chain Risk tto periodically risks associated
1SM-1452 yoer supply applications, T equipment, OT equipment and services in order to assess the Functional | Intersects With i RSK-00.1 P v 5
management activities Assessment with Technol y m
impact to a svstem's seourity risk profile.
a2 Gyber supp! risk | Asupply chain isk for suppliers of operating systems, motonat | imtorsecto vt | TTe-Party Criticatiy | C" ™ [ Mechanisms exist o identy, priortze and assess suppliers and partners R
tivtie IT eauipment. O eauibment and services in order to assess the of crical Technol usinga
A supply chain isk assessment s performed for suppliers of operating systems, Mechanisms exist to:
Cyber supply chain risk i P PP perating sys Supply Chain Risk
1SM-1452 applications, IT equipment, OT equipment and services in order to assess the Functional | Intersects With M3 (1) tisks and threats Technology Assets, 5
management activities Management (SCRM)
impact to a svstem's seourity risk profile. s:and
Configuring Transport Layer |1t usedforTLs Transmission N foprotect the data
1SM-1453 fBurine Transport Lays Functional | Intersects With CRY-03 |beingtransmitted. 5
Security Confidentiality
c between d & RADIUS server to control Usage and monitor for
Remote Authentication Dial-| v i '
|SMotass | Femote Authentication DialIn ith an adtional layer of encryption using RADIUS over Internet rotocot Securty | ¢ oo e b umauthorized wireless access s
User or RADIUS over Transport L uri
Evaluated peripheral for b ECRET and
o faclitate an IT. to
1SM-1457 Using peripheral switches |10 SECRET systems, or between SECRET or TOP SECRET systems belonging to Functional | Subset Of Asset Governance AST-01 10
different . plete a high implement and manage asset management controls.
Functional separation between| o U5I"82 meehanism to share a physical server's Mechanisms exist to utilize virtualization techniques to support the
1SM-1460 " hardware, the isolation mechanism is from a vendor that has demonstrated a Functional | Intersects With | Virtualization Techniques | SEA-13.1 “ oP 5
computing environments of a diversity of d
to Secure b Desien and Seoure by D d practices.
to share a physical server’
e When uainga o ; fmecm;msdm e arers Valnerabity & pateh o e
tofacilitate monitoriny
1SM-1460 theisolation mechanism s from avendor that has demonstrated a Funtional |  SubsetOf | ManagementProgram | - VPM-01 ® 10
computing environments | commitment to Secure by Design and Secure by Default principles and practices, o, ulnerability management controls.
including d eith
When using a mechanism to share a physical server's
Functional separation between | "2r"2re for SEGRET or TOP SECRET computing environments, the physical server Mechanisms exist to utilize virtualization techniques to support the
1SM-1461 andall fth dbelongtothe | Functional | Intersects With | Virtualization Techniques | SEA-13.1 5
computing environments of a diversity of d
same security domain.
a7 Uver appticationrlaasgs |11 et release of ofice productiitysutes, web browsers and their extensions, | ¢ T T JPvi0a1 | Mechanisms exist o nstallthe latest stable version of any software R
email lient: and seourity used. and/or security-related updates on all
The latest release of office productiviy suites, web bi d their ext :
© latest release of office productivty suites, web browsers and thelr extensions. Automated Software & Automated mechanisms exist to install the latest stable versions of
1SM-1467 User application releases  [amail clients, PDF applications, and security products are used. Functional | Intersects With VPM-05.4 5
Firmware Updates 2 P
Unneeded d office p web
a0 Hardening user application |browsers, email clients, d security Functional | intersectswitn| _ Uneupportedintemet [ 10 allow only approved Internet b d email .
configurations removed. Browsers & Email Clients clients to run on systems.
When implementing application control using publisher certificate rules, publisher
names and product names are used
Configurat Automated mech: tto monitor, enforce and report
1SM-1471 Application control Functional | Intersacts With onfiguration CFG.0p  |AutOMated mechanisms exist to monftor, enforce and report on 5
endpoint devices.
When implementing application control using publisher certificate rules, publisher
names and product names are used ety A N Automated mechanisms exist to identify unauthorized deviations from an
ntegrity Assurance
1SM-1471 Application control Functional | Intersects With | "goe oo 4 CFG-06.1 [approved baseline and implement automated resiliency actions to 5
(A8 remediate the unauthorized change.
. mh The CISO oversees their oyver g andns s 1o establish, d policies,
verseeing the cyber securi jber y policy, ,regula
1SM-1478 8 the o v P i standards, Functional | Intersects With | Compliance &Resilience | GOV-02  |standards and procedures necessary for secure, compliant and resilient 8
program legistation s
Functional separat th tthe network and fl n to provid
IsM-1a79  [FUnctionatseparation minimise other servers atthe newwork and file Functional | IntersectsWith | Least Functionality CFG-03 o provide 5
servers sstem level. pecifically restricting the use of ports.
Evaluated peripheral switches used for b ECRET or ttofaciltate an IT to
1SM-1480 Using peripheral switches perip Functional | Subset Of Asset Governance AST-01 10
TOP SECRET any non-SECRET or TOP SECRET mplement and N controls.
o Personnel to tto restrict 4, mobile
Personally-Owned Mobil
1SM-1482 devices and desktop data classified dataand | Functional | Intersects with | 7 *" ¥ PHTeT O | 06 | devices Technol y d 5
computers bersonal dat: Services (TAAS).
The latest release of ” Mech t10 install the latest stabl Fany softw:
1SM-1483 Server application releases | |* ° Functional | IntersectsWith|  Stable Versions VPM.04.1 | eCnaNISMS existto nstall the latest stable version of any software 5
and/or security-related updates on all
Hordomig aaor apatioation|YeP BIOWSers do 10t process web advertisements from the internet menported intermet Mechanisms exist to allow only approved Interet browsers and email
1SM-1485 ¢ PP Functional | Intersects With PP CFG-04.2 | clients to run on systems. 5 ML ML2 M3
configurations Browsers & Emal Clients
Hardening user application | /22 OrOWsers do not process Java from the internet. Unsupported Internet to allow Internet b d email
1SM-1486 ' user app Functional | Intersects With PP CFG-04.2 PP 5 ML ML2 ML3
configurations Browsers & Email Clients clients to run on systems
Only p ble for Miorosoft t to provide
1SM-1487 Microsoft Office macros | free of malicious code can write to and modify content within Trusted Locations. | Functional | Intersects With [ Least Functionality CFG-03  |capabilites by sp: g the use of ports, 5 M3
orotocols. and/or services.
Microsoft Office macros in files originating from the internet are blocked to provide,
1SM-1488 Microsoft Office macros Functional | IntersectsWith | Least Functionality CFG-03  |capabilites by sp: g the use of ports, 5 MLt ML2 M3
orotocols. and/or services.
Microsoft Office macro security settings cannot be changed by users. to provide,
1SM-1489 Microsoft Office macros Functional | Interseots With | Least Functionality CFG-03 p g the use of ports, 5 MLt ML2 M3
orotocols. and/or services.
o490 oplcation comrol | PPUeaton contral s implemented on inernet-facing servers motonat | imtorescte it Configuration oro0e |Automated me::hanlsﬂms et monkor anforcsand eportan R o e
for endooint devi
‘Application control is implemented on internet-facing servers. Integrity Assurance & Automated mchanisms exist o identify unauthorized deviations from an
1SM-1490 Application control PP P € Functional | Intersects With ety CFG-06.1 v 5 M2 ML3
1AE) approved basel lement automated resiliency actions to
P Unprivileged from running scriptexecution engines, mcluding: | ¢ T T Secure Baseline or.0p_|Mechanisms exist o develop, document and maintain secure bassline R
. Host (cscriot. weriot.exel for Technology Senvices
Fordoning omorating syetom| OPCTAHNE SYSte exploitprotection functonalt s enabled Socuro Baseline Mechanisms exist to develop, document and maintain secure baseline
1SM-1462 § OPerating sy Functional | Intersacts With cFG-02 for Technol y Senvices 5
configurations Configurations
rars) ith ind d svstem hardening
Software servers, and networked IT c; tto implement and manage a C
1SM-1493 Software register equipment are developed, implemented, maintained and verified on a regular Functional | Intersects With AST-029 Database (CMDB), or similar technology, to monitor and 5
basis. (CMDBI sovern technoloey asset-snecific information.
Software servers, and networked IT Vulnerability & Patch o d monitoring of
1SM-1493 Software register equipment are developed, implemented, maintained and verified on a regular Functional | Subset Of VPM-01 controls. 10
basis. (wpMPI
o ve tworked IT Software &Fi Mech istto conduct softwars patching for all deployed
o108 Softwara rogiter Software servrs. and networked omotorat | imtorescte v | Sottwere & Fimware | " [ Mechanisms exist o conductsoftware patohing for al deploye R
eauipment are develobed. tained and verified on a regular Patching Technology Ass: Services (TAAS). including
Operating supported by vend: Unsupported Technology istto provent Technol y
1SM-1501 Gessation of support Functional | Intersscts With 1 TOA17 Services (TAAS) by: 5 MLt ML2 M3
and/or Services (TAAS) o i replacing TAAS when support for the is
Emails arriving via an external the email Mechanisms exist to force Internet-bound network traffic through a proxy
internal domain, or internal subdomain, are blocked at the email gateway. device (0.8., Point (PEP))for URL and
DN filteringto limit a user's ability to connect to dangerous or prohibited
1SM-1502 Blocking suspicious emails Functional | Intersects With | DNS & ContentFiltering | NET-18 | Mternetsites. 5
isusedto o their s Automated Mult-Factor
their organi Multi-Facts :
1SM-1504 Multi-factor authentication storeor Sensitive | Eunctional | Intersaots With ut-Factor tac-g  |MFAYfr 5 MLt ML2 M3
data Authentication (MFA) (1) Remote network access;
) Thirdtnarty Technolasy Assets
isusedto data reposit Mt Factor (Automated mechanisms exist to enforce Multi-Factor Authentication
1SM-1505 Multi-factor authentication Functional | Intersacts With 1AC-06 |(MFA)for: 5 M3
Authentication (MFA)
(1) Remote network
The use of SSH version 1 s disabled for SSH connections. ramemiosion c top data
1SM-1506 Configuring Secure Shell Functional | Intersects With CRY-03 |being transmitted. 5
Confidentiality
Requests for priviloged access to syst their validated wher orvioged Account Mechanisms exist to restrict and control priviloged access rights for
ISM-1507 | Privileged access to systems |first requested. Functional | Intersects With 1AC-16|users and Technology Assats, Applications and/or Services (TAAS). 5 ML1 M2 M3
Management (PAM)
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Privileged access to systems and their resources is Limited to only what s required
for users and services to undertake their duties.
Privileged t exist t privileged access rights for
ISM-1508 | Privileged access to systems Functional | Intersects With 1AG-16 5 M3
& v Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
Privileged access events are centrally logged. Mechanisms exist to restrict and control privileged access rights for
Privileged Account (TaAS).
ISM-1509 | Privileged access to systems Functional | Intersects With o Iac-e  [Usersand g 5 ML2 ML3
Management (PAM)
A digital preservation policy is developed, implemented and maintained. to retain p of baseline o
support roll back.
Retention Of Previous
1SM-1510 Digital preservation policy Functional | Intersacts With CFG-02.3 5
Configurations
A digital preservation policy is developed, implemented and maintained. Mechanisms exist to retain media and data in accordance with applicable
statutory, regulatory and contractual obligations.
1SM-1510 Digital preservation policy Functional | Intersects With | Media & Data Retention | DCH-18 5
ot Performing and retaining | Backups of data, applications and settings are performed and retained in motonat | imtorsscte Wit Dota Backups oo € backups of data, software and/or R ™ o e
backups business criticality and business continui svstem images. as well as verify the integrity of these backups. to ensure
of data, and backups t ointin Testing for Reliability & axist to routing reliability of the
ISM-1515 | Testing restoration of backups P P Functional | Intersects With e v BCD-11.1 v 5 ML ML2 ML3
time is tested as part of disaster recover exercises. Integrity . as well the data.
Equipment that fred toaf der, with resultant Mechanisms exist to securely dispose of media when itis no longer
1SM-1517 Media destruction methods |- Functional | Intersects With | Physical Media Disposal | DCH-08 v e & 5
varticles than h per particle upon reauired. procedures.
Syst for | syst | d reenin Mechani tto monitor and control co tions at the external
1SM-1520 vstem ystem o Functional | Intersects With|  Boundary Protection NET-03 [ Mechanisms existto montor and sontol communications at he externa 5
gateways and hold an appropriate security clearance. based on the. network boundary and at kev within the network.
CDSs implement protocol breaks at each network layer. c tto implement a Cror (CDS)to
1SM-1521 Separation of data flows  Implement protocol breaks at sach network (ayer. Functional | Intersects With NET-02.3 ross (©0s) 5
(cDs) mitigate the specifi risks of transferring
CDSs implement protocol breaks at each network layer. Mechanisms exist to monitor and control communications at the external
1SM-1521 Separation of data flows s ks v Functional | Intersects With | Boundary Protection NET-03 5
network boundary and at kev within the network.
:DSS \mpdlemem Azdep:nden(secur\wreniorcmgQunanonswr upward and o Mochanisms exist to implament a Cross Domain Solution (6D 0
ross Domain Solution
1SM-1522 Separation of data flows | 1OWWArd network paths. Functional | Intersacts With o NET-02:3 | mitigate the specific security risks of accessing or transferring 5
(€os) information between security domains.
CDSs implement independent security-enforcing functions for upward and
Mechanisms exist to monitor and control communications at the external
1SM-1522 Separation of data flows | downward network paths. Functional | Intersects With|  Boundary Protection NET-03 5
network boundary and at key internal boundaries within the network.
oo ‘ } lAsampleofsecumyrlelevsn(even(s r:la(mgmda(ausnsier ponmes;.semzn at o ochanioms exitto imploment a Cross Domatn Solution (G090
ross tion even urity policies for ross Domain Solution
1SM-1523 oast every assessed against P S101dent)  Eynctional | Intersects With NET-02:3 | mitigate the specific security risks of accessing or transferring 5
logging any operational faiures. (c0s)
information between security domains.
C Used by CDSs to ensure they Mechanisms exist to force Internet-bound network traffic through a proxy
ISM-1524 | Performing content filtering | perform as expected and cannot be bypassed Functional | Intersacts With| DNS& Content Filtering | NET-1 | device (e.g. Pol oint (PEP)) for URL nd 5
DN filtering to limit a user's abilitv to connect. orohibited
yotom oomerspang | Y5t OWRErs register each syster with ts autorising officer. rormaton o socurty
1SM-1525 v P Functional | Subset Of 10-01 4 10
oversight Operations I tand controls
System owners register each system with ts authorising officer. tt0 ensure Technol y d
System ownership and
1SM-1525 e Functional | Interseots With |~ Security Authorization |  1A0-07  [Services (TAAS) are officially authorized prior to “go live" in a production 5
orotocting syetoms amd thop| Y91 OWNSrs ContinuoUsly Moitor the secuity of each systern, and manage Mechanisms exist to compel data and/or process owners to monitor
1SM-1526 i associated cyber threats, securityrisks and controls. Functional [ IntersectsWith | Monitor Controls GOV-155 | Technology Assets, Applications, Services and/or Data (TAASD) under 5
their controlon an onoing basis for applicable threats and risks. as well
System owners continuously monitor the security of each system, and manage n )
Protecting systems and their | > Y v Y & Secure Development Life
1SM-1526 associated cyber threats, securityrisks and controls. Functional | Intersacts With PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) 5
resources Cycle (SDLC) Management
throush formal orocedure
orotocting syetoms amd thor| YS! OWNSrs ContinuoUsly Moior the secuity of each systern, and manage t 1o identify and both internal and
1SM-1526 i associated cyber threats, securityrisks and controls. Functional [ IntersectsWith| Risk Identification RSK-03  [external. 5
Evaluated dbetween s networks and public Mechanisms exist to monitor and control communications at the external
\sM1528 Using rawalls network infrastructure. Functional | Intorsects With|  Boundary Protection NET.0a | network boundary and at key internal boundaries within the network. s
o te cloud af RET and TOP T
1SM-1529 Outsourced cloud services yorprivate o an Functional | Subset Of Cloud Services cLp-o1 © 10
SECRET cloud services. controls to ensure cloud nst inline
o y or private oloud: dfor RET and TOP ot tonnt Mechanisms exist to ensure multi-tenant owned or managed assets
1SM-1529 Outsourced cloud services | SECRET cloud services. Functional | Intersects With it CLD-06 | (physical andvirtual) are designed and governed such that provider and 5
ustomer access emented from other
Classified servers, network devices and cryptographic equipment are secured in
Physical access to servers, fortheir taking the Physical to o accessto
1SM-1630 network devicesand | combination of security zones they reside in Functional | Intersaots With | Access To Critical Systems|  PES-03.4  [critical systems or sensitive and/or regulated data, in addition to the 5
cryptographic equipment physical access controls for the facilly.
VLANS are not used to raffic between networks Mechanisms exist to enable Virtual Local Area Networks (VLANS) to Uit
o153 UsingVirtual Local Area  [and public network infrastructure. Functional | intersects witn | Vitval Local AreaNetwork | o |tho ability of d network to other .
Networks (VLAN) Separation devices on the subnet and limit an attacker's ability to laterally move to
neighboring svstem
osss | Movie A policy is developed, dmantained. | o Tl eor | Comratized Management | “ | Mechanisms exit o implement and govern Mobils Device Management o
policy Of Mobile Devices (MDM) controls.
Somitiomg orimtoreang _|PYITeT 0BoNS I prnters and MFDS are removed and destroyed. Secure Disposal, tto poss of, destroy or
1SM-1534 5P Functional | Intersects With | Destruction or Re-Use of | AST-09 tech d methods to 5
multfunction devices
Eauipment bein from these
Processes, and supporting procedures, e developed, implemented and
Data transfer processes and . PPOrting p . ped, imp! Mechanisms exist to utilize a process to assist users in making
1SM-1535 maintained to prevent AUSTEO, AGAO and REL data in textual and non-textual Functional [ IntersectsWith|  Information Sharing |  DCH-14 5
procedures sharing protected
formats from to unsuitable foreien sustems.
—— ersto databases from soﬂw:rel(halzremmsled by users, and any resulting R o ot Managor (SEM, o
oftware interaction wi . entralized Collection o
1SM-1536 crash o erfor messages, are centrally logge Functional | Intersects With MON-02 | similar automated tool, to support the centralized collection of security- 5
databases Security Event Logs
related event logs.
AU to dat [ istto configure Technol y d
Softwars intoraction with | ALdUeries 1o databases from sof by users, and any o configure
1SM-1536 P, crash or error messages, are centrally logged. Functional [ IntersectsWith | Contentof EventLogs | MON-03 |Services (TAAS) 5
Tor datab including:
dificati Df rticularl antoontent cuane Centralized Collection of t Manager (SIEM), or
1SM-1537 Database event logging. access or modification of particularly important content Functional | Intersects With MON-02 |similar automated tool, to support the centralized collection of security- 5
« addition of new users, especially privileged users Security Event Logs
related event logs.
« ohanges to user roles ar nrivileges
including: Technol y 3
1SM-1537 Database event logging gged, including: Functional | Intersects With | Content of EventLogs | MON-03 5
+ access o f particularly ntent Servioes (TAAS)
for datab gged, including:
. Privileged Functions istto log and review the actions of services
1SM-1537 Database event logging | 200853 ©r modification of particularly important content Functional | Intersects With g MON-03.3 2 5
« addition of new users, especially privileged users Logging with elevated privileges.
« ohanges to user roles r nrivilases
gged, including: records that
1SM-1537 Database event logging | » access or modification of particularly important content Functional | IntersectsWith | DatabaseLogging | MON-03.7 |contain to monitor 5
« addition of new users. esnecially orivilesed users
D based Message | DMARC d for an ’s de tud Domain Name Service Mechanisms exist to ensure Domain Name Service (DNS) resolution is.
1SM-1540 | Authentication, Reporting and [subdomains) such that emails are rejected if they do not pass DMARC checks. Functional [ ntorsects witn | ° TR0 B NET-10 [ designed, and managed to p name / 5
c da uti
DMARG record: foran 'sd wod
subdomains) such that emails are rejected f they do not pass DMARC checks.
Domain-based Message
Mechanisms exist to protect the confidentiality, integrity and availabili
ISM-1540 | Authentication, Reporting and Functional | IntersectsWith | Electronic Messaging |  NET-13 P . nterity v 5
of electronic messaging communications.
Conformance
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DMARC record: foran d ud
such that emails are rejected if they do not pass DMARC checks.
Domain-Based Message
Domain-based Message 2 Mechanisms exist to implement domain signature verification
Authentication Reporting
ISM-1540 | Authentication, Reporting and Functional | Intersects With NET-20.4 to 5
and Conformance
Conformance based M Reporting and C ).
(OMARC)
Microsoft Office is configured to prevent activation of Object Linking and
Embedding packages.
o152 Hardening user application runctionat | imtorsects wi | Unsupportedintemet | - L | Mechanisms exist o alow only approved Internst browsers and el s s s
configurations Browsers & Email Clients clients to run on systems.
An authorised RF and IR device register for SECRET and TOP SECRET areas is
developed, implemented, maintained and verfied on a regular basis.
Bringing radio frequency and axist to control ireless usage and monitor for
1SM-1543 Eing auency Functional [ Intersects With | Wireless Networking NET-15 & 5
infrared devices into facilities Unauthorized wireless access.
Microsoft's recommended application blocklist is implemented.
Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
Explicitly Allow / Deny
1SM-1544 Application control Functional | Intersacts With CFG-03.3 |(denylist/ 5 ML2 M3
Applications
systems.
Microsoft's recommended application blocklistis implemented. Configuration | Automated mechanisms exist to monitor, enforce and report on
1SM-1544 Application control Functional | Intersacts With & CFG-06 " P 5 ML2 M3
endpoint devices.
Microsoft's recommended application blocklist is implemented. [ (Automated mechanisms exist to identify unauthorized deviations from an
1SM-1544 Application control Functional | Intersacts With ey CFG-06.1|approved baseline and implement automated resiliency actions to 5 ML2 M3
Enforcement (IAE)
remediate the change.
Users are they ted oasystemandits
! Identity & Access tto and
1SM-1546 Authenticatingto systems | "*%°"°® Functional |  SubsetOf v 1Ac-01 10
Management 1AM) acoess management controls.
Users are they ted oasystemandits B tto
1SM-1546 Authenticating to systems 4 Functional | Intersacts With 1AC-02 N 5
resources. for th d Audit users and processes acting on
Data backup pre nd supporting y ped, Mechanisms exist to create recurring backups of data, software and/or
Data backup and restoration
1SM-1547 Functional | Intersacts With Data Backups BCD-11  [system images, as well as verify the integrity of these backups, to ensure 5
processes and procedures
the avallability of the data to satisfv Recovery Time O! Osland
Data restoration processes, and supporting data restoration procedures, are Mechanisms exist to create recurring backups of data, software and/or
Data backup and restoration
1SM-1548 developed, implemented and maintained. Functional | Intersects With Data Backups BCD-11  [system images, as well as verify the integrity of these backups, to ensure 5
processes and procedures
the avallability of the data to satisfv Recovery Time O Osland
Amedia olicy is developed, dmamtaned. tto
1SM-1549 Media management policy Functional | Subset Of Data Protection ooror |Teete 10
IT equipment disposal processes, and supporting T equipment disposal Secure Disposal, tto pose of, destroy or
IT equipment disposal e posalp) . pporting I equip P . " Y
1SM-1550 procedures, are developed, implemented and maintained Functional | Intersaots With | Destruction or Re-Use of |  AST-09 tech d methods to 5
processes and procedures
Eauipment bein from
T equipment disposal | IT equipment disposal processes, and supporting IT equipment disposal Mechanisms exist to securely dispose of media when itis no longer
1SM-1550 e P e posalp) . pporting 1T equip P Functional | Intersects With | Physical Media Disposal | DCH-08 v e & 5
brocesses are developed. and maintained required., procedures.
T oquioment managament |7 T €atipment is developed, and maintained t10 ostablish, maintain and policies,
1SM-1551 P oty . Functional SubsetOf | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and resilient 10
‘Allweb application content s offered exclusively using HTTPS. Secure Software o
t ased on
ISM-1552 | Web application interactions Functional | Intersects With | Development Practices | ~TDA-06 5
Development Practices (SSDP).
(ss0P)
‘Allweb application content s offered exclusively using HTTPS.
Mechanisms exist to ensure all web application content s delivered
ISM-1552 | Web application interactions Functional | Intersects With | Secure Web Traffic WEB-10 PP 5
using cryptographic mechanisms (e.g., TLS).
\v1sss | ComMEUTngTransport Layer [ TLS compression s disabled for TLS connactions. runctional | intorssctawith Transmission crros |© to protect data R
Security being transmitted.
If travelling overseas with mobile devices to high or extreme risk countries, Mechanisms exist to issue personnel travelling overseas with temporary.
Before travelling overseas with loaner or "travel-only" end user technology (e.g., laptops and mobile
1SM-1554 ® personnel are: Functional | Intersects With | Travel-Only Devices AsT-24 v 8y (0.6, laptop 5
mobile devices «issued with newly accounts, d removable travelling higher-than
mediia from a nool of aro used - average risk for Intellectual Property (IP) theft or espionage against
Bofore Before with ersonnel Mechanisms exist to issue personnel travelling overseas with temporary,
1SM-1555 P Functional [ Intersects With [ Travel-Only Devices AsT-24 P ® porary 5
mobile devices actions: loaner or "travel-only” end user technology (e.s.. lantops and mobile
if high or extreme fisk Mechanisms exist to issue personnel travelling overseas with temporary,
After travelling overseas ’
1SM-1656 O s countries, personnel take the following additional actions: Functional | Intersects With | Travel-Only Devices AST-24  [loaner or "travel-only” end user technology (e.g.,laptops and mobile 5
« reset credentials used with includine those used for remote devices) when travelline t s with a higher-than
if high or extreme risk Mechanisms exist to re-image end user technology (e.g., laptops and
After travelling overseas with G § Re-Imaging Devices After g e (6., laptop
1SM-1556 o e S countries, personnel take the following additional actions: Functional | Intersects With o AsT-25 to 5
« reset credentials used with includine those used for remote a higher-th riskfor roperty (1P) theft
Passwor for Password-Based ist length
1SM-1557 Password strength asswords used for Functional | Intersects With IAC-10.1 e 5
minimurm of 17 characters trong criteria for password-based
Passwords usin G of words for single-factor authentication are not Password-Based . length
1SM-1558 Password strength asswords using a sequence of words for single-factor authentication are no Functional | Intersects With IAC-10.1 e 5
using: to trong criteria for password-based
Passwords used for multi-factor authentication on non-classified, OFFICIAL:
Sensitive and PROTECTED systems are a minimurm of 6 characters. Automated Mult-Factor
(MFA) for:
(1) Remote network access;
. Multi-Factor
1SM-1559 Password strength Functional | Intersscts With 1AC-06 | (2) Third-party Technol ’ 5
Authentication (MFA)
and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
process sensitive and/or regulated data.
Passwords used for multi-factor authentication on SECRET systems are a (Automated mechanisms exist to enforce Mut-Factor Authentication
minimurm of 8 characters. (MFA) for:
(1) Remote network access;
. Multi-Factor
1SM-1560 Password strength Functional | Interssots With 1AC-06 (2) Third-party Technol y " 5
Authentication (MFA)
and/ or
) to crtical T )
Passwords used for multi-factor authentication on TOP SECRET systems are a Automated Multi-Factor
minimurm of 10 characters (MFA) for:
Multi-Factor ;
1SM-1561 Password strength Functional | Intersects With Iac-os | (1) Remote network access; 5
Authentication (MFA) (2) Third-party Technol ’
and/ or
(81 Non.cansnle arrass to criical TAAS that store_transmit and/ar
Video conferencing and IP telephony infrastructure is hardened. t id ic)
capabilities on endpoint devices and i designated conference rooms, to
Video conferencing and Voo
ISM-1562 | Interet Protocol telephony Functional | Interssots With AST-20 5
(VTC) Security
infrastructure hardening
d|Video and P telephon hardened. . baseline
Secure Baseline
ISM-1562 | Internet Protocol telephony Functional | Interssots With CFG-02 Technol ! Servic 5
Configurations
(TAAS) that sustem hardening
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Video conferencing and IP telephony infrastructure is hardened.
Video conferencing and Mechanisms exist to define rules of behavior that contain explicit
Social Media & Social
ISM-1562 | Internet Protocol telephony Functional | Intersects With > HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
Networking Restrictions
infrastructure hardening on commercial websites and sh: information.
Video conferencing and IP telephony infrastructure is hardened. Mechanisms exist to maintain a managed interface for each external
telocommunication service that protects the confidentiality and intogrity
Video conferencing and External of the information being transmitted across each interface.
ISM-1562 | Internet Protocol telephony Functional | Intersects With | Telecommunications | NET-03.2 5
infrastructure hardening Senvices
At of asecurity asystem, toproducea R)atthe
reportis produced by the assessor and covers: conclusion of a security assessment to certify the results of the
+ the scope of the security assessment Security Assossment and assistwith any i
ISM-1563 | Security assessmentreport [« the system’s strengths and weaknesses Functional | Intersacts With e oA 1A0-02.4 5
« security risks associated with the operation of the system o
* the effectiveness of the implementation of controls
At the conclusion of a security assessment for a system, a plan of action and identified & Plan of Action
milestones is produced by the system owner. and Milestones (POA&M) or similar methodology) that formally
Capabilities Deficiency documents, ata minimum:
ISM-1564 | Plan of action and milestones Functional | Intersects With | Tracking Y | 1a0-05  |(1) Deficiency tracking number; 5
I i
(3) Description of the deficiencyies);
@ Risk
Tailored privileged user training is undertaken annually by all privileged users. Role-Based Securiy, ttop o
Providing cyber securit
1SM-1565 roviding cyber security Functional | Intersects With | Compliance & Resilience | ~ SAT-03 | resilience-related training: 5
awareness training
Training m ho svstem or assigned
s Tailored privileged user training is undertaken annually by all privileged users. Mochanisms exist to provide specifc raiing for privieged users to
1SM-1565 roviding eyber security Functional | IntersectsWith [ Privileged Users SAT-035 their unia and 5
awareness training
responsibilities
s ) Use of unprivileged access is centrally logged. R o anager (SEM, or
1SM-1566 nprivilaged access to Functional | Intersects With | o o 204 COUECHONOF | 50 65 | similar automated tool, to support the centralized collection of security- 5
systems Security Event Logs
related event logs.
as high risk by a cyber supply chain risk assessment are not Mechanisms exist o develop a plan for Supply Chain Risk Management
oyb ly chainrisk . Supply Chain Risk (SCRM) th tion,
[SMo1s67 yber supply chainrisk |used. Functional | intersoctswitn| 8PPl ChainRis nscos ¢ wi acquisition, .
management activities Management (SCRM) Plan disposal of Technol ) .
\ected mitigating actions and monitoring
Suppliers identified as high risk by a cyber supply chain risk assessment are not
used.
oyb ly chainrisk Supply Chain Risk to p K ted
1SM-1567 yber supply chain 1S Functional | Intersects With Upply Chain F! RSK-09.1 © pisks sssociate 5
management activities Assessment with Technol y .
Suppliers identified as high risk by a cyber supply chain risk assessment are not Mechanisms exist to utilize tailored acquisition strategies, contract tools
used. and procurement methods for the purchase of unique Technology
Assets, Applications and/or Services (TAAS).
oyb ly chainrisk Acquisition Strateges,
1SM-1567 yber supply chain s} Functional | Intersects With | “Cauisition Strategies, | o 55 4 5
management activities Tools & Methods
as high risk by a cyber supply chain risk assessment are not Mechanisms exist to utilze security safeguards to it harm from
used. potential identify and target
oyb ly chainrisk
1SM-1567 yber supply chain 1S Functional | Intersects With Potential Harm | TeM-032 [N 5
management activties
ting syt i t.or Mech 10 utilize tail tion strat tract tool
Cybor supply chamrisk | OPeretmE systems, equipment, O : ] cquisiion Swatogies, lechanisms exist to utilize tailored acquisition strategies, contract tools
1SM-1568 procured from suppliers that Functional | Intersaots With TPM-03.1 | and procurement methods for the purchase of unique Technology 5
management activities Tools & Methods
their oroducts 1 ices (TAAS)
Cyber supply chain risk Operating systems, IT equipment, OT i Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
1SM-1568 procured from suppliers that it Functional | Intersects With TPM-04.1 for ” Technology Assets, 5
management activties Assessments & Approvals
their oroducts and/or s
A shared responsibility model is created, documented and shared between T protection incident
suppliers and their customers in order to articulate the security responsibilities of information to the provider of the Technology Assets, Applications and/or
oyb ly chainrisk
om1s6 yber supply chainrisk |each party. Functional | Intorsects With | Supply Ghain Gaordination|  1RO-10.4 | 5¢7iees (TAAS)and other organizations involved n the supply chain for s
management activities TAAS related to the incident.
A shared responsibility model is created, documented and shared between t third-party access
Cyber supply chain risk ) ’ !
1SM-1569 suppliers and their customers in order to articulate the security responsibili Functional | Intersects With | Third-Party Services TPM-04 |1 Technol and/or 5
management activities
each party. Data (TAASD)
Ash ity model is oreat ‘ h X T for applicabl
Cybor supply chaimrisk | Shered responsibiity modeLis reated. documented and shared between ] Third-Party Contract 0 or applicable
1SM-1569 suppliers and their customers in order to articulate the security responsibilities of | Functional | Intersects With TPM-05  |security, compl d hird: 5
management activities Requirements
each party needs to orotect ts
Ash ity model is oreat ‘ h X ] ]
Cybor supply chaimrisk | Shered responsibility modeLis reated. documented and shared between ] Third-party Personnl personnel including
1SM-1569 suppliers and their customers in order to articulate the security responsibilities of | Functional | Intersects With TPM-06  [security roles and responsibilities for third-party providers 5
management activties Security
each party.
o and their , OFFICIAL: Sensitive, \zed
Assessment of outsourced : ’
1SM-1570 PROTECTED and SECRET cloud sevices undergo an IRAP assessment, usingthe | Functional | Intersects With | Specialized Assessments | 140022 |(1) tatutory, regt 5
cloud service providers
the S the IRAP.
Contractual security | The right to o in for isms existto pr regulated data that s
1SM-1571 with service Functional | Intersacts With | Sensitive / Regulated Data | 1A0-03.2 [ collected, developed, received, transmitted, used or stored i support of 5
oroviders In Suboort of Contracts a contract.
[The rign o applicable
Contractual seaurity s . " Third-Party Contract ooty complancs andestence equrements it i parts
1SM-1571 service Functional | Intersects With i TPM-05 . comp! d partes, 5
e Requirements reflecting the organization's needs to protect its Technology Assets,
s ices and/or Data (TAASD.
Contractual security | The regions or availabillty zones where data will be processed, stored and isms exist to control the location of cloud processing/storage
1SM-1572 requirements with service | communicated, as well as a minimurm notification period for any configuration Functional | Intersects With | for Processing, Storage | CLD-09  [based on business requirements that includes statutory, regulatory and 5
oroviders changes in contractual with and Service Locations bligation
Th labil m Mechanisms exi ! itive andls ta that
Controctualsecurty o regonsr sbluuy zones where datu: . be precistsed. slered'and ] Adequete Security for e“cm:n:n;s stioprotectsenate ar: or leg:\sle? dada e
- roqurements with sorice | CmmUicated, a5 well as a minimum notifiation period fo any configuration Functional | ntorsects With | Sonstive Ragutoted bata | 1A0-g.2_|cllected:developed, received, transmitted, used orstored n support o s
changes, in contractual with . the performance of a contract.
providers In Support of Contracts
Contractual Th labil m Third-Party Py )
ontractual security @ reglons or avalabilty zones where data will be processed, stored and ] ird-Party Processing, rechaniems exit o restiot the tocation of mformation
1SM-1572 with service as well as a minimum notification period for any configuration Functional | IntersectsWith| ~ Storageand Service | TPM-04.4 N 5
oroviders changes in contractual with Locations
[Th regions or availability zones where data will be processed, stored and
communicated, as well as a minimum notification period for any configuration
changes, in contractual with
e applicable
Contractual security
Third-Party Contract ity, compli d resili ts with third-parties,
1SM-1572 requirements with service Functional | Intersects With [ "o+ 21 Gontrac TeM.g5 (59U, compliance and resilience requirements with third-parties 5
e raore Requirements reflecting the organization's needs to protect its Technology Assets,
P Applications, Services and/or Data (TAASD).
s dataand i
Contractual security | <05 021 oan N " for e regulated data that is
1SM-1573 service Functional | Intersacts With | Sensitive / Regulated Data | 140-03.2  [collected, developed, recsived, transmitted, used or stored in support of 5
providers In Support of Contracts the performance of a contract.
Access to all oan ' data and in Mechanisms exist to conduct a risk assessment prior to the acquisition
Contractual security ThireParty Risk rske
1SM-1573 service Functional | Interssots With " PM0a1 | g 5
\ and/or Services (TAAS).
providers
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data and ttoreq for applicable
Conacwalsecuriyy | Aeees 08l toan in e conrac Hochar ‘ 3 PPl
1SM-1573 service Functional | Intersects With o-party TPM-05 i g 5
e Requirements reflecting the organization's needs to protect its Technology Assets,
s d/or Data (TAASD).
Comractal securty n\: storage of data in @ portable manner (h‘a( alln;v:s for backups, sevice migration o 1o protact sensi ogulatod datathat s
1SM-1574 sorvice | any toss of data n Functional | Intersects With | Sensitive / Regulated Data | 140-03.2 [ collected, developed, received, transmitted, used or stored in support of 5
providers InSupportof Contracts the performance of a contract.
Conractualsecurty n\: storage of data in a portable manner(h‘a(allofv;s for backups, sevice migration I it tora for applicable
1SM-1574 sorvice | " any toss of data n Functional | Intersacts With o-party TPM05  [SECUT . 5
Requirements reflecting the organization's needs to protect its Technology Assets,
providers
‘A minimum notification period of one month for the cessation of any services by a
Contractual security e . : N y for to protect regulated data that s
1SM-1575 requirements with service | %1179 ProVideris documentedin contractual arrangements with service Providers: | g crional | Intersects With | Sensitive / Regulated Data | 140-03.2 | collected, developed, received, transmitted, used o stored in support of 5
providers InSupport of Contracts the performance of a contract.
A minimum notification period of one month for the cessation of any services by a o for applicable
Contractual security e . : N y i Party Gontract ‘ !
‘1575 equroments with sorice | eTViSe provider i documented in contractual rrangements with service providers. [ ol | Thir-Party Contrac N ) s
Requirements reflecting the organization's needs to protect its Technology Assets,
providers
Data (1
Ifan organisation's systems are accessed or administered by a service provider in Mechanisms exist to compel External Service Providers (ESPs) to provide
Access to systems by service Security Compromise
1SM-1576 an manner, notfied. Functional | Intersacts With TPM-05.1 [ notification of actual or potential compromises in the supply chain that 5
providers Notification Agreements
can orh .
An organisation’s networks are segregated from their service providers’ networks. to implement network network
Network tation and Network « Technol i
1SM-1577 fetwork segmentation an Functional [ Intersacts With | o " NET-06 isotate . 5
segregation ) from other network resources.
Capaciy and avatabiy . prl;wdelsdab:uy ol e rspon i o o capacity
apacity & Performance o .
151679 | planaimg and monitoring for | £6PUIne $pike in demand i discussed and verfed as partof capacity an runctional | subsetof pacity. capor system meet o
availability planning for online services. Management expected and anticipated future capacity requirements.
online services
Capaciy and avatabiy . prl;wdelsdab:uy ol e rspon o conl resourzeut Technut;gyATsa:(s,
1SM-1579 | planning and monitoring for |87 SPike in demand is discussed and verified as part of capacity an Functional | Intersects With | Resource Priority cAP-02 rices (1 enial o 5
availability planning for online services. Service (DoS) attacks to limit and prioritize the use of resources.
online services
Capacity and availability . p";"‘dg's;b:“‘/ e : in . Mechanisms exist to conduct capacity planning so that necessary
1SM-1579 | planning and monitoring for |87 SPike in demand is discussed and verified as part of capacity an Functional | Intersects With | Capacity Planning CAP-03  [capacity for information processing, telecommunications and 5
availability planning for online services.
online services environmental support wil exist during contingency operations.
providers' ability in Mechanisms exist to automatically scale the resources available for
Capacity and availability e e e : b e e
1578 | planning ;. |genuine spike in demand s discussed and verified as part o capacity an Functional | intorsectsWith|  Etastic Expansion cAp0s . . as deman s
planning for conditions change.
online services
c providers' ability in
Capacity and availability | genuine spike in demand s discussed and verified as part of capacity and tto
1SM-1578 | planning for planning for Functional | Subset Of Cloud Services. cLD01  [controls ' in-line 10
online services practicss.
Capacity and availabillty _|Where a high ists for i o Capacity
Capacity & Performance
ISM-1580 | planning ransition between Functional | Subset Of paciy cAP-01 controlsto ptimal system tomeet 10
Management
online services exoected and
Capacity and availabillty |Where a high ists for i to control Technology Assets,
ISM-1580 | planning ransition between Functional | IntersectsWith | Resource Priority CAP-02  |Applications (TAAS) that Denial of 5
online services Service (DoS) attacks to limit and rioriize the use of resources.
st m
Capacity and availability |1 2 "iEN N for . Mechanisms exist to conduct capacity planning so that necessary
1SM-1580 planning and monitoring for ransition between Functional | IntersectsWith [ Capacity Planning CAP-03 | capacity for information processing, telecommunications and 5
online services environmental support will exist during contingency operations.
Capacity and availabillty _|Where a high ists for i o
1SM-1580 | planning ransition between Functional | Subset Of Cloud Services cLD-01  |controls ' in-line 10
online services oractices.
Capacity and availabillty | C the cap: tto Capacity
Capacity & Performance
1SM-1581 planning and monitoring for |is performed. Functional Subset Of pacity cAP-01 ntrol tem o meet 10
Management
online services oxpected and future.
Capacity and availabillty | C the cap: tto control Technology Assets,
1SM-1581 planning and monitoring for |is performed. Functional | IntersectsWith | Resource Priority CAP-02  |Applications (TAAS) that Denial of 5
online services Service (DoS) attacks to limit and rioriize the use o resources.
Capacity and availability | C the capacity Mechanisms exist to conduct capacity planning so that necessary
1SM-1581 planning and monitoring for |is performed. Functional | IntersectsWith | Capacity Planning CAP-03  [capacity for information processing, telecommunications and 5
online services support will exist
Capacity and availability o the capacity . ‘o fagtiar :
1SM-1581 planning and monitoring for |'®Pe"TorMed: Functional Subset Of Cloud Services. cpo1 |oontrols in-tine 10
online services practices.
Application control rulesets enanannuator Configuration Automated mechanisms exist to monitor, enforce and report on
1SM-1582 Application control Functional | Intersacts With © CFG-06 : P 5 ML2 M3
for endpoint devices.
‘Application control rulesets on an annualor togty Assorance ‘Automated mechanisms exist o identify unauthorized deviations from an
1SM-1582 Application control Functional | Intersaots With © CFG-06.1|approved baseline and implement automated resiliency actions to 5 ML2 M3
Enforcement (IAE)
remediate the change.
Personnel who are contractors are identified as such B t o uniq
1SM-1583 User identification Functional | Intersects With | Authentication for Non- |  1AC-03 [ Authorize and Audit (AA) third-party users and processes that provide 5
Users services to
Unprivileged users are prevented from bypassing, disabling or modifying security ‘Mechanisms exist to develop, document and maintain secure baseline
Hardening operating system . Secure Baseline for Technol Servic
1SM-1584 § Operaing s functionalty of operating systems. Functional | Intersacts With cFG-02 5
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Web browser security settings cannot be changed by users.
Hard licati u ted Internet o all Internet b d email
1SM-1585 lardening user application Functional | Intersects With | _ " Pported Intemet CFG-04.2 o allow PP nteme emal 5 ML ML2 ML3
configurations Browsers & Emal Clients clients to run on systems
Monitorg datamoortang | Dt HanSter 0gs are used to record alldata imports and exports from systers to o
1SM-1586 gexpm P Functional | SubsetOf | ContinuousMonitoring | MON-01 |monitoring controls. 10
ose Monitoring data importand | Data transfer logs are used to record all data imports and exports from systems metorat | imoresctewin | AnabzeandPrioritze | oo tto assess nesds for and R
export Monitoring orioritize of d
System owners report the security status of each system to ts authorising officer at Security, tto submit status reporting of the organization's
Annual reporting of system
1SM-1587 least annually. Functional | IntersectsWith | Resilience Status GOV-17  [security, compl p 5
security status
Reporting and/or regulatorv as reauired.
SOEs are reviewed and updated at least annually. istto review and up Configurations:
Standard Operatin
1SM-1588 perating Functional | IntersectsWith|  Reviews & Updates | CFG-02.1  [(1) Atleast annually; 5
Environments
(2)When or
MTA-STS Is enabled to prevent the unencrypted transfer of emails between email
Email server transport ' T c to protect th da
1SM-1589 mall server ranspo servers Functional | Intersects With ransmission CRY-03 o protecthe “ 5
encryption Confidentiality being ransmitted.
Email server transport | MTA-STS is enabled to prevent the unencrypted transfer of emails between email Mechanisms exist to protect the confidentialiy, inegrity and availabili
1SM-1589 P STSis enabled to prevent the unencrypted transfer of emails between emai Functional | Intersects With |  Electronic Messaging NET-13 P! ty,integrity. ty 5
encryotion sovers. of electronic
redentials for user accounts are changed if: istto protect the
1SM-1590 Changing credentials | ' cdentials for user accounts are changed Functional | Intersects With IAC-10.5 P! 5
+ thevare sensitivity of the information to which use of th permits
‘Access to systems and their resources are removed or suspended as soon as
s f « i . Account Disabling for High ist upon notification f
o uspension of access to | practicable when personnel are detected undertaking malicious activities. Functional | intersocts witn | AcoUNt Disabling for High | - pon notification for .
systems Risk Individuals users posing a significant risk to the organization.
Access to systems and their resources are removed or suspended as soon as )
Suspension of access to ¢ Expeditious Disconnact / ttop pability to or
1SM-1591 practicable when personnel are detected undertaking malicious activities. Functional | Intersects With NET-14.8 > 5
systems Disable Capabilty disable a user's remote access session.
Unprivileged users do not have the ability to install unapproved applications.
Mechanisms exist to restrict the ability of non-privileged users to install
1SM-1582 Application management Functional | Intersects With | User-Installed Software | CFG-05 v priviteg 5
unauthorized software.
nprivil s do not have the ability to install unapproved applications. Restrict Roles Permitted Mechanisms exist to configure systems to prevent the installation of
1SM-1592 Application management | U"Prvileged users do not have the ability to install unapproved applications. Functional | Intersects With CFG-05.2 ure sy: P 5
To Install Softwar software, unless the action is performed by a privileged user or service
nprivil s do not have the ability to install unapproved applications. Pronibit Non-Privileged Mechanisms exist to prevent non-privileged users from executin
ISM-1592 Application management | U"Prvileged users do not have the ability to install unapproved applications. Functional | Intersects With g IAC-215 3 privileg e 5
Users from Executing orivileged functions to include di or altering
Users evidence to verify thei y when requesting new
credentials. Mechanisms exist to:
om1s08 Setting oredentials for user Functional. | intersecte with Authenticator \aG1o | Securely manage authenticators for users and devices; and R
accounts Management (2) Ensure the strength of authentication is appropriate to the
classification of the data being accessed.
Setting credentials 1 i icati Lor o
P etting credentials for user | Credentials re provided to Users via a secure communications channetor, fnot | (- I Ao o R
accounts nossible. solit into two arts with ont to users and the other part Management (1) Securely for users and devices: and
Setting credentials irstuse. t
1508 etting oredentials for user | Credentials provided to users are changed on first use. rumctional | imtorssctowith 10 ex S
accounts Management (1) Securely for users and devices: and
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foruser | Credential different systems. n . length
1SM-1596 h are systems. Functional | Intersects With 1AC-10.1 ene 5
accounts v trong criteria for
Credentials are obscured as they are entered into systems. orotectionof o protect the
1SM-157 Protecting credentials Functional | Intersects With 1AG-105 [ sensitivity of the information to which use of the authenticator permits 5
Authenticators
access.
Inspection of T equipment _|Following maintenance or repair activities for IT equipment, the IT equipment s Mechanisms exist to validate:
1SM-1598 | following maintenance and  [inspected to confirm it retains it d that no Functional | Intersects With | Maintenance Validation | MNT-10 [(1) ding to the 5
repairs taken olace. work order: and.
IT equipment is handled in a manner suitable for its sensitivity or classification.
1SM-1509 Handling IT equipment Functional | Subset Of Data Protection DCH-01 10
controls.
IT equipment is handled in @ manner suitable for its sensitivity or classification. Physical security mechanisms exist to mark system hardware
dicati P lovel of the
1SM-1509 Handling IT equipment Functional | Intersects With|  Component Marking PES-16 5
information permitted to be processed, stored or ransmitted by the
hardware component.
Media is sanitised before itis used for the firsttime. to sanitize system media with the hand integrity
Sanitising media before first
1SM-1600 ® Functional | Intersects With | System Media Sanitization |  DCH-09 5
use prior to disposal, release out of organizational control or release for
rouse.
Santiomgmecta bafore ret| 91215 Sanitised before t s used for the frsttme. o s o
1SM-1600 ® Functional | Intersects With | First Time Use Sanitization | DCH-09.4 s “ 5
use portable storage devices prior to first use.
Microsoft's attack surface reduction rules are implemented.
Hardening user application P Unsupported Internet Mechanisms exist to allow only approved Internet browsers and email
1SM-1601 Functional | Intersacts With CFG-04.2 5
configurations Browsers & Email Clients clients to run on systems.
Cyber including subsequent changes, is
communicated to all staksholders. to establish, d policies,
Gommunication of cyber
1SM-1602 Functional | SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and resilient 10
security documentation
torepla Replay-Resistant
1SM-1603 ed Functional | Intersects With P 1AC-022  |Automated tto empl 5
methods
toreplay touniq
I thenticatio th d Audit onnectio
1SM-1603 neecure authenteation Functional | Intersects With 1AC-04 v connection using 5
methods Authentication for Devices that based and replay
rosistant.
When using a mechanism to share a physical server's ‘Mechanisms exist to develop, document and maintain secure baseline
|sM1604 | Functional separation between | harcware, the configuration of the isotation mechanism s hardened by emoving | ¢ | Secure Baseline . for Technol Servic .
unneeded tothe Configurations (TAAS) that are consistent with industry-accepted system hardening
t0 manase the isalation mech standards.
Functional separation usinga mechanism to share a physical server's Mechanisms exist o Utilze virtualization techniques to support the
1SM-1604 P 8 Functional | Intersects With | Virtualization Techniques | SEA-13.1 “ PP 5
hardware. of the isolation mechanism is hardened bv removing. of a diversitv of d
Functional separation usinga mechanism to share a physical server’s Mechanisms exist to utilize virtualization techniques to support the
1SM-1605 P 8 Functional | Intersects With | Virtualization Techniques | SEA-13.1 “ PP 5
hardware. perating svstem is hardened. ta diversity of d
When using a mechanism to share a physical server's
Functional separation between Mechanisms exist to utilize virtualization techniques to support the
1SM-1606 hardware, patches, updates or vendor mitigations for vulnerabilities are appliedto | Functional | Intersects With | Virtualization Techniques |~ SEA-13.1 5
computing environments of adiversity of d
the isolation mechanism and tem in a timelv manner.
Functional separation usinga mechanism to share a physical server’s Mechanisms exist to utilze virtualization techniques to support the
1SM-1607 P © Functional | Intersects With | Virtualization Techniques | SEA-13.1 “ PP 5
hardwar is performed for the ta diversity of d
SOEs provided by third parties are scanned for malicious code and configurations. ‘Mechanisms exist to develop, document and maintain secure baseline
Standard Operat Secure Basell for Technol s
1SM-1608 andard Operating Functional | Intersects With coure Baseling CFG-02 erie 5
Environments Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
SOEs provided by third parties are scanned for malicious code and configurations. to to detectand
Standard Operat Malicious Code Protect :
(o160 andard Operating Functional | intersects witn | Matcious Code Protection | fradicate malicious code, .
Environments (Anti-Malware)
SOEs provided by third parties are scanned for malicious code and configurations.
Standard Operat Heuristic / e / based
1SM-1608 andard Operating Functional | Intersects With | "o >0 END-04.4 © 5
Environments Based Detection detection capabiliies.
System before allowing intrusion Mechanisms exist to implement and govern processes and
Handling and containing Incident Response
1SM-1609 system for the purpose of collecting further data or evidence. Functional | Subset Of 1RO-01 o facilitate an 10
intrusions Operations
d data protection-related incidents.
Handling and conts Symmf - e o ‘""“m'; Chain of Custody & Mechanisms exist to perform digital forensics and maintain the integrity
andling and containin . ain of Custo
1SM-1609 iy '8 |system for the purpose of collecting further data or evidence. Functional | Intersacts With v IRO-08  |of the chain of custody, in accordance with applicable laws, regulations 5
intrusions Forensics
andindustry-recognized secure practices.
System before allowing intrusion activity a Mechanisms exist to document, monitor and report the status of
Handling and containing Situational Awareness For
1SM-1609 o system for the purpose of collecting further data or evidence. Functional | Intersects With . 1R0-08 |cybersecurity and data protection incidents to internal stakeholders all 5
the way through the incident
System before allowing intrusion activity a Mechanisms exist to timely-report incidents to applicable:
Handling and cont; . Incident Stakehold 1) Internal stakeholders;
om1600 andling and containing | system for the purpose of collecting further data or evidence. Functional | intersectswitn | Incident Stakeholder Ro-to | Internal stakeholders; R
intrusions Reporting (2) Affected clients & third-parties; and
(3) Resulatory authorities.
A method of 1 thefr resources < Mechanisms exist to establish and control “emergency access only”
ISM-1610 | Emergency access to systems |tested at least once when i and each Functional | Intersects With |  Emergency Accounts 1AC-15.9 | oo gency d 5
Break glass accounts are normal Mechanisms exist to establish and control “emergency access only”
ISM-1611 | Emergency access to systems g Y Functional | Intersects With |  Emergency Accounts | 1AC-15.9 gency Y 5
bo used. accounts.
Break glass accounts are only sed for specific authorised activities. Mochanioms oxit o ootabtish amd comtrot “emorgoncy acescs oy
ISM-1612 | Emergency access to systems. Functional | Intersects With|  Emergency Accounts 1ac-159 |70 gency d 5
Use of break glass accounts is centrally logged
Mechanisms exist to establish and control “emergency access only”
ISM-1613 | Emergency access to systems. Functional | Intersects With|  Emergency Accounts 1ac-159 |70 gency d 5
Break glass account credentials are changed by the account custodian after they ) )
Mechanisms exist to establish and control “emergency access only"
ISM-1614 | Emergency access to systems |are accessed by any other party. Functional | Intorsects With | Emergency Accounts | 1AC-15.9 [ "' 5
Break glass accounts are tested after credentials are changed.
Mechanisms exist to establish and control “emergency access only”
ISM-1615 | Emergency access to systems. Functional | Intersects With|  Emergency Accounts 1ac-159 |70 gency d 5
rogram to assistwith the secure Mechanisms exist to establish a Vulnerability Disclosure Program (VDP)
Vutnerability disclosure pro Vulnerabilty Disclosure v &ram (VOP)
1SM-1616 development and maintenance of products and services. Functional | Intersects With THR-06 1o assist with the secure development and maintenance of Technology 5
program Program (VP)
" Services (TAAS) unsolicited
\ov1ey | Overseeingthe cyber security [The CISO reg and updates their s cyber secuity prog runctional | imterssctewitn | Pefiodic Review & Update [ ™ Mechanisms exist o review the Security, Compliance & Resilience R
orogram to ensure its relevance in addressing cvber threats and harnessing b d of Security. C Program (SCRP). inoludin policies. standards and procedures. at
ovt61s Overseeing cyber security | The CISO oversees their s response to . Functional | SubsetOf Incident Response ro01 tto implement and govern a o
Operations to faciltate an d
Overseeing cyber security | The CISO oversees their ‘s response t y Mechanisms exist to cover:
1SM-1618 gyt 'ty |The CISO oversees thei sresponseto Functional | IntersectsWith | Incident Handling 1RO-02 5
(1) Preparatio
ovt61s Overseeing cyber security | The CISO oversees their ‘s response o rumctional | imtorssctawith r007 blish an integrated team of oybersecurity, T and R
Incident Response Team business function addressing
Setting credentials for built-in |Servi s are created as group Man rvice Accounts. istto tob an
1SM-1619 s Service accounts are created as group Managed Service Accounts. Functional | Intersects With| ~ Group Authentication | 1AC-02.1 o 5
accounts. break ndividual a is utilized
Privileged user accounts are members of the Protected Users security group.
Microsoft Active Directory
Privileged istto restrict and control privileged access rights for
1SM-1620 Domain Services security Functional | Intersects With 1AC-16 privileg g 5
Management (PAM) users and X (TARS)
group memberships
Windows PowerShell 2.0is disabled or removed. . baseline
Secure Basell for Technol
1SM-1621 PowerShell Functional | Intersects With eoure Baseline CFG-02 g Servic 5 ML3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
Windows PowerShell 2.0is disabled or removed. to provide
1sM-1621 Powershell Functional | Intersects With|  Least Functionality CFG-03  |capabilities by specifically prohibiting or restricting the use of ports, 5 ML3
orotocols. and/or services.
PowerShell is configured to use Constrained Language Mode.
. baseline
Secure Baseline for Technol , Servic
1SM-1622 Powershell Functional | Interssots With cFe-02 5 M3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
PowerShell module logging, soript block logging and transcription events are . baseline
Secure Basell for Technol
1SM-1623 Powershell centrally logged Functional | Interssots With ecure Baseline cre-02 . Servic 5 ML2 M3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
PowerShell script block v Event Logging functionaliy. . baseline
Secure Baseline for Technol g Servic
1SM-1624 Powershell Functional | Intersects With Configurations CFG-02 | (TAAS) that are consistent with industry-accepted system hardening 5
standards.
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nider threat mitigation | A" ST A1 program is developed d maintained. Mechanisms exist to monitor internal personnel activity for potential
1SM-1625 ® Functional | Intersects With Insider Threats MON-16.1 | security incidents. 5
program
‘An insider thr programis developed d maintained.
Insider threat mitigation Insidor Threat Response
1SM-1625 aer eatt Functional | Intersects With P 1R0-02.2 tto implement and govern an insider 5
program Capability
‘An insider thr program is developed d maintained.
Insider threat mitigation Mechanisms exist to implement an insider threat program that includes a
1SM-1625 aer eatt Functional | Intersects With | ~ Insider Threat Program | THR-04 ™ i nsider threat pro ! 5
program team.
An insider thr programis developed d maintained.
Insider threat mitigatior e training on recogniz
1SM-1625 der threat mitigation Functional | Intersacts With | Insider Threat Awareness |  THR-05 ‘g on recognizing 5
program and reporting potential indicators of insider threat.
Logal advice is sought regarding the development and implementation of an insider
Insider threat mitigatior . Insidor Threat Response
1SM-1626 derthreat mitigation - threat mitigation program. Functional | Intersaots witn | ""*'4° T P 1R0-02:2 [ Mechanisms exist to implement and govern an insider threat program. 5
program Capability
Logal advice is sought regarding the development and implementation of an insider
Insider threat mitigatios . Mechanisms exist to implement an insider threat program that includes a
1SM-1626 iderthreat mitigation - threat mitigation program. Functional [ Intersects With | ~Insider Threat Program | THR-04 nisms ext i neider threat pros " 5
program threat team.
Insider threat mitigation | Legal ach i regarding the development and implementation of an insid; o training on recogniz
a2 idor threat mitigation | Legal adhice is sought regarding the development and implementation of annsider | (-~ AT C gon recognizing R
program orogram. and reporting potential indicators of insider threat.
f blocked. Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Preventior
1SM-1627 rom focke: Functional | Intersacts With rielntrusi NET-08 nisms ox ploy Metworkintrusi ton/ Prevention 5
raffic Detection / Prevention ) to detect intothe
o E blocked. Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Preventior
1SM-1628 o anonymity Functional | Intersacts With rielntrusi NET-08 nisms ox ploy Metworkintrusi ton/ Prevention 5
raffic Detection / Prevention ) to detect intothe
Wi DH i ey, amodulus and ted Use of G i
1SM-1629 Using Diffie-Hellman ‘on using DH for agreeing on encryption session keys, amodulus and associated | ¢ norional | subset Of CRY-01 10
NIST SP 800-564 Rev. 3. Controls 15 using known public standards and trusted
Gyber supply chainrisk | Suppliers of operating systems, applications, IT 1,07 tand tto maintain a current
1SM-1631 yoer supply chain f Uppliers of operating systems, applications, IT equipment, OT equipment an Functional [ Intersects With | Third-Party Inventories | TPM-01.1 y 5
tvities | services associ External Service Providers (ESP) that can potentially impact the
o2 Gyber supply chainrisk | Operating systems, applications, IT equipment, O equipment and services are motonat | imtorsscto | SUPPY Chain Risk oo |Mechanisms existo: R
tivities | procured from suppliers that have a strong track record of maintaining the security (SCRM m risks and threats with Technology Assets.
e Gyber supply chainrisk | Operating systems, applications, IT equipment, OT equipment and services are motonat | imtorsscts | Acauisition Strategies, | " " | Mechanisms exist o utiize tailored acquisiton strategies, ontract tools R
tivities | prooured from suppliers that have a strong track record of maintaining the security Tools &Methods and for the purchase of uniaue Technology
System owners, in consultation with each system’s authorising officer, determine Operationalizing Securtty, Mechanisms exist to compel data and/or process owners to
Protecting systems and their
1SM-1633 A the system boundary, , and security and for | Functional | Intersects With | Compliance & Resilience |~ GOV-15 , compl 5
each svstem based on an assessment of the imoact f it were to Capabilties Technoloey. d/or Data (TAASD) under
orotocting syetoms amd thon| YSE! OWNrs, in consultation with each systen’s autorising fficer, select Operationalizing Securty, Mechanisms exist to compel data and/or process owners to
1SM-1634 i controls for each system and tailor them to achieve desired security and resilience | Functional | Intersects With | Compliance & Resilience | GOV-15 ! d 5
obiectives. Capabilties Tochnolosy. d/or Data (TAASD) under
System owners, in consultation with each system’s authorising officer, select Mechanisms exist to compel data and/or process owners to selact
Protecting systems and their
1SM-1634 A controls for each system and tailor them to achieve desired security and resilience | Functional | IntersectsWith [ Select Controls GOV-15.1 ity for Technology 5
obiectives. t /or Data (TAASD) under their control.
System owners implement controls for each system and its operating environment. Mochanisms existto compel data and/or process owners
Protecting systems and their Operationalizing Security, ! d for
1SM-1635 8 Functional | Intersects With | Compliance & Resilience |  GOV-15 . P 5
resources Technology Assets, Applications, Services and/or Data (TAASD) under
Capabilities
their control.
System owners implement controls for each system and its operating environment.
Protecting ystoms and Mechanisms exist to compel data and/or process owners to implement
1SM-1635 rotec ‘"S:::ufgza" e Functional | Intersects With | Implement Controls | GOV-15.2 |required security, compliance and resilience controls for Technology 5
Assets, dlor Data their control
orotocting syetoms amd thop| Y91 OWNSrs, n consultation with each systen’s autorising offier, ensure Operationalizing Securty, Mechanisms exist to compel data and/or process owners to
1SM-1636 i controls for each non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET Functional | Intersects With | Compliance & Resilience |  GOV-15 ! d 5
sustem andts o their Capabilties Tochnolosy. d/or Data (TAASD) under
System owners, in consultation with each system's authorising officer, ensure Mechanisms exist to compel data and/or process owners to assess f
\svteas | Protectingsystems and their|controls for each non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET runctional | imtorsectswitn | Assess Gontrots Gov-15.g |reatired securit, compliance and resiience cortrols or Technology .
resources system andits aseourity their Assets, dlor Data their control
own Infoses Resistared Assessor Prostam (IRAP) are:
An ped, dand 0 maintain a current, d of
. External Service Providers (ESPs) that can potentiall tih
1SM-1637 Outsourced cloud services | *¢1f1e 0" @ regular basis Functional | Intersacts With | Third-Party Inventories | Tpw-01,1 | 2emal Service Providers (ESPs) that can potentially mpact the 5
c Integrity, afety (CIAS) of the
s Technologv dior Data
‘An outsourced oloud service register contains the following for sach outsourced to maintain a current, d of
1SM-1638 Outsourced cloud services | 1249 Serice Functional | Intersects With | Third-Party Inventories | TpM-01.1 | EXtermal Service Providers (ESPs) that can potentially impact the 5
« cloud service provider's name c Integrity, afety (CIAS) of the
* cloud serviee’s name s dor Data
bl with their purpose in gona Physical security mechanisms exist to protect power and
Labelling build i . - T ion Medi i
o163 abelling building yellow background, with a minimum size of 2.5 cm x 1 cm, and attached at five: Functional | intersectewitn|  TrenSMission Medium | ltelecommunications cabling carrying data or supporting information s
management cables | metre intervals. Security services from interception, interference or damage.
s for led in Australian faciliies are tabelled
N s o forn Iramsmission Modium Physical security mechanisms exist to protect power and
1SM-1640 e ‘gn _ [inspection points. Functional | Intersects With PES-12.1 | telecommunications cabling carrying data or supporting information 5
systems in Australian facilities Security
services from interception, interference or damage.
Following the se of a degausser, magnetic media is physically damaged by
deforming any internal platters. Secure Disposal, tto pose of, destroy or
ISM-1641 | Degaussing magnetic media Functional | Intersaots With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment being
Mediais itis reused
Saniti dia befors first istto appl techniques
1SM-1642 anitising media before firs Functional | Intersects With | First Time Use Sanitization | DCH-09.4 0 2pp! eenniquesto 5
use portable storage devices prior to first use.
Software registers contain versions and patch histories of applications, drivers, 10 perform inventories of )
are. Applications, Services and/or Data (TAASD) that:
1SM-1643 Software rogister Functional | IntersectsWith | Asset Inventories AST-02 [ (1) Accurately reflects the current TAASD in use; 5
(2) dentifies authorized software products, including business
Sensitive or calls and in public Mechanisms exist to define rules of behavior that contain explicit
care s taken to reduce the chance of conversations being. restrictions on the use of social media and networkingsites, posting
overheard. on commercial websites and sh information.
u bile bl Social Media & Social
1SM-1644 sing moblle devices in public Functional [ Intersectswitn|  S°%'2Media& Soctal g og 5 5
spaces Networking Restrictions
nsitive or is an i Physi w
Using mobile devices in public | S°"S/® © calls and ) }in public ) Equipment Siting & hysical Y
1SM-1644 e care s taken to reduce the chance of conversations being. Functional | Intersacts With oo PES-12  [the facility to minimize potential damage from physical and 5
P overheard. hazards and to minimize
o o Flor plon ) maintained a T PR s, ::)e(c:har‘\ismss fo e nevork et degrams ot .
- (o0r plan diagrams unctional | Intersects Wi X ontain o
plan diae regular basis Flow Diagrams (DFDs) )
Floor plan diagrams contain the following: Mechanisms exist to maintain network architecture diagrams that
. between floor Network Di &Dat 1) Contain sufficient detail t th  the network'
s1646 Floorplan diagrams cable paths points ) Functional | interssct witn | Network Disgrams &Data | | (1) Contain suffcient detal to assess the security o the network's .
« cable reticulation system and conduit paths. Flow Diagrams (DFDs) architecture;
« floor hoxes ) Reflect th the network and
s f E e i isabled after 12 month Periodic Review of isms exist to periodicall dt
. uspension of access to | Privileged access to systems and their resources are disabled after 12 months ontorat | imtoresetewim | Periodio Review o o7 o o R o e
svstems unless revalidated. Account Privileges dividuals and sen for such privileges
Privileged access to systems and their resources are disabled after 45 days of
inactivity.
s f « Automated i t e
1SM-1648 uspension of accessto Functional | Intersects With | Disable Inactive Accounts |  1AC-15.3 |~ o 5 M2 ML3
systems organization-defined time period.
Privileged acoess to systems and their resources are disabled after 45 days of
o6 Suspension of accessto  [inactivity. Functional | interssctowitn|  Prviteged Accourt nots o restrict and control privileged access rights for R o s
systems Management (PAM) users and , m
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Privileged access to systems and their resources are disabled after 45 days of o p m the privi dto
Suspension of access to Periodic Review of dividuals and f
1SM-1648 uspens! inactivty. Functional | Intersects With " view 117 orsuch peiveges 5 ML2 M3
systems Account Privileges and reassign or remove unnecessary privileges, as necessary.
Justin-t s usedforth tems and their
resources Automated System tomated .
ISM-1649 | Privileged access to systems Functional [ Intersects With| Account Management | 1AC-15.1 | v 5 M3
accounts (e.g., directory services).
(Directory Services)
Just-in- s usedforth tems and their
resources.
Privileged t o restrict and control privileged s for
ISM-1649 | Privileged access to systems Functional | Intersects With 1AC-16 existto restrict and control priviteged access rghts for 5 ML3
Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
accountand group o Manager (SIEM), or
. Centralized Collection of ilar , -
|sM1650 | privioged access to systoms | EE%C runctional | intersects witn | Centlized Collestionof 1 o Isimilar automated tool, o support the centralized collection of security s iz M3
Security Event Logs related event logs.
tand ‘Account Creation and (Automated logs
1SM-1650 Privileged access to systems accountan: group Functional | Intersects Witn [ CCOUM Sreation an MON-16.4 | PUtomate logs for 5 ML2 M3
losged, Modification Logging changes to orivileged 1 aroups.
tand Privileged t t o restrict and control privileged s for
1SM-1650 Privileged access to systems accountan: group Functional | Intersects With IAC-16 exlatto restrict and control privileged access rights for 5 ML2 M3
losged, Management (PAM) users and Tech . Services (TAAS).
Internet Explorer 11 is disabled or removed. ‘Mechanisms exist to develop, document and maintain secure baseline
Hardening operating syst Secure Basell for Technol s
1SM-1654 ardening oporating system Functional | Intersects With coure Baseling CFG-02 ' e 5 ML ML2 ML3
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Fordomg omorating syetem | TeSt ERplorer 1115 isabled of removed. nenported intermet o allow only approved Internet by demail
1SM-1654 8 operating sy: Functional | Intersects With PP CFG-04.2 [clients to run on systems. 5 ML1 ML2 M3
configurations Browsers & Email Clients
\oess | Herdening operating system | NET Framework 35 (ncludes -NET 2.0 and 3.0) s disabled of removed. motonat | imorssctown | Secure Basetine Cro.0a | Mechanisms exist o develop, document and maintain secure baseline R e
r Technology Senvices
Hardening operating systam | NET Framework 3.5 includes NET 2.0 and 3.0} s disabled or removed. meunported Internet 0 allow only approved Internet by demail
1SM-1655 ‘g operating sy Functional | Intersects With PP CFG-04.2 [clients to run on systems. 5 M3
configurations Browsers & Email Clients
\oMess | Herdening operating system | NET Framework 35 (ncludes -NET 2.0 and 3.0) s disabled of removed. Functonal | rsects Wit | User-nstall Software | Gre-gs | eSSBS et the iy of on g sers o st R e
o5 nplcation control | PPUaton control s implamented on non-internet-facing servers. motonat | imtorescto v | ComfiEureTechnology | " tto configure Technol y d R e
Assets. Applications Services (TAAS) utilized in high:-risk areas with more restrictive baseline
‘Application control restricts the execution of executables, libraries, scripts, Configure Technology tt0 configure . d
Assets, Applicat :
\sv1657 Applicaton control | "talers, compiled HTHL, HTML applications and control panel applets to an Functional | intersectswitn | ASsets Applications [ IServices (TAS) utiized in high-risk areas with more restrictive baseline s 1 iz s
organisation-approved set. and/or Services (TAAS) for configurations.
High-Risk Areas
o8 roplication comrol | PPUeation control estricts the execuion of drivers to an organisation-approved | ¢ T T Gonfgure Teohnology | Lo 0 configure ) d R e
set. Assets, Applications Services (TAAS) utilized in high.-risk areas with more restrictive baseline
Microsoft's vulnerable driver blockist s implemented. Configure Technology tt0 configure ) d
Assets, Applicat :
om1680 splcation control Functional | imtorsectswi | Assets-Apptications | L |services (TAAS)utiized i high-risk areas with more restictive baseline s s
and/or Services (TAAS) for configurations.
High-Risk Areas
Allowed T trol logged Mech 0 provids o e generat bility t
1SM-1660 Application control owe control o8ec Functional | Intersects With | Monitring Reporting | MON-0g _|"Ieehem ST 8t 0 Provias an event o8 eport generation eapebiiy o 5 ML2 M3
ai i
Allowed T trol logged. t1o utilize User & Analytics (UEBA)
1SM-1660 Application control owe contret ogge Functional | Intersects With |  Anomalous Behavior MON-16 o utilize User nalytics (UEBA) 5 ML2 M3
and/or User Activity M) solutions to detect and respond to
Microsoft Office is blocked from creating child processes. Configure Technology B
Hardening user application Assets, Applications 10 configure g
1SM-1667 Functional | Intersacts With g CFG-02.5[Services (TAAS) utilized in high-risk areas with more restrictive baseline 5 ML2 M3
configurations and/or Services (TAAS) for
configurations.
High-Risk Areas
Microsoft Office is blocked from creating executable content. Configure Technology 0 configure ) d
Hard licati Assets, Applicat :
om1068 ardening user application Functional | imtorsectswi | AssetsApptications | L |services (TAAS)utiized i high-risk areas with more restictive baseline s iz s
configurations and/or Services (TAAS) for configurations.
High-Risk Areas
Microsoft Office is blocked from injecting code into other processes. Configure Technology 0 configure ) d
Hard licati Assets, Applicat :
1SM-1669 ardening user application Functional | imtorsectswi | Assets-Apptications | L |services (TAAS)utiized i high-risk areas with more restictive baseline s o s
configurations and/or Services (TAAS) for configurations.
High-Risk Areas
PDF applications are blocked from creating child processes. Configure Technology 0 configure ) d
Hard licati Assets, Applicati :
o160 ardening user application Functional | imtorsects | ASSES A9 GRG0z | Services (TAAS) utilized in ighrisk areas with more restictive baseline s iz s
configurations and/or Services (TAAS) for configurations.
High-Risk Areas
Microsoft Off disabled f that do not have a demonstrated Configure Technol 0 cont d
1SM-1671 Microsoft Office macros \erosoftOffice macros are disabled for users that do not have a demonstrate Functional | Intersects Witn |  COMfBUre Technology | o o) o 0 configure g 5 ML ML2 ML3
business Assets. Applications Services (TAAS) utilized in high.-risk areas with more restrictive baseline
Microsoft Office macro antivirus scanning is enabled Configure Technology tt0 configure y d
Assets, Applicati :
R, Miorosot Office macros runctional | imtorsects | ASSES A9 GRG0z | Services (TAAS) utilized in ighrisk areas with more restictive baseline s 1 iz s
and/or Services (TAAS) for configurations.
High-Risk Areas
Microsoft Office macros are blocked from making Win32 API calls. Configurs Technology 0 configure . d
Assets, Applicati :
o6 Miorost Office macros Functional | intersoctewitn|  ASsets Applications [ IServices (TAS) utiized in high-risk areas with more restrictive baseline s iz s
and/or Services (TAAS) for configurations.
High-Risk Areas
Only Microsoft Office fromwithina a Configurs Technology 0 configure . d
i Assets, Applicati :
sM1674 Microsoft Office macros | TUsted Location orthat re digially signed by a trusted publisher are allowed to Functional | intersoctewitn|  ASsets Applications [ IServices (TAAS) utiized in high-risk areas with more restrictive baseline s s
execute. and/or Services (TAAS) for configurations.
High-Risk Areas
Microsoft Office macros digitally signed by an untrusted publisher cannot be Configurs Technology 0 configure . d
Assets, Applicati :
‘sM1675 Microsoft Office macros | enabled via the Message Bar or Backstage View, runctional | imtorsects | ASSES A9 GRG0z | Services (TAAS) utilized in ighrisk areas with more restictive baseline s s
and/or Services (TAAS) for configurations.
High-Risk Areas
Microsoft Office’s listof trusted publishers fs validated on an annual or more Configurs Technology 0 configure . d
Assets, Applicati :
‘sM1676 Microsoft Office macros | freauent basis Functional | intersoctewitn|  ASsets Applications [ IServices (TAS) utiized in high-risk areas with more restrictive baseline s s
and/or Services (TAAS) for configurations.
High-Risk Areas
isusedto o third-p Automated mechanisms exist to enforce Mult-Factor Authentication
their Multi-Fact :
1SM-1679 Mult-factor authentication | S2"¥1°¢S that process, store or Functional | Intersacts With ut-Factor tac-op  |MFAYfer: 5 MLt ML2 M3
Authentication (MFA) (1) Remote network access;
) Third:narty Technolag Asser:
(wh lable) s used users to third- Automated Multi-Factor
snon- Multi-Fact :
JsM1680 Mult-factor asthentication | AT online services that process, store or communicate theirorganisation’s non= | utt-Factor acos | MEAIfor s " iz s
sensitive data Authentication (MFA) (1) Remote network access;
) Thirdtnarty Technolas Assets
isusedto Automated Multi-Factor
. Multi-Fact :
1SM-1681 Multi-factor authentication | %% storeor date Functional | Intersacts With ut-Factor tac-g  |MFAYfr 5 MLt ML2 M3
Authentication (MFA) (1) Remote network access;
) Thirdtnarty Technolas Assets
Used for users of systems is phishing- Automated Mult-Factor
. Multi-Fact :
1SM-1682 Multi-factor authentication | "/t Functional | Intersscts With ut-Factor tac-g  |MFAYfr 5 ML2 M3
Authentication (MFA) (1) Remote network access;
) Third:narty Technolag Assets
Successtul and multi-factor Automated Multi-Factor
. Multi-Fact :
1SM-1683 Multi-factor authentication | ‘6% Functional | Intersects With ui-ractor tac-g  |MFAfer: 5 ML2 ML3
Authentication (MFA) (1) Remote network access;
) Third:narty Technolagy Assets
for builtin |Gy for break glass accounts, local administrator accounts and service Automated Multi-Factor
ts, break L . Multi-Fact :
1SM-1685 aceounts, brea uniaue, managed. Functional | Intersects With ui-ractor tac-g  |MFAYfr 5 ML2 ML3
glass accounts, local Authentication (MFA) (1) Remote network access;
accounts and ) Third:narty Technolasy Assets
Credential Guard functionality s enabled. 0 protect the
sensitivity of the information to which use of the authenticator permits
Protection of acoess.
1SM-1686 Protecting credentials Functional | Interssots With 1AC-105 5 M3
Authenticators
virtual unprivileged operating Mechanisms exist to restrict and control privileged access rights for
environments. users and Technology Assets, Applications and/or Services (TAAS).
Separate privileged operati Privileged Account
1SM-1687 eparate privileged operating Functional | Intersects With rivilegad Account 1AC-16 5 ML2 ML3
environments Management (PAM)
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unprivileged operating
Mechanisms exist to prevent privileged operating environments from
Separate privileged operatin oxisting within unprivileged operating environments, including physical or
1SM-1687 parate privileged operating Functional | Intersects With | Privileged Environments |  SEa-2z [ SXSUMENIIIN unpriviieged operating envi ueing pryst 5 ML2 M3
environments virtual deployments of Technology Assets, Applications and/or Services
(TaAs).
U duser loged Mechanisms exist to restrict and control privileged access rights for
users and , (TaAS).
Separate privileged operati Privileged Account
1SM-1688 eparate privileged operating Functional | Intersects witn | """ ¢E°d Aceoun 1AC-16 5 ML1 ML2 e
environments Management (PAM)
Privileged user accounts (excluding local administrator accounts) cannot logon o Mechanisms exist to restrict and control privileged access rights for
unprivileged operating environments. users and % . U
Separate privileged operati Privileged Account
1SM-1689 oparate privileged operating Functional | Intersects witn | ©"*" ¢4 Aceoun 1AC-16 5 ML1 ML2 e
environments Management (PAM)
Patches, updates or other vendor mitigations for vulnerabilties in online services. Mechanisms exist to conduct software patching for all deployed
PP two weeks of d as non- , (TAAS), including
critical by vendors and no working exploits exist. firmware.
Mitigating kno Software &Fi
1SM-1690 Hgating known Functional | Intersects With ware ATIMWAIe 1 vem-os 5 ML ML2 ML3
wulnerabilities Patching
Patches, updates or other vendor mitigations for vulnerabilties in office Mechanisms exist to conduct software patching for all deployed
Mitigating known Software & Firmware
1SM-1691 productivity suites, web browsers and their extensions, email clients, PDF Functional | Intersacts With VPM.05 , (TAAS), including 5 ML1 ML2
wulnerabilities Patching
nd seourity within two weeks of release. firmware.
1002 Mitigating known Patches, updates or other vendor mitigations for vulnerabilities in office motonat | imorsscto v | Soware & Firmware | " | Mechanisms exit o conduct software patohing for al deployed R e
uites. their extensions. email clients. PDF Patching Tochnolosy Assets. TAS). including
Patches, updates or other vendor mitigations for vulnerabilities in applications Mechanisms exist to conduct software patching for all deployed
Mitigating kno i Software &Fi (TaRS)
om1608 itigating known other than office productivity suites, web browsers and their extensions, email Functional | intersects with woro & Firmware | o o , . including s s s
clients, PDF and of Patching firmware.
relense
P Mitigating known Patches, updates or other vendor mitigations for vulnerabilities in operating motonat | imorsscto vt | Sotware & Firmware | " [ Mechanisms exit o conduct software patohing for al deployed R ™ e e
sstems of nternet-facing servers and internet-facing network d ! Patching Tochnolosy. TARS). including
- Mitigating known Patches, updates or other vendor mitigations for vulnerabilties in operating motonat | imtorsscto vt | Sotowere & Firmware | " [ Mechanisms exist o conduct software pathing or al deployed R ™ o
sustems of ernot- ervers and non-internet-facing Patching Technolosy. TAS). including
itgating known Patches, updates or other vendor mitigations for vulnerabilties in operating oftware & Frmare Mechanisms exist to conduct software patching for all deployed
1SM-1696 systoms of servers and . Functional | Intersacts With VPM.05 , (TAAS), including 5 M3
wlnerabilities Patching
network d within 48 hours of e firmware.
tgatng ko Patches, updates or other vendor mitigations for vulnerabilities in drivers are oftware & Frmare Mechanisms exist to conduct software patching for all deployed
1SM-1687 gating one month of d as non- Functional | Intersects With VPM-05 ' (TAAS), including 5 M3
wlnerabilities Patching
critical by vendors firmware.
Avulnerability scanner is used at east daily to identify missing patches or updates n by
Scanning for unmitigated |7 nerablites in onine services. ms and
1SM-1698 Functional | Intersects With | Vulnerability Scanning |  VPM-06 5 ML ML2 M3
wilnerabilities
‘Avulnerability scanner is used at least weekly to identify missing patches or
s l tigated | updates for ) d o dot b
1SM-169 oanning for unmitigated —up uites, thelr Functional [ Intersects With| ~ Vulnerability Scanning | VPM-06 © Y 5 ML ML2 M3
vulnerabilities extensions, email clients, PDF applications, and ssourity products. g of systems and
is used at least fortnig g patches or
s L tigated  [updates for 2 uites, o dot b
1SM-1700 oanning for unmitigated —up other than W0 | Functional | Intersects With | Vulnerability Scanning |  VPM-06 © Y 5 ML2 M3
vulnerabilities browsers and their extensions, email clients, PDF applications, and security g of systems and
orod
Avulnerability scanner is used at least daily to identify missing patches or updates
s L tigated o dot b
1SM-1701 oanning forunmitigated ., in f Servers and internat- Functional | Intersects With | Vulnerability Scanning |  VPM-06 © Y 5 ML ML2 M3
wlnerabilities g of systems and
devices.
is used at least fortnig g patches or
s l tigated | updates for t o dot b
1SM-1702 oanning forunmitigated —up Operaling systoms Functional [ Intersects With |~ Vulnerability Scanning | VPM-06 © Y 5 ML ML2 M3
g network devices. g of systems and
is used at least fortnig 'y missing patches o
Scanning for unmitigated o det b
1SM-1703 i & updates for vulnerabilities in drivers. Functional | Intersects With |~ Vulnerability Scanning |  VPM-06 4 5 ML3
wlnerabilities y g of systems and
o708 Cossation of suppors | 01168 PrOGUIEY sits, web brovwsers and theirextensions, emaiL ctients, POF | L T T nsupported Technology | o o prevent Tachnol y R ™ o e
dobe Flash Plaver. and security products that are no longer 1 Services (TAAS bv:
Privileged user accounts (excluding backup administrator accounts) cannot access to of owing only
1SM-1705 Backup access backups belonging o other user accounts Functional | Intersaots With Loast Privilege 1AC21  authorized lish assigned tasks 5 ML2 M3
business functions.
Privileged user accounts (excluding backup administrator accounts) cannot access o o tovnganty
1SM-1706 Backup access their own backups. Functional | Intersects With Least Privilege 1AC-21 tthorized lish assigned tasks 5 ML3
in accordance with organizational business functions.
Privileged user accounts (excluding backup administrator accounts) are prevented o ut ptof . allowing only
Backup modification and
1SM-1707 o from modifying and deleting backups. Functional | Intersacts With Loast Privilege 1AC21  [authorized lish assig; 5 ML2 M3
business functions
sk mocifcation and | B26K2P SdmIIStator accounts re prevented from modfying and deleing backups to ut ptof . allowing only
1SM-1708 . during their retention period. Functional | Intersaots With Least Privilege 1AC21  [authorized lish assig; 5 M3
business functions
o Detouttsotings Settings for wireless access points are hardened notonat | imoresctowin | Secure Basetine or.0p_|Mechanisms exist o develop, document and maintain securs bassline R
for Technology Senvices
User Used if EAP-TLS Mechanisms exist to develop, govern & update procedures to facilitate
the implementation of Network Security Controls (NSC).
Network Security Controls
1SM-1711 802.1X authentication Functional |  Subsetof | " ;::g;y onrels ] Ner-o1 10
The use of FT (802.111) s disabled unless authenticator-to-authenticator
\sMA712 Fast Set d by an ASD-Approved Cryptographic Protocol. runctional | subsetor | NetworkSecurityontrots | | Mechanisms exist o cevelop, govern & update procedures o faciltate .
Transition (NSC) the implementation of Network Security Controls (NSC).
B is developed, tained and verified on
. Mechanisms exist to restrict removable media in accordance with data
1SM-1713 Removable media register |2 28|12 Pasis Functional | Intersects With | Removable Media Security| DCH-12 5
handling and acceptable usage parameters.
A‘security.txt’ file is hosted for each of an organisation’s internet-facing website a Di (VDP)
. Vulnerabilty disclosure  [domains to assist n the responsible disclosure of vulnerabilties in the Functional | intorsscte witn | VetnerabiityDisclosure | o |to assistwith the secure development and maintenance of Technology R
program organisation’s products and services. Program (VDP) Assets, Services ( licited
put from the oublic abous TAAS.
ECRET cabl ’ | k.
SECRET cables are coloured saimon pin Transmission Magium Physical security mechanisms existto protect power and
1SM-1718 Cable colours Functional | Intersscts With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
v services from interception, interference o damage.
SECRET cables are coloured salmon pink. Physical seourity mechanisms exist to mark system hardware
1SM-1718 Cable colours Functional | Intersects With| ~ Component Marking PES-16 level of the 5
permitted to , stored bythe
VR, Cabio cotoms TOP SECRET cables are coloured red. ometonat | imtoresete v | Trensmission Medium | "™ [Physical securiy mechanisms exist o protect power and R
Security arnving data or supporting information
TOP SECRET cabl ’ ) Physical n 10 mark system harch
1SM-1719 Cable colours OP SECRET cables are coloured red Functional | IntersectsWith| ~ ComponentMarking |  PES-g | /o o0 security mechanisms existto mark system harcware 5
, level of the
o120 tloutiet bor catoure | SECRET wall outiet bores are Goloured satmon pink. omotonat | imtoresete v | Trensmission Medium | "™ [Physical securiy mechanisms exist o protect power and R
Security arnving data or supporting information
ECRET wall outlet i u k.
SECRET wall outlet boxes are coloured salmon pin Physical security mechanisms exist to mark system hardware
th t level of th
1SM-1720 Wall outlet box colours Functional | Intersects With| ~ Component Marking PES-16 pact or ovelofthe 5
permitted to , stored bythe
hardware component.
TOP SEGRET wall outlet boxes are coloured red. Physical security mechanisms exist to protect power and
Transmission Medium
1sM-1721 Walloutlet box colours Functional | Interssots With o PES12.1 | telecommunications cabling carrying data or supporting information 5
i services from interception. interference or damace.
TOP SEGRET wall outlet boxes are coloured red. Physical security mechanisms exist to mark system hardware
th t level of th
1SM-1721 Wall outlet box colours Functional | Intersects With|  Component Marking PES-16 {mpactor ovelof the 5
permitted to be p , stored o transmitted by the
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d dusinga hammer Secure Disposal, pose of, destroy or
1SM-1722 methods |mill, or Functional | Intersects With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment being from these
d dusinga hammer
i . pose of media whenit is no longe
1SM-1722 Media destruction methods | ™1\ isintegrator or grinder/sander Functional [ Intersects With | Physical Media Disposal | DCH-08 " eer 5
required, using formal procedures.
Magnetic floppy disks are destroyed using a furnace/incinerator, hammer mill, Secure Disposal, pose of, destroy or
1SM-1723 | Media destruction methods | disintegrator, degausser or by cuttin. Functional | Intersects With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment being from these
Magnetic floppy disks are destroyed using a furnace/incinerator, hammer mill,
Mechanisms exist to securely dispose of media when itis no longe
1SM-1723 Media destruction methods degausser or by cutting. Functional | Intersects With | Physical Media Disposal | DCH-08 nisms ext ety dispe ' " eer 5
required, using formal procedures.
disks a hammer mill, Secure Disposal, pose of, destroy or
1SM-1724 methods or degausser. Functional | Intersacts With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment being from these
disks a hammer mill,
. Mechanisms exist to securely dispose of media when itis no longe
1SM-1724 Media destruction methods | *1SIMegrator. grinderfsander or degausser Functional | Intersects With | Physical Media Disposal | DCH-08 nisms ext ety dispe ' " eer 5
required, using formal procedures.
:sgneuc tspe: are destruyebd Using a furnace/incinerator, hammer mill, Secure Disposal, o nose o, destroyor
1SM-1725 Media destruction mathods [ 15171981310 degausser or by cutting Functional | Intersacts With | Destruction or Re-Useof |  AST-09 d methods to 5
Equipment bein from these
Magnetic t destroyed fumacer tor, h m Mechanisms exist to securely dispose of media when it s no longe
1SM-1725 Media destruction mathods |21 © taPes are destroyed using a furnace/incinerator, hammer mi Functional | Intersects With | Physical Media Disposal | DCH-08 nisms ext ety dispe § " eer 5
or by outting. reauired. procedures.
disk
Op“:‘“{ PR 2 hammer mill, Secure Disposal, to pose of, destroy or
1SM-1726 Media destruction mathods ~[§/1"9°1/sander or by cutting. Functional [ Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
Equipment bein from these
Opticaldisk n 0, Mechanisms exist to securely dispose of media when its no longe
1SM-1726 Media destruction methods [P~ e ‘ammer mi Functional | Intersects With | Physical Media Disposal | DCH-08 nisms ext urely disp " ft ger 5
or by cutting, reauired. procedures.
:emmonﬂucml ‘memory is destroyed using a furnace/incinerator, hammer mill o Secure Disposal, o sose of, destroyor
1SM-1727 Media destruction mathods [ %" %" Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
Equipment bein from these
s duct destroyed fumacel tor, h 0 Mechanisms exist to securely dispose of media when its no longe
1SM-1727 Media destruction methods | oo conductor memoryis destroyed using a furnace/incinerator, hammer millor | ¢\ ionat | intersects With | Physical Media Disposal | DCH-08 nisms ext urely disp : ft ger 5
reauired. procedures.
The from of SECRET media is stored
Treatment of medi te d handled as OFFICIAL if less th Lto 3 mm, PROTECTED if h Secure Disposal, © .  destroy or
1SM-1728 feaiment of mediawaste - |and handled as iflass than or equal to $ mm, f@reaterthan | gynotional | Intersects With | Destruction or Re-Useof |  AST-00 d methods to 5
particles 3mm and less than or equal to 6 mm, or SECRET if greater than 6 mm and less than
Equipment from
or ecual to 8 mm
o720 Treatment of mediawaste | The from ofSECRET mediosstored | T ponent Marng pEs.1e |PPYsical security mechanisms exist to mark system hardware R
particles and handiled as OFFICIAL f Less than or eaual to 3 mm. PROTECTED if sreater than impactor level of the
The from of TOP SECRET media s
Treatment of medi te d and handled as OFFICIAL f less th: lto3 SECRETf Secure Disposal, © . » destroy or
1SM-1729 feaimentof mediawaste |stored and handled as iflass than or equal to mm, or @eater | unctional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
particles than 3mm and less than or equal to 9 mm.
Equipment from
o172 Treatment of mediawaste | The from oftopsECRET medints | oo Tl omponent Marng pEs.1e |PhYsical security mechanisms exist to mark system hardware R
particles stored and handled as OFFICIAL f less than or equal to 3 mm. o SECRET i ereater impactor level of the
A software bl of materials is produced and made available to consumers of Mechanisms exist to generate, or obtain, a Software Bill of Materials
. Software Bill of Material (SBOM) for Technol that
1SM-1730 Software billof materials | *°*"® Functional | Intersacts witn | SOTere Bl of Materials | o, 5, 5 - |(SBOM)for “ 5
(SBOM) lists software packages in use, g d applicable
liconses.
P Handiing and containing | Planning and coordination of ntrusion remediation activties are conductedona | - I - 1T Ghain of Custody & 7005 | Mechanisms exist o perform digial forensios and maintain the inogity R
intrusions separate svstem to that which has b Forensics of the chain of custody. with applicable laws. regulations
To the extent possible, al intrusion remediation activities are conducted in @ Mechanisms exist to perform digital forensics and maintain the integrity
\sM1732 Handling manner during the outage. Functional | intersectswitn|  Chain of Custody & [RO.0g |1 the chain of custody, in accordance with applicable aws, regulations s
intrusions Forensics andindustry-recognized secure practices.
Media that cannot be is destroyed prior to s disposal. T mediawith the hand integrity
Media that cannot b o
1SM-1735 edia thar cannot be Functional | Intersects With | System Media Sanitization |  DCH-09 inform: 5
successfully sanitised prior to disposal, release out of organizational control or release for
rouse.
‘Amanaged i developed, tained and verified on 0 maintain a current, d of
. External Service Providers (ESPs) that can potentiall tih
1SM-1736 Managed services @ regular basis. Functional | Intersects With | Third-Party Inventories | TpM-01.1 | EXeral Service Providers (ESPs)that can potentially impact the 5
c Integrity, afety (CIAS) of the
chnologv dior Data
Amanaged contains the & for each " tto maintain a current, a
. 8 External Service Providers (ESPs) that can potentiall tth
1SM-1737 Managed services managed service provider's name Functional | Intersects With | Third-Party Inventories | TpM.01.1 | CXternal Service Providers (ESPs) that oan potentially impact the 5
« managed senvice’s name c Integrity, afety (CIAS) of the
« nurnose for using the manased service chnologv dior Data
Comvactuatsscurty |70 o d tarana Third-Party Contract oncoand et sty
1SM-1738 service is exercised on a regutar an Functional | Intersects With M5 [SECUTD g 5
s ongoing basis Requirements reflecting the organization's needs to protect ts Technology Assets,
P Datam
Asystem's security dpriorto ofthe Security, e i
Approval of cyber securi
1SM-1738 PP dowme"ms‘m " eystem. Functional | Intersects With |~ Resilience In Project PRM-04  |as part of Technology Assets, Applications and/or Services (TAAS) project 5
Management er controls are correctl.
Asystem's security dprior to of the Security, Compliance & ttop govern Technology Assets,
Approval of cyb
1SM-1739 pproval of oyber seGurity | iem, Functional | Intersects With | Resilience Requirements | PRM-05 | and/or Services (TAAS) by: 5
documentation "
Definition (1) Defining uri resilience
Asystem's security dprior to of the
Approval of cyber security  [system . Secure Development Life '
1SM-1739 Functional | Intersacts With PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) 5
documentation Cycle (SDLC) Management
rough formal procedurs
Asystem's security dprior to ofthe T
systom. . security, compl d resilience p in dosign,
Approval of cyb Securo
1SM-1739 pproval of cyber security Functional | Subset Of eoure Engineering SEA01 d of . 10
documentation Principles
Applications and/or Services (TAAS).
Asystem's security dpriorto of the aligned with
systom. industry-recognized leading practices, with consideration for security,
compliance and resilience principles that addresses risk to
Approval of cyber securi Alignment With Enterprise i s, individuals and other
1SM-1739 P! ! i Functional | Intersscts With | "% P SEA-02 5
documentation Architecture
Asystem's security dpriorto the o as a layered structure
Approval of cyb Defense-In-Depth (DID)
\SM-1739 pproval of cyber security  [system Functional | intersoctewitn| Defense-n-Deptn@id) | o o g interactions between layers of the design and avoiding any s
documentation Architecture by yers on th correstness of higher
tavers
Personnel dealing with d payment requests are advised of what
M d reporting is, how ituations and how to report Security, C tto provide all empl appropriate
ISM-1740 | suspicious changes to banking|it. Functional | IntersectsWith| ~Resilience Awareness | ~ SAT-02  [security, compliance and resilience awareness education and training 5
details or payment requests Training that s relevant for their job function
{ dealing with a ts are advised of what o . compl
Managing and reporting | °1 "%t deating vt . B e Wh:‘ Role-Based Security, e
1SM-1740 | suspicious changes to banking s, how low to repor Functional | Intersects With | Compliance &Resilience | SAT-03 & 5
it (1) Before authorizing access to the system or performing assigned
details or payment requests Training
duties:
{ dealing with a ts are advised of what Suspicious
Managing and reporting | °1 "%t deating vt R Pament eduests aro adsed o wh:‘ o mpicious e to personnel
1SM-1740 | suspicious changes to banking s, how low to repor Functional | Intersects With SAT-03.2 |defined i malware to 5
it Anomalous System
details or payment requests and anomalous behavior.
Behavior
IT equipment destruction processes, and supporting IT equipment destruction
T equipment destruction | Proeedures, are developed, implemented and maintained. Secure Disposal, pose of, destroy or
1SM-1741 e Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
processes and procedures
Equipment being f
IT equipment that cannot be sanitised is destroyed.
Secure Disposal, pose of, destroy o
1SM-1742 Sanitising IT equipment Functional | Intersects With | Destruction or Re-Use of | AST-09 d methods to 5
Equipment being from
Vendors that have demonstrated a commitment to Secure by Design and Secure by t
b tices and Secure E; , compl d design,
1SM-1743 Operating system selection practices, Functional | SubsetOf ecure Enginearing seaor  [SeCUt esign, 10
either L less i v Principles d of X
actioes. are used for anarating svstems i
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Vendors that have demonstrated a commitment to Secure by Design and Secure by t aligned with
i " Alignment With Enterprise industry-recognized leading practices, with consideration for securiy,
1SM-1743 | Operating system selection practices, Functional | Intersects With |~ el seao2 n-reco &P ! ! i 5
cither i L less preferably resilience principles that addresses risk to
are used for operating svstems. perati 5. individuals and other
Vendors that have demonstrated a commitment to Secure by Design and Secure by tto implement as a layered structure
D practices, tices and minimizing interactions between Layers of the design and avoiding any
" \ DiD)
(1783 | Operatingsystom setoction | less proferably Functional | intersects with ©0) | oos by lower layers on the functionality or correctness of higher s
programming practices, are used for operating systems. Architecture iayers.
Vendors that have demonstrated a commitment to Secure by Design and Secure by
bt e e o " pequisiion Stategies Mechanisms exist to utiize tailored acquisition strategies, contract tools
1SM-1743 Operating system selection [ °f2ult Principles and practices, including secure programming practices an Functional | Intersects with | %" "B | 1PM.03.1 |and procurement methods for the purchase of unique Technology 5
cither L less preferably Tools & Methods
Assets, Applications and/or Services (TAAS).
are usad for onarating svstams.
Early Launch Antimalware, Secure Boot, Trusted Boot and Measured Boot Mechanisms exist to develop, document and maintain secure baseline
\om7as | Herdeningoperating system  [functionatityis enablec: runctonat | imtorsecto | Secure Basetine . Servic R
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
When implementing application control using path rules, only approved users can Mechanisms exist to enforce Role-Based Access Control (RBAC) for
. Role-Based Access , .
\sM1746 Application control | CeNE®filesystem permissions for approved fles and olders. Functional | intersects with 1AC08 Data (TAASD) to restrict s
Control (RBAC) acoess to individuals assigned specific roles with legitimate business
needs
Teahnol a
Email lient security settings cannot be changed by users. Configure Teahmology 1o configure .
Hardoning usor application nenote. Applications Services (TAAS) utilized in high-risk areas with more restrictive baseline
1sM-1748 Functional | Intersacts With g CFG-02.5 [ configurations. 5
configurations and/or Services (TAAS) for
High-Risk Areas
Teahnol a
Cached credentials are limited to one previous logon. Configure Teahmology 1o configure .
Aenots. Applications Services (TAAS) utilized in high-risk areas with more restrictive baseline
1SM-1749 Protecting credentials Functional | Intersacts With g CFG-025 . 5
rotecting credenti neti " and/or Services (TAAS) for configurations.
High-Risk Areas
Cached credentials are limited to one previous logon. o protect the
Protection of
PR, protecting orodentias Functionat. | intersects with rotecti 1AG-105 | Fensitivityof the nformation to which use of the authenticator permits s
Authenticators access.
for critical servers, high-value servers and regular tohost o dedicated
. Gloud Infrastrusture .
1SM1750 | Administrative infrastructure | $STrS 19 Segregated from each other. Functional | Intersacts With rastructur clp.og  [sUEnet 5
Security Subnet
Administrative infrastructure for critical servers, high-value servers and regular
d from each other. Network Segmentation Lo implement network newwork
ISM-1750 | Administrative infrastructure | *°"V"S S SeBregate: Functional | Intersects With NET-06 isolate Technol i 5
(TAAS) from other network resources.
Administrative infrastructure for critical servers, high-value servers and regular o implement Subnets to isolate
Security M t tools and support ts from other internal systs
(oM1750 | Administrative infrastructure | €TVerS 5 Segregated from each other Functionat | imtorsects | SecurtyManagement | | |security tools and support components from other internal system .
Subnets e managed
intertaces to other fthe svstem.
Patches, updates or other vendor mitigations for vulnerabilities in operating Mechanisms exist to conduct software patching for all deployed
o :
. Mitigating known systems of IT equipment other than workstations, servers and network devicesare | oo | o Software & Finmware | , . including .
ppl one month of dasnon- Patching firmware.
critioal by vendars: .
is used at least fortnig g patches or
s L tigated o dot b
a2 canning for unmitigated | updates for vulnerabilities in operating systems of IT equipment other than Functional | ntersects Wit | Vulnorabitiy Scaning | vpM-06 o v s
wlnerabilities workstations, servers and network devices. 8 of systems and
Internet-facing network devices that are no longer supported by vendors are Unsupported Technology 1o prevent T )
1SM-1753 Gessation of support | replaced. Functional | Intersects With | Assets, TOA17 (TAAS)by: 5
and/or Services (TAAS) R renlacing TAAS when support for is
v t
e resolving in resolved n a timely manner. motonat | imtorsscte v | SecUrt: om0 torea with R
Resilience Testing security. comol
Vtnorabity disclosure policy is developed, and maintained. etnerabityDisclosure Mechanisms exist to establish a Vulnerability Disclosure Program (VDP)
1sM-1755 Functional | Intersacts With THR-06 (1o assist with the secure development and maintenance of Technology 5
program Program (VDP)
1 ices (TAAS) licited
. Mechanisms exist to establish a Vulnerability Disclosure Program (VDP)
1SM1756 are developed, and maintained. Functional. | intorsects wi | VetnerabityDisclosure | o fto assistwith the secure development and maintenance of Technology .
program Program (VOP) Assets, m licited
input from the public about TAsS.
When using DH for agreeing on encryption session keys, a modulus of at least 3072
. Useof blic standards and
1SM-1759 Using Diffie-Hellman [P/t 15 used, preferably 3072 bts. Functional | Subset Of e CRY-01 using known trusted 10
Controls cryptographic technologies.
[ When using ECDH for agreeing on encryption session keys, NIST P-256, P-384 or P- T
Using Elliptic Curve Diffie- Use of Cryptographic
15M-1761 ‘g Ellpt 521 curves are used, preferably the NIST P-384 curve. Functional | SubsetOf Vptograp CRY-01 using known public standards and trusted 10
Hellman Controls
When using ECDH for agreeing on encryption session keys, NIST P-364 or P-521
urves are used, proferably the NIST P-384 curve.
Using Elliptic Curve Diffie- Use of Cryptograph
ISM-1762 sing Elliptic Curve Diffie- Functional | SubsetOf se o c;:rr:\fap e CRY-01 using known public standards and trusted 10
cryptographic technologies.
When using ECDSA for digital signatures, NIST P-256, P-384 or P-521 curves are
usad, preferably the NIST P-384 curve.
Usingthe Elliptic Curve Digital Use of Cryptograph
1SM-1763 'sing the Elliptic Gurve Digital Functional | SubsetOf 'se of Cryptographic CRY-01 using known public standards and trusted 10
Signature Algorithm Controls
cryptographic technologies.
When using ECDSA for digital signatures, NIST P-384 or P-521 curves are used,
. preferably the NIST P-384 curve. e
Usingthe Elliptic Curve Digital Use of Cryptograph
1SM-1764 'sing the Elliptic Gurve Digital Functional | SubsetOf 'se of Cryptographic CRY-01 using known public standards and trusted 10
Signature Algorithm Controls
cryptographic technologies.
When using RSA for digtal signatures, and transporting encryption session keys
(and similar keys), a modulus of at least 3072 bits is used, preferably 3072 bits. Useof ryptogranhic e
ISM-1765 | Using Rivest-Shamir-Adieman Functional | SubsetOf CO'::’rei P! CRY-01 using known public standards and trusted 10
cryptographic technologies.
When using SHA-2 for hashing, an output size of at least 224 bits s used, preferably istto
Using Secure Hash Use of Cryptograph
1SM-1766 sing Secure Hashing |15 384 or SHA-512. Functional |  Subset Of se of CyPIograRhic | cy.o1 using known public standards and trusted 10
Algorithms Controls
When using SHA-2 for hashing, an output size of at least 256 bits s used, preferably istto
Using Secure Hash Use of Cryptograph
1SM-1767 sing Secure Hashing |11 384 or SHA-512. Functional | Subset Of se of CPIOBraRNIc | cy.o1 using known public standards and trusted 10
Algorithms Controls
When using SHA-2 for hashing, an output size of at least 384 bits is used, preferably istto
Using Secure Hash Use of Cryptograph
1SM-1768 sing Secure Hashing |51 384 or SHA-512. Functional | Subset Of s¢ 0f CPIoBraRhic | cy.o1 using known public standards and trusted 10
Algorithms Controls
gyt When using AES for encryption, AES- 126, AES-192 or AES-256 s used, preferably soof Crymtogrannic istto
1SM-1769 sy AES-256, Functional | Subset Of ypograp CRY-01 using known public standards and trusted 10
cryptographic algorithms Controls
gyt When using AES for encryption, AES- 192 or AES-256 s used, preferably AES-256. oo ot Orypograne istto
1SM-1770 sy Functional | Subset Of ypograp CRY-01 using known public standards and trusted 10
cryptographic algorithms Controls
ESis used for encrypting 2  ENCR_AES_GCM_16. istto
Use of Cryptograph
1SM-1771 Encryption algorithms Functional | SubsetOf seo CO'::’r;i'ap e CRY-01 using known public standards and trusted 10
PRF_HMAC_SHA2 256, PRF_HMAC_SHA2 384 or PRF_HMAG_SHA2_ 51215 used oo ot Oy istto
1SM-1772 function  |for p y PRF_HMAC_SHA2_512. Functional |  SubsetOf CO'::’rei P CRY-01 using known public standards and trusted 10
oo o |sem atoway Mechanisms exist to verify that individuals accessing a system
1SM-1773 e only tralian nationals or seconded foreign nationals. Functional | Intersacts With HRS-04.3 ng, storing, or transmitting 5
gateway statutory. resulatory and/or contractuat for citizenshios
System acministration of | O*1®2® 2re managed via  secure path isolated from all connected networks. Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate
1SM-1774 Functional | Subset Of NET-01 10
gateways (NSC) the implementation of Network Security Controls (NSC).
When manu o systems, all data is
t h large digital files with
1SM-1778 Manual import of data untit reviewed pproved or not approved for release. | Functional | Intersects With|  Ad-Hoc Transfers DCH-17 © arge digital files wi 5
internal or external parties.
When manu o systems, all data is [Automated mechanisms exist to enforce resource containment
1SM-1778 Manual import of data untiL reviewed pproved of not approved for release. |  Functional | Intersects With | Resource Containment | NET-08.4 tine a resource’s access to other 5
resources.
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Wh ly exporting data tems, all data that fals heck:
/en manually exporting data from systems, al data that fails security checks is \orgo it los with
1SM-1779 Manual export of data unti reviewed pproved or forrelease. |  Functional | Intersects With | Ad-Hoc Transfers DCH-17 5
internal or external parties.
When manually exporting data from systems, all data that fails security checks is Automated
1SM-1779 Manual export of data unti reviewed pproved or forrelease. |  Functional | Intersects With | Resource Containment | NET-08.4 that remove or resource’s access to other 5
resources.
Dov0) used T icat doperat
ISM-1780 | Secure software development Functional | Intersects With | Education (CPE) - DevOps | SAT-03.8 PSP ung ! uoa 5
training on Secure Software Development Practices (SSDP) to
Personnel
\ving threat
DevOps pract used Technology D! t tailored
ISM-1780 | Secure software development practices are " Functional Subset Of " Agy " TDA-01 ;) o ‘"L 10
- g Transmission c toprotect data
1SM-1781 Network encryption Functional [ Intersects with [ CRY-03 s 5
A protective DNS service is used to block acoess to known malicious domain
Protective Domain Name Heuristic / e /
1SM-1782 names. Functional | Intersacts With END-04.4 5
System Services Based Detection detection capabilities.
A protective DNS service is used to block acoess to known malicious domain Domain
Protective Domain Name Domain Name Service
1SM-1782 names. Functional | Intersacts With NET-10 | designed, implemented and managed to protect the seourity of name / 5
System Services (ONS) Resolution e pie
Public IP add trolled by, or used by, i d by valid
o178 Bordor Gatoway Protocol | »2Ae P 2¢dresses contralledby, o usedby, am organisation are signed by vl runctonat | subsetor | NewworkSecurityControts | . govern & update p toacilitate o
routing security records. (NSC) the implementation of Network Security Controls (NSC).
ypor socuriyncidont | cyper seeur | Y neluding th to establish, d policies,
1SM-1784 yber secrity incl s fs exercisef g Functional | SubsetOf | Compliance & Resilience |  GOV-02  |standards and procedures necessary for secure, compliant and resilient 10
management policy
The cyber secur including doyo
Cyber security incident Incident Resp tto maintain and make available a current and viable
1sM-1784 yber securltyinc uri is exercised atleast annually. Functional | Intersects With 1R0-04 u 4 5
management policy (RP) Plan (IRP) to all
Supplier relationshi A suppli developed, d  maintain and olicies,
1SM-1785 uppller reletlonship supplier levelope: an Functional |  SubsetOf GOv-02 polic 10
tained. ! Resilience tandards and procedures necessary for secure, compliant and resilient
e Supplier relationship | A supplier eveloped, and motonat | imtorsscto | SuPPlY Chain Risk oo | Mechanisms exist o develop aplan for Supply Chain Risk Management R
tained. AM) Plan (scRM acauisition,
A supplier eveloped, and
Supplier relationshi e third-par
1SM-1785 upPLETTEIatonsip | i tainad. Functional | SubsetOf | Third-Party Management |  TPM-01 ire-party 10
management management controls.
PR Supplier relationship | An listis developed, and maintained. Fumctionat | mtorsacts Wit | Thrc-Pary nvamtories | Topor.1 | MSEhanISmS xist o maintin & current, accurate and complee st of R
External Service Providers (ESPs) that can potentially impact the
Sourcing operating systems, | Operating systems, T equipment, O equipment and [ Mechanisms exist to conduct a risk assessment prior to the acquisition
1SM-1787 | applications, IT equipment, OT [sourced from approved suppliers. Functional | Intersacts With sk | TPMos for hnology-related 8 : 5
auiment and services and/or ass)
\ov17es | Sourcing operating systems, | Multiple potential supplirs are dentfied for sourcing crtcal operating systems, | [ I - T Acquisiion Stategies, | (" Mechanisms exist to utilize tailored acauisition strategies, contracttools R
IT eauipment, OT IT eauipment. O services. Tools &Methods and for the purchase of uniaue Technologv
Sourcing operating systems, |Sufficient spares of crtical IT equipment and OT equipment are sourced and kept in Mechanisms exist to purchase and maintain a sufficient reserve of spare
1SM-1789 | applications, I equipment, O [reserve. Functional | Intersects With | Reserve Hardware BCD-15 d canbe 5
auiment and services maintained in the event of a supoly chain disruption.
Sufficient spares of critical IT equipment and OT equipment are sourced and keptin Mechanisms exist to:
risks and threats
Sourcing operating systems, |5 [T 1) and 8 ,
1SM-1789 | applications, IT equipment, OT Functional | Intersects With Lpply Chain H1S TPM-03 7 and 5
Management (SCRM) (2) Take tions to minimize s
equipment and services
exposure to those risks and threats, as necessary.
\v7ss | Sourcingoperating systems, [Sufficient spares of criical T equipment and O equipment are sourced anakeptin | - - I~ "1 Acquisiion Stategies, | (" Mechanisms exist to utilize ailored acauisiton stratogies, contracttools R
IT eauipment. OT | reserve. Tools & Methods and dsfor uniaue Technology
Operating systems, T equipment, OT equipment and 10 track the origin, ownership, location
Delivery of operating systems, | delivered in a manner that maintains their integrity. to Tachnol dlor Data
1SM-1760 | applications, IT equipment, OT Functional | Intersacts With Provenance AST-032 | (TAASD). 5
equipment and services
Delivery of operating systems, | Operating systems, applications, IT equipment, OT equipment and services are. vt Tampengand o of component y
1SM-1790 | applications, IT equipment, OT [delivered in a manner that maintains their integrity. Functional | Intersacts With Cowmempngﬂfm TDA-11 | developing and ProductT: dc 5
auipment and services (PTC) practices that include the and prevent counterfeit
Delivery of The integrity of T T equipment, OT equipment and t o track the origin, ownership, location
ISM-1791 | applications, IT equipment, OT [services are assessed as part of acceptance of products and services. Functional | Intersacts With Provenance AST-03.2 to Technol : dlor Data 5
auiment and services (TAASD.
s f
athery o apraing sy, | 72 SEYf0rang e, pplcation. T supmen,OT squfrent . ] e oo avarencasa 5 by
|SM1761 | amplications 17 eqtimmant, O | 61 76 assessed as pat of acceptance of prodiucts and services. Functional | intorsects i | ProductTamperingand | |developing an roduc R
Counterfeiting (PTC) 1C)p and
equipment and services
The authenticity of operating systems, applications, IT equipment, OT equipment
Dlivery of and as part of acceptanc of products and services. Mechanisms exist to track the origin, development, ownership, location
1SM-1762 | applications, IT equipment, OT Functional | Intersaots With Provenance AST-03.2 to Tachnol icati dlor Data 5
equipment and services (TAASD).
Delivery of operating systems, | The authentioity of operating systems, applications, IT- t.or « istto maint t n
elivery of operating systems, | The authenticity of operating systems, applications, IT equipment, OT equipment ] oroguct Tamporingand o of componen v
1SM-1762 | applications, T equipment, OT [and as part of acceptance of products and services. Functional | Intersacts With TDA11 | developing and Product T: d 5
Counterfeiting (PTC) )
uipment and services (PTC) practices that include the and prevent counterfeit
ders and their . OFFICIAL: Sensitive, t o perform " the
A tof d | Accountable, Supportive, Consulted & Informed (RASCI) matrix,
‘o178 ssessment of managed | PROTECTED and SECRET managed services undergo an Infosec Rogistered Functional | ntorsacts With | Thire-pary Scope Review | o055 |ASEoUMble, Supportve, Consuiled & Iformed (RASC) matr,or R
service providers Assessor Program (IRAP) assessment, using the latest release of the ISM available similar . compl d resilience
oriorto of the IRAP assessment (or rolense). at least ntrol current:
ders and their . OFFICIAL: Sensitive,
Assessment of managed [ PROTECTED and SECRET managed services undergo an Infosec Registered Review of Third-Party Mechanisms exst o monttor,regularty reviow and assess Externat
1SM-1793 & © © Functional | Intersects With TPM-08 |Service Providers (ESPs) for compliance with established contractual 5
service providers Assessor Program (IRAP) assessment, using the latest release of the ISM available Services o
oriorto of the IRAP assessment (or rolense). at least »
Comrctatascuy | AT ofaton arioofene by senves prirs or st aneging Ghanee T tt0 control by suppliers, taking into
1SM-1764 requirements with service TS 10 1l O Soice provider arrangements o documentedin ConaCal | Functional | tersects With| 'S BP0 | rpw.10.{account ity of busin % , ) 5
providers arrangements with service providers arty Senvices Services and/or Data (TAASD) that are in scope by the third-party
Setting credentials for built-in | Credentials o built-in Administrator accounts, break glass accounts, local . ength
lsM1705 | Administrator accounts, break | administrator accounts and service accounts are a minimum of 30 characters. runctional | imtorsects | Password-Based AG101 AN ! espar R
glass accounts, local Authentication
authentication.
accounts and
Files content are digitally sg a 10 prevent the i firmware
1SM-1796 | Secure software development |20l ehain of rust as part of software development. Functional | Intersects With | Signed Components | CHG-04.2 ation that 5
signed using an organization-approved certificate authority.
Files content are digitally sigr a and
. the design, and producti
ISM1796 | Secure software development |/°"f12b\e chain of trust as part of software development. Functional | IntersectsWith | ProductManagement | TDA-01.1 |PTocesses ‘@ dasign, production 5
of Technology Assets, Applications and/or Services (TAAS) across the
Sustem fe Cvle (SDLC to:
Installers, patches are digitaly signed o pr jsms existto d d
checksums as part of software development. o govern the costan, A production
of Technol , Applicati the
System Development Life Gycle (SDLC) to:
ISM-1767 | Secure software development Functional | IntersectsWith|  Product Management | TDA-01.1 [ (1) Improve functionality; 5
(2) Enhance security and resiliency capabilties;
(3) Correct security deficiencies; and
“@c: . reg contractual
obligations.
Secure configuration guidance, i the form of a hardening guide o loosening guide, and
is produced and made available to consumers as part of software development. processes the design, and production
ISM-1788 | Secure software development Functional | Intersects With |~ Product Management | TDA-01.1 [of Technology Assets, Applications and/or Services (TAAS) across the 5
System Development Life Cycle (SDLC) to:
m
Secure configuration guidance, i the form of a hardening guide o loosening guide, ors/
. Pre-Established S iver the Technol licati
|sM1708 | Secure software development | # Prodiced and made avalable to consumers as part of software developrmen Functional | intersectewitn| Pre-Establishedsecure [ (1) Detiver the ; a s
. an
1 Use the blished the default for anv
Secure configuration guidance, i the form of a hardening guide o loosening guide, .
is produced and made available to consumers as part of software development. becumentation on for , and/or Services
ISM-1788 | Secure software development Functional | Interssots With TDA-04 | (TAAS) that describe: 5
Requirements
installation the TAAS;
) Ettective use and and
Secure configuration guidance, in the form of a hardening guide o loosening guide, toreq to
. describing the functional properties of th . compli d
|SM1708 | Secure software development | ¢ Prodiced and made avalable to consumers as part of software developrmen Funcanst | IrsectsWith | FunctonalProperties | Toa.ga|CESEHBIN h unctonlpropertso th sacury complancaan R
and/or m fticient detail to permit analvsis and testing of
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STRM Guidance:

STRM Secure Controls Framework (SCF) Essential 8 Essential8 Essential 8
FDE Name Focal Document Element (FDE) Description SCF Control TCITTES) Notes
Relationship Control Description
Incoming emails are rejected if they do not pass DMARC checks. 10 ensure Domain (DNS)resolution is
designed, and managed to p name/
address resolution.
Domain-based Message Domain Name Service
i vi
1SM-1789 | Authentication, Reporting and Functional | Intersects With NET-10
(ONS) Resolution
Conformance
Incoming emals are rejected ifthey do not pass DMARC checks. Mechanisms exist to validate the legitimacy of email communications
Domain Naming (DNS) Sender Policy
Framework (SPF) record to specify the IP addresses and/or hostnames
Domain-based Message Sender Policy Framework that are authorized to send email from the specified domain.
1SM-1769 | Authentication, Reporting and Functional | Intersacts With e NET-10.3
Conformance PR
Network devices are flashed with trusted firmware before they are used for the first
time.
Configure Technoloy
Flashing network devices with 8 il 1o configure Technols . d
Assets, Applications
ISM-1800 | trusted firmware before first Functional | Intersacts With CFG-02.5[Services (TAAS) utlized in high-risk areas with more restrictive baseline
and/or Services (TAAS) for
use configurations.
High-Risk Areas
Network devices are restarted on atleast a monthly basis.
(omgor | ReEutany restarting network Functionat | intersects win | CoMtinUous Vunerabitiy | | Mechanisms exit o adress new threats and vulnerabiltes on an
devices Remediation Activities ongoing basis and protected Kk
HACE d Lfor Use by ASD and in the to protect regulated it
latest version of their associated Australian Communications Security Instructions. is processed and/or stored.
Approved High A Sensitive / Regulated Dat
1SM-1802 peroved High Assurance Functional | Intersacts with | S"*/1Ve/ ReBuatedData | poy o1
Cryptographic Equipment Protection
A cyber security incident register contains the following for each cyber security Mechanisms exist o cover:
incident: (1) Preparation;
Cyber sacurity incident
1SM-1803 Feaior  the date the cyber security incident occurred Functional [ Intersects With | Incident Handling IRO-02 (2) Automated event detection or manual incident report ntake;
 the date the cyber security incident was discovered (3) Analysis;
+ 2 descrintion of the evher security incident e
A cyber security incident register contains the following for each cyber securi Mechanisms exist to document, monitor and report the status of
Cyber security incident v v @ ® 4 v Situational Awareness For P
1SM-1803 incident: Functional | Intersacts With 1RO-08 data protection incidents to internal stakeholders all
register Incidents
« the date the ovber security urred the wav through theincident.
Break olauses failure to meet
Contractual security in contractual Mechanisms exist to include "break clauses* within contracts for failure
1SM-1804 requirements with service Functional | Intersacts With Break Clauses TPM-05.7 _[to meet contract criteria for security, compliance and/or resilience
providers controls.
A denial of for d 1P telept
o100 Denial of service response [ contains the following: Functional | imtorsects witn|  DemiatofSevies 008 | o |Automated mechanisms exist o protect against or it the effects of
plan « how to identify signs of a denial-of-service attack Protection denial of service attacks.
« how to idantify denial tack
efault user accounts or credentials for ser applications, including for any pre-
Hardening user application t hanged as part of
1SM-1806 ' Lser app configured user accounts, are changed, disabled or removed during nitial setup. |  Functional | Intersects With | - Default Authenticators |~ 1AC-10.8 P
configurations account creation or system installation.
o for ammitaated |7 eUtoMmated methiod of ssetdiscovery s used at least ortighty to support the Mechanisms exist to perform inventories of Technology Assets,
1SM-1807 Wfﬂ mmm: detection of assets for subssquent vulnerability scanning activities. Functional | IntersectsWith | Asset Inventories AST-02 | Applications, Services and/or Data (TAASD) that: ML ML2 ML3
I reflocts the current TAASD in use:
‘An automated method of asset discovery is used at east fortnightly to support the
detection of assets for subsequent vulnerability scanning activites.
1507 Scanning for unmitigated Functional | intorsects witn | Automated Unauthorized | - |Automated mechanisms exist o dstect and alertupon the detection of it o s
wlnerabilities Component Detection hardware,
an up-to- y is used for o up g tools
Scanning for unmitigated
1SM-1808 ¢ & Functional | Intersects With| Update Tool Capability | VPM-06.1 ML ML2 M3
wlnerabilities
When applications, operating systems, network devices or networked IT equipment
PPl  operating systems, auip ) c tto identify and implement compensating
1SM-1809 Cessation of support | that are no longer supported by vendors cannot be immediately removed or Functional | Intersects With RSK-06.2
to reduce risk threats.
revlaced until such time that thev can be
Backups of data, applications and settings are synchronised to enable restoration
toa common point n time.
Porf d retaini R Time / Point e 2
1SM-1810 erforming and retaining Functional [ IntersectsWith | "ccovo” TP ggp.o1.4 © " ML ML2 ML3
backups Objectives (RTO/ RPO) Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
oortorming antrotaming | B3CKUPS of data, applications and settings are synchronised to enable restoration Mechanisms exist to create recurring backups of data, software and/or
1SM-1810 g ana 11N 110 common pointin time. Functional | Intersacts With Data Backups BCD-11  [system images, as well as verify the integrity of these backups, to ensure MLt ML2 M3
P  the data to satisfv Recovery Time O 0s) and
Backups of data, applications and settings are retained in a secure and resilient
manner.
Mechanisms exist to create recurring backups of data, software and/or
Performing and retaininy system images, as well as verify the intogrity of these backups, to ensure
1SM-1811 © ® Functional | Intersacts With Data Backups ep-1 | o v 8ty " ML ML2 M3
backups the availabilty of the data to satisfy Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOS).
porforming and retaining | P2CKUPS Of data, applications and settings are retained n a secure and resilient Somarate Storagefor Mechanisms exist to store backup copies of critical software and other
1SM-1811 e % |manner. Functional | Intersects With P & BCD-11.2 information in a sep: in afire-rated ML1 ML2 M3
backups Critical Information
container thatis not with the svstem being backed up.
nprivil r acoounts cannot ups belonging to other user Mechanisms exist to restrict access to backups to privileged users with
1SM-1812 Backup access Unprivileged user accounts cannot access backups belonging to other user Functional | Intersects With Backup Access BCD-11.9 ps to privileg: ML ML2 ML3
accounts. assigned roles for data backup and recoverv operations.
Unprivileged user accounts cannot access their own backups.
Mechanisms exist to restrict access to backups to privileged users with
1SM-1813 Backup access Functional | Intersects With Backup Access BCD-11.9 ps to privileg: ML3
assigned roles for data backup and recovery operations.
Unprivileged user moditying backups.
Backup modification and Mechanisms exist to restrict access to backups to privileged users with
1SM-1814 P Functional | Intersects With Backup Access BCD-119 Ps to privteg: ML ML2 ML3
deletion assigned roles for data backup and recovery operations.
Unpriviteged user modityin wps.
sackun modiioation and user ocltying: backups. sackun Moditiation Mechanisms exist to restrict access to modify and/or delete backups to
1SM-1814 P Functional | Intersects With P BCD-11.10 privileged users with d data backup and P ML ML2 ML3
deletion andlor Destruction
roles.
Event logs are p
Centralised event loggin Mechanisms exist to protect event logs and audit tools from
1SM-1815 eging Functional | Intersects With | Protection of EventLogs | MON-08 s e ML2 ML3
facility unauthorized access, modification and deletion.
0 is prev
athoriat . ofthe for software s prevented. o track the origin, ownership, location
1SM-1816 ihorftative souree for Functional | Intersects With Provenance AST-032 [and to Technol 3 d/or Data
software
(TAASD).
Network applicat d i formed N
o1 (etwork application of clients when clients callnetwork | L o oA oA oA
Apls to data not for release into the public domain
Network applicat d i formed N
o letwork application of clients when clients callnetwork | L o oA oA oA
Apls of data and the internet.
Enacting cyber securi i fa cyber security incident, Mechanisms exist to cover:
IsM-1819 gyt v |Following the ofa the cyber Y Functional | IntersectsWith | Incident Handling 1RO-02 ML2 ML3
incident response plans is enacted. (1) Preparation:
Cables for individual systems use a consistent colour. Physical secrity mechanisms exist to protect power and
Transmission Medium
1SM-1820 Cable colours Functional | Interssots With o PES12.1 | telecommunications cabling carrying data or supporting information
Y services from interception. interference or damace.
/1827 | Common cable bundles and | TOP SECRET cables, when bundied togethor or run in condult e un exclusivetyin| -~ " T Transmission Medium | o™ [Physical security mechanisms exist o protect power and
conduits their own individual or condut Security arrving data or supporting information
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STRM Guidance:

h.pdt

STRM Secure Controls Framework (SCF) Strength of Essential 8 Essential8 Essential 8
FDE Name Focal Document Element (FDE) Description SCF Control TCITTES) g Notes
Relationship Control Description Relationship ML ML1
Walloutlet boxes for individual systems use a consistent colour. Transmission Medium Physical security mechanisms exist to protect power and
1SM-1822 Wall outiet box colours Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
i services from intercetion. interference or damage.
Office productivity suite security settings cannot be changed by users. . baseline
Hardening user application Secure Baseline
1SM-1823 8 user app Functional | Intersects With CFG-02 for Technol , Servics 5 ML2 M3
configurations Configurations
TARS) that svstem hardening
Office productivity suite security settings cannot be changed by users.
Hardening user application Access Restriction For Mechanisms exist to enforce configuration restrictions in an effort to
1SM-1823 8 user app Functional | Intersects With CHG-04 & 5 M2 ML3
configurations Change restrict the ability of users to conduct unauthorized changes.
PDF application security settings cannot be changed by users.
Mechanisms exist to develop, document and maintain secure baseline
Hardening user application Secure Baseline for Technol Servic
1SM-1824 8 user app Functional | Intersects With CFG-02 5 ML2 ML3
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Security product security settings cannot be changed by users. Mechanisms exist to develop, document and maintain secure baseline
Hardening user application Secure Baseline
1SM-1825 8 user app Functional | Intersects With CFG-02 Technol 3 Servic 5
configurations Configurations
(TAAS) that are consistent with industry-accepted svstem hardening
Vendors that have demonstrated a commitment to Secure by Design and Secure by o
ISM-1826 | Server application selection [ Defaut principles and practices, including secure programming practices and Functional [ o NIA NiA NA 0
either memorv- L less preferably memorv-safe P
Microsoft Active Directory | Microsoft AD DS domain controllers are administered using dedicated domain Dodioatod Prtoged Mechanisms exist to assign dedicated privileged user accounts to be
1SM-1827 Domain Services domain  [administrator user accounts that are not used to administer other systems. Functional | Intersects With oo 1AC-16.4 [ used solely for duties requiring privileged access. 5
controllers
The Print Spooler disabled on Microsoft Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socuro Basel " N
ocure Baseline r Technol ervic
1SM-1628 Domain Services domain Functional | Intersacts With CFG-02 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
controllers
standards.
a2 Microsoft Active Directory | Passwords are not stored in Group Policy Preferences. motonat | imorssctown | Secure Basetine Cro.0p | Mechanisms exist o develop, document and maintain secure baseline R
Domain I Technology Services
Security-relevant events for Microsoft AD DS domain controllers, Microsoft AD CS Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directol cr Secure Basell for Technol s
om1830 icrosoft Active Directory [GA servers, Microsoft AD FS servers and Microsoft Entra Connect servers are runctional | intersects with ecure Baseline cro02 v ervic s
services centrally logged. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Only service accounts and computer accounts are configured with Service, fechanisms exist to
Mierosoft Actve Directory | 201 Se14G6 acce e 1) Dot e systam account
. efine authorized system account types;
1SM-1832 Domain Services accoun | PT"Pal Names (SPNS). Functional | Intersects With | Account Management 1AC-15 Ve P 3
P (2) Define prohibited system account types; and
e 3) Proactively overn individual. group. svstem. service. apolication
MierosaftActve Diractory | V56 60Ut are chenir o of ‘ hanmmng:myk
1SM-1833 Domain Services account Functional | Intersects With Least Privilege 1AC-21 assignedtasks 5
in accordance with organizational business functions.
hardening
Microsoft Active Directory | Duplicate SPNs do not exist within the domain. Mechanisms exist to:
1SM-1634 Domain Services account Functional | IntersectsWith| ~Account Management | 1AC-15 |(1) Define authorized system account types; 5
hardening (2) Define prohibited svst tvpes: and
accounts are configured Mechanisms exist to restrict and control privileged access rights for
Microsoft Active Directory prviloged Acount " @
riviloged Account
1SM-1835 Domain Services account Functional | Intersects With b Iac1e |Userean g 5
Management (PAM)
hardening
User accounts require Kerberos pre-authentication. Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socuro Basel N
ecure Baseline for Technol ervio
1SM-1636 Domain Services account Functional | Intersacts With CFG-02 5
oo Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
The UserPassword attribute for user accounts s not used. Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socuro Basel N
ecure Baseline for Technol ervio
1SM-1638 Domain Services account Functional | Intersacts With CFG-02 5
oo Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Microsoft Active Directory | Account properties accessible by unprivileged users are not used to store Socure Basstine Mechanisms exist to develop, docurment and maintain secure baseline
1SM-1839 Domain Services account | passwords. Functional | Intersects With P CFG-02 y Servio 5
hardening ¢ (TAAS) that are consistent with industry-accepted svstem hardening
User donotuse Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socuro Basel N
ecure Baseline for Technol ervio
1SM-1840 Domain Services account Functional | Intersacts With CFG-02 5
oo Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Directory | Unprivileged user add machines to the domain. Socure Basstine Mechanisms exist to develop, document and maintain secure baseline
1SM-1841 Domain Services account Functional | Intersacts With CFG-02 y Servics 5
Configurations
hardening rass) ith ind d svstem hardening
Microsoft Active Directory | Dedicated privileged service accounts are used to add machines to the domain.
Dedicated Privileged Mechanisms exist to assign dedicated priviloged user accounts o be
1SM-1842 Domain Services account Functional | Intersacts With & 1AC-16.4 © privies 5
Account used solely for duties requiring privileged access.
hardening
MerosftActve Dractory | U5 o delegaron atleast annually, and .
0
1SM-1843 Domain Services account anser Functional N/A N/A N/A 4
Relationship
hardening
Computer accounts that are not Microsoft AD DS domain controllers are not Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory e e Socure Basel N
. ecure Baseline for Technol ervio
1SM-1844 Domain Services account | "15°¢ for delegation fo sevices Functional | Intersacts With cFG-02 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
hardening
standards.
When a user accountis disabled, it s removed from all security group Mechanisms exist to;
Microsoft Active Directory o ) Dot o syt o
. efine authorized system account types;
1SM-1845 Domain Services security | ™e™°"SPS Functional [ Intersects With| ~Account Management | 1AC-15 V P 5
(2) Define prohibited system account types; and
group memberships ¢
3) Proactively overn individual. group. svstem. service. application
The Pre-Windows 2000 Compatible Access securty group does not contain user Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socure Basel N
ecure Baseline for Technol ervio
1SM-1846 Domain Services security | %™ Functional | Intersects With CFG-02 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
group memberships
standards.
Cradentials for the Kerberos Key Distribution Center's service acoount (KRETGT)
i No
1847 Changing crodentials |27 chenged tice,allowing forreplication to al Mirosoft AD DS domain Functional A A A o
controllers in-between each change, if the domain has been directly compromised, Relationship
the domain or they have nat in
When using a ‘mechanism to share a physical server’s Unsupported Technology tto prevent Technol y
Functional separation between -
1SM-1848 omuting amironments. | |PaTdware, th solation mechanism o underlying operating system i replaced Functional | Intersects With |~ Assets, TDA17 Services (TAAS) by: 5
P whenit is no loner supported by a vendor. and/or Services (TAAS) I replacing TAAS when support for the is
The OWASP Top 10 Proactive Controls are used in the development of web, Secure Software
Secure web application design t based on
1SM-1849 applications Functional | Intersects With| Development Practices | TDA-06 5
and development Development Practices (SSDP).
(s5DP)
The OWASP Top 1 in n o
sonuromobapplcatondesin| Securit, Gompliance & security, compliance and/or resilience personnel to:
1SM-1850 pp i Functional | IntersectsWith | Resilience Testing TDA-09 ty, comp P . 5
and development (1) Create and Testing and plan,
Throughout Development
or similar capabilitv:
The OWASP AP Security Top 10 are mitigated in the development of web APls. Security, Compliance &
Web application programming
1SM-1e51 e Functional | Intersects With | Resilience Testing TDA-09 | sacurity, compliance and/or resilience personnel to: 5
Throughout D (1) Create and Testing and olan.
Unprivileged access to systems and their resources Is lmited to only whatis Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Unpriviloged access to i Role-Based Access , , Data (TAASD) to restrict
1SM-1852 privileg required for users and services to undertake their duties. Functional | Intersects With 1AC-08 s ) 5
systems Control (RBAC) access to individuals assigned specific roles with legitimate business
needs.
Users authenticate to MFDs before they Gan print, scan or copy documents.
Authenticating to Multi-Function Devices istto Multi-Function 0)
1SM-1854 © Functional | Intersacts With AsT-23 ) 5
multifunction devices according to industry-recognized secure practices for the type of device.
Use of MFDS for printing, copying purposes, & the capture o gure Multi-Function (MFD)
pies of documents, logged. according to industry-recognized secure practices for the type of device.
Logging multifunction device Multi-Function Devices
1SM-1855 ene Functional | Interssots With AsT-23 5
use (MFD)
IT equipment is hardened using ASD and vendor hardening guidance, with the most Mechanisms exist to develop, document and maintain secure baseline
Hardening IT equipment Secure Baseline
1SM-1858 taking p il Functional | Intersects With CFG-02 for Technol ! d/or Services 5
configurations Configurations
ars) ith ind d svstem hardening
o Using ASD and vend
with the most restrictive guidance taking precedence when conflicts occur.
. baseline
Hardening user application Secure Baseline for Technol , Servics
1SM-1859 ' user app Functional | Interssots With cre-02 5 ML2 M3
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
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PDF using ASD and vendor with the
taking p
Mechanisms exist to develop, document and maintain secure baseline
Hardening user application Secure Baseline for Technol y Servic
1SM-1860 rdening user applicati Functional | Intersects With " ! CFG-02 i v 5 M2 ML3
configurations Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Local Security Authority protection functionality s enabled. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technol y Servic
1SM-1861 Protecting credentials Functional | Intersects With " ! CFG-02 ' ™ 5 ML3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
If Using a WAF, disclosing the IP add fweb deran
Using web application Web Application Firewall tto deploy Web Appl to provide
1SM-1862 '8 web app control (referred to as origin servers) is avoided and access to the origin serversis | Functional | Intersects With PP WEB-03 Py P 5
firewalls d pth protection for appli pecific threats.
restricted to the WAF and authorised
Networked management interfaces for T equipment are not directly exposed to the
Networked t Direct Internet 0 prohibit, o , Intornet fror
1SM-1863 forworked management | termet. Functional | IntersectsWith| =" NET-06.5 pronioit o rom 5
interfaces Restrictions ]
A system usage policy is developed, implemented and maintained. - oot
1SM-1864 System usage policy Functional | Subset Of Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 10
unaccsptable behavior.
Personnel agree to abide by system usage policies before being granted access to Mochanioms exit torequire all amployees and contractors t apply
systoms and their resources.
ISM-1865 | System access requirements Functional | Intersaots With |~ Terms of HRS-05 data protection principles in their daily work to enable 5
secure, compliant and resilient capabilites.
Personnel g mobils devices or 10 establish usage d
Privetebyonned mobile oy, PROTECTED d d Technology U idance for organizational technologies based on the potential to
‘sv1866 ovios and doskion ensitive or systems or data are prevented from storing Functional | interscts With echnology Use RS.05.g | Euidance for organizationa technologies based on the potential to cause s
on their p d d Restrictions damage to Technol y it
computers
used maliciously.
rsonnel 4 mobile
Privately-ouned moble (P)FFICIAL s PROTECTED g d Mech: to o ks associated with permitti
‘sv1866 ovos and doskion nsivecr ystems orcata roprevnted rom storing Funcional | maroctowin | Useof oo Dovis | .05 | oTenmS o manago business ks associsto it prmiing s
computers on their p -
Mobile devices that access OFFICIAL: Sensitive or PROTECTED systems or data use Configure Technology o configare Tachnol B
Assets, Applications .
1SM-1867 | Approved mobile platforms | oPe Platforms that have completed a Common Griteia eveluation againstthe | g1 ionat | intersects With PP CFG-02.5[Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
Protection Profile for Mobile Device Fundamentals, version 3.3 or later, and are and/or Services (TAAS) for
configurations.
onerated in accordance with the latast version of their tad ASD sequrity High-Risk Areas
o106 Dt storage 'SECRET and TOP SECRET mobile devices do not use removable media unless runctional | imtorsctewitn| CoMiEure Technology |~ " tto configure Technol y d R
aporoved beforehand by ASD. Assets. Applications Services (TAAS) utilized in high-risk areas with more restrictive baseline
Anon-networked IT equipment register is developed, implemented, maintained and "
1SM-1869 T equipment registers [ verified on a regular basis. Functional NA NA NA 0
Relationship
‘Application control s applied to user profiles and temporary folders used by Socuro Basstine Mechanisms exist to develop, docurment and maintain secure baseline
1SM-1870 Application control | operating systems, web browsers and email clients. Functional | Intersects With e CFG-02 y Servio 5 ML ML2 M3
¢ (TAAS) that are consistent with industry-accepted svstem hardening
‘Application control s applied to all locations other than user profiles and ‘Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseline for Technol Servic
‘1871 Application control _|{emPerary folders used by operating systems, web browsers and email clents. Functional | intorsects with cro02 s iz s
Configurations (TAAS) thatare consistent with industry-accepted system hardening
standards.
Used for users of onl (Automated mechanisms exist to enforce MuLt-Factor Authentication
) . Multi-Fact MFA) for:
1SM-1872 Mult-factor authentication | P™/SMInETesistant. Functional | Intersects With uiractor iac-os | MPATOr 5 ML2 ML3
Authentication (MFA) (1) Remote network access;
(2) Third-party Technol
Used for (Automated mechanisms exist to enforce Multi-Factor Authentication
services provides a phishing-resistant option Multi-Factor (MFA) for:
1SM-1673 Multi-factor authentication Functional | Intersacts With 1AC-06 (1) Remote network access; 5 ML2
Authentication (MFA)
(2) Third-party Technol
Used for (Automated mechanisms exist to enforce Mult-Factor Authentication
¥ . Multi-Fact MFA) for:
1SM-1674 Mult-factor authentication ~|*2"1°°S 1S Phishing-resistant Functional | Intersacts With ut-Factor iac-os | MPATer 5 M3
Authentication (MFA) (1) Remote network access;
(2) Third-party Technol
Networks are scanned at least monthly to identify any credentials that are bein to dot b
1SM-1875 Protecting credentials Y fyeny e Functional | Intersects With | Vulnerability Scanning |  VPM-06 Y 5
stored inthe cler. routine vulnerability scanning of svstems and
— Ps(ches‘, u:ds(est:;o:helvendolmmgaucnsIorvulnersb\lluesmonlmeserv\z':esl e Mochanioms exist to conduct software patchingfor all deployed
1SM-1676 tgating known are appli ! Functional [ Intersectswith | 01 2re & FIrMWare |y o5 1 (TAAS), including 5 ML ML2 M3
byvendors expl Patching
firmware.
— Patches, u(pdzues or other vendormmdgsnonsmr vulnereb\hueks’:n cparating e Mochanioms exit 1o conduct software patohing foral deployed
1SM-1877 tigating known systems of an networ Functional | Intersects With | >0rare &Firmware VPM-05 1 (TAAS), including 5 ML1 ML2 ML3
d as critical by vendors Patching
firmware.
or when workin
Patches, updates or other vendor mitigations for vulnerabilities in operating
systems of IT equipment other than workstations, servers and network devices are
a8 tical Mechanisms exist to conduct software patching for all deployed
Mitigating known PPl of by Software & Firmware patehing ploy
I1SM-1878 vendors or when working exploits exist. Functional | Intersects With VPM-05 3 (TAAS), including 5
wlnerabilities Patching
firmware.
Patches, updates or other vendor mitigations for vulnerabilities in drivers are
48 hours of tical by
vendors or when working exploits exist Mechanisms exist to conduct software patching for all deployed
Mitigating ki Software &Fi
1SM-1879 tigating known Functional | Intersects With | >0rare &Firmware VPM-05 1 (TAAS), including 5 ML3
wlnerabilities Patching
firmware.
Cyber securty incidents that involve customer data are reported to customers and
the public in a timely manner after they ocour or are discoverad. Mechanisms exst to tmely-report ncidents to applicable:
Reporting cyber seaurity Incident Stakehold (1) Internal stakeholders;
ISM-1880  [incidents to customers and the| Functional | Subset Of neldent Stakeholder IRo-1g  |{!)Internal stakeholders; 10
o Reporting (2) Affected clients & third-parties; and
P (3) Regulatory authorities.
oot ity |Gy that do not involve customer data are reported to omotorat | suestor | Imoident Stakenolder 7010 |Mechanisms exist o timely-reportncidents to applicable o
incidents to customers d the public in ati after thev ocour or Reporting (1) Internal
Operating systems, applications, IT equipment, OT equipment and services are Tisk tprior to th
Cyber supply chain risk Third-Party Risk
1SM-1882 yber supply procured from suppliers that Functional | Intersects With " TPM041 for i lated 8 3 5
management activties !
for their d services. LIV
accounts explicitly o trictl Mechanisms exist to prohibit privileged users from using privileged
. Non-Privileged Access for . .
151883 | privieged accoss o systems |{MtEA 0 only whatis requied o users and services to undertake theirdutis. Functional | intorsects with 2 1AGa1.2 | ccounts, while performing non-security functions s " iz s
Non-Security Functions
Emanation y by ASD for the emanation
N
ISM-1884 Emanation security doctrine | S2CUTY Mattersis complied with Functional o N/A N/A N/A 0
Relationship
Recommended actions contained within emanation security mitigation advice
Emanation security risk ) No
1SM-1885 issued for systems are implemented by system owners. Functional NA NA NA 0
assessments Relationship
Mobile devices are configured to operate in a supervised (or equivalent) mode. . baseline
Maint bile di Secure Basell for Technol , s
1SM-1886 aintaining moble device Functional | Intersects With eoure Baseline CFG-02 ervie 5
security Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Mobile devices are configured with remote locate and wipe functionality. . baseline
Maint bile di Secure Basell for Technol , s
1SM-1887 aintaining moble device Functional | Intersects With eoure Baseline CFG-02 erie 5
security Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Maintaiming monie device | MOPIE 4 with lock screens. Sooure Basstine Mechanisms exist to develop, document and maintain secure baseline
1SM-1888 © Functional | Intersects With CFG-02 for Technol ! d/or Services 5
securty Configurations
ars) ith ind d svstem hardening
Command ine process creation events are centrally logged. orivtoged Fumctions 10 log and review the actions of d/or services
1SM-1889 Command Shell Functional | Interssots With fogg e MON-03.3 |with elevated privileges. 5 ML2 M3
feOfi hocked , Secure Basel Mech tt0 develop, d tand maint basell
o189 Miorosoft Office macros | MiSToSOMOffice to ensure they of rmetorat | imtoresete it ccure Baseline oro.0 | Mechanisms exist o develop, document and maintain secure baseline R e
before bein siened or olaced within Trusted Locations. for Technology Senvices
fOffi igned th Secure Basell Mech tto develop, d tand maint basell
o1691 Miorosott Officamacros | MicTos0M Office v than romotorat | imoresete it ecure Baseline oro.0 | Mechanisms exist to develop, document and maintain secure baseline R e
cannot be enabled via the Message Bar or Backstage View. for Technology Senvices
isusedto totheir s Automated Mult-Factor
Multi-Fact MFA) for:
1SM-1892 Multi-factor authentication services storeor Functional | Intersects With u-ractor iacos | MFATer 5 ML ML2 ML3
sensitive customer data. Authentication (MFA) (1) Remote network access;
) Third-party T
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Multi-factor isusedto o third \ Automated mechanisms exist to enforce Mult-Factor Authentication
: i v Multi-Factor MFA)for:
1SM-1893 Multi-factor authentication | *“%*°°" storeor their s Functional | Intersects With L iacos |1 5 MLt ML2 M3
sensitive customer data. Authentication (MFA) (1) Remote network access;
(2) Third-party Technol
Mult-factor used for users of is Automated mechanisms exist to enforce Mult-Factor Authentication
- Multi-Factor MFA)for:
1SM-1894 Mult-factor authentication | PSP In Tesistant Functional | Intersects With -~ iacos |1 5 M3
Authentication (MFA) (1) Remote network access;
() Third-party Te
Successful and ' ' Technol y d
ISM-1895 | Single-factor authentication Functional [ Intersects With|  Contentof EventLogs |  MON-03 5
lossed Servioes (TAAS)
Memory integrity functionality is enabled. ‘Mechanisms exist to develop, document and maintain secure baseline
Secure Basell for Technol s
1SM-1896 Protecting credentials Functional | Intersects With coure Baseling CFG-02 ' e 5 ML3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Remote Credential Guard functionaliy is enabled. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technol Servic
1SM-1897 Protecting credentials Functional | Intersacts With CFG-02 5 M3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Secure Admin din
activities.
(omgeg | Seperate privileged operating runctionat. | imtersects win | Do€icated AC204 1o restrict executing administrative tasks or tasks s s
environments Machines requiring elevated access to a dedicated machine.
Network devices that do not belong to administrative infrastructure cannot initiate
No
ISM-1898 | Administrative infrastructure Functional ’ NA NA NA 0
Relationship
Avulnerability scanner is used at least fortnightly to identify missing patches or to detect by
updates for vulnerabilties in firmware. Y d
Scanning for unmitigated
1SM-1800 b & Functional [ Intersects With| ~ Vulnerability Scanning | VPM-06 5 e
wlnerabiliies
Patches, updates or other vendor mitigations for vulnerabilities in office
productivity suites, web browsers and their extensions, email clients, PDF
nd security two weeks of
Mitigating known vulnerabilities are assessed as non-critical by vendors and no working exploits Software & Firmware Mechanisms exist to conduct software patching for all deployed
1SM-1801 oxist. Functional | Intersacts With VPM.05 , (TAAS), including 5 M3
wlnerabilities Patching
firmware.
Patches, updates or other vendor mitigations for vulnerabilities in operating
Mitigating ki f . e ha ,
1SM-1902 figating known systems servers and Functional | Intersects With VPM-02 o ensure are prop 5 ML3
network d one month of Process tracked and remediated.
a3s6ssed a5 non-critical by vendors and no working .
Patches, updates or other vendor mitigations for vulnerabilities in firmware are
Mitigating ks 48h tical e ha )
1SM-1903 tgating known PP of % | Functional | Intersects With VPM.02 © ensure are props 5 M3
wlnerabilities vendors or when working exploits exist. Process tracked and remediated.
1908 Mitigating known Patches, updates o other vendor mitigations for vulnerabilities in firmware are motonat | imtorescte it os tto ensure that are prop: ) R e
apolied within one month of rele d as non- Process tracked and remediated.
Online services that are no longer supported by vendors are removed. No
1SM-1905 Cessation of support iger supported by Functional N/A N/A N/A 0 ML ML2 ML3
Event logs from ysedina to detect Inbound & Outbound . monitor d outbound
1SM-1906 Event log monitoring & Functional | Intersacts With MON-01.3 5 ML2 M3
ovber security events Tratfic for unusual or tivities or
Event logs from ysedina ;
detect cyber sacurity events. t monitor d outbound
Inbound & Outbound
1SM-1807 Event log monitoring Functional | Intersacts With MON-01.3 for unusual or tivitios or 5 M3
Communications Traffic
conditions.
dentified in software are publicly ina
| N
om1008 resolving ) Common Weakness Enumeration and Common Functional o A A A o
Vulnerabilities Platform Enumeration information Relationship
in ” root cause analysis s performed and, tto ign processes
Reporting and resolvin Software Design Root
1SM-1909 porting ® | extent possible, entire vulnerability classes are remediated. Functional | Intersects With @ TDA-066 | (1) Conducting Root Cause Analysis (RCA) to identify the underlying 5
wilnerabilities Cause Analysis :
causes of issues or failures:
Network amptication | NEWOrKAPI calls that faciiate modifcation of data, of access o data ot .
1SM-1910 PP authorised for release into the public domain, and are accessible over the internet, | Functional NIA NIA NA 0
programming interfaces : Relationship
e
Security-relevant usage, error messages and crashes for software are centrall Centralized Collection of to ut Event Manager (SIEM), or
1SM-1911 Software event logging Y ge: 2 v Functional | Intersects With MON-02 ger (SIEM), 5
lossed. Security Event Logs similar automated tool. to support the centralized seourity-
Network documentation includes device settings for allcritical servers, high-value . n (0.6 System
1sM-1912 Network documentation | servers, network devices and network security appliances. Functional | InterseotsWith|  Compliance and 1A0-03  |Security Plan (SSP) that: 5
Resilience Controls (1) dentifies ey and information on in-
[ ¥ for IT equipment ) and Socuro Bassline Mechanisms exist to develop, document and maintain secure baseling
1sM-1913 81T oau maintained. Functional | Intersects With CFG-02 for Technol y Services 5
configurations Configurations
rass) ith d svstem hardening
Fordomg omorating syetom | PPV for ) a oo Basetine Mechanisms exist to develop, document and maintain secure baseline
1sM-1914 & oporating sy maintained. Functional | Intersects With CFG-02 for Technol y Services 5
configurations Configurations
rass) ith d svstem hardening
Approved for user ) and Mechanisms exist to develop, document and maintain secure baseline
maintained. for Technol Servic
(TAAS) that are consistent with industry-accepted system hardening
Hard licati Secure Basell
1SM-1915 ardening user application Functional | Intersacts With ocure Baseline T 5
configurations Configurations
Fordomig sorver soptication |APPTOVed ) and Sooure Basstine Mechanisms exist to develop, document and maintain secure baseline
1SM-1916 8 PP maintained. Functional | Intersects With CFG-02 for Technol g Services 5
configurations Configurations
ars) ith ind d svstem hardening
The of y Post-Quantum Mechanisms exist to develop a risk-prioritized Post-Quantum
1sM-1917 e and libraries ensures supportfor the use of ML-DSA-87, ML-KEM-1024, SHA-384, | Functional | Intersects With | Cryptography Agility Plan | QTS-03 | Cryptography Agllty Plan (PQCAP) that: 5
YPrography SHA-512 and AES-256 bv no later than 2030 (PSCAP) m litv:
The CISO regularly reports directly o their organisation's audit, risk and
yer
e reporting and
Status Reporting To to b
ISM-1918 | Reporting on cyber sacurity Functional | Intersacts With poring Gov-01.2 5
Governing Body matters considered material to the organization's Security, Compliance &
Resilience Program (SCRP).
When mult-factor authentication is used to authenticate users or customers (o
N
Js1916 Mult-factor authentication | onine S8rvices or online customer sorvices, all other authentication protocolsthat o 0 A A A o
do not support muli-factor authentication are disabled Relationship
When mult-factor authentication is used to authenticate users to online services,
- N
Js1920 Mult-factor authentication | o Customer services, systems or data repositories - that process, store or Funetional o A A A o
their : data-users Relationship
m self-enrolling into muli-factar from
s ) tigated 'he“:(e“h"wmsy:‘e'? . auenty Mechanisms exist to perform cyber threat hunting that uses Indicators of
canning for unmitigate
1SM-1921 Wl“nershm“esg exist for unmitigated vulnerabilities. Functional | Intersects With Threat Hunting THR07 | Compromise (1oC) to detect, track and disrupt threats that evade existing 5
security controls.
The OWASP Mobile Application Securlty Verification Standard s used in the based on
Secure mobile applicati of Secure Software Development Practices (SSDP).
1SM-1922 Functional | Intersects With | Development Practices | TDA-06 P g 5
development
(SSDP)
ot intel promp
mitigate adversarial inputs or suffixes designed to eliit unintended behaviour or
i No
JsMr02a Promptinjection assistin the generation of sensitive or harmful content. Functional WA WA WA o
Relationship
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Microsoft AD DS domain controllers, Microsoft AD CS CA servers, Microsoft AD FS tto d
Microsoft Active Directon ? " their designed Secure Engineerin i ! a
om1026 icr ive Directory [ servers and Microsoft Entra Connect servers are only used for their designed role | ool ure Engineering seaor [securivn design,
senvices and no other or unless related. Principles d of Technol :
TS
Access to Miorosoft AD DS domain controllers, Microsoft AD CS CA servers, tto d
Microsoft Active Directory Secure Engineering
1sM-1927 s Microsoft AD FS servers and Microsoft Entra Gonnect servers is limited to privileged| Functional | Intersects With orneinten SEA01  [security, compli o design,
users that require access. d of Technol
Backups of Microsoft AD DS domain controllers, Microsoft AD CS CA servers,
Mechanisms exist to develop, document and maintain secure baseline
Microsoft AD F d t , stored
Microsoft Active Directory Secure Baseline for Technol , Servic
1SM-1928 securely and only accessible to backup administrator accounts. Functional | Intersects With CFG-02
services Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Microsoft Active Directory | Lightweight Directory Access Protocol signing is enabled on Microsoft AD DS Socuro Basetine . document and baseline
1SM-1929 Domain Services domain |domain controllers. Functional | Intersacts With CFG-02 Technol , Servio
Configurations
controllers TARS) that svstem hardening
Microsoft Active Directory | Passwords are prevented from being stored in Group Policy Preferences. Socuro Basetine . document and baseline
1SM-1830 Domain Services domain Functional | Intersacts With CFG-02 Technol , Servio
Configurations
controllers (TAAS) that svstem hardening
SID Filtering is enabled for domain and forest trusts. ‘Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socure Baseline wetto devel —
1SM-1931 Domain Services domain Functional | Intersects With ) ! CFG-02 "
Configurations (TAAS) that are consistent with industry-accepted system hardening
controllers
standards.
The number of service accounts configured with an SPN is minimised.
Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socure Baseline wetto cevel —
1SM-1932 Domain Services account Functional | Intersects With ) ! CFG-02 "
P Configurations (TAAS) that are consistent with industry-accepted system hardening
® standards.
have DG
Service accounts an SPN donot Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socure Baseline —
1SM-1933 Domain Services account Functional | Intersects With ) ! CFG-02 "
P Configurations (TAAS) that are consistent with industry-accepted system hardening
® standards.
User DG atleast annually, and those Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory n for th have th d. Secure Baseline Servic
1934 Doman Senices acoaunt | ithout an ongoing requirement for the permissions have them removed. Functional | ntersects with re Basell cro02 i
P Configurations (TAAS) that are consistent with industry-accepted system hardening
® standards.
Computer accounts are not configured for unconstrained delegation. Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socure Baseline wetto cevel —
1SM-1935 Domain Services account Functional | Intersects With ) ! CFG-02 o
P Configurations (TAAS) that are consistent with industry-accepted system hardening
e standards.
The sIDHistory attribute for user accounts is not used. ‘Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory Socuro Basel Lo devel N
1SM-1936 Domain Services account Functional | Intersects With coure Baseling CFG-02 erie
P Configurations (TAAS) that are consistent with industry-accepted system hardening
e standards.
MierosaftActve Diractory Use;sccoun(s are ohecked at least weekly for the presence of the sIDHistory .
1SM-1837 Domain Services account |14 Functional NA NA NA
Relationship
hardening
The Domain Computers ot have write or modit Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory i . Socuro Basel Lo devel N
1SM-1638 Domain Services account |© 2" Microsoft Active Directory objects. Functional | Intersacts With ocure Baseline CFG-02 erve
P Configurations (TAAS) that are consistent with industry-accepted system hardening
e standards.
The number of user accounts that are members of the Domain Admins, Enterprise Mechanisms exist to restrict and control privileged access rights for
Microsot Actve Directory |1 DR " prviloged Acount " @
1SM-1839 Domain Services security | A4S O Other highly-privileged security groups s minimised. Functional | Intersectswith | """ eB°d Aceoun lac-t6 |Usersan g
Management (PAM)
group memberships
Service accounts are not members of the Domain Admins, Enterprise Admins or Mechanisms exist to:
Micrasot Actve Directory | Ser¥1%8 Sss0urte re e
1SM-1940 Domain Services security | e MEnly-privileged security groups. Functional | Intersects With |  Account Management Iac1s | (1) Define authorized system account types;
(2) Define prohibited system account types; and
group memberships
3) Pronctively overn individual. sroun. svstem. licati
Computer accounts are not members of the Domain Admins, Enterpriss Admins or Mechanisms exist to:
Micrasot Actve Directory | CemPuter sccouTt & e
1SM-1941 Domain Services security | e MENly-privileged security groups. Functional | Intersects With |  Account Management Iac1s | (1) Define authorized system account types;
(2) Define prohibited system account types; and
group memberships
3) Pronctively overn individual. sroun. svstem. licati
MierosoftActve Doy | ™ :}um:m Computers ¥ group is not a member of any privileged or highly- r:e;:msms s
ISM-1942 Domain Services security | P¥1\%8ed security groups. Functional | Intersects With |  Account Management Iac-15 | (1) Define authorized system account types;
(2) Define prohibited system account types; and
group memberships
) Proactively overn individual. sroun. svstam. sarvice. annlication
Strong mapping between certificates and users is enforced. Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory : Secure Baseline
1SM-1043 Functional | Intersacts With cFG-02 1 , Servics
Certificate Services Configurations
ith ind d svstem hardening
The EDITF_ATTRIBUTESUBJECTALTNAMEZ flag is removed from Microsoft AD CS Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Direct . Secure Basell s
1SM-1944 erosoft Active Directory | GA configurations. Functional | Intersects With coure Baseline CFG-02 e
Certificate Services Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
The CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT flag is removed from certificate Mechanisms exist to develop, docurment and maintain secure baseline
Microsoft Active Directory : Secure Baseline
1SM-1945 templates. Functional | Intersaots With cFG-02 f y Servic
Certificate Services Configurations
rass) ith d svstem hardening
Unprivileged user donothave templates. Mechanisms exist to develop, document and maintain secure baseling
Microsoft Active Directory : Secure Baseline
1SM-1946 Functional | Intersacts With cFG-02 1 , Servics
Certificate Services Configurations
rass) ith d svstem hardening
Extended Key Usages that enable user authentication are removed Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory : Secure Baseline
1SM-1947 Functional | Intersacts With cFG-02 1 , Servics
Certificate Services Configurations
rass) ith d svstem hardening
CA Certificate Manager approval is required for certificate templates that allow a Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Directory : Secure Baseline
1SM-1948 Subject Alternative Name to be supplied. Functional | Intersects With CFG-02 f y Servic
Certificate Services Configurations
rass) ith ind d svstem hardening
Microsoft AD F using a dedicated thatis Mechanisms exist to develop, document and maintain secure baseline
Microsoft Active Direct . Secure Basell s
om0 icrosoft Active Directory [ not used to administer other systems. Functionat. | intorsect with ecure Baseline . ervio
Federation Services Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
between Microsoft AD DS and Microsoft Entra ID is disabled Mechanisms exist to develop, document and maintain secure baseline
i . Secure Basell Tachnol s
JsM1950 Microsoft Entra Connect _|elOWinginitial synchronisation activties Functional | intorsects with ecure Baseline . ervio
Configurations (TAAS) that are consistent with industry-accepted system hardening
ndards.
Hard match takeover is disabled for Microsoft Entra Connect servers. Mechanisms exist to develop, document and maintain secure baseline
Secure Basell i 3 s
1SM-1951 Microsoft Entra Connect Functional | Intersects With eoure Baseline CFG-02 ervie
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Privileged user accounts are not synchronised between Microsoft AD DS and . baseline
. Secure Basell Technol ) s
1SM-1952 Microsoft Entra Connect | icresoftEntra P Functional | Intersects With eoure Baseline CFG-02 ervie
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
for builtin |G for the built- domain are long, unique, . baseline
ts, break d . Secure Basell Technol 3 s
1SM-1953 aceounts, brea managed. Functional | Intersects With eoure Baseline CFG-02 erie
glass accounts, local Configurations (TAAS) that are consistent with industry-accepted system hardening
accounts and standards.
for builtin |G cin accounts, break gl s, local . baseline
lsM1954 | Administrator accounts, break |administrator accounts and service accounts are randomiy generated. Functional | intersoctewitn|  Secure Basetine cro02 Technol 3 Servic
glass accounts, local Configurations (TAAS) that are consistent with industry-accepted system hardening
accounts and standards.
C computer ifthey they are . baseline
been changed i Secure Baseline Technol 3 Servic
1SM-1955 Changing credentials being inthe past 30 Functional | Intersects With CFG-02
days. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Microsoft AD FS token-Signing and encryption certificates are changed twice in . baseline
Secure Baseline Technol 3 Servic
1SM-1956 Changing credentials quick succession if they are compromised, they are suspected of being Functional | Intersects With CFG-02
compromised or they have not been changed in the past 12 months. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Private keys for Microsoft AD GS CA servers are protected by a hardware security . baseline
Secure Baseline Technol 3 Servic
1SM-1957 Protecting credentials | "OMU'® Functional | Intersects With CFG-02
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
User oC: tiogon . baseline
Separate privileged operati Secure Basell Technol 3 s
1958 eparate privileged operating |environments. Functional. | intersecte with ecure Baseline o0 ervic
environments Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
To the extent possible, event logs are captured and stored in a consistentand
structured format.  monitor, respond to alerts
1SM-1859 Event log details Functional | Intersects With | System Generated Alerts | MON-01.4 from physical, data protection and supp activit
to achieve integrated situational awareness.
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Event logs from internet-facing network devices are analysed in a timely manner to tto Manager (SIEM), or
urity even Centratized Colloction of similar automated tool, to support the centralized collection of security-
1SM-1960 Event log monitoring Functional | Intersects With MON-02 | related event logs.
Security Event Logs
Event logs from inatimely [Automated mechanisms exist to correlate both technical and non-
i . Correlate Monitoriny infor f
1sM1961 Eventlog monitoring | ™2N"er o detect eyber securiy events Functional | intersects with foring. |\ 0oy [technicatinformation from across the enterprise by a Security Inident
Information Event Manager (SIEM) or similar automated tool, to enhance organization-
tuational awaren
'SMB version 1 s not used on networks. ‘Mechanisms exist to develop, document and maintain secure baseline
Usingthe Server Message Secure Baseline for Technol Servic
1SM-1962 ng the Server Messag Functional | Intersacts With " CFG-02 o
Block protocol Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
events for logged. o Manager (SIEM), or
Centralized Collection of -
151963 | Network device event ogging runctionat | imtorsects win | oAt i MO0z |Similar automated tool, to support the centralized collection of security
Security Event Logs related event logs.
events for networkd [Automated mechanisms exist to correlate both technical and non-
. Correlate Monitoriny
|SM-1964 | Network dovico event loging | FE°% Functional | ntersects with i foring. |\ ooy [technicatinformation from across the entrprise by a Security Inident
Information Event Manager (SIEM) or similar automated tool, to enhance organization-
wida situational awaran
Files imported or exported via gateways or CDSs undergo content checking. Mechanisms exist to force Internet-bound network traffic through a proxy
1SM-1965 Content checking Functional | Intersects With| DNS& ContentFiltering |  NET-18  [device (e.g. Policy Enforcement Point (PEP) for URL content filtering and
NS \imit a user's ability to connect orohibited
The CISO develops, implements, maintains and verifies on a regular basis a register tt0 perform inventories of y
Overseeing the cyber security
1SM-1966 eor of systems used by their organisation. Functional | Intersects With | Asset Inventories. AST-02 | Applications, Services and/or Data (TAASD) that:
prog m reflocts the current TAASD in use:
System owners, in consultation with each system's authorising officer, ensure Mechanisms exist to formally assess the security, compliance and
Protecting systems and thei Technol Servi
SM1967 rotecting sy i [controts for each TOP SECRET system and its operating environment, including Functional | interscts With 1A0-02
resources ach sensitive compartmented information system and its operating environment, gh Information activities to
undereo a secur their delegates) dotermine the extent to which the control correctl,
System owners obtain an authorisation to operate for each TOP SECRET system, o emsure Toohno -~
Protecting systems and their - "
1SM-1968 i Including for each sensitive compartmented information systam, from Director Functional | Intersects With |~ Security Authorization |  1A0-07  [Services (TAAS) are officially authorized prior to go live" in a production
resources General ASD (or their delegate).
environment.
Malicious code, when stored or communicated, s treated beforehand to prevent
Handling and containing P Malicious C: t todetectand
1SM-1969 accidental execution. Functional | Intersacts With END-04
malicious code infections (Anti-Malware) eradicate malicious code.
Malicious code processed for cyber security incident response or research Mechanisms exist to utilze a detonation chamber capability to detect
Handling and cont; Detonation Chamby b files and email
1970 andiing and containing | purposes is done so in a dedicated analysis environment that s segregated from | ol | Detonation Chambers | o {and/or
malicious code infections | other systems. (Sandboxes)
Managed service providers and their TOP SECRET managed services, including © the security, comp
tof d Tachnols Servi
1SM-1971 ©f manage: menaged services, undergo & securlty Functional | Intersacts With 1A0-02 ©
service providers assessment by ASD assessors (o their delegates), using the latest release of the (TAAS) through Information " activities to
1SM available orior to the besinning of the securitv assessment for a subsaauent determine the extent to which the control correctl.
Outsourced cloud service providers and their TOP SECRET cloud services,
including sensitive compartmented information cloud services, undergo a security
assessment by ASD assessors (o their delegates), using the latest release of the Mochanisms exist to formally assess the securty, compliance and
1SM available prior to the beginning of the security assessment (or a subsequent Senic
‘1972 Assessment of outsourced | "©835€). at least every 24 months. Functional | interscts With Assessments 1AC.02 | TAAS) through Information Assurance Program (1AP) actvites to
cloud service providers towhich th ! correctly,
operating as intended and producing respectto
mesting expected requirements.
N din y facilities.
to controlover T 3
ISM-1973 | Physical access to systems Functional | Intersacts With | Security of Assets & Media | AST-05 . d/or Data (TAASD) to p
andintegrity.
Physical access to servers, |N . network devices and tare secured Tachnol y tt0 ensure Technol
1SM-1974 network devicesand  [in rooms or Functional | Intersects With |~ Applications, Services | AST-05.2 [and/or Data (T in reasonable
cauipment and/or Data TAASD) ohysical orotections.
Physical access to servers, |N . network devices and tare secured I y tto ensure Technol
1SM-1875 network devices and  in suitably secure security containers. Functional | Intersects With |~ Applications, Services | AST-05.2 [and/or Data (T in reasonable
cauipment and/or Data (TAASD) ohysical orotections.
for Appl ting syst istto util Event M SIEM),
Operating system event or Apple macOS B ) Centralized Collection of © anager (SIEM), or
1SM-1876 Functional | Intersacts With MON-02 | similar automated tool, to support the centralized collection of security-
logging Security Event Logs
rolated ovent loss.
forli v g t Manager (SIEM), or
similar automated tool, to support the centralized collection of security-
Operating syst t Centralized Collection of
\SMagT7 porating system even Functional. | intorsects witn | Cemtatized Cotiectionof | 1 related event ogs.
logging Security Event Logs
for server appl e Manager (SIEM), or
centrally logged. similar automated tool, to support the centralized collection of security-
s licat t Centralized Collection of
1SM-1978 orver application even Functional | Intersects With | ©°T"alzed Collection of |y o) | related event logs.
logging Security Event Logs
for server appl istto i Event Manager (SIEM), or
Server application event or serve . Centralized Collection of ger (SIEM)
1SM-1879 centrally logged. Functional | Intersacts With MON-02 | similar automated tool, to support the centralized collection of security-
logging Security Event Logs
rolated ovent loss.
Credential hint functionality is not used for systems. . document and
Secure Basell Tachnol s
1SM-1980 Protecting credentials Functional | Intersects With coure Baseline CFG-02 ervie
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Credential hint functionality is not used for systems. . length
Password-Based ' d-based
1SM-1980 Protecting credentials Functional | Intersects With assword-Baset IAC-10.1 criteria for
& network devices Supported by vendors are Unsupported Technology istto provent Tachnol y
1SM-181 Cessation of support | replaced. Functional | Intersscts With 1 TOA17 Services (TAAS) by:
and/or Services (TAAS) o i replacing TAAS when support for the is
Networked IT equipment that is no longer supported by vendors is replaced. Unsupported Technology o prevent )
1SM-1982 Gessation of support Functional | Intersacts With 1 TDA17 (TAAS) by:
and/or Services (TAAS) e renlacing TAAS when supno is
[ i logging facili M
Contratised ovent logging | Ve 1085 $en 103 centralsed evert ogging acily are done 5o 05 5001 a5 ] Contratized Gollection of Manager (SIEM), or
1SM-1983 possible after they occur. Functional | Intersacts With MON-02 |similar automated tool, to support the centralized collection of security-
facility Security Event Logs
related event loss.
Conraised ovent logging | YoM 1085 561 10.8 centralised event ogging faciliy ae encryped n ransit ] Socure Basating Mechanisms exist to develop, document and maintain secure baseline
1SM-1984 Functional | Intersacts With CcFG-02 for Technol ) d/or Sevices
facility Configurations °
ars) ith ind d svstem hardening
Event logs are protected from unauthorised access.
o108 Centralised event logging Functional | imterssctowitn|  AccessbySubsetof |+ | Mechanisms exist o restrit access to the management o evert logs o
facility Privileged Users. priviteged users with a specific business need.
& tical i s T M),
80 from crtical o timely manner . Centralized Collection of Manager (SIEM), or
1SM-1986 Eventlogmonitoring [ security events. Functional | Intersacts With MON-02 lar automated tool, to support the centralized collection of security-
Security Event Logs
related event loss.
Eventlogs from security ina timely man o Manager (SIEM), or
sacurity events. lar automated tool, to support the centralized collection of security-
related event logs.
Centralized Collection of
1SM-1987 Event log monitoring Functional [ Intersects With | ~or o oo o eetOM O] on.gp
Security Event Logs
Event logs are retained in @ searchable manner for at least 12 months.
Mechanisims exist to retain event logs for atime period consistent with
ds retent | "
1SM-1988 Event log retention Functional | Intersects With |  Event Log Retention MON-10 or
f security dto regulatory and
contractual retention requirements.
Event logs are retained as per minimum retention requirements for various classes Mechanisms exist to retain event logs for a time period consistent with
1SM-1989 Eventlogretention  [of records s set out by the National Archives of Australia’s Administrative Functional | InterseotsWith|  EventLogRetention | MON-10 ds retent
Funstions Disnosal Exoress (AFDA Express) Version t security d to meet statutory. reculatorv and
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When using ML-DSA and ML-KEM, as per FIPS 204 and FIPS 203 respectively, Mechanisms exist to define:
Usin dh FIPS ferred Approve Post Quantum 1) Approved P c hy (PQC) algorithms, includ
1SM-1980 e adnerence s preferred. Functional | Intersects With | Cryptography (PQC) | Qrs-oe.3 |(!)ApProved Post-Quantum Gryptography (PQG) algorithms, including 5
cryptographic algorithms asymmetric and symmetric algorithms; and
Algorithm Use
2) Reauired validation levels for FIPS 140-3
P Using the Module-Lattice- | When using ML-DSA for digital signatures, ML-DSA-65 or ML-DSA-67 is used, Fomctionat | mtorsacts i | APPTOved PostQuantum |~ - " T [Mechanisms exist todefine: R
Based Digital Signature | oreferably ML-DSA-87 c c) (1) Approved Post-Ouant oc including
Using the Module-Lattice- | When using ML-DSA for digital signatures, the hedged variant is used whenever Approved Post-Quantum Mechanisms exist to define:
1SM-1992 Based Digital Signature | possible. Functional | Intersects With | Cryptography (PQC) | QTS-063 [ (1) Approved Post-Quantum Cryptography (PQC) algorithms, including 5
Algorithm Algorithm Use d tric algorithms: and
Using the Module-Lattice- | Pre-hashed variants of ML-DSA-65 and ML-DSA-87 are only used when the Approved Post-Quantum Mechanisms exist to defin:
1SM-1993 Based Digital Signature is Functional | Intersects With|  Cryptography (PQC) | QTS-06.3 [ (1) Approved Post-Quantum Cryptography (PQC) algorithms, including 5
Algorithm Algorithm Use svmmetric algorithms: and
When the pre-hashed variants of ML-DSA-65 and ML-DSA-67 are used, at least SHA- ‘Mechanisms exist to define:
Vsing the Module-Latioe- | asHa-s12 8 d for pre-hashi Approved Post Quantum (1) Approved Post-Quantum Cryptography (PQC) algorithms, includ
1SM-1904 Based Digital Signature and SHA-512 fespectively are used for pre-hashing. Functional [ IntersectsWith| ~ Cryptography (PQC) | QTS-06.3 pproved Post:Quantum Grypiography (PQC) algorithms, incluing 5
asymmetric and symmetric algorithms; and
Algorithm Algorithm Use
(2) Reauired validation tevels for d FIPS 140-3
;] ey (and simil Mech tt0 define:
Using he Module-Lattice- mil;s:sgsm;?lg 102415 used, preferabl v:fiss‘::wou o Approved Post Quantum me: An:m:::s(qc enme Cryptography (PQC) algorithr d
1SM-1995 Based Key Encapsulation |1 o0 of MUKEM 102413 used, preferably ML-KEM-1024. Functional [ IntersectsWith| ~ Cryptography (PQC) | QTS-06.3 pproved Post:Quantum Grypiography (PQC) algorithms, incluing 5
asymmetric and symmetric algorithms; and
Mechanism Algorithm Use
(2) Reauired validation tevels for d FIPS 140-3
When a post-quantum traditional hybrid scheme is sed, either the post-quantum to \gorithms asa
Postquantum raditonal the traditional or both are AAGAS. Hybrid/ Composits transition path to Post-Quantum Cryptography (PQC) solutions that:
1sM-1996 Functional | Intersacts With QTS-06.9 (1) Support hybrid signatures (e.g., ECDSA + ML-DSA) and hybrid Key 5
hybrid schemes Cryptography
Encapsulation Mechanisms (KEMs) (e.6., ECDH + MLKEM);
Public and trust
The board of directors or executive committee defines clear roles and q the
for cyber security the board of directors or executive Assigned Security, mission and resources to centrally-manage, coordinate, develop,
1sM-1907 urity d their Functional | Intersacts With | Compliance & Resilience | GOV-04  [implement and maintain an enterprise-wide Security, Compliance & 5
gram (SCRP).
The board of directors or executive committes ensures that cyber security is
e toal ty, compl resilience
intograted busin oir
Steering Committee & b hrough
1SM-1998 Embedding cyber security Functional [ Intersects witn | S'o°"I"E Committee GOV-01.1 usiness 5 5
Program Oversight advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The board of directors o the cyber ol ty, compl resilience
for their is aligned with and business ugh
Steering Committee &
1SM-1999 urity their Functional | Intersacts With ngrim Oversigne || ©0V-011 |acvisory board,comprised o key cybersecuriy,data protection and 5
business executives, which meets formally and on a regular basis.
The board of directors of exeoutive committes seeks regular brisfings or reporting o reporting and
bout
on the cyber security posture of their organisation, as well as the threat Status ReoportingTo to
1SM-2000 urity inwhich they operate, from internal and external subject matter Functional | ntorsects with | *10 2 FERetOR Gov-01.2 material to Security, Compliance & 5
oxperts. Resilience Program (SCRP).
The board of directors of exeoutive committes champions a positive cyber seourity o i dresilience
culture within their organisation, including through leading by example. Business As Usual (BAU) principles into Business As Usual (BAU) practices through executive
ch tive oyb
1SM-2001 ‘amPIONIng a positve eyber Functional | Intersects With | Security, Compl GOV-14 5
security culture
Resilience Practices
The board of directors of exeoutive committee maintains a sufficient evel of cyber ol ) resilience
‘o fulfil both their  any legislative or regulatory business through
obligations. advisory board, comprised of key cybersscurity, data protection and
Building cyb Steering Committee &
152002 uilding cyber seourity runctional | intersectswitn|  SteefinECommitte& | |business execuives, which meots formally and on a regular basis s
expertise Program Oversight
The board of irectors of exeoutive committe maintains awareness of key cyber ol ) resilience
Building cyb Steering Committee &
oM2008 uilding cyber security | security recruitment activities, retention rates for cyber security personnal, and Functional | intersoctswitn|  Steering Committee& | business through .
expertise cyber security gaps within their Program Oversight advisory board, comprised of key cybersscurity, data protection and
b tives. which meats formally and on a rasular basis.
The board of directors of exeoutive committee supports the development of cyber 10 address all capital pl dinvestment
Buildingeyber socuriyy | CUHY skils and experienca for all personnel via nternal and external cyber Security, Compliance & raquests, including the resources needed to implement the Security,
1SM-2004 e and Functional | Interseots With | Resilience Resource |  PRM-02 | Compl g RP) allexceptions 5
P Management to this requirement.
The board of directors or icality ol v, resilience
dontiyingcritical busines |1 e reanisation's systems, ncluding at least a bsic understanding of what ! Stoering Commitioo & business through
1SM-2005 A st their value, where theyresice, who has access, who mightseek access, how | Functional | Intersects witn | “ L% ORISR | GOV-01.1 - agvisory board, comprised ofkey cybersecurty, data protection and 5
they are protected, and how that protection is verified. business executives, which meets formally and on a regular basis.
The board of directors or ticalit Mechanisms exist to identify and catalog the organization's High Value
Identi tical b : £ . :
oM2008 entifying critical business |of their organisation’s systems, including at least a basic understanding of what Functional | ntorsocts With | High Valuo Assets (vAs) | Gov.z1 |ASSe1S (HVAS) 2.5, crown jwils), including dfining s
assets exists, their value, where they reside, who has access, who might seek access, how (1) Criteria for high-value Intellectual Property (IP)to be categorized as a
thev are nrotacted. and how that nrotection is verified Hva:
The board of directors or icality Mechanisms exist to identify and document the critical Techmology
Identifying critical business ’
1SM-2005 A of their organisation’s systems, including at east a basic understanding of what Functional | Intersots With | Identify Critical Assets | BCD-02 [ Asset: /or Data support essential 5
exists. their value. where thev reside. who ho might seelc how db funct
icalit n
The board of directors or oplied Socurty, (6.8 System
of their organisation’s systems, including at east a basic understanding of what Security Plan (SSP) that:
Identifying critical business ’ Compliance and
1sM-2005 exists, their value, where they reside, who has access, who might seek access, how | Functional | Intersects With 140-03 (1) Identifies key architectural and implementation information on in- 5
assets Resilience Controls
they are protected, and how that protection is verified. scope , m
Documentation
() Reflects th t state of
The board of directors of exeoutive committe plans for major cyber security ttoal ty, resilience
Planning for majorcybor | Me14ents, ncluding by partcipating n exercises, and understand thirdutiesin ! Stoering Commities & business through
1sM-2006 relation to such cyber security incidents. Functional | Intersacts With GOV-01.1 | advisory board, comprised of key cybersscurity, data protection and 5
seourity incidents Program Oversight
business executives, which meets formally and on a regular basis.
The board of directors of exeoutive committe plans for major cyber security to incident
Planning s b jesi i
oM2006 (anning for major cyber  [incidents, includin by participating in exercises, and understand their duties in Functional | ntorsocts With | incidont Rosponse Tsting| 17006 of those s
security incidents relation to such cyber security incidents. capabilties.
‘An authorised medical device register for SECRET and TOP SECRET areas s
developed, implemented, maintained and verified on a regular basis.
B dical d t N
1SM-2007 inging medical devices into Functional © NA NA NA 0
facilities Relationship
Medical devices that are authorised to be brought into SECRET and TOP SECRET
areas mest, at a minimum, the following criteria:
« are listed on the Australian Register of Therapeutic Goods
« have been prescribed by a legally qualified medical practitioner
« have been commercially purchased within Australia
+ do not have inbuilt cellular connectivity
B dical d e N
1SM-2008 ringing medical devices into | | operating Functional °© N/A N/A N/A 0
facilities Relationship
+ where possible, have Wi-Fi, Bluetooth and other forms of wireless connectivity
disabled when operating within SECRET and TOP SECRET areas.
N a RET and TOP SECRET areas.
B dical d e N
1SM-2009 inging medical devices into Functional © NA NA NA 0
facilities Relationship
Service accounts configured with an SPN use the Advanced Encryption Standard for
encryption.
i
Microsoft Active Directory I o develop, wrebaslne
1SM-2010 Domain Services account Functional | Intersects With eoure Baseline CFG-02 g erie 5
hardenin Configurations (TAAS) that are consistent with industry-accepted system hardening
. standards.
When phishing-resistant mult-factor authentication is used by user accounts, Automated Mult-Factor
other non-phish actor disabled for (MFA) for:
Multi-Factor
1sM-2011 Multi-factor authentication | such user accounts. Functional | Intersects With 1AC-06 (1) Remote network access; 5
Authentication (MFA)
(2) Third-party Technol ’
anetr o
Systems are configured with a soreen lock that: ooure Boostine Mechanisms exist to develop, document and maintain secure baseline
1sM-2012 Sereenlocking * activates after a maximum of 15 minutes of user inactiviy, or when manually Functional | IntersectsWith | oute Do e CcFG-02 for Technol ) Servic 5
sers e (TARS) that with industry-accented svstem hardening
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SM2013 Network application d of clients whenclients calinetwork | [ S| Adthenticate, Authorize | tto govern the use of uthorize N
APis th of databutare the internet, nd Audit \d Audit (AA) solutions. both d those hosted by an
d of clients when clients call network tto govern the use of uthorize
APl th to data not for release into the public domain and Audit (AAA) solutions, both on-premises and those hosted by an
but are not accessible over the internet. External Service Provider (ESP).
Network application Authenticate, Authorize
1SM-2014 work applicat Functional | Interseots With | ANEMEE AUNOMZE | g9 5 3
programming interfaces and Audit (AAA)
a0 Network application | Network APl calls that facilitate modification of data, or access to data not motonat | imtorsscto vt | _IMound & Outbound |~ monitor doutbound R
authorised for release into the public domain. but are not over the Tratfic traffic for unusual or tivites or
Validation and sanitisation are performed on all input received over a local network
No
1SM-2016 Software inputhanding | S°f"4r® Functional . N/A N/A NiA 0
Relationship
DNS traffic is encrypted by olients and servers wherever supported. to ensure Domain (DNS)resolution is
designed, implemented and managed to protect the security of name /
address resolution.
Encrypted Domain N Domain Name S
1SM-2017 nerypied Domain Mame Functional [ IntersectsWith| 01 e SeM® | Ngrag 5
System Services (ONS) Resolution
Routes for RPKI-registered IP addresses that are advertised from invalid
Autonomous Systems, or that are longer than allowed, are rejected o deprioritised
by routers that exchange routes via BGP.
Border Gateway Protocol No
1SM-2018 rer Gateway Brofoc Functional . N/A N/A NiA 0
routing security Relationship
TOP SECRET aseourity ASD their 1o conduct specialized for:
1SM-2019 Assessment of gateways | delegates), using tholsM priorto the | Functional | Intersects With | Specialized Assessments | 140-02.2 (1) Statutory, regulatory 5
at least every 24 months.
The CISO ensures sufficient cyber sacurity personnel, with the right skills and tointegrate
Overseeing cyber security N P © Prioritization To Address @
1SM-2020 oxperience, are acauired to support cyber security activities within their Functional | Intersects With PRM-02.1  [advanced to and minimize 5
personnel Evoluing Risks & Threats
's exposure to evolvine risks and threats
Overseeing oybor securiy | T CISO enstres suficient cyber security personnel with th right skls and Mechanisms exist to identify and allocate resources for management,
1SM-2020 e e "™ [experiance, re acquired to support cyber security activiies within their Functional | Intersects With | Allocation of Resources |  PRM-03  [operational, technical and data protection ithin business 5
P lannine for profects / initiatives.
their |Syst nd o 7 t that
1SM-2021 elr | System cacho Functional | Intersects With DCH-18.1 © atis 5
resources their svstems. Regulated Data collocted. received. processed. stored and/or transmitted
Acyber X and Security, Compl o y
Providing cyb it
1SM-2022 rOVIAING CYDEr SECUTY |, sintained. Functional | Subset Of SAT-01 d trol 10
awareness training
Worldorce
‘An authoritative source for software is established and maintained. Mechanisms exist to maintain an authoritative repository for production
Authoritative source for Production Software
1SM-2023 Functional | Intersacts With CFG-09  [software. 5
software Repository
The authoritative source for software is used for all software development Mechanisms exist to maintain an authoritative repository for software
activities. activities that s sop:
Authoritat [ Software Development
1SM-2024 ihorfative souree for Functional [ IntersectsWith| >0 e Dove OPMENt | G 093 5
software Repository
‘An issue tracking solution is Used to link software development tasks to security o Model (SAMM)
1SM-2025 Issue trackin d d h feat t by Functional |  Subset Of SoftwareAssurance |y o6 | f 10
g issues and decisions, change or feature requests, programming issues, or bug Moty Mocot SA) s lifecyclo for o
fixes Technolosy. TanS)
AlLson " scanned for mal tent before being imported into 10 protect from importing
" trusted i :
1SM-2026 Software artefacts the authoritative source for software. Functional | Intersacts With CFG-08.2 artfacts by 5
Protections (1) Scanning artifacts for malicious content;
() Veritving a disital sionature or secure hash 2 socure
Allsoftware artefacts are verified by a digital signature, or a secure hash provided 10 protect from importing
P trusted i .
1SM-2027 Software artefacts overa " into for Functional | Intersacts With CFG-08.2 artfacts by 5
software. Protections (1) Scanning artifacts for malicious content;
() Veritving a disital sionature or secure hash 2 socure
Allsoftware artefacts are tested to deteot known weaknesses using static tto of )
1SM-2028 application £ (SAST), dynamic application security testing (DAST)or | Functional | Intersects With | Static Code Anal TDA-09.2 de analysis tools 5
software usis (SCA tefact o toidentifv and flaws and document the results of the
All software artefacts are tested to deteot known weaknesses using static tto of
1SM-2028 Software artefacts e Functional | Intersects With| Dynamic Code Analysis | TDA-09.3 . 5
apolication security (SAST). dvnamic aplication security Jor !
The authoritative source for software restricts the use and import of third-part Mechanisms exist to restrict the use and import of third-party libraries
1SM-2029 Software artefacts P party Functional | IntersectsWith [ Third-Party Libraries | CFG-09.1 P pary 5
b d to w sources. and/or software trustworthy sources.
Scanning s used textor encoded secrets and keys, tto protect from importing
) o trusted " :
JsM2030 Software artefacts \which are then blocked from being stored i the authoritative source for software. | c oo L CFo092 artifacts by: s
Protections (1) Scanning artifacts for malicious content;
() Veritving a disital sionature or secure hash 2 socure
Compilers, interpreters and build tools (including pipelines) that provide security Automated mechanisms exist to improve the accuracy, consistency and
features and such security f the asset's lifecycle.
1SM-2031 Build solution features are used. Functional | IntersectsWith | Supporting Toolchain | TDA-06.4. 3
The build solution ensures that all automated testing is completed without n based on
warnings, alerts or errors before building software artefacts. Secure Software Development Practices (SSDP).
1SM-2032 Build solution Functional | Intersects With | Development Practices | ~ TDA-06 5
(SSDP)
AU stored v o of .
maintained throughout the software development life cycle. U produce a design
Developer Architecture &
1SM-2033 | Secure software development Functional | Intersscts With . TDA-05 | and security architecture that: 5
¢ (1)1s consistent with and
within and is an integrated nart of the
g0 decisions are d software o Model (SAMM)
oyole. o litecyclefor of
Software Assurance
1SM-2034 | Secure software development Functional | Intersscts With TDA-06.3 |Technology Assats, Applications and/or Services (TAAS). 5
P Moturity Modet (SAMM) echnology Assets, Applications and/or Services (TAAS).
ired t Defined Roles & I «
ISM-2035 | Secure software development y required to supp Functional | Intersects With efined Rotes HRS-03 roles & “ 5
software d oersonnel.
) required to supp based on
d
software Secure Software Development Practices (SSDP).
1SM-2035 | Secure software development Functional | Intersects With| Development Practices | TDA-06 5
(SSDP)
for d Toles & all
Defined Roles &
ISM-2036 | Secure software development Functional | Interssots With HRS-03 | personnel. 5
Responsibiliies
Software develop i Mechanisms exist to ensure developers of Technology Assets,
1SM-2037 | Secure software development [ required for their projects or tasks undertake suitable training on secure software | Functional | Intersects With | Developer Training | TDA-13.2 who lack the req 5
d oractices training on Practices
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Relationship Control Description Relationship
yber d skills register tto maintain a d skills
and maintained. register for developers.
Developer knowledge &
1SM-2038 | Secure software development Functional | Intersects With perinow ed TOA-13.1 5
Skills Register
The software threat model i reviewed i Mechanisms exist to perform threat modalling and other seoure design
1512039 | Socure software development | Y18 0 €nSure t eflects the as-buitsoftware and any changes to the threat Functional | IntorsectsWith|  Throat Modoling TDAGe2 | €chniaues, to ensure that threats to software and solutions are identified s
environment. and accounted for.
(52000 | Socure software dovelopment | SSCH® PrOam Mg practices forthe chosen programming languoge areused for | [T T Programming Languege | 1o | Mechanisms existto: R
software Selection 1D for software
M languages, or less p based on
1SM-2041 are used for Functional | Intersacts With| Development Practices | TDA-06  [Development Practices (SSDP). 5
(sSDP)
M [ orl Pro U Mech to:
1SM-2041 | Secure software development languages, or (ess p Functional | Intersects With | | 82 MiNBLaNguage | - yp,, g , | Mechanisms exist to 5
are used for Selection l for software
Secure by Default principles and practices are followed throughout the software toimplement settings by default
152082 | Socuro software development | 4¢VeIoPMeNt e cyce, including by ensuring that al buit-n security measurosare | ¢ L] Toaces [0Teduee Technology Assets, and/or s
included in tno extra cost Services (TAAS) being deployed with weak security settings that would put|
the TAAS at a sreater risk of
Softw: hitected and structured rtreadability and maintainabiliy. Develo q pers of Tech y
1SM-2043 | Secure software development | °are IS architected and structured to support readability and maintainability. Functional | Intersects With | ~°*'°P°" TDA-05 ° 5
Design Services (TAAS) to produce a desien
Software has no dsfault credentials; however, if credentials are required, they are hanged as partof
1SM-2044 | Secure software development [created on first install by the installing organisation. Functional | Intersects With | Default Authenticators | 1AG-10.8  [account creation or system installation. 5
Software has no dsfault credentials; however, if credentials are required, they are toimplement Settings by default
1M-2044 | Secure software development [created on first install by the installing organisation. Functional | Intersacts With | Secure Settings By Default | TDA-09.6  [to reduce Technology Assets, and/or 5
Services (TAAS) ith weak settings that would out,
Application measures based on
1SM-2045 | Secure software development [or featurss. Functional | Intersects With | Development Practices | ~TDA-06 Practices (SSDP). 5
allows user is not logged and o
1SM-2046 areset. Functional NA NA NA 0
Relationship
allows an factor to be reset, the user is notified of Mechanisms exist to develop, document and maintain secure baseline
Secure Basell for T s
1SM-2047 | Secure software development |"® 765t trough a secondeary channel. Functional | Intersects With ocure Baseline CFG-02 erve 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Toles, Mechanisms exist to prevent non-privileged users from executing
prevented from altering their profile permissions or privileges. privileged functions to include disabling, circumventing or altering
guards /
Pronibit Non-Privileged
1SM-2048 | Secure software development Functional | Interseots With | Users from Executing | 1AC-21.5 5
Privileged Functions
(2085 | Secure software devetopment | NN U5eT dentials are changed, alimpacted | Lo ewin| | SeoureBaseline or.0p | Mechanisms exist o develop, document and maintain secure bassline R
users r Technology Senvices
When digital signatures are processed by software, they are validated againsta Mechanisms exist to securely implement an internal Public Key
Publi
1512050 | Socure software devolopment | 7 HfICate st chain and checked fo revosarion using Certfcate Revocation runctional | intersectswitn| PPt crv-os obtain PKI services from a reputable s
Listor with the Online Certificate Status Protocol. ) PKi service provider.
Software generates sufficient event logs to support the detection of cyber security 0 configure ) d
1SM-2051 | Secure software development |events Functional | Intersects With|  Contentof EventLogs | MON-03  [Sarvices (TAAS)to pr logs that 5
to. ata minimum:
Event logs produced by softw: that tive data s protected. T 10 protect lated
1SM-2052 | Secure software development | /" 1083 Produced by software ensure that any sensitive data s protecte Functional | Intersacts With % | Mon-0s.1 © protect regulate " 5
Information g files.
End of life procedures for software, covering how to remove the software and how o ensure ) a
1512053 | Socure software development |© 27ChIve o destroy any user . and runctional | imtersectswitn| 0 ) ast.a0|Services (TAAS) are property decommissioned so that data s properly s
to consumers. to new systems or archived in accordance with applicable
standards. as well as statutory. regulatory and contra
Ifa software bill of materials s available for imported third-party software, Mechanisms exist to generate, or obtain, a Software Billof Materials
Softwar Bill of Materials
1SM-2054 Software bill of materials itis used during to ensure such software Functional | Intersaots With ‘ssom TDA-04.2 |(SBOM) for Technol that 5
have no known lists software nackages in use. including d anolicable
If a software build provenance is available for imported third-party software.
t N
1SM-2055 Software build provenance itis used during ensure such software Functional °© N/A N/A N/A 0
components are bui to an appropriate standard, Relationship
A produced and made availabl ottware Bilof Matoriats Mechanisms exist to generate, or obtain, a Software Billof Materials
1SM-2056 Software build provenance | softwars. Functional | Intersacts With ‘ssom TDA-04.2  |(SBOM) for Technol that 5
lists software nackages in use. including d apolicable
‘Allinput validation rules are documented, matched in cods and tested with both tto with
positive and negative unit testing or integration testing. security, compliance and/or resilience personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan,
Security, Compliance & or similar capability;
1SM-2057 Software input handling Functional | IntersectsWith | Resilience Testing TDA-09 |(2)Implement a verifiable flaw remediation process to correct 5
Throughout Development wealnesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the rests.
‘Allinput validation rules are documented, matched in cods and tested with both Mechanisms exist to utilize testing methods to ensure Technoloy
1SM-2057 Software input handling P ented. Functional | Intersects With | Malformed Input Testing | TDA-08.4. ng ol 5
positive testing or intesration testing ot Services to operate as
Data sources d before
. No
1SM-2058 Software input handling Functional NA NA NA 0
Relationship
File uploads or input are restricted to specific file types, with malicious content Mechanisms exist to check the validity of information inputs.
1SM-2059 Software scanning tofile access, orfile storage. Functional | Intersects With |  Input Data Validation TDA-18 5
Code lised to ensure by Design principles Security, Compliance & T
1SM-2060 Software securitytesting | and practices as well as secure programming practices. Functional | IntersectsWith|  Resilience Testing TDA-09 | sacurity, compliance and/or resilience personnel to: 5
Throughout D (1) Create and Testing and olan
frwor P y v nall o
oo o e pee ona Security, Compliance & . PH s
1SM-2061 Software security testing |10 2" security-focused software components. Functional | IntersectsWith|  Resilience Testing TDA-gg | 90U, compliance and/or resilience personnel to: 5
(1)Create and Testing and plan,
Throughout Development
or similar canability:
Unit testing and integration testing, covering both positive and negative use cases, o
are used to ensure code quality and security. security, compliance and/or resilience personnel to:
Security, Compliance & (1)Create and Testing and plan,
1SM-2062 Software security testing Functional | IntersectsWith|  Resilience Testing TDAgg  |O Simitar capability; 5
Throughou Devetopment (2)Implement a verifiable flaw remediation process to correct
wealnesses and deficiencies identified during the control testing and
evaluation process; and
(7 Nacuiment tha resuise
If support licati ion cookies set the HitpOnly ft t
et ot o TS5 b pplaton esio cooios st heHIpOnlyfag. Secure fog Seoure Software Hechanisms it 1o doveop: based on
1SM-2063 PP 'gn |and the SameSite flag by defaul Functional | IntersectsWith| Development Practices | TDA-0s | DeveloPment Practices (SSDP). 5
and development o
s b application design | Web applicati i
\ovo06a | Seure web apptication design[Web application session i rumctional | imtorssctwith Tonos based on R
tokens. o Practices ractices (SSDP).
s b application design | Web applicati i tokens that are not digital
\ov2065 | SeCUre web application design |Web application session cookies using opaque bearer tokens thatare notdigially | [ - T oo bassdon N
signed use non- random identifiers with a minimurm of 128 bits of o Practices ractices (SSDP).
Web application sessions are centrally managed server side. based on
ractices (SSDP).
Secure web application design Secure Software
1SM-2066 P Z Functional | Intersects With | Development Practices | TDA-06 5
and development g
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Web applications that support Single Sign On equally support Single Logout. t based on
(SSDP).
Secure web application design Secure Software
ure web application desig
1SM-2067 PP ® Functional | Intersects With| Development Practices | TDA-06 5
and development
Internet connectivity for networked devices is strictly limited to thoss that require Mechanisms exist to configure firewall and router configurations to deny
access. network raffic by default and allow network traffic by exception (6.g.,
Functional separation between Deny Tratfi by Dofautt & deny all, permit by exception).
eny Traffic by Defaul
1SM-2068 networked devices and the Functional [ Intersects With | > " NET-04.1 5
Allow Trafic by Exception
internet
An authorised andvideo register for SECRET and o
1SM-2069 | video recording devices into | TOP SECRET areas is developed, implemented, maintained and verified on a Functional | b NA NA NA 0
facilities regular basis. P
L d broughtinto o
18M-2070 | video recording devices into |SECRET and TOP SECRET areas. Functional : NA NA NA 0
Relationship
facilities
Managing and reporting | Personnel dealing with ser account details are advised of what social enginering oot Ergmeorng & Mechanisms exist to Include awareness training on recognizing and
1SM-2071 suspicious requeststo | attacks are, how to manage such situations and how to report them. Functional | Intersects With M‘im g SAT-02.2 | reporting potential and actual instances of social engineering and social 5
disclose or change user e mining.
Artificial inelligence modsls are stored in a non-executable fils format that does. Artificial tt0 ensure policies, processes, procedures and
Secure artificial intelligence
1SM-2072 not allow arbitrary code execution. Functional | Intersects With AAT-01 lated to the mapping, measuring and managing of Artificial 5
application development
Governance and Autonomou: (AAT)-rolated risks are in
ramsttiong to post-aqumtum | A PO transition plan is developed, and Post-Quantum Mechanisms exist to develop a risk-prioritized Post-Quantum
1SM-2073 & to posta maintained. Functional | Intersects With | Cryptography Agility Plan | QTS-03 |Cryptography Agility Plan (PQCAP) that: 8
crypography
(PSCAP) i
Somoratpurmose o |~ purpose artificial developed tt0 establish, maintain and policies,
1SM-2074 pur and maintained. Functional | SubsetOf | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and resilient 10
intelligence usage policy
Somoratpurmose i |~ purpose artificial developed Artificial tto ensure policies, processes, procedures and
1SM-2074 pur and maintained. Functional | Intersects With AAT-01 \ated to the mapping, measuring and managing of Artificial 8
intelligence usage policy
Governance and Autonomou: (AAT)-rolated risks are in
Faxmachines, and online fax services, are not used for sending or receiving fax Mechanisms exist to establish usage restrictions and implementation
Sending and receiving fax Technology Use
1SM-2075 messages. Functional [ Intersects With HRS-05.3 |guidance for organizational technologies based on the potential to cause 5
messages Restrictions
damare to Technol it
Security used for purposes.
‘sM2076 Insecure authentication Functional | imtorsects | 12entity & Access . to and .
methods Management 1AM) acoess management controls.
Emailis not Used for out-of-band authentication purposes.
‘2077 Insecure authentication Functional | imtorsects | 12entity & Access . to and .
methods Management 1AM) acoess management controls.
Passwords appearing in lists of commonly used passwords or lsts of
compromised passwords are not used. J—— ptomated . B .
1SM-2078 Password strength Functional [ Intersects Witn | “70M®e¢ SUPPORFOT 150 90 4 defined password 5
Password Strength
length and complexity requirements.
Maximum length limits for passwords are not less than 64 characters. Socure Basstine Mechanisms exist to develop, docurment and maintain secure baseline
1sM-2079 Password strength Functional | Intersacts With CFG-02 , Servio 5
Configurations
(TAAS) that are consistent with industry-accepted svstem hardening
Maximum length limits for passwords are not less than 64 characters. ength
Password-Based .
1sM-2079 Password strength Functional | Intersacts With 1AC-10.1 strong criteria for d-based 5
Authentication
authentication.
Password complexity requirements are not imposed for passwords. Mechanisms exist to develop, document and maintain secure baseline
Secure Basell Tachnol s
1SM-2080 Password strength Functional | Intersects With eoure Baseline CFG-02 ervie 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
2080 aseword sramgty | P255Word compleity requirements are not mpose for passwords. rmetonat morsscowin] P aoron . length R
trong criteria for password-based
AUUASCIl printable characters are supported for passwords. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
1SM-2081 Password strength P PP P Functional | Intersects With CFG-02 P 5
for Technology Senvices
AUUASCIl printable characters are supported for passwords. n . length
Password-Based
1SM-2081 Password strength Functional | Intersacts With 1AC-10.1 o trong criteria for p 5
Authentication
if of material lable for imported t maintain a Billof
t Cryptographic Bill of Materials (CBOM) by analyzing the organization's cryptographic
1SM-2082 | Cryptographic bill of materials itis used during ensure such software Functional | Intersects With yptograp Q18-04.2 (CBOM) by analyzing the org: Vptograp 5
components provide support for standardised implementations of ASD-Approved Materials (CBOM) architecture, including:
c ! (1) Hardware:
A cryptographic bill of materials is produced and made available to consumers of CrogaoeBiter maintain a Billof
1SM-2083 | Cryptographic bill of materials |software. Functional | Intersects With '::[Efm:‘caom QTS-04.2 |Materials (CBOM) by analyzing the organization's cryptographic 5
including:
Artificial inelligence-specific documentation, including model and system cards. & Aonomons Mechanisms exist to establish and document the context surrounding
s tificial intollg Artificial Intalli d , including:
1sh-2088 ecure artifiial intelligence | (or equivalent artefacts),is used to document model characteristics, system Functional | ntorsects With|  Tochmologies Comext | AsT0s |ATER an including; R
application , use cases and security (1) Intended purposes;
Definition
(2) Potontially beneficial uses:
Socure oot mtaligenes. | T SAPOSLIe of exactartificat itelligence model corfidence scores i AP| .
1SM-2085 © respanses or user interfaces is prevented. Functional NIA NA NA 0
application development Relationship
tructures and
P ol Me's“:me grity of artificial g weights are Mechanisms exist to identify and document data sources utilized in the
rtficial intelligence mode
1SM-2086 msoﬁm vertes Functional | Intersects With | Data Source Identification |  AAT-12.1 | training and/or operation of Artficial Intelligence and Autonomous 5
poisoning Technologies (AAT).
ot metigonon moet | T S0UCE ity Tor artificial is verified. Mechanisms exist to identify and document data sources utilized in the
1SM-2087 pmsoﬁmg Functional | Intersects With | Data Source Identification | AAT-12.1 training and/or operation of Artificial Intelligence and Autonomous 5
.
0: h dtoensure
accuracy of training data used by artificial intelligence models.
the reliability, integrity of
Arificial intelligence model Training Data Source &
1SM-2088. e Functional | Intersects With e AAT-125 | training data used by Artificial Intelligence and Autonomous 5
poisoning Integrity
Technologies (AAT).
Artifical intelligence model v d anomal
investigated. stto il g
oty Detestion & (AAT) behavior and paths
1SM-2089 Unbounded consumption Functional | Intersects With v AAT-16.11 [ for human oversight, including: 5
Human Oversight
(1) Real-time review; and
(2)Intervention.
Rate limiting is applied to Tor artficial
Automated mechanisms exist to enforce resource limits for Artficial
and , including
1SM-2090 Unbounded consumption Functional | IntersectsWith|  ResourceLimiting | AAT-29.24 (1) Energy consumption; 5
(2) Processing capacity; and
(@) Financial consumption (e.g., allocated budget).
Resource limits are enforced for artfioial intelligence models. [Automated mechanisms exist to enforce resource limits for Artificial
1SM-2091 Unbounded consumption | 1eS°UC€ mits are enforced for artificial intelligence models. Functional | IntersectsWith | Resource Limiting | AAT-29.24 5
and Autonomou: (AT including:
Access control policies are implemented to enforce fine-grained permissions for Mechanisms exist to implement limitations for Al agents according to:
15M-2002 Excessive agency artiicial intelligence applications. Functional | IntersectsWith| Al AgentLimitations | AAT-20.2 [(1)L where the Al the minimal 5
tasks: and
Access control policies are implemented o enforce fine-grained permissions for oto Based Acoase Mechanisms exist to enforce Role-Based Access Control (RBAC) for
1SM-2092 Excessive agency artiicial intelligence applications. Functional | ntrsects Wit | "2 Aot S 1AC-08 ; , d/or Data (TAASD) to restrict 5
access to individuals d specific roles with legitimate business
Role-based access controls are for artificial ote Based Acoase Mechanisms exist to enforce Role-Based Access Control (RBAC) for
1SM-2093 Excessive agency to restrict access to sensitive data Functional | ntersects witn| "2 ot R 1AC-08 , , d/or Data (TAASD) to restrict 5
access to individuals d specific roles with legitimate business
Content filtering is oy artificial
Sensitive data exposure and |PlOCK Sensitive data exposure and improper output. A to p by regular
1SM-2094. e D"‘ . Functional | Intersects With |  Technologies Harm AAT-17 | tracking existing, unanticipated and emergent Artificial Intelligence (Al) 5
i routput
properou®; Prevention and Autonomous Technologies (AAT)-related risks.
Privately-owned mobil p o de les of
1SM-2095 rivately-owned mobile | Personnel or Functional | IntersectsWith|  Rules of Behavior HRS-05.1 rutesof 5
devices (OFFICIAL: Sensitive or PROTECTED svstems or dat: behavior for the use e
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mobile [ Personnel i o Technology Use sage restrictions and
1SM-2095 ! Functional | Intersects With 8/ HRS-05.3 usag 5
devices OFFiCIAL PROTECTED svstems or dat Resrictions based on the potential to cause
Personnel i d
(OFFICIAL: Sensitive or PROTECTED systems or data are disallowed from granting
Prvately-owned mobile | 66855 1o unapproved a ntelligence agents. R
1SM-2095 devices and desktop Functional | Intersects With N HRS-05.4 | Mechanisms exist to govern usage policies for critical technologies. 5
computers &
Mobile d o ont i and Mechanisms exist to develop, document and maintain secure baseline
device Lmobil . Secure Baseline for Technol Servic
1sM-2096 e e and data Functional | Intersects With " CFG-02 o 5
security Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Mobile d atways on VPN Mechanisms exist to develop, document and maintain secure baseline
Maintaining mobile device Secure Baseline Servic
1sM-2097 intaining moblle devi Functional | Intersects With " CFG-02 o 5
security Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Mobile d to preventdata Universal Serial Bus Mechanisms exist to develop, document and maintain secure baseline
Maintaining mobile dovice . Secure Baseline for Technol Servic
1sM-2008 inteining mobllo device - |connections Functional | Intersects With " CFG-02 o 5
security Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Mobile d ¢ the of connested usage restrictions and
Gonnesting mobile devices to Technology Use
1SM-2099 ing mobile devi Vehicles. Functional | Intersects With 8/ HRS-05.3 |guidance for organizational technologies based on the potential to cause 5
connested vehicles Resrictions
damace to Technol if
Sensitive or is notviewed on mobi or near 10 establish usage restrictions and i
Using mobile devices within or Technology Use based on the potential to cause
1sM-2100 ng mobile devices within or | connected vehices. Functional | Intersacts With 8/ HRS-05.3 potential to caus 5
near connected vehicles Restrictions damage to Technol y it
used maliciously.
Sensitive or calls within o usage restrictions and
Using mobile devices within or Technology Use
1SM-2101 ing moblle deviceswithinor | " snnected vehicles. Functional | Intersects With 8/ HRS-05.3 |guidance for organizational technologies based on the potential to cause 5
near connected vehicles Restrictions
damace to Technol if
o
" artefacts in pcefor o pord Sotnare Asrance to ity Model (SAMM)
1sM-2102 Software artefacts e oo ePenanEan e Functional | Intersects with | 211025 (;AMM) TDA063 |to ifecycle for 5
software artefact type, throughout the software development life cycle. v Technology Assets, Applications and/or Services (TAAS).
Organisational data generated, colleoted or processed by artificial intelligence o prohibit Artfcial
Secure artificial intelligence - ) from training, improviny
\oM2103 urearifcial inteligence.|applications is ot used for tainin. fine-tuming of mproving artfiial mtelligence. | oo A28 ) from training, proving s
application development | models unless informed and explicit consent hes been obtained from data owners capabilities using organizational data without prior, explicit consent from
in advance

Secure Controls Framework (SCF)

430f43



