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1
Consideration of 

personal information 
privacy

N/A
Functional

No 
Relationship

N/A N/A N/A 0

1.1
open and transparent 

management of personal 
information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

1.1.1
open and transparent 

management of personal 
information

The object of this principle is to ensure that APP entities manage personal 
information in an open and transparent way. Functional

No 
Relationship

N/A N/A N/A 0

1.1.2
Compliance with the 

Australian Privacy 
Principles etc.

An APP entity must take such steps as are reasonable in the 
circumstances to implement practices, procedures and systems relating 
to the entity’s functions or activities that:

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

1.1.2.a
Compliance with the 

Australian Privacy 
Principles etc.

will ensure that the entity complies with the Australian Privacy Principles 
and a registered APP code (if any) that binds the entity; and Functional Intersects With

Statutory, Regulatory & 
Contractual Compliance

CPL-01
Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5

1.1.2.b
Compliance with the 

Australian Privacy 
Principles etc.

will enable the entity to deal with inquiries or complaints from individuals 
about the entity’s compliance with the Australian Privacy Principles or 
such a code.

Functional Intersects With Grievances CPL-07
Mechanisms exist to govern the intake and analysis of grievances 
related to the organization's cybersecurity and/or data protection 
practices.

5

1.1.3 APP Privacy policy

An APP entity must have a clearly expressed and up to date policy (the APP 
privacy policy) about the management of personal information by the 
entity.

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-02
Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 
resilient capabilities.

3

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.3 APP Privacy policy

An APP entity must have a clearly expressed and up to date policy (the APP 
privacy policy) about the management of personal information by the 
entity.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

8

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4 APP Privacy policy

Without limiting subclause 1.3, the APP privacy policy of the APP entity 
must contain the following information:

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.a APP Privacy policy

the kinds of personal information that the entity collects and holds;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.b APP Privacy policy

how the entity collects and holds personal information;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.c APP Privacy policy

the purposes for which the entity collects, holds, uses and discloses 
personal information;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-aus-privacy-principles-2026.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
Australia - Privacy Principles (2026)
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1.1.4.d APP Privacy policy

how an individual may access personal information about the individual 
that is held by the entity and seek the correction of such information;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.e APP Privacy policy

how an individual may complain about a breach of the Australian Privacy 
Principles, or a registered APP code (if any) that binds the entity, and how 
the entity will deal with such a complaint;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.f APP Privacy policy

whether the entity is likely to disclose personal information to overseas 
recipients;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.4.g APP Privacy policy

if the entity is likely to disclose personal information to overseas 
recipients—the countries in which such recipients are likely to be located if 
it is practicable to specify those countries in the policy.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.5
Availability of APP privacy 

policy etc.

An APP entity must take such steps as are reasonable in the 
circumstances to make its APP privacy policy available:
Note: An APP entity will usually make its APP privacy policy available on 
the entity’s website.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.5.a
Availability of APP privacy 

policy etc.

free of charge; and

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.1.5.b
Availability of APP privacy 

policy etc.

in such form as is appropriate.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"
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1.1.6
Availability of APP privacy 

policy etc.

If a person or body requests a copy of the APP privacy policy of an APP 
entity in a particular form, the entity must take such steps as are 
reasonable in the circumstances to give the person or body a copy in that 
form.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

1.2
anonymity and 
pseudonymity

N/A
Functional

No 
Relationship

N/A N/A N/A 0

1.2.1
anonymity and 
pseudonymity

Individuals must have the option of not identifying themselves, or of using a 
pseudonym, when dealing with an APP entity in relation to a particular 
matter. Functional Intersects With Notice of Right To Limit PRI-02.13

Mechanisms exist to include within the data privacy notice a 
notification to data subjects of:
(1) Their right to limit the use and disclosure of their sensitive Personal 
Data (sPD); and
(2) The methods available to exercise that right.

5

1.2.2
anonymity and 
pseudonymity

Subclause 2.1 does not apply if, in relation to that matter:
Functional

No 
Relationship

N/A N/A N/A 0

1.2.2.a
anonymity and 
pseudonymity

the APP entity is required or authorised by or under an Australian law, or a 
court/tribunal order, to deal with individuals who have identified 
themselves; or

Functional Intersects With
Data Subject 

Authentication
PRI-06.8

Mechanisms exist to utilize reasonable consumer expectations to verify 
a data subject's identity, prior to taking action to disclose, share, 
correct, amend and/or delete Personal Data (PD).

5

1.2.2.b
anonymity and 
pseudonymity

it is impracticable for the APP entity to deal with individuals who have not 
identified themselves or who have used a pseudonym. Functional Intersects With

Data Subject 
Authentication

PRI-06.8
Mechanisms exist to utilize reasonable consumer expectations to verify 
a data subject's identity, prior to taking action to disclose, share, 
correct, amend and/or delete Personal Data (PD).

5

2
Collection of personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

2.3
collection of solicited 
personal information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

2.3.1
Personal information 
other than sensitive 

information

If an APP entity is an agency, the entity must not collect personal 
information (other than sensitive information) unless the information is 
reasonably necessary for, or directly related to, one or more of the entity’s 
functions or activities.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.3.1
Personal information 
other than sensitive 

information

If an APP entity is an agency, the entity must not collect personal 
information (other than sensitive information) unless the information is 
reasonably necessary for, or directly related to, one or more of the entity’s 
functions or activities.

Functional Intersects With
Authority To Collect, 

Process, Store & Share 
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, 
share, update and/or dispose Personal Data (PD), either generally or in 
support of a specific business process.

3

2.3.2
Personal information 
other than sensitive 

information

If an APP entity is an organisation, the entity must not collect personal 
information (other than sensitive information) unless the information is 
reasonably necessary for one or more of the entity’s functions or activities.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.3.2
Personal information 
other than sensitive 

information

If an APP entity is an organisation, the entity must not collect personal 
information (other than sensitive information) unless the information is 
reasonably necessary for one or more of the entity’s functions or activities.

Functional Intersects With
Authority To Collect, 

Process, Store & Share 
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, 
share, update and/or dispose Personal Data (PD), either generally or in 
support of a specific business process.

3

2.3.3 Sensitive information

An APP entity must not collect sensitive information about an individual 
unless:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.3.3.a Sensitive information

the individual consents to the collection of the information and:

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.3.a.i Sensitive information

if the entity is an agency — the information is reasonably necessary for, or 
directly related to, one or more of the entity’s functions or activities; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.3.a.ii Sensitive information

if the entity is an organisation — the information is reasonably necessary 
for one or more of the entity’s functions or activities; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.3.b Sensitive information

subclause 3.4 applies in relation to the information.

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4 Sensitive information

This subclause applies in relation to sensitive information about an 
individual if:

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.a Sensitive information

the collection of the information is required or authorised by or under an 
Australian law or a court/tribunal order; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.b Sensitive information

a permitted general situation exists in relation to the collection of the 
information by the APP entity; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.c Sensitive information

the APP entity is an organisation and a permitted health situation exists in 
relation to the collection of the information by the entity; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10
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2.3.4.d Sensitive information

the APP entity is an enforcement body and the entity reasonably believes 
that:

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.d.i Sensitive information

if the entity is the Immigration Department — the collection of the 
information is reasonably necessary for, or directly related to, one or more 
enforcement related activities conducted by, or on behalf of, the entity; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.d.ii Sensitive information

otherwise — the collection of the information is reasonably necessary for, 
or directly related to, one or more of the entity’s functions or activities; or

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.e Sensitive information

the APP entity is a non-profit organisation and both of the following apply:
Note: For permitted general situation, see section 16A. For permitted 
health situation, see section 16B.

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.e.i Sensitive information

the information relates to the activities of the organisation;

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.4.e.ii Sensitive information

the information relates solely to the members of the organisation, or to 
individuals who have regular contact with the organisation in connection 
with its activities.

Functional Subset Of
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

10

2.3.5 Means of collection

An APP entity must collect personal information only by lawful and fair 
means.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.3.6 Means of collection
An APP entity must collect personal information about an individual only 
from the individual unless:

Functional Intersects With Primary Sources PRI-04.2
Mechanisms exist to ensure information is directly collected from the 
data subject, whenever possible.

5

2.3.6.a Means of collection
if the entity is an agency:

Functional Intersects With Primary Sources PRI-04.2
Mechanisms exist to ensure information is directly collected from the 
data subject, whenever possible.

5

2.3.6.a.ii Means of collection
the individual consents to the collection of the information from someone 
other than the individual; or

Functional Intersects With Primary Sources PRI-04.2
Mechanisms exist to ensure information is directly collected from the 
data subject, whenever possible.

5

2.3.6.a.ii Means of collection
the entity is required or authorised by or under an Australian law, or a 
court/tribunal order, to collect the information from someone other than 
the individual; or

Functional Intersects With Primary Sources PRI-04.2
Mechanisms exist to ensure information is directly collected from the 
data subject, whenever possible.

5

2.3.6.b Means of collection
it is unreasonable or impracticable to do so.

Functional Intersects With Primary Sources PRI-04.2
Mechanisms exist to ensure information is directly collected from the 
data subject, whenever possible.

5

2.3.7
Solicited personal 

information

This principle applies to the collection of personal information that is 
solicited by an APP entity.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4
dealing with unsolicited 

personal information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

2.4.1
dealing with unsolicited 

personal information

If:
the entity must, within a reasonable period after receiving the information, 
determine whether or not the entity could have collected the information 
under Australian Privacy Principle 3 if the entity had solicited the 
information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.1.a
dealing with unsolicited 

personal information

an APP entity receives personal information; and

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.1.b
dealing with unsolicited 

personal information

the entity did not solicit the information;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.2
dealing with unsolicited 

personal information

The APP entity may use or disclose the personal information for the 
purposes of making the determination under subclause 4.1.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.3
dealing with unsolicited 

personal information

If:
the entity must, as soon as practicable but only if it is lawful and 
reasonable to do so, destroy the information or ensure that the information 
is de-identified.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.3.a
dealing with unsolicited 

personal information

the APP entity determines that the entity could not have collected the 
personal information; and

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.3.b
dealing with unsolicited 

personal information

the information is not contained in a Commonwealth record;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4.4
dealing with unsolicited 

personal information

If subclause 4.3 does not apply in relation to the personal information, 
Australian Privacy Principles 5 to 13 apply in relation to the information as 
if the entity had collected the information under Australian Privacy 
Principle 3.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.5
notification of the 

collection of personal 
information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

2.5.1
notification of the 

collection of personal 
information

At or before the time or, if that is not practicable, as soon as practicable 
after, an APP entity collects personal information about an individual, the 
entity must take such steps (if any) as are reasonable in the 
circumstances:

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

Secure Controls Framework (SCF) 4 of 14



Focal Document:
Reference Document: Focal Document URL:

STRM Guidance: Published STRM URL:

FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-aus-privacy-principles-2026.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
Australia - Privacy Principles (2026)

2.5.1.a
notification of the 

collection of personal 
information

to notify the individual of such matters referred to in subclause 5.2 as are 
reasonable in the circumstances; or

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.1.b
notification of the 

collection of personal 
information

to otherwise ensure that the individual is aware of any such matters.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2
notification of the 

collection of personal 
information

The matters for the purposes of subclause 5.1 are as follows:

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.a
notification of the 

collection of personal 
information

the identity and contact details of the APP entity;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.b
notification of the 

collection of personal 
information

if:
the fact that the entity so collects, or has collected, the information and 
the circumstances of that collection;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.b.i
notification of the 

collection of personal 
information

the APP entity collects the personal information from someone other than 
the individual; or

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.b.ii
notification of the 

collection of personal 
information

the individual may not be aware that the APP entity has collected the 
personal information;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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2.5.2.c
notification of the 

collection of personal 
information

if the collection of the personal information is required or authorised by or 
under an Australian law or a court/tribunal order — the fact that the 
collection is so required or authorised (including the name of the Australian 
law, or details of the court/tribunal order, that requires or authorises the 
collection);

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.d
notification of the 

collection of personal 
information

the purposes for which the APP entity collects the personal information;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.e
notification of the 

collection of personal 
information

the main consequences (if any) for the individual if all or some of the 
personal information is not collected by the APP entity;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.f
notification of the 

collection of personal 
information

any other APP entity, body or person, or the types of any other APP entities, 
bodies or persons, to which the APP entity usually discloses personal 
information of the kind collected by the entity;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.g
notification of the 

collection of personal 
information

that the APP privacy policy of the APP entity contains information about 
how the individual may access the personal information about the 
individual that is held by the entity and seek the correction of such 
information;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.h
notification of the 

collection of personal 
information

that the APP privacy policy of the APP entity contains information about 
how the individual may complain about a breach of the Australian Privacy 
Principles, or a registered APP code (if any) that binds the entity, and how 
the entity will deal with such a complaint;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

2.5.2.i
notification of the 

collection of personal 
information

whether the APP entity is likely to disclose the personal information to 
overseas recipients;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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2.5.2.j
notification of the 

collection of personal 
information

if the APP entity is likely to disclose the personal information to overseas 
recipients — the countries in which such recipients are likely to be located 
if it is practicable to specify those countries in the notification or to 
otherwise make the individual aware of them.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

3
Dealing with personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6
use or disclosure of 

personal information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6.1
use or disclosure of 

personal information

If an APP entity holds personal information about an individual that was 
collected for a particular purpose (the primary purpose), the entity must 
not use or disclose the information for another purpose (the secondary 
purpose) unless:

Functional Intersects With
Limiting Personal Data 

(PD) Disclosures
PRI-01.7

Mechanisms exist to limit the disclosure of Personal Data (PD) to 
authorized parties for the sole purpose for which the PD was obtained.

5

3.6.1
use or disclosure of 

personal information

If an APP entity holds personal information about an individual that was 
collected for a particular purpose (the primary purpose), the entity must 
not use or disclose the information for another purpose (the secondary 
purpose) unless: Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.1.a
use or disclosure of 

personal information

the individual has consented to the use or disclosure of the information; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.1.b
use or disclosure of 

personal information

subclause 6.2 or 6.3 applies in relation to the use or disclosure of the 
information.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2
use or disclosure of 

personal information

This subclause applies in relation to the use or disclosure of personal 
information about an individual if:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.a
use or disclosure of 

personal information

the individual would reasonably expect the APP entity to use or disclose 
the information for the secondary purpose and the secondary purpose is:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.a.i
use or disclosure of 

personal information

if the information is sensitive information — directly related to the primary 
purpose; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.a.ii
use or disclosure of 

personal information

if the information is not sensitive information — related to the primary 
purpose; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.b
use or disclosure of 

personal information

the use or disclosure of the information is required or authorised by or 
under an Australian law or a court/tribunal order; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.c
use or disclosure of 

personal information

a permitted general situation exists in relation to the use or disclosure of 
the information by the APP entity; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.d
use or disclosure of 

personal information

the APP entity is an organisation and a permitted health situation exists in 
relation to the use or disclosure of the information by the entity; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.2.e
use or disclosure of 

personal information

the APP entity reasonably believes that the use or disclosure of the 
information is reasonably necessary for one or more enforcement related 
activities conducted by, or on behalf of, an enforcement body.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.3
use or disclosure of 

personal information

This subclause applies in relation to the disclosure of personal information 
about an individual by an APP entity that is an agency if:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.4
use or disclosure of 

personal information

If:
the entity must take such steps as are reasonable in the circumstances to 
ensure that the information is de-identified before the entity discloses it in 
accordance with subclause 6.1 or 6.2. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5
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3.6.4.a
use or disclosure of 

personal information

the APP entity is an organisation; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.4.b
use or disclosure of 

personal information

subsection 16B(2) applied in relation to the collection of the personal 
information by the entity;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.6.5
Written note of use or 

disclosure

If an APP entity uses or discloses personal information in accordance with 
paragraph 6.2(e), the entity must make a written note of the use or 
disclosure.

Functional Intersects With
Notification of Disclosure 
Request To Data Subject

PRI-14.2
Mechanisms exist to notify data subjects of applicable legal requests 
to disclose Personal Data (PD).

5

3.6.6 Related bodies corporate

If:
this principle applies as if the entity’s primary purpose for the collection of 
the information were the primary purpose for which the related body 
corporate collected the information.

Functional
No 

Relationship
N/A N/A N/A 0

3.6.6.a Related bodies corporate
an APP entity is a body corporate; and

Functional
No 

Relationship
N/A N/A N/A 0

3.6.6.b Related bodies corporate
the entity collects personal information from a related body corporate;

Functional
No 

Relationship
N/A N/A N/A 0

3.6.7 Exceptions
This principle does not apply to the use or disclosure by an organisation of:

Functional
No 

Relationship
N/A N/A N/A 0

3.6.7.a Exceptions
personal information for the purpose of direct marketing; or

Functional
No 

Relationship
N/A N/A N/A 0

3.6.7.b Exceptions
government related identifiers.

Functional
No 

Relationship
N/A N/A N/A 0

3.7 direct marketing
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.1 Direct marketing

If an organisation holds personal information about an individual, the 
organisation must not use or disclose the information for the purpose of 
direct marketing.
Note: An act or practice of an agency may be treated as an act or practice 
of an organisation, see section 7A.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.2
Exceptions — personal 
information other than 
sensitive information

Despite subclause 7.1, an organisation may use or disclose personal 
information (other than sensitive information) about an individual for the 
purpose of direct marketing if:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.2.a
Exceptions — personal 
information other than 
sensitive information

the organisation collected the information from the individual; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.2.b
Exceptions — personal 
information other than 
sensitive information

the individual would reasonably expect the organisation to use or disclose 
the information for that purpose; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.2.c
Exceptions — personal 
information other than 
sensitive information

the organisation provides a simple means by which the individual may 
easily request not to receive direct marketing communications from the 
organisation; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.2.d
Exceptions — personal 
information other than 
sensitive information

the individual has not made such a request to the organisation.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3
Exceptions — personal 
information other than 
sensitive information

Despite subclause 7.1, an organisation may use or disclose personal 
information (other than sensitive information) about an individual for the 
purpose of direct marketing if:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.a
Exceptions — personal 
information other than 
sensitive information

the organisation collected the information from:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.a.i
Exceptions — personal 
information other than 
sensitive information

the individual and the individual would not reasonably expect the 
organisation to use or disclose the information for that purpose; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.a.ii
Exceptions — personal 
information other than 
sensitive information

someone other than the individual; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.b
Exceptions — personal 
information other than 
sensitive information

either:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.b.i
Exceptions — personal 
information other than 
sensitive information

the individual has consented to the use or disclosure of the information for 
that purpose; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5
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3.7.3.b.ii
Exceptions — personal 
information other than 
sensitive information

it is impracticable to obtain that consent; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.c
Exceptions — personal 
information other than 
sensitive information

the organisation provides a simple means by which the individual may 
easily request not to receive direct marketing communications from the 
organisation; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.d
Exceptions — personal 
information other than 
sensitive information

in each direct marketing communication with the individual:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.d.i
Exceptions — personal 
information other than 
sensitive information

the organisation includes a prominent statement that the individual may 
make such a request; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.d.ii
Exceptions — personal 
information other than 
sensitive information

the organisation otherwise draws the individual’s attention to the fact that 
the individual may make such a request; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.3.e
Exceptions — personal 
information other than 
sensitive information

the individual has not made such a request to the organisation.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.4
Exception — sensitive 

information

Despite subclause 7.1, an organisation may use or disclose sensitive 
information about an individual for the purpose of direct marketing if the 
individual has consented to the use or disclosure of the information for that 
purpose. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.5
Exception — contracted 

service providers

Despite subclause 7.1, an organisation may use or disclose personal 
information for the purpose of direct marketing if:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.5.a
Exception — contracted 

service providers

the organisation is a contracted service provider for a Commonwealth 
contract; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.5.b
Exception — contracted 

service providers

the organisation collected the information for the purpose of meeting 
(directly or indirectly) an obligation under the contract; and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.5.c
Exception — contracted 

service providers

the use or disclosure is necessary to meet (directly or indirectly) such an 
obligation.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

3.7.6

Individual may request 
not to receive direct 

marketing 
communications etc.

If an organisation (the first organisation) uses or discloses personal 
information about an individual:
the individual may:

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.6.a

Individual may request 
not to receive direct 

marketing 
communications etc.

for the purpose of direct marketing by the first organisation; or

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5
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3.7.6.b

Individual may request 
not to receive direct 

marketing 
communications etc.

for the purpose of facilitating direct marketing by other organisations;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.6.c

Individual may request 
not to receive direct 

marketing 
communications etc.

if paragraph (a) applies — request not to receive direct marketing 
communications from the first organisation; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.6.d

Individual may request 
not to receive direct 

marketing 
communications etc.

if paragraph (b) applies — request the organisation not to use or disclose 
the information for the purpose referred to in that paragraph; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.6.e

Individual may request 
not to receive direct 

marketing 
communications etc.

request the first organisation to provide its source of the information.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.7

Individual may request 
not to receive direct 

marketing 
communications etc.

If an individual makes a request under subclause 7.6, the first organisation 
must not charge the individual for the making of, or to give effect to, the 
request and:

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.7.a

Individual may request 
not to receive direct 

marketing 
communications etc.

if the request is of a kind referred to in paragraph 7.6(c) or (d) — the first 
organisation must give effect to the request within a reasonable period 
after the request is made; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.7.b

Individual may request 
not to receive direct 

marketing 
communications etc.

if the request is of a kind referred to in paragraph 7.6(e) — the organisation 
must, within a reasonable period after the request is made, notify the 
individual of its source unless it is impracticable or unreasonable to do so.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.7.8
Interaction with other 

legislation

This principle does not apply to the extent that any of the following apply:
Functional

No 
Relationship

N/A N/A N/A 0

3.7.8.a
Interaction with other 

legislation
the Do Not Call Register Act 2006;

Functional
No 

Relationship
N/A N/A N/A 0

3.7.8.b
Interaction with other 

legislation
the Spam Act 2003;

Functional
No 

Relationship
N/A N/A N/A 0

3.7.8.c
Interaction with other 

legislation
any other Act of the Commonwealth, or a Norfolk Island enactment, 
prescribed by the regulations.

Functional
No 

Relationship
N/A N/A N/A 0
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3.8
cross-border disclosure 
of personal information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

3.8.1
cross-border disclosure 
of personal information

Before an APP entity discloses personal information about an individual to 
a person (the overseas recipient):
the entity must take such steps as are reasonable in the circumstances to 
ensure that the overseas recipient does not breach the Australian Privacy 
Principles (other than Australian Privacy Principle 1) in relation to the 
information.
Note: In certain circumstances, an act done, or a practice engaged in, by 
the overseas recipient is taken, under section 16C, to have been done, or 
engaged in, by the APP entity and to be a breach of the Australian Privacy 
Principles.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.1.a
cross-border disclosure 
of personal information

who is not in Australia or an external Territory; and

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.1.b
cross-border disclosure 
of personal information

who is not the entity or the individual;

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2
cross-border disclosure 
of personal information

Subclause 8.1 does not apply to the disclosure of personal information 
about an individual by an APP entity to the overseas recipient if:
Note: For permitted general situation, see section 16A. Functional Intersects With

Binding Corporate Rules 
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.a
cross-border disclosure 
of personal information

the entity reasonably believes that:

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.a.i
cross-border disclosure 
of personal information

the recipient of the information is subject to a law, or binding scheme, that 
has the effect of protecting the information in a way that, overall, is at least 
substantially similar to the way in which the Australian Privacy Principles 
protect the information; and

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.a.ii
cross-border disclosure 
of personal information

there are mechanisms that the individual can access to take action to 
enforce that protection of the law or binding scheme; or

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.b
cross-border disclosure 
of personal information

both of the following apply:

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.b.i
cross-border disclosure 
of personal information

the entity expressly informs the individual that if he or she consents to the 
disclosure of the information, subclause 8.1 will not apply to the 
disclosure; Functional Intersects With

Binding Corporate Rules 
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.b.ii
cross-border disclosure 
of personal information

after being so informed, the individual consents to the disclosure; or

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.c
cross-border disclosure 
of personal information

the disclosure of the information is required or authorised by or under an 
Australian law or a court/tribunal order; or

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.d
cross-border disclosure 
of personal information

a permitted general situation (other than the situation referred to in item 4 
or 5 of the table in subsection 16A(1)) exists in relation to the disclosure of 
the information by the APP entity; or Functional Intersects With

Binding Corporate Rules 
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.e
cross-border disclosure 
of personal information

the entity is an agency and the disclosure of the information is required or 
authorised by or under an international agreement relating to information 
sharing to which Australia is a party; or Functional Intersects With

Binding Corporate Rules 
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.f
cross-border disclosure 
of personal information

the entity is an agency and both of the following apply:

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.f.i
cross-border disclosure 
of personal information

the entity reasonably believes that the disclosure of the information is 
reasonably necessary for one or more enforcement related activities 
conducted by, or on behalf of, an enforcement body; Functional Intersects With

Binding Corporate Rules 
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.8.2.f.ii
cross-border disclosure 
of personal information

the recipient is a body that performs functions, or exercises powers, that 
are similar to those performed or exercised by an enforcement body.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

3.9
adoption, use or 

disclosure of government 
related identifiers

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.9.1
Adoption of government 

related identifiers

An organisation must not adopt a government related identifier of an 
individual as its own identifier of the individual unless:
Note: An act or practice of an agency may be treated as an act or practice 
of an organisation, see section 7A.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

3.9.1.a
Adoption of government 

related identifiers

the adoption of the government related identifier is required or authorised 
by or under an Australian law or a court/tribunal order; or

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

3.9.1.b
Adoption of government 

related identifiers

subclause 9.3 applies in relation to the adoption.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

3.9.2
Use or disclosure of 
government related 

identifiers

An organisation must not use or disclose a government related identifier of 
an individual unless:
Note 1: An act or practice of an agency may be treated as an act or 
practice of an organisation, see section 7A.
Note 2: For permitted general situation, see section 16A.

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.2.a
Use or disclosure of 
government related 

identifiers

the use or disclosure of the identifier is reasonably necessary for the 
organisation to verify the identity of the individual for the purposes of the 
organisation’s activities or functions; or

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.2.b
Use or disclosure of 
government related 

identifiers

the use or disclosure of the identifier is reasonably necessary for the 
organisation to fulfil its obligations to an agency or a State or Territory 
authority; or

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.2.c
Use or disclosure of 
government related 

identifiers

the use or disclosure of the identifier is required or authorised by or under 
an Australian law or a court/tribunal order; or Functional Intersects With Disclosure of Information DCH-03.1

Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.2.d
Use or disclosure of 
government related 

identifiers

a permitted general situation (other than the situation referred to in item 4 
or 5 of the table in subsection 16A(1)) exists in relation to the use or 
disclosure of the identifier; or

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5
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3.9.2.e
Use or disclosure of 
government related 

identifiers

the organisation reasonably believes that the use or disclosure of the 
identifier is reasonably necessary for one or more enforcement related 
activities conducted by, or on behalf of, an enforcement body; or

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.2.f
Use or disclosure of 
government related 

identifiers

subclause 9.3 applies in relation to the use or disclosure.
Functional Intersects With Disclosure of Information DCH-03.1

Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.3
Regulations about 

adoption, use or 
disclosure

This subclause applies in relation to the adoption, use or disclosure by an 
organisation of a government related identifier of an individual if:
Note: There are prerequisites that must be satisfied before the matters 
mentioned in this subclause are prescribed, see subsections 100(2) and 
(3).

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.3.a
Regulations about 

adoption, use or 
disclosure

the identifier is prescribed by the regulations; and
Functional Intersects With Disclosure of Information DCH-03.1

Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.3.b
Regulations about 

adoption, use or 
disclosure

the organisation is prescribed by the regulations, or is included in a class of 
organisations prescribed by the regulations; and Functional Intersects With Disclosure of Information DCH-03.1

Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

3.9.3.c
Regulations about 

adoption, use or 
disclosure

the adoption, use or disclosure occurs in the circumstances prescribed by 
the regulations. Functional Intersects With Disclosure of Information DCH-03.1

Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

4
Integrity of personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.10
quality of personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.10.1
quality of personal 

information

An APP entity must take such steps (if any) as are reasonable in the 
circumstances to ensure that the personal information that the entity 
collects is accurate, up-to-date and complete.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

4.10.2
quality of personal 

information

An APP entity must take such steps (if any) as are reasonable in the 
circumstances to ensure that the personal information that the entity uses 
or discloses is, having regard to the purpose of the use or disclosure, 
accurate, up-to-date, complete and relevant.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

4.11
security of personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.11.1
security of personal 

information

If an APP entity holds personal information, the entity must take such steps 
as are reasonable in the circumstances to protect the information:

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

4.11.1.a
security of personal 

information

from misuse, interference and loss; and

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

4.11.1.b
security of personal 

information

from unauthorised access, modification or disclosure.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

4.11.2
security of personal 

information

If:
the entity must take such steps as are reasonable in the circumstances to 
destroy the information or to ensure that the information is de-identified.

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

4.11.2.a
security of personal 

information

an APP entity holds personal information about an individual; and

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

4.11.2.b
security of personal 

information

the entity no longer needs the information for any purpose for which the 
information may be used or disclosed by the entity under this Schedule; 
and

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

4.11.2.c
security of personal 

information

the information is not contained in a Commonwealth record; and

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

4.11.2.d
security of personal 

information

the entity is not required by or under an Australian law, or a court/tribunal 
order, to retain the information;

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

5
Access to, and correction 
of, personal information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

5.12
access to personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

5.12.1 Access

If an APP entity holds personal information about an individual, the entity 
must, on request by the individual, give the individual access to the 
information.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

5.12.2
Exception to access — 

agency

If:
then, despite subclause 12.1, the entity is not required to give access to 
the extent that the entity is required or authorised to refuse to give access.

Functional
No 

Relationship
N/A N/A N/A 0

5.12.2.a
Exception to access — 

agency
the APP entity is an agency; and

Functional
No 

Relationship
N/A N/A N/A 0

5.12.2.b
Exception to access — 

agency
the entity is required or authorised to refuse to give the individual access to 
the personal information by or under:

Functional
No 

Relationship
N/A N/A N/A 0
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5.12.2.b.i
Exception to access — 

agency
the Freedom of Information Act; or

Functional
No 

Relationship
N/A N/A N/A 0

5.12.2.b.ii
Exception to access — 

agency
any other Act of the Commonwealth, or a Norfolk Island enactment, that 
provides for access by persons to documents;

Functional
No 

Relationship
N/A N/A N/A 0

5.12.3
Exception to access — 

organisation

If the APP entity is an organisation then, despite subclause 12.1, the entity 
is not required to give the individual access to the personal information to 
the extent that: Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.a
Exception to access — 

organisation

the entity reasonably believes that giving access would pose a serious 
threat to the life, health or safety of any individual, or to public health or 
public safety; or Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.b
Exception to access — 

organisation

giving access would have an unreasonable impact on the privacy of other 
individuals; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.c
Exception to access — 

organisation

the request for access is frivolous or vexatious; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.d
Exception to access — 

organisation

the information relates to existing or anticipated legal proceedings 
between the entity and the individual, and would not be accessible by the 
process of discovery in those proceedings; or Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.e
Exception to access — 

organisation

giving access would reveal the intentions of the entity in relation to 
negotiations with the individual in such a way as to prejudice those 
negotiations; or Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.f
Exception to access — 

organisation

giving access would be unlawful; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.g
Exception to access — 

organisation

denying access is required or authorised by or under an Australian law or a 
court/tribunal order; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.h
Exception to access — 

organisation

both of the following apply:

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.h.i
Exception to access — 

organisation

the entity has reason to suspect that unlawful activity, or misconduct of a 
serious nature, that relates to the entity’s functions or activities has been, 
is being or may be engaged in;

Functional Intersects With
Disclosure Request 

Rejections
PRI-07.4

Mechanisms exist to reject disclosure requests that are:
(1) Unjustified;
(2) Unauthenticated or untrustworthy; and/or

5

5.12.3.h.ii
Exception to access — 

organisation

giving access would be likely to prejudice the taking of appropriate action 
in relation to the matter; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.i
Exception to access — 

organisation

giving access would be likely to prejudice one or more enforcement related 
activities conducted by, or on behalf of, an enforcement body; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.3.j
Exception to access — 

organisation

giving access would reveal evaluative information generated within the 
entity in connection with a commercially sensitive decision-making 
process. Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.4
Dealing with requests for 

access

The APP entity must:

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.4.a
Dealing with requests for 

access

respond to the request for access to the personal information:

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.4.a.i
Dealing with requests for 

access

if the entity is an agency — within 30 days after the request is made; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.4.a.ii
Dealing with requests for 

access

if the entity is an organisation — within a reasonable period after the 
request is made; and

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.4.b
Dealing with requests for 

access

give access to the information in the manner requested by the individual, if 
it is reasonable and practicable to do so.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.5 Other means of access

If the APP entity refuses:
the entity must take such steps (if any) as are reasonable in the 
circumstances to give access in a way that meets the needs of the entity 
and the individual.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.5.a Other means of access

to give access to the personal information because of subclause 12.2 or 
12.3; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.5.b Other means of access

to give access in the manner requested by the individual;

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.6 Other means of access

Without limiting subclause 12.5, access may be given through the use of a 
mutually agreed intermediary.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.12.7 Access charges

If the APP entity is an agency, the entity must not charge the individual for 
the making of the request or for giving access to the personal information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

5.12.8 Access charges

If:
the charge must not be excessive and must not apply to the making of the 
request.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

Secure Controls Framework (SCF) 13 of 14



Focal Document:
Reference Document: Focal Document URL:

STRM Guidance: Published STRM URL:

FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-aus-privacy-principles-2026.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
Australia - Privacy Principles (2026)

5.12.8.a Access charges

the APP entity is an organisation; and

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

5.12.8.b Access charges

the entity charges the individual for giving access to the personal 
information;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

5.12.9 Refusal to give access

If the APP entity refuses to give access to the personal information 
because of subclause 12.2 or 12.3, or to give access in the manner 
requested by the individual, the entity must give the individual a written 
notice that sets out:

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

5.12.9.a Refusal to give access
the reasons for the refusal except to the extent that, having regard to the 
grounds for the refusal, it would be unreasonable to do so; and Functional Intersects With

Data Subject 
Communications

PRI-17
Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

5.12.9.b Refusal to give access
the mechanisms available to complain about the refusal; and

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

5.12.9.c Refusal to give access
any other matter prescribed by the regulations.

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

5.12.10 Refusal to give access
If the APP entity refuses to give access to the personal information 
because of paragraph 12.3(j), the reasons for the refusal may include an 
explanation for the commercially sensitive decision.

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

5.13
correction of personal 

information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

5.13.1 Correction

If:
the entity must take such steps (if any) as are reasonable in the 
circumstances to correct that information to ensure that, having regard to 
the purpose for which it is held, the information is accurate, up to date, 
complete, relevant and not misleading.

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

5.13.1.a Correction

an APP entity holds personal information about an individual; and

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

5.13.1.b Correction

either:

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

5.13.1.b.i Correction

the entity is satisfied that, having regard to a purpose for which the 
information is held, the information is inaccurate, out of date, incomplete, 
irrelevant or misleading; or Functional Intersects With

Correcting Inaccurate 
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

5.13.1.b.ii Correction
the individual requests the entity to correct the information;

Functional Intersects With
Enabling Data Subjects 

To Update Personal Data 
(PD)

PRI-12.1
Mechanisms exist to enable data subjects to update their Personal 
Data (PD).

5

5.13.2
Notification of correction 

to third parties

If:
the entity must take such steps (if any) as are reasonable in the 
circumstances to give that notification unless it is impracticable or 
unlawful to do so.

Functional Intersects With
Notice of Correction or 

Processing Change
PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.2.a
Notification of correction 

to third parties

the APP entity corrects personal information about an individual that the 
entity previously disclosed to another APP entity; and Functional Intersects With

Notice of Correction or 
Processing Change

PRI-06.2
Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.2.b
Notification of correction 

to third parties

the individual requests the entity to notify the other APP entity of the 
correction; Functional Intersects With

Notice of Correction or 
Processing Change

PRI-06.2
Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.3
Refusal to correct 

information

If the APP entity refuses to correct the personal information as requested 
by the individual, the entity must give the individual a written notice that 
sets out:

Functional Intersects With
Notice of Correction or 

Processing Change
PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.3.a
Refusal to correct 

information
the reasons for the refusal except to the extent that it would be 
unreasonable to do so; and

Functional Intersects With
Notice of Correction or 

Processing Change
PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.3.b
Refusal to correct 

information
the mechanisms available to complain about the refusal; and

Functional Intersects With
Notice of Correction or 

Processing Change
PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.3.c
Refusal to correct 

information
any other matter prescribed by the regulations.

Functional Intersects With
Notice of Correction or 

Processing Change
PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data 
(PD) has been corrected, amended or deleted.

5

5.13.4
Request to associate a 

statement

If:
the entity must take such steps as are reasonable in the circumstances to 
associate the statement in such a way that will make the statement 
apparent to users of the information.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.4.a
Request to associate a 

statement

the APP entity refuses to correct the personal information as requested by 
the individual; and

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.4.a
Request to associate a 

statement

the individual requests the entity to associate with the information a 
statement that the information is inaccurate, out-of-date, incomplete, 
irrelevant or misleading; Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.5 Dealing with requests

If a request is made under subclause 13.1 or 13.4, the APP entity:

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.5.a Dealing with requests

must respond to the request:

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.5.a.i Dealing with requests

if the entity is an agency — within 30 days after the request is made; or

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.5.a.ii Dealing with requests

if the entity is an organisation — within a reasonable period after the 
request is made; and

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

5.13.5.b Dealing with requests

must not charge the individual for the making of the request, for correcting 
the personal information or for associating the statement with the 
personal information (as the case may be). Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5
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