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Strength of
Relationsh

Consideration of
personal information
privacy

Functional

No
Relationship

N/A

N/A

open and transparent

management of person:

al

N/A

Functional

No
Relationship

N/A

N/A

open and transparent

of person:

al

The object of this principle is to ensure that APP entities manage personal
inan openand ay.

Functional

No
Relationship

N/A

N/A

Compliance with the
Australian Privacy
Principles etc.

An APP entity must take such steps as are reasonable in the

to practices, and systems relating
to the entity’s functions or activities that:

Functional

Reasonable Data Privacy
Practices

Intersects With

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
to consumer for what is necessary

and

11.2.a

Compliance with the
Australian Privacy
Principles etc.

will ensure that the entity complies with the Australian Privacy Principles.
and a registered APP code (if any) that binds the entity; and

Functional

Statutory, Regulatory &

Intersects With
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

1.1.2b

Compliance with the
Australian Privacy
Principles etc.

will enable the entity to deal with inquiries or complaints from individuals
about the entity's compliance with the Australian Privacy Principles or
sucha code.

Functional

Intersects With Grievances

CPL-07

Mechanisms exist to govern the intake and analysis of grievances
related to the organization's cybersecurity and/or data protection
practi

APP Privacy policy

An APP entity must have a clearly expressed and up to date policy (the APP
privacy policy) about the management of personal information by the
entity.

Functional

Publishing Security,
Intersects With | Compliance & Resilience
Documentation

GOV-02

Mechanisms exist to establish, maintain and disseminate policies,
standards and procedures necessary for secure, compliant and
resilient capabilities.

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

APP Privacy policy

An APP entity must have a clearly expressed and up to date policy (the APP
privacy policy) about the management of personal information by the
entity.

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

APP Privacy policy

Without limiting subclause 1.3, the APP privacy policy of the APP entity
must contain the following information:

Functional

Subset Of Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

1148

APP Privacy policy

the kinds of personal information that the entity collects and holds;

Functional

Subset Of Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The use of "policy" is incorrect
word usage - itis a "privacy
notice"

1.1.4.b

APP Privacy policy

how the entity collects and holds personal information;

Functional

Subset Of Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The use of "policy" is incorrect
word usage - itis a “privacy
notice"

1.14c

APP Privacy policy

the purposes for which the entity collects, holds, uses and discloses
personal information;

Functional

Subset Of Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The use of "policy" is incorrect
word usage - itis a “privacy
notice"

Secure Controls Framework (SCF)
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Strength of
Relationsh

1.1.4.d

APP Privacy policy

how an individual may access personal information about the individual
that s held by the entity and seek the correction of such information;

Functional

Subset Of

Data Privacy Notice

The use of “policy" is incorrect
word usage - it is a "privacy
notice"

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
pRi.02 | (@ Contain all necessary notice-related criteria required by applicable 0
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

APP Privacy policy

how an individual may complain about a breach of the Australian Privacy
Principles, or a registered APP code (if any) that binds the entity, and how
the entity will deal with such a complaint;

Functional

Subset Of

Data Privacy Notice

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
pRi.0a | (@ Contain all necessary notice-related criteria required by applicable 0
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1.1.4.8

APP Privacy policy

whether the entity is likely to disclose personal information to overseas
recipients;

Functional

Subset Of

Data Privacy Notice

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
pRi0a | (@ Contain all necessary notice-related criteria required by applicable 0
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

1148

APP Privacy policy

if the entity is likely to disclose personal information to overseas.
recipients—the countries in which such recipients are likely to be located if
itis practicable to specify those countries in the policy.

Functional

Subset Of

Data Privacy Notice

The use of "policy" is incorrect
word usage - it is a "privacy
notice"

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
pRi0a | (@ Contain all necessary notice-related criteria required by applicable 0
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

Availability of APP privacy
policy etc.

An APP entity must take such steps as are reasonable in the
circumstances to make its APP privacy policy available:

Note: An APP entity will usually make its APP privacy policy available on
the entity’s website.

Functional

Intersects With

Data Privacy Notice

The use of "policy" is incorrect
word usage - itis a “privacy
notice"

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ing with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

and/or disposed;

pRi.0z | (@ Contain all necessary notice-related criteria required by applicable s
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD.

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

1154

Availability of APP privacy
policy etc.

free of charge;

Functional

Intersects With

Data Privacy Notice

The use of "policy" is incorrect
word usage - itis a “privacy
notice”

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

and/or disposed;

PRI-02 (3) Contain all necessary notice-related criteria required by applicable 5
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

1150

Availability of APP privacy
policy etc.

in such form as is appropriate.

Functional

Intersects With

Data Privacy Notice

The use of "policy" is incorrect
word usage - itis a “privacy
notice”

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

and/or disposed;

PRI-02 (3) Contain all necessary notice-related criteria required by applicable 5
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.
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RM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h B Not
Rationale Control Desc Relationship
If a person or bod:/ refqueslsha copy of the AP: prvacy policy of an APP Mechanisms exist & The:se ofpolicy'is incorrect
entity in a particul avv form, the entity must take such steps as are (1) Make data privacy notice(s) available to individuals upon first Wva usage - itis a "privacy
reasonable in the circumstances to give the person or body a copy in that notice"
: ith an and as Vi
orm. (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
11e Availability of APP privacy| Functional | Intersects With|  Data Privacy Notice prioa |(® Containal necessary notice-related criteria required by applicable s
policy etc. statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
ityand  |N/A N
12 anonymity an Functional © N/A N/A N/A 0
Individuals must have the option of not identifying themselves, or of using a Mechanisms exist to include within the data privacy notice a
anonymityang | PSeudonym, when dealing with an AP entity in relationto a particular notification to data subjects of:
12.1 A, matter. Functional |Intersects With| Notice of Right To Limit | PRI-02.13 |(1) Their right to limit the use and disclosure of their sensitive Personal 5
P ymity Data (sPD); and
(2) The methods available to exercise that right.
ity d Subcl: 2.1d t ly if, lation to that itter: N
122 anonymity an ubclause 2.1 does not apply if, in relation to that matter. Functional o A A A B
the APP entity is required or authorised by or under an Australian law, or a exist to utilize consumer toverify
anonymity and ‘ rustrat Data Subject ne e
1224 court/tribunal order, to deal with individuals who have identified Functional | Intersects With o PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
pseudonymity Authentication
or correct, amend and/or delete Personal Data (PD).
itis impracticable for the APP entity to deal with individuals who have not exist to utilize consumer toverify
anonymity and Data Subject ne e
1220 identified themselves or who have used a pseudonym. Functional | Intersects With uble PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
pseudonymity Authentication
correct, amend and/or delete Personal Data (PD).
Collection of U [wA No
2 oliection of personal Functional N/A N/A N/A 0
ection of solicited | N/A N
23 coltection of solictte Functional e N/A N/A N/A o
personal
personal information |/ APP entity is an agency, the entity must not collect personal Mechanisms exist to limit the collection, receiving, processing, storage,
251 o en, | information (other than sensitive information) unless the information is Functional | Intersects witn | Re@5onable Data Privacy | o o | ransmission, sharing, updating and/or disposal o Personal Data (PD) s
b reasonably necessary for, or directly related to, one or more of the entity’s Practices ding to consumer for what is necessary
functions or activities. and
Mechanisms exist to determine and document the legal authority that
personal information If;sr\API: emn)!lh\s anageney, :he t?n:ny m:‘SI r\onfulle::; perfsonal[ ) Authority To Collect, ani detrmine an g‘ oty
251 o en, | information (other than sensitive information) unless the information is Functional. | IntersectsWith| Procese, Store &.Share | PRI-0a1 | PerMits the organization to collect,receive, process,store, transmit, R
reasonably necessary for, or directly related to, one or more of the entity’s share, update and/or dispose Personal Data (PD), either generally ot in
information oS Personal Data (PD)
functions or activities. support of a specific business process.
personal information_|Ifan AP entity s an organisation, the entity must not collect personal Mechanisms exist to limit the collection, receiving, processing, storage,
a2 o en, | information (other than sensitive information) unless the information is Functional. | Intersects witn | Re@5onable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
b reasonably necessary for one or more of the entity’s functions or activities. Practices ding to consumer for what is necessary
and
Mechanisms exist to determine and document the legal authority that
personal information If;sr\API: em(n)!lh\s a!r;orgamsa:mn‘, ((he eml\‘ty Tust nm(:;olle;:( periona} Authority To Collect, ani detrmine an g‘ oty
information (other than sensitive information) unless the information is ermits the organization to collect, receive, process, store, transmit,
232 other than sensitive Functional |Intersects With| Process, Store & Share | PRI-04.1 |” © process, 3
reasonably necessary for one or more of the entity’s functions or activities. share, update and/or dispose Personal Data (PD), either generally ot in
information Personal Data (PD)
support of a specific business process.
An APP entity must not collect sensitive information about an individual Mechanisms exist to restrict collecting, receiving, processing, storing,
unless: transmitting, sharing and/or updating Personal Data (PD) to:
) Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
23.3 Sensitive information Functional | Intersects witn| 28" TE8 00 S PRI-05.4 [notice(s); 5
ersonal Data
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the individual consents to the collection of the information and: Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) Usage Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
233.a Sensitive information Functional | Subset Of seroona Data (°D) PRI-05.4 [notice(s); 10
ersonal Data
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
if the entity is an agency — the information is reasonably necessary for, or Mechanisms exist to restrict collecting, receiving, processing, storing,
directly related to, one or more of the entity’s functions or activities; or transmitting, sharing and/or updating Personal Data (PD) to:
) ) Usage Restrictions of (1) The purpose(s)originlly colected, consistent with the data privacy
23.3.a.i Sensitive information Functional | Subset Of seroona Data (°D) PRI-05.4 [notice(s); 10
ersonal Data
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
if the entity is an the is necessary Mechanisms exist to restrict collecting, receiving, processing, storing,
for one or more of the entity’s functions or activities; or transmitting, sharing and/or updating Personal Data (PD) to:
) ) Usage Restrictions of (1) The purpose(s)originlly colected, consistent with the data privacy
2.3.3.ai Sensitive information Functional | Subset Of seroonat Data (PD) PRI-05.4 [notice(s); 10
ersonal Data
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
subclause 3.4 applies in relation to the information. Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) Usage Restrictions of (1) The purpose(s)originlly colected, consistent with the data privacy
23.3b Sensitive information Functional | Subset Of seroona Data (PD) PRI-05.4 [notice(s); 10
ersonal Data
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
This subclause applies in relation to sensitive information about an Mechanisms exist to restrict collecting, receiving, processing, storing,
individual i transmitting, sharing and/or updating Personal Data (PD) to:
1) The | riginally llects nsistent with the ita pri
! Usage Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
234 Sensitive information Functional | Subset Of PRI05.4  [notice(s); 10
Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the collection of the information is required or authorised by o under an Mechanisms exist to restrict collecting, receiving, processing, storing,
Australian law or a court/tribunal order; o transmitting, sharing and/or updating Personal Data (PD) to:
1) The | riginally llects nsistent with the ita pri
! Usage Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
2344 Sensitive information Functional | Subset Of PRI05.4  [notice(s); 10
Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
a permitted general situation exists in relation to the collection of the Mechanisms exist to restrict collecting, receiving, processing, storing,
information by the APP entity; or transmitting, sharing and/or updating Personal Data (PD) to:
1) The | riginally llects nsistent with the ita pri
! Usage Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
2345 Sensitive information Functional | Subset Of PRI05.4  [notice(s); 10
Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the APP entity is an organisation and a permitted health situation exists in Mechanisms exist to restrict collecting, receiving, processing, storing,
relation to the collection of the information by the entity; or transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
i Usage Restrictions of
2340 Sensitive information Functional | Subset Of g PRI05.4  [notice(s); 10

Personal Data (PD)

(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and

Secure Controls Framework (SCF)

3of14



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

Focal Documen

Focal URI
Published STRM URL:

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationsh

W ustralia-Privaoy Principles(2020) ]

rivacy Principles (2026)

the APP entity is an enforcement body and the entity reasonably believes
that:

Usage Restrictions of

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy

information

statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

23.4.4d Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
if the entity is the Immigration Department — the collection of the, Mechanisms exist to restrict collecting, receiving, processing, storing,
information is reasonably necessary for, or directly related to, one or more transmitting, sharing and/or updating Personal Data (PD) to:
enforcement related activities conducted by, or on behalf of, the entity; or Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
23.4.di Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) Whatiis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
otherwise — the collection of the information is reasonably necessary for, Mechanisms exist to restrict collecting, receiving, processing, storing,
o directly related to, one or more of the entity’s functions or activities; or transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, tent with the dat
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
23.4.dii Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the APP entity is a non-profit organisation and both of the following apply: Mechanisms exist to restrict collecting, receiving, processing, storing,
Note: For permitted general situation, see section 16A. For permitted transmitting, sharing and/or updating Personal Data (PD) to:
health situation, see section 168. 1) Th Uty collected, tent with the dat
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
234 Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the information relates to the activities of the organisation; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, tent with the dat
Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
23.4.ei Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the information relates solely to the members of the organisation, or to Mechanisms exist to restrict collecting, receiving, processing, storing,
individuals who have regular contact with the organisation in connection transmitting, sharing and/or updating Personal Data (PD) to:
with its activities. 1) Th Uy collected, tent with the dat
Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
234 Sensitive information Functional | Subset Of PRI-05.4 [notice(s): 10
Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
‘An APP entity must collect personal information only by lawful and fair Mechanisms exist to limit the collection, receiving, processing, storage,
a5 Means of collection | MeANS: Functional | intersacts witn | Reasonable Data Privacy | - |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for what is necessary
and i
a6 Moans of colleation | A" APP entity must callect porsonal information aboutan indiduatonty | oL G T 04 | Mechanisms exist to ensure information s directly collected from the R
from the individual unless: data subiect. whenever possible.
if the entity is an agency: Mechanisms exist to ensure information is directly collected from the
236.a Means of collection Y gency: Functional | Intersects With Primary Sources PRI-04.2 d 5
data subiect. whenever possible.
the individual consents to the collection of the information from someone , Mechanisms exist to ensure information s directly collected from the
Means of collection Functional |Intersects With|  Primary Sources PRI-04.2 5
other than the individual; or data subiect. whenever possible.
the entity is required or authorised by or under an Australian law, or a Mechanisms exist to ensure information is directly collected from the
236.i Means of collection | court/tribunal order, to collect the information from someone other than | Functional | Intersects With|  Primary Sources PRI-04.2 Y 5
data subject, whenever possible.
the individual; or
itis unreasonable or impracticable to do so. Mechanisms exist to ensure information is directly collected from the
2360 Means of collection P Functional |Intersects With|  Primary Sources PRI-04.2 Y 5
data subiect. whenever possible.
This principle applies to the collection of personal information that is Mechanisms exist to limit the collection, receiving, processing, storage,
57 Solicited personal | solicited by an APP entity. Functional | intersacts witn | Reasonable Data Privacy | - |transmission, sharing, updating and/or disposal of Personal Data (PD) R
information Practices to consumer for what is necessary
and i
dealing with unsolicited |N/A N
24 lealing with unsolicite: Functional Ne N/A N/A N/A 0
personal
If: . I " ,
) - ) : Mechanisms exist to limit the collection, receiving, processing, storage,
| the entity must, within a reasonable period after receiving the information, :
dealing with unsolicited Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
244 determine whether or not the entity could have collected the information | Functional [ Intersects With ° PRI-01.11 ! 5
personalinformation ) entity © ‘ ! Practices to consumer for what is necessary
under Australian Privacy Principle 3 if the entity had solicited the
and proportionate.
an APP entity receives personal information; and Mechanisms exist to limit the collection, receiving, processing, storage,
vata dealing with unsolicited Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating and/or disposal of Personal Data (°D) R
personalinformation Practices to consumer for what is necessary
and i
the entity did not solicit the information; Mechanisms exist to limit the collection, receiving, processing, storage,
path dealing with unsolicited Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andor disposal of Personal Data (°D) R
personalinformation Practices to consumer for what is necessary
and
The APP entity may use or disclose the personal information for the Mechanisms exist to limit the collection, receiving, processing, storage,
an dealing with unsolicited | purposes of malin the determination under subclause 4.1. Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating and/or disposal of Personal Data (°D) R
personalinformation Practices to consumer for what is necessary
and i
It Mechanisms exist to limit the collection, receiving, processing, storage,
as dealing with unsoliited e enity must, as soon as practicable but oy f it is Lawful and | Functional | intorsects with | Reasenable Data Privacy | - sansmission, sharing, updating and/or disposal of Personal Data (°D) R
personalinformation | reasonable to do so, destroy the information o ensure that the information Practices to consumer for what is necessary
is de-identified. and i
the APP entity determines that the entity could not have collected the Mechanisms exist to limit the collection, receiving, processing, storage,
asa dealing with unsolicited |personalinformation; and Functional | Intersects with | Reasonable Data Privacy | oo o |transmission, sharing, updating andor disposal of Personal Data (°D) R
personalinformation Practices ding to consumer for what is necessary
and
the information is not contained in a Commonwealth record; Mechanisms exist to limit the collection, receiving, processing, storage,
i ith lici Re¢ le Data P t , sharit i 1/ 1 of Pe | Data (PD)
asb dealing with unsolicited Functional | Intersects with | Reasonable Data Privacy | L o |transmission, sharing, updating andlor disposal of Persnal Data (°D) s
personalinformation Practices ding to consumer for what is necessary
and
If subclause 4.3 does not apply in relation to the personal information, Mechanisms exist to limit the collection, receiving, processing, storage,
i ith licit i i i i i Re¢ le Data P t , sharit i 1/ 1 of Pe | Data (PD)
aa dealing with unsoliited | Australian Privacy Principles §to 12 apply in relation to the nformationas | ol Reasonable Data Privacy | o o - transmission, sharing, updating and/or disposal of Porsonal Data (PD) s
personal information | if the entity had collected the information under Australian Privacy Practices dingto consumer for what is necessary
Principle 3. and
notification of the N/A No
25 collection of personal Functional e N/A N/A N/A 0
Relationship
At or before the time or, if that is not practicable, as soon as practicable - .
fter, an APP entity collect: Linformation about an individual, th Mechanisms exist to:
after, an APP entity collects personal information abottt an individual, the (1) Make data privacy notice(s) available to individuals upon first
entity must take such steps (if any) as are reasonable in the ; . ;
oy withan and as ;
clreumstances: (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
notification of the (3) Conta 1l nacsssary notice-elate critri required b applicable
i ice-re iteria requi i
25.1 collection of personal Functional | Intersects With|  Data Privacy Notice PRI-02 Y quired by app 5
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Focal Document Element (FDE) Description

STRM
Rationale

Focal Documen
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Focal
Published STRM URI

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationsh

25.1.a

notification of the
collection of personal
information

to notify the individual of such matters referred to in subclause 5.2 as are
reasonable in the circumstances; or

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

notification of the
collection of personal
information

to otherwise ensure that the individual is aware of any such matters.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

notification of the
collection of personal
information

The matters for the purposes of subclause 5.1 are as follows:

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

25.2.a

notification of the
collection of personal
information

the identity and contact details of the APP entity;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

2.5.2.b

notification of the
collection of personal
information

if:
the fact that the entity so collects, or has collected, the information and
the circumstances of that collection;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ing with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

25.2.b.0

notification of the
collection of personal
information

the APP entity collects the personal information from someone other than
the individual; or

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

25.2.b.ii

notification of the
collection of personal
information

the individual may not be aware that the APP entity has collected the
personal information;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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SCF Control
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Strength of
Relationsh

25.2.c

notification of the
collection of personal
information

if the collection of the personal information is required or authorised by or
under an Australian law or a court/tribunal order — the fact that the.
collection is so required or authorised (including the name of the Australian
law, or details of the court/tribunal order, that requires or authorises the
collection);

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

notification of the
collection of personal
information

the purposes for which the APP entity collects the personal information;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

252

notification of the
collection of personal
information

the main consequences (if any) for the individual if all or some of the
personal information is not collected by the APP entity;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

2.5.2.f

notification of the
collection of personal
information

any other APP entity, body or person, or the types of any other APP entities,
bodies or persons, to which the APP entity usually discloses personal
information of the kind collected by the entity;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

252¢

notification of the
collection of personal
information

that the APP privacy policy of the APP entity contains information about
how the individual may access the personal information about the
individual that is held by the entity and seek the correction of such
information;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ing with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

2.5.2.h

notification of the
collection of personal
information

that the APP privacy policy of the APP entity contains information about
how the individual may complain about a breach of the Australian Privacy
Principles, or a registered APP code (if any) that binds the entity, and how
the entity will deal with such a complaint;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

252

notification of the
collection of personal
information

whether the APP entity is likely to disclose the personal information to
overseas recipients;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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Strength of
Relationsh

q Austr Privacy Principles (2026)

252

notification of the
collection of personal
information

if the APP entity is likely to disclose the personal information to overseas
recipients — the countries in which such recipients are likely to be located
ifitis to specify th ies in the orto
otherwise make the individual aware of them.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist ts
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

Dealing with personal

N/A

Functional

No

N/A

N/A

use or disclosure of
personal

N/A

Functional

No

N/A

N/A

N/A

use or disclosure of
personal information

If an APP entity holds personal information about an individual that was
collected for a particular purpose (the primary purpose), the entity must
not use or disclose the information for another purpose (the secondary
purpose) unless:

Functional

Intersects With

Limiting Personal Data
(PD) Disclosures

PRI-01.7

Mechanisms exist to limit the disclosure of Personal Data (PD) to
authorized parties for the sole purpose for which the PD was obtained.

use or disclosure of
personal information

If an APP entity holds personal information about an individual that was
collected for a particular purpose (the primary purpose), the entity must
not use or disclose the information for another purpose (the secondary
purpose) unless:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

36.1.a

use or disclosure of
personal information

the individual has consented to the use or disclosure of the information; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

3.6.1.b

use or disclosure of
personal information

subclause 6.2 or 6.3 applies in relation to the use or disclosure of the
information.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

use or disclosure of
personal information

This subclause applies in relation to the use or disclosure of personal
information about an individual if:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

3.6.2.a

use or disclosure of
personal information

the individual would reasonably expect the APP entity to use or disclose
the information for the secondary purpose and the secondary purpose is:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

3.6.2.a.

use or disclosure of
personal information

is sensitive i di

ly related to the primary

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.6.2.a.i

use or disclosure of
personal information

if the information is not sensitive information — related to the primary
purpose; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.6.2b

use or disclosure of
personal information

the use or disclosure of the information is required or authorised by or
under an Australian law or a court/tribunal order; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.6.2.c

use or disclosure of
personal information

a permitted general situation exists in relation to the use or disclosure of
the information by the APP entity; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.6.2.d

use or disclosure of
personal information

the APP entity is an organisation and a permitted health situation exists in
relation to the use or disclosure of the information by the entity; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

36.2.

use or disclosure of
personal information

the APP entity reasonably believes that the use or disclosure of the:
information i reasonably necessary for one or more enforcement related
activities conducted by, or on behalf of, an enforcement body.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

use or disclosure of
personal information

This subclause applies in relation to the disclosure of personal information
about an individual by an APP entity that is an agency if:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

use or disclosure of
personal information

If:

the entity must take such steps as are reasonable in the circumstances to
ensure that the information is de-identified before the entity discloses it in
accordance with subclause 6.1 or 6.2.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

Secure Controls Framework (SCF)
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Focal URI

STRM h heory pping: Published STRM URL: 2 privacy-p paf
STRM S Controls Fi 'k (SCF) Sti th of
FDE Name Focal Document Element (FDE) Description SCF Control ecure Gontrols Framework (SCF) s
Rationale Control Description Relationsh
the APP entity is an organisation; and Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
use or disclosure of Usage Restrictions of (1) The purpose(s) originally istentwi privacy
36.4.a Functional | Intersects With PRI-05.4 [notice(s): 5
personalinformation Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
subsection 168(2) applied in relation to the collection of the personal Mechanisms exist to restrict collecting, receiving, processing, storing,
information by the entity; transmitting, sharing and/or updating Personal Data (PD) to:
e or disclosure of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
36.4 Functional | Intersects With PRI-05.4 [notice(s): 5
personalinformation Personal Data (PD)
(2) Whatiis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
I an APP entit discly Uinformation i d th
Written note of useor | 2"+ entity uses or discloses personal information In accordance wi Notification of Disclosure Mechanisms exist to notify data subjects of applicable legal requests
365 paragraph 6.2(e), the entity must make a written note of the use or Functional | Intersects With PRI-14.2 5
disclosure para Request To Data Subject to disclose Personal Data (PD).
If:
: N
266 Rolted bodies corporate | S PAINGIPLE applies asf the entity's primary purpose for the colection of | ¢ o NA NA WA o
the information were the primary purpose for which the related body Relationship
corporate collected the
AP entity is a bod) te; and N
Related bodies corporate |27 /| "Ity 18 @ body corporate; an Functional © N/A N/A N/A 0
the entity collect Uinformation f lated bod te; No
36.6b Related bodies corporate |1 1- 1 CO1ects personalinformation from & refated body corporate; Functional N/A N/A N/A 0
sor Excaptions This principle does not apply to the use or disclosure by an organisation of: | No A A A o
sora Erceptions personal information for the purpose of direct marketing; or Functional No A A A o
trelated identifiers. N
36.7b Exceptions government related identifiers. Functional © N/A N/A N/A 0
N/A No
37 direct marketing Functional N/A N/A N/A 0
If an organisation holds personal information about an individual, the Mechanisms exist to restrict collecting, receiving, processing, storing,
organisation must not use or disclose the information for the purpose of transmitting, sharing and/or updating Personal Data (PD) to:
direct marketing. Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
371 irect marketing | Note: An act or ractice of an agency may b treated as an act or practice | Functional | Intersects With| 2257 T8 90K PRI-05.4 [notice(s):; 5
of an organisation, see section 7A. (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
Despite subclause 7.1, an organisation may use or disclose personal Mechanisms exist to restrict collecting, receiving, processing, storing,
information (other than sensitive information) about an individual for the transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions —personal | purpose of direct marketing if: Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
372 information other than Functional | Intersects With PRI-05.4 [notice(s):; 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the organisation collected the information from the individual; and Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
37.2a information other than Functional | Intersects With PRI-05.4 [notice(s):; 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the individual would reasonably expect the organisation to use or disclose Mechanisms exist to restrict collecting, receiving, processing, storing,
the information for that purpose; and transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3720 information other than Functional | Intersects With PRI-05.4 [notice(s):; 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the organisation provides a simple means by which the individual may Mechanisms exist to restrict collecting, receiving, processing, storing,
easily request not to receive direct marketing communications from the transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal |organisation; and ) Usogo Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
3720 information other than Functional | Intersects With PRI-05.4 [notice(s); 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the individual has not made such a request to the organisation. Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal ) Usage Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
37.2.4d information other than Functional | Intersects With PRI-05.4 [notice(s); 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Despite subclause 7.1, an organisation may use or disclose personal Mechanisms exist to restrict collecting, receiving, processing, storing,
information (other than sensitive information) about an individual for the transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal |purpose of direct marketing if: ) Usage Restrictions of 1|)The purpose(s) originally collected, consistent with the data privacy
37.3 information other than Functional | Intersects With PRI-05.4 [notice(s); 5
: Personal Data (PD)
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the organisation collected the information from: Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Exceptions — personal ) Usage Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
37.3.a information other than Functional | Intersects With PRI-05.4 [notice(s); 5
! Personal Data (PD) : ) )
sensitive information (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the individual and the individual would not reasonably expect the Mechanisms exist to restrict collecting, receiving, processing, storing,
organisation to use or disclose the information for that purpose; or transmitting, sharing and/or updating Personal Data (PD) to:
) Excoptions —persoral Usage Restrctions of (1) The purposes) originaly collected, consistent with the data privacy
3.7.3.ai information other than Functional | Intersects with | * 225" T8 000 PRI-05.4 [notice(s); 5
sensitive information (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
someone other than the individua; and Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
. Excoptions —persoral Usage Restrctions of (1) The purpose(s)originaly collected, consistent with the data privacy
3.7.3.i information other than Functional | Intersects with | * 225" T8 9000 PRI-05.4 [notice(s); 5
sensitive information (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
either: Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Excoptions —persoral Usage Restrictions of (1) The purpose(s)originaly collected, consistent with the data privacy
3.7.30 information other than Functional | Intersects with | * 225" T8 000 PRI-05.4 [notice(s); 5
sensitive information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the individual has consented to the use or disclosure of the information for Mechanisms exist to restrict collecting, receiving, processing, storing,
that purpose; or transmitting, sharing and/or updating Personal Data (PD) to:
) Exceptions — personal Usoge Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.7.3.bi information other than Functional | Intersects With | * 225" T8 9000 PRI-05.4 [notice(s); 5
r:
sensitive information (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
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Strength of
Relationsh

3.7.3.b.ii

Exceptions — personal
information other than
sensitive information

it is impracticable to obtain that consent; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.3.c

Exceptions — personal
information other than
sensitive information

the organisation provides a simple means by which the individual may
easily request not to receive direct marketing communications from the
organisation; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.3.d

Exceptions — personal
information other than
sensitive information

in each direct marketing communication with the individual:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.3.di

Exceptions — personal
information other than
sensitive information

the organisation includes a prominent statement that the individual may
make such a request; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.3.dii

Exceptions — personal
information other than
sensitive information

the organisation otherwise draws the individual’s attention to the fact that
the individual may make such a request; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.3e

Exceptions — personal
information other than
sensitive information

the individual has not made such a request to the organisation.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis laws, ions and

Exception — sensitive
information

Despite subclause 7.1, an organisation may use or disclose sensitive
information about an individual for the purpose of direct marketing if the
individual has consented to the use or disclosure of the information for that
purpose.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis laws, ions and

Exception — contracted
service providers

Despite subclause 7.1, an organisation may use or disclose personal
information for the purpose of direct marketing

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis laws, ions and

3.7.5.a

Exception — contracted
service providers

the organisation is a contracted service provider for a Commonwealth
contract; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.7.5b

Exception — contracted
service providers

the organisation collected the information for the purpose of meeting
(directly or indirectly) an obligation under the contract; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.75.c

Exception — contracted
service providers

the use or disclosure is necessary to meet (directly or indirectly) such an
obligation.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

Individual may request
not to receive direct
marketing
communications etc.

If an organisation (the first organisation) uses or discloses personal
information about an individual:
the individual may:

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.6.a

Individual may request
not to receive direct
marketing
communications etc.

for the purpose of direct marketing by the first organisation; or

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Secure Controls Framework (SCF)
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Individual may request
not to receive direct
marketing
‘communications etc.

for the purpose of facilitating direct marketing by other organisations;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.6.c

Individual may request
not to receive direct
marketing
communications etc.

if paragraph (a) applies — request not to receive direct marketing
ications from the first ion; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.6.d

Individual may request
not to receive direct
marketing
communications etc.

if paragraph (b) applies — request the organisation not to use or disclose
the information for the purpose referred to in that paragraph; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.6.

Individual may request
not to receive direct
marketing
communications etc.

request the first organisation to provide its source of the information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Individual may request
not to receive direct
marketing
communications etc.

If an individual makes a request under subclause 7.6, the first organisation
must not charge the individual for the making of, or to give effect to, the
request and:

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.7.a

Individual may request
not to receive direct
marketing
communications etc.

if the request is of a kind referred to in paragraph 7.6(c) or (d) — the first
organisation must give effect to the request within a reasonable period
after the request is made; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.7.7b

Individual may request
not to receive direct
marketing
‘communications etc.

if the request is of a kind referred to in paragraph 7.6(e) — the organisation
must, within a reasonable period after the request is made, notify the
individual of its source unless it is impracticable or unreasonable to do so.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Interaction with other
legislation

This principle does not apply to the extent that any of the following apply:

Functional

No
Relationship

N/A

N/A

3.7.8.a

Interaction with other
legislation

the Do Not Call Register Act 2006;

Functional

No

N/A

N/A

3.7.8b

Interaction with other
legislation

the Spam Act 2003;

Functional

No

N/A

N/A

Interaction with other
legislation

any other Act of the C tment,

prescribed by the

ora Norfolk Island en:

Functional

No

N/A

N/A

Secure Controls Framework (SCF)

100f 14



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Focal Documen

q Austr Privacy Principles (2026)
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STRM Secure Controls Framework (SCF) Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h 8
Rationale Control Describtion Relationship
-border discl N/A
38 cross-bordar disclosure Functional N/A N/A N/A )
of personal
Before an APP entity discloses personal information about an individual to
a person (the overseas recipient):
the entity must take such steps as are reasonable in the circumstances to
ensure that the overseas recipient does not breach the Australian Privacy Mechanisms exist to implement and manage Binding Corporate Rules
cross-border disclosure Binding Corporate Rules BCR) (e.., data sharing agreement) to legally-bind all parties engaged
3841 T rder di: ure [Principles (other than Australian Privacy Principle 1) in relation to the Functional | Intersects With | Bnding Corpor: ul PRI-0OT.5 ( F )‘1 8. shari _g gre ) gally-bil parti g_ g 5
of personal information | information. (BCR) in a joint economic activity that contractually states enforceable rights
Note: In certain circumstances, an act done, or a practice engaged in, by on data subjects with regard to the processing of their personal data.
the overseas recipient is taken, under section 16C, to have been done, or
engaged in, by the APP entity and to be a breach of the Australian Privacy
Principles.
Wwho is notin Australla or an external Territory; and Mechanisms exist to implement and manage Binding Corporate Rules
a51a cross-border disclosure Functional. | intersects witn | BGInECorporateRutes | |(BGR) (e.g, data sharing agreemen) to legally-bind all parties engaged s
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
ho is ot the entity or the individual;
whois notthe entity or the individual Mechanisms exist to implement and manage Binding Corporate Rules
cross-border disclosure Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3810 Functional | Intersects With PRI-01.5 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
s;"c:a”se z‘v:‘”fb’“" a';‘:; ‘°:':ef'5‘f‘“’s”’e of personal ‘:":’"‘E”D” Mechanisms exist to implement and manage Binding Corporate Rules
about an individual by an APP entity to the overseas recipient f:
cross-border disclosure Y Y P! Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
382 Note: For permitted general situation, see section 16A. Functional | Intersects With PRI-01.5 i sharin ¢ 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the entig bly believes that:
@ entity reasonably befleves tha Mechanisms exist to implement and manage Binding Corporate Rules
cross-border disclosure Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
Functional | Intersects With PRI-01.5 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the recipient of the information is subject to a aw, or inding scheme, that Mochanisms existto Implament and manage Binding Gorporate Rules
has the effect of protecting the information in a way that, overall,is at least
_ cross-border disclosure Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
38.2ai substantially similar to the way in which the Australian Privacy Principles | Functional |Intersects With PRI-015 |00 sharin ¢ 5
of personal information in a joint economic activity that contractually states enforceable rights
protect the information; and
on data subjects with regard to the processing of their personal data.
there are mechanisms that the individual can access to take action to
e T Mechanisms exist to implement and manage Binding Corporate Rules
cross-border disclosure |S"TOTCe that protection of the law or binding scheme; or Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.8.2.0i Functional | Intersects With PRI-01.5 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
both of the following apply: Mechanisms exist to implement and manage Binding Corporate Rules
s520 cross-border disclosure Functional. | intersects witn | BGINECorporateRules | Lo |(BOR) (e, data sharing agreemen) to legally-bind all parties engaged R
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the entiy Iy informs the individual that if he or sh ts to th
e e Lpoor st coreentsto e Mechanisms exist to implement and manage Binding Corporate Rules
cross-border disclosure |90 0Sure of the information, subclause 8.1 will not apply to the Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
38.2bi disclosure; Functional | Intersects With PRI-01.5 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
after being so informed, the individual consents to the disclosure; o . .
Mechanisms exist to implement and manage Binding Corporate Rules
a820i cross-border disclosure Functional. | intersects witn | BGInECorporate Rules | L |(BOR) (e, data sharing agreemen) to legally-bind all parties engaged R
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the discl f the informati ired or authorised by or und
© disclosure ofthe information s requlred or authorised by or under an Mechanisms exist to implement and manage Binding Corporate Rules
Australian law or a court/tribunal order; or - : ’ °
cross-border disclosure Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
38.2c Functional | Intersects With PRI-01.5 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
a permitted general situation (other than the stuation referred to in tem 4 Mechanisms exist to implement and menage Binding Gorporate Rules
or 5 of the table in subsection 16A(1)) exists in relation to the disclosure of
cross-border disclosure ! Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
" | the information by the APP entity; or Functional | Intersects With pRI-015 |0 ! ¢ 5
of personal information CR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the entity is an agency and the disclosure of the information is required or
ity gency © a Mechanisms exist to implement and manage Binding Corporate Rules
authorised by or under an international agreement relating to information - : ’ °
cross-border disclosure |2 " ) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
38.2e " | sharing to which Australia s a party; or Functional | Intersects With PRI-0T5 || 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the entity is an agency and both of the following apply: Mechanisms exist to implement and manage Binding Corporate Rules
3.8.2f cvoss'borderd\sclos‘ure Functional | Intersects With Binding Corporate Rules PRI-0O1.5 !BCI‘?)‘1e.g,, data sharing agreement) to legally-bind all parties er\gtaged s
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the entit believes that th of the ionis
ity Mechanisms exist to implement and manage Binding Corporate Rules
reasonably necessary for one or more enforcement related activities - : ’ °
cross-border disclosure ) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
38240 1" | conducted by, or on behalf of, an enforcement body; Functional | Intersects With PRI-0T5 || 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the ’ec‘,‘:'e':‘ e body ‘;““ "ed’f"""s f“,"c‘:’g‘s' e e that Mechanisms exist to implement and manage Binding Corporate Rules
are similar to those performed or exercised by an enforcement body.
cross-border disclosure imil o 4 - Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
" Functional | Intersects With PRIOTS | . 5
of personal information (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
"
adoption, useor  |/A o
39 disclosure of government Functional e N/A N/A N/A 0
! Relationship
related identifiers
‘An organisation must not adopt a government related identifier of an Mechanisms exist to limit the collection, receiving, processing, storage,
201 Adoption of government individual as s own identifer o the individual unless: Functional. | Intersects witn | R6250N@01e Data Privacy | o, o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
related identifiers | Note: An act or practice of an agency may be treated as an act or practice Practices ding to consumer for what is necessary
of an organi see section 7A. and
the adoption of the government related identifier is required or authorised Mechanisms exist to limit the collection, receiving, processing, storage,
3010 Adoption of government by or under an Australian law or a court/trbunal order;or Functional. | Intersects witn | R6250N@01e Data Privacy | o, o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
related identifiers Practices ding to consumer for what is necessary
and
subclause 9.3 applies in relation to the adoption. Mechanisms exist to limit the collection, receiving, processing, storage,
Adopti f it Re¢ le Data P t , sharit i 1/ 1 of Pe | Data (PD)
2910 doption of governmen Functional | Intersects witn | R6250N@01e Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
related identifiers Practices ding to consumer for what is necessary
and
An organisation must not use or disclose a government related identifier of
Use or disclosure of  |an individual unless: ) :
Mechanisms exist to restrict the disclosure of sensitive and/or
39.2 government related  [Note 1: An act or practice of an agency may be treated as an act or Functional | Intersects With | Disclosure of Information | DCH-03.1 ' 5
h 8 regulated data to authorized parties with a need to know.
identifiers practice of an organisation, see section 7A.
Note 2: For permitted general situation. see section 16A.
Use or disclosure of _|the use or disclosure of the identifier is reasonably necessary for the - )
Mechanisms exist to restrict the disclosure of sensitive and/or
39.2.a government related | organisation to verify the identity of the individual for the purposes of the | Functional | Intersects With | Disclosure of Information| DCH-03.1 ’ 5
o ' regulated data to authorized parties with a need to know.
identifiers activities or functions: or
Use or disclosure of _|the use or disclosure of the identifier is reasonably necessary for the - )
: Mechanisms exist to restrict the disclosure of sensitive and/or
3920 related tofulfilits to an agency or a State or Territory Functional | Intersects With | Disclosure of Information | DCH-03.1 5
regulated data to authorized parties with a need to know.
identifiers authority: or
Use or disclosure of _|the use or disclosure of the identifier is required or authorised by or under - )
: Mechanisms exist to restrict the disclosure of sensitive and/or
39.2c government related  |an Australian law or a court/tribunal order; or Functional | Intersects With | Disclosure of Information | DCH-03.1 5
regulated data to authorized parties with a need to know.
identifiers
Use or disclosure of _|a permitted general situation (other than the situation referred to in item 4 - )
: Mechanisms exist to restrict the disclosure of sensitive and/or
3.9.2.d government related  [or 5 of the table in subsection 16A(1)) exists in relation to the use or Functional | Intersects With | Disclosure of Information | DCH-03.1 5
n subse regulated data to authorized parties with a need to know.
identifiers disclosure of the identifier: or
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Use or disclosure of | the organisation reasonably believes that the use or disclosure of the ) )
: Mechanisms exist to restrict the disclosure of sensitive and/or
39.2e government related | identifier is necessary for one or related Functional | Intersects With | Disclosure of Information | DCH-03.1 5
! regulated data to authorized parties with a need to know.
identifiers activities conducted bv. or on behalf of. an bodv: or
Use or disclosure of | subclause 9.3 applies in relation to the use or disclosure. - )
: Mechanisms exist to restrict the disclosure of sensitive and/or
39.2f government related Functional | Intersects With | Disclosure of Information | DCH-03.1 5
regulated data to authorized parties with a need to know.
identifiers
This subclause applies in relation to the adoption, use or disclosure by an
bout d
abou ofa ment related identifier of an individual if Mechanisms exist to restrict the disclosure of sensitive and/or
39.3 adoption, useor | Note: There are prerequisites that must be satisfied before the matters Functional | Intersects With | Disclosure of Information | DCH-08.1 5
P regulated data to authorized parties with a need to know.
disclosure mentioned in this subclause are prescribed, see subsections 100(2) and
3.
Regulations about | the identifi ibed by the regulations; and
egulations abou © Identifierts prescribed by the regulations; an Mechanisms exist to restrict the disclosure of sensitive and/or
39.3.a adoption, use or Functional | Intersects With | Disclosure of Information | DCH-08.1 ' 5
regulated data to authorized parties with a need to know.
disclosure
Regulations about [ th N lbed by the regulations, luded in a class of
egutations aboul © organisation 19 prescribed by the reguiations, oris includecin a class o Mechanisms exist to restrict the disclosure of sensitive and/or
adoption, useor | organisations prescribed by the regulations; and Functional | Intersects With | Disclosure of Information | DCH-08.1 ' 5
regulated data to authorized parties with a need to know.
disclosure
Regulations about | the adoption, use or disclosure oceurs in the circumstances prescribed by
. Mechanisms exist to restrict the disclosure of sensitive and/or
393.c adoption, useor | the regulations. Functional | Intersects With | Disclosure of Information | DCH-08.1 ' 5
regulated data to authorized parties with a need to know.
disclosure
Integrity of U WA No
4 ntegrity of personal Functional N/A N/A N/A 0
lity of U WA N
410 quality of persona Functional © N/A N/A N/A 0
An APP entity must take such steps (if any) as are reasonable in the Mechanisms exist to ensure the accuracy and relevance of Personal
101 quality of personal | circumstances to ensure that the personal information that the entity Functional. | Intersectswitn| PErSonal Data (PD) pRI0s.2 |Dat (PD) throughout the information lifecycle by: s
information collects i accurate, up-to-date and complete. Accuracy & Integrity (1) Keeping PD up-to-date; and
@ identified as necessary.
An APP e{"“'y ’"t”s‘ take S:h“"::‘e"s t E”V: gl 'el_as"‘”lft;l‘fh‘” "“:( Mechanisms exist to ensure the accuracy and relevance of Personal
circumstances to ensure that the personal information that the entity uses
quality of personal P Y Personal Data (PD) Data (PD) throughout the information lifecycle by:
4102 or discloses is, having regard to the purpose of the use or disclosure, Functional | Intersects With - PRI-05.2 5
information Accuracy & Integrity (1) Keeping PD up-to-date; and
accurate, up-to-date, complete and relevant.
(2) Remediating identified inaccuracies, as necessary.
ity of U [NA N
411 security of persona Functional © N/A N/A N/A 0
o . fan APP entity "°ldi:e'“"a‘ '"f°"“a”:’"' mf e:'(';y must taks such steps Securityof P ' bat Mechanisms exist to ensure Personal Data (PD) is protected by logical
security of personal | as are inthe o protect the ecurity of Personal Data
2114 W;'rm:mn s Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
o . from misuse, interference and loss; and Securityof P ' bat Mechanisms exist to ensure Personal Data (PD) is protected by logical
security of persona ecurity of Personal Data
41118 W;'rm:mn Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
o . from unautherised access, medification or disclosure. Securityof P ' bat Mechanisms exist to ensure Personal Data (PD) is protected by logical
security of persona ecurity of Personal Data
2411.1b W;'rm:mn Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
If: Mechanisms exist to:
the entity must take such steps as are reasonable in the circumstances to (1) Retain Personal Data (PD), including metadata, for an organization-
destroy the information or to ensure that the information is de-identified. defined time period to fulill the purpose(s) identified in the notice or as
ired by law;
security of personal Personal Data (PD) required hy law;
am2 Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
information Retention & Disposal
of the method of storage; and
(8) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
an APP entity holds personal information about an individua; and Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
required by law;
ty of U Personal Data (PD)
41122 seeurity of persona Functional | Intersects with| " ereonalData (PD) PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
information Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
the entity no longer needs the information for any purpose for which the Mechanisms exist to:
information may be used or disclosed by the entity under this Schedule; (1) Retain Personal Data (PD), including metadata, for an organization-
and defined time period to fulill the purpose(s) identified in the notice or as
ired by law;
security of personal Personal Data (PD) required by law;
41120 Functional | Intersects With PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
information Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
the information is not contained in a Commonwealth record; and Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
required by law;
ty of L Personal Data (PD)
4112 security of persona Functional | Intersects with| " ereonalData (PD) PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
information Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
the entity is not required by or under an Australian aw, or a court/tribunal Mechanisms exist to:
order, to retain the information; (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
required by law;
security of personal Personal Data (PD)
41124 urity of p Functional | Intersects With (PD) PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
information Retention & Disposal
of the method of storage; and
(8) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
N/A
Access to, and correction ) No
5 et Functional ) N/A N/A N/A )
of, personalinformation Relationship
access topersonal | N/A ) No
512 pers Functional ) N/A N/A N/A 0
Ifan‘APP entity htobldihpers;na; lniovwa(l:n al;ou;anllndlwdue:l, ::e entity exist to provide data subjects the abilfty o:
must, on request by the individual, give the individual access to the (1) Access their Personal Data (PD) that is being processed, stored and
information. .
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject ;
5.12.1 Access Functional | Intersects With PRI-06 |disposed; 5
Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
If:
5122 Exception to access — | then, despite subclause 12.1, the entity is not required to give access to Functional No WA WA WA o
agency the extent that the entity is required or authorised to refuse to give access. Relationship
Exception to access— | the APP entity is an agency; and ) No
51224 Heeptt fyisanag Functional N/A N/A N/A 0
agency
51200 Exception to access— | the entity is required or authorised to refuse to give the individual accessto | No A A A B
agency the personal by or under:
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Exception to access— | the Freedom of Information Act; or )
i P! Functional N/A N/A N/A 0
agency
Exception to access — | any other Act of the C ora Norfolk Istand . that ) No
5122000 P Vo Functional ) N/A N/A NA 0
agency brovides for access by persons to
If the APP entity is an organisation then, despite subolause 12.1, the entity Mechanisms exist to maintain a process to efficiently and effectively,
respond to requests, complaints, concerns and/or questions from
Excaption to access |8 "t eauired to givethe indvidual access to the personal informaion to Data Subject Fesdback p q p q
5123 the extent that: Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management " y
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the entity reasonably believes that giving access would pose a serious Mechanisms exist to maintain a process to efficiently and effectively
threat to the life, health or safety of any individual, or to public health or respond to requests, complaints, concerns and/or questions from
Exception to access — ty ofany P Data Subject Feedback P . mP a .
51232 ) public safety; or Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
giving access would have an unreasonable impact on the privacy of other Mechanisms exist to maintain a process to efficiently and effectively
; respond to requests, complaints, concerns and/or questions from
Exception to access — | "1V14Ua1S; Of Data Subject Feedback P d P d
51235 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the request for access is frivolous or vexatious; or Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concers and/or questions from
Exception to acoess — Data Subject Feedback
5123 prion & Functional | Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the information relates to existing or anticipated legal proceedings Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Excaption to access . |PEWeEn the entity and the individual, and would not be accessible by the Data Subject Fesdback p q p q
5.12.3.d process of discovery in those proceedings; or Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
giving access would reveal the intentions of the entity in relation to Mechanisms exist to maintain a process to efficiently and effectively
negotiations with the individual in such a way as to prejudice those respond to requests, complaints, concerns and/or questions from
Exception to access — | & Yy asto prej Data Subject Feedback P . mP a .
51236 ) negotiations; or Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
giving access would be unlawful; o Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Exception to access — Data Subject Feedback 0 . P! a
51235 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
enying access is required or authorised by or under an Australian law or @ Mechanisms exist to maintain a process to efficiently and effectively
court/tribunal order; o respond to requests, complaints, concers and/or questions from
Exception to acoess — Data Subject Feedback
5123 prion & Functional | Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
both of the following apply: Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Exception to access — Data Subject Feedback 0 . P! a
51230 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the entity has reason to suspect that unlawful activity, or misconduct of a Mechanisms exist to reject disclosure requests that are:
Exception to acoess — e o ) Disclosure Request m
) serious nature, that relates to the entity’s functions or activities has been, | Functional ~|Intersects With : PRI07.4 (1) Unjustified; 5
organisation Rejections
is being or may be engaged in: @ or and/or
giving access would be likely to prejudice the taking of appropriate action Mechanisms exist to maintain a process to efficiently and effectively
in relation to the matter; or respond to requests, complaints, concers and/or questions from
Exception to acoess — Data Subject Feedback
5123 prion & Functional | Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
giving access would be likely to prejudice one or more enforcement related Mechanisms exist to maintain a process {o efficiently and effectively
; respond to requests, complaints, concerns and/or questions from
Excaption to access —_|2eH¥es conducted by, or on behalf o, an enforcement body; or Data Subject Fesdback p q p q
5.12.3. Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
organisation Management "
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
giving access would reveal evaluative information generated within the Mechanisms exist to maintain a process to efficiently and effectively
entity in witha sensitive d King respond to requests, complaints, concerns and/or questions from
Exception to access — Vi ! Data Subject Feedback P . mp! a .
5123 ) process. Functional | Intersects With PRI-06.4 data subjects about Personal Data (PD) the organization 5
organisation Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
The APP entity must: Mechanisms exist to maintain a process {o efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Dealing with requests for i Data Subject Feedback pondto req P! a
5124 e Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
& collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
respond to the request for access o the personal information: Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concers and/or questions from
Dealing with requests for Data Subject Feedback P . mp! a .
5124 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
if the entity is an agency — within 30 days after the request is made; or Mechanisms exist to maintain a process {o efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Dealing with requests for i Data Subject Feedback pondto req P! a
51244 e Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
& collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
ifthe entity is an organisation — within a reasonable period after the Mechanisms exist to maintain a process to efficiently and effectively
request is made; and respond to requests, complaints, concers and/or questions from
Dealing with requests for | 945" Data Subject Feedback P . mp! a .
5124 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
give access to the information in the manner requested by the individual, if Mechanisms exist to maintain a process to efficiently and effectively
A itis reasonable and practicable to do so. respond to requests, complaints, concerns and/or questions from
Dealing with requests for P Data Subject Feedback P d M d i
51245 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
If the APP entity refuses: Mechanisms exist to maintain a process to efficiently and effectively
the entity must take such steps (if any) as are reasonable in the Data Subject Fasdback respond to requests, complaints, concerns and/or questions from
5125 Other means of access | circumstances to give access in a way that meets the needs of the entity | Functional | Intersects With Man'agemem PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
and the individual. collects, receives, processes, stores, transmits, shares, updates
and/or disposes
to give access to the personal information because of subclause 12.2 or Mechanisms exist to maintain a process to efficiently and effectively
12.3;0r respond to requests, complaints, concerns and/or questions from
Data Subject Feedback P d P d )
5125a Other means of access Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
t0 give access in the manner requested by the individual; Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
X Data Subject Feedback pondto req P! a
51250 Other means of access Functional | Intersects With Manggemont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
Without limiting subclause 12.5, access may be given through the use of a Mechanisms exist to maintain a process to efficiently and effectively
mutually agreed intermediary. respond to requests, complaints, concerns and/or questions from
'y age " Data Subject Feedback P d M d i
5126 Other means of access Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
If the APP entity is an agency, the entity must not charge the individual for Mechanisms exist to imit the collection, receiving, processing, storage,
[ . Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
5127 Accoss charges |{7e MAKINGf the request orfor ging access to the personalinformation. | ¢ Y| priotan & updating P (D) s
Practices to consumer for whatis necessary
and i
If: Mechanisms exist to imit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
5128 Accoss charges |[7e ChATES mustnot be excessive and mustnot apply to the makingofthe | ¢ Y| priotan & updating P (D) s
request. Practices to consumer for whatis necessary
and i
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NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Focal Documen

q Austr Privacy Principles (2026)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: https: P privacy-p quick-ref
STRM Guidance: h heory pping: Published STRM URL: 2 privacy-p paf
STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Description Relationship
the APP entity is an organisation; and Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
512.8.a Access charges Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for whatis necessary
and i
the entity charges the individual for giving access to the personal Mechanisms exist to limit the collection, receiving, processing, storage,
; Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
5.12.8b Access charges information; Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for whatis necessary
and i
If the APP entity refuses to give access to the personal information
b f subclause 12.2 or 12.3, or th Data Subject edst to craft and todata
5129 Refusal to give access | coouse Of subclause 12.20r12.3, orto give access in the manner Functional | Intersects With ) PRI-17  |subjects in a manner that is concise, unambiguous and 5
requested by the individual, the entity must give the individual a written Communications
understandable by a reasonable person.
notice that sets out:
the reasons for the refusal except to the extent that, having regard to the Data Subject exist to craft and to data
51294 Refusal to give access | grounds for the refusal, it would be unreasonable to do so; and Functional [ Intersects With| 2410 242199 PRI-17  [subjects in a manner that is concise, unambiguous and 5
bva person.
the mechanisms available to complain about the refusal; and oota Subjact exist to craft and to data
51296 Refusal to give access Functional | Intersects With ! PRI-17  [subjects in a manner that is concise, unambiguous and 5
‘Communications
bva person.
any other matter prescribed by the regulations. Data Subject exist to craft and to data
5.12.9.0 Refusal to give access Functional | Intersects With ! PRI-17  [subjects in a manner that is concise, unambiguous and 5
‘Communications
bva person.
If the APP entity refuses to give access to the personal information oota Subjact exist to craft and to data
5.12.10 Refusal to give access | because of paragraph 12.3(j), the reasons for the refusal may include an Functional [ Intersects With| 2410 24299 PRI-17  [subjects in a manner that is concise, unambiguous and 5
for the sensitive decision. bva person.
correction of personal | N/A No
513 P Functional N/A N/A N/A 0
If: Mechanisms exist to maintain a process for:
the entity must take such steps (if any) as are reasonable in the Corresting Inaceurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
5131 Correction Giroumstances to correct that information to ensure that, having regardto |~ Functional [ Intersects With| “prro e 1" D) PRI-06.1 |the organization corrected or amended; and 5
the purpose for which itis held, the information is accurate, up to date, @0 or of PD to other authorized
comolete. relevant and not users of the PD.
an APP entity holds personal information about an individua; and Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
Correcting Inaccurate
5.13.1.a Correction Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
Personal Data (PD) " "
@D or of PD to other authorized
users of the PD.
either: Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
. Correcting Inaccurate !
5.13.1b Correction Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
Personal Data (PD)
@D or of PD to other authorized
users of the PD.
the entity is satisfied that, having regard to a purpose for which the Mechanisms exist to maintain a process for:
information is held, the information is inaccurate, out of date, incomplete, Cormesting Inaccurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Correction irrelevant or misleading; or Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
the individual requests the entity to correct the information; Enabling Data Subjects
Mechanisms exist to enable data subjects to update their Personal
5.13.1.bii Correction Functional | Intersects With | To Update Personal Data | PRI12.1 | #CH0HS ) P 5
(D) -
If:
5132 Notification of correction | the entity must take such steps (if any) as are reasonable in the Functional | intersacts witn| Notice of Correctionor | L | Mechanisms existto notify affected data subjects if their Personal Data .
tothird parties to give that unlessitis or Processing Change (PD) has been corrected, amended or deleted.
unlawful to do so.
the APP entity corrects personal information about an individual that the
Notification of correction w P ! Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
51323 ! entity previously disclosed to another APP entity; and Functional | Intersects With PRI-06.2 5
tothird parties Processing Change (PD) has been corrected, amended or deleted.
the individual requests the entity to notify the other APP entity of the
Notification of correction & Y y Y Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
5132 ! correction; Functional | Intersects With PRI-06.2 5
tothird parties Processing Change (PD) has been corrected, amended or deleted.
If the APP entity refuses to correct the personal information as requested
Refusal to correct i ) e per - ) Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
5.13.3 by the individual, the entity must give the individual a written notice that Functional | Intersects With ° PRI-06.2 5
information Ao Processing Change (PD) has been corrected, amended or deleted.
sets out:
51394 Refusal to correct | the reasons for the refusal except to the extent that it would be Functional | intersectswitn| Netce of Correctionor | "™ Mechanisms existto notiy affected data subjects i their Personal Data R
to do so: and Processing Change (PD) has been corrected, amended or deleted.
Refusal to correct | the mechanisms available to complain about the refusal; and Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
5.13.3.b Functional Intersects With N PRI-06.2 5
Processing Change (PD) has been corrected. amended or deleted.
1350 Refusal to correct | any other matter prescribed by the regulations. Functional | intersectswitn| Netice of Correctionor | "™ Mechanisms existto notify afected data subjects i their Personal Data R
Processing Change (PD) has been corrected, amended or deleted.
It Mechanisms exist to maintain a process to efficiently and effectively
the entity must take such steps as are reasonable in the circumstances to : respond to requests, complaints, concerns and/or questions from
Request to associate a ' ) Data Subject Feedback !
5.13.4 o associate the statement in such a way that will make the statement Functional | Intersects With VAN, PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
apparent to users of the information. & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the APP entity refuses to correct the personal information as requested by Mechanisms exist to maintain a process to efficiently and effectively
the individual; and respond to requests, complaints, concers and/or questions from
Request to associate a indr Data Subject Feedback P . mp! a .
51348 Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
statement Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the individual requests the entity to associate with the information a Mechanisms exist to maintain a process to efficiently and effectively
i i d respond to requests, complaints, concerns and/or questions from
Request to associatea |S10ement thatthe is g i Data Subject Feedback pondto req P! a
5.13.4.8 irrelevant or misleading; Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
statement Management "
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
If a request is made under subclause 13.1 or 13.4, the APP entity: Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concers and/or questions from
, Data Subject Feedback P d P b :
5135 Dealing with requests Functional | Intersects With Managomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
must respond to the request: Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
) Data Subject Feedback P o P d )
5.135. Dealing with requests Functional | Intersects With VA, PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
© collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
if the entity is an agency — within 30 days after the request is made; or Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
X Data Subject Feedback pondto req P! a
5.13.5.a.i Dealing with requests Functional Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
if the entity is an organisation — within a reasonable period after the Mechanisms exist to maintain a process to efficiently and effectively
request is made; and respond to requests, complaints, concerns and/or questions from
i a Data Subject Feedback P d M d i
5.135.ai Dealing with requests Functional | Intersects With Momagomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
must not charge the individual for the making of the request, for correoting Mechanisms exist to maintain a process to efficiently and effectively
the personal information or for associating the statement with the Data Subject Feedback respond to requests, complaints, concerns and/or questions from
51350 Dealing with requests | personalinformation (as the case may be). Functional | Intersects With Man'agemem PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
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