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1 Authority
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

2
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

3
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

4
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

5
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

6
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

7
Application and 
commencement

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

8 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

9 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

10 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

11
Adjustments and 

exclusions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

12 Key principles
An APRA-regulated entity must:

Functional Subset Of
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 10

12(a) Key principles
effectively manage its operational risks, and set and maintain appropriate 
standards for conduct and compliance; Functional Subset Of

Security, Compliance & 
Resilience Program 

(SCRP)
GOV-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls. 10

12(a) Key principles

effectively manage its operational risks, and set and maintain appropriate 
standards for conduct and compliance;

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-02

Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 
resilient capabilities.

8

12(b) Key principles

maintain its critical operations within tolerance levels through severe 
disruptions; and

Functional Subset Of
Service Delivery

(Business Process 
Support)

OPS-03

Mechanisms exist to define supporting business processes and 
implement appropriate governance and service management to ensure 
appropriate planning, delivery and support of the organization's 
technology capabilities supporting business functions, workforce, 
and/or customers based on industry-recognized standards to achieve 
the specific goals of the process area.

10

12(c) Key principles
manage the risks associated with the use of service providers.

Functional Subset Of Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls.

10

13 Key principles

An APRA-regulated entity must identify, assess and manage operational 
risks that may result from inadequate or failed internal processes 
orsystems, the actions or inactions of people or external drivers and 
events. Operational risk is inherent in all products, activities, processes 
and systems.

Functional Intersects With Risk Identification RSK-03

Mechanisms exist to identify and document risks, both internal and 
external.

5

13 Key principles

An APRA-regulated entity must identify, assess and manage operational 
risks that may result from inadequate or failed internal processes 
orsystems, the actions or inactions of people or external drivers and 
events. Operational risk is inherent in all products, activities, processes 
and systems.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

13 Key principles

An APRA-regulated entity must identify, assess and manage operational 
risks that may result from inadequate or failed internal processes 
orsystems, the actions or inactions of people or external drivers and 
events. Operational risk is inherent in all products, activities, processes 
and systems.

Functional Intersects With Risk Register RSK-04.1

Mechanisms exist to maintain a risk register that facilitates monitoring 
and reporting of risks.

5

13 Key principles

An APRA-regulated entity must identify, assess and manage operational 
risks that may result from inadequate or failed internal processes 
orsystems, the actions or inactions of people or external drivers and 
events. Operational risk is inherent in all products, activities, processes 
and systems.

Functional Intersects With Risk Remediation RSK-06

Mechanisms exist to remediate risks to an acceptable level.

5

14 Key principles

An APRA-regulated entity must, to the extent practicable, prevent 
disruption to critical operations, adapt processes and systems to continue 
to operate within tolerance levels in the event of a disruption and return to 
normal operations promptly once a disruption is over.

Functional Subset Of
Business Continuity 

Management System 
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

10

15 Key principles

An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks. Functional Intersects With

Business Continuity 
Management System 

(BCMS)
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

5

15 Key principles
An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks.

Functional Intersects With Identify Critical Assets BCD-02
Mechanisms exist to identify and document the critical Technology 
Assets, Applications, Services and/or Data (TAASD) that support 
essential missions and business functions.

5

15 Key principles

An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks.

Functional Intersects With
Outsourcing Non-

Essential Functions or 
Services

SEA-02.2

Mechanisms exist to identify non-essential functions or services that 
are capable of being outsourced to external service providers and align 
with the organization's enterprise architecture and security standards.

5

15 Key principles

An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks.

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

15 Key principles

An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks. Functional Intersects With

Supply Chain Risk 
Management (SCRM)

TPM-03

Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology 
Assets, Applications and/or Services (TAAS) supply chains; and
(2) Take appropriate remediation actions to minimize the organization's 
exposure to those risks and threats, as necessary.

5

15 Key principles
An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks.

Functional Intersects With
Third-Party Risk 
Assessments & 

Approvals
TPM-04.1

Mechanisms exist to conduct a risk assessment prior to the acquisition 
or outsourcing of technology-related Technology Assets, Applications 
and/or Services (TAAS).

5

15 Key principles

An APRA-regulated entity must not rely on a service provider unless it can 
ensure that in doing so it can continue to meet its prudential obligations in 
full and effectively manage the associated risks.

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

16
Risk management 

framework

As part of its risk management framework required under Prudential 
Standard CPS 220 Risk Management (CPS 220) and Prudential Standard 
SPS 220 Risk Management (SPS 220), an APRA-regulated entity must 
develop and maintain:

Functional Subset Of
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and

10

16(a)
Risk management 

framework

governance arrangements for the oversight of operational risk;

Functional Intersects With
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

5

16(b)
Risk management 

framework

an assessment of its operational risk profile, with a defined risk appetite 
supported by indicators, limits and tolerance levels;

Functional Intersects With Risk Framing RSK-01.1

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk 
monitoring;
(2) Constraints affecting risk assessments, risk response and risk 
monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for 
managing risk.

5

16(b)
Risk management 

framework
an assessment of its operational risk profile, with a defined risk appetite 
supported by indicators, limits and tolerance levels;

Functional Intersects With Risk Tolerance RSK-01.3
Mechanisms exist to define organizational risk tolerance, the specified 
range of acceptable results.

5

16(b)
Risk management 

framework

an assessment of its operational risk profile, with a defined risk appetite 
supported by indicators, limits and tolerance levels; Functional Intersects With Risk Appetite RSK-01.5

Mechanisms exist to define organizational risk appetite, the degree of 
uncertainty the organization is willing to accept in anticipation of a 
reward.

5

16(c)
Risk management 

framework

internal controls that are designed and operating effectively for the 
management of operational risks; Functional Subset Of

Security, Compliance & 
Resilience Program 

(SCRP)
GOV-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls. 10
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16(c)
Risk management 

framework

internal controls that are designed and operating effectively for the 
management of operational risks;

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

8

16(d)
Risk management 

framework

appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events; Functional Intersects With

Incident Response 
Operations

IRO-01
Mechanisms exist to implement and govern processes and 
documentation to facilitate an organization-wide response capability 
for cybersecurity and data protection-related incidents.

5

16(d)
Risk management 

framework
appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With Continuous Monitoring MON-01
Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

5

16(d)
Risk management 

framework
appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 

5

16(d)
Risk management 

framework
appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With Risk Identification RSK-03
Mechanisms exist to identify and document risks, both internal and 
external.

5

16(d)
Risk management 

framework

appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

16(d)
Risk management 

framework

appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With Risk Response RSK-06.1

Mechanisms exist to ensure proper risk response actions were 
performed to remediate findings from security, compliance and/or 
resilience-related:
(1) Assessments;
(2) Audits; and/or
(3) Incidents.

5

16(d)
Risk management 

framework

appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events;

Functional Intersects With Threat Intelligence Feeds THR-03

Mechanisms exist to maintain situational awareness of vulnerabilities 
and evolving threats by leveraging the knowledge of attacker tactics, 
techniques and procedures to facilitate the implementation of 
preventative and compensating controls.

5

16(d)
Risk management 

framework

appropriate monitoring, analysis and reporting of operational risks and 
escalation processes for operational incidents and events; Functional Intersects With Threat Analysis THR-10

Mechanisms exist to identify, assess, prioritize and document the 
potential impact(s) and likelihood(s) of applicable internal and external 
threats.

5

16(e)
Risk management 

framework

business continuity plan(s) (BCPs) that set out how the entity would 
identify, manage and respond to a disruption within tolerance levels and 
are regularly tested with severe but plausible scenarios; and Functional Intersects With

Business Continuity & 
Disaster Recovery 

(BC/DR) Plans
BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

16(f)
Risk management 

framework
processes for the management of service provider arrangements.

Functional Subset Of Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls.

10

16(f)
Risk management 

framework

processes for the management of service provider arrangements.

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

8

17
Risk management 

framework

As part of the required reviews of the risk management framework under 
CPS 220 and SPS 220, an APRA-regulated entity must review its 
operational risk management.5 The reviews must cover those aspects of 
operational risk management set out in paragraph 16.

Functional Subset Of
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

10

18
Risk management 

framework

Operational risk management must be integrated into an APRA-regulated 
entity’s overall risk management framework and processes. Business 
continuity planning must be consistent with, and not conflict or undermine, 
an APRA-regulated entity’s recovery and exit planning.6

Functional Subset Of
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

10

19
Risk management 

framework
Where APRA considers that an APRA-regulated entity’s operational risk 
management has material weaknesses, APRA may:

Functional
No 

Relationship
N/A N/A N/A 0

19(a)
Risk management 

framework
require an independent review of the entity’s operational risk management;

Functional
No 

Relationship
N/A N/A N/A 0

19(b)
Risk management 

framework
require the entity to develop a remediation program;

Functional
No 

Relationship
N/A N/A N/A 0

19(c)
Risk management 

framework
require the entity to hold additional capital, as relevant; 7

Functional
No 

Relationship
N/A N/A N/A 0

19(d)
Risk management 

framework
impose conditions on the entity’s licence; and

Functional
No 

Relationship
N/A N/A N/A 0

19(e)
Risk management 

framework
take other actions required in the supervision of this Prudential Standard.

Functional
No 

Relationship
N/A N/A N/A 0

20
Roles and 

responsibilities
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

21
Roles and 

responsibilities
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

22
Roles and 

responsibilities
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

23
Roles and 

responsibilities

Senior management of an APRA-regulated entity must provide clear and 
comprehensive information to the Board on the expected impacts on the 
entity’s critical operations when the Board is making decisions that could 
affect the resilience of critical operations.

Functional Intersects With
Assigned Security, 

Compliance & Resilience 
Responsibilities

GOV-04

Mechanisms exist to assign one or more qualified individuals with the 
mission and resources to centrally-manage, coordinate, develop, 
implement and maintain an enterprise-wide Security, Compliance & 
Resilience Program (SCRP).

5

24
Operational risk 

management

An APRA-regulated entity must manage its full range of operational risks, 
including but not limited to legal risk, regulatory risk, compliance risk, 
conduct risk, technology risk, data risk and change management risk. 
Senior management are responsible for operational risk management 
across the end-to-end process for all business operations.

Functional Subset Of
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

10

25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01

Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives.

5

25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1

Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats.

5

25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

5

25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Security, Compliance & 

Resilience Requirements 
Definition

PRM-05

Mechanisms exist to proactively govern Technology Assets, 
Applications and/or Services (TAAS) by:
(1) Defining technical security, compliance and resilience 
requirements; and
(2) Performing a criticality analysis at predefined decision points in the 
Secure Development Life Cycle (SDLC).

5

25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Secure Development Life 

Cycle (SDLC) 
Management

PRM-07

Mechanisms exist to ensure changes to Technology Assets, 
Applications and/or Services (TAAS) within the Secure Development 
Life Cycle (SDLC) are controlled through formal change control 
procedures. 5
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25
Operational risk 

management

An APRA-regulated entity must maintain appropriate and sound 
information and information technology (IT) capability to meet its current 
and projected business requirements and to support its critical operations 
and risk management. In managing technology risks, an APRA-regulated 
entity must monitor the age and health of its information assets and meet 
the requirements for information security in Prudential Standard CPS 234 
Information Security (CPS 234).

Functional Intersects With
Technology Lifecycle 

Management
SEA-07.1

Mechanisms exist to manage the usable lifecycles of Technology 
Assets, Applications and/or Services (TAAS).

5

26
Operational risk profile 

and assessment

An APRA-regulated entity must assess the impact of its business and 
strategic decisions on its operational risk profile and operational 
resilience, as part of its business and strategic planning processes. 10 This 
must include an assessment of the impact of new products, services, 
geographies and technologies on its operational risk profile.

Functional Intersects With
Business Impact Analysis 

(BIA)
RSK-08

Mechanisms exist to conduct a Business Impact Analysis (BIA) to 
identify and assess security, compliance and resilience risks.

5

26
Operational risk profile 

and assessment

An APRA-regulated entity must assess the impact of its business and 
strategic decisions on its operational risk profile and operational 
resilience, as part of its business and strategic planning processes. 10 This 
must include an assessment of the impact of new products, services, 
geographies and technologies on its operational risk profile.

Functional Intersects With
Data Protection Impact 

Assessment (DPIA)
RSK-10

Mechanisms exist to conduct a Data Protection Impact Assessment 
(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 
store, process and/or transmit Personal Data (PD) to identify and 
remediate reasonably-expected risks.

5

27
Operational risk profile 

and assessment

An APRA-regulated entity must maintain a comprehensive assessment of 
its operational risk profile. As part of this, an APRA-regulated entity must:

Functional Intersects With Risk Framing RSK-01.1

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk 
monitoring;
(2) Constraints affecting risk assessments, risk response and risk 
monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for 
managing risk.

5

27(a)
Operational risk profile 

and assessment

maintain appropriate and effective information systems to monitor 
operational risk, compile and analyse operational risk data and facilitate 
reporting to the Board and senior management; Functional Intersects With

Steering Committee & 
Program Oversight

GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01

Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Targeted Capability 

Maturity Levels
PRM-01.2

Mechanisms exist to define and identify targeted capability maturity 
levels.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Security, Compliance & 

Resilience Resource 
Management

PRM-02

Mechanisms exist to address all capital planning and investment 
requests, including the resources needed to implement the Security, 
Compliance & Resilience Program (SCRP) and document all exceptions 
to this requirement.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1

Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With Allocation of Resources PRM-03

Mechanisms exist to identify and allocate resources for management, 
operational, technical and data protection requirements within 
business process planning for projects / initiatives.

5

27(b)
Operational risk profile 

and assessment

identify and document the processes and resources needed to deliver 
critical operations, including people, technology, information, facilities 
and service providers, the interdependencies across them, and the 
associated risks, obligations, key data and controls; and

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

5

27(c)
Operational risk profile 

and assessment

undertake scenario analysis to identify and assess the potential impact of 
severe operational risk events, test its operational resilience and identify 
the need for new or amended controls and other mitigation strategies.

Functional Intersects With
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

5

27(c)
Operational risk profile 

and assessment

undertake scenario analysis to identify and assess the potential impact of 
severe operational risk events, test its operational resilience and identify 
the need for new or amended controls and other mitigation strategies.

Functional Intersects With
Incident Response 

Testing
IRO-06

Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(c)
Operational risk profile 

and assessment

undertake scenario analysis to identify and assess the potential impact of 
severe operational risk events, test its operational resilience and identify 
the need for new or amended controls and other mitigation strategies.

Functional Intersects With Threat Modeling TDA-06.2

Mechanisms exist to perform threat modelling and other secure design 
techniques, to ensure that threats to software and solutions are 
identified and accounted for.

5

28
Operational risk profile 

and assessment

An APRA-regulated entity must conduct a comprehensive risk assessment 
before providing a material service to another party, to ensure that the 
APRA-regulated entity is able to continue to meet its prudential obligations 
after entering into the arrangement. APRA may require an APRA-regulated 
entity to review and strengthen internal controls or processes where APRA 
considers there to be heightened prudential risks in such circumstances.

Functional Intersects With Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations. 5

28
Operational risk profile 

and assessment

An APRA-regulated entity must conduct a comprehensive risk assessment 
before providing a material service to another party, to ensure that the 
APRA-regulated entity is able to continue to meet its prudential obligations 
after entering into the arrangement. APRA may require an APRA-regulated 
entity to review and strengthen internal controls or processes where APRA 
considers there to be heightened prudential risks in such circumstances.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

29 Operational risk controls

An APRA-regulated entity must design, implement and embed internal 
controls to mitigate its operational risks in line with its risk appetite and 
meet its compliance obligations.

Functional Intersects With
Define Control 

Objectives
GOV-09

Mechanisms exist to establish control objectives as the basis for the 
selection, implementation and management of the organization's 
internal security, compliance and resilience control system.

5

30 Operational risk controls

An APRA-regulated entity must regularly monitor, review and test controls 
for design and operating effectiveness, the frequency of which must be 
commensurate with the materiality of the risks being controlled. The 
results of testing must be reported to senior management and any gaps or 
deficiencies in the control environment must be rectified in a timely 
manner.

Functional Intersects With
Control Conformity 

Monitoring
CPL-03

Mechanisms exist to validate that Technology Assets, Applications, 
Services and/or Data (TAASD) conform to the organization's security, 
compliance and/or resilience policies, standards and other applicable 
requirements.

5

31 Operational risk controls

An APRA-regulated entity must remediate material weaknesses in its 
operational risk management, including control gaps, weaknesses and 
failures. This remediation must be supported by clear accountabilities and 
assurance and address the root causes of weaknesses in a timely manner. 
An APRA-regulated entity must include identified control gaps, weaknesses 
and failures in its operational risk profile until such matters are 
remediated.

Functional Intersects With Risk Remediation RSK-06

Mechanisms exist to remediate risks to an acceptable level.

5

31 Operational risk controls

An APRA-regulated entity must remediate material weaknesses in its 
operational risk management, including control gaps, weaknesses and 
failures. This remediation must be supported by clear accountabilities and 
assurance and address the root causes of weaknesses in a timely manner. 
An APRA-regulated entity must include identified control gaps, weaknesses 
and failures in its operational risk profile until such matters are 
remediated.

Functional Intersects With
Risk Treatment Plan 

(RTP)
RSK-06.4

Mechanisms exist to formalize a Risk Treatment Plan (RTP) that 
applicable stakeholders will utilize to remediate identified risks 
according to a defined timeline.

5

32
Operational risk 

incidents

An APRA-regulated entity must ensure that operational risk incidents and 
near misses are identified, escalated, recorded and addressed in a timely 
manner. An APRA-regulated entity must take incidents and near misses 
into account in its assessment of its operational risk profile and control 
effectiveness in a timely manner.

Functional Intersects With
Contingency Plan Root 
Cause Analysis (RCA) & 

Lessons Learned
BCD-05

Mechanisms exist to conduct a Root Cause Analysis (RCA) and 
"lessons learned" activity every time the contingency plan is activated.

3

32
Operational risk 

incidents

An APRA-regulated entity must ensure that operational risk incidents and 
near misses are identified, escalated, recorded and addressed in a timely 
manner. An APRA-regulated entity must take incidents and near misses 
into account in its assessment of its operational risk profile and control 
effectiveness in a timely manner.

Functional Intersects With
Root Cause Analysis 

(RCA) & Lessons Learned
IRO-13

Mechanisms exist to incorporate lessons learned from analyzing and 
resolving cybersecurity and data protection incidents to reduce the 
likelihood or impact of future incidents. 3
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32
Operational risk 

incidents

An APRA-regulated entity must ensure that operational risk incidents and 
near misses are identified, escalated, recorded and addressed in a timely 
manner. An APRA-regulated entity must take incidents and near misses 
into account in its assessment of its operational risk profile and control 
effectiveness in a timely manner.

Functional Intersects With Risk Register RSK-04.1

Mechanisms exist to maintain a risk register that facilitates monitoring 
and reporting of risks.

5

33
Operational risk 

incidents

An APRA-regulated entity must notify APRA as soon as possible, and not 
later than 72 hours, after becoming aware of an operational risk incident 
that it determines to be likely to have a material financial impact or a 
material impact on the ability of the entity to maintain its critical 
operations. 11

Functional Intersects With
Cyber Incident Reporting 
for Sensitive / Regulated 

Data
IRO-10.2

Mechanisms exist to report sensitive and/or regulated data incidents in 
a timely manner.

5

34 Business continuity
An APRA-regulated entity must:

Functional
No 

Relationship
N/A N/A N/A 0

34(a) Business continuity
define, identify and maintain a register of its critical operations;

Functional Intersects With
Asset-Service 
Dependencies

AST-01.1
Mechanisms exist to identify and assess the security of Technology 
Assets, Applications and/or Services (TAAS) that support more than 
one critical business function.

5

34(a) Business continuity

define, identify and maintain a register of its critical operations;

Functional Intersects With
Network Diagrams & 
Data Flow Diagrams 

(DFDs)
AST-04

Mechanisms exist to maintain network architecture diagrams that: 
(1) Contain sufficient detail to assess the security of the network's 
architecture;
(2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.

5

34(a) Business continuity
define, identify and maintain a register of its critical operations;

Functional Intersects With Identify Critical Assets BCD-02
Mechanisms exist to identify and document the critical Technology 
Assets, Applications, Services and/or Data (TAASD) that support 
essential missions and business functions.

5

34(b) Business continuity

take reasonable steps to minimise the likelihood and impact of disruptions 
to its critical operations;

Functional Intersects With
Business Continuity 

Management System 
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

5

34(c) Business continuity

maintain a credible BCP that sets out how it would maintain its critical 
operations within tolerance levels through disruptions, including disaster 
recovery planning for critical information assets; 12 Functional Intersects With

Business Continuity & 
Disaster Recovery 

(BC/DR) Plans
BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

34(d) Business continuity

activate its BCP if needed in the event of a disruption; and

Functional Intersects With
Recovery Operations 

Criteria
BCD-01.5

Mechanisms exist to define specific criteria that must be met to initiate 
Business Continuity / Disaster Recover (BC/DR) plans that facilitate 
business continuity operations capable of meeting applicable 
Recovery Time Objectives (RTOs) and Recovery Point Objectives 
(RPOs).

5

34(e) Business continuity
return to normal operations promptly after a disruption is over.

Functional Intersects With
Resume All Missions & 

Business Functions
BCD-02.1

Mechanisms exist to resume all missions and business functions 
within Recovery Time Objectives (RTOs) of the contingency plan's 
activation.

5

34(e) Business continuity

return to normal operations promptly after a disruption is over.

Functional Intersects With
Continue Essential 
Mission & Business 

Functions
BCD-02.2

Mechanisms exist to continue essential missions and business 
functions with little or no loss of operational continuity and sustain that 
continuity until full system restoration at primary processing and/or 
storage sites.

5

34(e) Business continuity
return to normal operations promptly after a disruption is over.

Functional Intersects With
Resume Essential 

Missions & Business 
Functions

BCD-02.3
Mechanisms exist to resume essential missions and business 
functions within an organization-defined time period of contingency 
plan activation.

5

35
Critical operations and 

tolerance levels

Critical operations are processes undertaken by an APRA-regulated entity 
or its service provider which, if disrupted beyond tolerance levels, would 
have a material adverse impact on its depositors, policyholders, 
beneficiaries or other customers, or its role in the financial system.

Functional Intersects With Identify Critical Assets BCD-02

Mechanisms exist to identify and document the critical Technology 
Assets, Applications, Services and/or Data (TAASD) that support 
essential missions and business functions. 5

36
Critical operations and 

tolerance levels

An APRA-regulated entity must, at a minimum, classify the following 
business operations as critical operations, unless it can justify otherwise:

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

36
Critical operations and 

tolerance levels

An APRA-regulated entity must, at a minimum, classify the following 
business operations as critical operations, unless it can justify otherwise: Functional Intersects With

Data & Asset 
Classification

DCH-02
Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

5

36(a)
Critical operations and 

tolerance levels

for an ADI: payments, deposit-taking and management, custody, 
settlements and clearing;

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

36(b)
Critical operations and 

tolerance levels

for an insurer (general, life, private health): claims processing;

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

36(c)
Critical operations and 

tolerance levels

for an RSE licensee: investment management and fund administration; and

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

36(d)
Critical operations and 

tolerance levels

for all APRA-regulated entities: customer enquiries and the systems and 
infrastructure needed to support critical operations.

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

37
Critical operations and 

tolerance levels

APRA may require an APRA-regulated entity, or a class of APRA-regulated 
entities, to classify a business operation as a critical operation.

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

5

38
Critical operations and 

tolerance levels

For each critical operation, an APRA-regulated entity must establish 
tolerance levels for: Functional Intersects With

Recovery Time / Point 
Objectives (RTO / RPO)

BCD-01.4
Mechanisms exist to facilitate recovery operations in accordance with 
Recovery Time Objectives (RTOs) and Recovery Point Objectives 
(RPOs).

5

38(a)
Critical operations and 

tolerance levels

the maximum period of time the entity would tolerate a disruption to the 
operation; Functional Intersects With

Recovery Time / Point 
Objectives (RTO / RPO)

BCD-01.4
Mechanisms exist to facilitate recovery operations in accordance with 
Recovery Time Objectives (RTOs) and Recovery Point Objectives 
(RPOs).

5

38(b)
Critical operations and 

tolerance levels

the maximum extent of data loss the entity would accept as a result of a 
disruption; and Functional Intersects With

Recovery Time / Point 
Objectives (RTO / RPO)

BCD-01.4
Mechanisms exist to facilitate recovery operations in accordance with 
Recovery Time Objectives (RTOs) and Recovery Point Objectives 
(RPOs).

5

38(c)
Critical operations and 

tolerance levels

minimum service levels the entity would maintain while operating under 
alternative arrangements during a disruption.

Functional Intersects With
Continue Essential 
Mission & Business 

Functions
BCD-02.2

Mechanisms exist to continue essential missions and business 
functions with little or no loss of operational continuity and sustain that 
continuity until full system restoration at primary processing and/or 
storage sites.

5

38(c)
Critical operations and 

tolerance levels

minimum service levels the entity would maintain while operating under 
alternative arrangements during a disruption. Functional Intersects With

Resume Essential 
Missions & Business 

Functions
BCD-02.3

Mechanisms exist to resume essential missions and business 
functions within an organization-defined time period of contingency 
plan activation.

5

39
Critical operations and 

tolerance levels

APRA may require an APRA-regulated entity to review and change its 
tolerance levels for a critical operation. APRA may set tolerance levels for 
an APRA regulated entity, or a class of APRA-regulated entities, where it 
identifies a heightened risk or material weakness.

Functional
No 

Relationship
N/A N/A N/A 0

40 Business continuity plan

An APRA-regulated entity’s BCP must include:

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

40(a) Business continuity plan

the register of critical operations and associated tolerance levels;

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5
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40(b) Business continuity plan

triggers to identify a disruption and prompt activation of the plan, and 
arrangements to direct resources in the event of activation;

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

40(c) Business continuity plan

actions it would take to maintain its critical operations within tolerance 
levels through disruptions;

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

40(d) Business continuity plan

an assessment of the execution risks, required resources, preparatory 
measures, including key internal and external dependencies needed to 
support the effective implementation of the BCP actions; and Functional Intersects With

Business Continuity & 
Disaster Recovery 

(BC/DR) Plans
BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

40(e) Business continuity plan

a communications strategy to support execution of the plan.

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

41 Business continuity plan

An APRA-regulated entity must maintain the capabilities required to 
execute the BCP, including access to people, resources and technology.13 
An APRAregulated entity must monitor compliance with its tolerance levels 
and report any failure to meet tolerance levels, together with a remediation 
plan, to the Board.

Functional Intersects With
Business Continuity 

Management System 
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

5

42 Business continuity plan

An APRA-regulated entity must notify APRA as soon as possible, and not 
later than 24 hours after, if it has suffered a disruption to a critical 
operation outside tolerance. The notification must cover the nature of the 
disruption, the action taken, the likely impact on the entity’s business 
operations and the timeframe for returning to normal operations.

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

5

43 Testing and review

An APRA-regulated entity must have a systematic testing program for its 
BCP that covers all critical operations and includes an annual business 
continuity exercise. The program must test the effectiveness of the entity’s 
BCP and its ability to meet tolerance levels in a range of severe but 
plausible scenarios.

Functional Intersects With
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan. 5

44 Testing and review

The testing program must be tailored to the material risks of the APRA-
regulated entity and include a range of severe but plausible scenarios, 
including disruptions to services provided by material service providers 
and scenarios where contingency arrangements are required. APRA may 
require the inclusion of an APRA-determined scenario in a business 
continuity exercise for an APRAregulated entity, or a class of APRA-
regulated entities.

Functional Intersects With
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

5

45 Testing and review

An APRA-regulated entity must update, as necessary, its BCP on an annual 
basis to reflect any changes in legal or organisational structure, business 
mix, strategy or risk profile or for shortcomings identified as a result of the 
review and testing of the BCP.

Functional Intersects With
Contingency Plan Root 
Cause Analysis (RCA) & 

Lessons Learned
BCD-05

Mechanisms exist to conduct a Root Cause Analysis (RCA) and 
"lessons learned" activity every time the contingency plan is activated.

5

45 Testing and review

An APRA-regulated entity must update, as necessary, its BCP on an annual 
basis to reflect any changes in legal or organisational structure, business 
mix, strategy or risk profile or for shortcomings identified as a result of the 
review and testing of the BCP.

Functional Intersects With
Ongoing Contingency 

Planning
BCD-06

Mechanisms exist to update contingency plans due to changes 
affecting:
(1) People (e.g., personnel changes);
(2) Processes (e.g., new, altered or decommissioned business 
practices, including third-party services)
(3) Technologies (e.g., new, altered or decommissioned technologies);
(4) Data (e.g., changes to data flows and/or data repositories);
(5) Facilities (e.g., new, altered or decommissioned physical 
infrastructure); and/or
(6) Feedback from contingency plan testing activities.

5

45 Testing and review

An APRA-regulated entity must update, as necessary, its BCP on an annual 
basis to reflect any changes in legal or organisational structure, business 
mix, strategy or risk profile or for shortcomings identified as a result of the 
review and testing of the BCP. Functional Intersects With

Contingency Planning 
Components

BCD-06.1

Mechanisms exist to identify components that potentially impact the 
organization's ability to execute contingency plans, including changes 
to:
(1) Personnel roles;
(2) Business processes (including the use of third-party services);
(3) Deployed technologies; 
(4) Data repositories and/or data flows; and/or
(5) Physical infrastructure.

5

46 Testing and review

An APRA-regulated entity’s internal audit function must periodically review 
the entity’s BCP and provide assurance to the Board that the BCP sets out 
a credible plan for how the entity would maintain its critical operations 
within tolerance levels through severe disruptions and that testing 
procedures are adequate and have been conducted satisfactorily.

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

47
Management of service 
provider arrangements

An APRA-regulated entity must maintain a comprehensive service provider 
management policy. The policy must cover how the entity will identify 
material service providers and manage service provider arrangements, 
including the management of material risks associated with the 
arrangements.

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-02

Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 
resilient capabilities. 5

47
Management of service 
provider arrangements

An APRA-regulated entity must maintain a comprehensive service provider 
management policy. The policy must cover how the entity will identify 
material service providers and manage service provider arrangements, 
including the management of material risks associated with the 
arrangements.

Functional Intersects With Third-Party Management TPM-01

Mechanisms exist to facilitate the implementation of third-party 
management controls.

5

48
Management of service 
provider arrangements

The policy must include:
Functional Intersects With Third-Party Management TPM-01

Mechanisms exist to facilitate the implementation of third-party 
management controls.

5

48(a)
Management of service 
provider arrangements

the entity’s approach to entering into, monitoring, substituting and exiting 
agreements with material service providers;

Functional Intersects With Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls.

5

48(b)
Management of service 
provider arrangements

the entity’s approach to managing the risks associated with material 
service providers; and

Functional Intersects With Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls.

5

48(c)
Management of service 
provider arrangements

the entity’s approach to managing the risks associated with any fourth 
parties that material service providers rely on to deliver a critical operation 
to the APRA-regulated entity. 14

Functional Intersects With Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls. 5

49 Material service providers

An APRA-regulated entity must identify and maintain a register of its 
material service providers and manage the material risks associated with 
using these providers. Material service providers are those on which the 
entity relies to undertake a critical operation or that expose it to material 
operational risk. 15 Material arrangements are those on which the entity 
relies to undertake a critical operation or that expose it to material 
operational risk.

Functional Intersects With Third-Party Inventories TPM-01.1

Mechanisms exist to maintain a current, accurate and complete list of 
External Service Providers (ESPs) that can potentially impact the 
Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

49 Material service providers

An APRA-regulated entity must identify and maintain a register of its 
material service providers and manage the material risks associated with 
using these providers. Material service providers are those on which the 
entity relies to undertake a critical operation or that expose it to material 
operational risk. 15 Material arrangements are those on which the entity 
relies to undertake a critical operation or that expose it to material 
operational risk.

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services. 5

50 Material service providers

An APRA-regulated entity must, at a minimum, classify a provider of the 
following services as a material service provider, unless it can justify 
otherwise:

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

50(a) Material service providers

for an ADI: credit assessment, funding and liquidity management and 
mortgage brokerage;

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

50(b) Material service providers

for an insurer (general, life, private health): underwriting, claims 
management, insurance brokerage and reinsurance;

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

50(c) Material service providers

for an RSE licensee: fund administration, custodial services, investment 
management and arrangements with promoters and financial planners; 
and

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5
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50(d) Material service providers

for all APRA-regulated entities: risk management, core technology services 
and internal audit.

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

51 Material service providers

An APRA-regulated entity must submit its register of material service 
providers to APRA on an annual basis.

Functional Intersects With Third-Party Inventories TPM-01.1

Mechanisms exist to maintain a current, accurate and complete list of 
External Service Providers (ESPs) that can potentially impact the 
Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

51 Material service providers

An APRA-regulated entity must submit its register of material service 
providers to APRA on an annual basis.

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5

52 Material service providers
APRA may require an APRA-regulated entity, or a class of APRA-regulated 
entities, to classify a service provider, type of service provider or service 
provider arrangement as material.

Functional
No 

Relationship
N/A N/A N/A 0

53
Service provider 

agreements

Before entering into or materially modifying a material arrangement, an 
APRA regulated entity must: Functional Intersects With

Third-Party Risk 
Assessments & 

Approvals
TPM-04.1

Mechanisms exist to conduct a risk assessment prior to the acquisition 
or outsourcing of technology-related Technology Assets, Applications 
and/or Services (TAAS).

5

53(a)
Service provider 

agreements

undertake appropriate due diligence, including an appropriate selection 
process and an assessment of the ability of the service provider to provide 
the service on an ongoing basis; and

Functional Intersects With
Third-Party Risk 
Assessments & 

Approvals
TPM-04.1

Mechanisms exist to conduct a risk assessment prior to the acquisition 
or outsourcing of technology-related Technology Assets, Applications 
and/or Services (TAAS).

5

53(b)
Service provider 

agreements

assess the financial and non-financial risks from reliance on the service 
provider, including risks associated with geographic location or 
concentration of the service provider(s) or parties the service provider 
relies on in providing the service.

Functional Intersects With
Third-Party Risk 
Assessments & 

Approvals
TPM-04.1

Mechanisms exist to conduct a risk assessment prior to the acquisition 
or outsourcing of technology-related Technology Assets, Applications 
and/or Services (TAAS).

5

54
Service provider 

agreements

For all material arrangements, an APRA-regulated entity must maintain a 
formal legally binding agreement (formal agreement). The formal 
agreement must, at a minimum:

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(a)
Service provider 

agreements

specify the services covered by the agreement and associated service 
levels;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(b)
Service provider 

agreements

set out the rights, responsibilities and expectations of each party to the 
agreement, including in relation to the ownership of assets, ownership and 
control of data, dispute resolution, audit access, liability and indemnity;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(c)
Service provider 

agreements

include provisions to ensure the ability of the entity to meet its legal and 
compliance obligations;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(d)
Service provider 

agreements

require notification by the service provider of its use of other material 
service providers that it materially relies upon in providing the service to 
the APRA-regulated entity through sub-contracting or other arrangements;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(e)
Service provider 

agreements

require the liability for any failure on the part of any sub-contractor to be 
the responsibility of the service provider;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(f)
Service provider 

agreements

include a force majeure provision indicating those parts of the contract 
that would continue in the case of a force majeure event; and

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

54(g)
Service provider 

agreements

termination provisions including, but not limited to, the right to terminate 
both the arrangement in its entirety or parts of the arrangement. For an RSE 
licensee, termination provisions must include the ability for the RSE 
licensee to terminate the arrangement where to continue the arrangement 
would be inconsistent with the RSE licensee’s duty to act in the best 
financial interests of beneficiaries (refer to subsection 52(2)(c) of the SIS 
Act).

Functional Intersects With Break Clauses TPM-05.7

Mechanisms exist to include "break clauses" within contracts for 
failure to meet contract criteria for security, compliance and/or 
resilience controls.

5

55
Service provider 

agreements

The formal agreement must also include provisions that:

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

55(a)
Service provider 

agreements

allow APRA access to documentation, data and any other information 
related to the provision of the service;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

55(b)
Service provider 

agreements

allow APRA the right to conduct an on-site visit to the service provider; and

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

55(c)
Service provider 

agreements

ensure the service provider agrees not to impede APRA in fulfilling its duties 
as prudential regulator.

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

56
Service provider 

agreements

For each material arrangement an APRA-regulated entity must:

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

56(a)
Service provider 

agreements

identify and manage risks that could affect the ability of the service 
provider to provide the service on an ongoing basis;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

56(b)
Service provider 

agreements

identify and manage risks to the APRA-regulated entity that could result 
from the arrangement, such as step-in risk or contagion risk;

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

56(c)
Service provider 

agreements

ensure it can execute its BCP if needed; and

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

56(d)
Service provider 

agreements

ensure it can conduct an orderly exit from the arrangement if needed.

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

5

57
Service provider 

agreements

APRA may require an APRA-regulated entity to review and make changes to 
a service provider arrangement where it identifies heightened prudential 
concerns.

Functional
No 

Relationship
N/A N/A N/A 0

58
Monitoring, notifications 

and review

An APRA-regulated entity must monitor and ensure that senior 
management receive reporting on material arrangements commensurate 
with the nature and usage of the service. This monitoring must include a 
regular assessment of:

Functional Intersects With
Status Reporting To 

Governing Body
GOV-01.2

Mechanisms exist to provide governance oversight reporting and 
recommendations to those entrusted to make executive decisions 
about matters considered material to the organization's Security, 
Compliance & Resilience Program (SCRP).

5

58
Monitoring, notifications 

and review

An APRA-regulated entity must monitor and ensure that senior 
management receive reporting on material arrangements commensurate 
with the nature and usage of the service. This monitoring must include a 
regular assessment of:

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

58(a)
Monitoring, notifications 

and review

performance under the service agreement with reference to agreed service 
levels; Functional Intersects With

Security, Compliance & 
Resilience Controls 

Oversight
CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

58(b)
Monitoring, notifications 

and review

the effectiveness of controls to manage the risks associated with the use of 
the service provider; and Functional Intersects With

Security, Compliance & 
Resilience Controls 

Oversight
CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

58(c)
Monitoring, notifications 

and review

compliance of both parties with the service provider agreement.
Functional Intersects With

Security, Compliance & 
Resilience Controls 

Oversight
CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

59
Monitoring, notifications 

and review

An APRA-regulated entity must notify APRA:
Functional Intersects With

Security, Compliance & 
Resilience Status 

Reporting
GOV-17

Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

5
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59(a)
Monitoring, notifications 

and review

as soon as possible and not more than 20 business days after entering into 
or materially changing an agreement for the provision of a service on which 
the entity relies to undertake a critical operation; and

Functional Intersects With
Security, Compliance & 

Resilience Status 
Reporting

GOV-17
Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

5

59(b)
Monitoring, notifications 

and review

prior to entering into any material offshoring arrangement,16 or when there 
is a significant change proposed to the arrangement, including in 
circumstances where data or personnel relevant to the service being 
provided will be located offshore.

Functional Intersects With
Security, Compliance & 

Resilience Status 
Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

5

60
Monitoring, notifications 

and review

An APRA-regulated entity’s internal audit function must review any 
proposed material arrangement involving the outsourcing of a critical 
operation. The internal audit function must regularly report to the Board or 
Board Audit Committee on compliance of such arrangements with the 
entity’s service provider management policy.

Functional
No 

Relationship
N/A N/A N/A 0
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