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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Desc Relationship
See FDE for details.
1 Authority e¢ FDE for detalls. Functional N/A N/A N/A 0
See FDE for details. ) No
2 Application raetal Functional N/A N/A N/A 0
See FDE for details. No
3 Application Functional ) N/A N/A N/A 0
See FDE for details. ) No
4 Application Functional N/A N/A N/A 0
See FDE for details. No
5 Application Functional N/A N/A N/A )
See FDE for details. No
6 Application Functional NA N/A N/A 0
See FDE for details. N
7 Interpretation o6 FDE for detatls. Functional © N/A N/A N/A 0
See FDE for details. No
8 Interpretation e PO for detalls Functional N/A N/A N/A 0
See FDE for details. N
) Interpretation o6 FDE for detatls. Functional © N/A N/A N/A 0
See FDE for details. No
10 Interpretation Functional N/A N/A N/A )
Adjustmentsand | See FDE for details. N
1 justments an o¢ FDE for detalls. Functional ° N/A N/A N/A 0
exclusions
See FDE for details. No
12 Definitions Functional N/A N/A N/A 0
The Board4 of an APRA-regulated entity (Board) is ultimately responsible
for the information security of the entity. The Board must ensure that the Mechanisms exist to align security, compliance and resilience
Roles and tity maintains informatt tyi te with th Steering Committee & with business requi through a steerin
13 entity maintains information security in a manner commensuratewiththe | ool g GOv-011 gl g s
responsibilities | size and extent of threats to its information assets, and which enables the Program Oversight or advisory board, comprised of key cybersecurity, data protection and
continued sound operation of the entity. 5 business executives, which meets formally and on a regular basis.
An APRA-regulated entity must clearly define the information security- Mechanisms exist to assign one or more qualified individuals with the
related roles and responsibilities of the Board, senior management, Assigned Security,
Roles and ° mission and resources to centrally-manage, coordinate, develop,
14 o governing bodies and individuals with ford Functional | Intersects With | Compliance & Resilience |  GOV-04 : " ° 5
responsibilities : o SN R s o and maintain an enterprise-wid ty, C &
approval, oversight, operations and other information security functions. esponsibilities
PP ght, op Y P Resilience Program (SCRP).
‘An APRA-regulated entity must clearly define the information security-
lated rol d biliti fthe Board t exist to enforce an structure so that
Roles and related roles and responsibilties of the Board, senior management, Stakeholder roams ong indi e and
14 governing bodies and individuals with ford king, | Functional |Intersects With GOV-04.1 5
responsibilities : o . . o Accountability Structure trained for mapping, measuring and managing Technology Assets,
approval, oversight, andother security Applications, Services and/or Data (TAASD)-related risks.
An APRA-regulated entity must clearly define the information security- Mechanisms exist to establish an authoritative chain of command with
related roles and responsibilities of the Board, senior management,
Roles and Authoritative Chain of clear lines of communication to remove ambiguity from individuals and
14 o governing bodies and individuals with ford king, | Functional |Intersects With GOV-04.2 " 5
responsibilities : o SN R Command teams related to managing Technology Assets, Applications, Services
approval, oversight, operations and other information security functions.
PPl ght, op Y and/or Data (TAASD)-related risks.
'An APRA-regulated entity must maintain an information security capabili
Information securit p te with th ¢ d extent of threats to its inf y‘ ’ ‘y Security, Compliance & Mechanisms exist to facilitate the implementation of securit
15 Y |commensurate with the size and extent of threats toits nformation assets, | ¢ v | guparor sosilionce Program Sov-01 p Y, 10
capability and which enables the continued sound operation of the entity. (soRp) compliance and resilience governance controls.
Where information assets are managed by a related party or third party,
Information security |t APRA-regulated entity must assess the information security capability Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
16 e ™ |of that party, commensurate with the potential consequences of an Functional |IntersectsWith|  Assessments & TPM-04.1 |or of lated Assets, 5
pabiity information security incident affecting those assets. 7 Approvals and/or Services (TAAS).
ot . An APbR.lA‘rreg}:;a(ed em[\t[y m:s( actively rtnalmbawg\(ns |nfr;v!mhano[n §ec:Jr:y Security, Gompliance & oo ottt 1 oo .
. formation security | capabilty with respect to changes n vlnerabilities and threats, ncluding | ¢ oo SCEEE O R covor | Meehanisms exist tofaciltate the implementation of securiy, s
capability those resulting from changes to information assets or its business compliance and resilience governance controls.
An APRA-regulated entity must actively maintain its information security existto athreat program that
capability with respect to changes in vulnerabilities and threats, incluin includes a cross-organization information-sharing capability that can
Information security pablity P! & g Threat Intelligence € g capability
17 e those resulting from changes to information assets or its business Functional |Intersects With Progran, THR-01  |influence the development of the system and security architectures, 5
pabliity environment. selection of security solutions, monitoring, threat hunting, response
and recovery activities.
‘An APRA-regulated entity must actively maint formati it
Inormaton secuy. | capaolityost sespect 1 changes imvamrabiie an cveats, moa vuinerabity & Patch Mocharisms eist o fciitae the mplamentation and moritoring o
i
17 securlty. | capability with respect to changes in vulnerabilities and threats, Including | g cyional | Intersects With| Management Program | VPM-01 s s e 5
capability those resulting from changes to information assets or its business wPup) Vulnerability management controls.
An APRA-regulated entity must maintain an information security polic
; kg y‘ o i o § e d dey . Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
18 Policy framework | "@MeWOrk commensurate with its exposures to vulnerabilities and threats. | £ ncyignal | Intersects With | Compliance & Resilience | GOV-02 and necessary for secure, compliant and 5
Documentation resilient capabilities.
‘An APRA-regulated entity’s informati ity policy i K must
" APRA-regulated entity's information security policy framework mus| Defined Roles & exist to define roles & ibilities for all
19 Policy framework | provide direction on the responsibilities of all parties who have an Functional | Intersects With ) HRS-03 5
° e ° Responsibilities personnel.
b to maintain security. 8
‘An APRA-regulated entity must classily its information assets, including
those managed by related parties and third parties, by criticality and
Information asset |sensitivity. This classification must reflect the degree to which an beta & Asset Mechanisms exist to ensure data and assets are categorized in
ata & Asse
20 identificationand | information security incident affecting an information asset has the Functional | Intersects With e DCH-02  |accordance with applicable statutory, regulatory and contractual 5
i
classification potential to affect, financially or nonfinancially, the entity or the interests requirements.
of depositors, or other
An APRA-regulated entity must have information security controls to Operationalzing Mechanisms exist to compel data and/or process owners to
of i security, and resilience practices for
21 protectts info assets, including those managed by related parties | - ¢, iional | intersects With | Security, Compliance & | GOV-15 . P 5
controls and third parties, that are implemented in a timely manner and that are ‘ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
with: their control.
An APRA-regulated entity must have information security controls to )
o it e e vt Mechanisms exist to compel data and/or process owners to select
rotect its assets, including those managed by related parties
21 P :r\dth e e Lememedg b mganneyand ma["m Functional |IntersectsWith|  Select Controls GOV-15.1 | required security, compliance and resilience controls for Technology 5
ird parties, i inati r .
P! o P 4 Assets, Applications, Services and/or Data (TAASD) under their control.
with:
Inerabiliti nd threats to the information ts; -
\motementationof | abilities and threats to the information assets; Mechanisms exist to compel data and/or process owners to select
i
21(a) L Functional |IntersectsWith|  Select Controls GOV-15.1  |required security, compliance and resilience controls for Technology 5
Assets, Applications, Services and/or Data (TAASD) under their control.
th iticality itivity of th fc ti ts;
\motementationof |+ and sensitivity of the information assets; Mechanisms exist to compel data and/or process owners to select
i
21(6) L Functional |IntersectsWith|  Select Controls GOV-15.1  |required security, compliance and resilience controls for Technology 5
Assets, Applications, Services and/or Data (TAASD) under their control.
the st: it which the e ti ts ithin their life-c le;!
imotamentationof |+ rien ihe information assets are within theirffe-eye €9 and Mechanisms exist to compel data and/or process owners to select
i
21(c) L Functional |IntersectsWith|  Select Controls GOV-15.1  |required security, compliance and resilience controls for Technology 5
Assets, Applications, Services and/or Data (TAASD) under their control.
th tential con: N f an information rity ine nt.
mtemantationof | consequenees ofaniniormation securityt cide Mechanisms exist to compel data and/or process owners to select
i
21(d) L Functional |IntersectsWith|  Select Controls GOV-15.1  |required security, compliance and resilience controls for Technology 5
Assets, Applications, Services and/or Data (TAASD) under their control.
Where an APRA-regulated entity's information assets are managed by a Mechanisms exist to formally assess the security, compliance and
related party or third party, the APRA-regulated entity must evaluate the il lsin Assets, andor Services
. Implementation of  design of that party’s nformation secriy controls that protects the Functionat | intersacts with Assessmonts 1AG.02 | TAAS) through Information Assurance Program (IAP) activiies to s
controls information assets of the APRA-regulated entity. 10 determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
'An APRA-regulated entity must have robust mechanisms in place to detect neident Response Mechanisms exist to implement and govern processes and
23 Incident andrespond to security incidents in a timely manner. Functional | Intersects With e IRO-01 to facilitate an de response capability 5
P for ity and data protection-related incidents.
'An APRA-regulated entity must have robust mechanisms in place to detect Mechanisms exist to cover:
and respond to information security incidents in a timely manner. (1) Preparation;
(2) Automated event detection or manual incident report intaks
23 Incident management Functional |Intersects With|  Incident Handling 1R0-02  [(3) Analysis; 5

(4) Containment;
(5) Eradication; and
(6) Recoverv.
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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Description Relationship
An APRA-regulated entity must maintain plans t d to informati
i n regulated entity must maintain plans to respond to information Incident Response Plan Mechanisms exist to maintain and make available a current and viable
2 Incident management [ security incidents that the entity considers could plausibly occur Functional | Intersects With 1RO-04 5
(IRP) Incident Response Plan (IRP) to all stakeholders.
security response plans).
s ncident management |1 APRA-Tegulated entiy’s information security response plans must Functional | imtersacts witn| Incident Response Plan |- """ [Mechanisms exist to maintain and make available a current and viable R
include the in place for: (RP) Incident Response Plan (IRP) to all
managing all relevant stages of an incident, from detection to post-incident Incident Response Plan Mechanisms exist to maintain and make available a current and viable
25(a) Incident management naging all relev: e fnet ) fon to post-inei Functional | Intersects With| '"*' P IRO-04 cnanisms ext ntat val ure W 5
review: and (RP) Incident Response Plan (IRP) to all
lation and reporting of informat ty incidents to the Board,
i escalation and reporting of information security incidents to the Boar Incident Response Plan Mechanisms exist to maintain and make available a current and viable
25(b) Incident management | other governing bodies and individuals responsible for information security |  Functional | Intersects With 1RO-04 5
. (IRP) Incident Response Plan (IRP) to all stakeholders.
incident and oversight. as
‘An APRA-regulated entity must annually review and test ts information I neident Resnonse Mechanisms exist to formally test incident response capabilities
2 Incident management [ security response plans to ensure they remain effective and fit-for- Functional | Intersects With i IRO-06 [ through realistic exercises to determine the operational effectiveness 5
purpose. s of those capabilities.
) An APRA-regulated entity must test the effectiveness of its information Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27 PO security controls through a systematic testing program. The nature and Functional | Intersects With i IRO-06 [ through realistic exercises to determine the operational effectiveness 5
freauency of the testing must b with: e of those capabilities.
) the rate at which the vulnerabilities and threats change; Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27(a) Functional | Intersects With IRO-06 [ through realistic exercises to determine the operational effectiveness 5
effectiveness Testing 8
of those capabilities.
) the criticality and sensitivity of the information ass Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27(b) Functional | Intersects With IRO-06 [ through realistic exercises to determine the operational effectiveness 5
effectiveness Testing 8
of those capabilities.
) the consequences of an information security incident; Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27(0) Functional | Intersects With IRO-06 [ through realistic exercises to determine the operational effectiveness 5
effectiveness Testing 8
of those capabilities.
) the risks associated with exposure to environments where the Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27(d) PO APRAregulated entity is unable to enforce its information security policies; | Functional |Intersects With i IRO-06 [ through realistic exercises to determine the operational effectiveness 5
11and e of those capabilities.
) the materiality and frequency of change to information assets. Mechanisms exist to formally test incident response capabilities
Testing control Incident Response
27(e) Functional | Intersects With IRO-06 [ through realistic exercises to determine the operational effectiveness 5
effectiveness Testing 8
of those capabilities.
Where an APRA-regulated entity’s information assets are managed by a Mechanisms exist to formally assess the security, compliance and
related party or a third party, and the APRA-regulated entity is reliant on resilience controls in Technology Assets, Applications and/or Services
Testingcontrol [ that party's informatt trol testing, the APRA-regulated entit (TAAS) through Information A P 1AP) activities t
2 e at party's information security control testing, the APRAegulated entity | [ oo Assessmonts 1AO.02 | TAAS) through Information Assurance Program (IAP) activiies to s
effectiveness must assess whether the nature and frequency of testing of controls in determine the extent to which the controls are implemented correctly,
respect of those i assets is with operating as intended and producing the desired outcome with respect
27(a) to 27(e) of this Prudential Standard. 12 to meeting expected
Test ol An APRA"EE:LE“"‘: "":f“y '"”Sl‘!etzata,;e a:gy’_e';‘m “’l_‘“"‘ B°a“’,!°' e Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
esting control management any testing results that identify information security control
29 g g Y testing Y Functional | Intersects With|  Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 5
that cannot be in a timely manner. : )
Oversight teadership.
An APRA-regulated entity must ensure that testing is conducted by, Mechanisms exist to utilize independent assessors to evaluate
Testing control iately skilled and functi i security, compliance and resilience at planned intervals or when the
30 e Functional | Intersects With| Independent Assessors | CPL-03.1 1y, comp! ndre plan 5
effectiveness Technology Asset, Application and/or Service (TAAS) undergoes
changes.
Testingcontror | AMAPRA-TegLlated entity must review the sufficiency of the testing Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
a1 oo program at least annually o when there is a material change to Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 5
assets or the business Oversight
An APRA-regulated entity’s internal audit activities must include a review of Mechanisms exist to implement an internal audit function that is
- Intermat audit the design and operating effectiveness of information security controls, Functional | Intersects With| Internat Audit Function | CpL-0z,1 | @P@Le o providing senior organization management with insights into s
including those maintained by related parties and third parties the of the and
security control processes.
An APRA"EEULE‘E‘L"‘Z‘EV must E"S‘l"e that ‘T‘i"l"‘”mla”;” Secu’gy °°”":‘ Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
assurance is provided by personnel appropriately skilled in providing suc
33 Internal audit o yp ppropriately o 4 Functional | Intersects With| Security, Compliance & | CPL-03.2 |and/or Services (TAAS) for adherence to the organization’s security, 5
assurance. > . ’
Resilience Controls compliance and/or resilience policies and standards.
An APRA-regulated entity’s internal audit function must assess the Mechanisms exist to implement an internal audit function that is
a Intermat audit information securty control assurance provided by a elated party orthird | ¢ | it Function | GPL02|€2PaPLe of providing senior organization management with nsights into s
party where: the of the and
processes.
an information security incident affecting the information assets has the Mechanisms exist to implement an internal audit function that is
aue) Intermat audit potential to materially affect, financially or non-financially, the entityorthe | oo | o Function | GPL02|€2PaDIe of providing senior organization management with nsights into s
interests of depositors, or other the of the and
and brocesses.
internal audit intends to rely on the information security control assurance Mechanisms exist to implement an internal audit function that is
ded by the related party or third party. 13 ble of provid t it with insights int
34(b) Internal audit provided by the related party or third party. Functional |Intersects With | Internal Audit Function | CPL-02.1 |02PaPte of providing senior organization management with insights into 5
the of the and
brocesses.
An APRA-regulated entity must notify APRA as soon as possible and, in any exist to timely-report incidents to
s APRAotification | G450 tater than 72 hours, after becoming aware of an information Functional | intorsectswitn| eidentStakeholder | (1) Internal stekenolders; s
security incident that: Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
An APRA-regulated entity must notify APRA as soon as possible and, in any isms exist to timely-report incidents to
a APRARotification | C35€: o later than 10 business days, after it becomes aware of a material | [ o | incident Stakeholder | (1) Internal stakeholders; s

information security control weakness which the entity expects it will not
be able to remediate in a timely manner.

Reporting

(2) Affected clients & third-parties; and
(3) Regulatory authorit
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