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1 Authority
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

2 Application
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

3 Application
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

4 Application
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

5 Application
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

6 Application
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

7 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

8 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

9 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

10 Interpretation
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

11
Adjustments and 

exclusions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

12 Definitions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

13
Roles and 

responsibilities

The Board4 of an APRA-regulated entity (Board) is ultimately responsible 
for the information security of the entity. The Board must ensure that the 
entity maintains information security in a manner commensurate with the 
size and extent of threats to its information assets, and which enables the 
continued sound operation of the entity. 5

Functional Intersects With
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

5

14
Roles and 

responsibilities

An APRA-regulated entity must clearly define the information security-
related roles and responsibilities of the Board, senior management, 
governing bodies and individuals with responsibility for decision-making, 
approval, oversight, operations and other information security functions.6

Functional Intersects With
Assigned Security, 

Compliance & Resilience 
Responsibilities

GOV-04

Mechanisms exist to assign one or more qualified individuals with the 
mission and resources to centrally-manage, coordinate, develop, 
implement and maintain an enterprise-wide Security, Compliance & 
Resilience Program (SCRP).

5

14
Roles and 

responsibilities

An APRA-regulated entity must clearly define the information security-
related roles and responsibilities of the Board, senior management, 
governing bodies and individuals with responsibility for decision-making, 
approval, oversight, operations and other information security functions.6

Functional Intersects With
Stakeholder 

Accountability Structure
GOV-04.1

Mechanisms exist to enforce an accountability structure so that 
appropriate teams and individuals are empowered, responsible and 
trained for mapping, measuring and managing Technology Assets, 
Applications, Services and/or Data (TAASD)-related risks.

5

14
Roles and 

responsibilities

An APRA-regulated entity must clearly define the information security-
related roles and responsibilities of the Board, senior management, 
governing bodies and individuals with responsibility for decision-making, 
approval, oversight, operations and other information security functions.6

Functional Intersects With
Authoritative Chain of 

Command
GOV-04.2

Mechanisms exist to establish an authoritative chain of command with 
clear lines of communication to remove ambiguity from individuals and 
teams related to managing Technology Assets, Applications, Services 
and/or Data (TAASD)-related risks.

5

15
Information security 

capability

An APRA-regulated entity must maintain an information security capability 
commensurate with the size and extent of threats to its information assets, 
and which enables the continued sound operation of the entity.

Functional Subset Of
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-01
Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls.

10

16
Information security 

capability

Where information assets are managed by a related party or third party, 
the APRA-regulated entity must assess the information security capability 
of that party, commensurate with the potential consequences of an 
information security incident affecting those assets. 7

Functional Intersects With
Third-Party Risk 
Assessments & 

Approvals
TPM-04.1

Mechanisms exist to conduct a risk assessment prior to the acquisition 
or outsourcing of technology-related Technology Assets, Applications 
and/or Services (TAAS).

5

17
Information security 

capability

An APRA-regulated entity must actively maintain its information security 
capability with respect to changes in vulnerabilities and threats, including 
those resulting from changes to information assets or its business 
environment.

Functional Intersects With
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-01
Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls.

5

17
Information security 

capability

An APRA-regulated entity must actively maintain its information security 
capability with respect to changes in vulnerabilities and threats, including 
those resulting from changes to information assets or its business 
environment.

Functional Intersects With
Threat Intelligence 

Program
THR-01

Mechanisms exist to implement a threat intelligence program that 
includes a cross-organization information-sharing capability that can 
influence the development of the system and security architectures, 
selection of security solutions, monitoring, threat hunting, response 
and recovery activities.

5

17
Information security 

capability

An APRA-regulated entity must actively maintain its information security 
capability with respect to changes in vulnerabilities and threats, including 
those resulting from changes to information assets or its business 
environment.

Functional Intersects With
Vulnerability & Patch 

Management Program 
(VPMP)

VPM-01
Mechanisms exist to facilitate the implementation and monitoring of 
vulnerability management controls.

5

18 Policy framework

An APRA-regulated entity must maintain an information security policy 
framework commensurate with its exposures to vulnerabilities and threats.

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-02
Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 
resilient capabilities.

5

19 Policy framework
An APRA-regulated entity’s information security policy framework must 
provide direction on the responsibilities of all parties who have an 
obligation to maintain information security. 8

Functional Intersects With
Defined Roles & 
Responsibilities

HRS-03
Mechanisms exist to define cybersecurity roles & responsibilities for all 
personnel.

5

20
Information asset 
identification and 

classification

An APRA-regulated entity must classify its information assets, including 
those managed by related parties and third parties, by criticality and 
sensitivity. This classification must reflect the degree to which an 
information security incident affecting an information asset has the 
potential to affect, financially or nonfinancially, the entity or the interests 
of depositors, policyholders, beneficiaries or other customers.

Functional Intersects With
Data & Asset 

Classification
DCH-02

Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

5

21
Implementation of 

controls

An APRA-regulated entity must have information security controls to 
protect its information assets, including those managed by related parties 
and third parties, that are implemented in a timely manner and that are 
commensurate with:

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

21
Implementation of 

controls

An APRA-regulated entity must have information security controls to 
protect its information assets, including those managed by related parties 
and third parties, that are implemented in a timely manner and that are 
commensurate with:

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

21(a)
Implementation of 

controls

vulnerabilities and threats to the information assets;

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

21(b)
Implementation of 

controls

the criticality and sensitivity of the information assets;

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

21(c)
Implementation of 

controls

the stage at which the information assets are within their life-cycle;9 and

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

21(d)
Implementation of 

controls

the potential consequences of an information security incident.

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

22
Implementation of 

controls

Where an APRA-regulated entity’s information assets are managed by a 
related party or third party, the APRA-regulated entity must evaluate the 
design of that party’s information security controls that protects the 
information assets of the APRA-regulated entity. 10

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 
to meeting expected requirements.

5

23 Incident management
An APRA-regulated entity must have robust mechanisms in place to detect 
and respond to information security incidents in a timely manner. Functional Intersects With

Incident Response 
Operations

IRO-01
Mechanisms exist to implement and govern processes and 
documentation to facilitate an organization-wide response capability 
for cybersecurity and data protection-related incidents.

5

23 Incident management

An APRA-regulated entity must have robust mechanisms in place to detect 
and respond to information security incidents in a timely manner.

Functional Intersects With Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-aus-ps-cps-234-2019.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
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Australia - Prudential Standard CPS 234 Information Security (2019)
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24 Incident management
An APRA-regulated entity must maintain plans to respond to information 
security incidents that the entity considers could plausibly occur 
(information security response plans).

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

5

25 Incident management
An APRA-regulated entity’s information security response plans must 
include the mechanisms in place for:

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

5

25(a) Incident management
managing all relevant stages of an incident, from detection to post-incident 
review; and

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

5

25(b) Incident management
escalation and reporting of information security incidents to the Board, 
other governing bodies and individuals responsible for information security 
incident management and oversight, as appropriate.

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

5

26 Incident management
An APRA-regulated entity must annually review and test its information 
security response plans to ensure they remain effective and fit-for-
purpose.

Functional Intersects With
Incident Response 

Testing
IRO-06

Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27
Testing control 
effectiveness

An APRA-regulated entity must test the effectiveness of its information 
security controls through a systematic testing program. The nature and 
frequency of the systematic testing must be commensurate with:

Functional Intersects With
Incident Response 

Testing
IRO-06

Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(a)
Testing control 
effectiveness

the rate at which the vulnerabilities and threats change;
Functional Intersects With

Incident Response 
Testing

IRO-06
Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(b)
Testing control 
effectiveness

the criticality and sensitivity of the information asset;
Functional Intersects With

Incident Response 
Testing

IRO-06
Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(c)
Testing control 
effectiveness

the consequences of an information security incident;
Functional Intersects With

Incident Response 
Testing

IRO-06
Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(d)
Testing control 
effectiveness

the risks associated with exposure to environments where the 
APRAregulated entity is unable to enforce its information security policies; 
11 and

Functional Intersects With
Incident Response 

Testing
IRO-06

Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

27(e)
Testing control 
effectiveness

the materiality and frequency of change to information assets.
Functional Intersects With

Incident Response 
Testing

IRO-06
Mechanisms exist to formally test incident response capabilities 
through realistic exercises to determine the operational effectiveness 
of those capabilities.

5

28
Testing control 
effectiveness

Where an APRA-regulated entity’s information assets are managed by a 
related party or a third party, and the APRA-regulated entity is reliant on 
that party’s information security control testing, the APRA-regulated entity 
must assess whether the nature and frequency of testing of controls in 
respect of those information assets is commensurate with paragraphs 
27(a) to 27(e) of this Prudential Standard. 12

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 
to meeting expected requirements.

5

29
Testing control 
effectiveness

An APRA-regulated entity must escalate and report to the Board or senior 
management any testing results that identify information security control 
deficiencies that cannot be remediated in a timely manner.

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02
Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

30
Testing control 
effectiveness

An APRA-regulated entity must ensure that testing is conducted by 
appropriately skilled and functionally independent specialists.

Functional Intersects With Independent Assessors CPL-03.1

Mechanisms exist to utilize independent assessors to evaluate 
security, compliance and resilience at planned intervals or when the 
Technology Asset, Application and/or Service (TAAS) undergoes 
significant changes.

5

31
Testing control 
effectiveness

An APRA-regulated entity must review the sufficiency of the testing 
program at least annually or when there is a material change to 
information assets or the business environment.

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02
Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

32 Internal audit

An APRA-regulated entity’s internal audit activities must include a review of 
the design and operating effectiveness of information security controls, 
including those maintained by related parties and third parties 
(information security control assurance).

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

33 Internal audit

An APRA-regulated entity must ensure that the information security control 
assurance is provided by personnel appropriately skilled in providing such 
assurance.

Functional Intersects With
Functional Review Of 

Security, Compliance & 
Resilience Controls

CPL-03.2
Mechanisms exist to regularly review Technology Assets, Applications 
and/or Services (TAAS) for adherence to the organization's security, 
compliance and/or resilience policies and standards.

5

34 Internal audit

An APRA-regulated entity’s internal audit function must assess the 
information security control assurance provided by a related party or third 
party where:

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

34(a) Internal audit

an information security incident affecting the information assets has the 
potential to materially affect, financially or non-financially, the entity or the 
interests of depositors, policyholders, beneficiaries or other customers; 
and

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

34(b) Internal audit

internal audit intends to rely on the information security control assurance 
provided by the related party or third party. 13

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

35 APRA notification

An APRA-regulated entity must notify APRA as soon as possible and, in any 
case, no later than 72 hours, after becoming aware of an information 
security incident that:

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

5

36 APRA notification

An APRA-regulated entity must notify APRA as soon as possible and, in any 
case, no later than 10 business days, after it becomes aware of a material 
information security control weakness which the entity expects it will not 
be able to remediate in a timely manner.

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

5
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