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Rationale lationship Control Desc Relationship
In order to protect network information security, protect the lawful
A A interests of citzens,legal persons and other organizations, safeguard Functional No NA NA WA o
national security and social order, the following decision s hereby made: Relationship
1, The State protects electronic information by which the individual identity
of citizens can be distinguished as well as involving citizens’ individual
privacy. Mechanisms exist to limit the collection, receiving, processing, storage,
WA ) - ) ) Functional | Subsetof | Reasonable Data Privacy | o o {ransmission, sharing, updating and/or disposal of Personal Data (PD) 0
No organization or individual may steal or obtain in other illegal manners Practices ding to consumer for what is necessary
obtain citizens’ individual electronic information, sell or illegally provide and proportionate.
citizens’ individual electronic information to other persons.
II, Network service providers and other enterprise and undertaking work
units that collect or use citizens’ individual electronic information during
their business activities, shall abide by the principles of legality, legitimacy
and necessity, clearly indicate the objective, methods and scope for
collection and use of information, and obtain agreement from the person Mechanisms exist to limit the collection, receiving, processing, storage,
f m whose data is collected, they may not violate the provisions of laws and functional | Subsetor | Reasenable DataPrivacy [ L ftransmission, sharing, updating and/or isposal of Personal Data (PD) o
regulations, and the agreement between both sides, in collecting or using Practices to consumer for what is necessary
information. and proportionate.
Network service providers and other enterprise and undertaking work units
collecting or using citizens’ individual electronic information shall make
oublic their colle on and use rule:
IIl, Network service providers, other enterprise and undertaking work unit
and their staff must strictly preserve the secrecy of citizens’ individual Confidntaliy Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
n N/A electronic information they collect in their business activities, they may not | ~ Functional [ Intersects With naroomants HRS-06.1 | similar confidentiality agreements that reflect the needs to protect 8
divulge, distort, or damage it, and may not sell or illegally provide it to other data and operational details, or both employees and third-parties.
persons.
IV, Network service providers and other enterprise and undertaking work
units shall adopt technological measures and other necessary measures
to ensure information security and prevent that citizens” individual Socurityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
v N/A electronic information collected during business activities is divulged, Functional | Intersects With 0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
damaged or lost. When divulging, damage to or loss of information occurs scoped to protect the confidentiality and integrity of the PD.
or may oceur, remedial measures shall be adopted immediately.
V, Network service providers shall strengthen management of information Mechanisms exist to restrict collecting, receiving, processing, storing,
disseminated by users, where it occurs that information violated by laws or transmitting, sharing and/or updating Personal Data (PD) to:
regulations is published or disseminated, handling measures such as Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
v N/A ceasing the dissemination of the said nformation, deleting t,etc. relevant |  Functional | Inersects With | 2% 128 P00 PRI-05.4 [notice(s): 5
records are to be preserved, and the relevant controlling departments (2) Whatis authorized by the data subject, or authorized agent; and
informed. (3) What s consistent with laws, ions and
VI, Network service providers that handle website access services for
Mechanisms exist to limit the collection, receiving, processing, storage,
users, handte fixed telephone, mobile telephone and other surfing ) o
" A oo " et womra Shall Functional | 1ntersccts with | Reasenable Data Privacy [ - ftransmission, sharing, updating and/or isposal of Personal Data (PD) .
Practices to consumer for what is necessary
when concluding agreements with users or affirming the provision of ’
" ‘ Pers o and proportionate.
service. reauire users to provide real identity
VI, Network service providers that handle website access services for Legal review is recommended.
users, handte fixed telephone, mobile telephone and other surfing Mechanisms exist to constrain the supply of physical and/or digital Based on well-publicized
or provide services to users, shall, potential Human Rights activity logs to the host government that can directly lead to human rights abuses in China,
vi N/A when concluding agreements with users or affirming the provision of Functional | Intersects With o PRI-16 of the Universal D of Human Rights (UDHR), as 8 providing actual identification
service, require users to provide real identity information. well as other applicable statutory, regulatory and/or contractual of an individual to the Chinese
obligations. Communist Party (CCP) may
result in human rights abuses.
Vi, No organization or individual may, without having obtained agreement
of or a request from the electronic information receiver, or where the o
vl N/A electronic information receiver has clearly indicated refusal, send Functional | i hip N/A N/A N/A )
electronic tofixed mobile
and individual e-mail boxes.
VIl Where citizens discover that their indvidual identity has been divulged, axist to provide data subjocts the abily tor
individual privacy has been disseminated or other network information (1) Aucess their Personal Data (PD) that is being prosessed, stored and
infringes their lawful rights and interests, or are harassed by commercial o
; shared, except where the burden, risk o expense of providing access
electronic information, they have the power to require the network service would b disproportianate to the benefit offered to the data subject
provider to delete the relevant information or adopt other necessary >
through granting access;
measures to cease this. (2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Vil N/A Functional | Intersects With Data Subject PRI-06 |disposed; 5
Empowerment
(3) Obain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Vill, Where citizens discover that their individual identity has been divulged,
individual privacy has been disseminated or other network information )
Mechanisms exist to maintain a process to erase a data subject's
Vil N/A infringes their lawful rights and interests, or are harassed by commercial Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
electronic information, they have the power to require the network service
and contractual obligations pertaining to the retention of their PD.
provider to delete the relevant information or adopt other necessary
measures to cease this.
X, Any work unit or individual has the power to report or file accusations
with the relevant controlling departments against unlawful or criminal acts
of stealing citizens’ individual electronic information or gaining it by other
x WA ilegal means, seling it r providing it llegally to other persons, as wellas | g No NA NA WA o
other unlawful and criminal acts concerning network information; Relationship
departments receiving reports and accusations shall timely deal with them
according to the law. The infringed person may file a lawsuit according to
the law.
X, Relevant controlling department shall, within the scope of duties and
responsibilities of each, carry out their duties according to the law, adopt
technological measures and other necessary measures to guard against,
prevent, investigate and prosecute unlawful or criminal acts of stealing
citizens’ individual electronic information or gaining it by other illegal
means, selling it or providing it llegally to other persons, as well as other
unlawful and criminal acts concerning network information. When relevant No
X N/A controlling departments carry out their duties according to the law, Funtional | oo ohip N/A N/A N/A 0
network service providers shall grant cooperation and provide
technological support.
State organs and their staff shall protect the secrecy of citizens’ individual
electronic information that they learn when carrying out their duties, may
not divulge, distort or damage it, and may not sell or ilegally provide it to
ather nersons
XI, Acts violating this Decision, are subject to warnings, fines, confiscation
of unlawful income, cancellation of permits or cancellation of fines,
closure of websites, prohibition of relevant responsible personnel to
engage in network service business and other punishments, they are
" WA entered into social credit files and published; where acts constitute Functional No WA WA WA o
violations of public order management, public order management Relationship
punishments are imposed according to the law. Where they constitute a
crime, criminal liability is prosecuted according to the law. Where other
persons’ civil rights are infringed, civil liability is borne according to the
law.
xn A Xil, This Decision takes effect on the date of promulgation. Functional No A A A o
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