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Article 1

fthe China Cybersecurity
lconsequences for an organization, including:
) norcomplience with actal data protection lawsregulatons;
(2) potential human rights abuses by th
(3) compromise of an organization's haee by CCP actors; and/or
(4) loss of intellectual property to the CCP.
[To demonstrate cybersecurity practices, organizations must be capable of following the rule of law according to a defined standard. Unfortunately, China is an authoritarian state that is ruled by the whims of the CCP and that makes the concept of “the rule of law” untenable under a legal system that s little more than a thinly disguised dictatorship. Given this
reality, western organizations are highly encouraged to perform due diligence as to the true cost associated with compliance. The organization's Board of Directors (BoD) is ultimately be responsible to make the decision and cybersecurity practitioners should find ways to remind board members of their fiduciary duty to protect the organization given the grave
limplications of compliance with the CCP's vague cybersecurity guidelines that may easily be abused.

Focal Document E|

T g
lcyberspace sovereignty and national security, ai publ
interests; protect the lawful rights and interests g Giteans, \egal persons,
land other organizations; and promote the healthy development of the
informatization of the economy and society.

Functional

No Relationship

SCF Control

N/A

N/A

Secure Control:

N/A

INote: The Cybersecurity Law of the People’s Republic of China (China Cybersecurity Law) is a dictate from the Chinese Communist Party (CCP) and should be viewed by western organizations as nothing more than an insincere fagade that empowers the CCP with authority to do as it wishes under the guise of cybersecurity and national security. To comply with
iy Lw, western oroarizations Woul e committed to ully exposing thelr networks and datal o tie CCP! 25 wll s provide unfettared!support for any investigations aunchee by CCR officlls: Non-compliaia witt e Chiria Cybersectrty L shoid b conslclered s a vabia opton; since complance with ths law couk ead o mary negative

Strength of

Article 2

N/A

[This Law is applicable to the construction, operation, maintenance, and use
lof networks, as well as to cybersecurity supervision and management within
fthe mainland territory of the People’s Republic of China.

Functional

No Relationship

N/A

N/A

N/A

[Article 2 defines the scope to include any business network that
lhas a nexus (e.g., physical location) to mainland China.

Article 3

[The State persists in equally stressing cybersecurity and informatization
ldevelopment, and abides by the principles of active use, scientific
ldevelopment, management in accordance with law, and ensuring security.
[The State advances the construction of network infrastructure and
linterconnectivity, encourages the innovation and application of network
technology, supports the cultivation of qualified cybersecurity personnel,
lestablishes a complete system to safeguard cybersecurity, and raises
lcapacity to protect cybersecurity.

Functional

No Relationship

N/A

N/A

N/A

[Article 3 is factually incorrect. The lack of granular requirements,
lor alignment with existing standards, disproves a central claim

e SRR e e T s
s left to CCP.
lofficials.

Article 4

N/A

[The State formulates and continuously improves cybersecurity strategy,
(larifies the fundamental requirements and primary goals of ensuring

nd puts forward policies, work tasks, and
lprocedures for key sectors.

Functional

No Relationship

N/A

Article 5

[The State takes measures for monitoring, preventing, and handling
cybersecurtty risks and threats arising beth within and withou the mainland
territory of the People’s Republic of China. The State protects critical
information infrastructure against attacks, intrusions, interference, and
[destruction; the State punishes unlawful and criminal cyber activities in
laccordance with the law, preserving the security and order of cyberspace.

Functional

No Relationship

N/A

N/A

N/A

Aticle 6

N/A

[The State advocates sincere, honest, healthy and civilized online conduct; it
lpromotes the dissemination of core socialist values, adopts measures to
raise the entire society’s awareness and level of cybersecurity, and
[formulates a good environment for the entire society to jointly participate in
ladvancing cybersecurity.

Functional

No Relationship

N/A

N/A

N/A

Article 7

N/A

[The State actively carries out international exchanges and cooperation in
the areas of cyberspace governance, research and development of network
technologies, formulation of standards, attacking cybercrime and illegality,
land other such s i s Gl el Selt @y
I, democratic, and

cyber
e P o T e

Functional

No Relationship

N/A

N/A

N/A

Aticle 8

N/A

state and i are responsible fc

ively plannin efforts and remed
lsupervision and management efforts. The State Council departments
[telecommunications, public security, and other relevant organs, are
Iresponsible for cybersecurity protection, supervision, and management
lefforts within the scope of their responsibilities, in accordance with the
lprovisions of this Law and relevant laws and administrative regulations.
(Cybersecurity protection, supervision, and management duties for relevant
ldepartments in people’s governments at the county level or above will be
ldetermined by relevant national regulations.

Functional

No Relationship

N/A

N/A

N/A

Article 9

etwork operators carrying out business and service activites must follow
laws and administrative regulations, respect social morality, abide by
lcommercial ethics, be honest and credible, perform obligations to protect
(cybersecurity, accept supervision from the government and public, and bear
social responsibility.

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

CPL01

[Mechanisms exist to facilitate the identification and
implementation of relevant statutory, regulatory and
lcontractual controls.

Article 10

N/A

[The construction and operation of networks, or the provision of services
[through networks, shall be done: in accordance with the provisions of laws
land administrative regulations, and with the mandatory requirements of
Inational standards; adopting technical measures and other necessary
Imeasures to safeguard cybersecurity and operational stability; effectively
responding to cybersecurity incidents; preventing cybercrimes and unlawful
Jactivity; and preserving the integrity, secrecy, and usability of online data.

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPLO1

[Mechanisms exist to facilitate the [dentification and
implementation of relevant statutory, regulatory and
|contractual controls.

[Article 10 subject to interpretation from a CCP official, since the
(China Cybersecurity Law fails to provide required controls. This
lvagueness makes it more of a guideline, masquerading as a law.
(Obtaining actual compliance with this law is a fantasy, due to the|
lack of clear requirements.

Aticle 11

N/A

[Relevant Internet industry organizations, according to their Articles of
|association, shall strengthen industry seif-discipline, formulate cybersecurity
Inorms of behavior, guide their members in strengthening cybersecurity
lprotection according to the law, raise the level of cybersecurity protection,
land stimulate the healthy development of the industry.

Functional

No Relationship

N/A

N/A

N/A

P P e LR DT
lorganization to comply with, since it lacks any granula
remuiraments or allgnmant with existing standards, This leaves
[the interpretation to a CCP official to define what it means.

Atticle 12

[The State protects the rights of citizens, legal persons, and other
lorganizations to use networks in accordance with the law; it promotes
twork access, raises the level of network services, provides
lsecure and convenient network services to society, and guarantees the
lawful, orderly, and free circulation of network information.

|any person and organization using networks shall abide by the Constitution
land laws, observe public order, and respect social morality; they must not
lendanger cybersecurity, and must not use the Internet to engage in
lactivities endangering national security, national honor, and national
interests; they must not incite subversion of national sovereignty, overturn
the socialist system, incite separatism, break national unity, advocate
lterrorism or extremism, advocate ethnic hatred and ethnic discrimination,
ldisseminate violent, obscene, or sexual information, create or disseminate
[false information to disrupt the economic or social order, or information that
infringes on the reputation, privacy, intellectual property or other lawful
rights and interests of others, and other such acts.

Functional

No Relationship

N/A

N/A

N/A

[Article 12 is a "catch all" section that can ensnare any
lorganization or individual with engaging in *activities
lendangering national security, national honor, and national
interests.” For an organization to engage in legitimate
[Environmental, Social and Governance (ESG) activities, that
it G G e L i
[Forced Labor Disclos:

(htps:fuhrp org/bl- summary[uyghur forced-labor-disclosure-
lact-h-r-1187/)

Aticle 13

N/A

[The State encourages research and development of network products and
services conducive to the healthy upbringing of minors; the State will
lawfully punish the use of networks to engage in activities that endanger the
Ipsychological and physical well-being of minors; and the State will provide a
safe and healthy network environment for minors.

Functional

No Relationship

N/A

N/A

N/A

Article 14

N/A

|All individuals and S e i e conduct

telecommunications, DubHc Security, and e departments. Departments
Ireceiving reports shall promptly process them in accordance with law; where|
Imatters do not fall within the responsibilities of that department, they shall
lpromptly transfer them to the department empowered to handle them.
Relevant departments shall preserve the confidentiality of the informants’
information and protect the lawful rights and interests of informants

Functional

No Relationship

N/A

N/A

N/A

Article 15

N/A

[The State establishes and improves a system of cybersecurity standards.
State Council standardization administrative departments and other relevant
State Council departments, on the basis of their individual responsi
shall organize the formulation and timely revision of relevant national and.
lindustry standards for cybersecurity management, as well as for the security|
lof network products, services, and operations.

[The State supports enterprises, research institutions, schools of higher
llearning, and network-related industry organizations to participate in the
[formulation of national and industry standards for cybersecurity.

Functional

No Relationship

N/A

N/A

N/A

Article 16

N/A

[The State Councll and people's governments of provinces, autonomous
Iregions, and direc I: do

prannin expand i mvestment support key cybersecunty technology
industries and programs; support cybersecurity technology research and
[development, application, and popularization; promote secure and
trustworthy network products and services; protect intellectual property
rights for network technologies; and support research and development
institutions, schools of higher learning, etc., to participate in State
lcybersecurity technology innovation programs.

Functional

No Relationship

N/A

N/A

N/A

Atticle 17

N/A

[The State advances the establishment of socialized service systems for
lcybersecurity, encouraging relevant enterprises and institutions to carry out
lcybersecurity certifications, testing, risk assessment, and other such
jsecurity services,

Functional

No Relationship

N/A

N/A

N/A

Article 18

N/A

[The State encourages the development of network data security protection
land utilization technologies, advancing the opening of public data resources,

lutilizing new network technologies to enhance the level of cybersecurity
lprotection

Functional

No Relationship

N/A

N/A

N/A

Aticle 19

N/A

ISV G 0P e geterymarts ard el reletan Lo spart et Shall
lorganize and carry out regular cybersecurity publici education, and
guide and stimuate relevant uits n properl carmying out cybersecunty
lpublicity and education

IThe mass media shall conduct targeted cybersecurity pubicity and
leducation aimed at the public.

Functional

No Relationship

N/A

N/A

N/A

Article 20

N/A

[The State supports enterprises and education or training institutions, such as|
Ischools of higher learning and vocational schools, in carrying out

lated education and training, and it employs multiple
Imethods to cultivate qualified personnel in cybersecurity and promote the
interaction of cybersecurity professionals.

Functional

No Relationship

N/A

N/A

N/A

Secure Controls Framework (SCF)

1of5



Set Theory Relationship Mapping (STRM)

FDE Name

China Cybersecurity Law of the People's Republic of China (2017)

SCF Control

Secure Controls Framework (SCF)

Control Description

version 2026.1_x000a_03/27/2026

[The State implements a cybersecurity multi-level protection system [MLPS].
INetwork operators shall perform the following security protection duties IMechanisms exist to facilitate the identification and
Atticle 21 NIA :;;fe'mg o the redulrements of the fr‘/;::"f\fg‘:&é:;‘;"'d;,g‘g';”’;f“‘°“ Functional Intersects With é;ﬁ“;;"c't{m’fec%‘:n‘zﬁfg; CPLOL _mplementation ofrelevant statutory,regulatory and
lunauthorized access, and to prevent network data leaks, theft, or |contractual controls.
falsification:
[Mechanisms exist to enable data subjects to authorize the [Article 22 is nonsensical language. There is nothing for an
[collection, receiving, processing, storage, transmission, lorganization to comply with, since it lacks any granular
INetwork products and services shall comply with the relevant national and lsharing, updating and/or disposal of their Personal Data requirements or alignment with existing standards. This leaves
Imandatory requirements, Providers of network products and services must (PD), where prior to collection the data subject is provided lthe interpretation to a CCP official to define what it means,
Inot install malicious programs; when discovering that their products and [with
services have security flaws or vulnerabilties, they shall immediately adopt (1) Plain language to illustrate the potential data privacy
remedial measures, and follow provisions to promptly inform users anc risks of the authorizatiol
report to the competent departments, (2) A means for users to decline the authorization; and
Providers of network products and services shall provide security (3) All necessary choice and consent-related criteria
Atticle 22 NA Imaintenance for their products and services, and they must not terminate Functional Intersects With Choice & Consent PRI-03  [required by applicable statutory, regulatory and
the provision of security maintenance during the time limits or period agreed |contractual obligations
lon with clients.
If a network product or service has the function of collecting user
information, its provider shall clearly indicate this and obtain consent from
the user; and if this involves a user’s personal information, the provider shall
lalso comply with the provisions of this law and relevant laws and
ladministrative regulations on the protection of personal information.
[Mechanisms exist to design and implement product [Article 22 is nonsensical language. There is nothing for an
Imanagement processes to proactively govern the design, lorganization to comply with, since it lacks any granu
INetwork products and services shall comply with the relevant national and |development and production of Technology Assets, requirements or alignment with existing standards. This leaves
Imandatory requirements. Providers of network products and services must |Applications and/or Services (TAAS) across the System the interpretation to a CCP official to define what it means.
Inot install malicious programs; when discovering that their products and Development Life Cycle (SDLC) to:
Services have security flaws o vulnerabilities, they shall immediately adopt (1) Improve functionality;
remedial measures, and follow provisions to promptly inform users and (2) Enhance security and resiliency capabilities;
report to the competent departments, (3) Correct security deficiencies; an
[Providers of network products and services shall provide security (4) Conform with applicable statutory, regulatory and/or
Article 22 N/A Imaintenance for their products and services, and they must not terminate Functional Intersects With Product Management TDA-01.1 [contractual obligations.
the provision of security maintenance during the time limits or period agree
lon with clients.
Iif a network product or service has the function of collecting user
information, its provider shall clearly indicate this and obtain consent from
the user; and if this involves a user's personal information, the provider shall
lalso comply with the provisions of this law and relevant laws and
ladministrative regulations on the protection of personal information.
[Mechanisms exist to facilltate the [dentification and [Article 23 is nonsensical language. There is nothing for an
implementation of relevant statutory, regulatory and lorganization to comply with, since it lacks any granular
(Critical network equipment and specialized cybersecurity products shall |contractual controls. requirements or alignment with existing standards. There is no
follow national standards and mandatory requirements, and be securit lestablished “security certification” for an
certified by a qualified establishment or meet the requirements of a security [This leaves the interpretation to a CCP official to define what it
inspection, before being sold or provided. The state cybersecurity and statutory, Regulatory & Imeans.
Article 23 NIA informatization departments, together with the relevant departments of the Functional Intersects Wit | St Reduiaton & | ceio1
State Council, will formulate and release a catalog of critical network vl
lequipment and specialized cybersecurity products, and promote reciprocal
recognition of security certifications and security inspection results to avoid
duplicative certifications and inspections.
Hechanisms exist o constran the Supply of physical and/o [ARicie 24 provides the CCP With autherticated Gentiis, Which
ldigital activity logs to the host government that lcould lead to human rights abuses. Dependin:
INetwork operators handling network access and domain name registration (irecty lead to contravention of the Universal Declaration organization's Environmental, Socal and Governance (ESG)
services for users, handling stationary o mobile phone network access, or lof Human Rights (UDHR), as well as other applicable lpractices, complying with Article 24 could violate the
Iproviding users with information pubiication or instant messaging services, |statutory, regulatory and/or contractual obligations. lorganization’s core beliefs about ethical and humane practices.
shall require users to provide real identity information when signing
lagreements with users or confirming the provision of services. Where users
Article 24 N/A ldo not provide real identity information, network operators must not provide Functional Intersects with | Potential Human Rights | g ;¢
lthem with relevant services.
[The State implements a network identity credibility strategy and supports
research and development of secure and convenient electronic identity
lauthentication technologies, promoting reciprocal acceptance among
different electronic identity authentication methods.
[Mechanisms exist to maintain and make available a curren]
INetwork operators shall formulate emergency response plans for land viable Incident Response Plan (IRP) to all stakeholders
cybersecurly incidents and promptly address system vainerabiltes,
lcomputer viruses, cyber attacks, network intrusions, and ot
Article 25 N/A cybersecurity risks. When cybersecurity incidents occur, network operators Functional Intersects With Incident F:Ie;&“"se Plan | iro.04
should immediately initiate an emergency response plan, adopt
remedial measures, and report to the relevant competent
in accordance with relevant provisions.
[Mechanisms exist to facilltate the identification and [Articie 26 is nonsensical language. There is nothing for an
[Those carrying out cybersecurity certification, testing, risk assessment, or implementation of relevant statutory, regulatory and lorganization to comply with, since it lacks any granular
Article 26 NA jother such activities—or publicly publishing cybersecurity information such Functional Intersects with | Statutory, Regulatory & | o o) fcontractual controls. requirements or alignment with existing standards. This leaves
las system vulnerabilities, computer viruses, network attacks, or network Contractual Compliance lthe interpretation to a CCP official to define what it means.
incursions—shall comply with relevant national provisions.
[Mechanisms exist to facilltate the [dentification and
Individuals and organizations must not engage in llegal intrusion into the implementation of relevant statutory, regulatory and
Inetworks of other parties, disrupt the normal functioning of the networks of |contractual controls.
lother parties, or steal network data or engage in other activities
lendangering cybersecurity; they must not provide programs, or tools
specially used in network intrusions, that disrupt normal network functions Statutory, Regulatory &
Article 27 R land protection measures, steal network data, or engage in other acts Functional Intersects With | Contractual Compliance | PO
lendangering cybersecurity; and where they clearly are aware that others will
lengage in actions that endanger cybersecurity, they must not provide help
such as technical support, advertisement and promotion, or payment o
lexpenses.
[Mechanisms exist to avoid and/or constrain the forced [Article 28 demands that organizations sUppOrt investigations by
INetwork operators shall provide technical support and assistance to public lextiltration of sensitive/regulated information (e.g., the CCP, which could be intrusive of the organizations'
Article 28 NA security organs and national security organs that are safeguarding national Functional Intersects it~ |Foreed Technaloay Transfer| goy.1; - ntellectual Property (IP)) to the host government for Inetwork(s) and data.
security and investigating criminal activities in accordance with the law. ) purposes of market access or market management
[Mechanisms exist to constrain the host government's [Article 28 demands that organizations sUpport investigations by
INetwork operators shall provide technical support and assistance to public lability to leverage the organization's Technology Assets, lthe CCP, which could be intrusive of the organizations’
Atticle 28 NIA security organs and national security organs that are safeguarding national Functional Intersects With | State-Sponsored Espionage| GOV-13 ~fApplications and/or Services (TAAS) for economic or inetwork(s) and data
[security and investigating criminal activities in accordance with the law. [political espionage and/or cyberwarfare activities.
Mechanisms exist to Support Ol nvestigations by [Article 28 demands that organizations sUpport investigations by
h e lthe CCP, which could be intrusive of the organizations’
INetwork operators shall provide technical support and assistance to public Investigation Access orileges and "legt functionality” o ansure that Inetwork(s) and data
Article 28 NA security organs and national security organs that are safeguarding national Functional Intersects With Hestrictions CPL05.2 |government investigators only have access to the
security and investigating criminal activities in accordance with the law. [Technology Assets, Applications, Services and/or Data
(TAASD) needed to perform the investigation.
[Mechanisms exist to constrain the host government from [Article 28 demands that organizations sUppOrt investigations by
Ihaving unrestricted and non-monitored access to the the CCP, which could be intrusive of the organizations'
INetwork operators shall provide technical support and assistance to public lorganization's Technology Assets, Applications, Services Inetwork(s) and data.
Atticle 28 NA security organs and national security organs that are safeguarding national Functional Intersects With | Government Surveillance | CPL-06  [and/or Data (TAASD) that could potentially violate other
security and investigating criminal activities in accordance with the law, lapplicable statutory, regulatory and/or contractual
lobligations.
[Mechanisms exist to constrain the host government from Similar to Article 28, Article 29 demands that organizations
[The State supports cooperation between network operators in areas such as Ihaving unrestricted and non-monitored access to the lsupport investigations by the CCP, which could be intrusive of
the gathering, analysis, reporting, and emergency handling of cybersecurity lorganization's Technology Assets, Applications, Services the organizations' network(s) and data
hormaron: Increasing the security safeguarding capacity of network land/or Data (TAASD) that could potentially violate other |article 29 also contains nonsensical language, since it lacks any
Article 29 NIA Relevant industrial organizations are to establish and complete mechanisms | Functional Intersects With | Government Surveillance | CPL-06 :Eﬁg;z:'::‘a‘“m”' regulatory andjor contractual e o LCp afhaial e e stopdrds: This
[for standardization and coordination of cybersecurity for their industry, maane.
strengthen their analysis and assessment of cybersecurity, and periodically
lconduct risk warnings, support, and coordination for members in responding
to cybersecurity risks.
obtained by and i and
relevant departments performing cybersecurity protection duties can only B
Article 30 NiA lbe used as necessary for the protection of cybersecurity, and must not be Functional No Relationship NiA NiA N/A
lused in other ways.
[The State implements key protection on the basis of the cybersecurity multi-
level protection system for public communication and information services,
Ipower, traffic, water resources, finance, public service, e-government, and
lother Critical information infrastructure which—if destroyed, suffering a loss
of function, or experiencing leakage of data—might seriously endanger
Article 31 NIA Inational security, national welfare, the people’s livelihood, o the public Functional No Relationship NA NA NA
interest. The State Council will formulate the specific scope and security
lprotection measures for critical information infrastructure.
[The State encourages operators of networks outside the [designated] critical
information infrastructure systems to voluntarily participate in the critical
information infrastructure protection system.
in accordance with the duties and division of labor provided by the State
(Council, departments responsible for security protection work for critical
information infrastructure are to separately compile and organize security B
Article 32 NiA implementation plans for their industry’s or sector's critical information Functional No Relationship NiA NiA N/A
infrastructure, and to guide and supervise security protection efforts for
critical information infrastructure operations.
[Mechanisms exist to facilitate the implementation of
[contingency planning controls to help ensure resilient
o seueans s fomaton st st s Eoningery i i o e e e
Atticle 33 NIA enaure the synchroes planning, synchronocs establisnment, and - Functional Intersects With Management System | BCD-01(e.g., Continuity of Operations Plan (COOP) or Business
synchronous application of security technical measures. (BCMS) |Continuity & Disaster Recovery (BC/DR) playbooks).
in addition to the provisions of Article 21 of this Law, critical information Statutory, Regulatory & [Mechanisms exist to facilitate the identification and
Article 34 NIA infrastructure operators shall also perform the following security protection Functional Intersects With | 2ol ReGUAIO & | cpLoo1  [implementation of relevant statutory, regulatory and
duties: P! |contractual controls.
ot ved N bodies and er [Mechanisms exist to facilltate the implementation of
et up specialized security management bodies and persons responsible for
Article 34(1) NA security management, and conduct security background checks on those Functional Intersects witn | Human Resources Security | a6 jpersonnel security controls.
responsible persons and personnel in critical positions; ‘anagement
Security, Compliance & [Mechanisms exist to facilltate the implementation of
avticle 342 A Periodically conduct cybersecurity education, technical training, and skills runctiona! tersects With curity, Compliance AL e e ot o,
levaluations for employees; Workfor
[Mechanisms exist to create recurring backups of data,
[software and/or system images, as well as verify the
integrity of these backups, to ensure the availability of the
Atticle 34(3) NIA IConduct disaster recovery backups of important systems and databases; Functional Intersects With Data Backups BCD-11 |data to satisfy Recovery Time Objectives (RTOs) and
IRecovery Point Objectives (RPOS)

Secure Controls Framework (SCF)
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[Formulate emergency response plans for cybersecurity incidents, and

Business Continuity

[Mechanisms exist to facilitate the implementation of
lcontingency planning controls to help ensure resilient
[Technology Assets, Applications and/or Services (TAAS)

Article 34(4) N/A Functional Intersects With Management System | BCD-01 |(e.g., Continuity of Operations Plan (COOP) or Business
riodically organize drill q
periodically organize drils; |Continuity & Disaster Recovery (BC/DR) playbooks).
[Mechanisms exist to conduct tests and/or exercises to
[Formulate emergency response plans for cybersecurity incidents, and Contingency Plan Testing & levaluate the contingency plan's effectiveness and the
Article 34(4) N/A eriodically orgagmze):mu; ol V! Y Functional Intersects With O om0 &| BCD-04 lorganization's readiness to execute the plan.
[Article 34(5) is nonsensical language. There is nothing for an
Statutory, Requlatory & IMechanisms exist to facilitate the identification and lorganization to comply with, since it lacks any granular
Atticle 34(5) N/A Other duties provided by law or administrative regulations. Functional Intersects With | Y. Negulotery CPL-01  [implementation of relevant statutory, regulatory and requirements or alignment with existing standards. This leaves
ontractual Compliance |contractuat controls lthe interpretation to a CCP official to define what it means.
[Mechanisms exist to formally assess the security, [Articie 35 is nonsensical language. There is nothing for an
|compliance and resilience controls in Technology Assets, lorganization to comply with, since it lacks any granular
(Critical information infrastruct N " twork product: |Applications and/or Services (TAAS) through Information requirements or alignment with existing standards. This leaves
Critcal information infrastructure operators purchasing networc products IASSurance Programm (IAP) activities to determine the extent e incerpretation to 3 CCP officia to define what it means.
Atticle 35 NIA curiy roviow orgamized by the SISt Cybersesurty and Informatization Functional Intersects With Assessments 1A0-02 :;?;rlwec"hdte»:’e;:;t’;%;jgle"wgrw[;::r;eesr::: comrectly, operating
(departments and relevant departments of the State Council Fespect to meeting expected requirements
[Mechanisms exist to require contractual requirements for
(Critical information infrastructure operators purchasing network products [applicable security, compliance and resilience
Article 36 B land services shall follow relevant provisions and sign a security and Functional Intersects With Third-Party Contract oMo | uirements with third-parties, reflecting the
icle rareement with the provider, ciariting duts ang unctional Intersects Wi Requirements 05 forganization's needs to protect its Technology Assets,
Tor security and |Applications, Services and/or Data (TAASD).
Mechanisms existto constrai the impact of"digtal [Article 37 pertains to "data localization” where data must reside
(Critical information infrastructure operators that gather or produce personal hat require localized data within the |within the geographic boundaries of mainland China.
linformation or important data during operations within the mainland lhost country, where data and processes may be subjected
lterritory of the People’s Republic of China, shall store it within mainland lto arbitrary enforcement actions that potentially violate
(China. Where due to business requirements it is truly necessary to provide it lother applicable statutory, regulatory and/or contractual
Article 37 NA loutside the mainland, they shall follow the measures jointly formulated by Functional Intersects With Data Localization DCH-26 [obligations.
the State cybersecurity and informatization departments and the relevant
ldepartments of the State Council to conduct a security assessment; where
laws and administrative regulations provide otherwise, follow those
lprovisions.
[Mechanisms exist to utilize independent assessors to
|at least once a year, critical information infrastructure operators shall levaluate security, compliance and resilience at planned
lconduct an inspection and assessment of their networks’ security and risks intervals or when the Technology Asset, Application and/or
lthat might exist, either on their own or through retaining a cybersecurity Service (TAAS) undergoes significant changes.
Article 38 NA services organization; Cll operators should submit a cybersecurity report on Functional Intersects With | Independent Assessors | CPL-03.1
the circumstances of the inspection and assessment as well as improvement
Imeasures, to be sent to the relevant department responsible for critical
information infrastructure security protection efforts.
[Mechanisms exist to submit Status reporting of the
|at least once a year, critical information infrastructure operators shall lorganization's security, compliance and/or resilience
lconduct an inspection and assessment of their networks’ security and risks lprogram to applicable statutory and/or regulatory
that might exist, either on their own or through retaining a cybersecurity Security, Compliance & lauthorities, as required.
Article 38 NA services organization; Cil operators should submit a cybersecurity report on Functional Intersects With | p SSCuny: Comprance & | Gov-17
the circumstances of the inspection and assessment as well as improvement porting
Imeasures, to be sent to the relevant department responsible for critical
information infrastructure security protection efforts.
and shall coordinate
Article 39 NA e e e e R o P ] Functional No Relationship NA NA NIA
security protection:
Conduct spo testing of crtcal information ifrastructure securiy isks, put [prticle 39(1) opers the door for state spansored espionage
[forward im 't measures, and when necessary they can retaif rough "spot testing" of cybersecurity practices.
CIEEDEERY [ cvborsecunity Sariees organization t conduct testing and assessment of Enctonal (D REEII G G A
lcybersecurity risks;
Periodically organize critical information infrastructure operators to conduct
Article 39(2) NA lemergency cybersecurity response drill, increasing the level, coordination, Functional No Relationship NiA NA N/A
land capacity of responses to cybersecurity incidents.
[Promote cybersecurity information sharing among relevant departments,
Article 39(3) N/A critical information infrastructure operators, and also relevant researc} Functional No Relationship NA NA N/A
institutions and cybersecurity services organizations.
e —— o Provide techmical T and assistance for ybersecurty emergency — P—
INetwork uperalols shall sln:lly maintain the confidentiality of user [Mechanisms exist to facilltate the implementation of data
Atticle 40 NIA information they collect, and establish and complete user information Functional Intersects With Data Protection DCH-01 [protection controls.
lprotection systems.
INetwork operators shall strictly maintain the confidentiality of user Identity & Access [Mechanisms exist to facilitate the implementation of
Article 40 N/A linformation they collect, and establish and complete user information Functional Intersects With Management (1aM) IAC-01  |identification and access management controls.
lprotection systems. g
INetwork operators collecting and using personal information shall abide by
the principles ofegally, propriety, and necessty; they shallpublish rues fo
collection and use, explicitly stating the purposes, means, and scope
calecting or using information, and obtainthe consent of the persons whose
data is gather Statutory, Requlatory & IMechanisms exist to facilitate the identification and
Article 41 N/A INetwork nperalors must not gather personal information unrelated to the Functional Intersects With Contractual cg“ 4 CPL-01 [mplementation of relevant statutory, regulatory and
services they provide; must not violate the provisions of laws, administrative ontractual Compliance [contractual controls.
regulations or agreements between the parties to gather or use personal
information; and shall follow the provisions of laws, administrative
regulations, and agreements with users to process personal information they|
lhave stored.
[Mechanisms exist to restrict collecting, receivin
INetwork operators collecting and using personal information shall abide by procesding, storing, transmiting, sharing andor updating
the principles of legality, propriety, and necessity; they shall publish rules for| personal Data (PD) to
collection and use, explicitly stating the purposes, means, and scope for (1) The purpose(s) originally collected, consistent with the
ollecting or using information, and obtain the consent of the persons whose ldata privacy notice(s);
data is gathered Usage Restrictions of (2) What is authorized by the data subject, or authorized
Article 41 N/A INetwork operators must not gather personal information unrelated to the Functional Intersects With e e o oD PRI05.4 [agent; and
services they provide; must ot vilate the provisions of laws, adminitrative (3) What is consistent with applicable laws, regulations and
regulations or agreements between the partcs to gather o use perso lcontractual obligations.
information; and shall follow the provisions of laws, administrat
reguiations, and agreements with users to process personal Information they|
lhave stored.
[Mechanisms exist to ensure Personal Data (PD) 1s protected|
Iby logical and physical security safeguards that are
INetwork operators must not disclose, tamper with, or destroy personal lsufficient and appropriately scoped to protect the
information they gather; and, absent the consent of the person whose [confidentiality and integrity of the PD.
information was collected, must not provide personal information to others.
However, this is the case with the exception that information can be
lprovided if after processing there is no way to identify a specific individual,
land the identity cannot be recovered.
Article 42 NA INetwork operators shall adopt technical measures and other necessary Functional Intersects with | Security of Porsonal Data | pgi.01 ¢
Imeasures to ensure the security of personal information they gather and to
lprevent personal information from leaking, being destroyed, or lost. When
the leak, destruction, o loss of personal information occurs,or might have
loccurred, remedial measures shall be immediately taken, and provisions
Followed to promatly inform users and to make a report t he competent
ldepartments in accordance with regulations
\Where individuals discover that network operators have violated the m’;‘;:gz’u;:;{?&"h’;‘j‘e"“;"( e e Data (PD)
lprovisions of laws, administrative regulations, or agreements between the maintained by the organization carrerted or amended, and
Iparties to gather or use their personal information, they have the right to (3} Disseminating comections or amendments of PD to
ldemand the network operators delete their personal information; where Correcting Inaccurate ’
Article 43 NA (iecovering that personal Information gathered or tored by ne Functional Intersects With reonal oo (D) PRI-06.1 [other authorized users of the P
loperators has errors, they have the right to demand the network operators
Imake corrections. Network operators shall employ measures for deletions
land corrections.
[Mechanisms exist to maintain a process to efficiently and
Where individuals discover that network operators have violated the [ffactively recpond 1o requests, compiarnts, concerns or
lprovisions of laws, administrative regulations, or agreements between the e e i e T ol
Iparties to gather or use their personal information, they have the right to Bata (PD) the organization collects, e processes
ldemand the network operators delete their personal information; where User Feedback d
Article 43 NIA ecoveting that porsonal miormation gathered or stored by network Functional Intersects With Nansgement PRI-06.4 [stores, transmits, shares, updates and/or disposes.
loperators has errors, they have the right to demand the network operators
Imake corrections. Network operators shall employ measures for deletions
land corrections.
o [Mechanisms exist to maintain a process to erase a data
ere individuals discover that network operators have violated the ISubject's Personal Data (PD). in accordance with appiicable
lprovisions of laws, administrative regulations, or agreements between the laws, regulations and contractual obligations pertaining to
Iparties to gather or use their personal information, they have the right to o o el FD.
ldemand the network operators delete their personal information; where ’
Article 43 NA iecovering that personal Information gathered or tored by ne Functional Intersects With Right to Erasure PRI-06.5
loperators has errors, they have the right to demand the network operators
Imake corrections. Network operators shall employ measures for deletions
land corrections.
[Mechanisms exist to restrict collecting, receiving
processing, storing transmiting, sharing andior updating
lPersonal Data (PD)
1) The purpose(s) originally collected, consistent with the
Iindividuals or organizations must not steal or use other illegal methods to Usage Restrictions of (e porbose! ‘K’e‘sﬂ v
Atticle 44 NA lacquire personal information, and must not unlawfully sell or unlawfully Functional Intersects With Pomsanal Do (P} PRI-05.4 |(3) Vi s authorized b th data subect, o authorized
lprovide others with personal information lagent. and
5 Wit consistent with applicable laws, regulations and
|contractual obligations.
lawfully having supervision and
duties, and their staffs, must keep smmy confidentil personal information,
CEDS A private information, and commercial secrets that they lear of in performing | " unctional olRsledenshi (3 (3 2
[their duties, and they must not leak, sell, or unlawfully provide it to others.
[Mechanisms exist to design and implement product
Imanagement processes to proactively govern the design,
|All individuals and organizations shall be responsible for their use of [development and production of Technology Assets,
websites and must not establish websites or communications groups for use |Applications and/or Services (TAAS) across the System
in perpetrating fraud, imparting criminal methods, the creation o sale of Development Life Cycle (SDLC) to
Atticle 46 NA lprohibited or controlled items, or other unlawful activities, and websites Functional Intersects With Product Management | TDA-0L.1 [11) Improve functionality;
Imust not be exploited to publish information related to perpetrating fraud, (2) Enhance security and resiliency capabilities;
the creation or sale of prohibited or controlled items, or other unlawful (3) Correct security deficiencies; and
activities. (4) Conform with applicable statutory, regulatory and/or
lcontractual obligations.
INetwork operators shall strengthen management of information published [Artice 47 deals more with censorship that cybersecurlty or date
lby users and, upon discovering information that the law or administrative privacy. The CCP i requiring organizations {0 have 3 method to
Iregulations prohibits the publication or transmission of, they shall Statutory, Regulatory & [Mechanisms exist to facilitate the identification and [self-censor
Article 47 N/A immediately stop transmission of that information, employ handling Functional Intersects With A titd CPL-01  [implementation of relevant statutory, regulatory and

Imeasures such as deleting the information, prevent the information from
lspreading, save relevant records, and report to the relevant competent
departments.

Contractual Compliance

|contractual controls.

Secure Controls Framework (SCF)
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SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

version 2026.1_x000a_03/27/2026

Article 48

N/A

[Electronic information sent, or application software provided by any
individual or organization, must not install malicious programs, and must not
(contain information that laws and administrative regulations prohibit the
lpublication or transmission of.

[Electronic information distribution service providers, and application
software download service providers, shall perform security management
duties; where they know that their users have engaged in conduct provided
for in the preceding paragraph, they shall: employ measures such as
Istopping provision of services and removal of information or malicious
lprograms; store relevant records; and report to the relevant competent
departments.

Functional

Intersects With

Product Management

TDA-0L1

[Mechanisms exist to design and implement product
Imanagement processes to proactively govern the design,
|development and production of Technology Assets,
[Applcations andor Services (TAAS) across the System
IDevelopment Life Cycle (SDLC) t

(1) Improve functionality;

(2) Enhance security and resilency capsbilties:

(3) Correct security deficiencies;

(@) Conform with appicable statutory, regulatory and/or
[contractual obligations

Article 49

N/A

INetwork operators shall establish network information security complaint

o i T TG st i o, S|

Imaking complaints or reports, and promptly accept and handle compl

land reports relevant to network information security.

etwork operators shell cooperate with cybersecuriy and informatiztion
of

relevant in conducting
Supervision and Inspections Ih accordance withthe law.

Functional

No Relationship

N/A

N/A

N/A

[Article 49 has nothing to do with cybersecurity or data privacy. It
s a requirement to have a support line to intake customer
icomplaints.

Article 50

N/A

relevant
(departments will perlorm network information security su uerws.on and
Imanagement responsibilities in accordance with la they
ldiscover the publication or transmission of information hich s prohibited by|
laws or administrative regulations, shall request that network operators stop
[transmission, employ disposition measures such as deletion, and store
relevant records; for information described above that comes from outside
lthe mainiand People’s Republic of China, they shall notify the relevant
lorganization to adopt technical measures and other necessary measures to
lblock transmission.

Functional

Intersects With

[Article 50 authorizes the CCP to supervise cybersecurity
lactivities, which could lead to state-sponsored espionage under
lthe banner of "information security supervision" activities.

Article 51

N/A

[The State will establish a cybersecurity monitoring, early warning, and
stem. The State and

shall do overall of relevant

[departments to strengthen collection, analysis, and reporting efforts for
lcybersecurity information, and follow regulations for the unified release of
lcybersecurity monitoring and early warning information.

Functional

No Relationship

N/A

N/A

N/A

Atticle 52

N/A

IDepartments responsible for critical information infrastructure security
lprotection efforts shall establish and complete cybersecurity monitoring,
learly warning, and information reporting systems for their respective
it i, € el i v 3 i
linformation in accordan qulations.

Functional

No Relationship

N/A

N/A

N/A

Article 53

N/A

and will coordinate with
Bt Gepartments to establish and completa mechanisms or

lcybersecurity risk assessment and emergency response efforts, formulat
Evbersaciirty Incdant smergencylresponse plars. and perlodcaly. urgamze

epanmenls responsible for critical information infrastructure security
lprotection efforts shall formulate cybersecurity incident emergenc
Iresponse plans for their respective industry or sector, and periodically
lorganize drills.
(Cybersecurity incident emergency response plans shall rank cybersecurity
lincidents on the basis of factors such as the degree of damage after the
incident occurs and the scope of impact, and provide corresponding
lemergency response handling measures.

Functional

No Relationship

N/A

N/A

N/A

Article 54

N/A

[When the risk of cybersecurity incidents increases, the relevant departments|
lof people’s governments at the provincial level and above shall follow the
Iscope of authority and procedures provided, and employ the following
Imeasures on the basis of the characteristics of the cybersecurity risk and
lthe damage it might cause:

Functional

Intersects With

N/A

N/A

N/A

Article 54(1)

N/A

Require that relevant departments, institutions, and personnel promptly
lgather and report relevant information, and strengthen monitoring of the
loccurrence of cybersecurity risks;

Functional

Intersects With

Security, Compliance &
Resilience Status Reporting

GOv-17

[Mechanisms exist to submit status reporting of the
lorganization's security, compliance andor resilience
lprogram to applicable statutory and/or regulatory
lauthorities, as require

Article 54(2)

N/A

[Organize relevant departments, institutions, and specialist personnel to
lconduct analysis and assessment of information on the cybersecurity risk,
land predict the likelihood of incident occurrence, the scope of impact, and
the level of damage;

Functional

No Relationship

N/A

N/A

N/A

Article 54(3)

N/A

ssue cybersecurity risk warnings to the public, and publish measures for
[avoiding or reducing damage.

Functional

No Relationship

N/A

N/A

N/A

Article 55

N/A

When a cybersecurity incident occurs, the cybersecurity incident emergency
response plan shall be immediately initiated, an evaluation and assessment
lof the cybersecurity incident shall be conducted, network operators shall be
requested to adopt technical and other necessary measures, poteital
Isecurity risks shall be removed, the threat shall be prevented fr

expanding, and wamings relevant to the pubic shel be promptly published.

Functional

Intersects With

Investigation Access
Restrictions

CPL05.2

[Mechanisms exist to support official investigations by
lprovisioning government investigators with *least
lprivileges" and "least functionality" to ensure that
lgovernment investigators only have access to th
[Technology Assets, Applications, Services and/or Data
(TAASD) needed to perform the investigation.

[Article 28 demands that organizations support investigations by
lthe CCP, which could be intrusive of the organizations
Inetwork(s) and data.

Article 56

N/A

Where, while performing cybersecurity supervision and management duties,
relevant departments of people’s governments at the provincial level or
labove discover that networks have a relatively large security risk or the
loccurrence of a security incident, they may call in the legal representative or
responsible party for the operator of that network to conduct interviews in
laccordance with the scope of authority and procedures provided. Network
loperators shall follow requirements to employ procedures, make corrections,
land eliminate hidden dangers

Functional

Intersects With

Investigation Access
Restrictions

CPL05.2

[Mechanisms exist to support official investigations by
lprovisioning government investigators with *least
lprivileges" and "least functionality" to ensure that
lgovernment investigators only have access to the
[Technology Assets, Applications, Services and/or Data
(TAASD) needed to perform the investigation.

[Article 28 demands that organizations support investigations by
lthe CCP, which could be intrusive of the organizations
Inetwork(s) and data.

Aticle 57

[Where sudden emergencies or production security accidents occur as a
Iresult of cybersecurity incidents, they shall be handled in accordance with
lthe provisions the “Emergency Response Law of the People’s Republic of
(China,” the “Production Safety Law of the People’s Republic of China,” and
lother relevant laws and administrative regulations.

Functional

No Relationship

N/A

N/A

N/A

Article 58

N/A

ITo fulfill the need to protect national security and the social public order,
land to respond to the requirements of major security incidents within the
society, it is possible, as stipulated or approved by the State Council, to take
temporary measures regarding network communications in a specially
[designated region, such as limiting such communications.

Functional

No Relationship

N/A

N/A

N/A

Aticle 59

N/A

Where network operators do not perform cybersecurity protection duties
lprovided for in Articles 21 and 25 of this Law, the competent departments
will order corrections and give warnings; where corrections are refused or it
lleads to harm to cybersecurity or other such consequences, a fine of
lbetween RMB 10,000 and 100,000 shall be levied; and the directly
Iresponsible management personnel shall be fined between RMB 5,000 and
50,000.

Where critical information infrastructure operators do not perform
lcybersecurity protection duties as provided for in Articles 33, 34, 36, and 38
o this Law, the competent departments will order corrections and give
Iwarnings; where corrections are refused or it leads to harm to cybersecurity
lor other such consequences, a fine of between RMB 100,000 and 1,000,0(
shall be levied; and the directly responsible management personnel shall be
[fined between RMB 10,000 and 100,000,

Functional

No Relationship

N/A

N/A

N/A

Article 60

N/A

[Where Article 22 Paragraphs 1 or 2 or Article 48 Paragraph 1 of this Law are
\iolated by any of the following conduct, the relevant competent
ldepartments shall order corrections and give warnings; where corrections
lare refused or it causes harm to cybersecurity or other consequences, a fine
lof between RMB 50,000 and 500,000 shall be levied; and the persons who
lare directly in charge shall be fined between RMB 10,000 and 100,000:

Functional

No Relationship

N/A

N/A

N/A

Article 60(1)

N/A

lInstalling malicious programs;

Functional

No

N/A

N/A

N/A

Article 60(2)

N/A

[Failure to immediately take remedial measures for security flaws or
\vulnerabilities that exist in products or services, or not informing users and
Ireporting to the competent departments in accordance with regulations;

Functional

No Relationship

N/A

N/A

N/A

Article 60(3)

N/A

[Unauthorized ending of the provision of security maintenance for their
lproducts or services.

Functional

No Relationship

N/A

N/A

N/A

Article 61

INetwork operators violating Article 24 Paragraph 1 of this Law in failing to
Irequire users to provide real identity information or providing relevant
[services to users who do not provide real identity information, are ordered to|

(corrections, closing down of websites, cancellation of relevant operations
lpermits, or cancellation of business licenses; persons who are directly in
[charge and other directly responsible personnel shall be fined between RMB
110,000 and 100,000.

Functional

No Relationship

N/A

N/A

N/A

Article 62

N/A

Where Article 26 of this Law s violated in carrying out cybersecurity
esting, or risk or publishing

linformation such as system vulnerabilities, computer viruses, cyber attacks,

lor network incursions, corrections are to be ordered and a warning given;

\where corrections are refused or the circumstances are serious, a fine of

lbetween RMB 10,000 and 100,000 shall be imposed, and the relevant

lcompetent department may order a temporary suspension of s 0

suspension of business for corrections, closing down of website:

Cancellation of relevant operations permite, of canceliation of bus

lcenses: persons wh are directly i charaé and other directy responsible

Ipersonnel shall be fined between RMB 5,000 and 50,000.

Functional

No Relationship

N/A

N/A

N/A

Secure Controls Framework (SCF)
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Strength of
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Aticle 63 N/A

\Where Article 27 of this Law is violated in engaging in activities harming
by providing specialized software or tools used in engaging

in activities harming cybersecurity, or by providing others engaging in
lactivities harming cybersecurity with assistance such as technical support,
ladvertising and promotions, or payment of expenses, and where this does
|Gl i pum.( B e
g impose up to 5 fetention, an levy a fine of

RMB 50,000 and 506,000; and where crcumtances are serlous, anall
impose between 5 and 15 days detention, and may le of between
100,000 and 1,000,000 RMB.

[ Gl i GG s vty )
Isecurity organizations shall confiscate unlawful gains and levy a

lbetween RMB 100,000 and 1,000,000, and the directly responsvb\e persens
g i d Gt sl s D
laccordance with the preceding paragraph,

[Where Article 27 of this Law is violated, persons who receive public security
ladministrative sanctions must not engage in cybersecurity management or
lkey network operations positions for 5 years; those receiving criminal

will be subject to a lifetime ban on engaging in work in
lcybersecurity management and key network operations positions.

Functional No Relationship N/A N/A

N/A

Article 64 N/A

INetwork operators, and network product or service providers violating
|article 22 Paragraph 3 or Articles 41-43 of this Law by infringing on personal
linformation that is protected in accordance with law, shall be ordered to
Imake corrections by the relevant competent department and may, either
independently or concurrently, be given warnings, be subject to confiscation
lof unlawful gains, and/or be fined between 1 to 10 times the amount of
lunlawful gains; where there are no unlawful gains, the fine shall be up to
IRMB 1,000,000, and a fine of between RMB 10,000 and 100,000 shall be
lgiven to persons who are directly in charge and other directly responsible
lpersonnel; where the circumstances are serious, the relevant competent
(department may order a temporary suspension of operations, a suspension
lof business for corrections, closing down of websites, cancellation of
Irelevant operations permits, or cancellation of business licenses,

\Where Article 44 of this Law is violated in stealing or using other illegal
Imeans to obtain, illegally sell, or illegally provide others with personal
linformation, and this does not constitute a crime, public security
lorganizations shall confiscate unlawful gains and levy a fine of between 1
land 10 times the amount of unlawful gains, and where there are no unlawful
lgains, levy a fine of up to RMB 1,000,000,

Functional No Relationship N/A N/A

N/A

Article 65 N/A

[Where critical information infrastructure operators violate Article 35 of this
lLaw by using network products or services that have not had security
linspections o did not pass securit ns, the relevant competent
ldepartment shall order the usage to stop and levy a fine in the amount of 1
lto 10 times the purchase price; the persons who are directly in charge and
other directly responsible personnel shall be fined between RMB 10,000 and
100,000.

Functional No Relationship N/A N/A

N/A

Article 66 N/A

\Where critical information infrastructure operators violate Article 37 of this
ILaw by storing network data outside the mainland territory, o provide
Inetwork data to those outside of the mainland territory, the relevant
Icompetent department: shall order corrective measures, provide warning,
(confiscate unlawful gains, and levy fines between RMB 50,000 and 500,000;
land may order a temporary suspension of operations, a suspension of
lbusiness for corrective measures, closing down of websites, revocation of
relevant operations permits, or cancellation of business licenses. Persons
\who are directly in charge and other directly responsible personnel shall be
[fined between RMB 10,000 and 100,000,

Functional No Relationship NA NA

N/A

Article 67 N/A

[Where Article 46 of this Law is violated by establishing a website or
roup used for the of illegal or criminal
lactivities, or the network is used to publish information related to the
lcommission of illegal or criminal activities, but a crime has not been
lcommitted, public security organizations shall impose up to 5 days detention|
land may levy a fine of between RMB 10,000 and 15,000; and where
(circumstances are serious, they may impose between 5 and 15 days
(detention, and may give a fine of between 50,000 and 500,000 RMB. They
Imay also close websites and communications groups used for illegal or
(criminal activities.
Where units have engaged in conduct covered by the preceding paragraph,
a fine of between RMB 100,000 and 500,000 shall be levied by public
Isecurity organizations, and the principal responsible managers and other
directly responsible personnel shall be fined in accordance with the
lpreceding paragraph

Functional No Relationship N/A N/A

N/A

Article 68 N/A

[Where network operators violate Article 47 of this Law by failing to stop the
ltransmission of information for which transmission and publication are
lprohibited by laws or administrative regulations, failing to employ disposition|
Imeasures such as deletion o failing to preserve relevant records, the
relevant competent department shall order correction, provide warning, and
(confiscate unlawful gains; where correction is refused or circumstances are
serious, fines between RMB 100,000 and 500,000 shall be imposed, and a
ltemporary suspension of operations, a suspension of business to conduct
lcorrection, closing down of websites, cancellation of relevant operations
lpermits, or cancellation of business licenses may be ordered; and persons
lwho are directly in charge and other directly responsible personnel are fined
lbetween RMB 10,000 and 100,000.

[ it i e s e T ) (i il

st it ot il o i 0 el

lduties provided for in Paragraph 2 of Article 48 of this Law, pumshmenl shall
e In aecorcance with the provisions of the praceding paragraph

Functional Intersects With N/A N/A

N/A

Article 69 N/A

INetwork operators violating the provisions of this Law, who exhibit any of
the following conduct, will be ordered to make corrections by the relevant
lcompetent departments; where corrections are refused or the circumstances|
lare serious, a fine of between RMB 50,000 and 500,000 shall be imposed,
land directly responsible management personnel and other directly
Iresponsible personnel are to be fined between RMB 10,000 and 100,000:

Functional Intersects With N/A N/A

N/A

Article 69(1) N/A

INot following the requirements of relevant departments to adopt disposition
Imeasures such as stopping dissemination or deleting information for which
laws or administrative regulations prohibit publication or dissemination;

Functional Intersects With N/A N/A

N/A

Article 69(2) N/A

[Refusal or obstruction of the competent departments in their lawful
lsupervision and inspection;

Functional Intersects With N/A N/A

N/A

Article 69(3) N/A

[Refusing to provide technical support and assistance to public security
lorgans and state security organs.

Functional Intersects With N/A N/A

N/A

Article 70 N/A

[Publication o transmission of information prohibited by Article 12 Paragraph
2 of this Law or other laws or administrative regulations shall be punished in
laccordance with the provisions of the relevant laws and administrative
regulations

Functional No Relationship N/A N/A

N/A

Article 71 N/A

[When there is conduct violating the provisions of this Law, it shall be
recorded in credit files and made public in accordance with relevant laws

Functional No Relationship N/A N/A

N/A

jand regulations.

Article 72 N/A

Where state organization government affairs network operators do not
lperform cybersecurity protection duties as provided by this Law, the
lorganization at the level above or relevant organizations will order
(corrections; sanctions will be levied on the directly responsible managers
land other directly responsible personnel

Legal Assessment of
Functional Intersects With Investigative Inquires CPL-0S

[Mechanisms exist to determine whether a government
lagency has an applicable and valid legal basis to request
|data from the organization and what further steps need to
lbe taken, if necessary.

[Article 72 enables the CCP to require corrective actions to be
implemented. Non-compliance should be considered if there is
lany potential risk to the organization's systems, data, personnel
or clients.

Article 73 N/A

Where cybersecurity and informatization and other relevant departments
\Violate the provisions of Article 30 of this Law by using personal information
lacquired while performing cybersecurity protection duties for other
lpurposes, the directly responsible persons in charge and other directly
Iresponsible personnel shall be given sanctions.

and

d other relevant
(departments’ personnel neglect their duties, abuse their authority, show.
[favoritism, and it does not constitute a crime, sanctions will be imposed in
laccordance with law.

Functional Intersects With N/A N/A

N/A

Article 74 N/A

\Where volations ofthe provisions of this Law cause harm to others, civl
liability is borne in accordance with lay

Where provisions of this Law are violated, constituting a violation of public
lorder management, public order administrative sanctions will be imposed in
laccordance with law; where a crime is constituted, criminal responsibility will
lbe pursued in accordance with law.

Functional Intersects With N/A N/A

N/A

Article 75 N/A

[Where foreign institutions, organizations, or individuals engage in attacks,
o i e it o ks S B
e i an e
Seriols conserpiences, Iegal responsibly 1 to be pursued in accortance
\with the law; public security departments under the State Council and
relevant departments may also decide to freeze institutional, organization,
lor individual assets or take other necessary punitive measures.

Functional Intersects With N/A N/A

N/A

Secure Controls Framework (SCF)
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