Set Theory Relationship Mapping (STRM)

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference documiSecure Controls Framework (SCF) version 2026.1
STRM Guidance:

FDE Name

India Digital Personal Data Protection Act 2023

STRM
Relatior

Focal Document:
Focal Document UR|
Published STRM URL:

SCF Control

India Digi

al Personal Data Protection Act (2023

)
https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fbaf8fef35e82c42aa5. pdf

-strm-apac-ind-dpdpa-2023.pdf

Secure Controls Framewori (SCF)

st

version 2026.1_x000a_03/27/2026

Short Title and Commencement

ISee law for full details

Functional

jonship

No Relationship

N/A

N/A

ontrol Descri

N/A

gth of
Relationshp

INo applicable SCF control

Definitions

ISee law for full details

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

3

Applications of Act

[subject to the provisions of this Act, it shall—

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

3(a)

Applications of Act

[apply to the processing of digital personal data within the territory of India where the personal
|data is collected

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3@

Applications of Act

in digital form; or

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3(a)ii)

Applications of Act

in non-digital form and digitised subsequently;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3(b)

Applications of Act

lalso apply to processing of digital personal data outside the territory of India, if such processing
s in connection with any activity related to offering of goods or services to Data Principals
[within the territory of India;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3()

Applications of Act

Inot apply to—

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3(a)i

Applications of Act

lpersonal data processed by an individual for any personal or domestic purpose; and

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3(e)ii)

Applications of Act

lpersonal data that is made or caused to be made publicly available by—

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

3(e)ii)(A)

Applications of Act

lthe Data Principal to whom such personal data relates; or

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

3(e)ii)(B)

Applications of Act

[any other person who is under an obligation under any law for the time being in force in India to|
Imake such personal data publicly available.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

4

Grounds for Processing Personal
Data

/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

4(1)

Grounds for Processing Personal
Data

[A person may process the personal data of a Data Principal only in accordance with the
lprovisions of this Act and for a lawful purpose,—

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

a1)@)

Grounds for Processing Personal
Data

[for which the Data Principal has given her consent; or

Functional

Intersects With

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
|disposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
lauthorization;

(2) A means for users to decline the authoriz:
(5) Al necassary choice and consent related erteria requlred by applicable
|statutory, regulatory and contractual obligations.

4(1)(b)

Grounds for Processing Personal
Data

ffor certain legitimate uses.

Functional

Intersects With

|Authority To Collect, Process,|
Store & Share Personal Data

PRI-04.1

[Mechanisms exist to determine and document the legal authority that
lpermits the organization to collect, receive, process, store, transmit, share,
lupdate and/or dispose Personal Data (PD), either generally or in support of a
lspecific business process.

4(2)

Grounds for Processing Personal
Data

[For the purposes of this section, the expression “lawful purpose” means any purpose which is
Inot expressly forbidden by law.

Functional

Intersects With

Purpose Specification

PRI-02.1

[Mechanisms exist to ensure data privacy notices identify the purpose(s) for
|which Personal Data (PD) is collected, received, processed, stored,
[transmitted and/or shared

Notice

IN/A

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5(1)

Notice

[Every request made to a Data Principal under section 6 for consent shall be accompanied or
lpreceded by a notice given by the Data Fiduciary to the Data Principal, informing her,—

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5(1)(0)

Notice

lthe personal data and the purpose for which the same is proposed to be processed;

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
[statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the geographic
locations and tircparty recipients that process the PD within the scoe of
[the data privacy n

(5) Periodically, rovion and update the content of the privacy notice, as
necessary; an

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

5(1)(0)

Notice

lthe personal data and the purpose for which the same is proposed to be processed;

Functional

Intersects With

Purpose Specification

PRI-02.1

[Mechanisms exist to ensure data privacy notices identify the purpose(s) for
|which Personal Data (PD) is collected, received, processed, stored,
[transmitted and/or shared

5(1)(i)

Notice

lthe manner in which she may exercise her rights under sub-section (4) of section 6 and section
13; and

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
[statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic
locations and thirc-party recipients that process the PD within the scope of
data privacy notic
(5) Periodicaly, review and upate the content of the privacy notice, as
Inecessa
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements

5(1)(ii)

Notice

lthe manner in which the Data Principal may make a complaint to the Board, in such manner
land as may be prescribed.

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;

((2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
lstatutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the geographic
ocations snd tird-party reclpients that process the PO within the scope of
lthe data privacy n

(5) Perocically review and update the content of the privacy notce, as
Inecessary; ai

{6) Retain aror versions of the privacy notice,in accordance with data
Iretention requirements

5(2)

Notice

[Where a Data Principal has given her consent for the processing of her personal data before the|
|date of commencement of this Act,—

Functional

No Relationship

N/A

N/A

[No applicable SCF control

5(2)(@)

Notice

[the Data Fiduciary shall, as soon as it is reasonably practicable, give to the Data Principal a
Inotice informing her,--

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5(2)(a)(i)

Notice

lthe personal data and the purpose for which the same has been processed;

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;

((2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
lstatutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the geographic
locations and tird-party reclpients tt process the PD within the scope of
lthe data privacy no

(5) Periodicaly vien and update the content of the privacy notice, as
Inecessary; ai

{6) Retain aror versions of the privacy notice, in accordance with data
Iretention requirements.

5(2)(a)(i)

Notice

lthe personal data and the purpose for which the same has been processed;

Functional

Intersects With

Purpose Specification

PRI-02.1

[Mechanisms exist to ensure data privacy notices identify the purpose(s) for
[which Personal Data (PD) is collected, received, processed, stored,
Jtransmitted and/or shared

5(2)(a)ii)

Notice

lthe manner in which she may exercise her rights under sub-section (4) of section 6 and section
13; and

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
[statutory. regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the geographic
locations and tircpaty recipients that process the PD within the scoe of
lthe data privacy no

(5) periodicaly rovion and update the content of the privacy notice, as
Inecessary; ai

(6) Retain pnor versions of the privacy notice, in accordance with data
retention requirements.

5(2)(@)(iii)

Notice

lthe manner in which the Data Principal may make a complaint to the Board,

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
lstatutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the geographic
locations and thirc-party recipients that process the PD within the scope of
[the data privacy no

(5) Periodically, review and update the content of the privacy notice, as
Inecessar

(6) Retain prior versions of the privacy notice, in accordance with data
Iretention requirements

5(2)(b)

Notice

lthe Data Fiduciary may continue to process the personal data until and unless the Data
[Principal withdraws her consent.

Functional

Intersects With

Revoke Consent

PRI-03.4

[Mechanisms exist to allow data subjects to revoke consent to collect, receive,|
lprocess, store, transmit, share and/or update their Personal Data (PD).
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[Mechanisms exist to govern the continued use of Personal Data (PD) as it is
[collected, received, processed, stored, transmitted, shared and/or updated
luntil
(1) Disposal of PD occurs when there is no longer a legitimate business
lthe Data Fiduciary may continue to process the personal data until and unless the Data Continued Use of Personal lpurpose;
5(2)(b) Notice Principal withdraws her consent Functional | Intersects With Data (PD) PRI03.9 |5 Disposalof PD occurs when the data retention timelne for the use case s s
Imet; an
53 Gomtinued use of PD is pronibited upon withdrawal of data subject
lconsent.
[Mechanisms exist to appoint an individual to determine the following criteria Ciary - new name for
labout Personal Data (PD) (Chet privacy ofcer (CPO} ondor
[The Data Fiduciary shall give the Data Principal the option to access the contents of the notice (1) The purpose why PD is necessary; IData Protection Officer (DPO)
5(3) Notice referred to in sub-sections (1) and (2) in English or any language specified in the Eighth Functional Equal Data Fiduciary PRRO18 - 2) Authorized methods to collec, ecelve, process, store, transmi, share. 10
|schedule to the Constitution. lupdate and/or dispose PD; ar
(3 Authorized parties PD may be shared with.
6 Consent A Functional | No Relationship N/A NIA NA 4 No applicable SCF control
[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
[The consent given by the Data Principal shall be free, specific, informed, unconditional and (1) Piain language to ilustrate the potential data privacy risks of the
lunambiguous with a clear affirmative action, and shall signify an agreement to the processing y lauthorization;
o Consent lof her personal data for the specified purpose and be limited to such personal data as is Functional | Intersects With Choice & Consent PRI03 N omeans for users to decline the authorization: and 8
necessary for such specified purpose. (3) Al necessary choice and consent-related criteria required by applicable
|statutory, regulatory and contractual obligations.
[Any part of consent referred in sub-section (1) which constitutes an infringement of the [No applicable SCF control
602) Consent lprovisions of this Act or the rules made thereunder or any other law for the time being in force | Functional | No Relationship N/A NA NA 4
Jshall be invalid to the extent of such infringement.
[Any part of consent referred in sub-section (1) which constitutes an infringement of the INo applicable SCF control
62) Consent lprovisions of this Act or the rules made thereunder or any other law for the time being in force | Functional | No Relationship N/A NIA NA 0
[shall be invalid to the extent of such infringement.
[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
roteived. processed, stored, tanamitted, shared updated and/or disposed
3) Contain all necessary notice-related criteria required by applicable
[Every request for consent under the provisions of this Act or the rules made thereunder shall be é[;lutory‘ Teguintory and contractual obligations: Y op
lpresented to the Data Principal in a clear and plain language, giving her the option to access (4) Define the scope of PD processing activities, including the geographic
Jsuch request in English or any language specified in the Eighth Schedule to the Constitution R ¥ focaions and tid-partyrecpints that proces th PD wiin the Scape of
) Consent land providing the contact details of a Data Protection Officer, where applicable, or of any other |~ Functional | Intersects With Data Privacy Notice PRI-02 @ data privacy notcer | " s P s
lperson authorised by the Data Fiduciary to respond to any communication from the Data o perodicaly review “and update the content of the privacy notice, as
Principal for the purpose of exercise of her rights under the provisions of this Act. essa
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements
[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
[Every request for consent under the provisions of this Act or the rules made thereunder shall be lsubject is provided with
presented to the Data Principal in a clear and plain language, giving her the option to access (1) Pisin language to ilustrate the potential data privacy risks of the
lsuch request in English or any language specified in the Eighth Schedule to the Constitution y lauthorization
63 Consent and providing th contact details of  Data Protection Offcer, where applicabl,or o any other Functional | Intersects With Choice & Consent PR03 L A means for users to decline the authorization; and 8
jperson authorised by the Data Fiduciary to respond to any communication from (3) All necessary choice and consent-related criteria required by applicable
Principal for the purpose of exercise of her rights under the provisions of this Act. IStatutory, regulatory and contractual obligations
[Mechanisms exist to allow data subjects to revoke consent to collect, receive,|
[Where consent given by the Data Principal is the basis of processing of personal data, such lprocess, store, transmit, share and/or update their Personal Data (PD).
6(4) Consent IData Principal shall have the right to withdraw her consent at any time, with the ease of doing |  Functional | Intersects With Revoke Consent PRI03.4 8
/50 being comparable to the ease with which such consent was given.
[The consequences of the withdrawal referred to in sub-section (4) shall be borne by the Data INo applicable SCF control
6(5) Consent Principal, and such withdrawal shall not affect the legality of processing of the personal data Functional | No Relationship N/A NIA N/A 4
lbased on consent before its withdrawal
[Mechanisms exist to ensure the organization ceases collecting, receiving,
If a Data Principal withdraws her consent to the processing of personal data under sub-section lprocessing, storing, transmitting, sharing and/or updating Personal Data (PD)
(5), the Data Fiduciary shall, within a reasonable time, cease and cause its Data Processors to Cease Processing, Storing lupon receiving a data subject's consent revocation.
6(6) Consent |cease processing the personal data of such Data Principal unless such processing without her Functional | Intersects With | andjor Sharing Personal | PRI-03.10 8
|consent is required or authorised under the provisions of this Act or the rules made thereunder
lor any other law for the time being in force in India.
anisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
disposalof their Personal Data (PD), where prior to cllection the data
lsubject is provided wi
1) P tanguage t ilustrate the potentialdata privacy risks of the
[The Data Principal may give, manage, review or withdraw her consent to the Data Fiduciary
6(7) Consent Functional | Intersects With Choice & Consent PRI-03 |authorization: 8
[through a Consent Manager. (2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable
[statutory, regulatory and contractual obligations.
[The Data Principal may give, manage, review or withdraw her consent to the Data Fiduciary Mechanisme exist to aflow data sublects Lo revoke consent to collect, receive,
g ] X he |
67 Consent rough 2 Consont Manager Functional | Intersects With Revoke Consent PRI03.4 |process, store, transmit, share and/or update their Personal Data (PD). 8
[Mechanisms exist to allow data Subjects to authorize another person or entity|
[The Data Principal may give, manage, review or withdraw her consent to the Data Fiducia ((e.g., authorized agent, proxy, etc.), acting on the data subject's behalf, to
6(7) Consent lthrough a Conanat Ma’;:gy 9 v Functional | Intersects With Authorized Agent PRI03.6  [make Personal Data (PD) processing decisions. 5
[Mechanisms exist to assign accountability to a Personal Data Process
The Consent Manager shall be accountable to the Data Prm(lpa\ and shall act on her behalf in Personal Data (PD) Process [Manager, or equivalent role, to ensure Personal Data (PD) is collected,
6(8) Consent uch manner and subject to such abligations as may be prescribed. Functional | Intersects With Manager PRI01.9 lreceived; processed, stored, transmitted, shared, updated and/or disposed of 5
laccording to data subject consent
[Mechanisms exist to define Toles & Toral
[Every Consent Manager shall be registered with the Board in such manner and subject to such Defined Roles & y )
6(9) Consent ltechnical, operational, financial and other conditions as may be prescribed. Functional | Intersects With Responsibilities HRS:03  |personnel 5
[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed:
(3) Contain all necessary notice-related criteria required by applicable
i [statutory, regulatory and contractual obligations;
[Where a consent given by the Data Principal is the basis of processing of personal data and a (4) Defin the scope of PD processing activities, including the geographic
lquestion arises in this regard in a proceeding, the Data Fiduciary shall be obliged to prove that ’ focoions and i partyreipents that foces the PD within the scope of
610) Consent la notice was given by her to the Data Principal and consent was given by such Data Principal to| ~ Functional | Intersects With Data Privacy Notice PRI-02 < data privacy notce; P P P s
fthe Data Fiduciary in accordance with the provisions of this Act and the rules made thereunder. hi peridicaly. review “and update the content of the privacy notice, as
Inecessan
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
[Where a consent given by the Data Principal is the basis of processing of personal data and a (1) Plain language to illustrate the potential data privacy risks of the
lauestion arises in this regard in a proceeding, the Data Fiduciary shall be obliged to prove that y lauthorization
6(10) Consent la notice was given by her to the Data Principal and consent was given by such Data Principal to| ~ FUNctional | Intersects With Choice & Consent PRE03 A maans for users to decline the authorization; and s
lthe Data Fiduciary in accordance with the provisions of this Act and the rules made thereunder. (3) All necessary choice and consent-related criteria required by applicable
|statutory, regulatory and contractual obligations.
B Certain Legitimate Uses :al?na:ylifumary ‘may process personal data of a Data Principal for any of following uses, Funchona ) [NoRemmonenp. B B = o INo applicable SCF control
[for the specified purpose for which the Data Principal has voluntarily provided her personal datal Mechanisms et ta ensure data piacy ntices iy the purpose(s) for
7(a) Certain Legitimate Uses  [to the Data Fiduciary, and in respect of which she has not indicated to the Data Fiduciary that Functional | Intersects With |  Purpose Specification PRI-02.1  [which Personal Data (PD) is collected, received, processed, stored 5
Jshe does not consent to the use of her personal data. ftransmitted and/or shared
[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
|disposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
[for the specified purpose for which the Data Principal has voluntarily provided her personal data| (1) Plain language to illustrate the potential data privacy risks of the
7(a) Certain Legitimate Uses o the Data Fiduciary, and in respect of which she has not indicated to the Data Fiduciary that Functional | Intersects With Choice & Consent PRI03 [authorization; 5
lshe does not consent to the use of her personal data (2) A means for users to decline the authorization; a
(3) All necessary choice and consent-related criteria reqmred by applicable
[statutory, regulatory and contractual obligations.
INo applicable SCF control
ffor the State and any of its instrumentalities to provide or issue to the Data Principal such
lsubsidy, benefit, service, certificate, licence or permit as may be prescribed, where-- .
) Certain Legitimate Uses |G ject to standards followed for processing being in accordance with the policy issued by the | Functional | No Relationship G2 G Q2 ®
|Central Government or any law for the time being in force for governance of personal data.
[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
|disposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
(1) Plain language to llustrate the potential data privacy risks of the
she has previously consented to the processing of her personal data by the State or any ofts thorizat
7)) Certain Legitimate Uses [0 0 Bre o el beneri. sevice, Cortincate, lcence or permic. o Functional | Intersects With Choice & Consent PRLO3 |OUNOTZUON: | o decine the authorization; an 5
(3) All necessary choice and consent-related criteria reqmred by applicable
[statutory, regulatory and contractual obligations.
[No applicable SCF control
Jsuch personal data is available in digital form in, or in non-digital form and digitised
7)) Certain Legitimate Uses  [subsequently from, any database, register, book or other document which is maintained by the | Functional | No Relationship N/A NIA N/A 4
[state or any of its instrumentalities and is notified by the Central Government,
[for the performance by the State or any of its instrumentalities of any function under any law statutory, Requlatory & [Mechanisms exist to facilitate the identification and implementation of
7(c) Certain Legitimate Uses [for the time being in force in India or in the interest of sovereignty and integrity of India or Functional Subset Of ety CPLO1  [relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Jsecurity of the State;
[for fulfilling any obligation under any law for the time being in force in India on any person to [Mechanisms exist to facilitate the identification and implementation of
2(0) Certain Legitimate Uses _[di5close any information to the State or any of its instrumentalities, subject to such processing | ¢ o subset O Statutory, Regulatory & pLop  [relevant statutory, regulatory and contractual controls. 10
9 lbeing in accordance with the provisions regarding disclosure of such information in any other Contractual Compliance
law for the time being in force;
[for compliance with any judgment or decree or order issued under any law for the time being in Statutory, Requlatory & [Mechanisms exist to facilitate the [dentification and fmplementation of
7(e) Certain Legitimate Uses fforce in India, or any judgment or order relating to claims of a contractual or civil nature under Functional Subset Of Ty, Reg! Y CPL-01  [relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Jany law for the time being in force outside India;
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ffor responding to a medical emergency involving a threat to the life or immediate threat to the

Usage Restrictions of

[Mechanisms exist to restrict collecting, receiving, processing,
ltransmitting, sharing and/or updating Personal Data (PD) t
(1) The purpose(s) originally collected, consistent with the data privacy
Inotice(s).

. storing,

70 Certain Legitimate Uses |0 1t1of the Data Principal or any other individual; Functional | Intersects With Personal Data (PD) PRI-05.4  (5) What s authorized by the data subject, or authorized agent; and 3
(3) What is consistent with applicable laws, regulations and contractual
lobligations.
Mechanisms exist to restrict collecting, receiving, processing, storing,
[transmitting, sharing and/or updating Personal Data (PD) to:
hor o . e mesical reatment or health . iiduald Jeage Restrictions of 2) The purpose(s)originally collected,cansistent with the data privacy
; or taking measures to provide medical treatment or health services to any individual during an jsage Restrictions of » notice(s)
9 Certain Legitimate Uses |opidemic, outbreak of disease, or any other threat to public health; Functional | Intersects With Personal Data (PD) PRI-05.4 " 1(2) What is authorized by the data subject, or authorized agent; and 3
(3) What is consistent with applicable laws, regulations and contractual
lobligations.
Mechanisms exist to restrict collecting, receiving, processing, storing,
[transmitting, sharing and/or updating Personal Data (PD) to:
hor o . ety o . . . ol Jeage Restrictions of 1) The purpose(s)originally collected, cansistent with the data privacy
; or taking measures to ensure safety of, or provide assistance or services to, any individual jsage Restrictions of y Inotice(s);
7t Certain Legitimate Uses | ing ‘any disaster, or any breakdown of public order. Functional | Intersects With Personal Data (PD) PRI-05.4  (5) What s authorized by the data subject, or authorized agent; and 3
(3) What is consistent with applicable laws, regulations and contractual
lobligations.
Mechanisms exist to restrict collecting, receiving, processing, storing,
ftransmitting, sharing and/or updating Personal Data (PD)
for the purposes of employment or those related to safeguarding the employer from loss or (1) The purpose(s) originally collected, consistent with the data privacy
; : liability, such as prevention of corporate espionage, maintenance of confidentiality of trade Usage Restrictions of Inotice(s);
70) Certain Legitimate Uses |0 1ot intellectual property, classified information or provision of any service or benefit sought| ~ Functional | Intersects With Personal Data (PD) PRI054 1(2) What is authorized by the data subject, or authorized agent; and 3
y a Data Principal who is an employee. (3) What is consistent with applicable laws, regulations and contractual
lobligations.
s General OBlgatons of Data | Functionall | No Relationsiip, m o o 0 INo appiicable SCF control
[A Data Fiduciary shall, irrespective of any agreement to the contrary or failure of a Data Mechanisms exist to facilitate the identification and implementation of
51 General Obligations of Data |Principal to carry out the duties provided under this Act, be responsible for complying with the | ¢ o Subset Of Statutory, Regulatory & Lo [[elevant statutory, regulatory and contractual controls 10
rovisions of this Act and the rules made thereunder in respect of any processing undertaken Contractual Compliance
by it or on its behalf by a Data Processor.
Mechanisms exist to restrict collecting, receiving, processing, storing,
[transmitting, sharing and/or updating Personal Data (PD) to:
IA Data Fiduciary shall, irespective of any agreement to the contrary or failure of a Data (1) The purposels) originally collected, consistent with the data privacy
51 General Obligations of Data  [Principal to carry out the duties provided under this Act, be responsible for complying with the | ¢ o || Usage Restrictions of PRI05.4  |TOtice(s): 3
rovisions of this Act and the rules made thereunder in respect of any processing undertaken Personal Data (PD) (2) What s authorized by the data subject, or authorized agent; and
by it or on its behalf by a Data Processor. (3) What is consistent with applicable laws, regulations and contractual
lobligations.
[A Data Fiduciary may engage, appoint, use or otherwise involve a Data Processor to process, Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
8(2) General Obligations of Data ¢ <onal data on its behalf for any activity related to offering of goods or services to Data Functional | Intersects with | I"fermation Sharing With PRI-07  [purposes identified in the data privacy notice and with the implicit or explicit 5
Principals only under a valid contract. arties [consent o the data subject.
Mechanisms exist to include data privacy requirements in contracts and
General Obligations of Data | D2 Fiduciary may engage, appoint, use or otherwise involve a Data Processor to process Data Privacy Requirements lother acquisition-related documents that establish data privacy roles and
8(2) persons) dataan s befaf o any acivty relted o offering of goads or services t Data Functional | Intersects With | for Contractors & Service | PRI-07.1  |responsibilities for contractors and service providers 3
Mechanisms exist to ensure the accuracy and relevance of Personal Data
General Obligations of Data _|!¥here personal data processed by a Data Fiduciary is likely to be— Personal Data (PD) Accuracy (Po) hroughout the information frecycle by
LE lthe Data Fiduciary processing such personal data shall ensure its completeness, accuracy ant Functional | Intersects Wit PRI-05.2 5
(3) h duci h | data shall I d | h
Fiduciary & Integrity (1) Keeping PD up-to-date;
[consistency. (2) Remealating entified inaccuracies, as necessary.
Mechantss et o ensure e accuracy ond relevance ofPersonalData
General Obligations of Data ) ) Personal Data (PD) Accurac: (7D} troughou the normation fecycie b
8(3)(a) mgcwy lused to make a decision that affects the Data Principal; or Functional | Intersects With & ntegrity Y| PRI052  |(1) Keeping 5
(2) Remediating lienifhed maccuracies, as necessary.
Mechanisms exist to ensure the accuracy and relevance of Personal Data
(PD) throughout the information lifecycle by:
8(3)(b) General Obligations of Data |yiccjoseq to another Data Fiduciary, Functional | Intersects with |17 Date (P0) ACCuraey)  ppis.2 3y Keeping PO up-to-date and 5
(2) Remediating identified inaccuracies, as necessary.
Mechanisms exist to Tacilitate the identification and implementation of
General Obligations of Data  |A Data Fiduciary shall implement appropriate technical and organisational measures to ensure Statutory, Regulatory & |
84 leffective observance of the provisions of this Act and the rules made thereunder. Functional Subset OF Contractual Compliance CPLOL  Jrelevant statutory, regulatory and contractual controls. 10
Mechanisms exist to ensure Personal Data (PD) 1s protected by logical and
General Obligations of Data  |A Data Fiduciary shall implement appropriate technical and organisational measures to ensure Security of Personal Data Iphysical security safeguards that are sufficient and appropriately scoped to
84) Fiduciary leffective observance of the provisions of this Act and the rules made thereunder. Functional | Intersects With (D) PRI-01.6 lprotect the confidentiality and integrity of the s
Mechanisms exist to ensure Personal Data (PD) 1s protected by logical and
General Obligations of Data | D22 Fiduciary shall protect personal data in its possession or under is control, including in Security of Personal Data A I A A A e A b
8(5) respect of any processing undertaken by it or on its behalf by a Data Processor, by taking Functional Subset Of s PRI-OL6  [brotect the confidentiality and integrity of the PD. 10
reasonable security safeguards to prevent personal data breach.
Mechanisms exist to align security, compliance and resilience capabilities
IIn the event of a personal data breach, the Data Fiduciary shall give the Board and each [with business requirements through a steering committee or advisory board,
8(6) General Obligations of Data | fecteq Data Principal, intimation of such breach in such form and manner as may Functional | Intersects with |  Steering Committee & | g0y 7 5 comprised of key cybersecurity, data protection and business executives, 3
oo, Program Oversight |which meets formally and on a regular basis.
[Mechanisms exist to address data breaches, or other incidents involving the
General Obligations of Data | the event of a personal data breach, the Data Fiduciary shall give the Board and each Unauthorized disclosure of sensitive of reguiated data, according to
8(6) fectd Data Princpal.intimatin ofsueh breach i such form and manner 5 may be Functional | Intersects With Data Breach 1R0-04.1  lappiicable laws, regulations and contractual obligations. 5
in the event of a personal data breach, the Data Fiduciary shall give the Board and each Mechanisms exist to document, monitor and report the status of
8) General Obligations of Data. irectaq Data Principa, intimation of Such breach in such form and manner a5 may be Functional | Intersects with | Svational Awareness For | - po.59  |cybersecurity and data protection incidents to internal stakeholders allthe 5
iduciary et ncidents |way through the resolution of the incident.
Mechanisms exist to timely-report incidents to applicable
Iin the event of a personal data breach, the Data Fiduciary shall give the Board and each (1) Internal stakeholders
8(6) General Obligations of Data e req Data Principal, intimation of such breach in such form and manner as may be Functional | Intersects with | '"cident 5;;:‘:;‘“‘“’ IRO-10  |(2) Affected clients & third-parties; and 5
prescribed (3) Regulatory authorities.
o General Qhigetions o Gata |4 Data Fidaciay shll, iessFtenton s necessary fo comphance withony a for th time Functional | No Refationship o m o 0 [No appiicable SCF control
[erase personal data, upon the Data Principal withdrawing her consent or as soon as it is . Mechanisms exist to facilitate the sanitization of Personal Data (PD).
8(7)(a) General Obligations of Data |2 (o naple to assume that the specified purpose is no longer being served, whichever is earlier;|  Functional | Intersects with |S2nitization ?v';f’”"a‘ Datal  pey.og.3 5
Comerat Ontaations of bata _|E725¢ personal data, upon the Data Principal withdrawing her consent or as soon as 1t 1s Fechanisms exist o retain media and data I accordance with appicabie
8(7)(a) o reasonable to assume that the specified purpose is no longer being served, whichever is earlier;| ~ Functional | Intersects With | Media & Data Retention DCH-18  [statutory, regulatory and contractual obligations. 5
General Obligations of Data _|E725€ Personal data, upon the Data Principal withdrawing her consent or as 500 as it is Mechanisms exist to allow Gata subjects to revoke consent to collect, receive,
8(7)(a) ey reasonable to assume that the specified purpose is no longer being served, whichever is earlier;{  Functional | Intersects With Revoke Consent PRI-03.4  |process, store, transmit, share and/or update their Personal Data (PD). 5
Mechanisms exist to maintain a process to erase a data subject’s Personal
General Obligations of Data _|E125€ personal data, upon the Data Principal withdrawing her consent or as soon as it is Data (D), in accordance with applicable laws, reguiations and contractual
8(7)(@) reasonable to assume that the specified purpose is no longer being served, whichever is earlier;{  Functional | Intersects With Right to Erasure PRI-06.5  [obligations pertaining to the retention of their PD. 5
Dot Privacy Requirements Mechanisms exist to include Gata privacy requirements in contracts and
General Obligations of Data  [cause its Data Processor to erase any personal data that was made available by the Data . [other acquisition-related documents that establish data privacy roles and
8(7)(b) 9 Fiduciary for processing o such Data brocessor Y Functional | Intersects With | for Contractors & Service | PRI-07.1  |responsibilties for contractors and service providers. 5
Mechanisris exstto require Contractual requirements fr applicable securky,
General Obligations of Data  [cause its Data Processor to erase any personal data that was made available by the Data Third-Party Contract esilience reflecting the
8(7)(b) Fiduciary Fiduciary for processing to such Data Processor. Functional | Intersects With Requirements TPM05  [organisations needs to protect fte Techmﬂoqy ‘Assets, Applications, Services 5
land/or Data (TAASD)
Mechanisms exist to ensure applicable security, compliance and resilience
80)b) General Obligations of Data  [cause its Data Processor to erase any personal data that was made available by the Data Functional | Intersects with | Contract Flow-Down TPM.05.2 [requirements are included in contracts that flow-down to applicable Sub- s
Fiduciary for processing to such Data Processor. Requirements [Contractors and suppliers.
[The purpose referred to in clause (a) of sub-section (7) shall be deemed to no longer be served, N:efh(amsms exl\stt to relsm mled\a( an‘d g‘ata ;n accordance with applicable
General Obligations of Data [ the Data Principal does not—— Jstatutory, regulatory and contractual obligations.
8(8) ffor such time period as may be prescribed, and different time periods may be prescribed for Functional | Intersects With | Media & Data Retention DCH-18 5
lifferent classes of Data Fiduciaries and for different purposes.
General Obiiaations of Data Mechanisms exist to ensure data privacy notices identify the purpose(s) for
8(8)(a) ot fthe Data Fiduciary for the performance of the specified purpose; and Functional | Intersects With |  Purpose Specification PRI-02.1  [which Personal Data (PD) is collected, received, processed, stored, 5
iduciary jtransmitted and/or shared
Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
General Obligations of Data (1) Plain language to llustrate the potential data privacy risks of the
8(8)(b) g lexercise any of her rights in relation to such processing, Functional | Intersects With Choice & Consent PR3 [authorization; 5
(2) A means for users to decline the authorization; ai
) Al meessary chorce and consenoraiaied envesiaraquired by applicable
Istatutory, regulatory and contractual obligations.
; " Mechanisms exist to allow Gata subjects to revoke consent to collect, receive,
8(8)(b) General Obligations of Data oo cice any of her rights in relation to such processing, Functional | Intersects With Revoke Consent PRI-03.4 |process, store, transmit, share and/or update their Personal Data (PD) 5
Mechanisms exist to appoint an individual to determine the following criteria
|A Data Fiduciary shall publish, in such manner as may be prescribed, the business contact [about Personal Data (PD|
8(9) General Obligations of Data |information of ayData Pprntectlur\ Officer, if app\l(ab\e‘yur appersun who is able to answer on Functional Intersects With Data Fiduclan PRI-OLS (1) The purpose whhy PDis r\Eﬁessar N s
behalf of the Data Fiduciary, the questions, if any, raised by the Data Principal about the 4 Y (2) Authorized methods to collect, receive, process, store, transmit,stiare,
processing of her personal data lupdate andjor dispose PD: ar
(3 Authorized parties PO may be shared with.
&xist to appoint an individual to determine the following critera
labout Personal Data (PD)
I y 1l establi " (1) The purpose why PD s necessary
8(10) General Oblgatons of Data | Data fiduciary shall stablish an efecive mechanism to redressthe rievances of ata Functional | Intersects with Data Fiduciary e s 1Y e, process, store, ransmit, share, 5
lupdate and/or dispose PD;
(5 Autnorized pattics PO may be shared with.
Mechanisms exist to appoint an individual to determine the following criteria
[For the purposes of this section, it is hereby clarified that a Data Principal shall be considered fﬂﬁ‘;::ﬁ%":ﬁ‘e‘)ﬁi (PD ) necessary:
General Obligations of Dat t havi hed the Data Fiduciary for the perf  th fied i
81 O Ciduciary - [any period Guning which she has not iniiated contact with the Data Fiduciry for such. | Functional | Intersects With Data Fiduciary PRIOLE (2) Authorized methods o collect, eceive, proces,store, ransmi, shre, s
A ] t en v<icnl lupdate and/or dispose PD: ai
performance, in person or by way of communication in electronic or physical form. o e e b shared with.
9 Processing of bersonal Data of |y, Functional | No Relationship N/A NA N/A 0 Neleesicabigiechente]
Mechanisms exist 1o llow Gata subjects fo autharze another person or ey
Processing of Personal Data of |The Data Fiduciary shall, before processing any personal data of a child or a person with (e-g.. authorized agent, proxy, etc.), acting on the data subject's behalf, £
9(1) of berso ldisability who has a lawful guardian obtain verifiable consent of the parent of such child or the |  Functional | Intersects With Authorized Agent PRI03.6 | make Personal Data (PD) processing decisons. 5
lawful guardian, as the case may be, in such manner as may be prescribed.
Mechanisms exist to govern the continued Use of Personal Data (PD) as It 15
lcollected, received, processed, stored, transmitted, shared and/or updated
nti
(1) Disposal of PD occurs when there is no longer a legitimate business
00 Processing of personal Dataof |4 Data iduclary shall notundertake such processing of personal data that s kely to COUse 31| ynctonal | ntersects with | Continved Use of Personal | - pey 3.9 fourose: S

|detrimental effect on the well-being of a chil

((2) Disposal of PD occurs when the data retention timeline for the use case is
Imet; and/or

(3) Continued use of PD is prohibited upon withdrawal of data subject
|consent.
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Processing of Personal Data of

|A Data Fiduciary shall not undertake tracking or behavioural monitoring of children or targeted

[Mechanisms exist to govern the continued use of Personal Data (PD) as it is
[collected, received, processed, stored, transmitted, shared and/or updated
luntil

(1) Disposal of PD occurs when there is no longer a legitimate business

Continued Use of Personal purpose;
o) ladvertising directed at children. Functional | Intersects With Data (PD) PRI03.9 i3 Disposal o PD occurs when the data retention tmeline for the use case s s
Imet; an
53 Gomtinued use of PD is pronibited upon withdrawal of data subject
lconsent
[The provisions of sub-sections (1) and (3) shall not be applicable to processing of personal data o appiicable SCF control
9(4) Processing of bersonal Data of lof 5 child by such classes of Data Fiduciaries or for such purposes, and subject to such Functional | No Relationship N/A NA NIA 0
lconditions, as may be prescribed.
INo applicable SCF control
[T Central Government may, I satisfed that a Data Fiduciay has ensured tha s processing
lof personal data of children is done in a manner that is verifiably safe, notify f
9(5) Processing of Personal Data of |0 e e aicl h S o e Fiduciary the age above which that Data Fidiciary shall be exempt Functional | No Relationship N/A NA N/A 0
[rom the spplicabily of all o any of the obligations under sub-sections (1) and (3) in respect of
rocessing by that Data Fiduciary as the notification may specify.
10 ;gg:ﬁf;‘;(‘ g:[‘:’if“j‘fj“j;; IN/A Functional | No Relationship N/A NA NIA o INo applicable SCF control
Additonal Oblgatons of [ CeTal Government may noffy any Data Fiduciary o class of Data Fduciaies s INo applicable SCF control
1001) ot l'gh‘, Isignificant Data Fiduciary, on the an assessment of such relevant factors as it may Functional | No Relationship N/A N/A N/A 0
fgnificant Data Fiduciary  |determine, including—
10(1)(a) S’Tgs:ﬁf;‘ﬂ gsl"agif“,‘fj‘;aﬁ; lthe volume and sensitivity of personal data processed; Functional | No Relationship N/A NA N/A 0 [oeEE e G
10(1)(b) ;g::ﬁf;‘;(‘ 8:{:’?%‘1“:@% sk to the rights of Data Principal; Functional | No Relationship N/A NA NIA 0 [ ]
100)(0) o e o, |potentialimpact on the sovereignty and integrity of India; Functional | No Relationship. NA NA NA 0 No applicable SCF control
1001)(d) o on Dot i ik to electoral democracy; Functional | No Relationship NA NA NA 0 [No applicable SCF control
1001)(e) S‘};:;‘:‘f;‘:l‘ ggf:;“u"j;'y lsecurity of the State; and Functional | No Relationship VA NA NA 0 [No applicable SCF control
1001(f) A onal oigations o' |public order, Functional | No Relationship N/A NA /A 0 o applicable SCF control
Mechanisms exTst to appoint an idiidual to determine the following criteria
labout Personal Data (PD)
Additional Obligations of ) (1) The purpose why PD is necessary:
10(2) Significant Data Fiduciary [T Significant Data Fidu Functional | Intersects With Data Fiduciary PRI-01.8  |(2) Authorized methods to collect, receive, process, store, transmit, share, 10
lupdate andor dispose PD; and
(3) Authorized parties PD may be shared with.
Mechanisms exist to appoint a Data Protection Officer (DPO):
Adaitional Oblgations of Data protection Off (1) Based on professional qualifications; and
tional Obligations of - ata Protection Officer ¥ (2) To be involved in allissues related to how Personal Data (PD) is collected,
1002 1t a Data Protection Officer who shall Functional Subset O PRI-0L.4 10
2)ia) Significant Data Fiduciary ~ [2PPInt 2 Data Protection Officer who shal unctiona ubse! (oPO) recelved, processed, stored, transmitted, shared, updated and/or isposed
Mechanisms exist to appoint an individual to determine the following criteria
labout Personal Data (PD)
Additional Obligations of (1) The purpose why PD is necessary;
10)()0) G ot atiare 2% represent the Significant Data Fiduciary under the provisions of this Act; Functional | Intersects With Data Fiduciary PRI-0L8 ((2) Authorized methods to collect, receive, process, store, transmit, share, 5
lupdate andor dispose PD; and
(3) Authorized parties PD may be shared with.
Mechanisms exist to appoint an individual to determine the following criteria
labout Personal Data (PD)
i (1) The purpose why PD s necessary;
10(2)(a)ii) o Dot . |pe based in india; Functional | Intersects With Data Fiduciary PRI0LE (2) Authorized methods fo collect, receive, process,store, transmit, shae, 5
lupdate andor dispose PD;
(5 Authorized pattics PD may be shared with.
Mechanisms exTst to appoint an indidual o determine the following crteria
labout Personal Data (PD)
Additional Obligations of  |be an individual responsible to the Board of Directors or similar governing body of the (1) The purpose why PD is necessary;
10(2)(a)ii) G e sponeiole o Functional | Intersects With Data Fiduciary PRHOL 2) Authorized methods (o colec, eceive,proces,sor, ransmt shar, 5
ate andor dispose PD; af
(5 Authorized parties PO may be shared with.
102)(@)(0v) o i o |pe the point of contact for the grievance redressal mechanism under the provisions of this Act; |  Functional | Intersects With Defined Roles & HRS-03  |echanioms existfo define cybersecurity roles & responsibities for all 5
Mechanisms exist to appoint a Data Protection Officer (DPO)
Adaitional Oblgations of Data Protection Off (1) Based on professional qualifications; and
tional Obligations of . ata Protection Officer ¥ (2) To be involved in allissues related to how Personal Data (PD) is collected,
102)(a b the point of contact for the grievance redressal mechanism under the provisions of this Act; | Functional | Intersects With PRI-01.4 5
(2)(a)v) Significant Data Fiduciary P griev: s ui provisk ! uncti : (DPO) Ireceived, processed, stored, transmitted, shared, updated and/or disposed.
Mechanisms exist to implement an internal audit function that is capable of
Additional Obligations of  [appoint an independent data auditor to carry out data audit, who shall evaluate the compliance . providing senior organization management with insights into the
102)(0) Significant Data Fiduciary  |of the Significant Data Fiduciary in accordance with the provisions of this Act; and Functional | Intersects With | - Interal Audit Function | - CPL-02.1  lappropriateness of the organization’s technology and information s
lgovernance processes.
Mechanisms exist to Utilize Independent assessors to evaluate security,
dditional bligatons o - fappointan independient data auditr o carry out dota audic o shal evaluatethe compliance nd resilience at planned intervals or when the Technology
102)(6) Significant Data Fiduciary  |of the Significant Data Fiduciary in accordance with the provisions of this Act; an Functional | Intersects With | Independent Assessors | CPL-03.1 |asset, Application and/or Service (TAAS) undergoes significant changes. s
102)(0) B e st |undertake the following other measures, namely:— Functional | No Relationship NA A o 5 NG applicable SCF control
periodic Data Protection Impact Assessment, which shall be a process comprising a description Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
— Additional Obligations of  [of the rights of Data Principals and the purpose of processing of their personal data, Functiona! Subset of Data Protection Impact nsk.1o  |Technoloay Assets, Applications andjor Services (TAAS) that store, process 1
Significant Data Fiduciary  [assessment and management of the risk to the rights of the Data Principals, and such other ‘Assessment (DPIA) land/or transmit Personal Data (PD) to identify and remediate reasonably-
matters regarding such process as may be prescribed; lexpected risks,
Mechanisms exist to provide governance oversight reporting and
Additional Obligations of Status Reporting To recommendations to those entrusted to make executive decisions about
100)()ii Bonifoant Date Hictiary  [periodic audit; and Functional | Intersects With Governing Body GOV-01.2 |matters considered material to the organization's Security, Compliance & s
Resilience Program (SCRP)
nddtonal Oblgations of Mechanisms exist to conduct periodic audits of security, compliance and
10(2)(c)iii) i lperiodic audit; and Functional Equal Periodic Audits CPL-02.2 [resilience controls to evaluate conformity with the organization's 10
Significant Data Fiduciary |documented policies, standards and procedures.
10(2) (<) iii) SA‘SS"‘:‘S;‘:(‘ g:l"agif“ﬁ";;; lsuch other measures, consistent with the provisions of this Act, as may be prescribed. Functional | No Relationship N/A NA NIA 0 [oeEE e G
1 Right to Access Information  v/a Functional | No Relationship. NA NA NA 0 eepelicebiescheontel
[The Data Principal shall have the right to obtain from the Data Fiduciary to whom she has INo applicable SCF control
Right to Access Information  |previously given consent, including consent as referred to in clause (a) of section 7 (hereinafter
uw About Personal Data referred to as the said Data Fiduciary), for processing of personal data, upon making to it 2 ] | o REbEmill 2 i WA ®
request in such manner as may be prescribed,—
Mechanisms exist to export a data subject's available Personal Data (PD) in a
Right to Access Information  [a summary of personal data which is being processed by such Data Fiduciary and the § e e e & oot
1@ About Personal Data  [processing activities undertaken by that Data Fiduciary with respect to such personal data; Functional | Intersects With | Personal Data (PD) Exports | PRI-06.7 iy P uthentt au s
Mechanisms exist to provide data subjects with an accounting of disclosures
Right to Access Information _[!h€ identities of il other Data Fiduciaries and Data Processors with whom the personal data lof their Personal Data (D) contralied by;
1102)(6) "l xo fccess InforMation  lhas been shared by such Data Fiduciary, along with a description of the personal data so Functional | Intersects With | Accounting of Disclosures |  PRI-LA.1  |(1) The organisation; and/or s
lshared; and (2) Relevant third-parties that their PD was shared with,
Mechanisms exist to provide authenticated data subjects the abillty fo:
(1) Access their Personal Data (PD) that is being processed, stored and
lshared, except where the burden, risk or expense of providing access would
be disproportionate to the benefit offered to the data subject through
loranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
rocessed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their P
Right to Access Information  [any other Information related to the personal data of such Data Principal and its processing, as § (@) Obtain the categories of their PD being collected, received, processed,
10 e o o e s Functional | Intersects With | Data Subject Empowerment | PRIOG  [n,o0 and shovedt 5
(5) Request corecton to thlr P due to naccuracies;
(6) Request erasure of their P!
() Rectict the fuher collecting.receiving, processing,storing, ransmitting,
lupdated andor sharing of their PD.
Mechanisms exist to provide authenticated data subjects the abillty fo:
(1) Access their Personal Data (PD) that is being processed, stored and
lshared, except where the burden, risk or expense of providing access would
be disproportionate to the benefit offered to the data subject through
loranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
tored, transmitted, sh e
INothing contained in clause (b) or clause (c) of sub-section (1) shall apply in respect of the e o et ed: S e updated and/or disposed;
lsharing of any personal data by the said Data Fiduciary with any other Data Fiducia ) Obealn the cote e ety P belng collected, recelved, processed,
1@ Right to Access Information  lauthorised by law to obtain such personal data, where such sharing is pursuant to a request Functional | Intersects With | Data Subject Empowerment | PRI06  [ona o mncard ! 9 ved. p s
madie in writing by such other Data Fiduciary for the purpose of prevention or detection or e e on ey
investigation of offences or cyber incidents, o for prosecution or punishment of offences. (€) Requect erascre of their P g
() Rectit the fuher collecting.receiving, processing,storing, ransmitting,
lupdated andor sharing of their PD.
12 Right to Correction and Erasure |yia Functional | No Relationship. N/A N/A NA 4 [No appllcable SCF control
Mechanisms exist to maintain a process for:
IA Data Principal shall have the right to correction, completion, updating and erasure of her (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
120 Right to Correction and Erasure [personal data for the processing of which she has previously given consent, including consent | ¢ o Subset of Correcting Inaccurate PRI06.1 [organization corrected o amended; and 10
Personal Data s referred to in clause (a) of section 7, in accordance with any requirement or procedure under Personal Data (PD) (2) Disseminating corrections or amendments of PD to other authorized users|
lany law for the time being in force. lo the PD.
[A Data Principal shall have the right to correction, completion, updating and erasure of her Mechanisms exist to maintain a process to erase a data subject’s Personal
20 Right to Correction and Erasure [personal data for the processing of which she has previously given consent, including consent | ¢ o Subset of Right to & pRI065 D32 (PD). in accordance with applicable laws, regulations and contractual o
of Personal Data Jas referred to in clause (a) of section 7, in accordance with any requirement or procedure under|  FUN€tiona ubset ight to Erasure : lobligations pertaining to the retention of their PD.
Jany law for the time being in force.
Right to Correction and Erasure |A Data Fiduciary shall, upon receiving a request for correction, completion or updating from a INo applicable SCF control
122) » Correction and | Bodte hducary Functional | No Relationship /A NA NA o
Mechanisms exist to maintain a process for:
Right to Correction and & Comecting! " (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
ight to Correction and Erasure orrecting Inaccurate lorganization corrected or amended; and
1202)a lcorrect the inaccurate or misleading personal data; Functional | Intersects Wit PRI-06.1 : s
(2)(a) of Personal Data 9P Personal Data (PD) (2) Disseminating corrections or amendments of PD to other authorized users|
Jof the.
Mechanisms exist to maintain a process for:
Aight to Correction and & Comecting! . (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
ight to Correction and Erasure orrecting Inaccurate lorganization corrected or amended; and
12 lcomplete the incomplete personal data; and Functional | Intersects With PRI-06.1 : s
(2)(b) of Personal Data P! plete ps Personal Data (PD) I(2) Disseminating corrections or amendments of PD to other authorized users|
o the PD.
Mechanisms exist to enable data subjects to update their Personal Data (PD).
Right to Correction and Erasure Enabling Data Subjects To g
12(2)(0) Correction and! update the personal data Functional | Intersects with | Sh0ING Dato SublecteTo | pi121 s
Mechanisms exist to maintain a process to erase a data subject’s Personal
IA Data Principal shall make a request in such manner as may be prescribed to the Data Data (PD), in accordance with applicable laws, regulations and contractual
126) ight o Correction and Erasure fFiducaryfor erasure of hr personal data, and upon receipt o such a request, the Data Functional | Intersects with Right to Erasure PR106.5  [obligations percaining to the retention of their PO s

ersonal Data

Fiduciary shall erase her personal data unless retention of the same is necessary for the
lspecified purpose or for compliance with any law for the time being in force
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INo applicable SCF control

13 Right of Grievance Redressal ~[N/A Functional | No Relationship NA NA NA 0
|A Data Principal shall have the right to have readily available means of grievance redressal [Mechanisms exist to govern the intake and analysis of grievances related to
rovided by a Data Fiduciary or Consent Manager in respect of any act or omission of such Datal [the organization's cybersecurity and/or data protection practices.
130) Right of Grievance Redressal _[Fiduciary or Consent Manager regarding the performance of ts obligations in relation to the Functional | Intersects With Grievances cpLo7 5
g ry ger regarding the p 9
personal data of such Data Principal or the exercise of her rights under the provisions of this Act|
Jand the rules made thereunder.
[The Data Fiduciary or Consent Manager shall respond to any grievances referred to in sub- Mechanisms exist to respond to legitimate grievances related to the
132) Right of Grievance Redressal _[section (1) within such period as may be prescribed from the date of its receipt for all or any Functional | Intersects With | Grievance Response CPL07.1  |organization's cybersecurity andfor data protection practices. 5
[class of Data Fiduciaries.
[The Data Principal shall exhaust the opportunity of redressing her grievance under this section ; o applicable SCF control
130) Right of Grievance Redressal |[T1° D2 Prncipa) shail exhay Functional | No Relationship WA NA NA 0
14 Right to Nominate /A Functional | No Relationship WA NA NA 0 [No applicable SCF- control
[A Data Principal shall have the right to nominate, in such manner as may be prescribed, any Mechaniams ez o allow data subects to authorze another person o enty
lother individual, who shall, in the event of death or incapacity of the Data Principal, exercise § (e.9., authorized agent, proxy, etc.), acting on the data subject’s behalf, to
14) Right to Nominate lthe rights of the Data Principal in accordance with the provisions of this Act and the rules made | Functional | Intersects With Authorized Agent PRI-03.6  |make Personal Data (PD) processing decisions. 5
fthereunder.
FFor the purposes of this section, the expression “incapacity” means inability to exercise the No applicable SCF control
142) Right to Nominate fights of the Data Principal under the provisions of this Act or the rules made thereunder due to | Functional | No Relationship N/A NA NA 0
lunsoundness of mind or infirmity of body.
15 Duties of Data Principle A Data Principal shall perform the following duties, namely:— Functional | No Relationship N/A N/A N/A 0 [OEEIEER RS G
[comply with the provisions of all applicable laws for the time being in force while exercising N applicable SCF control
15(2) Duties of Data principle | FOEY Wit the provieions of o1 appi Functional | No Relationship NA NA NA 0
15 uties o Data Piniple_[,&15Are ot Impersanate anothergerson whle proviang her persoral data o 2 Speced | uncional | No Relationshi o ) o o N applicable SCF control
lto ensure not to suppress any material information while providing her personal data for any No applicable SCF control
15(0) Duties of Data Principle [document, unique identifier, proof of identity or proof of address issued by the State or any of | Functional | No Relationship N/A N/A NA 0
ts
@ Dutes of Data Principle |1 STS61E 10K 0 egister a flse o ivolous grievance or complait wih  Data FAiiay o 0 | oo | o Reatonship = = o o INo applicable SCF control
N applicable SCF control
o furnish only such information as is verifiably authentic, while exercising the right to
15(e) Duties of Data Principle | rection or erasure under the provisions of this Act or the rules made thereunder. Recicra iy NeReatonship b A [ ®
16 Processing of Personal Data  y/a Functional | No Relationship. WA NA NA 0 Nopeicabielsciicontol
INo applicable SCF control
160 Processing of Personal Data  [The Central Government may, by notification, restrict the transfer of personal data by a Data U e — m m o 0 Rlepelcebieseronty
Outside of India [Fiduciary for processing to such country or territory outside India as may be so notified. P
INothing contained in this section shall restrict the applicability of any law for the time being in INo applicable SCF control
Processing of Personal Data force in Inda that provides for a higher degree of protection for or restriction on transfer of
16(2) Outside of India lpersonal data by a Data Fiduciary outside India i relation to any personal data or Data [ (A Al (R @
Fiduciary or class thereo.
17 Exemptions IN/A Functional | No Relationship N/A N/A N/A 0 [oEEmE= RS G
[The provisions of Chapter I, except sub-sections (1) and (5) of section 8, and those of Chapter ’ N applicable SCF control
170 Exemptions g o Functional | No Relationship N/A N/A NA 0
17(1)(a) Exemptions lthe processing of personal data is necessary for enforcing any legal right or claim; Functional | No Relationship N/A N/A NIA 0 No applicable SCF control
No applicable SCF control
lthe processing of personal data by any court or tribunal or any other body in India which is i
17(1)(6) Exemptions lentrusted by law with the performance of any judicial or quasi-udicial or regulatory or Functional | No Relationship N/A N/A NA 0
lsupervisory function, where such processing is necessary for the performance of such function;
INo appiicable SCF control
Ipersonal data is processed in the interest of prevention, detection, investigation or prosecution
1 Exemptions lof any offence or contravention of any law for the time being in force in India; e || ORI Lz 7 G ®
personal data of Data Principals not within the territory of India is processed pursuant to any INo applicable SCF control
1701)(d) Exemptions lcontract entered into with any person outside the territory of India by any person based in Functional | No Relationship. WA WA NA 0
India;
INo appiicable SCF control
lthe processing s necessary for a scheme of compromise or arrangement or merger or
famalgamation of two or more companes or a reconstruction by way ofdemerger f othervise
17)(e) Exemptions lof a company. or transfer of undertaking of one or more company to another company, o Functional | No Relationship NA NA NA 0
Involving diision of one or more companies, approved by a court o tibunal o other suthority
[competent to do so by any law for the time being in force; and
e processing is for the purpose of ascertaining the financial information and assets and NG appicable SCF control
liabilities of any person who has defaulted in payment due on account of a loan or advance
170 Exemptions taken from a financial institution, subject to such processing being in accordance with the Functional | No Relationship NA NA NA 0
provisions regarding disclosure of information or data in any other law for the time being in
No applicable SCF control
172) Exemptions [The provisions of this Act shall not apply in respect of the processing of personal data— Functional | No Relationship NA NA NA 0
oy such instrumentality of the State as the Central Government may notify, in the interests of o applicable SCF control
lsovereignty and integrity of India, security of the State, friendly relations with foreign States,
@ xemptions maintenance of public order or preventing incitement to any cognizable offence relating to any |  Functional | No Relationship
170)(a) 2 t f public ord ting incitement t ble off lating t Functional | No Relationshi NA NA NA 0
o these, and the processing by the Central Government of any personal data that such
instrumentality may furnish to it; and
Inecessary for research, archiving or statistical purposes if the personal data is not to be used to INo applicable SCF control
17Q)(b6) Exemptions ltake any decision specific to a Data Principal and such processing is carried on in accordance Functional | No Relationship. N/A N/A NA 0
|with such standards as may be prescribed:
[The Central Government may, having regard to the volume and nature of personal data INo applicable SCF control
rocessed, notify certain Data Fiduciaries or class of Data Fiduciaries, including startups, as .
176) Exemptions IData Fiduciaries to whom the provisions of section 5, sub-sections (3) and (7) of section 8 and s || R (R nA (5 ®
Jsections 10 and 11 shall not apply.
in respect of processing by the State or any instrumentality of the State, the provisions of sub- No applicable SCF control
Jsection (7) of section 8 and sub-section (3) of section 12 and, where such processing is for
1@ Exemptions purpose that does not include making of a decision that affects the Data Principal, sub-section |  Functional | No Relationship &2 e [ ©
(2) of section 12 shall not apply.
INo applicable SCF control
IThe Central Government may, before expiry of five years from the date of commencement of i
17(5) Exemptions lthis Act, by notification, declare that any provision of this Act shall not apply to such Data Functional | No Relationship N/A N/A NA 0
Fiduciary or classes of Data Fiduciaries for such period as may be specified in the notification.
18 Establishment of Board |/ Functional | No Relationship. WA WA NA 0 o applicable SCF control
[With effect from such date as the Central Government may, by notification, appoint, there shall INo applicable SCF control
18(1) Establishment of Board  |be established, for the purposes of this Act, a Board to be called the Data Protection Board of | Functional | No Relationship. NA NA NA 0
India
Mechanisms exist to align security, compliance and resilience capabiities
[T Board shal b a body corporate by the name aforesaic naving perpetual succession and a cteering Committee & |with business requirements through a steering committee or advisory board,
[common seal, with power, subject to the provisions of this Act, to acquire, hold and dispose of eering Committee 1 [comprised of key cybersecurity, data protection and business executives,
18(2) Establishment of Board |00ty "hoth movable and immovable, and to contract and shall, by the said name, sue or be | Functional Subset Of Program Oversight GOV-0L1 O eets formally and on a reguiar basis. 10
18(3) ofBoard  [The of the Board shall be at such place as the Central Government may oty Functional | No Relationship. N/A N/A NA 4 [No applicable SCF control
INo applicable SCF control
Composition and Qualifications i
19 for Appointment of Chairperson N/A Functional | No Relationship NA NA NA 0
d Members
Composition and Qualifications o applicable SCF control
19(1) for Appointment of Chairperson 2:/3‘:‘?;‘::[‘;‘;;“:5%"' a Chairperson and such number of other Members as the Central Functional | No Relationship N/A NA N/A 0
and Members
Composition and Qualifications [Nelepeicsbiziechente]
[The Chairperson and other Members shall be appointed by the Central Government in such .
192) for ppaintment of Chairperson {15 00 a0 Ot Functional | No Relationship. WA WA NA 0
Mechanisms exist to assign one or more qualified individuals with the mission]
fThe Chairperson and other Members shall be a person of ability, integrity and standing who land resources to centrally-manage, coordinate, develop, implement and
possesses specil knowledge o practical experince Inthe el of data governance Imaintain an enterprise-wide Security, Compliance & Resilience Program
c tion and f laws related to social or consumer protection, dispute Assigned Securlty. (SCRP).
193) | for Appaintment of Chairperson e tachnotogy. dlgtal cconomy. iaw. reguiation or | Functional | Intersects with | Compliance & Resilence | Gov-o4 s
ltechno-regulation, or in any other field which in the opinion of the Central Government may be P
useful to the Board, and at least one among them shall be an expert in the field of law.
20 Salary, Alowances Payableto |y Functional | No Relationship N/A NA NA 0 (O S i
Salary, Allowances Payable to_|[€ salary. allowances and other terms and conditions of service of the Chairperson and other No applicable SCF control
2001) : Allowances Payal IMembers shall be such as may be prescribed, and shall not be varied to their disadvantage Functional | No Relationship. WA NA NA 0
Jfter their
200) Sefay, liwances Fayabi ta [T Chalfersan nd othe Hembersshallhold ol fo  trm of two yars and shllbs — e T ) o o N applicable SCF control
No applicable SCF control
bisqualifications for Appointment
21 and Continuation as Chairperson |N/A Functional | No Relationship WA WA NA 0
and Members of Board
-~ - INo applicable SCF control
2101) and Continuation as Chairperson 4 Person shall be disqualified for being appointed and continued as the Chairperson or a Functional | No Relationship N/A N/A NIA 0
and Members of Board .
exist to facilitate the implementation of personnel security
D for Human Resources Security [controls.
21(1)@)  |and Continuation as Chairperson has been adjudged as an insolvent; Functional Subset Of hesources S HRS-01 10
d Members of Board 9
N Mechanisms exist to facilitate the implementation of personnel security
211)(b) and Continuation as Chairperson |25 been convicted of an offence, which in the opinion of the Central Government, involves Functional Subset OF Human Resources Security HRs.01 | contls: 10
"jinuation a2 CHaIMDETSON moral turpitude; anagement
Mechanisms exist to facilitate the implementation of personnel security
bisqualifications for Appointment Hmon esources sty lcontrole
21(1)0)  |and Continuation as Chairperson |has become physically or mentally incapable of acting as a Member; Functional Subset Of esource HRS-01 10
and Members of Board N
-~ Mechanisms exist to facilitate the implementation of personnel security
210000 o Cmm“amn";’s o tperson [1as acquired such financial or other interest, as is likely to affect prejudicially her functions asa| ¢ ooy Subset OF Human Resources Security HRs.01  [cOntOls: 10
and Members of Board | 1eMPer: OF Management
N : Mechanisms exist to facilitate the implementation of personnel security
210 and Continuation as Chairperson 125 50 abused her position s to render her continuance in office prejudicial to the public Functional subsetof | Human Resources Security | e o) [coNtrols 10
"iinuation 25 CHaIMDErSON fnterest Management
N Mechanisms exist to facilitate the implementation of personnel security
or Member shall not be removed from her office by the Central Government Human Resources Security Y [controls.
21421 [and Continuatin a5 Chaierson g ety of bang heard n he matter Functional | Subset of anagement HRS 01 10
22 Res‘gr;f‘}“g; gzv’giamnbfy" and - ya Functional | No Relationship N/A N/A NA 0 NelesiicaEigeCREanET]
Mechanisms exist to facilitate the implementation of personnel security
[rhe Chairperson or any other Member may give notice in writing to the Central Government of lcontrols,
resigning from her office, and such resignation shall be effective from the date on which the
2201) Resignation by Members and | ntra) Government permits her to relinquish office, or upon expiry of a period of three months | Functional Subsetof | Human Resources Security | igg 5 10

Filling of Vacancy

ffrom the date of receipt of such notice, or upon a duly appointed successor entering upon her
loffice. or upon the expiry of the term of her office, whichever is earliest.

Management
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|A vacancy caused by the resignation or removal or death of the Chairperson or any other

[Mechanisms exist to facilitate the implementation of personnel security

22(2) Resignation by Members and yemper, or otherwise, shall be filled by fresh appointment in accordance with the provisions of | Functional Subset of | Human Resources Security | ips.57 |controls. 10
Filling of Vacancy [Hember Management
Mechanisms exist to facilitate the implementation of personnel security
[The Chairperson and any other Member shall not, for a period of one year from the date on lcontrols,
lwhich they cease to hold such office, except with the previous approval of the Central
223) Resignation by frembers and. Iovernment, accept any employment, and shall also disclose to the Central Government any Functional Subsetof | HumanResources Securlty | .01 10
9 4 lsubsequent acceptance of employment with any Data Fiduciary against whom proceedings o
|were initiated by or before such Chairperson or other Member.
23 Proceedings of Board VA Functional | No Relationship N/A NA NA 0 [oeEE e G
Mechanisms exist to align security, compliance and resilience capabilities
[The Board shall observe such procedure in regard to the holding of and transaction of business Steering Committee & |with business requirements through a steering committee or advisory board,

23(1) Proceedings of Board lat its meetings, including by digital means, and authenticate its orders, directions and Functional Intersects With Pro rgm oversight GOV-01.1 [comprised of key cybersecurity, data protection and business executives, 5

instruments in such manner as may be préscribed. 9 o |which meets formally and on a regular basis.

232) Proceedings of Board INo act or proceeding of the Board shall be invalid merely by reason of— Functional | No Relationship N/A NA NA 0 [oerER R G
232)(a) Proceedings of Board lany vacancy in or any defect in the constitution of the Board; Functional | No Relationship N/A NA NIA 0 NClealicaHilechEaEs]
P20 rocecdings of Board |30 Sefect 1 he appoITiment of a person acting o the Chaiperson o other Hember ofthe Functional | No Refationship T o o o INo applicable SCF control
232)(0) Proceedings of Board  fany irregularity in the procedure of the Board, which does not affect the merits of the case. Functional | No Relationship. N/A N/A NA 4 [No applicable SCF control

[When the Chairperson is unable to discharge her functions owing to absence, liness or any INo applicable SCF control

233) Proceedings of Board other cause, the senior-most Member shall discharge the functions of the Chairperson untilthe |  Functional | No Relationship /A NA NA 0

[date on which the Chairperson resumes her duties.
[The Board may, with previous approval of the Central Government, appoint such officers and INo applicable SCF control
lemployees as it may deem necessary for the efficient discharge of its functions under the
2 Officers and Employees of Board |y igions of this Act, on such terms and conditions of appointment and service as may be Ehecicne gy [NeRestionehip R a [ 0
prescribe
[The Chairperson, Members, officers and employees of the Board shall be deemed, when acting INo applicable SCF control
25 Members and Officers B¢ lor purporting to act in pursuance of provisions of this Act, to be public servants within the Functional | No Relationship N/A N/A N/A 0
ul Imeaning of section 21 of the Indian Penal Code.
26 Powers of Chairperson  [The Chairperson shall exercise the following powers, namely:— Functional | No Relationship N/A NA NIA 0 No applicable SCF control
Mechanisms exist to align security, compliance and resilience capabilties
|with business requirements through a steering committee or advisory board,
2600 powers of Chairperson _|[JSneral superintendence and giving direction in respect of all administrative matters of the runctional | intersects witn |  Steering Committee & | oo+ Komprised of key cybersecurity, data protection and business executes, s
Board; Program Oversight |which meets formally and on a regular basis
chaniens SXstto sl Securty,complance an resllerce copabites
" fhcer of the Board to scru ot i, re cteering Committee & with busi through a steering committee or advisory board,
lauthorise any officer of the Board to scrutinise any intimation, complaint, reference or cering Committee KComprised of ke cybersecurity, data protection and business execatwes.
26(b) Powers of Chairperson ~[29inonse ory officer of (e Boerd o sery s Functional | Intersects with | S'Sein Commitiee Gov-o1.1 comerised ofkey cybersecuriy,data protect 5
Mechanisms exist to align security, compliance and resiience capabilities
o ” any of the functions o the Board and conduct any of it . Steering Committee & |with business requirements through a steering committee or advisory board,
lauthorise performance of any of the functions of the Board and conduct any of its proceedings, eering Committee . lcomprised of key cybersecurity, data protection and business execufives,
26() Powers of Chairperson o individual Member or groups of Members and to allocate proceedings among them. Functional | Intersects With | “program oversight GOV L e meets formally and on a regular basis, ®
27 Powers and Functions of Board |N/A Functional | No Relationship N/A NA N/A 0 [oEEIEER R G
2701) Powers and Functions of Board [The Board shall exercise and perform the following powers and functions, namely:— Functional | No Relationship N/A NA N/A 0 [oerHE R G
Mechanisms exist to align security, compliance and resilience capabilities
on eceipt of an ntimation of personal da breach under sub-section () of secton & o irect Steering Committee & |with business requirements through a steering committee or advisory board,
27()(@) Powers and Functions of Board [any urgent remedial or mitigation measures in the event of a personal data breach, an Functional | Intersects with | S'eering Committee GOV-01.1  |comprised of key cybersecurity, data protection and business executives, 5
linquire into such personal data breach and impose penalty as provided in this Act; 91 9 [which meets formally and on a regular basis.
Mechanisms exist to align security, compliance and resilience capabilities
lon a complaint made by a Data Principal in respect of a personal data breach or a breach in |with business requirements through a steering committee or advisory board,
lobservance by a Data Fiduciary of its obligations in relation to her personal data or the exercise Steering Committee & lcomprised of key cybersecurity, data protection and business execufives,
271)(0) Powers and Functions of Board [of her rights under the provisions of this Act, or on a reference made to it by the Central Functional | Intersects with | SiSein0 Committee GOV-01.1  |which meets formally and on a regular basis. 5
overnment or a State Government, or in compliance of the directions of any court, to inquire
into such breach and impose penalty as provided in this Act;
Mechanisms exist to align security, compliance and resiience capabilities
lon a complaint made by a Data Principal in respect of a breach in observance by a Consent cteering Committee & lwith business requirements through a steering committee or advisory board,
27(1)(0) Powers and Functions of Board [Manager of its obligations in relation to her personal data, to inquire into such breach and Functional | Intersects With rogram o e GOV-01.1  [comprised of key cybersecurity, data protection and business executives, 5
mposs penalty as provided in this At rogram Oversig |which meets formally and on a regular basis
Mechanisms exist to align security, compliance and resiience capabilities
of an intimation of breach of ition of reqistration of  Consent . . cteering Committee & |with business requirements through a steering committee or advisory board,
lon receipt of an intimation of breach of any condition of registration of a Consent Manager, to cering Committee y [comprised of Key cybersecurity, data protection and business execdtives,
inquire into such breach and impose penalty as provided in this Act; ant rogram Oversi
270)(@) Powers and Functions of Board [ LECEIPt OF or a0 o e o o oo o e e s o Functional | Intersects with | S'SeinG Commitiee Gov-o1.1  comprised ofkey cybersecuriy,data protect 5
Mechanisms exist to align security, compliance and resilience capabilities
lon a reference made by the Central Government in respect of the breach in observance of the Steering Committee & |with business requirements through a steering committee or advisory board,
27()(e) Powers and Functions of Board  provisions of sub-section (2) of section 37 by an intermediary. to inquire into such breach and | Functional | Intersects With | Steering Committee Gov-01.1 |comprised of key cybersecurity, data protection and business executives, s
mpose penalty as provided in this Act. rogram Oversigl \which meets formally and on a regular basis
Mechanisms exist to align security, compliance and resiience capabilities
[The Board may, or the effective discharge of its functons under the provision of ths Act, ater steering Committee & |with business requirements through a steering committee or advisory board,
laiving the person concerned an opportunity of being heard and after recording reasons in cering Committee x lcomprised of key cybersecurity, data protection and business executives,
272) Powers and Functions of Board riting, ssue such directions a it may consder necessary tosuch person, who shallbe bound Functional | Intersects With | - “program oversight GOV-0L L meets formally and on a regular basis. s
0 comply with the same.
[The Board may, on a representation made to it by a person affected by a direction issued under, Mechanisms exist to allgn security, compliance and resiience capabiiiies
lsub-section (1) or sub-section (2), or on a reference made by the Central Government, modify, steering Committee & |with business requirements through a steering committee or advisory board,
27(3) Powers and Functions of Board [suspend, withdraw or cancel such direction and, while doing so, impose such conditions as it Functional | Intersects with | Sieering committee GOV-01.1  [comprised of key cybersecurity, data protection and business executives, 5
imay deem fit, subject to which the modification, suspension, withdrawal or cancellation shall rogram Oversig! [which meets formally and on a regular basis.
have effect.
" Procedure toBe Followed By [VA Functional | No Relationshin m m m 5 o applicable SCF control
exist t0 align security, compliance and resilience capabilities.
[The Board shall function as an independent body and shall, as far as practicable, function as a lwith business requirements through a steering committee or aduisory board,
280) Procedure to Be Followed By ~[digital office, with the receipt of complaints and the allocation, hearing and pronouncement of | ¢ oo || Steering Committee & | o011 |comprised of key cybersecurity, data protection and business executives, s
ecisions in respect of the same being digital by design, and adopt such techno-legal measres rogram Oversi
d (de t of the being digital by desig d adopt such techno-legal Program O ight [which meets formally and on a regular basis.
las may be prescribed
Mechanisms exist to align security, compliance and resiience capabilities
frhe Board may, on receipt of an intimation or complaint or reference or directions as referred Iwith business requirements through a steering committee or advisory board,
28(2) Procedure to Be Followed BY g in sub-section (1) of section 27, take action in accordance with the provisions of this Actand |  Functional | Intersects with | 'eering Committee & | - goy.gp 1 - |comprised of key cybersecurity, data protection and business executives, 5
r e rures made theneuner rogram Oversig |which meets formally and on a regular basis
Mechanisms exist to align security, compliance and resiience capabilities
|with business requirements through a steering committee or advisory board,
28(3) Procedure to Be Followed BY (11 goarg shall determine whether there are sufficient grounds to proceed with an inquiry, Functional | Intersects with |  Steering Committee & | g4y 7 5 |comprised of key cybersecurity, data protection and business executives, 5
rd Program Oversight [which meets formally and on a regular basis.
Mechanisms exist to align security, compliance and resilience capabilities
srocedure to be Folowed 8y | e Board det et cent arounds. it may. £ . Steering Committee & |with business requirements through a steering committee or advisory board,
rocedure to Be Followed By In case the Board determines that there are insufficient grounds, it may, for reasons to be eering Committee y lcomprised of Key cybersecurity, data protection and business executives,
rd recorded in writing, close the proceedings. Program Oversight i . requt
28(4) Functional | Intersects With Gov-o1.1  comerised ofkey cybersecuriy,data protect 5
Mechanisms exist to align security, compliance and resiience capabilities
I case the Board determines that there are sufficient grounds to proceed with inquiry, it m: |with business requirements through a steering committee or advisory board,
28(5) Procedure to Be Followed BY ror reasons to be recorded in writing, inquire into the affairs of any person for ascertaining Functional | Intersects with |  S{eering Committee & GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 5
Iwhether such person is complying with or has complied with the provisions of this Act. 91 9 |which meets formally and on a regular basis.
Mechanisms exist to align security, compliance and resiience capabilities
orocedure to Be Followed By IThe Board shall conduct such lowing th s of natural Justice and shallrecord cteering Committee & [with business requirements through a steering committee or advisory board,
rocedure to Be Followed By  [The Board shall conduct such inquiry following the principles of natural justice and shall recor cering Committee y [comprised of Key cybersecurity, data protection and business executives,
28(6) d Ireasons for its actions during the course of such inquiry. Functional | Intersects With Program Oversight GOV-0L1  LLeh meets formally and on a regular basis. 5
FFor the purposes of discharging its functions under this Act, the Board shall have the same o applicable SCF control
28(7) Procedure to Be Followed BY loowers as are vested in a civil court under the Code of Civil Procedure, 1908, in respect of Functional | No Relationship N/A N/A N/A 0
matters relating to—
28(7)(a) Procedure to Be Followed BY - |qymmoning and enforcing the attendance of any person and examining her on oath; Functional | No Relationship N/A NA NIA 0 No applicable SCF control
28(7)(6) Procedure to Be Followed BY eceiving evidence of affidavit requiring the discovery and production of documents: Functional | No Relationship. NA NA NA 0 [No applicable SCF control
287100 Procedure to Be Followed BY ingpecting any data, book, document, register, books of account or any other document; and Functional | No Relationship /A VA NA 0 [No appllcable SCF control
28(7)(d) Procedure to Be Followed BY o, ch other matters as may be prescribed. Functional | No Relationship. WA NA NA 0 o applicable SCF control
i INo applicable SCF control
Procedure to Be Followed By [The Board or its officers shall not prevent access to any premises or take into custody any ’
28(8) rd lequipment or any item that may adversely affect the day-to-day functioning of a person Eirciona e iz A A ®
[The Board may require the services of any police officer or any officer of the Central INo applicable SCF control
28(9) Procedure to be Followed BY Igovernment or a State Government to assist it for the purposes of this section and it shall be Functional | No Relationship N/A N/A N/A 0
Jthe duty of every such officer to comply with such requisition
[During the course of the inquiry, ifthe Board considers it necessary, it may for reasons to be INo applicable SCF control
28(10) Procedure to Be Fallowed By recarded in writing, issue interim orders ater iving the person concerned an opportunty of Functional | No Relationship N/A N/A N/A 0
being he:
Procedure to Be Followed By [°" :Dmp\elwn of the inquiry and after giving the person concerned an opportunity of being INo applicable SCF control
28(11) ey Y |heard, the Board may for reasons to be recorded in writing, either close the proceedings or Functional | No Relationship NA NA NA 0
roceed in accordance with section 33
28012) Procedure to Be Followed By |At any stage after receipt of a complaint, if the Board is of the opinion that the complaint is DI [ — m m D 0 [NofzbpicaielSCRContC]
rd false or frivolous, it may issue a warning or impose costs on the complainant. ctional[[Roie o hip)
[Any person aggrieved by an order or direction made by the Board under this Act may prefer an INo applicable SCF control
29 Appeal to Appelate Tribunal |10 PeTsof 293rieved by on 21der of Functional | No Relationship N/A NA NA 0
[Every appeal under sub-section (1) shall be filed within a period of sixty days from the date of INo applicable SCF control
201) Appeal to Appellate Tribunal  [receipt of the order or direction appealed against and it shall be in such form and mannerand |  Functional | No Relationship N/A NA NA 0
Jshall be accompanied by such fee as may be prescribed
[Every appeal under sub-section (1) shall be filed within a period of sixty days from the date of INo applicable SCF control
29(2) Appeal to Appellate Tribunal  |receipt of the order or direction appealed against and it shall be in such form and manner and |  Functional | No Relationship. N/A NA NA 0
Jshall be accompanied by such fee as may be prescribed
fThe Appellate Tribunal may entertain an appeal after the expiry of the period specified in sub- INo applicable SCF control
29(3) Appeal to Appellate Tribunal  [section (2), if it is satisfied that there was sufficient cause for not preferring the appeal within |  Functional | No Relationship NA NA NA 0
jthat perio
INo appiicable SCF control
lOn receipt of an appeal under sub-section (1), the Appellate Tribunal may, after giving the
29(4) Appeal to Appellate Tribunal  [parties to the appeal, an opportunity of being heard, pass such orders thereon as it thinks fit, Functional | No Relationship NA NA NA 0
[confirming, modifying or setting aside the order appealed against.
200 Appeal to Appellate Tribanal [TNE APPEIate TAbunal shall send a copy of every order made by it to the Board and to the — | p— = o = o INo applicable SCF control
parties to the appeal.
INo appiicable SCF control
[The appeal filed before the Appellate Tribunal under sub-section (1) shall be dealt with by it as eE
29(6) Appeal to Appellate Tribunal ossible and endeavour shall be made by it to dispose of the appeal finally Functional | No Relationship. WA NA NA 0

[within six months from the date on which the appeal is presented to it
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[Where any appeal under sub-section (6) could not be disposed of within the period of six INo applicable SCF control
29(7) Appeal to Appellate Tribunal [ months, the Appellate Tribunal shall record its reasons in writing for not disposing of the appeal | Functional | No Relationship. NA NA NA 0
[within that period.
[Without prejudice to the provisions of section 14A and section 16 of the Telecom Regulatory INo appiicable SCF control
20(8) Appeal to Appellate Tribunal ~|Authority of India Act, 1997, the Appellate Tribunal shall deal with an appeal under this section |  Functional | No Relationship. NA NA NA 0
in accordance with such procedure as may be prescribed.
INo appiicable SCF control
[Where an appeal i filed against the orders of the Appellate Tribunal under this Act, the
290 Appeal to Appellate Tribunal oo, igions of section 18 of the Telecom Regulatory Authority of India Act, 1997 shail apply. MEET] || EDREEEED R Ra L °
INo appiicable SCF control
In respect of appeals filed under the provisions of this Act, the Appellate Tribunal shall, as far as| eE
29(10) Appeal to Appellate Tribunal  |practicable, function as a digital office, with the receipt of appeal, hearing and pronouncement |  Functional | No Relationship. WA NA NA 0
lof decisions in respect of the same being digital by design.
Grders Passed By Appeliate o appiicable SCF control
30 Tribunal To Be Executable As  [N/A Functional | No Relationship WA NA NA 0
Decree
Orders Passed By Appellate [An order passed by the Appellate Tribunal under this Act shall be executable by it as a decree [No appiicable SCF control
30(1) Tribunal To Be Executable As |of civil court, and for this purpose, the Appellate Tribunal shall have all the powers of a civil Functional | No Relationship NA NA NA 0
cree lcourt.
Orders Passed By Appellate |Notwithstanding anything contained in sub-section (1), the Appellate Tribunal may transmit any INo appiicable SCF control
3002) Tribunal To Be Executable As ~[order made by it to a civil court having local jurisdiction and such civil court shall execute the | Functional | No Relationship NA NA NA 0
Decree Jorder as if it were a decree made by that court.
IIf the Board is of the opinion that any complaint may be resolved by mediation, it may direct [No applicable SCF control
lthe parties concerned to attempt resolution of the dispute through such mediation by such
31 Alternate Dispute Resolution eiator as the parties may mutually agree upon, or as provided for under any law for the time| ~ Functional | No Relationship iz iz G ©
being in force in India
32 Voluntary Undertakin A Functional | No Relationshi WA WA NA 0 o applicable SCF control
v 9 p
INo appiicable SCF control
[The Board may accept a voluntary undertaking in respect of any matter related to observance
32 Voluntary Undertaking lof tne provisions of this Act from any person at any stage of a proceeding under section 28. REmEitn] || MR iz iz G ®
[The voluntary undertaking referred to in sub-section (1) may include an undertaking to take INo appiicable SCF control
32(2) Voluntary Undertaking  |such action within such time as may be determined by the Board, or refrain from taking such Functional | No Relationship. WA NA NA 0
Jaction, and or publicising such undertaking
[The Board may, after accepting the voluntary undertaking and with the consent of the person [P B G
323 Voluntary Undertaking  \/n; gave the voluntary undertaking vary the terms included in the voluntary undertaking. WIECE ] (LOLELELENT Lz R A 0
[The acceptance of the voluntary undertaking by the Board shall constitute a bar on proceedings INo appiicable SCF control
324) Voluntary Undertaking  |under the provisions of this Act as regards the contents of the voluntary undertaking, exceptin | Functional | No Relationship NA NA NA 0
lcases covered by sub-section (5)
[Where a person fails to adhere to any term of the voluntary undertaking accepted by the Board,| INo applicable SCF control
Jsuch breach shall be deemed to be breach of the provisions of this Act and the Board may, after
32(5) Voluntary Undertaking  lgiying such person an opportunity of being heard, proceed in accordance with the provisions of | unctional | No Relationship Rz iz G ©
Jsection 33.
[Where a person fails to adhere to any term of the voluntary undertaking accepted by the Board| INo appiicable SCF control
Jsuch breach shall be deemed to be breach of the provisions of this Act and the Board may. after|
3205 Voluntary Undertaking  lgiying such person an opportunity of being heard, proceed in accordance with the provisions of | Functional | No Relationship e fua A J
Jsection 33
33 Penalties IN/A Functional | No Relationship N/A N/A NIA 0 Neepelicabiescheontol
INo appiicable SCF control
If the Board determines on conclusion of an inquiry that breach of the provisions of this Act or
331) Penalties fthe rules made thereunder by a person is significant, it may, after giving the person an Functional | No Relationship. NA NA NA 0
lopportunity of being heard, impose such monetary penalty specified in the Schedule.
[While determining the amount of monetary penalty to be imposed under sub-section (1), the INo appiicable SCF control
332 Penalties Board shall have regard to the following matters, namely:— GEEE] ] (BOGEEE B L iy (0 o
332)(a) Penalties lthe nature, gravity and duration of the breach; Functional | No Relationship N/A N/A N/A 0 [NefzppiicabielSCRconte]
33(2)(b) Penalties lthe type and nature of the personal data affected by the breach; Functional | No Relationship N/A N/A NA 0 [oEEEE= RS G
33(2)(c) Penalties repetitive nature of the breach; Functional | No Relationship N/A N/A NIA 0 [oeEmE= e G
332)(d) Penalties [whether the person, as a result of the breach, has realised a gain or avoided any loss; Functional | No Relationship N/A N/A NIA 0 eepelicabieScheontol
[Whether the person took any action to mitigate the effects and consequences of the breach, INo appiicable SCF control
33(2)(e) Penalties e e K et (idate the Functional | No Relationship. NA NA NA 0
INo appiicable SCF control
|whether the monetary penalty to be imposed is proportionate and effective, having regard to
3310 Penalties fthe need to secure observance of and deter breach of the provisions of this Act; and G || (G REEEEE) LA LA G ©
332)(9) Penalties lthe likely impact of the imposition of the monetary penalty on the person. Functional | No Relationship N/A N/A NIA 0 eepelicabieScheontol
Crediting Sums Realised By Way INo appiicable SCF control
|All sums realised by way of penalties imposed by the Board under this Act, shall be credited to
34 of Penaltes To Consolidated - 11 401 CEeRed B 0 e Functional | No Relationship. WA WA NA 0
INo suit, prosecution or other legal proceedings shall lie against the Central Government, the [No appiicable SCF control
Protection of Action Taken in ~ [Board, its Chairperson and any Member, officer or employee thereof for anything which is done
3 Good Faith lor intended to be done in good faith under the provisions of this Act or the rules made GIEEE ] (LBOLELE BT A A L2 o
fthereunder.
1o |The Central Government may, for the purposes of this Act, require the Board and any Data INo appiicable SCF control
36 Power o Call for Information |¢iguciary or intermediary to furnish such information as it may call for. GIEEE] || MOREEEE e e G ©
INo appiicable SCF control
37 [Powerof Central Govemment Toly, Functional | No Relatonship WA WA A 0
[The Central Government or any of its officers specially authorised by it in this behalf may, upon [No applicable SCF control
receipt of a reference in writing from the Board that—
lafter giving an opportunity of being heard to that Data Fiduciary, on being satisfied that it is
3701) Power of Central Govertment T0 ecessary or expedient 5o to do, in the interests of the general public, for reasons to be Functional | No Relationship N/A N/A N/A 0
recorded in writing, by order, direct any agency of the Central Government or any intermediary
lto block for access by the public or cause to be blocked for access by the public any such
information
INo appiicable SCF control
37(1)@)  |Fower of Central Government To [ntimates the impositon of monetary penlty by the Board on a Data Fiducary i tw0 Or mOre. | eunctional | No Relationship 3 m o 0
ladvises, in the interests of the genera\ public, the blocking for access by the public to any INo applicable SCF control
Power of Central eceived, stored or hosted, in any computer resource that
37(1)(b) Issue Directions lenables such Data Fiduciary to :arry on any activity relating to offering of goods or services to | Functional | No Relationship R R R ®
Data Principals within the territory of India,
INo appiicable SCF control
Power of Central Government To Every intermediary who receives a direction issued under sub-section (1) shall be bound to
37(2) e oo [Comply with the same. Functional | No Relationship NA NA NA 0
FFor the purposes of this section, the expressions “computer resource”, “information” and INo appiicable SCF control
373) Power of Central Government To intermediary” shall have the meanings respectively assigned to them in the Information Functional | No Relationship N/A N/A NIA 0
[Technology Act, 2000,
38 Consistency With Other Laws ~[N/A Functional | No Relationship. A NA NA o INo appiicable SCF control
380) Consistency Wit Otmer Laws I, Lehiaons 0L E AL Shall Be 1 4o L3 30 Nt 1 derogation f any Gther W or e | puncional | No Relatonship m o m 5 INo appiicable SCF control
INo appiicable SCF control
In the event of any conflict between a provision of this Act and a provision of any other law for
382) Consistency With Other Laws i time being in force, the provision of this Act shall prevail to the extent of such conflict. Rt || R 2 iz A ©
INo appiicable SCF control
INo civil court shall have the jurisdiction to entertain any suit or proceeding in respect of any
Imatter for which the Board is empowered under the provisions of this Act and no injunction
39 Bar of Jurisdiction lshall be granted by any court or other authority in respect of any action taken or to be taken in | Functional | No Relationship R Rl R ®
lpursuance of any power under the provisions of this Act.
40 Power To Make Rules INiA Functional | No Relationship N/A N/A N/A o No applicable SCF control
[The Central Government may, by notification, and subject to the condition of previous INo appiicable SCF control
20(1) Power To Make Rules  [publication, make rules not inconsistent with the provisions of this Act, to carry out the Functional | No Relationship. WA WA NA 0
lpurposes of this Act.
n particular and without prejudice to the generality of the foregoing power, such rules may INo appiicable SCF control
40(2) Power To Make Rules |01 Do B g mattore. rametyee Functional | No Relationship. NA NA NA 0
0@ Power To Make Rules |11 2nr I Which I otice gven by th Data Fiduciary o 2 Data Pancipal snall orm P, | uncuonal | No Relationship o o o o INo appiicable SCF control
02 Power To Make Rules [, manir n Which Ehe 10tce oven by Ehe Data FGuciry £ a Data Princpalshall IHorm R, | Eunceional | No Relatonship o o m B INo appiicable SCF control
2020 Power To Make Rules [ TanTer of accountabiy and the oBigatons of Consent Manager under Su-3ection ® o | Eunceional | No Relatonship o o I 5 INo appiicable SCF control
0@ Fower To Make Rules [ anner of egitration of Consent Manager and the conditions relatng tereto, Under Sub- | Euncronal | No Relatonship I B B 3 INo appiicable SCF control
Jsection (9) of section
[the subsidy, benefit, service, certificate, licence or permit for the provision or issuance of which, INo appiicable SCF control
20(2)(e) Power To Make Rules [0 o e S e, e et (o) o aection 7 Functional | No Relationship. NA NA NA )
020 Power To Make Rules [ oI and manner of nimaton of persanal daa breach to the Board under 5ub-32con ©) | Eunctional | No Relatonship — — D o INo appiicable SCF control
[the time period for the specified purpose to be deemed as no longer being served, under sub- INo appiicable SCF control
40(2)(9) Power To Make Rules 112 e berod for fhe, Functional | No Relationship. NA NA NA 0
[the manner of publishing the business contact information of a Data Protection Officer under INo appiicable SCF control
40(2)(hn) Power To Make Rules [In© Tarner of peblishing i Functional | No Relationship. NA NA NA 0
4002)00) Power To Make Rules  [the manner of obtaining verifiable consent under sub-section (1) of section 9; Functional | No Relationship. NA NA NA 0 [No applicable SCF control
[the classes of Data Fiduciaries, the purposes of processing of personal data of a child and the INo appiicable SCF control
40(2)()) Power To Make Rules lconditions relating thereto, under sub-section (4) of section 9; Gensitnel) || MoREEEEED LR L (R ®
[the other matters comprising the process of Data Protection Impact Assessment under sub- INo appiicable SCF control
4002)() Power To Make Rules [ O s g e e e araion 10 Functional | No Relationship. WA WA NA 0
[the other measures that the Significant Data Fiduciary shall undertake under sub-clause (i) of INo appiicable SCF control
202)() power To Make Rules [0 08T R es et e g o Functional | No Relationship. WA NA NA 0
[the manner in which a Data Principal shall make a request to the Data Fiduciary to obtain INo appiicable SCF control
40(2)(m) Power To Make Rules  [information and any other information related to the personal data of such Data Principal and | Functional | No Relationship NA NA NA 0
ts processing, under sub-section (1) of section 11;
[the manner in which a Data Principal shall make a request to the Data Fiduciary for erasure of INo appiicable SCF control
40(2)(n) Power To Make Rules e et 1 lich & Dt P o 15 Functional | No Relationship. WA WA NA 0
0@ Pomer ToMake Rules _|Fhe BeT24 W whichthe Data Fiduciary shall respond (o any grevances under sl section Functional | No Relationship - - D 0 INo appiicable SCF control
w020 bower To Make Rules ¢ MaNTer of nomination f any oEher ndividual by the Data Pincpal under sub-5ecton () of | uncional | No Relationshp — — D o INo appiicable SCF control
w2 Power ToMake Rules _|Fh SF2nCards o processing the personal data for exemplion under cause () of sub-section ) | o o o o INo appiicable SCF control
[the manner of appointment of the Chairperson and other Members of the Board under sub- INo appiicable SCF control
40021 Power To Make Rules [1ne 020" of 3pholniine Functional | No Relationship. NA NA NA 0
[the salary, allowances and other terms and conditions of services of the Chairperson and other INo appiicable SCF control
40(2)(s) Power To Make Rules A o oo o Functional | No Relationship. WA NA NA 0
2020 Power To Make Rules 128 MaNTer of authentication of orders, irectons and Instruments under sub-section (1) of Functional | No Relationship o A A o INo appiicable SCF control
0@ Pawer To Make Rules |78 K61S a1 Conditions of appoiTkment and service of oficers and employees of the Board Functionall | No Relationship. m B m 3 INo appiicable SCF control
202)() Power To Make Rules lthe techno-legal measures to be adopted by the Board under sub-section (1) of section 28; Functional | No Relationship N/A N/A N/A 0 [oEEEIE=R RS Gt
40(2)(w) Power To Make Rules. lthe other matters under clause (d) of sub-section (7) of section 28; Functional | No Relationship N/A N/A N/A 0 NeleeElicabicleChica iR
402)(x) Power To Make Rules lthe form, manner and fee for filing an appeal under sub-section (2) of section 29; Functional | No Relationship N/A N/A NIA 0 Neepelicabiescheontol
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GelLInD Relationship L7 ] Control Description Relationship
202)(y) Power To Make Rules lthe procedure for dealing an appeal under sub-section (8) of section 29; Functional | No Relationship N/A NA NIA 0 [oeEEE=R e G
w02 Power To Make Rules [l Jer melier Which = o b o may b prescibed or i espect of Whch provsion = 19 b€, | Funcional | No Relationsip T D o o INo applicable SCF control
INo appiicable SCF control
Every rule made and every notification issued under section 16 and section 42 of this Act shall
be laid, as soon as may be after it is made, before each House of Parliament, while it is in
lsession, for a total period of thirty days which may be comprised in one session or in two or
Imore successive sessions, and if before the expiry of the session immediately following the
a1 Laying of Rutes and Certain  ksession or the successive sessions aforesaid, both Houses agree in making any modification in | Functional | No Relationship N/A N/A N/A 0
i lthe rule or notification or both Houses agree that the rule or notification should not be made or
ssued, the rule or notification shall thereafter have effect onl modified form or be of
o effect, as the case may be: so, however, that any such modification or annulment shall be
|without prejudice to the validity of anything previously done under that rule or notification.
a2 Power To Amend Schedule  [N/A Functional | No Relationship N/A NA NA 4 [No applicable SCF control
INo appiicable SCF control
[The Central Government may, by notification, amend the Schedule, subject to the restriction
420) Power To Amend Schedule  [that no such notification shall have the effect of increasing any penalty specified therein to Functional | No Relationship. NA NA NA 0
Imore than twice of what was specified in it when this Act was originally enacted
[Any amendment notified under sub-section (1) shall have effect as if enacted in this Act and INo appiicable SCF control
4202) Power To Amend Schedule 1 @ edm et o e o o i, Functional | No Relationship. WA NA NA 0
a3 Power To Remove Difficulties |N/A Functional | No Relationship N/A NA N/A 0 [oeEE e G
i any difficulty arises in giving effect to the provisions of this Act, the Central Government may, INo appiicable SCF control
by order published in the Official Gazette, make such provisions not inconsistent with the .
s Power To Remove Difficulties |, qvisions of this Act as may appear to it to be necessary or expedient for removing the Gomeine) || (D GEHEE iz o2 G ®
lifficulty.
INo order as referred to in sub-section (1) shall be made after the expiry of three years from the INo appiicable SCF control
432) Power To Remove Difficulties [yoy0! e o oo e ot o e e Functional | No Relationship. NA NA NA 0
4303) Power To Remove Difficulties |=ver?,order Made under this section shall be lald, as soon as may be after it is made, before Functional | No Relationship. NA NA NA 0 [No applicable SCF control
4 Amendments To Certain Acts  [N/A Functional | No Relationship NA NA NA o INo appiicable SCF control
in section 14 of the Telecom Regulatory Authority of India Act, 1987, n clause (c), for sub- INo appiicable SCF control
4@ Amendments To Certain ACts _|jauses (i) and (i, the following sub-clauses shall be substituted, namely:— i || WOREEEEED R b b °
241)(0) Amendments To Certain Acts  [the Appellate Tribunal under the Information Technology Act, 2000; Functional | No Relationship N/A NA N/A 0 [oeEEE=R e G
44(1)(ii) Amendments To Certain Acts [the Appellate Tribunal under the Airports Economic Regulatory Authority of India Act, 2008; and|  Functional | No Relationship N/A N/A N/A 0 [oerE e G
44(1)(iil) Amendments To Certain Acts [the Appellate Tribunal under the Digital Personal Data Protection Act, 2023, Functional | No Relationship N/A N/A N/A 0 Neleaicasiglechicentel
4402) Amendments To Certain Acts  [The Information Technology Act, 2000 shall be amended in the following manner, namely:— Functional | No Relationship. N/A NIA NA 4 No applicable SCF control
44(2)(a) Amendments To Certain Acts [section 43A shall be omitted; Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control
INo appiicable SCF control
in section 81, in the proviso, after the words and figures “the Patents Act, 170", the words and .
42 Amendments To Certain ACts g, res “or the Digital Personal Data Protection Act, 2023” shall be inserted; and G| BT R E) 2 R [ 2
4402)(0) Amendments To Certain Acts _[in section 87, in sub-section (2), clause (ob) shall be omitted. Functional | No Relationship N/A N/A N/A 4 No applicable SCF control
in section 8 of the Right to Information Act, 2005, in sub-section (1), for clause (), the following " INo appiicable SCF control
44(3) Amendments To Certain Acts [ 210 B of (e Tt 1 Informatior Functional | No Relationship. NA NA NA 0
24(3)(i) Amendments To Certain Acts _ [information which relates to personal information; Functional | No Relationship N/A N/A N/A 0 [NofzbplcabialSCREEC]
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