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1
Short title and 

commencement
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

2 Definitions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

3
Sensitive personal data 

or information

Sensitive personal data or information of a person means such personal 
information which consists of information relating to;—
provided that, any information that is freely available or accessible in 
public domain or furnished under the Right to Information Act, 2005 or any 
other law for the time being in force shall not be regarded as sensitive 
personal data or information for the purposes of these rules.

Functional
No 

Relationship
N/A N/A N/A 0

3(i)
Sensitive personal data 

or information
password;

Functional
No 

Relationship
N/A N/A N/A 0

3(ii)
Sensitive personal data 

or information
financial information such as Bank account or credit card or debit card or 
other payment instrument details ;

Functional
No 

Relationship
N/A N/A N/A 0

3(iii)
Sensitive personal data 

or information
physical, physiological and mental health condition;

Functional
No 

Relationship
N/A N/A N/A 0

3(iv)
Sensitive personal data 

or information
sexual orientation;

Functional
No 

Relationship
N/A N/A N/A 0

3(v)
Sensitive personal data 

or information
medical records and history;

Functional
No 

Relationship
N/A N/A N/A 0

3(vi)
Sensitive personal data 

or information
Biometric information;

Functional
No 

Relationship
N/A N/A N/A 0

3(vii)
Sensitive personal data 

or information
any detail relating to the above clauses as provided to body corporate for 
providing service; and

Functional
No 

Relationship
N/A N/A N/A 0

3(viii)
Sensitive personal data 

or information
any of the information received under above clauses by body corporate for 
processing, stored or processed under lawful contract or otherwise:

Functional
No 

Relationship
N/A N/A N/A 0

4

Body corporate to 
provide policy for privacy 

and disclosure of 
information

The body corporate or any person who on behalf of body corporate 
collects, receives, possess, stores, deals or handle information of provider 
of information, shall provide a privacy policy for handling of or dealing in 
personal information including sensitive personal data or information and 
ensure that the same are available for view by such providers of 
information who has provided such information under lawful contract. 
Such policy shall be published on website of body corporate or any person 
on its behalf and shall provide for—

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

4(i)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

Clear and easily accessible statements of its practices and policies;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

4(ii)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

type of personal or sensitive personal data or information collected under 
rule 3;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

4(iii)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

purpose of collection and usage of such information;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

4(iv)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

disclosure of information including sensitive personal data or information 
as provided in rule 6;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

4(v)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

reasonable security practices and procedures as provided under rule 8.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-ind-privacy-rules-2011.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
http://www.wipo.int/edocs/lexdocs/laws/en/in/in098en.pdf
India - Information Technology Rules (Privacy Rules) (2011)

Secure Controls Framework (SCF) 1 of 4



Focal Document:
Reference Document: Focal Document URL:

STRM Guidance: Published STRM URL:

FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-ind-privacy-rules-2011.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
http://www.wipo.int/edocs/lexdocs/laws/en/in/in098en.pdf
India - Information Technology Rules (Privacy Rules) (2011)

4(v)

Body corporate to 
provide policy for privacy 

and disclosure of 
information

reasonable security practices and procedures as provided under rule 8.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

The use of "policy" is incorrect 
word usage - it is a "privacy 
notice"

5 Collection of information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

5(1) Collection of information

Body corporate or any person on its behalf shall obtain consent in writing 
through letter or Fax or email from the provider of the sensitive personal 
data or information regarding purpose of usage before collection of such 
information.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

5(2) Collection of information

Body corporate or any person on its behalf shall not collect sensitive 
personal data or information unless —

Functional Intersects With
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

5(2)(a) Collection of information

the information is collected for a lawful purpose connected with a function 
or activity of the body corporate or any person on its behalf; and

Functional Intersects With
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

5(2)(b) Collection of information

the collection of the sensitive personal data or information is considered 
necessary for that purpose.

Functional Intersects With
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

5(3) Collection of information

While collecting information directly from the person concerned, the body 
corporate or any person on its behalf snail take such steps as are, in the 
circumstances, reasonable to ensure that the person concerned is having 
the knowledge of —

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(3)(a) Collection of information

the fact that the information is being collected;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(3)(b) Collection of information

the purpose for which the information is being collected;

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(3)(c) Collection of information

the intended recipients of the information; and

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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5(3)(d) Collection of information

the name and address of —

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(3)(d)(i) Collection of information

the agency that is collecting the information; and

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(3)(d)(ii) Collection of information

the agency that will retain the information.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

5(4) Collection of information

Body corporate or any person on its behalf holding sensitive personal data 
or information shall not retain that information for longer than is required 
for the purposes for which the information may lawfully be used or is 
otherwise required under any other law for the time being in force..

Functional Subset Of
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

10

5(5) Collection of information

The information collected shall be used for the purpose for which it has 
been collected.

Functional Subset Of
Restrict Collection, 

Processing & Sharing To 
Identified Purpose

PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

10

5(6) Collection of information

Body corporate or any person on its behalf permit the providers of 
information, as and when requested by them, to review the information 
they had provided and ensure that any personal information or sensitive 
personal data or information found to be inaccurate or deficient shall be 
corrected or amended as feasible: 
Provided that a body corporate shall not be responsible for the authenticity 
of the personal information or sensitive personal data or information 
supplied by  the provider of information to such boy corporate or any other 
person acting on behalf of such body corporate.

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

8

5(7) Collection of information

Body corporate or any person on its behalf shall, prior to the collection of 
information including sensitive personal data or information, provide an 
option to the provider of the information to not to provide the data or 
information sought to be collected. The provider of information shall, at 
any time while availing the services or otherwise, also have an option to 
withdraw its consent given earlier to the body corporate. Such withdrawal 
of the consent shall be sent in writing to the body corporate. In the case of 
provider of information not providing or later on withdrawing his consent, 
the body corporate shall have the option not to provide goods or services 
for which the said information was sought.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

5(8) Collection of information

Body corporate or any person on its behalf shall keep the information 
secure as provided in rule 8.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

5(9) Collection of information

Body corporate shall address any discrepancies and grievances of their 
provider of the information with respect to processing of information in a 
time bound manner. For this purpose, the body corporate shall designate a 
Grievance Officer and publish his name and contact details on its website. 
The Grievance Officer shall redress the grievances or provider of 
information expeditiously but within one month ' from the date of receipt of 
grievance.

Functional Intersects With Grievances CPL-07
Mechanisms exist to govern the intake and analysis of grievances 
related to the organization's cybersecurity and/or data protection 
practices.

5

5(9) Collection of information

Body corporate shall address any discrepancies and grievances of their 
provider of the information with respect to processing of information in a 
time bound manner. For this purpose, the body corporate shall designate a 
Grievance Officer and publish his name and contact details on its website. 
The Grievance Officer shall redress the grievances or provider of 
information expeditiously but within one month ' from the date of receipt of 
grievance.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

6 Disclosure of information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

6(1) Disclosure of information

Disclosure of sensitive personal data or information by body corporate to 
any third party shall require prior permission from the provider of such 
information, who has provided such information under lawful contract or 
otherwise, unless such disclosure has been agreed to in the contract 
between the body corporate and provider of information, or where the 
disclosure is necessary for compliance of a legal obligation: 
Provided that the information shall be shared, without obtaining prior 
consent from provider of information, with Government agencies 
mandated under the law to obtain information including sensitive personal 
data or information for the purpose of verification of identity, or for 
prevention, detection, investigation including cyber incidents, prosecution, 
and punishment of offences. The Government agency shall send a request 
in writing to the body corporate possessing the sensitive personal data or 
information stating clearly the purpose of seeking such information. The 
Government agency shall also state that the information so obtained shall 
not be published or shared with any other person.

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5
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6(2) Disclosure of information
Notwithstanding anything contain in sub-rule (1), any sensitive personal 
data on Information shall be disclosed to any third party by an order under 
the law for the time being in force.

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

6(3) Disclosure of information
The body corporate or any person on its behalf shall not publish the 
sensitive personal data or information.

Functional Intersects With Disclosure of Information DCH-03.1
Mechanisms exist to restrict the disclosure of sensitive and/or 
regulated data to authorized parties with a need to know.

5

6(4) Disclosure of information

The third party receiving the sensitive personal data or information from 
body corporate or any person on its behalf under sub-rule (1) shall not 
disclose it further.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

5

7 Transfer of information

A body corporate or any person on its behalf may transfer sensitive 
personal data or information including any information, to any other body 
corporate or a person in India, or located in any other country, that ensures 
the same level of data protection that is adhered to by the body corporate 
as provided for under these Rules. The transfer may be allowed only if it is 
necessary for the performance of the lawful contract between the body 
corporate or any person on its behalf and provider of information or where 
such person has consented to data transfer.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

8
Reasonable Security 

Practices and Procedures

N/A
Functional

No 
Relationship

N/A N/A N/A 0

8(1)
Reasonable Security 

Practices and Procedures

A body corporate or a person on its behalf shall be considered to have 
complied with reasonable security practices and procedures, if they have 
implemented such security practices and standards and have a 
comprehensive documented information security programme and 
information security policies that contain managerial, technical, 
operational and physical security control measures that are 
commensurate with the information assets being protected with the nature 
of business. In the event of an information security breach, the body 
corporate or a person on its behalf shall be required to demonstrate, as 
and when called upon to do so by the agency mandated under the law, that 
they have implemented security control measures as per their documented 
information security programme and information security policies.

Functional Subset Of Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently.
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8(1)
Reasonable Security 

Practices and Procedures

A body corporate or a person on its behalf shall be considered to have 
complied with reasonable security practices and procedures, if they have 
implemented such security practices and standards and have a 
comprehensive documented information security programme and 
information security policies that contain managerial, technical, 
operational and physical security control measures that are 
commensurate with the information assets being protected with the nature 
of business. In the event of an information security breach, the body 
corporate or a person on its behalf shall be required to demonstrate, as 
and when called upon to do so by the agency mandated under the law, that 
they have implemented security control measures as per their documented 
information security programme and information security policies.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

8(2)
Reasonable Security 

Practices and Procedures

The international Standard IS/ISO/IEC 27001 on "Information Technology - 
Security Techniques - Information Security Management System - 
Requirements" is one such standard referred to in sub-rule (1).

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

8(3)
Reasonable Security 

Practices and Procedures

Any industry association or an entity formed by such an association, whose 
members are selfregulating by following other than IS/ISO/IEC codes of 
best practices for data protection as per sub-rule(1), shall get its codes of 
best practices duly approved and notified by the Central Government for 
effective implementation.

Functional
No 

Relationship
N/A N/A N/A 0

8(4)
Reasonable Security 

Practices and Procedures

The body corporate or a person on its behalf who have implemented either 
IS/ISO/IEC 27001 standard or the codes of best practices for data 
protection as approved and notified under sub-rule (3) shall be deemed to 
have complied with reasonable security practices and procedures 
provided that such standard or the codes of best practices have been 
certified or audited on a regular basis by entities through independent 
auditor, duly approved by the Central Government. The audit of reasonable 
security practices and procedures shall be carried cut by an auditor at 
least once a year or as and when the body corporate or a person on its 
behalf undertake significant upgradation of its process and computer 
resource.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5
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