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soc shal twork endpoints physical it Secory [SOC requirement. Establish 24x7x365 SOC
; shall cover network endpoints physical . land maintain a Securi [covering: network monitoring (IDS/1PS).
DE.CM.S1 SE(“L‘fgnﬁgmg“”“s lenvironment personnel activities etc. SOC shall be up | Functional | Subset of Sg‘g;'ﬁ‘t’g?‘(’ggé‘f"s OPS-04  [Operations Center (500) that 10 [ondpoin (EDR), Iog analysis (SIEM), threat Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
land running 24x7x365 facilitates a 24x7 response intelligence, incident triage; define SOC roles,
anahili :
N ech o fociitate th [Continuous monitoring. Deploy: SIEM with
security lechanisms exist to facilitate the| lcorrelation rules, behavioral analytics (UEBA),
DECMs2  [Security Continuous shall be in SOC for timely Functional | Subset of Continuous MON-01 fimplementation of enterprise- 10 fnetwork traffic analysss (NTA), threat y y y y
9 [detection of anomalous or malicious activities 9 wide monitoring controls. intelligence feeds; tune detection rules to
e existTo e, [alert response. Define alert SLAs: Critical (15
Security Continuous|All anomalies and alerts generated shall be properl | Security Event event logs on an ongoing basis Imin), High (1 hour), Medium (4 hours);
DE.CM.S3 oni Ting pod i Snpulaleé’me Y Functional |Intersects With| Momlyomg MON-01.8 [and escalate incidents in 8 |automated initial triage; escalation if SLA y y Mandatory
laccordance with established breach imminent
timelines and_nrocedyre:
levent log reviews include Log analysis. SOC analysts investigate all
Security Continuous|All anomalies and alerts generated shall be properly Event Log Analysis 1, [analysis and triage practices that jalerts; document findings in ticketing system;
DE.CM.S3 roring o e SHmlatel e Functional [Intersects With MON-17 e e with the organizationa 5 |escalate true positives to incident response; | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
lestablished incident response periodic review of alert disposition.
[centrally-monitor and alert on g'azsamy mamtsrlzg Mtomtzr crlmca\ systems:
Security Continuous|Capacity utilization shall be monitored for all the Performance o4 |the operating state and health , memory, disk, network uti
DE.CM.54 Monitoring [critical systems in the organization Functional | Subset of Monitoring CAP-03 ctatus of critical Technology 10 Camed || Eamsd || FEeky || (R | KRy
|Assets, Applications and/or
[Mechanisms exist to conduct [Audit coverage. Annual comprehensive 15
lperiodic audits of security, laudit covering: policy compliance,
Security Continuous|CYbersecurity audit configuration audit implementation lcompliance and resilience lconfiguration review (CIS benchmarks),
DE.CM.S5 Monont audit change audit and VAPT shall be Functional | Subsetof | Periodic Audits | CPL-02.2 |controls to evaluate conformity 10 fimplementation effectiveness, change y y Mandatory
9 conducted to detect vulnerabilities lwith the organization's Imanagement adherence.
documented policies, standards
an
Mechanisms exist to regularly Scanning. Quarterly
) Functional Review review Technology Assets, lauthenticated scans (internal/external);
Security Continuous|CYbersecurity audit configuration audit implementation Of Security, lApplications andjor Services lcontinuous scanning for critical assets;
DE.CM.S5 Monicoring ~~[audit change management audit and VAPT shall be Functional |Intersects With| (0T SN | CPL03.2 [ITAAS) for adherence to the 5 |validate findings before y y Mandatory
lconducted to detect vulnerabilties Res e & s organization's security,
compliance and/or resilience
lici ard
lechanisms exist T [Penetration testing. Annual pen testing for all
Security Continuous|SY¢ udit on audit ) B review system configurations to [critical systems and applications; use CERT-In
DE.CM.S5 oseon laudit change management audit and VAPT shall be Functional [Intersects With| Periodic Review | CFG-03.1 [identify and disable unnecessary 5 lempanelled auditors; retest after major Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
9 |conducted to detect vulnerabilities land/or non-secure functlons lchanges; track remediation of findings.
[Mecl 'S exist to manage Detection roles. Define SOC team structure:
2ol " bilties for detect defined t posit [personnel seciﬂ;‘/ risk bly toal [SOC Manager, L1/L.2/L3 analysts, threat
. oles and responsibilities for detection are defined to ; osition 0> [assigning a risk designation to a hunters, detection engineers; document in org
DE.DP.S1 Detection Process (10 78 TR0 Functional |Intersects With| 295K | HRs-02 oSIgmNO 8 Sk FesiOe S 8 [unters detection enginee y y y | Mandatory
screening criteria for individuals
filling those positions.
i Mechanisms exist to define [Role definition. RACI matrix for detection: SOC
DE.DP.S1 Detection Process zg:ﬁ;ggg::ﬁg;ﬂ“"es for detection are defined to | £ tional |intersects With 2:2"::;;1?; HRS-03  [cybersecurity roles & 8 [analysts (responsible), security architects Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Y P responsibilities for all personnel (consulted), CISO (accountable), business
IMechanisms exist to maintain Dletebctickn l(ei:i":. Develop USG'CESZ'thSEd
RES shall ensure that detection processes are tested by| Incident Response 0a [and make available a current playbooks (phishing, ransomware, data
DE.DP.52 Detection Process |G e 200 & e oo cacas Functional Intersects With| "0 FESE IRO-04 30 T relent Recponse 8 |exfltration, insider threat): test quarterly with | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Plan (IRP) to all stakeholders. purple team exercises; measure detection
[tost Incident response Detection l‘eshtin'? Develop use-case-based
. RES shall ensure that detection processes are tested by| | Incident Response o6 |capabilities through realistic playbooks (phishing,
DE.DP.52 Detection Process |0 oS o o oo cases Functional [Intersects With esting IRO-06 S e re e 8 [xtitration insider thraaty teet quane,‘y with y y | Mandatory | Mandatory | Mandatory
operational effectiveness of purple team exercises; measure detection
) [Mechanisms exist to timely- Event reporting. Communication matrix:
Event detection information shall be communicated as Incident report incidents to applicable ICritical events = CISO . Board
DE.DP.S3 Detection Process |per the regulatory requirements and organizational Functional | Subset of Stakeholder IRO-10  [() Internal stakeholders: 10 |within 24nrs; CERT-In notification per y y y
policies Reporting (2) Affected clients & third- ldirections; customer notification per
Cyber Incident Mechanisms exist to report [Event reporting. Communication matrix:
3 Event detection information shall be communicated as Reporting for sensitive/regulated data [Critical events - CISO wmmedlalely > Boam
DE.DP.53 Detection Process |per the regulatory requirements and organizational Functional |Intersects With|  "EPPTHINg 1D IRO-10.2 [incidents in & timely manner. 5 lwithin 24hrs: CERT-In y y Mandatory | Mandatory
policies Regulated Data |directions; customer notification per -
[feam™ exercises to simulate Red team testing. Annual red team
Mils and Qualified REs shall conduct goal-based attempts by adversaries 10 ets lengagement for Mils/Qualified RES; scope
DE.DP.54 Detection Process [adversarial simulation red teaming exercise on a Functional Equal  [Red Team Exercises| VPM-10 [(0TPTo0 oy, g 10 [critical assets; use threat intelligence-driven | gxempted | Exempted | Exempted | Mandatory | Mandatory
periodic basis pplications and/or Services lscenarios; measure detection/response
(TAAS) in accordance with leffectiveness; executive debrief with
rqanizati ned rules o L
Mechanisms exist to perform PProactive threat hunting. Quarterly hypothesis-
s shall conduct threat hunting and cyber threat hunting that uses ldriven threat hunts; leverage threat intel
. s shall conduct threat hunting and compromise o7 |Indicators of Compromise (10C) tol (CERT-In, vendor feeds); hunt for: lateral
DE.DP.S5 Detection Process |30 200 o iar basie Functional Equal Threat Hunting | THR-07 00 car 0T O o threats [CI SR il Exempted | Exempted | Exempted | Mandatory | Mandatory
[that evade existing security Istaging; document TTPs found; improve
controls. tection ol
REs shall formulate strategies to anticipate new attack r ,Me‘"ar“s’“z exist to identify and
EV.STS1 Strategies vectors by removing or applying new controls to Functional [Intersects With| SomPensaing | gs-06.2 e risk 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
land exposure to threats.
m:ludesl aci o bulnlw [Proactive threat strategy. Threat intelligence-
ici nformation-sf armg capability ldriven security: analyze emerging threats
REs shall formulate strategies to anticipate new attack I y: ging
EV.ST.S1 Strategies  |vectors by removing or applying new controls to Functional | Subsetof |Threatintelligence | o 4, that can influence t 10  [(CERT-In, vendor intel, sector ISACs), assess | gxempted | Exempted | Mandatory | Mandatory | Mandatory
for Identifion Program eveiopmen af the Systen and lorganizational susceptibility, implement
security architectures, selection preemptlve controls, update deleclmn rules,
of security solutions, monitoring modeling for o
[vuMnerabilities and evolving rhreat awareness Operationalize threat itel:
REs shall formulate strategies to anticipate new attack Threat Intelligence lthreats by leveraging the integrate feeds into SIEM, automated lo
EV.STS1 Strategies  |vectors by removing or applying new controls to Functional [Intersects With e THR-03  [knowledge of attacker tactics, 5 |blocking, threat actor profiling, attack surface | EXempted | Exempted | Mandatory | Mandatory | Mandatory
lcompensate for identified vulnerabilities ftechniques and procedures to management, vulnerability prioritization based
lfacilitate the of 2
[Technology diversity. Avoid mono-culture:
n ' ldifferent vendors for security tools (firewalls,
e e o e EDR, email security), diverse platforms
. ’ diverse set of technologies for (Windows/Linux), multiple ISPs, varied
RES shall demonstrate heterogeneity to minimize system components to reduce ldatabase platforms; reduces biast radius of
EV.ST.S2 Strategies  [common mode failures particularly threat events Functional Equal Heterogeneity | SEA-13 [the impact of technical 10 [endor-specific vuinerabilities Exempted | Exempted | Mandatory | Mandatory | Mandatory
lexploiting common vulnerabilities lvulnerabilities from the same Platform diversity. Use
%"&‘A"E' Equipment Manufacturer |virtualization/containerization to support
(OEM). |diverse OS platforms; implement security
[controls at multiple layers (network, host,
[Mechanisms exist to regularly Incident improvements. Post-incident: revise
RES shall confirm post-incident modification of review and modify incident business processes with security
' business functions and supporting processes to handle ; g response practices to incorporate |considerations, enhance resilience
EV.STS3 Strategies |0 itress omuironmental changes more || Functional |Intersects With|  IRP Update IRO-04.2 e B b e B e oot W rchitecture | EXeMPted | Exempted | Mandatory | Mandatory | Mandatory
leffectively process changes and industry (segmentation, monitoring), improved vendor
developments. as necessary.
- Mechanisms exist to incorporate IProcess evolution. Document process
REs shall confirm post-incident modification of N lessons learned from analyzing improvements post-incident; update
vsTss Strategies  |pUSIness functions and supporting processes to handle | gl R“‘;‘Cgﬁ“&sig;z'ny:'s |RO.13 [and resolving cybersecurity and g [policies/procedures; implement new controls; | gxempted | Exempted | Mandatory | Mandatory | Mandator
9 ladversity and address environmental changes more Learned data protection incidents to lvalidate effectiveness through testing; P! P! Y Y s
effectively reduce the likelihood or impact measure mprovement (reduced HTTD/MTTR,
of future incidents.
Mechanisms exist to provide a Remtve sacuriy. Continuous evolution cycle:
Securty, security, compliance and Imonitor threat landscape — assess relevance
Mils and Qualified REs shall continuously adapt and Compliance & resilience controls oversight | update defenses — test effectiveness -
EV.ST.S4 Strategies  [evolve to counter new cybersecurity threats and Functional _[Intersects With| o SOTPI2RCE & | CPL02 ffunction that reports to the 3 |repeat; agile security program adapting to: | Exempted | Exempted | Mandatory | Mandatory | Mandatory
challenges Oversight lorganization's executive new attack techniques, emerging
leadership Kechnologies, reguiatory changes, business
[Adaptive security. Continuous evolution cycle:
Imonitor threat landscape - assess relevance
Mils and Qualified REs shall continuously adapt and ‘ Mechanisms exist to identify and I update defenses » test effectiveness -
EV.STS4 Strategies  |evolve to counter new cybersecurity threats and Functional [Intersects With| SoMPensaing | Rsk-06.2 s retce risk 8 |repeat; agile security program adapting to: | Exempted | Exempted | Mandatory | Mandatory | Mandatory
challenges and exposure to threats. Inew attack techniques, emerging
ltechnologies, regulatory changes, business
al a of {Adaptive security. Continuous evolution cycle:
lvulnerabilities and evolving imonitor threat landscape ~ assess relevance
Mils and Qualified REs shall continuously adapt and Threat Intelligence [threats by leveraging the [~ update defenses - test effectiveness -
EV.STS4 Strategies  [evolve to counter new cybersecurity threats and Functional |Intersects With Sl THR-03  [knowledge of attacker tactics, 5 |repeat; agile security program adapting to: | Exempted | Exempted | Mandatory | Mandatory | Mandatory
challenges techniques and procedures to Inew attack techniques, emergin
ffacilitate the of , regulatory changes, business
and
Mechanisms exit to reqularly Resilience assessment. Periodic evaluation (at
Security review processes and least annually for small/mid-size REs)
’ - . ldocumented procedures to maturity assessment against CSCRF, control
EV.ST.S5 Strategies ch':f'(szz;“:essmzﬂfe'z;':szha” periodically evaluate | ¢, ctiona| Subset of C‘;’gg““ae’r‘\‘;& CPL03  |ensure conformity with the 10 |effectiveness testing, gap analysis, resilience | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Acsossments organization’s security, Imetrics (MTTD, MTTR, recovery capability),
lcompliance and/or resilience benchmarking against peers; action plan for
olicies. standards and other track maturit
Organizational _|Critical objectives, capabilities, and services that Com \:Ja"r:cyé & [Mechanisms exist to facilitate the| [Core governance requirement. Implement
GV.0C.51 gc o lexternal stakeholders depend on or expect from the Functional subset of | oot P! o GOV-01 [mplementation of security, 10  |stakeholder communication matrix Exempted | Exempted | Mandatory | Mandatory | Mandatory
ontex! REs shall be understood and communicated. esilience Program lcompliance and resilience ldocumenting critical services, dependencies,
Mechanisms exist to establish an [Chain of command should be documented
authoritative chain of command lespescially if external parties are involved
N " th clear lines of communication|
. (Critical objectives, capabilities, and services that . wil
Gv.0C.51 Organizational - lexternal stakeholders depend on or expect from the | Functional |Intersects With| AUOftative Chain | goy oq 5 0 remove ambiguity from et 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
RES shall be understood and communicated. individuals and teams related to
Imanaging Technology Assets,
|Applications, Services and/or
Data (TAASD)-related risks
IMechanisms exist to establish
N . control objectives as the basis for|
Organizational |Critical objectives, capabilties, and services that | Define Control lthe selection, implementation
Gv.0C.S1 e lexternal stakeholders depend on or expect from the | Functional |Intersects ith|  Cgne Con'” GOV-09 [and managerment of the 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
REs shall be understood and communicated. ) lorganization's internal security,
lcompliance and resilience control
Statutory, [echanisms exist to facilitate the|
Organizational |-692! and regulatory requirements regarding Regaiaton s, identification and
Gv.oc.s2 S cybersecurity, including data protection and data Functional | Subset of v CPLO1  [implementation of relevant 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
privacy, shall be understood and managed. o) statutory, regulatory and
P lcontractual control:
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. Legal and regulatory requirements regarding SCurty, [Mechanisms exist to facilitate the|
GV.0C.52 Orgg“‘lf“‘t’"a‘ lcybersecurity, including data protection and data Functional _Intersects With| o C?mp“agfef‘ implementation of security, s Mandatory || Mandatory | Mandatory ||| Mandatory! | Mandatory
ontex privacy, shall be understood and managed. esillence Program lcompliance and resilience
o REs shallunderstand and communicat tha outcomes, Third-Part IMechanisms exist to facilitate the]
Gv.0C.S3 oot , and services on external Functional | Subset of Management TPM-01  [implementation of third-party 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
resources such as third-party service providers Imanagement controls.
" TSCToTTamTETTa
list of External Service Providers requirements :
o RES shall understand and communicate the outcomes, ) Third-Party ﬁ)”:c"‘t"ha; é::ﬁp;s‘sagﬁl”yy
Gv.0C.S3 e copabilites, and service s dependenc pmwd;sma\ Functional [Intersects With| NPty TM-0L L | o Avaliability andor 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Safety (CIAS) of the
organization’s Technology
|Assets, Applications, Services
=2 R tAr TaETTTY,;
lprioritize and assess suppliers [Third-party dependency management.
Document service dependencies, criticality
jand partners of critical ratings, and alternative provider strategies.
o RES shall understand and communicate the outcomes, Third-Party [Technology Assets, Applications 9 P 9
Gv.0C.S3 ot , and services n external Functional |Intersects With|  Criticality TPM-02 [and/or Services (TAAS) using a 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
resources such as third-party service providers Assessments supply chain risk assessment
lprocess relative to their
importance in supporting the
IMechanisms exist to:
(1) Evaluate security risks and
lthreats associated with
o RES shall understand and communicate the outcomes, Supply Chain Risk lﬁ;;‘:rulsue%@Zziﬁ:;ﬂf;s&ns
Gv.0C.53 e rvices ncy on external Functional [Intersects With| ~ Management TeM-03 [BEEr e 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
resources such as third-party service providers (SCRM) (2) Take appropriate remediation
lactions to minimize the
lorganization's exposure to those
risks and threats, as necessary.
[Mechanisms exist to require
lcontractual requirements for
applicable security, compliance
RE shall understand and communicate the outcomes, Irhirg-party Contract] and resilience requirements with
Gv.0C.S3 ot , and services xternal Functional |Intersects With| " g ot S CORTACH TPM-05 - fhird-parties, reflecting the 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
resources such as third-party service providers organization's needs to protect
its Technology Assets,
|Applications, Services and/or
Data (TAASD).
[Mechanisms exist to document
land maintain a Responsible,
A , Supportive,
REs shall understand and communicate the outcomes, Accountable, e e A Cion.
Gv.0C.S3 ot , and services n external Functional Intersects With|  2oPPOTNG: | TPM-05.4 IioSyain O T S ment for 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
resources such as third-party service providers Informed (RASCI) security, compliance and
Matrix resilience controls between
internal stakeholders and
External Service Providers
[Mechanisms exist to provide [Executive oversight requirement. Establish
lgovernance oversight reporting lauarterly Board/Partners reporting on
land recommendations to those lcybersecurity posture, incidents, and risk
Gv.ov.s oversi Cybersecurity risk management strategy outcomes Status Reporting Tol ) lentrusted to make executive ftrends.
g ight  |shall be reviewed to inform and adjust strategy and Functional  [Intersects With|>'& GOV-01.2 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Sactions overning Body ldecisions about matters
considered material to the
lorganization's Security,
ICompliance & Resilience
[Mechanisms exist to align [Strategic allgnment. Form steering commitiee
security, compliance and lwith CISO, IO, CFO, bu s; meet at
resilience capabilities with Ieast quarterly to review and adjust strateay.
[The cybersecurity risk management strategy is Steering Committee lbusiness requirements through a
Gv.0v.52 Oversight  |reviewed and adjusted to ensure coverage of Functional |Intersects With GOV-01.1 [steering committee or advisory 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
lorganizational requirements and risks Oversight oard, comprised of ke
lcybersecurity, data protection
land business executives, which
Imeets formally and on a regular
[Mechanisms exist to develop, lPerformance monitoring. Define KPIs: patch
o risknn Measures of report and monitor Security, |compliance %, mean time to detect/respond,
GV.0V.S3 Oversight  |performance is evaluated and reviewed for adjustment | Functional | ~Subset of Pt o GOV-05  |compliance & Resilience 10 |control effectiveness scores, training Exempted | Exempted | Mandatory | Mandatory | Mandatory
needed Program (SCRP) measures of lcompletion rates.
[Mechanisms exist to develop, Resilience measurement. Use CERT-In Cyber
lOrganizations to assess their cyber resilience posture Measures of report and monitor Security, (Crisis Index (CCI) for assessment; conduct at
GV.0V.54 Oversight usi%g GGl on a periodic basis. 24 P Functional | Subset of porformer o0 GOV-05  |compliance & Resilience 10 |icast annually for smalimid-size REs, quarterly| Exempted | Exempted | Exempted | Mandatory | Mandatory
Program (SCRP) measures of ffor Mils.
bersecurity and cyber resilience [Mechanisms exist to establish, [Policy foundation. Ensure
Dohcv shall be dOtqumentBed ag/dpwmrflemﬂted after pud SECUSW‘ Imaintain and disseminate Board/Partners/Proprietor approval
receiving approval from Board/ Partners/ Proprietor. ompliance .02 |policies, standards and |documented; policy covers all CSCRF domains
GV.PO.S1 Policy [The cybereacurity and cyber resilience policy shall Functional | Subset of Fllehiad BOV0z e, e antorsecure,| 10 o o e e mospomain | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
include industry best practices, and encompass Documentation lcompliant and resilient Recover, Evolve).
tandards and quideline:
[Mechanisms exist to review the lPolicy maintenance. Review at least annually
Security, Compliance & lor when significant changes occur (regulatory
Periodic Review & Resilience Program (SCRP), updates major incidents, technology
[The cybersecurity and cyber resilience policy shall be Update of Security, including policies, standards and lchan:
GV.PO.S2 Policy reviewed periodically by the REs. Functional | Subset of Compliance & | GOV-03 [ e at pranned interuale 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Resilience Program or if significant changes occur to
lensure their continuing
uitability, adequacy and
POTICY TOT Managimg CyDersecurity Tisks snalr be [Mechanisms exist to prohibit [Establish formal exception process with risk
GV.PO.S3 Policy established based on organizational context, Functional |Intersects With| Exception GOV-02.1 |exceptions to standards, except 5 lassessment and compensating controls y y y | Mandatory
(K:ﬁfsscu"‘y strategy, ::g P:i\”f'ﬁf and the same Management when the exception has been lapproval by CISO/designated authority.
[Mechanisms exist to review the Risk-based policy. Document risk appetite,
Security, Compliance & ftolerance, and threshold; align with GV.RM.S4
1A policy for managing cybersecurity risks shall be Periodic Review & Resilience Program (SCRP), requirements.
lestablished based on organizational context, Update of Security, including policies, standards and
GV.PO.S3 Policy lcybersecurity strategy, and priorities and the same Functional | Subset of Compliance & GOv-03 pm(edu?'e[;, at planned intervals 10 ety | Wiy || ik | RErny | HhreEey
shall be communicated and enforced Resilience Program or if significant changes occur to
lensure their continuing
uitability, adequacy and
[Mechanisms exist to review the lPolicy currency. Track SEBI circulars, CERT-In
Security, Compliance & ladvisories, IT Act amendments; update policy
[The policy for managing cybersecurity risks shall be Periodic Review & Resilience Program (SCRP), |within 90 days of regulatory changes.
. reviewed updated communicated and enforced to Update of Security, including policies, standards and
GV.PO.54 Policy reflect changes in requirements threats and Functional | Subset of Compliance & GOv-03 pmcsdugreps, at planned intervals 10 Y 7 | ey || sty || My
technologies Resilience Program or if significant changes occur to
lensure their continuing
suitabilty, adequacy and
anisms exist to facilitate an [Asset accountability. Document RACI matrix
(Clear definition of ownership, custodian of every asset T Ascet Management (TAM) lfor all critical assets; define escalation paths
GV.PO.S5 Policy land a proper chain of command for receiving approvals| Functional | Subsetof | AssetGovernance | AST-01 [program to implement and 10 |from asset owner - CISO - Board/Partners. | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
shall be established and followed Imanage asset management
icantrol
Mechanisms exist to identify and [Asset accountability. Document RACI matrix
involve pertinent stakeholders of ffor all critical assets; define escalation paths
(Clear definition of ownership, custodian of every asset Stakeholder critical Technology Assets, ffrom asset owner - CISO - Board/Partners.
GV.PO.S5 Policy hain of command for receiving approvals| Functional Intersects With| ~Identification & | AST-01.2 |Applications, Services and/or 8 y y Mandatory
shall be established and followed Involvement Data (TAASD) to support the
longoing secure management of
those assets.
Mechanisms exist to ensure [Asset accountability. Document RACI matrix
lasset ownership responsibilities ffor all critical assets; define escalation paths
Clear definition of ownership, custodian of every asset Asset Ownershi i:;naass‘egd":td'a‘t’:ac;fdinadr“d‘dual [from asset owner - CISO - Board/Partners.
GV.PO.S5 Policy land a proper chain of command for receiving approvals| Functional ~|Intersects With P | ast-03 g . Incividual, 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
ol b o e and Tonowed Assignment or responsible organization level
lto establish a common
lunderstanding of requirements
[for asset prots jon
[Mechanisms exist to establish an [Asset accountability. Document RACI matrix
authoritative chain of command ffor all critical assets; define escalation paths
Clear definition of ownership, custodian of every asset Authortative Chain ith clear lines of communication ffrom asset owner - CISO — Board/Partners.
GV.PO.S5 Policy and a proper chain of command for receiving approvals| Functional (Intersects With| /727 47| GOV-04.2 [0 e A O ted 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
shall be established and followed of Comman individuals and teams related to
Imanaging Technology Assets,
|Applications, Services and/or
IData (TAASD)-related risks.
[Mechanisms exist to establish Risk framework foundation. Adopt ISO 27005
lcontrol objectives as the basis for| lor NIST RMF methodology; align with SEBI
REs shall prepare a cyber risk management framework Define Control lthe selection, implementation [circular requirements and organizational risk
GV.RM.S1 Risk Management |to identify assess mitigate and monitor risks and define| Functional |Intersects With| G2 TO GOV-09 [and management of the 5 |management Exempted | Exempted | Mandatory | Mandatory | Mandatory
Isecurity processes and procedures lorganization's internal security,
lcompliance and resilience control
REs shall prepare a cyber risk management framework K NISTS eXT: ‘f“’ 'at‘”"a‘e me] Risk framework foundation. Adopt 1SO 27005
GV.RM.S1 Risk Management |to identify assess mitigate and monitor risks and define| Functional Subset of e RSK-01 g, and & Stral o 10 [or NIST RMF methodology; align with SEBI Exempted | Exempted | Mandatory | Mandatory | Mandatory
lsecurity processes and procedures rogram operational and tactical ris lcircular requirements and organizational risk
[Mechanisms exist to compel data Risk integration. Include cybersecurity risks in
Operationalizing land/or process owners to lenterprise risk register; report cyber risks to
ICybersecurity risk management activities and Security, loperationalize security, Board Risk Committee quarterly.
GV.RM.S2 Risk Management |outcomes shall be included in risk management Functional | Subset of Compliance & | GOV-15 |compliance and resilience 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
processes of the REs Resilience lpractices for each Technology
Capabilities |Asset, Application and/or Service
(TAAS) under their control
[Mechanisms exist to conduct [This control mandates periodic testing of
Different scenarios and their respective responses shall Contingency plan ltests and/or exercises to ’ |continuity and recovery scenarios, which is a
GV.RM.S3 Risk Management |be documented and tested on a periodic basis to check| Functional [Intersects With ingency BCD-04 |evaluate the contingency plan's 5 [critical component of risk management. Exempted | Exempted | Mandatory | Mandatory | Mandatory
lthe risk management plan of the REs. Testing & Exercises leffectiveness and the [Testing BCP/DRP scenarios validates the
organization’s readiness to lorganization's ability to respond to risk events,
ute the nlan
ech o i [This control requires documented incident
Different scenarios and their respective responses shall echanisms exist to maintain response procedures and plans, which form
GV.RM.S3 Risk Management |be documented and tested on a periodic basis to check| Functional | Subsetof | !"I9entResponse | jpo g |and make avallable a current 10  [the basis for scenarios that need to be tested. | Exempted | Exempted | Mandatory | Mandatory | Mandatory
the risk management plan of the RES an (IRP) and viable Incident Response However, it focuses on plan development
[Plan (IRP) to all stakeholders. rather than periodic testing of scenarios.
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[Mechanisrs exist o forma [This control specifically requires periodic
Different scenarios and their respective responses shall est incident response ftesting of incident response scenarios,
GV.RM.S3 Risk Management |be documented and tested on a periodic basis to check| Functional |Intersects with| '"“I9€nt Response | - jgo g6 |capabilities through reatistic [documentation of responses, and validation of | Exempted | Exempted | Mandatory | Mandatory | Mandatory
the risk management plan of the REs esting lexercises to determine the incident management capabilities. It directly
°£eral‘0"a‘ effectiveness of laligns with the requirement to test different
0se
RIsk olerance and risk appetie statements shall be IRisk appetite definition. Document risk
and Es shall ltolerance levels (e.g., accept risks <Rs 50L
etermine and claarly expross their isk tolerance and Mechanisms exist to define impact; mitigate >Rs 50L); Board approval
risk acceptance. The risk tolerance of the REs shall be organizational risk tolerance, the required
GV.RM.54 Risk Management | o0cR e T N el nfractructure anlf or || Functional |Intersects With|  Risk Tolerance | Rsk-01.3 |r93tEEarone) Msic 0 SHance, 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
sector specific risk analysis. REs shall maintain a risk results
register which shall be periodically reviewed by their IT
|Committee for REs.
[Risk tolerance and risk appetite statements shall be IRisk appetite definition. Document risk
lestablished, communicated, and maintained. REs shall . ltolerance levels (e.q., accept risks <Rs 50L
ldetermine and clearly express their risk tolerance and [Mechanisms exist to define impact; mitigate A% 500y Board approval
risk acceptance. The risk tolerance of the REs shall be . organizational risk appetite, the required
GV.RM.S4 Risk Management | o0 e T i crtical Infractructure ondf or || Functional |Intersects With|  Risk Appetite | RSK-0L5  [degree of uncertainty the 8 q Exempted | Exempted | Mandatory | Mandatory | Mandatory
lsector specific risk analysis. REs shall maintain a risk jorganization is willing to accept
register which shaH be periodically reviewed by their IT in anticipation of a reward.
ICommittee for R
TRk tolerance ar 7k appetie statements Shall be IRisk appetite definition. Document risk
REs shall ltolerance levels (e.q., accept risks <Rs 50L
atermine and clearly exprase e 1ok tlcrance and intai impact; mitigate >Rs 50L); Board approval
GV.RM.S4 Ri risk acceptance. The risk tolerance of the REs shall be . [Mechanisms exist to maintain a reqpmred o PP
X isk Management [ e T K etieal infrastiucture and or | Functional [Intersects With| ~ Risk Register | RSK-04.1 risk register that faciltates 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
lsector specific risk analysis. REs shall maintain a risk [menitoring and reporting of risks.
register which shall be periodically reviewed by their IT
Committee for REs.
[Mechanisms exist to align
security, compliance and
rhe and for resilience capabilities with
Roles, ) ‘ ! Steering Committee business requirements through a
GV.RR.S1 ang|isk lies with "r‘f‘sﬁin‘:;d:zﬁ‘t‘Sr:”tf‘a‘:‘ies'fggfa';';‘fe'5 Functional |Intersects With| rogram GOV-01.1 [steering committee or advisory 3 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities |\ bersecurity conscious, and continually improving Oversight ‘c’)‘,’:;‘:égfm:;Sggt:fp';o{ecmn
land business executives, which
Imeets formally and on a regular
Mechanisms exist to assign one [Leadership commitment. Board/Partners to
or more qualified individuals with fformally acknowledge accountability; integrate
Roles & e and Assigned Security, lthe mission and resources to lsecurity metrics into leadership performance
Responsibilities - ‘ Compliance & .04 |centrally-manage, coordinate, reviews.
GV.RR.SL Uencersnip . [1sk les with the RES' eadership and the leadershipis | Functional | - Subset of R jance. GOV-04 |G ol 10 ol also maps to NIST CSF 2.0 Gv.aR. | EXempted | Exempted | Mandatory | Mandatory | Mandatory
Accountability P 9 Responsibilities Imaintain an enterprise-wide 01 and GV.RR-02
Security, Compliance &
Resilience Program (SCRP).
IMechanisms exist to enforce an [Leadership commitment. Board/Partners to
structure so that fformally acknowledge accountability; integrate
Roles & sppropriate tearns and lsecurity metrics into leadership performance
Responsibilities - 1€ I and ability for ) reviews.
GV.RR.S1 e erahin " |risk lies with the RES' leadership and the leadership is | Functional _[Intersects With|  Accountability | GOV-04.1 |responsible “and trained for’ 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Accountability |fesPonsible for nurturing a culture that is risk-aware Structure Imapping, measuring and
Imanaging Technology Assets,
|Applications, Services and/or
Data (TAASD)-related risks
Mechanisms exist to incorporate [Leadership commitment. Board/Partners to
Roles, IZE responsibii R;zgﬁ‘eade o {he e Et(A;XvUe)S;é\cs ﬂrlfual lsecurity, compliance and formally acknowledge accountability; integrate|
i isk lies wi rshi ip i i urity, resilience principles into lsecurity metrics into leadership performance
GV.RR.S1 Resp:ﬂ;gm:: and responsible for nurturing a culture that s risk-aware, Functional |Intersects With| Compliance & GOV-14 Business ADS USUPZ‘ (BAUY 5 reviewsy. PP Exempted | Exempted | Mandatory | Mandatory | Mandatory
lcybersecurity conscious, and continually improving. Resilience Practices loractices through executive
IMechanisms exist to assign one [Role clarity. Document roles: CISO, security
or more qualified individuals with lteam, IT operations, business process owners,
Assigned Security, lthe mission and resources to lcompliance; define decision rights and
Roles, I ity risk roles, Compliance & centrally- dinat lat
GV.RR.S2 i shall be developed, . Functional |  Subset of i GOV-04 y-manage, coordinate, 10  |escelation. Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities understocd and enforced Resilience develop, implement and
Responsibilities Imaintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
[Mechanisms exist to enforce an [Role clarity. Document roles: CISO, security.
structure so that lteam, IT operations, business process owners,
lappropriate teams and lcompliance; define decision rights and
Roles, (Cybersecurity risk management roles, responsibilities, indivi p , lescalation.
GV.RR.S2  |Responsibilities and|and authorities shall be developed, communicated, Functional [Intersects With| Accountability | GOV-04.1 [responsible and trained for 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities  |understood, and enforced. Structure mapping, measuring and
Imanaging Technology Assets,
lApplications, Services and/or
Data (TAASD)-related risks
] eX‘Stl to ma"age [Role clarity. Document roles: CISO, security
(Cybersecurity risk management roles responsibilities personnel scurty risk Y [team, IT operations, business process owners,
GV.RR.S2 Responsubmnes - [and authorities shall be developed communicated Functional [Intersects With Position HRs.02 [25519ning a risk designation toall| g lcompliance; define decision rights and Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Pt el e Kl ettt Categorization Ipositions and establishing lescalation.
screening criteria for individuals
filling those positions.
Roles & risk roles Defmed Rores & Mechanisms exist to define Role clarity. Document roles: CISO, security
GV.RR.S2 Responsibilities - [and authorities shall be developed communicated Functional [Intersects With| 79 I8 & | HRS.03  [cybersecurity roles & 8 m, IT operations, business process owners, | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Defined Roles  [understood and enforced P responsibilities for all personnel. |compliance; define decision rights and
Mechanisms exist to align Executive security leadership. CISO must
security, compliance and report to CEO/MD/Board; ensure adequate
resilience capabilities with budget, authority, and direct access to
Roles, ) Steering Committee business requirements through a leadership
GV.RR.S3 Responsibilities and fecgsrfiongz‘sgi“ﬁ;f:doamuf;; Sha”nbtf‘:’;f";’:iigt‘a:: Functional |Intersects With| GOV-01.1 [steering committee or advisory 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities P 9 Y 9 - Oversight lboard, comprised of key
cybersecurity, data protection
land business executives, which
Imeets formally and on a regular
Mechanisms exist to assign one [Executive security leadership. CISO must
or more qualified individuals with report to CEO/MD/Board; ensure adequate
Roles ncisor ced Offcor ahall b ed and Assigned Securiy, the mission and resources to budget, authority, and direct access to
. esignated Officer shall be appointed an! ompliance centrally-manage, coordinate, leadership.
GVARS3  |Responsitilties andlfcCoret s Geduateq authorty in the organization. Functional Equal P lance GOV-04 |G ol 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Responsibilities Imaintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
IMechanisms exist to align [Resource planning. Annual security budget
security, compliance and Ishould align with risk assessment; include
Budgetary planning process shall be aligned with resilience capabilities with personnel, tools, training, audits, IR retainer.
Roles, information security and privacy management Steering Committee business requirements through a
GV.RR.S4  |Responsibilities and|objectives and processes. Adequate resources shall be | Functional |Intersects With| rogram GOV-01.1 [steering committee or advisory 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities [allocated and aligned with cybersecurity risk strategy, Oversight lboard, comprised of ke
roles and responsibilities, and policies. cybersecurity, data protection
land business executives, which
Imeets formally and on a regular
Mechanisms exist to facilitate the| [Resource planning. Annual security budget
Budgetary planning process shall be aligned with Security, implementation of resource Ishould align with risk assessment; include
Roles, information security and privacy management Compliance & Iplanning controls that provide a personnel, tools, training, audits, IR retainer.
GV.RRS4  |Responsibilities and|objectives and processes. Adequate resources shall be | Functional |Intersects With| Resilience PRM-01 [portfolio management approach 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities [allocated and aligned with cybersecurity risk strategy, Protection Portfolio lto achieve security, compliance
roles and responsibilities, and policies. Management land resilience objectives.
Budgetary planning process shall be aligned with Mechanisms exist to establish a: Resource planning. Annual security budget
Roles, information security and privacy management Strategic Plan & (1) Strategic security, Ishould align with risk assessment; include
GV.RR.S4 i es and processes. Adequate resources shall be | Functional [intersects With| °"g1=9 2" PRM-01.1 [compliance and resilience- 8  |personnel, tools, training, audits, IR retainer. | xempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities  [allocated and aligned with cybersecurity risk strategy, ) [specific business plan; and
roles and responsibilities, and policies. (2) Set of objectives to achieve
[Mechanisms exist to identify and [Resource planning. Annual security budget
Budgetary planning process shall be aligned with allocate resources for lshould align with risk assessment; include
Roles, information security and privacy management Allocation of imanagement, operational, personnel, tools, training, audits, IR retainer.
GV.RR.54 es and processes. Adequate resources shall be | Functional  [Intersects With| ~ Apocation o PRM-03  [technical and data protection 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities [allocated and aligned with cybersecurity risk strategy, requirements within business
roles and responsibilities, and policies, lprocess planning for projects /
linitiatives.
/echanisms exist [o require [Ensure employees and third-party providers
Roles, Employees and third-party service providers shallbe internal and third-party users to lsign confidentiality and integrity agreements
GV.RR.S5 i ccess to REs’ systems once they | Functional | Subsetof |Access HRS-06  [sign 10 [rior to granting system access: document | Exempted | Exempted | Mandatory | Mandatory | Mandatory
Authorities have swgr\ed a cunﬁdennamy and integrity agreement lagreements prior to being lagreements and periodically review access
Mechanisms exist to require Non-|
Disclosure Agreements (NDAs) or|
Roles, Employees and third-party service providers shall be similar confidentiality
GV.RR.S5 i systems once they | Functional |Intersects With| ~ CeTTSenIaIY | HRS-06.1 that reflect the 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Authorities  |have signed a conﬁdentlahly and mtegrlty agreement. 9! Ineeds to protect data and
operational details, or both
and third-parties.
Roles, Human Resources Mechanisms exist to facilitate the integrate cybersecurlly topice o ok
3 ré 1l I [
GV.RR.S6 Resp:nsubmt_\es and gyall’:":;;‘:;‘;{ 5,:“3" be included in human resources Functional | Subset of ecurity HRS-01 [implementation of personnel 10 g;’i,%:,’;‘,?,;”,;ei”;;’c‘,’f,yf?;"n“‘;g““:m periodic | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
uthorities Management security controls. refreshers to ensure understanding and
Roles commumcateem[r\fsers about [Make sure assets are immediately returned
" I fter termination or end of contract.
GV.RR.S6 Responsibilities and tr;?ne‘fs“;gt{:;‘:" be included in human resources Functional [Intersects With| User Awareness | HRS-03.1 [their roles and responsibilities to 8 jofter termination or end of contract Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Authorities 9 prog! imaintain a safe and secure
ﬁﬂ[% ing enyi [nanPnf
Roles, ICybersecurity shall be included in human resources Cume;;‘\]a"r\[é & |me;\e?wn:nTaStli)r(v‘Suftsnercau(r'\lé;ate e Make sure assets are immediately returned
GVARSS  |Responsitilties and tmmmg roorame. Functional [Intersects With Resiience inded SAT-01 | mPlemen Gevalopment ang 8 [after termination or end of contract. Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
rifor ntr
Cybersecurity DETSECUITTY SUpPly Chaim ISk Strategy [Mechanisms exist to facilitate the| [Supply chain strategy. Classify vendors:
GV.SC.51 Supply Chain Risk ﬂ:;’;:i;":'n':z “z:;‘;'ft‘si em""s"etd asfessgd Functional Subset of MT“‘”"PE“Vt TPM-01 [implementation of third-party 10 [critical (core banking), high (payment Exempted | Exempted | Mandatory | Mandatory | Mandatory
Management 9 9 Y organizational lanagemen management controls. |gateways), medium, low; define controls by
IVTECITATTSI TS EXTST o e
lcurrent, accurate and complete
list of External Service Providers
Cybersecurty _ [CyBersecurty supaly chain sk management - (ESPs) that can patentally
strategy/process shall be identified establishe: Third-Party limpact the Confidentiality,
GV.sC.S1 Sum\xacgr:“\r;ﬁsk e manaaa and agreed! 1o by orcanisational Functional [Intersects With| [Pty TM-0L L [ T anabilty andor 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
stakeholders Safety (CIAS) of the
organization’s Technology
|Assets, Applications, Services
Aine Data [TAASH
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Secure Controls Framework
FDE Name Focal Document Element (FDE) Description Rair:rzl b o :Js:'sm SCF Control SCF o a;’lfon 0 20 s'g"ed s’"a" SiZ€ | id Size RE Qualified RE Infrastructur
P Control Description = e Institution
prioritize and assess suppliers
Y Y |strategy/process shall be identified established . d-Party 9y » Applice
Gv.sC.S1 Supply Chain Risk |3y S e e e b o e ol Functional [Intersects With|  Criticality TPM-02  fandor Services (TAAS) using a 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Management  [255es5er Tanag 9 Y org; Assessments lsupply chain risk assessment
lprocess relative to their
importance in supporting the
IMechanisms exist to:
(1) Evaluate security risks and
[threats associated with
(Cybersecurity supply chain risk management [Technology Assets, Applications
Cybersecurity r Supply Chain Risk
strategy/process shall be identified established 03 [and/or Services (TAAS) supply
GV.sC.s1 Supply Chain Risk [ aged and agreed to by organizetiona Functional | mtesects Wit~ Management || TPM03 e 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 'stakeholders (2) Take appropriate remediation
actions to minimize the
organization's exposure to those
risks and threats, as necessary.
= T -
[Supplier inventory. Maintain register with:
C.“"e"‘v accurate and complete lvendor name, services provided, data access
list of External Service Providers level, criticality rating, contract renewal dates.
Cybersecurity [Suppliers and third-party service providers of (ESPs) that can potentially g : -
information systems components and services shall be ; Third-Party o1 [mpact the Confidentiality,
Gv.sc.s2 Supply Chain RIsk |G i riotized and assesse using a cyber-supply| Fonctionsl [imersects wien| USRS | o011 EE s by andror 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 chain risk assessment process Safety (CIAS) of the
lorganization's Technology
|Assets, Applications, Services
i velki _
oiortize and assess suppiers [Conduct due diigence before onboarding
'Suppliers and third-party service providers of jand partners of critical
Cybersecurity  iyormation systems components and services shall be Third-Party [Technology Assets, Applications
Gv.sc.s2 Supply Chain Risk ation sys P Functional [Intersects With|  Criticality TPM-02 [and/or Services (TAAS) using a 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
dentified prioritized and assessed using a cyber-supply
Management | e0 P e e omes Assessments supply chain risk assessment
Pl lprocess relative to their
importance in supporting the
[Mechanisms exist to require [Contract requirements. Include SLAs for
Contracts with suppliers and third-party service contractual requirements for lsecurity (patch timelines, incident notification
PP party lapplicable security, compliance l<6hrs), audit rights, data localization, liability.
Cybersecurity  [providers shalinclude appropriate measures to meet v Pty Contract ond reslience recuirements with
e objectives of the RE’s cybersecurity program an ird-Party Contrac ’ resilie r
GV.SC.53 5“5‘;‘:;;21:’;?@“ cybersecurity supply chain risk management plan Functional | Subsetof | pequirements | TPM03 g:‘g’gn‘i’fa’;fz:s’f‘f;;‘;"t%‘;‘;(e(t 10 Ecmetecy Exsnpiedyfandaten] iancatoy] [[eneton]
including manpower adesuacy In cybersecurty e Techmotogy Assets.
lomain; lApplications, Services and/or
[Data (TAASD).
CW\U;US V:"tf‘" SUP‘PL“ETS and third-party service [Mechanisms exist to ensure Ensure vendor contracts mclude subcontractor
providers shall include appropriate measures to meet security, i t to audit
GV.SC.53 s ybersecurity . |the objectives of the RE's cybersecurity program and " jth|Contract Flow-Down| land resilience requirements are Cocomtracions processing AE data
upply Chain Risk |00 O o A o emaamons oo Functional [Inersects With| RIS SOR RN Tpm.05.2 |and resiience requirements ar 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Management Sn(\udi?g manpower adequacy in cybersecurity down to applicable sub-
jomain A
IMechanisms exist to require include termination rights for material security
contractual requirements for bbreaches or failure to meet security SLAS;
(Contracts with suppliers and third-party service lapplicable security, compliance |define breach notification penalties.
Cybersecurity _ [providers shal include appropriate measures to meet i party Sha restlence requirements with
GV.SC.53 Supply Chain Risk [¢ e jectives of t . i’se‘“”‘y Ll Functional | Subset of e arty °”l"m TPM-05 [third-parties, reflecting the 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Management |0 S K e ! equirements organization's needs to protect
ém( u |;|g manpower adequacy in cybersecurity its Technology Assets,
lomain; lApplications, Services and/or
Data (TAASD).
Mechanisms exist to document include termination rights for material security
land maintain a Responsible, bbreaches or failure to meet security SLAS;
(Contracts with suppliers and third-party service , ive, ldefine breach notification penalties
Cybersecurity |Providers shall include appropriate measures to meet Accountable, Consulted & Informed (RASCI)
lthe objectives of the RE's cybersecurity program and Supportive, oc 4 |matrix, or similar documentation,
GV.sC.53 Supbly Chain RIsk |o/0CrecCuricy supply chain fsk management plan Functional |Intersects With| ~ SCPPOMNG: | TPM-05.4 oot 20 ST e for 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 (including manpower adequacy in cybersecurity Informed (RASCI) lsecurity, compliance and
ldomain) Matrix resilience controls between
internal stakeholders and
External Service Providers
Contr:(ts vstf‘v‘ suv‘pll;ers and th\rz-party servwcte N [Mechanisms exist to include Include termination rights for material security
providers shall include appropriate measures to meef "break clauses” within contracts breaches or failure to meet security
Cybersecurity . [the objectives of the RE's cybersecurity program and i for failure to meet contract [define breach notification penalties.
GV.SC.S3 Supply Chain Risk |c08 O O R i Yok manaoamont plan Functional [Intersects With| ~ Break Clauses | TPM-05.7 |for ol to meet coniract 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
i .
Management Sndudi?g manpower adequacy in cybersecurity andJor resilience controls.
jomain
[Mechanisms exist to monitor, [Third-party monitoring. For critical vendors,
sty [fEs ot montr e s erave comprnce o S P, | e seeoC e el
third-party service providers performing critical Review of Third- g : -
GV.SC.54 Supply Chain Risk |00 R e B ve arganivation on a periogic| Functional |Intersects With| FSYSNOT TATA" | TPM-08  ffor compliance with established 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Management 3! contractual requirements for
security, compliance and
- [Mechanisms exist to address [Conduct at least annual vendor reviews:
Cybersecurity | RES shall monitor review and ensure compliance of Third-Party weaknesses or deficiencies in lsecurity posture reassessment; for critical
third-party service providers performing critical ; o 0o |supply chain elements identified vendors conduct quarterly reviews.
Gv-sc.s4 Supply Chain RISk lactivities for their respective organization on a periodic| Functional |Intersects With) — Deficiency | TPM-09 " \during independent or 8 Y Y LELTLEY
9 b lorganizational assessments of
such elements,
TMechanisms exTst o contral [[ack vendor emedTation plars for Gentifed
changes to services by suppliers, calate to proci
ovscs (Sypersecurty Res dszz‘r";,“g;‘r'\‘,?c'e’i‘;:,"“’d:’r‘::e";x;if:;"cprl‘(;‘c"aﬁe of ‘ | Menaging Changes o [[ing ino account the crtcay o [emedition fimelines not met
V.SC.S4 upply Chain Ris! Functional |Intersects With| ~ To Third-Party TPM-10  [of business Technology Assets, y y y
Management ;;tsulvsmes for their respective organization on a periodic Services IApplications, Services andior
Data (TAASD) that are in scope
by the third-party.
[SBOM shall be obtained for all new software o Sortware BT oF [SBOM requirement. Obtain SBOM for all COTS,
procurements of core and critical activities and kept Materiats (SBOM) for Technology lcustom developed software for core/critical
Cybersecurity  |updated with every upgrade or change. In cas 1 software Bill of Incsets. Applications andjor lsystems; use CycloneDX or SPDX format.
GV.SC.S5 Supply Chain Risk SBOM cannot be obtained for the legacy or proprietary | Functional |Intersects With| (pof¥are 81 9 | Toa-0a.2 [G55ets: ApICaions and 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Management  [systems, the Board/ Partners/ Proprietor of the e e e,
lorganization shall approve the same with proper > packag o
limitation, rationale, and risk proach including versions and applicable
IMechanisms exist to coordinate [Contractual requirement: vendors must notify
Cybersecurity Coordinate With internal contingency plans with RE within 6 hours of security incident affecting
GV.SC.56 Supply Chain Risk Resg""seda"d recovery planning and testing shall be | £\ tjonal intersects With| External Service | BCD-01.2 [the contingency plans of external 5 RE data/services. Exempted | Exempted | Mandatory | Mandatory | Mandatory
lconducted along with third-party service providers service providers to ensure that
Management Providers
lcontingency requirements can be
sistiad
IMechanisms exist to coordinate oint response planning. Conduct annual
Cybersecurity ' Correlation with |with approved third-parties to ltabletop exercises with critical vendors; test
GV.SC.56 Supply Chain Risk |[ResPonse and recovery planning and testing shall be | ¢ tional  [intersects with| External |RO-02.5 [achieve a cross-organization 5 [escalation procedures, communication Exempted | Exempted | Mandatory | Mandatory | Mandatory
Ragement . |conducted along with third-party service providers Organizations lperspective on incident \channels.
lawareness and more effective
e et o [Supplier diversification. Avoid >40%
Cybersecurity  |Concentration risk on outsourced agencies shall be Supply Chain Risk lassess supply chain risks ldependency on single vendor for critical
GV.SC.S7 Supply Chain Risk |assessed and reviewed to achieve operational Functional |Intersects With| "Apsg'essmem RSK-09.1 [associated with Technology 5 lservices; identify alternate vendors; test Exempted | Exempted | Mandatory | Mandatory | Mandatory
Management  |resiliency |Assets, Applications and/or Failover annually
ervice: )
Mechanisms exist to require [Standards flow-down. Require vendors to
contractual requirements for implement controls equivalent to SEBI CSCRF
applicable security, compliance lor IS0 27001; verify through
Cybersecurity ; . land resilience requirements with laudits/certifications.
GV.SC.58 Supply Chain Risk :Dh‘};‘\'ﬁ;”:ﬁ{l:f;;zg{’g:'gfﬁ;’:ﬂ;zf:;’;mﬁ"dated 0! Functional [Intersects With| T“‘;"e"’ﬁ"fgrg::gm TPM-05  [third-parties, reflecting the 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Management Y q lorganization's needs to protect
its Technology Assets,
lApplications, Services and/or
Data (TAASD).
Mechanisms exist to ensure [Obtain annual self-attestation from vendors on
securit with securit
GV.SC.58 Su(;:lyp?;réf?;:‘nﬂgsk [Third-party service providers shall also be mandated to| g\ tional [intersects With|CONEract Flow-Downl 1oy o5 5 fand resilience 1 are 5 Y Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
-SC.  sgement ¢ [follow similar standards of information security Requirements included in contracts that flow-
ldown to applicable sub-
AL cunal
[Mechanisms exist to perform [Asset inventory baseline. Maintain
inventories of Technology Assets, [comprehensive inventory: servers,
lApplications, Services and/or Iworkstations, network devices, applications,
Data (TAASD) that: |databases, cloud resources, APIs.
(1) Accurately reflects the
lcurrent TAASD in use;
(2) Identifies authorized software
Physical devices digital assets (such as URLs domain ﬂ;‘?;g;()‘:ﬂ:g;ﬁg business
ID.AM.S1 Asset Management xg‘;:;:g‘;‘yzi‘;;ss ’m;‘f“th’esgfgfg‘z’jf“;f"gfz and Functional | Subsetof | Assetinventories | AST-02 [(3) Is at the level of granularity 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
HAGIHCR deemed necessary for tracking
land reporting;
(4) Includes organization-defined
information deemed necessary
lto achieve effective property
an:
(5) Is available for review and
audit by designated
urganizat\or\a\ personnel.
&XISt to Ccreate and
lOrganizational communication data flows and Data Action ";‘Si'e"t‘:'za e o9
ID.AM.S2 Asset Management [encryption methods shall be mapped and inventoried | Functional |Intersects With| o AsT-02.8 [E35eie APPIRatons o1 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
lwith respect to all IT systems and network resources, PPing i
sensitive/regulated data is
stored, transmitted or processed.
; Network documentation. Maintain: network
network architecture diagrams ltopology diagrams, data flow diagrams
11)aéontam sufficient detail to showing data classification, encryption status
" . it t it points.
lOrganizational communication data flows and Network Diagrams lassess the security of the [a¢ transit points.
ID.AM.S2 Asset Management [encryption methods shall be mapped and inventoried | Functional Equal & Data Flow AST-04  [network’s architecture; 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
with respect to all IT systems and network resources Diagrams (DFDs) (2) Reflect the current
larchitecture of the network
lenvironment; and
(3) Document all
it data g
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loxamine Information for the [Shadow IT prevention. Use CASB, network
presence of unsanctioned monitoring to detect unauthorized cloud
' ; i lservices, applications; enforce procuremen
ID.AM.S3 Asset Management ;thse“:l'gsgfz“a'ﬁ;:“ no shadow IT assets are present | ¢ ctional [intersects With| Approved Solutions| NET-04.11 {’r‘;‘;’s’f";“m"f"sjzg “:"f‘;ﬂ:‘;j;:e lpolicy. PP P Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
|when transferring information
lbetween different security
[Mechanisms exist to detect the [Shadow IT prevention. Use CASB, network
Shadow Information| i ;
REs shall ensure that no shadow IT assets are present resence of unauthorized Imonitoring to detect unauthorized cloud
ID.AM.S3 Asset Management [1E5 S70% SHEUTE T LS Functional ntersects With| -~ Technology 0PS-07 R ooy Ascets, Appiications 8 |cervices, applications; enforce procurement | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
etection land/or Services (TAAS) in use. jpolicy.
Mechanisms exIst to [dentify and (Ciicl asset designation, Classify systems as
) document the critical Technology [critical (trading platform, payment ),
ID.AM 54 Asset Management E:;E‘:{E’:{‘:{’:S/Pmp”e“” shall approve the list of Functional |Intersects with| '9e"5TY Crifical | gep o, :;Z%fﬁa"(‘;"fﬂfs";) Services 8 ‘*“;9*‘ medium, low; Board approval for critical | mMandatory | Mandatory | Mandatory | Mandatory | Mandatory
lsupport essential missions and
bbusiness function:
IMechanisms exist to facilitate the [Critical asset designation. Classify systems as
of security, lcritical (trading platform, payment system),
ID.AM 54 Asset Management Eﬁ;;‘;’l?yr;{‘:rfs”’“m”emr shall approve the list of Functional | Subsetof | Assurance (IA) 1A0-01 | compliance and resilience 10 |high, medium, low; Board approval for critical y y y | Mandatory y
Operations lassessment and authorization list.
[Mechanisms exist to perform [Data inventory. Document: data types (P,
inventories of Technology Assets,| [financial, trading), locations (servers,
|Applications, Services and/or ldatabases, backups), owners, classification.
Data (TAASD) that:
(1) Accurately reflects the
lcurrent TAASD in use;
(2) Identifies authorized software
products, including business
justification details;
ID.AM.S5 Asset Inventories °ffa:a and corresponding metadata for Functional [Intersects With| Asset Inventories | AST-02 [(3) Is at the level of granularity 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
ata types are eemed necessary for tracking
land reporting;
(4) Includes organization-defined
information deemed necessary
lto achieve effective property
an:
(5) Is available for review and
audit by designated
orgenizemone\ personnel.
mvenmry Iogzx(;?lam:ﬁs"‘:‘sle" [Classify data per PR.DS.S2 requirements:
it ! Regulatory Data vs IT/Cybersecurity Data:
ID.AM.S5 Asset Management L"e":‘;;‘;’t‘eej g;f::;:e"sdaﬁg':;"n‘;gfn'zg metadata for | pynctional |Intersects with|  SnSItve Data | pcyig65 media and conduct sensitive 8 |apply appropriate controls per y y | Mandatory | Mandatory | Mandatory
Imedia inventories at least
lannuall
IMechanisms exist to perform [Lifecycle management. Track asset states:
inventories of Technology Assets, procurement, deployment, operation,
lApplications, Services and/or maintenance, decommissioning; update CMDB
Data (TAASD) that: jat each stage.
(1) Accurately reflects the
lcurrent TAASD in use;
(2) Identifies authorized software
lproducts, including business
All inventoried IT assets and data are managed justification details;
ID.AM.S6 Asset Management {11 Tven Oried IT Bsses o Functional | Subsetof | Assetlinventories | AST-02 [(3)Is at the level of granularity 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 4 ldeemed necessary for tracking
land reporting;
(4) Includes organization-defined
information deemed necessary
lto achieve effective property
and
(5) Is available for review and
audit by designated
organizational personnel.
TST TU CoTIaaTT [Vulnerability assessment. Conduct quarterly
{ﬁgf::gﬁ:::e‘shsem‘igﬁ‘gfogs:m lauthenticated scans for all assets; prioritize
e Ko remediation by CVSS score and asset
lAsset vulnerabilities shall be identified validated and e o lcriticality.
ID.RA.S1 Risk Assessment |documented. Risk factors shall be assessed and Functional [Intersects With| Risk Assessment | RSK-04 :I"Si“‘osjr':z;ﬁ;ifjﬁ use, 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
managed for all IT assets of the REs Imodification or destruction of the|
lorganization's Technology
|Assets, Applications, Services
EAVE
lechanisms eX‘Sl o Jetect [Maintain risk register documenting:
lAsset vulnerabilities shall be identified validated and Vulnerabilit ility details
ID.RASL Risk Assessment ~[documented. Risk factors shall be assessed and Functional [Intersects With| ~ V'&erab Y VP06 [errors by routing vulnerability 5 Exempted | Exempted | Mandatory | Mandatory | Mandatory
managed for all IT assets of the REs 9 lscanning of systems and
ARRYEAHERS exrsrro-comumer
oG aSocsments of nok Recurring risk assessment. Conduct
lthat includes the likelihood and [comprehensive risk assessment at |E?5(
nagiitida o marthe o lannually; ad-hoc assessments for major
ID.RA.S2 Risk Risk (including p risks) of RES'| ¢ ctional Subsetof | Risk Assessment | Rsk.4 [Unauthorized access, use, 10 fhanges. new threats. Exempted | Exempted | Mandatory | Mandatory | Mandatory
- IT environment shall be done on a periodic basis disclosure, disruption,
Imodification or destruction of the|
lorganization's Technology
|Assets, Applications, Services
SRR AR [Threat intelligence integration. Register with
5 <al
3‘5‘:;‘;2;:;;55315‘%?:‘ng ICERT-In Intelligence platform; subscribe to
REs shall receive CTI from reliable/trusted information Threat Intelligence lthreats by leveraging the :“Si"c"sc advisories, SEBI circulars, industry
ID.RA.S3 Risk Assessment [forums and sources. REs shall be on-boarded to CERT- | Functional Equal Foods THR-03  [knowledge of attacker tactics, 10 Exempted | Exempted | Exempted | Mandatory | Mandatory
in Intelligence platform ltechniques and procedures to
Ifacilitate the implementation of
preventative and compensating
firsms exist to enty,; Dynamic risk assessment. Update risk
[Threats vulnerabilities their likelihoods and impacts assess, prioritize and document lassessment when: new CERT-In advisory,
ID.RA.S4 Risk Assessment [shall be used to understand inherent risk and develop | Functional | Subsetof | ThreatAnalysis | THR-10 |[the potential impact(s) and 10 [ignificant vulnerability discovered, threat Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
risk response prioritization likelihood(s) of applicable landscape changes
linternal and external threat:
Risk responses shall be chosen prioritized planned IMechanisms exist to remediate Risk response actions. Document for each risk
ID.RAS5 Risk Assessment | = o Communicated Functional  Intersects With| Risk Remediation | RSK-06 | v'ocCeniopie level. 8 ?;;?;m:?ﬁ;:?:la‘waT;Isgcztnen(n(fen)tmls' Exempted | Exempted | Mandatory | Mandatory | Mandatory
e |Identities and credentials are issued managed verified : e marion of Meatfioagon | 1AM foundation. Implement centralized IAM
PRAAS1 AU agem e, |revoked and audited for authorized devices usersand | Functional | Subset of hfl‘;en";g'?miffa:ﬁ) IAC-01 'a'“ng'g’&i@;arﬂ\‘;ﬁsgéﬁ;‘;‘:‘““"” 10 |(Active Directory, Azure AD); unique IDs for all | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
ation, and o rocesses lusers/devices; no shared accounts except
dentity R8s et to proactver [Establish account lifecycle: provisioning (with
Managoment, ['dentities and credentials are issued managed verified Account lgovern account management of lapproval)
PR.AA.S1 Authentication, and|revoked and audited for authorized devices users and | Functional [Intersects With| UG IAC-15  findividual, group, system, 8 y y y
Access Control |PTO¢esses service, applcation, guest and
accou
dentity IMechanisms exist to develop, INetwork protection. Implement: DMZ for
Management,  [Network integrity is rotected through measures such Network Securit, lgovern & update procedures to lpublic-facing systems, separate VLANs for
PR.AA.S2 9 nd e metork souregat (throug pedy Functional | Subset of Contrals 1NSC)y NET-01 [facilitate the 10 ~office, micro- Y y Mandatory
Access Control INetwork Security Controls 1NSC) lsegmentation.
[Mechanisms exist to ensure Deploy next-gen firewalls between network
Identity Network Inetwork architecture utilizes f;"::io‘r’:‘nf’t':r“';rr"te"i;‘;‘ﬁ%’k access contro
Management,  [Network integrity is protected (through measures such «n|  Segmentation Inetwork segmentation to isolate
PRAA.S2 Authentication, and as network segregation network segmentation etc.) Functional |Intersects With| (2 osegementati| NET-06  Technology Assets, Applications 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Access Control on) land/or Services (TAAS) to protect
[from other network resources.
|dentity ) Mechanisms exist to implement [Least privilege enforcement. Grant minimum
Management, |While granting access permissions and authorizations Separation of land maintain Separation of necessary access; implement RBAC; regular
PR.AA.S3 Authonoemment, 4 [Principle of Least Privilege shall be followed along with | Functional |intersects With|  3-b2/2090 Of HRS-11 [Duties (SoD) to prevent potential 8 access reviews: SOD for critical functions Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Access Control |se9regation of duties linappropriate activity without (maker-checker).
[Mechanisms exist to enforce [Least privilege enforcement. Grant minimum
Identity ’ ) ) Role-Based Access Control necessary access; implement RBAC; regular
Management, | While granting access permissions and authorizations Role-Based Access (RBAC) for Technology Assets, laccess reviews; SOD for critical functions
PRAAS3 Authentiostion and[Principle of Least Privilege shall be followed along with | Functional |Intersects With| "6 25T B806S% | 1aC-08  |applications, Services and/or 5 |(maker-checker) Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
‘Access Control  [segregation of duties Data (TAASD) to restrict acoess
lto individuals assigned specific
roles with legitimate busine:
IMechanisms exist to utilize the Least privilege enforcement. Grant minimum
dentity ‘ ) ‘ ) lconcept of least privilege, necessary access; implement RBAC; regular
Mansgement, | While granting access permissions and authorizations ) ) allowing only authorized access laccess reviews; SOD for critical functions
PR.AA.S3 Authongoement, 4 [Principle of Least Privilege shall be followed along with | Functional [Intersects With| Least Privilege | 1AC-21  [to processes necessary to 8 |(maker-checker) Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
o o f duties laccomplish assigned tasks in
laccordance with organizational
busingss function: _
ety lusers and devices 26 potential (o trust arcitecture, mplement; device
Management, |RES shall follow Zero Trust Model to allow individuals Zero Trust [threats and prevent access to [authentication (802.1X), continuous
PR.AA.S4 Authentioation ang|devices and resources to access organization's Functional | Subsetof | , 70 (% -\ | NET-0L1 |data and resources until the 10 [authentication, micro-segmentation, assume | Exempted | Exempted | Mandatory | Mandatory | Mandatory
‘Access Control _|resources lusers can be properl: preach mentality.
lauthenticated and their access
Mechanisms exist to periodically- Maker-checker: Access
Identity |Access rights shall be reviewed and documented on a e "“E P”\é“eges assigned to lprovisioning/modification requires approval
Management, [periodic basis. Maker-Checker framework shall Periodic Review of individuals and service accounts |workflow; two-person rule for privileged
PRAA.S5 Authentication, and [mplemented for granting revoking and modifying user | Functional | subsetof | ) junt privileges | 'AC17 ;‘:i:ﬁgg:‘f;ﬂ";r’;i‘;;“n’jf‘” 10 jaccount creation/changes. v y e
Access Control rights move unnecessary privileges,
as necessa
ety A comprehensive uthentication policy shal be dentity & Access Imeslefﬂ"‘;";‘:ni’r‘"Su‘f“‘j,;f‘i:'f:‘fa‘f‘;rz‘s [Authentication baseline. Policy covers:
PR.AA.S6 Authem(atmn and Identities shall be Functional Subset of Managament (IAM) IAC-01 access management 10 password complexity (12+ chars), MFA Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
ceacs Contral - |Proofed and bound to credentials eontral rtificate
(1) Securely manage deriity proofng: veriy gf;l)\;emmer‘\l 10 before
" " nt creation; re-verify for privileges
Ma‘nd:g’gr":‘/em A comprehensive authentication policy shall be Authenticator Guthenticatars for users and cess; annual re-verification for contractors.
PR.AA.S6 + _;|documented and implemented. Identities shall be Functional [Intersects With 1AC-10 d 5 y y y | Mandatory y
Authentication, and Management (2) Ensure the strength of
proofed and bound to credentials
Access Control authentication is appropriate to
[the classification of the data
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) MFA requirement. Enforce MFA for: all remote
[Automated mechanisms exist to laccess, privileged accounts, critical system
lenforce Multi-Factor laccess; use phishing-resistant MFA (FIDO2,
|Authentication (MFA) for: X)),
Ma‘n":g"e‘r':‘yem Al critical systems shall have MFA implemented for all Multi-Factor 8; $§%‘i;$‘¥:ﬁ:&?§z
PRAAST | tenication, and| USSIS SCcessing from untrusted network to trusted Functional | Subsetof | Authenticaion | IAC-08 |0t B ons anaior 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Access Control Services (TAAS); and/ or
(3) Non-console access to critical
ITAAS that store, transmit and/or
lprocess sensitive/regulated data
T
i : Mechanisms exist to facilitate the [ogging policy. Log: authentication events,
PR.AA.S8 A (o log policy shall be Functional Subset of %"",:"["“'?:5 MON-01 [implementation of enterprise- 10 |privileged actions, changes, data y y Mandatory | Mandatory
Access Contral ° onitoring |wide monitoring controls. laccess, security events; minimum fields per
Mechanisms exist to configure [User accountability. Logs must include unique
[Technology Assets, Applications user ID (not generic); link user actions to
land/or Services (TAAS) to individual identity for forensics.
lproduce event logs that contain
sufficient information to, at a
minimum:
dentity (1) Establish what type of event
Management,  [User logs shall be uniquely identified and stored for a Content of Event PR
PRAASY |y lmarifien poviod Functional [Intersects With sl MON-03 |2) Wihen (¢ate and tme) the 5 y y Mandatory
Access Control (3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
event
faentity XIST TOpTOTECT lLog retention. Retain logs: 365 days online,
PRAASY |, Management, = |Userlogs shall be uniquely identified and stored fora | gynctional intersects with| PrOtection o Event| - yon.og e‘éi”tr:ggs 20d audt tools from 5 [additional archival per regulatory y y y | Mandatory y
ihentication, and|specified per 9 e orzed access, requirements (typically 5-10 years for financial
logs for = time neried consistent Log retention. Retain logs: 365 days online,
ot e i ladditional archival per regulato
Manaegnelrl:‘yent User logs shall be uniquely identified and stored for a requirements to provide support 22‘33&5?’"% (typically 3:10 years for financil
PRAASY | g e g S Functional [Intersects With|Event Log Retention| MON-10 |for after-the-fact investigations 8 : Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
heencs Cantrand sp P lof security incidents and to meet
statutory, regulatory and
contractual retention
Managemy . [Physical access to assets is managed monitored and [TECHEATSMTS eIt 10 raCTeare T Physical access control, Maintain authorized
PRAASIO |, Management,  lorotected. Physical access to critical systems shall be | Functional | Subsetof | Environmental | PES-01 eﬁwonmemgl ysical and 10 |personnel list; issue access cards with photo y y Mandatory
2" Imonitored and recorded on a continuous basis Protections nviror P ID; restrict data center access to authorized
I e e orce implement: biometric/card readers at entry
entis ohysical access authorsations points; mantrap for data center; escor
Management, |Physical access to assets is managed monitored and Physical Access ffor all physical access points |Visttors: V! g
PRAASIO |, Management  lorotected. Physical access to critical systems shall be | Functonal | Itersects With v PES-03 [lincluding designated entry/exit 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
e cation. & and recorded on a bas lpoints) to facilities (excluding
lthose areas within the facility
officially designated as publicly
Physicaf Gccess contror [CCTV monttoring 24x7 for critical areas; record|
S, it s s s g s s Tocnin | s oy PSR S
) ° i y l0gs wil ; alarm
PRAASLO | inantiation. ang|rotected. Physical access to crticalsystems sl be | Functional ntersects ith| #5322 20 PES-03.4 [ e v requlated 8 y y | Mandatory | Mandatory | Mandatory
Access Control ¢ data, in addition to the physical
ORIy BRgSRrgeets Ty faclic
Physical access to assets is managed monitored and [CCTV monitoring 24x7 for critical areas; record
PRAASIO |, MManagement, ' lorotected. Physical access to critical systems shall be | Functional [intersects with|MO1Oring PYSical] - peg g5 |Mechanisms exist fo manitor for, 8 [and retain footage 90+ days; integrate access , 5 o
uthentication, an andl recorded on o basis ccess etect and respond to physica logs with SIEM; alarm monitoring.
Identity - i . lechanisms existto Testrict and [PAM implementation. Deploy PAM solution for:
Monagement, [Privileged users' actvities shall be reviewed | privileged Account control privileged access rights lsession recording, password vaulting, just.in-
PRAASIL |, MManagement, ' loeriodically. Access restriction shall be there for Functional [Intersects With| [0VIS95 AECOULL]  1AC-16 ffor users and Technology Assets, | 8 fime access, priviieged session monitoring. y y Y | Mandatory
e tication: " lemployees as well as third-party service providers |Applications and/or Services
(TAAS).
Identity Privileged users' activities shall be reviewed Privieged actvty monitaring. Review
i i rivileged user logs weekly; alert on
PRAASIL |, tanagement,  Ineriodically. Access restriction shall be there for Functional [Intersects With pr‘eﬁg;‘;ﬁﬂf‘ilfgns 1Ac-21.4 [tlechanisms s:‘i‘ji‘le“g’:d“zj‘nﬁgns 8 finomalous behavior: restrct third-party Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
o & lemployees as well as third-party service providers vendor privieged access (o specific
Malvuaegne[rl:\snt Remote access to assets shall be strictly tracked and Control and Sv.‘eﬁff,r‘;?é?;mn Remote MFA. Enforce MFA for all remote
N . - B " faccess (VPN, RDP, SSH); ne even
PR.AAS12 Functional | Subsetof | Remote Access | NET-14 [COMTolandrevien organzation | 10 ( ) y y Mandatory | Mandatory
thentication, for privileged users
Identity lechanisms exist to retain [Data retention policy. Define retention
A c data-disposal at Media & Data imedia and data in accordance lperiods: transactional data per RBI/SEBI (5-10
PRAASIS | e oy ool e Hocumenten o mpiememtad Functional [Intersects with| M50 & B2 DCH-18  |with applicable statutory, 8 |Dears). logs (L+ years), backups (per RPO); | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
‘Aceess Control regulatory and contractual lsecure disposal after retention
Tgentity A c o L. Information [Mechanisms exist to securely Data disposal: Use NIST 800-88 compliant
PR.AA.S13 H P Functional [Intersects With DCH-21 [dispose of, destroy or erase 8 [wiping tools; certificate of destruction for Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Authentication, and|policy shall be documented and implemented Disposal e oysical media; maintain disposal 1005,
Mechanisms exist to securely
Identity dispose of, destroy or repurpose
Secure Disposal, system components usin
PRAAS1A Auu’f::ﬁg:g‘;‘”‘énd gﬁ)’:‘ap’:'::;‘;:;zzaz::f"c" ‘Zﬁe“‘fg‘fsmg:;f“ forhandling| ¢ tional [Intersects With| Destruction or Re- | AST-09 |organization-defined techniques 5 y y y | Mandatory
hccocs contral 9 P Use of Equipment land methods to prevent
information being recovered
SO— from these
Mechanisms exist to facilitate the Equipment disposal: Wipe all storage devices
PRAAS14 A ma"fgeg‘s"t' q ﬁ”"‘"’s"g";"/zso"s Sha't" fﬁ ‘“’Z“"‘E"‘fd forhandling| ¢ tional [Intersects With| Data Protection | DCH-01 [implementation of data 5 lbefore disposal/reuse; verify data cannot be | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
uthentication, and|storage media devices and their disposal ool recovered, decomimission tracking
T ST
Media storage. SOP covers: secure storage
‘1) Phy‘s\:?Hy cgmﬂ ang location, access logging, encryption
securely store digital and non- requirements, inventory tracking.
dentity digital media within controlled
) ) areas using organization-define
PRAAS1A Aumggf@:{{:’i"‘énd g&'r“a"g’:'y‘i;:;zzaz:gf"; iﬁ;f;ﬂgs;‘;fd forhandling| ¢ tional [Intersects With| Media Storage | DCH-06 ‘sze)(;r\ty messires; and ‘ 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
. rotect system media until
Access Control lthe media are destroyed or
sanitized using approved
equipment, techniques and
Mechanisms exist to identify and Media storage. SOP covers: secure storage
Identity S document Standardized focation. access logging, encyption
Management,  |Comprehensive SOPs shall be documented for handling ; 411 |Operating Procedures (SOP), or
PRAASI4 | A thentication, and|storage media devices and their disposal Functional |Intersects With) Operatind opy | O7= % fsimilar documentation, to enable| Ranaatevf[[Mardechy fiandaton [Mazdaion Hancetory
Access Control lthe proper execution of day-to-
oy assaned s
T ST IO TaCaTE T
[Access control for using systems such as endpoint - Endpoint access. Deploy EDR on all endpoints;
PRAASIS |, ma”fge{‘f‘e"" |devices networks APis remuvable “media laptops Functional | Subset of N'I“E”"‘y & Afflisrj) 1AC-01 "“3‘9”‘9”“‘“" of ‘de"“tf'ca“"“ 10 [fenforce full disk encryption; disable USB ports | Exempted | Exempted | Mandatory | Mandatory | Mandatory
Ao 2" |mobiles etc. shall be defined ai anagemen and access managemen lor use whitelisting; MDM for mobile devices
dentity N ot N e endnomt Mechanisms exist to enforce [Access controls: Network NAC for device
PRAASI5 Management, |GG 0 1% 1 APl removable media laptaps Functional _[Intersects With|Access Enforcement| 1aC-20 |-0dical Access Control (LAC) g [futhentication: A Exempted | Exempted | Mandatory | Mandatory | Mandator
§ Authentication, and (0 e e O T e e lpermissions that conform to the lauthentication/authorization (OAuth 2.0); P! P! Y i Y
Access Control - P principle of "least privilege.” removable media controls
|dentity ol icat N \I h y vetted . Mechanisms exist tc facllllate the| [Mobile app testing. Test against OWASP Mobile|
obile applications shall be properly vetted agains urity, tatic/dynamic analysis; pen testin
PRAASIE |, franagement  lsecurity tested before | Functional | Subsetof | Assurance () | IAO-01 |compiance and restience. 10 |oefore production: re-test after mejor updates. | Exempted | Exempted | Mandatory | Mandatory | Mandatory
Access Control |dePloyment Operations lassessment and authorizamcn
Mechanisms exist to formally Mobil app testing. Test aganst OWASP Hobie
assess the security, compliance tatic/dynamic analysis; pen testing
and resilience controls in efore praducton: reseat after rajor updnges.
[Technology Assets, Applications
Identity and/or Services (TAAS) through
obile appiications shal be properly veted sgainst Information Assurance Program
PRAASIS |, fronagement,  lecurity ested before | Functional [Intersects With|  Assessments 1AO-02  |(1AP) activities to determine the 8 Exempted | Exempted | Mandatory | Mandatory | Mandatory
Access Control deploymem lextent to which the controls are
implemented correctly, operating
as intended and producing the
desired outcome with respect to
Imeeting expected requirements.
i [Mechanisms exist to ensure [API security. Implement: OAuth 2.0/JWT
Ma‘rv(j’segnelrl:\yenl IAPI security with proper authentication and Application suppurl for secure Bothentication rate imiting, input ‘/Jahdauor\,
PRAASLT | hantication. ang 2UEhorizaton mechanisms shallbe defined an Functional Equal ) | cLo-os bilty between 10 [apI gateway, TLS 1.2+, API Exempted | Exempted | Mandatory | Mandatory | Mandatory
implemente components with Application inventory/documentation.
Access Control Security ) v ‘
: Security, Mechanisms exist to facilitate the (General awareness fraining. Annual
PRAT.S1 Awareness and 0 lonce aud systom nyatene Functional | Subsetof | Compliance& | gurqy implementation of security 10 g o pris Mandatory | Mandatory | Mandatory | Mandatory | Mandator
AT raining Y pviaiberiieaimhbiii Resilience-Minded |workforce development and password security, data handling, mﬂdent i Y i i Y
ameong employees shall be establishes Workforce lawareness controls. reporting; quarterly updates on emerging
Mechanisms exist to provide User role awareness. Document privieged
role-based security, compliance user responsibilities; obtain signe
Role-Based land resilience-related training: lacknowledgment; quarterly reminders.
Awareness and  |REs shall ensure that privileged users understand their Security, (1) Before authorizing access to
PRAT.S2 it oSl Functional | subsetof | compionly g | SAT03[the system or performing 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
assigned duti
Resilience Training (5) When required by system
changes; and
(3) Annually thereafter.
eChanisms exiT o provide Privileged user training. Specialized training
i specific training for privilege ffor admins: secure configuration, privilege
PRAT.S2 Awarz?:f:ga”d rRoEéssgi!erg::z;isl;l‘:a\ﬁt?;sv”eged users understand their | ¢, nctional Equal Privileged Users | SAT-03.5 |users to ensure privileged users 10 oaging req R ncent y y Mandatory | Mandatory
understand their unique roles lescalation; refresher every 6 months.
an
Mechanisms exist to require fThird-party awareness. Include security
contractual requirements for requirements in vendor onboarding; annual
applicable security, compliance lsecurity awareness refresher for vendor staff
REs shall ensure that thir-party stakeholders (0. - and resilience requirements with |with access.
PR.AT.S3 Awa{farl‘ﬁs: and | ppliers c partners) Functional | Subset of Th'ﬁe"a’gf‘;‘gm TPM-05  [third-parties, reflecting the 10 y y Mandatory
ing ltheir roles and responsibilities qui lorganization's needs to protect
its Technology Assets,
|Applications, Services and/or
Data (TAASD).
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[Mechanisms exist to document [Third-party personnel: Require vendors to
land maintain a Responsible, lprovide security training certifications;
A , Supportive, lconduct security orientation for vendor staff;
Accountable, (Consulted & Informed (RASCI) lbackground checks for critical vendor
PRAT.S3 Awareness and ~|RES shall ensure that third-party stakeholders (e.0. Functional |Intersects with|  Supportive, TPM.05.4 [TALTIX, Or similar documentation, lpersonnel. Mandat
AT Training s an s vestors partners) unctionaljintersects Wi Consulted & . lto delineate assignment for Y y B
their roles and responsibilities Informed (RASCI) lsecurity, compliance and
Matrix resilience controls between
internal stakeholders and
External Service Providers
[Mechanisms exist to control [Third-party personnel: Require vendors to
Awareness and [RES shall ensure that third-party stakeholders (e.0. Third-Part lpersonnel security requirements lprovide security training certifications;
PRAT.S3 Training suppliers c partners) Functional |Intersects With| oot (e i | TPM-06  fincluding security roles and 8 |conduct security orientation for vendor sta y Y Mandatory
their roles and responsibilities responsibilities for third-party Ibackground checks for critical vendor
lechanisims exist to manage [Executive awareness. Board briefings
REs shall ensure that senior executives/Board _ personnel securit risk by lcovering: cyber risk landscape, regulatory
Awareness and  [members heir roles an Position o, [assigning a toall . incident impact, fiducian
PRAT.S4 raining Flrther a dedicated program on cybersecurity shail be | Functional |intersects with| 208 | HRS-02 [SRde 0 E e ehing 8 [esponsibilities. P 4 Mty | Wiy || Pk | RErsmy | Ry
made for Board members screening criteria for individuals
filling those position:
[Executive training. Dedicated Board/executive
PRAT.S4 Awareness and ;Eesmsha“ Sierstons Sirell?rr:xeesw“vesmoard Functional |Intersects with| Defined Roles & | oc o Meb‘ha”‘s'“i E"‘S“ “’&"Eﬁ"e s lprogram: auanegy briefings on cyber risk, R
AT Training Further a dedicated program on cybersecurity shall be | Functional jintersects With g oo ngipilities e lities for al . [annual tabletop exercises, SEBI compliance Y Y Y | Mandatory
rade for Board mombors responsibilities for all personne lupdates, cyber insurance implications
i i [Mechanisms exIst to [Executive training. Dedicated Board/executive
awareness and |members understant el rores and responslbiti communicate with users about orogram: quartarly brieings on cyber rik,
PR.AT.S4 raining Further a dedicated program on cybersecurity shall be | Functional intersects With| User Awareness | HRS-03.1 their roles and responsibilities to 8 lannual tabletop exercises, SEBI 12 y Mandatory | Mandatory
made for Board members maintain a safe and secure lupdates, cyber insurance implications
workina
IMechanisms exist to define [Security role definition. Document security
PRAT.S5 Awareness and  REs shal ensure that physical and information secur | Functional |Intersects with| efined Rotes & | yigs.03  fcybersecurity roles & 8 [ream roles: SOC analysts, incident y y Mandatory | Mandatory
aining personnel eir roles a esponsibilities ,Espons‘bm‘es for all personnel. lsecurity architects, compliance officers;
existto [Security personnel training. Role-specific
Awareness and - |REs shall ensure that physical and information securiy communicate with users about traimngy 550 analysts (threat hunt?ng. SIEM),
PRAT.SS Training erson o rolo and Functional |Intersects With| User Awareness | HRS-03.1 [their roles and responsibilities to 8 [incident responders (forensics), security Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
maintain a safe and secure jarchitects (secure design); industry
working o .
[Mechanisms exist to facilitate thel Encryption baseline. Use AES-256 Tor data at
Data-at-rest and Data-in-transit shall be protected. Use of implementation of cryptographic rest, TLS 1.2+ for data in transit; disable weak
PR.DS.S1 Data Security ~ |Strong data protection measures with industry Functional Subset of Cryptographic CRY-01 |protections controls using known 10 [ciphers (RC4, 3DES); key management per Exempted | Exempted | Mandatory | Mandatory | Mandator
P! Y ry Ty
Istandard encryption algorithms shall be put in place Controls lpublic standards and trusted CRY-09.
cryptographic technologies.
Data-at-rest and Data-in-transit shall be protected. Transmission (Cryptographic mechanisms exist Data in transit. Enforce TLS 1.2+ for web,
PR.DS.S1 Data Security  [Strong data protection measures with industry Functional |Intersects With CRY-03 [to protect the confidentiality of 5 [SFTP/SCP for file transfers, IPSec for site-to- | Exempted | Exempted | Mandatory | Mandatory | Mandatory
Confidentialit
lstandard encryption algorithms shall be put in place onfidentiality data being lsite VPN; disable legacy protocols (Telnet, FTP,
Data at rest. Full disk encryption for
Data-at-rest and Data-in-transit shall be protected. Encrypting Data At (Cryptographic mechanisms exist laptops/moblle devices; rEbase encryption
PR.DS.S1 Data Security  |Strong data protection measures with industry Functional |Intersects With| P Regst CRY-05 |to prevent unauthorize 5 (TDE); encrypt backups; encrypted file Exempted | Exempted | Mandatory | Mandatory | Mandatory
standard encryption algorithms shall be put in place disclosure of data at rest. leystems for sensitive data storage. Mils:
Geolocation Mechanisms exist to control the Data localization. Regulatory and
REs shall classify their data into Regulatory Data and IT| Requiremants for location of clou IT/Cybersecurity Data must reside in India
land Cybersecurity Data. REs shall keep the data ; 09 |Processing/storage based on ldata centers; contractually restrict cloud
PR.DS.S2 Data Security |0 cesaible within legal boundaries of Functional |Intersects With processing, Storage|  CLD-09|5{ind o rements at e ot coetde Iodin: Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
India Locations :\:éug::l:i:a;?rg'bhregg:)anl:w laudit data location annually.
REs shall classify their data into Regulatory Data and IT] o s XISt T ensure "m Data classmta(tm(n fome ladxrém{" N
land Cybersecurity Data. REs shall keep the i Data & Asset y ata (customer data, transaction
PR.DS.S2 Data Security |30 cassible within legal bounda”es of Functional [Intersects With| 0% Asoet DCH-02  faccordance w\tlhlapphcadble 8 |records, compliance records); IT/Cybersecurity Y Y y | Mandatory
India statutory, regulatory an Data (logs, configs, security tools data)
; cram ——— s
e IData classification. Define taxonomy:
the impact of "dig| reignty Regulatory Data (customer data, transaction
laws.” that require localized data records, compliance records); IT/Cybersecurity
REs shall classify their data into Regulatory Data and IT| within the host country, where Data (Iogs, configs, security tools data).
PR.DS.S2 Data Security |2Nd Cybersecurity Data. REs shall keep the data Functional |Intersects With| Data Localization | DCH-26 [d2ta and processes may be 8 ' !
lavailable and accessible within legal boundaries of subjected to arbitrary Y y Y
India lenforcement actions that
potentially violate other
lapplicable statutory, regulatory
4 egul
IMechanisms exist to facilitate the [Capacity planning for availability. Monitor
Capacity & mplementation of capacity rebwor, Torecast srouh: matoin 30%
PR.DS.S3 Data Security ﬁgiﬂ:ﬁ“&‘:ga““/ to ensure Availability of data shall | ¢ tional [intersects With|  Performance CAP-01 :‘z";gfg”i;‘;ni°”$’f";°aigg“l’: 5 Iheadroom; annual capacity review; auto- y y Mandatory
Management P ystern b lscaling where applicable.
imeet expected and anticipated
[future capacity requirements.
Measures against data leaks shall be implemented. Mechanisms exist to facilitate the| DLP controls. Deploy DLP: endpoint agents,
PR.DS.S4 Data Security  |Appropriate tools shall be put in place to prevent any Functional Subset of Data Protection DCH-01 [implementation of data 10 network DLP, email DLP, cloud DLP (CASB); Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
data leakage lprotection controls. lpolicies for P, financial data, source code:
IDLP controls. Deploy DLP: endpoint agents,
Measures against data leaks shall be implemented. Prevent [Automated mechanisms exist to network DLP, email DLP, cloud DLP (CASB;
PR.DS.54 Data Security  [Appropriate tools shall be put in place to prevent any | Functional [Intersects With| i NET-03.5 (2 of et 8 |nolicies for Pll, financial data, source code: Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
data leakage Exfiltration ldata across managed interfaces.
. mechanisms exist i DLP implementation: Block/alert on sensitive
Measures against data leaks shall be implemented. Data Loss Data Loss ldata transfers; monitor cloud uploads; USB
PR.DS.S4 Data Security  |Appropriate tools shall be put in place to preventany | Functional Intersects With| p o cntios'(bp) | NET-17 |(DLP) to protect sensitive 3 lcontrols; print tracking; user education on DLP Yy Y Yy
data leakage linformation as it is sLored lalerts.
d re
[Mechanisms exist to manage segregation. Pl
separate development, testing [separate dev, test, UAT, production; no
Separation of land operational environments to production data in non-prod (use data
Development, reduce the risks of unauthorized imasking); separate access controls; network
[The development and testing environment(s) shall be .
PR.DS.S5 Data Security |00 o the production emyironment Functional Equal Testing and TDA-08 access or changes to the it 10 fsegmentation between environments. Exempted | Exempted | Exempted | Mandatory | Mandatory
Environments lensure no impact to production
[Technology Assets, Applications
land/or Services (TAAS)
TS ST PUTTIT PTaTe MUEgTTy TECamTSITS T0VerTy TIECTTAMTSITTS EXTST T FiM Tmplementation. Deploy FI on critical
software firmware and information integrity of its Configuration o6 |monitor, enforce and report on toms; baseline an o configurat
PR.DS.S6 Data Security Ciical systems an Sther systems connected 0 1 Functional  [Intersects With|  2¢"¢racon CFG-06 |0 iations for endpaint B fystems; baseline approved comg O . Exempted | Exempted | Exempted | Mandatory | Mandatory
utomated mechanisms exist to [FIM implementation. Deploy FIM on critical
Mils shall put in place integrity mechanisms to verify Integrity Assurance identify unauthorized deviations lsystems; baseline approved configurations;
software firmware and information integrity of its i g ffrom an approved baseline and lalert on unauthorized changes to: system files,
PR.DS.S6 Data Security [0 e ond other eyeterme comnecied to its Functional |Intersects With| & Ervfﬁ;cge)menl CFG-06.1 | tomated resiiency LR e i Exempted | Exempted | Exempted | Mandatory | Mandatory
critical systems lactions to remediate the
lunauthorized chan:
) ) echanisis exist to UETze Fle [FIM implementation. Deploy FIM on critical
Mils shall put in place integrity mechanisms to verify Endpoint File Integrity Monitor (FIM), or similar lsystems; baseline approved configurations;
software firmware and information integrity of its y , to detect and lalert on unauthorized changes to: system files,
PR.DS.S6 Data Security o 2teS e and other ayeteme conmected to its Functional |Intersects iy END-06 |- c o o imauthorized changes 8 [operton unauthorized changes to:sy. Exempted | Exempted | Exempted | Mandatory | Mandatory
critical systems to selected files and
eioced i
S —— PR — S —
software firmware and information integrity of its i y g configurations through integrity ware/fi betore depl t: cod
PR.DS.S6 Data Security iticalsysems and otner sysems comnectd t fs Functional |Intersects With| Integrity Checks | END-06.1 checing o ofware and 8 ;c;nv;‘agref/mrmvsv;r; before deployment; code Exempted | Exempted | Exempted | Mandatory | Mandatory
Miechanisrms exist to develop, Baseline hardening. Develop CIS Benchmark-
Information ldocument and maintain secure laligned baselines for: Windows Server, Linux,
Brotaction  |A baseline configuration of IT systems shall be created | Secure Baseline lbaseline configurations for Inetwork devices, databases; disable
PRUIP.SL Processes and [2nd maintained incorporating security principles (e.g. | Functional - Intersects With| <ot FSVEME | CFG-02  [Technology Assets, Applications 8  |unnecessary services/ports. y y Mandatory
oand  |concept of least functionality) and/or Services (TAAS) that are
lconsistent with industry-
accepted svstem hardening
[Mechanisms exist to review and [Baseline maintenance. Review baselines
Information lupdate baseline configurations: lannually or after major OS/application
Protection /A baseline configuration of IT systems shall be created (1) At least annually; lupdates; version control for baseline
PRUIP.SL Procaseas g [and maintained incorporating security principles (e.g. | Functional  [Intersects With| Reviews & Updates | CFG-02.1 |(2) When required due to so; or 8 : test before y y y | Mandatory
Procedures  |cOncept of least functionality) (3) As part of system component
installations and upgrades.
i Minimal services. Disable unnecessal
hformation |a baseline configuration of IT systems shall be created ) z;ﬁﬂfti‘e"s‘i)’y"‘;‘;’:(‘"ﬁf‘c'g‘@559”“3' orotocols (SMBvL, TL6 1.0/1.1), services
PRIP.SL Procoseas g [and maintained incorporating security principles (e.g. | Functional |Intersects With| Least Functionality |  CFG-03 PR es W SRECTERly 8 |(Telnet, FTP), features; remove unused Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures  |concept of least functionality) of ports, protocols, and/or [software; close unused ports
Mechanisms exist to ensure [SDLC governance. Implement secure SDLC
Information Secure ichanges to Technology Assets, Iphases: requirements (security requirements),
¢ lApplications and/or Services |design (threat modeling), development
PRIP.S2 Protection  |A System Development Life Cycle to manage systems | ¢ oo Equal Development Life | ooyt 07 [(FAAS) within the Serure 0 [ Codmm Ay y y Mandatory
Processes and  [shall be implemented Cycle (SDLC) Development Life Cycle (SDLC) iy
Procedures Management are controlled through formal (patch management.
ichange control procedures.
TToTmTETIOT -
r Configuration [Mechanisms exist to faciltate the] [Change control process. Formal change
PR.IP.S3 b Protection " RhES shall m{‘ o p‘a(e"p“"elfses for “’"f‘gura”["” Functional [Intersects With| CFG-01 of 8 request approval (CAB); impact assessment; | Exempted | Exempted | Mandatory | Mandatory | Mandatory
rocesses and [change control as well as change managemen Brogram management contrors, ltesting in non-prod; rollback plan: post-
: Change [Mechanisms exist to facilitate the] [Change control process. Formal change
PR.IP.S3 Prz;‘;;ﬁ;":"d ?hE::h:gf:l‘n‘”"a"s‘a"ﬁ:"";‘;‘f;:ﬁse“’,;;‘n’gf‘g:'“’:;‘f” Functional [Intersects With| CHG-01 of a change 8 request approval (CAB); impact assessment; | Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 '9 9 Program Imanagement program. ltesting in non-prod; rollback plan; post-
it st to govern the [Change control process. Formal change
Protection REs shall put in place processes for configuration C exis .
PRIP.S3 Functional |Intersects With CHG-02 technical configuration change 8  |request approval (CAB); impact assessment; | Exempted | Exempted | Mandatory | Mandatory | Mandatory
Processes and  |change control as well as change management unctl "™ change Control ontror pm(essg:s 4 9 lecting in non-prod: rollback plan: post- £ xemp! y ry Y
Information Malicious Code IMechanisms exist to utilize Malware scanning. Deploy: multiengine
Protection  |REs shall can Critical ication: lantimalware technologies to jantivirus, sandboxing for email attachments,
PRIP.S4 Processes and  [to ensure that ng malicious cod fs present Functional  [Intersects With| Protection (Anti- | END-04 |30 MMare teCAnO09ies 5o 8 [web filtering; scan custom code before Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures Malware) lcode. : YARA rules for advanced threats,
[Mechanisms exist to ensure that Malware scanning. Deploy: multi-engine
anti-malware technologies are lantivirus, sandboxing for email attachments,
Information running in real-time |web filtering; scan custom code before
Protection  |REs shall n Criti Always On g land cannot be disabled or |deployment; YARA rules for advanced threats.
PRIP.S4 Processes and  [to enure that na maiicious code ie present Functional _intersects With)  prrection END-04.7 Litered by non-privileged users, 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures lunless specifically authorized by
imanagement on a case-by-case
lbasis for a limited time period.
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lobtain, a Software Bill of [Code verification. Obtain from vendor:
Information  |If the source code of software/application is not owned Materials (SBOM) for Technology szﬂf‘sefraa‘l"%"‘l;":si;:;;::‘ﬁ‘;;’ﬂ::""ﬂzﬁ:‘gesﬂ
Protection  |by the REs then REs shall obtain an il Software Bill of y |Assets, Applications and/or §
PRIP.S5 Processes and  |undertaking/certificate from third-party service Functional |Intersects With| yporariais (sgom) | TPA042 [Services (TAAS) that lists nduct security Y Y | Mandatory | Mandatory | Mandatory
Procedures  |providers Software packages in use, review for critical systems.
including versions and applicable
[Mechanisms exist to obtain a [Code verification. Obtain from vendor:
First-Party Declaration(1PD) from lattestation of secure development practices,
applicable External Service lvulnerability assessment results, malware
Information |If the source code of software/application is not owned Providers (ESPs) that provides lscan certificate; conduct independent security
Protection  |by the REs then REs shall obtain an 0 First-Party assurance of compliance with review for critical systems.
PRIP.S5 Processes and |undertaking/certificate from third-party service Functional _intersects With) peciaration (1pp) | TPM05-0 specified statutory, regulatory 5 v v v i
Procedures  |providers land contractual obligations for
security, compliance and
resilience controls, including any
flow-down requirements to
[Mechanisms exist to require [Security testing. Conduct: SAST (static code
system developers/integrators lanalysis), DAST (dynamic testing), SCA
lconsult with security, compliance (software composition analysis), pen testing;
land/or resilience personnel to: |security functionality testing; negative testing.
(1) Create and implement a
y Security, Security Testing and Evaluation
PR.IP.S6 l:iz;’:(antg;" g&g;m/;zfé‘rf;;:lm\etéft;ﬁ;zﬁfgﬁzﬂg{;ﬁﬂjéﬂhi10“ Functional Subset of Rs(;(\)hrgre!:r“rceest&w( ng | TDA-09 'ng&E) |pla" iy 5‘”“?.' ;Tp?lb”'ty' 10 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
-IP- Processes and  |only in intended manner developed per best secure 9 ((2) Implement a verifiable flaw vy vy vy y y
Procedures. |practices Throughout remediation process to correct
identified during the control
ltesting and evaluation process;
(3) Document the results.
. [Backup procedures. Define backup schedule
recurring backups of data,
Software andfor system images, (full weekly, incremental daily); 3-2-1 rule (3
Information e well a5 verify the intearity of |copies, 2 media types, 1 offsite); encrypt
PRIP.S7 Protection  |REs shall document backup and recovery plan of data | ¢ ctional |intersects With| Data Backups BCD-11 [these backups, to ensure the 5 backups; RPO aligned with business needs. | vangatory | Mandatory | Mandatory | Mandatory | Mandatory
Processes and  [to ensure that there is no data loss
oo availability of the data to satisfy
Recovery Time Objectives (RTOs)
and Recovery Point Objectives
Technology Assets, secure recovery and Recovery procedures. Document recovery
I:ig;:(ant(‘:onn REs shall document backup and recovery plan of data Applications and/or of Technology [teps; prioritize critical systems; define RTO
PR.IP.S7 ; P Ty Pl Functional [Intersects With| Services (TAAS) BCD-12 |Assets, Applications and/or 8 lper system; automated recovery where Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
d hat th data |
Processes and  |to ensure that there is no data loss. Recovery Services (TAAS) to 2 known state lpossible; maintain recovery runbooks.
Procedures Reconstitution lafter a disruption, compromise or|
IMechanisms exist to identify and
PR.IP.S7 B backup and recovery plan of 4ata | ncrional [intersects with|  Operang. | 0Ps-0L1 g(:’ceu'?t‘e”ngt Frocedures (507, o 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandato
AP Processes and  [to ensure that there is no data loss Procedures (S0P} +1 lsimilar documentation, to enable 4 w 4 w7 2
Procedures lthe proper execution of day-to-
day / assigned tasks.
recurring backups of d‘atua. [Backup testing. Test backup restoration
Protection REs shall implement test and maintain data backups. las well as verify the integrity of v tlmye Ve ATO: goc{]'mem ot aaits.
PRIP.S8 Processesand [Further drills for restoration of backup data shall be Functional |Intersects With| Data Backups | BCD-11 [these backups, to ensure the 8 Y Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
oracouree |conducted on a periodic basis availability of the data to satisfy
Recovery Time Objectives (RTOS)
land Recovery Point Objectives
Information - [Mechanisms exist to routinely lBackup testing. Test backup restoration
Protection | RES shall implement test and maintain data backups. Testing for ltest backups that verify the luarterly for critical systems, annually for
PR.IP.S8 Procason g [Further drills for restoration of backup data shall be Functional [Intersects With|  Reliability & | BCD-11.1 |refiabilty of the backup process, 8 |others; verify data Integrity; measure actual y y y | Mandatory y
Procedures conducted on a periodic basis Integrity las well as the integrity and recovery time vs RTO; document test results.
Information oo ations regarding the physical physical & Fechanisms exist to aciitate the Physical securiy planning. Site pan covers:
i loperation of physical an laccess controls, CCTV coverage,
PR.IP.S9 Pr';;‘;':s‘:et;"a"nd loperating environment for REs' assets shall be defined | Functional | Subset of PES-01  [on e ;mtect,on 10 |environmental controls (HVAS fire Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures  |2nd adhered to Protections lcontrols. lsuppression, power backup), physical
Mechanisms exist to document a [Physical security planning. Site plan covers
Physical Security Plan (PSP), or laccess controls, CCTV coverage,
Information i " similar document, to summarize lenvironmental controls (HVAC, fire
Policies and regulations regarding the physical 4 X . fire
Protection . ° ! y ith| Physical Security y the implemented security lsuppression, power backup), physical
PRIP.S9 Processes and |OPErating environment for R’ assets shallbe defined | Functional  ntersects With| "51c0l250) PES 0L [ erotett physical 8 e ration toeting resutte. y y y | Mandatory y
Procedures laccess to technology assets, as
well as applicable risks and
fthreats.
Information [Mechanisms exist to develop, [Control effectiveness. Measure: firewall block
Protection Effectiveness of protective technologies shall be Measures of report and monitor Security, rate, AV detection rate, DLP policy violations,
PR.IP.S10 Processes and |measured on & regular basis in line. with the SLAS Functional | Subset of il GOV-05  |compliance & Resilience 10 |patch compliance %; quarterly reviews against| Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures Program (SCRP) measures of ISLAs.
[Mechanisms exist to facilitate the [BC/DR planning. Develop comprehensive
implementation of contingency [CCMP covering: nciden response, business
Information lplanning controls to help ensure |continuity, disaster recovery; df
rotection [Response plans (incident response and business Business Continuity resilient Technology Assets, IRTOS/RPOs; Board approval; it testing.
PRIP.S11 Procasses and [Cominuity) and recovery plans shallbe put in place and| Functional  (intersects With -~ Management BCD-01  |Applications and/or Services 8 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
rocaduracd  [regularly tested and updated System (BCMS) (TAAS) (e.q., Continuity of
(Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR)
e Meuwmd}" exist to conduct [RTO/RPO definition. Define per SEBI
Information ltests and/or exercises to tical systems RTO <4 hours,
Response plans (incident response and business . cri 4
Protection ith|_Contingency Plan 0s |evaluate the contingency plan's IRPO =1 hour: document in CCMP; test
PR.IP.S11 Processes and [(ontnuity) and recovery plans shal be put in place and| - Functional|intersects With| reing % Exercises| 5°-0%  [ffacteness and the LI VAT S A Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Procedures gularly up lorganization's readiness to
lexecute the plan.
N [Vulnerability program. Comprehensive VPMP
Information Vulnerability & IMechanisms exist to facilitate the lcovering: asset inventory, vulnerability
PRIP.S12 Protection |A vulnerability management plan shall be developed | £ o Equal  |patch UpM.o1 [ mplementation and monitoring 10 [scanning schedule, priorifization criteria (CVSS | wandatory | Mandatory | Mandatory | Mandatory | Mandatory
Processes and  [and implemented of :
Program (VPMP) |+ asset criticality), SLAs (critical: 7 days, high:
Procedures controls. 30 days), exception process, reporting.
Informati [Mechanisms exist to facilitate the| [Cloud governance. Comply with SEBI Cloud
Drotection  |For applicable cloud instances of REs SEBI circular implementation of clout [Framework: Board approval for cloud
PR.IP.513 Framework for Adoption of Cloud Services by SEBI Functional |Intersects With| Cloud Services CLD-01 |management controls to ensure 5 [adoption, data localization, security controls, | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Processes and  Iregulated Entities (RES) shall be complied with cloud instances are secure and laudit rights, exit strategy, incident notification.,
in-line with industry practices.
[Mechanisms exist to ensure the
Information icloud security architecture
For applicable cloud instances of REs SEBI circular i
PR.IP.S13 Protection ¢ 2 mework for Adoption of Cloud Services by SEBI Functional |Intersects with| Cloud Security | ¢ 5 o, |supports the organization's 5 Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Processes and  |Ece e o O o ohail b complicd ith ‘Architecture fechnology strateay to securely
Procedures 91 P! design, configure and maintain
h),gug_emmmmglt
lechanisms exist to facilitate the| [Cloud onboarding. Pre-onboardin:
Ihfofmation |for applicable cloud instances of REs SEBI circular i identification and [ascessment. CSP security roview. data
PRIP.S13 Procasar 4 [Framework for Adoption of Cloud Services by SEBI Functional | Subset of Pty CPLO1  [implementation of relevant 10 |dassification, compliance mapping, shared | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
racedurae” [Regulated Entities (REs) shall be complied with Compiiance statutory, regulatory and responsibility model understanding,
ntr
[Mechanisms exist to utilize [Audit function. Maintain internal audit team for|
Information independent assessors to lcontinuous monitoring; use CERT-In
i " 8 luate security, compliance lempanelled auditors for external IS audits per
Protection Only CERT-In empanelled IS auditing organizations Independent § eva Y P! P P
PRIP.S14 Processesmnd  |ohall b onboarded for external audt aPREs Functional [Intersects With| ~ '"REPeCer CPL-03.1 and resilience at planned 5 [SEBI requirement. Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
rocedures intervals or when the Technology
Jsset. Application and/or Service
(TAAS) ianificant
Information  |All software services shall be certified for application N [Software certification. Before production:
Mechanisms exist to facilitate the| i
Protection |security and functional audit. COTS products Third-Part H : [application security testing (OWASP Top 10),
PR.IP.S15 Procasas g urity b; ok axchar produ hall be | Functional Subset of MaAagsmert TPM-01 [implementation of third-party 10 [functional audit; COTS from % Y y
Procedures |certified imanagement controls. lexchanges/depositories must have STQC
[Mechanisms exist to obtain an [Software certification. Before production:
security testing (OWASP Top 10),
[Third-Party Assessment ffunctional audit; COTS from
Information  |All software services shall be certified for application (Organization (3PAO) that lexchanges/depositories must have STQC
Protection Isecurity and functional audit. COTS products . Third-Party y lprovides assurance of conformity |certification; maintain certification records.
PR.IP.515 Processes and by stock shallbe | Functional |intersects With| poctation (3pa) | TPM-05-8 |with specified statutory, 8 y y y
Procedures certified regulatory and contractual
lobligations for security,
lcompliance and resilience
lcontrols, including any flow-down
[Mechanisms exist to obtain an IS0 certification. Mils and Qualified REs: obtain
attestation from an independent IS0 27001:2022 certification; maintain
[Third-Party Assessment |certification (annual surveillance, 3-year
Information Organization (3PAO) that recertification); address non-conformities
Protection  |Mils and Qualified REs shall obtain ISO 27001 Third-Party lprovides assurance of conformity ftimely.
PRIPS16 Processes and  |certification Functional | Subsetof | pttestation (3pA) | 17058  lwith specified statutory, 10 Exqimi || EamE) || B || My || ks
Procedures regulatory and contractual
obligations for security,
lcompliance and resilience
lcontrols, including any flow-down
Brotection  Mits and Qualified REs shall follow globally recognized Cu:j‘:ﬁ"ﬂ‘é & [Mechanisms exist to facilitate the| [CIS Controls adoption. Implement CIS Controls
PR.IP.S17 P g [standards such as CIS Critical Security Controls to Functional {Intersects With| .y P! P GOV-01 [implementation of security, 8 [v8 (prioritize Implementation Groups based on | Exempted | Exempted | Exempted | Mandatory | Mandatory
rocesses and - lonhance their cyber resilience eslencs orem lcompliance and resilience lorganization size); use CIS-CAT for compliance
[Mechanisms exist to ensure the [Standards implementation: Map CSCRF to CIS
lorganization is able to [Controls; implement controls by priority;
',",g;’e“caﬁt(‘;;" Mils and Qualified REs shall follow globally recognized Ability To demonstrat aszj{‘)‘r"z;meme Imeasure implementation through metrics.
PRIP.S17 standards such as CIS Critical Security Controls to Functional |Intersects With| ~Demonstrate | CPL-01.3 Pli 8 Exempted | Exempted | Exempted | Mandatory | Mandatory
Processes and  CARTRIEE Ul 28 T Clionce Conformity (capability conformity with
Procedures lapplicabie cybersecurity a
data protection laws, regulations
landjor
[Mechanisms exist to facilitate the] [Secure engineering. Follow CIS Benchmarks
implementation of industry- ffor system hardening; implement defense-in-
Information ) recognized security, compliance ldepth; security by design principles.
Protection  |M!s and Qualified REs shall follow globally recognized Secure Engineering land resilience practices in the
PRIP.S17 standards such as CIS Critical Security Controls to Functional |Intersects With SEA-01 > ' 8 Exempted | Exempted | Exempted | Mandatory | Mandatory
Processes and  [34CaTdS Sueh B8 Ol e Principles specification, design,
Procedures Y ldevelopment, implementation
land modification of Technology
|Assets, I and/or
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[Mechanisms exist to [Maintenance control. Maintenance procedures:
Maintenance and repair of RE' assets shall be Test. Validate & lappropriately test and document lapproval workflow, maintenance windows,
PR.MA.S1 Maintenance  |performed and logged with approved and controlled | Functional  [Intersects With| 7 #5 Valida! CHG-02.2 |Proposed changes in a non (change control integration, supervised access | Exempted | Exempted | Mandatory | Mandatory | Mandatory
tools ocument Changes roduction environment before ffor vendors, post-maintenance testing.
changes are implemented in a
N N ) IMechanisms exist to conduct IMaintenance automation. Use ITSM tools for
. Maintenance and repair of REs' assets shall be N Controlled lcontrolled maintenance activities Imaintenance tracking; automated patch
PR.MA.SL Maintenance  |performed and logged with approved and controlled | Functional  [intersects With|  ,c*"TOISd MNT-02 |throughout the lifecycle of the 8 |deployment with testing; maintenance log Exempted | Exempted | Mandatory | Mandatory | Mandatory
tools [Technology Asset, Application integration with SIEM.
) IMechanisms exist to authorize, [Remote maintenance security. Remote
v Remote maintenance of RES' assets shall be approved ) Remote monitor and control remote, non- maintenance requires: advance approval, MFA,
PRMA.S2 Maintenance [logged and performed in a manner that prevents Functional Intersects With| , tCTO%e MNT-05 |local maintenance and diagnostic| 8 lsession recording, time-limited access, Exempted | Exempted | Mandatory | Mandatory | Mandatory
unauthorized access lactivities. lsupervisor monitoring for critical systems, log
) [Mechanisms exist to require [Remote maintenance security. Remote
Remote maintenance of RES' assets shall be approved Remote imaintenance personnel to obtain Imaintenance requires: advance approval, MFA,
PRMA.S2 Maintenance logged and performed in 2 manner that prevents Functional . Intersects With| Maintenance pre- | MNT-05.5 |pre-approval and scheduling for 8 lsession recording, time-limited access, Exempted | Exempted | Mandatory | Mandatory | Mandatory
unauthorized access pprova remote, non-local upervisor monitoring for critical systems, log
Patches shall be identified and categorized based on Vulnerability e [Patch program. Patch categorization: Critical
PR.MA.S3 Maintenance  |their severity. Critical patches shall be implemented at | Functional |Intersects With|  Remediation VPM-02 iy ied, tracked P d" y 8 (7 days), High (30 days), Medium (90 days); Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
the earliest Process dentified, tracked an [Emergency patching process for zero-days.
echarlsms exist To dentity and [Patch remediation. Patch workflow:
i to newly lidentification — testing (non-prod) - approval
Patches shall be identified and categorized based on g 2 T ran g 9 PP
. all be 1 i ; Vulnerability discovered security I+ deployment (prod) - verification; maintain
PR.MA.S3 Maintenance  [their severity. Critical patches shall be implemented at | Functional |Intersects With| " VPM-03 i 8 ployment (pro erification; maintaj Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
e oever P P Ranking [vulnerabilities using reputable patch compliance dashboard; exception o/ 7 7 7 v
putside sources for security lprocess with compensating controls.
nerability information,
) - ecfanisms xis quct [Patch remediation. Patch workflow:
Patches shall be identified and categorized based on Software & coftware patching for ol identification - testing (non-prod) — approval
PRMA.S3 Maintenance  their severity. Crtical patches shall be implemented at | Functional Intersects With| g “PURER L, | VPM-05 dep\uyeq Technology Assets, 8 |5 deployment (prod) - verification; maintain y Y Mandatory
the earliest lApplications and/or Services lpatch compliance dashboard; exception
). includina firmware " .
IMechanisms exist to proactively [PR management. PR plan in CCMP: designated
imanage public relations pre-approve
y lassociated with incidents and ftemplates, media monitoring, social media
Public relations management as defined in the 0
RC.CO.ST Incident Recovery | dertaken in the event of a Functional | Subsetof | Public Relations & | o o lemploy appropriate measures to 10 [strategy, customer communication channels, . 5 7
Communication (e B e ident Reputation Repair lprevent further reputational reputation repair actions; engage PR firm for
ldamage and develop plans to imajor incidents.
repair any damage to the
lorganization's reputation.
Mecﬁamsmds exist to fv‘ﬂe\g [Recovery communication. Regular updates
i i i rt incidents to applicable: lduring recovery: internal (all hands emails
REs shall communicate recovery activities to internal Incident repo! - g ,
RC.CO.52 Incident ReCOVETY land external stakeholders as well as executive and Functional Equal Stakeholder IRO-10  [(7) fnternal stakenoders; 10 [intranet), external (customer portal, website), | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
ommunication |2 hagement teams Reporting (2) Affected clients & third- lexecutive (daily briefings), regulators
parties; and (progress reports); communicate: systems
(3] Reaulatory authorities, ractared inina work revisad ET/
Mechanisms exist to timely= [Action reporting. Communicate recovery
i i X Incident report incidents to apphcable [actions: containment measures implemented,
RC.CO.S3 Incident Recovery |REs shall inform actions taken during fecovery process | gctional | subset of Stakameer |RO-10|(1) Internal stakeholders; 10 [systems restored, security . . ety || ey
to all related Reporting (2) Affected clients & third- ldeployed, ongoing monitoring; tailor message
partes; and lto audience (technical for IT, business impact
R o e lLessons learned. Post-recovery: identify what
Recovery plans shall be updated and improved to ey e Root Cause Analysis (RCA) and lworked well, what din'c. process
RC.IM.S1 Improvements  [incorporate lessons learned from cybersecurity Functional Intersects With| " (3 1T AT YSI%)  BCD-05  'lessons learned” activity every 8 lmprovements, tool enhancements, training | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
incidents time the contingency plan is needs; document in post-incident report; track
Mec anisms exist to [Plan updates. Post-incident: update recovery
Recovery plans shall be updated and improved to Root Cause Analysis f:j‘;gi;ffir"”ecd gg:geiﬁi‘;ﬂ‘;‘:d lprocedures based on actual recovery
RC.IM.51 Improvements  [incorporate lessons learned from cybersecurity Functional |Intersects With| (RCA) & Lessons IRO-13 9 cyi d Y 8 experience, adjust RTO/RPO if not met, Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
incidents Learned data protection incidents to ladditional resourcesjtools, improved
reduce the likelihood or impact |coordination processes; version control; re-test]
of future incidents. Lindate
IMechanisms exist to conduct [Resilience drills. Progressive testing:
B . ltests and/or exercises to lcomponent testing (backup restore) —
REs cyber resilience capabilities shall be upgraded Contingency Plan evaluate the contingency plan's ltabletop exercises (scenario walkthrough) -
RC.IM.S2 Improvements  [through periodic drills to ensure safe and timely Functional |Intersects With BCD-04 8 |functional tests (partial failover) - full DR test y y y
’ > Testing & Exercises leffectiveness and the P
restoration of critical operations or ; (complete failover); measure improvement in
ganization's readiness to v
execute the plan. recovery times; identify capability gaps; invest
in to close qap:
IResilience drills. Progressive testing:
Contingency Plan [Mechanisms exist to conduct a lcomponent testing (backup restore) -
RES cyber resilience capabilities shall be upgraded Root Cause Analysis| Root Cause Analysis (RCA) and ltabletop exercises (scenario walkthrough) —
RC.IM.S2 Improvements  [through periodic drills to ensure safe and timely Functional Intersects With|" (3 (3T ATOVEI%)  BCD-05  'lessons learned” activity every 8 |functional tests (partial failover) -» full DR test y y y
restoration of critical operations time the contingency plan is (complete failover); measure improvement in
lactivated. recovery times; identify capability gaps; invest
in
[Mechanisms exist to facilitate the [Scenario-based recovery. Recovery plans for
implementation of contingency lscenarios: ransomware (restore from backup),
Iplanning controls to help ensure DDOoS (alternate connectivity), data breach
. ' ) Business Continuity resilient Technology Assets, (forensics, notification), insider threat (HR
RC.RP.S1 "‘;l‘:s"E‘x’;iﬁz‘;’V :fg:;ﬁ;yb"a‘:e"d"g:E;;:;J“O':‘Zve different cyber Functional | Subset of Management BCD-01 |Applications and/or Services 10 |coordination); scenario-specific procedures y y y | Mandatory y
System (BCMS) AS) (e.g., Continuity of land priorities.
(Operations Plan (COOP) or
Business Continuity & Disaster
IRecovery (BC/DR)
[Mechanisms exist to define [Scenario-based recovery. Recovery plans for
specific criteria that must be met lscenarios: ransomware (restore from backup),
to initiate Business Continuity / DDOoS (alternate connectivity), data breach
. . . Disaster Recover (BC/DR) plans (forensics, notification), insider threat (HR
RC.RP.S1 ‘”;;:s"&zif‘%ﬁ’y :f;:;’s;yb‘;‘;”d";:f;ffcha"’(‘“ohnz"s different cyber. Functional  [Intersects With| o FECOVEDS | BCD-01.5 [that facilitate business continuity 8 lcoordination); scenario-specific procedures Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
P loperations capable of meeting land priorities
applicable Recovery Time
(Objectives (RTOs) and Recovery
Point Objectives (RPOs).
[Mechanisms exist to facilitate [RTO/RPO compliance. SEBI requirements:
Incident Recovery |RTO and RPO as specified by SEBI shall be mandated Recovery Time / recovery operations in (Critical systems RTO =4 hours, RPO =1 hour;
RC.RP.S2 o accowery |while executing recovery plan for the restoration of Functional Equal Point Objectives | BCD-01.4 faccordance with Recovery Time 10 [document system-specific RTO/RPO; design | Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
systems (RTO / RPO) Objectives (RTOs) and Recovery lbackup/recovery architecture to meet
Point Objectives (RPOS) lobjectives; measure actual recovery times in
ot
[Mechanisms exist to conduct IRecovery testing. Conduct drills: quarterly
ncigent R s shall periodically conduct drills for testing different cont o ltests and/or exercises to ltabletop exercises (all scenarios), annual full
ncident Recovery |REs shall periodically conduct drills for testing differen ontingency Plan levaluate the contingency plan's DR test (failover to DR site), bi-annual backu
RC.RP.S3 . Functional Equal BCD-04 gency pl 10 P Mandator
Plan Execution ~ |recovery scenarios a Testing & Exercises effectiveness and the restore test (sample systems); document Y Y v
organization’s readiness to results, gaps, improvements.
ute the nlan
[Mechanisms exist to facilitate the [Backup documentation. Backup plan covers:
implementation of contingency lscope (all critical data), schedule
Iplanning controls to help ensure (full/incrementaldifferential), retention (per
. Business Continuity resilient Technology Assets, RPO), storage Iocat\ons (primary/Di
RC.RP.S4 ‘”;;:s’gxgiﬁ‘;‘;f"‘/ tB:;‘;‘;‘3r:"t‘li;fiﬁ;f;ylsp':;‘(fa'tga‘?s:ha” be documented| ¢\ tignal | Subset of lanagement BCD-01 |Applications andjor Services 10 [site/cloud), e . testing rrequency y y Mandatory
System (BCMS) (TAAS) (e.q., Continuity of restoration procedures
(Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR)
Fecurming backups of data, Backup documentation. Backup plan covers:
coftware andfor system images Iscope (all critical data), schedule
e well as verify the integrity of (full/incrementaldifferential), retention (per
RC.RP.54 "‘;I'dE"t Recovery |Backup and recovery plan of data shall be documented| ¢, tional [intersects with|  Data Backups BCD-11 [these backups, to ensure the 8 RPO), storage locations (primary/DR Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
lan Execution  [to ensure that there is no data loss Isite/cloud), encryption, testing frequency,
availability of the data to satisfy e Tyt
Recovery Time Objectives (RTOs) Pl
land Recovery Point Objectives
IMechanisms exist to identify and Backup documentation. Backup plan covers:
ldocument Standardized lscope (all critical data), schedule
i Standardized Operating Procedures (SOP), or (full/incremental/differential), retention (per
Incident Recovery [Backup and recovery plan of data shall be documented y 3 3
RC.RP.54 Plan Execution . |to ensare that there is no data loss Functional |Intersects With| . ;éeratm%OP OPS-01.1 | ocumentation, to enable 8 RPO), storage locations (primary/DR Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
rocedures (SOP) lthe proper execution of day-to- lsite/cloud), encryption, testing frequency,
day / assigned tasks. restoration procedures.
i [Vulnerability intake. Establish:
situational awareness of lsecurity@domain email, vulnerability
Vulnerabilities and evolving o ot thin 24
Processes shall be established to receive analyze and Threat Intelligence lthreats by leveraging the hgjrgs‘;’:knp:m 4 “Egre:‘ef;‘r(yh'erf_‘i‘gir"gl‘m‘t"e
RS.AN.S1 Incident Analysis |respond to vulnerabilities/incidents disclosed to the RE | Functional |intersects With Foeds” THR-03  [knowledge of attacker tactics, B g : Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
from internal and external sources ltechniques and procedures to
Ifacilitate the implementation of
lpreventative and compensating
AR SO e [VDP implementation. Publish VDP policy (in-
i lexternal threat intelligence feeds scODe systems, disclosure timeline,
Processes shall be established to receive analyze and Threat Intelligence o genarate and ystems disclosure timeline.
RS.AN.S1 Incident Analysis |respond to vulnerabilities/incidents disclosed to the RE | Functional |intersects With : THR-03.1 > 8 P Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
from internal and external sources porting organization-specific security erifie
lerts, advisories and/or lcoordinate public disclosure.
eigent ‘ et aanfms SXSTTo ety incident classification. CCMP categorization
- ncident classes of incidents and actions er SEBI Annexure-O): Critical (trading halt,
RS.AN.S2 Incident Analysis |CYPersecurity incidents shall be categorized in-line Functional | Subsetof | Classification & | IRO-02.4 [to take to ensure the 0 [P ) ( 9! y y y
with categorization given in RE's CCMP ; ion of ional major data breach), High, Medium, Low;
Prioritization lcontinuation of orgamzatlcnta lpriority determines response timeline and
o .
o ett ?Vfﬂsms exist td > orm h Lateral movement detection. Use EDR logs to
igital forensics and maintain the identify: lateral movement techniques,
Detailed investigation of cybersecurity incidents and Chain of Custody & ity of e chain of cutocy, e o
RS.AN.S3 Incident Analysis [alerts as well as a forensic analysis shall be done to Functional  [Intersects With| <@/}, IRO-08 A ey 8 3 y y Mandatory | Mandatory
dentify the root-cause of the incident orensics n accordance with applicable |data staging; timeline analysis.
laves, qulations and industry-
Mechanisms exit to mcorperate [Forensic investigation. For significant
Detailed investigation of cybersecurity incidents and Root Cause Analysis lessons learmed from anayzing, incidents: preserve evidence (chain of
RS.AN.S3 Incident Analysis [alerts as well as a forensic analysis shall be done to Functional [Intersects With| (RCA) & Lessons | 1RO-13 [0 pmtm?mymments v 8 [custody), forensicimaging, memory analyss, y y v
dentify the root-cause of the incident Learned log correlation, malware analysis; use forensic
fy reduce the “KElIhUDd or impact ltools; document methodology; legal
of future inciden i
Contingency Plan Fleeharisme Sie o comaueea [BC/DR RCA. For incidents requiring BC/DR
. IRoot Cause Analysis [Root Cause Analysis (RCA) and lactivation: assess plan effectiveness, \dermfy
RS.AN.S4 Incident Analysis [RCA shall be done to: FunctionalIntersects With " (R4S Lassons | BCO-05  lessons learned" activity every 8 |gaps (people/process/technology), upda y y Mandatory | Mandatory
Learned me the contingency plan is plans; post-incident report to Board.
acti
[Mechanisms exist to incident RCA. Use structured RCA
Root Cause Analysis| lessons learned from analyzing imethodology (5 Whys, Fishbone); categorize
RS.AN.S4 Incident Analysis [RCA shall be done to: Functional [Intersects With| (RCA) & Lessons | IRO-13 3"? 'E”t““"t? ‘V”E’;“?”ty and g  (9aps: people (training needs), process Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Learned ata protection incidents to (procedure updates), technology (control
reduce the likelihood or impact implementation); assign remediation owners
of future incidents. ith deadlin
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Contingency Plan Mechanisms exis| [BC/DR RCA. For incidents requiring BC/DR
Determine the gaps in terms of people processes and Root Cause Analysis Root Cause Analysis (RCA) ond jactivation: assess plan effectiveness, identify
RS.AN.S4a Incident Analysis |20 P to the incident Functional _[Intersects With|" {35 F A00e S [lessons leamed” actvity every lgaps (people/process/technology), update v y Mandatory | Mandatory
Learned fime the contingency plan is plans; post-incident report to Board.
pa et incident RCA. Use structured RCA
lRoot Cause Analys lessons learned from analyzing Imethodology (5 Whys, Fishbone); categorize
RS.AN.S4a Incident Analysis |DSXTMine the gaps in terms of people processes and | ¢yncrional  |intersects With|  (RCA) & Lessons. | IRo-13 [2nd resolving cybersecurity and g  (gaps: people (training needs), process Mandatory | Mandatory | Mandatory | Mandatory | Mandator
VSIS ltechnology that led to the incident data protection incidents to (procedure updates), technology (control s 1%/ Y 7 %7
reduce the likelihood or impact implementation); assign remediation owners
piuture incidents, Al
echanisme exist o conauct
Contingency Plan R [BC/DR RCA. For incidents requiring BC/DR
. " t Cause Analysis (RCA) and .
; Further enhance the RE's security posture to prevent/ - [Root Cause Analysis| g Inoot i p [activation: assess plan effectiveness, identify
RS.AN.S4b Incident Analysis | il cybersecurty Incidents i the future. | Functional - |intersects with{ R LT M) BCD-05 - lessons leamed activiy every 8 |gaps (people/processitechnology), update Y Y Mandatory
Learmned me the contingency plan is plans; post-incident report to Board.
fleckintms existto ncorporate incident RCA. Use structured RCA
curth N the RE" " rure t " Root Cause Analysis Iessuns \‘earned fbrom ana}lyzmgd methodology (5 Whys, Fishbone); categorize
urther enhance the RE's security posture to preven 13 |and resolving cybersecurity an aps: people (training needs), process
RS.AN.S4b Incident Analysis mitigate similar cybersecurity Incidents in the future. Functional |Intersects With| (RCA) & Lessons IRO-13 |22 protection incidents to 8 (Qprzcel;urg updalesi.gtechno\ogy Teontrol Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
reduce the likelihood or impact implementation); assign remediation owners
lof future incidents. Al
[Mechanisms exist to IBIA process. Assess incident impact using pre-
\ ¢ anal “h dent shall b datoril Root Cause Analysis| lessons \‘eamed fbrom ana}tyzmgd |defined BIA: RTO/RPO breach analysis,
8 mpact analysis of @ incident shall be mandatorily i land resolving cybersecurity an lfinancial quantification, regulatory penalt
RS.AN.S5 Incident Analysis Functional |Intersects With| (RCA) & Lessons | IRO-13 : 8 a , regulatory penalty Mandator
VSIS |conducted by the R (RCA) & Les data protection incidents to lexposure, customer impact, brand reputation. Y Y 7
reduce the likelihood or impact
of future incidents.
. IResponse roles. Document roles in IRP:
Incident Response |An SOP the roles and of Human Resources IMechanisms exist to facilitate the incident Commander, CISO, SOC lead, IT
RS.CO.S1 Reporting and  |REs' personnel with respect to cybersecurity incident Functional |Intersects With| Security HRS-01 [implementation of personnel 8 loperations, legal, . business 12 Yy | Mandatory | Mandatory | Mandatory
Communication  [response shall be prepared and implemented Management security controls. lcontinuity, e (insidor threste).
] esttl to Tabnage [Response SOP. Detailed SOPs for: incident
N ersonnel security risk by ltriage, evidence collection, forensics,
Incident Response |An SOP documenting the roles and responsibilities of b 9 3
RS.CO.S1 Reporting and  |REs' personnel with respect to cybersecurity incident | Functional |Intersects With| Calzgz‘;‘fﬂ"tm HRS-02 Ezss"%"o‘;‘sg:ngsjsgae;“ggf:g’" toall 8 ‘comiﬂhun‘[w‘catmr:j\ nalfeguiaton). y y v y
f legal hold, vendor engagement, post-inciden
Communication ~ |response shall be prepared and implemented Eereening chteria for ndviduals legal he
filling those positions.
[Response SOP. Detailed SOPs for: incident
rscost Incident Respanse (An SOP the roles and of Defined Roles & Mechanisms exist to define lriage, evidence muemon forensics,
.CO. eporting and  |RES’ personnel with respect to cybersecurity incident | Functional |Intersects With| EI087 BOSe & | HRS-03  [cybersecurity roles & 8 (in Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Communication  |response shall be prepared and implemented P responsibilities for all personnel legal hold, vendor engagement, post-incident
XIS 0 fimely- [Executive reporting. Board notification:
Incident Response |Any cybersecurity incident falling under CERT-In Incident [Tff&e‘;‘:‘a“’i;‘;ie‘g;gzxa"'e immediate for critical incidents, quarterly
RS.CO.52 Reporting and  [Cybersecurity directions shall be notified to SEBI CERT-| Functional Subset of Stakeholder IRO-10 (5} Atrected clients & third- 10  [summary for all incidents; include impact, Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
Communication [In and NCIIPC within stipulated time Reporting arties, and response actions, lessons learned.
(3) Requlatory authorities.
Cyber Incident [Regulatory reporting. Report to CERT-In within
RS.CO.52 mg:;g;‘nnegsgmse Q%e‘éﬁﬁi@”é‘ﬁiﬁﬁﬁﬁ nsthgau‘ Ig‘eg nuu';%idcl?;EBl CERT-| Functional [Intersects with| ~ REPOMtiNg for | oo 10 5 ?ei(s':tauc‘es/gsgjra‘f;é%;et:m 8 e hofrs e d're“m?s.: ,fEﬁ,',c”?““‘a“"”,"e' y y Mandatory
Communication |In and NCIIPC within stipulated time Sensitive / incidents in a timely manner. o e et or crteal
Regulated Data . infrastructure incidents; maintain reporting log
[Mechiansms Xt to Coordmate [External coordination. Coordinate per CCMP:
. ith approved third-parties to law enforcement (for criminal activity),
Incident Response ity i Correlation with it v y
in the event of a cybersecurity incident REs shall g lachieve a cross-organization lforensics partner, legal counsel, PR firm,
RS.CO.53 Reporting and — |c oG i Lo per their CCMP Functional |Intersects With o Exemal | IRO025 LD ve on incident S e e e imtomers, | M2Ndatory | Mandatory | Mandatory | Mandatory | Mandatory
9 lawareness and more effective
incident respon:
IMechanisms exist to document, [Team coordination. Activate cross functional
Incident Response Situational monitor and report the status of '(SO'EAE?QETZZEVEYR‘ go!r}:rsnuzl:(s‘alf:s define
in the event of a cybersecurity incident REs shall 0o |cybersecurity and data . legal, HR, i 4
RS.CO.53 Reporting and |10 ot stakenolders s per their COMP Functional . Intersects With) - Awareness For | 1R0-09 |LfCt GG ntiGents to internal 5 [decision-making authority; daily standups Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
stakeholders all the way through [during incidents.
the resolution of the incident.
o etX\Stt to t\rlﬂehlr)l [Team coordination. Activate cross-functional
8 report incidents to applicable ISIRT: cybersecurity, IT ops, business
Incident Response . Incident y y, IT ops,
in the event of a cybersecurity incident REs shall i 10 |(D) Internal stakeholders; lcontinuity, legal, HR, communications; define
RS.CO.53 Reporting and |10 G e L per their CoMb Functional |Intersects With SERaEl;et)hrt()ifgsr IRO-L0 | e g ehonts & third. B e heo et ion: e y y y | Mandatory y
arties; and during incidents.
(3 Requlatory authorities,
leybersecurity and data [Status communication. Maintain incident
p¥ulect\on ini\denl information to sla;ushd‘i:jshboard; regular UDda!ESltO
3 takeholders per communication plan;
Incident Response lthe provider of the Technology st
RS.CO.S3 Reporting and ‘("ogr‘;:‘a’fe"tv‘l’[ha C‘/be'se‘“"";s'”ce‘ffg‘e":Ecscsh;‘S” Functional |Intersects With| ’é‘;‘;‘r’é"’nca;‘fo‘r"‘ IRO-10.4 |Assets, Applications and/or 5 5"":“"{‘ reports (SITREP) for extended y y y y
¢ P Services (TAAS) and other neidents.
lorganizations involved in the
supply chain for TAAS related to
s exist o conaucta [BC/DR improvements. Update BCP/DRP based
Lessons learned from incident handling activities shall Rgg{‘g;‘ﬁjgi\yn:‘lagis Root Cause Analysis (RCA) and lor Iosson laarmed: enhance recovery
RS.IM.S1 Improvements  [be incorporated into incident response plans training | Functional (Intersects With| G0 2545 JHEEIS)  BCD-05  |'lessons learned" activity every 8 |brocedures; additional resources/tools; y y | Mandatory | Mandatory | Mandatory
land testing earned fime the contingency plan is lUpdated contact lists.
Mechanisims extst to [Continuous improvement. Post-incident:
Lessons learned from incident handling activities shall IRoot Cause Analysis| '::j"rgi;fal;”ef fb’:fs‘:c”ar.‘;/z‘g‘gd lupdate IRP/playbooks, enhance detection
RS.IM.S1 Improvements  |be incorporated into incident response plans training | Functional [intersects With| (RCA) & Lessons | IRO-13 | o e erte g  |rules, additional controls, staff training, vendor v y Mandatory
and testing Learned ata protection incidents to management changes; track implementation;
reduce the likelihood or impact re-test.
of future incidents.
lechanisms exist to regurarly [Change notification. Document plan changes:
- N o shall b . review and modify incident Ichange log, effective date, rationale; distribute|
anges to the response plan shall be communicate i g response practices to incorporate lto: ISIRT, Board, key business owners;
RS.IM.S2 Improvements | e e e gnated key personnel Functional |Intersects With|  IRP Update IRO-04.2 |, business N VRN requei Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
lprocess changes and industry
as necessary.
IMechanisms exist to train z\gapcl(lz;ﬁpmumcanon. Version control for
IChanges to the response plan shall be communicated tn| Incident Response 05 |personnel in their incident ; communicate updates via: email to
RS.IM.S2 Improvements | J1oe Gesignated key personnel Functional |Intersects With| Training IRO-05 00 onse roles and 8 ISIRT members, training sessions, updated Y y y | Mandatory
responsibilities. |documentation in accessible repository.
[Mechanisms exist to \mplement [CCMP foundation. Comprehensive Cyber Crisis
Incident A comprehensive CCMP shall be documented with Incident Response land govern processes and Management Plan (CCMP) includes: incident
RS.MA.S1 Mansoament  [scenario-based SOP. Further incident response Functional | Subset of Ooarations IRO-01 to facilitate an 10  [classification, escalation matrix, Mandatory | Mandatory | Mandatory | Mandatory | Mandatory
9 management plan shall also be part of CCMP P lorganization-wide response lcommunication plan, recovery procedures,
capability for cybersecurity and lscenario-based playbooks (ransomware, DDoS,|
. lated incident: hraach insidar thraat)
[Mechanisms exist to maintain IRP documentation. CCMP must include
Incident /A comprehensive CCMP shall be documented with | Incident Response and make avalable a current |detailed IRP covering: preparation, detection,
RS.MASL scenario-based SOP. Further incident response Functional |Intersects With IRO-04 8 |analysis, containment, eradication, recoven y y y
Management [0 hall alos be part of CoMP Plan (IRP) land viable Incident Response ysis, 3 ) v,
9 P P IPlan (IRP) to all stakeholders, post-incident; Board-approved; accessible to
incident handiing process. Optimize response
mf‘;‘z"‘;gfs:‘“ to cover. lthrough: automated playbooks (SOAR), pre-
2 4 tp o t detect lpositioned tools (forensics, backup restore),
Incident REs shall optimize their ability to respond in a timely mam“’a‘“m;;’er‘f‘::"me‘rﬁ;? or retainer with IR firm, war room procedures,
RS.MA.S2 Mansgement |and appropriate manner to adverse conditions stresses| Functional | Subsetof | Incident Handiing | 1RO-02 18703 M P g 10 |defined communication templates. Exempted | Exempted | Mandatory | Mandatory | Mandatory
9 attacks or indicators o ents
(4) Containment;
(5) Eradication; and
(6) Recovery.
[Mechanisms exist to facilitate the| [Response planning. Contingency plans:
implementation of contingency incident response (cyber attacks), business
Iplanning controls to help ensure [continuity (operational disruption), disaster
Incident REs shall prepare contingency plans COOP training Business Continuity resilient Technology Assets, recovery (site failure); integrated testing
RS.MA.S3 lexercises and incident response and recovery plans Functional | Subset of Management BCD-01  |Applications and/or Services 10 Exempted | Exempted | Mandatory | Mandatory | Mandatory
lapproved by Board/Par p System (BCMS) (TAAS) (e.q., Continuity of
(Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR)
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