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FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

I General Provisions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

II
Responsibilities etc. of 
the Central and Local 

Governments

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

III
Measures etc. for the 

Protection of Personal 
Information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

III.1
Basic Policy on the 

Protection of Personal 
Information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

III.1.7
Basic Policy on the 

Protection of Personal 
Information

N/A
Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(1)
Basic Policy on the 

Protection of Personal 
Information

The government shall establish a basic policy on the protection of personal 
information (hereinafter referred to as a “basic policy”) in order to seek to 
comprehensively and integrally promote measures concerning the 
protection of personal information.

Functional
No 

Relationship
N/A N/A N/A 0

III.1.7(2)
Basic Policy on the 

Protection of Personal 
Information

A basic policy shall prescribe those matters set forth in the following.
Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(i)
Basic Policy on the 

Protection of Personal 
Information

a basic direction for promoting measures concerning the protection of 
personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(ii)
Basic Policy on the 

Protection of Personal 
Information

a matter concerning action to be taken by the central government for the 
protection of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(iii)
Basic Policy on the 

Protection of Personal 
Information

a basic matter concerning action to be taken by a local government for the 
protection of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(iv)
Basic Policy on the 

Protection of Personal 
Information

a basic matter concerning action to be taken by an incorporated 
administrative agency etc. for the protection of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(v)
Basic Policy on the 

Protection of Personal 
Information

a basic matter concerning action to be taken by a local incorporated 
administrative agency for the protection of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(vi)
Basic Policy on the 

Protection of Personal 
Information

a basic matter concerning action to be taken by a personal information 
handling business operator, a pseudonymously processed information 
handling business operator, and an anonymously processed information 
handling business operator, and, an accredited personal information 
protection organization prescribed in Article 50, paragraph (1) for the 
protection of personal information

Functional
No 

Relationship
N/A N/A N/A 0

III.1.7(2)(vii)
Basic Policy on the 

Protection of Personal 
Information

a matter concerning dealing smoothly with a complaint about the handling 
of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(2)(viii)
Basic Policy on the 

Protection of Personal 
Information

other important matters concerning promoting measures for the protection 
of personal information Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(3)
Basic Policy on the 

Protection of Personal 
Information

The Prime Minister shall call for a cabinet decision on a basic policy 
developed by the Personal Information Protection Commission. Functional

No 
Relationship

N/A N/A N/A 0

III.1.7(4)
Basic Policy on the 

Protection of Personal 
Information

The Prime Minister shall, when a cabinet decision was made pursuant to 
the provisions of the preceding paragraph, disclose a basic policy to the 
public without delay.

Functional
No 

Relationship
N/A N/A N/A 0

III.1.7(5)
Basic Policy on the 

Protection of Personal 
Information

The provisions under the preceding two paragraphs shall apply mutatis 
mutandis when altering a basic policy. Functional

No 
Relationship

N/A N/A N/A 0

III.2
Measures by the Central 

Government
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

III.3
Measures by the Local 

Governments
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

III.4
Cooperation between the 

Central and Local 
Governments

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

IV

Obligations etc. of a 
Personal Information 

Handling Business
Operator

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1

Obligations of a Personal 
Information Handling 

Business
Operator etc.

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.15
(Specifying a Utilization 

Purpose)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.15(1)
(Specifying a Utilization 

Purpose)

A personal information handling business operator shall, in handling 
personal information, specify the purpose of utilizing the personal 
information (hereinafter referred to as a “utilization purpose”) as explicitly 
as possible.

Functional Intersects With Purpose Specification PRI-02.1

Mechanisms exist to ensure data privacy notices identify the 
purpose(s) for which Personal Data (PD) is collected, received, 
processed, stored, transmitted and/or shared.

5

IV.1.15(2)
(Specifying a Utilization 

Purpose)

A personal information handling business operator shall, in case of 
alteringa utilization purpose, not do so beyond the scope recognized 
reasonably relevant to the pre-altered utilization purpose. Functional Intersects With

Restrict Collection, 
Processing & Sharing To 

Identified Purpose
PRI-04

Mechanisms exist to minimize the collection, processing and/or 
sharing of Personal Data (PD) to only what is adequate, relevant and 
limited to the purposes identified in the data privacy notice, including 
protections against collecting PD from minors without appropriate 
parental or legal guardian consent.

5

IV.1.16
(Restriction due to a 
Utilization Purpose)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.16(1)
(Restriction due to a 
Utilization Purpose)

A personal information handling business operator shallnot handle 
personal information without obtaining in advance a principal’s consent 
beyond the necessary scope to achieve a utilization purpose specified 
pursuant to the provisions under the preceding Article. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.16(2)
(Restriction due to a 
Utilization Purpose)

A personal information handling business operator shall, in case of having 
acquired personal information accompanied with succeeding a business 
from another personal information handling business operator because of 
a merger or other reason, not handle the personal information without 
obtaining in advance a principal’s consent beyond the necessary scope to 
achieve the presuccession utilization purpose of the said personal 
information.

Functional Intersects With
Just-In-Time Notice & 

Updated Consent
PRI-03.2

Mechanisms exist to present data subjects with a new or updated 
consent request to collect, receive, process, store, transmit, share, 
update and/or dispose Personal Data (PD) in conjunction with the data 
action, when:
(1) The original circumstances under which an individual gave consent 
have changed; or
(2) A significant amount of time has passed since an individual gave 
consent.

5

IV.1.16(3)
(Restriction due to a 
Utilization Purpose)

The provisions under the preceding two paragraphs shall not apply to 
those cases set forth in the following.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.16(3)(i)
(Restriction due to a 
Utilization Purpose)

cases based on laws and regulations
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.16(3)(ii)
(Restriction due to a 
Utilization Purpose)

cases in which there is a need to protect a human life, body or fortune, and 
when it is difficult to obtain a principal’s consent

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.16(3)(iii)
(Restriction due to a 
Utilization Purpose)

cases in which there is a special need to enhance public hygiene or 
promote fostering healthy children, and when it is difficult to obtain a 
principal’s consent

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.16(3)(iv)
(Restriction due to a 
Utilization Purpose)

cases in which there is a need to cooperate in regard to a central 
government organization or a local government, or a person entrusted by 
them performing affairs prescribed by laws and regulations, and when 
there is a possibility that obtaining a principal’s consent would interfere 
with the performance of the said affairs

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.16-2
(Prohibition of 

Inappropriate Utilization)

A Personal Information Handling Business Operator shall not utilize 
personal information using a method that has the possibility of fomenting 
or prompting unlawful or unfair act.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 5

IV.1.17 (Proper Acquisition)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-jpn-appi-2020.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.ppc.go.jp/files/pdf/APPI_english.pdf
Japan - Act on the Protection of Personal Information (2020)
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IV.1.17(1) (Proper Acquisition)

Apersonal information handling business operator shall not acquire 
personal information by deceit or other improper means.

Functional Subset Of
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

10

IV.1.17(2) (Proper Acquisition)

A personal information handling business operator shall, except in those 
cases set forth in the following, not acquire special care-required personal 
information without obtaining in advance a principal’s consent.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(i) (Proper Acquisition)

cases based on laws and regulations

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(ii) (Proper Acquisition)

cases in which there is a need to protect a human life, body or fortune, and 
when it is difficult to obtain a principal’s consent

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(iii) (Proper Acquisition)

cases in which there is a special need to enhance public hygiene or 
promote fostering healthy children, and when it is difficult to obtain a 
principal’s consent

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(iv) (Proper Acquisition)

cases in which there is a need to cooperate in regard to a central 
government organization or a local government, or a person entrusted by 
them performing affairs prescribed by laws and regulations, and when 
there is a possibility that obtaining a principal’s consent would interfere 
with the performance of the said affairs

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(v) (Proper Acquisition)

cases in which the said special care-required personal information is being 
open to the public by a principal, a government organization, a local 
government, a person set forth in each item of Article 76, paragraph (1) or 
other persons prescribed by rules of the Personal Information Protection 
Commission

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.17(2)(vi) (Proper Acquisition)

other cases prescribed by cabinet order as equivalent to those cases set 
forth in each preceding item

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.18
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.18(1)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

A personal information handling business operator shall, in case of having 
acquired personal information except in cases where a utilization purpose 
has been disclosed in advance to the public, promptly inform a principal 
of, or disclose to the public, the utilization purpose.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.18(2)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

A personal information handling business operator shall, notwithstanding 
the provisions under the preceding paragraph, in cases where it acquires, 
accompanied by concluding a contract with a principal, the principal’s 
personal information stated in a written contract or other document 
(including an electromagnetic record; hereinafter the same in this 
paragraph) or other similar cases where it acquires directly from a 
principal his or her personal information stated in a written document, 
state a utilization purpose explicitly to the said principal. This, however, 
shall not apply in cases where there is an urgent need to protect a human 
life, body or fortune.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.18(3)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

A personal information handling business operator shall, in case of 
alteringa utilization purpose, inform a principal of, or disclose to the 
public, a postaltered utilization purpose.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.18(4)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

The provisions of the preceding three paragraphs shall not apply in those 
cases set forth in the following. Functional

No 
Relationship

N/A N/A N/A 0

IV.1.18(4)(i)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

cases in which there is a possibility that informing a principal of, or 
disclosing to the public, a utilization purpose would harm a principal or 
third party’s life, body, fortune or other rights and interests

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.18(4)(ii)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

cases in which there is a possibility that informing a principal of, or 
disclosing to the public, a utilization purpose would harm the rights or 
legitimate interests of the said personal information handling business 
operator

Functional
No 

Relationship
N/A N/A N/A 0
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IV.1.18(4)(iii)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

cases in which there is a need to cooperate in regard to a central 
government organization or a local government performing affairs 
prescribed by laws and regulations, and when there is a possibility that 
informing a principal of, or disclosing to the public, a utilization purpose 
would interfere with the performance of the said affairs

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.18(4)(iv)
(Notification etc. of a 

Utilization Purpose when 
Acquiring)

cases in which it can be recognized, judging from the acquisitional 
circumstances, that a utilization purpose is clear Functional

No 
Relationship

N/A N/A N/A 0

IV.1.19
(Assurance etc. about the 

Accuracy of Data 
Contents)

A personal information handling business operator shall strive to keep 
personal data accurate and up to date within the scope necessary to 
achieve a utilization purpose, and to delete the personal data without 
delay when such utilization has become unnecessary.

Functional Subset Of
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

10

IV.1.20 (Security Control Action)

A personal information handling business operator shall take necessary 
and appropriate action for the security control of personal data including 
preventing the leakage, loss or damage of its handled personal data.

Functional Subset Of
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

10

IV.1.21
(Supervision over 

Employees)

A personal information handling business operator shall, inhaving its 
employees handle personal data, exercise necessary and appropriate 
supervision over the employees so as to seek the security control of the 
personal data.

Functional Subset Of
Human Resources 

Security Management
HRS-01

Mechanisms exist to facilitate the implementation of personnel 
security controls.

10

IV.1.22
(Supervision over a 

Trustee)

A personal information handling business operator shall, in case of 
entrusting a whole or part of the handling of personal data, exercise 
necessary and appropriate supervision over an entrusted person so as to 
seek the security control of the personal data of which the handling has 
been entrusted.

Functional Subset Of
Human Resources 

Security Management
HRS-01

Mechanisms exist to facilitate the implementation of personnel 
security controls.

10

IV.1.22-2
(Report etc. of Leakage 

etc.)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.22-2(1)
(Report etc. of Leakage 

etc.)

A personal information handling business operator shall, pursuant to rules 
of the Personal Information Protection Commission, report to the Personal 
Information Protection Commission when there is a leakage, loss or 
damage and other situation concerning the insurance of security of its 
handled personal data and it is prescribed by the rule of Personal 
Information Protection Commission as those of which there is a large 
possibility of harming an individual's rights and interests. This, however, 
shall not apply in cases where the said personal information handling 
business operator entrusted by other personal information handling 
business operator a whole or part of the said handling of personal data 
informed the occurrence of said situation to the said other personal 
information handling business operator as prescribed by rules of the 
Personal Information Protection Commission.

Functional Subset Of
Cyber Incident Reporting 
for Sensitive / Regulated 

Data
IRO-10.2

Mechanisms exist to report sensitive and/or regulated data incidents in 
a timely manner.

10

IV.1.22-2(2)
(Report etc. of Leakage 

etc.)

In those cases prescribed by the preceding paragraph, a personal 
information handling business operator (excluding those who informed 
pursuant to the provisions of the proviso of the preceding paragraph) shall, 
pursuant to rules of the Personal Information Protection Commission, 
notify a principal of the occurrence of the said situation. This, however, 
shall not apply when it is difficult to inform a principal and when necessary 
alternative action is taken to protect a principal's rights and interests.

Functional Subset Of
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities. 10

IV.1.23
(Restriction on Third 

Party Provision)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(1)
(Restriction on Third 

Party Provision)

A personal information handling business operator shall, except inthose 
cases set forth in the following, not provide personal data to a third party 
without obtaining in advance a principal’s consent. Functional Intersects With

Prohibition of Selling, 
Processing and/or 

Sharing Personal Data 
(PD)

PRI-03.3

Mechanisms exist to prevent the sale, processing and/or sharing of 
Personal Data (PD) when:
(1) Instructed by the data subject; or
(2) The data subject is a minor, where selling and/or sharing PD is 
legally prohibited.

5

IV.1.23(1)(i)
(Restriction on Third 

Party Provision)

cases based on laws and regulations

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.23(1)(ii)
(Restriction on Third 

Party Provision)

ases in which there is a need to protect a human life, body or fortune, and 
when it is difficult to obtain a principal’s consent

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.23(1)(iii)
(Restriction on Third 

Party Provision)

cases in which there is a special need to enhance public hygiene or 
promote fostering healthy children, and when it is difficult to obtain a 
principal’s consent

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.23(1)(iv)
(Restriction on Third 

Party Provision)

cases in which there is a need to cooperate in regard to a central 
government organization or a local government, or a person entrusted by 
them performing affairs prescribed by laws and regulations, and when 
there is a possibility that obtaining a principal’s consent would interfere 
with the performance of the said affairs

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

IV.1.23(2)
(Restriction on Third 

Party Provision)

A personal information handling business operator, in regard to personal 
data provided to a third party, may, in cases where it is set to cease in 
response to a principal’s request a third-party provision of personal data 
that can identify the principal and when pursuant to rules of the Personal 
Information Protection Commission it has in advance informed a principal 
of those matters set forth in the following or put them into a state where a 
principal can easily know, and notified them to the Personal Information 
Protection Commission, provide the said personal data to a third party 
notwithstanding the provisions of the preceding paragraph. This, however, 
shall not apply in cases where personal data provided to a third party is a 
special care-required personal information, or, has been acquired in 
violation of the provisions of Article 17 or has been provided by another 
personal information handling business operator pursuant to the 
provisions in the main clause of this paragraph (including their wholly or 
partially duplicated or processed ones).

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.23(2)(i)
(Restriction on Third 

Party Provision)

The name or appellation and address and, for a corporate body, the name 
of its representative (for a non-corporate body having appointed a 
representative or administrator, the said representative or administrator; 
hereinafter the same in this Article, Article 26, paragraph (1), item (i), and 
Article 27, paragraph (1), item (i)) of a personal information handling 
business operator that provides to a third party.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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IV.1.23(2)(ii)
(Restriction on Third 

Party Provision)

to set a third-party provision as a utilization purpose

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(iii)
(Restriction on Third 

Party Provision)

the categories of personal data provided to a third party

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(iv)
(Restriction on Third 

Party Provision)

a method of acquiring personal data provided to a third party

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(v)
(Restriction on Third 

Party Provision)

a method of a third-party provision

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(vi)
(Restriction on Third 

Party Provision)

to cease, in response to a principal’s request, a third-party provision of 
personal data that can identify the principal

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(vii)
(Restriction on Third 

Party Provision)

a method of receiving a principal’s request

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

IV.1.23(2)(viii)
(Restriction on Third 

Party Provision)

other matters prescribed by rules of the Personal Information Protection 
Commission as those necessary to protect an individual's rights and 
interests

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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IV.1.23(3)
(Restriction on Third 

Party Provision)

A personal information handling business operator shall, in case of those 
matters set forth in item (i) of the preceding paragraph are altered or when 
the personal data provision is stopped pursuant to the provisions of the 
preceding paragraph, without delay, and when intending to alter those 
matters set forth in item (iii) to item (v), item (vii) or item (viii) of the 
preceding paragraph, in advance inform a principal to that effect or put 
them into a state where a principal can easily know and notify them to the 
Personal Information Protection Commission pursuant to rules of the 
Personal Information Protection Commission.

Functional Intersects With
Communicating 

Processing Changes
PRI-03.11

Mechanisms exist to notify data subjects of processing changes 
affecting their Personal Data (PD), including:
(1) Erasure of PD;
(2) Remediation of incorrect PD; and/or
(3) Processing restrictions affecting their PD. 3

IV.1.23(4)
(Restriction on Third 

Party Provision)

The Personal Information Protection Commission shall, when notified 
pursuant to paragraph (2), disclose to the public a matter relating to the 
notification pursuant to rules of the Personal Information Protection 
Commission. The same shall apply when notified pursuant to the 
preceding paragraph.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(5)
(Restriction on Third 

Party Provision)

In those cases set forth in the following, a person receiving the provision of 
the said personal data shall not fall under a third party in regard to 
applying the provisions of each preceding paragraph.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(5)(i)
(Restriction on Third 

Party Provision)

cases in which personal data is provided accompanied by a personal 
information handling business operator entrusting a whole or part of the 
handling of the personal data within the necessary scope to achieve a 
utilization purpose

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(5)(ii)
(Restriction on Third 

Party Provision)
cases in which personal data is provided accompanied with business 
succession caused by a merger or other reason

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(5)(iii)
(Restriction on Third 

Party Provision)

cases in which personal data to be jointly utilized by a specified person is 
provided to the specified person, and when a principal has in advance 
been informed or a state has been in place where a principal can easily 
know to that effect as well as of the categories of the jointly utilized 
personal data, the scope of a jointly utilizing person, the utilization 
purpose for the utilizing person and the name or appellation and address, 
and, for a corporate body, the name of its representative of a person 
responsible for controlling the said personal data

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.23(6)
(Restriction on Third 

Party Provision)

A personal information handling business operator shall, in case of altering 
the name, appellation or address, or, for a corporate body, the name of its 
representative of a person responsible for controlling personal data 
prescribed in item (iii) of the preceding paragraph, without delay, and in 
case of altering a utilization purpose for a utilizing person or the person 
responsible prescribed in item (iii) of the preceding paragraph, in advance 
inform a principal of the contents to be altered or put them into a state 
where a principal can easily know.

Functional Intersects With
Communicating 

Processing Changes
PRI-03.11

Mechanisms exist to notify data subjects of processing changes 
affecting their Personal Data (PD), including:
(1) Erasure of PD;
(2) Remediation of incorrect PD; and/or
(3) Processing restrictions affecting their PD.

3

IV.1.24
(Restriction on Provision 

to a Third Party in a 
Foreign Country)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.24(1)
(Restriction on Provision 

to a Third Party in a 
Foreign Country)

A personal information handling business operator, except in those cases 
set forth in each item of the preceding Article, paragraph (1), shall, in case 
of providing personal data to a third party (excluding a person establishing 
a system conforming to standards prescribed by rules of the Personal 
Information Protection Commission as necessary for continuously taking 
action equivalent to the one that a personal information handling business 
operator shall take concerning the handling of personal data pursuant to 
the provisions of this Section (referred to as “equivalent action” in 
paragraph (3)); hereinafter the same in this paragraph, the succeeding 
paragraph and Article 26-2, paragraph (1), item(ii)) in a foreign country 
(meaning a country or region located outside the territory of Japan; 
hereinafter the same) (excluding those prescribed by rules of the Personal 
Information Protection Commission as a foreign country establishing a 
personal information protection system recognized to have equivalent 
standards to that in Japan in regard to the protection of an individual’s 
rights and interests; hereinafter the same in this Article and the succeeding 
paragraph, and, Article26-2, paragraph (1), item (ii)), in advance obtain a 
principal’s consent to the effect that he or she approves the provision to a 
third party in a foreign country. In this case, the provisions of the preceding 
Article shall not apply.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

IV.1.24(2)
(Restriction on Provision 

to a Third Party in a 
Foreign Country)

A personal information handling business operator shall, in case of 
intending to obtain a principal’s consent pursuant to the provisions of the 
preceding paragraph, in advance provide the principal with information on 
the personal information protection system of the foreign country, on the 
action the third party takes for the protection of personal information, and 
other information that is to serve as a reference to the principal, pursuant 
to rules of the Personal Information Protection Commission.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data. 8

IV.1.24(3)
(Restriction on Provision 

to a Third Party in a 
Foreign Country)

A personal information handling business operator shall, when having 
provided personal data to a third party (limited to person establishing a 
system prescribed in paragraph (1)) in a foreign country, pursuant to rules 
of the Personal Information Protection Commission, take necessary action 
to ensure continuous implementation of the equivalent action by the third 
party, and, in response to a principal's request, provide information on the 
necessary action, to the principal.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data. 8

IV.1.25
(Keeping etc. of a Record 

on a Third-Party 
Provision)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.25(1)
(Keeping etc. of a Record 

on a Third-Party 
Provision)

A personal information handling business operator shall, when having 
provided personal data to a third party (excluding a person set forth in each 
item of Article 2, paragraph (5); hereinafter the same in this Article and the 
succeeding Article (including cases where it is applied mutatis mutandis 
pursuant to Article 26-2, paragraph (3) following the deemed replacement 
of terms)), keep a record pursuant to rules of the Personal Information 
Protection Commission on the date of the personal data provision, the 
name or appellation of the third party, and other matters prescribed by 
rules of the Personal Information Protection Commission. This, however, 
shall not apply in cases where the personal data provision falls under any 
of each item of Article 23, paragraph (1) or paragraph (5) (this means, in 
case of a personal data provision pursuant to the provisions of the 
preceding Article, paragraph (1), any of each item of Article 23, paragraph 
(1)).

Functional Intersects With
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

5

IV.1.25(2)
(Keeping etc. of a Record 

on a Third-Party 
Provision)

A personal information handling business operator shall maintain a record 
under the preceding paragraph for a period of time prescribed by rules of 
the Personal Information Protection Commission from the date when it 
kept the record.

Functional Intersects With
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

5

IV.1.26
(Confirmation etc. when 
Receiving a Third Party 

Provision)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.26(1)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

A personal information handling business operator shall, when receiving 
the provision of personal data from a third party, confirm those matters set 
forth in the following pursuant to rules of the Personal Information 
Protection Commission. This, however, shall not apply in cases where the 
said personal data provision falls under any of each item of Article 
23,paragraph (1) or paragraph (5).

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5

IV.1.26(1)(i)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

the name or appellation and address and, for a corporate body, the name 
of its representative of the third party Functional Intersects With

Statutory, Regulatory & 
Contractual Compliance

CPL-01
Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 5

IV.1.26(1)(ii)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

circumstances under which the said personal data was acquired by the 
said third party Functional Intersects With

Statutory, Regulatory & 
Contractual Compliance

CPL-01
Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 5

IV.1.26(2)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

A third party under the preceding paragraph shall, in cases where 
apersonal information handling business operator confirms pursuant to 
the provisions of the preceding paragraph, not deceive the personal 
information handling business operator on a matter relating to the 
confirmation.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5
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IV.1.26(3)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

A personal information handling business operator shall, when having 
confirmed pursuant to the provisions of paragraph (1), keep a record 
pursuant to rules of the Personal Information Protection Commission on 
the date when it received the provision of personal data, a matter 
concerning the said confirmation, and other matters prescribed by rules of 
the Personal Information Protection Commission.

Functional Intersects With
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

5

IV.1.26(4)
(Confirmation etc. when 
Receiving a Third Party 

Provision)

A personal information handling business operator shall maintain a record 
under the preceding paragraph for a period of time prescribed by rules of 
the Personal Information Protection Commission from the date when it 
kept the record.

Functional Intersects With
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

5

IV.1.26-2

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.26-2(1)

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

A personally referable information handling business operator (meaning a 
person providing a personally referable information database etc. 
(Meaning a collective body of information comprising personally referable 
information (Meaning information relating to a living individual which does 
not fall under personal information, pseudonymously processed 
information or anonymously processed information; the same applies 
hereinafter) which has been systematically organized so as to be able to 
search using a computer for specific personally referable information or 
similar others prescribed by cabinet order as systematically organized so 
as to be able to search easily for specific personally referable information; 
the same applies hereinafter) for use in business, however, excluding a 
person set forth in each item of Article 2, paragraph (5); the same applies 
hereinafter) shall, if it is assumed that a third party will acquire personally 
referable information (limited to those constituting personally referable 
information database etc.; the same applies hereinafter) as personal data, 
except in those cases set forth in each item of Article 23, paragraph (1), not 
provide the personally referable information to a third party without 
confirming those matters set forth in the following pursuant to rules of the 
Personal Information Protection Commission.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.1.26-2(1)(i)

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

The principal’s consent to the effect that he or she approves that the third 
party acquires personally referable information as personal data that can 
identify the principal receives the provision of personally referable 
information from handling business operator, has been obtained.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

IV.1.26-2(1)(ii)

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

For a provision to a third party in a foreign country, in case of intending to 
obtain the principal’s consent referred to in the preceding item, pursuant 
to rules of the Personal Information Protection Commission, information 
on the personal information protection system of the foreign country, on 
the action the third party takes for the protection of personal information, 
and other information that is to serve as a reference to the principal, have 
been provided in advance to the principal.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

IV.1.26-2(2)

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

The provisions of Article 24, paragraph (3) shall apply mutatis mutandis to 
the case that a personally referable information handling business 
operator provides personally referable information pursuant to the 
provisions of the preceding paragraph. In this case, the term “take 
necessary action to ensure continuous implementation of the equivalent 
action by the third party, and, in response to a principal's request, provide 
information on the necessary action, to the principal.” in Article 24, 
paragraph (3) is deemed to be replaced with “take necessary action to 
ensure continuous implementation of the equivalent action by the third 
party.”

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.26-2(3)

(Restriction on Third 
Party Provision of 

Personally Referable 
Information)

The provisions of preceding Article, paragraph (2) through paragraph (4) 
shall apply mutatis mutandis to the case that a personally referable 
information handling business operator confirms pursuant to the 
provisions of paragraph (1). In this case, the term “received the provision 
of” in the preceding Article, paragraph (3) is deemed to be replaced with 
“provided.”

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.27
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.1.27(1)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

A personal information handling business operator shall, concerning its 
retained personal information, put those matters set forth in the following 
into a state where a principal can know (including those cases in which it, 
at the request of a principal, responds without delay).

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.27(1)(i)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

the name or appellation and address and, for a corporate body, the name 
of its representative of the said personal information handling business 
operator

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5
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IV.1.27(1)(ii)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

the utilization purpose of all retained personal data (excluding those cases 
falling under item (i) through item (iii) of Article 18, paragraph (4))

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.27(1)(iii)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

the procedures for responding to a request pursuant to the provisions of 
the succeeding paragraph, or, a demand pursuant to the provisions of the 
succeeding Article, paragraph (1) (including as applied mutatis mutandis 
pursuant to the succeeding Article, paragraph (5)); Article 29, paragraph 
(1); or Article 30, paragraph (1), paragraph (3) or paragraph (5) (including, 
when the amount of a fee has been decided pursuant to the provisions of 
Article 33, paragraph (2), the amount of the fee)

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.27(1)(iv)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

besides those set forth under the preceding three items, those prescribed 
by cabinet order as a necessary matter to ensure the proper handling of 
retained personal data

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

IV.1.27(2)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

A personal information handling business operator shall, when 
requestedby a principal to get informed of a utilization purpose of retained 
personal data that can identify the principal, inform the said principal 
thereof without delay. This, however, shall not apply in those cases falling 
under any of each following item.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.27(2)(i)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

cases in which the utilization purpose of retained personal data that can 
identify the said principal is clear pursuant to the provisions of the 
preceding paragraph Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.27(2)(ii)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

cases falling under item (i) through item (iii) of Article 18, paragraph (4)

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.27(3)
(Public Disclosure etc. on 

Matters relating to 
Retained Personal Data)

A personal information handling business operator shall, when having 
been requested based on the provisions of the preceding paragraph but 
decided not to inform a principal of the utilization purpose of retained 
personal data, inform the principal to that effect without delay.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.28 (Disclosure)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.28(1) (Disclosure)

A principal may demand of a personal information handling business 
operator disclosure of retained personal data that can identify him 
orherself by a method of providing electromagnetic record or other 
methods prescribed by rules of the Personal Information Protection 
Commission.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.1.28(2) (Disclosure)

A personal information handling business operator shall, when having 
received a demand pursuant to the provisions of the preceding paragraph, 
disclose retained personal data to a principal without delay pursuant to a 
method the principal demands pursuant to the provisions of the preceding 
paragraph (in cases where disclosure by the method requires a large 
amount of expenses or when disclosure by other said method is difficult, 
by a method of delivering a written document). However, in cases where 
disclosing such data falls under any of each following item, a whole or part 
thereof may not be disclosed.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes. 5

IV.1.28(2)(i) (Disclosure)

cases in which there is a possibility of harming a principal or third party’s 
life, body, fortune or other rights and interests

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or

5

IV.1.28(2)(ii) (Disclosure)

cases in which there is a possibility of interfering seriously with the said 
personal information handling business operator implementing its 
business properly

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or

5

IV.1.28(2)(iii) (Disclosure)

cases of violating other laws or regulations

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;
(3) Fraudulent;
(4) Unjustified; and/or

5
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IV.1.28(3) (Disclosure)

A personal information handling business operator shall, when having 
decided not to disclose a whole or part of retained personal data in 
connection with a demand pursuant to the provisions of paragraph (1), 
when the retained personal data does not exist, or, when disclosure by a 
method a principal demanded pursuant to the provisions of the said 
paragraph is difficult, inform a principal thereof without delay.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.28(4) (Disclosure)

In cases where a whole or part of retained personal data that can identify a 
principal is to be disclosed to the principal pursuant to the provisions of 
other laws or regulations using a method equivalent to that prescribed in 
the main clause of paragraph (2), the provisions of paragraph (1) and 
paragraph (2) shall not apply in regard to the said whole or part of retained 
personal data.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.28(5) (Disclosure)

The provisions of paragraph (1) through paragraph (3) shall apply mutatis 
mutandis to records (excluding those prescribed by cabinet order as likely 
to harm the public or other interests if their presence or absence is made 
known; referred to as a “Third party provision record” in Article 32, 
paragraph (2)) in Article 25, paragraph (1) and Article 26, paragraph (3) 
related to personal data that can identify the principal.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.29 (Correction etc.)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.29(1) (Correction etc.)

A principal may, when the contents of retained personal data that can 
identify the principal are not factual, demand of a personal information 
handling business operator making a correction, addition or deletion 
(hereinafter referred to as a “correction etc.” in this Article) in regard to the 
contents of the retained personal data.

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

IV.1.29(2) (Correction etc.)

A personal information handling business operator shall, in case of having 
received a demand pursuant to the provisions of the preceding paragraph 
except in cases where special procedure concerning a correction etc. of 
the contents is prescribed by the provisions of other laws or regulations, 
conduct a necessary investigation without delay to the extent necessary to 
achieve a utilization purpose and, based on the result thereof, make a 
correction etc. of the contents of the retained personal data.

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

IV.1.29(3) (Correction etc.)

A personal information handling business operator shall, when having 
made a correction etc. on a whole or part of the contents of the retained 
personal data in connection with a demand pursuant to the provisions 
under paragraph (1) or when having made a decision not to make a 
correction etc., inform a principal without delay to that effect (including, 
when having made a correction etc., the contents thereof).

Functional Intersects With
Updating & Correcting 

Personal Data (PD)
DCH-22.1

Mechanisms exist to utilize technical controls to correct Personal Data 
(PD) that is inaccurate or outdated, incorrectly determined regarding 
impact, or incorrectly de-identified.

5

IV.1.30 (Utilization Cease etc.)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.30(1) (Utilization Cease etc.)

A principal may, when retained personal data that can identify the 
principal is being handled in violation of the provisions of Article 16 or 
Article 16-2, or, has been acquired in violation of the provisions of Article 
17, demand of a personal information handling business operator a 
utilization cease or deletion (hereinafter referred to as a “utilization cease 
etc.” in this Article) of the retained personal data.

Functional Intersects With Revoke Consent PRI-03.4

Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

5

IV.1.30(2) (Utilization Cease etc.)

A personal information handling business operator shall, in case of having 
received a demand pursuant to the provisions of the preceding paragraph 
and when it has become clear that there is a reason in the demand, fulfill a 
utilization cease etc. of the said retained personal data to the extent 
necessary to redress a violation without delay. This, however, shall not 
apply in cases where a utilization cease etc. of the said retained personal 
data requires a large amount of expenses or other cases where it is difficult 
to fulfil a utilization cease etc. and when necessary alternative action is 
taken to protect a principal’s rights and interests.

Functional Intersects With
Continued Use of 

Personal Data (PD)
PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as 
it is collected, received, processed, stored, transmitted, shared and/or 
updated until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use 
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

5

IV.1.30(3) (Utilization Cease etc.)

A principal may, when retained personal data that can identify the 
principal is being provided to a third party in violation of the provisions of 
Article 23, paragraph (1) or Article 24, demand of a personal information 
handling business operator ceasing a third-party provision of the retained 
personal data.

Functional Intersects With
Communicating 

Processing Changes
PRI-03.11

Mechanisms exist to notify data subjects of processing changes 
affecting their Personal Data (PD), including:
(1) Erasure of PD;
(2) Remediation of incorrect PD; and/or
(3) Processing restrictions affecting their PD.

5

IV.1.30(4) (Utilization Cease etc.)

A personal information handling business operator shall, in case of having 
received a demand pursuant to the provisions of the preceding paragraph 
and when it has become clear that there is a reason in the demand, cease 
a thirdparty provision of the retained personal data without delay. This, 
however, shall not apply in cases where ceasing a third-party provision of 
the said retained personal data requires a large amount of expenses or 
other cases where it is difficult to cease a third-party provision and when 
necessary alternative action is taken to protect a principal’s rights and 
interests.

Functional Intersects With
Continued Use of 

Personal Data (PD)
PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as 
it is collected, received, processed, stored, transmitted, shared and/or 
updated until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use 
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

5

IV.1.30(5) (Utilization Cease etc.)

A principal may demand that the personal information handling business 
operator fulfill a utilization cease etc. of the retained personal data, or 
cease a third-party provision, if it has become unnecessary for a personal 
information handling business operator to utilize retained personal data 
that can identify the principal, if a situation prescribed in the main clause 
of Article 22-2, paragraph (1) has occurred in connection with the retained 
personal data that can identify the principal, or there is a possibility that 
handling of the retained personal data that can identify the principal would 
harm the rights or legitimate interests of the principal.

Functional Intersects With Tailored Consent PRI-03.1

Mechanisms exist to allow data subjects to modify permission to 
collect, receive, process, store, transmit, share, update and/or dispose 
selected attributes of their Personal Data (PD).

5

IV.1.30(6) (Utilization Cease etc.)

A personal information handling business operator shall, in case of having 
received a demand pursuant to the provisions of the preceding paragraph 
and when it has become clear that there is a reason in the demand, fulfill a 
utilization cease etc. or cease a third-party provision of the said retained 
personal data to the extent necessary to prevent an infringement of a 
principal's rights and interests without delay. This, however, shall not 
apply in cases where a utilization cease etc. or ceasing a third-party 
provision of the said retained personal data requires a large amount of 
expenses or other cases where it is difficult to fulfil a utilization cease etc. 
or to cease a third-party provision and when necessary alternative action is 
taken to protect a principal's rights and interests.

Functional Intersects With
Continued Use of 

Personal Data (PD)
PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as 
it is collected, received, processed, stored, transmitted, shared and/or 
updated until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use 
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

5

IV.1.30(7) (Utilization Cease etc.)

A personal information handling business operator shall, when having 
fulfilled a utilization cease etc. or decided not to fulfill a utilization cease 
etc. of a whole or part of retained personal data in connection with a 
demand pursuant to the provisions of paragraph (1) or paragraph (5), or, 
when having ceased a thirdparty provision or decided not to cease a third-
party provision of a whole or part of retained personal data in connection 
with a demand pursuant to the provisions of paragraph (3) or paragraph 
(5), inform a principal to that effect without delay.

Functional Intersects With
Continued Use of 

Personal Data (PD)
PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as 
it is collected, received, processed, stored, transmitted, shared and/or 
updated until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use 
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

5

IV.1.31 (Explanation of Reason)

A personal information handling business operator shall, in caseof 
informing a principal to the effect that, as regards a whole or part of action 
requested or demanded by the principal pursuant to the provisions of 
Article 27, paragraph (3); Article 28, paragraph (3) (including as applied 
mutatis mutandis pursuant to the succeeding Article 28, paragraph (5)); 
Article 29, paragraph (3); or the preceding Article, paragraph (7), the action 
will not be taken, or to the effect that different action from the said action 
will be taken, strive to explain a reason therefor to the said principal.

Functional Intersects With
Continued Use of 

Personal Data (PD)
PRI-03.9

Mechanisms exist to govern the continued use of Personal Data (PD) as 
it is collected, received, processed, stored, transmitted, shared and/or 
updated until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use 
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

5

IV.1.32
(Procedure for 

Responding to a Demand 
etc. for Disclosure etc.)

N/A

Functional
No 

Relationship
N/A N/A N/A 0
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IV.1.32(1)
(Procedure for 

Responding to a Demand 
etc. for Disclosure etc.)

A personal information handling business operator may, as regards a 
request pursuant to the provisions of Article 27, paragraph (2), or, a 
demand pursuant to the provisions of Article 28, paragraph (1) (including 
as applied mutatis mutandis pursuant to the succeeding Article 28, 
paragraph (5); the same apply in the following Article, paragraph (1) and 
Article 34); Article 29, paragraph (1); Article 30, paragraph (1), paragraph 
(3) or paragraph (5) (hereinafter referred to as a “demand etc. for 
disclosure etc.” in this Article and Article 53, paragraph (1)), decide on a 
method of receiving a request or demand pursuant to those prescribed by 
cabinet order. In this case, a principal shall make a demand etc. for 
disclosure etc. in accordance with the method.

Functional Intersects With
Data Controller 

Communications
PRI-18

Mechanisms exist to receive and process data controller 
communications pertaining to:
(1) Receiving and responding to data subject requests;
(2) Updating/correcting Personal Data (PD); 
(3) Accounting for disclosures of PD; and
(4) Accounting for PD that is stored, processed and/or transmitted on 
behalf of the data controller.

5

IV.1.32(2)
(Procedure for 

Responding to a Demand 
etc. for Disclosure etc.)

A personal information handling business operator may, as regards a 
demand etc. for disclosure etc., request a principal to present a matter 
sufficient to specify retained personal data or a third party provision record 
subject to the demand etc. In this case, a personal information handling 
business operator shall take appropriate action in consideration of a 
principal’s convenience such as providing information conducive to specify 
the retained personal data or the third party provision record so that the 
principal would be able to easily and precisely make a demand etc. for 
disclosure etc.

Functional Intersects With
Data Controller 

Communications
PRI-18

Mechanisms exist to receive and process data controller 
communications pertaining to:
(1) Receiving and responding to data subject requests;
(2) Updating/correcting Personal Data (PD); 
(3) Accounting for disclosures of PD; and
(4) Accounting for PD that is stored, processed and/or transmitted on 
behalf of the data controller.

5

IV.1.32(3)
(Procedure for 

Responding to a Demand 
etc. for Disclosure etc.)

A demand etc. for disclosure etc. may be made through an agent 
pursuantto those prescribed by cabinet order.

Functional Intersects With
Data Controller 

Communications
PRI-18

Mechanisms exist to receive and process data controller 
communications pertaining to:
(1) Receiving and responding to data subject requests;
(2) Updating/correcting Personal Data (PD); 
(3) Accounting for disclosures of PD; and
(4) Accounting for PD that is stored, processed and/or transmitted on 
behalf of the data controller.

5

IV.1.32(4)
(Procedure for 

Responding to a Demand 
etc. for Disclosure etc.)

A personal information handling business operator shall, in establishing a 
procedure for responding to a demand etc. for disclosure etc. based on the 
provisions of the preceding three paragraphs, give consideration so as not 
to impose excessive burden on a principal. Functional Intersects With

Data Controller 
Communications

PRI-18

Mechanisms exist to receive and process data controller 
communications pertaining to:
(1) Receiving and responding to data subject requests;
(2) Updating/correcting Personal Data (PD); 
(3) Accounting for disclosures of PD; and
(4) Accounting for PD that is stored, processed and/or transmitted on 
behalf of the data controller.

5

IV.1.33 (Fee)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.34 (Advance Demand)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.35

(Personal Information 
Handling Business 

Operator’s Dealing with a 
Complaint)

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.1.35(1)

(Personal Information 
Handling Business 

Operator’s Dealing with a 
Complaint)

A personal information handling business operator shall strive to deal 
appropriately and promptly with a complaint about the handling of 
personal information. Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.1.35(2)

(Personal Information 
Handling Business 

Operator’s Dealing with a 
Complaint)

A personal information handling business operator shall strive to 
establisha system necessary to achieve a purpose under the preceding 
paragraph. Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

IV.2

Obligations of a 
Pseudonymously 

Processed Information
Handling Business 

Operator etc.

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-2
(Production etc. of 
Pseudonymously 

Processed Information)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.2.35-2(1)
(Production etc. of 
Pseudonymously 

Processed Information)

A personal information handling business operator shall, when producing 
pseudonymously processed information (limited to those constituting 
pseudonymously processed information database etc.; hereinafter the 
same), process personal information in accordance with standards 
prescribed by rules of the Personal Information Protection Commission as 
those necessary to make it impossible to identify a specific individual 
unless collated with other information.

Functional Intersects With
Pairwise Pseudonymous 

Identifiers (PPID)
IAC-09.6

Mechanisms exist to generate pairwise pseudonymous identifiers with 
no identifying information about a data subject to discourage activity 
tracking and profiling of the data subject.

5

IV.2.35-2(1)
(Production etc. of 
Pseudonymously 

Processed Information)

A personal information handling business operator shall, when producing 
pseudonymously processed information (limited to those constituting 
pseudonymously processed information database etc.; hereinafter the 
same), process personal information in accordance with standards 
prescribed by rules of the Personal Information Protection Commission as 
those necessary to make it impossible to identify a specific individual 
unless collated with other information.

Functional Intersects With Data Anonymization PRI-05.3

Mechanisms exist to mask sensitive and/or regulated data through 
data anonymization, pseudonymization, redaction and/or de-
identification.

5

IV.2.35-2(2)
(Production etc. of 
Pseudonymously 

Processed Information)

A personal information handling business operator, when having produced 
pseudonymously processed information or having acquired 
pseudonymously processed information and deleted information etc. 
(meaning information related to descriptions etc. and individual 
identification codes that were deleted from personal information that was 
used to produce the pseudonymously processed information, and, a 
method of processing carried out pursuant to the provisions of the 
preceding paragraph; hereinafter the same applies in this Article, and in 
Article 35-2, paragraph (7), as applied mutatis mutandis pursuant to 
Article 35-3, paragraph (3) following the deemed replacement of terms) 
related to the pseudonymously processed information shall, in accordance 
with standards prescribed by rules of the Personal Information Protection 
Commission as those necessary to prevent the leakage of deleted 
information etc., take action for the security control of deleted information 
etc.

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-2(3)
(Production etc. of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator 
(limited to those that are personal information handling business 
operators; hereinafter the same applies in this Article) shall, 
notwithstanding the provision of Article 16, except in cases based on laws 
and regulations, not handle a pseudonymously processed information 
(limited to those that are personal information; hereinafter the same 
applies in this Article) beyond the necessary scope to achieve the 
utilization purpose specified pursuant to the provisions of Article 15, 
paragraph (1).

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-2(4)
(Production etc. of 
Pseudonymously 

Processed Information)

With regard to applying the provisions of Article 18 related to 
pseudonymously processed information, the phrase “inform a principal of, 
or disclose to the public” in Article 18, paragraph (1) and paragraph (3) is 
deemed to be replaced with “disclose to the public”; the phrase “informing 
a principal of, or disclosing to the public,” in the provisions of Article 18, 
paragraph (4), item (i) through (iii), is deemed to be replaced with 
“disclosing to the public”.

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-2(5)
(Production etc. of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator 
shall strive to delete personal data that are pseudonymously processed 
information and deleted information etc. without delay when utilization of 
the personal data and the deleted information etc. has become 
unnecessary. In this case, the provisions of Article 19 shall not apply. Functional Intersects With

Personal Data (PD) 
Retention & Disposal

PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

Secure Controls Framework (SCF) 9 of 13



Focal Document:
Reference Document: Focal Document URL:

STRM Guidance: Published STRM URL:

FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-jpn-appi-2020.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.ppc.go.jp/files/pdf/APPI_english.pdf
Japan - Act on the Protection of Personal Information (2020)

IV.2.35-2(6)
(Production etc. of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator 
shall, notwithstanding the provisions of Article 23, paragraph (1) and 
paragraph (2), and, Article 24, paragraph (1), except in cases based on 
laws and regulations, not provide personal data that is pseudonymously 
processed information to a third party. In this case, the phrase “each 
preceding paragraph” in Article 23, paragraph (5) is deemed to be replaced 
with “Article 35-2, paragraph (6)”; the phrase “a principal has in advance 
been informed or a state has been in place where a principal can easily 
know” in item (iii) of the said paragraph, is deemed to be replaced with “it 
is disclosed to the public in advance”; the phrase “inform a principal of the 
contents to be altered or put them into a state where a principal can easily 
know” in Article 23, paragraph (6), is deemed to be replaced with “disclose 
to the public, the contents to be altered”; the phrase “any of each item of 
Article 23, paragraph (1) or paragraph (5) (this means, in case of a personal 
data provision pursuant to the provisions of the preceding Article, any of 
each item of Article 23, paragraph (1))” in the proviso of Article 25, 
paragraph (1), and, the phrase “any of each item of Article 23, paragraph 
(1) or paragraph (5)” in the proviso of Article 26, paragraph (1), is deemed 
to be replaced with “cases based on laws and regulations or any of each 
item of Article 23, paragraph (5)”.

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-2(7)
(Production etc. of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator, 
shall, in handling pseudonymously processed information, not collate the 
said pseudonymously processed information with other information in 
order to identify a principal concerned with personal information used to 
produce the pseudonymously processed information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.2.35-2(8)
(Production etc. of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator, 
shall, in handling pseudonymously processed information, not utilize a 
contact address and other information contained in the pseudonymously 
processed information for telephoning, sending by post or by a 
correspondence delivery prescribed in Article 2, paragraph (2) of the Act on 
Correspondence Delivery by Private Business Operators (Act No. 99 of 
2002) conducted by a general correspondence delivery operator 
prescribed in Article 2, paragraph (6) or a specified letter delivery operator 
prescribed in Article 2, paragraph (9), delivering a telegram, transmitting by 
using a facsimile machine or electronic or magnetic means (meaning 
means that use electronic data processing system or means that utilize 
other information communication technology as prescribed by rules of the 
Personal Information Protection Commission), or, visiting a residence.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.2.35-2(9)
(Production etc. of 
Pseudonymously 

Processed Information)

The provisions of Article 15, paragraph (2), Article 22-2 and Article 27 
through Article 34 shall not apply in regard to pseudonymously processed 
information, personal data that is pseudonymously processed information 
and retained personal data that is pseudonymously processed 
information.

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-3

(Restriction etc. on Third 
Party Provision of 
Pseudonymously 

Processed Information)

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-3(1)

(Restriction etc. on Third 
Party Provision of 
Pseudonymously 

Processed Information)

A pseudonymously processed information handling business operator 
shall, except in cases based on laws and regulations, not provide 
pseudonymously processed information (excluding those that are personal 
information; the same shall apply in the succeeding paragraph and 
paragraph (3)) to a third party.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.2.35-3(2)

(Restriction etc. on Third 
Party Provision of 
Pseudonymously 

Processed Information)

The provisions of Article 23, paragraph (5) and paragraph (6) shall apply 
mutatis mutandis to a person receiving the provision of pseudonymously 
processed information. In this case, the phrase “each preceding 
paragraph” in Article 23, paragraph (5) is deemed to be replaced with 
“Article 35-3, paragraph (1)”; the term “personal information handling 
business operator” in item (i) of the said paragraph, is deemed to be 
replaced with “pseudonymously processed information handling business 
operator”; the phrase “a principal has in advance been informed or a state 
has been in place where a principal can easily know” in item (iii) of the said 
paragraph, is deemed to be replaced with “it is disclosed to the public”; 
the term “personal information handling business operator” in Article 23, 
paragraph (6), is deemed to be replaced with “pseudonymously processed 
information handling business operator” and the phrase “inform a 
principal of the contents to be altered or put them into a state where a 
principal can easily know” is deemed to be replaced with “disclose to the 
public, the contents to be altered” in Article 23, paragraph (6).

Functional
No 

Relationship
N/A N/A N/A 0

IV.2.35-3(3)

(Restriction etc. on Third 
Party Provision of 
Pseudonymously 

Processed Information)

The provisions of Article 20 through Article 22, Article 35, and, paragraph 
(7) and paragraph (8) of the preceding Article shall apply mutatis mutandis 
to the handling of pseudonymously processed information by a 
pseudonymously processed information handling business operator. In 
this case, the phrase “leakage, loss or damage” in Article 20 is deemed to 
be replaced with “leakage” and the phrase “not” in Article 35-2, paragraph 
(7) is deemed to be replaced with “neither acquire deleted information etc., 
nor”.

Functional
No 

Relationship
N/A N/A N/A 0

IV.3

Obligations of an 
Anonymously Processed 

Information
Handling Business 

Operator etc.

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.3.36
(Production etc. of 

Anonymously Processed 
Information)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.3.36(1)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator shall, when producing 
anonymously processed information (limited to those constituting 
anonymously processed information database etc.; hereinafter the same), 
process personal information in accordance with standards prescribed by 
rules of the Personal Information Protection Commission as those 
necessary to make it impossible to identify a specific individual and restore 
the personal information used for the production.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate. 5

IV.3.36(2)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator, when having produced 
anonymously processed information, shall, in accordance with standards 
prescribed by rules of the Personal Information Protection Commission as 
those necessary to prevent the leakage of information relating to those 
descriptions etc. and individual identification codes deleted from personal 
information used to produce the anonymously processed information, and 
information relating to a processing method carried out pursuant to the 
provisions of the preceding paragraph, take action for the security control 
of such information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.3.36(3)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator, when having produced 
anonymously processed information, shall, pursuant to rules of the 
Personal Information Protection Commission, disclose to the public the 
categories of information relating to an individual contained in the 
anonymously processed information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.3.36(4)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator, when having produced 
anonymously processed information and providing the anonymously 
processed information to a third party, shall, pursuant to rules of the 
Personal Information Protection Commission, in advance disclose to the 
public the categories of information concerning an individual contained in 
anonymously processed information to be provided to a third party and its 
providing method, and state to the third party explicitly to the effect that 
the information being provided is anonymously processed information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5
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IV.3.36(5)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator shall, when having 
produced anonymously processed information and making itself handle 
the anonymously processed information, not collate the said anonymously 
processed information with other information in order to identify a 
principal concerned with personal information used to produce the said 
anonymously processed information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.3.36(6)
(Production etc. of 

Anonymously Processed 
Information)

A personal information handling business operator shall, when having 
produced anonymously processed information, strive to take itself 
necessary and appropriate action for the security control of the 
anonymously processed information and necessary action for ensuring the 
proper handling of the anonymously processed information such as 
dealing with a complaint about the handling, including producing, of the 
said anonymously processed information, and strive to disclose to the 
public the contents of such action taken.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate. 5

IV.3.37
(Provision of 

Anonymously Processed 
Information)

An anonymously processed information handling business operator, when 
providing anonymously processed information (excluding those which it 
produced itself by processing personal information; hereinafter the same 
in this Section) to a third party, shall, pursuant to rules of the Personal 
Information Protection Commission, in advance disclose to the public the 
categories of personal information contained in anonymously processed 
information to be provided to a third party and state to the third party 
explicitly to the effect that the provided information is anonymously 
processed information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.3.38
(Prohibition against the 

Act of Identifying)

An anonymously processed information handling business operator, shall, 
in handling anonymously processed information, neither acquire 
information relating to those descriptions etc. or individual identification 
codes deleted from the personal information and information relating to a 
processing method carried out pursuant to the provisions of Article 36, 
paragraph (1), nor collate the said anonymously processed information 
with other information in order to identify a principal concerned with 
personal information used to produce the anonymously processed 
information.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.3.39
(Security Control Action 

etc.)

An anonymously processed information handling business operator shall 
strive to take itself necessary and appropriate action for the security 
control of anonymously processed information and necessary action to 
ensure the proper handling of anonymously processed information such as 
dealing with a complaint about the handling of anonymously processed 
information, and shall strive to disclose to the public the contents of such 
action taken.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate. 5

IV.4 Supervision
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.40
(Report and Onsite 

Inspection)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.40(1)
(Report and Onsite 

Inspection)

The Personal Information Protection Commission may, to the extent 
necessary to implement the provisions under the preceding three Sections 
and this Section, require a personal information handling business 
operator, a personally referable information handling business operator, 
pseudonymously processed information business operator or 
anonymously processed information handling business operator 
(hereinafter referred to collectively as a “personal information handling 
business operator etc.”) and other concerned person to submit necessary 
information or material relating to the handling of personal information, 
personally referable information, pseudonymously processed information 
or anonymously processed information (hereinafter referred to collectively 
as “personal information etc.”), or have its officials enter a business office 
or other necessary place of a personal information handling business 
operator etc. or other concerned person, inquire about the handling of 
personal information etc., or inspect a book, document and other property.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.40(2)
(Report and Onsite 

Inspection)

An official who conducts an onsite inspection pursuant to the provisions of 
the preceding paragraph shall carry a certificate for identification, and 
present it when requested by a person concerned.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.40(3)
(Report and Onsite 

Inspection)
An onsite inspection authority pursuant to the provisions of paragraph (1) 
shall not be construed as granted for a criminal investigation.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.41 (Guidance and Advice)

The Personal Information Protection Commission may, to the extent 
necessary to implement the provisions under the preceding three Sections, 
provide a personal information handling business operator etc. with 
necessary guidance or advice on the handling of personal information etc.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.42
(Recommendation and 

Order)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.42(1)
(Recommendation and 

Order)

The Personal Information Protection Commission may, when recognizing 
there is a need for protecting an individual’s rights and interests in cases 
where a personal information handling business operator has violated the 
provisions under Article 16 through Article 17, Article 18 (including the 
cases where the provisions under paragraph (1), (3) and (4) are applied 
with replacement of terms pursuant to the Article 35-2, paragraph (4)), 
Article 20 through Article 22- 2, Article 23 (excluding paragraph (4); 
including the cases where the provisions under paragraph (5) and (6) are 
applied with replacement of terms pursuant to Article 35-2, paragraph (6)), 
Article 24, Article 25 (including the cases where the provisions of proviso of 
paragraph (1) is applied with replacement of terms pursuant to Article 35-
2, paragraph (6)), Article 26 (excluding paragraph (2); including the cases 
where the provisions of proviso of paragraph (1) is applied with 
replacement of terms pursuant to Article 35-2, paragraph (6)), Article 27, 
Article 28 (excluding paragraph (1) (including as applied mutatis mutandis 
pursuant to paragraph (5)), Article 29, paragraph (2) or (3), Article 30 
(excluding paragraph (1), (3) and (5)), Article 33, paragraph (2), Article 35-2 
(excluding paragraph (4) and (5)) or Article 36 (excluding paragraph (6)), in 
cases where a personally referable information handling business operator 
has violated the provisions under Article 26-2, paragraph (1), or, the 
provisions of Article 24, paragraph (3), as applied mutatis mutandis 
pursuant to Article 26-2, paragraph (2) following the deemed replacement 
of terms, or, the provisions of Article 26, paragraph (3) or (4), as applied 
mutatis mutandis pursuant to Article 26-2, paragraph (3) following the 
deemed replacement of terms, in cases where a pseudonymously 
processed information handling business operator has violated the 
provisions under Article 35-3, paragraph (1), or, Article 23, paragraph (5) or 
(6), as applied mutatis mutandis pursuant to Article 35-3, paragraph (2) 
following the deemed replacement of terms, or, the provisions under 
Article 20 through Article 22 or Article 35-2, paragraph (7) or (8) as applied 
mutatis mutandis pursuant to Article 35-3, paragraph (3) following the 

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.42(2)
(Recommendation and 

Order)

The Personal Information Protection Commission may, when recognizing 
that a serious infringement of an individual’s rights and interests is 
imminent in cases where a personal information handling business 
operator etc. having received a recommendation pursuant to the 
provisions under the preceding paragraph did not take action in line with 
the recommendation without legitimate ground, order the personal 
information handling business operator etc. to take action in line with the 
said recommendation.

Functional
No 

Relationship
N/A N/A N/A 0
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IV.4.42(3)
(Recommendation and 

Order)

The Personal Information Protection Commission may, notwithstanding 
the provisions under the preceding two paragraphs when recognizing there 
is a need to take urgent action because there is a fact that seriously harms 
an individual’s rights and interests in cases where a personal information 
handling business operator has violated the provisions under Article 16 
through Article 17, Article 20 through Article 22-2, Article 23, paragraph (1), 
Article 24, paragraph (1) or (3), Article 35-2, paragraph (1) through (3), or 
paragraph (6) through (8), or Article 36, paragraph (1), paragraph (2) or 
paragraph (5), in cases where a personally referable information handling 
business operator has violated the provisions under Article 26-2, 
paragraph (1), or, Article 24, paragraph (3), as applied mutatis mutandis 
pursuant to Article 26-2, paragraph (2) following the deemed replacement 
of terms, in cases where a pseudonymously processed information 
handling business operator has violated the provisions under Article 35-3, 
paragraph (1), or, Article 20 through Article 22 or Article 35-2, paragraph (7) 
or (8), as applied mutatis mutandis pursuant to Article 35-3, paragraph (3) 
following the deemed replacement of terms, or, in cases where an 
anonymously processed information handling business operator has 
violated the provisions under Article 38, order the personal information 
handling business operator etc. to take necessary action to rectify the 
violation such as suspending the act of violation.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.42(4)
(Recommendation and 

Order)

The Personal Information Protection Commission may, in case of issuing 
an order pursuant to the provisions under the preceding two paragraphs, 
when the personal information handling business operator etc. that has 
received the order has violated the order, make public announcement to 
that effect.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.43

(Restriction on the 
Personal Information 

Protection Commission’s 
Exercising the

Authority)

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.43(1)

(Restriction on the 
Personal Information 

Protection Commission’s 
Exercising the

Authority)

The Personal Information Protection Commission shall, in the course of 
requiring the submission of a report or material from, conducting an onsite 
inspection of, or giving a guidance, advice, recommendation or order to, a 
personal information handling business operator etc., not hinder the 
freedom of expression, freedom of academia, freedom of religion, and 
freedom of political activity.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.43(2)

(Restriction on the 
Personal Information 

Protection Commission’s 
Exercising the

Authority)

In light of the purport of the provisions of the preceding paragraph, the 
Personal Information Protection Commission shall not exercise the 
authorities in regard to a personal information handling business 
operator’s act of providing personal information etc. to a person set forth 
in each item of Article 76, paragraph (1) (limited to those cases where each 
person handles personal information etc. for a purpose stipulated in each 
said item respectively).

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.44 (Delegation of Authority)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.45
(Request by Business 

Jurisdictional Minister)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.4.46
(Business Jurisdictional 

Minister)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5

Private-Sector Body’s 
Promotion for the 

Protection of Personal
Information

N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.47 (Accreditation)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.48 (Disqualification)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.49 (Accreditation Standards)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.49-2
(Accreditation of 
alteration etc.)

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

IV.5.50
(Notification of 

Termination)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.51
(Covered Business 

Operator)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.51(1)
(Dealing with a 

Complaint)

An accredited personal information protection organization shall make its 
covered business operators composed of a personal information handling 
business operator etc. who has consented to becoming covered by the 
accredited services. In this case, if a covered business operator does not 
fulfill the personal information protection guideline prescribed by Article 
53, paragraph (1) even though actions pursuant to Article 53, paragraph (4) 
was taken, the covered business operator may be excluded from being 
covered by the accredited services.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.51(2)
(Dealing with a 

Complaint)

An accredited personal information protection organization shall 
announce to the public the name or appellation of its covered business 
operators.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.52
(Dealing with a 

Complaint)
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.52(1)
(Dealing with a 

Complaint)

An accredited personal information protection organization shall, when 
petitioned by a principal or other concerned person to resolve a complaint 
about its covered business operator’s handling of personal information 
etc., hold consultation, give necessary advice to the petitioner and 
investigate circumstances surrounding the complaint, as well as inform 
the covered business operator of the complaint contents and request its 
expeditious resolution.

Functional Intersects With Grievances CPL-07

Mechanisms exist to govern the intake and analysis of grievances 
related to the organization's cybersecurity and/or data protection 
practices.

5

IV.5.52(2)
(Dealing with a 

Complaint)

An accredited personal information protection organization may, when 
recognizing that there is a need in regard to the resolution of a complaint in 
connection with a petition under the preceding paragraph, request the 
covered business operator to provide a written or oral explanation or 
submit a referential material.

Functional Intersects With Grievances CPL-07

Mechanisms exist to govern the intake and analysis of grievances 
related to the organization's cybersecurity and/or data protection 
practices. 5

IV.5.52(3)
(Dealing with a 

Complaint)

A covered business operator shall, when requested by an accredited 
personal information protection organization pursuant to the provisions of 
the preceding paragraph, not refuse the request without a 
justifiablereason.

Functional Intersects With Grievances CPL-07

Mechanisms exist to govern the intake and analysis of grievances 
related to the organization's cybersecurity and/or data protection 
practices.

5

IV.5.53
(Personal Information 
Protection Guideline)

N/A
Functional

No 
Relationship

N/A N/A N/A 0

IV.5.53(1)
(Personal Information 
Protection Guideline)

An accredited personal information protection organization shall, for the 
purpose of ensuring a covered business operator’s proper handling of 
personal information etc., strive to develop a guideline conformable to the 
purport of the provisions of this Act (hereinafter referred to as a “personal 
information protection guideline”) by asking a person representing 
consumers or other concerned person for their opinion in regard to a 
matter related to personal information including utilization purpose 
specification, security control action and procedures for responding to a 
demand etc. for disclosure etc. as well as a matter related to 
pseudonymously processed information or anonymously processed 
information including its production method and security control action for 
such information.

Functional Subset Of Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently.

10

IV.5.53(2)
(Personal Information 
Protection Guideline)

An accredited personal information protection organization shall, when 
having developed a personal information protection guideline pursuant to 
the provisions of the preceding paragraph, notify without delay the 
Personal information Protection Commission of the personal information 
protection guideline pursuant to rules of the Personal Information 
Protection Commission. When this has been modified, the same shall 
apply.

Functional Intersects With
Security, Compliance & 

Resilience Status 
Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

3
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IV.5.53(3)
(Personal Information 
Protection Guideline)

The Personal Information Protection Commission shall, when having been 
notified of a personal information protection guideline under the provisions 
of the preceding paragraph, announce to the public the personal 
information protection guideline pursuant to rules of the Personal 
Information Protection Commission.

Functional Intersects With
Dissemination of Data 

Privacy Program 
Information

PRI-01.3

Mechanisms exist to: 
(1) Ensure that the public has access to information about 
organizational data privacy activities and can communicate with its 
Chief Privacy Officer (CPO) or similar role;
(2) Ensure that organizational data privacy practices are publicly 
available through organizational websites or document repositories; 
(3) Utilize publicly facing email addresses and/or phone lines to enable 
the public to provide feedback and/or direct questions to data privacy 
office(s) regarding data privacy practices; and
(4) Inform data subjects when changes are made to the privacy notice 
and the nature of such changes.

3

IV.5.53(4)
(Personal Information 
Protection Guideline)

An accredited personal information protection organization shall, when a 
personal information protection guideline has been announced to the 
public pursuant to the provisions of the preceding paragraph, take action 
against a covered business operator such as providing guidance or 
recommendation necessary to make the covered business operator follow 
the said personal information protection guideline.

Functional Subset Of
Third-Party Deficiency 

Remediation
TPM-09

Mechanisms exist to address weaknesses or deficiencies in supply 
chain elements identified during independent or organizational 
assessments of such elements.

10

IV.5.54
(Prohibition of Utilization 
for Unintended Purpose)

An accredited personal information protection organization shall not utilize 
information obtained in the course of rendering accredited services for the 
other purposes than for use in such accredited services.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

IV.5.55
(Restriction on Use of 

Appellation)

A person who is not an accredited personal informationprotection 
organization shall not use the appellation of the accredited personal 
information protection organization or any other confusing appellation 
therewith.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.56 (Calling for a Report)

The Personal Information Protection Commission may, to the extent 
necessary to implement the provisions under this section, call for an 
accredited personal information protection organization to report on its 
accredited services.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.57 (Order)

The Personal Information Protection Commission may, to the extent 
necessary to implement the provisions of this section, order an accredited 
personal information protection organization to improve a method of 
rendering accredited services, amend a personal information protection 
guideline, or take any other necessary action.

Functional
No 

Relationship
N/A N/A N/A 0

IV.5.58
(Rescinding the 
Accreditation)

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

IV.6 Service
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.6.58-2 (Document to be served)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.6.58-3

(Application Mutatis 
Mutandis of the Code of 

Civil Procedure 
Concerning Service)

See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.6.58-4 (Service by Publication)
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IV.6.58-5
(Use of Electronic Data 

Processing Systems)

When an official of the Personal Information Protection Commission 
administers affairs related to those that are to be given by serving a 
document pursuant to the provisions of Article 58-2, and a disposition 
notice, etc. prescribed in Article 3, item (ix) of the Act on Use of Information 
and Communications Technology in Administrative Procedure (Act No. 151 
of 2002) using an electronic data processing system prescribed in Article 6, 
paragraph (1) of the Act pursuant to Article 7, paragraph (1) of the Act, the 
official must use that electronic data processing system, to record the 
particulars of the service under the provisions of Article 109 of the Code of 
Civil Procedure as applied mutatis mutandis pursuant to Article 58-3, in a 
file that is stored on a computer (including input or output device) used by 
the Personal Information Protection Commission instead of preparing and 
submitting a document that states those particulars.

Functional
No 

Relationship
N/A N/A N/A 0

V
The Personal Information 
Protection Commission

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

VI Miscellaneous Provisions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VII Penal Provisions
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0
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