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W A This Act may be cited as the Personal Data Protection Act 2010. Functionat No A A A o
This Act comes into operation on a date to be appointed by the Minister by .
12 N/A notifcation in the Gazette, and the Minister may appoint different dates for | Functional | .t N/A N/A N/A 0
different provisions of this Act. Application P
This Act applies to— ) No
2(1) Application o Actappl Functional N/A N/A N/A 0
- any person who processes; and No
2(1)(@) Application Functional ) N/A N/A N/A 0
200 Application any person who has control over or autharizes the processing o, any Functionat No A A A B
personal data in respect of
2 pplication Subject to subsection (1), this Act applies to a person in respect of Functionat No A A A o
personal data if—
the person is established in Malaysia and the personal data is processed,
heth tin the context of that establishment, by that No
2000 Application whether or not in the context of that establishment, by that personorany | [ A A A o
other person employed or engaged by that establishment; or Relationship
the person s not established in Malaysia, but uses equipment in Malaysia o
22)b) Application for processing the personal data otherwise than for the purposes of transit |~ Functional | 1@ N/A N/A N/A 0
through Malaysia. P
20 Application A person falling within paragraph (2)(b) shall nominate for the purpases of | oo No A A A o
this Acta in Malavsia.
20 pplication For the purposes of subsections (2) and (3), each of the folowing istobe | L~ No A A A o
treated as in Malaysia:
o Application an individual whose physical presence in Malaysia shallnotbelessthan | o No A A A o
one hundred and eighty davs in one calendar vear:
bod ted under the *C Act 1965 [Act 125]; N
2(4)(b) Application abodyincorporated underthe “Companies Ac [Act 125], Functional © N/A N/A N/A 0
artnershi formed und No
2(4)(c) Application ap porother ormedunderany Functional N/A N/A N/A 0
written laws in Malavsia: and
@ pplication any person who does not fall vithin paragraph (a), (5)or (o) but maintains | No A A A o
in Malaysia—
flice, branch through which h tivit No
. Application an office, branch or agency through which he carries on any activi Functionat A A A o
lar practice. Non-applicat N
204)(d)ii) Application 2 regular practice. Non-application Functional Ne N/A N/A N/A 0
This Act shall not apply to the Federal Government and State o
31) Non-application | Governments. [Act 777] which comes into operation on 31 January 2017~ | Functional | t9 N/A N/A N/A )
see 620(1) of Act 777. e
This Act shall not apply to any personal data processed outside Malaysia o
32 Non-application | unless that personal data i ntendeto be futher processed n Melaysia. | Functional | o 28 N/A N/A N/A )
Inthis Act, unless the context otherwise requires— “credit reporting
agency” has the meaning assigned to it in the Credit Reporting Agencies
Act 2010 [Act 710]; “this Act” includes regulations, orders, notifications o
4 Interpretation and other subsidiary legistation made under this Act; “register” meansthe | Functional | &9 N/A N/A N/A )
Register of Data Users, Register of Data User Forums or Register of Codes i
of Practice; “personal data” means any information in respect of
which—
b d wholly or partly b f toperat N
4(a) Interpretation 15 being processed wholly or partly by means of equipment operating Functional © N/A N/A N/A 0
in response to given for that purpose:
o nterpretation isrecorded with the intention that it should wholly or party be processed | g No A A A .
by means of such or
is recorded as part of a relevant filing system or with the intention that it
should form part of a relevant iling system, that relates directly or
indirectly to a data subject, who is identified or identifiable from that
information or from that and other information in the possession of a data
user, including any sensitive personal data and expression of opinion
about the data subject; but does not include any information that s
processed for the purpose of a credit reporting business carried on by a
credit reporting agency under the Credit Reporting Agencies Act 2010;
“sensitive personal data” means any personal data consisting of
information as to the physical or mental health or condition of a data
subject, his political opinions, his religious beliefs or other beliefs of a
similar nature, the commission or alleged commission by him of any
offence or any other personal data as the Minister may determine by order
published in the Gazette; “prescribed” means prescribed by the Minister .
4(c) Interpretation under this Act and where no mode is mentioned, means prescribed by Functional Relationship N/A N/A N/A 0
order published in the Gazette; “Advisory Committee” means the Personal
Data Protection Advisory Committee established under section 70; “vital
interests” means matters relating to life, death or security of a data
subject; “Fund” means the Personal Data Protection Fund established
under section 61; “use”, in relation to personal data, does not include the
act of collecting or disclosing such personal data; “collect”, in relation to
personal data, means an act by which such personal data enters into or
comes under the control of a data user; “Minister” means the Minister
charged with the responsibility for the protection of personal data;
“disclose”, in relation to personal data, means an act by which such
personal data is made available by a data user; “relevant person”, in
relation to a data subject, howsoever described, means—
inthe case of a data subject who is below the age of eighteen years, the o
4(a) Interpretation parent, guardian or person who has parental responsibility for the data Functional | b0 N/A N/A N/A 0
subiect: D
in the case of a data subject who is incapable of managing his own affairs,
hi It e th ff: , N
) nterprotation 2 person whois appointed by a court to manage those affars, or aperson | L No WA WA WA o
authorized in writing by the data subject to act on behalf of the data Relationship
subiect: or
in any other case, a person authorized in writing by the data subject to
make a data access request, data correction request, or both such
requests, on behalf of the data subject; “authorized officer” means any
officer authorized in writing by the Commissioner under section 110;
“correction”, in relation to personal data, includes amendment, variation,
modification or deletion; “requestor”, in relation to a data access request
or data correction request, means the data subject or the relevant person
) No
() Interpretation on behalf of the data subject, who has made the request; “data Functional. | i i N/A N/A N/A )
processor, in relation to personal data, means any person, other than an
employee of the data ser, who processes the personal data solely on
behalf of the data user, and does not process the personal data for any of
his own purposes; “processing”, in relation to personal data, means
collecting, recording, holding or storing the personal data or carrying out
any operation or set of operations on the personal data, including—
th tion, adaptation or alteration of  data; ) N
4(a) Interpretation ‘@ organization, adaptation or alteration of personal data Functional e N/A N/A N/A 0
the retrieval, consultation or se of personal data; ) No
a(b) Interpretation flev: ultation or use of p Functional N/A N/A N/A 0
e nterpretation the disclosure of personal data by transmission, transfer, disseminationor | No A A A N
otherwise making available; or
the alignment, combination, correction, erasure or destruction of personal
data; “registration” means the registration of a data user under section 16;
“data user” means a person who either alone or jointly or in common with o
4(0) Interpretation other persons processes any personal data or has control over or Functional | oo N/A N/A N/A )
authorizes the processing of any personal data, but does not include a 2
data processor; “relevant data user”, in relation to—
aninspection, means the data user who uses the personal data system ) No
4(a) Interpretation n inspection, m userwho u per V' Functional N/A N/A N/A 0
which is the subiect of the
laint, the dat ified in th laint; N
a(b) Interpretation 2acomplaint, means the data user specified in the complain Functional Ne N/A N/A N/A 0
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4(c) Interpretation aninvestigation— Functional N/A N/A N/A 0
a0)) Interpretation inthe case of an VI'\VESUEBUOT\ initiated by a complaint, means the data Functional No N/A N/A N/A 0
user specified in the :
o nterpretation in any other case, means the data user who is the subject of the ronctionat No A A A N
an enforcement notice, means the data user on whom the enforcement
notice is served; “credit reporting business” has the meaning assigned to it
@ nterprotation in the Credit Reporting Agencies Act 2010; “Commissioner” means the Functional No A A WA o
Personal Data Protection Commissioner appointed under section 47; Relationship
“third party”, in relation to personal data, means any person other than—
4(a) Interpretation a data subject; Functional N N/A N/A N/A 0
) Interpretation a relevant person in relation to a data subject; Functional No A A WA N
4(c) Interpretation a data user; Functional N N/A N/A N/A 0
a(d) Interpretation @ data processor; or Functional o N/A N/A N/A 0
a person authorized in writing by the data user to process the personal
data under the direct control of the data user; “relevant filing system”
means any set of information relating to individuals to the extent that,
although the information is not processed by means of equipment
operating automatically in response to instructions given for that purpose,
the set of information is structured, either by reference to individuals or by
reference to criteria relating to individuals, in such a way that specific
information relating to a particular individual is readily accessible; “data
subject” means an individual who is the subject of the personal data;
m Interpretation “appointed date” means the relevant date or dates, as the case may be,on |y No A A A o
which this Act comes into operation; “code of practice” means the Relationship
personal data protection code of practice in respect of a specific class of
data users registered by the Commissioner pursuant to section 23 or
issued by the C under section 24;
means any ofa nature, whether or
not, which includes any matters relating to the supply or exchange of
goods or services, agency, investments, financing, banking and insurance,
but does not include a credit reporting business carried out by a credit
reporting agency under the Credit Reporting Agencies Act 2010.
The processing of personal data by a data user shall be in compliance with Mechanisms exist to limit the collection, receiving, processing, storage,
s WA the following, namely: runctional | intersacts witn | Reasonable Data Privacy | - | ransmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
and i
the General Principle; Mechanisms exist to limit the collection, receiving, processing, storage,
e A Functional | 1ntersccts with | Reasonante DataPrivacy [ L - ftsansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
and
the Notice and Choice Principle; Mechanisms exist to limit the collection, receiving, processing, storage,
s A runctional | intersscts with | Reasonante DataPrivacy [ L - ftsansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
and i
the Disclosure Principle; Mechanisms exist to limit the collection, receiving, processing, storage,
s A Functional | intersccts with | Reasonabte DataPrivacy [ L - ftsansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
and i
the Security Principle; Mechanisms exist to limit the collection, receiving, processing, storage,
s A runctional | intersscts with | Reasonante DataPrivacy [ L - ftsansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices to consumer for whatis necessary
and
the Retention Principle; Mechanisms exist to limit the collection, receiving, processing, storage,
s A runctional | intersocts with | Reasonante Data Privacy [ L - fusansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices ing to consumer for what s necessary
and i
the Data Integrity Principle; and Mechanisms exist to limit the collection, receiving, processing, storage,
s A runctional | intersocts with | Reasonante Data Privacy [ L - ftsansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices ing to consumer for what s necessary
and i
the Access Principle, as set out in sections 6,7, 8,9, 10, 11 and 12. Mechanisms exist to limit the collection, receiving, processing, storage,
e A Functional | intersocts with | Reasonante Data Privacy [ o - fusansmission, sharing, updating and/or disposal of Personal Data (PD) R
Practices ing to consumer for what s necessary
and
Subject to sections 45 and 46, a data user who contravenes subsection (1)
commits an offence and shall, on conviction, be liable to a fine not o
52) N/A exceeding three hundred thousand ringgi r to mprisonment fora term ot Functional | oo io N/A N/A N/A 0
exceeding two years or to both. General Principle
6(1) General Principte |/ 9712 user shaltnot—= Functional No N/A N/A N/A 0
in the case of personal data other than sensitive personal data, process Mechanisms exist o restrict collecting, receiving, processing, storing,
personal data about a data subject unless the data subject has given his transmitting, sharing and/or updating Personal Data (PD) to:
consent to the processing of the personal data; or Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
6(1)@) General Principle Functional | Intersects With PRI-05.4 [notice(s); 5
Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
in the case of sensitive personal data, process sensitive personal data o
6(1)(b) GeneralPrinciple | about a data subjoct except in accordance with the provisions of section | Functional | o i5 N/A N/A N/A 0
40.
Notwithstanding paragraph (1)(a), a data user may process personal data Mechanisms exist to restrict collecting, receiving, processing, storing,
about a data subject if the processing is necessary— transmitting, sharing and/or updating Personal Data (PD) to:
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
6(2) General Principle Functional [ Intersects with| o S RGN | PRL0S.4 [ noticels); 5
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for the performance of a contract to which the data subject is a party; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
6(2)@) General Principle Functional [ Intersects with| o SRR | PRL0S.4 [ noticels); 5
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for the taking of steps at the request of the data subject with a view to Mechanisms exist to restrict collecting, receiving, processing, storing,
enteringinto a contract; transmitting, sharing and/or updating Personal Data (PD) to:
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
6(2)(b) General Principle Functional [ Intersects with| o "SRR | PRL0S.4 [ noticels); 5
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for compliance with any legal obligation to which the data user is the Mechanisms exist to restrict collecting, receiving, processing, storing,
subject, other than an obligation imposed by a contract; transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
6(2)(c) General Principle Functional | Intersects with|  USage Restrietions of 110 o0 ) otice(s); 5

Personal Data (PD)

(2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
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6(2)(d)

General Principle

in order to protect the vital interests of the data subject;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

6(2)(e)

General Principle

for the administration of justice; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

6(2)(f)

General Principle

for the exercise of any functions conferred on any person by or under any
law.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

6(3)

General Principle

Personal data shall not be processed unless—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

6(3)(a)

General Principle

the personal data is processed for a lawful purpose directly related to an
activity of the data user;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

6(3)(b)

General Principle

the processing of the personal data is necessary for or directly related to
that purpose; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis tent with laws, ions and

6(3)(c)

General Principle

the personal data is adequate but not excessive in relation to that purpose.
Notice and Choice Principle

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

7(1)

Notice and Choice
Principle

A data user shall by written notice inform a data subject—

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(1)(a)

Notice and Choice
Principle

that personal data of the data subject is being processed by or on behalf of
the data user, and shall provide a description of the personal data to that
data subject;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(1)(b)

Notice and Choice
Principle

the purposes for which the personal data is being or is to be collected and
further processed;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(1)(e)

Notice and Choice
Principle

of any information available to the data user as to the source of that
personal data;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention reau
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7(1)(d)

Notice and Choice
Principle

of the data subject’s right to request access to and to request correction of
the personal data and how to contact the data user with any inquiries or
complaints in respect of the personal data;

Rationale

Functional

Intersects With|  Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

7(1)(e)

Notice and Choice
Principle

of the class of third parties to whom the data user discloses or may
disclose the personal data;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(1)(f)

Notice and Choice
Principle

of the choices and means the data user offers the data subject for limiting
the processing of personal data, including personal data relating to other
persons who may be identified from that personal data;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

7(1)(e)

Notice and Choice
Principle

whether it is obligatory or voluntary for the data subject to supply the
personal data; and

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(1)(h)

Notice and Choice
Principle

where it is obligatory for the data subject to supply the personal data, the
consequences for the data subject if he fails to supply the personal data.

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(2)

Notice and Choice
Principle

The notice under subsection (1) shall be given as soon as practicable by
the data user—

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

7(2)(a)

Notice and Choice
Principle

when the data subject s first asked by the data user to provide his
personal dat;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data

retention
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Strength of

7(2)(b)

Notice and Choice
Principle

when the data user first collects the personal data of the data subject; or

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

7(2)(c)

Notice and Choice
Principle

inany other case, before the data user—

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(2)(e)(i)

Notice and Choice
Principle

uses the personal data of the data subject for a purpose other than the
purpose for which the personal data was collecte

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

7(2)(e)ii)

Notice and Choice
Principle

discloses the personal data to a third party.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

7(3)

Notice and Choice
Principle

Anotice under subsection (1) shall be in the national and English
languages, and the individual shall be provided with a clear and readily
accessible means to exercise his choice, where necessary, in the national
and English languages. Disclosure Principle

Functional

Intersects With

Data Subject Consent

PRI-03

Mechanisms exist to enable data subjects to authorize the collection,

receipt, processing, storage, transmission, sharing, updating and/or

disposal of their Personal Data (PD), where the data subject is

provided, prior to collection, with:

(1) Plain language explaining the potential data privacy risks of the

authorization;

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
statutorv. regulatorv and i

Disclosure Principle

Subject to section 39, no personal data shall, without the consent of the
data subject, be disclosed—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

8(a)

Disclosure Principle

for any purpose other than—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

8(a)(i)

Disclosure Principle

the purpose for which the personal data was to be disclosed at the time of
collection of the personal data; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

8(a)(ii)

Disclosure Principle

a purpose directly related to the purpose referred to in subparagraph (i); or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

8(b)

Disclosure Principle

to any party other than a third party of the class of third parties as specified
in paragraph 7(1)(e). Security Principle

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

o(1)

Security Principle

A data user shall, when processing personal data, take practical steps to
protect the personal data from any loss, misuse, modification,
unauthorized or accidental access or disclosure, alteration or destruction
by having regard—

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

9(1)(a)

Security Principle

to the nature of the personal data and the harm that would result from
such loss, misuse, modification, unauthorized or accidental access or
disclosure, alteration or destruction;

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

9(1)(b)

Security Principle

to the place or location where the personal data is stored;

Functional

Intersects With

Security of Personal Data

(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
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Rationale Control Desc
e ity ted intc i \t il hich the
it ey ccporatedintoany cquipment inwhich fhe securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
8(1)(c) Security Principle | P*" ! Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
toth taken f the reliability, integrity and x
DU :’;;;;:'::‘:::g e e, ;::g" ¥ andcompetence securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
g .
9(1)(d) Security Principle P ving per; g Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
toth taken f th transfer of th 0
o measures taken or ensuring the seoure transfer of the persona securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
9(1)(e) Security Principle ata. Functional | Intersects With Y (PD) PRI-01.6 |and physical security safeguards that are sufficient and appropriately
) scoped to protect the confidentiality and integrity of the PD.
Where processing of personal data is carried out by a data processor on
behalf of the data user, the data user shall, for the purpose of protecting Security of Porsonal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
9(2) Security Principle | the personal data from any loss, misuse, modification, unauthorized or Functional | Intersects With D) PRI-01.6 [and physical security safeguards that are sufficient and appropriately
accidental access or disclosure, alteration or destruction, ensure that the scoped to protect the confidentiality and integrity of the PD.
data processor—
‘""""’_ests““'f“""‘ g'_‘:'a”‘ees in respect of '(:e technical a';d bocarriod security of Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
organizational security measures governing the processing to be carrie ecurity of Personal Data
9(2)(a) Security Principle g‘_ 9 Y g g the p! g Functional | Intersects With Y °0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately
out; an scoped to protect the confidentiality and integrity of the PD.
:'ies"e“;'fa"‘els‘e”s“’ ensure compliance with those measures. security of Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
etention Principle ecurity of Personal Data
9(2)(b) Security Principle P Functional | Intersects With Y °0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
The personal data processed for any purpose shall not be kept longer than Mechanisms exist to:
is necessary for the fulfilment of that purpose. (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
d by law;
Personal Data (PD) required by (aw;
10(1) Retention Principle Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
It shall be the duty of a data user to take all reasonable steps to ensure Mechanisms exist to:
that all personal data is destroyed or permanently deleted if it is no longer (1) Retain Personal Data (PD), including metadata, for an organization-
required for the purpose for which it was to be processed. Data Integrity defined time period to fulill the purpose(s) identified in the notice or as
d by law;
. . Principle Personal Data (PD) required by taw; X
10(2) Retention Principle Functional | Intersects With PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
Adata user shall take reasonable steps to ensure that the personal datais ,
. o e o ., Mechanisms exist to ensure the accuracy and relevance of Personal
accurate, complete, not misleading and kept up- to-date by having regar
i . P! 2 Pt up Y having reg: Personal Data (PD) Data (PD) throughout the information lifecycle by:
il Data Integrity Principle 1o the purpose, including any directly related purpose, for which the Functional | Intersects With - PRI-05.2
° Accuracy & Integrity (1) Keeping PD up-to-date; and
personal data was collected and further processed. Access Principle
(2) Remediating identified inaccuracies, as necessary.
Adata Zus,ec;fhall be glvenhaccess to hl‘:perso:al dah(a held by ?:z(a axistto provide data subjocts the abily tor
userand be able to correct that personal data where the personal data is (1) Access their Personal Data (PD) that is being processed, stored and
inaccurate, incomplete, misleading or not up-to-date, except where
y " " e shared, except where the burden, risk o expense of providing access
compliance with a request to such access or correction Is refused under would be disproportionate to the benefit offered to the data subject
this Act. Application of this Division
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
) Data Subject
12 Access Principle Functional | Intersects With PRI-06  |disposed;
Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
1) Application of this | This Division shall apply to @ data user who belons to a class of data Functional No A A A
Division users as specified in the order made under 1401).
Adata user who belongs to a class of data sers not specified in the order
Application of thi N
152 pplication ofthis. | made under subsaction 14(1) shall comply with ll the provisions of this | ¢ o No NA NA A
Division Act other than the provisions of this Division relating to the registration of Relationship
data users and matters connected thereto. of data users
The Minister may, upon the recommendation of the Commissioner, by o
14(1) Registration of data users order published in the Gazette, specify a class of data users whoshallbe | Functional | = N/A N/A N/A
required to be registered as data users under this Act. e
The C: hall, bef King hi dation und N
14(2) Registration of data users | 'c Cormmissioner shall, before making his recommendation under Functional Ne N/A N/A N/A
(1). consult with—
h bod tative of dat bel tothat class; N
14(2)(a) Registration of data users | >1°"" POdies representative of data users belonging to that class; or Functional e N/A N/A N/A
h other interested Application f trat N
14(2)(b) Registration of data users | U1 Other interested persons. Application for registration Functional Ne N/A N/A N/A
Aperson who belongs to the class of data users as specified in the order
150) Applicationfor | made under subsection 14(1) shall submit an application forregistrationto| o No WA WA WA
registration the Commissioner in the manner and form as determined by the Relationship
c
E [ hall b ith th
Application for ver o sha > © ) No
15(2) ! prescribed registration fee and such documents as may be required by the | Functional " NA NA N/A
registration I Relationship
The Commissioner may in writing at any time after receiving the
fc f th i 1t te N
15 or n and before ts e require the applicant to provide Functional No A A WA
registration such additional documents or information within the time as specified by Relationship
the Cc
If the requirement under subsection (3) is not complied with, the
application for registration shall be deemed to have been withdrawn by the
Application for o ) No
15(4) applicant and shall not be further proceeded with by the Commissioner, |  Functional - N/A N/A N/A
registration Relationship
but without prejudice to a fresh application being made by the applicant
Certificate of
After havin, ren due ion to an inder N No
16(1) Certificate of registration Ving given du under Functional ) N/A N/A N/A
15(1). the C: may—
ter the i ttand i: rtificate of istrati to th i it N
16(1)(a) Certificate of registration | 8> °" the applicant andissue a certificate of registration to the applicant | ¢, o) o N/A N/A N/A
in such form as by the © or
refuse the application. ) No
16(1)(b) Certificate of registration | "* pplicatl Functional ) N/A N/A N/A
The certificate of registrati be issued subject to such conditi N
16(2) Gertificate of registration | | cor o OF 'eElStration may be Issued subject to such condiions of | gy ngiionat o N/A N/A N/A
as the C may think fit to impose.
Where the C refuses the for in
160) Certificato o regtration | PUrSUance of subsection (1), he shall nform the applicant by a writien Functional No WA WA WA
notice that the application has been refused and the reasons for the Relationship
refusal.
A person who belongs to the class of data users as specified in the order
made under subsection 14(1) and who processes personal data without a
certificate of registration issued in pursuance of paragraph 16(1)(a) No
16(4) Certificate of registration | commits an offence and shall, on conviction, be liable to a fine not Functional | hip N/A N/A N/A
exceeding five hundred thousand ringgit or to imprisonment for a term not
exceeding three years or to both. Renewal of certificate of registration
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A data user may make an application for the renewal of the certificate of
registration not later than ninety days before the date of expiry of the
certificate of registration in the manner and form as determined by the
Renewal of certificate of |C h ) No
17(1) wal of certif ! andthe shallbe with the Functional N/A N/A NA 0
registration prescribed renewal fee and such documents as may be required by the Relationship
Commissioner, but no application for renewal shall be allowed where the
application is made after the date of expiry of the certificate of registration.
When renewing a certificate of registration, the Commissioner may vary the
Renewal of certificate of N
o) enewal of certificate of | conditions or restrictions imposed upon the issuance of the certificateof | L o WA WA WA o
registration registration or impose additional conditions or restrictions. Relationship
. Renewal of certificate of | The Commissioner may refuse o renew a certificate of registration— ronctionat No A A A o
e Renewal of certiicate of |t the data user has failed to comply with any of the provisions of this Act; | £ No A A A o
o) Renewal of certificate of |if the data user has failed to comply with any conditions or restrictions ronctionat No A A A o
imposed upon the issuance of the certificate of or
. Renewal o certifcate of |ifhe is satisfed that the data user is unable to continue the processingof | oo No A A A o
personal data in with this Act. of
The Commissi e the registration of a dat fth N
18(1) Revocation of registration | "¢ COTmissioner may revoke the registration of a data user if the Functional ° N/A N/A N/A 0
c is satisfied that—
the data ser has failed t ly with any of th f this Act; No
18(1)(a) Revocation of registration| " o 0 USer hasfalled to comply with any of the provisions of this Ac Functional N/A N/A N/A 0
the data ser has failed t y with dit triot N
18(1)(b) Revocation of registration| < 0212 Userhas failed to comply with any conditions or restrictions Functional © N/A N/A N/A 0
imposed upon the issuance of the certificate of
th f the certificate of registrat duced by a fal No
18(1)(c) Revocation of registration | ¢ \>o1ance of the certificate of registration was induced by afalse Functional N/A N/A N/A 0
of fact by the data user: or
the data user h dt th ing of data. N
18(1)(d) Revocation of registration | ¢ 92t user has ceased to carry on the processing of personal data Functional © N/A N/A N/A 0
(1), the © shallnot revoke the
tration of a dat less the Commissi isfied that, aft No
18(2) Revocation of registration | °8/Stration of a data user unless the Commissioner is satisfied that, after | =g, ooy N/A N/A N/A 0
giving the data user an opportunity of making any representation in writing Relationship
he may wish to make. the should be revoked.
Where the registration of the data user is revoked, the Commissioner shall
tice of tion of registration to the data user, and th N
18(3) Revocation of registration | SSU® & notice of revocation of registration to the data user, and the Functional © N/A N/A N/A 0
certificate of registration issued in respect of such registration shall have Relationship

no effect upon service of the notice of revocation of
A data user whose registration has been revoked under this section and
who continues to process personal data thereafter commits an offence No
18(4) Revocation of registration | and shall, on conviction, be liable to a fine not exceeding five hundred Functional | ¢ o chip N/A N/A N/A o
thousand ringgit or to imprisonment for a term not exceeding three years or

to both. Surrender of certificate of

Where the certificate of registration is revoked in pursuance of section 18,

Surrender of certificate of N
1) urrender of ertificate of | the holder of the certfcate shall, within seven days from the date of Functionat No WA WA WA o
registration service of the notice of revocation of registration, surrender the certificate Relationship
to the C
A person who fails to comply with subsection (1) commits an offence and
Surrender of certificate of N
1) urrender of certificate of| shall, o convction, be liable to. fine not exceeding two hundred Functionat No WA WA WA o
registration thousand ringgit or to imprisonment for a term not exceeding two years or Relationship
to both. Register of Data Users
ot Rogisterof Data Users | ® COmMissioner shall maintain a Registerof Data Users n aceordance | ¢ No A A A .
with section 128.
The Register of Data Users shall contain the names of data users who have
200 Rogisterof Data Users. | 726" TeBstered in pursuance of this Division and any other particlars Functionat No A A A o
regarding such data users as may be determined by the Commissioner. Relationship
Data user forum
The Commissioner may designate a body as a data user forum in respect of o
21(1) Data userforum |a specific oass of data uses for the purposes ofthis Act by notfyingthat |~ Functional | 19 N/A N/A N/A )
body in writing. if the C is satisfied that— e
the membership of the boch toall dat: fthat class; N
21(1)(a) Data user forum ‘¢ membership of the body s open to all data users of that class; Functional © N/A N/A N/A 0
) Dota usarforum | e body i Gapable of performing as required under the relevant provisions | No A A A o
of this Act: and
the body h it titution. N
21(1)(c) Data user forum @ body has a written constitution. Functional © N/A N/A N/A 0

The body shall agree in writing to be a data user forum before the -
21(2) Data userforum | designation is registered by the Commissioner in the Register of Data User | Functional | ¢ o N/A N/A N/A 3
Forums.

The Commissioner may decide that an existing body that was previously
designated as a data user forum under subsection (1) is no longer a data No
21(3) Datauserforum  [user forum for the purposes of this Act, if he is satisfied that the body no Functional | ¢ chip N/A N/A N/A 0
longer meets the requirements as set out in that subsection.

Where the Commissioner decides that an existing body which has been
designated as a data user forum is no longer a data user forum for the

No
21(4) Data user forum | purposes of this Act, he shall withdraw the designation and subsequently | Functional | o0 o N/A N/A N/A 3
cancel the registration of the designation in the Register of Data User o
Forums.

Adesignation or withdrawal of designation under this section shall take

effect from the date of registration of the designation or the date of o
21(5) Data user forum of the registration of the desi as the case may be, or | Functional | 1 N/A N/A N/A 0
such later date as specified by the Commissioner. Register of Data User P
Forums
220 Register of Data User | The Commissioner shall maintain a Register o Data User Forums in Fonctionat No A A A B
Forums with section 128.
The Register of Data User Forums shall contain the names of data user
20 Register of Data User  |forums which have been designated and registered in pursuance of this Functionat No A A A o
Forums Division and any other particulars regarding such data user forums as may Relationship
be bythe Code of practice
‘A data user forum may prepare a code of practice— ) No
23(1) Code of practice userforum may prop; pract Functional N/A N/A N/A )
23(1)(a) Code of practice | O ItS OWninitiative; or Functional > N/A N/A N/A 0
on request by the Commissioner. ) No
23(1)(b) Codeof practice | PO 1At EY fost Functional N/A N/A N/A )
20 Codeof practica | @42t user forum shall, in preparing a code of practice under subseetion | L. No A A A N
(1), consider matters including—
the purpose for the processing of personal data by the data user or class of ) No
23(2)(a) Code of practice purpose forthe processing of p 4 userer Functional N/A N/A N/A 0
data users:
th  the data subject ting data subjects; N
23(2)(b) Code of practice @ views of the data subjects or groups representing data subjects; Functional o N/A N/A N/A 0
the views of the relevant regulatory authority, if any, to which the data user " No
23(2)(c) Code of practice view relevant regulatory authority, if any, to whi “ Functional N/A N/A N/A 4
is subiect to: and
that the code of practice, upon having regard to all o the matters in
h 3 th tters, offe ite L N N
200 Codo of practics _|PEr2E7aPNS (), (b) an (c) and any other matters, offers an adequatelovel | ¢ No WA WA WA o
of protection for the personal data of the data subjects concerned. Relationship
20 Codeof practica | COMMissioner may rogister the code of practioe propared pursuantto | Lo No A A A N
(1), if the Cq is satisfied that—
the code of practice is consistent with the provisions of this Act; and ) No
23(3)(a) Code of practice practice stent wi provisi ' Functional N/A N/A N/A 0
) Codeof practica |1 MATIers as setoutinsubscction (2) have been give due Gonsideration. | £ No A A A N
The code of practice under subsection (1) shall take effect on the date of o

23(4) Codeof practice | registration o the code of practice by the Commissioner in the Register of | Functional | o o0 N/A N/A N/A [
Codes of Practice.

If the Commissioner refuses to register the code of practice, the No
23(5) Code of practice | Commissioner shall notify the relevant data user forum of his decision in Functional | ¢ chip N/A N/A N/A [
writing and provide the reasons forit.
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If the Commissioner neither registers nor refuses to register a code of
h N
23(6) Code of practice prac‘m:e within tmv?y days from the date of receipt of the code of DrECUCve Functional A lo » N/A N/A N/A 0
by him for registration, he shall be deemed to have refused the registration Relationship
of the code of practice.
250) Gode of practice The Commissioner may register different codes of practice for different Functionatl No WA WA WA N
classes of data users.
The Commissioner and data user shall make available to the public any No
23(8) Code of practice code of practice registered under subsection (3). Commissioner may issue | Functional | oo o N/A N/A N/A 0
code of practice D
2a01) Commissioner may issue | The Commissioner may issue a code of practice, if— Functional No WA WA WA N
code of practice
24(1)) Commissioner may issue | a code of practice is not prepared under paragraph 23(1)(a); Functional No WA WA WA N
code of practice
Commissioner may issue | (1 COMMissioner is satisfied that a code of practice for a specific class of No
24(1)(b) Y data users is unlikely to be prepared by the relevant data user forum within | Functional N/A N/A N/A 0
code of practice Relationship
the period as specified by the C: i or
24(1)(c) Commissioner may issue |there is no data user forum to develop the relevant code of practice for the o No N/A N/A N/A 0
code of practice class of data users.
20 Commissioner may issue | The Commissioner shall, before issuing a code of practice under Functional No WA WA WA N
code of practice (1), consider matters including—
242)0) Commissioner may issue [ the purpose for the processing of personal data by the data user orclass of | o0 No WA WA WA N
code of practice data users:
242)(0) Commissioner may issue [ the views of the data users or groups representing data users, towhichthe | oo No WA WA WA N
code of practice code of practice is
2420 Commissioner may issue | the views of the data subjects o groups representing data subjects; Functional No WA WA WA N
code of practice
240)0) Commissioner may issue [ the views of the relevant regulatory authority, if any, to which the data user | o oo No WA WA WA N
code of practice is subject to; and
that the code of practice, upon having regard to all of the matters in
2020 Commissioner may issue | paragraphs (a), (o) and (c) and any other matters, offers an adequate level | ¢ oo No WA WA WA o
code of practice of protection for the personal data of the data subjects concerned. Relationship
249) Commissioner may issue | The Commissioner may issue different codes of practice for different Functional No WA WA WA N
code of practice classes of data users.
2a4) Commissioner may issue | The code of practice issued by the Commissioner under subsection (1) FE— No WA WA WA o
code of practice shall be registered in the Register of Codes of Practice.
24(5) Commissioner may issue | The Cudef of practice undersubs‘ecuon (’I}Shal“ake‘ effect on the date of Gt No N/A N/A N/A 0
code of practice of the code of practice bv the Ci
- The Commissioner shall make available to the public any code of practice
Commissioner may issue No
24(6) issued by him under subsection (1). Applicable code of practice Functional A N/A N/A N/A 0
code of practice Relationship
250) Applicable code of | The Commissioner shall ensure that there is only one code of practice FE— No WA WA WA o
practice registered for a class of data users at a given time.
Applicable code of | \Ldata users belonging to a class of data users shall comply with the ] No
25(2) relevant registered code of practice that is applicable to that class of data | Functional N/A N/A N/A 0
practice Relationship
users at a given time.
Where a code of practice is registered by the Commissioner under section
25(3) Applicable code of |23 or 24, the Commissioner shall notify, in such manner as he may Functional No WA WA WA o
practice determine, the relevant class of data users to whom the code of practice is Relationship
licabl
25006 Applicable code of of the identiy of the code of practice concerned and the date onwhich the | No WA WA WA N
practice code of practice is to take effect: and
253)(0) Applicable code of | of the specific requirements under this Act for which the code of practiceis [ o No WA WA WA o
practice issued and registered.
If there is any uncertainty or ambiguity as to which code of practice is
Applicable codeof | 2PPCabLe 10@ particular data user or class of data users, the data user or No
25(4) ractice person concerned may apply to the Commissioner for his opinion on which Functional Relationshi N/A N/A N/A ]
P code of practice is the applicable code of practice in relation to the P
of such data user or person.
256) Applicable code of | The Commissioner shall provide his opinion within thirty days from the FE— No WA WA WA o
practice date of receipt of an made under (4).
25(6) Applicable code of  [The Commissioner shall, when making his opinion under subsection (5), Functionatl No WA WA WA N
practice take into account any relevant previous opinions, if any.
The Commissioner may withdraw an opinion made under this section if the
Applicable de of N
250) pplicable code of | Commissioner s satisfied that the nature of the activity engaged by the Functional No M M m o
practice data user has changed materially. Revocation, etc., of code of practice Relationship
26(1) Revocation, etc., of code |The Commissioner may revoke, amend or revise, whether in whole or in Gt No ) N/A N/A N/A 0
of practice part, anv code of practice registered under this Act—
26(1)(a) Revocation, e(?., of code |on his own accord; or EEED No N/A N/A N/A 0
of practice
260)(0) Revocation, etc., of code |upon an application by the data user forum or such bodies representing, E— No WA WA WA 3
of practice the data users.
2602) Revocation, etc. of code [ The Commissioner shall, before revoking, amending or revising a code of Functionatl No WA WA WA N
of practice practice under (1), consult with—
26(2)(a) Revocation, etc., of code |such data users or bodies representative of data users to which the code of Gt ',\‘O ) N/A N/A N/A 0
of practice practice shall apply. whether in whole or in part: and
26(2)(b) Revocation, e(?., of code |such other interested persons, as the Commissioner thinks fit. ) No N/A N/A N/A 0
of practice
26(3) Revocation, etc., of code |Where any code of practice has been revoked, amended or revised under Gt No ) N/A N/A N/A 0
of practice (1). the C
26(3)(a) Revocation, e(?., of code |shall enter the particulars of such revocation, amendment or revision in the ) No N/A N/A N/A 0
of practice Register of Codes of Practice; and
shall notify the relevant data user forum, class of data users, data users
Revocation, etc., of code " No
26(3)(b) and the public of such revocation, amendment or revision in such manner Functional N . N/A N/A N/A ]
of practice N Relationship
as may be by him.
Revocation, etc., of code The Commissioner shall make available to the public any code of practice No
26(4) T as amended or revised by him under this section. Submission of new code Functional N/A N/A N/A 0
of practice Relationship
of practice by data user forum
Submission of new code |A data user forum may submit a new code of practice to replace an existing No
2701) of practice by data user |code of practice. Functional N/A N/A N/A 0
Relationship
forum
Submission of new code | The new code of practice submitted in pursuance of subsection (1) shall be No
27(2) of practice by data user |subject to the provisions of this Division. Register of Codes of Practice Functional [ o shi N/A N/A N/A 0
forum D
Register of Codes of The Commissioner shall maintain a Register of Codes of Practice in " No
28(1) & iesioner shall mayntain & He! ractice Functional N/A N/A NA 0
Practice with section 128.
282) Register of Codes of The Register of Codes of Practice shall contain— Functional Na » N/A N/A N/A 0
Practice
particulars of codes of practice registered under section 23 or 24 and any
Register of Codes of " No
28(2)(a) 8 revocation, amendment or revision to such codes of practice under section | Functional N/A N/A N/A 0
Practice Relationship
26; and
any opinion made by the Commissioner under section 25, including
Register of Codes of " No
28(2)(b) 8 particulars of withdrawal of previous opinions. Non-compliance with code | Functional N/A N/A N/A 0
Practice Relationship
of practice
A data user who fails to comply with any provision of the code of practice
that is applicable to the data user commits an offence and shall, on
Non-compliance with . No
29 conviction, be liable to a fine not exceeding one hundred thousand ringgit Functional N/A N/A N/A 0
code of practice . Relationship
or to imprisonment for a term not exceeding one year or to both. Right of
access to personal data
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Anindividual is entitled to be informed by a data user whether personal exist to provide data subjects the abily to
data of which that individual is the data subject is being processed by or on 1y Acenss thor Personal Dats (PD) that 5 being prossssed, stored and
behalf of the data user.
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
30(1) Right of access to Functional | Intersects With Data Subject PRI-06 |disposed; 5
personal data Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
202 Right of accessto | Arequestor may, upon payment of a prescribed fee, make a data access | C oo No A A A B
personal data reauest in writing to the data user—
for information of the data subject's personal data that is being processed axist o provide dota subjocts the abily to
by oron behalf of the data user; and (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
30(2)(a) Right of access to Functional | Intersects With Data Subject PRI-06 |disposed; 5
personal data Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
to have communicated to him a copy of the personal data in an intelligible axistto provide ata subjocts the abily tor
form. (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting acoess;
(2) Obtain answers on the specifics of how their PD is collected,
Aightof access to Data Subject received, processed, stored, transmitted, shared, updated and/or
30(2)(b) Sersoma date Functional [ Intersects With| 8 2R PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
'Adata access request for any information under subsection (2) shall be Mechanisms exist to maintain a process {o efficiently and effectively
Rightof accessto |["oatd25 2 Single request, and a data acoess request fo nformation Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
30(3) Sersoma date under paragraph (2)(a) shall,in the absence of any indication to the Functional | Intersects With Manogement PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
contrary, be treated as extending also to such request under paragraph collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Inthe case of a data user having separate entries in respect of personal Mechanisms exist to maintain a process to efficiently and effectively
Aightof acossato |2t heldfor different purposes,  separate data access request shall be Data Subject Feedback respond o requests, complaints, concers and/or questions from
30(4) made for each separate entry. Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
personal data Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Where a data user does not hold the personal data, but controls the
processing of the personal data in such a way as to prohibit the data user Mechanisms exist to maintain a process to efficiently and effectively
Aightof acessato |*¥he holds the personal data from complying, whetherin whole or part, ) Data Subject Feadback respond to requests, complaints, concerns andjor questions from
30(5) Seraonat o with the data access request under subsection (2) which relates to the Functional | Intersects With Managomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
personal data, the first- mentioned data user shall be deemed to hold the collects, receives, processes, stores, transmits, shares, updates
personal data and the provisions of this Act shall be construed and/or disposes.
Co ith data access reauest
Subject to subsection (2) and section 32, a data user shall comply with a Mechanisms exist to maintain a process {o efficiently and effectively
Compliance with data | 2t2 3608SS request under section 30 not ater than twenty-one days from ) Data Subject Fesdback respond to requests, complaints, concerns andjor questions from
3101) the date of receipt of the data access request. Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access request Management "
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
‘A data user who is unable to comply with a data access request within the Mechanisms exist to maintain a process to efficiently and effectively
Compliance with data | P20 specified i subsecion (1) shall before the expiation of that Data Subject Feedback respond o requests, complaints, concers and/or questions from
3112) period— Functional |Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access request Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
by notice in writing inform the requestor that he is unable to comply with Mechanisms exist to maintain a process {o efficiently and effectively
Compliancewith data |11 991 2GCeSS request within such period and the reasons why he s ) Data Subject Fesdback respond to requests, complaints, concerns andjor questions from
31(2)(@) unable to do so; and Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access request Management "
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Comply with the data access request to the extent that he is able to do so. Mechanisms exist to maintain a process to efficiently and effectively
Compliance with data Data Subject Feadback respondto requests, complaints, concers and/or questions from
312)(b) Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
access request Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
Notwithstanding subsection (2), the data user shall comply in whole with Mechanisms exist to maintain a process to efficiently and effectively
Compliancewith data | 11° 991 862858 request not later than fourteen days after the expiraton of Data Subject Fesdback respond o requests, complaints, concerns and/or questions from
31(3) ocots roquest | the period stipulated n subsection (1).Circumstances where data user Functional | Intersects With Momagomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
may refuse to comply with data access request collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
A data user may refuse to comply with a data access request under section Mechanisms exist to maintain a process to efficiently and effectively
30if— ) Data Subject Feadback respond to requests, complaints, concerns and/or questions from
32(1) N/A Functional Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes
the data user is not supplied with such information as he may reasonably Mechanisms exist to maintain a process to efficiently and effectively
require— Data Subject Feedback respond to requests, CDvalaW“S. concerns and/or questions from i
3201)(@) N/A Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
in order to satisfy himself as to the identity of the requestor; or Data Subject exist to utilize consumer to verify
3201)@)() N/A Functional [ Intersects Witn| °%% 207 PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
correct. amend and/or delete Personal Data (PD).
where the requestor olaims to be a relevant person, in order to satisfy Data Subject exist to utilize consumer toverity
3201)@)(i) N/A himseli— Functional [ Intersects Witn| °%1% 207 PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
correct. amend and/or delete Personal Data (PD).
as to the identity of the data subject in relation to whom the requestor Data Subject exist to utilize consumer to verify
32(1)(a)i)A) N/A claims to be the relevant person; and Functional [ Intersects Witn| °%% 207 PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
correct. amend and/or delete Personal Data (PD).
that the requestor is the relevant person in relation to the data subject; Data Subject exist to utilize consumer to verify
3201)@)(i)(B) N/A Functional [ Intersects Witn| °%® 2010 PRI-06.8 |a data subject's identity, prior to taking action to disclose, share, 5
correct. amend and/or delete Personal Data (PD).
the data user is not supplied with such information as he may reasonably Mechanisms exist to maintain a process to efficiently and effectively
require to locate the personal data to which the data access request Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
32(1)(b) N/A relates; Functional | Intersects With Manogement PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collests, receives, processes, stores, transmits, shares, updates
and/or disposes.

Secure Controls Framework (SCF)

90of29



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM

FDE #

32(1)(c)

FDE Name

N/A

Focal Document Element (FDE) Description

the burden or expense of providing access is disproportionate to the risks
to the data subject’s privacy in relation to the personal data in the case in
question;

STRM
Rationale

Functional

Intersects With

[ZTTL TSI Malaysia - Personal Data Protection Act (PDPA) (2010)

Focal URL:
Published STRM URL:

SCF Control

Data Subject Feedback
Management

g0

SCF#

PRI-06.4

P pdpa-2010.pdf

Secure Controls Framework (SCF)
Control Description
Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
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Notes.

32(1)(d)

N/A

the data user cannot comply with the data access request without
disclosing personal data relating to another individual who can be
identified from that information, unless—

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject’'s access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(d)(i)

N/A

that other individual has consented to the disclosure of the information to
the requestor; or

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(d)(ii)

N/A

itis reasonable in all the circumstances to comply with the data access
request without the consent of the other individual;

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(e)

N/A

subject to subsection (3), any other data user controls the processing of
the personal data to which the data access request relates in such a way
as to prohibit the first-mentioned data user from complying, whether in
whole or in part, with the data access request;

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(f)

N/A

providing access would constitute a violation of an order of a court;

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(e)

N/A

providing access would disclose confidential commercial information; or

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(1)(h)

N/A

such access to personal data is regulated by another law.

Functional

Intersects With

Justification To Reject
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data
subject's access request for disclosure when the request is:

(1) Harassing;

(2) Repetitive;

(3) Fraudulent;

(4) Uniustified: and/or

32(2)

N/A

In determining for the purposes of subparagraph (1)(c)(ii) whether it is

inallthe to comply with the data access
request without the consent of the other individual, regard shall be had, in
particular, to—

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

32(2)(a)

N/A

any duty of confidentiality owed to the other individual;

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

32(2)(b)

N/A

any steps taken by the data user with a view to seeking the consent of the
other individual;

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

32(2)(c)

N/A

whether the other individual is capable of giving consent; and

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from

data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

32(2)(d)

N/A

any express refusal of consent by the other individual.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

32(3)

N/A

Paragraph (1)(e) shall not operate so as to excuse the data user from
with the data access request under subsection 30(2) to any

extent that the data user can comply with the data access request without
the prohibition concerned

of refusal to comply
with data access request

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

33

Notification of refusal to
comply with data access
request

Where a data user who pursuant to section 32 refuses to comply with a
data access request under section 30, he shall, not later than twenty-one
days from the date of receipt of the data access request, by notice in
writing, inform the requestor—

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

33(a)

Notification of refusal to
comply with data access
request

of the refusal and the reasons for the refusal; and

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintai

a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

33(b)

Notification of refusal to
comply with data access
request

where paragraph 32(1)(e) is applicable, of the name and address of the
other data user concerned. Right to correct personal data

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

34(1)

Right to correct personal
data

Where—

Functional

No

N/A

N/A

N/A

34(1)(a)

Right to correct personal
data

a copy of the personal data has been supplied by the data user in
compliance with the data access request under section 30 and the
requestor considers that the personal data is inaccurate, incomplete,
misleading or not up-to- date; or

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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the data subject knowls that hlf pzvsonal data belng held :yme data user existto provide data subjects the abilfty to:
is inaccurate, incomplete, misteading or not up-to-date, the requestor or (1) Access their Personal Data (PD) that is being processed, stored and
data subject, as the case may be, may make a data correction request in
e e e shared, except where the burden, risk or expense of providing access
writing to the data user that the data user makes the necessary correction would be disproportionate to the benefit offered to the data subject
to the personal data.
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Right to correct personal bata Subject received, processed, stored, transmitted, shared, updated and/or
34(1)(b) © Functional | Intersects With " PRI-06 |disposed; 5
data Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Wherea dalaf ueer does "Tdm:m the p:rsonatdalla, bul:z:{::ls{:hf axist to provide data subjects the ability tor
sl ey (1) Access their Personal Data (PD) that is being processed, stored and
who holds the personal data from complying, whether in whole or in part, A
i . o P shared, except where the burden, risk o expense of providing access
with the data correction request under subsection (1) which relates to the would be disproportionate to the benefit offered to the data subject
personal data, the first-mentioned data user shall be deemed to be the )
d h h b d dth o £ thi through granting access;
ata user to whom such a request may be made and the provisions of this (2) Obtain answers on the specifics of how their PD is collected,
Act shall be construed accordingly. Compliance with data correction ;
' received, processed, stored, transmitted, shared, updated and/or
Right to correct personal | request Data Subject
34(2) e Functional | Intersects With o PRI-06  |disposed; 5
P (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Subject to subsections (2), (3) and (5) and section 36, where a data user is Mechanisms exist to maintain a process for:
) satisfied that the personal data to which a data correction request relates (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data | > Correcting Inaccurate
35(1) is inaccurate, incomplete, misteading or not up-to-date, he shall, not later | Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
than twenty-one days from the date of receipt of the data correction @D or of PD to other authorized
reauest— users of the PD.
make the necessary correction to the personal data; Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate :
35(1)(a) Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD)
@D or of PD to other authorized
users of the PD.
supply the requestor with a copy of the personal data as corrected; and Mechanisms exist to maintain a process for:
, (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate
35(1)(b) Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
subject to subsection (4), where— Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate :
35(1)(c) Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD)
@D or of PD to other authorized
users of the PD.
the personal data has been disclosed to a third party during the twelve Mechanisms exist to maintain a process for:
) months immediately preceding the day on which the correction is made; (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate
35(1)(c)i) and Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
the data user has no reason to believe that the third party has ceased using . ’
" i - e, Mechanisms exist to maintain a process for:
 personal data for the purpose, including any directly related purpose,
b purp gany d purp (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data | for which the personal data was disclosed to the third party, take all Correcting Inaccurate :
35(1)(c)(ii) o e e WY Ldata | Fonetional |intersects witn | “CTEE PERC PRI-06.1 |the organization corrected or amended; and 5
racticable steps to su e third party with a copy of the personal data
9 s P PRly party! Py P (2) Di i or of PD to other authorized
as so corrected accompanied by a notice in writing stating the reasons for
: users of the PD.
the correction.
Adata user who is unable to comply with a data correction request within Mechanisms exist to maintain a process for:
) the period specified in subsection (1) shall before the expiration of that (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data | ) Correcting Inaccurate
35(2) period— Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
by notice in writing inform the requestor that he is unable to comply with Mechanisms exist to maintain a process for:
the data correction request within such period and the reasons why he is ) (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate :
35(2)(a) unable to do so; and Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) :
@D or of PD to other authorized
users of the PD.
comply with the data correction request to the extent that he is able to do Mechanisms exist to maintain a process for:
) so. (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data ) Correcting Inaccurate
35(2)(b) Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
Notwithstanding subsection (2), the data user shall comply in whole with Mechanisms exist to maintain a process for:
the data correction request not later than fourteen days after the expiration ) (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data ! ¢ Correcting Inaccurate :
35(3) of the period stipulated in subsection (1). Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) :
@D or of PD to other authorized
users of the PD.
'Adata user is not required to comply with paragraph (1)(c) in any case Mechanisms exist to maintain a process for:
) where the disclosure of the personal data to a third party consists of the (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data " ) Correcting Inaccurate
35(4) third party’s own inspection of a register— Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) :
(2)D or of PD to other authorized
users of the PD.
inwhich the personal data is entered or otherwise recorded; and Mechanisms exist to maintain a process for:
) (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data ) Correcting Inaccurate
35(4)(a) Functional Intersects With PRI-06.1 the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
which is available for inspection by the public. Mechanisms exist to maintain a process for:
) (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate h
35(4)(b) Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) :
(2)D or of PD to other authorized
users of the PD.
Where a data user is requested to correct personal data under subsection Mechanisms exist to maintain a process for:
Compliancewith data | 4(1) and the personal data is being processed by another data user thatis ) Gorrasting Inaceurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
35(5) in a better position to respond to the data correction request— Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
thefi d data user shall transfer the data Mechanisms exist to maintain a process for:
correction request to such data user, and notify the requestor of this fact; ) (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data Correcting Inaccurate h
35(5)(a) and Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) :
(2)D or of PD to other authorized
users of the PD.
sections 34, 35, 36 and 37 shall apply as if the references therein to a data Mechanisms exist to maintain a process for:
) user were references to such other data user. Circumstances where data (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Compliance with data - ) Correcting Inaccurate
35(5)(b) user may refuse to comply with data correction request Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
correction request Personal Data (PD) ! !
@)D or of PD to other authorized
users of the PD.
Adata user may refuse to comply with a data correction request under Disclosure Request Mechanisms exist to reject disclosure requests that are:
36(1) N/A section 34 if— Functional | Intersects With : PRI-07.4 (1) Unjustified; 5
Rejections
QL or and/or
the data user is not supplied with such information as he may reasonably Disclosure Request Mechanisms exist to reject disclosure requests that are:
36(1)(@) N/A require— Functional | Intersects With PRI-07.4 (1) Unjustified; 5

Rejections

@1 or and/or.
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in order to satisfy himself as to the identity of the requestor; or Mechanisms exist to reject disclosure requests that are:
) Disclosure Request
36(1)(a)() N/A Functional | Intersects With PRI-07.4 (1) Unjustified; 5
Rejections .
@ or and/or
where the requestor claims o be a relevant person, in order to satisfy Mechanisms exist to reject disclosure requests that are:
N Disclosure Request
36(1)(a)(ii) N/A himseli— Functional | Intersects With PRI-07.4 (1) Unjustified; 5
Rejections .
@ or and/or
as to the identity of the data subject in relation to whom the requestor Disclosure Request Mechanisms exist to reject disclosure requests that are:
36(1)(a)i)A) N/A claims to be the relevant person; and Functional | Intersects With P PRI-07.4 (1) Unjustified; 5
! @ icated or andlor
that the requestor is the relevant person in relation to the data subject; Mechanisms exist to reject disclosure requests that are:
Disclosure Request
36(1)(a)ii)B) N/A Functional | Intersects With PRI-07.4 (1) Unjustified; 5
Rejections ;
@ or and/or
the data user is not supplied with such information as he may reasonably Mechanisms exist to reject disclosure requests that are:
Disclosure Request 1) Unjustified;
3601)) 0 require to ascertain in what way the personal data to which the data Functional | Intersects With ql PRI07.4 | UR s
request relates is ornot up- Rejections (2) Unauthenticated or untrustworthy; and/or
to-date: (3) Unlawful.
the data user is not satisfied that the personal data to which the data Mechanisms exist to reject disclosure requests that are:
Disclosure Request
36(1)(c) N/A request relates is ornotup- | Functional |Intersects With P PRI-07.4 (1) Unjustified; 5
to-date: ! @1 icated or and/or
the data user is not satisfied that the correction which is the subject of the Disclosure Requast Mechanisms exist to reject disclosure requests that are:
36(1)(d) N/A data correction request is accurate, complete, not misleading or up-to- Functional | Intersects With PR PRI-07.4 (1) Unjustified; 5
date: o ! @1 icated or and/or
subject to subsection (2), any other data user controls the processing of Mechanisms exist to reject disclosure requests that are:
Disclosure Request 1) Unjustified;
a6(1e) A the personal data to which the data correction request relates in such a Functional | intersacts witn|  Disclosure Reaues P07 |(1) Uniustife s
way as to prohibit the first-mentioned data user from complying, whether Rejections (2) Unauthenticated or untrustworthy; and/or
in whole or in part. with the data correction reauest. (3) Unlawful.
P h (1)(e) shall not operat t the data user f
aragraph (1)(e) shall not operate so as to excuse the data user from Mechanisms exist to reject disclosure requests that are:
complying with subsection 35(1) in relation to the data correction request -
; Disclosure Request (1) Unjustified;
36(2) N/A to any extent that the data user can comply with that subsection without | Functional |Intersects With PRI-07.4 5
Rejections (2) Unauthenticated or untrustworthy; and/or
the concerned. of refusal to comply
(3) Unlawful.
with data correction request
Where a data user who pursuant to section 36 refuses to comply with a
Notification of refusalto | t t under section 34, he shall, not later than t Notice of Correct Mech: tto notify affected data subjects if their P (Dat
lata correction request under section 34, he shall, not later than twenty- otice of Correction or lechanisms exist to notify affected data subjects i their Personal Data
37(1) comply with data d v Functional | Intersects With PRI-06.2 ) 5
comotion request |01 48V from the date of receipt of the data correction request, by notice Processing Change (PD) has been corrected, amended or deleted.
in writing. inform the reauestor—
Notification of refusal to | of the refusal and th for the refusal; and
ottioation o felusalto jotthe relusat andhe reasons for the refusat an Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
37(1)(a) comply with data Functional | Intersects With PRI-06.2 5
Processing Change (PD) has been corrected, amended or deleted.
correction request
Notification of refusal to |wh ha6(1 licable, of th d address of th
otification of refusal to where paragraph 36(1)(e) is applicable, of the name and address of the Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
37(1)(b) complywithdata |other data user concerned. Functional | Intersects With PRI-06.2 5
Processing Change (PD) has been corrected, amended or deleted.
correction request
Without prejudice to the generality of subsection (1), where personal data Mechanisms exist to maintain records of data subject requests and
Notification of refusal to to which the data correction request relates s an expression of opinion Data Subject o o tion
37(2) complywithdata  [and the data user is not satisfied that the expression of opinion is Functional |Intersects With|  Communications PRI-17.3 5
? tisfied schedule that adheres to applicable statutory, regulatory and/or
correctionrequest  |inaccurate, incomplete, misleading or not up-to-date, the data user shall— Documentation
contractual obligations.
make a note, whether annexed to the personal data or elsewhere— Mechanisms exist to maintain records of data subject requests and
Notification of refusal to Data Subject . [ e tion
37(2)(a) comply with data Functional |Intersects With|  Communications PRI-17.3 5
schedule that adheres to applicable statutory, regulatory and/or
correction request Documentation y
of the matters in respect of which the expression of opinion is considered Mechanisms exist to maintain records of data subject requests and
Notification of refusal to | e : o . Data Subject . o e tion
37(2)(a)i) comply with data Y the requestor to be inaccurate, incomplete, misleading or not up-to Functional |IntersectsWith|  Communications PRI-17.3 5
date; and schedule that adheres to applicable statutory, regulatory and/or
correction request Documentation y
Noticationo fusat o | suc);\ al:vzyxga! !he‘pi:‘snn‘a‘t dfla ca'nnc; :e used byl v porson wi!‘hou( Data Subject Mechanlsrr:: existto ma\r::::: ::‘cords of data subject reques(rs:;v:ﬂcn
37(2)(a)ii) comply with data @ note being drawn to the attention of and being available forinspection | ¢\ ional | intersects With|  Communications PRI-17.3 5
by that person; and schedule that adheres to applicable statutory, regulatory and/or
correction request Documentation y
attach a copy of the note to the notice referred to in subsection (1) which Mechanisms exist to maintain records of data subject requests and
Notification of refusal to | %" “20Y ¢ N : Data Subject . o e tion
37(2)(b) complywithdata |6 \21eS t the data correction request. Functional |IntersectsWith|  Communications PRI-17.3 5
schedule that adheres to applicable statutory, regulatory and/or
correction request Documentation
- In this section, “expression of opinion” includes an assertion of fact which Mechanisms exist to maintain records of data subject requests and
Notification of refusal to o e e Data Subject . [ o ion
i i
37(3) comply with data orinal ofthe casels not © Functional |IntersectsWith|  Communications PRI-17.3 5
schedule that adheres to applicable statutory, regulatory and/or
correction request Documentation
- 'Adata user who contravenes subsection (2) commits an offence and shall,
Notification of refusal to o o P o
7 complywith data |07 coViction, b liable to a fine not exceeding one hundred thousan . No NA NA WA o
ringgit or to imprisonment for a term not exceeding one year or to both. Relationship
correction request
of consent to process personal data
Withdrawalof comsent to | A 43t sublect may by notice in writing withdraw his consent to the Mechanisms exist to allow data subjects to revoke consent to collect,
i
38(1) e e ta..|processing of personal data n respect of which he is the data subject. Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
s P Data (PD).
The data user shall, upon receiving the notice under subsection (1), cease ) )
Withdrawal of consent to |t " o Cease Processing, exist to ensure the ceases collecting,
i .
38(2) . @ processing of the personal data Functional | Intersects With| Storingand/or Sharing | PRI-03.10 |receiving, processing, storing, transmitting, sharing and/or updating 5
rocess personal data
P! P! Personal Data (PD) Personal Data (PD) upon receiving a data subject's consent revocation.
Witharawalof consent to | 1€ filure of the data subject to exercise the ight conferred by subsection ] o
38(3) (1) does not affect any other rights conferred on him by this Part. Functional e N/A N/A N/A 0
process personal data Relationship
'Adata user who contravenes subsection (2) commits an offence and shall,
Withdrawal of t N
a8 thdrawal of consent o [on conviction, be liable o a fine not exceeding one hundred thousand . No NA NA A o
process personal data | ringgit or to imprisonment for a term not exceeding one year or to both. Relationship
Extent of disclosure of personal data
Notwithstanding section 8, personal data of a data subject may be Mechanisms exist to restrict collecting, receiving, processing, storing,
disclosed by a data user for any purpose other than the purpose for which transmitting, sharing and/or updating Personal Data (PD) to:
Extont of disclosure of |"% Personal data was to be disclosed at the time of s collection or any Usogo Restrictions of (1) The purpose(s)originaly collected, consistent with the data privacy
39 Sersonal dor other purpose directly related to that purpose, only under the following Functional | Intersects with | * 22" T8 9000 PRI-05.4 [notice(s); 5
circumstances: (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the data subject has given his consent to the disclosure; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Extent of disclosure of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
39(a) Functional | Intersects With PRI-05.4 [notice(s); 5
personal data Personal Data (PD) N N N
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the disclosure— Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Extent of disclosure of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
30(b) Functional | Intersects With PRI-05.4 [notice(s); 5
personal data Personal Data (PD) N N N
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
is necessary for the purpose of preventing or detecting a crime, or for the Mechanisms exist to restrict collecting, receiving, processing, storing,
purpose of investigations; or transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Extent of disclosure of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
39(0)() Functional | Intersects With PRI-05.4 [notice(s); 5
personal data Personal Data (PD) N N N
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
was required or authorized by or under any law or by the order of a court; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) (1) The purpose(s) originally collected, consistent with the data privacy
Extent of discl f Usage Restrictions of
39(b)(ii) xtent of disclosure of Functional |Intersects With | _>-g° Restrictions o PRI-05.4 |notice(s); 5

personal data

Personal Data (PD)

(2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
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39(c)

Extent of disclosure of
personal data

the data user acted in the reasonable belief that he had in law the right to
disclose the personal data to the other person;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

39(d)

Extent of disclosure of
personal data

the data user acted in the reasonable belief that he would have had the
consent of the data subject if the data subject had known of the disclosing
of the personal data and the circumstances of such disclosure; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

39(e)

Extent of disclosure of
personal data

the disclosure was justified as being in the public interest in circumstances
as determined by the Minister. Processing of sensitive personal data

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)

Processing of sensitive
personal data

Subject to subsection (2) and section 5, a data user shall not process any
sensitive personal data of a data subject except in accordance with the
following conditions:

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(a)

Processing of sensitive
personal data

the data subject has given his explicit consent to the processing of the
personal data;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)

Processing of sensitive
personal data

the processingis necessary—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis tent with laws, ions and

40(1)(b)(i)

Processing of sensitive
personal data

for the purposes of exercising or performing any right o obligation which is
conferred or imposed by law on the data user in connection with
employment;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

40(1)(b)(ii)

Processing of sensitive
personal data

in order to protect the vital interests of the data subject or another person,
ina case where—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with laws, ions and

40(1)(b)(ii)(A)

Processing of sensitive
personal data

consent cannot be given by or on behalf of the data subject; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(ii)(B)

Processing of sensitive
personal data

the data user cannot reasonably be expected to obtain the consent of the
data subject;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(iii)

Processing of sensitive
personal data

in order to protect the vital interests of another person, in a case where
consent by or on behalf of the data subject has been unreasonably
withheld;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(iv)

Processing of sensitive
personal data

for medical purposes and is undertaken by—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(iv)(A)

Processing of sensitive
personal data

a healthcare professional; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(iv)(B)

Processing of sensitive
personal data

a person who in the owes a duty of hic
equivalent to that which would arise if that person were a healthcare
professional;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

40(1)(b)(v)

Processing of sensitive
personal data

for the purpose of, or in connection with, any legal proceedings;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and

40(1)(b)(vi)

Processing of sensitive
personal data

for the purpose of obtaining legal advice;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) Whatis consistent with applicable laws, regulations and

40(1)(b) vii)

Processing of sensitive
personal data

for the purposes of establishing, exercising or defending legal rights;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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for the administration of justice; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privacy
Processing of sensitive Usage Restrictions of (1)The purpose(s) originally stentwl privacy
40(1)(b)(vii) Functional | Intersects With PRI-05.4 [notice(s):
personal data Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
for the exercise of any functions conferred on any person by or under any Mechanisms exist to restrict collecting, receiving, processing, storing,
written law; or transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, tent with the dat
Processing of sensitive Usage Restrictions of (1)The purpose(s) originally collected, consistent with the data privacy
40(1)(b)(x) Functional | Intersects With PRI-05.4 [notice(s):
personal data Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
for any other purposes as the Minister thinks fit; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, tent with the dat
Processing of sensitive Usage Restrictions of (1)The purpose(s) originally collected, consistent with the data privacy
40(1)(b)X) Functional | Intersects With PRI-05.4 [notice(s):
personal data Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
the information contained in the personal data has been made public as a Mechanisms exist to restrict collecting, receiving, processing, storing,
result of steps deliberately taken by the data subject. transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, tent with the dat
Processing of sensitive Usage Restrictions of (1)The purpose(s) originally collected, consistent with the data privacy
40(1)(¢) Functional | Intersects With PRI-05.4 [notice(s):
personal data Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
The Minister may by order published in the Gazette exclude the application
of subparagraph (1)(b)(i), (vii) or (ix) in such cases as may be specified in
202 Processing of sensitive |the order, or provide that, in such cases as may be specified n theorder, | No WA WA WA
personal data the condition in subparagraph (1)(b)(i), (vii) or (ix) is not to be regarded as Relationship
satisfied unless such further conditions as may be specified in the order
are also satisfied.
Aperson who contravenes subsection (1) commits an offence and shall, on
100 Processing of sensitive | conviction, be liable to a fine not exceeding two hundred thousand ringgit | ¢ No WA WA WA
personal data orto imprisonment for a term not exceeding two years or to both. Relationship
For the purposes of this section— “medical purposes” includes the
purposes of preventive medicine, medical diagnosis, medical research,
rehabilitation and the provision of care and treatment and the
of services; “ services” has the
meaning assigned to it in the Private Healthcare Facilities and Services Act
) | 1998 [Act 586]; “healthcare professional” means a medical practitioner,
Processing of sensitive ) No
40(4) lental clinical nurse, midwife, Functional . N/A N/A N/A
personal data ‘ ) Relationship
medical assistant, physiotherapist, occupational therapist and other allied
healthcare professionals and any other person involved in the giving of
medical, health, dental, pharmaceutical and any other healthcare services
under the jurisdiction of the Ministry of Health. Repeated collection of
personal data in same circumstances
Repeated collection of |Where a data user— o
a101) personal data in same Functional N/A N/A N/A
Relationship
Repeated collection of | has complied with the provisions of the Notice and Choice Principle under o
41(1)(@) personal data insame | section 7 in respect of the collection of personal data from the data Functional | o N/A N/A N/A
subiect. referred to as the “first collection”: and e
Ropeated collection of on;ny(sun‘sequ;:( oseasion abgam cuu!ecxﬁ pe[rsor:a::a;a :mm that da:a .
subject, referred to as the “subsequent collection”, the data user is not ) o
21(1)(b) personal data in same . a Functional N/A N/A N/A
required to comply with the provisions of the Notice and Choice Principle Relationship
circumstances
in respect of the collection if—
Repeated collection of | to comply with those provisions in respect of that subsequent collection o
21(1))A) personal data in same _|would be to repeat, in the same circumstances, what was done to comply | Functional | 19 NA NA N/A
with that principle in respect of the first collection: and e
Repeated collection of | not more than twelve months have elapsed between the first collection o
21(1)(b)B) personal datain same ~|and the subsequent collection. Functional " NA N/A N/A
Relationship
For the avoidance of doubt, it is declared that subsection (1) shall not
Repsated colleation of npﬁra(f to :I:/e:(la subsequent ::D;L:cuan fmT l;eca‘:\\‘r:‘g afirst ) -
e personal doxa msame_|COEGHON i the data user concerned has complied with the provisions o . N NA NA WA
the Notice and Choice Principle in respect of the subsequent collection. Relationship
circumstances
Right to prevent processing likely to cause damage or distress
Subject to subsection (2), a data subject may, at any time by noti v )
Right to prevent ”‘J”‘ ° S: fec fon : @ :la s ‘J:°__;"a‘y @ :"y‘ "”f v notice ‘"m Cease Processing, exist to ensure the ceases collecting,
22(1) processing likely to cause| V""" t© @ data user, referred to as the “data subject notice”, require the Functional | Intersects With| Storingand/or Sharing | PRI-03.10 |receiving, processing, storing, transmitting, sharing and/or updating
’ data ser at the end of such period as is reasonable in the circumstances,
damage or distress Personal Data (PD) Personal Data (PD) upon receiving a data subject's consent revocation.
o
th f ing 1 ified
Right to prevent Ceasi : processing of or processing for a specified purpose orin a Cease Processing, exist to ensure the ceases collecting,
42(1)(a) processing likely to cause| PeC!Ted manner; or Functional | Intersects With| Storingand/or Sharing | PRI-03.10 |receiving, processing, storing, transmitting, sharing and/or updating
damage or distress Personal Data (PD) Personal Data (PD) upon receiving a data subject's consent revocation.
ot begin the processing of or processing for a specified purpose or in a Mechanisms exist to restrict collecting, receiving, processing, storing,
specified manner, any personal data in respect of which he is the data transmitting, sharing and/or updating Personal Data (PD) to:
Right toprevent  |subject f, based on reasons to be stated by him— Usogo Restrictions of (1)The purpose(s)originaly collected, consistent with the data privacy
a2(1)(b) processing likely to cause Functional | Intersects with | * 0257 T8 000 PRI-05.4 [notice(s):;
damage or distress (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the processing of that personal data or the processing of personal data for Mechanisms exist to restrict collecting, receiving, processing, storing,
that purpose or in that manner is causing or is likely to cause substantial transmitting, sharing and/or updating Personal Data (PD) to:
Right toprevent | damage or substantial distress to him or to another person; and Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
22(1)(B)(A) processing likely to cause Functional | Intersects With Peiunal Dara (D) PRI-05.4 [notice(s);
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the damage or distress is or would be unwarranted Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usogo Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
22(1)(b)B) processing likely to cause Functional | Intersects with | * 22" T8 9000 PRI-05.4 [notice(s);
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Subsection (1) shall not apply where— Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usogo Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
222) processing likely to cause Functional | Intersects with | * 22" T8 9000 PRI-05.4 [notice(s);
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the data subject has given his consent; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usoge Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2202)(@) processing likely to cause Functional | Intersects With | * 228" T8 9000 PRI-05.4 [notice(s);
r:
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
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the processing of personal data is necessary— Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent 1) The purpose(s) originally collected, consistent with the data privac
enttop Usage Restrictions of (1)The purpose(s) originally otentw privacy
42(2)(b) processing likely to cause Functional | Intersects with| “2%° S RN | pRI05.4 | noticals); 5
damage or distress (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for the performance of a contract to which the data subject is a party; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
422)(b)i) processing likely to cause Functional | Intersects with| - “oo%° PSRN | pRI05.4 | noticals) 5
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for the taking of steps at the request of the data subject with a view to Mechanisms exist to restrict collecting, receiving, processing, storing,
entering a contract; transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
42(2)(b)(i) processing likely to cause Functional | ntersects with| “o%° PSRN | pRI05.4 | noticals) 5
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
for compliance with any legal obligation to which the data user s the Mechanisms exist to restrict collecting, receiving, processing, storing,
subject, other than an obligation imposed by contract; or transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
42(2)(b)ii) processing likely to cause Functional | ntersects with| “o%° PSRN | pRI05.4 | noticals) 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
in order to protect the vital interests of the data subject; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
422)(b)(v) processing likely to cause Functional | ntersects with| “po%° PSRN | pRI05.4 | noticals); 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
i such other cases as may be prescribed by the Minister by order Mechanisms exist to restrict collecting, receiving, processing, storing,
published in the Gazette. transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
422)(c) processing likely o cause Functional | ntersects with| “of%° "SRR | pRL0S.4 | notiels); 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
The data user shall, within twenty-one days from the date of receipt of the Mechanisms exist to restrict collecting, receiving, processing, storing,
data subject notice under subsection (1), give the data subject a written transmitting, sharing and/or updating Personal Data (PD) to:
Right toprevent |notice— Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
42(3) processing likely o cause Functional | ntersects with| “of%° "SRR | pRL0S.4 | notiels); 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
Stating that he has complied or intends to comply with the data subject Mechanisms exist to restrict collecting, receiving, processing, storing,
notice; or transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
42(3)(a) processing likely o cause Functional | Intersects with| “po%° "SRR | pRL0S.4 | noriels); 5
damage or distress (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
Stating his reasons for regarding the data subject notice as unjustified, or Mechanisms exist to restrict collecting, receiving, processing, storing,
to any extent unjustified, and the extent, if any, to which he has complied transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent | or intends to comply with t. Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
42(3)(b) processing likely o cause Functional | Intersects with| o "SRR | pRL0S.4 | notices); 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
Where the data subject is dissatisfied with the failure of the data user to Mechanisms exist to restrict collecting, receiving, processing, storing,
comply with the data subject notice, whether in whole or in part, under transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent | paragraph (3)(b), the data subject may submit an application to the Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
42(4) likely to cause|C. to require the data user to comply with the data subject Functional [ Intersects With| ~po€° oS ooy | PRM054  [notice(s): 5
damage ordistress | notice. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
Where the Commissioner is satisfied that the application of the data Mechanisms exist to restrict collecting, receiving, processing, storing,
subject under subsection (4) is justified or justified to any extent, the transmitting, sharing and/or updating Personal Data (PD) to:
Right to prevent | Commissioner may require the data user to take such steps for complying Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
42(5) processing likely to cause| with the data subject notice. Functional [ Intersects With| ~po€° oS ooy | PRM054  [notice(s): 5
damage or distress (2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
‘A data user who fails to comply with the of the C:
Right to prevent | under subsection (5) commits an offence and shall, on conviction, be o
42(6) processing likely to cause| liable to a fine not exceeding two hundred thousand ringgit or to Functional | o N/A N/A N/A 0
damage or distress |imprisonment for a term not exceeding two years or to both. Right to P
brevent for burposes of direct marketing
Right to prevent :"Z‘af“b‘“‘ e "‘:":’“’“i by "“;‘“ inwriting ‘Zf’ “:: user, require Mechanisms exist to allow data subjects to revoke consent to collect,
e data user at the end of such period as is reasonable in the
43(1) processing for purposes porioc ! Functional | Intersects With|  Revoke Consent PRI03.4 |recsive, process, store, transmit, share and/or update their Personal 5
circumstances to cease or not to begin processing his personal data for
of direct marketing Data (PD).
burnoses of direct marketing.
Where the data subject is dissatisfied with the failure of the data user to
Right to prevent mply with the notice, whether in whole or in part, under subsection (1), No
wi ice, whether in wi i r i
43(2) processing for purposes | %°™PY »whe part, under st " | Functional No N/A N/A N/A 0
' the data subject may submit an application to the Commissioner to Relationship
of direct marketing
reauire the data user to comly with the notice.
Where the Commissioner s satisfied that the application of the data
Right to prevent bject under subsection (2) is justified or justified to any extent, the No
- ion (2)is justif ifi x
43(3) processing for purposes | et Y u! Ju Ju d . X Functional No N/A N/A N/A 0
P Commissioner may require the data user to take such steps for complying Relationship
of direct marketing
with the notice.
A data user who fails to comply with the requirement of the Commissioner
Right to prevent under subsection (3) commits an offence and shall, on conviction, be No
43(4) processing for purposes |liable to a fine not exceeding two hundred thousand ringgit or to Functional | oo N/A N/A N/A 0
of direct marketing  |imprisonment for a term not exceeding two years or to both. 2
For the f thi ti “ t keting” th
Right to prevent or the purpssesbo hlS(SEC ion, dlelf: marde |:lg ‘means i . o
43(5) processing for purposes |0 MHMCAIoN bY whatever means of any advertising or marketing Functional ) N/A N/A N/A )
material which is directed to particular individuals. Record to be kept by Relationship
of direct marketing
data user
Adata user shall keep and maintain a record of any application, notice, Mechanisms exist to document Personal Data (PD) processing
Recorito be kept by data |F29HESt O anY other nformation reating to personal data that has been or Documenting Data activites that covers colloction, recelving, rocessing,storage,
44(1) is being processed by him. Functional | Intersects With e PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5
user Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and i
e Record o be kept by data [ The Commissioner may determine the manner and form in which the Fonetionat No A A A N
user record s to be Exemption
There shall be exempted from the provisions of this Act personal data No
45(1) Exemption processed by an individual only for the purposes of that individual's Functional | b N/A N/A N/A 0
personal, family or household affairs. including purposes. P
Subject to section 46, personal data— ) No
5(2) Exemption Hol on 46, per Functional N/A N/A N/A 0
dfor— N
45(2)(a) Exemption processed for Functional No N/A N/A N/A 0
the prevention or detection of crime or for the purpose of investigation ) No
45(2)(a)(i) Exemption prevention or . fime orfor the purp investigati Functional N/A N/A N/A 0
th h tion of offenders; ) N
45(2)(a)(ii) Exemption '@ apprehension or prosecution of offenders; o Functional Ne N/A N/A N/A 0
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the assessment or collection of any tax or duty or any other imposition of a
fi N
Pr— Exomption similar nature, shall be exempted from the General Principle, Noticoand | ¢ oo No A A A o
Choice Principle, Disclosure Principle and Access Principle and other Relationship
related provisions of this Act:
processed in relation to information of the physical or mental health of a
data subject shall be exempted from the Access Principle and other o
45(2)(b) Exemption related provisions ofthis Act of which the application of the provisionsto |~ Functional | o 19 N/A N/A N/A 0
the data subject would be likely to cause serious harm to the physical or 2
mental health of the data subiect or any other individual:
processed for preparing statistics or carrying out research shall be
exempted from the General Principle, Notice and Choice Principle,
Disclosure Principle and Access Principle and other related provisions of o
452)(c) Exemption this Act, provided that such personal data is not processed for any other |~ Functional | &9 N/A N/A N/A 0
purpose and that the resulting statistics o the results of the research are B
not made available in a form which identifies the data subject;
that is necessary for the purpose of or in connection with any order or
5@ Eremption judgement of acourt shall be exempted from the General Principle, Notice | ¢ No A A A o
and Choice Principle, Disclosure Principle and Access Principle and other Relationship
related provisions of this Act:
processed for the purpose of discharging regulatory functions shall be
exempted from the General Principle, Notice and Choice Principle, o
5(2)(e) Exemption Disclosure Principle and Access Principle and other related provisions of | Functional [ =9 N/A N/A N/A 0
this Act f the application of those provisions to the personal data would be P
likelv to reiudice the proper discharge of those functions: or
processed only for journalistic, lterary or artistic purposes shall be
exempted from the General Principle, Notice and Choice Principle, o
45(2)(0) Exemption Disclosure Principle, Retention Principle, Data Integity Principle and Functional | oo N/A N/A N/A 0
Access Principle and other related provisions of this Act, provided that— 2
@00 Eremption the processingis undertaken with a view o the publication by any person | No A A A o
of the literary or artistic material:
the data user reasonably believes that, taking into account the special o
252)(0(i) Exemption importance of public interest in freedom of expression, the publication Functional | oo N/A N/A N/A 0
would be in the public interest: and 2
the data ser reasonably believes that in all the cirumstances,
N
s Eremption compliance with the provision inespect of which the exemption is Functionat No WA WA WA o
claimed is incompatible with the journalistic, literary or artistic purposes. Relationship
Power to make further
ot Power to make further | The Minister may, upon the recommendation of the Commissioner, by Functionat No A A A .
order published in the Gazette exempt—
o Powerto make further | the application of any of the under this Act o any data user orclass ofdata | 0 No A A A o
users: or
o) Power to make further o data user or class of data users from all or any of the provisions of tis |~ No A A A .
ct.
52 Powerto make further | The Minister may impose any terms or conditions as he thinks itin respect | oo No A A A o
of any exemption made under .
The Minister may at any time, on the recommendation of the
Power to make further No
46(3) Commissioner, by order published in the Gazette, revoke any order made |~ Functional e N/A N/A N/A 0
exemptions " ! Relationship
under . of G
The Minister shall appoint any person as the “Personal Data Protection
Appointment of » N
0 ppointment of | Commissioner" fo the purposes of camying out the functions and powers | L No WA WA WA o
Commissioner | assigned to the Commissioner under this Act on such terms and conditions Relationship
as he thinks desirable.
f |Th f the C hall be published in the Gazette. N
47(2) v ° ° ofthe shall be published inthe Gazette Functional Ne N/A N/A N/A 0
P Appointment of | The Commissioner appointed under subsection (1) shall be a body Functionat No A A A o
c roorate having perpetual and a common seal.
s Appointmentof | The Commissioner may sue and be sued i his corporate name. Functions | No A A A .
c of C
" Fonctons of The Commissioner shall have the following functions: Fonctionat No A A A B
o) Functions of 0 advise the Minister on the national poliy for personal data protection | L. No A A A .
c and all other related matters:
w0 Functions of toimplement and enforce the personal data protection laws, includingthe | No A A A B
Co of policies and
to promote and encourage associations or bodies representing data users
Functions of ) No
48(c) to prepare codes of practice and to disseminate to their members the Functional e N/A N/A N/A 0
Commissioner Relationship
codes of practice for the purposes of this Act;
e Functions of to cooperate with bodies corporate or government agencies for the Fonctionat No A A A .
c purpose of his functions:
to determine in pursuance of section 129 whether any place outside
2506) Functions of Malaysia has in place a system for the protection of personal data thatis | [ No A A A o
Commissioner | substantially similar to that as provided for under this Act or that serves Relationship
the same purposes as this Act:
to undertake or cause to be undertaken research into and monitor
2500 Functions of developments i the processing of personal data, including technology, in | [ No A A A o
Commissioner [ order to take account any effects such developments may have on the Relationship
privacy of in relation to their personal data:
to monitor and supervise compliance with the provisions of this Act,
Functions of ) ) No
8(8) including the issuance of circulars, enforcement notices or any other Functional N/A N/A N/A 0
Commissioner Relationship
to anv person;
Functions of : t d 9 to the publ N
a8(n) Jneons o opronoe an ° © fhepublie Functional © N/A N/A N/A 0
about the operation of this Act;
to liaise and cooperate with persons performing similar personal data
Functions of N
2 unctions o protection functions i any place outside Malaysia in respect of matters of | L o o WA WA WA o
Commissioner mutual interest, including matters concerning the privacy of individuals in Relationship
relation to their personal data:
e it Mal: th h ti ti its that relate t
Functionsof o represent Malaysia through participation in events that rlate to ] o
48(j) personal data protection as authorized by the Minister, whether within or Functional N/A N/A N/A 0
Commissioner Relationship
outside Malaysia; and
to carry out such activities and do such things as are necessary,
800 Functions of advantageous and proper for the administration of this Act, or such other | No A A A o
Commissioner purposes consistent with this Act as may be directed by the Minister. Relationship
Powers of C
The Commissioner shall have all such powers to do all things necessary or o
49(1) Powers of Commissioner | expedient for o in connection with the performance of hs functions under |~ Functional | o tl8 N/A N/A N/A )
this Act. D
Without prejudice to the generality of subsection (1), the powers of the ) No
49(2) Powers of Commissioner | /1ot Prejudice to the generality of subsection (1), the powers Functional N/A N/A N/A 0
c shallinclude the power—
to collect such b ibed by the Minister; N
49(2)(a) Powers of Commissioner | © ©0' 8¢t Sueh fees as may be prescribed by the Minister Functional o N/A N/A N/A 0
to appoint such agents, experts, consultants o any other persons as he ) No
49(2)(b) Powers of Commissioner | 0 2PPOIMt such agents, exper ! v other per Functional N/A N/A N/A 0
thinks fit to assist him in the performance of his functions:
to formulate h d N
1902)(0) Powers of Commissioner [ 1© 1/ ¢ Numan resource an Functional e N/A N/A N/A o
for the proper and effective of his functions;
to enter into contracts; ) No
49(2)(e) Powers of Commissioner ! Functional N/A N/A N/A 4
to acauire, purchase, take, hold and enjoy any movable or immovable
property of every description for the performance of his functions, and to No
49(2)(e) Powers of Gommissioner | convey, assign, surrender, yeld up, charge, mortgage, demise, transferor | Functional | o o5 N/A N/A N/A )
otherwise dispose of, or deal with such property or any interest therein
vested in him:
to perform such other functions as the Minister may assign from time to ) No
s(2)(f) Powers of Commissioner |0 P & rfunett inistermay assign from Funotional N/A N/A N/A 0
time: and
to do all such things as may be incidental o or consequential upon the o
49(2)(@) Powers of Commissioner |performance of his functions. of Deputy C and | Functional - N/A N/A N/A 0
‘ Relationship
Assistant C
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Control Descri Relationship
The Commissioner may, with the approval of the Minister, from time to
time, appoint such number of public officers as Deputy Commissioners
so1) Commissionars | a1 uch number of persons as Assistant Commissioners as are necessary| [ No A A A o
to assist the Commissioner in the performance of his functions and the Relationship
exercise of his powers under this Act.
The Deputy C and Assistant C appointed
under subsection (1) shall hold office for such periods, receive such o
502) Commissi or benefits, and shall be subject to such terms | Functional | 19 N/A N/A N/A 0
and conditions of service as the Commissioner, with the approval of the P
Minister. mav determine
The Deputy Commissioners and Assistant C appointed
N
5000 GCommissioners | N subsection (1) shallbe subject to the supervision, direction and Functional 0 WA WA WA o
control of the Commissioner. Appointment of other officers and servants Relationship
The Commissioner may employ on such terms and conditions as he thinks
Appointment of oth N
o ppointment of other - |desirable such officers and servants as may be necessary toassisthimin | L o WA WA WA o
officers and servants  |the performance of his functions and the exercise of his powers under this Relationship
Act. Loans and advances to officers and servants
The Commissioner may grant loans and advances to the officers and
Loans and advances to No
52 servants under section 51 for such purposes and on such terms and Functional N/A N/A N/A 0
officers and servants ! Relationship
conditions as the C may determine. Tenure of office
‘Subject to such conditions as may be specified in his instrument of
appointment, the Commissioner shall, unless he sooner resigns or vacates o
53 Tenure ofoficenis office or his appointment s sooner revoked, hold offico foraterm not | Functional. | % N/A N/A N/A 0
exceeding three years and may be eligible for reappointment. Revocation
of appoi and
Revocationof | The Minister may at any time revoke the appointment of the Commissioner o
54(1) appointmentand  |and shall state the reason for such revocation. Funotional N/A N/A N/A 0
Relationship
evocation of ThiCort;r:vssmr;e(r rr(\:y:l]tan)[((vrre r;as\gndhls office Il:y‘ghwmg(a v;ﬂ:zn( ) .
notice addressed to the Minister fourteen days prior to the intended date o
54(2) appointment and VS P! Functional N/A N/A N/A 0
resignation. Temporary exercise of functions and powers of Commissioner Relationship

resignation

Temporary exercise of | The Minister may temporarily appoint a Deputy Commissioner to perform No

55(1) functions and powers of |the functions and powers of the Commissioner for the period when— Functional | ¢\ onship N/A N/A N/A 0
c

Temporary exercise of | the Commissioner is by reason of illness, leave of absence or any other No

55(1)(a) functions and powers of |cause unable to perform his functions for any substantial period; or Functional | o chip N/A N/A N/A o
c

Temporary exercise of | the office of the Commissioner is vacant. No

55(1)(b) functions and powers of Functional N/A N/A N/A o
c Relationship

Tomporary exercise of | PErS0N @Ppointed under subsection (1) shall, during the period in which

h forming the functions and exercising th f th N
55(2) functions and powers of |1 IS Performing the functions and exercising the powers of the Functional © N/A N/A N/A 0
Commissioner under this section, be deemed to be the Commissioner. Relationship
Commissioner
Vacation of office
The office of the C hall be vacated— N
56 Vacation of office © office ofthe Commissioner shafl be vacate Functional © N/A N/A N/A )
fhe dies; N
56(a) Vacation of office | ¢ 4®S Functional Ne N/A N/A N/A 0
so0) Vacationofoffioa | There has beon proved against im, or he has been convicted of, acharge | - No A A A o
in respect of—
ffence involving fraud, dishonest Lturpitude; N
56(b)(i) Vacation of office | O'fence involving fraud, dishonesty or moral turpitude; Functional Ne N/A N/A N/A 0
m der any law relating t tion; N
56(b)(ii) Vacation of office | OTrenee under any law relating to corruption; o Functional © N/A N/A N/A 0
ther off ishable with € (in itself only or i N
56(b)(iii) Vacation of office |2 Other offence punishable with imprisonment (in itself only or in Functional Ne N/A N/A N/A 0
addition to o in lieu of a fine) for more than two vears:
if his conduct, whether in with his duties as a Ci or o
56(c) Vacation of office | otherwise, has been such as to bring discredit on the office of the Functional N/A N/A N/A )
ps Relationship
fhe b bankrupt; N
56(d) Vacation of office | 1C 2ecOMes bankrup Functional © N/A N/A N/A 0
o) Vacationof office | 7815 o1 Unsound mind or is otherwise incapable of discharging his duties; | L No A A A o
T tment is revoked by the Minister; N
56(f) Vacation of office | cPpointmentis revoked by the Minister; or Functional © N/A N/A N/A 0
T i ted by the Minister. R tion and N
o Vacatiomof offica | 7S resignation s accepted by the Minister. Remuneration an Functionat No A A A o
The Commissioner shall be paid such remuneration and allowances as the
Remuneration and No

57 Minister may determine after consultation with the Minister of Finance. Functional N/A N/A N/A 0

allowances Dotogation o O fonctions and powers Relationship
The Commissioner may, subject to such conditions, limitations or
restrictions as he may think fit to impose, delegate any of his functions or
Delegation of powers imposed or conferred upon him under this Act, except his power of .
58(1) c s to the Deputy Commissi or Assistant C Functional N/A N/A N/A 0

Relationship
functions and powers  |and any function or power so delegated may be performed and exercised

by the officer in the name and on behalf of the Commissioner.

Delegation of The delegation under subsection (1) shall not preclude the Commissioner o
58(2) Commissioner's | imseltfrom performing or exercising at any time the delegated functions | Functional | o 49 N/A N/A N/A 0
functions and powers _|or powers. Direction by Minister e
The hall b ble to the Minister. N
59(1) Direction by Minister || C o iesioner shall beresponsible to the Minister: Functional © N/A N/A N/A 0

The Minister may give to the Commissioner directions of a general
character consistent with the provisions of this Act relating to the -
59(2) Direction by Minister | performance of the functions and powers of the Commissioner and the Functional | oo chip N/A N/A N/A 0
Commissioner shall give effect to such directions. Returns, reports,

accounts and

The Commissioner shall furnish to the Minister and any such public.

Returns, reports,

thority as m: rect the Minister, the returns, reports, nt § No
60(1) accounts and authority as may be directed by the Minister, the returns, reports, acoounts | ¢ ooy No B B R 0
and information with respect to his activities as the Minister may require or Relationship
information direct
rec

Without prejudice to the generality of subsection (1), the Commissioner
shall, as soon as practicable after the end of each financial year, cause to

be made and transmitted to the Minister and if so directed by the Minister
Returns, reports,

e the i ithorit t i ith the tiviti f the N No
o) POSG o any other public authority, a report dealing with the actvitos of the Functional WA WA WA o
oo Commissioner during the preceding financial year, and the report shall be Relationship
in such form and shall contain such information relating to the proceedings
and policies of the Commissioner as the Minister may specify.
of Fund
For th f this Act, a fund to be ki the “Personal Dat N
61(1) Establishment of Fund | *' 0 PUrPOses of this Act, afund to beknown as the “Personal Data Functional o N/A N/A N/A 0
Protection Fund” is
The Fund shall be controlled, maintained and operated by the ) No
61(2) Establishment of Fund | '° ™ " el P 4 Functional N/A N/A N/A 0
The Fund shall consist of— N
61(3) Establishment of Fund | 0 nd shall consisto Functional o N/A N/A N/A 0
Such sums as may be provided by Parliament for the purposes of this Act ) No
61(3)(@) Establishment of Fund | *2*" * v beprovided by Parl purp: " Functional N/A N/A N/A 0
from time to time:
fees, costs and any other ch d b ble toth N
61(3)(b) Establishment of Fund | /co> 0Sts and any other charges imposed by or payable to the Functional o N/A N/A N/A 0
under this Act;
allmonies derived from the sale, disposal, lease, hire or any other dealings o

61(3)(c) Establishment of Fund | with the movable or immovable property vested in or acquired by the Functional Relationship N/A N/A N/A 0

Co
all monies as may be paid to the Cor issioner from time to time for loans " No
61(3)(d) Establishment of Fund ' v be pel mmissionerfrom imefor Functional N/A N/A N/A 4
given by the C and
all other monies or property which may in any manner become payable to No
61(3)(e) Establishment of Fund |or vested in the Commissioner in respect of any matter incidental to his Functional N/A N/A N/A ]

Relationshi
functions and powers. Expenditure to be charged on Fund 2
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o ixh;;eze:\;:s;o:: The Fund may be expended for the following purposes: Functionat No A A A o
s u
Expenditure tobe | paying any expenditure lawfully incurred by the Commissioner; ) No
62(a) :h"me;“;" o paying any expenditure lawfully incurred by issioner; Functional N/A N/A N/A 0
s2t0) Expenditureto be | paying any expenses inourred for organizing campaigns, research, studies | ¢ No A A A N
chargedonFund__|and of materials for the protection of personal data;
paying the remuneration, allowances, benefits and other expenses of the
Commissioner, Deputy C Assistant C
Expenditure to be ffi No
s10) xpenditur members of the Advisory Committee, members, officers and servantsof | [ WA WA WA o
chargedonFund | the Appeal Tribunal and officers and servants of the Commissioner, Relationship
including the granting of loans and advances, superannuation allowances,
retirement benefits and eratuities:
paying any other expenses, expenditure, fees and costs, inoluding fees for
toby N
a2 obe |[the of and legal feos and costs, properly ncurred | ¢ L o WA A WA o
chargedonFund | or accepted, or deemed fit by the Commissioner in the performance of his Relationship
functions and the exercise of his powers:
Eroarditoretobe _|Purchasing or hiring equipment and materials, acquiring land and any o
62(e) P assets, and carrying out any other works and undertakings in the Functional N/A N/A N/A 0
charged on Fund ° " Relationship
performance o his functions and the exercise of his powers: and
a1 Expendituretobe | generally, paying any expenses for carrying into effect the provisions ofthis | ¢ No A A A o
charged on Fund___|Act. Conservation of Fund
It shall be the duty of the Commissioner to conserve the Fund by so
performing his functions and exercising his powers under this Act as to
No
63 Conservation of Fund ssecure that the total revenues of the CDI’HI’HISSIUHEVE.VE suff.lc\ennu meet Fonetional N/A N/A N/A 0
all sums properly chargeable to its revenue account, including Relationship
depreciation and interest on capital, taking one year with another. Reserve
fund
54 rosare fnd The Commissioner shall stablish and maintain a reserve fund withinthe | No A A A o
Fund. Financial vear
- Fnancialyear |1 inancialyear of the Commissioner shall begin on 1 January andendon | No A A A o
31 December of each vear. Limitation on contracts
The Commissioner shall not, without the approval of the Minister and the
N
o Limitation on contracts_|CONCUITence of the Ministerof Fnance, enter into any contract under which | L o o WA A WA o
the Commissioner is to pay or receive an amount exceeding two million Relationship
ringgit. Bank accounts
The Commissioner shall open and maintain an account or acoounts with
such financial institution or financial institutions in Malaysia as the
. ok accounts | Commissioner,after consulting with the Minister,thinks fit; and every such | [ No A A A o
account shall be operated upon as far as practicable by cheques signed by Relationship
such persons as may be authorized by the Minister. Accounts and audit
The Commissioner shall cause proper accounts to be kept and maintained
o Accounts and audit | 17esPect of the Fund and in compliance with the provisions of the Functionat No A A A o
Statutory Bodies (Accounts and Annual Reports) Act 1980 [Act 240]. Relationship
jture and of estimates
xoanditoreang | The expenditure of the Commissioner up to such amount as may be o
69(1) Pe authorized by the Minister for any one year shall be defrayed out of the Functional N/A N/A N/A )
preparation of estimates Relationship
Fund.
xoonditure ang | Before 1June of cach year, the Commissioner shall submit o the Minister o
69(2) Pe an estimate of the expenditure for the following year in such form and Functional N/A N/A N/A )
preparation of estimates Relationship
containing such as the Minister may direct.
The Minister shall, before 1 January of the following year, notify the
o) Expenditureand | Commissioner of the amount authorized for expenditure generally orofthe | 0 No A A A o
preparation of estimates |amounts authorized for each description of expenditure based on the Relationship
estimate prepared under .
The Commissioner may at any time submit to the Minister a
Exoonditureang | suPPementary estimate of its expenditure for any one year and the o
69(4) Pe Minister may allow the whole or any part of the additional expenditure to | Functional N/A N/A N/A 0
preparation of estimates | " v > Relationship
be included in the supplementary estimate. Establishment of Advisory
Committ
Establishmentof | Th tablished a Personal Data Protection Advisory Committee. N
i, stablishment o ere is established a Personal Data Protection Advisory Committee. Fonctionat No A A A .
Advisory Committee _| Functions of Advisory Committee
o Functions of Acsony.[ The furctons fthe Advizory Comiie shall be— Fonctionat No A A A B
Furctions of Advisary |0 30VSe the Commissioner on all matters relating to personal data o
71(1)(@) ¥ | protection, and the due administration and enforcement of this Act; and Functional o N/A N/A N/A 0
Committee Relationship
. Functions of Advisory (0 advise the Commissioner on any matter referred by him to the Advisory | No A A A o
Committ Committ
o Functions of Aduisory | The Commissioner shall not be bound to act upon the advice of the Fonctionat No A A A B
Committee Advisory Committee. Members of Advisory Committ
72 Members of Advisory | The Advisory Committee shall consist of the following members to be Fonctionat No A A A .
Committ appointed by the Minister:
72(a) Mem:E:::dwsw a Chairman; Functional [ N/A N/A N/A 0
720 Wormbers o Aksory | Frss memes o the bl secior, s Fonctionat No A A A .
20 Hemers of ARz o et Seven bt ot more tha eeven oher memers.Terure ofofice | Co No A A A B
Amember appointed under section 72 shall, unless he sooner resigns or
vacates his office or his appointment is sooner revoked, hold office for
i, Tenure ofoffice | SHeh period not exceading three years as the Miister may determine atthe | [ No A A A o
time of his appointment, and shall be eligible for reappointment; but no Relationship
member shall hold office for more than two consecutive terms. Revocation
of and
Revocationof | The Minister may at any time revoke the appointment of any member of the o
74(1) appointmentand | Advisory Committee and shall state the reason for such revocation. Functional o N/A N/A N/A 0
: Relationship
revocationof 'Amember of the Advisory Committee appointed under section 72 may at
742) appointment and any time resign from his office by giving a written notice addressed to the R— No e e o o
o Minister fourteen days prior o the intended date of resignation. Temporary Relationship
© exercise of functions of Chairman
250 Temporary exercise of | The Minister may temporarily appoint any member of the Advisory ronctionat No A A A N
functions of Chairman__| Committee to act as the Chairman for the period when—
Temporary exercise of | the Chairman is by reason of llness, leave of absence or any other cause ) No
75(1)(a) porary exere rman s oy o ! v Y " Functional N/A N/A N/A )
functions of Chairman _| unable to perform his functions for any period: or
25000) :eﬂmm;zzzz'egi;mrs::: the office of the Chairman is vacant. ronctionat No A A A N
uncti i
Temporary exercise of A member appointed under subsection (1) shall, during the period in which No
75(2) porary exercl he s performing the functions of the Chairman under this section, be Functional N/A N/A N/A )
functions of Chairman Relationship
deemed to be the Chairman. Vacation of office
The office of a member of the Advisory Committee shall be vacated— ) No
76 Vacation of office ! " visory ' v Functional N/A N/A N/A 4
fhe dies; N
76(a) Vacation of office | ¢ 01 Functional o N/A N/A N/A 0
f there has been proved against him, or he has been convicted of, a charge ) No
76(b) Vacation of office  |' proved against hi v "8 | Functional N/A N/A N/A o
in respect of—
260000 Vacatiomof offioa |2 offence involving fraud, dishonesty or moral turpitude; ronctionat No A A A N
an offence under any law relating to corruption; or N No
76(b) i) Vacation of office underany law relating Pt Functional N/A N/A N/A 0
ther off ishable with t (in tsetf only or i N
76(b)iii) Vacationof office |2 Other offence punishable with imprisonment (in itself only orin Functional o N/A N/A N/A 0
addition to or in lieu of a fine) for more than two vears:
if his conduct, whether in connection with his duties as a member of the o
76(c) Vacation of office | Advisory Committe or otherwiss, has been such asto bring iscrediton | Functional | [ te N/A N/A N/A 0
the Advisory C D
f he becomes bankrupt; ) No
76(d) Vacation of office ' TP Functional N/A N/A N/A 4
2601 Vacatiomof offica |75 of unsound mind or s othenwise incapable of discharging his duties; | - No A A A N
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th fthe Ch , if he absents himself f ting of th
761(f) Vacation of office | " "¢ ¢ase of the Ghairman, if he absents himself from a meeting of the Functional o N/A N/A N/A 0
Advisory Committee without leave in writing of the Minister;
in the case of a member of the Advisory Committee other than the o
76(8) Vacation of office | Chairman, if he absents himsel from three consecutive mestings of the Functional | oo N/A N/A N/A 0
Advisory Committee without leave in writing of the Chairman: i
f his appointment is revoked by the Minister; o ) No
76(h) Vacation of office | " PP s revoledby the Hinister; or Functional N/A N/A N/A 0
fhi i ted by the Minister. All N
76(h)(i) Vacation of office |5 resignation is accepted by the Minister. Allowances Functional o N/A N/A N/A 0

The Chairman and all other members of the Advisory Committee may be No
77 Allowances paid such allowances as the Minister may determine after consultation Functional | o hip N/A N/A N/A [
with the Minister of Finance. Time and place of meetings

The Advisory Committee is to hold as many meetings as are necessary for
the efficient performance of its functions and such meetings are to be held

Time and place of No

78(1) ! at such places and times as the Chairman may decide, provided that the Functional N/A N/A N/A 0
meetings " Relationship
Chairman shall not allow more than two months to lapse between
meetings.
. The Chairman shall call for a meeting if requested to do so in writing by the
Time and place of No
78(2) Minister or by at least four members of the Advisory Committee. Advisory | Functional N/A N/A N/A [

meetings Relationship

Committee may invite others to attend meetings
‘Advisory Committee may | The Advisory Committee may invite any person to attend any meeting or

No

79(1) invite others to attend | deliberation of the Advisory Committee for the purpose of assisting it on Functional | o ohi N/A N/A N/A [
meetings anv matter under i D
‘Advisory Committee may | A person invited under subsection (1) shall be paid such allowances as No
79(2) invite others to attend | may be determined by the Commissioner. Minutes Functional N/A N/A N/A [
> Relationship
meetings
s0(1) Minutes The Advisory Committee shall cause minutes of all its meetings to be Functionatl No WA WA WA N
and kept in a proper form.
Minutes made of meetings of the Advisory Committee shall, if duly signed, No

80(2) Minutes be admissible in evidence in all legal proceedings without further proof. Functional N/A N/A N/A [
Relationship

Every meeting of the Advisory Committee in respect of the proceedings of

000 Minutes which minutes have been so made shall be deemed to have been duly Functionat No A A A o
convened and held and all members thereat to have been duly qualified to Relationship
act. Procedure
o orocadure The Advisory Comittee may regulate its own procedure. Members to Functionat No A A A o
devote time to business of Advisory Committ
Members to devote time | The members of the Advisory Committee shall devote such time to the o
82 to business of Advisory | business of the Advisory Committee as is necessary to discharge their Functional | oo N/A N/A N/A 0
Committ duties effectivels of Appeal Tribunal i
Cetablishment of Appeal | 7876 established an Appeal Trbunal for the purpose of reviewing any of o
83 the matters on appeal as set out in section 83. Powers of Appeal Tribunal |~ Functional e N/A N/A N/A 0
Tribunal Relationship
aatn Powers of Appeal | The Appeal Tribunal shall have the power— Functionat No A A A .
Tribunal
cae) Powers of Appeal | to summon parties ot procsedings or any other person to attend before | o No A A A o
Tribunal it to give evidence in respect of an appeal:
to procure and receive evidence on oath or affirmation, whether written or
Powers of Appeal No
84(1)(b) oral, and examine all such persons as witnesses as the Appeal Tribunal Functional e N/A N/A N/A 0
Tribunal ) Relationship
considers necessarv:
where a person is so summoned, to require the production of any
P f Appeal N
a0 owers of Appeal | information, document or other thing in his possession or under his control | Lo No WA WA WA o
Tribunal which the Appeal Tribunal considers necessary for the purposes of the Relationship
apoeal:
I Powers of Appeal | to administer any oath, affirmation or statutory dectaration, as the case, Functional No A A A .
Tribunal may reauire:
. Powers of Appeal | where a personis so summoned, 1o allow the payment for any reasonable | oo No A A A o
Tribunal expenses incurred in with his
oowers of Aopeal |0 dmit vidence or reject evidence adducad, whether oral or o
84(1)(1) PP and whether or under the Functional e N/A N/A N/A )
Tribunal * : Relationship
provisions of any written law relating to the of evidence;
e Powers of Appeal | to adjourn the hearing of an appeal rom time to time, including the power | No A A A o
Tribunal to adiourn to considerits decision: and
et Powers of Appeal | generally o direct and do allsuch matters as may be necessary or Fonctionat No A A A B
Tribunal expedient for the decision of the appeal.
The Appeal Tribunal shall have the powers of a subordinate court with
P f Appeal N
a2 owers of Appeal | regard to the enforcement of attendance of witnesses, hearing evidenceon o No WA WA WA o
Tribunal oath or affirmation and punishment for contempt. Members of Appeal Relationship
Tribunal
a5t Members of Appeal | The Appeal Tribunal shall consistof the following members who shallbe | No A A A o
Tribunal appointed by the Minister:
Members of Appeal | Ch: ; and N
85(1)(a) lembers of Appeal & Ghairman; an Functional © N/A N/A N/A 0
Tribunal
ase) Members of Appeal | at least two other members, or such greater number of members as the Functionat No A A A o
Tribunal Minister thinks necessarv.
Mombors of Aomeat | e Minister shall appoint a person who is a member of the Judicial and o
85(2) PP Legal Service of the Federation for at least ten years to be the Chairman of | Functional N/A N/A N/A 0
Tribunal Relationship
the Appeal Tribunal.
The appointment of the members of the Appeal Tribunal shall be published
Members of Appeal N
85(3) lembers of Appeal |\ otification in the Gazette. Secretary to Appeal Tribunal and other Functional © N/A N/A N/A 0
Tribunal Relationship
officers, etc.
Secretary to Appeal | The Minister shall appoint a Secretary to the Appeal Tribunal on such o
86(1) Tribunaland other terms and conditions as he thinks desirable. Functional N/A N/A N/A 0
Relationship
officers, etc.
Secretary to Appeal | The Secretary to the Appeal Tribunal shall be responsible for the o
86(2) Tribunal and other  [administration and management of th functions of the Appeal Tribunal. | Functional | o t9 N/A N/A N/A 0
officers. etc. P
Secretary to Appeal | The Minister may appoint such number of officers and servants as the o
86(3) Tribunal and other | Minister thinks fit o assist the Secretary to the Appeal Tribunal in carrying |~ Functional | o 19 N/A N/A N/A 0
officers. etc. out his functions under ion (2). 2
Secretary to Appeal | The Secretary to the Appeal Tribunal shall have the general control of the o
86(4) Tribunaland other |officers and servants of the Appeal Tribunal Functional A N/A N/A N/A 0
Relationship
officers. etc.
Secretary to Appeal | For the purposes of this Act, the Secretary o the Appeal Tribunal and the o
86(5) Tribunal and other | officers appointed under subsection (3) shall be deemed to be officors of | Functional | o 9 N/A N/A N/A )
officers. etc. the Appeal Tribunal. Tenure of office 2
'Amember of the Appeal Tribunal appointed under subsection 85(1) shall, o
87 Tenure of office | unless he sooner resigns or vacates his offce or his appointment is sooner | Functional [ 19 N/A N/A N/A )
revoked— 2
hold office for a term not exceeding th ;and N
87(a) Tenure of office ‘old office for a term not exceeding three years; an Functional o N/A N/A N/A 0
shall be eligible for reappointment upon the expiry of his term of office, but No
87(b) Tenure of office [shall not be appointed for more than two consecutive terms. Resignation | Functional | o H9 N/A N/A N/A 0
and revocation of <
Resignation and The Minister may at any time revoke the appointment of a member of the No
88(1) revocation of Appeal Tribunal and shall state the reason for such revocation. Functional N/A N/A N/A )

Relationship

Amember of the Appeal Tribunal nted un tion 85(1) may at
Resignation and ember of the Appeal Tribunal appointed under subsection 85(1) may af

a50) ot any time resign from his office by giving a written notice addressed to the Functional No WA WA WA o
Minister fourteen days prior to the intended date of resignation. Temporary Relationship
appointment !
exercise of functions of Chairman
Temporary exercise of | The Minister may temporarily appoint any member of the Appeal Tribunal y No
89(1) porary exerct nistermay temporariy appoint any ppeatiribu Functional N/A N/A N/A 0
functions of Chairman__|to act as the Chairman for the period when—
PR Temporary exercise of |the Chairman s by reason of llness, leave of absence or any other cause | [ No A A A B
functions of Chairman_|unable to perform his functions for any period; or
Temporary exercise of |the office of the Chairman is vacant. " No
89(1)(b) porary exercl ' rmanis v Funotional N/A N/A NA 0
functions of Chairman
emporary exercise of |- Member appointed under subssction (1) shall, during the period in which o
89(2) porary he is performing the functions of the Chairman under this section, be Functional N/A N/A N/A ]

functions of Chairman Relationship

deemed to be the Chairman. Vacation of office
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The office of a member of the Appeal Tribunal shall be vacated—

%0 Vacation of office Functional - N/A N/A N/A 0
fhe dies; ) No
90(a) Vacationof office | " Functional N/A N/A N/A 4
s00) Vacatiomof offica | Fthere has beon proved against him, or he has been convicted of,acharge | - No A A A N
in respect of—
an offence involving fraud, dishonesty or moral turpitude; ) No
0(b)(i) Vacation of office |1 Offence invelving fraud, di v ormoralwrpitu Functional N/A N/A N/A 0
m der any law relating t tion; N
90(b)(ii) Vacation of office | OTTene@ under any law relating to corruption; o Functional © N/A N/A N/A 0
ther off hable with t (in tsetf onl No
90(b)iii) Vacation of office | " Other offence punishable with imprisonment (in tself only orin Functional N/A N/A N/A 0
addition to or in lieu of a fine) for more than two vears:
if his conduct, whether in connection with his duties as a member of the o
90(c) Vacation of office | Appeal Tribunal o otherwise, has been such as to bring discredit on the Functional | oo N/A N/A N/A 0
Appeal Tribunal: 2
fhe b bankiupt; N
90(d) Vacation of office | ¢ DecOmes bankrup Functional © N/A N/A N/A 0
a0 Vacationof offica | 719 of unsound mind of otherwise incapable of discharging his duties; | L No A A A o
fhe fails t ly with his obligations under section 92; N
90(f) Vacation of office | "¢ (21 to comply with his obligations under section Functional © N/A N/A N/A 0
fhis perf ber of the Appeal Tribunal has b No
90(g) Vacationof office |0 Perormanceas a memberof the Appeat fribunathas been Functional N/A N/A N/A 0
for a significant period of time:
i hi tment is revoked by the Minister; N
90(h) Vacation of office | > 2Ppointmentis revoked by the Minister; or Functional © N/A N/A N/A 0
fh t ted by the Minister. All No
90(h)(i) Vacationofoffice | "'° resignationis accepted by the Minister. Allowances Functional N/A N/A N/A 0
The Chairman of the Appeal Tribunal appointed under paragraph 85(1)(a) o
1(1) Allowances shallbe paid such fixed allowances and other allowances as the Minister |~ Functional | 29 N/A N/A N/A 0
may determine. P
The oth bers of the Appeal Tribunal ted und h N
o2 owancas  other members of the Appeal Tribunal appointed under paragrapl ronctionat o A A A o
85(1)(b) shall be paid—
daily sitting all during the sitting of the Appeal Tribunal; and No
91(2)(a) Allowances fally sitting allowances during the sitting of the Appeal Tribunal; an Functional N/A N/A N/A 0
) owances lodging, travelling and subsistence allowances, as the Minister may Functiont No A A A .
determine. Disclosure of interest
Amember of the Appeal Tribunal shall disclose, as soon as practicable, to
the Ch terest, whether substantial or not, which might conflict ) N
92(1) Disclosure of interest | '1'c, C1@ifman any interest, whether substantial or not, which might conflict | g 0 © N/A N/A N/A 0
with the member's duties as a member of the Appeal Tribunal in a Relationship
particular matter.
If the Chairman is of the opinion that the member's interest is in conflict o

92(2) Disclosure of interest | with his duties as a member of the Appeal Tribunal, the Chairman shall Functional | oo o ohip N/A N/A N/A 0
inform all the parties to the matter of the conflict.

If none of the parties to the matter objects to the conflict, the member may -
92(3) Disclosure of interest | continue to execute his duties as a member of the Appeal Tribunal in Functional | oo o ohip N/A N/A N/A 0
relation to that matter.

If a party to the matter objects to the conflict, the member of the Appeal

N
s2(4) Disclosure of interest | Tribunal shall not continue to execute his duties as a member of the Functional | b0 N/A N/A N/A )
Appeal Tribunalin relation to that matter. e
The failure by the member to disclose his interest under subsection (1 N
92(5) Disclosure of interest sh:tla‘ ure by the member to disclose his interest under subsection (1) Functional © N/A N/A N/A 0
\idate the d fthe Appeal Tribunal, unless all parti to by N
92(5)(a) Disclosure of interest | " 2 ate the decision of the Appeal Tribunal, unless all parties agreetobe| ¢ ooy Ne N/A N/A N/A 0
bound by the decision: and
bject the member to th tion o hi tment under section 88. N
92(5)(b) Disclosure of interest |- /cc' e membertothe revocation of his appointment under section Functional © N/A N/A N/A 0
Appeal to Appeal Tribunal
st Appealto Appeal | Any person who is aggrieved by the decision of the Commissioner under Functionat No A A A .
Tribunal this Act relating to matters. including—
s1e) Appealto Appeal | the egistration of a data user under Division 2 of Part I Functionat No A A A o
Tribunal
3 Appealto Appeal | the refusal of the Commissioner to register a code of practice under Functional No A A A .
Tribunal 23(5);
. Appealio Appeal | the failure of the data user to comply with  data access request or data Fonctionat No A A A B
Tribunal correction request under Division 4 of Part Il
R Appealto Appeal | the issuance of an enforcement notice under section 108; Fonctionat No A A A o
Tribunal
. Appeal to Appeal | the refusal of the Commissioner o vary of revoke an enforcement notice | ¢ No A A A B
Tribunal under section 109; and
ealto Aopaal_|he refusalof the Commissioner to Garry out or continue an investigation o
83(1)(f) PP PP initiated by a complaint under Part VIII, may appeal to the Appeal Tribunal | Functional Ne N/A N/A N/A 0
Tribunal ‘ ° Relationship
by filing a notice of appeal with the Appeal Tribunal.
The notice of appeal shall be made in writing to the Appeal Tribunal within
thirty days from the date of the decision of the Commissioner, or in the
o) Appealto Appeal | case of an enforcement notice, within thirty days after the enforcement Functionat No A A A o
Tribunal notice is served upon the relevant data user, and the appellant shall serve Relationship
a copy of the notice of appeal upon the Commissioner.
The notice of appeal shall state briefly the substance of the decision of the
Commissioner against which an appeal is filed with the Appeal Tribunal,
Appeal to Appeal N
530 ppealto Appeal  [contain an address at which any notice or document connected withthe | o WA WA WA o
Tribunal appeal may be served upon the appellant o his advocate, and shall be Relationship
signed by the appellant or his advocate. Record of decision of
Co
ecord of decieion o | T aggrieved person referred o in subsection 93(1) may, on s own ) o
94(1) initiative, request in writing from the Commissioner a statement of the Functional e N/A N/A N/A 0
Commissioner Relationship
grounds for his decision.
‘Subject to subsection (3), the Commissioner shall, upon receiving the
a2 Record of decision of  written request under subssction (1), provide to the aggrieved person, upon [ No WA WA WA o
Commissioner |the payment of a prescribed fee, a copy of a statement of the grounds for Relationship
his decision.
Where a notice of appeal has been filed with the Appeal Tribunal under
subsection 93(1), the Commissioner shall, i he has not already written the
Record of decision of _|E0UNds for his decision in respect of the matter stated in the notice under .
94(3) subsection 93(1), record in writing the grounds for his decision, and the Functional e N/A N/A N/A 0
Commissioner Relationship
written grounds shall form part of the record of proceedings before the
Appeal Tribunal. Stay of decision pending appeal
‘A decision of the Commissioner shall be valid, binding and enforceable
pending the decision of an appeal by the Appeal Tribunal, except where an
Stay of decision pendin Lagainst an enf t notice h tothe Appeal No
os1) Y of decision pending |appeal against an enforcement notico has been made to the Appoai Functional WA WA WA o
appeal Tribunal in accordance with subsection 83(2), or a stay of the decision of Relationship
the Commissioner has been applied for under subsection (2) and granted
bv the Appeal Tribunal.
‘An aggrieved person may apply in writing to the Appeal Tribunal for a stay
052 Stay of decision pending [of the decision of the Commissioner on or after the notice of appeal has Functional No WA WA WA o
appeal been filed with the Appeal Tribunal, Composition of Appeal Tribunal Relationship
Compositionof Appeal | Y9 Proceedingof the Appal Trounal shall be heard and disposed of by ] o
96(1) three members or such greater uneven number of members of the Appeal | Functional e N/A N/A N/A 0
Tribunal N N Relationship
Tribunal as the Chairman may in any particular case determin
%) Composition of Appeal_[In the absence of the Chairman, the senior member of the Appeal Tribunal | L No A A A N
Tribunal shall preside. Sitting of Appeal Tribunal
The Appeal Tribunal shall sit on such dates and at such places as the N No
97(1) Sitting of Appeal Tribunal Ppeal Tribu iton su uchp Functional N/A N/A N/A 0

Chairman may appoint.
The Chairman may cancel or postpone any sitting of the Appeal Tribunal or No
97(2) Sitting of Appeal Tribunal |change the place of the siting which has been appointed under subsection | Functional | ¢ oo o N/A N/A N/A 0
().

The Secretary to the Appeal Tribunal shall by written notice inform the

No
97(3) Sitting of Appeal Tribunal | parties to the appeal of any change to the date or place of any sitting of the | - Functional | o oo o N/A N/A N/A 0
Appeal Tribunal. Procedure of Appeal Tribunal 2
o8 Procedure of Appeal | The Appeal Tribunal may regulate its own procedure. Decision of Appeal Functionatl No WA WA WA N
Tribunal Tribunal
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oo Decision of Appeal | The decision of the Appeal Tribunal on any matter shall be decided on a Functionat No A A A o
Tribunal maiority of members of the Appeal Tribunal
Decision of Appeal | Adecision of the Appeal Tribunal shall be final and binding on the parties ) No
99(2) o PP sion ppeal Tribunal shall be final and binding parti Functional N/A N/A N/A o
Tribunal to the appeal. of decision of Appeal Tribunal
A decision given by the Appeal Tribunal may, by leave of the Sessions
Enf { of decisi h N
100 nforcement o decision | Gourt be enforced in the same manner as a judgment or order to the same | ¢ No WA WA WA o
of Appeal Tribunal | effect, and where leave s so given, judgment may be entered in terms of Relationship
the decision. Inspection of personal data svstem
o Inspection of personal | The Commissioner may carry out an inspection of— ronctionat No A A A N
data system
any personal data system used by data users for the purpose of
Inspection of personal| 25certaiming information to assist the Commissioner in making o
101(1)(a) P P recommendations to the relevant data user relating to the promotion of Functional N/A N/A N/A 0
data system " Relationship
compliance with the provisions of this Act, in particular the, by the relevant
data user: or.
any personal data system used by data users belonging to a class of data
users for the purpose of ascertaining information to assist the
Inspection of personal | Commissi Ki to the class of dat « No
101(1)(b) P P in making o the class of data users to Functional N/A N/A N/A 0
data system which the relevant data user belongs relating to the promotion of Relationship
compliance with the provisions of this Act, in particular the, by the class of
data users to which the relevant data user belongs.
For the purposes of this section— “data user” includes a data processor;
“personal data system” means any system, whether automated or
otherwise, which is used, whether in whole or in part, by a data user for the
Inspection of personal A No
101(2) processing of personal data, and includes the record maintained under Functional N/A N/A N/A 0
data system Relationship
Section 44 and any document and equipment forming part of the system.
Relevant data user, etc., to be informed of resuilt of inspection
Where the Commissioner has completed an inspection of a personal data
Relovant data user, etc, |1/ > !1® SommISsIon Peonviasseut Al o
102 to be informed of result of | Y™ e shallin such manner and at such time as he thinks fit inform Functional N/A N/A N/A 0
o the relevant data user or class of data users to which the relevant data Relationship
P user belongs of—
Relevant data user, etc., |the results of the inspection; No
102(a) to be informed of result of Funotional N/A N/A N/A 0
Relationship
inspection
any recommendations arising from the inspection that the Commissioner
Relevant data user, etc., |thinks fit to make relating to the promotion of compliance with the o
102(b) to be informed of result of | provisions of this Act, in particular the, by the relevant data user o the Functional | i hip N/A N/A N/A )
inspection class of data users towhich the relevant data user belongs; and
Relevant data user, etc., | such other comments arising from the inspection as he thinks fit. Reports o
102(0) to be informed of result of | by Commissioner Functional e N/A N/A N/A 0
Relationship
inspection
Aeporte b The Commissioner may, after completing the inspection of any personal o
103(1) ports by data system used by data users belonging to a class of data users, publish | ~ Functional e N/A N/A N/A 0
Commissioner Relationship
a report—
Setting out any recommendations arising from the inspection that the
Reports b N
103(1a) eports by Commissionerthinks it to make relating to the promation of compliance | ¢ L No WA WA WA o
Commissioner  |with the provisions of this Act, in particular the, by the class of data users Relationship
to which the relevant data users belong: and
Reports b h he thinks fit. N
103(1)(b) . eports by in such manner as he thinks fi Functional Ne N/A N/A N/A 0
Reports b Areport published under subsection (1) shall be so framed as to prevent o
103(2) ports by the identity of any individual from being ascertained. Complaint Functional N/A N/A N/A )
Commissioner Relationship
o8 Complaint Any individual o relevant person may make a complaint inwriting tothe | No A A A o
c about an act. practice or reauest—
ified in th laint; N
104(a) Complaint specifiedin the complalr Functional Ne N/A N/A N/A 0
T0ats) Complaint that has been done or engaged in, or s being done or engaged in, by the Functionat No A A A o
data user specified in the
i Comptaint lhe;( relates to personal data of which the individual is the data subject; Fonctionat No A A A o
an
0@ Complaint that may be a contravention of the provsions o tis Act, inluding any ronctionat No A A A B
codes of practice. by C
Where the Commissioner receives a complaint under section 104, the
Commissioner shall, subject to section 106, carry out an investigation in
Investigation by . q No
105(1) relation to the relevant data user to ascertain whether the act, practice or | Functional e N/A N/A N/A 0
Commissioner Relationship
request specified in the complaint contravenes the provisions of this Act.
Where the Commissioner has reasonable grounds to believe that an ac,
practice or request has been done or engaged in, o is being done or
engaged in, by the relevant data user that relates to personal data and
Investigation by ‘ ) No
105(2) such act, practice or request may be a contravention of the provisions of |~ Functional e N/A N/A N/A 0
Commissioner Relationship
this Act, the Commissioner may carry out an investigation in relation to the
relevant data user to ascertain whether the act, practice of request
the provisions of this Act.
\wostigation by |2t shallapply in espect of investigations carried out by the ] o
105(3) Commissioner under this Part, Restriction on investigation nitiated by Functional N/A N/A N/A 0
Commissioner Relationship
complaint
Restriction on The Commissioner may refuse to carry out or continue an investigation No
106(1) investigation nitated by |nitiated by a complaintif he s of the opinion that, having regard o allthe | Functional | =9 N/A N/A N/A 0
complaint of the case— e
the complaint, or a complaint of a substantially similar nature, has
Restriction on Iy initiated an investigation as a result of which the Commissioner No
i vestigati
106(1)(a) investigation initiated by [P eIOUSY & Functional N/A N/A N/A 0
omplaint was of the opinion that there has been no contravention of the provisions Relationship
of this Act:
Restriotion on the act, practice or request specified in the complaint s trivial; o
106(1)(b) investigation initiated by Functional o N/A N/A N/A 0
' Relationship
complaint
Restriotion on the complaint is frivolous, vexatious of is not made in good faith; or o
106(1)(c) investigation nitiated by Functional o N/A N/A N/A 0
! Relationship
complaint
on any or further i ionis for any other reason o
106(1)(d) investigation initiated by [unnecessary. Functional o N/A N/A N/A 0
! Relationship
complaint
Restriotion on Notwithstanding the generality of the powers conferred on the o
106(2) investigation initiated by |Commissioner by this Act, the Commissioner may refuse to carry out or Functional | oo N/A N/A N/A 0
complaint continue ani ion initiated by a complaint— 2
Restriction on if— No
106(2)(a) investigation initiated by Functional o N/A N/A N/A 0
! Relationship
complaint
Restriction on the complainant; or No
106(2)(a)() investigation initiated by Functional o N/A N/A N/A 0
' Relationship
complaint
in the case where the complainant is a relevant person in relation to a data
subject, the data subject or relevant person, as the case may be, has had
Restriction on actual knowledge of the act, practice or request specified in the complaint o
106(2)(a)(ii) investigation initiated by |for more than two years immediately preceding the date on which the Functional [ o shi N/A N/A N/A 0
complaint Commissioner received the complaint, unless the Commissioner is P
satisfied that in all the circumstances of the case it is proper to carry out or
continue the i {
Restriotion on if the complaint is made anonymously; o
106(2)(b) investigation initiated by Functional e N/A N/A N/A 0
! Relationship
complaint
Restriotion on if the complainant cannot be identified or traced; o
106(2)(c) investigation initiated by Functional e N/A N/A N/A 0
! Relationship
complaint
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if the Commissioner is satisfied that the relevant data ser has not been a
Restriction on data user for a period of not less than two years immediately preceding the No
1 for a peri rsi
106(2)(d) investigation initiated by u pert wo y diately preceding Functional No. N/A N/A N/A 0
date on which the Commissioner received the complaint; or Relationship
complaint
Restriction on in any other circumstances as he thinks fit o
106(2)(e) investigation initiated by Functional e N/A N/A N/A 0
" Relationship
complaint
Where the Commissioner refuses under this section o arry out or
. continue an investigation initiated by a complaint, he shall, as soon as
Restriction on ticable but t later than thirty days after the date of No
icable but in any case not Later than thirty days after the date of
106(3) investigation initiated by |™°" Y Y day: Functional N/A N/A N/A 0
S it receipt of the complaint, by notice in writing served on the complainant Relationship
P inform the complainant of the refusal and of the reasons for the refusal.
An appeal may be made to the Appeal Tribunal against any refusal
specified in the notice under subsection (3) by the complainant on whom
Restriction on the not d or if th lainant is a relevant by th No
106(4) investigation initiated by | ¢ "O1c® Was served orifthe complainant s a relevant person, by the Functional N/A N/A N/A 0
it data subject in respect of whom the complainant is the relevant person. Relationship
P Commissioner may carry out or continue investigation initiated by
comolai of complaint
the public interest so to do, he may carry out or continue an investigation
Where the Commissioner | initiated by a complaint notwithstanding that the complainant has o
107 isof the opinion thatitis |withdrawn the complaint and, in any such case, the provisions of this Act | Functional | gy it N/A N/A N/A 0
in shall apply to the complaint and the complainant as if the complaint had
not been withdrawn. notice
Where, following the completion of an investigation about an act, practice o
108(1) Enforcement notice  or request specified in the complaint, the Commissioner s of the opinion | Functional | - +9 N/A N/A N/A 0
that the relevant data user— D
t f this Act; No
108(1)(a) Enforcement notice |'© °""2VeNIng a provision of this Act; or Functional N/A N/A N/A 0
has contravened such a provision in circumstances that make it ikely that
N
10801)(5) Enforcementnotice | !N cONtravention will continue or be repeated, then the Commissioner Functional 0 WA A WA o
may serve on the relevant data user an enforcement notice— Relationship
tating that he is of that opinion; N
108(1)(b)(A) Enforcement notice | Sr2U" that heis of that opinion; Functional © N/A N/A N/A 0
th  this Act on which he has based that d N
108(1)(b)(B) Enforcement notice | SPCC11¥I"8 the provision of this Act on which he has based that opinion and | = g o © N/A N/A N/A 0
the reasons why he is of that opinion:
directing the relevant data user to take such steps as are specified in the
N
P Enforcementnotice | OreEMent notice to remedy the contravention or, as the case may be, Functionat No WA WA WA o
the matters occasioning it within such period as is specified in the Relationship
notice: and
directing, where necessary, the relevant data user to cease processing the o
108(1)(6)(D) Enforcement notice | personal data pending the remedy of the contravention by the relevant Functional N/A N/A N/A )

Relationshi
data user. elationship

In deciding whether to serve an enforcement notice, the Commissioner
shall consider whether the contravention or the matter to which the .
108(2) Enforcement notice | enforcement notice relates has caused or is likely to cause damage or Functional | ¢ chip N/A N/A N/A o
distress to the data subject of the personal data to which the

or matter relates.
The steps as specified in the enforcement notice to remedy the No

108(3) Enforcement notice | contravention or matter to which the enforcement notice relates may be Functional | ¢\ onship N/A N/A N/A 0

framed—
: tent by ref © d code of practice; N
108(3)(a) Enforcement notice | 0 0 SXtent by reference to any approved code of practice; or Functional © N/A N/A N/A 0
to afford the relevant dat hoice between different f N
108(3)(b) Enforcement notice |0 2° 10 2fford the relevant data user a choice between different ways of Functional Ne N/A N/A N/A 0
remedving the or matter.
The period specified in the enforcement notice under subsection (1) for
taking the steps specified in it shall not expire before the end of the period
N
108(4) Enforcementnotice | PECied in subsection S3(2) within which an appeal against the Functionat o WA WA WA o
enforcement notice may be made and, if such an appeal is made, those Relationship
steps need not be taken pending the determination or withdrawal of the
appeal.
(@), ifthe C. is of the opinion that o
108(5) Enforcement notice | by reason of special circumstances the steps specified n the enforcement | Functional [ 19 N/A N/A N/A 0
notice should be taken as a matter of urgency— i
h lude a statement to that effect in the enf ot N
108(5)(a) Enforcement notice | oY Include a statement to that effect in the enforcement notice Functional Ne N/A N/A N/A 0
together with the reasons why he s of that opinion: and
where such a statement is so included, subsection (4) shall not apply but
the enf t notice shall not those steps to be taken before th N
108(5)(b) Enforcement notice @ enforcement notice shall not require those steps to be taken before the | - oo © N/A N/A N/A 0
end of the period of seven days from the date on which the enforcement Relationship
notice was served.
A U may be made to the Appeal Tribunal against an enf t N
108(6) Enforcement notice |1 2PPe@! May be made tothe Appeal Tribunal against an enforcemen Functional © N/A N/A N/A 0
notice by the relevant data user in with section 93.
Where the C — N
108(7) Enforcement notice ere the Commissioner Functional e N/A N/A N/A o
¢ ferred to in subsection (1 tof the relevant N
T080@) Eoforcement notice | o™ &N oPIMion referred t in subsection (1) m respect of the relovar Fonctionat o A A A B
data user at any time before the ofan and
is also of the opinion that, by reason of special circumstances, an
enforcement notice should be served on the relevant data user as a matter o

108(7)(b) Enforcement notice | of rgency, he may so serve the enforcement notice notwithstandingthat | Functional | o\ L N/A N/A N/A 0
the investigation has not been completed and, in any such case— P

the Commissioner shall, without prejudice to any other matters to be

uded in the enf t notice, specify in the enf t notice th ) N

08B Enforcemant notice | 1etuded n the enforcement notice, specify in the enforcement noticethe | [ 0 A A A o
reasons as to why he s of the opinion referred to in paragraph (b); and Relationship
the oth f this Act, including this section, shall be construed ) N

108(7)(b)(B) Enforcement notice © other provisions of this Act, including this section, shall be construe Functional o N/A N/A N/A 0
A person who fails to comply with an enforcement notice commits an

1086) Enforcement notice _|ffence @nd shall on conviction, be liable to a fine not excesding two Functionat No A A A o

hundred thousand ringgit or to imprisonment for a term not exceeding two Relationship
vears or to both. Variation or ion of notice

The Commissioner may, on his own initiative or on the application of a
relevant data user, vary or cancel the enforcement notice served under

Variation or cancellation No
109 subsection 108(1) by notice in writing to the relevant data user if the Functional N/A N/A N/A 0
of enforcement notice Relationship
‘Commissioner is satisfied with the action taken by the relevant data user
to remedy the Authorized officers
The Commissioner may in writing authorize any officer appointed under o
110 Authorized officers ssections 50 and 51 or any public officer to exercise the powers of Functional Relationshi N/A N/A N/A o
under this Act. Authority card D
The Commissioner shall issue to each authorized officer an authority card No
1101) Authority card Y Functional No N/A N/A N/A 0
which shall be signed by the C
Whenever the authorized officer exercises any of the powers of
eenforcement under this Act, he shall produce on demand to the person " No
112 Authority card P! P Functional N/A N/A N/A 4
against whom the power is being exercised the authority card issued to him Relationship
under (1). Power of i
An authorized officer may investigate the commission of any offence under N No
112(1) Power of investigation v ® Y Functional N/A N/A N/A o
this Act.
For the avoidance of doubt, it is declared that for the purposes of this Act,
the authorized officer shall have all or any of the special powers of a police
officer of whatever rank in relation to police investigations in seizable .

112(2) Power of investigation |cases as provided for under the Criminal Procedure Code [Act 593], and Functional Relationshi N/A N/A N/A 0
such powers shall be in addition to the powers provided for under this Act P
and not in derogation thereof. Search and seizure with warrant

If it appears to a Magistrate, upon written information on oath from the

Search and seizure with No
113(1) authorized officer and after such inquiry as the Magistrate considers Functional o N/A N/A N/A 0
warrant . . Relationship
necessary. that there is cause to believe that—
11301a) Search and seizure with |any premises has been used for; or Functionatl No WA WA WA N

warrant
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there is in any premises evidence necessary to the conduct of an
) investigation into, the commission of an offence under this Act, the
Search and seizure with ¢ n rthis Ac ) ) No
113(1)(b) Magistrate may issue a warrant authorizing the authorized officer named in |~ Functional e N/A N/A N/A
warrant Relationship
the warrant at any reasonable time by day or night and with or without
to enter the premises and if need be by force.
Search and seizure with | Without affecting the generality of subsection (1), the warrant issued by the ) No
13(2) ; zure with | Withou 8 the generality of subseation (1), the warrant issued by Functional N/A N/A N/A
warrant Magistrate may authorize the search and seizure of—
v any computer, book, account, computerized data or other document which
Search and seizure with No
113(2)(@) contains or is reasonably suspested to contain information as to any Functional e N/A N/A N/A
warrant Relationship
offence suspected to have been
Search and seizure with |any signboard, card, letter, pamphet, leaflet or notice representing or No
113(2)(b) Y sig pamp P’ J Functional N/A N/A N/A
warrant implying that the person is registered under this Act; or
e Search and seizure with |any or article that s belioved tofurnish | L o No A A A
warrant evidence of the of the offence.
‘An authorized officer conducting a search under subsection (1) may, for the
Search and seizure with No
113(3) purpose of investigating into the offence, search any person whois inoron | Functional N/A N/A N/A
warrant Relationship
the premises.
‘An authorized officer making a search of a person under subsection (3) or
section 114 may seize or take possession of, and place in safe custody all
3@ Search and seizure with | things other than the necessary clothing found upon the person, andany of | L No A A A
warrant those things which there is reason to believe were the instruments or other Relationship
evidence of the offence may be detained until the discharge or acquittal of
the person.
3 Search and seizure with | Whenever it is necessary to cause a woman to be searched, the search Functionat No A A A
warrant shall be made bv another woman with strict regard to decency.
If, by the reason of its nature, size or amount, it is not practicable to
remove any computer, book, account, computerized data or other
document, signboard, card, letter, pamphlet, leaflet, notice, equipment,
Search and th No
3@ earch and sezure with | instrument o article sefzed underths section, the authorized oficershall | o oo WA WA A
warrant by any means seal such computer, book, account, computerized data or Relationship
other document, signboard, card, letter, pamphlet, leaflet, notice,
equipment, instrument or article in the premises or container in which it is
found.
A person who, without lawful authority, breaks, tampers with or damages
the seal referred to in subsection (6) or removes any computer, book,
account, computerized data or other document, signboard, card, letter,
Search and th N
1ae) oarch and sezure with | pamphie, eaflet, notice, equipment, instrument or rticle under sealor | o oo o WA WA WA
warrant attempts to do so commits an offence and shall, on conviction, be liable to Relationship
afine not exceeding fifty thousand ringgit or to imprisonment for a term not
exceeding six months or to both. Search and seizure without warrant
1f an authorized officer s satisfied upon information received that he has
reasonable cause to believe that by reason of delay in obtaining a search
warrant under section 113 the investigation would be adversely affected or
evidence of the commission of an offence is likely to be tampered with,
Search and seizure ° No
114 removed, damaged or destroyed, the authorized officer may enter the Functional N/A N/A N/A
without warrant Relationship
premises and exercise in, upon and in respect of the premises all the
powers referred to in section 113 in as full and ample a manner as if he
were authorized to do so by a warrant issued under that section. Access to
data
rcoess 1o commuterizeq |/A" authorized officer condusting a search under sections 113 and 114 shall o
115(1) P be given access to computerized data whether stored in a computer or Functional N/A N/A N/A
data Relationship
otherwise.
. Access to computerized | For the purposes of this section, “access’— Functionat No A A A
data
ludes b ded with th d, tion code,
caoss t computerized | 011085 DEINE provided with the necessary password, encryption code o
115(2)(a) decryption code, software or hardware and any other means required to Functional e N/A N/A N/A
data ’ Relationship
enable of data: and
has th i d o it by subsections 2(2) and (5) of the Comput
rccoss to computerized | "2 e meaning assigned 1ot by subsetions 2(2) an (5)of the Computer "
15(2)(b) Crimes Act 1997 [Act 563]. Warrant admissible notwithstanding defects | Functional e N/A N/A N/A
data Relationship
‘A search warrant issued under this Act shall be valid and enforceable
notwithstanding any defect, mistake or omission therein or in the
Warrant admissible | @PPYiCation for such warrant, and any computer, book, account, ; o
116 computerized data or other document, signboard, card, letter, pamphlet, |  Functional " N/A N/A N/A
notwithstanding defects , Relationship
leaflet, notice, equipment, instrument or article seized under such warrant
shall be admissible in evidence in any proceedings under this Act. List of
book. account. etc.. seized
Except as provided in subsection (2), where any computer, book, account,
Listof ter, book, 3 , card, letter, ) ) N
T istof computer,book, | computerized data orother document, signboard, card,ltter,pamphiet, | ¢ No WA WA WA
account, etc., seized  |[leaflet, notice, equipment, instrument or article is seized pursuant to this Relationship
Act. the authorized officer making the seizure—
List of computer, book, |shall prepare— ) N
117(1)(a) ! P prepi Functional Ne N/A N/A N/A
account, etc., seized
a list of the computer, book, account, computerized data or other
List of computer, book, ) No
17()@)00) ° document, signboard, card, letter, pamphlet, leaflet, notice, equipment, |  Functional " N/A N/A N/A
account, etc., seized Relationship
or article seized and shall sign the list: and
List of computer, book, | a written notice of the seizure containing the grounds for the seizure and ) No
117(1)(a)(i) puter. gthee Functional " N/A N/A N/A
account, etc., seized | shall sign the notice; and
shall as so0n as practicable serve a copy of the list of the computer, book,
account, computerized data or other document, signboard, card, letter,
List of computer, book, |pamphlet, leaflet, notice, equipment, instrument or article seized and the ) No
117(1)(b) P pampl qulp! : Functional e N/A N/A N/A
account, etc., seized  |written notice of the seizure to the occupier of the premises which have Relationship
been searched, or to his agent or servant at those premises.
The written notice of the seizure shall not be required to be served in
f h (1 hi th th f
Listof computer, book, | PUFSHaGe of paragraph (1(6) whero the seizure is mad n the presence of ) o
172) the person against whom proceedings under this Act are intended to be Functional e N/A N/A N/A
account, etc., seized Relationship
taken, or in the presence of the owner of such property or his agent, as the
case may be.
If the premises are unoccupied, the authorized officer shall post a copy of
the list of the computer, book, account, computerized data or other
List of computer, book, q No
17(3) ’ document, signboard, card, letter, pamphlet, leaflet, notice, equipment, | Functional ) N/A N/A N/A
account, etc., seized ‘ i Relationship
instrument or article seized conspicuously on the premises. Release of
computer. book. account. etc.. seized
If any computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or
article has been seized under this Act, the authorized officer who effected
the seizure may, after referring to the Public Prosecutor, release the
computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or
article to the person as he determines to be lawfully entitled to i, if the
computer, book, account, computerized data or other document,
Roloase of computer, s\gntlmard, calvd, ‘Lenevf, p'amphle(, Leaﬂ:l, Zomce, equlpmer:, instrument or -
11801 book, account etc, | icle s notiable to forfeture under this Act, and s not otherwise R N o o WA
o required for the purpose of any proceedings under this Act or for the Relationship
purpose of any prosecution under any other written law, and in such event
neither the authorized officer effecting the seizure, nor the Federal
Government, Commissioner or any person acting on behalf of the Federal
Government or Commissioner shall be liable to any proceedings by any
person if the seizure and the release of the computer, book, account,
computerized data or other document, signboard, card, letter, pamphlet,
leaflet, notice, equipment, instrument or article had been effected in good
faith.
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A record in writing shall be made by the authorized officer effecting the
release of the computer, book, account, computerized data or other
Reloase of computer, | 20CUMent, signboard, card, etter, pamphlet, leaflet, notce, equipment,
118(2) book, account, etc., \r?strumem or article under subsection (1) specifying in detail the Functional No N/A N/A N/A 0
seized circumstances of and the reason for the release, and he shall send a copy Relationship
of the record to the Public Prosecutor within seven days of the release. No
cost or damages arising from seizure to be recoverable
No person shall, in any proceedings before any court in respect of any
computer, book, account, computerized data or other document,
No cost or damages | signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or s
119 arising from seizure to be | article seized in the exercise or the purported exercise of any power Functional e N/A N/A N/A o
recoverable conferred under this Act, be entitled to the costs of such proceedings or to
any damages or other relief unless such seizure was made without
cause. O to search

Any person who— No

120 Obstruction to search Functional N/A N/A N/A ]

refuses any authorized officer access to any premise which the authorized No
120(a) Obstruction to search |officer is entitled to have under this Act o in the execution of any duty Functional | o chip N/A N/A N/A [
imposed or power conferred by this Act:

assaults, obstructs, hinders or delays any authorized officer in effecting
any entry which the authorized officer is entitled to effect under this Act, or No

Functional N/A N/A N/A [
in the execution of any duty imposed or power conferred by this Act; or Relationship

120(b) Obstruction to search

refuses any authorized officer any information relating to an offence or
suspected offence under this Act or any other information which may
reasonably be required of him and which he has in his knowledge or power .
120(c) Obstruction to search  |to give, commits an offence and shall, on conviction, be liable to Functional | ¢ i N/A N/A N/A o
imprisonment for a term not exceeding two years or to a fine not exceeding.

ten thousand ringgit or to both. Power to require production of computer,
book. account. etc.

Powertorequire | An authorized officer shall, for the purposes of the execution of this Act, No
121 production of computer, |have the power to do all or any of the following: Functional | o hip N/A N/A N/A [
book, account, etc.

- to require the production of any computer, book, account, computerized
Power to require

1210 produstion of computer, | 4212 07 0ther document kept by the data user or any other person and to Functional No WA WA WA o
book, account, ete. | MSPECt examine and to download from them, make copies of them or take Relationship
extracts from them:
Powertorequire | to require the production of any identification document from any person in No
121(b) production of computer, |relation to any act or offence under this Act; Functional | o chip N/A N/A N/A o
book, account, etc.
Powertorequire | to make such enquiries as may be necessary to ascertain whether the No
121(c) production of computer, |provisions of this Act have been complied with. Power to require Functional | o chip N/A N/A N/A o
book, account, etc. of persons with case
An authorized officer making an investigation under this Act may by order in
Powertorequire |writing require the attendance before himself of any person who appears to No
122(1) attendance of persons |the authorized officer to be ith the facts and of | Functional N/A N/A N/A 0

Relationship
acquainted with case | the case, and such person shall attend as so required.

If any person refuses o fails to attend as so required, the authorized officer
Powertorequire | may report such refusal or failure to a Magistrate who shall issue a

122(2) attendance of persons | summons to secure the attendance of such person as may be required by |  Functional Reta(’rr‘smp N/A N/A N/A o
acquainted with case | the order made under ). of persons
with case
An authorized officer making an investigation under this Act may examine
12309 Examination of persons|orally any person supposed to be acquainted with the facts and Functional No WA WA WA o
acquainted with case | circumstances of the case and shall reduce into writing any statement Relationship

made by the person so examined.
Such person shall be bound to answer all questions relating to the case

B tion of N
123(2) xamination of pErSONS |5 him by the authorized officer: the answer to which would have a Functional © N/A N/A N/A )
acquainted with case Relationship
tendency to expose him to a criminal charge or penalty or forfeiture.
A person making a statement under this section shall be legally bound to
Examination of persons ) ) No
123(3) ) state the truth, whether of not such statement is made wholly or partlyin |~ Functional N/A N/A N/A 0
acquainted with case Relationship
answer to questions.
1220 Examination of persons_ | The authorized offcer examining a person under subsection (1) shall st | oo No A A A B
with case _|inform that person of the provisions of (2) and (3).
A'statement made by any person under this section shall, whenever
possible, be taken down in writing and signed by the person making it or
1236) Examination of persons affixed with his thumb print, as the case may be, ater it has beenreadto | ¢ No WA WA WA o
acquainted with case | him in the language in which he made it and after he has been given an Relationship
opportunity to make any corrections he may wish. Admission of
in evidence
Except as provided in this section, no statement made by any person to an
Ad  statement N
124(1) mission of Statements |, thorized officer in the course of an investigation made under this Act Functional © N/A N/A N/A 0
in evidence Relationship
shall be used in evidence.
When any witness is called for the prosecution or for the defence, other
than the accused, the court shall, on the request of the accused or the
prosecutor, refer to any statement made by that witness to the authorized
Ad f statement i i N
12a0) mission of statements | offcer n the course of the investigation under this Act and may then, ifthe | L No WA WA WA o
in evidence courts thinks fit in the interest of justice, direct the accused to be furnished Relationship
with a copy of it and the statement may be used to impeach the credit of
the witness in the manner provided by the Evidence Act 1950 [Act 56].
dmiseton of statemants | Where the accused had made a statement during the course of an o
124(3) investigation, such statement may be admitted in evidence in supportof | Functional N/A N/A N/A 0
in evidence Relationship
his defence during the course of the trial.
miseton of statemants | NOthing n this saction shall be deemed to apply to any statement made in ] o
124(4) n evidence the course of an identification parade or falling within section 27 or Functional Relationshij N/A N/A N/A ]
inevi
32(1)(@). (i) and () of the Evidence Act 1850. D
1205) ‘Admission of statements |When any person is charged with any offence in relation to— ronctionat No A A A N
in evidence
Admission of statements |the making; or N No
124(5)(a) st ne Functional N/A N/A N/A o
in evidence
the contents, of any statement made by him to an authorized officer in the
124(5)(b) Admission of statements |course of an investigation made under this Act, that statement may be R— No e e o o
in evidence used as evidence in the prosecution’s case. Forfeiture of computer, book, Relationship
account. etc... seized
Forfeiture of computer, | Any computer, book, account, computerized data or other document, o
125(1) book, account, etc.,  |signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or | Functional N/A N/A N/A 0

seized article seized shall be liable to forfeiture. Relationship

An order for the forfeiture of the computer, book, account, computerized
data or other document, signboard, card, letter, pamphlet, leaflet, notice,
equipment, instrument or article seized and liable to forfeiture under this
Act shall be made by the court before which the prosecution with regard
Forfeiture of computer, |thereto has been held if it is proved to the satisfaction of the court that an -

125(2) book, account, etc., |offence under this Act has been committed and that the computer, book, Functional | ¢\ ionship N/A N/A N/A 0

seized account, computerized data or other document, signboard, card, letter,
pamphlet, leaflet, notice, equipment, instrument or article seized was the
subject matter of or was used in the commission of the offence,
notwithstanding that no person has been convicted of such offence.
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If there is no prosecution with regard to any computer, book, account,
computerized data or other document, signboard, card, letter, pamphlet,
leaflet, notice, equipment, instrument or article seized under this Act, such
computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or
article shall be taken and deemed to be forfeited at the expiration of a
period of one calendar month from the date of service of a notice to the
last-known address of the person from whom the computer, book, RN No WA WA WA o
account, computerized data or other document, signboard, card, letter, Relationship

pamphlet, leaflet, notice, equipment, instrument or article was seized
indicating that there is no prosecution in respect of such computer, book,
account, computerized data or other document, signboard, card, letter,
pamphlet, leaflet, notice, equipment, instrument or article, unless before
the expiration of that period a claim thereto is made in the manner set out
in subsections (4), (5) and (6).

Forfeiture of computer,
125(3) book, account, etc.,
seized

Any person asserting that he is the owner of the computer, book, account,
computerized data or other document, signboard, card, letter, pamphlet,
leaflet, notice, equipment, instrument or article referred to in subsection
(3) and that it is not liable to forfeiture may, personally or by his agent
Forfeiture of computer, |authorized in writing, give written notice to the authorized officer in whose o
125(4) book, account, etc., | possession such computer, book, account, computerized data or other Functional | c_\ -+ ionship N/A N/A N/A 0
seized document, signboard, card, letter, pamphlet, leaflet, notice, equipment,

instrument or article is held that he claims the computer, book, account,
computerized data or other document, signboard, card, letter, pamphlet,
leaflet, notice, equipment, instrument or article.

Forfeiture of computer, |On receipt of the notice under subsection (4), the authorized officer shall -
125(5) book, account, etc., |refer the matter to a Magistrate for his decision. Functional N/A N/A N/A 0

" Relationship
seize:

The Magistrate to whom the matter is referred under subsection (5) shall
issue a summons requiring the person asserting that he is the owner of the
computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or
article and the person from whom it was seized to appear before the
Magistrate, and upon their appearance or default to appear, due service of
the summons having been proved, the Magistrate shall proceed to the
Forfeiture of computer, ion of the matter and, on proof that an offence under this Act has ®
125(6) book, account, etc., | been committed and that the computer, book, account, computerized data | Functional | o vion oo N/A N/A N/A 0
seized or other document, signboard, card, letter, pamphlet, leaflet, notice,

equipment, instrument or article seized was the subject matter of or was.
used in the commission of such offence, the Magistrate shall order the
computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or
article to be forfeited, and shall, in the absence of such proof, order its
release.

Any computer, book, account, computerized data or other document,
Forfeiture of computer, |signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or

No
125(7) book, account, etc., |article forfeited or deemed to be forfeited shall be delivered to the Functional | oo\ e N/A N/A N/A 0
seized Commissioner and shall be disposed of in such manner as the 2
c thinks fit. Joinder of offences

Notwithstanding anything contained in section 164 of the Criminal

Procedure Code, where a person is accused of more than one offence -

126 Joinder of offences | under this Act, he may be charged with and tried at one tial for any number | - Functional | ¢ cl N/A N/A N/A o
of such offences committed within the space of any length of time. Power
of arrest
An authorized officer or police officer may arrest without warrant any No
127(1) Power of arrest person whom he believes has itted or is ing to Functional N/A N/A N/A o

Relationshi
commit an offence under this Act. D

An authorized officer making an arrest under subsection (1) shall without
unnecessary delay make over the person so arrested to the nearest police
officer o, in the absence of a police officer, take such person to the No
127(2) Power of arrest nearest police station, and thereafter the person shall be dealt with as is Functional | i N/A N/A N/A 3
provided for by the law relating to criminal procedure for the time being in

force as if he had been arrested by a police officer. Register

1280) nogetor The Commissioner shall maintain in both physical and electronicformsa | oo No A A A B
register as required under this Act.
A tof th bed N
128(2) Register pereon may on payment of the prescribed fae— Functional Ne N/A N/A N/A 0
tthe register; N
128(2)(a) Register inspect the register; or Functional e N/A N/A N/A 0
i f or take extracts fi try in the register. N
8 regioter make a copy of or take extracts from an entry in the register Functionat No A A A o
Where a person requests that a copy of an entry in the register be provided
1283) Regstor in an electronic form, the Commissioner may provide the relevant Functionat No A A A o
information by way of electronic means. Transfer of personal data to Relationship

blaces outside Malavsia
A data user shall not transfer any personal data of a data subject toa
Transfer of personal data | place outside Malaysia unless to such place as specified by the Minister,

Mechanisms exist to implement and manage Binding Corporate Rules

Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged

129(1) toplaces outside |upon the ofthe © by published | Functional | Intersects With pri015 | 5
CR) in a joint economic activity that contractually states enforceable rights
Malaysia in the Gazette. !
on data subjects with regard to the processing of their personal data.
For the purposes of subsection (1), the Minister may specify any place )
purp o, 'y specity any pl Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data |outside Malaysia if— - ’ °
Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
129(2) to places outside Functional | Intersects With Pri015 [N ! 5
e (BCR) in a joint economic activity that contractually states enforceable rights
i
¥ on data subjects with regard to the processing of their personal data.
there is in that place in force any law which is substantially similar to this Mochanisms eistto implement and manage Binding Corporate Rules
Transfer of personal data | Act, or that serves the same purposes as this Act; or - . :
‘ Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
129(2)(a) to places outside Functional Intersects With PRI-01.5 5
otyaia (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
that pl: NSure n te L | of protection in relation to the
at place ensures an adequate level of protection in relation to the Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | processing of personal data which is at least equivalent to the level of
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(2)(b) toplaces outside | protection afforded by this Act. Functional | Intersects With PRI0T5 [ ! 5
e (BCR) in a joint economic activity that contractually states enforceable rights
i
¥ on data subjects with regard to the processing of their personal data.
Notwithstanding subsection (1), a data user may transfer any personal Mochanisms existto implement and manage Binding Corporate Rules
Transfer of personal data |data to a place outside Malaysia if— - . :
‘ Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
129(3) to places outside Functional Intersects With PRI-01.5 5
otyaia (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
th t: 't h n hi nsent to the transfer; . P—
 data subject has given his consent to the transfer; Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(@) to places outside Functional | Intersects With e PRI015 [(PON(CE '8 2 ga ga 5
e (BCR) in a joint economic activity that contractually states enforceable rights
i
¥ on data subjects with regard to the processing of their personal data.
the transfer is necessary for the performance of a contract between the Mochanisms existto implement and manage Binding Corporate Rules
Transfer of personal data |data subject and the data user; - . :
‘ Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
129(3)(b) to places outside Functional Intersects With PRI-01.5 5
- (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
n f o
the ransfer is necessary for the conclusion or performance of a contract Mochanisma existto implement and manage Binding Corporate Rulos
Transfer of personal data | between the data user and a third party which—
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(c) to places outside Functional | Intersects With PRI-01.5 i sharin ¢ 5
e (BCR) in a joint economic activity that contractually states enforceable rights
ysi

on data subjects with regard to the processing of their personal data.
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tered into at th t of the data subject;
Transter of personatdata | oL nerequestorine data subject or Mechanisms exist to implement and manage Binding Corporate Rules
P Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(e)(i) to places outside Functional [ Intersects With PRI-01.5 5
o (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
" -
Isinthe Interests of the data sublect; Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
129(3)(c) i) to places outside Functional | Intersects With e PRI-01.5 R (0.8., data sharing ag ga ga 5
o (BCR) in a joint economic activity that contractually states enforceable rights
Vst on data subjects with regard to the processing of their personal data.
the transfer is for th f any legal d forth
© transferis forthe purpose of any legal proceedings or for the purpose Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data |of obtaining legal advice or for establishing, exercising or defending legal - : :
i Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(d) toplaces outside |rights; Functional | Intersects With PRI-01.5 5
. (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
the data user has reasonable grounds for believing that in all Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | circumstances of the case— Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(e) to places outside Functional | Intersects With g Corp PRI-01.5 R) (.8, data sharing ag gally P g2 5
o (BCR) in a joint economic activity that contractually states enforceable rights
alaysia on data subjects with regard to the processing of their personal data.
the transfer is for the avoid itigation of ac t e
© transfer is for the avoidance or mitigation of adverse action against the Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data |data subject; - : :
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(e) i) to places outside Functional | Intersects With PRI-01.5 5
V. (BCR) in a joint economic activity that contractually states enforceable rights
Vs on data subjects with regard to the processing of their personal data.
itis not practicable to obtain the consent in writing of the data subject to Machanisms exist to implement and manage Binding Gorporate Rules
Transfer of personal data | that transfer; and Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(e)(ii) to places outside Functional | Intersects With g Corp PRI-01.5 R) (.8, data sharing ag gally P gag 5
Mal: in a joint economic activity that contractually states enforceable rights
alaysia on data subjects with regard to the processing of their personal data.
if it was practicable to obtain such consent, the data subject would have
Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data |given his consent; - : :
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(e)(ii) to places outside Functional | Intersects With PRI-01.5 5
M (BCR) in a joint economic activity that contractually states enforceable rights
v on data subjects with regard to the processing of their personal data.
the data user has taken all reasonable precautions and exercised all due . .
° ? Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | diligence to ensure that the personal data will not in that place be
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(f) toplaces outside | processed in any manner which, if that place is Malaysia, would be a Functional | Intersects With PRI-01.5 i sharin ¢ 5
" (BCR) in a joint economic activity that contractually states enforceable rights
Malaysia contravention of this Act;
on data subjects with regard to the processing of their personal data.
the transf in order to protect the vital interests of the dat
© transferis necessary in order to protect the vitat interests of the data Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | subject; or - : ’ °
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(3)(g) to places outside Functional | Intersects With PRI-01.5 5
W (BCR) in a joint economic activity that contractually states enforceable rights
Ve on data subjects with regard to the processing of their personal data.
the transfer is necessary as being n the public interest n circumstances Mechanisms exist to implement and manage Binding Gorporate Rulos
Transfer of personal data |as determined by the Minister.
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
120(3)(h) to places outside Functional | Intersects With PRI-01.5 i sharin ¢ 5
- (BCR) in a joint economic activity that contractually states enforceable rights
alaysia on data subjects with regard to the processing of their personal data.
Where the Commissioner h bl ds for believing that i
ere the Gommissioner has feasonablo grounds for befieving that in a Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | place as specified under subsection (1) there is no longer in force any law - ! ’ °
> Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(4) toplaces outside  |which is substantially similar to this Act, or that serves the same purposes | Functional | Intersects With PRI-01.5 5
W . (BCR) in a joint economic activity that contractually states enforceable rights
Ve asthis Act— on data subjects with regard to the processing of their personal data.
the Commissioner shall make such recommendations to the Minister who - .
" ' ndatio Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data |shall, either by cancelling or amending the notification made under
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(4)(a) toplaces outside | subsection (1), cause that place to cease to be a place to which personal | Functional | Intersects With PRI-01.5 i sharin ¢ 5
10 coas in a joint economic activity that contractually states enforceable rights
Malaysia data may be transferred under this section; and
on data subjects with regard to the processing of their personal data.
the dat hall cease to transf [ data of a data subject t
© data user shall cease to transfer any personal data of a data subject to Mechanisms exist to implement and manage Binding Corporate Rules
Transfer of personal data | such place with effect from the time as specified by the Minister in the - ! ’ °
‘ ' plac Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
129(4)(b) toplaces outside | otification. Functional | Intersects With PRI-0T5 || 5
. (BCR) in a joint economic activity that contractually states enforceable rights
Ve on data subjects with regard to the processing of their personal data.
'Adata user who contravenes subsection (1) commits an offence and shall,
Transfer of personal data e N
120(5) o placas outeids |°m convction, beliable to: fine ot excaeding three hundred thousan Functionat No A A A o
- finggit or to imprisonment for a term not exceeding two years or to both. Relationship
Malaysia
For the purposes of this section, “adverse action”, in relation to a data
Transfer of personal data ||t "° o et the o 2 N
129(6) toplaces outside | >PI°Ch Means any action that may adversely affect the data subject’s Functional No N/A N/A N/A 0
o rights, benefits, privileges, obligations or interests. Unlawful colleoting, Relationship
v etc...of personal data
A person shall not knowingly or recklessly, without the consent of the data Mechanisms exist to limit the collection, receiving, processing, storage,
1300) Unlawful collecting, etc., |user— Functional. | intersects witn | Re@50nabte Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
of personal data Practices to consumer forwhat is necessary
and
Collect or disolose personal data that is held by the data user; or Mechanisms exist to limit the collection, receiving, processing, storage,
13001)a) Unlawful collecting, etc., Functional. | intersects witn | Re@5onabe Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
of personal data Practices to consumer for what is necessary
and
procure the disclosure to another person of personal data that is held by Mechanisms exist to limit the collection, receiving, processing, storage,
1300)6) Unlawful collecting, etc., | the data user. Functional. | intersects witn | Re@50nabte Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
of personal data Practices to consumer forwhat is necessary
and
Subsection (1) shall not apply to a person who shows— Mechanisms exist to limit the collection, receiving, processing, storage,
1300 Unlawful collecting, etc., Functional | intersects witn | ReaSonable Data Privacy | o | ransission, sharing, updating and/or disposal of Personal Data (PD) s
of personal data Practices to consumer for whatis necessary
and i
that the collecting or disclosing of personal data or procuring the Mechanisms exist to limit the collection, receiving, processing, storage,
1300)0) Unlawful collecting, etc., | disclosure of personal data— Functional | intersects witn | ReaSonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) .
of personal data Practices to consumer for whatis necessary
and i
was necessary for the purpose of preventing or detecting a crime or for the Mechanisms exist to limit the collection, receiving, processing, storage,
- Unlawful collecting, etc., | purpose of investigations; or Functional | intersects witn | ReaSonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) .
of personal data Practices to consumer for whatis necessary
and i
was required or authorized by or under any law or by the order of a court; Mechanisms exist to limit the collection, receiving, processing, storage,
P Unlawful collecting, etc., Functional | intersects witn | ReaSonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
of personal data Practices to consumer for whatis necessary
and i
that he acted in the reasonable belief that he had in law the right to collect Mechanisms exist to limit the collection, receiving, processing, storage,
1300)6) Unlawful collecting, etc.,or disclose the personal data or to procure the disclosure ofthe personal | (ool Reasonable Data Privacy | o oo . transmission, sharing, updating and/or disposal of Personal Data (°D) .
of personal data data to the other person; Practices to consumer for what is necessary
and i
that he acted in the reasonable belief that he would have had the consent Mechanisms exist to limit the collection, receiving, processing, storage,
13000 Unlawiul ollecting, etc., | of the data user f the data user had known of the collecting or disclosingof | ¢ o || Roasonable Data Privacy | oy o . | transmission, sharing, updating and/or disposal o Prsonal Data (D) .
of personal data | personal data or procuring the disclosure of personal data and the Practices to consumer for whatis necessary
of it: or and i
that the collecting or disclosing of personal data or procuring the Mechanisms exist to limit the collection, receiving, processing, storage,
1300)9) Unlawiul ollecting, etc., | disclosure of personal data was justiied as being n the public nterestin | ¢l | Roasonable Data Privacy | oy o . transmission, sharing, updating and/or disposal of Prsonal Data (D) .
of personaldata | circumstances as determined by the Minister. Practices to consumer for whatis necessary
and i
‘Aperson who collects or discloses personal data or procures the Mechanisms exist to limit the collection, receiving, processing, storage,
1300) Unlawful collecting, etc., of personal data in of (commitsan |+ interseots witn | Reasonable Data Privacy | o |transmission, sharing, updating and/or disposal of Personal Data (PD) .
of personal data | offence. Practices to consumer for whatis necessary
and i
Aperson who sells personal data commits an offence if he has collected Mechanisms exist to limit the collection, receiving, processing, storage,
130) Unlawful collecting, etc., | the personal data in contravention of subsection (1). Functional | intersacts witn | Reasonable Data Privacy | . . | ransmission, sharing, updating and/or disposal of Personal Data (PD) .
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A person who offers to sell personal data commits an offence if— Mechanisms exist to limit the collection, receiving, processing, storage,
1306) Unlawful collecting, etc., Functional | intersects witn | Reasonable Data Privacy | L . |transmission, sharing, updating and/or disposal of Personal Data (PD)
of personal data Practices ding to consumer for what is necessary
and i
he has collected the personal data in contravention of subsection (1); or Mechanisms exist to limit the collection, receiving, processing, storage,
1506 Unlawful collecting, etc., Functional | intersects witn | Reasonable Data Privacy | L . |transmission, sharing, updating and/or disposal of Personal Data (PD)
of personal data Practices ding to consumer for what is necessary
and i
he subsequently collects the personal data in contravention of subsection Mechanisms exist to limit the collection, receiving, processing, storage,
1306)0) Unlawful collecting, etc., |(1). Functional | intersects witn | Reasonable Data Privacy | |transmission, sharing, updating and/or disposal of Personal Data (PD)
of personal data Practices to consumer for what is necessary
and
For the purposes of subsection (5), an advertisement indicating that Mechanisms exist to limit the collection, receiving, processing, storage,
1306) Unlawful collecting, etc., | personal data is or may be for sale is an offer to sell the personal data. Functional | intersects witn | Reasonable Data Privacy | |transmission, sharing, updating and/or disposal of Personal Data (PD)
of personal data Practices to consumer for what is necessary
and
‘A person who commits an offence under this section shall, upon
Unlawful collecting, etc., , N
1300) nlawful collecting, etc., | conviction, be liable to a fine not exceeding five hundred thousand ringgit Functionatl o T T o
of personal data or to imprisonment for a term not exceeding three years or to both. Relationship
Abetment and attemot offences
A person who abets the commission of or who attempts to commit any
Abetment and attempt No
131(1) offence under this Act shall be guilty of that offence and shall, on Functional N/A N/A N/A
punishable as offences N Relationship
be liable to the provided for that offence.
‘A person who does any act preparatory to o in furtherance of the
Abetment and attempt | OTMiSsion of any offence under this Act shall be guily of that offence and No
131(2) shall, on conviction, be liable to the punishment provided for the offence: Functional N/A N/A N/A
punishable as offences Relationship
eexceed one-half of the maximum term provided for the offence.
C of offences
The Commissioner may, with the consent in writing of the Public
3 any offence by any person under this
Actand prescribed to be a compoundable offence by making a written
C di f N
13201 ompounding o offer to the person suspected to have committed the offence to compound | g o o T T o
offences the offence upon payment to the Commissioner of an amount of money Relationship
not exceeding fifty per centum of the amount of maximum fine for that
offence within such time as may be specified in his written offer.
An offer under subsection (1) may be made at any time after the offence
has been committed but before any prosecution for it has been instituted,
and if the amount specified in the offer is not paid within the time specified
Compounding of No
132(2) in the offer or such extended time as the Commissioner may grant, Functional N . N/A N/A N/A
offences Relationship
prosecution for the offence may be instituted at any time after that against
the person to whom the offer was made.
Where an offence has been compounded under subsection (1), no
prosecution shall be instituted in respect of the offence against the person
to whom the offer to compound was made, and any computer, book,
Co f N
132(3) of account, data or other document, signboard, card, letter, Functional ) lo ) N/A N/A N/A
offences pamphlet, leaflet, notice, equipment, instrument or article seized in Relationship
connection with the offence may be released or forfeited by the
‘Commissioner, subject to such terms and conditions as he thinks fit to
impose in with the conditions of the
All sums of money received by the Commissioner under this section shall
Compounding of : ! X No
132(4) be paid into the Federal Consolidated Fund. Offences by body corporate Functional N/A N/A N/A
offences Relationship
If a body corporate commits an offence under this Act, any person who at
the time of the commission of the offence was a director, chief executive
Offonces by body _|ioeT chiefoperating officer, manager, secretary or other similar officer of 3
133(1) the body corporate or was purporting to act in any such capacity orwasin | Functional A N/A N/A N/A
corporate Relationship
any manner or to any extent responsible for the management of any of the
affairs of the body corporate or was assisting in such management—
1330@ Offences by body | may be charged severally or jointly in the same proceedings with the body | o No WA WA WA
corporate corporate; and
if the body corporate is found to have committed the offence, shall be
Off by bod N
1330)(0) ences by body | deemed to have committed that offence unless, having regard to the nature | ¢ o No WA WA WA
corporate of his functions in that capacity and to all circumstances, he proves— Relationship
133000 Offences by body | that the offence was committed without his knowledge, consent o — No A A A
corporate and
133O Offences by body | that he had taken all reasonable precautions and exercised due diligence | o No WA WA WA
corporate to prevent the of the offence.
If any person would be liable under this Act to any punishment or penalty
for his act, omission, neglect or default, he shall be liable to the same
Offences by body et ¥ No
133(2) punishment or penalty for every such act, omission, neglect or default of Functional he N/A N/A N/A
corporate Relationship
any employee or agent of his, or of the employee of the agent, if the act,
omission. neglect or default was
13501 Offences by body | by that person’s employee in the course of his employment; Functional No WA WA WA
corporate
1332)0) Offences by body | by the agent when acting on behalf of that person; or — No A A A
corporate
Offences bybody | (1o @mployee of the agent inthe course of his employment by the agent ] o
133(2)(c) or otherwise on behalf of the agent acting on behalf of that person. Functional \ N/A N/A N/A
corporate Relationship
Prosecution
No prosecution for an offence under this Act shall be instituted except by o
134 Prosecution or with the written consent of the Public Prosecutor. Jurisdiction to try Functional Relationshi N/A N/A N/A
offences P
Notwithstanding any other written law to the contrary, a Sessions Court
135 Jurisdiction to try shall have jurisdiction to try any offence under this Act and to impose full S No R R 0
offences punishment for any such offence under this Act. Service of notices or other Relationship
13601) Service of notices or | Service of a notice or any other document upon any person shall be Functional No WA WA WA
other ffected—
Service of notices or by the delivering the notice or other document to the person; " No
136(1)(a) v ! Y ering ! . P Functional ) N/A N/A N/A
other
- by leaving the notice or other document at the last- known address of
Service of notices or - No
136(1)(b) residence or place of business of the person in a cover addressed to that Functional N " N/A N/A N/A
other documents Relationship
person: or
- by forwarding the notice or other document by post in an A R. registered
Service of notices or - No
136(1)(c) letter addressed to the person at his last-known address of residence or Functional A N/A N/A N/A
other documents Relationship
place of business.
Where the person to whom there has been addressed an A.R. registered
letter containing any notice or other document which may be given under
this Act is informed of the fact that there is an A.R. registered letter
Service of notices or ith hi it t offi h fi lects to take N No
1362) Vi i awaiting him at a post office, and such person refuses or neglects o take Functional N WA WA WA
other documents delivery of such A.R. registered letter, such notice or other document shall Relationship
be deemed to have been served upon him on the date on which he was so
informed. Public Authorities Protection Act 1948
The Public Authorities Protection Act 1948 [Act 198] shall apply to any
action, suit, or against the C Deputy
c Assistant C any officer or servant of the
137 Public Commissioner, any member of the Advisory Comittee, any memb Functional No N/A N/A N/A
Protection Act 1948 | Commissioner, any member of the Advisory Committee, any member, Relationship
officer or servant of the Appeal Tribunal, or any authorized officer in
respect of any act, neglect or default done or omitted by him or it in such
capacitv. Public servant
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The Commissi Deputy C Assistant C any
officer or servant of the Commissioner, any member of the Advisory
Committee, any member, officer or servant of the Appeal Tribunal, or any
) No
138 public servant authorized officer while discharging his duty or performing his functions or | ¢ vy o o o 0
exercising his powers under this Act in such capacity shall be deemed to Relationship
be a public servant within the meaning of the Penal Code [Act 574].
Protection against suit and legal proceedings
130 Protection against suit | No action, suit, prosecution or other proceedings shall lie or be brought, Functionatl No WA WA WA N
and legal instituted or in any court against—
1a0(0) Protection against suit |the C Deputy Ci Assistant Ci orany [ ional No -—- -—- _— o
and legal officer or servant of the C L
130(0) Protection against suit |any member of the Advisory Committee; Functional No WA WA WA N
and legal
1850) Protection against suit |any member, officer or servant of the Appeal Tribunal; or Functional No WA WA WA N
and legal
) any authorized officer, in respect of any act or omission done or omitted by
Protection against suit No
139(d) him or it in good faith in such capacity. Protection of informers Functional N/A N/A N/A ]
and legal proceedings Relationship
Except as provided in subsections (2) and (3), no witness in any civil or
criminal proceedings pursuant to this Act shall be obliged or permitted to .

140(1) Protection of nformers | isclose the name or address of any informer orthe substance and nature | Functional | o\ o N/A N/A N/A [
of the information received from him or state any matter which might lead

to his discovery.

If any computer, book, account, computerized data or other document,
signboard, card, letter, pamphlet, leaflet, notice, equipment, instrument or

article which is in evidence or is liable to inspection in any civil or criminal
i N

proceedings whatsoever contains any entry in which any informer is named | ¢ o o T T o o

or described or which might lead to his discovery, the court shall cause all Relationship

such entries to be concealed from view or to be obliterated in so far as may

be necessary to protect the informer from discovery.

140(2) Protection of informers

Ifina trial for any offence under this Act the court, after full inquiry into the
case, is of the opinion that the informer wilfully made in his complaint a
material statement which he knew or believed to be false or did not believe
to be true, or if in any other proceedings the court is of the opinion that .
140(3) Protection of informers.|justice cannot be fully done between the parties in the proceeding without | Funetional | ool N/A N/A N/A o
the discovery of the informer, the court may require the production of the

original complaint, if in writing, and permit an inquiry and require full
disclosure concerning the informer. Obligation of secrecy

Except for any of the purposes of this Act or for the purposes of any civil or

No
141(1) Obligation of secrecy | criminal proceedings under any written law or where otherwiss authorized | ~Functional | o 10 N/A N/A N/A )
by the Minister— o
the C Deputy Commissioner, Assistant Commissioner, any

officer or servant of the Commissioner, any member of the Advisory
Committee, any member, officer or servant of the Appeal Tribunal, any No
141(1)(a) Obligation of secrecy  |authorized officer or any person attending any meeting or deliberation of Functional | oo o ohip N/A N/A N/A 0
the Advisory Committee, whether during or after his tenure of office or

employment, shall not disclose any information obtained by him in the
course of his duties: and

o other person who has by any means access to any information or No

141(1)(b) Obligation of secrecy |documents relating to the affairs of the Commissioner shall disclose such Functional Relationship N/A N/A N/A [
or document.

A person who contravenes subsection (1) commits an offence and shall, on
N

conviction, be liable to a fine not exceeding one hundred thousand ringgit | ¢ o No . . o o

or to imprisonment for a term not exceeding one year or to both. Things Relationship

done in of the of this Act

Allacts and things done by any person in preparation for or in anticipation

141(2) Obligation of secrecy

of the enactment of this Act and any expenditure incurred in relation
thereto shall be deemed to have been authorized under this Act, provided
Things done in that the acts and things done are consistent with the general intention and .
142 anticipation of the | purposes of this Act; and all rights and obligations acauired orincurred as | Functional | oo N/A N/A N/A 4
enactment of this Act | a result of the doing of those acts or things including any expenditure

incurred in relation thereto, shall on the coming into operation of this Act
be deemed to be the rights and obligations of the Commissioner. Power to

make
powortomake |1 Minister may make such regulations as may be necessary or expedient ] o
14301) ! for the purpose of carrying into effect the provisions of this Act. Functional " N/A N/A N/A 0
regulations Relationship
omer tomare | Wihoutprejudice o the generaliy of the powers conterred by subssction ] o
143(2) ! (1), the Minister may make regulations for all or any of the following Functional " N/A N/A N/A 0
regulations Relationship
purposes:
. Powertomake | to regulate all mattersrelating tothe registration of data users underthis | No A A A B
Act, including to prescribe the fees and renewal fees;
[y Powertomake |to regulate all matters necessary for the implementation of the; Fonctionat No A A A .
powor tomake _|[© /PEUIate procedures in espect of the inspection of personal data ] o
143(2)(c) ! systems, of and issuance of notices, | Functional " N/A N/A N/A 0
regulations Relationship
and all other matters related to t:
@ Powertomake | to prescribe the offences which may be compounded and the forms tobe | Lo No A A A B
used and the method and procedure for the offences;
. Powertomake _|to provide and prescribe for any fees payable in connection with the Fonctionat No A A A .
provision of any service or any matter under this Act:
s Powertomake | to prescribe any matter for which this Act makes express provision tobe | L o No A A A B
made by
Powertomake |[to prescribe all other matters as are necessary or expedient to be ) No
143(2)(g) werto! preser ) 1sas v orexped: Functional ) N/A N/A N/A o
prescribed for giving effect to this Act.
The regulations made under this section or any other subsidiary legistation
made under this Act may prescribe for any act or omission in contravention
143 Powertomake [ of the regulations or other subsidiary legislation to be an offenceandmay | [ o No A A A o
regulations prescribe for penalties of a fine not exceeding two hundred and fifty Relationship
thousand ringgit or imprisonment for a term not exceeding two years or to
both. Prevention of anomalies
The Minister may, by order published in the Gazette, make such
modifications to the provisions of this Act as may appear to him to be o
144(1) Prevention of anomalies |necessary or expedient for the purpose of removing any difficulties or Functional | ot N/A N/A N/A 0
preventing anomalies in consequence of the coming into operation of this P
Act.
The Minister shall not th ferred by subsection (1) aft N
144(2) Prevention of anomalies | ¢ " Mister shall not exercise the powers conferred by subsection (1) after | ¢\ yionoy o N/A N/A N/A 0
the expiration of one year from the appointed date.
In this section, “modifications” means amendments, additions, deletions No

144(3) Prevention of anomalies |and substitutions of any provisions of this Act. Personal data processed Functional | ¢ i N/A N/A N/A o
before the date of coming into operation of this Act

data subject or any third party before the date of coming into operation of
Where a data user has |this Act, he shall comply with the provisions of this Act within three months No
145 collected personal data | from the date of coming into operation of this Act. of persons who process | Funotional | o 0o N/A N/A N/A 0
from the personal data before the date of coming into operation of this Act

Subject to subsection (2), any person who at the date of coming nto

operation of this Act either alone or jointly or in common with other

persons processes any personal data or has control over or authorizes the | (oo No WA WA WA o

processing of any personal data, shall within three months from the date of Relationship

coming into operation of this Act be registered as a data user in
with the provisions of this Act.

148(1) N/A
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Subsection (1) shall not apply to a data user who does not belong to the

class of data users who shall be required to be registered as data users in

pursuance of the provisions of Division 2 of Part Il. ACT 2010 ACT 2010

1a62) o Section Amending authority In force from yang boleh diperolehi semula AR No 0 0 o 0
atau disiarkan dalam sebarang bentuk dengan apa jua cara elektronik, Relationship

mekanikal, fotokopi, rakaman dan/ atau sebaliknya tanpa mendapat izin

daripada Percetakan Nasional Malaysia Berhad (Pencetak kepada

Keraiaan Malavsia vang dilantik). KUALA LUMPUR

Secure Controls Framework (SCF) 290f29



