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Control Description

Notes

nformat & bol sublishing Securit IMechanisms exist to establish, maintain and disseminate policies, standards
nformation security policy - ublishing Security, land procedures necessary for secure, compliant and resilient capabilties.
HMLO1 Policies for information |/,e2" information securty policy, acceptable use policy, nlopwc specific policies | g vional Equal Compliance & Resilience | GOV-02 P Y P P 10
security P P Documentation
- o oo PSP Mechanisms exist to establish, maintain and disseminate policies, standards
nformation security policy - . ublishing Security, land procedures necessary for secure, compliant and resilient capabilties.
HHSPOL Policies for information |21 information security policy, acceptable use policy and topic-specific Functional Equal Compliance & Resilience | GOV-02 P Y P P 10
security P P P Documentation
Human resource security - .
Hospitals processing and storing health information include the security roles and| Defined Roles & 03 |Mechanisms exist to define cybersecurity roles & responsibilties for all
HHSPO2 Terms and conditions of - |0 o cipilities of personnel within job descriptions. Functional Equal Responsibilities HRS-03 |/ orsonnel. 10
employment
Human resource security - |A breach of information security, including health information by personnel, is ’ .
HHSPO3 Terms and conditions of |considered a security policy violation. Consequences of a security policy violation| ~ Functional | Intersects With |  Personnel Sanctions. HRs-07  [Mechanisme exist to sanction personnel faling to comply with established 5
employment lleads to a disciplinary process. Y P 4 P
Human resource security - |A breach of information security, including health information by personnel, is
HHSPO3 Terms and conditions of [considered a security policy violation. Consequences of a security policy violation|  Functional | Intersects With | Workplace Investigations |  HRS-07.1 |1echanisms exist to conduct employee misconduct investigations when 5
employment lleads to a disciplinary process. policy
Human resource security - ’ ; .
PProcedures for providing and revoking logical and physical access when User Provisioning & De- g IMechanisms exist to utilize a formal user registration and de-registration
HHSPO4 Onboarding, zg;’:;:"“g Ipersonnel join, have a role change, or leave the hospital are in place. Functional | Intersects With Provisioning IAC-07 | rocess that governs the assignment of access rights. s
Human resource security - ’
PProcedures for providing and revoking logical and physical access when y Mechanisms exist to revoke user access rights following changes in
HHSPO4 Onboarding, zg;’:;:"“g Ipersonnel join, have a role change, or leave the hospital are in place. Functional | Intersects With | Change of Roles & Duties | IAC-07.1 o0 onnel roles and duties, if no longer necessary or permitted, s
Human resource security - ’
PProcedures for providing and revoking logical and physical access when y IMechanisms exist to revoke user access rights in a timely manner, upon
HHSPO4 Onboarding, zg;’:;:"“g Ipersonnel join, have a role change, or leave the hospital are in place. Functional | Intersects With of IAC-07.2 o mination of employment or contract. s
Human resource Security - oo 1o for o oviding and revoking logical and physical access when Physical Access Physical access control mechanisms exist to maintain a current list of
HHSPO4 Onboarding, offboarding | TrCSMLTES o ‘:‘ave o rgme vy Dflefve e m‘; ‘{ta‘ e Functional Intersects With Auymmzamns PES-02  |personnel with authorized access to organizational facilities (except for those 5
and role change P Join, ge, P place. lareas within the facility officially designated as publicly accessible).
Asset lfecycle security - }
IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
HHSPOS Health information and |Asset management process(es) is in place. Functional Subset Of Asset Governance AST0L e O s acact Mmoottt 10
associated assets.
Asset lifecycle security -
Media equipment . . Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
HHSPOG management, Processes are in place for media equipment management, decommissioning and | gy nctional Equal Destruction or Re.Use of AST-09  |components using organization-defined techniques and methods to prevent 10
decommissioning and P Equipment linformation being recovered from these components.
disposal
IMechanisms exist to cover:
1) Preparation;
Health information security 2) Automated event detection or manual incident report intake;
HHSPO7 incident management - - |A health information security incident management process is in place. Functional | Intersects With Incident Handling 1RO-02  |(3) Analysis; B
Planning and preparation 4) Containment;
5) Eradication; and
6) Recovery.
Health information security ’ .
HHSPO7 incident management - |A health information security incident management process is in place. Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04  [Viechaniems z‘;i;‘;;a[“";s)‘”[;gﬁ make avallable a current and viable 5
Planning and preparation P
Mechanisms exist to facilitate the implementation of contingency planning
Business continuity and ) Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
HHSPOS disaster recover Documented, approved, business continuity and disaster recovery management, | gy o Subset Of e et Syt 8CD.01  [Services (TAAS) (@0, Continity of Operations Plar (COOP) or Business 0
management - Information [operational resilience policies and procedures are established. Continuity & Disaster Recovery (BC/DR) playbooks).
security during disruption
Mechanisms exist to require contractual requirements for applicable security,
Supplier - Ithe security for managing the risks while a supplier is Third-Party Contract lcompliance and resilience requirements with third-parties, reflectin
HHSPOO e e o irements for man: Functional Equal o o TPM-0S  |organization's neads to protet its Technalogy Assets, Applications, Services 10
landJor Data (TAASD)
Identity and access
3 Establish, document, approve, and implement rules to control physical and g Mechanisms exist to enforce Logical Access Control (LAC) permissions that
HHSP10 management ACCeSS iogical access to health information and its assets. Functional | Intersects With | Access Enforcement IAC20 | onform to the principle of “least privilege. 5
Identity and access Physical access control mechanisms exist to enforce physical access to
HHSP10 management - Access  |oraoor: document, approve, and implement rules to control physical and Functional | Intersects With | Access To Critical Systems | PES-03.4 |critical systems or sensitive/regulated data, in addition to the physical access| 5
control 9 [controls for the facility.
Mechanisms exist to compel data and/or process owners to operationalize
Medical devices - Purchase Operationalizing Security, Isecurity, compliance and resilience practices for each Technology Asset,
HHSPLL evices - Hospitals are to include cyber security in procurement planning and decisions. Functonal | ntersects Wit | Compliance & Resience | GOV-13 lappicafin andor Senice (TAAS) under ther ontol B
Mechanisms exist to assess security, compliance and resilience controls in
Security, Compliance & ystem project developrent o determine the extent o which the cortrol
HHSP11 Medical devices - Purchase |, ool are to include cyber security in procurement planning and decisions. Functional | Intersects With |  Resilience In Project PRM-04 lemented correctly, operating as intended and producing the desired 5
or lease Management out(ome with respect to meeting the requirements.
Mechanisms exist to identify critical system components and functions by’
Medical devices - Purchase Security, Compliance & Iperforming a criticality analys\s for critical Technology Assets, Applications
HHSPLL evices - Hospitals are to include cyber security in procurement planning and decisions. Functional | Intersects With | Resilience Requirements | PRM-05  [naeend & N rand) SN R0 S detision points in the Secure 5
Definition IDevelopment Life Cycle (SDLC).
Mechanisms exist to align security, compliance and resilience capabilities
Information Security lwith business requirements through a steering committee or advisory board,
HHSP12 Governance - Ownership of [The Board is accountable for hospitals information security governance. Functional Equal Steering Committee & GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 10
i Program Oversight which meets formally and on a regular basis.
information security
Physical and environmental IMechanisms exist to document a Physical Security Plan (PSP), or similar
HHSP13 security - Policies and (1, documented policy and supporting procedures for maintaining physical Functional Equal Physical Security Plan (PSP)| PES-01.1 |document, to summarize the implemented security controls to protect 10
procedures Y P! P Iphysical access to technology assets, as well as applicable risks and threats.
Physical and environmental
" IA documented and approved procedure to remove papers and removable ’
HHSPL4 security - Clear desk and | 000 et o o B oo e oo Functional Subset Of Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 10
clear screen policy
Physical and environmental
" IA documented and approved procedure to remove papers and removable Sensitive / Regulated Data § IMechanisms exist to protect sensitive/regulated data wherever it is
HHSPL4 security - Clear desk and 5torage from easily accessible areas is implemented. Functional | Intersects With Protection DCH-OL.2 - |orocessed andjor stored 5
clear screen policy
Physical and environmental
" IA documented and approved procedure to remove papers and removable 1, |[Mechanisms exist to restrict removable media in accordance with data
HHSPL4 security - Clear desk and |00 et o oy B o e Fomeien Functional | Intersects With | Removable Media Security |  DCH-12  [[Ieehansie exist 1o 1estrict femovabye e 5
clear screen policy
Cloud security - Cloud
Hospitals have planned maintenance of health information via cloud services as IMechanisms exist to develop, disseminate, review & update procedures to
HHSP15 security policy & cloud Functional SubsetOf | Maintenance Operations |  MNT-01 10
B ey |documented in policies and agreements. facilitate the implementation of maintenance controls across the enterprise.
System acquisition, Mechanisms exist to compel data and/or process owners to operationalize
development and operationalising Securty. securiy, compliance and resience practices for each Technology Asset
r perationalizing Security, |Application and/or Service (TAAS) under their control
HHSPLG maintenance - Security ~ Health information systems are securely designed, and appropriate controls are | puncional | ntersects With | Camaionct & Rosioncy | Gov-1s 5
while developing  [implemented e e
applications, products or P
rices
System acquisition, Mechanisms exist to facilitate the implementation of industry-recognized
development and securty, complance and resiience practices nthe specicaton, desian,
of Technology Assets,
maintenance - Security  |Health information systems are securely designed, and appropriate controls are Secure Engineering g
HHSP16 i desciomma ™ eclomenien. Functional Subset Of rincles SEAOL  [applications andlor Services (TAAS). 10
applications, products or
rices
IMechanisms exist to create recurring backups of data, software and/or
Information backups - 11 [system images, as well as verify the integrity of these backups, to ensure the
HHSP17 P rackabeas [A backup and recovery procedure i in place. Functional | Intersects With Data Backups D L1 | e Lo sutioty Rocouy e O cthees (hros) one. 5
Recovery Point Objectives (RPOS)
Information backups Apphmm”“s"agnlg/m SGENKES Mechanisms Exlst to ensure the secure recovery and reconstitution of
HHSPL7 - |Abackup and recovery procedure is in place. Functional | Intersects With BCD-12 andfor Services (TAAS) to a known state 5
Policies and procedures (TAAS) Recovery & after a diomaption. compromise or failure
Change Management - [A documented process is in place for performing changes to new and existing Change Management o1 [Mechanisms exist to facilitate the implementation of a change management
HHSP18 Policies and procedures _[systems or services related to health information. Functional Subset Of Program CHGOL  lorogram. 0
Change Management - _[A documented process is in place for performing changes to new and existing Configuration Change 05 | Mechanisms exist to govern the technical configuration change control
HHSP18 Policies and procedures _|systems or services related to health information. Functional | Intersects With Control CHG02  |orocesses. s
Patch and vulnerability |4 gocumented process is in place for identifying vulnerabilities and updating Julnerability & Patch IMechanisms exist to facilitate the implementation and monitoring of
HHSPLY e e % ™" [patches on the hospitas systems, services and applications. Functional Subset Of Management Program VPM-OL - uinerability management controls. 10
Patch and vulnerability
v IA documented process is in place for identifying vulnerabilities and updating Vulnerability Remediation 0, |Mechanisms exist to ensure that vulnerabilities are properly identified,
HHSPLY e e % ™" [patches on the hospitals systems, services and applications. Functional | Intersects With Process VPM-02 " lracked and remediated. 5
Patch and vulnerability Mechanisms exist to conduct software patching for all deployed Technology
v IA documented process is in place for identifying vulnerabilities and updating Software & Firmware VR ot eoubdnhmttimrbiogict y Sl iAo i
HHSPLY e e % ™" [patches on the hospitls systems, services and applications. Functional | Intersects With Patching VPM-05 -+ APP 3 (TARS). 9 5
Human resource security - |Hospitals, at a minimum, screen all personnel by verifying their identity, previous
HHSP20 Terms and conditions of applicable health and criminal Functional Equal Personnel Screening HRs-04  [Mechanisms exist to manage personnel security risk by screening individuals 10
ppic o prior to authorizing access.
Mechanisms exist to assign one or more qualified individuals with the mission
" " swla\sb;‘n;ccessmg‘heal\tz\r;‘fwr;allzn are to Snsure: @ mformatl\)u:' security Assigned Security, [and resources to centrally-manage, coordinate, develop, implement and
uman resource security - |responsibilities are clearly defined and assigned b: a governance bo ; .04 |maintain an enterprise-wide Security, Compliance & Resilience Program
HHsp21 (i e ey sciies i e £t omatone Functional | Intersects Wih | Complance & Resience | Gov-04 |t 5
lindividual is responsible for health information security. P
- Mechanisms exist to enforce an accountability structure so that appropriate
" " wla\sb;‘nrccessmg‘heal\tz\r;‘fwrd“allzn are to :nbswe a: mformatl\)u:' security Stakeholder A - [teams and individuals are empowered, responsible and trained for mapping,
uman resource security - responsw ilties are clearly defined and assigned b: a governance bor akeholder Accountabilty ; Imeasuring and managing Technology Assets, Applications, Services and/or
HHSPZL Roles and healt Security activitles s in place . at least one Functional | Intersects With Structure GOV e (TAASD)-related risks. 5
individual is responsible for health information securiy.
Mechanisms exist to establish an authoritative chain of command with clear
" " oswla\sb;‘nrccessmg‘heal\tz\r;‘fwd“allzn are to :nbswe a: mformatl\)u:' security Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
uman resource security - |responsibilities are clearly defined and assigned b: a governance bor uthoritative Chain o : related to managing Technology Assets, Applications, Services andjor Data
HHSPZL Roles and heal Security activitles s in piace . at least one Functional | Intersects With Command GOV-04.2 | ASD) related risks. 5
individual is responsible for health information securiy.
Security, Compliance &
Human resource securiy - There has been an assessment f information security taining needs and a § o1 |Mechanisms exist to facilitate the implementation of security workforce
HHsP22 Training requirements  [training plan is put in plac Functional Subset Of Resiflence Minded SAT-0Llgevelopment and awareness controls. 0
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STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description U SCF Control o e, s Notes
Health information security . .
0
Roles and responsibilities |"®P" ying 9 P P P
Business continuity and Mechanisms exist to facilitate the implementation of contingency planning
disaster recovery  |Establish criteria for developing business continuty, disaster recovery, Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
HHSP24 management - ICT loperational resilience strategies, and capabilities based on disruption impacts Functional Subset Of Management System BCD-01  |Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
readiness for business  |and risk to hospitals. (Continuity & Disaster Recovery (BC/DR) playbooks).
ntinuity
Business continuity and
disaster recovery  [Establish criteria for developing business continuity, disaster recovery, ’ .
Recovery Time / Point IMechanisms exist to facilitate recovery operations in accordance with
HHSP24 management - [T |operational resilience strategies, and capabilities based on disruption impacts Functional | Intersects With BCD-01.4 B
et e businass  |ond pk b hesploe: Objectives (RTO / RPO) [Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
ntinuity
Supplier Suppliers are evaluated, and their information security activities g} o1 [Mechanisms exist to facilitate the implementation of third-party management
HHSP25 Supply chain risks  [are reviewed before and after onboarding of their systems and services. Functional Subset Of | Third-Party Management | TPM-01 | oirq)c 10
Supplier suppliers are evaluated, and their information security activi Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition or
. . ¥ outsourcing of technology-related Technology Assets, Applications and/or
HHSP25 Supply chain risks  [are reviewed before and after onboarding of their systems and services. Functional | Intersects With | cceements & Approvals | 1042 000 e RS). 9 9 PP 8 s
[Mechanisms exist to monitor, regularly review and assess External Service
Supplier Suppliers are evaluated, and their information security activities Review of Third-Party » |Providers (ESPs) for compliance with established contractual requirements.
HHSP25 Supply chain risks  [are reviewed before and after onboarding of their systems and services. Functional | Intersects With Service: TPM-08 Ifor security, compliance and resilience controls s
Medical devices - Medical |Vulnerability scanning on medical devices is only performed when they are ina Compensating 3 Mechanisms exist to identify and implement compensating countermeasures
HHSP26 device scanning test environment not connected for patient care. Functional | Intersects With c RSK-06.2 15 reduce risk and exposure to threats. s
. } Vulnerability & Patch }
ledical devices - Medical [Vulnerability scanning on medical devices is only performed when they are in a o1 [Mechanisms exist to facilitate the implementation and monitoring of
HHSP26 device scanning ltest environment not connected for patient care. Functional Subset Of Management Program VPM-O1 |\ inerability management controls. 0
2l devices - Medical [Vuinerability scanning on medical devices is only performed when they are in a o6 |Miechanisms exist to detect vulnerabilities and configuration errors by routine]
HHSP26 device scanning test environment not connected for patient care. Functional | Intersects With | ~ Vulnerability Scanning VPM-06 |,\jinerability scanning of systems and applications, 5
Mechanisms exIst to assign one or more qualified Individuals with the mission
Information Security  [Roles and responsibilities are defined and documented for planning, Assigned Security, and resources o cantrally-manage, coordinate. develop, mplement and
HHsP27 Governance - Roles and _[implementing, operating, assessing, and reporting on the hospitals information | Functional | Intersects With | Compliance & Resilience |  GOv-04  [nine it ioes (8 S0 o8 Y e e, O pliance & Resilience Program B
responsibilities security requirements. Responsibilities (Scp)
Mechanisms exist to enforce an accountability structure so that appropriate
Information Security  [Roles and responsibilities are defined and documented for planning, Stakeholder Accountabilty teame and individuals are empoered, responsible and trained for mapping,
HHsP27 Governance - Roles and |mplementing, operating, assessing, and reporting on the hospitals information |  Functional | Intersects With der Accou GOV-08.1  [meacuring and managing Technology Assets, Applications, Services ancfor B
responsibilities security requirements. [Data (TAASD)-related rieks.
Information Security Mechanisms exist to compel data and/or process owners to operationalize
Governance - Information Operationalizing Security, Isecurity, compliance and resilience practices for each Technology Asset,
HHSP28 s i royea " |Hospitals are to ntegrate information security into project management Functional | Itersects With | Compliance & lsilence | GOV-15. [Appicaion andor ervice (TAAS) under thir control B
o e Capabilities
- Mechanisms exist to assess security, compliance and resilience controls in
Information Security Security, Compliance & lsystem project development to determine the extent to which the controls
HHSP28 Governance - Information |, ;itai< are to integrate information security into project management. Functional | Intersects With |  Resilience In Project PRM-04 [are implemented correctly, operating as intended and producing the desired 5
security in project Management loutcome with respect to meeting the requirements.
management
Information Security Mechanisms exist to identify critical system components and functions by
Governance - Information Security, Compliance & Iperforming a criticality analysis for critical Technology Assets, Applications.
HHSP28 s i royea " |Hospitals are to ntegrate information security into project management Functional | Intersects With | Resilience Requirements | PRM-05  [nqefend & TR SINE S Eh eq dacision points in the Secure 5
management Definition Development Life Cycle (SDLC).
Compliance - Compliance |Relevant legal, regulatory and contractual requirements are identified and Statutory, Regulatory & 01 |Mechanisms exist to facilitate the identification and implementation of
HHSP29 requirements implemented. Functional Subset Of Contractual Compliance CPL-O1  |rolevant statutory, regulatory and contractual controls. B
Cloud security - Cloud
|A risk assessment methodology and cloud assurance activities that support the o1 |Mechanisms exist to facilitate the implementation of strategic, operational
HHSP30 securlty fisk assessment luse of cloud technologies are in place. Functional SubsetOf | Risk Management Program | - RSK-01\o tactical risk management controls 10
- [Mechanisms exist to assess security, compliance and resilience controls n
Systemacquisiton. | . s are identited. d - Security, Compliance & ystem project developrent o determine the extent o which the cortrol
evelopment an alth information business security requirements are identified, documentet : y lemented correctly, operating as intended and producing the desired
HHSP31 maintenance - Business and|and approved when developing or acquiring applications. Functional | Intersects With Resusz;:e':‘“zﬂm PRM-04 [are implemen respect to meeting the requirements, 5
security requirements
- . Mechanisms exist to identify critical system components and functions by’
ystem acquisition, Iperforming a criicality analysis for critical Technology Assets, Applications
HSP31 development and  [Health information business security requirements are identified, documented Functional | Intersects with | neesunty. Compliance & | orw0s  |andlor Services (TAAS ) o pre-defined decision pointin the Secure s
maintenance - Business and|and approved when developing or acquiring applications. Deﬁm?‘o" IDevelopment Life Cycle (smc)
security requirements
Mechanisms exist to design, develop and produce Technology Assets,
System acquisition, Minimunm Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
HSP31 development and  [Health information business security requirements are identified, documented Functional | ntersects with e et TDA02 |and functional specifications ensure Minimum Viable Product (MVP) criteria s
maintenance - Business and[and approved when developing or acquiring applications. ‘Requirements lestablish an appropriate level of security and resiliency based on applicable
Security requirements risks and threats.
Mechanisms exist to conduct recurring assessments of risk that includes the
. IRisk assessments are performed on new and existing systems and applications likelihood and magnitude of harm, from unauthorized access, use, disclosure,
HHSP32 Risk management - Risk .24 1120206 health information to understand and manage the risks posed to Functional Equal Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 10
assessments the hospita) while using them |Assets, Applications, Services and/or Data (TAASD).
Change Management - _[The proposed changes are to be analysed for potential security threats and their Security Impact Analysis for 03 |Mechanisms exist to analyze proposed changes for potential security
HHSP33 Security testing limpact to the hospital. Functional Equal Changes CHG-03  limpacts, prior to the of the change. 10
Asset lifecycle security -
HHSP34 Health information and [F€2Ith information and associated assets are appropriately protected, used, and | ¢, tigna| Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Ihandled based on their importance.
associated assets
Asset lifecycle security -
IHealth information and associated assets are appropriately protected, used, and Endpoint Device 01 |Mechanisms exist to facilitate the implementation of Endpoint Device
HHSP34 Health information and | gled based on their importance. Functional Subset Of Management (EDM) END-01 (EDM) controls. 10
associated assets
Business continuity and
disaster recovery [In the event of a disruption o failure, critical health information and/or services Resume All Missions & IMechanisms exist to resume all missions and business functions within
HHSP35 management - Information are identified, and measures are taken for the continuity of services. Functional | Intersects With | g giness Functions BCD-02.1  |gecovery Time Objectives (RTOs) of the contingency plan's activation 5
security during disruption
Business continuity and i
IMechanisms exist to continue essential missions and business functions with
disaster recovery In the event of a disruption o failure, critical health information and/or services Continue Essential Mission
HHSP35 Functional | Intersects With BCD-02.2  ittle or no loss of operational continuity and sustain that continuity until full 5
management - Information are identified, and measures are taken for the continuity of services. & Business Functions
security during disruption system restoration at primary processing and/or storage sites.
ot N Mechanisms exist to require contractual requirements for applicable security,
upplier Management - iy .okl information securlty requirements are to be included in the Third-party Contract lcompliance and resilience requirements with third-parties, reflecting the
HHSP36 Information security within |T05 85°RTAIS THERRTIon FECmty rea Functional Equal Requirements TPM-05  |5rganization’s needs to protect its Technology Assets, Applications, Services 10
supplier agreements landJor Data (TAASD).
7 [Mechanisms exist to facilitate the implementation of cryptographic
HHSP37 Cryptography - Use of - |Rujes for effective use of cryptography including encryption and key Functional Subset Of Use of Cryptographic CRY-01 controls using known public standards and trusted cryptographic 10
ptograp Jtechnologies.
Identity and access.
: [The complte fecycl of user account(s)being used to access, process, or : IMechanisms exist to proactively govern account management of individual,
HHSP38 e meac | manage health information is managed. Functional Equal Account Management IAC-15 " lgroup, system, service, application, guest and temporary accounts, 10
Identity and access Mechanisms exist to strictly govern the use of Authenticate, Authorize and
HHSP39 management - Information |/Se" 2ccounts are authenticated and circumventing the authentication process s\ gynctional Equal Authenticate, f::;‘)’”ze and| ac.01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 10
authentication is . [Service Provider (ESP)
|Access to health information and its associated assets is defined and authorised
HHSP40 Ny N0 ACCeSS htslaCCOrding to the business and security requirements and adhere to the hospitals |  Functional | Intersects With | Access Enforcement 20 O acieln o~ o) ol sy CONro! (LAC) permissions that 5
g '9"tSlidentity and access management policy or procedures. princip privilege.
Inccase v oot mrormation ama o 2esete o donmed and anthoreed Mechanisms exist to enforce Role-Based Access Control (RBAC) for
ccess to health information and its associated assets is defined and authorise ' [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
HHSP40 man‘a";e’:i'gyff‘:&‘ecsfigms according to the business and security requirements and adhere to the hospitals |  Functional | Intersects with | Ro!e-Baseq fccess Control | yac.og 20200 o Idividusis acsigned specific roles with legitimate business needs. 5
dentity and access management policy or procedures.
Identity and access Mechanisms exist to restrict and control privileged access rights for users
d IHospitals are to ensure that only authorised users, software components and Privileged Account y it abieisinbel o iy
HHSPAL e anta 9% [services are provided with privileged access rights. Functional Equal Management (PAM) 1AC-16 i < Aop! g (TAAS). 0
ety and Mechanisms exist to enforce Role-Based Access Control (RBAC) for
entity and access . |Access to source code, development tools, and software libraries are restricted, Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
HHSPa2 management - Access to. |oCCECC Gl managed, and raintained. Functional | Intersects With (RBAC) IAC-08 laccess to individuals assigned specific roles with legitimate business needs. 5
Source code
HsPa ety A aCCess o [Access to source code, development tools, and software libraries are restricted, | gy o || Access to Program Source | 1o oo [Mechanisms exist to limit privileges to change software resident within s
e cade lappropriately managed, and maintained. Code software libraries
Mechanisms exist to employ boundary protections to isolate Technology
HHSPa3 Medical devices - Protecting|Where possible, production and legacy medical devices are on a separate Functonal | ntersects win | S91an o System NET-03.7 |ASsete, Applications andlor Services (TARS) that support critica! missions s
medical devices |network. nents AR e
Medical devices - Protecting|Where possible, production and legacy medical devices are on a separate Compensating y IMechanisms exist to identify and implement compensating countermeasures
HHSP43 medical devices |network. Functional | Intersects With | co\ ntermeasures RSK-06.2 lt5 reduce risk and exposure to threats. s
Mechanisms exist to prevent unsupported Technology Assets, Applications.
land/or Services (TAAS) by.
(1) Removing ando replcing TAAS when support for e components s no
i Unsupported Technology longer available from the developer, vendor or manufacturer; and
HHSP43 el e porecting|Wihere possible, production and legacy medical devices are on a separate Functional | Intersects With | Assets, Applications and/or |  TDA-17  |(2) Requiring justification and documented approval for the continued use of 5
Services (TAAS) lUnsupported TAAS required to satisfy mission/business needs.
Medical devices - |Al medical devices are maintained as per the latest updates from the y Mechanisms exist to install the latest stable version of any software and/or
HHsPa4 \ ers and current “ standards. Functional Equal Stable versions VPM-041 |security-related updates on all applicable systems. 0
. Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
HHSP45 e eturmiease "> [thor dispoeator when they are being roturmed, - C 011 sentised before Functional Equal Destruction or Re-Use of | AST-09  |components using organization-defined techniques and methods to prevent 10
P Y 9 Equipment linformation being recovered from these components.
I ormation Securt Mechanisms exist to provide governance oversight reporting and
. Y e |Metrics affecting the hospitals cyber security posture are regularly reported to Status Reporting To to those entrusted to make executive decisions about
HHSP46 Governance - Performance |1 T 00 1 eions made are clearly documented. Functional | Intersects With Governing Body GOV-01.2  |matters considered material to the organization's Security, Compliance & 5
measurement [Resilience Program (SCRP)
I ormation Securt Mechanisms exist to develop, report and monitor Security, Compliance &
5 unty IMetrics affecting the hospitals cyber security posture are vegmarly reported to Resilience Program (SCRP) measures of performance.
HHSP46 Governance - Performance [I181[°S alfecting e oS tals o) e o e renanie. Functional | Intersects With | Measures of Performance |~ GOV-05 5
measurement
Physical and environmental
security - Maintenance of |Update, protect and maintain the devices installed as physical security Physical & Environmental 01 |Mechanisms exist to facilitate the operation of physical and environmental
HHSP47 physical and environmental [safeguards including the uilities. Functional Subset O Protections PES-O1  lorotection controls. 10
sect
Physicl access conrol mechanisms exit to enforce physical sccess
HHSP48 Phys‘icﬂ@:ﬂ\fmrs‘?&rpenm ISecure areas of the hospital are protected from unauthorised personnel. Functional | Intersects With | Physical Access Control PES-03 all physical access points (including designated entry/exit 5
security - Misitor - ot o facifes (ekcivding shose arcas aithin e focity oftcily
9f 24 designated as publicly accessible).
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] ; echanisms exit o dentity systems, equipment and respective operating
Physical and environmental
" Physical Security of Offices, y hat require limited physical access so that appropriats
HHSP48 urity - Visitor  [Secure areas of the hospital are protected from unauthorised personnel. Functional | Intersects with | PYSical Securlty of Off L A A A AL B
management system
and facilities.
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
) Authentication for Third- |Applications and/or Services (TAAS).
Remote working - Remote [Secure mechanisms are available and supported by a documented policy or
HHSP49 Functional | Intersects With | Party Technology Assets, |  IAC-05 B
working requirements  [guidelines o connect to the hospital network and access health information. Aot anay Seoes|
(TAAS)
HHSPa9 Remote working - Remote [Secure mechanisms are available and supported by a documented policy or Functional subsetOf | Network Security Controls | yer o1 |Mechanisms exist to develop, govern & update procedures to facilitate the o
working requirements  [guidelines o connect to the hospital network and access health information. (NSC) implementation of Network Security Controls (NSC).
} [Mechanisms exist to facilitate the implementation of tailored development
Web security - Security of [Security controls are implemented while developing the web applications to Technology Development & ’
HHSPS0 ety O e mials B moa et Functional Subset Of O e TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs.
Mechanisms exist to design and Implement product management processes
to proactively govern the design, development and production of Technology
|Assets, Applications andor Services (TAAS) across the System Development
Life Cycle (SDLO) to:
Web security - Security of [Security controls are implemented while developing the web applications to § (1) Improve functionality;
HHSPS0 web applications lprotect hospitals from potential cyber-attacks. Functional | Intersects With |  Product Management TDA-0L.1 |(3) Enhance security and restiency capabiles 5
(3) Correct security deficiencies; a
(@) Conform with applicable statutory. regulatory andfor contractual
lobligations.
- Secure Software Mechanisms exist to develop appiications based on Secure Software
Web security - Security of [Security controls are implemented while developing the web applications to 06 | o (SSuP)
HHSPS0 ey O e mials B potam e tacre Functional | Inersects With | - Development Practices | - TDA-05 P ices (SSDP) 5
Cloud security - Cloud Mechanisms exist to ensure the cloud security architecture suppors the
HHSPS1 e actons)  [Me hospita's architectural strategy supports the adoption of cloud technologies. | Functional Equal Cloud Security Architecture | CLD-02  [organization's technology strategy to securely design, configure and 10
Imaintain cloud
Cloud security - Use of ot ’ .
Hospitals are to make use of developed and configured APIs for secure transfer of] Application Programmin 04 [Mechanisms exist to ensure support for secure interoperability between
HHSP52 app“‘?:g:'g‘cg'("f;ﬁmm'"g Ihealth information between different cloud components. Functional Equal Interface (API) Security CLD-04 | omponents with Application Programming Interfaces (APIs). 10
) IMechanisms exist to ensure multi-tenant owned or managed assets (physical
HHSP53 Cloud security - Cloud  ospitals are to ensure that appropriate controls are implemented to protect Functional Equal Multi-Tenant Environments | CLD-06 |and virtual) are designed and governed such that provider and customer 10
Y g (tenant) user access is appropriately segmented from other tenant users.
Communications security - [Networks and network devices used within hospitals or supporting hospitals o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
HHSP54 Network security lsystems and applications are securely managed. Functional Subset Of Asset Governance AST-0L i blement and manage asset management controls. .
Mechanisms exist to develop, document and maintain secure baseline
Communications security - [Networks and network devices used within hospitals or supporting hospitals Secure Baseline g for Technology Assets, Applications and/or Services (TAAS)
HHSP54 Network security lsystems and applications are securely managed. Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 5
Communications security - [Networks and network devices used within hospitals or supporting hospitals Network Security Controls 01 [Mechanisms exist to develop, govern & update procedures to facilitate the
HHSP54 Network security lsystems and applications are securely managed. Functional Subset Of (NSC) NET-01 i blementation of Network Security Controls (NSC) 10
Communications security - [The systems and applications used to process, store or transmit health Isolation of System fechanisme exist to embloy boundary protections Lo lsolate Technology,
- . . |Assets, Applications and/or Services (TAAS) that support critical missions.
HHSPSS Segregation of networks _[information are connected to a separate, dedicated network. Functional | Intersects With Components NET-03.7 s I (TAAS) PP 5
and/or business functions
Communications security - [The systems and applications used to process, store or transmit health Network e e L0 ansure network architecture uthizes network
- . g isolate Technology Assets, Applications andor Services
HHSPSS Segregation of networks [information are connected to a separate, dedicated network Functional | Intersects With | (12 crosegementation) T Ry ko protect rom atver netwark resourene ' °
Mechanisms exist to facilitate the implementation of contingency planning
nformation back ack  health information. <oft . rected and Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
formation backups - |Backup copiesof health information software and systems are protected an 01 [Services (TAAS) (e.. Continuity of Operations Plan (COOP) of Business
HHSPS6 Functional Subset Of Management System BCD-01 10
backup with the backup and recovery procedure 9 4 (Continuity & Disaster Recovery (BC/DR) playbooks)
Jechanisms exist t crate recurting backups of dta, software andlo
Information backups - [Backup copies of health information software and systems are protected and § ages, as well 2 verify the ineariy of these backups, o ensure the
HHSPS6 backup with the backup and recovery procedure Functional | Intersects With Data Backups BCD-11 (X Eiity of the data to satisfy Recovery Time Objectives (RT0S) s
Recovery Point Objectives (RPOS)
Jechanisms exist t crate recurting backups of dta, software andlo
Information backups - [Backup copies of health information software and systems are protected and § ages, as well 2 verify the ineariy of these backups, o ensure the
HHSPS6 backup with the backup and recovery procedure Functional | Intersects With Data Backups BCD-11 (YR Eiity of the data to satisfy Recovery Time Objectives (RT0S) s
Recovery Point Objectives (RPOS)
Information backups - [Backup copies of health information software and systems are protected and Backup Modification and/or ' IMechanisms exist to restrict access to modify andjor delete backups to
HHSPS6 backup with the backup and recovery procedur Functional | Intersects With Destruction BCD-1110 privileged users with assigned data backup and recovery operations roles. 5
[Health information backups are tested for their restoration in accordance with
Information backups - Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
HHSPS7 o ocacib® ™ |the documented backup and recovery procedures. Hospitals are able to access | Functional Equal it LB R e e A oA iy 10
restored backups as well
Mechanisms exist to manage separate development, testing and operational
SChangLe Mandagetmenl o Hospitals devel " N 4 applicati « " " of D to reduce the risks of unauthorized access or changes to the
eparate production and |Hosgitals developing inhouse systems and applications are to maintain separate ’ loperational environment and to ensure no impact to production Technolo
HHSPS8 Functional Equal Testing and Operational | TDA-08  |9P pact to p 9y 10
non-production Iproduction and non-production environments. i a E?w‘mnm"ents |assets, Applications and/or Services (TAAS).
environments
Patch and vulnerabilty
Igentied uulnerabiltis or unpatched systems, services or applications within Vulnerability Remediation IMechanisms exist to ensure that vulnerabilities are properly identified,
HHSPS9 management - Patch and Functional | Intersects With VPM-02 5
e et |the hospital are properly identified, tracked and remediated. Process ltracked and remediated
Patch and vulnerabilty
. Igentied uulnerabiltis or unpatched systems, services or applicatons within 06 |Mechanisms exist to detect vulnerabilities and configuration errors by routine
HHSPS9 management - Patchand  ltne hospital are properly identified, tracked and remediated. Functional | Intersects With | Vulnerability Scanning VPM-06 \uinerability scanning of systems and applications. s
Vulnerabilities remediation
Wechariams &5t Gevelop, document and raitai secure baselne
Hospitals have a baselin in place for new and Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
HHSPEO T Gacure configuration ' [oxiating operating systems, scrvices and appications. Functional Equal Configurations CFG0Z e onsitent with nausty accepied ystem hardening Standards. 10
Mechanisms exist to facilitate the implementation of contingency planning
Copacit Ithe capacity requi for of processing faclities, Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
HHSP61 Pl and support during operations are Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
apacity management  |<°! Continuity & Disaster Recovery (BC/DR) playbooks).
[The capacity for of processing facilities, [Mechanisms exist to facilitate the implementation of capacity management
HHSP61 cgapaa‘c“‘{y management. and support during operations are Functional Subset Of Capaclly & P:m"{‘a”‘e CAP-01  [controls to ensure optimal system performance to meet expected and 10
P 9 Imet Janticipated future capacity requirements.
Endpoint security - Malware |Health information on hospital systems and associated assets are protected Malicious Code Protection 04 |Mechanisms exist to utilize antimalware technologies to detect and eradicate
HHSP62 protection lagainst malware. Functional Equal (Anti-Malware) END-04maiicious code, 10
Data leakage prevention - |Hospitals detect and prevent data leakage through the unauthorised disclosure Monitoring For Information 17 |Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HHSPE3 Data leakage prevention [and siphoning of information by individuals, systems or services. Functional | Intersects With Disclosure MON-11 - \gisclosure of non-public information. 5
Data leakage prevention - |Hospitals detect and prevent data leakage through the unauthorised disclosure 1, |automated mechanisms exist to implement Data Loss Prevention (DLP) to
HHSPE3 Data leakage prevention [and siphoning of information by individuals, systems or services. Functional | Intersects With | Data Loss Prevention (DLP) | - NET-17 o 5tect sensitive information as it is stored, transmitted and processed. 5
Business continuity and
isaster recovery Contingency Plan Root .
[The lessons learned from business continuity and disaster recovery testing are s exist to conduct a Root Cause Analysis (RCA) and "lessons
HHSP64 management - ICT . ° Functional Equal Cause Analysis (RCA) & |  BCD-05 : 10
T elonss |reflected in the established and implemented information security controls, e leared" activity every time the contingency plan is activated.
continuity
Mechanisms exist to develop, document and maintain secure baseline
Medical devices - Medical devices are compliant with relevant standards, and the identified risks Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
HHSP65 Compliance activities  [are documented within the medical device risk register. Functional | Intersects With Configurations CFG-02lthat are consistent with industry-accepted system hardening standards. 5
Wedical devices - Hedical devicesare complant wih rlevart standards, and th identied fsks y Mechanisms exist to maintain a risk register that facilitates monitoring and
HHsP65 Compliance activities _[are documented within the medical device risk regis Functional _ | Intersects With Risk Register RSK031|reporting of risks. s
Medical devices - |Medical devices are compliant with relevant standards. and the identified risks Compensating y Mechanisms exist to identify and Implement compensating countermeasures
HHSPES Compliance activities _are documented within the medical device risk register. Functional | Intersects With c RSK-96-2 lto reduce risk and exposure to threats. s
Physical and environmental
secuty - Montoring of _ instlled physicaland enyionmental security mechanisms are monitored for 05 |Physical access control mechanisms exist to monitor for, detect and respond
HHSPGO physical and environmental [potential security inciden Functional Equal Monitoring Physical Access | PES-05 g bhycical security incidents. 10
Security mechanisms
Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls
HHSP67 Complance - Review o - [Reqular reviews are performed to confirm that the legal, regulatory statutory, Functional | Intersects with | —-aamity: Compliance CPL02  |oversight function that reports o the organisation's executive Ioadership, s
compliance land contractual e oo
[Mechanisms exist to implement an internal audit function that is capable of
Complance - Review o - [Reqular review are performed o confirm tha the legal, regulatory, tatutory, ; lroviding senior organization management with insights into the
HHSPe7 compliance land contractual Functional | Intersects With | - Internal Audit Function | CPL-02.1  f55propriateness of the organization's technology and information 5
lgovernance processes.
erodic Revien & Update of Mechanisms exist to review the Security, Compliance & Resilience Program
iodic Review i
Compliance - Review of  [Regular reviews are ervormea to mnmm that the legal, regulatory, statutory, (SCRP), including policies, standards and procedures, at planned intervals or
HHSPG7 complance nd contractual requir gl regulatory, v Functional | Intersects With | Security, Compliance & | GOV-03 |if significant changes occur to ensure their continuing suitabilty, adequacy 5
Resilience Program land effectiveness.
System acquisition, Mechanisms exist to facilitate the implementation of security, compliance
development and Independent security reviews are defined and implemented before any new or Information Assurance (IA) g jand resilience assessment and authorization controls.
HHSPGS - upgrades on systems are moved to the production environment. Functional Subset Of Operations 1A0-01 10
reviews
Mechanisms exist to formally assess the security, compliance and resifience
System acauisition, controls in Technology Assets, Applications andor Services (TAAS) through
' Information Assurance Program (IAP) activities to determine the extent to
development and _[Independent security reviews are defined and implemented before any new or '
HHSP68 i e e e T e etore o Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 5
e e Iproducing the desired outcome with respect to meeting expected
requirements.
IMechanisms exist to create recurring backups of data, software and/or
Information backups - |Authorised personnel or teams are alerted upon unsuccessful or incomplete 11 [system images, as well as verify the integrity of these backups, to ensure the
HHSPG9 Monitoring of backups  |backups. Functional | Intersects With Pata Backups BCD-11 [ lailability of the data to satisfy Recovery Time Objectives (RTOs) and s
Recovery Point Objectives (RPOS).
Information backups - |Authorised personnel or teams are alerted upon unsuccessful or incomplete . Testing for Reliability & g Mechanisms exist o routiney test backups hat verly the rlablty o the
HHSP6Y Monitoring of backups  [backups. Functional | Intersects With Integrity BCD-111 - |packup process, as well as the integrity and availability of the dat s
_ IMechanisms exist to automatically alert incident response personnel to
HHSP69 o acioes  [hachonsed personnel or teams are alerted upon unsuccessful or incomplete Functional | Intersects With Automated Alerts MON-01.12 [inappropriate or anomalous activities that have potential security incident 5
implications.
_ IMechanisms exist to generate, monitor, correlate and respond to alerts from
HHSP69 information backups - - Authorised personnel o teams are alerted upon unsuccessful or incomplete Functional | Intersects With | System Generated Alerts | MON-01.4 |physical. cybersecurity, data protection and supply chain activities to achievel 5
Monitoring of backups  [backups.
integrated situational awareness.
" [The activities performed on the health information processing systems, services. i
HHSP70 Logging and monitoring - |gg 3 ppiications are logged and stored as per the hospitals logging and auditing | Functional Subset Of Continuous Monitoring MoN-01  [Mechanisms exist to facilitate the implementation of enterprise-wide 10
Logging and monitoring (77 *PPICAl Imonitoring controls.
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IMechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at 2 minimum
. ) 1) Establish what type of event occurred;
_ [The activities performed on the health information processing systems, services
HHSP70 i aa":d'rn";‘;:f;‘": land applications are logged and stored as per the hospitals logging and auditing |  Functional | Intersects With |  Content of Event Logs MON-03 2: mi?E‘fﬁéiigﬁﬂfﬂéﬁeve"’ oceurred: 5
999 9 |requirements. 4) The source of the event;
5) The outcome (success o failure) of the event; and
6) The identity of any user/subject associated with the event.
[The activities performed on the health information processing systems, services } :
HHSP70 Logging and monitoring - |, 3ppjications are logged and stored as per the hospitals logging and auditing | Functional | Intersects With Audit Trails MON-03.2  [Mechanisms exist to link system access to individual users or service B
pp 99 2 pitals logging 9
Logging and monitoring 771 2P C21 laccounts.
Logging and monitoring - [The health information processing systems, services and applications are Synchronization With ’ IMechanisms exist to synchronize internal system clocks with an authoritative
HHSP71 Clock synchronisation  |synchronised to an approved time source. Functional Equal Authoritative Time Source | MON-07-1 ltimo Source. 10
Human resource security - ’ .
IMechanisms exist to sanction personnel failing to comply with established
HHSP72 Terms and conditions of Breach of and supplier are enforced. Functional | Intersects With | Personnel Sanctions HRS-07 e o aamr s o ot B
employment
Mechanisms exist to require contractual requirements for applicable security,
Human resource security - Third-Party Contract lcompliance and resilience requirements with third-parties, reflectin
HHSP72 Terms and conditions of |[Breach of and supplier are enforced. Functional | Intersects With e TEM-05  |organization's needs to protett its Technology Assets, Applications, Services B
employment land/or Data (TAASD).
‘Asset lifecycle security - |Misuse of the hospitals assets is investigated, and documented procedures are } .
HHSP73 Health information and _ [followed as stated in the acceptable use policy, contractor agreements or service|  Functional | Intersects With |  Personnel Sanctions HRs-07  [Mechanisme exist to sanction personnel faling to comply with established 5
associated assets _|agreements. Y P g P
‘Asset lifecycle security - |Misuse of the hospitals assets is investigated, and documented procedures are } )
HHSP73 Health information and  [followed as stated in the acceptable use policy, contractor agreements or service |  Functional | Intersects With | Workplace Investigations | HRs-07.1 [techanisms exist to conduct employee misconduct investigations when 5
associated assets _|agreements. policy
Asset lifecycle security - |Misuse of the hospitals assets is investigated, and documented procedures are - }
HHSP73 Health information and  [followed as stated in the acceptable use policy, contractor agreements or service |  Functional | Intersects with | Moritoring for fhird Party | - gpy g7 |fechanisme exist to monitor for evidence of unauthorized exdiltration or 5
associated assets _|agreements. 9 -
Mechanisms exist to monitor, regularly review and assess External Service
Asset lifecycle security - |Misuse of the hospitals assets is investigated, and documented procedures are Review of Third-Party Providers (ESP) for compliance with cstablished contractual requirements
HHSP73 Health information and  [followed as stated in the acceptable use policy, contractor agreements or service |  Functional | Intersects With Lo o TPM-0B  [tor seccrity, compliance and resilience controls. 5
associated assets.
Health information security
HHSP74 incident management - |- 9ence gathered as part of the health incident management process is Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Collection of evidence ~ [*PProPriately P
Health information security
[Evidence gathered as part of the health incident management process is Sensitive / Regulated Data IMechanisms exist to protect sensitive/regulated data wherever it is
HHSP74 incident management - Functional | Intersects With DCH-01.2 5
et management - |appropriately protected Protection lprocessed andjor stored.
Health information security IMechanisms exist to perform digital forensics and maintain the integrity of
HHSP74 incident management - |- 9ence gathered as part of the health incident management process is Functional | Intersects With Chain of Custody & IRO-08 |the chain of custody, in accordance with applicable laws, regulations and 5
Collection of evidence ~[2PProPriately p industry-recognized secure practices.
[Mechanisms exist to provide governance oversight reporting and
Health information securty recommendations to those entrusted to make executive decisions about
incident management - - Imatters considered material to the organization's Security, Compliance &
IHospitals report all security incidents and near misses to the hospital's senior Status Reporting To : 2
HHSP75 Learning f’“’“szc'fri‘ym ‘or to the Board by a nominated Information Security Officer. Functional | Intersects With Governing Body GOV-01.2  |Resilience Program (SCRP). 5
incident
Health nformatonsecury hechonisms exi: o timely.seprt nciderts o sppiabe
IHospitals report all security incidents and near misses to the hospital's senior Incident Stakeholder (1) Internal stakeholders;
HHSP75 Learning from a health 212 Jo ent or to the Board by a nominated Information Security Officer. Functional | Intersects With Reporting IRO-101(5) Affected clients & third-parties; and 5
information security h
(3) Regulatory authorities
incident
Human resource security -
L2 fuman resource Security - lsecurity roles and responsibilities of personnel are included within job Functional SubsetOf | Human Resources Security | oc o |Mechanisms exist to facilitate the implementation of personnel security 0
descriptions. Management lcontrols
employment
Human resource security -
L2 fuman resource SEcUrity - Isecurity roles and responsibilities of personnel are included within job Functional | Intersects with Defined Roles & Rs.03  |Mechanisms exist to define cybersecurity roles & responsibiltis for all 5
descriptions. Responsibilities lpersonnel.
employment
Human resource security - |A breach of information security, including information by persont
HMLO3 Terms and conditions of _[considered a security policy violation. Consequences of 4 security policy violation|  Functional | Intersects With | Personnel Sanctions HRS-07  [Mechanisme et to so o personne! rauing to comply with established 5
employment lleads to a disciplinary process. Y P g P
Human resource security - |A breach of information security, including information by persont
HMLO3 Terma and conditions of _|considered a security policy violation. Consequences of 4 security policy violation|  Functional | Intersects With | Workplace Investigations | HRS-07.1 rechanisms exist o conduct employee Mmisconduct investigations when 5
employment lleads to a disciplinary process. policy
Human resource security -
IProcedures for providing and revoking logical and physical access when User Provisioning & De- g Mechanisms exist to utilize a formal user registration and de-registration
HLo4 O oot "9 Ipersonnel join, have a role change or leave the organisation are in place. Functional | Intersects With Provisioning IAC-07 |orocess that governs the assignment of access rights. 5
Human resource security -
IProcedures for providing and revoking logical and physical access when g IMechanisms exist to revoke user access rights following changes in
HLo4 O ooar "9 Ipersonnel join, have a role change or leave the organisation are in place. Functional | Intersects With | Change of Roles & Duties | - IAC-07-1  Joegonnel roles and duties, if no longer necessary or permitted 5
Human resource security -
IProcedures for providing and revoking logical and physical access when g Mechanisms exist to revoke user access rights in a timely manner, upon
HMLO4 Onboarding, offboarding |,o-;nnel join, have a role change or leave the organisation are in place. Functional | Intersects With of IAC-07.2 |tormination of employment or contract. 5
and role change
HUMaN resource Security - |0 oo and revoking ogical and physical access when Physical Access IPhysical access control mechanisms exist to maintain a current list of
HMLO4. Onboarding, offboarding |TTCETLTES o ‘;ave - r%‘e honge orgleage e o "a';/lsa[mn ity Functional Intersects With Auymu”zam"s PES-02  |personnel with authorized access to organizational facilities (except for those 5
and role change s join. o 9 P lareas within the facility officially designated as publicly accessible)
Asset lifecycle security -
IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
HMLOS Information and associated Asset management process(cs) s i place. Functional Subset Of Asset Governance AT 0L e e e acact management tomole. 10
Asset lifecycle security -
Media equipment Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
HMLOG management, Processes are in place for media equipment management, decommissioning and | gyqctional Equal Destruction or Re.Use of AST-09  |components using organization-defined techniques and methods to prevent 10
decommissioning and P Equipment information being recovered from these components.
disposal
Mechanisms exist to cover:
1) Preparation;
Information security 2) Automated event detection or manual incident report intake;
HMLO7 incident security incident process is in place. Functional | Intersects With Incident Handling 1RO-02  |(3) Analysis; 5
Planning and preparation 4) Containment;
5) Eradication; and
6) Recovery.
Information security
HMLO7 incident security incident process is in place. Functional | Intersects With [Incident Response Plan (IRP)|  1RO-04  [\iechaniems Eﬂ*y:z;‘;g“[“";s)‘”‘;’a‘ﬁ make avallable a current and viable 5
Planning and preparation 2
Mechanisms exist to facilitate the implementation of contingency planning
Business continuity and Business Continuity controls to help ensure resilient Technology Assets, Applications and/or
M08 disaster recoven Documented, approved, business continuity and disaster recovery management, | gy o Subset Of e e Syt 8CD.01  [Services (TAAS) (€., Continity of Operations Plar (COOP) of Business 10
management - Information operational resilience policies and procedures are established. Continuity & Disaster Recovery (BC/DR) playbooks)
security during disruption
Mechanisms exist to require contractual requirements for applicable security,
Supplier - e for managing the risks while a supplier is Third-Party Contract 05 [compliance and resilience requirements wit thrcparties reflecting
HMLOS Rolicy for suppliers.  [accessing iformation e 10 be Identified and commmunicated Functional Equal Requirements. TPM-05 gpnizgtion's needs o protect s Technology Assets, Applications, Services 10
andJor Data
Identity and access.
3 Establish, document, approve, and implement rules to control physical and y Mechanisms exist to enforce Logical Access Control (LAC) perrmissions that
HMLLO0 management “ACCesS iogical access to information and its assets. Functional | Intersects With | Access Enforcement IAC-20 \conform to the principle of "least privilege: 5
1dentity and access  |coraiish. document, approve, and impjement rules to control physical and [Physical access control mechanisms exist to enforce physical access to
HML10 management - Access | g i pprove, P! phy: Functional Intersects With | Access To Critical Systems | PES-03.4 critical systems or sensitive/regulated data, in addition to the physical access 5
ement - logical access to information and its assets. s Yorme o e
Operationlizing Securty Mechanisms exist to compel data and/or process owners to operationalize
Medical devices - Purchase [Organisations are to include cyber security in procurement planning and perationalizing Security, security, compliance and resilience practices for each Technology Asset,
HML1L Y o Qudaneat 24 y in pi P 9 Functional | Intersects With compncanceb&l Resilience GOV-15  [application and/or Service (TAAS) under their control. 5
apabilities
Mechanisms exist to assess security, compliance and resilience controls in
Security, Compliance & system project development to determine the extent to which the controls
. Medical devices - Purchase [Organisations are to include cyber security in procurement planning and Functional | Intersects With | nesiience mrpeaject PRM.04 |afe implemented correctly, operating as intended and producing the desired s
orlease decisions. Management loutcome with respect to meeting the requirements.
Mechanisms exist to align security, compliance and resilience capabilities
- soord - N cteering Committee & lwith business requirements through a steering committee or advisory board,
e oard or security steering committee is eering Committee comprised of key cybersecurity, data protection and business executives,
HML12 jovernance - Ownersm of Functional | Intersects With Gov-01.1 o v y, data p 5
9 myp o security governance. Program Oversight \which meets formally and on a regular basis.
o o Mechanisms exist to provide governance oversight reporting and
nformation securi e dect
Ithe Board or security steering committee is Status Reporting To recommendations to those entrusted to make executive decisions about
HML12 gove - Ownership of H n Functional | Intersects With g Bod GOV-01.2  |matters considered material to the organization's Security, Compliance & 5
o security governance. Governing Body
security Resilience Program (SCRP)
Physical and environmental IMechanisms exist to document a Physical Security Plan (PSP), or similar
HML13 security - Policies and (1, d0cumented policy and supporting procedures for maintaining physical Functional Equal Physical Security Plan (PSP)| PES-01.1 |document, to summarize the implemented security controls to protect 10
procedures Y N pla Iphysical access to technology assets, as well as applicable risks and threats.
Physical and environmental
" /A documente and approved procedure to remove papers and removable §
HMLL4 security - Clear desk and - (%, SOCuTented and anproved procedure to femove Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
clear screen policy
Physical and environmental
" /A documented and approved procedure to remove papers and removable Sensitive / Regulated Data § IMechanisms exist to protect sensitive/regulated data wherever it is
HMLL4 security - Clear desk and 5torage from easily accessible areas Is implemented. Functional | Intersects With Protection DCH-O1.2 - |processed and/or stored s
clear screen policy
Physical and environmental
" /A documented and approved procedure to remove papers and removable 1, |[Mechanisms exist to restrict removable media in accordance with data
HMLL4 security - Clear desk and 5torage from easily accessible areas Is implemented. Functional | Intersects With | Removable Media Security | - DCH-12 3 ling and acceptable usage parameters. 5
clear screen policy
Cloud security - Cloud
have planned via cloud services as per o1 |Mechanisms exist to develop, disseminate, review & update procedures to
HMLLS B ity [documented policies and agreements; Functional SubsetOf | Maintenance Operations | = MNT-01 ¢, ijtate the implementation of maintenance controls across the enterprise. 10
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Strength of
ip

IMechanisms exist to develop, document and maintain secure baseline
Syst tion, .
dyzvi"g;f"qe'ﬂf'a':g lconfigurations for Technology Assets, Applications and/or Services (TAAS)
. maintenance - Security  [Information systems are securely designed, and appropriate controls are Functional | ntersects with Secure Baseline Crg.0p |2t are consistent with industry-accepted system hardening standards. 5
while developing ~ |implemented Configurations
applications, products or
rices
System acquisition, Mechanisms exist to compel data and/or process owners to operationalize
evelopmant and ‘ security, compliance and resilience practices for each Technology Asset,
T Operationalizing Security. |Application and/or Service (TAAS) under their control.
HMLLe maintenance - Security  [Information systems are securely designed, and appropriate controls are Functional | Intersects With | omaioncet demrony | ovas 5
while developing  |implemented e e
applications, products or P
rices
System acquisiion, Mechanisms exist to facilitate the implementation of industry-recognized
evelopmant and secuty, complance and resience practices nthe specfcaton, desian,
maintenance - Security  [Information systems are securely designed, and appropriate controls are Secure Engineering g Technology Assets,
HMLL6 kel Gl Functional Subset Of i SEAOL  [appicamons andlor Seices (TARS) 10
applications, products or
rices
IMechanisms exist to create recurring backups of data, software and/o
Information backups - 1y [ovetom images, as well s verity the intearity of these backups,  ensure thel
HMLL7 P e kabeas [A backup and recovery procedure i i place. Functional | Intersects With Data Backups D11 | e o sutioty Rocouay T Ot (hr0%) one B
Recovery Point Objectives (RPOS).
Information backups Apph‘ceacﬁ";‘“;"agn)s/w g;mces [Mechanisms exist to ensure the secure recovery and reconstitution of
HMLL7 - |Abackup and recovery procedure is in place. Functional | Intersects With BCD-12  [Technology Assets, Appications ancor Services (TAAS)to a known state s
Policies and procedures (TAAS) Recovery & after a distuption. compromise or
Change management - _|A documented process is in place for performing changes to new and existing Change Management 1 [Mechanisms exist to facilitate the |mp\ementalmn of a change management
HML18 Policies and procedures _|systems or services related to information. Functional Subset Of Program CHG-01  |ogram 0
Change management - |A documented process is in place for performing changes to new and existing Configuration Change 5[ Mechanisms exist to govern the technical configuration change control
HML18 Policies and procedures _|systems or services related to information. Functional | Intersects With Control CHG-02 | ocesses. 3
Patch and vulnerability Vulnerability & Patch } ]
u IA documented process is in place for identifying vulnerabilities and updating o1 [Mechanisms exist to facilitate the implementation and monitoring of
HML19 m”age;s;‘;d:r"e‘;“es and | atches on the organisations systems, applications, tools, services etc. Functional Subset Of Management Program VPM-O1 |\ inerability management controls. .
Patch and vulnerability
v IA documented process is in place for identifying vulnerabilities and updating Vulnerability Remediation 0a  [Mechanisms exist to ensure that vuinerabilities are properly identified,
HML19 m”age;s;‘;d:;‘;“es and | atches on the organisations systems, applications, tools, services etc. Functional | Intersects With Process VPM-02 | acked and remediated 5
Patch and vulnerability Mechanisms exist to conduct software patching for all deployed Technology
u IA documented process is in place for identifying vulnerabilities and updating Software & Firmware 05 At e Ao e g firepioyed
HML19 ’“a”age;‘f;‘édffe‘;"es and | atches on the organisations systems, applications, tools, services etc. Functional | Intersects With atching VPM-05 - Appl 4 (TAAS), ing 5
Human resource security - |Organisations, at a minimum, screen all personnel by verifying their identity,
HML20 Terms and conditions of |previous employment, applicable health professional qualifications and criminal Functional Equal Personnel Screening HRs-04  [Mechanisms exit to manage personnel security risk by screening individuals 10
employment lbackgrounds before confirmation of employment. s 9
lechanisms exist to align security, compliance and resilience capabilities
. | " o Mech Tig . compll d resil pabil
e o ensure: a security are clearly with business requirements through a steering committee or advisory board,
. Human resource security - [denned and scogned overnance body or steering committee overseeing runctional | ntersects with | Steering Committee & | 1 [Comprised of key cybersecurity, data protection and businees executies, 5
Rores and espeneioiitics. [nformation secuty Activiise o piace o) thera i a oot one ol Program Oversight -1 [Ghich meets formally and on a regular basis.
responsible for maintaining information security within the organisation.
lechanisms exist to assign one or more qualified individuals with the mission
) Mech g qualified individuals with th
| e sy Gttt s nars ot sy gttty | sy, | e g i e o ,
Rores and espeneioiitics. [nformation secuty Activise o piace o) thera i a oot ane ol B s (SCRP)
responsible for maintaining information security within the organisation. P
lechanisms exist fo enforce an accountability structure so that appropriate
. : " o Mech T bility hat approp:
€ o enure: 3 security are clearly teams and individuals are empowered, responsible and trained for mapping,
. Human resource security - [denned and ssegned overnance body or steering committee overseeing Functional | ntersects with | Stakeholder Accountability | 5o\ 04 1 [measuring and managing Technology Assets, Applications, Services andfor s
Rores and respeneioitics. [nformation secuty Activise o mpiace o) thera i a oot ane ol Structure -1 |Data (TAASD)-related risks.
responsible for maintaining information security within the organisation.
Security, Compliance &
Human resource security - [There has been an assessment of information security training needs and a " o1 |Mechanisms exist to facilitate the implementation of security workforce
HML22 Training requirements  [training plan is put in place. Functional Subset Of Resenee tinded SAT-0L jevelopment and awareness controls. 10
Information security
(Organisations are to have roles and responsibilities determined to carry out the Defined Roles & IMechanisms exist to define cybersecurity roles & responsibilities for all
HML23 incident management - | Functional Equal HRS-03 10
e ias [ncident management process. Responsibilities lpersonnel.
Business continuity and Mechanisms exist to facilitate the implementation of contingency planning
disaster recovery  |Establish criteria for developing business continuity, disaster recovery, Business Continuity icontrols to help ensure resilient Technology Assets, Applications and/or
HML24. management - ICT loperational resilience strategies, and capabilities are to be determined based on Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan P) or Business 10
readiness for business |disruption and impact to the organisation. (Continuity & Disaster Recovery (BC/DR) playbooks).
ntinuity
Business continuity and
disaster recovery  [Establish criteria for developing business continuity, disaster recove
HML24 management - ICT  |operational resilience strategies, and capabilities are to be determined based on |  Functional | Intersects With gs‘e‘z‘[’igg(‘;%/ /P;P"(‘;Y BCD-01.4 :(":c‘;‘je""s".;fmee)"S‘b‘gcflf\f!:f;gzsﬁ“a":d”/Rz'c’gLae“‘”;Z":tac(;"e’:“;v”e‘: A‘;’(‘;gs, 5
readiness for business  [disruption and impact to the organisation. 5 Y g i ) g
ntinuity
" [Suppliers are to be systematically evaluated, and their information security 3}
HML25 S“Eﬂ‘;lepﬁ\/"‘cah";r?f"gfs”' lactivities are reviewed before and after onboarding of their systems and Functional SubsetOf | Third-party Management |  TPM-01  |echanisms exist to faciitate the implementation of third-party management 10
services
" [Suppliers are to be systematically evaluated, and their information security y Mechanisms exist to conduct a risk assessment prior to the acquisition or
HML25 Supplier management - ciyities are reviewed before and after onboarding of their systems and Functional | Intersects With Third-Party Risk TPM-04.1  [outsourcing of technology-related Technology Assets, Applications and/or 5
Supply chain risks Assessments & Approvals
services Services (TAAS).
oot o be Syetomateay cvaratea. ama the o n Mechanisms exist to monitor, regularly review and assess External Service
_ [suppliers are to be systematically evaluated, and their information security . Providers (ESPs) for compliance with established contractual requirements
Supplier management Review of Third-Part P q
HML25 e ply chaim risks activities are reviewed before and after onboarding of thei systems and Functional | Intersects With Sorices o TPM-08  |tor security, compliance and resilience controls. 5
Medical devices - Medical |Vulnerability scanning on medical devices is only performed when they are ina Compensating y Mechanisms exist to identify and implement compensating countermeasures
HmL26 device scanning test environment not connected for patient care. Functional | Intersects With Countermeasures RSK-06-2 lto reduce risk and exposure to threats. s
Vulnerability & Patch
Medical devices - Medical [Vulnerabilty scanning on medical devices is only performed when they are ina o1 Mechanisms exist o acitate the implementation and moritoring of
HmL26 device scanning  [test environment not connected for patient care. Functional Subset Of Managerment Program VPM-OL - uinerability management control 10
Medical devices - Medical |Vulnerability scanning on medical devices is only performed when they are ina 0 Hechariems et o detect vulnerabiities and Coniguratin errrs by outine
HmL26 device scanning___test environment not connected for patient care Functional | Intersects With |  Vulnerability Scanning VPM-06 scanning of systems and application: s
Hechaniims extetto sssian one or mere qualified mavidGars Wil T ssion
Information security  |Roles and responsibilities are defined and documented for planning, Assigned Security, and resources o centrally-manage. coordnate. develop, implement and
HML27 governance - Roles and  [implementing, operating, assessing, and reporting on the organisations Functional | Intersects Wit | Compliance & Resilence | GOV-04. [maintain an enterprise- i Secuity, Complance & Resience Program 5
esponsibilties (ScRP)
Mechanisms exist to enforce an accountability structure so that appropriate
Information security  |Roles and responsibilities are defined and documented for planning, Stokshalder Accountabilty lteame and individuals are empowered, responsible and trained for mapping,
HML27 governance - Roles and  [implementing, operating, assessing, and reporting on the organisations Functional | Intersects With dor pccou GOV-08.1  |messuring and managing Technology Assets, Applications, Services ancfor 5
IData (TAASD)-related risks.
Information security A s Mechanisms exist to compel data and/or process owners to operationalize
mLze governance - Information |, to integrat " N Functional nt s With CDE'E:W"E ‘Z{&”E E‘(W'Wr Govis  [pecurity. compliance and resilience practices for each Technology Asset, s
e i s are to integrate security into projec unctional | Intersects Wi ompiiance & Resilence 15 [application andlor Service (TAAS) under their control.
management apabilities
- Mechanisms exist to assess security, compliance and resilience controls in
Information security Securlty, Compliance & system project development to determine the extent to which the controls
HML28 governance - Information |, are to integrate security into project Functional | Intersects With | Resilience In Project PRM.04  [are implemented correctly, operating as intended and producing the desired 5
securlty In project Management loutcome with respect to meeting the requirements.
managemen
Compliance - Compliance. [Relevant legal,regulaory and contractual requirements are identfied and Statutory, Regulatory & 01 |Mechanisms exist to facilitate the identification and implementation of
HML29 requirements implemented Functional SubsetOf | Contractual Compliance | P01 |relevant statutory, regulatory and contractual controls. 10
Cloud security - Cloud
> A and cloud assurance activities that support the on [Mechanisms exist o faciltate the implementation of strategic, operational
HML30 security risk (o af ioc tochnologien srecm pince Functional Subset Of | Risk Management Program | - RSK-01 |an g tactical risk management control: 0
and assurance
Mechanisms exist to assess security, Compliance and resilience controls in
Y. comp
developmuntand  [Business and security requirements are dentifed, documented and approved Security, Compliance & o et enc o o e ecloed
HML31 h g Functional | Intersects With |  Resilience In Project PRM-04  [arel rrectly, operating as i reducing ir 5
malnlena{nce - Busmess{and lwhen developing or acquiring applications. Ma"agememj loutcome with respect to meeting the requirements.
security requirements
Mechanisms exist to identify critical system components and functions b;
. Y v D Y
System acquisition, Security, Compliance & Iperforming a criicality analysis for critical Technology Assets, Applications
. “development and [Business and security requirements are identified, documented and approved Functional | Intersects With | Resilience Requirements |  PRM-05  [and/or Services (TAAS) at pre.defined decision points in the Secure 5
maintenance - Business and|when developing or acquiring applications e e Development Life Cycle (SDLC).
security requirements
Mechanisms exist to design, develop and produce Technology Assets,
System acquisition, Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
. “development and [Business and security requirements are identified, documented and approved Functional | ntersects with ey aole Fre TDA02 [and functional specifications ensure Minimum Viable Product (MVP) criteria s
maintenance - Business and|when developing or acquiring applications. Requirements lestablish an appropriate level of security and resiliency based on applicable
security requirements riske and threats
Mechanisms exist to conduct recurring assessments of risk that includes the
ik management . isk_|Risk assessments are performed o new and existing systems and applications likeiinood and magnitude of harm, from unatithorized access, use, disclosure,
HML32 9 that manage information to understand the risks posed to the organisation while | Functional Equal Risk Assessment Rsk-04  (disruption, modification or destruction of the organization's Technology 10
assessments lusing them |Assets, Applications, Services and/or Data (TAASD).
Change management - [The proposed changes are to be analysed for potential security threats and their Security Impact Analysis for a3 [echarisms exstto avalyze proposed changes for potental secuty
HML33 Security testing___|impact on the Functional Equal Changes CHG-03  limpacts, prior to the 0
Asset lfecycle security -
Information and associated assetsare appropriaely protected, used, and 05 | Mechanisms exist to ensure data and assets are categorized in accordance
HML34 Information and associated || TOTAKON 209 associaied asser Functional Equal Data & Asset Classification | DCH-02 |00 ele e e e o e e o vonromenrs 10
Business continuity and
disaster recovery [In the event of a disruption or failure, critical information or services are Resume All Missions & y IMechanisms exist to resume all missions and business functions within
HML3S management - Information [identified, and measures are taken for the continuity of services. Functional | Intersects With | g iness Functions BCD-02.1  |pecovery Time Objectives (RTOs) of the contingency plan's activation 5
security during disruption
Business continuity and
IMechanisms exist to continue essential missions and business functions with
disaster recovery [In the event of a disruption or failure, critical information or services are Continue Essential Mission
HML35 ! f Functional | Intersects With BCD-02.2  ittle or no loss of operational continuity and sustain that continuity until full 5
management - Information [identified, and measures are taken for the continuity of services. & Business Functions
g o system restoration at primary processing and/or storage sites.
sunpler management Mechaniss exist o require ontractual requirements for applcable securty.
uppli -
- [The 's securit are to be included in the . Third-Party Contract nd resilience , reflectin
HML36 Information security within |00 e nicwith the I Y Functional Equal Reauirament TPM-05 Jorganization's needs to protect its Te(hnolugy Assets, Applications, Services 10
; lagreements e suppliers. equirements
supplier agreements arifor bata (TAASD).
_ IMechanisms exist to facilitate the implementation of cryptographic
HML37 Cryptography - Use of  [Rules for effective use of cryptography including encryption and key Functional Subset Of Use of Cryptographic CRY-01  [protections controls using known public standards and trusted cryptographic 10
cryptography are defined and Controls
[technologies
HML3s ey o Accese,  [The complete lifecycle of the account(s) being used o access, process, or Functional caual Account Management JAC.1s  |Mechanisms exist to proactively govern account management of individual, 10
o Y |manage information and services is manag: a o laroup, system, service, application, guest and temporary accounts.
Identity and access . IMechanisms exist to strictly govern the use of Authenticate, Authorize and
HML39 - ion [User accounts are and the Processis|  Eunctional Equal  |Authenticate Authorize and | 5c.015  laudit (AAA) Solutions, both on-premises and those hosted by an External 10
prevented. Audit (AAA)
authentication Service Provider (ESP)
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FDE Name Focal Document Element (FDE) Description U SCF Control o e, s Notes
lAccess to information and its associated assets is defined and authorised
HML4O dentity and access ts|aCCording to the business and security requirements and adhere to the Functional | Intersects With |  Access Enforcement 1ac-20  [Mechanisme exist to enforce Logical Access Control (LAC) permissions that 5
9 identity and access management policy or procedures. principl privilege.
IAccess to information and its associated assets is defined and authorised e e e o ot (TANe) 1o
igentiy and access Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
HML40 s ghte[CCOrding to the business and security requirements and adhere to the Functional | Intersects With e IAC-08  [access to individusle aesigned specific roles with legitimate business needs. B
identity and access management policy or procedures
Identity and access } Mechanisms exist to restrict and control privileged access rights for users
d Organisations are to ensure that only authorised users, software components and| Privileged Account g T e A care A (RS
HMLAL ’"E“aga‘i:‘;’;‘";h';‘;“gge‘j Iservices are provided with privileged access rights. Functional Equal Management (PAM) IAC-16 %Y » Applicatl for Services (TAAS) 10
ontity and [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
entity and access ' [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
Jiccess to source code, development toals, and software librries are esticed, Role-Based Access Control 9y . Appl )
HML42 Jement m;efess to naged, and Functional Intersects With (RBAC) IAC-08  Iaccess to individuals assigned specific roles with legitimate business needs, 5
Identity and access Iaccess to source code, development ool and software lrares oe resricted, Access to Program Source Mechanisms exist to limit privileges to change software resident within
HML42 - Access to P Functional | Intersects With 9 TDA-20 privileg 9 5
naged, and Code software libraries.
source code
[Mechanisms exist to employ boundary protections to isolate Technology
. Medical devices - Protecting|Where possible, production and legacy medical devices are on a separate Functional | Inersects win | 1slation of System NET-03.7 |Assete, Appiications andior Services (TAAS) that support crtical miscions s
medical devices |network. mponents landior busmess fanctions,
Medical devices - Protecting|Where possible, production and legacy medical devices are on a separate Compensating g IMechanisms exist to identify and implement compensating countermeasures
HMLa3 medical devices Inetwork. Functional | Intersects With Countermeasures RSK-06.2 15 reduce risk and exposure to threats. 5
Mechanisms exist to prevent unsupported Technology Assets, Applications
landJor Services (TAAS) by:
(1) Removing and/or replacing TAAS when support for the components is no
. Unsupported Technology longer available from the developer, vendor or manufacturer; and
HML43 Medical devices - protecting|Where possible, production and legacy medical devices are on a separate Functional | Intersects With | Assets, Applications and/or |  TDA-17  |(2) Requiring justification and documented approval for the continued use of s
5 A Services (TAAS) lunsupported TAAS required to satisfy mission/business needs.
Medical devices - |All medical devices are maintained as per the latest updates from the Mechanisms exist to install the latest stable version of any software and/or
HMLA4 ) " urrent g tandards. Functional Equal Stable Versions VPM-04.1 | o curity-related updates on all applicable systems. 10
o . ces i Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
HMLAS Medical devices - Dispose fedical devices with patient Information are digitally sanitised before their Functional Equal Destruction or Re.Use of AST-09  |components using organization-defined techniques and methods to prevent 10
P y g Equipment information being recovered from these components.
R N [Mechanisms exist to provide governance oversight reporting and
nformation securi
IMetrics affecting the organisations cyber security posture are regularly reported Status Reporting To recommendations to those entrusted to make executive decisions about
HMLAG governance - Performance |,va oard, and any decisions made are clearly documented. Functional | Intersects With Governing Body GOV-012  |matters considered material to the organization's Security, Compliance & 3
measurement Resilience Program (SCRP).
R N Mechanisms exist to develop, report and monitor Security, Compliance &
nformation securi
° IMetrics affecting the organisations cyber security posture are regularly reported o |Resilience Program (SCRP) measures of performance.
HML46 governance - Performance [1iCS O Cng e 0o e ey focomanted Functional | Intersects With | Measures of Performance |  GOV-05 5
measurement
Physical and environmental
ecurity - Maintenance of |Update, protect and maintain the devices installed as physical security Physical & Environmental 01 |Mechanisms exist to facilitate the operation of physical and environmental
HML47 physical and environmental |safeguards including the utilities. Functional Subset Of Protections PESOL  lorotection controls. 10
Physical access control mechanisms exist to enforce physical access
Physical and environmental
7 o3 |authorizations for all physical access points (including designated entry/exit
HML48 | Security - Vistor " |secure areas of the organisation are protected from unauthorised personnel Functional | Intersects With | Physical Access Control PS03 e s (e Lt thocs arons sm the Tt oTiciahy B
o Y designated as publicly accessible).
IMechanisms exist to identify systems, equipment and respective operating
Physical and environmental
7 Physical Security of Offices, o4 |environments that require limited physical access so that appropriate
HML48 curity - Visitor  [Secure areas of the organisation are protected from unauthorised personnel. Functional | Intersects with | PYSica! Securlty of Off P08 o ool 7t Bos e o iesomantat for Bt s B
management system
and facilties:
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
Authenticatian for Third- |Applications and/or Services (TAAS).
Remote working - Remote [Secure mechanisms are available and supported by a documented policy or
HML4g Functional | Intersects With | Party Technology Assets, |  IAC-05 5
working requirements  [guidelines to connect to the organisations network. A e aoetens
(TAAS)
Remote working - Remote [Secure mechanisms are available and supported by a documented policy or Network Security Controls 01 [Mechanisms exist to develop, govern & update procedures to facilitate the
HML49 working requirements  |guidelines to connect to the organisations network. Functional Subset Of (NSC) NET-01 i blementation of Network Security Controls (NSC) 10
[Mechanisms exist to facilitate the implementation of tailored development
Web security - Security of [Security controls are implemented if the organisation is developing the web Technology Development & ’
HMLSO oA s Rl b ke A AU, b iy Functional Subset Of e TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs.
Mechanisms exist to design and Implement product management processes
to proactively govern the design, development and production of Technology
|Assets, Applications andor Services (TAAS) across the System Development.
Life Cycle (SDLO) to:
Web security - Security of [Security controls are implemented if the organisation is developing the web ' (1) Improve functionality;
HMLS0 web applications ~ [applications to protect them from potential cyber-attacks. Functional | Intersects With | Product Management TPA0L113) Enhance security and resiliency capabilities; 5
(3) Correct security deficiencies; an
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
Secure Software Mechanisms exist to develop appiications based on Secure Software
Web security - Security of [Security controls are implemented if the organisation is developing the web 06 |Deca Eacties (SSuP)
HML50 web applications lapplications to protect them from potential cyber-attacks. Functional | Intersects With De"*'”"‘;gﬁ,’;’m“es TDA-06 P (SSDF) 5
) [Mechanisms exist to ensure the cloud security architecture supports the
HMLS1 o e o [l organisation's architectural strategy supports the adoption of cloud Functional Equal Cloud Security Architecture|  CLD-02  |organization's technology strategy to securely design, configure and 10
Y gies Imaintain cloud employments.
Cloud security - Use of
lOrganisations are to make use of developed and configured APIs for secure Application Programmint 04 [Mechanisms exist to ensure support for secure interoperability between
HMLS2 application & programming licansfer of information between different cloud components. Functional Equal Iinterface (AP) Security | P4 |components with Application Programming Interfaces (APIS). 0
IMechanisms exist to ensure multi-tenant owned or managed assets (physical
. o
HMLS3 Cloud securlty - Cloud s are to ensure that ar controls are toprotect| £y ctional Equal Multi-Tenant Environments |  CLD-06  and virtual) are designed and governed such that provider and customer 10
Y (tenant) user access is appropriately segmented from other tenant users.
Communications security - [Networks and network devices supporting the organisations systems and o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
HMLS4 Network security  [applications are to be securely managed. Functional Subset Of Asset Governance AST-0L fimplement and manage asset management controls. 0
Wechariims &5t Gevelop, document and raitait ecure baselne
Communications security - [Networks and network devices. suppnmng the organisations systems and Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
HMLS4 Network security  [applications are to be securely managed. Functional | Intersects With Configurations CFO02 [t o conssten wih mdusty-accepied system hardoning Sondarce 5
Communications securty - Networs and network devices supporting the organisation systems and Network Security Controls 01 [Mechanisms exist to develop, govern & update procedures to facilitate the
HMLS4 Network security  [applications are to be securely managed. Functional Subset Of (NSC) NET-0L  fimplementation of Network Security Controls (NSC) 0
Communications security - [The systems and applications that are used to process, store or transmit Isolation of System e D 0y Do dary Proiections Lo solate Tachnology
- . ~ |Assets, Applications and/or Services (TAAS) that support critical missions
HMLSS Segregation of networks [information are connected to a separate, dedicated network. Functional | Intersects With Components NET-03.7 s & (TAAS) i 5
land/or business functions.
Communications security - [The systems and applications that are used to process, store or transmit Network e o ok AP iteclure Lihizes network
- . : isolate Technology Assets, Applications andor Services
HMLSS Segregation of networks [information are connected to a separate, dedicated network. Functional | Intersects With | (macrosegementation) TG s prmtect from oot otk ecourood 8 5
Pschaniams exis to crate recuring backups o data sofware andiar
Information backups - [Backup copies of nformaton, software and refevant systems are protcted and : images, as el as veriy the ntegry of these backups,to ensure the
HMLS6 Information backup | maintained in accordance with the backup and recovery procedur Functional | Intersects With Data Backups BCD-LL YT of the data to satisfy Recovery Time Objectives (XT09) o s
[Recovery Point Objectives (RPOS).
Information backups - [Backup copies of nformaton, software and refevant systems are protected and Backup Modification and/or g IMechanisms exist to restrict access to modify and/or delete backups to
HMLS6 Information backup | maintained in accordance with the backup and recovery procedur Functional | Intersects With Destruction BED-1110 privileged users with assigned data backup and recovery operations roles. 5
[Backups are tested for their restoration in accordance with the documented
Information backups - Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
HMLS7 Backup restoration [02CKuP and recovery procedures. Organisations are able to access restored Functional Equal Integrity BCD-ILL - lpackup process, as well as the integrity and availability of the data. 10
Mechanisms exist to manage separate development, testing and operational
SCha"gte mandagetmenl o tions devel " " icati . of D to reduce the risks of unauthorized access or changes to the
eparate production and ~[Organisations developing inhouse systems, applications or services are to .08 [operational environment and to ensure no impact to production Technology
LS P A S AR o NN P A A Functional €aual | Testingand Operational | Towds feperationalenvonment and fo ensue o 10
environments
Patch and vulnerabilty
Identified vulnerabilities or unpatched systems, services or applications within Vulnerability Remediation IMechanisms exist to ensure that vulnerabilities are properly identified,
HMLS9 management - Patch and e Functional | Intersects With VPM-02 5
e e, [the organisation are properly identified, tracked and remediated. Process ltracked and remediated
Patch and vulnerabilty
. Identified vulnerabilities or unpatched systems, services or applications within 06 |Mechanisms exist to detect vulnerabilities and configuration errors by routine
HMLS9 management - Patch and \inc organisation are properly identified, tracked and remediated. Functional | Intersects With | - Vulnerability Scanning | - VPM-06 ) ngrapility scanning of systems and applications. s
vulnerabilities remediation
Mechanisms exist to develop, document and maintain secure baseline
s} have a baseline in place for new and Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
HMLGO - Secure configuration  [existing systems, services and applications Functional Equal Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards. 10
Mechanisms exist to facilitate the implementation of contingency planning
ot Ithe capacity for o processing facilites, Business Continuity controls to help ensure resilient Technology Assets, Applications and/or
HML61 Pl and support during operations are Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
apacity management |01 (Continuity & Disaster Recovery (BC/DR) playbooks).
" [The capacity for rocessing facilities, [Mechanisms exist to facilitate the implementation of capacity management
HML61 Pl A and Ceppot g contingency operations are Functional Subsetof | Capacily & Perforance | cap.o1  |controls to ensure optimal system performance to meet expected and 10
P met. 9 Janticipated future capacity requirements.
Endpoint security - services, and on systems and associated Malicious Code Protection 04 |Mechanisms exist to utilize antimalware technologies to detect and eradicate
HML62 protection assets are protected against malware. Functional Equal (Anti-Malware) END-04malicious code, 10
Business continuity and
63 e meee“%y  [The lessons learned from business continuity and disaster recovery testing are Functional Equal Py SRR 8Cp0s | Mechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons 10
remanagement - ICT «  |reflected in the established and implemented information security controls. 1se Analysis (RCA leared" activity every time the contingency plan is activated.
continuity
Mechanisms exist to develop, document and maintain secure baseline
Medical devices - Medical devices are compliant with relevant standards, and the identified risks Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
HML64 Compliance activities  [are documented within the medical device risk register. Functional | Intersects With Configurations CFG-02lthat are consistent with industry-accepted system hardening standards. 5
Wedical devices - Medica devices are complant wih relevant standards, and th identied rsks [Mechanisms exist to maintain a risk register that facilitates monitoring and
HMLG4 Compliance activities _|are documented within the medical device risk regist Functional | Intersects With Risk Register RSK04.1  Jreporting of risks. s
Medical devices - |Medical devices are compliant with relevant slandards. and the identified risks ) Compensating . IMechanisms exist to identify and implement compensating countermeasures
HMLe4 Compliance activities _[are documented within the medical device risk register. Functional | Intersects With c RSK06-2 lto reduce risk and exposure to threats. s
Physical and environmental
security - Monitoring of _ |Installed physical and environmental security mechanisms are monitored for o5 |Physical access control mechanisms exist to monitor for, detect and respond
HMLGS physical and environmental |potential security incidents. Functional Equal Monitoring Physical Access | PES-05 g bhycical security incidents. 10
Security mechanisms.
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Notes

Compliance - Review of

[Regular reviews are perfurmed 0 cunﬁrm that the legal, regulatory, statutory,

Security, Compliance &

[Mechanisms exist to provide a security, compliance and resilience controls

information security
incident

lsenior management or to the Board by a nominated Information Security Officer.

Governing Body

[Resilience Program (SCRP).

.02 |oversight function that reports to the organization's executive leadersh
HML66 oo Regular reviews Functional | Intersects With | Resilience Controls cPL02  foversight functi P ganization's executiv ip. 5
Oversight
Mechanims exist to mplement an nter) audt function tha s capable of
Compliance - Review of  [Regular reviews are performed to confirm that the legal, regulatory tatutory, ; providing senior organization management with insights into t
HMLEG compliance land contractual Functional | Intersects With |  Internal Audit Function CPL-02.1 |2 b bropriateness of the organization's technology and e ation s
lgovernance processes.
eriogie neview & Undate o [Mechanisms exist to review the Security, Compliance & Resilience Program
 Revi eriodic Review & Update o SCRP), including policies, standards and procedures, at planned intervals or
Compliance - Review of  [Regular reviews are perﬁ)rmed m cunﬁrm that the legal, regulatory, statutory, i$ ), g P 3 P » at planr
HMLG6 PRt Regular reviews Functional | Intersects With | Security, Compliance & | GOV-03 i significant changes occur to ensure their continuing suitabiity, adequacy B
Resilience Program land effectiveness.
System acquisition, Mechanisms exist to facilitate the implementation of security, compliance
and security reviews are defined and implemented before any new or Information Assurance (1A) oy [nd resilience assessment and authorization controls.
HMLE7 maintenance - Independent |major upgrades on systems are moved to the production environment. Functional Subset Of erati 140-01 10
eviews
Mechanisms exist to formally assess the security, compliance and resifience
System acquisition, lcontrols in Technology Assets, Applications and/or Services (TAAS) through
" information Assurance Program (IAP) activities to determine the extent to
development a independent security reviews are defined and implemented before any new or y
HML67 maintenance - Independent |major upgrades on systems are moved to the production environment. Functional | Intersects With Assessments 14002 |which the controls are implemented correctly, operating as intended and s
e lproducing the desired outcome with respect to meeting expected
requirements.
IMechanisms exist to create recurring backups of data, software and/o
Information backups - |Authorised personnel or teams are alerted upon unsuccessful o incomplete 1y [ovetom images, as well s verity the intearity of these backups,  ensure thel
HMLE8 Monitoring of backups  |backups. Functional | Intersects With Data Backups BCD-11 |2 ilability of the data to satisfy Recovery Time Objectives (RTOs) and s
[Recovery Point Objectives (RPOS).
Information backups - |Authorised personnel or teams are alerted upon unsuccessful o incomplete Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
HMLE8 Monitoring of backups  |backups. Functional | Intersects With Integrity BCD-1L.1 {2 ckup process, as well as the integrity and availability of the data, s
IMechanisms exist to automatically alert incident response personnel to
HML68 Information backups - |Authorised personnel or teams are alerted upon unsuccessful or incomplete Functional | Intersects With Automated Alerts MON-01.12 [inappropriate or anomalous activities that have potential security incident 5
Monitoring of backups  |backups.
implications.
IMechanisms exist to generate, monitor, correlate and respond to alerts from
HML68 Information backups - fautnorised personnel or teams are alerted upon unsuccessful or incomplete Functional | Intersects With | System Generated Alerts | MON-OL4 |physical, cybersecurity, data protection and supply chain activities to achieve| 5
9 P P integrated situational awareness.
Data leakage prevention - [Organisations are to detect and prevent data leakage through the unauthorised Monitoring For Information 17 |Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HML6S Data leakage prevention [disclosure and siphoning of information by individuals, systems or services. Functional | Intersects With Disclosure MON-11 - \gisclosure of non-public information. 5
Data leakage prevention - [Organisations are to detect and prevent data leakage through the unauthorised 1, |Automated mechanisms exist to implement Data Loss Prevention (DLP) to
HML69 Data leakage prevention |disclosure and siphoning of information by individuals, systems or services. Functional | Intersects With | Data Loss Prevention (DLP) | NET-17 o jtact sensitive information as it is stored, transmitted and processed. 5
[The activities performed on the information processing systems, services and
Logging and monitoring - o1 |Mechanisms exist to facilitate the implementation of enterprise-wide
HML70 Loy and monitonng. [ EPicatons are logoed and tored a per th organisatins ogging and audtng | - Functiona Subset Of Continuous Monitoring MON-0L e 10
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
_ |The activities performed on the information processing systems, services and - w
HML70 Lffggg‘:‘"ggaa":d'?"":’m‘u';:‘ngg lapplications are logged and stored as per the organisations logging and auditing | Functional | Intersects With | Content of Event Logs MON-03  |(3) When (date and fime) the event occurred; 5
requirements. 4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
" [The activities performed on the information processing systems, services and
HML70 Logging and monitoring - |- o i ations are logged and stored as per the organisations logging and auditing |  Functional | Intersects With Audit Trails MON-03.2 [Mechanisms exist to link system access to Indlvidual users or service 5
Logging and monitoring laccounts.
requirements
Logging and monitoring - [Information processing systems, applications, devices, and services are Synchronization With § IMechanisms exist to synchronize internal system clocks with an authoritative
HML7L Clock synchronisation  |synchronised to an approved time source. Functional Equal Authoritative Time Source | MON07-1ltime source. 10
Human resource security - [Mechanisms exist to sanction personnel faumg to comply with established
HML72 Terms and conditions of [Breach of employment and supplier agreements are enforced Functional | Intersects With | Personnel Sanctions HRS-07 5
secrity policies, standards and procedurt
employment
- Miechanisms exist to require Contractual FequIrements for appIicable securty,
Human resource security - Third-Party Contract d resilience with . reflecting the
HML72 Terms and conditions of [Breach of employment and supplier agreements are enforced Functional | Intersects With ey o TPM-05  |organization's needs to protett its Technology Assete, Applications, Services 5
employment land/or Data (TAASD).
Asset lfecycle security - [Misuse of the procedures Mecharisms exist o sanction personnel faiing to comply withestablished
HML73 Information and associated [are followed as stated in the a:ceptame use pohcy. mntra(mr agreements or Functional | Intersects With Personnel Sanctions HRS-07 | mlicies. standards and proceduras. 1 5
assets service agreemens. Y P L
Asset lifecycle security - |Misuse of the procedures
Mecharisms exist to conduct employee misconduct investgations when
HML73 Information and sccocloted [ore olloned o2 Sated it the scceptabie uet palcs. cantractor agreements or Functional | Intersects With | Workplace Investigations | HRS-07.1 [ echaisis exist to conduct employee fusconduct investia 5
assets service agreements
Asset lifecycle security - |Misuse of the procedures
Monitoring for Third-Party IMechanisms exist to monitor for evidence of unauthorized exfiltration or
HML73 Information and sccocioted [ore Tolloned o2 Sated it the scceptabie uee palch. cantractor agreements or Functional | Intersects with | Mritoring for fhird Par TRH07 e o ety oo 5
assets service agreements
Mechanisms exist to monitor, regularly review and assess External Service
Asset lifecycle security - [ Misuse of the procedures Review of Third-party Providers (ESPs) for compliance with established contractual requirements
HML73 Information and sccocioted [ore olloned o2 Sated it the scceptabie uee palcs. cantractor agreements or Functional | Intersects With Lo rhird TPM-0B  |tor seccrity, compliance and resilience controls. 5
assets service agreements
Information security
HML74 incident management - ~(EvIdence gathered as part of the incident management process is appropriately | gynctiona) Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Collection of evidence |” i
Information security e, 4ance gathered as part of the incident management process is appropriately Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
HML74 incident management - ~[Evidence Functional | Intersects With o Regat DCHOLZ - [Mechanieme oot o P 5
Collection of evidence |” s
Information security [Mechanisms exist to perform digital forensics and maintain the integrity of
HML74 incident management - ~|Evidence gathered as part of the incident management process is appropriately | - gyncional | Intersects With Chain of Custody & IRO-08 [the chain of custody, in accordance with applicable laws, regulations and 5
Collection of evidence |” lindustry-recognized secure practices.
ininformation securlty IMechanisms exist to timely-report incidents to applicable:
. ident management - Iorganisations report all security incidents and near misses to the organisation's | g ol | Incident Stakeholder RO-10 (1) Internal stakeholder s
. 9 senior management or to the Board by a nominated Information Security Officer. Reporting (2) Affected clients & third-parties; and
information security
(3) Regulatory authorities.
incident
Information security Mechanisms exist to provide governance oversight reporting and
incident management - to those entrusted to make executive decisions about
. e fegement - |organisations report allsecuriy incidents and near misses to the organisation's | ¢ o | ogersects wien | Status Reporting To GOv-0L> |matters condidered material fo the organization's Security. Compliance & 5

Secure Controls Framework (SCF)

7of 7



	HISF MLHSP (2023)

