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System owners seeking a dispensation for non-compliance with any
baseline controls nthe NZISM MUST be granted a dispensation by their Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
1.1.64.C.01 Non-compliance | Accreditation Authority. Where High Assurance Cryptographic Systems Functional | Subset Of cpLot 10
Contractual Compliance relevant statutory, regulatory and contractual controls.
(HACS) are implemented, the Accreditation Authority will be the Director-
General GCSB or a formal delegate.
System owners seeking a dispensation for non-compliance with baseline
controls MUST complete an agenoy risk assessment which documents:
the reason(s) for not being able to comply with this manual;
the effect on any of their own, multi-agency or All-of-Government system;
1165.0.01 Justification for non-  [the mitigation o be impleme Functional. | subsetof | StEUton. Regulatory& | | Mechanisms exist o faciltate theidentifcation and implementation of o
compliance The strength and applicability of the alternative mitigations; Contractual Compliance relevant statutory, regulatory and contractual controls.
an assessment of the residual security risk(s); and
a date by which to review the decision.
If a system processes, stores or communicates classified information from
11.66.C.01 Consuitation on non-  |another agency, that agency MUST be consulted before a decision to be Functional | subsetor | Stetuton. Regulatory& | |Mechanisms exist to faciltate the identiication and implementation of o
pliant with the NZ Security Cl Systemis Contractual Compliance relevant statutory, regulatory and contractual controls.
made.
If a system processes, stores or communicates classified information from
Consultation on non- Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
1.1.66.C.02 sutation on non- 1, ¢, reign that MUST b lted before a Functional Subset Of utory, Regulatory CPL-01 nisms exi litate the identification and implementation 10
compliance Contractual Compliance relevant statutory, regulatory and contractual controls.
decision to be non-compliant with NZISM controls is made.
If a system processes, stores or communicates data and information with
1167001 Allof-Government | mitiple agencies or forms part of an All-of-Government system, nterested | [ | o | Statutory, Regulatory& | o o |Mechanisms exist o aciltate the identification and implamentation of o
Systems parties MUST be formally consulted before non-compliance with any Contractual Compliance relevant statutory, regulatory and contractual controls.
baseline controls.
Agencies SHOULD review decisions to be non-compliant with any controls Mechanisms exist to document and review instances of non-
Reviewing non- Non-Compliance ” ’
1.1.68.C.01 " atleast annually. Functional ~ Intersects With i CPL01.1  |compliance with statutory, regulatory and/or contractual obligations to 5
compliance Oversight
develop risk mitigation actions.
‘Agencies MUST retain a copy and maintain a record of the supporting risk Mechanisms exist to document and review instances of non-
Recording non- ne ° Non-Compliance ” ’
1.1.69.C.01 PR assessment and decisions to be non-compliant with any baseline controls |  Functional [ Intersects With Overaign CPL01.1  |compliance with statutory, regulatory and/or contractual obligations to 5
P from the NZISM. develop risk mitigation actions.
Where good and practice controls are NOT
agencies MUST record and formally recognise that non-use of any controls Mechanisms exist to document and review instances of non-
Recording non- Non-Compliance ” ’
1.1.60.C.02 PR without due consideration may increase residual risk for the agency. This | Functional | Intersects With Ovarat CPL01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
P residual risk MUST be agreed and acknowledged by the Accreditation develop appropriate risk mitigation actions.
Authoritv.
Agencies undertaking system d tivities for in-h t-sourced
gencles undertaking system design activities for in-house or out-sourcex Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
1215.C.01 Compliance projects MUST use the latest version of the NZISM for information security | Functional | Subset Of cpL01 10
Contractual Compliance relevant statutory, regulatory and contractual controls.
Agencies undertaking system design activities for in-house or out-sourced
Mechanisms exist to ensure security, compliance and resilience
projects MUST use the latest version of the NZISM for information security ! et )
are designed and maintained in alignment with security
requirements. Secure Architecture architecture principles from:
1.2.15.C.01 Compl Functional ~ |Intersects With SEA-01.4 ' 8
ompliance unctional | Intersects Wi Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organization-defined reference
When GCSB makes a determination that newly introduced standard, policy
1215.0.02 Compliance or guidaline within the NZISM, or any additional information securtypoley, | ¢ oo | o o | Statutory, Rogulatory& | ) | Mechanisms exist tofaciliate the dentification and implementation of o
is of particular importance, agencies MUST comply with any new specified Contractual Compliance relevant statutory, regulatory and contractual controls.
and
Security personnel MUST familiarise themselves with the information exist to provide role-based security, and
ilience-related training:
Organisations providing | 2™ iules and services provided by New Zealand Government Rolo-Based Securiy, roslione ol taining: . ,
2.1.47.C.01 information security | CT8amisations. Functional | Intersects With | Compliance & Resilience | SAT-03 'du)“;f"”” orizing access to the system or performing assigne 5
senvices Training g
(2) When required by system changes; and
(3) Annually thereafter.
‘Agencies engaging industry for the provision of off-site information
technology services and functions MUST accredit the systems used by the
Outsourcing information
’ contractorto at least the same minimum standard as the agency's Information Assurance Mechanisms exist to facilitate the implementation of security,
225001 technology services and ’ Functional | SubsetOf 140-01 ' ) 10
functions systems. This may be achieved through a third party review report utilising (1A) Operations and resilience and controls.
the ISAE 3402 Assurance Reports on Controls at a Third Party Service
o
‘Agencies engaging industry for the provision of off-site information
, | technology services and functions MUST accredit the systems used by the .
Outsourcinginformation |\ . ctor to at east the same minimum standard as the agancy's oot to ensure Assets, andlor
225001 technology services and S : geney Functional ~ [Intersects With| Security Authorization | 1A0-07 |Services (TAAS) are officially authorized prior to "go live” in a production 5
AN systems. This may be achieved through a third party review report utilising ot
the ISAE 3402 Assurance Reports on Controls at a Third Party Service )
o
Agencies SHOULD NOT engage industry for the provision of off-site
formation technol i functi tries that N Adequate Security for
Outsourcing nformation | 1/ n 8eNO108Y se""lfia""l e e with PN Regut:&ed Mechanisms exist to protect sensitive and/or regulated data that is
° caland does not have a multilateral or bilateral security agreement wi >
225.C.02 technology services and " nuttilz v ag Functional | Intersects With 140-03.2 | collected, developed, received, transmitted, used or stored in support 5
for the protection of classified information of the government of New Data In Support of
functions " of the performance of a contract.
Zealand. If there is any doubit, the agency's CISO should be consulted. Contracts
Independence of [TSMs | Where an agency has outsourced information technology services and Mechanisms exist to facitate the implementation of third-party
226,001 from outsourced | functions, any ITSMs within the agency SHOULD be independent of the Functional | SubsetOf | Third-Party Management | Tpi-01 | oeenisms &' (o 10
i company providing the i services and functions. 8 g
Wh has out information technols
indspendence of TS |(C0EE R0 S8 some?r:nxot:\ma rooaraad oaneation; andd Mechanisms exist to facilitate the implementation of third-part
226.C.02 fromoutsourced |1 theY ensure that the outsourced organisation provides | - ¢noyional | - SubsetOf | Third-Party Management | TPM-01 [\ oo anisms existto facilitate the implementation of third-party 10
N a single point of contact within the organisation for all information management controls.
P and security matters.
Agencies SHOULD devel c tractors that h
gencies SHOULD develop a program to manage contractors that have Mechanisms exist to develop a plan for Supply Chain Risk Management
been accredited for the provision of off-site information technology : e R
Developing a contractor |services and functi Supply Chain Risk (SCRM) with the
rvices and functions.
ma"a;mem rogram services and functions. Functional | Intersects With| Management (SCRM) RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
P Plan (TAAS), including documenting selected mitigating actions and
itoring p against those plans.
‘Agencies intending to adopt public cloud technologies or services MUST Mechanisms exist to establish a:
! i ¢ . This pl Strategic Plan & 1) Strategi ty, compli d -specific busi
255,001 Cloud Adoption Strategy |2°Y10P 2 Plan for how they intend to use these services. Thisplancanbe | ¢ oo | rategic Plan prmor.1 | (1) Strategic security, compliance and resiience-specific business .
standalone or part of an overarching ICT strategy. Objectives plan; and
(2) Set of obiectives to achieve that plan.
‘An agency’s cloud adoption plan SHOULD cover:
Outcomes and benefits that the adoption of cloud technologies will bring;
Risks introduced or mitigated through the use of cloud, and the agency's
risk tolerance;
Financial and cost accounting models;
Shared responsibility models;
Cloud deployment models;
Cloud security strategy;
Ees'“e"ce and recovery approaches; Mechanisms exist to establish a:
ata recovery on contract termination; '
) Strategic Plan & 1) Strategic security, compliance and resilience-spet
2.3.25.C.02 Cloud Adoption Strategy |Cloud exit strategy and other contractual arrangements; and Functional | Intersects With Obji‘cmves PRM-01.1 LLLH_ amg' ¥, compli i P 5
Ahigh level description of the foundation services that enable cloud 2) St of objectives to achiove that plan.
adoption, including:
User, device and system identity;
Encryption and key management;
Information management;
Logging and alerting;
Incident management;
Managing privileged activities; and
Cost management.
‘Agencies intending to adopt public cloud technologies or services SHOULD ore Trast Avehitactore Mechanisms exist to treat all users and devices as potential threats
2.3.26.C.01 Zero Trust incorporate Zero Trust philosophies and concepts. Functional ~ Intersects With o NET-01.1 [and prevent access to data and resources until the users can be 5
broperly and their access authori
‘Agencies SHOULD leverage public cloud environment native security
o . ; ] : d Joro Trust Architecture Mechanisms exist to treat all users and devices as potential threats
2.3.26.C.02 Zero Trust services as part of legacy system migrations, in preference to recreating Functional | Intersects With NET-01.1 [and prevent access to data and resources until the users can be 5
application architectures that rely on legacy perimeter controls for @A)
security. properly authenticated and their access authorized.
ity.
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Agencies intending to adopt cloud technologies o services MUST conduct Mechanisms exist to conduct recurring assessments of risk that
a risk in with the guidance includes the likelihood and magnitude of harm, from unauthorized
23.27.C.01 Risk Assessment | provided by the Government Chief Digital Officer (GCDO) before Functional |Intersects With|  Risk Assessment RSK-04 |access, use, discl disruption, or of the 5
implementation or adoption. i Assets, Services and/or Data
(TAASD).
Agencies MUST ensure cloud risks for any cloud service adopted are Mechanisms exist to conduct recurring assessments of risk that
identified, understood and formally accepted by the Agency Head o Chief includes the likelihood and magnitude of harm, from unauthorized
2.3.27.C.02 Risk Assessment | Executive and the agency's Accreditation Authority. Functional |Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
's Assets, Senvices and/or Data
(TAASD).
‘Agencies intending to adopt cloud SHOULD d enh
ge:‘c'“ . ing et tooian to oo oo Mechanisms exist to facilitate the implementation of cloud
2.3.28.C.01 Security Architecture | X/t Security architectures and systems design to prudently manage Functional Subset Of Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 10
the changed risk, technology and security environment in adopting cloud
with industry practices.
services.
‘Agencies intending to adopt cloud services SHOULD review and enhance
" i hitect d " d ( dentl Cloud Security Mechanisms exist to ensure the cloud security architecture supports
2.3.28.C.01 Security Architecture | X/t Security architectures and systems design to prudently manage Functional | Intersects With Y CLD-02  |the organization's technology strategy to securely design, configure and 8
the changed risk, technology and security environment in adopting cloud Architecture
maintain cloud employments.
services.
‘Agencies intending to adopt cloud services SHOULD review and enhance
Mechanisms exist to facilitate the implementation of industry-
existing security architectures and systems design to prudently manage ) A . :
! © " Secure Engineering recognized security, compliance and resilience practices in the
2.3.28.C.01 Security Architecture | the changed risk, technology and security environment in adopting cloud | Functional | Intersects With SEA-01 8
Principles design, and
services. of Technology Assets, Applications and/or Services (TAAS).
Agencies intending to adopt cloud services SHOULD review and enhance )
" " Mechanisms exist to ensure security, compliance and resilience
existing security architectures and systems design to prudently manage
capabilities are designed and maintained in alignment with security
the changed risk, technology and security environment in adopting cloud Secure Architecture et e
2.3.28.C.01 Security Architecture  |services. Functional | Intersects With SEA-01.4 princip : 8
Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(@) An defined reference
Agencies intending to adopt cloud services SHOULD review and enhance exist to formally i the secure
2328.6.01 Security Architecture | #1SUnE seeurty architectures and systems design to prudently manage Functional | Intersects With| Security-Aware Design | SEAco1.5 |FTETiecture principles into engincering, product and model design .
the changed risk, technology and security environment in adopting cloud to ensure security, andresilience are built in
services. by default and by design.
Agencies MUST consider the use of any All of Government contracts with Mechanisms exist to establish a:
252,601 Selestion of Sorvices | 10U service providers before negotiating individual contracts. Functional. | intersectswitn|  STatege Plan& prvo1.4 | (1) Strategic seourity, compliance and resilience-specific business s
Objectives plan; and
(2) Set of obiectives to achieve that plan.
Agency system architectures and supply arrangements and contracts existto ensure Assets, and/or
System SHOULD include provision for the safe retur of agency data in the event of Services (TAAS) are properly decommissioned so that data is properly
2.3.30.C.01 Decommissioningand | system or service termination or contract termination. Functional |Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
Contract Termination organizational standards, as well as statutory, regulatory and
Systom ‘Agency system architectures and supply arrangements and contracts exist to require for applicabl
Third-Party Contract ity, compli d resili ts with third-parties,
2330001 Decommissioningand |SHOULD include provision for the safe return of agency datainthe eventof [ (oo | Third-Party Contrac pmos | Securty. compliance and resilience requirements with third-parties, R
system or service termination or contract termination. Requirements. reflecting the needs to protect its Assets,
Contract Termination PR -
Services and/or Data (TAASD).
Post-Quant ‘Agencies SHOULD th f the Latest developments i
ost-Quantum gencies ensure they are aware of the latest developments in Mechanisms exist to identify and document risks, both internal and
2.4.13.C.01 c post-q GCSB is tracking these developments and Functional |Intersects With| Risk Identification Rsk-0g |Toonen 5
Preparation will continue to provide advice through the NZISM. external:
‘Agencies SHOULD maintain an inventory of sensitive and critical datasets
Post-Quantum |that must be secured for an extended amount of time. This will ensure ’
Mechanisms exist to identify and document risks, both internal and
2.4.13.C.02 Cryptography datasets that may be at risk now and decrypted once a cryptographically | Functional |IntersectsWith|  Risk Identification Rsko3 | e 5
Preparation relevant quantum computer is available are not secured solely through the .
use of auantum vulnerable
post-Quantum | Eencies SHOULD conduct an inventory of systems using cryptographic
2413.0.03 Oryptosanhy technologies to determine the potential size and scope of futwre ransition | o Rskog | Mechanisms exist to identity and document risks, both internal and s
! work once post-quantum cryptographic systems become available. external.
Preparation
Post-Quant A SHOULD identify which syst th tory rel bl
ost-Quantum gencies identify which systems in their inventory rely on public Mechanisms exist to identify and document risks, both internal and
24.13.C.04 Cryptography key cryptography and note them as quantum vulnerable in agency risk Functional |Intersects With| Risk Identification Rsko3 | 5
Prepara i}
Post-Quantum | Agencies SHOULD determine a priority order for quantum vulnerable ) - ]
Mech: t to identify and d trisks, both internal and
2.413.C.05 Cryptography systems to be from classical to post-q Functional | Intersects With| Risk Identification RSK-03 exi:{:;'sms existto identify and document risks, both internal an 5
Agencies SHOULD consider the following factors when prioritising the
quantum vulnerable systems:
Is the system a high value asset based on agency requirements?
Post-Quant vei ion (e.g.
ost-Quantum | Does the system protect sensitive information (e.g., key stores, passwords, ) ) Mechanisms exist to identify and document isks, both internal and
2.413.C.06 Cryptography root keys, signing keys, personal information, and classified information)? | Functional | Intersects With|  Risk Identification Rsk03 | e 5
Preparation Do other systems (internal or external to the agency) depend on the .
cryptographic protections in place on the quantum vulnerable system?
How long does the data need to be protected?
Post-Quant Using th tory and prioritisation information, SHOULD
ost-Quantum sing the inventory and prioritisation information, agencies Mechanisms exist to identify and document risks, both internal and
2.4.13.C.07 Cryptography develop a plan for system transitions upon publication of the new post- Functional |Intersects With| Risk Identification Rskos  [Meener 5
Preparation quantum standard. -
Where the agency head devolves their authority the delegate MUST be at Aesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
i . ission and to centrally- , coordinate, develop,
518001 Delegation of authority | 12212 member of the Senior Executive Team o an equivalent Functional | Intersects With | Gomptionce & Resiienca |  GOv-04 |iSsion and resources to centrally-manag, coordinate, dovelop R
management po: Responsibilities and maintain an D de Security, C &
P Resilience Program (SCRP).
When the agency head delegates their authority, the delegate SHOULD be Aesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
. ission and to centrally- , coordinate, develop,
518002 Delegation of authority | S @Xecutive who nderstands the consequences and potential Functional | Intersects With | Gomptionce & Resiienca |  GOv-04 |iSsion and resources to centrally-manag, coordinate, dovelop R
impact to the business of the acceptance of residual risk. - and maintain an enterprise-wide Security, C &
Responsibilities ©
Resilience Program (SCRP).
Where the head of a smaller agency is not able to satisly all segregation of Aesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
. ' i 1 itrally- , te, lop,
318003 Delogation of authority |11 Feabirements because of scalabilty and smallpersomnet numbors, al | ¢ oo oo RPN o mission and resources to centrally-manage, coordinate, develop, s
potential conflicts of interest SHOULD be clearly identified, declared and B oilios and maintain an enterprise-wide Security, C
actively managed. P Resilience Program (SCRP)
The agency head MUST provide support for the development, nesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
thori i . i to centrally- ’ te, develop,
319001 Support for and ongoing of security Functional | Intersects With | Gomptiance & Resibenca |  GOv-0q |iSsion and resources to centraly-manag, coordinate, dovelop s
security processes within their agency. o and maintain an P de Security, C &
Responsibilities
Resilience Program (SCRP).
The Cl MUST be:
@ CISO MUST be " Mechanisms exist to assign one or more qualified individuals with the
cleared for access to all classified information processed by the agency's Assigned Security, "
mission and resources to centrally-manage, coordinate, develop,
Requirement for a CISO [systems, and Functional | Intersects With| Compliance &Resilience | GOV-04 | mana ' 5
ble to be briefed int rtmented information on th . Responsibilities and maintain an enterprise-wide Security, G
ibilit
able to be briefed into any compartmented information on the agency's p Resilioncs Program (SCRP)
sustems.
Agencies SHOULD appoint a person to the role of CISO or have the role. nesigned Securiy, Mechanisms exist to assign one or more qualified individuals with the
tak ti ithin th . y issi d t trally- , coordinate, develop,
3.2.8.C.02 Requirement for a IS0 ||"9e1taken by an existing person within the agency Functional | Intersects With| Compliance &Resilience | GOv-04 | &1 a:‘?:::‘: :::" relymanags, Soordinate, develop N 5
intai prise-wid ty,
Responsibilities
ponsibiit Resilience Program (SCRP).
The CISO role SHOULD be undertaken by a member of the Senior Executive nesigned Securiy, Mechanisms exist to assign one or more qualified individuals with the
T lent it positi y ission and to centrally- , coordinate, develop,
3.2.8.C.03 Requirement fora Ciso |12 O N eduivalent management position Functional | Intersects With| Compliance &Resilience | GOv-04 | &1 a:‘?:::‘: :::" relymanags, Soordinate, develop 5
intai prise-wid ty,
Responsibilities
ponsibilit Resilience Program (SCRP).
The CISO SHOULD be for ing the of Mechanisms exist to assign one or more qualified individuals with the
rit nnel within the agen Assigned Security, mission and resources to centrally-manage, coordinate, develoj
3.2.8.C.04 Requirement for a Ciso [ $°H1Y Personnetwithin the agency. Functional | Intersects With| Compliance &Resilience | GOV-04 | e yrmanags, Soordnate, P N 5
intai P d ity,
Responsibilities
ponsibilit Resilience Program (SCRP).
Where multiple roles are held by the CISO any potential conflicts of nesigned Securiy, Mechanisms exist to assign one or more qualified individuals with the
terest SHOULD i fully 5 ’ issi d to centrally- , coordinate, develop,
3.2.8.C.05 Requirement for a ciso | Mteest SHOULD be identified and carefully managed Functional | Intersects With | Compliance &Resilience | Gov-04 |™°5'°" S"a:::;mr:z :::" rally-manage, coor ‘""j evelop. N 5
intai prise-wid ty,
Responsibilities
ponsibiit Resilience Program (SCRP).
The CISO SHOULD report directly to the agency head on matters of
e tion ssouy Mechanisms exist to align security, compliance and resilience
Responsibilities- | "o o0 urity with gency. Steering Committee & ties with business requi through a steering
Functional | Intersects With Gov-01.1 5

Reporting

Program Oversight

or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
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The CISO SHOULD report directly to the agency head on matters of nssigned Securiy Mechanisms exist to assign one or more qualified individuals with the
520,001 - urity within the agency. Functional | Intersects With| Compliance & Resiience | GOV-0a | T1S89n 8nd esources to central-manage,coordinate, develo. .
Reporting oo oies and maintain an enterp ,C &
P Resilience Program (SCRP).
The CISO SHOULD develop and maintain a comprehensive strategic level nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
2210.0.01 Responsibilties | nformation security and security risk management program within the Functional | Intersects With| Compliance & Resiience | | GOV-0a | T1S89n and esouroes to cetral-manage,coorainate, develo. s
Security programs | agency aimed at protecting the agency's official and classified information. and maintain an enterp .C
Responsibilities -
Resilience Program (SCRP).
The CISO SHOULD be for the ofan Mechanisms exist to assign one or more qualified individuals with the
t ! Assigned Seurity, mission and resources to centrally-manage, coordinate, develoj
3.2.10.C.02 security plan. Functional | Intersects With | Compliance & Resilience | GOV-04 y-manags P, 5
Security programs e oien and maintain an enterp ty, C &
P Resilience Program (SCRP).
The CISO SHOULD create and facilitate the agency security risk nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
4210.0.03 Responsibilities - | management process. Functional | Intersects With | Gomptiunce & Resilionce | GOV.0a |TSsion and resources to centrally-manage, coordinate, develop, R
Security programs e ion and maintain an enterprise-wid ,C &
P Resilience Program (SCRP).
The CISO SHOULD work with syst . system certifiers and syst
© worl wifh system owners, system certifiers and system ) Mechanisms exist to assign one or more qualified individuals with the
- to determine security policies for their Assigned Security,
Responsibilities - ! ' ission and esouroes to entrall-manage,coordinate, develo.
3.2.10.C.04 systems and ensure consistency with the Protective Security Requirements | Functional  Intersects With | Compliance & Resilience | GOV-04 5
Security programs | o) and i particular the relevant NZISM 1t Responsibilities and maintain an enterp 1y, C &
(PSR) and in particular the relevan components. p Rotilionce Program (SCRP).
The CISO SHOULD work with system owners, system cerlifers and system Mochanisms existto compol data and/or process owners to
to determine security policies for their Operationalizing
Responsibilities - ’ operationalize security, compliance and resilience practices for
3.2.10.C.04 ° systems and ensure ith the Protect it Functional |Intersects With| Security, Compliance & | GOV-15 o : 5
Security programs Technology Assets, Applications, Services and/or Data (TAASD) under
(PSR) and in particular the relevant NZISM components. Resilience Capabilities
their control.
The CISO SHOULD work with system owners, system certifiers and system
Responsibilties to determine security policies for their Mechanisms exist to compel data and/or process owners to select
3.2.10.C.04 o |vstems and ensure consistency with the Protective Security Requitements | Functional | Intersects With | Select Controls GOV-15.1 | required security, compliance and resilience controls for Technology 5
Y Prog (PSR) and in particular the relevant NZISM components. Assets, Applications, Services and/or Data (TAASD) under their control.
The CISO SHOULD be responsible for establishing mechanisms and nesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
22.11.001 Responsibities | programs to ensure compliance withthe informaton securitypotcesand | ¢uionar | inerseots Witn| Comptiance & Resiience | Gov-oa |TISS10n and esources o centally-manage, coordinate, develop, s
Ensuring compliance [ standards within the agency. o and maintain an enterp ty, &
Responsibilities
Resilience Program (SCRP).
The CISO SHOULD be responsible for ensuring agency compliance with the nesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
2211.0.02 Responsibilities - | NZISM through facilitating a continuous program of certification and Functonsl | ntesects With| Complance & Resflonce | GOv-04 | SSion andresources to centrlly-manage, coordinate, evelop, s
Ensuring compliance  |accreditation of all agency systems. o and maintain an enterp ,C &
Responsibilties
Resilience Program (SCRP).
The CISO SHOULD be forthe of - ; Mechanisms exist to assign one or more qualified individuals with the
it trics and ke indicators within th Assigned Security, d to centrall dinate, devel
2211.0.03 security metrics and key indicatorswithinthe | ¢ oot |\ persects With| Compliance & Resiience | GOv-g4 |55 andresources o centraly-manage, cordinats, develop. s
Ensuring compliance | agency. o and maintain an enterp ,C
Responsibilities
Resilience Program (SCRP).
The CISO SHOULD facilitate information security and business alignment nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
3212.601 s ~ |ana through an securty teering commitee o | .ot |\ wersects ith| Campliance & Resiience | GOv.4 |55 andresources o centrally-manage, coorinats, develop. s
Coordinating security ~|advisory board which meets formally and on a regular basis, and B otias and maintain an enterp ty, C &
comrises kev business and ICT executis P Resilience Program (SCRP).
The CISO SHOULD be responsible for coordinating information security nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
2212.0.02 Responsibilties - |and security risk management projects between business and information | ¢ L SRERESERE | o |mission and resources to centrally- manage,coorinate, develop, s
Coordinating security | security teams. o and maintain an enterp ,C &
Responsibilities
Resilience Program (SCRP).
The CISO SHOULD work with business teams to facilitate security risk nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
212,003 Responsibiltes - | analysis and security risk management processes, inclucing the Functional | Intersects With | Gomtiance & Resiience | Gov.a |MSsion and resources to centraly- manage,coorinate, develop, s
security of levels of risk across the agency. o and maintain an enterp ,C
Responsibilties
Resilience Program (SCRP).
The CISO SHOULD provide strategic level guidance for agency ICT projects nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
3.2.13.C.01 Responsibilities - | and operations. Functional | Intersects With | Compliance & Resilience | GOV-04 | Mission and resources to centrally- manage, coordinate, develop, 5
Working with ICT projects nes and maintain an enterp ty, C &
Responsibilities
Resilience Program (SCRP).
The CISO SHOULD liaise with agency technology architecture teams to nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
3213.0.02 Responsibiltes - | ensure alignment betwoen security and agency architectures. Functional | Intersocts With | Gomtiance & Resiience | GOv.a |MSSion and resources to centraly- manage, coorinate,develop. s
Working with ICT projects nes and maintain an enterp ty, C &
Responsibilties
Resilience Program (SCRP).
The CISO SHOULD coordinate the use of external information security nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
3214001 Responsibilties - | resources to the agency including contracting and managing the resources. | ¢l SEEEEEEEE | oyios | mission and resources to centrally- manage, coorinats,develop. s
Working with vendors " and maintain an enterp ty, C
Responsibilties
Resilience Program (SCRP).
The CISO SHOULD be responsible for controlling the information security nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Re bilities - budget. y d t trall dinate, develop,
3.2.15.C.01 esponsibilities udge! Functional | Intersects With | Compliance & Resilience |  GOV-04 | 510" @nd resources to centratly-manage, coordinate, develop 5
Budgeting " and maintain an enterp ty, C &
Responsibilties
Resilience Program (SCRP).
Responaibities. | e C1SO SHOULD be responsible for controlling the information security Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
3.2.15.C.01 o budget. Functional | SubsetOf | ResilienceProtection | PRM-01 |controls that provide a portfolio management approach to achieve 10
geting Portfolio security. and resilience obiecti
The CISO SHOULD be responsible for controlling the information security ) Mechanisms exist to address all capital planning and investment
R bilit budget Security, Compliance & ts, including th ded to implement the Securit
3.2.15.C.01 esponsibilities udget. Functional | Intersects With| Resilience Resource pRM.02  |fequests, including the resources needed to implement the Security, 5
Budgeting Compliance & Resilience Program (SCRP) and document all exceptions
Management "
to this
. The CISO SHOULD be fully aware of all information security incidents - ] Mechanisms exist to assign one or more qualified individuals with the
Responsibilities - o Assigned Security, . S cnat, doe
3.2.16.C.01 Information security | (e @gency- Functional | Intersects With | Compliance & Resilience |  GOV-04 | ™S510" @nd resources to centratly-manage, coordinate, develop, 5
" and maintain an enterp .C &
incidents Responsibil
Resilience Program (SCRP).
Responsibilities - | The CISO SHOULD be fully aware of all information security incidents e exist to document, monitor and report the status of
3.2.16.C.01 Information security | within the agency. Functional | Intersects With P IR0-09  |cybersecurity and data protection incidents to internal stakeholders all 5
incidents the wav through the resolution of the incident.
The CISO SHOULD coordinate the development of disaster recovery nesigned Securt Mechanisms exist to assign one or more qualified individuals with the
3247.0.01 Responsibilties - | policies and standards within the agency to ensure that business-critical Functional | Intersects With | Compliance & RES‘LL'HCE GOv.04 | Mission and resources to centrally- manage cumdma(e, develop, s
Disaster recovery | services are supported appropriately and that information security is e bron and maintain an enterp .C &
inthe event of a disaster. P Resilience Program (SCRP).
The CISO SHOULD be for ing th and nesigned Securiy, Mechanisms exist to assign one or more qualified individuals with the
tion of informati ity t thi y d t trall d&,dx,
3218.0.01 Responsibilties - Training| 2Per2ton of information security awareness and taining programswithin | ¢ oo el oor i e e | govaga  |Mission and resources to centrally- manage coordinate, develop, s
the agency. Responsibilties and maintain an P ,C
P Resilience Program (SCRP).
The CISO SHOULD provide authoritative security advice and have Mechanisms exist to assign one or more qualified individuals with the
Responsibilities - 1. iarity with a range of national and international standards and good Assigned Security, mission and resources to centrally-manage, coordinate, develoj
3.2.19.C.01 Providingsecurity | 0 ety with arange of national and international standards and goo Functional | Intersects With | Compliance & Resilience | GOV-04 Y g, " P, 5
e practice. e bron implement and maintain an enterprise-wide Security, Compliance &
& P Resilience Program (SCRP).
Responsibilities - | The CISO SHOULD provide authoritative security advice and have )
! Manage Of exist to manage the organizational knowledge of the
3.2.19.C.01 Providing security | familiarity with a range of national and international standards andgood | Functional |Intersects With PRM-08 5
Knowledge security, compliance and resilience staff.
knowledge practice.
Agencies MUST appoint at least one ITSM within thei . Defined Roles & tto def les & ibilities for all
3.3.4.C.01 Requirement for ITsMs | “8°"¢1eS appoint at least one [TSM within their agency. Functional | Intersects With efined Roles HRS-03 existtodefine roles oral 5
ITSMs MUST be:
) cleared for access to all classified information processed by the agency's Defined Roles & exist o define olos & itios forall
33.4.C.02 Requirement for ITSMs | systems; and Functional [ Intersects With| "% 10 %8 ¢ HRS-03 5
able to be briefed into any compartmented information on the agency's P
sustems.
Where an agency is spread across a number of geographical sites, itis ) o
Defined Roles & tto def les & forall
3.3.4.C.03 Requirement for ITSMs | recommended that the agency SHOULD appoint a local ITSM at each Functional |Intersects With elined fo'es HRS-03 existiodefine rotes or el 5
Responsibilities personnel.
maijor site.
] The ITSM role SHOULD be undertaken by personnel with an appropriate Defined Rotes & st o dofine s ortites foral
33.4.C.04 Requirement for ITSMs | Level of authority and training based on the size of the agency or their area | Functional | Intersects With HRS-03 5
o Responsibilities personnel.
of within the agency.
254008 Roquirement for Tspa._| TSMS SHOULD NOT have additional responsibiltes beyond those needed | ol 0 L ™ Defined Roles & rs03 exist to define Toles & ibilities for all R
to fulfil the role as outlined within this manual.
Responsibilities - | ITSMs SHOULD work with the CISO to develop an information securit Defined Roles & existto define oles & forall
335.C.01 ponsibiit - work velop aninformatt g Functional | Intersects With ined Ho'es HRS-03 o ! " ' 5
Securitv programs program within the agency. ilities
255002 Responsibilities - | ITSMs SHOULD undertake and manage projects to address identified Functionat | imtersactswitn| _ Defined Roles & rs03 exist to define Toles & forall R

Security programs

security risks.
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ITSMs MUST b ible for assisting syst to obtain and
Responsibilities - s ¢ responsible for assisting system owners to obtain an Defined Roles & isms exist to define ity roles & ibilities for all
336.0.01 maintain the accreditation of their systems. Functional | Intersects With HRS-03 5
Working with ICT projects Responsibilities personnel.
ITSMs SHOULD identify systems that requi it d assist
Responsibilities - s identify systems that require security measures and assis Defined Roles & isms exist to define ity roles & ibilities for all
in the selection of appropriate information security measures for such Functional | Intersects With HRS-03 5
Working with ICT projects Responsibilities personnel.
systems.
ITSMs SHOULD consult with ICT project T that
Responsibilities - s consuttwr project personnel to ensure tha Defined Roles & isms exist to define ity roles & ibilities for all
3.3.6.C.03 information security is included in the evaluation, selection, installation, | Functional | Intersects With HRS-03 5
Working with ICT projects | " o1 o ‘ ° Responsibilities personnel.
and operation of IT equipment and software.
ITSMs SHOULD work with agency enterprise architecture teams to ensure
556008 Responsbilties- | that securiy risk are into system ar Functional | intersectswitn|  Defined Roles & HRs.03 exist to define roles & forall s
Working with ICT projects | and to identify, evaluate and select information security solutions to meet Responsibilties personnel.
the agencv's securitv obiecti
ITSMs SHOULD be included in th 'sch tand
Responsibilities - s ¢ included in the agency's change management an Defined Roles & exist to define ity roles & i forall
33.6.0.05 change control processes to ensure that risks are properly identifiedand | Functional | Intersects With HRS-03 5
Working with ICT projects ) Responsibilities personnel.
controls are properly aplied to manage those risks.
ITSMs SHOULD notify the Accreditation Authority of any significant ch
Responsibilities - s notify the Accreditation Authority of any significant change Defined Roles & exist to define ity roles & i forall
33.6.0.06 that may affect the accreditation of that system. Functional | Intersects With HRS-03 5
Working with ICT projects Responsibilities personnel.
1TSMs SHOULD 1 thvendors and hasing and legal
Responsibilities - s iaise with vendors and agency purchasing and legal areas Defined Roles & exist to define ity roles & i forall
33.7.001 to establish mutually acceptable information security contracts and Functional | Intersects With HRS-03 5
Working with vendors | © *79° *1 Responsibilties personnel.
ITSMs MUST be responsible for ensuring the development, maintenance,
558001 Responsibilties - |updating and implementation of Sectrity Rsk Management Plans (SAMPS), | ¢ ol | Defined Roles & HRs.03 exist to define roles & forall s
Implementing security |Systems Security Plans (SSP) and any Standard Operating Procedures Responsibilities personnel.
(SOPs for all agency svstems.
ITSMs SHOULD conduct security risk ts on the implementat
Responsibilities - s conduct security risk assessments on the implementation Defined Roles & exist to define ity roles & i forall
3.3.8.C.02 of new or updated IT equipment or software in the existing environment Functional | Intersects With HRS-03 5
Implementing security Responsibilties personnel.
and develop treatment strategies if necessarv.
255008 Responsibilities - | ITSMs SHOULD select and coordinate the implementation of controls to Functionat Iimtersactawitn| _ Defined Roles & rs.08 exist to define roles & forall R
security | support and enforce security policies.
ITSMs SHOULD provide leadership and direction for the integration of
Responsibilities - s provide teadership and direction for the integration o Defined Roles & exist to define roles & forall
3.3.8.C.04 information security strategies and architecture with agency business and | Functional | Intersects With e HRS-03 5
Implementing security Responsibilities
ICT strategies and
235005 Responsibilites - | ITSMs SHOULD provide technical and managerial expertise for the Functional. | intersectswitn|  Deined Roles & HRS.03 exist to define Toles & forall R
security of security tools.
ITSMs SHOULD work with the CISO to develop informati ity budget
Responsibilities - s work with the o develop information security budge Defined Roles & isms exist to define ity roles & ibilities for all
33.9.001 projections and resource allocations based on short-term and long-term | Functional | Intersects With HRS-03 5
Budgeting ) Responsibilities personnel.
goals and obiecti
3510001 Responsibilities - | ITSMs SHOULD coordinate, measure and report on technical aspects of Functionat Iitorsectswitn| _ Defined Roles & rs.03 exist o define roles & forall R
Reporting security.
ITSMs SHOULD monitor and report u th informatt
Responsibilities - s D monitor and report on compliance with Information Defined Roles & exist to define roles & forall
3.3.10.C.02 security policies, as well as the enforcement of information security Functional | Intersects With e HRS-03 5
Reporting Responsibilties personnel.
policies within the agency.
210,003 Responsibilities | ITSMs SHOULD provide regular reports on information security ncidents | ¢ oo T 0 17 Defined Roles & HRs.03 exist to define Toles & forall R
Reporting and other areas of particular concern to the CISO.
3510008 Responsibilities - | ITSMs SHOULD assess and report on threats, vulnerabilities, and residual | -~ ™f -~ ™ Defined Roles & rs.03 exist o define roles & forall R
Reporting security risks and remedial actions.
2a11.001 Responsibilties — | ITSMs SHOULD assist system owners and security personnel in Functional. | intersectswitn|  Defined Roles & HRs.03 exist to define Toles & forall R
Auditing and to audit failures reported by auditors.
ITSMs SHOULD assist and guide the disasts L t th
Responsibilities - s assist and guide the disaster recovery planning team in the Defined Roles & isms exist to define ity roles & ibilities for all
3.3.12.0.01 selection of recovery strategies and the development, testing and Functional | Intersects With HRS-03 5
Disaster recovery Responsibilities personnel.
of disaster recoverv plans.
315,001 Responsibilties -Training| M SHOULD provide or artange forthe provision ofinformation security | oo 0 L T Defined Roles & rs.03 isms exist to define ity roles & ibilities for all R
awareness and training for all agency personnel.
ITSMs SHOULD develop technical information materials and workshops on
Defined Roles & tto def les & forall
3.3.13.C.02 Responsibilities - Training| information security trends, threats, good practices and control Functional |Intersects With erined Ho'es HRS-03 existiodefine rotes ora 5
Responsibilties personnel.
Rosponsibiliies | TS SHOULD maintain a current and up-to-date security knowladge
3514001 Provdimsseouny |P25° comPrising ofa technical rference lirary, security advisories and Functional. | intersectswitn|  Defined Roles & HRS.03 exist to define roles & forall s
tnolode alerts, information on information security trends and practices, and Responsibil personnel.
relevant laws. standards and guidelin
R bilities - | ITSMs SHOULD provide expert guid: ity matters for ICT
esponsibilities s provide expert guidance on security matters for Defined Rotes & st dofine s itios forall
3.3.14.C.02 Providing security | projects. Functional | Intersects With > HRS-03 5
Responsibil personnel.
knowledge
R bilities - | ITSMs SHOULD provide technical advice for the informatt t
esponsibilities s provide technical advice for the nformation securlty Defined Rotes & ot dofine s itios forall
3.3.14.C.03 Providing security | steering change and other agency Functional | Intersects With > HRS-03 5
Responsibilities personnel.
knowledge and inter-agenc, as required.
The ITSM SHOULD keep the CISO and syst formed with up-to- Defined Roles & ist to defi les & ilities for all
3.3.15.C.01 Responsibilities © YULD keep the and system owners informed WIth Up-to= | ¢ ctional | Intersects With efined Rotes HRS-03 existtodefine roles oral 5
jate on current threats.
Each system MUST have a system owner who is responsible for the Mechanisms exist to develop, implement and govern system
410,001 Requirement for system |operation and maintenance of the system. runctional | intersects witn| $Y5te™ 126 e with Operating R
owners Processes Procedures (SOP), for operating and maintaining Technology Assets,
and/or Services (TAAS).
Each system MUST h t ho ible for th
Requiremant for 5y51em |caermman g mam e e rerer who s respensibieforthe batabase Administrative Mechanisms exist to develop, implement and govern database
3.4.10.C.01 a ¥e ©operation and maintenance of the system. Functional |Intersects With it AST-28 pre with ized Operating 5
owners Processes
Procedures (SOP), for operating and maintaining databases.
3410001 Requirement for systom |Each system MUST have a system ovinr who i responsible for the Fumctional | mtersectswitn|  Deined Roles & rs.03 exist to define roles & forall R
owners operation and of the system.
Each system MUST have a system owner who s responsible for the Mechanisms exist to obtain, protect and distribute administrator
operation and maintenance of the system. ° ]
for Assets, and/or Services
Requirement for system Documentation (TAAS) that describe
i
3.4.10.C.01 a ¥e Functional | Intersects With TDA-04  |(1) Secure configuration, installation and operation of the TAAS; 5
owners Requirements y
(2) Effective use and of securit ;and
(3) Known vulnerabilities regarding configuration and use of
administrative (e.g., privileged) functions.
System owners SHOULD be a member of the Senior Executive Team or an Mechanisms exist to develop, implement and govern system
3.410.0.02 for system position, for large or critical agency systems. Functional | ntersects with| SYStem AST26 pre es, with Operating s
owners Processes Procedures (SOP), for operating and maintaining Technology Assets,
i and/or Services (TAAS).
System owners SHOULD be a member of the Senior Executive Team or an )
“yetem e e Database Administrative Mechanisms exist to develop, implement and govern database
3.4.10.C.02 e v position, for targe or critical agency systems. Functional | Intersects With R AST-28 processes, with ized Operating 5
wner
Procedures (SOP), for operating and maintaining databases
Syst SHOULD b ber of the Senior Executive T
Requirement for system | >)° o 0! © @ member of fhe Senior Bxecutive Team oran Defined Roles & isms exist to define ity roles & ibilities for all
3.4.10.C.02 equivalent management position, for large or critical agency systems. Functional | Intersects With " HRS-03 5
owners Responsibilities personnel.
SVS'E"C ownere SHO““:' be al,'“e"f‘b"‘l’ of the Se'{“”f‘“““” Te‘a'“ oran Mechanisms exist to obtain, protect and distribute administrator
equivalent management position, for large or critical agency systems. tor Aseets, (ons and/or Services
Requirement for system Documentation (TAAS) that describe:
ir i
3.4.10..02 au Y Functional | Intersects With U TDA-04  [(1) Secure configuration, installation and operation of the TAAS; 5
owners Requirements © N
(2) Effective use and of securit ;and
(3) Known vulnerabilities regarding configuration and use of
administrative (e.g., privileged) functions.
System owners MUST obtain and maintain accreditation of their system(s). oporationalzing Mechanisms exist to compel data and/or process owners to
Accreditat tionali ity, compli d resili tices f
3.4.11.C.01 coreditation Functional |Intersects With| Security, Compliance & | GOv-15 | oPerationaize securtty, compliance and restience practices for 5
responsibilities - Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities .
their control.
System owners MUST obtain and maintain accreditation of their system(s).
pcoreditation Mechanisms exist to compel data and/or process owners to implement
3.4.11.C.01 e ites Functional |Intersects With| Implement Controls | GOV-15.2 |required security, compliance and resilience controls for Technology 5
r ibilti
P Assets, Applications, Services and/or Data (TAASD) under their control.
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System owners MUST ensure the development, maintenance and exist to generate (g
implementation of complete, accurate and up to date Information Security System Security Plan (SSP)) that:
documentation for systems under their ownership. Such actions MUST be (1) Identifies key and i onin-
documented. Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
412,001 Documentation Functional | intersectswitn| _ ComPlianceand 1AG.05 | (2)Reftects the current state of applied security, compliance and s
responsibilities Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(8) Provides a historical record of applied security controls, including
changes.
Syst MUST the devel t, maint d
Documentation e e . standardized Operatin Mechanisms exist to identify and document Standardized Operating
3.4.12.C.01 implementation of complete, accurate and up to date Information Security | ¢\ ooy Subset Of P! % | 0Ps-01.1 |Procedures (SOP), or similar documentation, to enable the proper 10
responsibilities | documentation for systems under their ownership. Such actions MUST be Procedures (SOP)
execution of day-to-day / assigned tasks.
System Owners MUST involve the ITSM in the redevelopment and updates exist to generate (g
of the Information Security documentation. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
5412.0.00 Documentation Functional | intersectswitn|  ComPlianceand 1AG.0s | (2)Reftects the current state of applied security, compliance and s
responsibilities Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
System Owners MUST involve the ITSM in the redevelopment and updates Mechanisms exist to identify and document Standardized Operating
Documentation Standardized Operating
3.4.12.C.02 of the Information Security documentation. Functional | Subset Of OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 10
responsibilities Procedures (SOP)
execution of dav-to-day / assigned tasks.
esponaibiities of | ALLSYStem users MUST comply with the relevant seoriy policies and exist to require all and to apply
35.4.C.01 s procedures for the systems they use. Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
V enable secure. comliant and resilient capabilities.
esponaibiities of | ALLSYStem users MUST comply with the relevant seotriy policies and exist to define and rules of
35.4.C.01 e procedures for the systems they use. Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
V behavior.
Allsystem users MUST:
protect account authenticators at the same classification of the system it
. exist to require all and to apply
Responsibilities of | secures;
35.4.C.02 Functional |Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
system users not share authenticators for accounts without approval; . " "
) enable secure, compliant and resilient capabilities.
be responsible for all actions under their accounts; and
use their access to only perform tasks and functions.
Allsystem users MUST:
protect account authenticators at the same classification of the system it
Responsibilties of ¢ exist to define and rules of
3.5.4.0.02 P! seoures; § Functional |Intersects With|  Rules of Behavior HRS-05.1 |behavior for the use of technologies, including consequences for 5
system users not share authenticators for accounts without approval;
unacceptable behavior.
be responsible for all actions under their accounts; and
use their access to only perform authorised tasks and functions.
N Sysl:m usevsflha( needto by:i:s:em::y poLlic\e;,‘ prccfdurfes o . axist o require all o woamply
3.5.4.0.03 P! mechanisms for any reason seelcformal authorisation from the Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
system users orthe ITSM if this authority has been specifically delegated to the ITSM.
enable secure, compliant and resilient capabilities.
Syst that need to b ty policies, proced
Responsibiliesof | machanism for an reason MUST seek ormal autharsaton rom the CISO exist to define and utes of
3.5.4.0.03 P! mechanisms for any reason seelcformal authorisation from the Functional |Intersects With|  Rules of Behavior HRS-05.1 |behavior for the use of technologies, including consequences for 5
system users orthe ITSM if this authority has been specifically delegated to the ITSM.
unacceptable behavior.
Allsystems MUST undergo an audit as part of the certification process. Mechanisms exist to formally assess the security, compliance and
1 lsin Assets, and/or Services
(TAAS) through Information A P 1AP) activities t
42.10.0.01 Certification Audit Functional | Intersects With Assessments 1A0-02  |(TAAS) through Information Assurance Program (1AP) activities to 5
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
T;‘:‘ Cle""‘“;m" a”r"“’,’::::”? a[m:f" ‘;‘a' "‘f CF‘:”"“‘S are a[":’;;:"‘a‘z Security A . Mechanisms exist to produce a Security Assessment Report (SAR) at
effective and comply with the Protective Security Requirements (PSR) an ecurity Assessment
4.211.0.01 Certification decision Py Y Rea Functional | Intersects With Y 1AD-02.4 | the conclusion of a security assessment to certify the results of the 5
in particular the relevant NZISM components, in order to award Report (SAR) " >
assessment and assist with any remediation actions.
certification.
T;\fe c[emhcs;uon aurhor}vlt:l!:USPT a[ccip( (;\sl m? z::mrols are E:p:);;:v'\a(ed, ot o emoure Assats, andlor
effective and comply with the Protective Security Requirements (PSR) an
4.211.0.01 Certification decision Py Y Rea Functional | Intersects With| Security Authorization 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
in particular the relevant NZISM components, in order to award ’
environment.
certification.
Residual seourity sk F“““‘”'"g":j “"l‘:"";"e “"‘d"‘"‘fa”:";‘“",‘["”‘ylslHoutE "’°":°El“" N Security A . Mechanisms exist to produce a Security Assessment Report (SAR) at
esidual security risk | assessment for the Accreditation Authority outlining the residual securi ecurity Assessment
4.212.0.01 Y ! d 2 " | Functional |Intersects With Y IAD-02.4 |the conclusion of a security assessment to certify the results of the 5
assessment risks relating to the operation of the system and a recommendation on Report (SAR) i y
2tion assessment and assist with any remediation actions.
whether to award ornot.
Following the audit, the certification authority SHOULD produce an Mechanisms exist to govern identified deficiencies (6.g., Plan of Action
assessment for the Accreditation Authority outlining the residual security and Milestones (POA&M) or similar methodology) that formally
tisks relating to the operation of the system and a recommendation on ata minimum:
whether to award accreditation or not. (1) Deficiency tracking number;
(2) Applicable security, compliance and/or resitience control;
(3) Description of the deficiency(ies);
4212.001 Residual security risk Functional | Intersects win| C@Pabilties Deficiency |\ () Risk associated with the deficiencylies) R
assessment Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g.. closeout summarvl.
Agencies SHOULD ensure that auditors conducting audits are able to Mechanisms exist to validate that Technology Assets, Applications,
4.346.6.01 Independence of auditors | 4SmONStrate independence and are not also the system owner or Funstional | Intersecte witn| €Ol Conformity GpLoa |Services andlor Data (TAASD) conform to the organization's security, s
certification authority. Monitoring compliance and/or resilience policies, standards and other applicable
Agencies SHOULD ensure that auditors conducting audits are able to Mechanisms exist to ensure assessors or assessment teams have the
43.16.C.01 of audit and are not also the system owner or Functional |Intersects With | Assessor 1A0-02.1 i to conduct security, compliance and/or 5
certification authority. resilier 1
‘Agencies SHOULD that audit ducting audits are able t
gencies ensure that auditors conducting audits are able to Third-Party Assessment Mechanisms exist to accept and respond to the results of external
43.16.C.01 of audit and are not also the system owner or Functional | Intersects With ¢ 1A0-02.3 ° 5
N Reciprocity assessments that are performed by impartial, external organizations.
certification authority.
Prior to undertaking the audit the system owner MUST approve the system exist to generate ion (.81
and security System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d 2) Reflects th t state of applied security, compli d
4347.c.01 Audit preparation Functional | Intersects With ompliance an 1A0-03  |{?) Reftects the current state of applied security, compliance an 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The SecPol, SRMP, SSP, SOPs and IRP documentation MUST be reviewed isms exist to generate ion (.81
by the auditor to ensure that it is comprehensive and appropriate for the System Security Plan (SSP)) that:
environment the system s to operate within. (1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d 2) Reflects th t state of applied security, compli d
4.3.18.C.01 Audit (first stage) Functional | Intersects With ompliance an |a0-03 |12 Reflects the current state of applied security, compliance an: 5

Resilience Controls
Documentation

resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
boundary; and

(3) Provides a historical record of applied security controls, including
changes.
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The Information Security Policy (SecPol) MUST be reviewed by the auditor exist to generate g
to ensure that all applicable controls specified in this manual are System Security Plan (SSP)) that:
addressed. (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
4518.0.02 Audit frat togo) Functional | intersectewan| _ComPliance and 1AG.05 | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(8) Provides a historical record of applied security controls, including
changes.
The system and security architecture (including information security exist to generate e
documentation) SHOULD be reviewed by the auditor to ensure that it is System Security Plan (SSP)) that:
based on sound information security principles and meets information (1) Identifies key and onin-
security requirements, including the NZISM. Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
4518.0.08 Audit (et tago) Functional | intersectewan| _ComPliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The Information Security Policy (SecPol) SHOULD be reviewed by the exist to generate e
auditor to ensure that policies have been developed or identified by the System Security Plan (SSP)) that:
agency to protect classified information that is processed, stored or (1) Identifies key and onin-
communicated by its systems. Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
4518.0.08 Audit et stogo) Functional | intersectewan| _ComPliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The system owner SHOULD provide a statement of applicability for the existto generate e
system which includes the following topics: System Security Plan (SSP)) that:
the baseline of this manual used for determining controls; (1) Identifies key and onin-
controls that are, and are not, applicable to the system; Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
43.18.0.05 Audit (frststagey | 2On7oIS that are applicable but e not being complied with; and Functional | intersectewan| _ComPliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and R
any additional controls implemented as a result of the SRMP. Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
. Prior to undertaking any system testing in support of the certification Configuration Mechanisms exist to facilitate the implementation of configuration
43.19.c.01 Implementing controls [ process, the system owner MUST implement the controls for the system. | Functional | Subset Of CFG-01 10
Management Program controls.
Prior to undertaking any system testing in support of the certification Aesignmentof existto a of duties for
43.19.c.01 Implementing controls | process, the system owner MUST implement the controls for the system. | Functional | Intersects With Recponsiitiy CFG-01.1 that prevents from 5
duties.
Prior to undertaking any system testing in support of the certification Contratized stto s e -
4.3.19.C.01 Implementing controls | POCeSS: the system owner MUST implement the controls for the system. Functional | Intersects With | of Security, C: SEA-01.1 and of security, i nd 5
&Resilience Controls resilience controls and related processes.
The implementation of controls MUST be assessed to determine whether Mechanisms exist to formally assess the security, compliance and
they have been implemented correctly and are operating effectively. il trols in Assets, and/or Services
4.320.0.01 Audit (second stage) Functional | Intersects With Assessments 1A0-02  |(TAAS) through Information Assurance Program (1AP) activities to 5
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
The implementation of controls MUST be assessed to determine whether exist to conduct for:
they have been implemented correctly and are operating effectively. (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
) ) (5) Application security;
4320..01 Audit (second stage) Functional | Itersects With | Specialized Assessments | 140022 | BRI ORSEI 5
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT: andlor
) The implemantation of controls MUST be assessed to determine whether Third-Party Assessment Mechanisms exist to accept and respond to the results of external
43.20.0.01 Audit (second stage) | they have been implemented correctly and are operating effectively. Functional ~ Intersects With ¢ 1A0-02.3 erna 5
Reciprocity assessments that are performed by impartial, external organizations.
The auditor MUST ensure that, where applicable, a physical security Mechanisms exist to formally assess the security, compliance and
certification has been awarded by an appropriate physical security i trols in Assets, andor Services
45.20.0.02 Audit (sscond stage) _|COTeation authority. Functional | intersects with Assossmonts 1A002 | TAS) through Information Assurance Program (1AP) activtes o s
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
The auditor MUST ensure that, where applicable, a physical security exist to conduct fors
certification has been awarded by an appropriate physical security (1) Statutory, regulatory and contractual compliance obligations;
certification authority. (2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
) ) (5) Application security;
4320.C.02 Audit (second stage) Functional | Itersects With | Specialized Assessments | 140022 | SEPIRORSEI 5
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(1) Artficial and (AATY: and/or
The auditor MUST ensure that, where applicable, a physical sscurity ) Third-Party Assessment Mechanisms exist to accept and respond to the results of external
43.20.0.02 Audit (second stage) | certification has been awarded by an appropriate physical security Functional ~ Intersects With ’ 1A0-02.3 ° ; 5
Reciprocity assessments that are performed by impartial, external organizations.
certification authority.
The physical security certification SHOULD be less than three (3) years old Mechanisms exist to formally assess the security, compliance and
at the time of the audit. i Isin Assets, andor Services
4320..08 Audit (second stage) Functional | Intersects With Assessments 1A0-02  |(TAAS) through Information Assurance Program (1AP) activities to 5
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
The physical security certification SHOULD be less than three (3) years old exist to conduct speci for:
atthe time of the audit. (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
N (5) Application security;
43.20.0.03 Audit (second stage) Functional | Intersects With | Specialized Assessments | 140022 | SHEPIRORSE 5
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(1) Artficial and (AATY: andlor
The physical security certification SHOULD be less than three (3) years old )
4.3.20.C.03 Audit (second stage) | at the time of the audit. Functional |Intersects with| Tiré-Party Assessment | o, o |Mechanisms exist to accept and respond to the results of external 5
Reciprocity assessments that are performed by impartial, external organizations.
The auditor MUST produce a report of compliance for the certification Security Assessment Mechanisms exist to produce a Security Assessment Report (SAR) at
4321.0.01 Report of compliance | authority outlining areas of non-compliance for a system and any Functional | Intersects With Roport (9AR) 1A0-02.4 [ the conclusion of a security assessment to certify the results of the 5
L ted actions. and assist with any actions.
aas00n rcoreditation framemork | A€€ncies MUST develop an accreditation framework for their agency. Functional | subsetor | Mermation Assurance | 7 [Mechanisms exist to faciltate the implementation of security, N
(1A) Operation and resilience and controls.
oot rcoreditation Agencies MUST ensure that each of their systems is awarded accreditation.| - "™ """ " Information Assurance | """ | Mechanisms exist to facilitate the implementation of security, o
(1A) Operation: and resilience and controls.
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eoreditotion Agencies MUST ensure that all systems are awarded acreditation before | (1 [ information Assurance | | | Mechanism existto facilitate the implementation of security, o
they are used (1A) Operation: and resilience and controls.
Agencies MUST ensure that all systems are awarded accreditation prior to Information Assurance Mechanisms exist to facilitate the implementation of security,
4.45.C.03 Accreditation gencl U S wer reditation prior Functional Subset Of rmat ur 1A0-01 tsms exist to facti mp ! ecunty 10
them to any other internal or external system. ({1A) Operation: and resilience and controls.
45008 rooreditation ‘Agencies SHOULD ensure information security monitoring, logging and romctionat | Subsator | Mformation Assurance | " [Machanisms existto facilitate the implementation of security, o
auditing is conducted on all accredited systems. (1A) Operation: and resilience and controls.
For mul \ and multi-agency systems, the Certification and Information Assurance Mechanisms exist to facilitate the implementation of securit
446,001 D tati ities SHOULD be byaformalagreement | Functional | SubsetOf 1A0-01 ! P eourty, 10
(1A) Operations and resilience and controls.
between the parties involved.
Prior to beginning the accreditation process the system owner SHOULD Information Assurance Mechanisms exist to facilitate the implementation of securit
44.7.001 Notifying advise the and itation authorities of their intent to sesk | Functional | Subset Of 1A0-01 ! P v 10
(1A) Operations and resilience and controls.
certification and for their system.
447002 Nottying authorties | "€°77€S SHOULD confrm governar ments with the certfication | L o T o | Mformation Assurance | "™ Mechanisms exist to faciltate the implementation of securiy, o
thorities. and with the thorit (1A) Operation and resilience and controls.
Where an agency's system exchanges information with a third-party
system, the agency MUST ensure that the receiving party has appropriate
448001 Due digence measures in place to provide a evel of protection commensurateviththe | L || information Assurance | |\ o | Mechanisms exist to faciltate the implementation of securiy, o
or privacy of their and that the (1A) Operations and resilience and controls.
third party is authorised to receive that information.
An agency MUST ensure that a third party is aware of the agency's
information security expectations and national security requirements by
) defining expectations in documentation that includes, butis not limited to: Information Assurance Mechanisms exist to faciltate the implementation of security,
4.4.8.C.02 Due diligence contract provisions; Functional | Subset Of 1A0-01 10
(IA) Operations and resilience and controls.
a memorandum of understanding;
non-disclosure agreements.
An agency MUST ensure that a third party complies with the agency's
format t tations through a formal idi
) information security expectations through a formal process providing Information Assurance Mechanisms exist to facilitate the implementation of security,
4.4.8.C.03 Due diligence to agency that the operation of Functional | Subset Of 1A0-01 ! 10
anceto (1A) Operations and resilience and controls.
security within the third party meets, and continues to meet, these
‘Agencies SHOULD review when
448004 Dus diligence whther the receiving party has appropriate measures n placeto providea | ¢ | g o | Information Assurance | oo [Mechanisms exis tofacilitate the implementation of security, "
level of protection commensurate with the classification of their (1A) Operations and resilience and controls.
‘Agencies MUST NOT allow a system to process, store or communicate Highost Classiioation Mechanisms exist to ensure that Technology Assets, Applications
4.4.9.C.01 g restrictions | classified above the for which the system has Functional | Intersects With . DCH-02.1 [and/or Services (TAAS) are classified acoording to the highest level of 5
received tati data sensitivity that s stored. and/or r
‘Agencies MUST NOT allow a system to process, store or communicate ) ) ] ) ]
. Information Assurance Mechanisms exist to failitate the implementation of security,
4.4.9.001 g classified above the for which the system has Functional | Subset Of 1A0-01 10
natic (1A) Operations and resilience and controls.
received
Accrediting systems | A system that pr stores or i p ) ) )
Mechanisms exist to faclitate the implementation of data protection
44.10.0.01 bearing a compartment  |information MUST be accredited by the GCSB. Functional | Subset Of Data Protection peHor [Teene 10
marking -
Acorediting systems | A system that pr stores or i P Mechanisms exist to mark media in accordance with data protection
44.10.0.01 bearing a compartment |information MUST be accredited by the GCSB. Functional |Intersects With|  Media Marking DCH-04 sothat personnel are alerted to distribution limitations, 5
marking handling caveats and security
Acorediting systi Asystem that pr ‘ i
corediting systems | A system tha stores or P Information Assurance Mechanisms exist to facilitate the implementation of security,
44.10.0.01 bearing a compartment  |information MUST be accredited by the GCSB. Functional | Subset Of 1A0-01 10
(1A) Operations and resilience and controls.
marking
Agencies MUST ensure that systems processing, storing or communicating ) ) ] - )
Requirement for New Information Assurance Mechanisms exist to failitate the implementation of security,
44.11.0.01 NZEQ information remain under the control of a New Zealand national Functional | Subset Of 1A0-01 10
Zealand control ° (1A) Operations and resilience and controls.
working for the New Zealand atalltimes.
4 a12.001 emcoreditation | Agencies MUST ensure that the period between accreditations of sachof | T " information Assurance | |~ | Mechanism existto faciiate the implementation of security, o
their systems does not exceed three vears. (1A) Operation: and resilience and controls.
A MUST ot ted here multipl
gencies MUST notify associated agencies whare multiple agencios aro Information Assurance Mechanisms exist to facilitate the implementation of security,
44.12.0.02 Reaccreditation | connected to agency systems operating with expired accreditations. Functional | Subset Of 1A0-01 ' * 10
(1A) Operations and resilience and controls.
‘Agencies MUST notify the Government Chief Digital Officer (GCDO) where
' ) Information Assurance Mechanisms exist to facilitate the implementation of security,
44.42.0.03 Reaccreditation | All-of-Government systems are connected to agency systems operating Functional | Subset Of 1A0-01 ! ' * 10
° (1A) Operations and resilience and controls.
with expired
‘Agencies MUST NOT operate a system without accreditation or with a ) )
' ¢ ) Information Assurance Mechanisms exist to facilitate the implementation of security,
44.12.0.04 lapsed unless the authority has granted a Functional | Subset Of 1A0-01 ! ' * 10
(1A) Operations and resilience and controls.
4412008 Roaccreditation | A€encies SHOULD ensure that the period between acoreditations ofsach | oI T Tinformation Assurance |, " [ Mechanisms exist o faciltate theimplementation of security, o
of their systems does not exceed two vears. (1A) Operation: and resilience and controls.
All systems MUST be certified as part of the accreditation process. Socurity Assasement Mechanisms exist to produce a Security Assessment Report (SAR) at
45.17.C.01 Certification Functional | Intersects With e o 140-02.4 | the conclusion of a security assessment to certify the results of the 5
P and assist with any jation actions.
The Accreditation Authority MUST accept the residual security risk relating isms exist to ensure Assets, ions and/or
45.18.c.01 Accreditation decision | to the operation of a system in order to award accreditation. Functional | Intersects With| ~Security Authorization | 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
The Accreditation Authority MUST advise other agencies where the isms exist to ensure Assets, ions and/or
45.18.C.02 Accreditation decision | accreditation decision may affect those agencies. Functional | Intersects With| ~Security Authorization | 1A0-07 |Services (TAAS) are officially authorized prior to "go live" in a production 5
The Accreditation Authority MUST advise the GCDO where the isms exist to ensure Assets, ions and/or
45.18.C.08 Accreditation decision | accreditation decision may affect any All-of-Government systems. Functional | Intersects With| ~Security Authorization | 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
‘Agencies MUST have a SecPol for their agency. The SecPol is sually
Iformation Security | 5POSOred by the Chief Executive and managed by the CISO or Chief Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
51.7.0.01 oty (Socpal) Y| information Officer (CI0). The ITSM should be the custodian of the SecPol, | Functional | SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
4 The SecPol should include an acceptable use policy for any agency Documentation resilient capabiities.
svstems. resources and data.
All systems MUST have a documented Systems Architecture. exist to generate i o (e 8.,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d 2) Reflects th t state of applied security, compli d
Systems Architecture Functional | Intersects With ompliance an 1A0-03 | (?) Reflects the current state of applied security, compliance an 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
‘Agencies MUST ensure that every system is covered by a Security Risk isms exist to generate ion (e €.,
Management Plan, which includes identification of risk owners. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Securiy Risk Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d 2) Reflects th t state of applied security, compli d
5.1.9.C.01 Management Plan Functional | Intersects With ompliance an 1n0-03 | () Reflects the current state of applied security, compliance an 5
vy Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
‘Agencies MUST ensure that every system is covered by a Security Risk Mechanisms exist to facilitate the implementation of strategic,
Security Risk Management Plan, which includes identification of risk owners. - i and tactical risk controls that are aligned
Risk Management
51.9.0.01 Management Plan Functional | Subset Of e RSK-0T |with: 10
(SRMP) € (1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
‘Agencies MUST ensure that every system is covered by a SSP. exist to generate i ion (e.g.,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
System Security Plan Compliance and 2) Reflects the current state of applied security, compliance and
5.1.10.C.01 v oy Functional | Intersects With el no03 |? o e of applied seeurlty, compt ! 5
(ssP) Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
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Agencies MUST ensure that Standard Operating Procedures (SOPs) are Mechanisms exist to develop, implement and govern system
51.11.001 Standard Operating | developed for systems. Functional | ntersects with| SYSte™ asT26 processes, with Operating .
Procedures (SOPs) Processes Procedures (SOP), for operating and maintaining Technology Assets,
cations and/or Services (TAAS).
‘Agencies MUST that Standard Operating Procedures (SOP:
Standard Operatin dg”‘lc'“df oo thatStandard Opera ing Procedures (SOPs) are batabase Administrative Mechanisms exist to develop, implement and govern database
5.1.11.C.01 perating | developed for systems. Functional | Intersects With AST-28 processes, with i jized Operating 5
Procedures (SOPs) Processes
Procedures (SOP), for operating and maintaining databases.
Standard Operating | 59712 MUST ensure that Standard Operating Procedures (SOPs) are Standardized Oporating Mechanisms exist to identify and document Standardized Operating
5.1.11.C.01 developed for systems. Functional | Subset Of OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 10
Procedures (SOPs) Procedures (SOP)
execution of dav-to-day / assigned tasks.
112001 Incident Response Plan | Agencies MUST develop an Incident Response Plan and supporting Functionat | intersacts witn] 1ncident Response Plan |- " "™ Mechanisms exist to maintain and make available a current and viable R
(RP) . (RP) Incident Response Plan (IRP) to all
5112.0.02 Incident Response Plan | Agency personnel MUST be trained in and periodically exercise the Incident [ -~ 71~ |V incident Response Plan | - " " [Mechanisms exist to maintain and make available & current and viable R
(RP) Response Plan. (RP) Incident Response Plan (IRP) to all
‘Agencies SHOULD document procedures relating to securing classified Mechanisms exist to develop, implement and govern system
113,001 Emergency Procedures | information and systems when required to evacuate a facilityintheevent | o System asT26 pre with Operating s
(€P) of an emergency. Processes Procedures (SOP), for operating and maintaining Technology Assets,
and/or Services (TAAS).
‘Agencies SHOULD d t procedures relating t ing classified
5.1.13.C.01 gency Informatlon and systems when required to evacuate a facllity In the even Functional |Intersects With AST-28 pr with i Operating 5
(€P) of an emergency. Processes
Procedures (SOP), for operating and maintaining databases.
Ermergoncy Prosedures. | "8°7195 SHOULD document procedures relating o securing olassfied Standardized Oporating Mechanisms exist to identify and document Standardized Operating
5.1.13.C.01 ) information and systems when required to evacuate a facility inthe event | Functional | Subset Of oronstures (30P) OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 10
ofan execution of dav-to-day / assigned tasks.
‘Agencies SHOULD ensure that information security documentation is
developed by Lwith a good understanding of poll t Security, Compliance & Mechanisms exist to facilitate the implementation of security
5.1.14.C.01 Developing content | 26Ve\oPed by personnel with a good understanding of policy requirements, | ¢, ;001 Subset Of Resilience Program Gov-01 P! ¥ 10
the subject matter, essential processes and the agency’s business and (SoRp) compliance and resilience governance controls.
‘Agencies SHOULD that informat ity d tation i
dge”lc'“d o ot Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.14.C.01 Developing content | 26Ve\0Ped by personnel with a good understanding of policy requirements, | ¢, ;001 SubsetOf | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
the subject matter, essential processes and the agency’s business and
Documentation resilient capabilities.
‘Agencies SHOULD ensure that information security documentation is Mechanisms exist to review the Security, Compliance & Resilience
developed by Lwith a good understanding of poll t Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
5.1.14.C.01 Developing content | 2¢VeloPed by personnel with a good understanding of policy requirements, | ¢\ ona1 [ Intersects With | of Security, Compliance |  GOV-03 G g 2P g o g 5
the subject matter, essential processes and the agency's business and planned intervals or if significant changes occur to ensure their
&Resilience Program " > °
uitabilitv. adeauacv and
‘Agencies SHOULD ensure that information security documentation is Competency
R ts Mechani t that all security-related positi
5114001 Developing content | £€Ye1oPed by personnel with a good understanding of policy requirements, | (o equirements for HRs.03.0 | Mechanisms exist to ensure that al security-related positions are R
the subject matter, essential processes and the agency's business and Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Agencies SHOULD ensure that their SRMP, Systems Architecture, SSP, Mechanisms exist to develop a security Concept of Operations
SOPs and IRP are logically connected and consistent for each system, Security Goncept OF (CONOPS), or a similarly-defined plan for achieving cybersecurity
5.1.15.C.01 Documentation content |other agency systems and with the agency's SecPol. Functional | Intersects With ops-02 that and technical 5
Operations (CONOPS) : : ' ]
to apply def depth thatis
toall
Agencies SHOULD create and maintain an overarching document
th ' ion frame rk, Ludi lete S¢ , Ci i &
Documentation © agoncy's netuding a complete ecurtty, Compliance Mechanisms exist to facilitate the implementation of security,
5.1.16.C.01 listing of all information security documentation that shows a document | Functional | Subset Of Resilience Program Gov-o1 ! 10
framework ‘ compliance and resilience governance controls.
hierarchy and defines how each document is related to the other. (SCRP)
‘Agencies SHOULD create and maintain an overarching document
Documentation g the agency's including a complete Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.16.C.01 P, listing of all information security documentation that shows a document | Functional | Intersects With | Compliance &Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 8
hierarchy and defines how each document is related to the other. Documentation resilient capabilities.
Where an agency lacks an existing, well-defined documentation existto align the Security, Compliance &
5116.0.02 Documentation | framework, they SHOULD use the document names defined n this manual. | ¢ o | Secure Practices GOv-01.4 |Resilience Program (SCRP) with one or more industry-recognized .
framework \ignment that:
(1) Support external scrutiny: and
N - ;N"e'e a":ii"“";:;ﬁ:’; ex‘s:;‘"iwe“'def'[“d ““:":e"‘j"“;'h . Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.16.C.02 "‘cr::::/:rkm" ramework, they use the document names defined inthis manual. | - ¢ vional | Intersects With | Compliance & Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 8
Documentation resilient capabilities.
N - W:‘:'e:"f agency ffesl‘:‘““"’,":”""‘ “f““'"e"“":'ug names :“l'"“slide"""‘d Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
ocumentation  |within this manual for their information security documentation the
5.1.17.C.01 " ' 8 ity o Functional SubsetOf | Compliance & Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 10
Consistency SHOULD convert the documentation names to those used in this manual. : o ’
Documentation resilient capabilities.
N - Agencies TL:STIE”S:'Z‘"E‘ their SecPol, SRMP, SSP, SOPs and IRP are Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
ocumentation |appropriately classified.
5.1.18.C.01 PO ppropriately Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
When security is
Outsourcin agencies SHOULD: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.19.C.01 © review the documents for suitabili Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 8
development of content e
retain control over the content; and Documentation resilient capabilities.
ensure that all policy are met.
Allinformat ty d tation SHOULD be formall dand
e e loval ot com e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.20.C.01 Obtaining formal sign-off | S'&"ed Off by @ person with an appropriate level of seniority and authority. | ¢, o001 SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
‘Agencies SHOULD ensure that:
all high-level information security documentation is approved by the CISO Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.1.20.C.02 Obtaining formal sign-off |and the agency head or their delegate; and Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
all system-specific documents are reviewed by the ITSM and approved by Documentation resilient capabilities.
the svstem owner.
‘Agencies SHOULD develop a regular schedule for reviewing all information Mechanisms exist to review the Security, Compliance & Resilience
D rity Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
5.1.21.C.01 security Functional | Intersects With | of Security, Compliance | GOV-03 8 g 8P . P! g 5
Maintenance ! planned intervals or if significant changes occur to ensure their
&Resilience Program e ;
continuing suitability. adeauacy and
‘Agencies SHOULD ensure that information security documentation is
reviewed: N Mechanisms exist to review the Security, Compliance & Resilience
. atleast annually; or Periodic Review & Update *
Documentation ) ) ) Program (SCRP), including policies, standards and procedures, at
5.1.21..02 in response to significant changes in the environment, business or system; | Functional | Intersects With| of Security, Compliance | GOV-08 ) S 5
Maintenance . planned intervals or if significant changes occur to ensure their
and &Resilience Program
suitability, adequacy and effectiveness.
with the date of the most recent review being recorded on each document.
The Inf i S N Th'e I"fu:ma"u" SEiCuN(\,;PIOIICy(S[ECPdOl)dSHO:LD ducumbeln‘\ ‘hef Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
5.2.3.0.01 © Information Security information security guidelines, standards and responsibilities of an Functional SubsetOf | Compliance & Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 10
Policy (SecPol)  |agency.
Documentation resilient capabilities.
The Information Security Policy (SecPol) SHOULD include topics such as:
accreditation processes;
personnel responsibilities;
configuration control;
access control;
The Information Securiy | 1WOTking and connections with other systems; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
rmation Securi
5.2.3.C.02 Potioy (SacPon ¥ | physical security and media control; Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
4 and security incident Documentation resilient capabilities.
vulnerability disclosure;
change management; and
information security awareness and training
‘Agencies SHOULD determine agency and system specific security risks Mechanisms exist to facilitate the implementation of strategic,
that could warrant additional controls to those specified in this manual. : ional and tactical risk controls that are aligned
Agency and system Risk Management
5.3.6.C.01 spectfic sounity ioks Functional | Subset Of P RSK-01 |with: 10
Y © (1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk practices.
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The Security Risk Management Plan SHOULD contain a security risk

Mechanisms exist to facilitate the implementation of strategic,

assessment and a corresponding treatment strategy. Risk Management and tactical risk controls that are aligned
53.7.C.01 Contents of SRMPs Functional |  Subset Of Program RSK-01 |with: 10
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk practices.
Agencies SHOULD incorporate their SRMP into their wider agency risk Mechanisms exist to facilitate the implementation of strategic,
management plan. Aisk Managoment and tactical risk controls that are aligned
5.3.8.C.01 Agency risk management Functional | Subset Of Program RSK-01 |with: 10
(1) The organization's Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
‘Agencies SHOULD develop their SRMP in accordance with international Mechanisms exist to facilitate the implementation of strategic,
Risk Management | $1ondards for sk management. Risk Management ional and tactical risk controls that are aligned
5.3.9.C.01 R Functional |  Subset Of Program RSK-01 |with: 10
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk practices.
Agencies MUST select controls from this manual to be included in the SSP exist to generate (g
based on the scope of the system with additional system specific controls System Security Plan (SSP)) that:
being included as a result of the associated SRMP. Encryption Key (1) Identifies key and onin-
Management requires specific consideration; refer to Chapter 17 - Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
545001 Contents of System | Cryptography. Functional | Intersectswign| _GomPliance and 1A003 |2 Reflects the current state of applied securiy, compliance and s
Security Plans (SSPs) Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Agencies SHOULD use the latest baseline of this manual when developing, exist to generate (eg.
and updating, their SSPs as part of the certification, accreditation and System Security Plan (SSP)) that:
reaccreditation of their systems. (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
5.4.5.C.02 Com_ems of System Functional | Intersects With Cor.npuance and 1A0-03 (2) Reflects the current sta?e of applied security, compliance anvd s
Security Plans (SSPs) Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Agencies SHOULD include a Key Management Plan in the SSP. exist to generate (eg-
System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
5.4.5.C.03 Com_ems of System Functional | Intersects With Cor‘npuance and 1A0-03 (2) Bgflecxs the current s(a?e of applied security, compliance an»\i 5
Security Plans (SSPs) Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
‘Agencies SHOULD develop SOPs for each of the following roles: Mechanisms exist to develop, implement and govern system
55.3.0.01 Development of SOPs | 15N Functional |Intersects with| SY5t®™ AST-26 processes, with ne Operating 5
system administrator; and Processes Procedures (SOP), for operating and maintaining Technology Assets,
svstem user. and/or Services (TAAS).
Agencies SHOULD develop SOPs for each of the following roles: Mechanisms exist to develop, implement and govern database
5.5.3.C.01 Development of SOPs |1 Functional [ ntersects Wit | D1@Pase Administrative | o7, processes, with Operating 5
system administrator; and Processes es
Procedures (SOP), for operating and maintaining databases.
svstem user.
Agencies SHOULD develop SOPs for each of the following roles: Mechanisms exist to identify and document Standardized Operating
Development of SOPs | 15N Functional Subsetof | Standardized Operating | o0 o1 11 pocedures (SOP), or similar documentation, to enable the proper 10
system administrator; and Procedures (SOP)
execution of day-to-day / assigned tasks.
svstem user.
The following procedures SHOULD be documented in the ITSMs SOPs.
Topic
Procedures to be included
Access control
Authorising access rights to applications and data.
Asset Musters
Labelling, registering and mustering assets, including media.
Audit logs
Reviewing system audit trails and manual logs, particularly for privileged
users.
Configuration control
Approving and releasing changes to the system software or configurations.
Information security incidents
Detecting, reporting and managing potential information security Mechanisms exist to develop, implement and govern system
incidents. System ini e with i ized Operating
55.4.0.01 ITSMSOPs Functional | Intersects With Processes AST-26 Procedures (SOP), for operating and maintaining Technology Assets, s
Establishing the cause of any information security incident, whether Applications and/or Services (TAAS).
accidental or deliberate.
Actions to be taken to recover and minimise the exposure from an
information security incident.
Additional actions to prevent reoccurrence.
Data transfers
Managing the review of media containing classified information that s to
be transferred off-site.
Managing the review of incoming media for malware o unapproved
software.
IT equipment
The following procedures SHOULD be documented in the ITSMs SOPs.
Topic
Procedures to be included
Access control
Authorising access rights to applications and data.
Asset Musters
Labelling, registering and mustering assets, including media.
Audit logs
Reviewing system audit trails and manual logs, particularly for privileged
users.
Configuration control
Approving and releasing changes to the system software or configurations.
Information security incidents
::Z‘I:';::‘f reporting and managing potentialinformation security Database Administrative Mechanisms exist to develop, implement and govern database
5.5.4.C.01 1TSM SOPs Functional | Intersects With AST-28 processes, with Operating 5

Establishing the cause of any information security incident, whether
accidental or deliberate.

Actions to be taken to recover and minimise the exposure from an
information security incident.

Additional actions to prevent reoccurrence.
Data transfers

Managing the review of media containing classified information thatis to
be transferred off-site.

Managing the review of incoming media for malware or unapproved
software.
IT equipment

Processes

Procedures (SOP), for operating and maintaining databases.
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5.5.4.C.01

ITSM SOPs

The following procedures SHOULD be documented in the ITSMs SOPs.
Topic

Procedures to be included

Access control

Authorising access rights to applications and data.

Asset Musters

Labelling, registering and mustering assets, including media.

Audit logs

Reviewing system audit trails and manual logs, particularly for privileged
users.

Configuration control

Approving and releasing changes to the system software or configurations.
Information security incidents

Detecting, reporting and managing potential information security
incidents.

Establishing the cause of any information security incident, whether
accidental or deliberate.

Actions to be taken to recover and minimise the exposure from an
information security incident.

Additional actions to prevent reoccurrence.
Data transfers
Managing the review of media containing classified information that is to
be transferred off-site.

Managing the review of incoming media for malware or unapproved
software.
IT equipment

Functional

Subset Of

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized Operating
Procedures (SOP), or similar documentation, to enable the proper
execution of day-to-day / assigned tasks.

55.5.C.01

System Administrator
SOPs.

The following procedures SHOULD be documented in the system
administrators SOPs.

Topic

Procedures to be included

Access control

Implementing access rights to applications and data.
Configuration control

Implementing changes to the system software or configurations.
System backup and recovery

Backing up data, including audit logs.

Securing backup tapes.

Recovering from system failures.
User account management
Adding and removing system users.

Setting system user privileges.

Cleaning up directories and files when a system user departs or changes
roles.

Incident response

Detecting, reporting and managing potential information security
incidents.

Establishing the cause of any information security incident, whether
accidental or deliberate.

Actions to be taken to recover and minimise the exposure from

Functional

Intersects With

System

Mechanisms exist to develop, implement and govern system

Processes

AST-26

processes, with Operating
Procedures (SOP), for operating and maintaining Technology Assets,
Applications and/or Services (TAAS).

55.5.C.01

System Administrator
OPs.

The following procedures SHOULD be documented in the system
administrators SOPs.

Topic

Procedures to be included

Access control

Implementing access rights to applications and data.
Configuration control

Implementing changes to the system software or configurations.
System backup and recovery

Backing up data, including audit logs.

Securing backup tapes.

Recovering from system failures.
User account management
Adding and removing system users.

Setting system user privileges.

Cleaning up directories and files when a system user departs or changes
roles.

Incident response

Detecting, reporting and managing potential information security
incidents.

Establishing the cause of any information security incident, whether
accidental or deliberate.

Actions to be taken to recover and minimise the exposure from

Functional

Intersects With

Database Administrative
Processes

AST-28

Mechanisms exist to develop, implement and govern database
processes, with Operating
Procedures (SOP), for operating and maintaining databases.

5.5.5.C.01

System Administrator
SOPs

The following procedures SHOULD be documented in the system
administrators SOPs.

Topic

Procedures to be included

Access control

Implementing access rights to applications and data.
Configuration control

Implementing changes to the system software or configurations.
System backup and recovery

Backing up data, including audit logs.

Securing backup tapes.

Recovering from system failures.
User account management
Adding and removing system users.

Setting system user privileges.

Cleaning up directories and files when a system user departs or changes
roles.

Incident response

Detecting, reporting and managing potential information security
incidents.

Establishing the cause of any information security incident, whether
accidental or deliberate.

Actions to be taken to recover and minimise the exposure from

Functional

Subset Of

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized Operating
Procedures (SOP), or similar documentation, to enable the proper
execution of day-to-day / assigned tasks.
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The following procedures SHOULD be documented in the system users
oPs.
Topic
Procedures to be included
Acceptable Use
Acceptable uses of the system(s).
End of day Mechanisms exist to develop, implement and govern system
How to secure systems at the end of the day. System . . . e, with . 1260 Operating
5.5.6.C.01 System User SOPs | Information security incidents Functional | Intersects With AST-26 5
Processes Procedures (SOP), for operating and maintaining Technology Assets,
What to do in the case of a suspected or actual information security : )
Applications and/or Services (TAAS).
incident.
Media control
Procedures for handling and using media.
Passwords
Choosing and protecting passwords.
Temporary absence
How tn saruira sustams whan ahse
The following procedures SHOULD be documented in the system users
SOPs.
Topic
Procedures to be included
Acceptable Use
Acceptable uses of the system(s).
End of day
How to secure systems at the end of the day. . Mechanisms exist to develop, implement and govern database
Database Administrative : :
System User SOPs | Information security incidents Functional | Intersects With A AST-28 pr with Operating 5
What to do in the case of a suspected or actual information security Procedures (SOP), for operating and maintaining databases.
incident.
Media control
Procedures for handling and using media.
Passwords
Choosing and protecting passwords.
Temporary absence
How tn saruira sustams whan ahsant
The following procedures SHOULD be documented in the system users
SOPs.
Topic
Procedures to be included
Acceptable Use
Acceptable uses of the system(s).
End of day
How to secure systems at the end of the day. Standardized Operating Mechanisms exist o identify and document Standardized Operating
5.5.6.C.01 System User SOPs | Information security incidents Functional | Subset Of oranstures (30P) OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 10
What to do in the case of a suspected or actual information security execution of day-to-day / assigned tasks.
incident.
Media control
Procedures for handling and using media.
Passwords
Choosing and protecting passwords.
Temporary absence
How tn saruira sustams whan ity ahsant
ngroementto abida by |/TSMS: System adminisirators and system users SHOULD sign a statement isms exist to require all and to apply
55.7.0.01 Sope that they have read and agree to abide by their respective SOPs. Functional ~ [Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
enable secure. compliant and resilient capabilities.
ngroementto abida by | TS SYStem adminisirators and system users SHOULD sign a statement isms exist to define and rules of
5.5.7.C.01 Sope that they have read and agree to abide by their respective SOPs. Functional ~ Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
‘Agencies MUST include, as a minimum, the following content within their
IRP:
broad guidelines on what constitutes an information security incident;
the minimum level of information security incident response and
investigation training for system users and system administrators;
563,001 Contents of IRPs ::c::::“’r:'c‘i’;em: forinitiating ofan Functional | intersacts witn| o0t ResponsePlan | o |Mechanisms exist to maintain and make available a current and viable s
(IRP) Incident Response Plan (IRP) to all stakeholders.
the steps necessary to ensure the integrity of evidence supporting an
information security incident;
the steps necessary to ensure that critical systems remain operational;
when and how to formally report information security incidents; and
national policy requirements for incident reporting (see Chapter 7 -
Security Incidents).
‘Agencies SHOULD include the following content within their IRP:
clear definitions of the types of information security incidents that are
likely to be encountered;
the expected response to each information security incident type;
the authority within the agency that is responsible for responding to
56.3.0.02 Gontents of Rps | Mfermation securty incidents; ) ) Functional | ntersectswitn| "MeidentResponsePlan | | Mechanisms exist to maintain and make available a current and viable .
the criteria by which the responsible authority would initiate or request (IRP) Incident Response Plan (IRP) to all stakeholders.
formal, police investigations of an information security incident;
which other agencies or authorities need to be informed in the event of an
investigation being undertaken; and
the details of the system contingency measures or a reference to these
details if thev are located in a senarate dt
Agencies MUST include in procedures for personnel evacuating a facility Mechanisms exist to cover:
the requirement to secure classified information and systems prior to the (1) Preparation;
evacuation. (2) Automated event detection or manual incident report intake;
Evacuating facilities Functional |Intersects With|  Incident Handling IRO-02  |(3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
‘Agencies MUST include in procedures for personnel evacuating a facility _ ] )
5.7.4.C.01 Evacuating facilities | the requirement to secure classified information and systems priortothe | Functional subsetof | Pysical & Envi PES-01 exist to facilitate the operation of physical and 10
Protections environmental protection controls.
‘Agencies MUST conduct a risk assessment in order to determine the type Mechanisms exist to establish the scope of assessments by defining
and level of independent assurance required to satisfy certification and the assessment boundary, according to people, processes and
5.8.61.C.01 Risk i Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.
In all cases where assurance on service provider operations cannot be Mechanisms exist to establish the scope of assessments by defining
obtained directly, agencies SHOULD obtain independent assurance the assessment boundary, according to people, processes and
5.8.61.C.02 Risk Assessment | reports. Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.
In order to address identified risk areas, agencies SHOULD obtain relevant Mechanisms exist to establish the scope of assessments by defining
assurance reports and service provider certifications to inform a risk the assessment boundary, according to people, processes and
5.8.61.C.03 Risk and Certification activities as well as other aspects of the Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
certification processes such as evidence of controls effectiveness and integrity, availability and safety of the Technology Assets, Applications,
jtion plans. Services and/or Data (TAASD) under review.
Agencies MUST incorporate the results of any independent assurance
5.8.62.C.01 Independent Assurance reports into the agency Certification pmcess,u? understand the residual Functional | Intersects With Thlrd—PartY Assessment 1A0-02.3 Mechanisms exist to accept and respond n? the results of exrgmat 5
tisk position and controls required to manage risk appropriately. Reciprocity assessments that are performed by impartial, external organizations.
An agency MUST undertake a risk assessment to determine which systems Mechanisms exist to conduct recurring assessments of risk that
Vulnerability disclosure |and services to include in the agency's VDP. includes the likelihood and magnitude of harm, from unauthorized
5.9.23.C.01 policy (VDP) Risk Functional ~|Intersects With | Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
Assessment 's Assets, Senvices and/or Data
(TAASD).
‘An agency MUST undertake a risk assessment to determine which systems existto establish a Disclosure Program
Vulnerability disclosure |and services to include in the agency's VDP. Vulnerabilty Disclosure (VDP) to assist with the secure development and maintenance of
5.9.23.C.01 policy (VDP) Risk Functional | Intersects With orogrom (VOP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Assessment unsolicited input from the public about vulnerabilities in organizational
TARS.

Secure Controls Framework (SCF) 110f75



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

[T T New Zealand - Information Security Manual (ISM) v3.9
URI

Focal
Published STRM URI

nzism.gesb.govt.

FDE Name Focal Document Element (FDE) Description SU SCF Control ST HETE L ) SN
Rationale Control Description Relationsh
An agency MUST develop and publish a VDP. existto establish a Disclosure Program
Vulnerability disclosure ’ (VDP) to assist with the secure development and maintenance of
Vulnerability Disclosure
5.9.24.C.01 policy (VDP) Essential Functional | Intersects With orogrom (VOP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Content unsolicited input from the public about vulnerabilities in organizational
TARS.
An agency's VDP MUST contain at Least the following core content:
Ascoping statement listing the systems the policy applies to;
Contact details;
Secure communication options (including any public keys);
Information the finder should include in the report;
Acknowledgement of reports and a response time; exist to establish a Disclosure Program
Vulnerability disclosure | Guidance on what forms of vulnerability testing are out of scope for Volnerabilty Disclosure (VDP) to assist with the secure development and maintenance of
5.9.24.C.02 policy (VDP) Essential | reporters/finders (permitted activities); Functional | Intersects With oragrom (VOP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Content Reporters/finders agreeing to not share information about the vulnerability unsolicited input from the public about vulnerabilities in organizational
until the end of the disclosure period, in order to allow the agency to TAAS.
address any issues before they become public;
Illegal activities are not permitted (specifying the relevant legistation, such
as the Crimes Act); and
Either that "Bug bounties" will not be paid for any discoveries, or it should
nrovide ahoutt the agency's hug hounty
An agency SHOULD publish a security.tt to permit secure existto establish a Disclosure Program
disclosure and direct any reports to a specific agency resource, in Valnerabilty Disclosure (VDP) to assist with the secure development and maintenance of
5.9.25.C.01 policy (VDP) Additional |accordance with the agency's VDP. Functional | Intersects With orogrom (VoP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Content unsolicited input from the public about vulnerabilities in organizational
‘An agency MUST commit to addressing disclosed vulnerabilities within the exist o establish a Disclosure Program
Vulnerability disclosure |timeframe it sets in its policy. : (VDP) to assist with the secure development and maintenance of
Vulnerability Disclosure
5.9.26.C.01 policy (VDP) Setting Functional | Intersects With orogrom (VOP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Expectations unsolicited input from the public about vulnerabilities in organizational
TARS.
An agency's vulnerability disclosure timeframe SHOULD be set to no more existto establish a Disclosure Program
Vulnerability disclosure |than 80 days. (VDP) to assist with the secure development and maintenance of
Vulnerability Disclosure oo A
5.9.26.C.02 policy (VDP) Setting Functional | Intersects With orogrom (VoP) THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
Expectations unsolicited input from the public about vulnerabilities in organizational
TAnS.
‘Agencies MUST ensure they integrate their VDP with other elements of their existto establish a Disclosure Program
Vilnerabily diselosure | ™OTMation security policies. Volnerabilty Disclosure (VDP) to assist with the secure development and maintenance of
5.9.27.C.01 Functional | Intersects With THR-06  [Technology Assets, Applications and/or Services (TAAS) that receives 5
policy (VDP) Integration Program (VDP) ; " ! '
unsolicited input from the public about vulnerabilities in organizational
TARS.
Condusting information | "8°¢1°% SHOULD undertake and document information security reviews Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
6.1.7.C.01 cosurtorowe - |of ther systems at east annually. Functional Intersects With|  Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 5
Oversight
‘Agencies SHOULD undertake and document information security reviews Mechanisms exist to validate that Technology Assets, Applications,
617,001 Conducting information | of their systems at least annually. Functional | intersects win|  Control Conformity GpLoa |Semvices andlor Data (TAASD) conform to the organization's security, s
security reviews Monitoring compliance and/or resilience policies, standards and other applicable
Agencies SHOULD undertake and document information security reviews Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
6.1.7.C.01 Conducting information | of their systems at least annually. Functional | Intersects With | Security, Compliance & | CPL-03.2 |and/or Services (TAAS) for adherence to the organization's security, 5
security reviews Resilience Controls compliance and/or resilience policies and standards.
‘Agencies SHOULD have information security reviews conducted by Mechanisms exist to utilize independent assessors to evaluate
616001 Managing Conflicts of | personnel independent to the target of the review or by an independent Functional | ntersects With| Independent Assessors || GpLgg.1 |SoCU: compliance and resilience at planned intervas or when the s
Interest third party. Technology Asset, Application and/or Service (TAAS) undergoes
changes.
Agencies SHOULD review the components detailed in the table below.
Agencies SHOULD also ensure that any adjustments and changes as a
result of any analysis ith the
disclosure policy.
Component
Review
Information security documentation
The SecPol, Systems Architecture, SRMPs, SSPs, SitePlan, SOPs, the VDP,
the IRP, and any third party assurance reports.
Dispensations Mechanisms exist to validate that Technology Assets, Applications,
Focus of information | 11" to the identified expiry date. § Control Conformity Services and/or Data (TAASD) conform to the organization's security,
6.1.9.C.01 Operating environment Functional | Intersects With - cpL03 ° 5
security reviews Monitoring compliance and/or resilience policies, standards and other applicable
When an identified threat emerges or changes, an agency gains or loses a roquirements,
function or the operation of functions are moved to a new physical
-environment.
Procedures
After an information security incident or test exercise.
System security
Items that could affect the security of the system on a regular basis.
Threats
Changes in threat environment and risk profile.
NZISM
Chanses tn hasaline ar ther cantrals_any new cantrals and auidance
Agencies SHOULD review the components detailed in the table below.
Agencies SHOULD also ensure that any adjustments and changes as a
result of any analysis i ith the i
disclosure policy.
Component
Review
Information security documentation
The SecPol, Systems Architecture, SRMPs, SSPs, SitePlan, SOPs, the VDP,
the IRP, and any third party assurance reports
Dispensations
Foous of information | Pior to the identified expiry date. Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
6.1.9.0.01 cocurity roviews | OPerating environment Functional ~ [Intersects With| Security, Compliance & | CPL-03.2  |and/or Services (TAAS) for adherence to the organization's security, 5
When an identified threat emerges or changes, an agency gains or loses a Resilience Controls compliance and/or resilience policies and standards.
function or the operation of functions are moved to a new physical
environment.
Procedures
After an information security incident or test exercise.
System security
Items that could affect the security of the system on a regular basis.
Threats
Changes in threat environment and risk profile.
NzISM
Chanass tn haaline ar athar cantrale_any new canteale and aidance
Agencies SHOULD implement a vulnerability analysis strategy by:
public domain ion about ne in
operating systems and application software;
the use of tools to perform
Vulnerability analysis | 2559SSMents on systems in a controlled manner; Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring of
6.2.4.C.01 running manual checks against system configurations to ensure thatonly | Functional | SubsetOf | Management Program | VPM-01 ° 10
strategy . ® " vulnerability management controls.
allowed services are active and that disallowed services are prevented; (VPMP)
using security checklists for operating systems and common applications;
and
examining any significant incidents on the agency's systems.
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Vulnerability analysis

Agencies SHOULD implement a vulnerability analysis strategy by:
public domain about ne in
operating systems and application software;

the use of tools to perform
assessments on systems in a controlled manner;

Mechanisms exist to define and manage the scope for its attack

6.2.4.C.01 running manual checks against system configurations to ensure thatonly | Functional | Intersects With| ~ Attack Surface Scope | VPM-01.1 5
strategy N e T surface management activities.
allowed services are active and that disallowed services are prevented;
using security checklists for operating systems and common applications;
and
examining any significant incidents on the agency's systems.
‘Agencies SHOULD conduct vulnerability assessments in order to establish
a baseline. This SHOULD be done:
before a systemis first used; Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
62501 Conducting vulnerability | o any significant incident; Functional |Intersects With | Remediation During 1A0-04 [ create and execute a Security Testing and Evaluation (ST&E) plan, or 5
assessments after a significant change to the system; Development similar process, to identify and remediate flaws during development.
after changes to standards, policies and guidelines;
when specified by an ITSM or svstem owner.
‘Agencies SHOULD conduct vulnerability assessments in order to establish
a baseline. This SHOULD be done:
before a systemis first used;
6.25.C.01 Conducting vulnerability | o ignificant incident; Functional | Intersects With| Vulnerability Scanning | VPM-06 exist to detect and errors by 5
assessments v sign routine vulnerability scanning of systems and applications.
after a significant change to the system;
after changes to standards, policies and guidelines;
when specified by an ITSM or svstem owner.
Agencies SHOLLD analyse and trsat all vulnerabilities and subsequent Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
6.2.6.C.01 Resolving vulnerabilities | SSCUMY 1isks to their systems identified during a vulnerability assessment. | ¢\ vionot | intersects With|  Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5
Development similar process, to identify and remediate flaws during development.
‘Agencies SHOULD analyse and treat all vulnerabilities and subsequent )
) ’ Vulnerability exist to ensure that are properly identified,
6.2.6.0.01 Resolving vulnerabilities |security risks to their systems identified during a vulnerability assessment. |  Functional [ Intersects With VPM-02 5
Remediation Process tracked and remediated.
X ' Agencies SHOULD analyse and treat all vulnerabilities and subsequent Continuous Vulnerability Mechanisms exist to address new threats and vulnerabilities on an
6.2.6.0.01 Resolving vulnerabilities |security risks to their systems identified during a vulnerability assessment. |  Functional ~ [Intersects With VPM-04 5
Remediation Activities ongoing basis and ensure assets are protected against known attacks.
‘Agencies MUST ensure that for routine and urgent changes:
the change management process, as defined in the relevant information
security documentation, is followed;
the proposed change is approved by the relevant authority; Change exist to facilitate the implementation of a change
Change management |any proposed change that could impact the security or accreditation Functional | Subset Of CHG-01 10
Program management program.
status of a system is submitted to the Accreditation Authority for approval;
and
al security is updated to reflect the
change.
Agencies SHOULD ensure that for routine and urgent changes:
the change management process, as defined in the relevant information
security documentation, is followed;
the proposed change is approved by the relevant authority; Configuration Change Mechanisms exist to govern the technical configuration change control
6.3.6.C.02 Change management | any proposed change that could impact the security of a system or Functional | Intersects With PN cHe02 | e, 5
acereditation status is submitted to the Accreditation Authority for
approval; and
al i on security is updated to reflect the
change.
Change management | A" 886nY'S change management process MUST define appropriate Configuration Change Mechanisms exist to govern the technical configuration change control
63.7.0.01 actions to be followed before and after urgent changes are implemented. | Functional | Intersects With CHG-02 5
process Control processes.
Change management | " 888NY'S change management process SHOULD define appropriate Configuration Change Mechanisms exist to govern the technical configuration change control
63.7.0.02 actions to be followed before and after urgent changes are implemented. | Functional | Intersects With CHG-02 5
process Control processes.
‘Agencies SHOULD follow this change management process outline:
produce a written change request;
submit the change request to all stakeholders for approval;
the changes to be
test the approved changes;
Change management | "Otification to user of the change schedule and likely effect or outage; . Configuration Change Mechanisms exist to govern the technical configuration change control
6.3.7.0.03 implement the approved changes after successful testing; Functional | Intersects With CHG-02 5
process ‘ " Control processes.
update the relevant information security documentation including the
SRMP, SSP and SOPs
notify and educate system users of the changes that have been
implemented as close as possible to the time the change is applied; and
continually educate system users in regards to changes.
Changos impacting the |17 @ configuration change mpacts the security of a system and is Test Validate & Mechanisms exist o appropriately test and document proposed
63.8.0.01 subsequently assessed as having changed the overall security risk forthe |  Functional | Intersects With CHG-02.2 [ changes in a non-production environment before changes are 5
security of a system Document Changes ¢ "
system, the agency MUST reaccredit the system. ina
When a configuration change impacts the security of a system and is Mechanisms exist to formally assess the security, compliance and
subsequently assessed as having changed the overall security risk for the i trols in Assets, andor Services
655,001 Changes impacting the |system, the agency MUST reaccredit the system. Functional | intersects with Assossmonts 1A002 | TAS) through Information Assurance Program (1AP) activites o .
security of a system determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected i
Ghanges impacting the | e @ configuration change impacts the securityof a system and is ] Security Assessment Mechanisms exist to produce a Security Assessment Report (SAR) at
6.3.8.C.01 ooy of » syotom. | ubseauently assessed as having changed the overallsecurity sk for the | Functional | Intersects With Romon (9AR) 1A0-02.4 [ the conclusion of a security assessment to certify the results of the 5
svstem. the agency MUST reaccredit the system. and assist with any actions.
When a configuration change impacts the security of a system and is Mechanisms exist to govern identified deficiencies (e.g., Plan of Action
subsequently assessed as having changed the overall security risk for the and Milestones (POA&M) or similar methodology) that formally
system, the agency MUST reaccredit the system. documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);
655,601 Changes impacting the Functional. | ntersects witn| CoPabilties Deficiency | |\ | (4)Risk associated with the defciency/ies); s
security of a system Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g.. closeout summarv).
‘Agencies MUST determine availability and recovery requirements for their Mechanisms exist to facilitate the implementation of contingency
systems and implement measures consistent with the agency's SRMP to Business Continuity planning controls to help ensure resilient Technology Assets,
6.4.5.0.01 Availability requirements |support them. Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g. Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
‘Agencies SHOULD:
Identify vital records;
backup allvital records; Mechanisms exist to create recurring backups of data, software and/or
6.4.6.0.01 Backup strategy of critical i ion, with recovery |t |interssets with Dato Backups BoD.11 |Systemimages, as wellas verify the inteity of these backups, to .
procedures, offsite and secured in accordance with the requirements for ensure the availability of the data to satisfy Recovery Time Objectives
the highest classification of the information; and (RTOs) and Recovery Point Objectives (RPOs).
test backup and restoration processes regularly to confirm their
Agencies SHOULD develop and document a business continuity plan. Mechanisms exist to facilitate the implementation of contingency
Business Continuity planning controls to help ensure resilient Technology Assets,
Business Continuity plan Functional | SubsetOf tem | BCD-01 cations and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
‘Agencies SHOULD develop and document a disaster recovery plan. Mechanisms exist to facilitate the implementation of contingency
Business Continuity planning controls to help ensure resilient Technology Assets,
6.4.8.0.01 Disaster recovery plan Functional | Subset Of BCD-01 | Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10

Management System
BCMS)

(COOP) or Business Continuity & Disaster Recovery (BC/DR)
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Agencies MUST develop, implement and maintain tools and procedures
covering the detection of potential information security incidents,
incorporating:
user awareness and training;
Preventing and detecting ::oumev-measures against malicious code, known attack methods and T Mechanisms exist to Implement and govern processes and
7.4.7.C.01 information security | YP®% X Functional Subset Of P IRO-01 to facilitate an de response capability 10
. intrusion detection strategies; Operations ) © 8
incidents for cybersecurity and data protection-related incidents.
data egress monitoring & control;
access control anomalies;
audit analysis;
system integrity checking; and
Agencies SHOULD develop, implement and maintain tools and procedures
covering the detection of potential information security incidents,
incorporating:
user awareness and training;
counter-measures against malicious code, known attack methods and
Preventing and detecting |types; Incident Rosponse Mechanisms exist to implement and govern processes and
information security  |intrusion detection strategies; Functional | Subset Of P 1RO-01 tofacilitate an de resp pabil 10
erations
incidents dynamic network defence (i.e. protective DNS and/or NGFW) P for cybersecurity and data protection-related incidents.
data egress monitoring & control;
access control anomalies;
audit analysis;
system integrity checking; and
Preventing and detecting :gf”c'es S:;DU"D use ”;e :ﬁ“"s of ;"e seeurity "jk “‘5:5‘5’“3”' “’t Incident R Mechanisms exist to implement and govern processes and
letermine the appropriate balance of resources allocated to prevention ncident Response
7.1.7.C.03 information security pprop P’ Functional Subset Of P! IRO-01 to facilitate an de response capability 10
" versus resources allocated to detection of information security incidents. Operations ]
incidents for eybersecurity and data protection-related incidents.
eporting information | AEencies MUST direct personnel to report information security incidents to ncident Response Mechanisms exist to implement and govern processes and
7.2.18.C.01 porting anITSM as soon as possible after the information security incident is Functional | Subset Of P 1RO-01 ion to facilitate an ide resp: pabil 10
security incidents Operations
in with agency . for and data protection-related incidents.
Agencies MUST direct personnel to report information security incidents to Mechanisms exist to cover:
anITSM as soon as possible after the information security incident is (1) Preparation;
: in with agency . (2) Automated event detection or manualincident report intake;
Reporting information :
7.2.18.C.01 Functional |Intersects With|  Incident Handling 1R0-02  [(3) Analysis; 5
security incidents
(4) Containment;
(5) Eradication; and
(6) Recoverv.
Agencies MUST direct personnel to report information security incidents to
Reporting information | & P! P ity ineid Incident Response Plan Mechanisms exist to maintain and make available a current and viable
7.2.18.C.01 ; anITSM as soon as possible after the information security incident is Functional | Intersects With 1RO-04 . 5
security incidents (IRP) Incident Response Plan (IRP) to all stakeholders.
in with agency .
Reportinginformati Agel;‘;':f MUST direct "”sf’"":‘ “i;e"“'“ '"'°t""a""" S‘ic“f”“'c"”c':’,e”'s o Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT
eporting information |an ITSM as soon as possible after the information security incident is
7.2.18.C.01 porting P Y Functional |Intersects With | Incident Response Team |  IRO-07 |and business function representatives that are capable of addressing 5
security incidents in with agency . hane
(ISIRT) cybersecurity and data protection incident response operations.
Agencies MUST direct personnel to report information security incidents to isms exist to timely-report incidents to
218,601 Reporting information | an ITSM as soon s possible afterthe information security incident is Functional | Intersectswien| eidentStakeolder | (1) Internal stakenolders; s
security incidents in with agency . Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Agencies MUST direct personnel to report information security incidents to Cyber Incident Reporting
Reporting information Mechanisms exist to report sensitive and/or regulated data incidents in
7.2.18.C.01 porting anITSM as soon as possible after the information security incident is Functional | Intersects With| for Sensitive / Regulated | 1RO-10.2 |+ P 8 5
security incidents a timely manner.
in with agency . Data
Agencies SHOULD:
encourage personnel to note and report any observed o suspected
security weaknesses in, or threats to, systems or services; Mechanisms exist to cover:
establish and follow procedures for reporting system, software or other (1) Preparation;
malfunctions; (2) Automated event detection or manualincident report intake;
Reporting information <
7.2.18.C.02 ronirity incidonts | |PUt mechanisms in plac to enable the types, volumes and costs of Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10
information security incidents and malfunctions to be quantified and (4) Containment;
monitored; and (5) Eradication; and
deal with the violation of agency information security policies and (6) Recovery.
procedures by personnel through training and, where warranted, a formal
brocess
Agencies SHOULD:
encourage personnel to note and report any observed or suspected
security weaknesses in, or threats to, systems or services;
establish and follow procedures for reporting system, software or other )
- exist to timely-report incidents to
malfunctions;
Reporting information g Incident Stakeholder 1) Internal stakeholders;
7.2.18.C.02 porting put mechanisms in place to enable the types, volumes and costs of Functional | Intersects With - ro-10 | ’ 5
security incidents ° Reporting (2) Affected clients & third-parties; and
information security incidents and malfunctions to be quantified and
(3) Regulatory authorities.
monitored; and
deal with the violation of agency information security policies and
procedures by personnel through training and, where warranted, a formal
brocess
The ITSM MUST keep the CISO fully informed of information security Mechanisms exist to cover:
incidents within an agency. (1) Preparation;
Responsibilities when (2) Automated event detection or manualincident report intake;
7.2.19.C.01 reporting an information Functional |Intersects With|  Incident Handling 1R0-02  [(3) Analysis; 5
security incident (4) Containment;
(5) Eradication; and
(6) Recoverv.
The Agency ITSM, MUST report information security incidents categorised
as:
Reporting information g"','““ exist to timely-report incidents to
220,601 security incidents to e":”s" °r oted to mutt ot Functional | intersects witn|  "néident Stakeholder Roo | (1) Internal stakenolders; s
2.20.C. . ; unctional | Intersects Wi .
National Cyber Security “”C"h E:‘é;‘(’; ed to multh Ege,"bfy or government systems; Reporting (2) Affected clients & third-parties; and
n .
Centre (NCSC) othe a8 soon as possible. i (3) Regulatory authorities.
AReport Form is provided on the NCSC website under Reporting an
Incident at Report an incident and request support | National Cyber
Securitv Centre
The Agency ITSM, MUST report information security incidents categorised
as:
Reporting information | C"t1o36 i
e Serious; or CyberIncident Reporting : _ )
security incidents to © Mechanisms exist to report sensitive and/or regulated data incidents in
7.2.20.C.01 incidents related to multi-agency or government systems; Functional Intersects With | for Sensitive / Regulated IRO-10.2 5
National Gyber Security | %418 o o a timely manner.
Gontra (NCSC) tothe as soon as possible. ) ata
A Report Form is provided on the NCSC website under Reporting an
Incident at Report an incident and request support | National Cyber
Security Centre
Agencies SHOULD report information security incidents categorised as )
Reporting information exist to timely-report incidents to
Hing nf¢ Low to the NCSC.
security incidents to ’ Incident Stakeholder (1) Internal stakeholders;
7.2.20.C.02 AReport Form is provided on the NCSC website under Reporting an Functional | Subset Of IRO-10 10
National Cyber Security Incident at Report an incident and request st ort | National Cyber Reporting (2) Affected clients & third-parties; and
i inci i
Centre (NCSC) P! quest supp W (3) Regulatory authorities.
Security Centre
Reporting information | Agencies SHOULD formally share post-incident review reports by emailing isms exist to timely-report incidents to
ity in nts te i ¥ .nz. Incident Stakehols 1) Internal stakeholders;
220,003 security incidents o them to incidents@ncsc.govt.nz Functional | subset o cident Stakeholder | oo |(1) Internal stakeholders; 10
National Cyber Security Reporting (2) Affected clients & third-parties; and
Centre (NCSC) (3) Regulatory
Outsourcingang | AE6Ncies thatt outsource their information technology services and isms exist to timely-report incidents to
i i i Incic it Stakehol 1) Inte | stakehols H
221,601 information seeuriy | "unetions MUST enstre that the service provider advises and consultswith | ool | incident Stakeholder | oo (1) Internal stakeholders; s
A, the agency when an information security incident occurs. Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Outsourcingand | Agencies that outsource their information technology services and Cyber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
7.2.21.C.01 information security | functions MUST ensurre that the service provider advises and consultswith | Functional [ Intersects With| for Sensitive / Regulated | | IRO-10.2 |5 T9® ' 8 5
incidents the agency when an security incident oceurs. Data Y
Agencies MUST notify all system users of any suspected or confirmed loss isms exist to provide ity and data protection
Cryptographic keyin ise of k terial. Supply Chain incident information to the provider of the Technology Assets,
7.2.22.C.01 fyptographic keying | or compromise of keying materia Functional | Intersects With upply Chal IRO-10.4 |'MeIent informati he provi Gl § 5
material Coordination Applications and/or Services (TAAS) and other organizations involved in
the supply chain for TAAS related to the incident.
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Agencies MUST notify all system users of any suspected or confirmed loss Mechanisms exist to compel External Service Providers (ESPS) to
Gryptographickeying |0 COMPromise of keying material Security Compromise provide notification of actual or potential compromises in the supply
7.2.22..01 Functional | Intersects With TPM-05.1 | chain that can potentially affect or have adversely affected Technology 5
material Notification Agreements :
Assets, Applications and/or Services (TAAS) that the organization
utilizes.
Roplacomentof | E°NGie3 MUST replace compromised cryptographic keys a5 & matter of exist to timely-report incidents to
d record the repl tin the incident reporting. Incident Stakeholder 1) Internal stakeholders;
7.2.23.C.01 Cryptographic key | 8°"®Y andrecord the replacementin the incident reporting Functional | Intersects With - IRo-10 [ Inter : 5
(HACE) kg matorial Reporting (2) Affected clients & third-parties; and
Vg (3) Regulatory
Replacement of | Agencies MUST replace compromised cryptographic keys as a matter of Cyber Incident Reporti
epacemen gene! replece compromised Gyplographio keys s amatter yberIncident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
7.2.23.C.01 Cryptographic Key | urgency and record the replacement in the incident reporting. Functional | Intersects With  for Sensitive / Regulated | 1RO-10.2 |07 31ome &XF 5
(HACE) keving material Data Y .
Agencies MUST replace compromised cryptographic keys as a matter of Mechanisms exist to compel External Service Providers (ESPS) to
Replacementof |urgency and record the replacement in the incident reporting. Security Compromise provide notification of actual or potential compromises in the supply
7.2.23.C.01 Cryptographic Key Functional | Intersects With| *27 Ag::ements TPM-05.1 | chain that can potentially affect or have adversely affected Technology 5
(HACE) keying material Assets, Applications and/or Services (TAAS) that the organization
utilizes.
High Assurance | 696198 MUST urgently notiy GCSB of any suspected loss or compromise
X Cryptographic Key L t th ity of inthe event
2224001 Gryptographie Equipment | KeYing material associated with HACE Functional | intersects witn| CrYPtographicKeyLoss | o o exist to ensure the o inthe event R
(HAGE) Keying materil or Change of the loss of cryptographic keys by individual users.
Informat ty |Agencies MUST detail informat incident bilities and
nformation security | Agencies etailinformation security inident responsibilities an Incident Response Plan Mechanisms exist to maintain and make available a current and viable
7.3.5.C.01 incident management | procedures for each system in the relevant Information Security Functional | Intersects With 1RO-04 5
i (IRP) Incident Response Plan (IRP) to all stakeholders.
) — [Agencies SHOULD ensure that all information security incidents are . Mechanisms exist to document, monitor and report the status of
Recording information Situational Awareness
recorded in a register. Functional ~ Intersects With IRO-09  [cybersecurity and data protection incidents to internal stakeholders all 5
security incidents ForIncidents !
the way through the resolution of the incident.
) —[Agencies SHOULD use their incidents register as a reference for future . Mechanisms exist to document, monitor and report the status of
Recording information Situational Awareness
7.3.6.C.02 security risk assessments. Functional ~ Intersects With IRO-09  [cybersecurity and data protection incidents to internal stakeholders all 5
security incidents ForIncidents !
the way through the resolution of the incident.
Handling data spills or | Agencies MUST implement proced: d to detect data spill Sensitive / Regulated
7.3.7.C.01 landling data spills or | Agencies implement procedures and processes to detect data spills | ¢ yional | intersects with | Sensitive/ Regulate IR0-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach or data breach. Data Spill Response
When a data spill occurs agencies MUST assume that data at the highest
Handling data spills or n pill oceurs agenc ssu 'ghe Sensitive / Regulated
7.3.7.C.02 classification held on or processed by the system, has been compromised. |  Functional |Intersects With ° IRO-12  [Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach Data Spill Response
Agency SOPs MUST include procedure for:
all personnel with access to systems;
Handling data spill Sensitive / Regulated
7.3.7.C.03 fandling data Spills of | | ification to the ITSM of any data spillage or breaches; and Functional | Intersects With| Sonorive /Regulate IR0-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach Hficatl Data Spill Response
notification to the ITSM of access to any data which they are not authorised
to access.
Handling data spills or | Agencies MUST d t procedures for dealing with data spills or dat Sensitive / Regulated
7.3.7.C.04 fandling data spills or | Agencies MUST document procedures for dealing with data spills ordata | ¢\ ojonai  intersects witn|  Seneitive/ Regulate IRO-12  [Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach breaches in their IRP. Data Spill Response
Handling data spills or | A MUST treat any data spill or data breach format Sensitive / Regulated
7.3.7.C.05 fandiing data spills or | Agencies MUST treat any data spl or data breach s an information Functional | Intersects With| o> ve / Regulate IR0-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach securitv incident and follow the IRP to deal with it. Data Spill Response
When a data spill or data breach MUST report the detail
Handiing data spils or_|""1 @ data spillr data breach occurs agencies MUST report the details Sensitve / Regulated ] ]
7.3.7.C.06 tothe Privacy C and ownerin with Functional | Intersects With IRO-12  [Mechanisms exist to respond to sensitive and/or regulated data spills. 5
data breach A Data Spill Response
the Privacy Act 2020.
When classified information is introduced onto a system not accredited to
handle the information, the following actions MUST be followed:
Immediately seek the advice of an ITSM; Sensitive/ Regulated
Containing data spills  |Segregate or isolate the affected system and/or data spill; Functional | Intersects Witn | [ meide FReE el IRO-12 [ Mechanisms exist to respond to sensitive and/or regulated data spills. 5
Personnel MUST NOT delete the higher classified information unless Pl Resp!
specifically authorised by an ITSM.
When classified information is introduced onto a system not accredited to
handle the information, the following actions MUST be followed:
Immediately seek the advice of an ITSM; Sensitive / Regulated Mechanisms exist to address security safeguards for personnel
Containing data spills  |Segregate or isolate the affected system and/or data spill; Functional IntersectsWith|  Data Exposure to IRO-12.4 |exposed to sensitive and/or regulated data that is not within their 5
Personnel MUST NOT delete the higher classified information unless Unauthorized Personnel assigned access authorizations.
specifically authorised by an ITSM.
When classified information is introduced onto a system not accredited to Semsitve/ Regulated
7.3.8.C.02 Containing data spils | handle the information, personnel MUST NOT copy, view, prnt or emilthe | - Functional | ntersectsWitn| "5, (o8 B0 IRO-12  [Mechanisms exist to respond to sensitive and/or regulated data spilts. 5
When classified information is introduced onto a system not accredited to Sensitive / Regulated Mechanisms exist to address security safeguards for personnel
7.3.8.C.02 Containing data spills | handle the information, personnel MUST NOT copy, view, print or email the |  Functional | Intersects With|  Data Exposure to IR0-12.4 |exposed to sensitive and/or regulated data that is not within their 5
Personnel assigned access
Whi ta spillor dat hinvolving classif it
'ena‘da 2spilor da al:reacf o vfmic ase ed or sensi e CyberIncidont Reporting T
7.3.8.C.03 Containing data spills | 0/ma 1 on Or contamination of classified systems oceurs and systems Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 |\ coranisms exist toreport sensitive and/or regulated data incidents | 5
cannot be segregated, or isolated agencies SHOULD immediately contact s a timely manner.
the NCSC for further advice.
When a data spill or data breach involving classified or sensitive
i itive / Regulat
7.3.8.C.03 Containing data spills | ""ormation or contamination of classified systems oceurs and systems Functional [Intersects with| SenSitive/ Regulated IR0-12 | Mechanisms exist to respond to sensitive and/or regulated data spills. 5
cannot be segregated, or isolated agencies SHOULD immediately contact Data Spill Response
the NCSC for further advice.
‘Agencies SHOULD follow the steps described below when malicious code
is detected:
isolate the infected system;
decide whether to request assistance from NCSC;
if such assistance is requested and agreed to, delay any further action until
advised by NCS!
check connected systems and media including backups for malicious
code;
isolate all infected systems and media to prevent reinfection; Mechanisms exist to cover:
change all passwords and key material stored or potentially accessed from (1) Preparation;
Handling malicious code | COMPromised systems, including any websites with password controlled (2) Automated event detection or manual incident report intake;
7.3.9.0.01 festion access; Functional  [Intersects With | Incident Handling IRO-02  |(3) Analysis; 5
advise system users of any relevant aspects of the compromise, including (4) Containment;
a to change all on systems; (5) Eradication; and
revoke all session tokens associated with user and/or device; (6) Recovery.
use up-to-date anti-malware software to remove the malware from the
systems or media;
monitor network traffic for malicious activity;
record and report the informa incident and perform any other
activities specified in the IRP; and
in certain scenarios rebuilding and reinitialising the system and/or user
profile may be required.
‘Agencies SHOULD follow the steps described below when malicious code
is detected:
isolate the infected system;
decide whether to request assistance from NCSC;
if such assistance is requested and agreed to, delay any further action untit
advised by NCSC;
check connected systems and media including backups for malicious
code;
isolate all infected systems and media to prevent reinfection;
change all passwords and key material stored or potentially accessed from
Handling malicious code | C0MPromised systems, including any websites with password controlled Incident Response Plan Mechanisms exist to maintain and make available a current and viable
7.3.9.C.01 ’ aceess; Functional | Intersects With 1RO-04 ¢ 5
infection (IRP) Incident Response Plan (IRP) to all stakeholders.
advise system users of any relevant aspects of the compromise, including
a to change all on systems;
revoke all session tokens associated with user and/or device;
use up-to-date anti-malware software to remove the malware from the
systems or media;
monitor network traffic for malicious activity;
record and report the information security incident and perform any other
activities specified in the IRP; and
in certain scenarios rebuilding and reinitialising the system and/or user
profile may be required.
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Agencies considering allowing an attacker to continue some actions under Mechanisms exist to cover:
controlled conditions for the purpose of seeking further information or (1) Preparation;
evidence MUST seek legal advice. (2) Automated event detection or manual incident report intake;
Allowing continued ‘
7.3.10.C.01 BN Functional  [Intersects With | Incident Handling 1R0-02  ((3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
) ‘Agencies considering allowing an attacker to continue some actions under - Mechanisms exist to coordinate with approved third-parties to achieve
Allowing continued Correlation with External
7.310.C.01 controlled conditions for the purpose of seeking further information or Functional ~ |Intersects With IRO-025 |a onincident and more 5
attacks Organizations !
evidence MUST seek legal advice. effective incident respon:
‘Agencies considering allowing an attacker to continue some actions under
Allowing continued | e e Incident Response Plan Mechanisms exist to maintain and make available a current and viable
7.310.C.01 controlled conditions for the purpose of seeking further information or Functional | Intersects With 1RO-04 5
attacks (IRP) Incident Response Plan (IRP) to all stakeholders.
evidence MUST seek legal advice.
) ‘Agencies considering allowing an attacker to continue some actions under - Mechanisms exist to establish a direct, cooperative relationship
Allowing continued Coordination With
7.310.C.01 controlled conditions for the purpose of seeking further information or Functional | Intersects With IRO-11.2 | between the organization's incident response capability and external 5
attacks External Providers
evidence MUST seek legal advice. service providers.
‘Agencies SHOULD:
transfer a '::_’"y of raw al':d" trails and other 'lelle"a”' "Z‘a"’”"’:“es'a for | Ghain of Gustody & Mechanisms exist to perform digital forensics and maintain the
secure archiving, as well as securing manual log records for retention; an
7.311.C.01 Integrity of evidence e e e Functional | Intersects With v IR0-08  |integrity of the chain of custody, in accordance with applicable laws, 5
ensure that all personnel involved in the investigation maintain a record of Forensics ’ ! !
! ) regulations and industry-recognized secure practices.
actions undertaken to support the investigation.
Agencies SHOULD:
transfer a copy of raw audit trails and other relevant data onto media for
e o Coordination With Mechanisms exist to establish a direct, cooperative relationship
7.311.C.01 Integrity of evidence | SCCUr® archiving, as w uring manual log records for retention; Functional | Intersects With A IR0-11.2 |between the organization's incident response capability and external 5
ensure that all personnel involved in the investigation maintain a record of External Providers
service providers.
actions undertaken to support the investigation.
‘Agencies SHOULD ensure that any requests for NCSC assistance are made Mechanisms exist to provide incident response advice and assistance
Incident Reporti t f Technology Assets, Applications and/or S (TAAS) f
312001 Seoking assistance |15 590N a5 possible after the information security incidentis detectedand | (o | ncident Reporting \Ro1 |10 users of Technology Assets, Applications andor Services (TAAS)for s
that no actions which could affect the integrity of the evidence are carried Assistance the handling and reporting of actual and potential cybersecurity and
out prior to NCSCs data protection incidents.
‘Agencies SHOULD ensure that any requests for NCSC assistance are made
s s00n as possible after the information security incident is detected and Coordination With Mechanisms exist to establish a direct, cooperative relationship
7.3.12.C.01 Seekingassistance | 2> > possible after the information security incident is de n Functional | Intersects With IRO-11.2 |between the organization's incident response capability and external 5
that no actions which could affect the integrity of the evidence are carried External Providers
service providers.
out prior to NCSCs
‘Agencies MUST ensure that any facility containing a system of its
: | U iacility ga sy Physical & exist to facilitate the operation of physical and
8.1.10.C.01 Facility physical security including systems, are certifiedand | Functional | Subset Of PES-01 10
! Protections environmental protection controls.
dited in with the PSR.
‘Agencies SHOULD prevent unauthorised people from observing systems, Physical access control mechanisms exist to maintain a current list of
111,001 Preventing observation |in particular desks, screens and keyboards. Functional | intersectewatn|  PMYsical Access pes.gp |Personnelwith authorized access to organizational facilties (except for R
by unauthorised people Authorizations those areas within the facility officially designated as publicly
‘Agencies SHOULD position desks, screens and keyboards away from Physical access control mechanisms exist to maintain a current list of
111,002 Preventing observation. |windows and doorways so that they cannot be overseen by unauthorised | [ | Physical Access pes.gp |Personnelwith authorized access to organizational facilties (except for R
by unauthorised people |persons. If required, blinds or drapes SHOULD be fixed to the inside of Authorizations those areas within the facility officially designated as publicly
windows. and doors ket closed to avoid oversight. i
Bringing non-agency | Agencies MUST NOT permit non-agency owned devices to be brought into ering Your Own Device Mechanisms exist to implement and govern a Bring Your Own Device
8.1.12.C.01 owned devicesinto | TOP SECRET areas without prior approval from the Accreditation Authority. | ~ Functional |Intersects With (8YOD) Usags AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
secure areas © devices in the rkpl
Bringing non-agency | Agencies MUST NOT permit non-agency owned devices to be brought into exist to require all and to apply
8.1.12.C.01 owned devicesinto | TOP SECRET areas without prior approval from the Accreditation Authority. | Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
secure areas enable secure. compliant and resilient capabilities.
Bringing non-agency | Agencies MUST NOT permit non-agency owned devices to be brought into exist to define and rules of
8.1.12.C.01 owned devicesinto | TOP SECRET areas without prior approval from the Accreditation Authority. | Functional | Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
secure areas behavior.
Bringing non-agency | Agencies MUST NOT permit non-agency owned devices to be brought into
ging gency | Ag USTNOTp gency g ' X Mechanisms exist to manage business risks associated with permitting
8.1.12.C.01 owned devicesinto | TOP SECRET areas without prior approval from the Accreditation Authority. |  Functional |Intersects With| Use of Mobile Devices | HRS-05.5 5
mobile device access to organizational resources.
secure areas
Sringing non-agency | "£775198 MUST NOT permit non-agency owned devices to be brought into Physical access control mechanisms exist to inspect personnel and
i i ity. thei Leffects (e. I t il i
112,001 ot doias ity | TOP SECRET areas without prior approval from the Accreditation Authority. | oo f Searches pEs.04p |Meir personal effects e.g., personal property ordinarily worn or carried s
by the individual, including vehicles) to prevent the unauthorized
secure areas
of data and assets.
! ‘Agencies MUST ensure that technical surveillance counter-measure tests Physical access control mechanisms exist to inspect personnel and
Technical Inspection and ducted rt of the physical security certificat their personal effects ( rsonal property ordinarily worn or carried
113,001 are conducted as a part of the physical security certification. Functional | intersects With Searches pEs.0ap |thelrpersonaleffects (e.g., personal property ordinarily worn or carrie s
by the individual, including vehicles) to prevent the unauthorized
measure testing
of data and assets.
Technical Inspection and | Agencies MUST ensure that technical surveillance counter-measure tests Technical Surveillance i ) .
Mechanisms exist to utilize a technical surveillance countermeasures
8.1.13.C.01 surveillance counter- | are conducted s a part of the physical security certification. Functional  [Intersects With|  Countermeasures vemos |17 5
measure testing Security Y
! ‘Agencies MUST determine if further technical surveillance counter- Physical access control mechanisms exist to inspect personnel and
Technical Inspection and test d, particularly if visit tractors h their personal effects ( rsonal property ordinarily worn or carried
113,002 measure testing is required, particularly if visitors or contractors have Functional | intersects With Searches pEs.0a |thelrpersonaleffects (e.g., personal property ordinarily worn or carrie s
entered secure areas. by the individual, including vehicles) to prevent the unauthorized
measure testing
of data and assets.
Technical Inspection and | Agencies MUST determine f further technical surveillance counter- Technical Surveillance i ] .
" Mechanisms exist to utilize a technical surveillance countermeasures
8.1.13.C.02 surveillance counter- | measure testing is required, particularly i visitors or contractors have Functional  [Intersects With|  Countermeasures vemos |17 5
measure testing___|entered secure areas. Security v
) ‘Agencies MUST ensure that servers and network devices are secured within Physical access control mechanisms exist to protect system
Securing servers and ensur Lockable Physical
82.5.C.01 ey oo e |cabinets as outlined in PSR Policy Framework - Physical security and Functional | Intersects With Cosings PES-03.2 |components from unauthorized physical access (e.g., lockable 5
i physical casings).
Socuring soror rooms, | "E°NCies MUST ensure rha: keys or equivadtenl access n:echamsms to Physical Securityof Mec{h:nnism:we:d::ur\:e?:‘m; rsys(imfi,ni:i(:u;pn;en; anLd vespecﬂvtehal
8.2.6.C.01 communications rooms | 5V F00M: communications fooms and security containers are Functional ~Intersects With|  Offices, Rooms & PES-04 |OPOrating environments that require limited physical access so 5
appropriately controlled. : appropriate physical access controls are designed and implemented
and security containers Facilities ¥ °es
for offices, rooms and facilities.
‘Agencies MUST NOT leave server rooms, communications rooms or Mechanisms exist to identify systems, equipment and respective
Securing server rooms, - e Physical Security of ating sdironments that require Umite phyical that
8.2.6.C.02 communications rooms | SSCUI!tY COntainers In an unsecured state uniess the server reom is Functional ~Intersects With|  Offices, Rooms & PES-04 |OPOrating environments that require limited physical access so 5
°°™® | occupied by authorised personnel. ° appropriate physical access controls are designed and implemented
and security containers Facilities
for offices, rooms and facilities.
‘Agencies MUST develop a Site Security Plan (SitePlan) for each server and
communications room. Information to be covered includes, but is not
limited to:
a summary of the security risk review for the facility the server or
communications room is located in;
roles and responsibilities of facility and security personnel;
the ion, operation and of the electronic access Mechanisms exist to document a Physical Security Plan (PSP), or
Administrative measures ; Physical Security Plan similar document, to summarize the implemented security controls to
control system or security alarm system; Functional ~ [Intersects With| Y PES-01.1 - P v 5
Site security plans key management, the enrolment and removal of system users and issuing (PSP) protect physical access to technology assets, as well as applicable
of personal identification number codes and passwords; risks and threats.
personnel security clearances, security awareness training and regular
briefings;
regular inspection of the generated audit trails and logs;
end of day checks and lockup;
reporting of information security incidents; and
what activities to undartake in resnanse to security alarms
Agencies operating no-lone-zones MUST suitably signpost the area and exist to enforce a "two-person rule” for physical access by
Nodlonezones | Ve all entry and exit points appropriately secured. Functional | intersectewitn| DuatAuthorizationfor | |requiring two authorized individuals with separate access cards, keys s
Physical Access or PINs, to access highly-sensitive areas (e.g., safe, high-security cage,
etc.).
Network infrastructure in | "gencies MUST certify the phys'\ca‘A security of facilities containing network Access To Critical Phys‘i(?st access control mechanisms exist to enforce thsiz{al access
tothe highest of being Functional | Intersects With PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
secure areas . Systems . "
over the network . physical access controls for the facility.
‘Agencies MUST certify the physical security of facilities containing network ! _ )
Network infrastructure in . Facility security mechanisms exist to protect power equipment and
83.3.0.01 tothe highest of being Functional Intersects With|  Supporting Utilities PES-07 5
secure areas ° power cabling for the system from damage and destruction.
over the network .
‘Agencies MUST certify the physical security of facilities containing network Physical security mechanisms exist to locate system components.
655,001 Network in cture to the highest class of being Functional | intersect win|  EduiPment Siting & pEs.1p |Withinthe facility to minimize potential damage from physical and s
secure areas communicated over the network infrastructure. Protection environmental hazards and to minimize the opportunity for
i access.
Notwork mrastructure i | A€encies MUST certity the physical seurit of facilities containing network anemission Medium Physical security mechanisms exist to protect power and
83.3.C.01 to the highest of being Functional ~ Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
secure areas ° Security ° °
over the network services from or damage.
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Agencies classified over in Physical security mechanisms exist to protect power and
Network infrastruct f T Medi
83.3.0.02 etwork infrastructure n | seoure areas SHOULD encrypt their information with at least an Approved | ¢ ciionai [ interseotswith| "nSMisSion Medium | oo 15 1 eiocommunications cabling carrying data or supporting information 5
secure areas Cryptographic Protocol. See Section 17.3 - Approved Cryptographic Security
services from interception, interference or damage.
Protocols.
) ‘Agencies MUST locate patch panels, fibre distribution panels and ) Physical access control mechanisms exist to enforce physical access
Protecting network Access To Critical
83.4.0.01 VA structured wiring enclosures within at least lockable commercial cabinets. |  Functional [ Intersects With . PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
v physical access controls for the facility.
) ‘Agencies MUST locate patch panels, fibre distribution panels and ] _ )
Protecting network . Facility security mechanisms exist to protect power equipment and
83.4.0.01 structured wiring enclosures within at least lockable commercial cabinets. [  Functional ~|Intersects With|  Supporting Utilities PES-07 5
infrastructure power cabling for the system from damage and destruction.
‘Agencies MUST locate patch panels, fibre distribution panels and Physical security mechanisms exist to locate system components
54001 Protecting network  [structured wiring enclosures within at least lockable commercial cabinets. | (- f | Equipment Siting & pEs.qp |Mithinthe facility to minimize potential damage from physical and R
infrastructure Protection environmental hazards and to minimize the opportunity for
i access.
orotecting network | 26195 MUST locate patch panels, fibre distibution panels and romamissiom Mediom Physical security mechanisms exist to protect power and
83.4.0.01 IV structured wiring enclosures within at least lockable commercial cabinets. |  Functional [ Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
) ‘Agencies SHOULD locate patch panels, fibre distribution panels and ) Physical access control mechanisms exist to enforce physical access
Protecting network Access To Critical
IV structured wiring enclosures within at least lockable commercial cabinets. |  Functional | Intersects With . PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
v physical access controls for the facility.
) ‘Agencies SHOULD locate patch panels, fibre distribution panels and )
Protecting network 5 Facility security mechanisms exist to protect power equipment and
83.4.0.02 structured wiring enclosures within at least lockable commercial cabinets. |  Functional |Intersects With|  Supporting Uilities PES-07 5
infrastructure power cabling for the system from damage and destruction.
‘Agencies SHOULD locate patch panels, fibre distribution panels and Physical security mechanisms exist to locate system components
55.4.0.02 Protecting network  [structured wiring enclosures within at least lockable commercial cabinets. | (- f | Equipment Siting & pEs.qp |Withinthe facility to minimize potential damage from physical and R
infrastructure Protection environmental hazards and to minimize the opportunity for
i access.
orotecting network | 76195 SHOULD locate patch panls, fbre istrbution panals and romamission Mg Physical security mechanisms exist to protect power and
83.4.0.02 IV structured wiring enclosures within at least lockable commercial cabinets. |  Functional [ Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
‘Agencies communicating classified information over public network
Network - o cosss To rtical Physical access control mechanisms exist to enforce physical access
8.3.5.C.01 or over e Inunsecure areas use Functional | Intersects With PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
unsecure areas encryption to lower the handling instructions to be equivalent to those for Systems
physical access controls for the facility.
networks.
Agencies communicating classified information over public network
Network Facilit ty mechani t to protect ipment and
etworl in orover urein unsecure areas MUST use Functional | ntersectsWith|  Supporting Utlies pes.oy | Facility security mechanisms exist to protect poer equipment an R
unsecureareas  |encryption to lower the handling instructions to be equivalent to those for power cabling for the system from damage and destruction.
networks.
‘Agencies communicating classified information over public network Physical security mechanisms exist to locate system components
555001 Network in orover urein unsecure areas MUST use cunctional | intersacte win|  EQUiPment Siting & pEs.qp |Mithinthe facility to minimize potential damage from physical and R
unsecureareas  |encryption to lower the handling instructions to be equivalent to those for Protection environmental hazards and to minimize the opportunity for
networks. access.
‘Agencies communicating classified information over public network
Physical security mechanisms exist to protect power and
Network in orover in unsecure areas MUST use Transmission Medium 3 :
83.5.C.01 ! " Functional ~|Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
unsecureareas  |encryption to lower the handling instructions to be equivalent to those for Security
services from interception, interference or damage.
networks.
‘Agencies MUST account for all IT equipment containing media. xist to perform i o5 of Assets,
Applications, Services and/or Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
Accounting for IT )
84.8.C01 o e Functional ~[Intersects With|  Asset Inventories AST-02 |(3)Is at the level of granularity deemed necessary for tracking and 5
auip reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
‘Agencies MUST certify the physical security of facilities containing IT
gancies MUST certiy the physical security of facilities containing Mechanisms exist to facilitate an IT Asset Management (ITAM) program
84.9.C.01 g quipment to the highest of being processed, Functional | Subset Of Asset Governance AST-01 10
" ° ne and manage asset controls.
stored or bythe within the facilities.
‘Agencies MUST certify the physical security of facilities containing IT xist to perform i o5 of Assets,
quipment to the highest classification of being processed, Applications, Services and/or Data (TAASD) that:
stored or communicated by the equipment within the facilities. (1) Accurately reflects the current TAASD i use;
(2) Identifies authorized software products, including business
justif details;
84.9.C01 Processing requirements Functional ~[Intersects With|  Asset Inventories AST-02  |(3)1s at the level of granularity deemed necessary for tracking and 5
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
‘Agencies MUST ensure that when secure areas are non-operational or Mechanisms exist to:
when work areas are unoccupied IT equipment with media is secured in (1) Physically control and securely store digital and non-digital media
£.410.0.01 Storago requiraments | 2°€CTd2NE0 with the minimum physical security requirements for storing | p | Modia Storage bGr0g | Mithin controlied areas using organization-defined security measures; .
classified information as specified in the PSR Policy Framework - Physical and
security and supporting documents. (2) Protect system media untiLthe media are destroyed or sanitized
using approved eau and
‘Agencies choosing to prevent the storage of classified information on non- Mechanisms exist to:
volatile media and enforcing scrubbing of temporary data at logoff or (1) Physically control and securely store digital and non-digital media
s -volatil : ithin controll ization-defi it ;
8.4.11.C.01 ecur\r\g non-volatile shutdown SHOULD: i - Functional Intersects With Media Storage DCH-06 within controlled areas using organization-defined security measures; 5
media for storage | assess the security risks associated with such a decision; and and
specify the processes and conditions for their application within the (2) Protect system media until the media are destroyed or sanitized
svstems SSP. using approved eauipment. and
‘Agencies securing volatile media for IT equipment during non-operational Mechanisms exist to:
hours SHOULD: (1) Physically control and securely store digital and non-digital media
8.4.12.C.01 Securing volatile media |disconnect power from "fe equipn?en}lhe med\a‘resideswithm: Functional | Intersects With Media Storage DCH-06 within controlled areas using organization-defined security measures; 5
for storage assess the security risks if not sanitising the media; and and
Specify any additional processes and controls that will be applied within (2) Protect system media until the media are destroyed or sanitized
the svstems SSP. using approved and
) o within | SE7E3 SHOULD syt medi withn 1 et with an Approved ) Mechanisms exist to facilitate the implementation of cryptographic
Encrypting media within Use of Cryptographic
8.4.13.C.01 o e Algorithm. tion 17.2 - Approved C Functional | Subset Of czfmé P CRY-01 |protections controls using known public standards and trusted 10
Algorithms. i
) o within | 5673 SHOULD syt medi withn 1 et with an Approved ) o
Er i di ithi Ci t t it discl f
8.4.13.C.01 "CW“’T'"E media within Algorithm. tion 17.2 - Approved C Functional | Interseots With| Encrypting Data AtRest | - CRY-05 | P 3812 existto preven 5
Algorithms.
) o within | 5E7E3 SHOULD syt medi withn 1 et with an pproved ) -
Encrypting media with G tto protect th d
8.4.13.C.01 nerypting media within Algorithm. tion 17.2 - Approved C Functional | Intersects With Storage Media CRY-05.1 | ~P existtoprotect the « and 5
m integrity of sensitive and/or regulated data residing on storage media,
Algorithms.
Agencies SHOULD encrypt media within IT equipment with an Approved Mechanisms exist to:
Algorithm. tion 17.2 - Approved C (1) Physically control and securely store digital and non-digital media
Encrypting media within |Algorithms. ) within controlled areas using organization-defined security measures;
8.4.13.C.01 fypting gorithms. Functional | Intersects With Media Storage pcH-0s | using organi ! ity 5
IT equipment and
(2) Protect system media until the mia are destroyed or sanitized
using approved equipment. and
—[Agencies SHOULD encrypt media within IT equipment with an Approved ) )
Encrypting media within | ~8°"°" vpt media within IT equip! PP § Making Sensitive Data Mechanisms exist to ensure sensitive and/or regulated data is rendered
8.4.13.C.01 " Algorithm. tion 17.2 - Approved C: Functional ~ Intersects With DCH-06.4 ) 5
IT equipment Py Unreadable In Storage human unreadable anywhere sensitive and/or regulated data is stored.
i
in. | AEencies SHOULD encrypt media within IT aquipment with an Approved ) S i exist to protect the confi ity and
Encrypting media within | <! VPt media within IT equip PP ) Encrypting Data In Crypto isttop the cor )
8.4.13.C.01 " Algorithm. tion 17.2 - Approved C: Functional ~ Intersects With DCH-07.2 integrity of information stored on digital media during transport outside 5
IT equipment Storage Media
Algonmms. of controlled areas.
Agencies MUST record the usage of seals in a register that is appropriatel ) Physical Tamperin Mechanisms exist to periodically inspect systems and system
85.3.C.01 Recording seal usage |/ 5o usag el isappropriately | ¢, tional |Intersects With wsi pering AST-08 ! o periodically inspect sy: 4 5
secured. Detection for Indicators of C (IoC).
Agencies MUST record in a register, information on:
f ; Physical Tamperi Mechani t to periodicall tsyst d syst
£5.5.0.02 Rocording seal usago | 55 2N Usage details of seals and associated tools; runctional | intersectawitn|  PSicalTampering | |Mechanisms exist to periodically inspect systems and system .
serial numbers of all seals purchased; and Detection for Indicators of C (IoC).
the location or asset on which each sealis used.
555,008 Rocording sealusage | AEencieS SHOULD record the usage ofseals n  register hat is ronctionat | mtersecta | PvsicalTampering | " [Mechanisms exist to periodically inspect systems and system R
secured. Detection for Indicators of C (10C).

Secure Controls Framework (SCF)

170f 75



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

[T T New Zealand - Information Security Manual (ISM) v3.9
URI

Focal
Published STRM URI

SCF Control

nzism.gesb.govt.

P { -3-9.pdf

Secure Controls Framework (SCF)
Control Description

Strength of
Relationsh

Agencies SHOULD record in a register information on:
issue and usage details of seals and associated tools;

Physical Tampering

Mechanisms exist to periodically inspect systems and system

8.5.3.C.04 Recording seal usage Functional ~ |Intersects With AST-08 5
serial numbers of all seals purchased; and Detection for Indicators of C (IoC).
the location or asset on which each sealis used.
Agencies SHOULD consult with the seal manufacturer to ensure that, if Physical Tampering Mechanisms exist to periodically inspect systems and system
8.5.4.C.01 Purchasingseals  |available, any purchased seals and sealing tools display a unique identifier | Functional | Intersects With v P AST-08 P Y Inspect sy: Y- 5
" Detection for Indicators of C (IoC).
orimage to the agencv.
o2 purchasingasala _|°915 and any seal appliation tools SHOULD be secured when notinuse. | (o T 0 T PhysicalTampering | oo |Meshanisms eistto perodically inspect systems and system R
Detection for Indicators of C (10C).
Agencies SHOULD NOT allow contractors to independently purchase seal Physical Tamperin Mechanisms exist to periodically inspect systems and syste
85.4.C.03 Purchasing seals genci W contractors to independently purchase seals | ¢\ ctional | Intersects With Vst mpering AST-08 nisms exist to periodically inspect systems and system 5
a tools on behalf of the Detection for Indicators of C (100).
‘Agencies SHOULD review seals for differences with a register at least ] ] -
) Physical Tampering Mechanisms exist to periodically inspect systems and system
855.0.01 Reviewing seal usage  |annually. At the same time seals SHOULD be examined for any evidence of | Functional | Intersects With AST-08 5
Detection for Indicators of C (IoC).
Information security | Agency management MUST ensure that all personnel who have access to a Security, Compliance & ] - ]
Mechanisms exist to facilitate the implementation of security
9.1.4.0.01 awareness and training |system have sufficient training and ongoing information security Functional | Subset Of Resilience-Minded SAT-01 10
nd v workforce development and awareness controls.
Workforce
‘Agencies MUST provide ongoing information security awareness and a
aining for personnel on has Security, Compliance & exist to provide all and
Information security "
8.1.5.0.01 awraness andttining. | 128512ton and regultion, conseauences of non-comliance with Functional ~[Interseots With| Resilience SAT-02 security, and resilience education 5
information security policies and procedures, and potential security risks Training and training that is relevant for their job function.
and counter-measures.
I formation seourty | Agencies MUST provide information security awarencss training as part of Security, Compliance & exist to provide all and
8.1.5.0.02 Y ltheir employee induction programmes. Functional ~ [Interseots With| Resilience SAT-02 security, and resilience education 5
awareness and training
Training and training that is relevant for their job function.
Degree and content of | Agencies SHOULD align the detail, content and coverage of information Security, Compliance & exist to provide all and
8.1.6.0.01 information security | security awareness and training programmes to system user Functional ~ [Interseots With| Resilience SAT-02 security, compliance and resitience education 5
and training Training and training that is relevant for their job function.
‘Agencies SHOULD align the detail, content and coverage of information exist to provide role-based security, and
security awareness and training programmes to system user resilience-related training:
Degree and contentof | eny bilit epres g Role-Based Security, (1) Before authorizing acfess to the system or performing assigned
9.1.6.C.01 information security ~['©SPCMSIPIteS: Functional | Intersects With | Compliance & Resilience |~ SAT-03 | 1 e 4 P g assig 5
uties;
awareness and trainin Trainin
e e (2) When required by system changes; and
(3) Annually thereafter.
‘Agencies SHOULD ensure that information security awareness and training
includes information on:
the purpose of the training or awareness program;
any legislative or regulatory mandates and requirements;
any national or agency policy mandates and requirements;
agency security appointments and contacts;
the legitimate use of system accounts, software and classified
information;
the security of accounts, including shared passwords;
Degree and content of for: databases and dats; Security, Compliance & exist to provide all and
9.1.6.C.02 information security |t Security risks with Y systems, the Functional |Intersects With | Resilience SAT-02 security, and resilience education 5
awareness and training |"MeMet Training and training that is relevant for their job function.
reporting any suspected compromises or anomalies;
reporting requirements for information security incidents, suspected
compromises or anomalies;
classifying, marking, controlling, storing and sanitising media;
proteting from access;
informing the support section when access to a system is no longer
needed;
observing rules and governing the p and
authorised use of systems; and
cuich ac SODe and viear midas
‘Agencies SHOULD ensure that information security awareness and training
includes information on:
the purpose of the training or awareness program;
any legislative or regulatory mandates and requirements;
any national or agency policy mandates and requirements;
agency security appointments and contacts;
the legitimate use of system accounts, software and classified
information;
the security of accounts, including shared passwords; exist to provide role-based security, compliance and
i ; y resilience-related training:
Degres and content of " b h B Role-Based Security, (1) Before authoriziny acfess tothe system or performing assigned
9.1.6.C.02 information security | th® Security risks wit Y systems, the Functional | Intersects With | Compliance & Resilience |~ SAT-03 | 1) ** J ¥ P! g assig 5
awareness and training |"teMet Training §
reporting any suspected compromises or anomalies; (2) When required by system changes; and
reporting requirements for information security incidents, suspected (3) Annually thereafter.
compromises or anomalies;
classifying, marking, controlling, storing and sanitising media;
protecting from access;
informing the support section when access to a system is no longer
needed;
observing rules and governing the P and
authorised use of systems; and
h 2 SOP< and uiser suides
‘Agencies SHOULD ensure that information security awareness and training
includes advice to system users not to attempt to:
tamper with the system; exist to provide role-based security, and
bypass, strain or test information security mechanisms; -
" c resilience-related training:
Degree and content of  |introduce or use unauthorised IT equipment or software on a system; Role-Based Security, o
P (1) Before authorizing access to the system or performing assigned
9.1.6.C.03 information security | reptace items such as keyboards, pointing devices and other peripherals | Functional | Intersects With | Compliance & Resilience |~ SAT-03  |(1) 2% 5
awareness and training | with personal equipment; Training y N
g personal equipment g (2) When required by system changes; and
assume the roles and privileges of others;
° 0 (3) Annually thereafter.
attempt to gain access to classified information for which they have no
authorisation; or
relocate eauioment without proper
M l ith ti
System familiarisation Ag'enc'ef il wfwde:l. sys{edm userzwu far:'::nsa ‘°""a'"m‘g on tfhe Mechanisms exist to formally educate authorized users on proper data
jarisation information security policies and procedures and the secure operation o ) °
9.1.7.C.01 v m VP P " P Functional | Intersects With| Formal Indoctrination | HRS-04.2 |handling practices for all the relevant types of data to which they have 5
training the system before being granted unsupervised access to the system. o
Disclosure of iformation | A€€TC1es SHOULD advise personnel attending courses along with non- exist to define and rules of
2.1.8.0.01 o aormat1o™ | government personnel not o disclose any details that could be used to Functional ~[Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
agency security. behavior.
T Agencies SHOULD advise personnel attending courses along with non- Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
Disclosure of information ° ) Confidentiality 1ec s et
2.1.8.0.01 e aormatio™ | government personnel not o disclose any details that could be used to Functional ~ Intersects With naroamonts HRS-06.1 |similar confidentiality agresments that reflect the needs to protect 5
agency security. data and details, or both nd third-parties.
Documenting ‘Agencies MUST specify in the System Security Plan (SSP) any
i iefi isttof he implementati 1
210001 securty security and briefings necessary for system cunctional | subset of Human Resources HRs.0r | Mechanisms exist o faciltate the implementation of personine o
clearance and briefing |access. Security Management security controls.
Documentin ™ n ity Plan (SSP)
segcurt e rertions oo b e S:iuv ",7 Plan (89 'am: N Mechanisms exist to manage personnel secrity risk by assigning a risk
i securi and briefings necessary for system ) ) : )
9.2.10.C.01 ourty Y 8 1y for sys Functional | Intersects With | Position C: HRS-02 to all positions and establishing screening criteria for 5
clearance and briefing |access. oo :
individuals filling those positions.
Documenting ‘Agencies MUST specify in the System Security Plan (SSP) any Mechanisms exist to verify that individuals accessing a system
securit ions, securit and briefings necessary for system ) ’ storing, or sensitive meet
9.210.C.01 o Y & v forsy; Functional ~ [Intersects With| Citizenship Requirements| HRS-04.3 ; % 5
clearance and briefing |access. applicable statutory, regulatory and/or contractual requirements for
Agencies MUST:
limit system access on a need-to-know/need-to-access basis;
Authorisation and system Human Resources Mechanisms exist to facilitate the implementation of personnel
0211.001 risati ystem [ provide system users with the least amount of privileges needed to Functional | subset Of HRS.01 i i impl 2 1o

access

undertake their duties; and
have any requests for access to a system authorised by the supervisor or
manager of the svstem user.

Security Management

security controls.
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Agencies MUST:
limit system access on a need-to-know/need-to-access basis; ; - S
Authorisation and system | s oo O e N Mechanisms exist to manage personnel secrity risk by assigning a risk
rovide system users with the least amount of privileges needed to
9.2.11.C.01 Y P! Y privileg Functional | Intersects With| Position C: HRS-02 to all positions and establishing screening criteria for 5
access undertake their duties; and ; ;
individuals filling those positions.
have any requests for access to a system authorised by the supervisor or
manager of the svstem user.
Agencies MUST:
Limit system access on a need-to-know/need-to-access basis; Mechanisms exist to verify that individuals accessing a system
Authorisation and system storing, sensitive meet
9.2.11.C.01 ¥ provide system users with the least amount of privileges needed to Functional | Intersects With | Citizenship Requirements| HRS-04.3 8, or 5
access undertake their duties; and applicable statutory, regulatory and/or contractual requirements for
have any requests for access to a system authorised by the supervisor or citizenship.
manager of the svstem user.
Agencies MUST:
limit system access on a need-to-know/need-to-access basi Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Authorisation and system | provide system users with the least amount of privileges needed to Role-Based Access Technology Assets, Applications, Services and/or Data (TAASD) to
9.211.C.01 ystem | p v privileg Functional | Intersects With IAC-08 e PP ( ) 5
access undertake their duties; and Control (RBAC) restrict access to individuals assigned specific roles with legitimate
have any requests for access to a system authorised by the supervisor or business needs.
manager of the svstem user.
Agencies SHOULD:
Limit system access on a need-to-know/need-to-access basis;
provide system users with the least amount of privileges needed to
0211.0.00 Authorisation and system |undertake their duties; runctionat | subsetor Human Resources HRs.o1 | Mechanisms exist to facilitate the implementation of personnel 0
access have any requests for access to a system authorised by the supervisor or Security Management security controls.
manager of the system user; and
ensure a formal acknowledgement of the security briefing is obtained and
recorded.
Agencies SHOULD:
Limit system access on a need-to-know/need-to-access basis;
Authorisation and system ‘"Z""’f iyst':’_” i With the least amount of privileges needed to Mechanisms exist to manage personnel security risk by assigning a risk
9.2.11.C.02 ¥ undertaka their duties; Functional | Intersects With| Position G HRS-02 to all positions and establishing screening criteria for 5
access have any requests for access to a system authorised by the supervisor or
individuals filling those positions.
manager of the system user; and
ensure a formal acknowledgement of the security briefing is obtained and
recorded.
Agencies SHOULD:
Limit system access on a need-to-know/need-to-access basis;
provide system users with the least amount of privileges needed to Mechanisms exist to verify that individuals accessing a system
Authorisation and system i ; storing, or sensitive i ion meet
9.2.11.C.02 ystem undertake their duties; Functional |Intersects With | Citizenship Requirements| HRS-04.3 e 5
access have any requests for access to a system authorised by the supervisor or applicable statutory, regulatory and/or contractual requirements for
manager of the system user; and citizenship.
ensure a formal acknowledgement of the security briefing is obtained and
recorded.
Agencies SHOULD:
Limit system access on a need-to-know/need-to-access basi
provide system users with the least amount of privileges needed to Mechanisms exist to enforce Role-Based Access Control (RBAC) for
0211.0.00 Authorisation and system |undertake their duties; Functional | intersacts witn|  Rote-Based Access 1AG.os _|Technology Assets, Applications, Services and/or Data (TAASD) to R
access have any requests for access to a system authorised by the supervisor or Control (RBAC) restrict access to individuals assigned specific roles with legitimate
manager of the system user; and business needs.
ensure a formal acknowledgement of the security briefing is obtained and
recorded.
Agencies SHOULD:
maintain a secure record of:
all authorised system users;
their user identification;
why access is required;
Recording authorisation | role and privilege level, Mechanisms exist to facilitate the implementation of data protection
9.2.12.C.01 for personnel to access | who provided the authorisation to access the system; Functional | Subset Of Data Protection DCH-01 o P P 10
controls.
systems when the authorisation was granted; and
keep a copy of the acknowledgement signed by the individual granted a
clearance; and
maintain the record, for the life of the system or information to which
access is granted, or the length of employment, whichever s the longer.
Security clearance for | Y5t users MUSTNOT be granted access to systems or information Mechanisms exist to facilitate the implementation of data protection
9.2.13.C.01 Y classified CONFIDENTIAL or above unless vetting procedures have been Functional | Subset Of Data Protection DCH-01 P P 10
system access ) controls.
and formal security clearance granted.
Allsystem users MUST:
hold a security clearance or other authorisation appropriate for the system
Security clearance for Y pprop Ve Mechanisms exist to facilitate the implementation of data protection
9.2.13.C.02 classification; or Functional | Subset Of Data Protection DCH-01 10
system access ) ) ) controls.
have been granted access in accordance with the requirements in the PSR
for access.
Allsystem users MUST have received any necessary briefings before being ) )
) Mechanisms exist to facilitate the implementation of data protection
9.2.14.0.01 System access briefings |granted access to compartmented or endorsed information o systems. Functional | Subset Of Data Protection DCH-01 o 10
controls.
‘Access by for Where systems process, store or communicate unprotected NZEO ) )
° Mechanisms exist to facilitate the implementation of data protection
9.2.15.C.01 nationals to NZEO  |information, agencies MUST NOT allow foreign nationals, including Functional | Subset Of Data Protection peor [Teene 10
systems seconded foreign nationals, to have access to the system. -
cooss by foreign _|//1ere sYstems process,store or communicate unprotacted NZEO Mechanisms exist to verify that individuals accessing a system
i storing, or sensitive i ion meet
9.2.15.C.01 nationals to Nzgo | ormation, agencies MUST NOT allow foreign nationals, including Functional | Intersects With | Gitizenship Requirements| HRS-04.3 € 8 ! ! 5
eystom seconded foreign nationals, to have access to the system. applicable statutory, regulatory and/or contractual requirements for
‘Access by for Where systems process, store or communicate unprotected NZEO , )
; : : Mechanisms exist to identify foreign nationals, including by their
9.2.15.C.01 nationals to NZEO  |information, agencies MUST NOT allow foreign nationals, including Functional | Intersects With | Citizenship Identiication | HRS-04.4 |71° 7o &% 5
systems seconded foreign nationals, to have access to the system. P P
Where agencies protect NZEO information on a system by implementing
Access by foreign | controls to ensure that NZEO information is not passed to, or made ’ :
? ‘ Mechanisms exist to facilitate the implementation of data protection
9.2.15.C.02 nationals to NZEO | accessible to, foreign nationals, agencies MUST NOT allow foreign Functional | Subset Of Data Protection ISR 10
systems nationals, including seconded foreign nationals, to have access to the :
sustem.
Where agencies protect NZEO information on a system by implementin; ) -
. & P N Y Y ImPp! s Mechanisms exist to verify that individuals accessing a system
Access by foreign controls to ensure that NZEO information is not passed to, or made storing, sensitive i ion meet
 or
9.2.15.C.02 nationals to NZEO  |accessible to, foreign nationals, agencies MUST NOT allow foreign Functional | Intersects With| Citizensh HRS-04.3 . ' 5
: oo applicable statutory, regulatory and/or contractual requirements for
systems nationals, including seconded foreign nationals, to have access to the onahin
system.
Where agencies protect NZEO information on a system by implementing
Access by foreign | controls to ensure that NZEO information is not passed to, or made ) S
N N . . Mechanisms exist to identify foreign nationals, including by their
9.2.15.C.02 nationals to NZEO | accessible to, foreign nationals, agencies MUST NOT allow foreign Functional | Intersacts With| Citizenship Identification | HRS-04.4 | (1" *1® #1% 5
systems nationals, including seconded foreign nationals, to have access to the P P
sustem.
Accoss by foreign_|//1ere sYstems process,store or communicate classifed information with Mechanisms exist to verify that individuals accessing a system
nationality rele ility marking N MUST NOT allow foreign i storing, itting sensitive i ion meet
9.2.16.C.01 nationals to New Zealand | "211ona\ity releasability markings, agencies MUST NOT allow foreigs Functional | Intersects With | Citizenship Requirements| HRS-04.3 € 8 of ! 5
oo nationals, including seconded foreign nationals, to have access to such applicable statutory, regulatory and/or contractual requirements for
Y that is not marked as releasable to their nation. itis
Where systems process, store or communicate classified information with
AccessDYTOTeigN | ionality releasability markings, agencies MUST NOT allow foreign Mechanisms exist to identify foreign nationals, including by their
ionali i i i w forei ,
9.2.16.C.01 nationals to New Zealand 4 Y g3, ag e Functional | Intersects With | Citizenship Identification | HRS-04.4 ! g gby 5
oo nationals, including seconded foreign nationals, to have access to such specific citizenship.
Y that is not marked as releasable to their nation.
02.17.001 Granting limited higher | Agencies MUST NOT permit limited higher access for systems and runctionat | subsetor bata Protection boror | Mechanisms exist to facilitate the implementation of data protection o
access classified CONFIDENTIAL or above. controls.
Agencies granting limited higher access to information or systems MUST
ensure that:
the requirement to grant limited higher access is temporary in nature and is
an exception rather than the norm;
anITSM has recommended the limited higher access;
Granting limited higher imit i d Mechanisms exist to facilitate the implementation of data protection
0217.0.00 ranting limited higher |a cessation date for limited higher access has been set; Functional | SubsetoOf bata Protection —_ isms exi i impl i protecti o

access

the access period does not exceed two months;
the limited higher access is granted on an occasional NOT non-ongoing
basis;

the system user is not granted privileged access to the system;

the system users access is formally documented; and

the svstem users access is annroved by the CISO.

controls.
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STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (5¢h &
Rationale Control Description Relationsh
Agencies granting limited higher access to a system MUST ensure that:
the approval for access is formally acknowledged and recorded; and either
effective controls are in place to restrict access only to classified
Controlling limited higher Mechanisms exist to facilitate the implementation of data protection
9.2.18.C.01 :cms 'B1eT | information that is necessary to undertake the system users duties; or Functional | Subset Of Data Protection petor [Meene P P 10
the system user is continually supervised by another system user who has :
the security to access the syst
9219.001 Granting smergency | Emergency access MUST NOT be granted unless personnel have a security | o ™1™ " Data Protection boror | Mechanisms exist to facilitate the implementation of data protection o
access clearance to at least CONFIDENTIAL level. controls.
9219.0.02 Granting emergency | Emergency access MUST NOT be usid on reassignment of duties while Functional | subset of Data Protection DGro1 | Mechanisms exist to facilitate the implementation of data protection o
access awaiting of full security clearance controls.
‘Agencies granting emergency access to a system MUST ensure that:
the requirements to grant emergency access is due to an immediate and
critical need to access classified information and there is insufficient time
to complete clearance procedures;
the agency head or their delegate has approved the emergency access;
the system users access is formally documented;
the system users access is reported to the CISO;
Granting emerger Mechanisms exist to facilitate the lementation of data protectior
0.2.19.0.03 ranting emergency  |appropriate briefs and debriefs for the information and system are Functional | subset Of Data Protection DCH-01 nisms exi ilitate the implementation protection 10
access conducted; controls.
access is limited to information and systems necessary to deal with the
particular emergency and is governed by strict application of the "need to
know" principle;
emergency access is limited to ONE security clearance level higher than
the clearance currently held; and
the security clearance process is completed as soon as possible.
Granting emerge Personnel granted emergency access MUST be debriefed at the conclusion Mechanisms exist to facilitate the implementation of data protectiol
9.2.19.C.04 fanting emergency e granted emergency acc 4 ¢ conelust Functional Subset Of Data Protection DCH-01 nisms ext litate the implementation protection 10
access of the controls.
‘Accessing endorsed or | Agencies MUST NOT grant limited higher access to systems that process, Mochanisms exist o facilitate the imptementation of data protection
9.2.20.C.01 store or endorsed o compartmented Functional | Subset Of Data Protection DeHo1 | P P 10
ntrols.
Agencies MUST ensure personnel are instructed to report any suspicious Mechanisms exist to establish usage restriotions and implementation
. Technology U idance f izational technologies based on the potential
034,001 Using the Internet | UMD Questioning or contact when using the Internet, to an ITSM Functional | intersects with ‘echnology Use HRs.05.5|Euidance for organizational technologies based on the potential to s
Restrictions damage to Assets, and/or Services.
(TAAS).if used
‘Agencies MUST make their system users aware of the agency's Web usage Mechanisms exist to establish usage restriotions and implementation
055001 Awareness of Web usage |policies. Functional | intersectewatn|  Technology Use .55 |€uidance for organizational technologies based on the potential to R
policies Restrictions damage to Assets, and/or Services
(TAAS).if used
Personnel MUST formally acknowledge and accept agency Web usage Mechanisms exist to establish usage restriotions and implementation
055002 Awareness of Web usage |policies. Functional | intersectewitn|  Technology Use .55 |€uidance for organizational technologies based on the potential to R
policies Restrictions damage to Assets, and/or Services
(TAAS). if used
‘Agencies SHOULD implement measures to monitor their personnel, visitor Mechanisms exist to force Intermet-bound network traffic through a
. d 8. Policy Enf t Point (PEP)) for URL content
056.0.01 Monitoring Web usage |2 cOntractor Gompliance with their Web usage policies Functional | intersects With | DNS & Gontent Filteing | NET.13 | P device (6, Policy Enforcement Poin (PEP) for URL conten R
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
- ) Agencies MUST ensure personnel are instructed to take special care when exist to require all and to apply
Posting information on
9.3.7.C.01 P posting information on the Web. Functional ~ [Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
enable secure. compliant and resilient capabilities.
- ) ‘Agencies MUST ensure personnel are instructed to take special care when exist to define and rules of
Posting information on
93.7.C.01 P posting information on the Web. Functional ~Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
‘Agencies MUST 1 tructed to take special h
Posting information on ge:‘“” ; U | neuetediotake speciatcarewen social Media & Social Mechanisms exist to define rules of behavior that contain explicit
9.3.7.C.01 4 posting information on the Web. Functional | Intersects With HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
the Web Networking Restrictions
information on commercial websites and sharing account information.
posting information on_| 697198 MUST ensure personnel posting nformation on the Web maintain exist to require all and to apply
03.7.0.02 P separate professional accounts from any personal accounts they have for | Functional ~ [Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
websites. enable secure. compliant and resilient capabilities.
posting information on_| 6971es MUST ensure personniel posting nformation on the Web maintain exist to define and rules of
93.7.C.02 ot separate professional accounts from any personal accounts they have for | Functional |IntersectsWith|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
websites. behavior.
‘Agencies MUST { posting information on the We tai
posting information on gem'fs u's et nginforma RS- meb s Social Media & Social Mechanisms exist to define rules of behavior that contain explicit
93.7.C.02 osting information on | separate professional accounts from any personal accounts they have for | - ¢ oiional | intersects with |  S0¢12t Media &Social 1| pq 46 5 | ostrictions on the use of social media and networking sites, posting 5
the Web websites. Networking Restrictions ! " : e
information on commercial websites and sharing account information.
posting information on_| 9719 SHOULD monitor websites where personnel post information and exist to require all and to apply
9.3.7.C.03 ot if necessary remove or request the removal of any inappropriate Functional [ Intersects With | Terms of HRS-05 and data protection principles in their daily work to 5
enable secure, compliant and resilient capabilities.
posting information on_| 2Tcie SHOULD monitor websites whore personmel post nformation and isms exist to define and rules of
93.7.C.03 ot if necessary remove or request the removal of any inappropriate Functional  [IntersectsWith | Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
‘Agencies SHOULD monitor websites wh {post informati
Posting information on 'ge"”es SHOULD moni °’We‘bj“ e oen and Social Modia & Social Mechanisms exist to define rules of behavior that contain explicit
9.3.7.0.03 osting information on | f necessary remove of request the removal of any inappropriate Functional ~[Intersects With | 592 M€ 0%l | 14RS.05.2 [restrictions on the se of social media and networking sites, posting 5
the Web information. Networking Restrictions ! " : e
information on commercial websites and sharing account information.
A 0 ts tems SHOULD te m to.appl
posting nformation on_| ACC¢5SInNg personal accounts from agency systems SHOULD be exist to require a and con o apply
93.7.C.04 P discouraged. Functional ~ [Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
enable secure, compliant and resilient capabilities.
posting informationon_|CeSSINE Personalaccounts from agency systems SHOULD be isms exist to define and rules of
93.7.C.04 P discouraged. Functional ~ Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
A 0 ts tems SHOULD
posting information on d°°e$$mg prreonelaccountsrom agency systems SHOULD be Social Media & Social Mechanisms exist to define rules of behavior that contain explicit
9.3.7.0.04 osting information on | discouraged. Functional  [Intersects With| >°%% M€ %12 | 1RS-05.2 | restrictions on the use of social media and networking sites, posting 5
the Web Networking Restrictions ! ’ ) " :
on websites and sharing account information.
posting personal | EeNe1e5 SHOULD ensure that personneL are informed of the secuity risks exist to require all and to apply
9.3.8.C.01 o e | 255ociated with posting personal information on websites, especiallyfor | Functional [ Intersects With | Terms of HRS-05 and data protection principles in their daily work to 5
those personnel holding higher level security ble secure, compliant and resilient i
posting personal | EeN1e5 SHOULD ensure that personneL are informed of the secuity risks exist o define and rules of
D e | 25sociated with posting personal information on websites, especiallyfor | Functional [ ntersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
those personnel holding higher level security behavior.
inf
Agencies SHOULD ensure that porsonnel are informed of the securiy risks Mechanisms exist to define rules of behavior that contain explicit
Posting personal  |associated with posting personal information on websites, especially for ) Social Media & Social o )
! Functional | Intersects With HRS-05.2 onthe use of social media and networking sites, posting 5
information on the Web |those personnel holding higher level security clearances. Networking Restrictions . ! N . N
information on commercial websites and sharing account information.
Posting personal | PES0MNeLSHOULD be encouraged o use privacy settings for websites to exist to require all and to apply
o e | estrct access to personal information they post to only thoso they Functional ~ [Intersects With | Terms of HRS-05 and data protection principles in their daily work to 5
authorise to view it. ble secure, compliant and resilient
Posting personal | PES0MNeL SHOULD be encouraged o use privacy settings for websites to exist o define and rules of
o e | estrct access to personal information they post to only thoso they Functional  [IntersectsWith|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
authorise to view it. behavior.
; - -
Personnel SHOULD be encouraged to use privacy settings for websites to Mechanisms exist to define rules of behavior that contain explicit
Posting personal | restrict access to personal information they post to only those they ) Social Media & Social A : )
Functional | Intersects With HRS-05.2 | restrictions on the use of social media and networking sites, posting 5
information on the Web |authorise to view i Networking Restrictions ! ’ ) " :
information on commercial websites and sharing account information.
Personnel SHOULD be encouraged to undertake a Web search of
Posting personal | "emselves to determine what personal information is available and exist to require all and to apply
9.3.8..03 e | contactan ITSM f they need assi in ifthe i fonis | Functional | Intersects With | Terms of HRS-05 and data protection principles in their daily work to 5
appropriate to be viewed by the general public or potential adversaries. enable secure, compliant and resilient capabili
Personnel SHOULD be encouraged to undertake a Web search of
Postingpersonal | "emselves to determine what personal information i valable and exist to define and rules of
9.3.8.C.03 ot Wep |contact an ITSM if they need assis in ining if the is | Functional |IntersectsWith|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
appropriate to be viewed by the general public or potential adversaries. unacceptable behavior.
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Personnel SHOULD be encouraged to undertake a Web search of
themselves to determine what personal information is available and ! ) Mechanisms exist to define rules of behavior that contain explicit
Posting personal ! on Social Media & Social
9.3.8.C.03 contact an ITSM if they need in if the is | Functional |Intersects With HRS-05.2 | restrictions on the use of social media and networking sites, posting 5
information on the Web Networking Restrictions ! ) "
appropriate to be viewed by the general public or potential adversaries. information on commercial websites and sharing account information.
‘Agencies SHOULD NOT allow personnel to use peer-to-peer applications Mechanisms exist to establish usage restriotions and implementation
039,001 Peer-to-peer applications| Ve e ermet. Functional | intersectswitn|  Technology Use HRs.0s.3 |Euidance for organizational technologies based on the potential to s
Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS), if used
Agencies SHOULD NOT allow personnel to receive files via peer-to-peer, IM Mechanisms exist to establish usage restriotions and implementation
510,01 Receivingfiles viathe  [or IRC applications. Functional | intersectswitn|  Technology Use HRs.0s.3 |Euidance for organizational technologies based on the potential to s
Internet Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS),if used
Agencies MUST ensure that all personnel with unescorted access to TOP Physical access control mechanisms exist to identify, authorize and
9.4.4.C.01 Unescortedaccess |SECRET areas have appropriate security clearances and briefings. Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
as publicly
Maintainingan | 8€nCieS MUST maintain an up to date st of personnel enited to enter a Physical access control mechanisms exist to identify, authorize and
9.4.5.C.01 TOP SECRET area without an escort. Functional |Intersects With| Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
unescorted access list
as publicly
Maintainingan | Pe1S0nneUMUST display identity cards at al times while withinthe secure Physical access control mechanisms exist to identify, authorize and
9.4.5.C.02 area. Functional |Intersects With| Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
unescorted access list
as publicly
Displayimgthe | 8oN125 SHOULD display within a TOP SECRET area, an up to datelstof Physical access control mechanisms exist to identify, authorize and
9.4.6.C.01 personnel entitled to enter the area without an escort. Functional | Intersects With| Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
unescorted access list
as publicly
Displayingthe |17 Uneseorted access list SHOULD NOT b visible from outside of the Physical access control mechanisms exist to identify, authorize and
9.4.6.C.02 secure area. Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
unescorted access list
as publicly
Visitors SHOULD be carefully supervised to ensure they do not gain access Physical access control mechanisms exist to identify, authorize and
Visitors to or have oversight of information above the Level of their clearance or Functional |Intersects With| Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
outside of their need-to-know. as publicly
Visitors SHOULD be carefully supervised to ensure they do not gain access Restriot Unoscortad Physical access control mechanisms exist to restrict unescorted
9.4.7.C.01 Visitors to or have oversight of information above the Level of their clearance or Functional | Intersects With A PES-06.3 |access to facilities to personnel with required security clearances, 5
outside of their need-to-know. formal access and validate the need for access.
Recordngvisitaima | 87168 MUST NOT permit personnel not o the nescorted acoess s to Physical access control mechanisms exist to identify, authorize and
9.4.8.C.01 et og enter a TOP SECRET area unless their visit is recorded in a visitor logand |  Functional |[Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
they are escorted by a person on the unescorted access list. as publicly
‘Agencies MUST, at minimum, record the following information in a visitor
log for each entry:
name; Physical access control mechanisms exist to identify, authorize and
9.4.9.C.01 Content of the visitor log |organisation; Functional | Intersects With Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
person visiting; designated as publicly accessible).
contact details for person visiting; and
date and time in and out.
Agencies MUST, at minimum, record the following information in a visitor
log for each entry:
0.49.0.01 Contentof thevisitor log ng’;‘:;samm Functional | intersects witn| _Automated Records pES.06.4 | Automated mechanisms exist to facilitate the maintenance and review s
Management & Review of visitor access records.
person visiting;
contact details for person visiting; and
date and time in and out.
Agencies MUST, at minimum, record the following information in a visitor
log for each entry:
0.49.0.01 Contentof thevisitor log ng’;‘:;samm Functional. | intersects wit | Minimize Visitor Personal [ o | Mechanisms exist to minimize the collection of Personal Data (PD) s
Data (PD) contained i visitor access records.
person visiting;
contact details for person visiting; and
date and time in and out.
Agencies with a TOP SECRET area within a larger facility MUST maintain a Physical access control mechanisms exist to identify, authorize and
9.4.10.C.01 Separate visitor logs | separate log from any general visitor log. Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
as publicly
‘Agencies MUST use fibre optic cable for backbone infrastructures and ansmission Medium Physical security mechanisms exist to protect power and
10.1.42.C.01 Backbone installations. Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
‘Agencies SHOULD use fibre optic cable for backbone infrastructures and ansmission Medium Physical security mechanisms exist to protect power and
10.1.42.C.02 Backbone installations. Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damag.
‘Agencies SHOULD use fibre optic cabling. ] Physical security mechanisms exist to protect power and
Transmission Medium ) :
10.1.43.C.01 Use of Fibre Optic Cable Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
‘Agencies SHOULD consult with the GCSB where fibre optic cable ansmission Medium Physical security mechanisms exist to protect power and
10.1.43.C.02 Use of Fibre Optic Cable ive metal o sheaths is specified. Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damag.
Agencies SHOULD consult with the GCSB where copper cables are ansmission Medium Physical security mechanisms exist to protect power and
10.1.43.C.08 Use of Fibre Optic Cable [specified. Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
Agencies SHOULD NOT use fibre optic cable incorporating conductive ansmission Medium Physical security mechanisms exist to protect power and
10.1.43.C.04 Use of Fibre Optic Cable | metal strengtheners or sheaths except where essential for cable integrity. | Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damag.
‘Agencies MUST install all cabling in accordance with the relevant New ansmission Medium Physical security mechanisms exist to protect power and
10.1.44.C.01 Cabling Standards  |Zealand standards as directed by AS/NZS 3000:2007 and NZCSS400. Functional | Intersects With Seoorty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
Agencies MUST comply with the cable and conduit colours specified in the
following table.
Classification
Cable colour
Compartmented Information (SCI)
Orange/Yellow/Teal or other colour X Physical security mechanisms exist to protect power and
10.1.45.C.01 Cable colours TOP SECRET Functional | Intersects With| 1ransmissionMedium | opq 15 1 |telecommunications cabling carrying data or supporting information 5
Red Security services from interception, interference or damage.
SECRET
Blue
CONFIDENTIAL
Green
RESTRICTED and all lower classifications
Riack
Additional colours may be used to delineate special networks and ansmission Medium Physical security mechanisms exist to protect power and
10.1.45.C.02 Cable colours p of the i These networks Functional | Intersects With " PES-12.1 |telecommunications cabling carrying data or supporting information 5
MUST be labelled and covered in the agency's SOPs. Security services fromi or damage.
Cable colours for foreign | The cable colour to be used for foreign systems MUST be agreed between ansmission Medium Physical security mechanisms exist to protect power and
10.1.46.C.01 systems in New Zealand |the host agency, the foreign system owner and the Accreditation Authority. | Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
facilities services fromi or damage.
Cable colours for foreign | Agencies MUST NOT allow cable colours for foreign systems installed in ansmission Medium Physical security mechanisms exist to protect power and
10.1.46.C.02 systems in New Zealand | New Zealand facilities to be the same colour as cables used for New Functional | Intersects With " PES-12.1 |telecommunications cabling carrying data or supporting information 5
facilities Zealand systems. Security services fromi or damage.
Cable colours for foreign | The cable colour to be used for foreign systems SHOULD be agreed ansmission Medium Physical security mechanisms exist to protect power and
10.1.46.C.03 systems in New Zealand | between the host agency, the foreign system owner and the Accreditation Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
facilities Authority. services fromi or damage.
Cable colours for foreign | Agencies SHOULD NOT allow cable colours for foreign systems installed in ansmission Medium Physical security mechanisms exist to protect power and
10.1.46.C.04 systems in New Zealand | New Zealand facilities to be the same colour as cables used for New Functional | Intersects With " PES-12.1 |telecommunications cabling carrying data or supporting information 5
facilities Zealand systems. Security services fromi or damage.
Agencies MUST contact GCSB for advice when combining the cabling of ansmission Medium Physical security mechanisms exist to protect power and
10.1.47.C.01 Cable groupings |special networks. Functional | Intersects With Seeurty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services fromi or damage.
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Agencies MUST NOT deviate from the approved fibre cable combinations
for shared conduits and reticulation systems as indicated below.
Group
Approved combination
’
UNCLASSIFIED
RESTRICTED Physical security mechanisms exist to protect power and
" Transmission Medium N "
10.1.47.C.02 Cable groupings |2 Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
CONFIDENTIAL ecurity services from interception, interference or damage.
SECRET
3
TOP SECRET
Other Special Networks
Fibre optic cables | With fibre optic cables the arrangements of fibres within the cable sheath, ansmission Modium Physical security mechanisms exist to protect power and
10.1.48.C.01 sharinga common | as illustrated in Figure 3, MUST carry a single classification only. Functional | Intersects With Securty PES-12.1 |telecommunications cabling carrying data or supporting information 5
conduit services from i or damage.
Fibre optic cables | If a fibre optic cable contains subunits, as shown in Figure 4, each subunit ansmission Medium Physical security mechanisms exist to protect power and
10.1.48.C.02 sharinga common | MUST carry only a single classification. Functional ~ Intersects With oty PES-12.1 telecommunications cabling carrying data or supporting information 5
conduit services from i or damage.
Fibre optic cables | Agencies MUST NOT mix classifications up to RESTRICTED with ansmission Medium Physical security mechanisms exist to protect power and
10.1.48.C.03 sharing a common classifications of CONFIDENTIAL and above in a single cable. Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
conduit services from i or damage.
When penetrating an audio secure area for cables, agencies MUST comply anemission Medium Physical security mechanisms exist to protect power and
10.1.49.C.01 Audio secure areas | with all directions provided by GCSB. Functional | Intersects With Securty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
Cable groups sharing a wall outlet MUST use different connectors for ansmission Medium Physical security mechanisms exist to protect power and
10.1.50.C.01 Wall outlet terminations |systems of different classifications. Functional | Intersects With Securty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
In areas containing outlets for both TOP SECRET systems and systems of ansmission Medium Physical security mechanisms exist to protect power and
10.1.50.C.02 Wall outlet terminations | other classifications, agencies MUST ensure that the connectors for the Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
TOP SECRET svstems are different to those of the other svstems. services from i or damage.
Cable outlets MUST be labelled with the system classification and anemission Medium Physical security mechanisms exist to protect power and
10.1.50.C.03 Wall outlet terminations | connector type. Functional | Intersects With Seeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
Cable outlets SHOULD be labelled with the system classification and ansmission Medium Physical security mechanisms exist to protect power and
10.1.50.C.04 Wall outlet terminations | connector type. Functional | Intersects With Seeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
Power filters SHOULD be used to provide a filtered power supply and ansmission Medium Physical security mechanisms exist to protect power and
10.1.51.C.01 Power Filters. reduce opportunity for technical attacks. Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from i or damage.
In TOP SECRET areas or zones, all cabling MUST be inspectable at a ansmission Medium Physical security mechanisms exist to protect power and
10.2.6.C.01 CablingInspection | minimum of five-metre intervals. Functional | Intersects With Seeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
‘Cabling SHOULD be inspectable at a minimum of five-metre intervals. ansmission Medium Physical security mechanisms exist to protect power and
10.2.6.C.02 Cabling Inspection Functional | Intersects With Seeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
Cables sharinga | Approved cable groups may share a common reticulation system but ansmission Medium Physical security mechanisms exist to protect power and
10.2.7.C.01 common reticulation |SHOULD have either a dividing partition or a visible gap between the Functional | Intersects With Seeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
system differing cable groups or bundles. services from i or damage.
Flexible or plastic conduit SHOULD be used in walls to run cabling from ansmission Medium Physical security mechanisms exist to protect power and
10.2.8.C.01 Cablinginwalls | cable trays to wall outlets. Functional | Intersects With Soeurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from i or damage.
TOP SECRET cabinets SHOULD have a visible inspectable gap between ansmission Medium Physical security mechanisms exist to protect power and
10.2.9.C.01 Cabinet separation themselves and lower classified cabinets. Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from i or damage.
Power filters SHOULD be used to provide a filtered power supply and ansmission Medium Physical security mechanisms exist to protect power and
10.2.10.C.01 Power Filters reduce opportunity for technical attacks. Functional | Intersects With Socurtty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
Agencies SHOULD use fibre optic cabling. Physical security mechanisms exist to protect power and
. § § Transmission Medium u .
10.3.5.C.01 Use of fibre optic cabling Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from or damage.
In TOP SECRET areas, cables MUST be fully inspectable for their entire Transmission Medium Physical security mechanisms exist to protect power and
10.3.6.C.01 Cabling inspection length. Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from or damage.
Cabling SHOULD be inspectable at a minimum of five-metre intervals. Transmission Medium Physical security mechanisms exist to protect power and
10.3.6.C.02 Cabling inspection Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from or damage.
Cables sharinga Approved cable groups SHOULD have either a dividing partition or a visible Transmission Medium Physical security mechanisms exist to protect power and
10.3.7.C.01 common reticulation | gap between the individual cable groups. If the partition or gap exists, Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
system cable groups may share a common system. services from i or damage.
The front covers of conduitts, ducts and cable trays in floors, ceilings and of Physical security mechanisms exist to protect power and
10.3.8.C.01 Enclosed cable associated fittings that contain TOP SECRET cabling, SHOULD be clear Functional [Intersects With| TanSmissionMedium e 1 1 |tetecommunications cabling carrying data or supporting information 5
reticulation systems Security N 3
plastic. services from or damage.
Cabling from cable trays to wall outlets SHOULD run in flexible or plastic Transmission Medium Physical security mechanisms exist to protect power and
10.3.9.C.01 Cabling in walls conduit. Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
services from or damage.
For wall penetrations that exit into a lower classified area, cabling Transmission Medium Physical security mechanisms exist to protect power and
10.3.10.C.01 Wall penetrations | SHOULD be encased in conduit with all gaps between the conduit andthe | Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
wall filled with an i sealing services from i or damage.
TOP SECRET facilities SHOULD have a power distribution board, Transmission Medium Physical security mechanisms exist to protect power and
10.3.11.C.01 Power reticulation | separately reticulated, located within the TOP SECRET area and supply Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
UPS power to all il services from i or damage.
Power filters SHOULD be used to provide a fitered power supply and ramomisston e Physical security mechanisms exist to protect power and
10.3.12.C.01 Power Filters reduce opportunity for technical attacks. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
TOP SECRET cabinets SHOULD have a visible gap to separate them from ramemisston e Physical security mechanisms exist to protect power and
10.3.13.C.01 Cabinet separation | lower classified cabinets. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
InTOP SECRET areas, agencies MUST use fibre optic cabling. ramemisston e Physical security mechanisms exist to protect power and
10.4.4.C.01 Use of fibre optic cabling Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
‘Agencies SHOULD use fibre optic cabling. ramemisston e Physical security mechanisms exist to protect power and
10.4.4.C.02 Use of fibre optic cabling Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
InTOP SECRET areas, cables MUST be fully inspectable for their entire ramemisston e Physical security mechanisms exist to protect power and
10.45.C.01 Cablinginspection  |length. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
Cabling SHOULD be inspectable at a minimum of five-metrs intervals. ramemisston e Physical security mechanisms exist to protect power and
10.4.5.C.02 Cabling inspection Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
Cables sharinga | In TOP SECRET areas, approved cable groups can share a common ramemisston e Physical security mechanisms exist to protect power and
10.4.6.C.01 common reticulati i system but MUST have either a dividing partition or a visible Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
system gap between the differing cable groups. services from or damage.
Cables sharinga | TOP SECRET cabling MUST run in a non-shared, enclosed reticulation ramemisston e Physical security mechanisms exist to protect power and
10.4.6.C.02 common reticulation |system. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
system services from or damage.
Cables sharinga | Approved cable groups can share a common reticulation system but ramemisston e Physical security mechanisms exist to protect power and
10.4.6.C.03 common reticulation |SHOULD have either a dividing partition or a visible gap between the Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
system differing cable groups. services from or damage.
InTOP SECRET areas, the front covers for conduits and cable trays in Physical security mechanisms exist to protect power and
Enclosed cable N . . N Transmission Medium N "
10.4.7.C.01 reticulation systems floors, ceilings and of associated fittings MUST be clear plastic or be Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
and have tamper proof seals fitted. services from or damage.
The front covers of conduits, ducts and cable trays in floors, ceilings and of Physical security mechanisms exist to protect power and
Enclosed cable N . Transmission Medium N "
10.4.7.C.02 reticulation systems associated fittings SHOULD be clear plastic or be inspectable and have Functional | Intersects With Security PES-12.1 [telecommunications cabling carrying data or supporting information 5
tamper proof seals fitted. services from or damage.
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) Cabling MUST NOT run in a party wall. Physical security mechanisms exist to protect power and
Cabling inwalls or party Transmission Medium
10.4.8.C.01 e Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services fromi or damage.
‘Agencies MUST use GCSB endorsed tamper evident seals to seal all
3 Physical ity h: ist te tect d
Sealing roticulation | om¥abLe covers on retculation systems, including Transmission Medium ysical security mechanisms exist to protect power an
10.4.9.C.01 e conduit inspection boxes; Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
4 outlet and junction boxes; and Y services from interception, interference or damage.
T-pieces.
Tamper evident seals MUST be uniquely identifiable and a register kept of Physical security mechanisms exist to protect power and
Sealing reticulation per e uniquely identit registeriep Transmission Medium Vel i 1SS exist o protect power
10.4.9..02 i their unique number and location. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
v Y services from or damage.
Conduitjoints MUST be sealed with glue or sealant. Physical security mechanisms exist to protect power and
Sealing reticulation Transmission Medium °
10.4.9.C.03 Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
systems Security
services from or damage.
Conduit joints SHOULD be sealed with glue or sealant. Physical security mechanisms exist to protect power and
Sealing reticulation Transmission Medium °
10.4.9.C.04 Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
systems Security
services from or damage.
Wall penetrations that exit into a lower classified area, cabling MUST be ramamission Medium Physical security mechanisms exist to protect power and
10.4.10.0.01 Wallpenetrations | encased in conduit with all gaps between the conduit and the wall filled Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
with an sealing Y services from or damage.
Secure facilities MUST have a power distribution board located within the ramamission Medium Physical security mechanisms exist to protect power and
10.4.11.0.01 Power reticulation | secure area and supply UPS power all equipment. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Power filters MUST be used to provide filtered (clean) power and reduce ramamission Medium Physical security mechanisms exist to protect power and
10.4.12.0.01 Power Filters opportunity for technical attacks. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Equipment cabinets MUST have a visible gap or non-conductive isolator Physical security mechanisms exist to protect power and
Equipment Cabinet Transmission Medium )
10.4.13.0.01 e between cabinets of different olassifications. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
P Y services from or damage.
There SHOULD be a visible inspectable gap o non-conductive isolator Physical security mechanisms exist to protect power and
Equipment Cabinet - e Transmission Medium )
10.4.13.0.02 e between equipment cabinets of different classifications. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
P Y services from or damage.
‘Agencies MUST comply with the conduit label colours specified in the
following table.
Classification
Cable colour
Compartmented Information (SCI)
Conduit tabel Orange/Yellow/Teal or other colour Transmission Medium Physical security mechanisms exist to protect power and
10.5.4.C.01 TOP SECRET Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
specifications Red Security
services from interception, interference or damage.
SECRET
Blue
CONFIDENTIAL
Green
RESTRICTED and all lower classifications
Rlack
Conduit labels installed in public or visitor areas SHOULD NOT be labelled Physical security mechanisms exist to protect power and
Installing conduit 19ULD Transmission Medium ° :
10.55..01 e in such a way as to draw attention to or reveal classification of data Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
i processed or other agency capability. Y services from or damage.
Walloutlet boxes MUST denote the classification, cable and outlet Physical security mechanisms exist to protect power and
Labelling wall outlet Transmission Medium ° :
10.5.6.C.01 e numbers. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Walloutiet boxes SHOULD denote the classification, cable and outlet Physical security mechanisms exist to protect power and
Labelling wall outlet Transmission Medium ° :
10.5.6.C.02 e numbers. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
The SOPs SHOULD record the site conventions for labelling and Physical security mechanisms exist to protect power and
Standard operating ) Transmission Medium ° :
10.5.7.C.01 registration. Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
procedures Security
services from or damage.
Agencies MUST label cables at each end, with sufficient information to ransmission Medium Physical security mechanisms exist to protect power and
10.5.8..01 Labelling cables  [enable the physical identification and inspection of the cable. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Agencies SHOULD label cables at each end, with sufficient information to ansmission Medium Physical security mechanisms exist to protect power and
10.5.8.C.02 Labelling cables  |enable the physical identification and inspection of the cable. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damag.
‘Agencies MUST maintain a register of ables. ) Physical security mechanisms exist to protect power and
Transmission Medium ) :
10.5.9.C.01 Cable register Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Agencies SHOULD maintain a register of cables. ) Physical security mechanisms exist to protect power and
Transmission Medium ) :
10.5.9..02 Cable register Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damag.
The cable register MUST record at least the following information:
cable identification number;
. Physical security mechanisms exist to protect power and
) classification; Transmission Medium ° :
10.5.10.C.01 Cable register contents ) ) Functional |Intersects With PES-12.1 [telecommunications cabling carrying data or supporting information 5
socket number, equipment type, source or destination site/floor plan Security
services from interception, interference or damage.
diagram; and
seal numbers if licabl
The cable register SHOULD record at least the following information:
cable identification number; ) ’
Physical security mechanisms exist to protect power and
classification; Transmission Medium : !
10.5.10..02 Cable register contents Functional | Intersects With " PES-12.1 |telecommunications cabling carrying data or supporting information 5
socket number, equipment type, source or destination site/floor plan Security ° °
services from interception, interference or damage.
diagram; and
seal numbers if apolicabl
Agencies SHOULD inspect cables for inconsistencies with the cable omamission Medium Physical security mechanisms exist to protect power and
10.5.11.0.01 Cable inspections | register in accordance with the frequency defined in the SSP. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
A MUST that ol d cabl: terminat Physical security mech tto protect d
Temminations o pateh_| PE°T1€S MUST ensure thatonly approved cable groups terminate on a omamission Medium ysical security meehanisms exist o protect power and
10.6.22..01 - patch panel. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
uri
P Y services fromi or damage.
) RED and BLACK cables must be separated and bundied. Physical security mechanisms exist to protect power and
Terminations to patch Transmission Medium - !
10.6.22..02 e Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
uri
P Y services fromi or damage.
peteh cablo andify toag | " #7928 COMtaINng Gabling for multple lassifcations, agencies MUST omamissiom Mg Physical security meehanisms exist o protect power and
10.6.23.C.01 s ensure that the connectors for each classification are distinct and different |  Functional [ Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
" i
to those of the other classifi ur services fromi or damage.
peteh cablo andify teag |" 27928 COMtaining cabling for multple lassifcations, agencies MUST omamissiom Mg Physical security meehanisms exist o protect power and
10.6.23.C.02 s document the selection of connector types for each classification. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
r uri
Y services fromi or damage.
potoh cablo andifyteag | " #7928 SOMtaININg cabling for systems of diffrent olassifications, omamissiom Mg Physical security meehanisms exist o protect power and
10.6.23.C.03 s agencies SHOULD ensure that the connectors for each system are different |  Functional |Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
" i
to those of the other systems. ur services fromi or damage.
potoh cablo andifyteag |" 7928 cOntaining cabling for systems of diffrent lassifications, omamissiom Mg Physical security meehanisms exist o protect power and
10.6.23.C.04 s agencies SHOULD document the selection of connector types. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
r uri
Y services fromi or damage.
A SHOULD physicalt te patch panels of different Physical security mech tto protect d
Physical separation of | €201 > physically separate patch panels of differen ransmission Madium ysical securlty mechanisms existto protect power and
10.6.24.C.01 e classifications by installing them in separate cabinets. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
uri
paten P Y services fromi or damage.
Where spatial constraints demand patch panels of different classification
are located in the same cabinet, agencies MUST:
ithil i ; Physical ity h: t t tect d
Physicalseparation of |PreVide @ Physical barier within the cabinet to separate patch panels; Transmission Medium ysical securty mechanisms existto protect power and
10.6.24.C.02 o panals ensure that only personnel cleared to the highest classification of the Functional | Intersects With Securty PES-12.1 [telecommunications cabling carrying data or supporting information 5
patenp circuiits in the panel have access to the cabinet; and services from interception, interference or damage.
obtain approval from the relevant Accreditation Authority prior to
Agencies SHOULD arrange the installation of cabinets as follows:
RED e ment at the tof Transmission Medium Physical security mechanisms exist to protect power and
; .
10.6.25.C.01 Cabinet Arrangement quipm the top; Functional | Intersects With PES-12.1 |telecommunications cabling carrying data or supporting information 5
BLACK equipment in the centre; Security
services from interception, interference or damage.
Power at the bottom.
‘Agencies SHOULD record equipment layouts and other relevant romamissiom Mg Physical security mechanisms exist to protect power and
10.6.26.C.01 RackDiagrams  |information on rack diagrams. Functional | Intersects With o PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services fromi or damage.
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Agencies SHOULD ensure that the fibre optic fly leads used to connect wall
outlets to IT equipment either:
do not exceed 5min length; or
if they exceed 5m in length: Transmission Medium Physical security mechanisms exist to protect power and
10.6.27.0.01 Fly lead installation | are run in the facilitys fixed infrastructure in a protective and easily Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
inspected pathway; services from interception, interference or damage.
are clearly labelled at the equipment end with the wall outlet designator;
and
are aoroved bv th Authoritv.
All earthing points MUST be equipotentially bonded. Physical security mechanisms exist to protect power and
Transmission Medium :
10.6.28..01 Earthing and Bonding Functional | Intersects With ot PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
All conductive elements of a cabinet, rack or case housing any equipment Transmission Medium Physical security mechanisms exist to protect power and
10.6.28.C.02 Earthing and Bonding | MUST be earth bonded. Functional | Intersects With POV PES-12.1 |telecommunications cabling carrying data or supporting information 5
Y services from or damage.
Cabinet rails MUST be installed to:
provide adequate room for patch cables and wire managers;
o adeuot for oatl totfront. o drears Transmission Medium Physical security mechanisms exist to protect power and
10.6.29.C.01 Cable Management ‘"Z"' e adequate space for cable management at front, sides, and rear; Functional | Intersects With oot PES-12.1 |telecommunications cabling carrying data or supporting information 5
an
Y services from interception, interference or damage.
arrange switches and patch panels to minimize patching between cabinets
& racks.
Agencies SHOULD implement the principles and specific cable labelling anemission Medium Physical security mechanisms exist to protect power and
10.6.30.C.01 Labelling Cables | requirements described above. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
‘Agencies SHOULD follow best practice described above for the installation ansmission Modium Physical security mechanisms exist to protect power and
10.6.31.C.01 Power Cords of power cables. Functional | Intersects With ooty PES-12.1 |telecommunications cabling carrying data or supporting information 5
services from or damage.
‘Agencies designing and installing systems with RF transmitters within o co-
located with their facility MUST:
Emanation security | contact GCSB for guidance on conducting an emanation security threat Information Leakage Due Facility seourity mechanisms exist to protect the system from
10.7.6.C.01 threat assessments | assessment; and Functional | Intersects With|  To Electromagnetic PES-13 ty Le':kage P P! s‘gml’; 5
within New Zealand | install cabling and equipment in accordance with this manual plus any Signals Emanations
specific installation criteria derived from the emanation security threat
‘Agencies designing and installing systems with RF transmitters that co-
locate with systems of a classification CONFIDENTIAL and above MUST:
) | contact 6B for guidance on conducting an emanation security threat
Emanation security . Information Leakage Due Focil " 16 protect the system
10.7.6..02 threat assessments | 25SeSsment; ant . . Functional | Intersects With|  To Electromagnetic pEs-13 | Facility security mechanisms exist to protect the system from 5
! install cabling and equipment in accordance with this manual plus any ) leakage due to signals
within New Zealand Signals Emanations
specific installation criteria derived from the emanation security threat
assessment.
‘Agencies deploying systems overseas in temporary, mobile or fixed
locations MUST:
Emanation security | contact GCSB for assistance with conducting an emanation security threat Information Leakage Due Facility seourity mechanisms exist to protect the system from
10.7.7.C.01 threat assessment  |assessment; and Functional | Intersects With|  To Electromagnetic PES-13 v L:kage P P! s‘gml’; 5
outside New Zealand  |install cabling and equipment in accordance with this manual plus any Signals Emanations
specific installation criteria derived from the emanation security threat
‘Agencies deploying systems overseas SHOULD:
contact GCSB for assistance with conducting an emanation security threat
Emanation security " Information Leakage Due ' )
advice; and Facility security mechanisms exist to protect the system from
107.7.C.02 threat assessment Functional |Intersects With|  To Electromagnetic PES-13 5
install cabling and equipment in accordance with this document plus any A leakage due to signals
outside New Zealand \ ca " nentin ‘ ° Signals Emanations
specific installation criteria derived from the emanation security threat
Early identification of | Agencies SHOULD conduct an emanation security threat assessment as Information Leakage Due
T @ Facility security mechanisms exist to protect the system from
107.8.C.01 emanation security | early as possible in project lifecycles. Functional |Intersects With|  To Electromagnetic PES-13 5
leakage due to signals
issues Signals
Agencies MUST ensure that IT equipment within secure areas meet Information Leakage Due
i3 tin SECURE Facil h t to protect the system f
10.7.9.C.01 equipmentin industry and government standards relating to electromagnetic Functional | Intersects With|  To Electromagnetic pEs-13 | Facility security mechanisms exist to protect the system from 5
areas ! ¢ leakage due to signals
Signals
10.8.34.0.01 Risk Assessment | €eNCies MUST conduct and document a risk assessment before creating | ¢ o | g o Network Security NET-01 | Mechanisms exist o develop, govern & update procedures to facilitate o
an and designing an agency network. Controls (NSC) the of Network Security Controls (NSC).
10850002 Aok Assasement | T Principles of separation and segrogation as wll s the system runctionat | subsetor Network Security NET-01 | Mechanisms exist to dovelop, govern & update procedures to facilate o
MUST be into the risk Controls (NSC) the of Network Security Controls (NSC).
10895001 Socurity Architecture | 5501 arehitectures MUST apply the principles of separation and runctionat | subsetor Network Security NET-01 | Mechanisms exist to develop, govern & update procedures to facilitate o
Controls (NSC) the of Network Security Controls (NSC).
Identification of major | The classification and other restrictions on the security and control of , , -
o Network Security Mechanisms exist to develop, govern & update procedures to facilitate
10.8.36.C.01 classifications/categorie |information MUST be clearly identified for each part of the Agency network. |  Functional | Subset Of NET-01 ? 10
Controls (NSC) the implementation of Network Security Controls (NSC).
s of network segments
10857001 Visibilty Systems of different classifications MUST be visually distinct. runctionat | subsetor Network Security NET.01 | Mechanisms exist to dovelop, govern & update procedures to facilate o
Controls (NSC) the of Network Security Controls (NSC).
‘An information repository, containing essential network information, ] ]
Network Securit Mech: tto develop, &updat dures to facilitat
10.8.38.C.01 Information Repository |change records and business requirements SHOULD be established and Functional Subset Of erwork Security NET-01 echanisms exist to develop, govern & update procedures tofacilitate 10
Controls (NSC) the implementation of Network Security Controls (NSC).
Bluetooth with fe[”j'fs,‘:"'f:'"g,“’ "e”l“" the “s‘;” B:‘,e:‘ugl‘“ TU?:‘ developa "“"cz . Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
uetooth within agency | that details the circumstances under which Bluetooth usage is permited,
11.1.15..01 geney " geiop Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
environments and situations where it is not to be used. : o ’
Documentation resilient capabilities.
Agencies wishing to permit the se of Bluetooth MUST develop a policy Mechanisms exist to establish usage restrictions and implementation
11115001 Bluetooth within agency | that details the circumstances under which Bluetooth usage s permitted, | o | Teohnology Use HRS.05.3 |Euidance for organizational technologies based on the potential to .
environments and situations where it is not to be used. Restrictions damage to Assets, and/or Services
(TAAS).if used
Blustooth with T“e[‘wll‘clyh‘“"s“"’l" :“ST ‘:C‘“d:‘ '"'Z:":f"‘u" a““;‘ B':’:“"‘:‘" Sect”‘l" Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
uetooth within agency |controls that are to be used, and methods for verifying that the controls are
1. geney 4 ifving Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
environments in place and are effective. : : ’
Documentation resilient capabilities.
‘Agencies MUST ensure that Blustooth pairing is only established between Mechanisms exist to develop, document and maintain secure baseline
th . (Unt t i , Secure Baseli i [ Assets, d/or S
11416.0.01 Blustooth connsctions | 1horised devices. (Unless a gateway is being used, paired devices are Functionat | intersacts with ecure Baseline cro02 or ssets and/or Services .
considered to operate at the same security classification level). Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
‘Agencies SHOULD ensure that Blustooth discovery of devices is disabled Mechanisms exist to develop, document and maintain secure baseline
! A ing established. Secure Baseli i [ Assets, d/or S
11116.0.02 Bluetooth connections | UNLeSS @ new pairing connection is being established. Functional | Intersects With ecure Baseline CFe02 or ssots and/or Services s
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
‘Agencies SHOULD ensure that Blustooth device pairing only occurs ata Mechanisms exist to establish usage restrictions and implementation
location where only auth h Technology U idance f izational technologies based on the potential t
114.16.0.03 Blustooth connections | {0¢3tion where only authorised persons have access Functionat | intersacts with achnology Use Rs.05.3|Euidance for organizational technologies based on the potential to .
Restrictions damage to Assets, andfor Services
(TAAS).if used
‘Agencies SHOULD ensure that Blustooth pairings are removed when they Mechanisms exist to establish usage restrictions and implementation
! . Technology U idance f izational technologies based on the potential t
11.1.16.0.04 Bluetooth connections |76 "0 {ONEer required Functional | Intersects With echnology Use HRs.05.3 |BUidance for organizational technologies based on the potential to 5
Restrictions damage to Assets, andfor Services
(TAAS).if used
‘Agencies using Bluetooth MUST use the most secure configuration Mechanisms exist to develop, document and maintain secure baseline
rted by th ] Secure Baseli i [ Assets, d/or S
11.1.17.0.01 Bluetoothversions | SUPPOTted by the paired devices. Functional | Intersects With ecure Baseline CFG-02 or ssets andfor Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
‘Agencies SHOULD identify the:
Bluetooth type (BR/EDR or LE), Mechanisms exist to establish usage restrictions and implementation
i Technology U idance f izational technologies based on the potential t
11.1.17.C.02 Bluetoothversions | /e"S1o™ nd Functional |Intersects With echnology Use HRs-05.3 |BUidance for organizational technologies based on the potential to 5
security capabilities; Restrictions damage to Assets, andfor Services
for devices used to form Bluetooth connections, and ensure they are used (TAAS), if used maliciously.
to inform risk decisions on the use of Bluetooth.
Agencies SHOULD ensure that new Bluetooth connections between Mechanisms exist to develop, document and maintain secure baseline
d thenticated using explicit tions, such as entry of Secure Baseline fo Assets, and/or Services
11.1.17.C.08 Bluetooth versions | 4°V19° 2@ authenticated using explicit user actions, suh as entry of a Functional | Intersects With e Basel CFG-02 ' ' 5
numeric code, confirmation of a matching PIN, or other affirming action, Configurations (TAAS) that are consistent with industry-accepted system hardening
such as challenge-response process.
Agencies using Bluetooth between devices to transfer UNCLASSIFIED or IN- Mechanisms exist to establish usage restriotions and implementation
11118001 Encryptionand | CONFIDENCE information SHOULD ensure that connections meet NZISM | | | Technology Use HRs.05.3 | Uidance for organizational technologies based on the potential to s

authentication protocols

standards for authentication and use Approved Cryptographic Algorithms

for encryption and message integrity.

Restrictions

cause damage to Technology Assets, Applications and/or Services
(TAAS). if used
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Agencies using Bluetooth between devices to transfer RESTRICTED or Mechanisms exist to establish usage restrictions and implementation
11418.0.02 Encryptionand | SENSITIVE MUST ensure that meot NZiSM Functional | intersectswitn|  Technology Use HRs.05.5|Euidance for organizational technologies based on the potential to .
authentication protocols |standards for authentication and use Approved Cryptographic Algorithms Restrictions damage to Assets, and/or Services
for encrvption and message integrity. (TAAS).if used
If Bluetooth specifications do not support these approved encryption
Encryption and P PP PP VP Compensating Mechanisms exist to identify and implement compensating
11.1.18.C.03 methods, organisations MUST do a risk assessment and use the exception | Functional | Intersects With RSK-06.2 5
authentication protocols - Countermeasures countermeasures to reduce risk and exposure to threats.
oor waiver process to accept this risk.
‘Agencies MUST complete a technical evaluation of the secure area, Mechanisms exist to formally assess the security, compliance and
consult the relevant technical authority and seek approval from the 1 in gy Assets, and/or Services
11119001 Bluetooth in secure areas | ACCTeditation Authority before permitting the use of Blustooth devices. Functionat | intersacts with Assessments 1AO.02 | TAAS) through Information Assurance Program (IAP) activiies to .
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected i
Agencies using Blustooth devices MUSTNOT allow: Mechanisms exist to establish usage restrictions and implementation
Line of sight and reflected communications travelling into an unsecure
Technology Use guidance for organizational technologies based on the potential to
11.1.19.C.02 Bluetooth in secure areas | area. Functional | Intersects With HRS-05.3 ° 5
) Restrictions cause damage to Technology Assets, Applications and/or Services
multiple Bluetooth devices at different classifications in the same area.
(TAAS), if used maliciously.
‘Agencies MUST NOT allow Bluetooth devices into secure areas unless Betooth & wiralass Mechanisms exist to prevent the usage of Bluetooth and wireless
11.1.19.C.08 Bluetooth in secure areas | authorised by the Accreditation Authority. Functional | Intersects With Sves AST-14.1 | devices (e.g., Near Field Communications (NFC)) in sensitive areas or 5
unless used in a Radio Freauency (RF)-screened building.
) ‘Agencies MUST prevent RF devices from being brought into secure areas Mechanisms exist to securely configure Multi-Function Devices (MFD)
RF devices in secure Multi-Function Devices
11.211.C.01 . unless authorised by the Accreditation Authority. Functional | Intersects With ol AST-23  |according to industry-recognized secure practices for the type of 5
device.
) ‘Agencies SHOULD prevent RF devices from being brought into secure areas Mechanisms exist to securely configure Multi-Function Devices (MFD)
RF devices in secure Multi-Function Devices
1. . unless authorised by the Accreditation Authority. Functional | Intersects With ol AST-23  |according to industry-recognized secure practices for the type of 5
device.
‘Agencies SHOULD limit the effective range of communications outside the
AF controls in secure | EESNCY's area of control by: ) Mult-Function Devices Mechanisms exist to securely configure Multi-Function Devices (MFD)
1. o minimising the output power level of wireless devices; Functional | Intersects With e AST-23  |according to industry-recognized secure practices for the type of 5
RF shielding; and device.
Physical lavout and
Detecting RF :ge”c'es i:DULD deploy measures to detect and respond to active RF Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
11.2.13.C.01 © ecse‘!ire a’:;':es 1N | devices within secure areas. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
Detecting RF devices in Agencies _SHDULD deploy measures to detect and respond to active RF Multi-Function Devices Mechanlsms‘ex\sl to securely configure Mulnfuncuon Devices (MFD)
11.213.C.01 devices within secure areas. Functional | Intersects With AST-28 to industry secure practices for the type of 5
secure areas (MFD)
device.
Wireless RF or IR pointing devices MUST NOT be used in secure areas Mechanisms exist to establish usage restrictions and implementation
11210001 Pointing dovices | M55 aPProved by the Accreditation Authority and appropriate RF or IR Functional | intersectswitn|  Technology Use HRs.05.3 |Euidance for organizational technologies based on the potential to s
mitigations are implemented. Restrictions damage to Assets, and/or Services
(TAAS). if used
Agencies using infrared keyboards MUST NOT allow:
line of sight and reflected communications travelling into an unsecure
area;
IR devi ificati ; Mechani t tline of sight and reflected infrared (IR
112.15.0.01 evices in seoure | multiple infrared keyboards at different classifications inthe samearea; | gl mmunications| AsT14. | Mechanisms exist to prevent line of sight and reflected infrared (IR) R
areas otherinfrared devices to be brought into line of sight of the keyboard orits communications use in an unsecured space.
receiving device/port; and
infrared keyboards to be operated in areas with unprotected windows.
Agencies using infrared keyboards MUST NOT allow:
line of sight and reflected communications travelling into an unsecure
area; Mechanisms exist to establish usage restrictions and implementation
112.15.0.01 IR devices in secure | multple infrared keyboards at different classifications inthe same area; | [ | | Technology Use .55 |€uidance for organizational technologies based on the potential to R
areas otherinfrared devices to be brought into line of sight of the keyboard orits Restrictions damage to Assets, and/or Services
receiving device/port; and (TAAS), if used maliciously.
infrared keyboards to be operated in areas with unprotected windows.
Agencies using infrared keyboards MUST NOT allow:
line of sight and reflected communications travelling into an unsecure
are:
IR devi i i ; Mechani te tline of sight and reflected infrared (IR
11215.0.02 ovices n secure | multiple infrared keyboards atdiforent classifications inthe same areas | [ L cations| AST-14.2 | Mechanisms exist o prevent lineof sight and reflected nfrared (1) R
areas otherinfrared devices within the same area; and communications use in an unsecured space.
infrared keyboards in areas with windows that have not had a permanent
method of blocking infrared transmissions applied to them.
Agencies using infrared keyboards MUST NOT allow:
line of sight and reflected communications travelling into an unsecure
are: Mechanisms exist to establish usage restrictions and implementation
. IR dovices in secure | mutiple nfrared keyboards at ifferent classifications inthe same areas | [ || Technology Use HRs.05.a|Euidance for organizational technologies based on the potential o R
areas otherinfrared devices within the same area; and Restrictions cause damage to Technology Assets, Applications and/or Services
infrared keyboards in areas with windows that have not had a permanent (TAAS), if used maliciously.
method of blocking infrared transmissions applied to them.
11215008 TR devices in secure | Agencies using IR devices SHOULD ensure that the IR receiver/port is Functional | Intorsects With | infrared Gommunications| AST-14.2_| MeChanisms exist to prevent ine of sight and reflected inrared () R
areas positioned to prevent line of sight from the secure area boundary. use in an unsecured space.
‘Agencies using IR devices SHOULD ensure that the IR receiver/port is Mechanisms exist to establish usage restrictions and implementation
112.15.0.08 IR devices insecure | positioned to prevent line of sight from the secure area boundary. Functional | Intersectswitn|  TechnoloBy Use HRs.05.a|Euidance for organizational technologies based on the potential o R
areas Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS), if used
‘Agencies MUST develop a policy governing the use of telephones and
Telephones and ; gL nl . P a policy g J P! Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
11.3.5.C.01 telephone systems usage | 1© CPM1ON® Systems. Functional SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
policy Documentation resilient capabilities.
Telophonesand | A8ones MUST develop a policy governing the use of telephones and Mechanisms exist to establish usage restriotions and implementation
telephone systems. ) Telecommunications uidance for telecommunication equipment to prevent potential
11.35.C.01 telephone systems usage | " ¥ Functional | Intersects With " Ast-19 |8 " on equip P poter 5
ooty Equipment damage or unauthorized modification and to prevent potential
‘Agencies MUST advise personnel of the maximum permitted classification Mechanisms exist to establish usage restriotions and implementation
i . Tels ti for tele ti 1t te it potential
136,601 personnel awaroness _|10" COMVersations using both interal and external telephone connections. | 1o Telocommunications | |guidance for telecommunication equipment to prevent potentia s
Equipment damage or unauthorized modification and to prevent potential
‘Agencies SHOULD advise personnel of the audio security risk posed by Mechanisms exist to establish usage restriotions and implementation
ifi . Tels ti for tele ti 1t te it potential
11.36.6.02 Porsonnel awareness | USINE telephones in areas where classified conversations can ocour. Functional | intersects win|  Telecommunications | o " guidance or telecommunication equipment to proven potentia s
Equipment damage or unauthorized modification and to prevent potential
Agencies permitting different levels of conversation for different types of Mechanisms exist to establish usage restrictions and implementation
i i i Tele ti for tele it 1t te it potential
187,601 Visualindication | cOTectons MUST use telephones that give avisual indication of the Functional | intersects win|  Telecommunications | o " |guidance or telecommunication equipment to proven potentia s
classification of the connection made. Equipment damage or unauthorized modification and to prevent potential
Agenc intending te telephone tems for the transmi n of
gencies intending to use telephone systems for the transmission o Mechanisms exist to establish usage restrictions and implementation
classified information MUST ensure that:
Use of telephone ) Telecommunications lance for telecommunication equipment to prevent potential
1138.C.01 the system has been accredited for the purpose; and Functional | Intersects With " AST-19 " on e ! 5
systems T ° 3 Equipment damage or unauthorized modification and to prevent potential
allclassified traffic that passes over external systems is appropriately
encrvpted.
Agencies MUST NOT use cordless telephones for classified conversations. Mechanisms exist to establish usage restrictions and implementation
1139.001 Cordloss telsphones Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential s
Equipment damage or unauthorized modification and to prevent potential
Agencies SHOULD NOT use cordless telephones for classified or sensitive Mechanisms exist to establish usage restrictions and implementation
139,000 Cordloss telaphonga | COMerSatiONS. Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential s
Equipment damage or unauthorized modification and to prevent potential
‘Agencies MUST NOT use cordless telephones in conjunction with secure Mechanisms exist to establish usage restrictions and implementation
. Cordless telephones with| telephony devices. Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential s

secure telephony devices

Equipment

damage or unauthorized modification and to prevent potential

Secure Controls Framework (SCF)

250f75



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [T aas] New Zealand - Information Security Manual (ISM) v3.9

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: https: b.govt
STRM Guidance: h heory pping: Published STRM URL: pac-nal .pdf
STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Desc Relationship
If a speakerphone s to be used on a secure telephone system within a
secure area, agencies MUST apply the following controls:
itis located in a room rated as audio secure; Mechanisms exist to establish usage restrictions and implementation
; Telecommunications uidance for telecommunication equipment to prevent potential
11.3.11.C.01 Speakerphones the room is audio secure during any conversations; . Functional | Intersects With " asT-19 |8 " on equip! P poter 5
only cleared personnel involved in discussions are present in the room; and Equipment damage or unauthorized modification and to prevent potential
ensure approval for this exception is granted by the Accreditation eavesdropping.
Authority.
‘Agencies MUST ensure that off-hook audio protection features are used on Mechanisms exist to establish usage restrictions and implementation
11812.0.01 Off-hook audio all elephones that are not aceredited for the transmission of classified Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential R
protection information in areas where such information could be discussed. Equipment damage or unauthorized modification and to prevent potential
‘Agencies MUST use push-to-talk to meet the requi for Mechanisms exist to establish usage restriotions and implementation
11.512.0.02 Off-hookaudio [ off-hook audio protection. PTT activation MUST be clearly labelled. Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential R
protection Equipment damage or unauthorized modification and to prevent potential
‘Agencies SHOULD ensure that off-hook audio protection features are used Mechanisms exist to establish usage restriotions and implementation
11.512.0.08 Off-hook audio [on all elephones that are not forthe ission of classified | [ || orsootswin| | Telecommunications |\ | guidance for telecommunication equipment to pevent potential R
protection information in areas where such information could be discussed. Equipment damage or unauthorized modification and to prevent potential
‘Agencies MUST remove unused voice mailboxes. Mechanisms exist to establish usage restriotions and implementation
. Electronic Records Functional | intersacts witn|  Telecommunications | | guidance for telecommunication equipment to prevent potential s
Retention and Voicemail Equipment damage or unauthorized modification and to prevent potential
1a13001 Electronic Records | Agencies MUST remove unused voice mailboxes. Functionat | intersacts witn| _Etectronie Discovery | o """ T Mechanisms existto utlize slectronic discovery (eDiscovery) that R
Retention and Voicemail (eDiscovery) covers current and archived
Agencies MUST expire and archive or delete voicemail messages after the Mechanisms exist to establish usage restrictions and implementation
11.813.0.02 Electronic Records | etention period determined by the agency's electronic records retention | ¢ o | Telecommunications |y o |guidance for telecommunication equipment to prevent potential s
Retention and Voicemail |poticy. Equipment damage or unauthorized modification and to prevent potential
A MUST d archive or delet U fer th
Electronic Records |"6°1'0/°8 MUST expire and arehive or delete volcemall messages after the Electronic Discovery Mechanisms exist to utilize electronic discovery (eDiscovery) that
11.3.13.C.02 i retention period determined by the agency's electronic records retention | Functional | Intersects With " BCD-12.3 ) > dlsc 5
Retention and Voicemail | * (eDiscovery) covers current and archived communication transactions.
policy.
Agencies SHOULD develop and implement a policy to manage the Mechanisms exist to establish usage restriotions and implementation
11.813.0.08 Electronic Records | etention and disposal o such electronic records, including voicemail Functional | Intersectswitn| Telecommunications | | guidance for telecommunication equipment to prevent potential s
Retention and Voicemail |email and other electronic records. Equipment damage or unauthorized modification and to prevent potential
Agencies SHOULD develop and implement a policy to manage the
Electronic Records | 6o N P P potiey 8 Electronic Discovery Mechanisms exist to utilize electronic discovery (eDiscovery) that
11.3.13..08 i | retention and disposal of such electronic records, including voicemail, Functional | Intersects With " BCD-12.3 ) > dlsc 5
Retention and Voicemail (eDiscovery) covers current and archived communication transactions.
email and other electronic records.
Mobie d Agencies MUST develop a policy governing the use of mobile devices. Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
obile device usage
11.49.C.01 s Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
policy Documentation resilient capabilities.
149001 Mobile device usage | Agencies MUST develop a policy governing the use of mobile devices. Functional | Intersects With | Use of Mobile Devices | HRS-05.5_| MeChaNSmS exist to manage business risks associated with permitting R
policy mobile device access to resources.
‘Agencies MUST advise personnel of the maximum permitted classification , ) ) .
- Mechanisms exist to manage business risks associated with permitting
11.4.10.0.01 Personnel awareness | for conversations using both internal and external mobile devices. Functional |Intersects With| Use of Mobile Devices | HRS-05.5 5

mobile device access to organizational resources.

Agencies SHOULD ad Lof all ki ity risk d by
gencies advise personnet of aft known securlty risks posed by Mechanisms exist to manage business risks associated with permitting

11.4.10.0.02 Personnel awareness | using mobile devices in areas where classified conversations can occur. Functional | Intersects With| Use of Mobile Devices | HRS-05.5 5
mobile device access to organizational resources.

Agencies intending to use mobile devices for the transmission of classified
information MUST ensure that:

the network has been certified and accredited for the purpose;
Mechanisms exist to manage business risks associated with permitting

11.4.11.0.01 Use of mobile devices  |all classified traffic that passes over mobile devices is appropriately Functional |Intersects With| Use of Mobile Devices | HRS-05.5 " ° 5
mobile device access to organizational resources.
encrypted; and
users are aware of the area, surroundings, potential for overhearing and
botential for oversight when usine the device.
1412001 Mobile Device Physical | Mobile devices MUST be prevented from entering secure areas. rumctional Iintorascte With | Use of Mobite Devices | HRS.08.5. | Mechamims exist to manage business rsks associated with permitting R
Security mobile device access to resources.
; ‘Agencies SHOULD provide a storage area or lockers where mobile devices )
Mobile Device Physical Mechanisms exist to manage business risks associated with permittin
11.4.12.0.02 ° can be stored before personnel enter secure or protected areas. Functional | Intersects With| Use of Mobile Devices | HRS-05.5 hanism & P e 5
Security mobile device access to organizational resources.
personal Wearabi :ge”c'“ MLIJS; "E;’fz‘“" ﬂd‘“",‘cy Boverning the use of personal wearable Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
ersonal Wearable | devices, including fitness devices.
11.5.13.0.01 e e ot & Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
i
ge policy Documentation resilient capabilities.
11.5.13.C.01 Personal Wearable | Agencies MUST develop a policy governing the use of personal wearable Functional | Intersects With| Use of Mobile Devices | HRS-05.5 | cchanisms exist to manage business risks associated with permitting 5
Device usage policy _| devices, including fitness devices. mobile device access to resources.
‘Agencies MUST advise personnel of the maximum permitted classification , ) —
) Mechanisms exist to manage business risks associated with permitting
11.5.14.0.01 Personnel awareness | for conversations where any personal wearable or mobile device maybe | Functional | Intersects With| Use of Mobile Devices | HRS-05.5 " 5
mobile device access to organizational resources.
present.
Agencies SHOULD advise personnel of all known security fisks posed by ) ) —
" ) Mechanisms exist to manage business risks associated with permitting
1. Personnel awareness | using personal wearable devices in secure areas or other areas where Functional |Intersects With| Use of Mobile Devices | HRS-05.5 " 5
‘ mobile device access to organizational resources.
classified can occur.
Mobile Device Physical | Personal wearable devices MUST NOT be allowed to ent . Mechani T b i ted with permitti
1a15001 obile Device Physical | Personal wearable devices e allowed to enter secure areas. Fomctional | mterseots With| Use of Mobia Dovices | HRS.08.5 | MECTanSMS existto manage business risks associated with permiting R
Security mobile device access to resources.
; ‘Agencies SHOULD provide a storage area or lockers where personal )
Mobile Device Physical Mechanisms exist to manage business risks associated with permittin
11.5.15.0.02 ° wearable devices can be stored before personnel enter secure or protected |  Functional  |Intersects With | Use of Mobile Devices | HRS-05.5 hanism & P e 5
Security mobile device access to organizational resources.
areas.
Any personal wearable devices approved on medical grounds MUST NOT
have any of the following capabilities:
; Mech: st t b Kk ted with itti
11.5.16.C.01 Medical Exemptions | C2™®™® Functional | Intersects With| Use of Mobile Devices | HRS-05.5 | oo oo eXIst to manage business risks associated with permitting 5
Microphone; mobile device access to organizational resources.
Voice/video/still photograph recording;
Cellular. Wi-Fi or other RF means of
Where personal wearable devices are exempted on medical grounds and
used in secure areas agencies MUST ensure that:
th tworks h tif ted f Mechanisms exist to manage business risks associated with permittin
11.5.16.C.02 Medical Exemptions | ¢ 2€8NCY networks in secure areas have been certified and accreditedfor | ¢ oot | intersects With|  Use of Mobile Devices | HRS-05.5 nanisms exi g8 busi ! fated with permitting 5
the purpose; and mobile device access to organizational resources.
users are aware of the area, surroundings, potential for overhearing and
potential for oversieht.
Where the use of personal wearable devices is permitted on medical
thi t t, Mechani t b K ted with permitti
11.5.16.0.03 Modical Exemptions | 0N and used within a corporate or agency environment, agencies Functional | interssctsWith| Uss of Mobils Devices | HRS-05.5 | Mechanisms exist to manage business isks associated with permitting .
MUST ensure any relevant legistation and regulation pertaining to the mobile device access to organizational resources.
brotection of personal is followed.
Agencies MUST conduct and document a risk assessment before Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
lement ting an RFID solution. RFID) deployments t RFID is used safely and Iy t
1.4 Risk Assessment | ImPrementing or adopting an RFID solution. Functional | Intersects With| Identification (RFID) asT-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
" protect the confidentiality and integrity of data and prevent the
Security © con
secure spaces
This risk assessment MUST be the basis of a security architecture design. Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.59..02 Risk Assessment Functional | Intersects With|  Identification (RFID) |  AsT-29 | (D) deployments to ensure RFID is used safely and securely to 5
" protect the confidentiality and integrity of data and prevent the
Security "
secure spaces
‘Agencies MUST develop a strong security architecture to protect RFID Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
t nd RFID systems. RFID) deployments to ensure RFID is used safely and securely to
11.6.60.C.01 Security Architecture | 48taPases and RFID systems. Functional | Intersects With| Identification (RFID) AsT.0  |(RFID) deploy: s Y M 5
" protect the confidentiality and integrity of data and prevent the
Security "
secure spaces
‘Agencies MUST minimise the information stored on RFID tags and in the Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
RFID tem. RFID) deployments to ensure RFID is used safely and securely to
11.6.60.C.02 Security Architecture subsyste Functional | Intersects With| Identification (RFID) AsT.0  |(RFID) deploy: s Y M 5
Securtty protect the confidentiality and integrity of data and prevent the
of secure spaces.
‘Agencies SHOULD disable any rewrite functions on RFID devices. Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments to ensure RFID is used safely and securely to
11.6.60.C.03 Security Architecture Functional | Intersects With|  Identification (RFID) ast-20  |(RFID) deploy: Y Yy 5
S protect the confidentiality and integrity of data and prevent the
i of secure spaces
‘Agencies SHOULD apply the access control requirements of the NZISM Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
- . RFID) deployments to ensure RFID is used safely and securely to
11.6.60.C.04 Security Architecture | (ChePter 11~ Communications Systems and Devices) to RFID systems Functional |Intersects With|  Identification (RFID) st | (RFID) deploy Y Y 5

protect the confidentiality and integrity of data and prevent the

Security
of secure spaces.
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Agencies SHOULD develop, implement and maintain an RFID Usage Policy. Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.61.C.01 Policy Functional | Intersects With|  Identification (RFID) asT-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
S protect the confidentiality and integrity of data and prevent the
Y f secure spaces.
‘Agencies SHOULD incorporate RFID into the agency's security policies and Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
. RFID) deployments t RFID is used safely and Iy t
11.6.61.C.02 Poticy information security documentation. Functional | Intersects With|  Identification (RFID) asT-20 | (RFID) deployments to ensure is used safely and securely to 5
S protect the confidentiality and integrity of data and prevent the
Y f secure spaces.
‘Agencies MUST conduct visual and technical inspections of packaging and Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6:62.0.01 Inspections devices to determine if RFID devices have been attached and either Functional | IntorsectsWith|  1dentification (RFID) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
permanently disable or remove such devices. Security protect the confidentiality and integrity of data and prevent the
of secure spaces.
‘Agencies SHOULD conduct visual inspections of packaging and devices to Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.62.0.02 Inspections determine if RFID devices have been attached and i these RFID devices Functional | Intersectswith|  1dentification (RFID) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
pose a security concern. Seourity protect the confidentiality and integrity of data and prevent the
of secure spaces.
‘Agencies SHOULD conduct visual inspections of packaging and devices to Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.62.0.08 Inspections determine f RFID devices o labellng have been tampered with and Functional | Intersects With|  Idontifcation (4HID) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
whether this is a security concern. Seourity protect the confidentiality and integrity of data and prevent the
of secure spaces.
‘Agencies SHOULD consider an RF Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
. Shiolding where security concerns exist or where the RFID systems are tobe usedin | ool | 000 SRR ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
areas with high levels of RF activity. Security protect the confidentiality and integrity of data and prevent the
of secure spaces.
Shielding SHOULD be considered where eavesdropping or RF radiation is a Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
. RFID) deployments t RFID is used safely and ly t
11.6.63.C.02 Shielding concern, as determined by the risk assessment. Functional | Intersects With|  Identification (RFID) ast-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
protect the confidentiality and integrity of data and prevent the
Security
of secure spaces.
‘Agencies SHOULD consider placement of tags and location of readers to Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
Positioning of Tags and X RFID) deployments t RFID is used safely and Iy t
11664001 ositioning of Tags and | avoid unnecessary electromagnetic radiation Functional | Intersects With|  Idontificmtion (+H1D) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to s
Readers Security protect the confidentiality and integrity of data and prevent the
of secure spaces.
‘Agencies MUST follow the requirements of the NZISM in the selection and Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.65.C.01 Encoding and Encryption of ¢ protocols and andinkey Functional | Intersects With|  Identification (RFID) asT-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
management, detailed in Chapter 17 - Cryptography. Security protect the confidentiality and integrity of data and prevent the
f secure spaces.
‘Agencies SHOULD encrypt data before it is written to RFID tags. Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.65.C.02 Encoding and Encryption Functional | Intersects With|  Identification (RFID) ast-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
protect the confidentiality and integrity of data and prevent the
Security
f secure spaces.
‘Agencies SHOULD assign RFID identifiers using formats that (imit Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.65.0.08 Encoding and Encryption | MOMation about tagged items or about the agency operating the RFID Functional | Intersects With|  Idontifcation (4H1D) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
system. Seourity protect the confidentiality and integrity of data and prevent the
f secure spaces.
‘Agencies SHOULD consider the use of HMAG when tag authenticity is Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
. RFID) deployments t RFID is used safely and Iy t
1.4 Authentication required. Functional | Intersects With|  Identification (RFID) ast-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
protect the confidentiality and integrity of data and prevent the
Security
f secure spaces.
‘Agencies MUST assign passwords for critical RFID functions. Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
RFID) deployments t RFID is used safely and Iy t
11.6.67.C.01 Password Management Functional | Intersects With| Identification (RFID) ast-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
protect the confidentiality and integrity of data and prevent the
Security
f secure spaces.
‘Agencies SHOULD follow the guidance for passwords management in the Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
- X RFID) deployments t RFID is used safely and Iy t
11.6.67.C.02 password Management | \2/SM (Chapter 16 - Access control and passwords) Functional | Intersects With|  Identification (RFID) ast-29 |(RFID) deployments to ensure RFID s used safely and securely to 5
protect the confidentiality and integrity of data and prevent the
Security
f secure spaces.
‘Agencies SHOULD consider temporary deactivation of RFID tags where the Radio Froquency Mechanisms exist to securely govern Radio Frequency Identification
T Deactivati . RFID) deployments t RFID is used safely and Iy t
11668001 emporary Deactivation tag s likely to be inactive for extended periods. Functional | Intersects With|  Idontifcmtion (4HID) ast.p9 |(RFID) deployments to ensure RFID is used safely and securely to R
of Tags Securtty protect the confidentiality and integrity of data and prevent the
f secure spaces.
‘Agencies MUST develop and implement incident identification and
management processes in accordance with this manual (See Chapter 5 - Radio Freauonc Mechanisms exist to securely govern Radio Frequency Identification
Security D ion, Chapter 6 - Security § quency (RFID) deployments to ensure RFID is used safely and securely to
11.6.60..01 Incident Management ' Functional |Intersects With|  Identification (RFID) AST-29 S 5
Monitoring, Chapter 7 - Information Security Incidents, Chapter 8 - ooty protect the confidentiality and integrity of data and prevent the
Personnel Security and Chapter 16 - Access Control and passwords). compromise of secure spaces.
‘Agencies SHOULD consider secure disposal procedures and incorporate Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
these into the RFID Usage Policy. Refer also to Chapter 13 - Media and IT RFID) deployments t RFID is used safely and y t
11.6.70.C.01 Disposal ese into the 'sage Policy. Refer also to Chapter edia an Functional | Intersects With|  Identification (RFID) asT-29 | (RFID) deployments to ensure RFID is used safely and securely to 5
quip and disposal. —_— protect the confidentiality and integrity of data and prevent the
4 f secure spaces.
‘Agencies MUST develop and implement user awareness and training Radio Frequency Mechanisms exist to securely govern Radio Frequency Identification
11671001 Operator Training and - programmes to support and enable safe use of RFID services (SeeSection | ¢ o f o (B8 RS as.z0 | (RFID) deployments to ensure RFID is used safely and securely to s
User 01- Security d Training). _— protect the confidentiality and integrity of data and prevent the
4 f secure spaces.
‘Agencies MUST conduct and document a risk assessment before Mechanisms exist to securely configure contactless access control
11929601 Aok Assessment | mPlementing or adopting an RFID access card system. Functional | intorsectswitn|  COMactessAceess | {systems incorporating contactless RFID or smart cards to protect the s
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
This risk assessment MUST be the basis of a security architecture design. Mechanisms exist to securely configure contactless access control
Contactle A te ti tactl RFID rt ds t tect the
11.7.29.0.02 Risk Assessment Functional | Intersects With| 0" 2ot 698 Access AST-29.1 |SYStems incorporating contactless RFID or smart cards to protect the 5
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
Agencies MUST develop a strong security architecture to protect access to Mechanisms exist to securely configure contactless access control
117.30.C.01 Security Architecture | 99120508 and systems. Functional | ntersectswitn|  COMtactiess Access AST.20.1 |YStems incorporating contactless RFID or smart cards to protect the s
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD apply the NZISM access controls (Chapter 11) and Mechanisms exist to securely configure contactless access control
. Socurity Architeoture | CVPIOETaPhiC controls (Ghapter 17) to access card systoms. Functional | intorsectswitn|  COMactessAceess | o {systems incorporating contactless RFID or smart cards o protect the .
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD consider the application of the following design
elements:
Implement a Demilitarized Zone (DMZ) to isolate card systems from other
parts of the organisations network and from high-risk Internet Protocol (IP)
network connections; Mechanisms exist to securely configure contactless access control
Contactle Ac te i ti tactl RFID rt ds t tect th
117.30.6.08 Security Architecture | SCUTE OF femove connections betuween the Internet and card system Functional | intersectswitn|  COMactessAccess | {systems incorporating contactless RFID or smart cards to protect the s
network segments; Control Systems confidentiality and integrity of data and prevent the compromise of
Secure or remove vulnerable dialup modem links; secure spaces.
Secure or remove vulnerable wireless radio links and network access
points; and
Network activity monitoring for unusual or anomalous access activity and
well as intrusion detection.
Agencies SHOULD develop, implement and maintain an Access Card Mechanisms exist to securely configure contactless access control
. tactle Ac t ti tactle RFID rt 1 tect th
1731001 policy Usage Policy. Functional | Intersectswin|  CoMactess Aceess | o |aystoms incorporating contactless RFID or smart cards to protect the s
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD incorporate access cards into the agency's security Mechanisms exist to securely configure contactless access control
i . tactle Ac t ti tactle RFID rt 1 tect th
11731002 policy policies and information security documentation Functional | Intersectswin| | CoMactess Access | o |aystems incorporating contactless RFID or smart cards to protect the s
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD select systems that provide resistance to physical or Mechanisms exist to securely configure contactless access control
. tactle Ac t ti tactle RFID rt 1 tect th
117.32.0.01 PhysicalSecurty | ACtONIc tampering Functional | Intersectswin| | CoMactess Aceess | o |aystems incorporating contactless RFID or smart cards to protect the s
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD implement systems to minimise the risk of physical or Mechanisms exist to securely configure contactless access control
lects ¢ . Contactless Access systems incorporating contactless RFID or smart cards to protect the
1. Physical Security | °\eCtronie tampering Functional | Intersects With AsT-20.1 [ incorporating ' s to prot 5
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
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Agencies SHOULD consider placement of tags and location of readers to Mechanisms exist to securely configure contactless access control
X Contactless A tems i t tactless RFID rt cards to protect th
11.7.32.0.08 PhysicalSecurty | V014 unnecessary electromagnetic radiation Functional | intersectswitn| ComtactiessAccess | |systems incorporating contactless RFID or smart cards to protect the .
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD consider and select other physical controls in Mechanisms exist to securely configure contactless access control
PSR. Contactless A tems i t tactless RFID rt cards to protect th
11.7.32.0.08 Physical Socurity | 20COrdance with the PSR Functional | intersectswitn|  ComtactiessAccess | |systems incorporating contactless RFID or smart cards to protect the .
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies MUST follow the requirements of the NZISM in the selection and Mechanisms exist to securely configure contactless access control
Contactless A t t tactless RFID rt cards to protect thi
11.7.33.0.01 Card Data Protection of protocols and andinkey Functional | intersactwitn|  ComtactiessAccess | |systems incorporating contactless RFID or smart cards to protect the R
management, detailed in Chapter 17 - Cryptography. Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD encrypt data before it is written to cards. Mechanisms exist to securely configure contactless access control
Contactless A t t tactless RFID rt cards to protect th
11.7.33.0.02 Card Data Protection Functional |Intersects With| ~On actiess Access AST.29.1 |SYStems incorporating contactless RFID or smart cards to protect the 5
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies SHOULD consider the use of cards systems incorporating Secure Mechanisms exist to securely configure contactless access control
. Contactless A t t tactless RFID rt cards to protect th
11.7.33.0.08 Card Data Protection _|ACCe53 Modules (SAMs) Functional | intersectswitn|  ComtactiessAcess | |systems incorporating contactless RFID or smart cards to protect the R
Control Systems confidentiality and integrity of data and prevent the compromise of
secure spaces.
‘Agencies MUST develop and implement incident identification and
management processes in accordance with this manual (See Chapter 5 - Mechanisms exist to securely configure contactless access control
ion Security D Chapter 6 - Securit Contactless Access systems incorporating contactless RFID or smart cards to protect the
11.7.34.C.01 Incident Management ecurity apter ecunty Functional | Intersects With AsT20.1 | parating P 5
Monitoring, Chapter 7 - Information Security Incidents, Chapter 9 - Control Systems confidentiality and integrity of data and prevent the compromise of
Personnel Security and Chapter 16 - Access control and passwords). secure spaces.
fhge”c'e‘s s(:D:LD °°”Cs‘d§’lfe°“’idls”";al"”"fe"‘:’e; a:_" ‘”C(‘:’I:“’a'e Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
11.7.35.C.01 Disposal ese into the Access Card Usage Policy. Ref e'::o © T la an; Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
and disposal. Equipment prevent information being recovered from these components.
Agencies SHOULD consider secure disposal procedures and incorporate Mochanisms exist o securety disnose of modia when it s no tonger
11.7.35.C.01 Disposal these into the Access Card Usage Policy. Refer also to Media and IT Functional | Intersects With | Physical Media Disposal | DCH-08 v disp & 5
required, using formal procedures.
and disposal.
Agencies MUST develop a policy governing the use of MFDs, network Mechanisms exist to establish usage restriotions and implementation
11.8.3.C.01 MFD, nen{vork printer and | printers and fax machines, Functional | Intersects With Telecornr‘numcauor\s AST-19 guidance for «etecurr‘xmumcm.ufn eguvpmem to prevent pole‘nnal 5
fax machine usage policy Equipment damage or unauthorized modification and to prevent potential
MFD. network printor and Age’l‘c'es M:'ST de‘”"h"p @ policy governing the use of MFDs, network Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
, network printer and | printers and fax machines,
11.83.C.01 worke P! P Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
fax machine usage policy - '
Documentation resilient capabilities.
MFD, notwork printor and | 827199 MUST develop  policy governing the use of MFDs, network utt-Function Devices Mechanisms exist o securely configure Mult-Function Devices (MFD)
11.83.C.01 " printers and fax machines, Functional | Intersects With AST-23  |according to industry-recognized secure practices for the type of 8
fax machine usage policy
device.
Agencies sending classified messages MUST ensure that the message is Mechanisms exist to establish usage restrictions and implementation
1184601 Sondingfax messages | TMCYP1od 10 an appropriate level when communicated over unsecured Functional | Intersectswitn|  Telecommunications | | guidance for telecommunication equipment to prevent potential s
telecommunications infrastructure or the public switched telephone Equipment damage or unauthorized modification and to prevent potential
network.
Agencies sending classified messages MUST ensure that the message is Mechanisms exist to establish usage restrictions and implementation
1184601 Sondingfax messages | TMCYP1od 10 an appropriate level when communicated over unsecured Functional | intersectswitn|  Technology Use HRS.05.3 |Euidance for organizational technologies based on the potential to s
telecommunications infrastructure or the public switched telephone Restrictions cause damage to Technology Assets, Applications and/or Services
network. (TAAS). if used
Agencies MUST have separate MFDs o fax machines for sending olassified Mechanisms exist to establish usage restrictions and implementation
1184002 Sendingfax messages | 952695 and massagos classified RESTRICTED and below. Functional | intersectswitn|  Technology Use HRs.05.3 |Euidance for organizational technologies based on the potential to s
Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS). if used
The sender of a fax message SHOULD make arrangements for the receiver . -
. Mechanisms exist to establish usage restrictions and implementation
o:
Telecommunications suidance for telecommunication equipment to prevent potential
11.8.5.C.01 Receiving fax messages |collect the fax message as soon s possible after it is received; and Functional | Intersects With A ast-19 |8 " o eaup prevent porer 5
‘ as 800 Equipment damage or unauthorized modification and to prevent potential
notify the sender immediately if the fax message does not arrive when
eavesdropping.
expected.
The sender of a fax message SHOULD make arrangements for the receiver ) )
tor Mechanisms exist to establish usage restrictions and implementation
o ’ ) Technology Use guidance for organizational technologies based on the potential to
11.85.C.01 Receiving fax messages | collect the fax message as soon as possible after it is received; and Functional | Intersects With ) HRS-05.3 - 5
Restrictions cause damage to Technology Assets, Applications and/or Services
notify the sender immediately if the fax message does not arrive when c
(TAAS), if used maliciously.
expected.
Agencies MUST NOT enable a direct connection from a MFD to a telephone Mechanisms exist to develop, document and maintain secure baseline
1186601 Connecting MFDS to | network unless the telephone network s accredited to atleast thesame. | (oo | | Secure Baseline cro02 for Assets, and/or Services s
telephone networks | classification as the computer network to which the device is connected. Configura (TAAS) that are consistent with industry-accepted system hardening
standards.
‘Agencies MUST NOT enable a direct connection from a MFD to a telephone Mechanisms exist to establish usage restrictions and implementation
1186601 ConnectingMFDs to | network unless the telephone network s accredited toat least thesame | [ | | Technology Use HRS.05.3 |Euidance for organizational technologies based on the potential to s
telephone networks | classification as the computer network to which the device is connected. Restrictions damage to Assets, and/or Services
(TAAS).if used
‘Agencies SHOULD NOT enable a direct connection from a MFD to a Mechanisms exist to develop, document and maintain secure baseline
1186002 Connecting MFDS to | telephone network unless the telephone network is accredited toatleast | ¢ oo | | Secure Baseline cro0 for Assets, and/or Services s
telephone networks | the same classification as the computer network to which the device is Configurations (TAAS) that are consistent with industry-accepted system hardening
d standards.
Agencies SHOULD NOT enable a direct connection from a MFD to a Mechanisms exist to establish usage restrictions and implementation
1186002 Connecting MFDS o |talephons network unless the telephone network is accredited toatleast | c ol | Teohnology Use HRS.05.3 |Euidance for organizational technologies based on the potential to s
telephone networks | the same classification as the computer network to which the device is Restrictions damage to Assets, and/or Services
d (TAAS).if used
Where MFDs connected to computer networks have the ability to
communicate via a gateway to another network, agencies MUST ensure
that:
Commacting MFDs f“";"fn av‘;":evsf“se' “3?“““““”"‘ a”“h:"b“‘a;“"’:"d audit functions Multi-Function b Mechanisms exist to securely configure Multi-Function Devices (MFD)
onnecting MFDs to ; ulti-Function Devices
11.8.7.C.01 e or all classified information communicated by that device; Functional | Intersects With AST-23  |according to industry-recognized secure practices for the type of 5
computer networks | these mechanisms are of similar strength to those specified for (MFD) device.
workstations on that network; and :
each gateway can identify and filter the classified information in
accordance with the requirements for the export of data through a
satewav.
‘Agencies MUST NOT permit MFDs connected to computer networks to be Mechanisms exist to securely configure Multi-Function Devices (MFD)
Copying documents on - Multi-Function Devices :
11.8.8.C.01 MFDs used to scan or copy classified documents above the classification of the Functional Intersects With (MFD) AST-23 according to industry-recognized secure practices for the type of 5
connected network. device.
Obsorving MFD and fax | 2896195 SHOULD ensure that MFDs and fax machines e located in rocsss Controtfor Physical security mechanisms exist to restrict access to printers and
11.89.C.01 areas where their use can be observed. Functional | Intersects With PES-12.2 |other system output devices to prevent unauthorized individuals from 5
machine use Output Devices i
obtaining the output.
Somiomgand ‘Any maintenance or servicing MUST be conducted under supervision or by Mechanisms exist to conduct controlled maintenance activities
11.8.10.C.01 o mefence cleared personnel. Functional |Intersects With| Controlled Maintenance | MNT-02 [throughout the lifecycle of the Technology Asset, Application and/or 5
i
Senvice (TAAS).
‘Any storage devices, drums or cartridges with memory chips removed
11.810.0.02 Senvicing and during maintenance or senvicing MUST be disposed of following the Functional | intersactswitn|  Prevent MNT045 isms existto prevent of control the femoval of eauipment s
Maintenance processes prescribed in Chapter 13 - Media and IT equipment Removal that contains
D and Disposal
Toner cartridges MUST have the memory chip removed before the cartridge
Sonvicing and is recycled or otherwise disposed of. The memory chip MUST be disposed Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
11.8.10.C.08 of following the processes prescribed in Chapter 13 - Media and IT Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
D and Disposal. Equipment prevent information being recovered from these components.
Serioimgand ‘Any maintenance or servicing SHOULD be conducted under supervision o Mechanisms exist to conduct controlled maintenance activities
11.8.10..04 s ane by cleared personnel. Functional | Intersects With| Controlled Maintenance | MNT-02 | throughout the lifecycle of the Technology Asset, Application and/or 5
Service (TAAS).
Senvicingand :"V_ s‘”age‘de"'m’ drums or “S’:giﬁ)":)""dmm"’; C;""’fl'em‘”f: Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
i
11.8.10.C.05 vicing uring maintenance or servicing e disposed of following the Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Maintenance processes prescribed in Chapter 13 - Media and IT equipment ;
! Equipment prevent information being recovered from these components.
D and Disposal.
The use of any USB capability MUST be conducted under supervision or b Mechanisms exist to restrict or prohibit the use of portable storage
11.8.11.C.01 USB Devices Y Y pability ucted under supervision obY | ¢ ctional | Intersects With | Portable Storage Devices | DCH-13.2 chanisms exist to restrict or prohibit the use of p rag 5
cleared personnel. devices by users on external system:
1ea1.0.00 5B Devices The use of any USB capability SHOULD be conducted under supenvsionor | ¢ o T T rage Devices | DCH-1a.2 |Mechanisms exist o restictor prohioit the use of portable storage R
by cleared personnel. devices by users on external systems.
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Any storage devices, drums, cartrid hips or oth t
becommissioningand |tecs orage e "mge e U b A anens Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
11.8.12.0.01 ¢ at may contain data or copies of documents e disposed of Functional | Intersects With | Destruction or Re-Use of |  AST-09 using defi and methods to 5
Disposal following the processes prescribed in Chapter 13 - Media and IT equipment
Equipment prevent information being recovered from these components.
D and Disposal.
‘Any storage devices, drums, cartridge memory chips or other components
Decommissioning and |12 e contain data or copies of documents SHOULD be disposed of Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
11.8.12.0.02 Diamosal following the processes prescribed in Chapter 13 - Media and IT equipment |  Functional [ Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Management, Decommissioning and Disposal. Equipment prevent information being recovered from these components.
Logging multtunction |5 O MFDS for prining, scanring, and copying purposes SHOULD be Mt Fumotion Devices Mechanisms exist to securely corfigure Mul-Function Devices (MFD)
11.8.13.0.01 centrally logged. Functional ~ Intersects With AST-23  |according to industry-recognized secure practices for the type of 5
device use (MFD)
device.
‘Agencies MUST select products in the following order of preference:
a protection profile (PP) evaluated product;
products having completed an evaluation through the AISEP or recognised existto govern Assets,
i ; Applications and/or Services (TAAS) by:
Evaluated product ur\d:rthe CamTun Cmen: R:‘cst;g;mnnAvrangemem (CCRA); Socurity, Gompliance & “p[.:;:fa fonsanc crals:met( om; A
12.1.30.C.01 selection preference | Products in evaluationinthe : . Functional | Intersects With | Resilience Requirements |  PRM-05  |(1) Defining technical security, compliance and resilien 5
P products in evaluation in a scheme where the outcome will be recognised e requirements; and
by the GCSB when the evaluation is complete; or (2) Performing a criticality analysis at predefined decision points in the
If products do not fall within any of these categories, contact the GCSB. Secure Development Life Cycle (SDLC).
T Assets,
Evaluated product wne;\ choosw:g ahproduc(, sgoncis P;IUSTtTlo.cumeLmtthejusl:jflcauontfor Socurity, Gompliance & Fechariams it o prea ﬁA:(sWva ssets
12.1.30..02 selection preference | Y 4ecision to ehoose a product that is sill in evaluation and aceeptany | - ¢ional | intersects With | Resilience Requirements | PRM-05 | ~PPucations and/or Services (TAAS) by: 5
security risk introduced by the use of such a product. ! (1) Defining technical security, compliance and resilience
order Definition
and
‘Agencies SHOULD select products in the following order of preference:
a protection profile (PP) evaluated product;
products having completed an evaluation through the AISEP or recognised existto govern Assets,
i ; Applications and/or Services (TAAS) by:
Evaluated product ur\d:rthe CamTun Cmen: R:‘cst;g;mnnAvrangemem (CCRA); Socurity, Gompliance & “p[.:;:fa fonsanc crals:met( om; A
12.1.30.0.03 selection preference | Products in evaluationinthe : . Functional | Intersects With | Resilience Requirements | PRM-05  |(1) Defining technical security, compliance and resilien 5
P products in evaluation in a scheme where the outcome will be recognised e requirements; and
by the GCSB when the evaluation is complete; or (2) Performing a criticality analysis at predefined decision points in the
If products do not fall within any of these categories, normal selection Secure Development Life Cycle (SDLC).
criteria (such as functionality and security) will apply.
‘Agencies SHOULD select products that have their desired security exist to design and product
functionality within the scope of the products evaluation and are to ively govern the design, development and
applicable to the agency's intended environment. of Assets, and/or Services (TAAS)
Cvalusted procuct across the System Development Life Cycle (SDLC) to:
12.1.31.0.01 ety Functional ~ [Intersects With| Product Management | TDA-01.1 (1) Improve functionali 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies MUST check consumer guides for products, where available, to existto govern Assets,
Product specific | det duct specif 1t Security, Compliance & Applications and/or Services (TAAS) by:
12.1.32.0.01 P! letermine any product specific requirements. Functional | Intersects With | Resilience Requirements | PRM-05 | "-PP" ¥: 5
requirements (1) Defining technical security, compliance and resilience
Definition p
and
‘Agencies MUST check consumer guides for products, where available, to Mechanisms exist to define business processes with consideration for
determine any product specific requirements. security, compliance and resitience that determines:
(1) The resulting risk to assets,
Product specifi By P
12.1.32.C.01 roduct specific Functional | Intersects With usiness Process PRM-06  [and other organizations; and 5
requirements Definition
(2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
‘Agencies MUST check consumer guides for products, where available, to isms exist to design and i product
determine any product specific requirements. processes to proactively govern the design, development and
ion of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Product specific v
12.1.32.C.01 A Functional [Intersects With| Product Management | TDA-01.1 [(1) Improve functionality; 5
d (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Wh duct specifi ts exist de. ) existto overn Assets,
Productspecific | MUST sompy wih e reqrements atined n e consumer e, Securty, Compliance & Aoplictions andor Sendces (TAAS
12.1.32.0.02 P! comply with the requirements outlined in the consumer guide. Functional | Intersects With | Resilience Requirements | PRM-05 | ""PP. v » 5
requirements ! (1) Defining technical security, compliance and resilience
Definition p
and
Where product specific requirements exist in a consumer guide, agencies Mechanisms exist to define business processes with consideration for
MUST comply with the requirements outlined in the consumer guide. security, compliance and resilience that determines:
” : (1) The resulting risk to i assets,
Product specific Business Process
12.1.32.C.02 P Functional | Intersects With PRM-06  |and other organizations; and 5
requirements Definition § - . .
(2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
Where product specific requirements exist in a consumer guide, agencies exist to design and product
MUST comply with the requirements outlined in the consumer guide. processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
” across the System Development Life Cycle (SDLC) to:
Product specific )
12.1.32.0.02 o Functional ~ [Intersects With| ~Product Management | TDA-01.1 (1) Improve functionality; 5
al (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies selecting high assurance products and HACE MUST contact the ) existto govern Assets,
Product specific | GCSB and comply with duct specific requirements, bef Security, Compliance & Applications and/or Services (TAAS) b
i icati i :
12.1.32.0.08 uct sp and comply with any product specific requirements, before any Functional ~ [Intersects With | Resilience Requirements | PRM-05 |"°" Y " 5
requirements purchase is made. o (1) Defining technical security, compliance and resilience
i and
‘Agencies selecting high assurance products and HACE MUST contact the Mechanisms exist to define business processes with consideration for
GCSB and comply with any product specific requirements, before any security, compliance and resilience that determine:
" purchase is made. ! (1) The resulting risk to assets, individual
Product specifi B P
12.1.32.0.03 roduct specific Functional | Intersects With usiness Process PRM-06 [and other organizations; and 5
requirements Definition y L " "
(2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
‘Agencies selecting high assurance products and HACE MUST contact the exist to design and product
GCSB and comply with any product specific requirements, before any processes to proactively govern the design, development and
purchase is made. of Assets, and/or Services (TAAS)
- across the System Development Life Cycle (SDLC) to:
Product specific )
12.1.32.0.08 reauiromonts Functional ~ [Intersects With| Product Management | TDA-01.1 (1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies SHOULD: Mechanisms exist to design and implement product management
obtain software from verifiable sources and veriy its integrity using vendor processes to proactively govern the design, development and
supplied checksums; and ion of Assets, Applications and/or Services (TAAS)
Sourcingnon-ovaluated |23t the softwares interaction with the operating systems and network across the System Development Life Cycle (SDLC) to:
12.1.33.0.01 o within a test environment prior to Use on operational systems. Functional ~[Intersects With| Product Management | TDA-01.1 [(1) Improve functionalit 5
(2) Enhance security and resiliency capab
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
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Agencies procuring high assurance products and HACE MUST contact the Mechanisms exist to design and implement product management
GCSB and comply with any product specific delivery procedures. processes to proactively govern the design, development and
ion of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Delivery of evaluated ;
12.1.34.C.01 orouete Functional ~ [Intersects With | Product Management | TDA-01.1 [(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD ensure that products are delivered in a manner exist to design and product
istent with any delivery defined in associ processes to proactively govern the design, development and
documentation. of Assets, and/or Services (TAAS)
Deliveryof ovalusted across the System Development Life Cycle (SDLC) to:
12.1.34.C.02 roduots Functional ~ [Intersects With | Product Management | TDA-01.1 [(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies SHOULD ensure that products purchased without the delivery exist to design and i product
assurances provided through the use of formally evaluated procedures are processes to proactively govern the design, development and
delivered in a manner that provides confidence that they receive the of Assets, Applications and/or Services (TAAS)
product that they expect to receive in an unaltered state, including across the System Development Life Cycle (SDLC) to:
Delivery of non-evaluated ‘ '
12.1.35.C.01 rodete checking: Functional ~ [Intersects With| Product Management | TDA-01.1 | (1) Improve functionali 5
any labelling changes; (2) Enhance security and resiliency capabilities;
any damage; and (3) Correct security deficiencies; and
any signs of tampering. (4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD ensure that leasing agreements for IT equipment takes exist to design and product
into account the: processes to proactively govern the design, development and
difficulties that could be encountered when the equipment needs of Assets, and/or Services (TAAS)
maintenance; across the System Development Life Cycle (SDLC) to:
12.1.36.C.01 Leasing arrangements | control of remote maintenance, software updates and fault diagnosis; Functional ~ [Intersects With | Product Management | TDA-01.1 [(1) Improve functionality; 5
if the equipment can be easily sanitised prior to its return; and (2) Enhance security and resiliency capabilities;
the possible requirement for destruction if sanitisation cannot be (3) Correct security deficiencies; and
performed. (4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies SHOULD choose products from developers that have made a exist o design and i product
commitment to the ongoing maintenance of the assurance of their processes to proactively govern the design, development and
product. ion of Assets, and/or Services (TAAS)
Ongoing maintenance of across the System Development Life Cycle (SDLC) to:
12.1.37.€.01 AN, Functional ~[Intersects With| Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Installationand | Agencies MUST ensure that high assurance products and HACE are Configuration Mechanisms exist to facilitate the implementation of configuration
1225.C.01 configuration of |installed, configured, operated and administered in accordance with all Functional | Subset Of CFG-01 10
Management Program management controls.
evaluated products | product specific policy.
Installationand | Agencies SHOULD install, configure, operate and administer evaluated Configuration Mochanisms exist to faciitate the implementation of configaration
12.25.C.02 configuration of | products in accordance with available documentation resulting fromthe | Functional | Subset Of CFG-01 10
Management Program management controls.
evaluated products _ | products evaluation.
Agencies wishing to use a product in an unevaluated configuration MUST
Useof evaluated  |undertake a security risk assessment including:
' Configuration Mechanisms exist to facilitate the implementation of configuration
12.2.6.C.01 products in unevaluated |the necessity of the unevaluated configuration; Functional | Subset Of CFG-01 10
’ Management Program management controls.
configurations | testing of the unevaluated configuration; and
the in which the broduct s to be used.
Use of evaluated | High assurance products and HACE MUST NOT be used in unevaluated . ) ) ) -
Configuration Mechanisms exist to facilitate the implementation of configuration
12.26.C.02 products in unevaluated |configurations. Functional | Subset Of CFG-01 10
nunes Management Program management controls.
Agencios MUST classify IT equipment based on the hghest classification of tto ata ond assets are o
12.3.4.C.01 Classifying IT equipment | "ormation the equipment and any associated media within the Functional | Intersects With Data & Asset DCH-02 |accordance with applicable statutory, regulatory and contractual 5
are approved for storing or Classification ;
requirements.
Agencios MUST cassify IT equipment based on the hghest classifcation of Mochanisms existto mark madia in accordancewith data protection
12.3.4.C.01 Classifying IT equipment | "ormation the equipment and any associated media within the Functional | Intersects With Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
are approved for storing or handling caveats and applicable security requirements.
‘Agencies MUST clearly label all IT equipment capable of storing or Data & Assot Mechanisms exist to ensure data and assets are categorized in
12.35.C.01 Labelling IT equipment | processing classified information, with the exception of HACE, with the Functional ~ |Intersects With Ponibiet DCH-02  |accordance with applicable statutory, regulatory and contractual 5
protective marking. i
‘Agencies MUST clearly label all IT equipment capable of storing or Mechanisms exist to mark media in accordance with data protection
12.35.C.01 Labelling IT equipment | processing classified information, with the exception of HACE, with the Functional ~ Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
protective marking. handling caveats and security
‘Agencies MUST clearly label all IT equipment in data centres or computer Data & Assot Mechanisms exist to ensure data and assets are categorized in
12.35.0.02 Labelling IT equipment | rooms with an asset i andthe level of towhich | Functional |Intersects With e DCH-02  |accordance with applicable statutory, regulatory and contractual 5
that equipment has been accredited. i
‘Agencies MUST clearly label all IT equipment in data centres or computer Mechanisms exist to mark media in accordance with data protection
12.35.0.02 Labelling IT equipment | rooms with an asset i andthe level of towhich | Functional |Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
that equipment has been accredited. handling caveats and security
Labelling high assurance | AE°7C195 MUST NOT have any non-ossential labels applied to external Data & Assot Mechanisms exist to ensure data and assets are categorized in
12.36.C.01 surfaces of high assurance products. Functional ~ Intersects With DCH-02  |accordance with applicable statutory, regulatory and contractual 5
products Classification ’
Labelling high assurance | AE°7195 MUST NOT have any non-ossential labels applied to external Mechanisms exist to mark media in accordance with data protection
12.36.C.01 pib surfaces of high assurance products. Functional ~ Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and security
‘Agencies SHOULD seek GCSB authorisation before applying labels to bata & Assot Mechanisms exist to ensure data and assets are categorized in
12.3.7.0.01 Labelling HACE | external surfaces of HACE. Functional | Intersects With st DCH-02  |accordance with applicable statutory, regulatory and contractual 5
‘Agencies SHOULD seek GCSB authorisation before applying labels to Mechanisms exist to mark media in accordance with data protection
12.3.7.0.01 Labelling HACE  |external surfaces of HACE. Functional | Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and security
‘Agencies SHOULD monitor relevant sources for information about new exist to design and product
vulnerabilities and secrity patches for software and IT equipment used by processes to proactively govern the design, development and
the agency. of Assets, and/or Services (TAAS)
Volnerabilties and patch ) across the System Development Life Cycle (SDLC) to:
12.43.C.01 avaability anareness Functional ~ [Intersects With| ~Product Management | TDA-01.1 (1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies MUST apply all critical security patches as soon as possible and Mechanisms exist to design and implement product management
within two (2) days of the release of the patch or update. processes to proactively govern the design, development and
ion of Assets, and/or Services (TAAS)
Patching volnerabilit across the System Development Life Cycle (SDLC) to:
12.44.C.01 i oradunts Functional ~ [Intersects With| Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabil
(8) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
‘Agencies MUST implement a patch management strategy, including an exist to design and product
evaluation or testing process. processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
potohing vulnorabiliies across the System Development Life Cycle (SDLC) to:
12.4.4.C.02 i roduts Functional ~ [Intersects With | Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
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Agencies MUST NOT patch high assurance products or HACE without the Mechanisms exist to design and implement product management
patch being approved by the GCSB. processes to proactively govern the design, development and
ion of Assets, Applications and/or Services (TAAS)
Patching wlnerablities actoss the System Development Life Cycle (SDLC) to:
12.4.4.C.03 i products Functional | Intersects With | Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD apply all critical security patches as soon as possible exist to design and product
and preferably within two (2) days of the release of the patch or update. processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
Patching vulnerabilities across the System Development Life Cycle (SDLC) to:
12.4.4.C.04 in products Functional | Intersects With | ~ Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD apply all non-critical security patches as soon as existto design and i product
possible. processes to proactively govern the design, development and
ion of Assets, Applications and/or Services (TAAS)
Patching vlnerablities actoss the System Development Life Cycle (SDLC) to:
12.4.4.C.05 i products Functional | Intersects With |~ Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD ensure that security patches are applied through a exist to design and product
vendor recommended patch or upgrade process. processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
Patching vulnerabilities across the System Development Life Cycle (SDLC) to:
12.4.4.C.06 in products Functional |Intersects With | ~ Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Where known vulnerabilities cannot be patched, or security patches are
not available, agencies SHOULD implement:
controls to resolve the vulnerability such as:
disable the with th though product
configuration;
ask the vendor for an alterative method of managing the vulnerability;
install a version of the product that does not have the identified
vulnerability;
install a different product with a more responsive vendor; or
engage a software developer to correct the software.
controls to prevent exploitation of the vulnerability including:
apply external input sanitisation (if an input triggers the exploit);
apply filtering or verification on the software output (if the exploit relates to
an information disclosure);
1245001 When security patehes - |apply additional access controls that prevent access tothe vulnerabilty, | Lol Compensating Rsk.op,z |Mechanisms exist to dentify and implement compensating s
arenotavailable  [or Countermeasures countermeasures to reduce risk and exposure to threats.
configure firewall rules to limit access to the vulnerable software.
controls to contain the exploit including:
apply firewall rules limiting outward traffic that is likely in the event of an
exploitation;
apply mandatory access control preventing the execution of exploitation
code; or
setfile system permissions preventing exploitation code from being written
to disk;
allow and deny listing to prevent code execution; and
controls to detect attacks including:
deploy an IDS;
monitor logging alerts; or
use other as iate for the detection of exploits using
the known
Where known vulnerabilities cannot be patched, or security patches are
not available, agencies SHOULD implement:
controls to resolve the vulnerability such as:
disable the i with the though product
configuration;
ask the vendor for an alterative method of managing the vulnerability;
install a version of the product that does not have the identified
vulnerability;
install a different product with a more responsive vendor; or
engage a software developer to correct the software.
controls to prevent exploitation of the vulnerability including: Mechanisms exist to design and implement product management
apply external input sanitisation (if an input triggers the exploit); !
et o y . processes to proactively govern the design, development and
apply filtering or verification on the software output (if the exploit relates to N N
an information disclosurcls of Assets, A and/or Services (TAAS)
When security patches | apply additional access controls that prevent access to the vulnerability; across the System Development Lifa Cycls (SDLG) to:
12.45.C.01 are not svaitoble ot Functional | Intersects With |~ Product Management | TDA-01.1 [(1) Improve functionality; 5
- (2) Enhance security and resiliency capabilities;
configure firewall rules to limit access to the vulnerable software. -
n (3) Correct security deficiencies; and
controls to contain the exploit including: ,
N e . . (4) Conform with applicable statutory, regulatory and/or contractual
apply firewall rules limiting outward traffic that is likely in the event of an con
obligations.
exploitation;
apply mandatory access control preventing the execution of exploitation
code; or
setfile system permissions preventing exploitation code from being written
to disk;
allow and deny listing to prevent code execution; and
controls to detect attacks including:
deploy an IDS;
monitor logging alerts; or
use other as iate for th of exploits using
the known
Agencies MUST ensure that any firmware updates are performed ina isms exist to design and product
manner that verifies the integrity and authenticity of the source and of the processes to proactively govern the design, development and
updating process or updating utilty. ion of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
12.4.6.C.01 Firmware updates Functional | Intersects With | - Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Agencies SHOULD assess the security risk of continued use of software or Mechanisms exist to design and implement product management
IT equipment when a cessation date for support is announced or when the processes to proactively govern the design, development and
product is no longer supported by the developer. ion of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
12.4.7.C.01 Unsupported products Functional | Intersects With |~ Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
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Agencies SHOULD assess the security risk of continued use of software or
IT equipment when a cessation date for support is announced or when the existto prevent Assets,
i . Applications and/or Services (TAAS) by:
v i
12.4.7.C.01 Unsupported products Functional |Intersects With|  Assets, Applications A7 | g placing PP P 5
! is no longer available from the developer, vendor or manufacturer; and
and/or Services (TAAS)
(2) Requiring justification and documented approval for the continued
use of unsupported TAAS required to satisfy mission/business needs.
‘Agencies MUST seek GCSB approval before undertaking any repairs to high exist to develop, di review & update
12.5.3.0.01 Maintenance and repairs | assurance products or HACE. Functional |  Subset Of Operations | MNT-01 tofacilitate the of controls 10
across the enterpri
‘Agencies MUST seek GCSB approval before undertaking any repairs to high Mechanisms exist to conduct controlled maintenance activities
12.5.3.0.01 Maintenance and repairs | assurance products or HACE. Functional | Intersects With| Controlled Maintenance | MNT-02 the lifecycle of the Asset, Appl and/or 5
Service (TAAS).
Maintenance and repairs of IT equipment containing media SHOULD be exist to develop, di review & update
12.5.3.C.02 Maintenance and repairs | carried out on-site by an appropriately cleared technician. Functional |  Subset Of Operations | MNT-01 tofacilitate the of controls 10
across the enterori
Maintenance and repairs of IT equipment containing media SHOULD be Mechanisms exist to conduct controlled maintenance activities
125.3.C.02 Maintenance and repairs | carried out on-site by an appropriately cleared technician. Functional [ Intersects With | Controlled Maintenance | MNT-02 the lifecycle of the Asset, Appl and/or 5
Service (TAAS).
If an uncleared technician is used to undertake maintenance of repairs of
IT equipment, the technician MUST be escorted by someone who:
Maintenance and repairs |is appropriately cleared and briefed; Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance
125.4.C.01 byanuncleared |takes due care to ensure that classified information is not disclosed; Functional  [Intersects With | Without MNT-06.1 who do not have access 5
technician takes all responsible measures to ensure the integrity of the equipment; Access clearances or formal access approvals are appropriately mitigated.
and
has the authoritv to direct the technician.
If an uncleared technician is used to undertake maintenance of repairs of
Maintenance and repairs | . LD o, e Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance
12.5.4.C.02 by an uncleared equipment, agencies sanitise and reclassify or declassify the Functional | Intersects With|  Without MNT-06.1 who do not have iate access 5
and media before or repair workis
technician Access clearances or formal access approvals are appropriately mitigated.
Maintenance and repairs | Agencies SHOULD ensure that the ratio of escorts to uncleared technicians Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance
12.5.4.C.08 byanuncleared |allows for appropriate oversight of all activities. Functional ~ [Intersects With | Without MNT-06.1 who do not have access 5
technician Access or formal access approvals are iately mitigated.
If an uncleared technician is used to undertake maintenance of repairs of
Maintenance and repairs | o oD e e ; Maintenance Personnel Mechanisms exist to ensure the risks associated with maintenance
12.5.4.C.04 by an uncleared equipment, the techniclan ¢ escorted by someone who is Functional |Intersects With |  Without MNT-06.1 who do not have iate access i 5
familiar with the product to the work being
technician Access clearances o formal access approvals are appropriately mitigated.
performed.
‘Agencies having IT equipment maintained or repaired off-site MUST ensure
12.55.0.01 Off-site maintenance and| that the physical transer, processing and storage requiremens are Functional | intersects with|  Field Maintenance MNT.0s | Mechanisms existto securely conduct feld maintenance on R
repairs appropriate for the classification of the product and are maintained at all geographically deployed assets.
times.
‘Agencies having IT equipment maintained or repaired off-site MUST ensure -
Off-site maintenance and| that the physical transfer, processing and storage requirements are st to activities are
12.5.5.C.01 Phy: " P e ge req > Functional |Intersects With | ~ Off-Site Maintenance MNT-09 [conducted securely and the asset(s) undergoing maintenance actions 5
repairs appropriate for the classification of the product and are maintained at all
; are secured during physical transfer and storage while off-site.
imes.
fsit d maint SHOULD treat all t
Maintenance and repair | Ot rePairs e fom e exist to develop, review & update
12.5.6.C.01 of IT equipment from with the or the highes ° Functional Subset Of Operations | MNT-01 to facilitate the i jon of controls 10
pr d, stored or inthe area that the
secure areas across the enterprise.
will be returned to.
fsit d maint SHOULD treat all t
Maintenance and repair Offsi empa‘rsfh”mma'" enance fom hre: a( squipment in . Mechanisms exist to conduct controlled maintenance activities
12.5.6.C.01 of IT equipment from with the or the highes ° Functional |Intersects With | Controlled Maintenance | MNT-02 |throughout the lifecycle of the Technology Asset, Application and/or 5
pr d, stored or inthe area that the
secure areas Service (TAAS).
will be returned to.
Maintenance and repair | Agencies SHOULD conduct or arrange to have technical inspections exist to develop, di review & update
12.5.6.C.0; of IT from on all equipment returned to the secure area after maintenance | Functional | Subset Of Operations | MNT-01 tofacilitate the of controls 10
secure areas or repair. across the enterpri
Maintenance and repair | Agencies SHOULD conduct or arrange to have technical inspections Mechanisms exist to conduct controlled maintenance activities
12.5.6.C.0; of IT from on all equipment returned to the secure area after maintenance |  Functional Intersects With | Controlled Maintenance | MNT-02 the lifecycle of the Asset, Appl andlor 5
secure areas o repair. Service (TAAS).
Agencies MUST saniti troy, then declassify, IT equipment ]
Sanitisation or ge:":'es S ey de: o en dectassify, IT equipment Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
12.6.4.C.01 destruction of IT containing any media before disposal- Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
equipment Equipment prevent information being recovered from these components.
[ t iat ia that h tored NZE
Sanitisation or 'E““'P‘"‘E" af;d assoc‘li ed mimad ;U:Tv: pro::essedd‘or'j orezd . 2 Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
12.6.4.C.02 destruction of IT "” ormation, and cannot be sanitised, © e :;‘e °© lew eatan Functional | Intersects With | Destruction or Re-Use of [  AST-09 using i i and methods to 5
v v nd di .
equipment o o and disposal Equipment prevent information being recovered from these components.
Agencies MUST h t for the disposal of IT
gencies : UST have a documented process for the disposal Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
12.6.5.C.01 Disposal of IT equipment | *4/PMeNt- Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies MUST contact the GCSB ly with ts f
mge:cles l\JSf hca: act the GCS! :ndlcomp ly with any requirements for Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
12.6.5.C.02 Disposal of IT equipment | T'® disPosal of high assurance products. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies MUST contact the GCSB ly with ts f
mge:cles l\JSf ::gEac e GCSB and comply with any requirements for Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
12.6.5.C.03 Disposal of IT equipment | ¢ A1SPO98L 0" . Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies MUST contact GCSB Iy with irements for thi
dge"mf f?:‘M;Z;T” ‘G:IST and ey e Tents orhe Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
12.6.5.0.04 Disposal of IT equipment "5":“ "L rated|T equipment orif the equipment s non- Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
unctional. Equipment prevent information being recovered from these components.
‘Agencies MUST formally saniti then authorise the disposal of IT
gencies : s e 'se;"dd en authorise the disposal o Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
) equipment, or waste, into the public domain. : e
12.6.5.C.05 Disposal of IT equipment | *®P" P Functional | Intersects With | Destruction or Re-Use of [  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
Agencies MUST formally sanitise and then authorise the disposal of IT Mechanisms exist to sanitize system media with the strength and
ipment, te, into the public domain. ) System Media integrity commensurate with the classification or sensitivity of the
12.6.5.C.05 Disposal of IT equipment | S4UiPMent, or waste, into the public domain Functional | Intersects With ystel DCH-0g | /MteBMY ¢ w on or sensitvity 5
Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Sanitising printer | Agencies MUST print at least three pages of random text with no blank Mochanisms existto securely dispose of media when i is o longer
12.66.C.01 cartridges and copier | areas on each colour printer cartridge with an integrated drum or separate | Functional | Intersects With | Physical Media Disposal | DCH-08 ! : Y 5
required, using formal procedures.
drums copier drum.
Sanitising printer | Agencies SHOULD print at least three pages of random text with no blank Mochanisms exist to securaly dispose of media when i is o longer
12.6.6.C.02 cartridges and copier | areas on each colour printer cartridge with an integrated drum or separate | Functional | Intersects With | Physical Media Disposal | DCH-08 ! : Y 5
required, using formal procedures.
drums copier drum.
Destroying printer | Agencies unable to sanitise printer cartridges with integrated copier drums ) .
) ) Mechanisms exist to securely dispose of media when itis no longer
12.6.7.C.01 cartridges and copier | or discrete copier drums, MUST destroy the cartridge or drum. Functional | Intersects With | Physical Media Disposal | DCH-08 hanisms Y disp wheniti 8 5
required, using formal procedures.
drums
Destroying printer | Agencies unable to sanitise printer cartridges with integrated copier drums ) .
) ) Mechanisms exist to securely dispose of media when itis no longer
12.6.7..02 cartridges and copier | or discrete copier drums, SHOULD destroy the cartridge or drum. Functional | Intersects With | Physical Media Disposal | DCH-08 hanisms Y disp wheniti 8 5
required, using formal procedures.
drums
M 1Ly i th h
Disposal of televisions fg‘e:c'es usT e ‘;s"’ec' f"de"’ N ‘_’f‘_’ ‘:T";"g “": © :"g b'“ess Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
i
12.68.C.01 P © the maximum fevet to determine [ any classified information hasbeen | ¢, yorional  |Intersects With | Destruction or Re-Use of | AST-09 using and methods to 5
and monitors burntinto or persists on the screen, before redeployment or disposal. ) ;
Equipment prevent information being recovered from these components.
M itise vi t X
Sanitising televisions and Agencies UtST auim:t wl santise Vf:" :ireens vith T:'m burn ‘f” or Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
i isi
12.6.9.C.01 g el image persistence by displaying a solid white image on the screen for an Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
monitors extended period of time. If burn-in cannot be corrected the screen MUST be ) ;
1 be corrs Equipment prevent information being recovered from these components.
processed through an approved facility.
Because of the risks that data can be recovered from monitors, it is . ]
S Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
LCD/LED, plasmaand |essential that any redeployment or disposal of monitors MUST follow the
12.6.10.C.01 Functional | Intersects With | Destruction or Re-Use of | AST-09 using and methods to 5
non-CRT monitor types |guidance in the NZISM. ;
Equipment prevent information being recovered from these components.
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Agencies SHOULD incorporate the consideration of supply chain risks into

Mechanisms exist to develop a plan for Supply Chain Risk Management

monitoring performance against those plans.

an derisk and process. Supply Chain Risk (SCRM) iated with the
12.7.14.0.01 Risk Management Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
Agencies SHOULD incorporate the consideration of supply chain risks into Mechanisms exist to:
an ion-wide risk and process. Supply Chain sk (1) Evaluate security risks and threats associated with Technology
12.7.14.0.01 Risk Management Functional | Intersects With| | *PPY UL | TPM-03 | Assots, Applications andjor Senvices (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
Agancies SHOLLD monitor supply chiain risks on an angoing basis and Mechanisms exist to develop a plan for Supply Chain Risk Management
adjust mitigations and controls appropriately. Supply Ghain Risk (SCRM) ated with the N
12.7.14.0.02 Risk Management Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD monitor supply chain risks on an ongoing basis and Mechanisms exist to:
adjust mitigations and controls appropriately. Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.14.0.02 Risk Management Functional | nterseots With| | *PPY AL | TPM-03 | Assots, Applications andlor Senvices (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
‘Agencies SHOULD follow the Government Rules of Procurement. Mochanisms existto dovelop a plan for Supply Chain Risk Management
Supply Chain Risk (SCRM) associated with the i
12.7.14.0.03 Risk Management Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
Agencies SHOULD follow the Government Rules of Procurement. Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology
Supply Chain Risk
12.7.14.0.03 Risk Management Functional | Interseots With| | *PPY RHCEAE | TPM-03 | Assots, Applications andlor Senvices (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
ﬁz:‘:"::::oum require tenderers and contractors to provide Mechanisms exist to develop a plan for Supply Chain Risk Management
Contractor or Supplier _|identifying any restrictions on the disclosure, transfer o use of technology Supply Ghein Risk (SCRM) assaciated with the isition, mai
12.7.15.0.01 Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Capability arising out of export controls or security arrangements; and )
“ " ) Plan (TAAS), including documenting selected mitigating actions and
demonstrating that their supply chains comply with the security of supply
monitoring performance against those plans.
set out in the contract
Agencies SHOULD require tenderers and contractors to provide -
peencles ot Mechanisms exist to:
Contractor or Supplier |identifying any restrictions on the disclosure, transfer or use of technology Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.15..01 ) o losure, Functional |Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
Capability arising out of export controls or security arrangements; and Management (SCRM)
(2) Take appropriate remediation actions to minimize the organization's
demonstrating that their supply chains comply with the security of supply ‘
exposure to those risks and threats, as necessary.
set out in the contract
Agencies SHOULD request information from contractors and Mechanisms exist to develop a plan for Supply Chain Risk Management
subcontractors to assess their ability to protect information. y . - .
Contrastor or Supplier Supply Chain Risk (SCRM) with the
12.7.15.0.02 ooty Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD request information from contractors and Mechanisms exist to:
Contrastor or Supplier | BCONactors to assess their ability to protect informaion. Supply Chain Risk (1) Evaluste security risks and threats associated with Technology
12.7.15.0.02 ; Functional |Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
Capability Management (SCRM)
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
‘Agencies MUST inolude contractual obligations on all contractors and Mochanisms existto dovelop a plan for Supply Chain Risk Management
subcontractors to safeguard information throughout the tendering and . " :
- Supply Chain Risk (SCRM) with the
12.7.16.C.01 Security of Information | COtacting procedure. Functional | Intersects With| Management (SCRM) RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies MUST include contractual obligations on all contractors and Mechanisms exist to:
subcontractors to safeguard information throughout the tendering and Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.16.C.01 Security of Information | contracting procedure. Functional  |Intersectswith| PP FIICARL | TPM.03 - |Assets, Applications andjor Services (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies SHOULD include contractual obligations to safeguard Mechanisms exist to develop a plan for Supply Chain Risk Management
the tendering and procedure. Supply Chain Risk (SORM) assasiatedaith the e
12.7.16.0.02 Security of Information Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD include contractual obligations to safeguard Mechanisms exist to:
the tendering and rocedu Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.16.C.02 Security of Information Functional | ntersects with| | *PPY AL | TPM-03 [ Assets, Applications andlor Senvices (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies SHOULD reject contractors and subontractors where they do Mochanisms existto dovelop a plan for Supply Chain Risk Management
ot possess the necessary reiabilty to exclude isks to national security; Supply Chain Risk (SORM) assasiatedaith the :
12.7.16.0.03 Security of Information | " 2@ breached obligations relating to security of information during a Functional | Intersects With| Management (SCRM) RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
previous contract in circumstances amounting to grave misconduct. o
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD reject contractors and subcontractors where they do Mechanisms exist to:
not possess the necessary reliability to exclude risks to national security; Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
Security of Information | or have breached obligations relating to security of information during a Functional | Intersects with| | 200X TR Sy | TPMM03  [Assets, Applications andor Senvices (TAAS) supply chains; and 5
previous contract in circumstances amounting to grave misconduct. (2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies SHOULD ensure that changes in their supply chain during the Mechanisms exist to develop a plan for Supply Chain Risk Management
performance of the contract will not adversely affect the continuity of Supply Chain Risk {soRM) B,
12.7.17.0.01 Continuity of Supply | SUPPY reduirements. Functional | Intersects With| Management (SCRM) RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD ensure that changes in their supply chain during the Mechanisms exist to identify, prioritize and assess suppliers and
12747001 Continuity of Supply _|PErOrmance of the contract will ot adversely afect the continuityof Functional | intersacts witn|  Thi-Party Criticatity | [partners of citical Technology Assets, Applications and/or Services .
supply requirements. Assessments (TAAS) using a supply chain risk assessment process relative to their
i in supporting the delivery of high-value services.
‘Agencies SHOULD ensure that changes in their supply chain during the Mechanisms exist to:
performance of the contract will not adversely affect the continuity of Supply Ghain sk (1) Evaluate security risks and threats associated with Technology
Continuity of Supply | supply requirements. Functional | Intersects with| | 202X TR Coy | TPMM03  [Assets, Applications andor Senvices (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies MUST require suppliers and contractors to provide the Mechanisms exist to develop a plan for Supply Chain Risk Management
provenance of any products or equipment. Supply Chain Risk (SCRM) with the
12.7.18.0.01 Product Assurance Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies MUST require suppliers and contractors to provide the Mechanisms exist to:
provenance of any products or equipment. Supply Ghain sk (1) Evaluate security risks and threats associated with Technology
12.7.18.0.01 Product Assurance Functional | Intersectswith | "% TR sy | TPM-08 [Assets, Applications andior Services (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
‘Agencies SHOULD require suppliers and contractors to provide the Mechanisms exist to develop a plan for Supply Ghain Risk Management
provenance of any products or equipment. Supply Chain Risk (SCRM) with the )
12.7.18.0.02 Product Assurance Functional | Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
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Agencies SHOULD require suppliers and contractors to provide the Mechanisms exist to:
provenance of any products or equipment. Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.18.C.02 Product Assurance Functional | Intersectswith |~ 0% CR sy | TPM-03 [Assets, Applications andior Services (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies SHOULD validate the security of the equipment against securty Mochanisms exit to develop a plan for Supply Ghain Risk Management
performance, capability and functionality requirements. Supply Chain Risk (soAm) ot )
12.7.18.C.01 Security validation Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD validate the security of the equipment against security Mechanisms exist to:
performance, capability and Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.19.C.01 Security validation Functional | Intersectswith | "% CRC Say | TPM-03  [Assets, Applications andior Services (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Where defi in security capability and func Mechanisms exist to develop a plan for Supply Chain Risk Management
are identified, agencies SHOULD implement additional risk mitigation Supply Ghain sk (soAM) it '
12.7.19.C.02 Security validation | T CaU"eS Functional |Intersects With| Management (SCRM) RSK-09  |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
Where deficiencies in security performance, capability and functionality Mechanisms exist to:
are identified, agencies SHOULD implement additional risk mitigation Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.19.C.02 Security validation | measures. Functional | Intersectswith |~ B% 7 CRC sy | TPM-08 [Assets, Applications andior Services (TAAS) supply chains; and 5
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats, as necessary.
Agencies MUST consult with the GCSB on pre-installation, security Mechanisms exist to develop a plan for Supply Chain Risk Management
verification and related tests before the equipment is used in an
Pre-Installation Tests and | operational system. Supply Chain fisk (SCRM) with the ’
12.7.20..01 onoore Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies MUST consult with the GCSB on pre-installation, security Mechanisms exist to:
prenstallation Tests and | Tification and related tests before the equipment s used in an Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.20.C.01 operational system. Functional | Intersects With TPM-03  [Assets, Applications and/or Services (TAAS) supply chains; and 5
Checks Management (SCRM) ! ) ) it ;
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
Agencies SHOULD inspect equipment on receipt for any obvious signs of Mechanisms exist to develop a plan for Supply Chain Risk Management
N tampering, relabelling or damage. Supply Ghain sk (soRM) e
12.7.20.C.02 oooe Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD inspect equipment on receipt for any obvious signs of Mechanisms exist to:
Proinstallation Tests and | MPering, retabeling or damage. Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.20.C.02 Functional | Intersects With TPM-03  [Assets, Applications and/or Services (TAAS) supply chains; and 5
Checks Management (SCRM) ! ‘ ) PP ]
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
ng”c'?s f”{?gm inspect equipment on receipt and test the operation Mechanisms exist to develop a plan for Supply Chain Risk Management
brostalatonTestaand| Supply Chain Risk (SCRM) with the
12.7.20.C.08 ooone Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD inspect equipment on receipt and test the operation Mechanisms exist to:
Preinstallation Tests and | Péfore installation. Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.20.C.08 Functional | Intersects With TPM-03  [Assets, Applications and/or Services (TAAS) supply chains; and 5
Checks Management (SCRM) ! ) ) it ;
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
Agencies SHOULD conduct nstallation verfication and related tests Mechanisms exist to develop a plan for Supply Chain Risk Management
N before the equipment is used in an operational system. Supply Ghain sk (soRM) e ’
12.7.20.C.04 oo Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
‘Agencies SHOULD conduct installation verification and related tests Mechanisms exist to:
Pronstalation Tests and | P670T® the eauipment s used in an operational system. ) Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.20.C.04 Functional | Intersects With TPM-03  [Assets, Applications and/or Services (TAAS) supply chains; and 5
Checks Management (SCRM) ! : PP
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
Where any software, firmware or other forms of programme code are Mechanisms exist to develop a plan for Supply Chain Risk Management
required for the initialisation, operation, servicing or maintenance of the ’
P Tests and malware checks SHOULD be conducted before the equipment Supply Ghain Risk (SCRM) with the
12.7.20.C.05 g " Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
Checks is installed in an operational system. Posa’ o ©anao
Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
Where any software, firmware or other forms of programme code are Mechanisms exist to:
pre-installation Tests ang| eAUIed or the initalisation, operation, servcing or maintenance of the ) Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.20.C.05 Cnoors equipmen, malware checks SHOULD be conducted bofore the equipment |  Functional | Intersects With| P8 ZRUC00 | TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
is installed in an operational system. (2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
For equipment that is expected to have an extended operational life in a
critical system, and in the event that the supplier is no longer able to Mechanisms exist to develop a plan for Supply Chain Risk Management
supply these, agencies SHOULD provide for the acquisition of: Supply Chain Risk (SCRM) with the i
12.7.21.C.01 Equipment Servicing | necessary licences; Functional |Intersects With| Management (SCRM) | RSK-09 |and disposal of Technology Assets, Applications and/or Services 5
information to produce spare parts, components, assemblies; Plan (TAAS), including documenting selected mitigating actions and
testing equipment; and monitoring performance against those plans.
technical
For equipment that is expected to have an extended operational life in a
critical system, and in the event that the supplier is no longer able to Mechanisms exist to:
supply these, agencies SHOULD provide for the acquisition of: Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
12.7.21.C.01 Equipment Servicing | necessary licences; Functional  |Intersects With Managoment (SCAM) TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
information to produce spare parts, components, assemblies; (2) Take appropriate remediation actions to minimize the organization's
testing equipment; and exposure to those risks and threats, as necessary.
technical
When the Information System reaches the end of its service life in an existto ensure Assets, and/or
organisation, policy and procedures SHOULD be in place to ensure secure Services (TAAS) are properly decommissioned so that data is properly
13.1.9.C.01 Agency Policy decommissioning and transfer or disposal, in order to satisfy corporate, Functional |Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
legal and statutory requirements. organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD undertake a risk assessment with consideration given to
proportionality in respect of: exist to ensure Assets, and/or
ocale and Impact of the processes; Services (TAAS) are properly decommissioned so that data is properly
13.1.10.C.01 Migration plan data; Functional |IntersectsWith|  Decommissioning AST-30  [transitioned to new systems or archived in accordance with applicable 5
users; organizational standards, as well as statutory, regulatory and
licences;
contractual obligations.
usage agreements; and
service to be migrated or
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The risk assessment SHOULD include the following elements:
Evaluation of the applications inventory and identification of any
redundancie
Identification of data owners and key stakeholders;
Identification of types of information (Active or Inactive) processed and
stored;

Identification of software and other (including non-transferable) licences;

exist to ensure Assets, and/or
Services (TAAS) are properly decommissioned so that data is properly

handling caveats and security

13.1.10..02 Migration plan [Identification of access rights to be transferred or cancelled; Functional ~ [Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
Identification of any emanation control equipment or security organizational standards, as well as statutory, regulatory and
enhancements; contractual obligations.
Consideration of short and long term reporting requirements;
of and hardware for or disposal;
Identification of any cloud-based data and services; and
User re-training.
‘Agencies SHOULD consider the need for a Privacy Impact Assessment. exist to ensure Assets, andlor
Services (TAAS) are properly decommissioned so that data is properly
13.1.10.0.03 Migration plan Functional ~ [Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD identify relevant service and legal agreements and exist to ensure Assets, andlor
arrange for their termination. Services (TAAS) are properly decommissioned so that data is properly
13.1.10..04 Migration plan Functional ~[Intersects With|  Decommissioning AST-30  transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
The decommissioning plan will be based on the migration plan and
SHOULD incorporate the following elements:
Animpact analysis;
Issue of notification to service providers, users and customers;
Issue of notification of decommissioning to all relevant interfaces and
interconnections;
Timeframe, plan and schedule;
Data integrity and validation checks before archiving;
Transfer or redeployment of equipment and other assets;
Transfer or cancellation of licences; exist to ensure Assets, andlor
Removal of redundant equipment and software; Services (TAAS) are properly decommissioned so that data is properly
13.1.11.0.01 Decommissioning plan |Removal of redundant cables and termination equipment; Functional ~[Intersects With|  Decommissioning AST-30  [transitioned to new systems or archived in accordance with applicable 5
Removal of any emanation control equipment or security enhancements; organizational standards, as well as statutory, regulatory and
Return or safe disposal of any emanation control equipment or security contractual obligations.
enhancements;
Updates to systems configurations (switches, firewalls etc.);
and media including any cloud-based data &
services(discussed later in this chapter);
Equipment and media disposal (discussed later in this chapter);
Any legal for supply or service
Asset register updates; and
Retraining for, or redeployment of, support staff.
‘Agencies SHOULD identify data retention policies, regulation and exist to ensure Assets, andlor
legistation. Services (TAAS) are properly decommissioned so that data is properly
13.1.12.0.01 Archiving Functional ~[Intersects With|  Decommissioning AST-30  [transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD ensure adequate system documentation is archived. exist to ensure Assets, andlor
Services (TAAS) are properly decommissioned so that data is properly
13.1.12.0.02 Archiving Functional ~[Intersects With|  Decommissioning AST-30  [transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD archive essential software, system (ogic, system exist to ensure Assets, andlor
documentation and other system data to allow information to be recovered Services (TAAS) are properly decommissioned so that data is properly
13.1.12.C.08 Archiving from archive. Functional ~[Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
The agency's Accreditation Authority SHOULD confirm 1A compliance on exist to ensure ‘Assets, Applications and/or
and disposal. Services (TAAS) are properly decommissioned so that data is properly
13.1.13.0.01 Audit and Final signoff Functional ~[Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
The agency's Accreditation Authority SHOULD confirm secure equipment exist to ensure Assets, fons and/or
and media disposal. Services (TAAS) are properly decommissioned so that data is properly
13.1.13.C.02 Audit and Final signoff Functional ~[Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
The agency's Accreditation Authority SHOULD confirm asset register exist to ensure ‘Assets, Applications and/or
updates. Services (TAAS) are properly decommissioned so that data is properly
13.1.13.0.03 Audit and Final signoff Functional ~[Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
Once all security relevant activiti with and exist to ensure Assets, ions and/or
disposal have been completed and verified, a Security Decommissioning Services (TAAS) are properly decommissioned so that data is properly
13.1.13.0.04 Audit and Final signoff | Compliance Certificate SHOULD be issued by the agency's Accreditation | Functional | Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
Authority. organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD undertake a post-decommissioning review. exist to ensure ‘Assets, Applications and/or
Services (TAAS) are properly decommissioned so that data is properly
13.1.14.0.01 Final Review Functional ~[Intersects With|  Decommissioning AST-30  |transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
Reclassificationand | Agencies MUST document procedures for the reclassification and Mochanisms exist t faciltate the mplamentation of data pratection
13.2.6.C.01 declassification | declassification of media. Functional | SubsetOf Data Protection Dot01 | 10
27001 Classifying media storing | Agencies MUST classify media to the highest classification of data stored | [ "1~ " ata Protection Doror | Mechanisms exist to facilitate the implementation of data protection o
on the media. controls.
Classifying media | Agencies MUST classify any media connected to a system of a higher Highest Glassification Mechanisms exist to ensure that Technology Assets, Ap
13.2.8.C.01 connected to systems of |classification at the higher system classification until confirmed not tobe | Functional | Intersects With o, DCH-02.1 [and/or Services (TAAS) are classified according to the highest level of 5
higher the case. data sensitivity that is stored, and/or p d
Agencies intending to classify media below the classification of the system
to which it is connected to MUST ensure that:
’ the media is read-only; _— Mechanisms exist to ensure that Technology Assets, Applications
13.2.9.C.01 Cla::a'?;';f;zid‘a Delow |, media is inserted into a read-only device; o Functional |Intersects With| "ENeSt ?’“T'f'“"“" DCH-02.1 |and/or Services (TAAS) are classified according to the highest level of 5
¥SteM [ 1he system has a mechanism through which read-only access can be ove data sensitivity that is stored, transmitted and/or processed.
assured such as approved data diodes, write-blockers or similar
Agencies wishing to reclassify media to a lower classification MUST ensure
that: N "
Reclassifying media to a | formal decision is made to reclassify, or redeploy the media; and Mechanisms exist to rectassify data, including associated Technology
13.2.10.0.01 : oo ; ' ¢ : Functional ~ [Intersects With| Data Reclassification | DCH-11 |Assets, Applications and/or Services (TAAS), commensurate with the 5
lower the of all onthe media has been approved by : )
: security category and/or classification level of the information.
the originator, or the media has been appropriately sanitised or destroyed.
‘Agencies MUST reclassify media i ) -
Reclassifying media toa ormation copied oncoﬁ:ne mediais of a higher classification; o Mechanisms exist to reclassify data, including assaciated Tachnology
13.2.11.0.01 o ‘ . > Functional ~ [Intersects With| Data Reclassification | DCH-11 |Assets, Applications and/or Services (TAAS), commensurate with the 5
higher classification |information contained on the media is subjected to a classification
security category and/or classification level of the information.
upgrade.
Agencies MUST label media with a marking that indicates the maximum Mechanisms exist to mark media in accordance with data protection
13.2.12.0.01 Labelling media and any tothe stored. | Functional |IntersectsWith|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and security reaui
‘Agencies MUST ensure that the classification of all media is easily visually Mechanisms exist to mark media in accordance with data protection
13.2.12.0.02 Labelling media  |identifiable. Functional [IntersectsWith|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5

Secure Controls Framework (SCF)

350f75



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [T aas] New Zealand - Information Security Manual (ISM) v3.9

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: https: b.govt
STRM Guidance: h heory pping Published STRM URL: pac-nzl et
FDE# FDE Name Focal Document Element (FDE) Description SU SCF Control SCF# ST HETE L ) et
Rationale Control Desc Relationship
When using non-textual (colour, symbol) protective markings for Mechanisms exist to mark media in accordance with data protection
13.2.12.0.03 Labellingmedia | operational security reasons, agencies MUST document the labelling Functional |Intersects With|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
scheme and train personnel i handling caveats and security
Agencies SHOULD label media with a marking that indicates the maximum Mechanisms exist to mark media in accordance with data protection
13.2.12..04 Labelling media and any tothe stored. | Functional ~|IntersectsWith|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and security
‘Agencies MUST label non-volatile media that has been sanitised and
reclassified for redeployment with a notice similar to: Mechanisms exist to mark media in accordance with data protection
13.2.13.0.01 Labelling sanitised media | Warning: media has been sanitised and reclassified from [classification] to |  Functional ~ [IntersectsWith|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
[classification]. Further lowering of classification only via destruction. handling caveats and applicable security requirements.
Agencies MUST register all media with a unique identifier in an appropriate Mechanisms exist to mark media in accordance with data protection
13.2.14.0.01 Registering media | register. Functional |Intersects With|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and applicable security
‘Agencies SHOULD register all media with a unique identifier in an Mechanisms exist to mark media in accordance with data protection
13.2.14.0.02 Registering media | appropriate register. Functional |IntersectsWith|  Media Marking DCH-04 |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and applicable security
Using mediawith | A6eN€1eS MUST NOT use media containing classified information with a Mechanisms exist to restrict the use of types of digital media on
13.3.4.C.01 system that has a classification lower than the classification of the media. | Functional ~ |Intersects With Media Use DCH-10 5
systems systems or system components.
Agencies MUST NOT use media containing classified information with a
13.3.4.C.01 Using mediawith |\ o that has a classification lower than the classification of the media. | Functional |Intersects With|  Limitations on Use DCH-10,1 |'1echanisms exist to restrict the use and distribution of sensitive and/or 5
systems regulated data.
‘Agencies MUST ensure that storage facilities for media containing Mechanisms exist to:
classified information meets the minimum physical security storage (1) Physically control and securely store digital and non-digital media
1555001 Storago of media | 00Uirements as specified in the PSR Policy Framework - PhysicalSecurity. | gl Modia Storage oHos wndmn controlled areas using organization-defined security measures; R
an
(2) Protect system media until the media are destroyed or sanitized
using approved eauipment. and
1556001 Connecting media to._ | Agencies MUST disable any automatic sxecution features within operating | ¢ [ -~~~ ™ Removablo Media oraa | Mechanisms exist to restrict removable meia in accordance with data R
svstems systems for devices and media. Security handling and usage
‘Agencies MUST prevent unauthorised media from connecting to a system
via the use of:
1556002 Connecting mediato | device access control software; Functional | intersccts witn|  Removable Media gy | Mechanisms exst to restrict removable media in accordance with data R
systems seals; Security handling and acceptable usage parameters.
physical means; or
other methods aporoved by th ion Authoritv.
Connecting mediato | "e" Writable media is connected to a writable communications port or Removable Media Mechanisms exist to restrict removable media in accordance with data
13.3.6.C.03 device, agencies SHOULD implement controls to prevent the unintended |  Functional | Intersects With DCH-12 5
systems " ’ Security handling and acceptable usage parameters.
writing of data to the media.
1557001 1EEE 1394 (FIREWIRE) | Agencies MUST disable [EEE 1394 interfaces. Fumctional. | mtersscts With| Portable Storage Daviess | DGH-1a.2 | MECPENiSMS existto restrictor rofibitthe use of portable storage R
interface devices by users on external systems.
07002 |EEE 1394 (FIREWIRE) | Agencies SHOULD disable IEEE 1394 interfaces. Functional. | mterseots With| portable Storage Devices | DGH-1a.2 | MEChanisms exist o restictor rohibitthe use o portable storage R
interface devices by users on external svstem:

Agencies MUST ensure that processes for transferring media containing i i
. Mechanisms exist to restrict or prohibit the use of portable storage

13.3.8.C.01 Transferringmedia  |classified information meets the minimum physical transfer requirements | Functional | Intersects With | Portable Storage Devices | DCH-13.2 5

devices by users on external systems.
as specified in the PSR.
Agencies SHOULD encrypt data stored on media with at least an Approved
2- Mechani tto restrict hibit th f portable st
Cryptographic Algorithm (See Section 17.2 - Approved Cryptographic Functional | Interscts With | Portable Storage Dovices | DGH-13.2 |Mechanisms exist torestrictor prohibit the use of portable storage s
Algorithms) f it s to be transferred to another area or location. devices by users on external systems.

13.3.8.C.02 Transferring media

Using media for data | Data transfers between systems of different classification SHOULD be Mechanisms exist to restrict or prohibit the use of portable storage

13.3.9.0.01 Functional | Intersects With | Portable Storage Devices | DCH-13.2 5
transfers logted in an auditable log or register. devices by users on external systems.
Agencies transferring data manually between two systems of different
Using media for data Mechanisms exist to restrict or prohibit the use of portable storage
13.3.9.C.02 e security domains or classifications SHOULD NOT use rewriteable media. | Functional |Intersects With | Portable Storage Devices | DCH-13.2 | o P P & 5
transfers devices by users on external systems.
Agencies MUST NOT permit any media that uses external interface,
Removable Media Mechanisms exist to restrict removable media in accordance with data
13.3.10.C.01 Media in secure areas | connections within a TOP SECRET area without prior written approval from | Functional |Intersects With DCH-12 5
Security handling and acceptable usage parameters.
the Authority.
Agencies MUST NOT permit any media that uses external interface Mechanisms exist to restrict or prohibit the use of portable storage.
13.3.10.C.01 Media in secure areas | connections within a TOP SECRET area without prior written approval from | Functional |Intersects With | Portable Storage Devices | DCH-13.2 | o P P & 5
’ devices by users on external systems.
the Authority.
Agencies MUST document conditions and procedures for the sanitisation Mechanisms exist to sanitize system media with the strength and
15.49.0.01 Sanitisation prosedures |°! Me€ia and T Equipment. Functionat | intersacts with System Media DGH.0 | MEEY Gommensurate with the classification or sensitivity of the s
Sanitization prior to disposal, release out of organizational control or
release for reuse.
Agencies MUST destroy the following media types prior to disposal, as they
cannot be effectively sanitised:
microfiche;
Modia that - "“f""lz"i Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
edia that cannot be ;
13.4.10.C.01 ¢ opticatdiscs; Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
sanitised printer ribbons and the impact surface facing the platen; ’
Equipment prevent information being recovered from these components.
programmable read-only memory (PROM, EPROM, EEPROM);
flash memory and solid state o hybrid data storage devices;
read-only memory; and
faulty macnetic media that cannot be sanitised.
Agencies MUST sanitise volatile media by: Mechanisms exist to sanitize system media with the strength and
13.411.0.01 Volatile media | overwriting all locations of the media with an arbitrary pattern; Functional. | intersects Wit System Media DGH.0 | MEEY Gommensurate with the classification or sensitivity of the s
sanitisation followed by a read back for verification; and Sanitization information prior to disposal, release out of organizational control or
removing power from the media for at least 10 minutes. release for reuse.
Following sanitisation, volatile media MUST be treated as indicated in the
table below.
P jon/
o ; eation
New Zealand Eyes Only (NZEO) Endorsement
NZEO Mechanisms exist to sanitize system media with the strength and
Treatment ofvolatile | o e crer System Media integrity commensurate with the classification or sensitivity of the
i integri wi ificati
13.4.12.0.01 media following Functional | Intersects With yste DCH-0g |MeBY € N © Y 5
o ativation TOP SECRET Sanitization information prior to disposal, release out of organizational control or
SECRET release for reuse.
SECRET
CONFIDENTIAL
UNCLASSIFIED
RESTRICTED and all lower classifications
LINCI ASSIFIED.
Agencies MUST sanitise non-volatile magnetic media by:
if -2001 nder 15GB: rwriting the me it L t three tim in it:
if pre- uuv oru de‘ 5GB: overwriting the media at least three imes in its Mechanisms exist to sanitize system media with the strength and
entirety with an arbitrary pattern followed by a read back for verification; or ° : ;
Non-volatile magnetic N . System Media integrity commensurate with the classification or sensi ity of the
13.4.13.C.01 maer if post-2001 or over 15GB: overwriting the media at least once in its entirety| Functional | Intersects With ° pcHo09 | ‘ ¢ 5
media sanitisation ! Sanitization information prior to disposal, release out of organizational control or
with an arbitrary pattern followed by a read back for verification.
release for reuse.
‘Agencies MUST boot from separate media to the media being sanitised Mechanisms exist to sanitize system media with the strength and
15.413.0.02 Non-volatile magnetic ~|when undertaking sanitisation. Functionat | intersacts with System Media DGH.0 | MEEY commensurate with the classification or sensitiity of the s
media sanitisation Sanitization information prior to disposal, release out of organizational control or
release for reuse.
‘Agencies SHOULD reset the host protected area and drive configuration Mechanisms exist to sanitize system media with the strength and
15.443.0.08 Non-volatite magnetic ~[overlay table of non-volatile magnetic hard disks prior to overwiting the Functionat | intersacts with System Media DGH.0 | MEEY commensurate with the classification or sensitiity of the s
media sanitisation media. Sanitization information prior to disposal, release out of organizational control or
release for reuse.
‘Agencies SHOULD attempt to overwrite the growth defects table (g-list) on Mechanisms exist to sanitize system media with the strength and
15413008 Non-volatile magnetic | non-volatile magnetic herd disks. Functionat | intersacts with System Media DGH.0 | MEEY commensurate with the classification or sensitiity of the s
media sanitisation Sanitization information prior to disposal, release out of organizational control or
release for reuse.
‘Agencies SHOULD use the ATA security erase command for sanitising non- Mechanisms exist to sanitize system media with the strength and
13.413.0.08 Non-volatile magnetic | volatile magnetic hard disks instead of using block overwriting software. Functional | intersects with System Media bGH.s | IMtegtity commensurate with the olassification or sensitivity o the s
media sanitisation Sanitization information prior to disposal, release out of organizational control or

release for reuse.
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Following sanitisation, non-volatile magnetic media MUST be treated as
indicated in the table below.
Pre-sanitisation classification
Post-sanitisation classification
New Zealand Eyes Only (NZEO) Endorsement
NZEO Mechanisms exist to sanitize system media with the strength and
Treatment of non-volatile
15414001 magnetis media folowing| TOP SECRET Functional | intorsects win|  SYStem Media DGH-0g |ty commensurate with the classifiation or sensitvity of the s
canitisation TOP SECRET Sanitization information prior to disposal, release out of organizational control or
SECRET release for reuse.
SECRET
CONFIDENTIAL
UNCLASSIFIED
RESTRICTED
UINCI ASSIFIED
‘Agencies MUST sanitise non-volatile EPROM media by erasing as per the Mochaniams existto sanitize system media with the srengh and
Non-volatile EPROM | Manufacturers specification, increasing the specified ultraviolet erasure System Media integrity commensurate with the classification or sensitivity of the
13.4.15.0.01 time by a factor of three, then overwriting the media at least once in its Functional | Intersects With DCH-08 5
media sanitisation Sanitization information prior to disposal, release out of organizational control or
entirety with a pseudo random pattern, followed by a read back for
irety v release for reuse.
Agencies MUST sanitise latile EEPROM media by the Mechanisms exist to sanitize system media with the strength and
15416001 Non-volatile EEPROM | media at east once n ts entirety with a pseudo random pattern, folowed | (oo f oo System Media DGH-0g |ty commensurate with the classifiation or sensitvity of the s
media by a read back for Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Following sanitisation, non-volatile EPROM and EEPROM media MUST be
treated as indicated in the table below.
Pre-sanitisation classification
Post-sanitisation classification
New Zealand Eyes Only (NZEO) Endorsement
Treatment of non-volatile [NZEO Mechanisms exist to sanitize system media with the strength and
15.417.0.01 EPROM and EEPROM  |TOP SECRET Functional | intersactwitn|  System Media Hos |inteEity commensurate with the classification or sensitivity of the R
media following TOP SECRET Sanitization information prior to disposal, release out of organizational control or
sanitisation SECRET release for reuse.
SECRET
CONFIDENTIAL
UNCLASSIFIED
RESTRICTED
UINCI ASSIFIFD.
Nomvotatite lash | Agencies MUST sanitise non-volatite flash memory media by overwriting Mechanisms exist to sanitize system media with the strength and
15.418.0.01 momeny & FPOA mecia |11 meci atleast twice inits entiety with a pseudo random pattern, Functional | intorsects win|  SYetem Media DGH-09 |ty commensurate vith the classification or sensitvty of the .
T ation followed by a read back for verification. Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Following sanitisation, non-volatile flash memory media MUST be treated
as indicated in the table below.
Pre-sanitisation classification
Post-sanitisation classification
New Zealand Eyes Only (NZEO) Endorsement
Treatment of non-volatile [NZEO Mechanisms exist to sanitize system media with the strength and
15.416.0.01 flash memory & FPCA | TOP SECRET Functional | intorsccte win|  System Media Hos |Mtegity commensurate with the classification or sensitivity of the R
media following TOP SECRET Sanitization information prior to disposal, release out of organizational control or
sanitisation SECRET release for reuse.
SECRET
CONFIDENTIAL
CONFIDENTIAL
RESTRICTED
UINCI ASSIFIED.
Treatment of latile [Where sanitation ccannot b items . "
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.4.19..02 flash o &FPCA | MUSTbe destroyed. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
media following Equipment prevent information being recovered from these components.
Treatment of latile [Where sanitation Gannotb items Mechanisms exist to sanitize system media with the strength and
13.4.19.C.02 flash memory &FPCA [MUST be destroyed. Functional | Intersects With Sysle‘m Media DCH-08 !megmy Fommensma«e with the classification or ‘sensmvny of the 5
media following Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Solid state drives MUST be destroyed before disposal. Mechanisms exist to sanitize system media with the strength and
15420001 Sanitising solid state Functional | intorseots witn|  SYetem Media DGH-09 |ty commensurate vith the classifiation or sensitvity of the .
drives Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Solid state drives MUST be sanitised using ATA Secure Erase sanitation Mechanisms exist to sanitize system media with the strength and
15.4.20.0.02 Sanitising solid state | software before redeployment. Functional | intorsects witn| | SYetem Media DGH-09 |ty commensurate vith the classifiation or sensitvty of the .
drives Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Solid state drives MUST NOT be redeployed in a lower classification Mechanisms exist to sanitize system media with the strength and
15,420,003 Sanitising solid state | environment. Functional | intorseots witn|  SYetem Media DGH-09 |ty commensurate vith the classifiation or sensitvity of the .
drives Sanitization prior to disposal, release out of organizational control or
release for reuse.
Hybrid drives MUST be treated as solid state drives for sanitisation Mechanisms exist to sanitize system media with the strength and
15.421.0.01 Hyorid Drives purposes. Functional | intorsects witn| | SYetem Media DGH-09 |ty commensurate vith the classifiation or sensitvty of the .
Sanitization information prior to disposal, release out of organizational control or
release for reuse.
‘Agencies SHOULD sanitise all media and IT Equipment prior to reuse at the Mechanisms exist to sanitize system media with the strength and
13.4.22.C.01 Sanitising media and T | same o higher classification. Functional. | intersectswitn|  SYstem Media DGH-09 |ty commensurate vith the classifiation or sensitvty of the .
Equipment prior to reuse Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Verifying sanitised media | <£27C1es SHOULD verify the sanitisation of media and IT Equipment using . X Mechanisms exist to test sanitization equipment and procedures to
13.4.23.0.01 a different product from the one used to perform the initial sanitisation. Functional |Intersects With| ~ EquipmentTesting | DCH-09.2 | tizatior 5
and IT Equipment verify that the intended resuilt is achieved.
‘Agencies MUST document procedures for the destruction of media and IT System Media Mochaniams eistto superviss, track, document and verfy aystem
13.5.22.0.01 Destruction procedures |Equipment. Functional | Intersects With Sanitization DCH-09.1 " 5
N " media sanitization and disposal ac
To destroy media and IT Equipment agencies MUST use at least one of the
methods shown in the following table.
Item
Destruction methods
Furnace/ Incinerator
Hammer mill
Disintegrator
Grinder/ Sander
Cutting
Degausser
Magnetic floppy disks
Yes
Yes
Yes
13.5.23.C.01 Media and IT Egulpment No Functional Intersects With | Physical Media Disposal DCH-08 Mecr\anlsm‘s exist to securely dispose of media when it is no longer 5
destruction Yes required, using formal procedures
Yes
Magnetic hard disks
Yes
Yes
Yes
Yes
No
Yes
Magnetic tapes
Yes
Yes
Yes
No
Yes
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Media and IT equipment destruction MUST be performed using approved
5 on methods for e o Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.24.C.01 methods. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using ion-defis and methods to 5
media and IT equipment
Equipment prevent information being recovered from these components.
2520001 Destruction methodsfor [Media and ITcquipment destruction MUST be performed using pproved | oI 0 T 0 T T Mechanisms exist o securely dispose of media when it is o longer R
media and IT facilities and methods. required, using formal
Destruction methods for mz’; agencies do ”°;ZW”(‘“£’ o "_les";‘c”’”‘:q“‘p;";”" cgencies Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.24.C.02 uet! v use an approved destruction facility for media and IT equipment Functional | Intersects With | Destruction or Re-Use of | AST-09 using and methods to 5
media and IT equipment |destruction. ;
Equipment prevent information being recovered from these components.
Where agencies do not own their own destruction equipment, agencies
Destruction methods fo Mechanisms exist to securely dispose of media when itis no longer
13.5.24.0.02 estruction m " |MUST use an approved destruction facility for media and IT equipment Functional | Intersects With | Physical Media Disposal | DCH-08 nisms exi ecurely dispose of media when it i ger 5
media and IT equipment required, using formal procedures.
Destruction methods fo Where at'“'my s NOT:" E”tp:’"’e"fil"yl' agf"”: TUS(T ensure i”y Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.5.24.0.03 estruction m " |incineration equipment s rated for the destruction of electronic waste Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
media and IT equipment |(WEEE) and the operator is properly authorised or licensed. °
Equipment prevent information being recovered from these components.
Where a facility is NOT an approved facility, agencies MUST ensure any
Destruction methods fo Mechanisms exist to securely dispose of media when itis no longer
13.5.24.0.03 estruction m " lincineration equipment is rated for the destruction of electronic waste Functional | Intersects With | Physical Media Disposal | DCH-08 nisms exi ecurely dispose of media when it i ger 5
media and IT equipment required, using formal procedures.
(WEEE) and the operatoris properly authorised o licensed.
Destruction methods fo Where a facility is {\'OT:" f:p“";ei'“l;:"y' afe['afs MUST e:‘“xﬁs Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.5.24.0.04 estruction m " [processes are in place for the safe handling of electronic waste (WEEE), Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
media and IT equipment |including any residual material from the destruction process. °
Equipment prevent information being recovered from these components.
Where a facility is NOT an approved facility, agencies MUST ensure
Destruction methods fo Mechanisms exist to securely dispose of media when itis no longer
13.5.24.0.04 estruction m " | processes are in place for the safe handling of electronic waste (WEEE), Functional | Intersects With | Physical Media Disposal | DCH-08 nisms exi ecurely dispose of media when it i ger 5
media and IT equipment required, using formal procedures.
including any residual material from th process.
Agencies MUST, at minimurn, store and handle the resulting waste for all
methods, in accordance with the classification given in the table below.
Initial media or IT Equipment classification
Soreen aperture size particles can pass through
Less than or equal to 3mm
Treatas
Less than or equal to 6mm
Treatas
TOP SECRET
UNCLASSIFIED
Storage and handling of |RESTRICTED Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.25.0.01 media and IT Equipment |SECRET Functional ~ [Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
waste particles | UNCLASSIFIED Equipment prevent information being recovered from these components.
RESTRICTED
CONFIDENTIAL
UNCLASSIFIED
RESTRICTED
RESTRICTED
UNCLASSIFIED
UNCLASSIFIED
Particle size: measured in any direction, should not exceed stated
measurement.
‘Agencies MUST, at minimurn, store and handle the resulting waste for all
methods, in accordance with the classification given in the table below.
Initial media or IT Equipment classification
Soreen aperture size particles can pass through
Less than or equal to 3mm
Treatas
Less than or equal to 6mm
Treatas
TOP SECRET
UNCLASSIFIED
Storage and handling of |RESTRICTED i i iti
Mechanisms exist to securely dispose of media when it s no longer
13.5.25.0.01 media and IT Equipment |SECRET Functional ~ [Intersects With | Physical Media Disposal | DCH-08 nanisms s ¢ 5
! required, using formal procedures.
wasteparticles | UNGLASSIFIED
RESTRICTED
CONFIDENTIAL
UNCLASSIFIED
RESTRICTED
RESTRICTED
UNCLASSIFIED
UNCLASSIFIED
Particle size: measured in any direction, should not exceed stated
measurement.
A MUST use a d f sufficient field strength for th -
ot (e e el rength for the Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.26.C.01 Degaussers coercivity of the media a quipment. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i and methods to 5
Equipment prevent information being recovered from these components.
19526001 Degaussers Agencies MUST use a degausser of sufficent il strength for the Functional | Intersccts With| Physical Modia Disposal | DGH-0g | MeChaMiSmS exist o securely dispose of mecia when t s o longer R
coercivity of the media and IT required, using formal
Agencies MUST hich h at o
oneles ‘us - a‘degal"ssi':’ e bee"de"al“a e;’:f °a°;b e for Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.26.C.02 Degaussers @ magnetic orientation (longitudinal or perpendicular) of the media. Functional | Intersects With | Destruction or Re-Use of | AST-09 using ion-defi and methods to 5
Equipment prevent information being recovered from these components.
Agencies MUST use a degausser which has been evaluated as capable for Mechanisms existto securely dispose of media when i i o longer
13.5.26.0.02 Degaussers the magnetic orientation (longitudinal or perpendicular) of the media. Functional ~ [Intersects With | Physical Media Disposal | DCH-08 " 5
required, using formal procedures.
M 1) h h
Ag""c"est ST iy ”"’d”c_:s’;"b . d'sg;';"s provided by the Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.26.0.03 Degaussers manufacturers, along with any provided by the g Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies MUST comply with product specific directions provided by the ) ) Mechanisms exist to securely dispose of media when it is no longer
13.5.26.C.03 Degaussers genci ply with product spacific directions provided by Functional | Intersects With | Physical Media Disposal | DCH-08 hanisms Y disp wheniti 8 5
along with any provided by the GCSB. required. using formal procedures
‘Agencies MUST perform the destruction of media and IT E t und System Med
Supervision of gencies MUST perform the destruction of media and IT Equipment under ystom Media Mechanisms exist to supervise, track, document and verify system
13.5.27.0.01 the supervision of at least one person cleared to the highest classification |  Functional [ Intersects With Sanitization DCH-09.1 " ! 5
destruction : ‘ ; ' media sanitization and disposal actions.
of the media or IT Equipment being destroved
Personnel supenvising the destruction of media or IT Equipment MUST: Systom Media
15527002 Supervisionof | supervise the handling of the media or IT Equipment to the point of Functional | intersects with ot DGH-09.1 | Mechanism exst to supervise, track, document and veriy system .
destruction destruction; and media sanitization and disposal actions.
: Documentation
ensure that the is
The Destruction Register SHOULD record:
Destruction facility used;
Supenvisionof | Destruetion method used; System Media Mechanisms exist to supervise, track, document and verify system
13.5.27.C.08 pervisio Date of destruction; Functional | Intersects With Sanitization DCH-09.1 nanisms ex pervise, track, v 5
destruction ) " media sanitization and disposal actions.
Operator and witnesses; Documentation
Media and IT equipment classification; and
Media and IT eauipment tvoe. and serial number.
Supervisionof | Agencies MUST perform the destruction of accountable material under the System Media Mochaniams existto supervise, track, document and verfy aystem
13.5.28.C.01 accountable material |supervision of at least two personnel cleared to the highest classification | Functional | Intersects With Sanitization DCH-09.1 " pervise, tracl, Vs 5
A : ° ' media sanitization and disposal actions.
of the media or IT Equipment being destroved
Personnel supervising the ion of media and IT
T
Supervision of Eqmpmen:nmi‘s dling of the material to the point of destruction; System Media Mechanisms exist to supervise, track, document and verify system
13.5.28..02 accountable material | °XP°™1% the handling of the material to the point of destruction; Functional ~ Intersects With Sanitization DCH-09.1 pervise, track, Y 5
ensure that the destruction is completed successfully; ' media sanitization and disposal actions.
destruction : Documentation
sign a destruction certificate; and
complete the relevant entries in the register.
Outsourcing media and 1T :ge‘”c'ef_ MU??Q‘S;:;:E"T“’°i“z":;“°e;f"s'°';7:d °"e’5'g": of ":: Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
13.5.29.C.01 utsourcing estruction o o mediaand T equipment or other Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment materialto a entity or .
Equipment prevent information being recovered from these components.
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Agencies MUST NOT outsource the supervision and oversight of the ) ) )
13.5.29.0.01 Outsourcing media and T} ,_ 1 tion of TOP SECRET or NZEO media and IT equipment or other Functional | Intersects With | Physical Media Disposal | DCH.0g | cchanisms exist to securely dispose of media when itis no longer 5
Equipment destruction : required, using formal procedures.
material to a non- entity or.
‘Agencies outsourcing the destruction of media and IT Equipment to
Outsourcing media and IT| commercial facility MUST use an approved facility and comply with the Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.5.29.C.02 e Functional | Intersects With | Destruction or Re-Use of |  AST-09 using ion-defi and methods to 5
and inthis Chapter. Equipment prevent information being recovered from these components.
Outsourcing media and IT| AESNCIeS outsourcing the destruction of media and IT Equipment to a Mechanisms exist to securely dispose of media when it is no longer
13.5.20..02 commercial facility MUST use an approved facility and comply with the Functional |Intersects With | Physical Media Disposal | DCH-08 5
Equipment destruction ‘ required, using formal procedures.
in this Chabter.
Transporting media and |A€2¢ieS SHOULD sanitise media and T Equipment prior to transporting it Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.5.30.C.01 IT Equipment for offsite | 2" ©ffeite location for destruction. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using ion-defi and methods to 5
destruction Equipment prevent information being recovered from these components.
Transporting media and | Agencies SHOULD sanitise media and IT Equipment prior to transporting it Mochanisma existto securely dispose of media when i i o longer
13.5.30.0.01 IT Equipment for offsite [ to an offsite location for destruction. Functional |Intersects With | Physical Media Disposal | DCH-08 5
required, using formal procedures.
Declassification prior to :g‘::‘:"':‘i'::ﬁ:::::iry all media and IT equipment prior o disposing of Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.6.C.01 Functional | Intersects With | Destruction or Re-Use of |  AST-09 using ion-defi and methods to 5
disposal Equipment prevent information being recovered from these components.
Media and IT equipment that cannot be effectively sanitised or declassified
Declassification prior to | MUST be destroyed and not released into the public domain. Secure Disposal, Mechanisms exist to securely dispose of, destfoy o repurbose system
13.6.6.0.02 Functional | Intersects With | Destruction or Re-Use of |  AST-09 using defi and methods to 5
disposal Equipment prevent information being recovered from these components.
‘Agencies MUST document procedures for the disposal of media and IT
Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.7.C.01 Disposal procedures | UiPment: Functional | Intersects With | Destruction or Re-Use of |  AST-09 using ion-defi and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies declassifying media MUST ensure that:
the 1 of all lassified on the media has been Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.8.C.01 Declassifying media | 2PProVed by the originator, or the media has been appropriately sanitised | ¢\ viono1 | ntersects With | Destruction or Re-Use of | AST-08 using and methods to 5
or destroyed; and . Equipment prevent information being recovered from these components.
formal approval is granted before the media is released into the public
domain.
Agencies MUST dispose of media in a manner that does not draw undue . )
’ diain Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.9.C.01 Disposalof media | 21tention to its previous classification. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
Media and IT equipment that has contained NZEO material MUST be - )
: S ? Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.10.C.01 New Zealand Eyes Only | sanitised and redeployed or sanitised and destroyed in accordance with Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
(NZEO) Materials  [the procedures in this chapter. ’
Equipment prevent information being recovered from these components.
For disposal of all NZEO endorsed materials, an approved destruction - )
) Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.10.0.02 NEWNZnga';: Eyeslo"‘y facility MUST be used. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
(NZEO) Materials Equipment prevent information being recovered from these components.
Media and IT equipment that has contained NZEO material MUST NOT be - )
€ i Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.10.0.03 NEWNZnga';: Eyeslo"‘y disposed of via e-recyclers or sold to any third party. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
(NZEO) Materials Equipment prevent information being recovered from these components.
Where agencies establish their own disposal/destruction facilities, these - )
ore Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.11.C.01 De’:‘::;‘:i ::Z::es facilities MUST be approved by the Director-General GCSB. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
Agencies MUST use an approved secure disposal/destruction facility for Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
13.6.12.C.01 U;Z:::Z‘:Zv::j::sm the destruction of media and IT equipment. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
Equipment prevent information being recovered from these components.
‘Agencies SHOULD develop a hardened SOE for workstations and servers,
covering:
removal of unneeded software and operating system components;
removal or disabling of unneeded services, ports and BIOS settings;
disabling of unused or undesired functionality in software and operating
systems; Mechanisms exist to develop, document and maintain secure baseline
implementation of access controls on relevant objects to limit system . .
14.1.8.C.01 Developing hardened | 0 nd programs to the minimum access required; Functional | Intersects With Secure Baseline CFG-02 for Assets, and/or Services 5
SOEs g Configurations (TAAS) that are consistent with industry-accepted system hardening
installation of antivirus and anti-malware software; standarde.
installation of software-based firewalls limiting inbound and outbound
network connections;
configuration of either remote logging or the transfer of local event logs to
central server; and
protection of audit and other logs through the use of a one way pipe to
reduce likelinnd of records
Agencies MUST ensure that for all servers and workstations:
a technical specification is agreed for each platform with specified
controls; Mechanisms exist to develop, document and maintain secure baseline
141,001 Maintaining hardened  [a standard configuration created and updated for each operatingsystem | [ Secure Baseline cro0 i for Assets, and/or Services R
SOEs type and version; Configurations (TAAS) that are consistent with industry-accepted system hardening
system users do not have the ability to install or disable software without standards.
approval; and
installed software and onerating svstem batchine is up to date.
Agencies SHOULD ensure that for all servers and workstations:
malware detection heuristics are set to a high level;
malware pattern signatures are checked for updates on at least a daily Mechanisms exist to develop, document and maintain secure baseline
1419602 Maintaining hardened | basis; Functional | intersectswitn|  Secure Baseline cro0 i for Assets, and/or Services R
SOEs malware pattern signatures are updated as soon as possible after vendors Configurations (TAAS) that are consistent with industry-accepted system hardening
make them available; standards.
all disks and systems are regularly scanned for malicious code; and
the use of End Point Agents is
Agencies SHOULD ensure that for all servers and workstations:
malware detection heuristics are set to a high level;
malware pattern signatures are checked for updates on at least a daily
1419007 Maintaining hardened | basis; Functional | Intersectswitn| _ Melicious Gode NDos h existto uilze to detect and s
SOEs malware pattern signatures are updated as soon as possible after vendors Protection (Anti-Malware) eradicate malicious code.
make them available;
all disks and systems are regularly scanned for malicious code; and
the use of End Point Adents is
‘Agencies MUST reduce potential vulnerabilities in their SOES by: Mechanisms exist to develop, document and maintain secure baseline
14110.0.01 Default passwords and_ |removing unused accounts; Functional | intersectwitn|  Secure Baseline cro02 i for Assets, and/or Services s
accounts renaming or deleting default accounts; and Configurations (TAAS) that are consistent with industry-accepted system hardening
replacing default before or during the orocess. standards.
‘Agencies SHOULD reduce potential vulnerabilities in their SOES by: Mechanisms exist to develop, document and maintain secure baseline
14110.0.02 Default passwords and_ |removing unused accounts; Functional | intersectwitn|  Secure Baseline cro02 i for Assets, and/or Services s
accounts renaming or deleting default accounts; and Configurations (TAAS) that are consistent with industry-accepted system hardening
replacing default before or during the brocess. standards.
Where servers with a high security risk have connectivity to unsecure
public networks, agencies SHOULD:
use appropriately designed and configured gateways;
consider the use of cross-domain solutions;
segment networks; Separate Subnet for .
141.11.c.01 Server separation | maintain effective functional segregation between servers allowing them to|  Functional | Intersects With| Connecting to Different | NET-03.8 | "iechanisms exist toimplement separate network addresses (@.g., 5

operate independently;

minimise communications between servers at both the network and file
system level as appropriate; and

limit system users and programs to the minimum access needed to
nerform their duties.

Security Domains

different subnets) to connect to systems in different security domains.
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Agencies SHOULD:
characterise all servers whose functions are critical to the agency, and
those identified as being at a high security risk of compromise;
store the characterisation information securely off the server in a manner
that maintains integrity;
update the characterisation information after every legitimate change to a
system as part of the change control process; Endpoint Fle Integit Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
i i
14.1.12.C.01 Characterisation s part of the agency's ongoing audit schedule, compare the stored Functional | Intersects With M”Dmmmg u:wf; Y| END-06 |technologies, to detect and report on unauthorized changes to selected 5
characterisation information against current characterisation information files and configuration settings.
to determine whether a compromise, or a legitimate but incorrectly
completed system modification, has occurred;
perform the from a trusted rather than the
standard operating system wherever possible; and
resolve any detected changes in accordance with the agency's information
sacuity incidant
‘Agencies SHOULD use an Approved Cryptographic Algorithm to perform Endbomt Fite Integit Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
14.1.12.C.02 c for purposes. Functional | Intersects With | - P " 'FIME' Y | END-06 |technologies, to detect and report on unauthorized changes to selected 5
e files and settings.
‘Agencies SHOULD consider characterisations in the context of a BOP or Endbomt Fite et Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
14.1.12..08 Characterisation | DRP and any related Business Impact Analyses and Risk Assessments. Functional | Intersects With |~ P " 'FIME' Y | END-06 |technologies, to detect and report on unauthorized changes to selected 5
€ files and settings.
‘Agencies SHOULD review all software applications to determine whether Mechanisms exist to prohibit the direct connection of a sensitive
Automated outbound External System
14.1.18.0.01 they attempt to establish any unauthorised or unplanned external Functional ~ |Intersects With NET-05.1 [system to an external network without the use of an organization- 5
connections by software Connections "
defined boundary protection device.
If tbound is included, agenci
Automated outbound SHOULD kou bourv d to det s L:YC(: S( agenc‘lesd External System Mechanisms exist to prohibit the direct connection of a sensitive
14.1.13.0.02 make a business decision to determine whether to permitor deny | - ¢\ vionat | intersects With ¥ NET-05.1 [system to an external network without the use of an organization- 5
connections by software | these connections, including an assessment of the security risks involved Connections
defined boundary protection device.
in doing so.
If outbound is included, agencies Mechanisms exist to prohibit the direct connection of a sensitive
Automated outbound External System
14.1.18.0.03 SHOULD consider the implementation of Data Loss Prevention (DLP) Functional ~ |Intersects With NET-05.1 [system to an external network without the use of an organization- 5
connections by software Connections "
defined boundary protection device.
‘Agencies SHOULD limit information that could be disclosed outside the Mechanisms exist to define what information is allowed to be
110001 Knowledge of software |agency about what software, and software versions areinstalledontheir | D VPM068 by and take corrective actions to remediate s
usedonsystems  [systems. Information Pl Assets, and/or Services
TAsS).
‘Agencies SHOULD implement application allow listing as part of the SOE ooty Allow / Do Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.2.4.C.01 pp allow listing |for servers and any other network device. Functional | Intersects With| =P . yhcamns Y | CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
PP svstems.
‘Agencies MUST ensure that a system user cannot disable the application eotioity Allow / Do Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.2.5.C.01 System user permissions | allow listing mechanism. Functional | Intersects With| =P . yhcamns Y | CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
PP svstems.
‘Agencies SHOULD prevent a system user from running arbitrary ooty Allow / Do Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.25.0.02 System user permissions |executables. Functional | Intersects With | =Y % 9%/ DM | FG.03.3 | (denytist/ blackist) applications that are authorized to execute on 5
PP svstems.
‘Agencies SHOULD restrict a system users rights in order to permit them to eotioity Allow / Do Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.25.0.03 System user permissions |only execute a specific set of predefined executables as required for them | Functional | Interscts With | =Y % 8%/ 5™ | F6.03.3 | (denytist / blackist) applications that are authorized to execute on 5
to complete their duties. PP svstems.
‘Agencies SHOULD ensure that application allow listing does not replace ooty Allow / Do Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.2.5.C.04 System user permissions | the antivirus and anti-malware software within a system. Functional | Intersects With| =P . yhcamns Y | CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
PP svstems.
‘Agencies SHOULD ensure that system administrators are not - Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
System administrator Explicitly Allow / Deny
14.2.6.C.01 automatically exempt from application allow list policy. Functional ~ Intersects With CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on 5
permissions Applications
svstems.
Application allow listing | 276168 SHOULD ensure that the default policy s o deny the execution of Exaticitly Allow / Deny Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.2.7.C.01 software. Functional ~ |Intersects With CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on 5
configuration Applications
svstems.
Application allow listing | 76168 SHOULD ensure that aplication allow lising is used in addition Exaticitly Allow/ Deny Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
14.27.C.02 to a strong access control list model and the se of limited privilege Functional ~ Intersects With CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
configuration Applications
unt svstems.
Application allow lising | £°761e8 SHOULD plan and test application allow lsting mechanisms and Exaticitly Allow / Deny Mechanisms existto explicitly allow (allowlist/ whitelst) andor block
14.27.C.03 processes thoroughly prior to implementation. Functional ~ Intersects With ’ CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on 5
configuration Applications
systems.
‘Agencies SHOULD restrict the decision whether to run an executable
Application allow lstin “alsgdl“" '"Ef:’""w":‘g' ':m:f"“e”’f"mfe'e"ce shown: Exolicitly Allow / Den Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
14.2.7.C.04 PP g |validates cryptographic hash; Functional | Intersects With| — <P oY/ Y | CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
configuration executable absolute path; Applications ayatome
digital signature; and )
parent folder.
rootication atlow Usting | A€EnCIes SHOULD restrict the process creation permissions of any ooty Allow / Do Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
14.2.7.C.05 PP © | executables which are permitted to run by the application allow listing Functional | Intersects With | " o' Y Y | cFG-03.3 |(denylist/ blackiist applications that are authorized to execute on 5
configuration Applications
controls. systems.
Application allow list Age":'“ SHOULD ‘“’“:““" exe“‘;‘ﬂble ""‘"“"":”’L' " ‘;‘a‘mcz’la' p[’:cessh Explicitly Allow! D Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
14.2.7.C.06 pplication allow listing | creation, permission changes and access control modifications throug! Functional | Intersects With | P oY ALOW/DENY | e 03 3 | (denylist / blacklist) applications that are authorized to execute on 5
testing, and restriction of the permissions. Applications
systems.
! ) Logs from the application allow listing implementation SHOULD include all ) Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
Application allow lsti Explicitly Allow / D
14.2.7.C.07 ppiication allowlisting | o .2t information. Functional [Intersects With | P Y AMOWIBEY - oeG 055 [ (denylist / blacklist) applications that are authorized to execute on 5
configuration Applications
systems.
1435001 Web usago policy | 85719 MUST develop and implement a palicy governing appropriate runctionat | subset of Human Resources Hrs-o1 | Mechanisms exist to aciltate the implementation of personnel o
Web usage. Security security controls.
‘Agencies MUST develop and implement a policy governing appropriate exist to define and rules of
14.3.5.C.01 Web usage policy  |Web usage. Functional ~ Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
‘Agencies SHOULD use a Web proxy for all Web browsing activties. Mechanisms exist to force Intermet-bound network traffic through a
g Policy Enf t Point (PEP)) for URL content
14.3.6.C.01 Web proxy Functional [ Intersects With| DNS & Content Filtering |  NET-18 [P device (e-8, Policy Enforcemant Point (PEP) for URL conten; 5
filtering and DNS filtering to limit a user's ability to connect to
o prohibited Internet sites.
‘Agencies SHOULD use a Web proxy for all Web browsing activities. Route Intemal Traffic to Mechanisms exist to foute internal communications traffic to external
14.36.C.01 Web proxy Functional | Intersects With NET-18.1 [ networks through organization-approved proxy servers at managed 5
Proxy Servers !
An agency's Web proxy SHOULD authenticate system users and provide
logging that includes at least the following details about websites
e ocaton: exist to logall | bound requests, in order to identify
14.3.6.C.02 Web proxy a '755 "f"' form resource locator); Functional | Intersects With Proxy Logging MON-01.9 |prohibited activities and assist incident handlers with identifying 5
time/date; potentially compromised systems.
system user;
internal IP address; and
external IP address.
An agency's Web proxy SHOULD authenticate system users and provide
logging that includes at least the following details about websites
accessed: Mechanisms exist to force Internet-bound network traffic through a
i ; d .g. Policy Enf t Point (PEP)) for URL content
14.3.6..02 Web proxy address (uniform resource locator); Functional |Intersects With | DNS & Content Filtering | NET-18 |P"*Y device (e, Policy Enforcement Point (PEP)) for URL conten 5
time/date; filtering and DNS filtering to limit a user's ability to connect to
system user; dangerous or prohibited Internet sites.
internal IP address; and
external IP address.
An agency's Web proxy SHOULD authenticate system users and provide
logging that includes at least the following details about websites
e ocaton: Route Intermat Traffc o Mechanisms exist to route internal communications traffic to external
14.3.6.C.02 Web proxy address (uniform resource locator); Functional | Intersects With NET-18.1 | networks through organization-approved proxy servers at managed 5
time/date; Proxy Servers :
interfaces.
system user;
internal IP address; and
external IP address.
Agencies SHOULD NOT permit downloading of executable files from Mechanisms exist to force Interet-bound network traffic through a
ternal websites unless th demonstrable and db roxy device (e.g., Policy Enforcement Point (PEP)) for URL content
14.36.C.03 Web proxy external websites unless there is a demonsirable and approved bSINess | ¢ cyiona( | ntersects With| DNS & Content Filtering | NET-18 | ProY 9evice (0.8, Polioy Enforc: (PEP) 5
requirement. filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
Agencies SHOULD NOT permit downloading of executable files from Route Intemal Traffio o Mechanisms exist to route internal communications traffic to external
14.36.C.03 Web proxy external websites unless there is a demonstrable and approved business | Functional |Intersects With oroxy Servers NET-18.1 | networks through organization-approved proxy servers at managed 5
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Agencies SHOULD disable the automatic launching of files downloaded Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseli E Assets, Applications and/or S
14.3.7.C.01 Applications and plug-ins | O™ SXternal websites Functional | Intersects With ecure Baseline CFG-02 or ssets and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies permitting TLS through their gateways SHOULD implement:
a solution that decrypts and inspects the TLS traffic as per content filtering
ts; Visibility of Encrypted Mechanisms exist to configure the proxy to make encrypted
1438.C.01 Inspection of TLg | edUlrements: or Functional |Intersects With v P NET-18.2 ° proxy e 5
an allow list specifying the addresses (uniform resource locators) to which Communications communications traffic visible to monitoring tools and mechanisms.
encrypted connections are permitted, with all other addresses blocked.
Agencies SHOULD seek legal advice regarding the inspection of encrypted
Legal adh th Visibility of Encrypted Mech: t to configure th to mak ted
14.3.9.C.01 cgaladvice onthe ) o - ffic by their gateways. Functional | Intersects With| oo Of Enerypte NET-18.2 || \echanisms exist to configure the proxy to make encrypte 5
Inspection of TLS traffic Communications communications traffic visible to monitoring tools and mechanisms.
‘Agencies SHOULD implement allow listing for all HTTP traffic being Mechanisms exist to force Intermet-bound network traffic through a
14.3.10.C.01 Allowlisting / Deny listing | communicated through their gateways. Functional | Intersects With| DNS & Content Filtering | NET-18 | ProXY device (e-g. Policy Enforcement Point (PEP)) for URL content 5
websites filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Agencies using an allow list on their gateways to specify the external Mechanisms exist to force Interet-bound network traffic through a
14.310.0.02 Allow listing / Deny lsting | adressos, to which encrypted connactions are permitted, SHOULD Functional | Intersects With| DNS & Gontont Fitering |  NET-1 |PTO%Y 96¥ie® (6. Policy Enforcement Point (PEP)) for URL content s
websites Specify allow list addresses by domain name or IP address. filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
If agencies do not allow list websites they SHOULD deny list websites to Mechanisms exist to force Interet-bound network traffi through a
14.3.10.0.03 Allow listing / Deny listing | prevent acoess to known malicious websites. Functional | Intersects With| DNS & Content Filtering | NET-18 | ProXY device (e-g. Policy Enforcement Point (PEP)) for URL content 5
websites filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
‘Agencies deny listing websites SHOULD update the deny list on a frequent Mechanisms exist to force Interet-bound network traffic through a
14.3.10.0.04 Allow listing / Deny listing  basis to ensure that it remains effective. Functional | Intersects With| DNS & Content Filtering | NET-18 | ProXY device (e-g. Policy Enforcement Point (PEP)) for URL content 5
websites filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
‘Agencies SHOULD block client-side active content, such as Java and Mechanisms exist to force Interet-bound network traffic through a
ActiveX, which dash limited business impact. d g, Policy Enf t Point (PEP)) for URL content
14.3.11.C.01 Client-side active content| C1veX, Which are assessed as having a limited business impac Functional | Intersects With| DNS & Content Filtering | NET-18 | POy @evice (e, Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Agencies SHOULD: i . Mechanisms exist to force Internet-bound network traffic through a
use client-side controls that allow JavaScript on a per website basis; and
- o proxy device (e.g., Policy Enforcement Point (PEP) for URL content
14.3.11.C.02 Client-side active content |add JavaScript functions used only for malicious purposes to the agency | Functional | Intersects With | DNS & Content Filtering |  NET-18 |7 oo o 5
‘ filtering and DNS filtering to limit a user's ability to connect to
Web content filter or IDS/IPS.
dangerous or prohibited Internet sites.
‘Agencies SHOULD use the Web proxy to filter content that is potentially Mechanisms exist to force Intermet-bound network traffic through a
X d 8. Policy Enf t Point (PEP)) for URL content
14.3.12.0.01 Web content filter | 2™ ful to system users and their workstations; Functional | Intersects With| DNS & Content Filtering | NET-18 | PTOXY device (e:g. Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
Users MUST NOT use agency userlD and login passwords as credentials for Mechanisms exist to:
. Authenticat 1) Securel; thenticators f d devices; and
14343001 Website Passwords | XtEmal websites Functional | intersacts with uthenticator 1AG10|(1)Securely manage authenticators for users and devices; an R
Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
aa13001 Websito Passwrds | U297 MUST NOT use agency userlD and login passwords as credentals for | - F 00 I T oo | Mechanisms exist o protect and store passwords via a password R
external websites. manager tool.
Users SHOULD NOT store web site authentication credentials (userlD and Mechanisms exist to:
14.313.0.02 Website Pasewords | P3S50rd) on workstations, remote access devices (such as laptops) or Functional | intersects with Authenticator Ja-1o |1 Securely manage authenticators for users and devices; and s
BYO devices. Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
Users SHOULD NOT store web site authentication credentials (userlD and Mochanisms exist o protect and store passwords via a pasamord
14.3.13.0.02 Website Passwords | password) on workstations, remote access devices (such as laptops) or Functional [ Intersects With|  Password Managers | IAC-10.11 | #°1en P! P P 5
BYO devices. # i}
Users SHOULD NOT use the same password for multiple websites. Mechanisms exist to:
Authenticat 1) Securel thenticators f d devices; and
14.3.13.0.03 Website Passwords Functional | Intersects With uthenticator 1AC-10  |(1) Securely manage authenticators for users and devices; an 5
Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
Users SHOULD NOT use th d for multiple websites. Mech: tto protect and st d d
14.3.13.C.08 Website Passwords | - usethe same password for multiple websites. Functional |Intersects With| Password Managers | IAC-10.11 || corarisms existfo protectand store passwords via a passwors 5
manager tool.
‘Agencies SHOULD ensure that software development environments are
configured such that:
there are at least three separate environments covering:
development;
testing; and
production. .
Software development Secure D exist to maintain a network to
14.4.4.C.01 P flow between the is strictly limited accordingto | Functional | Intersects With ) TDA-07 5
environments Environments ensure a secure development environment.
a defined and documented change policy, with access granted only to
system users with a clear business requirement;
new development and modifications only take place in the development
environment; and
write access to the authoritative source for the software (source libraries &
i is disabled.
Agencies SHOULD ensure that software developers use secure
programming practices when writing code, including:
desi frware to use the lowest privilege level needed to achieve it Secure Software
esigning software to use the lowest privilegs level needed to achieve its . Mechanisms exist to develop applications based on Secure Software
14.45.C.01 Secure programming task; Functional | Intersects With| Development Practices | TDA-06 5
Development Practices (SSDP).
denying access by default; (SSDP)
checking return values of all system calls; and
alidating all inputs.
Software SHOULD be reviewed or tested for vulnerabilities before it is Used Mechanisms exist to require the developer of the Technology Asset,
. Criticality Analysis Duri Application and/or S TAAS) to perf icality analysis at
1446601 Softwaretosting | ™ @ Production environment Functional | Intersects with | C7icaU1Y Analysis During| | Application anor Service (TAAS) to perform a critcaliy analysis R
Development organization-defined decision points in the Secure Development Life
Cyele (SDLO).
Software SHOULD be reviewed or tested for vulnerabilities before it is used Mechanisms exist to perform threat modelling and other secure design
14.46.C.01 Softwaretesting |in a production environment. Functional | Intersects With|  Threat Modeling TDA-06.2 |techniques, to ensure that threats to software and solutions are 5
identified and for.
Software SHOULD be reviewed or tested by an independent party as well Mechanisms exist to require the developer of the Technology Asset,
g ticality Analy D Applicati i/ (TAAS) t rf iticalit 1) 13
1446007 Software testing |75 1o developer Functional | Intersects with | a1y Analysis During| | Application anlor Service (TAAS) to perform a critcaliy analysis s
Development organization-defined decision points in the Secure Development Life
Cyele (SDLC)
Software SHOULD be reviewed or tested by an independent party as well Mechanisms exist to perform threat modelling and other secure design
14.4.6.C.02 Softwaretesting |as the developer. Functional | Intersects With|  Threat Modeling TDA-06.2|techniques, to ensure that threats to software and solutions are 5
identified and for.
Software SHOULD follow ding practices and Mechanisms exist to require the developer of the Technology Asset,
. ticality Analy D Applicati i/ (TAAS) t rf iticalit 1) 13
1446008 Software testing | 50" development standrds Functional | Intersects with | a1y Analysis During| | Application anlfor Service (TAAS) to perform a critcaliy analysis s
Development organization-defined decision points in the Secure Development Life
Cyele (SDLC)
Software SHOULD follow ding practices and Mechanisms exist to perform threat modelling and other secure design
14.46.C.03 Softwaretesting  |agency development standards. Functional | Intersects With|  Threat Modeling TDA-06.2 |techniques, to ensure that threats to software and solutions are 5
identified and for.
A HOULD Ll acti tent their We for ki
M SHoU enow allactive contenton thelr b servers for known Mechanisms exist to utilize testing methods to ensure Technology
information security issues. ) .
14.5.6.C.01 Agency website content Y Functional Intersects With | Malformed Input Testing TDA-09.4 |Assets, Applications and/or Services (TAAS) continue to operate as 5
intended when subject to invalid or unexpected inputs on its interfaces.
Agencies SHOULD review all active content on their Web servers for known exist to perform application-level penetration testing of
i ication-lev i
14.56.C.01 Agency website content |information security issues. Functional | Intersects With " TDA09.5 P PP s testing 5
Testing d Assets, and/or Services (TAAS).
Agencies SHOULD review all active content on their Web servers for known Mechanisms exist to facilitate the implementation of an enterprise-
14.56.C.01 Agency website content |information security issues. Functional | Subset Of Web Security WEB-01  |wide web management policy, as well as associated standards, 10
trol
Segrogation of Wb | AEEnCies SHOULD minimise connestivity and acoess between sach Web Mechanisms exist to facilitate the implementation of an enterprise-
14.5.7.0.01 i application component. Functional | Subset Of Web Security WEB-01  |wide web management policy, as well as associated standards, 10
application components. e
‘Agencies SHOULD minimise connectivity and access between each Web Mechanisms exist to ensure the Open Web Application Security Project
of Web cati OWASP, Securit Standard s
145.7.C.01 Functional | Intersects With| Web Security Standard | WEB-07 | ) Ly ! 5

application components

into the organization's Secure Systems Development Lifecycle (SSDLC)

process.
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Agencies SHOULD minimise connectivity and access between each Web Mechanisms exist to use a robust Web Application Framework to
Segregation of Web Web Application
14.5.7.C.01 application component. Functional | Intersects With WEB-08  [support the development of secure web applications, including web 5
application components Framework
services. web resources and web A Interfaces
‘Agencies SHOULD follow the documentation provided in the Open Web Mechanisms exist to facilitate the implementation of an enterprise-
14.5.8.C.01 Web applications | Application Security Project guide to building secure Web applications and | Functional | Subset Of Web Security WEB-01  |wide web management policy, as well as associated standards, 10
Web services. controls and procedures.
‘Agencies SHOULD follow the documentation provided in the Open Web Mechanisms exist to ensure the Open Web Application Security Project
(OWASP) App Securit Standardi
14.5.8.C.01 Web applications | APPtication Security Project guide to building secure Web applicationsand | - ¢\ vionoi | intersects With| Web Security Standard | we-07 | )  Security andardis 5
Web services. into the organization's Secure Systems Development Lifecycle (SSDLC)
brocess.
‘Agencies SHOULD follow the documentation provided in the Open Web Wb Aoptcation Mechanisms exist to se a robust Web Application Framework to
14.5.8.0.01 Web applications | Application Security Project guide to building secure Web applications and | Functional | Intersects With A WEB-08  [support the development of secure web applications, including web 5
Web services. services. web resources and web A i Interfaces
1517001 Ermail usago policy | 2198 MUST dovelop and implement a policy governing the use of email. | - 10 0 Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel o
Security security controls.
Agencies MUST develop and implement a policy governing the use of email. existto define and rules of
15.1.7.C.01 Email usage policy Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
Agencies MUST develop and implement a policy governing the use of email. Mechanisms exist to establish usage restriotions and implementation
Technology U dance f tional technologies based on the potential t
15.1.7.C.01 Email usage policy Functional | Intersects With echnology Use HRs-05.3 |BUidance for organizational technologies based on the potential to 5
Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS),if used
A MUST develop and implement a pol th femail. tto protect th t d
15.1.7.C.01 Email usage policy | %"%° velop andimplementa policy governing the use of emall:| ¢y ctional | Intersects With| ~ Elestronic Messaging |  NET-13 existto protect the interity an 5
of electronic messaging
‘Agencies MUST ensure that emails containing NZEO or other nationality it brotect th tegrity and
15.1.8.C.01 Email marked are sent only to named recipients. Functional |Intersects With| Electronic Messaging | NET-13 P arity 5
availability of electronic messaging communications.
‘Agencies MUST NOT transmit emails or other documents, containing NZEO
t t tect th 1t d
15.1.8.C.02 Email distribution | °" Other nationality releasability marks, to groups o distribution lists Functional |Intersects With| Electronic Messaging | NET-13 existtoprotect the Integrity ant 5
unless the nationality of all members of the distribution lists can be availability of electronic messaging communications.
confirmed.
1510001 Protective marking | Agencies SHOULD comply with the national classification system forthe | - 0 T exist o protect the integrity and R
standard of protective markings. of electronic messaging
Agencies MUST NOT allow system users to select protective markings that
5 exist to protect the integrity and
15.1.10.C.01 Marking tools the system has not been accredited to process, store or communicate. Functional |Intersects With| ~Electronic Messaging | NET-13 ) ' ! 5
availability of electronic messaging communications.
A SHOULD NOT all teot King to be inserted int tto protect th t d
15.1.10.0.02 Marking tools gencies allowa protective marking to be inserted into Functional | Intersects With| Electronic Messaging NET-13 exist to protect the integrity an: 5
svstem user generated emails without their intervention. of electronic messaging
‘Agencies SHOULD NOT permit system users replying to or forwarding an
tto protect th integrity and
154.10.0.08 Marking tools email o select a protective marking that indicates thatthe classificationof | ¢ ol ine | NET1a exist to protect the integrity an R
the email is lower than a previous classification used for the email. availability of electronic messaging communications.
Marking classified and | All classified and unclassified emails MUST h tective marking. tto protect th integrity and
arking classified an: classified and unclassified emails ave a protective marking. Functional | Intorsects With|_ Electronic Messaging |  NET13 existto protect the integrity an R
emails of electronic messaging
o111.002 Marking classified and | Email protective markings MUST accurately relect the ighest Functional | Intersects With| _Electronic Messaging |  NETA13 exist o protect the integity and R
emails of all elements in an email. including anv of electronic messaging
5111008 Marking classified and_| Agencies SHOULD include protective markings in the emal subjectineor | -0 T 0 0 T exist to protect the integrity and R
emails__|header to facilitate early of the of electronic messaging
ermats from outside the | Where @n unmarked email has originated outside the government, the it o brotect the ntogrity and
15.1.12.C.01 agency MUST assess the information and determine how it is to be handled | Functional |Intersects With | Electronic Messaging | NET-13 - P integ 5
government availability of electronic messaging communications.
in ith the system.
Wh L f  natt d d t it it t t tect th It d
15.1.13.C.01 Marking personal emails [\ - - o1 e 18 of a personal nature and does not contain government Functional |Intersects With| ~Electronic Messaging | NET-13 existio protect the integrity an 5
protective markings SHOULD NOT be used. of electronic messaging
) Where an unmarked email has originated from a New Zealand or overseas ,
Receiving unmarked ) exist to protect the integrity and
15.1.14.C.01 government agency, personnel SHOULD contact the originator to Functional |Intersects With| ~Electronic Messaging | NET-13 5
emails o availability of electronic messaging communications.
d how itis to be handled.
Receiving emails with | Where an email is received with an unknown protective marking from a -
) exist to protect the integrity and
15.1.15.C.01 unknown protective | New Zealand or overseas government agency, personnel SHOULD contact | Functional | Intersects With| Electronic Messaging | NET-13 5
! availability of electronic messaging communications.
markings the originator to determine brotection measures.
‘Agencies SHOULD configure systems so that the protective markings -
! h ) exist to protect the integrity and
Printing appear at the top and bottom of every page when the email is printed, in Functional |Intersects With| ~Electronic Messaging | NET-13 ohan 0,1 5
¢ ! availability of electronic messaging communications.
CAPITALS and appearing as the first and last item on each page.
Active Web addresses | Personnel SHOULD NOT send emails that contain active Web addresses or ) exist to protect the integrity and
15.1.17.C.01 nat Functional |Intersects With| Electronic Messaging NET-13 y 5
within emails click on active Web addresses within emails they receive. of electronic messaging
15118.001 Awareness of amail | Agencies MUST make ther system users aware of the ageney's emailusage| ¢ ool L T T exist o protect the integity and R
usage policies policies. of electronic messaging
Agencies SHOULD implement to monitor thei ? tto protect th integrity and
15.1.19.C.01 Monitoring email usage |"£°"°*® implement measures to monitor thelr personnets Functional |Intersects With| ~Electronic Messaging | NET-13 existto protect the integity an 5
with email usage policies. of electronic messaging
A SHOULD enforce th f d t email syst ist to protect th tegrity and
15.1.19.0.02 Monitoring email usage |- €°"%%% enforce the use of approved government email systems | o tional | Intersects With | ~ Electronic Messaging NET-13 existto protect the integrity an: 5
such as SEEMAIL. of electronic messaging
‘Agencies SHOULD NOT all T blic Web-based email
Public Web-based email |£°"%'° aliow personnet o use public Web-based emal ) exist to protect the integrity and
15.1.20..01 services, for processing, receiving or sending emails or attachments for Functional |Intersects With| ~Electronic Messaging | NET-13 ohan Iy, I 5
services availability of electronic messaging communications.
official business.
Before implementing DMARC agencies MUST:
Domain-based Message |C"°218 @ PMARC policy; X » Domain-Based Message .
e |Listal domains, in particuar those used for the sending and/or receiving of e e existto domain sigs
15.2.36.C.01 e R PO | omail; Functional [ ntersects With | “" 70919 PEPOMINE | NET.20.4 | protections that authenticate incoming email according to the Domain- 5
(OMARG) Review the configuration of SPF and DKIM for all active domains and all oARO) based Message Reporting and C (DMARC).
published domains; and
Establish one or more monitored inboxes to receive DMARC reports.
Domain-based Message | Agencies MUST enable DMARC with a policy of p=reject for all email Domain-Based Message )
Authentication, Reporting ting fr d by their d i See 15.2.16 f Authentication Reporting Mechanisms exist to implement domain signature verification
15.2.36.C.02  Reporting| originating from or received by their domain(s). See 15.2.16 for a Functional | Intersects With POTIN | \ET.20.4  [protections that authenticate incoming email according to the Domain- 5
and Conformance | recommended approach where a domain is used for sending and/or and Conformance SO PO (oMARC)
(DMARC) receiving email and disruption would cause a business impact. (DMARC) ¢ poring -
Domain-based Message | Agencies MUST manage "received DMARC messages” in accordance with Domain-Based Message ]
Authentication, Reporting [ th ' blished DMARC poli Authentication Reporting Mechanisms exist to implement domain signature verification
15.2.36.C.03 - Reporting| the agency's publishe policy. Functional | Intersects With POTIN | \ET.20.4  [protections that authenticate incoming email according to the Domain- 5
and Conformance and Conformance
based Message Reporting and C (DMARC).
(DMARC) (DMARC)
Domain-based Message | Agencies MUST review DMARC reports on a regular basis and address any Domain-Based Message . v o
Authontication. Remorting | idontifiod o o Authentication Reportin, Mechanisms exist to implement domain signature verification
icati i : icati i
15.2.36..04 V! » Reporting| identified anomalies or security issues. Functional | Intersects With| " POMINE | NET.20.4 [protections that authenticate incoming email according to the Domain- 5
and Conformance and Conformance
based Message Reporting and C (DMARC).
(DMARC) (DMARC)
Domain-based M A HOULD fail t te report Domain-Based M
Pty R:s:ratg: o S C?UDM::’(?“T allure reports and aggregata reports according Pt R:Zs:ie Mechanisms exist to implement domain signature verification
icati i ) icati i
15.2.36.C.05 V! » Reporting| to the agency's policies. Functional | Intersects With| " POMINE | NET.20.4 [protections that authenticate incoming email according to the Domain- 5
and Conformance and Conformance
based Message Reporting and C (DMARC).
(DMARC) (DMARC)
Agencies SHOULD configure the following gateway filters:
inbound and outbound email, including any attachments, that contain:
malicious code;
content in conflict with the agency’s email policy;
Fitering suspicious ;omelm‘tr:t Ca""°:hb°v'd°;:['°d: " Phishing & Spam Mechanisms exist to utilize anti-phishing and spam protection
iLtering suspiciou : ishi
15.2.37.C.01 8 suispl feny listed or unauthorised filetypes; an X Functional | Intersects With 8 &S END-08 |technologies to detect and take action on unsolicited messages 5
emails and attachments |encrypted content, when that content cannot be inspected for malicious Protection
. transported by electronic mail.
code or authenticated as originating from a trusted source;
emails addressed to interal-use only email aliases with source addresses
located from outside the domain; and
all emails arriving via an external connection where the source address
uses an internal agencv domain name.
i fi Technol
rctive wab addrasses Enm:rwt sfwerfhs':r\out:tbetcor:‘lﬁgurrEd l: strip active addresses and URLs i::::r: echrelogy avist o confgure Assets, Appli )
15.2.38.C.01 (URL) embeddedin |19 rePace them with text only versions. Functional | Intersects With - AP CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
emails and/or Services (TAAS) configurations
for High-Risk Areas ©
Preventing unmarked or | Agencies MUST prevent unmarked and inappropriately marked emails bota Loss Prevention ‘Automated mechanisms exist to implement Data Loss Prevention
15.2.39.0.01 inappropriately marked |being sent to intended recipients by blocking the email at the email server, | Functional | Intersects With oLp) NET-17 | (DLP) to protect sensitive information as it is stored, transmitted and 8
emails origi or both.
‘Agencies MUST enforce protective marking of emails so that checking and Automated mechanisms exist to mark physical media and digital files
Preventing unmarked of | i can take place. to indicate th limitations, handling requi and
i .
15.2.39.C.02 inappropriately marked |""°""& P Functional |Intersects With| ~Automated Marking | DCH-04.1 e 5

emails

applicable security markings (if any) of the information to aid Data Loss
Prevention (DLP) i
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Agencies SHOULD enforce protective marking of emails so that checking Automated mechanisms exist to mark physical media and digital files
Preventing unmarked of | ¢ ing can take place to indicate th limitations, handling requi and
itteri .
15.2.39..03 inappropriately marked e P Functional ~Intersects With|  Automated Marking | DCH-04.1 e 5
P applicable security markings (if any) of the information to aid Data Loss
Prevention (DLP) i
‘Agencies MUST configure systems to block any outbound emails with a ) ‘Automated mechanisms exist to implement Data Loss Prevention
Blocking of outbound Data Loss Prevention
15.2.40.0.01 e protective marking or endorsement indicating that the content of the email | Functional | Intersects With oL NET-17 | (DLP) to protect sensitive information as it is stored, transmitted and 5
exceeds the classification of the path.
Slocking of outbound | AEencies SHOULD coniigure systems to g every occurrence ofa blocked I mbound & Outboun Mechanisms exist to continuously monitor inbound and outbound
15.2.40.C.02 email. Functional | Intersects With MON-01.3 | communications traffic for unusual or unauthorized activities or 5
emails Communications Traffic .
‘Agencies MUST configure email systems to reject, log and report inbound Mechanisms exist to develop, document and maintain secure baseline
15241001 Blocking o inbound | omails with protective markings indicating that the content of the email Functional | intersectewatn|  Secure Basetine cro0 for Assets, and/or Services s
emails exceeds the accreditation of the receiving system. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD notify the intended recipient of any blocked emails. Mechanisms exist to develop, document and maintain secure baseline
15.2.41.0.02 Blocking of inbound cunctional | intersacts win|  Secure Basetine oF6.02 for Assets, and/or Services R
emails Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD only send notification of undeliverable, bounced, or Mechanisms exist to develop, document and maintain secure baseline
Secure Baseli E Assets, dlor S
152.42.0.01 Undelivorabls messages | P19°ked emails to senders that can be verified via SPF o other trusted Functional | intersects with ecure Baseline cro0 or ssets, and/or Services R
means. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST ensure that the requirements for blocking unmarked and Mechanisms exist to develop, document and maintain secure baseline
15.2.43.0.01 Automatic forwarding of |outbound emeails are also applied to automatically forwarded emails. Functional | intersectewatn|  Secure Basetine cro0 for Assets, and/or Services s
emails Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST disable open email relaying so that email servers will only Mechanisms exist to develop, document and maintain secure baseline
; Secure Baseli E Assets, dlor S
15.2.44.0.01 Open rolay omail servors | 219 Messages destined for the agency's domain(s) andthose originatng | ¢ L ecure Baseline cro0 or ssets, and/or Services R
from authorised systems or users within that domain. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD perform regular email server auditing, security reviews Mechanisms exist to review and update baseline configurations:
Email . 1) At least annually;
15.2.45.C.01 mail server and vulnerability analysis activities Functional | Intersects With|  Reviews & Updates Cra-02.1 |(1)Atleastannually 5
maintenance activities (2) When required due to so; or
(3) As part of system and upgrades.
Where an agency has system users that send email from outside the Mechanisms exist to develop, document and maintain secure baseline
16.2.46.0.01 Gentralised email | agency's network, an authenticated and encrypted channel MUST be Functional | intersectewatn|  Secure Basetine 602 for Assets, and/or Services R
gateways configured to allow email to be sent via the centralised email gateway. Configurations (TAAS) that are consistent with industry-accepted system hardening
) ‘Agencies SHOULD route email through a centralised email gateway. Mechanisms exist to foute internal communications traffic to external
Centralised email Route Internal Traffic to
15.2.46.C.02 Functional | Intersects With NET-18.1[networks through organization-approved proxy servers at managed 5
gateways Proxy Servers '
Where backup or alterative email gateways are in place, additional email Mechanisms exist to develop, document and maintain secure baseline
15.2.46.0.08 Centralised email | gateways SHOULD be maintained at the same standard as the primary runctional | intersectewitn|  Secure Basetine 602 for Assets, and/or Services R
gateways email gateway. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST enable opportunistic TLS encryption as defined in [ETFs Mechanisms exist to develop, document and maintain secure baseline
15.2.47.C.01 Transport Layer Security |RFC 3207 on email servers that make incoming or outgoing email Functional | intersectewatn|  Secure Basetine 602 for Assets, and/or Services R
(1s) connections over public infrastructure. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD implement TLS between email servers where significant Mechanisms exist to develop, document and maintain secure baseline
15247602 Transport Layer Security |volumes of classified information are passed via email o other agencies. | oo o Secure Baseline 602 for Assets, and/or Services R
(1s) Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD enable MTA-STS to prevent the unencrypted transfer of Mechanisms exist to develop, document and maintain secure baseline
15.2.48.0.01 Mail transfer agent - strict| emails between complying servers. Functional | intersectewatn|  Secure Basetine 602 for Assets, and/or Services R
transfer security Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST use TLS 1.2 o above when implementing MTA-STS. Mechanisms exist to develop, document and maintain secure baseline
16.2.48.0.02 Mail transfer agent - strict Functional | intersectewatn|  Secure Basetine 602 for Assets, and/or Services R
transfer security Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD enable TLS reporting when implementing MTA-STS. Mechanisms exist to develop, document and maintain secure baseline
Mail transf - strict Baseli i f Assets, 2
15.2.48.0.03 ail transfer agent - stric Functional | intersects witn|  Secure Baseline cFo02 or ssets, and/or Services s
transfer security Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST: Mechanisms exist to develop, document and maintain secure baseline
der Policy Fi K ; Baseli i f Assets, 2
15.2.49.0.01 Sender Polcy Framework |specify mail servers using SPF or Sender D; and | Functional | interssctewitn|  S°cure Basetine cFo02 or ssets, and/or Services s
(sPF) mark, block or identify incoming emails that fail SPF checks for notification Configurations (TAAS) that are consistent with industry-accepted system hardening
to the email recipient.
‘Agencies MUST: Mechanisms exist to develop, document and maintain secure baseline
der Policy Fi K ity ; Baseli i f Assets, 2
15.2.48.0.02 Sender Policy Framework |use afail SPF record when specifying emil servers; and Functional | intersects witn|  Secure Baseline cFo02 or ssets, and/or Services s
(sPF) use SPF or Sender ID to verify the authenticity of incoming emails. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD refer to the SPF recommendations in IETFs RFC 7208. Mechanisms exist to develop, document and maintain secure baseline
der Policy Fi K Baseli i f Assets, 2
15.2.49.0.08 Sender Policy Framewor Functional | intersects wign|  Secure Baseline cFo02 or ssets, and/or Services s
(5PF) Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST enable DKIM signing on all email originating from their Mechanisms exist to develop, document and maintain secure baseline
Domainkeys Identifi . Baseli i f Assets, 2
15.2.50.0.01 omainkeys Identified |domain Functional | intersects witn|  Secure Baseline cFo02 or ssets, and/or Services s
Mail (DKIM) Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST use DKIM in conjunction with SPF. Mechanisms exist to develop, document and maintain secure baseline
DomainKeys Identifi Baseli i f Assets, 2
15.2.50.0.02 omainkeys dentified Functional | intersects wign|  Secure Baseline cFo02 or ssets, and/or Services s
Mail (DKIM) Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD verify DKIM signatures on emails received, taking into Mechanisms exist to develop, document and maintain secure baseline
15.2.50..08 DomainKeys Identified |account that email distribution list software typically invalidates DKIM Functional | ntersectawiy|  Secure Basetine cro02 igurations for Assets, and/or Services s
Mail (DKIM) signatures. Configurations (TAAS) that are consistent with industry-accepted system hardening
Where agencies operate email distribution list software used by external Mechanisms exist to develop, document and maintain secure baseline
15.2.50..04 DomainKeys Identiied | senders, agencies SHOULD configure the Software so that it does not Functional | ntersectawiy|  Secure Basetine cro02 igurations for Assets, and/or Services s
Mail (DKIM) impair the validity of the senders DKIM signature. Configurations (TAAS) that are consistent with industry-accepted system hardening
Agencies MUST:
develop, implement and maintain a set of policies and procedures
covering all system users:
; Security, Compliance &
identification; i ecurity, Compliance Mechanisms exist to facilitate the implementation of security,
16.1.24.0.01 Policies and procedures |authentication; Functional | Subset Of Resilience Program |  GOV-01 ! 10
! compliance and resilience governance controls.
authorisation;
privileged access identification and management; and
make their system users aware of the agency's policies and procedures.
‘Agencies MUST:
develop, implement and maintain a set of policies and procedures
covering all system users:
identification; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
16.1.24.C.01 Policies and procedures |authentication; Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 8
authorisation; Documentation resilient capabilities.
privileged access identification and management; and
make their system users aware of the agency's policies and procedures.
Agencies MUST:
develop, implement and maintain a set of policies and procedures
covering all system users:
identification; Standardized Oporating Mechanisms exist to identify and document Standardized Operating
16.1.24.0.01 Policies and procedures |authentication; Functional | Intersects With |~ BEH TEET OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 8
authorisation; execution of day-to-day / assigned tasks.
privileged access identification and management; and
make their system users aware of the agency's policies and procedures.
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Agencies SHOULD design and implement Zero Trust principles and Mechanisms exist to treat all users and devices as potential threats
Implement zero trust Zero Trust Architecture
16.1.25.C.01 e to strengthen Functional | Intersects With o NET-01.1 |and prevent access to data and resources until the users can be 8
princip broperly and their access authorized.
‘Agencies MUST ensure that all system users are:
Unique system user : ot and Y Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize
16.1.26.C.01 aue s uniquely identifiable; . . Functional | Intersects With g IAC-01.2  [and Audit (AAA) solutions, both on-premises and those hosted by an 5
thorised and on each occasion that access is granted to a and Audit (AAR)
External Service Provider (ESP).
svstem.
6127001 Shared accounte | Aencies MUSTNOT use shared oredentials to access accounts. Functionat | intersacts witn| Restrictions onShared |~ "™ Mechanisms exist o authorize the use of shared/group accounts only R
Groups / Accounts under certain defined condition:
16127001 Shared accounts | AEETCIes MUSTNOT use shared credentials to access accounts. Functional | Intersects With|  Credential Sharing JaG19 | Mechanisms exist o prevent the sharing of generic IDs, passwords or R
other generic methods.
‘Agencies MUST NOT use shared credentials to access administrator o
privileged access accounts. Restrictions on Shared Mechanisms exist to authorize the use of shared/group accounts only
16.1.27.C.02 Shared accounts | NB: Break Glass accounts are exempt from this control. For further Functional | Intersects With IAC-15.5 5
Groups / Accounts under certain organization-defined conditions.
guidance on Break Glass accounts see Emergency accounts (Break Glass
accounts section).
Agencies MUST NOT use shared credentials to access administrator or
privileged access accounts.
Mechanisms exist to prevent the sharing of generic IDs, passwords or
16.1.27.C.02 Shared accounts | NB: Break Glass accounts are exempt from this control. For further Functional |Intersects With|  Credential Sharing 1AC-19 preve 8 or e P 5
other generic authentication methods.
guidance on Break Glass accounts see Emergency accounts (Break Glass
accounts section).
‘Agencies SHOULD NOT use shared credentials to access accounts. Mechanisms exist to prevent the sharing of generic IDs, passwords o
16.1.27.C.08 Shared accounts & Functional |Intersects With|  Credential Sharing IAC-19 P gofe P 5
other generic methods.
System user If agencies choose to allow shared, non user-specific accounts they MUST
s e P Y Restrictions on Shared Mechanisms exist to authorize the use of shared/group accounts only
16.1.28.C.01 identification for shared |ensure that an means of the ofthe | Functional ~|Intersects With 1AC-15.5 woree : 5
Groups / Accounts under certain organization-defined conditions.
accounts system useris and logged.
Methods for system user | Agencies MUST NOT use a numerical password (or personal identification Paseword-Based Mechanisms exist to enforce complexity, length and lifespan
16.1.20.C.01 identificationand | number) as the sole method of authenticating a system user to access a Functional [ Intersects With| oo ot a0 IAC-10.1 | considerations to ensure strong criteria for password-based 5
system.
Agencies SHOULD use multi-factor authentication (MFA) when identifying ‘Automated mechanisms exist to enforce Multi-Factor Authentication
and authenticating system users. (MFA) for:
Methods for system user Mult-Factor (1) Remote network access;
16.1.29.C.02 identification and Functional | Intersects With IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
Authentication (MFA)
authentication and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Agencies SHOULD assess and determine the risk of centralised access Mechanisms exist to formally assess the security, compliance and
Centralisationof | management systems, including SSO, to safely manage integration into 1 lsin Assets, and/or Services
Identification and . TAAS) through Information A P 1AP) activities t
16.1.30.C.01 entificationand [systems and when using FIM. Functional | intersacts with Assossments 1AG.0a | TAAS) through Information Assurance Program (IAP) activities to s
Authentication determine the extent to which the controls are implemented correctly,
Management operating as intended and producing the desired outcome with respect
to meeting expected
Centralisation of | Agencies SHOULD assess and determine the risk of centralised access
164.30.0.01 Idenification and | management systems, including S50, to safely manage integration nto Functional | intersacts witn | Business Impact Analysis| | Mechanisms exist to conduct a Business Impact Analysis (BIA) to R
Authentication |systems and when using FIM. (BIA) identify and assess security, compliance and resilience risks.
o1o1001 pasewords and policas | 507198 MUST ensure adequate password poliies are implementedand | (o I 0 Identity & Access 1AC.01 | Mechanisms exist to facilitate the implementation of dentification and o
enforced across all systems. 1AM) access controls.
Agencies MUST implement a password policy enforcing at least annual Paseword-Based Mechanisms exist to enforce complexity, length and lifespan
16.1.31.C.02 Passwords and policies |password changes on systems that have not implemented MFA or Functional [ IntersectsWith| oo ot a0 IAC-10.1 [ considerations to ensure strong criteria for password-based 5
Agencies MUST implement a password policy enforcing:
Aminimum password length of 16 characters (e.g four words).
Passwords must be long, strong and unique. This means passwords must Mechanisms exist to develop, document and maintain secure baseline
i Secure Baseli f Assets, dlor S
164.31.0.08 Passwords and policies |2 MNImum character length, and are a combination of unique random | Ll ecure Baseline cro0 or ssets, and/or Services R
words, characters or numbers. Configurations (TAAS) that are consistent with industry-accepted system hardening
NB: no explicit complexity requirements are enforced (e.g. numbers or standards.
special characters), however passwords must be unique, or random and
mav include special and numbers to achieve this.
To ensure security of systems are not weakened through authentication
mechanisms, at a minimum, agencies MUST:
apply MFA appropriately (refer to controls in Section 16
ensure authentication secrets (including passwords) are securely stored;
remove based questions from process (eg, dogs Mechanisms exist to develop, document and maintain secure baseline
i ) Secure Basell igurations f Assets, d/or Servi
16.1.31.0.04 Passwords and policies | 2™ first schoolete.); Functional | Intersects With ecure Baseline CFG-02 o ssets and/or Services 5
new passwords are screened to reduce the likelihood of previously Configurations (TAAS) that are consistent with industry-accepted system hardening
compromised passwords; standards.
remove hints from authentication process; and
change passwords when a suspected or known compromise of an account
has occurred.
‘Agencies MUST NOT: Mechanisms exist to develop, document and maintain secure baseline
; Secure Baseli i f Assets, dlor S
16.1.31.C.05 Passwords and policies |70 Predictable reset passwords; Functional | Intersects With ecure Baseline CFG-02 or \ssets, and/or Services 5
store passwords in the clear on the system; and Configurations (TAAS) that are consistent with industry-accepted system hardening
reuse when resetting multiple accounts.
‘Agencies SHOULD consider the use of location-based factors in the
gm " | S et " " o it Attribute.Based Access Mechanisms exist to enforce Attribute-Based Access Control (ABAC)
16.1.31.C.06 Passwords and policies |2Uthentication process, (e.g., Users must be at an expected location (city, | ¢\ iona | intersects With IAC-29  |for policy-driven, dynamic authorizations that supports the secure 5
country, IP address) and provide the correct credentials for the Control (ABAC) oneye
sharing of information.
to succeed).
When creating password policies, agencies SHOULD consider oasoword.Based Mechanisms exist to enforce complexity, length and lifespan
16.1.31..07 Passwords and policies |implementing annual password changes. Funotional [ Intersects With| oo 1" 280e IAC-10.1 | considerations to ensure strong criteria for password-based 5
‘Agencies MUST NOT allow storage of unprotected authentication
Protecting stored g' : o that grars s g P! e " o . Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
16.1.32.C.01 authentication information that grants system access, or decrypts an encrypted device, to | - ¢\ vionat | ntersects With|  Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes acting on 5
be located on, or with the system or device, to which the authentication ‘
information Organizational Users behalf of organizational users.
grants access.
orotocting authentication | AE6NCies MUST ensure that system authentication data s protected when axist o require obe -
16.1.33.0.01 e ! intransit on networks or All systems. Functional |Intersects With| Group Authentication | 1AC-02.1 | < uthent 5
data in transit individual authenticator when a group authenticator is utilized.
! ‘Agencies MUST ensure that system authentication data is protected when ) )
Protecting authentication | & N Vs P § Restrictions on Shared Mechanisms exist to authorize the use of shared/group accounts only
16.1.33.0.01 ! intransit on networks or All-of systems. Functional | Intersects With IAC-15.5 : ) 5
data i transit Groups / Accounts under certain organization-defined conditions.
Password and other authentication secrets MUST be hashed before )
" N " exist to require tobe ith an
16.1.34.C.01 Hashing storage using an approved cryptographic protocol and algorithm. See Functional | Intersects With| Group Authentication | 1AC-02.1 | uthent 5
individual authenticator when a group authenticator i utilized.
Chapter 17 - Cn
Password and other authentication secrets MUST be hashed before ] )
! ! Restrictions on Shared Mechanisms exist to authorize the use of shared/group accounts only
16.1.34.C.01 Hashing storage using an approved cryptographic protocol and algorithm. See Functional | Intersects With 1AC-15.5 4 ) 5
Groups / Accounts under certain organization-defined conditions.
Chapter 17 - Cn
Passwords and other authentication secrets MUST be stored securely
including being:
salted (32 bits or more),
salts should be unique to each password and should be randomly protection of exist to protect with the
16.1.34.C.02 Hashing generated. Functional Intersects With IAC-10.5 of the to which use of the permits 5
Authenticators
hashed (HMAC using SHA-2/3), and access.
"stretched"qsuch as PBKDF2 with at least:
600Kiterations with internal hash function of HMAC-SHA-256; or
210k iterations with internal hash function of HMAC-SHA-512).
Where systems contain NZEO or other nationalities releasability marked or )
of foreign marked agencies MUST provide a mechanism Password-Based Mechanisms exist to enforee complexity, Length and lifespan
16.1.35.C.01 MUST Functional | Intersects With IAC-10.1 | considerations to ensure strong criteria for password-based 5
nationals that allows system users and processes to identify users who are foreign Authentication et
nationals. including seconded foreign nationals.
. Agencies using NZEO systems SHOULD ensure that identification includes Mechanisms exist to enforce complexity, length and lifespan
Identification of foreign Password-Based
16.1.35.0.02 specific nationality for all foreign nationals, including seconded foreign Functional | Intersects With IAC-10.1 | considerations to ensure strong criteria for password-based 5
nationals : Authentication
nationals.
‘Agencies MUST ensure system users provide sufficient evidence to prove
Resetting passwords and [they are the owner of the account when requesting a password reset fo Protection of ©xistto protect with the
r
16.1.36.C.01 2P Y ar w unt when requesting a password re " Functional | Intersects With IAC-10.5 of the i to which use of the permits 5

authentication vectors

their system account or making changes to their multi-factor

Authenticators

access.
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Agencies MUST ensure system users provide sufficient evidence to prove No Embedded
Resetting passwords and Mechanisms exist to ensure that unencrypted, static authenticators
16.1.36.C.01 2P they are the owner of the account when requesting a password reset for Functional | Intersects With|  Unencrypted Static IAC-10.6 e 5
authentication vectors | their system account or making changes to their multi-factor eoioators are not embedded in applications, scripts or stored on function keys.
Where passwords are not set by the account holder, agencies MUST use Mechanisms exist to:
1614.36.0.02 Resetting passwords and |temporary passwords when resetting system user accounts. Functional | intersects with Authenticator 1AG.10 |(1)Securely manage authenticators for users and devices; and s
authentication vectors Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
‘Agencies SHOULD NOT use single factor authentication when changing Mechanisms exist to:
1614.36.0.08 Resetting passwords and |users Multi-Factor Authentication details. Functional | intersacts with Authenticator 1AG.10 |(1)Securely manage authenticators for users and devices; and s
authentication vectors Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
Password managers provide no additional security to the sign-in password.
o o uST o Protestion of exist to protect with the
16.1.37.C.01 Securing Passwords |/ E°"1C1eS USINg password managers ensure sign-in passwords Functional | Intersects With IAC-10.5 of thei to which use of the permits 5
adhere to the password security policies used by the organisation. Authenticators o
‘Agencies using password managers SHOULD consider the use of MFA to Mechanisms exist to protect and store passwords via a password
16.1.37.0.02 Securing Passwords | & 8p & Functional |Intersects With| ~Password Managers | 1AC-10.11 P! P P 5
access the password manager. manager tool.
Whe: moving to pass:vurd:es: authentication, agencies SHOULDdcalrr;/ out eroctonon axistto protect it the
arisl and evaluate models to rotection o
16.1.38.C.01 Functional | Intersects With IAC-10.5 of the to which use of the permits 5
choose and factors that best fit the Authenticators
) access.
security and
Disabling vulnerable | Agencies MUST ensure methods that are o
Mechanisms exist to identify foreign nationals, including by their
16.1.39.C.01 authentication |replay attacks are disabled. Functional | Intersects With | Citizenship Identification | HRS-04.4 ! ' fy foreig 8by 5
specific citizenship.
Disabling vulnerable | Agencies MUST disable LAN Manager for password authentication on
Mechanisms exist to identify foreign nationals, including by their
16.1.39.C.02 authentication |workstations and servers. Functional | Intersects With | Citizenship Identification | HRS-04.4 ! : y foreig BbY 5
specific citizenship.
Agencies SHOULD develop and apolicy to logout Mechanisms exist to:
16.1.40.0.01 Sessiontermination | 219 Shutdown workstations after an appropriate time of inactivity. This Functional | intersacts with Authenticator Jac1o |1 Securely manage authenticators forusers and devices; and s
includes invalidating any session tokens. Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
Agencies MUST:
configure systems with a screen and session lock;
configure the lock to activate:
after a maximum of 10 minutes of system user inactivity; or Mechanisms exist to:
164.41.0.01 Soreenand session it manually activated by the system user; Functional | intersects with Authenticator Ia-1o |1 Securely manage authenticators forusers and devices; and s
locking configure the lock to completely conceal all information on the screen; Management (2) Ensure the strength of authentication is appropriate to the
ensure that the screen is not turned off or enters a power saving state classification of the data being accessed.
before the screen or session locks activated;
have the ser reauthenticate to unlock the system; and deny users the
ability to disable the locking
Agencies MUST:
configure systems with a screen and session lock;
configure the lock to activate:
after a maximum of 10 minutes of system user inactivity; or ) - :
s 5 p Foiihsirainio Atomated Support Automated mechanisms exist to determine if password authenticators
creen and session ; utomated Support For
16.1.41.C.01 ffmanually activated by the system user; Functional | Intersects With PP IAC-10.4 |are sufficiently strong enough to satisfy organization-defined password 5
locking configure the lock to completely conceal all information on the screen; Password Strength "
length and complexity requirements.
ensure that the screen is not turned off or enters a power saving state
before the screen or session locks activated;
have the user reauthenticate to unlock the system; and deny users the
ability to disable the locking
Agencies SHOULD:
configure systems with a session or screen lock;
configure the lock to activate:
after a maximum of 10 minutes of system user inactivity; or Mechanisms exist to:
164.41..02 Soreenand session it manually activated by the system user; Functional | intersects with Authenticator Ja-1o |1 Securely manage authenticators forusers and devices; and s
locking configure the lock to completely conceal all information on the screen; Management (2) Ensure the strength of authentication is appropriate to the
ensure that the screen is not turned off or enters a power saving state classification of the data being accessed.
before the screen or session locks activated;
have the system user reauthenticate to unlock the system; and
denv svstem users the abilitv to disable the locking
Agencies SHOULD:
configure systems with a session or screen lock;
configure the lock to activate:
after a maximum of 10 minutes of system user inactivity; or ) . :
s 5 . e Atomated Support Automated mechanisms exist to determine if password authenticators
creen and session ; utomated Support For
16.1.41.C.02 Trmanually activated by the system user; Functional | Intersects With PP IAC-10.4 |are sufficiently strong enough to satisfy organization-defined password 5
locking configure the lock to completely conceal all information on the screen; Password Strength "
length and complexity requirements.
ensure that the screen is not turned off or enters a power saving state
before the screen or session lock s activated;
have the system user reauthenticate to unlock the system; and
denv svstem users the abilitv to disable the locking
Agencies MUST:
Record all successful and failed logon attempts;
lock system user accounts after three failed logon attempts;
use a temporary lock out feature to unlock system (max ] times);
have a system administrator reset locked accounts if [] times is
superseded; Mechanisms exist to:
i Authenticator 1) Securely manage authenticators for users and devices; and
16.1.42.C.01 Suspension of access | ©MOVe OF suspend system user accounts as soon as possible when Functional |Intersects With ac-10 | Yy i ! S 5
personnel no longer need access due to changing roles or leaving the Management (2) Ensure the strength of authentication is appropriate to the
organisation; and classification of the data being accessed.
remove or suspend inactive accounts after a specified number of days.
NB: Agencies can determine the risk of using a temporary lock out feature
on their specific systems.
[lindicates the chosen 'value of times' an agency has decided to use for the
temnorary lock out feature.
Agencies MUST:
Record all successful and failed logon attempts;
lock system user accounts after three failed logon attempts;
use a temporary lock out feature to unlock system (max [] times);
have a system administrator reset locked accounts if[] imes is
superseded; - . o Password-Based Mechanisms exist to enforce complexity, length and lifespan
word-
16.1.42.C.01 Suspension of access | ©MoVe O suspend system user accounts as soon as possible when Functional | Intersects With o-oa: IAC-10.1 | considerations to ensure strong criteria for password-based 5
personnel no longer need access due to changing roles or leaving the Authentication
authentication.
organisation; and
remove or suspend inactive accounts after a specified number of days.
NB: Agencies can determine the risk of using a temporary lock out feature
on their specific systems.
[lindicates the chosen 'value of times' an agency has decided to use for the
temnorar lack out feature
) Agencies SHOULD ensure that repeated account lockouts are investigated Mechanisms exist to enforce complexity, length and lifespan
Investigating repeated Password-Based
16.1.43..01 before reauthorising access. Functional | Intersects With IAC-10.1 [ considerations to ensure strong criteria for password-based 5
account lockouts Authentication
‘Agencies SHOULD have a logon banner that requires a system user to ‘Automated mechanisms exist to log out users, both locally on the
16.1.44..01 Logon banner acknowledge and accept their security responsibilities before access to Functional |Intersects With| ~Session Termination IAC-25 | network and for remote sessions, at the end of the session or after an 5
the svstem is granted. ization-defined period of inactivity.
‘Agencies SHOULD seek legal advice on the exact wording of logon Mechanisms exist to utilize system use notification / logon banners
nners. System Use Notification that display an approved system use notification message o banner
16.1.44.C.02 Logon banner banners. Functional | Intersects With| " SEA-18 playan app Y 8 5
(Logon Banner) before granting access to Technology Assets, Applications and/or
Services (TAAS).
‘Agency logon banners SHOULD cover issues such as:
the systems classification;
access only being permitted to authorised system users; Mechanisms exist to utilize system use notification / logon banners
; System Use Notification that display an approved system use notification message or banner
164.44.0.03 Logonbanner the system users agreement to abide by relevant security policies; Functional | ntersects with| 3 SEAts play an app v g s

the system users awareness of the possibility that system usage is being
monitored;

the definition of acceptable use for the system; and

legal of violating the relevant policies.

(Logon Banner)

before granting access to Technology Assets, Applications and/or
Services (TAAS).
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Agencies MUST follow a defined process for developing an access control
list, such as described in the table below.
Stage
Description
y
Establish groups of all system resources based on similar security
objectives.
2
Determine the information owner for each group of resources.
3
:’ma‘” agresment from system awners. Mechanisms exist to enforce Role-Based Access Control (RBAC) for
. Role-Based Access Technology Assets, Applications, Services and/or Data (TAASD) to
16.2.4.C.01 Access control lists i Functional [ Intersects With IAC-08 5
Establish groups encompassing all systam users based on similar Control (RBAC) restrict access to individuals assigned specific roles with legitimate
Vsur\cuor\s or security objectives. business needs.
Determine the group owner or manager for each group of system users.
6
Determine the degree of access to the resource for each system user
group, the principal of least-privilege access.
7
Decide on the level of access for security administration, based on the
internal security policy.
8
Identify any classification, protective markings, and releasability indicators
fevioh ne N7EA o ;
Agencies MUST follow a defined process for developing an access control
list, such as described in the table below.
Stage
Description
y
Establish groups of all system resources based on similar security
objectives.
2
Determine the information owner for each group of resources.
3
Obtain agreement from system owners.
4 Mechanisms exist to utilize the concept of least privilege, allowing only
16.2.4.C.01 Access control lists | Establish groups encompassing all system users based on similar Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 5
functions or security objectives. tasks in accordance with organizational business functions.
5
Determine the group owner or manager for each group of system users.
6
Determine the degree of access to the resource for each system user
group, the principal of least-privilege access.
7
Decide on the level of access for security administration, based on the
internal security policy.
8
Identify any classification, protective markings, and releasability indicators
fovinh e N7ER ;
Agencies MUST have authorisation of system users enforced by access exist to leverage data-specific Access Control Lists (ACL)
1625.0.01 Enforcing authorisations |controls. Functional | Intersots With|  Data Access Mapping | DCH-1a.g |©"nterconnection Security Agreements (1SAS) to generate a logical s
on systems map of the parties with whom sensitive and/or regulated data is
shared.
Agencies MUST have authorisation of system users enforced by access Mechanisms exist to enforce Role-Based Access Control (RBAC) for
1625.0.01 Enforcing authorisations |controls. Functional | intersects witn|  Ro\e-Based Access \AC.0g _|Technology Assets, Applications, Services and/or Data (TAASD) to s
on systems Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
Protecting ‘Agencies MUST restrict access to compartmented information. Such exist to leverage data-specific Access Control Lists (ACL)
. Inte tion S ity its (ISAs) t te a logical
1626601 compartmented restriction MUST be enforced by the system Functional | Intersoots With| Dt Access Mapping | DCH-1a.g |Cerconnection Security Agreements (1SAs) to generate a logica R
map of the parties with whom sensitive and/or regulated data is
information on systems
shared.
Access from foreign Agencies MUST NOT allow access to NZEO information from systems and y y "
Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data wherever
16.2.7.C.01 controlled systems and |facilities not under the sole control of the government of New Zealand and Functional | Intersects With g DCH-01.2 | P ! 8! 5
SYS 8 Data Protection itis processed and/or stored.
facilities New Zealand citizens.
ncasas from foregn | Unless @ multlateral o bilateral security agreement s i place, agencies
SHOULD NOT allow access to classified information from systems and Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data wherever
16.2.7.C.02 controlled systems and Functional Intersects With DCH-01.2 |, 5
facilities facilities not under the sole control of the government of New Zealand and Data Protection itis processed and/or stored.
New Zealand citizens.
Agencies MUST:
ensure strong change management practices are implemented;
ensure that the use of privileged accounts is controlled and accountable;
S e ’ T ) )
1635001 Use of privileged | ensure that system ed, and use,an | Lot |intersectewin| | PrvileEed Account IaG1g | Mechanisms existto restrict and control prviteged access rights for s
accounts individual account for the performance of their administration tasks; Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
keep privileged accounts to a minimum; and
allow the use of privileged accounts for administrative work only.
Agencies MUST NOT allow foreign nationals, including seconded foreign N y N N
Privileged system access | 5" ' “ © e Privileged Account Mechanisms exist to restrict and control privileged access rights for
16.3.6.C.01 i nationals, to have privileged access to systems that process, store or Functional | Intersects With IAC-16 € 5
by foreign nationals NZEO Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
Agencies SHOULD NOT allow foreign nationals, including seconded foreign N y N N
Privileged system access | 5" ! ¢ © e Privileged Account Mechanisms exist to restrict and control privileged access rights for
16.3.6.C.02 i nationals, to have privileged access to systems that process, store or Functional | Intersects With IAC-16 € 5
by foreign nationals classified i N Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
Agencies involved in frequent transfers of data from another system to their
ity cle f ifi Privile A it Mechani: t trict trol privilg ights f
1637.0.01 Security clearances for | system with a lesser classification SHOULD ensure at least one privileged | (oo | oo rivileged Accoun AC16 echanisms exist {0 estrict and control privleged access righs for s
privileged users user has a security clearance level commensurate the classification of the Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
higher system.
Policy Creationand | Agencies MUST establish a Privileged Access Management (PAM) policy. ) Privileged Account Mechanisms exist to restrict and control privileged access fights for
16.4.36.C.01 Y Creati genci i ileg: © (PAM) policy. Functional | Intersects With ileg: IAC-16 ! ol privileg ess rig 5
(PAM) users and Technology Assets. and/or Services (TAAS).
Within the context of agency operations, the agency's PAM policy MUST
16.4.36.0.02 Policy Creationand | define: Functional | intersects witn|  Priviteged Account IAG1g | Mechanisms existto restrict and control priviteged access rights for s
Implementation  |a privileged account; and Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
orivileged access.
16.4.36.0.03 Policy Creationand | Agencies MUST manage privileged accounts in accordance with the Functional | intersects witn| _Priviteged Account 1AG1g | Mechanisms existto restrict and control prvileged access rights for R
agency’s PAM policy. (°AM) users and Assets, and/or Services (TAAS).
The Principle of Least | Agencies MUST apply the Principle of Least Privilege when developing and ) Privileged Account Mechanisms exist to restrict and control privileged access rights for
16.4.37.C.01 Functional | Intersects With IAC-16 5
Privilege a Privileged Access (PAM) policy. (PAM) users and Technology Assets. and/or Services (TAAS).
A ies MUST ly the Pri le of Least Privile hen developit d N N
The Princinie of Loast | etomenting s pritotot Aemacs M :‘(";i;w o ovelopingan Usor Responsibiltos for Mechanisms exist to compel users to follow accepted practices in the
16.4.37.C.01 P implementing a Privileged Access Manageme: ) policy. Functional | Intersects With P! IAC-18  |use of icati (eg. 5
Privilege Account Management
physical or logical security tokens, smart cards, certificates, etc.).
Agencies MUST use two-factor or Multi-Factor Authentication to allow Automated mechanisms exist to enforce Multi-Factor Authentication
access to privileged accounts. (MFA) for:
) (1) Remote network access;
The Principle of Least ) Multi-Factor
16.4.37.C.02 IPrlv?Lege Functional | Intersects With Authentication (MFA) IAC-06 (2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
16.4.37.0.03 The Principle of Least | Agencies SHOULD consider the use of time bound revocation to priviteged | - =T - 7 privileged Account 1AG1g | Mechanisms existto restrict and control privileged access rights for s
Privilege unt users and Assets, and/or Services (TAAS).
— [Aspartof a Privileged Access Management (PAM) policy, agencies MUST ) ) ) )
Strong Authentication | "> P vilees e (PAM) policy, ag ) Privileged Account Mechanisms exist to restrict and control privileged access rights for
16.4.38.C.01 establish and implement a strong approval and authorisation process Functional | Intersects With IAC-16 ontro € 5
process Management (PAM) users and Technology Assets, Applications and/or Services (TAAS).
before any privileged access reissued.
Strong Authantiontion | Privleged Access credentials MUST NOT be issued unti approval has been exist to define and rules of
16.4.38.C.02 g oo formally granted. Functional |Intersects With|  Rules of Behavior HRS-05.1 |behavior for the use of technologies, including consequences for 5
P behavior.
o rmmonton 'annleﬁed Recess credentias MUST NOT be issued until approval has been oo oo Mochanisms exist to compel users to follow acoepted practices i the
16.4.38.C.02 g AU : ormally granted. Functional | Intersects With | ¢ [ePonsibil IAC-18  |use of (eg. 5
process Account Management 8 ! 4 P
physical or logical security tokens, smart cards, certificates, etc.).
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s d |Agencies MUST establish robust credential d ti
uspension an gencles establish robust eredential suspension and revocation Identity & Access Mechanisms exist to facilitate the implementation of identification and
16.4.39.C.01 Revocation of Privileged |procedures as part of the agency's Privileged Access Management (PAM) | Functional | Subset Of IAC-01 10
Management (IAM) access management controls.
Access Credential: policy.
s d |Agencies MUST investigate any indication of i isuse of
uspension an gencies investigate any indication of compromise or misuse of Incident Response Plan Mechanisms exist to maintain and make available a current and viable
16.4.39.C.02 Revocation of Privileged |systems credentials or accounts. Functional | Intersects With 1RO-04 5
(IRP) Incident Response Plan (IRP) to all stakeholders.
Access Credential:
Privileged Account, | Agencies MUST create and maintain a comprehensive inventory of prvleged Account Mechanisms exist to inventory all privileged accounts and validate that
16.4.40.C.01 Rights and Credential | privileged accounts and the associated access rights and credentials. Functional |Intersects With e tones IAC-16.1 [each person with elevated privileges is authorized by the appropriate 5
Inventory tevel of organi
‘Agencies MUST create, implement and maintain a robust system of
gencies create. Implement and maintain a robust system of Privileged Functions Mechanisms exist to log and review the actions of users and/or services
16.4.41.C.01 Monitoring and Review | continuous discovery, monitoring and review of privileged accounts and Functional |Intersects With MON-03.3 5
) Logging with elevated privileges.
the access rights and with those accounts.
Privileged account monitoring systems MUST monitor and record:
individual user activity, including exceptions such as out of hours access;
tivity i thorised ; Privileged Functions Mechanisms exist to log and review the actions of users and/or services
16.4.41.0.02 Monitoring and Review |2¢1V'tY from unauthorised sources Functional | Intersects With e MON-03.3 2 5
any unusual use patterns; and Logging with elevated privileges.
any creation of unauthorised privileges access credentials.
16441008 Monitoring and Reviow | 8°716s MUST protect and limit access to activity and audit ogs and Functional | Intorsectewitn|  ACcesSbySubsetof | o T Mechanisms exist to restrict access to the management of event ogs R
records. Privileged Users to brivileged users with a specific business need.
‘Agencies MUST develop and implement d remediation poli
Response and gencies evelop and implement a response and remediation policy Incident Response Plan Mechanisms exist to maintain and make available a current and viable
16.4.42..01 and procedure as part of an agency's Privileged Access Management (PAM) | ~ Functional  |Intersects With 1RO-04 5
Remediation ot (IRP) Incident Response Plan (IRP) to all stakeholders.
User Educationand | A€encies MUST implement a Privileged Access Management (PAM) policy Security, Compliance & exist to provide all and
16.4.43.C.01 v training module as part of the agency’s overall user training and awareness |  Functional  [Intersects With | ~Resilience SAT-02 security, and resilience education 5
Training and training that is relevant for their iob function.
16510001 Athontioation | Agencies MUST authenticate each remote connetion and user prior to Functionat Imtersactswitn] Remote Access Ner1a | Mechanisms exist to define, control and review organization-approved, R
permitting access to an agency system. secure remote access methods.
16.510.0.02 Authentication | AE°ncies SHOULD authenticate both the remote system user and device | ¢ oo o0 T Ne-1a | Mechanisms exist o define, control and review organization-approved, R
during the brocess. secure remote access methods.
‘Agencies MUST NOT allow the use of remote privileged access from an ) )
) Mechanisms exist to define, control and review organization-approved,
16.5.11.C.01 Remote privileged access |untrusted domain, including logging in as an unprivileged system userand | Functional |IntersectsWith|  Remote Access NET-14 5
e secure remote access methods.
then escalating privileges.
‘Agencies MUST NOT allow the use of remote privileged access from an Remote Privileged Mechanisms exist to restrict the execution of privileged commands and
16.5.11.C.01 Remote privileged access | untrusted domain, including logging in as an unprivileged system userand | Functional | Intersects With| Commands & Sensitive | NET-14.4 |access to security-relevant information via remote access only for 5
then escalating privileges. Data Access needs.
‘Agencies SHOULD NOT allow the use of remote privileged access from an , ) )
) Mechanisms exist to define, control and review organization-approved,
16.5.11.C.02 Remote privileged access |untrusted domain, including logging in as an unprivileged system userand | Functional |IntersectsWith| ~ Remote Access NET-14 5
e secure remote access methods.
then escalating privileges.
‘Agencies SHOULD NOT allow the use of remote privileged access from an Remote Privileged Mechanisms exist to restrict the execution of privileged commands and
16.5.11.C.02 Remote privileged access | untrusted domain, including logging in as an unprivileged system userand | Functional | Intersects With| Commands & Sensitive | NET-14.4 [access to security-relevant information via remote access only for 5
then escalating privileges. Data Access needs.
6512001 Virtual Private Networks | Agencies SHOULD establish VPN connections for all remote access Functional Imtersactswitn] Remote Access Ner1a | Mechanisms exist to define, control and review organization-approved, R
(vPNS) secure remote access methods.
‘Agencies SHOULD use Zero Trust principles alongside the use of VPN . ) )
Virtual Private Network NSRS B et g Jero Trust Architects Mechanisms exist to treat all users and devices as potential threats
16.5.12.C.02 irtuat Private Networks | connections to enhance the security posture of the organisation. This Functional | Intersects With| “5/® TSt ATGNIECHII® | \gr 61,1 |and prevent access to data and resources untit the users can be 5
(VPNs) should include removing the ability for a standard user to disable the VPN ) ’ A
properly authenticated and their access authorized.
1666.0.01 Maintaining system | Agencies MUST maintain system management logs for the tfeof asystem. | ¢ o 1 T T er | Mechanisms exist to facilate the implementation of enterprise-wide o
logs controls.
‘Agencies MUST maintain system management logs for the life of a system. exist to assess the needs for
1666601 Maintaining system Functional | intersects witn|  Anabzeand Prioritize | | Y and prioritize the monitoring of Assets, and/or R
management logs Monitoring Requirements Services (TAAS), based on TAAS criticality and the sensitivity of the data
it stores. transmits and pre
1666002 Maintaining system | Agencies SHOULD determine a policy for the retention of system Functional | SubsetOf | Continuous Monitoring | Mon-o1 | Mechanisms exst o faciltate the implementation of enterprise-wide o
logs logs. controls.
Agencies SHOULD determine a policy for the retention of system exist to assess the needs for
16.6.6.0.02 Maintaining system | management logs. Functional | intersectswitn| AnebzeandPrioritize | o land proritze the of Tec Assets, ations and/or s
management logs Monitoring Requirements Services (TAAS), based on TAAS criticality and the sensitivity of the data
it stores, transmits and processes.
A;sys(er? management log SHOULD record the ollowing minimum axist to configure Assets, Appli B
information: Services (TAAS) to produce event logs that contain sufficient
all system start-up and shutdown; ) ’
L systom changos: information to, at a minimum:
Content of syst altsy . g (1) Establish what type of event occurred;
ontent of system ;
16.6.7.C.01 Vs user changes; Functional |Intersects With| Content of EventLogs | MON-03 |(2) When (date and time) the event occurred; 5
management logs |service, application, component ot system failures;
: o (3) Where the event occurred;
g‘a‘: E”E":'E “h,"" l'es'l, oo (4) The source of the event;
a°‘ up and arc "’“‘ "’f v ‘e: (5) The outcome (success or failure) of the event; and
system recovery activities; an (6) The identity of any user/subject associated with the event.
special or out of hours activities.
Asystem management log SHOULD record the following minimum
information:
all system start-up and shutdown;
all system changes;
Content of syst ; Mech: st t datab d dit records that
16.6.7.C.01 ontent of system | user changes; Functional |Intersects With|  Database Logging MON-03.7 | eehanisms exist to ensure databases produce audit records that 5
management logs |service, application, component ot system failures; contain sufficient information to monitor database activities.
maintenance activities;
backup and archival activities;
system recovery activities; and
special or out of hours activities.
Agencies MUST develop and document logging requirements covering:
the logging facility, including:
log server availability requirements; and ’ :
) ! > ! Mechanisms exist to facilitate the implementation of enterprise-wide
16.6.8.C.01 Logging requirements | the reliable delivery of log information to the log server; Functional | SubsetOf | Continuous Monitoring | MON-01 . o 10
monitoring controls.
the list of events associated with a system or software component to be 8
logged; and
event log protection and archival
Agencies MUST develop and document logging requirements covering:
the L facility L 3
b ge ogging a?l‘ 'b’q :"c uding; ts: and exist to assess the needs for
g server availability requirements; an e
N Analyze and Prioritize and prioritize the of Assets, and/or
16.6.8.C.01 Logging requirements  [the reliabls i f L information to the ¢ T Functional Intersects With MON-01.16 5
Baing req © reliable delivery of log information to the log serve Monitoring Requirements Services (TAAS), based on TAAS criticality and the sensitivity of the data
the list of events associated with a system or software component to be h
it stores, transmits and processes.
logged; and
event log protection and archival
Agencies MUST develop and document logging requirements covering:
the logging facility, including:
{og server availability requirements; and Mechanisms exist to link system access to individual users or service
16.6.8.C.01 Logging requirements | the reliable delivery of log information to the log server; Functional Intersects With Audit Trails MON-03.2 accounts. ¥ 5
the list of events associated with a system or software component to be :
logged; and
event log protection and archival
Agencies MUST log, at minimur, the following events for all software
components:
any login activity or attempts; exist to configure Assets, i 'd)
date and time; Services (TAAS) to produce event logs that contain sufficient
allprivileged operations; information to, at a minimum:
failed attempts to elevate privileges; (1) Establish what type of event occurred;
16.6.9.C.01 Events tobe logged | security related system alerts and failures; Functional |Intersects With| Contentof EventLogs | MON-03 |(2)When (date and time) the event occurred; 5

software upgrades and/or software patching;
system recovery activities;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as

critical to the

(3) Where the event occurred;
(4) The source of the event;

(5) The outcome (success or failure) of the event; and

(6) The identity of any user/subject associated with the event.
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Agencies MUST log, at minimum, the following events for all software
components:

any login activity or attempts;

date and time;
all privileged operations;

failed attempts to elevate privileges;

16.6.9.C.01 Eventstobe logged  |security related system alerts and failures;

software upgrades and/or software patching;

system recovery activities;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as
critical to the.

Functional

Intersects With

Audit Trails

MON-03.2

Mechanisms exist to link system access to individual users or service
accounts.

Agencies MUST log, at minimum, the following events for all software
‘components:

any login activity or attempts;

date and time;

all privileged operations;

failed attempts to elevate privileges;

16.6.9.C.01 Eventstobe logged  |security related system alerts and failures;

software upgrades and/or software patching;

system recovery activities;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as
critical to the.

Functional

Intersects With

Database Logging

MON-03.7

Mechanisms exist to ensure databases produce audit records that
contain sufficient information to monitor database activities.

Agencies SHOULD log the events listed in the table below for specific

software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that s denied.

Changes to system user roles or database rights.

Addition of new system users, especially privileged users.

Modifications to the data.

Modifications to the format or structure of the database.

Network/operating system

Successful and failed attempts to logon and logoff.

Additional events to be | Changes to system administrator and system user accounts.

16.6.10.C.01 logged Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that s denied.

System user access to the Web documents.

Functional

Subset Of

Continuous Monitoring

MON-01

Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring controls.

Agencies SHOULD log the events listed in the table below for specific

software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that s denied.

Changes to system user roles or database rights.

Addition of new system users, especially privileged users.

Modifications to the data.

Modifications to the format or structure of the database.

Network/operating system

Successful and failed attempts to logon and logoff.

Additional events to be | Changes to system administrator and system user accounts.

16.6.10.C.01 logged Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

nine cuarine initintad by evetam vear

Functional

Intersects With

Intrusion Detection &
Prevention Systems (IDS
&IPS)

MON-01.1

Mechanisms exist to implement Intrusion Detection / Prevention
Systems (IDS / IPS) technologies on critical systems, key network
segments and network choke points.

Agencies SHOULD log the events listed in the table below for specific

software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.

Addition of new system users, especially privileged users.

Modifications to the data.

Modifications to the format or structure of the database.

Network/operating system

Successful and failed attempts to logon and logoff.

Additional events to be | Ch@nges to system administrator and system user accounts.

16.6.10.C.01 logged Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Soneah ancing cunrine inisinead by sustam eare

Functional

Intersects With

Inbound & Outbound
‘Communications Traffic

MON-01.3

Mechanisms exist to continuously monitor inbound and outbound
communications traffic for unusual or unauthorized activities or
conditions.
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16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Functional

Intersects With

Wireless Network
Monitoring

MON-01.5

Mechanisms exist to monitor wireless network segments for:
(1) Rogue wireless devices; and
(2) Anomalous and/or hostile activities.

16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Functional

Intersects With

File Integrity Monitoring
(FIM)

MON-01.7

Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar

ige-d on critical Assets,
Applications and/or Services (TAAS) to generate alerts for unauthorized
modifications.

16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that s denied.

System user access to the Web documents.

Functional

Intersects With

Proxy Logging

MON-01.9

exist to logall | t-bound requests, in order to identify
prohibited activities and assist incident handlers with identifying

systems.

16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Saneah ancing aunrine inisinead by sustam neare

Functional

Intersects With

Analyze and Prioritize
Monitoring Requirements

MON-01.16

exist to assess the 's needs for
and prioritize the moni of Assets,
ervices (TAAS), based on TAAS criticality and the sensi
it stores, transmits and processes.

and/or
ity of the data
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16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Functional

Intersects With

Content of Event Logs

MON-03

exist to configure Assets, o
Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:
(1) Establish what type of event occurred;
(2) When (date and time) the event occurred;
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.

16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that is denied.

System user access to the Web documents.

Functional

Intersects With

Audit Trails

MON-03.2

Mechanisms exist to link system access to individual users or service
accounts.

16.6.10.C.01

Additional events to be
logged

Agencies SHOULD log the events listed in the table below for specific
software components.

Software component

Events to log

Database

System user access to the database.

Attempted access that is denied.

Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.

Modifications to the format or structure of the database.
Network/operating system

Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
Failed attempts to access data and system resources.
Attempts to use special privileges.

Use of special privileges.

System user or group management.

Changes to the security policy.

Service failures and restarts.

System startup and shutdown.

Changes to system configuration data.

Access to sensitive data and processes.

Data import/export operations.

Web application

System user access to the Web application.

Attempted access that s denied.

System user access to the Web documents.

Functional

Intersects With

Database Logging

MON-03.7

Mechanisms exist to ensure databases produce audit records that
contain sufficient information to monitor database activities.

16.6.10.C.02

Additional events to be
logged

Agencies SHOULD log, at minimum, the following events for all software
components:

Any login activity or attempts; all privileged operations;

failed attempts to elevate privileges;

security related system alerts and failures;

all software updates and/or patching;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as
critical to the i

Functional

Subset Of

Continuous Monitoring

MON-01

Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring controls.

16.6.10.C.02

Additional events to be
logged

Agencies SHOULD log, at minimum, the following events for all software
components:

Any login activity or attempts; all privileged operations;

failed attempts to elevate privileges;

security related system alerts and failures;

all software updates and/or patching;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as
critical to the i

Functional

Intersects With

Intrusion Detection &
Prevention Systems (IDS
&IPS)

MON-01.1

Mechanisms exist to implement Intrusion Detection / Prevention
Systems (IDS / IPS) technologies on critical systems, key network
segments and network choke points.

16.6.10.C.02

Additional events to be
logged

Agencies SHOULD log, at minimum, the following events for all software
components:

Any login activity or attempts; all privileged operations;

failed attempts to elevate privileges;

security related system alerts and failures;

all software updates and/or patching;

system user and group additions, deletions and modification to
permissions; and

unauthorised or failed access attempts to systems and files identified as
critical to the i

Functional

Intersects With

Inbound & Outbound
Communications Traffic

MON-01.3

Mechanisms exist to continuously monitor inbound and outbound
communications traffic for unusual or unauthorized activities or
conditions.
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Agencies SHOULD log, at minimum, the following events for all software
components:
Any login activity or attempts; all privileged operations;
16.6.10.C.02 g Functional ~ |Intersects With MON-01.5 |(1) Rogue wireless devices; and 5
logged all software updates and/or patching; - Monitoring (2) Anermelous amefor hoile sctiitcs.
system user and group additions, deletions and modification to
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the
‘Agencies SHOULD log, at minimum, the following events for all software
components:
Any login activity or attempts; all privileged operations;
failed attempts to elevate privileges; Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar
16.6.10.0.02 Additional events to be | security related system alerts and failures; Functional | intersects witn| Fientegrity Monitoring | | hange-detecti on critical Assets, R
logged allsoftware updates and/or patching; (FIM) Applications and/or Services (TAAS) to generate alerts for unauthorized
system user and group additions, deletions and modification to modifications.
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the
‘Agencies SHOULD log, at minimum, the following events for all software
‘components:
Any login activity or attempts; all privileged operations;
S m—"
16.6.10..02 g Functional ~|Intersects With Proxy Logging MON-01.9 |prohibited activities and assist incident handlers with identifying 5
logged allsoftware updates and/or patching;
’ o potentially compromised systems.
system user and group additions, deletions and modification to
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the
‘Agencies SHOULD log, at minimum, the following events for all software
‘components:
Any login activity or attempts; all privileged operations;
failed attempts to elevate privileges; exist to assess the needs for
16.6.10.0.02 Additional events to be | security related system alerts and failures; Functional | intersects witn|  AnalyzeandPrieritize | | land prioriize the monitoring of Assets, and/or R
logged all software updates and/or patching; Monitoring Requirements Services (TAAS), based on TAAS criticality and the sensitivity of the data
system user and group additions, deletions and modification to it stores, transmits and processes.
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the
Agencies SHOULD log, at minimum, the following events for all software axistto conigure ssats, ons and/or
components: i . Services (TAAS) to produce event logs that contain sufficient
Any login activity or attempts; all privileged operations; : : A
failed attempts to elevate privileges; information to, &t & minimum:
Additional events to be | security related system alerts and failures; (1) Establish what type of event occurred;
16.6.10..02 g Functional ~ [Intersects With| Contentof EventLogs | MON-03 |(2) When (date and time) the event occurred; 5
logged all software updates and/or patching;
" : . (3) Where the event occurred;
system user and group additions, deletions and modification to
(4) The source of the event;
permissions; and X (5) The outcome (success or failure) of the event; and
unauthorised or failed access attempts to systems and files identified as (0 The ontity of amy coarfaubjout sssociated with the event.
critical to the
‘Agencies SHOULD log, at minimum, the following events for all software
components:
Any login activity or attempts; all privileged operations;
failed attempts to elevate privileges;
16.6.10.0.02 Additional events to be | security related system alerts and failures; Functional | intersects with it Trats MON.0a.2 | Mechanisms exist to link system access to individual users or service R
logged all software updates and/or patching; accounts.
system user and group additions, deletions and modification to
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the
Agencies SHOULD log, at minimu, the following events for all software
components:
Any login activity or attempts; all privileged operations;
failed attempts to elevate privileges;
16.6.10..02 Additional events to be | security related system alerts and failures; Functional | Intersects With Database Logging MON-03.7 Mechanism? exist to ensure databases produce audit records that 5
logged all software updates and/or patching; contain sufficient information to monitor database activities.
system user and group additions, deletions and modification to
permissions; and
unauthorised or failed access attempts to systems and files identified as
critical to the lisati
For each event identified as needing to be logged, agencies MUST ensure
that the log facility records at least the following details, where applicable:
date and time of the event;
) relevant system user(s) or processes; Contralized Gollection of Mechanisms exis o utilze a Security Incident Event Manager (SIEM),
16.6.11.C.01 Event logfacility |event description; Functional | Intersects with| 0% EH2 IR BT MON-02 - for similar automated tool, to support the centralized collection of 5
success or failure of the event; security-related event logs.
event source (e.g. application name); and
IT equipment location/identification.
For each event identified as needing to be logged, agencies MUST ensure
that the log facility records at least the following details, where applicable:
date and time of the event;
relevant system user(s) or processes; " .
16.6.11.C.01 Eventlogfacility  |event description; Functional  [Intersects with| ~ C°MTLREVIWE |y 4, 5 [Automated mechanisms exist to centrally collect, review and analyze 5
Analysis audit records from multiple sources.
success or failure of the event;
event source (e.g. application name); and
IT equipment location/identification.
‘Agencies SHOULD establish an authoritative time source. Comratized Gottection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.11.0.02 Event log facility Functional | tersects with 1% EET P OO MON-02 | orsimilar automated tool, to support the centralized collection of 5
security-related event logs.
166.11.0.02 Evont g facilyy | Eoneies SHOULD establish an authoritative time source. Functional. | mtersectawin| | CoMeLReview& | | L Automated mechanisms existto centrally collec, review and analyze R
Analysis audit records from multinle sources.
eo11.000 cuontlogfacilyy | AEoncies SHOULD establish an authortatve time source. runctional. | mtersectowitn|  SYetemWide /Tme- |~ Automated mechanisms exist to compils auditrecords nto an R
Correlated Audit Trail ide audit trail that is time-correlated.
‘Agencies SHOULD synchronise all logging and audit trails with the time Centratized Gotlection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.11.0.03 Eventlogfacility |source to allow accurate time stamping of events. Functional | Itersects with 1% EET R OO MON-02 | orsimilar automated tool, to support the centralized colestion of 5
security-related event logs.
16.611.0.08 Eventlogfacily | A€encies SHOULD synchroniss all logging and audt rails with the time Functional. | mtersectawin| | CoeLReview& | | L Automated mechanisms existto centrally collec, review and analyze R
source to allow accurate time stamping of events. Analysis audit records from multinle sources.
Event logs MUST be protected from: Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.12.C.01 Event log protection | Todification; Functional | Intersects with | Centratized Collectionof | -y o) | Gimilar automated tool, to support the centralized collection of 5
unauthorised access; and Security Event Logs .
and security-related event logs.
whole or partial loss within the defined retention period.
Event logs MUST be protected from:
16.642.0.01 Euontlog protection | mOdifcation: runctional | intersectewan|  CentalReview& | | Automated mechanisms exist to centrally colleot, review and analyze .
unauthorised access; and Analysis audit records from multiple sources.
whole or partial loss within the defined retention period.
‘Agencies MUST configure systems to save event logs to separate secure Comratizad Cattoation of Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.12.C.02 Event log protection | servers as soon as possible after each event ocours. Functional | Intersects with | “*1% B R OS] MON-02 | or smilar automated tool, to support the centralized collction of 5
security-related event logs.
6612000 Cuont log protection | 9198 MUST configure systams to save event logs to separatosecure | ¢ T 0 1T Gontal Review& | ool Automated mechanisms exist to centrally collec, raview and analyze R
servers as soon as possible after each event occurs. Analysis audit records from multiple sources.
Agencies SHOULD ensure that: Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.12.0.03 Event log protection | /Stems are configured to save event logs to a separate secure log serveri | - ¢ iignal | jntersects with | Centraized Colleetionof | -y o5 o1 ginitar automated tool, to support the centralized collection of 5
and Security Event Logs "
. . . security-related event logs.
event log data is archived in a manner that maintains its integrity.
Agencies SHOULD ensure that:
166.12.0.08 Evont log protection | YStem are configured o save event logs to a separate securelogserver; | ¢l | CentralReviews | oo | Automated mechanisms exist to centrally collet,feview and analyze s
and Analysis audit records from muiltiple sources.
event log data is archived in a manner that maintains its integrity.
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Event logs MUST be archived and retained for an appropriate period as Evont Log Storage Mechanisms exist to allocate and proactively manage sufficient event
16.6.13.C.01 Eventlogarchives | determined by the agency. Functional | Intersects With Concn MON-04  |log storage capacity to reduce the likelihood of such capacity being 5
Y exceeded.
Event logs MUST be archived and retained f iate period Mechani tto protect event logs and audit tools i
16.6.13.C.01 Eventlogarchives | o o8 © archived and retained for an appropriate period as Functional | Intersects With| Protection of Event Logs | MON-08 | 1ooaniems exist tojprotect event logs and audit tools from 5
by the agency. access. and deletion.
Event logs MUST be archived and retained for an appropriate period as Event Log Backup on Mechanisms exist to back up event logs onto a physically different
16.6.13.C.01 Eventlogarchives | determined by the agency. Functional |IntersectsWith| ~ Separate Physical | MON-08.1 |system or system component than the Security Incident Event Manager 5
Systems / C: (SIEM) or similar tool.
Disposal or archiving of DNS, proxy, event, systems and other operational Evont Log Storage Mechanisms exist to allocate and proactively manage sufficient event
16.6.13.C.02 Eventlogarchives |logs MUST be in accordance with the provisions of the relevant legislation. | Functional | Intersects With vt MON-04 |log storage capacity to reduce the likelihood of such capacity being 5
pactty exceeded.
Disposal or archiving of DNS, proxy, event, systems and other operational
Mech; t L tect it L d audit tools fi
16.6.13.0.02 Eventlogarchives | logs MUST be in accordance with the provisions of the relevant legislation. | Functional |Intersects With | Protection of EventLogs | MON-0g | conanisms existto protect event logs and audit tools from 5
unauthorized access, modification and deletion.
Disposal or archiving of DNS, proxy, event, systems and other operational Event Log Backup on Mechanisms exist to back up event logs onto a physically different
16.6.13.C.02 Eventlogarchives |logs MUST be in accordance with the provisions of the relevant legislation. | Functional ~|[Intersects With|  Separate Physical | MON-08.1  [system or system component than the Security Incident Event Manager 5
Systems / C: (SIEM) or similar tool.
Agencies SHOULD seek advice and determine if their logs are subject to Evont Log Storage Mechanisms exist to allocate and proactively manage sufficient event
16.6.13.C.08 Eventlogarchives |legislation. Functional | Intersects With vt MON-04 log storage capacity to reduce the likelihood of such capacity being 5
pactty exceeded.
A SHOULD seek ad d det f their L bject t Mech: tto protect event logs and audit tools fi
16.6.13.C.08 Eventlogarchives |/ o 00 seelcadvice and determine [ thelr (ogs are subject to Functional | Intersects With| Protection of Event Logs | MON-08 | oo o oM exist toprotect event logs and audit tools from 5
legislation access. and deletion.
‘Agencies SHOULD seek advice and determine if their logs are subject to Event Log Backup on Mechanisms exist to back up event logs onto a physically different
16.6.13.C.08 Eventlogarchives |legistation. Functional | Intersects With|  Separate Physical | MON-08.1 |system or system component than the Security Incident Event Manager 5
Svstems / C: (SIEM) or similar tool.
‘Agencies SHOULD retain DNS, proxy and event logs for a minimum of 12 vont Log Storage Mechanisms exist to allocate and proactively manage sufficient event
16.6.13.C.04 Eventlogarchives  |months. Functional | Intersects With Conecty MON-04  [log storage capacity to reduce the likelihood of such capacity being 5
P exceeded.
‘Agencies SHOULD retain DNS, d event logs for a mini 12 Mech: tto protect event logs and audit tools i
16.6.13.C.04 Eventlogarchives | "22"%1% retain DNS, proxy and event logs for a minimum o Functional | Intersects With| Protection of Event Logs | MON-08 | /oonaniems exist tojprotect event logs and audit tools from 5
months. access. and deletion.
Agencies SHOULD retain DNS, proxy and event logs for a minimum of 12 Event Log Backup on Mechanisms exist to back up event logs onto a physically different
16.6.13.C.04 Eventlogarchives  |months. Functional |Intersects With| ~ Separate Physical | MON-08.1 [system or system component than the Secrity Incident Event Manager 5
Systems / C: (SIEM) or similar tool.
Agencies should prioritise their log retention requirements based on the Mechanisms exist to retain event logs for a time period consistent with
16.643.0.05 Euentlog archives |1SKS SUrounding their most sensitve systems. Functional | Intersects With|  Event Log Retontion | MON.1o _|1o50rdS retention requirements to provid support for after-the-fact s
investigations of security incidents and to meet statutory, regulatory
and retention
Agencies MUST develop and document event log audit requirements
covering: Automated mechanisms exist to correlate both technical and non-
the scope of audits; Correlate Monitorin technical information from across the enterprise by a Security Incident
16.6.14.C.01 Event logauditing | the audit schedule; Functional | Intersects With 2 | MoN-02.1 Prise by Y 5
Information Event Manager (SIEM) or similar automated tool, to enhance
action to be taken when violations are detected; .
) ide situational
reporting requirements; and
roles and specific
Agencies SHOULD have a monitoring solution implemented that enables Atomated Toots for Reat Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
16.6.15.C.01 Event log monitoring | detection of incidents as they occur so that appropriate responses canbe |  Functional | Intersects With e ot MON-01.2 |or similar automated tool, to support near real-time analysis and 5
taken in adequate v incident escalation.
fge”lc'ez S:‘?ULZ"EVE Tyf“"ms a["a":,bf@;_prfcfsr""g sys‘el"‘ e"e"‘r Automated Tools for Real Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
ogs to identify and correlate events which indicate behavioural anomalies utomated Tools for Real
16.6.15.C.02 Event log monitoring | % v Functional | Intersects With ) MON-01.2 |or similar automated tool, to support near real-time analysis and 5
or potential security compromise in the systems, in a near real-time Time Analysis "
incident escalation.
manner.
Agencies MUST undertake a risk analysis before designing and Mechanisms exist to formally assess the security, compliance and
implementing MFA. 1 lsin Assets, and/or Services
TAAS) through Information A P 1AP) activities t
16.7.41.C.01 Risk Analysis Functional | Intersects With Assessments 1a0-02  |(TAAS) through Information Assurance Program (IAP) activities to 5
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
Whi has external facing systems, cloud-based services, or i
i a‘ge"fy‘:s:" ernal facing systems, o e erte Mechanisms exist to develop, document and maintain secure baseline
System Architecture and | 2Uthenticating to third-party services services, they : Secure Baseline for Assets, and/or Services
16.7.42.C.01 require MFA for all user accounts; and Functional | Intersects With CFG-02 5
Security Controls Configurations (TAAS) that are consistent with industry-accepted system hardening
implement a secure, multi-factor process to allow entities to reset their
" standards.
standard user
Where an agency has external facing systems, cloud-based services, or is ‘Automated mechanisms exist to enforce Multi-Factor Authentication
authenticating to third-party services services, they MUST: (MFA) for:
require MFA for all user accounts; and (1) Remote network access;
System Architecture and A ) Multi-Factor ! )
16.7.42.C.01 implement a secure, multi-factor process to allow entities to reset their Functional | Intersects With IAC-06  |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
Security Controls Authentication (MFA)
standard user credentials. and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Where an agency has implemented MFA they MUST:
167.42.0.02 System Architecture and |require MFA for administrative or other high prvleged users; and Functional | intersectswitn|  Network Aceess to IaG.06.1 | Mechanisms exist to tilize Multi-Factor Authentication (MFA) to s
Security Controls  |implement a secure, multi-factor process to allow entities to reset their Privileged Accounts authenticate network access for privileged accounts.
standard user i
16742008 System Architecture and | Agencies MUST implement MFA on all user accounts with remote access to - oo T 0 T Network Access to 1AG-06.1 | Mechanisms exist o utilize Multi-Factor Authentication (MFA) to R
Security Controls resources. Privileged Accounts network access for privileged accounts.
System Architecture and | Agencies MUST implement MFA on all user accounts with remote access to Network Access to Non- Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
16.7.42.C.03 Functional |Intersects With ! 1AC-06.2 ) 5
Security Controls resources. Privileged Accounts network access for non-privileged accounts.
Agencies SHOULD implement MFA on all user accounts with access to Automated mechanisms exist to enforce Multi-Factor Authentication
organisational resources. (MFA) for:
1) Re te ty k .
16.7.42.C.04 System Architacturs and Functional |Intersects With Multi-Factor IAC-06 ‘2) T:'";D oy Twmh EEICESSA ts, Applicat d/or Services (TAAS); 5
.7.42.C.. Socurity Gontrols Authentication (MFA) (2) Third-party Technology Assets, Applications and/or Services (
and/ or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Where agencies have implemented MFA, they SHOULD implement Automated mechanisms exist to enforce Multi-Factor Authentication
phishing-resistant MFA on administration accounts. (MFA) for:
1) R te ty k .
16.7.42.C.05 System Architeoture and Functional |Intersects With Multi-Factor IAC-06 ‘2) T:mdo oy ;Wh aclcessA ts, Applicati d/or S (TARS) 5
7.42.C. i i X ¥ , ;
Security Controls “ Authentication (MFA) (2) Third-party Technology Assets, Applications and/or Services (TAAS),
and/ or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
‘Agencies SHOULD use phishi MFA when icating users Automated mechanisms exist to enforce Multi-Factor Authentication
tosystems. (MFA) for:
1) R te ty k .
16.7.42.C.06 System Architecture and Functional | Intersects With Multi-Factor 1AC-06 :2; T:mdo oy ;Wh aclcessA ts, Applicati d/or S (TAAS): 5
7.42.C. uncti i - ird-party Technology Assets, Applications and/or Services ;
Security Controls Authentication (MFA) party 8 PP
and/ or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
The design of an agency MFA SHOULD include consideration of:
Risk identification;
Level of security and access control appropriate for each aspect of an
organisations information systems (data, devices, equipment, storage,
cloud, etc.)
Aformal authorisation process for user system access and entitlements; Automated mechanisms exist to enforce Multi-Factor Authentication
Logging, monitoring and reporting of activity; (MFA) for:
Review of logs for orphaned accounts and inappropriate user access (1) Remote network access;
System Architecture and Multi-Fact
16.7.42.C.07 yeem AreIiecture and | tuding unsuccessful authentication; Functional |Intersects With uit-ractor IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5

Security Controls

Identification of error and anomalies which may indicate inappropriate or
malicious activity;

Incident response;

Remediation of errors;

Suspension and/or revocation of access rights where policy violations
oceur;

Capacity planning.

Authentication (MFA)

and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
process sensitive and/or regulated data.
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SCF Control

Relationship

The design of an organisations MFA system SHOULD be integrated with the Automated mechanisms exist to enforce Multi-Factor Authentication
agency's Information Security Policy, the agency's Privileged Access (MFA) for:
Management (PAM) Policy, and any additional agency password policies. Multi-Factor (1) Remote network access;
16.7.43.0.01 Integration with Policy Functional [ Intersects with| ,  BH A0 | 1AC06 | (2) Third-party Technology Assets, Applisations andior Services (TAAS); 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
When agencies implement MFA they MUST ensure users have an Automated mechanisms exist to enforce Multi-Factor Authentication
understanding of the risks, and include appropriate usage and safeguards (MFA) for:
for MFA in the organisations user training and awareness programmes. Multi-Factor (1) Remote network acoess;
16.7.44.0.01 User Training Functional [ Intersects with| ,  BHEOL | 1AC-06  |(2) Third-party Technology Assets, Applisations andior Senvices (TAAS); 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Ag i il e hic fu i ity ithi duct t tect the
Ui gencies using cryptographic functionality within a Bt o Public Koy Infrastructure Mechanisms exist to securely implement an internal Public Key
17.1.51.C.01 J orintegrity of Functional | Intersects With 4 CRY-08 |Infrastructure (PKI) infrastructure or obtain PKI services from a 5
products MUST ensure that the product has completed a cryptographic evaluation PK)
reputable PK! service provider.
b the GCSB.
Agencies using cryptographic functionality within a product to protect the
U Resili hani t the availability of data in th
17.1.51.0.01 'sing orintegrity of Functional | Intersects With Availability CRy-08.1 |Resitiency mechanisms existto ensure the availability of data in the 5
products MUST ensure that the product has completed a cryptographic evaluation event of the loss of oryptographic keys.
b the GCSB.
Agencies using cryptographic functionality within a product to protect the
1151001 Using orintegrity of Functional | intersactswitn|  CPtographic Key oRY.00 exist to facilitate key controls R
products MUST ensure that the product has completed a cryptographic evaluation Management to protect the confidentiality, integrity and availability of keys.
b the GCSB.
Cryptographic products MUST provide a means of data recovery to allow eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.1.52.0.01 Data recovery for recovery of data in circumstances where the encryption key is Functional | SubsetOf Cuwn':roli P CRY-01 |protections controls using known public standards and trusted 10
due to loss. damage o failure.
Cryptographic products SHOULD provide a means of data recovery to eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.1.52.0.02 Data recovery allow for recovery of data in circumstances where the encryption key is Functional | SubsetOf Cownfmé P CRY-01 |protections controls using known public standards and trusted 10
due to loss. damage o failure.
Reducing storage and _| Encryption used to reduce storage or physical handling protection oo ot Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.1.53.C.01 physicaltransfer | requirements MUST be an approved cryptographic algorithm in an EAL2 (or | Functional | Subset Of Cownfmé P CRY-01 |protections controls using known public standards and trusted 10
highen encryption product.
If an agency wishes to reduce the storage or physical transfer requirements
Reducing storage and | for IT equipment or media that contains classified information, they MUST Use of Gryprogranhic Mechanisms exist to facilitate the implementation of cryptographic
17.153.0.02 physical transfer | encrypt the classified using High i Functional | Subset Of Coi"’mé P CRY-01 controls using known public standards and trusted 10
requirements Equipment (HACE). It is important to note that the classification of the cryptographic technologies.
itself remains
If an agency wishes o use encryption to reduce the storage, handling or
hysical transf ts for IT equipment or media that cont
Reducing storage and |7 1eRter eduramars ot I sauipment o mecla that containe Useof Cryptogranhic Mechanisms exist to faciltate the implementation of cryptographic
17.1.53.0.03 physicaltransfer | assified information, they use: Functional Subset Of fyptograp! CRY-01 |protections controls using known public standards and trusted 10
full disk encryption; or Controls
requirements cryptographic technologies.
partial disk encryption where the access control will allow writing ONLY to
the encrvoted partition holdine the classified
If an agency wishes to se encryption to reduce the storage or physical
Reducing storage and | 2nSfer requirements for IT equipment or media that contains classified . Mechanisms exist to facilitate the implementation of cryptographic
information, they SHOULD use: Use of Cryptographic
17.1.53..04 physical transfer Functional | Subset Of CRY-01 |protections controls using known public standards and trusted 10
full disk encryption; or Controls
requirements disk € ) cryptographic technologies.
partial disk encryption where the access control will allow writing ONLY to
the encroted partition holdine the classified
Agencies MUST use an Approved Cryptographic Algorithm to protect NZEO Mechanisms exist to facilitate the implementation of cryptographic
Encrypting NZEO Use of Cryptograph
17.1.54.C.01  Encrypting information when at rest on a system. Functional Subset Of se of Cryptographic CRY-01 | protections controls using known public standards and trusted 10
information at rest Controls
Agencies MUST use HACE if they wish to communicate or pass information Mechanisms exist to facilitate the implementation of cryptographic
Information and Syst Use of Cryptograph
17.1.55.C.01 nformation and SyStems | o UNCLASSIFIED, insecure or unprotected networks. Functional Subset Of ¢ of Cryptographic CRY-01 | protections controls using known public standards and trusted 10
Protection Controls
Information or systems classified RESTRICTED or SENSITIVE MUST be
Information and Systam | "CTYPted With an Approved Cryptogaphic Algorithm and Protacol if Use of Crypographic Mechanisms exis o facltate the implementation of cryptographic
17.1.55.C.02 A, is or systems overinsecureor | Functional | SubsetOf o CRY-01 |protections controls using known public standards and trusted 10
i
unprotected networks, such as the Internet, public networks or non-agency cryptographic technologies.
controlled networks.
‘Agencies MUST encrypt aggregated agency data using an approved
) algorithm and protocol over insecure or unprotected networks such as the ) Mechanisms exist to failitate the implementation of cryptographic
Information and Systems tpr Use of Cryptographic
17.1.55.0.03 P Internet, public infrastructure o non-agency controlled networks when the | Functional | Subset Of ! CRY-01 |protections controls using known public standards and trusted 10
compromise of the aggregated data would present a significant impact to cryptographic technologies.
the agency.
nformation and Syat Agel”c'ef ?:DULP ::C""“ agency data using an approved algorithm and Vs of Crvptogrant Mechanisms exist to failitate the implementation of cryptographic
17.1.55.C.04 nformation and Systems | protocol if they wish to N insecure ot Functional Subset Of ¢ of Cryptographic CRY-01 |protections controls using known public standards and trusted 10
Protection networks such as the Interet, public networks or non-agency controlled Controls
cryptographic technologies.
networks.
When IT equipment storing encrypted information s turned on and Mechanisms exist to facilitate the implementation of cryptographic
I ¢ Use of Cryptograph
17.1.56.C.01 eauipment using | enticated, it MUST be treated as per the original classification of the Functional Subset Of ¢ of Cryptographic CRY-01 controls using known public standards and trusted 10
Encryption Controls ¢
T omummontusing | AenGies MUST constit the GCSE for furthr advice on the powored oft oo ot Orvptomannie Mechanisms exist to facilitate the implementation of cryptographic
17.1.56..02 AUIPMENt USING | 5t2tus and treatment of specific software, systems and IT equipment. Functional | Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10
Encryption Controls ¢
In addition o any encryption already in place for communication mediums, Mechanisms exist to facilitate the implementation of cryptographic
Encrypting NZEO Use of Cryptograph
17.157.C.01 nerypting  |agencies MUST use an Approved Cryptographic Protocol and Algorithmto |  Functional Subset Of se of Cryptographic CRY-01 | protections controls using known public standards and trusted 10
information in transit Controls
brotect NZEO when in transit. i
A SHOULD establish cryptoperiods for all keys and cryptographi
Key Refresh and gencles ) establish cryproperiods for all keys and cryptographic Cryptographic Key exist to facilitate key controls
17.1.58.0.01 implementations in their systems and operations. Functional | Intersects With CRY-09 e ° 5
Retirement Management to protect the confidentiality, integrity and availability of keys.
‘Agencies SHOULD use risk assessment techniques and guidance to )
Key Refresh and Cryptographic ki t to facilitat ol
17.1.58.0.02 ¢y Refresh an establish cryptoperiods. Functional | Intersects With fyptographic Key CRY-09 existrofacilitate key ma controls 5
Retirement Management to protect the confidentiality, integrity and availability of keys.
‘Agencies using HACE MUST consult the GCSB for key management )
Key Refresh and Cryptographic K t to facilitat ke trol
17.1.58.C.03 ey Refresh an requirements. Functional | Intersects With fyptographic Key CRY-09 existto facilitate crypt Y controls 5
Retirement Management to protect the confidentiality, integrity and availability of keys.
Using Approved | E°eie8 MUST ensure that oy Approved Oryptographic Algorithms can Uso of Cryptographic Mechanisms exist o facilitate the implementation of cryptographic
17.2.17.c.01 @ |be used when using an unevaluated product that implements a Functional | Subset Of CRY-01 |protections controls using known public standards and trusted 10
Cryptographic Algorithms ° Controls
of approved and non-approved C Igorithms.
‘Approved ‘Agencies SHOULD use ECDH and ECDSA for all new systems, version eoof Crvmtomaniie Mechanisms exist to facilitate the implementation of cryptographic
17.2.18.C.01 asymmetric/public key |upgrades and major system modifications. Functional Subset Of Corynfmli P CRY-01 |protections controls using known public standards and trusted 10
gorith
‘Agencies using DH, for the approved use of agreeing on encryption session oot Crvmtomaniie Mechanisms exist to facilitate the implementation of cryptographic
17.2.19.C.01 Using DH keys, MUST use a modulus of at least 3072 bits. Functional Subset Of Corynfmli P CRY-01 |protections controls using known public standards and trusted 10
Devices which are NOT capable of implementing required key lengths oot Crvmtomaniie Mechanisms exist to facilitate the implementation of cryptographic
17.2.20.0.01 Equipment using DH | MUST be reconfigured with the longest feasible key length as a matter of Functional Subset Of Corynfmli P CRY-01 |protections controls using known public standards and trusted 10
urgency.
Devices which are NOT capable of implementing required key lengths oot Crvmtomaniie Mechanisms exist to facilitate the implementation of cryptographic
17.2.20.C.02 Equipment using DH | MUST be scheduled for replacement as a matter of urgency. Functional Subset Of Corynfmli P CRY-01 |protections controls using known public standards and trusted 10
Using DSA (for legacy use Agencies using DSA, for th§ approved use of digital signatures, MUST use a Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
17.2.21.C.01 o) modulus of at least 1024 bits. Functional | Subset Of o CRY-01 |protections controls sing known public standards and trusted 10
ly)
‘Agencies using ECDH, for the approved use of agreeing on encryption eoof Crvmtomaniie Mechanisms exist to facilitate the implementation of cryptographic
17.2.22.0.01 Using ECDH session keys, MUST implement the curve P-384 (prime moduli). Functional Subset Of Corynfmli P CRY-01 |protections controls using known public standards and trusted 10
AILVPNs using an ECDH ke length less than 384 MUST replace all Pre- oo ot Crvmtomantie Mechanisms exist to facilitate the implementation of cryptographic
17.2.22.C.02 Using ECDH Shared Keys with keys of at least 384 bits, as soon as possible. Functional | SubsetOf Co“’nfmli P CRY-01 |protections controls using known public standards and trusted 10
‘Agencies using ECDSA, for the approved use of digital signatures, MUST oot Crvmtomantie Mechanisms exist to facilitate the implementation of cryptographic
17.2.23.C.01 Using ECDSA implement the curve P-384 (prime moduli). Functional | ~Subset Of Cownfmlz P CRY-01 | protections controls using known public standards and trusted 10
‘Agencies using RSA, for the approved use of digital signatures and passing oot Crvmtomantie Mechanisms exist to facilitate the implementation of cryptographic
17.2.24.0.01 Using RSA encryption session keys or similar keys, MUST use a modulus of at least Functional | Subset Of oy serap CRY-01 |protections controls using known public standards and trusted 10
3072 bits.
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17.2.24.C.02

Using RSA

Agencies using RSA, for the approved use of digital signatures and passing
encryption session keys or similar keys, MUST ensure that the public keys
used for passing encrypted session keys are different to the keys used for
digital signature

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted
cryptographic technologies.

17.2.24.C.03

Using RSA

Agencies using RSA, for the approved use of digital signatures and passing
encryption session keys or similar keys, SHOULD use a modulus of at least
4096 bits.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.25.C.01

Public key infrastructure
using RSA

Agencies using RSA keys within internet X.509 Public Key Infrastructure
certificates MUST use a modulus of at least 2048 bits.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.26.C.01

Approved hashing
algorithms

Agencies MUST use the SHA-2 family for new systems. Use of SHA-1 is
permitted ONLY for legacy systems.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.26.C.02

Approved hashing
algorithms

Agencies MUST use a minimum of SHA-384 when using hashing algorithms
to provide integrity protection for information classified as
RESTRICTED/SENSITIVE or above.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.26.C.03

Approved hashing
algorithms

In all other cases when information requires integrity protection using
hashing algorithms, Agencies MUST use a minimum of SHA-256.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.27.C.01

Salts

Memorised secrets such as passwords MUST be stored in a form that is
resistant to offline attacks.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.27.C.02

Salts

Memorised secrets such as passwords SHOULD be salted and hashed
using a suitable one-way key derivation function. See 17.2.14.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.27.C.03

Salts

The salt SHOULD be at least 32 bits in length, be chosen arbitrarily, and
each instance is unique so as to minimise salt value collisions among
stored hashes.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.2.28.C.01

Approved symmetric
encryption algorithms

Agencies using approved symmetric encryption algorithms (e.g. AES)
SHOULD NOT use Electronic Code Book (ECB) mode.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.3.6.C.01

Using Approved
Cryptographic Protocols

Agencies using a product that implements an Approved Cryptographic
Protocol MUST ensure that only Approved Cryptographic Protocols can be
used.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.4.16.C.01

Using TLS

Agencies SHOULD use the current version of TLS (version 1.3).

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.4.16.C.02

Using TLS

Agencies SHOULD NOT use any version of SSL.

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.5.6.C.01

Using SSH

The table below outlines the settings that SHOULD be implemented when
using SSH.

Configuration description

Configuration directive

Disallow the use of SSH version 1

Protocol 2

On machines with multiple interfaces, configure the SSH daemon to listen
only on the required interfaces

ListenAddress

XK XXX KKK XXX

Disable connection forwarding

AllowTCPForwarding no

Disable gateway ports

Gatewayports no

Disable the ability to login directly as root

PermitRootLogin no

Disable host-based authentication

HostbasedAuthentication no

Disable rhosts-based authentication

RhostsAuthentication no

IgnoreRhosts yes

Do not allow empty passwords

PermitEmptyPasswords no

Configure a suitable login banner

Banner/directory/filename

Configure a login authentication timeout of no more than 60 seconds
LoginGraceTime xx

Disable X forwarding

Vs

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted

17.5.6.C.01

Using SSH

The table below outlines the settings that SHOULD be implemented when
using SSH.

Configuration description

Configuration directive

Disallow the use of SSH version 1

Protocol 2

On machines with multiple interfaces, configure the SSH daemon to listen
only on the required interfaces

ListenAddress

XK XX KKK XXX

Disable connection forwarding

AllowTCPForwarding no

Disable gateway ports

Gatewayports no

Disable the ability to login directly as root

PermitRootLogin no

Disable host-based authentication

HostbasedAuthentication no

Disable rhosts-based authentication

RhostsAuthentication no

IgnoreRhosts yes

Do not allow empty passwords

PermitEmptyPasswords no

Configure a suitable login banner

Banner/directory/filename

Configure a login authentication timeout of no more than 60 seconds
LoginGraceTime xx

Disable X forwarding

Vs

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.

17.5.7.C.01

Authentication

Agencies SHOULD use public key-based authentication before using
ssword-based icati

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.

17.5.7.C.02

Authentication

Agencies that allow password authentication SHOULD use techniques to
block brute force attacks against the password.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.

17.5.8.C.01

Automated remote
access

Agencies SHOULD use parameter checking when using the “forced
command" option.

Functional

Intersects With

Remote Access

NET-14

tion-approved,

Mechanisms exist to define, control and review organi
secure remote access methods.

17.5.8.C.02

Automated remote
access

Agencies that use logins without a password for automated purposes
SHOULD disable:

access from IP addresses that do not need access;

port forwarding;

agent credential forwarding;

X11 display remoting; and

console access.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.

17.5.8.C.03

Automated remote
access

Agencies that use remote access without the use of a password SHOULD
use the "forced command" option to specify what command is executed.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.

17.5.9.C.01

SSH-agent

Agencies that use SSH-agent or other similar key caching programs
SHOULD:

only use the software on workstation and servers with screenlocks;
ensure that the key cache expires within four hours of inactivity; and
ensure that agent credential forwarding is used when multiple SSH
traversal is needed.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define, control and review organization-approved,
secure remote access methods.
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175.10.0.01 SSHVersions Agencies SHOULD ensre that the latest implementation of SSH software | (- = @0 T NET.1a | Mechanisms exist to define, control and review organization-approved, R
is being used. Older versions contain known secure remote access methods.
Dez‘_""’"'sfvw"l'"g of fauly or ’f“:“““;e:‘_"”ge"([”lg °:"‘§ly :”"‘ Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
17.6.6.C.01 Decommissioning |+ Sensation requirements describedin Ghapter 12 Produc Functional ~ [Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
ecurity. Equipment prevent information being recovered from these components.
Decommissioning of faulty or redundant equipment MUST comply with st o protect the oy an
17.6.6.C.01 D media saniti i described in Chapter 12 - Product Functional |Intersects With| ~Electronic Messaging | NET-13 © Pr integrity 5
availability of electronic messaging communications.
Security.
Agencies MUST NOT allow versions of S/MIME earlier than 3.0 to be used. seof Oryptogrannie Mechanisms exist to facilitate the implementation of cryptographic
17.6.7.C.01 Using S/MIME Functional | SubsetOf P CRY-01 |protections controls using known public standards and trusted 10
‘Agencies MUST NOT allow versions of S/MIME earlier than 3.0 to be used. Mechanisms exist to protect the confidentiality, integrity and
17.6.7.C.01 Using S/MIME genc W versions rhier us Functional | Intersects With | Electronic Messaging NET-13 nISmS exist to pr © confidentiality, integrity 5
of electronic messaging
Uing OpenPGP Mossage | "£°7e12s MUST immediatel revoke key pais when  private crtficate s so of Cryptographie Mechanisms exist to facilitate the implementation of cryptographic
17.7.6C.01 i suspected of being compromised or leaves the control of the agency. Functional | Subset Of P CRY-01 |protections controls using known public standards and trusted 10
‘Agencies SHOULD use tunnel mode for IPSec connections. eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.8.10.0.01 Mode of operation Functional | Subset Of Sorosrep CRY-01 |protections controls using known public standards and trusted 10
‘Agencies choosing to use transport mode SHOULD additionally use an 1P eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.8.10..02 Mode of operation | tunnel for IPSec connections. Functional | Subset Of Sorosrep CRY-01 |protections controls using known public standards and trusted 10
‘Agencies SHOULD use the ESP protocol for IPSec connections. oo ot Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.8.11.0.01 Protocol Functional | Subset Of Sorosrep CRY-01 |protections controls using known public standards and trusted 10
‘Agencies using ISAKMP SHOULD disable aggressive mode for IKE. eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.8.12.0.01 ISAKMP modes Functional | Subset Of Sorosrep CRY-01 |protections controls using known public standards and trusted 10
—[Agencies SHOULD use a security association lifetime of four hours or ) Mechanisms exist to facilitate the implementation of cryptographic
Security association Use of Cryptographic
17.8.13.0.01 14400 seconds, or less. Functional | SubsetOf CRY-01  |protections controls using known public standards and trusted 10
lifetimes Controls
‘Agencies SHOULD use HMAC-SHA256, HMAC-SHA384 or HMAC-SHAS12 eoof Crvmtomrantie Mechanisms exist to facilitate the implementation of cryptographic
17.8.14.C.01 HMAC algorithms | as the HMAC algorithm. Functional | Subset Of Co“’"fmli P CRY-01 |protections controls using known public standards and trusted 10
‘Agencies SHOULD use the largest modulus size available for the DH s of Cymtogrannc Mechanisms exist to facilitate the implementation of cryptographic
17.8.15.C.01 DH groups exchange. Functional | Subset Of Co'z'(’mli P CRY-01 |protections controls using known public standards and trusted 10
‘Agencies SHOULD use Perfect Forward Secrecy for PSec connections. s of ytogrannc Mechanisms exist to faclitate the implementation of cryptographic
17.8.16.C.01 Perfect Forward Secrecy Functional | Subset Of yosrep CRY-01 |protections controls using known public standards and trusted 10
& Extondod ‘Agencies SHOULD disable the use of XAUTH for IPSec connections using Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
17.8.17.0.01 IKEV1. Functional | Subset Of CRY-01 |protections controls using known public standards and trusted 10
Authentication Controls
‘Agencies SHOULD assess the risks associated around key ownership, ) Mechanisms exist to facilitate the implementation of cryptographic
Developing key Use of Cryptographic
17.9.30.0.01 possession, and control against their own security and business Functional | Subset Of CRY-01 |protections controls using known public standards and trusted 10
management plans Controls
Dovelopimgkey | E€"Cie5 SHOULD develop a KMPwhen they have implemented a Use of Cryptographic Mechanisms exist to faclitate the implementation of cryptographic
17.9.30..02 system using grade Functional | Subset Of CRY-01 |protections controls using known public standards and trusted 10
management plans Controls
The level of detail included in a KMP MUST be consistent with the criticality ) Mechanisms exist to faclitate the implementation of cryptographic
Developing key Use of Cryptographic
17.9.30..03 and classification of the information to be protected. Functional ~ Intersects With CRY-01 |protections controls using known public standards and trusted 5
management plans Controls
The table below describes the minimum contents which SHOULD be
documented in the KMP.
Topic
Content
Objectives
Objectives of the cryptographic system and KMP, including organisational
aims.
Refer to relevant NZCSls.
System description
The environment.
Maximum classification of information protected.
Topology and description of th system topology
including data flows.
The use of keys. ’ ’ ) ;
Contentsof Pt Useof Gryptogranh Mechanisms exist to facilitate the implementation of cryptographic
17.9.31.C.01 ontents of key v alg - Functional Subset Of se of Cryptographic CRY-01 |protections controls using known public standards and trusted 10
management plans | Key length. Controls SO
Ko Urotome. cryptographic technologies.
Roles and administrative responsibilities
Documents roles and responsibilities, including, if relevant, the COMSEC
, systems admini record keeper, cloud
service provider, and auditor.
Accounting
How ing will be forthe system.
What records will be maintained.
How records will be audited.
Classification
Classification of the cryptographic system hardware.
Classification of cryptographic system software.
Cl of the ic system
security incidents
Agencies MUST be able to readit tfor all transactions relating t
poneee :s be‘ab © ire?‘;'.y e Useof Cryptographi Mechanisms exist to faciltate the implementation of cryptographic
17.9.32.C.01 Accounting cryptographic system material including identifying hardware and a Functional Subset Of se of Cryptographic CRY-01 | protections controls using known public standards and trusted 10
software versions issued with the equipment and materials, including date Controls ¢
° cryptographic technologies.
and place of issue.
. i for al i
Age"lc'es s:,OULD‘ be abl o 'le_ad':yda_°°‘?:““°’_a l:"a':a°“°"sd’e‘:””g‘° Use of Gryptogranhic Mechanisms exist to facilitate the implementation of cryptographic
i
17.9.32.0.02 Accounting cryptographic system material including identifying hardware and a Functional Subset Of yptograp! CRY-01 | protections controls using known public standards and trusted 10
Software versions issued with the equipment and materials, including date Controls ¢
° cryptographic technologies.
and place of issue.
aucite, comptiance and | AEencies MUST conduct audits using two personnal with cryptographic Mechanisms exist to conduct periodic audits of security, compliance
17.9.33.0.01 e e [system administrator access. Functional ~ [IntersectsWith|  Periodic Audits CPL02.2  |and resilience controls to evaluate conformity with the organization's 5
i policies, standards and
‘Agencies SHOULD conduct audits of cryptographic system material:
' o of administrati ity for the i Mechanisms exist to conduct periodic audits of security, compliance
Audits, compliance and ) ’ v. ) .
17.9.33..02 e e [system; Functional ~[IntersectsWith|  Periodic Audits CPL-02.2 |and resilience controls to evaluate conformity with the organization's 5
i on change of personnel with access to the cryptographic system; and documented policies, standards and procedures.
at least annually.
‘Agencies SHOULD perform audits to: )
Audits, compliance and o Ly s aystom material; and Mechanisms exist to conduct periodic audits of security, compliance
17.9.33.0.03 > comp! account for all cryptographic system material; an Functional | Intersects With Periodic Audits CPL-02.2 |and resilience controls to evaluate conformity with the organization's 5
inventory checks | confirm that agreed security measures documented in the KMP are being °
documented policies, standards and procedures.
followed.
Agencies MUST hold and maintain an access register that records
hi e has:
cryptographic system information such as: . Mechanisms exist to identify, document and review deployed
details of personnel with system administrator access; Cryptographic Cipher e 0 oo e 10
17.9.34.0.01 Access register | details of those whose system administrator access was withdrawn; Functional ~ [Intersects With| Suites and Protocols | CRy-01.5 |C/Ptographic b P s 1o proactively resp 5
industry trends regarding the continued viability of utilized
details of system documents; Inventory "
d cryptographic cipher suites and protocols.
accounting activities; and
audit activities.
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Before personnel are granted cryptographic system administrator access,
agencies MUST ensure that they have:
a demonstrated need for access;
read and agreed to comply with the relevant Key Management Policy and
Plan (KMP) for the cryptographic system they are using;
a security clearance at least equal to the highest classification of
processed by the system;
Cryptographic system Defined Roles & existto define oles & forall
17.9.35.C.01 oy o agreed to protect the forthe Functional |Intersects With ined Ho'es HRS-03 o ! " ' 5
administrator access Responsibilities personnel.
system at the highest classification of information it secures;
agreed not to share forthe
system without approvz
agreed to be responsible for all actions under their accounts;
agreed to report all potentially security related problems to the GCSB; and
ensure relevant staff have received appropriate training.
Cryptographic syst tSHOULD be stored that meet
Area security and access "‘WP ographic iysf em equipmen f © s Off \\V\ a\rscmd o :‘ee o Security of Assets & Mechanisms exist to maintain strict control over Technology Assets,
17.9.36.C.01 Y @ requirementsiora server room of an appropriate level based on the Functional | Intersects With Y AST-05  |Applications, Services and/or Data (TAASD) to preserve confidentiality 5
control of the system proce: Media
and integrity.
A hich oryptographic system material is used SHOULD b
Area security and access |~ o2 I Which cryptographic system material is use ° . Physical security mechanisms exist to allow only authorized personnel
17.9.36.C.02 separated from other areas and designated as a controlled cryptography | Functional | Intersects With | Working in Secure Areas | PES-04.1 5
control access to secure areas.
area.
) Agencies MUST comply with NZCS| when using HACE. ) )
17087601 High assurance Functional | intersacts witn| Statuton: Regulatory & | | Mechanisms existto facilitate the identification and implementation of s
cryptographic equipment Contractual Compliance relevant statutory, regulatory and contractual controls.
Unkeyed Lgrade cryptographi tMUST be distributed
Transporting commercial | (/% Smere grade orvp °i':"’ oo Use of Gryptogranhic Mechanisms exist to facilitate the implementation of cryptographic
17.9.38.C.01 grade cryptographic |20 Managed by a means approved for the transportation an Functional | Intersects With ryptograp! CRY-01 |protections controls using known public standards and trusted 5
management of government property. Controls
equipment & products cryptographic technologies.
Keyed ial grad tMUST b
Transporting commercial |- > e i’z © e‘;”"p"“:"( o ) Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
17.9.38.C.02 grade cryptographic | Mnaged and stored by a means approved for the transportation an Functional | Intersects With ryptograp! CRY-01 |protections controls using known public standards and trusted 5
management of government property based on the classification of the key Controls
equipment & products cryptographic technologies.
within the eauipment.
Teansportngcommerciat | €16 %8 s(HouuZ N?Ttrankspoz C?TmemlaLgMde eprosrene Configuration Mechanisms exist to facilitate the implementation of configuration
17.9.38.C.03 grade cryptographic | “UIPMent or products in a keyed state. Functional Subset Of 8 CFG-01 P! 8 10
Management Program management controls.
equipment & products
71012001 Hardware Security | Agencies MUST consider the use of HSMs when undertaking a securityrisk | - ="~~~ "1™ Hardware Security AC12.1_|Automated mechanisms exist to utilize Hardware Security Modules R
Modules o designing network and security . Modules (HSM) (HSM) to protect on which the relies.
Hardware Security | Agencies MUST follow the product selection guidance in this manual. See Hardware Security (Automated mechanisms exist to utilize Hardware Security Modules
17.10.12.0.02 Functional | Intersects With IAC-12.1 5
Modules Chanter 12 - Product Security. unctional | Intersects Wi Modules (HSM) (HSM) to protect on which the relies.
‘Agencies SHOULD consider th fHSMs when undertak it
Hardware Security gencies consider the use of HSMs when undertaking a security Hardware Security Automated mechanisms exist to utilize Hardware Security Modules
17.10.12..03 risk assessment or designing network and security architectures. Functional | Intersects With IAC-12.1 5
Modules Modules (HSM) (HSM) to protect authenticators on which the component relies.
71012008 Hardware Security | Agencies SHOULD follow the product selection guidance inthismanual. | ="~ ~ " 1™ Hardware Security AC12.1_|Automated mechanisms exist to utilize Hardware Security Modules R
Modules See Chapter 12 - Product Security. Modules (HSM) (HSM) to protect on which the relies.
A MUST perf ty risk t bef d
Classification of Network | 65"/ perform a security risk assessment before providing Network Security Mechanisms exist to develop, govern & update procedures to facilitate
18.1.9.C.01 ) network documentation to a third party, such as a commercial provider or | Functional | Subset Of NET-01 : 10
Documentation Controls (NSC) the implementation of Netwaork Security Controls (NSC).
Systems documentation and detailed network diagrams MUST be - ’
et ) Mechanisms exist to maintain network architecture diagrams that:
classified at least to the Level of classification of the data to be carried on
Classitication of Network | . Network Diagrams & (1) Contain sufficient detail to assess the security of the network's
18.1.9.C.02 B on 056 systems. Functional |Intersects With| Data Flow Diagrams AST-04 |architecture; 5
(DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
Systems d tation and detailed network di MUSTb
Classification of Network | >Y>tems documentation and detailed network diagrams ° Network Security Mechanisms exist to develop, govern & update procedures to facilitate
18.1.9.C.02 classified at least to the level of classification of the data to be carriedon | Functional | Subset Of NET-01 10
Documentation Controls (NSC) the implementation of Network Security Controls (NSC).
those svstems.
Network documentation provided to a third party, such as to a commercial
181.9.0.08 Classification of Network |provider o contractor, MUST contain only the information necessary for runctionat | subsetor Network Security NEr.o7 | Mechanisms exist to develop, govern & update procedures to facilitate "
Documentation | them to undertake their contractual services and functions, consistent Controls (NSC) the implementation of Network Security Controls (NSC).
with the need-to-know principle.
Classification of Network | Detailed network configuration information MUST NOT be published in Network Security Mechanisms exist to develop, govern & update procedures to facilitate
18.1.9.C.04 Functional Subset Of NET-01 N 10
D tender Controls (NSC) the of Network Security Controls (NSC).
18.1.9.C.05 Classification of '?‘EIWOTK Security aspects SHOULD be considered when determining the Functional Subset OF Network Security NET-01 Mec»hanlsmsex\sna develop, guvem?upda(epmceduvesmfacvmale 10
D level of systems and network Controls (NSC) the of Network Security Controls (NSC).
8110001 Configuration Agencios SHOULD keep the network conliguration under the control of a runctionat | subsetor Configuration Cro.01 | Mechanisms existto facilitate the implementation of configuration o
network authority. Program controls.
. Agf”c'is SHOULD keep ‘:‘:‘ ",‘:“”'k configuration under the control of a Development & Test Mechanisms exist to manage baseline configurations for development
networ authority.
18.1.10.C.01 o v Functional | Intersects With Environment CFG-02.4 |and test environments separately from operational baseline 5
& Configurations configurations to minimize the risk of unintentional changes.
Agencies SHOULD keep the network configuration under the control of a Configure Technology
. oy i PO exist to configure Assets, and/or
18.1.10.C.01 networl authority. Functional | Intersects With| S0t APPUCANIONS | ope ) & | Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
management and/or Services (TAAS) !
) configurations.
for High-Risk Areas
Configuration Agencies SHOULD keep the network configuration under the control of 2 Network Device Mechanisms exist to configure network devices to synchronize startu
18.1.10.C.01 8 network management authority. Functional |IntersectsWith|  ConfigurationFile | CFG-02.6 S ° 8 Y s 5
management and running configuration files.
16110.002 Configuration All changes to the configuration SHOULD be documented and approved runctionat | subsetor Configuration Cro.01 | Mechanisms existto facilitate the implementation of configuration o
through a formal change control process. Program controls.
All changes to the configuration SHOULD be d tedand d
Configuration I ° a:ge's ° IE :°" gura """‘ e documented and approves Development & Test Mechanisms exist to manage baseline configurations for development
18.1.10.0.02 g : rough aformal change control process. Functional | Intersects With Environment CFG-02.4 |and test environments separately from operational baseline 5
managemen
& Configurations configurations to minimize the risk of unintentional changes.
All changes to the configuration SHOULD be d tedand d Configure Technol
igurati . , Applicati
18.1.10.C.02 2 rough aformal change control process. Functional | Intersects With PP CFG-02.5 [Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
management and/or Services (TAAS) !
h configurations.
for High-Risk Areas
Configuration All changes to the configuration SHOULD be documented and approved Network Device Mechanisms exist to configure network devices to synchronize startup
18.1.10.0.02 e through a formal change control process. Functional | Intersects With|  Configuration File | CFG-02.6 S ot o config Y 5
management and running configuration files.
i ti A HOULD larly th ty k fi it e fi ti Mech: ist to facilitate the 1 tatic f fi it
18110008 Configuration goncies SHOULD regularly eview their network configuration toensure | o T Configuration Cro.01 | Meshanisms exist to facilitate the implementation of configuration o
that it conforms to the network Program controls.
‘Agencies SHOULD regularly review their network configuration t ) o
onfiauration 1:::?:;!0 BV, ::i”d‘:’cy::::d e '::"c‘:n'“’"r:‘;’: fon to ensure Development & Test Mechanisms exist to manage baseline configurations for development
i r we iguration.
18.1.10.C.08 manag ement . e Functional | Intersects With Environment CFG-02.4 |and test environments separately from operational baseline 5
© Configurations configurations to minimize the risk of unintentional changes.
‘Agencies SHOULD regularly review their network configuration t Configure Technolo ) I
Confiuration |t contom o ne cocumemednemorkcontraton, Rests papications. st toconfigure hosets, o
i r we iguration. . : : A : - :
18.1.10.0.03 g u gu Functional | Intersects With PP’ CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
management and/or Services (TAAS) o s
for High-Risk Areas ©
‘Agencies SHOULD regularly review their network configuration to ensure Network Device - -
Configuration Mechanisms exist to configure network devices to synchronize startup
18.1.10.C.08 that it conforms to the documented network configuration. Functional |IntersectsWith|  ConfigurationFile | CFG-02.6 5
management y and running configuration files.
‘Agencies SHOULD depl tomated tool that the runni
Configuration gencies eploy an automated tool that compares the running Configuration Mechanisms exist to facilitate the implementation of configuration
18.1.10.C.04 configuration of network devices against the documented configuration. Functional | Subset Of CFG-01 10
management Management Program management controls.
onfiauration ﬁfﬁf“c'i ?::;anfeg::‘;:" :::;’“:‘r: :::::j‘;‘;’:“’;’z:"e ’“::‘;’:‘g Development & Test Mechanisms exist to manage baseline configurations for development
igurati work devi i iguration.
18.1.10.C.04 maneg o Eu 8 u Bu Functional | Intersects With Environment CFG-02.4 |and test environments separately from operational baseline 5
© Configurations configurations to minimize the risk of unintentional changes.
‘Agencies SHOULD depl tomated tool that the runni Configure Technolo
Gonfgurationconfgurationof netwerk dedces againt e documented confgraton. Aese, Applcatons. s o conigure Rasets, ¢
igurati . . : : i : - :
18.1.10.C.04 g u work devices agai u gurati Functional | Intersects With PP’ CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
management and/or Services (TAAS) o ions
for High-Risk Areas © -
‘Agencies SHOULD deploy an automated tool that compares the running Network Device - )
Configuration Mechanisms exist to configure network devices to synchronize startup
18.1.10..04 configuration of network devices against the documented configuration. Functional | Intersects With|  Configuration File | CFG-02.6 5

management

Svnchronization

and running configuration files.
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For each network an agency manages they MUST have: Mechanisms exist to maintain network architecture diagrams that:
a high-level diagram showing all connections and gateways into the Network Diagrams & (1) Contain sufficient detail to assess the security of the network's
18.1.11.C.01 Network diagrams | "etWorkiand Functional | Intersects With| ~Data Flow Diagrams AST-04  |architecture; 5
anetwork diagram showing all communications equipment. (DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
An agency's network diagrams MUST: Mechanisms exist to maintain network architecture diagrams that:
be updated as network changes are made; and y
Undatingnetwork  |imetude s 46-Curorn as o ore] satomant on each page. Network Diagrams & (1) Contain suffcient detal to assess the securityof the network's
18.1.12.0.01 ogams Functional |Intersects With| Data Flow Diagrams | AST-04 |architecture; 5
(DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
An agency's network diagrams SHOULD: . Mechanisms exist to maintain network architecture diagrams that:
Updating network :’n‘zmd;;e::zz‘:;‘i'::;‘f[’:f:‘selﬁ:a':‘e:z;Z: sach page. Network Diagrams & (1) Contain sufficient detail to assess the security of the network's
gams Functional | Intersects With| Data Flow Diagrams |  AST-04 |architecture; 5
(OFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
Agencies MUST implement network access controls on all networks. Data Flow B existto and govern Access Control Lists
18.1.13.0.01 Limiting network access Functional | Intersects With|  Access ControlLists | NET-04 |(ACLs) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized
‘Agencies MUST implement network access controls on all networks. Deny Trafic by Default & Mechanisms exist to configure firewall and router configurations to
18.1.13.0.01 Limiting network access Functional | Intersects With NET-04.1 |deny network traffic by default and allow network traffic by exception 5
Allow Traffic by Exception
(e.£.. deny all, permit by exception).
Agencies SHOULD implement network access controls on all networks. Data Flow B existto and govern Access Control Lists
Limiting network access Functional | Intersects With| Access ControlLists | NET-04 |(ACLs) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized
Agencies SHOULD implement network access controls on all networks. Deny Trafic by Default & Mechanisms exist to configure firewall and router configurations to
18.1.13.0.02 Limiting network access Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 5
Allow Traffic by Exception
(e.£.. deny all, permit by exception).
‘Agencies SHOULD implement protection measures to minimise the risk of Data Flow B existto and govern Access Control Lists
18.1.14.0.01 traffic access to network traffic on a network. Functional | Intersects With|  Access ControlLists | NET-04 |(ACLs) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized
‘Agencies SHOULD implement protection measures to minimise the risk of Deny Trafic by Default & Mechanisms exist to configure firewall and router configurations to
18.1.14.0.01 traffic access to network traffic on a network. Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 5
Allow Traffic by Exception
(e... deny all, permit by exception).
Simple Network | Agencies SHOULD NOT use SNMP unless a specific requirement exists. Mechanisms exist to configure systems to provide only essential
18.1.15.0.01 Management IT Protocol Functional | Intersects With| ~ Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 5
(SNMP) brotocols, and/or services.
Smple Network | A6encies SHOULD NOT use SNHMP unless a specifc requirement exists. exist to require the of Assets,
18.1.15.C.01 Management IT Protocol Functional |Intersects ith|  Ports: Protocols & TDA-02.1 | APPlications and/or Services (TAAS) to identify early in the Secure 5
o Services In Use Development Life Cycle (SDLC), the functions, ports, protocols and
services intended for use.
Simple Network | Agencies SHOULD implement SNMPV3 where a specific SNMP requirement Mechanisms exis to configure systems to provide only essential
18.1.15.0.02 Management IT Protocol [exists. Functional | Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 5
(SNMP) brotocols, and/or services.
Smple Notwork | A89n125 SHOULD implement SNMPv3 where a specific SNMP reairement exist to require the of ‘Assets,
161.15.0.02 Managoment 1T Protocol |15 Functional | 1nterscctewitn| POt Protocols& | o | Applications and/or Services (TAKS) to identify sarly in the Secure .
o Services In Use Development Life Cycle (SDLC), the functions, ports, protocols and
services intended for use.
Simple Network | Agencies SHOULD change all default community strings in SNMP Mechanisms exis to configure systems to provide only essential
18.1.15.0.03 IT Protocol Functional | Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 5
(SNMP) brotocols, and/or services.
Smple Notwork | A8onies SHOULD change al default community strings in SNMP exist to require the of Assets,
161.15.0.08 Managoment T Protocol | Plementations. Functional | 1nterscctewitn| POt Protocols& | o | Applications and/or Services (TAKS) to identify sarly in the Secure .
o Services In Use Development Life Cycle (SDLC), the functions, ports, protocols and
services intended for use.
Simple Network | SNMP access SHOULD be configured as read-only. Mechanisms exist to configure systems to provide only essential
18.1.15..04 Management IT Protocol Functional | Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 5
(SNMP) brotocols, and/or services.
SNMP access SHOULD be configured as read-only. exist to require the of Assets,
Simple Network i "
161.15.0.08 Managoment 1T Protocol Functional | 1nterscctewitn| POt Protocols& | o | Applications and/or Services (TAKS) to identify sarly in the Secure .
o Services In Use Development Life Cycle (SDLC), the functions, ports, protocols and
services intended for use.
Devices MUST NOT be configured to remember and automatically connect exit o control authorized wireloss usage and monitor for
18.2.5.C.01 Bridging networks |t any wireless networks that they have previously connected to. Functional | Intersects With|  Wireless Networking |  NET-15 oms ox! 5
unauthorized wireless access.
Wireless auto-connect functionality on devices SHOULD be disabled, vt o conrol authorized wireloss usage and monitor for
18.25..02 Bridging networks | preferably by a hardware switch, whenever connected to a fixed network. | Functional ~ [Intersects With| Wireless Networking | NET-15 e 5
Providing wireless | Agencies deploying a wireless network for public acoess MUST separate it
18.2.6.C.01 communications for | from any other agency networks; including BYOD networks. Functional | Intersects With|  Guest Networks NET-02.2 [ Mechanisms exist to implement and manage a seoure guest network. 5
public access
Providing wireless | Agencies deploying a wireless network for public acoess MUST separate it vt o control authorized wireloss usage and monitor for
18.2.6.C.01 communications for | from any other agency networks; including BYOD networks. Functional | Intersects With|  Wireless Networking |  NET-15 oms ox! 5
unauthorized wireless access.
public access
629001 Usingwireless | Agencies MUST NOT use wireless networks unless the security of the Functional. | mterseots With|  Wireless Networking | NET15 exist to control authorized wireless usage and monitor for R
agency's wireless has been approved by GCSB. less access.
Selecting wireless access | Al wireless acoess points used for government wireless networks MUST be ) Mechanisms exist to control authorized wireless usage and monitor for
18.2.8.C.01 F Functional |Intersects With| ~ Wireless Networking NET-15 5
Doint equipment __|Wi-Fi Alliance certified. jreless access.
EAP-TLS or PEAP-EAP-TLS MUST be used on wireless networks to perform Wireless Access exist to protect the and integrity of wireless
18.2.9.C.01 802.1X Authentication | mutual authentication. Functional | Intersects With|  Authentication & CRY-07 jes by ication and strong 5
Encryption encryption.
EAP-TLS, PEAP-EAP-TLS, EAP-TTLS or PEAP MUST be used on wireless Wireless Access exist to protect the and integrity of wireless
18.2.9..02 802.1X Authentication | networks to perform mutual authentication. Functional | Intersects With|  Authentication & CRY-07 jes by ication and strong 5
Encryption encryption.
Evaluation of 802.1X andthe server used in wireless Wireless Access exist to protect the and integrity of wireless
18.2.10.C.01 authentication | networks MUST have an product evaluat Functional |Intersects With|  Authentication & CRY-07 by and strong 5
i Encryption encryption.
Evaluation of 802.1X and the server used in wireless . Mechanls‘ms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
18.210.0.01 authentication networks MUST have an product evaluat Functional | intersects With Authentication & NET5.4 |unauthorized access by: s
Encryption (1) Authenticating devices trying to connect; and
implementation .
(2) Encrvpting data.
Evaluation of 802.1X andthe server used in wireless Wireless Access isms exist to protect the and integrity of wireless
18.2.10.C.02 authentication | networks SHOULD have an product evaluat Functional |Intersects With|  Authentication & CRY-07 by and strong 5
i Encryption encryption.
Evaluation of 802.1X and the server used in wireless . Mechanls‘ms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
18.210.0.02 authentication networks SHOULD have an product evaluat Functional | intersects With Authentication & NET5.4 |unauthorized access by: s
implomentation Encryption (1) Authenticating devices tying o connect; and
(2) Encrvpting data.
Jesuing cortfcates for_| "E°7165 MUST generate certiicates using certfcate authorityproduct Wireless Access isms exist to protect the and integrity of wireless
18.2.11.C.01 e eaton | [or hardware security module that has completed an appropriate product | Functional | Intersects With | Authentication & CRY-07 by and strong 5
L Encryption encryption.
Agencies MUST generate certificates using a certificate authority product Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
18.2.11.C.01 Issuing certificates for |or hardware security module that has completed an appropriate product Functional Intersects With Authentication & NET-15.1 unauthorized access by: 5
authentication evaluation. Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
esuing cortficatos for_| e Gotficates for both a device and user accessing a wirelass network Wireless Access isms exist to protect the and integrity of wireless
18.2.11.C.02 e eaton " [MUST NOT be stored on the same device. Functional |Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
The certificates for both a device and user accessing a wireless network Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
16241002 Issuing certificates for | MUST NOT be stored on the same device. Functional | intersactswitn|  Authentication & NET15q |umauthorized acoess by: .
authentication Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
Jesuing cortfcatos for_| AE°7125 SHOULD use uniaus certifcates fo both devices and users Wireless Access isms exist to protect the and integrity of wireless
18.2.11.C.08 oy |accessing a wireless network. Functional | Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
‘Agencies SHOULD use unique certificates for both devices and users Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
16241008 Issuing certificates for |accessing a wireless network. Functional | intersectswitn|  Authentication & NET15q | umauthorized acoess by: s

authentication

Encryption

(1) Authenticating devices trying to connect; and
(2) Encrypting data.
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I ssuing cortificates for | Cortificates for users acoessing wireless networks SHOULD be issued on Wireless Access exist to protect the and integrity of wireless
18.2.11.0.04 aufnemcanon smart cards with access PINs and not stored with a device when not in use. | ~ Functional  [Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
Certificates for users accessing wireless networks SHOULD be issued on Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
182.11.0.08 Issing certificates for _|smart cards with access PINs and not stored with a device when notinuse.| [ o | Authentication & NET.15.1 |unauthorized access by: .
authentication Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting data.
\souing cortifioates for | Cortificates stored on devices acoessing wirsless networks SHOULD be Wireless Access exist to protect the and integrity of wireless
18.2.11.0.05 aufnemcanon protected by implementing full disk encryption on the devices. Functional ~ [Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
Certificates stored on devices accessing wireless networks SHOULD be Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
182.11.0.08 Issuing for |protected by full disk encryption on the devices. Functional | intersectewatn|  Authentication & NET.15.1 |unauthorized access by: R
authentication Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
Devices MUST be configured to validate the server certificate, disable any
Using commercial | 7" % e et o o Wireless Access existto protect the andintegrity of wireless
18.2.12.C.01 certification authorities |t O generated by cc certificate a Functional | Intersects With|  Authentication & CRY-07 by i i and strong 5
are not trusted and disable the ability to prompt users to authorise new
for certificate generation Encryption encryption.
servers or
Using commercial | D#Vioes MUST be configured to validate the servr certficate, disable any Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
- . ) .
18.2.12.C.01 certification authorities | TSt O generated by o certificate that | gonctional | Intersectswith | AUthentication& NET-15.1 |Unauthorized access by: 5
are not trusted and disable the ability to prompt users to authorise new Encryption (1) Authenticating devices trying to connect; and
for certificate generation N
servers or (2) Encrvpting data.
Using commercial | Devices SHOULD be set to enable identity privacy. Wireless Access exist to protect the and integrity of wireless
18.2.12.0.02 certification authorities Functional ~ [Intersects With|  Authentication & CRY-07 by and strong 5
for certificate generation Encryption encryption.
Devices SHOULD be set to enable identity privacy. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Using commercial Authentication & unauthorized access by:
18.2.12.C.02 certification authorities Functional | Intersects With NET-15.1 v: 5
Encryption (1) Authenticating devices trying to connect; and
for certificate generation N
(2) Encrvpting data.
Cocning802.1x | The PMK caching period SHOULD NOT be st to greater than 1440 minutes Wireless Access exist to protect the and integrity of wireless
18.2.13.C.01 8 802. (24 hours). Functional ~ [Intersects With|  Authentication & CRY-07 by and strong 5
authentication outcomes .
Encrvption encryption.
The PMK caching period SHOULD NOT be set to greater than 1440 minutes Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
18243001 Caching802.1X (24 hours). Functional | intersectewatn|  Authentication & NET.15.1 |unauthorized access by: s
authentication outcomes Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
Remote Authentication | Communications between wireless access points and a RADIUS server Wireless Access isms exist to protect the and integrity of wireless
18.2.14.C.01 Dial-In User Service | MUST be encapsulated with an additional layer of encryption using an Functional ~[Intersects With|  Authentication & CRY-07 by and strong 5
(RADIUS) i aporoved encrybtion product (See Chapter 17 - C Encryption encryption.
‘Communications between wireless access points and a RADIUS server Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Remote Authentication |, ,r lated with an additional layer of t Authentication & unauthorized access by:
18.2.14.C.01 Dial-In User Service ZE”CEPS: ate W;‘ ?": (‘:r"""i 51"7‘3”::3”?"" "’: usingan Functional | Intersects With e NET-15.1 [ s v yingt tand 5
(RADIUS) authentisation | PPFEYed eneryption product (See Chapter 17 - Cryptography). neryption (1) Authenticating devices rying to connect; an
(2) Encrvpting data.
‘Agencies using wireless networks MUST ensure that classified information
tooted b N 1y that meots th ‘ovel mandated f Wireless Access exist to protect the and integrity of wireless
18.2.15.C.01 Encryption is protected by cryptography that meets the assurance level mandatedfor | oot |ntersects With|  Authentication & CRY-07 jies by i ication and strong 5
the of over network PN e
(See Section 17.2. Suite B). P vetion:
‘Agencies using wireless networks MUST ensure that classified information Mechanisms exist to secure Wi-Fi (e.g., [EEE 802.11) and prevent
Authentication & thorized by:
18215001 Encryption is protected by cryptography that meets the assurance level mandated for | ¢ ool uthentication NET.15.1 |unauthorized access by R
the of over network Encryption (1) Authenticating devices trying to connect; and
(See Section 17.2. Suite B). (2) Encrvpting data.
Cipher Block Ch CMP MUST be used to protect the confidentiality and integrity of all
oot © on o o protact the confidentiaty andin egrity of a Wireless Access exist to protect the andintegrity of wireless
18.2.16.C.01 g wireless network traffic. Functional |IntersectsWith|  Authentication & CRY-07 jies by i ication and strong 5
Code Protocol (CCMP) PN e
Encrvotion i rvption-
Cipher Block Chaining | CCMP MUST be sed to protect the confidentiality and integrity of all Mechanisms exist to secure Wi-Fi (e.g., [EEE 802.11) and prevent
182.16.0.01 Message Authentication |wireless network traffic. Functional | intersectewan|  Authentication & NET15.q |unauthorized access by: R
Code Protocol (CCMP) Encryption (1) Authenticating devices trying to connect; and
Encryption (2) Encrvpting data.
T UKey Int TKIP and WEP rt MUST be disabled d ?
e ;i”:) :i’:y anaiER suppe UST be disabled or removed from wireless access Wireless Access exist to protect the andintegrity of wireless
18.2.17.C.01 ! points. Functional | Intersects With|  Authentication & CRY-07 by i ication and strong 5
Wireless Encryption PO e
Protocol (WEP) s fyption
Temporal Key Integrity | TKIP and WEP support MUST be disabled o removed from wireless access Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Protocol (TKIP) . Authenticati :
18.2.17.C.01 rotocol (TKIP)and | points Functional | Intersects With uthentication & NET-15.1 access by. 5
Wireless Encryption Encryption (1) Authenticating devices trying to connect; and
Protocol (WEP) () Encrypting data.
) —TAgencies MUST NOT use WEP for wireless deployments. Wireless Access isms exist to protect the and integrity of wireless
Wired Equivalent Privacy i
18.2.18.C.01 P Functional ~ [Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
‘Agencies MUST NOT use WEP for wireless deployments. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Wired Equivalent Pri Authenticati thori :
18.2.18.C.01 red Equivalent Privacy Functional Intersects With uthentication & NET-15.1 unauthorized access by. 5
(WEP) Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting data.
Wi Protocted Accass. | AESTS1es MUST NOT use WiFi Protected Access (WPA) for wireless Wireless Access isms exist to protect the and integrity of wireless
18.2.19.C.01 o deployments. Functional ~ [Intersects With|  Authentication & CRY-07 by ion and strong 5
Encryption encryption.
‘Agencies MUST NOT use Wi-Fi Protected Access (WPA) for wireless Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
182.19.0.01 Wi-Fi Protected Access |deployments. Functional | intersectswitn|  Authentication & NET1s |Umauthorized access by: s
(wea) Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting data.
‘Agencies SHOULD NOT use Wi-Fi Protected Access 2 (WPA2) for wireless Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Wi-Fi Protected A Authenticati i :
18.2.19.C.02 -Fi Protected Access Functional Intersects With uthentication & NET-15.1 access by. 5
(wPa) Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting data.
‘Agencies SHOULD use Wi-Fi Protected Access 3 (WPA3) for wireless Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Wi-Fi Protected Access ith jven to WPAS-Enterprise 192-bit mode. ) Authentication & unauthorized access by:
18.2.19.C.03 wi givento it mode. Functional | Intersects With reatt NET-15.1 i oy 5
(wea) Encryption (1) Authenticating devices trying to connect; and
() Encrypting data.
‘Agencies MUST NOT use pre-shared keys for wireless authentication. Wireless Access existto protect the and integrity of wireless
18.2.20.C.01 Pre-shared keys Functional [IntersectsWith|  Authentication & CRY-07 by i ication and strong 5
Encryption N
‘Agencies MUST NOT use pre-shared keys for wireless authentication. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
) Authentication & unauthorized access by:
18.2.20.C.01 Pre-shared keys Functional | Intersects With oatl NET-15.1 ' v 5
Encryption (1) Authenticating devices trying to connect; and
() Encrypting data.
If pre-shared keys are used, agencies SHOULD use random keys of the Wireless Access existto protect the and integrity of wireless
18.2.20.C.02 Pre-sharedkeys | maximum allowable length. Functional [IntersectsWith|  Authentication & CRY-07 by i ication and strong 5
Encryption encryption.
If pre-shared keys are used, agencies SHOULD use random keys of the Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
llowable length. ) Authentication & access by:
18.220.0.02 Pre-shared keys | MMM aowable tengt Functional ~ [Intersects With weat NET-15.1 v 5
Encryption (1) Authenticating devices trying to connect; and
() Encrypting data.
Agencies SHOULD NOT use pre-shared keys for wireless authentication. Wireless Access existto protect the and integrity of wireless
18.2.20.C.08 Pre-shared keys Functional [IntersectsWith|  Authentication & CRY-07 by i ication and strong 5
Encryption encryption.
Agencies SHOULD NOT use pre-shared keys for wireless authentication. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
) Authentication & unauthorized access by:
18.2.20.0.03 Pre-shared keys Functional ~ Intersects With oot NET-15.1 ' v 5
Encryption (1) Authenticating devices trying to connect; and
() Encrypting data.
Administrative interfaces | Agencies SHOULD disable the administrative interface on wireless access Wireless Access existto protect the and integrity of wireless
18.2.21.C.01 for wireless access | points for wireless connections. Functional [IntersectsWith|  Authentication & CRY-07 by i ication and strong 5
points Encryption encryption.
] Agencies SHOULD disable the administrative interface on wireless access Mechanisms exist to secure Wi-Fi (e.g., [EEE 802.11) and prevent
Administrative interfaces || i tor wirel i Authentication & unauthorized access b
. i :
18.2.21.C.01 forwireless access | POMS forwireless connections. Functional | Intersects With et NET-15.1 i v 5
o Encryption (1) Authenticating devices trying to connect; and
° (2) Encrypting data.
Protecting management | Wireless access points and devices SHOULD be upgraded to support a Wireless Access existto protect the and integrity of wireless
18.2.22.C.01 frames on wireless | minimum of the 802.11w amendment. Functional [IntersectsWith|  Authentication & CRY-07 jes by i ication and strong 5
networks Encryption encryption.
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Wireless access points and devices SHOULD be upgraded to support a Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Protecting management f the 802.11w amendment Authentication & unauthorized access by:
18.2.22.C.01 frames onwireless | U™ O A g Functional | Intersects With NET-15.1 v: 5
Encryption (1) Authenticating devices trying to connect; and
networks .
(2) Encrvpting data.
Default somica ser | AESNGies MUST change the default SSID of wireless access points. Wireless Access isms exist to protect the confidentiality and integrity of wireless
18.2.23.C.01 Functional |Intersects With|  Authentication & CRY-07 by and strong 5
identifiers (SSIDs) : )
Encryption encryption.
‘Agencies MUST change the default SSID of wireless access points. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Default t Authentication & thorized by:
18.2.23.C.01 efault service se Functional | Intersects With uthentication NET-15.1 |Unauthorized access by: 5
identifiers (SSIDs) Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
Dofault somicaser | AESNGiEs MUST rename or remove default accounts and passwords. Wireless Access exist to protect the confidentiality and integrity of wireless
18.2.23.C.02 Functional |Intersects With|  Authentication & CRY-07 by and strong 5
identifiers (SSIDs) !
Encryption encryption.
‘Agencies MUST rename o remove default accounts and passwords. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Default t Authentication & thorized by:
18.2.23.0.02 efault service sef Functional | Intersects With uthentication NET-15.1 |Unauthorized access by: 5
identifiers (SSIDs) Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
The SSID of a wireless network SHOULD NOT be readily associated with an Wireless Access exist to protect the confidentiality and integrity of wireless
18.2.24.C.01 Changing the SSID | agency, the premises, location or the functionality of the network. Functional | Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
The SSID of a wireless network SHOULD NOT be readily associated with an Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
. Authentication & thorized by:
182.24.0.01 Changingthe SSID | E9NEY: the premises, acation or the functionality of the network Functional | intersacts with uthentication NEr.15.1 |unauthorized access by s
Encryption (1) Authenticating devices trying to connect; and
(2) Encrvpting data.
‘Agencies SHOULD NOT disable SSID broadcasting on wireless networks. Wireless Access exist to protect the confidentiality and integrity of wireless
18.2.25.C.01 SSID Broadcasting Functional |Intersects With|  Authentication & CRY-07 by and strong 5
Encryption encryption.
18225001 SSID Broadeasting | 5970195 SHOULD NOT disable SSID broadeasting on wireless networks. | ¢ o -l 00 T orking | NET.1s | Mechanisms exist o control authorized wireless usage and monitor for R
jreless access.
Agencies SHOULD NOT disable SSID broadcasting on wireless networks. Mechanisms exist to secure Wi-Fi (¢.g., IEEE 802.11) and prevent
Authentication & thorized by:
18.2.25.C.01 SSID Broadcasting Functional | Intersects With uthentication NET-15.q [Unauthonizedacoessby: - 5
Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting data.
A SHOULD use the D; Host Configuration Protocol (DHCP) tto control authorized wirel d monitor
18.2.26.C.01 Static addressing gencies use the Dynamic Host Configuration Protocol ( ) Functional | Intersects With| Wireless Networking NET-15 exist to contro usage and monitor for 5
for assigning IP addresses on wireless networks. wireless access.
18227001 Media Access Control | MAG addess fitering SHOULD NOT be used as a security mecharismto | ¢ oo 00 I O T T Mechanismes exis to control authorized wireless usage and monitor for R
address filtering | restrict which devices connect to a wireless network. ireless access.
K tion, distribution and rek dures SHOULD b tto control authorized wirel d monitor f
18.2.28.C.01 Documentation v generation, distribution and releying procedures o Functional | Intersects With| Wireless Networking NET-15 exist to contro usage and monitor for 5
in the SecPlan for the wireless network. wireless access.
15228002 Documentation _|Veless device drivers and their versions SHOULD be documented inthe | o T T T g | Mechanisms exst o control authorized wireless usage and monitor for R
SecPlan for the wireless network. ireless access.
Non-agency devices | Where BYOD has been approved by an agency, any wireless network
16.220.C.01 Gonnecting to agency  allowing BYOD connactions MUST be segregated from all other agency Functional | Intersects With|  Wireloss Networking |  NET-15 sms exist to control authorized wireless usage and monitor for s
controlled wireless | networks, including any agency wireless networks. unauthorized wireless access.
networks
Non-agency devices | Any BYOD devices MUST comply with the policies and configuration
ting t described in Section 21.45€* BYOD. o control authorized wirel d monitor
18.2.29.C.02 connecting to agency | described in Section 2143 Functional | Intersects With| Wireless Networking NET-15 3Ms exist to contro usage and monitor for 5
controlled wireless unauthorized wireless access.
networks
Non-agency devices | Agencies MUST NOT allow non-agency devices to connect to agency
16.220.6.08 o agency wireless natworks not intended or confgured for BYOD devices | ¢l | Networking | NETAS sms exist to control authorized wireless usage and monitor for s
controlled wireless | or for public access. unauthorized wireless access.
networks
Agency devices | Agencies SHOULD NOT allow agency devices to connect to non-agency
o - irele: t ks. t t trol authorized wirele d itor f
18.2.30.C.01 o non wireless networks Functional | Intersects With| Wireless Networking NET-15 3Ms exist to contro usage and monitor for 5
agency controlled unauthorized wireless access.
wireless networks
Connecting wireless | Connections between wireless networks and fixed networks SHOULD be it o controt sage and monitor for
18.2.31.C.01 networks to fixed treated in the same way as connections between fixed networks and the Functional |Intersects With| ~ Wireless Networking NET-15 > ! authonzedwirex g 5
unauthorized wireless access.
networks Internet.
Wireloss network Lns(e:d o'[dep;oy:‘nga small numit)erL of wireless accelssl:o[\ms that 1 o com o
162.92.0.01 footprint and Radip | P0adCaSt on high power, more wireloss access points that use minima Functional | Intersects With|  Wireloss Networking |  NET15 sms exist to control authorized wireless usage and monitor for s
broadcast power SHOULD be deployed to achieve the desired wireless unauthorized wireless access.
Frequency (RF) Controls ’
network footprint.
The effective range of wireless communications outside an agency's area
f control SHOULD be limited by:
Radio Frequency (RF) |1 cO""! elimitedby: , ) Mechanisms exist to confine wireless communications to organization-
18.2.33.C.01 Minimising the output power level of wireless devices. Functional |Intersects With| ~Wireless Boundaries | NET-15.4 5
Propagation & Controls ut power tevel of wir : controlled boundaries.
Implementing RF shielding within buildings in which wireless networks are
used.
Interference between | Wireless networks SHOULD use channel separation. ) Mechanisms exist to control authorized wireless usage and monitor for
18.2.34.C.01 Functional Intersects With Wireless Networking NET-15 5
wireless networks jreless access.
Agencies SHOULD use a video, unified communication or voice-aware Mechanisms exist to implement secure Internet Protocol Telephony
Video and voice-aware Voice Over Internet ° ’
18.3.8.C.01 firewall that meets the same minimum level of assurance as specified for | Functional |Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
firewalls Protocol (VolP) Security
normal firewalls. (VoIP) traffic from data networks.
Protocting T signalling | "6°71°% SHOULD protect VTG and T signalling and data by using Vorce Ovar ntermet Mechanisms exist to Implement secre Interet Protocol Telephony
18.3.9.C.01 encryption. Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
and data Protocol (VolP) Security
(VoIP) traffic from data networks.
Protecting IPT signalling | A7 €"CT¥Pted and non-replayable two-way authentication scheme Vorce Ovar ntermet Mechanisms exist to Implement secre Interet Protocol Telephony
18.3.9.C.02 SHOULD be used for call authentication and authorisation. Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
and data Protocol (VolP) Security
(VoIP) traffic from data networks.
Establishment of secure | Agencies SHOULD ensure that VIC and IPT functions are established using Vorce Ovar ntermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.10.C.01 signallingand data | only the secure signalling and data protocols. Functional | Intersects With |, “0° o0t ey | AST21 [P thatlogically or physically separates Voice Over Iterne Protocol 5
protocols Y (VoIP) traffic from data networks.
[ Agencies MUST cither separate or segregate the VIC and IPT traffic from Mechanisms exist to implement secure Internet Protocol Telephony
Local area network traffic Voice Over Internet ° ’
18.3.11.C.01 other data traffic. Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
separation Protocol (VolP) Security °
(VoIP) traffic from data networks.
Agencies SHOULD either separate or segregate the IPT traffic from other _ Mechanisms exist to implement secure Internet Protocol Telephony
Local area network traffic Voice Over Internet
18.3.11.C.02 data traffic. Functional Intersects With AST-21 (IPT) that logically or physically separates Voice Over Internet Protocol 5
separation Protocol (VolP) Security °
(VoIP) traffic from data networks.
Agencies MUST:
configure VTC and VoIP devices to authenticate themselves to the call
;”"‘;‘:“EL“‘”" "ig‘s""“(“";( oy all Low it of authorised Voice Over Internet Mechanisms exist to implement secure Internet Protocol Telephony
- ice Ov
18.3.12.C.01 VTC and IPT Device setup | 412P'€ Phone auto-registration and only allow an allow list of authorise Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
devices to access the network; Protocol (VoIP) Security °
e (VoIP) traffic from data networks.
block unauthorised devices by default;
disable all unused and prohibited functionality; and
use individual logins for IP bhones.
Agencies SHOULD:
configure VolP phones to authenticate themselves to the call controller
:"”';lmg‘i"‘i“”"i ati " Low it of authorised devi Voice Over Internet Mechanisms exist to implement secure Internet Protocol Telephony
' ice Ov
18.3.12.C.02 VTC and IPT Device setup | ©/32P\€ Phone auto-registration and use an allow list of authorised devices | - ¢\ cvional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
to access the network; Protocol (VoIP) Security °
) (VoIP) traffic from data networks.
block unauthorised devices by default;
disable all unused and prohibited functionality; and
use individual logins for IP bhones.
Authentication and authorisation SHOULD be used for all actions on the
Gall authontication and | 'PT network, including: Voice Over Internet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.13.C.01 call setup; Functional Intersects With AST-21 (IPT) that logically or physically separates Voice Over Internet Protocol 5
authorisation Protocol (VolP) Security °
changing settings; and (VoIP) traffic from data networks.
checking voice mail.
An encrypted and non-replayable two-way authentication scheme Mechanisms exist to implement secure Internet Protocol Telephon:
Call authentication and P eplayable two-way authenticat Voice Over Internet fsms extst fo Imple e e onony
18.3.13.C.02 ) SHOULD be used for call authentication and authorisation. Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
authorisation Protocol (VoIP) Security
(VoIP) traffic from data networks.
Authentication SHOULD be enforced for:
teri hone; Mechanisms exist to implement secure Internet Protocol Telephon:
Call authentication and |'%/31°""8 @ new phone; Voice Over Internet foms extst o Imple e e e
18.3.13.C.08 ) changing phone users; Functional | Intersects With AST-21 (IPT) that logically or physically separates Voice Over Internet Protocol 5
authorisation ng phor Protocol (VoIP) Security
changing settings; and (VolP) traffic from data networks.
voice mail.
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VTG and IPT dovice | €STCISS Musrt:odw connect worksla(inn: m(:wc or IPT devices ur\havszt:‘e T existto ecureVideo wTe)
18.3.14.C.01 connection to or the device, as or the uses VLANS | ¢ ctional | Intersects With AST-20 |capabilities on endpoint devices and in designated conference rooms, 5
o similar mechanisms to maintain separation between VTC, IPT and other (VTC) Security
workstations to prevent potential eavesdropping.
data traffic.
‘Agencies MUST NOT tworkstations to VIC or IPT devices unless th
VIC and IPT device | 6213 il connect worksta '0": Om or [P devices un BVSLSANS Voice Over Intermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.14.C.01 connection to or the device, as or the uses VLANS | ¢ ctional | Intersects With AST-21 | (IPT) that logically or physically separates Voice Over Internet Protocol 5
o similar mechanisms to maintain separation between VTC, IPT and other Protocol (VoIP) Security
workstations (VolP) traffic from data networks.
data traffic.
VTG and1PT device ‘Ahger\cies SHOULD::OL connect worksla(inns'\o ::c or IPT devices unless R tto ecurevideo o)
18.3.14.C.02 connection to © orthe device, orthe uses Functional | Intersects With AST-20  |capabilities on endpoint devices and in designated conference rooms, 5
VLANS or similar mechanisms to maintain separation between VTC, IPT (VTC) Security
workstations to prevent potential eavesdropping.
and other data traffic.
Agencies SHOULD NOT tworkstations to VIC or IPT devices unls
VIC and IPT device mgenc'eg o d°°””e° workstal 'D"S' Om orlP devices untess Voice Over Intermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.14.C.02 connection to © ortne device, orthe uses Functional |Intersects With AST-21 | (IPT) that logically or physically separates Voice Over Internet Protocol 5
VLANS or similar mechanisms to maintain separation between VTC, IPT Protocol (VoIP) Security
workstations (VoIP) traffic from data networks.
and other data traffic.
Where an agency uses a VoIP phone in a lobby or shared area they
Lobby and shared area | SOULD timit o disable the phones: Voice Over Internat Mechanisms exist to implement secure Internet Protocol Telephony
18.3.15.C.01 ability to access data networks; Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
IPT devices Protocol (VoIP) Security °
functionality for voice mail and directory services; and (VoIP) traffic from data networks.
use a separate network segment.
Agencies SHOULD, where available, use traditional analogue phones ina Mechanisms exist to implement secure Internet Protocol Telephony
Lobby and shared area Voice Over Internet ¢
18.3.15.C.02 " lobby and shared areas. Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
IPT devices Protocol (VoIP) Security
(VoIP) traffic from data networks.
Usage of softphones, | Agencies using softphones or webcams SHOULD have separate dedicated Vorce Over ntermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.16.C.01 webcams and similar | network interface cards on the host for VTC or IPT network access to Functional | Intersects With |, 200 o1 Moty | AST21 [P that logically or physically separates Voice Over Iternet Protocol 5
sound and video devices |facilitate VLAN Y (VoIP) traffic from data networks.
Usage of softphones, | Agencies using softphones or webcams SHOULD install a host-based Vorce Ovr ntermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.16.C.02 webcams and similar | firewall on workstations utilising softphones or webcams that allows Functional | Intersects With |, 207 o1 Moy | AST21 [P thatlogicallyor physically separates Voice Over Itene Protocol 5
sound and video devices |traffic only to and from a minimum number of ports. Y (VoIP) traffic from data networks.
Usage of softphones, | Agencies SHOULD NOT use softphones or webcams. Vorce Ovr ntermet Mechanisms exist to implement secure Internet Protocol Telephony
18.3.16.C.08 webcams and similar Functional | Intersects With AST-21  |(IPT) that logically or physically separates Voice Over Internet Protocol 5
Protocol (VoIP) Security
sound and video devices (VoIP) traffic from data networks.
Workstat ing USB
orkstations ”S'b"g Agencies SHOULD use access °°”d"°‘ Z""WE’:”;;J”"'JKSE "“'_'f_s on Voico Over nternet Mechanisms exist to implement secure Internet Protocol Telephony
webcams usin and webcams by utilising the specific oice Over Intere
18.3.17.C.01 e Y & the sp! Functional | Intersects With AST-21  (IPT) that logically or physically separates Voice Over Internet Protocol 5
and similar sound and |vendor and product identifier of the authorised device. Protocol (VoIP) Security .
(VoIP) traffic from data networks.
video devices
‘Agencies SHOULD develop a Denial of Service response plan including:
how to identify the precursors and other signs of DoS;
how to diagnose the incident or attack type and attack method;
18.5.18.0.01 Developing a denialof | how to diagnose the source of the DoS; Functional | intersects witn| DeniatofSenvice(Dos) | o | Automated mechanisms exist to protect against o limit the effects of R
service response plan | what actions can be taken to clear the DoS; Protection denial of service attacks.
how communications can be maintained during a DoS; and
report the incident.
ADenial of Service response plan SHOULD include monitoring and use of:
router and switch logging and flow data;
packet captures;
Content of a Denal of 3’7? a:(\tra“ mn:ger mfsan: o Denial of S Dos) Automated mech: tto protect t or limit the effects of
18.3.19.C.01 Senvice (Do) response and IPT aware firewalls and voice gateways; Functional | intersects witn| DenialofSenviee(DoS) | o | Automated mechanisms exist to protect against or limit the sffects o s
o network redundancy; Protection denial of service attacks.
P load balancing;
PSTN failover; and
alternative communication paths.
Agencies MUST develop, implement and maintain an intrusion detection
strategy that includes:
appropriate intrusion detection mechanisms, including network-based
Intrusion Detection and :':5/"’25‘a”dl""s"bf““l?s”"ss lasd"“f;s:”’g‘s ) Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.7.C.01 Prevention strategy @ audit analysis of event logs, including 0gs: Functional | Intersects With | Prevention Systems (IDS | MON-01.1 |Systems (IDS / IPS) technologies on critical systems, key network 5
a periodic audit of intrusion detection procedures;
(IDS/PS) &1ps) segments and network choke points.
information security awareness and training programs;
a documented Incident Response Plans (IRP); and
provide the capability to detect information security incidents and
ttemoted network intrusions on eatewavs and provide real-time alerts.
Agencies SHOULD develop, implement and maintain an intrusion
detection strategy that includes:
Intrusion Detection and fgg/’;‘;"a‘e;"r:’“:‘z" "EL;E‘CD‘S‘;';:“"“"‘S’"S' including network-based Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.7.C.02 Prevention strategy s and host-base S8 as necessary; Functional | Intersects With | Prevention Systems (IDS | MON-01.1 |Systems (IDS / IPS) technologies on critical systems, key network 5
the audit analysis of event logs, including IDS/IPS logs;
(IDS/IPS) of ever &1PS) segments and network choke points.
a periodic audit of intrusion detection procedures;
information security awareness and training programs; and
a IRP.
Intrusion Detection and | Agencies SHOULD ensure sufficient resources are provided for the Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.7.C.03 Prevention strategy | maintenance and monitoring of IDS/IPS. Functional | Intersects With | Prevention Systems (IDS | MON-01.1 [Systems (IDS /IPS) technologies on critical systems, key network 5
(DS/IPS) &1PS) segments and network choke points.
Agencies SHOULD deploy IDS/IPSs in all gateways between the agency's Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.8.C.01 IDS/IPSs on gateways | networks and unsecure public networks or BYOD wireless networks. Functional | Intersects With | Prevention Systems (IDS | MON-01.1 [Systems (IDS / IPS) technologies on critical systems, key network 5
&1PS) segments and network choke points.
Agencies SHOULD deploy IDS/IPSs in all gateways between the agency's I mbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
18.4.8.C.01 IDS/IPSs on gateways | networks and unsecure public networks or BYOD wireless networks. Functional | Intersects With 185 ' | MON-01.3 | communications traffic for unusual or unauthorized activities or 5
Communications Traffic
Agencies SHOULD deploy IDS/IPSs in all gateways between the agency's iratess Network Mechanisms exist to monitor wireless network segments for:
18.4.8.C.01 IDS/IPSs on gateways | networks and unsecure public networks or BYOD wireless networks. Functional | Intersects With o MON-01.5 |(1) Rogue wireless devices; and 5
8 (2) Anomalous and/or hostile activities.
‘Agencies SHOULD deploy IDS/IPSs at all gateways between the agency's Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.8.C.02 IDS/IPSs on gateways | networks and any network not managed by the agency. Functional | Intersects With | Prevention Systems (IDS | MON-01.1 [Systems (IDS / IPS) technologies on critical systems, key network 5
&1PS) segments and network choke points.
‘Agencies SHOULD deploy IDS/IPSs at all gateways between the agency's I mbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
18.4.8.C.02 IDS/IPSs on gateways | networks and any network not managed by the agency. Functional |Intersects With MON-01.3 |communications traffic for unusual or unauthorized activities or 5
Communications Traffic .
‘Agencies SHOULD deploy IDS/IPSs at all gateways between the agency's Wiraloss Network Mechanisms exist to monitor wireless network segments for:
18.4.8.C.02 IDS/IPSs on gateways | networks and any network not managed by the agency. Functional | Intersects With Moo MON-01.5 |(1) Rogue wireless devices; and 5
itori
e (2) Anomalous and/or hostile activities.
‘Agencies SHOULD locate IDS/IPSs within the gateway environment, Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.8.C.03 IDS/IPSs on gateways |immediately inside the outermost firewall. Functional | Intersects With | Prevention Systems (IDS | MON-01.1 [Systems (IDS /IPS) technologies on critical systems, key network 5
1PS) segments and network choke points.
‘Agencies SHOULD locate IDS/IPSs within the gateway environment, I mbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
18.4.8.C.03 IDS/IPSs on gateways |immediately inside the outermost firewall. Functional |Intersects With MON-01.3 |communications traffic for unusual or unauthorized activities or 5
Communications Traffic .
‘Agencies SHOULD locate IDS/IPSs within the gateway environment, Wiraloss Network Mechanisms exist to monitor wireless network segments for:
18.4.8.C.03 IDS/IPSs on gateways |immediately inside the outermost firewall. Functional | Intersects With Moo MON-01.5 |(1) Rogue wireless devices; and 5
itori
e (2) Anomalous and/or hostile activities.
‘Agencies MUST select IDS / IPS that monitor uncharacteristic and Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.49.C.01 IDS/IPS Maintenance |suspicious activities. Functional |Intersects With | Prevention Systems (IDS | MON-01.1 |Systems (IDS / IPS) technologies on critical systems, key network 5
1PS) segments and network choke points.
When signature-based intrusion detection is used, agencies MUST keep the Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.9.C.02 IDS/IPS Maintenance |signatures and system patching up to date. Functional | Intersects With | Prevention Systems (IDS | MON-01.1 [Systems (IDS /IPS) technologies on critical systems, key network 5
1PS) segments and network choke points.
Agencies MUST:
develop and maintain a set of policies and procedures covering how to:
minimise the likelihood of malicious code being introduced into a system;
P .
Maticious code counter Z'ivez" at “”T‘m"”se?"“i 'fl"“de"““""‘g on an agency network; Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.10.C.01 letect any malicious code Installed on a system; Functional | Intersects With | Prevention Systems (IDS | MON-01.1 |Systems (IDS / IPS) technologies on critical systems, key network 5

measures

make their system users aware of the agency's policies and procedures;
and

ensure that all instances of detected malicious code outbreaks are
handled according to established procedures.

&IPS)

segments and network choke points.
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In addition to agency defined configuration requirements, agencies
SHOULD ensure that IDS/IPSs located inside a firewall are configured to

Intrusion Detection &

Mechanisms exist to implement Intrusion Detection / Prevention

18.4.11.C.01 Configuring the IDS/IPS Functional ~ |Intersects With | Prevention Systems (DS | MON-01.1  [Systems (IDS /IPS) technologies on critical systems, key network 5
generate a log entry, and an alert, for any information flows that
&1PS) segments and network choke points.
any rule within the firewall rule set.
‘Agencies SHOULD test IDS/IPSs rule sets prior to implementation to Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.11.C.02 Configuring the IDS/IPS | ensure that they perform as expected. Functional ~ Intersects With | Prevention Systems (IDS | MON-01.1 |Systems (IDS / IPS) technologies on critical systems, key network 5
&1PS) segments and network choke points.
If a firewallis configured to block all traffic on a particular range of port Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.11.C.08 Configuring the IDS/IPS | numbers, the IDP/IPSs SHOULD inspect traffic for these port numbers and | Functional | Intersects With | Prevention Systems (IDS | MON-01.1  [Systems (IDS /IPS) technologies on critical systems, key network 5
generate an alert f thev are detected. &1ps) segments and network choke points.
Event management and f::"mc;':‘sa::f:‘ti:::l:’::‘:s:l:f':e'cww avent information: and Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.12.C.01 ° Functional | Intersects With | Prevention Systems (DS | MON-01.1  [Systems (IDS /IPS) technologies on critical systems, key network 5
the of events or events of interest across all agency
&1PS) segments and network choke points.
networks.
‘Agencies SHOULD deploy tools for: Automated mechanisms exist to correlate both technical and non-
18.4.12.0.01 Event management and_|the management and archive of security event nformation; and Functional | intersectewitn|  Corretate Monitoring | | |technical information from across the enterprise by a Security Incident R
the of events or events of interest across all agency Information Event Manager (SIEM) or similar automated tool, o enhance
networks. de situational
‘Agencies SHOULD install host-based IDS/IPSs on authentication, DNS, Mechanisms exist to utilize Host-based Intrusion Detection /
Host Intrusion Detection N -
18.413.0.01 Host-based 1D/Ipgs | eMail Web and other high value servers. Functional. | nterscets With| and Provention Systame |  END.07 |Provertion Systems (HIDS / HIPS),or similar technalogies, to monitor R
for and protect against anomalous host activity, including lateral
(HIDS / HIPS)
across the network.
‘Agencies SHOULD use:
filters to block unwanted content and exploits against applications that Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention
18.4.14.C.01 Active content blocking |cannot be patched; Functional | Intersects With | Prevention Systems (IDS | MON-01.1  [Systems (IDS /IPS) technologies on critical systems, key network 5
settings within the applications to disable unwanted functionality; and &1Ps) segments and network choke points.
digital signatures to restrict active content to trusted sources only.
18.5.7.C.01 Use of dual-stack :gjwr;l::::(\;?zfﬁ;‘:anwaTz::::::?ggﬁuif;::;: ?:;v;l:\:: Functional Subset Of Network Security NET.07 | Mechanisms exist to develop, govern & update procedures to facilitate 10
equipment Controls (NSC) the implementation of Network Security Controls (NSC).
unless that is required.
18.5.7.C.02 Use of L_iualrslack Network security devices on IPv6 or dual-stack networks MUST be IPv6 Functional Subset Of Network Security NET-01 Mechanisms exist to develop, govern & update procedures to facilitate 10
eauipment capable. Controls (NSC) he of Network Security Controls (NSC).
) Agancies using P8 MUST conduct & securiy risk assessment on risks that Network Security Mechanisms exist to develop, govern & update procedures to facilitate
18.5.8.C.01 Using IPv6 could be ntroduced as  result of unning a dual stack environment or Functional | Subset Of NET-01 10
e Controls (NSC) the implementation of Network Security Controls (NSC).
1858.0.02 Using v Agencies implementing a dual stack or wholly IPV6 network or environment [ -~ T " Network Security Nero7 | Mechanisms existto develop, govern & update proceduresto facilitate o
MUST re-accredit their networks. Controls (NSC) he of Network Security Controls (NSC).
1656003 UsingIPv6 1PV6 tunnelling MUST be disabled on all network devices, unless explicitly | - 71 0 Network Security Neror Mechanlsms exist to develop, govern & update procedures to facilitate o
reauired. Controls (NSC) he of Network Securitv Controls (NSC).
. Dynamically assigned IPv6 addresses SHOULD be configured with DHCPVG Network Security Mechanisms exist to develop, govern & update procedures to facilitate
18.5.8.C.04 Using IPv6 in a stateful manner and with lease information logged and logs storedina | Functional | Subset Of NET-01 10
. Controls (NSC) the implementation of Network Security Controls (NSC).
logging facility.
18.59.0.01 New systems and | Any network defence elements and devices MUST be IPv6 aware. runctional | subsetor Network Security Nero7 | Mechanisms exist to develop, govern & update proceduresto facilitate o
networks Controls (NSC) he of Network Security Controls (NSC).
1659002 New systems and | New network devices, inluding firewalls, IDS and IPS, MUST be IPv6 runctionat | subset of Network Security Neror Mechanlsms exist to develop, govern & update procedures to facilitate o
networks capable. Controls (NSC) he of Network Securitv Controls (NSC).
1859.0.03 New systems and | Agencies SHOULD consider the use of DNSSEC. runctional | subsetof Network Security Neror Mechamsms exist to develop, govern & update procedures to facilitate o
networks Controls (NSC) the of Network Security Controls (NSC).
16.510.0.01 Introducing IPv6 capable IPV tunnelling MUST be blocked by network securty devices at externally | - T " Network Security NET-01 | Mechanisms exist to develop, govern & update procedures to faciltate o
auibment to gatewavs_|connected network Controls (NSC) he of Network Securitv Controls (NSC).
15510002 Introducing IPV6 capable | Agencies deploying IPV6 equipment in their gateway but notenablingthe | - T " Network Security Nero7 | Mechanisms exist to develop, govern & update proceduresto facilitate o
equipment to gateways HOULD undergo Controls (NSC) the of Network Security Controls (NSC).
Enabling P6in | Agencies enabling a dual-stack environment or a wholly IPv6 environment Network Security Mechanisms exist to develop, govern & update procedures to facilitate
resmcon gatewavs in their gatewavs MUST reaccredit their gatewav svstems. Functional | Subset Of Controls (NSC) NETOT Jihe of Network Security Controls (NSC). e
Agencies accessing a classified system and a less classified system via a
peripheral switch MUST use an evaluated product with a level of assurance
as indicated in the table below.
High System
Low system / Alternate Trust Domain
Required Level of Assurance
RESTRICTED
UNCLASSIFIED
EAL2 or PP
CONFIDENTIAL
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
1668001 Assurance requirements |CONFIDENTIAL Functional. | ntersectswits|  SeTitive/Regulated | o o | Mechanisms exist o protect sensitive andfor egulated data wherever s
high assurance Data Protection itis processed and/or stored.
SECRET
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
CONFIDENTIAL
high assurance
SECRET
high assurance
TOP SECRET
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
‘Agencies accessing a classified system and a less classified system via a
peripheral switch MUST use an evaluated product with a level of assurance
as indicated in the table below.
High System
Low system / Alternate Trust Domain
Required Level of Assurance
RESTRICTED
UNCLASSIFIED
EAL2 or PP
CONFIDENTIAL
UNCLASSIFIED
high assurance
RESTRICTED
high assurance Mechanisms exist to ensure data and assets are categorized in
18.6.8.C.01 Assurance requirements [ O DENTIAL Functional | Intersects With Data & Asset DCH-02  |accordance with applicable statutory, regulatory and contractual 5
high assurance Classification ’
SECRET
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
CONFIDENTIAL
high assurance
SECRET
high assurance
TOP SECRET
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
Agencies accessing a system containing NZEO information and a system of Mechanisms exist to ensure that Technology Assets, Applications
18.6.9.C.01 Assurance requirements | the same classification that is not aceredited to process NZEO Functional [Intersects with| HIENeStClassification | no o) 1o dvor Services (TAAS) are classified according to the highest level of 5

for NZEO systems.

information, MUST use an evaluated product with an EAL2 (or higher) or a

PP level of assuran:

Level

data sensitivity that is stored, transmitted and/or processed.
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Cross-connection of security domains and Trust Zones MUST be enabled
through an approved KVM, Gateway or Cross-Domain solution only.
High system
Low system/ Alternate Trust Domain
Level of assurance
RESTRICTED
&alllower classifications
UNCLASSIFIED
EAL2 0r PP
CONFIDENTIAL
UNCLASSIFIED
high assurance
RESTRICTED
18.6.10.C.01 Systems with a device Functional ~ [Intersects With AST-26 ’ "8 5
e .~ |nigh assurance Processes Procedures (SOP), for operating and maintaining Technology Assets,
SECRET Applications and/or Services (TAAS).
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
CONFIDENTIAL
high assurance
SECRET
high assurance
TOP SECRET
UNCLASSIFIED
high assurance
RESTRICTED
high assurance
Inverse split tunnelin | Agencies MUST undertake a threat and risk assessment on the use of Mechanisms exist to prevent split tunneling for remote devices unless
18.7.14.0.01 remote access VPN [ inverse split tunnelling prior to enabling the functionality in remote access | Functional ~|Intersects With|  Split Tunneling CFG-03.4|the split tunnel is securely provisioned using organization-defined 5
svstems VPN svstems.
When providing inverse splt-tunnelled acoess to internet based services
(directly accessed services"), the following aspects SHOULD be
considered as part of the threat and risk assessment:
How do directly accessed services authenticate agency device identities
prior to granting access to the service?
How do agency devices securely resolve internet addresses for directly
accessed services?
How are the communications between the devices and directly accessed
services secured?
How does an agency monitor and account for access made to directly
accessed services?
Inverse splttunnelin | How does an agency protect devices from compromise if they are able to Mechanisms exist to prevent split tunneling for remote devices unless
18.7.14.C.02 remote access VPN | directly access internet based resources, or be directly accessed fromthe | Functional |Intersects With|  Split Tunneling CFG-03.4|the split tunnet is securely provisioned using organization-defined 5
systems internet? safeguards.
How do directly accessed services authenticate the user of the agency
device prior to granting access to the service (this is separate to
authenticating the agency device itself)?
How does an agency enforcs the use of mult-factor authentication with
directly accessed services?
How does an agency authorise access to directly accessed services, and
does this include from devices that are not authorised to connect to agency
remote access services (authorisation and authentication are separate
activities)?
Howis access to directly accessed cloud services removed when staff no
st camiza ansaes o lasus tha asanm
When agencies have cascaded connections between networks involving
ateways invalving | TUUPIE EatevaYS they MUST ensure that the assurance tevels specified Mechanisms exist to monitor and control communications at the
19.1.10.0.01 e | fornetwork devices between the overall lowest and highest networks are |~ Functional [ ntersects With |~ Boundary Protection | NET-03 | extemnal network boundary and at key iternal boundaries within the 5
met by the gateway between the highest network and the next highest network.
network within the cascaded
Agencies MUST ensure that:
all agency networks are protected from networks in other security domains
by one or more gateways; Mechanisms exist to monitor and control communications at the
19.1.11.C.01 Using gateways all gateways contain mechanisms to filter or imit data flow at the network | ¢\ iona1 1ntersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
and content level to only the information necessary for business purposes;
network.
and
all gateway components, discrete and virtual, are physically located within
an secured server room.
For gateways between networks in different security domains, any shared Mechanisms exist to monitor and control communications at the
19.1.11.0.02 Using gateways | components MUST be managed by the system owners of the highest Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
security domain or by a mutually agreed party. network.
Agencies MUST ensure that gateways:
are the only communications paths into and out of internal networks;
by defaut, deny all connections into and out of the network;
allow only explicitly authorised connections;
Configurationof | e Managedvia a secure path solated from all connected networks . Mechanisms exist to monitor and control communications at the
19.1.12.0.01 ooy physically at the gateway or on a dedicated administration network); Functional ~ [Intersects With| Boundary Protection | NET-03  |external network boundary and at key internal boundaries within the 5
provide sufficient logging and audit capabilities to detect information network.
security incidents, attempted intrusions or anomalous usage patters; and
provide real-time alerts.
‘Agencies MUST ensure that all gateways conneoting networks in different
security domains:
include a firewall of an appropriate assurance level on all gateways to filter
and log network traffic attempting to enter the gateway; Mechanisms exist to monitor and control communications at the
19.1.13.0.01 Operation of gateways |are configured to save event logs to a separate, secure log server; Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
are protected by authentication, logging and audit of all physical access to network.
gateway components; and
have all controls tested to verify their effectiveness after any changes to
their {
Agencies MUST use Zones to house systems and Mechanisms exist to monitor and control communications at the
19.1.14.0.01 Demilitarised zones | directly accessed externally. Functional ~ [Intersects With| Boundary Protection | NET-03  |external network boundary and at key internal boundaries within the 5
network.
o110001 emiitaried sonas | A€EGIEs MUST use Zones to house systems and onctionat |mtersocto W] DMz Networcs NET08.1 | Mechanisms exist to monitor De-Miltarized Zone (DMZ) network .
directly accessed externally. segments to separate untrusted networks from trusted networks.
‘Agencies SHOULD use demilitarised zones to house systems and Mechanisms exist to monitor and control communications at the
19.1.14.0.02 Demilitarised zones | information directly accessed externally. Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
0110002 Domiitarieed sonas | AE9TCIeS SHOULD use demilitarised zones to house systems and onctionat |tereacte Wi Dwz Networks NET08.1 | Mechanisms exist to monitor De-Miltarizea Zone (DMZ) network s
directly accessed externally segments to separate untrusted networks from trusted networks.
Agencies MUST perform a risk assessment on gateways and their Mechanisms exist to monitor and control communications at the
19.1.15.C.01 Risk on prior to their i i Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
All domain and system owners connected through a gateway MUST Mechanisms exist to monitor and control communications at the
19.1.16.C.01 Risk transfer understand and accept the residual security risk of the gateway and from | ¢ it | intersects With|  Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 5
any connected domains including those via a cascaded connection.
network.
‘Agencies SHOULD annually review the security architecture of the gateway Mechanisms exist to monitor and control communications at the
19.1.16.C.02 Risk transfer and risks of all connected domains including those via a cascaded Functional ~ [Intersects With| Boundary Protection | NET-03  |external network boundary and at key internal boundaries within the 5
network.
I tormation stakehoLders | 07198 GONMECtiity is established, domain owners MUST be considered Mechanisms exist to monitor and control communications at the
19.1.17.C.01 information stakeholders for all connected domains. Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
and Shared Ownership
network.
I tormation stakehorders | 07198 GOMMECtiiy is established, domain owners SHOULD be considered Mechanisms exist to monitor and control communications at the
19.1.17.C.02 information stakeholders for all connected domains. Functional ~ [Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
and Shared Ownership o
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All system users MUST be trained on the secure use and security risks of Mechanisms exist to monitor and control communications at the
19.1.18.C.01 System user training | the gateways before being granted access. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
network.
‘All system users SHOULD be trained in the secure use and security risks of Mechanisms exist to monitor and control communications at the
19.1.18..02 System user training | the gateways before being granted access. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
mistratiomof | Agencies MUST lmit access to gateway administration functions. Mechanisms exist to monitor and control communications at the
19.1.19.0.01 oty Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
ministratomof | Agencies MUST ensure that system administrators are formally trained to Mechanisms exist to monitor and control communications at the
19.1.19.C.02 ey manage gateways by qualified trainers. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
misuatiomof | Agencies MUST ensure that allsystem administrators of gateways that Mechanisms exist to monitor and control communications at the
19.1.19.C.03 ey process NZEO meet the nationali for these Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
miistratiomof | Agencies MUST separate roles for the administration of gateways (o.¢ Mechanisms exist to monitor and control communications at the
19.1.19.C.04 otonaye separate network and security policy configuration roles). Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
network.
minstatomof | Agencies SHOULD separate roles for the administration of gateways (e.2 Mechanisms exist to monitor and control communications at the
19.1.19.C.05 otonaye separate network and security policy configuration roles). Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
Syetom user ‘Agencies MUST authenticate system users to all classified networks Mechanisms exist to monitor and control communications at the
19.1.20.0.01 e |acoessedthrougn gatenays. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at ke internal boundaries within the 5
network.
Syetom user ‘Agencies MUST ensure that only authenticated and authorised system Mechanisms exist to monitor and control communications at the
19.1.20..02 e |users canuse the gateway. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
Syetom user ‘Agencies SHOULD use multi-factor authentication for access to networks Mechanisms exist to monitor and control communications at the
19.1.20..03 e [and gateways. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
T equipment ‘Agencies SHOULD authenticate any IT equipment that connects to Mechanisms exist to monitor and control communications at the
19.1.21.0.01 e | networks accessed throug gateways. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
‘Agencies MUST undertake a risk assessment and update the SRMP before Mechanisms exist to monitor and control communications at the
19.1.22.0.01 Configuration control | changes are implemented. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
‘Agencies MUST document any changes to gateways in accordance with the Mechanisms exist to monitor and control communications at the
19.1.22..02 Configuration control | agency’s Change Management Policy. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
network.
‘Agencies SHOULD undertake a risk assessment and update the SRMP Mechanisms exist to monitor and control communications at the
19.1.22.0.03 Configuration control | before changes are implemented. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key interal boundaries within the 5
network.
‘Agencies SHOULD ensure that testing of security measures is performed at Mechanisms exist to monitor and control communications at the
19.1.23.0.01 Testing of gateways | random intervals no more than six months apart. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
network.
For the purposes of this Manual, the CDS MUST be classified at the highest Cross Domain Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.15.C.01 Gateway classification | classification of connected domains. Functional | Intersects With (co%) NET-02.3 | mitigate the specific security risks of acoessing or transferring 5
i between security domains.
‘Agencies connecting a TOP SECRET, SECRET OR CONFIDENTIAL network Cross Domain Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.16.C.01 Allowable gateways |to any other network MUST implement a CDS. Functional | Intersects With (cb%) NET-02.3 | mitigate the specific security risks of acoessing or transferring 5
i between security domains.
‘Agencies MUST NOT implement a gateway permitting data to flow directly
from: ) ’ Mechanisms exist to implement a Cross Domain Solution (CDS) to
Cross Domain Solution
19.2.16..02 Allowable gateways  |a TOP SECRET network to any network below SECRET; Functional | Intersects With (co%) NET-02.3 | mitigate the specific security risks of acoessing or transferring 5
2 SECRET network to an UNCLASSIFIED network; or information between security domains.
a CONFIDENTIAL network to an UNCLASSIFIED network.
When designing and deploying a CDS, agencies MUST consult with the Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.17.C.01 Implementing Cross | /o qp o 1t comply with all directions provided. Functional | Intersects with| G PomainSolution | o ) o | mitigate the specific security risks of accessing or transferring 5
Domain Solutions (cps)
between security domains.
Agencies conneoting a typical gateway and a CDS to @ common network Mechanisms exist to implement a Cross Domain Solution (CDS) to
Implementing Cross g ) Cross Domain Solution o ! " ¢
19.2.17.0.02 et |MUST consult the GCS8 on the impact to the secuity of the CDS and Functional | Intersects With NET-02.3 | mitigate the specific security risks of accessing or transferring 5
comply with all directions provided. i between security domains.
Agencies MUST ensure that all bi-directional gateways between TOP
SECRET and SECRET networks, SECRET and less classified networks, and Gross Domain Solution Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.18.0.01 Separation of data flows |CONFIDENTIAL and less classified networks, have separate upwardand | Functional | Intersects With 0 NET-02.3 | mitigate the specific security risks of accessing or transferring 5
downward paths which use a diode and physically separate infrastructure information between security domains.
for each path.
Trusted sources MUST be:
a strictly limited list derived from business requirements and the result of Gross Domain Solution Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.19.0.01 Trusted sources | security risk assessment; Functional | Intersects With (cb%) NET-02.3 | mitigate the specific security risks of acoessing or transferring 5
where necessary an appropriate security clearance is held; and information between security domains.
aporoved b the jtation Authoritv.
Trusted sources MUST authorise all data to be exported from a security Cross Domaim Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.19..02 Trusted sources | domain. Functional | Intersects With 0 NET-02.3 | mitigate the specific security risks of accessing or transferring 5
i between security domains.
Operation of the Crosa.| L0918 exported rom a security domain MUST be logged. ] Cross Domaim Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
19.2.20.0.01 . Functional | Intersects With NET-02.3 | mitigate the specific security risks of accessing or transferring 5
Domain Solution '
between security domains.
All gateways MUST contain a firewall in both physical and virtual Mechanisms exist to monitor and control communications at the
19.3.8.C.01 Firewall assurance levels |environments. Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
Agencies MUST check the evaluation has examined the security enforcing Mechanisms exist to monitor and control communications at the
19.3.8.C.02 Firewall assurance levels |funtions by reviewing the target of evaluation/security target and other Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
testing i network.
‘Agencies MUST use devices as shown in th following table for their
gateway when connecting two networks of different classifications or two
networks of the same classification but of different security domains.
Your network
Their network
You require
They require
RESTRICTED and below
UNCLASSIFIED
EAL4 firewall
N/A
RESTRICTED
EAL2 or PP firewall
AL bb et Mechanisms exist to monitor and control communications at the
19.3.8.C.03 Firewall assurance levels CONFIDENTIAL Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within the 5
EAL2 or PP firewall network.
EALA4 firewall
SECRET
EAL2 or PP firewall
EAL4 firewall
TOP SECRET
EAL2 or PP firewall
Consultation with GCSB
CONFIDENTIAL
UNCLASSIFIED
Consultation with GCSB
RESTRICTED
The requirement to implement a firewall as part of gateway architecture
MUST be met separately and independently by both parties (gateways) in Mechanisms exist to monitor and control communications at the
19.3.8.C.04 Firewall assurance levels " A Functional |Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
both physical and virtual environments. oy
Shared DOES NOT satisfv the of this control.
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Agencies MUST use a firewall of at least an EAL4 assurance level between
Firowall assurance levels | e Nabo metmorn and o 1 — e Mechanisms exist to monitor and control communications at the
19.3.9.C.01 an network and a foreign network in addition to the minimum Functional | Intersects With| Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
for NZEO networks  |assurance levels for firewalls between networks of different classifications ok
or security domains. .
In all other circumstances the table at 19.3.8.C.08 MUST apply. Mechanisms exist to monitor and control communications at the
Firewall assurance levels :
19.3.9.0.02 Functional |Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
for NZEO networks
network.
Firowall assurance tovats | A€TGies SHOULD Use a firewallof at least an EAL2 assurance levelora Mechanisms exist to monitor and control communications at the
19.3.9.C.03 o NIEO metmerien . |Protection Profite between an NZEO network and another New Zealand Functional | Intersects With| ~ Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 5
controlled network within a single security domain. network.
‘Agencies MUST use devices as shown in the following table for controlling
the data flow of one-way gateways between networks of different
classifications.
High network
Low network
You require
RESTRICTED
UNCLASSIFIED
EAL2 or PP diode
RESTRICTED
EAL2 or PP diode
CONFIDENTIAL
UNCLASSIFIED Mechanisms exist to monitor and control communications at the
19.4.4.C.01 Diode assurance levels Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
high assurance diode A
RESTRICTED -
high assurance diode
CONFIDENTIAL
high assurance diode
SECRET
UNCLASSIFIED
high assurance diode
RESTRICTED
high assurance diode
CONFIDENTIAL
high assurance diode
SECRET
high assurance diode
‘Agencies MUST use a diode of at least an EAL4 assurance level between an
Diode assurance levels | NZEO network and a f twork dditi toth Mechanisms exist to monitor and control communications at the
19.4.5.C.01 network and a foreign network in addition to the minimum assurance | - ¢\ ional | intersects With | Boundary Protection NET-03 |external network boundary and at ke internal boundaries within the 5
for NZEO networks |levels for diodes between networks of different classifications.
network.
- In all other circumstances the table at 19.4.4.C.01 MUST apply. Mechanisms exist to monitor and control communications at the
Diode assurance levels :
19.4.5.0.02 Functional |Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
for NZEO networks
network.
Diodo assurance evets. | AESNGiEs SHOULD use a diode of at least an EALZ assurance level or a Mechanisms exist to monitor and control communications at the
19.45.C.08 e e e |Protection Profite between an NZEO network and another New Zealand Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
controlled network within a single securit domain. network.
‘Agencies deploying a diode to control data flow within one-way gateways Mechanisms exist to monitor and control communications at the
19.4.6.C.01 Volume Checking | SHOULD monitor the volume of the data being transferred. Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
network.
‘Agencies intending to adopt VoIP or UC technologies or services MUST Mechanisms exist to monitor and control communications at the
19.5.24.C.01 Risk conducta risk before or Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
adoption. network.
Agencies intending to adopt VoIP or UC technologies or services MUST
der th ks toth lability of t dinf i th Mechanisms exist to monitor and control communications at the
19.5.24..02 Risk Assessment | consider therisks to the availability of systems and information in their Functional |Intersects With| ~ Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
design of VoIP and UC systems architecture, fault tolerance, fail over and .
supporting controls and proces: 3
Agencies MUST ensure risks for any VolP or UC service adopted are ) )
derstood and f I ted by th s A ditati Authorit Mechanisms exist to monitor and control communications at the
19.5.24.C.03 Risk Assessment  ||nderstood and formally accepted by the agency's Accreditation Authority | ¢\ yionat | ntersects With|  Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
as part of the Certification and Accreditation process (See Chapter 4 -
network.
System Ci and
Agencies intending to adopt VoIP or UC technologies or services MUST ) )
ot h th ibilit VolP and UC Mechanisms exist to monitor and control communications at the
19.5.24.C.04 Risk Assessment letermine where the responsibility (agency or VolP and UC service Functional | Intersects With| ~ Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
provider) for implementing, managing and maintaining controls lies in
network.
with agreed trust
‘Any contracts for the provision of VolP or UC services MUST include service Mechanisms exist to monitor and control communications at the
19.5.24.C.05 Risk level, ility and provisions as formally Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
by business network.
‘Agencies MUST ensure contracts with VolP or UC service providers include ) )
t K ted with th it Mechanisms exist to monitor and control communications at the
19.5.24.C.06 Risk Assessment | ProVisions to manage risks associated with the merger, acquisition, Functional | Intersects With| ~ Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
liquidation or bankruptcy of the service provider and any subsequent e
of VoIP or UC services. .
‘Agencies procuring or using VolP or UC services to be used by multiple
agencies MUST ensure all interested parties formally agree to the risks, ’ .
s o o e Mechanisms exist to monitor and control communications at the
19.5.24.0.07 Risk Assessment | COnTots andany residualrisks of such VolP and UG services. The leay Functional | Intersects With| ~Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
agency normally has this responsibility (see Chapter 2 - Information Do,
Security services within Government and Chapter 4 - System Certification .
nd
Agencies SHOULD consider the use of assessment tools, such as Mechanisms exist to monitor and control communications at the
19.5.24.C.08 Risk testing, when ing the risk Functional | Intersects With| ~Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
network.
‘Agencies MUST follow the gateway requirements described in Chapter 19 - Mechanisms exist to monitor and control communications at the
19.5.25.C.01 Non-Agency Networks | Gateway Security. Functional |Intersects With| ~Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
network.
) ) ‘Agencies intending to adopt VoIP or UC technologies or services MUST Mechanisms exist to monitor and control communications at the
Security Architecture and ‘ ° ’ ons
19.5.26.C.01 P trust before Functional |Intersects With| ~Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 5
igurati
g network.
Security Architootare ang | IPates to the SBC and related devioes MUST be verified by the Mechanisms exist to monitor and control communications at the
19.5.26.C.02 CyDHf ation administrator to ensure they are obtained from a trusted source and are Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within the 5
igurati
8 unaltered. network.
Security Architocture ang | A€ETCies MUST include defence mechanisms for the Common VolP and Mechanisms exist to monitor and control communications at the
19.5.26.C.03 CyDHf ation UC Security Risks and Threats described in 19.5.10. Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within the 5
igurati
g network.
) ) ‘Agency networks MUST ensure the SBC includes a topology hiding Mechanisms exist to monitor and control communications at the
Security Architecture and ’ ons
19.5.26.C.04 P capability. Functional |Intersects With| ~Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 5
igurati
g network.
) ) ‘Agency networks MUST consider the use of call diversity and call failover Mechanisms exist to monitor and control communications at the
Security Architecture and ’ ons
19.5.26.C.05 P configurations. Functional |Intersects With| ~Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 5
igurati
g network.
Security Architootare ang | I @ Virtualised environment, agencies MUST ensure any data contained in Mechanisms exist to monitor and control communications at the
19.5.26.C.06 CyDHf ation a protected resource is deleted or not available when the virtual resource Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within the 5
igurati
g is network.
‘Agencies SHOULD conduct a traffic analysis to ensure the agency's ) .
Security Archil and | network and ‘s capabloof AL VolP o and UG Mechanisms exist to monitor and control communications at the
19.5.26.C.07 ° ° " » media and Functional |Intersects With| ~Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
Configuration traffic. The traffic analysis SHOULD also determine any high availability ok
Security Architooture ang | A€TCies SHOULD design a security and gateway architecture that Mechanisms exist to monitor and control communications at the
19.5.26.C.08 CyDHf ation segregates UC and normal data traffic. Firewall requirements (Section 19.3 Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within the 5
igurati
e - Firewalls) continue to apply to data trafic. network.
Security Architooture ang | I @ virtualised environment, agencies SHOULD oreate separate virtual Mechanisms exist to monitor and control communications at the
19.5.26.C.09 C‘;m roton LANS for data traffic and UC traffic. Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
g network.
Seourity Arehitoctare ang |11 @ Non-Vintualised environment, agencies SHOULD create separate LANS Mechanisms exist to monitor and control communications at the
19.5.26.C.10 C‘;m roton for data traffic and UC traffic. Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
g network.
Security Architooture ang | A€STSY networks SHOULD use encryption internally on VolP and unified Mechanisms exist to monitor and control communications at the
19.5.26.C.11 C‘;mgwamn communications traffic. Functional | Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the 5
network.
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Security Architacture ang | "£°7®Y Networks SHOULD ensure intrusion prevention systems and Mechanisms exist to monitor and control communications at the
19.5.26.C.12 Configiration firewalls are VolP-aware. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
network.
‘Any shared facilities MUST be clearly identifiable both physically and Mechanisms exist to monitor and control communications at the
19.5.27.0.01 Access Control |logically. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
‘Agencies MUST provide a protected communication channel for Mechanisms exist to monitor and control communications at the
19.5.27.C.02 Access Control  |administrators, and authorised systems personnel. Such communication | Functional | Intersects With |  Boundary Protection | NET-03  |external network boundary and at key internal boundaries within the 5
MUST be logged. network.
‘Agencies MUST ensure administrative access to the SBC is available only Mechanisms exist to monitor and control communications at the
19.5.27.C.08 Access Control | through a trusted LAN and secure communication path. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
Access control and password requirements SHOULD apply to VoIP and UC Mechanisms exist to monitor and control communications at the
19.5.27.C.04 Access Control | networks in all cases where individual access is granted. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
In special cases where individual UserlDs and Passwords are impractical, Mechanisms exist to monitor and control communications at the
19.5.27.C.05 Access Control | a risk SHOULD be and controls Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
apolied. network.
Event logs covering all VolP and UC services SHOULD be maintained in Mechanisms exist to monitor and control communications at the
19.5.27.C.06 Access Control  |accordance with the requirements of the NZISM. See sections 16.6-Event | Functional | Intersects With |  Boundary Protection | NET-03 | external network boundary and at key internal boundaries within the 5
Logging and Auditing and 13.1.12 - Archiving. network.
neidont Handling ang | AE2ncie8 MUST include incident handling and management services in Mechanisms exist to monitor and control communications at the
19.5.28.C.01 Wanogomont contracts with service providers. Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at ke internal boundaries within the 5
network.
‘Agencies MUST develop and implement incident identification and
Incident Handiing and | ™22Eement processes in accordance with this manual (See Chapter s - Mechanisms exist to monitor and control communications at the
19.5.28..02 Wanogomont Information Security Monitoring, Chapter 7 - Information Security Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
Incidents, Chapter 9 - Personnel Security and Chapter 16 - Access control network.
and
Incident Handlingand | A8°791%5 SHOULD implement raud detection monitoring o identiy Mechanisms exist to monitor and control communications at the
19.5.28.0.03 Wanogemont suspicious activity and provide alerting so that remedial action can be Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
taken. network.
ncidont Handlimg ana | E¢ncie8 SHOULD regulary review call dtail records for patterns of Mechanisms exist to monitor and control communications at the
19.5.28..04 Wanogemont service theft. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
ncidont Handlimg ang | AE07c1e8 SHOULD corsider the use of allow and deny lsting to manage Mechanisms exist to monitor and control communications at the
19.5.28..05 Wanagemont fraudulent calls to known fraudulent call destinations. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
ncidont Handlimg ang | AE07c1e8 SHOULD corsider the use of call ate imiting as a fraud Mechanisms exist to monitor and control communications at the
19.5.28.0.06 Wanagemont mitigation measure. Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
ncidont Handlimg ana | E071e8 SHOULD consider the use of call redirection to manage blocked Mechanisms exist to monitor and control communications at the
19.5.28.0.07 Wanagemont calls. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
Ueor Aarenoss amg | AEEGiEs MUST develop and imploment user awarencss and training Mechanisms exist to monitor and control communications at the
19.5.29.0.01 Traiing programmes to support and enable safe use of VoIP and UC services (See | Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
Section8.1- Security Awareness and Training). network.
The use of cloud services and infrastructures for systems and data Mechanisms exist to facilitate the implementation of cloud
201.20.0.01 Applicability classified CONFIDENTIAL, SECRET or TOP SECRET MUST be approved by | Functional | Subset Of Cloud Sevices CLD-01 | management controls to ensure cloud instances are secure and in-line 10
the GCSB. with industry practices.
Agencies intending to adopt cloud technologies or services MUST ensure Mechanisms exist to facilitate the mplementation of loud
20.1.20.C.02 Applicability cloud service providers apply the controls specified in this manualtoany | ¢\ oiona Subset Of Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 10
systems hosting, processing or storing agency data and systems. ) .
with industry practices.
Agencies MUST NOT use public, hybrid (incorporating a public element), or Mechanisms exis to facilitate the implementation of cloud
201.20.0.03 Applicability other external cloud services for systems and data olassified Functional | Subset Of Cloud Sevices cLo-01 controls to ensure cloud instances are secure and in-line 10
CONFIDENTIAL. SECRET or TOP SECRET. with industry practices.
‘Agencies MUST NOT use public or hybrid (incorporating a public element) Mechanisms exist to facilitate the implementation of cloud
201.20.0.04 Applicability cloud services to host, process, store or transmit NZEO endorsed Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
\with industry practices.
Agencies intending to adopt cloud technologies or services SHOULD obtain exist to require for applicable
201.20.6.0 Applicabily formal assurance cloud service providers will apply the controls specified | || Third Party Contract | security,compliance and resilience requirements with tird-parties, .
in this manual to any cloud service hosting, processing or storing agency Requirements reflecting the organization’s needs to protect its Technology Assets,
data and svstems. Services and/or Data (TAASD).
Agencies intending to adopt cloud technologies or services MUST conduct Mechanisms exist to formally assess the security, compliance and
a risk assessment before implementation or adoption. 1 Isin Assets, and/or Services
201.21.C.01 Risk Assessment Functional | Intersects With Assessments 1A0-0p | (TAAS) through Information Assurance Program (IAP) activties to 5
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
‘Agencies intending to adopt cloud technologies or services MUST Mechanisms exist to establish the scope of assessments by defining
trust ies before the assessment boundary, according to people, processes and
201.21.0.02 Risk Assessment Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.
‘Agencies intending to adopt cloud technologies or services MUST Mechanisms exist to formally document a Customer Responsibility
201.21.0.08 Risk Assessment | Ce1Ermine whera the responsibility (agency o cloud service provider) for | Lo | Customer Responsibilty | o [ Matrix (CRM), delinsating assigned responsibiiesfor security, .
managing and controls lies in with Matrix (CRM) compliance and resilience controls between the Cloud Service Provider
agreed trust (CSP) andits
Agencies MUST ensure cloud risks for any cloud service adopted are
! exist to ensure Assets, andfor
20.1.21.C.04 Risk Assessment | Understood and formally accepted by the Agency Head or Chief Executive | ¢\ iona | intersects With|  Security Authorization 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
(ortheir formal delegate) and the agency's Accreditation Authority. ’
environment.
20121008 Aisk Assesoment | ESNieS MUST consultwith the GCDO to ensure the strategie andother | L No A A A N
cloud risks are assessed.
Agencies procuring or using cloud services to be used by multiple agencies o
20.1.21.0.06 Risk Assessment | MUST ensure allnterested partes formaly agree therisks, controlsand | Functional | i N/A N/A N/A 0
any residual risks of such cloud services.
Agencies using cloud services MUST ensure they have conducted a Mechanisms exist to formally assess the security, compliance and
documented risk assessment, accepted any residual risks, and followed 1 Isin Assets, andor Services
204.21.0.07 Aok Assessment | e endorsement procedure required by the GCDO. Functionat | intersacts with Assessmonts A0z |TAAS) through Information Assurance Program (1AP) actviies to .
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
‘Agencies using cloud services hosted offshore MUST ensure jurisdictional, Geolocation )
Mechanisms exist to control the location of cloud processing/storage
20.1.22.C.01 Offshore Services | S0Veréignty and privacy risks are fully considered and formally accepted by | ¢\ iona  [ntersects with| _Reduirements for CLD-09  |based on business requirements that includes statutory, regulatory and 5
the Agency Head or Chief Executive and the agency's Accreditation Processing, Storage and
’ contractual obligations.
Authoritv. Service Locations
‘Agencies using cloud services hosted offshore MUST ensure jurisdictional, )
exist to ensure Assets, andlor
20.1.22.C.01 Offshore Services | SCVereigNty and privacy risks are fully considered and formally accepted by | ¢\ ional [ intersects With| - Security Authorization 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
the Agency Head or Chief Executive and the agency's Accreditation
environment.
Authoritv.
Agencies using cloud services hosted offshore MUST ensure that the Geolocation )
) Mechanisms exist to control the location of cloud processing/storage
20.1.22.C.02 Offshore Services | 2£8NCY retains ownership ofits information in any contract with the cloud | ¢\ vionar [ntersects with | Reduirements for CLD-09  [based on business requirements that includes statutory, regulatory and 5
service provider. Processing, Storage and
’ contractual obligations.
Service Locations
‘Agencies using cloud services hosted offshore and connected to All-of- Geolocation )
e Mechanisms exist to control the location of cloud processing/storage
20.1.22.C.03 Offshore Services | OVernment systems MUST ensure they have conducted a risk Functional |Intersects With| __Reduirements for CLD-09  |based on business requirements that includes statutory, regulatory and 5
assessment, accepted any residual risks, and followed the endorsement Processing, Storage and commactuat sblions.
procedure reauired bv the GCDO. Service Locations
‘Agencies using cloud services hosted offshore and connected to All-of- Mechanisms exist to formally assess the security, compliance and
Government systems MUST ensure they have conducted a risk il lsin Assets, and/or Sevices
201.22.6.08 Offshore Services | 35565Sment, accepted any residual risks, and followed the endorsement | L o Assessmonts 1n0.g2 | (TAAS) through Information Assurance Program (1AP) actvitios to s
procedure required by the GCDO. determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
‘Agencies using cloud services hosted offshore and connected to All-of-
exist to ensure Assets, and/or
20.1.22.C.03 Offshore Services | COVernment systems MUST ensure they have conducted a risk Functional | Intersects With| ~Security Authorization 1A0-07  |Services (TAAS) are officially authorized prior to "go live” in a production 5

assessment, accepted any residual risks, and followed the endorsement
procedure required by the GCDO.

environment.
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Agencies MUST NOT use cloud services hosted offshore for information or Geolocation
e oaaifiog CONFIENTIAL SeCHEr or TOB SEGRET oo Mechanisms exist to control the location of cloud processing/storage
20.1.22.C.04 Offshore Services V! i g . Functional | Intersects With a CLD-09 |based on business requirements that includes statutory, regulatory and 5
Processing, Storage and
° contractual obligations.
Service Locations
‘Agencies MUST NOT use cloud services hosted offshore for information Geolocation
PR et oo Mechanisms exist to control the location of cloud processing/storage
20.1.22.0.05 Offshore Services | : Functional | Intersects With d CLD-09  [based on business requirements that includes statutory, regulatory and 5
Processing, Storage and
° contractual obligations.
Service Locations
‘Agencies MUST NOT use cloud services hosted offshore for information exist to ensure Assets, and/or
20.1.22.C.05 Offshore Services | with an NZEO endorsement. Functional |Intersects With| Security Authorization | 1A0-07  Services (TAAS) are officially authorized prior to "go live" in a production 5
‘Agencies SHOULD NOT use cloud services hosted offshore unless:
privacy, information sensitivity and information value has been fully
assessed by the agency; Geolocation
a risk is by the agency; oo Mechanisms exist to control the location of cloud processing/storage
20.1.22.0.06 Offshore Services | controls to manage identified risks have been specified by the agency; and | Functional | Intersects With Pmce:'smg Storagoana | CLD-09  [based on business requirements that includes statutory, regulatory and 5
the cloud service provider is able to provide adequate assurance that these s contractual obligations.
Senvice Locations
controls have been properly implemented before the agency uses the
cloud service.
Agencies intending to adopt cloud technologies or services MUST consider Mechanisms exist to formally assess the security, compliance and
the risks to the availability of systems and information in their design of 1 lsin Assets, and/or Services
(TAAS) through Information A P 1AP) activities t
20.1.23.C.01 System Availability  |C\0Ud Systems and controls and Functional | Intersects With Assessments 1a0-02  |(TAAS) through Information Assurance Program (IAP) activities to 5
processes. determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
‘Any contracts for the provision of cloud services MUST include service existto require for applicabl
. Third-Party Contract , compli d resil ts with third-parties,
201.95.0.02 Systom Availability _|\5¥eb @vailability, recoverability and restoration provisions Functional | intersects witn|  THiTe-Party Contrac pms | Securty. compliance and resilience requirements with thrd-parties, s
Requirements reflecting the organization's needs to protect its Technology Assets,
ions. Services and/or Data (TAASD).
‘Agencies MUST ensure contracts with cloud service providers include exist to require for applicabl
Third-Party Contract , compli d resil ts with third-parties,
20.1.93.6.03 System Availaiity | PrOViSions to manage risks associated with the merger, acquisition, Functional | intersects witn|  ThiTd-Party Contrac Tomgs |Pe0urit: compliance and resilience requirements with thi-partes s
liquidation or bankruptcy of the service provider and any subsequent Requirements reflecting the organization's needs to protect ts Technology Assets,
of cloud services. Services and/or Data (TAASD).
‘Agencies intending to adopt cloud technologies or services SHOULD exist to require for applicabl
Third-Party Contract ity, compli d resil ts with third-parties,
20.1.24.6.01 Unauthorised Access | SUre cloud service providers apply the physical, virtual and access Functional | intersects witn|  ThiTe-Party Contrac pmos | Security. compliance and resilience requirements with thrd-parties, R
controls specified in this manual for agency systems and data protection. Requirements reflecting the needs to protect its Assets,
cations. Services and/or Data (TAASD).
‘Agencies intending to adopt cloud technologies or services SHOULD apply Cloud Securt Mechanisms exist to ensure the cloud security architecture supports
20.1.24.C.02 Unauthorised Access |separation and access controls to protect data and systems where Functional | Intersects With Ammem’ey CLD-02  [the organization’s technology strategy to securely design, configure and 5
support is provided by offshore technical staff. maintain cloud
‘Agencies intending to adopt cloud technologies or services SHOULD apply Cloud Securt Mechanisms exist to ensure the cloud security architecture supports
20.1.24..08 Unauthorised Access | controls to detect and prevent unauthorised data transfers and multiple or | Functional | Intersects With Ammem’ey CLD-02  the organization’s technology strategy to securely design, configure and 5
large scale data transfers to offshore locations and entities. maintain cloud
‘Agencies intending to adopt cloud technologies o services SHOULD Cloud Securt Mechanisms exist to ensure the cloud security architecture supports
20.1.24..04 Unauthorised Access | consider the use of encryption for data in transit and at rest. Functional | Intersects With Ammem’ey CLD-02  [the organization’s technology strategy to securely design, configure and 5
maintain cloud
‘Agencies MUST include incident handling and management services in exist to require for applicabl
201.95.0.01 Incident Handling and | contracts with cloud service providers. Functional | intersects witn|  THIFG-Party Contract | |security, compliance and resilience requirements with third-parties, R
Management Requirements reflecting the needs to protect its. Assets,
cations. Services and/or Data (TAASD).
‘Agencies MUST develop and implement incident identification and Mechanisms exist to cover:
management processes in accordance with this manual (See Chapter 6 - (1) Preparation;
Incident Handlingang | Iformation Security Monitoring, Chapter 7 - Information Security (2) Automated event detection or manual incident report intake;
20.1.25.C.02 Managemef Incidents, Chapter @ - Personnel Security and Chapter 16 - Access Functional |Intersects With|  Incident Handling IRO-02  ((3) Analysi 5
Control). (4) Containment;
(5) Eradication; and
(6) Recoverv.
‘Agencies MUST develop and implement a backup, recovery and archiving Mechanisms exist to facilitate the implementation of contingency
Backup, Recovery | plan and supporting procedures (See Section 6.4 - Business Continuity Business Continuity planning controls to help ensure resilient Technology Assets,
20.1.26.C.01 Archivingand Data | and Disaster Recovery). Functional | Subset Of tem | BCD-01 and/or Services (TAAS) (e.g., Continity of Operations Plan 10
Remanence (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
Backup, Recovery | AE°NGies MUST include a data purge or secure delete process in any cloud Mechanisms exist to ensure cloud services are decommissioned so
20.1.26.0.02 Amhw'"'g and Data service contracts. Functional | Intersects With Cloud Infraslruc(ure cLD-012 that data is se‘curely transitioned to new systems or archived in 5
Offboarding with standards, as well as
Remanence !
statutory, regulatory and
Backup, Recovery |/ 93t PUTEe or siecure delete process in any cloud service contracts Mechanisms exist to ensure cloud services are decommissioned so
204.26.0.03 Arativingand Data | MUST beindependently verifable. Functional | intersectswitn|  ClovdInfrastructure | | that data is securely transitioned to new systems or archived in s
Offboarding with standards, as well as
Remanence !
statutory, regulatory and
User Awaroness ang | ASTGies MUST develop and implement user awareness and training Security, Compliance & exist to provide all and
20.1.27.0.01 Traiing programmes to support and enable safe use of cloud services (See Section | Functional | Intersects With|  Resilience SAT-02 security, and resilience education 5
9.1- Security Awareness and Training). Training and training that is relevant for their iob function.
Virtualisation technology MUST NOT be used for functional segregation Mechanisms exist to ensure the cloud security architecture supports
Functional segregation ! ot be ) Cloud Security ! ’
20.2.12.0.01 between servers of different classifications. Functional |Intersects With f CLD-02  [the organization’s technology strategy to securely design, configure and 5
between servers Architecture °
maintain cloud
Virtualisation technology MUST NOT be used for functional segregation Mechanisms exist to implement a Cross Domain Solution (CDS) to
Functional segregation ! ot be ) Cross Domain Solution e ' " °
20.2.12.0.01 between servers of different classifications. Functional | Intersects With NET-02.3 | mitigate the specific security risks of accessing o transferring 5
between servers (cDs) !
between security domains.
202.12.0.01 Functional segregation |Virtualisation technology MUST NOT be used for functional segregation Functional | Intersocts With | virtualzation Tachmiquos | SEA13.1 axist to tilize o support the R
between servers | between servers of different of a diversity of operating systems and
, | Virtualisation technology MUST NOT be used for functional segregation Mechanisms exist to ensure the cloud security architecture supports
Functional segregation Cloud Security * ¥
20.2.12.0.02 between servers in different security domains at the same classification. | Functional | Intersects With CLD-02  [the organization’s technology strategy to securely design, configure and 5
between servers Architecture .
maintain cloud
) | Virtualisation technology MUST NOT be used for functional segregation ) Mechanisms exist to implement a Cross Domain Solution (CDS) to
Functional segregation : ‘ ¢ gatio ) Cross Domain Solution o ! " ‘
20.2.12.0.02 e ™" |petween servers indifferent security domains at the same classification. |~ Functional | Intersects With (op%) NET-02.3 | mitigate the specific security risks of accessing or transferring 5
i between security domains.
Virtualisation technology MUST NOT be used for functional segregation .
Functional segregation " N N - . exist to utilize to support the
20.2.12.0.02 between servers in different security domains at the same classification. | Functional | Intersects With | Virtualization Techniques | SEA-13.1 ' ‘ UPPe 5
between servers employment of a diversity of operating systems and applications.
Agencies SHOULD ensure that functional segregation between servers is
Functional segregation | 2°"eVed B¥: exist to utilize to support the
20.2.12.C.08 physically, using single dedicated machines for each function; or Functional |Intersects With | Virtualization Techniques | SEA-13.1 : ‘ uppe 5
between servers ! ! employment of a diversity of operating systems and applications.
using virtualisation technology to create separate virtual machines for
each function within the tv domain.
) | Virtualisation technology SHOULD NOT be used for functional segregation )
Functional segregation . . exist to utilize to support the
20.2.12.C.04 between servers in different security domains at the same classification. | Functional | Intersects With | Virtualization Techniques | SEA-13.1 . 5
between servers employment of a diversity of operating systems and applications.
‘Agencies MUST undertake a virtualisation specific risk assessment in order exist to conduct speci for:
to identify risks, related risk treatments and controls. (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
Applicati ity;
20.2.13.C.01 Risk Management Functional Intersects With | Specialized Assessments 1A0-02.2 (5) Application security 5
(6) Embedded technologies (e.g. IoT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(©) Insider threats;
(10) Performance/load testing;
(11) Artificial and (AAT): and/or
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Agencies SHOULD undertake a virtualisation specific risk assessment in exist to conduct speci for:
order to identify risks and related risk treatments. (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
5) Application security;
20.2.13.C.02 Risk Management Functional | Intersects With | Specialized Assessments | 1a0-02.2 |(%) APPlicati urny; 5
(6) Embedded technologies (e.g., IoT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial and (AAT): and/or
Agencies MUST architect virtualised systems and environments to enforce Mechanisms exist to facilitate the implementation of industry-
the principles of separation and segregation of key slaments of the system Secure Engineerin recognized security, compliance and resilience practices in the
20.2.14.C.01 Systems Architecture | using trust zones or security domains. Functional | Intersects With © s SEA-01 © W comp P 5
Principles design, and
of Technology Assets, Applications and/or Services (TAAS).
‘Agencies MUST architect virtualised systems and environments to enforce .
; . . exist to utilize to support the
202.14.C.01 Systems Architecture  [the principles of separation and segregation of key elements of the system | Functional | Intersects With| Virtualization Techniques | SEA-13.1 5
° employment of a diversity of operating systems and applications.
using trust zones or security domains.
202.18.0.00 Syetoms Architaoture | 897C1ES MUSTNOT permit the sharing of fles or ther operating systerm | - ™ 00 Configuration Cro.01 | Mechanisms existto facilitate the implementation of configuration R
between host and guest operating tem: Program controls.
Agencies SHOULD architect virtualsed systems and environments to Mechanisms exist to facilitate the implementation of industry-
enfors the principles of ssparation and ssgregation of key lements of the Secure Engineerin recognized security, compliance and resilience practices in the
20.2.14.C.03 Systems Architecture | system using trust zones. Functional | Intersects With © s SEA-01 © W comp P 5
Principles design, and
of Technology Assets, Applications and/or Services (TAAS).
Agencies SHOULD architect virtualised systems and environments to .
; . . exist to utilize to support the
202.14.0.03 Systems Architecture | enforce the principles of separation and segregation of key elements of the | Functional | Intersects With| Virtualization Techniques | SEA-13.1 5
employment of a diversity of operating systems and applications.
system using trust zone:
‘Agencies SHOULD design virtualised systems and environments to enable Cross Domain Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
202.14.0.04 Systems Architecture | functional segregation within a security domain. Functional | Intersects With (co%) NET-02.3 | mitigate the specific security risks of acoessing or transferring 5
between security domains.
‘Agencies SHOULD d rtualised syst d envi ts to enabl tto utilize vi t Tt th
20.2.14.C.04 Systems Architecture | 52NC1eS esign virtualised systems and environments toenable | ¢ 001 | ntersects With | Virtualization Techniques | SEA-13.1 existto utilize © support the 5
functional within a security domain. of a diversity of operating systems and
Agencies SHOULD harden the host operating systems following an agency Mechanisms exist to develop, document and maintain secure baseline
th d hard ide. Secure Basell [ Assets, d/or S
20.2.14.C.05 Systems Architecture | °" ©ther approved hardening guide. Functional | Intersects With eoure Baseline CFG-02 or 195618, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Agencies SHOULD separate from test or irtual ) . !
. Separation of Mechanisms exist to manage separate development, testing and
environments.
202.14.6.06 Systoms Architaoture Functional. | intersectswitn|  De¥eloPment Testing | |operational environments to reduce therisks of unauthorized access or R
and Operational changes to the operational environment and to ensure no impact to
Environments Assets, and/or Services (TAAS).
‘Agencies SHOULD NOT permit the sharing of files or other operating Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseli f Assets, dlor S
202.14.0.07 Systems Architocturg | /519 GomPonents between host and guest operating systems Functional | intersacts with ecure Baseline cro0 or ssets, and/or Services R
Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD NOT permit the sharing of files or oth v tto utilize vi t Tt th
20.2.14.C.07 Systems Architecture | 22N¢1eS permit the sharing of files or other operating Functional | Intersects With | Virtualization Techniques | SEA-13.1 exist to utilize 0 support the 5
system between host and guest operating systems. of a diversity of operatin; tems and
Agencies MUST ensure a VM migration policy and related SOPs are Standardized Operatin Mechanisms exist to identify and document Standardized Operating
20.2.15.0.01 Systems Management |implemented. Functional [ Intersects With |~ g ## éopy ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
‘Agencies MUST implement controls to prohibit unauthorised VM Mochanisms exist o profibit unauthorized changes, antass
202.15.0.02 Systems Management | migrations within a virtual environment or between physical environments. |  Functional | Intersects With| Prohibition Of Changes | CHG-02.1 ° s 8es, 5
organization-approved change requests are received.
Agencies MUST implement controls to safely decommission VMs when no existto ensure Assets, and/or
longer required, including elimination of images, snapshots, storage, Services (TAAS) are properly decommissioned so that data is properly
20.2.15.0.08 Systems Management | backup, archives and any other residual data. Functional |Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD ensure a VM migration policy and related SOPs are
g . . o g policy Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
20.2.15.C.04 Systems Management |'P emented: Functional SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
‘Agencies SHOULD VM migration policy and related SOP. Mechani tto facilitate an IT Asset M. (TAM
202.15.0.04 Systems Management | £°"%'% ensure a VI migration policy and related SOPs are Functional |Intersects With|  Asset Governance AsT.g1  |Mechanisms exist to facilitate an T Asset Management (ITAM) program 8
to and manage asset controls.
Agencies SHOULD implement controls to prohibit unauthorised VM Machanisms exist o prohibit unauthorized changes, antass
20.2.15.0.05 Systems Management | migrations within a virtual environment or between physical environments. | Functional | Intersects With| Prohibition Of Changes | CHG-02.1 anis P ges, 5
pproved change requests are received.
Agencies SHOULD implement controls to safely decommission VMs when exist to ensure Assets, ions and/or
no longer required. Services (TAAS) are properly decommissioned so that data is properly
20.2.15.C.06 Systems Management Functional |Intersects With|  Decommissioning AST-30 | transitioned to new systems or archived in accordance with applicable 5
organizational standards, as well as statutory, regulatory and
‘Agencies SHOULD i security and i and
monitoring tools which include the following minimum capabilities:
Identify VMs when initiated;
Validate integrity of files prior to installation;
Scan new VMs for vulnerabilities and misconfigurations;
: Mechanisms exist to facilitate an IT Asset Management (ITAM) program
20.2.15.C.07 Systems Management | -029 0"y minimum operating system components and services; Functional Subset Of Asset Governance AST-01 ! & (ITAM) prog 10
Set resource usage limits; and manage asset controls.
Establish connections to peripherals only as required;
Ensure host and guest time synchronisation;
Detect snapshot rollbacks and scans after restores;
Track asset migration; and
Monitor the s itv nosture of migrated assets.
Agencies SHOULD implement security and operational management and
monitoring tools which include the following minimum capabilities:
Identify VMs when initiated;
Validate integrity of files prior to installation;
f“;‘ e VMs for "“‘"e’a':‘“"es "("“ "“““""g“’f“”";‘ Configuration Mechanisms exist to implement and manage a Configuration
20.2.15.C.07 Systems Management | -02¢ 0Nty minimum operating system components and services; Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
Set resource usage limits; ; :
) (cMDB) govern technology asset-specific information.
Establish connections to peripherals only as required;
Ensure host and guest time synchronisation;
Detect snapshot rollbacks and scans after restores;
Track asset migration; and
Monitor the securitv nosture of migrated assets.
Agencies MUST maintain strong physical security and physical access ) .
Authentication an Ph L t to facilitate the ration of phy L an
20.2.16.C.01 uthenticationand 4o, Functional | Subsetor |1¥eical& PES-01 c exist to facllitate the operation of physical and 10
Access Protections environmental protection controls.
20.2.16.C.02 Authentication and Agencies MUST maintain strong authentication and access controls. Functional Intersects With Identity & Access 1AC-01 Mechanisms exist to facilitate the implementation of identification and 5
Access 1AM) access controls.
‘Agencies SHOULD maintain strong data validation checks. Mechanisms exist to facilitate data governance to oversee the
. organization's policies, standards and procedures so that sensitive
Authentication and N "
20.2.16.0.03 PO Functional | Intersects With|  Data Governance GOV-10  |and/or regulated data is effectively managed and maintained in 5
accordance with applicable statutory, regulatory and contractual
The principles of separation and segregation MUST be applied to the Mechanisms exist to force Internet-bound network traffic through a
i i . I i ., Policy Enforcement Point (PEP)) for URL content
20.3.9.C.01 Using VLANSs design and architecture of VLANS. Functional | Intersects With| DNS & Content Filtering |  NET-1g | PrOXY device (8., Policy Enforcement Point (PEP)) for URL conte 5
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
‘Agencies MUST NOT use VLANS between classified networks and any other Cross Doman Sotution Mechanisms exist to implement a Cross Domain Solution (CDS) to
203.9.C.02 Using VLANSs network of a lower classification. Functional | Intersects With (op%) NET-02.3 | mitigate the specific security risks of accessing or transferring 5
between security domains.
‘Agencies MUST NOT use VLANS between classified networks and any other rtvat Locat Avea Mechanisms exist to enable Virtual Local Area Networks (VLANS) to
network of a lower classification. limit the ability of devices on a network to directly communicate with
203.9.C.02 Using VLANSs Functional |Intersects With|  Network (VLAN) NET-06.2 Iy ¥ comn 5
Soparation other devices on the subnet and limit an attacker's ability to laterally

move t systems.
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Agencies MUST NOT use VLANS between any classified network and any Virtual Local Area Mechanisms exist to enable Virtual Local Area Networks (VLANS) to
. limit the ability of devi twork to directl icate with
20.3.9.C.03 Using VLANs unclassified network Functional | Intersects With Network (VLAN) NET-06.2 ||t the ability of devices on a network to directly communicate wi 5
other devices on the subnet and limit an attacker's ability to laterally
Separation .
‘move to compromis svstems.
VLAN trunking MUST NOT be used on switches managing VLANs of differing Cross Domain Sotation Mechanisms exist to implement a Cross Domain Solution (CDS) to
203.9.C.04 Using VLANS security domains. Functional |Intersects With (on%) NET-02.3 | mitigate the specific security risks of accessing or transferring 5
ion between security domains.
VLAN trunking MUST NOT be used on switches managing VLANS of differing irtvat Local Area Mechanisms exist to enable Virtual Local Area Networks (VLANS) to
. limit the ability of devi twork to directl icate with
20.3.9.C.04 Using VLANs security domains. Functional | Intersects With Network (VLAN) NET-06.2 ||t the ability of devices on a network to directly communicate wi 5
other devices on the subnet and limit an attacker's ability to laterally
Separation 5
move tc svstems.
Administrative access MUST be permitted only from the most trusted Mechanisms exist to force Intermet-bound network traffic through a
Configuration and : d .g. Policy Enf t Point (PEP)) for URL content
20.3.10.C.01 onfiguration an network. Functional | Intersects With| DNS & Content Filtering | NET-18 | PTOXY device (e:g. Policy Enforcement Point (PEP)) for URL content 5
administration filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
Unused ports on the switches MUST be disabled. Mechanisms exist to force Intermet-bound network traffic through a
d .g. Policy Enf t Point (PEP)) for URL content
20.3.11.C.01 Disabling unused ports Functional | Intersects With| DNS & Content Filtering | NET-18 | PTOXY device (e:g. Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
Unused ports on the switches SHOULD be disabled. Mechanisms exist to force Intermet-bound network traffic through a
d .g. Policy Enf t Point (PEP)) for URL content
20.3.11.C.02 Disabling unused ports Functional | Intersects With| DNS & Content Filtering | NET-18 | PTOXY device (e:g. Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
‘Agencies MUST establish a policy and train staff in th for dat
. ge"f'“ o o e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
21.1.6.C.01 User responsibilities |1 oo ore between systems and the authorisations required before Functional SubsetOf | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
transfers can take place.
Documentation resilient capabilities.
‘Agencies MUST establish a policy and train staff in the processes for data Sensitive / Regulated Mechanisms exist to ensure that every user accessing a system
21.1.6.C.01 User responsibilities [ transfers between systems and the authorisations required before Functional | Intersects With | Data Storage, Handling & | SAT-03.3 | processing, storing or transmitting sensitive and/or regulated data is 8
transfers can take place. Processing formally trained in data handling
‘Agencies MUST ensure that system users transferring data to and from a exist to require all and to apply
21.1.6..02 User responsibilities | system are held accountable for the data they transfer. Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
enable secure. compliant and resilient capabilities.
Agencies MUST ensure that data transfers are performed in accordance Mechanisms exist to identify and document Standardized Operating
Data transfer processes Standardized Operating
21.1.7.0.01 with processes and procedures approved by the Accreditation Authority. |  Functional | Intersects With OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 5
and procedures Procedures (SOP)
execution of dav-to-day / assigned tasks.
‘Agencies SHOULD ensure that data transfers are performed in accordance Mechanisms exist to identify and document Standardized Operating
Data transfer processes Standardized Operating
21.1.7.0.02 with processes and procedures approved by the Accreditation Authority. |  Functional | Intersects With OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 5
and procedures Procedures (SOP)
execution of dav-to-day / assigned tasks.
‘Agencies MUST ensure that all data transferred to a system of a lesser - ) Mechanisms exist to implement a Cross Domain Solution (CDS) to
Data transfer Cross Domain Solution
21.1.8.C.01 Pt classification or a less secure system, is approved by a trusted source. Functional | Intersects With (cb%) NET-02.3 | mitigate the specific security risks of accessing or transferring 5
i between security domains.
Trusted sources MUST be:
a strictly limited list derived from business requirements and the result of a o
21.1.8.C.01 Trustedsources | security risk assessment; Functional | 19 N/A N/A N/A )
where necessary an appropriate security clearance is held; and i
aporoved by the Authority.
A rting data to a system MUST that the dat d
gencies mporting data to a system ensurethathe datals scanne Centralized exist to and govern Mobile Device
21.1.10.0.01 Import of data for malicious and active content. Functional | Subset Of o Manag MDM-01 10
Of Mobile Devices Management (MDM) controls.
Agencies importing data to a system MUST implement the following
controls:
scanning for malicious and active content; .
Centralized t d Mobile D
21, Import of data data format checks; Functional Subsetof | Cenratze MDM-01 existto and govern Mobile Device 10
Of Mobile Devices Management (MDM) controls.
identify unexpected attachments or embedded objects;
log each event; and
to detect usage patterns.
When agencies export formatted textual data with no free text fields and all
fields have a predefined set of permitted formats and data values,
agencies MUST implement the following controls:
protective marking checks;
Export of highl ; Mech: st t b K ted with permitt
141,001 xportof highly | data validation and format checks; Functional | Intersects With|  Use of Mobils Devices | HRS-05.5 | Mechanisms exist to manage business isks associated with permitting .
formatted textual data_|size limits; mobile device access to organizational resources.
keyword checks;
identify unexpected attachments or embedded objects;
log each event; and
to detect usace patterns.
When agencies export formatted textual data with no free text fields and all
fields have a predefined set of permitted formats and data values,
agencies MUST implement the following controls:
protective marking checks;
141,001 Exportof highly | data validation and format checks; Functional | Subsetor | Centralized Management | | Mechanisms exist o implement and govern Mobile Device o
formatted textual data_|size limits; Of Mobile Devices Management (MDM) controls.
keyword checks;
identify unexpected attachments or embedded objects;
log each event; and
to detect usace patterns.
When agencies export data, other than highly formatted textual data,
agencies MUST implement the following controls:
protective marking checks;
f'a“: V‘a“da“m::‘d format checks; Bring Your Own D Mechanisms exist to implement and govern a Bring Your Own Device
; ring Your Own Device
21, Exportof other data | tauons on data types; Functional | Intersects With L AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
size limits; (BYOD) Usage oD
devices in the workplace.
keyword checks;
identify unexpected attachments or embedded objects;
log each event; and
to detect usade patterns.
When agencies export data, other than highly formatted textual data,
agencies MUST implement the following controls:
protective marking checks;
data validation and format checks;
imitatic ; Centralized M t Mechani t to implement and Mobile Devi
211.42.0.01 Exportof othor data | IMtations on data types; Functional | subsetor | Centralized Management| | Mechanisms exist to implement and govern Mobile Device o
size limits; Of Mobile Devices Management (MDM) controls.
keyword checks;
identify unexpected attachments or embedded objects;
log each event; and
to detect usade patterns.
When agencies export data, other than highly formatted textual data,
agencies MUST implement the following controls:
protective marking checks;
.:aa v?l\danor:’and format checks; . y-Owned Mobil Mechanisms exist to restrict the connection of personally-owned,
21.1.12.C.01 Exportof other data | tations on data types; Functional | Intersects With | o >0nay-OwnedMobilel yny o6 [ robile devices to Assets, i 5
size limits; Devices N
and/or Services (TAAS)
keyword checks;
identify unexpected attachments or embedded objects;
log each event; and
to detect usade patterns.
Agencies MUST:
that ke h fe 1l textual data;
Preventing exportof  |*7°0 117 ey"f’:“’ffafd b °r"“e"d°" e :a o . Full Device & Gontainar G exist to protect the confidentiality and
21.1.13.C.01 NZEO data to foreign | &"S1"® that any dentified data s quarantined until reviewed and approve Functional | Intersects With MDM-03 |integrity of information on mobile devices through full-device or 5
for release by a trusted source other than the originator; and Based Encryption !
systems ) orielr container encryption.
develop procedures to prevent NZEO information in both textual and non-
textual formats from being exported.
Users transferring data to and from a system MUST be held accountable existto require all and 0 apply
2123.C.01 User responsibilities | for the data they transfer. Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
bl compliant and resilient
Data Transfer All data transferred to a system of a lesser sensitivity or classification Work From Anywhere Mechanisms exist to define secure telecommuting practices and
2124.C.01 MUST be approved by a trusted source. Functional |Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5

authorisation

Security

and/or Data (TAASD) for remote workers.
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Control Desci Relationship
Trusted sources MUST be:
a strictly limited list derived from business requirements and the result of a Work From Anywhere Mechanisms exist to define secure telecommuting practices and
21.25..01 Trusted sources | security risk assessment; Functional | Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5
where necessary an appropriate security clearance is held; and Security and/or Data (TAASD) for remote workers.
approved by the litation Authority.
import of data through | /1en aEencies import data to a system through gateways, the date MUST Work From Anywhere Mechanisms exist to define secure telecommuting practices and
21.26.C.01 oy be filtered by a product specifically designed for that purpose, including Functional | Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5
filtering malicious and active content. Security and/or Data (TAASD) for remote workers.
126007 Import of data through | When agencies import data to a system through gateways, fullorpartial | No A A A B
gatewavs audits of the event logs MUST be performed at least monthly.
126008 Import of data through | Agencies SHOULD convert data being imported at gateways into an ronctionat No A A A o
gateways Iternative format before entering the network.
Exportofdota through | "E°71€S SHOULD restric the exportof data o a systern of a lesser Work From Anywhere Mechanisms exist to define secure telecommuting practices and
21.2.7.c.01 catomays classification by filtering data using at least protective marking checks. Functional | Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5
Security and/or Data (TAASD) for remote workers.
When the export of highly formatted textual data ocours through gateways
agencies MUST implement:
Exportof highly | checks for protective markings; No
21.2.8.C.01 formatted textual data | data filtering performed by a product specifically designed for that Functional | i ip N/A N/A N/A 0
through gateways | purpose;
data range and data type checks; and
full or partial audits of the event logs performed at least monthlv.
Cxportof otherdata_|V/1en aBencies export data,other than ighly formatted textual data, o
21.2.9.C.01 through gateways, agencies MUST implement data filtering performed by a | ~ Functional N/A N/A N/A 0
through gateways Relationship
product designed for that purpose.
When agencies do not perform audits of the complete data transfer logs at
21.2.9.C.02 Exportofotherdata || o\ monthly they MUST perform randomly timed audits of random Functional o N/A N/A N/A 0
through gateways Relationship
subsets of the data transfer logs on a weekly basis.
Exportof otherdata | Where the cannot b  human No
129,08 through gateways | trusted source SHOULD assess the of the data. Functional A A A °
Cuportof otherdata _|"¥Nen the export of otherdata ocours through gatoways agencies SHOULD o
21.2.0.C.04 perform audits of the complete data transfer logs at least monthly. Functional N/A N/A N/A 0
through gateways Relationship
Preventing export of | To prevent the export of NZEO data to foreign systems, agencies MUST o
21210.C.01 NZEO data toforeign |implement NZEO data filtering performed by a product specifically Functional | i i N/A N/A N/A 0
svstems designed or configured for that purpose.
Preventing exportof | Agencies MUST undertake checks of protective markings and keywords "
21210.0.02 NZEO data toforeign | before permitting data export. Functional e N/A N/A N/A 0
o Relationship

i Atrusted source MUST sign the data to be exported if the data is to be
Requirement to sign No

21.2.11.C.01 communicated over a network to which untrusted personnel or systems Functional A N/A N/A N/A o
exported data o mocoss Relationship

21100 Requirement to sign | Agencies MUST ensure that the gateway verifies authority to elease prior | o No A A A o
exported data to the release of the data to be exported.
Agencies SHOULD use a product evaluated to at least an EAL4 assurance
Requirement to sign an = . No
21211.0.08 level for the purpose of data signing and signature confirmation. Functional N/A N/A N/A )
exported data Relationship
Limiting ranoro by e | €7C1e8 MUST strictly define and imit the types offles that can be ] o
21.3.4.C.01 transferred based on business requirements and the results of a security | Functional N/A N/A N/A )
type Relationship
risk
Limiting tranora by e | A€ncie8 SHOULD stictly define and imit the types of fles that can be ] o
21.3.4..02 transferred based on business requirements and the results of a security | Functional N/A N/A N/A )
type Relationship
risk
Agencies MUST block all executables and active content from entering a Mechanisms exist to monitor and control communications at the
21.35.C.01 Blocking active content |security domain. Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
Agencies SHOULD block all executables and active content from being Mechanisms exist to monitor and control communications at the
21.35..02 Blocking active content | communicated though gateways. Functional | Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 5
network.
Agencies MUST block, quarantine or drop any data identified by a data fiter Mechanisms exist to monitor and control communications at the
21.36.C.01 Blocking suspicious data |as suspicious until reviewed and approved for transfer by a trusted source | Functional | IntersectsWith| Boundary Protection | NET-03  |external network boundary and at key internal boundaries within the 5
other than the originator. network.
‘Agencies MUST perform validation on all data passing through a content Mechanisms exist to force Intermet-bound network traffic through a
filter, block tent which fails the validation. d .g. Policy Enf t Point (PEP) for URL content
21.3.7.C.01 Contentvalidation | 1®"Plocking content which fails the validation Functional | Intersects With| DNS & Content Filtering | NET-18 | PPy device (€. Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
‘Agencies SHOULD perform validation on all data passing through a Mechanisms exist to force Intermet-bound network traffic through a
tent filter, block tent which fails the validation. d .g. Policy Enf t Point (PEP)) for URL content
21.3.7.C.02 Contentvalidation | cO"entfitter, blocking content which fails the validation Functional | Intersects With| DNS & Content Filtering | NET-18 | PTOXY device (e, Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
198001 Content conversion and | Agencies SHOULD perform content conversion, file conversion or bothfor | L No A A A N

all ingress or egress data transiting a security domain boundary.
Agencies SHOULD perform content and file sanitisation on suitable file -
21.3.9.C.01 Content sanitisati types if content orfile is not for data Functional | ¢ chip N/A N/A N/A 3
transiting a security domain boundary.

Agencies SHOULD perform antivirus scans on all content using up-to-date

i exist to utilize il to detect and
213.10.0.01 Antivirus scans | engines and signatures, using multiple different scanning engines. Functional | Intersects With END-04 5
Protection (Anti-Malware) eradicate malicious code.
111001 ‘Archive and container | Agencies SHOULD extract the contents from archive and container files Fonctionat No A A A )
files and subiect the extracted files to content fiter tests.
Agencies SHOULD perform controlled inspection of archive and container
Archive and container ' . No
213.11.0.02 files to ensure that content filter performance and availability is not Functional " N/A N/A N/A 0
files Relationship
adversely affected.
11008 Archive and container | Agencies SHOULD block files that cannot be inspected and generate an ronctionat No A A A B
files atertor
Ao listing permittod | ¥€7€ie5 MUST create and enforce an allow lstof permitted content ypes ) o
213.12.0.01 based on business requirements and the resuilts of a security risk Functional ) N/A N/A N/A 0
content Relationship
Agencies SHOULD create and enforce an allow list of permitted content Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
Allow listing permitted Explicitly Allow / Deny R N
213.12.0.02 Pt types based on business requirements and the results of a security risk Functional | Intersects With e s CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on 5
PP systems.
If data is signed, agencies MUST ensure that the signature is validated ) No
21313.C.01 Data integrity 15 signed, agencl . gnature s vall Functional ) N/A N/A N/A 0
before the data is exported.
A SHOULD verify the integrity of content wh licable, and N
21.3.13.C.02 Data integrity gencies verify the integrity of content where applicable, an Functional o N/A N/A N/A 0
block the content if fails.
Agencies SHOULD decrypt and inspect all encrypted content, traffic and Mechanisms exist to force Internet-bound network traffic through a
il ing. ., Policy Enf it Point (PEP)) f RL tent
21.3.14.C.01 Encrypted data data to allow content filtering Functional | Intersects With| DNS & Content Filtering |  NET-18 | PrOXY device (e.8., Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS fltering to limit a user's ability to connect to
or prohibited Internet sites.
Monitoring data import | Agencies MUST use protective marking checks to restrict the export of data ) No
21.3.15.C.01 itoring data import | Agen use protective marking e P Functional ) N/A N/A NA 0
and export from each security domain, including through a gateway.
Monttoring data import|/"1eR IMPOting data to cach security domain, including through a ] o
213.15.0.02 gateway, agencies MUST audit the complete data transfer logs at least Functional - N/A N/A N/A 0
and export Relationship
monthly.
Agencies SHOULD create an exception handling process to deal with o
21.3.16.0.01 Exception Handing  blocked or quarantined file types that may have a validrequirement tobe | Functional | o io N/A N/A N/A )
‘Agencies MUST ensure that all classified information stored within a
database is associated with an appropriate protective marking f the o
21.43.C.01 Data labelling  [information: Functional e N/A N/A N/A )
Relationship
could be exported to a different system; or
contains differiny ions or different handling
Agencies MUST ensure that protective markings are applied with a level of o
21.4.3.C.02 Data labelling | granularity sufficient to clearly define the handling requirements for any Functional | oo N/A N/A N/A 0
classified retrieved or exported from a database. P
‘Agencies SHOULD ensure that all classified information stored within a
database is associated with an appropriate protective marking f the o
21.43.C.03 Datalabelling |information: Functional N/A N/A N/A 0
Relationship
could be exported to a different system; o
contains differing or different handling
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Agencies SHOULD ensure that protective markings are applied with a level
fi N
145008 Datalabelling |1 EnUarity suffcient o clearly define the handling requirements forany | g No A A WA o
classified information retrieved or exported from a database. Relationship
‘Agencies MUST protect database files i that b th N
21.4.4.C.01 Database files gencies protect database files from access that bypasses the Functional Ne N/A N/A N/A 0
databases normal access controls.
Agencies SHOULD protect database files from access that bypass normal ) No
21.4.4..02 Database files genct pr restr Ypass nor Functional ) N/A N/A N/A 0
access controls.
‘Agencies MUST enable logging and auditing of syst tions. N
21.45.C.01 Accountability gencies enable logging and auditing of system users actions. Functional © N/A N/A N/A 0
A SHOULD that datab ide functionality to allow f No
21.45.C.02 Accountability gencies ensure that databases provide functionality to allowfor | g stional N/A N/A N/A 0
auditing of system users actions.
If results from database queries cannot be appropriately filtered, agencies o
21.46.C.01 Searchengines | MUST ensure that all query resuts are appropriately sanitised to moet the | Functional | = N/A N/A N/A 0
minimum security of system users. P
‘Agencies SHOULD ensure that system users who do not have sufficient
N
2146002 Searchengings | SCHiY cloarances to view database contents cannot see or nterrogate | L o A A WA o
associated metadata in a list of results from a search engine query. Relationship
‘Agencies MUST devel U the use of mobile devices.
Mobile dovicos usage | evelop a policy governing the use of mobile devices Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
221.10.C.01 | & Functional | SubsetOf | Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
potiey Documentation resilient capabilities.
) ‘Agencies MUST develop a policy governing the use of mobile devices.
22110601 Mobile devices usage Functional | 1ntersccts witn | Centratized Management | | Machanisms exist o implement and govern Mobile Device R
policy Of Mobile Devices Management (MDM) controls.
110000 Mobile devices usage | Agencies MUST NOT allow mobile devices to process or store TOPSECRET | [~ I =" = ™ -0~ 1 T Meghanioms exist to manage business isks associated with permitting R
policy unless explicitly approved by GCSB to do so. mobile device access to resources.
A SHOULD implement a Mobile Device M t (MDM
Mobile devices usage | o C°° implement a Mobile Device Management (MDM) Centralized existto and govern Mobile Device
221.10.0.03 solution. Functional | Intersects With Canae MDM-01 5
policy Of Mobile Devices Management (MDM) controls.
‘Agencies MUST advise personnel of the maximum permitted Sensitive / Regulated Mechanisms exist to ensure that every User accessing a system
Personnel awareness | classifications for data and voice communications when using mobile Functional | Intersects With | Data Storage, Handling & | SAT-03.3 | processing, storing or transmitting sensitive and/or regulated data is 5
devices. Processing formally trained in data handling
A SHOULD NOT use Paging S+  SMS or MMS it No
221.11.0.02 Personnel awareness | <100 MOT use Paging Services, SMS or MMS for sensitive o | Functional ) N/A N/A N/A )
classified
Non- dand | Agencies MUST apply the full set of BYOD controls for devices NOT directt
on-agency owned and | Agencies MUST apply the full set o Gontrols for devices NOT directly Conratizad etto andt govern Mobile Device
221.12.0.01 controlled mobile | owned and controlled by the agency. These controls are detailed in Section |  Functional [ Intersects With MDM-01 5
* Of Mobile Devices Management (MDM) controls.
devices 21.4- BYOD.
‘Agencies unable to lower the storage and physical transfer requirements of
A d mobil Mechani t busi K ted with permitti
22115001 goncy owned mabile | a mobile device to an unclassifed leve through the use of encryption Functional | intersacts with| Use of Mobile Devices | Hs.05.5 | Mechanisms exist to manage business risks associated with permitting R
device storage encryption | MUST physically store or transfer the device as a classified assetin mobile device access to organizational resources.
with the relevant handling
Users MUST NOT store passwords, passphrases, PINs or other acoess ) ) ) -
Agency owned mobile . Mechanisms exist to manage business risks associated with permitting
221.13.0.02 codes for encryption on or with the mobile device on which data will be Functional |Intersects With| Use of Mobile Devices | HRS-05.5 5
device storage encryption orwit ! mobile device access to organizational resources.
encrvted when the device s issued for normal
‘Agencies unable to lower the storage and physical transfer requirements of
A d mobil Mechani t busi K ted with permitti
22115003 goncy owned mabile | a mobile device to an unclassifed leve through the use of encryption Functional | intersacts with| Use of Mobile Devices | Hs.05.5 | Mechanisms exist to manage business risks associated with permitting R
device storage encryption |SHOULD physically store or transfer the device as a classified assetin mobile device access to organizational resources.
with the relevant handling
‘Agencies SHOULD encrypt classified information on all mobile devices ) ) ) -
Agency owned mobile . Mechanisms exist to manage business risks associated with permitting
22.1.13.0.04 using an Approved Cryptographic Algorithm. Functional |Intersects With| Use of Mobile Devices | HRS-05.5 5
device storage encryption mobile device access to organizational resources.
Pool or shared devices SHOULD be reissued with unique passwords, ) ) ) -
Agency owned mobile . Mechanisms exist to manage business risks associated with permitting
221.13.0.05 passphrases, PINS or other access codes for each separate issue or Functional |Intersects With| Use of Mobile Devices | HRS-05.5 5
device storage encryption mobile device access to organizational resources.
Mobile device ‘Agencies MUST use encryption on mobile devices communicating over - G exist to protect the confidentiality and
Full Device & Container-
22.1.14.0.01 public the Internet or non-agency controlled networks. Functional [ Intersects With| ' %% ¢2 « Sorior MDM-03  integrity of information on mobile devices through full-device or 5
encrvotion fdd container encrvption.
Mobile device ‘Agencies SHOULD use encryption for Official Information or any classified ol Dovics & Gomtaimar G exist to protect the confidentiality and
communications  information on mobile devices communicating over public infrastructure, | Functional | Intersects With | " D9"1e9 & Sone MDM-03  integrity of information on mobile devices through full-device or 5
encryption the Internet or non-agency controlied networks. fda container encryption.
‘Agencies SHOULD appl filters to th f mobile devices.
Mobile device privacy | £°"%'% apply privacyfilters tothe screens of mobile devices Centralized existto and govern Mobile Device
22.1.15.C.01 Functional Intersects With MDM-01 5
fitters Of Mobile Devices Management (MDM) controls.
‘Agencies MUST NOT enable Bluetooth functionality on mobile devices. Mechanisms exist to develop, document and maintain secure baseline
Disabling Bluetooth Secure Baseli i f Assets, dlor S
22.1.16.C.01 sabling Bluetoo Functional |Intersects With ecure Baseline CFG-02 or \ssets, and/or Services 5
functionality Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD NOT enable Bluetooth functionality on mobile devices. Mechanisms exist to develop, document and maintain secure baseline
Disabling Bluetooth Secure Baseli i f Assets, dlor S
isabling Bluetoo Functional | intersscts With ecure Baseline or6.02 or ssets, and/or Services R
functionality Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agency personnel MUST NOT disable security functions or security Mechanisms exist to develop, document and maintain secure baseline
joned. Secure Baseli i f Assets, dlor S
221.47.0.01 Configuration control_|COEUrations o a mobile device ance provsioned Functional | intersacts with ecure Baseline cro0 or ssets, and/or Services R
Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD control the configuration of mobile devices in the same Mechanisms exist to develop, document and maintain secure baseline
; g Secure Baseli i f Assets, dlor S
221.17.0.02 Configuration control | MTNer @5 devices in the agency's ofice environment Functional | intersacts with ecure Baseline cro0 or ssets, and/or Services R
Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD prevent personnel from installing unauthorised Mechanisms exist to develop, document and maintain secure baseline
d Secure Baseli i f Assets, dlor S
22.1.17.C.03 Configuration control onamobile Functional Intersects With ecure Baseline CFG-02 or ‘SSQ S and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
— [ Agencies SHOULD ensure that mobile devices have security updates ) Mechanisms exist to conduct software patching for all deployed
Maintaining mobile " ates ) Software & Firmware " " oploved
22.1.18.0.01 ) ° applied on a regular basis and are tested to ensure that the mobile devices |  Functional [ Intersects With VPM-05 |Technology Assets, Applications and/or Services (TAAS), including 5
device security Patching
are still secure. firmware.
Agenc HOULD con: 't pol heck: mobile nnect te
19118.0.02 Maintaining mobile | €M% st IOULD conduct policy checks as mobile devices connect to runctional | ntersects witn | Centratzed oM.o1 existto and govern Mobile Device s
1.18.C. agency systems. uncti i x
device security gency sy: Of Mobile Devices Management (MDM) controls.
‘Agencies MUST disable split tunnelling when using a VPN connection from Mechanisms exist to develop, document and maintain secure baseline
ti il i . B: i i {0 fe Assets, I/t i
29119001 Connecting mobile | a mobile device to connect to an agency network Functional | ntersectswitn|  Secure Basetine cro02 or ssets and/or Services s
devices to the Intemet Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD NOT allow mobile devices to connect to the Internet Mechanisms exist to develop, document and maintain secure baseline
ti il i B: i i {0 fe Asset: I/t i
19119.0.02 Connecting mobile | exceptwhen tofacilitate the ofa Functional | ntersectswitn|  Secure Basetine cro02 or ssets, and/or Services s
devices to the Internet VPN connection to an agency network. Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies MUST develop an emergency destruction plan for mobile devices. Mechanisms exist to facilitate the implementation of cloud
22.1.20.C.01 Emergency destruction Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
with industry practices.
If a cryptographic zeroise or sanitise function is provided for cryptographic Mechanisms exist to facilitate the implementation of cloud
22.1.20.0.02 Emergency destruction | keys on a mobile device it MUST be used as part of the emergency Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
with industry practices.
Agencies SHOULD ensure personnel are trained in emergency destruction Mechanisms exist to facilitate the implementation of cloud
22.1.20.0.03 Emergency destruction  |procedures and are familiar with the emergency destruction plan. Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
with industry practices.
‘Agencies SHOULD use soft labelling for mobile devices when appropriate Mechanisms exist to facilitate the implementation of cloud
221.21.0.01 Labelling to reduce their attractiveness value. Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
with industry practices.
A HOULD L licy t th -t
Unauthorised useof ge"”'esl S Ol: develop a p°[;°l;’ 0 manage the non-business or Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
uthorised u ersonal use of an agency owned device.
221.22.0.01 I geney Functional | SubsetOf | Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
¥ Geolocati
Unauthorised use of Age”c'esl SHm:"D developa ”°l[‘f: tomanage the non-business or o o Mechanisms exist to control the location of cloud processing/storage
uthorised u ersonal use of an agency owned device. uir v
22.1.22.C.01 P gency Functional | Intersects With q CLD-09  [based on business requirements that includes statutory, regulatory and 5

mobile devices

Processing, Storage and
Service Locations

contractual obligations.
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SCF Control

Relationship

Unauthorised use of

Mobile devices SHOULD NOT be used other than by personnel specifically
authorised by the agency.

Geolocation
Requirements for

Mechanisms exist to control the location of cloud processing/storage

System Controls

(See Section 18.2 - Wireless Local Area Networks)

(BYOD) Usage

devices in the workpla

221.22.0.02 Functional | Intersects With CLD-09  [based on business requirements that includes statutory, regulatory and 5
mobile devices Processing, Storage and
° contractual obligations.
Service Locations
‘Agencies MUST NOT all T te classified
Working outside the g'“c'ef e e e at comn o e Work From Anywhere Mechanisms exist to define secure telecommuting practices and
222.4.C.01 e information on mobile devices outside of secure areas uniess there is & Functional |Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5
office reduced chance of being overheard and having the screen of the device
Security and/or Data (TAASD) for remote workers.
observed.
‘Agencies allowi T te classified
Working outside the g'“c'ef @ ”W('"ipe;sg‘""eﬂ e T oo Work From Anywhere Mechanisms exist to define secure telecommuting practices and
22.2.4.C.02 e infermation outside of the office alowpersonne' 10 €0 S0 1N | ¢ nctional  |[Intersects With | (WFA) - Telecommuting | NET-14.5 | govern remote access to Technology Assets, Applications, Services 5
office public locations (e.g. public transport, transit lounges, hotel lobbies and
Security and/or Data (TAASD) for remote workers.
coffee shops).
Agencies MUST ensure mobile devices are carried in a secured state when
: Mech: t busii K ted with permitti
22.25.C.01 Carrying mobile devices |t Peing actively used, by: Functional | Intersects With| Use of Mobile Devices | HRS-05.5 | cchanisms existto manage business risks associated with permitting 5
power off; or mobile device access to organizational resources.
Dower on but pass code enabled.
1226001 Using mobilo dovices | VoN I Use mobile devices MUST be kept under continual direct Functional | intorsacts with] Use of Mobite Devices | Hns.08.5 | MEChanismS exist to manage business risks associated with permitting R
supervision. mobile device access to resources.
Travelling with mobite | /V1'e" raveling with mobile devices and media, personnel MUST retain Mechanisms exist to manage business risks associated with permittin
2227.C.01 & control over them at all times including by not placing them in checked-in |  Functional Intersects With | Use of Mobile Devices | HRS-05.5 " ge b P e 5
devices mobile device access to organizational resources.
luggage or leaving them
Travelling personnel requested to decrypt mobile devices for inspection or
927,602 Travelling with mobile | from whom mobile devices are taken out ofsight by border controlMUST | (ol ] ms-oss | Mechenisms exist to manage businss isks associated with permitting s
devices report the potential compromise of classified information or the device to mobile device access to organizational resources.
anITSM as soon as possible.
Agencies MUST ensure that when mobile devices are not being actively Mechanisms exist to manage business risks associated with permittin
2235.C.01 Storage requirements | used they are secured in accordance with the minimum physical security | Functional ~|Intersects With | Use of Mobile Devices | HRS-05.5 " ge b P e 5
mobile device access to organizational resources.
as stated in the PSR.
Agencies MUST ensure that the area within which mobile devices are used Mochanisms exist to manage businoss fisks associated with permittin
22.36.C.01 Processing requirements | mets the minimum physical security requirements as stated inthe PSR. |  Functional Intersects With | Use of Mobile Devices | HRS-05.5 " ge b P © 5
mobile device access to organizational resources.
Agencies MUST undertake a risk assessment and implement appropriate Mechanisms exist to conduct recurring assessments of risk that
controls BEFORE implementing a BYOD Policy and permitting the use of includes the likelihood and magnitude of harm, from unauthorized
22.47.C.01 Risk Assessment  |BYOD. Functional |Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
's Assets, Services and/or Data
(TAASD).
‘Agencies MUST take an integrated hto BYOD security,
gle"m‘s " eg‘” ORI o covering Bring Your Own Device Mechanisms exist to implement and govern a Bring Your Own Device
22.4.7.C.02 Risk Assessment | PO1IOY: raining, support, systems architecture, security, systems Functional | Intersects With L AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
management, change management, incident detection & management and (BYOD) Usage
devices in the workplace.
business continuity.
BYOD MUST only be permitted for agency information systems up to and aring Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.48.C.01 Applicability and Usage |including RESTRICTED. Functional | Intersects With %BVOD) o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workl
BYOD MUST NOT be used for CONFIDENTIAL, SECRET or TOP SECRET aring Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.48.C.02 Applicability and Usage |systems. Functional | Intersects With %BVOD) o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workl
Devices that have been "jail-broken”, "rooted" or have settings violations
2249001 Technical Controts | MUST NOT be used for any agency business or be allowed to Gonnect to Functional | intersacts with| Use of Mobile Devices | Hs.05.5 | Mechanisms exist to manage business risks associated with permitting R
any agency systems UNLESS this been specifically authorised. mobile device access to organizational resources.
‘Agencies may identify additional policy provisions and controls that are aring Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.01 BYOD Policy required, based on their assessment of risk. Agencies MUST implement the |  Functional | Intersects With %BVOD) e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
dditional controls and protocols before i & devices i the workol
Agencies MUST implement a BYOD acceptable use policy, agreed and aring Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.410.0.02 BYOD Policy signed by each person using a BYOD device. Functional | Intersects With %BVOD) e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workl
The agency's policy MUST clearly establish eligibility of personnel for aring Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.410.0.03 BYOD Policy participation in the agency BYOD scheme. Functional | Intersects With %BVOD) e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workl
Personnel MUST have written authorisation (usually managerial approval) aring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.c.04 BYOD Policy before a connection is enabled (on-boarding). Functional | Intersects With %BVOD) e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workpl
Written authorisation MUST include the nature and extent of agency
access approved, considering: Mechanisms exist to implement and govern a Bring Your Own Device
Bring Your Own Device
22.4.10.0.08 BYOD Policy time, day of the week; Functional | Intersects With 8YOD) Usags AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
location; and & devices in the workplace.
local or roaming acce
Procedures MUST be established for removal of agency installed software aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.06 BYOD Policy and any agency data when the user no longer has a need to use BYOD, is | Functional |Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
or ceases ff-boarding). “ devices in the workpla
Standard Operating Procedures for the agency's BYOD network MUST be aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.07 BYOD Policy established. Functional | Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
Provision MUST be made for contractors and other authorised non- aring Your Own Device Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10..08 BYOD Policy employees. It is at the agency's discretion whether this activity is Functional | Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
permitted. The risk MUST reflect this factor. “ devices in the workpla
Ownership of data on BYOD devices MUST be clearly articulated and aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10..00 BYOD Policy agreed. Functional | Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
Agency policies MUST clearly artioulate the separation between corporate aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.10 BYOD Policy support and where individuals are responsible for the maintenance and Functional | Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
support of their own devices. 2 devices in the workpla
Agency policies MUST clearly articulate the acceptable use of any GPS or aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.11 BYOD Policy other tracking capability. Functional | Intersects With fBVODj e AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
Individual responsibility for the cost of any BYOD device and its aring Your Own Deavice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.0.12 BYOD Policy accessories MUST be agreed. Functional | Intersects With ?BVOD' e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
Individual responsibility for replacement in the event of loss or theft MUST aring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.410.0.13 BYOD Policy be agreed. Functional | Intersects With %Bvom e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
d ‘M;JSB:ZED based fi (Ol[meu ti-mal e it d fuf Bring Your Own D. Mechanisms exist to implement and govern a Bring Your Own Device
ny man - i nd anti-m: nd for ring Your Own Device
22.410.C.14 BYOD Policy any mandate ased firewalls and anti-malware software and fo Functional | Intersects With g AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
implementing operating system updates and patches on their device. (BYOD) Usage ’
devices in the workplace.
The procedures for purchasing and installing business related applications Bring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.10.C.15 BYOD Policy on the mobile devices MUST be specified and agreed. Functional Intersects With %BVOD' Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
The responsibility for payment of voice and data plans and roaming Bring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.410.0.16 BYOD Policy charges MUST be specified and agreed. Functional | Intersects With %BVODD e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
5YOD Infrastructure and | A S€CUTIY architestural review MUST be undertaken by the agency before ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.11.C.01 allowing BYOD devices to connect to agency systems. Functional Intersects With AST-16 (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage op)p
devices in the workola
5YOD Infrastructure and | TN BYOD network segment MUST be sgregated from other slements of ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.411.0.02 the agency's network. Functional | Intersects With AST-16  |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage op)p
devices in the workpla
BYOD Infrastructure and | A€STCIes MUST architecturally separate guest and public facing networks ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.11.C.03 from BYOD networks. Functional Intersects With AST-16 (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage op)p
devices in the workola
YO Infrastruture and | NEEWOTK policies and i MUST ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.4.11.C.04 allow access to agency resources ONLY through the BYOD network Functional Intersects With AST-16 (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage )
segment. devices in the rkpla
BYOD Infrastruture and | AGCESS to intemal resources and servers MUST be carefully managed and ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.411.0.08 confined to only those services for which there is a defined and properly Functional | Intersects With AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls ’ (BYOD) Usage )
thorised business devices in the workpla
5YOD Infrastructure and | Wireless acoess points used for access to agency networks MUST be ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
22.411.0.06 implemented and secured in accordance with the directions in this manual | Functional | Intersects With AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
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BYOD Infrastructure and

Bluetooth on BYOD devices MUST be disabled while within designated

Bring Your Own Device

Mechanisms exist to implement and govern a Bring Your Own Device

22.411.0.07 secure areas on agency premises. Functional | Intersects With AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls ure ar gency premi (BYOD) Usage Levice:’:‘i o reducert ated with personally-ow
5YOD Inrastrustur amg |ASG858 Controls MUST be implemented in accordance with Chapter 16 - i Your Own Devios Mechanisms exist to implement and govern a Bring Your Own Device
22.411.0.08 Access Control. Functional | Intersects With| °"'"% AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage e o
5YOD Iirastrustur amg | AEoNGies MUST maintain a st of permitted operating systems, including i Your Own Devios Mechanisms exist to implement and govern a Bring Your Own Device
22.4.11.C.00 operating system version numbers, for BYOD devices. Functional | Intersects With| °"'"% AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage e o
YOD Inrastrustura amg | AE5NGieS MUST check each BYOD device for malwiare and sanitise the i Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
22.411.C.10 device appropriately before installing agency software or operating Functional | Intersects With| °'"¢ AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage e o
YOD Infrastrustura amg | AZ6NCie MUST check each BYOD device for malwiare and sanitise the i Your Own Davics Mechanisms exist to implement and govern a Bring Your Own Device
224.11.0.11 device appropriately before permitting access to agency data. Functional | Intersects With| °"¢ AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage e e
BYOD MUST have a Mobile Device Management (MDM) solution
implemented with a minimurm of the following enabled:
The MDM is enabled to "wipe” devices of any agency data if lost or stolen;
If the MDM cannot discriminate between agency and personal data, all
data, including personal data, is deleted if the device is lost or stolen;
The MDM is capable of remotely applying agency security configurations
for BYOD devices;
Mobile device security configurations are validated (health check) by the
BYOD Infrastructure ang |MDM before a device is permitted to connect to the agency's systems; ring Your Own Dovice Mechanisms exist to implement and govern a Bring Your Own Device
224.11.012 Systerm Controls | /2il-broken", "rooted" or settings violations MUST be detected and Functional | Intersects With (BY0D) Usage AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
v isolated; devices in the workplace.
“Jail-broken" devices are NOT permitted to access agency resources;
Access to agency resources is limited until both the device and user s fully
compliant with policy and SOPs;
Auditing and logging is enabled; and
Changes of Subscriber Identity Module (SIM) card are monitored to allow
remote blocking and wiping in the event of theft or compromise.
Intrusion detection systems MUST be implemented. Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
nfrastructure an Functional | Intersects With| "8 Yourownbevice | ,or 16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage p o
evices in the
Continuous monitoring MUST be established to detect actual or potential Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
22.411.C.14 Nrastructure and | (o : urity compromises or incidents from BYOD devices. Refer also to Functional | Intersects With| "8 YourownDevice | ,or 16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage
Chapter6- Security Monitoring. devices inthe
Agencies MUST maintain a list of approved cloud applications that may be Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
22.411.C.15 nfrastructure and | eq on BYOD devices. Functional | Intersects With| "8 YourownDevice | ,or 16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage p o
evices in the
‘Agencies MUST block the use of unapproved cloud applications for Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
22.411.C.16 Sysr"e':sc'::‘:;za" processing any agency or organisational data. Functional | Intersects With ”"‘fB:O":)' Us"ag:‘"ce AST-16 LBVOD) prt:iram to reduce risk associated with personally-owned 5
evices in the
5YOD Iirastrusture ang |EYOP devices MUSTNOT be permitted direct connection to nternal hosts, i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
224.41.017 including all other devices on the local network. Functional | Intersects With| =" AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage p o
evices in the
BYOD devices connecting to guest and public facing networks MUST NOT Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
nrastructure and | o o ermitted access to the corporate network other than through a VPN Functional | Intersects With| "8 YourownDevice | ,or 16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage
over the Internet. devices in the
Bluetooth on BYOD devices SHOULD be disabled while within agency Mechanisms exist to implement and govern a Bring Your Own Device
BYOD Infrastructure and Bring Your Own D
22.411.C.19 nrastructure and | o mises and while accessing agency systems and data. Functional | Intersects With| "8 YourownDevice | ,or 16 |(BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage p o
evices in the
5YOD Ifrastructure amg |EYOP devices and systems SHOULD use Mult-factor (at east two-factor) i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.11.0.20 authentication to connect to agency systems and prior to being permitted |  Functional  [Intersects With| °'"& AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
System Controls (BYOD) Usage
access to agency data. devices in the
Wireloas 108/ 1P | AgeNcies MUST implement a wireless IDS /IPS on BYOD wireless networks. i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.412.0.01 o Functional | Intersects With ?BVOD} o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
’ © devices in the workpla
Wirotos1Ds /1P | ASNGies MUST implement rogue AP and wireless "hot spot” detection and Mechanisms exist to test for the presence of Wireless Access Points
22.4.42.0.02 araroms implement response procedures where detection ocours. Functional | Intersects With | Rogue Wireless Detection| NET-15.5 | (WAPs) and identify all authorized and unauthorized WAPS within the 5
Wirelous 1Ds/1ps | ASNGies SHOULD conduct a baseline survey to dentiy: Mechanisms exist to test for the presence of Wireless Access Points
22.412.0.03 o Allauthorised devices and APs; and Functional | Intersects With | Rogue Wireless Detection| NET-15.5 |(WAPs) and icentify all authorized and unauthorized WAPs within the 5
v Any devices and APs.
‘Any agency data exchanged with the mobile device MUST be encrypted in o Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.443.0.01 BYOD Device Controls |transit (See Chapter 17 - Cryptography). Functional | Intersects With fBVODj o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
‘Any agency data stored on the device MUST be encrypted (including keys, i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.0.02 BYOD Device Controls | certificates and other essential session establishment data). Functional | Intersects With fBVODj o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
—
::e “Seb"l' "!‘“,E‘ e e ot W'a"iu’ i:"'lard : on Bring Your Own D Mechanisms exist to implement and govern a Bring Your Own Device
22.413.C.03 BYOD Device Controls |'c MoPILe device © established for each authorised sessionforany | - ¢ ionat  fintersects with| o8 Yourownbevice | or 16 |(BYOD) program to reduce risk associated with personally-owned 5
data. These MUST be non-p and be (BYOD) Usage dovicos mah workplacs
removed at the end of each session. ;
Any sensitive agency data MUST be removed and securely deleted, or i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.0.04 BYOD Device Controls |encrypted at the end of a session. Functional | Intersects With fBVODj o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
Connections to the agency network MUST be time limited to avoid leaving a i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.413.0.05 BYOD Device Controls |session "logged on". Functional | Intersects With fBVODj o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
c between the mobile device and the agency network i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.0.06 BYOD Device Controls | MUST be established through a Virtual Private Network (VPN). Functional | Intersects With fBVODj o AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
© devices in the workpla
‘Agencies MUST disable split-tunnelling when using a BYOD device to i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.C.07 BYOD Device Controls |connect to an agency network (See Section 21.1 - Agency Owned Mobile Functional Intersects With %BVOD) Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
Devices). © devices in the workpla
Agencies MUST disable the ability for a BYOD device to establish i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.C.08 BYOD Device Controls |simultaneous connections (e.g. wireless and cellular) when connected to Functional Intersects With %BVOD) Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
an agency's network. ® devices in the rkpla
The use of passwords or PINs to unlock the BYOD device MUST be i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.13.C.09 BYOD Device Controls |enforced in addition to all other agency authentication mechanisms. Functional Intersects With %BVOD) Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
N devices in the workpla
BYOD device passwords MUST be distinct from any agency access and i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22.413.0.10 BYOD Device Controls | authentication passwords. Functional | Intersects With %BVOD) e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
BYOD passwords MUST be distinct from other fixed or mobile agency i Your Own Devics Mechanisms exist to implement and govern a Bring Your Own Device
22443.C.11 BYOD Device Controls | network tion 16.1 - and Functional | Intersects With %svon) e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
for details on password © devices in the workpla
‘Agencies SHOULD compile a list of approved BYOD devices and operating i Your Own Deavics Mechanisms exist to implement and govern a Bring Your Own Device
22.414.0.01 Additional Controls  |systems for the guidance of staff. Functional | Intersects With %BVOD) e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
‘Agencies SHOULD consider the implementation of Data Loss Prevention i Your Own Deavics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.14.C.02 Additional Controls (DLP) technologies. Functional Intersects With %BVOD) Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
N devices in the workola
‘Agencies SHOULD consider the use of bandwidth imits as a means of i Your Own Deavics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.14.C.03 Additional Controls controlling data downloads and uploads. Functional Intersects With %BVOD) Usage AST-16 (BYOD) program to reduce risk associated with personally-owned 5
N devices in the workpla
‘Agencies SHOULD take legal advice on the provisions in their BYOD policy. i Your Own Deavics Mechanisms exist to implement and govern a Bring Your Own Device
22.4.14.C.08 Additional Controls Functional | Intersects With fBVOD) e AST-16 |(BYOD) program to reduce risk associated with personally-owned 5
© devices in the workola
Cloud sacurt ‘Agencies MUST clearly identify and understand where classification, Mechanisms exist to facilitate the implementation of cloud
23.1.54.C.01 ey |security domain, and trust zone boundaries exist prior to implementation | Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
or adobtion of public cloud services. with industry practices.
Cloud sacurt ‘Agencies MUST clearly identify and understand where classification, Cloud Soourt Mechanisms exist to ensure the cloud security architecture supports
23.1.54.C.01 ¥ |security domain, and trust zone boundaries exist prior to implementation | Functional | Intersects With Y CLD-02 | the organization's technology strategy to securely design, configure and 5

boundaries

or adoption of public cloud services.

Architecture

maintain cloud
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Cloud security

Where multiple identity systems under different security policies are used
to control access to an agency's instance of a public cloud service, the

Mechanisms exist to facilitate the implementation of cloud

shared infrastructure

Environments

customer (tenant) user access is appropriately segmented from other
tenant users.

23.1.54.0.02 o torias instance MUST be considered to be in a separate security domain from Functional | Subset Of Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 10
services where access control is managed solely by the agency's identity with industry practices.
system.
Where multiple identity systems under different security policies are used
to control access to an agency's instance of a public cloud service, the Mechanisms exist to ensure the cloud security architecture supports
Cloud security Cloud Security A
23.1.54.C.02 o instance MUST be considered to be in a separate security domain from Functional | Intersects With oo CLD-02  [the organization’s technology strategy to securely design, configure and 5
services where access control is managed solely by the agency's identity maintain cloud employments.
svstem.
‘Agencies MUST clearly identify and understand their cloud service Mechanisms exist to ensure multi-tenant owned or managed assets
234.65.0.01 Shared responsibilty |providers security for each ser d, and the Functional | intersacts with Multi-Tenant Glb.os | (Physical andvirtual are designed and governed such that provider and s
modet aspects of security that the agency s responsible for, prior to Environments customer (tenant) user access is appropriately segmented from other
or adoption of the service. tenant users..
‘Agencies MUST clearly identify and understand their cloud service Mechanisms exist to formally document a Customer Responsibility
234.65.0.01 Shared responsibilty |providers security for each ser d, and the Functional | intersacts witn | Customer Responsibilty | o | Matrix (CRM), delineating assigned responsibilites for security, s
modet aspects of security that the agency s responsible for, prior to Matrix (CRM) compliance and resilience controls between the Cloud Service Provider
or adotion of the service. (CSP) and its cust
‘Agencies SHOULD clearly document the aspects of security they and their Mechanisms exist to ensure multi-tenant owned or managed assets
23465000 Shared responsibility | provider are responsible for. Functional | intersacts with Multi-Tenant Glb.os | (Physical and virtual are designed and governed such that provider and R
modet Environments customer (tenant) user access is appropriately segmented from other
tenant users..
‘Agencies SHOULD clearly document the aspects of security they and their Mechanisms exist to formally document a Customer Responsibility
23465000 Shared responsibility | provider are responsible for. Functional | intersacts witn | Customer Responsibilty | o | Matrix (CRM), delineating assigned responsibilites for security, R
modet Matrix (CRM) compliance and resilience controls between the Cloud Service Provider
(CSP) and its cust
‘Agencies SHOULD review existing security processes to ensure Mechanisms exist to ensure multi-tenant owned or managed assets
234.65.0.08 Shared responsibility | compatibility with their cloud service providers responsibilities. Functional | intersacts with Multi-Tenant Glb.os | (Physical andvirtual are designed and governed such that provider and R
modet Environments customer (tenant) user access is appropriately segmented from other
tenant users..
‘Agencies SHOULD review existing security processes to ensure Mechanisms exist to formally document a Customer Responsibility
234.65.0.08 Shared responsibility | compatibility with their cloud service providers responsibilities. Functional | intersacts witn | Customer Responsibility | o | Matrix (CRM), delineating assigned responsibilites for security, R
modet Matrix (CRM) compliance and resilience controls between the Cloud Service Provider
(CSP) and its cust
‘Agencies SHOULD deploy and manage their cloud infrastructure using Mechanisms exist to ensure the cloud security architecture supports
Automation and Cloud Security
23.1.56.C.01 automation, version control, and infrastructure as code techniques where |  Functional | Intersects With CLD-02  |the organization's technology strategy to securely design, configure and 5
infrastructure as code Architecture "
these are available. maintain cloud
‘Agencies MUST update their risk assessment process to account for public Mechanisms exist to identify:
cloud specific risks, prior to implementation or adoption of public cloud (1) Assumptions affecting risk assessments, risk response and risk
con. toring:
Understanding levels of | ™% ";“g‘ °”:‘g s affecting riok o riok ariok
23.2.16.0.01 assurance for public Functional | Intersects With Risk Framing Rsico1.1 |(2) Constraints affecting sk assessments, fisk response andris 5
monitoring;
cloud
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
Understanding levels of | Agencies MUST update their risk assessment process to account for public
g & o P! o Impact-Level Mechanisms exist to prioritize the impact level for Technology Assets,
23.2.16.0.01 assurance for public | cloud specific risks, prior to implementation or adoption of public cloud Functional | Intersects With RSK-02.1 5
. Prioritization Applications and/or Services (TAAS) to prevent potential disruptions.
cloud services.
‘Agencies MUST undertake a cloud specific risk assessment in line with the Mechanisms exist to conduct recurring assessments of fisk that
Understanding levels of |process outlined by the GCDO for each public cloud service, prior to includes the likelihood and magnitude of harm, from unauthorized
23.2.16.0.02 assurance for public | implementation or adoption of public cloud services. Functional |Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
cloud ion's Assets, Services and/or Data
(TAASD).
Understanding levels of | Agencies MUST NOT accredit public cloud services for use with data Authorize Technology Mechanisms exist to compel data and/or process owners to obtain
23.2.16.0.08 assurance for public | classified CONFIDENTIAL, SECRET, or TOP SECRET. Functional |Intersects With| ~ Assets, i GOV-15.4 forthe use of each Asset, 5
cloud and/or Services (TAAS) Application and/or Service (TAAS) under their control.
Understanding levels of | Agencies MUST NOT accredit public cloud services for use with data exist to ensure Assets, and/or
23.2.16.0.08 assurance for public | classified CONFIDENTIAL, SECRET, or TOP SECRET. Functional |Intersects With| Security Authorization | I1AO-07  Services (TAAS) are officially authorized prior to "go live" in a production 5
cloud
Understanding levels of | Agencies MUST NOT accredit public cloud services to host, process, store, Authorize Technology Mechanisms exist to compel data and/or process owners to obtain
23.2.16.0.04 assurance for public | or transmit NZEO endorsed information. Functional |Intersects With|  Assets, Applicati GOV-15.4 for the use of each Asset, 5
cloud and/or Services (TAAS) Application and/or Service (TAAS) under their control.
Understanding levels of | Agencies MUST NOT acoredit public cloud services to host, process, store, exist to ensure Assets, Applications and/or
23.2.16.0.04 assurance for public | or transmit NZEO endorsed information. Functional |Intersects With| Security Authorization | I1AO-07 Services (TAAS) are officially authorized prior to "go live" in a production 5
cloud
Agencies MUST consider risks to the availability of systems and Mechanisms exist to identify:
information in their design of cloud systems architectures, supporting (1) Assumptions affecting risk assessments, risk response and risk
controls, and governance processes prior to implementation or adoption of monitoring;
ices. 2) Constraints affecting risk ts, risk d risk
23.2.17.C.01 System availability | PUPlic cloud services Functional | Intersects With Risk Framing Rok-01.1 |(2) Constraints affecting risk assessments, risk response and ris| 5
monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
Agencies MUST consider risks to the availability of systems and
232.17.6.01 Systom availabiity | "ETMation n their design of cloud systems architectures, supporting Functionat | intersacts with Impact Level RSK.02.1 | Mechanisms exist to proritze the impact evel for Technology Assets, s
controls, and governance processes prior to implementation or adoption of Prioritization Applications and/or Services (TAAS) to prevent potential distuptions.
public cloud services.
Agencies SHOULD obtain regular assurance checks on cloud service Mechanisms exist to compel data and/or process owners to monitor
Regular assurance | PTOViders, ensuring they have been undertaken by a suitably qualified Technology Assets, Applications, Services and/or Data (TAASD) under
23.2.18.C.01 e assessor. Functional |Intersects With|  Monitor Controls GOV-15.5  |their control on an ongoing basis for applicable threats and risks, as 5
Wwell as to ensure security, compliance and resilience controls are
operating as intended.
Rogular aseurance | EnCIeS SHOULD obain regular assurance chiecks on cloud service Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
23.2.18.C.01 B providers, ensuring they have been undertaken by a suitably qualified Functional | Intersects With| ~ Resilience Controls CPL02 | controls oversight function that reports to the organization's executive 5
assessor. Oversight i
‘Agencies SHOULD obtain regular assurance checks on cloud service Mechanisms exist to validate that Technology Assets, Applications,
Re 1 i i trol fe ity i/or Data (TAASD) fe to the ization' ity,
232.18.6.01 egularassurance | providers, ensuring they have been undertaken by a suitably qualified Functional | intersectswitn|  Control Conformity CpLga |Services and/or Data (TAASD) conform to the organization's security s
checks assessor Monitoring compliance and/or resilience policies, standards and other applicable
Agenc HOULD obtain lar ran hecks on cl f
Regular assurance ee Z'es sHou °‘l:| a'h 'eg”ba Ess"da:ic Ec s _‘° :l““ s L";?ed Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
ular assur roviders, ensuring they have been undertaken by a suitably qualifie ) . ) : )
23.2.18.C.01 © P P : g they Y va Functional |Intersects With| Security, Compliance & | CPL-03.2 |and/or Services (TAAS) for adherence to the organization's security, 5
assesso; Resilience Controls compliance and/or resilience policies and standards.
Cloud service providers - | Agencies MUST obtain assurance that cloud service providers undertake Mechanisms exist to facilitate the implementation of cloud
23.2.19.0.01 patching and software | appropriate software and operating system patching and maintenance. Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
with industry practices.
Cloud service providers - | Agencies MUST obtain assurance that cloud service providers undertake ) ]
N N . Mechanisms exist to facilitate the implementation of third-party
23.2.19.0.01 patching and software | appropriate software and operating system patching and maintenance. Functional | SubsetOf | Third-Party Management | TPM-01 10
management controls.
] ] ‘Agencies MUST obtain assurance that cloud service providers undertake exist o require for applicabl
Cloud service providers - te soft d operating system patching and maint Third-Party Contract security, compliance and resilience requirements with third-parties,
. irc- i i ilience require with third-parties,
23.2.19.C.01 patching and software | 2PPrOPriate software and operating system patehing and maintenance. Functional | Intersects With Y TPM-05 urity, comp quireme P 5
£ Requirements. reflecting the needs to protect its Assets,
maintenance
Services and/or Data (TAASD).
Cloud service providers - | Agencies MUST obtain assurance that cloud service providers undertake ) )
23.2.19.C.01 patching and software | appropriate software and operating system patching and maintenance. Functional | Intersects With Vulnerability VPM-02 exist to ensure that are properly identified, 5
A : Remediation Process tracked and remediated.
Cloud service providers - | Agencies MUST obtain assurance that cloud service providers undertake ) l
. : : Conti exist to address new threats and vulnerabilities on an
23.2.19.0.01 patching and software | appropriate software and operating system patching and maintenance. Functional | Intersects With ° ! VPM-04 nanisms ° 5
Remediation Activities ongoing basis and ensure assets are protected against known attacks.
Cloud service providers - | Agencies MUST obtain assurance that cloud service providers undertake Software & Fnmware Mechanisms exist to conduct software patching for all deployed
23.2.19.0.01 patching and software | appropriate software and operating system patching and maintenance. Functional | Intersects With o VPM-05 |Technology Assets, Applications and/or Services (TAAS), including 5
g firmware.
Assurance around | Agencies MUST obtain assurance that technical protections exist to Cloud Securit Mechanisms exist to ensure the cloud security architecture supports
23.2.20.C.01 workload isolation on | adequately isolate tenants. Functional | Intersects With etore CLD-02  [the organization’s technology strategy to securely design, configure and 5
shared maintain cloud
Assurance around | AEencies MUST obtain assurance that technical protections exist to Mechanisms exist to ensure multi-tenant owned or managed assets
dequately isolate tenants. Multi-Tenant hysical and virtual) are designed and governed such that provider and
23.2.20.C.01 workload isolation on | 29°auately isolate tenants Functional | Intersects With e coos | PV virtual) are desig gove u provider 5
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Agencies SHOULD make use of the GCSB endorsed baseline security Mechanisms exist to develop, document and maintain secure baseline
23221001 Use of baseline security |templates where applicable. Functional | intersectewatn|  Secure Basetine cro0 for Assets, and/or Services s
templates Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Agencies SHOULD make use of the GCSB endorsed baseline security Configure Technology
Use of baseline security |templates wh licabl Assets, Applications exist to configure Assets, nd
23.2.21.C.01 Y |templates where applicable. Functional | Intersects With - App! CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
templates and/or Services (TAAS) P
for High-Risk Areas © -
‘Accounts used to perform privileged actions SHOULD NOT be Mechanisms exist to separate privileged accounts between
233.18.0.01 Privileged account | synchronised between environments. Functional | intersectewin|  Privileged Account 1AG16.p | nfrastructure environments to reduce the risk of a compromise in one R
separation Separation infrastructure environment from laterally affecting other infrastructure
Where administration interfaces or portals are accessible from the Automated mechanisms exist to enforce Multi-Factor Authentication
interet, privileged accounts MUST be configured to use multiple factors of (MFA) for:
Usemameand | authentication. Mutti-Factor (1) Remote network access;
23.3.19.0.01 Functional | Intersects With IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
passwords Authentication (MFA)
and/or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Where cloud service interfaces or portals are accessible from the internet, Automated mechanisms exist to enforce Multi-Factor Authentication
user accounts SHOULD be configured to use multiple factors of (MFA) for:
Usemameand | authentication. Mutti-Factor (1) Remote network access;
23.3.19.0.02 Functional | Intersects With IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
passwords Authentication (MFA)
and/or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Staff offboard MUST be updated to includ ing all
aff offboarding processes © updated to inolude removing a User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
23.3.20.C.01 Offboarding access to public cloud based services, prior to implementation or adoption|  Functional [ Intersects With IAC-07 5
Provisioning registration process that governs the assignment of access rights.
of public cloud services.
‘Agencies MUST ensure that relying parties continually verify the bl Key Infrastractare Mechanisms exist to securely implement an internal Public Key
23.321.0.01 Authentication  |authenticity of their identity providers responses, through for example, Functional ~ Intersects With y(m) CRY-08 |Infrastructure (PKI) infrastructure or obtain PKI services from a 5
o ic signing of ion reauests and response: reputable PK! service provider.
‘Agencies MUST that rel i tinually verify th
gencies MUST ensuro that relying parties continually verify the Cryptographic Key exist to facilitate ic key controls
23.3.21.C.01 Authentication  |authenticity of their identity providers responses, through for example, Functional | Intersects With CRY-08 5
of ther h Management to protect the confidentiality, integrity and availability of keys.
cl signing of reauests and response:
‘Agencies MUST ensure that relying parties continually verify the ‘Automated mechanisms exist to enable the use of organization-defined
23.3.21.0.01 Authentication |authenticity of their identity providers responses, through for example, Functional ~ [Intersects With| Certificate Authorities | CRY-11 |Certificate Authorities (CAS) to facilitate the establishment of 5
e ic signing of requests and respon: protected sessions.
‘Agencies SHOULD ensure that relying parties use all available information bl Key Infrastractare Mechanisms exist to securely implement an internal Public Key
23.3.22.0.01 Relying parties | from the identity provider to inform access control decisions. Functional ~ Intersects With y(m) CRY-08 |Infrastructure (PKI) infrastructure or obtain PKI services from a 5
reputable PKI service provider.
‘Agencies SHOULD ensure that relying parties use all available information ) )
) ) Cryptographic Key exist to facilitate key controls
23.3.22.0.01 Relying parties | from the identity provider to inform access control decisions. Functional | Intersects With CRY-08 5
Management to protect the confidentiality, integrity and availability of keys.
‘Agencies SHOULD ensure that relying parties use all available information ‘Automated mechanisms exist to enable the use of organization-defined
23.3.22.0.01 Relying parties | from the identity provider to inform access control decisions. Functional ~ [Intersects With| Certificate Authorities | CRY-11 |Certificate Authorities (CAS) to facilitate the establishment of 5
protected sessions.
For each cloud service, agencies MUST ensure that the mechanisms used
el X Mechanisms exist to ensure cloud services are designed and
Data protection © protect data meet agency requirements. Cloud so gy Assets, and/or Services (TAAS)
23.49.C.01 Functional | Intersects With cLD-01.1 5
mechanisms Onboarding are securedin with applicabl standards,
as well as statutory, regulatory and contractual obligations.
Age”z'l“ 'I'USJb”p"’E‘E :“’y '“a"ag"‘,’“et’“ "LT’;S:" 5“"”:‘[,’“' :"":""““"5 Mechanisms exist to ensure cloud services are designed and
Dataprotection | PHPUC cloudbefore storing organisational data in a public clou Cloud so Assets, and/or Services (TAAS)
23.49.C.02 ¢ environment. Functional | Intersects With cLp-ot.1 - ' 5
mechanisms Onboarding are securedin with applicabl standards,
as well as statutory, regulatory and contractual obligations.
‘Agencies MUST update k tplans t tfor diff
Data protection gencies MUST updats key management plans to account for differences Cryptographic Key exist to facilitate ic key controls
23.4.9.C.02 in public cloud before storing organisational data in a public cloud Functional | Intersects With CRY-08 5
mechanisms Management to protect the confidentiality, integrity and availability of keys.
Data protection | AEncies MUST update key management plans to account for diferences External System Mechanisms exist to maintain control of cryptographic keys for
23.4.9.C.02 in public cloud before storing organisational data in a public cloud Functional ~[Intersects With|  CryptographicKey | CRY-09.7 ° 5
mechanisms control encrypted material stored or transmitted through an external system.
‘Agencies MUST their k t plan incl on
genc‘les du‘s Fenaur ey janagem{en tplan e udes proision for Mechanisms exist to ensure cloud services are designed and
Data protection | ™E"tIng data from the cloud environment where t was created. ) Cloud igured so gy Assets, and/or Services (TAAS)
23.4.9.C.03 Functional | Intersects With ' cLD-01.1 5
mechanisms Onboarding are securedin with applicabl standards,
as well as statutory, regulatory and contractual obligations.
bota rotection | AESNGies MUST ensure their key management plan includes provision for Crvtogaphic Ko ot o facilitate ontrots
ke
23.4.9.C.03 prote migrating data from the cloud environment where it was created. Functional | Intersects With fyptographic Key CRY-09 tate Y ma 5
mechanisms Management to protect the confidentiality, integrity and availability of keys.
bota rotection | AESNGies MUST ensure their key management plan includes provision for External System Mochanisms exist to maintain contralof orvptogrannic keys for
23.4.9.C.03 prote migrating data from the cloud environment where it was created. Functional |Intersects With|  Cryptographic Key CRY-09.7 fyptographic key: 5
mechanisms P encrypted material stored or transmitted through an external system.
ontrol
A MUST apply the principle of least privilege and confi - .
gencies MUST apply the principle of least privilege and configure service Mechanisms exist to ensure cloud services are designed and
endpoints to restrict access to authorised parties. : ;
. Cloud so Assets, and/or Services (TAAS)
23.4.10.0.01 Data accessibility Functional | Intersects With cLD-01.1 - ! o 5
Onboarding are secured in with licabls standards,
as well as statutory, regulatory and contractual obligations.
‘Agencies MUST apply the principle of least privilege and confi i
g:"'“ef ‘us B °ge and configure service Mechanisms exist to utilize the concept of least privilege, allowing only
. |endpoints to restrict access to authorised parties. ) ! :
23.4.10.C.01 Data accessibility P P Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 5
tasks in accordance with organizational business functions.
‘Agencies MUST identify where dat tion with a public cl Geolocat
gencies ‘us d. entify wi er: da T ;:ed in l:oml:vnc ion \:- ka pumlc‘c oud fo z“:;:;'tus"fcr Mechanisms exist to control the location of cloud processing/storage
23.4.11.0.01 Data location service s stored or processed, including any replicas or backups thatmay | - ¢ ncrional | Intersects With au CLD-09  [based on business requirements that includes statutory, regulatory and 5
be created. Processing, Storage and
! contractual obligations.
Service Locations
f publ i T Geolocati
. arising from data location. Any actions required to mitigate these risks ) °
23.4.11.C.02 Data location 8 v > real & Functional | Intersects With au CLD-09  [based on business requirements that includes statutory, regulatory and 5
must be identified and documented prior to implementation or adoption of Processing, Storage and '
3 ! contractual obligations.
public cloud services. Service Locations
Agencies MUST update their disaster recovery plans prior to storing or Mechanisms exist to facilitate the implementation of contingency
Revise disaster recovery |replicating data in public cloud services, to ensure these plans address Business Continuity planning controls to help ensure resilient Technology Assets,
23.4.12.0.01 plans toinclude data in |any cloud-specific aspects of backup and recovery. Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
public cloud (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
When planning tests of disaster recovery processes in accordance with Mechanisms exist to facilitate the implementation of contingency
Revise disaster recovery 6.4.6 Backup strategy, agencies MUST include tests of any cloud-specific Business Continuity planning controls to help ensure resilient Technology Assets,
23.4.12.0.02 plans toinclude data in | data recovery processes. Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g. Continuity of Operations Plan 10
public cloud (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
‘Agencies MUST have a defined exit strategy for each public cloud service existto loud services are so
23.413.6.01 Data retrievaland | they consume, including a process by which their data can be retrieved and | ol Cloud nfrastructure | ) o that data s securely transitioned to new systems o archived in s
removal erased from the cloud service as part of contract termination. Offboarding with standards, as well as
statutory, regulatory and i
‘Agencies MUST ensure all data they need to retain is retrieved from the isms exist to loud services are so
. : esioning. oud N N :
23.413.C.02 Data retrievaland | cloud service provider prior to decommissioning. Functional | ntersocts witn|  CleUd Infrastructure | o |that datais securely transitioned to new systems or archived in s
removal Offboarding with standards, as well as
statutory, regulatory and i
‘Agencies MUST have assurance that no agency-owned data is retained on isms exist to loud services are so
i i iSSi . it I t h i
23.413.6.08 Dataretrievaland |the cloud service being decommissioned Functional | ntersocts witn|  CleUd Infrastructure | o |that datais securely transitioned to new systems or archived in s
removal Offboarding with standards, as well as
statutory, regulatory and
Agencies MUST understand the range of logging capabilities provided by Mechanisms exist to establish the scope of assessments by defining
Logging public cloud | eI cloud service providers and determine whether they are suffcient for the assessment boundary, according to people, processes and
235.10.0.01 A, agency needs. Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.

Secure Controls Framework (SCF)

740f75



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

[T T New Zealand - Information Security Manual (ISM) v3.9
URI

Focal
Published STRM URI

nzism.gesb.govt.

P L -3-9.pdf

STRM S Controls Fi k (SCF] Sti th of
FDE Name Focal Document Element (FDE) Description SCF Control o I CROIKIISCE) reng
Rationale Control Description Relationshi
Agencies MUST understand the range of logging capabilities provided by Mechanisms exist to formally assess the security, compliance and
their cloud service providers and determine whether they are sufficient for i in Assets, and/or Services
Logging public cloud ds. (TAAS) through Information Assurance Program (IAP) activities to
23.5.10.C.01 BEINE P! agency needs. Functional | Intersects With Assessments 1a0-02 | (TAAS) through Informat " eram (1AP) activit 5
events determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected i
Agﬁ”cfzwsj e ‘Zi‘h“’ia_ss_c'f'a‘ed W'm;“b”cf?“’“‘; services are Mechanisms exist to ensure cloud services are designed and
23.5.11.C.01 Loggin accordanco it the agoncy's documn eg”chan G remiroment Functional [ ntersects ith|  ©'°*% cLD-01.1 o Assets, and/or Servicss (TAAS) 5
- eeing with the agency's oseing Onboarding ! |are securedin with applicabl i standards,
as well as statutory, regulatory and contractual obligations.
‘Agencies MUST ensure that logs associated with public cloud services are Mechanisms exist to ensure Multi-Tenant Service Providers (MTSP)
Multi-Te it Ey it facilitats ity 1t L i bilities for it: St that
235.11.0.01 Logging requirements | OLECted, Protected, and that their integrty can be confirmed in cunctional | intersectswin|  Multi-Tenant Even lb.0s.p |faciitate security event logging capabiltes for it customers that are R
with the agency's logging Logging C ith applicable statutory, regulatory and/or contractual
‘Agencies MUST that cloud ider | i ted
Detectinginformation | el et e e e e e Mechanisms exist to ensure cloud services are designed and
g into overall enterprise logging and alerting systems or procedures ina Cloud . oy Assots, and/or Servicos (TAAS)
23.5.12.0.01 security incidentsin | timely manner to detect information security incidents. Functional ~ Intersects With cLD-01.1 5
A Onboarding din with applicabl standards,
P! as well as statutory, regulatory and contractual obligations.
Detosting information | "E°NGies MUST ensure that cloud service provider logs are ncorporated Mechanisms exist to ensure Multi-Tenant Service Providers (MTSP)
28512601 Necuity meidonta |10 overall enterprise logeing and alorting systems or procedures n Functional | ntersectewiy|  MUltFTenantEvent | - facilitate security event logging capabilites for it customers that are s
oublo dlowd timely manner to detect information security incidents. Logging C: with applicable statutory, regulatory and/or contractual
Detosting information | "E°Gies MUST ensure that cloud service provider logs are ncorporated Mechanisms exist to ensure Multi-Tenant Service Providers (MTSP)
28512001 ooty meidonta | nto overall enerprise logging and alorting systems or procedures n Functional. | ntersectewiy| MUtTenantinsident | - faclitate prompt response to suspected or confirmed security s
oublo dlowd timely manner to detect information security incidents. Response Capabilities incidents and including timely toaffected
Detectinginformation Agf”ct'eﬁ S?OU"? ensure ”““ t°'_’l:5 El"d p“’ce":"'esl:se" ':lde‘f“d Mechanisms exist to ensure cloud services are designed and
23.5.12.C.02 :ecun‘t gi‘nr::\d;ntslin oo mbm e eonen SQZT fhm ey, orthepubtecion Functional |Intersects with| C°“¢ CLD-01.1 so Technology Assets, and/or Services (TAAS) 5
15 :\ o services being consumed by the agency. Onboarding ! |are securedin with applicabl ional standards,
publi u as well as statutory, regulatory and contractual obligations.
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