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FDE Name Focal Document Element (FDE) Description Rationale SCF Control
See FDE for details.
1 Preliminary provisions | >cC ' D= or details Functional N/A N/A N/A
See FDE for details. ) No
2 Privacy Commissioner raetal Functional N/A N/A N/A
Information privacy | N/A o
3 principles and codes of Functional - N/A N/A N/A
Relationship
practice
Informati N/A N
34 nformation privacy Functional o N/A N/A N/A
principles
a2 Information privacy | The information privacy principles are as follows: Functional No A A A
principles
P f collection of |N/A N
31.221 urpose of collection of Functional ° N/A N/A N/A
personal
Personal information must not be collected by an agency unless— Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Purpose of collection of Usage Restrictions of (11 The purposa(s) originally collected, consistent with the data privacy
3.1.22.1(1) o Functional | Intersects With | * 225" T8 9000 PRI-05.4 [notice(s);
ormation ersonal Data
personatint (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the information is collected for a lawful purpose connected with a function Mechanisms exist to restrict collecting, receiving, processing, storing,
or an activity of the agency; and transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Purpose of collection of Usage Restrictions of (11 The purposa(s) originally collected, consistent with the data privacy
34.22.1(1)(a) o Functional | Intersects With | * 225" T8 9000 PRI-05.4 [notice(s);
personatinformation ersonat Data (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the collection of the information is necessary for that purpose. Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Purpose of collection of Usage Restrictions of (11 The purposa(s) originally collected, consistent with the data privacy
34.22.1(1)(b) o Functional | Intersects With | * 225" T8 9000 PRI-05.4 [notice(s);
personatinformation ersonat Data (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
If the lawful purpose for which personal information about an individual is
21221 Purpose of collection of |collected does not require the collection of an individual’s identifying Functional No WA WA WA
personalinformation |information, the agency may not require the individuals identifying Relationship
s f U [N N
31222 ource of personal Functional © N/A N/A N/A
at2220) Source of personal | If an agency collects personal information, the information must be Functional | Intersects With| _ primary Sources pri0ag | Mechanisms exist to ensure information s directly collected from the
collected from the individual concerned data subiect. whenever possible.
12220 Source of personal | Itis not necessary for an agency to comply with subclause (1) fthe agency | o No A A A
believes. on grounds.
a1.222000) Source of personal | that non-compliance would not prejudice the interests of the individual Functionat No A A A
or
1.222000) Source of personal | that compliance would prejudice the purposes of the collection; or Functional No A A A
1.222000) Source of personal | that the individual concerned authorises collection of the information from | No A A A
someone else: or
31222000 Source of personal _|that the information is publicly available information; or Functional No A A A
Source of personal | that non-compliance is necessary— No
3.1.22.2(2)(e) Functional " N/A N/A N/A
Source of personal |0 @v0id prejudice to the maintenance of the law by any public sector o
3.1.222(2)(e)i) P agency, including prejudice to the prevention, detection, investigation, Functional N/A N/A N/A
information Relationship
and of offences: or
a1.22200000) Source of personal | for the enforcement of a law that imposes a pecuniary penalty; or Functional No A A A
2220 Source of personal | for the protection of public revenue; or Functionat No A A A
Source of personal | the conduct of proceedings before any court o tribunal (being o
3.1.22.2(2)(e)(¥) P that have been orare in Functional " N/A N/A N/A
information Relationship
or
212220000 Source of personal | to prevent or lessen a serious threat to the lfe or health of the individual Functional No A A A
ncerned or any other individual; or
s f U [that is not i the ci f thi N
3.1.22.2(2)(f) ource of persana @ s not inthe ofthe 1 Einctional Ne N/A N/A N/A
particular case: or
s f U |that the information— N
3.1.22.2(2)() ource of personal at the information Functional e N/A N/A N/A
12220080 Source of personal | will ot be used in aform in which the indvidual concerned is identified; or | No A A A
Source of personal | il be used for statistical or ressarch purposes and wil not be published o
3.1.22.2(2)(@)(i) P in a form that could reasonably be expected to identify the individual Functional " N/A N/A N/A
information ! Relationship
Collection of personal |N/A o
3.1.223 information from Functional ) N/A N/A N/A
Relationship
individual concerned
If an agency collects personal information from the individual concerned, Mechanisms exist to:
the agency must take any steps that are, in the circumstances, reasonable (1) Make data privacy notice(s) available to individuals upon first
to ensure that the individual concerned is aware of— i ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
relevant about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
d/or di d;
Collection of personal a; C‘" “SDGT oo related arit by antican
3.1.22.3(1) information from Functional | Intersects With|  Data Privacy Notice pRi-o2 | (®) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
individual concerned N N "
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention i
the fact that the information is being collected; and Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
i withan and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
d/or disposed;
Collection of personal aan) CD:![‘S:OT:EH ry noti lated crit e ired by licable
3.1.22.3(1)(a) information from Functional | Intersects With|  Data Privacy Notice pRIgz  |(8) Contain all necessary notice-related criteria required by applicable
! statutory, regulatory and contractual obligations;
individual concerned :
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
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3.1.22.3(1)(b)

Collection of personal
information from
individual concerned

the purpose for which the information is being collected; and

Rationale

Functional

Intersects With|  Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

3.1.22.3(1)(c)

Collection of personal
information from
individual concerned

the intended recipients of the information; and

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.1.22.3(1)(d)

Collection of personal
information from
individual concerned

the name and address of—

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.1.22.3(1)(d)(i)

Collection of personal
information from
individual concerned

the agency thatis collecting the information; and

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.1.22.3(1)(d)(ii)

Collection of personal
information from
individual concerned

the agency that will hold the information; and

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.1.22.3(1)(e)

Collection of personal
information from
individual concerned

if the collection of the information is authorised or required by or under
law,—

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

3.1.22.3(1)(e)(i)

Collection of personal
information from
individual concerned

the particular Law by or under which the collection of the information is
authorised or required; and

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data

retention
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Rationale Control Desc Relationship
whether the supply of the information by that individual is voluntary or Mechanisms exist to:
mandatory; and (1) Make data privacy notice(s) available to individuals upon first
ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Gollection of personal @ Gontai al necessary notice-rlated rtria recuired by applcable
3.1.22.3(1)(e)lii) information from Functional | Intersects With|  Data Privacy Notice PRI-02 v & Y app! 5
statutory, regulatory and contractual obligations;
individual concerned ) :
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
the consequences (if any) for that individual if all or any part of the Mechanisms exist to:
requested information is not provided; and (1) Make data privacy notice(s) available to individuals upon first
with an organization and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
d/or disposed;
Collection of personal 73") C‘" (‘SDDT icorelated orit by anpticat
ontain all necessary notice-related criteria required by applicable
3.1.22.3(1)(f) information from Functional | Intersects With|  Data Privacy Notice PRI-02 Y ° . Y app 5
om statutory, regulatory and contractual obligations;
individual concerned
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
the rights of access to, and correction of, information provided by the IPPs. Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
ith an and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
d/or disposed;
Collection of personal 7:;“) Cl:r\(:::tenecessar notice-related criteria required by applicable
3.1.22.3(1)(@) information from Functional | Intersects With|  Data Privacy Notice PRI-02 Y . Y appl 5
statutory, regulatory and contractual obligations;
individual concerned . o
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention i
Collection of personal | The steps referred to in subclause (1) must be taken before the information o
3.1.223(2) information from | is collected or, if that s not practicable, as soon as practicable afterthe | Functional | o 19 N/A N/A N/A )
individual concerned is collected. e
An agency is not required to take the steps referred to in subclause (1) in
Collection of personal | relation to the collection of information from an indivicual if the agency has o
3.1.22.3(3) information from | taken those steps on a recent previous occasion in relation to the Functional | oo N/A N/A N/A )
individual concerned | collection, from that individual, of the same information or information of o
the same kind.
Collection of personal_|Itis not necessary for an agency to comply with subclause (1) if the agency o
3.1.22.3(4) informationfrom | believes, on reasonable grounds,— Functional e N/A N/A N/A )
m Relationship
individual concerned
Collection of personal | that non-compliance would not prejudice the interests of the individual o
3.1.22.3(4)(a) information from | concerned; or Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal | that non-compliance is necessary— o
3.1.22.3(4)(b) information from Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal | to avoid prejudice to the maintenance of the law by any public sector o
3.1.22.3(4)(b)() information from | agency, including prejudice to the prevention, detection, investigation, Functional |t N/A N/A N/A 0
individual concerned and o offences; or D
Collection of personal_|for the enforcement of a law that imposes a pecuniary penalty; or o
3.1.22.3(4)(b) i) information from Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal_|for the protection of public revenue; or o
3.1.22.3(4)(b) i) information from Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal_|for the conduct of proceedings before any court or tribunal (being, o
3.1.22.3(4)(b)(v) from that have been orare in Functional e N/A N/A N/A 0
" Relationship
individual concerned or
Collection of personal | that compliance would prejudice the purposes of the collection; or o
3.1.22.3(4)(c) information from Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal |that is not inthe of the o
3.1.22.3(4)(d) information from | particular case; or Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal | that the information— o
3.1.22.3(4)(e) information from Functional e N/A N/A N/A 0
" Relationship
individual concerned
Collection of personal [will not be used in a form in which the individual concerned is identified; or No
3.1.22.3(4)(e)(i) information from Functional ) N/A N/A N/A )
Relationship
individual concerned
Collection of personal |will be used for statistical or research purposes and will not be published o
3.1.22.3(4)(e)(i) information from  [in a form that could reasonably be expected to identify the individual Functional | 19 N/A N/A N/A 0
individual concerned D
‘An agency may collect personal information only— Mechanisms exist to limit the collection, receiving, processing, storage,
M; f collecti f Re¢ le Data P t , sharing, i 1/ 1 of Pe | Data (PD)
s1224 anner of collection o Functional | Intersects with | Reasonable Data Privacy | o o |transmission, sharing, updating andlor disposal of Persanal Data (°D) s
personalinformation Practices ding to consumer for what is necessary
and
by a lawful means; and Mechanisms exist to limit the collection, receiving, processing, storage,
M; f collecti f Re¢ le Data P t , sharing, i 1/ 1 of Pe | Data (PD)
a122400) anner of collection o Functional | Intersects with | Reasonable Data Privacy | Lo o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
personalinformation Practices ding to consumer for what is necessary
and
by a means that, in the circumstances of the case (particularly in Mechanisms exist to limit the collection, receiving, processing, storage,
M; f collecti f | cil i i il Re¢ le Data P t , sharing, i 1/ 1 of Pe | Data (PD)
a1.22.400) anner o collection o circumstances where personal information is being collected from chidren| ol Reasonablo Data Privacy | oo | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
personalinformation |or young persons),— Practices ding to consumer for what is necessary
and
is fair; and Mechanisms exist to limit the collection, receiving, processing, storage,
M; f collecti f Re¢ le Data P t , sharing, i 1/ 1 of Pe | Data (PD)
a1.224000) anner of collection o Functional | Intersects with | Reasonable Data Privacy | Lo o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
personalinformation Practices ding to consumer for what is necessary
and
does not intrude to an unreasonable extent upon the personal affairs of the Mechanisms exist to limit the collection, receiving, processing, storage,
M; f collecti f i . Re¢ le Data Pi t , sharing, i 1/ 1 of Pe | Data (PD)
- anner of collection of |individual concerned Functional | Intersects with | Reasonable Data Privacy | o o |transmission, sharing, updating andlor disposal of Personal Data (°D) s
personalinformation Practices ding to consumer for what is necessary
and
An agency that holds personal information must ensure— Mechanisms exist to limit the collection, receiving, processing, storage,
Storage and security of Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.1.225 rage and security Functional | Intersects With et PIvAcY | pRi-o1.11 oSt ing, updating andor disp " (°D) 5
personalinformation Practices ding to consumer for what is necessary
and
Storage and security of that the LT”'"::“"" s p'°:e°'ed'l°yts‘:°h sec””:y safeguards as are Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
i uri reasonable in the circumstances to take, against— uri r
3.1.22.5(a) et © Functional | Intersects With Y °b) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
P scoped to protect the confidentiality and integrity of the PD.
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Relationshi

3.1.22.5(a)(i)

Storage and security of
personal information

loss; and

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

3.1.22.5(a)(ii)

Storage and security of
personal information

access, use, modification, or disclosure that is not authorised by the
agency; and

Functional

Intersects With

Security of Personal Data

(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

3.1.22.5(a)(iil)

Storage and security of
personal information

other misuse; and

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

3.1.22.5(b)

Storage and security of
personal information

that, if it is necessary for the information to be given to a person in
connection with the provision of a service to the agency, everything
reasonably within the power of the agency is done to prevent unauthorised
useor disclosure of the

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
to consumer for what is necessary

and

3.1.22.6

Access to personal

N/A

Functional

No

N/A

N/A

N/A

3.1.22.6(1)

Access to personal
information

Anindividual is entitled to receive from an agency upon request—

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.22.6(1)(a)

Access to personal
information

confirmation of whether the agency holds any personalinformation about
them; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.22.6(1)(b)

Access to personal
information

access to their personal information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.22.6(2)

Access to personal
information

If an individual concerned s given access to personal information, the
individual must be advised that, under IPP 7, the individual may request the
correction of that information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.22.6(3)

Access to personal

This IPP is subject to the provisions of Part 4.

Functional

No

N/A

N/A

3.1.22.7

Correction of personal

N/A

Functional

N/A

N/A

3.1.22.7(1)

Correction of personal
information

An individual whose personal information is held by an agency is entitled to
request the agency to correct the information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.227(2)

Correction of personal
information

An agency that holds personal information must, on request or on its own
initiative, take such steps (if any) that are reasonable in the circumstances
to ensure that, having regard to the purposes for which the information
may lawfully be used, the information is accurate, up to date, complete,
and not

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
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Secure Controls Framework (SCF)
Control Description

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Strength of
Relationship

% New Zealand - Privacy Act (2020)

legislati t

3.1.22.7(3)(a)

Correction of personal
information

provide the agency with a statement of the correction sought to the
information (a statement of correction); and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1.22.7(3)(b)

Correction of personal

request the agency to attach the statement of correction to the information
if the agency does not make the correction sought.

Functional

Intersects With

Notice of Correction or
Processing Change

PRI-06.2

Mechanisms exist to notify affected data subjects if their Personal Data
(PD) has been corrected, amended or deleted.

3.1.22.7(4)

Correction of personal
information

If an agency that holds personal information is not willing to correct the
information as requested and has been provided with a statement of
correction, the agency must take such steps (if any) that are reasonable in
the circumstances to ensure that the statement of correction is attached
to the information in a manner that ensures that it will always be read with
the i i

Functional

Intersects With

Updating & Correcting
Personal Data (PD)

DCH-22.1

Mechanisms exist to utilize technical controls to correct Personal Data
(PD) that s inaccurate or outdated, incorrectly determined regarding
impact, or incorrectly de-identified.

3.1.22.7(5)

Correction of personal

If an agency corrects personal information or attaches a statement of
correction to personal information, that agency must, so far as is

inform every other person to whom the agency has
disclosed the

Functional

Intersects With

Obligation To Inform
Third-Parties

PRI-07.3

exist to inform applicable third-p of any
deletion or other change that affects shared Personal

Data (PD).

3.1.22.7(6)

Correction of personal

Subclauses (1) to (4) are subject to the provisions of Part 4.

Functional

No

N/A

N/A

N/A

3.1.22.8

Accuracy, etc, of
personal information to
be checked before use or
disclosure

An agency that holds personal information must not use or disclose that
information without taking any steps that are, in the circumstances,
reasonable to ensure that the information is accurate, up to date,
comblete. relevant. and not

Functional

Intersects With

Personal Data (PD)
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and

(2) identified as necessary.

3.1.22.9

Agency not to keep
personal information for
longer than necessary

An agency that holds personal information must not keep that information
for longer than is required for the purposes for which the information may
lawfully be used.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion o destruction of PD (including originals, copies and archived
records).

3.1.22.10

Limits on use of personal

N/A

Functional

No

N/A

N/A

3.1.22.10(1)

on use of personal
information

An agency that holds personal information that was obtained in
connection with one purpose may not use the information for any other
purpose unless the agency believes, on reasonable grounds,—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(a)

on use of personal
information

that the purpose for which the information is to be used is directly related
to the purpose in connection with which the information was obtained; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(b)

on use of personal
information

that the information—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(b)(i)

on use of personal
information

is to be used in a form in which the individual concerned is not identified; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(b)(ii)

Limits on use of personal
information

is to be used for statistical or research purposes and will not be published
ina form that could reasonably be expected to identify the individual
concerned; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(c)

Limits on use of personal
information

that the use of the information for that other purpose is authorised by the
individual concerned; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(d)

Limits on use of personal
information

that the source of the information is a publicly available publication and
that, in the circumstances of the case, it would not be unfair or
unreasonable to use the information; or

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.1.22.10(1)(e)

Limits on use of personal
information

that the use of the information for that other purpose is necessary—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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FDE Name Focal Document Element (FDE) Description SCF Control (5¢h &
Rationale Control Description Relationsh
to avoid prejudice to the maintenance of the law by any public sector Mechanisms exist to restrict collecting, receiving, processing, storing,
agency, including prejudice to the prevention, detection, investigation, transmitting, sharing and/or updating Personal Data (PD) to:
Limits on use of personal | PrOSeCUtion, and punishment of offences; or Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.1.22.10(1)(e)(i) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
for the enforcement of a law that imposes a pecuniary penalty; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.10(1)(e) i) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) Whatiis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
for the protection of public revenue; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.10(1)(e)(ii) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
for the conduct of proceedings before any court or tribunal (being Mechanisms exist to restrict collecting, receiving, processing, storing,
that have been orare in transmitting, sharing and/or updating Personal Data (PD) to:
contemplation); or 1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal plation) Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.10(1)(e)(iv) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
that the use of the information for that other purpose is necessary to Mechanisms exist to restrict collecting, receiving, processing, storing,
prevent or lessen a serious threat to— transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.10(1)(1) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
public health or public safety; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.10(1)(9)(0) Functional | Intersects With PRI-05.4 [notice(s):
information Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
the life or health of the individual concerned or another individual. Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privac
Limits on use of personal Usage Restrictions of (1) The purpose(s) originally privacy
3.1.22.1001)(7)(i) Functional | Intersects With PRI-05.4 [notice(s);
information Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
In addition to the uses authorised by subclause (1), an intelligence and
security agency that holds personal information that was obtained in
Limits on use of personal | connection with one purpose may use the information for any other No
3.1.22.10(2) P purp Y 4 Functional Yo N/A N/A N/A
information purpose (a secondary purpose) if the agency believes on reasonable Relationship
grounds that the use of the information for the secondary purpose is
necessary to enable the agencv to perform anv of its functions.
Limits on disclosure of |N/A No
31.22.11 ; ) Functional ) N/A N/A N/A
personal
Limits om disclosure of | A1 3ESNcy that holds personal information must not disclose the nformation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
34.22.11(1) information to any other agency o to any person unless the agency Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation | Third Parties o . :
believes. on grounds.— imblicit or explicit consent of the data subiect.
that the disclosure of the information is one of the purposes in connection
< purp : Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of | with which the information was obtained or is directly related to the Information Sharing With tod ° , ’
3.1.22.11(1)(a) nwas obtaine ! Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the
personal purposes in with which the was obtained; or Third Parties corthel
implicit or explicit consent of the data subject.
that the disclosure is to the individual concerned; or ! Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of Information Sharing With
3.1.22.11(1)(b) Functional | Intersects With PRI-07 [forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
implicit or explicit consent of the data subject.
— that the disclosure is authorised by the individual concerned; or - Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of Information Sharing With
34.22.11(1)(c) Functional | Intersects With PRI-07 [forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
implicit or explicit consent of the data subject.
that the source of the information is a publicly available publication and - Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of Information Sharing With
3.1.22.11(1)(d) that, in the circumstances of the case, it would not be unfair or Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation ) Third Parties o :
to disclose the or implicit or explicit consent of the data subject.
that the disclosure of the information is necessary— ) Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of Information Sharing With
31.22.11(1)(e) Functional | Intersects With PRI-07 [forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
implicit or explicit consent of the data subject.
] Limits on isclosure of |12 2019 Préiudice to the maintenance of the aw by any public sector nformation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
3.1.22.01(1)(e)() agency, including prejudice to the prevention, detection, investigation, Functional | Intersects With PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
and of offences; or implicit or explicit consent of the data subject.
for the enforcement of a law that imposes a pecuniary penalty; or Mechanisms exist to disclose Personal Data (PD) to third-parties only
N Limits on disclosure of P! pecuniary penalty Information Sharing With (PD) o d
3.4.22.11(1)(e)ii) Functional | Intersects With PRI-07 [forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
implicit or explicit consent of the data subject.
for the protection of public revenue; or ! Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of o o Information Sharing With (PD) o d
3.4.22.11(1)(e)lii) Functional | Intersects With PRI-07 [forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties o :
implicit or explicit consent of the data subject.
for the conduct of proceedings before any court or tribunal (beiny Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of P! e d (being i Information Sharing With >t to disclos Pata (PD) o d
3.1.22.01(1)(e)(iv) ) ) that have been orare in Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orinel
or implicit o explicit consent of the data subiect
. that the disclosure of the information is necessary to prevent or lessen a Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of . Information Sharing With ot fo discios v d >
3.1.22.1101)() ‘ © % | serious threat to— Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orinel
implicit o explicit consent of the data subiect
lic health or i fety; or Mechanism: ist L P nal Data (PD) to third-parti nly
Limits on disctosura of | PUPYE health or public safety;o ] Information Sharing With echanisms st to disclose Personal Data (PD) o third-partes only
3.1.22.11(1)(0(0) ) ‘ Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orinel
implicit or explicit consent of the data subiect
" the life or health of the individual concerned or another individual; or Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of . Information Sharing With ot fo discios v d >
3.1.22.1101)(9(i) ) ‘ Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orine
implicit or explicit consent of the data subiect
. that the disclosure of the information is necessary to enable an Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of . Information Sharing With ot fo discios v d >
3.1.22.11(1)(g) ° © " lintelligence and security agency to perform any of its functions; or Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orine
implicit or explicit consent of the data subiect
that the information— Mechanism: ist L P nal Data (PD) to third-parti nly
Limits on disclosure of |2t e nformatior . Information Sharing With echanisms exist to disclose Personal Data (PD) to third-parties only
3.1.22.11(1)(h) ) ‘ Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orine
implicit or explicit consent of the data subiect
. is to be used in a form in which the individual concerned is not identified; or Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of . Information Sharing With ot fo discios v d >
3.1.22.01(1)(h)i) ) ‘ Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orine
implicit or explicit consent of the data subiect
) is to be used for statistical of research purposes and will not be published Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of s . Information Sharing With >t fo discios N : >
3.1.22.11(1) ()i ‘ © " in & form that could reasonably be expected to identify the individual Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orinel
or implicit o explicit consent of the data subiect
. that the disclosure of the information is necessary to facilitate the sale or Mechanisms exist to disclose Personal Data (PD) to third-parties only
Limits on disclosure of ; : . ) Information Sharing With 2 to disclos ° _ >
3.4.22.11(1)6) ‘ © | sther disposition of a business as a going concern. Functional | Intersects With ! PRI-07 |forthe purposes identified in the data privacy notice and with the
personalinformation Third Parties orine
implicit o explicit consent of the data subiect
Limits on disclosure of | This IPP is subject to IPP 12. ) No
31.2211(2) } ) ! Functional ) N/A N/A N/A
personal
Disclosure of personal |N/A o
3.1.2212 information outside New Functional - N/A N/A N/A
Relationship
Zealand
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Relationship

An agency () may disclose personal information to a foreign person or
Disctosure of personal | amies et o A e Mechanisms exist to implement and manage Binding Corporate Rules
P! entity (B) in retiance on (1a). (c), (e, 6. (R, or () only if— Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1) information outside New Functional | Intersects With PRI-01.5 5
A (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the individual concerned authorises the disclosure to B after being Mechanisms exist to Implement and manage Binding Corporate Rules
Disclosure of personal | expressly informed by A that B may not be required to protect the
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1)(a) information outside New |information in a way that, overall, provides comparable safeguards to Functional | Intersects With PRI-01.5 i sharin ¢ 5
ratior (BCR) in a joint economic activity that contractually states enforceable rights
Zealand those in this Act; or
on data subjects with regard to the processing of their personal data.
Bi business in New Zealand and, in relation to th
19 carmying on business in New Zealand and, in relation to the Mechanisms exist to implement and manage Binding Corporate Rules
Disclosure of personal |information, A believes on reasonable grounds that B is subject to this Act; - : :
Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1)(b) information outside New [or Functional | Intersects With PRI-01.5 5
i (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
‘Abelieves on reasonable grounds that B is subject to privacy laws that, Mochanisma existto implement and manage Binding Corporate Rulos
Disclosure of personal | overall, provide comparable safeguards to those in this Act; or
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
31.22.12(1)(c) information outside New Functional | Intersects With PRI-01.5 : sharin ¢ 5
i (BCR) in a joint economic activity that contractually states enforceable rights
eatan on data subjects with regard to the processing of their personal data.
Abell It ds that B ricipant bed
elieves on reasonable grounds that Bis a partieipant in a prescribe Mechanisms exist to implement and manage Binding Corporate Rules
Disclosure of personal | binding scheme; or - : :
Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1)(d) information outside New Functional | Intersects With PRI-01.5 5
i (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
Abelieves on reasonable grounds that B is subject to privacy laws of & Mechanisms exist to implement and manage Binding Corporate Rules
Disclosure of personal | prescribed country and the disclosure is not precluded by any limitation or
Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1)(e) information outside New |qualification prescribed in respect of that country under section 214(3);or | Functional | Intersects With PRI-01.5 5 ST © 5
Zoatana in a joint economic activity that contractually states enforceable rights
eatan on data subjects with regard to the processing of their personal data.
A otherwise bell bl ds that B ired to protect
othenwise believes on reasonable grounds that B s required to protec Mechanisms exist to implement and manage Binding Corporate Rules
Disclosure of personal | the information in a way that, overall, provides comparable safeguards to - ! :
forma ] Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(1)(9) information outside New |those in this Act (for example, pursuant to an agreement entered into Functional | Intersects With PRI-01.5 5
i T, (BCR) in a joint economic activity that contractually states enforceable rights
etween Aand B). on data subjects with regard to the processing of their personal data.
However, subclause (1) does not apply f the personal information i to be Mochanisms existto implement and manage Binding Corporate Rules
Disclosure of personal |disclosed to B in reliance on IPP 11(1)(e) or (f) and it is not reasonably
Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(2) outside New inthe for Ato comply with the of Functional Intersects With PRI-01.5 L 5 N . 5
U R (BCR) in a joint economic activity that contractually states enforceable rights
catan subelause (1). on data subjects with regard to the processing of their personal data.
Inthis PP,—
n this Mechanisms exist to implement and manage Binding Corporate Rules
Disclosure of personal | prescribed binding scheme means a binding scheme specified in - ! ’ °
" Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
3.1.22.12(3) information outside New | regulations made under section 213 Functional | Intersects With PRI-01.5 5
(BCR) in a joint economic activity that contractually states enforceable rights
Zealand prescribed country means a country specified in regulations made under onome :
; on data subjects with regard to the processing of their personal data.
section 214.
See FDE for details. N
3.1.2213 Unique identifiers o6 FOE for detalls. Functional © N/A N/A N/A 0
‘Application of IPPsin | See FOE for details. o
3123 relation to information Functional e N/A N/A N/A )
Relationship
held overseas
Relationships between |See FDE for details. "
3124 1PPs and other New Functional e N/A N/A N/A )
Relationship
Zealand law
1PPs 1 o 4 do not apply | See FDE for details.
3.1.25 topersonalinformation Functional o N/A N/A N/A 0
collested before 1 July Relationship
1993
Restricted application of | See FDE for details.
3.1.26 PP 13to unique Functional o N/A N/A N/A 0
identifiers assigned Relationship
before 1 July 1993
Restricted application of | See FDE for details.
1PPs to personal o
34.27 information collected or Functional - N/A N/A N/A 0
Relationship
held for personal or
domestic affairs
1PPs 2, 3, and 4(b) do ot | See FDE for details.
apply to personal o
31.28 information collected by Functional " N/A N/A N/A 0
Relationship
intelligence and security
agencies
See FDE for details.
3.1.29 1PPs 6 and 7 do not apply Functional ® N/A N/A N/A 0
to certain information Relationship
See FDE for details.
Commissioner may
authorise collection, use,
3.1.30 storage, or disclosure of Functional o N/A N/A N/A 0
personal information Relationship
otherwise in breach of
IPP2orIPPs9to 12
See FDE for details. N
3.1.31 Enforceability of Ipps | >0¢ ' DF for detalls: Functional Ne N/A N/A N/A 0
N/A N
32 Codes of practice Functional o N/A N/A N/A 0
Codes of practice in _|See FDE for details. N
3232 odes of practicein | See FDE for details, Functional Ne N/A N/A N/A 0
relation to IPPs
See FDE for details. N
3233 Issue of code of practice | o0 - o Getalls Functional No N/A N/A N/A 0
Urgent issue of code of |See FDE for details. ) No
3234 gentissu ' Functional ) N/A N/A N/A 0
practice
See FDE for details. N
3235 Commencement of code |2 - 10 411 Functional o N/A N/A N/A )
See FDE for details.
Application of Legislation § No
3.2.36 Functional N/A N/A N/A 0
Act 2019 o codes Relationship
Amendment and See FDE for details. No
3237 revocation of codes of Functional ) N/A N/A N/A )
Relationship
practice
Effect of codes of | See FDE for details. ) No
3238 ' Functional ) N/A N/A N/A 0
practice
N/A
Access to and correcti N
4 eoess to and correction Functional e N/A N/A N/A o
of personal information Relationship
Access t U [NA N
44 coess o persona Functional o N/A N/A N/A )
See FDE for details. ) No
4139 Interpretation ' Functional ) N/A N/A N/A 0
Individual e 1PP [See FDE for details. N
41.40 ndividuats may make PP See FOE for detatls. Functional o N/A N/A N/A )
6 request
See FDE for details. ) No
2.1.41 Urgency : Functional ) N/A N/A N/A 0
See FDE for details. N
4142 Assistance o6 FDE for detatls. Functional o N/A N/A N/A )
See FDE for details. ) No
4143 Transfer of IPP 6 request raetal Functional N/A N/A N/A 0
Respondingto PP 6 |N/A N
41.44 esponding to Functional o N/A N/A N/A )
request
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Strength of
Relationsh

4.1.44(1)

Respondingto IPP 6
request

If an agency receives an IPP 6 request and section 43 does not apply, the
agency must, as soon as is reasonably practicable, and in any case not
later than 20 working days after the day on which the request is received,
respond to the request.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)

Respondingto IPP 6
request

Aresponse must notify the requestor that—

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)(a)

Responding to IPP 6
request

[Repealed]

Functional

No

N/A

N/A

4.1.44(2)(b)

Respondingto IPP 6
request

the agency does not hold any personal information about the individual to
whom the request relates; or

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)(c)

Respondingto IPP 6
request

the agency does hold personal information about the individual to whom
the request relates and, if access to the information has been requested,
that—

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)(c)(i)

Respondingto IPP 6
request

access to that information, or some of that information, is granted; or

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)(c)(ii)

Respondingto IPP &
request

access to that information, or some of that information, is refused; or

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.44(2)(d)

Respondingto IPP 6
request

the agency neither confirms nor denies that it holds any personal
information about the individual to whom the request relates.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

4.1.45

Decision to grant access
to personal

N/A

Functional

No

N/A

N/A

4.1.45(1)

Decision to grant access
to personal information

If an agency grants access to personal information, the notice under
section 44(2)(c)(i) must state—

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
refention

4.1.45(1)(a)

Decision to grant access
to personal information

the way the information is to be made available; and

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

4.1.45(1)(b)

Decision to grant access
to personal information

the charge (if any) payable under section 66 in respect of the request, and
whether all or part of that charge is required to be paid in advance; and

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

4.1.45(1)(c)

Decision to grant access
to personal information

the requestor's right to make a complaint to the Commissioner about the
charge that is payable (if any).

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

ithan

4.1.45(2)

Decision to grant access
to personal information

After giving notice under section 44(2)(c)(i) and receiving any charge
required to be paid in advance, the agency must make the information
available to the requestor.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i
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Rationale Control Desc Relationship
N/A
Decision toref N
4146 eeision to refuse access Functional e N/A N/A N/A o
to personalinformation Relationship
‘An agency may refuse access to the personal information requested, or Mechanisms exist to reject disclosure requests that are:
aras) Decision to refuse access| some of the personal information requested, only f the agencyisableto | | | DisolosureRequest | oo oo (1) Unjustified; .
to personalinformation | rely on any of sections 49 to 53 (see also section 24). Rejections (2) Unauthenticated or untrustworthy; and/or
(3) Unlawful.
The notice given under section 44(2)(c)(i)) must state— Mechanisms exist to document justifiable reasons for rejecting a data
subject’s access request for disclosure when the request is:
(1) Harassin
D toref Justification To Reject
4.1.46(2) scision to refuse access Functional |Intersects With| oo oot on 1o Reject PRI-07.5 |(2) Repetitive; 5
to personalinformation Disclosure Requests
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.
. the reason for the refusal; and exist to craft and to data
Decision to refuse access Data Subject
4.1.46(2)(a) Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
to personalinformation Communications
bva person.
— the requestor’s right to make a complaint to the Commissioner in respect exist to craft and to data
Decision to refuse access Data Subject
4.1.46(2)(b) of the refusal. Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
to personalinformation Communications
bva person.
The notice must also state the grounds in support of the reason for the Mechanisms exist to document justifiable reasons for rejecting a data
refusalif— subject’s access request for disclosure when the request is:
(1) Harassing;
D toref Justification To Reject
4.1.46(3) scision to refuse access Functional |Intersects With| oo oot on 1o Reject PRI-07.5 |(2) Repetitive; 5
to personalinformation Disclosure Requests
(3) Fraudulent;
(4) Unjustified; and/or
(5) Unlawful.
- the reason is that set out in section 50; or exist to craft and to data
Decision to refuse access Data Subject
4.1.46(3)(a) Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
to personalinformation Communications
bva person.
— the reason is not that set out in section 50, but the requestor has requested exist to craft and to data
Decision to refuse access Data Subject
4.1.46(3)(b) disclosure of the grounds. Functional | Intersects With PRI-17  [subjects in a manner that is concise, unambiguous and 5
to personalinformation Communications
bva person.
However,—
Decision toref N
4.1.46(4) eeision to refuse access Functional e N/A N/A N/A 0
to personalinformation Relationship
Docision to refuss acaess| $2P5ECtON (3)(2) doss not apply f disclosing the grounds would prejudice ] o
4.1.46(4)(a) the interests protected by section 50: Functional e N/A N/A N/A )
to personalinformation Relationship
Docision o refuss scasss| $2P5ECtON (3)(b) does not apply f isclosing the grounds would prejudice ] o
4.1.46(4)(b) the interests protected by any of sections 49, 51, and 53: Functional e N/A N/A N/A )
to personalinformation Relationship
subsection (3)(b) does not apply if disclosing the grounds would prejudice
Decision toref N
a1.45e) ocison to efuse access the interests protacted by section 52 and the reason for not disclosing e No NA NA WA o
to personalinformation |those grounds is not outweighed by other considerations that make it Relationship
desirable. in the public interest. to disclose them.
Decision to neither | N/A
i d N
2.1.47 confirm nor deny Functional Ne N/A N/A N/A 0
personalinformation is Relationship
held
Decision to neither | An agency may neither confirm nor deny that it holds the personal Mechanisms exist to limit the collection, receiving, processing, storage,
a7 confirmnor deny |information, or some of the personal information, requested if the runctional | intersacts witn | Reasonable Data Privacy | . | ransmission, sharing, updating and/or disposal of Personal Data (PD) R
personalinformation s |agency— Practices to consumer for what is necessary
held and i
Decision to neither | is able to rely on section 49(1)(a)(i) o (d), 51, 52, or 53(c) to refuse to Mechanisms exist to limit the collection, receiving, processing, storage,
a1a70a) confirm nor deny |disclose the information orrefuse to disclose the information it existed; | [ o - | Reasonable Data Privacy | o o [tansmission, sharing, updating and/or disposal of Personal Data (PD) R
personalinformations |and Practices to consumer for what is necessary
held and i
Decision to neither | is satisfied that the interest protected by any of those provisions would be Mechanisms exist to limit the collection, receiving, processing, storage,
a1.47000) confirmnordeny | likely to be prejudiced by the agency confirming whether or not it holds Functional | Intersects with | Reasonable Data Privacy | oo o |transmission, sharing, updating and/or disposal of Personal Data (°D) R
personalinformationis |information about the requestor. Practices to consumer for what is necessary
held and i
Decision to neither | The notice given under section 44(2)(d) must inform the requestor of the
fi d : N
a1472) confirm nor deny | requestor's right to make a complaint to the Commissioner inrespectof | Lo No NA NA A o
personalinformationis | the agency’s response. Relationship
held
See FDE for details. N
4.1.48 Extension of time limits |00 Or (0" 4etalls Functional Ne N/A N/A N/A 0
Protection, etc, of | See FDE for details.
dividual [ N
4.4 indiiduatas reason for Functional e N/A N/A N/A 0
refusing access to Relationship
personal
Evaluative materialas | See FDE for details.
for ref N
2.1.50 reason for refusing Functional e N/A N/A N/A 0
access to personal Relationship
Security, defence, |See FDE for details.
international relations as No
4151 reason for refusing Functional " N/A N/A N/A 0
Relationship
access to personal
Trade secret as reason | See FDE for details. o
4152 for refusing access to Functional e N/A N/A N/A 0
" ° Relationship
personal
Other reasons for | See FDE for details. o
4153 refusing access to Functional e N/A N/A N/A 0
Relationship
personal
Agency may impose | See FDE for details.
conditions instead of ) No
4154 tons Functional ) N/A N/A N/A 4
refusing access to Relationship
personal
Withholding personal  |See FDE for details. No
4155 information contained in Functional ) N/A N/A N/A )
Relationship
document
Ways personal See FDE for details. No
4156 information in document Functional ) N/A N/A N/A )
Relationship
may be made available
Responsibilities of | See FDE for details.
agency before giviny ) No
41557 ency gving Functional ) N/A N/A N/A 0
access to personal Relationship
Ways personal | N/A o
4158 information in document Functional ) N/A N/A N/A )
Relationship
may be made available
Ways personal | the personal information requested by an individual is in a document, ) h
VS per: P Al Information requested by an Individual ls ur Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
4.1.58(1) information in document | that information may be made available in 1 or more of the following ways: |  Functional | Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
Ways personal | by giving the requestor a reasonable opportunity to inspect the document; ) .
Vs per Y gIVIng the requestor pportunity toinsp! u Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
4.1.58(1)(a) information in document |or Functional | Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
Ways personal | by providing the requestor with a hard copy or an electronic copy of the ) .
VS per: Y providing the requestor wi 24 ronic copy Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
4.1.58(1)(b) information in document |document; or Functional Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
Woys porsonal | " {he case of @ document that is an artile or  thing from which sounds or
isual i ble of b duced, by maki t Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
4.1.58(1)(c) information in document | V512! M@es are capable of being reproduced, by making amangements | - ¢yotional | intersects With " FD) PRI-06.7 1sms exist to export ubject's aval " 5
for the requestor to hear or view the sounds or visual images; or Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
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Control Desc Relationship
in the case of a document by which words are recorded in a manner in
Ways personal which they are capable of being reproduced in the form of sound orin Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
4.1.58(1)(d) information in document | which words are contained in the form of shorthand writing orin codified |  Functional ~ [ Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available | form, by providing the requestor with a written transcript of the words
recorded or contained in the or
_ Wayspersonal |bygving,In any manner, an excerpt ora summary of the document's Personal Data (PD) Mechanisms exist to export a data subject’s available Personal Data
4.1.58(1)(e) information in document | contents; or Functional | Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
_ Wayspersonal by giving oralinformation about the document's contents. Personal Data (PD) Mechanisms exist to export a data subject’s available Personal Data
4.1.58(1)(1) information in document Functional | Intersects With PRI-06.7 5
Exports (PD) in a readily usable format, upon an authenticated request.
may be made available
Ways personal | Subject to section 55, the agency must make the information available in o
41.58(2) information in document | the way preferred by the requestor nless to do so would— Functional. | i e N/A N/A N/A 0
may be made available
Ways personal | impair the efficient administration of the agency; or o
4.1.58(2)(a) information in document Funotional N/A N/A N/A 0
Relationship
may be made available
Ways personal | be contrary to any legal duty of the agency in respect of the document; or o
41.58(2)(b) information in document Funotional N/A N/A N/A 0
Relationship
may be made available
Ways personal | prejudice an interest protected by any of sections 49 to 53. o
4.1.58(2)(c) information in document Funotional N/A N/A N/A 0
Relationship
may be made available
Ways personal | Ifthe information is not provided in the way preferred by the requestor, the o
4.58(3) information in document | agency must give to the requestor— Functional. | i i N/A N/A N/A 0
may be made available
Ways personal | the reason for not providing the information in that way; and o
4.1.58(3)(a) information in document Funotional N/A N/A N/A 0
Relationship
may be made available
Ways personal | if the requestor so requests, the grounds in support of that reason. o
41.58(3)(b) information in document Funotional N/A N/A N/A 0
Relationship
may be made available
Ways personal | However, subsection (3)(b) does not apply if disclosing the grounds would o
41.58(4) information in document | prejudice an interest protected by any of sections 49 to 53. Functional. | i e N/A N/A N/A 0
may be made available
Responsibilities of | See FDE for details.
4159 agency before giving Functional [ N/A N/A N/A 0
access to personal Relationship
2 Correction of personal | /A Functionat No A A A o
42558 Interpretation See FDEfor details. Functional No N/A N/A N/A o
A correction request may be made only by the individual concered or the axistto provide ata subjocts the abily tor
individual’s representative. (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting acoess;
(2) Obtain answers on the specifics of how their PD is collected,
Individuats may make Data Subject received, processed, stored, transmitted, shared, updated and/or
4259 orrestion reaunets Functional [ Intersects With| 8 P2 PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
2.2.60 Urgency See FDE for details. Functional b N/A N/A N/A 0
4261 Assistance See FDE for detals. Functional No N/A N/A N/A 0
i262 Transfer of correction | See FDE for details. Functionat No A A A o
request
Decision on requestto | /A o
4263 correct personal Functional " N/A N/A N/A 0
Relationship
If an agency receives a correction request under IPP 7(1) and section 62 Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | does not apply, the agency must, as soon as i reasonably practicable Data Subject Feadback respond to requests, complaints, concerns and/or questions from
42.63(1) correct personal |after receiving the request and in any case not later than 20 working days | Functional | Intersects With Managomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information after receiving the request,— collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
decide whether to grant the request; and Mechanisms exist to maintain a process {o efficiently and effectively
Decision on request to Data Subject Feadback respond to requests, complaints, concerns andjor questions from
4.2.63(1)(a) correct personal Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
notify the requestor that— Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to PR respond to requests, complaints, concerns and/or questions from
2.2.63(1)(b) correct personal Functional | Intersects With Managemont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the agency has corrected, or will correct, the personal information; or Mechanisms exist to maintain a process {o efficiently and effectively
Decision on request to Data Subject Feadback respond to requests, complaints, concerns andjor questions from
4.2.63(1)(B)) correct personal Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the agency will not correct the personal information. Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to Data Subject Feadback respond o requests, complaints, concerns and/or questions from
4.2.63(1)(b)(ii) correct personal Functional Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes
‘Anotice under subsection (1)(b)(i) must inform the requestor of the action Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | the agency has taken, or will take, to correct the information. Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
42.63(2) correct personal Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
‘Anotice under subsection (1)(b)(ii) must inform the requestor of— Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to Data Subject Feadback respond o requests, complaints, concerns and/or questions from
42.63(3) correct personal Functional | Intersects With Manggemont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes
the reason for the agency’s refusal to correct the information; and Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to Data Subject Fesdback respond o requests, complaints, concerns and/or questions from
4.2.63(3)(a) correct personal Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the requestor’s entitlement to provide a statement of the correction sought Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | and to request that it be attached to the information (if the requestor has Data Subject Feadback respond to requests, complaints, concerns and/or questions from
42.63(3)(b) correct personal | not done so already); and Functional | Intersects With Manggemont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the requestor’s right to make a complaint to the Commissioner in respect Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | of the agency’s refusal to correct the information. Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
4.2.63(3)(c) correct personal Functional | Intersects With Managemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information collests, receives, processes, stores, transmits, shares, updates
and/or disposes.
Decision on requestto | N/A o
4264 attach statement of Functional N/A N/A N/A 0

correction

Relationship
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Relationship

As soon as s reasonably practicable after receiving a request under IPP Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | 7(3)(b), an agency must— Data Subject Feadback respond to requests, complaints, concerns and/or questions from
4.2.64(1) attach statement of Functional | Intersects With o PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correction & collests, receives, processes, stores, transmits, shares, updates
and/or disposes
decide whether to grant the request; and Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to espond to requests, complaints, concerns and/or questions from
ision on requ Data Subject Feedback respond to requ mptal " auestionsrom
4.2.64(1)(a) attach statement of Functional | Intersects With st PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correction & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
notify the requestor that— Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to Data Subject Feadback respond to requests, complaints, concers and/or questions from
4.2.64(1)(b) attach statement of Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correation & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the agency has attached the statement of correction to the information; or Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to Data Subject Feadback respond to requests, complaints, concerns and/or questions from
2.2.64(1)B)) attach statement of Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correction = collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the agency has not attached the statement of correction o the Mechanisms exist to maintain a process to efficiently and effectively
Decision on requestto | information. Data Subject Feadback respond to requests, complaints, concers and/or questions from
4.2.64(1)(b)fi) attach statement of Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correation & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Anotice under subsection (1)(b)(i) must inform the requestor of the action Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | the agency has taken to attach the statement of correction to the Data Subject Feedback respond to requests, complaints, concerns and/or questions from
42.64(2) attach statement of  |information. Functional | Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correction = collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
‘Anotice under subsection (1)(b)(ii) must inform the requestor of the Mechanisms exist to maintain a process to efficiently and effectively
Decision on request to | requestor's right to make a complaint to the Commissioner in respect of Data Subjct Fesdback respond to requests, complaints, concers and/or questions from
4.2.64(3) attach statement of | the agency’s refusal to attach a statement of correction to the information. |  Functional [ Intersects With e PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization
correction & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
See FDE for details. N
4265 Extension of time limits |~~~ o oo Functional © N/A N/A N/A
See FDE for details. N
43 Charges o6 FDE for detatls. Functional o N/A N/A N/A
See FDE for details. N
4366 Charges e FDE for detalls. Functional © N/A N/A N/A
See FDE for details.
Commissioner may o
4367 authorise public sector Functional o N/A N/A N/A
Relationship
agency to impose charge
Complaints, N "
5 investigations, and Functional o N/A N/A N/A
" Relationship
See FDE for details. N
5.68 Interpretation o6 FDE for detalls. Functional o N/A N/A N/A
oo Interference with privacy |See FDE for detais. Functionat No A A A
of individual
NA N
54 Complaints Functional o N/A N/A N/A
See FDE for details. N
5.1.70 Complaints e FDE for detalls. Functional © N/A N/A N/A
Wh K NA N
5.1.71 I Functional Ne N/A N/A N/A
complaint
‘Any person may make a complaint. ) No
5.1.71(1) Form of complaint Functional N/A N/A N/A
‘A complaint may be made on behalf of 1 d individuals. N
5.1.71(2) Form of complaint complaint may be mada on behalf of 1 or more aggrieved individuals. Functional Ne N/A N/A N/A
N/A N
51.72 Form of complaint Functional o N/A N/A N/A
‘A complaint must be made to the Commissi d may be made orall N
5.1.72(1) Form of complaint complaint must be made to the Commissioner and may be made orally | ¢ vtional Ne N/A N/A N/A
orin writing.
‘A complaint made orally must be put in writ ticable. N
5.1.72(2) Form of complaint complaint made orally must be put in writing as soon as practicable. Functional e N/A N/A N/A
If a person wishing to make a complaint to the Commissioner requires
N
517260) Form of complaint | 25515t8Nc8 10 put the complaint in writing, the Commissioner must give Functional No M M m
that person any assistance that is reasonably necessary in the Relationship
Proced iptof [N/A N
5.1.73 focedure on recelpt o Functional Ne N/A N/A N/A
complaint
s1730) Procedure on receipt of | As soon as practicable afer ecelving a complaint, the Commissioner Fonctionat No A A A
complaint must consider the complaint and—
S Procedure on receipt of | decide, in accordance with section 74, not o investigate the complaint or | ¢ No A A A
complaint
517300) Prosedure on receipt of decide, in accordance with section 75, o refer the complaint to another ronctionat No A A A
complaint person; or
1730 Procedure on receipt of | decide, in accordance with section 76, o refer the complaint, or partof the | o No A A A
complaint It to an overseas privacy_ authority: or
decide, in accordance with section 77, to explore the possibility of securing
Procedure on receipt of ¢ ) No
5.1.73(1)(d) " a settlement between the complainant and the agency whose action is the | ~ Functional " N/A N/A N/A
complaint Relationship
subiect of the or
S17300) Procedure on receipt of | decide to investigate the complaint in acoordance with subpart 2. ronctionat No A A A
complaint
Procedure on receipt of |As soon as practicable after making a decision under subsection (1), the ) No
5.1.73(2) rocedure on recelp pract ing a decision under subsection (1) Functional ) N/A N/A NA
complaint Co must—
173200 Procedure on receipt of | advise the complainant of that decision; and Fonctionat No A A A
complaint
Procedure on receipt of | advise the complainant of the reasons for the decision, if the decision is ) No
5.1.73(2)(b) rocedure on recelp v plaina sion. stont Functional ) N/A N/A N/A
complaint made under )a).
Commissionermay | See FDE for details. o
5.1.74 decide not to investigate Functional o N/A N/A N/A
' Relationship
complaint
Referral of complaint to | See FDE for details. N
5.1.75 eferral of complaintto | See FDE for details. Functional e N/A N/A N/A
another person
Referral of complaint to |See FDE for details. No
51.76 overseas privacy Functional ) N/A N/A N/A
Relationship
authority
Exploring possibility of | See FDE for details.
settlement and N No
51.77 ) Functional ) N/A N/A N/A
assurance without Relationship
complaint
Referral of complaint to |See FDE for details. No
5.1.78 Director without Functional ) N/A N/A N/A
Relationship
Investigationsby | N/A ) No
52 r" igations by Functional § N/A N/A N/A
‘Application of this | See FDE for details. N
5279 pplication of this o¢ FDE for detalls. Functional e N/A N/A N/A
subpart
Commencin N/A ) No
5.2.80 eneing Functional N/A N/A NA
s2800) Commencing ‘As the first step of an investigation, the Commissioner must notify the ronctionat No A A A
that the Co is an
Commencin Anotice given under subsection (1) must set out— ) No
5.2.80(2) eneing notioe given under subsection (1) mu . Functional N/A N/A NA
c the details of— N
5.2.80(2)(a) ommencing ¢ details o Functional Ne N/A N/A N/A
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c th laint;
5.2.80(2)(a)(i) ommencing @ complaint; or Functional N/A N/A N/A 0
Commencin the subject of the investigation; and ) No
5.2.80(2)(a) i) eneing o nvestigat Functional N/A N/A N/A 0
52:800)0) Commencing :we Tight to provide, within a reasonable time, a written response to the ronctionat No A A A N
5.2.81 Conducting investigation |"V/A Functional No N/A N/A N/A 0
The Commissi t conduct tigation in a timel ) N
5.2.81(1) Conducting investigation | e ComMmissioner must conduct an investigation in a timely manner. Functional © N/A N/A N/A 0
D tigation, the C — No
5.2.81(2) Conducting investigation | D U"'"& " investigation, the Commissioner may. Functional N/A N/A N/A 0
hear and obtain information fi ;and N
5.2.81(2)(a) Conducting investigation | oo 2nd obtain information from any person; an Functional © N/A N/A N/A 0
K . No
5.2.81(2)(b) Conducting investigation | 0 <© o nduiries. Functional N/A N/A N/A 0
‘Atany time duri tigation, the C decide to tak N
5.2.81(3) Conducting investigation |~ 2" time during an investigation, the Commissioner may decide totake | g 0 © N/A N/A N/A 0
no further action on a complaint or matter if the C
tisfied of any of the matters set out in section 74; No
5.2.81(3)(a) Conducting investigation |'° 52112 OF @nYy ofthe matters set outn section 74; or Functional N/A N/A N/A 0
iders that any further act i e. N
5.2.81(3)(b) Conducting investigation | S0"/0¢S that any further action is unnecessary or inappropriate. Functional ° N/A N/A N/A 0
A ticable after making a d der subsection (3), th No
5.2.81(4) Conducting investigation | S 500" 88 practicable after making a decision under subsection (3), the Functional N/A N/A N/A 0
c must notify the parties of—
that decision; and N
5.2.81(4)(a) Conducting investigation |2 2e¢1Sion; an Functional © N/A N/A N/A 0
th for that o . No
5.2.81(4)(b) Conducting investigation | ¢ oo o0n for that decision Functional N/A N/A N/A 0
Itis not forthe C to hold a hearing, and N
5.2.81(5) Conducting investigation | '~ "t necessary forthe Commissioner to hold a hearing, andno person | g iy © N/A N/A N/A 0
is entitled as of right to be heard by the C
A tigation held by the C tbe conducted te. No
5.2.81(6) Conducting investigation | Y ""Vestigation held by the Commissioner must be conducted inprivate. | - g i N/A N/A N/A 0
o282 Commissionermay _|See FDE for details. Functionat No A A A o
regulate own procedure
Exploring possibility of | See FDE for details.
5.2.83 settiement and Functional No N/A N/A N/A )
assurance during Relationship
Referral of complaint to | See FDE for details. o
5284 Director without Functional N/A N/A N/A )
Relationship
Computsory conferences | > PO for detals- No
5.2.85 puisory Functional N/A N/A N/A )
of parties to complaint Relationship
256 Powerto summon | See FDE for details. Functionat No A A A o
persons
Powertorequire |See FDE for details. o
5287 information and Functional e N/A N/A N/A 0
Relationship
See FDE for details.
Disclosure of information o
5.2.88 may be required despite Functional e N/A N/A N/A )
Relationship
obligation of secrecy
Protection and privileges | See FDE for details. o
5.2.89 of persons required to Functional e N/A N/A N/A 0
Relationship
orovide etc
Disclosed information | See FDE for details. N
5.2.90 isclosed information | See FDE for details. Functional Ne N/A N/A N/A 0
privileged
Procedure after | See FDE for details.
completion of o
5.2.91 investigation relating to Functional N/A N/A N/A )
Relationship
access to personal
See FDE for details. N
5292 Access direction o¢ FDE for detals Functional Ne N/A N/A N/A 0
Procedure after | See FDE for details.
5293 completion of Functional No N/A N/A N/A 0
investigation relating to Relationship
charging
Procedure after | See FDE for details. o
5.2.94 completion of other Functional N/A N/A N/A 0
Relationship
Special procedure | See FDE for details. o
5.2.95 relating to intelligence Functional N/A N/A N/A 0
Relationship
and security agency
Commissioner to report | See FDE for details. o
5.2.96 breach of duty or Functional N/A N/A N/A 0
Relationship
Proceedings before | See FDE for details. o
53 Human Rights Review Functional N/A N/A N/A 0
Relationship
Tribunal
Notifiable privacy | /A o
6 breaches and Functional N/A N/A N/A 0
Relationship
notices
6.1 Notifiable privacy | N/A Functional No N/A N/A N/A 0
breaches
See FDE for details. ) No
6.1.112 Interpretation ' Functional N/A N/A N/A 4
nssesamont of iketihood | heT agency \sdasfesdsmgdwhe;h‘ehra prvacy br:ach is L:l:etﬁo cause .
61113 o aovious harm baing _|£979US harm in rder to decide whether the breach s anotifsble privacy | ¢ No WA WA WA o
breach, the agency must consider the following: Relationship
caused by privacy breach
nssesamant of iketihood Zr\yat:v\on taken by the agency to reduce the risk of harm following the .
6.1.113(a) of serious harm being |2 Functional No N/A N/A N/A 0
Relationship
caused by privacy breach
Assessment of likelihood | WNether the personalinformation is sensitive in nature: .
6.1.113(b) of serious harm being Functional o N/A N/A N/A 0
Relationship
caused by privacy breach
nssesamont of iketihoog | 6 NatLe of the harm that may be caused to affected individuals: .
6.1.113(0) of serious harm being Functional o N/A N/A N/A 0
Relationship
caused by privacy breach
nssesamont of iketinood | 1 person u'rtl;od;/mathhafskoblamed or may obtain personal information .
6.1.113(d) of serious harm being |2 @ reslt of the breach (if known); Functional No N/A N/A N/A 0
Relationship
caused by privacy breach
nssesamont of iketinoog | Mether the personalinformation is protected by a security measure: .
6.1.113(e) of serious harm being Functional o N/A N/A N/A 0
Relationship
caused by privacy breach
th It it itters.
Assessment of likelihood | 2"Y Oher retevant matters o
6.1.113() of serious harm being Functional o N/A N/A N/A 0
Relationship
caused by privacy breach
Agencytonotify | See FDE for details. o
6.1.114 Commissioner of Functional - N/A N/A N/A 0
© * Relationship
notifiable privacy breach
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Agency to notify affected |N/A
dividual or give publ N
6.1.115 individual or give public Functional o N/A N/A N/A 0
notice of notifiable Relationship
privacy breach
‘Agency to notify affected | An agency must notify an affected individual as soon as practicable after exist to timely-report incidents to
6111501 individual orgive public. | becoming aware that a notiiable privacy breach has occurred, unless Functional | intersacts witn|  Ineident Stakeholder | (1) Internal stakenolders; .
notice of notifiable | subsection (2) or an exception in section 116 applies or a delay is Reporting (2) Affected clients & third-parties; and
brivacy breach | permitted under section 116(4). (3) Regulatory authoriti
‘Agency to notify affected | If it is not reasonably practicable to notify an affected individual or each exist to timely-report incidents to
dividual bl Incident Stakehold 1) Internal stakeholders;
511152) individual or give public. member ofa group of affected ndividuals, the agency must instead ive Functional | intersacts witn|  neident Stakehotder | o (1) Interal stakeholders; R
notice of notifiable | public notice of the privacy breach, unless an exception in section 116 Reporting (2) Affected clients & third-parties; and
privacy breach | apolies or a delav is permitted under section 116(4). (3) Regulatory authoriti
‘Agency to notify affected | Public notice must be given— exist to timely-report incidents to
dividual bl Incident Stakehold 1) Internal stakeholders;
6.1.115(3) individual or give public Functional | Intersects With| '"cioent Stakeholder |Ro-10  |(1)Internal stakeholders; 5
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected |in a form in which no affected individual is identified; and exist to timely-report incidents to
dividual bl Incident Stakehold 1) Internal stakeholders;
6.1.115(3)(a) individual or give public Functional | Intersects With| '"cioent Stakeholder |Ro-10  |(1)Internal stakeholders; 5
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected |in accordance with any regulations made under section 215(1)(a). exist to timely-report incidents to
dividual bl Incident Stakehold 1) Internal stakeholders;
6.1.115(3)(b) individual or give public Functional | Intersects With| '"cioent Stakeholder |Ro-10  |(1)Internal stakeholders; 5
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected | If subsection (2) or an exception in section 116 is relied on, the agency exist to timely-report incidents to
dividual bl — Incident Stakehold 1) Internal stakeholders;
61115 individual or give public | must notify the affected individual or individuals at a later time f Functional | intersacts witn| neident Stakehotder | o (1) Interal stakeholders; R
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected | circumstances change so that subsection (2) or the exception no longer exist to timely-report incidents to
dividual bl ; Incident Stakehold 1) Internal stakeholders;
61115(0)a) individual or give public |applies; and Functional | intersects witn | Ineident Stakeholder [Ro-10 | () Internal stakeholders s
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected |at that later time, there is or remains a risk that the privacy breach will exist to timely-report incidents to
dividual bl ] Incident Stakehold 1) Internal stakeholders;
S1.115)b) individual or give public. |cause serious harm to the affected individual or inividuals. Functional | intersacts witn|  neident Stakehotder | o (1) Internal stakeholders; R
notice of notifiable Reporting (2) Affected clients & third-parties; and
privacy breach (3) Regulatory authoriti
‘Agency to notify affected | A failure to notify an affected individual or give public notice under this
dividual or give publ N
11156 individual or give public. |section may be an interference with privacy under this Act (see section e No NA NA WA o
notice of notifiable  |69(2)(a) (). Relationship
privacy breach
Exceptions to or delay in | See FDE for detals.
complying with
1t t ti No
6.1.116 requirement to notiy Functional - N/A N/A N/A )
affected individuals or Relationship
give public notice of
notifiable privacy breach
R ts N/A N
6.1.117 equirements for Functional e N/A N/A N/A 0
Anotification to the Commissioner under section 114 must— exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(1) equirements for Functional | Intersects it | ""ei9ent Stakeholder 1, (1) Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
describe the notifiable privacy breach, including— exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(1)(a) equirements for Functional | Intersects With| '"ci@ent Stakeholder |Ro-10  |(1)Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
the number of affected individuals (if known); and exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(1)(a)(i) equirements for Functional | Intersects With| '"ei@ent Stakeholder |Ro-10  |(1)Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
the identity of any person or body that the agency suspects may be in exist to timely-report incidents to
f Incident Stakehold 1) Internal stakeholders;
[ nts for of personal as a result of the privacy breach (if Functional | intersects witn|  Ineident Stakehotder | o (1) Interal stakeholders R
notification known); and Reporting (2) Affected clients & third-parties; and
(3) Regulatory
explain the steps that the agency has taken o intends to take in response exist to timely-report incidents to
Requirements f i Incident Stakehold 1) Internal stakeholders;
1117010b) equirements for o the privacy breach, including whether any affected indviduathasbeen | L ool Incidont Stakeholder | o | (1) Internal stakeholders R
notification orwill be contacted; and Reporting (2) Affected clients & third-parties; and
(3) Regulatory
if the agency is relying on section 115(2) to give public notice of the breach, exist to timely-report incidents to
Requirements f i ; Incident Stakehold 1) Internal stakeholders;
11170 equirements for  |set out the reasons for relying on that section; and Functional | intersacts witn|  Ineident Stakehotder | o (1) Interal stakeholders R
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory
if the agency is relying on an exception, or is delaying notifying an affected exist to timely-report incidents to
Requirements f i ic noti Incident Stakehold 1) Internal stakeholders;
P equirements for  incividual or iving public notice, under section 116, state the exception Functional | intersects witn|  Imeident Stakehotder | o (1) Interal stakeholders R
notification relied on and set out the reasons for relying on it or state the reasons why a Reporting (2) Affected clients & third-parties; and
delay is needed and the expected period of delay: and (3) Regulatory
state the names or give a general description of any other agencies that the exist to timely-report incidents to
Requirements f i Incident Stakehold 1) Internal stakeholders;
61 11700)(e) equirements for  |agency has contacted about the privacy breach and the reasons forhaving | L ool Incidont Stakeholder | oo (1) Internal stakeholders R
notification done so; and Reporting (2) Affected clients & third-parties; and
(3) Regulatory
give details of a contact person within the agency for inquiries. exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(1)(1) equirements for Functional | Intersects it | ""ei9ent Stakeholder 1 g, (1) Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Anotification to an affected individual under section 115 or a exist to timely-report incidents to
Requirements f — Incident Stakehold 1) Internal stakeholders;
511172) equirements for | representative under section 116(3) must Functional | Intersectswin|  "eidentStakehotdor | (1) nternal stakeholders; R
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory
describe the notifiable privacy breach and state whether the agency has or -
o ot tdomifed oty tha th N oo exist to timely-report incidents to
11170 Reauirements for |00 e O e o ”fe"f““ipe“:"‘“’y T | runctional | intersacts wign|  meident Stakenotder | (1) Inernal stakeholders; .
.1.117(2)(a) notification possession of the af ec?e individual s;?ersona information (but, excep unctiona ntersects Wi Reporting - (2) Affected clients & third-parties; and
as provided in subsection (3), must not include any particulars that could
(3) Regulatory authorities.
identify that person or bodv: and
explain the steps taken or intended to be taken by the agency in response exist to timely-report incidents to
Requirements f toth h Incident Stakehold 1) Internal stakeholders;
61.1172)0) equirements for o the privacy breach; and Functional | ntersects witn| Ineident Stakeholder RO-10 | () Internal stakeholders s
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
where practicable, set out the steps the affected individual may wish to exist to timely-report incidents to
6111700 Requirements for | ake to mitigate or avoid potential oss or harm (f any); and Functional | intersactswitn|  Ineident Stakeholder | (1) Internal stakeholders; s
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
confirm that the Commissioner has been notified under section 114; and exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(2)(d) equirements for Functional |Intersects with| "o den Stakeholder |Ro-10  |{1)Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
state that the individual has the right to make a complaint to the exist to timely-report incidents to
Requirements f ; Incident Stakehold 1) Internal stakeholders;
61 172)0) aquirements for | Commissioner; and Functional | intersacts witn|  neident Stakehotder | o (1) Intemal stakeholders; s
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
give details of a contact person within the agency for inquiries. exist to timely-report incidents to
Requirements f Incident Stakehold 1) Internal stakeholders;
6.1.117(2)(f) equirements for Functional |Intersects with| "o den Stakeholder |Ro-10  |{1)Internal stakeholders; 5
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
‘Anotification to an affected individual or their representative may identify a
person or body that has obtained or may obtain that affected individual’s exist to timely-report incidents to
611170) Requirements for | personal information (whers the identity is known) i the agency believes on| | Incident StakeRolder | (1) Internal stakeholders; .
grounds that is necessary to prevent or lessen a Reporting (2) Affected clients & third-parties; and
serious threat to the life or health of the affected individual or another (3) Regulatory authorities.
individual.
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Anotification to an affected individual must not include any particulars exist to timely-report incidents to
Requirements f e ' Incident Stakehold: 1) Internal stakeholders;
111700 equirements for |about any other affected individuals. Functional | intersacts witn| neident Stakehotder | o (1) Interal stakeholders; .
notification Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
In order to comply with the requirement under sections 114 and 115 that )
tification must be made as soon as practicable, an agency may provide st port incidents to
Requirements for | "™ " " » an agency may Incident Stakeholder (1) Internal stakeholders;
6.1.117(5) the information required by this section incrementally. However, any Functional | Intersects With IRO-10 5
notification Reporting (2) Affected clients & third-parties; and
information that is available at any point in time must be provided as soon )
" © atany (3) Regulatory authorities.
as after that point in time.
1118 Ofence o a0ty |See FOEforcetls. Functionat No A A A B
Section 211 does not _|See FDE for details.
apply to processes and o
6.1.119 proceedings relating to Funotional N/A N/A N/A 0
! Relationship
failure to notify notifiable
privacy breach
Liability for actions of | See FDE for details.
flicers, employees, No
6.1.120 officers, employees, Functional N/A N/A N/A 0
agents, and members of Relationship
agencies
Knowledge of officers, |See FDE for detals.
employees, agents, and
6.1.121 members of agencies to Functional o N/A N/A N/A 0
be treated as knowledge Relationship
of employers, principal
agencies. and agencies
Publication of identity of | See FDE for details. o
6.1.122 agencies in certain Functional N/A N/A N/A 0
Relationship
N/A N
62 Compliance notices Functional © N/A N/A N/A 0
See FDE for details. No
6.2.123 Compliance notices  |>-0 000 e Functional N/A N/A N/A 0
Tssui i N/A N
6.2.124 ssuing compliance Functional © N/A N/A N/A 0
notice
s2.12401) Issuing compliance | The Commissioner must consider thefollowing factors before ssuing a Functionat No A A A o
notice notice:
s 21200000 Issuing compliance | whether there is another means under this Actor another Actfor dealing | No A A A .
notice with the breach:
621240000 Issuing compliance _|the seriousness of the breach: Functionat No A A A o
notice
2124000 Issuing compliance | the likelinood of a repeat of the breach: Functionat No A A A .
notice
s21200@ Issuing compliance | the number of people who may be or are affested by the breach: Functionat No A A A o
notice
s 2120000 ssuing compliance | whether the agency has been co-operative in all dealings with the Functionat No A A A .
notice Co
62124000 Issuing compliance _|thelikely costs to the agency of complying with the notice. Functionat No A A A o
notice
21240 Issuing compliance | However, each of those factors need be considered only to the extent Functionat No A A A .
notice that—
s 212000 Issuing compliance it relevant i the Commissioner's view: Functionat No A A A o
notice
21202000 Issuing compliance | information about the factor is readily available to the Commissioner. Functionat No A A A .
notice
o comptianoe | BSTore sSLing a compliance notice, the Commissioner must provide the o
6.2.124(3) 8 comp agency concerned with a reasonable opportunity to comment on a written | Functional N/A N/A N/A )
notice Relationship
notice that—
s 2120000 Issuing compliance | describes the breach, Giing the relevant statutory provision or provisions; | .o No A A A o
notice and
e 21200000) Issuing the ions reached about the factors in subsection (1) | L~ No A A A .
notice that have been by the C and
o commtianae _|de5cribes particular steps that the Commissioner considers need to be o
6.2.124(3)(c) 8 comp taken to remedy the breach (if any) and any conditions the Commissioner | ~ Functional N/A N/A N/A 0
notice Relationship
considers (if anv): and
{soungcommtianae | tates the date o dates by which the Commissioner proposes that the o
6.2.124(3)(d) 8 comp agency must remedy the breach and report to the Commissioner (if any). |~ Functional N/A N/A N/A 0
notice Relationship
< soung commtianaa. |17 e30h cass, the Commissionar must determine the period of time that o
6.2.124(4) 8 comp will give the agency a reasonable opportunity to comment, taking into Functional N/A N/A N/A 0
notice Relationship
account the of the case.
[ i See FDE for details. N
6.2.124(5) ssuing compliance | See FDE for details. Functional © N/A N/A N/A 0
notice
6.2.125 Form of compliance [ Functional i N/A N/A N/A 0
notice
621250 Form of compliance | Acompliance notice issued to an agency must— Fonctionat No A A A B
notice
Form of compli tate th f thi vand N
6.2.125(1)(a) orm of compliance | state the name of the agency; an Functional Ne N/A N/A N/A 0
notice
62125001 Form of compliance | describe the breach, oiting the relevant statutory provision o provisions; | ¢ No A A A B
notice and
62175000 Form of compliance | require the agency to remedy the breach; and Functionat No A A A o
notice
s 212500@ Form of compliance _|inform the agency of the right of appeal under section 131; and Fonctionat No A A A B
notice
s21750000) Form of compliance | contain any other information required by any regulations made under Fonctionat No A A A .
notice section 215(1)(c).
21250) Form of compliance | A compliance notice issued to an agency may— Fonctionat No A A A N
notice
Form of compliance _|identify particular steps that the Commissioner considers need to be taken ) No
6.2.125(2)(a) Pl dentfy partioular step isstoner consider Functional N/A N/A N/A 0
notice by the agency to remedy the breach:
621250)0) Form of compliance _|include conditions that the Commissioner considers are appropriate: Fonctionat No A A A N
notice
Form of compliance | state the date or dates by which the agency must— ) No
6.2.125(2)(c) Pl " v geney mu Functional N/A N/A N/A 0
notice
Form of compli dy the breach; and N
6.2.125(2)(c)(i) orm ofcompliance - jremedy the breach; an Functional e N/A N/A N/A 0
notice
Form of eport to the C on the steps taken to do so: N No
6.2.125(2)(c) i) rep P Functional N/A N/A N/A 0
notice
Form of lude oth that the C d ldb N
6.2.125(2)(d) orme! include other atthe considers wouldbe Functional o N/A N/A N/A )
notice useful
Agency re nse te /)
6.2.126 gency responseto - (N/A Functional (D N/A N/A N/A o
notice
Ar that i d with i ti it take ste o
Agencyresponseto | agency thatis issued with a compliance notice must take steps to Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
6.2.126(1) comply with the notice, including taking any particular steps specifiedin | Functional |Intersects With cpLo1 5
compliance notice | /" Contractual Compliance relevant statutory, regulatory and contractual controls.
Th —
62.1260) Agency response to '@ agency mus Functional | intersacts witn| Statuton: Regulatory & | | Mechanisms existto facilitate the identifcation and implementation of s
compliance notice Contractual Compliance relevant statutory, regulatory and contractual controls.
Comply with the notice as soon as practicable after receiving it unless it is - -
A t Statutory, Regulatory & Mech t to facilitate the identification and implementation of
6.2.126(2)(a) BeNCY 1eSPONSE 10| o - celled or suspended; and Functional | Intersects With | 50" Regutatony cpLo1  |Mechanisms existto facilitate the identification and implementation o 5
compliance notice Contractual Compliance relevant statutory, regulatory and contractual controls.
f applicable, remedy the breach by the date stated in the notice unl
Agencyresponseto || CPPucable, remedy the breach by the date stated in the notice unless Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
6.2.126(2)(b) that date is varied or modified. Functional | Intersects With cpLo1 5
compliance notice Contractual Compliance relevant statutory, regulatory and contractual controls.
Commissioner may vary | See FDE for details. o
6.2.127 or cancel compliance Functional e N/A N/A N/A 0
¢ Relationship
notice
2128 Curzr;l:imner s power to| See FDE for details. ronctionat No A A A N
i
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Publication of details of |See FDE for details.

6.2.129 . Functional o N/A N/A N/A 0
notice
6.2.130 En!orceme::):::e See FDE for details. Functional No NA NA N/A 0

See FDE for details.
Appeal against
i ti N
6.2.131 compliance notice or Functional e N/A N/A N/A o
Commissioner's decision Relationship

to vary or cancel notice

Interim order suspending | See FDE for details.

6.2.132 compliance notice Functional No N/A N/A N/A [
Relationship
pending appeal
62133 Remedies, costs, and | See FDE for details. Functional No A A WA N
60138 Application of Human | See FDE for details. Functional No A A WA N
Rights Act 1993
Commissioner may be |See FDE for details. No

6.2.135 represented in Functional N/A N/A N/A [
Relationship

Sharing, accessing, and |See FDE for details. No

7 matching personal Functional [ o\ ionship N/A N/A N/A 0

Prohibiting onward | See FDE for details.
transfer of personal

8 information received in Functional No N/A N/A N/A 0
Relationship
New Zealand from
overseas
See FDE for details. N
9 Miscellaneous provisions [ | 0+ for details. Functional © N/A N/A N/A 0
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