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1-2012/

See FDE for details. N
I GENERAL PROVISIONS |>°¢F0F for detaits Functional o N/A N/A N/A )
THE NATIONAL PRIVACY | See FDE for details. ) No
I COMMISSION raetal Functional ) N/A N/A N/A 0
PROCESSINGOF | N/A o
n PERSONAL Functional - N/A N/A N/A 0
NFORMATION Relationship
The processing of personal information shall be allowed, subject to
compliance with the requirements of this Act and other laws allowing
discl f information to the public and adh toth iples of
General Data Privacy | 5C10°ure of information to the public and adherence to the principles o Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
.11 ’ transparency, legitimate purpose and proportionality. Functional |  Subset Of ° cpLO1 10
Principles ’ ' Contractual Compliance relevant statutory, regulatory and contractual controls.
Personalinformation must, be:,
The personal information controller must ensure implementation of
personali i brinciles set out herein.
The processing of personal information shall be allowed, subject to
compliance with the requirements of this Act and other laws allowing Mechanisms exist to facilitate the implementation and operation of
disclosure of information to the public and adherence to the principles of
o General Data Privacy | e ) e Functional | intersects With|  Data Privacy Program | prio1 | @ta Protestion controls throughout the data lfecycle to ensure all .
: Principles ransparency, legitimate purpose and proportionality. y Prog forms of Personal Data (PD) are processed lawfully, fairly and
Personalinformation must, be:,
transparently.
The personal information controller must ensure implementation of
personali i brinciles set out herein.
The processing of personal information shall be allowed, subject to
compliance with the requirements of this Act and other laws allowing .
’ Mechanisms exist to limit the collection, receiving, processing, storage,
disclosure of information to the public and adherence to the principles of
General Data Privacy Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
.11 ’ transparency, legitimate purpose and proportionality. Functional | Intersects With ° PRI0T.11 8
Principles ’ ' Practices ding to consumer for what is necessary
Personalinformation must, be:,
and proportionate.
The personal information controller must ensure implementation of
personali i brinciles set out herein.
Collected for specified and legitimate purposes determined and declared Mechanisms exist to restrict collecting, receiving, processing, storing,
before, or as soon as reasonably practicable after collection, and later transmitting, sharing and/or updating Personal Data (PD) to:
General Data Privacy | Pr055590 1N way compatiole with such declared, specified and Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
.11(a) ’ legitimate purposes only; Functional | Intersects With PRI-05.4 [notice(s): 8
Principles Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
Processed fairly and lawfully; Mechanisms exist to limit the collection, receiving, processing, storage,
A1) General Data Privacy Functional | subsetor | ReasonableDataPrivacy [ o o |transmission, sharing, updating and/or disposal of Personal Data (PD) o
Principles Practices to consumer for what is necessary
and i
‘Accurate, relevant and, where necessary for purposes for which it is to be Mechanisms exist to ensure the accuracy and relevance of Personal
a1 General Data Privacy | used the proessing of personal information, kept up to date; inaceurateor | ¢ o | Personal Data (PD) pri0s2 |03t (PD)throvghout the information litecycle by: R
Principles incomplete data must be rectified, supplemented, destroyed or their Accuracy & Integrity (1) Keeping PD up-to-date; and
further restricted: @ ing dentified as necessarv.
Accurate, relevant and, where necessary for purposes for which t is to be Mechanisms exist to restrict collecting, receiving, processing, storing,
used the processing of personal information, kept up to date; inaccurate or transmitting, sharing and/or updating Personal Data (PD) to:
General Data Privacy | e PLete data must be reciifed, supplemented, destroyed or their Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
11() ’ further processing restricted; Functional | Intersects With PRI05.4  [notice(s); 5
Principles Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
‘Adequate and ot excessive in relation to the purposes for which they are Mechanisms exist to limit the collection, receiving, processing, storage,
@ General Data Privacy |collected and processed; Functional | intersects witn | Reasonable Data Privacy [ o - |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Principles Practices to consumer for what is necessary
and i
Retained only for as long as necessary for the fulfillment of the purposes Mechanisms exist to:
for which the data was obtained or for the establishment, exercise or (1) Retain Personal Data (PD), including metadata, for an organization-
defense of legal claims, or for legitimate business purposes, or as provided defined time period to fulill the purpose(s) identified in the notice or as
by law; and required by law;
General Data P Personal Data (PD)
1.11(e) eneral Data Privacy Functional |Intersectswith| " rsonatData (PD) PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 8
Principles Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
Keptin a form which permits identification of data subjects for no longer Mechanisms exist to:
than is necessary for the purposes for which the data were collected and (1) Retain Personal Data (PD), including metadata, for an organization-
processed: Provided, That personal information collected for other defined time period to fulill the purpose(s) identified in the notice or as
i : ired by law:
General Data Privacy |PUTPO€s may lie processed for historical, statistical or scientific ) Personal Data (°D) required by law;
1 e purposes, and in cases laid down in law may be stored for longer periods: | Functional [ InterseotsWith| 221 P8 ' | pRI-05 |(2) Dispose o, destroys, erases, and/or anonymizes the PD, regardiess 8
P Provided, further,That adequate safeguards are guaranteed by said laws P of the method of storage; and
authorizing their processing. (3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
Th f Uinformation shall tted only if not
Criteria for Lawful © °'°°ess‘"§ e o b‘e De'";‘me"f"l'l‘ vitno Mechanisms exist to ensure data privacy notices identify the
a2 Processing of Personal o pro! l ited by law, and when at least one of the following Functional | Intersects With | P PRI-02.1 for which Personal Data (PD) is collected, received, 5
Information conditions exists: processed, stored, transmitted and/or shared.
The data subject has given his o her consent; Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
Criteria for Lawful provided, prior to collection, with:
0.12(a) Processing of Personal Functional [Intersects With| Data Subject Consent |  PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
Information authorization;
(2) Ameans to decline the authorization; and
(8) Necessary choice and consent-related criteria required by
statutorv. regulatorv and i
The processing of personal information is necessary and is related to the
fulfillment of a contract with the data subject or in order to take steps at Mechanisms exist to restrict collecting, receiving, processing, storing,
the request of the data subject prior to entering into a contract; transmitting, sharing and/or updating Personal Data (PD) to:
Criteria for Lawful 1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
1.12(b) Processing of Personal Functional ~ Intersects With Peimal Dara (D) PRI-05.4 [notice(s); 5
Information (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
contractual obligations.
The processing is necessary for compliance with a legal obligation to Mechanisms exist to restrict collecting, receiving, processing, storing,
which the personal information controller is subject; transmitting, sharing and/or updating Personal Data (PD) to:
Criteria for Lawful Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1.12(c) Processing of Personal Functional | Intersects With Peimal Dara (D) PRI-05.4 [notice(s); 5
Information (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The processing is necessary to protect vitally important interests of the Mechanisms exist to restrict collecting, receiving, processing, storing,
data subject, including life and health; transmitting, sharing and/or updating Personal Data (PD) to:
Criteria for Lawful Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
n.12(d) Processing of Personal Functional | Intersects With Peimal Dara (D) PRI-05.4 [notice(s); 5
Information (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The processing is necessary in order to respond to national emergency, to Mechanisms exist to restrict collecting, receiving, processing, storing,
comply with the requirements of public order and safety, or to fulfill transmitting, sharing and/or updating Personal Data (PD) to:
Citeria for Lawful | functions of public authority which necessarily includes the processing of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
11.12(e) Processing of Personal | personal data for the fulfillment of its mandate; or Functional | Intersects With & PRI-05.4 |notice(s); 5

Information

Personal Data (PD)

(2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
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Focal Document: [ e e L LT

es - Data Privacy Act (DPA) (2012)
o . o

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal UR f-republ 10173k he-d f-2012/
STRM Guidance: h heory pping: Published STRM URL: pac-phl-dpa-2012.pdf
FDE# FDE Name Focal Document Element (FDE) Description SU SCF Control SCF# ST HETE L ) et
Rationale Control Description Relationship
The processing is necessary for the purposes of the legitimate interests ) ] ]
pursued by the personal information controller or by a third party or parties Mechanisms exist to restriot collecting, receiving, processing, storing,
) to whom the data is disclosed, except where such interests are overridden transmitting, sharing and/or updating Personal Data (PD) to:
Critera for Lawfut | e 0 ehts and fracdoms of the data subjeot which require Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
IRET) Processing of Personal | 1 L0 0 e Philippine Constitution. Functional  |Intersectswith | * 228" TS O | pRI0s.a  [notice(s); 5
Information (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
contractual obligations.
The processing of sensitive personal information and privileged Mechanisms exist to restrict collecting, receiving, processing, storing,
information shall be prohibited, except in the following cases: transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
a3 Information and Functional | Intersects With PRI-05.4 [notice(s); 5
Privileged Information Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The data subject has given his or her consent, specific to the purpose prior Mechanisms exist to restrict collecting, receiving, processing, storing,
to the processing, or in the case of privileged information, all parties to the transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal | exchange have given their consent prior to processing; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1.13(a) Information and Functional | Intersects With PRI-05.4 [notice(s); 5
Privileged Information Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The processing of the same is provided for by existing laws and regulation: Mechanisms exist to restrict collecting, receiving, processing, storing,
Provided, That such regulatory enactments guarantes the protection of the transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal |sensitive personal information and the privileged information: Provided, Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1.13(b) Informationand | further, That the consent of the data subjects are not required by law or Functional | Intersects witn| “2%° b PEOERIT | PRI0s.4 | noticels); 5
Privileged Information | regulation permitting the of the sensitive personal (2) What s authorized by the data subject, or authorized agent; and
or the privileged information; (3) What is consistent with applicable laws, regulations and
The processing is necessary to protect the life and health of the data Mechanisms exist to restrict collecting, receiving, processing, storing,
subject or another person, and the data subject s not legally or physically transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal |able to express his or her consent prior to the processing; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
.13(c) Information and Functional | Intersects With PRI-05.4 [notice(s); 5
Privileged Information Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The processing is necessary to achieve the lawful and noncommercial Mechanisms exist to restrict collecting, receiving, processing, storing,
of public and their Provided, That transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal |such processing is only confined and related to the bona fide members of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
11.13(d) Informationand | these organizations or their associations: Provided, further, That the Functional | Intersects witn| 2% I SN | PRI05.4 | noticels); 5
Privileged Information [ sensitive personal information are not transferred to third parties: (2) What s authorized by the data subject, or authorized agent; and
Provided, finally, That consent of the data subject was obtained prior to (3) What is consistent with applicable laws, regulations and
The processing is necessary for purposes of medical treatment, is carried Mechanisms exist to restrict collecting, receiving, processing, storing,
out by a medical practitioner or a medical treatment institution, and an transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal | adequate level of protection of personal information is ensured; or (1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
.13(e) Information and Functional | Intersects With PRI-05.4 [notice(s); 5
Privileged Information Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
The processing concerns such personal information as s necessary for the Mechanisms exist to restrict collecting, receiving, processing, storing,
protection of Lawful rights and interests of natural or legal persons in court transmitting, sharing and/or updating Personal Data (PD) to:
Sensitive Personal | proceedings, or the establishment, exercise or defense of legal claims, or Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
11.13(f) Information and when provided to government o public authority. Functional | Intersects With |~ PD) PRI-05.4 [notice(s); 5
Privileged Information (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
A personal controller may th of
personal information: Provided, That the personal information controller
14 Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 8
Information its use for unauthorized purposes, and generally, comply with the Contractors & Service :
" roles and responsibilities for contractors and service providers.
requirements of this Act and other laws for processing of personal Providers
The personal processor shall comply with all the
of this Act and other aoolicable laws.
Personal information controllers may invoke the principle of privileged
s Extension of Privleged_|communication over privleged nformation that they lawlly control or Functionat No A A A o
Communication | process. Subject to existing laws and regulations, any evidence gathered Relationship
on privileged is inadmissi
w R‘GHT:‘?E;:TE DATA - |N/A Functional o NA N/A N/A 0
The data subject is entitled to: exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Rightsof the Data Data Susject received, processed, stored,transmitted, shared, updated and/or
.16 ) Functional | Intersects With PRI-06  |disposed; 5
Subject Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Be informed whether personal information pertaining to him or her shall axistto provide ata subjocts the abily tor
be, are being or have been processed; (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Rights of the Data Data Subject received, processed, stored, transmitted, shared, updated and/or
IV.16(a) ! Functional | Intersects With PRI-06 |disposed; 5
Subject Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Be furnished the mforma(jon indicated heteunde( before the entry of his or exist to provide data subjects the ability to:
her personal information into the processing system of the personal (1) Avaase thetr Porsanal Data (°D) that s being prossssed, stored and
information controller, or at the next practical opportunity:
" ° . | shared, except where the burden, risk or expense of providing access
Any information supplied or declaration made to the data subject on these would be disproportionsto to the benofit offered 10 the data subject
matters shall not be amended without prior notification of data subject: .
nend _ through granting access;
Provided, That the notifcation under subsstion (b) shallnot apply should 2)Obtain amewors on the specifics of how their PD i collscted,
the personal information be needed pursuant to a subpoena or when the . "
Rights of the Data | collection and processing are for obvious purposes, including when it is Data Subject received, processed, stored, transmitted, shared, updated and/or
IV.16(b) " Functional Intersects With PRI-06 disposed; 5
Subject necessary for the performance of or in relation to a contract or service or Empowerment

when necessary or desirable in the context of an employer-employee
relationship, between the collector and the data subject, or when the
information is being collected and processed as a result of legal obligation;

(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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Relationshi

IV.16(b)(1)

Rights of the Data
Subject

Description of the personal information to be entered into the system;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(b)(2)

Rights of the Data
Subject

Purposes for which they are being or are to be processed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(b)(3)

Rights of the Data
Subject

Scope and method of the personal information processing;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(b)(4)

Rights of the Data
Subject

The recipients or classes of recipients to whom they are or may be
disclosed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(b)(5)

Rights of the Data
Subject

Methods utilized for automated access, if the same is allowed by the data
subject, and the extent to which such access is authorized;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(b)(6)

Rights of the Data
Subject

The identity and contact details of the personal information controller or its
representative;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.16(b)(7)

Rights of the Data
Subject

The period for which the information will be stored; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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SCF Control
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Relationshi

IV.16(b)(8)

Rights of the Data
Subject

The existence of their rights, ., to access, correction, as well as the right
to lodge a complaint before the Commission.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(c)

Rights of the Data
Subject

Reasonable access to, upon demand, the following:

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.16(c)(1)

Rights of the Data
Subject

Contents of his or her personal information that were processed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(c)(2)

Rights of the Data
Subject

Sources from which personal information were obtained;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

1V.16(c)(3)

Rights of the Data
Subject

Names and addresses of recipients of the personal information;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

IV.16(c)(4)

Rights of the Data
Subject

Manner by which such data were processed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

V.16(c)(5)

Rights of the Data
Subject

Reasons for the disclosure of the personal information to recipients;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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FDE Name Focal Document Element (FDE) Description SU SCF Control ST HETE L ) SN
Rationale Control Description Relationshi
Information on automated processes where the data will or likely to be exist o provide data subjects the abily
made as the sole basis for any decision significantly affecting or will affect 1y Acenss thor Personal Dats (PD) that 5 being prossssed, stored and
the data subject;
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
IV.16(c)(6) Rights Df.me bata Functional | Intersects With Data Subject PRI-06 |disposed; 5
Subject Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Date when his or her personal information concerning the data subject axistto provide ata subjocts the abily tor
were last accessed and modified; and (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Rightsof the Data Data Subject received, processed, stored, transmitted, shared, updated and/or
IV.16(c)(7) Subjoct Functional. | InersectsWith| ¢ 8 PR PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
The designation, or name o identity and address of the personal axist o provide s subjocts the abiliy to
information controller; (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
V.16(c)(8) Rights of the Data Functional | Intersects With Data Subject PRI-06 |disposed; 5
Subject Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Dispue the inacoracy o error n the personal information and have the axistto provide ata subjocts the abily tor
personal information controller correct it immediately and accordingly, (1) Avasse thetr Poreanal Data (PD) that s boimg rossesed, stored and
unless the request s vexatious or otherwise unreasonable. If the personal )
shared, except where the burden, risk o expense of providing access
information have been corrected, the personal information controller shall ould be drapraportionsto t the bancitaffered o the data subyest
ensure the accessibility of both the new and the retracted information and "
" y t " through granting access;
the simultaneous receipt of the new and the retracted information by 2) Obtaim answrs omthe specifics of how theirPD is collacted,
IV.16(d) Subjont o e ran et of e doa Functional | Intersects With| 0 PR PRI-06 |disposed; 5
° (3) Obtain the source(s) of their PD;
subject; (4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Suspend, withdraw or order the blocking, removal or destruction o is or axist to provide data subjocts the abily tor
her personal nformation from the persanal nformation controler's i (1 Aconss thor Persomal Dath (D) that i being prosessed, stored and
system upon discovery and substantial proof that the personal information o
shared, except where the burden, risk or expense of providing access
areincomplete, outdated, false, unlawfully obtained, used for would be disproportionate to the benefit offered to the data subject
unauthorized purposes or are no longer necessary for the purposes for ’ '
° through granting access;
which they wera collected. Inthis case, the personal information corroller 2)Obtain amewers on the specifics of how their PD s collscted,
e |t hdoarieswhobvs proalyrocshed i procsed om et receied,processed, stred, ransmited, share, updated anlor
IV.16(e) ) g Functional | Intersects With PRI-06 |disposed; 5
Subject Empowerment ‘
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Be indernifie for any damages sustained dus to such naccurate, axistto provide ata subjocts the abily tor
incomplete, outdated, false, unlawfully obtained or unauthorized use of 1y Acunss their Personal Data (PD) that s being prosessed, stored and
personal information. shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Iv.16(7) Rignts of the Data Functional ~ |Intersects With Data Subject PRI-06 |disposed; 5
Subject Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
The lawful heirs and assigns of the data subject may invoke the rights of
Transmissibilty of Rights | 1 8212 sublect for,which ho orshe s an heir o assigne atany timo after Mechanisms exist to allow data subjects to authorize another person
a7 ot tho Data Subjoct |11 death ofthe data subjoct or when the data subject s incapacitated or |  Functional | Inersects With|  Authorized Agent PRI-03.6 [or entity (e.g., authorized agent, proxy, etc.), acting on the data 5
incapable of exercising the rights as enumerated in the immediately subject's behalf, to make Personal Data (PD) processing decisions.
breceding section
The data subject shall have the right, where personal information is
processed by electronic means andin a structured and commonly used
format, to obtain from the persanal nformation controller a copy of data Mochanisms exis to format exports of Personal Data (PD) ina
V.18 Right to Data Portability | UN/e"E0Ing Processingin an electronic or structured format, which is Functional | Intersects With Data Portability PRI-06.6 |structured, machine-readable format that allows data subjects to 5
commonly used and allows for further use by the data subject. The : ‘
transfer their PD to another controller without hindrance.
Commission may specify the electronic format referred to above, as well
as the technical standards, modalities and procedures for their transfer.
The immediately preceding sections are not applicable if the processed
personal information are used only for the needs of scientific and
statistical research and, on the basis of such, no activities are carried out Mechanisms exist to address the use of Personal Data (PD) for internal
and no decisions are taken regarding the data subject: Provided, That the testing, training and research that:
. ° ol Internal Use of Personal search that:
Vs NonApplicabiliyy | Pereonalinformation shallbe hald under strict confidentialty and shaltbe | ool RSO (1) Takes measures to mit or minimize the amount of PD used for .
used only for the declared purpose. Likewise, the immediately preceding Training and Roseoreh internal testing, training and research purposes; and
sections are not app! to of personal i ion gathered (2) Authorizes the use of PD when such information is required for
for the purpose of investigations in relation to any criminal, administrative internal testing, training and research.
or tax liabilities of a data subject.
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RM Secure Controls jork (SCF) Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# EDLERETELE ) o
Rationale Control Desc Relationship
N/A
v SECURITY OF PERSONAL Functional No N/A N/A N/A 0
INFORMATION Relationship
Security of Personal | N/A N
V.20 ecurity of Persona Functional Ne N/A N/A N/A 0
The personal controller must and
Securityof Personal | 2PProPriate organizational, physical and technical measures intended for Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.20(a) nfoemation the protection of personal information against any accidental or unlawful | Functional ~|Intersects With °0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
destruction, alteration and disclosure, as well as against any other scoped to protect the confidentiality and integrity of the PD.
untawfut
The personal information controller shall implement reasonable and
Mech: t Personal Data (PD) is protected by logical
Socurityof Personal | 2PPrOPrate measures to protect personal information against natural Security of Porsonal Data lechanisms exist to ensure Personal Data (PD) is protected by logica
V.20(b) e aton dangers such as accidental loss or destruction, and human dangers such | Functional | Intersects With D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
as unlawful access, fraudulent misuse, unlawful destruction, alteration scoped to protect the confidentiality and integrity of the PD.
and i
The determination of the appropriate level of security under this section
must take into account the nature of the personal information to be
Mech: t P | Data (PD) is protected by logical
Socurityof Personal | PrOtected therisks represented by the processing, the ize of the Security of Porsonal Data echanisms exist o ensure Personal Data (PD) is protected by logica
V.20(c) P and ofits current data privacy best Functional | Intersects With o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
nformation
practices and the cost of security implementation. Subject to guidelines as scoped to protect the confidentiality and integrity of the PD.
the Commission may issue from time to time, the measures implemented
must include:
security of Personal Safegl:ards :’ protect "S(Cff’“p”‘e’ ”e[‘:”t‘a’f‘”s' acfcl‘:‘"":a‘* ”t"lawml °r security of Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
ecurity of Personal  |unauthorized usage or interference with or hindering of their functioning or ecurity of Personal Data
V.20(0)(1) o i & e e Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
avallabliity; scoped to protect the confidentiality and integrity of the PD.
oo o pereont Asecurity policy with respect to the processing of personal information; ot o Mochanisms exist to ensure Personal Data (PD) s protected by logical
ecurity of Persona ecurity of Personal Data
V.20(0)(2) o Functional | Intersects With Y °0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 8
scoped to protect the confidentiality and integrity of the PD.
security of Personal A ‘:'”“Z_sli‘_” 'd_e”:""‘”g E"f e ’eas(;’;‘ai“[“’eseeami security of Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
ecurity of Personal  |vulnerabilities in its computer networks, and for taking preventive, ecurity of Personal Data
V.20(0)(3) yorPe P! 2P Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
Information corrective and mitigating action against security incidents that can lead to (D) '
scoped to protect the confidentiality and integrity of the PD.
a security breach: and
security of Personal Reg”lat' ’”°”“°””ff°’ Se:””:y "cf’“"els anda provess f“:‘?k‘”f o that security of b Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
ecurity of Personal | preventive, corrective and mitigating action against security incidents tha ecurity of Personal Data
V.20(c)(4) yorPe s igating g Y Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
Information canlead to a security breach. e
scoped to protect the confidentiality and integrity of the PD.
Security of Personal The personal '"“’"“f“;’" C‘”:"““e”z“‘:‘ 'h“'l“":' elTs“’el"‘a‘ ‘:“: "a"'es‘ security of b Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
ecurity of Personal | processing personal information on its behalf shall implement the securi ecurity of Personal Data
V.20(d) yorpe P 2P P Y| Functional |Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
Information measures required by this provision. (PD) e
scoped to protect the confidentiality and integrity of the PD.
The personal information controller must further ensure that third parties Data Privacy -
Security of Personal S e . N o Mechanisms exist to include data privacy requirements in contracts
ecurity of Personal | processing personal information on its behalf shall implement the securi equirements for
V.20(d) yorpe P 2P P Y| Functional |Intersects With a ' PRI-07.1 |and other acquisition-related documents that establish data privacy 8
Information measures required by this provision. Contractors & Service o ’
roles and responsibilities for contractors and service providers.
Providers
The agents or of a personal
controller who are involved in the processing of personal information shall
) operate and hold personal information under strict confidentiality if the ) Mechanisms exist to ensure Personal Data (PD) is protected by logical
Security of Personal " P rict ' ) Security of Personal Data g )
V.20(e) et personal information are not intended for public disclosure. This obligation | Functional | Intersects With o) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 8
nformation
shall continue even after leaving the public service, transfer to another scoped to protect the confidentiality and integrity of the PD.
psition or upon termination of employment or contractual relations.
The personal information controller shall promptly notify the Commission
and affected data subjects when sensitive personal information of other
that may, under th be used to enable identity
fraud are reasonably believed to have been acquired by an unauthorized
person, and the personal information controller or the Commission
i i CyberIncident Reporti
Security of Personal | Pelieves that such unauthorized acquisitionis likely to give rise to a real yberIneident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
V.20(f) risk of serious harm to any affected data subject. The notification shall at Functional [ Intersects With | for Sensitive / Regulated | IRO-10.2 8
Information ! 2 a timely manner.
least describe the nature of the breach, the sensitive personal information Data
possibly involved, and the measures taken by the entity to address the
breach. Notification may be delayed only to the extent necessary to
determine the scope of the breach, to prevent further disclosures, or to
restore integrity to the and icati
sustem
In evaluating if ionis the C. may take into
v20001) Securityof Personal | account compliance by the personal information contoller with this Functional No WA WA A o
Information section and existence of good faith in the acquisition of personal Relationship
The Commission may exempt a personal information controller from
V2002 Security of Personal where, in s judgment, such wouldnot | o No WA WA A o
Information be in the public interest or in the interests of the affected data subjects. Relationship
The Commission may authorize postponement of notification where it may
Security of Personal A . : No
V.20()(3) ° hinder the progress of a criminal investigation related to a serious breach. | Functional " NA NA N/A 0
Information Relationship
accountagiLiTyFor |VA N
vi TRANSFER OF PERSONAL| Functional o NA NA N/A 0
Relationship
INFORMATION
Each personal information controller is responsible for personal Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar
information under its control or custody, including information that have ' role, with the authority, mission, accountability and resources to
Principle of Chief Privacy Officer
vi.21 ‘ been to a third party for , whether or Functional | Intersects With PRI-01.1 develop and data privacy 8
Accountability (cPO) ;
subject to cross-bord and requirements and manage data privacy risks through the organization-
wide data privacy program.
The personal information controller is accountable for complying with the Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar
requirements of this Act and shall use contractual or other reasonable ' role, with the authority, mission, accountability and resources to
Principle of N Chief Privacy Officer
Vi.21(a) o means to provide a comparable level of protection while the information | Functional | Intersects With (oroy PRI-01.1 develop and ppl data privacy 8
¥ |are being processed by a third party. requirements and manage data privacy risks through the organization-
wide data privacy program.
The personal information controller shall designate an individual or Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar
prnciplo of who are table for s with Chi Privacy Officer role, with the authoriy, mission, accountabillty and resources to
Vi.21(b) et this Act. The identity of the individual(s) so designated shall be made Functional | Intersects With (oroy PRI-01.1 develop and data privacy 8
¥ |known to any data subject upon request. requirements and manage data privacy risks through the organization-
wide data privacy program.
SECURITY OF SENSITIVE | See FDE for details.
PERSONAL No
vl Functional N/A N/A N/A 0
INFORMATION IN Relationship
GOVERNMENT
See FDE for details. ) No
viil PENALTIES ' Functional ) N/A N/A N/A 4
See FDE for details.
MISCELLANEOUS N
X Functional © N/A N/A N/A )

PROVISIONS

Relationship
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