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FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM
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SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

I GENERAL PROVISIONS
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

II
THE NATIONAL PRIVACY 

COMMISSION
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

III
PROCESSING OF 

PERSONAL 
INFORMATION

N/A
Functional

No 
Relationship

N/A N/A N/A 0

III.11
General Data Privacy 

Principles

The processing of personal information shall be allowed, subject to 
compliance with the requirements of this Act and other laws allowing 
disclosure of information to the public and adherence to the principles of 
transparency, legitimate purpose and proportionality.
Personal information must, be:,
The personal information controller must ensure implementation of 
personal information processing principles set out herein.

Functional Subset Of
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

10

III.11
General Data Privacy 

Principles

The processing of personal information shall be allowed, subject to 
compliance with the requirements of this Act and other laws allowing 
disclosure of information to the public and adherence to the principles of 
transparency, legitimate purpose and proportionality.
Personal information must, be:,
The personal information controller must ensure implementation of 
personal information processing principles set out herein.

Functional Intersects With Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently.

8

III.11
General Data Privacy 

Principles

The processing of personal information shall be allowed, subject to 
compliance with the requirements of this Act and other laws allowing 
disclosure of information to the public and adherence to the principles of 
transparency, legitimate purpose and proportionality.
Personal information must, be:,
The personal information controller must ensure implementation of 
personal information processing principles set out herein.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

III.11(a)
General Data Privacy 

Principles

Collected for specified and legitimate purposes determined and declared 
before, or as soon as reasonably practicable after collection, and later 
processed in a way compatible with such declared, specified and 
legitimate purposes only; Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

III.11(b)
General Data Privacy 

Principles

Processed fairly and lawfully;

Functional Subset Of
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

10

III.11(c)
General Data Privacy 

Principles

Accurate, relevant and, where necessary for purposes for which it is to be 
used the processing of personal information, kept up to date; inaccurate or 
incomplete data must be rectified, supplemented, destroyed or their 
further processing restricted;

Functional Intersects With
Personal Data (PD) 
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal 
Data (PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

5

III.11(c)
General Data Privacy 

Principles

Accurate, relevant and, where necessary for purposes for which it is to be 
used the processing of personal information, kept up to date; inaccurate or 
incomplete data must be rectified, supplemented, destroyed or their 
further processing restricted; Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.11(d)
General Data Privacy 

Principles

Adequate and not excessive in relation to the purposes for which they are 
collected and processed;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

III.11(e)
General Data Privacy 

Principles

Retained only for as long as necessary for the fulfillment of the purposes 
for which the data was obtained or for the establishment, exercise or 
defense of legal claims, or for legitimate business purposes, or as provided 
by law; and

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

8

III.11(f)
General Data Privacy 

Principles

Kept in a form which permits identification of data subjects for no longer 
than is necessary for the purposes for which the data were collected and 
processed: Provided, That personal information collected for other 
purposes may lie processed for historical, statistical or scientific 
purposes, and in cases laid down in law may be stored for longer periods: 
Provided, further,That adequate safeguards are guaranteed by said laws 
authorizing their processing.

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

8

III.12
Criteria for Lawful 

Processing of Personal 
Information

The processing of personal information shall be permitted only if not 
otherwise prohibited by law, and when at least one of the following 
conditions exists:

Functional Intersects With Purpose Specification PRI-02.1
Mechanisms exist to ensure data privacy notices identify the 
purpose(s) for which Personal Data (PD) is collected, received, 
processed, stored, transmitted and/or shared.

5

III.12(a)
Criteria for Lawful 

Processing of Personal 
Information

The data subject has given his or her consent;

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

III.12(b)
Criteria for Lawful 

Processing of Personal 
Information

The processing of personal information is necessary and is related to the 
fulfillment of a contract with the data subject or in order to take steps at 
the request of the data subject prior to entering into a contract;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.12(c)
Criteria for Lawful 

Processing of Personal 
Information

The processing is necessary for compliance with a legal obligation to 
which the personal information controller is subject;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.12(d)
Criteria for Lawful 

Processing of Personal 
Information

The processing is necessary to protect vitally important interests of the 
data subject, including life and health;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.12(e)
Criteria for Lawful 

Processing of Personal 
Information

The processing is necessary in order to respond to national emergency, to 
comply with the requirements of public order and safety, or to fulfill 
functions of public authority which necessarily includes the processing of 
personal data for the fulfillment of its mandate; or Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-apac-phl-dpa-2012.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://privacy.gov.ph/implementing-rules-and-regulations-of-republic-act-no-10173-known-as-the-data-privacy-act-of-2012/
Philippines - Data Privacy Act (DPA) (2012)
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III.12(f)
Criteria for Lawful 

Processing of Personal 
Information

The processing is necessary for the purposes of the legitimate interests 
pursued by the personal information controller or by a third party or parties 
to whom the data is disclosed, except where such interests are overridden 
by fundamental rights and freedoms of the data subject which require 
protection under the Philippine Constitution. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13
Sensitive Personal 

Information and 
Privileged Information

The processing of sensitive personal information and privileged 
information shall be prohibited, except in the following cases:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(a)
Sensitive Personal 

Information and 
Privileged Information

The data subject has given his or her consent, specific to the purpose prior 
to the processing, or in the case of privileged information, all parties to the 
exchange have given their consent prior to processing;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(b)
Sensitive Personal 

Information and 
Privileged Information

The processing of the same is provided for by existing laws and regulations: 
Provided, That such regulatory enactments guarantee the protection of the 
sensitive personal information and the privileged information: Provided, 
further, That the consent of the data subjects are not required by law or 
regulation permitting the processing of the sensitive personal information 
or the privileged information;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(c)
Sensitive Personal 

Information and 
Privileged Information

The processing is necessary to protect the life and health of the data 
subject or another person, and the data subject is not legally or physically 
able to express his or her consent prior to the processing;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(d)
Sensitive Personal 

Information and 
Privileged Information

The processing is necessary to achieve the lawful and noncommercial 
objectives of public organizations and their associations: Provided, That 
such processing is only confined and related to the bona fide members of 
these organizations or their associations: Provided, further, That the 
sensitive personal information are not transferred to third parties: 
Provided, finally, That consent of the data subject was obtained prior to 
processing;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(e)
Sensitive Personal 

Information and 
Privileged Information

The processing is necessary for purposes of medical treatment, is carried 
out by a medical practitioner or a medical treatment institution, and an 
adequate level of protection of personal information is ensured; or

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.13(f)
Sensitive Personal 

Information and 
Privileged Information

The processing concerns such personal information as is necessary for the 
protection of lawful rights and interests of natural or legal persons in court 
proceedings, or the establishment, exercise or defense of legal claims, or 
when provided to government or public authority. Functional Intersects With

Usage Restrictions of 
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

III.14
Subcontract of Personal 

Information

A personal information controller may subcontract the processing of 
personal information: Provided, That the personal information controller 
shall be responsible for ensuring that proper safeguards are in place to 
ensure the confidentiality of the personal information processed, prevent 
its use for unauthorized purposes, and generally, comply with the 
requirements of this Act and other laws for processing of personal 
information. The personal information processor shall comply with all the 
requirements of this Act and other applicable laws.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

8

III.15
Extension of Privileged 

Communication

Personal information controllers may invoke the principle of privileged 
communication over privileged information that they lawfully control or 
process. Subject to existing laws and regulations, any evidence gathered 
on privileged information is inadmissible.

Functional
No 

Relationship
N/A N/A N/A 0

IV
RIGHTS OF THE DATA 

SUBJECT
N/A

Functional
No 

Relationship
N/A N/A N/A 0

IV.16
Rights of the Data 

Subject

The data subject is entitled to:

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(a)
Rights of the Data 

Subject

Be informed whether personal information pertaining to him or her shall 
be, are being or have been processed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)
Rights of the Data 

Subject

Be furnished the information indicated hereunder before the entry of his or 
her personal information into the processing system of the personal 
information controller, or at the next practical opportunity:
Any information supplied or declaration made to the data subject on these 
matters shall not be amended without prior notification of data subject: 
Provided, That the notification under subsection (b) shall not apply should 
the personal information be needed pursuant to a subpoena or when the 
collection and processing are for obvious purposes, including when it is 
necessary for the performance of or in relation to a contract or service or 
when necessary or desirable in the context of an employer-employee 
relationship, between the collector and the data subject, or when the 
information is being collected and processed as a result of legal obligation;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5
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IV.16(b)(1)
Rights of the Data 

Subject

Description of the personal information to be entered into the system;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(2)
Rights of the Data 

Subject

Purposes for which they are being or are to be processed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(3)
Rights of the Data 

Subject

Scope and method of the personal information processing;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(4)
Rights of the Data 

Subject

The recipients or classes of recipients to whom they are or may be 
disclosed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(5)
Rights of the Data 

Subject

Methods utilized for automated access, if the same is allowed by the data 
subject, and the extent to which such access is authorized;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(6)
Rights of the Data 

Subject

The identity and contact details of the personal information controller or its 
representative;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(b)(7)
Rights of the Data 

Subject

The period for which the information will be stored; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5
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IV.16(b)(8)
Rights of the Data 

Subject

The existence of their rights, i.e., to access, correction, as well as the right 
to lodge a complaint before the Commission.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)
Rights of the Data 

Subject

Reasonable access to, upon demand, the following:

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(1)
Rights of the Data 

Subject

Contents of his or her personal information that were processed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(2)
Rights of the Data 

Subject

Sources from which personal information were obtained;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(3)
Rights of the Data 

Subject

Names and addresses of recipients of the personal information;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(4)
Rights of the Data 

Subject

Manner by which such data were processed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(5)
Rights of the Data 

Subject

Reasons for the disclosure of the personal information to recipients;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5
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IV.16(c)(6)
Rights of the Data 

Subject

Information on automated processes where the data will or likely to be 
made as the sole basis for any decision significantly affecting or will affect 
the data subject;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(7)
Rights of the Data 

Subject

Date when his or her personal information concerning the data subject 
were last accessed and modified; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(c)(8)
Rights of the Data 

Subject

The designation, or name or identity and address of the personal 
information controller;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(d)
Rights of the Data 

Subject

Dispute the inaccuracy or error in the personal information and have the 
personal information controller correct it immediately and accordingly, 
unless the request is vexatious or otherwise unreasonable. If the personal 
information have been corrected, the personal information controller shall 
ensure the accessibility of both the new and the retracted information and 
the simultaneous receipt of the new and the retracted information by 
recipients thereof: Provided, That the third parties who have previously 
received such processed personal information shall he informed of its 
inaccuracy and its rectification upon reasonable request of the data 
subject;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(e)
Rights of the Data 

Subject

Suspend, withdraw or order the blocking, removal or destruction of his or 
her personal information from the personal information controller’s filing 
system upon discovery and substantial proof that the personal information 
are incomplete, outdated, false, unlawfully obtained, used for 
unauthorized purposes or are no longer necessary for the purposes for 
which they were collected. In this case, the personal information controller 
may notify third parties who have previously received such processed 
personal information; and Functional Intersects With

Data Subject 
Empowerment

PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.16(f)
Rights of the Data 

Subject

Be indemnified for any damages sustained due to such inaccurate, 
incomplete, outdated, false, unlawfully obtained or unauthorized use of 
personal information.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

IV.17
Transmissibility of Rights 

of the Data Subject

The lawful heirs and assigns of the data subject may invoke the rights of 
the data subject for, which he or she is an heir or assignee at any time after 
the death of the data subject or when the data subject is incapacitated or 
incapable of exercising the rights as enumerated in the immediately 
preceding section.

Functional Intersects With Authorized Agent PRI-03.6
Mechanisms exist to allow data subjects to authorize another person 
or entity (e.g., authorized agent, proxy, etc.), acting on the data 
subject's behalf, to make Personal Data (PD) processing decisions.

5

IV.18 Right to Data Portability

The data subject shall have the right, where personal information is 
processed by electronic means and in a structured and commonly used 
format, to obtain from the personal information controller a copy of data 
undergoing processing in an electronic or structured format, which is 
commonly used and allows for further use by the data subject. The 
Commission may specify the electronic format referred to above, as well 
as the technical standards, modalities and procedures for their transfer.

Functional Intersects With Data Portability PRI-06.6
Mechanisms exist to format exports of Personal Data (PD) in a 
structured, machine-readable format that allows data subjects to 
transfer their PD to another controller without hindrance.

5

IV.19 Non-Applicability

The immediately preceding sections are not applicable if the processed 
personal information are used only for the needs of scientific and 
statistical research and, on the basis of such, no activities are carried out 
and no decisions are taken regarding the data subject: Provided, That the 
personal information shall be held under strict confidentiality and shall be 
used only for the declared purpose. Likewise, the immediately preceding 
sections are not applicable to processing of personal information gathered 
for the purpose of investigations in relation to any criminal, administrative 
or tax liabilities of a data subject.

Functional Intersects With
Internal Use of Personal 

Data (PD) For Testing, 
Training and Research

PRI-05.1

Mechanisms exist to address the use of Personal Data (PD) for internal 
testing, training and research that:
(1) Takes measures to limit or minimize the amount of PD used for 
internal testing, training and research purposes; and
(2) Authorizes the use of PD when such information is required for 
internal testing, training and research.

5
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V
SECURITY OF PERSONAL 

INFORMATION

N/A
Functional

No 
Relationship

N/A N/A N/A 0

V.20
Security of Personal 

Information
N/A

Functional
No 

Relationship
N/A N/A N/A 0

V.20(a)
Security of Personal 

Information

The personal information controller must implement reasonable and 
appropriate organizational, physical and technical measures intended for 
the protection of personal information against any accidental or unlawful 
destruction, alteration and disclosure, as well as against any other 
unlawful processing.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(b)
Security of Personal 

Information

The personal information controller shall implement reasonable and 
appropriate measures to protect personal information against natural 
dangers such as accidental loss or destruction, and human dangers such 
as unlawful access, fraudulent misuse, unlawful destruction, alteration 
and contamination.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(c)
Security of Personal 

Information

The determination of the appropriate level of security under this section 
must take into account the nature of the personal information to be 
protected, the risks represented by the processing, the size of the 
organization and complexity of its operations, current data privacy best 
practices and the cost of security implementation. Subject to guidelines as 
the Commission may issue from time to time, the measures implemented 
must include:

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(c)(1)
Security of Personal 

Information

Safeguards to protect its computer network against accidental, unlawful or 
unauthorized usage or interference with or hindering of their functioning or 
availability;

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(c)(2)
Security of Personal 

Information

A security policy with respect to the processing of personal information;

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(c)(3)
Security of Personal 

Information

A process for identifying and accessing reasonably foreseeable 
vulnerabilities in its computer networks, and for taking preventive, 
corrective and mitigating action against security incidents that can lead to 
a security breach; and

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(c)(4)
Security of Personal 

Information

Regular monitoring for security breaches and a process for taking 
preventive, corrective and mitigating action against security incidents that 
can lead to a security breach.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(d)
Security of Personal 

Information

The personal information controller must further ensure that third parties 
processing personal information on its behalf shall implement the security 
measures required by this provision.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(d)
Security of Personal 

Information

The personal information controller must further ensure that third parties 
processing personal information on its behalf shall implement the security 
measures required by this provision.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

8

V.20(e)
Security of Personal 

Information

The employees, agents or representatives of a personal information 
controller who are involved in the processing of personal information shall 
operate and hold personal information under strict confidentiality if the 
personal information are not intended for public disclosure. This obligation 
shall continue even after leaving the public service, transfer to another 
position or upon termination of employment or contractual relations.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

V.20(f)
Security of Personal 

Information

The personal information controller shall promptly notify the Commission 
and affected data subjects when sensitive personal information or other 
information that may, under the circumstances, be used to enable identity 
fraud are reasonably believed to have been acquired by an unauthorized 
person, and the personal information controller or the Commission 
believes that such unauthorized acquisition is likely to give rise to a real 
risk of serious harm to any affected data subject. The notification shall at 
least describe the nature of the breach, the sensitive personal information 
possibly involved, and the measures taken by the entity to address the 
breach. Notification may be delayed only to the extent necessary to 
determine the scope of the breach, to prevent further disclosures, or to 
restore reasonable integrity to the information and communications 
system.

Functional Intersects With
Cyber Incident Reporting 
for Sensitive / Regulated 

Data
IRO-10.2

Mechanisms exist to report sensitive and/or regulated data incidents in 
a timely manner.

8

V.20(f)(1)
Security of Personal 

Information

In evaluating if notification is unwarranted, the Commission may take into 
account compliance by the personal information controller with this 
section and existence of good faith in the acquisition of personal 
information.

Functional
No 

Relationship
N/A N/A N/A 0

V.20(f)(2)
Security of Personal 

Information

The Commission may exempt a personal information controller from 
notification where, in its reasonable judgment, such notification would not 
be in the public interest or in the interests of the affected data subjects.

Functional
No 

Relationship
N/A N/A N/A 0

V.20(f)(3)
Security of Personal 

Information

The Commission may authorize postponement of notification where it may 
hinder the progress of a criminal investigation related to a serious breach. Functional

No 
Relationship

N/A N/A N/A 0

VI
ACCOUNTABILITY FOR 

TRANSFER OF PERSONAL 
INFORMATION

N/A

Functional
No 

Relationship
N/A N/A N/A 0

VI.21
Principle of 

Accountability

Each personal information controller is responsible for personal 
information under its control or custody, including information that have 
been transferred to a third party for processing, whether domestically or 
internationally, subject to cross-border arrangement and cooperation.

Functional Intersects With
Chief Privacy Officer 

(CPO)
PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

8

VI.21(a)
Principle of 

Accountability

The personal information controller is accountable for complying with the 
requirements of this Act and shall use contractual or other reasonable 
means to provide a comparable level of protection while the information 
are being processed by a third party.

Functional Intersects With
Chief Privacy Officer 

(CPO)
PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

8

VI.21(b)
Principle of 

Accountability

The personal information controller shall designate an individual or 
individuals who are accountable for the organization’s compliance with 
this Act. The identity of the individual(s) so designated shall be made 
known to any data subject upon request.

Functional Intersects With
Chief Privacy Officer 

(CPO)
PRI-01.1

Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar 
role, with the authority, mission, accountability and resources to 
coordinate, develop and implement, applicable data privacy 
requirements and manage data privacy risks through the organization-
wide data privacy program.

8

VII

SECURITY OF SENSITIVE 
PERSONAL 

INFORMATION IN 
GOVERNMENT

See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

VIII PENALTIES
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

IX
MISCELLANEOUS 

PROVISIONS

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0
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