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o ontrol Descriptio
Citationand This Code is the Cybersecurity Code of Practice for Critical Information
144 Infrastructure (2026) and shall take effect from 29 July 2026, superseding Functional | NoRelationship N/A N/A N/A
Commencement
orevious versions of the Code.
Inthis Code, unless the context otherwise requires, the terms defined in the, Mechanisms exist to standardize technology and process
Glossary and Standardized
1.2 Glossary shall have the corresponding meaning. (See FDE for details) Functional | Intersects With ! GOV-03.2  |terminology to reduce confusion amongst groups and SEA-02.1
Interpretation Terminology
Olossaryand Areference in this Code to a “clause” shal, unless otherwise stated, be
122 Intorprotation | comStrued a3 areference to the corresponding clause n this Codo and shall Functional | NoRelationship N/A N/A N/A
include all sub-clauses within that clau
Clossaryand Areference in this Code to “including” shall not be construed restrictively but
1.2.3 ! shall mean “including prejudice to the generality of the foregoing” and |  Functional | No Relationship N/A N/A N/A
Interpretation
“including
124 Glossary and Use of the singular is deemed to include the plural (and vice versa). | r—— WA A A
Unless otherwise stated, the provisions of this Code shall apply to the CIl, and
where specifically indicated to apply to systems that communicate with or
125 Glossary and connectto the Cll that the CIIO own, operate, and/or control. For the o || oG A A A
doubt, as “the CII” or “a CII” do not in any way
restrict the application of this Code to other Cll that the CIIO owns.
The provisions of this Code shall also apply to Cil interconnected systems that
the CIIO own, operate, and/or control, referring to computer systems that
Slossaryand connect to or communicate with the Cll, as llustrated in the diagram below.
126 Iterprotation | Whileenterprise systems fal autside the scope o this Code, GllOs are Functional | NoRetationship N/A N/A N/A
encouraged to refer to Annex A, which provides guidance on strengthening the
cybersecurity posture of the enterprise system by implementing the measures
set ourt therain
Clauses in this Code are prefaced with a preamble or include llustrations
(presented in italicised font and without clause numbers). The preambles and
illustrations are intended to provide additional information on the context,
127 Glossary and purpose, or application of the clauses they relate to. The preambles and s || coReE D o I I
Interpretation illustrations do not form part of the measures that the CIIO is required to take
under this Code and hence need not be included in the scope of any
cybersecurity audits carried performed by the GIIO under section 15 of the Act.
This Code is intended to specify the minimum requirements that the GIIO shall
131 Purpose of this Code  |implement to ensure its Cll and Cll Functional | NoRelationship N/A N/A N/A
svstems.
The CIIO is expected to implement measures beyond those stipulated in this
152 Purpose of this Gode | CO% 1 urther strengthen the cybersacrity of the Cl, Clinterconnected S | R A A A
systems and the CIIO’s enterprise environment based on the cybersecurity
risk profile of the CIIO.
141 Legal Effect of this Code | e C!IO Must comply with this Code pursuant to section 35A(8) of the Act. Functional | No Relationship N/A N/A N/A
s Logal Effectof this Cade | T PreVIoUS Version i superseded with effectrom the Effecive Date. | P —— A oA oA
‘As this Code may be updated the CIIO shall
with each release within the compliance timeframe specified by the
143 Legal Effect of this Code | Commissioner at the time of the release 's issuance. The CIIO must ensure Functional | NoRetationship N/A N/A N/A
compliance with this Code by the Compliance Date as specified in the
liance Timeline section.
For Existing Cll, during the period between the Effective Date and the
144 Legal Effect of this Code | COTPliance Date (referred to below as the *transition period") , the CIIO Functional | No Relationship N/A N/A N/A
minimally comply with the requirements of this Code s at the Previous
Version.
The CIIOs obligations under this Code are in addition to its other obligations
145 Logal Efectofthis Gade | 46T the Act and ather aws, and any relevant witten directions o other smeemrn || ez VA WA WA
codes of practice issued by the Commissioner under the Act.
a6 Logal Effectof this Gade |21V ProVision of this Gode s eld to be unlawul, alother provisions shall | r—— A A A
remain n full force and effect.
Where the provisions specified in this Code are not met by a GIIO, the
147 Legal Effect of this Code Commissioner may issue a direction in writing under section 12(1) of the Actto|  Functional | No Relationship N/A N/A N/A
the CIIO for ith the relevant provision.
This Code includes clauses requiring certain acts to be performed on a
recurring basis at fixed intervals (e.g. , a requirement to perform an act at least
151 Recurring Requirements | °"1°¢ Ve 12 months) referred as “recurring requirements. The relevant Functional | No Relationship N/A N/A N/A
clauses prescribe the deadline for the first instance of the act. For subsequent
instances, the deadline shall be counted from the date the previous instance
was erformed
For Existing Cll, in respect of recurring requirements that already applied to the
162 Recuring Requirements |01l Under the Previous Version,the deadiinefor th firstinstance afte the Functionat A A A
Effective Date shall continue from the date the previous instance was
performed.
161 Waiver The & may waive the P this 8 Functionall || No Relationship N/A N/A N/A
Code to a CIIO under section 35A (7) of the Act.
ACIIO can request for waiver from specific provisions of this Code under Mechanisms exist to prohibit exceptions to standards,
section 35A (7) of the Act by submitting a written request to the Commissioner except when the exception has been formally assessed for
162 Waiver with valid justifications and compensating controls supporting the request, Functional | IntersectsWith | Exception Management | GOV-04.2 |riskimpact, approved and recorded. GOV-02.1
thatare in place or will be putin place to achieve the policy intent of the clause
ACIIO can request for waiver from specific provisions of this Code under Mechanisms exist to identify and implement one, or more,
section 35A (7) of the Act by submitting a written request to the Commissioner GCompensating compensating controls to reduce risk and threat exposure 500-07
162 Waiver with valid justifications and compensating controls supporting the request, Functional | IntersectsWith | PN RSK-18 | when the primary means of implementing the security RSK.06.2
thatare in place or will be putin place to achieve the policy intent of the clause funotionis unavailable or compromised.
Any waiver, it granted by the Commissioner, shall be subject to such terms
163 Waiver the C y specify and may, withoutlimitation, | ¢ oot | No Relationship NA N/A N/A
be for a fixed period or effective until the occurrence of a specific event.
o Amendment and | The Commissioner may, atany ime, amend or evoke this Code undersection ¢ T e o A A A
Revocation 35(Al(b) of the Act.
Where any audit identifies any non-compliance by a CIIO with the Mechanisms exist to identify and document instances of
requirements specified in the Act or any codes of practice or standards of non-conformity with statutory, regulatory and/or
- Remediation of Audit | performance issued under the Act, the CIIO shall, unless the Commissioner Functionat | intersects With Non-Conformity GpLos | contractual obligations, in order to develop appropriate oPLOIA
Findings indicates otherwise in writing, submit an audit finding remediation plan to the Oversight risk mitigation actions.
Commissioner within 30 working days from the date that the CIIO receives the
audit report
Where any audit identifies any non-compliance by a CIIO with the Mechanisms exist to govern identified deficiencies (e.g.,
requirements specified in the Act or any codes of practice or standards of Plan of Action and Milestones (POA&M) or similar
performance issued under the Act, the CIIO shall, unless the Commissioner methodology) that formally documents, at @ minimurm:
indicates otherwise in writing, submit an audit finding remediation plan to the (1) Deficiency tracking number;
Commissioner within 30 working days from the date that the CIIO receives the (2) Applicable security, compliance and/or resilience
audit report. control;
211 Remediation of Audit Functional | Intersectswith | CPapiities Deficiency |\ ) |(3) Description of the deficiency(ies):; 1A0-05
Findings Tracking (4) Risk associated with the deficiency(ies):;
(5) Source deficiency identification/detection;
(6) Temporary compensating controls, f applicable;
(7) Point of Contact (POC) (e.&., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(100 Pronnced and
remediation of Auir | Te 2UGt finding remediation plan shall ) R S ———
242 Functional | Intersects With CPL06.1  |remedate instances of non-conformity with applicable CPL02.3
Findings Corrective Action
statutory. regulatory. and/or contractual
Detail the remediation actions which the GIIO will take to address each area of tto implement to
Remediation of Audit Non-Conformity " ¢
2.1.2(a) ° non- compliance; Functional | Intersects With ° CPL06.1 | remediate instances of non-conformity with applicable cPL02.3
Findings Corrective Action
statutory. regulatory. and/or
Set out the timeline(s) for bl ; tto implement tion to
2.1.2(0) Remediation of Audit |/ Functional | Intersects With Non-Conformity CPL-06.1 |remediate instances of non-conformity with applicable CPL-02.3
Findings Corrective Action
statutory. regulatory. and/or contractual
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FDE Name Focal Document Element (FDE) Desc SCF Control
Control Descri
Set out the timeline(s) for b-cl ; st to govern id d i (e.g.,
and Plan of Action and Milestones (POA&M) or similar
methodology) that formally documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
21.20) Remediation of Audit Functional Capabilities Deficiency 1012 | (@) Description of the deficiencyies); 63
Findings Tracking (4) Risk associated with the deficiency(ies);
(5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(401 Bennncad and
Remediation of Augit_| 4Nty the person(s) or department(s) responsible for the execution and ] Non-Conformity dstto implement tion to
2.1.2() oversight of each remediation action. Functional | Intersects With CPL-06.1 | remediate instances of non-conformity with applicable CPL-02.3
Findings Corrective Action P
statutorv. regulatorv. and/or contractual
] Identify the person(s) or department(s) responsible for the execution and Assignod Securhy, Mechanisms exist to assign one or more qualified
21260 Remediation of Audit ~ |oversight of each remediation action. Functional | Intersects With | Gompliance & Resilience|  GOv.0s | "diduals with the mission and resources to centrally- EE
Findings manage, coordinate, develop, implement and maintain an
Responsibilities ! " )
i & Resilience
Specify the interal governance process for monitoring implementation Mechanisms exist to provide governance oversight
2120 Remediation of Audit | progress, ncluding thefrequency of updates to the ClI0's Board orequivalent | ¢ oo | | StetusReportingTo |1 oo - reporting and recommendations enabling execuives to o
Findings governing body regarding the status of implementation of the actions stated in Governing Body make decisions about matters considered material to the
sub-clause (a). I's Securitv. Ce i Resilience Program
The C may, after iith the CIIO and where the tto govern identified (s
Commissioner considers it appropriate, require the CIIO to revise its audit Plan of Action and Milestones (POA&M) or similar
finding remediation plan and resubmit the revised audit finding remediation methodology) that formally documents, at a minimum:
plan to the Commissioner within such timeframe as may be prescribed by the (1) Deficiency tracking number;
Commissioner. (2) Applicable security, compliance and/or resilience
control;
213 Remediation of Audit Functional | intersectswin | C@Pebilties Deficiency | | (3) Description of the deficiency(ies); 0855
Findings Tracking (4) Risk associated with the deficiency(ies);
(5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(40 Dennncad i timal
The CIIO shallimplement the audit finding remediation plan and complete all tto implement to
remediation actions within the timeframe(s) specified in the said plan, to the remediate instances of non-conformity with applicable
214 of Audit  [C ’s and atthe ClIO’s own cost. The CIIO shall Functional Intersects With Non-Conformity CPL.0g.1 | Statutory, regulatory, and/or contractual compliance GaLng
Findings update the Commissioner and CIIO’s Board or equivalent governing body Corrective Action obligations.
when each remediation action is completed.
The CIIO shall implement the audit finding remediation plan and complete all Mechanisms exist to provide governance oversight
remediation actions within the timeframe(s) specified in the said plan, to the reporting and recommendations enabling executives to
21a of Audit | s and atthe CIIO's own cost. The CIIO shall Functionat | ntersectswin | StEtusReportingTo | o | make decisions about matters considered material to the cov-01.2
Findings update the Commissioner and CII0’s Board or equivalent governing body Governing Body 's Security, Compliance & Resilience Program
when each remediation action is completed. (SCRP).
The CIIO shall ensure that its Board's (or equivalent governing body and/or risk it to enfc tructure
Board-Level Terms of mandate includ the Stakeholder sothat teams and individual
3.1.1 Accountatilty ’s risk postt d direct d Functional Intersects With GOV-05.1 trained for identifying, mapping, GOV-04.1
guidance to Senior Management on the management of cyber risks. measuring and managing Technology Assets,
Data (TAASD)-related risks.
The CIIO shall ensure that its Board’s (or equivalent governing body and/or risk Mechanisms exist to align security, compliance and
Board-Level Terms of c mandate the Stesring Committes & resilience capab\‘lmes with business requirements through
311 risk posture and direction and Functional | Intersects With GOV-09 |asteering committee or advisory board, comprised of key GOV-01.1
Accountability Program Oversight
guidance to Senior Management on the management of cyber risks. cybersecurity, data protection and business executives,
\which meets formallv and on a regular basis.
The CIIO Board" shall through a Mechanisms exist to align security, compliance and
Board-Level documented cyber resilience framework covering sk tolerance, risk Staering Gommittee & resilience capabilities with business requirements through
312 . mitigation, risk transfer and risk recovery, comprising the following: The Functional | Intersects With GOV-09  |a steering committee or advisory board, comprised of key GOV-01.1
Accountability . Program Oversight
update to the Board for para 3.1.2(a), (b), (c) and (d) shall be documented in cybersecurity, data protection and business executives,
Board minutes or eauivalent written records: which meets formallv and on a regular basis.
The CIIO Board’; it i shall hrough a Mechanisms exist to facilitate the implementation of
Board-Level documented cyber resilience framework covering risk tolerance, risk Risk Management strategic, operational and tactical risk management
312 Accountabilty mitigation, risk transfer and risk recovery, comprising the following: The Functional | Intersects With Program RSK-02  |controls that are aligned with: RSK-01
update to the Board for para 3.1.2(a), (b), (c) and (d) shall be documented in (U] (ERM);
Board minutes or eauivalent written records: and
Risk Tolerance - Issue and maintain a cyber risk appetite statement that st to defi i tolerance,
Board-Level defines the CIlO’s acceptable levels of cyber risk . Review the cyber risk the specified range of acceptable results.
3.1.2(a) Accountabilty appetite statement and acceptable levels of cyber risk at least once every 12 Functional Intersects With Risk Tolerance RSK-05.1 RSK-01.3
months, or as often as required based on the evolving cyber threat landscape.
Risk Tolerance - Issue and maintain a cyber risk appetite statement that tto define risk appetite,
Board-Lovel defines the CIIO’s acceptable levels of cyber risk . Review the cyber risk the degree of uncertainty the organization is willing to
3.1.2(a) Accountabiliyy | 2PPetite statement and acceptable levels of cyber isk at least once every 12 Functional | Intersects With Risk Appetite RSK-05.3 |accept in anticipation of a reward. RSK-01.5
months, or as often as required based on the evolving cyber threat landscape.
Risk Mitigation - Be informed of the CIIO’s cybersecurity budget and resource Mechanisms exist to align security, compliance and
31.20) Board-Level allocation, and exercise oversight on whether the allocation is adequate to Functional | ntersectswitn | SteeringCommittees | o resitence capabil b through e
Accountability address the cyber risks at least once every 12 months, or as often as required Program Oversight a steering committee or advisory board, comprised of key
based on threat landscape. data protection and business executives.
Risk Mitigation - Be informed of the CIIO’s cybersecurity budget and resource. Mechanisms exist to identify and allocate resources for
Board-Level allocation, and exercise oversight on whether the allocation is adequate to management, operational, technical and data protection
3.1.2(b) Accountabiliyy | 249resS the cyber isks at least once every 12 months, or as often as required | - Functional | Intersects With | Allocation of Resources | PRIM-06 | requirements within business process planning for PRM-03
based on the evolving cyber threat landscape. projects / initiatives.
Risk Transfer - Be informed of the CIIO’s cyber risk transfer arrangements, Mechanisms exist to select appropriate risk treatment
including cyber insurance coverage and material third-party indemnities, and options, based on applicable risk assessment findings,
Board-Level exercise oversight of the cyber risk transfer arrangements at least once every including:
3.1.2(c) Accountability 12 months, or as often as required based on the evolving cyber threat Functional Intersects With | Risk Treatment Options | RSK-16.1  [(1) Mitigating the risk to an acceptable level; RSK-06.3
landscape. (2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g., insurance and
service provider): or
Risk Recovery - Be informed of the Business Continuity and Disaster Recovery dstto Lresilience
strategy that defines the organisation’s maximum tolerable downtime requirements for Technology Assets, Applications,
3120 Board-Level followinga cyber incident or a distuption to the provision of essential services, | oo | Defined Operational | o |Services andor Data (TAASD) to operate i a controlled
of atleast once every 12 months, or as Resilience Requirements. and acceptable manner during:
often as required based on the evolving cyber threat landscape. (1) Routine operations; and
2
Risk Recovery - Be informed of the Business Continuity and Disaster Recovery tto perations in
strategy that defines the organisation’s maximum tolerable downtime: accordance with Recovery Time Objectives (RTOs) and
31200 Board-Level followinga cyber incident or a disruption to the provision of essential services, | oo || Recovery Time/Point | o o |Recovery Point Objectives (RPOs) RGO
of atleast once every 12 months, or as Obijectives (RTO / RPO)
often as required based on the evolving cyber threat landscape.
The CIIO shall ensure that its Board (or equivalent governing body and/or risk Mechanisms exist to provide role-based security,
inthe raining that covers, ata ‘compliance and resilience-related training:
Board-Level minimurm, oversight rsccuriy ik, and Rote-Based Security, m aetore authorizing access to the sys(erz}\ or performing
313 . X N Functional Intersects With [ Compliance & Resilience SAT-05 SAT-03
Accountability regulatory compliance obligations under the Cybersecurity Act and other Treining assigned duties;
applicable legislation and codes of practice. (2) When required by system changes; and
(3) Annually thereafter.
The CIIO shall ensure that such cybersecurity training is contextualised to the Mechanisms exist to provide role-based security,
CIIO's operating environment, delivered by an intemal or external subject compliance and resilience-related training:
matter expert, and conducted at least once every 12 months, or as often as (1) Before authorizing access to the system or performing.
requirt n i ;
BoabLovt[somamarms o ccsark ooy ook commes) sl Rl SssedSecur P ——
3.1.4 . Functional Intersects With [ Compliance & Resilience SAT-05 . SAT-03
Accountability | complete the training 12 months of their andshall be Training (3) Annually thereafter.
supported through regular cybersecurity briefings in the interim. The CIIO shall
maintain records of attendance and curriculum for all board-level
cybersecurity training conducted.
Secure Controls Framework (SCF) 20f21



Set Theory Relationship Mapping (STRM)

Template

Secure Controls Framework (SCF)

Version 2026.3
9/16/2026

FDE Name Focal Document Element (FDE) Description SCF Control
Control Des
The CIIO shall ensure that such cybersecurity training is contextualised to the Mechanisms exist to document,retain and monitor
CIIO's operating environment, delivered by an internal or external subject individual training activities, including:
matter expert, and conducted at least once every 12 months, or as often as (1) Initial security, compliance and resilience awareness
somtont r;qu:ed baied onthe evm:nng cyberlhrezt SnusZTpe. Nkewty appamte: . Securty, Gomplience & (;a\:mg; ) ,
a4 ard members (or equivalent governing body and/or risk committee) shal Functionat | intersects with oo Training a0 |(2)Recurring awareness training; an SaT04
complete th € 12 months of their appointment and shall be Records (3) Technol , Services
supported through regular cybersecurity brisfings in the interim. The CIIO shall (TAAS)-specific training.
maintain records of attendance and curriculum for all board-level
cybersecurity training conducted.
The CIIO shall ensure that its Board (or equivalent governing body and/or risk tto provide h
committee) receives a cyber threat briefing at least once every & months, or as reporting and recommendations enabling executives to
often as needed based on the evolving cybersecurity threat landscape, and . make decisions about matters considered material to the
Board-Level Status Reporting To ‘ !
315 Accountabiity | (e Board's guidance ornstructions arising from the cyber threat brefing shall | Functional | Intersects Wit Comerrine Bouy GOV-09.1 | organization's Security, Compliance & Resilience Program Gov-01.2
be documented in Board minutes or equivalent written records. Each briefing (SCRP).
shall cover, at a minimum:
The CIIO shall ensure that its Board (or equivalent governing body and/or risk Mechanisms exist to provide role-based security,
committee) receives a cyber threat briefing at least once every § months, or as compliance and resilience awareness training that is
Board-Level often as needed based on the evolving cybersecurity threat landscape, and Cyber Threat current and relevant to the cyber threats that users might
315 Accoumaiyy |e BoAT's uidance orinstauctions arising from thecyber treat biefng shall |  Functional | Intersects With | Environment Situational | SAT-05  |encounter i day-to-day business operations. SAT-03.6
be documented in Board minutes or equivalent written records. Each briefing Awareness
shall cover, at a minimum:
Cyber threats relevant to the ClI, the CIIO organisation and to the CIIO’s tto
Board-Level ‘yber threats relev: rganisation Threat Intelligence
3.1.5(a) " sector; Functional Intersects With THR-05 feeds to te d THR-03.1
Accountability Reporting
security alerts, ad d/or directives.
Any threats actively targeting the Cll, the CIIO organisation, and/or the GIIO's istto i
Board-Level 4 Y targeting L . Threat Intelligence.
3.1.5(0) sector since the last briefing; and Functional | Intersects With THR-05  [feeds to generate and disseminate organization-specific THR-03.1
Accountability Reporting d !
security alerts. ad\ d/or directives.
oard-Lovel Implications of those threats for the CIIO's cyber risk posture, including any Mechanisms exist to monitor risk as an integral part of the
3.1.5(c) Acoountabiliy recommended changes to controls, risk appetite, cybersecurity budget or Functional Intersects With Risk Monitoring RSK-22 [ continuous monitoring strategy, including: RSK-11
resource allocation. ()] f security,
Implications of those threats for the GIIO’s cyber fisk posture, including any istto
recommended changes to controls, risk appetite, cybersecurity budget or feeds to generate and disseminate organization-specific
resource allocation. security alerts, advisories and/or directives.
Board-Level Threat Intelligence "
3.1.5(c) ' Functional | Intersects With & THR-05 THR-03.1
Accountability Reporting
The CIIO shall ensure that at least one member of its Senior management, or Mechanisms exist to assign one or more qualified
anindividual working in or for the CIIO, possesses the knowledge and individuals with the mission and resources to centrally-
necessary to i the Il its manage, coordinate, develop, implement and maintain an
. c ilien
Sontomenamamant systems, and;he CIIO's enterprise network, provide uvevss:t of cybersecurity Assigned Security, anrpris wide
324 & measures, and ensure their Functional | Intersects With | Compliance & Resilience| ~ GOv-05 | Pogram (SCRP)- GOV-04
Responsibility management member or equivalent, e.g. a Chief Information Security Officer Responsibilties
(CISO) s designated for this purpose, the CIIO shall ensure that the individual
the required to y g
their cybersecurity responsibilites.
The CIIO shall ensure that at least one member of its senior management, or Mechanisms exist to ensure that all security, compliance
an individual working in or for the CIIO, possesses the knowledge and and resilience-related positions are staffed by qualified
awareness necessary to manage cyber risks across the Cll, its interconnected GCompetency individuals who have the necessary skill set.
systems, and the CIIO's enterprise network, provide oversight of cybersecurity
Senior Management | measures, and ensure their appropriate implementation. Where a senior Requirements for
3.2.1 = . PProp! P! - Functional Intersects With | Security, Compliance & | HRS-03.2 HRS-03.2
Responsibility | management member or equivalent, e.g. a Chief Information Security Officer
Resilience-Related
(CISO) is designated for this purpose, the CIIO shall ensure that the individual Positions
is vested with the authority and required to y
their cybersecurity responsibilities.
The CIIO shall ensure that the role of the senior management or the assigned nestgned Secur Mechanisms exist to assign one or more qualified
322 Senior Mana}g»emem individual working in or for the CIIO stateg in 3.» .1 are set out in writing, and Functional Intersects With | Compliance & Resm‘;'nce GOv-0s | individuals with the mission and resources to centrally- GOv-04
Responsibility | the responsibiliy for each of these roles is assigned to a person workingin or B les manage, coordinate, develop, implement and maintain an
for the CIIO.. hall: P ent Ce li & Resilien:
The CIIO shall ensure that the role of the senior management or the assigned st to defi roles &
Senior Management 2. ing, Defined Roles & .
322 2 individual working n or for the CIIO stated in 3.2.1 are set out in witing, and Functional | ntersects with Wrs.oq | responsibilies forall personnel. HRS.08
Responsibility the responsibility for each of these roles is assigned to a person working in or Responsibilities
for the CIIO. Thi
‘Specify the organisational structure for persons involved in managing and tto enf ructur
ing the f the CIIO; that e individual
Senior Management | SUrmE he eybersecuriy of the CIIO: Stakeholder o eams and
3.2.2(0) eeponity Functional | Intersects With GOV-05.1 trained for dentifying, mapping, GOV-04.1
P measuring and managing Technology Assets,
d/or Data (TAASD)-related risks.
Senior Management i hat h of the les i ithe e i/t . Thi Defined Roles & 5t to defi ity roles &
3.2.200) e Specify what each of these roles is authorised to do and/or approve. This Functionat | mtersects with HRs08 e .08
should include, at a minimum, the foll : for all personnel.
Incident reporting and escalation: the role(s) responsible for detecting and tto establish f
nior reporting incidents, the escalation process to senior Authoritative Chain of ‘command with clear lines of communication to remove
3.2.2(b)0 porting o Functional | Intersects With GOV-05.2 theles GOV-04.2
Responsibility management or the relevant authority, and the expected timelines for doing Command ‘ambiguity for individuals and teams managing Technology
so. Assets. ery /or Data (TAASD)-
Incident reporting and escalation: the role(s) responsible for detecting and tto portincidents to applicable:
nior rti i , the lati Y Incident Stakeholder 1) Inte L stakehol 5
22,200 e reporting  escalation process to senior Functional | ntersects With [Rog |(1)Intemal stakeholders; RO-10
Responsibility | management or the relevant authority, and the expected timelines for doing Reporting (2) Affected clients & third-parties; and
so. (3) Regulatory authorities.
Incident investigat : the role(s) responsible for leading and conducting Mechanisms exist to establish an integrated team of
. : )mc\:ems ¢ ¢ Integrated Security bersaeunts, 1 and businossfnction eprssentaties
3.2.2(b)ii B¢ g Functional | IntersectsWith | Incident Response Team |  IRO-11 W Y P IRO-07
Responsibility oy that d
brotection incident
Cyber risk trade-off decisions: the role(s) authorised to make decisions to t
Senior Management | 25C9P mitigate, or transfor dentified cyber risks, and at what threshold such Executive Leadership for decisions i ial risk.
3.2.2(b)iii 88 decisions require escalation or approval from senior management or to the Functional Intersects With | Approval For Managing | RSK-06.1 RSK-13.
Board or governin; risk committee. Material Risk
Cyber risk trade-off decisions: the role(s) authorised to make decisions to Mechanisms exist to select appropriate risk reatment
accept, mitigate, or transfer identified cyber risks, and at what threshold such options, based on applicable risk assessment findings,
i i L fr nior to the luding:
Sonior Management | 2°CiSonS approval from senio ortothe . including;
i Recponsiitty | Bo2rd or eauivalent governing body androrisk commitie. Functional | Intersects With | Risk Treatment Options |  RSK-16.1 | (1) Mitigating the risk to an acceptable level; RSK-06.3
(2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g., insurance and
service provider): or
Policy and resource approval: the role(s) authorised to approve cybersecurity esigned Secury, Mechanisms exist to assign one or more qualified
Senior Management | policies, plans and expenditures for the effective management of cyber risks . individuals with the mission and resources to centrally-
3.2.2(b)v 28 P 3 P 8 4 Functional | IntersectsWith |Compliance & Resilience| ~GOV-05 " v GOV-04
Responsibility |across the CIIO. ’ manage, coordinate, develop, implement and maintain an
Responsibilties
ent C Resilience.
Policy and resource approval: the role(s) authorised to approve cybersecurity Mechanisms exist to identify and allocate resources for
Senior Management | policies, plans and expenditures for the effective management of cyber risks ’ : management, operational, technical and data protection
3.220)v N P P P & 4 Functional | Intersects With | Allocation of Resources |  PRM-06 & P P PRM.03
Responsibility across the CIIO. requirements within business process planning for
brojects /iniiatives.
Ensure that isational structure of interest from ) Mechanisms exist to implement and maintain Separation
Senior Management ) Separation of Duties
3.2.2(0) Retponsittity | 2fisingin reation o decisionsrelevant o the cybersecuriy of the CIIO; and Functional | Intersects With i HRS-14 | of Duties (SoD) to prevent potential inappropriate activity HRS-11
without collusion.
Be formally approved by the CIIO personally (where the CIIO consists of one or Publishing Securty, Mechanisms exist to establish, maintain and disseminate
Senior Management | more natural person) or by the relevant officers responsible for the ’ : el olicies, standards and procedures necessary for secure,
3.2.2() & person) or by P Functional | Intersects With |Compliance & Resilience| ~ Gov-04 | P i Gov-02
Responsibility | management of the CIIO (where the CIIO is not a natural person). compliant and resilient capabilties.
Documentation
The CIIO shall ensure that senior ides the Board with a cybs st to provide h
enior threat briefing at least once every 6 months, or more frequently as the evolving Status ReportingTo reporting and recommendations enabling executives to
323 threat landscape warrants. Each cover, at aminimum, the Functional | Intersects With GOV-09.1 | make decisions about matters considered material to the GOV-01.2
Responsibility Governing Body
matters set out in clauses 3.1.5(a) to (c). organization's Security, Compliance & Resilience Program
(SCRP).
The CIIO shall ensure that senior management provides the Board with a cyber tto
threat briefing at least once every 6 months, o more frequently as the evolving feeds to generate and di pecii
Senior Management
3.23 B threat landscape warrants. Each briefing shall cover, at a minimum, the Functional Intersects With THR-05 , ady d/or directives. THR-03.1
Responsibility Reporting
matters set out in clauses 3.1.5(a) to (c).
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FDE Name. Focal Document Element (FDE) Description SCF Control
Control Des:
The CIIO shall ensure that senior management provides the Board with regular exist to submit staty ting of the
reports on the organisation's cybersecurity posture, risks and reportable organization's security, compliance and/or resilience
i the National Gy cident Reporting program to applicable statutory and/or regulatory
Senior Management | Framevork)affecting the Cll,its interconnected systems, and the CIIO's Security, Compliance & authorities, as required.
324 Responsibiliy | MeTPrise network. Such reports shall be provided at least once every & Functional | Intersects With Resilience Status cpL27 Gov-17
months, and promptly upon the occurrence of a reportable incidents or Reporting
material changes to the CIIO's cyber risk profile. All reports and related
deliberations shall be documented in Board 's minutes or equivalent written
recards
The CIIO shall ensure that senior management provides the Board with regular Mechanisms exist to provide governance oversight
reports on the organisation's cybersecurity posture, risks and reportable reporting and recommendations enabling executives to
i the National Gy cident Reporting make decisions about matters considered material to the
Senior Management | Framevork)affecting the Cll,its interconnected systems, and the CIIO's ) Status ReportingTo organization's Security, Compliance & Resilience Program
324 enterprise network. Such reports shall be provided at least once every 6 Functional | Intersects With ! GOV-09.1 |(CRP) GOV-01.2
Responsibility Governing Body
months, and promptly upon the occurrence of a reportable incidents or
material changes to the CIIO's cyber risk profile. All reports and related
deliberations shall be documented in Board 's minutes or equivalent written
recards
The CIIO shall ensure that senior management allocates adequate resources Mechanisms exist to address all capital planning and
and budget for cybersecurity, commensurate with the cyber risks facing the investment requests, including the resources needed to
Senior Management | Ol S nterconnected systems, and the CIIO's enterprise network. The | security, Comptiance & implement the Security, Compliance & Resilience
325 Responaibiy | |2deauacy ofsuch resources and budget shall be reviewed ateast once every | Functional | Intersects With | - Resilience Resource PRM-05 | Program (SCRP) and document all exceptions. PRM-02
12 months or following any material change to the CIIO's cyber risk profile, Management
and the outcomes of such reviews shall be documented.
The CIO shall ensure that senior management allocates adequate resources Mechanisms exist to identify and allocate resources for
and budget for cybersecurity, commensurate with the cyber risks facing the management, operational, technical and data protection
Senior Management | Ol S nterconnected systems, and the CIIO's enterprise network. The ) ! requirements within business process planning for
325 Rosponaibiy | |2deauacy ofsuch resources and budget shall be reviewed ateast once every | Functional | Intersects With | Allocation of Resources | PRM-06 | projects  inititives. PRM-03
12 months or following any material change to the CIIO's cyber risk profile,
and the outcomes of such reviews shall be documented.
The CIIO shall be certified with Cyber Trust Mark Advocate (Tier 5) or its Mechanisms exist to conduct assessments to
CyberTrustMark | CGUIValent ithin 24 months of as an owner of Cll syst demonstrate security, compliance and/or resilience
334 Coniiantion ensure that ts certification remain valid. For existing CIIO, the CIIO shall be Functional | Intersects With | Conformity Assessment |  CPL-04.1  [capability conformity with applicable cybersecurity and CPL-01.4
certified with Cyber Trust Mark Advocate (Tier 5) or its equivalent by the date data protection laws, regulations and/or contractual
stinulated by CSA. bligation:
The scope of shall the CIIO" tisk ttod he scope of
CyberTrust Mark id of it security, compliance and resilience controls that are
332 Cortitontion pro and and Functional | IntersectsWith | C CcPL-03 to meet statutory, regulatory and/or CPLO1.2
that the organisation owns, operates, and/or controls, which are used to contractual compliance obligations.
deliver s oroducts and services.
The CIIO shall ensure that the audit firm it engages to perform the Mechanisms exist to utilize independent assessors to
355 CyberTrustMark | cybersecurity audit under Section 15 of the Act be certified with Cyber Trust Functional | IntersectsWith | independent Assessors | GPL.03 planned cPL03A
Certification Mark Advocate (Tier 5) o its equivalent. intervals or when the Technology Asset, Application
and/or Senvice (TAAS) undergoes significant changes.
The CIIO shall establish and implement a cybersecurity risk management Mechanisms exist to facilitate the implementation of
framework that provides for the following: Risk Management strategic, operational and tactical risk management
3.4 Risk Management Functional | Intersects With Program RSK-02 | controls that are aligned with: RSK-01
) Enterprise (ERM);
and
Promotion of a “risk culture” that enables the organisation and ts personnel Mechanisms exist to ensure teams are committedtoa
to have open communications about risk, embrace learning from positive and culture that considers and communicates technology-
3.4.1() Risk negative make about addressingrisks, and Functional | Intersects With Risk Culture RSK-04 | related risk. RSK-12
carry outrisk risk appeites;
The roles and responsibilities of various persons responsible for managing o enf tructure
cybersecurity risks to the Cll and their governance structure, including their Stakeholder sothat teams and individual
3.4.1(6) Risk reporting Functional | Intersects With GOV-05.1 trained for identifying, mapping, GOV-04.1
measuring and managing Technology Assets,
Data (TAASD)-related risks.
The roles and responsibilities of various persons responsible for managing Mechanisms exist to identify a risk owner for each item in
3.4.1(b) Risk Management | cybersecurity risks to the Cll and their governance structure, including their Functional | Intersects With Risk Owner RSK-11 | the risk register to ensure clear accountability for RSK-03.2
reporting | d risks.
Cybersecurity risk assessment methodology; ik Assesament Mechanisms exist to implement a risk assessment
3.4.(0) Risk Management Functional | Intersects With Methodology RSK-12 | methodology to ensure coverage for organizational RSK-04.2
relevant for secure, compliant and resilient
Processes for the monitoring, and reporting of Mechanisms exist to provide governance oversight
risks ina the CIIO’s senior given regular reporting and recommendations enabling executives to
reports of cybersecurity risks to the Cll so that they are kept aware of the risks Status ReportingTo make decisions about matters considered material to the
3.4.1(d) Risk Management | and impact, are able to manage the risks, and can ensure that the necessary Functional | Intersects With Governing Bocly GOV-09.1  [organization's Security, Compliance & Resilience Program GOV-01.2
cybersecurity measures to address the risks are implemented; (SCRP).
Processes for the monitoring, and reporting of Mechanisms exist to monitor risk as an integral part of the
risks ina the CIIO’s senior given regular continuous monitoring strategy, including:
34100 Risk Management | EPOTtS of ybersecurityrisks o the Ol so that they are kept aware of therisks | ¢ e v Risk Monitoring Rskap |1 Theeffectiveness of security, compliance and e
andimpact, are able to manage the risks, and can ensure that the necessary resilience controls;
cybersecurity measures to address the risks are implemented; (2) Changes to the organization's risk profile; and
(3) Changes to Technologv Asset o
The organisation’s cybersecurity risk appetite and thresholds or limits for 1o defi i threshold,
3.4.1() Risk Management | residual risk; and Functional | Intersects With Risk Threshold RSK-05.2 [ the level of risk exposure above which risks are addressed RSK-01.4
and below which risks mav be accepted.
The organisation’s cybersecurity risk appetite and thresholds or limits for Mechanisms exist to define organizational risk appetite,
3.4.1() Risk Management | residual risk; and Functional | Intersects With Risk Appetite RSK-05.3 [ the degree of uncertainty the organization is willing to RSK-01.5
acceptin f & reward.
Process hazard analysis methodology to reduce or remove the impact on Mechanisms exist to evaluate the safety aspects of
3410 Risk Management | 1€ty due tohazardous events (applicable for a Cilwhich s an OT system). Functional | IntersectsWith | Safety Assessment emp.go  |embedded afaultt lysis, or similar 2EG
method, to determine possible consequences of misuse,
and/or failure.
The CIIO shallinclude the following steps in the cybersecurity risk assessment Risk Assessment Mechanisms exist to implement a risk assessment
342 Risk Management | methodology: Functional | Intersects With Mothodatogy RSK-12 for organi RSK-04.2
relevant for secure. compliant and resilient
Risk - of Cll assets and X Mechanisms exist to identify and document risks, both
34200 Aisk including threats identified from threat modelling, threat hunting, post- Functional | intersectsWith | Risk Identification Rskoo |mtematand external. e
of , and the risk
scenarios:
Risk - of Cll assets and threats, Mechanisms exist to perform threat modelling and other
3.4.2(0) Risk Managoment | "oLding threats dentifed from threat modellng,threat huning, post- Functionat | intersects With Threat Modeling Toags2 |seure designtechniaues, to ensure that threats to TOA06.2
incident reviews of incidents, and the risk software and solutions are identified and accounted for.
scenarios:
Risk analysis - analysis of each risk scenario to determine the likelinood of ist to conduct
occurrence and potential impact; tisk that includes the likelihood and magnitude of harm,
3.4.2(0) Risk Management Functional | Intersects With Risk Assessment RSK-13 | from unauthorized access, use, disclosure, disruption, RSK-04
destruction of th
Technoloev i d/or Data
Risk evaluation - determining, documenting and prioritising risks; and Mechanisms exist to conduct recurring assessments of
fisk that includes the likelihood and magnitude of harm,
3.4.2(0) Risk Management Functional | Intersects With Risk Assessment RSK-13 | from unauthorized access, use, disclosure, disruption, RSK-04
destruction of th i
Technoloey d/or Data
Risk response - treatment and monitoring of each risk o keep the risk level t actions
within the organisation’s risk tolerance level. were performed to remediate findings from security,
3.4.2(d) Risk Management Functional Intersects With Risk Response RSk-16 | COMPUiance and/orresilience-related: RSK-06.1
(1) Assessments;
(2) Audits; and/or
(3) Incidents
Risk response - treatment and monitoring of each risk to keep the risk level Mechanisms exist to monitor isk as an integral part of the
within the organisation’s risk tolerance level. continuous monitoring strategy, including:
(1) The effectiveness of security, compliance and
3.4.2(d) Risk Management Functional | Intersects With Risk Monitoring RSK-22 | resilience controls; RSK-11
(2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications and/or
Services (TAAS) that affect risk
For Cll which are OT systems, the CIIO shall also include non-digital Mechanisms exist to identify and implement one, or more,
34s Risk Management controls as risk Functionat | ntersects With Compensating RSK.1g | comPensating controls o reduce risk and threat exposure BCD-07
where applicable. Countermeasures when the primary means of implementing the security RSK-06.2
functionis unavailabl
The CIIO shall maintain and keep updated a risk register for each CII. The risk Mechanisms exist to maintain a risk register that faciltates|
saa Risk Managoment | 81t shallrecord information of all cybersecurityrisks to the Cll inctuding | ¢ oo | Risk Register RSK.4a | monitoringand reporting of risks. ——
risks identified through cybersecurity risk assessments. The risk register shall
include the following:
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Risk scenario:

Control Des
Mechanisms exist to maintain a risk register that facilitates|

3.4.4() Risk Management Functional | Intersects With Risk Register RSK-14 RSK-04.1
rmonitoring and reporting of risks.
Dates when the risk scenarios are identified; ) ! Mechanisms exist to maintain a risk register that facilitates
3.4.4(0) Risk Management Functional | Intersects With Risk Register RSK-14 & RSK-04.1
rmonitoring and reporting of risks.
Existing measures in place to address the risk scenario; ) ! Mechanisms exist to maintain a risk register that facilitates
3.4.4(0) Risk Management e s Functional | Intersects With Risk Register RSK-14 & RSK-04.1
rmonitoring and reporting of risks.
Current risk ratings; ) ! Mechanisms exist to maintain a risk register that facilitates
3.4.4() Risk Management & Functional | Intersects With Risk Register RSK-14 & RSK-04.1
rmonitoring and reporting of risks.
Risk treatment plan; oK Treatment Plan Mechanisms exist to formalize a Risk Treatment Plan (RTP)
3.4.4(e) Risk Management Functional | Intersects With RSK-17.1 [ that applicable stakeholders will utilize to remediate RSK-06.4
identified risk a defined timeline.
Progress status of the treatment plan; sk Treatrmont Plan Mechanisms exist to formalize a Risk Treatment Plan (RTP)
3.4.400 Risk Management Functional | Intersects With RSK-17.1 | that applicable stakeholders willutilze to remediate RSK-06.4
identified risk: timeline.
) Residual risk ratings; ) ) Mechanisms exist to maintain a risk register that facilitates
3.4.4(8) Risk Management & Functional | Intersects With Risk Register RSK-14 & RSK-04.1
nmonitoring and reporting of risks.
) Risk owner. ) ! Mechanisms exist to identify a risk owner for each item in
3.4.4(0) Risk Management Functional | Intersects With Risk Owner Rsk-11 | Hechomeme o fy RSK-03.2
e isk register to for
The CIIO shall ensure that all cybersecurityrisks isted in the risk register are Mechanisms exist to maintain a risk register that facilitates
d and itored larly t that the threshold: limits fc ite d rti f risks.
345 Risk Management | "cViewed and monitored regularlyto ensure that the thresholds or limits for Functional Intersects With Risk Register Rsk-14 | moniteringand reporting of risks RSK-04.1
residual risk identified in accordance with clause 3.4.1() are not breached.
The CIIO shall ensure that all cybersecurity risks listed in the risk register are Mechanisms exist to monitor risk as an integral part of the
reviewed and monitored regularly to ensure that the thresholds or limits for continuous monitoring strategy, including:
residual risk identified in accordance with clause 3.4.1(e) are not breached. (1) The effectiveness of security, compliance and
345 Risk Management Functional Intersects With Risk Monitoring RSK-22 resilience controls; RSK-11
(2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications and/or
Services (TAAS) that affect risk
Policies, Standards, The C:O Sh?ll Eslablwsh EndblmplEmE»:\( pu:cleséslart\da:ds,g:\del\r\ej and Publishing Security, Me\cfjamsr(ﬂs :Xlsdl to e:labushﬂ, maintain and dl(ssermnate
rocedures for managing cybersecurity risks and protecting il against ) ; ; olicies, standards and procedures necessary for secure,
354 Guidelinesand ~ |” &ing cv! v P & Cll2g: Functional | IntersectsWith | Compliance &Resilience| ~ GOv-04 [P P i Gov-02
cybersecurity threats. The policies, standards, guidelines and procedures compliant and resilient capabilities.
Procedures Documentation
shallbe:
Policies, Standards, | Alig this Code, sector regulatory i and Mechanisms exist to facilitate the identification and
| statutory, Regutatory &
3.5.1(a) Guidelines and ornational policies, standards, irections Functional | Intersects With CPL-02 |implementation of relevant statutory, regulatory and CcPL-01
Contractual Compliance
Procedures ntractual control:
Published and communicated to all personnel and external parties who act on Mechanisms exist to establish, maintain and disseminate
Policies, Standards, h t0aci Publishing Security, Jici tandard: d " P
orhave access to aCll. ) ; ; olicies, standards and procedures necessary for secure,
35.1(b) Guidelines and Functional | IntersectsWith | Compliance &Resilience| ~ GOv-04 [P P i Gov-02
compliant and resilient capabilities.
Procedures Documentation
The CIIO shall review the policies, standards, guidelines and procedures ist o review th ity, Compliance &
potiies, Standards, | 8ISt the Cll cyber and Periodic Review & Resilience Program (SCRP), including policies, standards
g . irst ir i Update of Security, i
452 i o |tandscape at east once every 12 months. The firstinstance of tisreviewisto [ (oo 2 Y. | govioas |andprocedures, at planned intervats or if ignificant cov-03
PO be completed no later than 12 months from the time the policies, standards, Compliance & Resilience changes occurto ensure their continuing suitabilly,
guidelines and procedures were established. Program adequacy and effectiveness.
The CIIO shall ensure that actual practices and implementation are consistent Mechanisms exist to compel data and/or process owners
Policies, Standards, ith th I tandard: deli d i Dif it Operationalizing N " A it " d i
with the policies, standards, guidelines and procedures. Differences, if any, 0 operationalize security, compliance and resilience
353 Guidelines and P 8 P 4 Functional | Intersects With | Security, Compliance & |~ GOV-11 P ¥, comp GOV-15
shall be resolved in a timely manner. practices for Technology Assets, Applications, Services
Procedures Resilience Capabilities
and/or Data (TAASD) under their control.
The CIIO shall adopt the Security-by-Design Framework 4 established by CSA Mechanisms exist to ensure changes to Technology
to the extent that it applies to the Cll's system development ifecycle. Where Secure Development Life Assets, Applications and/or Services (TAAS) within the
3561 Security-by-Design | there are parts of the Framework which do not apply to the Cll s system Functional | Intersects With Cyele (SDLC) PRM-07 | Secure Development Life Cycle (SDLC) are controlled PRM-07
development lifecycle, the CIIO shall document how and why these parts are Management through formal change control procedures.
not anolicable.
The CIIO shall adopt the Security-by-Design Framework 4 established by CSA. Mechanisms exist to formally incorporate the
to the extent that it applies to the Cll s system development lifecycle. Where Securiy, Compliance & organization's secure architecture principles into
3.6.1 Security-by-Design there are parts of the Framework which do not apply to the Cll ’s system Functional Intersects With Res\llen(;eAwsre Design SEA-02 ‘engineering, product and model design requirements to SEA-01.5
developmentlifecycle, the CIIO shall document how and why these parts are \ t builtin by
not anplicable. defaut and by desien.
The CIIO shall adopt the following principles in relation to ts people, process. Mechanisms exist to facilitate the implementation of
Gybersecurity Design | {eohnologies o reduce cybersecurityisks to the Gl Secure Engineering industry-recognized security, compliance and resilience
374 Functional | Intersects With SEA-05  [practices in the specification, design, development, SEA-01
Principles Principles
and f Yy 3
Services (TAAS).
The defence-in-depth principle to ensure that the security architecture of the t to implement security asa
Gybersecurity Design | Cll includes multiple layers of security controls to prevent single point of Defense-In-Depth (DID) layered structure minimizing interactions between layers NET-02
3.7.1(a) Y YV Deste pletay Y P glep Functional | Intersects With PO sepoe [ e v
Principles failure; Architecture of the design and avoiding any dependence by lower layers SEA-03
onthe r higher lavers.
The least privilege principle to ensure that accounts and users are granted the Mechanisms exist to utilize the concept of least privilege,
Cybersecurity Design | least extent of o rfc the d functi 5 and o
3.7.1(b) V! 'ty Design | least extent of acoess necessary to perform their required functions; an Functional Intersects With Least Privilege 1AC-30 accessto 1AC-21
Principles assigned tasks in
business functions.
Cybersocurity Design | PHMCIPLE of segregation of duties to ensure that duties and responsiblites Soparation of Dutios Mechanisms exist to implement and maintain Separation
3710 oo for ritical functions relating to the Cilare divided among different persons. Functional | Intersects With oob) HRS-14 [ of Duties (SoD) to prevent potential inappropriate activity HRS-11
P without collusion.
The CIIO shall also adopt, to the extent possible, the following principles in Mechanisms exist to facilitate the implementation of
Gybersocurity Design | €21on 01t people, es to ity risks. Secure Engineoring industry-recognized security, compliance and resilience
372 tothe Cl: Functional | Intersects With SEA-05 | practices inthe specification, design, development, SEA-01
Principles Principles > g
Services (TAAS).
The defence-by-diversity principle to reduce the number of potential attack Mechanisms exist to utilize a diverse set of technologies
Cybersecurity Design | vectors by having diversity throughout the ClI, including diversity in for system components to reduce the impact of technical
3.7.2() 4 ¥ Desig Y having Y throug e - Functional | Intersects With Heterogeneity SEA-22 4 P P SEA13
Principles technology, manufacturers and suppliers of assets, communication vulnerabilities from the same Original Equipment
pathwavs. et nd (OEM).
The defence-by-diversity principle to reduce the number of potential attack Mechanisms exist to obtain security, compliance and
Cybersecurity Design e by h: the Cll, i i il technolc fr diffe it li o
3.7.2(a) Y v Design | vectors by having g n Functional Intersects With Supplier Diversity TPM-gs | eSHience technologies from different suppliers to TDA-03.1
Principles technology, manufacturers and suppliers of assets, communication minimize supply chain risk.
pathways. et nd
The zero-trust principle 5 to ensure that each request for access to the Cll is Mechanisms exist to treat all users and devices as.
Cybersecurity Design Zero Trust Architecture
3.7.200) oo thorised for andposture|  Functional | Intersects With o NET-14 | potential threats and prevent access to data and NET-01.1
P before access is granted. resources until the users can be
son Chang Management | T 010 shall establish a change management process to dentiy, authorise, | oo [ 00 T Grange cHo02 tto facilitate the implementation of a 01
implement validate all changes made to the CII. Program program.
The CIIO shall establish a change management process to identify, authorise, Configuration Change Mechanisms exist to govern the technical configuration
3.8.1 Change Management . & e P fy Functional | Intersects With e e CHG-03 & 8 CHG-02
implement and validate all changes made to the CI. Control processes.
The CIIO shall remain and for Mechanisms exist to facilitate the implementation of
Use of Cloud Computing | of the the Cll and for risks to the Cll, ) cloud management controls to ensure cloud instances are
3.9.1 puting Functional | Intersects With Cloud Services cLp-02 e cLp-01
Systems and Services | even when the Cll is wholly or partly implemented on cloud computing secure and in-line with industry practices.
sustems.
The CIIO shallinform the Commissioner of any plans to implement the whole exist to submit stat i f the
Use of Gloud Gomputing | 7Y Partofthe Cil o cloud computing systems, regardiess of the Security, Compl & security, resilience
39.2 Syotoms and Senaps.| dePIoYment model (€., publiccloud, private cloud or hybrid cloud) orsenvice | Functional | Intersects With | - Resilience Stotus CPL-27 | program to applicable statutory and/or regulatory Gov-17
model (e.g., software as a service, platform as a service or infrastructure as a Reporting authorities, as required.
service) being considered.
The CIIO shall notimplement the whole or any part of the Cll on cloud t
i te less: fi Technol Assets, Applicati I/
Use of Gloud Gompuing | CMPUtnE ystems unless: Cloud Infrastucture and configured so Technology Asssts, Applications and/or
3.9.3 Functional Intersects With CLD-03 Services (TAAS) are secured in accordance with applicable CLD-01.1
Systems and Services Onboarding
organizational standards, as well as statutory, regulatory
and contractual obligat
U f Cloud C iti The CIIO shall not It 1t the whole rt of the ClI Lo Inst: Re A Mech: ist t fi St that risk
203 se of Cloud Computing | The CIIO shall not implement the whole or any part of the Cll on cloud Functional | Intersectswitn | "MStances Reauiing RSK-13.1 | Mechanisms exist to define instances that require a is T
' unless: Risk Assessment to
It a of the risks relating to and ist to conduct
Use of Gloud Gomputing | 1518 fom the proposed computing syst d risk that includes the likelihood and magnitude of harm,
3.9.3(a) Systems and Services ensured that the risks identified can be adequately addressed; Functional Intersects With Risk Assessment RSK-13 from unauthorized access, use, disclosure, disruption, RSK-04
destruction of th
Technology . i d/or Data
It a risk of the risks relating to and Mechanisms exist to define instances that require a risk
Use of Cloud Computing | arising from the proposed ion on cloud computing systems and | Instances Requiring A assessment to be performed.
3.9.3(a) PUINg |orising Pro: puting Functional | Intersects With auiring RSK-13.1 P RSK-04.3
Systems and Services | ensured that the risks identified can be adequately addressed; Risk Assessment
P! by the CIIO exist to submit stat rti f the:
Use of Gloud Gompuing to the C for 30 days of its. Security, Compl & ‘s security, resilience
3.9.3() Systoms and Senices._|comPtetion; and Functional | IntersectsWith |  Resilience Status CPL-27 | program to applicable statutory and/or regulatory Gov-17
Reporting authorities, as required.
Use of Cloud Computing risk formally accepted by the CIIO Mechanisms exist to conduct recurring assessments of
3.9.3() oo an Senvose tothe C for revi 30days ofits Functional | IntersectsWith | RiskAssessment RSK-13 |riskthat includes the likelinood and magnitude of harm, RSK-04
and from access, use, disclosure, disruption,
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Control Des
Where it appears to the C: that any part of the tto implement tion to
s not carried out the CIIO emedate instances of non-conformity with applicable
Use of Cloud Computing - ) Non-Conformity remediate! 1y with appli
3.9.3(c) works to the C atthe CllO'sowncost | Functional | Intersects With CPL06.1 | statutory, regulatory, and/or contractual compliance CPL02.3
Systems and Services Corrective Action
and within th by the C obligations.
Where the CIIO has engaged ofa Mechanisms exist to appoint localized representation with
service provider to assist in implementing the whole or any part of the Cll on aphysical presence in the host country, as required by
Use of Cloud Computing | cloud computing systems, the CIIO shall ensure that the service providel i Localized applicable laws and/or regulations.
3.9.4 puting fclou puting sy: ur vice provider Functional | Intersects With cpL23  |2PPU s gulati CPL-08
Systems and Services | appoints a person within Singapore authorised to accept service of any notice Representation
or legal process relating to the provision of services to the CIIO on the service
orovider's behalt.
Where the CIIO has engaged ofa tto for
service provider to assist in implementing the whole or any part of the Cll on applicable security, compliance and resilience
Use of Cloud Computin I Third-Party Contract ith third-
204 puting | cloud computing systems, the CIIO shall ensure that the service provider Functional | intersects With ty pyta |reuirements vith third-parties, reflecting the —
Systems and Services | appoints a person within Singapore authorised to accept service of any notice Requirements organization's needs to protect its Technology Assets,
or legal process relating to the provision of services to the CIIO on the service Applications, Services and/or Data (TAASD).
orovider's hehalt
The CIIO shallremain and for the Mechanisms exist to facilitate the implementation of third-
Outsourcin Cllevenif it engages an external party to perform or assist in performing any ) ; arty management controls.
3.10.1 € 82 partytop P gany Functional | Intersects With | Third-Party Management |  Tpm-0z | P2 manae TPM-01
Management functions, activities or operations in respect of the Cll (referred to below as
ing”).
The CIIO shall establish processes to maintain oversight over all outsourced istto monitor, i assess
s10n Outsourcing functions, actiites o operations, n rder to minimise cybersecurty exposure| | Reviewof ThiParty | o | Extemal Senvco Providers (ESPS)for compliance with Pmo8
Management arising from such outsourcing. Services established contractual requirements for security,
and resilience controls.
The Cll shall terms init ith partyto help tto for
ensure the cybersecurity of the Cll and to reduce or mitigate the impact of any applicable security, compliance and resilience
Outsourcin " th luding risk ) Third-Party Contract ts with third-parties, reflecting th
3103 € e treing, including Functional | Intersects With Y TPM-4  |fedulrements with third-parties, reflecting the TPM-05
Management with the external party’s access to the Cll and its operations, processing, Requirements organization's needs to protect its Technology Assets,
storage, communications and other functions. This shallinclude terms Applications, Services and/or Data (TAASD).
The type(s) of access that the exteral party has to the Cll, taking into account Mechanisms exist to proactively control and monitor third-
21030 Outsourcing the CIIO s business requirements and the cybersecurty risk profileofthe Cll; | | Third-Party Remote NETgo | Party accounts used to access, support, or maintain NET146
Management Access Governance system components via remote access.
Outsourcing Tha type(s)of access that the extemal pary has o the Gl taking nto account Third-Party Gontract tto t for
3.103() the CIIO s business requirements and the cybersecurity risk profile of the CIl; | Functional | Intersects With ) TPM-14  |applicable security, compliance and resilience TPM-05
Management Requirements
third-parties. reflecting the
The obligations of the external party to protect the Cll against cybersecurity istto for
51030) Outsourcing threats and report cybersecurity incidents; and Functional | ntersectswin | TPty Contiact | |applicable socurity, compliance and resilience Pmos
Management Requirements requirements with third-parties, reflecting the
‘s needs to orotect its Technol "
The obligations of the external party to protect the Cll against cybersecurity Mechanisms exist to compel External Service Providers
threats and report cybersecurity incidents; and (ESPs) to provide notification of actual or potential
Outsourcing Security Compromise
3.10.3(0) Functional | Intersects With TPM-21.1 | compromises in the supply chain that can potentially TPM-05.1
Management Notification Agreements
affect or have adversely affected Technology Assets,
Services (TAAS) that thy
The rights of the CIIO to commission an audit of the external party’s ttoreq for
Outsoureing eybersecrity posture inrelaton to the outsourced functions, actiities or Third-party Gontract applicable security, compliance and resilience
3.10.3(0) Monagomant operations; or to require that the external party provide a copy of the audit Functional | Intersects With Roquirements TPM-14 | requirements with third-parties, reflecting the TPM-05
report should the external party commission its own audit for these purposes. organization's needs to protect its Technology Assets,
d/or Data (TAASD)
The rights of the GIIO to commission an audit of the external party’s tto monitor, and assess
Outsourcing cybersecurity posture in relation to the outsourced functions, activities or Roviow of Third-Party External Service Providers (ESPs) for compliance with
3.10.3(c) Managament operations; or to require that the external party provide a copy of the audit Functional | Intersects With orvions TPM-15 | established contractual requirements for security, TPM-08
report should the exteral party commission its own audit for these purposes. compliance and resilience controls.
The CIIO shall establish processes for validating the external party’s tto monitor, assess
104 Outsourcing compliance with the terms required under clause 3.10.3 and any otherterms | || Reviewof Third-Party | [Extemal Service Providers (ESPs) for compliance with P08
Management in the agreement relating to cybersecurity. Services established contractual requirements for security,
and resilience controls.
The CIIO shall ensure that tis able to renegotiate the terms of ts tto for
Outsourcin agreements(s) with external parties in the event of new legal o regulato Third-Party Contract applicable security, compliance and resilience
3.105 © @ ) P galorregulatory Functional | Intersects With Y TPM1a | 2P Y, comp TPM-05
Management requirements. Requirements requirements with third-parties, reflecting the
needs to protect its Technology Assets.
The CIIO shall establish mechanisms and processes to identify all Cll assets Mechanisms exist to perform inventories of Technology
and maintain an inventory of the assets. The inventory shall include the Assets, Applications, Services and/or Data (TAASD) that:
following: (1) Accurately reflects the current TAASD in use;
(2)Identifies authorized software products, including
business justification details;
414 Asset Management Functional | IntersectsWith |  Assetinventories AST-04 |(3)1s at the level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve
and
(5115 availahia for review and At
The CIO shall establish mechanisms and processes to identify all Cll assets tto maintain a p
and maintain an inventory of the assets. The inventory shall include the inventory of Technology Assets, Applications, Services
following: and/or Data (TAASD) that provides a highly contextualized
Comprehensive Asset
a1 Asset Management Functional | Intersects With P! AsT-0g | understanding of every asset that is capable of providing
p visibility required to
(1) Detect anomalies
(2) Manage complex vulnerabilities;
(3) Maintain and
‘Owner and/or operator of each Cll asset; tto ensure Technology Assets,
Technology Assets,
Applications, Services and/or Data (TAASD) ownership
4.1.1() Asset M t Functional | Intersectswitn | APPUcations, Services | o0 o bilit d, tracked and dat AST-03
1.1(a) sset Managemen unctionai ntersects Wi X ~
2 anclor Data (TARSD) responsibilities are assigned, tracked and managed at a
team, individual, or responsible organization level to
Ownership Assignment
establish a common for
Name and description of each Cll asset; Mechanisms exist to implement a scalable, standardized
naming convention for Technology Assets, Applications,
Senvices and/or Data (TAASD) that avoids asset naming
conflicts.
Standardized Naming
41.4(0) Asset Management Functional | Intersects With AST-03 AST-01.3
Convention
Name and description of each Cll asset; Mechanisms exist to perform inventories of Technology
41.4(0) Asset Management Functional | IntersectsWith |  Asset Inventories AST-04 | Assets, Applications, Services and/or Data (TAASD) that: AST-02
(1) Accurately reflects the current TAASD in use:
Description of critical functions of each Cll asset; Mechanisms exist to identify and document the critical
41.4(0) Asset Management Functional | IntersectsWith | Identify Critical Assets |  AST-05 [Technology X ions, Sery d/or Data BCD-02
(TAASD) essential d business
Key person(s) responsible for the cybersecurity of each Cll asset; Accountabilty Mechanisms exist to formally document the name,
PRRIC Asset Management Functional | Intersects With e on AST-07.2 [ position and/or role of individuals AST-03.1
i for administeri ts as part
of each Cll assetand between each Cll rssetSomvce Mechanisms exist to identify and assess the security of
PERIC) Asset Management | asset and any systems or networks (whether intemal or external to the CIl); Functional | Intersects With e oo AST-06  [Technology Assets, Applications and/or Services (TAAS) AST-01.1
" more than one critical function.
of each Gl asset and between each Gl istto maintain network
asset and any systems or networks (whether internal or external to the Cll); Network Disgrams & d‘laf\ran:sma(;' _— -
41.() Asset Management Functional | IntersectsWith |  Data Flow Diagrams asta7 | orallto assess ofthe AST-04
(oFDs) network's architecture;
(2) Reflect the current architecture of the network
and
Physical location of each Cll asset; Mechanisms exist to perform inventories of Technology
Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
4.1.() Asset Management Functional | IntersectsWith | AssetInventories AST-04 |(3)1s at the level of granularity deemed necessary for AST-02
g ity y
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
(5115 availahia for review and At
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Outsourced service providers used to support each Cll ass Mechanisms exist to maintain a current, accurate and
complete list of External Service Providers (ESPs) that can
41.(@) Asset Management Functional | IntersectsWith | Third-Party Inventories | TPM-08 | potentially impact the Confidentialit, Integrity, Availability TPM-01.1
and/or Safety (CIAS) of the organization's Technology
N Data (TAASD).
Cloud services used to support each Cll asset. Mechanisms exist to perform inventories of Technology
Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
41 Asset Management Functional | IntersectsWith |  Asset Inventories AST-04 |(3)1s atthe level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
51 Is availahie for review and audit by dasionatert
Cloud services used to support each Cll asset. Mechanisms exist to facilitate the implementation of
41 Asset Management Functional | Intersects With Cloud Services CLD-02  |cloud management controls to ensure cloud instances are cLo-o1
secure and in-line with industry practices.
Description of the internet links supporting the CIl, including information on Mechanisms exist to perform inventories of Technology
22.10) Asset the 2 (DDoS) attack mitigation measuresinplace |  Functional | IntersectsWith |  AssetInventories AST-04 | Assets, Applications, Services and/or Data (TAASD) that: AST-02
forthese : and (1) Accurately reflects the current TAASD in use:
Description of the internet links supporting the Cll, including information on Automated mechanisms exist to protect against or limit
the distributed denial-of-service (DDoS) attack mitigation measures in place the effects of denial of service attacks.
for these internet links; and
Denial of Service (DoS)
22.10) AssetManagement Functional | Intersects With ! NET-21 NET-02.1
Protection
Cllnetwork topology diagram, including the Ol network perimeter, and all Mechanisms exist to maintain network architecture
external computers and computer systems that the Cll interfaces with. Network Diagrams & diagrams that:
2.1.10) Asset Management Functional | IntersectsWith | Data Flow Diagrams Ast-17 | (1) Contain sufficient detail to assess the security of the AST-04
oFDe) network's architecture;
(2) Reflect the current architecture of the network
i and
The CIIO shall establish mechanisms and processes to identify systems that Mechanisms exist to perform inventories of Technology
the CIIO owns, operates, and/or controls that interconnects with or Assets, Applications, Services and/or Data (TAASD) that:
communicates with the CIl. (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
212 AssetManagement Functional | IntersectsWith |  AssetInventories AST-04 | (3)1s st the level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve prop
and
51 1s avsilahia for review and audic
The CIIO shall establish mechanisms and processes to identify systems that Automated mechanisms exist to perform asset discovery
w12 Asset Management |1 IO 0wns, operates, and/or controls that nterconnects with or Functional | ntersects with naset Dissovery astos |10 identity Technology Assets, Applications and/or
communicates with the CIl. Services (TAAS) connected to organizational networks,
including assets not present in existing inventori
The CIIO shall establish an inventory of systems that the CIIO owns, operates, Mechanisms exist to perform inventories of Technology
and/or controls or the Clland Assets, Applications, Services and/or Data (TAASD) that:
update the inventory in  imely manner whenever there is a material change to (1) Accurately reflects the current TAASD in use;
any Cll asset updates to that (2) Identifies authorized software products, including
interconnects with or communicates with the Cll. business justification details;
213 AssetManagement Functional | IntersectsWith |  AssetInventories AST-04 | (3)1s st the level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve prop
and
51 1s avsilahia for review and audic
The CIIO shall establish an inventory of systems that the CIIO owns, operates, tto partof
and/or controls thatinterconnects with or communicates with the Cll and component installations, removals and asset upgrades.
a1s Asset Management | UPA2tE the inventory ina timely manner whenever thereis a materiatchange to| oo | ntorsacts with Updates During asT0at RN
any Cll asset that requires corresponding updates to the systems that Installations / Removals
interconnects with or communicates with the Cll.
The CIIO shall establish and maintain oversight for systems that the CIIO tto T Asset
414 AssetManagement | owns, operates, and/or controls that interconnects with or communicates Functional | IntersectsWith | Asset Governance AST-02 | (ITAM) program to implement and manage asset AST-01
with the Cll. control
The CIIO shall ensure that access to the Cil and between parts of the Cil s oty & Acosss Mechanisms exist to facilitate the implementation of
5.1 Access Control | restricted to authorised personnel, activities, processes and devices. Functional | Intersectswitn | ol LIRS 1AC-02 |Identification and Access Management (1AM) controls. 1AC-01
The CIIO shall ensure that access to the Cil and between parts of the Cil s Mechanisms exist to enforce Logical Access Control (LAC)
5.1 Access Control | restricted to authorised personnel, activities, processes and devices. Functional | Intersects With | Access 1AC-25 that conform to of "least 1AC-20
privilege.”
With respect to the CIIO’s obligations under clause 5.1.1, the CIIO shall putin Mechanisms exist to strictly govern the use of
512 pccessConrol | @ and controls foranyaccesstotheClland | L o e | Authenticate, Authorize | | Authenticate, Authorize and Audit (AAA) solutions, both on AC012
between parts of the Cll commensurate with the cybersecurity risk profile of and Audit (AAA) premises and those hosted by an External Service Provider
the ClL. (ESP)
With respect to the GIIO’s obligations under clause 5.1.1, the CIIO shall putin Mechanisms exist to enforce Logical Access Control (LAC)
s12 pocsss Control | Place authorisation and authentication controls forany access tothe Clland | ol cement 1aGas  |Permissions that conform to the principte of teast 20
between parts of the Cll commensurate with the cybersecurity sk profile of privilege.”
the ClL.
13 rocoss Comral | The CIIO Shallensure that all exteral parties " acoess o the G are: onctionat | imerectowith | Acoses Enforcamant 1nC.25 | Mechanisms existto enforce Logical Access Control (LAC) o2
conformto of "east
The CIIO shall ensure that all external parties ' access to the Cll are: Thirt-perty Romote Mechanisms exist to proactively control and monitor third-
513 Access Control Functional | Intersects With NET-30 | party accounts used to access, support, or maintain NET-14.6
Access Governance
sustem remote access
Documented and pre-approved; Management Approval Mechanisms exist to ensure management approvals are
5.1.3(a) Access Control Functional | IntersectsWith | For New or Changed IAC-08 |required for new accounts or changes in permissions to 1AC-28.1
Accounts existing account
Supervised by the CIIO; and Mechanisms exist to govern third-party personnel by
5.1.3(0) Access Control Functional | IntersectsWith | Third-Party Personnel | HRS-13 | reviewing and monitoring third-party security, compliance HRS-10.
and/or resilience roles and ibilt
5.1.3(0) Access Control | Performed on-site. Functional | Intersects With Remote Access NET-26  |Mochanisms existto define, control and 'e‘”ewmemcds NET-14.
The CIIO shallimplement to rminate logon ‘Automated mechanisms exist to log out users, both
sessions after inactivity for a pre-defined time. I the logon sessions cannot be locally on the network and for remote sessions, at the end
514 Access Control [ terminated, the CIIO shall monitor the logon sessions for anomalous activities | Functional | IntersectsWith | Session Termination | CFG-04.5 | of the session or after an organization-defined period of 1AC-25
and trigger an alert for investigation when any anomaly is detected. inactivity.
The CIIO shallimplement jsms to ically terminate logon Mechanisms exist to utilize User & Entity Behavior
sessions after inactivity for a pre-defined time. If the logon sessions cannot be Analytics (UEBA) and/or User Activity Monitoring (UAM)
5.1.4 Access Control | terminated, the CIIO shall monitor the logon sessions for anomalous activities | Functional | IntersectsWith | Anomalous Behavior | MON-16 |solutions to detect and respond to anomalous behavior MON-16
and trigger an alert for investigation when any anomaly is detected. that could indicate account compromise or other
licious activit
With respect to accounts that have access to the Cll, including any user, Mechanisms exist to:
application, service or system account, the CIIO shall: (1) Define authorized system account types;
521 Account Management Functional | IntersectsWith | AccountManagement |  1AC-08 |(2) Define prohibited system account types; and 1AC-15.
(3) Proactively govern individual, group, system, service,
polication. euest and temporary accounts.
Grant to each account only the minimum privileges necessary for its assigned Mechanisms exist to utilize the concept of least privilege,
5.2.1(a) Account Management | Unetions and uses; Functional | Intersects With Least Privilege 1AC-30 ?“M‘"g only a“[m"md:ciesi: to processes necessary 1AC-21
functions.
Ensure that rights to install software are granted only to accounts that have Festiot Rotos Parmitted Automated machanisms exist o prevent he nstalaton of cro08
5.2.1(b) Account Management | been authorised to do so; Functional | Intersectswitn [ "5 " 0 °2 SO CFG-12 | software, unless the action is performed by a privileged CFo.052
user or service.
5210 ncoount Management_| E7SUre that shared user accounts are not created unless necessary for Functionat | itersects with o2t thorize the use of Ao155
ci: Groups / Accounts accounts only under certain defined
Establish mechanisms and processes to monitor the activities of each Mechanisms exist to utilize User & Entity Behavior
210 Account Management | <C0UNt, Including behavioural patterns, for any anomies and o tigger an runctional | mtersectswith | Anomatous Behavior | Mon1g  |/AnaUtics (EBA) andfor User Activty Monitoring (UAM) MON16
alert for investigation when any anomaly is detected; and Solutions to detect and respond to anomalous behavior
that could indicate account other
210 nccount Managoment|PELE18 o7 Gisable any account hat s no anger necessary orfs inacive, onctionat | mtersects with Disable Inactive IAC08.a | Automated mechanisms exist to disable inactive accounts Ao15s
Accounts after an
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The CIIO shall perform a review of all accounts that have access to the Cil to Mechanisms exist to:
evaluate the validity of accounts and to ensure that privileges assigned to each (1) Define authorized system account types;
. fi hi 3
522 Account Management | 500Ut aré equired (o support operationsl or business activities. The CIIO Functional | IntersectsWith | AccountManagement | 1ac-0s | (2)Define prohibited system account types; and AC15
shall perform this review at least once every 12 months. The first instance of (3) Proactively govern individual, group, system, service,
this review is to be completed no later than 12 months after the Compliance application, guest and temporary accounts.
Date.
The CIIO shall perform a review of all accounts that have access to the Cll to Mechanisms exist to periodically-review the privileges
evaluate the validity of accounts and to ensure that privileges assigned to each periodic Reviow of assigned to individuals and service accounts to validate
accountare re red to s ort operational or business activities. The CIIO y N the need for such ileges and reassign or remove
5.2.2 Account Management untare requir upport operational or busi il Functional | IntersectsWith |  Individual & Service 1AC-12 r such privileg reassign of remove 1AC-17
shall perform this review at least once every 12 months. The first instance of Acoount riviagos unnecessary privleges, as necessary.
this review is to be completed no later than 12 months after the Compliance
Date.
Privileged Access | With respect to privileged accounts, the CIIO shall: ) Privileged Account Mechanisms exist to restrict and control privileged access
531 & pecttoprivies Functional | Intersects With e 1AC-10 privieg 1AC-16
(PAM) rights for users and Technol 1
Privileged Access | Ensure that privileged access (i, administrative access) is granted only to | Management Approval Mechanisms exist to restrict the assignment of privileged
5.3.1(a) & privieg ! isg v Functional | Intersects With iy o 1AC-09.1 © privieg 1AC-21.3
ted 1 to have such access: For Privileged Accounts accounts /ed personnel and/or
) Ensure that privileged is nitiated from a hardened ) ist to restrict exeouti istrati
Privileged Access | Dedicated Administrative|
5.3.1(b) eenvironment and transfer of data takes place over authorised connections; Functional Intersects With IAC-27 tasks or task elevated access IAC-20.4
Management Machines
machine.
Privileged Access | aIMtain an updated inventory of pivleged accounts including details of the Privilaged Account Mechanisms exist to iventory all privieged accounts and
5.3.1(0) permissions and privileges assigned to each account; Functional | Intersects With 1AG-10.1 | validate that each person with elevated privileges is 1AC-16.1
Management Inventories
authorized by level of
Implement multi-factor ion where privileged dto Multi-Factor Mechanisms exist to utilize Multi-Factor Authentication
sa1@ Privleged Access | access the Cil, and where prvileges are to be escalated to the level of Functional Intersectswith | Authentication (MFA)For |\ | (MFA) to authenticate network access for privileged .
Management | privileged access (e.g., where the user seeks to obtain additional permissions Network Access to accounts.
te network after an initial log-in): Privileged Ac unt:
Implement Lti-f: where l d ts usedto Multi-Factor t to utilize Multi-Factor
Privileged Access | access the Cll, and where privileges are to be escalated to the level of | Authentication (MFA) For MFA) to authenticate local access for privileged
5.3.1(d) e priviee Functional | Intersects With PR iac-a77 | MFA privilee 1AC-06.3
Management | privileged access (e.g., where the user seeks to obtain additional permissions Local Access to accounts.
tem or network after an intial log-in): Privileged Accounts
Prohibit the sharing of privileged accounts used by network and system Mechanisms exist to authorize the use of shared/group
55100 Privileged Access | administrators, and any other personnel with privileged access, and establish | o Intersects With AC-21 . ly under certain defined e
Management | processes to detect and remediate instances of account sharing. Groups / Accounts conditions.
Prohibit the sharing of privileged accounts used by network and system Mechanisms exist to prevent the sharing of generic IDs,
Privileged Access | administrators, and any other personnel with privileged access, and establish ) asswords or other generic authentication methods.
5.3.1(e) e v other priviee Functional | IntersectsWith |  Credential Sharing inc23  |P & 1AC-19
Management processes to detect and remediate instances of account sharing.
Restrict use of “break glass” account(s) to emergency administrative use only Mechanisms exist to establish and control "emergency
. where normal access s lable. Access to such t: access only” accounts.
Privileged Access )
5.3.1() Management | Shellbe protected with access controls (e.¢. “break glass” account password | Functional | IntersectsWith | Emergency Accounts | - 1AC-11 1AC-15.9
management process), logging and post-use review to ensure accountability.
Restrict use of “break glass” account(s) to emergency administrative use only Mechanisms exist to log and review the actions of users
tabl h "
Prvioged Access |¥here normal accessis Access to prvieged Functions and/or services with elevated privileges.
5.3.1(1) shall be protected with access controls (e.g. “break glass” account password | Functional Intersects With MON-14 MON-03.3
Management Logging
management process), logging and post-use review to ensure accountabiliy.
The CIIO shall implement mechanisms and processes to: Mechanisms exist to facilitate the implementation of
5.4.1 Domain Controller P P Functional | IntersectsWith | Continuous Monitoring | ~ MON-02 . e MON-01
en ntr
The CIIO shall implement mechanisms and processes to: Mechanisms exist to implement a Cross Domain Solution
Cross Domain Solution
5.4.1 Domain Controller Functional Intersects With (c0s) NET-41  |(CDS) to mitigate the specific security risks of accessing or NET-02.3
transferring information between security domains.
Monitor fc h: to the trust relati hi stablished betwe d 3 Automated System Aute ted t t rt
5.4.1(a) Domain Controller lonitor for changes to the trust relationships established between domains; Functional Intersects With Y 1AC-08.1 tomate existo suppo IAC-15.1
and Account of svstem accounts (e... directory services).
Monitor for changes to the trust relationships established between domains; Mechanisms exist to facilitate the implementation of
5.4.1(a) Domain Controller ~ |and Functional Intersects With | Continuous Monitoring | MON-02 | enterprise-wide monitoring controls. MON-01
1dentify anomalies in the trust relationships and trigger an alert for Mechanisms exist to utilize User & Entity Behavior
stigati he ly is detected Analy (UEBA) and/or User Activity Monitc UAM;
5.4.1(b) Domain Controller | "veStigation when any anomaly is detecte Functional Intersects With | Anomalous Behavior MON-1g  |Analtics (UEBA) and/or User Activity Monitoring (VAM) MON-16
solutions to detect and respond to anomalous behavior
that could indicate account other
The CIIO shall segment the network architecture of the Cll into different tto
Network Segmentation
5.5.1 Network Segmentation |network segments based on their different security and risk levels. Functional Intersects With (macrosegmentation) NET-06  |within network architectures to isolate Technology Assets, NET-06
r Services (TAAS) from other network
The CIIO shall imit any communications between the different network Data = exist to implement and govern Access
5.5.2 Network Segmentation |segments of a Cll to only the minimum necessary for operating the CII. Functional Intersects With | Access Control Lists NET-04  |Control Lists (ACLs) to provide data flow enforcement that NET-04
exolicitly. network traffic to onlv what it d.
The CIIO shall limit between tto
Network Segmentation
55.2 Network Segmentation |segments of a Cll to only the minimum necessary for operating the CII. Functional Intersects With (macrosegmentation) NET-06  |within network architectures to isolate Technology Assets, NET-06
© r Services (TAAS) from other network
The CIIO shall: Network Securit Mechanisms exist to develop, govern & update procedures
55.3 Network Segmentation Functional | Intersects With Y NET-02 d P & pdate pr NET-01
Controls (NSC) to facilitate of
Implement network security mechanisms between the different network Mechanisms exist to monitor and control communications |
5.5.3(a) Network Segmentation |segments of the Cll to detect and block malicious network traffic and to Functional Intersects With | Boundary Protection NET-03 |at the external network boundary and at key internal NET-03
secure network and boundaries within the network.
Implement network security mechanisms between the different network Network Intrusion Mechanisms exist to employ Network Intrusion Detection
5.5.3(a) Network Segmentation  |segments of the Cll to detect and block malicious network traffic and to Functional | Intersects With | Detection  Prevention | NET-31 |/ Prevention Systems (NIDS/NIPS) to detect and/or NET-08
secure network and Svstems (NIDS / NIPS) prevent intrusions into the network.
Establish and processes to isolate affected network ts of Dynamic Automated mechanisms exist to dynamically reconfigure
5.5.3(b) Network Segmentation P Functional | Intersects With V! 1RO-07.3 i y 8 1RO-02.3
the Cll in the event of . incident. svstem as part of response
Establish and processes to isolate affected network ts of Automated mechanisms exist to enforce host
5.5.3(b) Network Segmentation | the Cll in the event of a cybersecurity incident. Functional Intersects With Host C NET-43 that revoke or quarantine a NET-08.3
host's access to the network.
The CIIO shall establish and implement network access control rules for the Mechanisms exist to implement and govern Access
Clland e di A the ite d ¢ Data Flow Enforcement - Control Lists (ACLs) t¢ ide data flc e it that
and perform periodic reviews to ensure they remain appropriate and up-to- ontrol Lists (ACL) to provide data flow enforcement tha
5.6.1 Network Security P P d pprop P Functional | IntersectsWith | Access Control Lists NET-04 (ACLs)topr NET-04
date. The frequency of the be ncLs) explicitly traffic to only what is authorized.
risk orofile of the ClI.
The CIIO shall establish and implement network access control rules for the Mechanisms exist to enforce the use of human reviews for
61 Network Security | C'1@9 perform periodic roviews to ensure they remain appropriate and up-to- | ¢ Intersects With Human Reviews NET.04.2 |Access Control Lists (ACLs) and similar rulesets on a S0
date. The frequ the be iith the routine basis.
risk profile of the CII.
The CIIO shall ensure that the Cll is not connected to any network outside of Mechanisms exist to monitor and control communications |
562 Network Security | the Cll except where necessary for operating the Cll. Where such connections | Functional | IntersectsWith | Boundary Protection |  NET-03 |at the external network boundary and at key internal NET-03
are necessary. the CIIO shall: boundaries within the network.
The CIIO shall ensure that the Cll is not connected to any network outside of Limit Network Mechanisms exist to limit the number of concurrent
5.6.2 Network Security the Cll except where operating the CII. Functional Intersects With Connections NET-03.1 external network connections to its Technology Assets, NET-03.1
are necessary, the CIIO shall: Services (TAAS).
Implement network security mechanisms between the Cll and the network to Mechanisms exist to monitor and control communications
5.6.2(a) Network Security | detect and block malicious network traffic and to secure network Functional | IntersectsWith | Boundary Protection | NET-03 |atthe external network boundary and at key internal NET-03
Il and boundaries within the network.
Implement network security mechanisms between the Cll and the network to L tto employ Network Intrusion Detection
5.6.2(a) Network Security detect and block malicious network traffic and to secure network Functional Intersects With Detection / Prevention NET-31 / Prevention Systems (NIDS/NIPS) to detect and/or NET-08
and Systems (NIDS / NIPS) prevent intrusions into the network.
Restrict the direction of data flow to only one-way if only one-way data flow is Data Flc - exist to implement and govern Access
5.6.2(0) Network Security | required for the operations of the Cll. Functional | Intersects With | Access Control Li NET-04 | Control Lists (ACLS) to provide data flow enforcement that NET-04
(ACLs) explicitly traffic to onlv what s ith d.
The CIIO shall ensure that the Cll is not connected to the internet except t to prohibit, or- {§ L, Internet
where required for operating the Cll to deliver essential services. Where Direct Internet Access. access from sensitive and/or regulated data enclaves
5.6.3 Network Security | connection to the internet is required, the CIIO shall implement appropriate Functional Intersects With Restrictions NET-03.4 | (secure zones) NET-06.5
measures to mitigate and reduce cybersecurity risks arising from any such
The CIIO shall put n place effective cybersecurity measures for all remote Mechanisms exist to define, control and review
connections to the Cll to prevent and detect unauthorised access, and to pproved, secure methods.
5.7.1 Remote Connection o N Functional Intersects With Remote Access NET-26 NET-14
validate that all such remote connections are authorised.
The CIIO shall putin place effective cybersecurity measures for all remote Automated mechanisms exist to monitor and control
tions to the Cll t tand detect unauthor f Remote Access (
571 Remote Connection | ©0Mections o the Cilto prevent and detect unauthorised access, andto Functional | ntersects With NET26.4 |remote access sessions NET124
validate that all such remote connections are authorised. Monitoring & Control
The CIIO shall that: of ist t strict f
57.2 Remote Connection | 1"® ©110 shall ensure tha Functional | Intersects With EMB-15 © restrie ©
Embedded embedded b
The CIIO shall ensure that: Mechanisms exist to define, control and review
pproved, secure methods.
572 Remote Connection Functional | Intersects With Remote Access NET-26 NET-14
tothe Cll t where ns ary for Mechanisms exist to define, control and revie\
5.7.2(a) Remote Connection P! Functional Intersects With Remote Access NET-26 5 - " review NET-14
operating the ClI: d. methods.
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Multi-factor authentication s required for the establishing a remote Automated mechanisms exist to enforce Multi-Factor
connection to the Cll; Authentication (MFA) for:
Multi-Factor (1) Remote network access;
5.7.2(0) Remote Connection Functional | Intersects With IAC-37 | (2) Third-party Technology Assets, Applications and/o 1AC-06
©) Authentication (MFA) 2) Third-party &/ pptcat i
Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit_ itive and/or regulated data.
Remote connections to the Cll have strong encryption and are made only Mechanisms exist to conduct remote system
5.7.2(c) Remote Connection | through secured intermediary mechanisms; Functional | Intersects With Jump Server AST-34 | administrative functions via a "jump box” or *jump server” AST-27
thatis located in @ ne to user
Remote connections to the Cll have strong encryption and are made only. Remote Access Cryptographic mechanisms exist to protect the
5.7.2(c) Remote Connection through secured intermediary mechanisms; Functional Intersects With Cryptographic NET-26.5 and integrity of te NET-14.2
Protections (e.g.. VPN).
" Measures are put in place to ensure transmission security and message - Encrypting Data In Cryptographic mechanisms exist to prevent the
5.7.2() Remote Connection putinp! v & Functional | Intersects With YpHng CRy-05 | CPPtograp P CRY-03
integrity over the remote Transit data in transit.
" Measures are put in place to ensure transmission security and message - Integrity of Data In Ci exist to detect
5.7.2(d) Remote Connection putinp v & Functional | Intersects With ey or® CRY-06 CRY-04
integrity over the remote Transit changes to data in transit.
Files to be uploaded to the Cll are scanned for malware before being Maticious Code Mechanisms exist to utiize antimalware, or similar
5.7.2(e) Remote Connection | uploaded; and Functional | Intersects With END-04 technologies, to detect and eradicate malicious code. END-04
Protection (Antimalware)
Data flows over remote connections to the Cll are limited to only the minimum Data Fl . tto implement and govern Access
5.7.2() Remote Connection | necessary for performing the function required of the connection. Functional | IntersectsWith | Access ControlLists |  NET-04 | Control Lists (ACLS) to provide data flow enforcement that NET-04
(AcLs) explicitly traffic to only what is authorized
The CIIO shall ensure that the Cllis not connected to any wireless Local Area ist to disable i
o Wireless Netork (LAN) except where necessery for operatingthe Cil Whereanysueh | (oo | DisableWireless | o networking capabilies that re nternally embedded NET152
Communication | connection is necessary, the CIIO shall ensure that: Networking within system components prior to issuance to end users.
The CIIO shall ensure that the Cll is not connected to any wireless Local Area t to control
Wireless Network (LAN) except where necessary for operating the CIl. Where any such ) , and monitor for unauthorized wireless access.
5.8.1 {LAN) excep 1Y for operating v Functional | IntersectsWith | Wireless Networking NET-24 NET-15
Communication | connection is necessary, the CIIO shall ensure that:
Wireless Only authorised wireless LAN is used; ) ] ist to control
5.8.1(a) ° v Functional | IntersectsWith | Wireless Networking | NET-24 NET-15
Co and monitor for wireless access.
The connection has strong encryption; and ) Mechanisms exist to secure Wi-Fi (e.., IEEE 802.11) and
Wieless g encrvp! Wireless Networking e oo o (8 )
5.8.1(b) y Functional Intersects With Authentication & NET-24.1 | Preventunauthorizedaccess by: NET-15.1
Communication ! (1) Authenticating devices trying to connect; and
Encryption
(2) Encrvoting transmitted data.
Only authorised devices (whether such devices are Cll assets or otherwise) Mechanisms exist to maintain a list of Technology Asset,
Wireless are allowed to connect to the wireless LAN. ) ) Application and/or Service (TAAS) that are authorized to
5.8.1() Functional | IntersectsWith | Authorized To Connect |  AST-10.1 |77 (TAAS) AST-01.5
Communication connect to organizational Technology Assets,
ions. Sery d/or Data (TAASDL.
Only authorised devices (whether such devices are Cll assets or otherwise) Automated mechanisms exist to employ Network Access
5810 Wireless are allowed to connect to the wireless LAN. Functional | intersectswitn | NetworkAccess Control| | | Control (NAC), or a similar technology, whichis capable of ST-02
Communication (NAC) detecting unauthorized devices and disable network
access to those devices.
In respect of the following types of Cll assets as they may be found in the ClI, Mechanisms exist to develop, document and maintain
the CIIO shall establish and implement a baseline for Secure Baseline secure baseline configurations for Technology Assets,
5.9.1 System Hardening P! Y Functional | Intersects With CFG-04 ! Gl CFG-02
each asset that is commensurate with the cybersecuriy risk profile of the Cll: Configurations Applications and/or Services (TAAS) that are consistent
with industry-accented hardening standard:
Operating systems; Mechanisms exist to develop, document and maintain
Secure Baseline baseli fi ti for Technolc Assets,
5.9.1(a) System Hardening Functional Intersects With CFG-04 | S60ure baseline configurations for Technology Assets, CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industrv-acceoted hardening standards.
‘Appliances; Mechanisms exist to develop, document and maintain
Secure Baseline secure baseline configurations for Technology Assets,
5.9.1(b) System Hardening Functional | Intersects With CFG-04 ! Gl CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industry-accented hardening standard:
Consoles and workstations, including Human Machine Interfaces (HMI) and Mechanisms exist to develop, document and maintain
ot kstati 3 Secure Baseline baseli fi ti for Technolc Assets,
5.9.1(c) System Hardening engineering workstations; Functional Intersects With CFG-04 | 60ure baseline configurations for Technology Assets, CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industrv-acceoted hardening standards.
Network devices; Mechanisms exist to develop, document and maintain
Secure Baseline secure baseline configurations for Technology Assets,
5.9.1(d) System Hardening Functional | Intersects With CFG-04 ! Gl CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industry-accented hardening standard:
Servers, including alarm servers, OT historians and management servers; Mechanisms exist to develop, document and maintain
Secure Baseline baseli fi ti for Technolc Assets,
5.9.1(e) System Hardening Functional Intersects With CFG-04 | 360ure baseline configurations for Technology Assets, CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industry-accepted hardening standard:
Software applications; and Mechanisms exist to develop, document and maintain
Secure Baseline secure baseline configurations for Technology Assets,
5.9.1(1) System Hardening Functional | Intersects With CFG-04 ! Gl CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industrv-accepted hardening standard:
‘Any other Cll asset or type of asset identified by the Commissioner. Mechanisms exist to develop, document and maintain
Secure Baseline baseli fi ti for Technolc Assets,
5.9.1(g) System Hardening Functional Intersects With CFG-04 | S60ure baseline configurations for Technology Assets, CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industrv-accepted hardening standard:
The security configuration baselines shall minimally address the following igure Technology )
security practices: Applications and/or Services (TAAS) to provide only
5.9.2 System Hardening P Functional | IntersectsWith | Least Functionality cre-03  |"PP (TAAS)to CFG-03
essential capabilities by specifically prohibiting or
restricting the use of ports. protocols. and/or services.
The security configuration baselines shall minimally address the following, Mechanisms exist to develop, document and maintain
tices: Secure Baseline. baseli figurations for Technology Assets,
592 System Hardening | SSCU" Y Practices: Functional Intersects With CFG-04 | S60ure baseline configurations for Technology Assets, CFG-02
Configurations Applications and/or Services (TAAS) that are consistent
with industrv-accepted hardening standard:
5.9.2(a) System Hardening Account management - disable or remove default accounts, guest accounts, Functional Intersects With Disable Inactive IAC-08.4 Automated mechanisms exist to disable inactive accounts IAC-15.3
inactive accounts and d ts: Accounts after an time period.
D shall be Protection of Mechanisms exist to protect authenticators
5.9.2(b) System Hardening | changed; passwords and passphrases shall be stored using in their hash Functional | Intersects With oo IAC-14.2 | commensurate with the sensitivity of the information to 1AC-10.5
forms: which use of the. permits access.
Password and passphrase management - Default passwords shall be tto
5.9.2(b) System Hardening | changed; passwords and passphrases shall be stored using in their hash Functional Intersects With | Default Authenticators | I1AC-14.4 | changed as part of account creation or system IAC-10.8
forms: installation.
lication control - D ices and ions that are not it figure Technology .
necessary for the operation of the ClI; Applications and/or Services (TAAS) to provide only
5.9.2(c) System Hardening i P Functional | IntersectsWith |  Least Functionality crG-03 |"PPlca (TAAS)top y CFG-03
essential capabilities by specifically prohibiting or
restricting the use of borts. brotocols. and/or services.
Port(s) B ports and services that are tto configure y
necessary for the operation of the ClI; N - Applications and/or Services (TAAS) to provide only
5.9.2(d) System Hardening i P Functional | IntersectsWith |  Least Functionality cre-03 | PP (TAAS) top v CFG-03
essential capabilities by specifically prohibiting or
restricting the use of ports. protocol: services.
Physical connection - Enable only external physical connections that are Physically Disable or Mechanisms exist to physically disable or remove
5.9.2(e) System Hardening | necessary for the operation of the Cll; Functional | Intersects With CFG-05.1 ports or devices END-12
Remove Capabilities " ) )
from technology assets at greater isk of device tempering.
Malware protection - Installand update to the latest version of anti-matware ‘Automatic Endpoint ‘Automated mechanisms exist to update endpoint D01
5.9.2(1) System Hardening the latest i and Functional Intersects With | Protection END-03.2 |p lated Technology Assets, Applications Epma
Updates and/or Services (TAAS) when new releases are available. in i}
Malware protection - Install and update to the latest version of anti-malware Mechanisms exist to utilize antimalware, or similar
software with the latest anti-malware signatures; and Malicious Code technologies, to detect and eradicate malicious code.
5.9.2(1) System Hardening el Functional | Intersects With - END-04 ¢l u END-04
Protection (Antimalware)
doand , d updat n foral
Software update - Timely of Software & Frmware to conduct D
5.9.2(g) System Hardening  |security patches . Functional Intersects With Patching VPM-08 | deployed Technology Assets, Applications and/or Services VPM-05
(TAAS), including firmware.
The CIIO shall review the security configuration baselines at least once every Mechanisms exist to review and update secure baseline
12 months to ensure that the baselines remain effective in ensuring the . . configurations:
N Baseline Configuration
5.9.3 System Hardening | cybersecurity of the CII. The first instance of this review is to be completed no Functional Intersects With Reviews & Updates CFG-07  |(1) At least annually; CFG-02.1
later than 12 months from the time the baselines are established. (2) When required due to so; or
(3) As part of svstem combonent i d
The CIIO shall ensure that only authorised computing devices are used for the Mechanisms exist to restrict executing administrative
5 Dedicated Administrative| b
5.9.4 System Hardening administration of the ClI, and such devices are not used for other, non- Functional Intersects With Machines IAC-27 tasks or task g elevated access to a dedicated IAC-20.4
burposes. machine.
The CIIO shall establish and implement a security patch management process Vulnerabiliy & Patch Mechanisms exist to facilitate the implementation and
5.10.1 Patch Management [ thatincludes: Functional | IntersectsWith | Management Program |  VPM-02 | monitoring of risk-based vulnerability management VPM-01
pabilite:
The CIIO shall establish and implement a security patch management process tto conduct forall
Software & Firmware
5.10.1 Patch Management  [thatincludes: Functional | Intersects With Patching VPM-08 | deployed Technology Assets, Applications and/or Services VPM-05
(TAAS), including firmware.
Monitoring the release of security patches for Cll assets; tto conduct forall
| software & Firmware
5.10.1(a) Patch Management Functional | Intersects With Patching VPM-08 | deployed Technology Assets, Applications and/or Services VPM-05
(TAAS). including firmware.
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Verifying the integrity of the security patches Mechanisms exist to ensure software and/or firmware
5.10.1(b) Patch Management Functional | Intersects With | Software Patch Integrity | VPM-08.2 [ patches are: VPM-05.8
(1) Obtained from trusted sources: and
Testing security patches in a test environment that is similar to the CIl ero-Deployment Patch Mechanisms exist to perform due diligence on software
5.10.1(c) Patch Management | production environment to ensure that the patches do not negatively affect Functional | Intersects With Tontng VPM-10 |and/or firmware update stability by conducting pre- VPM-05.6
the operations and of the Cll; production testing in a non-produ
Prioritising the application of security patches based on the level of risk posed Mechanisms exist to identify and assign a risk ranking to
5.10.1(d) Patch Management | to the operations of the Cll; Functional | Intersects With Ranking |  VPM-05 using reputable VPM.03
for securi i
‘Applying security patches in a timely manner to reduce cybersecurity Time To Remed tto track the of
5.10.1(e) Patch Management | vulnerabilities; Functional Intersects With Benchmarks For VPM-07 |remediation operations through metrics reporting. VPM-05.3
Correstive Action
it fe
Applying security patehes in a timely manner to reduce cybersecurity | software & Firmware to conduct or all
5.10.1(e) Patch Management | vulnerabilities; Functional | Intersects With Boning VPM.08 | deployed Technology Assets, Applications and/or Services| VPM.05
(TAAS). including firmware.
Monitoring and tracking the progress of patching; Centralized t I the flaw
5.10.1(f) Patch Management Functional Intersects With f VPM-06.1 process. VPM-05.1
Processes
Applying i tomitigate and ity risks in Mechanisms exist to identify and implement one, or more,
5101 patch Management | 255 Yhere a security patch cannot be applied; and Functional | ntersects with Compensating Rskag | comPensating contols toreduce risk an threat exposure BCD-07
Countermeasures when the primary means of implementing the security RSK-06.2
function is unavailabl
‘Applying i to mitigate and risks in Deferred Patching Mechanisms exist o faclitate the deferral of software
5.10.1(g) Patch Management | cases where a security patch cannot be applied; and Functional | Intersects With s VPM-09 |and/or fitmware patches when the disadvantages of VPM-04.3
applving the patch outweigh the benefits.
Rolling back the application of security patches where necessary. | Retention Of Previous Mechanisms exist to retain previous versions of secure
5.10.1(h) Patch Management e i P & Functional | Intersects With CFG-09 P CFG-02.3
C baseline to support roll back.
The CIIO shall ensure that there is management oversight over the Vulnerability & Patch Mechanisms exist to facilitate the implementation and
5.10.2 Patch the security patch Functional Intersects With | Management Program VPM-02 | monitoring of risk-based vulnerability management VPM-01
apabilii
Portable Computing | The CIIO shall establish processes to authorise and track the use of portable Removable Media Mechanisms exist to restrict removable media in
5111 Devices and Removable | computing devices and removable storage media that connect to the Cll. Functional | Intersects With Py DCH-21 | accordance with data handling and acceptable usage DCH-12
Storage Media 1
portable Computing_| ™7 O110 shall establish processes o authorise and track the use of portable ‘Automated mechanisms exist to enforce access control
sr1n B g ¢ | computing devices and removabe storage media that connect to the Cil. Functional | ntersectswign | 558 ControlFor G35 |recuirements forthe connection of mobile devices to MOM-02
‘ Mobile Devices organizational Technology Assets, Applications and/or
Storage Media
Services (TAAS).
The CIIO shall ensure that all such authorised portable computing devices Mechanisms exist to develop, document and maintain
Portable Computing | adhere to a security configuration baseline that minimally addresses the Secure Baseline secure baseline configurations for Technology Assets,
5112 Devices and Removable |security practices listed in clause 5.9.2, and satisfies any other security Functional | Intersects With Confiarations CFG-04 | Applications and/or Services (TAAS) that are consistent CFG-02
StorageMedia | standards and requirements which the CIIO may have for such devices. with industry-accepted hardening standards.
The CIIO shall ensure that all such authorised portable computing devices Mechanisms exist to implement and govern Mobile Device
Portable Computing  |adheretoa y baseline that the Gontralized Managament Management (MDM) controls.
5112 Devices and Removable |security practices listed in clause 5.9.2, and satisfies any other security Functional | Intersects witn |7 £ec EOEeT MDM-02 MDM-01
Storage Media standards and requirements which the CIIO may have for such devices.
Portable Computing | The CIIO shall ensure that authorised removable storage media are free of Removable Media Mechanisms exist to restrict removable media in
5113 Devices and Removable | malware prior to connecting o the Cll. Functional | Intersects With ety DCH-21  |accordance with data handling and acceptable usage DCH-12
Storage Media "
Portable Computing | The GIIO shall ensure that authorised removable storage media are free of Matoions Gode Mechanisms exist to utilize antimalware, or similar
5.11.3 Devices and Removable | malware prior to connecting to the ClI. Functional Intersects With END-04 technologies, to detect and eradicate malicious code. END-04
Protection (Antimalware)
Storage Media
Portable Computing Thedcll? sh:ll‘ensudre lh?tsenslti\ve mf‘urmal'lun vel‘atm)g‘:‘uthe (iu (lr(v;:ludmg o Cryptographic me‘;:h?msr:\s evx\st to protect the
roduction data and system configuration information) that s stored in andintegity of regulated
5114 Devices and Removable | v & Functional | Intersects With TYping Storeg CRY-07.1 ey 8 CRY-05.1
portable computing d d mediais Media data residing on storage media.
Storage Media
portable Gomputing | ¢ 110 shall nsure that sensitive information elatng o the G (ncluding Cryptographic mechanisms exist to protect the
duction dat: \at is stored Full Device & Container- fidentiality d integrity of infc ti bile
5.11.4 Devices and Removable production s storedin Functional Intersects With MDM-04 confidentiality and integrity of information on mobile MDM-03
portable computing d d mediais Based Encryption devices through full-device or container encryption.
Storage Media
The CIIO shall ensure that only applications that are necessary for the Mechanisms exist to maintain a current list of approved
| operation and cybersecurity of the il and that have been approved by the technologies (hardware and software).
5.12.1 Application Security | P V! Y PP Y Functional | IntersectsWith | Approved Technologies | AST-10 gies ) AST-01.4
CIIO are used in the CII. The CIIO shall establish and maintain a list of such
o
The GIIO shall ensure that only applications that are necessary for the Mechanisms exist to explicitly allow (allowlist/ whitelist)
Explicitly Allow / D
121 Application Securiy | PPEreton and cybersecurityofthe il and that have been approved by the runctional | intersectswitn | EXPUCiHYAow/Deny | fand/or block (denylst/ blackist) applications that are o088
CIIO are used in the Cll. The CIIO shall establish and maintain a list of such Applications authorized to execute on systems.
| .
The CIIO shall review the list of approved applications at least once every 12 Mechanisms exist to periodically review Technology
months. The firstinstance of this review s to be completed no later than 12 Periodic Configuration Assets, Applications and/or Services (TAAS)
5122 Application Security P Functional | Intersects With 2 CFG-08 PP (TAAS) CFG-03.1
months from the time the list is established. Reviews fy and disabl
non-secure functions. ports. te It \d services.
The CIIO shall verify the integrity of applications before they are used in the Cll. Software/ Firmware Mechanisms exist to require developers of Technology
5.12.3 Application Security Functional ntersectsWith | orifation TDA-20.3 |Assets, Applications and/or Services (TAAS) to enable TDA-14.1
integrity verification of software and firmware_
Fora Cllwhich is an IT system, the CIIO shall implement multi-tier Mechanisms exist to partition systems so that partitions.
5.12.4 Application Security that separates the applicat tiersandimplement |  Functional | IntersectsWith | System Partitioning SEA-07 |reside in separate physical domains or environments. SEA-03.1
security controls at each tier.
Fora Cll that includes web application systems, the CIlO shall reference the Mechanisms exist to facilitate the implementation of an
latest Open Web Application Security Project (OWASP) or equivalent enterprise-wide web management policy, as well as
5125 Application Security | application security guidelines when designing, developing and testing Functional | Intersects With Web Security WEB-02  [associated standards, controls and procedures. WEB-01
applications to minimise application security risks.
Fora Cll that includes web application systems that are internet-facing, the Wb Anptication Firewall Mechanisms exist to deploy Web Application Firewalls
5126 Application Security | CIIO shall also implement a Web Application Firewall (WAF) to monitor for, Functional | Intersects With PP ) NET-34 | (WAFs) to provide defense-in-depth protection for WEB-03
detect and block web application threats. application-specific threats.
The CIIO shall ensure that compilers and debuggers are used in the Cll only Mechanisms exist to configure Technology Assets,
he d only d ithe d fi h . Applicati d/or Se (TAAS) tc id 1y
5.12.7 Application Security | "ore necessary and only on devices authorised for such purposes. Functional Intersects With Least Functionality CFG-03 pplications and/or Services (TAAS) to provide only CFG-03
Compilers and debuggers shall be removed when they are no longer required. essential capabilities by specifically prohibiting or
restricting the use of ports. protocol: services.
The CIIO shall ensure that only authorised accounts can connect to and query Mechanisms exist to restrict access to databases
datab: Cll. 1t iti d/¢ lated data t 1y
5.13.1 Database Security | 22tPasesina Functional | Intersects With Database Access |aC-25.2 | oOntaining sensitive and/or regulated data to only 1AC-20.2
necessary Technology Assets, Applications and/or
Services (TAAS) or whose
The CIIO shall ensure that duties relating to system administration and Separation of Duties Mechanisms exist to implement and maintain Separation
5.13.2 D: database forthe Cll are segregated and assigned to different Functional Intersects With P s0D) HRS-14 | of Duties (SoD) to prevent potential inappropriate activity HRS-11
Dersons. without collusion.
The CIIO shall establish policies to secure databases in a Cll, includin ; exist to implement and maintain Database
5133 Database Security P i Functional | Intersects With AST-35 P AST-28.1
policies for: System (DBMS) (DBMSs), where applicable.
The CIIO shall establish policies to secure databases in a Cll, includin ) ! Mechanisms exist to facilitate the implementation of data
5133 Database Security P i Functional | Intersects With Data Protection DCH-02 P DCH-01
policies for: protection controls.
Securing data at rest; ] ! Cryptographic mechanisms exist to prevent the
5.13.3(a) Database Security ¢ Functional | IntersectsWith | Encrypting DataAtRest |  CRy-07 | C/Po8raP! et r:st CRY-05
Securing data at rest; istto ensure that utilize
5.13.3(a) Database Security Functional | IntersectsWith | DatabaseEncryption | ~ CRY-08 |encryption to protect the confidentiality of the data within CRY-05.3
Preventing data exfiltration; and ‘Automated mechanisms exist to implement Data Loss
Data Loss Prevention )
5.13.3(b) Database Security Functional Intersects With oLp) DCH-40 | Prevention (DLP) to protect sensitive information as i NET-17
stored, and processed.
Preventing data exfiltration; and Automated exist to prevent the
N Prevent Unauthorized
5.13.3(b) Database Security Functional | Intersects With s NET-03.5 |exfitration of sensitive and/or regulated data across NET-03.5
managed interfaces.
Restricting access to sensitive data to authorised persons. Mechanisms exist to control and restrict access to
Restrict Sensitive / ooy o o ot ane oigtal
’ sensitive and/or regulated data on digital and non-diital
5.13.3(0) Database Security Functional | IntersectsWith | Regulated Data Access | DCH-07.1 8 8 © DCH-03
media formats to authorized individuals.
To Authorized Individuals
ot o v o authorised persons. ) ‘Access To Sensitive / Mechanisms exist to limit access to sensitive and/or
5.13.3(¢) Database Security P Functional | Intersects With 1AC-25.1 1AC-20.1
Regulated Data regulated data to only those individuals whose iob
The CIIO shall monitor databases in a Cll for anomalous activities and trigger Mechanisms exist to utilize User & Entity Behavior
an alert for investigation when any anomaly is detected. Analytics (UEBA) and/or User Activity Monitoring (UAM)
5.13.4 Database Security '8 Y Y Functional | IntersectsWith | Anomalous Behavior MON-16 ytics (UEBA) Y '8 (UAM) MON-16
Solutions to detect and respond to anomalous behavior
that could indicate account other
The CIIO shall monitor databases in a Cll for anomalous activities and trigge t
5.13.4 Database Security or ! " s activiti figger Functional Intersects With Database Logging MON-32 re dat MON-03.7
an alert for hen anv anomalvis detected. records that contain to monitor
The CIIO shall monitor for bulk queries that exceed a predetermined threshold Mechanisms exist to define "normal business activities" to
of data o be retrieved and trigger an alert for investigation when any such bulk ) : identify anomalous transaction activities that can reduce
5185 Database Security e © 4 Functional | Intersects With | Unusual Transactions | MON-16.1 fy DCH-25.1
query is detected. the opportunity for sending (outbound) and/or receiving
(inbound) hostil action
Valnerabili The CIIO shall establish toidentity and track cyb ) Vulnerabili tt .
oran nerabilty  CIIO shallestablish processes to identify and track cybersecurity runctionat | mtersects with uinerably Vmos o ensure that oz
of the CII. Process properly identified. tracked and diated.
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Vutnerability The CIIO shall remediate all cybersecurity vulnerabilities in a timely manner, Mechanisms exist to identify and assign a isk ranking to
5.14.2 e with priority given to vulnerabilities that pose a greater risk to the security or Functional | Intersects With Ranking |  VPM-05 using reputable VPM-03
the Cll. for securi i
The CIIO shall remediate all cybersecurity vulnerabilities in a timely manner, tto ensure that
Vulnerability remeds ybersecurity vulnerabilities in a timely manner. Vulnerability -
5.14.2 with priority given to vulnerabilities that pose a greater risk to the security or Functional | Intersects With ° VPM-06 | properly identified, tracked and remediated. VPM-02
Assessment Remediation Process
the Cll.
Vulnerabilit The CIIO shall conduct a vulnerability assessment of the Cll: ) ] existto d
5143 " v Functional | Intersects With annin VPM-12 detect VPM-06
errors by ing of
Vulnerabilit fora Cll which is an IT system - at least once every 12 months, with the first ) ] existto d
5.14.3(a) M " v Functional | Intersects With anning | VPM-12 detect VPM.06
instance to by the Compliance Date: and errors by ing of
Vutnerabilty fora Cll which is an OT system - at least once every 24 months, with the first exist to detect d
5.14.3(0) Assooament instance to be completed no later than 12 months after the Compliance Date. | Functional | Intersects With annin VPM-12 errors by gof VPM-06
The CIIO shall also conduct a vulnerability assessment for relevant il assets Mechanisms exist to detect vulnerabilities and
afteri any major to the Cll. Major system i errors by routin i gof
5.14.4 changes to totheCll, Functional | Intersects With g | vema2 t VPM-06
Assessment ‘ "
implementing new application modules, system pgrades and technology
refresh.
The CIIO shall,if requested by the Commissioner, submit a copy of the report ) exist to submit stat ting of the.
t long with the CIIO’s plans f diati Seaurity, Compliance & tion' it ' dlor resil
s1as ofan : - alongwith the GIIOs plans for emediating Functional | intersects With | Ausionen state opLay  |oreanization's security, compliance and/or resilience Sov1r
h tothe C ithin 30 receiving Reporting program to applicable statutory and/or regulatory
the reauest. authorities. as reauired.
The CIIO shall conduct a penetration test on the Cll: Mech tto conduct penetration test
5.15.1 Penetration Testing ‘e ClIO shall conduct apenetration teston the Functional Intersects With |  Penetration Testing VPM-18 lechanisms exist to conduct penetration testing on VPM-07
Technology Assets. Services (TAAS).
Fora Cll which s an IT system - at least 12 months, with the first Mech tto conduct penetration test
5.15.1(a) Penetration Testing | ¢ O nic 19 an [T system - at least onoe every 12 months, with the firs Functional | IntersectsWith | Penetration Testing vpM.1g | Hlechanisms exist to conduct penetration testing on VPM-07
instance to by the Compliance Date: and Technology Assets. Services (TAAS).
Fora Cll which s an OT system - at least once every 24 months, with the first Mechanisms exist to conduct penetration testing on
5.15.1(b) Penetration Testing | instance to be completed no later than 12 months after the Compliance Date. |  Functional | IntersectsWith | Penetration Testing VPM-18 |Technology Assets, Applications and/or Services (TAAS). VPM-07
The CIIO shall also conduct penetration tests on relevant Cll assets after Mechanisms exist to conduct penetration testing on
implementing any major system changes to the Cll. Major system changes Technology Assets, Applications and/or Services (TAAS).
5.15.2 Penetration Testing [ include commissioning any new systems to be connected to the Cll, Functional | IntersectsWith | Penetration Testing VPM-18 VPM.07
implementing new application modules, system pgrades and technology
refresh
The CIIO shall ensure that third-party penetration testing service providers and Mechanisms exist to utilize an independent assessor or
their penetration testers who are performing penetration tests on a Cll Independant Penetration penetration team to perform penetration testing.
5.15.3 Penetration Testing | possess ind d for| Functional | Intersects With gt or Toom VPM-19 VPM-07.1
example CREST 6 or equivalent accreditations and certifications:
Penetration testers performing the penetration tests must have industry- Competency Mechanisms exist to ensure that all security, compliance
5.15.3(a) Penetration Testing | recognised penetration testing certification to demonstrate assurance of their |  Functional | Intersects With | Requirements for HRS-03.2 | and resilience-related positions are staffed by qualified HRS-03.2
knowledse and ractioal skilt Security. Compl individuals who have the necessarv skill set.
Penetration testers performing the penetration tests must have industry- tto utilize an assessoror
recognised penetration testing certification to demonstrate assurance of their penetration team to perform penetration testing.
Independent Penetration
5.15.3(a) Penetration Testing | knowledge and practioal skills. Functional | Intersects With VPM-19 VPM-07.1
Agent or Team
Service providers must have industry-recognised accreditation to Third-party Risk Mechanisms exist to conduct a risk assessment prior to
demonstrat ftheir poll d proced tration test gy-related
5.15.3(b) Penetration Testing |01 oo assurance oftheir policies and procedures in penetration testing | g ncrional | Intersects With Assessments & TPM-10 o TPM-04.1
service, reporting and data handling, in hiring of ethical rovals Technology Assets, Applications and/or Services (TAAS).
benetration testers.
Service providers must have industry-recognised accreditation to tto utilize an assessoror
demonstrate assurance of their policies and procedures in penetration testin Independent Penetration enetration team to perform penetration testing.
5.15.3(b) Penetration Testing P P! P ®|  Functional | Intersects With P vem-1g | P L4 s VPM-07.1
service, reporting and data handling, in hiring of ethical Agent or Team
penetration testers.
The CIIO shall ensure that all penetration tests by third-party service providers Mechanisms exist to utilize an independent assessor o
154 penetration Testing |7 CondUcted under supernision o the Gl to ensur that actiites caried runctionst | interscets wign | Independent Penetration | | penetration team to perform penetration testing. VPMO71
out by the service providers are within the intended scope of the penetration Agent or Team
test and do not disruot Cll operations.
T:\e ciio shalll;lfdrequefte‘d by‘the‘cu‘mmlssl:r::r, ZI‘J‘bort“tacDZY ::nnelrepur: Securty, Compliance . '(u‘submlt tat rting of the.
of any completed penetration test , along with the CIIO’s remediation plans, to security, resilien
5.155 Penetration Testing 'y completed p e Lo Functional | Intersects With Resilience Status cPL-27 ¥, GOV-17
the Commissioner within 30 working days of receiving the request. Reporting program to applicable statutory and/or regulatory
" authorities. as reauired.
The CIIO shall establish a red teaming or purple teaming attack simulation Mechanisms exist to utilize 'red team” exercises to
Adversarial Attack | plan which identifies, ther things: o
5.16.1 plan which dentifies, among other things Functional | IntersectsWith | Red Team Exercises VPM-21 adversaries VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
defined rules of
Objectives to be achieved; Mechanisms exist to utilize 'red team" exercises to
Adversarial Attack adversari
5.16.1(a) Functional | IntersectsWith | Red Team Exercises VPM-21 VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
ined rules of
Key stakeholders including red team, blue team and management tea Mechanisms exist to utilize 'red team'” exercises to
Adversarial Attack i by ach
5.16.1(b) Functional Intersects With | Red Team Exercises VPM-21 adversaries VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
defined rules of
‘Assessment methodology, Including planning and attack preparation, attack Mechanisms exist to utilize 'red team" exercises to
Adversarial Attack | execution, clean-up and containment, blue team report and reconciliation, adversari
5.16.1(c) P P Functional | IntersectsWith | Red Team Exercises VPM-21 VPM-10
Simulation recommendations and remediation; Technology Assets, Applications and/or Services (TAAS) in
ined rules of
Rules of engagement (only for red teaming); Mechanisms exist to utiize 'red team' exercises to
Adversarial Attack i by ach
5.16.1(d) Functional Intersects With | Red Team Exercises VPM-21 adversaries VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
defined rules of
Mitigation measures to minimise potential business impact or disruption; and Mechanisms exist to utilize 'red team" exercises to
Adversarial Attack rsari
5.16.1(0) Functional | IntersectsWith | Red Team Exercises VPM-21 VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
ined rules of
Recovery plan. Mechanisms exist to utiize 'red team' exercises to
Adversarial Attack i by adversaries
5.16.1(f) Functional | IntersectsWith | RedTeam Exercises | VPM-21 VPM-10
Simulation Technology Assets, Applications and/or Services (TAAS) in
defined rules of
The CIIO shall conduct a red teaming or purple teaming attack simulation on Mechanisms exist to utilize 'red team" exercises to
its Cll at least once every 24 months to test and validate the effectiveness of adversari
Adversarial Attack
5.16.2 o ation measures Thefirst Functional | IntersectsWith | RedTeam Exercises | VPM-21 |Technology Assets, Applications and/or Services (TAAS) in VPM-10
instance of the attack simulation is to be completed no later than 12 months accordance with organization-defined rules of
after the Compliance Date
The CIIO shall, if requested by the Commissioner, submit a copy of the report tto submit stat the
Adversarial Attack | of pi— let ek simtaton,slonganth Securty, Gompliance & tion it li /orresil
163 of any completed red teaming or purple teaming attack simulation, along wi runctionat | ntersectswith | - Reotionen Statie cpLay | orEenization's security, compliance and/or esitience cov17
Simulation the ClIO’s plans, to the C ithin 30 t Aeporting program to applicable statutory and/or regulatory
recelving the reauest. authorities. as required.
) The CIIO shall ensure that all cryptographic keys for the Cll are protected ist to facil 2
Cryptographic Ke Cryptographic Key
517.1 vetographicKey |- ainst unauthorised access. Functional | Intersects With TYptographic Key CRY-10 controls to protect CRY-09
Management Management ¢
integrity and availabilitv of kevs.
The CIIO shall ensure that all cryptographic keys for the Cll are protected Mechanisms exist to facilitate the secure distribution of
Cryptographic Key ! N Yetographic keys P Control & Distribution of s i u u
5.47.1 against unauthorised acoess. Functional | Intersects With ' CRY-10.4 | symmetric and asymmetric cryptographic keys using CRY-09.4
Management Cryptographic Keys
industry recogniz gy and
The CIIO shall establish and implement mechanisms and processes to track Mechanisms exist o govern assets involved in providing
and manage the lifecycle of cryptographic keys. The CIIO shall review these cryptographic protections according to the organization's
c Ke tleast 12 monthst th Cryptographic figurati t .
5172 Y and (east once every 12 months to ensure their Functional | intersects With ryptograp! Rv.0s | configuration management processes. ;S
Management continued effectiveness. The first instance of this review is to be completed no Management
later than 12 months from the time the mechanisms and processes are
The CIIO shall establish and implement mechanisms and processes to track tto v
and manage the lifecycle of cryptographic keys. The CIIO shall review these controls o protect i
c Ke t Cryptographic Key .
5.17.2 Y and least once every 12 months to ensure their Functionat | intersects With ryptographic Key R0 |tegrity and avalabilty of keys. CRY-09
Management continued effectiveness. The first instance of this reviewis to be completed no Management
later than 12 months from the time the mechanisms and processes are
The CIIO shall te, collect and store logs of the foll Mech ist to facilitate the implementation of
o1 Logging e CIIO shall generate, collect and store logs of the followin Functional | IntersectsWith | Continuous Monitoring | MoN-oz |/ echenisms existto facitate the implementation o Vono1
en control
The CIIO shall generate, collect and store logs of the following: dst igure Technology X
Applications and/or Services (TAAS) to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
6.1.1 Logging Functional | IntersectsWith | Contentof EventLogs | MON-09 |(2) When (date and time) the event occurred; MON-03
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
I the
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Allaccess and attempts to access the Cll and the activities during such tto configure Technology 3
access, including application and database activities, and access to data in Applications and/or Services (TAAS) to produce event logs
the Cll; that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
6.1.1(a) Logging Functional | IntersectsWith | Contentof EventLogs | MON-09 |(2) When (date and time) the event occurred; MON-03
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
I the
Allaccess and attempts to access the Cll and the activities during such t i
6.1.1(a) Logging access, including application and database activities, and access to dataiin Functional | IntersectsWith | Database Logging MON-32 [ records that contain sufficient information to monitor MON-03.7
the Cll: database activti
Network connections between the Cll and networks outside of the CIl; t monitor inbound and
Inbound & Outbound
6.1.1(b) Logging Functional | Intersects With ° MON-22  [outbound communications traffic for unusual or MON-01.3
Communications Traffic
activities or conditions.
Network connections within the CIl; Mechanisms exist to continuously monitor inbound and
) ) Inbound & Outbound
6.1.1(c) Logging Functional | Intersects With MON-22  [outbound communications traffic for unusual or MON-01.3
Communications Traffic Lnie f
activities or conditions.
Remote connections to the ClIf; and I bound & Outbound 3 ly moritorinbound and
6.1.1(d) Logging Functional | Intersects With ° MON-22  [outbound communications traffic for unusual or MON-01.3
Communications Traffic
activities or conditions.
) Remote connections to the CIl; and ) Remote Access ‘Automated mechanisms exist to monitor and control
6.1.1(d) Logging Functional | Intersects With NET-26.4 NET-14.1
Monitoring & Control
Connections between the Cll and wireless LAN. Mechanisms exist to monitor wireless network segments
) ) Wireless Network
6.1.1(e) Logging Functional | Intersects With Montorig MON-26  for: MON-01.5
(1) Rosue wireless devices: and
The CIIO shall also generate, collect and store the following categories of logs tto config & Y
to provide visibility of network activities within the Cll and between the Cll and Services (TAAS) logs
networks outside of the Cll: that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
6.1.2 Logging Functional | IntersectsWith | ContentofEventlogs | MON-08 |(2) When (date and time) the event occurred; MON-03
(3) Where the event occurred;
(4)The source of the event;
(5) The outcome (success or failure) of the event; and
the
The G0 shallalso generae, collectand store the following categories o ogs I bound & Outhound 3 ly moritorinbound and
6.1.2 Logging to provide visibility of network activities within the Cll and betweenthe Clland | Functional | Intersects With ° MON-22  [outbound communications traffic for unusual or MON-01.3
Communications Traffic
networks outside o the Cll: activities or conditions.
Network Firewall logs; Mechanisms exist to verbosely log all traffic (both allowed
Verbosity Logging for d blocked t network boundary devices,
6.1.2(a) Logging Functional Intersects With Y Logging MON-g1  |2nd blocked) arriving at network boundary devices, MON-03.4
Boundary Devices includingfirewalls, Intrusion Detection / Prevention
Sustems (IDS/IPS) and inbound and outbound proxies.
Domain Name System (DNS) logs; tto config y Y
Applications and/or Services (TAAS) to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
6.1.2(0) Logging Functional | IntersectsWith | Contentof EventLogs | MON-09 [(2)When (date and time) the event occurred; MON-03
(3) Where the event occurred;
(4)The source of the event;
(5) The outcome (success or failure) of the event; and
(R) The identity nf an 11ser/si thinct assnciated with the.
Web Proxy logs; and Mechanisms exist to log all Internet-bound requests, in
6.1.2(0) Logging Functional | Intersects With Proxy Logging MON-22.1  [order to identify prohibited activities and assist incident MON-01.9
handlers with identifving
Network Intrusion D ystem (NI og: Network Intrusion Mechanisms exist to monitor Network Intrusion Detection
Detection & Prevention / Prevention Systems (NIDS / NIPS) technol
6.1.2(d) Logging Functional Intersects With MON-23 revention Systems (| ) technologies on MON-01.1
Systems (NIDS & NIPS) critical systems, key network segments and network
Monitoring
The CIIO shall provide any such logs referred to in clause 6.1.2 as may be Security, Compl tto submit stat rting of the.
6.1.3 Logging required by the Commissioner for threat monitoring, threat analysis, threat Functional | Intersects With cpL27 security, resilien GOv-17
alerts. and Reporting program to applicable statutory and/or regulatory
The CIIO shall provide any such logs referred to in clause 6.1.2 as may be Sharing of Event Logs & Mechanisms exist to share event logs and security-
6.1.3 Logging required by the Commissioner for threat monitoring, threat analysis, threat Functional | Intersects With Rel MON-36 |relevant third-party based on MON-14.1
alerts. and incident resonse. Telemetry haring
The CIIO shall ensure that the logs generated, collected, and stored under Mechanisms exist to generate, monitor, correlate and
lauses 6.1.1and 6.1.2: System Generated Event d to event logs and security-relevant telemetry i
clauses 6.1.1and 6.1.2: respond to event logs and security-relevant telemetry from
6.1.4 Logging Functional | IntersectsWith |Logs & Security-Relevant| ~MON-04 P 8 Y i MON-01.4
physical, data protection and supply
Telemetry
activities to achieve integrated situational awaren
Use a consistent time source; Mechanismes exist to configure Technology Assets,
Applicat dior S TAAS) t
6.1.4(8) Logging Functional Intersects With Time Stamps MON-11 pPlications and/or Services (TAAS) to use an MON-07
time source to generat for
event logs and security-relevant telemetry.
Use a consistent time source; Synchronization With Mechanisms exist to synchronize internal system clocks
6.1.4(a) Logging Functional | IntersectsWith |  AuthoritativeTime | MON-11.1 [with an authoritative time source. MON-07.1
Source
Are protected against access, Protection of Event Logs Mechanisms exist to protect event logs, security-relevant
6.1.4(0) Logging Functional | IntersectsWith | &Security-Relevant | MON-12 [telemetry and audittools from unauthorized access, MON-08
Telemetry d deletion.
‘Are stored for a minimum period of 12 months after the date of the event to Mechanisms exist to retain event logs and security-
which the log relates; Event Log & Security- relevant telemetry for a time period consistent with
6.1.4(0) Logging Functional | IntersectsWith | Relevant Telemetry MON-13 ds retent for after MON-10
Retention the-fact investigations of security incidents and to meet
statutorv. regulatory and contractual retention
Have a log file structure (1., the arrangement of data fields within each log Mechanisms exist to configure Technology Assets,
file) that facilitates analysis and sharing of logs; and Applications and/or Services (TAAS) to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
6.1.4(d) Logging Functional | IntersectsWith | Contentof EventLogs | MON-09 |(2)When (date and time) the event occurred; MON-03
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(8 The identity of th the.
Have a log file structure (1., the arrangement of data fields within each log Mechanisms exist to require system developers to use an
6.1.4(d) Logging file) that facilitates analysis and sharing of logs; and Functional | Intersects With Logging Syntax TDA-11.4  |industry-defined secure logging format to generate event TDA-02.14
logs for specified event types at ined level
‘Are governed by a log retention policy to facilitate investigations into Mechanisms exist to retain event logs and security-
cybersecurity incidents, the conduct of threat hunting, and any other purposes Event Log & Security- relevant telemetry for atime period consistent with
6.1.4(¢) Logging relating to the cybersecurity of the Cll. Functional | IntersectsWith | Relevant Telemetry MON-13 tent i i forafter MON-10
Retention the-fact investigations of security incidents and to meet
statutorv. resulatorv and contractual retention
Monitoringand | The CIIO shall establish and implement mechanisms and processes for the Mechanisms exist to facilitate the implementation of
6.2.1 2 P o Functional | IntersectsWith | Continuous Monitoring | ~ MON-02 3 . P MON-01
Detection en controlt
Monitoringand | Monitoring and detecting all cybersecurity events in respect of the Cll; Mechanisms exist to facilitate the implementation of
6.2.1(a) 2 g gallcyl Y P Functional | IntersectsWith | Continuous Monitoring | ~ MON-02 3 . P MON-01
Detection en controlt
Monttoringand | MonRoring and detecting all oybersecurity events n respect of the Cll; Event Log & Security- Mechanisms exist to review event logs and security-
6.2.1(a) Detwi" Functional | IntersectsWith | Relevant Telemetry MON-03 | relevant telemetry on an ongoing basis and escalate MON-01.8
Monitoring incidents in timel d
Monitoringang | O°1ecting and storing records of all such cybersecurity events (including, Centralized C: existto utilize a
6.2.1(0) taotion where available, logs relating to the cybersecurity event); Functional | IntersectsWith | EventLogs &Security- | MON-05  |Manager (SIEM), or similar automated tool, to support the MON-02
Relevant Telemetry centralized collection of event logs and securitv-relevant
Analysing all ) between Mechanisms exist to ensure event log and security-
Monitoringand lysing al d e Event Log & Security- ensure eventlog and :(y
6.2.1(c) » an b Functional | IntersectsWith | RelevantTelemetry | MON-05.2 | riage MON-17
Detection cybersecurity incident; and practices that integrate with the organization's established
Analysis & Triage
brocesses.
Analysing all . includ ing between Automated mechanisms exist to correlate both technical
Monit d  and hether there is or has been any Correlate Monitorin and non-technical information from across the enterprise
6.2.1(c) i Y Functional | Intersects With nitoring MON-08 terp! MON-02.1
Detection cybersecurity incident; and Information by a Seourity Incident Event Manager (SIEM) or similar
automated tool. to enhance de situational
Triggering applicable incident reporting, response and recovery plans if there is Mechanisms exist to implement and govern processes
Monitoring and ‘ggering appli porting, resp Vel Incident Response ple govern pr
6.2.1(d) or has been any cybersecurity incident. Functional | Intersects With ° IRO-02  [and to d 1RO-01
Detection Operations
for data protection-
Monitoringand | Forth fmonit tecti ts, th Mech ist to facilitate the implementation of
622 itoring o the purposes of monitoring and detecting cybersecurity events, the, Functionst | intersecte with | Gontinuous Mon MON-02 | Mechanisms exist to failitate the implementation o VON-01
Detection and by the CIIO shall include: en control
For the purposes of monitoring and detecting cybersecurity events, the Mechanisms exist to utilize User & Entity Behavior
Monit d :
622 and by the CIIO shall include: runctionat | intersctswith | Anomatous Behavior |  Mon.16 | Anatics (UEBA) andor User Activity Monitoring (UAM) MON-16
Detection Solutions to detect and respond to anomalous behavior
that could indicate account other
0220 Monit d rindicators of 0Cs), including IP addresses, unctionat | itersects with Indicators of RO-05 | Mechanisms exist o define specific Indicators of ro08
Detection Uniform Resource Locator (URL). domains and hashes: c (10C) to identify the signs of potential
Monit d ndicators of 0Cs), including [P addresses, Monitoring for Indicators ‘Automated mechanisms exist to identify and alert on
6.2.2(a) rindicator: ), including i Functional Intersects With s Mon-17 |2 isms exist o identify MON-11.3
Detection Uniform Resource Locator (URL). domains and hashes: of G
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Monitoring and the normal day-to-da activities and network traffic in Automated mechanisms exist to establish behavioral
6.2.2(b) ot the Cll, and using this as a baseline against which the CIIO is to monitor for Functional | IntersectsWith | Behavioral Baselining | ~THR-09 [baselines that capture information about user and entity THR-11
doviat d lous activities: and behavior threat discoverv.
Ensuring that alerts for further triggered for all deviat d Mechanisms exist to utilize User & Entity Behavior
6220 Monit d lous activities that Functionat | intersectowith | Anomatous Behavior |  MON.16 | AnaWtics (UEBA) andor User Activity Monitoring (UAM) TR0
Detection solutions to detect and respond to anomalous behavior
that could indiicat it other
The CIIO shall review the mechanisms and processes established under Mechanisms exist to facilitate the implementation of
clause 6.2.1, including the baseline referred to in clause 6.2.2(b), at least once enterprise-wide monitoring controls.
Monitoringang | ©¥eY 12month, or as often as required based on the evolving cyber threat
6.2.3 ot landscape, to ensure that the mechanisms and processes remain effective for | Functional | Intersects With | Continuous Monitoring | ~ MON-02 MON-01
their purposes. The first instance of this review s to be completed no later
than 12 months from the time the mechanisms and processes are
The CIO shall review the mechanisms and processes established under istto "tune” event
clause 6.2.1, including the baseline referred to in clause 6.2.2(b), at least once through analyzing communications traffic/event patterns
Monitoringang | ©¥e1Y 12month, or as often as required based on the evolving yber threat ) ‘ and developing profiles representing common traffic:
623 ot landscape, to ensure that the mechanisms and processes remain effective for | Functional | IntersectsWith | Alert Threshold Tuning |  MON-07 | patters and/or events. MON-01.13
their purposes. The first instance of this review s to be completed no later
than 12 months from the time the mechanisms and processes are
Monitoringang |11 €110 shallfacilitate, i equested by the Gommissioner, the deployment of Mechanisms exist to facilitate the implementation of
6.2.4 et CSA- supported threat detection syst designated segmentsofthe |  Functional | Intersects With | Continuous Monitoring |  MON-02 | enterprise-wide monitoring controls. MON-01
ClIO’s network.
The CIIO shall conduct threat hunting for the Cll to search for and identify tto perform cyber that
6o ThreatHunting | YPrSECUIIY threats tothe Cll at east once every 24 months. The first Functional | intersects With Threat Hunting THRa |uses Indicators of Compromise (1oC) to detect, rack and THRO7
instance of threat hunting s to be completed no later than 12 months after the disrupt threats that evade existing security controls.
liance Date.
The CIIO shall include cybersecurity threats identified from threat hunting in ist to conduct recurri of
cybersecurity risk assessments to ensure that the risks derived from the risk that includes the likelihood and magnitude of harm,
6.3.2 ThreatHunting  threats are assessed, mitigated, and tracked throughout the CIls system Functional | IntersectsWith | Risk Assessment RSK-13 | from unauthorized access, use, disclosure, disruption, RSK-04
developmentifecycle. destruction of th s
Technolooy i d/or Data
The CIIO shall include cybersecurity threats identified from threat hunting in t to perform cyber that
632 ThreatHunting | CYPCrSeCUIi fisk assessments to ensure that the risks derived from the Functionat | intersects With Threat Hunting THRa |uses Indicators of Compromise (1oC) to detect, rack and THRO7
threats are assessed, mitigated, and tracked throughout the Cll s system disrupt threats that evade existing security controls.
lifecvele.
The CIIO shall analyse all threats identified from threat hunting to determine it Mechanisms exist to cover:
655 TrveatHunting | {1e7e 9 o has boen any cybersacurity incidentin espectof the Cllandshall | Ro.06 |1 Preparation; RO.02
trigger the applicable incident reporting, d recovery plans if there (2) Automated event detection or manual incident report
is or has been a incider intake:
The CIIO shall analyse all threats identified from threat hunting to determine it tto perform oyber that
there is or has been any cybersecurity incident in respect of the Cll, and shall uses Indicators of Compromise (10C) to detect, track and
trigger the applicabl d plans ifthere disrupt threats that evade existing seourity controls.
6.3.3 ThreatHunting  |is or has been a cybersecurity incident. Functional | Intersects With Threat Hunting THR-13 THR-07
The CIIO shall,if requested by the Commissioner, submit a copy of the Security, Compliance & tto submit stat rting of the.
6.3.4 Threat Hunting | completed threat hunting report, to the Commissioner no later than 30 days Functional | Intersects With cpL27 security, resilien Gov-17
upon receiving the reauest. Reporting program to applicable statutory and/or regulatory
The CIIO shall establish and implement mechanisms and processes to obtain Mechanisms exist to implement a threat intelligence
andto d analyse the threat intelligence for program that includes a cross-organization information-
an Cyber Threat Intelligence | relevance and potential impact to the Cll. Threat intelligence includes runctional | inersectewitn | Teatinteligence TR0z |Shering capability that can influence the development of THRO1
and Information Sharing |information on the current cybersecurity threat landscape; activities of threat Program the system and security architectures, selection of
actors; tactics, techniques and procedures of threat actors; and cybersecurity security solutions, monitoring, threat hunting, response
and raovery activities
The CIIO shall establish and implement mechanisms and processes to obtain Mechanisms exist to maintain situational awareness of
threat andto d analyse the threat intellig Vulnerabilities and evolving threats by leveraging the
s Cyber Threat Intelligence | relevance and potential impact to the Cll. Threat intelligence includes Functionsl | ItersectaWith | Threat nsligence Fosds|  THR-04 attacker tactics, techi d procedures HR03
and Information Sharing [information on the current cybersecurity threat landscape; activities of threat to facilitate the implementation of preventative and
actors; tactics, techniques and procedures of threat actors; and cybersecurity compensating controls.
The CIIO shall establish and implement mechanisms and processes to share Mechanisms exist to utilize a process to assist users in
Gyber Threat Inteligence | MOTMation on cybersactritythreats and wulnerabiltes, and on measures that Sensitve/ Rogulated making information sharing decisions to ensure data is
6.4.2 can be taken in response to such threats and vulnerabiliies, with the Functional | Intersects With DCH-08.1 | appropriately protected. DCH-14
and Information Sharing |* - tsand Data Sharing Decisions
The CIIO shall establish and implement mechanisms and processes to share Mechanisms exist to implement a threat intelligence.
Gyber Threat Intaligence | MfOTMation on cybersecurit threats and vilnerabilies, and on measures that Threat Inteligonce program that includes a cross-organization information-
642 can be taken in response to such threats and vulnerabiliies, with the Functional | Intersects With THR-02 | sharing capability that can influence the development of THR-01
and Information Sharing Program
c for it d anal; the system and security architectures, selection of
securitv solutions. monitorine. threat huntine. response
The CIIO shall putin place controls to mitigate cybersecurity threats and Mechanismes exist to remediate risks to an acceptable
Cyber Threat Intelligence identified from fevel.
6.4.3 Functional | IntersectsWith | Risk Remediation RSK-17 RSK-06
and Information Sharing
CyberThreat Inteligence |17 G0 Shall putin place cortrols to mitigate ybersecuriy hrests and Thveatineligonoe Mechanisms exist to implement a threat intelligence.
6.4.3 address vulnerabilities identified from threat intelligence. Functional | Intersects With THR-02 | program thatincludes a cross-organization information- THR-01
and Information Sharing Program
haring that can influence of
The CIIO shall establish a Cybersecurity Incident Response Plan that sets out ncident Rosponse Plan Mechanisms exist to maintain and make available a
7.4 Incident Management | how a CIIO should respond to a cybersecurity incident. The ClIO shallensure | Functional | Intersects With e IRO-08  [current and viable Incident Response Plan (IRP) to all 1RO-04
that the Plan
The CIIO shall establish a Cybersecurity Incident Response Plan that sets out togroted Securty Mechanisms exist to establish an integrated team of
i Incident Management.|"0%@ €110 should respond to acybersecuriyincident. The Gll0 shallensure. | ¢ oo |y SRS EEEE | eybersecurity, ITand business function representatives RO07
that the Plan establishes: oy that are capable of addressing cybersecurity and data
brotection incident response operations.
'ACybersecurity Incident Response Team (“CIRT” ) structure, including clearly tegrated Securty Mechanisms exist to establish an integrated team of
2110 Incident Management | 4271ed roles and responsibilios of each team member and their contact Functionsl | IntersectsWith | Incident Rosponge Toam | IR0-1 | ©YPeTSeCU®. IT and business functon representatives 1RO-07
details; (ST that are capable of addressing cybersecurity and data
brotection incident
‘An incident reporting structure which sets out how the CIIO will comply with tto timely-report incidents
211) Incidont Management | 9POrtng obligations under the Act and any othor laws and regulations that | ¢ | Incident Stakeholder Rote |1 Intemal stakeholders; RO-10
applytothe CIl; Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorities.
‘An incident reporting structure which sets out how the CIIO will comply with Mechanisms exist to report any serious incident involving
its reporting obligations under the Act and any other laws and regulations that ion's Technology 3 i
2110) ncident Management |2PPY 0 the Gl Functional | ntersects With Serious Incident [RO-16.3 _|Services andor Data (TAASD) to elevant authorites i the RO105
Reporting locality where the incident occurred, in accordance with
mandatory reporting:
m and
Communication and coordination structures to ensure the timely escalation Mechanisms exist to cover:
of cybersecurity incidents to the CIRT and to the senior management of the (1) Preparation;
ciio; (2) Automated event detection or manual incident report
71.4(0) Incident Management Functional | IntersectsWith | Incident Handling IRO-06 [intake; 1R0-02
(3) Analysis;
(4) Containment;
(5) Eradi and
Thresholds and procedures to activate the incident response and CIRT; ] . exist o identi ofincidents and
] | Incident Classification &
7140 Incident Management Functional | Intersects With ot IRO-04 | actions to take to ensure the continuation of IRO-02.4
i d business functions.
2110 Incidont Managoment | EME989mentprotocols with external partiesfo forensic or fecovery senvices runctionat | ierssctewin | ReEulatony & Law Ros tto maintain contacts Roa
and agencies. and their contact details: Contacts with applicable regulatory and agenci
'Acommunication plan to communicate information relating to a cybersecurity tto timely-report incidents to appl
LART) Incident Management | "0ident to intemal and external stakeholders; Functional | Intersectswitn | nident Stakeholder iRo-16  |(1)Intemnal stakeholders; IRO-10
Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorities.
Processes and procedures to contain a cybersecurity incident, investigate the Mechanisms exist to cover:
cause and impact of the cybersecurity incident, and to restore the Cll s (1) Preparation;
operations; (2) Automated event detection or manual incident report
7418 Incident Management Functional | IntersectsWith | Incident Handling IRO-06 [intake; 1RO-02
(3) Analysis;
(4) Containment;
51 and
Processes and procedures to collect and preserve digital forensic evidence haimof Custody & Mechanisms exist to perform digital forensics and
7.1.4(0) Incident Management | before initiating the recovery process, to support investigations; and Functional | Intersects With e IRO-13 [ maintain the integrity of the chain of custody, in 1RO-08
lati dindustrv]
A postincident root cause analysis review process to identify and implement R0t Cause Analysis Mechanisms exist to incorporate lessons learned from
7.1.0) Incident Management | corrective measures to prevent a recurrence. Functional | Intersects with | A 000 TRV | 1RO-14. |analyzing and resoling cybersecurity and data protection 1RO-13
incidents to reduce the likelihood or impact of future
Secure Controls Framework (SCF) 130f21



Set Theory Relationship Mapping (STRM)

Template

Secure Controls Framework (SCF)

Version 2026.3
9/16/2026

FDE Name Focal Document Element (FDE) Description SCF Control
Control Des
The CIIO shall ensure that the CIRT i trained and equipped with the resources. ) Incident Response Mechanisms exist to train personnel in ther incident
742 Incident Management auipp Functional | Intersects With P IRO-10 P 1RO-05
torespondto incidents. Training d
The CIIO shall ensure that the CIRT is trained and equipped with the resources, tegrated Securty Mechanisms exist to establish an integrated team of
to respond to cybersecurity incidents. cybersecurity, IT and business function representatives
712 Incident Management P ybersecurity inc Functional | IntersectsWith | Incident ResponseTeam |  IRO-11 W urity, usiness function repre e IRO-07
oy that are capable of addressing cybersecurity and data
orotection ncident
The CIIO shall establish procedures to reset the Kerberos Ticket Granting t
Ticket account for Cll assets that use the Kerberos authentication protocol for Evonts Requiring (1) At predefined intervals; and/or
713 Incident Management | the domain controller, and shall reset the Kerberos Ticket Granting Ticket Functional | Intersectswith | R BHEPE | 1AC-14.1 | (2)Upon suspicion of redential compromise. 1AC-10.13
accountin the event that the Cll domain controller is compromised.
The CIIO shall establish procedures to reset the Kerberos Ticket Granting Mechanisms exist to maintain and make available a
Ticket account for Cll assets that use the Kerberos authentication protocol for ncident Response Plan current and viable Incident Response Plan (IRP) to all
713 Incident Management | the domain controller, and shall reset the Kerberos Ticket Granting Ticket Functional | Intersects With e IRO-08 | stakeholders. 1R0-04
accountin the event that the Cll domain controller is compromised.
The CIIO shall establish and implement processes to identify, investigate and Mechanisms exist to incorporate lessons learned from
address the root causes that contributed to each cybersecurity incident, analyzing and resolving cybersecurity and data protection
s Incident Managament | MEAUGIng any structural,behavioural, manageria, technicalorsystemic runctionat | intersectswitn | P00t Cause Analysis [RO-1a | mcidents toreduce the likelinood or impact o uture RO
factors, so as to prevent recurrence of similar incidents. This shall include (RCA) & Lessons Learned incidents.
processes to dentify, investigate and address:
Gaps in the existing cybersecurity governance structure that may have led to Aot Cause Analysis Mechanisms exist to incorporate lessons learned from
7.1.4(8) Incident ineffective isk and oversight efforts; Functional | Intersects With | o 2% VRS 0S| 1RO-14 [anatzing and resolving cybersecurity and date protection IRO-13
incidents to reduce the likelihood or impact of future
Gaps in and failure to comply with policies, standards and procedures which oot Case Anayeis Mechanisms exist to incorporate lessons learned from
7.1.4(0 Incident may have conti the incident; and Functional | Intersects With IRO-14 | analyzing and resolving cybersecurity and data protection 1RO-13
) 4 © (RCA) & Lessons Learned veng & oyl v P
incidents to reduce the likelihood or impact of future
Gaps in the audit process and the remediation of audit findings which may Root Cause Analysis Mechanisms exist to incorporate lessons learned from
7.1.4(0) Incident have tothe incident. Functional | Intersects With | o 2% VRS 0S| 1RO-14 [analyzing and resolving cybersecurity and date protection 1RO-13
incidents to reduce the likelihood or impact of future
The CIIO shall communicate the Cybersecurity Incident Response Plan to all Mechanisms exist to maintain and make available a
; ersons who use, operate and manage the Cll, includi parties, and | incident Response Plan current and viable Incident Response Plan (IRP) to all
715 Incident P e Functional | Intersects With > 1R0-08 P (RP) 1R0-04
update these p there is a change to the C (IRP) stakeholders.
Incident Response Plen.
The CIIO shall review the Cybersecurity Incident Response Plan to ensure that Mechanisms exist to regularly review and modify incident
it remains updated and relevant at least once every 12 months or as often as L
) | incident Response Plan ° ?
7.1 Incident Management | required. The frst instance of this review to be completed no later than 12 Functional | Intersects With RP) Undiots IRO-08.1 |by h dindustry as IR0-04.2
months from the time the plan is established. necessary.
The CIIO shall also review the Cybersecurity Incident Response Plan when Mechanisms exist to regularly review and modify incident
Incident Response Plan
717 Incident Management | there are material changes to the Cll cyber operating environment or incident | ~ Functional | Intersects With RP) Ubaane 1RO-08.1 ponse p \ \ 1RO-04.2
response b h dindustry as
The CIIO shall, if requested by the Commissioner, submit a copy of the Security, Compliance & exist to submit stat ting of the
7.18 Incident e Plan, to the C nolaterthan30 |  Functional | Intersects With ! tat cpL27 's security, resilience GOV-17
davs ubon receiving the reauest. Reporting program to applicable statutory and/or regulatorv
The CIIO shall establish a Crisis Communication Plan to respond to a crisis " n frecovery
Crisis C arising from a incident. Recovery Operations activities and progress in restoring operational capabilities
7.21 e Functional | Intersects With P BCD-06 Prog 8 0P P BCD-01.6
Plan Communications to designated internal and exteral stakeholders.
The CIIO shall establish a Crisis Communication Plan to respond to a crisis tto lat
Crisis Communication P Public Relations & P g
7.21 arising from a cybersecurity incident. Functional | Intersects With IRO-12 | associated with incidents and employ appropriate IRO-16
Plan Reputation Repair
measures to prevent further damage and
The CIIO shall ensure that the Crisis Communication Plan: ttopi
Crisis Communication Public Relations & associated with incidents and employ appropriate
7.22 Functional | Intersects With IRO-12 Ploy approp! IRO-16
Plan Reputation Repair measures to prevent further reputational damage and
to repair anv damage to the organi
Establishes a crisis communication team to be activated during a orisis; ttop ” lat
Crisis Communication Public Relations & ted with incidents and empl t
7.2.2(a) Functional Intersects With IRO-12 | Bssociatedwith incidents and employ appropriate IRO-16
Plan Reputation Repair measures to prevent further reputational damage and
to renair anv damave to the :
dentifies tto ofincidents and
Crisis Communication | courses of action; Incident Classification & actions to take to ensure the continuation of
7.2.2(0) Functional | Intersects With 1RO-04 1R0-02.4
Plan Prioritization organizational missions and business functions.
dentifies ity incident tto lat
Crisis Communication Public Relations & P "
7.2.2(0) courses of action; Functional | Intersects With IRO-12 | associated with incidents and employ appropriate IRO-16
Plan Reputation Repair
measures to prevent further damage and
dentifies target audi for each type of tto timely-report incidents
Grisis Communication | incident scenario, which may include employees, customers, and the general Incident Stakeholder 1) Internal stakeholders;
7.2.2() Y ploys L Functional | Intersects With ro1s |1 IRO-10
Plan public; Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorities
dentif technical experts who wil epresent the ttop ”
Crisis G n the media; Public Relations & ted with incidents and empl t
7.2.2() @ medie Functional | Intersects With IRO-12 | ASSociated with incidents and employ appropriate IRO-16
Plan Reputation Repair measures to prevent further reputational damage and
to repair anv damage to the
dentifies primary and alterate modes of for f tomate Mechanisms exist to maintain command and control
Gisis Communication | information to relevant target audiences and stakeholders; alternate hannels and
7.2.2(¢) ¥ Functional | Intersects With Communications BCD-06.1 | &P BCD-10.4
Plan fa. designating alternative decision makers if primary decision
makers are unavailable during crisis
Establishes communication and coordination structures between the crisis ”
2220 Crisis C team, technical experts, and any other runctional | intersectewitn | Publc Relations & \Ro.1a | ass0ciated with incidents and employ appropriate Ro16
Plan relevant persons to duringa Reputation Repair measures to prevent further reputational damage and
crisis: and to repair anv damage to the organi
r22E Crisis C Provides for raining to ensure thatemployeesareale | T[T Incident Response RO-10_ | Mechanisms exist o train personnet intheirincident 7005
Plan to perform their assigned roles. Training response roles and
The CIIO shall communicate the Crisis Communication Plan to all relevant ttopi Lot
Crisis Communication | persons, includin team, the and Public Relations & associated with incidents and employ appropriate
7.2.3 P e Functional | Intersects With IRO-12 ploy approp! IRO-16
Plan the technical experts, and update these persons whenever there is a change Reputation Repair measures to prevent further reputational damage and
to the Crisis C: Plan. to repair anv damage to the
The CIIO shall review the Crisis Communication Plan at least once every 12 ttop ”
Crsis Gommunication | MoMths 0ras often as required, to ensure that the Crisis Communication Plan Public Relations & associated with incidents and employ appropriate
7.24 S remains afective The frstnstanca of this review i to b complated notater | Functional | ItersectsWith | 20 e B IRO-12 | measures to prevent further reputational damage and 1RO-16
than 12 months from the time the Crisis Communication Plan is established. develop plans to repair any damage to the organization's
reputation.
— ) The CIIO shall, if requested by the Commissioner, submit a copy of the Crisis Security, Compliance & exist to submit stat rting of the
Crisis Communication ’ >
7.25 o c Plan, to the C nolater than P Functional | IntersectsWith | Resil tat cpL27 security, resitience Gov-17
recelving the reauest. Reporting brogram to applicabl and/or regulatorv
The CIIO shall develop a cybersecurity exercise plan that outlines the purpose, Mechanisms exist to conduct tests and/or exercises to
objectives, desired outcomes, scope, scenario, participant roles, logistics, Contingency Plan evaluate the contingency plan's effectiveness and the
7.3 Cyberseaurity Bxercise | and evaluation process fo an exercise, ensuring everyone understands howit | Functional | IntersectsWwitn | - 2 REN B0 BCD-10  |organization's readiness to execute the plan. BCD-04
will be conducted. The exercise plan shall include:
The CIIO shall develop a cybersecurity exercise plan that outlines the purpose, Mechanisms exist to formally test incident response
objectives, desired outcomes, scope, scenario, participant roles, logistics, ent Response capabilites through realistic exercises to determine the
7.31 Cybersecurity Exercise |and evaluation process for an exercise, ensuring everyone understands how it Functional Intersects With Capabilities Testing IRO-09 operational effectiveness of those capabilities. IRO-06
will be conducted. The exercise plan shall include:
the Master Scenario Events List, which s a chronological schedule of scenario ot Respones Mechanisms exist to formally test incident response
7.3.1(a) c Exercise | events and injects that play, drives participant actions, and Functional | Intersectswitn | " abimieﬂ"wing IRO-09 [ capabilities through realistic exercises to determine the 1RO-06
ensures the exercise obiects met: and P operational f th bil
the entire planning and exercise schedule, communication arrangements, ettt Response Mechanisms exist to formally test incident response
7.3.1(0) c ground rules, p learned, drive |  Functional | Intersects With g 1R0-09 | capabilites through realistic exercises to determine the 1RO-06
Capabilities Testing Diios (roue o od
The CIIO shall, if requested by the Commissioner, submita copy of the Security, Compl tto submit stat the
7.32 Cybersecurity Exercise |exercise plan for review, to the Commissioner no later than 30 days upon Functional | Intersects With cpL27 security, compli resilience Gov-17
recelving the reauest. Reporting program to applicable statutory and/or regulatory
The CIIO shall conduct scenario-based cybersecurity exercises to test and deont Response Mechanisms exist to formally test incident response
7.33 c validate the of the following plans based on the exercise Functonal | Intersectswitn | HEE TP 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
burpose and obiectives: perationsl effecti f the bl
The CIIO shall conduct scenario-based cybersecurity exercises to test and Incident Response Mechanisms exist to coordinate incident response testing
lidate th i f the following pl the exerci Capabilities Testin ith tional element; le for relat
a3 - validate the of the following plans based on the exercise Functional | ntersects With pabiltios Testing | 0 o |with organizational elements responsibl for related 1R0-06.1
purpose and objectives: Coordination with plans.
Related Plans
Crisis Management Plan for decision-making (led by the CEO or a member Incident Response Mechanisms exist to coordinate incident response testing
from the Senior Management team); Capabilites Testin th organizational elements responsible for related
7.3.3(a) Cybersecurity Exercise for Manag ) Functional | Intersects With P o IRO-0g.1 | "ith organizati ponsiblefor IRO-06.1
Coordination with plans.
Related Plans
Cybersecurity Incident Response Plan (led by the CISO or a suitably qualified I cidont Responss Mechanisms exist to formally testincident response
7.3.3(b) Cybersecurity Exercise | personnel); Functional | Intersects With pone 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilties Testing ° o o
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Sectoral Heightened Alert Plan (led by the CISO or a suitably qualified Incident Response Mechanisms exist to coordinate incident response testing
ersonnel); Capabilites Testin th organizational elements responsible for related
7.3.3(c) Cybersecurity Exercise | ) Functional | Intersects With P o IRO-0g.1 | "ith organizati ponsiblefor r IRO-06.1
Coordination with plans.
Related Plans
Business Continuity Plan (led by the CIO or a suitably qualified personnel); Contingency Plon Mechanisms exist to conduct tests and/or exercises to
7.3.3(0) Cybersecurity Exercise Functional | Intersects With eency BCD-10 | evaluate the contingency plan's effectiveness and the BCD-04
Testing & Exercises
's readiness to execute the plan
Disaster Recovery Plan (led by the CIO or a suitably qualified personnel); Contingency Plan exist to conduct exercises o
7.3.3(e) Cybersecurity Exercise Functional | Intersects With BCD-10 | evaluate the contingency plan's effectiveness and the BCD-04
Testing & Exercises
readiness to execute the plan.
Internal and External Stakeholders Communication Plan (led by the Head of Incident Response Mechanisms exist to coordinate incident response testing
c or ersonnel); and ) Capabilities Testin with organizational elements responsible for related
7.3.3(0) o Exerci vl P . Functional | Intersects With P "¢ | iro-0e.1 & P 1RO-06.1
Coordination with plans.
Related Plans
Plan(s) from led by the CISO or a ist to use qualitative and
suitably qualified personnel). from incident response testing to:
Continuous Incident i inci
7.3.3(g) Cybersecurity Exercise Functional | Intersects With 1RO-03 | (1) Determine the effectiveness ofincident response IRO-04.3
Response Improvements processes;
@c:
and
The CIIO shall conduct the scenario-based cybersecurity exercises referred in Mechanisms exist to formally testincident response
clause 7.3.3 at least once every 12 months. The first instance of such ) Incident Response capabilities through realistic exercises to determine the
7.3.4 Cybersecurity Exercise v Functional | Intersects With P IRO-09 P e 1R0-06
exercises is to be completed no later than 12 months after the Compliance Capabilities Testing o ! f the bl
Date.
The CIIO shall develop exercise scenarios based on threat modelling Mechanisms exist to formally test incident response
" Incident R
a5 . Erercise | ™ ies (.., STRIDE) toidentiy assess | oot | imtersectswiny | identResponse o |capabilites thraugh reatstic exercises o determine the RO-06
their potential impact on the Cll and or interconnected systems. These Capabilities Testing operational effectiveness of those capabilities.
scenarios shall to test and validate:
The CIIO shall develop exercise scenarios based on threat modelling Mechanisms exist to identlty, assess, prioritize and
., STRIDE) to ttack pathways and assess ) ) document the potential impact(s) and likelihood(s) of
7.35 [ Exerci J Functional | Intersects With Threat Analysis THR-08 P pectls) o) THR-10
their potential impact on the Cll and or interconnected systems. These applicable internal and external threats.
scenarios shall to test and validate:
the effectiveness and timeliness of responses to threats and vulnerabilities neident Response Mechanisms exist to formally test incident response
7.35(a) Cybersecurity Exercise |identified through threat intelligence and risk assessments; Functional | IntersectsWitn | 005 HEPOneS IR0-09 | capabilites through realistic exercises to determine the 1R0-06
P s perational effecti f those capabilit
incident d ing, with Incident Response Mechanisms exist to coordinate incident response testing
lans with CSA, relevant stakeholders, and external parties; ) Capabilities Testin with organizational elements responsibe for related
7.3.5(b) Cybersecurity Exercise | P Functional | Intersects With . e | iro-0e.1 & P 1RO-06.1
Coordination with plans.
Related Plans
the ability to maintain continuous monitoring, detection, and situational Mechanisms exist to facilitate the implementation of
7.35(c) [ Exerc for additional threats and incidents throughoutthe | Functional | Intersects With | Continuous Monitoring |  MON-02 | enterprise-wide monitoring controls. MON-01
incident response brocess: and
the adequacy of the CIIO's personnel, processes, technologies, resources o Fespones Mechanisms exist to formally test incident response
7.3.5(d) Cybersecurity Exercise |and capabilities to respond to, manage, and recover from cybersecurity Functional | Intersects With Cspabnme“"emg 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
incidents. 1 f th bil
The exercise scenarios shall include () Cll systems, and (i) interconnected eident Response Mechanisms exist to formally test incident response
7.36 Cybersecurity Exercise |systems, based on the exercise objectives and scope to ensure holistic Functional | Intersects Witn | S PO IR0-09 | capabilites through realistic exercises to determine the 1R0-06
evaluation of readiness. P perational  those capabilt
Based on the exercise objectives and scope, the CIIO shall ensure that the o Fespones Mechanisms exist to formally test incident response
7.37 s relevant from the following lst of categories participate in the Functional | Intersects With iy 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilities Testing ° o
Based on the exercise objectives and scope, the CIIO shall ensure that the eident Response Mechanisms exist totrain personnel in their incident
7.37 c Exerc from the following lst of categories participate in the Functional | Intersects With g IRO-10 | response roles and responsibilties. 1R0-05
Crisis the senior team s involved per Mechanisms exist to formally test incident response
Incident Response
7.3.7(8) Cybersecurity Exercise |7.3.3); Functional | Intersects With 1R0-09 | capabilites through realistic exercises to determine the 1RO-06
Capabilities Testing ° o o«
CIRT; Mechanisms exist to formally test incident response
Incident Response
7.3.7(b) Cybersecurity Exercise Functional | Intersects With IR0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilities Testing
cerational f those cavabilt
Business operation staff; Mechanisms exist to formally test incident response
Incident Response
7.3.7(0) Cybersecurity Exercise Functional | Intersects With 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilities Testing ° o o«
Crisis communication team; and Mechanisms exist to formally test incident response
Incident Response
7.3.7(d) Cybersecurity Exercise Functional | Intersects With IR0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilities Testing
cerational f those cavabilt
External Parties Mechanisms exist to formally test incident response
Incident Response
7.3.7(e) Cybersecurity Exercise Functional | Intersects With 1R0-09 | capabilites through realistic exercises to determine the 1R0-06
Capabilities Testing ° °©
The CIIO shall, if requested by the Commissioner, submit a copy of the tto submit stat ting of the
e O et orc Security, Compliance & . A ; e
7.38 I report, alongwith the CIIOs post-exercise | o e cpLoy | crEanization's security, compliance and/or resitience cov1r
improvement plans, to the Commissioner no later than 30 days of receiving Roporing program to applicable statutory and/or regulatory
the reauest. P authorities. ss reauired.
In relation to by the Commi under tto submit st ting of the
section 16 of the Act, the CIIO shall comply with any request by the Security, Compliance & securtty, resilien
7.39 [ e [c to provide relating to the Cll or interconnected Functional | IntersectsWith |  Resilience Status CPL-27 | program to applicable statutory and/or regulatory Gov-17
systems, including the plans listed in clause 7.3.3, for the purpose of planning Reporting authorities, as required.
The ClIOs shall assign personnel responsible for the cybersecurity of the Cll, practical Securty Mechanisms exist to include practical exercises in
7.3.10 Cybersecurity Exercise |to participate in technical cybersecurity exercises organised by CSA or its Functional | IntersectsWitn | [enee 00 Y SAT-08 |security, compliance and resilience training that reinforce SAT-03.1
partners at least once every 12 months. e training obiective:
The CIIO shall establish a backup and restoration plan to ensure that s CIl Mechanisms exist to create recurring backups of data,
Backup and Restoration |assets can be recovered in the event of system disruption or data corruption. software and/or system images, as well as verify the
8.1.1 P ¥ P P Functional | Intersects With Data Backups BCD-24 v & " BCD-11
Plan integrity of these backups, to ensure the availabiliy of the
data to satisfv Recovery Time Obiectives (RTOs) and
The CIIO shall perform periodic backups at a frequency that is commensurate. Mechanisms exist to create recurring backups of data,
Backup and Restoration |with the CIIO”: i d that the back frware and/or syst n th
8.1.2 P withthe atthe Functional Intersects With Data Backups Bop-2g | SOftware and/or system images, as well as verify the BCD-11
Plan completed successfuly. integrity of these backups, to ensure the availability of the
data to satisfy Recovery Time Obiect
The CIIO shall ensure that backups are stored on devices that are not Mechanisms exist to maintain a secure, immutable
Backup and Restoration rtothe internet and the Resilient Data Backu backu
8.1.3 v P! Functional | Intersects With P | Bcp-2s up
Plan corresponding Cll assets, and are protected from unauthorised access, Architecture architecture.
The CIIO shall ensure that backups are stored on devices that are not Mechanisms exist to restrict access to data backups to
a1s Backup and Restoration to any computer or to the internet and are separate from the Functional | ntersects With | Dete BackupAccess | BGp-ag |!MOSe Prvieged users with assigned roles for data backup o1
Plan corresponding Cll assets, and are protected from unauthorised access, and recovery operations.
The CIIO shall test the restoration of the back 1y that Mech ist to routinely test data backups &
Backup and Restoration | T7® O110 shaltest the restoration o the backups perodically o nsure tha " estingor Retiiy & lechanisms exist to routinely test data backups to verify
8.1.4 e they can be restored when required. The frequency of the tests shall be Functional | Intersects With ety BCD-32 | thereliability of the backup process, as well as the BCD-11.1
the isk profile of the Cll. e integrity and availability of the data
The CIIO shall review the backup and restoration plan at least once every 12 Mechanisms exist to create recurring backups of data,
Backup and Restoration | months t that the pl levant. The first instance of th frw for system images, as well as verify th
ars P months to ensure that the plan remains relevant. The first instance of this Functional | ntersects With Deta Backups BCD24  |sOMtware andlor systemmages, as well as verify the D11
Plan review s to be completed no later than 12 months from the time the plan is integrity of these backups, to ensure the availabiliy of the
data to satisty Recovery Time Obiectives (RTOs) and
The CIIO shall establish a Business Continuity Plan (BCP”) and a Disaster Mechanisms exist to operate a Business Continuity
Business Continuity Plan | Recovery Plan (“DRP") to ensure continuous delivery of essential services, in Business Continuity tem (BCMS)
8.2 and Disaster Recovery | the event of disruption due to a cybersecurity incident. Functional | IntersectsWith | ManagementSystem | BCD-02 |Technology ' ions, Sery d/or Data BCD-01
Plan (BCMS) (TAASD) during:
(1) Routine operations: and
The CIIO shall establish a Business Continuity Plan (BCP") and a Disaster for and
Business Continuity Plan | Recovery Plan (“DRP”) to ensure continuous delivery of essential services, in Business Continuity & maintain formal Business Continuity & Disaster Recovery
8.2 and Disaster Recovery | the event of disruption due to a cybersecurity incident. Functional | IntersectsWith | Disaster Recovery BCD-04  |(BC/DR) plans to ensure information is detailed enough, BCD-01.7
Plan (BC/DR) Plans current operations in order
to sustain and/or restore operations under adverse
The CIIO shall ensure that the BCP and DRP include plans for addressing Mechanisms exist to operate a Business Continuity
Business Continuity Plan | different cybersecurity threat scenarios. Business Continuity tem (BCMS)
8.22 and Disaster Recovery Functional | IntersectsWith | ManagementSystem | BCD-02 |Technology : ions, Sery d/or Data BCD-01
Plan (BCMS) (TAASD) during:
(1) Routine operations: and
The CIIO shall ensure that the BCP and DRP include plans for addressing Mechanisms exist to identify components that potentially
different cybersecurity threat scenarios. impact ion's ability i
Business Continuity Plan Contingency Plannin ":";S' ‘“c‘“"l‘"gf“ﬂ”ges“"
i i
8.22 and Disaster Recovery Functional | Intersects With gency € | Bopo7. |(1)Personnelroles; BCD-06.1
o Components (2) Business processes (including the use of third-party
services);
(3) Deployed technologies;
@10ata o dota flows: and/or
Business Continulty Plan| The CIIO shall define the recovery time objective and recovery point objective tto rations in
v " very time objective very point objectiv RecoveryTime / Point very op !
823 and Disaster Recovery  [in the BCP. Functional | Intersects With ‘ BCD-04.1 | accordance with Recovery Time Objectives (RTOs) and BCD-01.4
Objectives (RTO/ RPO)
Plan Recovery Point Obiectives (RPOs).
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For Cll assets that use the Kerberos authentication protocol for the domain exist to conduct exercises to
Business Continuity PIan | .1 er, the GO shall exercise the recovery procedures for the Contingency Plan evaluate the contingency plan's effectiveness and the
8.2.4 and Disaster Recovery Functional Intersects With BCD-10 BCD-04
o compromise of the Kerberos Ticket Granting Ticket as part of the disaster Testing & Exercises organization's readiness to execute the plan.
recovery exercise.
For Cll assets that use the Kerberos authentication protocol for the domain t
Business Continuity Plan )
024 el Disastor Resavery|CoMTOLer he CIIO shallexercise the ecovery procedures for the runctionat | ntersoctowitn | Events Reairing AGaq | (MAtPredefined ntervals; and/or ACA013
o compromise of the Kerberos Ticket Granting Ticket as part of the disaster Authenticator Change (2) Upon suspicion of credential compromise.
recovery exercise.
The CIIO shall review the BCP and DRP plans at least once every 12 months to Mechanisms exist to operate a Business Continuity
Business Continuity Plan | ensure their continued effectiveness. The firstinstance of this review s to be Business Continuity tem (BCMS)
825 and Disaster Recovery | completed no later than 12 months from the time the respective planis Functional | Intersects With BCD-02 | Technology Assets, ions, Sery d/or Data BCD-01
Plan established. (BCMS) (TAASD) during:
(1) Routine operations: and
+ T a
N :r;:g(:::ﬂ);za'u eilahh'sh andimplementa cybersecﬂun: avvvmare'r:)erj\ s Security, Gompliance . to provideal .
9.1 Functional | IntersectsWith | Resilience Awareness |  SAT-04 " SAT-02
Awareness Programme | who use, operate and manage the Cll, including external parties, including to: Training resilience awareness education and training that s
relevant for their iob function.
Cyberseourty | Omote awareness of relevant laws,regulations, codes ofpractie, policies, Security, Compliance & exist to provide all empl a
9.1.1(a) standards, guidelines and procedures; Functional | IntersectsWith | Resilience Awareness | SAT-04 SAT-02
Awareness Programme
Training resilience ducation and training that is
Provide regular and timely communication covering general cybersecurity Cyber Throat Mechanisms exist to provide role-based security,
9.1.1(0) o messages and threats, impacts and Functional | Intersects With | Environment Situational | SAT-0g | OPiance and resilience awareness training hat is SAT-03.6
Awareness Programme | mitigations; and Aenaroness current and relevant to the cyber threats that users might
encounter in dav-to-day business operations.
Cyperseourty | PoSIvely shape indiidual behaviour and the security culure of the Security, Compliance & Mechanisms exist to facilitate the implementation of
9.1.1(0) organisation. Functional | IntersectsWith |  Resilience-Minded SAT-02  |security workforce development and awareness controls. SAT-01
Awareness Programme
Workforce
The CIIO shall measure the effectiveness of the cybersecurity awareness t to provide all. L d
Cybersecurity programme in achieving the purposes stated in clause 9.1.1 through means Security, Compl ity, U d
912 Awaronoes programme | U85 uizzes and surveys at lsast once every 12 months. Thefirstinstance |  Functional | Intersects With | Resilence Awareness | - SAT-04 | resilience awareness education and raning tha s SAT-02
of such measuring s to be completed no later than 12 months after the Training relevant for their job function.
orosramme s
The CIIO shall measure the effectiveness of the cybersecurity awareness Mechanisms exist to:
Gyberseority programme in achieving the purposes stated in clause 9.1.1 through means (1) Monitor individual training results; and
9.1.2 Awaroness programme | SUCh a5 uizzes and surveys at least once every 12 moniths. Thefirstinstance | Functional | Intersects With | Training Feedback SAT-11|(2) Report findings to stakeholders. SAT-04.1
of such measuring is to be completed no later than 12 months after the
orogramme is ir
The CIIO shall review the cybersecurity awareness programme at least once t to pe ecurity
every 12 months to ensure that the programme remains current and relevant. workforce development and awareness training to
o1 Cybersecurity | The irstinstance of this review s to be completed nolatr than 12 months Functional | ntersectswin | MeManngWorkorse | o faccountfor changes to: ey
Awareness Programme | from the time the programme is established. Development Relevancy (10 policies, standard: d
(2) Assigned roles and responsibilities;
(3) Relevant threats and risks: and
The GIIO shall review the cybersecurity awareness programme at least once exist to provide all empl d
Cybersecurity every 12 months to ensure that the programme remains current and relevant. Security, Compliance &
9.1.3 Functional Intersects With Resilience Awareness SAT-04 N SAT-02
Awareness Programme | The first instance of this review is to be completed no later than 12 months Traning resilience awareness education and training that is
from the time the relevant for their iob function.
The CIIO shall ensure that all employees that operate and manage the CIl Competency Mechanisms exist to ensure that all security, compliance
attain the cybersecurity competencies necessary to perform their roles o andresilience-related positions are staffed by qualified
9.21 Cybe’:%“gz\ga'”'”g effectively. Functional | IntersectsWith | Security, Compliance & | HRS-03.2 have the set- HRS-03.2
Resilience-Related
Positions
The GIIO shall ensure that all employees that operate and manage the CIl Mechanisms exist to provide role-based security,
Cybersecurity Traning. | 1147 he cybersecurity competencies necessary to perform their foles Role-Based Security, compliance and resilience-related training:
9.21 e effectively. Functional | IntersectsWith |Compliance &Resilience| ~ SAT-05 | (1) Before authorizing access to the system or performing SAT-08
Training assigned duties;
(2) When reauired bv h: : and
The CIIO shall maintain records of training attended by employees, including Mechanisms exist to document, retain and monitor
external parties, who operate and manage the CIl. Securiy, Compliance & individual training activities, including:
022 Cybersecurity Training Functional | ntersectsWith | Resilence Tianing arqo | (nitialsecurity, compliance and resilience awareness saros
and Skills training;
Records
(2) Recurring awareness training; and
(3) Technologv Assets. Services
The GIIO shall ensure that external parties that operate and manage the il Competency Mechanisms exist to ensure that all security, compliance
Cybersecurity Traning |2V the necessary cybersecurity competencies to perform theirrles Requirements for and esilience-related positons are stafed by qualifed
923 A effectively. Functional | Intersects With | Security, Compliance & |  HRS-03.2 have the set. HRS-03.2
Resilience-Related
Positions
Cybersecurity Training | G0 shallensure that external parties that operate and manage the Gil Mechanisms exist to govern third-party personnel by,
923 el have the necessary cybersecurity competencies to perform their roles Functional | IntersectsWith | Third-Party Personnel | HRS-13 | reviewing and monitoring third-party security, compliance HRS-10.
effectively. and/or resilience roles and
The CIIO shall ensure that any person or group of persons tasked with Mechanisms exist to ensure that all security, compliance
a acll byan Competency and resilience-related positions are staffed by qualified
individual possessing industry-recognised certification, such as Certified in for have the set
Cybersecurity Training
9.2.4 andSils Risk and Information Systems Control (CRISC). Where the industry recognised | Functional Intersects With | Security, Compliance & |  HRS-03.2 HRS-03.2
certification cannot be obtained, the CIIO shall explain how the cybersecurity Resilience-Related
risk ill b super Positions.
The CIIO shall ensure that any person or group of persons tasked with tto i audits
conducting a cybersecurity audit for a Cll is supervised by an individual and/or assessments have reasonable:
Cybersecurity Traning | POS5€55in8 such as Certified Assassmont Team (1) Professional qualifications to perform the audit and/or
925 Systems Auditor (CISA). Where the industry recognised certification cannotbe | Functional | Intersects With CPL-09 |assessment; and CPLO1.6
and Skills Subject Matter Expertise.
obtained, the CIIO shall explain the reasons how the cybersecurity audit will (2) Subject matter expertise to perform review, interview
be adequately supervised. and test activities for in-scope People, Processes,
Data an Facilities (PPTDF).
The CIIO shall ensure that any person or group of persons tasked with Competency Mechanisms exist to ensure that all security, compliance
conducting a cybersecurity audit for a Cll is supervised by an individual Requirements for and resilience-related positions are staffed by qualified
025 Cybersecurity Training | possessing such as Certified Functional Intersects With | Securit, Compliance® |  HRs.03.2 | "dViduals who have the nocessary skill set. (G500
and Skills Systems Auditor (CISA). Where the industry recognised certification cannot be
Resilience-Related
obtained, the CIIO shall explain the reasons how the cybersecurity audit will
Positions
be adeauatelv i
1014 Application of this This section shall apply to Cll which are OT systems (“OT CII”) . B No Relationship N/A N/A N/A
Section
In this section, the following terms shall have the corresponding meaning Mechanisms exist to standardize technology and process
“alert suppression” The act of dismissing a notification. “fail - safe” A feature terminology to reduce confusion amongst groups and
or practice that is designed to handle failure that results in al or no harm departments.
to equipment, environment and people. “field controller” Industrial computer
(e.g., Programmable Logic Controller (PLC), Remote Terminal Unit (RTU)) in an
OT environment used to monitor and/or control physical processes.
“interlock” Mechanism, process or function to prevent operation (e.g., start-
up, stoppage, etc) from entering in an undesired state. “physical process” An
action or activity denoted by any change of operation states, such as valve
1012 Application of this | movement (open to close status), circuit breaker activated (close to open Functional Intersects With Standardized 6OV-03.2 S
Section status) and motor rotation (low to high speed). “programme code” The Terminology
programmable code (e.g., Supervisory Control and Data Acquisition (SCADA) /
Distributed Control System (DCS) function script, ladder diagram, function
block diagram, structured text) developed for an application that is used to
monitor and control the ClI. “register block” A temporary memory space that
is used by the field controller to store or manipulate data. “Safety
Instrumented Control systems that take a physical process to a safe state
System” when in conditions that are or may become hazardous.
The CIIO shall ensure that the OT Cll is not connected to any enterprise Mechanisms exist to proactively manage the security,
021 ot turoand | network except where necessary for perating the Cl and provided that the runctional | intersectswitn | OPerational Technology | | compliance and resiience risks associated vith MB.03
Security direction of data flows is restricted to only one- way from the OT Cli to the (omn Operational Technology (OT).
enterorise network.
The CIIO shall ensure that the OT Cll is not connected to any enterprise Mechanisms exist to monitor and control communications |
1024 OT Architecture and | network except where necessary for operating the Cll and provided that the Functional ItersectsWith | Boundary Protection NET.03 |@t the external network boundary and at key internal (G5
Security direction of data flows is restricted to only one- way from the OT Cll to the boundaries within the network
enterprise network.
The CIIO shall ensure that the OT Cll is not connected to any enterprise tto
o2n ot and | network except wher ary for operating the Cll and provided that the Functional | ntersects win | Network Segmentation | - |within network architectures o solate Technology Assets, 05
Security direction of data flows i restricted to only one- way from the OT Cll to the Services (TAAS) from other network
enterorise network. resources.
The CIIO shall monitor the data flows from the OT Cll to any enterprise Mechanisms exist to utilize User & Entity Behavior
1022 OT Architecture and | network for anomaies and tigger an alert for investigation whenanyanomaly | | ehavior | MON.1g | AnaWtics (UEBA) and/or User Activiy Monitoring (UAM) MON-16
Security is detected. solutions to detect and respond to anomalous behavior
that could indicat t other
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The CIIO shall monitor the data flows from the OT Cll to any enterprise tto nitor inbound and
O Architecture and v enterp ) Inbound & Outbound menttorinbound
1022 network for anomalies and trigger an alert for investigation when any anomaly |  Functional | Intersects With MON-22  [outbound communications taffic for unusual or MON-01.3
Security Communications Traffic f
is detected activities or conditions.
The CIIO shall implement separate authentication mechanisms and account rccount Separation Mechanisms exist to separate non-privileged acoounts
OT Architecture and | credentials for users of the OT Cll network and any enterprise network. This is ) between infrastructure environments to reduce the risk
1023 v emerp Functional | Intersects With | Between Infrastructure |  1AC-08.7 1AC-15.10
Securty to prevent threat actors from using compromised credentials across different thata inone
Environments
operating laterally affect
The CIIO shall implement separate authentication mechanisms and account \Gentification & tto uniquely identify 1
OT Architecture and | credentials for users of the OT Cli network and any enterprise network. This is Audit (AA)
1023 redentia’s foruser wor " enterprise new s Functional | IntersectsWith | Authentication for 1AC-32 it (AAR) 1AC-02
Security to prevent threat actors from using credentials . users and processes acting on behalf of organizational
Organizational Users
overating users.
OT Architecture and | The CIIO shall ensure that the OT Cll has fail-safes to ensure the safety and tto
10.2.4 ur ur Yy Functional Intersects With Safe Operations. EMB-23 EMB-19
Security reliability of operations in the event of incident . svstems that trigger an automatic state change when safe
Ot Arehitectareand | Te CIIO shallensure that the OT Cilhas fail-safes to ensure the safety and Mechanisms exist to implement fail-safe procedures when
10.2.4 ooty reliability of operations in the event of a cybersecurity incident . Functional | Intersects With Fail Safe SEA16 |failure conditions occur. SEA-07.3
OT Architecture and | The CIIO shall identify physical processes controlled by the OT Cll and shall, | Operational Technolog Mechanisms exist to proactively manage the security,
1025 5 fyphysicalp Y Functional | IntersectsWith | "' ¥ | eme-0s P ¥ manag v EMB-03
Security tothe perform the following for each process: ©n and resilience risks associated with
] Establish a baseline tolerance level for the operation time taken by the ) Mechanisms exist to proactively manage the security,
OT Architecture and 8 4 | Operational Technology P  mana v
10.2.5(a) - physical processes; Functional | Intersects With on EMB-06  |compliance and resilience risks associated with EMB-03
y Operational Technology (OT).
0250 OT Arcitecture and | Establish a baselin tolerance level for the operation e taken by the Fumctional | intersects With | BehavioralBaselining | Tr.ge | AUiomated mechanisms exst o estabiish behavioral Tt
Security physical processes: baselines that capture information about user and entity
Monitor the duration of physical processes for deviations from the baseline Mechanisms exist to generate log entries on embedded
OT Architecture and | tolerance level; and | Embedded Technolo devices when configuration changes or attempts to
10.2.5(0) Functional | Intersects With /| emp-os & & P EMB-05
Security Configuration Monitoring access interfaces are detected.
OT Architectureand | Monitor the duration of physical processes for deviations from the baseline Mechanisms exist to utilize User & Entity Behavior
10.2.5(0) - tolerance level; and Functional | Intersects With Beh MON-16 lytics (UEBA) and/or User Activity Monitoring (UAM) MON-16
Y solutions to detect and respond to anomalous behavior
Of Arohtectareand | EMUre the fleld controller Gontrolling the physical processes operate i a fail- ¢
10.25(c) ooty safe state when deviations outside of the tolerance level occur and triggeran | Functional | Intersects With Safe Operations EMB-23  [systems that trigger an automatic state change when safe EMB-19
alert for operation s no longer assured.
Of Aronitectareand | EnSue the field controller controlling the physical processes operate i a fail- Mechanisms exist to implement fail-safe procedures when
10.25(0) Tt safe state when deviations outside of the tolerance level occur and triggeran |  Functional | Intersects With Fail Safe SEA16 |failure conditions occur. SEA-07.3
Y alert for i
The CIIO shall ensure that the Safety Instrumented System (SIS) is only o restrict embedded o
O Archi and ices. Authorized i
1026 toauthorised This is to protect the SIS and its Functional | ntersects with EMp.1y | communicate only with authorized peers and service M1
Security functions from being inthe event of a incident Communications endpoints.
affecting other computers or computer svstems.
The CIIO shall ensure that the Safety Instrumented System (SIS) is only ‘Automated mechanisms exist to monitor and control
or d . afet hazard
1026 an toauthorised Thisis to protectthe SIS and its Functional | ntersects with y MB25 to reduce the potential negative
Security functions from being inthe event of a incident System (SIS) consequences of hazardous events.
affecting other combuters or computer svstems.
The CIIO shall periodically assess whether it is possible to replace Cll assets Mechanisms exist to manage the usable lifecycles of
or and | (including legacy assets) with , and make such Technology Lifecycle Technology Assets, Applications and/or Services (TAAS).
1027 (¢ 808 ) Functional | Intersects With 8 Lifecy AST-37 8 PP (TAAS), SEA-07.1
Security replacements where possible to improve the cybersecurity of the Cll. Management
The CIIO shall periodically assess whether tis possible to replace Cll assets Mechanisms exist to prevent unsupported Technology
(including legacy assets) with more secure versions, and make such Assets, Applications and/or Services (TAAS) by:
replacements where possible to improve the cybersecurity of the Cll. Unsupported Technology (1) Removing and/or replacing TAAS when support for the
OT Architecture and
10.2.7 Functional Intersects With | Assets, Applications AST-39 | SomPponentsis no longer available from the developer, TDA-17
Security vendor or manufacturer; and
andor Services (TAAS)
(2) Requiing justification and documented approval for
the continued use of unsupported TAAS required to satisfy
needs
The CIIO shall verify the integrity of all embedded firmware of OT Cll assets o protect embedded devices by
1031 SecureCoding | before they are used in the Cll, and shall periodically verify the integity of all Functional | IntersectsWith |  Prevent Alterations EMB-09 | preventing the unauthorized installation and execution of EMB-06
firmware in the OT Cll. software.
The CIIO shall verify the integrity of all embedded firmware of OT Cll assets oftwere / Frmare Mechanisms exist to require developers of Technology
10.3.1 Secure Coding | before they are used in the CII, and shall periodically verify the integrity of all Functional | Intersectswith | ® B FERER | TDA20.3 | Assets, Applications and/or Senvices (TAAS)to enable TOA-14.1
embedded firmware inthe OT Cll. integrity verification of firmware
The CIIO shall verify the integrity of the programme codes in a field controller 1o protect embedded devices by
103.2 SecureCoding | before use, and shall periodically verify the integrity of all programme codesin |  Functional | IntersectsWith |  Prevent Alterations EMB-09 preventing the unauthorized installation and execution of EMB-06
field controllers. software.
The CIIO shall verify the integrity of the programme codes in a field controller oftwere / Frmare Mechanisms exist to require developers of Technology
10,32 Secure Coding | before use, and shall periodically veriy th ntegityofal programme codesin | - Funtional | Itersectswitn | [ PRES] TR | TDA-20.3 | Assets, Applications and/or Senvices (TAAS) to enable TDA-14.1
field controllers. integrity verification of firmware
With regard to field controllers that are intended to have a fail-safe state, the Safoty Istmented Automated mechanisms exist within a Safety
10.33 SecureCoding | CIIO shallidentify and include interlocks in the field controller s’ programme | Functional | Intersects With i i EMB-26 [Instrumented System (SIS) to execute predetermined
codes. actions upon detetion of a potentially hazard t
With regard to field controllers that are intended to have a fal-safe state, the Mechanisms exist to implement fail-safe procedures when
10,33 SecureCoding | CIIO shallidentify and include interlocks in the field controller s’ programme | Functional | Intersects With Fail Safe SEA-16  |failure conditions occur. SEA-07.3
codes.
The CIIO shall establish mechanisms to validate the input values to the field Operational Technoloy Mechanisms exist to proactively manage the security,
10.3.4 Secure Coding P! Functional | IntersectsWith | ™ & | eMB-0s o P! y manage the security, EMB-03
controller to ensure that thev are within a valid operational range. ©on and resilience risks associated with
The CIIO shall establish mechanisms to validate the input values to the field Mechanisms exist to check the valiity of information
103.4 Secure Coding P Functional | IntersectsWith | Input Data Validation TDA-12 Y TDA-18
controllerto ensure that thev are within a valid operational range. inputs.
The CIIO shall ensure that no unauthorised changes are made to the Configuration Change Mechanisms exist to govern the technical configuration
1035 Secure Coding X & Functional | Intersects With e e CHG-03 & 8 CHG-02
programme code or input values of afield controller. Control oro
The CIIO shall ensure that no unauthorised changes are made to the tto protect b
1035 Secure Coding ! & Functional | IntersectsWith | Prevent Alterations EMB-09 P Y EMB-06
programme code or input values of afield controller. oreventing the installation and execution of
The CIIO shall assign a separate and designated register block each for Mechanisms exist to proactively manage the security,
reading, writing, validating writes, calculation, and any other relevant function compliance and resilience risks associated with
Operational Technology
10.36 SecureCoding [of the inorderto rification, prevent buffer Functional | Intersects With on EMB-06 | Operational Technology (OT). EMB-03
overflows, prevent unauthorised writes and protect controller data.
The CIIO shall assign a separate and designated register block each for Mechanisms exist to implement security safeguards to
reading, writing, validating writes, calculation, and any other relevant function protect system memory from unauthorized code
10.3.6 SecureCoding [ of the feld controller, in order to facilitate data verification, prevent buffer Functional | IntersectsWith | ~ Memory Protection SEA-19  [execution. SEA-10
overflows, prevent unauthorised writes and protect controller data.
The CIIO shall identi ina that function Mechanisms exist to proactively manage the security,
other ithin the field controller, and Operational Technoloy i d resil K iated with
10,37 Secure Coding © field controlier, an Functional | IntersectsWith | "' /| Empgp | COMPlance andresilience risks associated wi EMB-03
modularise such programme codes to facilitate the detection of malicious (©n Operational Technology (OT)
codes.
The CIIO shall identify programme codes in a field controller that function Mechanisms exist to require the developers of Technology
of other ithin the field controller, and Assets, Services (TAAS) to p
modularise such programme codes to facilitate the detection of malicious design specification and security architecture that:
codes. (1) Is consistent with and supportive of the organization's
security architecture which is established within and s an
Developer Architecture & :
10,87 Secure Coding Functional | Intersects With 2 TDA4  [INteBrated partofthe organization's enterprise TDA-05
Design architecture;
(2) Accurately and completely describes the required
security functionality and the allocation of security,
compliance and resilience controls among physical and
logical components; and
(31 Evnrassns how individiial sacuity funetinne
The CIIO shall establish mechanisms and processes to reduce and manage Mechanisms exist to proactively manage the security,
° Operational Technology
104.1 Field Controllers risks relating betweena andany | Functional | Intersects With on EMB-06  |compliance and resilience risks associated with EMB-03
network o device. including: Operational Technology (OT)
The CIIO shall establish mechanisms and processes to reduce and manage Network Securiy Mechanisms exist to develop, govern & update procedures
10.4.1 Field Controllers risks relating betweena andany | Functional | Intersects With Contols (NSC) NET-02 |to facilitate the implementation of Network Security NET-01
network or device. ineluding: Controls (NSC)
Establishing a separate communication module when connecting the field rthorzed tto restrict embedded o
10.4.1(a) Field Controllers | controller to an external nstwork or device, to prevent unauthorised access to |  Functional | IntersectsWith | Ai1otet EMB-17 | communicate only with authorized peers and service EMB-13
the OT Cll through the field controller: endpoints.
ishing a separate i Connecting the field Mechanisms exist to monitor and control communications
10.4.1(a) Field Controllers | controller to an external network or device, to prevent unauthorised accessto |  Functional | IntersectsWith | Boundary Protection |  NET-03 |atthe external network boundary and at key internal NET-03
the OT Cll through the field controller: boundaries within the network.
lmzeme:(wng au(;enncal:on processes fordata vansmision betwean the semtiioaton® founiquely sontsyansconly
10.4.1(b) Field Controllers |10\« conrolierandanynetworkor device; Functional | IntersectsWith | Authentication for 1AC-34 it (M) 1AC-04
establishing a connection using bidirectional
Devices
that based and replay
Preventin includin ) Mechanisms exist to protect embedded devices b
10.4.1(0) Field Controllers © 8 Functional | IntersectsWith |  Prevent Alterations EMB-00 P ' EMB-06
functions. to ensure the safety and reliability of preventing the installation and execution of
Preventin including ) Restrict tto to
10.4.1(0) Field Controllers © 8 Functional | Intersects With : EMB-16 EMB-12
functions. to ensure the safety and reliability of c initiate all d drop new. incoming
Preventing data transmission between the field controller and the network o tto
device when the field controller is i falt or error state, except where doin systems that trigger an automatic state change when safe
10.4.1(d) Field Controllers vice w! ! rolleris inafault or err xceptwt ing Functional | Intersects With Safe Operations emB23 | rigger an automati gewl EMB-19
S0 would adversely affect the safety and reliability of operations; and operation s no longer assured.
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104106 i Controllers as password-p runctional | intersects witn | OPerational Technology | o o Machanisms exist to proactively manage the secury, M08
©n and resilience risks associated with
asp ] password-Based Mechanisms exist to enforce complexity, length and
10.4.1(e) Field Controllers Functional | Intersects With 1AC-15 |lifespan considerations to ensure stron criteria for 1AC-10.1
Authentication consieer 5
0a
The CIIO shall ensure that all alerts, errors and warnings from the field Mechanisms exist to ensure event log and security-
Event Log & Security-
104.2 Field Controllers hatimelymanner. Functional | IntersectsWith | RelevantTelemetry | MON-05.2 [V \ude analysis and triage MON-17
practices that integrate with the organization's established
Analysis & Triage
brocesses.
The CIIO shall ensure that all alerts, erfors and warnings from the field Mechanisms exist to utilize User & Entity Behavior
1042 Fiold Controliers | controllers are investigated in a timely manner. Functional IntersectsWith | Anomatous Behavior MON-1G | Analvtics (UEBA) and/or User Activity Monitoring (UAM) o
solutions to detect and respond to anomalous behavior
that could indicate account other
The CIIO shall establish mechanisms to monitor for alert suppression in the Mechanisms exist to utilize User & Entity Behavior
1043 Fiold Gontroliers | fieldcontrollers and trigger an alert for nvestigation when any unauthorised runctional | mtersectswith | Anomatous Behavior | Monitg |/Anaytics (EBA) andor User Activty Monitoring (UAM) D
alert suppression is detected. solutions to detect and respond to anomalous behavior
that could indicat t or other
The GO shall establish baselines for normal day-to-day operational activities Mechanisms exist to uilize User & Entity Behavior
of field controllers, including baselines for cycle time, operational uptime, Analytics (UEBA) and/or User Activity Monitoring (UAM)
10.4.4 Field Controllers | stop state, and memory usage, against which the CIIO is to monitor for Functional | IntersectsWith | Anomalous Behavior | MON-16 |solutions to detect and respond to anomalous behavior MON-16
deviations and anomalous activities, and trigger an alert for investigation when that could indicate account compromise or other
anv deviation or anomalv is detected. lici tiviti
The CIIO shall establish baselines for normal day-to-day operational activities Automated mechanisms exist to establish behavioral
of field controllers, including baselines for cycle time, operational uptime, baselines that capture information about user and entity
10.4.4 Field Controllers | stop state, and memory usage, against which the CIIO is to monitor for Functional | IntersectsWith | BehavioralBaselining | THR-09 |behavior to enable dynamic threat discovery. THR-11
deviations and anomalous activities, and trigger an alert for investigation when
anv deviation or anomalv is detected.
The GIIO shall review the baselines referred to in clause 10.4.4 at least once Mechanisms exist to utilize User & Entity Behavior
1045 Field Gontrollers | ©Ye1Y 12 months. The first nstance ofths review s o be complted no later Functional IntersectsWith | Anomatous Behavior MON.16 |Anatics (UEBA) and/or User Activity Monitoring (UAM) ——
than 12 months from the time the baseline is established. solutions to detect and respond to anomalous behavior
that could indicate account other
The CIIO shall review the baselines referred to in clause 10.4.4 at least once Automated mechanisms exist to establish behavioral
1045 Feld Controllers | Y@1Y 12 menths. Thefirt instance ofthisreview s o be completedno ater | ¢ oo eing | THRcs |PRSelines thatcapture information about user and entity TR
than 12 months from the time the baseline is established. behavior to enable dynamic threat discovery.
" Application ofthis | This section applies only o Cilwhich Cilassets include internet-facing | e— A A A
Section Domain (DNS) servers.
Domain Name Syetem | T C1IO shall enable DNSSEC valdation or ts DNS resalvers, or mplement Mechanisms exist to ensure Domain Name Service (DNS)
1an Soeurity Exengion |27 ecbivalentorbetter methods of valdating the ety of NS records, o | p o | Domain NameService | resolutionis designed, implemented and managed to NET10
(ONSSED) prevent DNS attacks such as DNS cache poisoning and DNS spoofing. (DNS) Resolution protectthe security of name / address resolution.
Domain Name System The CIIO shall enable DNSSEC validation for its DNS resolvers, orimplement Secure Name / Address Mechanisms exist to perform data origin authentication
11on Securty Extaraion ||V eaivalent or better methods of valdating the ntegrity of DNS records, to | ¢ oo | ResolutionSenviee | o fand dataintegrity verification on the Domain Name Service NET102
(DNSSEG) prevent DNS attacks such as DNS cache poisoning and DNS spoofing. (Recursive or Caching (DNS) resolution responses received from authoritative
Resolver) sources when reauested bv client svstem:
Domain Name Syetem | T €110 shall ensure that all domain names underits control and used in Mechanisms exist to ensure Domain Name Service (DNS)
1122 ooty Extengion || CoNMEGton with the Gl inclucing i the operaton ofthe Cllandinthe detivery | [ oo | Domain NameService | resolutionis designed, implemented and managed to NEL10
(ONSSED) of services, are DNSSEC-signed on the corresponding DNS Authoritative (DNS) Resolution protectthe security of name / address resolution.
Server for each domain name.
With respect to the CIIO’s obligations under clause 4.1.1, the CIIO shall Mechanisms exist to perform inventories of Technology
establish d processes to identif systems that Assets, Applications, Services and/or Data (TAASD) that:
are owned, managed or controlled by the CIIO regardless of proximity to the (1) Accurately reflects the current TAASD in use;
Gllas longas there is a communication path to the Cll. The inventory shall (2) dentifies authorized software products, including
include the following: business justification details;
121 Asset Management Functional | IntersectsWith | Asset Inventories AST-04 | (3)1s atthe level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
8116 vailahie for review and 2t by dasionated
With respect to the CIIO’s obligations under clause 4.1.1, the CIIO shall tto maintain @ P
establish d processes to systems that inventory of Technology Assets, Applications, Services
are owned, managed or controlled by the CIIO regardless of proximity to the and/or Data (TAASD) that provides a highly contextualized
121 Asset Management |1l 0nEas there s a communication path o the CIl. The inventory shall runctionat | interscotswin | ComPrehensiveAsset | |understanding of every asset thatis capable of providing
include the following: Inventory Management operational visibility required to:
(1) Detect anomalies;
(2) Manage complex vulnerabilities;
2) Mintnin and
Owner and/or operator of each interconnected system asset; tto ensure Technol .
Technology Assets,
Applications, Services and/or Data (TAASD) ownership
12.1.1(a) Asset Management Functional | Intersectswitn | APPUCBNONS: SEVes | yqr o7 1| o ponsibilties are assigned, tracked and managed at a AST-03
and/or Data (TAASD) "
team, individual, or responsible organization level to
Ownership Assignment
establish a common for
N of each t; Mechanisms exist to implement a scalable, standardized
naming convention for Technology Assets, Applications,
Services and/or Data (TAASD) that avoids asset naming
conflicts.
Standardized Naming
12.1.1(b) Asset Management Functional Intersects With AST-03 AST-01.3
Convention
N: of each t Mechanisms exist to perform inventories of Technology
12.1.1(b) Asset Management Functional Intersects With Asset Inventories AST-04  |Assets, Applications, Services and/or Data (TAASD) that: AST-02
(1) Accurately reflects the current TAASD in use:
Description of critical functions of each interconnected system asset; Mechanisms exist to identify and document the critical
12.1.1(c) Asset Management Functional Intersects With | Identify Critical Assets AST-05  |Technology Assets, Applications, Services and/or Data BCD-02
(TAASD) that support ntial d business
Key person(s) for the feach Accountabilty Mechanisms exist to formally document the name,
12.1.1(d) AssetManagement  |system asset; Functional Intersects With Information AST-07.2 | position and/or role of individuals AST-03.1
for ts as part
of each tand the Mechanisms exist to identify and assess the security of
12110 AssetManagement | PEESN 026 systom asset and any ornetworks Functional | ntersects with Asset-Service ast.06 | Technology Assets, Applications and/or Services (TARS) AST014
(whether internal or external to the interconnected system); Dependencies that support more than one critical business function.
of each tand the Mechanisms exist to maintain network architecture
between each system asset and any or networks Network Diagrams & diagrams that:
12110 AssetManagement | (Wnether internalor externalto the interconnected system); Functional Intersects With | Data Flow Disgrams asT.17 |(1) Contain sufficient detail o assess the security of the S
(DFDs) network's architecture;
(2) Reflect the current architecture of the network
i and
Physical location of each interconnected system asset; Mechanisms exist to perform inventories of Technology
Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
12.1.1() Asset Management Functional | Intersects With Asset Inventories AST-04  [(3)1s at the level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
8116 silahle for review and sl by desionated
Outsourced service providers used to support each interconnected system Mechanisms exist to maintain a current, accurate and
asset; complete list of External Service Providers (ESPs) that can
12.1.1(8) Asset Management Functional Intersects With | Third-Party Inventories TPM-08 | potentially impact the Confidentiality, Integrity, Availability TPM-01.1
and/or Safety (CIAS) of the organization's Technology
ets Data (TAASD).
Cloud services used to support each interconnected system asset; and Mechanisms exist to perform inventories of Technology
Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
12.1.1(h) Asset Management Functional Intersects With Asset Inventories AST-04  |(3)Is at the level of granularity deemed necessary for AST-02
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
8116 vailabe for review and st
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Cloud services used to support each interconnected system asse; Mechanisms exist to facilitate the implementation of
12,110 Asset Management Functional | Intersects With Cloud Services CLD-02  [cloud management controls to ensure cloud instances are cLo-01
secure and in-line with industry practices.
Description of the internet links supporting the interconnected system, Mechanisms exist to perform inventories of Technology
12.1.1() Asset including inf the 0 (DDoS) attack Functional | IntersectsWith | Assetinventories AST-04 | Assets, Applications, Services and/or Data (TAASD) that: AST-02
mitigation measures in place for these internet link (1) Accurately reflects the current TAASD in use:
Description of the internet links supporting the interconnected system, Automated mechanisms exist to protect against or limit
including the . (DDos) attack the effects of denial of service attacks.
mitigation measures in place for these internet links.
Denial of Service (DoS)
12.1.10) AssetManagement Functional | Intersects With ! NET-21 NET-02.1
Protection
The CIIO shall maintain an accurate Cll network topology diagram with the Mechanisms exist to maintain network architecture
interconnected systems identified and the interfaces and connectivity diagrams that:
between the network d d t Network Diagrams & 1) Contain sufficient detail t th ty of th
1212 Asset Management | PS80 the network devices and segments. Functional | IntersectsWith | Data Flow Diagrams AsT-7 |\ Contain sufficient detail to assess the security of the AST-04
fos) network's architecture;
(2) Reflect the current architecture of the network
i and
The CIIO shall grant to each account only the minimum privileges necessary Mechanisms exist to utilze the concept of least privilege,
forit d funct theint ted systems. authorized l
1221 Account Management | 0" 1tS @ssigned functions across the interconnected systems. Functional Intersects With Least Privilege IAC-30 N‘“i“,s © v 1AC-21
asks in
business functions.
The CIIO shall delete or disable any account that is no longer necessary or is rabie mactve Automated mechanisms exist to disable inactive accounts
1222 Account Management | inactive to prevent i tothe Functional | Intersects With ecounte IAC-08.4 | after an organization-defined time period. 1AC-15.3
The CIIO shall perform a review of all accounts (e.g. privileged, user and Mechanisms exist to:
application accounts) that have access to the interconnected systems. The (1) Define authorized system account types;
1223 Account Management | review is to evaluate the validity of accounts and to ensure that privileges Functional | IntersectsWith | AccountManagement |  1AC-08 (2) Define prohibited system account types; and 1AC-15.
assigned to each account are up-to-date and required to support operational (3) Proactively govern individual, group, system, service,
ournoses. oolication. suest and temporary accounts.
The CIIO shall perform a review of all accounts (e.g. privileged, user and Mechanisms exist to periodically-review the privileges
application accounts) that have access to the interconnected systems. The Periodic Review of assigned to individuals and service accounts to validate
1223 Account Management | review s to evaluate the validity of accounts and to ensure that privileges Functional | IntersectsWith | Individual & Service IAC-12  |the need for such privileges and reassign or remove 1AG-17
assigned to each account are up-to-date and required to support operational Account Privileges unnecessary privileges, as necessary.
burposes.
The CIIO shall perform this review at least once every 12 months. The first Perodic Roviowof Mechanisms exist to periodically-review the privileges
1224 Account Management |I7S1anCe OThis review s to be completed no aterthan 12 months ater the runctional | intersectawith | oot & Senvce \AGap  |assigned o indiiduals and senvice accounts tovalidate ety
Compliance Date. the need for such privileges and reassign or remove
Account Privileges
eves. as necessarv.
The CIIO shall implement multi-factor authentication where privileged att-Factor tto utilize Multi-Factor
" h i
Prvieged Account used o access and isto Authentication (MFA) For (MFA) to authenticate network access for privileged
12.3.1 be escalated to the level of privileged access (e.g., where the user seeks to Functional | Intersects With IAC-37.5 |accounts. 1AC-06.1
Management Network Access to
obtain additional permissions on a system or network after an initial log-in).
Privileged Accounts
The CIIO shall implement multi-factor authentication where privileged [ 1o utilize Multi-Factor
Prvleged Account ts are used to access andwh isto Authentioation (MFA) For (MFA) to authenticate local access for privileged
1234 be escalated to the level of privileged access (e.g., where the ser seeks to Functional | Intersects With IAC-37.7 |accounts. 1AC-06.3
Management Local Access to
obtain additional permissions on a system or network after an initial log-in).
Privileged Accounts
The CIIO shall prohibit the sharing of privileged account(s) used by network Mechanisms exist to authorize the use of shared/group
Privileged Account |and system administrators, and any other personnel with privileged access, h ly under certain
1232 & V v other p privileg Functional | Intersects With 1AC-21 1AC-15.5
across t processes to detect and Groups / Accounts conditions.
remediate instances of account sharing.
The CIIO shall prohibit the sharing of privileged account(s) used by network Mechanisms exist to prevent the sharing of generic IDs,
1232 Privileged Account | and system administrators, and any other personnel with privileged access, Functional | ntersects With | Credentil Sharing 1nC.as  |Passwords orother generic authentication methods. 1o
across t processes to detect and
remediate instances of account sharine.
The CIIO shall restrict the use of “break glass” account(s) for administrative Mechanisms exist to establish and control "emergency
use during emergency where the normal administrative access is unavailable. access only” accounts.
Privileged Account | Access to such b &
12.3.3 e ccess to © P! Functional Intersects With | Emergency Accounts IAC-11 IAC-15.9
Management | “break glass” account password management process), logging and post-use
review to ensure accountability.
The CIIO shall restrict the use of “break glass” account(s) for administrative Mechanisms exist to log and review the actions of users
use during emerg the normal access s unavailabl and/or services with elevated privileges.
Privileged Account h trols Privileged Functions
1233 g Accessto bep -8 Functional | Intersects With i MON-14 MON-03.3
Management | “break glass” account password management process), logging and post-use Logging
review to ensure accountability.
The CIIO shall segment the tto
Network Segmentation
1244 Network Segmentation  |segments based on their different security and risk levels. Functional | Intersectswith | | O ESIRIEN | NET-06 | within netwiork architectures tosolate Technology Assets, NET-06
 Services (TAAS) from other network
The CIIO shall implement firewalls at the boundaries between interconnected Mechanisms exist to monitor and control communications
1242 Notwork Segmentation. | Y516 and between interetfacing assets end the enterprise envionment, | (e [etthe extemalnetwork boundary and at ey nteral NET08
permitting only authorised traffic through defined firewall rules. boundaries within the network.
The CIIO shall implement firewalls at the boundaries between interconnected Mechanisms exist to configure firewall and router
tems and bet temet-f ts and the ent t, Deny Treffic by Default & figurations to deny network traffic by default and all
systems and between internet-facing assets and the enterprise environment, configurations to deny network traffic by default and allow
12.4.2 Network % 8 andth P Functional | Intersects With Allow Traffic by NET-04.1 ! Y Y NET-04.1
permitting traffic through defined firewall rules. P network traffic by exception (e.g, deny all and permit by
© exception.
The CIIO shall monitor and block unauthorised outbound network I hound & Outbound Mechanisms exist to continuously monitor inbound and
12.43 Network from systems to secure network Functional | Intersects With MON-22  [outbound communications traffic for unusual or MON-01.3
Communications Traffic
activities or conditions.
The CIIO shall monitor and block unauthorised outbound network Automated isms exist to prevent the
Prevent Unauthorized
1243 Network from systems to secure network Functional | Intersects With o NET-08.5 |exfitration of sensitive and/or regulated data across NET-03.5
menaged interfaces.
The CIIO shall enable only ports, services or protocols that are necessary for Mechanisms exist to configure Technology Assets,
th tions of the int ted systems. Applications and/or S (TAAS) to provide onl;
1251 System Hardening | OPerations of the interconnected systems Functional | IntersectsWith |  Least Functionality CFG-03 | APplications and/or Senvices (TAAS) to provide only CFG-03
essential capabilities by specifically prohibiting or
restricting the use of ports. protocol services.
The CIIO shall disable unused ports, services or protocols on interet-facing i figure Technology .
devices, such as routers, firewalls, and VPN gateways, that are not required Applications and/or Services (TAAS) to provide onl;
1252 System Hardening gateway: a Functional | IntersectsWith |  Least Functionality CrG.03 |"PPlica 8 ioes (TAAS) to provi CFG-03
for aperations. essential capabilities by specifically prohibiting or
restricting the use of borts. protocol senvices.
The CIIO shall establish and implement security patch management Mechanisms exist to identify and implement one, or more,
e - proceses En: pp y patches to in atimely T GCompensating e thmpf:sahng controls to ;educle r\skland [t:rsal exposure 50007
6. manner to reduce ! i - when the primary means of implementing the seouri
i el i Countermeasures \the primary P! e Y RSK-06.2
compensating controls to mitigate and reduce cybersecurity isks in cases function is unavailable or compromised.
where a seurity be anolied.
The CIIO shall establish and implement security patch management ist to conduct ing for all
processes and apply security patches to interconnected systems in a timely | softwere & Frmware deployed Technology Assets, Applications and/or Services
12.6.1 Patch manner to reduce i i Functional | Intersects With Baroning VPM-08  |(TAAS), including firmware. VPM.05
compensating controls to mitigate and reduce cybersecurity risks in cases
where a security be anollied.
The CIIO shall establish and implement mechanisms and processes to review Mechanisms exist to review ovent logs and security-
the activities (e.g. login and authentication events, configuration changes, relevant telemetry on an ongoing basis and escalate
remote access sessions) and traff with the network incidents in accordance with established timelines and
Monitoringand ’ Event Log & Security-
1271 itoring and monitoring servers across interconnected systems and investigate any Functional | Intersects With |  Relovent Telometry |  Mon.os |Prooedures: TG0
Detection hat may indicate access or suspicious Monitoring
behaviour. The review of the activities shall be conducted on a regular basis
from the time the processes are implemented.
The CIIO shall establish and implement mechanisms and processes to review Mechanisms exist to utilize User & Entity Behavior
the activities (e.g. login and authentication events, configuration changes, Analytics (UEBA) and/or User Activity Monitoring (UAM)
remote access sessions) and traff with the network solutions to detect and respond to anomalous behavior
Monitoring and i i
- itoring and monitoring servers across interconnected systems and investigate any Functionat | intersectoWith | Anomatous Behavior |  Mon.16 |Tatcould indicate account compromise or other MON-16
Detection hat may indicate access or suspicious malicious activities.
behaviour. The review of the activities shall be conducted on a regular basis
from the time the processes are implemented.
The CIIO shall establish and implement mechanisms and processes, and Mechanisms exist to utilize Endpoint Detection &
Monitoringand | conduct the review of endpoint detection logs across interconnected systems | Endpoint Detection & Response (EDR) capabilities to detect, investigate and
1272 € s & v Functional | Intersects With " END-09 ponse {EDR) cap & END-06.2
Detection including the identification of anomalous activities which do not trgger pre- Response (EDR) respond to anomalous and/or malicious activity.
alerts.
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The CIIO shall establish and implement mechanisms and processes, and Mechanisms exist to utilize User & Entity Behavior
Monitoringand | conduct the review of endpoint detection logs across interconnected systems Analytics (UEBA) and/or User Activity Monitoring (UAM
1272 e u view pol onlogs across inter V! Functional | IntersectsWith | Anomalous Behavior MON-16 ytics (UEBA) r User Activity Monitoring (UAM) MON-16
Detection including the identification of anomalous activities which do not trigger pre- Solutions to detect and respond to anomalous behavior
alerts. that could indicate account other
The CIIO shall establish and implement mechanisms and processes to Mechanisms exist to utilize User & Entity Behavior
Monitoringand | monitorvirtualised usedin including ) ) Analytics (UEBA) and/or User Activity Monitoring (UAM
1273 € e Functional | IntersectsWith | Anomalous Behavior | MON-16 ytics (UEBA) v B(UAM) MON-16
Detection VCenter and ESXi hosts, for anomalous activities and trigger an alert for solutions to detect and respond to anomalous behavior
when an anomaly is detected. that could indiicat it other
The CIIO shall establish and implement mechanisms and processes to Mechanisms exist to utilize virtualization techniques to
Monitoring and Virtualization
1273 itoring monitor virtualised usedin including Functionat | intersects with irtualizati Eagg |SupPOTtthe employmentof adiversity of operating Seaton
Detection VCenter and ESXi hosts, for anomalous activities and trigger an alert for Techniques systems and applications.
when an anomalv is detected.
The CIIO shall ensure that th Mechanisms exist to prevent unsupported Technology
including vCenter d ESXi hosts, and are fully Assets, Applications and/or Services (TAAS) by:
e tigate and
o - [petcnea. omy v g nw : veﬁu:e Unsupported Technology (1) Removing and/Trreplacmfrkﬁ;«fwneas:ppaln forthe
1274 risks Updates or patches cannot be applied. Functional | IntersectsWith | Assets, Applications AsT.ag |comPonents is no longer available from the developer, T
Detection vendor or manufacturer; and
and/or Services (TAAS) manufac
(2) Requiring and for
the continued use of unsupported TAAS required to satisfy
The CIIO shall ensure that th tto conduct forall
" ° : ;
Monitoringang | Inetuding Center ESXihosts, and are fully Software & Firmware deployed Technology Assets, Applications and/or Services
12.7.4 patched. Apply t tomitigate and reduce Functional | Intersects With VPM-08 | (TAAS), including firmware. VPM.05
Detection P ‘ Patching
cybersecurity risks in cases where updates or patches cannot be applied.
The CIO shall establish and implement mechanisms and processes to report ist to timely-report incidents to applicable:
Monit d Incident Stakehold ;
1275 onitoring an suspicious acivies observed across the interconnected systems n runctional | intersectwitn | IncidentStakenotder | (1) Interna stakenolders; R0
Detection accordance with the National Cybersecurity Incident Reporting Framework to Reporting (2) Affected clients & third-parties; and
(3) Resulatory authorities.
The CIIO shall review the mechanisms and processes established under Mechanisms exist to facilitate the implementation of
clauses 12.7.1,12.7.2,12.7.3and 12.7.5 at least once every 12 months, or as enterprise-wide monitoring controls.
Monitoringang | ©1ten 2 required based on the evolving cyberthreat landscape, to ensure that
1276 et the mechanisms and processes remain effective for their purposes. Thefirst |  Functional | IntersectsWith | Continuous Monitoring | ~ MON-02 MON-01
instance of this review is to be completed no later than 12 months from the
time the and
The CIIO should adopt the Security-by-Design Framework established by CSA Mechanisms exist to ensure changes to Technology
P the ext(-:n( ma: it Enplv:shm‘:‘he system :ievel\(’l;:‘men: hmecycle ofna ci;r::‘pu!ev Secure DevelopmentLife Assets, Applcations anfd/ov S:arvlsc;i é‘w\si withinthe
AT V:by- | or computer system used by the organisation. Where there are parts of the Functional Intersects With Cycle (SDLC) PRM-07 ife Cycle (SDLC) PRM-07
ramework which do not apply to the system development lifecycle, the rough formal change control procedures.
Design i kwhich do not apply to the system development lifecycle, the CIIO Managoment through formal change control procedk
should document how and why these parts are not applicable.
The CIIO should adopt the Security-by-Design Framework established by CSA Mechanisms exist to formally incorporate the
to the extent that it applies to the system development ifecycle of a computer organization's secure architecture principles into
Annex A- Security-by- Security, Compliance &
e y-by- | or computer system used by the organisation. Where there are parts of the Functional | intersects with y, Compl sEa0s | engineering, product and model design requirements to SEAotS
Design Framework which do not apply to the system development ifecycle, the CIIO Resilience Aware Design inby
should document how and why these parts are not applicable. default and by design.
The CIIO should adopt the defence-in-depth principle to ensure that the tto implement security asa
Annex A - Cybersecurit Defense-In-Depth (DiD) NET-02
A21 i y |security architecture of a computer or computer system used by the Functional Intersects With pth (DID) SEA-06 layered structure minimizing interactions between layers
Design Principles includes of y to Architecture of the design and avoiding any dependence by lower layers SEA-03
ooint of failure. onthe or  higher lavers.
The CIIO should adopt the least privilege principle to ensure that accounts and Mechanisms exist to utilize the concept of least privilege,
Annex A- Cybersecurit ted the least extent of to perform th authorized t
A22 Y ¥ |users are granted the [east extent of access necessary to perform their Functional | Intersects With Least Privilege 1AC-30 accessto i 1AC-21
Design Principles | required functions. assigned tasks in
business functions.
The CIIO should adopt the principle of segregation of duties to ensure that Mechanisms exist to implement and maintain Separation
Annex A- Cybersecurity |duties and responsibilities for critical functions relating to a computer or Separation of Duties of Duties (SoD) to prevent potential inappropriate activit
A23 Y 4 P e P Functional | Intersects With P HRS-14 SeD}to praventp Pprop Y HRS-11
Design Principles | computer system used by the organisation are divided among different (SoD) without collusion.
persons.
The CIIO should also adopt, to the extent possible, the following principles in Mechanisms exist to facilitate the implementation of
Annex A- Gybersecuity |e12ton to s people, to risks Secure Engineering industry-recognized security, compliance and resilience
A24 Design Princinlos |10 GOMPUter or computer system used by the organisation: Functional | Intersects With Prnplos SEA-05  [practices in the specification, design, development, SEA-01
and t v 3
Serviges (TAAS)
The defence-by-diversity principle to reduce the number of potential attack Mechanisms exist to utilize a diverse set of technologies
Annex A Gybersecurty |VEC19TS bY having diversity throughout a computer or computer system used for system components to reduce the impact of technical
A2.4(a) S Y in technol and Functional | Intersects With Heterogeneity SEA-22  |vulnerabilities from the same Original Equipment SEA13
suppliers of assets, communication pathways, etc.; and Manufacturer (OEM).
The defence-by-diversity principle to reduce the number of potential attack Mechanisms exist to obtain security, compliance and
AnnexA- Cybarsecurity | Y2510 Y having diversity throughout  computer o compute systor used resilience technologies from different suppliers to
A2.4(a) Dasign Prineintes | |PY in technol and Functional | IntersectsWith | Supplier Diversity TPM-06 | minimize supply chain risk. TDA-03.1
i suppliers of assets, communication pathways, etc.; and
The zero-trust principle to ensure that each request for access to any Mechanisms exist to treat all users and devices as
Annex A- Cybersecurity | computer or computer system sed by the organisation is authenticated, Zero Trust Architecture otential threats and prevent access to data and
A2.4(b) Y Y P puter sy: Y the org: Functional | Intersects With NET-14 | P P NET-01.1
Design Principles thorised and validated for y and posture bef @) resources untilthe sers can be properly authenticated
is granted. and their access authorized,
The CIIO should ensure that a computer or computer system used by the tto disable
Annex A - Wirel Disable Wirel i
aot nnex A-Wireless | organisation is not connected to any wireless Local Area Notwork (AN excopt| ¢ ol isable Wireless G015 | etworking capabilies that are internally embedded NET152
Communication | where necessary for . Where any is Networking within system components prior to issuance to end users.
necessarv. the CIIO that:
The CIIO should ensure that a computer o computer system used by the tto control
Annex A- Wireless is not connected Local Area Network (LAN) except and monitor for unauthorized wireless access.
A3 v (LANJexCOPt| ¢ tionat | IntersectsWith | Wireless Networking |  NET-24 NET-15.
Communication  |where necessary for . Where any such is
necessarv. the CIIO tha
AnnexA-Wireless | Only authorised wireless LAN is used; tto control
A3.(a) Y Functional | IntersectsWith | Wireless Networking |  NET-24 NET-15.
c and monitor for jreless access
The connection has strong encryption; and Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and
Annex A- Wireless senen Wireless Networking tunauthorized by: o '
A3.(b) Functional Intersects With Authentication & NET-24.1 [Préventunauthorizedaccess by: NET-15.1
Communication PR (1) Authenticating devices trying to connect; and
il (2) Encrypting transmitted data.
Only authorised devices are allowed to connect to the wireless LAN. Mechanisms exist to maintain a list of Technology Asse,
Annex A- Wireless Application and/or Service (TAAS) that are authorized to
A31(c) y Functional | IntersectsWith | Authorized To Connect | AsT-10.1 [P (TAAS) AST-01.5
Communication connect to organizational Technology Assets,
erv Data (TAASD).
Only authorised devices are allowed to connect to the wireless LAN. Automated mechanisms exist to employ Network Access
Annex A- Wireless Network Access Control trol (NA ilar technology, which i le of
A3.(0) Functional | Intersects With NET-16 | CONtoL(NAC), ora similar technology, which is capable of AST-02.5
Communication (NAC) detesting unauthorized devices and disable network
access to those ized devices
‘Annex A - Vulnerability | The CIIO shall establish to identify and track Vulnerabili ist to ensure that
aan y |The CIIO shall establish processes to identify and track cybersecurity runctionat | mtersects with rabilty Vmos o ensure tha VP02
Assessment on IT svstems used by Process properly identified. tracked and remediated.
Anmex A-Volnerabilty | e OO shall remediateall eybersecurity vnerabiles n a tmely marner, Mechanisms exist to identify and assign a risk ranking to
Ad2 esosemen with priority given to vulnerabilities that pose a greater risk to the security or Functional | Intersects With g | vemos using reputable VPM.03
the CIl. for i i
The CIIO shall remediate all cybersecurity vulnerabilities in a timely manner, tto ensure that
Annex A - Vulnerability 'O shall 4 Y Yy mar Vulnerability s
Ad2 with priority given to vulnerabilities that pose a greater risk to the security or Functional | Intersects With ° VPM-06 | propery identified, tracked and remediated VPM-02
Assessment Remediation Process
the Cll.
The CIIO shall conduct a vulnerability assessment on an T system used by the exist to detect ities and
Annex A - Vulnerabilit b
aas - |organisation atleast once overy 12 months and on an OT systemusedbythe. | ¢ |y ver1a erors by gof vPr06
Assessment organisation system at least once every 24 months. systems and applications.
armoxA-Ponetration.| T C1IO shold conduct a penetration teston an IT system used by the Mechanisms exist to conduct penetration testing on
A5 Testing organisation at least once every 12 months and on an OT systemused bythe |  Functional | IntersectsWith | Penetration Testing VPM-18 | Technology Assets, Applications and/or Services (TAAS). VPM-07
svstem at least once every 24 months.
The CIIO should conduct penetration tests on relevant assets after Mechanisms exist to conduct penetration testing on
implementing any major system changes to computer or computer system Technology Assets, Applications and/or Services (TAAS).
Annex A- Penetration th M issioni
A5.2 used by the lajor Functional Intersects With |  Penetration Testing VPM-18 VPM-07
Testing ystems to to or computer system used by
the organisation, implementing new application modules, system upgrades
and technalooy rafresh.
The CIIO should ensure that third-party penetration testing service providers Mechanisms exist to utilize an independent assessor or
and their penetration testers who are performing penetration tests on a penetration team to perform penetration testing.
Annex A- Penetration | computer or computer system used by the organisation possess industry- | Independent Penetration
A53 Iputer or computer system used by the organisation p industry Functional | Intersects With P VPM-19 VPM-07.1
Testing a for example CREST Agent or Team
or equivalent accreditations and certfications.
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The CIIO should conduct threat hunting for a computer or computer system Mechanisms exist to perform cyber threat hunting that
used by the organisation to search for and identify cybersecurity threats to the uses Indicators of Compromise (1oC) to detect, track and
A6 Annex A- Threat Hunting | systems at least once every 24 months. The first instance of threat hunting Functional | Intersects With Threat Hunting THR-13  disrupt threats that evade existing security controls. THR-07
should be completed no later than 12 months after the Compliance Date.
The CIIO should include cybersecurity threats identified from threat hunting in Mechanisms exist to conduct recurring assessments of
risk the risks derived from the tisk that includes the likelihood and magnitude of harm,
AB.2 Annex A- Threat Hunting | threats are assessed, mitigated, and tracked throughout the the system Functional | Intersects With Risk Assessment RSK-13 |from unauthorized access, use, disclosure, disruption, RSK-04
development lifecycle of a computer or computer system used by the destruction of the i
Technology Data
The CIIO should include cybersecurity threats identified from threat hunting in Mechanisms exist to perform cyber threat hunting that
cybersecurity risk assessments to ensure that the risks derived from the uses Indicators of Compromise (1oC) to detect, track and
A6.2 Annex A- Threat Hunting | threats are assessed, mitigated, and tracked throughout the the system Functional Threat Hunting THR-13 |disrupt threats that evade existing security controls. THR-07
development lifecycle of a computer o computer system used by the
The CIIO should analyse all threats identified from threat hunting to determine Mechanisms exist to cover:
if there is or has been any cybersecurity incident in respect of a computer or (1) Preparation;
A8.3 Annex A- Threat Hunting | computer system used by the organisation, and should trigger the applicable Functional | Intersects With Incident Handling IRO-06  [(2) d detection or manual 1RO-02
incident reporting, response and recovery plans if there is o has been a intake;
incident. (3) Analusis:
The CIIO should analyse all threats identified from threat hunting to determine existto perform cyber hat
if there is or has been any cybersecurity incident in respect of a computer or uses Indicators of Compromise (1oC) to detect, track and
computer system used by the organisation, and should trigger the applicable disrupt threats that evade existing security controls.
AB.3 Annex A- Threat Hunting | incident reporting, response and recovery plans if there is or has been a Functional | Intersects With Threat Hunting THR-13 THR-07
cybersecurity incident.
The CIIO should conduct Breach and Attack Simulation to continuously and Mechanisms exist to utilize “red team" exercises to
Az Annex A- Breach Attack | automatically simulate real-world attack scenarios against the CIIO's Functional | IntersectsWith | Red Team Exercises VPM21 adversaries " OEIMD
Simulation defences to identify gaps. Technology Assets, Applications and/or Services (TAAS) in
defined rules of
The CIIO should ensure that all domain names under its control and used in tto D (DNS)
Annex A- Domain Name | COMMECtion with any computer or computer system used by the organisation, Domain Name Sevice resolution is designed, implemented and managed to
A8 including in the delivery of services, are DNSSEC-signed on the corresponding | Functional | Intersects With NET-13 | protect the security of name / address resolution. NET-10
System ! " (DNS) Resolution
DNS Authoritative Server for each domain name.
The CIIO should enable DNSSEC validation or implement any equivalent or dst to Domai ice (DNS)
n82 Annex A- Domain Name | better methods of validating the integrity of DNS records, for DNS resolver to Functional | intersectswigh | POM@nNameSenvice | |resolution s designed, implemented and managed to EED
System prevent DNS attacks such as DNS cache poisoning and DNS spoofing. (DNS) Resolution protect the security of name / address resolution.
The CIIO should enable DNSSEC validation or implement any equivalent or Secure Name / Address Mechanisms exist to perform data origin authentication
a82 Annex A- Domain Name | better methods of validating the integrity of DNS records, for DNS resolver to Functional | Intersectswith | Resolution Senvice NET-13.2 | 2nd data integrity verification on the Domain Name Service ERa
System prevent DN attacks such as DNS cache poisoning and DNS spoofing. (Recursive or Caching (DNS) resolution responses received from authoritative
Resolver) sources when reauested b client svstem:
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