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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Desc Relationship
See FDE for details.
1 Preface o6 FDE for detatls. Functional N/A N/A N/A )
Application of the MAS_|See FDE for details. o
2 Technology Risk Functional N/A N/A N/A 0
Relationship
Guidelines
Technology Risk | N/A o
3 Governance and Functional N/A N/A N/A 0
Relationship
Oversight
Role of the Board of | N/A o
31 Directors and Senior Functional N/A N/A N/A 0
Relationship
Technology is a key business enabler in the financial sector and Fis rely on Mechanisms exist to align security, compliance and resilience
Role of the Board of  |technology to deliver financial services. It is vital that the FI's board of Stoering Committee & with business through a steering
3.1 Directors and Senior | directors and senior management ensure effective internal controls and Functional | Intersects With ngvfm Overaigme | GOV-01.1 [or advisory board, comprised of key cybersecurity, data protection and 5
risk practices are to achieve security, reliability business executives, which meets formally and on a regular basis.
and resilience of its IT oerating
Both the board of directors and senior management should have members Mechanisms exist to align security, compliance and resilience
Role of the Board of  |with the to and manage tisks, which with business through a steering
‘ Steering Committee &
312 Directors and Senior | include risks posed by cyber threats. Functional | Intersects With |02 18 0 e | ©OV-01.1 |oradvisory board, comprised of key cybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
The board of directors and senior management should ensure a Chief Mechanisms exist to provide governance oversight reporting and
Role of the Boarg of | nformation Officer, Chief Technology Officer or Head of IT, and a Chief recommendations to those entrusted to make executive decisions
Status R rting Te K
21s Direstors and Sonior | Mermation Security Officer or Head of Information Security 1, with the Functional | Intorsectswitn|  S©PWSREPOMINETo |1 o fabout matters considered material to the organization's Security, s
Management requisite expertise and are appointed. The Governing Body Compliance & Resilience Program (SCRP).
should be minimally approved by the Chief Executive Officer.
The board of directors and senior management should ensure a Chief Mechanisms exist to assign one or more qualified individuals with the
Roto of the Board of :n;orma:on g)ﬂ‘u:er(, fi.h:fTech:ulufy :JIﬂ;ceror[.Hean of IT‘, a1nd a :th:f Assigned Security, mission and re;suurctis.to centrallymanage, coorinate, dovelop, .
313 Directors and Senior | 0" mation Seeurity Officeror Head of Information Security 1, with the Functional | Intersects With| Compliance & Resilience | GOV-04 andmaintain an enterp g 5
requisite expertise and experience, are appointed. The appointments oy Resilience Program (SCRP).
Management e | : Responsibilities
should be minimally approved by the Chief Executive Officer.
Role of the Board of | The board of directors and senior management should ensure a technology Security, Compliance & Mechanisms exist to facilitate the implementation of security,
314 Directors and Senior  |risk strategy is andi Functional | Subset Of Resilience Program GOV-01 | compliance and resilience governance controls. 10
(SCRP)
The board of directors and senior management should ensure a technology Mechanisms exist to facilitate the implementation of strategic,
Role of the Board of |risk strategy is andi Risk Management and tactical risk controls that are aligned
3.1.4 Directors and Senior Functional | Intersects With ngmgm RSK-0T |with: 8
Management (1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk oractices.
The board of directors and senior management should ensure key IT Mechanisms exist to align security, compliance and resilience
Role of the Board of | decisions are made in accordance with the FI's risk appetite. with business through a steering
Steering Committee &
315 Directors and Senior Functional | Intersects with |~ 0212 TS | GOV-01.1 or advisory board, comprised of key cybersecurity, data protection and 8
Management business executives, which meets formally and on a regular basis.
Role of the Board of | The board of directors and senior management should ensure key IT Mechanisms exist to define organizational risk appetite, the degree of
315 Directors and Senior | decisions are made in accordance with the FI's risk appetite. Functional | Intersects With Risk Appetite RSK-01.5 |uncertainty the organization is willing to accept in anticipation of a 8
reward.
ot of the Board of G‘l;/en;hba( (ec;ln‘orl‘og;/ un:er;:;ns mery of;he operations and seviees Businoss As Usual (BAU) 1 le);sl to oreo Ls:(::;\(y, ot ar:‘d resmjnce
ars Direetors and Sanior _|©1107eBY an Fl, the board of directors and serior management shoutdset | ¢ EEGBEROEE R principles nto Business As Usual (BAU) practices through executive .
the tone from the top and cultivate a strong culture of technology risk ; teadership involvement.
Management ) Resilience Practices
and atall levels of staff within the Fl.
Foto of the Board of G‘l;/en;hba( (ec;ln‘orl‘og;/ un:er;:;ns mary of;he operations and seviees Securty, Compliance & Mec‘:anlsn;s exl\s( to 'a::ll\l:(e the vmplemer:lat\on of security
ars Divectors and ooy |0ffered by an F,the board of directors and senior management shouldset | [ o | SO SOTEES o1 |worklorce development and awareness controls. .
the tone from the top and cultivate a strong culture of technology risk
Management ) Workforce
and atall levels of staff within the Fl.
The board of directors or a committee delegated by it, is responsible for: Mechanisms exist to align security, compliance and resilience
Role of the Board of with business through a steering
) Steering Committee &
317 Directors and Senior Functional | Intersects with| 0% 18 "GPILEE® | 6OV-01.1 or advisory board, comprised of key oybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
ensuring a sound and robust risk management framework is established Mechanisms exist to align security, compliance and resilience
Role of the Board of | and maintained to manage technology risks; with business through a steering
Steering Committee & "
3.1.7(a) Directors and Senior Functional | Intersects with | 0% 1 "L ® | GOV-01.1 or advisory board, comprised of key cybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
ensuring a sound and robust risk management framework is established Mechanisms exist to facilitate the implementation of strategic,
Role of the Board of | and maintained to manage technology risks; and tactical risk controls that are aligned
) Risk Management
3.1.7(a) Directors and Senior Functional | Intersects With Progrom RSK-0T |with: 5
Management (1) The organization's Enterprise Risk Management (ERM); and
@) Ind risk bractices.
ensuring there is a technology risk management function to oversee the Mechanisms exist to align security, compliance and resilience
Role of the Board of | technology risk management framework and strategy, as well as to provide Steering Committee & with business through a steering
3.1.7(0) Directors and Senior | an independent view of the technology risks faced by the Fl; Functional | Intersects with | 0% 1 "R ® | GOV-01.1 or advisory board, comprised of key cybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
giving senior executives, who are responsible for executing the FI's Mechanisms exist to align security, compliance and resilience
Role of the Board of | technology risk management strategy, sufficient authority, resources and Stooring Committoe & with business requi through a steering
3.1.7() Directors and Senior | access to the board of directors; Functional | Intersects with | > 0% 18 "GPILAE® | 6OV-01.1 or advisory board, comprised of key cybersecurity,data protection and 5
Management business executives, which meets formally and on a regular basis.
oto of the Board of ig\vn:g soir e:ecuwes, whn‘ o r‘espnns;?le m: exf:uli‘nglhe Fi's . o ‘ex\suc e:force an structure so that j
akeholder
3.1.7() Directors and Senior | '5°""0!08Y riskmanagement strategy, sufficient authority, resources an Functional | Intersects With Gov-04.1 |2PP eams an are emp an 3
o access to the board of directors; Accountability Structure trained for mapping, measuring and managing Technology Assets,
© Services and/or Data (TAASD)-related risks.
Role of the Board of | BVINE senior executives, who are responsible for executing the FI's Mechanisms exist to establish an authoritative chain of command with
A ° Authoritative Ghain of . : ) il
3.1.7() Direstors and Senior | €CnOl08Y risk management strategy, sufficient authority,resources and | ¢ || Authoritative Ghainof | o - elear lines of communication to remove ambiguity from individuals and N
Monagemant access to the board of directors; Command teams related to managing Technology Assets, Applications, Services
and/or Data (TAASD)-related risks.
approving the risk appetite and risk tolerance statement that articulates Mechanisms exist to align security, compliance and resilience
Role of the Board of | the nature and extent of technology risks that the Fl s willing and able to Stoering Committee & with business through a steering
3.1.7(0) Directors and Senior | assume; Functional | Intersects With ngim Ovrsigne | GOV-01-1 [or advisory board, comprised of ey cybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
Role of the Board of | approving the risk appetite and risk tolerance statement that articulates Mechanisms exist to define organizational risk tolerance, the specified
3.1.7(d) Directors and Senior the nature and extent of technology risks that the Fl is willing and able to Functional Intersects With Risk Tolerance RSK-01.3 |range of acceptable results. 5
assume:
Role of the Board of | approving the risk appetite and risk tolerance statement that articulates Mechanisms exist to define organizational risk appetite, the degree of
3.1.7(d) Directors and Senior the nature and extent of technology risks that the Fl is willing and able to Functional Intersects With Risk Appetite RSK-01.5 |uncertainty the organization is willing to accept in anticipation of a 5
assume: reward.
Undertaking regular reviews of the technology risk management strategy for Mechanisms exist to align security, compliance and resilience
Role of the Board of | continued relevance; with business through a steering
Steering Committee & "
3.1.7() Directors and Senior Functional | ntersects witn| >0 8 "R | 60V-01.1  for advisory board, comprised of key cybersecurity,data protecion and 5
Management € business executives, which meets formally and on a regular basis.
for managing risks; and Mechanisms exist to align security, compliance and resilience
Role of the Board of ) with business through a steering
« Steering Committee & .
3470 Directors and Senior Functional | Intersects with | 0% 1 “FPL S | 6OV-01.1 or advisory board, comprised of key cybersecurity,data protection and 5
Management business executives, which meets formally and on a regular basis.
ensuring an audit function is to assess the Mechanisms exist to align security, compliance and resilience
Role of the Board of of controls, risk and ofthe Fl. with business through a steering
Steering Committee &
31.7(g) Directors and Senior Functional | Intersects With | >0 T8 00 e | ©OV-01-1 |oradvisory board, comprised of key cybersecurity, data protection and 5
Management business executives, which meets formally and on a regular basis.
d ifi
ol of the Boardof | SEMIOT Management s responsible for. Assigned Securty, Mgcnamsn;s existto ossgnoneor more quali veddmdv;nd:als\rnthme
mission and resources to centrally-manage, coordinate, develop,
318 Directors and Senior Functional |Intersects With | Compliance &Resilience | GOV-04 y-manag P 8
o and maintain an enterprise-wid ty, C &
Management Responsibilities e
Resilience Program (SCRP).
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STRM Secure Controls Framework (SCF) Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h 8
Rationale Control Description Relationship
Role of the Board of | SEMOT management is responsible for: atenod (MS( to ednfmce an structure so that j
akeholder
3.1.8 Directors and Senior Functional | Intersects With Gov-04.1 |2PF eams an Iduals are empc g 8
V. Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
Fote of the Board of the sk framework and strategy; s tex\st to ednfmce an iy sructuresothat
akeholder
3.1.8(a) Directors and Senior Functional | Intersects With Gov-04.1 |2PP eams an tduals are empc - 8
VA Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
Ralstosoaraor |78 tisks based on the framework and s (ex\st to ednfmce an iy structure sothat
; akeholder
3.1.8(b) Directors and Senior | "2 1e8Y: Functional | Intersects With GOV-04.1 eams an( _ are empc 8
V. Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
Fote of the Board of _|ETSUrINE soUNd and prud:m policies, s«andan:s and pmcedure: ::rt publishing Security, Vvlecl;zn;sms :xm m:szabush, mam(e:in and dlsseminTte i]clu;ies,
3.1.8(c) Directors and Senior | 2"28"8 risks are an andtha Functional | Intersects With| Compliance & Resilience | GOv-p2 | Standards and procedures necessary for secure, compliant an 5
standards and procedures are implemented effectively; resilient capabilities.
Management Documentation
Fote of the Board of _|ETSUrINE soUNd and prud:m policies, s«andan:s and pmcedure: ::rt s (ex\s( to ednfarce an emctirasothar
akeholder
3.1.8(c) Directors and Senior |28 "8 risks are an andtha Functional | Intersects With GOV-04.1 eams an( _ are empc 8
V. standards and procedures are implemented effectively; Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
Fote of the Board of eniunng ;hT rule‘s Zml: reslpons’;bilmeﬂ of staff in managing technology s (ex\s( to ednfarce an Iy srucurssothar
; akeholder
3.1.8(d) Directors and Senior | "o are detineated clearly; an Functional | Intersects With GOV-04.1 eams an( _ are empc 8
Vo Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
ot6 of the Boarg of | 2PPTSiNg the board of irectors of salient and adverse technology risk Mechanisms exist to provide governance oversight reporting and
Status R rting Te
31600 Direstors and Sonior | €veloPments and incidents that e likely to have @ major impacton the | ¢ | oo | Status ReportingTo | o |recommendations to those entrusted to make executive decisions s
o in a timely manner. Governing Body about matters considered material to the organization's Security,
© c &Resilience Program (SCRP).
Fot6 of the Board of prr:singlhzj boz;d of :irez:(zz:‘s ;ﬂ szl!int a(ndnadversetechnomg\/‘nskm } s (ex\s( to ednfarce an emctirasothar
akeholder
3.1.8(e) Directors and Senior |4V 0PMments andincidents that are fikely to have & majorimpacton the Fl| - g stional | intersects With GOV-04.1 eams and individuals are empe 8
V. in a timely manner. Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
Policies, Standards and |N/A N
32 olicies, Standards an Functional © N/A N/A N/A 0
Procedures
The Fl should establish policies, standards and procedures and, where Mechanisms exist to establish, maintain and disseminate policies,
appropriate, incorporate industry standards and best practices to manage publishing Security standards and procedures necessary for secure, compliant and
Policies, Standards and . : 5
521 olcies, Standards and  technology risks and safeguard information assets3 n the Fl. The policies, | o oo oL SEEEEREER | esilient capablltes. s
Procedures standards and procedures should also be regularly reviewed and updated,
Documentation
taking into consideration the evolving technology and cyber threat
1andsean
The Fl should establish policies, standards and procedures and, where Mechanisms exist to review the Security, Compliance & Resilience
appropriate, incorporate industry standards and best practices to manage Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
221 Policies, Standards and | technology rsks and safeguard nformation assets3 nthe Fl. The polies, | ¢ oo | PR SEEE R planned intervls orif significant changes oceur to ensur their s
Procedures standards and procedures should also be regularly reviewed and updated, & Resilionce Progrom continuing suitability, adequacy and effectiveness.
taking into consideration the evolving technology and cyber threat
landscan
The FI should ensure risks associated with deviations are thoroughly Mechanisms exist to prohibit exceptions to standards, except when the
222 Poliies, Standards and | reviewad and assessed. The sk assessment should be approved by semior | ¢ oo | o i o o fexception has been formally assessed for sk impact, approved and o
Procedures management. Approved deviations should be reviewed periodically to recorded.
ensure the residual risks remain at an level.
The FI should ensure risks associated with deviations are thoroughly Mechanisms exist to document and govern instances of approved
222 Policies, Standards and | reviewed and assessed. The isk assessment should be approved by semior | ¢ oo f | Approved Baseline | por o from ished baseline i R
Procedures management. Approved deviations should be reviewed periodically to Deviations
ensure the residual risks remain at an level.
Poticios, Standards and | ComPliance processes should be implemented to verity that policies, Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
323 AN standards and procedures are adhered to. These include follow-up Functional | Subset Of Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 10
processes forn Oversight
™ tof  |N/A N
33 lanagement o Functional e N/A N/A N/A 0
Assets
Managementof | 102V @ accurate and complete view of ts IT operating environment, the Mechanisms exist to facilitate an IT Asset Management (ITAM) program
334 o oot |1 should establish information asset management practioes that include | Functional | Subset Of Asset Governance AST-01 |to and manage asset controls. 10
the following:
identification of information assets that support the FI's business and ) Mechanisms exist to identify and assess the security of Technology
Management of h Asset-Service g
3.3.1(a) delivery of financial services; Functional | Intersects With AST-01.1 | Assets, Applications and/or Services (TAAS) that support more than 5
Information Assets Dependencies !
one critical business function.
f f i ts that tthe FI's busi d Mechani te tai tlist of d technol
20 o o tion assets that support the FI's business an Functional | Intersects With| Approved Technologies | AST-01.4 |Mechanisms exst to maintain a current st of approved technologies R
Assets _|delivery of financial services: (hardware and software).
identification of information assets that support the FI's business and exist to perform of Assets,
delivery of financial services; Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
Management of . ) )
33.1(a) e Functional |Intersects With|  Asset Inventories AST-02 |(3) s at the level of granularity deemed necessary for tracking and 8
Information Assets !
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5) Is available for review and audit by designated organizational
Classification of an information asset based on ts security classification or existto data and assets are izedin
Management of S ) Data & Asset >
3.3.1(0) e criticality; Functional | Intersects With hss DCH-02  |accordance with applicable statutory, regulatory and contractual 5
Information Assets Classification
ownership of information assets, and the roles and responsibilities of the Stakehoder Mechanisms exist to identify and involve pertinent stakeholders of
3310 Managementof  |staff managing the information assets; and runctional | intersectswitn|  dontifontion & astor |critical Technology Assets, Applications, Services and/or Data (TAASD) s
Information Assets to support the ongoing secure management of those assets.
Involvement
of policies, standards and to manage Publishing Security Mechanisms exist to establish, maintain and disseminate policies,
M tof formati t to th ity classificati ticality. ’ t i 3 liant
33100 janagement o information assets according to their security classification or criticality. Functional | SubsetOf | Gompliance & Resilience| GOv.op | 1anderds and procedures necessary for secure, compliant and 1o
Information Assets resilient capabilities.
Documentation
The FI should maintain an inventory of all its information assets. The exist to perform es of Assets,
inventory should be reviewed periodically and updated whenever there are Applications, Services and/or Data (TAASD) that:
changes. (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
Management of )
332 Functional |Intersects With|  Asset Inventories AST-02  |(3)Is at the level of granularity deemed necessary for tracking and 5
Information Assets {0
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5) s available for review and audit by designated organizational
™ tof Third |N/A N
3.4 lanagement of Thir Functional e N/A N/A N/A 0
Party Services
The use of certain third party services by Fls may not always constitute Mechanisms exist to facilitate the implementation of third-party
outsourcing. However, as many of these services are provisioned or management controls.
Management of Third li IT, 0 i tial iti e
3.4.1 & ird | delivered using IT, or may involve confidential or sensitive customer Functional | Intersects With | Third-Party Management |  TPM-01 5
Party Services information being stored or processed electronically by the third party, the
FI's operations and its customers may be adversely impacted if there is a
sustem failure or securitv breach at the third partv.
The FI should assess and manage its exposure to technology risks that may. Third-party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
M: it of Third ffect the i tiality, int ity lability of the IT te il f it d Assets,
sa2 anagement of Third _ affect the conlidentialty, integrity and availabiltyof the IT systems and Functional | ntersectsWith|  Assessments & moas | o ssets, s
Party Services data at the third party before entering into a contractual agreement or rovals and/or Services (TAAS).
The FI should assess and manage its exposure to technology risks that may exist to require for applicable
M t of Third Third-Party Contract !
242 anagement of Third _ |affect the confidentialty, integrity and availabiltyof the IT systems and Functional | intersects witn|  ThiTe-Party Contrac Tomgs [SeCUrty, compliance and resilience requirements with third-parties, s
Party Services data at the third party before entering into a contractual agreement or Requirements reflecting the needs to protect its Assets,
Services and/or Data (TAASD).
The FI should assess and manage its exposure to technology risks that may Responsible, Mechanisms exist to document and maintain a Responsible,
y )
Managementof Thirg | 116t the confidentiality,integrity and availabiltyof the IT systems and Accountabla, Supportive, Accountable, Supportive, Consuited & Informed (RASCH) matix,or
342 data at the third party before entering into a contractual agreement or Functional | Intersects With TPM-05.4 |similar documentation, to delineate assignment for security, 8
Party Services Consulted & Informed
partnership. compliance and resilience controls between internal stakeholders and
(RASCI) Matrix 5 !
External Service Providers (ESPS).
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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Description Relationship
On an ongoing basis, the FI should ensure the third party employs a high exist to perform recurring validation of the
standard of care and diligence in protecting data confidentiality4 and Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
integrity as well as ensuring system resilience. similar documentation, to ensure security, compliance and resilience
control assignments accurately reflect current:
M t of Third i i i ;
sas anagement of Thire Functional | Intersects With | Third-Party Scope Review| TpM.05.5 |(1) Contractualobligations for the Extamal Service Provider (ESP); s
Party Services (2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, Applications and/or Services (TAAS).
On an ongoing basis, the FI should ensure the third party employs a high Mechanisms exist to monitor, regularly review and assess External
M t of Third R f Third-Part
s4s anagement of Third | standard ofcare and dligence in protecting data confidentialtyd and Functional | Intorsectswitn| REVieW O Thirg-Party | o 1 |Service Providers (ESPS) for compliance with established contractual s
Party Services integrity as well as ensuring system resilience. Senvices requirements for security, compliance and resilience controls.
On an ongoing basis, the Fl should ensure the third party employs a high . ] exist to address or i suppl
Management of Third going party employs a higl Third-Party Deficiency PPl
343 standard of care and diligence in protecting data confidentiality4 and Functional | Intersects With TPM-09 | chain elements identified during independent or organizational 5
Party Services . Remediation
integrity as well as ensuring svstem resilience. of such elements.
Compet d N
35 ompetency an Functional © N/A N/A N/A 0
Review
As the human element plays an important role in managing IT systems and Mechanisms exist to facilitate the implementation of personnel
processes in an IT environment, the Fl should ensure personnel, including security controls.
Competency and Human Resources
3.5.1 " contractors and service providers, have the requisite level of competence | Functional |  Subset Of " HRS-01 10
Background Review ‘ Security Management
and skills to perform the IT functions and manage technology risks.
'As the human element plays an important role in managing IT systems and Mechanisms exist to manage personnel security risk by assigning a risk
Competencyand | Proee5eS n an IT environment, the FI should ensure personnel, including designation to all positions and establishing screening criteria for
351 Backgsound Roviow | OTIFaCt0rs and serice providers, have the requisite evel of competence | Functional | Intersects With | Position Categorization | HRS-02 individuals filing those positions. 5
and skills to perform the IT functions and manage technology risks.
As the human element plays an important role in managing IT systems and exist to define Toles & forall
i3 t, the Fl should L, includi L
Competencyand |P7o0eS5eS inan IT environment, the FI should ensure personnel, including Defined Roles & personnel
3.5.1 " contractors and service providers, have the requisite level of competence | Functional | Intersects With e HRS-03 5
Background Review ‘ Responsibilities
and skills to perform the IT functions and manage technology risks.
'As the human element plays an important role in managing IT systems and Competons Mechanisms exist to ensure that all security-related positions are
processes in an IT environment, the FI should ensure personnel, including petency staffed by qualified individuals who have the necessary skill set.
Competency and " ° Requirements for
351 contractors and service providers, have the requisite level of competence | Functional |Intersects With HRS-03.2 5
Background Review Security-Related
and skills to perform the IT functions and manage technology risks. ’
Positions
Insider threat, which includes theft of confidential data, sabotage of IT Mechanisms exist to manage personnel security risk by screening
Compatencyang _|$¥stems and raud by staff, contractors and service providers, is individuals prior to authorizing access.
352 Bzckg:’omd e |considered one ofthe risks to an organisation. A background check on Functional |Intersects With| ~Personnel Screening | HRS-04 5
personnel, who has access to the FI's data and IT systems, should be
performed to minimise this risk.
Insider threat, which includes theft of confidential data, sabotage of IT Mechanisms exist to ensure that individuals accessing a system that
GCompotencyand |3¥9teMs and fraud by staff, contractors and service providers,is Roles With Special stores, transmits or processes information requiring special protection
352 one of the risks to an organisation. A background check on Functional | Intersects With HRS-04.1 | satisfy organization-defined personnel screening criteria. 5
Background Review Protection Measures
personnel, who has access to the FI’s data and IT systems, should be
berformed to minimise this risk.
Security A d [NA N
36 ecurity Awareness an Functional e N/A N/A N/A 0
Training
A ive IT security training should be exist to provide all and
established to maintain a high level of awareness among all staff in the FI. security, and resilience education
The content of the training programme should minimally include and training that is relevant for their job function.
Security, Compliance &
Security Awareness and |IMormation on the prevailing cyber threat landscape and its imlications, ecurity, Compliance
364 raining the FI's IT security policies and standards, as well as an individual's Functional | SubsetOf | ResilienceAwareness | SAT-02 10
responsibility to safeguard information assets. All personnel in the FI Training
should be made aware of the applicable laws, regulations, and guidelines
pertaining to the use of, and access to, information assets.
T security training should be exist to provide role-based security, iance and
established to maintain a high level of awareness among all staff in the FI. resilience-related training:
The content of the training programme should minimally include (1) Before authorizing access to the system or performing assigned
) information on the prevailing cyber threat landscape and its implications, Role-Based Security, duties;
Security Awareness and )
36 e the FI's IT security policies and standards, as well as an individual's Functional | Intersects With | Compliance &Resilience |~ SAT-08  |(2) When required by system changes; and 8
responsibility to safeguard information assets. All personnel in the FI Training (3) Annually thereafter.
should be made aware of the applicable laws, regulations, and guidelines
pertaining to the use of, and access to, information assets.
A T security training should be Mechanisms exist to ensure that every user accessing a system
established to maintain a high level of awareness among all staff in the FI. processing, storing or transmitting sensitive and/or regulated datais
The content of the training programme should minimally include formally trained in data handling requirements.
information on the prevailing cyber threat landscape and its implications, Sensitive / Regulated
Security Awareness and ° ° )
36 raining the FI's IT security policies and standards, as well as an individual's Functional |Intersects With | Data Storage, Handling & | SAT-03.3 5
responsibility to safeguard information assets. All personnel in the FI Processing
should be made aware of the applicable laws, regulations, and guidelines
pertaining to the use of, and access to, information assets.
The training programme should be conducted at least annually for all staff, exist to provide role-based security, iance and
contractors and service providers who have access to the FI's information resilience-related training:
Security Awareness and t Role-Based Security, 1) Bef th to the syst rformi d
36.2 v assets: Functional | Intersects With | Compliance & Resilience |  sat-03  |(") Before authorizing access to the system or performing assigne 5
Training ° duties;
Training
(2) When required by system changes; and
(3) Annually thereafter.
The board of directors should undergo training to raise their awareness on exist to provide role-based security, and
tisks associated with the use of technology and enhance their ) resilience-related training:
Security and isk ti Role-Based Security, 1) Beft ith to th St r i d
i f
363 uny o sl practices. Functional | Intersects With| Compliance & Resilience |  SaT-03 (1) Before authorizing access to the system or performing assignet 5
Training Traiing duties;
(2) When required by system changes; and
(3) Annually thereafter.
The training should be reviewed toensure ts existto review security workfor
contents remain current and relevant. The review should take into development and awareness training to account for changes to:
264 Security Awareness and | consideration changes in the FI's IT security policies, prevalent and functional | subsetor | MeintainingWorkdoree | o |(1) Organizational policies, standards and procedures; 10
Training emerging risks, and the evolving cyber threat landscape. Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
N/A
Technology Risk N No
4 eV R Functional B N/A N/A N/A 0
Management Framework Relationship
Risk Management | N/A ) No
44 " © Functional ) N/A N/A N/A 0
Framework
The Fl should establish a risk management framework to manage Mechanisms exist to facilitate the implementation of strategic,
technol ks. Aj te tructt houl tactical risk trols that i
Risk Managomant | €CTMOI08Y fsks. Appropriate governance structures and processes should sk Managoment ; andtactical ris controls that are aligned
214 be with roles, and clear reporting |  Functional | Subset Of o RSK-01 |with: 10
lines across the various organisational functions. ® (1) The organization's Enterprise Risk Management (ERM); and
@)Ind risk bractices.
Aisk Mo ot E"Tiil:edrltsk m:ﬂage:’\fﬂ( pfa'cdlice‘s T:d In[:vfntalcokntfolslshould bev | Business As Usual (BAU) o (E);S‘ to e LS:CALSW‘/, . " ar:i resiu?nce
412 isk Managemel instituted to achieve da a»cor\\ lentiality and integrity, sys' gm security ant Functional |Intersects With | Security, Compliance & Gov.14 |Principlesinto Business As Usual (BAU) practices through executive N
Framework reliability, as well as stability and resilience in its IT operating environment. N leadership involvement.
Resilience Practices
Effective risk management practices and internal controls should be Operationalizing Mechanisms exist to compel data and/or process owners to
Risk Management  |instituted to achieve data confidentiality and integrity, system security and operationalize security, compliance and resilience practices for
412 8 Y 8rity, sys v Functional | Intersects With| Security, Compliance & | Gov-15 | ¥, comp! P! 8
Framework reliability, as well as stability and resilience in its IT operating environment . "o Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
their control.
The risk owner, who is accountable for ensuring proper risk treatment Mechanisms exist to identify a risk owner for each item in the risk
Risk Managoment | me@Sres are implemented and enforced for aspecifc technology sk, register to ensure clear accountability for unremediated risks.
413 e should be identified. The role of the risk owner may be assumed by a Functional | Intersects With Risk Owner RSK-03.2 8
function or group of functions within the FI, who is given the authority to
manage risks.
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The risk owner, who is accountable for ensuring proper risk treatment Mechanisms exist to select appropriate risk treatment options, based
measures are implemented and enforced for a specific technology risk, on applicable risk assessment findings, including:
should be identified. The role of the risk owner may be assumed by a (1) Mitigating the risk to an acoeptable level;
a1s Risk Management | funcion or group of functions within the Fl, who is gven the authorit to Functional | Intersects With| Risk Treatment Options | Rsk.06.s |(2)AVOIding the fsk (e.g, terminating the project); ) .
Framework manage technology risks. (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
The framework should also encompass the following components: Mechanisms exist o facilitate the implementation of strategic,
Risk Management Risk Management and tactical risk controls that It d
414 Functional | Subset Of RSK-01  |with: 10
Framework Program
(1) The organization's Enterprise Risk Management (ERM); and
(2) Ind risk practices.
o) Risk Management | risk identification — identify threats and vulnerabilities to the Fl and Fumctional intersocte witn| Riok Idemtfioation nskoa | Mechanisms exist to dentity and document fsks, both internal and .
Frame assets: external.
tisk assessment - assess the potential impact and likelihood of threats Mechanisms exist to conduct recurring assessments of risk that
Risk Managoment | tothe Fl and assets; includes the likelihood and magnitude of harm, from unauthorized
4.4(0) P, Functional | Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 8
: Assets, Services and/or Data
(TAASD).
Aisk Managoment |79k Ueatment—mplement processes and controls to manage techrology Mechanisms exist to remediate fisks to an acceptable level.
4.1.400) P, risks posed to the Fl and protect the confidentiality, integrity and Functional | Subset Of Risk Remediation RSK-06 10
of assets: and
risk treatment — implement processes and controls to manage technology Mechanisms exist to select appropriate risk treatment options, based
risks posed to the Fl and protect the confidentiality, integrity and on applicable risk assessment findings, including:
availability of information assets; and (1) Mitigating the risk to an acceptable level;
4.1.4(c) Risk Management Functional |Intersects With| Risk Treatment Options | Rsk-06.3 |(2)Avoidingthe risk (e.g, terminating the project); 8
Framework (3) Transferring the risk to a third party (e.g., insurance, service
provider, stc.); or
(4) Accepting the risk.
risk review and reporting and revie: risks, Mechanisms exist to facilitate the implementation of strategic,
which include risks that customers are exposed to, changes in business and tactical risk controls that are aligned
Risk Management Risk Management
41.40d) e strategy, IT systems, environmental or operating conditions; and report key | Functional | Intersects With proom RSK-01 | with: 5
tisks to the board of directors and senior management. (1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
risk review and reporting - monitor and revi risks, isms exist to arisk to
14 Risk Management | which include isks thatcustomers are exposed to, hanges n business Functional | intersectswitn|  Risk Assessment RSK.04.2 |ensure coverage for organizational components relevant for secure, s
Framework strategy, IT systems, environmental or operating conditions; and report key Methodology compliant and resilient operations.
risks to the board of directors and senior
risk review and reporting - monitor and revi risks, Mechanisms exist to define instances that require a risk assessment to
4@ Risk Management | which include isks that customers are exposed to, hanges n business runctional | interscets witn| tences Reauiring A | o {be performed. R
Framework strategy, IT systems, environmental o operating conditions; and report key Risk Assessment
risks to the board of directors and senior
As business and IT environments, as well as the cyber threat landscape, Mechanisms exist to facilitate the implementation of strategic,
tend to evolve over time, the Fl should review the adequacy and ' and tactical risk controls that are aligned
Risk Management ’ Risk Management P
215 of its risk framework regularly. Functional | Subset Of e RSK-01 | with: 10
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk bractices.
42 RiskIdentification |/ Functional o N/A N/A N/A )
The FI should identify the threats and vulnerabilities applicable to its IT Mechanisms exist to identify:
, inoluding assets that are or (1) Assumptions affecting risk assessments, risk response and risk
supported by third party service providers. Examples of security threats monitoring;
w21 Aisk dontification |t could have a severe impact on the Fl and its stakeholders include Functional | intersects with Risk Framing Ask.o14|(2) Constraints affecting sk assessments, isk response andrisk s
internal sabotage, malware and data theft.
(3) The organizational sk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
‘managing risk.
The FI should identify the threats and vulnerabilities applicable to its IT Mechanisms exist to identify and document risks, both internal and
, including assets that are or external.
421 Risk dentification | supported by third party service providers. Examples of security threats Functional | Intersects With|  Risk Identification RSK-03 5
that could have a severe impact on the Fl and its stakeholders include
internal sabotage. malware and data theft.
The Fl should identify the threats and vulnerabilities applicable to its IT Mechanisms exist to develop and keep current a catalog of applicable
including ion assets that are or tisks associated with the 's business operations and
421 Risk Identification | supported by third party service providers. Examples of security threats Functional | Intersects With Risk Catalog RSK-03.1[technologies in use. 5
that could have a severe impact on the Fl and its stakeholders include
internal sabotage. malware and data theft.
The FI should identify the threats and vulnerabilities applicable to its IT Mechanisms exist to maintain situational awareness of vulnerabilities
, including assets that are or and evolving threats by leveraging the knowledge of attacker tactics,
421 Risk dentification | supported by third party service providers. Examples of security threats Functional | Intersects With | Threat Intelligence Feeds | THR-03 and to facilitate the i of 5
that could have a severe impact on the Fl and its stakeholders include preventative and compensating controls.
internal sabotage. malware and data theft.
The Fl should identify the threats and vulnerabilities applicable to its IT Mechanisms exist to develop and keep current a catalog of applicable
including assets thatare or internal and external threats to the organization, both natural and
42 Risk Identification | supported by third party service providers. Examples of security threats Functional | Intersects With|  Threat Catalog THR-09 | manmade. 5
that could have a severe impact on the Fl and its stakeholders include
internal sabotage. malware and data theft.
N/A ) No
43 Risk Assessment Functional " N/A N/A N/A 0
The Fl should perform an analysis of the potential impact and Mechanisms exist to conduct recurring assessments of risk that
consequences of the threats and vulnerabilties on the overall business includes the ikelihood and magnitude of harm, from unauthorized
431 Risk Assessment | and operations. The FI should take into consideration financial, Functional |Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 8
operational, legal, reputational and regulatory factors in assessing ization's Assets, Services and/or Data
risks. (TAASD).
To facilitate the prioritisation of technology risks, a set of criteria Mechanisms exist to identify, assess, prioritize and document the
432 Risk Assessment | measuring and determining the likelihood and impact of the risk scenarios | Functional ~|IntersectsWith|  Threat Analysis THR-10 | potential impact(s) and likelihood(s) of applicable internal and external 8
should be threats.
24 RiskTreatment | VA Functional o N/A N/A NA 0
The FI should develop and implement risk mitigation and control measures Mechanisms exist to remediate fisks to an acceptable level.
that are consistent with the criticality of the information assets and the
4.4 Risk Treatment tevel of risk tolerance. The IT control and risk mitigation approach should Functional |Intersects With|  Risk Remediation RSK-06 8
be subject to regular review and update, taking into account the changing
threat landscape and variations in the FI's risk profile.
The Fl should develop and implement risk mitigation and control measures Mechanisms exist to identify and implement compensating
that are consistent with the criticality of the information assets and the countermeasures to reduce risk and exposure to threats.
san Risk Treatrment level ofrsk tolerance. The IT control and risk mitigation approach should Functional | Intersects With Compensating RSK.06.2 s
be subject to regular review and update, taking into account the changing Countermeasures
threat landscape and variations in the FI’s risk profile.
‘As there are residual risks from threats and vulnerabilities which cannot be Mechanisms exist to define organizational risk tolerance, the specified
fully eliminated, the FI should assess whether risks have been reduced to range of acceptable results.
442 Risk Treatment an acceptable level after applying the mitigating measures. The criteria Functional | Intersects With Risk Tolerance RSK-01.3 3
and approving authorities for risk acceptance should be clearly defined
and it should be commensurate with the FI's risk tolerance.
As there are residual risks from threats and vulnerabilities which cannot be Mechanisms exist to define organizational risk threshold, the level of
fully eliminated, the Fi should assess whether risks have been reduced to risk exposure above which risks are addressed and below which risks
wan Aok Traatment | 2GCeptable lovel after applying the mitigating measres. The crieria Functional | interscctewith|  Risk Threshotd AsKo1.a |y be accepted s
and approving authorities for risk acceptance should be clearly defined
and it should be commensurate with the FI's risk tolerance.
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As there are residual risks from threats and vulnerabilities which cannot be Mechanisms exist to select appropriate risk treatment options, based
fully eliminated, the Fi should assess whether risks have been reduced to on applicable risk assessment findings, including:
an acceptable level after applying the mitigating measures. The criteria (1) Mitigating the risk to an acoeptable level;
wan Risk Treatment |2 @PProving authoritesfor isk accoptance should be cloarly defined Functional | Intersects With| Risk-Treatment Options | Rsk.o6.3 |(2)AVoiding the ik (e.g. terminating the project); ) s
and it should be commensurate with the FI's risk tolerance. (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
The FI should take insurance cover for various insurable technology risks to Mechanisms exist to select appropriate risk treatment options, based
reduce financial impact such as recovery and restitution costs. on applicable risk assessment findings, including:
(1) Mitigating the risk to an acoeptable level;
443 Risk Treatment Functional |Intersects With | Risk Treatment Options | Rsk-06.3 |(2)Avoidingthe risk (e.g, terminating the project); 5
(3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
s Risk Monitoring, Review | N/A Fonctionat No A A A N
and Reporting
The Fl should institute a process for assessing and monitoring the design Mechanisms exist to validate that Technology Assets, Applications,
451 Risk Moritoring, Review |and operating effectiveness of T controls against identified risks. Functional | intersectewitn|  Control Conformity GhLiog | Services and/or Data (TAASD) conform o the organization's security, .
and Reporting Monitoring compliance and/or resilience policies, standards and other applicable
The Fl should institute a process for assessing and monitoring the design Funetionat Reviow Of Mechanisms exist to regularly review Technology Assets, Applications
451 Risk Moritoring, Review |and operating effectiveness of T controls against identifed risks. Functional | nterseots with| Sesurtty, Gomliancad |  GPLo3 2 |29/or Services (TARS) for adherence to the organization's securiy, s
and Reporting > compliance and/or resilience policies and standards.
Resilience Controls
The Fl should institute a process for assessing and monitoring the design Mechanisms exist to facilitate the implementation of security,
451 Risk Monitoring, Review | |, o rating effectiveness of IT controls against identified risks. Functional | Intersects Witn | formation Assurance |, o, and resilience and controls. 8
and Reporting (1A) Operations
The Fl should institute a process for assessing and monitoring the design Mechanisms exist to establish the scope of assessments by defining
i Monitoring, Review |2 OPeratingeffectveness of I controls against identied risks. the assessment boundary, according to people, processes and
451 o Reporing Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Serv d/or Data (TAASD) under review.
The FI should institute a process for assessing and monitoring the design Mechanisms exist to formally assess the security, compliance and
and operating effectiveness of IT controls against identified risks. 1 Isin Assets, and/or Services
a5 Risk Monitoring, Review Functionat | interscets with Assesaments A0z |TAAS) through Information Assurance Program (1AP) actvities to .
and Reporting determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
Arisk register should be maintained to facilitate the monitoring and Mechanisms exist to maintain a risk register that facilitates monitoring
Rl Monitoring, Review |"ePOTinE of technology risks. Sigrificantrisks should be montored closely and reporting of risks.
452 and Reponing. . |and reported tothe board of directors and senior management. The Functional | Intersects With Risk Register RSK-04.1 8
frequency of monitoring and reporting should be commensurate with the
level of risk.
To facilitate risk reporting to management, technology risk metrics should Mechanisms exist to develop, report and monitor Security, Compliance
Risk Monitoring, Review |2© dve1oped to hghlight information assets that have the highest risk &Resilience Program (SCRP) measures of performance.
453 e Raporing. . |exposure. In determiing the technology sk metrics, the Fl should take Functional | SubsetOf |Measures of Performance| GOV-05 10
into account risk events and audit observations, as well as applicable
regulatory
R T Project Management |N/A Fonctionat No A A A N
and Security-bv-Design
5.1 Project Management | N/A Functional o N/A N/A N/A 0
Framework
Aproject framework should b to ensure Mechanisms exist to assess security, compliance and resilience
projoct Management _|OMSIStenGY in project management practices, and delvery of outcomes Security, Compliance & controls as part of Technology Assets, Applications and/or Services
5.1 N that mests project objectives and requirements. The framework should Functional | Intersects With|  Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 8
cover the policies, standards, procedures, processes and activities to Management implemented correctly, operating as intended and producing the
manage proiects from initiation to closure. desired outcome with respect to meeting
Detailed IT project plans should be established for all IT projects. An IT isms exist to govern Assets,
roject plan should set out the scope of the project, as well as the ) Applications and/or Services (TAAS) by:
Project aettion, mi 4 the delierabios t bo realsed ot cach phase of Securty, Compliance & 41p)lijenmng technical secumy(, comLuyance and resilience
512 vorab ° Functional | Intersects With| Resilience Requirements |  PRM-05 5
Framework the project. The roles and responsibilities of staff involved in the project e requirements; and
should be clearly defined n the plan. (2) Performing a criticality analysis at predefined decision points in the
Secure D Life Cvele (SDLO).
Detailed IT project plans should be established for all T projects. An IT Mechanisms exist to define business processes with consideration for
project plan should set out the scope of the project, as well as the security, compliance and resitience that determines:
activities, milestones and the deliverables to be realised at each phase of : (1) The resulting risk to ons, assets,
Project Management v Business Process 4
512 the project. The roles and responsibilities of staff involved in the project Functional | Intersects With PRM-06 |and other organizations; and 5
Framework Definition
should be clearly defined i the plan. (2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
Detailed IT project plans should be established for all T projects. An IT existto hanges to Assets,
projoct Management |20t Plan should setout the scope of the project,as well as the Secure Development Life Applications and/or Services (TAAS) within the Secure Development
512 N activities, milestones and the deliverables to be realised at each phase of | Functional | Intersects With Cycle (SDLC) PRM-07  [Life Cycle (SDLC) are controlled through formal change control 5
the project. The roles and responsibilities of staff involved in the project Management procedures.
should be clearly defined in the plan.
Key documentation in the IT project life oycle, including the feasibility Mechanisms exist to assess security, compliance and resilience
Project Management | 22015, Gost-benefit analysis, business case analysis, roject plan, as Security, Compliance & trols as part of Assets, ions and/or Services
513 P wellas the ion plan, should be andapprovedby | Functional |IntersectsWith| ResilienceIn Project | PRM-04 |(TAAS) project development to determine whether controls are 5
the relevant business and IT management. Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
‘As project risks can adversely impact the IT project delivery timline, Security, Gompliance & Mechanisms exist to address all capital planning and investment
14 Project Management  |budget and quaity of the project deliverables, a risk managementprocess | ¢ | | SSSE DOTOIRCOR | requests, including the resources neaded to implement the Securiy, .
Framework should be established to identify, assess, treat and monitor the attendant Managoment Compliance & Resilience Program (SCRP) and document all exceptions
risks the project lfe ovcle. to this reaui
As project risks can adversely impact the IT project delivery timeline, Mechanisms exist to identify and allocate resources for management,
514 Project Management | budget and quality of the project deliverables, a risk management process | oo L Resources | PRM.0a | OPerational, technical and data protection requirements within 3
Framework should be established to identify, assess, treat and monitor the attendant business process planning for projects / initatives.
risks the broject life cvele.
52 Project Steering (%2 Functional No N/A N/A N/A 0
Committee
For large and complex projects that impact the business, a project steering Mechanisms exist to facilitate the implementation of resource planning
project Steoring consisting of key including business owners and Security, Compliance & controls that provide a portfolio management approach to achieve
5.2.1 e it IT, should be formed to provide direction, guidance and oversight to ensure | Functional | SubsetOf | Resilience Protection | PRM-01 |security, compliance and resilience objectives. 10
milestones are reached, and deliverables are realised in a timely manner. Portfolio Management
projoct Stooring | Fi5K® and ssues forlarge and complex projects, which Gannot be resolved Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
522 Committee at the project management level, should be escalated to the project Functional Subset Of Resilience Protection PRM-01 controls that provide a portfolio management approach to achieve 10
steering and senior Portfolio security. compliance and resitience obiecti
53 System Acquisition |/ Functional Ne N/A N/A N/A 0
The Fl should establish standards and procedures for vendor evaluation Mechanisms exist to establish, maintain and disseminate policies,
and selection to ensure the selected vendor is qualified and able to meet Publishing Security, standards and procedures necessary for secure, compliant and
53.1 System Acquisiti its project and The level of anddue | Functional | Intersects With | Compliance & Resilience |  GOV-02  |resilient capabilities. 5
diligence performed should be commensurate with the criticality of the Documentation
proiect tothe Fl.
The FI should establish standards and procedures for vendor evaluation Mechanisms exist to identify, prioritize and assess suppliers and
and selection to ensure the selected vendor is qualified and able to meet Third-party Gritcality partners of critical Technology Assets, Applications and/or Services
531 System its project and deli The level of anddue | Functional | Intersects With PR TPM-02 | (TAAS) using a supply chain risk assessment process relative to their 5
diligence performed should be commensurate with the criticality of the importance in supporting the delivery of high-value services.
project tothe Fl.
The Fl should establish standards and procedures for vendor evaluation Mechanisms exist to conduct a risk assessment prior o the acquisition
and selection to ensure the selected vendor is qualified and able to meet Third-Party Risk or of lated Assets, Applicati
5.3.1 System Acq i its project and The level of and due Functional Intersects With Assessments & TPM-04.1 |and/or Services (TAAS). 5
diligence performed should be commensurate with the criticality of the Approvals
project tothe Fl.
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Itis important that the Fl assesses the robustness of the vendor's software Mechanisms exist to facilitate the implementation of tailored
development and quality assurance practices, and ensuresstringent development and acquisition strategies, contract tools and
532 Systom Acquistion | LY Practices are n place to safeguard and protect any sensitive data | [ o D Ton01 methods to meet unique business needs. o
the vendor has access to over the course of the project. Any vendor access & Acquisition
to the FI's IT systems should be controlled and monitored.
Itis important that the Fl assesses the robustness of the vendor’s software Mechanisms exist to conduct a risk assessment prior o the acquisition
development and quality assurance practices, and ensuresstringent Third-Party Risk or of lated Assets, i
552 Systom Acquisition | 20U Practices are n place to safeguard and protect any sensitvedata | gl LSS PMioa | anor Services (TAAS). .
the vendor has access to over the course of the project. Any vendor access roarouats
to the FI's IT systems should be controlled and monitored.
If a project involves a commercial off-the-shelf (COTS) solution that does exist to conduct speci for:
not meet the FI's security requirements, the Fl should assess the risks and (1) Statutory, regulatory and contractual compliance obligations;
ensure adequate mitigating controls are implemented to address the risks (2) Monitoring capabilities;
before the solution is deployed. (3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., loT, OT, stc.);
5.3.3 System Acquisition Functional SubsetOf | Specialized Assessments| 1A0-02.2 |(7) Vulnerability management; 10
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(1) Artficial and (AAT); andlor
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
The Fl should assess if a source code escrow agreement should be in Mechanisms exist to escrow source code and supporting
place, based on the criticality of the acquired software to the FI's business, documentation to ensure software availability in the event the software
54 Systom Acquisition | £© {3t the Flcan have access to the source cade in the event that the Functional | intersactswith]  Software Escrow ToA20 |Provider g0es out of business or is unable to provide support. s
vendor is unable to support the FI. Suitable alternatives to replace the
Software should be identified if an escrow agreement could not be
System Development Life | N/A "
54 Cyole and Security-By- Functional o N/A N/A N/A 0
Relationship
Design
The FI should establish a framework to manage its system development Mechanisms exist to ensure changes to Technology Assets,
Systom Dovelopment Life| I Y01 (SDLC). 5 The frameworkt should clearly defne the processes, Secure Dovelopment Life Applications and/or Services (TAAS) within the Secure Development
san yets ond Socurity By, |Procedures and controls n each phase of the lfe cycle, such as Functionat | Subsctof Cpate (S0LO) prmoy |Life Cycte (SDLC) are controled through formal change controt o
Design initiation/planning, requirements analysis, design, implementation, testing Management procedures.
and acceptance. Standards and procedures for the different phases of the
SDLC should be
The security-by-design approach refers to building security in every phase existto govern Assets,
Systom Development Lo |1 e SDLC i order to minimise system vulnerabilities and reduce the Securiy, Compliance . Applications and/or Services (TAAS) by:
a2 yelo o Soeurity.y. | 2tt2ck surface. The F should incorporate security specifications inthe Functional | Intersects With | Reailioneo Fenuiraments |  pRvi-0s |(1) Definng technical securit, compliance and resilience s
Dosion system design, perform continuous security evaluation, and adhere to finivnt and
security practices throughout the SDLC. (2) Performing a criticality analysis at predefined decision points in the
Secure D Life Cvcle (SDLC).
Security requirements should minimally cover key control areas such as existto govern Assets,
Systom Dovelopment Life| 22525 €ONtoL aLthentication, authorisation, data integity and Security, Gompliance & Applications and/or Services (TAAS) by: -
i yets ond Socurity By, |confidentility, system activty logeing, security ovent racking and Functional. | ntersests With| Rectienes Renuiraments |  PAM.0s |(1) Defining technical securit, compliance and esilence .
Desian exception handling. e requirements;and
(2) Performing a criticality analysis at predefined decision points in the
Seoure D Life Cvele (SDLO).
Security requirements should minimally cover key control areas such as Mechanisms exist to design, develop and produce Technology Assets,
System D Lif control, icati data integrity and Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
543 Cycle and Security-By- | confidentiality, system activity logging, security event tracking and Functional ~|Intersects With|  (MVP) Security TDA-02  [technical and functional specifications ensure Minimum Viable 8
Design exception handling. Requirements Product (MVP) criteria establish an appropriate level of security and
resiliencv based on applicable risks and threats.
The SDLC should, where relevant, involve the IT security function in each Mechanisms exist to ensure changes to Technology Assets,
System Development Life Secure Development Life
sad yelo and Somuriy By |Pase of the e cycle. runctionat | subsetor Cyeto (SL0) pRM.g7 | APPlications and/or Services (TAAS) within the Secure Development o
Life Cycle (SDLC) are controlled through formal change control
Design Management
55 System Requirements | N/A Functional i N/A N/A N/A 0
Analysis
The Fl should identify, define and document the functional requirements for existto govern Assets,
the IT system. In addition to functional requirements, key requirements ) Applications and/or Services (TAAS) by:
System such asysys:em reslisace anc security Comtote shoutd siso Security, Compliance & upﬁ)eﬂnmg(ecnmcal secumy( cnmLuyance and resilience
551 " ’ g Functional | Intersects With| Resilience Requirements |  PRM-05 A g 5
Analysis be established and documented. st requirements; and
(2) Performing a criticality analysis at predefined decision points in the
Secure D Life Cvcle (SDLC).
The FI should identify, define and document the functional requirements for Mechanisms exist to define business processes with consideration for
the IT system. In addition to functional requirements, key requirements security, compliance and resilience that determines:
such as system performance, resilience and security controls, should also (1) The resulting risk to i assets,
System Requirements ) Business Process
551 natats be established and documented. Functional | Intersects With Pt PRM-06  |and other organizations; and 5
(2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
In establishing the security requirements, the Fl should assess the Mechanisms exist to ensure changes to Technology Assets,
System Requirements | potential threats and risks related to the IT system, and determine the Secure Development Life Applications and/or Services (TAAS) within the Secure Development
552 s relatec -2 Functional | Intersects With Cycle (SDLC) pRM-07 | 5
Analysis acceptable level of security required to meet its business needs. Mansgemont Life Cycle (SDLC) are controlled through formal change control
In establishing the security requirements, the Fl should assess the exist to design and i product
potential threats and risks related to the IT system, and determine the processes to proactively govern the design, development and
acceptable level of security required to meet its business needs. ion of Assets, and/or Services (TAAS)
) across the System Development Life Cycle (SDLC) to:
System Requirements .
5.5.2 Analysis Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
In establishing the security requirements, the Fl should assess the Mechanisms exist to design, develop and produce Technology Assets,
System Requirements_|P1ontal treats and rsks related to the T system, and determine the Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
552 naats acceptable level of security required to meet its business needs. Functional |Intersects With|  (MVP) Security TDA02 | technical and functional specifications ensure Minimurm Viable 5
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
56 System Designand | N/A Functional o N/A N/A NA 0
‘As part of the design phase, the Fl should review the proposed architecture Mechanisms exist to regularly review Technology Assets, Applications
561 System Des\gn‘and and design of the IT system, including the IT controls to be built into the Functional Intersects With Product Testing & TDA-02.10 and/or Services (TAAS) for an appropriate level of security and 8
Implementation  [system, to ensure they meet the defined requirements, before Reviews resiliency based on applicable risks and threats.
The FI should verify that system requirements are met by the current Mechanisms exist o facilitate the implementation of security,
s62 System Designand  |system design and implementation. Any changes to, or deviations from, the | ¢ o\ subsetof | Mformation Assurance 14001 and resilience and controls. 0
defined should be endorsed by relevant stakeholders. (1A) Operations
The FI should verify that system requirements are met by the current Mechanisms exis to establish the scope of assessments by defining
System Dosignand | Y59 design and implementation. Any changes to, or deviations from, the the assessment boundary, according to people, processes and
562 Tomtomentotion. | efined requirements should be endorsed by relevant stakeholders. Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.
The FI should verify that system requirements are met by the current Mechanisms exist to formally assess the security, compliance and
system design and implementation. Any changes to, or deviations from, the 1 Isin gy Assets, and/or Services
o2 System Designand | defined requirements should be endorsed by relevant stakeholders. Functional | intersects with Assessmonts 1n0.02 | (TAAS) through Information Assurance Program (1AP) actvitios to .
Implementation determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting exected
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Relevant domain experts should be engaged to participate in the design exist to conduct speci for:
review. For example, the security design and architecture of the IT system (1) Statutory, regulatory and contractual compliance obligations;
should be reviewed by I security specialists o qualified security (2) Monitoring capabilities;
consultants. (3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., loT, OT, stc.);
System Design and ;
56.3 4 18! Functional | Intersects With | Specialized Assessments| 1A0-02.2 |(7) Vulnerability management; 8
Implementation (8) Malicious code;
(9) Insider threats;
(10) Performance/load testin
(1) Artficial and (AAT); andror
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
SystemTestingand | /A No
57 ystem Testing an Functional N/A N/A N/A 0
Amethodology for system testing7 should be established. The scope of Mechanisms exist to facilitate the implementation of security,
System Testing and Information A :
571 ystem Testing and | testing shold cover business logc, system function, seority controlsand | (| | Information Assurance | oo and resilience and controls, 0
Acceptance system performance under various load and stress conditions. A test plan (1A) Operations
should be and approved before testing.
Syetom Testingang | T¢I should race the requirements during the testng phase, and ensure oroduct Tosting & Mechanisms exist to regularly review Technology Assets, Applications
572 each requirement is covered by appropriate test cases. Functional | Intersects With TDA-02.10 |and/or Services (TAAS) for an appropriate level of security and 5
Acceptance Reviews or an apr
resiliency based on applicable risks and threats.
The FI should maintain separate physical or logical environments for unit, exist to maintain a network to
System Testing and Secure Development
573 system integration and user acceptance testing, and restrict access to Functional | Intersects With TDA-07  [ensure a secure development environment. 5
Acceptance " Environments
cach on a need-to basis.
The FI should maintain separate physical or logical environments for unit, Separationof Mechanisms exist to manage separate development, testing and
system integration and user acceptance testing, and restrict access to P . operational environments to reduce the risks of unauthorized access or
System Testing and " Development, Testing ° ‘
573 each environment on a need-to basis. Functional | Intersects With TDA-08 | changes to the operational environment and to ensure no impact to 5
Acceptance and Operational
- Technology Assets, and/or Services (TAAS).
Environments
The FI should perform regression testing for changes (e.g. enhancement, Mechanisms exist to require system developers/integrators consult
rectification, etc.) to an existing IT system to validate that it continues to with security, compliance and/or resilience personnel to:
N function properly after the changes have been implemented. Security, Gompliance & uL) Create a:d |mpteg\.len(>a Security Testing and Evaluation (ST&E)
5.7.4 V! 2 Functional |Intersects With| Resilience Testing TDA-gg |Ptan: orsimilar capability; 5
Acceptance (2) Implement a verifiable flaw remediation process to correct
Throughout Development f '
weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
Issues identified from testing, including system defects or software bugs, Mechanisms exist to require system developers and integrators to
should be properly tracked and addressed. Major issues that could have an Threat Analysi & Flaw create and execute a Security Testing and Evaluation (ST&E) plan, or
System Testing and , 3
575 ystem Testingand | acverse impact on the Fi's operations or delivery of serviceto customers | (oSS SRR \AG.0q |simitar process, to dentify and remediate flaws during development. s
Acceptance should be reported to the project steering committee and addressed prior
Development
to to the L
Issues identified from testing, inoluding system defects or software bugs, Mechanisms exist to require system developers/integrators consult
should be properly tracked and addressed. Major issues that could have an with security, compliance and/or resilience personnel to:
adverse impact on the FI's operations or delivery of service to customers ) (1) Create and implement a Security Testing and Evaluation (ST&E)
SystemTestingand  |should b dtoth d addressed Security, Compliance & ! I it
575 ystem Testing an should be reported to the project steering committee and addressed prior | ¢ oo e wien | Resitience Testing TDAgg |Plan. or similar capability; ) s
to tothe (2) Implement a verifiable flaw remediation process to correct
Throughout Development
weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
Syetom Testingang | 77 | should ensure the results of al testng that was conducted are Mechanisms exist to perform Information Assurance Program (1AP)
5756 e documented in the test report, and signed off by the relevant stakeholders. |  Functional |Intersects With| Technical Verification | 1A0-06 |activities to evaluate the design, implementation and effectiveness of 3
P technical security. and resilience controls.
Syetom Testingang | 77 Fshould ensure the results of al testng that was conducted are exist to ensure Assets, andlor
5756 v econtans documented in the test report, and signed off by the relevant stakeholders. | Functional ~|Intersects With| Security Authorization | 1A0-07  |Services (TAAS) are officially authorized prior to "go live” in a production 8
NA N
538 Quality Management Functional o N/A N/A N/A 0
During project planning, the Fl should define the expected quality Quality Management Mechanisms exist to govern a Quality Management System (QMS) to
581 Quality ttributes and the metrics for the project deliverables based | Functional | Intersects With A (Qngj GOV-18 |ensure security, compliance and resilience processes conform with 5
on its quality control standards. i licable statutory, regulatory and/or If
D;:nlrj\glpru]ec; ::anmng, the Fll sna[u@ d:}ﬂnj‘ the expelcd(eld qual:ty o Secure Dovelopment Life Hechar ex:/l ms rone “:h’ ol Asls)e(s,L )
attributes and the assessment metrics for the project deliverables base ications and/or Services within the Secure Developmen
5.8.1 Quality Management ! proj Functional | Intersects With Cycle (SDLC) pRM-07 |PP ices ( o 5
onits quality control standards. Life Cycle (SDLC) are controlled through formal change control
Management
Quality assurance should be performed by an independent quality Quatiy Management Mechanisms exist to govern a Quality Management System (QMS) to
582 Quality Management |assurance function to ensure project activities and deliverables comply Functional | Subset Of e (Qngj GOV-18  |ensure security, compliance and resilience processes conform with 10
with the FI's policies. and standards. v licable statutory. regulatory and/or i
Software Application | N/A o
6 Development and Functional o N/A N/A N/A 0
Relationship
Secure Coding, Source | N/A
Code R d N
64 ofe Review and Functional o NA NA N/A 0
Application Security Relationship
Testing
Software bugs or vulnerabilities are typically targeted and exploited by Mechanisms exist to develop applications based on Secure Software
Secure Coding, Source threat actors to compromise an IT system, and they often occur because of Secure Software Development Practices (SSDP).
Code R d .
o1 ode Reviewand | poor software development prastices. To minimise the bugs and Functional | SubsetOf | Devetopment Prastces |  ToA-06 1o
Application Security  |vulnerabilities in its software, the FI should adopt standards on secure pleing
Testing coding, source code reviews and application security testing.
Secure Coding, Source |The secure coding and source code review standards should cover areas Sooure Software Mechanisms exist to develop applications based on Secure Software
R ; ; ) ’ ’
612 Code Review and | such as secure programming practices, input validation, outputencoding, | ¢ oo o | B ORIEE | Development Practices (SSDP). 10
Application Security | access controls, authentication, cryptographic practices, and erfor and s30P)
Testing exception handling.
Secure Coding, Source |A policy and procedure on the use of third party and open-source software Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
R ) 3 .
613 Code Review and | codes shold be established to ensure these codes are subject toreview | ool ISR | and necessary for secure, compliant and s
Application Security | and testing before they are integrated into the FI’s software. N resilient capabilities.
Documentation
Testing
Secure Coding, Source |A policy and procedure on the use of third party and open-source software Mechanisms exist to enforce software usage restrictions to comply
R i fty i i .
613 Code Review and | codes should be established to ensure these codes aresubject toreview | L oo | Software Usage GRG0 | With applicable contract agreements and copyright avis, s
Application Security | and testing before they are integrated into the FI's software. Restrictions
Testing
Secure Coding, Source |A policy and procedure on the use of third party and open-source software Mechanisms exist to establish parameters for the secure use of open
613 Code Review and | codes should be established to ensure these codes aresubjecttoreview | L ol ere | GFai0an | SoUTee software. s
Application Security | and testing before they are integrated into the FI's software.
Testing
Secure Coding, Source |To facilitate the remediation of vulnerabilities in a timely manner, the FI Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring of
R " e o "
14 Code Review and | should keep track of updates and reported vulnerabiltios for third party Functional | SubsetOf | Managoment Program | veo1 | uinerabiliy management controls 10
Application Security | and open-source software codes that are incorporated in the FI's software. woup)
Testing
Secure Coding, Source |To facilitate the remediation of vulnerabilities in a timely manner, the FI Mechanisms exist to define and manage the scope for its attack
R e s,
14 Code Review and | should keep track of updates and reported vulnerabilties for third party Functional | IntersectsWith|  Attack Surface Scope | vpM.1.q | SHTace management activties N
Application Security | and open-source software codes that are incorporated in the FI's software.
Testing
Secure Coding, Source |To facilitate the remediation of vulnerabilities in a timely manner, the FI exist to ensure that are properly identified,
14 Code Review and | should keep track of updates and reported vulnerabiltios for third party Functional | intersects with Vulnerabilty pmop |fracked and remeciated. R
Application Security | and open-source software codes that are incorporated in the FI's software. Remediation Process
Testing
Secure Coding, Source | The Fl should ensure its software developers are trained or have the Competency Mechanisms exist to ensure that all security-related positions are
o1 CodeReviewand [ necsssary knowledge and skils to apply the secure coding and application | | | Requirements for HRs.03.2 | Staffed by qualified individuals who have the necsssary skil set. R

Application Security
Testing

security standards when developing applications.

Security-Related

Positions
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Secure Coding, Source | The Fl should ensure its software developers are trained or have the exist to ensure applicati and
Code Reviewand | necessary knowledge and skills to apply the secure coding and application Continuing Professional (DevOps) personnel receive Continuing Professional Education (CPE)
6.15 > the s Functional | Intersects With|  Education (CPE) - sat-03.8 [PV ) 3
Application Security | security standards when developing applications training on Secure Software Development Practices (SSDP) to
DevOps Personnel
Testing address evolving threats.
Itis essential for the I to establish a comprehensive strategy to perform Mechanisms exist to facilitate the implementation of security,
Secure Coding, Source | application seourity validation and testing. The FI may use a mixture of and resilience and controls.
1o Code Reviewand  static, dynamic and interactive application securitytesting methods (refer | ¢ | o | Information Assurance | |, o 10
Application Security  [to Annex A on Application Security Testing) to validate the security of the (1A) Operations
Testing software application. The software validation and testing rules should be
reviewed and kept current.
Itis essential for the Fl to establish a comprehensive strategy to perform Mechanisms exist to establish the scope of assessments by defining
Secure Coding, Source | application security validation and testing. The FI may use a mixture of the assessment boundary, according to people, processes and
o16 Code Reviewand  |stati, dynamic and interactive application security testing methods (refer | (ool edaries | 18001 | eChOlogy that directy or indirectly impact the confidentialiy, s
Application Security  [to Annex A on Application Security Testing) to validate the security of the integrity, availability and safety of the Technology Assets, Applications,
Testing Software application. The software validation and testing rules should be Services and/or Data (TAASD) under review.
reviewed and keot urrent.
Itis essential for the I to establish a comprehensive strategy to perform Mechanisms exist to formally assess the security, compliance and
Secure Coding, Source | application seourity validation and testing. The Fl may use a mixture of 1 lsin Assets, and/or Services
616 CodeReviewand  static, dynamic and interactive application security testing methods (refer | oo Assessmants 1AO.02 | TAAS) through Information Assurance Program (IAP) activities to s
Application Security [t Annex A on Application Security Testing) to validate the security of the determine the extent to which the controls are implemented correctly,
Testing software application. The software validation and testing rules should be operating as intended and producing the desired outcome with respect
reviewed and kept current. to meeting expected
Itis essential for the Fl to establish a comprehensive strategy to perform exist to conduct for:
application security validation and testing. The FI may use a mixture of (1) Statutory, regulatory and contractual compliance obligations;
static, dynamic and interactive application security testing methods (refer (2) Monitoring capabilities;
to Annex A on Application Security Testing) to validate the security of the (3) Mobile devices;
Software application. The software validation and testing rules should be (4) Databases;
reviewed periodically and kept current. (5) Application security;
Secure Coding, Source (6) Embedded technologies (e.g., loT, OT, etc.;
6.1.6 Code Review and Functional | Intersects With | Specialized Assessments| 120-02.2 | (7) Vulnerability management; 5
Application Security (8) Malicious code;
Testing (9) Insider threats;
(10) Performancefload testing;
(11) Artficial Intelligence and (AAT); andlor
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
Itis essential for the FI to establish a comprehensive strategy to perform Mechanisms exist to require system developers/integrators consult
application security validation and testing. The FI may se a mixture of with security, compliance and/or resilience personnel to:
Secure Coding, Source | static, dynamic and interactive application security testing methods (refer Security, Gompliance & (1) Create and implement a Security Testing and Evaluation (ST&E)
o1s Code Reviewand o Annex A on Application Security Testing) tovalidate the securityofthe | c ool | PSR T ToAgg |Plan. or similar capabilit; ) s
Application Security | software application. The software validation and testing rules should be Throughout Devetopment (2) Implement a verifiable flaw remediation process to correct
Testing reviewed periodically and kept current. weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
Itis essential for the FI to establish a comprehensive strategy to perform exist to require the of Assets,
Secure Coding, Source | application seourity validation and testing. The Fl may use a mixture of Applications and/or Services (TAAS) to employ static code analysis
616 Code Review and | static, dynamic and interactive application securiy testing methods (refer | oo tools toidentity and remediate common flaws and document the R
Application Security [t Annex A on Application Security Testing) to validate the security of the results of the analysis.
Testing software application. The software validation and testing rules should be
reviewed and kept current.
Itis essential for the Fl to establish a comprehensive strategy to perform exist to require the of Assets,
Secure Coding, Source | application security validation and testing. The FI may use a mixture of Applications and/or Services (TAAS) to employ dynamic code analysis
o16 Code Review and | staic, dynamic and interactive application security testing methods (refer | ool | baos |10 toidentify and remediate common flaws and document the 5
Application Security  [to Annex A on Application Security Testing) to validate the security of the results of the analysis.
Testing software application. The software validation and testing rules should be
reviewed and keot current.
Itis essential for the I to establish a comprehensive strategy to perform Mechanisms exist to utilize testing methods to ensure Technology
Secure Coding, Source | application seourity validation and testing. The Fl may use a mixture of Assets, Applications and/or Services (TAAS) continue to operate as
o1 Code Review and | static, dynamic and interactive application securiy testing methods (efer | o e [itended when subiect o nvalid o unexpected nputs on tsinerfaces. R
Application Security [t Annex A on Application Security Testing) to validate the security of the
Testing software application. The software validation and testing rules should be
reviewed and kept current.
Secure Coding, Source |Allissues and software defects discovered from the source code review Mechanisms exist to facilitate the implementation of security,
617 Code Review and and application securty testing should be tracked. Major ssues and Functional | 1ntersccts win| 'Mformation Assurance | and resilience and controls. .
Application Security | software defects should be before (1A) Operations
Testing
Allissues and software defects discovered from the source code review Mechanisms exist to require system developers/integrators consult
and application security testing should be tracked. Major issues and with security, compliance and/or resilience personnel to:
Secure Coding, Source |software defects should be before ) (1) Create and implement a Security Testing and Evaluation (ST&E)
Code Review and Securlty, Compliance & plan, or similar capability;
6.17 ‘ Functional | Intersects With|  Resilience Testing TDA09 : g 5
Application Security (2) Implement a verifiable flaw remediation process to correct
Throughout Development f '
Testing weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
6.2 ':‘g“e Software NA Functional No N/A N/A N/A 0
‘Agile software development is based on an fterative and inoremental Mechanisms exist to develop applications based on Secure Software
development model to accelerate software development and delivery to Secure Software Development Practices (SSDP).
. AgieSoftware  |respond to business and customer noeds. When adopting Agiesoftware | c Ll e R .
Development development methods, the Fl should continue to incorporate the necessary ssbP)
SDLC and security-by-design principles throughout its Agile process.
agilo Software | 1@l should ensure secure coding, source code review and application Secure Software Mechanisms exist to develop applications based on Secure Software
6.22 velonmen: security testing standards are applied during Agile software development. | Functional ~|Intersects With| Development Practices | TDA-06 | Development Practices (SSDP). 8
(SSDP)
63 DevsecOps Management |\ Functional No N/A N/A N/A 0
DevSecOps is the practice of automating and integrating IT operations, Mechanisms exist to integrate security, compliance and resilience into
quality assurance and security practices in the software development Development, Security and Operations (DevSecOps) to prioritize
process. It delivery and IT secure practices throughout the Software Development Lifecycle
security practices for frequent, efficient, reliable and secure development, (SDLC).
6.3.1 DevSecOps Management | testing and release of software products. The Fl should ensure ts Functional | Intersects With DevSecOps TDA01.4 8
DevSecOps activities and processes are aligned with its SDLC framework
and T service processes (e.g.
change software release
The Fl should implement adequate security measures and enforce Separation of Duties Mechanisms exist to implement and maintain Separation of Duties
6.3.2 DevSecOps Management | segregation of duties for the software development, testing and release Functional | Intersects With o HRS-11 (SoD) to prevent potential inappropriate activity without collusion. 8
functions in its D 0Ops pre
6.4 Appticaton Programming " Functional Ne N/A N/A N/A o
Interface Development Relationship
‘Application programming interfaces (APIs) 9 enable various software Mechanisms exist to ensure support for secure interoperability
applications to communicate and interact with each other and exchange between with Interfaces (APIs).
data. Open APIs are publicly available APlsthat provide developers with
. ’ access toa soft orweb service. Fls may
6.4.1 Application Programming| | | . -+c with FinTech companies and develop open APIs, which are Functional | Intersects Witn | APPication Programming| o, 1, o, 5
Interface Development Interface (API) Security
used by third parties to implement products and services for customers
and the marketplace. Hence, it is important for the Fl to establish
adequate to manage the and of APIs
for secure deliverv of such services.
‘Awell-defined vetting process should be implemented for assessing third Mechanisms exist to conduct a risk assessment prior o the acquisition
parties’ suitability in connecting to the Fl via APIs, as well as governing Third-Party Risk or of lated Assets, Applicati
Application Programming
6.42 nterface Dovatommant_| i Party APl access. The vetting riteria should take nto account factors | - Functional [ Intersects With|  Assessments & TPM-04.1 |and/or Services (TAAS). 8
such as the third party’s nature of business, cyber security posture, Approvals
industry reputation and track record.
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The FI should perform a risk assessment before allowing third parties to Mechanisms exist to conduct a risk assessment prior to the acquisition
connect toits IT systems via APIs, and ensure the implementation for each Third-Party Risk or of lated Assets,
Application Programming h N g "
6.4.3 nterface Devetopment. | AP11S commensurate with the sensitivity and business criticaity of the Functional |IntersectsWith| ~ Assessments & TPM-04.1 |and/or Services (TAAS). 8
data being andthe and integrity of Approvals
the data.
Security standards for designing and developing secure APIs should be Mechanisms exist to establish, maintain and disseminate policies,
established. The standards should include the measures to protect the API publishing Securty standards and procedures necessary for secure, compliant and
Application Programmin 1 ’ 3
a4 pplication Programming| keys or access tokens, 10 which are used to authorise access o APIs to Functional | Intersects With | Gompliance & Resilionce | GOv.oz | eSiient capablltes. s
Interface D exchange data. A timeframe should be defined and
Documentation
enforced for access token expiry to reduce the risk of unauthorised access.
Security standards for designing and developing secure APIs should be Mechanisms exist to develop, document and maintain secure baseline
established. The standards should include the measures to protect the API for Assets, and/or Services
Application Programmin; Secure Baseline iy
oad ool g 2| keys or access tokens, 10 which are used to authorise access to APIs to Functional | intersacts with CRo.0a | TAAS) that are consistent with industry-accepted system hardening s
Interface D exchange data. A timeframe should be defined and Configurations standards.
enforced for access token expiry to reduce the risk of unauthorised access.
Security standards for designing and developing secure APIs should be Mechanisms exist to ensure support for secure interoperability
established. The standards should include the measures to protect the API between with App! Interfaces (APIs).
Application P Application P
ad pplication Programming| keys o access tokens, 10 which are used to authorise access o APIs to Funstional | Intersscts With | APPication Programming | 0 R
Interface D exchange data. A timeframe should be defined and Interface (API) Security
enforced for access token expiry to reduce the risk of unauthorised access.
Application Programming | 078 €MEPLOn standards and key management controls should be Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
6.45 adopted to secure transmission of sensitive data through APIs. Functional | Intersects With CRY-01 |protections controls using known public standards and trusted 5
Interface Development Controls
Application Programming | 0" €MEPOn standards and key management controls should be Cryptographic Koy exist to facilitate ey controls
6.45 adopted to secure transmission of sensitive data through APIs. Functional | Intersects With CRY-09 1o protect the confidentiality, integrity and availability of keys. 5
Interface Development Management
‘Arobust security screening and testing of the APl should be performed Mechanisms exist to facilitate the implementation of security,
between the Fl and its third parties before it is deployed into production. : and resilience and controls.
Application Programming 8 etion- Information Assurance
6.4.6 The FI should log the access sessions by third parties, such as theidentity | Functional | Subset Of 1A0-01 10
Interface Development (1A) Operations
of the party making the API connections, date and time, as well as the data
being accessed.
Arobust security screening and testing of the API should be performed Mechanisms exist to establish the scope of assessments by defining
between the Fl and its third parties before it is deployed into production. the assessment boundary, according to people, processes and
Application Programming
6.46 Inrertace Dovatonment. | T Fl should 105 the access sessions by third parties,such as the denity | Functional | Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 5
of the party making the API connections, date and time, as well as the data integrity, availability and safety of the Technology Assets, Applications,
being accessed. Sery \d/or Data (TAASD) under review.
Arobust security screening and testing of the APl should be performed exist to conduct speci for:
between the Fl and its third parties before it is deployed into production. (1) Statutory, regulatory and contractual compliance obligations;
The FI should log the access sessions by third parties, such as the identity (2) Monitoring capabilities;
of the party making the API connections, date and time, as well as the data (3) Mobile devices;
being accessed. (4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., IoT, OT, etc.);
Application P :
6.4.6 pplication Programming Functional | Intersects With | Specialized Assessments| 1A0-02.2 |(7) Vutnerability management; 8
Interface Development (8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
Detective measures, such as technologies that provide real-time Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring and alerting, should be instituted to provide visibility of the monitoring controls.
Application Programming !
6.4.7 usage and of APIs, and detect activities. Robust | Functional | SubsetOf | Continuous Monitoring | MON-01 10
Interface Development "
measures should be established to promptly revoke the API keys or access
tokenin the event of a breach.
Detective measures, such as technologies that provide real-time Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
Application Programming| MO8 and alerting, should be instituted to provide visibilty of the Automated Tools for Real] or similar automated tool, o support near real-time analysis and
6.4.7 usage and of APls, and detect activities. Robust | Functional | Intersects With ) MON-01.2 |incident escalation. 8
Interface Development Time Analysis
measures should be established to promptly revoke the API keys or access
tokenin the event of a breach.
Application Programming The Fl should ensure adequate 5‘/%‘9"‘ capacity is in place to handle high Capacity & Performance Mechanisms exist to facilitate the implementation of capacity
6.4.8 volumes of API call requests, and implement measures to mitigate cyber |  Functional |Intersects With CAP-01 | management controls to ensure optimal system performance to meet 5
Interface Development h Management
threats such as denial of service (DoS) attacks. expected and future capacit
The Fl should ensure adequate system capacity is in place to handle high Mechanisms exist to control resource utilization of Technology Assets,
a8 Application Programming | volumes of API call requests, and imploment measures tomitigate cyber | ¢ ool Capz | ApPlications and/or Servicas (TAAS) tha are suscopile o Danal of s
Interface Development _threats such as denial of service (DoS) attacks. Senvice (DoS) attacks to limit and prioritize the use of resources.
Management of End User | N/A o
65 Computing and Functional " NA NA N/A 0
Relationship
The prevalence of business application tools and software on the Internet Mechanisms exist to maintain a current list of approved technologies
has enabled end user computing, where business users develop or use (hardware and software).
Management of End User SUT\;L]IS EDP:CE(IOHS;D aumm:ler&rh:u:peralmn‘s‘, such asdperfovmm(i d‘ﬂla
6.5.1 Computingand | 2n2sis and generating reports. IT hardware, software and services tha Functional |Intersects With| Approved Technologies | AST-01.4 5
pplications are not managed by the IT department (shadow IT) increase the FI's
exposure to risks such as leakage of sensitive data or malware infection.
Shadow IT should be managed as part of the FI's information assets.
The prevalence of business application tools and software on the Internet Mechanisms exist to detect the presence of unauthorized Technology
has enabled end user computing, where business users develop or use Assets, Applications and/or Services (TAAS) in use.
Management of End User swmfxle app:ca(mns((‘c aumm:le‘;hhe";peralmn's‘, such asdperformmj d:na Shadomnformaton
w i
6.5.1 Computing and analysis and generating reports. IT hardware, software and services thaf Functional  |Intersects With 0PS-07 5
optications are not managed by the IT department (shadow IT) increase the FI's Technology Detection
exposure to risks such as leakage of sensitive data or malware infection.
Shadow IT should be managed as part of the FI's information assets.
Management of End User | The FI should establish measures to control and monitor the use of shadow Shadom Information Mechanisms exist to detect the presence of unauthorized Technology
6.5.2 Computingand |ITinits environment. Functional | Intersects With 0OPS-07  [Assets, Applications and/or Services (TAAS) in use. 5
h Technology Detection
Aprocess should be established to assess the risk of end user developed Mechanisms exist to facilitate the implementation of security,
Management of End User |or acquired applications to the FI, and ensure appropriate controls and : and resilience and ization controls.
) " priate Information Assurance
653 Computingand | security measures are implemented to address the identified risks, and Functional | Subset Of %) Omerations 1A0-01 10
Applications approvalis obtained before being used. The Fl should ensure proper
testing before the applications are deploved.
N/A ) No
7 IT Service Management Functional ) N/A N/A N/A 0
T Service M. t [NA N
74 ervice Management Functional e N/A N/A N/A 0
Framework
Arobust IT service management framework is essential for supporting IT Mechanisms exist to define supporting business processes and
services and operations, tracking information assets, managing changes, i and service to ensure
responding to incidents, as well as ensuring the stability of the production appropriate planning, delivery and support of the organization's
1T Senvice Management | T EVironment. The framework should comprise the governance structure, Service Delivery technology capabilities supporting business functions, workforce,
7.1 A processes and procedures for T service management activities including | Functional | Intersects With|  (Business Process OPS-03  |and/or customers based on industry-recognized standards to achieve 5
refresh patch Support) the specific goals of the process area.
change software release
incident management and problem management
Configurat N/A N
72 onfiguration Functional Ne N/A N/A N/A 0
Configuration management is the process of maintaining key information Mechanisms exist to facilitate the implementation of configuration
(e-g- model, version, etc) about thy of the management controls.
Confi ation T . T Confi ration
21 igurati hardware and software that makes up each T system. The Fl should runctional | subsetor igurati oFe.01 o
Management implement a configuration management process to maintain accurate Management Program
information of its hardware and software to have visibility and effective
control of its IT svstems.
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The FI should review and verify the configuration information of its Mechanisms exist to develop, document and maintain secure baseline
122 Configuration hardware and software on a regular basis to ensure itis acourate and up-to| [ || Secure Baseline cro0 for Assets, and/or Services s
Management date. Configurations (TAAS) that are consistent with industry-accepted system hardening
The FI should review and verify the configuration information of its Atomated Contrat ‘Automated mechanisms exist to govern and report on baseline
Configurat -
122 onfiguration hardware and software on a regular basis to ensure itis accurate andup-to| g | e b SR TR CFG.022 of Assets, s and/or Services s
Management date. (TAAS) through Continuous Diagnostics and Mitigation (CDM), or
Verification
similar
Technology Refresh | N/A N
73 echnology Refres! Functional © N/A N/A N/A 0
The FI should avoid using outdated and unsupported hardware or software, existto prevent Assets,
which could increase its exposure to security and stability risks. The FI Applications and/or Services (TAAS) by:
should closely monitor the hardware’s or software’s end-of-support (EOS) Unsupported Technology (1) Removing and/or replacing TAAS when support for the components
Technology Refresh i i isi ;
a1 achnology Refresh  |dates as service providers would typically cease the provision of patches, | ¢l SO PEREEY L is no longer avalable from the developer, vendor or manufactrer; and s
Management including those relating to security vulnerabilities that are found after the andor Sendices (TAAS) (2) Requiring justification and documented approval for the continued
EOS date. use of unsupported TAAS required to satisfy mission/business needs.
Atechnology refresh plan for the replacement of hardware and software Mechanisms exist to manage the usable lifecycles of Technology
Technology Refras _|<"0Ud be developed before they reach EOS. Arisk assessment for Technology Lifecycle Assets, Applications and/or Services (TAAS).
732 hardware and software approaching EOS date should be conducted to Functional | Subset Of SEA-07.1 10
Management 1A be 3 Management
evaluate the risks of their continued use, and effective risk mitigation
measures should be
The Fl should obtain dispensation from its management for the continued Mechanisms exist to prohibit exceptions to standards, except when the
use of outdated and unsupported hardware and software. The exception has been formally assessed for risk impact, approved and
Technology Refresh |di tion should be assigned a validity period that i t ded.
7.3.3 e/ spensation should be assigned a validity period that Is commensurate Functional | Intersects With| Exception Management | GOv-02.1 "' 5
Management with the identified risks and risk mitigation measures. The dispensation
should be reviewed periodically to ensure the attendant risks remain at an
level.
The FI should obtain dispensation from its management for the continued existto prevent Assets,
use of outdated and unsupported hardware and software. The Applications and/or Services (TAAS) by:
dispensation should be assigned a validity period that is commensurate Unsupported Technology (1) Removing and/or replacing TAAS when support for the components
Technology Refresh identi itigati . The di ;
a3 ‘echnology Refresh | with the identified risks and risk mitigation measures. The dispensation Functional | IntersectsWith|  Astors, Applisations. | Toa7 |15 o longer available from the developer, vendor or manufacturer; and s
Management should be reviewed periodically to ensure the attendant risks remain at an andor Sendices (TAAS) (2) Requiring justification and documented approval for the continued
acceptable level. use of unsupported TAAS required to satisfy mission/business needs.
N/A N
7.4 Patch Management Functional © N/A N/A N/A )
‘A patch management process should be established to ensure applicable Mechanisms exist to conduct software patching for all deployed
functional and non-functional patches (e.. fixes for security vulnerabilities Softwore & Firmware Technology Assets, Applications and/or Services (TAAS), including
7.4 Patch Management | and software bugs) are implemented within a timeframe that is Functional | Intersects With Darching VPM-05 | firmware. 8
commensurate with the criicality of the patches and the FI's IT systems.
Patches should be tested before they are applied to the FI's IT systems in oro-Doployment Patch Mechanisms exist to perform due diligence on software and/or
7.4.2 Patch the i to ensure ith existing IT Functional | Intersects With iy VPM-05.6  |firmware update stability by conducting pre-production testing in a non-| 8
svstems or thev do not introduce problems to the IT ¢ :
N/A N
75 Change Management Functional © N/A N/A N/A )
The Fl should establish a change management process to ensure changes Change Management Mechanisms exist to facilitate the implementation of a change
751 Change Management  [to information assets are assessed, tested, reviewed and approved before | Functional | Subset Of P CHG-01 | management program. 10
Artisk and impact analysis of the change to an information asset should be Mechanisms exist to govern the technical configuration change control
. The anal Configuration Ch .
752 Change Management before the change. Ti is should cover Functional |Intersects with| COnfigurationChange o, ) - |Processes. 5
factors such as security and implications of the change in relation to other Control
assets.
Artisk and impact analysis of the change to an information asset should be Mechanisms exist to prohibit unauthorized changes, unless
he anal -
752 Change Management before the change. Ti is should cover Functional |Intersects With| Prohibition Of Changes | CHG-02.1 |Cr8anization-approved change requests are received. 5
factors such as security and implications of the change in relation to other
assets.
Artisk and impact analysis of the change to an information asset should be Mechanisms exist to analyze proposed changes for potential security
. Security Impact Analysi i i .
162 Change Management | CMdUeted before implementing the change. The analysis should cover Functional. | intersects witn | SeCUity Impact Analy CH.03 | imPacts, prior to the implementation of the change. s
factors such as security and implications of the change in relation to other for Changes
assets.
The FI should ensure all changes are adequately tested in the test Mechanisms exist to appropriately test and document proposed
environment. Test plans for changes should be developed and approved by et Validote & changes in a non-production environment before changes are
7.5.3 Change Management  [the relevant business and IT management. Test results should be accepted | Functional | Intersects With . CcHG-02.2 |i ina i 5
Document Changes
and signed off before the changes are deployed to the production
Achange advisory board, comprising key stakeholders including business Mechanisms exist to govern the technical configuration change control
o4 Chango Management |2/ management, should bo formed to approve and priortise the Functional | intersacts witn| CoMfieuration Change | [processes. s
changes after considering the stability and security implications of the Control
changes to the i
The FI should perform a backup of the information asset prior to the Mechanisms exist to appropriately test and document proposed
65 Chango Management _|C1nES mplementation, and establish a ollback plan to revert the Functional | intersectswitn| _ Test Validate & CHG-0z.2 |ChanEes ina non-production environment before changes are s
information asset to the previous state if a problem arises during or after Document Changes ina
the change i
Urgent or emergency changes, such as a high priority security patch for an Mechanisms exist to govern change management procedures for
IT system, are changes that need to be implemented expeditiously and “emergency” changes.
may not be able to follow the standard change management process. To
7.5.6 Change Management | reduce the risk to the security and stability of the production environment, | Functional | Intersects With| ~Emergency Changes | CHG-07 5
the FI should clearly define the procedures for assessing, approving and
implementing emergency changes, as well as identify the authorisers or
for the changes.
Logs contain useful information which facilitates investigations and Mechanisms exist to appropriately test and document proposed
. Chango Managament | 70Ub1eshooting. As such, the F should ensure the logaing facily is Functional | intersectswitn| _ Test Validate & CHG-02. |ChanEes ina non-production environment before changes are s
enabled to record activities that are performed during the change process. Document Changes ina
Software Rel N/A N
76 oftware Release Functional o N/A N/A N/A )
Segregation of duties in the software release process should be practised exist to and maintain of Duties
fty Rel i i i ti f Duti i ivif .
61 Software Release |to ensure no single individual has the ability to develop, compileandmove | L o | Separation of Duties | oo |(S0D) to prevent potential inappropriate actvity without collusion. s
Management software codes11 from one environment to another. (SoD)
Software Release |15 IMPOTtant that controls are implemented to maintain traceability and Mechanisms exist to restrict software library privileges to those
war
7.6.2 Manmgomont integrity for all software codes that are moved between IT environments. | Functional | Intersects With|  Library Privileges CHG-04.5 individuals with a pertinent business need for access. 5
Software Release Itis important that controls are implemented to maintain traceability and existto enhanced activity for
war
7.6.2 Manmgomont integrity for all software codes that are moved between IT environments. | Functional | Intersects With | Privileged User Oversight | MON-01.15 | privileged users. 5
Itis important that controls are implemented to maintain traceability and Mechanisms exist to limit privileges to change software resident within
Software Release Access to Program *
7.6.2 integrity for all software codes that are moved between IT environments. | Functional | Intersects With TDA-20 | software libraries. 5
Management Source Code
N/A ) No
7.7 Incident Management Functional ) N/A N/A N/A 0
An ITincident occurs when there is an unexpected disruption to the, Mechanisms exist to implement and govern processes and
delivery of IT services or a security breach of an IT system, which to facilitate an izati i ol P
the confidentiality, integrity and of data or the IT Incident Response for cybersecurity and data protection-related incidents.
7.7 Incident Management | system. The FI should establish an incident management framework with | Functional | ~Subset Of o e 1RO-01 10
the objective of restoring an affected IT service or system to a secure and P
stable state, as quickly as possible, so as to minimise impact to the FI's
business and cust:
The FI should ensure sufficient resources are available to facilitate and Mechanisms exist to implement and govern processes and
support incident response and recovery. The Fl may engage external tofacilitate an de response capability
assistance to augment its resources to facilitate and support incident Incident Response for cybersecurity and data protection-related incidents.
77.2 Incident Management @ PP Functional Subset Of P IRO-01 4 Y P 10
response and recovery. For example, the Fl can engage an incident Operations
response and security forensic company to support cyber attack
and provide 24 by 7 incident response capability.
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The Fl should ensure sufficient resources are available to facilitate and Mechanisms exist to cover:
support incident response and recovery. The Fl may engage external (1) Preparation;
assistance to augment its resources to facilitate and support incident (2) Automated event detection or manual incident report intake;
77.2 Incident Management | response and recovery. For example, the FI can engage an incident Functional | Intersects With|  Incident Handling IRO-02  |(3) Analysis; 8
response and security forensic company to support cyber attack (4) Containment;
investigation, and provide 24 by 7 incident response capability. (5) Eradication; and
(6) Recoverv.
The incident management framework should minimally cover: Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
773 Incident Management Functional |Intersects With|  Incident Handling 1IRO-02  ((3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the process and procedure for handling IT incidents, including cyber Mechanisms exist to cover:
related incidents; 12 (1) Preparation;
(2) Automated event detection or manual incident report intake;
7.7.3(a) Incident Management Functional |Intersects With|  Incident Handling 1IRO-02  ((3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
maintenance and protection of supporting evidence for the investigation Mechanisms exist to cover:
and diagnosis of incidents; and (1) Preparation;
(2) Automated event detection or manual incident report intake;
7.7.3(b) Incident Management Functional |Intersects With|  Incident Handling 1IRO-02  ((3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the roles and responsibilities of staff and external parties involved in Mechanisms exist to cover:
recording, analysis, escalation, decision-making, resolution and (1) Preparation;
monitoring of incidents. (2) Automated event detection or manual incident report intake;
7.7.3(c) Incident Management Functional |Intersects With|  Incident Handling 1IRO-02  ((3) Analysis; 5
(4) Containment;
(5) Eradication; and
(6) Recoverv.
The FI should configure system events or alerts to provide an early Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
s Incident Management | "4ication ofissues that may affect is IT systems' performance and Functional. | intersects witn | Automated Tools for Reald - lor similar automated tool, o support near real-time analysis and s
security. System events or alerts should be actively monitored so that Time Analysis incident escalation.
prompt measures can be taken to address the issues earlv.
In some situations, a major incident may develop unfavourably into a Mechanisms exist to establish an integrated team of cybersecurity, IT
crisis. The FI should regularly apprise its senior management of the status Integrated Security and business function representatives that are capable of addressing
775 Incident Management | of major incidents so that decisions to mitigate the impact of the crisis can | Functional | Intersects With | Incident Response Team |  IRO-07 | cybersecurity and data protection incident response operations. 8
be made in a timely manner, such as activation of IT disaster recovery. (ISIRT)
In some situations, a major incident may develop unfavourably into a exist to timely-report incidents to
crisis. The FI should regularly apprise its senior management of the status ncident Stakenolder (1) Internal stakeholders;
775 Incident Management | of major incidents so that decisions to mitigate the impact of the crisis can Functional Intersects With Reporting IRO-10 (2) Affected clients & third-parties; and 3
be made in a timely manner, such as activation of IT disaster recovery. (3) Regulatory authorities.
A communications plan that covers the process and procedures to apprise Mechanisms exist to establish an integrated team of cybersecurity, IT
customers of impact on services, and to handle media or public queries Intograted Security and business function representatives that are capable of addressing
. Incident Management _|£"0U1d be maintained. The plan should also inolude identifying the Functional SubsetOF | Incidont Responce Tear | 1RO-07 |CYPerseeurity and data protection incident response operations. o
spokespersons and subject matter experts to address the media or public i
queries as well as the communication channels to disseminate
It would be useful for the Fl to provide timely updates to its customers on ‘exist to timely-report incidents to
the progress of its incident management and the measures the Fl is ncident Stakenolder (1) Internal stakeholders;
777 Incident Management  |implementing to protect its customers and continue delivery of financial Functional Subset Of Reporting IRO-10 (2) Affected clients & third-parties; and 10
services. Where appropriate, the Fl should advise its customers on actions (3) Regulatory authorities.
that thev should take to protect
7.8 Problem Management |2 Functional i N/A N/A N/A 0
The Fl should establish problem management process and procedures to Root Cause Analysis Mechanisms exist to incorporate lessons learned from analyzing and
7.81 Problem Management | determine and resolve the root cause of incidents to prevent the recurrence Functional Intersects With (RCA) & Lessons Learned IRO-13 resolving cybersecurity and data protection incidents to reduce the 5
of similar incidents. likelihood or impact of future incidents.
The FI should maintain a record of past incidents which include lessons Root Cause Analysis Mechanisms exist to incorporate lessons learned from analyzing and
7.8.2 Problem Management | learnt to facilitate the diagnosis and resolution of future incidents with Functional Intersects With (RCA) & Lessons Learned IRO-13 resolving cybersecurity and data protection incidents to reduce the 5
similar likelihood or impact of future incidents.
‘Atrend analysis of past incidents should be performed by the FI to identify exist to use qual and data from
commonalities and patterns in the incidents, and verify if the root causes incident response testing to:
85 Problem Management _|1© 1 Problems had been properly dentiied and resolved. The FI should Functional | intersects witn|  CoMtinuousIncident | |(1) Determine the effectiveness of incident response processes; s
also use the analysis to determine if further corrective or preventive Response (2)C prove incident response processes; and
measures are necessary. (3) Provide incident response measures and metrics that are accurate,
andina format.
8 IT Resilience (V2 Functional NO N/A N/A N/A ]
8.1 System Availability (T2 Functional ’,\‘0 N/A N/A N/A ]
Maintaining system availability is crucial in achieving confidence and trust Mechanisms exist to facilitate the implementation of contingency.
in the FI's operational capabilities. IT systems should be designed and Business Continuity planning controls to help ensure resilient Technology Assets,
8.1.1 System Availability  |implemented to achieve the level of system availability that is Functional Subset Of tem BCD-01 B and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
commensurate with its business needs. (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
Redundancy or fault-tolerant solutions should be implemented for IT Mechanisms exist to identify and assess the security of Technology.
systems which require high system availability. The Fl should perform a Assets, Applications and/or Services (TAAS) that support more than
periodic review of its IT system and network architecture design to identify one critical business function.
a1 Systom Availability | ¥e@knesses inthe existing design. The review should include a mapping o | ¢l o Asset-Service AST-014 s
internal and external dependencies of the FI’s IT systems to determine any Dependencies
single point of failure. It is important that the Fl conducts regular testing to
ascertain that the level of resilience continues to meet its business
Redundancy or fault-tolerant solutions should be implemented for IT Mechanisms exist to maintain network architecture diagrams that:
systems which require high system availability. The Fl should perform a (1) Contain sufficient detail to assess the security of the network's
periodic review of its IT system and network architecture design to identify Network Diagrams & architecture;
a1 System Availability |/e2Kn9ses inthe existing design. The review should includo a mapping of | oot | iniercecrswith|  Data Flow Diagrams AsT.0a |(2)Reflect the current architecture of the network environment; and s
internal and external dependencies of the FI’s IT systems to determine any DFDS) (3) Document all sensitive and/or regulated data flows.
single point of failure. It is important that the Fl conducts regular testing to
ascertain that the level of resilience continues to meet its business
Redundancy or fault-tolerant solutions should be implemented for IT Mechanisms exist to maintain a failover capability, which is not
systems which require high system availability. The Fl should perform a with the primary Asset, and/or
periodic review of its IT system and network architecture design to identify Service (TAAS), which can be activated with little-to-no loss of
a1 Systom Availability | eknesses inthe existing design. The review should include a mappingof | ¢ ol e | Redundant Secondary | g - information or disruption to operations. s
internal and external dependencies of the FI’s IT systems to determine any System
single point of failure. It is important that the Fl conducts regular testing to
ascertain that the level of resilience continues to meet its business
The Fl should continuously monitor the utilisation of its system resources exist to and alert on the
613 System Availaiity | 269Nt @ setof pre-defined thresholds. 13 Such monitoring coutd facittate | ¢ oo Lo | gy |oPerating state and health status of critcal Technology Assets, s
the Fl in carrying out capacity management to ensure IT resources are Applications and/or Services (TAAS).
adeauate to meet current and future business needs.
Procedures should be established to respond to situations when pre- Mechanisms exist to automatically scale the resources available for
8.1.4 System Availability defined thresholds for system resources and system performance have Functional Intersects With Elastic Expansion CAP-05 Technology Assets, Applications and/or Services (TAAS), as demand 3
been breached. conditions change.
8.2 System Recoverability (22 Functional NO N/A N/A N/A ]
The Fl should establish systems’ recovery time objectives (RTO) and Recovery Time / Point Mechanisms exist to facilitate recovery operations in accordance with
8.2.1 System Recoverability |recovery point objectives (RPO) that are aligned to its business resumption Functional Intersects With Objectives (RTO / RPO) BCD-01.4 |Recovery Time Objectives (RTOs) and Recovery Point Objectives 8
and system recovery priorities. (RPOs).
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The FI's disaster recovery plan should include procedures to recover Mechanisms exist for process owners to establish and maintain formal
systems from various disaster scenarios, as well as the roles and Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
responsibilities of relevant personnelin the recovery process. The disaster information is detailed enough, accurate and representative of current
822 System Recoverability |"°*P P P Functional | Subset Of Disaster Recovery | BCD-01.7 ¢ P 10
recovery plan should be reviewed at least annually and updated when (BO/DR) Plons operations in order to sustain and/or restore operations under adverse
there are material changes to business operations, information assets or conditions.
factors.
During the recovery process, the FI should follow the established disaster Mechanisms exist for process owners to establish and maintain formal
recovery plan that has been tested and approved by management. The FI Business Continuity & Disaster Recovery (BC/DR) plans to ensure
should avoid deviating from the plan as untested recovery measures could Business Continuity & information is detailed enough, accurate and representative of current
623 System Rocoverability | X@cerbate the incident and prolong the recovery process. n exceptional | ¢S CEEEREPRIEE | oerations in order to sustain andior restore operations under adverse s
circumstances where untested recovery measures need to be used, the Fl (BG/DR) Plans conditions.
should perform a risk and ensure adeq \s are in
place, as well as obtain approval from senior management.
The Fl should endeavour to operate from its recovery, secondary or Mechanisms exist to conduct tests and/or exercises to evaluate the
alternate site periodically so as to have the assurance thatits plan's andthe readiness to
’ Contingency Plan Testing
8.2.4 System Recoverability [ infrastructure and systems at these sites are able to support business Functional | Intersects With o o BCD-04 [execute the plan. 8
needs for an extended period of time when production systems failover
from the primary or site.
Testing of Disaster | N/A No
83 o © o Functional N/A N/A N/A 0
ecovery Plan
The FI should perform regular testing of ts disaster recovery plan to Mechanisms exist to conduct tests and/or exercises to evaluate the
validate the effectiveness of the plan and ensure its systems are able to plan's andthe readiness to
Testing of Disast ) Cont Plan Test X
51 esting of Disaster | meet the defined recovery obijectives. Relevant stakefolders, including Functional | intersacts witn | CoMtingency PlanTesting | - |execute the plan. s
Recovery Plan those in business and IT functions, should participate in the disaster & Exercises
recovery test to familiarise themselves with the recovery processes and
ascertain if the svstems are as expected.
Adisaster recovery test plan should include the test objectives and scope, Mechanisms exist to conduct tests and/or exercises o evaluate the
Testing of Disaster Contingency Plan Testin :
832 g test scenarios, test scripts with details o the activities to be performed Functional | Intersects With gency ] I plan's and the readiness to 5
Recovery Plan during and after testing, system recovery procedures, and the criteria for & Exercises execute the plan.
measuring the success of the test.
) The testing of disaster recovery plan should comprise: ) Mechanisms exist to conduct tests and/or exercises o evaluate the
Testing of Disaster Contingency Plan Testing !
833 Functional | Intersects With BCD-04 plan's andthe readiness to 5
Recovery Plan & Exercises
execute the plan.
) Various plausible disruption scenarios, including full and partial ) Mechanisms exist to conduct tests and/or exercises o evaluate the
Testing of Disaster Contingency Plan Testing !
83.3(a) incapacitation of the primary or production site and major system failures; | Functional | Intersects With BCD-04 plan's andthe readiness to 5
Recovery Plan & Exercises
and execute the plan.
) recovery dependencies between information assets, including those ) Mechanisms exist to conduct tests and/or exercises o evaluate the
Testing of Disaster Contingency Plan Testing !
8.3.3(0) managed by third parties. Functional | Intersects With BCD-04 plan's andthe readiness to 5
Recovery Plan & Exercises
execute the plan.
Where information assets are managed by service providers, the Fl should Mechanisms exist to facilitate the implementation of third-party
assess the service provider's disaster recovery capability and ensure management controls.
Testing of Disaster | disaster recovery arrangements for these information assets are
83.4 © v arrang Functional | Intersects With | Third-Party Management [ TPM-01 8
Recovery Plan established, tested and verified to meet its business needs. The Fl should
engage its service provider to test the recovery steps that require
actions between the service provider and the Fl.
Where information assets are managed by service providers, the Fl should existto internal plans with the
assess the service provider's disaster recovery capability and ensure contingency plans of external service providers to ensure that
Testing of Disaster Coordinate With External .
034 g disaster recovery arrangements for these information assets are Functional | intersects With 8CD-01.2 |contingency requirements can be satisfied 5
Recovery Plan established, tested and verified to meet its business needs. The Fl should Service Providers
engage its service provider to test the recovery steps that require
actions between the service brovider and the FL.
System Backupand | N/A N
8.4 4 N P Functional Ne N/A N/A N/A 0
ecovery
The Fl should establish a system and data backup strategy, and develop a Mechanisms exist to create recurring backups of data, software and/or
SystemBackupand | plan to perform regular backups so that systems and data can be system images, as well as verify the integrity of these backups, to
8.4.1 ¥ P P o g P! V! Functional | Intersects With Data Backups Bcp-11 | 8 ty arity P! 5
Recovery recovered in the event of a system disruption or when data is corrupted or ensure the availability of the data to satisfy Recovery Time Objectives
deleted. (RTOS) and Recoverv Point Obiectives (RPO).
To ensure data availability is aligned with the FI's business requirements, Mechanisms exist to create recurring backups of data, software and/or
Systom Backup ang | he Fl should institute a policy to manage the backup data lfe cycle, which system images, as well as verify the integrity of these backups, to
842 4 Recavew” includes the establishment of the frequency of data backup and data Functional | Intersects With Data Backups BCD-11  |ensure the availability of the data to satisfy Recovery Time Objectives 5
retention period, management of data storage mechanisms, and secure (RTOs) and Recovery Point Objectives (RPOS).
of backup data.
The FI should periodically test the restoration of its system and data ) Mechanisms exist to utilize sampling of available backups to test
System Backup and 2 Test Restoration Using !
843 backups to validate the of its backup Functional | Intersects With BCD-11.5 |recovery capabilities as part of business continity plan testing. 5
Recovery Sampling
To protect data in backup from unauthorised access and modification, the Mechanisms exist to store backup copies of critical software and other
System Backup and identi Separate Storage for . ity or in  fire-
s v p Fl should ensure any confidential data stored in the backup media is Functional | intersectswith|  SP g BCD-A1.2 |SecUrity-related information in a separate faciltyor na fre-rated s
Recovery secured (e.g. encrypted). Backup media should be stored offline or at an Critical Information container that is not collocated with the system being backed up.
offsite location.
To protect data in backup from unauthorised access and modification, the G exist to prevent the
System Backup and identi d
s v p Fl should ensure any confidential data stored in the backup media is Functional | Intersects With| Cyptographic Protection| BGD-11.4 of backup s
Recovery secured (e.g. encrypted). Backup media should be stored offline or at an
offsite location.
N/A N
85 Data Centre Resilience Functional e N/A N/A N/A 0
The FI should conduct a Threat and Vulnerability Risk Assessment (TVRA) Mechanisms exist to conduct recurring assessments of risk that
for its data centres(DCs) to identify potential vulnerabilities and includes the likelihood and magnitude of harm, from unauthorized
weaknesses, and the protection that should be established to safeguard access, use, disclosure, disruption, modification or destruction of the
651 Date Gentre Resiiance. |1Me DCS against physical and environmental threats. 14 In addition, the Functional | intersects with|  Risk Assessment RSK.08 s Assets, Senvices and/or Data N
TVRA should consider the political and economic climate of the country in (TAASD).
which the DCs are located. The TVRA should be reviewed whenever there is
a significant change in the threat landscape or when there is a material
change in the DC’s
The FI should conduct a Threat and Vulnerability Risk Assessment (TVRA) Mechanisms exist to identify, assess, prioritize and document the
for its data centres(DCs) to identify potential vulnerabilities and otential impact(s) and likelihood(s) of applicable internal and external
P P p pp!
weaknesses, and the protection that should be established to safeguard threats.
8.5.1 Data Centre Resilience |\1'® DCS @gainst physical and environmental threats. 14 In addition, the Functional | Intersects With Threat Analysis THR-10 8
TVRA should consider the political and economic climate of the country in
which the DCs are located. The TVRA should be reviewed whenever there is
a significant change in the threat landscape or when there is a material
change in the DC’s.
The FI should conduct a Threat and Vulnerability Risk Assessment (TVRA) Mechanisms exist to utilize "red team” exercises to simulate attempts
for its data centres(DCs) to identify potential vulnerabilities and by i Assets, and/or
weaknesses, and the protection that should be established to safeguard Services (TAAS) in accordance with organization-defined rules of
851 Data Gentre Resilience |16 DCS 2gainst physical and environmental threats. 14 In addition, the Functional |Intersects With|  Red Team Exercises VvPM.1g | engagement. 3
TVRA should consider the political and economic climate of the country in
which the DCs are located. The TVRA should be reviewed whenever there is
a significant change in the threat landscape or when there is a material
change in the DC’s.
The FI should ensure adequate redundancy for the power, network Mechanisms exist to test contingency plans at alternate storage &
tivity ling, electrical h s St f the DC t« Alts ite St & ites t th fe It ti L with the
52 Data Gontro Resiisnce | COMeCtt, and cooling, electrical and mechanical systems of theDC 1o | ool ernate Storage BCD.04.2 | PrOCeSSIng sites o both familiarize contingency personnel with the s
eliminate any single point of failure. Consideration should be given to the Processing Sites facility and evaluate the capabilities of the alternate processing site to
following: support
diversification of data communications and network paths; Mechanisms exist to test contingency plans at alternate storage &
Alts ite St & ites t th fe It ti L with the
8.5.2(a) Data Centre Resilience Functional | Intersects With emate Storage BCD-04.2 |Processingsites toboth familiarize contingency personnel with the 5
Processing Sites facility and evaluate the capabilities of the alternate processing site to
support
‘deployment of power equipment, such as uninterruptable power sources, Mechanisms exist to test contingency plans at alternate storage &
ki 1y 1t ith fuel tanks; Alts ite St & ites t th fe It ti L with the
85.20) Data Gentre Resiiance | P°KUP diesel generators with fuel tanks; and Functionat | intersacts with ernate Storage 5C0.002 essing sites o both familarize contingency personnel with the s
Processing Sites facility and evaluate the capabilities of the alternate processing site to
support
implementation of redundant cooling equipment (e.g. cooling towers, Mechanisms exist to maintain a failover capability, which is not
Redundant Second:
852(0) Data Gontre Resiience. |C€d Water supply and computer room aif conditioning units) tocontrol. | ¢ ol | Redundant Secondary | g ocated with the primary Asset, and/or s
the temperature and humidity levels in the DC and prevent fluctuations System Service (TAAS), which can be activated with little-to-no loss of
botentially harmful to svstems. or disruption to
As part of the DC’s environmental controls, the FI should implement fire Facility security mechanisms exist to utilize and maintain fire
653 Data Gontre Rasiionce. |4€1€0tion and suppression devices or systems, such as smoke or heat Functional. | intersects With Fire Protection PES-08 and detection for the system that are s
detectors, inert gas suppression systems, and wet or dry sprinkler byan energy source.
svstems.

Secure Controls Framework (SCF)

120f19



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) (Y T Singapore - Monitory Authority of Singapore (MAS) Technology Risk Management (TRM) Guidelines (2021)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: https: mas.gov. d-Fi \ d-Sup /TRM-
STRM Guidance: h heory pping: Published STRM URL: pac-sgp 2021 pof
STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Description Relationship
As part of the DC’s environmental controls, the FI should implement fire Facility security mechanisms exist to utilize and maintain fire detection
853 Data Centre Resilience | 21€°11on and suppression devices or systems, such as smoke or heat Functional |Intersects With| Fire Detection Devices | PES-08.1 that activate tically and notify 5
detectors, inert gas suppression systems, and wet or dry sprinkler personnel and emergency responders in the event of a fire.
svstems.
As part of the DC’s environmental controls, the FI should implement fire Facility securit exist to utilize fire
53 Data Gontre Rasiionce. |4€1€0ton and suppression devices or systems, such as smoke or heat Functional | Intersects With| Fire Suppression Devices |  PES-08.2 | deVices/systems that provide automatic notifcation of any activation s
detectors, inert gas suppression systems, and wet or dry sprinkler to personnel and
svstems.
The FI's secondary or disaster recovery DC should be geographically Mechanisms exist to test contingency plans at alternate storage &
Alternate Storage &
54 Data Gontre Resiisnce | 2PT2ted fromits primary or produstion DC so that both sites wllnatbe | ool ernate Storage BCD-04.2 |PrSeSSIng sites o both familiarize contingency personnel with the s
impacted by a disruption to the underlying infrastructure (e.g. Processing Sites facility and evaluate the capabilities of the alternate processing site to
and power in a particular location. support
The DC's physical security and environmental controls should be Mechanisms exist to facilitate the operation of physical and
' Physical & .
55 Data Gontro Resilionge | Otored o013 24 by 7 basis. Appropriate escalation,resporseplansand | ol Physica PEso1 protection controls. .
for physical and incidents at DCs should be Protections
and tested.
The DC should have adequate physical access controls inoluding: ) ) Mechanisms exist to facilitate the operation of physical and
) Physical & Environmental
856 Data Centre Resilience Functional | Subset Of PES-01 |environmental protection controls. 10
Protections
‘access granted to staff should be on a need-to-have basis, and revoked Physical access control mechanisms exist to maintain a current st of
Physical Access
856 Data Gontre Restince|PTOMPLY if access is no longer reuire Functional | intersacts with v pEs.gz |Personnel with authorized access to organizational faciltes (except for s
Authorizations those areas within the faciliy officially designated as publicly
proper notification and approval for visitors to the DC. Allvisitors should Physical access control mechanisms exist to identify, authorize and
8.5.6(0) Data Centre Resilience |be escorted by authorised staff at all times while in the DC; Functional | Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
as publicly
hysical access points in the DC should be secured and monitored at all Controlled Ingress & Physical access control mechanisms exist to imit and monitor
8.5.6(c) Data Centre Resilience | P Functional | Intersects With 8 PES-03.1 | TV 5
times: Egress Points physical access through controlled ingress and egress points.
access to equipment racks should be restricted to authorised staff and rooess To Crioat Physical access control mechanisms exist to enforce physical access
8.5.6(0) Data Centre Resilience | monitored; Functional | Intersects With o o PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
v physical access controls for the facility.
access to keys and other physical access devices should be restricted to Physical access control mechanisms exist to enforce physical access
authorised staff, and replaced or changed promptly if they have been authorizations for all physical access points (including designated
8.5.6(c) Data Centre Resilience P god promptly if thay Functional | Intersects With| Physical Access Control |  PES-03 phy: points g desig 5
misplaced, lost or stolen; and entry/exit points) to facilities (excluding those areas within the facility
officially as publicly
Segregation of delivery and common areas from security sensitive areas Physical security exist to isolate
8.5.6(7) Data Centre Resilience |should be enforced. Functional |Intersects With|  Delivery & Removal PES-10 |facilities from points such as delivery and loading areas and other 5
points to avoid access.
N/A N
s Access Control Functional o N/A N/A N/A )
User A N/A N
9.1 serAccess Functional o N/A N/A N/A o
The principles of ‘never alone’, 15 ‘segregation of duties’, 16 and ‘least exist to enforce rule for
privilege’ 17 should be applied when granting staff access to information changes to critical Technology Assets, Applications and/or Services
User A Dual Authorization f .
011 ser Access assets 5o that no one person has access to perform sensitive system Functional | intersects wit| PuatAuthorizationfor | | (TARS) 5
Management funotions. 18 Access rights and system privileges should be granted Change
ding o the roles and of the staff, and
service oroviders.
The principles of ‘never alone’, 15 “segregation of duties’, 16 and ‘least existto and maintain of Duties
privilege’ 17 should be applied when granting staff access to information (S0D) to prevent potential inappropriate activity without collusion.
User Access ts 5o that h to perf tive syst Separation of Duties
orn assets 5o that no one person has access to perform sensitive system Functionat | intersscts witn|  S°P RS .
Management functions. 18 Access rights and system privileges should be granted (SoD)
ding o the roles and ibilities of the staff, and
service providers.
The Fl should establish a user access management process19 to provision, Mechanisms exist to utilize a formal user registration and de-
012 User Access change and revoke access rights to information assets. Access rights Functional | Interseots witn| VS Provisioning&De- | i process that governs the assignment of access rights. .
should be and approved by parties, such as the Provisioning
asset owner.
For proper accountability, the Fl should ensure records of user access and Mechanisms exist to retain a record of personnel accountability to
Usor Aocess user management activities are uniquely identified and logged for audit and ensure there is a record of all access granted to an individual (system
913 Managomont investigation purposes. Functional | Intersects With| Retain Access Records | 1AC-01.1 |and application-wise), who provided the authorization, when the 5
authorization was granted and when the access was last reviewed.
eor Aocens The FI should establish a password policy and a process to enforce strong oaseword Baced Mechanisms exist to enforce complexity, length and lifespan
9.1.4 password controls20 for users’ access o T systems. Functional | Intersects With 1AC-10.1 to ensure strong criteria for password-based 5
Management Authentication
Multi-f T should be for users with Automated mechanisms exist to enforce Multi-Factor Authentication
access to sensitive system functions to safeguard the systems and data (MFA) for:
from unauthorised access. ) (1) Remote network access;
915 User Acoess Functional |Intersects With Multi-Factor IAC-06 |(2) Third-party Technology Assets, Applicat d/or Services (TAAS) 5
1. Management Authentication (MFA) (2) Third-party Technology Assets, Applications and/or Services (
and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
The FI should ensure appropriate parties such as information asset owners Mechanisms exist to validate that Technology Assets, Applications,
perform periodic user access review to verify the appropriateness of Services and/or Data (TAASD) conform to the organization's security,
privileges that are granted to users. The user access review should be used compliance and/or resilience policies, standards and other applicable
User Access ’ ) Control Conformity
916 to identify dormant and redundant user accounts, as well as inappropriate |  Functional | Intersects With CPL-03  |requirements. 8
Management " ' Monitoring
access rights. Exceptions noted from the user access review should be
resolved as soon as practicable.
Users should only be granted access rights on a need-to-use basis. Access Mechanisms exist to enforce Role-Based Access Control (RBAC) for
User A s Role-Based A
017 ser Access rights that are no longor needed, as a result of a change in a user's job Functional | intersects witn|  Rote-Based Access ac.0a | Techmology Assets, Applications, Services and/or Data (TAASD) to R
or status (e.g. transfer or termination of Control (RBAC) restrict access to individuals assigned specific roles with legitimate
should be revoked or disabled promptly. business needs.
Users should only be granted access rights on a need-to-use basis. Access Mechanisms exist to utilize the concept of least privilege, allowing only
User A i ;
017 ser Access tights that are no longer needed, as a result of a change in a user's job Functional | intersacts with Loast Priviege Iac.a1 |authorized access to processes necessary to accomplish assigned s
or status (e.g. transfer or termination of tasks in accordance with organizational business functions.
). should be revoked or disabled prompty.
The Fl should subject its service providers, who are given access to the FI's Mechanisms exist to facilitate the implementation of identification and
User Access o ) ) Identity & Access
.18 information assets, to the same monitoring and access restrictions onthe | Functional | Subset Of 1AC-01  |access management controls. 10
Management ' Management (IAM)
FI’s personnel.
The FI should subject its service providers, who are given access to the FI's Mechanisms exist to:
Usor Access information assets, to the same monitoring and access restrictions on the (1) Define authorized system account types;
9.1.8 Management FI's personnel. Functional Intersects With| Account Management IAC-15 (2) Define prohibited system account types; and 5
(3) Proactively govern individual, group, system, service, application,
suest and temporary accounts.
Privileged A N/A N
9.2 rivileged Access Functional e N/A N/A N/A 0
Users granted privileged system access have the ability to inflict severe Mechanisms exist to restrict and control privileged access rights for
damage on the stability and security of the FI's IT environment. Access to , users and Technology Assets, Applications and/or Services (TAAS).
Privileged Access g 1ty Y Privileged Account 8 PP (TAAS)
9.2.1 privileged accounts should only be granted on a need-to-use basis; Functional | Intersects With 1AC-16 8
Management ‘ Management (PAM)
activities of these accounts should be logged and reviewed as part of the
FI's ongoing
System and service accounts are used by operating systems, applications Mechanisms exist to facilitate the implementation of identification and
and databasesto interact or access other systems’ resources. The FI ! access management controls.
Privileged Access " Identity & Access
9.2.2 should establish a process to manage and monitor the use of systemand | Functional | Subset Of 1AC-01 10
Management ) " Management (IAM)
service accounts for suspicious or unauthorised activities.
System and sevice accounts are used by operating systems, applications Automated mechanisms exist to support the management of system
priviogod Access |24 databasesto interact or access other systems’ resources. The Fl Automated System accounts (e.g., directory services).
922 Ma"gagemem should establish a process to manage and monitor the use of systemand |  Functional |Intersects With| Account Management | IAC-15.1 8
service accounts for suspicious o unauthorised activities. (Directory Services)
Remote A N/A N
93 emote Access Functional o N/A N/A N/A )
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Remote access allows sers to connect to the FI's internal network via an Mechanisms exist to define, control and review organization-approved,
external network to access the FI's data and systems, such as emails and secure remote access methods.
business applications. Remote connections should be encrypted to
Remote Access 3
9.3.1 prevent data leakage through network sniffing and cavesdropping.Strong | ¢ |1eccoic | Remote Access NET-14 s
such as multi-f should be
implemented for users performing remote access to safeguard against
unauthorised access to the FI's IT environment.
emota Accass _|Te Fl should ensure remote access to the FI's information assets is only Mechanisms exist to define, control and review organization-approved,
932 Management allowed from devices that have been secured according to the FI's security |  Functional ~ [Intersects With|  Remote Access NET-14  |secure remote access methods. 5
tandard:
N/A N
10 Cryptography Functional © N/A N/A N/A 0
Cryptographic Algorithm |N/A No
101 fyptographic Algorithm Functional N/A N/A N/A 0
and Protocol
The primary applications of cryptography are to protect data Mechanisms exist to facilitate the implementation of cryptographic
confidentiality, and maintain data integrity and authenticity. For example, protections controls using known public standards and trusted
Cryptographic Algorithm | CV/PIOEFaPhY is used n data encryption to protect sensitive data; Use of Cryptographic cryptographic technologies.
1011 cryptographic digital signatures can be used to verify the authenticity of the|  Functional | Subset Of CRY-01 10
and Protocol e " Controls
data origin and check if the data has been altered. Besides these
isal \y used in
orotocols.
R Tr:e Fi s(huul(? atduzk o aLLgdonLlhmsl'm‘m U oes Cryptogranhic Cipher Mecl:zmsmhs ex\s(hlc \de?my, d:cur:enllar:d revlewtdet)myed N
1012 ryptograpl ¢ international standards. The Fl should also select an appropriate algorithm | ¢ o1 | ersects with| - Suites and Protocols CRY-01.5 |CTYPtoBraphic cipher suites and protocols to proacively respond to s
and Protocol and encryption key length that meet its security objectives and et industry trends regarding the continued viability of utilized
4 cioher suites and protocols.
Cryptographic Algorithm | /77 the security of the cyptographic algorithm depends on the Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
10.1.3 Pt unpredictability of a random seed or number, the FI should ensure the seed | Functional | Subset Of Pt CRY-01 | protections controls using known public standards and trusted 10
or random number is of sufficient length and
Cryptographic Algorithm | F should ensure all cryptogaphic algorithms usd have been subject Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
10.1.4 to rigorous testing or vetting to meet the identified security objectives and | Functional |  Subset Of CRY-01 | protections controls using known public standards and trusted 10
and Protocol Controls
The FI should monitor developments in the area of cryptanalysis and, Cryptogranhic Cipher Mechanisms exist to identify, document and review deployed
Cryptographic Algorith
1015 ryptographic Agorithm |where necessary, update or change the cryptographic algorithms or Functional | IntersectsWith|  Suites and Protosols | GRy-01.5 | VP1o8"@Phic cipher suites and protocols to proacively respond to s
and Protocol increase the key lengths to ensure they remain resilient against evolving et industry trends regarding the continued viability of utilized
threats. i cipher suites and protocols.
Cryptographic K N/A N
10.2 Typtographic Key Functional Ne N/A N/A N/A 0
Cryptographic Key _|CVPIOBaPNIc key management poliy, standards and procedures covering Cryptographic ey exist o faciltate key ma controls
1021 key generation, renewal, re tion, recovery and | Functional | Intersects With CRY-09 [to protect the confidentiality, integrity and availability of keys. 5
Management Management
expiry should be
The FI should ensure cryptographic keys are securely generated and exist to facilitate key controls
1022 Cryptographic Key |protected from unauthorised disclosure. Any cryptographic key orsensitive | L - | Cryptographic Key cRv.09 |t Protect the confidentialiy, integrty and avaitabiliy of keys. s
Management data used to generate or derive the keys should be also be protected or Management
securely destroved after the kev is generated.
The Fl should determine the lifespan of each key exist to facilitate key controls
Cryptographickey |56 O factors, such as the sensitvty of the data, the criicaity of the CryptographicKey to protect the confidentiality, integrity and availability of keys.
1023 system to be protected, and the threats and risks that the data or system |  Functional | Intersects With CRY-08 5
Management Management
may be exposed to. The cryptographic key should be securely replaced,
before it expires at the end of its lifespan.
Cryptographic Key |0 PTOLoCt sonSitive cryptographic keys, the I should manae, process Coyptographic Key existto facilitate ickey controls
10.2.4 and store such keys in hardened and tamper resistant systems, e.g. by Functional | Intersects With CRY-09 |t protect the confidentiality, integrity and availability of keys. 5
Management ! Management
using a hardware security module.
Where sensitive cryptographic keys need to be transmitted, the FI should existto facilitate ickey controls
Cryptographic K . Cryptographic K .
1025 yptographic Key | ensure these keys are not xposed during transmission. The keys shouldbe | ol Cryptographic Key CRy.0s |to Protect the confidentiality, integrity and availabiliy of keys. s
to the intended recipient via an out-of-band channel or other Management
secure means to minimise the risk of
Diversification of cryptographic keys can limit the impact of key exposure. existto facilitate ickey controls
Cryptographic K . Cryptographic K .
10256 yptographic Key | Cryptographic keys should be used for asingle purpose. For nstance, the | ol | Cryptographic Key CRy.0s |to Protect the confidentiality, integrity and availabiliy of keys. s
Management cryptographic key for data encryption should be different from the one that Management
is used to generate digital signature
Cryptographic Key |2 CYPLOBTaPhic keyis found to be compromised, the Fi should revoke Coyptographic Key Loss exist to ensure the ity of i in the event
1027 and replace the key and all other keys whose security could also be Functional | Intersects With CRY-09.3 |of the loss of cryptographic keys by individual users. 5
Management or Change
as a result of the exposed key.
Cryptographic Key _|VNeN ETPLOgTaphic keys have expired of ave been revoked, the F should Copptographic Key exist o acilltate crypt ic ey controls
10.2.8 use a secure key destruction method to ensure the keys are not Functional | Intersects With CRY-09 |t protect the confidentiality, integrity and availability of keys. 5
Management Management
When replacing of renewing a compromised or expiring cryptographic key, exist to ensure the ity of i in the event
1020 CryptographicKey  the FI should generate the new key in a manner such that any adversary Functional | intersects witn| CTYPtographicKeyLoss | o of the loss of cryptographic keys by individual users. s
Management who has knowledge of part or whole of the previous key will not be able to or Change
derive the new key from .
Coyptographic Key | CVPIOBTaPhIC keys can be corrupted or intentionally deleted. As such, Copptographic Key exist o acilltate crypt ic ey controls
10.2.10 VS, the Fl should maintain backups of cryptographic keys for recovery Functional | Intersects With VN, CRY-09 |t protect the confidentiality, integrity and availability of keys. 5
© purposes and accord them a high level of protecti g
Data and Infrastructure | N/A N
1 ata and Infrastructure Functional o N/A N/A N/A o
Security
N/A N
1.4 Data Security Functional e NA NA N/A 0
The FI should develop comprehensive data loss prevention policies and publishing Security Mechanisms exist to establish, maintain and disseminate policies,
T Date Security adopt measures to detect and prevent unauthorised access, modification, | ol SRR | o, [standards and procedures necessary for secure, compliant and N
copying, or transmission of ts confidential data, taking into consideration resilient capabilities.
Documentation
the following:
The FI should develop comprehensive data loss prevention policies and Mechanisms exist to facilitate the implementation of data protection
T Data Security adopt measures to detect and prevent unauthorised access, modification, | ¢ oo fyniercecrs with Data Protection DeH.01 | controls. s
copying, or transmission of ts confidential data, taking into consideration
the following:
The Fl should develop comprehensive data Loss prevention policies and existto Data Loss Prevention
il Data Loss Prevent : . -
1n Date Security adopt measures to detect and prevent unauthorised access, modification, | ol | Data Loss Prevention | o | (DLP)to protect sensitive information as ts stored, ransitted and .
copying, or transmission of its confidential data, taking into consideration (DLP) processed.
the following:
it ti - data that ti ty k or that is ti 't itive / R late Mech: ist tect ith /¢ late 1¥ he
. Data Security data in motion - data that traverses a network or that is transported Functional | Intersects witn|  SeTSitve/ Regulated | ™ [Mechanisms exist o protect sensitive and/or regulated data wherever R
between sites: Data Protection itis processed and/or stored.
data at rest - data in endpoint devices such as notebooks, personal Mechanisms exist to protect sensitive and/or regulated data wherever
ters, portable st i , as well as dat Sensitive / Regulated t o stored.
1w Dato Security computers, portable storage devices and mobile devices, aswellasdata | [ o | Sensitive/Regulated | oo - itis processed and/or stored s
in systems such as files stored on servers, databases, backup media and Data Protection
storage platforms (e.g. cloud): and
e Data Security data in use - data that is being used or processed by a system. Functionat | intersacts witn|  Sensitive/ Regulated | 0 - """ Mechanisms exist to protect sensitive and/or regulated data wherever R
Data Protection itis processed and/or stored.
The Fl should implement appropriate measures to prevent and detect data Mechanisms exist to facilitate the implementation of data protection
theft, as well as unauthorised modification in systems and endpoint controls.
11.1.2 Data Security devices. The FI should ensure systems managed by the FI's service Functional | Subset Of Data Protection DCH-01 10
providers are accorded the same level of protection and subject to the
same security standard:
Systems and endpoint devices are often targeted by cyber criminals to gain G exist to prevent ized discl f
filtrate fi tial dat: ithi tion. A h, . ta at t.
113 Data Security access or exfiltrate confidential data within an organisation. As suc Functional |Intersects With| Encrypting Data AtRest | CRv-05 | d2ta atrest 5
confidential data stored in systems and endpoint devices should be
encrypted and protected by strong access controls.
Systems and endpoint devices are often targeted by cyber criminals o gain exist to protect the integrity,
filtrate fi tial dat: ithi tion. A h, Endpoint Protecti fety of it .
111 Data Security access or exfltrate confidential data within an organisation. As sucl Functional | Intersects With ndpoint Protection END.02 | @d safety of endpoint devices. 5
confidential data stored in systems and endpoint devices should be Measures
encrypted and protected by strong access controls.
The FI should ensure only authorised data storage media, systems and Mechanisms exist to restrict or prohibit the use of portable storage
114 Data Security endpoint devices are used to communicate, transfer, or store confidential | Functional |Intersects With | Portable Storage Devices | DCH-13.2 |devices by users on external systems. 5
data.
The FI should ensure only authorised data storage media, systems and Endom Protection exist to protect the integrity,
11.1.4 Data Security endpoint devices are used to communicate, transfer, or store confidential | Functional |Intersects With e END-02  [and safety of endpoint devices. 5
data.
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Security measures should be implemented to prevent and detect the use of Mechanisms exist to develop, document and maintain secure baseline
unauthorised internet services which allow users to communicate or store Secure Baseline for Assets, and/or Services
115 Data Security confidentialdata. Examples of such senvices include social media, oloud | Functional | Intersects With |~ E2 B CFG-02  [(TAAS) that are consistent with industry-accepted system hardening 5
storage and file sharing, emails, and messaging applications. standards.
Security measures should be implemented to prevent and detect the use of existto protect the integrity,
unauthorised internet services which allow users to communicate or store and safety of endpoint devices.
; Endpoint Protection
115 Data Security confidential data. Examples of such services include social media, cloud |  Functional | Intersects With e oore END-02 5
storage and file sharing, emails, and messaging applications.
Security measures should be implemented to prevent and detect the use of Mechanisms exist to establish usage restriotions and implementation
unauthorised internet services which allow users to communicate or store Technology Use guidance for organizational technologies based on the potential to
1115 Data Security confidential data. Examples of such services include social media, cloud | Functional |Intersects With e HRS-05.3 | cause damage to Technology Assets, Applications and/or Services 5
storage and file sharing, emails, and messaging applications. (TAAS), if used maliciously.
The use of sensitive datain Mechanisms exist to protect sensitive and/or regulated data wherever
should be restricted. In exceptional situations where such data needs to be itis processed and/or stored.
used in non-production environments, proper approval has to be obtained
i . i Sensitive / Regulated
1i1s Data Security from senior management. The Fl should ensure appropriate controls are Functionat | intersectswitn|  Sensitive/Regutated | oo s
in to manage the access and Data Protection
removal of such data to prevent data leakage. Where possible, such data
should be masked in the non-production environments.
The use of sensitive datain Mechanisms exist to explicitly define authorizations for specific
should be restricted. In exceptional situations where such data needs to be individuals and/or roles for logical and /or physical access to sensitive
used in non-production environments, proper approval has to be obtained Defining Access and/or regulated data.
i . i Authorizations f
1i1s Data Security from senior management. The FI should ensure appropriate controls are Functional | intersactswitn| _Authorizationsfor | s
in to manage the access and Sensitive / Regulated
removal of such data to prevent data leakage. Where possible, such data Data
should be masked in the non-production environments.
The FI should ensure confidential data is irrevocably deleted from storage Socure Disposal Mechanisms exist to securely dispose of, destroy of repurpose system
dia, syst d endpoint d before they are disposed of ’ ion-defi d methods t
1117 Data Security media, systems and endpoint devices before they are disposed of o Functional | Intersects With | Destruction or Re-Use of |  AST-09 using andmethods to 5
redeployed. prevent information being recovered from these components.
Equipment
The Fl should ensure confidential data is irrevocably deleted from storage Mechanisms exist to sanitize system media with the strength and
g Data Security media, systems and endpoint devices before they are disposed of or Functional | intersects with System Media bGHos | IMtegrity commensurate with the classification or sensitivity o the s
redeployed. Sanitization prior o disposal, release out of organizational control or
release for reuse.
N/A N
1.2 Network Security Functional © N/A N/A N/A )
The Fl should install network security devices such as firewalls to secure Notwork Securit Mechanisms exist to develop, govern & update procedures to facilitate
1.2 Network Security | the network between the Fl and the Internet, as well as connections with | Functional | Subset Of P ‘NSC)V NET-01 |the implementation of Network Security Controls (NSC). 10
third parties.
The FI should install network security devices such as firewalls to secure Mechanisms exist to monitor and control communications at the
1.2 Network Security [ the network between the Fl and the Internet, as well as connections with | Functional | Intersects With|  Boundary Protection | NET-03  [external network boundary and at key internal boundaries within the 8
third parties. network
To minimise the risk of cyber threats, such as lateral movement and insider existto network within network
threat, the Fl should deploy effective security mechanisms to protect toisolate Assets, d
1122 Network Security | "formation assets. Information assots could be grouped nto network Functional | intersccts witn| NetworkcSegmentation | |Services (TAAS) from other network resources. .
segments based on the criticality of systems, the system’s functional role (macrosegmentation)
(e-g database and application) or the sensitivity of the data.
Network intrusion prevention systems should be deployed in the FI's Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
1123 Network Security | network to detect and block malicious network trafic. Functional |Intersects With| Detection/Prevention | NET-08 [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 8
Systems (NIDS / NIPS) network.
The FI should implement network access controls to detect and prevent Automated mechanisms exist to employ Network Access Control
1124 Network Securiy | "nautherised devices from connecting t s network. Functional. | intersccts with | Network Acoess Control |\ |(NAC),or a similar technology, which is capable of detecting .
(NAC) unauthorized devices and disable network access to those
devices.
Network access control rules in network devices such as firewalls, routers, (Automated mechanisms exist to employ Network Access Control
switches and access points should be reviewed on a regular basis to Notwork Aucess Gontrol (NAC), or a similar technology, which is capable of detecting
1125 Network Security | ensure they are kept up-to-date. Obsolete rules and insecure network Functional | Intersects With o) AST-02.5 |unauthorized devices and disable network access to those 5
protocols should be removed promptly as these can be exploited to gain unauthorized devices.
access to the FI's network and systems.
Internet web browsing provides a conduit for cyber criminals to access the Mechanisms exist to configure systems to provide only essential
FI's IT systems. In this regard, the FI should consider isolating internet web capabilities by specifically prohibiting or restricting the use of ports,
1126 Network Security | browsing activities from its endpoint devices through the use of physical or |  Functional ~[Intersects With |  Least Functionality CFG-03 [protocols, and/or services. 5
logical controls, or implement equivalent controls, so as to reduce
exposure of its IT svstems to cvber attacks.
An effective DoS protection should be implemented to detect and respond Mechanisms exist to force Intermet-bound network traffic through a
t types of DoS attacks. 22 The Fl could Dos mitigati d g Policy Enf t Point (PEP)) for URL content
1127 Network Security | 0 210US tyPes of DoS atacks. 22 The Fl could engage DoS mitigation Functional | Intersects With | DNS & Content Fittering |  NET-1g | PrOY @evice (g, Policy Enforcement Point (PEP)) for URL conten 5
service providers to filter potential DoS traffic before it reaches the FI's filtering and DNS filtering to limit a user's ability to connect to
network or prohibited Internet sites.
Areview of the FI's network architecture, including the network security Mechanisms exist to validate that Technology Assets, Applications,
1128 Network Socurity | 49518 35 well as systom and network nterconnactions, should b Functional | intersacts witn|  Controt Conformity CpLgs |Services and/or Data (TAASD) conform to the organization's security, s
conducted on a periodic basis to identify potential cyber security Monitoring compliance and/or resilience policies, standards and other applicable
Areview of the FI's network architecture, including the network security Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
design, as well as system and network interconnections, should be ’ and/or Services (TAAS) for adherence to the organization's security,
11.2.8 Network Security e 4 Functional | Intersects With| Security, Compliance & | CPL-03.2 i (TAAS) & Y 5
conducted on a periodic basis to identify potential cyber security > compliance and/or resilience policies and standards.
¢ Resilience Controls
N/A N
13 System Security Functional e NA NA N/A 0
The security standards for the FI's hardware and software (€.g. operating Mechanisms exist to develop, document and maintain secure baseline
systems, databases, network devices and endpoint devices) should outline Secure Baselin igurations for Assets, and/or Services
11.3.1 System Security the configurations that will minimise their exposure to cyber threats. The Functional | Intersects With Confisrations CFG-02  |(TAAS) that are consistent with industry-accepted system hardening 8
standards should be reviewed for relevance and © standards.
The Fl should establish a process to verify that the standards are applied Automated Contrat ‘Automated mechanisms exist to govern and report on baseline
ife 1) te to i i ti fr the st: . Risks i {0 f Assets, 1/
113.2 System Security | |1IOrM\Y on systems andto identify deviations from the standards. Risks |y oiignal | intersects With Management & CFG-02.2 ° ssets. ns and/or Services 5
arising from deviations should be addressed in a timely manner. Vot (TAAS) through Continuous Diagnostics and Mitigation (CDM), or
similar
The Fl should establish a process to verify that the standards are applied Mechanisms exist to document, assess risk and approve or deny
ife 1) te to i i ti fr the st: . Risks Al d C { 1
1132 System Security | UMifOrMUY on systems and to identify deviations from the standards. Risks | ¢ ionat | intersects with| APPTOV® CFG-02.7 ° 5
arising from deviations should be addressed in a timely manner. Deviations
Endpoint protection, which includes but is not limited to behavioural- exist to utilize to detectand
based and signature-based solutions, should be implemented to protect Maticious Code eradicate malicious code.
1133 System Security |the Fl from malware infection and address common delivery channels of | Functional | Intersects With END-04 3
> ¢ Protection (Anti-Malware)
malware, such as malicious links, websites, email attachments or infected
removable storage media.
The Fl should ensure that anti-malware signatures are kept up-to-date and exist to update
N Automatic Antimalware . i
11.3.4 System Security |the systems are regulary scanned for malicious files or anomalous Functional | Intersects With [ % END-04.1 |including signature definitions. 5
Signature Updates
activities.
To facilitate early detection and prompt remediation of suspicious or Mechanisms exist to define specific Indicators of Compromise (I0C) to
malicious systems activities, the Fl should implement detection and identify the signs of potential cybersecurity events.
h to perf ing of indicators of Indicators of
a8 Systom Security | "25PONSe mechanisms to perform scanning ofindicators of compromise | gl i RO.08 .
(10Cs) in a timely manner, and proactively monitor systems’, including Compromise (10C)
endpoint systems’, processes for anomalies and suspicious activities.
To facilitate early detection and prompt remediation of suspicious or ‘Automated mechanisms exist to identify and alert on Indicators of
malicious systems activities, the FI should implement detection and Compromise (1oC).
response mechanisms to perform scanning of indicators of compromise Monitoring for Indicators
1135 System Security P P e come! Functional | Intersects With e MON-11.3 5
(10Cs) in a timely manner, and proactively monitor systems’, including of Compromise (10C)
endpoint systems’, processes for anomalies and suspicious activities.
Security measures, such as application white-listing, should be Explicitly Allow  Den Mechanisms exist to explicitly allow (allowlist/ whitelist) and/or block
1136 System Security | implemented to ensure only authorised software is allowed to be installed | Functional | Intersects With o iconons | CFG-033 | (denylist/ blacklist) applications that are authorized to execute on 5
on the FlI's systems. PP systems.
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When implementing Bring Your Own Device (BYOD) 23, the FI should Mechanisms exist to implement and govern a Bring Your Own Device
conducta risk and . (BYOD) program to reduce risk associated with personally-owned
" > © Bring Your Own Device :
137 System Security | measures to secure its BYOD environment before allowing staff to use their| Functional | Intersects With (8YOD) Usage AST-16 |devices in the workplace. 5
personal devices to access the corporate network. Refer to Annex B on the
security measures for BYOD.
1.4 Virtualisation Security | Functional No N/A N/A N/A 0
Virtualisation 24 is used by organisations to optimise the use of computing isms exist to utilize vi i to support the
resources and to enhance resilience. The technology allows several virtual employment of a diversity of operating systems and applications.
machines (VMs) that support different business applications to be hosted
11.4.1 Virtualisation Security |on a physical system. A system failure or security breach in one of the VMs | Functional | Intersects With | Virtualization Techniques | SEA-13.1 5
could have contagion impact on other VMs. The FI should ensure security
standards are forall ofa
solution.
Strong access controls should be implemented to restrict administrative Mechanisms exist to restrict access to hypervisor management
1142 Virtualisation Security | 5858 10 the hypervisor and host operating system as both control the Functional | Intersects With|  Hypervisor Access END.15 | functions or administrative consoles for systems hosting virtualized s
guest operating systems and other components in the virtual environment. systems.
The FI should establish policies and standards to manage virtual images Mechanisms exist to reimage assets from configuration-controlled and
and snapshots. The standards should include details that govern the integrity-protected images that represent a secure, operational state.
1143 Virtualisation Security |security, creation, distribution, storage, use, retirement and destruction of | Functional ~|IntersectsWith|  Recovery Images BCD-11.3 5
virtual images and snapshots so as to protect these assets against
access or
The Fl should establish policies and standards to manage virtual images Mechanisms exist to restrict access to backups to privileged users with
and snapshots. The standards should include details that govern the assigned roles for data backup and recovery operations.
1143 Virtualisation Security |security, creation, distribution, storage, use, retirement and destruction of | Functional |Intersects With Backup Access BCD-11.9 5
virtual images and snapshots so as to protect these assets against
access or
The FI should establish policies and standards to manage virtual images Mechanisms exist to ensure the integrity of virtual machine images at
and snapshots. The standards should include details that govern the all times.
1143 Virtualisation Security |security, creation, distribution, storage, use, retirement and destruction of | Functional | Intersects With | Virtual Machine Images | CLD-05 5
virtual images and snapshots so as to protect these assets against
access or
15 Internet of Things |/ Functional No N/A N/A N/A o
Internet of Things (IoT) includes any electronic devices, such as smart isms exist to perform i es of Assets,
phones, f printers, security d smart Applications, Services and/or Data (TAASD) that:
which can be connected to the FI's network or the Internet. As with all (1) Accurately reflects the current TAASD in use;
information assets, the FI should maintain an inventory of all its loT (2) Identifies authorized software products, including business
devices, including information such as the networks which they are justification details;
11.6.1 Internet of Things connected to and their physical locations. Functional [ Intersects With Asset Inventories AST-02  [(3) Is at the level of granularity deemed necessary for tracking and 8
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5) Is available for review and audit by designated organizational
Internet of Things (IoT) includes any electronic devices, such as smart Mechanisms exist to facilitate the implementation of embedded
phones, multi-ft printers, security d smart technology controls.
1151 Internet of Things_|#hich can be connected to the Fi's network or the Internet. As with all Functional subsetof | EMbeddedTechnology | 0
information assets, the FI should maintain an inventory of all its loT Security Program
devices, including information such as the networks which they are
connected to and their phvsical locations.
Many loT devices are designed without or with minimal security controls. If Mechanisms exist to facilitate the implementation of embedded
compromised, these devices can be commandeered and used to gain Embedded Tachnology technology controls.
115.2 Internet of Things | unauthorised access to the FI’s network and systems or as a launch pad Functional Subset Of Security Program EMB-01 10
for cyber attacks on the Fl. The Fl should assess and implement processes
and controls to mitigate risks arising from loT.
The network that hosts loT devices should be secured. For instance, Mechanisms exist to facilitate the implementation of embedded
network access controls can be implemented to restrict network traffic to technology controls.
and from an 10T device to prevent a cyber threat actor from accessing the Embedded Tachnology
1153 Internet of Things | FI’s network and launching malware or DoS attacks. To further reduce loT | Functional Subset Of Security Program EMB-01 10
risks, the FI should host IoT devices in a separate network segment from
the network that hosts the FI's systems and confidential data.
The FI should implement controls to prevent unauthorised access to loT Automated mechanisms exist to employ Network Access Control
1154 Intornet of Things | €185 Functional | Interscts witn | NeworkAccess Control | o | (NAC), or a similar technology, which is capable of detecting s
(NAC) unauthorized devices and disable network access to those
devices.
Similar to other systems, the FI should monitor loT devices for suspicious Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
155 Internet of Things | °" anomalous system activities so that prompt actions can be taken to Functional | Intersects With|  Anomalous Behavior | MON-1g | 219/or User Activity Monitoring (UAM) solutions to detect and respond s
isolate compromised devices. to anomalous behavior that could indicate account compromise or
other malicious activities.
Similar to other systems, the FI should monitor loT devices for suspicious existto isolate (e.g., sandbox)
1155 Intornet of Things | @N0Malous system activities 5o that prompt actions can be takento Functional | Intersectswitn| _ Dynemictsolation& |\ oo | untrusted components during runtime, where the component is s
isolate compromised devices. Segregation (Sandboxing) isolated in a faul d butit can still
with the
12 C‘;:’:"sim:‘my LI Functional ® N/A N/A N/A 0
121 Cyber Threat Intelligence " Functional o N/A N/A N/A o
and Information Sharing Relationship
To maintain good cyber situational awareness, the Fl should establish a Mechanisms exist to maintain situational awareness of vulnerabilities
Gyber Threat Intelligence | PFO°8SS 10 collect, process and analyse cyber-related information for ts and evoluing threats by leveraging the knowledige of attacker tactics,
12.1.1 and Information Sharing |128/21C8 aNd potential impact to the FI's business and IT environment. Functional | Intersects With | Threat Intelligence Feeds | ~ THR-03 and to facilitate the of 8
Cyber-related information would include cyber events, cyber threat preventative and compensating controls.
and on system
The FI should procure cyber intelligence monitoring services. As cyber Mechanisms exist to maintain situational awareness of vulnerabilities
threat information sharing is an important component of cyber resilience and evolving threats by leveraging the knowledge of attacker tactics,
1212 Cyber Threat ntelligence |within the financial ecosystem, the Fl should actively participate in cyber Functional | Intersacts With | Threat Inteligence Feeds | THR.03 iques and to facilitate the of B
and Information Sharing | threat information-sharing arrangements with trusted partiesto share and preventative and compensating controls.
receive timely and actionable cyber threat information.
Atthe same time, the FI should establish a process to detect and respond exist to provide role-based security, and
Gyber Threat Intelligence | © MiSinformation related to the Fi that are propagated via the Internet. The » Cyber Thrat resilience awareness training that is current and relevant to the cyber
1213 N FI should consider engaging external media monitoring services to Functional | Intersects With SAT-03.6 |threats that users might encounter in day-to-day business operations 3
and Information Sharing i N Environment
facilitate the evaluation and identification of online misinformation.
Atthe same time, the FI should establish a process to detect and respond Mechanisms exist to utilize external threat intelligence feeds to
Cyber Threat Inteliigance | © Misinformation related to the Fi that are propagated via the Internet. The Threat Intelligence generate and disseminate organization-specific security alerts,
1213 " |FI should consider engaging external media monitoring services to Functional | Intersects With N THR-03.1 |advisories and/or directives. 5
and Information Sharing ) B N Reporting
facilitate the evaluation and identification of online misinformation.
122 Cyber Event Monitoring | N/A Functional o N/A N/A N/A o
and Detection
To facilitate continuous monitoring and analysis of cyber events; 26 as well Mechanisms exist to facilitate the implementation of enterprise-wide
Cyber Event Monitoring |2 PTOMPt detection and response to cyber incidents, the Fi should ) monitoring controls.
12.2.1 and Detection establish a security operations centre or acquire managed security Functional | Intersects With| Continuous Monitoring | MON-01 5
services. The processes, roles and ilities for security
should be defined.
Cyber Event Monitoring |- PrOceSS 10 collect, process, review and retain system logs 27 should be Automated Tools for Real] Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
1222 y established to facilitate the FI's security monitoring operations. These logs |  Functional | Intersects With ? MON-01.2 |or similar automated tool, to support near real-time analysis and 5
and Detection X Time Analysis ors §
should be protected against access. incident escalation
Gyber Event Monitoring | Process o collect, process, review and retain system logs 27 should be Mechanisms exist to protect event logs and audit tools from
12.2.2 and Detestion established to facilitate the FI's security monitoring operations. These logs |  Functional | Intersects With | Protection of Event Logs | MON-08 [unauthorized access, modification and deletion. 5
should be protected against access.
To facilitate identification of anomalies, the FI should establish a baseline Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
1224 Cyber Event Monitoring | profile of each IT system’s routine activities and analyse the system Functional | Intersects With|  Anomalous Behavior | MON-16 | @19/or User Activity Monitoring (UAM) solutions to detect and respond s
and Detection activities against the baseline profiles. The profiles should be regularly o anomalous behavior that could indicate account compromise or
reviewed and updated. other malicious activities.
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To facilitate identification of anomalies, the FI should establish a baseline Automated mechanisms exist to establish behavioral baselines that
Cyber Event Monit g
1228 yoer Event Monitoring | profile of each T system's routine activites and analyse the system Functional | IntersectsWith|  Bohavioral Baselining | THR.1 | 2PLre information about ser and entity behavior to enable dynamic s
and Detection | activities against the baseline profiles. The profiles should be regularly threat discovery.
reviewed and updated.
The FI should consider applying user behavioural analytics to enhance the Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
Cyber Event Monitoring of security User analytics might and/or User Activity Monitoring (UAM) solutions to detect and respond
1224 T botooon include the use of machine learning algorithms in real time to analyse Functional | Intersects With| Anomalous Behavior | MON-16  [to anomalous behavior that could indicate account compromise or 5
system logs, establish a baseline of normal user activities and identify other malicious activities.
e o )
Correlation of multiple events registered on system logs should be Automated mechanisms exist to correlate both technical and non-
1228 Cyber Event Monitoring | performed to identify suspicious or anomalous system activity patterns. Functional | 1ntersects witn|  Cometate Monitoring | | - ltechnicalinformation from across the enterprise by a Security Incident s
and Detection Information Event Manager (SIEM) or similar automated tool, to enhance
i de situational
Cyoor Event Montorimg. | APTocess should be established to ensure fimely escalation to elevant Mechanisms exist to review event logs on an ongoing basis and
1226 oo regarding suspicious or system activities oruser | Functional |Intersects With| Security Event Monitoring | MON-01.8 |escalate incidents in accordance with established timelines and 5
behaviour.
N/A
Cyber Incident R No
123 yberIncident Response Functional N/A N/A N/A 0
and Management Relationship
The Fl should establish a oyber incident response and management plan to Mechanisms exist to maintain and make available a current and viable
swiftly isolate and neutralise a cyber threat and to securely resume Incident Response Plan (IRP) to all stakeholders.
Cyber Incident Response Y 4 Y Incident Response Plan P (IRP)
12.3.1 o Managomont | F1fected services. The plan should deseribe communication, coordination | Functional | Itersects With Pt 1RO-04 8
and response procedures to address plausible cyber threat scenarios.
‘As part of the plan, the FI should establish a process to investigate and Mechanisms exist to incorporate lessons learned from analyzing and
Cyber Incident R Root Cause Analy
1282 yoer Incident Response | dentifythe security o control defciencies that resulted in the security Functional | Intersectswitn| Ro°tCauseAnabysis | |rosolving oybersecurity and data protection incidents toreduce the s
and breach. The should luate the full extent of the impact (RCA) & Lessons Learned likelihood or impact of future incidents.
to the Fl.
Information from cyber intelligence and lessons learnt from cyber ‘xist to use qualitative and ive data from
incidents should be used to enhance the existing controls or improve the incident response testing to:
1205 Cyber Incident Response |cyber incident management plan. Functional | 1ntersocts witn|  Centinueus Incident | (1) Determine the effectiveness of incident response processes; s
and Management Response ¢ improve incident response processes; and
(3) Provide incident response measures and metrics that are accurate,
andina format.
Cyber Securit N/A No
13 yber Security Functional N/A N/A N/A 0
N/A N
13.1 Vulnerability Assessment Functional o N/A N/A N/A )
The Fl should establish a process to conduct regular vulnerability exist to detect and errors by
assessment (VA) on their IT systems to identify security vulnerabilities and routine vulnerability scanning of systems and applications.
13.1.1 Vulnerability Assessment | ensure risk arising from these gaps are addressed in a timely manner. The | Functional | Intersects With | Vulnerability Scanning | VPM-06 5
frequency of VA should be commensurate with the criticality of the IT
svstem and the seourity risk to which it s exposed.
When performing VA, the scope should minimally include vulnerability Mechanisms exist to define and manage the scope for its attack
discovery, of weak security and open network surface management activities.
13.1.2 Vulnerability Assessment | ports, as well as application vulnerabilities. For web-based systems, the | Functional ~ [Intersects With| ~Attack Surface Scope | VPM-01.1 5
Scope of VA should include checks on common web-based vulnerabilities.
N/A N
13.2 Penetration Testing Functional © N/A N/A N/A )
The FI should carry out penetration testing (PT) 28 to obtain an in-depth exist to conduct testing on
13.2.1 Penetration Testing | evaluation of its cyber security defences. A combination of blackboxand | Functional | Intersects With| ~ PenetrationTesting | VPM-07 | Assets, Applications and/or Services (TAAS). 5
grevbox testing should be conducted for ontine financial services.
'Abug bounty programme is another means by which an FI could discover exist to establish Disclosure Program
Vulnerabilities in their T systems by inviting and incentivising ethical or Volnerabilty Disclosure (VDP) to assist with the secure development and maintenance of
13.2.2 Penetration Testing | “white hat” hackers to conduct PT on their systems. The Fl may consider | Functional | ~Subset Of oragromm (VOP) THR-06 | Technology Assets, Applications and/or Services (TAAS) that receives 10
conducting a bug bounty programme to test the security of its IT unsolicited input from the public about vulnerabilities in organizational
to its PT. TAAS.
To obtain a more accurate assessment of the robustness of the FI's exist to conduct testing on
it , PT should be conducted on the product Assets, Applicat dlor S TARS).
1323 Penetration Testing | *°CUI"Y Measures, PT should be conducted on the production Functional | IntersectsWith|  PenetrationTesting | VPM-07 | ASSCtS: ApPlications and/or Services (TAAS) 5
. Proper should be hen PTis
conducted on the i
The frequency of PT should be determined based on factors such as exist to conduct testingon
system criticality and the system’s exposure to cyber risks. For systems Assets, Applications and/or Services (TAAS).
13.2.4 Penetration Testing |t 2@ directly accessible from the Intemet, the Flis expected to conduct | ¢yt intersects With|  Penetration Testing |  VPM-07 5
PT to validate the adequacy of the security controls at least once annually
or whenever these systems undergo major changes or updates.
NA N
133 Cyber Exercises Functional No N/A N/A N/A 0
The Fl should carry out regular scenario-based cyber exercises to validate Mechanisms exist to formally test incident response capabilities
1501 Cyber Exercises |1 FesPoNSe and recovery, as well o5 communication plans againstcyber | [l | Incident Response \RO.06 | trough realistc exercises to determine the operational effectiveress .
threats. These exercises could include social engineering, 29 table-top, 30 Testing of those capabilities.
or cvber range31 exercises.
Depending on the exercise objectives, the Fl should involve relevant Mechanisms exist to formally test incident response capabilities
stakeholders, including senior management, business functions, corporate ncident Resnonse through realistic exercises to determine the operational effectiveness
13.3.2 Cyber Exercises crisis team, service providers, and Functional | Intersects With Tes“n; IRO-06 |of those capabilities. 5
technical staff responsible for cyber threat detection, response and
recovery.
Adh (Attack  |N/A N
134 versarial Attact Functional e N/A N/A N/A o
Exercise
The FI should perform an adversarial attack simulation exercise32 to test Mechanisms exist to utilize "red team" exercises to simulate attempts
1o Adversarial Attack  |and validate the effectiveness ofts cybar defence and response plan Functional | intersscts with|  Red Team Bxercises | vPMAO i i Hssets, A and/or .
Simulation Exercise | against prevalent cyber threats. Services (TAAS) in accordance with organization-defined rules of
The objectives, scope and rules of engagement should be defined before Mechanisms exist to utilize "red team" exercises to simulate attempts
Adversarial Attack | e commencement o the exercise, and the exercise should be conducted i Assets, and/or
13.4.2 e rorrag |1 controlled manner under close supervision to ensure the activities Functional | Intersects With|  Red Team Exercises | VPM-10  |Services (TAAS) in accordance with organization-defined rules of 5
carried out by the red team33 do not disrupt the FI’s production systems. engagement.
Intelligence-Based | N/A ) No
135 & " Functional ) N/A N/A NA 0
Scenario Design
tolligonoe Based | T SMlate realistic adversarial attacks during any cyber security Mechanisms exist to incorporate simulated events into contingency
13.5.1 oo ponen|assessment, the threat scenario should be designed and based on Functional |IntersectsWith| ~ Simulated Events | BCD-03.1 |training to facilitate effective response by personnel in crisis situations 5
io Desi
© but plausible cvber threats.
The FI could also design the exercise scenario by using threat intelligence Mechanisms exist to incorporate simulated events into contingency
nteliigence-Based | 3L S relevant o their T environment to dentify threat actors who are training to facilitate effective response by personnel in crisis situations.
1352 Seenorio besign | mostkely o pose a threat o the i and deniify the tactics, techmiques |  Functional | Inersects With| - Simulated Events | BOD-03.1 5
and procedures most likely to be used in such attacks.
The Fl could also design the exercise scenario by using threat intelligence Mechanisms exist to conduct tests and/or exercises to evaluate the
that is relevant to their IT environment to identify threat actors who are plan i andthe readiness to
Intelligence-Based ! Contingency Plan Testing
1352 ! most likely to pose a threat to the FI; and identify the tactics, techniques | Functional | Intersects With BCD-04 [execute the plan. 5
Scenario Design " " &Exercises
and procedures most likely to be used in such attacks.
The FI could also design the exercise scenario by using threat intelligence Mechanisms exist to formally test incident response capabilities
" that s relevant to their IT environment to identify threat actors who are through realistic exercises to determine the operational effectiveness
Intelligence-Based ¢ : Incident Response i
1352 most likely to pose a threat to the FI; and identify the tactics, techniques | Functional | Intersects With IRO-06 [ of those capabilities. 5
Scenario Design Testing
and procedures most likely to be used in such attacks.
Remediation N/A ) No
136 et Functional ) N/A N/A N/A 0
] A comprehensive remediation process should be established to track and ; exist to ensure that are properly identified,
Remediation Vulnerability
13.6.1 resolve issues identified from the cyber security assessments or exercises. | Functional | Intersects With VPM-02  |tracked and remediated. 5
Management edfrom e Remediation Process
The process should minimally include the following:
2610 Severity and of an issue; romctionat. imtoresets with Vulnerability oo xist to ensure that are properly identified, R
Process tracked and
Remediation timeframe to remediate issues of different severity; and Vulnerabilit exist to ensure tF are properly identified,
13.6.1(b) a imetr remediatelssues of different severity Functional | Intersects With unerae iy VPM-02 x‘ ure that e property identit 5
Process tracked and
2610 Remediation tisk assessment and mitigation strategies to manage deviations fromthe | L~ T 0 vmnerabguoycess e exist to ensure that are properly identified, R
e
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N/A
14 Online Financial Services Functional N/A N/A N/A ]
Security of Online | /A ) No
144 peourty o ont Funotional ) N/A N/A N/A 0
Financial Services
Online financial services include banking, trading, insurance, or other Mechanisms exist to facilitate the implementation of industry-
N financial and payment services that are provisioned via the Internet. 34 In N recognized security, compliance and resilience practices in the
Security of Online N payn * Secure Engineering 8 R e
14.1.1 Financial Services delivering online financial services, the Fl should implement security and Functional Intersects With Principles SEA-01 design, and 5
control measures which are commensurate with the risk involved to ensure of Technology Assets, Applications and/or Services (TAAS).
the security of data and online services.
Online financial services include banking, trading, insurance, or other Mechanisms exist to facilitate the implementation of an enterprise-
Securty of Online _|financial and payment services that are provisioned via the Internet. 34 In wide web management policy, as well as associated standards,
14.1.1 Finanmilsamces delivering online financial services, the Fl should implement security and Functional Intersects With Web Security 'WEB-01 controls and procedures. 5
control measures which are commensurate with the risk involved to ensure
the securitv of data and online services.
Online financial services include banking, trading, insurance, or other exist to deploy pected security,
Securityof Onling | MaNeial and payment services that are provisioned via the Internet. 34 In Glient Facing Web and resilience controls to protect the confidentiality and availability of
14.1.1 delivering online financial services, the Fl should implement security and Functional Intersects With 'WEB-04 [client data that is stored, transmitted or processed by the Internet- 5
Financial Services Services
control measures which are commensurate with the risk involved to ensure based service.
the security of data and online services.
The Fl should secure its communications channels to protect customer exist to deploy pected security,
112 Security of Online | data. This can be achieved through data encryption and digital signatures. | ¢ o | | Cliont-Facing Web Weg.s |and resilience controls to protect the confidentiality and availability of s
Financial Services Services client data that is stored, transmitted or processed by the Internet-
based service.
Adequate measures should also be taken to minimise exposure of the FI's exist to deploy d security,
online financial services to common attack vectors such as code injection and resilience controls to protect the confidentiality and availability of
Security of Online Client-Facing Web
14.1.3 Financial Services. attack, cross-site scripting, man-in-the-middle attack (MITMA), 35 domain Functional Intersects With Services WEB-04 [client data that is stored, transmitted or processed by the Internet- 5
name system (DNS) hijacking, 36 distributed denial of service (DDoS), based service.
malware and spoofing attacks.
An Fl offering online financial services access via a mobile device should exist to deploy pected security,
Security of Onling |79 2Wre of the risks unique to mobile applications. Specific measures Glient Facing Web and resilience controls to protect the confidentiality and availability of
14.1.4 aimed at addressing the risks of mobile applications should be put in Functional | Intersects With WEB-04 |client data that s stored, transmitted or processed by the Internet- 5
Financial Services Services
place. Refer to Annex C for guidance on Mobile Application Security. based service.
The Fl should only make available mobile applications or software to exist to design and product
customers through official mobile application stores, or other secure processes to proactively govern the design, development and
delivery channels. of Assets, and/or Services (TAAS)
Security of Online across the System Development Life Cycle (SDLC) to:
1415 Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
Financial Services . i
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
The Fl should actively monitor for phishing campaigns targeting the Fl and existto a threat program that
Securityof Onling | ™ SUstomers. Immediate action should be taken to report phishing Threat Inteligence includes a cross-organization information-sharing capabilty that can
1416 Fmanoiut Senicoy | 2tteMPLS to service providers to facilitate the removal of malicious Functional | Intersects With Program THR-01  |influence the development of the system and security architectures, 5
content. The Fl should alert its customers of such campaigns and advise selection of security solutions, monitoring, threat hunting, response
them of securitv measures to adopt to protect against phishing. and recoverv activities.
The Fl should actively monitor for phishing campaigns targeting the Fl and Mechanisms exist to determine and maintain ongoing awareness of the
3 o L diat i hould be taken t¢ rt phishi 't cyber threat it
Securityof Ontine | CHtomers. Immediate action should be taken o report phishing Dynamic Threat current cyber threat environmen
14.1.6 N attempts to service providers to facilitate the removal of malicious Functional Intersects With THR-01.1 5
Financial Services " Awareness
content. The Fl should alert its customers of such campaigns and advise
them of securitv measures to adopt to protect against phishing.
Rooted or jailbroken mobile devices, which are more susceptible to exist to design and i product
malware and may have more securi should be processes to proactively govern the design, development and
from accessing the FI's mobile applications to perform financial ion of Assets, and/or Services (TAAS)
Securityof Online | 7aNSactions unless the application has been secured within a sandbox or across the System Development Life Cycle (SDLC) to:
1417 Fnancisl Semicos | cONtaINer thatinsulates the application from tampering and interception Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
by malware. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
N/A
Cust Authenticati N
14.2 ustomer Au N on! ‘.Cﬂ .Ion Functional N ° " N/A N/A N/A ]
and Transaction Signing Relationship
Multi-factor authentication should be deployed at login for online financial exist to deploy pected security,
services to secure the customer authentication process. Multi-factor and resilience controls to protect the confidentiality and availability of
Cust Authenticati i.e. Client-F: Web -
1421 ustomer Au t ent \Fﬂ »ID" authentication can be based ?n tw‘u‘or VT\Ore of the following factors, i.e. Functional Intersects With ient-Facing Wel WEB-04 client dala‘ma( is stored, transmitted or processed by the Internet- 5
and Transaction Signing |what you know (e.g. personal identification number or password), what you Services based service.
have (e.g. one-time password (OTP) generator) and who you are (e.g.
Multi-factor authentication should be deployed at login for online financial Mechanisms exist to implement Strong Customer Authentication (SCA)
services to secure the customer authentication process. Multi-factor for consumers to reasonably prove their identity.
14.2.1 CusmmefAulhEﬂl\CElviDﬂ authentication can be based c‘m two or more of the following factors, i.e. Functional Intersects With Strong Customer WEB-06 5
and Transaction Signing |what you know (e.g. personal identification number or password), what you Authentication (SCA)
have (e.g. one-time password (OTP) generator) and who you are (e.g.
End-to-end encryption should be implemented for the transmission of Mechanisms exist to ensure all web application content is delivered
customer passwords so that they are not exposed at any intermediate using cryptographic mechanisms (e.g., TLS).
Cust Authenticati i
1422 ustomer Authertication | nodes between the customer mobile application or browser and the IT Functional | intersectswith | Secure Web Traffic WEB10 s
and Transaction Signing |system where passwords are verified. To safeguard the confidentiality of
customer passwords, the passwords should only be verified in a hardened
or tamper resistant system.
The Fl should i ing (e.g. digital si for exist to deploy pected security,
authorising high-risk activities to protect the integrity of customer and resilience controls to protect the confidentiality and availability of
. accounts’ data and transaction details. High-risk activities include . client data that is stored, transmitted or processed by the Internet-
Customer Authentication N Client-Facing Web
14.2.3 e TION | hanges to sensitive customer data (e.g. customer office and home Functional | Intersects With WEB-04 |based service. 5
and Transaction Signing X Services
address, email and telephone contact details), registration of third party
payee details, high value funds transfers and revision of funds transfer
limits.
Besides login and transaction-signing for high-risk activities, the Fl may exist to deploy pected security,
Customer Authentication | ™Plement appropriaterisk-based or adaptive authentication that Cliont Facing Web and resilience controls to protect the confidentiality and availability of
14.2.4 NI resents with options that are Functional | Intersects With WEB-04 |client data that is stored, transmitted or processed by the Internet- 5
and Transaction Signing > Services !
with the risk level of the transaction and sensitivity of the data. based service.
| When implementing time-based OTPs, the FI should establish a validity Mechanisms exist to implement Strong Customer Authentication (SCA)
Customer Authentication " Strong Customer y
14.25 N period that is as short as practicable to lower the risk of a stolen OTP being Functional Intersects With 'WEB-06 for consumers to reasonably prove their identity. 5
and Transaction Signing " Authentication (SCA)
used for fraudulent
Where biometric technologies37 and customer passwords are used for Mechanisms exist to implement Strong Customer Authentication (SCA)
1426 Customer Authentication | customer authentication, the Fl should ensure the biometrics-related data | ¢ oy | Strong Customer Weg.06 _|for consumers to reasonably prove their identity. s
and Transaction Signing |and authentication credentials are encrypted in storage and during Authentication (SCA)
| The performance ofthe biometric solution, based on false acceptance Mechanisms exist to implement Strong Customer Authentication (SCA)
Customer Authentication . Strong Customer y
14.2.7 N rate(FAR)38 and false rejection rate (FRR), 39 should be calibrated to be Functional Intersects With 'WEB-06 for consumers to reasonably prove their identity. 5
and Transaction Signing > Authentication (SCA)
with the risk with the online activity.
A soft token is a software-based two-factor Mechanisms exist to implement Strong Customer Authentication (SCA)
talle -4 ice.40 Aj 1t h fe o y th tity.
Gustomer Authentication | 75tAU1ed 01 a general-purpose device.40 Appropriate measures, such as Strong Gustomer for consumers to reasonably prove their identity.
14.28 "°™| verifying the identity of the customer, detecting and blocking rooted or Functional | Intersects With WEB-06 5
and Transaction Signing ° e Authentication (SCA)
jailbroken devices, and performing device binding,41 should be
during soft token isionis
The Fl should ensure the authenticated session, together with its Mechanisms exist to implement Strong Customer Authentication (SCA)
encryption protocol, remains intact throughout the interaction with the for consumers to reasonably prove their identity.
Customer Authentication | customer. M to detect and terminate hijack houl Strong Customer
1420 us r Authentication | ustomer. Measures to detect and terminate hijacked sessions shouldbe | ¢ oL 8 Cus WEB-06 s
and Transaction Signing |implemented. To reduce the risk of an attacker from maintaining a hijacked Authentication (SCA)
session indefinitely, an online session should be automatically terminated
after inactivitv for a pre-defined time.
Where alternate controls and processes (e.g. maker-checker function) are Mechanisms exist to facilitate the implementation of industry-
Customer Authentication for corporate or to authorise Secure Engineering recognvzed $9CUH(“/‘ compliance and resilience practices in lh‘e‘
14.2.10 transactions, the Fl should perform a security risk assessment of controls Functional Intersects With SEA-01 design, and 5
and Transaction Signing Principles
or processes to ensure they are commensurate with the risk of the of Technology Assets, Applications and/or Services (TAAS).
activities that are being carried out.
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To safeguard the ity of suchas o . comp
biometric templates and passwords, the Fl should store these credentials controls stored,
a2 Customer Authentication in a form that s resistant to reverse engineering. A process and procedure | ool L Serees wEbos tedorp 4 s
and Transaction Signing |should also be to revoke and replace
credentials and mechanisms that have been compromised.
14.3 Fraud Monitoring [/ Functional No N/A N/A N/A 0
aon Fraud Monitoring | T P Should implement real-ime fraud monitoring systems to dentityand - No A A A N
block suspicious or fraudulent online 42
Aprocess should be to or o
14.3.2 Fraud Monitoring | payments and to ensure ssues are adequately and promptly addressed. | Functional | i N/A N/A N/A 0
The FI should notify customers of suspicious activities or funds transfers
above a threshold that is defined by the FI or customers. The notification o
143.3 Fraud Monitoring | should contain such as type of and Functional | i hip N/A N/A N/A 0
payment amount, as well as instructions to report suspicious activities or
14.4 C"s‘:me' Education and |N/A Functional No N/A N/A N/A 0
Customers should be informed of the security best practices that they Mechanisms exist t
should adopt when using online financial services. This includes the (1) Make data privacy notice(s) available to individuals upon first
measures to take to secure their electronic devices that are used to access ith an and as i
online financial services. (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
14.41 Gustomer Education and Functional | Intersects With|  Data Privacy Notice pRi.0z |(3) Contain all necessary notice-related criteria required by applicable 3
Communication statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
rotention
aaa Customer Education and [ The Fl should aert its customers on a timaly basis to new cyber threats so | £ No A A A )
c that they can take measures.
The FI should advise their customers on the means to detect unauthorised
Customer Education and A A ’ ) No
14.43 o transactions and to report promptly security issues, suspicious activities | Functional N/A N/A N/A )
Communication Relationship
or suspected fraud to the Fl.
15 IT Audit NA Functional No N/A N/A N/A )
15.1 AuditFunction | /A Functional No N/A N/A N/A )
Audit plays an important role to assess the effectiveness of the controls, Mechanisms exist to provide a security, compliance and resilience
tisk management and governance process in the FI. The Fl should ensure IT controls oversight function that reports to the organization's executive
auditis performed to provide the board of directors and senior Security, Compliance & leadership.
15.1.1 Audit Function ani and objective opinion of the adequacyand | Functional | Intersects With|  Resitience Controls cpL02 5
of the Fi's risk d internal Oversight
controls relative to it existing and emerging technology risks.
Audit plays an important role to assess the effectiveness of the controls, Mechanisms exist to implement an internal audit function that is
tisk management and governance process in the FI. The Fl should ensure IT capable of providing senior organization management with insights into
auditis performed to provide the board of directors and senior the of the and
15.1.1 Audit Function ani and objective opinion of the adequacyand | Functional | Intersects With|  Internal Audit Function | CPL-02.1 pr 5
of the Fi's risk d internal
controls relative to it existing and emerging technology risks.
A comprehensive set of auditable areas for technology risk should be Mechanisms exist to implement an internal audit function that is
1512 Audit Function | 1dentified so that an effective risk assessment could be performed during | o e | GpLogs |capableof providing senior organization management with insights into .
audit planning. Auditable areas should include all IT operations, functions the ofthe and
and pre DI
The frequency of IT audits should be commensurate with the oriticality of Mechanisms exist to condut periodic audits of security, compliance
1513 AuditFunction |and isk posed by the IT information asset, function or process. Functional | Intersects With|  Periodic Audits CPL02.2 |and resilience controls to evaluate conformity with the organization's 5
policies. standards and
The Fl should ensure its IT auditors have the requisite level of competency exist to ensure individ audits and/or
and skills to effectively assess and evaluate the adequacy of IT policies, assessments have reasonable:
procedures, processes and controls implemented. (1) Professional qualifications to perform the audit and/or assessmen
Assessment Team
15.1.4 Audit Function Functional | Intersects With CPL01.6 |and 5

Subject Matter Expertise

(2) Subject matter expertise to perform review, interview and test
activities for in-scope People, Processes, Technologies, Data and/or

Facilities (PPTDF).
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