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Purpose, Scope of | See FDE for details. o
1 Application and Federal Functional - N/A N/A N/A 0
Relationship
Supervisory Authority
2 General Provisions |/ Functional No N/A N/A N/A 0
24 Definitions and Principtes |/ Functional No N/A N/A N/A 0
215 Definitions See FDEfor details. Functional No N/A N/A N/A )
216 Principles NA Functional No N/A N/A N/A )
Personal data must be processed lawfully. Mechanisms exist to limit the collection, receiving, processing, storage,
e prnciples Functional | intersacts witn | Reasonable Data Privacy | . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices to consumer for what is necessary
and
The processing must be carried out in good faith and be proportionate. Mechanisms exist to limit the collection, receiving, processing, storage,
p16a prnciples Functional | intersacts witn | Reasonable Data Privacy | . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices to consumer for what is necessary
and i
Personal data may only be collected for a specific purpose that the data Mechanisms exist to minimize the collection, processing and/or
subject can recognise; personal data may only be further processed in a Restrict Collection, sharing of Personal Data (PD) to only what is adequate, relevant and
2163 Principles manner that is compatible with this purpose. Functional | Intersects With | Processing & SharingTo | PRI-04 |limited to the purposes identified in the data privacy notice, including 5
Identified Purpose protections against collecting PD from minors without appropriate
parental or legal guardian consent.
They shall be destroyed or anonymised as soon as they are no longer Mechanisms exist to:
required for the purpose of processing. (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
Personal Data (PD) required by law;
2164 Principles Functional | Intersects With PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 5
Retention & Disposal
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
‘Any person who processes personal data must satisfy themselves that the
data are accurate. They must take all appropriate measures to correct, Mechanisms exist to ensure the accuracy and relevance of Personal
delete or destroy data that are incorrect or incomplete insofar as the Personal Data (°D) Data (PD) throughout the nformation facyelo by:
2165 Principles purpose for which they are collected or processed is concerned. The Functional | Intersects With - PRI-05.2 5
i Accuracy & Integrity (1) Keeping PD up-to-date; and
appropriateness of the measures depends in particular on the form and
(2) Remediating identified inaccuracies, as necessary.
the extent of the processing and on the risk that the processing poses to
the data subiect's ity or rights.
If the consent of the data subject is required, such consent is only valid if Mechanisms exist to enable data subjects to authorize the collection,
given voluntarily for one or more specific instances of processing based on receipt, processing, storage, transmission, sharing, updating and/or
appropriate information. disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
21.66 Principles Functional |Intersects With| Data Subject Consent | PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and i
The consent must be explicitly given for: Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Principles Functional |Intersects With| Data Subject Consent |  PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and
processing sensitive personal data; Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
2167.a Principles Functional |Intersects With| Data Subject Consent | PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(8) Necessary choice and consent-related criteria required by
statutorv. regulatorv and i
high-risk profiling by a private person; or Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
21.6.7b Principles Functional |Intersects With| Data Subject Consent |  PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and If
profiling by a federal body. Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
216.7.c Principles Functional |Intersects With| Data Subject Consent | PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
authorization;
(2) Ameans to decline the authorization; and
(8) Necessary choice and consent-related criteria required by
statutorv. regulatorv and i
Data protection by design|N/A o
217 and data protection by Functional e N/A N/A N/A 0
Relationship
default
Data protection by design| "™ ©OM7oUeT i 0bliged to arange the data processing i technical and Mechanisms exist o it the Gollection, receiving, processing, storage,
2171 and data protection by |CT8aTIsational terms so that the data protection regulations, and in Functional | Intersects Wit | ReaSonabte DataPrivacy | oo o\ . ftransmission, sharing, updating and/or disposal of Personal Data (PD) s
o particular the principles under Article 6, are respected. It shall take Practices ding to consumer for what is necessary
account of this from the planning stage. and
The technical and organisational measures must in particular be Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by design - N .
2172 and data protection by |ZPPTOPTate with regard to the state of the art, the nature and the extentof | ¢ | oo |Securty of Personal Data | oy o1 o [and physical security safeguards that are sufficient and appropriately s
o the data processing and the risk that the processing poses to the data (D) scoped to protect the confidentiality and integrity of the PD.
subiect's r rights.
The controller is obliged to ensure by means of suitable default settings Mechanisms exist to minimize sensitive and/or regulated data that is
Data protection by design| .o o ocessing of personal data is limited to the minimurm required for Minimize Sensitive / collected, received, d, stored and/or
21.7.3 and data protection by ! ! Functional | Intersects With DeH-18.1 [SOtected: y 5
o the purpose intended, unless the data subject specifies otherwise. Regulated Data the information lifecycle to only those elements necessary to support
necessary business
Data protection by design| The controller is obliged to ensure by means of suitable default settings Mechanisms exist to utilize sensors that are configured to minimize the
21.7.3 and data protection by |that the processing of personal data is limited to the minimum required for | Functional | Intersects With| Collection END-13.3 of about 5
default the purpose intended. unless the data subiect specifies otherwise.
218 Data security NA Functional No N/A N/A N/A 0
The controller and the processor shall guarantee a level of data security Mochanisms exist to ensare Personal Data (PD) i protected by logical
2.1.8.1 Data security ‘:2;:’5::‘6 tothe risk by taking suitable technical and organisational Functional | Intersects ith | 2" D"';;')sma Data|  ppio1.6  |and physical security safeguards that are sufficient and appropriately 5
g scoped to protect the confidentiality and integrity of the PD.
The measures must make it possible to avoid breaches of data security. Mochaniems existto ensara Personal Data (PD) i protected by logical
2.1.8.2 Data security Functional | Intersects Wit | 55Uty ©f PersonalData | o, o1 o 1o 4 hysical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
s18s Data security The Federal Council shallssue provisions on the minimu requirements | Lo No A A A o
for data security.
219 Processing by processors |/ Functional No N/A N/A N/A )
101 Processing by processors || P109eSSIng of personal data may be assigned by contract or by the Functional No A A A o
legislation to a processorif:
p1o1a Prosessing by processora |19 9212 5 Processed only n the manner in which the controller tselis Functional No A A A B
permitted to doit: and
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statut duty of hibit:
21.9.1b Processing by processors| "° Sttt O uty o prohibits Functional N/A N/A N/A 0
The controller must satisfy itself in partioular that the processor is able to ) No
2192 Processing by processors roller must satisfy itself in particular Pr a Funotional N/A N/A N/A 0
data security.
Th Iy assi toathird ith pri N
2193 Processing by processors | ¢ PTOCESser may only assign processing to a third party with prior Functional Ne N/A N/A N/A 0
approval from the controller.
It may claim the same grounds for justification as the controller. ) No
2194 Processing by processors | oY &2 grou Justificatl rolter: Functional N/A N/A N/A 0
N/A N
24.10 Data protection officer Functional ° N/A N/A N/A 0
Private controllers may appoint a data protection officer. Mechanisms exist to appoint a Data Protection Officer (DPO):
bata Protection Officar (1) Based on professional qualifcations; and
24.10.1 Data protection officer Functional | Intersects With or0) PRI-01.4  [(2) To be involved in all issues related to how Personal Data (PD) is 5
collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
The data protection officer is the contact point for the data subjects and for Mechanisms exist to appoint a Data Protection Officer (DPO):
the authorities responsible for data protection in Switzerland. He or she bata Protection Officer (1) Based on professional qualifications; and
241,102 Data protection officer | has the following tasks in particular: Functional | Intersects With 1or0) PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
training and advising the private controller in matters of data protection; exist to provide role-based security, and
Y roromgse
21.102.a Data protection officer Functional | Intersects With | Compliance &Resiionce | SAT-03 | 1 e v P g assig 5
uties;
T
raining (2) When required by system changes; and
(3) Annually thereafter.
providing support on applying the data protection regulations. Mechanisms exist to appoint a Data Protection Officer (DPO):
bt Protection Officar (1) Based on professional qualifications; and
21,1026 Data protection officer Functional | Intersects With 1or0) PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
Private controll e th tion in Article 23 haifth No
21103 Data protection officer || ae controllers mayinvoke the exception in Article 23 paragraph 4ifthe | =g i oy N/A N/A N/A 0
following are satisfied:
The data protection officer exercises his or her function towards the o
2.1.10.3:a Data protection officer |contralerin a professionally independent manner and s not bound by any | Functional. | i N/A N/A N/A 0
He or she does not tany activities that are tible with hi N
21.10.3b Data protection officer |- O S'® 4068 not carmy out any activities that are incompatible With his of | £ yignaq o N/A N/A N/A )
her tasks as a data protection officer.
He or she has th d expertise. N
2.1.103.c Data protection officer |1 O O s the required expertise. Functional © N/A N/A N/A 0
The controller publishes the contact details of the data protection off N
2.1.10.3.d Data protection officer | 0 con oL e Publishes the contact details of the data protection officer | g\ iionat Ne N/A N/A N/A 0
and notifies the FDPIC thereof.
The Federal Council shall regulate th tment of data protect N
21104 Data protection officer | < coora council shall regulate the appointment of data protection Functional © N/A N/A N/A 0
officers by federal bodies.
See FDE for details. N
2111 Code of conduct o6 FDE for detalls. Functional o N/A N/A N/A o
Record of N/A N
2412 ecord of processing Functional © N/A N/A N/A )
activities
The controller and the processor shall each maintain a record of their Mechanisms exist to document Personal Data (D) processing
Record of processing | PrO°eSSImE activiies. Documenting Data activities that covers collection, receiving, processing, storage,
24.12.1 Functional | Intersects With PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities > € s
detail to demonstrate conformity with applicable statutory, regulatory
and
The controller's record shall as a minimum contain: Mechanisms exist to document Personal Data (PD) processing
Recordof processing Documenting Data activities that covers collection, receiving, processing, storage,
21122 > Functional | Intersects With e PRI-14  [transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and i
the identity of the controller; Mechanisms exist to document Personal Data (PD) processing
Record of processing Documenting Data activities that covers collection, receiving, processing, storage,
211224 Functional | Intersects With PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities > "
detail to demonstrate conformity with applicable statutory, regulatory
and
the purpose of processing; Mechanisms exist to document Personal Data (PD) processing
Aecord of processing Documenting Data activites that covers collection, receivin, processing,storage,
21122 > Functional | Intersects With s PRI-14  [transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and
a description of the categories of data subjects and the categories of Mechanisms exist to document Personal Data (PD) processing
Record of processing | Pro°eS5ed personal data; Documenting Data activites that covers collection, receiving,processing, storage,
21122 Functional | Intersects With PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities ° g
detail to demonstrate conformity with applicable statutory, regulatory
and
the categories of recipients; Mechanisms exist to document Personal Data (PD) processing
Aecord of processing Documenting Data activites that covers collection, receiving, processing,storage,
211224 > Functional | Intersects With e PRI-14  [transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and
if possible, the retention period for the personal data or the critera for Mechanisms exist to document Personal Data (PD) processing
Record of processing | 29ETMIINg this period; Documenting Data activities that covers collection, receiving, processing, storage,
211226 Functional | Intersects With PRI-14  [transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and
if possible, a general description of the measures taken to guarantee data Mechanisms exist to document Personal Data (PD) processing
Acord of processing | SeCUY under Ancle 8 Documenting Data ctvities that covers collection, eceiving, processing, storage,
211224 > Functional | Intersects With onting et PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and
if the data are disclosed abroad, details of the State concerned and the Mechanisms exist to document Personal Data (PD) processing
Record of processing | EUPTaNtees under Article 16 paragraph 2. Documenting Data activites that covers collection receiving,processing, storage,
24122 > Functional | Intersects With enting Dat PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities s P
detail to demonstrate conformity with applicable statutory, regulatory
and
The processor's record shall contain information on identity of the Mechanisms exist to document Personal Data (PD) processing
processor and of the controller, the categories of processing carried out on ’ activities that covers collection, receiving, processing, storage,
Record of processing Documenting Data "
2.1.12.3 activities behalf of the controller, and the information mentioned in paragraph 2 Functional Intersects With Processing Activities PRI-14 transmission, sharing, updating and/or disposal actions with sufficient 5
letters fand g. detail to demonstrate conformity with applicable statutory, regulatory
and
Record of processing | The federal bodies shall notify the FDPIC of their records of processin ) No
21124 processing oceralbod! v irrecords of processing Functional ) N/A N/A NA 0
activities activities.
The Federal Council shall provide exceptions for legal entities that have
Record of processing ) No
21125 fewer than 250 employees and whose data processing poses a negligible Functional oo N/A N/A N/A 0
activities ¢ ‘ Relationship
risk of harm to the of the data subiects.
See FDE for details. N
2113 Certification o6 FDE for detatls. Functional o N/A N/A N/A )
Data Processingby |N/A
Private Controllers with . No
22 o e Functional ) N/A N/A NA 0
Registered Office or Relationship
Domicile Abroad
N/A ) No
2214 Representative Functional ) N/A N/A N/A 0
Private controllers with registered office or domicile abroad shall appoint a
epresentative in Switzerland if the, ocess the personal data of persons Mechanisms exist to appoint localized representation with a physical
r i r
22141 Representative rep ive in Switz fftheyp per: f per: Functional | Intersects With | Localized Representation| CPL-08 | presence in localities, as required by applicable laws and/or 5
in Switzerland and the data processing meets the following requirements:
regulations.
The processing is connected with the offer of goods or services or the Mechanisms exist to document and validate the scope of security,
221418 Representative | monitoring of the behaviour of persons in Switzerland. Functional | Intersects With| ~ Compliance Scope | CPL-01.2 |compliance and resilience controls that are determined to meet 5
statutory, regulatory and/or i
Th isonal e
221410 Ropresentative '@ processing is on a large scale. Functional | intersacts witn| Statuton: Regulatory & | | Mechanisms existto facilitate the identification and implementation of s

Contractual Compliance

relevant statutory, regulatory and contractual controls.
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The processing s carried out regularly. Mechanisms exist to facilitate the identification and implementation of
Statutory, Regulatory &
221410 Representative Functional | Intersects With CPLO1 |relevant statutory, regulatory and contractual controls. 5
Contractual Compliance
The processing poses a high risk to the personality of the data subjects. Mechanisms exist to facilitate the identification and implementation of
Statutory, Regulatory &
22.14.1d Representative Functional | Intersects With CPLO1 |relevant statutory, regulatory and contractual controls. 5
Contractual Compliance
The representative shall serve as the contact point for the data subjects Mechanisms exist to appoint localized representation with a physical
22142 Representative  |and the FDPIC. Functional | Intersects With | Localized Representation|  CPL-08 | presence in localities, as required by applicable laws and/or 5
The controller shall publish the name and the address of the Mechanisms exist to appoint localized representation with a physical
22143 Representative | representative. Functional | Intersects With | Localized Representation|  CPL-08 | presence in localities, as required by applicable laws and/or 5
Duties of th N/A N
2215 uties of the Functional © N/A N/A N/A 0
The representative shall maintain a record of controller's processing Mechanisms exist to document Personal Data (PD) processing
Duties of the activities that contains the information set out in Article 12 paragraph 2. Documenting Data activities that covers collection, receiving, processing, storage,
22.15.1 Functional | Intersects With . PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
representative Processing Activities €
detail to demonstrate conformity with applicable statutory, regulatory
and
On request, he or she shall provide the FDPIC with the information Mechanisms exist to support official investigations by provisioning
Duties of the contained in the record. Investigation Access government investigators with "least privileges” and "least
22152 Functional | Intersects With CPL05.2 " to ensure that only have access 5
representative Restrictions
to the Technology Assets, Applications, Services and/or Data (TAASD)
needed to perform the i i
On request, the shall provide data subjects with Mechanisms exist to:
on how they can exercise their rights. (1) Make data privacy notice(s) available to individuals upon first
ith an and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
relevant about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Duties of the ice-
22153 Functional | IntersectsWith|  Data Privacy Notice prig2 | (®) Contain all necessary notice-related criteria required by applicable s
representative statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
and
(6) Retain prior versions of the privacy notice, in accordance with data
rotantion
Cross-Border Discl N/A N
23 ross-Border bisclosure Functional o N/A N/A N/A o
of Personal Data
N/A N
23.16 Principles Functional © N/A N/A N/A )
Personal data may be disclosed abroad if the Federal Council has decided Mechanisms exist to implement and manage Binding Corporate Rules
that the legislation of the State concerned or the international body Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
23.16.1 Principles an adequate level of protection. Functional | Intersects With bon) PRI-01.5 |in a joint economic activity that contractually states enforceable rights 5
on data subjects with regard to the processing of their personal data.
In the a"f:“:"‘ ofa EEZ‘“L" ”y;"iFEd:'aLff;“"°‘L under pa"alg’a"l" :d . Mechanisms exist to implement and manage Binding Corporate Rules
ersonal data may be disclosed abroad only if an appropriate level of data
X P! Y Y pprop Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
23.16.2 Principles protection s guaranteed by: Functional | Intersects With PRI-01.5 i sharin § 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
a treaty under international law; Mechanisms exist to implement and manage Binding Corporate Rules
Binding Corporate Rules (BOR) (e.¢, data sharing agreemen) to legally-bind all parties engaged
23.16.2.a Principles Functional | Intersects With bon) PRI-01.5 |in a joint economic activity that contractually states enforceable rights 5
on data subjects with regard to the processing of their personal data.
data protection clauses in an agreement between the controller o the Machanisms exist to implement and manage Binding Gorporate Rulos
processor and its contractual partner, notice of which has been given to
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
2.3.16.2.b Principles the FDPIC beforehand; Functional Intersects With PRI-01.5 N L . N 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
i teesd by th tent federal body, notice of
specific guarantees drawn up by the competent federal body, notice o Mechanisms exist to implement and manage Binding Corporate Rules
which has been given to the FDPIC beforehand; - : ’ °
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
23.16.2.c Principles Functional | Intersects With PRI-0T5 || 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
standard data protection clauses that the FDPIC has approved, issued or Mechanisms existto implement and manage Binding Corporate Rules
recognised beforehand; or Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
2.316.2.d Principles Functional | Intersects With g Corp pri-01.5 |(BCR (o8- ' ag gally: P ‘gag 5
CR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
bind te rules that have b d in advance by the FDPIC
inding corporate rules that have been approved in advance by the Mechanisms exist to implement and manage Binding Corporate Rules
or by the authority responsible for data protection in a State that - ! ’ °
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
23.16.2.¢ Principles guarantees an adequate level of protection. Functional | Intersects With PRI-0T5 || 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
The Federal Council may provide for other appropriate guarantees in line Mechanisms exist to implement and manage Binding Corporate Rules
with paragraph 2. Binding Gorporate Rules (BOR) (.5, data sharing agreemen) o logally-bind all parties engaged
23.16.3 Principles Functional | Intersects With ey PRI-01.5  in a joint economic activity that contractually states enforceable rights 5
on data subjects with regard to the processing of their personal data.
See FDE for details. N
2317 Exceptions o¢ FDE for detals. Functional Ne N/A N/A N/A 0
If personal data are made generally accessible by means of automated
2318 of personal and communic services in order to provide information R— No T T o o
data in electronic form [to the general public, this is not deemed to be disclosure abroad, evenif Relationship
the data are from abroad
Duties of the Controller | N/A N
3 uties of the Lontrofier Functional o N/A N/A N/A )
and of the Processor
Dutytoprovide  |N/A o
319 information when Functional ) N/A N/A N/A )
Relationship
collecting personal data
The controller shall inform the data subject in an appropriate manner when Mechanisms exist to:
collecting personal data; this duty to provide information also applies if the (1) Make data privacy notice(s) available to individuals upon first
data is not collected from the data subject. i with an organization and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
d/or disposed;
outy o proice (5)Contalnocassary noti relted citra reuied by applicabls
i ice-re iteria requi i
3.19.1 information when Functional | Intersects With|  Data Privacy Notice PRI-02 Y quired by app 5

collecting personal data

statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention
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3.19.2

Duty to provide
information when
collecting personal data

It shall provide the data subject on collecting the data with the information
required for the data subject to exercise their rights under this Act and to
guarantee transparent data processing; it shall provide the following
information as a minimum:

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
locations and third-party recipients that process the PD

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.19.2.a

Duty to provide
information when
collecting personal data

the controller's identity and contact details;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention reaui

3.19.2.b

Duty to provide
information when
collecting personal data

the purpose of processing;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.19.2c

Duty to provide
information when
collecting personal data

if applicable, the recipients or the categories of recipients to which
personal data is disclosed.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.19.3

Duty to provide
information when
collecting personal data

If the data is not collected from the data subject, the controller shall also
inform the data subject of the categories of processed personal data.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.19.4

Duty to provide
information when
collecting personal data

If the personal data are disclosed abroad, the controller shall also inform
the data subject of the State or the international body to which such data
are disclosed and if applicable of the guarantees under Article 16
paragraph 2 or the application of an exception under Article 17.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3195

Duty to provide
information when
collecting personal data

If the data is not collected from the data subject, the controller shall also
inform the data subject of the information specified in paragraphs 2-4 at
the latest one month after receiving the data. If the controller discloses the
personal data before the expiry of this deadline, it shall inform the data
subject at the time of disclosure at the latest.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention reaui

Exceptions from the duty
to provide information
and restrictions

See FDE for details.

Functional

No
Relationship

N/A

N/A

Duty to provide
information in the case of
an automated individual
decision

N/A

Functional

No
Relationship

N/A

N/A
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Rationale Control Desc Relationship
The controller shallinform the data subject about any decision that is Mechanisms exist to:
based exclusively on automated processing and that has a legal (1) Make data privacy notice(s) available to individuals upon first
consequence for or a considerable adverse effect on the data subject with an organization and as ;
(automated individual decision). (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
Duty to provide and/or disposed;
nformation in the case of ’
3.21.1 Information N Functional | Intersects With|  Data Privacy Notice PRI-02 | (3 Contain all necessary notice-related criteria required by applicable 5
an automated individual statutory, regulatory and contractual obligations;
decision (4) Define the scope of PD processing activities, including the
locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
It shall on request allow the data subject to express their point of view. The exist to provide data subjects the ability to:
data subject may request that the automated individual decision be (1) Access their Personal Data (PD) that is being processed, stored and
reviewed by a natural person. shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Duty to provide received, processed, stored, transmitted, shared, updated and/or
information in the case of Data Subject ;
3212 Functional | Intersects With ) pRI-0s | disposed; 5
an automated individual Empowerment (3) Obtain the source(s) of their PD;
decision (4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Duty toprovide | Paragraphs 1 and 2 do not apply if:
formation in th f N
3213 information in the case o Functional © N/A N/A N/A 0
an automated individual Relationship
decision
the automated individual decision is directly connected with the Mechanisms exist to ensure data subject actions utilizing Automated
Duty to provide Automated Decision-
. conclusion or the processing of a contract between the controller and the " D Mak (ADMT) where replaces, or
information i the case of ° ° * Making Technology n ¢
32134 data subject and the data subject's request is granted; or Functional | Intersects With PRI-19 replaces, human conforms with all 5
an automated individual (ADMT) For Data Subject e oot
i tone applicable statutory, regulatory and/or contractual obligations.
Dutytoprovide | the automated individual decision is directly connected with the Automated Decision Mechanisms exist to provide data subjects with sufficient details of the
th f th ing of a contract between the controller and th « d d b Decision-Mak
3213a n the case of orthe ofacontract between the controlierandthe | ¢, ctionat  |[Intersects With|  Making Technology PRI-19.3 |\o8ican used by 5
an automated individual |data subject and the data subject's request is granted; or (ADMT) to process the Personal Data (PD) to generate an output with
(ADMT) Transparency
decision respect to the data subiect.
Dutytoprovide | the data subject has explicitly consented to the decision being automated. Automated Decision Mechanisms exist to provide concise, unambiguous and
3213b ‘;T;Tl‘::[: d‘;z;?:ig Functional |Intersects With|  Making Technology PRI-19.2 :”femf":;me ‘"S"‘:“:"S ;" h:wlda“ :;'if;m can opt-out of 5
(ADMI opt-Out Gongent utomated Decision-Making Technology (ADMT).
decision
If the automated individual decision s issued by a federal body, it must
Dutytoprovide | i nate the decisi dingly. P: h 2 does not apply if, i
formatom i e o of | designate the decision accordingly. Paragraph 2 does not apply i, in ; o
3214 ‘ accordance with Article 30 paragraph 2 of the Administrative Procedure Functional N/A N/A N/A 0
an automated individual : Relationship
o Act of 20 December 19686 (APA) or another federal act, the data subject is
not entitled to a hearing before the decision s taken.
Data protection impact | N/A N
3.22 ta protaction Impac Functional Ne N/A N/A N/A 0
If processing s likely to result in a high risk to the data subject's Mechanisms exist to conduct a Data Protection Impact Assessment
personality o fundamental rights, the controller shall carry out a data (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
Data protection impact Data Protection Impact
3221 protection impact assessment beforehand. If several similar processing | Functional | Intersects With RSK-10 |store, process and/or transmit Personal Data (PD) to identify and 5
assessment " Assessment (DPIA)
procedures are planned, a joint assessment may be carried out. remediate reasonably-expected risks.
The existence of a high risk, in particular when using new technologies, Mechanisms exist to conduct a Data Protection Impact Assessment
3222 Data protection impact |depends on the nature, extent, circumstances and purpose of the Functional | Intersects with| D249 Proteetion impact | | (DPIA) on Technology Assets, Applications andlor Services (TAAS) that s
assessment processing. A high risk arises in particular: Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
inthe case of the large-scale processing of sensitive personal data; Mechanisms exist to conduct a Data Protection Impact Assessment
52224 Data protection impact Functional | Intersects with| D249 Proteetion mpact | |(DPIA) on Technology Assets, Applications andlor Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
if public areas are systematically monitored on a large scale. Mechanisms exist to conduct a Data Protection Impact Assessment
52200 Data protection impact Functional | Intersects with| D249 Proteetion impact | | (DPIA) on Technology Assets, Applications andlor Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
The data protection impact assessment shall include a description of the Mechanisms exist to conduct a Data Protection Impact Assessment
3023 Data protection impact.|plarned processing, an ovaluation of th risks to the data subject's Functional | Intersects witn | D212 Protectionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
v tights and a of the measures to Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
protect and rights. i d risks.
Private controllers are exempt from having to carry out a data protection Mechanisms exist to conduct a Data Protection Impact Assessment
3024 Data protection impact |impact assessment if they are required by law to process the data. Functional | Intersects witn | D212 Protectiontmpact | o | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
i d risks.
‘Aprivate controller may dispense with carrying out a data protection Mechanisms exist to conduct a Data Protection Impact Assessment
- impact assessmentif it uses a system, product or service that is certified (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
Data protection impact ) ¢ Data Protection Impact "
3225 under Article 13 for the intended use, or if it complies with a code of Functional | Intersects With RSK-10  |store, process and/or transmit Personal Data (PD) to identify and 5
assessment : Assessment (DPIA) ¥
conduct under Article 11 that satisfies the following requirements: remediate reasonably-expected risks.
The code of conduct is based on a data protection impact assessment. Mechanisms exist to conduct a Data Protection Impact Assessment
22254 Data protection impact Functional | Intersacts witn| D32 Protection impact | - o, | (OPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
It provides for measures to protect the personality and the data subject's Mechanisms exist to conduct a Data Protection Impact Assessment
32250 Data protection impact |fundamental rights. Functional | Intersacts witn| D32 Protection impact | - o | (OPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Ithas been submitted to the FDPIC. Mechanisms exist to conduct a Data Protection Impact Assessment
39250 Data protection impact Functional | Intersacts witn| D32 Protection impact | - oo, | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Consultation of the | See FDE for details. N
3.23 ensutationofthe | See FOE for detalls Functional o N/A N/A N/A )
FDPIC
Notifications of data | N/A ) No
324 Hicat Functional ) N/A N/A N/A 4
security breaches
The controller shall notify the FDPIC of any breach of data security that is exist to timely-report incidents to
3.241 Notifications of data Ll‘kely to lead to a high risk to the data subject’s personality or fundamental Functional Intersects With Incident Stakeholder IRO-10 (1) Internal stakeholders; i 5
security breaches |rights as quickly as possible. Reporting (2) Affected clients & third-parties; and
(3) Regulatory
In the notification, it shall as a minimum specify the nature of the breach of exist to timely-report incidents to
2242 Notifications of data | data security, its consequences and the measures taken or planned. Functional | Intersectswin|  "eidentStakenotder | (1) nternal stakeholders; s
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
The processor shall notify the controller of any breach of data security as isms exist to timely-report incidents to
Notificati f dat kly le. Incident Stakehold 1) Inte | stakehols H
3203 otifications of data | quickly as possible. Functional | intersects with|  'cident Stakeholder |RO-10 | (1) Internal stakeholders ) 5
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
The controller shallinform the data subject if this is required for their isms exist to timely-report incidents to
Notifications of dat: FDPI X Incident Stakehold ;
204 otifications of data | protection or if the FDPIC so requests Functional | Intersectswign|  "eldentStakehotder | (1) nternal stakeholders; s
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
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It may limit, delay or dispense with the provision of information to the data exist to timely-report incidents to
2245 Notifications of data | subject f: Functional | Intersects witn| eident Stakeholder | o (1) Internal stakeholders; s
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
there is a reason for doing so pursuant to Article 26 paragraph 1 letter b or isms exist to timely-report incidents to
52454 Notifications of data | paragraph 2 letter b or the provision of information is prohibited by a Functional | Intersects witn| eident Stakeholder | o (1) Internal stakeholders; s
security breaches |statutory duty of confidentiality; Reporting (2) Affected clients & third-parties; and
(3) Regulatory
the provision of is i requires di isms exist to timely-report incidents to
52850 Notifications of data |effort; or Functional | Intersects witn| eident Stakeholder | o (1) Internal stakeholders; s
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
the provision of information to the data subject is equally guaranteed by exist to timely-report incidents to
32450 Notifications of data | making a public announcement. Functional | Intersects witn| eident Stakeholder | o (1) Internal stakeholders; s
security breaches Reporting (2) Affected clients & third-parties; and
(3) Regulatory
With the controller's consent, the FDPIC may forward the notification to exist to timely-report incidents to
Notifications of data | (N National Cyber Security Gentre for analysis. The communication may Incident Stakeholder (1) Internal stakenolders;
3.24.5bis contain sensitive personal data, including data relating to administrative | Functional |Intersects With IRO-10  [(2) Affected clients & third-parties; and 5
security breaches Reporting
and criminal proceedings or sanctions involving the controller.7 (3) Regulatory authorities.
A notification made pursuant to this Article may only be used against the exist to timely-report incidents to
2246 Notifications of data | person required to notify in criminal proceecings with that person's Funtional | ntersects witn|  I"oidentStakehotder | (1) Internal stakeholders; s
security breaches | consent. Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
4 Rights of the Data - |N/A Functional No N/A N/A N/A )
Subiect
425 Right toinformation |/ Functional No N/A N/A N/A 0
Any person may request information from the controller on whether exist to provide data subjects the ability o:
personal data relating to them is being processed. (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject
4251 Right to information Functional [ Intersectswitn| ¢ ©8 TR PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
The data subject shall receive the information required to be able to exist to provide data subjects the ability to:
exercise their rights under this Act and to guarantee transparent data (1) Access their Personal Data (PD) that is being processed, stored and
processing. In every case, they are entitled to the following information: shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
4252 Right to information Functional | Intersects With Data Subject pRi-0s | disPosed; 5
Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
the identity and the contact details of the controller; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
4252 Right to information Functional | Intersects With Data Subject pRi-op  |disposed: 5
Empowerment (3) Obain the source(s) of their PD;
(4) Obain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
the processed personal data as such; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
2.252b Right to information Functional | Intersects With Data Subject pRI0s | disposed; 5
Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
the purpose of processing; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
4.252.c Right to information Functional | Intersects With Data Subject pri-og | disposed; 5
Empowerment (3) Obtain the source(s) of their PD;
(4) Obain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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4.25.2.d

Right to information

the retention period for the personal data or, if this is not possible, the
criteria for determining this period;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4.252.e

Right to information

the available information about the source of the personal data, if it has
not been collected from the data subject;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4.25.2.f

Right to information

if applicable, whether an automated individual decision has been taken
and the logic behind the decision;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4252¢

Right to information

if applicable, the recipients or the categories of recipients to which
personal data is disclosed, as well as the information specified in Article
19 paragraph 4.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4253

Right to information

The data subject may consent to having personal data relating to their
health communicated by a health profession of their choice.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4.25.4

Right to information

If the controller arranges for personal data to be processed by a processor,
it remains under a duty to provide information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4255

Right to information

No one may waive their fight to information in advance.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

4256

Right to information

The controller must provide information free of charge. The Federal Council
may provide for exceptions, in particular if the effort required is
disproportionate.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

dingto consumer for what is necessary
and

4.25.7

Right to information

The information shall in general be provided within 30 days.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
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imitations on the right to | See FDE for details.

4.26 Functional N " N/A N/A N/A ]
Limitation on the right to | ¢ PO for detals. No
427 ¢ Functional N/A N/A N/A 0
information for the media Relationship
N/A ) No
428 Right to data portability Functional N/A N/A N/A 0
Any person may request the controller to deliver the persor\atfﬂala that exist to provide data subjocts the ability to:
they have disclosed to it in a conventional electronic format if: (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
. § Data Subject
4.28.1 Right to data portability Functional | Intersects With PRI-06 |disposed; 5
Empowerment

(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

the controller is carrying out the automated processing of the data; and exist to provide data subjscts the abillty to:

(1) Access their Personal Data (PD) that is being processed, stored and

shared, except where the burden, risk or expense of providing access

would be disproportionate to the benefit offered to the data subject

through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or

Data Subject

42812 Right to data portability Functional | Intersects With Empowerment PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,

processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,

transmitting, updated and/or sharing of their PD.

the data are being processed with the consent of the data subject or in
direct with the orthe of a contract
between the controller and the data subject.

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

Data Subject

4.28.1b Right to data portability Functional | Intersects With Empowerment

The data subject may also request the controller to transfer their personal
data to another controller if the requirements in paragraph 1 are met and
no disproportionate effort is required.

exist to provide data subjects the ability to:

(1) Access their Personal Data (PD) that is being processed, stored and

shared, except where the burden, risk or expense of providing access

would be disproportionate to the benefit offered to the data subject

through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or

' Data Subject

4282 Right to data portability Functional | Intersects With Empowerment PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,

processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,

transmitting, updated and/or sharing of their PD.

The controller must deliver or transfer the personal data free of charge. The Mechanisms exist to maintain a process to efficiently and effectively
Federal Council may provide for exceptions, in particular if the effort is Data Subject Feedback respond to requests, complaints, concerns and/or questions from
4283 Right to data portability |disproportionate. Functional | Intersects With Man'agemem PRI-06.4 data subjects about Personal Data (PD) the organization 5

collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

20 Restriotions on the ight | See FDE for details. Fonetionat No A A A N
to data portability
Special Provisionson | N/A o
5 Data Processing by Functional e N/A N/A N/A 0
Relationship
Private Persons
5.30 Breaches of personality | N/A Functional ® N/A N/A N/A 0
rights
eraaches of peraanaliy | " PETS0N WMo processes personal data mustnot unlawfully breach the s exist to require al ces and contractors to apply
5.30.1 e data subjects' personality rights. Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
¢ enable secure. compliant and resilient i
—[Abreach of personality rights arises in particular if: isms exist to require all and toapply
Breaches of 1
5.30.2 reac esr° h‘::’“"" ity Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
i
¢ enable secure. compliant and resilient i
—[personal data are processed contrary to the principles of Artioles 6 and 8; isms exist to require all and toapply
Breaches of 1
5.30.2.a reac esr° h‘::’“"" ity Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
i
¢ enable secure. compliant and resilient i
—[personal data are processed contrary to the express wishes of the data isms exist to require all and toapply
Breaches of 1
5.30.2b reac esr° h‘::’“"" Y | subject; Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
i
¢ enable secure. comliant and resilient capabili
—[sensitive personal data are disclosed to third parties. isms exist to require all and toapply
Breaches of 1
5.302.c reaches h‘::’“"" il Functional |Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
i
¢ enable secure. compliant and resilient i
[ In general no breach of personality rights arises if the data subject makes isms exist to require all and toapply
Breaches of personality
5.30.3 rights the personal data generally accessible and has not explicitly prohibited Functional Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
i
¢ any enable secure. compliant and resilient capabilities.
See FDE for details. N
5.31 Grounds for justification |00~ o detalls: Functional No. N/A N/A N/A 0
See FDE for details. ) No
5.32 Legal rights : Functional § N/A N/A N/A 0
Special Provisionson | N/A o
6 Data Processing by Functional - N/A N/A N/A 0
Relationship
Federal Bodies
controtand See FDE for details.
responsibility in the case No
6.33 P Y Functional - N/A N/A N/A 0
of the joint processing of Relationship
personal data
See FDE for details. ) No
6.34 Legal basis raetal Functional N/A N/A N/A 4
Automated data | See FDE for details. o
6.35 processing as part of Functional e N/A N/A N/A 0
? Relationship
pilot trials
Discl f U [NA N
6.36 e “s":a‘:apem"” Functional e N/A N/A N/A o
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Disclosure of personal | Federal bodies may only disclose personal data if there is a statutory basis

6.36.1 Functional - N/A N/A N/A 0
data for doing soin with Article 34 1-3.
0302 isclosure o personal. | They may disclose personal data in specific cases n derogation from Functionat No A A A o
data paragraph 1. if any one of the following is satisfied:
ca020 Disclosure of personal | The data must be disclosed in order for the controller or the recipient to ronctionat No A A A N
data fulfil a statutory duty.
03020 Dlsclosurde;;personal The data subject has consented to disclosure Functional No WA WA A o
- The data must be disclosed in order to protect the life or physical integrity
Disclosure of personal No
6.36.2.c of the data subject or of a third party and itis not possible to obtain the Functional N/A N/A N/A 0
data Relationship
consent of the data subiect within a time.
ca02a Disclosure of personal | The data subject has made their personal data generally accessibleand | L No A A A o
data has not explicitly prohibited any
The recipient has credibly shown that the data subject has refused consent
or objected to the disclosure in order to prevent the recipient from
Disclosure of personal No
6.36.2.0 e enforcing legal rights or exercising other legitimate interests; the data Functional | o 19 N/A N/A N/A 0
subject must be given the opportunity beforehand to comment, unless this P
is or reauires ffort.
) The federal bodies may furthermore disclose personal data as part of
Disclosure of personal No
6363 il official information provided to the public or based on the Freedom of Functional | oo N/A N/A N/A 0
ion Act of 17 December 20049 if: 2
53650 Disclosure of personal | the data is connected with the fulfitment of public duties; and ronctionat No A A A o
data
53650 Dvsclosur:;;nersonal there is an overriding public interest in the disclosure. Functionat No A A A B
) They may also disclose a person’s surmame, first name, address and date
Disclosure of personal No
636.4 of birth on request even if the requirements in paragraphs 1 or 2 are not Functional N/A N/A N/A 0
data . Relationship
satisfied.
They may make personal data generally accessible by means of
and services if there is a legal
Disclosure of personal | basi ishi i ) N
6365 p basis for publishing the data or f they disclose data based on paragraph3. | [ o A A A o
data Ifthere is no longer a public interest in making the data generally Relationship
accessible, the data concerned shall be deleted from the automated
and service.
5366 isclosure ofpersonal | The federal bodies shall refuse o restict disclosure or make disclosure Functionat No A A A o
data subiect to if:
53000 Disclosure of personal | essential public nterests or the manifestly logitimate interests of the data | o No A A A .
data subiect so require; or
53660 Disclosure of personal | statutory duties of confidentiality o special data protection regulations so | No A A A o
data reauire.
Objectingtothe  |N/A o
6.37 disclosure of personal Functional e N/A N/A N/A 0
Relationship
data
Objectingtothe | A data subject who credibly shows a legitimate interest may object to the o
637.1 disclosure of personal | disclosure of specific personal data by the responsible federal body. Functional | e N/A N/A N/A )
data o
Objectingtothe | The federal body shall reject the objection if any one of the following o
637.2 disclosure of personal | requirements is satisfied: Functional e N/A N/A N/A 0
Relationship
data
Objectingtothe | There is a legal duty to disclose the data. o
637.2.a disclosure of personal Functional e N/A N/A N/A 0
Relationship
data
Objectingtothe | The fulfitment of the body's tasks would otherwise be jeopardised. o
637.26 disclosure of personal Functional e N/A N/A N/A 0
Relationship
data
Objectingtothe | Article 36 paragraph 3 remains reserved. o
637.3 disclosure of personal Functional e N/A N/A N/A 0
Relationship
data
Offering d tsto |See FDE for details. N
6.38 ering documents to | See FDE for details. Functional Ne N/A N/A N/A 0

the Federal Archives
Data processingfor | N/A No
6.39 purposes not related to Functional N/A N/A N/A o
Relationship
specific persons.
Data processing for | Federal bodies may process personal data for purposes not related to No
6.39.1 purposes not related to_|specific persons, in particular for research, planning or statistics, provided: | Functional [ ot N/A N/A N/A o
specific persons. e
Data processing for | the data are anonymised as soon as the purpose of processing permits; No
6.39.1.a purposes not related to Functional N/A N/A N/A o
Relationship
specific persons.
Data processing for | the federal body only discloses sensitive personal data to private persons. No
6.39.1b purposes not related o [in such a manner that the data subjects are not identifiable; Functional | o i N/A N/A N/A o
specific persons. e
Data processing for | the recipient only transmits the data to third parties with the consent of the ®
6.39.1.c purposes not related to |federal body that disclosed the data; and Functional | o i N/A N/A N/A o
specific persons. e
Data processing for | the results are only published in such a manner that the data subjects are No
6.39.1.d purposes not related to | not identifiable. Functional N/A N/A N/A o
Relationship
specific persons.
Data processing for | Articles 6 paragraph 3, 34 paragraph 2 and 36 paragraph 1 do not apply.

N
6.39.2 purposes not related to Functional ° N/A N/A N/A 0
Relationship
specific persons
a0 Private law activities by |See FDE for details. ronctionat No A A A B
federal bodies
6.41 Rights and procedures | /A Functional No N/A N/A N/A 0
A ho has a legitimate interest tth ot N
6.41.1 Rights and procedures | Person who has a legitimate interest may request the responsible Functional o N/A N/A N/A 0
federal body to:
Stop the unlawful processing of the personal data concerned; ) No
64112 Rights and procedures | >10P the untawful processing per Functional N/A N/A N/A 0
dress th funtawtul : N
6.41.1b Rights and procedures | "20"esS the consequences of unlawful processing; Functional o N/A N/A N/A 0
declare the processing to be unlawful. N No
6.411.c Rights and procedures processing to be untawful Functional N/A N/A N/A )
The applicant rtioult tthe federal body to: N
6.41.2 Rights and procedures | |© PP cant mayin particularrequest the federal body to: Functional o N/A N/A N/A 0
Correct, delete or destroy the personal data concerned; ) No
6412 Rights and procedures | " rdestroythe per Functional N/A N/A N/A 0
communicate its decision, in partioular about correcting, deleting or
tr | data, th ti t the L Articl N
64120 Rights and prosedures | 495170Ying personal data, the objection against the disclosure under Aticle | ¢ No WA WA WA o
37 or marking data as disputed under paragraph 4, to third parties or Relationship
publish the decision.
Instead of deleting or destroying th { data, the federal body shall N
6.413 Rights and procedures | o2 Of deleting or destroying the personal data, the federal body shal Functional o N/A N/A N/A 0
restrict the if:
the data subject disputes the acouracy of the personal data and neither its ) No
64132 Rights and procedures ublect dispu uracy of the per e 1 Functionat N/A N/A N/A )
-accuracy nor its inaccuracy can be
th ding interests of third part ire; N
6.41.3b Rights and procedures | ¢ CVermiding interests of third parties so require; Functional o N/A N/A N/A 0
an overridin blic interest, in particular Switzerland's internal or external " No
6.41.3.c Rights and procedures verriding public inparticular Switzer ntert X Functional N/A N/A N/A 0
security, so requires;
deleting or destroying the dat di , tigat N
6.41.3.d Rights and procedures | 2°\2tng or destroying the data may jeopardise an enquiry, an investigation | g oo o N/A N/A N/A 0
oran or judicial d
If neither the accuracy nor the inaccuracy of the relevant personal data can o
6414 Rights and procedures | be established, the federal body shall mark the data as being disputed. Functional. | i i N/A N/A N/A 0
The correction, deletion or destruction of personal data may not be
requested in connection with the stocks held by publicly accessible
No
615 Rights and procedures | PF27IeS,education and training institutions, museums, archives orother | L WA WA WA o
public memory institutions. If the applicant credibly shows an overriding Relationship

interest, he or she may request the institution to restrict access to the
disputed data. Paragraphs 3 and 4 do not anoly.
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Th d d by the APA11. Th tions in Articles 2 and 3

6.416 Rights and procedures | ¢ Procedure is governed by the '@ exceptions in Articles 2 an Functional o N/A N/A N/A 0
APA do not apply.

Where proceedings relating to acoess to official documents that contain

personal data in accordance with the Freedom of Information Act of 17

December 200412 are pending, the data subject may claim those rightsin | ¢ No WA WA WA o

the proceedings that they would have under Article 41 of this Act in relation Relationship

to the documents that are the subject matter of the access proceedings.

Procedure for disclosing
6.42 official documents that
contain personal data

Federal Data Protection [N/A

N
7 and Information Functional © N/A N/A N/A 0
2na Inform Relationship
See FDE for details. N
74 Organisation o6 FDE for detatls. Functional © N/A N/A N/A 0
Investigationof | N/A o
72 Violations of Data Funotional N/A N/A N/A 0
Relationship
Protection
N/A No
7.2.49 Investigation Funotional N/A N/A N/A 0
The FDPIC shall open an investigation into a federal body or a private
N
2401 Ivestigation person ex officio orin response to a report i there are sufficient indications [ o WA WA WA o
that a data processing activity could violate data protection regulations. Relationship
2402 vestgation It may refrain from opening an investigation ifthe violation of data Functionat No A A A o
protection is of minor importance.

The federal body or the private person shall provide the FDPIC with all the
information and documents that is needed for the investigation. The right to No
7.2.493 Investigation refuse to provide information is governed by the Articles 16 and 17 of the Functional | ¢ o chip N/A N/A N/A 0
APA20, unless Article 50 paragraph 2 of this Act provides otherwise.

Jad0d vestgation If the data subject has filed a report, the FDPIC shall inform them about Functionat No A A A o
the steps taken in response and the result of any

7.2.50 Powers See FDEfor detals. Functional No N/A N/A N/A 0

7.2.51 Administrative measures |/ Functional No N/A N/A N/A 0

If data protection regulations have been violated, the FDPIC may order that No
7.2511 Administrative measures |the ing be modified, or wholly or in part, Functional | oo hip N/A N/A N/A o
and the personal data deleted or destroved, wholly or in part.

It may delay or prohibit disclosure abroad if this violates the requirements

N
72512 Administrative measures [of Artcle 16 or 17 or provisions relating o the disclosure of personaldata | Functional | o b9 N/A N/A N/A )
abroad in other federal acts. e
2513 ministrative measures | 't aY in particular order that the federal body or the private person: Functionat No A A A o
ide him or her with information i d th Articles 16 N
725138 Administrative measures | PT0Y4° MM or her with information in accordance with Articles Functional e N/A N/A N/A )
paragraph 2 letters b and ¢ and 17 paragraph 2:
7.2513b Administrative measures | 2<© 1€ Measures in accordance with Articles 7 and &; Functional No N/A N/A N/A )
form the data subject d th Articles 19 and 21; N
7.2.51.3.c Administrative measures |10 e 4ata subjects in accordance with Articles 19 an Functional Ne N/A N/A N/A 0
25194 Administrative measures ;;Tvducl a data protection impact assessment in accordance with Article Functionatl No WA WA WA N
L& him or h d th Article 23; N
7.2.513. Administrative measures | °°"°U' MM or herin accordance with Article Functional Ne N/A N/A N/A 0
rorar Administrative measaras |P1°Vid im or her o, i applicable, the data subject with information in Functionat No A A A o
with Article 24:
ide the data subject with the informati ified in Artiole 25. N
7.2513¢ Administrative measures | PTOV!4® th data subjectwith the information specified in Article Functional Ne N/A N/A N/A 0

It may also order that private controllers with registered office or domicile No

72514 Administrative measures |abroad appoint a representative in accordance with Article 14. Functional N/A N/A N/A o
Relationship

If the federal body or the private person has taken the required measures

72515 Administrative measures | 278 " in order to with the data Functional No N/A N/A N/A 0
protection regulations, the FDPIC may simply issue an official warning. Relationship
7.2.52 Procedure See FDEfor detals. Functional No N/A N/A N/A 0
7.2.53 Coordination See FDE for details. Functional ® N/A N/A N/A 0
73 Administrative A Functional No N/A N/A N/A 0
Assistance
Administrative | See FDE for details. o
7.3.54 assistance between Functional e N/A N/A N/A 0
" Relationship
Swiss
Administrative | N/A o
7.3.55 assistance for foreign Functional e N/A N/A N/A 0
noe for Relationship

The FDPIC may exchange information or personal data with foreign
authorities that are responsible for data protection in order that they may No

Administrative

7.3.56.1 assistance for foreign ) ' Functional e N/A N/A N/A 0
e fulfl their respective statutory duties in relation to data protection, Relationship
provided the following are satisfied:
ith regard to admini i is o
7.355.1a assistance for foreign Functional e N/A N/A N/A 0
noe for Relationship
Administrative | The information and personal data are used only in the proceedings related o
7.3.55.1.b assistance forforeign | to data protection that are the subject of the request for administrative Functional. | i i N/A N/A N/A 0
thoriti
Administrative The recipient authority to preserve secrecy as well No
7.355.1.¢ assistance forforeign |as trade and manufacturing secrecy. Functional N/A N/A N/A )
noe fo Relationship
Administrative The information and personal data are only disclosed to third parties if the No
7.355.1.d assistance forforeign | authority that provided them gives its approval beforehand. Functional. | i i N/A N/A N/A 0
thoriti
Administrative The recipient authority undertakes to comply with the requirements and No
7.355.1e assistance forforeign | restrictions imposed by the authority that provided the information and Functional | b N/A N/A N/A 0
thorit personal data. <
Administrative In order to justify its request for administrative assistance or to comply No
7.3.55.2 assistance forforeign | with the request from an authority, the FDPIC may provide the following Functional | b N/A N/A N/A 0
thoriti in particular: P
Administrative the identity of the controller, of the processor or of other third parties No
7.355.2:a assistance forforeign | involved; Functional N/A N/A N/A )
noe fo Relationship
Administrative | the categories of data subjects; .
7.3.55.2.b assistance for foreign Functional N/A N/A N/A )
noe fo Relationship
Administrative | the identity the data subjects, provided o
7.355.2.c assistance for foreign Functional N/A N/A N/A )
noe fo Relationship
Administrative | the data subjects have consented, or o
7.3.55.2.0.1 assistance for foreign Functional N/A N/A N/A 0
noe fo Relationship
Administrative disclosure of the identity of the data subjects is essential for the FDPIC or No
7.355.2.0.2 assistance forforeign | the foreign authority to fulfil statutory duties; Functional N/A N/A N/A 0
noe fo Relationship
Administrative | processed personal data or categories of processed personal data; .
7.355.2d assistance for foreign Functional N/A N/A N/A 0
noe fo Relationship
Administrative | the purpose of processiny o
7.355.2. assistance for foreign Funotional N/A N/A N/A 0
noe fo Relationship
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Relationship

Administrative the recipients or the categories of recipients; No
7.355.2.f assistance for foreign Functional e N/A N/A N/A 0
noe for Relationship
Administrative | technical and organisational measures. o
7.3.55.2¢ assistance for foreign Functional e N/A N/A N/A 0
noe for Relationship
Before the FDPIC provides information that may include professional,
trade or secrets to a foreign authority, it shall inform the o
7.3.55.3 assistance for foreign | natural persons or legal entities concerned that hold these secrets, and Functional | oo N/A N/A N/A 0
authorities invite them to comment, unless this is not possible or requires 2
effort.
N/A No
7.4 Other Tasks of the FDPIC Funotional N/A N/A N/A 0
See FDE for details. N
7.4.56 Register o6 FDE for detatls. Functional © N/A N/A N/A 0
7.4.57 Information See FDEfor detals. Functional No N/A N/A N/A 0
7.4.58 Further tasks A Functional No N/A N/A N/A 0
S a5on Furthor taske The FDPIC shall also carry out the following tasks in particular: Functionat No A A A B
B Forthor toare Itshallinform, train and advise federal bodies and private persons ondata | No A A A o
protection matters.
I Furthor taske It shall support the cantonal bodies and worlc with Swiss and foreign Functionat No A A A B
thorities that are for data protection.
Jasete Forthor toare It shall raise public awareness, and in particular that of persons inneed of | L No A A A o
protection, in relation to data protection.
asord Furthor taske It shall provid data subjects on request with nformation on how they may |~ No A A A o
exercise their rights.
Jasete Forthor toake :s‘haltcammem on draft federal legislation and measures that involve Functionat No A A A o
ata
It shall carry out the duties assigned to it under the Freedom of Information No
7.458.1.f Further tasks T oot Funotional N/A N/A N/A 0
It shall develop working instruments as recommendations of good practice
; N
aseie Further tasks for use by controllers, processors and data subjects; or this purpose, it Functional No A A WA o
shall take into account the specifics of the field concerned and the need to Relationship
brotect vulnerable persons.
It may also advise federal bodies that are not subject to his or her "
7.4.58.2 Further tasks supenvision in accordance with Articles 2 and 4. The federal bodies may Functional | e N/A N/A N/A )
allow him or her to inspect files. o
The FDPIC has the power to declare to foreign authorities that are
N
4583 Further tasks responsible for data protection that direct service is permitted in relation Functional No n n o o
to data protection in Switzerland, provided Switzerland is granted Relationship
reciprocal rights.
See FDE for details. N
75 Fees o6 FDE for detalls. Functional o N/A N/A N/A o
See FDE for details. N
8 Criminal Provisions |~ - " 4etals Functional © N/A N/A N/A )
Conclusionof _|See FDE for details. N
9 enclusion o o6 FDE for detatls. Functional o N/A N/A N/A o
Treaties
See FDE for details. N
10 Final Provisions e FDE for detalls Functional © N/A N/A N/A )
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