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Subject and f
| ublectand scope of N/A Functional | No Relationship N/A N/A N/A 0

This Circular relates to the rules on the segregation of duties, risk
management and internal controls contained in the Banking Ordinance
(Arts. 12 and 14e BO, SR 952.02) and the Financial Institutions
Ordinance (Arts. 12 and 68 FinlO; SR 954.11) and sets out the Functional | No Relationship N/A N/A N/A 0
corresponding supervisory practice. It takes account of the Basel
Committee’s principles for the sound management of operational risk
and ional resilience.
This Circular applies to banks under Article 1a and persons under Article
b of the Banking Act (BA; SR 952.0), securities dealers under Article 2
para. 1let. e and Article 41 of the Financial Institutions Act (FinlA; SR
Subject and scope of ) S
12 anplication 954.1), and financial groups and financial conglomerates under Article Functional | No Relationship N/A N/A N/A 0
3cBAand Article 49 FinlA. In the following, banks, persons under Article
1b BA, securities firms, financial groups and financial conglomerates are
referred to as “insti .
1 Definition of terms N/A Functional _| No Relationshi N/A N/A N/A 0
Operational risk is defined in Article 89 CAO. It refers to the risk of
financial loss resulting from inadequate or failed internal processes or
systems, inappropriate actions taken by people or mistakes made by
s Definition of terms |1 O from external events. This includes the financial losses that can | ¢ o petarionship 0 on on o
result from legal or risks. Of risk
typically also takes other types of damage into account, provided that
these can ultimately also result in financial loss. It does not include
strategic risk.
Inherent risks are operational risks that the institution is exposed to
-4 Definition of terms | through its products, activities, processes and systems, without taking | Functional | No Relationship N/A N/A N/A 0
control or mitigation measures into account.
Residual risks are operational risks that the institution is exposed to

Subject and scope of
application

15 Definition of terms ° Functional | No Relationship N/A N/A N/A 0
after taking control and mitigation measures into account.
and i (ICT) refers to the physical
-6 Definition of terms. and logical of Tand systems, Functional No Relationship N/A N/A N/A 0
the individual hardware and software assets, networks, data and
operating

Critical data are data that, in view of the institution’s size, complexity,
structure, risk profile and business model, are of such crucial
significance that they require increased security measures. These are
data that are crucial for the successful and sustainable provision of the
institution’s services or for regulatory purposes. When assessing and
determining the criticality of data, the confidentiality as well as the
integrity and availability must be taken into account. Each of these three
aspects can determine whether data is classified as critical.

s Definition of terms | C1 @l Processes are processes whose significant disruption endanger |2 el ol - - - R
the provision of critical functions. Thev are part of the critical functions.
Business continuity management (BCM) refers to the institution-wide
approach for recovering the operation of critical processes in the event

-7 Definition of terms Functional No Relationship N/A N/A N/A 0

-9 Definition of terms [ of a significant disruption going beyond incident It defines i No Relationshi N/A N/A N/A 0
the response to significant disruptions. Effective BCM reduces the
residual risks in ion with significant di:

The recovery time objective (RTO) is the time within which an

110 Definition of terms | 2PPication: system and/or process must be recovered. The recovery Functional | No Relationship N/A N/A N/A 0
point objective (RPO) is the maximum tolerable period during which data

is lost.

The business continuity plan (BCP) is a forward-looking plan that sets

- Definition of terms |01 (e ecessary procedures, recovery options and i X o o VA NA NA 0
resources (the recovery processes) for ensuring continuity and

recovering critical pre

The disaster recovery plan (DRP) defines the recovery processes for

achieving the recovery goals in the event of a catastrophic failure or

112 Definition of terms e Functional | No Relationship N/A N/A N/A 0
destruction of the ICT and taking into account the possible loss of key
personnel
Crisis situations are i situations that i threaten the
institution’s existence, and that cannot be managed with ordinary
1-13 Definition of terms | measures and decision-making authority. They differ from incidents and |  Functional | No Relationship N/A N/A N/A 0

significant disruptions that can be overcome with incident management
in normal operation or with the defined BCPs and DRPs.

114 Definition of terms _| Critical functions include: Functional _| No Relationshi N/A N/A N/A 0
the activities, processes and services - including the underlying
resources necessary for their provision - whose disruption would

IL.a-15 Definition of terms ° ) ° ' Functional | No Relationship N/A N/A N/A 0
jeopardise the institution’s continuation or its role on the financial
market and thus the proper ioning of the financial markets; and

1.b-16 Definition of terms__|the important functions under Article 8 BA. Functional No i i N/A N/A N/A 0

The tolerance for disruption is the extent (e.g. the duration or expected
o Definition of terms d?m.age) of the dlsrufmon of a critical iunvcllun that the \‘nstmmon is Functional | No Relationship R R R o
willing to accept, taking severe but plausible scenarios into account. A
tolerance for disruption must be defined for each critical function.
Operational resilience refers to the institution’s ability to restore its.
critical functions in case of a disruption within the tolerance for
disruption. That s to say, the institution’s ability to identify threats and
possible failures, to protect itself from them and to respond to them, to
restore normal business operations in the event of disruptions and to
learn from them, 50 as to minimise the impact of disruptions on the

18 Definition of terms Functional | No Relationship N/A N/A N/A 0
provision of critical functions. An operationally resilient institution has
designed its operating model in such a way that tis less exposed to the
risk of disruptions in relation to its critical functions. Operational
resilience thus reduces not only the residual isks of disruptions, but
also the inherent risk of disruptions occurring. Effective operational risk
helos the institution’s resilience.
Principle of
" P N/A Functional | No Relationship N/A N/A N/A 0
proportionality
This Circular applies to all addressees. However, the requirements are
Principle of tobei ona by basis, on the size,
li-19 P P Functional | No Relationship N/A N/A N/A 0
proportionality complexity, structure and risk profile of each institution. FINMA can relax

or tighten the rules in individual cases.

principle of Banks and securities firms in FINMA Categories 4 and 5 are exempt from

1-20 proportionaliy | COMPYNgWith margin nos. 33-38, 41-46, 48, 51, 57, 73, 74, 76-78, 80, Functional | No Relationship N/A N/A N/A 0
87,92, 93, 96,103, 104and 110-112.

Institutions under Articles 47a-47e CAO, persons under Article 1b BA,

Principle of ) S
n-21 g and firm: trading) are also exempt from Functional | No Relationship N/A N/A N/A 0
s Y with margin nos. 72, 75, 79 and 105-109.
v Opertional risk N/A Functional | No Relationship N/A N/A N/A 0
Overarching
VA operationalrisk N/A Functional | No Relationship N/A N/A N/A 0
o risk forms part of ide risk Mechanisms exist to facilitate the implementation of
management under FINMA Circular 2017/1 “Corporate governance - strategic, operational and tactical risk management
Overarching  [banks”. controls that are aligned with
: Risk Management :
IV.A-22 operationalrisk Functional | Intersects With Program RSK-02 (1) The organization’s Enterprise Risk Management 5
management (ERM); and
(2) Industry-recognized cybersecurity risk
practices.
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FDE Name Focal Document Element (FDE) Description SCF Control e e 5CE) S renetbiot
Control Description Relationship
The board of directors approves the basic principles for the management Mechanisms exist to align security, compliance and
of operational risks relevant for the institution and monitors their resilience capabilities with business requirements
application. Among others, these include the ICT risks, the cyber risks, through a steering committee or advisory board,
the risks relating to critical data, the risks resulting from the design and comprised of key cybersecurity, data protection and
Overarching implementation of BCM and, where applicable, the risks from cross- ) ) business executives, which meets formally and on a
V.A-23 operational risk border service business. At least once a year, the board of directors Functional Intersects With Steering Committee & GOV-09 regular basis. 5
management approves the risk tolerance for operational risk in accordance with the Program Oversight
risk policy, taking the institution’s strategic and financial goals into
account. In doing so it considers the results from the risk and control
assessments under margin no. 30. It accepts either the extent to which
the institution is exposed to operational risk, or decides to adjust the risk
tolerance and make the strategic changes necessary for this.
The board of directors approves the basic principles for the management exist to define organizational risk
of operational risks relevant for the institution and monitors their tolerance, the specified range of acceptable results.
application. Among others, these include the ICT risks, the cyber risks,
the risks relating to critical data, the risks resulting from the design and
Overarching | mPlementation of BOM and, where applicabl, the isks from cross-
V.A-23 operationalrisk | POTéer service business. Atleast once a year, the board of directors Functional | Intersects With Risk Tolerance RSK-05.1 5
anagamont | 2PProves the risk tolerance for operational isk in accordance with the
tisk policy, taking the institution’s strategic and financial goals into
account, In doing so it considers the resuts from the risk and control
assessments under margin no. 30. It accepts either the extent to which
the institution is exposed to operationalrisk, or decides to adjust the risk
tolerance and make the strategic changes necessarv for this.
The board of directors approves the basic principles for the management Mechanisms exist to obtain executive leadership
of operational risks relevant for the institution and monitors their approval for risk management decisions involving
application. Among others, these include the ICT risks, the cyber risks, material risk.
the risks relating to critical data, the risks resulting from the design and
Overarching implementation of BGM and, where applicable, the fsks from cross- Exccutive Loadership
VA28 operationalrisk | 2°7e" Service business. At least once a year, the board of directors Functional | Intersects With | Approval For Managing | RSK-06.1 5
management approves the risk tolerance for operational risk in accordance with the Matorial Riok
risk policy, taking the institution’s strategic and financial goals into
account. In doing so it considers the results from the risk and control
assessments under margin no. 30. It accepts either the extent to which
the institution is exposed to operational risk, or decides to adjust the risk
tolerance and make the strategic changes necessary for this.
The board of directors regularly approves strategies for dealing with ICT, Mechanisms exist to align security, compliance and
Overarching _|YPerisks, critcal data and BCM, and monitors their application. ) ) resilience capabilies with business requirements
V.A-24 operational risk Functional | Intersects with | Steeringcommittee & | o [through a steering committee or advisory board, 5
g, Program Oversight comprised of key cybersecurity, data protection and
business executives, which meets formally and on a
regular basis.
Overarching The board of directors regularly approves strategies for dealing with ICT, ) Mechanisms exist to establish a:
VoA sporational e | Y0 sk, eitcal data and BOM, and monitors their application. Functional | intersacts With Strategio Plan & pru.gp |1 Strategic secuity, compliance and resiionce- s
anagemont Objectives specific business plan; and
(2) Set of obiectives to achieve that plan.
The executive board ensures in a comprehensible way that the Mechanisms exist to facilitate the implementation of
operational risks are identified, assessed, limited and monitored, and strategic, operational and tactical risk management
Overarching that the effectiveness of both the design and also of the implementation Risk Management controls that are aligned with:
IV.A-25 risk of this risk is regularly reviewed. It takes risk- Functional Intersects With Program RSK-02 (1) The organization's Enterprise Risk Management 5
management specific supplementary or intensified measures in order to limit the (ERM); and
inherent risks deemed to be material as the situation demands. (2) Industry-recognized cybersecurity risk
practices.
The executive board ensures in a comprehensible way that the Mechanisms exist to remediate risks to an acceptable
Overarching _|0Peretionalisks e identied, assessed, imited and montored, and evel.
V.A-25 operationalrisk |13t the effectiveness of both the design and also of the implementation | ¢\ oo | jntersects With | Risk Remediation RSK-17 5
management of this operational risk management is regularly reviewed. It takes risk-
specific supplementary or intensified measures in order to limit the
inherent risks deemed to be material as the situation demands.
The executive board ensures in a comprehensible way that the Mechanisms exist to monitor isk as an integral part of
operational risks are identified, assessed, limited and monitored, and the continuous monitoring strategy, including:
Overarching that the effectiveness of both the design and also of the implementation (1) The effectiveness of security, compliance and
IV.A-25 risk of this risk is regularly reviewed. It takes risk- Functional Intersects With Risk Monitoring RSK-22 resilience controls; 5
management specific supplementary o intensified measures in orderto limit the (2) Changes to the organization’s risk profile; and
inherent risks deemed to be material as the situation demands. (3) Changes to Technology Assets, Applications
and/or Services (TAAS)that affect risk.
To raise awareness among employees for reducing relevant operational Mechanisms exist to provide all employees and
Overarching |risks, particularly ICT risks, cyber risks, risks with regard to critical data Security, Compliance security, and
IV.A-26 operationalrisk |and the isks resulting from the design and implementation of BCM, Functional | Intersects With &Resilience SAT-04 |resilience awareness education and training that is 5
management measures are to be implemented and carried out taking into account Awareness Training relevant for their job function.
their tasks, and
To raise awareness among employees for reducing relevant operational Mechanisms exist to provide role-based security,
Overarching | 1Sk, Partoulary ICT isks, cyber rsks, risks with regard to crtcal data Role-Based Security, compliance and resilience-related training:
VA26 operationalyei |2 he fisks resulting rom the design and implementation of BOM, Functionl | Intersects With | Complianced. saros |1 Before authorizing access to the system or s
management measures are to be implemented and carried out taking into account Resillence Training performing assigned duties;
their tasks, competencies and responsibilities. (2) When required by system changes; and
(3) Annually thereater.
If necessary, FINMA will define more stringent requirements for
Overarching ! ringent )
W.A-27 operationalrisk | CPerationatrisk management for specific topics as part of ongoing Functional | No Relationship N/A N/A N/A 0
anagemens | SUPervSion. This willbe done cautously and in accordance with the
principle.
The operational risks must be categorised in a uniform manner across Mechanisms exist to develop and keep current a
the institution and listed in an inventory. The categorisation may be catalog of applicable risks associated with the
Overarching |performed based on the categorisation of event types used to calculate 's business and
IV.A-28 operationalrisk  [the minimum capital requirements for operational risk or based on an Functional | Intersects With Risk Catalog RSK-10  [inuse. 5
management | internal taxonomy. The categorisation must be applied consistently in all
areas of the institution and in all components of operational risk
The operational risks must be categorised in a uniform manner across Mechanisms exist to maintain a risk register that
the institution and listed in an inventory. The categorisation may be facilitates monitoring and reporting of risks.
Overarching performed based on the categorisation of event types used to calculate
V.A-28 operationalrisk |the minimum capital requirements for operational risk or based on an Functional | Intersects With Risk Register RSK-14 5
management internal taxonomy. The categorisation must be applied consistently in all
areas of the institution and in all components of operational risk
Overarching | Memal and extemal factors shallbe taken into account foridentiying Mechanisms exist to identify and document risks,
VA20 oporationaluai | oPerationalrisks. The dentifid operational isks shallbeassessedina | ook g |bothintematand external. s
anagemens | comPrehensible way both from the perspective of nherent as wl as
residual risks.
Internal and external factors shall be taken into account for identifying Mechanisms exist to conduct recurring assessments
Overarching | 0Perationalisks. Th identified operationa isks shall be assessed n a of risk that includes the likelihood and magnitude of
A20 operationalyaic | COMPrenensible way both fom the perspectiveof inherent as wellas functional | intersectswith | Risk Assessment Rsi1a  |Perm. from unauthorized access, use, disclosure, s
managoment | residualrisks. disruption, modifcation or desiruction o the
's Assets,
Services and/or Data (TAASD).
The and of risks shall be based on Mechanisms exist to regularly review Technology
Overarching at least review results and regularly conducted risk and control Functional Review Of Assets, Applications and/or Services (TAAS) for
IV.A-30 operationalrisk  |assessments. The risk and control assessments shall take into account |  Functional | Intersects With | Security, Compliance | CPL-05.1 tothe security, 5
management the inherent risks, the effectiveness of the existing control and mitigation &Resilience Controls and/or resilience policies and standards.
measures and the residual risks.
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FDE Name Focal Document Element (FDE) Description SCF Control e e 5CE) S renetbiot
Control Description Relationship
The and of risks shall be based on Mechanisms exist to conduct recurring assessments
Overarching at least review results and regularly conducted risk and control of risk that includes the likelihood and magnitude of
V.A-30 operational risk assessments. The risk and control assessments shall take into account Functional Intersects With Risk Assessment RSK-13 harm, from unauthorized access, use, disclosure, 5
anagoment the inherent risks, the effectiveness of the existing control and mitigation disruption, modification or destruction of the
measures and the residual risks. Assets,
Services and/or Data (TAASD).
To assess the existing control and mitigation measures, in particular a Mechanisms exist to regularly review Technology
regular assessment of the effectiveness of key controls must be Assets, Applications and/or Services (TAAS) for
Overarching _|Performed and documente by an independent control body(design Functional Review Of t0the 's security,
IV.A-31 operational risk and operating testing). Key controls are Functional | Intersects With | Security, Compliance | CPL-0s.1 | n@/or resilience policies and standards. 5
management those control and mitigation measures that minimise the inherent risks &Resilience Controls
deemed to be material. The separation of tasks, competencies and
responsibilities to ensure independence and prevent conflicts of
interests shall also be regularly assessed.
To assess the existing control and mitigation measures, in particular a Mechanisms exist to utilize independent assessors to
regular assessment of the effectiveness of key controls must be evaluate security, compliance and resilience at
Overarching _|Performed and documente by an independent control body (design planned intervals or when the Technology Asset,
VAst operational ik and operating testing) Key controls are Functional | intersects with Independent CpLog | ApPlcation andor Service (TAAS) undergoes s
mansgement _|Mo5e controland mitigation measures that minimise the inheren risks Assessors significant changes.
deemed to be material. The separation of tasks, competencies and
responsibilities to ensure independence and prevent conflicts of
interests shall also be regularly assessed.
To assess the existing control and mitigation measures, in particular a Mechanisms exist to implement and maintain
regular assessment of the effectiveness of key controls must be Separation of Duties (SoD) to prevent potential
Overarching _|Performed and documente by an independent control body (design ) ) inappropriate activity without collusion.
V.A-31 operational risk and operating testing). Key controls are Functional | Intersects with | SeParationofbuties | oo 1y 5
management those control and mitigation measures that minimise the inherent risks (SoD)
deemed to be material. The separation of tasks, competencies and
responsibilities to ensure independence and prevent conflicts of
interests shall also be regularly assessed.
Ad hoc risk and control assessments shall be conducted prior to major Mechanisms exist to analyze proposed changes for
Overarching _|ChNESS n products, actiities, processes and systems. These shall ) potential securityimpacts, prior o the
VA2 operationalyak | 18@ into account the operational isks associated with the change Functional. | Intersectswitn | S°Cu/Impact CHo.06 |ImPlementation of the change. s
anagemens _|Process and the operational risks of the target state f neessary, the Analysis for Changes
tisk tolerance should be adjusted and control and mitigation measures
Ad hoc risk and control assessments shall be conducted prior to major Mechanisms exist to define instances that require a
Overarching changes in products, activities, processes and systems. These shall ) risk assessment to be performed.
V.A-32 operational risk take into account the operational risks associated with the change Functional Intersects With \nsl‘ances Requiring A RSK-13.1 8
anagoment process and the operational risks of the target state. If necessary, the Risk Assessment
risk tolerance should be adjusted and control and mitigation measures
Overarching | PePendingon the type, scope, and risk of institution-specif ‘ existto arisk
VASS oporationatnu | Products, activies, processes and systems,the following tools and cunctional | interscctewi | FiskAssessment Askap | methodology to ensure coverage for organizational s
managemens | methods shallbe applied: Methodology components relevantfor secure, compliant and
resilient
Systematic collection and analysis of internal loss data and relevant Mechanisms exist to analyze historical incidents in
Overarching | @¥temal vents associated with operational isk; ) aggregate to dentify:
V.Aa-34 operational risk Functional | Intersectswith | meident Pattern |RO-17.1 |(1) Patterns; 3
g, Analysis (2) Trends; and
(3) Other common root causes in order to address the
and risk.
Risk and control indicators for monitoring operational risk and identifying Mechanisms exist to develop, report and monitor Key
Overarching relevant risk increases in a timely manner; Key Risk Indicators Risk Indicators (KRIs) to assist senior management in
IV.Ab-35 operational risk Functional | Intersects With e GOV-12.2 | performance monitoring, trend analysis, and possible 8
management control redesign or replacement for the Security,
Compliance & Program (SORP).
Risk and control indicators for monitoring operational risk and identifying Mechanisms exist to monitor risk as an integral part of
relevant risk increases in a timely manner; the continuous monitoring strategy, including:
Overarching (1) The effectiveness of security, compliance and
IV.A.b-35 operational risk Functional Intersects With Risk Monitoring RSK-22 resilience controls; 5
management (2) Changes to the organization’s risk profile; and
(3) Changes to Technology Assets, Applications
and/or Services (TAAS) that affect risk.
Scenario analyses and/or estimates of the loss potential in view of or in Mechanisms exist to conduct recurring assessments
Overarching | COMPariSon with the minimum capital requirements for operational isk; of risk that includes the likelihood and magnitude of
IV.A.c-36 operational risk Functional | Intersects With | ~ Risk Assessment Rsk-1g  [herm: from unauthorized access, use, disclosure, 3
management disruption, modification or destruction of the
Assets,
Services and/or Data (TAASD).
Comparative analyses (read-across), for example, analyses of the Mechanisms exist to conduct recurring assessments
Overarching relevance of review results for other areas of the institution or of risk that includes the likelihood and magnitude of
VAGST operatinal ok |comParisons between the results oftherisk and controlassesaments | ¢ L Rk1a |Parm.from unauthorized access, use, disclosure, s
management forvarious areas. disruption, modification or destruction of the
izati Assets,
Services and/or Data (TAASD).
The risk tolerance for operational risk takes account of both the Mechanisms exist to develop, report and monitor Key
Overarching |tolerance in relation to inherent as well as residual operational risk and ey Risk Indicators Risk Indicators (KRIs) to assist senior management in
Iv.A-38 operationalrisk  |is monitored using risk or control indicators. Functional | Intersects With P GOV-12.2 | performance monitoring, trend analysis, and possible 5
management control redesign or replacement for the Security,
C & ce Program (SCRP).
Overarching The risk tolerance for operational risk takes account of both the exist to define risk
V.A-38 operationalrisk  |tolerance in relation to inherent as well as residual operational risk and Functional | Intersects With Risk Tolerance RSK-05.1 [tolerance, the specified range of acceptable results. 8
is monitored using risk or controlindicators
The risk control function reports to the board of directors at least Mechanisms exist to provide governance oversight
Overarching | 27MUaLl and 0 the executive board atleast every sixmonths in reporting and recommendations enabling executves
Ago operationalrak | CCOTdaNCe With margin nos. 75-76 of FINMA Girc. 17/1 on the Functional | Intersects with | S@WSREPOTINGTO | o1 oo {10 make decisions about matters considered material .
managoment | CPerationalisks at the top level o the categorisation defined in Governing Body to the organization's Security, Compliance &
accordance with margin no. 28, on their comparison with the defined Resilience Program (SCRP).
risk tolerance. and on details of material internal losses.
In relation to the relevant ICT and cyber risks, the report for the executive Mechanisms exist to provide governance oversight
Overarching board produced at least annually shall also contain information on the Status Reporting To reporting and recommendations enabling executives
IV.A-40 operationalrisk  |development of these risks, on the of the Functional | Intersects ith | (5% "ERIRIC | GOV-09.1 1o make decisions about matrs considered materil 5
management key controls, and on material internal and external events in connection to the organization's Security, Compliance &
with these risks. Resilience Program (SCRP).
The internal reporting in accordance with margin no. 39 shall contain in Mechanisms exist to provide governance oversight
Overarching addition the following information: reporting and recommendations enabling executives
° Status Reporting To
IV.A-41 operational risk Functional | Intersects ith | 5% "ERIRIC | GOV-09.1 1o make decisions about matrs considored materil 3
management to the organization's Security, Compliance &
Resilience Program (SCRP).
relevant, external factors in accordance with footnote 9, Mechanisms exist to provide governance oversight
Over_archme Status ReportingTo reporting and recommendations enabling executives
IV.A-42 operational risk Functional | Intersects ith | 5% "ERIAIC | GOV-09.1 1o make decisions about matrs considored materil 5
management to the organization's Security, Compliance &
Resilience Program (SCRP).
relevant, external factors in accordance with footnote 9, existto athreat
program that includes a cross-organization
Overarching Throat ntelligonce information-sharing capability that can influence the
V.A-42 operational risk Functional | Intersects With Program THR-02 | development of the system and security 3
management architectures, selection of security solutions,
threat hunting, response and recovery
ctivii
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Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (¢ )
Control Description Relationship
'summary overview of the effectiveness of the key controls in accordance Mechanisms exist to regularly review Technolo;
Overarching " v o Y Functional Review Of o i/ ; iyt 8y
with margin no. 31, ) ssets, Applications and/or Services or
IV.A-43 operationalrisk © Functional | Intersects With | Security, Compliance | CPL-05.1 p"l - . 3
o the security,
management &Resilience Controls Y
and/or resilience policies and standard:
summary overview of the effectiveness of the key controls in accordance Mechanisms exist to provide governance oversight
Overarching with margin no. 31, reporting and recommendations enabling executives
© Status Reporting To
IV.A-43 operational risk Functional | Intersects With | ¢ »® 1901 GOV-09.1 |to make decisions about matters considered material 5
management g Body to the organization's Security, Compliance &
Resilience Program (SCRP).
emerging operational risks; Mechanisms exist to provide governance oversight
Overarching X reporting and recommendations enabling executives
: Status Reporting To ar
IV.A-44 operational risk Functional | Intersects With | ¢ »® 19PN GOV-09.1 |to make decisions about matters considered material 5
management gBody o the organization's Security, Compliance &
Resilience Program (SCRP).
Overarching emerging operational risks; Mechanisms exist to identify and document risks,
IV.A-44 operational risk Functional | Intersects With | Risk Identification RSK-09  [both internal and external. 3
results from the application of additional tools and methods in Mechanisms exist to provide governance oversight
Overarching ~ |accordance with margin no. 33. ) reporting and recommendations enabling executives
3 - Status Reporting To o 3
IV.A-45 operational risk Functional | Intersects With | o Bod GOV-09.1 |to make decisions about matters considered material 5
overning Bo
management v to the organization's Security, Compliance &
Resilience Program (SCRP).
In accordance with the principle of proportionality, for systemically Mechanisms exist to provide governance oversight
Overarching [important banks, regular reporting on operational isks shall also be Status Reporting To reporting and recommendations enabling executives
IV.A-46 operationalrisk  |conducted at the level of the business or organisational areas thatare | Functional | Intersects With Gmml:g Sogy | GOV-09-1  [tomake decisions about matters considered material 5
management | exposed to relevant or material operational risks. to the organization's Security, Compliance &
Resilience Program (SCRP).
VB ICT risk /A Functional | No N/A N/A N/A 0
ICT strategy and
IV.B.a 4 N/A Functional No Relationship N/A N/A N/A 0
governance
ICT strategy and The basic expectations for the strategy, governance and raising of . . "
IV.B.a-47 ad P %, gavarmna 2 Functional | No Relationship N/A N/A N/A 0
in relation to ICT are set out in margin nos. 23-26 and 40.
ICT risk management shall take into account relevant internationally exist to align the 's Security,
recognised standards and practices as well as the influence of new Compliance & Resilience Program (SCRP) with one or
ICT strategy and technological developments on the ICT risks. . N Secure Practices more industry-recognized frameworks that:
IV.B.a-48 8 gical develop i Functional | Intersects With | e GOV-03.1 re industry-recognized framew 5
governance Alignment Justification (1) Support external scrutiny; and
(2) Provide defensible justification for secure
practices.
ICT risk management shall take into account relevant internationally Mechanisms exist to facilitate the implementation of
recognised standards and practices as well as the influence of new strategic, operational and tactical risk management
(CTstratogyang | 1eCMmoL0gcal developments on the CT isks. ) Risk Managomont controls that are aligned with:
IV.B.a-48 Functional | Intersects With RSK-02 (1) The organization's Enterprise Risk Management 5
governance Program
(ERM); and
(2) Industry-recognized cybersecurity risk
practices.
The executive board shall ensure that procedures, processes and Mechanisms exist to facilitate the implementation of
controls as well as tasks, competencies and responsibilities are a change management program.
ICT strategy and ) W petenci ponsibilities ar i Change Management & e prog
IV.B.a-49 and both for change and for ICT Functional Intersects With CHG-02 5
governance Program
(run, These shall be resourced
with qualified staff.
The executive board shall ensure that procedures, processes and Mechanisms exist to facilitate the implementation of
controls as well as tasks, competencies and responsibilities are security controls.
ICT strategy and X §
IV.B.a-49 and both for change and for ICT Functional Intersects With Operations Security OPS-02 5
overnance
& (run, These shall be resourced
with qualified staf.
The executive board shall ensure that procedures, processes and Mechanisms exist to identify and allocate resources
controls as well as tasks, competencies and responsibilities are § for management, operational, technical and data
ICT strategy and Allocation of
IV.B.a-49 and both for change and for ICT Functional Intersects With PRM-06 protection requirements within business process 3
governance Resources
(run, These shall be resourced planning for projects / initiatives.
with qualified staff.
V.B.b Change N/A Functional | No N/A N/A N/A 0
Change management shall define the procedures, processes and Mechanisms exist to facilitate the implementation of
controls for all phases in the development or procurement of ICT. In Ghange Management a change management program.
IV.B.b-50 Change management |each of these phases it shall consider the impact of the change on the Functional Intersects With Program CHG-02 8
ICT risks. It shall focus in particular on the requirements with regard to
integrity and
Change management shall define the procedures, processes and Mechanisms exist to analyze proposed changes for
controls for all phases in the development or procurement of ICT. In Socurity mpact potential security impacts, prior to the
IV.B.b-50 Change management |each of these phases it shall consider the impact of the change on the Functional Intersects With Analysis for Changes CHG-06 implementation of the change. 5
ICT risks. It shall focus in particular on the requirements with regard to v
integrity and
Change management shall define the procedures, processes and Mechanisms exist to facilitate the implementation of
controls for all phases in the development or procurement of ICT. In Technology tailored development and acquisition strategies,
IV.B.b-50 Change management |each of these phases it shall consider the impact of the change on the Functional Intersects With Development & TDA-02 contract tools and procurement methods to meet 5
ICT risks. It shall focus in particular on the requirements with regard to Acquisition unique business needs.
integrity and
It must be ensured that the development or test environments are Mechanisms exist to define, document, approve and
o Ghange management | SP2721e from the ICT production environment. This also involves the Functional | Intersects with | ACCesS Restriction For [ - |enforce access restrictions associated with changes s
clear allocation of tasks, competencies and responsibilities and laying Change to Technology Assets, Applications and/or Services
down rules for the access rights. (TAAS).
It must be ensured that the development or test environments are Mechanisms exist to manage separate development,
separate from the ICT production environment. This also involves the Separation of testing and operational environments to reduce the
o Ghange management | 012" @10GaoN of tasks, competencies and responsibiltes and (aying Functional | intersects witn | Development, Testing | risks of unauthorized access or changes to the .
down rules for the associated access rights. and Operational operational environment and to ensure no impact to
Environments Assets, and/or
Services (TAAS).
When developing and procuring ICT, functional and non-functional exist to govern
requirements shall be clearly defined and approved; they shall be tested Assets, Applications and/or Services (TAAS) by:
quirer y definec P! 4 Security, Compliance App (TAAS) by:
and validated based on their criticality. &Resilience (1) Defining technical security, compliance and
IV.B.b-52 Change management Functional Intersects With Requirements PRM-09 resilience requirements; and 5
Definition (2) Performing a ritcalty analysis at predefined
decision points in the Secure Development Life Cycle
(sDLC).
When developing and procuring ICT, functional and non-functional Mechanisms exist to require system
requirements shall be clearly defined and approved; they shall be tested developers/integrators consult with security,
and validated based on their criticality. compliance and/or resilience personnel to:
Security, Compliance
(1) Create and implement a Security Testing and
&Resilience Testing
IV.B.b-52 Change management Functional | Intersects With Throughout TDA-17 | Evaluation (ST&E) plan, or similar capability; 5
roughou
(2) Implement a verifiable flaw remediation process to
Development
correct weaknesses and deficiencies identified during
the control testing and evaluation process; and
(3) D the results.
ICT operations (run, i o
V.B.c N/A Functional | No Relationship N/A N/A N/A 0

Secure Controls Framework (SCF)

40f11



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
(ISP Secure Controls Framework (SCF) version 2026.3

STRM Guidance:

Focal Document URL:

Published STRM URL:

| T TS CHE - FINMA Circular 2023/1 - Operational Risks and Resilience - Banks

finma.

FDE Name Focal Document Element (FDE) Description SCF Control Secure Controls Framework (SCF) Strength of
Control Description Relationship
The institution shall keep one or more inventories of the ICT assets. The Mechanisms exist to perform inventories of
inventory shallinclude hardware and software assets as well as the Technology Assets, Applications, Services and/or
storage locations of critical data. Both dependencies within the Data (TAASD) that:
institution as well as interfaces to significant external service providers (1) Accurately reflects the current TAASD in use;
should be taken into account. (2) Identifies authorized software products, including
business justification details;
ICT operations (run,
IV.B.c-53 mitmtenanee) Functional | Intersects With |  Asset Inventories AST-04  ((3)Is atthe level of granularity deemed necessary for 8
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
i namnnnal
The institution shall keep one or more inventories of the ICT assets. The Mechanisms exist to identify and assess the security
inventory shallinclude hardware and software assets as well s the ) of Technology Assets, Applications and/or Services
ICT operations (run, ! ) ) Asset-Service
IV.B.c-53 storage locations of critical data. Both dependencies within the Functional | Intersects With AST-06  |(TAAS) that support more than one critical business 5
maintenance) oth & ! Dependencies >
institution as well as interfaces to significant external service providers. function.
should be taken into account.
The inventory is available in real time and shall be reviewed and updated Mechanisms exist to perform inventories of
regularly with regard to its completeness and acouracy. Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
ICT operations (run, )
IV.B.c-54 mitenanee) Functional | Intersects With |  Asset Inventories AST-04  ((3)Is atthe level of granularity deemed necessary for 5
tracking and reporting;
(4) Includes organization-defined information deemed
necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
izatianal nersonnel
The inventory is available in real time and shall be reviewed and updated Configuration Mechanisms exist to implement and manage a
VB.c.5e ICT operations (run, | regularly with regard to its completeness and accuracy. Functional | IntersectsWith | Management Database|  AsT-0g.1 | CO8uration Managament Database (GMDB), or .
maintenance) s similar technology, to monitor and govern technology
asset-specific i i
The institution shall have procedures, processes and controls in place Mechanisms exist to facilitate the implementation of
V.58 ICT operations (run, - that ensure the confidentiality, integrity and availabily of the ICT Functional | IntersectsWith | Operations Security | ops.oz |0Peretional security controls. s
taking into account the respective risk
tolerance.
The institution shall have procedures, processes and controls in place Mechanisms exist to facilitate the implementation of
that ensure the confidentiality, integrity and availability of the ICT industry ized security, and
V.5 icT (run, taking into account the respective risk Functional | intersecte win | SecureEngineering | (o |resilience practices in the specification, design, s
maintenance)  |tolerance. Principles i ion and modification of
Technology Assets, Applications and/or Services
TARS).
The institution shall ensure that it can transition smoothly to its BCP and existto plan
V.56 ICT operations (run, |DRP processes in the event of significant disruptions to its ICT runctional | intersectewin | Coordinatewith BD.07.3|development with interal and external slements s
It shalli adequate back-up processes and Related Plans responsible for related plans.
recovery processes that are tested and validated regularly.
The institution shall ensure that t can transition smoothly to its BCP and Mechanisms exist to create recurring backups of data,
DRP processes in the event of significant disruptions to its ICT Software and/or system images, as well as verify the
V.56 ict (run, It shalli adequate back-up processes and Functional | intersacts With Data Backups BCD.2a | MBIt Of these backups, o ensure the availabily of s
maintenance) | recovery processes that are tested and validated regularly. the data to satisfy Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOs).
The institution shall ensure that it can transition smoothly to its BCP and Mechanisms exist to routinely test data backups to
VB.c.56 ICT operations (run, | DRP processes in the event of signifcant disruptions o its ICT Functional. | Intersectawitn | TeSMEOTREUBIINY & | verifythe reliabilityof the backup process, as wall as s
It shall adequate back-up processes and Integrity the integrity and availability of the data.
recovery processes that are tested and validated regularly.
The institution shall have procedures, processes and controls in place to Mechanisms exist to manage the usable lifecycles of
VBo57 ICT operations (run, - [ensure that ICT that s nearing the end ofts operational fe orwhose Functional | intersects with | TechnologyLifeeyele | o |Technology Assets, Applications and/or Services s
maintenance)  |planned decommissioning date has passed is dealt with in a risk- Management (TAAS).
oriented way.
The institution shall have procedures, processes and controls in place to exist to prevent unsupp
ensure that ICT that its nearing the end of its operational life or whose Assets, Applications and/or Services (TAAS) by:
planned decommissioning date has passed is dealt with in a risk- Unsupported (1) Removing and/or replacing TAAS when support for
VBosy ICT operations (run, [oriented way. Functional. | intersectswitn || 1eMOL8YAssets, | |the components s no longer available from the s
maintenance) Applications and/or developer, vendor or manufacturer; and
Services (TAAS) (2) Requiring justification and documented approval
for the continued use of unsupported TAAS required to
satisfy missi needs.
V.B.d incident N/A Functional _| No N/A N/A N/A 0
The institution shall have procedures, processes and controls in place Mechanisms exist to implement and govern
for dealing with significant ICT incidents, including those resulting from processes and documentation to facilitate an
VB.-58 Incident management | €Pendencies on external servios providers and outsourcing operations | ¢ || Incident Response ROz |CrEenization-wide response capabiltyfor s
within the group. In this regard, the fulllife-cycle of significant ICT Operations and datap lated incidents.
incidents must be taken into account and tasks, competencies and
for dealing with these incidents must be defined.
The institution shall have procedures, processes and controls in place Mechanisms exist to cover:
for dealing with significant ICT incidents, including those resulting from (1) Preparation;
dependencies on external service providers and outsourcing operations (2) Automated event detection or manual incident
IV.B.d-58 Incident management |1thin the group. In this regard, the full ife-cycle of significant ICT Functional | Intersects With |  Incident Handling |RO-0s | rePOTtintake; 5
incidents must be taken into account and tasks, competencies and (3) Analysis;
responsibilities for dealing with these incidents must be defined. (4) Containment;
(5) Eradication; and
(6) Recoverv.
The institution shall have procedures, processes and controls in place existto ensure resp! y
for dealing with significant ICT incidents, including those resulting from Third-party Incident planning and testing are conducted with critical
VB..58 Incident management | €Pendencies on extemal servioe providers and outsourcingoperations | ¢kl EEREERE L supliers/providers. s
within the group. In this regard, the full life-cycle of significant ICT Comabiltios
incidents must be taken into account and tasks, competencies and
for dealing with these incidents must be defined.
Dealing with significant ICT incidents must be coordinated and linked Coordinatawith exist to coordi i plan
IV.B.d-59 Incident management |with the processes for BCM and the DRP. Functional | Intersects With ot brams BCD-07.3 |development with internal and external elements 5
for related plans.
Dealing with significant ICT incidents must be coordinated and linked Mechanisms exist to cover:
with the processes for BCM and the DRP. (1) Preparation;
(2) Automated event detection or manual incident
IV.B.d-59 Incident management Functional | Intersects With |  Incident Handling |RO-05 | rePOTtintake; 3
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recoverv.
ICTincidents that are regarded by the institution as a significant Mechanisms exist to timely-report incidents to
disruption in the provision of its critical processes and are of material ncident Stakeholder applicable:
IV.B.d-60 Incident for sup must be reported to FINMA without delay. Functional | Intersects With Roporting IRO-16 (1) Internal stakeholders; 5
(2) Affected clients & third-parties; and
(3) Regul
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FDEName Focal Document Element (FDE) Description SCF Control Secure Controls Framework (SCF) Strength of
Control Description Relationship
ICTincidents that are regarded by the institution as a significant Mechanisms exist to report any serious incident
disruption in the provision of its critical processes and are of material involving the organization's Technology Assets,
significance for supervision must be reported to FINMA without delay. Serious Incident Applications, Services and/or Data (TAASD) to relevant
IV.B.d-60 Incident management Functional | Intersects With Roporting IRO-16.3  [authorities in the locality where the incident occurred, 8
in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.
w.c Cyberrisk N/A Functional | No Relationship N/A N/A N/A 0
Cyberrisk The basic expectations for the strategy, governance and raising of
IV.C-61 awareness in relation to cyber risks are set out in margin nos. 23-26and |  Functional | No Relationship N/A N/A N/A 0
management
The institution shall define clear tasks, competencies and Mechanisms exist to assign one or more qualified
responsibilities. It must cover at least the following aspects in Assigned Security, individuals with the mission and resources to
Iv.C-62 Cuber ok Wit interatio lised standards and practices, Functional | IntersectsWith | ComPiance & GOV-05 \\y-manage, coordnate, develop, 5
management | and ensure their effective implementation through appropriate Resilience and maintain an enterprise-wide Security,
procedures, processes and controls and continuously develop and Responsibilities Compliance & Resilience Program (SCRP).
improve them:
The institution shall define clear tasks, competencies and Mechanisms exist to commit appropriate resources
responsibilities. It must cover at least the following aspects in needed for continual improvement of the
with standards and practices, ; Security, C &Resil
Cyberrisk and ensure their effective through . CommitmentTo Program (SCRP), |ncL:yding:
Iv.C-62 Intersects With Continual PRM-05.1 5
management | procedures, processes and controls and continuously develop and (1) Staffing;
Improvements
improve them: (2) Budget;
(8) Processes; and
@ i
of the insti pecific threat from cyber existto athreat
attacks and assessment of the possible impacts of exploiting program that includes a cross-organization
Cyborrisk with regard to the i ICT assets and the ) | Threst iteligonce information-sharing capability that can influence the
IV.C.a-63 electronic critical data (in accordance with margin nos. 53, 54 and 7); Functional | Intersects With THR-02 | development of the system and security 5
management Program
architectures, selection of security solutions,
monitoring, threat hunting, response and recovery
activitie:
of the institution-specific threat from cyber Mechanisms exist to identify, assess, prioritize and
V.Ca6s Cyberrisk attacks and assessment of the possible impacts of exploting Functional | IntorsectsWith |  Threat Analysis THR.0g | docUMent the potentialimpact(s) and likelinood(s) of s
with regard to the ICT assets and the applicable internal and external threats.
electronic critical data (in with margin nos. 53. 54 and 7):
) Protection of the inventoried ICT assets and the electronic critical data " Mechanisms exist to protect sensitive and/or
Cyber risk ' ) | sensitive / Regulated e
IV.C.b-64 from cyber attacks by implementing appropriate protective measures, Functional | Intersects With ! DCH-07 | regulated data wherever itis processed and/or stored. 5
management ate pro castr Data Protection
ith regard to the integrity and availability:
Cyberrisk Protection of the inventoried ICT assets and the electronic critical data Mechanisms exist to facilitate the implementation of
IV.C.b-64 management _|Tom 6Yber attacks by implomenting appropriate protective measures, Functional | Intersects With | Operations Security | OPS-02 |operational security controls. 5
i ith regard to the confi integrity and availability;
Cyborrisk Timely logging and detection of cyber attacks on the basis of a process Mechanisms exist to facilitate the implementation of
IV.C.c-65 forthe and consi itoring of the i icT Intersects With | C: g| MON-02 ise-wide monitoring controls. 8
management ~ONSISt
assets and the electronic critical data:
Timely logging and detection of cyber attacks on the basis of a process Centralized Collection Mechanisms exist to utilize a Security Incident Event
VG5 Cyber risk forthe and consist ofthe icT Funtional | Intersectswith | OfEYentLoss& MON.05 | Moneger (SIEM), or similar automated tool, to support s
management |assets and the electronic critical data; Security-Relevant the centralized collection of event logs and security-
Telemetry relevant telemetry.
Response to identified vulnerabilities and cyber attacks by developing Mechanisms exist to cover:
andi i i for taking rapid (1) Preparation;
and remediation measures; and (2) Automated event detection or manual incident
IV.C.d-66 Cyberrisk Functional | Intersects With |  Incident Handling |RO-0s | rePOTtintake; 5
management (3) Analysis;
(4) Containment;
(6) Eradication; and
(6) Recovery.
Response to identified vulnerabilities and cyber attacks by developing Mechanisms exist to ensure that vulnerabilities are
Cyber risk P ° " attacks Vulnerability Sms ex !
IV.C.d-66 and for taking rapid Functional | Intersects With VPM-06  |properly identified, tracked and remediated. 5
management " Remediation Process
and and
Ensuring the prompt recovery of normal business operations after a Technology Assets, Mechanisms exist to ensure the secure recovery and
Cyborrisk cyber attack through appropriate measures. Applications and/or of Assets,
IV.C.e-67 management Functional | Intersects With | Services (TAAS) BCD-18  |and/or Services (TAAS) to a known state after a 5
Recovery & disruption, compromise or failure.
Ensuring the prompt recovery of normal business operations after a Mechanisms exist to cover:
cyber attack through appropriate measures. (1) Preparation;
(2) Automated event detection or manual incident
V.C.e-67 Cyberrisk Functional | Intersects With |  Incident Handling |RO-05 | ePOTtintake; 5
management (3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recoverv.
Cyber risk management must ensure that a successful or partially Mechanisms exist to incorporate lessons leamed
successful cyber attack is analysed based on its materiality for critical from analyzing and resolving cybersecurity and data
inventoried ICT assets or electronic critical data and critical processes protection incidents to reduce the likelihood or
(including outsourced services and functions) and that the reporting impact of future incidents.
obligation under the FINMASA is met. After an initial assessment and :
) Root Cause Analysis
IV.C-68 Cyberrisk tothe body at FINMA within 24 Functional | Intersects With (RCA) & Lessons IRO-14 5
management  |hours, the report in accordance with the catalogue of requirements on Loarmed
the EHP survey and application platform (mandatory fields) must be
submitted to FINMA within 72 hours. Once the institution has finished
processing the case, a conclusive oot cause analysis corresponding to
the degree of severity must be submitted to the body responsible at
FINMA.
Cyber risk management must ensure that a successful or partially Mechanisms exist to timely-report incidents to
successful cyber attack s analysed based on its materiality for critical applicable:
inventoried ICT assets or electronic critical data and critical processes (1) Internal stakeholders;
(including outsourced services and functions) and that the reporting (2) Affected clients & third-parties; and
obligation under the FINMASA is met. After an initial assessment and (3) Regulatory authorities.
Iv.C-68 Cyberrisk i to the body atFINMA within 24 Functional | Intersects witn | 9Nt Stakeholder | 1 5
management hours, the report in accordance with the catalogue of requirements on Reporting
the EHP survey and application platform (mandatory fields) must be
submitted to FINMA within 72 hours. Once the institution has finished
processing the case, a conclusive root cause analysis corresponding to
the degree of severity must be submitted to the body responsible at
FINMA.
Cyber risk management must ensure that a successful or partially Mechanisms exist to report any serious incident
successful cyber attack is analysed based on its materiality for critical involving the organization's Technology Assets,
inventoried ICT assets or electronic critical data and critical processes Applications, Services and/or Data (TAASD) to relevant
(including outsourced services and functions) and that the reporting authorities in the locality where the incident occurred,
obligation under the FINMASA is met. After an initial assessment and in accordance with mandatory reporting:
V.68 Cyberrisk tothe body at FINMA within 24 Functional | Intorsectewitn | SeTous neident o163 |1 Reauirements; and s
management | hours, the report in accordance with the catalogue of requirements on Reporting (2) Timelines.
the EHP survey and application platform (mandatory fields) must be
submitted to FINMA within 72 hours. Once the institution has finished
processing the case, a conclusive oot cause analysis corresponding to
the degree of severity must be submitted to the body responsible at
FINMA.
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Secure Controls Framework (SCF Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (sen
Control Desci Relationship
The executive board shall arrange for vulnerability assessments and existto detect and
penetration tests to be conducted regularly. These must be performed errors by routine scanning
Syberrisk by qualified staff with adequate resources. Allinventoried ICT assets of systems and applications.
IV.C-69 ma:agemem that are accessible over the interet must be taken into account. In Functional | Intersects With | Vulnerability Scanning | VPM-12 5
addition, inventoried ICT assets that are not accessible over the internet,
but that are necessary for the provision of critical processes, or that
contain electronic critical data. must be included as well.
The executive board shall arrange for vulnerability assessments and exist to conduct testingon
penetration tests to be conducted regularly. These must be performed Technology Assets, Applications and/or Services
Cyberrisk by qualified staff with adequate resources. Allinventoried ICT assets (TAAS).
IV.C-69 management | Mot are accessible over the intermet must be taken into account. In Functional | Intersects With | Penetration Testing | VPM-18 5
addition, inventoried ICT assets that are not accessible over the internet,
but that are necessary for the provision of critical processes, or that
contain electronic critical data. must be included as well.
Risk-based, threat intelligence-related scenario cyber exercises must be existto athreat
conducted on the basis of the institution-specific threat landscape. The program that includes a cross-organization
Cyberrisk result of the exercises must be documented and reported in an ) | Tovestinteligence information-sharing capability that can influence the
Iv.C-70 appropriate form. Functional | Intersects With THR-02  |development of the system and security 3
management Program
architectures, selection of security solutions,
monitoring, threat hunting, response and recovery
Risk-based, threat intelligence-related scenario cyber exercises must be Mechanisms exist o utilize "red team" exercises to
Cyberrisk conducted on the basis of the institution-specific threat landscape. The simulate attempts by adversaries to compromise
IV.C-70 monagement | et of the exercises must be documented and reported in an Functional | Intersects With | Red Team Exercises | VPM-21 |Technology Assets, Applications and/or Services 5
appropriate form. (TAAS) in accordance with organization-defined rules
of
Critical data risk
.0 ! ' N/A Functional | No Relationship N/A N/A N/A 0
rtical data ik | T basic expectations for the strategy, governance and raising of
i i
IV.D-71 awareness in relation to the risks of critical data are set out in margin Functional | No Relationship N/A N/A N/A 0
management
nos. 23-26.
The executive board shall define appropriate processes, procedures and Mechanisms exist to facilitate data governance so
controls as well as clear tasks, competencies and responsibilities for that sensitive and/or regulated data s effectively
Critical datarisk |dealing with the data identified as critical by the institution. Furthermore, ) | Sensitive / Regulated managed and maintained in accordance with
v.0-72 ing wi identified as critical by the institution. Further Functional | Intersects With 8 DCH-03 g intained i ) wi 8
management | the executive board shall appoint a unit to establish the framework for Data Governance applicable statutory, regulatory and contractual
ensuring the confidentiality, integrity and availability of critical data and obligations.
to monitor its observance.
The executive board shall define appropriate processes, procedures and Mechanisms exist to assign one or more qualified
controls as well as clear tasks, competencies and responsibilities for Assigned Security, individuals with the mission and resources to
Critical data risk i i it institution. Compliance & 1 i i
- dealing with the data identified as ciitical by the institution. Furthermore, [ (- f pli cov.05 . develop, s
management | the executive board shall appoint a unit to establish the framework for Resilience and maintain an enterprise-wide Security,
ensuring the confidentiality, integrity and availability of critical data and Responsibilities Compliance & Resilience Program (SCRP).
to monitor its observance.
Ortioat dataria |8 mstitution shallidentify s critical data ina systematic and Mechanisms exist to identify and catalog the
IV.D-73 management_|comPrehensive way, categorise it on the basis of s citcality and define |  Functional | Intersects With Data Catalog DCH-03.1 |organization's data holdings in a structured format to 5
clear responsibilities. document each sensitive and/or regulated data asset.
The institution shallidentify its critical data in a systematic and Mechanisms exist to ensure data and assets are
Critical data risk ! oy . . ) ) ) Data & Asset isms ¢
V.D-73 comprehensive way, categorise it on the basis of its criticality and define | Functional | Intersects With . DCH-04 in with statutory, 8
management Ve w Classification )
clear responsibilties. regulatory and
. Critical datarisk | The critical data defined by the institution must be managed throughout | . ="~~~ T bCH.0z | Mechanisms exst o faciltate the implementation of .
its entire life-cycle. data protection controls.
The critical data defined by the institution must be managed throughout Mechanisms exist to facilitate data governance so
its entire life-cycle. that sensitive and/or regulated data is effectivel
Critical data risk Ve ) | sensitive / Regulated /or reguls 4
IV.D-74 Functional | Intersects With DCH-03  [managed and maintained in accordance with 5
management Data Governance N
applicable statutory, regulatory and contractual
Crtioal data ok | /M the management of critical data, n particular the confidentialy, Mechanisms exist to facilitate the implementation of
ritical data ris
Iv.D-75 > |integrity and avaitabiliy of the critcal data must be ensured through Functional | Intersects With | Data Protection DCH-02 | data protection controls. 5
managemen
& pre and controls.
rtical data sk | M the management of crtical data, n particular the confidentialiy, Sensitive / Regulated Mechanisms exist to protect sensitive and/or
IV.D-75 integrity and availability of the critical data must be ensured through Functional | Intersects With DCH-07 | regulated data wherever itis processed and/or stored. 8
management Data Protection
appropriate pro and controls.
Critical data must be adequately protected from being accessed and Mechanisms exist to protect sensitive and/or
Critical datarisk |used by unauthorised persons during operations and during the Sensitive / Regulated regulated data wherever it is processed and/or stored.
Iv.D-76 Y P 8 oporatior ne ) Functional | Intersets With 8 TRV P 5
management | development, change and migration of ICT. This also applies to critical Data Protection
data in test
Critical data must be adequately protected from being accessed and Mechanisms exist to ensure secure migration
used by unauthorised persons during operations and during the practices purge Technology Assets, Applications
Critical data risk ! " ) Secure Migration :
Iv.D-76 o |devetopment, change and migration of ICT. This also apples to critical |~ Functional | Intersects With o TDA-15.2  |and/or Services (TAAS) of test/development/staging 5
managemen ractices
& data in test environments. data and accounts before it is migrated into a
Critical data must be adequately protected from being accessed and Mechanisms exist to approve, document and control
Critical datarisk |used by unauthorised persons during operations and during the the use of ive data in development and test
Iv.D-76 Y P 8 oporatior ne ) Functional | Intersects With | Use of Live Data TOA-18 ! P 5
management | development, change and migration of ICT. This also applies to critical environments.
data in test
The ICT assets that store or process critical data must be afforded Defining Access Mechanisms exist to explicitly define authorizations
Critical datarisk | partioular protection. Access to these data must be regulated Authorizations for for specific individuals and/or roles for logical and/or
Iv.D-77 P P & Functional | Intersets With DCH-06.1 P ) o 5
and monitored Sensitive / Regulated physical access to sensitive and/or regulated data.
Data
The ICT assets that store or process critical data must be afforded Mechanisms exist to identify and catalog the
particular protection. Access to these data must be regulated organization's High Value Assets (HVAS) (e.g., crown
and monitored jewels), including defining:
(1) Criteria for high-value Intellectual Property (IP) to
be categorized as a HVA;
(2) Criteria for Technology Assets, Applications and
Crtical data risk High Volue Assots Services (TAAS) to be categorized as a HVA based on
IV.D-77 Functional Intersects With GOV-08 [business process criticality or dependency 5
management (HVAS)
relationships;
(3) Location of HVA Technology Assets, Applications,
Services and/or Data (TAASD);
(4) Assigned owners;
(5) Minimum protection mechanisms that must be
implemented; and
(B) i
Ontical data sk | T ICT assets that store or process crtical data must be afforded Mechanisms exist to facilitate the implementation of
IV.D-77 ooy |Perticular protection. Access to these data must be regulated Functional | Intersects With | Continuous Monitoring| MON-02 | enterprise-wide monitoring controls. 3
& and monitored
Access to critical data and processing functionalities shall be restricted Mechanisms exist to enforce Role-Based Access
to persons who require this to carry out their tasks. The institution must Control (RBAC) for Technology Assets, Applications,
Critical datarisk  |h: thorisat tem in place. Access to this authorisat Role-Based Access i /or Data (TAASD) to restrict t
- ave an authorisation system in place. Access to this authorisation Functional | Intersacts With 1AG.0s _|Serices and/or Data (TAASD)to restrict access to s
management | system must be afforded particular protection and reviewed on a regular Control (RBAC) individuals assigned specific roles with legitimate
basis. The included in the system must be business needs.
reviewed on a regular basis.
Access to critical data and processing functionalities shall be restricted Mechanisms exist to periodically-review the privileges
to persons who require this to carry out their tasks. The institution must assigned to individuals and service accounts to
Critical datarisk  |h thorisation syst lace. Access to this authorisat Periodic Review of lidate the need for such privil d
ritical data ris .
V.07 ave an authorisation system in place. Access to this authorisation runctional | intersectowith | inanoat 8 Soice | 1aG.1 | validate the need for such privileges and reassign or .
management | system must be afforded particular protection and reviewed on a regular remove unnecessary privileges, as necessary.
Account Privileges
basis. The included in the system must be
reviewed on a regular basis.
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Critical data risk

Access to critical data and processing functionalities shall be restricted
to persons who require this to carry out their tasks. The institution must
have an authorisation system in place. Access to this authorisation

Mechanisms exist to utilize the concept of least
privilege, allowing only authorized access to
processes necessary to accomplish assigned tasks in

Iv.D-78 Functional | Intersects Wit Least Privilege 1AC-30 5
management | system must be afforded particular protection and reviewed on a regular accordance with organizational business functions.
basis. The included in the system must be
reviewed on a regular basis.
If critical data is stored outside of Switzerland or if it can be accessed Mechanisms exist to protect sensitive and/or
Critical data risk road, i i i Sensitive / Regulated iti X
V.70 from abroad, increased risks with this must be Intersects With 2 bHoy |eeulated data whereveritis processed and/or stored: 5
management | mitigated and monitored via suitable means and the data afforded Data Protection
particular protection.
If oritical data is stored outside of Switzerland or if it can be accessed . Mechanisms exist to restrict the location of
Critical datarisk | from abroad, i d risk ith this must b Third-Party Processing, informat ing/storage based on by
ritical datarisk | from abroad, increased risks with this must be ) information processing/storage based on business
V.D-79 ° [nereasedrisk Intersects With | Storage and Service | TPM-12.2 " P ¢/storag 5
management | mitigated and monitored via suitable means and the data afforded P requirements.
particular protection.
Both internal and external persons who can access critical data or who Mechanisms exist to ensure that individuals
can change these must be selected carefully. These persons must be accessing a system that stores, transmits or
) ) monitored with the help of appropriate measures and given regular : rocesses information requiring special protection
Critical data risk itored wi P of approp given reg! Roles With Special pro form requiring special protecti
IV.D-80 training in the handling of these data. Increased security requirements | Functional | Intersects With ) HRS-05.1 |satisfy organization-defined personnel screening 5
management o o , © Protection Measures THSh
shall apply to persons with increased privileges. In addition, a list of all criteria.
persons with privileged access rights must be kept and updated on a
regular basis.
Both internal and external persons who can access critical data or who Mechanisms exist o restrict and control privileged
can change these must be selected carefully. These persons must be access rights for users and Technology Assets,
Ortical dataris | monitored with the hetp of appropriate measures and given regular ) | pruiteged Account Applications and/or Services (TAAS).
IV.D-80 training n the handling of these data. Increased security requirements | Functional | Intersects With 1AC-10 5
management " ore ) Management (PAM)
shall apply to persons with increased privileges. In addition, a ist of all
persons with privileged access rights must be kept and updated on a
regular basis.
Both internal and external persons who can access critical data or who Mechanisms exist to provide specific training for
can change these must be selected carefully. These persons must be privileged users to ensure privileged users understand
Crticaldataris | monitored with the help of appropriate measures and given regular their unique roles and responsibilities.
IV.D-80 management _|7einingin the handlng of these data. Inoreased security requirements | Functional | Intersects With | Privileged User Training| ~ SAT-05.2 5
shall apply to persons with increased privileges. In addition, a ist of all
persons with privileged access rights must be kept and updated on a
regular basis.
Crtioal data i _|Incidents that substantially mpair the confidentialty, integity o CyberIncident Mechanisms exist to report sensitive and/or regulated
rit T
IV.D-81 e ey~ [avaitabilty of critcal data must be reported to FINMA withot delay. Functional | Intersects With | Reporting for Sensitive | IRO-16.2 |data incidents in a timely manner. 5
& /Regulated Data
Incidents that substantially impair the confidentiality, integrity or Mechanisms exist to report any serious incident
availability of critical data must be reported to FINMA without delay. involving the organization’s Technology Assets,
A ) Applications, Services and/or Data (TAASD) to relevant
Critical data risk X i Serious Incident pplications i rData ( ) v
IV.D-81 Functional | Intersects With ‘ IRO-16.3  [authorities in the locality where the incident occurred, 5
management Reporting € >
in accordance with mandatory reporting:
(1) Requirements; and
() Timelines.
When selecting service providers that can process or view critical data, Mechanisms exist to conduct a risk assessment prior
due diligence must be particularly thorough. Clear criteria for assessing Third-party Risk to the acquisition or outsourcing of technology-
Critical data risk i it i jcati
VD82 how service providers handle critical data must be defined and cheoked | o | TR T pmgo |related Technology Assets, Applications and/or .
management | before enteringinto a contractual agreement. The service providers must orovals Services (TAAS).
be monitored and checked periodically as part of the institution’s
internal control system.
When selecting service providers that can process or view critical data, Mechanisms exist to monitor, regularly review and
due diligence must be particularly thorough. Clear criteria for assessing assess External Service Providers (ESPs) for
Critical datarisk |how service providers handle critical data must be defined and checked ) | Review of Third-Pa ith
Iv.D-82 W service provt o u ! ' Functional | Intersects With , ™| Temas phance wi ! " 5
management | before entering into a contractual agreement. The service providers must Senvices requirements for security, compliance and resilience
be monitored and checked periodically as part of the institution’s controls.
internal control system..
Mechanisms exist to operate a Business Continuity
M t System (BCMS) to achi itient
. - Business Continuity " arLageLmenA SysleT\t lc f) o a(; jeve resi \:;\
usiness continui , ,
W.E Y N/A Functional Subset Of Management System | BCD-02 | cohnology Assets, Applications, Services and/or 10
management (BCM) eoms) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.
] The basic expectations for the strategy, governance and raising of
Business continuity " . "
IV.E-83 awareness in relation to risks resulting from the design and Functional | No Relationship N/A N/A N/A 0
management (BCM)
of BCM are set out in margin nos. 23-26.
Every relevant business and organisational area must identify its critical Mechanisms exist to identify and document the
Business continuity |processes and the resources required for these in a business impact critical Technology Assets, Applications, Services
IV.E-84 P a P Functional | Intersects With | Identify Critical Assets | AST-05 8 PP 1068 5
management (BCM) | analysis (BIA). and/or Data (TAASD) that support essential missions
and business functions.
Every relevant business and organisational area must identify its oritical Mechanisms exist to conduct a Business Impact
Business continuity ) Business Impact y > !
IV.E-84 processes and the resources required for these in a business impact Functional | Intersects With RSK-08  |Analysis (BIA) to identify and assess security, 8
management (BCM) Analysis (BIA) ! '
analysis (BIA). and resilience risks.
The institution shall define the RTO and RPO for the critical processes in Mechanisms exist to facilitate recovery operations in
: accordance with margin no. 10. These shall be coordinated with the accordance with Recovery Time Objectives (RTOs)
IV.E-85 Business continuity ders and tothe RTO and RPO shallbe | Functional | Intersects with | Recove Time/Point | oop oyt fand R Point Objectives (RPOS). 8
E- necessary service pro o unctional | Intersects Wi -04. overy Poi .
management (BCM) M providers an e RIDan shaitbe Objectives (RTO / RPO) andRecovery Point Objectives (RPOS)
regulated by service level agreements or contracts or by other
processes and controls.
The institution shall define the RTO and RPO for the critical processes in existto internal
Business continuity | 2CCC4aNCE With margin no. 10. These shall be coordinated with the Coordinate With plans with those of external service providers to
IV.E-85 mamagemment (BOM) | 0ESSay senvice providers and adherence to the RTO and RPO shallbe | - Functional | Intersects With | Exteral Service BCD-07.4 [ensure that organizational resiliency requirements 5
regulated by service level agreements or contracts or by other Providers can be satisfied.
processes and controls.
The institution shall define at least one BCP in accordance with margin Mechanisms exist for process owners to establish
no. 11 that also describes the conditions triggering the plan and the and maintain formal Business Continuity & Disaster
B tinuity |d Ki d takes int tthe loss of Business Gontinuity & R BC/DR) plans t formati
usiness continui -
Ve85 y |decision-making processes, and takes into account the loss o Functional. | IntersectaWith | Dissster Recovery | BCD-0a |RECOVV ) plans to ensure information is .
management (BCM) | resources in accordance with margin no. 84. The acceptance of residual (BO/DR) Plans detailed enough, accurate and representative of
risks must be adequately documented. current operations in order to sustain and/or restore
under adverse
The institution shall define at least one BCP in accordance with margin Mechanisms exist to define specific criteria that must
no. 11 that also describes the conditions triggering the plan and the be met to initiate Business Continuity / Disaster
Business continuit ision-mak , and takes int tthe loss of Recovery Operations R BC/DR) plans that facilitate busii
Ve85 y - |decision-making processes, and takes into account the loss of Functional | Intersects With v Op 8Cp.0s |Reeovery (BO/DR) plans that aciltate business s
management (BCM) |resources in accordance with margin no. 84. The acceptance of residual Criteria continuity operations capable of meeting applicable
risks must be adequately documented. Recovery Time Objectives (RTOs) and Recovery Point
Obiectives (RPOs).
The BIA and BCP shall be prepared and documented in a consistent exist to update plans dueto
manner following institution-wide guidelines. They must be reviewed and changes affecting:
updated annually and on an ad hoc basis in the event of significant (1) People (e.g., personnel changes);
changes to the business ofa (2) Processes (e.g, new, altered or decommissioned
new business segment etc.). business practices, including third-party services);
Business continuit Ongoing Contingenc &
IV.E-87 Y Functional | Intersects With goine 8eNCY | gep.g7  |(3) Technologies (e.g., new, altered or 8
management (BCM) Planning decommissioned technologies);
(4) Data (e.&, changes to data flows and/or data
repositories);
(5)Facilities (e.g., new, altered or decommissioned
physicalinfrastructure); and/or
(6) Feedback from olan testing activtie:
The BIA and BCP shall be prepared and documented in a consistent Mechanisms exist to conduct a Business Impact
manner following institution-wide guidelines. They must be reviewed and Analysis (BIA) to identify and assess security,
Business continuity ! 8 Business Impact ! 5
IV.E-87 updated annually and on an ad hoc basis in the event of significant Functional | Intersects With RSK-08  |compliance and resilience risks. 3

management (BCM)

changes to the business ofa

new business segment etc.).

Analysis (BIA)
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Secure Controls Framework (SCF Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (sen
Control Desci Relationship
The institution shall define at least one DRP as part of the BCP. If critical Mechanisms exist for process owners to establish
processes o parts thereof are outsourced, the DRP shall take into and maintain formal Business Continuity & Disaster
B tinuit tthe external depend d contractual U Business Gontinuity & R BC/DR) plans t formati
usiness continui
v.Ess y |account the external dependencies and contractual provisions as wel Functional. | IntersectaWith | Dissster Recovery | BCD-0a  |RECOVV ) plans to ensure information is .
management (BCM) |as alternative solutions. The DRP must be reviewed and updated on an (BO/DR) Plans detailed enough, accurate and representative of
ad hoc basis in the event of significant changes and at least annually. current operations in order to sustain and/or restore
under adverse
The institution shall define at least one DRP as part of the BCP. If critical Mechanisms exist to update contingency plans due to
processes o parts thereof are outsourced, the DRP shall take into changes affecting:
account the external dependencies and contractual provisions as well (1) People (e.., personnel changes);
as alternative solutions. The DRP must be reviewed and updated on an (2) Processes (e.g., new, altered or decommissioned
ad hoc basis in the event of significant changes and at least annually. business practices, including third-party services);
Business continuit Ongoing Contingenc: i
IV.E-88 Y Functional | Intersects With going Contingency | g, o |(8) Technologies (e.g., new, altered or 3
management (BCM) Planning decommissioned technologies);
(4) Data (e.g., changes to data flows and/or data
repositories);
(5) Facilities (e.g., new, altered or decommissioned
physical infrastructure); and/or
(6) Feedback from olan testing activities
The institution shall define at least one DRP as part of the BCP. If critical isms exist to internal
Business continuity | PrOCeS5€S OF parts thereof are outsourced, the DRP shall take nto Coordinate With plans with those of external service providers to
i
IV.E-88 B (BCMV) account the external dependencies and contractual provisions aswell | Functional | Intersects With |  External Service BCD-07.4  [ensure that organizational resiliency requirements 5
& as alternative solutions. The DRP must be reviewed and updated on an Providers can be satisfied.
ad hoc basis in the event of significant changes and at least annually.
In crisis situations, a crisis unit shall take on the task of crisis Mechanisms exist for process owners to establish
management until order s restored. The conditions triggering a crisis and : . and maintain formal Business Continuity & Disaster
B tinuity | the task l d ibilities of th it mustb Business Gontinuity & R BC/DR) plans t formati
usiness continui
V.Ego Y [the tasks, competencies and responsibilies ofthe orisisunitmustbe | (o ey | Bcpaoa |Recove ) plans to ensure information is .
management (BCM) | regulated in advance and the crisis organisation aligned to the business (BO/DR) Plane detailed enough, accurate and representative of
activities and geographical structure of the institution. The availability of current operations in order to sustain and/or restore
bersons in crisis situations must be ensured. under adverse
In crisis situations, a crisis unit shall take on the task of crisis Mechanisms exist to define specific criteria that must
management until order is restored. The conditions triggering a crisis and be met to initiate Business Continuity / Disaster
Business continuity | the tasks, competencies and responsibilities of the crisis unit must be . Recovery Operations Recovery (BC/DR) plans that facilitate business
IV.E-89 Y P P ities of the crisis uni Functional | Intersects With v Ope BCD-05 overy ( P 5
management (BCM) | regulated in advance and the crisis organisation aligned to the business Criteria continuity operations capable of meeting applicable
activities and geographical structure of the institution. The availability of Recovery Time Objectives (RTOs) and Recovery Point
bersons in crisis situations must be ensured. Obiectives (RPOs).
The institution shall define a communication strategy for internal and Mechanisms exist to communicate the status of
Business continuity | external communication in crisis situations. Recovery Operations recovery activities and progress in restorin
IV.E-90 Y Functional | Intersects With v Opera BCD-06 v and prog 2 8
management (BCM) Communications operational capabilities to designated internal and
external
The institution shall define a communication strategy for internal and Mechanisms exist to timely-report incidents to
external communication in crisis situations. applicable:
Business continuity y | Incident Stakeholder PP
IV.E-0 Functional | Intersects With ) IRO-16 (1) Internal stakeholders; 3
management (BCM) Reporting ? h
(2) Affected clients & third-parties; and
(3) Regul it
The implementation of the BCP and DRP as well as the functioning of the Mechanisms exist to conduct tests and/or exercises
crisis organisation must be regularly evaluated through tests. Systematic to evaluate the contingency plan's effectiveness and
VSt Businoss continuity _plans shall be drawn up for this, which ensure regular coverage. Various | (o || Contingenoy Plan Bop.1o |the organization's readiness to execute the plan. .
management (BCM) | means of testing of varying intensity and effectiveness can be selected Testing & Exercises
including, for example, tabletop exercises.
] The most important measures according to the BCP and DRP and the ] Mechanisms exist to conduct tests and/or exercises
Business continuity ) ) Contingency Plan
IV.E-62 crisis organisation must be tested at least once a year. Functional | Intersects With " ) BCD-10 |t evaluate the contingency plan's effectiveness and 8
management (BCM) Testing & Exercises eth ‘
the 's readiness to execute the plan.
Businoss continuity._| ReteVant stakeholder groups, including those in speciatist and IT existto train
usii inui
IV.E-63 B (BCMV) functions, shalltake part in the tests in order to familiarise themselves | Functional | Intersects With | Contingency Training | BCD-08 |personneland applicable stakeholders in their 5
& with the recovery processes. roles and responsibilities.
] Relevant stakeholder groups, including those in specialist and IT Mechanisms exist to conduct tests and/or exercises
Business continuity Contingency Plan
IV.E-93 functions, shalltake part in the tests in order to familiarise themselves | Functional | Intersects With " ) BCD-10 |t evaluate the contingency plan's effectiveness and 5
management (BCM) Testing & Exercises
with the recovery the. 's readiness to execute the plan.
The tests shall encompass various severe but plausible scenarios and Coordinate With existto internal
rdinate Wi
Business continuity |take into account recovery dependencies, including those that exist with lans with those of external service providers to
IV.E-84 Y overy dep ¢ Functional | Intersects With | External Service Bcp-07.4 [P of ex ervice 3
management (BCM) |internal or external third parties. i ensure that organizational resiliency requirements
roviders
can be satisfied.
The tests shall encompass various severe but plausible scenarios and Mechanisms exist to conduct tests and/or exercises
Business continuity N © " Contingency Plan >
IV.E-84 take into account recovery dependencies, including those that exist with | Functional | Intersects With BCD-10 |t evaluate the contingency plan's effectiveness and 5
management (BCM) overy de Testing & Exercises et ¢
internal or external third parties. the readiness to execute the plan.
Regular reporting to the board of directors and the executive board shall Mechanisms exist to conduct a Root Cause Analysis
include information about the testing and review activities carried out (RCA) and "lessons learned" activity every time the
B ontinuity |and th tts. It shall clearly sh tisat de ( Contingency Plan Root t 1 tivated
usiness continuity |and their results. It shall clearly show prioritisations made (e.g. contingency plan is activated.
IV.E-95 Y Y P & Functional | Intersects With | Cause Analysis (RCA) | BCD-11 gency p! 3
(BCM) ofthe critical necessary for the provision of the
&Lessons Learned
critical functions in accordance with margin no. 14) and recognised gaps
in the coverage of other critical
Regular reporting to the board of directors and the executive board shall Mechanisms exist to provide governance oversight
include information about the testing and review activities carried out reporting and recommendations enabling executives
oS Business continuity |and their results. It shall clearly show prioritisations made (e.g. Functional. | intorsectswitn | S2USREPOTingTo |1 o |to make decisions about matters considered material s
(BCM) ofthe critical necessary for the provision of the Governing Body to the organization's Security, Compliance &
critical functions in accordance with margin no. 14) and recognised gaps Resilience Program (SCRP).
in the coverage of other critical
The employees and members of the crisis organisation shall be existto train
Business continuit their tasks, d onnel and applicable stakeholders in th
IV.E-96 Y trainedin their tasks, an Intersects With | Contingency Training | BCD-og | PersOnnet and appiicable stakeholders in their 8
management (BCM) | resulting from the various BCM activities, both when new employees join contingency roles and responsibilities.
the institution and as part of regular training.
The employees and members of the crisis organisation shall be ] Mechanisms exist to provide all employees and
Business continuit their task d Security, Compliance it d
IV.E-96 Y trainedin their tasks, an Intersects With &Resilience SAT-04 seeurty, an 3
management (BCM) | resulting from the various BCM activities, both when new employees join Awerenase i resilience awareness education and training that is
the institution and as part of regular training. e relevant for their iob function.
Management of risks
IV.F from cross-border N/A Functional | No Relationship N/A N/A N/A 0
service business
If institutions or their group companies provide services or distribute Mechanisms exist to facilitate the identification and
Management of risks | financial products cross-border, then the risks resulting from the Statutory, Regulatory & implementation of relevant statutory, regulatory and
IV.F-97 from cross-border | application of foreign legistation (tax, criminal, anti-money laundering Functional | Intersects With Contractual CPL-02  [contractual controls. 5
service business | legislation etc.) must also be adequately identified, limited and Compliance
If institutions or their group companies provide services or distribute Mechanisms exist to identify and document risks,
Management of risks | financial products cross-border, then the risks resulting from the both internal and external.
IV.F-97 from cross-border | application of foreign legistation (tax, criminal, anti-money laundering Functional | Intersects With |  Risk Identification RSK-09 3
service business | legislation etc.) must also be adequately identified, limited and
The institutions shall conduct a thorough analysis of their cross-border Mechanisms exist to facilitate the identification and
service business and cross-border distribution of financial products, implementation of relevant statutory, regulatory and
the legal and tisks. Based on this contractual controls.
analysis, the institutions shall take the necessary strategic and
Management of risks |organisational measures to eliminate and minimise risk, and Statutory, Regulatory &
IV.F-98 from cross-border [ continuously adapt these to changing conditions. In particular, they Functional | Intersects With Contractual cPL-02 5
service business | shall have the necessary country-specific specialist knowledge, define Compliance
specific service models for the countries served, train employees and
ensure compliance with the guidelines through appropriate
isational measures, directives, ion and sanctions
models.
h h pping: Secure Controls Framework (SCF) of 11
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Secure Controls Framework (SCF) Strength of
FDEName Focal Document Element (FDE) Description SCF Control (sen
Control Desci Relationship
The institutions shall conduct a thorough analysis of their cross-border Mechanisms exist to conduct recurring assessments
senvice business and cross-border distribution of financial products, of risk that includes the likelihood and magnitude of
the legal and tisks. Based on this harm, from unauthorized access, use, disclosure,
analysis, the institutions shall take the necessary strategic and distuption, modification or destruction of the
Management of risks |organisational measures to eliminate and minimise risk, and Assets,
IV.F-98 from cross-border | continuously adapt these to changing conditions. In particular, they Functional | Intersects With |  Risk Assessment RSK-13  [Services and/or Data (TAASD). 5
service business [ shall have the necessary country-specific specialist knowledge, define
specific service models for the countries served, train employees and
ensure compliance with the guidelines through appropriate
measures, directives, and sanctions
models.
The institutions shall conduct a thorough analysis of their cross-border Mechanisms exist to provide role-based security,
service business and cross-border distribution of financial products, compliance and resilience-related training:
the legal and tisks. Based on this (1) Before authorizing access to the system or
analysis, the institutions shall take the necessary strategic and performing assigned duties;
Management of risks |organisational measures to eliminate and minimise risk, and Role-Based Security, (2) When required by system changes; and
IV.F-98 from cross-border | continuously adapt these to changing conditions. In particular, they Functional Intersects With Compliance & SAT-05  ((3) Annually thereafter. 3
service business [ shall have the necessary country-specific specialist knowledge, define Resilience Training
specific service models for the countries served, train employees and
ensure compliance with the guidelines through appropriate
organisational measures, directives, remuneration and sanctions
models.
[ The risks generated by external asset managers, intermediaries and Mechanisms exist to facilitate the implementation of
Management of risks | | d talso be taken int t. Accordingl Third-Part third-part t control
other service providers must also be taken into account. Accordingly, a ) . ird-party management controls.
IV.F-99 from cross-border P! ° " > cordingly, Functional | Intersects With Y TPM-02 party manag 3
erossb diligent approach must be adopted in selecting and instructing these Management
service business
partners.
The risks generated by external asset managers, intermediaries and . ) Mechanisms exist to conduct a risk assessment prior
Management ofisks | 7% 1" & A s Third-Party Risk o et
other service providers must also be taken into account. Accordingly, a ) o the acquisition or outsourcing of technology-
IV.F-99 from cross-border P! ° " > cordingly, Functional | IntersectsWith |  Assessments & TPM-10 d Bofte Gl 5
erossb diligent approach must be adopted in selecting and instructing these related Technology Assets, Applications and/or
service business Approvals
partners. Services (TAAS).
| This basic approach also covers situations where a foreign-based Mechanisms exist to document and validate the
Management of isks | |\ i diary, branch or simil lients of a Swiss financial f security, compl d resil trols
subsidiary, branch or similar serves clients of a Swiss financial ) scope of security, compliance and resilience controls
IV.F-100 from cross-border sidiary, Functional | Intersects With | Compliance Scope CPL-03 P 8 P 3
institution cross-border. that are determined to meet statutory, regulatory
service business °
and/or
Mechanisms exist to ensure capabilities are
Ensuring operational Operational Resilience implemented to provide operational resilience to:
v 80P N/A Functional | Intersects With | P e BCD-03 plemented to p! P 5
resilience Capabilities (1) Unintentional efrors; and
(2) Intentional attack or
The institution shallidentify its critical functions and their tolerances for Mechanisms exist to identify and document the
Ensuring operational |disruption. These must be approved by the board of directors. The board critical Technology Assets, Applications, Services
V-101 8 op up PP d v Functional | Intersects With | Identify Critical Assets | AST-05 d PP oes 5
resilience of directors must also regularly approve and monitor the approach for and/or Data (TAASD) that support essential missions
ensuring resilience. and business functions.
The institution shallidentify its critical functions and their tolerances for Mechanisms exist to define operational resilience
disruption. Th tb d by the board of directors. The board i [ Assets,
. o |rton rese st e approve by e board o drectrs. Th boar Defined Operational reairement forTechnlogsAssets, Aop
nsuring operational
voror gop of directors must also regularly approve and monitor the approach for Functional | interscts With PR aCD.0z.1 | Services and/or Data (TAASD) to operate ina s
resilience ensuring operational resilience. ! controlled and acceptable manner during:
Requirements
(1) Routine operations; and
(2) Adverse condii
The institution shallidentify its critical functions and their tolerances for Mechanisms exist to align security, compliance and
disruption. These must be approved by the board of directors. The board resilience capabilities with business requirements
Ensuring operational |of directors must also regularly approve and monitor the approach for . N Steering Committee & through a steering committee or advisory board,
V-101 80P irectors mu regularty approv: i PP Functional | Intersects With 8 ‘ Gov-og  |tNrouer fing ittee or advisory 3
resilience ensuring operational resilience. Program Oversight comprised of key cybersecurity, data protection and
business executives, which meets formally and on a
regular basis.
The institution shallidentify its critical functions and their tolerances for isms exist to define organizational risk
Ensuring operational |disruption. These must be approved by the board of directors. The board tolerance, the specified range of acceptable results.
V-101 8 op up PP d v Functional | Intersects With Risk Tolerance RSK-05.1 P & P! 5
resilience of directors must also regularly approve and monitor the approach for
ensuring resilience.
The institution shall take measures to ensure operational resilience, Mechanisms exist to ensure capabilities are
taking into account severe but plausible scenarios. implemented to provide operational resilience to:
Ensuring operational Operational Resilience mente
V-102 Functional | Intersects With BCD-03 (1) Unintentional errors; and 8
resilience Capabilities °
(2) Intentional attack or circumvention.
The institution shall take measures to ensure operational resilience, Continus Essntial Mechanisms exist to continue essential missions and
ntinue Essentia
Ensuring operational | taking into account severe but plausible scenarios. business functions with little or no loss of operational
V-102 € oP" © P Functional | Intersects With | Mission & Business | BCD-08.1 noss " notoss of op 3
resilience continuity and sustain that continuity until full system
Functions -
of primary and/or storage sites
. erationat_| Te nstitution shalltake measures to ensure operational resilience, Security, Compliance Mechanisms exist to facilitate the design,
nsuring operational
v-102 o taking into account severe but plausible scenarios. Functional | Intersects With | & Resilience Program | GOV-02  [implementation, and monitoring of security, 5
resilience
(SCRP) and resilience controls.
The critical functions and the associated tolerances for disruption Mechanisms exist to align security, compliance and
according to margin no. 14 must be approved at least annually by the resilience capabilities with business requirements
Ensuring operational |board of di tors. Steering Committee & through te 1e] ittee or advisory board,
V-103 80P ard of directors. Functional | Intersects With 8 GOV-09 rough a steering committee or advisory boar 5
resilience Program Oversight comprised of key cybersecurity, data protection and
business executives, which meets formally and on a
regular basis.
The critical functions and the associated tolerances for disruption exist to define organizational risk
Ensuring operational "
V-103 . accordingto margin no. 14 must be approved at least annually by the Functional | Intersects With | Risk Tolerance RSK-05.1 | tolerance, the specified range of acceptable resuits. 3
resilience
board of directors.
The institution shall coordinate the relevant components of a existto plan
risk suchas risk development with internal and external elements
management, including ICT and cyber risk management, business responsible for related plans.
Ensurin; f. FINMA Ci I Coordinate with
V-104 e (e reufar Functional | Intersects With BCD-07.3 5
resilience 2018/3 “Outsourcing”), and emergency planning (Chapter VI.) such that Related Plans
these to the institution’s resilience.
This includes an appropriate exchange of relevant information between
these various areas.
The institution shall coordinate the relevant components of a Mechanisms exist to facilitate the implementation of
risk suchas risk strategic, operational and tactical risk management
management, including ICT and cyber risk management, business controls that are aligned with:
votos Ensuring (e FINMACIGutar | [ ceetswin | RSk Management Askop | (1) The organization's Enterprise Risk Management s
resilience 2018/3 “Outsourcing”), and emergency planning (Chapter VI.) such that Program (ERM); and
these to the institution’s resilience. (2) Industry-recognized cybersecurity risk
This includes an appropriate exchange of relevant information between management practices.
these various areas.
Reporting to the board of directors and the executive board must take Mechanisms exist to provide governance oversight
place annually and in the event of significant control weaknesses or reporting and recommendations enabling executives
Ensuring operational Status Reporting To
V-105 : incidents that jeopardise operational resilience. Functional | Intersects With ! GOV-09.1 |to make decisions about matters considered material 8
resilience Governing Body
to the organization's Security, Compliance &
Resilience Program (SCRP).
Internal and external threats and the corresponding exploitation of Mechanisms exist to conduct recurring assessments
vulnerabilities shall be identified and assessed for the critical functions. of risk that includes the likelihood and magnitude of
Voro6 Ensuring operational | The resuting operational risks shall be identifed, assessed, imitedand | oo | L Askaa |nam from unauthorized access, use, disclosure, s
resilience monitored as part of operational risk management. distuption, modification or destruction of the
Assets,
Services and/or Data (TAASD).
Internal and external threats and the corresponding exploitation of Mechanisms exist to identify, assess, prioritize and
Ensuring operational |vulnerabilities shall be identified and assessed for the critical functions. document the potential impact(s) and likelihood(s) of
V-106 & op ! ! Pssse " Functional | Intersects With | Threat Analysis THR-08 imentthe p pact(s) () 5
resilience The resulting operational risks shall be identified, assessed, limited and applicable internal and external threats.
monitored as part of risk
h n pping: Secure Controls Framework (SCF) 100t 11
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Secure Controls Framework (SCF Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (¢ )
Control Description Relationship
The institution shall keep an inventory of its critical functions, which is Mechanisms exist to identify and document the.
Ensuring operational |[€¥19"ed and updated at east annually. This inventory shall contain the critical Technology Assets, Applications, Services
V-107 Tosilionce tolerances for disruption of the critical functions, as well as connections | Functional | Intersects With | Identify Critical Assets | AST-05  |and/or Data (TAASD) that support essential missions 8
and dependencies between the necessary critical processes and their and business functions.
resources for providing the critical functions.
The institution shall keep an inventory of its critical functions, which is Mechanisms exist to identify and assess the security
reviewed and updated at least annually. This inventory shall contain the X of Technology Assets, Applications and/or Services
Ensuring operational Asset-Service
V-107 Tosilionce tolerances for disruption of the critical functions, as well as connections | Functional | Intersects With Dependencies AST-06  |(TAAS) that support more than one critical business 5
and dependencies between the necessary critical processes and their P function.
resources for providing the critical functions.
Ensuring operational [As a minimum, the significant operational risks and the key controls " N Mechanisms exist to maintain a risk register that
V-108 Bop o P! A Y Functional | Intersects With Risk Register RSK-14 ‘ fisk reg 5
resilience must be for the critical functions. facilitates and reporting of risks.
The critical functions and the critical processes and resources required Mechanisms exist for process owners to establish
for these shall be covered by BCPs pursuant to Chapter IV./E. : and maintain formal Business Continuity & Disaster
Ensuring operational Business Continuity & R (BC/DR) plans t formati
! ecove ans to ensure information is
V-109 8 0P Functional | Intersects With | ~Disaster Recovery BCD-04 v )P " 8
resilience detailed enough, accurate and representative of
(BC/DR) Plans o, ac °
current operations in order to sustain and/or restore
under adverse
The critical functions and the critical processes and resources required Mechanisms exist to continue essential missions and
Ensuring operational for these shall be covered by BCPs pursuant to Chapter IV./E. Continue Essential business functions with little or no loss of operational
V-109 resilience Functional Intersects With Mission & Business BCD-08.1 |continuity and sustain that continuity until full system 5
i
Functions restoration of primary processing and/or storage sites
is
The ability to provide critical functions within their tolerance for Mechanisms exist to conduct tests and/or exercises
disruption in severe but plausible scenarios shall be tested or exercised o evaluate the contingency plan's effectiveness and
regularly. These also include scenarios that differ from shorter and more X the organization's readiness to execute the plan.
Ensuring operational i § Contingency Plan
V-110 limited interruptions and that are characterised by a longer duration (e.g. | Functional | Intersects With i BCD-10 8
resilience Testing & Exercises
over several months) and a lack of basic resources. The tests or
exercises must be designed in such a way that they do not
endanger the institution.
For systemically important banks, the BCP, DRP and the crisis existto plan
organisation in accordance with Chapter IV./E. that are relevant for the o development with interal and external elements
Ensuring operational ° ~hap X § Coordinate with "
V-1 : continuation of the critical functions in accordance with marginno. 14 | Functional | Intersects With BCD-07.3  [responsible for related plans. 5
resilience nee Related Plans
must be with the planningin with
Chapter VI.
Continuation of critical
services during the
vi resolution and recovery N/A Functional | No Relationship N/A N/A N/A 0
of systemically
important banks
As part of their planning, important banks shall Mechanisms exist to identify and document the
take the necessary measures for the uninterrupted continuation of critical Technology Assets, Applications, Services
Continuation of critical > ! 8
wervices duringthe | SYStemically mportant functions (Art 9 para. 2let. d BAn conjunction and/or Data (TAASD) that support essential missions
th Art. 60 1. BO). They shall identify the services necessary to continue ) ) B and business functions.
VI-112 resolution and recovery| """ ). They shallidentify 5 i "MU€ 1 Eunctional | Intersects With | Identify Critical Assets | AST-05 st unetl 5
of systemically the systemically important functions in the event of resolution, recovery
o restructuring (“critical services”) and take the measures necessary for
important banks y N
their continuation. In doing so they shall take into account the
issued bv tandard setters in this context.
As part of their planning, ically important banks shall Mechanisms exist to continue essential missions and
take the necessary measures for the uninterrupted continuation of business functions with little or no loss of operational
Continuation of critical > ! 8 e !
systemically important functions (Art. 9 para. 2 let. d BA in conjunction N continuity and sustain that continuity until full system
senvices duringthe |/ 0 s o - Continue Essential b . .
60 ff. BO). They shallidentify the services necessary to continue ) ) o estoration of primary processing and/or storage sites
VI-112 resolution and recovery| "' ). They shallidentify i Y NUe | Finctional | Intersects With | Mission & Business | BCD-08.1 |'oStoration of primary processing rage si 5
the systemically important functions in the event of resolution, recovery : is performed.
of systemically Functions
o restructuring (“critical services”) and take the measures necessary for
important banks y N
their continuation. In doing so they shall take into account the
issued bv tandard setters in this context.
Vit provisions N/A Functional | No N/A N/A N/A 0
Mechanisms exist to ensure capabilities are
Concerning ensurin; Operational Resilience e ited to provide o tional li to:
VILA erning ensuring N/A Functional | Intersects With | P " BCD-03 |!MPiemented to provide operationatresitience 5
operational resilience Capabilities (1) Unintentional errors; and
(2) attack or
The identification of critical functions, the definition of tolerances for
disruption and initial approvals in accordance with margin nos. 101 and
103, as well as initial reporting in accordance with margin no. 105, will be
expected following the Circular’s entry into force. A transitional period of
Concerning ensuriny ol from th it ito fol hall ly for fulfilling the . . "
VILA-113 e 8 |oneyearfrom the entry into force shall apply for fulfilling the Functional | No Relationship N/A N/A N/A 0
resilience in with margin nos. 106-109 and the first tests
in accordance with margin no. 110. It is expected that operational
resilience will be ensured in accordance with margin no. 102 and the
requirements met in accordance with margin nos. 104 and 111 within a
period of two vears.
Concerning the capital
viLB requirements for N/A Functional | No Relationship N/A N/A N/A 0
risk
The capital i for risk in with Article
Concerning the capital | 89 ff. CAO shall be based on margin nos. 3-116 of FINMA Circular
VIIL.B-114 requirements for 2008/21 “Operational risk - banks” until the entry into force of the CAO Functional No Relationship N/A N/A N/A 0
operational risk revised as part of the final Basel lll revision package and the
FINMA ordinan:
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