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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# Secure Controls Framework (SCF) Control Descri

| Preliminary remarks | EECEEEEICE S Functional N/A N/A N/A 0
I Requirements N/A Functional No N/A N/A N/A 0
1 T strategy NA Functional No N/A N/A N/A )
The IT strategy shall fulfl the requirements set out in AT 4.2 of MaRisk. This Mechanisms exist to align security, compliance and resilience
" Tstrategy includes in particular the requirement or the management board todefine | ¢ oo f | Steering Commitee & | oo with business through a steering s
a sustainable IT strategy outlining the institution’s objectives and the Program Oversight or advisory board, comprised of key cybersecurity, data protection and
measures to be taken to achieve these obi business executives., which mets formally and on a regular basis.
The IT strategy shall fulfl the requirements set out in AT 4.2 of MaRisk. This Mechanisms exist to establish a:
- T strategy includes in particular the requirement or the management boardtodefine | ¢ oo | | Strategic Plan & prvo1.1 | (1) Strategic security, compliance and resilience-specific business s
a sustainable IT strategy outlining the institution’s objectives and the Objectives plan; and
measures to be taken to achieve these obi (2) Set of obiectives to achieve that plan.
The management board shall define an IT strategy that is consistent with Mechanisms exist to align security, compliance and resilience
12 Tstrategy the business strategy. As a minimun it shall contain: Functional. | intersectswitn| SteeringCommitteed | o1 o with business through a steering s
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
The management board shall define an IT strategy that is consistent with StrategioPlan . Mechanisms exist to establish a:
1.2 IT strategy the business strategy. As a minimu it shall contain: Functional | Intersects With Obctivor PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan: and
strategic of the institution’s and Mechanisms exist to align security, compliance and resilience
1260 Tstrategy structure of IT and of T services and other significant dependencies on Functional. | intersectswitn| SteeringCommitteed | o1 o with business through a steering s
third parties; Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
strategic of the institution’s and Strategic Plan & Mechanisms exist to establish a:
1.2(a) IT strategy structure of IT and of T services and other significant dependencies on Functional | Intersects With Obctiver PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
third parties: plan: and
allocation to IT and information security of the generally established Mechanisms exist to align security, compliance and resilience
1200 Tstrategy standards by which the institution abides; Functional. | intersectswitn| SteeringCommitteed | o1 o with business through a steering s
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
allocation to IT and information security of the generally established StrategioPland, Mechanisms exist to establish a:
1.2(0) IT strategy standards by which the institution abides; Functional | Intersects With Obctiver PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan: and
goals, and of security into the Mechanisms exist to align security, compliance and resilience
1200 Tstratesy organisation; Functional | intersectswitn| SteeringCommitteed | o o with business through a steering s
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
goals, and of security into the Mechanisms exist to establish a:
. Strategic Plan & " ° ’ P
1.2(0) T strategy organisation; Functional | Intersects With Obictives PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan: and
strategic development of IT architecture; Mechanisms exist to align security, compliance and resilience
1.2(d) IT strategy Functional | Intersects witn|  Steering Committee & 10 o, 4 with business through a steering 5
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
strategic development of IT architecture; Mechanisms exist to establish a:
Strategic Plan & " ° ’ S
1.2(d) T strategy Functional | Intersects With Obictives PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan: and
strategic development of IT architecture; Mechanisms exist to facilitate the implementation of industry-
1.2(d) IT strategy Functional | Intersects With | S°°Ure Engineering SEA01 gnized securty, and resitience practices in the 5
Principles design, and
of Technology Assets, Applications and/or Services (TAAS).
strategic development of IT architecture;
Mechanisms exist to ensure security, compliance and resilience
capabilities are designed and maintained in alignment with security
Secure Architecture architecture principles from:
1.2 T strategy Functional | Intersects With Principles SEA0T4 | 1) The Open Group Architecture Framework (TOGAF); s
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
strategio development of IT architecture; Mechanisms exist to develop an enterprise architecture, aligned with
Alignment With industry-recognized leading practices, with consideration for security,
1.2(d) T strategy Functional | Intersects With SEA-02 - : 5
Enterprise Architecture compliance and resilience principles that addresses risk to
izati assets, indi and other
on T service continut giving due Mechanisms exist to facilitate the implementation of contingency
to information security requirements; Business Continuity planning controls to help ensure resilient Technology Assets,
1.2(0) IT strategy Functional |Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 5
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
statements on IT service continuity management giving due consideration Mechanisms exist to align security, compliance and resilience
120 T etrotegy to information security requirements; Functionat | intersects witn| SteeringCommitiee& | o ilios with business requi through a steering comi R
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
statements on IT service continuity management giving due consideration SrategioPlan . Mechanisms exist to establish a:
1.2(0) IT strategy to information security requirements; Functional | Intersects With Sojoives PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan; and
Statements on IT systems developed and/or run by the organisational units Mechanisms exist to align security, compliance and resilience
120 T etrotegy themselves (hardware and software components). Functionat | intersects witn| SteeringCommitiee& | ilios with business requi through a steering comi R
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Statements on IT systems developed and/or run by the organisational units SrategioPlan . Mechanisms exist to establish a:
1.2(1) IT strategy themselves (hardware and software components). Functional | Intersects With Sojoives PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
plan; and
Statements on IT systems developed and/or run by the organisational units Mechanisms exist to facilitate the implementation of tailored
Technology Development <t "
1.2() IT strategy themselves (hardware and software components) Functional | Intersects With e ronpiction TDA-01 | development and acquisition strategies, contract tools and 5
methods to meet unique business needs.
N/A ) No
2 IT governance Functional ) N/A N/A N/A )
IT governance is the structure used to manage and monitor the operation
and further development of IT systems including the related IT processes
onthe basis of the IT strategy. The key regulations here are in particular
those on the organisational and operational structure of IT (see AT 4.3.1 of
MaRisk), risk and security Mechanisms exist to align security, compliance and resilience
management (see AT 4.3.2 of MaRisk, AT 7.2 numbers 2 and 4 of MaRisk), N -
§ ! na4 Steering Committee & with business through a steering
2.1 IT governance the appropriateness of the quantity and quality of the institution’s IT Functional  |Intersects With 3 GOV-01.1 " 5
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
staffing (see AT 7.1 of MaRisk) as well as the scope and quality of technical
. business executives, which meets formally and on a regular basis.
and organisational resources (see AT 7.2 number 1 of MaRisk). Regulations
governing the organisational and operational structure of IT shall be swiftly
amended in the event of modifications to the activities and processes (see
AT 5 numbers 1 and 2 of MaRisk).
IT governance is the structure used to manage and monitor the operation
and further development of IT systems including the related IT processes
onthe basis of the IT strategy. The key regulations here are in particular
those on the organisational and operational structure of IT (see AT 4.3.1 of
MaRisk), tisk andi ion security exist to align the ’s Security, C &
management (see AT 4.3.2 of MaRisk, AT 7.2 numbers 2 and 4 of MaRisk), Secure Practices Resilience Program (SCRP) with one or more industry-recognized
21 IT governance the appropriateness of the quantity and quality of the institution’s IT Functional | ntersects With| = - fcation | GOV-014  |frameworks that: 5
staffing (see AT 7.1 of MaRisk) as well as the scope and quality of technical (1) Support external scrutiny; and
and organisational resources (see AT 7.2 number 1 of MaRisk). Regulations (2) Provide defensible justification for secure practices.
governing the organisational and operational structure of IT shall be swiftly
amended in the event of modifications to the activities and processes (see
AT numbers 1 and 2 of MaRisk).
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IT governance is the structure used to manage and monitor the operation
and further development of IT systems including the related IT processes
onthe basis of the IT strategy. The key regulations here are in particular
those on the organisational and operational structure of IT (see AT 4.3.1 of
MakRisk), risk andii security
management (see AT 4.3.2 of MaRisk, AT 7.2 numbers 2 and 4 of MaRisk), Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
24 IT governance the appropriateness of the quantity and quality of the institution’s IT Functional | Intersects With ° cPLO1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
staffing (see AT 7.1 of MaRisk) as well as the scope and quality of technical
and organisational resources (see AT 7.2 number 1 of MaRisk). Regulations
governing the organisational and operational structure of IT shall be swiftly
amended in the event of modifications to the activities and processes (see
AT numbers 1 and 2 of MaRisk).
The management board is responsible for ensuring that the regulations
Mechanisms exist to align security, compliance and resilience
governing the organisational and operational structure of IT are defined on ) )
! Steering Committee & with business through a steering
22 IT governance the basis of the IT strategy and are swiftly amended in the event of Functional | Intersects With GOv-01.1 8
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
modifications to the activities and processes. The institution shall ensure ‘ '
! ] business executives, which meets formally and on a regular basis.
that these are ffectivel
The management board is responsible for ensuring that the regulations Mechanisms exist to commit appropriate resources needed for
governing the organisational and operational structure of IT are defined on continual of the 's Security, C &
the basis of the IT strategy and are swiftly amended in the event of Commitment To Resilience Program (SCRP), includin
22 IT governance modifications tothe activties and processes. The institution shallensure | Functional [ Intersectswith| o WBH B 10 | GOV-01.3 (1) Staffng; 3
that these regulations are implemented effectively. (2) Budget;
(3) Processes; and
@ i
The institution shall ensure that appropriate resources, in terms of both Mechanisms exist to align security, compliance and resilience
23 1T governance quality and quantity, are available for information risk management, Functional | Intersects witn|  SteermECommitieed | with business through a steering .
security I and Program Oversight or advisory board, comprised of key cybersecurity, data protection and
in particular. business executives. which meets formally and on a regular basis.
The institution shall ensure that appropriate resources, in terms of both Socurity, Gompliance & Mechanisms exist to facilitate the implementation of resource planning
23 T governance quality and quantity, are available for information risk management, Functional [ intersocts With | Fetivnce rotortion | pRw.g1 | controls that provide a portfolio management approach to achieve s
security I and security, compliance and resilience objectives.
Portfolio Management
in particular.
The institution shall ensure that appropriate resources, in terms of both I Mechanisms exist to address all capital planning and investment
lity and quantit ilable for information risk t Security, Compliance & ts, including th ded to implement the Securit
23 1T governance quality and quantity, are available for information risk management, Functional | intersccts With| - mestience mosoues | pu.0z |TequUests. including the resources nesded to implement the Security, .
security I and Compliance &Resilience Program (SCRP) and document all exceptions
Management
in particular. to this
The institution shall ensure that appropriate resources, in terms of both Mechanisms exist to identify and allocate resources for management,
23 1T governance quality and quantity, are available for information risk management, Functional | intersccts with| Atlocation of Resources | pRM.03 | oPeretional technical and data protection requirements within .
security I and business process planning for projects / initiatives.
in particular.
Conflcts of interest and activities that are not compatible with each other Mechanisms exist to align security, compliance and resilience
” 1T governance shall be avoided within the organisational and operational strutwre of . | ol steering Committeed | o o with business through a steering .
Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
The board shall defi or qualitative Mechanisms exist to align security, compliance and resilience
25 1T governance criteria for managing those areas responsible for operations and for the Functional | intersects witn|  SteermECommitiee & | o with business requi through a steering .
further development of T systems. Compliance with the criteria shall be Program Oversight or advisory board, comprised of key cybersecurity, data protection and
monitored. business executives. which meets formally and on a regular basis.
The board shall defi or qualitative Mechanisms exist to develop, report and monitor Security, Compliance
criteria for managing those areas responsible for operations and for the &Resilience Program (SCRP) measures of performance.
25 IT governance Functional | Intersects With | Measures of Performance|  GOV-05 5
further development of T systems. Compliance with the criteria shall be
monitored.
Informationrisk | N/A N
3 nformation s Functional Mo N/A N/A N/A )
The processing and sharing of information in business and service Mechanisms exist to facilitate the implementation of security,
processes is supported by data processing IT systems and related IT compliance and resilience governance controls.
processes. The scope and quality thereof shall be based, in particular, on
the institution’s internal operating needs, business activities and risk
situation (see AT 7.2 number 1 of MaRisk). The IT systems, the related IT
processes and the other components of the information domain shall ’
Information sk : rcom § oo Security, Compliance &
31 nformation risl ensure the integrity, an ofthedata | ¢ itional Subset Of Resilience Program GOv-01 10
management (see AT 7.2 number 2 of MaRisk). The institution shall define and (SchP)
the tasks, i ibilities, controls and
reporting channels required for the management of information risk (see AT
4.3.1 number 2 of MaRisk). To this end, the institution shall set up
appropriate monitoring and steering processes (see AT 7.2 number 4 of
MaRisk) and define the related reporting requirements (see BT 3.2 number
1 of MaRisk).
The processing and sharing of information in business and service Mechanisms exist to facilitate the implementation of strategic,
processes is supported by data processing IT systems and related IT andtactical risk controls that are aligned
processes. The scope and quality thereof shall be based, in particular, on with:
the institution’s internal operating needs, business activities and risk (1) The organization's Enterprise Risk Management (ERM); and
situation (see AT 7.2 number 1 of MaRisk). The IT systems, the related IT (2) Industry tisk practices.
processes and the other components of the information domain shall
Information risk i ilabili Risk M t
a1 nformation ris ensure the integrity, and ofthedata | L lintersectowitn| RSk Managemen RsKo1 .
management (see AT 7.2 number 2 of MaRisk). The institution shall define and Program
the tasks, i ibilities, controls and
reporting channels required for the management of information risk (see AT
4.3.1 number 2 of MaRisk). To this end, the institution shall set up
appropriate monitoring and steering processes (see AT 7.2 number 4 of
MaRisk) and define the related reporting requirements (see BT 3.2 number
1 of MaRisk).
- The ofani fon risk system shall be ) Mechanisms exist to facilitate the implementation of strategic,
Information risk s Risk Management
32 in line with the of all the key parties and Functional | Subset Of RSK-01 andtactical risk controls that are aligned 10
management N N N N Program .
functions involved and with no conflicts of interest. with:
The institution shall have an up-to-date overview of the components of the
defined information domain as well as any related dependencies and Mechanisms exist to identify and assess the security of Technology
Information risk B N Asset-Service N
33 et interfaces. The institution shall be guided in this respect in particular by Functional | Intersects With o AST-01.1 | Assets, Applications and/or Services (TAAS) that support more than 5
internal operating needs, business activities and the risk situation. P one critical business function.
The institution shall have an up-to-date overview of the components of the exist to perform ies of Assets,
defined information domain as well as any related dependencies and Applications, Services and/or Data (TAASD) that:
interfaces. The institution shall be guided in this respect in particular by (1) Accurately reflects the current TAASD in use;
internal operating needs, business activities and the risk situation. (2) Identifies authorized software products, including business
o justification details;
Information risk )
33 management Functional Intersects With Asset Inventories AST-02 (3) Is at the level of granularity deemed necessary for tracking and 5
g reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
The institution shall have an up-to-date overview of the components of the
formationrisk | defined information domain as well s any related dependencies and Mechanisms exist to develop and keep current a catalog of applicable
33 e oot interfaces. The institution shall be guided in this respect in particular by Functional | Intersects With Risk Catalog RSK-03.1 |risks associated with the 's business ions and 5
& internal operating needs, business activities and the risk situation. technologies in use.
The institution shall have an up-to-date overview of the components of the
Informationrisk | @efined information domain as well s any related dependencies and Mechanisms exist to develop and keep current a catalog of applicable
33 et interfaces. The institution shall be guided in this respect in particular by Functional |IntersectsWith| ~ Threat Catalog THR-09  [internal and external threats to the organization, both natural and 5
internal operating needs, business activities and the risk situation. manmade.
The institution shall determine the protection requirements for the Mechanisms exist to compel data and/or process owners to
components of ts defined information domain, in particular with regard to operationalize security, compliance and resilience practices for
nformationrisk | e Protection objectives of “integrity”, “availability”, “confidentiality” and Operationalizing Technology Assets, Applications, Services and/or Data (TAASD) under
34 anagamont “authenticity”, on a regular and event-related basis. The owners of the Functional | Intersects With| Security, Compliance & | GOV-15 | their control. 5
andthe units that are for the Resilience Capabilities
business processes shall be responsible for determining the protection
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The institution shall determine the protection requirements for the Mechanisms exist to compel data and/or process owners to select
components of ts defined information domain, in particular with regard to required security, compliance and resilience controls for Technology
informationrisk | he Protection objectives of “intsgrity”, “availability”, “confidentiality” and Assets, Applications, Services and/or Data (TAASD) under their control.
34 anagomen “authenticity”, on a regular and event-related basis. The owners of the Functional |IntersectsWith|  Select Controls GOV-15.1 5
and the units that are for the
business processes shall be responsible for determining the protection
The institution shall determine the protection requirements for the Mechanisms exist to compel data and/or process owners to implement
components of ts defined information domain, in particular with regard to required security, compliance and resilience controls for Technology
formationrisk | e protection objectives of “ntegrity”, “availability”, “confidentiality” and Assets, Applications, Services and/or Data (TAASD) under their control.
34 ranagoment “authenticity”, on a regular and event-related basis. The owners of the Functional |Intersects With|  Implement Controls | GOV-15.2 5
andthe units that are for the
business processes shall be responsible for determining the protection
The institution shall determine the protection requirements for the
components of ts defined information domain, in particular with regard to
the protection objectives of “integrity”, “availability”, “confidentiality” and
Information risk P 5 arity Y 1y Mechanisms exist to identify a risk owner for each item in the risk
34 “authenticity”, on a regular and event-related basis. The owners of the Functional | Intersects With Risk Owner RSK-03.2 > 5
management register to ensure clear accountability for unremediated risks.
andthe units that are for the
business processes shall be responsible for determining the protection
The institution shall determine the protection requirements for the
components of ts defined information domain, in particular with regard to
the protection objectives of “integrity”, “availability”, “confidentiality” and Executive Leadershi
Information risk P 5 arity Y 1y P Mechanisms exist to obtain executive leadership approval for risk
34 “authenticity”, on a regular and event-related basis. The owners of the Functional |Intersects With| Approval For Managing | RSK-13 » ‘ ° 5
management orMe management decisions involving material risk.
andthe units that are for the Material Risk
business processes shall be responsible for determining the protection
as Information risk | The determination of the protection requirements and the related ronctionat | Subsetor Risk Management nskor | Mechanisms exist to faciltate the implementation of strategic, o
shallbe reviewed b risk Program and tactical risk controls that are aligned
The institution shall define and suitably document requirements that are Operationalizing Mechanisms exist to compel data and/or process owners to
Information risk | appropriate for achieving the relevant protection requirements (catalogue operationalize security, compliance and resilience practices for
36 pprop ¢ P a ( g Functional | Intersects With| Security, Compliance & | GOV-15 | ¥, comp! P! 5
management of target measures). . "o Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
The institution shall define and suitably document requirements that are Mechanisms exist to compel data and/or process owners to select
Information risk iate for achieving the relevant protecti ts (catal ired security, compll d resili trols for Technol
26 nformation ris appropriate for achieving the relevant protection requirements (catalogue | [ o | e GOv.15.1 |Featired security, compliance and resitience controls for Technology .
management of target measures). Assets, Applications, Services and/or Data (TAASD) under their control.
The institution shall define and suitably document requirements that are exist to generate e
appropriate for achieving the relevant protection requirements (catalogue System Seourity Plan (SSP)) that:
of target measures). (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Information risk Compl d
26 nformation ris Functional | intersects with ompliance an 1n0.0s |2 Reflects the current state of applied security, compliance and s
management Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
The institution shall compare the target measures with the measures that Mechanisms exist to validate that Technology Assets, Applications,
have already been effectively implemented in each case (actual measures) Services and/or Data (TAASD) conform to the organization's security,
Information risk Control Conformity
37 onthe basis of the defined risk criteria. Functional | Intersects With CPL03  |compliance and/or resilience policies, standards and other applicable 8
management Monitoring "
requirements.
Other risk mitigation measures, due to target measures not being Mechanisms exist to govern identified deficiencies (e.g., Plan of Action
completely implemented, shall be effectively coordinated, documented, and Milestones (POA&M) or similar methodology) that formally
monitored and managed. ata minimu
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);
Information risk Capabilities Def i i ies);
a8 nformation ris Functional | intersects witn| CaPabiities Deficiency | o |(4) Risk associated with the deficiencylies): o
management Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
11 Di it statement (e.g.. closeout summarv).
Information management shall coordinate and monitor the risk analysis Mechanisms exist to conduct recurring assessments of risk that
formationrisk | and transfer its resutts into the operational risk management process. The includes the likelihood and magnitude of harm, from unauthorized
38 s handling of risks shall be approved in line with the competencies. Functional | Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, or of the 5
© i Assets, Services and/or Data
(TAASD).
Information management shall coordinate and monitor the risk analysis Mechanisms exist to select appropriate risk treatment options, based
and transfer its results into the operational risk management process. The on applicable risk assessment findings, including:
handling of risks shall be approved i line with the competencies. (1) Mitigating the risk to an acceptable level;
Information risk isk (e.g. i ject);
3.9 Functional | Intersects With| Risk Treatment Options | Rsk-06.3 |(2)Avoidingthe risk (e.g. terminating the project); 8
management (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
The institution shall keep itself informed about al threats to and Mechanisms exist to implement a threat intelligence program that
weaknesses i its information domain, examine their relevance, assess includes a cross-organization information-sharing capability that can
Information risk A Threat Intelligence ! "
3.10 et their impact and, if necessary, take appropriate technical and Functional | Subset Of orogam, THR-0T  [influence the development of the system and security architectures, 10
organisational measures. selection of security solutions, monitoring, threat hunting, response
and recovery activities.
The institution shall keep itself informed about all threats to and Mechanisms exist to maintain situational awareness of vulnerabilities
. o ’ . :
10 ris inits domain, examine their relevance, assess Functional | Intersects With | Threat nteligonce Feads |  THR.g3 |2 ¥olving threats by leveraging the knowledge of attacker tactics, s
management theirimpact and, if necessary, take appropriate technical and and to facilitate the of
i measures. and controls.
The institution shall keep itself informed about all threats to and Mechanisms exist to develop and keep current a catalog of applicable
10 ris inits domain, examine their relevance, assess Functional | IntersectsWith|  Trreat Gatalog THRao | internaland external threats to the organization, both natural and s
management their impact and, if necessary, take appropriate technical and
It measures.
The institution shall keep itself informed about all threats to and Mechanisms exist to identify, assess, prioritize and document the
10 ris inits domain, examine their relevance, assess Functional. | intersectswith|  Threat Analysis TR0 |Potentiatimpact(s) and likelinood(s) of applicable internal and external s
management their impact and, if necessary, take appropriate technical and threats.
It measures.
The management board shall be informed regularly, but at least once Mechanisms exist to provide governance oversight reporting and
Infc it k. tatus R rting T i isi
o nformation ris quarter, in partcular about the results of the isk analysis aswellasany | ool Status ReportingTo |1 o | recommendations to those entrusted to make executive decisions R
management changes in the risk situation. Governing Body about matters considered material to the organization's Security,
Comliance & Resilience Program (SCRP).
Information security | N/A ) No
4 Y Functional ) N/A N/A N/A 4
Information security management makes provisions for information
security, defines processes and manages the implementation thereof (see
Information securit - 7{2 s oo M‘:RLSK)' mﬁ?vmam:‘ e mT"agETexm o Security, Compliance & Mechanisms exist to faciltate the implementation of securit
rmati i isms exi i i i ity,
an urity | continuous process that comprises a planning, implementation, success Functional Subset Of Resilience Program Gov-01 . f p urity, 10
ion and i phase. The content of the (soRp) compliance and resilience governance controls.
information security officer’s reporting requirements to the management
board as well as the frequency of reporting shall be based on BT 3.2
number 1 of MaRisk.
The management board shall agree an information security policy and
Information security | cOMMunIcate this within the institution. The information security policy Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
42 management ¥ |shall be n tine with the institution’s strategies. The policy shall be reviewed | Functional | Intersects With | Compliance & Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 8
in the event of significant changes in the overall conditions and modified Documentation resilient capabilities.
promtly if required.
The management board shall agree an information security policy and Mechanisms exist to review the Security, Compliance & Resilience
this within the institution. The security policy Periodic Review & Update
Information security " ! Program (SCRP), including policies, standards and procedures, at
42 shall be inline with the institution’s strategies. The policy shall be reviewed |  Functional |Intersects With | of Security, Compliance |  GOV-03 ) ! S 5
management s | ! planned intervals or if significant changes occur to ensure their
in the event of significant changes in the overall conditions and modified &Resilience Program
continuing suitability, adequacy and effectiveness.
promptly if reuired.
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FDE Name Focal Document Element (FDE) Description SCF Control 8
Rationale Relationsh
Based on the information security policy and the results of information risk Mechanisms exist to align security, compliance and resilience
t f-th Steering Committee & ties with busi i through a steeri
4 security : t, more specific, security policies | o | tersects with|  Ste€fing Committee GOV-011 with business rough a steering s
management and information security processes shall be defined. Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives. which meets formally and on a regular basis.
The management board shall establish an information security officer Mechanisms exist to commit appropriate resources needed for
function. This function is responsible for all information security issues continual of the 's Security, C &
within the institution and with regard to third parties. It ensures that Resilience Program (SCRP), includin
Information securit : Commitment To ;
s rmation security | information securiy objectives and measures defined in the institution's IT | ¢ e v i Govora |11 Stafing: s
management strategy, information security policy and information security guidelines Continual Improvements (2) Budget;
aretransparent both within the institution and for third parties, and that (3) Processes; and
compliance with them is reviewed and monitored regularly and on an event- (4) Technologies.
driven basis.
The management board shall establish an information security officer
function. This function is responsible for all information security issues
within the institution and with regard to third parties. It ensures that e Mechanisms exist to review the Security, Compliance & Resilience
Informat ty |inf b d defined in th s 1T Periodic Reviow & Update P (SCRP), including policies, standards and procedures, at
nformation securi rogram , including policies, standards and procedures, a
44 ¥ |information securlty objectives and measures defined in the instttion’s IT | ¢ ignal | Intersects With| of Security, Compliance |  GOV-03 gram| uding p P S 5
management strategy, information security policy and information security guidelines & Posiionce Progiam planned intervals or if significant changes occur to ensure their
are transparent both within the institution and for third parties, and that continuing suitability, adequacy and effectiveness.
compliance with them is reviewed and monitored regularly and on an event-
driven basis.
In terms of and pr the security officer nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
Information securit 3 N mission and resources to centrally-manage, coordinate, develop,
s y | function shall be independent to avoid any potential conflicts of interest Functional | Intersects With | Gompliance & Resilionce |  GOV-04 y-manag P s
management Responsibilties and maintain an P d ity, C &
P Resilience Program (SCRP).
In terms of and pr the security officer exist to enforce an tructure so that
Informat it . Stakehold t d indi d
s nformation security | function shall be independent to avoid any potential conflicts of interest. Functional. | intersects With akeholder cov.0ar eams an are an s
management Accountability Structure trained for mapping, measuring and managing Technology Assets,
ions. Services and/or Data (TAASD)-related risks.
‘As a rule, each institution shall have its own information security officer nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Information securit - 3 N mission and resources to centrally-manage, coordinate, develop,
46 ¥ [functionin-house Functional | Intersects With | Compliance &Resilience | GOV-04 v 8 P 5
management e ion implement and maintain an enterprise-wide Security, Compliance &
P Resilience Program (SCRP).
'As a rule, each institution shall have its own information security officer exist to enforce an tructure so that
Informat it -house. Stakehold t d indi d
w6 nformation security | function in-house. Functional | Intersects With akeholder COV-041 eams an are an s
management Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
‘After an information security incident, the impact on information security Mechanisms exist to implement and govern processes and
Information security Incident Response
47 shall be analysed promptly and appropriate follow-up measures approved. | Functional | ~Subset Of 1RO-01 tofacilitate an de resp pabil 10
management Operations " © 8
for and data protection-related incidents.
‘After an information security incident, the impact on information security Mechanisms exist to cover:
shall be analysed promptly and appropriate follow-up measures approved. (1) Preparation;
Information securit (2) Automated event detection or manual incident report intake;
47 Y Functional |Intersects With|  Incident Handling 1RO-02  [(3) Analysis; 5
management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
‘After an information security incident, the impact on information security ) Mechanisms exist to identify classes of incidents and actions to take to
Information security Incident Classification &
47 shall be analysed promptly and appropriate follow-up measures approved. |  Functional |Intersects With IR0-02.4 |ensure the continuation of organizational missions and business 5
management Prioritization "
functions.
The institution shallintroduce a policy on testing and reviewing measures Security, Compliance & , ) ) )
Information security Mechanisms exist to facilitate the implementation of security,
48 to protect information security and shall review it regularly and on an event-| ~ Functional | Subset Of Resilience Program Gov-o1 10
management ; ! " sect compliance and resilience governance controls.
driven basis and modifv it if necessarv. (SCRP)
I formation securty | The institution shallintroduce a policy on testing and reviewing measures Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
48 e ooes ™ |t protect information security and shall review it regularly and on an event-| ~ Functional | Intersects With  Compliance & Resilience | GOV-02 | standards and procedures necessary for secure, compliant and 8
& driven basis and modifv it if necessarv. D i resilient
The institution shall define a continuous and appropriate awareness and , ) )
Information security Mechanisms exist to develop, report and monitor Security, Compliance
49 training programme for information security. The success of the defined Functional | Intersects With | Measures of Performance| ~ GOV-05 5
management © &Resilience Program (SCRP) measures of performance.
and training measures shall be reviewed.
The institution shall define a continuous and appropriate awareness and Security, Compliance & ) ) ) )
Information security Mechanisms exist to facilitate the implementation of security
49 training programme for information security. The success of the defined Functional | Subset Of Resilience-Minded SAT-01 10
management © workforce development and awareness controls.
and training measures shall be reviewed. Workforce
The institution shall define a continuous and appropriate awareness and existto review security workfor
training programme for information security. The success of the defined development and awareness training to account for changes to:
Information securit d traini hall b d. Maintaining Workforce 10 tional policies, standards and procedures;
.o y  |awareness and training measures shall be reviewe Functionat | intersacts with g Sar-01.1 | (1 Orgenizational policies, standards and procedures s
management Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@ i
The information security officer shall report to the management board Mechanisms exist to provide governance oversight reporting and
10 Information security  |regularly,at east once a quarter, and on an ad hoc basis on thesstatusof | (ol | Status ReportingTo | oo | recommendations to those entrusted to make executive decisions .
management information security. Governing Body about matters considered material to the organization's Security,
Comliance & Resilience Program (SCRP).
The information security officer shall report to the management board exist to enforce an structure so that
Informat it larly, at least ter, and d hoc b the status of ) Stakehold t d d
10 nformation security | regularly, at least once a quarter, and on an ad hoo basis on thestatus of | [ f akeholder covsr |oPF cams an are emp an R
management information security. Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
Operational information | N/A N
5 perational information Functional e N/A N/A N/A 0
security
Operational security i security
management requirements. The IT systems, related IT processes and other
components of the information domain shall ensure the integrity,
and of the data. To ensure this, the
design of the IT systems and related IT processes shall generally be based Operationlizing Mechanisms exist to compel data and/or process owners to
Operational information i security, and resilience practices for
51 P on established standards (sce AT 7.2 number 2 of MaRisk). Appropriate Functional | Subsetof | Securtty, Compliance& | GOV-1S y, p 0
security monitoring and steering processes shall be established for IT risks, moclionc Gapabilties Technology Assets, Applications, Services and/or Data (TAASD) under
comprising in particular the definition of IT risk criteria, the identification of their control.
IT risks, the of the protection protective
measures for IT operations derived from it, and the definition of measures
to manage and mitigate risks (see AT 7.2 number 4 of MaRisk).
Operational security i security
management requirements. The IT systems, related IT processes and other
components of the information domain shall ensure the integrity,
and of the data. To ensure this, the
Onerationalinformation des'g:‘ "b'l‘": :i"“:’"z“"" "":’T‘i"z” "’°§“Zesf5’:‘a;' gi;‘zauy be "‘:se" Mechanisms exist to compel data and/or process owners to select
n ndar 2 number . Appropri )
5.1 P et ° es‘a s eds: ards (see | le © : °bl : :' IT”‘_’ :" ate Functional | Intersects With Select Controls GOV-15.1 | required security, compliance and resilience controls for Technology 8
Y monitoring and steering processes shall be established for [T risks, Assets, Applications, Services and/or Data (TAASD) under their control.
comprising in particular the definition of IT risk criteria, the identification of
T risks, the of the protection protective
measures for IT operations derived from it, and the definition of measures
to manage and mitigate risks (see AT 7.2 number 4 of MaRisk).
Bs n the information rity li nd the more ific information
Operationatinformation ase‘f{" ey pelov d e o ormate Mechanisms exist to compel data and/or process owners to implement
ionali i of-
52 P " Secu”ty p”\‘c'?s' i,'"s o 'OT shaitimp Emeﬂ" state-of-thea Functional |Intersects With|  Implement Controls GOV-15.2 |required security, compliance and resilience controls for Technology 8
securi rational information security measures and pr
Y operational information security measures and processes. Assets, Applications, Services and/or Data (TAASD) under their control.
Threats to the information domain shall be identified as early as possible. Mechanisms exist to implement a threat intelligence program that
Po ity-related i i be evaluated incl ross-organization information-sharin, lity that can
Operational information | POl y shall suitably Throat Intlligonce includes a cross-organization information-sharing capabilty that ca
53 e promptly, using a rule-based approach, and centrally. This information Functional | Intersects With program THR-01  [influence the development of the system and security architectures, 8
Y shall be protected during transport and storage and shall be held available selection of security solutions, monitoring, threat hunting, response
foran period for Luat and recovery activities.
Threats to the information domain shall be identified as early as possible. ) !
Potentially security-related information shall be evaluated suitabl Mechanisms exist to maintain situational awareness of vulnerabilities
Operational information Y ¥ S Y and evolving threats by leveraging the knowledge of attacker tactics,
53 promptly, using a rule-based approach, and centrally. This information Functional | Intersects With | Threat Intelligence Feeds |  THR-03 5
security and tofacilitate the of
shall be protected during transport and storage and shall be held available
! preventative and compensating controls.
foran period for aluation
Threats to the information domain shall be identified as early as possible.
Potentially security-related ion shall be evaluated suitably Mechanisms exist to develop and keep current a catalog of applicable
Operational information . o
53 it promptly, using a rule-based approach, and centrally. This information Functional |IntersectsWith| ~ Threat Catalog THR-09  [internal and external threats to the organization, both natural and 5
Y shall be protected during transport and storage and shall be held available manmade.
foran period for wat
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Operational information

Threats to the information domain shall be identified as early as possible.
Potentially security-related information shall be evaluated suitably

Mechanisms exist to identify, assess, prioritize and document the

53 ety promptly, using a rule-based approach, and centrally. This information Functional |IntersectsWith|  Threat Analysis THR-10  [potential impact(s) and likelihood(s) of applicable internal and external 8
shall be protected during transport and storage and shall be held available threats.
foran period for aluation
An appropriate portfolio of rules for identifying security-related events shall
Operational information | be defined. Rules shall be tested before being put into operation. The rules Indicators of Mechanisms exist to define specific Indicators of Compromise (10C) to
5.4 P ep P Functional | Intersects With 1RO-03 ! P P (oo 5
security shall be reviewed for effectiveness and updated regularly and on an event- Compromise (10C) identify the signs of potential cybersecurity events.
driven basis.
An appropriate portfolio of rules for identifying security-related events shall
54 Operational information | be defined. Rules shall be tested before being putinto operation. Therules | L | | Monitoring for Indicators | | Automated mechanisms exist o identify and alert on Indicators of s
security shall be reviewed for effectiveness and updated regularly and on an event- of Compromise (10C) Compromise (10C).
driven basis.
Security-related events shall be analysed promptly and information existto assess the needs for
Operational information Analyze and Prioritize
55 P security shallbe for i iatelyto | Functional | Intersects With| ""*Y2 " MON-01.16 |and prioritize the monitoring of Assets, and/or 8
security Monitoring Requirements
any resulting security incidents. Services (TAAS). based on TAAS criticality and the sensitivity of the data
Security-related events shall be analysed promptly and information Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
o securit shallbe for i i and/or User Activity Monitoring (UAM) solutions to detect and respond
55 v | Functional |Intersects With| Anomalous Behavior | MON-16 Y 8 (UAM) P 3
security any resulting information security incidents. to anomalous behavior that could indicate account compromise or
other malicious activities.
The security of the IT systems shall be reviewed regularly, on an event- Mechanisms exist to validate that Technology Assets, Applications,
driven basis while avoiding any conflicts of interest. Results shall be :
Operational information Control Conformity Services and/or Data (TAASD) conform to the organization's security,
56 analysed to establish any necessary improvements and risks shall be Functional | Intersects With cpL03 " " ’ 8
security ! Monitoring compliance and/or resilience policies, standards and other applicable
managed appropriately.
requirements.
The security of the IT systems shall be reviewed regularly, on an event-
Operationatinformation | dmeen b Y il ‘; e ? o yu e Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications
56 P riven basis while avoiding any conflicts of interest. Results shall be Functional | Intersects With| Security, Compliance & | CPL-03.2 |and/or Services (TAAS) for adherence to the organization's security, 8
security analysed to establish any necessary improvements and risks shall be
Resilience Controls compliance and/or resilience policies and standards.
managed
Identity and access | N/A No
6 Y Functional N/A N/A N/A 0
Identity and access management ensures that access rights granted to
users are n line with and used as defined in the institution’s organisational
Identity and access | 2"¢ OPerational requirements. Identity and access management shall Identity & Access Mechanisms exist to facilitate the implementation of identification and
6. meet the requirements set out in AT 4.3.1 number 2, AT 7.2 number 2 as Functional | Subset Of IAC-01 10
management Management (IAM) access management controls.
well as BTO number 8 of MaRisk. Allforms of access rights to components
of the information domain should be subject to standardised processes
and controls.
User access rights concepts define the scope and the conditions of use for
access rights to IT systems (access to IT systems and access to data) and
access rights to premises in a manner that is consistently in line with the
protection and can be and
Identity and access | O™ Prehensibly derived from the concept for all acoess rights provided. Identity & Access Mechanisms exist to facilitate the implementation of identification and
62 User access rights concepts shall ensure that users are assigned access | Functional | Subset Of IAC-01 10
management Management (IAM) access management controls.
rights according to the need-to-know and leastprivilege principles, that the
segregation of duties is observed across user access rights concepts and
that conflicts of interest are avoided. User access rights concepts shall be
reviewed regularly and on an event-driven basis and updated if necessary.
It shall be possible for access to IT systems to be unequivocally traced exist to configure Assets, a
backto an active or responsible natural person at all times (wherever Services (TAAS) to produce event logs that contain sufficient
possible, automatically). information to, at a minimum:
(1) Establish what type of event occurred;
Identity and access
63 oot Functional |Intersects With| Content of EventLogs | MON-03 |(2)When (date and time) the event occurred; 8
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identitv of anv. iith the event.
‘Approval and control processes shall ensure compliance with the Mechanisms exist to utilize a formal user registration and de-
dentity and acoess | e0UIreMenNts contained in the user access rights concept when setting up, User Provisioning & De- registration process that governs the assignment of access rights.
64 changing, deactivating or deleting access rights for users. The responsible | Functional |Intersects With IAC-07 5
management ¢ N Provisioning
organisational unit shall be appropriately involved, thus enabling it to fulil
s oron BN
Approval and control processes shall ensure compliance with the Mechanisms exist to revoke user access rights following changes in
\dontity and acoess | eGUirements contained in the ser access rights concept when setting up, roles and duties, if no longer necessary or permitted.
6.4 mazagemm changing, deactivating or deleting access rights for users. The responsible | Functional |Intersects With | Change of Roles & Duties | 1AC-07.1 8
organisational unit shall be appropriately involved, thus enabling it to fulil
its ili
‘Approval and control processes shall ensure compliance with the Mechanisms exist to revoke user access rights in a timely manner,
Jdentity and acoess | e0UIreMents contained in the user access rights concept when setting up, ) Termination of upon termination of employment or contract.
6.4 changing, deactivating or deleting access rights for users. The responsible | Functional |Intersects With IAC-07.2 5
management ¢ N Employment
organisational unit shall be appropriately involved, thus enabling it to fulil
s oron BN
The control bodies responsible for setting up, changing, deactivating or
deleting access rights shall be involved in reviewing whether access rights
Identity and access e @ 8 @ User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
65 granted are still required and whether these comply with the requirements |  Functional | Intersects With sionit 1AC-07 ‘ - 5
management " Y Provisioning registration process that governs the assignment of access rights.
contained in the user access rights concept (recertification).
The control bodies responsible for setting up, changing, deactivating or
Identity and access | 4¢\C1ing access rights shall be involved in reviewing whether access rights ) Mechanisms exist to revoke user access rights following changes in
65 granted are still required and whether these comply with the requirements | Functional |Intersects With | Change of Roles & Duties | 1AC-07.1 8
management " personnel roles and duties, if no longer necessary or permitted.
contained in the user access rights concept (recertification).
The control bodies responsible for setting up, changing, deactivating or
deleting access rights shall be involved in reviewing whether access rights ) !
Identity and access Termination of Mechanisms exist to revoke user access rights in a timely manner,
65 granted are still required and whether these comply with the requirements |  Functional | Intersects With IAC-07.2 ” 5
management W Employment upon termination of employment or contract.
contained in the user access rights concept (recertification).
The setting up, changing, deactivating and deleting of access rights and . )
Identity and access '8 P ging, '8 8 of gl . User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
66 recertification shall be documented in a way that facilitates Functional | Intersects With stonit 1AC-07 ¢ - 5
management Provisioning registration process that governs the assignment of access rights.
and analysis.
The setting up, changing, deactivating and deleting of access rights and ) .
Identity and access N Mechanisms exist to revoke user access rights following changes in
6.6 Y recertification shall be documented in a way that facilitates Functional | Intersects With | Change of Roles & Duties | 1AC-07.1 “ gl '8 chang 8
management personnel roles and duties, if no longer necessary or permitted.
and analysis.
The setting up, changing, deactivating and deleting of access rights and ) !
Identity and access Termination of Mechanisms exist to revoke user access rights in a timely manner,
6.6 Y recertification shall be documented in a way that facilitates Functional | Intersects With 1AC-07.2 _ ! Y 5
management Employment upon termination of employment or contract.
and analysis.
The institution shall set up logging and monitoring processes consistent Mechanisms exist to review event logs on an ongoing basis and
with the protection requirements and the target requirements that enable escalate incidents in accordance with established timelines and
dontity and agoass | kS t0be carried out to ensure that access rghts are used only in the procedures.
67 anagemont manner intended. Owing to the associated far-reaching intervention Functional | Intersects With | Security Event Monitoring | MON-01.8 5
options, the institution shall in particular set up appropriate processes to
log and monitor the activities with privileged (particularly critical) access
rights.
The institution shall set up logging and monitoring processes consistent exist to assess the 's needs for
with the protection requirements and the target requirements that enable and prioritize the monitoring of Assets, and/or
checks to be carried out to ensure that access rights are used only in the - Services (TAAS), based on TAAS criticality and the sensitivity of the data
Identity and access ' Analyze and Prioritize )
67 manner intended. Owing to the associated far-reaching intervention Functional | Intersects With MON-01.16 |it stores, transmits and processes. 5
management ¢ o Monitoring Requirements
options, the institution shall in particular set up appropriate processes to
log and monitor the activities with privileged (particularly critical) access
rights.
technical and measures shall be Mechanisms exist to develop, document and maintain secure baseline
Identity and access |implemented to ensure that the requirements contained in the user access Secure Baseline for Assets, and/or Services
68 Y P a Functional |Intersects With A CFG-02 5
management rights concepts cannot be circumvented. Configurations (TAAS) that are consistent with industry-accepted system hardening
N/A
IT projects and ) No
7 prol Functional N/A N/A N/A 0

application development
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FDE Name Focal Document Element (FDE) Description SCF Control
Rationale
Material modifications to the IT systems in the course of IT projects, their
impact on the organisational and operational structure of IT and on the Mechanisms exist to assess security, compliance and resilience
Tprojectsang |Felated IT processes shall be evaluated as part o an impact analysis (see Security, Compliance & controls as part of Technology Assets, Applications and/or Services
7.4 oplicat e et | AT 8:2 number 1 of MaRisk). With respect to theirfirst use and material Functional |Intersects With| Resilience InProject | PRM-04 | (TAAS) project development to determine whether controls are
PP PN modifications to IT systems, the requirements set out in AT 7.2 (in Management implemented correctly, operating as intended and producing the
particular numbers 3 and ) of MaRisk, AT 8.2 number 1 of MaRisk and AT desired outcome with respect to meeting requirements.
8.3 number 1 of MaRisk shall be met.
Material modifications to the IT systems in the course of IT projects, their
impact on the organisational and operational structure of IT and on the N
related IT processes shall be evaluated as part of an impact analysis (see Secure Development Life existto ges to Asseta,
IT projects and Applications and/or Services (TAAS) within the Secure Development
7.4 s AT 8.2 number 1 of MaRisk). With respect to their first use and material Functional | Intersects With Cycle (SDLC) PRM-07
application development " Life Cycle (SDLC) are controlled through formal change control
modifications to IT systems, the requirements set out in AT 7.2 (in Management s
particular numbers 3 and ) of MaRisk, AT 8.2 number 1 of MaRisk and AT P -
8.3 number 1 of MaRisk shall be met.
Rules shall be defined for the organisational framework of IT projects and Mechanisms exist to assess security, compliance and resilience
Torojectsand |t criteria forits application. Security, Compliance & controls as part of Technology Assets, Applications and/or Services
7.2 prol Functional |Intersects With| Resilience In Project | PRM-04 |(TAAS) project development to determine whether controls are
application development
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
Rules shall be defined for the organisational framework of IT projects and ] existto hanges to Assets,
ITprojectsand | the criteria for its applicati Secure Development Life Applicati dlor S (TAAS) within the Secure Development
rojects an e criteria for ts application. ications and/or Services within the Secure Development
7.2 T pro) PP Functional | Intersects With Cycle (SDLC) pRM-07 | PP P!
application development Life Cycle (SDLC) are controlled through formal change control
Management
IT projects shall be managed appropriately, taking account of their Mechanisms exist to assess security, compliance and resilience
T orojectsand | obiectives and risks n relation to duration, use of resources, and quality. Security, Compliance & controls as part of Technology Assets, Applications and/or Services
73 appumzmi‘ invetapment | s @nd, model procedures shall be defined and compliance withthem | Functional | Intersects With | Resilience InProject | PRM-04 | (TAAS) project development to dotermine whether controls are
shall be monitored. Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
T projects shall b d tely, taki tof thei T hanges t Assets,
IT projects and bjectves and sk mmlg: mco duration, iz mfg csotrces,and qua Secure Development Life Applivaians andior & (A thin the Sastre Deveiopment
s proj abjectives andrisks in relation to duration, use of esources, and quality. | p L Gyl (SDLOY PRy | APPlications and/or Services (TAAS) within the Secure Developmen
application development [To this end, model procedures shall be defined and compliance with them AR Life Cycle (SDLC) are controlled through formal change control
shall be monitored 8
The portfolio of IT projects shall be monitored and d iately.
Toroiectsand | Dus mesoume ohalt et ot the foct et et mqage( SRty Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
7.4 pro} ue aceount shal :: en : M © a: @ '[‘s s can also stem from Functional |Intersects With| Resilience Protection | PRM-01 |controls that provide a portfolio management approach to achieve
etween different projects.
proj Portfolio Management security, compliance and resilience objectives.
Material IT projects and IT project risks shall be reported to the Mechanisms exist to provide governance oversight reporting and
s Tprojects and | management board regularly and on an even-criven basis. Material Functional | intersects witn|  Status ReportingTo | to isted to make execuive decisions
application development |project risks shall be taken account of in the risk management. Governing Body about matters considered material to the organization's Security,
c &Resilience Program (SCRP).
Material IT projects and IT project risks shall be reported to the Mechanisms exist to facilitate the implementation of resource planning
IT projects and t board regularly and t-driven basis. Material Securtty, Compliance & trols that provide a portfoll t hto ach
s proj management board regularly and on an event.driven basis. Materia Functional | IntersectsWith| Resilionce Protection | pRM.01 | eOMrOlS that provide a portiolio management approach to achieve
application development |project risks shall be taken account of in the risk management. security, compliance and resilience objectives.
Portfolio Management
‘Appropriate processes shall be defined for application development which existto govern Assets,
S czfna(m ectatr flu‘r vde{\ﬂfym[g requremn Jor;he vlopment Security, Compliance & ;:p;:.c‘anonstan:/m ?ervlcei (TAAS) T’y: -
6 proj abjective, for (technical) implementation (including coding guidelines), for | o ool Lol ClR TR | pRanos | (1) Defining technical security, compliance and resitience
application development | quality assurance, and for testing, approval and release. et requirements; and
(2) Performing a criticality analysis at predefined decision points in the
Secure D Life Cvele (SDLC).
Appropriate processes shall be defined for application development which Mechanisms exist to define business processes with consideration for
contain for identifying for the security, compliance and resilience that determines:
Torojectsang |PIective, for(technical) implementation (including coding guidelines), for Business Process (1) The resulting risk to assets,
76 quality assurance, and for testing, approval and release. Functional | Intersects With PRM-06 |and other organizations; and
application development Definition
(2) Information protection needs arising from the defined business
and revises the processes as necessary, until an achievable
set of protection needs is obtained.
Appropriate processes shall be defined for application development which Mechanisms exist to develop applications based on Secure Software
T orojectsand |contan for identifying for the Secure Software Development Practices (SSDP).
76 L prol objective, for (technical) implementation (including coding guidelines), for | Functional ~[Intersects With| Development Practices | TDA-06
application development "
quality assurance, and for testing, approval and release. (SSDP)
for the functionality of the shall be compiled, Mechanisms exist to facilitate the implementation of tailored
evaluated, documented and approved in the same way as for non- development and acquisition strategies, contract tools and
IT projects and ) i D i .
. proj functional requirements. Appropriate accoptance and test citeria shallbo | o ool eu ToA0t methods to meet unique business needs
application development |defined for each requirement. Responsibility for compiling, evaluating and &Acquisition
the specialist (functional and lies
with the units.
for the ity of the shall be compiled, Mechanisms exist to design and implement product management
evaluated, documented and approved in the same way as for non- processes to proactively govern the design, development and
functional requirements. Appropriate acceptance and test criteria shall be of Assets, and/or Services (TAAS)
Tprojectsang |defined for each reuirement. Responsibiltyfor compiling, eveluating and across the System Development Life Cycle (SDLC) to:
7.7 the specialist (functional and lies | Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality;
application development auire ( -
with the responsible organisational units. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
for the functionality of the shall be compiled, Mechanisms exist to design, develop and produce Technology Assets,
evaluated, documented and approved in the same way as for non- Minimurm Viable Product Applications and/or Services (TAAS) in such a way that risk-based
. Wrojectsand functional requirements. Appropriate acceptance and test citeriashallbo | c ool o (MVP) Security ToAQz | {echnical and functional specifications ensure Minimum Viable
application development |defined for each requirement. Responsibility for compiling, evaluating and Roquirements Product (MVP) criteria establish an appropriate level of security and
the specialist (functional and lies resiliency based on applicable risks and threats.
with the units.
for the ity of the shall be compiled, Mechanisms exist to develop applications based on Secure Software
S 'evah:ated[ documen(e:i a:d appr?\/‘ed in (helsame wzy‘as‘mr:mm " Secure Software Development Practices (SSDP).
7.7 prof unctional requirements. Appropriate acceptance and test criteria shall be | - ¢ oyigna| | intersects With | Development Practices | TDA-06
application development | defined for each requirement. Responsibility for compiling, evaluating and (s5DP)
the specialist (functional and lies
with the units.
for the ity of th shall be compiled, Mechanisms exist to require system developers/integrators consult
evaluated, documented and approved in the same way as for non- with security, compliance and/or resilience personnel to:
functional requirements. Appropriate acceptance and test criteria shall be (1) Create and implement a Security Testing and Evaluation (ST&E)
projectsang |defined for each requirement. Responsibiltyfor compiling, evaluating and Security, Compliance & plan, or similar capability;
7.7 the specialist (functional and lies | Functional |IntersectsWith|  Resilience Testing TDA-09  |(2) Implement a verifiable flaw remediation process to correct
application development qulre ! " '
with the responsible organisational units. D and identified during the control testing and
evaluation process; and
(8) Document the resuts.
In the context of applicati shall Mechanisms exist to facilitate the implementation of tailored
3 th tecti i t, h that afts h 1t it iti trate ) tract tool:
projectsang |P© Made: depending on the protection requirement, such that after eac ) Tochnology Devalopment development and acuisiton strategies, contract tools and
78 goes live the integrity, and Functional | Intersects With e DA methods to meet unique business needs.
application development & Acquisition
authenticity of the data to be processed are also comprehensibly assured.
In the context of i shall exist to design and product
be made, depending on the protection requirement, such that after each processes to proactively govern the design, development and
goes live the integrity, ility and of Assets, and/or Services (TAAS)
projectsang |2uthenticity of the data to be processed are also comprehensibly assured. across the System Development Life Cycle (SDLC) to:
7.8 Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality;
application development -~
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
In the context of appli i shall Mechanisms exist to develop applications based on Secure Software
projectsang |P@Made, depending on the protection requirement, such that after cach Secure Software Development Practices (SSDP).
7.8 ication goes live the confidentiality, integrity, ity and Functional | Intersects With| Development Practices | TDA-06
application development
authenticity of the data to be processed are also comprehensibly assured. (SSDP)
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In the context of appli i shall Mechanisms exist to require system developers/integrators consult
be made, depending on the protection requirement, such that after each with security, compliance and/or resilience personnel to:
goes live the integrity, ity and (1) Create and implement a Security Testing and Evaluation (ST&E)
1T projects and authenticity of the data to be processed are also comprehensibly assured. Security, Compliance & plan, or similar capability;
7.8 S Functional |Intersects With|  Resilience Testing TDA-09  [(2) Implement a verifiable flaw remediation process to correct 8
application development
D and identified during the control testing and
evaluation process; and
(3) Document the results.
The integrity of the application (especially the source code) shall be Mechanisms exist to facilitate the implementation of tailored
’ o - '
79 .\T p.rDJEC(S and addition, shall be made to Functional | Intersects With ° TDA-01 and strategies, contract tools and 5
enable the of whether an was &Acquisition procurement methods to meet unique business needs.
modified or among other things.
The integrity of the application (especially the source code) shall be exist to design and product
i In addition, shall be made to processes to proactively govern the design, development and
enable the of whether an was of Assets, and/or Services (TAAS)
T projects and modified or deliberately manipulated, among other things. across the System Development Life Cycle (SDLC) to:
7.9 Functional | Intersects With| Product Management TDA-01.1  [(1) Improve functionality; 8
application development i i
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
The integrity of the application (especially the source code) shall be Secure Software Mechanisms exist to develop applications based on Secure Software
T t. d .
7o projects an In addition, shall be made to Functional | Intersects With| Development Praotices | Toa-0s | PeveloPment Practices (SSDP) s
enable the of whether an was
(SSDP)
modified or among other things.
The integrity of the application (especially the source code) shall be Mechanisms exist to require system developers/integrators consult
In addition, shall be made to with security, compliance and/or resilience personnel to:
enable the of whether an was (1) Create and implement a Security Testing and Evaluation (ST&E)
IT projects and modified or deliberately manipulated, among other things. Security, Compliance & plan, or similar capability;
7.9 s Functional |Intersects With|  Resilience Testing TDA-09  [(2) Implement a verifiable flaw remediation process to correct 8
application development
Di and identified during the control testing and
evaluation process; and
(3) Document the results.
The integrity of the application (especially the source code) shall be Mechanisms exist to limit privileges to change software resident within
79 »\T RIOJEC(S and addition, shall be made to Functional | Intersects With Access to Program TDA-20 software libraries. 8
enable the of whether an was Source Code
modified or among other things.
The and its shall be ina clearly Mechanisms exist to facilitate the implementation of tailored
IT projects and , Technology Development o ¥
7.10 oo structured way and in a manner that is readily comprehensible for Functional | Intersects With ° TDA-01 |development and acquisition strategies, contract tools and 3
application development &Acquisition
third parties. methods to meet unique business needs.
The and its shall be ina clearly exist to design and product
structured way and in a manner that is readily comprehensible for processes to proactively govern the design, development and
competent third parties. of Assets, and/or Services (TAAS)
T projects and across the System Development Life Cycle (SDLC) to:
7.10 Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
application development . i
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
IT projects and The ication and its shall be inaclearly Secure Software Mechanisms exist to develop applications based on Secure Software
7.10 pro} structured way and in a manner that is readily comprehensible for Functional | Intersects With | Development Practices | TDA-06 |Development Practices (SSDP). 5
third parties. (SSDP)
The application and its shall be ina clearly Mechanisms exist to require system developers/integrators consult
structured way and in a manner that is readily comprehensible for with security, compliance and/or resilience personnel to:
competent third parties. (1) Create and implement a Security Testing and Evaluation (ST&E)
T projects and Security, Compliance & plan, or similar capability;
7.10 e Functional |Intersects With|  Resilience Testing TDA-09  |(2) Implement a verifiable flaw remediation process to correct 5
application development
Di and identified during the control testing and
evaluation process; and
(3) Document the results.
A methodology for testing applications prior to their first use and after Mechanisms exist to facilitate the implementation of security,
material modifications shall be defined and introduced. The scope of the and resilience and i controls.
tests shall include the functionality of the application, the measures
17 projocts and implemented to protect information and, if relevant, system performance ) Information Assurance
711 under various stress scenarios. The responsible organisational units shall Functional Subset Of 1A0-01 10
application development (1A) Operations
be for tests. Test for
performing the tests shall tothe
environment in aspects material to the test. Test activities and test results
shall be
A methodology for testing applications prior to their first use and after Mechanisms exist to formally assess the security, compliance and
material modifications shall be defined and introduced. The scope of the il in Assets, and/or Services
tests shall include the functionality of the application, the measures (TAAS) through Information Assurance Program (IAP) activities to
T projects and implemented to protect information and, if relevant, system performance determine the extent to which the controls are implemented correctly,
7.11 applicotion development | UM various stress scenarios. The responsible organisational units shall | Functional | Intersects With Assessments 140-02  [operating as intended and producing the desired outcome with respect 5
be for tests. Test for to meeting expected requirements.
P g the tests shall tothe
environment in aspects material to the test. Test activities and test results
shall be
A methodology for testing applications prior to their first use and after exist to conduct for:
material modifications shall be defined and introduced. The scope of the (1) Statutory, regulatory and contractual compliance obligations;
tests shall include the functionality of the application, the measures (2) Monitoring capabilities;
implemented to protect information and, if relevant, system performance (3) Mobile devices;
under various stress scenarios. The responsible organisational units shall (4) Databases;
IT projects and fi . Te f N i 3
7.11 prol be or tests. Test or Functional [ Intersects With | Specialized Assessments | 140-02.2 |(9) ApPlication security 5
performing the tests shall tothe (6) Embedded technologies (e.g., 10T, OT, etc.);
environment in aspects material to the test. Test activities and test results (7) Vulnerability management;
shall be documented. (8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial and (AAT): and/or
'Amethodology for testing applications prior to their first use and after Mechanisms exist to perform Information Assurance Program (AP)
material modifications shall be defined and introduced. The scope of the activities to evaluate the design, implementation and effectiveness of
tests shall include the functionality of the application, the measures technical security, compliance and resilience controls.
T projects and implemented to protect information and, if relevant, system performance
7.11 under various stress scenarios. The responsible organisational units shall | Functional | Intersects With| Technical Verification |  1A0-06 8
application development
be for tests. Test for
performing the tests shall tothe
environment in aspects material to the test. Test activities and test results
shall be
A methodology for testing applications prior to their first use and after exist to ensure Assets, ions and/or
material modifications shall be defined and introduced. The scope of the Services (TAAS) are officially authorized prior to "go live" in a production
tests shallinclude the functionality of the application, the measures environment.
Tprojectsang |{mPlemented to protect nformation and, if relevant, system performance
7.1 . under various stress scenarios. The responsible organisational units shall Functional |Intersects With| Security Authorization 1A0-07 5
application development
be for tests. Test for
performing the tests shall tothe
environment in aspects material to the test. Test activities and test results
shall be
After the application goes live, any deviations from standard operations Mechanisms exist to design and implement product management
shall be monitored, their causes shall be investigated and, where processes to proactively govern the design, development and
, measures for shall be taken. of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
IT projects and
712 Functional Intersects With Product Management TDA-01.1 (1) Improve functionality; 5
application development ) )
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
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After the application goes live, any deviations from standard operations Mechanisms exist to deliver security updates to Technology Assets,
712 Tprojects and  |shall be monitored, their causes shall be investigated and, where Functional | Intersects with | OMECIng Product Security| o o | Applications and/or Services (TAAS), where applicabl, through: s
measures for shallbe taken. Support (1) Automatic updates; and
@ of available updates to affected users.
After the application goes live, any deviations from standard operations Mechanisms exist to require system developers/integrators consult
shall be monitored, their causes shall be investigated and, where with security, compliance and/or resilience personnel to:
iate, measures for i shallbe taken. (1) Create and implement a Security Testing and Evaluation (ST&E)
1T projocts and Security, Compliance & plan, or similar capability;
712 e Functional |Intersects With|  Resilience Testing TDA-09  [(2) Implement a verifiable flaw remediation process to correct 3
application development
D and identified during the control testing and
evaluation process; and
(3) Document the results.
An appropriate procedure shall be defined for the Mechanisms exist to ensure data and assets are categorized in
. T projects and category) and Functionat | intersacts with Dato &Asset bGHp | acoordance with applicable statutory, regulatory and contractual s
handling of the developed o run by the business unit’s staff Classification requirements.
(end-user computing - EUC).
An appropriate procedure shall be defined for the exist to design and product
i i category) and processes to proactively govern the design, development and
handling of the applications developed or run by the business unit’'s staff of Assets, and/or Services (TAAS)
Torojectsang | (enc-user computing ~EUC). across the System Development Life Cycle (SDLC) to:
7.13 Functional |Intersects With| Product Management | TDA-01.1 (1) Improve functionality; 5
application development _ ’
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Rules shall be defined on the identification of all applications developed or Mechanisms exist to ensure data and assets are categorized in
Torojectsang|UnbYthe unit's staff, on on the coding Data & Asset accordance with applicable statutory, regulatory and contractual
7.14 and on the testing onthe protection requirements | Functional | Intersects With DCH-02 | requirements. 5
application development Classification
analysis and on the recertification process for authorisations (e.g. in EUC
Rules shall be defined on the identification of all applications developed or exist to design and product
run by the organi unit's staff, on onthe coding processes to proactively govern the design, development and
and on the testing on the protection requirements of Assets, and/or Services (TAAS)
projoctsang |22/l and on the recertifcation process for authorisations (e.£.in EUC across the System Development Life Cycle (SDLC) to:
7.14 guidelines). Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
application development ) )
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
N/A N
8 IT operations Functional e N/A N/A N/A )
IT operations shall fulfl the requirements resulting from the . ) -
Mechanisms exist to define supporting business processes and
implementation of the business strategy as well as from the IT-supported
and service to ensure
business processes (see AT 7.2 numbers 1 and 2 of MaRisk). Service Delivery e e e
8.1 IT operations Functional |IntersectsWith|  (Business Process ops.o3 |2PPropriate P! g Y oD & 3
Sepport) technology capabilities supporting business functions, workforce,
PP and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
The components of the IT systems and their connections with each other exist to perform of Assets,
shall be administered in a suitable way, and the inventory data collected Applications, Services and/or Data (TAASD) that:
for this shall be updated regularly and on an ad hoc basis. (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
82 IT operations Functional |Intersects With|  Asset Inventories AST-02 | (3)Is at the level of granularity deemed necessary for tracking and 8
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5) Is available for review and audit by designated organizational
The portfolio of IT systems shall be managed. IT systems should be Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
regularly updated. Risks from outdated IT systems or those no longer ) "
83 IT operations ° Functional |Intersects With| Resilience Protection | PRM-01 |controls that provide a portolio management approach to achieve 8
supported by the vendor shall be managed (lifecycle management). ° : ] °
Portfotio Management security, compliance and resilience objectives.
The portfolio of IT systems shall b 4. IT systems should b
© portfollo of 1T systems shall be managed. 1T systems shoutd be . Technology Lifecycle Mechanisms exist to manage the usable lifecycles of Technology
83 IT operations regularly updated. Risks from outdated IT systems or those no longer Functional | Intersects With SEA-07.1 g 8
° Management Assets, Applications and/or Services (TAAS).
supported by the vendor shall be managed (lfecycle
The processes for changing IT systems shall be designed and implemented
depending on their nature, scale, complexity and riskiness. This shall al ) .
‘epending on their nature, scale, complexity and riskiness. This shall also Change exist to facilitate the implementation of a change
8.4 IT operations apply to newly procured or replaced IT systems as well as to security- Functional | Intersects With CHG-01 8
- s Program management program.
related subsequent improvements (security patches).
Changes to IT systems shall be accepted, documented, evaluated taking
due account of potential implementation risks, prioritised and approved in ) Configuration Change Mechanisms exist to govern the technical configuration change control
85 IT operations an orderly way, and implemented in a coordinated and secure way. Functional | Intersects With P cHe-02 | OO 5
Appropriate processes shall also be established for timecritical changes to P -
IT sustems.
Reports of unscheduled deviations from standard operations (disruptions)
and their causes shall, in a suitable way, be recorded, evaluated,
prioritised with particular regard to potentially resulting risks, and
escalated according to defined criteria. To this end, standard procedures
shall be defined, e.g. for measures and communication and
responsibilities (e.g, for malicious code on terminal devices,
malfunctions). The processing, analysis of causes, and identification of RespondTo L Isms exist to respond to changes to configurati
86 IT operations solutions, including follow-up, shall be documented. An orderly process for |  Functional |Intersects With cre-028 | o 5
Changes settings as security incidents.
the analysis of possible correlations between disruptions and of their
causes shall be in place. The processing status of outstanding reports of
aswellas the i of the eval and
prioritisation, shall be monitored and managed. The institution shall define
suitable criteria for informing the bodies concerned (e.g. management
board, competent supervisory authority) about disruptions
The provisions governing the data backup procedures (excluding data Mechanisms exist to create recurring backups of data, software and/or
archiving) shall be set out in writing in a data backup strategy. The system images, as well as verify the integrity of these backups, to
requirements contained in the data backup strategy for the availability, ensure the availability of the data to satisfy Recovery Time Objectives
readability and timeliness of the customer and business data as well as for (RTOs) and Recovery Point Objectives (RPOS).
87 IT operations the IT systems required to process them shall be derived from the Functional | Intersects With Data Backups BCD-11 8
requirements for the business processes and from the business continuity
plans. The procedures for recovery and safeguarding the readability of data
shall be tested regularly, at least once a year, as part of a sample as well
as on an event-driven basis.
The current performance and capacity requirements of the IT systems shall Mechanisms exist to facilitate the implementation of capacity
be captured. The future performance and capacity requirements shall be management controls to ensure optimal system performance to meet
estimated. Performance delivery shall be planned and monitored, in ! expected and anticipated future capacity requirements.
: nee de Capacity & Performance
88 IT operations particular in order to identify bottlenecks promptly and to respond to them | Functional | Intersects With Management CAP-01 8
The and capacity of
security measures shall be taken into account in the planning.
The current performance and capacity requirements of the IT systems shall Mechanisms exist to conduct capacity planning so that necessary
be captured. The future performance and capacity requirements shall be capacity fori ications and
estimated. Performance delivery shall be planned and monitored, in environmental support will exist during contingency operations.
88 IT operations particular in order to identify bottlenecks promptly and to respond to them | Functional | Intersects With|  Capacity Planning CAP-03 5
. The and capacity of
security measures shall be taken into account in the planning.
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The current performance and capacity requirements of the IT systems shall exist to centrall and alert on the
be captured. The future performance and capacity requirements shall be operating state and health status of critical Technology Assets,
estimated. Performance delivery shall be planned and monitored, in Applications and/or Services (TAAS).
88 IT operations particular in order to identify bottlenecks promptly and to respond to them | Functional | Intersects With| Performance Monitoring |  CAP-04 5
iately. The and capacity of
security measures shall be taken into account in the planning.
Outsourcing and other | /A o
) external procurement of Functional - N/A N/A N/A 0
h Relationship
IT services
IT services encompass all forms of IT procurement; in partioular, this Mechanisms exist to facilitate the implementation of third-party
includes the provision of IT systems, projects/computer-aided management controls.
construction projects or staff. Outsourcing of IT services shall meet the
requirements pursuant to AT 8 of MaRisk. This shall also apply to the
outsourcing of IT services which are provided to the institution by a
Outsourcing and other |<e1iEeS fim via a network (e.. processing, torage, latforms or software)
9.1 external procurement of |29 Which are supplied, used and invoiced dynamically and tailored to Functional | Intersects With | Third-Party Management |  TPM-01 5
T oordinen requirements via defined technical interfaces and protocols (cloud
services). The institution shall still comply with the general requirements
relating to a proper business organisation pursuant to section 25a (1) of
the Banking Act in the case of other external procurement of IT services
(see AT 8 number 1 - Explanations - of MaRisk). For each software
the associated risks shall be assessed (see AT
7.2 numher 4 sentance 2 of MaRisk)
Outsourcing and other | Given the fundamental importance of IT to the institution, a fisk Mechanisms exist to mitigate the risks associated with third-party
02 external procurement of |assessment shall also be performed prior to each instance of other Functional | Intersects With|  Third-Party Services |  TPM-04  [accessto th 's Assets, Services 5
IT services external of IT services. and/or Data (TAASD).
Outsourcing and other | Given the fundamental importance of IT to the institution, a fisk Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
02 external procurement of |assessment shall also be performed prior to each instance of other Functional | Intersects With|  Assessments & TPM-04.1 [or of lated Assets, 8
IT services external of IT services. Approvals and/or Services (TAAS).
Other external procurement of IT services shall be managed in line with the
Outsourcing and other y . . Mechanisms exist to utilize tailored acquisition strategies, contract
9.3 external procurement of |5\ te€ieS: taking account of the institution’s risk assessment. The Functional | Intersects witn| Acuisition Strategies, | oy o 4|1 001s and procurement methods for the purchase of unique Technology 3
rendering of the service owed by the service provider shall be monitored in Tools &Methods
IT services Assets, Applications and/or Services (TAAS).
line with the risk
Other external procurement of IT services shall be managed in line with the
Outsourcing and other ! ) Mechanisms exist to monitor, regularly review and assess External
9.3 external procurement of |S\te€ieS, taking account of the institution’s risk assessment. The Functional | Intersects with| Review of Third-Party TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
rendering of the service owed by the service provider shall be monitored in Services
IT services requirements for security, compliance and resilience controls.
line with the risk
The shall take account of the exist to require for applicable
Outsourcing and other | measures derived from the risk assessment relating to other external Third-Party Contract security, compliance and resilience requirements with third-parties,
04 external of of IT services. account shall be taken of the Functional | Intersects With Roquraments TPM-05 | reflecting the organization’s neads to protect its Technology Assets, 8
IT services results of the risk inthe risk Applications, Services and/or Data (TAASD).
brocess. primarily in the overall risk for risk.
The shalltak account of the exist to ensure applicable security, d
Outsourcing and other | measures derived from the risk assessment relating to other external Contract Flow-Down resilience requirements are included in contracts that flow-down to
9.4 external of of IT services. account shall be taken of the Functional | Intersects With Roasirammonts TPM-05.2 |applicable sub-contractors and suppliers. 8
IT services results of the risk inthe risk
brocess. primarily in the overall risk for risk.
Outsourcing and other | The risk assessments relating to other external procurement of IT services Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
o5 external procurement of |shall be reviewed and amended regularly and on an ad hoc basis, together | Functional | Intersects With|  Assessments & TPM-04.1 [or of lated Assets, 5
IT services with the details. where i Approvals and/or Services (TAAS).
o T service continuity | N/A Functionat No A A A o
The institution shall define business continuity management objectives
and establish a business continuity management process on this basis.
Arrangements shall be made for emergency situations in time-critical
activities and processes (contingency plan). The measures defined in the
contingency plan shall be suitable for reducing the extent of potential Mechanisms exis to faciltate the implementation of contingency
losses (see AT 7.3 number 1 of MaRisk). The contingency plan shall include
IT service continuity | business continuity and recovery plans. In the event of outsourcing of time- Business Continity planning controls to help ensure resitient Teahnology Assets,
10.1 : " - Inthe Functional | Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continity of Operations Plan 8
management critical activities and processes, the outsourcing institution and the BoMS) (COOP) o Business Gontinuity & Disaster Recovery (BC/DR)
outsourcing provider shall have coordinated contingency plans (see AT 7.3 playbooks).
number 2 of MaRisk). The effectiveness and appropriateness of the
contingency plan shall be reviewed regularly. For time-critical activities
and processes, it shall be demonstrated at least once a year and on an
event-driven basis for all relevant scenarios (see AT 7.3 number 3 of
MaRisk)
The objectives and overall conditions of IT service continuity management Mechanisms exist to facilitate the implementation of contingency
17 sorvice continuity _|°1 D@ defined o the basis of the business continuity management Business Continuity planning controls to help ensure resilient Technology Assets,
10.2 anagomont objectives. Functional | Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continity of Operations Plan 8
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
On the basis of the contingency plan, the institution shall prepare IT Mechanisms exist to facilitate the implementation of contingency
1T sorvice continuity | COMMESNGY plans for T systems that support time-critcal actvities and Business Continuity planning controls to help ensure resilient Technology Assets,
103 ranagamont processes. Functional | Intersects With tem | BCD-01 and/or Services (TAAS) (e.g, Continuity of Operations Plan 8
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
The effectiveness of the IT contingency plans shall be verified by IT Mechanisms exist to conduct tests and/or exercises to evaluate the
contingency tests performed at least once a year. The tests shall cover all plan's andthe readiness to
104 IT service continuity [ IT systems that support time-critical activities and processes. Functional | intersacts witn | CoMtingency PlanTesting| | execute the plan. s
management Dependencies between IT systems or of jointly used IT systems shall be &Exercises
adequately taken into account. An IT testing concept shall be prepared for
this purpose.
The institution is required to demonstrate that, if a data centre fails, the Mechanisms exist to facilitate the implementation of contingency
1T service continuity _|Me-€ritial activites and processes can be provided from a sufficiertly Business Continuity planning controls to help ensure resilient Technology Assets,
105 ranagamont remote data centre and for an adequate time, as well as for the Functional | Intersects With tem | BCD-01 and/or Services (TAAS) (e.g, Continuity of Operations Plan 8
subsequent restoration of normal IT operation. (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
The institution is required to demonstrate that, if a data centre fails, the Mechanisms exist to conduct tests and/or exercises to evaluate the
105 IT service continuity time-critical acti ies and processes can be provided from a sufficiently Functional Intersects With Contingency Plan Testing BCD-04 plan's and the 's readiness to 8
management remote data centre and for an adequate time, as well as for the &Exercises execute the plan
of normal IT operation.
The institution is required to demonstrate that, if a data centre fails, the Mechanisms exist to establish an alternate storage site that includes
105 IT service continuity | time-critical activities and processes can be provided from a sufficiently Functional | Intersects With|  Alternate Storage Site 8CD.0g | Poth the assets and necessary agreements to permit the storage and B
management remote data centre and for an adequate time, as well as for the recovery of system backup information.
of normal IT operation.
The institution is required to demonstrate that, if a data centre fails, the Mechanisms exist to establish an alternate processing site that
105 IT service continuity | time-critical activities and processes can be provided from a sufficiently Functional | Intersacts With | Atternate Processing Site | BGD-09 | PTOVides security measures equivalent to that of the primary site. B
management remote data centre and for an adequate time, as well as for the
of normal IT operation.
Managing relationships | N/A o
1 with payment service Functional o N/A N/A N/A 0
Relationship
users
The risk mitigation measures required by section 53 of the ZAG to manage Mechanisms exist to define supporting business processes and
and i lated risks al measures with which i and service to ensure
Managing relationships |the payment service users are addressed directly for risk reduction, in Service Delivery appropriate planning, delivery and support of the organization's
1.1 with payment service particular of the risk of fraud. This requires the establishment of Functional Intersects With (Business Process 0OPS-03 technology capabilities supporting business functions, workforce, 3
users of the with the payment service Support) and/or customers based on industry-recognized standards to achieve
users. the specific goals of the process area.
The risk mitigation measures required by section 53 of the ZAG to manage Mechanisms exist to remediate fisks to an acceptable level.
. and i lated risks al measures with which
Managing relationships > ‘ °
1.4 with payment service | '® Payment service users are addressed directly for risk reduction, in Functional | Intersects With|  Risk Remediation RSK-06 8
e particular of the risk of fraud. This requires the establishment of
i of the relationships with the payment service
users.
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Rationale Relationship
The institution shall establish and implement processes through which the Mechanisms exist to define supporting business processes and
awareness of the payment service users for security-related risks relating and service toensure
Managing relationships |to the payment services will be improved by supporting and advising the Service Delivery appropriate planning, delivery and support of the organization's
1.2 with payment service | payment service users. Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
The support and advice offered to the payment service users shall be kept Mechanisms exist to define supporting business processes and
up-to-date and adapted to new risk situations. Amendments shall be and service toensure
Managing relationships |communicated to the payment service user in an appropriate format. Service Delivery appropriate planning, delivery and support of the organization's
1.3 with payment service Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
If permitted by the product functionality, the institution shall offer payment Mechanisms exist to define supporting business processes and
service users an option to deactivate individual payment functions and service to ensure
Managing relationships |available to them. Service Delivery appropriate planning, delivery and support of the organization's
1.4 with payment service Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
If the payment service user has agreed Upper limits, the payment service Mechanisms exist to define supporting business processes and
user shall be given an option to adapt the agreed limits. and service to ensure
Managing relationships Service Delivery appropriate planning, delivery and support of the organization's
15 with payment service Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
To identify fraudulent or unauthorised use of the payment service user's Mechanisms exist to define supporting business processes and
payment accounts, the institution shall give the payment service user the and service to ensure
Managing relationships |option to receive alerts about successful and failed transactions. Service Delivery appropriate planning, delivery and support of the organization's
16 with payment service Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
The institution shall inform the payment service user promptly about Mechanisms exist to define supporting business processes and
updates to security procedures that could impact the payment service user and service to ensure
Managing relationships |in the context of providing payment services. Service Delivery appropriate planning, delivery and support of the organization's
1.7 with payment service Functional |Intersects With|  (Business Process OPS-03 | technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
The institution shall support the payment service users in relation to all Mechanisms exist to define supporting business processes and
questions, support requests, alerts or irregularities or all securityrelated and service to ensure
Managing relationships |questions with regard to the payment services. The payment service users Service Delivery appropriate planning, delivery and support of the organization's
18 with payment service | shall be informed appropriately how they can receive this support. Functional | Intersects With| ~ (Business Process OPS-03  |technology capabilities supporting business functions, workforce, 3
users Support) and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
12 Critical infrastructure [ NVA Functional No N/A N/A N/A )
Against the backdrop of the other chapters of the BAIT and the other
relevant i for financial i concerned with
ensuring that appropriate precautions are taken to guarantee the
integrity, icity and confidentiality of i
processing, this chapter is directed specifically at operators of critical
infrastructure (Cl operators1).
It adds for the effective of special measures
to achieve the critical infrastructure protection (CIP) objective to the
Supervisory Requirements for IT in Financial Institutions. The CIP objective
shall be understood here as maintaining the society’s security of supply for
the critical services named in section 7 of the BSI-KitisV (cash supply,
card-based payment i payment ions and
the clearing and settlement of securities and derivatives transactions),
because the failure or impairment of these services could lead to serious
12.1 Critical infrastructure | UPPY disruptions or threats to the public security. Functional ® N/A N/A N/A 0
The Cl operators concerned (and, where services are outsourced, their IT Relationship
service providers too) shall describe and effectively implement appropriate
measures for critical services to reduce the risks to the secure operation of
critical infrastructure to a level appropriate for the CIP objective. To do
this, Cl operators and their IT service providers shall align themselves with
the relevant standards and consider high availability concepts. Thereby
state of the art technology shall be adhered to.
Companies may choose to use this chapter to provide verification under
section 8a (3) of the Act on the Federal Office for Information Security
(Gesetz iiber das Bundesamt iir Sicherheit in der Informationstechnik - BSI
Act) within the context of an audit of the annual financial statements. This
requires that all systems, and
processes that are part of the critical infrastructure are covered by the
auditin full
Atternatively, Cl operators can adopt a company-spesific approach or
The extent of oritical infrastructure within the information domain shall be
clearly tagged. Thereby all relevant interfaces should be included.
Allrelevant BAIT and other sup shall be
122 Crticalnfrastructure | 2PPed 10 all components and areas of the ciitical service ina clearand | L No A A WA o
comprehensible manner. Relationship
Critical services shall be monitored appropriately. The potential impact
that security incidents could also have on critical services shall be
assessed
The Tisk and i security
under chapters 3 and 4 of the BAIT shall take the CIP objective into
account and adopt measures to ensure that it is achieved. In particular,
risks that have the potential to impair critical services to a significant
123 Ortical nfrastructure | €€7@ shallbe reduced using appropriate measures for isk mitigationand | No A A WA o
risk avoidance to a level appropriate for the CIP objective. Measures which Relationship
are able to counter the risks to availability when the need for protection is
high or very high are particularly suitable for this. Among other things, high
availability concepts should therefore be examined and, if appropriate,
apolied.
The CIP objective shall always be taken into account, from when the
protection are during of No
124 Critical infrastructure | appropriate measures and through to the effective implementation of Functional | oo chip N/A N/A N/A 0
these measures, including the implementation and regular testing of
relevant measures.
The verification under section 8a (3) of the BSI Act regarding compliance.
with the requirements under section 8a (1) of the BSI Act can be conducted
125 Critical as part of the audit of the annual inancial statements. Cl operatorsare o | ¢y No T T o o

submit the relevant to the BSI on time, in

with the relevant of the BSI

Relationship
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