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STRM
Rationale

STRM
Relationship

Framework conditions
of the cloud service

See FDE for details.

No

4 (surrounding Functional e N/A N/A N/A
Relationship
parameters for
Eramework conditions | T system descdmpuon, the cloud provider provlde; .
ofthe cloud service[°°™" :"h . e regar ‘”g‘h ° Mechanisms exist to facilitate the implementation of cloud
clo service, ich allow an expert t arty to assess the y . N -
UP-01 (surrounding ud service, whi W an expertthird party Functional | Intersects With Cloud Services CLD-01  |management controls to ensure cloud instances are secure and in-
general suitability of the cloud service for the desired ‘
parameters for X line with industry practices.
The system description describes the following
il aspects:
In their system description, the cloud ?ruv'de' Wc""des_ Mechanisms exist to obtain, protect and distribute administrator
Framework conditions P and regarding the for Assets, and/or Services
of the cloud service cloud service, which allow an expert third party to assess the o i (TAAS) that describe:
i i 'ocumentation
uP-01 (surrounding general suitability of the cloud service for the desired Functional | Intersects With TDA-04  |(1) Secure configuration, installation and operation of the TAAS;
application. The system description describes the following Requirements P
parameters for (2) Effective use and of security ;and
transparency) aspects: (3) Known vulnerabilities regarding configuration and use of
administrative (e.g., privileged) functions.
Eramework conditions | ™ teir system descdnpuon, the cloud provider pruvlde; .
ofthe cloud service il ; :"h If third Wl mg(h Y Mechani: ist to facilitate the imple tati f third-
) tf t t . . . echanisms exist to facilitate the implementation of third-part
uP-01 (surrounding cloud service, which allow an expert third party to assess the Functional | Intersects With | Third-Party Management | TPM-01 P party
general suitability of the cloud service for the desired management controls.
parameters for X
The system description describes the following
il aspects:
Framework conditions | Type and scope of the cloud services rendered according to the FDE utilized regular bullet points
of the cloud service | service level agreement which s typically based on a contract Mechanisms exist to facilitate the implementation of cloud without numbering, so
UP-01-BP1 (surrounding with the cloud Functional | Intersects With | Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in- numbering was added to
parameters for line with industry practices. improve mappability.
Framework conditions | Type and scope of the cloud services rendered according to the FDE utilized regular bullet points
of the cloud service | service level agreement which s typically based on a contract Mechanisms exist to utilize security safeguards to limit harm from without numbering, so
UP-01-BP1 (surrounding with the cloud Functional | Intersects With | ~ Limit Potential Harm | TPM-03.2 | potential adversaries who identify and target the organization's numbering was added to
parameters for supply chain. improve mappability.
Framework conditions [Type and scope of the cloud services rendered according to the existorequire for FDE utilized regular bullet points
of the cloud service | service level agreement which s typically based on a contract . ; ) ; " without numbering, so
8 ypically | Third-Party Contract security, compliance and resilience requirements with third-parties, e
UP-01-BP1 (surrounding with the cloud Functional | Intersects With TPM-05 numbering was added to
tors f Requirements reflecting the organization's needs to protect its Technology Assets, it
arameters for improve mappability.
P Applications, Services and/or Data (TAASD). P ppability.
Type and scope of the cloud services rendered according to the FDE utilized regular bullet points
service level agreement whichis typically based on a contract Mechanisms exist to perform recurring validation of the Responsible, without numbering, so
with the cloud Accountable, Supportive, Consulted & Informed (RASCI) matrix, or numbering was added to
Framework conditions similar to ensure security, and improve mappabiliy.
of the cloud service resilience control assignments accurately reflect current:
UP-01-BP1 (surrounding Functional | Intersects With | Third-Party Scope Review| TPM-05.5 (1) Contractual obligations for the External Service Provider (ESP);
parameters for (2) Business practices;
transparency) (3) Applicable stakeholders; and
(4) Deployed Technology Assets, Applications and/or Services
(TAAS).
ples, and for rendering FDE utilized regular bullet points
of the cloud service | (development and/or operation) the cloud service, including the Mechanisms exist to facilitate the implementation of cloud without numbering, so
UP-01-BP2 (surrounding | controls established Functional | Intersects With | Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in- numbering was added to
parameters for line with industry practices. improve mappability.
3 f FDE utili 1: llet It
P ands; or rendering Mechanisms exist to compel data and/or process owners to DE utilized regular bullet points
of the cloud service | (development and/or operation) the cloud service, including the Operationalizing s ; : ° ; without numbering, so
) ) ’ ’ operationalize security, compliance and resilience practices for
UP-01-BP2 (surrounding [ controls established Functional | Intersects With | Security, Compliance & | GOV-15 numbering was added to
Technology Assets, Applications, Services and/or Data (TAASD)
parameters for Resilience Capabilities improve mappability.
under their control.
Principles, procedures and safeguards for rendering Mechanlsms exist to generate authoritative documentation (e.g. FDE utilzed regular bullet points
(development and/or operation) the cloud service, including the Systom Security Plan (SSP) that: without numbering, so
§ controls established (1) Identifies key " andi \formation on in- numbering was added to
Framework conditions improve mappabiliy.
fthe cloud Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
of the cloud service
Compliance and 2) Reflects the current state of applied security, compliance and
UP-01-BP2 (surrounding Functional | Intersects With P! no-0s |@ PP Y, comp
Resilience Controls resilience controls on People, .
parameters for y P, "
Documentation Data and/or Facilities (PPTDF) that are contained within the system
transparency)
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
ples, and for rendering Mechanisms exist to facilitate the implementation of industry- FDE utilized regular bullet points
of the cloud service | (development and/or operation) the cloud service, including the Secure Engineoring recognized security, compliance and resilience practices in the without numbering, so
UP-01-BP2 (surrounding | controls established Functional | Intersects With e SEA-01 design, and numbering was added to
rinciples
parameters for P of T Assets, and/or Services improve mappability.
TAAS).
ples, and for rendering Mechanisms exist to ensure security, compliance and resilience FDE utilized regular bullet points
of the cloud service | (development and/or operation) the cloud service, including the Secure Architecture capabilities are designed and maintained in alignment with security without numbering, so
UP-01-BP2 (surrounding [ controls established Functional | Intersects With i SEA-01.4 |architecture principles from: numbering was added to
parameters for P (1) The Open Group Architecture Framework (TOGAF); improve mappabiliy.
(2) Sherwood Anplied Business Security Architecture (SABSA): and/or
Principles, procedures and safeguards for rendering FDE utilized regular bullet points
and/or the cloud service, including the without numbering, so
of the cloud service | controls established Secure Software ) numbering was added to
) ) ° exist to develop based on Secure Software
UP-01-BP2 (surrounding Functional | Intersects With | Development Practices | ~TDA-06 ° improve mappability.
Development Practices (SSDP).
parameters for (SSDP)
transparency)
Description of the i , network and system Apolied Securiy Mechanisms exist to generate authoritative documentation (e.g., FDE utilized regular bullet points
of the cloud service | components used for the development and operation of the C‘;‘:n A System Security Plan (SSP)) that: without numbering, so
UP-01-BP3 (surrounding [ cloud service Functional | InersectsWith | “0P 5700 €10 1A0-03 [ (1) Identifies key archi andi i onin- numbering was added to
esilience Controls
arameters for scope Technology Assets, Applications and/or Services (TAAS); ity.
: Documentation P 8y pplicatio r Services (TAAS); improve mappability.
(2) Reflects the current state of applied securitv. and
Handling of significant incidents and conditions which FDE utilized regular bullet points
i to regular such as the failure without numbering, so
of critical IT systems numbering was added to
Framework conditions Mechanisms exist to facilitate the implementation of contingency improve mappabiliy.
of the cloud service Business Continuity planning controls to help ensure resilient Technology Assets,
UP-01-BP4 (surrounding Functional | Intersects With | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations
parameters for (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)
transparency) playbooks).
Framework Handiing of incidents and conditions which FDE utilized regular bullet points
of the cloud service i to regular such as the failure Incident Response existto il and govern and without numbering, so
UP-01-BP4 (surrounding |of critical IT systems Functional | Intersects With P IRO-01 tofacilitate an ide response capability numbering was added to
erations
parameters for P for ity and data pi lated incidents. improve mappability.

transparencv)
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of the cloud service

Roles and of the cloud provider and the cloud

customer, including the duties to cooperate and corresponding

Customer Responsibility

Mechanisms exist to formally document a Customer Responsibility
Matrix (CRM), delineating assigned responsibilities for security,

FDE utilized regular bullet points
without numbering, so

UP-01-BP5 (surrounding | controls at the cloud customer Functional | Intersects With ' CLD-06.1 ; ' ) 8 numbering was added to
o Matrix (CRM) compliance and resilience controls between the Cloud Service o
arameters for " ) improve mappability.
P Provider (CSP) and its customers. P ppability.
Roles and of the cloud provider and the cloud FDE utilized regular bullet points
of the cloud service | customer, including the duties to cooperate and correspondin; ) ) ) ) without numbering, so
8 P ponding ) ) Defined Roles & exist to define roles & for 8
UP-01-BP5 (surrounding | controls at the cloud customer Functional | Intersects With HRS-03 8 numbering was added to
Responsibilities all personnel. ¢
parameters for improve mappability.
Roles and of the cloud provider and the cloud Applied Security, Mechanisms exist to generate authoritative documentation (e.g., FDE utilized regular bullet points
of the cloud service | customer, including the duties to cooperate and corresponding o e System Security Plan (SSP)) that: without numbering, so
UP-01-BP5 (surrounding | controls at the cloud customer Functional | Intersects With | 2P P08 21 IA0-03 (1) Identifies key architectural and implementation information on in- 5 numbering was added to
esilience Controls
arameters for scope Technology Assets, Applications and/or Services (TAAS); ity.
; Documentation P 8y PP (TAAS) improve mappability.
(2) Reflects the current state of applied security, and
Roles and responsibilities of the cloud provider and the cloud FDE utilized regular bullet points.
customer, including the duties to cooperate and corresponding without numbering, so
controls at the cloud customer numbering was added to
Framework conditions a o Mechanisms exist to document and maintain a Responsible, improve mappability.
esponsible,
of the cloud service A P . Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
ccountable, o ' :
UP-01-BP5 (surrounding Functional | Intersects With TPM-05.4 [similar to delineate for security, 5
Supportive, Consulted & !
parameters for compliance and resilience controls between internal stakeholders
Informed (RASCI) Matrix ‘ ¢
transparency) and External Service Providers (ESPs).
i d e N FDE utilized lar bullet ts
o cloud assigned or ° Mechanisms exist to formally document a Customer Responsibility o u '(‘ZE ':g'f arbuflet points
of the cloud service - oo o without numbering, so
) | customer Responsibitity Matrix (CRM), delineating assigned responsibilities for security, 8
UP-01-BP6 (surrounding Functional | Intersects With CLD-06.1 : " 8 numbering was added to
ors Matrix (CRM) compliance and resilience controls between the Cloud Service -
arameters for * ’ improve mappability.
P Provider (CSP) and its customers. P ppabilty.
assigned or to FDE utilized regular bullet points.
f the cloud service exist o reduire for without numbering, so
o
| Third-Party Contract security, compliance and resilience requirements with third-parties, g
UP-01-BP6 (surrounding Functional | Intersects With TPM-05 8 numbering was added to
tors f Requirements reflecting the organization's needs to protect its Technology Assets, it
arameters for improve mappability.
P Applications, Services and/or Data (TAASD). P ppability.
assigned or to FDE utilized regular bullet points
of the cloud service exist to ensure security, and without numbering, so
| contract Flow-Down ;
UP-01-BP6 (surrounding Functional | Intersects With A . TPM-05.2 |resilience requirements are included in contracts that flow-down to 8 numbering was added to
equirements
parameters for a applicable sub-contractors and suppliers. improve mappability.
assigned or to R ot Mechanisms exist to document and maintain a Responsible, FDE utilized regular bullet points
esponsible,
of the cloud service — Accountable, Supportive, Consulted & Informed (RASCI) matrix, or without numbering, so
UP-01-BP6 (surrounding Functional | Intersects With g TPM-05.4 [similar to delineate for security, 8 numbering was added to
ters f Supportive, Consuted & it d resil trols between internal stakehold bilit
arameters for compliance and resilience controls between internal stakeholders improve mappability.
P Informed (RASCI) Matrix P P ppability.
and External Service Providers (ESPs).
In service level their process or
Geolocation
and data the cloud provider provides A o Mechanisms exist to control the location of cloud processing/storage
equirements for
UP-02 storage, processing p and regardingits Functional | Intersects With | " o vorageand | | CLD09  [oased on business requirements thatincludes statutory, regulatory 8
rocessing, Storage an
and backup locations |jurisdiction as well as with respect to data storage, processing " and contractual obligations.
Service Locations
and backup locations. which allow an expert third partv to
In service level their process or
comparable documentation, the cloud provider provides
P and regarding its
jurisdiction as well as with respect to data storage, processing
and backup locations, which allow an expert third party to Mechanisms exist to inventory, document and maintain data flows
Jurisdiction and data |assess the general suitability of the cloud service for the Geogranhic Location of for data that is resident (permanently or temporarily) within a
Up-02 storage, processing | customer application. This also holds true if data of the cloud Functional | Intersects With | ©%°%"2P i DCH-19  |service's geographically distributed applications (physical and 8
ata
and backup locations  |customer is processed, stored and backed up by virtual), infrastructure, systems components and/or shared with
subcontractors of the cloud provider. Data of the cloud other third-parties.
customer shallonly be processed, stored and backed up
outside the contractually agreed locations only with the prior
express written consent of the cloud customer.
In service level their process or
comparable documentation, the cloud provider provides
and regarding
and investigatory powers of
sgenc\.es \t\lh\ch allow access to data of the cloud customer. The exist to require for
P03 Disclosureand | SPecifications mustallow an expert third party to assess the Functional Subsetof Third-Party Contract pms |security, compliance and resilience requirements with third-parties, "
investigatory powers | £enerat suitability of the cloud service for the customer X Requirements reflecting the organization's needs to protect its Technology Assets,
If the cloud provider accesses third-party services, Applications, Services and/or Data (TAASD).
the provider has obtained these specifications from them.
In service level their process or
comparable documentation, the cloud provider provides
P and ications regarding
available and valid certifications and certificates of i Mechanisms exist to ensure the organization is able to demonstrate
i Ability To Demonstrate security, compliance and/or resilience capability conformity with
Up-04 Certifications third parties, which allow an expert third party to assess the Functional | Intersects With ity 0 cPLOTS iy, comp pability ty s
general suitability of the cloud service for the customer Conformity and data p laws,
application. and/or contractual obligations.
I level th i N N N . N "
n Se""“bf": t :" "l”’c:ss " . or Mechanisms exist to obtain an attestation from an independent Third-
comparable °°“m:"'a"°"" @ cloud provider "'°‘“d_es Party Assessment Organization (3PAO) that provides assurance of
p an regarding , ) oees =
Third-Party Attestation conformity with specified statutory, regulatory and contractual
UP-04 Certifications available and valid ications and certificates of i Intersects With v TPM-05.8 rormiy pec o ¢ Y 8
(3PA) obligations for security, compliance and resilience controls,
third parties, which allow an expert third party to assess the N N
oS, W including any flow-down requirements to contractors and
general suitability of the cloud service for the customer
" subcontractors.
N/A
Objectives and No
5 Jectiv Functional N N/A N/A N/A 0
requirements Relationship
Organisation of f its. No
5.1 rganisati SeeliDEdetallz Functional : N/A N/A N/A 0
information security
o501 Information security[The top management nitiates, controls and monitors an Functional | Subsetor | 50U Gompliance & | | Mechanisms exist o faciltate the implementation of securty, o
system_|information security svstem (ISMS) which is based Resilience Program and resilience controls.
The top management initiates, controls and monitors an Mechanisms exist to align security, compliance and resilionce
Information security |information security management system (ISMS) which is based Steering Comittee & with business through a steering
o1s-01 system  [on ISO standards of the 2700x series. The ISMS alsoincludes | Functional | Intersects With GOV-01.1 | committee or advisory board, comprised of key cybersecurity, data 8

(1sMs)

the IT processes for the development and operation of the cloud
service.

Program Oversight

protection and business executives, which meets formally and on a
regular basis.
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Rationale _Relationship Relationship
The top management initiates, controls and monitors an Mechanisms exist to align the organization’s Security, Compliance &
Information security |information security management system (ISMS) which is based Secure Practices Resilience Program (SCRP) with one or more industry-recognized
o1s-01 management system |on S0 standards of the 2700k series.  The ISMS alsoncludes | Functional | Intersectswith | 59 % 9020 | GOV-01.4 | irameworks that: 8
(ISMS) the IT processes for the development and operation of the cloud (1) Support external scrutiny; and
service. (2) Provide ible iustification for secure practices.
The top management initiates, controls and monitors an
Information security |information security management system (ISMS) which is based Befine Gontrol Mechanisms exist to establish control objectives as the basis for the
01s-01 system_ [on ISO standards of the 2700x series. The ISMS alsoincludes | Functional | Intersects With Objuctives GOV-09 |[selection, ion and of the i 5
(ISMS) the IT processes for the development and operation of the cloud internal security, compliance and resilience control system.
service.
The instruments and methods used allow a comprehensible FDE utilized regular bullet points
Information security | control of the following tasks and activities to permanently Security, Compliance & . . " . . without numbering, so
015-01-8P1 management system | maintain and ensure information security: Planning, Functional | ~SubsetOf Resilience Program Gov-g1 |Mechanisms existto facilitate the implementation of securtty, 10 numbering was added to
compliance and resilience governance controls.
(IsMs) implementing the plan and/or carrying out the project (SCRP) improve mappability.
Performance review and/or monitoring the achievement of FDE utilized regular bullet points
Information security " ; 3 ) - !
015.01.892 management system |OPIZCtYES Functional | Intersects with Measures of Gov.os | Mechanisms exist to develop, report and monitor Security, s without numbering, so
o) Performance Compliance & Resilience Program (SCRP) measures of performance. numbering was adde to
improve
nformation security_| SO MmanGe review and/or monitoring the achievement of v Mechanisms exist o validate that Technology Assets, Applications, FDE utilized regular bullet points
015.01.892 management system | OPIZCtYES Functional | intersects witn | CentrotConformity CpLos |SemViees and/or Data (TAASD) conform to the organization's security, s without numbering, so
o) Monitoring compliance andor resilience policis, standards and other numbering was added to
improve
flaws and and exist to commit resources needed for FDE utilized regular bullet points
Information security |improvement. CommitmentTo of the Security, C & without numbering, so
015-01-BP3 management system Functional | Intersects With GOV-01.3 |Resilience Program (SCRP), including: 5 numbering was added to
Continual Improvements )
(1sMs) (1) Staffing; improve mappability.
(2) Budget:
flaws and and FDE utilized regular bullet points
improvement. Mechanisms exist to validate that Technology Assets, Applications, without numbering, so
Information security ) ) N ° numbering was added to
) | control Conformity Services and/or Data (TAASD) conform to the organization's security,
015-01-BP3 management system Functional | Intersects With cpL-03 5 improve mappability.
o) Monitoring compliance and/or resilience policies, standards and other
applicable requirements.
The top management nitiates, controls and monitors an The SCF considers this guidance
Information security ~|information security management system (ISMS), which has a Security, Compliance & _ ) ) _ ) rather than a requirement,
015-01-DOAR management system |valid certification according to ISO/IEC 27001:2013 or ISO Functional Subset Of Resilience Program Gov-o1 | Mechanisms exist to facilitate the implementation of security, 10
compliance and resilience governance controls.
(1sMs) 27001 on the basis of IT- Grundschutz. The statement of (SCRP)
covers the IT for the and
Stategictargets | S€Curity policy w\%h security cb]e.cuves and strategic
regarding information | Parameters for achieving these objectives is documented. The Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
01s-02 security and security objectives are derived from the corporate objectives Functional | Intersects With | Compliance & Resilience| GOV-02 |standards and procedures necessary for secure, compliant and 8
responsibility of the top | 2N PUSINess processes, relevant laws and regulations as well Documentation resilient capabilities.
as the current and future expected threat environment with
respect to i securitv. The strategic targets constitute
A security policy with security objectives and strategic
parameters for achieving these objectives is documented. The
security objectives are derived from the corporate objectives
Stratogic targets | a1 business processes, elevant aws and regulations as well
regarding information |23 e ourrent and future expected threat environment with Mechanisms exist to establish control objectives as the basis for the
01s-02 security and respect toinformation security. The strategic targets constitute | ¢\ cional | Intersects With Define Control GOV-09 |selection, ion and of the organization's 5
responsibility of the top | ©33Nt1al framework conditions which in further policies and Oblectives internal security, compliance and resilience control system.
management | netructions are specified in more detail (see SA- 01). The
security policy is adopted by the top management and
communicated to all concerned internal and external parties of
the cloud provider (e. g. cloud customers, subcontractors).
Responsibilities shared between the cloud provider and cloud Mechanisms exist to formally document a Customer Responsibility
customers, duties to cooperate as well as interfaces for the Matrix (CRM), delineating assigned responsibilities for security,
reporting of security incidents and malfunctions are defined, compliance and resilience controls between the Cloud Service
assigned onthe cloud Provider (CSP) and its customers.
Authorities and model (infrastructure, platform or software as a service) and the
01s-03 inthe duties and toall internal Intersects With | CUStomer Responsibility |- 1 o6 4 8
framework of and external parties (e. g. cloud customers, subcontractors of Matrix (CRM)
information security | the cloud provider). On the part of the cloud provider, at least
the following roles (or comparable equivalents) are described in
the security policy or associated policies and corresponding
responsibilities assigned: Changes to the responsibilities and
. are inatar intarnallu and evtarnally in cuich a
Responsibilities shared between the cloud provider and cloud exist to require for
customers, duties to cooperate as well as interfaces for the security, compliance and resilience requirements with third-parties,
reporting of security incidents and malfunctions are defined, reflecting the organization's needs to protect ts Technology Assets,
assigned onthe cloud Applications, Services and/or Data (TAASD).
model (infrastructure, platform or software as a service) and the
duties and toall internal
Authoritiesand |0 external parties (e. g. cloud customers, subcontractors of
oson responsibiltes inthe ::e cloud provider). On the part of the cloud provider, at least conctonat | mersactan | TPy Contract | .
framework of e following roles (or comparable equivalents) are described in Requirements
information security |e security policy or associated policies and corresponding
responsibilities assigned: Changes to the responsibilities and
interfaces are communicated internally and externally in such a
timely manner that allinternal and external parties concerned
(e- g cloud customers) are able to respond to them
pprop! and technical
before the change becomes effective.
Responsibilties shared between the cloud provider and cloud Mechanisms exist to document and maintain a Responsible,
customers, duties to cooperate as well as interfaces for the Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
reporting of security incidents and malfunctions are defined, similar to delineate for security,
assigned onthe cloud compliance and resilience controls between internal stakeholders
model (infrastructure, platform or software as a service) and the and External Service Providers (ESPs).
duties and toall internal
Authoritiesand | and external parties (e. g.cloud customers, subcontractors of Responsible,
oson responsibiltes inthe ::e cloud provider).On he partof e cloud provder atisest | | Accountablo, nosa .
framework of e following roles (or comparable equivalents) are described in Supportive, Gonsulted &
information security |e securty policy or associated policies and corresponding Informed (RASGI) Matrix
responsibilities assigned: Changes to the responsibilities and
interfaces are communicated internally and externally in such a
timely manner that allinternal and external parties concerned
(e- g cloud customers) are able to respond to them
pprop! and technical
before the change becomes effective.
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Responsibilities shared between the cloud provider and cloud Mechanisms exist to control changes to services by suppliers, taking
customers, duties to cooperate as well as interfaces for the into account the criticality of business Technology Assets,
reporting of security incidents and malfunctions are defined, Applications, Services and/or Data (TAASD) that are in scope by the
assigned onthe cloud third-party.
model (infrastructure, platform or software as a service) and the
duties and toall internal
Authoritiesand | and external parties (e. g cloud customers, subcontractors of
responsibilties in the_|he cloud provider). On the part of the cloud provider, at east ! | Managinghanges To
Ols-03 framework of the following roles (or comparable equivalents) are described in |  Functional | Intersects With Third-Party Services TPM-10 8
information security |the securty policy or associated policies and corresponding
responsibilities assigned: Changes to the responsibilities and
interfaces are communicated internally and externally in such a
timely manner that allinternal and external parties concerned
(e. g cloud customers) are able to respond to them
pprop: with and technical
before the change becomes effective.
Head of IT (CIO) exist to define roles & ibilities for FDE utilized regular bullet points
allpersonnel. without numbering, so
numbering was added to
improve mappability.
Authorities and
responsibilities in the Defined Roles &
015-03-BP1 P Functional | Intersects With HRS-03 8
framework of Responsibilities
information security
Authoritiesand | IT Security Officer (CISO) exist to define roles & for FDE utilized regular bullet points
responsibilities in the Defined Roles & ) i i
015-03-8P2 P Functional | Intersects With HRs-03 [l Personnel 8 without numbering, so
framework of Responsibilities numbering was added to
information security imorove i
uthorities and o for the handling of IT security incidents (e. g. FDE utilized regular bullet points
responsibilities in the Defined Roles & exist to define roles & ties for i i
015-03-8P3 P Head of GERT) Functional | Intersects With HRS-03 8 without numbering, so
framework of Responsibilities all personnel. numbering was added to
information security imorove i
Authoritiesand | The cloud provider identifies all risks related to overlapping or The SCF considers this guidance
inthe i ities and ibiliti ) ' ) Mechanisms exist to identify and document risks, both internal and rather than a requirement.
01S-03-DOAR Functional | Intersects With | Risk Identification RSK-03 v 8 &
framework of external.
information security
Authorities a'ndm The oloud provider |d.enl|f\esdalt risks related to overlaping or Mochanisms existto develop and kesp currenta catalog of Th::‘SC(I;conslders.thls gu(\dance
inthe an ) ' ) rather than a requirement.
01S-03-DOAR Functional | Intersects With Risk Catalog RSK-03.1 risks with the 's business 8 &
framework of
. operations and technologies in use.
information security
Authoritiesand | The cloud provider identifies all risks related to overlapping or The SCF considers this guidance
inthe i ities and ibiliti ) ' Mechanisms exist to maintain a risk register that facilitates rather than a requirement.
01S-03-DOAR Functional | Intersects With Risk Register RSK-04.1 & 8 &
framework of monitoring and reporting of risks.
information security
Organisational and technical controls are established in order to
) ensure the of roles and also referred | separation of Duties existtoli and maintain of Duties
o1s-04 Separation of functions ¢ Intersects With | P HRS-11 8
to the “separation of duties”) which are incompatible with (SoD) (SoD) to prevent potential inappropriate activity without collusion.
respect to the integritv and il il of
Administration of roles, granting and assignment of access FDE utilized regular bullet points
authorisations for users under the responsibility of the cloud without numbering, so
provider numbering was added to
improve mappability.
Separation of Duties existto i and maintain of Duties
015-04-BP1 Separation of functions Functional | Intersects With | " HRS-11 8
(SoD) (SoD) to prevent potential inappropriate activity without collusion.
Development and implementation of changes to the cloud FDE utilized regular bullet points
) service ) | separation of Duties existtoi and maintain of Duties without numbering, so
01S-04-BP2 Separation of functions Functional | Intersects With P HRS-11 8 ing,
(SoD) (SoD) to prevent potential inappropriate activity without collusion. numbering was added to
improve i
Maintenance of the physical and logical IT infrastructure FDE utilized regular bullet points
i Separation of Duties existtoli and maintain of Duties i i
015-04-8P3 of functions | €vant to the cloud service (networks, operating systems, Functional | Intersects With P HRS-11 s without numbering, so
databases) and the IT applications if they are in the cloud (SoD) (SoD) to prevent potential inappropriate activity without collusion. numbering was added to
brovider's area of according to the imorove i
The cloud provider has documented any function separation The SCF considers this guidance
conflicts and the compensating controls established for this ) ) o - ) rather than a requirement.
5 . N Separation of Duties existto and maintain of Duties
015-04-DOAR Separation of functions | purpose comprehensibly (e. g. in a role and rights concept) to Functional | Intersects With HRS-11 P 8
N (SoD) (SoD) to prevent potential inappropriate activity without collusion.
allow for an assessment of the appropriateness and
of these controls.
The cloud provider has documented any function separation The SCF considers this guidance
conflicts and the compensating controls established for this ) B rather than a requirement.
5 . N Compensating Mechanisms exist to identify and implement compensating
015-04-DOAR Separation of functions | purpose comprehensibly (e. g. in a role and rights concept) to Functional | Intersects With RSK-06.2 ? 5
N Countermeasures countermeasures to reduce risk and exposure to threats.
allow for an assessment of the appropriateness and
of these controls.
Appropriate and relevant contacts of the cloud provider with Mechanisms exist to identify and document appropriate contacts
Contact with relevant |government agencies and interest groups are established to be Contacts With with relevant law enforcement and regulatory bodies.
0IS-05 government agencies [always informed about current threat scenarios and Functional | Intersects With Authoriti GOV-06 5
' uthorities
and interest groups | countermeasures.
Appropriate and relevant contacts of the cloud provider with Mechanisms exist to maintain situational awareness of
Contact with relevant di blished to b \ biliti d Wi h by he ki led; ¢
Ny Jovernment agencies and interest groups are established to be " y . inerabilities and evolving threats leveraging the knowledge of
01S-05 government agencies |E°Y" genc interest groups are i Functional | Intersects With | Threat Intelligence Feeds| THR-03 | "-!nerabilitie volving Y leveraging wledg 5
. always informed about current threat scenarios and attacker tactics, techniques and procedures to facilitate the
and interest groups N )
countermeasures. of and controls.
are defined and to jcate the existto athreati program that The SCF considers this guidance
Contactwith relevant |, ived to th tand Lempl f Threat Intelli lud ization information-sharii bility that her th i
Ny information received to the internal and external employees of . reat Intelligence includes a cross-organization information-sharing capabilif \at can rather than a re rement.
01S-05-DOAR government agencies || fon receiv i X ploy Functional Subset Of g THRO1 | B g capability 10 d requi
and interest groups the cloud provider and to be able to respond to it appropriately Program influence the development of the system and security architectures,
E7OUP° | and in a timely manner. selection of security solutions, threat hunting, response
are defined and to jcate the The SCF considers this guidance
Contact with relevant |information received to the internal and external employees of Threat Intelligence Mechanisms exist to utilize external threat intelligence feeds to rather than a requirement.
015-05-DOAR government agencies |the cloud provider and to be able to respond to it appropriately | Functional | Intersects With B THR-03.1 |generate and disseminate organization-specific security alerts, 8
eportin
and interest groups | and in a timely manner. porting advisories and/or directives.
) Policies and i for the general icable to . ) Mechanisms exist to establish, maintain and disseminate policies,
Policyforthe  |£2185 200 . 8 Ao Publishing Security, e p P
e identification, analysis, assessment and handling of risks ) ) : standards and procedures necessary for secure, compliant ai
01s-06 organization of the risk |1© Centification, analysi mentand handling of Functional SubsetOf | Compliance & Resilience | GOV-02 ndards and procedures n: y for secure, compliant an 10
and IT risks in particular are documented, communicated and . resilient capabi
management i Documentation
brovided according to SA-01.
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FDE Name Focal Document Element (FDE) Desc
Rationale _Relationship
Policyforthe | POlcies and for the general to Mechanisms exist to facilitate the implementation of strategic,
) . |tne identification, analysis, assessment and handling of risks ) ) Risk Management operational and tactical risk management controls that are aligned
01S-06 organization of the risk v e Functional | Intersects With e Rsk-01 [P & g 8
mamogement . |2nd T fisks in particular are documented, communicated and Program with:
brovided according to SA-01. () The Enterprise Risk (ERM): and
The p forthe analysis, and Mechanisms exist to facilitate the implementation of strategic,
Identfication, analysis.| g of risks, including the I isks relevant to the cloud Risk M: t tional and tactical risk t controls that are aligned
isk Managemen
01807 assessment and andling ofrisks, including the T risks relevant to the clou Functional Subset Of 8¢ Rsk.o1 | operationaland tactical risk management controls that are aligne 10
nondlingof risks | SeTVice e done atleast once a year inorder to take internal and Program with:
external changes and i factors into account. The () The Enterprise Risk (ERM): and
The p for the analysis, and Mechanisms exist to identify and document risks, both internal and
handling of risks, including the IT risks relevant to the cloud external.
service are done at least once a year in order to take internal and
Identification, analysis, ¢
0Is-07 assessmentand | SXternal changes and influencing factors into account. The Functional | Intersects With | Risk Identification RSK-03 8
identified risks are comprehensibly documented, assessed and
handling of risks
provided with mitigating safeguards according to the safeguards
of the risk management.
The p for the analysis, and Mechanisms exist to conduct recurring assessments of risk that
handling of risks, including the IT risks relevant to the cloud includes the likelihood and magnitude of harm, from unauthorized
service are done at least once a year in order to take internal and access, use, L , or destruction of
Identification, analysis, ¢ <
01807 assessmentang _|Xtemal changes and influencing factors nto account. The Functional | Intersects with | Risk Assessment nskos |t Assets, Services and/or s
identified risks are comprehensibly documented, assessed and Data (TAASD).
handling of risks
provided with mitigating safeguards according to the safeguards
of the risk management.
The p for the analysis, and existto arisk to
handling of risks, including the IT risks relevant to the cloud ensure coverage for organizational components relevant for secure,
service are done at least once a year in order to take internal and compliant and resilient operations.
Identification, analysis, RiskA "
i L . ” isk Assessment
o1s-07 assessmentand | 2ernal changes and influencing factors into account. The Functional | Intersects With RSK-04.2 3
identified risks are comprehensibly documented, assessed and Methodology
handling of risks
provided with mitigating safeguards according to the safeguards
of the risk management.
The p for the analysis, and Mechanisms exist to develop a plan for Supply Chain Risk
handling of risks, including the IT risks relevant to the cloud (SCRM) with the
\dentification, analysis, service are done at least once a year in orfderto take internal and Supply Chain Risk and disposal of ! Assets, P énd/or
01807 assessmontand | @xtemal changes and influencing factors into account. The Functional | Intorsects With | Managoment (SCRM) | Rsk.og |SeTvices (TAAS), including documenting selected mitigating actions 3
identified risks are comprehensibly documented, assessed and and monitoring performance against those plans.
handling of risks Plan
provided with mitigating safeguards according to the safeguards
of the risk management.
of the top for the risk appetite and the The SCF considers this guidance
risk tolerances of the cloud provider are included in the policy rather than a requirement.
for the risk ora official The
Identification, analysis, stto def ol “
i exist to define risk tolerance, the
015-07-DOAR assessmentand |V of the mitigating s Functional | Intersects With Risk Tolerance RSK-01.3 5
by qualified personnel of the cloud provider. The top specified range of acceptable results.
handling of risks
management is informed of the status of the identified risks and
at least once every three months and in an
form
of the top for the risk appetite and the The SCF considers this guidance
risk tolerances of the cloud provider are included in the policy rather than a requirement.
Identification, analysis, | O 118 1Sk ora official The! existto define risk appetite, the degree of
timely of the mitigating is ) . h :
015-07-DOAR assessment and Functional | Intersects With Risk Appetite RSK-01.5 |uncertainty the organization is willing to accept in anticipation of a 5
by qualified personnel of the cloud provider. The top
handling of risks reward.
management is informed of the status of the identified risks and
mitigating safeguards at least once every three months and in an
form.
See FDE for details.
Security policies and No
5.2 P Functional No N/A N/A N/A 0
work instructions Relationship
D Pol d for informati lated Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
SA-01 olicies an orinformation security or relate Functional Subset Of e . GOV-02 P 10
and_|topics derived from the security policy are inan c & e and for secure, compliant and
Goals FDE utilized regular bullet points
without numbering, so
Documentation,
© . ’ Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, numbering was added to
‘communication an i
SA-01-BP1 Functional SubsetOf | Compliance & Resilience | GOV-02 and p n ary for secure, compliant and 10 improve mappability.
provision of policies
N 5 Documentation resilient capabilities.
and instructions
Do f FDE utilized lar bullet It
. ’ Scopes o Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, it utitize ':g'f arbulietpoints
communication an . . without numbering, so
SA-01-BP2 Functional | SubsetOf |Compliance &Resilience| GOV-02 and p necessary for secure, compliant and 10 g
provision of policies numbering was added to
N 5 Documentation resilient capabilities. -
and instructions improve
Do Rol d ludi for the FDE utilized lar bullet It
. ’ o e;a" o '"lc u d'"ﬁ " mf N Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, it uttize ':g'f arbufletpoints
communication an alification of the personnel and the of " - ithout numbering, so
SA-01-BP3 qualificati per; SubsetOf | Compliance &Resilience | GOV-02 and p necessary for secure, compliant and 10 without numbering,
provision of policies  [substitution arrangements 3 — numbering was added to
" ° Documentation resilient capabilities. N
and instructions imorove
Roles and including req for the FDE utilized regular bullet points
communication and i i Defined Roles & exist to define roles & ties for i i
SA.01.8P5 unicati qualification of the personnel and the of I ntersects With ined Roles HRS.08 i i s without numbering, so
provision of policies [substitution arrangements Responsibilities allpersonnel. numbering was added to
and instructions imorove i
Documentation, Coordination of different company departments o N " N P " ¢ " FDE utilized regular bullet points
o pany depi Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, ot bg, P
unicati , ) " out numbering, so
SA-01-BP4 Functional SubsetOf | Compliance &Resilience| GOV-02 |standards and procedures necessary for secure, compliant and 10 without numbering,
provision of policies ) numbering was added to
" ° Documentation resilient capabilities. N
and instructions imorove
Documentation, | Coordination of different company departments Mechanisms exist to enforce an accountability structure so that FDE utilized regular bullet points
communication and Stakeholder teams and indi are ) ible and i i
SA-01-BP4 unicati Functional | Intersects With °n Gov-04.1 |2PF " ‘ " ¢ 5 without numbering, so
provision of policies Accountability Structure trained for mapping, measuring and managing Technology Assets, numbering was added to
and instructions Services and/or Data (TAASD)-related risks. imorove i
Coordination of different company departments FDE utilized regular bullet points
Documentation, . . " o
communication and Business As Usual (BAU) existto security, and resilience without numbering, so
unicati
SA-01-BP4 e Functional | Intersects With | Security, Compliance & | GOV-14 |principles into Business As Usual (BAU) practices through executive 5 numbering was added to
rovision of policies
provision of po Resilience Practices leadership involvement. improve mappability.
and instructions
D Securit and forthe of data, . ) , ) . R - FDE utilized regular bullet points
S v e e ot Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, ot bg, P
an ich are managed by the , ) : out numbering, so
SA-01-BPS wh ged by Functional SubsetOf | Compliance &Resilience| GOV-02 |standards and procedures necessary for secure, compliant and 10 without numbering,
provision of policies | cloud provider o third parties - . numbering was added to
" ° Documentation resilient capabilities. N
and instructions imorove
Security archi and forthe of data, Mechanisms exist to ensure security, compliance and resilience FDE utilized regular bullet points
and i Secure Architecture capabilities are designed and maintained in alignment with seci
SA01.8P5 i nd |IT and IT whichare managedbythe | o it ure Architectur Sea01.4 |capabilities are designed and maintained in alignment with security s without numbering, so
provision of policies | cloud provider or third parties Principles architecture principles from: numbering was added to
and instructions (1) The Open Groub Architecture Framework (TOGAF): imorove
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Documentation,
communication and

Safeguards for the compliance with legal and regulatory
requirements (compliance)

Publishing Security,

Mechanisms exist to establish, maintain and disseminate policies,

FDE utilized regular bullet points
without numbering, so
numbering was added to

SA-01-BP6 e e Functional | SubsetOf |Compliance & Resilience| GOV-02 standards and procedures necessary for secure, compliant and 10 improve mappability.
rovision of polici
provision of po Documentation resilient capabilities.
and instructions
D forthe with legal and regulatory FDE utilized regular bullet points
and Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation i ing,
SA-01-BP6 Functional | Intersects With v, Regulatory cpL01 P 8 without numbering, so
provision of policies Contractual Compliance of relevant statutory, regulatory and contractual controls. numbering was added to
and instructions improve i
The policies and instructions for information security are Periodic Review & Mechanisms exist to review the Security, Compliance & Resilience
Reviow and approvalof | e wed with tto thei t d Update of S P (SCRP), including policies, standards and procedures, at
o reviewed with respect to their appropriateness an ) ) ate of Security, rogram , including policies, standards and procedures, a
SA-02 policies and v P PProp! > Functional | Intersects With | " . GOV-03 G ep P! * 8
instructions effectiveness by specialists of the cloud provider who are Compliance & Resilience planned intervals or if significant changes occur to ensure their
ins
familiar with the topic at least once a vear. At least the following Program suitability. adeauacy and
Organisational changes at the cloud provider FDE utilized regular bullet points
without numbering, so
Periodic Review & Mechanisms exist to review the Security, Compliance & Resilience numbering was added to
Review and approval of Update of S Py (SCRP), including policies, standards and d t
ate of Security, rogram , including policies, standards an rocedures, at ity.
SA-02-BP1 policies and Functional Subset Of P . GOV-03 G ep P! * 10 improve mappability.
e Compliance & Resilience planned intervals or if significant changes occur to ensure their
instructions
Program continuing suitability, adequacy and effectiveness.
Current and future expected threat environment regarding exist to commit resources needed for FDE utilized regular bullet points
Review and approval of |information security CommitmentTo of the organization’s Security, C & without numbering, so
SA-02-BP2 policies and Functional | Intersects With GOV-01.3 |Resilience Program (SCRP), including: 3 numbering was added to
v Continual Improvements
instructions (1) Staffing; improve mappability.
(2) Budget:
Current and future expected threat environment regarding FDE utilized regular bullet points
a " Lof information security Periodic Review & Mechanisms exist to review the Security, Compliance & Resilience W""‘;”' "”mbe""fr; S:
eview and approval o toreviewthe 8 t
nd app ) Update of Security, Program (SCRP), including policies, standards and procedures, at numbering was added to
SA-02-BP2 policies and Functional | SubsetOf GOV-03 10 improve mappability.
- Compliance & Resilience planned intervals or if significant changes occur to ensure their
instructions
Program continuing suitability, adequacy and effectiveness.
Le Land techi L ch: the cloud ider” it FDE utilized lar bullet It
egaland technical changes in the cloud provider's environment Periodic Review & Mechanisms exist to review the Security, Compliance & Resilience DE utilized regular bullet points
Review and approval of Update of Security, Program (SCRP), including policies, standards and procedures, at without numbering, so
SA-02-BP3 policies and Functional | SubsetOf P " | cov-03 ' poticies. P ' 10 numbering was added to
Compliance & Resilience planned intervals or if significant changes occur to ensure their ¢
instructions i " " improve mappability.
Program continuing suitability, adequacy and effectiveness.
Legal and technical changes in the cloud provider’s environment FDE utilized regular bullet points
Review and approval of Mechanisms exist to integrate foundational cybersecurity practices without numbering, so
o Prioritization To Address ) y
SA-02-BP3 policies and Functional | Intersects With | (%" %% 197041 | pRu.02.1 | with advanced technologies to maintain situation awareness of and 8 numbering was added to
Volving Risks & Threats
instructions e minimize the organization's exposure to evolving risks and threats. improve mappability.
The regular review is followed up by central bodies at the cloud Mechanisms exist to establish a: The SCF considers this guidance,
Review and approvalof| | ., Strategic Plan & (1) Strat t It d resili ific b ther th i t
i rovider. rategic Plan rategic security, compliance and resilience-specific business rather than a requirement.
SA-02-DOAR policies and P Functional | Intersects With 8 PRM-01.1 & ¥ comp! P! 5 q
Objectives plan; and
instructions .
(2) Set of obiectives to achieve that plan.
Deviations from | EXCePtions cdf Eoumes sr: mslru:t\:ns fr;r‘:\forlma:cn sedcumy existto prohibit o axceptuhen
e are approved by committees or bodies of the cloud provider " )
SA-03 existing policies and PP! Y p Functional | Intersects With | Exception Management | GOV-02.1 |the exception has been formally assessed for risk impact, approved 8
todosoina form. The
instruction A and recorded.
of abproved andthe of the risks
The appropriateness of approved exceptions and the The SCF considers this guidance,
assessment of the risks resulting from this are reviewed by an rather than a requirement.
independent third party at least once a year as to whether they
Deviations from isti
e reflecta realistic pioture of the current and future expected ) ) Compensating Mechanisms exist to identify and implement compensating
SA-03-DOAR existing policies and | threat environment regarding information security (see SPN-01). | Functional | Intersects With RSK-06.2 5
Countermeasures countermeasures to reduce risk and exposure to threats.
instructions
See FDE for detals.
) No
53 Personnel Functional e N/A N/A N/A 0
Relationship
Security check of the | The background of all internal and external employees of the ) ) ) Mechanisms exist to manage personnel security risk by screenin
HR-01 Y ground ¢ ploy Functional | Intersects With |  Personnel Screening HRS-04 e p fty risk by J 5
cloud provider with access to data of the cloud orof prior to authorizing access.
The background of allinternal and external employees of the
cloud provider with access to data of the cloud customers or of
Security check of the [the shared IT infrastructure is checked according to the local Roles With Special Mechanisms exist to ensure that individuals accessing a system that
HR-01 background tegislation and regulation by the cloud provider prior to the start | Functional | Intersects With |~ * o~ "0 P! HRS-04.1 |stores, transmits or processes information requiring special 5
rotection Measures
information of the employment relationship. To the extent permitted by law, protection satisfy organization-defined personnel screening criteria.
the security check includes the following areas:
Verification of the person by means of the identity card FDE utilized regular bullet points
without numbering, so
Security check of the N N o 1
v ) , Mechanisms exist to manage personnel security risk by screening numbering was added to
HR-01-8P1 background Functional | SubsetOf | PersonnelScreening | HRS-04 | e o8 10 improve mappability.
individuals prior to authorizing access.
information
Verification of the curriculum vitae FDE utilized regular bullet points
Security checkof the Mechanisms exist to manage personnel security risk by screenin ithout bg’ g
) , isms exi r urity r reeni out numbering, so
HR-01-BP2 background Functional Subset Of Personnel Screening HRs-04 | e agep ty risk by J 10 without numbering,
individuals prior to authorizing access. numbering was added to
information "
imorove
Verification of academic titles and degrees FDE utilized regular bullet points
Security checkof the ¢ Mechanisms exist to manage personnel security risk by screenin ithout bg’ g
) , isms exi r urity r reeni out numbering, so
HR-01-BP3 background Functional Subset Of Personnel Screening HRs-04 | e agep ty risk by J 10 without numbering,
individuals prior to authorizing access. numbering was added to
information "
imorove
Request of a police clearance certificate for sensitive posts in FDE utilized regular bullet points
Security checkofthe |, ¥ " " Mechanisms exist to manage personnel security risk by screenin ithout bg’ g
e compan ) , isms exi r urity i reeni out numbering, so
HR-01-BP4 background pany Functional Subset Of Personnel Screening HRs-04 | e agep ty risk by J 10 without numbering,
individuals prior to authorizing access. numbering was added to
information "
imorove
Special approval procedure in the hiring process for employees o - The SCF considers this guidance
Security check of the Pd (P;ﬂ . ph e ‘gp_ p oy ploy! Mechanisms exist to manage personnel security risk by assigning a ther th . g‘
and posts for which particularly sensitive information is ) ) . - ioms 8 o aSSIEnine rather than a requirement.
HR-01-DOAR background P rwhich particularly sensitive fon Functional | Intersects With | Position Categorization | HRS-02 |risk designation to all positions and establishing screening criteria for 8 d requi
are individuals filling those positions.
Security check of the | Special approval procedure in the hiring process for employees rotos With Smaciat Mechanisms exist to ensure that individuals accessing a system that The SCF considers this guidance
" " i I . N . e : "
HR-01-DOAR background  |and posts for which particularly sensitive information is Functional | InersectsWith | "% % PO | iRs-04.1  stores, transmits or processes information requiring special 8 rather than a requirement.
information are protection satisfy organization-defined personnel screening criteria.
include the of the cloud
Employment ider’ i Human Resources Mechanisms exist to facilitate the implementation of personnel
R mploymen provider'sinteral and extornal employees to comply with Functional | nterseots wign | _Human Resour RS0t arisms oxi i implementation of personn .
agreements | relevant laws, regulations and provisions regarding information Security Management security controls.

securitv (see KOS-10). The securitv policv as well as the policies
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include the of the cloud
provider's internal and external employees to comply with
relevant laws, regulations and provisions regarding information
security (see KOS-10). The security policy as well as the policies Mechanisms exist to require all employees and contractors to apply
HR-02 Employment and instructions for information security derived from this are Functional | Intersects With | Terms of Employment | HRS-05 |cybersecurity and data protection principles in their daily work to 8
agreements  added to the employment agreement doouments. enable secure, compliant and resilient capabilities.
Corresponding compliance is confirmed by the employee by a
written statement before they can access the data of the cloud
or the (shared) IT i
include the of the cloud
provider's internal and external employees to comply with
relevant laws, regulations and provisions regarding information
seeurity (see KOS-10). The security policy as well as the policies . N Mechanisms exist to ensure personnel receive recurring
HR-02 Employment and instructions for information security derived from this are Functional | Intersects With Policy Familiarization & HRS-05.7 iliarization with the . security, . and 5
agreements added to the employment agreement documents. Acknowledgement resilience policies and provide acknowledgement.
Corresponding compliance is confirmed by the employee by a
written statement before they can access the data of the cloud
or the (shared) IT i
include the of the cloud
provider's internal and external employees to comply with
relevant laws, regulations and provisions regarding information
security (see KOS-10). The security policy as wellas the policies
HRo2 Employment | and nstructions for information securityderived fromthisare | g i [\ conicwin | Access Agreements | HRs.gp | MeSaniSmS exist o require intemal and thirc-party users to ign s
agreements added to the employment agreement documents. appropriate access agreements prior to being granted access.
Corresponding compliance is confirmed by the employee by a
written statement before they can access the data of the cloud
orthe (shared) IT i
A security training and awareness-raising programme tailored to
specific target groups on the topic of information security is
available and mandatory for all internal and external employees
Security training and | °f the cloud provider. The programme s updated at regular Security, Compliance & - ) ) )
HR-03 awareness-raising intervals with respect to the applicable policies and Functional Subset Of Resilience-Minded SAT-01 Mechanisms exist to facilitate the implementation of security 10
programme | nstructions, the assigned roles and responsibilties as wellas Workiorce rifor and controls.
the known threats and must then be run through again. The
programme includes at least the following contents: External
service providers and suppliers of the cloud provider, who
cantrinut tn the develanmant o aneratinn of the ploiid sarvica
A security training and awareness-raising programme tailored to
specific target groups on the topic of information security is
available and mandatory for all internal and external employees
of the cloud provider. The programme is updated at regular
intervals with respect to the applicable policies and
instructions, the assigned roles and responsibilities as well as
Security training and | the known threats and must then be run through again. The Security, Compliance & Mechanisms exist to provide all employees and contractors
HR-03 awareness-raising | programme includes at least the following contents: External | Functional | Intersects With | Resilience Awareness | ~ SAT-02 security, compliance and resilience 8
programme service providers and suppliers of the cloud provider, who Training education and training that is relevant for their job function.
contribute to the development or operation of the cloud service,
are obliged by contract to make their employees and
subcontractors aware of the specific security requirements of
the cloud provider and train their employees generally in the
subject of information security.
A security training and awareness-raising programme tailored to
specific target groups on the topic of information security is
available and mandatory for all internal and external employees
of the cloud provider. The programme is updated at regular
intervals with respect to the applicable policies and exist to provide role-based security, and
¢ gh again. The : § ity (1) Before authorizing access to the system or performing assigned
HR-03 awareness-raising programme includes at least the following contents: External | Functional | Intersects With | Compliance & Resilience | SAT-03 | 17 °% 8
programme service providers and suppliers of the cloud provider, who Training (2) When required by system changes; and
contribute to the development or operation of the cloud service, (9 Annually thereafter,
are obliged by contract to make their employees and
subcontractors aware of the specific security requirements of
the cloud provider and train their employees generally in the
subject of information security.
Regular and documented instruction on the secure FDE utilized regular bullet points
configuration and secure operation of the IT applications and IT without numbering, so
infrastructure required for the cloud service, including mobile numbering was added to
terminal devices improve mappability.
exist to provide role-based security, and
Securty rining and Role-Based Securiy, (1) Bors st s tth st o pertorming s
HR-03-8P1 awareness-raising Functional | Intersects With | Compliance & Resiience | SAT-03 | ) " 8
programme Training
(2) When required by system changes; and
(3) Annually thereafter.
Appropriate handling of data of the cloud customers FDE utilized regular bullet points
Security training and Sensitive / Regulated Mechanisms exist to ensure that every user accessing a system without numbering, so
HR-03-BP2 awareness-raising Functional | Intersects With | Data Storage, Handling &| SAT-03.3  [processing, storing or transmitting sensitive and/or regulated data is 8 numbering was added to
. A ) ' improve mappability.
programme Processing formally trained in data handling requirements.
Regular and documented instruction on known basic threats i exist to provide role-b: d security, i and FDE utilized regular bullet points
Security training and N . X N X
03858 varencasraimg | Functional | intersects with Cyber Threat SAT-03.6|Pesilience awareness waining thatis curent and relevant to the oyber s without numbering, so
Environment threats that users might encounter in day-to-day business numbering was added to
programme ’ )
imorove
Security training and_| Re8U1ar and documented training on the behaviour in case of Rolo-Based Security, chanisms exist to provide role-based securty, iance and FDE utilzed regular bullet points
HR-03-BP4 awareness-raising | 22CUTY-Televant events. Functional | Intersects With | Compliance & Resiience|  SAT-03  |feSiience-related training: 5 without numbering, so
> (1) Before authorizing access to the system or performing assigned numbering was added to
programme Training - ¢
duties: imoprove
The programme takes different profiles into account and isms exist to provide role-based security, iance and The SCF considers this guidance
Securiy traningand_|'7o10des futher informarion for posts and employees who have Role-Based Security, resilience-related troining: o rather than a requirement.
HR-03-DOAR awareness-raising extensive authorisations or access to sensitive data. External Functional | Intersects With | Compliance & Resilience |  SAT-03 (1) ?efore authorizing access to the system or performing assigned s
employees of service providers and suppliers of the cloud - duties;
programme Training N
provider, who contribute to the development or operation of the (2) When required by system changes; and
cloud service. are instructed in the soecific security. (3) Annuallv thereafter.

Secure Controls Framework (SCF) 70f28



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [LLELEEININE Germany - Cloud Computing Compliance C ols Catalogue (C5) (2020

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal Document URL: https:. bsi.bund. IDocs/D loudC i ontrolsCatalogue-
STRM Gui k. h heory ionship-mapping: i STRM URL: https: k.com/strm/scf-str deu-c5-2020.pdf

STRM STRM

FDE Name Focal Document Element (FDE) Desci
Rationale Relationship

A process for performing measures is Mechanisms exist to sanction personnel failing to comply with
and communicated to the employees in order to make the established security policies, standards and procedures.
consequences of violations of the applicable policies and
i as well as legal provisions and laws
HR-04 Disciplinary measures Functional | SubsetOf | PersonnelSanctions | HRS-07 10
Internal as well as external employees are informed that the
Termination of the ° "
employment | 0Pligations to comply with relevant laws, regulations and Mechanisms exist to require all employees and contractors to apply
HR-05 ot '; g . provisions regarding information security remain valid even if Functional | Intersects With | Terms of Employment | HRS-05 |cybersecurity and data protection principles in their daily work to 5
relationship or changes
P - .g the area of ity changes or the enable secure, compliant and resilient capabilities.
tothe responsibilities !
is terminated.
Ints L 1L cte L It f d that the
Termination of the || oo oo Wellas externat employees are informed that the Mechanisms exist to adjust logical and physical access
obligations to comply with relevant laws, regulations and o o ;
employment : ’ ons . ) authorizations to Technology Assets, Applications and/or Services
HR-05 provisions regarding information security remain valid even if Functional | Intersects With |~ Personnel Transfer HRS-08 ‘ 5
relationship or changes " (TAAS) and facilities upon personnel reassignment or transfer, in a
°NE% | the area of changes or the :
tothe responsibilities ! timely manner.
is terminated.
Internal as well as external employees are informed that the
Termination of the | /MR *° ¥ it et i ;
obligations to comply with relevant laws, regulations an : ) T
employment & 4 gulations . ) - Mechanisms exist to govern the termination of individual
HR-05 provisions regarding information security remain valid even if Functional | Intersects With | Personnel Termination | ~HRS-09 5
relationship or changes " employment.
“E% | the area of changes or the
tothe responsibilities rea of !
is terminated.
See FDE for details.
: No
5.4 Asset management Functional e N/A N/A N/A 0
Relationship
The assets (e. g. PCs, peripheral devices, telephones, network N exist to perform of Assets,
AM-01 Asset inventory (g periphera P Functional | Intersects With|  Asset Inventories AST-02 P 5
servers. process Services and/or Data (TAASD) that:
The assets (e. g. PCs, peripheral devices, telephones, network Mechanisms exist to update asset inventories as part of component
servers, i i ion, process installations, removals and asset upgrades.
instructions, IT applications, tools) used to render the cloud
service are identified and inventoried. By means of appropriate
processes and safeguards, it is ensured that this inventory ) Undates During
AM-01 Assetinventory |remains complete, correct, up-to-date and consistent. A history | Functional | Intersects With AST-02.1 5
Installations / Removals
of the changes to the entries in the inventory is keptin a
comprehensible manner. If no effective automatic procedures
are established for this, this is ensured by a manual review of
the inventory data of the assets which takes place at least once
2 month
The assets (e. g. PCs, peripheral devices, telephones, network existto and manage a C
servers, i i ion, process Management Database (CMDB), or similar technology, to monitor
instructions, IT applications, tools) used to render the cloud and govern technology asset-specific information.
service are identified and inventoried. By means of appropriate
processes and safeguards, it is ensured that this inventory Configuration
AM-01 Assetinventory  |remains complete, correct, up-to-date and consistent. A history | Functional | Intersects With | Management Database | AST-02.9 8
of the changes to the entries in the inventory is keptin a (CMDB)
comprehensible manner. If no effective automatic procedures
are established for this, this is ensured by a manual review of
the inventory data of the assets which takes place at least once
o month
In the event of a failure of assets which are of essential existto and manage a C The SCF considers this guidance
importance for the availability of the cloud service (e. g. central Management Database (CMDB), or similar technology, to monitor rather than a requirement.
network components), the cloud provider is able to promptly and govern technology asset-specific information.
detect which cloud customers are affected by this in order to
ensure a response to the malfunctions occurred that complies Configuration
AM-01-DOAR Assetinventory |with the service level agreement. By means of technical Functional | Intersects With | Management Database | AST-02.9 5
safeguards, it is ensured that the inventory of the assets is (CMDB)
updated automatically at regular intervals.
Allinventoried assets are assigned to a person responsible on Mechanisms exist to identify and involve pertinent stakeholders of
the part of the cloud provider. The persons responsible of the critical Technology Assets, Applications, Services and/or Data
cloud provider are responsible over the entire life cycle of the stakeholder (TAASD) to support the ongoing secure management of those assets.
Assignment of persons i i
AM-02 ® s assets to ensure that they are and Intersects With Identification & AST-01.2 3
responsible for assets |classified correctly.
Involvement
Allinventoried assets are assigned to a person responsible on Mechanisms exist to ensure asset ownership responsibilities are
) the part of the cloud provider. The persons responsible of the : assigned, tracked and managed at a team, individual, or responsible
Assignment of persons ' ) Asset Ownership
AM-02 cloud provider are responsible over the entire life cycle of the Functional Intersects With AST-03 organization level to establish a common understanding of 8
responsible for assets ° ° Assignment
assets to ensure that they are inventoried completely and requirements for asset protection.
correctly.
Allinventoried assets are assigned to a person responsible on Mechanisms exist to ensure data and assets are categorized in
) the part of the cloud provider. The persons responsible of the accordance with applicable statutory, regulatory and contractual
Assignment of persons | ud provi P ponst : ) Data & Asset with appli utory regutatory u
AM-02 cloud provider are responsible over the entire life cycle of the Functional | Intersects With o DCH-02  [requirements. 8
responsible for assets ° ° Classification
assets to ensure that they are inventoried completely and
correctly.
Policies and instructions with technical and organisational Mechanisms exist to facilitate an IT Asset Management (ITAM)
) safeguards for the proper handling of assets are documented, program to implement and manage asset management controls.
Instruction manuals for :
AM-03 . communicated and provided according to SA-01 in the Functional | SubsetOf Asset Governance AST-01 10
assets
respectively current version.
Allinternal and external employees of the cloud provider are Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose
Handinginand [obliged to return or irrevocably delete all assets which were , ) ! . system siny ization-defined techniques and
AM-04 ¢ e urn orirrevocably which w Functional | Intersects With | Destruction or Re-Use of | AST-09 | . 3
returning assets handed over to them in relation to the cloud service and/or for Equipment methods to prevent information being recovered from these
which thev are as soon as the P
Allinternal and external employees of the cloud provider are Mechanisms exist to ensure that employees and third-party users
Hondinginan | 0PliEed toretum orrrevocably delote allassets which were return all organizational assets in their possession upon termination
AM-04 returning assets handed over to them in relation to the cloud service and/or for Functional | Intersects With Return of Assets AST-10  |of employment, contract or agreement. 8
Which they are responsible as soon as the employment
has been terminated.
Allinternal and external employees of the cloud provider are Mechanisms exist to require all employees and contractors to apply
Hondinginan | 0PliEed toretum orrrevocably delote allassets which were cybersecurity and data protection principles in their daily work to
AM-04 etuming asuots | nded over o them i rlation o the loud servioe and/arfor | Functional | Intersects With | Terms of Employment | HRS-05 |enable sccure, compliant and reslient capabilies. 8
Which they are responsible as soon as the employment
i has been terminated.
The cloud provider uses a uniform classification of information Mechanisms exist to ensure data and assets are categorized in
Classification of | 21d assets which are relevant to the development and rendering ) ) Data & Asset accordance with applicable statutory, regulatory and contractual
AM-05 : of the cloud service. Functional | Intersects With o fes DCH-02 |requirements. 5
information Classification
Labelling of Worki ions and p forthei Mechanisms exist to ensure data stewardship is assigned,
AM-06 informationand |classification scheme of information and assets are inplacein | Functional | Intersects With |  Data Stewardship | DCH-01.1  |documented and communicated. 3
handling of assets | order to ensure the labeling of information as well as the
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Work

and pi for the

Mechanisms exist to ensure data and assets are categorized in

Labelling of classification scheme of information and assets are in place in Data & Asset accordance with applicable statutory, regulatory and contractual
AM-06 informationand [order to ensure the labeling of information as well as the Functional | Intersects With b DCH-02  |requirements. 5
handling of assets | corresponding handling of assets. This only refers to assets

which store or process information.

Work i and p forthe Mechanisms exist to mark media in accordance with data protection

Labelling of classification scheme of information and assets are in place in requirements so that personnel are alerted to distribution limitations,
AM-06 informationand  |order to ensure the labeling of information as well as the Functional | Intersects With Media Marking DCH-04 | handling caveats and applicable security requirements. 8
handling of assets | corresponding handling of assets. This only refers to assets

\which store or brocess information.

Policies and instructions with technical and organisational Mechanisms exist to facilitate the implementation of data protection

Management of data_|9216€Uards for the secure handling of data media of any type are ! ) ) controls.
AM-07 A documented, communicated and provided according to SA-01. Functional Intersects With Data Protection DCH-01 8
media

The targets establish a reference to the classification of

information (see AM-05). Thev include the secure use. the

Policies and instructions with technical and organisational Mechanisms exist to protect sensitive and/or regulated data

safeguards for the secure handling of data media of any type are wherever itis processed and/or stored.

d ided ding to SA-01. .
Management of data and provided according to . | sensitive/Regulated
AM-07 The targets establish a reference to the classification of Functional | Intersects With DCH-01.2 8
media ” © Data Protection
information (see AM-05). They include the secure use, the
secure transport as well as the irrevocable deletion and
of data media.

Devices, hardware, software or data may only be transferred to Mechanisms exist to protect and control digital and non-digital media

external premises after it has been approved by authorised during transport outside of controlled areas using appropriate

committees or bodies of the cloud provider. The transfer takes security measures.

Transfer and removal ) ’ '
AM-08 oot place securely according to the type of the assets to be Functional | Intersects With | Media Transportation | DCH-07 5
of assets

transferred.

Devices, hardware, software or data may only be transferred to Mechanisms exist to verify that individuals or Technology Assets,

Transfor and removal |©emal Premises after it has been approved by authorised Applications and/or Services (TAAS) transferring data between
AM-08 PO committees or bodies of the cloud provider. The transfer takes | Functional | Intersects With | Transfer Authorizations | DCH-14.2 |interconnecting TAAS have the requisite authorizations (e.g., write 5

place securely according to the type of the assets to be permissions or privileges) prior to transferring said data.

transferred.

See FDE for details.

) ) ) No
55 Physical security Functional N/A N/A N/A 0
Relationship
The perimeter of premises or buildings which house sensitive or Physical & exist to facilitate the operation of physical and
PS-01 Perimeter protection | "¢ Pe" prer & Functional Subset Of ¥ PES-01 P phy 10

critical information, information systems or other network Protections on controls.

The security concept includes the setup of different security The SCF considers this guidance

zones which are separated by security lines as monitored and o rather than a requirement.

Zone-Based Physical existto a zone-based approach to physical
PS-01-DOAR Perimeter protection |secured gateways between the zones. Functional | Intersects With v PES-01.2 PP Py 8
Security security.
Protection against threats from outside and from the
Physical site access Physical & exist to facilitate the operation of physical and
PS-02 v environment Functional | Subsetof | PES-01 P phy 10
control Protections environmental protection controls.
o Protection against threats from outside and from the ] ] Mechanisms exist to document a Physical Security Plan (PSP), or
Physical site access Physical Security Plan
Ps-02 trol environment Functional | Intersects With (PsP) PES-01.1 [similar to summarize the security controls 8
contro
to protect physical access to assets. as well as
The physical site access controls require two-factor Physical access control mechanisms exist to enforce physical The SCF considers this guidance,
Physical site access |authentication. ) access authorizations for all physical access points (includin rather than a requirement.
PS-02-DOAR v Functional | Intersects With | Physical Access Control | PES-03 phy points (i s 3 q
control designated entry/exit points) to facilities (excluding those areas
within the facility officially as publicly
against , technical and are taken to
threats from outside i i i i i Physical & Environmental Mechanisms exist to facilitate the operation of physical and
ps.03 ide |protect premises or buildings which house sensitive o critical | L | Phy PES.01 p phy 10
and from the information, information systems or other network Protections environmental protection controls.
i infrastructure against fire. water. earthauakes. civil
, technical and are taken to
protect premises or buildings which house sensitive or critical
against , systems or other network Mechanisms exist to document a Physical Security Plan (PSP), or
threats from outside i i Physical Security Plan similar to summarize the i security controls
PS03 ide infrastructure against fire, water, earthquakes, explosions, civil | p. oo | Phy y PES-01.1 y s
and from the disturbances and other forms of natural threats and threats (PSP) to protect physical access to technology assets, as well as
environment caused by humans. At two geo-redundant sites, at least the applicable risks and threats.

following safeguards are carried out:

Setup of a separate fire zone for the computer centre FDE utilized regular bullet points
without numbering, so
numbering was added to

Zone-Based Physical existtoi a zone-based approach to physical i
PS-03-BP1 Structural safeguards: Functional | Intersects With V: PES-01.2 PP phy: 3 improve mappability.
Security security.
i f te fi for the Ite it FDE utilized lar bullet It
Setup of a separate fire zone for the computer centre Facility security mechanisms exist to utilize and maintain fire N hu Hize 'beg'f arbullet points
" . . N without numbering, so
PS-03-BP1 Structural safeguards: Functional | Intersects With Fire Protection PES-08 and detection for the system that are 5 g
numbering was added to
supported by an independent energy source. N
imorove
f fire-1 tant te It to DIN 4102-1 or EN FDE utili; 1: llet it
L:;:ou1 ire ‘rE:\s'?n materials ac:ordtmg Zu 14102-1 or Facility security mechanisms exist to utilize and maintain fire o utilized ':g‘f ar bullet points
eriod of e resistance of at least minutes) " . . N " - ithout numbering, so
PS-03-BP2 Structural safeguards: (peri re rest inutes) Functional | Intersects With Fire Protection PES-08 and detection y for the system that are 3 without numbering,
, numbering was added to
supported by an independent energy source. ‘
imorove
Sensors to monitor temperature and humidity FDE utilized regular bullet points
) ) | Temperature & Humidit Facility security mechanisms exist to maintain and monitor ithout numbering, so
PS-03-BP3 Technical safeguards: Functional | Intersects With P Y| pEs-09 Y ity @ " § 8 without numbering,
Controls temperature and humidity levels within the facility. numbering was added to
imorove i
ting the lding to a fi 1: te ith notificati FDE utili; 1: llet it
Cf"'r""elc '"‘i e:”' ding to a fire alarm system with nofification Facility security mechanisms exist to utilize and maintain fire o utilized ':g‘f ar bullet points
Ny of the local e department " y . y y N ithout numbering, so
PS-03-BP4 Technical safeguards: ire depar Functional | Intersects With Fire Protection PES-08 and detection y for the system that are 8 without numbering,
, numbering was added to
supported by an independent energy source. ‘
imorove
Early fire detection and extinguishing systems Facility security mechanisms exist to utilize and maintain fire FDE utilized regular bullet points
. . " . " . d i i that activate and notif ithout numbering, so
PS-03-BP5 Technical safeguards: Functional | Intersects With | Fire Detection Devices | PES-08.1 v v 1y 8 without numbering,
personnel and inthe event of a numbering was added to
fire. imorove i
Early fire detection and extinguishing systems Facility security exist to utilize fire supp FDE utilized regular bullet points
; ) - ) ) ices/systems that provide ic noti of any activation ithout numbering, so
PS-03-BP5 Technical safeguards: Functional | Intersects With | Fire Suppression Devices| PES-08.2 ! provi Y activati 8 without numbering,
to personnel and numbering was added to
imorove i
Regular fire drills and fire safety inspections to check " N v FDE utilized regular bullet points
o gula i 1y insp: Contingency Plan Testin Mechanisms exist to conduct tests and/or exercises to evaluate the oot bg, P
ep measures , ) i i ) out numbering, so
PS-03-BP6 with fir u Functional | Intersects With gency Pl % Bcp-04 plan's and the readiness to 5 without numbering,
safeguards: &Exercises numbering was added to
execute the plan.
imorove
Regular fire drills and fire safety inspections to check ) ) ) ) N o FDE utilized regular bullet points
o gula ot tyinsp Facility security mechanisms exist to utilize and maintain fire ot bg P
e easures , ) , ) : o ering, so
PS-03-BP6 with fir measur Functional | Intersects With Fire Protection PES-08 and detection y for the system that are 5 without numbering,
safeguards: ) numbering was added to
supported by an independent energy source.
imorove
Protection against | The envi are If the tolerable The SCF considers this guidance
threats from outside |control range is exceeded from below or above, alarm messages ’ | Temperature & Humidit Facility security mechanisms exist to maintain and monitor ather than a requirement.
PS-03-DOAR nrotrange is ex rom below or above, alarm messages| g qiional | Intersects With | |0+ Y1 pes-0s Y M 5 ratherthan arequiremen

and from the

are generated and forwarded to the responsible bodies.

Controls

temperature and humidity levels within the facility.
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Protection against
interruptions caused

Precautions against the failure of supply services such as

Facility security mechanisms exist to protect power equipment and
power cabling for the system from damage and destruction.

ower, cooling or netwark connections are taken by means of . ’ N
PS-04 pov s ns é n by mear Functional | IntersectsWith |  Supporting Utilities PES-07 5
by power failures and |suitable and in with
other such risks for reliability. Power and
Precautions against the failure of supply services such as Facility security mechanisms exist to supply alternate power,
.  maintaining minimall i ’
Protection against | PO c00ling o network connections are taken by means of capable o av capability, in
: suitable and in with the event of an extended loss of the primary power source.
interruptions caused o is
PS-04 safeguards for operational reliability. Power and Functional | Intersects With | Emergency Power PES-07.3 5
by powerfailures and | % i et B s
other such risks fe lecommunication supply lines whicl transvporf ata or supply
information systems must be protected against interception and
damage.
Precautions against the failure of supply services such as Mechanisms exist to employ redundant power cabling paths that are
power, cooling or network connections are taken by means of physically separated to ensure that power continues to flow in the
Protection against
N suitable and in with event one of the cables is cut or otherwise damaged.
interruptions caused . . .
PS-04 safeguards for operational reliability. Power and Functional | Intersects With |  Redundant Cabling | PES-07.7 5
by powerfailures and | % i o B \
other such risks fe lecommunication supply lines whicl transvporf ata or supply
information systems must be protected against interception and
damage.
Precautions against the failure of supply services such as Physical security mechanisms exist to protect power and
Protoction against | POer Go0ling or network connections are taken by means of telecommunications cabling carrying data or supporting information
. suitable and in with - . services from interception, interference or damage.
interruptions caused ! . | Transmission Medium
PS-04 safeguards for operational reliability. Power and Functional | Intersects With PES-12.1 5
by powerfailures and | % i o B \ Security
other such risks fe lecommunication supply lines whicl transvporf ata or supply
information systems must be protected against interception and
damage.
The supply services are monitored. If the tolerable control range The SCF considers this guidance
Protection against is exceeded from below or above, alarm messages are Mechanisms exist to develop a plan for Supply Chain Risk rather than a requirement.
interruptions caused generated and forwarded to the responsible bodies. The cloud Supply Chain Risk (SCRM) with the
PS-04-DOAR . o pily 4 |provider determines and communicates the times of self- Functional | Intersects With | Management (SCRM) | RSK-09 and disposal of Assets, and/or 3
y power failures an d Ppica
other such risks sufficient supply which are achieved by the safeguards taken if Plan Services (TAAS), including documenting selected mitigating actions
the supply services fail or if extraordinary events occur (. g. and monitoring performance against those plans.
heat waves. long lasting nower failure) as well as the maximum.
The supply services are monitored. If the tolerable control range The SCF considers this guidance.
is exceeded from below or above, alarm messages are rather than a requirement.
generated and forwarded to the responsible bodies. The cloud
. provider determines and communicates the times of self- Mechanisms exist to:
rotection against
. sufficient supply which are achieved by the safeguards taken if ’ (1) Evaluate security risks and threats associated with Technology
interruptions caused Supply Chain Risk A
PS-04-DOAR the supply services fail or if extraordinary events occur (e. g. Functional | Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 8
by power failures and Management (SCRM)
other such risks heat waves, long lasting power failure) as well as the maximum (2) Take appropriate remediation actions to minimize the
tolerable times for a failure of the supply services. Contracts for organization's exposure to those risks and threats, as necessary.
the p with service
providers have been concluded (e. g. for the fuel of the
nwer sinnin
The supply services are monitored. If the tolerable control range The SCF considers this guidance
is exceeded from below or above, alarm messages are rather than a requirement.
generated and forwarded to the responsible bodies. The cloud
provider determines and communicates the times of self-
Protection against
interruptions caused |SUficient supply which are achieved by the safeguards taken if Mechanisms exist to mitigate the risks associated with third-party
PS-04-DOAR . o ", |the supply services fail or it extraordinary events occur (e. . Functional | Intersects With |  Third-Party Services | TPM-04 |access tothe ion's T Assets, 5
y power failures an
heat waves, long lasting power failure) as well as the maximum Services and/or Data (TAASD).
other such risks
tolerable times for a failure of the supply services. Contracts for
the p with service
providers have been concluded (e. g. for the fuel of the
nwer sinnin
Policies and instructions with technical and organisational Mechanisms exist to develop, disseminate, review & update
guards are and provided procedures to facilitate the implementation of maintenance controls
according to SA-01 which describe the maintenance (especially across the enterprise.
remote maintenance), deletion, updating and re-use of assets in
of in premises or by external
PS-05 infrastructure and | personnel. Functional | Intersects With | Maintenance Operations |  MNT-01 8
devices
See FDE for details.
: : No
56 Operations Functional o N/A N/A N/A 0
Relationship
Capacit The planning of and resources and IT Capacity & Performance Mechanisms exist to facilitate the implementation of capacit
RB-01 pacity  planning esources (per Subset Of pacity CAP-01 P! pacity 10
- planning follows an in order to avoid controls to ensure optimal system performance to
The planning of capacities and resources (personnel and IT
: follows an in order to avoid Mechanisms exist to conduct capacity planning so that necessary
Capacity management . N . . N N )
RB-01 ) capacity bottlenecks. The procedures include forecasts of Functional | Intersects With |  Capacity Planning CAP-03  [capacity for and 8
- plannin clude
8 future capacity requirements in order to identify use trends and environmental support will exist during contingency operations.
master svstem overload risks.
The forecasts are taken into account in coordination with the The SCF considers this guidance
Canacity management | S67Vice level agreement for the planning and preparation of the Mechanisms exist to conduct capacity planning so that necessary rather than a requirement.
RB-01-DOAR P y & provisioning. Functional | Intersects With |  Capacity Planning CAP-03  |capacityfori i i and 5
~ plannin
P s environmental support will exist during contingency operations.
Technical for the
Capacit echnical and aa fcloud orthe def a;d exist to ly and alert on the
apaci an of cloud services are defined. . ) . ) -
RB-02 pacity ud servi H Functional | Intersects With | Performance Monitoring | CAP-04 |operating state and health status of critical Technology Assets, 5
—~monitoring Thus, the cloud provider ensures that resources are provided N N
Applications and/or Services (TAAS).
and/or services are rendered according to the
Technical and forthe and
Capacity management $;°‘”S::"'"f a';d de':'m”sm'"g ‘:Lc:"“d services are def;"zd' Mechanisms exist to automatically scale the resources available for
i
RB-02 pacity & us, the cloud provider ensures that resources are provide Functional | Intersects With | Elastic Expansion CAP-05  [Technology Assets, Applications and/or Services (TAAS), as demand 5
- monitoring and/or services are rendered according to the contractual N
conditions change.
agreements and that compliance with the service level
is ensured.
To monitor the capacity and the availability, the cloud customer The SCF considers this guidance
is provided with relevant information via a self-service portal. rather than a requirement.
Capacity management No
RB-02-DOAR pacity manag Functional No N/A N/A N/A 0
~monitoring Relationship
Capacity management The cloud customer is able to determine the locations Geolocation Mechanisms exist to control the location of cloud processing/storage
RB-03 da‘:a ocntion " |(city/country) of the data processing and storage including data |  Functional | Intersects With | Requirements for CLD-09  [based on business requirements that includes statutory, regulatory 5
backups. Processing. Storage and and jgati
The cloud customer is able to determine the locations Mechanisms exist to inventory, document and maintain data flows
Capacit i i Geographic Location of is resi
RB-03 pacity : y) of the data and storage including data Functional | Intersects With grapl beHo1e | dvata thatis res@em (pverrrfanenlly or(vempcramyh within a s
-datalocation |backups. Data service's geographically distributed applications (physical and
virtual).infrastructure. svstems and/or shared with
In case of laaS/Paa$, the cloud customer is able to control and
monitor the distribution of the system resources assigned to
Capacity management N } . No
RB-04 them for administration/use (e. g computing capacity or storage|  Functional o N/A N/A N/A 0
~ control of resources Relationship

capacity) in order to prevent resources from being congested.
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FDE #

RB-05

FDE Name

Protection against
malware

k. Y pping:

Focal Document Element (FDE) Desc:

The logical and physical IT systems which the cloud provider
uses for the development and rendering of the cloud service as
well as the network perimeters which are subject to the cloud
provider's area of responsibility are equipped with anti-virus
and repair programs which allow for a signature- and

STRM
Rationale

Functional

STRM
Relationship

Intersects With

[LLELEEININE Germany - Cloud Computing Compliance C ols Catalogue (C5) (2020

Focal Document URL:

bsi.bund.

loudC

ontrolsCatalogue-

STRM URL:

SCF Control

Cloud Services

SCF#

CLD-01

k.com/strm/scf-stri d

Secure Controls Framework (SCF)

Mechanisms exist to facilitate the implementation of cloud
management controls to ensure cloud instances are secure and in-
line with industry practices.

5-2020.pdf

Strength of
Relationship

Note:

RB-05

Protection against
malware

The logical and physical IT systems which the cloud provider
uses for the development and rendering of the cloud service as
well as the network perimeters which are subject to the cloud
provider’s area of responsibility are equipped with anti-virus
protection and repair programs which allow for a signature- and
behaviour-based detection and removal of malware. The
programs are updated according to the contractual agreements
concluded with the manufacturer(s), but at least once a day.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline for T Assets, and/or
Services (TAAS) that are consistent with industry-accepted system
hardening standards.

RB-05

Protection against
malware

The logical and physical IT systems which the cloud provider
uses for the development and rendering of the cloud service as
well as the network perimeters which are subject to the cloud

provider's area of responsibility are equipped with anti-virus

protection and repair programs which allow for a signature- and
behaviour-based detection and removal of malware. The
programs are updated according to the contractual agreements
concluded with the manufacturer(s), but at least once a day.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

exist to utilize to detect and

eradicate malicious code.

RB-05-DOAR

The cloud provider draws up regular reports on the performed
audits, which are reviewed and analysed by authorised bodies
or committees. Policies and instructions describe the technical

against
malware

= for the secure and monitoring of the
management console (both the self- service of the customer
and the cloud administration of the service provider) in order to
protect them against malware. The update is performed with the

highest frequency that s contractually offered by the

Functional

Intersects With

Security, Compliance &
Resilience Controls
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience
controls oversight function that reports to the organization's
executive leadership.

The SCF considers this guidance
rather than a requirement.

RB-05-DOAR

Protection against
malware

The cloud provider draws up regular reports on the performed
audits, which are reviewed and analysed by authorised bodies
or committees. Policies and instructions describe the technical
ring of the
management console (both the self- service of the customer

g for the secure and moni
and the cloud administration of the service provider) in order to
protect them against malware. The update is performed with the
highest frequency that s contractually offered by the
manufacturer(s).

Functional

Intersects With

Periodic Audits

CPL-02.2

Mechanisms exist to conduct periodic audits of security, compliance
and resilience controls to evaluate conformity with the organization's
and

policies,

The SCF considers this guidance
rather than a requirement.

RB-06

Data backup and
restoration - concept

Policies and instructions with technical and organisational
safeguards in order to avoid losing data are documented,
communicated and provided according to SA-01. They provide
reliable procedures for the regular backup (backup as well as
where of data. The
scope, frequency and duration of the retention comply with the

and

with the cloud as
well as the cloud provider’s business requirements. Access to
the data backed up is limited to authorised personnel.

i that

include cantenl

Functional

Subset Of

Business Continuity
Management System
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency
planning controls to help ensure resilient Technology Assets,
Applications and/or Services (TAAS) (e.g., Continuity of Operations
Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)
playbooks).

RB-06

Data backup and
restoration - concept

Policies and instructions with technical and organisational
safeguards in order to avoid losing data are documented,
communicated and provided according to SA-01. They provide
reliable procedures for the regular backup (backup as well as
where and of data. The
scope, frequency and duration of the retention comply with the

with the cloud as
well as the cloud provider’s business requirements. Access to
the data backed up is limited to authorised personnel.
ion p include control that

ensure that restorations are carried out only after they have
been approved by persons authorised to do so according to the

with the cloud
policies of the cloud provider.

or the internal

Functional

Intersects With

Data Backups

BCD-11

Mechanisms exist to create recurring backups of data, software
and/or system images, as well as verify the integrity of these
backups, to ensure the availability of the data to satisfy Recovery
Time Objectives (RTOs) and Recovery Point Objectives (RPOS).

RB-06

Data backup and
restoration - concept

Policies and instructions with technical and organisational
safeguards in order to avoid losing data are documented,
communicated and provided according to SA-01. They provide
reliable procedures for the regular backup (backup as well as
where and of data. The
scope, frequency and duration of the retention comply with the

with the cloud as

well as the cloud provider’s business requirements. Access to

the data backed up is limited to authorised personnel.

ion p include control that

ensure that restorations are carried out only after they have

been approved by persons authorised to do so according to the
with the cloud

policies of the cloud provider.

or the internal

Functional

Intersects With

Media & Data Retention

DCH-18

Mechanisms exist to retain media and data in accordance with

statutory, regulatory and

RB-06-DOAR

Data backup and
restoration - concept

The data is backed up in encrypted form that conforms to the
current state of the art.

Functional

Intersects With

Cryptographic Protection

BCD-11.4

Cryptographic mechanisms exist to prevent the unauthorized

and/or of backup i

The SCF considers this guidance
rather than a requirement.

RB-07

Data backup and
restoration —

The process of backing up data is monitored by means of

technical and i are
and promptly by aualified in

Intersects With

Data Backups

BCD-11

Mechanisms exist to create recurring backups of data, software
and/or system images, as well as verify the integrity of these
backups. to ensure the of the data to satisfv Recovery

RB-07

Data backup and
restoration -
monitoring

The process of backing up data is monitored by means of
technical and i ions are
examined and eliminated promptly by qualified employees in
order to ensure compliance with the contractual duties towards

the cloud customers or the cloud provider’s business
requirements with respect to the scope, frequency and duration
of the ratention

Functional

Intersects With

Testing for Reliability &
Integrity

BCD-11.1

Mechanisms exist to routinely test backups that verify the reliability
of the backup process, as well as the integrity and availability of the
data.
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STRM

FDE #

RB-07-DOAR

FDE Name

Data backup and
restoration —
monitoring

k. Y pping:

Focal Document Element (FDE) Desc:

To monitor the data backup, the cloud customer is provided
with the relevant logs or the summary of the results via a self-
service portal.

STRM
Rationale

Functional

STRM
Relationship

No
Relationship

[LLELEEININE Germany - Cloud Computing Compliance C ols Catalogue (C5) (2020

b

und. loudC

ontrolsCatalogue-

Focal Document URL:

f-stri d

STRM URL:

SCF Control

N/A

N/A

Secure Controls Framework (SCF)

N/A

5-2020.pdf

Strength of
Relationship

Note:

The SCF considers this guidance
rather than a requirement.

RB-08

Data backup and
restoration - regular
tests

Backup media and restoration procedures must be tested with
dedicated test media by qualified employees at regular
intervals. The tests are designed in such a way that the reliability

Functional

Intersects With

Test Restoration Using
Sampling

BCD-11.5

Mechanisms exist to utilize sampling of available backups to test
recovery capabilities as part of business continuity plan testing.

RB-08-DOAR

Data backup and
restoration - regular
tests

Upon customer request, the cloud provider informs the cloud
customers of the results of the restoration tests. Restoration
tests are incorporated into the business continuity management
of the cloud provider.

Functional

No
Relationship

N/A

N/A

N/A

The SCF considers this guidance
rather than a requirement.

RB-09

Data backup and
restoration - storage

The data to be backed up is transmitted to a remote site (e. g.
another data centre of the cloud provider) or transported toa
remote site on backup media. If the backup of the data is

to the remote site via a network. this is carried out in

Functional

Intersects With

Separate Storage for
Critical Information

BCD-11.2

Mechanisms exist to store backup copies of critical software and
other security-related information in a separate facility or in a fire-
rated container that is not collocated with the system being backed
up.

RB-10

Logging and monitoring
- concept

Policies and instructions with technical and organisational

= are and provided
according to SA-01 in order to log events on all assets which are
used for the development or operation of the cloud service and
to store them in a central place. The logging includes defined
events which may impair the security and availability of the
cloud service, including logging the activation, stopping and
pausing of different logs. In case of unexpected or unusual
events, the logs are checked by authorised personnel due to
special events in order to allow for a timely examination of
malfunctions and security incidents as well as for the initiation

of suitahla

Functional

Intersects With

Multi-Tenant Event
Logging Capabilities

CLD-06.2

exist to ensure Multi-T Service Providers (MTSP)

facilitate security event logging capabilities for its customers that are

with statutory, reg and/or

obligations.

RB-10

Logging and monitoring
- concept

Policies and instructions with technical and organisational

g are and provided
according to SA-01 in order to log events on all assets which are
used for the development or operation of the cloud service and
to store them in a central place. The logging includes defined
events which may impair the security and availability of the
cloud service, including logging the activation, stopping and
pausing of different logs. In case of unexpected or unusual
events, the logs are checked by authorised personnel due to
special events in order to allow for a timely examination of
malfunctions and security incidents as well as for the initiation

of suitahla

Functional

Subset Of

Continuous Monitoring

MON-01

Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring controls.

RB-10

Logging and monitoring
- concept

Policies and instructions with technical and organisational

g are and provided
according to SA-01 in order to log events on all assets which are
used for the development or operation of the cloud service and
to store them in a central place. The logging includes defined
events which may impair the security and availability of the
cloud service, including logging the activation, stopping and
pausing of different logs. In case of unexpected or unusual
events, the logs are checked by authorised personnel due to
special events in order to allow for a timely examination of
malfunctions and security incidents as well as for the initiation

f cuitahla

Functional

Intersects With

Centralized Collection of
Security Event Logs

MON-02

Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
or similar automated tool, to support the centralized collection of
security-related event logs.

RB-10

Logging and monitoring
- concept

Policies and instructions with technical and organisational

£ are and provided
according to SA-01 in order to log events on all assets which are
used for the development or operation of the cloud service and
to store them in a central place. The logging includes defined
events which may impair the security and availability of the
cloud service, including logging the activation, stopping and
pausing of different logs. In case of unexpected or unusual
events, the logs are checked by authorised personnel due to
special events in order to allow for a timely examination of
malfunctions and security incidents as well as for the initiation

f cuitahla

Functional

Intersects With

Central Review &
Analysis

MON-02.2

Automated mechanisms exist to centrally collect, review and analyze
audit records from multiple sources.

RB-10

Logging and monitoring
- concept

Policies and instructions with technical and organisational

£ are and provided
according to SA-01 in order to log events on all assets which are
used for the development or operation of the cloud service and
to store them in a central place. The logging includes defined
events which may impair the security and availability of the
cloud service, including logging the activation, stopping and
pausing of different logs. In case of unexpected or unusual
events, the logs are checked by authorised personnel due to
special events in order to allow for a timely examination of
malfunctions and security incidents as well as for the initiation
hio

Functional

Intersects With

Content of Event Logs

MON-03

Mechanisms exist to configure Technology Assets, Applications
and/or Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:

(1) Establish what type of event occurred;

(2) When (date and time) the event occurred;

(3) Where the event occurred;

(4) The source of the event;

(5) The outcome (success o failure) of the event; and

(6) The identity of any user/subject associated with the event.

RB-11

Logging and monitoring
- meta data

ies and instructions with technical and organisational
safeguards for the secure handling of meta data (user data) are
documented, communicated and provided according to SA-01.
The meta data is collected and used only for accounting and
billing purposes, for eliminating malfunctions and errors
(incident management) as well as for processing security
incidents (security incident management). The meta data is not
used for commercial purposes. Meta data must be deleted
immediately once it is no longer required to fulfill the legitimate
purpose according to this requirement. The period of time
during which meta data is retained is determined by the cloud

arvidar Itie rolatad tn tha nirnneas nitreiod with

Functional

Intersects With

Sensitive / Regulated
Data Protection

DCH-01.2

Mechanisms exist to protect sensitive and/or regulated data
wherever itis processed and/or stored.

RB-12

Logging and monitoring
- critical assets

The cloud provider maintains a list of all assets critical in terms
of logging and monitoring and reviews this list for their currency
and correctness at regular intervals. For these critical assets,

logging and were defined.

Functional

Intersects With

Asset Inventories

AST-02

existto perform i ies of
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
(3)Is atthe level of granularity deemed necessary for tracking and
reporting;
(4) Includes ization-defined i
achieve effective property accountability; and
(5)Is available for review and audit by designated organizational
personnel.

Assets,

deemed to
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Logging and monitoring

The cloud provider maintains a list of all assets critical in terms
of logging and monitoring and reviews this list for their currency
and correctness at regular intervals. For these critical assets,

logging and were defined.

Configuration

existto

and manage a C:
Management Database (CMDB), or similar technology, to monitor
and govern technology asset-specific information.

RB-12 Functional | Intersects With | Management Database | AST-02.9 5
—critical assets
(cMDB)
The cloud provider maintains a list of all assets critical in terms. Mechanisms exist to identify and document the critical Technology
Logging and monitoring|°! 88N& and monitoring and reviews this lis or their currency Assets, Applications, Services and/or Data (TAASD) that support
RB-12 o' " |and correctness at regular intervals. For these critical assets, Functional | Intersects With | Identify Critical Assets | BCD-02 |essential missions and business functions. 5
logging and were defined.
The generated logs are stored on central logging servers on Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
Wwhich they are protected against unauthorised access and ) ) or similar automated tool, to support the centralized collection of
Logging and monitoring Y are p! & ) | centratized Coltection of PP
RB-13 changes. Logged data must be deleted immediately once they | Functional | Intersects With MON-02  |security-related event logs. 8
— storage of the logs . onc Security Event Logs
are no longer required to fulfill the purpose. Authentication
takes place between the logging servers and the logged assets in
The generated logs are stored on central logging servers on Mechanisms exist to retain event logs for a time period consistent
Wwhich they are protected against unauthorised access and with records retention requirements to provide support for after-the-
changes. Logged data must be deleted immediately once they fact investigations of security incidents and to meet statutory,
are no longer required to fulfill the purpose. Authentication regulatory and contractual retention requirements.
Logging and monitorin
RE-13 gging & takes place between the logging servers and the logged assetsin| ¢ oot | ersectswith | Event Log Retention MON-10 s
- storage of the logs  [order to protect the integrity and authenticity of the transmitted
and stored information. The transmission is encrypted that
conforms to the state of the art or via a separate administration
network (out-of-band management).
Upon request of the cloud customer, the cloud provider offers The SCF considers this guidance
customer- specific logging (in terms of the scope and duration of rather than a requirement.
the storage) and makes it available to the customer. Depending
on the protection requirements and technical feasibility, the
Logging and monitorin No
RB-13-DOAR gging & | logged data and the user data should be separated logically or Functional NA NA NA o
~storage of the logs | physically. Relationship
The generated logs allow for a clear identification of user access Automated mechanisms exist to compile audit records into an
to the tenant levelin order to support (forensic) analyses in the de audit trail that is
Logging and monitorin 3 System-Wide / Time-
RB-14 888 8| case of a security incident. Functional | Intersects With | > MON-02.7 5
—accountability Correlated Audit Trail
Logging and monitoring | |™® E9erated ogs allow for a clear identifcation of user access Mechanisms exist to link system access to individual users or service
RB-14 ecountatily |10 he tenant leveln order to support (forensic) analysesinthe | Functional | Itersects With Audit Trails MON-03.2 |accounts. 5
case of a securitv incident.
Upon request of the cloud customer, the cloud provider makes. The SCF considers this guidance
Logging and monitoring ) . i No i
RB-14-DOAR the logs affecting them available promptly and in an appropriate | Functional N/A N/A N/A 0 rather than a requirement.
~ accountability Relationship
form so that thev can examine the incidents affecting them
The access and management of the logging and monitoring exist to enforce Role-Based Access Control (RBAC) for
Logging and monitorin ies i Role-Based Access i
815 gging § |functionalities is imited to selected and authorised employees | o \AG.0g | Technology Assets, Applications, Services and/or Data (TAASD) to s
—configuration |of the cloud provider. Changes to the logging and monitoring are Control (RBAC) restrict access to individuals assigned specific roles with legitimate
checked b i and i and business needs.
The access and management of the logging and monitoring, Mechanisms exist to provide privileged users or roles the capability
functionalities is limited to selected and authorised employees ) to change the auditing to be performed on specified system
Logging and monitoring ploy ) | Changes by Authorized & gtobe p P %
RB-15 configuration of the cloud provider. Changes to the logging and monitoring are Functional Intersects With Individuals MON-02.8 |components, based on specific event criteria within specified time 5
checked by independent and authorised employees and thresholds.
The access and management of the logging and monitoring, Automated mechanisms exist to enforce Multi-Factor Authentication The SCF considers this guidance
requires multi-f icati ) (MFA) for: rather than a requirement.
Logging and monitorin Multi-Factor
RB-15-DOAR 88ine Functional | Intersects With IAC-06 (1) Remote network access; 5
- configuration Authentication (MFA)
(2) Third-party Technology Assets, Applications and/or Services
(TAAS): and/ or.
The access and management of the logging and monitoring, The SCF considers this guidance
requires multi-f icati rather than a requirement.
Logging and monitorin Local Access to Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
RB-15-DOAR 88ine e Functional | Intersects With 1AC-06.3 (MFA) 5
— configuration Privileged Accounts authenticate local access for privileged accounts.
Logging and monitoring | The availability of the logging and monitoring software is Mechanisms exist to link system access to individual users or service
RB-16 - of the i In case the logging and monitoring Functional | Intersects With Audit Trails MON-03.2 |accounts. 5
monitoring software | software fails, the are informed
Logging and monitoring The a.vawtzb\u;y of lhde lc%glrlig and rr:"unllmrl.ng sof;ware I.s ) Mecza_m:ms e),(IStth’DVIde a‘n event LD% report gerferallnn capability
. " monitored independently. In case the logging and monitorin, . " - " to aid in detecting and assessing anomalous activities.
RB-16 _availability of the P Y. eging itoring Functional | Intersects With | Monitoring Reporting | MON-06 e e 8
software fails, the responsible employees are informed
monitoring software | ° "
The availability of the logging and monitoring software is Mechanisms exist to protect event logs and audit tools from
Loggingand monitoring) . red independently. I the logging and monitori thorized dification and delet
one monitored independently. In case the logging and monitorin ) ) ) nauthorized access, modification and deletion.
RB-16 _availability of the tored indep: Y- geing itoring Functional | Intersects With | Protection of Event Logs | MON-og | “Mauthoriz ficati ! 5
software fails, the responsible employees are informed
monitoring software  |° "
The L il itoris ftw: itly i Th F thi
Logging and monitoring : °EE‘"IE and moni ohnng so are: deilgsid vevfdu:dar\ yin Centratized Golleation of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), ehschw"s'dm, is guidance
. " order to also monitor the security and availability of the " . entralize ollection of P rather than a re rement.
RB-16-DOAR ~availability of the ror urity and availability Functional | Intersects With ) MON-02  [or similar automated tool, to support the centralized collection of 5 ' reau
customer systems in the event of failures. Security Event Logs '
monitoring software security-related event logs.
Logging and monitoring| 1"® °86ME and monitoring software is designed redundantly in The SCF considers this guidance,
one order to also monitor the security and availability of the ) | Real-Time Alerts of Event Mechanisms exist to provide 24x7x365 near real-time alertin rather than a requirement.
RB-16-DOAR _availability of the itor urity and availability Functional | Intersects With > Alerts MON-05.1 ! P! ? 2 5 d requi
customer systems in the event of failures. Logging Failure p hen an event log failure occurs.
monitoring software
Handling of Policies and instructions with technical and organisational . Mechanisms exist to facilitate the implementation and monitoring of
o N d ided Vulnerability & Patch u bili L
= are and provide . nerability management controls.
RB-17 " provi Functional SubsetOf | ManagementProgram | VvPM-01 |Y!Mer@PNY & r 10
malfunctions and according to SA-01 in order to ensure the prompt identification (VPMP)
errors—concept__|and ing of overalllevels of the cloud
Regular i and analysis of Mechanisms exist to identify and assign a risk ranking to newly FDE utilized regular bullet points
Handling of discovered security vulnerabilities using reputable outside sources without numbering, so
vulnerabilities, . . . N f ity Il ility infa ition. 1
RB-17-BP1 Functional | Intersects With |  Vulnerability Ranking vpM-0g | for security vulnerability information. 5 numbering was added to
malfunctions and improve mappabilty.
errors - concept
Handling of Regular and analysis of Mechanisms exist to identify, assess, prioritize and document the FDE utilized regular bullet points
(nerabilities, ) | Vutnerability Exploitatior fali kel jcablei 3
B17.8P1 vulnerabilit Functional | Interseots wign | V0Unerabilty xploitation L o - |potential mpaci(s) and likelinood(s) ofapplicable inernal and s without numbering, so
malfunctions and Analysis external threats exploiting known vulnerabilities. numbering was added to
errors — concept imorove
Handling of Regular i and analysis of exist to detect ilties and errors FDE utilized regular bullet points
vulnerabilities, ) ) . , by routine vulnerability scanning of systems and applications. thout numbering, so
RB-17-BP1 Functional | Intersects With | Vulnerability Scanning | vPM-0g  |PY "outine vulnerability scanning of systems and application; 5 without numbering,

malfunctions and
errors - concept

numbering was added to
imorove
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STRM STRM Secure Controls Framework (SCF) Strength of
FDE# FDE Name Focal Document Element (FDE) Desc SCF Control SCF# (B5R) € Note
Rationale _Relationship Control Descr Relationship
Handling of Regular follow-up of safeguards in order to address identified Vutnerabily & Patch Mechanisms exist to facilitate the implementation and monitoring of FDE utilized regular bullet points
i e.g i of security updates according to : Vulnerability management controls. without numbering, so
RB-17-BP2 s (g ty up 2 Functional SubsetOf | ManagementProgram | VPM-01 'y manag 10 s
malfunctions and  [internal target specifications) wPmp) numbering was added to
errors - concept imorove i
Handling of Regular follow-up of safeguards in order to address identified Mechanisms exist to address new threats and vulnerabilities on an FDE utilized regular bullet points
i g i Continuous Vulnerabili i i i ing,
. s (o8 of security updates according to Functional | Intersects With ous | \py.ggq |onECing basis and ensure assets are protected against known s without numbering, so
malfunctions and  |internal target specifications) Remediation Act attacks. numbering was added to
errors - concept imorove i
Handling of Regular follow-up of safeguards in order to address identified Mechanisms exist to conduct software patching for all deployed FDE utilized regular bullet points
i .8 i Software & Firmware , Applicati i , includi i ing,
RB47-8P2 guards (e. g of security updates according to Functional | Intersects With Upm.os | Technology Assets, Applications and/or Services (TAAS), including s without numbering, so
malfunctions and  [internal target specifications) Patching firmware. numbering was added to
errors - concept imorove i
Handling of Regular follow-up Dfsafsguarr:s in ordertudaridress .d?unfa Contralized Management existto ge the flaw process. FI.)‘E ull(lized rbeglflar bullet points
RB-17-BP2 guards (e. & of security updates according to Functional | Intersects With |  of Flaw Remediation | VPM-05.1 5 without numbering, so
malfunctions and  [internal target specifications) numbering was added to
Processes
errors - concept imorove i
Handling of The cloud provider has penetration tests performed by qualified Mechanisms exist to conduct penetration testing on Technology
vulnerabilities, |internal personnel or external service providers at least once a : ’ : : Assets, Applications and/or Services (TAAS).
RB-18 P P Functional | Intersects With |  Penetration Testing VPM-07 PP (TAAS) 8
malfunctionsand  |year. The penetration tests are carried out according to
i test methods and include the i
The tests are carried out every six months. They must always be Mechanisms exist to conduct penetration testing on Technology The SCF considers this guidance
performed by independent external auditors. Internal personnel Assets, Applications and/or Services (TAAS). rather than a requirement.
for penetration tests may support the external service providers.
Handling of
vulnerabilities,
RB-18-DOAR malfunctions and Functional | Intersects With | Penetration Testing VPM-07 5
errors - penetration
tests
Handling of Policies and instructions with technical and organisational Mechanisms exist to identify and assign a risk ranking to newly
Vulnerabilities, |safeguards for the handling of critical vulnerabilities are discovered security vulnerabilities using reputable outside sources
RB-19 and and provided according to SA-01. Functional | Intersects With | Vulnerability Ranking VPM-03  |for security vulnerability information. 5
errors - with|The are with the activities of the change
change and incident and the incident
Handling of Policies and instructions with technical and organisational Mechanisms exist to identify, assess, prioritize and document the
vulnerabilities, |safeguards for the handling of critical vulnerabilities are potential impact(s) and likelihood(s) of applicable internal and
and -o1. Vulnerability Exploitation .
810 and provided according O SAO. | ¢ ty Expl VpM.03.1|extemalihreats exploiting known vulnerabilities s
errors - with [The are with the activities of the change Analysis
change and incident | management and the incident management.
Handling of Policies and instructions with technical and organisational Mechanisms exist to address new threats and vulnerabilities on an
vulnerabilities, |safeguards for the handling of critical vulnerabilities are ongoing basis and ensure assets are protected against known
and -o1. Continuous Vulnerabili .
RB-19 and provided accordingto SA-0T. | ¢ yionat | Intersects With W1 VpM.os |3ttacks 5
errors - with| The are with the activities of the change Remediation Activities
change and incident | management and the incident management.
Handlingof The cloud customer is informed by the cloud provider of the existto timely-report incidents to
uherabilitivs, |Status of the incidents affecting them in a regular and an (1) Internal stakeholders;
. Incident Stakeholder - ;
RB-20 malfunctions and form that corr tothec ) Functional | Intersects With |RO-10  |(2) Affected clients & third-parties; and 5
agreements or is involved into corresponding remedial actions. Reporting (3) Regulatory authorities.
errors - involvement of
As soon as an incident was remedied from the cloud provider’s
the cloud customer
ooint of view. the cloud customer is informed of the
The cloud customer is informed by the cloud provider of the Mechanisms exist to compel External Service Providers (ESPs) to
status of the incidents affecting them in a regular and an provide notification of actual or potential compromises in the supply
Handling of form that tothe chain that can potentially affect or have adversely affected
vulnerabilities,  |agreements or is involved into corresponding remedial actions. Security Gompromise Technology Assets, Applications and/or Services (TAAS) that the
RB-20 malfunctions and  |As soon as an incident was remedied from the cloud provider’s Functional | Intersects With TPM-05.1  [organization utilizes. 5
Notification Agreements
errors - involvement of [ point of view, the cloud customer is informed of the safeguards
the cloud customer  [taken. This information is sufficiently detailed so that the cloud
customer can use it in their security management.
The IT systems which the cloud provider uses for the Mechanisms exist to address new threats and vulnerabilities on an
development and rendering of the cloud service are checked ongoing basis and ensure assets are protected against known
Handling of automatically for known vulnerabilities at least once a month. In attacks.
: the event of from the expected (for ! | Gontinuous Vulnerability
RB-21 malfunctions and | example, the expected patch level), the reasons for this are Functional | Intersects With VPM-04 8
y Remediation Activities
errors - check of open |analysed in a timely manner and the deviations remedied o
vulnerabilities documented according to the exception process (see SA-03).
The IT systems which the cloud provider uses for the exist to detect and errors
Handlingof development and rendering of the cloud service are checked by routine vulnerability scanning of systems and applications.
automatically for known vulnerabilities at least once a month. In
vulnerabilities, !
RB-21 malfunctionsand | the eventof from the expected (for Intersects With | Vulnerability Scanning |  VPM-06 8
example, the expected patch level), the reasons for this are
errors - check of open !
i analysed in a timely manner and the deviations remedied o
vulnerabilities
documented according to the exception process (see SA-03).
Upon customer request, the cloud provider informs the cloud Mechanisms exist to disclose information about valnerabiliies o The SCF considers this guidance
Hondlingof customer of open vuinerabiliies in an appropriate form. The relevant stakeholders, includin rather than a requirement.
Vulnorabilites, | 0PN vulnerabiliies are remedied promptly without exception . ) (1) A description of trevulnerabilitlies)
isclosure of
RB-21-DOAR malfunctions and Functional | Intersects With Ve TDA02.11 |(2) Affected product(s) and/or service(s); 5
ulnerabilities
errors - check of open (3) Potential impact of the vulnerability(ies);
vulnerabilities (4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the vulnerabilityfies).
System components which are used for the rendering of the Mechanisms exist to develop, document and maintain secure
Handling of cloud service are hardened according to generally established baseline configurations for T Assets, and/or
vulnerabilities, |and accepted industry standards. The hardening instructions Secure Baseline Services (TAAS) that are consistent with industry-accepted system
RB-22 malfunctionsand  [used are as well as the status. Intersects With . ) CFG-02  |hardening standards. 5
Configurations
errors - system
hardening
Handling of Upon request, the cloud customer must be informed of the Mechanisms exist to align the organization’s Security, Compliance & The SCF considers this guidance
i used and the taken to harden the system Secure Practices Resilience Program (SCRP) with one or more industry-recognized rather than a requirement.
RB-22-DOAR malfunctions and  |components. Functional | Intersects With | oes GOV-01.4  |frameworks that: 8
Alignment Justification )
errors —system (1) Support external scrutiny; and
hardening (2) Provide ible iusti for secure oractices.
Handling of Upon request, the cloud customer must be informed of the Mechanisms exist to develop, document and maintain secure The SCF considers this guidance
used and the taken to harden the system Secure Baseline baseline configurations for T Assets, and/or rather than a requirement.
RB-22-DOAR malfunctions and  |components. Functional | Intersects With CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5

errors - system
hardening

Configurations

hardening standards.
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Segregation of stored
and processed data of

Data is separated securely and strictly on jointly used virtual
and physical resources (storage network, memory) according to

Multi-Tenant

exist to ensure owned or managed assets

(physical and virtual) are designed and governed such that provider

RB-23 a documented concept in order to the Functional | Intersects With ) CLD-06  [and customer (tenant) user access is appropriately segmented from 5
the cloud customers in cumer Environments
) and integrity of the stored and processed data. other tenant users.
jointly used resources
Data is separated securely and strictly on jointly used virtual Mechanisms exist to facilitate the implementation of data protection
Segregation of stored ¢
and physical resources (storage network, memory) according to controls.
and processed data of poording ) ) )
RB-23 a documented concept in order to the Functional | Intersects With | Data Protection DCH-01 5
the cloud customers in oumer
) and integrity of the stored and processed data.
jointly used resources
Resources in the storage network (Storage) are segmented by The SCF considers this guidance
Segregation of stored ° !
and processed data of | S€CUre zoning (LUN Binding and LUN Masking). Network Segmentation existto network within rather than a requirement.
RB-23-DOAR P Functional | Intersects With NET-06  |network toisolate Assets, 5
the cloud customers in (macrosegmentation)
. and/or Services (TAAS) from other network resources.
jointly used resources
See FDE for details.
Identity and access No
5.7 " Functional 0 N/A N/A N/A 0
management Relationship
oM-01 Policy for system and. |A role and rghts concept based on the business and security Functional SubsetOf Identity & Access AC.07 | Mechanisms exist to facilitate the implementation of identification 10
data access of the cloud provider as well as a policy for the (1AM) and access controls.
A role and rights concept based on the business and security exist to enforce Role-Based Access Control (RBAC) for
policy for system and |"eGUirements of the cloud provider as well s policy for the Technology Assets, Applications, Services and/or Data (TAASD) to
Role-Based Access i
IDM-01 ata access management of system and data access authorisations are Functional | Intersects With IAC.0g | Festrictaccess toindividuals assigned specific roles with legitimate s
documented, communicated and provided according to SA-01 Control (RBAC) business needs.
authorisations
and address the following areas:
Granting and change (provisioning) of data access Mechanisms exist to utilize a formal user registration and de- FDE utilized regular bullet points.
policy for system ang | 2Uthorsations onthe basis of the “least-prviege principle” and registration process that governs the assignment of access rights. without numbering, so
i “need-to- User Provisioning & De-
IDM-01-8P1 ata access is is neces‘salry for performing the required tasks (“need-to- Functional | Intersects With " g 1AC-07 s numbering was :d\dsd to
" rovisionin, i
authorisations now principle”) g improve mappability.
Policy for system and Gva:llr.\g a‘nd chanﬁ‘e (srovus\::;‘ng)tof d‘ata ac;:ess s Management Approval texlst:‘o ensure apprrzvals are required for F[ii ullll\zed rbegular bullet points
authorisations on the basis of the “least-privilege principle” an new accounts or changes in permissions to existing accounts. without numbering, so
IDM-01-BP1 data access privilege princip Functional | Intersects With | For New or Changed | I1AC-28.1 gesinp e 8 e
as is necessary for performing the required tasks (“need-to- numbering was added to
authorisations N Accounts ¢
know princinle”) imorove
of functions between operative and controlling existto and maintain of Duties FDE utilized regular bullet points
Polioyforsystemand |, tions (also referred t tion of duti Separation of Duti SoD) t t | te activity without coll thout numb
“ { ) eparation of Duties i i N i i
|DM-01-BP2 data access unctions (also referred to as “separation of duties”) Functional | Intersects With P HRs.11 | (S0D)toprevent potential inappropriate activity without collusion. s without numbering, so
(SoD) numbering was added to
authorisations ¢
imorove
of functions in the administration of roles, approval existto and maintain of Duties FDE utilized regular bullet points
Policy for system and d ti f dat: ith i S ti f Duti SoD) te it ! iat tivity without collt ithout beril
eparation of Duties .
|DM-01-BP3 data access and granting of data access authorisations Functional | Intersects With P WRs.11 | (S0D)toprevent potential inappropriate activity without collusion. s without numbering, so
(SoD) numbering was added to
authorisations ¢
imorove
Policy for system and | S°Paration of functions in the administration of roles, approvat exist to enforce Role-Based Access Control (RBAC) for FDE utilized regular bullet points
i Role-Based Access i i i
OM.01.8P3 et oaeon " |and granting of data access authorisations Functional | intersects with IAG.os | Technology Assets, Applications, Services and/or Data (TAASD) to . without numbering, so
Control (RBAC) restrict access to individuals assigned specific roles with legitimate numbering was added to
authorisations ! ¢
business needs. imorove
Policy for system and | Re8H181 Teview of granted authorisations s } M:F)T:mslms edxlstm penodlcally-:evlelv\;ll':e ::lvllegzs'sss\gn:d to F[-if. ullll\zed rbeglflar bullet points
eriodic Review of
|DM-01-BP4 data access Functional | Intersects With |AC.17 |individuals and service accounts to validate the need for suc s without numbering, so
Account Privileges privileges and reassign or remove unnecessary privileges, as numbering was added to
authorisations ¢
necessarv. imorove
of authorisations (d in case of Mechanisms exist to utilize a formal user registration and de- FDE utilized regular bullet points
Policy for systemand | . . i User P . chan . oo ; o o e
ser Provisioning & De- .
|DM-01-BP5 data access changes to the employment relationship Functional | Intersects With g |AC.07 |resistration process that governs the assignment of access rights s without numbering, so
Provisioning numbering was added to
authorisations ¢
imorove
Policy for systom and |ReauTements f(orthe apprt;v;al and dﬂcumen;a(lon ofthe Management Approval exlst:‘o ensure “gement approvals are required for F[-)f. utilized vbeglflar bullet points
management of system and data access authorisations . " new accounts or changes in permissions to existing accounts. without numbering, so
IDM-01-BP6 data access & 4 Functional | Intersects With | For New or Changed | 1AC-28.1 gesinp e 8 i ing,
numbering was added to
authorisations Accounts ¢
imorove
System access authorisations for users under the responsibility Mechanisms exist to strictly govern the use of Authenticate,
of the cloud provider (internal and external employees) are : | Authenticate, Authorize Authorize and Audit (AAA) solutions, both on-premises and those
IDM-02 User registration provider (i ployees) Functional | Intersects With 1AC-01.2 (AAA) P 5
granted in a formal procedure. Organisational and/or technical and Audit (AAA) hosted by an External Service Provider (ESP).
safeguards make sure that uniaue user IDs which clearly
System access authorisations for users under the responsibility Mechanisms exist to:
of the cloud provider (internal and external employees) are (1) Define authorized system account types;
ted fe L d . ti Land/or tech L . . 2) Defi hibited te t ; and
IDM-02 User registration | 8/nted ina formal procedure. Organisational and/or technical | ¢\ oyional | Intersects With | AccountManagement | 1ac-15 | (2) Define prohibited system accounttypes; an " 5
safeguards make sure that unique user IDs which clearly (3) Proactively govern individual, group, system, service, application,
identify each user are granted. guest and temporary accounts.
The cloud provider offers self- service options for cloud The SCF considers this guidance
customers in order to be able to grant user IDs independently. rather than a requirement.
No
IDM-02-DOAR User regjstration Functional e N/A N/A N/A 0
Relationship
Granting and change |Granting and change of data access authorisations for users \dentity & Access Mechanisms exist to facilitate the implementation of identification
IDM-03 (provisioning) of data_|under the responsibility of the cloud provider comply with the Functional | ~SubsetOf o, eymem o IAC-01  |and access management controls. 10
access authorisations [policy for the of svstem and data access 8
Data access authorisations comply with the “least-Privilege. Mechanisms exist to utilize the concept of least privilege, allowing FDE utilized regular bullet points
Granting and change |PNCP" only authori o access to X o : without numbering, so
P . L t i itl izati i ti N ¢
OM-03.8P1 provisioning) o data Functional Equal Least Priviloge \AG.21 |assiEned tasks in accordance with organizational business functions 10 numbering was added to
improve mappability.
access authorisations
Gronting and change | /1" 1anting data access authorisations, only acoess Mechanisms exist to strictly govern the use of Authenticate, FDE utilized regular bullet points
ee i necessary to perform the tasks | Authenticate, Authorize Authorize and Audit (AA) solutions, both on-premises and those ithout numbering, so
IDM-03-BP2 (provisioning) of data P Intersects With > IAC-01.2 |Authon udit (AA) solutions premi 8 without numbering,
should be granted (“needto-know principle”). and Audit (AAA) hosted by an External Service Provider (ESP). numbering was added to
access authorisations .
imorove
'When granting data access authorisations, only access Automated mechanisms exist to support the management of system FDE utilized regular bullet points
Granting and change 8 g NN Yy sk Automated System N direct N PP & 4 thout bg, ?
g8 necessary to perform the asks ) accounts (e.g., directory services). out numbering, so
IDM-03-BP2 (provisioning) of data P Intersects With | AccountManagement | IAC-15.1 unts (e-g., directory services) 5 without numbering,
should be granted (“needto-know principle”). : : numbering was added to
access authorisations (Directory Services) ‘
imorove
When granting data access authorisations, only access Mechanisms exist to utilize the concept of least privilege, allowing FDE utilized regular bullet points
Granting and change ; ¢ " th task l i It ithout beri
g8 necessary to perform the asks ) . only authorized access to out numbering, so
IDM-03-BP2 (provisioning) of data P Intersects With Least Privilege 1AC-21 y ; 5 essaryto acc 5 without numbering,
should be granted (“needto-know principle”). assigned tasks in accordance with organizational business functions. numbering was added to
access authorisations .
imorove
Granting and change | O™t approvals given by an authorised person, before the Mechanisms exist to utilize a formal user registration and de- FDE utilized regular bullet points
ea data access authorisations are set up (i e. before the user can : | User Provisioning & De- registration process that governs the assignment of access rights. ithout numbering, so
IDM-03-BP3 (provisioning) of data uthorisations are set up ( u Functional | Intersects With isioning 1AC-07 gistration pr gov g il 8 without numbering,
access data of the cloud customers or components of the Provisioning numbering was added to
access authorisations ! .
shared IT imorove
Formal approval is given by an authorised person, before the exist to ensure approvals are required for FDE utilized regular bullet points
Granting and change | %" PP " g : Y i "b b Management Approval Y ’ s P! . C: ot bg P
ata access authorisations are set up (i. e. before the user ca ) ) ew accounts or changes in permissions to existing accounts. o ering, so
IDM-03-BP3 (provisioning) of data uthorisations are set up ( re the user can Functional | Intersects With |  For New or Changed IAC-28.1 |NeW accounts orchanges in permissions to existing account 8 without numbering,
7@ access data of the cloud customers or components of the numbering was added to
access authorisations . Accounts
shared IT imorove
Granting and change. | Tl assigned data access authorisations do not exceed Mechanisms exist to utilize the concept of least privilege, allowing FDE utilized regular bullet points
the formal approval. ) ) . only authorized access to i thout numbering, so
IDM-03-BP4 (provisioning) of data rmalapprov: Functional | Intersects With Least Privilege 1AC-21 ny yto 5 without numbering,

access authorisations

assigned tasks in accordance with organizational business functions.

numbering was added to
imorove
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User Provisioning & De-
Provisioning

SCF#

IAC-07

Secure Controls Framework (SCF)

Mechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access rights.

5-2020.pdf

Strength of
Relationship

Note:

FDE utilized regular bullet points
without numbering, so
numbering was added to
improve i

IDM-03-BP4

Granting and change
(provisioning) of data
access authorisations

Technically assigned data access authorisations do not exceed
the formal approval.

Functional

Intersects With

Management Approval
For New or Changed
Accounts

IAC-28.1

exist to ensure

approvals are required for
new accounts or changes in permissions to existing accounts.

FDE utilized regular bullet points
without numbering, so
numbering was added to
improve i

IDM-03-DOAR

Granting and change
(provisioning) of data

The cloud provider offers self-service options for cloud
customers in order to be able to grant and change user data
ccess i i

access authorisation:

Functional

No
Relationship

N/A

N/A

N/A

The SCF considers this guidance
rather than a requirement.

IDM-04

Withdrawal of
authorisations (de-
in case of

Data access authorisations of users under the cloud provider’s
responsibility (internal and external employees) are withdrawn
in the case of changes to the

Functional

Intersects With

Personnel Transfer

HRS-08

Mechanisms exist to adjust logical and physical access

to T Assets, and/or Services
(TAAS) and facilities upon personnel ortransfer.ina

IDM-04

Withdrawal of
authorisations (de-
provisioning) in case of
changes to the
employment
relationship

Data access authorisations of users under the cloud provider’s
responsibility (internal and external employees) are withdrawn
in the case of changes to the employment relationship
(dismissal, transfer, longer period of absence/
sabbatical/parental leave) promptly, but 30 days after its
coming into force at the latest and/or suspended temporarily.
Any access is deactivated completely as soon as the

has exnired

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

Mechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access rights.

IDM-05

Regular review of data
access authorisations

Data access authorisations of users under the cloud provider’s
responsibility (internal and external employees) are reviewed at
least once a year in order to adjust them promptly to changes to
the employment relationship (dismissal, transfer, longer period
of absence/sabbatical/ parental leave). The review is performed
by persons authorised to do so from corresponding part of the
cloud provider, who are able to review the appropriateness of
the granted due ta their of the

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

Mechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access rights.

IDM-05

Regular review of data
access authorisations

Data access authorisations of users under the cloud provider’s
responsibility (internal and external employees) are reviewed at
least once a year in order to adjust them promptly to changes to
the employment relationship (dismissal, transfer, longer period
of absence/sabbatical/ parental leave). The review is performed
by persons authorised to do so from corresponding part of the
cloud provider, who are able to review the appropriateness of
the granted authorisations due to their knowledge of the
responsibilities. The review as well as the adjustments to the

are

Functional

Intersects With

Periodic Review of
Account Privileges

IAC-17

Mechanisms exist to periodically-review the privileges assigned to
individuals and service accounts to validate the need for such
privileges and reassign or remove unnecessary privileges, as
necessary.

IDM-05-DOAR

Regular review of data
access authorisations

Administrative authorisations are checked at least every six
months.

Functional

Intersects With

Periodic Review of
Account Privileges

IAC-17

Mechanisms exist to periodically-review the privileges assigned to
individuals and service accounts to validate the need for such
privileges and reassign or remove unnecessary privileges, as
necessary.

The SCF considers this guidance
rather than a requirement.

IDM-06

Administrator

Granting and change of data access authorisations for internal
and external users with administrative or extensive

under the of the cloud provider
comply with the policv or the. of svstem and data

Functional

Intersects With

Privileged Account
Management (PAM)

IAC-16

Mechanisms exist to restrict and control privileged access rights for
users and Technology Assets, Applications and/or Services (TAAS).

IDM-06

Administrator

Granting and change of data access authorisations for internal
and external users with administrative or extensive
authorisations under the responsibility of the cloud provider
comply with the policy or the management of system and data
access authorisations (see IDM-01) or a separate policy. The
authorisations are granted in a personalised manner and as is

y for the cor
toknow principle”). O
make sure that granting these authorisations does not resultin

tasks (“need-
and/or technical

, critical which violate the principle of
the separation of duties (e. g. assigning authorisations for the
administration of both the database and the operating system).
If this is not possible in certain selected cases, appropriate,
compensating controls are established in order to identify any
misuse of these authorisations (e. g. logging and monitoring by
an SIEM (security information and event management) solution).

Functional

Intersects With

Management Approval
For New or Changed
Accounts

IAC-28.1

exist to ensure approvals are required for
new accounts or changes in permissions to existing accounts.

IDM-07

Non- disclosure of
authentication
information

Secret (e.g.

security token) is assigned to internal and external users of the
cloud provider or cloud customer, provided that this is subject
to organisational or technical procedures of the cloud provider,
ina proper organised procedure which ensures the
confidentiality of the information. If it is assigned initially, itis
valid only temporarily, but not longer than 14 days. Moreover,
users are forced to change it when using it for the first time.
Access of the cloud provider to the ion of

the cloud customer s strictly regulated, communicated with the
cloud customer and only takes place if it is necessary to
perform the corresponding tasks (“need-to-know principle”).
Access is documented and reported to the cloud customer.

Intersects With

Protection of
Authenticators

IAC-10.5

exist to protect with the
sensitivity of the information to which use of the authenticator
permits access.

IDM-07-DOAR

Non- disclosure of
authentication
information

The users sign a declaration in which they assure that they will
treat personal (or shared) authentication information
confidentially and keep it private (within the members of the
group).

Functional

Intersects With

Confidentiality
Agreements

HRS-06.1

Mechanisms exist to require Non-Disclosure Agreements (NDAs) or
similar confidentiality agreements that reflect the needs to protect
data and operational details, or both employees and third-parties.

The SCF considers this guidance
rather than a requirement.

IDM-08

Secure login methods

The confidentiality of the login information of internal and
external users under the cloud provider’s responsibility is
protected by the following safeguards:

Functional

Intersects With

Protection of
Authenticators

IAC-10.5

exist to protect with the
sensitivity of the information to which use of the authenticator
permits access.
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Identity check by trusted procedures \doniity Proofing (dentiy Mechanisms exist to verify the identity of  user before issuing FDE utilized regular bullet points
IDM-08-BP1 Secure login methods Functional | Intersects With o eation) IAC-28  |authenticators or modifying access permissions. without numbering, so
was added to
Use of industry for the ication and Mechanisms exist to strictly govern the use of Authenticate, FDE utilized regular bullet points
) e. 8. no use of joint; ) | Authenticate, Authorize Authorize and Audit (AAA) solutions, both on-premises and those without numbering, so
IDM-08-BP2 Secure login methods (& Jointy 1 Eynctional | Intersects With ° 1AC-01.2 (AAR)s * P! s
used authentication information, automatic expiry) and Audit (AAA) hosted by an External Service Provider (ESP). numbering was added to
improve i
Use of industry for the ication and ‘Automated mechanisms exist to support the management of system FDE utilized regular bullet points
ot Automated System N rest " thout number
) e. g no use of joint ) ) accounts (e.g., directory services). without numbering, so
IDM-08-BP2 Secure login methods (& ) Jointly 1 Einctional | Intersects With | Account Management | 1AC-15.1 (g v ) e
used authentication information, automatic expiry) numbering was added to
(Directory Services) ‘
improve
Multi-f: for of the cloud Automated mechanisms exist to enforce Multi-Factor Authentication FDE utilized regular bullet points
) rovider (e. g. using a smart card or biometric characteristics) is ) ) Multi-Factor MFA) for: without numbering, so
IDM-08-BP3 Secure login methods |° (e. g using ) Functional | Intersects With cos  |MFA) e
absolutely necessary Authentication (MFA) (1) Remote network access; numbering was added to
(2) Third-party Assets. and/or Services improve i
The use of emergency users (for activities which cannot be Mechanisms exist to establish and control "emergency access only"
carried out with personalised, administrative users, see IDM-06) accounts.
Handiing of emergency |1 documented, to bejustified and requires the approval by an ! )
IDM-09 o authorised person, which takes the principle of the separation of | Functional | Intersects With | Emergency Accounts | 1AC-15.9
functions into account. The emergency user is only activated as
long as itis necessary to perform the corresponding tasks.
The use of emergency users (for activities which cannot be exist to ensure approvals are required for
carried out with personalised, administrative users, see IDM-06) new accounts or changes in permissions to existing accounts.
. is documented, to be justified and requires the approval by an Management Approval
Handling of emergency ! : ! ) )
IDM-09 o authorised person, which takes the principle of the separation of | Functional | Intersects With | For New or Changed | 1AC-28.1
functions into account. The emergency user is only activated as Accounts
long as itis necessary to perform the corresponding tasks.
At least once a month, the activations of the emergency users Mechanisms exist to periodically-review the privileges assigned to The SCF considers this guidance,
and the corresponding approvals are compared manually. individuals and service accounts to validate the need for such rather than a requirement.
Handlingof emergency |'"eEuLarties are examind n order to dotermine any misuse of ) Periodic Review of privileges and reassign or remove unnecessary privileges, as
IDM-09-DOAR these users and to avoid this in the future. The activities of the Functional | Intersects With IAC-17 necessary.
users Account Privileges
emergency users are logged in an audit-proof manner. The
logging is sufficiently detailed so that an expert third party is
ableto the activities.
Access to information and application functions is imited by Mechanisms exist to utilize the concept of least privilege, allowing
technical safeguards with which the role and rights concept is only authorized access to yto
System-side access | mPlemented. assigned tasks in accordance with organizational business functions.
IDM-10 4 Functional | Intersects With Least Privilege 1AC-21
control
password Security parameters on the network, operating system (host and Mechanisms exist to develop, document and maintain secure
Secure Baseline i i T
oMt recuirements and |45 database and application level(where relevant to the Functional | intersects with croop |Pasetine for Assets, and/or
cloud service) are configured appropriately to avoid Configurations Services (TAAS) that are consistent with industry-accepted system
validation parameters i
unauthorised access. If no two-factor or use of hardening
Minimum password length of 8 characters Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
baseline ons for T Assets, and/or without numbering, so
Services (TAAS) that are consistent with industry-accepted system numbering was added to
password S hardening standards. improve mappability.
ccure Baseline
IDM-11-8P1 requirements and Functional | Intersects With CFG-02
Configurations
validation parameters
password At least two of the following character types must be included: Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
i Secure Baseline i i T i i
OMA1.8P2 equirementsand _|O2Pitalletters, minor leters, special characters and numbers | gk croop |Pasetine for Assets, and/or without numbering, so
Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . it
hardening imorove
password Maximum validity of 90 days, minimum validity of 1 day Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
Secure Baseline i i T i i
IDM-11-BP3 requirements and Functional | Intersects With CFG-02 |Pasetine for Assets, and/or without numbering, so
Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . it
hardening imorove
password Password history of 6 Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
) ) Secure Baseline baseline ons for T Assets, and/or without numbering, so
IDM-11-BP4 requirements and Functional | Intersects With CFG-02 g
Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . it
hardening imorove
password Transmission and storage of the passwords in an encrypted Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
rocedure that conforms to the state of the art. ' ) Secure Baseline baseline ons for T Assets, and/or without numbering, so
IDM-11-BP5 requirements and  |” Functional | Intersects With CFG-02 g
Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . it
hardening imorove
password Automatic controls are implemented, which are based on the Mechanisms exist to develop, document and maintain secure The SCF considers this guidance,
following rules: ' ) Secure Baseline baseline ons for T Assets, and/or rather than a requirement.
IDM-11-DOAR requirements and 8 Functional | Intersects With CFG-02 aui
Configurations Services (TAAS) that are consistent with industry-accepted system
validation parameters .
hardening
Password There is a lock of 15 minutes after 5 failed login attempts and the Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
waiting time is increased with each failed login attempt. ' ) Secure Baseline baseline ons for T Assets, and/or without numbering, so
IDM-11-DOAR-BP1 requirements and J o P Functional | Intersects With re Base CFG-02 ° > 8y A ing
€ Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
password Multiple logins of one and the same user are not possible. Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP2 requirements and Functional | Intersects With e Base CFG-02 > > 8y A without numbering,
€ Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
password Upon login, there is an automatic lock after 15 minutes of Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
inactivity. ) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP3 requirementsand | "2t Functional | Intersects With e Base CFG-02 > > 8y A without numbering,
€ Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
password The minimum password length of privileged users is 14 Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
characters and 8 characters for users without wide-ranginy ) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP4 requirements and racters users withoutwi ging Functional | Intersects With re Base CFG-02 ol > 8y A without numbering,
N authorisations. Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
password Capital letters, lower-case letters, special characters and Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
numbers must be included. ) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP5 requirementsand | ™" ustbeinclu Functional | Intersects With e Base CFG-02 > > 8y A without numbering,
€ Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
password After 90 days, the user is forced to change the password with the Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
next login. ) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP6 requirements and xt logi Functional | Intersects With e Base CFG-02 > > 8y A without numbering,
€ Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters . i
hardening imorove
Password Password history is 12. Mechanisms exist to develop, document and maintain secure FDE utilized regular bullet points
) ) Secure Baseline baseline configurations for T Assets, and/or ithout numbering, so
IDM-11-DOAR-BP7 requirements and Functional | Intersects With e Base CFG-02 > > &y A without numbering,
Configurations Services (TAAS) that are consistent with industry-accepted system numbering was added to
validation parameters *
hardening imorove
) The use of service programs and management consoles (e. g for Mechanisms exist to restrict and tightly control utilty programs that
Restriction and control | ':mg g‘ \ (h‘gh Use of Privileged Utilit ble of overriding syst gd omtcotion cont Lg
hypervisor rivi i )
oM e e [the mentof the hyp or virtual whiol Intersects With 2 Y | \ac.a0 |@recapableof overriding system and application controls
oftare allow extensive access to the data of the cloud customers, is Programs
to authorised persons. Granting and changes to
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Restriction and control

The use of service programs and management consoles (e. g. for
the of the hypervisor or virtual which
allow extensive access to the data of the cloud customers, is
restricted to authorised persons. Granting and changes to

Mechanisms exist to utilize the concept of least privilege, allowing
only authorized access to processes necessary to accomplish
assigned tasks in accordance with organizational business functions.

IDM-12 of cor data access authorisations comply with the Functional | Intersects With Least Privilege IAC-21 5
software policy for the management of system and data access
authorisations. Access is controlled by means of strong
including multi-fact
Isee KOS-NAY
Access to the source code and supplementary information that Mechanisms exist to utilize the concept of least privilege, allowing
is relevant to the development of the cloud service (e. g. only authorized access to processes necessary to accomplish
architecture documentation, test plans) is granted restrictively assigned tasks in accordance with organizational business functions.
and monitored in order to prevent unauthorised functions from
Control of access to ) ) o
IDM-13 being introduced and unintended changes from being made. Functional | Intersects With Least Privilege 1AC-21 5
source code
Access to the source code and supplementary information that Mechanisms exist to limit privileges to change software resident
is relevant to the development of the cloud service (e. g. within software libraries.
Control of access to Access to Program
DMA13 architecture dcf:umsnlallon. test plans) is granted resvmctlvely Functional | Intersects With gl TDA20 s
sourcecode  |and monitored in order to prevent unauthorised functions from Source Code
being introduced and unintended changes from being made.
See FDE for details.
Cryptography and key No
5.8 ypography 4 Functional 0 N/A N/A N/A 0
management Relationship
vor Policy for the use o _[Polisies and nstrustions with technical and organisational runctional | subsetor | UseofCrvptographic | ™ [Mechanisms exist to failitate the implementation of cryptographic o
D for encryption and key are Controls protections controls using known public standards and trusted
Policy for the use of | S"& s"";‘f E:“'”’("“"["';Cid”ms . g‘dﬁEst):"il:e ”'s;”f . Use of Gyt " Mechanisms exist to facilitate the implementation of cryptographic F[_if‘ “"ll‘md ':g'fla' bullet points
) secure network protocols that correspond to the state of the ar se of Cryptographic " ° without numbering, so
KRY-01-BP1 encryption procedures P! P Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10 e
(e. g LS, IPsec, SSH) Controls numbering was added to
and key management cryptographic technologies. ¢
imorove
Risk-b: d for the f hich FDE utilized lar bullet It
Policy for the use of . '°'lh eL;se (ff : s : ;"’ e :'e ; Use of Gyt " Mechanisms exist to facilitate the implementation of cryptographic _m“ 'l‘m ':g'f ar buflet points
) compared to schemes for the classification of information an se of Cryptographic " ° without numbering, so
KRY-01-BP2 encryption procedures | ™" Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10 e
take the communication channel, type, strength and quality of Controls numbering was added to
and key management . cryptographic technologies. ¢
the encrvption into account improve
q for the e , hi 3 FDE utilized lar bullet It
Policy fortheuse of | **" e (_b"'t ”Ei:: o ls:"age{ :"ck"""g Use of Gyt " Mechanisms exist to facilitate the implementation of cryptographic _m“ 'l‘m ':g'f ar buflet points
) retrieval, distribution, withdrawal and deletion of the keys se of Cryptographic " ° without numbering, so
KRY-01-BP3 encryption procedures 4 Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10 e
Controls numbering was added to
and key management cryptographic technologies. ¢
imorove
Taking th e 1t L Land latc bligati d FDE utilized lar bullet It
Policy for the use of | <" the el E_‘”:" ‘egal and regulatory obligations an Use of Gyt " Mechanisms exist to facilitate the implementation of cryptographic _m“ 'l‘m ':g'f ar buflet points
. into se of lographic N . without numbering, so
KRY-01-BP4 neryption procedures Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10 e
Controls numbering was added to
and key management cryptographic technologies. §
imorove
d techi L fi st d
Encryption of datafor (127" ‘a"' ech "Lca ogu 'dmls "::5 . ’: an Use of Gyt " Mechanisms exist to facilitate the implementation of cryptographic
. authentication for the transmission of data of the clou se of lographic N "
KRY-02 transmission (transport Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10
customers (e. g. electronic messages transported via public Controls
encryption) cryptographic technologies.
are
Enoryptionof datafor |, o :am: tecl:mlcal issi f'dm(sm:rxf oud o T Cryptographic mech: t to protect the confidentiality of dat
. it tt ransmission ryptographic mechanisms exist to protect the confidentiality of data
KRY-02 transmission (transport | 2thentication for the transmission of data of the clou Functional | Intersects With CRY-03 yptograp P! ity 8
customers (e. g. electronic messages transported via public Confidentiality being transmitted.
encryption)
are
d techi L fi st d
Enoryption of datafor | o fo e tranemisson ot of e o Cryptographic mechanisms exist t tunauthorized discl
. authentication for the transmission of data of the clou . " N ryptographic mechanisms exist to prevent unauthorizes isclosure
KRY-02 transmission (transport issi Functional | Intersects With | Encrypting Data AtRest |  CRY-05 yptograp P! 5
customers (e. g. electronic messages transported via public of data at rest.
encryption)
are
If data with higher are The SCF considers this guidance
Encryption of data for i Is0 be impl d within the cloud Transmissi Cryptographic mechanisms exist to protect the confidentiality of dat her th i
. t i t It itl tt " - ransmission ryptographic mechanisms exist to protect the confidentiality of data it! 1 it.
KRY-02-DOAR transmission (transport | 31"O"8 enoryption mustalso be implemented within the clou Functional | Intersects With CRy-03 | CTYPtosraR P v 5 rather than a requiremen
provider’s infrastructure. Confidentiality being transmitted.
encryption)
and technical for the ption of
Encryption of sensitive | sensitive data of the cloud customers for the storage are ) ) ) Cryptographic mechanisms exist to prevent unauthorized disclosure
KRY-03 P & Functional | Intersects With | Encrypting Data AtRest |  CRY-05 yptograp P! 8
dataforstorage | established. Exceptions apply to data that cannot be encrypted of data at rest.
for the renderine of the cloud service for reasons. The
Encrytion of sensit e a"d(‘ehcmt‘ca; :‘m:e pion of oyt ek Mechanisms exist to facilitate cryptographic key management
ner ion of sensitive |sensitive data of the cloud customers for the storage are . " ryptographic Ke - - . N " "
KRY-03 P & Functional | Intersects With yptographic Key CRY-09 |controls to protect the confidentiality, integrity and availability of 8
data forstorage | established. Exceptions apply to data that cannot be encrypted Management oys
for the rendering of the cloud service for reasons. The .
Procedures and technical safeguards for secure key Mechanisms exist to facilitate cryptographic key management
Secure key 8! Y ) Cryptographic Key Typtographic key manag
KRY-04 management include at least the following aspects: Functional Subset Of CRY-09 |controls to protect the confidentiality, integrity and availability of 10
management Management
kevs.
Generation of keys for different cryptographic systems and FDE utilized regular bullet points
applications without numbering, so
numbering was added to
X Mechanisms exist to facilitate cryptographic key management improve mappability.
Secure key ) Cryptographic Key o' b ogTap e s
KRY-04-BP1 Functional | SubsetOf CRY-09  [controls to protect the confidentiality, integrity and availability of 10
management Management
keys.
Provisioning and activation of the keys for customers and third FDE utilized regular bullet points
parties involved without numbering, so
numbering was added to
Secureke, Cryptogranhic Ke Mechanisms exist to facilitate cryptographic key management improve mappability.
u i
KRY-04-BP3 Y Functional Subset Of fyptographic Key CRY-09 |controls to protect the confidentiality, integrity and availability of 10
management Management
keys.
secreke Secure storage of own keys (not those of the cloud customers or Crvntomrantic Ko Mechanisms exist to facilitate cryptographic key management FDE utilized regular bullet points
ul " I . PRTSIN . . N "
KRY-04-BP4 manageme"m other third parties) including the description as to how Functional | SubsetOf "::’angag:mem Y CRY-09 |controls to protect the confidentiality, integrity and availability of 10 without numbering, so
users are granted access kevs. was added to
Changing or updating cryptographic keys including policies " N i N FDE utilized regular bullet points
secure ke i eing . P! . hg ryz (‘g P d v . ep " Cryptogranhic Ke Mechanisms exist to facilitate cryptographic key management ot bg, P
u efining under which conditions and in which manner the ) i o oR derap e s out numbering, so
KRY-04-BP5 Y ining under whi it inwhi d Functional Subset Of fyptographic Key CRY-09 |controls to protect the confidentiality, integrity and availability of 10 without numbering,
management  [changes and/or updates are to be realised Management ey numbering was added to
. imorove i
Handling of compromised keys . N . N FDE utilized regular bullet points
secure ke J P 4 Crvptogranhic Ke Mechanisms exist to facilitate cryptographic key management it bg P
ur ) raphi o' b ogTap TS . o ering, so
KRY-04-BP6 v Functional Subset Of fyptographic Key CRY-09 |controls to protect the confidentiality, integrity and availability of 10 without numbering,
management Management o numbering was added to
vs- improve
Withdrawaland deletion of keys, for example in the case of - N ) FDE utilized regular bullet points
Secureke : o s P Crvptogranhic Ko Mechanisms exist to facilitate cryptographic key management ot bg P
ure cot ‘omisi or staff changes " g i . PUNTR " " 0L el , SO
KRY-04-BP7 v mpromising or ng Functional Subset Of fyptographic Key CRY-09 |controls to protect the confidentiality, integrity and availability of 10 without numbering,
management Management numbering was added to

keys.

imorove
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Storage of the keys of the cloud users not at the cloud provider - » ) FDE utilized regular bullet points
> ; Mechanisms exist to facilitate cryptographic key management - !
KRY-04-BP8 Secure key (i-e-atthe cloud user or a trusted third party) Functional |  Subset O Crvptographic Key CRY-09 | controls to protect the confidentiality, integrity and availability of 10 without numbering, so
management Management roge, numbering was added to
improve
See FDE for details.
5.9 CGommunication Functional Ne N/A N/A N/A 0
security Relationship
Based on the results of a risk analysis carried out according to Mechanisms exist to implement security functions as a layered
(05.01 Tochnical safoguards |O1S-08: the cloud provider has implemented technical runctional | interscctewatn | Levered Network NETop |structure that minimizes interactions betwween layers o the design s
safeguards which are suitable to promptly detect and respond Defenses and avoids any dependence by lower layers on the functionality or
to network-based attacks on the basis of irregular incoming or of higher lavers.
Based on the results of a risk analysis carried out according to
(05.01 Tochnical safoguards |O1S-08: the cloud provider has implemente technical Functional | interscets watn | DeniatefSenvice 008) | | Automated mechanisms exist to protect against or limit the effects of .
safeguards which are suitable to promptly detect and respond Protection denial of service attacks.
to network-based attacks on the basis of irregular incoming or
KOS-01 Technical safeguards Based on the results of a risk arjalysls carried out according to Functional Intersects With Boundary Protection NET-03 Mechanisms exist to monitor and control communications at the 5
0I8-06, the cloud provider has technical external network boundary and at key internal boundaries within the
Based on the results of a risk analysis carried out according to
015-06, the cloud provider has implemented technical
safeguards which are suitable to promptly detect and respond Network Intrusion Mechanisms exist to employ Network Intrusion Detection /
K0S-01 Technical safeguards |to network-based attacks on the basis of irregular incomingor | Functional | Intersects With | Detection / Prevention | NET-08 |Prevention Systems (NIDS/NIPS) to detect and/or prevent intrusions 5
outgoing traffic patterns (e. g by MAC spoofing and ARP Systems (NIDS / NIPS) into the network.
poisoning attacks) and/or Distributed Denial- of-Service (DDoS)
attacks.
Intrusion prevention/intrusion detection systems (IDS/IPS) are The SCF considers this guidance,
integrated into an overall SIEM system (security information and rather than a requirement.
event management) so that events from IDS/IPS can be Network Intrusion Mechanisms exist to employ Network Intrusion Detection /
K0S-01-DOAR Technical safeguards |correlated with other events in order to be able to initiate the Functional | Intersects With | Detection/Prevention | NET-08 |Prevention Systems (NIDS/NIPS) to detect and/or prevent intrusions 8
required safeguards (countermeasures) resulting from this. By Systems (NIDS / NIPS) into the network.
means of technical safeguards, it is ensured that no unknown
(nhvsical or virtual) devices ioin the (nhvsical or virtial) network
Physical and virtualised network environments are designed and
configured in such a way that the connections between trusted
- and untrusted networks must be restricted and monitored. At Mechanisms exist to monitor and control communications at the
K08-02 M°""°"{"g O |aefined intervals, it s reviewed whether the use of allsevices, | Functional | Intersects With| Boundary Protection | NET-03  [external network boundary and at key internal boundaries within the 5
connections logs and ports serve a real commercial purpose. In addition, the network.
review also includes the justifications for compensating controls
for the use of logs which are to be insecure.
Physical and virtualised network environments are designed and
configured in such a way that the connections between trusted
- and untrusted networks must be restricted and monitored. At Separate Subnet for Mechanisms exist to implement separate network addresses (e.g.,
K08-02 M°""°"{"g O |efined intervals, ts reviewed whether the use of allservices, | Functional | Intersects With| Connecting to Different | NET-03.8 ~|different subnets) to connect to systems i different security 5
connections logs and ports serve a real commercial purpose. In addition, the Security Domains domains.
review also includes the justifications for compensating controls
for the use of logs which are to be insecure
Each network perimeter is controlled by security gateways. The
system access authorisation for cross- network access is based
on a security assessment on the basis of the customer
requirements. Mechanisms exist to implement a Cross Domain Solution (CDS) to
| cross Domain Solution ° ) : j )
K08-03 Cross-network access Functional | Intersects With 1009 NET-02.3 | mitigate the specific security risks of accessing or transferring 8
information between security domains.
Each network perimeter is controlled by security gateways. The
system access authorisation for cross- network access is based
on a security assessment on the basis of the customer Mechanisms exist to monitor and control communications at the
K0S-03 Cross-network access |auirements. Functional | Intersects With |  Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 5
network.
Each network perimeter is controlled by redundant and high- The SCF considers this guidance
availability security gateways. The system access authorisation rather than a requirement.
for cross- network access is based on a security assessment on Mechanisms exist to implement security functions as a layered
(05.03.D0AR Cross network access | (e basis of the customer requirements. Functional | inersectewan | Levered Network NETop |structure that minimizes interactions between layers of the design s
Defenses and avoids any dependence by lower layers on the functionality or
correctness of higher layers.
There are separate networks for the administrative management Automated mechanisms exist to separate network appliance
(0.0 Networks for |of the infrastructure and for the operation of management Functionat | interscets witn | NetworkDevicePlane | |functions (e.g., management, control and data planes) to prevent s
administration  [consoles, which are separated logically or physically by the Segmentation ordinary traffic from accessing functions that:
network of the cloud and are protected against (1) Manage network and/or
Segrogation of data |"® 4218 traffic njointy used network environments is istto etwork within
KOS-05 traffic in jointly used | S¢8regated according to documented concept for the logical Functional | Intersects with | \etWork Segmentation | e o work toisolate Assets, 5
network environments segmentation between the cloud customers on the network (macrosegmentation) and/or Services (TAAS) from other network resources.
levelin orderto the confi and integrity of the
The data traffic in jointly used network environments is Mechanisms exist o isolate sensitive and/or regulated data enclaves
of data accordingto concept for the logical Segregation From (secure zones) from corporate-provided IT resources by providing
KOS-05 traffic in jointly used  [segmentation between the cloud customers on the network Functional Intersects With Enterprise Services NET-06.4 |enclave-specific IT services (e.g., directory services, DNS, NTP, ITAM, 5
network levelin order to the confi and integrity of the antimalware, patch management, etc.) to those isolated network
data
Inthe case of laaS/Paa$, the secure separation is ensured by The SCF considers this guidance
physically separated networks or by means of strongly rather than a requirement.
encrypted VLANs. . Mechanisms exist to enable Virtual Local Area Networks (VLANS) to
Segregation of data Virtual Local Area limit the ability of devices on a network to directly communicate with
KOS-05-DOAR traffic in jointly used Functional | Intersects With | Network (VLAN) NET-06.2 ! e " 3
. other devices on the subnet and limit an attacker's ability to laterally
network environments Separation N N N
move to compromise neighboring systems.
The architecture of the network is documented comprehensibly Mechanisms exist to maintain network architecture diagrams that:
Documentation of the |14 €Urrently (e. &in the form of diagrams) in order to avoid Network Diagrams & (1) Contain sufficient detail to assess the security of the network's
K08-06 otwork topalogy | ST I the management during ive operation and ensure Functional | Intersects With | Data Flow Diagrams |  AST-04 |architecture; 8
timely restoration according to the contractual duties in the (DFDs) (2) Reflect the current architecture of the network environment; and
event of damage. Different le.g. i (3) Document all sensitive and/or regulated data flows.
Policies and instructions with technical and organisational Mechanisms exist to obtain, protect and distribute administrator
- safeguards in order to protect the transmission of data against ) for Assets, and/or Services
Policies for data ) Documentation °
K0S-07 ised ption, copying, i Intersects With " TDA-04  |(TAAS) that describe: 8
transmission Y Requirements ) - . .
or (e. g use of encryption) are (1) Secure configuration, installation and operation of the TAAS;
and orovided according to SA-01. () Effective use and of security features/functions: and
The non-di or confidentiali tobe
concluded with internal employees, external service providers - Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
Confidentiality ) ) Confidentiality ° S xistic
K0s-08 aareoment and suppliers of the cloud provider are based on the Functional | Intersects With reroomonts HRS-06.1 |similar confidentiality agreements that reflect the needs to protect 5
requirements of the cloud provider in order to protect data and operational details, or both employees and third-parties.
data and business details. The Il must

Secure Controls Framework (SCF)

190f28



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

he he

STRM

FDE Name

k. Y pping:

Focal Document Element (FDE) Desc:

STRM
Rationale

STRM
Relationship

[LLELEEININE Germany - Cloud Computing Compliance C ols Catalogue (C5) (2020)

b

und. IDocs/Ds loudC

ontrolsCatalogue-

Focal D¢

it URL:

f-stri d

STRM URL:

5-2020.pdf

Confidentiality

If to the or

agreements result from the review, the internal and external
employees of the cloud provider must be informed about this
and new confirmations shall be obtained.

Human Resources

Mechanisms exist to facilitate the implementation of personnel

The SCF considers this guidance
rather than a requirement.

KOS-08-DOAR Functional | SubsetOf " HRS-01 ° 10
agreement Security Management security controls.
See FDE for details.
Portability and No
5.10 ) Y Functional - N/A N/A N/A 0
interoperability Relationship
In order to guarantee the interoperability of cloud services, data
regarding documented input and output interfaces and in
recognised industry standards (e. g. the Open Virtualization
Format for virtual appliances) is available in order to support the
communication between different components and the
migration of applications.
Use of public APIs and Aoplication P Mechanisms exist to ensure support for secure interoperability
se of public APIs an: cation Programmin
PI-01 se ot P! Functional | Intersects With | **° ¢ 8| cLp-0a  |between with i Interfaces 5
industry standards Interface (API) Security
(APIs).
I der tc tee the ints bili f cloud , dat
Use of public APIs and n orl :_' “dg“am" e:: y o :m":mt‘ '“‘“’tc ;’“ “N'dc_es aa Data Handling & Mechanisms exist to ensure cloud providers use secure protocols for
se of public APIs and | regarding documented input and output interfaces and in ata Handlin ’
P01 ; ‘Z loAvs garding e Pt l: e s Functional | Intersects With e e CLD-07 theimport, export and management of data in cloud-based 5
indus g ortabili
i industry (e g the Open Virtualization Y Technology Assets, Applications and/or Services (TAAS).
Format for virtual is available in order to support the
Use of public APIs and |In order to guarantee the interoperability of cloud services, data Data & Asset Mechanisms exist to ensure data and assets are categorized in
P01 P! ortog perability € Functional | Intersects With DCH-02 g 5
industry standard: input and output interfaces and in Cl with statutory, regulatory and
At the end of the contract, the cloud customer can request the
data to which they are entitled according to the contractual Mechanisms exist to ensure cloud services are decommissioned so
i k diti , i the cloud id d Cloud Infrastructure that data is securely transitioned to new systems or archived in
PI-02 Export of data ramework conditions, from the cloud provider and receives Functional | Intersects With CLD-01.2 Y Y 5
them in processable electronic standard formats such as CSV Offboarding with , aswellas
or XML. statutory, regulatory and contractual obligations.
At the end of the contract, the cloud customer can request the
?a‘a to WTCh “:y are ef""“eiacfori‘"g t°;he coz"acmal Data Handling & Mechanisms exist to ensure cloud providers use secure protocols for
iti , R ata Handlin, N
PI-02 Export of data ramework conditions, from the cloud provider and receives Functional | Intersects With e CLD-07  |the import, export and management of data in cloud-based 5
them in processable electronic standard formats such as CSV Portability
Technology Assets, Applications and/or Services (TAAS).
or XML.
At the end of the contract, the cloud customer can request the
data to which they are entitled according to the contractual
fi k diti , i the cloud id d Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation
PI-02 Export of data ramework conditions, from the cloud provider and receives Functional | Intersects With ¥ Regulatory CPL-01 P! 3
them in processable electronic standard formats such as CSV Contractual Compliance of relevant statutory, regulatory and contractual controls.
or XML.
If no individual agreements between the cloud provider and
) | cloud customer regutate the interoperability and portability of , Mechanisms exist to ensure cloud providers use secure protocols for
Policy for the portability e perability and p Y ) ) Data Handling & ° P! P!
PI-03 o iy |he data, policies and instructions with technical and Functional | Intersects With o CLD-07  [the import, export and management of data in cloud-based 5
and interoperabili ortabili
P v i g are and Y Technology Assets, Applications and/or Services (TAAS).
orovided according to SA-01 in order to ensure the
The cloud provider uses secure network protocols for the import
and export of information as well as for the management of the , Mechanisms exist to ensure support for secure interoperability
Secure data import and ) | Application Programming °
PI-04 service in order to ensure the integrity, confidentiality and Functional | Intersects With CLD-04 [between with Interfaces 5
export vice! Interface (API) Security
availability of the transported data. (aPIs).
The cloud provider uses secure network protocols for the import
and export of information as well as for the management of the ) c existto stron
Secure data import and P & ) | safeguarding Data Over " s
PI-04 - service in order to ensure the integrity, confidentiality and Functional | Inersects Wit | >0 * 18 24 NET-12  |and security protocols to safeguard sensitive and/or regulated data 5
expo en Networks
P availability of the transported data. P during transmission over open, public networks.
Both when changing the storage media for maintenance
purposes and upon request of the cloud customer or the Mechanisms exist to ensure cloud services are decommissioned so
) termination of the contract relationship, the content data of th ) | cloud Infrastructure that data is securely transitioned to new systems or archived in
PI-05 Secure deletion of data |'/™211N 07 the contract retationship, the contentdata ofhe | gy orignat | Intersects With CLD-01.2 v v 8
cloud customer, including the data backups and the meta data Offboarding with , aswellas
(as soon as they are no longer required for the proper statutory, regulatory and contractual obligations.
of the and billing). is deleted
Both when changing the storage media for maintenance Mechanisms exist to sanitize system media with the strength and
) urposes and upon request of the cloud customer or the ' ) System Media integrity commensurate with the classification or sensitivity of the
PI-05 Secure deletion of data [P pon req Functional | Intersects With ystem Me DCH-0g | Mtegrity comm ? ° Y 5
termination of the contract relationship, the content data of the Sanitization information prior to disposal, release out of organizational control or
cloud customer. including the data backups and the meta data release for reuse.
Procurement, |See FDE for details.
development and No
511 P Functional e N/A N/A N/A 0
maintenance of Relationship
systems.
Policies and instructions with technical and organisational
guards for the proper and/or of
" information systems for the development or operation of the
Policies for the " N o N " .
cloud service, including middleware, databases, operating Mechanisms exist to facilitate the implementation of tailored
development/ Technology Development -
BEI-01 systems and network are Subset Of ove TDA-01  |development and acquisition strategies, contract tools and 10
procurement of 2 " » & Acquisition § !
" communicated and provided according to SA-01. The policies procurement methods to meet unique business needs.
information systems
and instructions describe at least the following aspects:
Security in software development methods in compliance with FDE utilized regular bullet points
security standards established in the industry (e. g. OWASP for without numbering, so
policies forthe | Web applications) _—— numbering was :dﬁed to
ecure Software X improve mappability.
development/ exist to develo based on Secure Software
BEI-01-BP1 P! Functional | Intersects With | Development Practices | TDA-06 ¢ P 8
procurement of ssDP) Development Practices (SSDP).
information systems
Policies for the Security of the development environment (e. g. separate Separation of Mechanisms exist to manage separate development, testing and FDE utilized regular bullet points
Development, Testi operational environments to reduce the risks of unauthorized access
BEI-01-BP2 Functional | Intersects With | Do 0 0PNt TESNE | pp g |OPErationalenvironments to reduce the risks of unauthori 8 without numbering, so

procurement of
systems

and Operational

or changes to the operational environment and to ensure no impact
to ion T Assets. Applications and/or Services

numbering was added to
imorove
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Policies for the
development/

Programming policies for each programming language used (e.
g regarding buffer overflows, hiding internal object references
towards users)

Programming Language

Mechanisms exist to:
(1) Define organization-approved i for

FDE utilized regular bullet points
without numbering, so
numbering was added to
improve mappability.

BEI-01-BP3 Functional | Intersects With ] TDA-06.7 3
procurement of Selection software development; and
information systems (2) Document the justification for selection decisions.
Policies forthe | Security in version control FDE utilized regular bullet points
devel v Seaure Software ist to devel based on Secure Softw: ithout numberi
evelopmen ’ ) ° exist to develo ased on Secure Software without numbering, so
BEI-01-BP4 P! Functional | Intersects With | Development Practices | TDA-06 P 3 e
procurement of ssP) Development Practices (SSDP). numbering was added to
systems improve i
boticies for the | O the procurement, products which were certified according to The SCF considers this guidance,
the “Common Criteria for Information Technology Security Secure Software ) rather than a requirement,
development/ ' ’ ° ) ) ) exist to develop based on Secure Software
BEI-01-DOAR Evaluation” (abbreviated: Common Criteria - CC) accordingto | Functional | Intersects With | Development Practices |  TDA-06 5
procurement of 8 - Development Practices (SSDP).
' evaluation level EAL 4 are preferred. If uncertified products are (sSDP)
information systems
orocured although certified broducts are available. this must be
i i Adequate Security for
out ingof th I“:‘e dEVEl:me"; of t‘h: (;Lou.d se':”cel'm paris:het'eoz/‘s s uv(‘ P lty‘ " Mechanisms exist to protect sensitive and/or regulated data that is
utsourcing of the |outsourced regarding the design, development, test and/or ) ensitive / Regulate ° )
BEI-02 e ¢ garding o pr ¢ Functional Subset Of g IA0-03.2 |collected, developed, received, transmitted, used or stored in 10
development provision of source code of the cloud service, a high level of Data In Support of
" support of the performance of a contract.
security is reauired. Therefore. at least the following aspect Contracts
vt Ifl:\e develdapmendl of t!hhs (;Lou.d se;v'\cellor par[(s(lhe(reo;}/‘ws Secure Software s oesaone o
utsourcing of the |outsourced regarding the design, development, test and/or ’ ) ) exist to develo ased on Secure Software
BEI-02 e ¢ garding o pr ¢ Functional | Intersects With | Development Practices | TDA-06 P 8
development provision of source code of the cloud service, a high level of (sSDP) Development Practices (SSDP).
securitv is reauired. Therefore. at least the following aspect:
Requirements for a secure software development process FDE utilized regular bullet points
(especially design, development and testing) Adequate Securityfor without numbering, so
. n Mechanisms exist to protect sensitive and/or regulated data that is numbering was added to
Outsourcing of the ) Sensitive / Regulated ° )
BEI-02-BP1 Functional | SubsetOf 1A0-03.2 | collected, developed, received, transmitted, used or stored in 10 improve mappability.
development Data In Support of
support of the performance of a contract.
Contracts
Provision of evidence demonstrating that adequate testing was FDE utilized regular bullet points
i i Adequate Security for i il
out g of th carried out by the external service provider s qv( P ltyt " Mechanisms exist to protect sensitive and/or regulated data that is W'mc:l numbe"r‘f‘; SZ
utsourcing of the ensitive / Regulate: N N 1
BEI-02-BP2 e Functional Subset Of g 1A0-03.2 |collected, developed, received, transmitted, used or stored in 10 numbering was added to
development Data In Support of improve mappability.
support of the performance of a contract.
Contracts
Acceptance test of the quality of the services rendered FDE utilized regular bullet points
If i i Adequate Security for i il
. accor:mg(othe functional and nonfunctional requirements poquet S ltyt g Mechanisms exist to protect sensitive and/or rogulated data thatis wumc:( numbenni *
utsourcing of the ensitive / Regulate N N 1
BEI-02-BP3 e agreed upon Functional Subset Of g 1A0-03.2 |collected, developed, received, transmitted, used or stored in 10 numbering was added to
development Data In Support of improve mappability.
support of the performance of a contract.
Contracts
Th tht t¢ bject the d { it d trols t Adequate Security for FDE utilized lar bullet It
out ngotthe | E‘”g LD subject de E‘: opment process and controls to s qv( P ltyt " Mechanisms exist to protect sensitive and/or regulated data that is n u I(‘ZE :g” ar buflet points
utsourcing of the | testing, also on a random basis ensitive / Regulate c ) without numbering, so
BEI-02-BP4 s 8 Functional | SubsetOf 8 1A0-03.2 | collected, developed, received, transmitted, used or stored in 10 8
development Data In Support of numbering was added to
support of the performance of a contract.
Contracts improve i
Policies and instructions with technical and organisational
Policies for changes to | safeguards for the proper management of changes to Change Management Mechanisms exist to facilitate the implementation of a change
BEI-03 e 8 prop: 8 & Functional | SubsetOf & & CHG-01 P & 10
systems systems for the or operation of the Program management program.
cloud service. including . operating
Criteria for the classification and prioritisation of changes and FDE utilized regular bullet points
Policies for changes to i Change Management Mechanisms exist to facilitate the implementation of a change i i
BE103.8P1 g related requirements for the type and scope of tests to be Functional SubsetOf g g CHB-01 P g 10 without numbering, so
information systems |carried out and permits to be obtained Program management program. numbering was added to
improve i
Requirements for the notification of affected cloud customers FDE utilized regular bullet points
Policies for changes to Change Management Mechanisms exist to facilitate the implementation of a change i i
BEI-03-BP2 # tothe @ Functional | SubsetOf & & CHG-01 P & 10 without numbering, so
information systems Program management program. numbering was added to
improve i
Requirements for the notification of affected cloud customers FDE utilized regular bullet points
to the gl without numbering, so
numbering was added to
Policies for changes to Stakeholder Notification exist to ensure are made aware of and I
BEI-03-BP2 é Functional | Intersects With CHG-05 8 improve mappabiliy.
information systems of Changes understand the impact of proposed changes.
R its for th tati f test: L as for the FDE utili 1: llet It
Policies for ch . eq[f"er_"e" sdm E_dcjm:e" ation oftests as well as for the Test, Validate & Mechanisms exist to appropriately test and document proposed N hu lized V:g‘f arbullet points
olicies for changes to |application and permit of changes . est, Validate " " without numbering, so
BEI-03-BP3 e PP! permi & Functional Subset Of CHG-02.2 |changes in a non-production environment before changes are 10 ing,
information systems Document Changes na numbering was added to
improve i
R its for th tati f ch to th tem, FDE utili 1: llet It
et toren . equwemen: or :documen ation of changes to the system vt Mechanisms exist to appropriately test and document proposed .hu ilized vbeglf ar bullet points
olicies for changes to |operating and user documentation . est, Validate " " without numbering, so
BEI-03-BP4 e perating i Functional Subset Of CHG-02.2 |changes in a non-production environment before changes are 10 ing,
information systems Document Changes na numbering was added to
improve i
The principal of a change performs a risk assessment
Risk of ) on obj Security Impact Analysis Mechanisms exist to analyze proposed changes for potential securit
BEI-04 Al objects which might be affected Functional | Intersects With ty lmp: YIS Ghe-03 yze prop ges for p Y 8
changes by the change are assessed with regard to potential impacts. for Changes impacts, prior to the implementation of the change.
The result of the risk is i
‘Allchanges are categorised on the basis of a risk assessment (6.
Categorisationof  |g, as insignificant, signifi Change Management Mechanisms exist to facilitate the implementation of a change
BEI-05 gas of impacts)inorderto | g cional | Intersects With B & CHG-01 sms ext ” mP! ! & 8
changes obtain an appropriate authorisation prior to making the change Program management program.
available to the i
Allchanges are prioritised on the basis of a fisk assessment (e.
Prioritisation of g Change Management Mechanisms exist to facilitate the implementation of a change
st106 foritisati g as low, normal, high, emergency) in order to obtain an Functional | Intersects with g g cHo.01 isms exi i impl i g .
changes appropriate authorisation prior to making the change available Program management program.
to the. i i
Allchanges are prioritised on the basis of a fisk assessment (e.
) . . as low, normal, high, emergency) in order to obtain an N . " : " "
Prioritisationof | & 35 1OW et rgency) in order ' . | security Impact Analysis Mechanisms exist to analyze proposed changes for potential security
BEI-06 appropriate authorisation prior to making the change available | Functional | Intersects With CHG-03 | " § ¢ 8
changes ! ! for Changes impacts, prior to the implementation of the change.
to the production environment.
All changes are prioritised on the basis of a risk assessment (e. Mechanisms exist to conduct recurring assessments of risk that
priortisationof | & @ (oW normal, high, emergency) in order to obtain an includes the likelihood and magnitude of harm, from unauthorized
foritisati ) ) ' ) i A
BEI-06 honges appropriate authorisation prior to making the change available | Functional | Intersects With | Risk Assessment RSK-04 |access, use, or of 8
to the production environment. the organization's Assets, Services and/or
Data (TAASD).
‘Allchanges to the cloud service are subjected to tests (e. g. for - )
! '8 o e . Mechanisms exist to appropriately test and document proposed
, , security and user during ) ) Test, Validate & opriatel
BEI-07 Testing changes Functional | Intersects With CHG-02.2 |changes in a non-production environment before changes are 8
the development and before they are made available to the Document Changes ¢ o "
ion envi The tests are carried out bv
Processes are defined in order to be able to roll back required Mechanisms exist to facilitate the implementation of a change
changes as a result of errors or security concerns and restore ) | change Management anagement program.
BEL-08 Rollback of changes ng resultof errors or security concerns and restor Functional | Intersects With ¥ o CHG-01 |Management program 5
affected systems or services into its previous state. Program
Processes are defined in order to be able to roll back required Mechanisms exist to govern the technical configuration change
changes as a result of errors or security concerns and restore y . control processes.
) | configuration Change
BEI-08 Rollback of changes | affected systems or services into its previous state. Functional | Intersects With CHG-02 5

Control
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FDE# FDE Name Focal Document Element (FDE) Desc SCF Control SCF# (B5R) 8 Note
Rationale _Relationship Relationship
Before a change is released to the production environment, it
must be reviewed by an authorised body or a corresponding
) committee whether the planned tests have been completed , Mechanisms exist to appropriately test and document proposed
Review of proper ) ) Test, Validate & ° opriate
BEI-09 successfully and the required approvals are granted. Functional | Intersects With CHG-02.2  |changes in a non-production environment before changes are 3
testing and approval Document Changes ¢ o lon en
i
Before a change is released to the production environment, it
Review of t be reviewed b thorised bod di Managemant Approval ist t L df
eview of proper | must be reviewed by an authorised body or a correspondin ’ ) exist to ensure approvals are required for
BEI-09 prop > Y y ponding Functional | Intersects With | For New or Changed | I1AC-28.1 PP q 3
testingand approval |committee whether the planned tests have been completed n . new accounts or changes in permissions to existing accounts.
ccounts
and the reauired aporovals are granted.
At least every three months, it is reviewed for an appropriate Mechanisms exist to govern the technical configuration change The SCF considers this guidance,
Review of proper Configuration Change ) i y
BE1.09.D0AR proper |random sample of changes mad to the production ‘ Functional | Intersects with g g | ugop |cOntrOlprocesses s rather than a requirement
testingand approval |environment (i. e. at least 10% of all changes completed during Control
this period of time) whether the internal reauirements regarding
Emergency changes are to be classified as such by the change
manager who creates the change documentation before _—
) ) Mechanisms exist to govern change management procedures for
BEI-10 Emergency changes |applying the change tothe production environmen. Afterwards | Functional | Interseots With | Emergency Changes | CHG-07 || 5278100 18 5
gt a emergency” changes.
(e. g within 5 working days), the change manager supplements
the change witha and the result of
Emergency changes are to be classified as such by the change
manager who creates the change documentation before : Mechanisms exist to document the results of "emergency” changes,
. | Documenting Emergency )
BEI-10 Emergency changes | applying the change to the production environment. Afterwards | Functional | Intersects With e CHG-07.1 |including an explanation for why standard change management 5
anges
(e. g within 5 working days), the change manager supplements procedures could not be followed.
the change witha and the result of
Producti ts ted physically L 1y " N
roduction environments are separated physically or logically Mechanisms exist to manage separate development, testing and
by non-production environments in order to avoid unauthorised Separation of
N o ) Devet rosti operational environments to reduce the risks of unauthorized access
totl ti ta. t it . § evelopment, Testin, N N N
BEI-11 System landscape | 2©089S Of changestotthe production data. Production data is Functional | Intersects With P! i e TDA-08  [or changes to the operational environment and to ensure no impact 8
not replicated in test or development environments in order to and Operational
! X to T Assets, and/or Services
maintain their confidentiality. Environments TARS).
Change include role-based exist to prohibit changes, unless
authorisations in order to ensure an appropriate separation of organization-approved change requests are received.
duties regarding the development, release and migration of
changes between the environments.
BEI-12 Separation of functions Functional | Intersects With | Prohibition Of Changes | CHG-02.1 5
Change include role-bs d existto and maintain of Duties
authorisations in order to ensure an appropriate separation of (SoD) to prevent potential inappropriate activity without collusion.
duties regarding the development, release and migration of
changes between the environments.
Separation of Duties
BEI-12 Separation of functions Functional | Intersects With | " oy HRS-11 5
o
Change include role-b: d exist to enforce Role-B: d Access Control (RBAC) for
authorisations in order to ensure an appropriate separation of Role-Based Access Technology Assets, Applications, Services and/or Data (TAASD) to
BEI-12 Separation of functions | duties regarding the development, release and migration of Functional | Intersects With Control (RBAC) IAC-08 restrict access to individuals assigned specific roles with legitimate 5
changes between the environments. business needs.
FDE fc tails.
Control and monitoring |SESREEIREEERLE N
o
512 of service providers Functional e N/A N/A N/A 0
Relationship
and suppliers
Policies for the Policies and instructions for ensuring the protection of
handlingofand  [information accessed by other third parties (e. g service ) , Mechanisms exist to facilitate the implementation of third-par
DLL-01 e Y parties (e. g Functional SubsetOf | Third-Party Management |  TPM-01 P party 10
security requirements |providers and/or suppliers of the cloud provider), who management controls.
for service providers | contribute si parts tothe or operation of
Policies for the Policies and instructions for ensuring the protection of exist to require for
handlingofand i ies (e. g servi Third-Party Contract security, compliance and resilience requirements with third-parties,
DLL-01 g information accessed by other third parties (e. g. service Functional | Intersects With y TPM-05 y, Pl .l p s
security requirements |providers and/or suppliers of the cloud provider), who Requirements reflecting the organization's needs to protect its Technology Assets,
for service providers | contribute si partstothe or overation of Services and/or Data (TAASD).
Policies for the | Definition and description of minimum security requirements Mechanisms exist to establish control objectives as the basis for the FDE utilized regular bullet points
handling of and i Define Control i ization" i i
LT8R g with regard to the information processed, which are basedon | sovos |setection. and of the s s without numbering, so
security industry standards such as ISO/IEC 27001 Objectives internal security, compliance and resilience control system. numbering was added to
for service providers imorove i
Definition and description of minimum security requirements Mechanisms exist to compel data and/or process owners to select FDE utilized regular bullet points
with regard to the information processed, which are based on required security, compliance and resilience controls for Technology without numbering, so
recognised industry standards such as ISO/IEC 27001 Assets, Applications, Services and/or Data (TAASD) under their numbering was added to
Poiies for the control. improve mappability.
handling of and
security re rements
DLL-01-BP1 Uity requ Functional | IntersectsWith | Select Controls GOV-15.1 5
for service providers
and suppliers of the
cloud provider
Definition and description of minimum security requirements FDE utilized regular bullet points
with regard to the information processed, which are based on without numbering, so
recognised industry standards such as ISO/IEC 27001 numbering was added to
Policies for the ) ) ” ) N improve mappability.
N Mechanisms exist to facilitate the implementation of industry-
handling of and . N Ny o
security requirements Secure Enginearin recognized security, compliance and resilience practices in the
urity requi ure Engineer
DLL-01-BP1 ty req Functional | Intersects With > Eng 2 SEA-01 i design, i and 5
for service providers Principles
and suppliers of the of T gy Assets, and/or Services
uppli
PP (TAAS).
cloud provider
Policies forthe | Definition and description of minimum security requirements FDE utilized regular bullet points
handlingofand  [with regard to the information processed, which are based on exist to require i for without numbering, so
sea i tandard Third-Party Contract security, compliance and resilience requirements with third-parties, i
DLLO1.8PT urity industry such as ISO/IEC 27001 Functional | Intersectewitn | Third-Party Contr M08 urity, compli resilience requir with third-parti s numbering was added to

for service providers
and suppliers of the

cloud provider

Requirements

reflecting the organization's needs to protect its Technology Assets,
Applications, Services and/or Data (TAASD).

improve mappability.
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Policies for the
handling of and
security requirements

Legal and regulatory requirements, including data protection,
intellectual property right, copyright, handling of meta data (see
RB-11) as well as a description as to how they are ensured (e. g.

Statutory, Regulatory &

Mechanisms exist to facilitate the identification and implementation
of relevant statutory, regulatory and contractual controls.

FDE utilized regular bullet points
without numbering, so
numbering was added to

DLL-01-8P2 Functional | Intersects With ° cpL01 5
for service providers |site of data processing and liability, see surrounding parameters Contractual Compliance improve mappability.
and suppliers of the ~ [for transparency)
cloud provider
Policies for the |Legal and regulatory requirements, including data protection, FDE utilized regular bullet points
handlingofand  [intellectual property right, copyright, handling of meta data (see exist to require for without numbering, so
DLL01.8P2 security requirements.RB-11) as well as a description as to how they are ensured (e.g | ¢ oo f | Third-Party Contract || security, compliance and resilience requirements with third-parties, s numbering was added to
for service providers |site of data and liability, see surrounding Requirements reflecting the organization's needs to protect its Technology Assets, improve mappability.
and suppliers of the |for transparency) Applications, Services and/or Data (TAASD).
cloud provider
Policies for the |Legal and regulatory requirements, including data protection, FDE utilized regular bullet points
handlingofand  [intellectual property right, copyright, handling of meta data (see st o ensure ccouriy, and without numbering, so
DLL01.8P2 security requirements |R8-11)as well as adescription as o howthey are ensured (e.&. | ¢l Gontract FowDown | o oo | BT R B R s hat flowdown to s numbering was added to
for service providers |site of data and liability, see surrounding Requirements y N improve mappability.
applicable sub-contractors and suppliers.
and suppliers of the |for transparency)
cloud provider
Policies for the | Requirements for incident and vulnerability management FDE utilized regular bullet points
handling of and i and when exist to require for without numbering, so
DLLO1.BP3 security requirements | malfunctions) Functional | interscetewatn | Third-Party Contract | |sccurity, compliance and resilience requirements with third-parties, s numbering was added to
for service providers Requirements reflecting the organization's needs to protect its Technology Assets, improve mappability.
and suppliers of the Applications, Services and/or Data (TAASD).
cloud provider
Policies for the | Disclosure and contractual obligation to the minimum security FDE utilized regular bullet points
handlingofand  [requirements also to subcontractors if they do not only exist to require for without numbering, so
LLot-BPe security req ibute insignificant parts to the oroperationof | L L iterscts wiy | TT-PartyContract | security, compliance and resilience requirements with third-partes, s numbering was added to
for service providers | the cloud service (e. g. service provider of the computing centre) Requirements reflecting the organization's needs to protect its Technology Assets, improve mappability.
and suppliers of the Applications, Services and/or Data (TAASD).
cloud provider
Policies for the | Disclosure and contractual obligation to the minimum security FDE utilized regular bullet points
handlingofand  [requirements also to subcontractors if they do not only without numbering, so
exist to ensure security, and
DLL-01-BP4 security req parts to the oroperation of | ¢ ional | intersectswith | COACtFOWDOWN 1o o6 5 | resitience requirements are included in contracts that flow-down to 5 numbering was added to
for service providers the cloud service (e. g. service provider of the computing centre) Requirements improve mappability.
applicable sub-contractors and suppliers.
and suppliers of the
cloud provider
Policies for the | Subcontractors of the cloud provider are contractually obliged The SCF considers this guidance
handlingofand  [to grant the cloud provider auditing rights regarding the st o ensur coouriy, nd rather than a requirement.
DLL-01-DOAR security req ofthe ated internal control system as Functional | Intersects With | COMCtFOW-DOWN 1o o6 5 | resitience requirements are included in contracts that flow-down to 5
for service providers | wellas with respect to the compliance of the security Requirements
applicable sub-contractors and suppliers.
and suppliers of the | requirements agreed upon. The subcontractor can also
cloud provider evidence by : ortificates
Monitoring of the Procedures for the regular monitoring and review of agreed Mechanisms exist to facilitate the implementation of third-party
rendering of services [services and security requirements of third parties (e.g. service management controls.
LL02 and security | providers andor supliers of the cloud provider) who contibute | ¢ g o 10
requirements for |essential parts to the development or operation of the cloud
service providers and [service are established. The safeguards include at least the
suppliers of the cloud |followine asnects: _Identified are sublected to a risk
Monitoring of the | Procedures for the regular monitoring and review of agreed Mechanisms exist to monitor, regularly review and assess External
rendering of services [services and security requirements of third parties (e.g. service Service Providers (ESPs) for compliance with
LL02 andsecurity | providers and/or suppliers of the cloud provider) who contribute | ol | Reviewof Third-Party || requitements for security, compliance and resilience controls. .
requirements for |essential parts to the development or operation of the cloud Services
service providers and [service are established. The safeguards include at least the
suppliers of the cloud |following asnects: _Identified are sublected to a risk
Regular review of service reports (e. g. SLA reports) if they are Mechanisms exist to monitor, regularly review and assess External FDE utilized regular bullet points
Monitoring of the | provided by third parties Service Providers (ESPs) for compliance with without numbering, so
rendering of services requirements for security, compliance and resilience controls. numbering was added to
and seourity . ’ improve mappability.
DLL-02-BP1 requirements for Functional Subset Of Review of Third-Party | 1o g 10
service providers and Services
suppliers of the cloud
provider
Review of security-relevant incidents, or Mechanisms exist to monitor, regularly review and assess External FDE utilized regular bullet points
Monitoring of the |failures and interruptions that are related to the service Service Providers (ESPs) for compliance with without numbering, so
rendering of services requirements for security, compliance and resilience controls. numbering was added to
and seourity . ’ improve mappability.
DLL-02-8P2 requirements for Functional Subset Of Review of Third-Party | 1o g 10
service providers and Services
suppliers of the cloud
provider
Unscheduled reviews after essential changes o the Mechanisms exist to monitor, regularly review and assess External FDE utilized regular bullet points
Monitoring of the i or . The must be Service Providers (ESPs) for compliance with without numbering, so
rendering of services |assessed by the cloud provider and documented requirements for security, compliance and resilience controls. numbering was added to
andsecurity | comprehensibly for audits ) Roview of Third-Party improve mappability.
DLL-02-8P3 requirements for Functional | SubsetOf TPM-08 10
service providers and Services
suppliers of the cloud
provider
Monitoring of the foran real-time monitoring of the service The SCF considers this guidance
rendering of services capacity, as well as elimination of rather than a requirement.
andsecurity | malfunctions) are established to be able to monitor compliance No
DLL-02-DOAR requirementsfor  |with the service level agreements agreed upon and to promptly | - Functional | oLt N/A N/A N/A 0
service providers and | respond to deviations. At least once a year, an auditis
suppliers of the cloud |performed by independent, external auditors or qualified
provider of the cloud nrovider in order to review the.
See FDE for details.
5.13 Security incident Functional L N/A N/A N/A 0
management Relationship
Policies and instructions with technical and organisational existto and govern and
guards are icated and provided to facilitate an organization-wide response capability
Responsibilies and_| *CCOrdiNE 0 SA-01 inorder o ensure a fast,effective and ) Incident Response for ity and data p \ated Incidents,
sIM-01 proper response to all known security incidents. Onthe partof | Functional | ~Subset Of IRO-01 10

procedural model

the cloud provider, at least the roles listed in OIS-03 must be
filled, for the

prioritisation and
of securitv incidents defined and interfaces with the.

Operations
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Instructions are given as to how data of a suspicious system can The SCF considers this guidance
be collected in the event of a security incident so that it can be rather than a requirement.
used as evidence. Moreover, there are analysis plans for typical
security incidents as well as an evaluation method so that the
information collected will not lose its evidentiary value during a

" bities and subsequent legal appraisal. Ghain of Gustody & Mechanisms exist to perform digital forensics and maintain the
esponsibilities an ain of Custo

SIM-01-DOAR P Functional | Intersects With stody IRO-08  [integrity of the chain of custody, in accordance with applicable laws, 8

procedural model Forensics )
regulations and industry-recognized secure practices.
Classification of All customer systems are classified according to the Data & Asset Mechanisms exist to ensure data and assets are categorized in
SIM-02 4 ding Functional | Intersects With DCH-02 > ? & 3
customer systems (SLA) between the cloud provider and cloud c with statutory. regulatory and
All customer systems are classified according to the Mechanisms exist to reclassify data, including associated
(SLA) between the cloud provider and cloud Technology Assets, Applications and/or Services (TAAS),
customer regarding the criticality for the rendering of services. commensurate with the security category and/or classification level
The assignment of classifications is reviewed regularly as well of the information.
as after essential changes/events for all customer systems.
Deviations are followed up and eliminated in a timely manner.
Classification of i
SIM-02 Moreover, the classification shows which parameters regarding |  £nctional | Intersects With |  Data Reclassification | DCH-11 3
customer systems [ the recovery of a system were agreed upon with the cloud
customer.
Events which could represent a security incident are classified, Mechanisms exist to identify classes of incidents and actions to take
prioritised and subjected to a cause analysis by qualified to ensure the continuation of organizational missions and business
SiM03 Processing of security |personnel of the cloud provider or in connection with external Functional | intersects witn | Meident Classification& | o |functions. .
incidents security service providers. Prioritization
Events which could represent a security incident are classified, Mechanisms exist to maintain and make available a current and
prioritised and subjected to a cause analysis by qualified viable Incident Response Plan (IRP) to all stakeholders.
personnel of the cloud provider or in connection with external
| security service providers.
Processing of securit Incident Response Plan
SIM-03 e v Functional | Intersects With P IRO-04 8
incidents (IRP)
After a security incident has been processed, the solution is exist to timely-report incidents to
documented according to the contractual agreements and the (1) Internal stakeholders;
report is forwarded for final information or, if necessary, as (2) Affected clients & third-parties; and
Dy and nfirmation to the affected. (3) Regulatory authorities.
Incident Stakeholder
SIM-04 reporting of security Functional | Intersects With IRO-10 3
Reporting
incidents
Documentationand | Aer @ security incident has been processed, the solution is Mechanisms exist to incorporate lessons learned from analyzing and
. documented according to the contractual agreements and the . N Root Cause Analysis resolving cybersecurity and data protection incidents to reduce the
SIM-04 reporting of security ing e Functional | Intersects With v IRO-13 gy b P! 5
incidents report is forwarded for final information or, if necessary, as (RCA) & Lessons Learned likelihood or impact of future incidents.
confirmation to the affected.
The customer can either actively agree to solutions or the The SCF considers this guidance
Documentation and Lution i " " d of h N h h N
. solution is agreed upon after a certain period of time has " o rather than a requirement.
SIM-04-DOAR reporting of security 8 P P Functional N N/A N/A N/A 0 qui
incidents expired. Information about security incidents or confirmed Relationship
security violations is made available to all affected it
Logged incidents are centrally aggregated and consolidated Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
Security incident event | (event correlation). Rules for identifying relations between ' | centralized Collection of or similar automated tool, to support the centralized collection of
SIM-05 Y ( ) Ving relat Functional | Intersects With MON-02 PP 8
management incidents and assessing them according to their criticality are Security Event Logs security-related event logs.
i These incidents are handled according to the
Logged incidents are centrally aggregated and consolidated Automated mechanisms exist to centrally collect, review and analyze
Security incident event | (event correlation). Rules for identifying relations between . " Central Review & audit records from multiple sources.
SIM-05 Y ( ) Ving relati Functional | Intersects With MON-02.2 P 8
management incidents and assessing them according to their criticality are Analysis
i These incidents are handled according to the
The employees and external business partners are informed of Mechanisms exist to document and maintain a Responsible,
their duties. If necessary, they agree to or commit themselves Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
Responsible,
Duty of the users to contractually to promptly report all security events to a A P - similar to delineate for security,
i i i ion i ccountable, il i
M6 report security incident | PTeViously specified central body. , is I tersects With TPM.05.4|comPliance and resiience controls between internal stakeholders s
toacontralbody | Provided that “incorrect notifications” of events which have not Supportive, Consulted & and External Service Providers (ESPs).
turned out to be incidents afterwards, do not have any negative Informed (RASCI) Matrix
consequences for the employees.
Mechanisms are in place to be able to measure and monitor the
) type and scope of the security incidents as well as to report ) existto and govern and
Evaluation and learning| ¥ P urity inci " P ! ) Incident Response m & " ,
sIM-07 hem to supporting bodies. The information gained from the Functional | Intersects With g IRO-01 tofacilitate an de response capability 5
rocess erations "
s evaluation s used to identify recurring incidents or incidents P for and data p lated incidents.
involving significant and to determine the need
Mechanisms are in place to be able to measure and monitor the
) type and scope of the security incidents as well as to report ) . Mechanisms exist to identify classes of incidents and actions to take
Evaluation and learning| ¥ P urity inci " P ) | Incident Classification & toidentify 5o - )
sIM-07 hem to supporting bodies. The information gained from the Functional | Intersects With oo IRO-02.4 |to ensure the continuation of organizational missions and business 5
rocess rioritization °
s evaluation s used to identify recurring incidents or incidents functions.
involving significant and to determine the need
Mechanisms are i place to be able to measure and monitor the
type and scope of the security incidents as well as to report
R meT to‘su;?pon\r;g bz‘):\es‘.fThe mfo}rmal\o}z gained fror;\ the Situationsl Awerencss Mechanisms exist to document, monitor and report the status of
Valuati i ituational Aw
SIM-07 8| evaluation is used toidentify recurring incidents or incidents Functional | Intersects With 8 IRO-09  |cybersecurity and data protection incidents to internal stakeholders 5
process involving significant consequences and to determine the need For Incidents N -
all the way through the resolution of the incident.
for advanced safeguards.
See FDE for details.
Business continuit No
5.14 v Functional e N/A N/A N/A 0
management Relationship
The top management (and/or a member of the top management) Mechanisms exist to facilitate the implementation of contingency
is specified as the process owner of the business continuity and ) . lanning controls to help ensure resilient Technology Assets,
. isspecifi pr ner of h bsiness oty an Business Continuity Z Tm; rls o ben wr it Teom ey o
BCM-01 P ge : and bears the or the Subset Of Management System 5CD-01 ppications and/or Services (TAAS) (e.g., Continuity of Operations 10
responsibility |establishment of the process in the company and compliance soms) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)
with the policies. They must ensure that adequate resources are playbooks).
made available for an effective nroc: Members of the ton.
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Policies and instructions for determining impacts of possible Mechanisms exist to facilitate the implementation of contingency
Business impact | Malfunetions of the cloud service or company are documente, Business Gontinuity planning controls tohelp ensure resilient Technology Assets,
BOM02 analysis policios an_|communicated and provided according to SA01. Atieastthe | p i | g | vanogomentSyetom || BoD-g1 |APPUCAtions and/or Services (TAAS) (.g., Continity of Operations 10
orocsduros following aspects are taken into consideration: Eoms) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR)
playbooks).
BCM-02-891 Business impact  |Possible scenarios based on a isk analysis (e. g 1095 of Functional | Subseror | BUsiness Continuity | | Mechanisms eist o faciltate the mplementation of contingency o FDE utiized regular bullet points
analysis policies and failure of building. and service System planning controls to help ensure resilient Technology Assets. without so
|dentification of critical products and services Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
planning controls to help ensure resilient Technology Assets, without numbering, so
Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
Business impact Business Continuity playbaoks).
BCM-02-8P2 analysis policies and Functional | SubsetOf | ManagementSystem | BCD-01 10
procedures (BCMS)
of including the (incl. Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Business impact |the resources required for this), applications, business partners Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-02-8P3 analysis policies and |and third parties Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations 10 numbering was added to
procedures (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
|dentification of threats to critical products and services Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Business impact Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-02-BP4 analysis policies and Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations 10 numbering was added to
procedures (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
|dentification of threats to critical products and services Mechanisms exist to identify and document the critical Technology FDE utilized regular bullet points
Business impact Assets, Applications, Services and/or Data (TAASD) that support without numbering, so
BCM-02-BP4 analysis policies and Functional | Intersects With | Identify Critical Assets | BCD-02 |essential missions and business functions. 5 numbering was added to
procedures improve mappability.
Determination of consequences resulting from planned and Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Businessimpact  |unplanned malfunctions and changes over time Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-02-BP5 analysis policies and Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g, Continuity of Operations 10 numbering was added to
procedures (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
Determination of consequences resulting from planned and Mechanisms exist to conduct a Business Impact Analysis (BIA) to FDE utilized regular bullet points
Business impact  |unplanned malfunctions and changes over time Business Impact identify and assess security, compliance and resilience risks. without numbering, so
BCM-02-BP5 analysis policies and Functional | Intersects With atyars () RSK-08 8 numbering was added to
procedures improve mappability.
Determination of the maximum acceptable duration of Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Business impact Business Continuity P - !
5CM.02.8P6 analysis plioioa and | mtnCtiONS Functional | SubsetOf | Management System | BGD-o1 |PAanning contrls to help ensure resilient Technology Assets, 10 without numbering, so
roedures soms) Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) imorove i
Determination of the maximum acceptable duration of Mechanisms exist to facilitate recovery operations in accordance FDE utilized regular bullet points
Businessimpact | malfunctions | RecoveryTime paint with Recovery Time Objectives (RTOs) and Recovery Point Objectives without numbering, so
BCM-02-8P6 analysis policies and Functonal | Intersects witn | 1220 | 0T P | BoD-0ta | (RpOs) 8 numbering was added to
procedures improve mappability.
Business mpact | Peermination of the prirites for the restoration Business Continalty Meshanisms exist o facltate the mplementation of contingency FDE uiized regular bulet points
5CM.02.8P7 analysis policies and Functional | SubsetOf | Management System | BGD-o1 |Pianning contrls to help ensure resilient Technology Assets, 10 without numbering, so
roedures soms) Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) imorove i
Determination of the priorities for the restoration Mechanisms exist to resume essential missions and business FDE utilized regular bullet points
Business impact Resume Essential functions within an organization-defined time period of without numbering, so
BCM-02-8P7 analysis policies and Functional | Intersects With |~ Missions & Business | BCD-02.3 |plan activation. 5 numbering was added to
procedures Functions improve mappability.
Determination of time-limited targets for the recovery of critical Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Business impact " A X Business Continuity P - !
5CM.02.8P8 analyets policios and |PPOAUEtS and services within the maximum acceptable period of | (o | BEEE EEREE | planning controls o help ensure reslient Technology Assets, 10 without numbering, so
roedures time (recovery time objective, RTO) soms) Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) imorove i
Determination of time-limited targets for the recovery of critical Mechanisms exist to facilitate recovery operations in accordance FDE utilized regular bullet points
Business impact | products and services within the maximum acceptable period of Recovery Time / Point with Recovery Time Objectives (RTOs) and Recovery Point Objectives without numbering, so
BCM-02-8P8 analysis policies and | time (recovery time objective, RTO) Functional | Intersects With BCD-01.4  |(RPOS). 8 numbering was added to
Objectives (RTO / RPO)
procedures improve mappability.
Businessimpact _|P@Tmination o time-{imited targets for the maximum Business Continalty Meshanisms eist o facltate the mplementation of contingency FDE uiized regular bulet points
5CM.02.8P0 analyets plicios and_ | 2CEPtabIE period of tme during which dataslostand cannot | [ | BEE EEREE | planning controls o help ensre reslient Technology Assets, 10 without numbering, so
roedures be restored (recovery point objective, RPO) soms) Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) imorove i
Determination of time-limited targets for the maximum Mechanisms exist to facilitate recovery operations in accordance FDE utilized regular bullet points
Business impact  |acceptable period of time during which data is lost and cannot Recovery Time / Point with Recovery Time Objectives (RTOs) and Recovery Point Objectives without numbering, so
BCM-02-8P9 analysis policies and | be restored (recovery point objective, RPO) Functonal | Intersects witn | 122 | RSP | BoD-0ta | (RpOS). 8 numbering was added to
procedures improve mappability.
Estimation of the resources required for recovery ) - Mechanisms exist to failitate the implementation of contingency FDE utilized regular bullet points
Business impact Business Continuity ° P - -
BCM-02-BP10 analysis policies and Functional | SubsetOf | ManagementSystem | BCD-o1 |P\@nningcontrols tohelp ensure resilient Technology Assets, 10 without numbering, so
orocedures soms) Applications and/or Services (TAAS) (e.g, Contnuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) imorove
Based on the business impact analysis, a uniform framework for Mechanisms exist to facilitate the implementation of contingency
Planning business planning the business continuity and business plan is Business Continuity planning controls to help ensure resilient Technology Assets,
BCM-03 continuity introduced, documented and applied in order to ensure thatall | Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations 10
plans (e. g of the different sites of the cloud provider) are (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)
The planning denends on
“ Defined purpose and scope by taking the relevant dependencies Business Continutty Mechanisms exist to failitate the implementation of contingency FDE utilized regular bullet points
CM.03.801 Planning business  |into account Functional | SubsetOf | Managoment System | BGD-g1 | Pianning contrls to help ensure resilient Technology Assets, 1 without numbering, so
continuity PN Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) imorove i
‘Accessibility and comprehensibility of the plans for persons who Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business _|12¥® t0 1ake action in ine with these plans Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-8P2 oy Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g. Continuity of Operations 10 numbering was added to
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) improve mappability.
Ownership by at least one appointed person who is responsible Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
for review, updating and approval planning controls to help ensure resilient Technology Assets, without numbering, so
Applications and/or Services (TAAS) (e.g., Continuity of Operations numbering was added to
Planning business Business Continuity Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) improve mappability.
BCM-03-8P3 oy Functional | SubsetOf | ManagementSystem | BCD-01 |playbooks). 10
(BCMS)
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Defined communication channels, roles and responsibilities Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business including the notification of the customer Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-BP4 ety Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations 10 numbering was added to
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
o , manualtemporary solutions and Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business (by taking the pr into account Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-BP5 oty for the recovery of cloud infrastructur and Functiona SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations 10 numbering was added to
services as well as orienting to customers) (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
Methods used for the implementation of the plans. Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-8P6 oty Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g, Continuity of Operations 10 numbering was added to
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
Continuous improvement process of the plans Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-8P7 oty Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g, Continuity of Operations 10 numbering was added to
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
Interfaces with the security incident management Mechanisms exist to facilitate the implementation of contingency FDE utilized regular bullet points
Planning business Business Continuity planning controls to help ensure resilient Technology Assets, without numbering, so
BCM-03-BP8 oty Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g, Continuity of Operations 10 numbering was added to
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BG/DR) improve mappability.
The business impact analysis as well as the business continuity Mechanisms exist to conduct tests and/or exercises to evaluate the
Verification, updating | plans and contingency plans are verified, updated and tested at ) | contingency Plan Testing plan's effecti and the readiness to
BCM-04 andtestingof the | regular intervals (at least once a year) or after essential Functional | Intersects With o i BCD-04 [execute the plan. 8
business continuity |organisational or environment-related changes. The tests also
involve affected (tenants) and relevant third parties
The business impact analysis as well as the business continuity exist to update plans due to changes
Verification, updating | plans and contingency plans are verfied, updated and tested at Ongoing Contingency affecting:
BCM-04 and testingofthe | regular intervals (at least once a year) or after essential Functional | Intersects With Planning BCD-06  [(1) People (e.g., personnel changes); 8
business continuity |organisational or environment-related changes. The tests also (2) Processes (e.g, new, altered or decommissioned business
involve affected (tenants) and relevant third parties oractices. including third-partv services)
The business impact analysis as well as the business continuity Mechanisms exist to conduct a Business Impact Analysis (BIA) to
Verification, updating |plans and contingency plans are verified, updated and tested at Business Impact identify and assess security, compliance and resilience risks.
BCM-04 and testingof the | regular intervals (at least once a year) or after essential Functional | Intersects With Analysis (BIA) RSK-08 5
business continuity |organisational or environment-related changes. The tests also
involve affected (tenants) and relevant third parties
In addition to the tests, drills are also carried out, which are, Mechanisms exist to conduct tests and/or exercises to evaluate the The SCF considers this guidance
among other things, based on scenarios resulting from security plan's and the 's readiness to rather than a requirement.
Verifcation, updating |"ci4ents that have already oceurred inthe past. ) execute the plan.
BCM-04-DOAR and testing of the Functional | Intersects with | COMtingency PlanTesting| ooy, 5
business continuity &Exercises
The supply of the computing centres (e. g. water, electricity, Mechanisms exist to perform periodic security reviews of storage
temperature and moisture control, telecommunications and locations that contain sensitive and/or regulated data.
Internet is secured, andis
and tested at regular intervals in order to guarantee continuous
effectiveness. It has been designed with automatic fail-safe .
BCM-05 Supply of the and other e s Functional | Intersects with | D2t@ StorageLocation | g0 o) 4 5
computing centres Reviews
performed in compliance with the maintenance intervals and
targets recommended by the suppliers as well as only by
todosso. protocols including
any suspected or detected deficiencies are stored for the
Auiratinn of tha narind of tima actasd 1innn_Bftar thie
The supply of the computing centres (e. g. water, electricity, exist to require for
temperature and moisture control, telecommunications and security, compliance and resilience requirements with third-parties,
Internet is secured, andis reflecting the organization's needs to protect its Technology Assets,
BoM05 Supplyofthe  [and tested at regular intervals in order to guarantee continuous | ¢l | Third-Party Contract || Applications, Services and/or Data (TAASD). s
computing centres effectiveness. It has been designed with automatic fail-safe Requirements
and other i is
performed in compliance with the maintenance intervals and
targets hv the siinnliers as wall as anlv hv.
failures of the supply of computing centres are i i Mechanisms exist to conduct tests and/or exercises to evaluate the The SCF considers this guidance,
BCM-05-DOAR Supply of the integrated into the drills (see BCM-03). Functional | Intersects With | COMingeney Plan Testing| g oy plan's and the readiness to 5 rather than a requirement.
computing centres & Exercises
execute the plan.
See FDE for detals.
5.15 Security check and Functional Lo N/A N/A N/A o
verification Relationship
The top management is informed of the status of the information exist to provide. oversight reporting and
security on the basis of security checks by means of regular recommendations to those entrusted to make executive decisions
reports and is responsible for the prompt elimination of about matters material to the Security,
determinations resulting from them. Compliance & Resilience Program (SCRP).
SPN-01 Notification of the top Functional | Intersects With | Stetus ReportingTo 1 0 o 8
management Governing Body
Internal audits of the [Qualified personnel (e. g. internal revision) of the cloud provider Non-Compliance Mechanisms exist to document and review instances of non-
SPN-02 compliance of T [or expert third parties commissioned by the cloud provider audit | Functional | Intersects With Ovaraight CPLO1.1 with statutory, regulatory and/or i 8
processes with internal | the of the internal IT processes with the to develop risk mitigation actions.
SPN-02 Internal audits of the [ Qualified personnel (. g. nternal revision) of the cloud provider [ | security, Compliance & | o) o [ Mechanisms exst o provide a security, compliance and resiience R
of IT_|or expert third parties by the cloud provider audit Resilience Controls controls oversight function that reports to the
Internal audits of the | Qualified personnel (e. g internal revision) of the cloud provider Mechanisms exist to conduct periodic audits of security, compliance
SN0 compliance of T or expert third parties commissionied by the cloud provider audit| ¢ oo L CPLos.a | resitience controls to evaluate conformity with the organization's .
processes with internal | the compliance of the internal IT processes with the policies, andp
security policies and_| cor internal bolicies and as wellas the
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Internal audits of the
compliance of IT

The audit s carried out at least every six months. The audit also
includes the compliance with the requirements of C5.

Mechanisms exist to conduct periodic audits of security, compliance
and resilience controls to evaluate conformity with the organization’s

policies, and

The SCF considers this guidance
rather than a requirement.

SPN-02-DOAR processes with internal Functional | Intersects With | Periodic Audits cPL02.2 5
security policies and
standards
At least on an annual basis, qualified personnel (e. g. internal Mechanisms exist to implement an internal audit function that is
revision) of the cloud provider or expert third parties capable of providing senior organization management with insights
Internat audits of the|COMMISsioned by the cloud provider audit the compliance of the intothe a ofthe s and
compliance of T |7 Ystems. provided it thy are comltalyor partaly n the information governance processes.
SPN-03 systems with internal | ©10Ud Provider’s area of responsibility and are relevant to the Functional | Intersects With | Internal Audit Function | CPL-02.1 8
development or operation of the cloud service, with the
security policies and
corresponding internal policies and standards as well as the
standards
legal, regulatory and statutory prescribed requirements relevant
to the cloud service. The deviations identified are prioritised
and_denanding an their criticality for thaie
Upon request of the cloud customer, the cloud provider The SCF considers this guidance,
provides information of the results, impacts and risks of these rather than a requirement.
Internal audits of the |@Udits and assessments in an appropriate form. The cloud
lanceof IT | Provider commits their suboontractors to such audits, asks for Mechanisms exist to ensure the organization is able to demonstrate
compl . N " " . N
Ability To Demonstrate security, compliance and/or resilience capability conformity with
SPN-03-DOAR systems with internal |11 Submission of the audit reports in the same intervals and Functional | Intersects With v CPL01.3 i, comp pabitty v 5
uses them for their own audits. Conformity and data laws,
security policies and fyar
and/or contractual obligations.
standards
See FDE for details.
Compliance and data No
5.16 P Functional N/A N/A N/A 0
protection Relationship
Legally, regulatory and statutory prescribed requirements, as Mechanisms exist to facilitate the identification and implementation
wellas the procedure to comply with these requirements and of relevant statutory, regulatory and contractual controls.
regulations must be identified, documented and updated
\dontificationof | Te8ularly by the cloud provider for the cloud service related to
applicable legal, the respective application. sttt " ot N
atutory, Regulato
coM-01 contractual and data Functional | SubsetOf v, Regulatory cpLo1 10
Contractual Compliance
protection
requirements
Independent audits and assessments of systems or Mechanisms exist to provide a security, compliance and resilience
components which contribute to the rendering of the cloud controls oversight function that reports to the organization's
Planning independent, lanned by the cloud provid h h Security, Compliance & leadersh
lanning independent, tt that " iti .
coM-02 8 indep services ara planned by the cloud providerin such a way tha Functional | Intersects With | Resilience Controls CcpLgp |oXecutiveleadership 8
externalaudits | the following requirements are met:
Oversight
Plannin; audits and of systems or Mechanisms exist to conduct periodic audits of security, compliance
coM-02 s ! Functional | Intersects With Periodic Audits CPL-02.2 © P 1y, comp! 8
external audits which to the rendering of the cloud and resilience controls to evaluate ith the 's
There is only read access to software and data. Mechanisms exist to conduct periodic audits of security, compliance FDE utilized regular bullet points
’ and resilience controls to evaluate conformity with the organization's without numbering, so
Planning independent, ) -
COM-02-8P1 Functional | SubsetOf Periodic Audits cPL02.2 policies, and 10 numbering was added to
external audits .
improve mappability.
Activities which might impair the availability of the systems or Mechanisms exist to conduct periodic audits of security, compliance FDE utilized regular bullet points
Planning independent, | components and thus resultin a violation of the SLA are carried ' - and resilience controls to evaluate conformity with the organization's without numbering, so
COM-02-8P2 8 indep P inaviolati Functional | SubsetOf Periodic Audits cPL02.2 Y B 10 g
externalaudits | out outside regular business hours and/or not at load peak policies, and numbering was added to
times. improve i
The activities performed are logged and monitored. Mechanisms exist to conduct periodic audits of security, compliance FDE utilized regular bullet points
Planning independent, ' - and resilience controls to evaluate conformity with the organization's without numbering, so
COM-02-8P3 8 indep Functional | SubsetOf Periodic Audits cPL02.2 Y B 10 g
external audits policies, and numbering was added to
improve i
The cloud provider has taken precautions for unscheduled Mechanisms exist to ensure the organization is able to demonstrate The SCF considers this guidance
Planning independent, ) ' | Abitity To Demonstrate security, compliance and/or resilience capability conformity with i '
COM-02-DOAR ng incep audits Functional | Intersects With v cPL01.3 V. comp pabitity v 5 rather than a requirement
external audits Conformity and data laws,
and/or
Garyingout Audits and assessments of processes, IT systems and IT Mechanisms exist to conduct periodic audits of security, compliance
components, provided that they are completely or partially in ' ) - and resilience controls to evaluate conformity with the organization's
coM-03 independent, external P provi Y pletely or partially Functional | Intersects With Periodic Audits CPL-02.2 Y 8 8
dits the cloud provider's area of responsibility and are relevant to the policies, and
or operation of the cloud service. are carried out
Carrying out Upon request of the cloud customer, the cloud provider Mechanisms exist to ensure the organization is able to demonstrate The SCF considers this guidance
rovides information of the results, impacts and risks of these ' | Abitity To Demonstrate security, compliance and/or resilience capability conformity with rather than a requirement.
COM-03-DOAR independent, external |P i imp: Functional | Intersects With ity ° CPL-01.3 rity, comp pability Y 5 qui
audits audits and assessments in an appropriate form. If necessary, Conformity and data p laws,
audits can be carried out bv third and/or i
See FDE for details.
Mobile device No
517 Functional e N/A N/A N/A 0
management Relationship
Policies and instructions with technical and organisational Mechanisms exist to establish, maintain and disseminate policies,
safeguards for the proper use of mobile terminal devices in the standards and procedures necessary for secure, compliant and
policies and | cloud provider's area of responsibilty, which allow access to IT resilient capabi
systems for the development and operation of the cloud service,
procedures for the risk . )
minimisation of access | 2T documented, communicated and provided according to SA- Publishing Security,
MDM-01 i the cloud provider's | 1+ These policies and instructions include at east the following | ~ Functional | Intersects With | Compliance & Resilience |~ GOV-02 8
N idar Documentation
bl tormal | aspects, insofar as they are applicable to the cloud provider's
situation:
devices
Policies and Policies and instructions with technical and organisational Mechanisms exist to implement and govern Mobile Device
procedures for the risk | safeguards for the proper use of mobile terminal devices in the , Management (MDM) controls.
) | centralized Management
MDM-01 minimisation of access | cloud provider’s area of responsibility, which allow access to IT Functional Intersects With Of Mobile Devices MDM-01 8
via the cloud provider’s |systems for the development and operation of the cloud service,
mobile terminal are and orovided according to SA-
Policies and Encryption of the devices and data transmission . N Full Device & Container- Cryptographic mechanisms exist to protect the confidentiality and FDE utilized regular bullet points
MDM-01-8P1 e Functional | Intersects With t MDM-03 | CrYPtosrap! " istto pr ty 5 - 8u P
procedures for the risk Based Encryption integrity of on mobile devices through full-device or without so
Increased access protection Mechanisms exist to implement and govern Mobile Device FDE utilized regular bullet points
Policies and Management (MDM) controls. without numbering, so
procedures for the risk numbering was added to
minimisation of access Centralized Management
MDM-01-BP2 Functional | Intersects With © MDM-01 5 improve mappabiliy.

via the cloud provider’s
mobile terminal
devices

Of Mobile Devices
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Extended identity and authorisation management Mechanisms exist to implement and govern Mobile Device FDE utilized regular bullet points
Policies and Management (MDM) controls. without numbering, so
procedures for the risk numbering was added to
MDM-01-BP3 minimisation of access Functional | Intersects With | Coiralized Management] g ) 5 improve mappability.
via the cloud provider's Of Mobile Devices
mobile terminal
devices
Policiesand | Ban on jailbreaking/rooting Mechanisms exist to protect mobile devices from tampering through FDE utilized regular bullet points
procedures for the risk inspecting devices returning from locations that the organization without numbering, so
MDM.01.8P4 minimisation of access Functional | Intersects With | Mobile Device Tampering|  MDM.0a | 926mS to be o sgnificantrisk,priorto the device being connected to s numbering was adde to
via the cloud provider's the organization’s network. improve mappability.
mobile terminal
devices
Policies and only of approved from “App Stores” Mechanisms exist to implement and govern Mobile Device FDE utilized regular bullet points
procedures for the risk | classified as trusted Management (MDM) controls. without numbering, so
MDM.01.8P5 minimisation of access Functional | intersects win | CETralzed Management | o s numbering was added to
via the cloud provider's Of Mobile Devices improve mappability.
mobile terminal
devices
Policiesand | Bring your own device (BYOD) minimum requirements for Mechanisms exist to restrict the connection of personally-owned, FDE utilized regular bullet points
procedures for the risk | private terminal devices mobile devices to organizational T Assets, i without numbering, so
MDM.01.8P6 minimisation of access Functional | intersectswign | Porenaly-Owned MDM.s | andVor Services (TAAS). s numbering was added to
via the cloud provider's Mobile Devices improve mappability.
mobile terminal
devices
Policiesand | Central and monitoring is by means of Mechanisms exist to implement and govern Mobile Device The SCF considers this guidance
procedures for the risk | MDM solutions, including a possibility for remote deletion. A site Management (MDM) controls. rather than a requirement.
MOM.01-DOAR | Minimisation of access |plausibiy check of the acoess is carried out, Aninventory listof| (o | o | Centralized Management | oo 10
via the cloud provider’s | mobile terminal devices with access to the cloud service (among Of Mobile Devices
mobile terminal | other things, with information of the operating system and patch
devices status. assioned anoroval regarding BYOD) is
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