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Organisationof | Objective: Plan, implement, maintain and continuously improve the
5.1 ion Security |i ion secrity framework within the organisation. Functional | No Relationship N/A N/A N/A 0
(018)
The cloud service provider maintains an ISO/IEC 27001-compliant Mechanisms exist to facilitate the design,
Security security system (ISMS). The scope of the Security, © i ion, and of security,
015-01.018 Management System |ISMS covers the cloud service provider's organisational units, Functional | Intersects With | &Resilience Program | GOV-02 | compliance and resilience governance controls. 8 Gov-01
(1sMs) locations, zones, regions and procedures relevant to the development (SCRP)
and operation of the cloud service.
The cloud service provider maintains an ISO/IEC 27001-compliant existto align the
Information Secuity | MrMation security management system (1SMS). The scope of the Security, Compliance & Resilience Program (SCRP)
015.01.018 Managemont Systam |'SMS covers the cloud servioe provider's organisational uits, Functional. | intersectswitn | SecurePractices | o |with one or more industry-recognized frameworks s covors
1o1s) locations, zones, regions and procedures relevant to the development Alignment Justification that:
and operation of the cloud service. (1) Support external scrutiny; and
(2) Provide defensible justification for secure
Information Security | 7o 434S for Setting up, implementing, maintaining and Publishing Security, Mechanisms exist to establish, maintain and
015.01.028 Managamont Systam |COIMUOUSly improving the SHMS are documented. The documentation | ¢ oo | Compliance & Gov-gs | disseminate policies, standards and procedures s covor
1o1s) includes: Resilience necessary for secure, compliant and resilient
D capabilities.
The measures for setting up, implementing, maintaining and exist to generate
continuously improving the ISMS are documented. The documentation documentation (e.g., System Security Plan (SSP))
includes: that:
(1) Identifies key architectural and implementation
Applicd Securiy, information on in-scope Technology Assets,
Information Security Comlianse ane Applications and/or Services (TAAS);
015-01.028 Management System Functional | Intersects With IA0-09  |(2) Reflects the current state of applied security, 5 1A0-03
(1SMs) Resilience Controls compliance and resilience controls on applicable
Documentation
People, Processes, Technologies, Data and/or
Facilities (PPTDF) that are contained within the
system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Information Security | Context of the cloud service provider; Deining Businss Mechanisms exist to document the organization's
015-01.02B.1 Management System Functional | Intersects With GOV-06  |business model and mission. 5 Gov-08
Context & Mission
(1SMS)
Scope of the ISMS (section 4.3 of ISO/IEC 27001); exist to generate
documentation (e.g., System Security Plan (SSP))
that:
(1) Identifies key architectural and implementation
Applisd Securiy information on in-scope Technology Assets,
Information Security Comlianse anet Applications and/or Services (TAAS);
015-01.028.2 Management System Functional | Intersects With 1A0-09  |(2) Reflects the current state of applied security, 5 180-03
(ISMs) Resilience Controls compliance and resilience controls on applicable
Documentation
People, Processes, Technologies, Data and/or
Facilities (PPTDF) that are contained within the
system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Statement of applicability (section 6.1.3 of ISO/IEC 27001); Mechanisms exist to compel data and/or process
Information Security owners to select required security, compliance and
015-01.02B.3 Management System Functional | IntersectsWith |  Select Controls | GOV-11.1 |resilience controls for Technology Assets, 5 GOV-15.1
(1sMs) Applications, Services and/or Data (TAASD) under
their control.
Information Security | Overview of how activities in the ISMS cover the cloud service; Security, Compliance Mechanisms exist to facilitate the design,
015-01.028.4 Management System Functional | Intersects With | & Resilience Program | GOV-02  |implementation, and monitoring of security, 3 GOV-01
(1SMS) (SCRP) and resilience controls.
Description of how the cloud service provider maintains and improves rertogic Roviow & Mechanisms exist to review the Security,
Information Security [the cloud service’s security; and Undato of ooty Compliance & Resilience Program (SCRP), including
015-01.02B.5 Management System Functional | Iterseots with | (2= o GOV-04.1 policies, standards and procedures, at planned 5 Gov-03
(1sMs) intervals or if significant changes ocour to ensure
Resilience Program
their continuing suitability, adequacy and
Results of the last management review (section 9.3 of ISO/IEC 27001). Mechanisms exist to provide governance oversight
Information Security reporting and recommendations enabling executives
. Status Reporting To
015-01.02B.6 Management System Functional | terseots with | >0 TSR I | 60V-00.1 - |to make decisions about matters considered! 5 Gov-01.2
(1sMs) material to the organization's Security, Compliance
& Resilience Program (SCRP).
‘Additionally, the cloud service provider documents the scope and Mechanisms exist to formally document a Customer
Information Security | boundaries of the cloud service under its operational control, including Customer Responsibility Matrix (CRM), delineating assigned
015-01.038 Management System |any exclusions or shared-responsibility areas. Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 5 CLD-06.1
(1sMs) M) il Is between the Cl i
Provider (CSP) and its cust
nformation Security | 491nalY. the cloud senice provider documents the scope and Mechanisms exist to document and validate the
boundaries of the cloud service under its operational control, including ) scope of security, compliance and resilience
015-01.038 Management System e Functional | Intersects With | Compliance Scope | CPL-03 5 CPL01.2
1sms) any exclusions or shared-responsibility areas. controls that are determined to meet statutory,
regulatory and/or
‘Additionally, the cloud service provider documents the scope and exist to generate
boundaries of the cloud service under its operational control, including documentation (e.g., System Security Plan (SSP))
any exclusions or shared-responsibility areas. that:
(1) Identifies key architectural and implementation
Appliod Securty, information on in-scope Technology Assets,
Information Security Comptianen o Applications and/or Services (TAAS);
015-01.038 Management System Functional | Intersects With | “0mP MOS80 | 1A0-08 | (2) Reflects the current state of applied security, 5 1A0-03
(1sMs) compliance and resilience controls on applicable
Documentation People, Processes, Technologies, Data and/or
Facilities (PPTDF) that are contained within the
system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
0IS-01.01AS, sharpening OIS-01.018 Mechanisms exist to document and validate the
The Information Security Management System (ISMS) has a valid scope of security, compliance and resilience
Information Security | certification according to ISO/IEC 27001 or ISO 27001 based on BSI IT- controls that are determined to meet statutory,
015-01.01A8 System The scope of the covers the cloud service Functional | Intersects With | Compliance Scope |  CPL-03 and/or i 5 CPL01.2
(1sMs) provider’s organisational units, locations, zones, regions, and obligations.
procedures relevant to the development and operation of the cloud
service.
0IS-01.01AS, sharpening OIS-01.01B Mechanisms exist to produce a Statement of
The Information Security Management System (ISMS) has a valid Applicability (SOA), or similar document, for
Information Security | certification according to ISO/IEC 27001 or ISO 27001 based on BSI IT- Statoment of compliance-related scoping activities.
015-01.01AS System The scope of the covers the cloud service Functional | tersectswith |, S SIS | opLas 5 cpL12
(1SMs) provider’s organisational units, locations, zones, regions, and
procedures relevant to the development and operation of the cloud
service.
0IS-01.01AS, sharpening OIS-01.018 Mechanisms exist to align the organization's
The Information Security Management System (ISMS) has a valid Security, Compliance & Resilience Program (SCRP)
Information Security | certification according to ISO/IEC 27001 or ISO 27001 based on BSI IT- Secure Practioes with one or more industry-recognized frameworks
015-01.01A8 System The scope of the covers the cloud service Functional | Intersects with | 2 0 eation| GOV03-1 [that: 3 GOV-01.4
(1sMs) provider’s organisational units, locations, zones, regions, and (1) Support external scrutiny; and
procedures relevant to the development and operation of the cloud (2) Provide defensible justification for secure
service. practices.
01S-01.01AS, sharpening OIS-01.01B Mechanisms exist to obtain an attestation from an
The Information Security Management System (ISMS) has a valid i Third-Party [o]
Information Security | certification according to ISO/IEC 27001 or ISO 27001 based on BSI IT- Third-Party Attestation (3PAO) that provides assurance of conformity with
015-01.01A8 System The scope of the covers the cloud service Functional | Intersects With an) TPM-23  |specified statutory, regulatory and contractual 8 TPM-05.8
(1SMs) provider’s organisational units, locations, zones, regions, and obligations for security, compliance and resilience
procedures relevant to the development and operation of the cloud controls, including any flow-down requirements to
service. contractors and subcontractors.
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Existing valid certifications according to ISO/IEC 27001 are issued and Mechanisms exist to obtain an attestation from an
by an accredited certification body. i Third-Party o i
Information Security Third-Party Attestation (3PAO) that provides assurance of coformity with
015-01.01AC Management System Functional | Intersects With aoh) TPM-23  |specified statutory, regulatory and contractual 8 TPM-05.8
(IsMs) obligations for security, compliance and resilience
controls, including any flow-down requirements to
d
Top management of the cloud service provider has adopted an Mechanisms exist to establish a formal, documented
information security policy. security, compliance and resilience governance
policy that:
Seourity, Compliance (1) Conveys executive management's intent;
015.02.018 Information Security Functional | intersects with PO, ovior (@) Provides organizational direction and expected .
Policy behaviors;
Governance Policy "
(3)Is reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
risks, threats and other changes that affect the
Top management of the cloud service provider has adopted an Publishing Security, Mechanisms exist to establish, maintain and
015.02.018 Information Security |information security policy. Functional Subset Of Compliance & ovigs |disseminate polisies, standards and procedures " cov.o
Policy Resilience necessary for secure, compliant and resilient
D capabilities.
Top management of the cloud service provider has communicated the Publishing Security, Mechanisms exist to establish, maintain and
Information Security |information security policy to internal and external personnel as well as Compliance & disseminate policies, standards and procedures
015-02.028 Functional | Intersects With GOV-04 8 Gov-02
Policy cloud service customers. Resilience necessary for secure, compliant and resilient
D i capabilities.
The information security policy describes: Publishing Security, Mechanisms exist to establish, maintain and
015.02.038 Information Security Functional Subset Of Compliance & oviga |disseminate polisies, standards and procedures 0 cov.o
Policy Resilience necessary for secure, compliant and resilient
D capabilities.
The importance of information security, based on the requirements of Publishing Security, Mechanisms exist to establish, maintain and
Information Security | cloud service customers in relation to information security; Compliance & disseminate policies, standards and procedures
018-02.038.1 Functional Subset Of GOV-04 10 Gov-02
Policy Resilience necessary for secure, compliant and resilient
D i capabilities.
The security objectives and the desired seourity level, based on the Mechanisms exist to establish control objectives as
01S-02.038.2 Infermation Security | business goals and acfivit wellas ofthe | kinctional | Intersects With | Control Objectives | GOv-03.3 |\ Pasis for the design, selection, implementation 5 GOV-09
Policy cloud service provider; and management of the organization's internal
security, and resilience control system.
The cloud service provider’s commitment to implement the necessary Mechanisms exist to incorporate security,
security measures for fulfiling the established security objectives; Business As Usual compliance and resilience principles into Business
015020363 Information Security Functional | interseots witn | AV Secury, ovto  |AS Usual (BAU) practices through executive R pAM01
Policy Compliance & leadership involvement.
Resilience Practices
The cloud service provider's commitment to implement the necessary Security, Compliance Mechanisms exist to facilitate the implementation of
015020363 Information Security |security measures for fulfilling the established security objectives; runctional | 1nersscts with &Resilience PRM.g4 |FoSOUTCe planning controls that provide a portflio R covs
Policy Protection Portfolio management approach to achieve security,
and resilience objectives.
The most important aspects of the security strategy to achieve the Mechanisms exist to establish a:
Information Security |security objectives set; and Strategic Plan & (1) Strategic security, compliance and resilience-
015-02.038.4 Functional | Intersects With PRM-02 5 PRM-01.1
Policy Objectives specific business plan; and
(2) Set of objestives to achieve that plan.
The organisational structure for information security in the scope of the Mechanisms exist to assign one o more qualified
Assigned Security,
nformation Security |'S™S Commlancats individuals with the mission and resources to
015-02.038.5 Functional | Intersects With GOV-05 Uy-manage, develop, 5 Gov-04
Policy Resilience
Rosponsiblities and maintain an enterprise-wide Security,
Compliance & Resilience Program (SCRP).
The organisational structure for information security in the scope of the Mechanisms exist to enforce an accountability
) 1SMS. Stakaholder structure so that appropriate teams and indviduals
Information Security are empowered, responsible and trained for
015-02.038.5 Functional | Intersects With | Accountability GOV-05.1 5 GOV-04.1
Policy - identifying, mapping, measuring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
The cloud service provider and Mechanisms exist to formally document a Customer
Itertacesang |2 Shared Security Responsibility Model (SSRM)to define and manage Customer Responsibility Matrix (CRM), delineating assigned
01503018 Dapenduneing |terfaces and dependencies betwoen cloud senvice delivery actvties | Functional | Inersects With | Responsibility Matrix | GLD-03.1 | responsibilites for security, compliance and 8 CLD-06.1
performed by the cloud service provider and those performed by cloud (CRM) i \s between the Cloud
service customers. Provider (CSP) and its cust
The SSRM documentation clearly defines the responsibilities between Mechanisms exist to formally document a Customer
both parties for handling vulnerabilities, security incidents, and Responsibility Matrix (CRM), delineating assigned
Itorfacas ang |Tcidents. The type and scope of the documentation i geared towards Customer responsibilities for security, compliance an
015-03.028 Dependunina | {he nformation requirements of the subject matter experts of the Functional | Intersects With | Responsibility Matrix | CLD-03.1  |resili Is between the CL i 5 CLD-06.1
affected organisations in order to carry out the activities appropriately (CRM) Provider (CSP) and its customers.
(e.& definition of roles and responsibilties in guidetines, description of
in service and contracts).
The SSRM documentation clearly defines the responsibilities between Mechanisms exist to document and maintain a
both parties for handling vulnerabilities, security incidents, and Responsible, Responsible, Accountable, Supportive, Consulted &
\tertacesng |Incidents. Thetype and scope of the documentation i geared towards Accountable, Informed (RASCI) matrix, or similar documentation,
015-03.028 Dopendunsing | the mformation requirements of the subject matter experts of the Functional | Intersects With | Supportive, Consulted | TPM-11  [to delineate assignment for security, compliance and 5 TPM-05.4
affected organisations in order to carry out the activities appropriately &Informed (RASCI) resilience controls between internal stakeholders
(e.& definition of roles and responsibilities in guidelines, description of Matrix and External Service Providers (ESPs).
i in service and contracts).
The cloud service provider regularly reviews and validates the SSRM Mechanisms exist to formally document a Customer
Itertacesang | documentation in accordance with SP-02 to ensure its accuracy and Customer Responsibility Matrix (CRM), delineating assigned
015-03.038 Dapendunsins |Televance forall cloud service offeings. Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 5 CLD-06.1
(CRM) i \s between the Cloud
Provider (CSP) and its cust
The cloud service provider regularly reviews and validates the SSRM exist to perform recurring validation of
documentation in accordance with SP-02 to ensure its accuracy and the Responsible, Accountable, Supportive,
relevance for all cloud service offerings. Consulted & Informed (RASCI) matrix, or similar
documentation, to ensure security, compliance and
tertaces and Thir-party Scope resilience control assignments accurately reflect
015-03.038 Dapendanins Functional | Intersects With oy TPM-16  |current: 5 TPM-05.5
(1) Contractual obligations for the External Service
Provider (ESP);
(2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, and/or
The cloud service provider implements, operates, and reviews the Mechanisms exist to validate that Technology
Interfacas ang | SSRM components for whichitis responsible, ensuring aherence to Assets, Applications, Services and/or Data (TAASD)
015-03.048 Dopendunaing |the defined security measures. Functional | Intersects With | Conformity Monitoring | CPL-05 | conform to the organization's security, compliance 3 cpL03
and/or resilience policies, standards and other
. ‘
The cloud service provider implements, operates, and reviews the Operationaliing Mechanisms exist to compel data and/or process
Interfaces and SSRM components for which it is responsible, ensuring adherence to Security, Compliance owners to operationalize security, compliance and
015-03.048 Dopendunaing |the defined security measures. Functional | Intersects With PR, GOV-11  |resilience practices for Technology Assets, 5 GOV-15
° Applications, Services and/or Data (TAASD) under
Capabilities °
their control.
The communication of changes to the SSRM, interfaces and ranoter Mechanisms exist to ensure stakeholders are made
015.03.058 Interfaces and | dependencies takes place ina timely manner so that the affected Functional | interssetewith | Nosontion ot GHG.0g | 2are of and understand the impact of proposed . oHG.05
Dependencies |organisations and third parties can react appropriately with Changer changes.
and technical measures before the changes take effect.
Conflicting tasks and are based on a risk Mechanisms exist to implement and maintain
assessment in accordance with OIS-07 to reduce the risk of Separation of Duties (SoD) to prevent potential
unauthorised or unintended changes or misuse of cloud service Separation of Duties inappropriate activity without collusion.
015-04.018 Segregation of Duties | customer data, cloud service derived data and cloud service provider | Functional | Intersects With Sam) HRS-14 8 HRS-11
data. The risk assessment covers the following areas, insofar as these
are applicable to the provision of the cloud service and are in the area
of of the cloud service provider:
h heory pp Secure Controls Framework (SCF) 2072
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Conflicting tasks and are based on a risk Mechanisms exist to conduct recurring assessments
in with OIS-07 to reduce the risk of of risk that includes the likelihood and magnitude of
unauthorised or unintended changes or misuse of cloud service harm, from unauthorized access, use, disclosure,
015-04.018 Segregation of Duties | customer data, cloud service derived data and cloud service provider | Functional | Intersects With | Risk RSK-13 ) or of the 3 RSK-04
data. The risk assessment covers the following areas, insofar as these 's Assets,
are applicable to the provision of the cloud service and are in the area Services and/or Data (TAASD).
of of the cloud service provider:
of a role, rights and framework based on Mechanisms exist to enforce Role-Based Access
role-based access control and the business and security requirements Rolo.Based Acces Control (RBAC) for Technology Assets, Applications,
015-04.018.1 Segregation of Duties |of the cloud service provider (cf. IAM-01); Functional | Intersectswih | 285 000 IAC-06  |Services and/or Data (TAASD) to restrict access to 5 1AC-08
assigned specific roles with legitimate
business needs.
015000182 | Sogrogation of Duties | PPVeI0PMENt, testing and release of changes (of. DEV-01); romctionat | 1mtoresete witn | Change Management | ™ [Mechanisms exist to faciliate the implementation of N oHoo1
Program achange program.
Development, testing and release of changes (cf. DEV-01); Separetion of Duties Mechanisms exist to implement and maintain
015-04.018.2 | Segregation of Duties Functional | Intersects With o) HRS-14 | Separation of Duties (SoD) to prevent potential 3 HRS-11
activity without collusion.
Risk management (cf. O1S-07); and Mechanisms exist to manage personnel security risk
01S-04.01B.3 Segregation of Duties Functional | Intersects With Position HRs.03  |PY ASSiBninga risk designation to all positions and 3 HRS-02
c screening criteria for individuals filling
those positions.
Risk management (cf. O1S-07); and Mechanisms exist to implement and maintain
Separation of Duties
015-04.018.3 | Segregation of Duties Functional | Intersects With o) HRS-14  |Separation of Duties (SoD) to prevent potential 3 HRS-11
activity without collusion.
Risk management (cf. OIS-07); and Mechanisms exist to facilitate the implementation of
strategic, operational and tactical risk management
Risk Managament controls that are aligned with:
015-04.018.3 | Segregation of Duties Functional | Intersects With bragom RSK-02  [(1)Th Enterprise Risk 3 RSK-01
(ERM); and
(2) Industry-recognized cybersecurity risk
practices.
Operation of the system components. Mechanisms exist to implement and maintain
Separation of Duties
015-04.018.4 | Segregation of Duties Functional | Intersects With oD HRS-14 of Duties (SoD) to prevent potential 3 HRS-11
activity without collusion.
Mitigating measures are outlined in the risk treatment plan (cf. OIS-09) Separation of Duties Mechanisms exist to implement and maintain
01504028 Segregation of Duties |and implemented by the cloud service provider in a way that prioritises | Functional | Intersects With o) HRS-14 | Separation of Duties (SoD) to prevent potential 3 HRS-11
the of duties. inappropriate activity without collusion.
Mitigating measures are outlined in the risk treatment plan (cf. OIS-09) Mechanisms exist to formalize a Risk Treatment Plan
015-04.028 Segregation of Duties | "% MPlementedby the cloud service providerin away that prioritises | ¢ yonoi | nterseots with | oK TreatmentPlan | oy, o | (RTP) that applicable stakeholders will utitize to 5 RSK-06.4
the segregation of duties. (RTP) remediate identified risks according to a defined
timeline.
If segregation of duties cannot be implemented due to organisational or Mechanisms exist to facilitate the implementation of
technical constraints, the cloud service provider establishes and enterprise-wide monitoring controls.
015-04.038 Segregation of Duties | PSrteS compensating controls to monitor relevant activities. These Functional | Intersects With |Continuous Monitoring| MON-02 3 MON-01
controls are designed to detect unauthorised o unintended changes,
misuse of data, or violations of operational policies, and enable timely
and response actions.
If segregation of duties cannot be implemented due to organisational or Mechanisms exist to identify and implement one, or
technical constraints, the cloud service provider establishes and more, compensating controls to reduce risk and
operates compensating controls to monitor relevant activities. These Compensating threat exposure when the primary means of
01504038 Segregation of Duties Functional | Intersects With RSK-18 8 RSK-06.2
controls are designed to detect unauthorised or unintended changes, c the security function is unavailable or
misuse of data, or violations of operational policies, and enable timely compromised.
and response actions.
‘Aninventory consisting of conflicting tasks, responsibilities and Mechanisms exist to implement and maintain
resolving measures is established and maintained by the cloud service Separation of Duties Separation of Duties (SoD) to prevent potential
01504048 Segregation of Duties |provider. For the assignment, change o revocation of roles, rights and | Functional | Intersects With o) HRS-14  |inappropriate activity without collusion. 5 HRS-11
authorities, the cloud service provider enforces the segregation of
duties.
‘An inventory consisting of conflicting tasks, responsibilities and Mechanisms exist to enforce Role-Based Access
resolving measures is established and maintained by the cloud service Role-Based Accsss Control (RBAC) for Technology Assets, Applications,
015-04.048 Segregation of Dutes.|provider.For th assignment, change or revocation of oles, rightsand |~ Functional | Intersects with | " T8 CE0c IAC-06  |Services and/or Data (TAASD) to restrict access to 3 1AC-08
authorities, the cloud service provider enforces the segregation of individuals assigned specific roles with legitimate
duties. business needs.
To resolve conflicting roles, measures associated with the segregation Separation of Duties Mechanisms exist to implement and maintain
0IS-04.01AC | Segregation of Duties |of duties are monitored and enforced by the cloud service provider. Functional | Intersects With o HRS-14 | Separation of Duties (SoD) to prevent potential 5 HRS-11
i activity without collusion.
015-04.01AC Segregation of Duties |10 '#50e conflicting roles, measures associated with the segregation | ¢ iono1 | ntersects With | Continuous Monitoring|  MON-0z | echanisms exist to facilitate the implementation of 3 MON-01
of duties are monitored and enforced by the cloud service provider. d controls.
Timely and appropriate remediation measures address any deviations Mechanisms exist to govern identified deficiencies
identified during monitoring. (e.g, Plan of Action and Milestones (POA&M) or
similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
(3) Description of the deficiency(ies);
01S-04.02AC Segregation of Duties Functional | Intersects With Capabilities 1a0-12 |\ Riskassociated with the deficiency(ies); 3 1A0-05
Deficiency Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
owner);
(8) Resources required to conduct remediation
actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g., closeout summary).
The cloud service provider collects information from selected internal Mechanisms exist to implement a threat intelligence
and external sources to gain a comprehensive view of the threat program that includes a cross-organization
landscape that lead to cybersecurity risks information-sharing capability that can influence the
) Threat Intelligence
015-05.018 Threat Intelligence Functional | Intersects With oragrans THR-02 |development of the system and security 5 THR-01
architectures, selection of security solutions,
monitoring, threat hunting, response and recovery
activities.
The cloud service provider collects information from selected internal Mechanisms exist to maintain situational awareness
and external sources to gain a comprehensive view of the threat Thveat ntllgence of vulnerabilities and evolving threats by leveraging
015-05.018 Threat that lead to risks. Functional | Intersects With i THR-04 |the knowledge of attacker tactics, techniques and 8 THR-03
to facilitate the i on of
ive and controls.
The collected information is correlated and analysed to identify its Mechanisms exist to identify, assess, prioritize and
015-05.028 Threat Intelligence | potential impact on the cloud service provider's organisation. Functional | Intersects With | Threat Analysis THR-08 |document the potential impact(s) and likelihood(s) of 8 THR-10
internal and external threats.
. The cloud service provider integrates threat intelligence insights into its N Mechanisms exist to identify and document risks,
015-05.038 Threat Intelligence | ¥ P oesss ot (gjls-m, 08 anngIS-OQL ¢ Functional | Intersects With |  Risk Identification RSK08 [ ot 5 RSK-03
The cloud service provider integrates threat intelligence insights into its exist to athreat i
tisk management process (cf. OIS-07, OIS-08 and OIS-09). program that includes a cross-organization
formation-sharing capability that can influence the
’ ) Threat Intelligence
0I$-05.038 Threat Intelligence Functional Intersects With Program THR-02 development of the system and security 5 THR-01
architectures, selection of security solutions,
monitoring, threat hunting, response and recovery
activities
Comtoct with Fetevan | e cloud senvice is Used by public sector organisations n Germany, Mechanisms exist to identify and document
the cloud service provider establishes and maintains contacts with the Contacts With appropriate contacts with relevant law enforcement
01506018 Government Agencies || - ¢ ! " Functional | Intersects With ) GOV-15 8 GOV-06
National IT Situation Centre and the CERT Association of the BSI as Authorities and regulatory bodies.
and Interest Groups
h heory pp Secure Controls Framework (SCF) 3072
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Policies and for risk are Mechanisms exist to establish a formal, documented
and provided in with SP-01. risk management policy that:
sk Management | T are based ona forrisk Risk Management (1) Conveys executive management's nter;
015-07.018 The allows and Functional Subset Of RSK-01 |(2) Provides organizational direction and expected 10
Policy reproducibility for the following aspects: Policy behaviors;
(3)1s reviewed at least annually; and
(4) s updated, as necessary, to adapt to evolving
Policies and forrisk are Mechanisms exist to facilitate the implementation of
and provided in with SP-01. strategic, operational and tactical risk management
Risk are based ona for risk controls that are aligned with:
015-07.018 Risk M:"lageme"‘ The allows and Functional | Intersects With | K Za"ageme"( RSK-02 |(1) The organization's Enterprise Risk Management 8 RSK-01
oliey reproducibility for the following aspects: rogram (ERM); and
(2) Industry-recognized cybersecurity risk
practices.
Policies and forrisk are existto arisk
and provided in with SP-01. to ge for
015-07.018 Risk Management | g, are basedona for risk Functional | Intersects With | TiskAssessment RSK-12  |components relevant for secure, compliant and 5 RSK-04.2
Policy Methodology !
The allows and resilient operations.
reproducibility for the following aspects:
Aok Managemant | 4€ntication o cybersccuriy risks and other risks associated with the Mechanisms exist to identify and document risks,
015-07.018.1 loss of integrity, and of Functional | Intersects With | RiskIdentification | RSK-09 [both internal and external. 5 RSK-03
Potiey within the scope of the ISMS and assigning risk owners;
‘Analysis of the p and impact of and Mechanisms exist to conduct recurring assessments
of the level of risk; of risk that includes the likelihood and magnitude of
01S-07.01B.2 Risk Management Functional | Intersects With |  Risk Assessment Rsk-13 |Narm. from unauthorized access, use, disclosure, 5 RSK-04
Policy disruption, modification or destruction of the
's Assets,
Services and/or Data (TAASD).
0507018 Risk of the risk based on defined criteria for risk romctionat | imarasete with | miok totorance K051 | Mechanisms exist to define organizational sk R 01D
Policy and of risk tolerance. the specified range of results.
Treatment of risks through measures, including approval of Mechanisms exist to select appropriate risk
authorisation and acceptance of residual risks by risk owners; treatment options, based on applicable risk
assessment findings, including:
015070184 Risk Management runctional | intersectowitn | RiskTreatment RSkt |(1) Mitigating th isk to an acceptable level; R K065
Policy Options (2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g.,
insurance and service provider); or
(4) Accepting the risk.
015070185 Risk D of the activities t0 enable consistent, romctionat | 1ntorescte with Aok Regioter nSkra | Mechanisms exist to maintain a sk register that R K081
Policy valid and results: and facilitates and reporting of risks.
Evaluation of the risk assessment and the status of isk treatment Mechanisms exist to:
plans by the level of management responsible for the security of the (1) Define applicable stakeholders for each risk
cloud service. Risk
Risk Management
015-07.018:6 boliy Functional | Intersects With Stakeholder RSK-13.3 |(2) Involve identified stakeholders in the risk 5 RSK-04.4
Involvement assessment process; and
(3) Provide identified stakeholders with results of the
risk upon i
The cloud service provider performs the risk management process Mechanisms exist to conduct recurring assessments
specified by OIS-07 as needed and at least annually. of risk that includes the likelihood and magnitude of
Application of the Risk harm, from unauthorized access, use, disclosure,
01508018 Management Policy - Functional | Intersects With |  Risk Assessment RSk-13 | 8 RSK-04
disruption, modification or destruction of the
Risk Assessment
's Assets,
Services and/or Data (TAASD).
‘Application of the Risk | The following aspects are taken into account when identifying risks, Mechanisms exist to identify and document risks,
015-08.028 Management Policy - |insofar as they are applicable to the cloud service provided and are Functional | Intersects With | RiskIdentification | RSK-09 [both internal and external. 5 RSK-03
Risk within the area of responsibility of the cloud service provider:
Processing, storage or transmission of cloud service customer data and Mechanisms exist to categorize Technology Assets,
cloud service derived data with different protection needs; Applications, Services and/or Data (TAASD) in
with laws, and
Application of the Risk ) Rl Based Security contractual bligations that: »
015-08.02B.1 Management Policy - Functional | Intersects with | "¢ 42t 2 RSK-07 (1) Document the security categorization results 5 RSK-02
Risk Assessment (including supporting rationale) in the security plan
for systems; and
(2) Ensure the security categorization decision is
reviewed and approved by the asset owner.
Occurrence of vulnerabilities and incidents in technical protective Mechanisms exist to ensure multi-tenant owned or
Application of the Risk | measures for separating shared resources; managed assets (physical and virtual) are designed
01S-08.02B.2 Management Policy - Functional | Intersects With ;:::LI:Z:‘[; CLD-07 |and governed such that provider and customer 5 CLD-06
Risk Assessment (tenant) user access is appropriately segmented
from other tenant users.
Application of the Risk | Attacks via access points, including interfaces accessible from public Mechanisms exist to define and manage the scope
015-08.028.3 | Management Policy - |networks and accidentally exposed interfaces; Functional | Intersects With | Attack Surface Scope | VPM-03 [for its attack surface management activities. 3 VPM-01.1
Risk
plication ofthe Rk D on service Supply Chaim sk Mechanisms exist o periodically assess supply
015-08.028.4 | Management Policy - Functional | Intersects With RSK-21 |chain risks associated with Technology Assets, 5 RSK-09.1
Assessment (SCRA)
Risk and/or Services (TAAS).
‘Application of the Risk | An encryption and key management risk programme which addresses Use of Cryptographic Mechanisms exist to facilitate the implementation of
01S-08.028.5 Management Policy - |the risks of ised disclosure ion, or Functional | Intersects With CRY-02 |cryptographic protections controls using known 5 CRY-01
Risk loss of keys; and Controts public standards and trusted
Separation of cloud service customers and their data within systems, Mechanisms exist to ensure multi-tenant owned or
Application of the Risk | networks and storage. managed assets (physical and virtual) are designed
01S-08.02B.6 Management Policy - Functional | Intersects With ;:::LI:Z:‘[; CLD-07 |and governed such that provider and customer 5 CLD-06
Risk Assessment (tenant) user access is appropriately segmented
from other tenant users.
Policies and procedures covering risk assessments relevant for the Mechanisms exist to facilitate the implementation of
delivery and operation of the cloud service are implemented by the strategic, operational and tactical risk management
Application of the Risk | cloud service provider. ' controls that are aligned with:
’ Risk Management €
015-08.038 Management Policy - Functional | Intersects With brogom RSK-02 (1) The organization's Enterprise Risk Management 5 RSK-01
Risk Assessment (ERM); and
(2) Industry-recognized cybersecurity risk
practices.
The risk assessment’s results are provided to relevant internal parties. Mechanisms exist to:
(1) Define applicable stakeholders for each risk
Application of the Risk Risk
01$-08.04B Management Policy - Functional Intersects With Stakeholder RSK-13.3  [(2) Involve identified stakeholders in the risk 5 RSK-04.4
Risk Assessment Involvement assessment process; and
(3) Provide identified stakeholders with results of the
risk upon
Relevant external parties are provided with information, specific to the Mechanisms exist to:
parties’ purposes, resulting from the risk assessments. (1) Define applicable stakeholders for each risk
Application of the Risk Risk
015-08.058 Management Policy - Functional | Intersects With Stakeholder RSK-13.3 |(2) Involve identified stakeholders in the risk 3 RSK-04.4
Risk Assessment Involvement assessment process; and
(3) Provide identified stakeholders with results of the
risk upon
The analysis, evaluation and treatment of risks, including the approval Mechanisms exist to routinely update risk
Application of the Risk | of actions and acceptance of residual risks, is reviewed by the risk Aisk Assessmant assessments and react accordingly upon identifying
01$-08.06B Management Policy - |owners for adequacy at least annually. In addition, in case of significant Functional Intersects With Update RSK-13.2  [new security vulnerabilities, including using outside 8 RSK-07
Risk Assessment | changes to the cloud service, a review is carried out focusing on the sources for security vulnerability information.
parts of the risk relevant to the change.
0IS-08.01AS, sharpening OIS-08.018 Mechanisms exist to conduct recurring assessments
Application of the Risk |11 €10Ud service provider performs the isk management process as of risk that includes the likelihood and magnitude of
015.08.01AS Managormont Potcy - | P9CIied by 01S-07 as needed and at east annually The evolution of | ¢ Rsi1 |Marm from unauthorized access, use, disclosure, . RsK08
the risks is monitored and the risk assessments are reviewed disruption, modification or destruction of the
Risk Assessment "
correspondingly. s Assets,
Services and/or Data (TAASD).
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01S-08.01AS, sharpening OIS-08.018 Mechanisms exist to monitor risk as an integral part
The cloud service provider performs the risk management process as of the continuous monitoring strategy, including:
Application of the Risk |specified by OIS-07 as needed and at least annually. The evolution of (1) The effectiveness of security, compliance and
01-08.01A8 Management Policy - [the risks is monitored and the risk assessments are reviewed Functional | Intersects With | Risk Monitoring RSK-22  |resilience controls; 5 RSK-11
Risk Assessment | correspondingly. (2) Changes to the organization's risk profile; and
(8) Changes to Technology Assets, Applications
and/or Services (TAAS) that affect risk.
The cloud service provider integrates information security risks into Mechanisms exist to facilitate the implementation of
Enterprise Risk (ERM) which strategic, operational and tactical risk management
Application of the Risk |addresses the following aspects: Ak " controls that are aligned with:
isk Managemen
015-08.01AC Management Policy - Functional | Intersects With oo RSK-02 (1) The organization's Enterprise Risk Management 8 RSK-01
Risk Assessment & (ERM); and
(2) Industry-recognized cybersecurity risk
practices.
Integration of information security risks at the enterprise level to Mechanisms exist to facilitate the implementation of
promote information security risk-awareness across the entire strategic, operational and tactical risk management
Application of the Risk |organisation; Risk Management controls that are aligned with:
0IS-08.01AC.1 | Management Policy - Functional | Intersects With P RSK-02  [(1)Th Enterprise Risk 3 RSK-01
Risk Assessment ¢ (ERM); and
(2) Industry-recognized cybersecurity risk
practices.
Leadership awareness and support for identification, analysis and Mechanisms exist to provide governance oversight
Application of the Risk [treatment of information security risks to foster continuous status ReportingTo reporting and recommendations enabling executives
0IS-08.01AC.2 | Management Policy - |improvement; and Funotional | Intersects With | 0 S9Per dg GOV-08.1  [to make decisions about matters considered 3 GOv-01.2
overning Bo
Risk Assessment g Body material to the organization's Security, Compliance
&Resilience Program (SCRP).
Consideration of the cloud service provider's strategic objectives when Mechanisms exist to identify:
managing risks to align risk treatment with the organisation’s goals. (1) Assumptions affecting risk assessments, risk
response and risk monitoring;
Application of the Fisk (2) Constraints affecting risk assessments, risk
0IS-08.01AC.3 | Management Policy - Functional | Intersects With Risk Framing RSK-05 '8 1S " 3 RSK-01.1
response and risk monitoring;
Risk Assessment
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by
he for managing risk.
When identifying risks, the cloud service provider also takes into Mechanisms exist to utilize User & Entity Behavior
Application of the Risk [account the detection of unusual and harmful actions of interal threat Analytics (UEBA) and/or User Activity Monitoring
015-08.02AC Management Policy - |actors, insofar as itis applicable to the cloud service provided and is Functional | Intersects With | Anomalous Behavior | MON-16 |(UAM) solutions to detect and respond to anomalous 3 MON-16
Risk Assessment | within the area of responsibility of the cloud service provider. behavior that could indicate account compromise or
other malicious activities.
When identifying risks, the cloud service provider also takes into Mechanisms exist to implement an insider threat
Application of theRisk [ o+ detection of unusual and harmful actions of interal threat rogram that includes a cross-discipline insider
015-08.02AC Management Policy - ) " Functional | Intersects With | Insider Threat Program | THR-15  [Pr°&@™ ! - s 5 THR-04
e " |actors,insofar as it s applicable to the cloud service provided and is threat incident handling team.
sk Alssessment _ |within the area of responsibility of the cloud service provider.
Application of the Risk | The risk treatment is prioritised corresponding to the level of Mechanisms exist to remediate risks to an
01509018 Policy - risks with the cloud service. Functional | Intersects With | Risk RSK-17 level. 5 RSK-06
Risk Treatment
Atisk treatment plan according to the risk assessment (cf. OIS-08) is Mechanisms exist to formalize a Risk Treatment Plan
Application of the Risk A ’ : .
documented and implemented. Risk Treatment Plan (RTP) that applicable stakeholders will utilize to
015-09.028 Management Policy - Functional | Intersects With RSK-17.1 8 RSK-06.4
‘ (RTP) remediate identified risks according to a defined
Risk Treatment :
timetine.
‘Application of the Risk | Actions defined in the risk treatment plan reduce the risk level to a Mechanisms exist to define organizational risk
015-09.038 Management Policy - |residual risk that risk owners are able to accept. Functional | IntersectsWith | Risk Tolerance RSK-05.1 | tolerance, the specified range of acceptable results. 3 RSK-01.3
Risk Treatment
‘Application of the Risk | Actions defined in the risk treatment plan reduce the risk level to a Mechanisms exist to remediate risks to an
015-09.038 Management Policy - |residual risk that risk owners are able to accept. Functional | Intersects With | Risk RSK-17 level. 5 RSK-06
Risk Treatment
The risk treatment plan, as well as suitably summarised and Mechanisms exist to formalize a Risk Treatment Plan
Application oftheRisk [\ +cd versions, Is provided to relevant Intemal parties. Risk Treatment Plan (RTP) that applicable stakeholders will utilize to
015-09.048 Management Policy - »15P parties. Functional | Intersects With RSK-17.1 applica ¢ 3 RSK-06.4
remediate identified risks according to a defined
Risk Treatment bl
timeline.
Based on contractual agreements and relevant legal and regulatory Mechanisms exist to formalize a Risk Treatment Plan
Application of the Risk |requirements, the cloud service provider determines which relevant Risk Treatment P (RTP) that applicable stakeholders will utilize to
isk Treatment Plan
015-09.058 Management Policy - |external parties are provided with information, specific to the parties’ | Functional | Intersects With RSK-17.1 | remediate identified risks according to a defined 3 RSK-06.4
RiskTreatment | purposes, about the risk treatment plan. The cloud service provider timetine.
also the extent to which this should happen.
| The selected options for risk treatment are reviewed by the risk owners Mechanisms exist to routinely update risk
Application of the Risk tment 2 ’ -
every time the risk assessment is modified. The review considers the ) Risk and react upon identifying
015-09.068 Management Policy - : Functional | Intersects With RSK-13.2 ' d 3 RSK-07
e o || criteria for sk acceptance and priortisation o sk treatment. Update new security vulnerabilities, including using outside
i
sources for security i
The selected options for risk treatment are reviewed by the risk owners Mechanisms exist to select appropriate risk
every time the risk assessment is modified. The review considers the treatment options, based on applicable risk
:  [criteria for risk acceptance and prioritisation of risk treatment. assessment findings, including:
Application of the Risk Risk Treatment (1) Mitigating the risk to an acceptable level;
015-09.068 Management Policy - Functional | Intersects With > RSK-16.1 gating P . 5 RSK-06.3
Pt Options (2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g.,
insurance and service provider); or
(4) Accepting the risk.
In case of the cloud service provider sharing risks with the cloud service Mechanisms exist to formally document a Customer
Application of the Risk | customers, the cloud service provider maps shared risks to Customer Responsibility Matrix (CRM), delineating assigned
015-09.078 Management Policy - |complementary customer controls and describes them in the user Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 5 CLD-06.1
RiskTreatment | documentation (cf. PSS-01). (CRM) resilience controls between the Cloud Service
Provider (CSP) and its
Information security is integrated into project management. Risks are Mechanisms exist to assess security, compliance
assessed by the cloud service provider according to OIS-07, and the and resilience controls as part of Technology Assets,
Information Security in| K treatment s performed if necessary. Risks are treated in al Security, Compliance Applications and/or Services (TAAS) project
nformation Security in
0I1S-10.018 Project Mana; emeyﬂ[ projects that may have a direct or significant impact on the provision, Functional Intersects With | & Resilience In Project PRM-08 to determine whether controls are 8 PRM-04
) g operation, or security of the cloud service. Management plemented correctly, operating as intended and
producing the desired outcome with respect to
meeting
o2 Security Policies and | Objective: Provide policies and procedures regarding security N A A A B
Procedures (SP) and to support business
Documentation, | Policies and (incl. and are derived Publishing Security, Mechanisms exist to establish, maintain and
Communication and |from the information security policy and are documented according to Compliance & disseminate policies, standards and procedures
SP-01.018 unication & mormat uriy poficy umente raing Functional | Intersects With pu GOv-gq [disseminate potic " procedu 8 Gov-02
Provision of Policies | uniform structure. The policies and procedures describe at least the Resilience necessary for secure, compliant and resilient
and Procedures following aspects: Do capabilities.
Documentation, | Objectives; Publishing Security, Mechanisms exist to establish, maintain and
c tion and Compliance & disseminate policies, standards and proced:
P-01.018.1 ommunication an Functional | ntersects with ompliance GOv.0a | disseminate policies, standards and procedures R cov0
Provision of Policies Resilience necessary for secure, compliant and resilient
and Procedures D i capabilities
Documentation, _|Scope; Publishing Security, Mechanisms exist to establish, maintain and
Communication and Compliance & disseminate policies, standards and procedures
SP-01.01B.2 unication a Functional | Intersects With Pl GOv.0s |disSeminate polici ) procedu 3 GOV-02
Provision of Policies Resilience necessary for secure, compliant and resilient
and Procedures D capabilities.
D i Roles and including personnel qualification Mechanisms exist to define cybersecurity roles &
c and i and the establi of substitution rules; ) Defined Roles & responsibilities for all personnel.
SP-01.01B.3 Functional | Intersects With ' HRS-04 5 HRS-03
Provision of Policies Responsibilities
and Procedures
Roles and on other cloud resmonsibte Mechanisms exist to document and maintain a
ible, :
Documentation,  |service customers and subservice organisations); e Responsible, Accountable, Supportive, Consulted &
Communication and ) . Informed (RASCI) matrix, or similar documentation,
SP-01.01B.4 Functional Intersects With | Supportive, Consulted TPM-11 5 TPM-05.4
Provision of Policies to delineate assignment for security, compliance and
&Informed (RASCI) ° :
and Procedures s resilience controls between internal stakeholders
™ and External Service Providers (ESPs).
Documentation, | Steps for the execution of the security strategy; and Mechanisms exist to establish a:
Communication and Strategic Plan & (1) Strategic security, compliance and resilience-
SP-01.01B.5 Functional | Intersects With PRM-02 3 PRM-01.1
Provision of Policies Objectives specific business plan; and
and Procedures (2) Set of objectives to achieve that plan.
h heory pp Secure Controls Framework (SCF) 50f72
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Documentation, | Applicable legal and regulatory requirements. Mechanisms exist to facilitate the identification and
Statutory, Regulatory
Communication and of relevant statutory, regulatory and
SP-01.01B.6 Functional | Intersects With | & Contractual cpL02 5 cpLo
Provision of Policies ‘ contractual controls.
Compliance
and Procedures
Documentation, | The policies and procedures are communicated and made available to Publishing Security, Mechanisms exist to establish, maintain and
P01.028 Communicationand  all elevant nternal and external personnel of the cloud service Functional | intersects it | COPliance & oviga |disseminate polisis, standards and procedures . covo
Provision of Policies | provider in an appropriate manner. Resilience necessary for secure, compliant and resilient
and Procedures D capabilities.
Documentation, | The policies and procedures are subject to version control. Publishing Security, Mechanisms exist to establish, maintain and
Communication and Compliance & disseminate policies, standards and procedures
SP-01.038 Functional | Intersects With GOV-04 5 Gov-02
Provision of Policies Resilience for secure, compliant and resilient
and Procedures D i capabilities.
Documentation, | The policies and procedures are approved by the top management of Publishing Security, Mechanisms exist to establish, maintain and
P01.08 Communication and  the cloud service provider or an authorised bocy. functional | intersects it | COPliance & ovigs |disseminate polisies, standards and procedures R cov.o
Provision of Policies Resilience necessary for secure, compliant and resilient
and Procedures D capabilities.
Information security policies and procedures are reviewed for oerodic Rovion & Mechanisms exist to review the Security,
Review and Approval | adequacy by the cloud service provider's subject matter experts at e o Compliance & Resilience Program (SCRP), including
ate of Security,
$P-02.018 of Policies and [ isast annually, and in case o significant changes to the cloud service. |~ Functional | Intersects With | e % 5% | GoV-04.1  {policies, standards and procedures, at planned 8 Gov-03
Procedures  |The review shall consider at least the following aspects: o intervals or f significant changes ocour to ensure
estlience Program their contining suitability, adequacy and
Organisational and technical changes in the procedures for providing rerodic Rovion & Mechanisms exist to review the Security,
Review and Approval.[the cloud service; and e o Compliance &Resilience Program (SCRP), including
ate of Security,
$P-02.018.1 of Policies and Functional | Intersects With | “FC" 589 | Gov-04.1 | policies, standards and procedures, at planned 3 Gov-03
Procedures P! intervals or if significant changes occur to ensure
Resilience Program
their continuing suitability, adequacy and
Review and Approval | Legal and regulatory changes in the cloud service provider's Statutory, Regulatory Mechanisms exist to facilitate the identification and
$P-02.01B.2 of Policiesand | environment. Functional | Intersects With | & Contractual CPL02  |implementation of relevant statutory, regulatory and 5 cpLo1
Procedures c controls.
Legal and regulatory changes in the cloud sevice provider's o Mechanisms exist to review the Security,
) ; Periodic Review & °
Review and Approval |environment. e o Compliance &Resilience Program (SCRP), including
ate of Security,
$P-02.01B.2 of Policies and Functional | Intersects With | “Fe" 089 | Gov-04.1 | policies, standards and procedures, at planned 3 Gov-03
Procedures P! intervals or if significant changes occur to ensure
Resilience Program
their continuing suitability, adequacy and
) Revised policies and dbythe evel Publishing Security, Mechanisms exist to establish, maintain and
Review and Approval : " ; ' -
of management before they become effective and are communicated Compliance & disseminate policies, standards and procedures
$P-02.028 of Policies and Functional | Intersects With GOV-04 5 Gov-02
oo o |and made available to internal and external personnel. Resilience necessary for secure, compliant and resilient
D i capabilities.
Revised policies and procedures are approved by the appropriate level oeriodie Roviow & Mechanisms exist to review the Security,
eriodic Review
Review and Approval |of management before they become effective and are communicated e o Compliance &Resilience Program (SCRP), including
$P-02.028 of Policiesand | and made available to internal and external personnel. Functional | Intersects With | e %599 | GOV-04.1 | policies, standards and procedures, at planned 3 Gov-03
Procedures ompliance intervals or f significant changes occur to ensure
Resilience Program s ort '
their continuing suitability, adequacy and
from |Al ions to policies and for security are oot Mechanisms exist to prohibit exceptions to
SP-03.01B Existing Policies and | maintained in a list, including also the controls associated with the Functional | Intersects With Ma’:‘c:‘;:;‘m GOV-04.2 |standards, except when the exception has been 8 GOV-02.1
Procedures i © formally assessed for risk impact, approved and
ercontions Exceptions to the policies and procedures for information security as Mechanisms exist to prohibit exceptions to
xceptions from
503028 Exismgpolms T |wellas respective controls go through risk management proceduresin | [ Exception GOv.0ap |Ftandards, except when the exception has been R sov021
e accordance with O15-07, including approval of these exceptions and Management formally assessed for risk impact, approved and
rocedures of the tisks by the risk owners. recorded.
Econtions from | EXCoptions tothe policies and procedures for information securty as Mechanisms exist to remediate risks to an
o well as respective controls go through risk management procedures in acceptable level.
$P-03.028 Existing Policies and Functional | Intersects With |  Risk Remediation RSK-17 3 RSK-06
accordance with OIS-07, including approval of these exceptions and
Procedures . .
of the risks by the risk owners.
Exceptions from | The risk management procedures in accordance with OIS-07, also take oot Mechanisms exist to prohibit exceptions to
xception
$P-03.038 Existing Policies and |into account the aggregated risk from a combination of single Functional | Intersects With e GOV-04.2 [standards, except when the exception has been 3 GOV-02.1
Procedures i © formally assessed for risk impact, approved and
The risk management procedures in accordance with O15-07, also take Mechanisms exist to conduct recurring assessments
Excontions from |10 accouNt the aggregated risk from a combination of single of risk that includes the likelihood and magnitude of
ptions | exceptions. i harm, from unauthorized access, use, disclosure,
5P-03.038 Existing Policies and Functional | Intersects With |  Risk Assessment Rsk-13 [ 3 RSK-04
disruption, modification or destruction of the
Procedures om0 )
s Assets,
Services and/or Data (TAASD).
Excontions from | T apProvals of exceptions are documented, vith a defined validity Mechanisms exist to prohibit exceptions to
i
pions | and reviewed for appropriateness at least annually by the risk owners ) Exception standards, except when the exception has been
5P-03.048 Existing Policies and ) Functional | Intersects With GOV-04.2 5 GOV-02.1
o e Jor by the top management. This review also takes into account the Management formally assessed for risk impact, approved and
tisk from a combination of singl recorded.
ercontiona The approvals of exceptions are documented, with a defined validity Mechanisms exist to:
xceptions from
505048 Exism:mms Th | e reviewed for appropriateness at least annually by theriskowners | | perodic Reviewof | | (1) Perodicaly review previously-approved R
e or by the top management. This review also takes into account the Exceptions exceptions; and
rocedures tisk from a of singl (2) Determine if the exception should be allowed to
from ini security policies and procedures that would excontion Mechanisms exist to prohibit exceptions to
$P-03.058 Existing Policies and | result in a deviation (cf. 3.4.12) from any applicable C5 criterion within | Functional | Intersects With e GOV-04.2 [standards, except when the exception has been 3 GOV-02.1
anagemen
Procedures | the scope of an assurance (cf. 3.4.1) are not permitted. & formally assessed for risk impact, approved and
from |The to policies or are approved by the excontion Mechanisms exist to prohibit exceptions to
$P-03.01AC Existing Policies and | appropriate level of management. Functional | Intersects With e GOV-04.2 [standards, except when the exception has been 5 GOV-02.1
Procedures anagemen formally assessed for risk impact, approved and
Exceptions from | The cloud service provider monitors the list of exceptions to prevent the excontion Mechanisms exist to prohibit exceptions to
$P-03.02AC Existing Policies and of approved and ensure the up-to-d ofall | Functional | Intersects With e GOV-04.2 [standards, except when the exception has been 5 GOV-02.1
anagemen
Procedures | reviews and approvals. & formally assessed for risk impact, approved and
Econtions from | The cloud service provider monitors the lst of exceptions to prevent the Mechanisms exist to:
i
pions | of approved and ensure the up-to-d of all ) Periodic Review of (1) Periodically review previously-approved
P-03.02AC Existing Policies and Functional | Intersects With GOV-04.3 5
o e | reviews and approvals. Exceptions exceptions; and
(2) Determine if the exception should be allowed to
‘Any exceptions for which deviations were identified during monitoring Mechanisms exist to govern identified deficiencies
are addressed through timely and appropriate remediation measures. (6.8, Plan of Action and Milestones (POA&M) or
similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
Ercentions (3) Description of the deficiency(ies);
xceptions from : :
Liti 4) Risk associated with the deficiency(ies);
SP-03.03AC Existing Policies and Functional | Intersects With Capabilities no-12 |@F fated with the deficiency/es). 3 1A0-05
s Deficiency Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
ownen);
(8) Resources required to conduct remediation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g,, closeout summary).
Objective: Ensure that personnel understands its responsibilities, is
aware of its responsibilities regarding information security, and that the ) _—
53 Personnel (HR) resp! garding % Functional | No Relationship N/A N/A N/A 0
organisation’s assets are protected in the event of changes in
ilities or termi
The cloud service provider identifies for the production environment Mechanisms exist to manage personnel security risk
Verification of which roles within the organisation can access cloud service customer position by assigning a risk designation to all positions and
HR-01.018 Qualfication and | data, cloud service derived data, loud service provider data, account | Functional | Intersects with | P9S8O HRS-03 | establishing screening criteria for individuals filling 5 HRS-02
izati
Trustworthiness | data or system components under the cloud service provider's € those positions.
responsibility.
The cloud service provider identifies for the production environment Mechanisms exist to enforce Role-Based Access
Verificationof | which roles within the organisation can access cloud service customer Role.Based Acces Control (RBAC) for Technology Assets, Applications,
HR-01.01B Qualifation and  |data, cloud service derved data, cloud service provider data, account |~ Funtional | IntersectsWith | T4 08 IAC-06  |Services and/or Data (TAASD) to restrict access to 3 1AC-08
”
Trustworthiness | data or system components under the cloud service provider's individuals assigned specific roles with legitimate
responsibility. business needs.
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The competency and integrity of all internal and external personnel to Mechanisms exist to manage personnel security risk
Verificationof | hich these fotes are assignedis verifid prior to employment. The by screening individuals prior to authorizing access.
HR-01.02B Qualificationang | **"eation considers the following measures, to the extent permitted Functional | Intersects With | PersonnelScreening | ~HRS-05 8 HRS-04
T il |by tocal egistation and regulation and as considered appropriate by
the cloud service provider to mitigate risks related to inappropriate
access to the respective data type:
Verification of | Verification of the person’s identity via identity ard or passport; Mechanisms exist to manage personnel security risk
HR-01.028.1 Qualification and Functional SubsetOf | Personnel Screening |  HRS-05 by screening individuals prior to authorizing access. 10 HRS-04
of of i through the CV; Mechanisms exist to manage personnel security risk
HR-01.028.2 Qualification and Functional SubsetOf | Personnel Screening |  HRS-05 | by screening individuals prior to authorizing access. 10 HRS-04
Verification of | Verification of academic titles and degrees; Mechanisms exist to manage personnel security risk
HR-01.028.3 Qualification and Functional SubsetOf | Personnel Screening |  HRS-05 by screening individuals prior to authorizing access. 10 HRS-04
Verification of | Request for a certificate of good conduct, police clearance or other Mechanisms exist to manage personnel security risk
HR-01.028.4 Qualificationand  [national equivalents; and Functional SubsetOf | Personnel Screening |  HRS-05 by screening individuals prior to authorizing access. 10 HRS-04
of of ity to blackmail. Mechanisms exist to manage personnel security risk
HR-01.028.5 Qualification and Functional SubsetOf | Personnel Screening |  HRS-05 by screening individuals prior to authorizing access. 10 HRS-04
The cloud service provider considers changes in personnel roles or Mechanisms exist to proactively govern the following
employment status that may impact access rights, responsibilities, or personnel management actions:
Verificationof | risk exposure, and identifies and mitigates related risks. Onboarding, (1) Onboarding new personnel (e.&, new hires);
HR-01.038 Qualification and Functional | Intersects With | Transferring & HRS-08 | (2) Transferring personnel into new roles within the 5 HRS-01.1
Trustworthiness Offboarding Personnel organization; and
(3) Offboarding personnel (e.g., termination of
The cloud service provider considers changes in personnel roles or Mechanisms exist to adjust logical and physical
Verificationof |employment status that may impact access rights, responsibilities, or access authorizations to Technology Assets,
HR-01.038 Qualificationand  |risk exposure, and identifies and mitigates related risks. Functional | Intersects With | Personnel Transfer | HRS-11  |Applications and/or Services (TAAS) and facilities 5 HRS-08
Trustworthiness upon personnel reassignment or transfer, in a timely
manner.
The cloud service provider classifies security-sensitive positions Mechanisms exist to manage personnel security risk
Verificationof |according to their level of risk, including IT administration roles and any posiion by assigning a risk designation to all positions and
HR-01.048 Qualification and [ positions with access to cloud service customer data or to system Functional | IntersectsWith | 0o HRS-03 | establishing screening criteria for individuals filling 8 HRS-02
Trustworthiness | components used to provide the cloud service in the production those positions.
The cloud service provider classifies security-sensitive positions Mechanisms exist to ensure that every user
Verificationof |according to their level of risk, including IT administration roles and any Usors With Elevated i Assets, and/or
HR-01.048 Qualification and [ positions with access to cloud service customer data or to system Functional | Intersects With orloges HRS-03.1 |Services (TAAS) that process, store and/or transmit 5 HRS-02.1
Trustworthiness | components used to provide the cloud service in the production sensitive and/or regulated data is cleared and
regularly trained to handle the in
The cloud service provider assesses the competence and integrity of ts Mechanisms exist to ensure that individuals
Verificationof | personnel before transfer or promotion into a role with a higher risk Roles With Special accessing a system that stores, transmits or
HR-01.058 Qualificationand  |classification. Functional | IntersectsWith | ' °% WLPPEO® | 4ps.05.1 | processes information requiring specal protection 5 HRS-04.1
Trustworthiness satisfy organization-defined personnel screening
criteria.
The cloud service provider assesses the competence and integrity of ts Mechanisms exist to adjust logical and physical
Verificationof | personnel before transfer or promotion into a role with a higher risk access authorizations to Technology Assets,
HR-01.058 Qualificationand  |classification. Functional | Intersects With | Personnel Transfer | HRS-11 |Applications and/or Services (TAAS) and facilities 3 HRS-08
Trustworthiness upon personnel reassignment or transfer, in a timely
manner.
Verficationo | The intensity of the assessment defined n this criterion is in proportion Mechanisms exist to manage personnel security risk
to the business context, the sensitivity of the information that the Position by assigning a risk designation to all positions and
HR-01.068 Qualification and Functional | Intersects With HRS-03 3 HRS-02
T e mar! | personnel wilt access, and the associated risks. c ng screening citeia for individuals filling
those positions.
Verification of | The intensity of the assessment defined in this criterion is in proportion Mechanisms exist to manage personnel security risk
HR-01.068 Qualificationand  [to the business context, the sensitivity of the information that the Functional | Intersects With | Personnel Screening | HRS-05 |by screening individuals prior to authorizing access. 5 HRS-04
i will access, and th risks.
The cloud service provider defines in the human resource policy Mechanisms exist to ensure that individuals
Verificationof | positions with levels and risk classification that require regular Roles With Special accessing a system that stores, transmits or
HR-01.01AC ification and of and integrity. The cloud service provider Functional | Intersects With | 1% W BP9  1ips.05.1 | processes information requiring special protection 5 HRS-04.1
Trustworthiness | annually reviews their assessment of competence and integity for satisfy organization-defined personnel screening
belonging to the defined positions. criteria.
Conployment Terma |1 10U service provider ensures that the employment terms and Statutory, Regulatory Mechanisms exist to facilitate the identification and
HR-02.018 e | conditions reflect applicable legal and regulatory requirements in Functional | Intersects With | & Contractual CPL02  |implementation of relevant statutory, regulatory and 3 cpLol
with SP-01. c controls.
The cloud service provider ensures that the employment terms and Mechanisms exist to require all employees and
HR-02.018  Torms reftect app {egal and regulatory requirements in Functional | Intersects With | Terms of Employment | HRs-0s | 2C""2t0rs to apply cybersecurity and data 5 HRS-05
and Conditions | accordance with SP-01. protection principles in their daily work to enable
secure, compliant and resilient capabilities.
The cloud service provider's internal and external personnel are Mechanisms exist to require all employees and
Employment Terms | required by employment terms and conditions to comply with the code ) contractors to apply cybersecurity and data
HR-02.028 : ; Functional | Intersects With | Terms of Employment |  HRS-06 ¢ 5 HRS-05
and Conditions [ of ethics and the information security policy, as well as the policies, protection principles in their daily work to enable
procedures and i based onit. secure, compliant and resitient capabilities.
The cloud service provider's internal and external personnel are Mechanisms exist to define acceptable and
HR-02.028 Employment Terms | required by employment terms and conditions to comply with the code | ¢\ it | intersectsWith |  Rules of Behavior | HRs-06.1 | nacceptable rules of behavior for the use of 5 HRS-05.1
and Conditions [ of ethics and the information security policy, as well as the policies, technologies, including consequences for
and based onit. behavior.
The cloud service provider ensures that a non-disclosure provision is Mechanisms exist to require Non-Disclosure
Employment Terms _|"7c10dedn theterms for alinternal and external porsanne. The non- Confidentitity (NDAS) or similar i
HR-02.038 e e |disclosure provision covers any information, including anonymised and | Functional | Intersects With roamonts HRS-07.1 |agreements that reflect the needs to protect data 8 HRS-06.1
decontextualised information, that the personnel obtains o generates and operational details, for both employees and third
as part of the cloud service. parties.
The cloud service provider instructs its personnel on the code of ethics Mechanisms exist to ensure personnel receive
and the information security policy, as well as the policies, procedures recurring familiarization with the organization's
and instructions based on it, before access is granted to any cloud security, compliance and resitience policies and
HR-02.04B Employment Terms (. i-e customer data, cloud service derived data, cloud service Functional | Intersects With | "0u0Y Familiarization | oo oo > [ provide acknowledgement 5 HRS-05.7
and Conditions &Acknowledgement
provider data and account data or system components under the
responsibility of the cloud service provider used to provide the cloud
senvice inthe i
The cloud service provider instructs its personnel on the code of ethics Mechanisms exist to provide all employees and
and the information security policy, as well as the policies, procedures security, and
Employmant Terma |2 nstructions based on i, before access s granted to any cloud Security, i education and training that is
HR-02.048 oo™ | service customer data, cloud service derived data, oloud service Functional | Intersects With & Resilience SAT-04 |relevant for their job function. 3 SAT-02
provider data and account data or system components under the Awareness Training
responsibility of the cloud service provider used to provide the cloud
service in the production environment.
‘Additionally, the cloud service provider requires the code of ethics and Mechanisms exist to ensure personnel receive
the information security policy, as well as the policies, procedures and 5 . recurring familiarization with the organization's
HR-02.058 EmploymentTerms |, ctions based on i, to be acknowledged by the internal and Functional | Intersects With | "0i0Y Famiiarization | - pq oo o | ocurity, compliance and resilience policies and 8 HRS-05.7
and Conditions : & Acknowledgement !
external personnel in a documented form before access is granted to provide acknowledgement
any of the data or system
Security Training and | The cloud service provider operates a target group-oriented security Security, Compliance Mechanisms exist to facilitate the implementation of
HR-03.01B and training Functional Intersects With | & Resilience-Minded SAT-02 security workforce development and awareness 5 SAT-01
Programme Workforce controls.
Security Training and 1:; ?:::ss:r::::::;:::::::z a target group-oriented security Securiy, Compliance Mechanisms exist to pvo\:::uanltlyempmyees an:nd
HR-03.018 Awareness Functional | Intersects With &Resilience SAT-04 o i 5 SAT-02
resilience awareness education and training that is
Programme Awareness Training
relevant for their job function.
Allinternal and external personnel of the cloud service provider Mechanisms exist to provide role-based security,
undergoes a role-based training programme regularly and when compliance and resilience-related training:
Security Trainingand | cing job function, taking into consideration at least the risk Role-Based Security, (1) Before authorizing access to the system or
HR-03.028 Awareness ginelo ° i eastt Functional | IntersectsWith |  Compliance & SAT-05 " - 8 SAT-03
and technical of their position. performing assigned duties;
€ Resilience Training (2) When required by system changes; and
(3) Annually thereafter.
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The programme is regularly updated based on changes to policies and Mechanisms exist to periodically review security
and the current threat situation and includes the following workforce development and awareness training to
Security Training ang | 25PEC1S Insofor as they are applicable to ach personnels role: Maintaining Workforce accourt for fhangfs o
HR-03.038 Awareness Functional | Intersects With Development SAT-03 L;c:z?:: fonat policies, standards an 5 SAT-01.1
Programme Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
) i
Handling system components sed to provide the cloud service in the Mechanisms exist to provide role-based security,
i in with applicable policies and compliance and resilience-related training:
Securty Training and Rote-Based Securiy, (1) Before authorizing access to the system or
HR-03.038.1 Awareness Functional | IntersectsWith |  Compliance & SAT-05 : 5 SAT-03
performing assigned duties;
Programme Resilience Training
(2) When required by system changes; and
(3) Annually thereafter.
Handling cloud service customer data, cloud service derived data, Mechanisms exist to ensure that every user
Seourity Trainingand |\ 4 service provider data and account data in accordance with Sensitive / Regulated accessing a system processing, storing or
HR-03.038.2 Awareness ' Functional | IntersectsWith |  Data Storage, SAT-05.1 8 ! 5 SAT-03.3
policies and and applicable legal and regulatory transmitting sensitive and/or regulated data is
Handling & Processing
formally trained in data handling
I Information about the current threat situation; Mechanisms exist to provide role-based security,
Security Training and CyberThreat f e
compliance and resilience awareness training that is
HR-03.038.3 Awareness Functional | Intersects With Environment SAT-06 5 SAT-03.6
. N current and relevant to the cyber threats that users
Programme Situational Awareness ‘ " °
might encounter in day-to-day business operations.
030384 Security Training and | Correct behaviour in the event of security incidents; ronctionat | imtoreaotewich | meidentResponse | " ™ [Mechanisms exist o train personnel in their incident N ro08
Awareness Training response roles and responsibilities.
Correct behaviour in the event of security incidents; Suspicious Mechanisms exist to provide training to personnel on
Security Training and c & defined indicators of malware to
HR-03.038.4 Awareness Functional | Intersects With SAT-06.2 ° 5 SAT-03.2
Anomalous System recognize suspicious communications and
Programme
Behavior behavior.
Security Traiming ang | 520U BeStpractices; and Securty, Compliance Mechanisms exist o provide al amployees and
HR-03.038.5 Awareness Functional | Intersects With &Resilience SAT-04 seourtty, and 3 SAT-02
resilience awareness education and training that is
Programme Awareness Training
relevant for their job function.
Secure development. - Mechanisms exist to ensure application
Security Training and Pr:lr:s"s‘:g:jl development and operations (DevOps) personnel
HR-03.038.6 Awareness Functional | Intersects With SAT-08 |receive Continuing Professional Education (CPE) 5 SAT-03.8
Programme ;::g::‘:’zf;?;t training on Secure Software Development Practices
(SSDP) to appropriately address evolving threats.
The learning outcomes achieved through the awareness and training Mechanisms exist to document, retain and monitor
programme are measured and evaluated. individual training activities, including:
Security Training and Security, Compliance (1) Initial security, compliance and resilience
HR-03.048 Awareness Functional | Intersects With | &Resilience Training | SAT-10  |awareness training; 5 SAT-04
Programme Records (2) Recurring awareness training; and
(3) Technology Assets, Applications and/or Services
(TAAS)-specific training.
HR-03.02AS, sharpening HR-03.028 Mechanisms exist to provide role-based security,
Allinternal and external personnel of the cloud service provider compliance and resilience-related training:
Securty Tralningand | 1. aoes a role-based training programme at least annually and when Role-Based Security, (1) Before authorizing access to the system or
HR-03.02A8 Awareness * ased e ! Y Functional | IntersectsWith |  Compliance & SAT-05 " : 8 SAT-03
changing job function, taking into consideration at least the risk performing assigned duties;
Programme Resilience Training
and technical of their position. (2) When required by system changes; and
(3) Annuall thereafter.
The cloud service provider monitors the completion of the security Mechanisms exist to document, retain and monitor
awareness and training programme. individual training activities, including:
Security Training and Security, Compliance (1) Initial security, compliance and resilience
HR-03.01AC Awareness Functional | Intersects With | &Resilience Training | SAT-10  |awareness training; 5 SAT-04
Programme Records (2) Recurring awareness training; and
(3) Technology Assets, Applications and/or Services
(TAAS)-specific training.
Timely and appropriate remediation measures address any deviations Mechanisms exist to document, retain and monitor
identified during monitoring. individual training activities, including:
Security Training and Security, Compliance (1) nitial security, compliance and resilience
HR-03.02AC Awareness Functional | Intersects With | &Resilience Training | SAT-10 |awareness training: 3 SAT-04
Programme Records (2) Recurring awareness training; and
(3) Technology Assets, Applications and/or Services
(TAAS)-specific training.
The leaming outcomes achieved through the awareness and training Mechanisms exist to document, retain and monitor
programme are measured and evaluated i a target group-oriented individual training activities, including:
Security Trainingand [manner. Security, Compliance (1) Initial security, compliance and resilience
HR-03.03AC Awareness Functional | Intersects With | &Resilience Tra SAT-10 |awareness training; 3 SAT-04
Programme Records (2) Recurring awareness training; and
(3) Technology Assets, Applications and/or Services
(TAAS)-specific training.
The measurements cover quantitative and qualitative aspects. Mechanisms exist to document, retain and monitor
individual training activities, including:
Security Training and Security, Compliance (1) Initial security, compliance and resilience
HR-03.04AC Awareness Functional | Intersects With | &Resilience Training | SAT-10  |awareness training: 3 SAT-04
Programme Records (2) Recurring awareness training; and
(3) Technology Assets, Applications and/or Services
(TAAS)-specific training.
Security Training and |The results are used to improve the awareness and training Mechanisms exist to:
HR-03.05AC Awareness programme. Functional | Intersects With | Training Feedback |  SAT-11 |(1) Monitor individual training results; and 5 SAT-04.1
Programme (2) Report findings to
The cloud service provider ensures that the policies and procedures Mechanisms exist to sanction personnel failing to
HR-04.018 D Measures measures reflect applicable legal and Functional | Intersects With | Personnel Sanctions | HRS-10 | comply with established security policies, standards 5 HRS-07
regulatory requirements in with SP-01. and procedures.
In the event of violations of policies and procedures or applicable legal Mechanisms exist to sanction personnel failing to
HR-04.028 Disciplinary Measures |and regulatory requirements, actions are taken in accordance with a Functional | Intersects With | Personnel Sanctions | HRS-10 | comply with established security policies, standards 5 HRS-07
defined policy that includes the following aspects: and procedures.
Verifying whether a violation has occurred; and Workpace Mechanisms exist to conduct employee misconduct
HR-04.02B.1 | Disciplinary Measures Functional | Inersectswith | OB HRS-10.1 |investigations when there is reasonable assurance 5 HRS-07.1
that a policy has been violated.
Consideration of the nature and severity of the violation and its impact. Mechanisms exist to sanction personnel failing to
HR-04.02B.2 | Disciplinary Measures Functional | Intersects With | Personnel Sanctions | HRS-10 |comply with established security policies, standards 3 HRS-07
and procedures.
The internal and external personnel of the cloud service provider is Mechanisms exist to sanction personnel failing to
HR-04.038 Disciplinary Measures |informed about possible disciplinary measures. Functional | Intersects With | Personnel Sanctions | HRS-10 | comply with established security policies, standards 5 HRS-07
and procedures.
The use of di measures s Mechanisms exist to sanction personnel failing to
HR-04.048 Disciplinary Measures Functional | Intersects With | Personnel Sanctions | HRS-10 | comply with established security policies, standards 5 HRS-07
and procedures.
Responsibilities in the | Internal and external personnel has been informed about which Mechanisms exist to notify individuals of their
Event of i arising from terms and conditions relating Post-Employment i gally-binding p
HR-05.018 Functional | IntersectsWith | Requirements HRS-08.3 ! 5 HRS-06.2
orChangeof |toinformation security, will remain in place when the employment is o requirements for the protection of sensitive and/or
or changed and for how long. regulated data.
Responsibilies in the | L and exteral personnel s been informd about which Mechanisms exist to govern former employee
e o 12 | responsibilties, arising from employment terms and conditions relating Post-Employment behavior by formally notifying terminated individuals
HR-05.018 o Chamgoof |10 ormation securty, wil remain n place when the employmentis | Functional | Inersects With | Requirements HRS-08.4 |of their applicable, legally binding p 5 HRS-09.3
Crmployment |terminated or changed and for how long Notification requirements for the protection of sensitive and/or
regulated data.
The non-disclosure or to be agreed with Mechanisms exist to require Non-Disclosure
internal personnel and service organisations of the cloud service R (NDAs) or similar
Non-disclosure o ) Confidentiality
HR-06.01B provider are based on the requirements identified by the cloud service |  Functional | Intersects With HRS-07.1 |agreements that reflect the needs to protect data 8 HRS-06.1
Agreements provider for the protection of confidential information and operational Agreements and operational details, for both employees and third
details. parties.
The agreements are to be accepted by service organisations when the Mechanisms exist to require Non-Disclosure,
contract is agreed. - (NDAS) or similar
HR-06.02B Non-disclosure Functional | Intersects With Confidentiality HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
Agreements Agreements
and operational details, for both employees and thirc
parties..
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The agreements are to be accepted by service organisations when the Mechanisms exist to require contractual
Nongisclosure | coMtract s agreed. Thire-Party Contract i for applicable security,
disclosur ird-Par 2
HR-06.028 Functional | Intersects With i TPM-14  |and resilience requirements with third-parties, 3 TPM-05
Agreements Requirements ° ) >
reflecting the organization's needs to protect its
Technology Assets, Services and/or
The agreements are to be accepted by internal personnel of the cloud Mechanisms exist to require internal and third-party
Non-disclosure |service provider before authorisation to access cloud service customer users to sign appropriate access agreements prior to
HR-06.038 Functional | Intersects With | Access Agreements |  HRS-07 3 HRS-06
Agreements | data, cloud service derived data, cloud service provider data and being granted access.
account data is granted.
The agreements are to be accepted by internal personnel of the cloud Mechanisms exist to require Non-Disclosure
service provider before authorisation to access cloud service customer - (NDAS) or similar
Non-disclosure Confidentiality
HR-06.038 e . data, cloud service derived data, cloud service provider data and Functional | Intersects With . N HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
reements reements
account data is granted. ¢ and operational details, for both employees and third
parties..
The requirements are documented and reviewed at regular intervals (at Mechanisms exist to require Non-Disclosure
least annually), as well as in case of significant changes to the cloud - (NDAS) or similar
Non-disclosure Confidentiality
HR-06.048 e . service. If the review shows that the requirements need to be adapted, | Functional | Intersects With . N HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
reements reements
the non-disclosure or are updated. ¢ and operational details, for both employees and third
parties..
The cloud service provider informs the internal personnel and service Mechanisms exist to require Non-Disclosure
Non-disclosure and obtains of the updated Confidentialiy (NDAS) or similar
HR-06.058 o non-disclosure agreement. Functional | Intersects With Y HRS-07.1 |agreements that reflect the needs to protect data 3 HRS-06.1
Agreements Agreements
and operational details, for both employees and third
parties..
Ininstances where an agreement on the updates cannot be reached, Mechanisms exist to conduct recurring assessments
the cloud service provider assesses the resulting risks to information of risk that includes the likelihood and magnitude of
Non-disclosure  |security according to OIS-07. harm, from unauthorized access, use, disclosure,
HR-06.068 Functional | Intersects With | Risk Assessment RSK-13 3 RSK-04
Agreements disruption, modification o destruction of the
i Assets, i
Services and/or Data (TAASD).
Policies and procedures for the protection of information when Publishing Security, Mechanisms exist to establish, maintain and
Remote Working - |personnel works remotely are documented, communicated and Compliance & disseminate policies, standards and procedures
HR-07.018 Functional | Intersects With Gov-04 8 Gov-02
Policy provided in accordance with SP-01 and address the following aspects: Resilience for secure, compliant and resilient
i capabilities.
Policies and procedures for the protection of information when Work From Anywhere Mechanisms exist to define secure telecommuting
HR07.018 Remote Working - | personnel works remotely are documented, communicated and Functional | nterseets with (WFA) - NEr.py  |Practioes and govern remote access to Technology R NET125
Policy provided in accordance with SP-01 and address the following aspects: Telecommuting Assets, Applications, Services and/or Data (TAASD)
Security for remote workers.
07018 Remote Working - | Establishing guidelines for the personnel for the safe handling and Functional | mersectswith | Data Protection DGH0z | Mechanisms exist to facilitate the implementation of R boron
Policy storage of sensitive and data types: data protection controls.
Establishing guidelines for the personnel for the safe handling and , Mechanisms exist to ensure that every user
) aefin ! Sensitive / Regulated "
Remote Working - [storage of sensitive information and data types; accessing a system processing, storing or
HR-07.01B.1 Functional | IntersectsWith | Data Storage, SAT-06.1 3 SAT-03.3
Policy ) transmitting sensitive and/or regulated data is
Handling & Processing
formally trained in data handling
emote Work Definition of remote access security requirements; Mechanisms exist to define, control and review
HR-07.01B.2 em;“:' ing Functional | IntersectsWith |  Remote Access NET-26  |organization-approved, secure remote access 5 NET-14
Y methods.
Utilisation of secure methods and of Automated mechanisms exist to enforce Multi-Factor
secure network use (e.g., VPN usage, endpoint protection, multi-factor Authentication (MFA) for:
authentication, secure communication channels); and (1) Remote network access;
Remote Working - Multi-Fact 2) Third-party Technology Assets, Applicatl
HR-07.01B.3 emote Working Functional | Intersects With ulti-Factor 137 |\ Third-party Technology Assets, Applications 3 1AC-06
Policy Authentication (MFA) and/or Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
emote Work Utilisation of secure methods and of Remote Access Cryptographic mechanisms exist to protect the
emote Working -
HR-07.01B.3 oy 78| secure network use (e.g. VPN usage, endpoint protection, multi-factor | Functional | Intersects With | Cryptographic NET-26.5 | confidentiality and integrity of remote access 5 NET-14.2
Y secure i channels); and Protections sessions (e.g., VPN).
Provision of organisation-approved equipment and prohibition of Mechanisms exist to monitor and enforce usage
Remote Working - lated Ldevices. ters that limit the potential d d
HR-07.018.4 emote Workdng - | unregulated personal devices Functional | Intersects With | Usage Parameters |  AST-2  |Parameters thatlimit the potential damage cause 3 AST-14
Policy from the unauthorized or unintentional alteration of
system settings.
Provision of organisation-approved equipment and prohibition of Mechanisms exist to establish usage restrictions and
Aemote Work personal devices. Technology U i guidance for i
HR-07.01B.4 Em:olmm ing Functional | Intersects With e:e::i:ﬁ\én:e HRS-06.3 |technologies based on the potential to cause 5 HRS-05.3
4 damage to Technology Assets, Applications and/or
Services (TAAS), if used
emoto Working | T cloud service provider designs, implements and maintains the Mechanisms exist to define, control and review
ing-
HR-08.018 P 8" |technical and organisational measures required to enable its personnel |  Functional | IntersectsWith |  Remote Access NET-26 |organization-approved, secure remote access 3 NET-14
MPLeMENtation |to comply with the policies and procedures for remote work (cf. HR-07). methods.
The cloud service provider designs, implements and maintains the Work From Anywhere Mechanisms exist to define secure telecommuting
Remote Working - |technical and organisational measures required to enable its personnel ) (WFA) - practices and govern remote access to Technology
HR-08.018 : ) . Functional | Intersects With NET-27 ‘ 5 NET-14.5
Implementation | to comply with the policies and procedures for remote work (cf. HR-07). Telecommuting Assets, Applications, Services and/or Data (TAASD)
Security for remote workers.
Asset M | Objective: Identify th isation’ ts and
s sset Management | Objective: Identify the organisation’s own assets and ensure an U |y A A A N
am) tevel of protection their ifecycle.
. * [Anasset framework s and . . Mechanisms exist to establish a formal, documented
sset Managemen sset Managemen
AM-01.01B o provided according to SP-01, in which the following aspects are Functional | Intersects With ot AST-01  |asset management policy that: 8
described: d (1) Conveys executive ‘s intent;
An asset framework s and Mechanisms exist to facilitate an IT Asset
provided according to SP-01, in which the following aspects are Management (ITAM) program to implement and
— o |descrivea: manage asset management controls.
AM-01.018 ‘sset Managemen Functional | Intersects With | Asset Governance AST-02 8 AST-01
Framework
Identification of assets which are used to provide the cloud service in Mechanisms exist to perform inventories of
the production environment; Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
Asset Management business justification details;
AM-01.01B.1 F 8 K Functional Intersects With Asset Inventories AST-04 (3) Is at the level of granularity deemed necessary for 5 AST-02
rameworl tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
i personnel.
010182 ‘Asset Management | Definition of a scheme for identifying protection needs based on Functional | Intorsects With | Asset Cotogorization | AsT1s | Meonanisms exist o categorize Technology Assefs, R st
Framework d, stored or onthe asset; and/or Services (TAAS).
Definition of a scheme for identifying protection needs based on Mechanisms exist to ensure data and assets are
Asset Management ) Data & Asset
AM-01.01B.2 d, stored or on the asset; Functional Intersects With DCH-04 in with licable statutory, 5 DCH-02
Classification
e and
010183 Asset Management | Defintion o asset types, considering at a minimum the diftereniation | ¢ o T AT T Mechanism exst o categorize Technalogy Assets, R st
Framework of hardware and software obiects; and/or Services (TAAS).
Definition of asset lifecycles based on the asset type; and Mechanisms exist to facilitate an IT Asset
Asset Management )
AM-01.01B.4 F K Functional Intersects With Asset AST-02 (ITAM) program to implement and 3 AST-01
rameworl
manage asset controls.
h h Secure Controls Framework (SCF) 90f72
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Technology Assets, Applications, Services and/or
Data (TAASD) that:
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tracking and reportiny
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)Is available for review and audit by designated

personnel.
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AST-02

AM-01.01AC

Asset Management
Framework

The information collected about assets is considered in logging and
monitoring applications to:

Functional

Intersects With

Asset Inventories

AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including
business justification details;

(3)Is at the level of granularity deemed necessary for
tracking and reporting;

(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and

(5)Is available for review and audit by designated

AST-02

personnel.

AM-01.01AC

Asset Management
Framework

The information collected about assets is considered in logging and
itori i to:

Functional

Intersects With

Continuous Monitoring

MON-02

Mechanisms exist to facilitate the implementation of
ent id itoring controls.

MON-01

AM-01.01AC.1

Asset Management
Framework

Identify the impact on cloud services and functions in case of events
that could lead to a breach of protection ives; and

Functional

Intersects With

Continuous Monitoring

MON-02

Mechanisms exist to facilitate the implementation of
ent id itoring controls.

MON-01

AM-01.01AC.1

Asset Management
Framework

Identify the impact on cloud services and functions in case of events
that could lead to a breach of protection objectives; and

Functional

Intersects With

Impact-Level
Prioritization

RSK-07.1

Mechanisms exist to prioritize the impact level for
Technology Assets, Applications and/or Services
(TAAS) to prevent potential

RSK-02.1

AM-01.01AC.2

Asset Management
Framework

Support information provided to affected cloud service customers in
with

Functional

Intersects With

Incident Stakeholder
Reporting

IRO-16

Mechanisms exist to timely-report incidents to
applicable:

(1) Internal stakeholders;

(2) Affected clients & third-parties; and

(3) Regulatory

IRO-10

AM-01.02AC

Asset Management
Framework

The cloud service provider assures that the inventory of assets is up-to-
date by implementing monitoring measures to the process that is
maintaining it.

Functional

Intersects With

Asset Inventories

AST-04

Mechanisms exist to perform inventories of

Technology Assets, Applications, Services and/or

Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including

business justification details;

(3)Is at the level of granularity deemed necessary for

tracking and reporting;

(4) Includes organization-defined information

deemed necessary to achieve effective property

accountability; and

(5)Is available for review and audit by designated
personnel.

AST-02

AM-01.02AC

Asset Management
Framework

The cloud service provider assures that the inventory of assets is up-to-
date by implementing monitoring measures to the process that is
maintaining it.

Functional

Intersects With

Comprehensive Asset
Inventory

AST-08

Mechanisms exist to maintain a dynamically
updated inventory of Technology Assets,
Applications, Services and/or Data (TAASD) that
provides a highly contextualized understanding of
every asset that is capable of providing operational
visibility required to:

(1) Detect anomalies;

(2) Manage complex

AM-02.018

Asset Inventory

The cloud service provider maintains an asset inventory of hardware
and software assets in accordance with the asset management
framework (cf. AM-01).

Functional

Intersects With

Asset Inventories

AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including
business justification details;

(3)Is at the level of granularity deemed necessary for
tracking and reporting;

(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and

(5) Is available for review and audit by designated

AST-02

personnel.

AM-02.028

Asset Inventory

The inventory is performed automatically and/or by the people or
teams ible for the assets to plete, accurate, valid
and consistent inventory throughout the asset lifecycle.

Functional

Intersects With

Asset Inventories

AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)Is at the level of granularity deemed necessary for
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5) Is available for review and audit by designated

i personnel.

AST-02

AM-02.028

Asset Inventory

The inventory is performed automatically and/or by the people or
teams for the assets to plete, accurate, valid
and consistent inventory throughout the asset lifecycle.

Functional

Intersects With

Comprehensive Asset
Inventor,

AST-08

Mechanisms exist to maintain a dynamically
updated inventory of Technology Assets,
Applications, Services and/or Data (TAASD) that

ides a highly of
every asset that is capable of providing operational

(1) Detect

AM-02.028

Asset Inventory

The inventory is performed automatically and/or by the people or
teams ible for the assets plete, accurate, valid
and consistent inventory throughout the asset lifecycle.

Functional

Intersects With

Automated Network
Asset Discovery

AST-09.2

Mechanisms exist to automate network asset
discovery through Software Defined Networking
(SDN), or similar technologies, that analyzes network
traffic to:

(1) Identify;

(2) Document; and

(3) Track devices.

AST-32

AM-02.038

Asset Inventory

Assets are recorded with the information needed to apply the risk
management procedure (cf. OIS-07), including the measures taken to
manage these risks throughout the asset lifecycle.

Functional

Intersects With

Asset Inventories

AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including
business justification details;

(3)Is at the level of granularity deemed necessary for
tracking and reportiny
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and

(5) Is available for review and audit by designated
organizational personnel.

AST-02

Secure Controls Framework (SCF)
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AM-02.038

Asset Inventory

Assets are recorded with the information needed to apply the risk

procedure (cf. OIS-07), including the measures taken to
manage these risks throughout the asset lifecycle.

Functional

Risk-Based Security

Intersects With N
Categorization

RSK-07

Mechanisms exist to categorize Technology Assets,
Applications, Services and/or Data (TAASD) in
with laws, and

contractual obligations that:

(1) Document the security categorization results
(including supporting rationale) in the security plan
for systems; and

(2) Ensure the security categorization decision is
reviewed and approved by the asset owner.

RSK-02

AM-02.048

Asset Inventory

Changes to the recorded information of an asset are logged.

Functional

Intersects With |  Asset Inventories AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)Is at the level of granularity deemed necessary for
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5) Is available for review and audit by designated

ional personnel.

AST-02

AM-02.048

Asset Inventory

Changes to the recorded information of an asset are logged.

Functional

Intersects With | Content of Event Logs | MON-09

Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:

(1) Establish what type of event occurred;
(2) When (date and time) the event occurred;
(3) Where the event occurred;

(4) The source of the event;

(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.

MON-03

AM-02.058

Asset Inventory

The cloud service provider maintains lists of all users under its,
responsibility who have access to a specific resource, along with their
access rights.

Functional

User & Service

Intersects With
Account Inventories

IAC-08.3

Mechanisms exist to maintain a current list of
authorized users and service accounts.

IAC-01.3

AM-02.058

Asset Inventory

The cloud service provider maintains lists of all users under its,
responsibility who have access to a specific resource, along with their
respective access rights.

Functional

Periodic Review of
Individual & Service
Account Privileges

Intersects With IAC-12

Mechanisms exist to periodically-review the
privileges assigned to individuals and service
accounts to validate the need for such privileges and
reassign or remove privileges, as

IAC-17

AM-03.018

Hardware Asset
Inventory

The hardware asset inventory maintained by the cloud service provider
(cf. AM-02) includes information for each entry that:

Functional

Intersects With |  Asset Inventories AST-04

Mechanisms exist to perform inventories of

Technology Assets, Applications, Services and/or

Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including

business justification details;

(3)Is at the level of granularity deemed necessary for

tracking and reporting;

(4) Includes organization-defined information

deemed necessary to achieve effective property

accountability; and

(5)Is available for review and audit by designated
personnel.

AST-02

AM-03.018.1

Hardware Asset
Inventory

Enables the identification of the hardware asset;

Functional

Intersects With |  Asset Inventories AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)Is at the level of granularity deemed necessary for
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5) Is available for review and audit by designated

i personnel.

AST-02

AM-03.018.2

Hardware Asset
Inventory

Provides visibility into the lifecycle of the hardware asset; and

Functional

Intersects With |  Asset Inventories AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)Is at the level of granularity deemed necessary for
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5) Is available for review and audit by designated

i personnel.

AST-02

AM-03.018.3

Hardware Asset
Inventory

Enables the cloud service provider to control the hardware asset,
perform a risk assessment and protect its information security.

Functional

Intersects With Asset Inventories AST-04

Mechanisms exist to perform inventories of

Technology Assets, Applications, Services and/or

Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including

business justification details;

(3)Is at the level of granularity deemed necessary for

tracking and reporting;

(4) Includes organization-defined information

deemed necessary to achieve effective property

accountability; and

(5) Is available for review and audit by designated
izational personnel.

AST-02

AM-03.018.3

Hardware Asset
Inventory

Enables the cloud service provider to control the hardware asset,
perform a risk assessment and protect its information security.

Functional

Technology Assets,
Applications, Services
and/or Data (TAASD)
Ownership
Assignment

Intersects With AST-07.1

Mechanisms exist to ensure Technology Assets,
Applications, Services and/or Data (TAASD)
ownership responsibilities are assigned, tracked and
managed at a team, individual, or responsible
organization level to establish a common

of requirements for asset protecti

AST-03

AM-04.018

Software Asset
Inventory

The cloud service provider maintains a comprehensive inventory of all
software assets, including used software (cf. AM-02). This inventory
includes information for each entry that:

Functional

Intersects With |  Asset Inventories AST-04

Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including
business justification details;

(3) s at the level of granularity deemed necessary for
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and

(5) Is available for review and audit by designated
organizational personnel.

AST-02

AM-04.018

Software Asset
Inventory

The cloud service provider maintains a comprehensive inventory of all
software assets, including used software (cf. AM-02). This inventory
includes information for each entry that:

Functional

Software Bill of

Materials (SBOM) TDA21.4

Intersects With

Mechanisms exist to generate, or obtain, a Software

Bill of Materials (SBOM) for Technology Assets,

Applications and/or Services (TAAS) that lists

software packages in use, including versions and
licenses.

TDA-04.2

Secure Controls Framework (SCF)
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Enables the identification of the software assef Mechanisms exist to perform inventories of
Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification detals;
Software Asset
AM-04.01B.1 vy Functional | Intersects With |  Asset Inventories AST-04  |(3)Is at the level of granularity deemed necessary for 5 AST-02
tracking and reportin
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
personnel.
Provides visibility into which other assets use the software asset for the Mechanisms exist to generate, or obtain, a Software
Software Asset | Provision o the cloud servics; and software Bilof Bill of Materials (SBOM) for Technology Assets,
AM-04.018.2 Functional | Intersects With " TDA-21.4 | Applications and/or Services (TAAS) that lists 5 TDA-04.2
Inventory Materials (SBOM) rServices (TAZ :
software packages in use, including versions and
applicable licenses.
Enables the cloud service provider to control the software asset, Mechanisms exist to perform inventories of
perform a risk assessment and protect its information security. Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification detals;
Software Asset
AM-04.018.3 oy Functional | Intersects With |  Asset Inventories AST-04  [(3)1s at the level of granularity deemed necessary for 3 AST-02
tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
personnel.
Enables the cloud service provider to control the software asset, Mechanisms exist to ensure Technology Assets,
Technology Assets, ) A
perform a risk assessment and protect its information security. Aopeation Senions Applications, Services and/or Data (TAASD)
AM-04.01B.3 Software Asset Functional | Intersects With | and/or Data (TAASD) | AST-07.1 | C"nership responsibilities are assigned, tracked and 3 AST-03
Inventory Canerain managed at a team, individual, or responsible
" organization level to establish a common
Assignment
of requirements for asset protetion.
The inventory also inoludes information for each entry that provides Mechanisms exist to prevent unsupported
visibility into how long the software asset will receive security updates Technology Assets, Applications and/or Services
from its supplier, if such a time frame has been communicated by the Unsupported (TAAS) by:
AM0AO1AG Software Asset | supplier. Functional | inerseots witn | TechmelogyAssets, | o (1) Removing and/or replacing TAAS when support for R DA
Inventory Applications and/or the components is no longer available from the
Services (TAAS) developer, vendor or manufacturer; and
(2) Requiring justification and documented approval
for th d use of TAAS required
Policies and procedures for the proper and secure use of assets are Mechanisms exist to facilitate an IT Asset
Policy for the Proper and provided in with SP-01 Management (ITAM) program to implement and
AM-05.018 and Secure Use of ! : Functional | Intersects With | AssetGovernance |  AST-02 5 AST-01
R, and address the following aspects of the asset lifecycle as applicable manage asset management controls.
to the asset:
poliy forthe proper | "1%8 &N procedures for the proper and secure use of assets are Publishing Security, Mechanisms exist to establish, maintain and
and provided in with SP-01 Compliance & disseminate policies, standards and procedures
AM-05.018 and Secure Use of Functional | Intersects With GOV-04 8 Gov-02
o and address the following aspects of the asset lifecycle as applicable Resilience necessary for secure, compliant and resilient
to the asset: D i capabilities.
Policy for the Proper |Approval for Mechanisms exist to facilitate an IT Asset
AM-05.01B.1 and Secure Use of and disposal by personnel or system Functional | Intersects With | ~ Asset AST-02 (ITAM) program to implement and 3 AST-01
Assets manage asset controls.
‘Approval for Mechanisms exist to ensure Technology Assets,
and disposal by personnel or system Applications and/or Services (TAAS) are properly
components; decommissioned so that:
Policy for the Proper (1) Data is properly transitioned to new systems or
AM-05.01B.1 and Secure Use of Functional | Intersects With | Decommissioning | AST-36 |archived; and 3 AST-30
Assets (2) Hard drives are either destroyed or erased in
with i
, as well as statutory, regulatory and
Classification and labelling based on the protection need of the cloud Mechanisms exist to determine security, compliance
policyforthe Proper | $°PiC? CUstomer data,cloud senice derived data,cloud senvico and resilience control applicabilty by dentifying,
AM-05.018.2 and Secure Use of | PrOV19°r 4214 and account data as well as measures for the level of Functional | Intersects With Asset Scope AsT1g | 2SSIENIng and documenting the appropriate asset 3 AST-04.1
e protection identified; Classification scope categorization for all Technology Assets,
Applications and/or Services (TAAS) and personnel
(internal and third-parties).
Classification and labelling based on the protection need of the cloud Mechanisms exist to ensure data and assets are
Policy forthe Proper | - istomer data, cloud service derived data, cloud service Data & Asset in with applicable statutory,
AM-05.018.2 and Secure Use of Functional | Intersects With DCH-04 5 DCH-02
e provider data and account data as well as measures for the level of Classification regulatory and contractual requirements.
identified;
Secure configuration of mechanisms for error handling, logging, Mechanisms exis to develop, document and
Policy for the Proper i ication and maintain secure baseline configurations for
AM-05.01B.3 and Secure Use of Functional | Intersects With Sgg:;fgz:i:’: CFG-04 |Technology Assets, Applications and/or Services 5 CFG-02
Assets (TAAS) that are consistent with industry-accepted
standards.
Policy for the Proper | Requirements for versions of software and images as well as Software & e Mechanisms exist to conduct software patching for
AM-05.018.4 and Secure Use of | application of patches; Functional | Intersects With baroning VPM-08 |all deployed Technology Assets, Applications and/or 5 VPM-05
Assets Services (TAAS), including firmware.
Handling of software for which support and security patches are not Mechanisms exist to prevent unsupported
available anymore; Technology Assets, Applications and/or Services
Policy for the Proper Unsupported (TAAS) by:
AM-05.01B.5 and Secure Use of Functional | Intersects With | [cCTMOVOBY ASSEIS, |y 4 (1) Removing and/or replacing TAAS when support for 5 DA17
s Applications and/or the components is no longer available from the
Services (TAAS) developer, vendor or manufacturer; and
(2) Requiring justification and documented approval
for th d use of TAAS required
Policy for the Proper | Restriction of software installations or use of services; Restriot Roles ‘Automated mechanisms exist to prevent the
AM-05.01B.6 and Secure Use of Functional Intersects With Permitted To Install CFG-12 installation of software, unless the action is 5 CFG-05
Assets Software by a privileged user or service.
Policy for the Proper of software or use of services; Role-Based Mechanisms exist to limit the ability to implement
AM-05.01B.6 and Secure Use of Functional | Intersects With | PermissionsTo | CHG-04.2 |Technology Asset, Application and/or Service (TAAS) 3 END-03
Assets Implement Changes changes to desi privileged roles.
Policy for the Proper | Protection against matware; Malicious Code Mechanisms exist to utilize antimalware, or similar
AM-05.01B.7 and Secure Use of Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 5 END-04
Assets i code.
Policy for the Proper_|Remote deactivation, deletion or blocking; Mechanisms exist to remotely purge selected
AM-05.018.8 and Secure Use of Functional | Intersects With | Remote Purging MDM-08  |information from mobile devices. 5 MDM-05
Assets
Policy for the Proper | Physical delivery and transport; Mechanisms exist to authorize, control and track
AM-05.018.9 and Secure Use of Functional | IntersectsWith | RemovalofAssets | AST-24 |technology assets entering and exiting organizational 5 AST-11
Assets facilties.
Policy for the Proper | Physical delivery and transport; Mechanisms exist to protect and control digital and
AM-05.018.9 and Secure Use of Functional | Intersects With | Media Transportation | DCH-16 | non-digital media during transport outside of 3 DCH-07
Assets trolled areas using security
Dealing with incidents and vulnerabilities; Mechanisms exist to implement and govern
Policy for the Proper
AM-05.018.10 and Secure Use of Functional | Intersectswith | ""C19eNRESPONSE | ppy ) | processes and documentation to faclitate an 3 IRO-01
s Operations organization-wide response capability for
and data protection-related incidents.
Policy for the Proper | Dealing with incidents and vulnerabilities; Vulnerability & Patch Mechanisms exist to facilitate the implementation
AM-05.018.10 and Secure Use of Functional | Intersects With | Management Program | VPM-02  |and monitoring of risk-based vulnerability 3 VPM-01
Assets (VPMP) capabilities.
h heory pp Secure Controls Framework (SCF) 12072
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oty for the Proper | 2e161on ofcloud senice customer data, cloud service derved data, Mechanisms exist to securely dispose of, destroy
cloud service provider data and account data; and Digital & Non-Digital and/or erase digital and non-digital media when it is
AM-05.01B.11 and Secure Use of Functional | Intersects With DCH-17 3 DCH-21
e Media Disposal no longer required, using organization-defined
procedures.
Deletion of cloud service customer data, cloud service derived data, Mechanisms exis to sanitize digital media with the
Policy for the Proper [ cloud service provider data and account data; and Digtal Media strength and integrity commensurate with the
AM-05.01B.11 and Secure Use of Functional | Intersects With DCH-18 | classification or sensitivity of the information prior to 5 DCH-08
Assets Sanitization disposal, release out of organizational control or
release for reuse.
oty forthe Proper | 520U handlng and usae of removable media, .. by specifing Mechanisms exist to restrict the Use of types of
AM-05.01B.12 and Secure Use of | "IN dévices are permitted to interact with removable media and Functional | Intersects with | 062\ Media Use DCH.1g | Etal media on systems or system components. 3 DCH-10
s what data can be stored on them or by banning the reuse of removable Restrictions
media.
poliy forthe proper | €°1T® handling and usage of ramovable media .. by specifying Mechanisms exist to restrict removable media in
which devices are permitted to interact with removable media and Removable Media accordance with data handling and acceptable
AM-05.01B.12 and Secure Use of Functional | Intersects With DCH-21 5 DCH-12
PR what data can be stored on them or by banning the reuse of removable Security usage parameters.
media.
Policy for the Proper |The applicability of these aspects is defined based on the cloud service Mechanisms exist to facilitate an IT Asset
AM-05.028 and Secure Use of | provider's asset management framework (cf. AM-01). Functional | Intersects With |  Asset AST-02 (ITAM) program to implement and 3 AST-01
Assets manage asset controls.
The cloud service provider has implemented an approval process for Mechanisms exist to facilitate an IT Asset
AM06.018 Commissioningof - |commissioning hardwar used to provide the cloud service in the runctional | intersacts with | Asset Governance |  ast.op | Management (TAM) program to implement and R AsT01
Hardware production environment. This process involves identifying, analysing, manage asset management controls.
and mitigating any risks (cf. 0IS-07) ith the
The cloud service provider has implemented an approval process for Mechanisms exist to conduct recurring assessments
commissioning hardware used to provide the cloud service in the of risk that includes the likelihood and magnitude of
AM-06.01B ¢ of y - This process involves identifying, analysing, Functional | Intersects With | Risk Assessment Rsk-13 | Narm. from unauthorized access, use, disclosure, 3 RSK-04
Hardware and mitigating any risks (of. OIS-07) associated with the disruption, modification or destruction of the
commissioning. 's Assets,
Services and/or Data (TAASD).
‘Approvalis granted after of the secure of the Mechanisms exist to develop, document and
. mechanisms for error handling, logging, encryption, authentication and : maintain secure baseline configurations for
Commissioning of g Secure Baseline © oo )
AM-06.028 e according to the intended use and based on the Functonal | Inersectswith | 7o B CFG-04  |Technology Assets, Applications and/or Services 5 CFG-02
applicable policies. (TAAS) that are consistent with industry-acoepted
hardening standards.
The cloud sevice provider defines, documents and implements a Mechanisms exist to ensure Technology Assets,
procedure for the decommissioning of hardware used to operate Applications and/or Services (TAAS) are properly
system the cloud service decommissioned so that:
Decommissioningof.|<MOTMentunder the responsibily of the cloud service provider. As (1) Data is properly transitioned to new systems or
AM-07.01B il part of this procedure, approval by authorised personnel of the cloud | Functional | Intersects With | Decommissioning |  AST-36 |archived; and 8 AST-30
service provider based on the applicable policies is required. (2) Hard drives are either destroyed or erased in
with i
standards, as well as statutory, regulatory and
The decommissioning includes either: Mechanisms exis to ensure Technology Assets,
Applications and/or Services (TAAS) are properly
decommissioned so that:
Decommissioningof (1) Data is properly transitioned to new systems or
AM-07.028 il Functional | Intersects With | Decommissioning | AST-36 |archived; and 5 AST-30
(2) Hard drives are either destroyed or erased in
with
standards, as well as statutory, regulatory and
The complete and permanent deletion of all cloud service customer Mechanisms exist to sanitize digital media with the
Dacommissioningof |42t cloud service derived data, cloud service provider data and Digtal Media strength and integrity commensurate with the
AM-07.028.1 account data; or Functional | Intersects With DCH-18  |classification or sensitivity of the information prior to 5 DCH-09
Hardware Sanitization
disposal, release out of organizational control or
release for reuse.
The proper destruction of the media. Mechanisms exist to securely dispose of, destroy or
Secure Disposal, h ; assets using
AM-07.028.2 Decommissioning of Functional. | Inersects With | Deatrstion r e.Use |  AST-25_|{Sed techmiaues and methods to provent 3 AST-09
Hardware " (1) Data recovery; and
of Equipment (2) Components from being resold, redistributed
and/or reused through channels.
The proper destruction of the media. Mechanisms exist to securely dispose of, destroy
AM07.025.2 Decommissioning of Functional. | Intersscts i | PIEtOLENon-Digital | fandlor rase digital and non-digital media when it s . oo
Hardware Media Disposal no longer required, using organization-defined
procedures.
‘Account data needs to be deleted at least in cases where the data is Mechanisms exist to sanitize digital media with the
Decommissioningof | \2C3ed n the production environment for the operation of system Digital Mdia strength and integiity commensurate with the
AM-07.028.3 components. Functional | Intersects With ¢ DCH-18  |classification or sensitivity of the information prior to 3 DCH-09
Hardware Sanitization "
disposal, release out of organizational control or
release for reuse.
'AM-07.01AS, sharpening AM-07.01B Mechanisms exist to ensure Technology Assets,
The cloud service provider defines, documents and implements a Applications and/or Services (TAAS) are properly
procedure for the decommissioning of hardware used to operate decommissioned so that:
system ing the cloud service (1) Data is properly transitioned to new systems or
Decommissioning of ’ ; ) - ;
AM-07.01A8 Wil test or staging under the of Functional | Intersects With | Decommissioning | AST-36 |archived; and 8 AST-30
the cloud service provider. As part of this procedure, approval by (2) Hard drives are either destroyed or erased in
authorised personnel of the cloud service provider based on the with i
applicable policies is required. standards, as well as statutory, regulatory and
The of data on hardh is carried out in such Mechanisms exis to securely dispose of, destroy or
a manner that data recovery can be reasonably considered to be assets using organi
Decommissioning of |impossible. X Secure Disposal, defined techniques and methods to prevent:
AM-07.01AC Functional | Intersects With | Destruction or Re-Use |  AST-22 5 AST-09
Hardware of Equipmont (1) Data recovery; and
(2) Components from being resold, redistributed
and/or reused through channels.
The of data on hardh is carried out in such Mechanisms exist to sanitize digital media with the
Decommissioning f |2 M2NEF that data recovery can be reasonably considered to be ) it Media strength and ntegrity commensurate with the
AM-07.01AC impossible. Functional | Intersects With ! DCH-18  |classification or sensitivity of the information prior to 8 DCH-08
Hardware Sanitization A
disposal, release out of organizational control or
release for reuse.
The cloud service provider determines in a risk assessment (cf. 01S-07) Mechanisms exist to ensure personnel receive
Commitmentto |if loss of or unauthorised access to assets could compromise the recurring familiarization with the i
AM05.015 Proper Use, Safe and | information security of the cloud servic. fso,the cloud service Functional. | Interssots win | POUeY Femiliarization | security, compliance and rsilience policies and . HRS.05.7
Secure Handlingand | provider's interal and external personnel is provably committed to the & Acknowledgement provide acknowledgement.
Return of Assets | policies and procedures for proper use and safe and secure handling of
assets before they can be used.
The cloud service provider determines in a risk assessment (cf. 015-07) Mechanisms exist to conduct recurring assessments
Commitmentto | loss of or unauthorised access to assets could compromise the of risk that includes the likelihood and magnitude of
AM05.016 Proper Use, Safe and information securityof the clou senice. If s, he cloud service runctional | intersectewitn | sk Assessment Rkt |erm from unauthorized access, use, disclosure, 5 AsK.04
Secure Handlingand |provider's internal and external personnel is provably committed to the disruption, modification or destruction of the
Retur of Assets | policies and procedures for proper use and safe and secure handling of izati Assets, i
assets before they can be used. Services and/or Data (TAASD).
Commitmentto | Any assets handed over are provably returned upon termination of Mechanisms exist to ensure that employees and
05,028 Proper Use, Safe and |employmernt. runctional | intersectewith | Returm of Assets astgs |tird-pany users return all rganizational assets in s AST10
Secure Handling and their upon of
Return of Assets contract or agreement.
Commitmentto | Any assets handed over are provably retured upon termination of exist to retrieve organ d
AM-08.02B Proper Use, Safe and | employment. Functional | Intersects With |  Asset Collection HRS-12.2 |2536ts upon termination of an individual's 8 HRS-09.1
Secure Handling and employment.
Return of Assets
Commitmentto | If assets cannot be returned prior to or on the day of the termination, Mechanisms exist to govern the termination of
AM05.035 Proper Use, Safe and the cloud service provider removes the access fghts of thepersonnel | ¢l individual employment. . HRS.05
Secure Handlingand [no later than the date of termination
Return of Assets
h heory pp Secure Controls Framework (SCF) 13072
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Commitmentto |If assets cannot be returned prior to or on the day of the termination, Mechanisms exist to revoke user access rights in a
Proper Use, Safe and [the cloud service provider removes the access rights of the personnel Termination of timely manner, upon termination of employment or
AM-08.038 P P ¢ P Functional | Intersects With 1AC-04.2 v P plov! 3 1AC-07.2
Secure Handlingand [no later than the date of termination Employment contract.
Return of Assets
‘Assets are classified and, if possible, labelled. Classification and Mechanisms exist to ensure data and assets are
i ticabl
AM05.018 Asset Classificaion |labelling of an asset rflect the protection needs of the category o Functional | intersacts With Data & Asset oHos in with statutory, . boH.02
andLabelling | cloud service customer data, cloud service derived data, cloud service Classification regulatory and contractual requirements.
provider data and account data it processes, stores, or transmits.
Assets are classified and, if possible, labelled. Classification and Mechanisms exist to mark media in accordance with
Asset Classification | labeliing of an asset reflect the protection needs of the category of data protection requirements so that personnel are
AM-09.018 Functional | IntersectsWith | Media Marking DCH-11 5 DCH-04
andLabelling | cloud service customer data, cloud service derived data, cloud service alerted to distribution limitations, handling caveats
provider data and account data it processes, stores, or transmits. and applicable security requirements.
Classification levels are reviewed at least annually and in case of Mechanisms exist to ensure data and assets are
Asset Classification Data & Asset
AM-09.028 ‘ significant changes to the cloud service. Based on the review, the Functional | Intersects With DCH-04 in with applicable statutory, 5 DCH-02
and Labelling oan ° Classification
tevels are updated where e and
The protection need is determined by the individuals or groups Mechanisms exist to ensure data and assets are
Asset Classification Data & Asset
AM-09.038 ‘ responsible for the assets of the cloud service provider accordingtoa | Functional | Intersects With DCH-04 in with applicable statutory, 3 DCH-02
and Labelling ° Classification
uniform and schema. e and irements.
noset Clasaifioation. | T Protection need is determined by the individuals or groups existto d ipis
et Classification
AM-09.038 e responsible for the assets of the cloud service provider accordingtoa |  Functional | Intersects With | Data Stewardship | DCH-06 |assigned, documented and communicated. 5 DCH-01.1
© _|uniform and schema.
The classification schema provides levels of protetion for the Mechanisms exist to ensure data and assets are
c ticabl
AM-09.04B Asset N N integrity, Dility, and auth  protection Functional | Intersects With Data & Asset DCH-04 n with statutory, 3 DCH-02
andLabelling  |objectives. These protection objectives are aligned with delivery and Classification regulatory and contractual requirements.
recovery objectives set out in business and disaster recovery plans.
The classification schema provides levels of protection for the Mechanisms exist to categorize Technology Assets,
integrity, and protection Applications, Services and/or Data (TAASD) in
objectives. These protection objectives are aligned with delivery and with laws, and
sset Classification|Fec0very oblectives setout n business and disaster recovery plans. RiskcBased Securit contractual obligations that:
et Classification isk-Based Securi
AM-09.048 ‘ Functional | Intersects With ° Y| Rsk-07 [(1) Document the security categorization results 3 RSK-02
and Labelling Categorization A "
(including supporting rationale) in the security plan
for systems; and
(2) Ensure the security categorization decision is
reviewed and approved by the asset owner.
The unique identification of physical devices serves as an additional Mechanisms exist to uniquely identify and centrally
| method for connection authentication. Identification & Authenticate, Authorize and Audit (A) devices
Asset Classification oo o cenees
AM-09.01AC Sp Functional | Intersects With | Authenticationfor |  1AC-34 a using 5 1AC-04
and Labellin
e Devices authentication that is cryptographically- based and
replay resistant.
oot Clasaioation. | Device identifcation s ntegrated into the asset olassification and ot &Aoot Mechanisms exist to ensure data and assets are
AM-09.02AC s8et L1assINOAtON ., ling processes. Functional | Intersects With ata & Asse DCH-04 in with applicable statutory, 3 DCH-02
and Labelling Classification
e and irements.
Device identification is integrated into the asset classification and Mechanisms exist to uniquely identify and centrally
- |labeling processes. Identification & Authenticate, Authorize and Audit (AA) devices
Asset Classification oo o cenees
AM-09.02AC Sp Functional | Intersects With |  Authenticationfor | IAC-34 |bef a using 3 1AC-04
and Labellin
e Devices authentication that is cryptographically- based and
replay resistant.
Logging and monitoring applications take the asset protection needs Mechanisms exist to facilitate the implementation of
AM08.03AC Asset Glassification into account norder toinform the responsible stakeholderof events | ool | onon | enterprise-wide monitoring controls. R MON-o1
andLabelling  [that could lead to a violation of the protection goals, so that the
necessary measures are taken with an priority.
Logging and monitoring applications take the asset protection needs Mechanisms exist to prioritize the impact level for
Asset Classification |into account in order to inform the responsible stakeholder of events Impact-Level Technology Assets, Applications and/or Services
AM-09.03AC Functional | Intersects With RSK-07.1 3 RSK-02.1
andLabelling  [that could lead to a violation of the protection goals, so that the Prioritization (TAAS) to prevent potential disruptions.
necessary measures are taken with an priority.
‘Actions for events on assets with a higher level of protection take Mechanisms exist to prioritize the impact level for
Asset Classification Impact-Level
AM-09.04AC e precedence over events on assets with a lower protection need. Functional | Intersects With e RSK-07.1 | Technology Assets, Applications and/or Services 5 RSK-02.1
® (TAAS) to prevent potential disruptions.
Based on a risk assessment (cf. 01S-07), the cloud service provider has Mechanisms exist to maintain strict control over
documented and implemented a procedure for protecting hardware Technology Assets, Applications, Services and/or
Protectionof | components of the cloud service's production environment that are Security of Assets & Data (TAASD) to preserve confidentiality and
AM-10.018 P P Functional | Intersects With Y pstag  [DaraTAASD)top v 5 AST-05
Hardware on Hold | temporarily not in use. The procedure supports the secure storage and Media integrity.
protection against unauthorised access or damage of inactive
hardware until it is needed again.
Based on a risk assessment (cf. O1S-07), the cloud service provider has Mechanisms exist to:
documented and implemented a procedure for protecting hardware (1) Physically control and securely store digital and
protectionof _|comPonents of the cloud service’s production environment that are non-digital media within controlled areas using
AM-10.018 o g |temporariy notin use. The procedure supports the secure storage and | Functional | Intersects With | Media Storage DCH-13  |organization-defined security measures; and 3 DCH-06
protection against unauthorised access or damage of inactive (2) Protect system media until the media are
hardware untilit is needed again. destroyed or sanitized using approved equipment,
° ; g
AM-10.01AS, sharpening AM-10.01B Mechanisms exist to maintain strict control over
Based on a risk assessment (cf. 01-07), the cloud service provider has Technology Assets, Applications, Services and/or
Protectionof  |documented and implemented a procedure for protecting an Security of Assets & Data (TAASD) to preserve confidentiality and
AM-10.01A8 P P protecting any Functional | Intersects With Y pstag  [DaraTAASD)top v 5 AST-05
Hardware on Hold | hardware components that are temporarily not in use. The procedure Media integrity.
supports the secure storage and protection against unauthorised
access or damage of inactive hardware until it is needed again.
AM-10.01AS, sharpening AM-10.018 Mechanisms exist to:
Based on a risk assessment (cf. 01S-07), the cloud service provider has (1) Physically control and securely store digital and
protectionof | |decHmented and implemented a procedure for protesting any non-digital media within controlled areas using
AM-10.01A8 o g |hardware components that are temporarily not in use. The procedure | Functional | IntersectsWith | Media Storage DCH-13  |organization-defined security measures; and 3 DCH-06
supports the secure storage and protection against unauthorised (2) Protect system media until the media are
access or damage of inactive hardware until it is needed again. destroyed or sanitized using approved equipment,
° ; g
Based on a risk assessment (cf. O1S-07), the cloud service provider Mechanisms exist to authorize, control and track
ensures the secure and controlled transfer of hardware objects used in technology assets entering and exiting organizational
AM-11.018 Transfer of Hardware * ) Functional | Intersects With | Removalof Assets |  AST-24 nnoloey € € o 8 AST-11
the cloud service production environment to an offsite or alternate facilities.
location.
The transfer of hardware is authorised by designated personnel. Mechanisms exist to authorize, control and track
AM-11.028 Transfer of Hardware Functional | Intersects With | Removalof Assets | AST-24 |technology assets entering and exiting organizational 5 AST-11
facilties.
The cloud service provider ensures that all transfers of hardware Mechanisms exist to authorize, control and track
objects used in the cloud service production environment are technology assets entering and exiting organizational
conducted using secure, documented methods designed to prevent ) facilties.
AM-11.038 Transfer of Hardware ® gnedtop Functional | Intersects With | Removalof Assets |  AST-24 5 AST-11
unauthorised access, tampering, data leakage, or loss during transit.
These methods include physical protection, chain-of-custody tracking,
and verification upon receipt.
The cloud service provider ensures that all transfers of hardware Mechanisms exist to protect and control digital and
objects used in the cloud service production environment are non-digital media during transport outside of
conducted using secure, documented methods designed to prevent controlled areas using appropriate securit
AM-11.038 Transfer of Hardware dusing secu ! igned to p Functional | Intersects With | Media Transportation | DCH-16 ing appropri v 5 DCH-07
unauthorised access, tampering, data leakage, or loss during transit. measures.
These methods include physical protection, chain-of-custody trackin,
and upon receipt.
Based on a risk assessment (cf. 015-07), the cloud service provider Mechanisms exist to restrict removable media in
Removable Media and ‘ ) Removable Media
AM-12.018 e bevitnn | desiens, implements and maintains controls o endpoint devices and |~ Functional | Intersects With — DCH-21  |accordance with data handling and acceptable 5 DCH-12
P storage media regarding the following aspects: v usage parameters
Based on a risk assessment (cf. 01S-07), the cloud service provider Mechanisms exist to facilitate the implementation of
Removable Media and ‘ ) Endpoint Device !
AM-12.018 ; designs, implements and maintains controls for endpoint devices and |  Functional | Intersects With END-02 |Endpoint Device Management (EDM) controls. 3 END-01
Endpoint Devices ) ! Management (EDM)
storage media regarding the following aspects:
120184 | Removable Media and |Except for system administrative tasks for which no other method is ronctionat | imtoratowin | DiEtatMediaUse | T [ Mechanisms exist o restriot the use of types of . oot
Endpoint Devices _|available, the use of removable media s forbidden; digital media on systems or system
120182 | Removable Media and [Removable meda s used for dedicated, specific purposes only; ronctionat | imtoreaotowin | DiitatMediaUse |7 [ Mechanisms exist to restriot the use of types of R oot
Endpoint Devices digital media on systems or system
emovable Media ang | REMOVabIE media s used for dedicated, specific purposes only; romovabie Medin Mechanisms exist to restrict removable media in
v v i
AM-12.018.2 . Functional | Intersects With DCH-21  |accordance with data handling and acceptable 3 DCH-12
Endpoint Devices Security
usage parameters..
h heory pp Secure Controls Framework (SCF) 14072
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Storage encryption is enabled on managed endpoints and removable Cryptographic mechanisms exist to prevent the
Removable Media and [storage media (except those used for unavoidable system Encrypting Data At unauthorized disclosure of data at rest.
AM-12.018.3 © (excep V Functional | Intersects With ying CRY-07 5 CRY-05
Endpoint Devices actions) to protect from Rest
Storage encryption is enabled on managed endpoints and removable ol bovie g Cryptographic mechanisms exist to protect the
Vi
Removable Media and [storage media (except those used for unavoidable system andintegrity of on mobile
AM-12.018.3 V 5 ¢ (excep ! y Functional | IntersectsWith | Container-Based | MDM-04 | [meeny ' 3 MDM-03
Endpoint Devices actions) to protect from devices through full-device or container encryption.
Encryption
emovatlo Modia ang | Managed endpoints are configured with anti-malware detection and Malicious Code Mechanisms exist to utilize antimalware, or similar
AM-12.018.4 et Do |Prevention technology and services; Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 8 END-04
pomt Deviees (Antimalware) code.
emovatlo Madia ang | BSU-eXecttion from removable storage is disabled and storage media emovablo Modia Mechanisms exist to restrict removable media in
AM-12.01B.5 is scanned before use on the cloud service provider's systems; Functional | Intersects With DCH-21  |accordance with data handling and acceptable 5 DCH-12
Endpoint Devices Security
usage
emovatlo Madia ang | BSU-eXection from removable storage is disabled and storage media Heuristic/ Mechanisms exist to utilize heuristic / nonsignature-
AM-12.01B.5 e i |1s scanned before use on the cloud service provider's systems; Functional | Intersects With | Nonsignature-Based | END-04.2 |based antimalware detection capabilities. 3 END-04.4
point Devices Malware Detection
Measures are to be taken by users to protect mobile endpoints and Mechanisms exist to:
removable storage in transit and in storage; (1) Physically control and securely store digital and
Aemovable Modia and on-digital media within controlled aras using
AM-12.01B.6 e Devions Functional | IntersectsWith | Media Storage DCH-13 |organization-defined security measures; and 3 DCH-06
P (2) Protect system media until the media are
destroyed or sanitized using approved equipment,
d .
emovabto Media amg | ME3UTES are 10 be taken by sers to proteot mobile endpoints and Mechanisms exist to protect and control digital and
mov: ia an
AM-12.018.6 e Devionn . |removable storage intransit and in storage; Functional | Intersects With | Media Transportation | DCH-16 |non-digital media during transport outside of 3 DCH-07
P controlled areas using security
Protection in terms of confidentiality and integrity of any equipment Mechanisms exist to securely dispose of, destroy or
containing cloud service customer data during the transfer off-site for ’ assets using
¢ ! Secure Disposal, !
Removable Media and |disposal is equivalent to that on the site; defined techniques and methods to prevent:
AM-12.018.7 Functional | Intersects With | Destruction or Re-Use |  AST-22 3 AST-09
Endpoint Devices o B (1) Data recovery; and
auip: (2) Components from being resold, redistributed
and/or reused through channels.
Removable Media ang | Prtection in terms of confidentiality and integrity of any equipment Mechanisms exist to protect and control digital and
AM-12.018.7 pS, containing cloud service customer data during the transfer off-sitefor | Functional | Intersects With | Media Transportation | DCH-16 |non-digital media during transport outside of 5 DCH-07
ndpoINtbeviees | disposal s equivalent to that on the site; controlled areas using appropriate security
Cloud service customer data and cloud service derived data stored on Cryptographic mechanisms exist to prevent the
Removable Media and [shareable equipment is encrypted in accordance with CRY-05 or Encrypting Data At unauthorized disclosure of data at rest.
AM-12.018.8 Functional | Intersects With CRY-07 3 CRY-05
Endpoint Devices | destroyed using a secure deletion mechanism before the equipment is Rest
shared with a third party;
Cloud service customer data and cloud service derived data stored on Mechanisms exist to sanitize digital media with the
Removabls Media ang |N2TeEb1e eauPmENt s encrypted in accordance vith CRY-05 or Digtal Media strength and ntegrity commensurate with the
AM-12.018.8 pib, destroyed using a secure deletion mechanism before the equipmentis | Functional | Intersects With P DCH-18 | classification or sensitivity of the information prior to 5 DCH-09
NAPOINtDEVICES | ared with a third party; anitization disposal, release out of organizational control or
release for reuse.
emovabia Medi amg | USETS are o Use mobile endpoints and removable storage ina secure nattonded En0 Mechanisms exist to implement enhanced
AM-12.01B.9 eg“;"zmi Dzvi‘:sz" manner, this includes for example not leaving media openly accessible | Functional | Intersects With | ~ = :"me me"m SeT 1 AsT-20 measures for 5 AST-06
P in public spaces, using screen locks and screen privacy films; and aup assets to protect against tampering and
Users are to use mobile endpoints and removable storage in a secure Mechanisms exist to provide all employees and
Removable Media and | manner, this includes for example not leaving media openly accessible Security, Compliance securit and
AM-12.018.9 . anner P e peny Functional | Intersects With &Resilience SAT-04 ! T comp 18 3 SAT-02
Endpoint Devices  [in public spaces, using screen locks and screen privacy films; and resilience awareness education and training that is
Awareness Training
relevant for their job function.
Measures for maintaining proper security of third party endpoints with Mechanisms exist to reduce the risk associated with
access to organisational assets are to be defined. third-party assets that are connected to the network
from:
Removable Media and Use of Third-Party rom: .
AM-12.018.10 Functional | Intersects With AST-26 | (1) Harming organizational assets; 5 AST-13
Endpoint Devices Devices
(2) Accessing unauthorized resources within the
organization; and/or
(3) Exfiltrating data.
emovatto Madia ang | Me@sures for maintaining praper security of third party endpoints with Documented Endpoint Mechanisms exist to document endpoint protection-
emovable Media an
AM-12.018.10 et boien | acoess o organisational assets are o be defined. Functional | Intersects With | Security Protection | END-06 |related Technology Assets, Applications and/or 5 END-04.2
" Measures Services (TAAS)
emovatto Madia ang | ME@sures for maintaining praper security of third party endpoints with e parey P . Mechanisms exist to control personnel security
AM-12.01B.10 emovableMedia and |, sess to organisational assets are to be defined. Functional | Intersects With | 11O T erty Personnel | oy 4 i including security roles and 3 TPM-06
Endpoint Devices Security e
responsibilities for third-party providers.
R e M Poli f int devi o st Endpoint D Mechani t to facilitate the implementation of
12017 omovable Media and [Policies and procedures for endpoint devices and removable storage | [ T T Endpoint Device Doz |Mechanisms exist o faciltate the implementation of R D01
Endpoint Devices | media contain the following aspects: (EDM) Endpoint Device (EDM) controls.
emovablo Mogia ang | MEnaEed endpoints are configured with appropriate software frewalls; Mechanisms exist to utilize host-based firewall
AM-12.01AC.1 Eg“:'zmi D:v:ez" Functional | Intersects With | Software Firewall END-07 |software, or a similar technology, on all endpoint 5 END-05
P devices, where technically feasible.
emovatto Modia ang | Managed endpoints are configured with Data Loss Prevention (DLP) Dota Loss Provent existtoi Data
AM-12.01AC.2 emovable Media ant and rules in arisk (cf.0IS- | Functional | IntersectsWith | ot -0SS PTeVention | pop 49 [ Loss Prevention (DLP) to protect sensitive 5 NET-17
Endpoint Devices LP) h o
07); as itis stored, and
R e M Remote geo-locati it led for all i ‘Automated Locat Mechani tto track th hic location of
A12.01ACS omovable Media and [Remote geo-location capabiliies are enabled forall managedmobile | o I 0 Automated Location |+ [Mechanisms exst to rack the geographi location of R 10210
Endpoint Devices and Tracking system
emovablo Modia ang | EMOte geo-location capabilities are enabled for al managed mobile Centralized Mechanisms exist to implement and govern Mobile
AMA12.01AC.3 et Do |endpoints; and Functional | Intersects With |  Management Of MDM-02 | Device Management (MDM) controls. 3 MDM-01
P Mobile Devices
emovatto Madia ang | P and evaluate p and technical Mechanisms exist to remotely purge selected
AM-12.01AC.4 et Dot |<afeguards to enabe the deletion of company data remotely on Functional | Intersects With |  Remote Purging MDM-08  |information from mobile devices. 8 MDM-05
P managed endpoint devices.
tive: Prevent unauthorised physical tect t
55 Physical Security (ps) | OPiective: Prevent naithorised physical access and protect against Functional | No Relationship N/A N/A N/A o
theft, damage, loss and outage of
The cloud service provider defines and documents at least two security existto a zone-based
areas, with at least one sensitive area and one public area. A sensitive approach to physical security.
Prysicatsecuriyand |00 L B ane remiass n which senstve sctnties Zone-Based Physical * o !
PS-01.018 Environmental Control 8 and s Functional | Intersects With 4 PES-04 8 PES-01.2
o e " [take place, such as hosting the system components used for providing Security
i . ! !
d the cloud service. A public area covers all buildings and premises not
otherwise covered by a security area.
Security requirements for premises and buildings related to the cloud Mechanisms exist to establish a formal, documented
) service provided are based on the security objectives of the information physical and environmental security policy that:
Physical Security and ! ) ’ " Physical &
security policy, protection needs identified for the cloud service and a ) (1) Conveys executive management's intent;
PS-01.028 Environmental Control ! Functional | IntersectsWith | Environmental PES-01 5
‘ risk assessment regarding physical and environmental security. The > (2) Provides organizational direction and expected
Requirements - ' e Security Policy
security are and provided in behaviors;
a policy or according to SP-01. (3)Is reviewed at least annually; and
Security requirements for premises and buildings related to the cloud Mechanisms exist to document a Physical Security
physical Security ang | SE1VIce Provided are based on the security objectives of the information Plan (PSP), or similar document, to summarize the
i u e ) .
v YN | cocurity policy, protection needs identified for the cloud service and a Physical Security Plan implemented security controls to protect physical
PS-01.028 Environmental Control ) Functional | Intersects With PES-03 ’ 8 PES-01.1
o e "1k assessment regardiing physical and environmental security. The (PsP) access to technology assets, as well as applicable
i
au security are and provided in risks and threats.
a policy or framework according to SP-01.
Security requirements for premises and buildings related to the cloud Mechanisms exist to conduct recurring assessments
service provided are based on the security objectives of the information of risk that includes the likelihood and magnitude of
Physical Security and |security policy, protection needs identified for the cloud service and a harm, from unauthorized access, use, disclosure,
PS-01.028 Environmental Control | risk assessment regarding physical and environmental security. The Functional | IntersectsWith | Risk RSK-13 ion, or of the 3 RSK-04
Requirements |security requi are icated and provided in izati Assets, i
a policy or framework according to SP-01. Services and/or Data (TAASD).
Security requirements for data centres are based on criteria in Mechanisms exist to document a Physical Security
Physical Security and with rules of and the criteria PS-02 Physical Security Plan Plan (PSP), or similar document, to summarize the
i
PS-01.038 Environmental Control |to PS-07. They are suitable for addressing the following risks in Functional | Intersects With | Y PES-03 [implemented security controls to protect physical 5 PES-01.1
i with the applicable legal and i access to technology assets, as well as applicable
risks and threats.
Faults in planning; Mechanisms exist to document a Physical Security
Physical Security and Plan (PSP), or similar document, to summarize the
Physical Security Plan
PS-01.038.1  |Environmental Control Functional | Intersects With o PES-03 [implemented security controls to protect physical 3 PES-01.1
Requirements access to technology assets, as well as applicable
risks and threats.
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Unauthorised access (including access to the premises by drones) Physical access control mechanisms exist to enforce
Physical Security and Physical Access physical access authorizations for all physical
i
PS-01.038.2  |Environmental Control Functional | Intersects With N PES-08  |access points (including designated entry/exit 5 PES-03
Requirements points) to facilities (excluding those areas within the
facility officially as publicly
Physical Security and | Insufficient surveillance; Montoring Physical Physical access control mechanisms exist to
PS-01.038.3 |Environmental Control Functional | Intersects With Accgessy PES-13 | monitor for, detect and respond to physical security 5 PES-05
incidents.
Physical Security and | Lightning and overvoltage (aligned with the internationally harmonised rtomatio Vottage Facility security mechanisms exist to utilize
PS-01.088.4 |Environmental Control standards of [EC 62305); Functional | Intersects With o, 28 | PES-20.1 |automatic voltage controls for critical system 3 PES-07.1
ontrols
Physical Security and |F® 21 STOke: Facility security mechanisms exist o utlize and
maintain fire suppression and detection
PS-01.0385  |Environmental Control Functional | IntersectsWith | Fire Protection PES-26 5 PES-08
© devices/systems for the system that are supported
Requirements .
byan energy source.
Unwanted water; Facility security mechanisms exist to protect
Physical Security and Water Damage systems from damage resulting from water leakage
PS-01.038.6 |Environmental Control Functional | Intersects With & pES24 | VSIEMS ¢ N © 5 PES-07.5
Protection by providing master shutoff valves that are
Requirements
accessible, working properly and known to key
Physical Security and | Failures and/or unavailable telecommunications; Facility security mechanisms exist to protect power
PS-01.038.7  |Environmental Control Functional | Intersects With | Supporting Utilities | PES-20  |equipment and power cabling for the system from 5 PES-07
damage and des .
Physical Security and |PET fallre; and Facility security mechanisms exist to supply
alternate power, capable of maintaining minimally-
PS-01.038.8 |Environmental Control Functional | Intersects With | Emergency Power |  PES-22 5 PES-07.3
S required operational capability, in the event of an
o extended loss of the primary power source.
Physical Security and | Insufficient heating, ventilation, airconditioning (HVAC) and filtration. Temperature & Facility security mechanisms exist to maintain and
PS-01.038.9 |Environmental Control Functional | Intersects With | Humidity Controls | PES-28 | monitor temperature and humidity levels within the 5 PES-09
i Monitoring facility.
The maximum tolerable downtimes of utility facilities are suitable for Mechanisms exist to operate a Business Continuity
Physical Security and |2StNg the availabiiy requirements contained n the service evel Business Continuity Management System (BOMS) to achieve resilient
agreement. Technology Assets, Applications, Services and/or
PS-01.04B Environmental Control Functional | Intersects With | Management System | - 8cD-02 | e BE FEED 3 BCD-01
Requirements (BCMS) : ne:
(1) Routine operations; and
(2) Adverse conditions.
Physical Security and | The maximu tolerable downtimes of utility facilities are suitable for Facility security mechanisms exist to protect power
PS-01.048 Environmental Control |meeting the availability requirements contained in the service level Functional | Intersects With | Supporting Utilities | PES-20  |equipment and power cabling for the system from 3 PES-07
damage and destruction.
If the cloud service provider operates the cloud service in data centres resonsible Mechanisms exist to document and maintain a
operated by service organisations, the document describes: P . Responsible, Accountable, Supportive, Consulted &
Physical Security and Accountable, Informed (RASCI) matrix, or similar documentation
PS-01.058 Environmental Control Functional | Intersects With | Supportive, Consulted | TPM-11 " ! y : . 3 TPM-05.4
to delineate assignment for security, compliance and
Requirements &Informed (RASCI)
A resilience controls between internal stakeholders
and External Service Providers (ESPs).
The complementary subservice organisation controls (CSOC) expected Mechanisms exist to require contractual
Physical Security and |at th tions; and for applicabl ty,
ysical Security and |at the service organisations; an Third-Party Contract rents for ap securiy,
PS-01.058.1 Environmental Control Functional | Intersects With | . TPM-14  |and resilience requirements with third-parties, 5 TPM-05
equirements
Requirements & reflecting the organization's needs to protect its
Technology Assets, Services and/or
The measures for monitoring the design and operation of controls at the. Mechanisms exist to monitor, regularly review and
Physical Security and |service organisations with respect to these CSOC (cf. SSO-05). Review of Third.part assess External Service Providers (ESPs) for
PS-01.058.2 |Environmental Control Functional | Intersects With o P 1 1PM-15  |compliance with established contractual 5 TPM-08
ervices
Requirements requirements for security, compliance and resilience
controls.
If the cloud service provider operates the cloud service in data centres Mechanisms exist to monitor, regularly review and
Physical Security and | operated by service organisations, the cloud service provider performs Review of Third.part assess External Service Providers (ESPs) for
PS-01.068 i Control|a verification of the i of suitable CSOC in accordance Functional | Intersects With & P 1 1PM-15  |compliance with established contractual 5 TPM-08
ervices
Requirements | with the criteria for and service (cf. requirements for security, compliance and resilience
$50-05). controls.
The security include t for self-suff Facility security mechanisms exist to protect power
Physical Security and | ovio in the event of exceptional events (e.g, protonged power equipment and power cabling for the system from
PS-01.01AC Environmental Controt | P P -8 prolonged power Functional | Intersects With pes20 |TP! power e Y 3 PES-07
. """ |outage, hoat waves, low water in cold river water supply) and maximum damage and destruction.
equirements | tolerable utility downtime.
Physical Security and | S20UTY Feduirements include time imits in order to provido selr- Facility security mechanisms exit to Supply_
sufficient operation of a location for at least 72 hours in the event of a ) alternate power, capable of maintaining minimally-
PS-01.02AC Environmental Control . Functional | Intersects With | Emergency Power |  PES-22 ! 3 PES-07.3
ooty |failure of the external power supply, or untilall services are transferred required operational capability, in the event of an
i
a to another location. extended loss of the primary power source.
The security requirements for a self-sufficient operation during a heat Facility security mechanisms exist to maintain and
) period are based on the highest outside temperatures that can monitor temperature and humidity levels within the
Physical Security and " Temperature & !
reasonably be estimated to occur at the locations of the premises and ) P facility.
PS-01.03AC Environmental Control A Functional | Intersects With | Humidity Controls | PES-29 3 PES-09
¢ buildings within the lifespan of the cooling supply system. The cloud y oo
Requirements Monitoring
service provider these with an
safety margin.
Physical Security ang |1 S0UTY reduirements stipulate that the permissible operating and Temperature & Facility security mechanisms exit to maintain and
environmental parameters of the cooling supply system shall also be ) P monitor temperature and humidity levels within the
PS-01.04AC Environmental Control " Functional | Intersects With | Humidity Controls | PES-29 ' 3 PES-09
¢ maintained on at least five consecutive days with these outside y oo facility.
Requirements A Monitoring
including the safety margin (cf. PS-06).
The security requirements take into account that if water s taken from Facility security mechanisms exist to maintain and
Physical Security and |\ 4 o water (e.g. river or lake) for air conditioning, it is determined Temperature & monitor temperature and humidity levels within the
PS-01.05AC Environmental Control Y & '8 Itis deter Functional | Intersects With | Humidity Controls PES-29 o P Y 3 PES-09
atwhich water levels and water temperatures the air conditioning can facility.
Requirements Monitoring
b for how long.
The cloud service is provided from at least two locations. The locations Mechanisms exist to establish an alternate
meet the security requirements of the cloud service provider (cf. PS-01) ) Alternate g site that provides capability
PS-02.01B Redundancy Model > v Functional | Intersects With BCD-13 5 BCD-08
and are located in an adequate distance to each other to achieve site and security measures equivalent to that of the
i and resilience. primary site.
The cloud service is provided from at least two locations. The locations Mechanisms exist to document a Physical Security
meet the security requirements of the cloud service provider (cf. PS-01) Physical Security Plan Plan (PSP), or similar document, to summarize the
> ‘ ) i uri .
PS-02.018 Redundancy Model ~[and are located in an adequate distance to each other to achieve Functional | Intersects With | ™ o Y PES-03 [implemented security controls to protect physical 3 PES-01.1
operational redundancy and resilience. access to technology assets, as well as applicable
risks and threats.
Operational redundancy is designed in a way that ensures that the Mechanisms exist to operate a Business Continuity
availability requirements specified in the service level agreement are Management System (BCMS) to achieve resilient
met Business Continuity Technology Assets, Applications, Services and/or
PS-02.02B Redundancy Model . Functional | Intersects With | Management System BCD-02 g . 3 BCD-01
aoms) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.
Operational redundancy is designed in a way that ensures that the Atemate Processin Mechanisms exist to establish an alternate
i
PS-02.028 Model il specified in the service level agreement are Functional Intersects With Site 8 BCD-13 processing site that provides processing capability 3 BCD-09
met. and security measures equivalent to that of the
The effectiveness of the redundancy is checked at least annually by Contingancy Plan Mechanisms exist to conduct tests and/or exercises
i
PS-02.038 Redundancy Model [ suitable tests and exercises (cf. BCM-04) Functional | Intersects With | 90 ESI PER | G010 | 1o evaluate the contingency plan's ffectiveness and 5 BCD-04
g the. i readiness to execute the plan.
PS-02.01AS, sharpening PS-02.01B Mechanisms exist to establish an alternate
The cloud service is provided from more than two locations. The processing site that provides processing capability
locations meet the security requirements of the cloud service provider ) Alternate Processing and security measures equivalent to that of the
PS-02.01A8 Redundancy Model Functional | Intersects With BCp1g |2 et 3 BCD-09
(cf. PS-01) and are located sufficiently far apart to achieve site primary site.
georedundancy and resilience. I two locations fail at the same time, at
least one third location is still available to prevent a total service
PS-02.02AS, sharpening PS-02.02B Mechanisms exist to establish an alternate
The georedundancy is designed in a way that ensures that the Alternate ing site that provides ing capabilit
PS-02.02A8 Redundancy Model e Y © Y Functional | Intersects With ® | Bop-s P pability 3 BCD-09
availability requirements specified in the service level agreement are site and security measures equivalent to that of the
met. primary site.
The structural shell of premises and buildings related to the cloud Physical access control mechanisms exist to limit
service provided are physically solid and protected by adequate Controlled Ingress & and monitor physical access through controlled
PS-03.018 Perimeter Protection |*°r" 0° Provided are physicatly solid and pr v adequ Functional | Intersects With " er PES-09 | ttor Pyt rou 5 PES-03.1
security measures that meet the secutity requirements of the cloud Egress Points ingress and egress points.
service provider (cf. PS-01).
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The structural shell of premises and buildings related to the cloud Mechanisms exist to identify systems, equipment
service provided are physically solid and protected by adequate Physical Security of and respective operating environments that require
PS-03.018 Perimeter Protection |security measures that meet the security requirements of the cloud Functional | Intersects With |  Offices, Rooms & PES-10 |limited physical access so that appropriate physical 5 PES-04
service provider (cf. PS-01). Facilities access controls are designed and implemented for
offices, rooms and facilites.
The security measures are designed to detect and prevent unauthorised Physical access control mechanisms exist to enforce
access so that the information security of the cloud service is not physical Access physical access authorizations for all physical
PS-03.028 Perimeter Protection |compromised. Functional | Intersects With PN PES-08  |access points (including designated entry/exit 5 PES-03
points) to facilities (excluding those areas within the
facility officially as publicly
The security measures are designed to detect and prevent unauthorised Monitoring Physical Physical access control mechanisms exist to
PS-03.028 Perimeter Protection |access so that the information security of the cloud service s not Functional | Intersects With - PES-13 |monitor for, detect and respond to physical security 5 PES-05
incidents.
The outer doors, windows and other construction elements exhibit an Mechanisms exist to identify systems, equipment
appropriate security level so that their combined resistance time Physical Security of and respective operating environments that require
PS-03.038 Perimeter Protection |withstand a break-in attempt for at least ten minutes in total. This time | Functional | Intersects With | ~ Offices, Rooms & PES-10 |limited physical access so that appropriate physical 3 PES-04
period applies from the moment an external intruder is detected (e.g. Facilities access controls are designed and implemented for
by perimeter surveillance). offices, rooms and facilites.
The surrounding wall constructions as well as the locking mechanisms Mechanisms exist to identify systems, equipment
meet the associated requirements. Physical Security of and respective operating environments that require
PS-03.04B Perimeter Protection Functional | Intersects With |  Offices, Rooms & PES-10  |limited physical access so that appropriate physical 3 PES-04
Facilities access controls are designed and implemented for
offices, rooms and facilites.
If the construction elements as a whole do not fully meet the Mechanisms exist to identify and implement one, or
i controls are i to Compensating more, compensating controls to reduce risk and
PS-03.05B Perimeter Protection |restore the appropriate security level. Functional | IntersectsWith | “OTPNSE | Rsi-1s |threat exposure when the primary means of 5 RSK-06.2
implementing the security function is unavailable or
PS-03.068 Perimeter Protection | 22 CeNiTe personnel are trained on how to respond effectively to Functional | Intersectswith | " omteringPhysical | peg g |Physical access control mechanisms exist to 3 PES-05
ingress or egress attempts. Access monitor for, detect and respond to physical security
Data centre personnel are trained on how to respond effectively to Mechanisms exist to provide role-based security,
unauthorised ingress or egress attempts. compliance and resilience-related training:
Rote-Based Security, (1) Before authorizing access to the system or
PS-03.068 Perimeter Protection Functional | Intersects With | Compliance & SAT-05 « 5 SAT-03
performing assigned duties;
Resilience Training
(2) When required by system changes; and
(3) Annually thereafter.
The security measures installed at the site include permanently present Physical access control mechanisms exist to enforce
security personnel (at least two individuals), video surveillance and anti Physical Access physical access authorizations for all physical
PS-03.01AC Perimeter Protection | burglary systems. Functional | Intersects With . PES-08 |access points (including designated entry/exit 3 PES-03
points) to facilities (excluding those areas within the
facility officially as publicly
The security measures installed at the site include permanently present Intrusion Alarms / Physical access control mechanisms exist to
PS-03.01AC Perimeter Protection |security personnel (at least two individuals), video surveillance and anti| ~ Functional | Intersects With Surveillance PES-13.1 | monitor physical intrusion alarms and surveillance 5 PES-05.1
burglary systems. il
Preventive and detective physical access controls in premises and Physical access control mechanisms exist to
buildings related to the cloud service provided are implemented. They maintain a current list of personnel with authorized
are in accordance with the cloud service provider’s security access to organizational facilities (except for those
Physical Site Access Physical Access
PS-04.018 oot requirements (cf. PS-01) and based on the principles defined in IAM-01 |  Functional | Intersects Wit | /0% 7200 PES-06 |areas within the facility officially designated as 5 PES-02
to prevent unauthorised access. They are documented and publicly accessible).
communicated in a policy or framework in accordance with SP-01 and
include the following aspects:
Preventive and detective physical access controls in premises and Physical access control mechanisms exist to enforce
buildings related to the cloud service provided are implemented. They physical access authorizations for all physical
Physical Site Accass |71 " 2C00Tdance with the cloud service provider's security Physical Access access points (including designated entry/exit
PS-04.018 ot requirements (cf. PS-01) and based on the principles defined in IAM-01 | Functional | Intersects With P PES-08  |points) to facilities (excluding those areas within the 8 PES-03
to prevent unauthorised access. They are documented and facility officially designated as publicly accessible).
communicated in a policy or framework in accordance with SP-01 and
include the following aspects:
Specified procedure for the granting and modifying of user accounts Physical access control mechanisms exist to
physical St Accass |01 350698 T8Nt (oFIAM-02) based onthe last-prviege-principle’ Physical Access maintain a current st of personnel with authorized
PS-04.01B.1 ot and the ‘need-to-know-principle’; Functional | Intersects With | V% Pe0es PES-06 |access to organizational facilities (except for those 5 PES-02
areas within the facility officially designated as
publicly
Specified procedure for the granting and modifying of user accounts Physical access control mechanisms exist to
Physical Site Access ) Role-Based Physical
PS-04.01B.1 oot and access rights (cf. IAM-02) based on the ‘least-privilege-principle’ | Functional | Intersects With P PES-07 |authorize physical access to facilities based on the 3 PES-02.1
and the ‘need-to-know-principle’; position o role of the individual.
Revocation of access authorisations if they have not been used for a Physical access control mechanisms exist to
period of two months. Exceptions are only made for well-founded ) maintain a current list of personnel with authorized
Physical Site Access |. . : Physical Access i i
PS-04.018.2 ot individual cases and follow a defined exception process accordingto | Functional | Intersects With | V%% Pece PES-06 |access to organizational facilities (except for those 3 PES-02
SP-03; areas within the facility officially designated as
publicly i
‘Authentication with at least one factor for access to any non-public Physical access control mechanisms exist to enforce
area; ) hysical access authorizations for all physical
PS-04.01B.3 Physical Site Access Functional | Intersectswith | | TYSicatAccess PES-08 :ciess points (including designated e:trzlex\t 5 PES-03
Control Control points) to facilities (excluding those areas within the
facility officially as publicly
Multi-factor authentication for access to areas hosting system Physical access control mechanisms exist to enforce
£5.00018.4 Physical Site Access | components that process cloud service customer data; Functional | intersectswitn | AceessToCritieal | o |physical access to critical systems or sensitive s pEs.034
Control Systems and/or regulated data, in addition to the physical
access controls for the facility.
Existence and nature of access logging that enables the cloud service Physical access control mechanisms generate a log
5040185 Physical Site Access |provider, in the senso of an effectiveness audi, tocheck whethoronly | ol L g |onty for each access attempt thraugh controlled . res.033
Control defined personnel have entered the premises and buildings related to ingress and egress points.
the cloud service provided;
Physical access control in case of Physical access control mechanisms exist to enforce
physical Sito Accass | "eLUGINg an analysis procedure following every use of these ) Physical Access physical access authorizations for al physical
PS-04.018.6 ontiat exceptions; and Functional | Intersects With P PES-08 |access points (including designated entry/exit 3 PES-03
points) to facilities (excluding those areas within the
facility officially as publicly
For visitors and external personnel, measures that ensure identification Physical access control mechanisms exist to
and tracking of every individual such that their activities are traceable identify, authorize and monitor visitors before
ohysical Site Assess |- 1 Gas@ o actvties thatnfringe information security -stoppable allowing access to the facility (other than areas
PS-04.018.7 oot in an appropriate reaction time. These measures are appropriateand | Functional | Intersects With | Visitor Control PES-14  |designated as publicly accessible). 5 PES-06
proportional to the sensitivity of the zone the visitors or external
arein. The reaction time frame is determined
based on a risk (ct. 015-07).
For visitors and external personnel, measures that ensure identification Physical access control mechanisms exist to restrict
and tracking of every individual such that their activities are traceable unescorted access to facilities to personnel with
physical Site Accass |4 " 6@ of actvities that nfring information security - stoppable Restriot Unescorted required securty learances, formal access
PS-04.018.7 ot in an appropriate reaction time. These measures are appropriateand | Functional | Intersects With o PES-14.3 |authorizations and validate the need for access. 5 PES-06.3
proportional to the sensitivity of the zone the visitors or external
personnel are in. The appropriate reaction time frame is determined
based ona risk (cf. 015-07)
The cloud service provider displays a waring at the entrance of each Mechanisms exist to identify systems, equipment
Physical Site Accass | PPicaBIE nON-publicarea regarding s imits and access conditions. Physical Security of and respective operating environments that require
PS-04.028 ot Functional | Intersects With |  Offices, Rooms & PES-10 |limited physical access so that appropriate physical 3 PES-04
Facilities access controls are designed and implemented for
offices, rooms and facilities.
Physical access control to the site is managed by an electronic access Physical access control mechanisms exist to enforce
physical Site Accass|COMOL YStem that supports authentication, authorisation, and logging Physical Access physical access authorizations for all physical
PS-04.038 ot of entry and exit events. Functional | Intersects With PN PES-08  |access points (including designated entry/exit 5 PES-03
points) to facilities (excluding those areas within the
facility officially as publicly
Physical ito Accasa |F103L200eSS controL o the site s managed by an electronic access Physical access control mechanisms generate a log
PS-04.038 oot control system that supports authentication, authorisation, and logging|  Functional | Intersects With | Physical Access Logs | PES-09.1 |entry for each access attempt through controlled 3 PES-03.3
of entry and exit events. ingress and egress points.
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Protection against | Premises and buildings related to the cloud service provided are physical& Mechanisms exist to facilitate the operation of
Threats from Outside  |protected from fire, smoke, lightning and unwanted water by structural, physical and environmental protection controls.
PS-05.018 Functional | IntersectsWith | Environmental PES-02 5 PES-01
and from the technical and organisational measures that meet the security Protastions
i of the cloud service provider (cf. PS-01).
Protection against | Premises and buildings related to the cloud service provided are Facility security mechanisms exist to protect
505018 Threats from Outside | protected from fire, smoke, lighting and unwanted water bystructural, | L oo | Water Damage ps.gq |£Stems from damage resuiting from water loakage s rE5.075
andfromthe  |technical and organisational measures that meet the security Protection by providing master shutoff valves that are
Environment of the cloud service provider (cf. PS-01). working properly and known to key
Protection against | Premises and buildings related to the cloud service provided are Facility security mechanisms exist to utilize and
Threats from Outside  |protected from fire, smoke, lightning and unwanted water by structural, maintain fire suppression and detection
PS-05.018 Functional | IntersectsWith | Fire Protection PES-26 5 PES-08
andfromthe [technical and organisational measures that meet the security devices/systems for the system that are supported
i of the cloud service provider (cf. PS-01). byani energy source.
Protection against _|Structural Measures include the following aspects: rreeala Mechanisms exist to facilitate the operation of
£5.05.028 Threats from Outside Functional | intersects with Envir’;rlmemm pesgp |Phvsical and environmental protection controls. s pES.01
and from the
Protections
Environment
Establishment of fire sections with a fire resistance duration of at least Facility security mechanisms exist to utilize and
90 minutes for all structural parts, or alteratively, equivalent maintain fire suppression and detection
Protection against | organisational and technical measures that ensure the same level of devices/systems for the system that are supported
£6.05.028.1 Threats from Outside standard as i structural parts or cunctionat | intersactswith | Fire Protection pes.g6 |bYanindependent energy source. 5 pes.08
andfromthe |establishment of compensating measures for containing fires and
i capability. If measures are
taken into account, the fire resistance of structural parts has to be at
least 60 minutes;
Protection against | Effective implementation of measures to protect against lightning and Facility security mechanisms exist to utilize
Threats from Outside |overvoltage damage; and Automatic Voltage automatic voltage controls for critical system
PS-05.028.2 Functional | Intersects With PES-20.1 3 PES-07.1
and from the Controls components.
Effective implementation of measures to protect against flooding, Facility security mechanisms exist to protect
Protection against | unless critical facilities are located significantly above the highest flood systems from damage resulting from water leakage
Threats from Outside |level at the location of the cloud data centre. Additionally, appropriate Water Damage by providing master shutoff valves that are
PS-05.028.3 Functional | Intersects With PES-24 5 PES-07.5
andfromthe | measures to mitigate the effects of heavy rain are implemented, unless Protection accessible, working properly and known to key
Environment  |critical facilities are located significantly above the backwater level at
the location of the cloud data centre.
Protection against _|Technical Measures include the following aspects: Facility security mechanisms exist to utilize and
Threats from Outside maintain fire suppression and detection
PS-05.038 Functional | IntersectsWith | Fire Protection PES-26 3 PES-08
and from the devices/systems for the system that are supported
Environment byaniit energy source.
Protection against | Early fire detection with automatic voltage release. The monitored Facility security mechanisms exist to utilize and
PS-05.038.1 Threats from Outside | areas are sufficiently fragmented to ensure that the prevention of the Functional | Intersects With | Fire Detection Devices |  PEs-27 | aintain fire detection devices/systems that activate 5 PES-08.1
andfromthe  |spread of incipient fires is proportionate to the maintenance of the automatically and notify organizational personnel
availability of the cloud service provided; and in the event of a fire.
Protection against | Etinguishing system or oxygen reduction; and Facility security mechanisms exist to utilize fire
Threats from Outside Fire i that provide automatic
P5-05.038.2 Functional | Intersects With PES-28 5 PES-08.2
and from the Devices notification of any activation to organizational
Environment and
Protection against | Extinguishing system or oxygen reduction; and Facility security mechanisms exist to employ an
05.05.035.2 Threats from Outside Functional. | Intersectswign | | Automatic Fire pEs26.4 |Putomatic fire suppression capabilty for oritcal R pEs.08.3
and from the Suppression systems when the facility is not staffed on a
Environment basis.
Protection against | Fire alarm system with reporting to the local fire department. Facility security mechanisms exist to utilize and
Threats from Outside maintain fire detection devices/systems that activate
P5-05.038.3 Functional | Intersects With | Fire Deteotion Devices | PES-27 5 PES-08.1
and from the automatically and notify organizational personnel
Environment and emergency responders in the event of a fire.
Protection against | Organisational Measures include the following aspects: Facility security mechanisms exist to utilize and
PS-05.048 Threats from Outside Functional | Intersects With Fire Protection pEs-26 | Maintain fire suppression and detection 3 PES-08
and from the devices/systems for the system that are supported
byan energy source.
Protection against | Regular fire protection inspections to check compliance with fire Facility security mechanisms exist to utilize and
56.05.048.1 Threats from Outside |protection requirements; and runctionat | intersactswith | Fire Protection pEsog | maintain fire suppression and dtection R PEs.08
and from the devices/systems for the system that are supported
Environment byani energy source.
Protection against | Regular fire protection exercises. Facility security mechanisms exist to utilize and
PS-05.04B.2 Threats from Outside Functional | Intersects With Fire Protection pES-26 | Mintain fire suppression and detection 3 PES-08
and from the devices/systems for the system that are supported
byan energy source.
protection againt | 1¢250reS 9 prevent the failure of the technical supply facilies Facility security mechanisms exist to protect power
ntemuptions eoussd |7e0ired for the operation ofsystem components with which cloud equipment and power cabling for the system from
PS-06.018 by Power Failures and | SC1C® CUStomer data is processed and to protect equipment . Functional | Intersects With | Supporting Utilities pEs-p0  |damage and destruction. 8 PES-07
containing cloud service customer data, are documented and set up in
similar Risks to Supply ‘ >
it with the security of the cloud service provider
(cf. PS-01) with respect to the following aspects:
Protection against | Operational redundancy (N+1) in power and cooling supply; Facility security mechanisms exist to protect power
Interruptions caused equipment and power cabling for the system from
PS-06.01B.1 by Power Failures and Functional | Intersects With | Supporting Ut PES20 |damage and destruction. 5 PES-07
similar Risks to Supply
Facilities
Protection against | Operational redundancy (N+1) in power and cooling supply; Mechanisms exist to employ redundant power
Interruptions caused cabling paths that are physically separated to ensure
PS-06.01B.1 by Power Failures and Functional | Intersects With | Redundant Cabling | PES-25 |that power continues to flow in the event one of the 3 PES-07.7
similar Risks to Supply cables is cut or otherwise damaged.
Facilities
Protection against | Use of appropriately sized uninterruptible power supplies (UPSes) and Mechanisms exist to conduct tests and/or exercises
Interruptions caused |emergency power supplies (EPSes), designed to ensure that all data to evaluate the contingency plan's effectiveness and
PS-06.01B.2 by Power Failures and |remains undamaged in the event of a power failure. The functionality of | Functional | Intersectswith | _COntngencyPlan BCD-10 | the organization's readiness to execute the plan. 3 BCD-04
similar Risks to Supply | UPSes and EPSes is checked at least annually by suitable tests and Testing & Exercises
Facilities exercises (cf. BOM-04);
Protection against | Use of appropriately sized uninterruptible power supplies (UPSes) and Facility security mechanisms exist to supply
Interruptions caused |emergency power supplies (EPSes), designed to ensure that all data alternate power, capable of maintaining minimally-
PS-06.018.2 by Power Failures and |remains undamaged in the event of a power failure. The functionality of [ Functional | IntersectsWith | Emergency Power | PES-22 |required operational capability, in the event of an 5 PES-07.3
similar Risks to Supply | UPSes and EPSes is checked at least annually by sitable tests and extended loss of the primary power source.
Facilities exercises (cf. BOM-04);
Protection against | Maintenance (servicing, inspection, repair) of the utilities in Mechanisms exist to conduct controlled
caused with the and ontroted maintenance activities throughout the lifecycle of the
PS-06.018.3 by Power Failures and Functional | Intersects With [Pl MNT-03 |Technology Asset, Application and/or Service (TAAS). 5 MNT-02
similar Risks to Supply
Facilities
Protection against _| Protection of power supply and telecommunications lines against Physical security mechanisms exist to protect power
ions caused [i on, i damage and ing. Transmission Medium and telecommunications cabling carrying data or
PS-06.018.4 by Power Failures and Functional | Intersects With ooty PES-16.1 i services from i 5 PES-12.1
similar Risks to Supply interference or damage.
Facilities
Protection against _| Uninterruptible Power Supplies (UPSes) and Emergency Power Facility security mechanisms exist to supply
Interruptions caused |Supplies (EPSes) are i to comply with the i alternate power, capable of maintaining minimally-
PS-06.028 by Power Failures and |requirements defined in the Service Level Agreement. Functional | IntersectsWith | Emergency Power | PES-22 |required operational capability, in the event of an 5 PES-07.3
similar Risks to Supply extended loss of the primary power source.
Facilities
Protection against | The protection of power supply and telecommunications lines is Physical security mechanisms exist to protect power
Interruptions caused |checked regularly, but at least every two years s well as in case of Transmission Medium and telecommunications cabling carrying data or
PS-06.038 by Power Failures and | suspected manipulation, by qualified personnel regarding the following |  Functional | Intersects With ooty PES-16.1 i services from i 5 PES-12.1
similar Risks to Supply |aspects: interference or damage.
Facilities
Protection against | Traces of violent attempts to open closed distributors; Mechanisms exist to periodically inspect systems
Interruptions caused and system components for Indicators of
Physical Tampering
PS-06.038.1 by Power Failures and Functional | Intersects With o AST-29.1 | Compromise (1oC). 3 AST-08
similar Risks to Supply
Facilities
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Protection against | Traces of violent attempts to open closed distributors; Physical security mechanisms exist to protect power
Interruptions caused Transmission Medium and telecommunications cabling carrying data or
PS-06.038.1 by Power Failures and Functional | Intersects With oty PES-16.1 senvices from 3 PES-12.1
similar Risks to Supply interference or damage.
Facilities
Protection against | Up-to-d of the within the Physical security mechanisms exist to protect power
Interruptions caused Transmission Medium and telecommunications cabling carrying data or
PS06.0382 | by Power Failures and Functional | Intersects With ety PES-16.1 senvices from 3 PES-12.1
similar Risks to Supply interference or damage.
Facilities
Protection against | Conformity of the actual wiring and patching with the documentation; Physical security mechanisms exist to protect power
Interruptions caused Transmission Medium and telecommunications cabling carrying data or
PS-06.03B.3 by Power Failures and Functional Intersects With Security PES-16.1 services from 3 PES-12.1
similar Risks to Supply interference or damage.
Facilities
Protection against | The short-circuits and earthing of unneeded cables and wires are Physical security mechanisms exist to protect power
Interruptions caused |intact; and and telecommunications cabling carrying data or
Transmission Medium
PS-06.03B.4 by Power Failures and Functional Intersects With Security PES-16.1 services from 3 PES-12.1
similar Risks to Supply interference or damage.
Facilities
Protection against and Mechanisms exist to periodically inspect systems
Interruptions caused and system components for Indicators of
Physical Tampering
PS-06.03B.5 by Power Failures and Functional Intersects With Detection AST-29.1 |[Compromise (IoC). 3 AST-08
similar Risks to Supply
Facilities
Protection against and Physical security mechanisms exist to protect power
Interruptions caused Transmission Medium and telecommunications cabling carrying data or
PS-06.03B.5 by Power Failures and Functional Intersects With Security PES-16.1 services from 3 PES-12.1
similar Risks to Supply interference or damage.
Facilities
protestion against | 7% CO0UNE SUPPLY system is designed n such a way that the Facility security mechanisms exist to maintain and
operating and are also ensured monitor temperature and humidity levels within the
Interruptions caused | 't five consecutive days with the highest outside temperatures Temperature & tacility.
PS-06.01AC by Power Failures and Functional Intersects With Humidity Controls PES-29 3 PES-09
that can reasonably be estimated to occur at the locations of the
similar Risks to Supply Monitoring
oeiiion premises and buildings within the lifespan of the cooling supply
system, with an safety margin.
Protection against  [The connection to the telecommunications network is designed with Mechanisms exist to maintain command and control
Interruptions caused |sufficient redundancy so that the failure of a telecommunications Alternate via alternate channels
PS-06.02AC by Power Failures and [network does not impair the security or performance of the cloud Functional Intersects With ‘Communications BCD-06.1 |and designating alternative decision makers if 3 BCD-10.4
similar Risks to Supply | service provider. Channels primary decision makers are unavailable during a
Facilities crisis situation.
Protection against | The connection to the telecommunications network s designed with Mechanisms exist to employ redundant power
Interruptions caused |sufficient redundancy so that the failure of a telecommunications cabling paths that are physically separated to ensure
PS-06.02AC by Power Failures and [network does not impair the security or performance of the cloud Functional Intersects With Redundant Cabling PES-25 that power continues to flow in the event one of the 3 PES-07.7
similar Risks to Supply | service provider. cables is cut or otherwise damaged.
Facilities
Protection against  |The cloud service provider implements measures to ensure the Mechanisms exist to conduct controlled
caused of th di for and Controlled maintenance activities throughout the lifecycle of the
PS-06.03AC by Power Failures and |servicing of the related technical equipment (e.g., electrical power, air | Functional | Intersects With [Pl MNT-03 | Technology Asset, Application and/or Service (TAAS). 3 MNT-02
similar Risks to Supply | conditioning, fire protection) with the cloud service’s availability and
Facilities security
Protection against | The cloud service provider implements measures to ensure the Physical security mechanisms exist to locate system
caused of the conditions for and Eauipment Siting & components within the facility to minimize potential
PS-06.03AC by Power Failures and |servicing of the related technical equipment (e.g., electrical power, air | Functional | Intersects With o o PES-16 | damage from physical and environmental hazards 3 PES-12
similar Risks to Supply | conditioning, fire protection) with the cloud service’s availability and and to minimize the opportunity for unauthorized
Facilities security access.
Protection against | The cloud service provider ensures that maintenance agreements for Mechanisms exist to conduct controlled
Interruptions caused | equipment used for the hosting of the cloud service enable the timely Controtied maintenance activities throughout the lifecycle of the
PS-06.04AC by Power Failures and |installation of security updates on this equipment. Functional | Intersects With [Pl MNT-03 | Technology Asset, Application and/or Service (TAAS). 3 MNT-02
similar Risks to Supply
Facilities
Protection against | The cloud service provider ensures that maintenance agreements for Mechanisms exist to require contractual
Interruptions caused | equipment used for the hosting of the cloud service enable the timely Third-Party Contract i for applicable security,
PS-06.04AC by Power Failures and of security updates on this equipment. Functional | Intersects With Requiromonts TPM-14  |and resilience requirements with third-parties, 3 TPM-05
similar Risks to Supply reflecting the organization's needs to protect its
Facilities Technology Assets, Services and/or
Surveillance of The operating parameters of the technical utilities (cf. PS-06) and the Physical access control mechanisms exist to
ps.07.015 Oper and . - of the premises and buildings related tothe | o | Monitoring Physical | oo | monitor for, detect and respond to physical security R PES.05
Environmental cloud service provided are monitored and controlled in accordance Access incidents.
Parameters with the security i of the cloud service provider (cf. PS-01).
Surveillance of | The operating parameters of the technical uilies (cf. PS-06) and the Temporature & Facility security mechanisms exit to maintain and
£5.07.018 o and of the premises and buldings elated tothe | (| ais | pesze | moritor temperature and humidiy tovels withn the s res00
Environmental cloud service provided are monitored and controlled in accordance Monitoring facility.
Parameters with the security requirements of the cloud service provider (cf. PS-01).
Surveillance of ‘When the permitted control range is exceeded, the responsible Temperature & Facility security mechanisms exist to trigger an alarm
PS-07.028 Operationaland | departments at the cloud service provider are automaticallyinformed | ¢ v no | ntersects With |  Humidity Controls | PEs-20.1 |° Metification of temperature and humidity changes 8 PES-09.1
Environmental in order to timely initiate the necessary measures for return to the Alerting that are potentially harmful to personnel or
Parameters control range. i
Based on a risk assessment according to OIS-07, security requirements Mechanisms exist to identify systems, equipment
for office i are and provided and respective operating environments that require
Workplace Securiy|" 26C0r0anGe with SP-01. The security requirements forrented offices Physical Security of limited physical access so that appropriate physical
PS-08.01B Requirements take into account and P i Functional Intersects With Offices, Rooms & PES-10 access controls are designed and implemented for 5 PES-04
being less extensive than those in own office environments. These Facilities offices, rooms and facilities.
security requirements encompass various aspects for a safe and
secure working including at least:
Based on a isk assessment according to OIS-07, security requirements Mechanisms exist to conduct recurring assessments
for office i are and provided of risk that includes the likelihood and magnitude of
Workplace Secury|I? 2€e0rdance with SP-01.The security requirements for ented offices harm, from unauthorized access, use, disclosure,
PS-08.018 Roauoments | |{2ke nto @ccount proportionality and appropriateness, potentially Functional | Intersects With | Risk RSK-13 ion, or of the 3 RSK-04
being less extensive than those in own office environments. These 's Assets,
security requirements encompass various aspects for a safe and Services and/or Data (TAASD).
secure working environment, including at least:
Physical access controls, such as key cards and biometric scanners, Physical access control mechanisms exist to enforce
Workplace Security Physical Access physical access authorizations for all physical
PS-08.01B.1 Functional | Intersects With PES-08 |access points (including designated entry/exit 5 PES-03
Requirements Control ° '
points) to facilities (excluding those areas within the
facility officially as publicly il
| Use of screen locks and privacy screens for workstations; Mechanisms exist to implement enhanced
PS-08.01B.2 Workplace Security Functional | Intersects with | Unetended End-ser | yq o measures for 5 AST-06
Requirements Equipment N °
assets to protect against tampering and
— [No openly visible data at Mechanisms exist to implement enhanced
PS-08.01B.3 Workplace Security |\ giations; Functional | Intersects with | Unatended End-ser | yq o measures for 5 AST-06
Requirements Equipment N °
assets to protect against tampering and
Disposal of all company documents that are no longer required within Mechanisms exist to securely dispose of, destroy
55.08.018.4 Workplace Security | the company premise; Functional | Interseots witn | DPEtelENor-Digital | o |andor erase igital and non-digtal meca when it s s DCH-08
Requirements Media Disposal o longer required, using organization-defined DCH-21
procedures.
Prohibition of the use of third party equipment; and Mechanisms exist to reduce the risk associated with
third-party assets that are connected to the network
from:
PS-08.018.5 Workplace Security Functional | Intersects With | 252 TP | agro6 | (1) Harming organizational assets; 5 AST-13
Requirements Devices
(2) Accessing unauthorized resources within the
organization; and/or
(3) Exfiltrating data.
5.08.018.6 Workplace Security | Securing the entrances of office premises with alarm systems and unctional | interseotevtn | Mtrusion Alarms /|- =" [Physical access control mechanisms exist to R oes.051
surveillance cameras. Surveillance nmonitor physical intrusion alarms and surveillance
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Objective: Ensure proper and regular operation, including appropriate
6 Operations (Ops) | Measures for planning and monitoring capacity, protection against EORN e m m I o
malware, logging and monitoring events, and dealing with
wulnerabilties, ions and failures.
The planning of capacities and resources (personnel and system oy & Mechanisms exist to establish a formal, documented
0PS.01.018 Capacity Man follows an e procedure in order to avoid Functional | nterseets with Pemr’:::;‘ :,Lanni"g capor |cepacity and performance planning policy that: s
- Planning possible capacity restrictions. (1) Conveys executive management's intent;
Policy (2) Provides direction and expected
The planning of capacities and resources (personnel and system Copaciya Mechanisms exist to facilitate the implementation of
Capacity follows an established procedure in order to avoid capacity management controls to ensure optimal
0OPS-01.018 Functional | Intersects With Performance CcAP-02 5 cAP-01
- Planning possible capacity restrictions. system performance to meet expected and
Management
future capacity
The planning of capacities and resources (personnel and system Mechanisms exist to conduct capacity planning so
components) follows an established procedure in order to avoid that necessary capacity for information processing,
possible capacity restrictions. telecommunications and environmental support will
Capacity Management .
OPs-01.018 i Functional | Intersects With |  Capacity Planning | CAP-03 | exist during contingency operations. 8 CAP-03
The include E in Mechanisms exist to conduct capacity planning so
Capacity Management  order to identify usage trends and manage system overload. that necessary capacity for information processing,
0OPs-01.028 Functional | Intersects With |  Capacity Planning |  CAP-03 5 CAP-03
~Planning telecommunications and environmental support will
exist during ions.
The cloud service provider takes appropriate measures to ensure that Mechanisms exist to facilitate the implementation of
they continue to meet the requirements agreed with cloud service Gapaciy & capacity management controls to ensure optimal
Capacity Management | customers for the provision of the cloud service in the event of capacity system performance to meet expected and
0OPS-01.038 Functional | Intersects With Performance CcAP-02 5 cAP-01
- Planning restrictions or outages regarding personnel and system components. Management anticipated future capacity requirements.
This applies in particular to those relating to the dedicated use of
system in with the respective
The cloud service provider takes appropriate measures to ensure that Mechanisms exist to control resource utilization of
they continue to meet the requirements agreed with cloud service Technology Assets, Applications and/or Services
opsotozs | OaPaGity Management | customersfor the provision of the cloud service nthe event of apacity | ok apga | TARS)that are susceprible to Denial of Serice (Dos) R oapoa
- Planning or outages regarding personnel and system components. attacks to limit and prioritize the use of resources.
This applies in particular to those relating to the dedicated use of
system in accordance with the respective
The forecasts are considered in accordance with the service level Mechanisms exist to conduct capacity planning so
Ops-01.01ac | CaPacity Management | agreement for planning and preparing the provisioning. Functional | Intersects With | Capacity Planning Cap.gg |fnatnecessary capacity for information processing, 3 CAP-03
- Planning telecommunications and environmental support will
exist during
Procedures and technical forthe Mechanisms exist to facilitate the implementation of
and de-provisioning of cloud services are defined. The cloud service Capacity & capacity management controls to ensure optimal
0PS-02.01B Capac';y Management| . ider ensures that resources are delivered as contractually agresd Functional | Intersects With Performance CAP-02  [system performance to meet expected and 5 CAP-01
- Monitoring with the customers. The cloud service provider ensures compliance Management anticipated future capacity requirements.
with the service level
Procedures and technical forthe exist to centrall
and de-provisioning of cloud services are defined. The cloud service and alert on the operating state and health status of
Capacity Management Performance
0Ps-02.018 omton | |Provider ensures that resources are delivered o5 contractually agreed | Functional | Intersects With Hontonne CAP-05 | critical Technology Assets, Applications and/or 5 CAP-04
with the customers. The cloud service provider ensures compliance Services (TAAS).
with the service level
Capacity restrictions that result in breaches of contractual obligations Mechanisms exist to timely-report incidents to
are to be reported to cloud service customers in accordance with OPS- applicable:
0Ps-02.028 Capac';y Management| Functional | Intersects With '"c‘de:‘ Stakeholder | 26,16 | (1) Internat stakehotders; 3 IRO-10
- Monitoring eporting (2) Affected clients & third-parties; and
(3) Regulatory
To monitor capacity and availability managed by the cloud service exist to centrall
Capacity Management | customer, the relevant information is available to the cloud service Performance and alert on the operating state and health status of
0PS-02.01AC Functional | Intersects With CAP-05 3 CAP-04
~Monitoring | customer in a self-service portal. Monitoring critical Technology Assets, Applications and/or
Services (TAAS).
Depending on the capabilities of the respective service model, the Mechanisms exist to control resource utilization of
Capacity Management | 1 <ervice customer can control and monitor the allocation of the Technology Assets, Applications and/or Services
0PS-03.018 - Controlling of ) | Functional | Intersects With |  Resource Priority CAP-04 " ! 3 CAP-02
system assigned to th for in (TAAS) that are susceptible to Denial of Service (Do)
Resources order to avoid of resources and to achieve sufficient attacks to limit and prioritize the use of resources.
Depending on the capabilities of the respective service model, the exist to centrall
Capacity Management  cloud service customer can control and monitor the allocation of the and alert on the operating state and health status of
0PS-03.01B ~Controllingof | system assigned to th for in| Functional | Intersects With P;’:::g::ze CAP-05 |critical Technology Assets, Applications and/or 3 CAP-04
Resources order to avoid overcrowding of resources and to achieve sufficient Services (TAAS).
Capacity Managament | PET€ o1 Sgnicant security changes, or plannd signifcant security taraotdor Mechanisms exist to ensure stakeholders are mads
changes, in the system components provided as part of the cloud ) ? aware of and understand the impact of proposed
0Ps-03.028 - Controlling of Functional | Intersects With | Notification of CHG-08 5 CHG-05
service and allocated by the cloud service customer, the cloud service changes.
Resources ! ’ Changes
provider informs the cloud service customer about them.
Protection Against _|Policies and procedures with specifications for protection against Malicious Code Mechanisms exist to utilize antimalware, or similar
OPS-04.01B | Malware - Policies and | matware are and provided in Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 5 END-04
Procedures | with SP-01 with respect to the following aspects: (Antimalware) code.
Policies and procedures with specifications for protection against Publishing Security, Mechanisms exist to establish, maintain and
OPS-04.018 M;rwufr?":;ﬁfz: Sa‘nd malware are and provided in Functional | Intersectswith | ComPuance& GOv-04 | disSeminate policies, standards and procedures 3 GOV-02
with SP-01 with respect to the following aspects: Resilience necessary for secure, compliant and resilient
Procedures D capabilities.
Protection Against | Use of system-specific protection mechanisms; Malicious Code Mechanisms exis to utilize antimalware, or similar
OPS-04.01B.1 | Malware - Policies and Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 3 END-04
Procedures (Antimalware) code.
Protection Against | Operating protection programmes on system components under the Malicious Code Mechanisms exis to utilize antimalware, or similar
OPS-04.01B.2 | Malware - Policies and | responsibility o the cloud service provider; Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 5 END-04
Procedures (Antimalware) code.
Protection Against | Operation of protection programmes for personnel’s terminal Malicious Code Mechanisms exis to utilize antimalware, or similar
OPS-04.01B.3 | Malware - Policies and and Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 5 END-04
Procedures i code.
Protection Against | Operation of protection programmes on flows coming in over cloud Malicious Code Mechanisms exist to utilize antimalware, or similar
OPS-04.01B.4 | Malware - Policies and |service provider end-devices, as well as all other incoming flows. Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 3 END-04
Procedures i code.
Protection Against | Operation of protection programmes on flows coming in over cloud ohishing & Spam Mechanisms exist to utilize anti-phishing and spam
0PS-04.01B.4 Malware - Policies and | service provider end-devices, as well as all other incoming flows. Functional Intersects With Protection NET-40.2 protection technologies to detect and take action on 3 END-08
Procedures icited messages transported by electronic mail.
System components under the cloud service provider's responsibility ) Mechanisms exist to utilize antimalware, or similar
Protection Against |, .\ are used to operate the cloud service in the production Malicious Code technologies, to detect and eradicate malicious
0PS-05.018 Matware - : : ) ) Functional | Intersects With Protection END-04 8 END-04
’ environment are configured with malware protection according to the code.
Implementation (Antimalware)
policies and procedures.
If protection programmes are set up with signature or behaviour-based Automated mechanisms exist to update endpoint
Protection Against | malware detection and removal, these protection programmes are Automatic Endpoint lated Assets,
OPS-05.02B Malware - regularly updated with the latest malware definitions when they are Functional Intersects With | Protection Mechanism | END-03.2 |and/or Services (TAAS) when new releases are 8 END-04.1
Implementation  [available, at least on a daily basis. Updates available, in accordance with organization-defined
and change practices.
Protection Against | The cloud service provider creates regular reports on the checks Malicious Code Mechanisms exist to utilize antimatware, or similar
0PS-05.038 Malware - performed by the operated protection programmes, which are reviewed |  Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 3 END-04
i and analysed by authorised i bodies or (Antimalware) code.
Protection Against | The cloud service provider creates regular reports on the checks Mechanisms exist to provide an event log report
0PS-05.038 Malware - performed by the operated protection programmes, which are reviewed |  Functional | Intersects With | Monitoring Reporting | MON-06 |generation capability to aid in detecting and 3 MON-06
i and analysed by authorised i bodies or activities.
OPS-05.02AS, sharpening OPS-05.028 Automated mechanisms exist to update endpoint
If protection programmes are set up with signature and behaviour- lated Assets,
Protection Against |, . ed malware detection and removal, these protection programmes Automatic Endpoint and/or Services (TAAS) when new releases are
0PS-05.02A8 Malware - . Functional | Intersects With | Protection Mechanism | END-03.2 . ° 8 END-04.1
are regularly updated with the latest malware definitions when they are available, in accordance with organization-defined
IMPIeMENtation |, qitable, at the highest frequency that the vendor(s) offer(s) where Updates configuration and change management practices.
Policies and procedures describe the technical measures taken to Mechanisms exist to develop, document and
Protection Against _ [securely configure and monitor the management console (both the Secure Bosaling maintain secure baseline configurations for
0PS-05.01AC Malware - customer's self-service and the service provider's cloud Functional | Intersects With CFG-04  |Technology Assets, Applications and/or Services 3 CFG-02
Implementation | administration) to protect it from malware. Configurations (TAAS) that are consistent with industry-accepted
hardening standards.
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| Policies and procedures describe the technical measures taken to ] Mechanisms exist to utilize antimalware, or similar
Protection Against | | o1y configure and monitor the management console (both the Malicious Code technologies, to detect and eradicate malicious
0PS-05.01AC Malware - ° ) Functional | Intersects With Protection END-04 3 END-04
implomentation | cUstomer's sel-senice and the service provider's loud Antimaione) code.
to protect it from malware.
The of the protection is monitored ‘Automated mechanisms exist to:
Protection Against [automatically. ) (1) Identify unauthorized deviations from an
Integrity Assurance & 4
0PS-05.02AC Malware - Functional. | Interseots with | "8 1o S | GRG-08.2 | approved secure baseline configuraton; and 5 CFG-06
Implementation (2) Implement automated resiliency actions to
remediate the change.
Deviations from the specifications are automatically reported to the ‘Automated mechanisms exist to:
Protection Against | cloud service provider's subject matter experts so that they can be ntogrity Assurance & (1) Identify unauthorized deviations from an
0PS-05.03AC Malware - immediately assessed and the necessary measures taken. Functonal | Intersects with | " ISR | GRO-08.2  |approved secure baseline configuration; and 3 CFG-06
Implementation (2) Implement automated resiliency actions to
e the change.
Deviations from the specifications are automatically reported to the Mechanisms exist to generate, monitor, correlate
Protection Against | cloud service provider’s subject matter experts so that they can be System Generated and respond to event logs and security-relevant
0PS-05.03AC Malware - immediately assessed and the necessary measures taken. Functional | Intersects With | Event Logs & Security- | MON-04 | telemetry from physical, cybersecurity, data 5 MON-01.4
Implementation Relevant Telemetry protestion and supply chain activities to achieve
situational awareness.
Policies and procedures for regular backup of replication and regular Mechanisms exist to create recurring backups of
Data Backup ang | €51070 ©f cloud senvice customer data, cloud service derived data and data, software and/or system images, as well as
cloud service provider data according to the sensitivity of the data are verify the integrity of these backups, to ensure the
0PS-06.018 Recovery - Policies Functional | IntersectsWith | Data Backups BCD-24 8 BCD-11
o e and provided in with SP-01 availability of the data to satisfy Recovery Time
regarding the following aspects: Objectives (RTOs) and Recovery Point Objectives
(RPOS).
The extent and frequency of data backups and the duration of data Mechanisms exist to facilitate recovery operations in
Data Backup and | retention are consistent with the contractual agreements with the Recovery Time/ Point accordance with Recovery Time Objectives (RTOs)
0PS-06.01B.1 Recovery -Policies _|cloud senvice customers and the cloud service provider's operational | Functional | Intersects With | (07 "% "2 | BOD-04.1 |and Recovery Point Objectives (RPOs). 3 BCD-01.4
and Procedures | continuity requirements for Recovery Time Objective (RTO) and
Recovery Point Objective (RPO);
The extent and frequency of data backups and the duration of data Mechanisms exist to create recurring backups of
retention are consistent with the contractual agreements with the data, software and/or system images, as well as
OPS-06.01B.1 RD:c:)av:rayc-k::Liaz::s cloud service customers and the cloud senvice provider's operational Functional | Intersects With Data Backups BCD-24 | VoY the integrity of these backups, to ensure the 5 BCD-11
o e |continuiy requirements for Recovery Time Objective (RTO) and availability of the data to satisfy Recovery Time
Recovery Point Objective (RPO); Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Data Backup and | Data is backed up in encrypted, state of the art form; enrypting Storage Cryptographic mechanisms exist to protect the
0PS-06.01B.2 Recovery - Policies Functional | Intersects With Ve CRY-07.1 | confidentiality and integity of sensitive and/or 5 CRY-05.1
and Procedures regulated data residing on storage media.
Secure storage, transfer, management and disposal of backup data; Mechanisms exist to create recurring backups of
Data Backup and data, software and/or system images, as well as
verify the integrity of these backups, to ensure the
0PS-06.01B.3 Recovery - Policies Functional | IntersectsWith | Data Backups BCD-24 3 BCD-11
o e availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Secure storage, transfer, management and disposal of backup data; Mechanisms exist to:
(1) Physically control and securely store digital and
Data Backup and non-digital media within controlled areas using
0PS-06.01B.3 Recovery - Policies Functional | IntersectsWith | Media Storage DCH-13 |organization-defined security measures; and 3 DCH-06
and Procedures (2) Protect system media until the media are
destroyed or sanitized using approved equipment,
d
Data Backup and | Access to the backed-up data and the execution of restores is Mechanisms exist to restriot access to data backups
0PS-06.01B.4 Recovery - Policies | performed only by authorised persons; Functional | Intersects With | Data Backup Access | BCD-30 |tothose privileged users with assigned roles for data 8 BCD-119
and Procedures backup and recovery
Data Backup and | Tests of data restore procedures by the cloud service provider (cf. OPS- Testingfor Reliabiliy & Mechanisms exist to routinely test data backups to
0PS-06.01B.5 Recovery - Policies |08); and Functional | Intersects With oty BCD-32  |verify the reliability of the backup process, as well as 5 BCD-11.1
and Procedures the integrity and availability o the data.
If part of the contractual agreement: Execution of actual data restore Mechanisms exist to create recurring backups of
requests or restore tests initiated by the cloud service customer. data, software and/or system images, as well as
Data Backup and verify the integrity of these backups, to ensure the
0PS-06.01B.6 Recovery - Policies Functional | IntersectsWith | Data Backups BCD-24 o 3 BCD-11
oo availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
The policies and procedures include conditions for those parts of cloud Mechanisms exist to create recurring backups of
Data Backup ang | 100 Provide data that do notrequire a backup. Fo those parts of data, software and/or system images, as woll as
0PS.06.015.7 Rmeovery - Pations |10 service provider data,this subcriterion s not applicable. Functional | Intersects With | Data Backups BCD.24 |Ver the ntegrity of these backups, o ensuro the 5 acot
o o availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOs).
OPS-06.01AS, sharpening OPS-06.018 Mechanisms exist to create recurring backups of
data Backup ang | POie8 and procedures foratleast dily backup or replication and at data, software and/or system images, as well as
0P$.06.01AS Roatony - patias |16t daily restore of cloud service customer data,cloud senvico derived | [ aCD.24 | Veri the ntogity of these backups, to ansuro the . 0D
e |data and cloud service provider data according to the sensitiviy of the availability of the data to satisfy Recovery Time
data are documented, communicated and provided in accordance with Objectives (RTOs) and Recovery Point Objectives
SP-01 regarding the following aspects: (RPOS).
The extent and frequency of data backups and the duration of data Mechanisms exist to facilitate recovery operations in
DataBackup and | retention are consistent with the contractual agreements with the Rocovery Time / Point accordance with Recovery Time Objectives (RTOs)
0OPS-06.01AS.1 Recovery - Policies | cloud service customers and the cloud service provider's operational |  Functional | Intersects With | - BCD-04.1  [and Recovery Point Objectives (RPOS). 3 BCD-01.4
¢ seniee o . ° Objectives (RTO / RPO)
and Procedures | continiity requirements for Recovery Time Objective (RTO) and
Recovery Point Obijective (RPO);
The extent and frequency of data backups and the duration of data Mechanisms exist to create recurring backups of
Data Backupang | €1enion are consistent with the contractual agreements with the data, software and/or system images, as woll as
OPS-06.01A8.1 Recovery - Policies |C\0Ud S8Tvice customers and the cloud service provider's operational Functional | Intersects With Data Backups BCD-24 | VoY the integrity of these backups, to ensure the 5 BCD-11
o o™ | continuity requirements for Recovery Time Objective (RTO) and availability of the data to satisfy Recovery Time
Recovery Point Objective (RPO); Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Data Backup and | Data is backed up in encrypted, state of the art form; Erorypting Storage Cryptographic mechanisms exist to protect the
0OPS-06.01AS.2 Recovery - Policies Functional | Intersects With e CRY-07.1 |confidentiality and integity of sensitive and/or 5 CRY-05.1
and Procedures regulated data residing on storage media.
Secure storage, transfer, management and disposal of backup data; Mechanisms exist to create recurring backups of
data, software and/or system images, as well as
Data Backup and verify the integrity of these backups, to ensure the
0OPS-06.01A8.3 Recovery - Policies Functional | IntersectsWith | Data Backups BCD-24 e ° “ 3 BCD-11
oo availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Secure storage, transfer, management and disposal of backup data; Mechanisms exist to:
(1) Physically control and securely store digital and
Data Backup and non-digital media within controlled areas using
0OPS-06.01A8.3 Recovery - Policies Functional | IntersectsWith | Media Storage DCH-13  |organization-defined security measures; and 3 DCH-06
and Procedures (2) Protect system media until the media are
destroyed or sanitized using approved equipment,
iques and procedures.
Data Backup and | Access to the backed-up data and the execution of restores is Mechanisms exist to restrict access to data backups
OPS-06.01AS.4 Recovery - Policies | performed only by authorised persons; Functional | Intersects With | Data Backup Access | BCD-30 |tothose privileged users with assigned roles for data 8 BCD-119
and Procedures backup and recovery
Data Backup and | Tests of data restore procedures by the cloud service provider (cf. OPS- Testing for Relabilty & Mechanisms exist to routinely test data backups to
OPS-06.01AS.5 Recovery - Policies |08); and Functional | Intersects With ety BCD-32  |verify the reliability of the backup process, as well as 5 BCD-11.1
and Procedures the integrity and availability of the data.
If part of the contractual agreement: Execution of actual data restore Mechanisms exist to create recurring backups of
requests or restore tests initiated by the cloud service customer. data, software and/or system images, as well as
Data Backup and Verify the integrity of these backups, to ensure the
OPS-06.01A5.6 Recovery - Policies Functional | IntersectsWith | Data Backups BCD-24 ° ° ‘ 3 BCD-11
o o availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
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The policies and procedures include conditions for those parts of cloud Mechanisms exist to create recurring backups of
Data Backup ang | 0% Provider data that do notrequire a backup. For those partsof data, software and/or system images, as well as
0PS06.01457 | Rusavery . Paliees | cLOd SeTvice provider data, tis subeiteion s not applicable. Functional. | intersectaWith | Dot Backups BCD.24 | Veri the ntogrity of these backups, o ensuro the B0
availability of the data to satisfy Recovery Time
and Procedures Objectives (RTOs) and Recovery Point Objectives
(RPOS).
The execution of backups of cloud service customer data, cloud service Mechanisms exist to create recurring backups of
derived data and cloud service provider data is monitored by technical data, software and/or system images, as well as
Data Backupand |and organi measures andi in verify the integrity of these backups, to ensure the
0Ps-07.018 Functional | Intersects With | Data Backups BCD-24 BCD-11
Recovery - Monitoring ith the policies and for data backup and availability of the data to satisfy Recovery Time
recovery (cf. OPS-06). Objectives (RTOs) and Recovery Point Objectives
(RPOS).
The execution of backups of cloud service customer data, cloud service Mechanisms exist to facilitate the implementation of
Data Backup ang | 71ed data and cloud senvice provider datais monitored by technical enterprise-wide monitoring controls.
0Ps-07.018 Rovovery - Momoring |2 measures and in Functional | Intersects With | Continuous Monitoring| MON-02 MON-01
accordance with the policies and procedures for data backup and
recovery (cf. OPS-06).
Incidents are investigated by qualified personnel and rectified timely to Mechanisms exist to create recurring backups of
ensure compliance with contractual obligations to cloud service data, software and/or system images, as well as
0p5.07.028 Data Backup and | customers or the cloud service provider's business requiroments Functional. | intersactaWith | Dot Backups BCD.2a | Veri the intogrity ofthese backups, o ensuro the B0
Recovery - Monitoring |regarding the scope and frequency of data backup and the duration of availability of the data to satisfy Recovery Time
storage. Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Incidents are investigated by qualified personnel and rectified timely to Mechanisms exist to cover:
ensure compliance with contractual obligations to cloud service (1) Preparation;
customers or the cloud service provider's business requirements (2) Automated event detection or manual incident
0p5.07.028 Data Backup and | regarding the scope and frequency of data backup and the durationof | ol ing | RO [P0 NAKES RO-02
Recovery - Monitoring [storage. (3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
The relevant logs or summarised results are available to the cloud Mechanisms exist to create recurring backups of
service customer in a self-service portal for monitoring the data data, software and/or system images, as well as
Data Backupand |backup. verify the integrity of these backups, to ensure the
0PS-07.01AC Functional | Intersects With | Data Backups BCD-24 BCD-11
Recovery - Monitoring availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
Data Backup and | Restore procedures are tested regularly, at least annually. The tests Testing for Relabilly & Mechanisms exist to routinely test data backups to
OPS-08.018 Recovery - Regular |include cloud service provider data and, if contractually agreed upon, | Functional | Intersects With ety BCD-32  |verify the reliability of the backup process, as well as BCD-11.1
Testing cloud service customer data and cloud service derived data. the integrity and availability of the data.
The tests allow an assessment as to whether the contractual Mechanisms exist to facilitate recovery operations in
DataBackupand  |agreements as well as the specifications for the maximum tolerable Recovery Time /Point accordance with Recovery Time Objectives (RTOs)
0Ps-08.028 Recovery - Regular | downtime (Recovery Time Objective, RTO) and the maximum Functional | Intersects With | 70 PRI | BCD-04.1 | and Recovery Point Obijectves (RPOS). BCD-01.4
Testing permissible data loss (Recovery Point Objective, RPO) are adhered to
(cf. BCM-02).
The tests allow an assessment as to whether the contractual Mechanisms exist to routinely test data backups to
DataBackupand |agreements as well as the specifications for the maximum tolerable Testingfor Relabilty & verify the reliability of the backup process, as well as
0Ps-08.028 Recovery - Regular | downtime (Recovery Time Objective, RTO) and the maximum Functional | Intersects With oty BCD-32 |the integrity and availability of the data. BCD-11.1
Testing permissible data loss (Recovery Point Objective, RPO) are adhered to
(cf. BCM-02).
Data Backup and | Cloud service customer data is only restored in environments that are Mechanisms exis to restriot access to data backups
0OPS-08.038 Recovery - Regular | subject to the same access asthe Functional | Intersects With | Data Backup Access | BCD-30 |to those privileged users with assigned roles for data BCD-119
Testing backup and recovery
Data Backup and | Performed restore tests are thoroughly documented. This also includes Testing for Relabilly & Mechanisms exist to routinely test data backups to
OPS-08.048 Recovery - Regular | the documentation of the safe disposal of the restored data. Functional | Intersects With ety BCD-32  |verify the reliability of the backup process, as well as BCD-11.1
Testing the integrity and availability of the data.
Performed restore tests are thoroughly documented. This also includes Mechanisms exist to sanitize digital media with the
Data Backup and | the documentation of the safe disposal of the restored data. gt Media strength and integrity commensurate with the
0PS-08.048 Recovery - Regular Functional | Intersects With AR DCH-18  |classification or sensitivity of the information prior to DCH-08
Testing disposal, release out of organizational control or
release for reuse.
Data Backup and | Deviations from the specifications are reported to the responsible Testing for Relabilty & Mechanisms exist to routinely test data backups to
OPS-08.058 Recovery - Regular | personnel or system components so that these can timely assess the |  Functional | Intersects With ety BCD-32  |verify the reliability of the backup process, as well as BCD-11.1
Testing and initiate the necessary actions. the integrity and of the data.
Deviations from the specifications are reported to the responsible Mechanisms exis to generate, monitor, correlate
Data Backup and | personnel or system components so that these can timely assess the System Generated and respond to event logs and security-relevant
0PS-08.058 Recovery - Regular | deviations and initiate the necessary actions. Functional | Intersects With | Event Logs & Security- | MON-04  [telemetry from physical, cybersecurity, data MON-01.4
Testing Relevant Telemetry protection and supply chain activities to achieve
i situational
Data Backup and | At the customer's request, the cloud service provider informs the cloud Testing for Relabilty & Mechanisms exist to routinely test data backups to
0PS-08.01AC Recovery - Regular | service customer of the resilts of the restore tests. Functional | Intersects With ety BCD-32  |verify the reliability of the backup process, as well as BCD-11.1
Testing the integrity and of the data.
Data Backup and | Restore tests are included in the cloud service provider's business Contingency Plan Mechanisms exist to conduct tests and/or exercises
0PS-08.02AC Recovery - Regular | continuity management. Functional | intersectswith | 2SS FO | BCD-10 |0 evaluate the contingency plan'seffetiveness and BCD-04
Testing the. readiness to execute the plan.
The cloud service provider transfers cloud service provider data and, i Mechanisms exist to store backup copies of critical
Data Backup and | contractually agreed upon, cloud service customer data and cloud Separate Storage for software and other security-related information in a
0Ps-09.018 Functional | Intersects With | " BCD-24.2 ’ BCD-112
Recovery - Storage | service derived data to be backed up to a remote location or transports Critical Information separate facility or in a fire-rated container that is not
these on backup media to a remote location. collocated with the system being backed up.
The protection needs resulting from the data olassification of the Mechanisms exist to create recurring backups of
original data (e.g., encryption, access control) are also applied to data, software and/or system images, as well as
Data Backupand | backups. verify the integrity of these backups, to ensure the
0Ps-09.028 Functional | Intersects With | Data Backups BCD-24 o BCD-11
Recovery - Storage availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
data Backup ang | T7¢ Protection needs resulting from the data classifcation ofthe Data Backup Mechanisms exist o restrict access to modify and/or
0PS-09.028 ey - Siorage|C7EMaLdata (05, encryption, accoss control) are also applied to Functional | Intersects With | Modification and/or | BCD-33  |delete data backups to only those privileged users BCD-11.10
backups. Destruction with assigned data backup and recovery operations
The protection needs resulting from the data classification of the Mechanisms exist to ensure data and assets are
050,028 Data Backup and  [original data (e.g., encryption, access control) are also applied to runctionst. | intersects Wit Data & Asset oHoa in with applicable statutory, oHo
Recovery - Storage | backups. Classification regulatory and contractual requirements.
If the data backup is transmitted to the remote location via a network, Mechanisms exist to create recurring backups of
the data backup or the transmission of the data takes place in an data, software and/or system images, as well as
OPS-09.038 Data Backup and encrypted form that corresponds to the state of the art (cf. CRY-04). Functional Intersects With Data Backups BCD-24 venfy lhe‘ integrity of these b?ckups, to eﬂsljlre the BCD-11
Recovery - Storage availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
If the data backup is transmitted to the remote location via a network, Cryptographic mechanisms exist to prevent the
0PS-09.038 Data Backupand .o 21, backup or the transmission of the data takes place in an Functional | Intersects With | EMCYPUMBDAtaIN | opy o5 | unauthorized disclosure of data in transit. CRY-03
Recovery - Storage Transit
form that to the state of the art (cf. CRY-04).
data Backup ang | ™ distance to the mainsie s chosen after sufficient consideration of Separation from Mechanisms exist to separate the alternate
0OPS-09.04B Recovery - Storage the factors recovery times and impact of disasters on both sites. Functional Intersects With Primary Processing BCD-13.1 [processing site from the primary processing site to BCD-09.1
site reduce susceptibility to similar threats.
data Backup ang | T7® PPYsIcal and enviranmantal security measures a the emote site Mechanisms exist to establish an alternate storage
0P$-09.058 e - Sorage [P eativalent 1o those at the meinsie. Functional | Intersects With | Alternate Storage Site | BCD-12  |site that stores both the assets and necessary BCD-08
needed for the recovery of
The physical and environmental security measures at the remote site Mechanisms exist to establish an alternate
OPS-09.058 Data Backup and are equivalent to those at the main site. Functional Intersects With Alternate F g BCD-13 € site that prVId?s capability BCD-09
Recovery - Storage Site. and security measures equivalent to that of the
primary site.
The cloud service provider has established policies and procedures publishing Securty, Mechanisms exist to establish, maintain and
Loggingand  [that govern the logging and monitoring of events on system Complomants disseminate policies, standards and procedures
0OPs-10.018 Monitoring - Policies within its area of These policies and Functional | Intersects With o fanee GOV-04  [necessary for secure, compliant and resilient Gov-02
and are icated and provided according to capabilities
Documentation
|P-01 with respect to the following aspects:
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The cloud service provider has established policies and procedures Mechanisms exist to facilitate the implementation of
Loggingand [that govern the logging and monitoring of events on system enterprise-wide monitoring controls.
0OPs-10.018 Monitoring - Policies within its area of These policies and Functional | Intersects With |Continuous Monitoring|  MON-02 5 MON-01
and are icated and provided according to
EP'DW with respect to the following aspects:
- Definition of events that could lead to a violation of the protection . Mechanisms exist to review event logs and security-
Logging and goals; Event Log & Security- relevant telemetry on an ongoing basis and escalate
0PS-10.018.1 Monitoring - Policies Functional | Intersects With | Relevant Telemetry | MON-03 5 MON-01.8
A Moitoring incidents in accordance with established timelines
and procedures.
Loggingana | DOTUon ofevents thatcould lead 0 8 volaton of the protection Centralized Event Log ‘Automated mechanisms exist to centrally collect,
OPS-10.01B.1 Monitoring - Policies 522 Functional | Intersects With | & SeCU-Relevant | o g 1 |review and analyze event logs and seourity-relevant 3 MON-02.2
e eres Telemetry Review & telemetry from multiple sources.
Analysis
Loggingand | Specifications for activating, stopping and pausing the various (ogs; Mechanisms exist to facilitate the implementation of
0OPS-10.018.2 | Monitoring - Policies Functional | Intersects With |Continuous | MoN-02 ide monitoring controls. 3 MON-01
and Procedures
Information regarding the purpose and retention period of the logs; Mechanisms exist to retain event logs and security-
relevant telemetry for a time period consistent with
Logging and Event Log & Security- records retention requirements to provide support for
0OPS-10.018.3 | Monitoring - Policies Functional | Intersects With | Relevant Telemetry | MON-13 ! ¢ ‘ 5 MON-10
ot Prosedures Retontion after-the-fact investigations of security incidents and
to meet statutory, regulatory and contractual
retention requirements.
Loggingand | Definition of roles, responsibilities and authorities for setting up and Detined Fores & Mechanisms exist to define cybersecurity roles &
OPS-10.01B.4 | Monitoring - Policies | monitoring logging; Functional | Intersects witn | (0 B0 RS ¢ HRS-04 | responsibilities for all personnel. 3 HRS-03
and Procedures
Loggingand | Definition of roles, responsibilities and authorities for setting up and Mechanisms exist to facilitate the implementation of
OPS-10.01B.4 | Monitoring - Policies | monitoring logging; Functional | Intersects With |Continuous g| MON-02 d controls. 3 MON-01
and Procedures
Definition of log data allowed for transfer to cloud service customers Mechanisms exist to ensure Multi-Tenant Service
Loggingand |and technical requirements of such a transfer; Multi-Tenant Evant Providers (MTSP) faciltate security event logging
OPS-10.018.5 | Monitoring - Policies Functonal | Intersectswith | 1ot SRR | €LD-07.1. | capabiles forts ustomers that are consistent 5 CLD-06.2
and Procedures with applicable statutory, regulatory and/or
Loggingand | Mormation egarding imestamps used n event creation Mechanisms exist to configure Technology Assets,
OPS-10.018.6 | Monitoring - Policies Functional | Intersects With | Time Stamps MoN-11 [Appiications and/or Services (TAAS) to use an 5 MON-07
ot Provedures authoritative time source to generate time stamps.
for event logs and security-relevant telemetry.
Time synchronisation of system components with at least one Mechanisms exist to synchronize internal system
approved time source that the cloud service provider considers to be clocks with an authoritative time source.
Logging and reliable based on defined criteria. If several time sources are used, they Synchronization With
0OPS-10.018.7 | Monitoring - Policies ° " ° Functional | Intersects With | Authoritative Time | MON-11.1 5 MON-07.1
e s [are consistent with each other. The time sources can also be P
synchronised to several external reliable sources, except when used for
isolated networks; and
Loggingand _|C with legal and regulatory Statutory, Regulatory Mechanisms exist to facilitate the identification and
0OPS-10.018.8 | Monitoring - Policies Functional | IntersectsWith | & Contractual CPL02  |implementation of relevant statutory, regulatory and 3 cpLot
and Procedures c controls.
Loggingand | Policies and procedures for the securs handling of cloud service Mechanisms exist to facilitate the implementation of
Monitoring - Policies |derived data and account data are documented, communicated and data protection controls.
and Procedures for | provided according to SP-01 with regard to at least the following
OPs-11.018 Functional | Intersects With | Data Protection DCH-02 5 DCH-01
Handling Cloud  |aspects:
Service Derived Data
and Account Data
Loggingand | Policies and procedures for the secure handling of cloud service Mechanisms exist to retain media and data in
Monitoring - Policies |derived data and account data are documented, communicated and accordance with applicable statutory, regulatory and
ops.11.018 and Procedures for | provided accordinto SP-01 with regard to o least the ollowing runctional | intersecte witn | Mecia & Data boHay  |conractual obligations. R CHs
HandlingCloud  |aspeots: Retention
Service Derived Data
and Account Data
Cloud service derived data and account data is collected and used Mechanisms exist to:
Solely to administer and operate the cloud service, including purposes (1) Retain Personal Data (PD), including metadata,
Loggingand | related to the implementation of security controls; for an organization-defined time period to fulill the
Monitoring - Policies purpose(s) identified in the notice or as required by
0PS-11.018.1 and Procedures for Functional | IntersectsWich | ©esenatData (D) | g 45 - laws 5 PRI-05
Handling Cloud Retention & Disposal (2) Dispose of, destroys, erases, and/or anonymizes
Service Derived Data the PD, regardless of the method of storage; and
and Account Data (3) Use organization-defined techniques or methods
to ensure secure deletion or destruction of PD
(including originals, copies and archived records).
No ial use beyond the purpose to administer Mechanisms exist to:
and operate the cloud service; (1) Retain Personal Data (PD), including metadata,
Logging and for an organization-defined time period to fulill the
Monitoring - Policies purpose(s) identified in the notice or as required by
0PS-11.01B.2 and Procedures for Functional | IntersectsWich | ©esenatData (D) | g 55 - laws 5 PRI-05
Handling Cloud Retention & Disposal (2) Dispose of, destroys, erases, and/or anonymizes
Service Derived Data the PD, regardless of the method of storage; and
and Account Data (3) Use organization-defined techniques or methods
to ensure secure deletion or destruction of PD
(including originals, copies and archived records).
Loggingand | Storage for a fixed period reasonably related to the purposes of the Mechanisms exist to retain media and data in
Monitoring - Policies |collection; accordance with applicable statutory, regulatory and
OPSA10183 and Procedures for runctional | intersacte witn | Media & Data boHay |centractual obligations. . oHAs
Handling Cloud Retention
Service Derived Data
and Account Data
Loggingand | The confidentiality and integrity of the logs is protected through Mechanisms exist to protect event logs, security-
Monitoring - Policies security controls; _ relevant telemetry and audit tools from unauthorized
Protection of Event
OPS-11.01B.4 a':é:gf:;g:z;“’ Functional | Intersects With |  Logs & Security- MON-12 | 2¢cess. modification and deletion. 5 MON-08
Service Derived Data Relevant Telemetry
and Account Data
Loggingand | The confidentiality and integrity of the logs is protected through Mechanisms exist to protect sensitive and/or
Monitoring - Policies |appropriate security controls; ) regulated data contained in event logs and security-
and Procidures o ! Sensitive Event Log & relgevanueteme(ry ¢ *
0PS-11.01B.4 Handtng Cloue Functional | Intersects With |~ Security-Relevant | MON-30 3 MON-03.1
Service Derived Data Telemetry Data
and Account Data
Loggingand | As far as technically possible, anonymised cloud service derived data is Mechanisms exist to de-identify sensitive and/or
Monitoring - Policies |used only in a way so that no conclusions can be drawn about the regulated data through
OPS11.018.5 and Procedures for | usage behaviour of individual users of the cloud service customer; Functional. | intersectswin | Dedentieation | (1) Anonymization; s o8
Handling Cloud (Anonymization) (2) De-identification;
Service Derived Data (3) Pseudonymization; and/or
and Account Data (4) Redaction.
Loggingand | Cloud service derived data that has been fully anonymised and cannot Mechanisms exist to securely dispose of, destroy
Monitoring - Policies | be traced back to individual cloud service customers may be further and/or erase digital and non-digital media when it is
OPSA10186 and Procedures for | processed and retained, provided no contractual orlegalrestrictions | - Digitel & Non-Digital | [no longer required, using organization-defined s oHat
Handling Cloud | exist, otherwise immediate deletion i the purposes of the collection Media Disposal procedures.
Service Derived Data [are fulflled and further storage is no longer necessary; and
and Account Data
Loggingand | Cloud service derived data that has been fully anonymised and cannot Mechanisms exist to de-identify sensitive and/or
Monitoring - Policies | be traced back to individual cloud service customers may be further regulated data through
OPS11.0186 and Procedures for | processed and retained, provided no contractualor legal restritions | (| Deddentification | (1) Anonymization; 5 o8
Handling Cloud | exist, otherwise immediate deletion i the purposes of the collection (Anonymization) (2) De-identification;
Service Derived Data  [are fulfilled and further storage is no longer necessary; and (3) Pseudonymization; and/or
and Account Data (4) Redaction.
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Loggingand | Provision to cloud service customers according to contractual Mechanisms exist to ensure Multi-Tenant Service
Monitoring - Policies Providers (MTSP) facilitate security event logging
and Procedures for Multi-Tenant Event capabilities for its customers that are consistent
OPS-11.01B.7 rocea Functional | Intersects With | "o " OM | GLp.g7.q |Capapiiities forits customer e const 3 CLD-06.2
Handling Cloud Logging Capabilities with applicable statutory, regulatory and/or
Service Derived Data contractual obligations.
and Account Data
The cloud service provider specifies in the contractual agreements with Mechanisms exist to:
cloud service customers all purposes for which cloud service derived (1) Retain Personal Data (PD), including metadata,
Loggingand | data are collected and sed, except for those purposes that are for an organization-defined time period to fulfill the
Monitoring - Policies |inherent to the general operation of all cloud services. purpose(s) identified in the notice or as required by
d Procedures f P  Data (PD law;
0OPS-11.028 and Procedures for Functional | Intersects with | "orsonatData(Ph) - ppy 50 3 PRI-05
Handling Cloud Retention & Disposal (2) Dispose of, destroys, erases, and/or anonymizes
Service Derived Data the PD, regardless of the method of storage; and
and Account Data (3) Use organization-defined techniques or methods
to ensure secure deletion or destruction of PD
(including originals, copies and archived records).
Loggingand | The cloud service provider specifies in the contractual agreements with Mechanisms exist to require contractual
Monitoring - Policies | cloud service customers all purposes for which cloud service derived for applicable security,
and Procedures for | data are collected and used, except for those purposes that are Third-Party Contract and resilience requirements with third-parties,
0OPS-11.028 Functional | Intersects With TPM-14 ) 3 TPM-05
HandlingCloud  [inherent to the general operation of all cloud services. Requirements reflecting the organization's needs to protect ts
Service Derived Data Technology Assets, Applications, Services and/or
and Account Data Data (TAASD).
Loggingand | Personal data is automatically removed from the log data before the Mechanisms exist to de-identify sensitive and/or
Monitoring - Policies | cloud service provider processes it, as far as technically possible. The regulated data through
OPSA1.01AC and Procedures for | removal is done in a way that allows the cloud service provider to Functional | intersectswign | Dedentiication oGias |1 Anonymization; s boH23
Handling Cloud | continue to use the log data for the purpose for which it was collected. (Anonymization) (2) De-identification;
Service Derived Data (3) Pseudonymization; and/or
and Account Data (4) Redaction.
Loggingand | Personal data is automatically removed from the log data before the Mechanisms exist to protect sensitive and/or
Monitoring - Policies | cloud service provider processes it, as far as technically possible. The Sensitive Evont Log & regulated data contained in event logs and security-
and Procedures for | removal is done in a way that allows the cloud service provider to 8 relevant telemetry.
OPS-11.01AC Functional | Intersects With |  Security-Relevant | MON-30 5 MON-03.1
Handling Cloud | continue to use the log data for the purpose for which it was collected.
anding Telemetry Data
Service Derived Data
and Account Data
Loggingand | Cloud service derived data, particularly log data, is included in Mechanisms exist to validate that Technology
Monitoring - Policies | regulatory compliance assessments. Assets, Applications, Services and/or Data (TAASD)
d Procedures f form to th tion ty, compl
0OPS-11.02AC and Procedures for Functional | Intersects With | Conformity Monitoring | CPL-0s [ O"Tor™ 1€ the organization's securly, compliance 3 cpLo3
Handling Cloud and/or resilience policies, standards and other
Service Derived Data applicable requirements.
and Account Data
The requirements for the logging and monitoring of events and for the Mechanisms exist to protect event logs, security-
Logging and secure handling of cloud service derived data and cloud service Protection of Event relevant telemetry and audit tools from unauthorized
OPs-12.018 Monitoring - Access, e ‘ Functional | Intersects With |  Logs & Security- MON-12 i 5 MON-08
provider data (cf. OPS-10, OPS-11) are implemented by technically access, modification and deletion.
Retention and Deletion Relevant Telemetry
with regard to the following
Loggingand | Access only for authorised users and systems; Protection of Event Mechanisms exist to protect event logs, security-
0PS-12.01B.1 Monitoring - Access, Functional | Intersects With |  Logs & Security- MON-12 [ relevant telemetry and audit tools from unauthorized 5 MON-08
Retention and Deletion Relevant Telemetry access, modification and deletion.
Loggingand | Access only for authorised users and systems; Query Parameter Mechanisms exist to provide and implement the
0PS-12.01B.1 Monitoring - Access, Functional | Intersects With | ~Audits of Personal | MON-29.2 |capability for auditing the parameters of user query 3 MON-06.1
Retention and Deletion Data (PD) events for data sets containing Personal Data (PD).
Retention for the specified period; and Mechanisms exist to retain event logs and security-
relevant telemetry for a time period consistent with
Logging and Event Log & Security- records retention requirements to provide support for
0PS-12.01B.2 Monitoring - Access, Functional | Intersects With | Relevant Telemetry | MON-13 lon require provide supp 5 MON-10
after-the-fact investigations of security incidents and
Retention and Deletion Retention
to meet statutory, regulatory and contractual
retention requirements.
Loggingang | De1etion when further retention s no onger necessary for the purpose Mechanisms exist to securely dispose of, destroy
ogging an
f collection. Digital & Non-Digital s digital and non-digital media when it
0PS-12.01B.3 Monitoring - Access, | °° co1O" Functional | Intersects With | &0\ &Non-Digital | 5 45 and/orerase digital and non-digital media when it is 3 DCH-21
Media Disposal no longer required, using organization-defined
Retention and Deletion
Deletion when further retention is no longer necessary for the purpose Mechanisms exist to retain event logs and security-
of collection. relevant telemetry for a time period consistent with
Logging and Event Log & Security- records retention requirements to provide support for
0PS-12.01B.3 Monitoring - Access, Functional | Intersects With | Relevant Telemetry | MON-13 lon rea provide supp 3 MON-10
) after-the-fact investigations of security incidents and
Retention and Deletion Retention
to meet statutory, regulatory and contractual
retention requirements.
The cloud service provider integrates relevant log data (cloud service Mechanisms exist to utilize a Security Incident Event
Logging and " ° Centralized Collection
Monite o ity |derived data and cloud service provider data) into a Security R e, Manager (SIEM), or similar automated tool, to
OPS-13.018 g Y | information and Event Management (SIEM) system to establish a Functional | Intersects With font Log MON-05 [ support the centralized collection of event logs and 8 MON-02
Information and Event ) Security-Relevant
seamless connection between logging, monitoring, and security security-relevant telemetry.
Management Telemetry
incident
Loggingand | The SIEM system is deployed within the cloud environment or externally Centralized Collection Mechanisms exist to utilize a Security Incident Event
0PS-13.028 Monitoring - Security | and includes the following capabiliies: Functional | interscetswitn | ©fEventLogs & Mon.os | Manager (SIEM), or similar automated tool, to R ON02
Information and Event Security-Relevant support the centralized collection of event logs and
Telemetry security-relevant telemetry.
] Standardisation of log data; Automated mechanisms exist to correlate both
Logging and " ; °
Mo e it Coratate Monit technical and non-technical information from across
onitoring - Securi orrelate Monitorin
0OPS-13.028.1 ne Y Functional | Intersects With MO8 | MON-08 | the enterprise by a Security Incident Event Manager 3 MON-02.1
Information and Event Information
(SIEM) or similar automated tool, to enhance
Management !
ide situational
Lommgang | Automated analysis to identify and correlate potential security Automated mechanisms exist to correlate both
Mot g8l gs 1y [meidents: Comelate Mont technical and non-technical information from across
onitoring - Securi orrelate Monitorin
0PS-13.02B.2 ne Y Functional | Intersects With MO8 | MON-08 | the enterprise by a Security Incident Event Manager 5 MON-02.1
Information and Event Information
(SIEM) or similar automated tool, to enhance
Management !
ide situational
Loggingand | Capabilities o detect unusual behaviour and potential threats; Mechanisms exist to utilize User & Entity Behavior
i
Monit gg e S it Analytics (UEBA) and/or User Activity Monitoring
onitoring - Securi
ops3028a | o O oi v Functional | Intersects With | Anomalous Behavior | MON-16 |(UAM) solutions to detect and respond to anomalous 5 MON-16
i v
behavior that could indicate account compromise or
Management ° !
other malicious activities.
Loggngand | Real-time alerting o nform the incident response team of critical Mechanisms exist to generate, monitor, correlate
i
Mo e iy |events: System Generated and respond to event logs and security-relevant
ops130284 | oM O oi v Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 5 MON-01.4
i v
Relevant Telemetry protection and supply chain activities to achieve
Management N - .
situational
Loggingand | Reporting to the incident response team in case new information Mechanisms exist to document, monitor and report
Monitoring - Security |relevant to an event becomes available; and Situational Awareness the status of cybersecurity and data protection
OPS-13.02B.5 oring - Seaurity | relev: v Vel Functional | Intersects With | o war IRO-16.1 |1 Status ot ey ity P ! 3 IR0-09
Information and Event For Incidents incidents to internal stakeholders all the way through
the resolution of the incident.
Loggingand Reporting to the incident response team in case new information Mechanisms exist to generate, monitor, correlate
oggingan
Mon mggn e oy |retevantto an event bacomes avaitable; and System Generated and respond to event logs and security-relevant
itoring - Secur )
ops-13.0285 || oM O Sec Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 3 MON-01.4
Relevant Telemetry protection and supply chain activities to achieve
Management !
ituational
Logging and response for Security incidents. Security Mechanisms exist to utilize Security Orchestration,
Monitoring - Securit Orchestration, Automation and Response (SOAR) tools to define,
0PS-13.028.6 i Y Functional | Intersects With ops-08 | ponse (SOAR) 5 0OPS-06
Information and Event Automation, and prioritize and automate the response to security
Response (SOAR) incidents.
The cloud service provider validates the correct operation of event Mechanisms exist to formally assess the security,
detection processes on appropriate assets. The appropriateness of the compliance and resilience controls in Technology
Loggingand | assets is identified in accordance with the asset classification schema Assets, Applications and/or Services (TAAS) through
Monitoring - Security | (cf. AM-09). Control Validati Information Assurance Program (IAP) activities to
OPS-13.01AC onitoring - Security |( ) Functional | Intersects With | ~ONroLvatidation 1A0-04 ! U rogram (IAP) activiti 3 1A0-02
Information and Event Testing (CVT) determine the extent to which the controls are
Management implemented correctly, operating as intended and
producing the desired outcome with respect to
meeting expected
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Loggingand | The cloud service provider validates the correct operation of event vent Log & Security Mechanisms exist to review event logs and security-
Monitoring - Security |detection processes on appropriate assets. The appropriateness of the relevant telemetry on an ongoing basis and escalate
OPS-13.01AC 8 Y P pprop pprop Functional | Intersects With | Relevant Telemetry | MON-03 i going 3 MON-01.8
Information and Event | assets is identified in accordance with the asset olassification schema oo incidents in accordance with established timelines
(cf. AM-09). e and procedures.
Timely and appropriate remediation measures address any deviations Mechanisms exist to govern identified deficiencies
identified during validation. (e.g. Plan of Action and Milestones (POA&M) or
similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
Logging and (3) Description of the deficiency(ies);
itoring - i 4) Risk associated with the deficiency(ies);
OPS-13.02AC Monitoring - Security Functional | Intersects With Capabilities mo12 @ yies), 3 1A0-05
Information and Event Deficiency Tracking (5) Source deficiency identification/detection;
Management (6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
owner);
(8) Resources required to conduct remedation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g, closeout summary).
If an event that can lead to security incidents is identified, incident Mechanisms exist to cover:
handling activities by the cloud service provider are triggered without (1) Preparation;
Loggingand  |undue delay. (2) Automated event detection or manual incident
Monitoring - S ity eport intake;
OPS-13.03AC onitoring - Security Functional | Intersects With | Incident Handling RO-0p | fePOTtintake; 5 IR0-02
Information and Event (3) Analysis;
Management (4) Containment;
(5) Eradication; and
(6) Recovery.
The cloud service provider retains the generated log data, including Mechanisms exist to protect event logs, security-
Logging and SIEM log data, and keeps it in an appropriate, unchangeable and Protection of Event relevant telemetry and audit tools from unauthorized
0PS-14.01B Monitoring - Retention g data, A ppropriate, 8 Functional | Intersects With |  Logs & Security- MON-12 v 5 MON-08
form, regardless of the source of such data, so that a access, modification and deletion.
of the Logging Data Relevant Telemetry
central, authorised evaluation of the data is possible.
The cloud service provider retains the generated log data, including Mechanisms exist to retain event logs and security-
SIEM log data, and keeps it in an appropriate, unchangeable and relevant telemetry for a time period consistent with
Logging and aggregated form, regardless of the source of such data, so that a Event Log & Security- records retention requirements to provide support for
0PS-14.018 Monitoring - Retention | 2£5"¢ : reg © g Functional | Intersects With | Relevant Telemetry | MON-13 o require provide supp 5 MON-10
central, authorised evaluation of the data is possible. after-the-fact investigations of security incidents and
of the Logging Data Retention
to meet statutory, regulatory and contractual
retention requirements.
Loggingana |8 0212 s deleted s o longer required for the purpose for which it Mechanisms exist to securely dispose of, destroy
ogging an
llected. Digital & Non-Digital i digital and non-digital media when it
0PS-14.028 Monitoring - Retention |25 5°!'®%t® Functional | Intersects With | '8 o &Non-Digital | py 4 |and/or erase digital and non-digital media when itis 3 DCH-21
Media Disposal o longer required, using organization-defined
of the Logging Data
Log data is deleted f it is no longer required for the purpose for which it Mechanisms exist to retain event logs and security-
was collected. relevant telemetry for a time period consistent with
Logging and Event Log & Security- records retention requirements to provide support for
0PS-14.028 Monitoring - Retention Functional | Intersects With | Relevant Telemetry | MON-13 o require provide supp 3 MON-10
after-the-fact investigations of security incidents and
of the Logging Data Retention
to meet statutory, regulatory and contractual
retention requirements.
Botween logging servers and the assets to be logged, authentication Mechanisms exist to protect event logs, security-
Loggingand measures are in place to protect the integrity and authenticity of the Protection of Event relevant telemetry and audit tools from unauthorized
OPS-14.038 Monitoring - Retention |information transmitted and stored. The transfer uses state of theart |  Functional | IntersectsWith |  Logs & Security- MON-12  |access, modification and detetion. 5 MON-08
of the Logging Data ora dedicated network (out-of-band Relevant Telemetry
Between logging servers and the assets to be logged, authentication Cryptographic mechanisms exist to protect the
Loggingand measures are in place to protect the integrity and authenticity of the Remote Access confidentiality and integrity of remote access
OPS-14.038 Monitoring - Retention |information transmitted and stored. The transfer uses state of theart | Functional | IntersectsWith |  Cryptographic NET-26.5 |sessions (e.g., VPN). 3 NET-14.2
of the Logging Data ora dedicated network (out-of-band Protections
The log data generated - compromising both cloud service derived data Mechanisms exist to ensure Multi-Tenant Service
Loggingand  |and cloud service provider data - enables unambiguous identification Mult-Tenant Event Providers (MTSP) facilitate security event logging
0PS-15.018 Monitoring - [of user acoess at the tenant level, supporting effective forensic analysis |~ Functional | Intersects With | ™ T197" =8 CLD-07.1 |capabilities for its customers that are consistent 3 CLD-06.2
Accountability  |in the event of a security incident. ogging Capabilities with applicable statutory, regulatory and/or
Loggingang |1 08 data generated - compromising both cloud servioe derved data Mechanisms exist to link system access to individual
d cloud servi ider data - enabl b dentificati ts.
0PS-15.018 Monitoring- |0 Coud service provider data - enables unambiguous Identiication | ¢, onat | intersects With Audit Trails MON-0g,1 |!15€1 ©F service accounts 8 MON-03.2
: of user access at the tenant level, supporting effective forensic analysis
Accountability enant!
in the event of a seourity incident.
Loggingang |2 088ed eventincludes a time/date stamp to ensure accurate and Mechanisms exis to configure Technology Assets,
i
traceable records. Applications and/or Services (TAAS) to use an
0OPs-15.028 Monitoring - Functional | IntersectsWith | Time Stamps MoN-11 | PP oea (TAAS) to. 8 MON-07
€ authoritative time source to generate time stamps.
Accountability
for event logs and security-relevant telemetry.
Lomgngana | cloud service provider i able to support forensic analysis of Mechanisms exist to perform digital forensics and
0pS5.15.038 ijwgmg, incidents and to rtain a chain of evidence. This imples thatthecloud | || Chainof Custody& || maintain the integrit of the chain of custody,in s R008
ey |service provider capture the state of hardware objects and network Forensics with laws, and
Y ion during security events. industry secure practices.
Loggingang | T cloud service provideris able o support orensic analyss of exist to utilize a
i
incidents and to retain a chain of evidence. This implies that the cloud capability to protect against an individual falsels
0OPs-15.038 Monitoring- || ) ' P Functional | Intersects With |  Non-Repudiation | MON-34 | 2Py toP & fatsely 3 MON-08
Acooumabiy |eTice provider capture the state of ardware objects and network denying having performed a particular action.
during security events.
On request of the cloud service customer, the cloud service provider Mechanisms exist to ensure Multi-Tenant Service
Loggingand | provides the logs relating to the cloud service customer in an Mult-Tenant Event Providers (MTSP) facilitate security event logging
0OPS-15.01AC Monitoring- | appropriate form and in a timely manner so that the cloud service Functional | Intersects With | "2 1+ 09 CLD-07.1 |capabilities for its customers that are consistent 5 CLD-06.2
ogging Capabilities
Accountability | customer can investigate any incidents relating to them. 8eIng Cap with applicable statutory, regulatory and/or
Loggingang |1 eforementioned logs are collected and maintained using controls Mechanisms exist to perform digital forensics and
and processes that preserve their integrity and reliability for securit Chain of Custody & maintain the integrity of the chain of custody, in
OPS-15.02AC Monitoring - P L prese erity VK v Functional | Intersects With d 1RO-13 erity v 3 1RO-08
¢ andincident purposes. This implies, but is not Forensics with laws, and
limited to: industry-recognized secure practices.
The aforementioned logs are collected and maintained using controls Mechanisms exist to protect event logs, security-
LOBBINBANT |y processes that preserve their integrity and reliability for securit Protection of Event relevant telemetry and audit tools from unauthorized
0PS-15.02AC Monitoring - P ihat prose ey oDty " Functional | Intersects With | Logs & Security- MON-12 i 5 MON-08
: and incident purposes. This implies, butis not access, modification and deletion.
Relevant Telemetry
limited to:
Loggingand | Records are complete and have not been tampered with in any way; Protection of Event Mechanisms exist to protect event logs, security-
OPS-15.02AC.1 Monitoring - Functional | Intersects With | Logs & Security- MON-12 | relevant telemetry and audit tools from unauthorized 5 MON-08
i Relevant Telemetry access, and deletion.
Loggingand | Logging systems are clock synchronised, logs include accurate Synchronization With Mechanisms exist to synchronize internal system
OPS-15.02AC.2 Monitoring- |timestamps; Functional | Intersects With |  AuthoritativeTime | MON-11.1 |clocks with an authoritative time source. 5 MON-07.1
i Source
Loggingang | COP1®S of electronic evdence are provably identicalto the orginals; Mechanisms exist to perform digital forensics and
and Chain of Custody & maintain the integrity of the chain of custody, in
OPS-15.02AC.3 Monitoring - Functional | Intersects With Y IRO-13 erity v 5 1RO-08
; Forensics with laws, and
Accountability h >
industry-recognized secure practices.
Loggingand | A7y IMiormation system from which evdence s been gathered was Mechanisms exist to perform digital forensics and
i
operating correctly at the time the evidence was recorded. Chain of Custody & maintain the integrity of the chain of custody, in
OPS-15.02AC.4 Monitoring - perating correctly " W Functional | Intersects With " istody IRO-13 " niegrity ! vl 3 IR0-08
: Forensics with laws, and
Accountability : ’
industry-recognized secure practices.
‘Access to system components for logging and monitoring in the cloud Automated mechanisms exist to enforce Multi-Factor|
service provider's area of responsibility is restricted to authorised users Authentication (MFA) for:
Logging and and requires authentication with two or more factors. (1) Remote network access;
Multi-Factor 2) Third-party Technology Assets, Applications
OPS-16.018 Monitoring - Functional | Intersects With ncar |? party i PP 5 1AC-06
oo Authentication (MFA) and/or Services (TAAS); and/ or
© (3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
Loggingand | Access to system components for logging and monitoring in the cloud Query Parameter Mechanisms exist to provide and implement the
OPS-16.018 Monitoring-  |service provider's area of responsibility is restricted to authorised users |  Functional | Intersects With |  Audits of Personal | MON-29.2 |capability for auditing the parameters of user query 5 MON-06.1
and requires with two or more factors. Data (PD) events for data sets containing Personal Data (PD).
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Loggingand | Changes to the configuration are made in accordance with the Configuration Change Mechanisms exist to govern the technical
OPS-16.028 i & > configuration ar ! rdance wi Functional | Intersects With gurati 8| che-03 isms exist to gover i 5 CHG-02
Monitoring - policies (cf. DEV-03). Control hange control processe:
M:t:j;‘ "~ The cloud service provider monitors the availability of the system Mechanisms exist to facilitate the implementation of
0Ps-17.018 e for logging and inits area of ibili Functional | Intersects With |Continuous g| MoN-02 ise-wid ing controls. 3 MON-01
Availability of the
UBETTE ST The cloud service provider monitors the availability of the system Mechanisms exist to alert appropriate personnel in
Monitoring - > . o Response To Event Log ’
0Ps-17.018 for logging and inits area of Functional | Intersects With MON-33 [ the event of a log processing failure and take actions 5 MON-05
Availability of the Processing Failures
e P to remedy the disruption.
Loggngang | Feilures are automatically and timely reported to the cloud service Mechanisms exist to generate, monitor, correlate
o gg( e provider's responsible departments so that these can assess the System Generated and respond to event logs and security-relevant
onitoring -
0PS-17.028 Mg |faitures and take required action. Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 3 MON-01.4
Y Relevant Telemetry protection and supply chain activities to achieve
Monitoring Software
situational
TOBETIE AT Failures are automatically and timely reported to the cloud service Mechanisms exist to alert appropriate personnel in
Monitoring - ) Response To Event Log i
0Ps-17.028 provider's responsible departments so that these can assess the Functional | Intersects With MON-33 [ the event of a log processing failure and take actions 5 MON-05
Availability of the Processing Failures
. v failures and take required action. to remedy the disruption.
:«T::i:;i: - The cloud service provider provides resilience for the logs and the Protection of Event Mechanisms exist to protect event logs, security-
0OPS-17.01AC Ao, gm. i by defining, andi Functional | Intersects With |  Logs & Security- MON-12 [ relevant telemetry and audit tools from unauthorized 5 MON-08
Jverebiy o the S to protect their integrity, availability and Relevant Telemetry access, and deletion.
UBETIE ST The cloud service provider provides resilience for the logs and the Mechanisms exist to provide an alternate event
Monitoring - ° : Alternate Event ‘ "
0OPS-17.01AC by defining, and Functional | Intersects With MON-35  [logging capability in the event of a failure in primary 3 MON-13
Availability of the Logging Capability
s to protect their integrity, availability and audit capability.
Ventormg | T system components for ogging and monitoring are designed in Atormate Event Mechanisms exist o provide an alierate event
0PS-17.02AC such a way that the overall functionality is not restricted f individual Functional | Intersects With MON-35  [logging capability in the event of a failure in primary 5 MON-13
Availability of the Logging Capability
. Ve fail. audit capability.
anagin Policies and procedures with technical and organisational measures Mechanisms exist to facilitate the implementation
vt :\ ‘g are and provided in with SP- Vulnerability & Patch and monitoring of risk-based vulnerability
Ulnerabilities -
0PS-18.018 o s |01 to govern the timely and of Functional | Intersects With | Management Program [  VPM-02 | management capabilities. 8 VPM-01
N in the system components used to provide the cloud service. These (vPMP)
rocedures policies and contain regarding the following
Managing Regular (proactive) identification of vulnerabilities through suitable Mechanisms exist to detect vulnerabilities and
ties - including scans and tests, errors by routine ity scar
OPS-18.018.1 Functional | Intersects With | Vulnerability Scanning|  VPM-12 5 VPM-06
Policies and typical classes and Common Weaknesses of systems and applications.
Procedures (CWEs);
Managing Regular (proactive) identification of vulnerabilities through suitable Mechanisms exist to conduct penetration testing on
- ,includ d tests, : Technology Assets, Applicat d/or S
OPS-18.01B.1 ° including seans an osts, Functional | Intersects With | PenetrationTesting | VPM-18 | oo 008y Assets, Applications and/or Services 3 VPM-07
Policiesand | considering typical vulnerability classes and Common Weaknesses m
Procedures (CWES);
Managing Assessing the severity of identified vulnerabilities using the Common Mechanisms exist to identify and assign a risk
Vulnerabilities - |Vulnerability Scoring System (CVSS); ranking to newly discovered security vulnerabilities
0OPS-18.01B.2 Functional | Intersects With | Vulnerability Ranking | VPM-05 5 VPM-03
Policies and using reputable outside sources for security
Procedures i
ingandi measures existing standards Mechanisms exist to identify, assess, prioritize and
Managing for timely remediation and/or mitigation of identified vulnerabilities document the potential impact(s) and likelihood(s) of
Vulnerabilities - | based on severity according to defined time frames and with reference Vulnerability applicable internal and external threats exploiting
0OPS-18.01B.3 Functional | Intersects With VPM-04 5 VPM-03.1
Policiesand | to commonly used scoring systems like the Exploit Prediction Scoring Exploitation Analysis known vulnerabilities.
Procedures System (EPSS) and the Stakeholder-Specific Vulnerability
c (ssve);
and measures existing standards exist to ensure that are.
Managing for timely remediation and/or mitigation of identified vulnerabilities properly identified, tracked and remediated.
0PS18.018.3 Valnerabilties - | based on severity according to defined time frames and with reference | Lok Valnerabilty VPM05 R VPM02
Policiesand | to commonly used scoring systems like the Exploit Prediction Scoring Remediation Process
Procedures System (EPSS) and the Stakeholder-Specific Vulnerability
Categorisation (SSVC);
Managing Deployment of Security Patches; Mechanisms exist to conduct software patching for
0Ps18.018.4 Valnerabiltes - Functional | ntersects witn | Soere&Firmware | - all deployed Technology Assets, Applications and/or R VPML08
Policies and Patching Services (TAAS), including firmware.
Procedures
anagin Handling system components for which no measures for timely Mechanisms exist to identify and implement one, o
t ng\ f or mitigation of are initiated based on a risk o . more, compensating controls to reduce risk and
OPS-18.01B.5 uinerabilities assessment; Functional | Intersects With ompensating RSK-18  |threat exposure when the primary means of 5 RSK-06.2
Policies and Countermeasures : ' " ;
implementing the security function s unavailable or
Procedures .
Managing Handling system components for which no measures for timely exist to ensure that ies are
ties - or mitigation of are initiated based on a risk ) Vulnerability properly identified, tracked and remediated.
OPS-18.01B.5 Functional | Intersects With ’ VPM-06 3 VPM-02
Policiesand |assessment; Remediation Process
Procedures
toincident incase become Mechanisms exist to cover:
incidents; (1) Preparation;
Managing (2) Automated event detection or manualincident
Vulnerabilities - rtintake;
OPS-18.01B.6 uinerabilities Functional | Intersects With | Incident Handling IRO-0  |foPOTtINtake; 3 IR0-02
Policies and (3) Analysis;
Procedures (4) Containment;
(5) Eradication; and
(6) Recovery.
If Al-based tools are Used for performing vulnerability scans or ) Mechanisms exist to ensure policies, processes,
Managing Artificial Intelligence
e tests, forth (traceable, ) & Autonomons procedures and practices related to the mapping,
OPS-18.01B.7 o °}" | transparent) documentation on the use of such tools and that these Functional | Intersects With | () %" AAT-02 | measuring and managing of Artificial Intelligence (Al) 3 AAT-01
olicies ant echnologies
tools shall be used to support the cloud service provider's subject © and Autonomous Technologies (AAT)-related risks
Procedures Governance ; A
matter experts, not to replace them; and are in place, tran and
" Providingi onthe of system and Mechanisms exist to generate, or obtain, a Software
anagin
e | ctoud services, the existing vutnerabiliies, and the available patches software Billof Bill of Materials (SBOM) for Technology Assets,
0OPS-18.01B.8 o 0" |andror mitigation measures, using widely adopted, preferably Functional | Intersects With | POM4E S | TDA21.4 | Applications and/or Services (TAKS) that lists 3 TDA-04.2
olicies an automated, formats. aterials ( ) software packages in use, including versions and
Procedures
licenses..
Managing Providing onthe of system and Automated mechanisms exist to correlate the output
Vulnerabilities - | cloud services, the existing vulnerabilities, and the available patches ) Correlate Scanning from vulnerability scanning tools to determine the
0OPS-18.018.8 " Functional | Intersects With VPM-17 3 VPM-06.9
Policies and and/or mitigation measures, using widely adopted, preferably Information presence of multi-vulnerability/multi-hop attack
Procedures formats. vectors.
Managin The policies and for the timely i and exist to ensure that ties are
i
ging f define that for assessed to be ‘critical’, § properly identified, tracked and remediated.
Vulnerabilities - - P Vulnerability
0PS-18.028 engagement has to begin in a timely manner after identification, evenif | Functional | Intersects With ; VPM-06 5 VPM-02
Policies and . Remediation Process
this occurs outside regular working hours. They also define how such a
Procedures :
is engaged with.
Managing The policies and for the timely i and exist to ensure that ties are
ies - f i so defi that for 1 Vulnerability I rl) ntifi track ne M ted.
0PS-18.038 - et o assessed to bo Functional | Intersects With uinerabiity Vpm.gg  |ProPeryidentified, tracked and remediated. 5 VPM-02
Policiesand | “high’, engagement has to begin within one working day after their Remediation Process
Procedures identification. They also define how such a is engaged
Managing The engagement with a vulnerability according to the policies and exist to ensure that ies are
ties - for the timely identification and ing of Vulnerabilit \y identified, tracked and remediated.
0OPs-18.048 for e tmely an ° , Functional | Intersects With uinerabiity vpm-gp  [Properlyidentiied tracked and remediate 5 VPM-02
Policies and vulnerabilities includes regular follow-up of the vulnerability until its Remediation Process
Procedures i
Based on a risk assessment (cf. OIS-07), the cloud service provider can Mechanisms exist to conduct recurring assessments
Managing decide not to remediate or mitigate identified vulnerabilities. Such a of risk that includes the likelihood and magnitude of
ties - risk andthe or mitigating measures are ) harm, from unauthorized access, use, disclosure,
0OPs-18.058 Functional | Intersects With | Risk Assessment RSK-13 ' 3 RSK-04
Policiesand | reviewed regularly and in case of significant changes to the cloud disruption, modification or destruction of the
Procedures service. izati Assets, i
Services and/or Data (TAASD).
[ Based on a risk assessment (cf. O1S-07), the cloud service provider can Mechanisms exist to identify and implement one, o
Vet abgl is decide not to remediate or mitigate identified vulnerabilities. Such a Compensatin more, compensating controls to reduce risk and
Ulnerabilities - i
0OPS-18.058 ot oo™ |riskassessment and the compensating or mitigating measures are Functional | Intersects With | O"PeNSHI | ps.1g | threat exposure when the primary means of 5 RSK-06.2
oo reviewed regularly and in case of significant changes to the cloud implementing the security function is unavailable or
rocedurt
service.
Policies and procedures with technical and organisational measures Mechanisms exist to establish, maintain and
Managing ncidents | icated, and provided in with SP- Publishing Security, disseminate policies, standards and procedures
ing Inci
1l f
0PS-19.01B and Crashes - Policies |0 '© 0V the timely identification and management ofincidents and | oo | (ntrseots with Compliance & Gov.os |necessan forsecure, compliant and resilient 3 GOV-02
e s " [orashes in the system components used to provide the cloud service or Resilience
rocedur
of parts or the whole cloud service. These policies and procedures Documentation
include regarding the following aspects:
h heory pp Secure Controls Framework (SCF) 260172
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Policies and procedures with technical and organisational measures Mechanisms exist to implement and govern
are icated, and provided in with SP- and tofacilitate an
Managing Incidents |0\ o ern the timely identification and management of incidents and Incident Response organization-wide response capability for
OPS-19.01B | and Crashes - Policies ‘ h Functional | Intersects With - 1RO-02 . ' ) 5 IRO-01
crashes in the system components used to provide the cloud service or Operations and data p lated incidents.
andProcedures | ot barts or the whole cloud service. These policies and procedures
include regarding the following aspects:
Managing Incidents | Classification and prioritisation of incidents and crashes; Mechanisms exist to identify classes of incidents and
OPS-18.01B.1 | and Crashes - Policies Functional | Intersects With ‘"C'ie:'.cw.ssmca”"” IRO-04  |actions to take to ensure the continuation of 5 1RO-02.4
and Procedures rioritization missions and business functions.
dent-handling for known Mechanisms exist to cover:
issues; (1) Preparation;
(2) Automated event detection or manual incident
Managing Incidents eportimares
OPS-19.01B.2 | and Crashes - Policies Functional | Intersect With | Incident Handing | 1R0-06 | 272 5 5 1RO-02
and Procedures
(4) Containmen
(5) Eradication; and
(6) Recovery.
Managing Incidents | Escalation rules and procedures, including criteria for triggering Mechanisms exist to identify classes of incidents and
OPS-19.01B.3 | and Grashes - Policies |Security Incident (SIM) processes in with SIM-|  Functional | Intersects With ‘"C";e:'_Cla_ssmcaw” IRO-04 |actions to take to ensure the continuation of 3 IR0-02.4
and Procedures |02 or internal incident rocedures; rioritization missions and business functions.
Managing Incidents | Escalation rules and procedures, including criteria for triggering Mechanisms exist to maintain and make available a
OPS-19.01B.3 | and Grashes - Policies [Security Incident (SIM) processes in with SIM-|  Functional | Intersects With ‘"C'd:l"' Rf:smse IR0-08 |current and viable Incident Response Plan (IRP) to all 3 IRO-04
and Procedures |02 or internal incident rocedures; an (RP)
Knowledge sources for incidents and crashes; Mechanisms exist to incorporate lessons learned
Managing Incidents Root Gause Analysis from analyzing and resolving cybersecurity and data
OPS-19.01B.4 | and Crashes - Policies Functional | Intersects With | (RCA) &Lessons IRO-14 8 secu 3 1RO-13
protection incidents to reduce the likelihood or
and Procedures Learned
impact of future incidents.
Managing Incidents | Criteria for determining when crashes are classified as incidents and ettt Clossifioation Mechanisms exist to identify classes of incidents and
OPS-19.018.5 | and Crashes - Policies |when they trigger incident management processes; Functional | Intersects With 1R0-04  |actions to take to ensure the continuation of 3 1R0-02.4
and Procedures &Prioritization missions and business functions.
Mechanisms ensuring that access to crash files is restrioted to Mechanisms exist to enforce Role-Based Access
Managing Incidents | authorised personnel only; Control (RBAC) for Technology Assets, Applications,
OPS-19.01B.6 | and Crashes - Policies Functional | Intersects With R"(;i’i?:f&:;gss IAC-06  |Services and/or Data (TAASD) to restrict access to 3 IAC-08
and Procedures individuals assigned specific roles with legitimate
business needs.
Managing Incidents | Safeguards o prevent exposure of sensitive, personal, or confidential Sensitive Event Log & Mechanisms exist to protect sensitive and/or
OPS-19.018.7 | and Crashes - Policies | data within crash files; Functional | Intersects With |  Security-Relevant | MON-30 |regulated data contained in event logs and security- 5 MON-03.1
and Procedures Telemetry Data relevant telemetry.
Managing Incidents | Enoryption of orash files for storage and during transmission; cnorypting DataIn Cryptographic mechanisms exist to prevent the
OPS-19.018.8 | and Crashes - Policies Functional | Intersects With CRY-05  [unauthorized disclosure of data in transit. 3 CRY-03
and Procedures Transit
Managing Incidents | Enoryption of orash files for storage and during transmission; Enerypting Data At Cryptographic mechanisms exist to prevent the
OPS-19.018.8 | and Crashes - Policies Functional | Intersects With CRY-07  [unauthorized disclosure of data at rest. 3 CRY-05
and Procedures Rest
Managing ncidents | °C%58 management, ogging, and reviow processes for access logs of ooriodic Raviomof Mechanisms exist o periodically-roview the
crash files; and privileges assigned to individuals and service
OPS-19.01B.9 | and Crashes - Policies Functional | Intersects With | Individual &Service |  I1AC-12 3 1AC-17
> accounts to validate the need for such privileges and
and Procedures Account Privileges -
reassign or remove privileges, as
Managing Incidents | Acoess management, logging, and review processes for access logs of Protection of Event Mechanisms exist to protect event logs, security-
OPS-18.01B.9 | and Crashes - Policies |crash files; and Functional | Intersects With | Logs & Security- MON-12 | relevant telemetry and audit tools from unauthorized 3 MON-08
and Procedures Relevant Telemetry access., and deletion.
Retention periods and secure deletion processes for orash files once no Mechanisms exist to securely dispose of, destroy
Managing Incidents o ceded. Digital & Non-Digital and/or erase digital and non-digital media when it is
OPS-19.01B.10 | and Crashes - Policies Functional | Intersects With DCH-17 mecte 3 DCH-21
Media Disposal no longer required, using organization-defined
and Procedures
Managing Incidents | Retention periods and secure deletion processes for orash files once no Modin & Data Mechanisms exis to retain media and data in
OPS-19.01B.10 | and Crashes - Policies |longer neaded. Functional | Intersects With DCH-27  |accordance with applicable statutory, regulatory and 3 DCH-18
and Procedures Retention
The cloud service provider identifies, records, classifies, prioritises, and Mechanisms exist to cover:
addresses incidents according to the policies and procedures for the (1) Preparation;
identification and management of incidents and crashes (cf. OPS-19). (2) Automated event detection or manual incident
0PS-20.01B Managing Incidents - Functional | Intersects With |  Incident Handling |RO-0p | rePOTtintake; 8 IR0-02
Implementation (3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
Crashes of system components, parts of or the whole cloud service Mechanisms exist to operate a Business Continuity
under the responsibility of the cloud service provider are identified, Management System (BCMS) to achieve resilient
Ops21.018 Managing Crashes - | recorded, and addressed according to the policies and proceduresfor | ol ::::;s;;"[r;:;‘:‘ soD.ga | Technology Assets, Applications, Services and/or s acD01
the and of incidents and crashes (cf. OPS- Data (TAASD) during:
19). (BeMS) (1) Routine operations; and
(2) Adverse
Crashes of system components, parts of or the whole cloud service Mechanisms exist to cover:
underthe responsibility of the cloud service provider are identified, (1) Preparation;
recorded, and addressed according to the policies and procedures for (2) Automated event detection or manual incident
ops.21.018 Managing Crashes - the dentifcation and management of ncidents and orashes (6. OPS- | (ol ing | Ro0s|TePOTIMke: R 17002
Implementation | 1). (3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
Managing The cloud service provider performs penetration tests by qualified Mechanisms exist to conduct penetration testing on
0p5.22.018 Vulnerabilies, | intemal personnel or external penetraion testers at leastonceayear | kg [Technology Assets, Applications and/or Services R vemor
Incidents and Crashes | and i case of significant changes to the cloud service in accordance (TAAS).
Penetration Tests _|with the policies for managing vulnerabilities (cf. OPS-18).
Penetration tests are carried out in accordance with a documented Mechanisms exist to conduct penetration testing on
Managing for tests that outlines the number and types of Technology Assets, Applications and/or Services
Vulnerabilities,  [penetration tests to be performed and the requirements for the ) (TARS).
0PS-22.02B N Functional Intersects With Penetration Testing VPM-18 5 VPM-07
Incidents and Crashes | qualification and competence of the personnel to perform such tests.
Penetration Tests | The number and types of penetration tests to be performed are
based on a risk (ct. 015-07).
Penetration tests target the system components relevant to the Mechanisms exist to conduct recurring assessments
Managing provision of the cloud service in the area of responsibility of the cloud of risk that includes the likelihood and magnitude of
0p5.22.038 Vulnerabilties, | service provider. System components to be targeted are dentifiedina | [ ol Rsk1a |Merm from unauthorized access, se, disclosure, s RsK08
Incidents and Crashes | risk assessment. disruption, modification or destruction of the
Penetration Tests i 's Assets,
Services and/or Data (TAASD).
Managing Penetration tests target the system components relevant to the Mechanisms exist to conduct penetration testing on
0PS-22.038 Vulnerabilities, provision of the cloud service in the area of responsibility of (he Clovud Functional Intersects With Penetration Testing VPM-18 Technology Assets, Applications and/or Services 5 VPM-07
Incidents and Crashes | service provider. System components to be targsted are identified in a (TARS).
Penetration Tests risk
Managing Penetration tests are carried out in accordance with test plans that Mechanisms exist to conduct penetration testing on
0p5.22.048 Vulnerabilities,  [cover all relevant system components and specify which system Functional | IntersectsWith | pentrationTesting | vew.1a | TeCTol08 Assets, Applications andor Senices 5 vemor
Incidents and Crashes | components are to be tested. (TAAS).
Penetration Tests
Managing If penetration tests follow multi-year test plans, each relevant system Mechanisms exist to conduct penetration testing on
0p5.22.058 Vulnerabilities, | component is subjected to at least one penetration test within a Functional | IntorsecteWith | penstration Testing | vpw.1a | ECTMOL08Y Assets, Applications and/or Services s VMo
Incidents and Crashes | maximum period of three years. (TARS).
Penetration Tests
Managing The cloud service provider assesses the severity of identified Mechanisms exist to identify and assign a risk
it ities in the Common Scoring ) ranking to newly discovered security vulnerabilities
0OPS-22.06B Functional Intersects With | Vulnerability Ranking VPM-05 5 VPM-03
Incidents and Crashes |System (CVSS), i the latest version valid at the time of the using reputable outside sources for security
Penetration Tests i
Managing ‘Actions for remediation or mitigation are taken in accordance with the exist to ensure that ities are
0p5.22.078 Vulnerabilties, |time frames as defined n the policies for managing vulnerabitties ef. | [ -l Vulnerabiliy pmos | Property identified, tracked and remediated. . VM0
Incidents and Crashes | OPS-18). Remediation Process
Penetration Tests
h h Secure Controls Framework (SCF) 27 0f 72
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Managing The through testing are subject ) Mechanisms exist to incorporate lessons learned
S : ) Root Cause Analysis ‘ "
Vulnerabilities, |to a root cause analysis. The root cause analysis enables an from analyzing and resolving cybersecurity and data
0PS-22.088 Functional | Intersects With | (RCA) & Lessons IRO-14 3 IRO-13
Incidents and Crashes | assessment of the extent to which similar vulnerabilities may be A protection incidents to reduce the likelihood or
Penetration Tests | present i the cloud service. impact of future incidents.
Managing The ities di through testing are subject exist to ensure that ities are
0p5.22.088 Vulnerabilties, 1o a root cause analyss. The root cause analysis enables an Functional | intersacts With Vulnerabiliy pmos | Property identified, tracked and remediated. s VM0
Incidents and Crashes |assessment of the extent to which similar vulnerabilities may be Remediation Process
Penetration Tests present in the cloud service.
OPS-22.01AS, sharpening OPS-22.01B exist to utilize an assessor
The cloud service provider performs penetration tests at least every six or penetration team to perform penetration testing.
Managin months and in case of significant changes to the cloud service by
. a:l tges i external ion testers in with the Independent
ulnerabilities,
OPS-22.01A8 [ s |POicies for managing vulnerabilties (cf. OPS-18). The external Functional | Intersects With | Penetration Agentor | VPM-19 8 VPM-07.1
B 2o |penetration testers are engaged only ifthe personnet supposedito Team
CNELration TeStS | 1 erform the test verifiably meets the cloud service provider's
and i Internal personnel for
tests may support the external personnel.
OPS-22.02AS, sharpening OPS-22.028 Mechanisms exist to conduct penetration testing on
Managin Pre-launch and post-launch penetration tests are performed in Technology Assets, Applications and/or Services
. a:l tges witha framework for tests that (TAAS).
ulnerabilities,
OPS-22.0288 | s | OUtines the number and types of penstration tests to be performed and|  Functional | Intersects With | Penetration Testing | VPM-18 5 VPM-07
the forthe and of the personnel
Penetration Tests
to perform such tests. The number and types of penetration tests to be
performed are based on a risk (cf. 018-07).
anagin OPS-22.03AS, sharpening OPS-22.038 Mechanisms exist to perform threat modelling and
vl Ebgl tges Penetration tests target system components relevant to the provision other secure design technigues, to ensure that
ulnerabilities,
OPS-22.0888 [ s | the cloud service inthe area of responsibiliy of the cloud service Functional | Intersects With | Threat Modeling | TDA-05.2 |threats to software and solutions are identified and 3 TDA-06.2
provider. System components to be targeted are identified in a risk accounted for.
Penetration Tests
where threat modelling.
anagin OPS-22.03AS, sharpening OPS-22.038 Mechanisms exist to conduct penetration testing on
vt a:l tges Penetration tests target system components relevant to the provision Technology Assets, Applications and/or Services
ulnerabilities,
OPS-22.0888 [ s | the cloud service inthe area of responsibiliy of the cloud service Functional | Intersects With | PenetrationTesting | VPM-18  |(TAAS). 5 VPM-07
provider. System components to be targeted are identified in a risk
Penetration Tests
where threat modelling.
Penetration tests are performed based on reviews of the architecture Mechanisms exist to develop an enterprise
Managing and configuration of the system components, and of the cloud service aligned with industry-recognized
Vulnerabilities, rovider's source code. Alignment With leading practices, with consideration for securit
OPS-22.01AC » P g Functional | Intersects With Enterprise SEA-04 8 p; s ¢ Y 3 SEA-02
Incidents and Crashes compliance and resilience principles that addresses
Architecture
Penetration Tests risk to assets,
and other
" Penctration tests are performed based on reviews of the architecture Mechanisms exist to require the developers of
anagin
e | and configuration of the system components, and of the cloud service Technology Assets, Applications and/or Services
OPS2201AC || s |Provider's source cade. Functional | Intersects With | Static Code Analysis | TDA-17.1 [(TAAS) to employ static code analysis tools to 3 TDA-09.2
neidents and Grashes identify and remediate common flaws and document
Penetration Tests A
the results of the analysis.
Managing The cloud service provider designs a multi-year test plan for its Mechanisms exist to conduct penetration testing on
Vulnerabilities, tration testing activities. Technology Assets, Applicati dlor S
0PS-22.02AC utnerabilities, | penetration testing activities Functional | Intersects With | Penetration Testing | VPM-1g | oo o 08y Assets, Applications and/or Services 3 VPM-07
Incidents and Crashes (TAAS).
Penetration Tests
Managing The cloud service provider reviews the effectiveness of penetration Mechanisms exist to conduct penetration testing on
Vulnerabilities, | tests on system components at least annually, and in case of Technology Assets, Applications and/or Services
0PS-22.03AC Functional | Intersects With | Penetration Testing |  VPM-18 3 VPM-07
Incidents and Crashes {significant changes to the cloud service. (TAAS).
Penetration Tests
" The cloud service provider uses the threat modelling process to Mechanisms exist to perform threat modelling and
anagin
\/ulnsrabgil\t?es prioritise system components with the highest risk exposure for other secure design technigues, to ensure that
OPS2200AC || e S <« |Penstration testing by systematically analysing cloud components, Functional | Intersects With | ThreatModeling | TDA-05.2 |threats to software and solutions are identified and 5 TDA-06.2
neldents and Srasnes | services, data flows, trust boundaries and assets critical to the cloud accounted for.
Penetration Tests i
service to enumerate potential threats, vulnerabilities, and attack
Managing The cloud service provider correlates the possible exploits of Mechanisms exist to incorporate lessons leared
with previous security incidents Root Cause Analysis from analyzing and resolving cybersecurity and data
PS-22.05A Functional | Intersects With |  (RCA) & L IRO-14 1RO-1
OPS22.05AC | cidents and Crashes {to identify if the vutnerability may have been exploited before its unctional | Intersects Wi {RG L’ & es;ms o protection incidents to reduce the likelihood or 3 0-13
Penetration Tests _|discovery. earme impact of future incidents.
Managing The cloud service provider correlates the possible exploits of Monitoring for Automated mechanisms exist to identify and alert on
it i with previous security incidents Indicators of Compromise (1oC).
OPS-22.05AC e - Functional | Intersects With Indicators of MON-17 P 1eG) 3 MON-11.3
Incidents and Crashes | to identify if the vulnerability may have been exploited before its
’ . Compromise (10C)
Penetration Tests _|discovery.
Managing The cloud service provider regularly measures, analyses and assesses Mechanisms exist to develop, report and monitor
it the with which andincidents are handled to Security, Compliance & Resilience Program (SCRP)
Incidents and Crashes | verify their continued suitability, appropriateness and effectiveness. Messures of measures of performance.
0P$-23.018 Measurements, Functional | Intersects With Gov-12 3 GOV-05
Performance
Analyses and
Assessments of
Procedures
Managing The cloud service provider regularly measures, analyses and assesses Mechanisms exist to incorporate lessons learned
the with which andincidents are handled to from analyzing and resolving cybersecurity and data
Incidents and Crashes {verify their continued suitability, appropriateness and effectiveness. Root Cause Analysis protection incidents to reduce the likelihood or
0PS-23.018 Measurements, Functional | Intersects With | (RCA) & Lessons IRO-14  |impact of future incidents. 3 1RO-13
Analyses and Learned
Assessments of
Procedures
Managing The cloud service provider regularly measures, analyses and assesses Mechanisms exist to facilitate the implementation
it the with which andincidents are handled to and monitoring of risk-based vulnerability
Incidents and Crashes | verify their continued suitability, appropriateness and effectiveness. Vulnerability & Patch management capabilities.
0P$-23.018 Measurements, Functional | Intersects With | Management Program | VPM-02 3 VPM-01
Analyses and (vPMP)
Assessments of
Procedures
Managing Results are evaluated at least quarterly in a documented form by Mechanisms exis to develop, report and monitor
Vulnerabilities, | responsible individuals or groups of the cloud service provider to Security, Compliance & Resilience Program (SCRP)
Incidents and Crashes {nitiate continuous improvement actions and to verify their Moasures of measures of performance.
0PS-23.028 Measurements, | effectiveness. Functional | Intersects With Gov-12 5 Gov-05
Performance
Analyses and
Assessments of
Procedures
The cloud service provider periodically informs the cloud service Mechanisms exist to timely-report incidents to
Involvement of Cloud |customer on the status of incidents affecting the cloud service Incident Stakehotdor applicable:
0Ps-24.018 Service Customers in | customer, or, where and necessary, involve the customer |  Functional | Intersects With P IRO-16 | (1) Internal stakeholders; 5 IRO-10
the Event of Incidents [in the resolution, in a manner consistent with the contractual porting (2) Affected clients & third-parties; and
(3) Regulatory
I mvotvamant of Gloug | e cloud service provider periodically informs the cloud service Mechanisms exist to document, monitor and report
"% | customer on the status of incidents affecting the cloud service ) Situational Awareness the status of cybersecurity and data protection
0Ps-24.018 Service Customers in ° Functional | Intersects With IRO-16.1 3 1RO-09
e Event of lnataonte | ustomer, or, where appropriate and necessary, involve the customer For Incidents idents to internal stakeholders all the way through
in the resolution, in a manner consistent with the the resolution of the incident.
'As soon as an incident has been resolved from the cloud service Mechanisms exist to timely-report incidents to
Involvement of Cloud |provider’s perspective, the cloud service customer s informed about Incidont Stakehotdar applicable:
0PS-24.028 Service Customers in | the actions taken according to the contractual agreements. Functional | Intersects With oo IRO-16  |(1) Internal stakeholders; 5 1RO-10
i
the Event of Incidents poring (2) Affected clients & third-parties; and
(3) Regulatory authorit
The cloud service provider defines and documents procedures in Mechanisms exist to timely-report incidents to
of Cloud with cloud that specify the applicable:
. e - Incident Stakeholder
OPS-24.01AC | Service Customersin |involvement of the customer in confirming, within a specified time Functional | Intersects With o IRO-16  |(1) Internal stakeholders; 3 IRO-10
i
the Event of Incidents |period, that a resolution has effectively addressed the root cause of an porting (2) Affected clients & third-parties; and
incident. (3) Regulatory authoritit
System components in the area of responsibility of the cloud service Mechanisms exist to detect vlnerabilities and
Managing provider for the provision of the cloud service are subject to errors by routine scanning
Vulnerabilities, | vulnerability scans at least once a month in accordance with the of systems and applications.
0PS-25.018 ity Functional | Intersects With | Vulnerability Scanning |  VPM-12 Y PP 8 VPM-06
Incidents and Crashes | policies for handling (cf. OPS-18). Th
Vulnerability Scans [ scans include a comparison of software component data against up-to-
date databases (e.g., CVE, EUVD, etc.) to identify known
h heory pp Secure Controls Framework (SCF) 280172
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Managing The cloud service provider assesses the severity of vulnerabilities in Mechanisms exist to identify and assign a risk
it with defined criteria. ranking to newly discovered security vulnerabilities
0PS-25.028 Functional | Intersects With | Vulnerability Ranking | VPM-05 5 VPM-03
Incidents and Crashes using reputable outside sources for security
Scans i
Managing Measures for timely remediation or mitigation are initiated within exist to ensure that ities are
0P$.25.038 Vulnerabilities, | defined time frame. Functional | interscets with Valnerabilty Upn0g |Properly identified, tracked and remediated. s VP02
Incidents and Crashes Remediation Process
Scans
anagin The results of the vulnerability scans are used to update the cloud Automated mechanisms exist to correlate both
ging service provider's SIEM system (cf. OPS-13) rules, enabling the system technical and non-technical information from across
Vulnerabilities, Correlate Monitoring
0PS-25.048 to detect when known vulnerabilities are being actively exploited. Functional | Intersects With ' MON-08 [ the enterprise by a Security Incident Event Manager 3 MON-02.1
Incidents and Crashes Information
(SIEM) or similar automated tool, to enhance
Vulnerability Scans
ide situational
Managing The results of the vulnerability scans are used to update the cloud Automated mechanisms exist to correlate the output
Vulnerabilities,  |service provider's SIEM system (cf. OPS-13) rules, enabling the system Correlate Scanning from vulnerability scanning tools to determine the
0PS-25.048 Functional | Intersects With VPM-17 5 VPM-06.9
Incidents and Crashes | to detect when known vulnerabilities are being actively exploited. Information presence of multi-vulnerability/multi-hop attack
Scans vectors.
OPS-25.01AS, sharpening OPS-25.018 Mechanisms exist to detect vulnerabilities and
Managin System components in the area of responsibility of the cloud service errors by routine scanning
vt :l (g provider for the provision of the cloud service are subject to of systems and applications.
ulnerabilities,
OPS-25.01As [ s | Vuinerability scans at least once a day in accordance with the policies | Functional | Intersects With | Vulnerability Scanning | VPM-12 8 VPM-06
for handling vulnerabilities (cf. OPS-18). These vulnerability scans
Vulnerability Scans
include a comparison of software component data against up-to-date
databases (e.g., CVE, EUVD, etc) to identify known
Managing OPS-25.02AS, sharpening OPS-25.028 Mechanisms exist to identify and assign a risk
Vulnerabilities, | The cloud service provider assesses the severity of vulnerabilities using ranking to newly discovered security vulnerabilities
0PS-25.02A8 Functional | Intersects With | Vulnerability Ranking | VPM-05 5 VPM-03
Incidents and Crashes | the latest version of the Common Vulnerability Scoring System (CVSS) using reputable outside sources for security
Scans_|valid at the time of the i
Managing Time frames for the initiation of remediation or mitigation efforts after a Mechanisms exist to identify, assess, prioritize and
0PS.25.01AC Vulnerabilites, | wulnerabilty i identifed are defined and monitored according toarisk- | ook Vulnerability Vpmga | document the potentialimpact(s) and likelinood(s) of s VM08
Incidents and Crashes | based classification framework. This framework incorporates, but is Exploitation Analysis applicable internal and external threats exploiting
Scans_|not limited to, the CVSS severity level of vulnerabilities. known vulnerabilities.
Managing Time frames for the initiation of remediation or mitigation efforts after a exist to ensure that are.
Vulnerabilities, | vulnerability is identified are defined and monitored according to a risk- Vulnerability properly identified, tracked and remediated.
OPS-25.01AC Functional | Intersects With VPM-06 5 VPM-02
Incidents and Crashes | based This framework butis Remediation Process
Scans_|not limited to, the CVSS severity level of vulnerabilities.
" System inthe i Used to provide the Mechanisms exist to develop, document and
v“ln::‘:ﬂ:“is cloud service under the cloud service provider's responsibility are secure Baseline maintain secure baseline configurations for
0P$-26.018 * | hardened according to generally accepted industry standards. Functional | Intersects With CFG-04 |Technology Assets, Applications and/or Services 8 CFG-02
Incidents and Crashes Configurations
) (TAAS) that are consistent with industry-accepted
System Hardening !
hardening standards.
" The hardening requirements for each system component are Mechanisms exist to develop, document and
v“ln::‘:ﬂ:“is documented. secure Baseline maintain secure baseline configurations for
0PS-26.028 g Functional | Intersects With CFG-04 |Technology Assets, Applications and/or Services 5 CFG-02
Incidents and Crashes Configurations
) (TAAS) that are consistent with industry-accepted
System Hardening !
hardening standards.
" [ difiable ( ") images are used, with the Mechanisms exist to develop, document and
uln::‘:ﬂ:“is as defined in the hardening requirements, is secure Baseline maintain secure baseline configurations for
0PS-26.038 " |checked upon creation of the images. Functional | Intersects With CFG-04 |Technology Assets, Applications and/or Services 3 CFG-02
Incidents and Crashes Configurations
) (TAAS) that are consistent with industry-accepted
System Hardening !
hardening standards.
Managing [ difiable ( ") images are used, with the Mechanisms exist to ensure the integrity of virtual
0P$.26.038 as defined in the hardening requirements,is | [ e | Virual Machine SEapsq |machineimages atalltimes. s L0
Incidents and Crashes |checked upon creation of the images. Images
System Hardening
Managing Configurations and log files (cloud service provider data) regarding the Mechanisms exist to retain previous versions of
it i of the images are Retention Of Previous secure baseline configuration to support roll back.
0PS-26.048 Functional | Intersects With CFG-09 3 CFG-02.3
Incidents and Crashes {retained. Configurations
System Hardening
Configurations and log files (cloud service provider data) regarding the Mechanisms exist to retain event logs and security-
Managing of the images are Event Log & Security- relevant telemetry for atime period consistent with
Vulnerabilities, | retained. ) records retention requirements to provide support for
0PS-26.048 Functional | Intersects With | Relevant Telemetry | MON-13 S 3 MON-10
Incidents and Crashes o after-the-fact investigations of security incidents and
System Hardening to meet statutory, regulatory and contractual
retention
anagin The cloud service provider implements monitoring measures to ensure Automated mechanisms exist to:
vt bgl ‘g system p hardening ety A N (1) Identify unauthorized deviations from an
0PS-26.058 uinerabilities, Functional | Intersects With | '"BnY Assurance & | oo o 5 | approved secure baseline configuration; and 5 CFG-06
Incidents and Crashes Enforcement (IAE) "
(2) Implement automated resiliency actions to
System Hardening ’
the change.
anagin \dentified deviations from these specifications are timely reported to Automated mechanisms exist to:
vt bg“g the i forimmediate and action. ety A N (1) Identify unauthorized deviations from an
0PS-26.06B uinerabilities, Functional | Intersects With | ""Bny Assurance & | oo o 5 | approved secure baseline configuration; and 3 CFG-06
Incidents and Crashes Enforcement (IAE)
(2) Implement automated resiliency actions to
System Hardening ’
the change.
anagin \dentified deviations from these specifications are timely reported to Mechanisms exist to generate, monitor, correlate
vt bgl ‘g the i forimmediate and action. System Generated and respond to event logs and security-relevant
ulnerabilities, .
OPS26.068 | e Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 3 MON-01.4
Relevant Telemetry protection and supply chain activities to achieve
System Hardening !
situational
anagin OPS-26.05AS, sharpening OPS-26.058 Automated mechanisms exist to:
vt bgl ‘g System components in the cloud service provider's area of ety A N (1) Identify unauthorized deviations from an
OPS-26.05AS uinerabilities, are monitored for with Functional | Intersects With | '"Bny Assurance & |- oo o 5 | approved secure baseline configuration; and 8 CFG-06
Incidents and Crashes o Enforcement (IAE)
hardening specifications. (2) Implement automated resiliency actions to
System Hardening ’
the change.
Policies and procedures with technical and organisational measures Mechanisms exist to establish, maintain and
are and provided in with SP- ) disseminate policies, standards and procedures
Managing ° Publishing Security, ;
Vetnoraian patch |01 to ensure system components under the respansibilty of the cloud poulh necessary for secure, compliant and resilient
ilities - i
0oPs-27.018 . *" | service provider are patched within a suitable time frame dependingon |  Functional | Intersects With P GOV-04  [capabilities. 3 Gov-02
Management Policies ’ ° Resilience
and identified or exploits. These
and Procedures Documentation
policies and procedures contain specifications regarding the following
aspects:
Policies and procedures with technical and organisational measures Mechanisms exist to conduct software patching for
Managin are icated and provided in with SP- all deployed Technology Assets, Applications and/or
i
nagng 01 to ensure system components under the responsibility of the cloud ) Services (TAAS), including firmware.
Vulnerabilities - Patch et . ) Software & Firmware
0PS-27.01B B service provider are patched within a suitable time frame dependingon | Functional | Intersects With VPM-08 8 VPM-05
Management Policies N Patching
and identified or exploits. These
and Procedures ' A, : :
policies and procedures contain specifications regarding the following
aspects:
Managing Software is kept up-to-date, including timely deployment of security Mechanisms exist to install the latest stable version
Vulnerabilities - Patch [patches; of any software and/or security-related updates on
0PS-27.01B.1 uinerabiliies - Bateh | Functional | Intersects With |  Stable Versions AST-37.1 v st g P 3 VPM-04.1
Management Policies all applicable systems.
and Procedures
Managing Software i kept up-to-date, including timely deployment of security Mechanisms exist to conduct software patching for
0PS-27.01B.1 Vulnerabilities - famh patches; Functional | Intersects With Software & Firmware vPM.08 all deployed Technology Assets, Applications and/or s W
Management Policies Patching Services (TAAS), including firmware.
and Procedures
Managing Patches are scheduled within maintenance windows, where Mechanisms exist to obtain maintenance support
Vulnerabilities - Patch [applicable, to minimise service disruption; and and/or spare parts for Technology Assets,
0PS-27.01B.2 Y i teh appli e ice disrupti Functional | Intersects With | Timely Maintenance | MNT-04 orspare p 8y . X 3 MNT-03
Management Policies Applications and/or Services (TAAS) within a defined
and Procedures Recovery Time Objective (RTO).
Managing Patches are scheduled within maintenance windows, where Mechanisms exist to conduct software patching for
Vulnerabilities - Patch |applicable, to minimise service disruption; and Software & Firmware all deployed Technology Assets, Applications and/or
0PS-27.01B.2 Functional | Intersects With VPM-08 3 VPM-05
Management Policies Patching Services (TAAS), including firmware.
and Procedures
Managing Patches are tested in non-production environments before they are Mechanisms exist to retain previous versions of
Vulnerabilities - Patch | rolled out into the production environment, provided testing was Retention Of Previous secure baseline configuration to support roll back.
0PS-27.01B.3 vinerabIti en ut produstion envir provided testing w Functional | Intersects With 1on OTPevious 1 orG-09 ur . gurati upport e 3 CFG-02.3
Policies arein place to revert to previous software Configurations
and Procedures__|versions in case of issues.
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Managing Patohes are tested in non-production environments before they are Mechanisms exist to appropriately test and
Ops.27.018.5 | Vtnerabiliies - Pateh |rolied out nto the production environment, provided testing was runctional | intersectewitn | TSt Vatidate & CHe.oy | document proposed changes ina non-production 5 CHo022
Policies are in place to revert to previous software Document Changes are into
and Procedures _|versions in case of issues.
Managing Patch are ith the cloud service Mechanisms exist to facilitate the implementation of
ops-27028 | Vulnerabiltes - Patch | providers overall software change management process (f. DEV-03). | ol - Change Management | o |a change management program. . oHG.01
Management Policies Program
and Procedures
Managing Patoh are ith the cloud service Mechanisms exist to conduct software patching for
Vulnerabilities - Patch |provider's overall software change management process (cf. DEV-03). Software & Firmware all deployed Technology Assets, Applications and/or
0Ps-27.028 Functional | Intersects With VPM-08 3 VPM-05
Management Policies Patching Services (TAAS), including firmware.
and Procedures
Managing ‘According to the measures and procedures of the overall change Mechanisms exist to conduct software patching for
ops2700p | Vulnerabilties - Patch | management, patches provided by tird parties are dentied, tested | o - Software &Firmware |l doployed Technology Assets, Applications and/or R VPM0S
Management Policies |and deployed. Patching Services (TAAS), including firmware.
and Procedures
Managing Systems are scanned after application of patches to ensure Mechanisms exist to detect vulnerabilities and
~Patch and exploits are and no known or errors by routine ity scar
0Ps-27.048 Functional | Intersects With | Vulnerability Scanning | VPM-12 5 VPM-06
Policies or exploits were deployed. of systems and applications.
and Procedures
OPS-27.03AS, sharpening OPS-27.038 Mechanisms exist to conduct software patching for
Managing According to the measures and procedures of the overall change all deployed Technology Assets, Applications and/or
Vulnerabilities - Patch [management, patches provided by third parties are identified, tested Software & Firmware Services (TAAS), including firmware.
0PS-27.03A8 Functional | Intersects With VPM-08 5 VPM-05
Management Policies |and deployed in an automated manner. In case of patches where Patching
andProcedures | manual intervention is required, an exception handling process for
manual patching is defined.
Managing The cloud service provider designs, implements and maintains Mechanisms exist to conduct software patching for
Vulnerabilities - Patch [technical and ional measures for the of patches Software & Firmware all deployed Technology Assets, Applications and/or
0OPs-28.018 Functional | Intersects With VPM-08 8 VPM-05
Management | on the systems and applications under ts responsibility according to Patching Services (TAAS), including firmware.
the patch policies and procedures (cf. OPS-27).
Managing The cloud service provider designs, implements and maintains Mechanisms exist to generate, or obtain, a Software
technical and measures to manage updates to system Software Bilof Bill of Materials (SBOM) for Technology Assets,
OPS-20.01B |Incidents and Crashes used to provide the cloud service that incorporate third- |  Functional | Intersects With TDA-21.4 |Applications and/or Services (TAAS) that lists 5 TDA-04.2
Externally Sourced | party or open-source libraries. This includes: Materials (SBOM) software packages in use, including versions and
c applicable licenses.
Managing The cloud service provider designs, implements and maintains Mechanisms exist to conduct software patching for
technical and measures to manage updates to system Software & Firmware all deployed Technology Assets, Applications and/or
OPS-20.01B |Incidents and Crashes | components used to provide the cloud service that incorporate third- | Functional | Intersects With VPM-08  [Services (TAAS), including firmware. 5 VPM-05
Externally Sourced | party or open-source libraries. This includes: Patching
c
Managing Regularly identifying available Updates and known vulnerabilities in Mechanisms exist to generate, or obtain, a Software
Vulnerabilities,  [third-party or open-source libraries used within applications; Software Billof Bill o Materials (SBOM) for Technology Assets,
OPS-20.01B.1 |Incidents and Crashes Functional | Intersects With TDA-21.4 |Applications and/or Services (TAAS) that lists 3 TDA-04.2
Externally Sourced Materials (SBOM) software packages in use, including versions and
c applicable licenses.
Managing Regularly identifying available updates and known vulnerabilities in Mechanisms exist to detect vulnerabilities and
Vulnerabilities,  [third-party or open-source libraries used within applications; errors by routine scanning
0OPS-20.01B.1 |Incidents and Crashes Functional | Intersects With | Vulnerability Scanning|  VPM-12  |of systems and applications. 5 VPM-06
Externally Sourced
c
Managing Evaluating the potential impact of identified updates and Mechanisms exist to identify, assess, prioritize and
onthe and the overall security posture; Valnerabitty document the potential impact(s) and likelihood(s) of
0PS-20.018.2 |Incidents and Crashes Functional | Intersects With VPM-04  |applicable internal and external threats exploiting 5 VPM-03.1
Exploitation Analysis
Externally Sourced known vulnerabilities.
c
Managing Implementing necessary updates and patches in a timely manner to Mechanisms exist to conduct software patching for
address identified and Software & Firmware all deployed Technology Assets, Applications and/or
OPS-20.018.3 |Incidents and Crashes Functional | Intersects With VPM-08  [Services (TAAS), including firmware. 5 VPM-05
Externally Sourced Patching
c
Managing Continuously monitoring applications to ensure updates are effectively Mechanisms exist to address new threats and
Vulnerabilities,  [applied and no known or unmitigated vulnerabilities are introduced. Continuous Vulnerabilities on an ongoing basis and ensure
0PS-29.01B.4 |Incidents and Crashes Functional | Intersects With Vulnerability VPM-06.2 |assets are protected against known attacks. 5 VPM-04
Externally Sourced Remediation Activities
Co
Based on a risk assessment (cf. OIS-07), the cloud service provider Mechanisms exist to ensure multi-tenant owned or
established policies and procedures with technical and organisational managed assets (physical and virtual) are designed
Separationof |Me25Ures to ensure separation of cloud senice customer data ‘ and governed such that provider and customer
0p5.30.018 Dataente - oteies_|peteen different customers and between customers and the cloud runctional | intersects with Multi-Tenant Glo.gy |tenant user access is appropriately segmented . o0
o e |service provider. These policies and procedures are documented, Environments from other tenant users.
and provided in with SP-01 and contain
specifications regarding the client separation based on a documented
cloud layer model and include the following:
Based on a risk assessment (cf. O1S-07), the cloud service provider Mechanisms exist to establish, maintain and
established policies and procedures with technical and organisational disseminate policies, standards and procedures
Separationof |Me25Ures to ensure separation of cloud senice customer data Publshing Security, necessary for secure, comliant and resilient
0PS-30.01B Datasets - Policies | 2°1een different customers and between customers and the cloud Functional | Intersects With Compliance & Gov.os |caPeDilities. 3 GOV-02
service provider. These policies and procedures are documented, Resilience
and Procedures A ’ -
and provided in with SP-01 and contain Documentation
specifications regarding the client separation based on a documented
cloud layer model and include the following:
Soparationof _|'LUstration of which cloud ayers are used for the partcular cloud Mechanisms exist to ensure that the cloud security
0PS-30.01B.1 Datasets - Policies | C\ce: The used cloud layers should be appropriate to enable client Functional | Intersects With Cloud Security CLD-05 supports the ¢ 3 CLD-02
separation; Architecture strategy to securely design, configure and maintain
and Procedures
cloud
of which cloud layers are used for the particular cloud Mechanisms exist to ensure multi-tenant owned or
Separationof |service. The used cloud layers should be appropriate to enable client Mutt-Tonant managed assets (physical and virtual) are designed
0PS-30.01B.1 Datasets - Policies | separation; Functional | Intersects With CLD-07 |and governed such that provider and customer 3 cLD-06
and Procedures Environments (tenant) user access is appropriately segmented
from other tenant users.
Measures used to separate cloud service customer data along the used Mechanisms exist to ensure multi-tenant owned or
Separationof | cloud layers. Those measures are categorised according to the MuttiTenant managed assets (physical and virtual) are designed
0PS-30.01B.2 Datasets - Policies goals of integrity and andifthey | Functional | Intersects With CLD-07 |and governed such that provider and customer 5 cLD-06
and Procedures | are preventive, detective o reactive measures; Environments (tenant) user access is appropriately segmented
from other tenant users.
Separationof | 1eA5Ures Used 0 separate cloud service Gustomer data alon he used Mechanisms existtoimplement network
0P$.30018.2 Do iies_|cloudlayers. Those measures are categorised according to the runctionat | intersacts with | Ntk NET06 within network toisolate s NET05
goals of integrity and andif they Assets, and/or Services
and Procedures e
are preventive, detetive or reactive measures; (TAAS) from other network resources.
Monitoring and compliance with these measures; and Automated mechanisms exist to:
Separation of (1) Identify unauthorized deviations from an
! ) Integrity Assurance &
0PS-30.018.3 Datasets - Policies Functional | Intersects witn | "8 PSS | GFG-08.2 |approved secure baseline configuration; and 3 CFG-06
and Procedures (2) Implement automated resiliency actions to
remediate the change.
of gand with these measures; and Mechanisms exist to facilitate the implementation of
0PS-30.01B.3 Datasets - Policies Functional | Intersects With |Continuous | MON-02 ise-wid controls. 3 MON-01
and Procedures
Initiation of suitable measures in the event of deviations. Mechanisms exist to cover:
(1) Preparation;
) (2) Automated event detection or manual incident
Separation of oot i
0PS-30.01B.4 Datasets - Policies Functional | Interseots With | Incident Handling | 18006 [iZ90 850 3 1RO-02
and Procedures
(4) Containment;
(5) Eradication; and
(6) Recovery.
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The cloud service provider designs, implements and maintains Mechanisms exist to ensure multi-tenant owned or
of and against threats to the separation of data Mutt-Tenant managed assets (physical and virtual) are designed
0OPs-31.018 Datasets - sets according to the policies and procedures of OPS-30. Themeasures | Functional | Intersects With | 1 11179, CLD-07  |and governed such that provider and customer 8 cLD-06
Implementation  |address prevention against, detection of and reaction to any incidents (tenant) user access is appropriately segmented
infringing the from other tenant users.
Cloud service customer data stored and processed on shared virtual Mechanisms exist to ensure multi-tenant owned or
Separationof  |and physical resources is securely and strictly separated according to a Mutt-Tenant managed assets (physical and virtual) are designed
0OPs-31.028 Datasets - documented approach based on OIS-07 sk assessment and following |  Functional | Intersects With | 1 11" "9 CLD-07 |and governed such that provider and customer 5 cLD-06
Implementation | policies on cryptography (cf. CRY-01) to ensure the confidentiality and (tenant) user access is appropriately segmented
integrity of this data. from other tenant users.
Cloud service customer data stored and processed on shared virtual Cryptographic mechanisms exist to prevent the
Separationof  |and physical resources is securely and strictly separated accordingto a Enerypting Data At unauthorized disclosure of data at rest.
0OPs-31.028 Datasets - documented approach based on OIS-07 risk assessment and following |  Functional | Intersects With e CRY-07 3 CRY-05
Implementation | policies on ryptography (cf. CRY-01) to ensure the confidentiality and
integrity of this data.
Soparationot | fisk essessment s eviewed as needed, especially in case of Mechanisms exist to routinely update risk
changes to the architecture of the cloud service, and at least annually. Risk and react upon identifying
0OPs-31.038 Datasets - Functional | Intersects With RSK-13.2 5 RSK-07
implamantation | Measures are adiusted or improved as appropriate to ensure they Update mew security ulnerabilties, incluing using outside
remain with the risks. sources for securit
comigential | the cloud service comprises capabilities for confidential computing, Publishing Security, Mechanisms exist to establish, maintain and
0p5.32.018 Compting Putiies |POIEiESand and technical ared runctionat | interssetewin | ComPliance & oviga |disseminate polisies, standards and procedures R cov.o
e s |communicated and provided according to SP-01,in which the folowing Resilience necessary for secure, compliant and resilient
aspects are described: D capabilities.
Confidontial | 1Ehe cloud service comprises capabiliies for confidential computing, existto security
policies and and technical are to protect system memory from unauthorized code
0Ps-32.018 Computing - Policies Functional | Intersects With | Memory Protection | ~ SEA-S 3 SEA-10
o o1 | communicated and provided according to SP-01,in which the following execution.
aspects are described:
Purpose and scope, including which information security risks on the Mechanisms exist to conduct recurring assessments
Confidential | cloud service providers side are to be mitigated through the use of of risk that includes the likelihood and magnitucie of
confidential computing (cf. OIS-07) and how the cloud service harm, from unauthorized access, use, disclosure,
0OPS-32.01B.1 | Computing - Policies Functional | Intersects With |  Risk Assessment RSK-13 3 RSK-04
ey o et®® |oustomers can use the provided features to manage information disruption, modification or destruction of the
security risks on their side; i Assets, i
Services and/or Data (TAASD).
Purpose and scope, including which information security risks on the existto security
Confidential | cloud service provider's side are to be mitigated through the use of to protect system memory from unauthorized code
0OPS-32.01B.1 | Computing - Policies |confidential computing (cf. OIS-07) and how the cloud service Functional | Intersects With | Memory Protection | SEA-18 [execution. 3 SEA-10
and Procedures | customers can use the provided features to manage information
security risks on their side;
Confidential | Available confidential computing technologies; existto security
0PS-32.01B.2 | Computing - Policies Functional | Intersects With | Memory Protection | ~SEA18  [to protect system memory from unauthorized code 3 SEA10
and Procedures execution.
Determination of which parts of the cloud stack are protected with exist to generate
each technology and where third-party access is possible; documentation (e.g., System Security Plan (SSP)
that:
(1) Identifies key architectural and implementation
information on in-scope Technology Assets,
Confidential gz’:::ﬁ;e::;':; Applications and/or Services (TAAS);
0PS-32.018.3 | Computing - Policies Functional | Intersects With | S9TPIATERA1 114009 |(2) Refleots the current state of applied security, 3 1A0-03
and Procedures " compliance and resilience controls on applicable
Documentation
People, Processes, Technologies, Data and/or
Facilities (PPTDF) that are contained within the
system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Confidential | Determination of which parts of the cloud stack are protected with existto security
OPS-32.018.3 | Computing - Policies |each technology and where third-party access is possible; Functional | Intersects With | Memory Protection | SEA18  [to protect system memory from unauthorized code 3 SEA10
and Procedures execution.
Listing of involved suppliers/service organisations; and Mechanisms exist to maintain a ourrent, acourate
and complete list of External Service Providers
Confidential (ESPs) that can potentially impact the
0PS-32.018.4 | Computing - Policies Functional | Intersects With | Third-Party Inventories |  TPM-08 ° "pac 3 TPM-01.1
e e Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
i Services and/or Data (TAASD).
Confidential | Utilisation of Trusted Execution Environments (TEES) or secure existto security
0PS-32.0185 | Computing - Policies |enclaves. Functional | Intersects With | Memory Protection | SEA-18 |[to protect system memory from unauthorized code 3 SEA-10
and Procedures execution.
The cloud service provider provides its customers with information on Mechanisms exist to obtain, protect and distribute
the aspects specified in OPS-32.01B according to PSS-01. for Assets,
Applications and/or Services (TAAS) that describe:
Confidential - (1) Secure configuration, installation and operation
Administrator
0Ps-32.028 Computing - Policies Functional | IntersectsWith | TSNS | 1DA083 | of the TakS; 3 TDA-04
and Procedures (2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of , privileged) functions.
Confidential | Additional aspects addressed by the policies and procedures for Mechanisms exist to implement security safeguards
0PS-32.038 Computing - Policies ing, not included in the i i Functional | Intersects With | Memory Protection | SEA1S  [to protect system memory from unauthorized code 3 SEA-10
and Procedures | provided to the cloud service customers, include: execution.
C forthe and of Dofined Foe & Mechanisms exist to define cybersecurity roles &
OPS-32.038.1 | Computing- Policies |computing measures; Functional | Intersectswitn | 270 B0 HRS-04 | responsibilities for all personnel. 3 HRS-03
and Procedures
Confidential | Security requirements to ensure the confidentiality, integrity, and Mechanisms exist to implement security safeguards
OPS-32.038.2 | Computing - Policies |authenticity of the data during processing; and Functional | Intersects With | Memory Protection | SEA18  [to protect system memory from unauthorized code 3 SEA10
and Procedures execution.
Confidential | Relevant legal and regulatory requirements applicable to confidential Statutory, Regulatory Mechanisms exis to facilitate the identification and
OPS-32.03B.3 | Computing- Policies Functional | Intersects With | & Contractual cpLo2 of relevant statutory, regulatory and 3 cpLot
and Procedures Compli controls.
Confidential | These security requirements to ensure the confidentiality, integrity, and Mechanisms exist to implement security safeguards
0PS-32.03B.4 Computing - Policies |authenticity of the data during processing include that: Functional Intersects With Memory Protection SEA-19 to protect system memory from unauthorized code 3 SEA-10
and Procedures execution.
Confidential | Neither the cloud service provider nor any other unauthorised entity Cryptographic Koy exist to facilitate ickey
OPS-32.038.5 | Computing-Policies |shall be able to access the cloud service customer data or the keys Functional | Intersects With Monagamont CRY-10 [ management controls to protect the confidentiality, 3 CRY-09
and Procedures _|used for protecting that data; and integrity and availability of keys.
Confidential | Neither the cloud service provider nor any other unauthorised entity Mechanisms exist to implement security safeguards
OPS-32.038.5 | Computing-Policies |shall be able to access the cloud service customer data or the keys Functional | Intersects With | Memory Protection | ~SEA-18 |to protect system memory from unauthorized code 3 SEA-10
and Procedures _|used for protecting that data; and execution.
c c \gorithms that comply with the cloud service provider's Useof Cryprographic Mechanisms exist to facilitate the implementation of
0PS-32.03B.6 Computing - Policies |policy for the use of cryptographic mechanisms (cf. CRY-01) are used. Functional Intersects With Controls CRY-02 cryptographic protections controls using known 5 CRY-01
and Procedures public standards and trusted ci
confidential | 1@ 10U service provider documents and implements a technical Mechanisms exist to implement security safeguards
OPS-32.01AC Computing - Policies rk for confide - how certain Functional | Intersects With | Memory Protection SEa-g  |'© Protect system memory from unauthorized code 3 SEA-10
ey |information security risks are mitigated (cf. O1S-07). The framework execution.
includes at least the following procedures and technical
Confidential Usage of Trusted Execution Environments (TEEs) or secure enclaves to existto security
OPS-32.01AC.1 | Computing - Policies  [process sensitive data (data in use) in a protected environment; Functional | Intersects With | Memory Protection | ~SEA-18 [to protect system memory from unauthorized code 3 SEA-10
and Procedures execution
Documentation of all associated interfaces; Mechanisms exist to obtain, protect and distribute
ini for Assts,
Applications and/or Services (TAAS) that describe:
Confidential (1) Secure configuration, installation and operation
Administrator
OPS-32.01AC.2 | Computing - Policies Functional | IntersectsWith [ TSNS | 1DA0g3 |ofthe Taks; 3 TDA-04
and Procedures (2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
Confidential | Consideration of available hardware attestations; Mechanisms exist to implement security safeguards
OPS-32.01AC3 | Computing - Policies Functional | Intersects With | Memory Protection | ~SEA-18 |[to protect system memory from unauthorized code 3 SEA-10
and Procedures execution.
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Confidential | Utilisation of encryption techniques to secure data during processing, Use of Cypographic Mechanisms exist to facilitate the implementation of
OPS-32.01AC4 | Computing - Policies  [including secure key management; Functional | Intersects With e CRY-02 | cryptographic protections controls using known 5 CRY-01
and Procedures public standards and trusted c;
Confidential | Utilisation of encryption techniques to secure data during processing, Coyptographic Key exist to facilitate ey
OPS-32.01AC4 | Computing - Policies  [including secure key management; Functional | Intersects With Manogement CRY-10 | management controls to protect the confidentiality, 5 CRY-09
and Procedures integrity and availability of keys.
Confidential Remote attestation to verify the identity and measured state of the TEE existto security
OPS-32.01AC5 | Computing - Policies |as well as code executed within the TEE; Functional | Intersects With | Memory Protection | SEA-18 [to protect system memory from unauthorized code 3 SEA-10
and Procedures execution.
C of and logging to detect and Mechanisms exist to facilitate the implementation of
OPS-32.01AC.6 | Computing - Policies  |respond to security incidents; Functional | Intersects With | Continuous | MoN-02 id controls. 3 MON-01
and Procedures
Confidential | Conducting security reviews and penetration tests (cf. OPS-22) Mechanisms exist to conduct penetration testing on
OPS-32.01AC.7 | Computing - Policies  |regularly as well as on an event-driven basis to verify the effectiveness | Functional | Intersects With | Penetration Testing | VPM-18 |Technology Assets, Applications and/or Services 3 VPM-07
and of computing measures; and (TAAS).
Confidential | Performing regular updates on the Trusted Computing Base of the TEE. Software & Fnmware Mechanisms exist to conduct software patching for
OPS-32.01AC.8 | Computing - Policies Functional | Intersects With barehing VPM-08 all deployed Technology Assets, Applications and/or 3 VPM-05
and Procedures Services (TAAS). including firmware.
Confidential | Ifthe cloud service comprises capabilities for confidential computing, existto security
OPs-33.018 Computing - Remote  [the cloud service provider offers remote attestation functionalities for | Functional | Intersects With | Memory Protection | SEA-19 | to protect system memory from unauthorized code 3 SEA10
Attestation data in-use protection. execution.
c Remote are based on means _ Mechanisms exist to facilitate the implementation of
" ° Use of Cryptographic
0Ps-33.028 Computing - Remote [ rooted in trusted hard- and software. Functional | Intersects With e CRY-02 | cryptographic protections controls using known 3 CRY-01
Attestation public standards and trusted
C Remote are based on means existto security
0Ps-33.028 Computing - Remote [ rooted in trusted hard- and software. Functional | Intersects With | Memory Protection | SEA18 [to protect system memory from unauthorized code 3 SEA10
Attestation execution.
Confidential | Remote attestation functionalities comprise an interface that allows existto security
0OPs-33.038 Computing - Remote  [the customer to verify the integrity of the remote attestation. Functional | Intersects With | Memory Protection | SEA18 [to protect system memory from unauthorized code 3 SEA10
Attestation execution.
The cloud service provider clearly defines, documents and Mechanisms exist to obtain, protect and distribute
communicates the available attestation levels. i for Assets,
Applications and/or Services (TAAS) that describe:
Confidential (1) Secure configuration, installation and operation
OPS-33.01AC Computing - Remote Functional | Intersects With Administrator TDA-08.3 |ofthe TAAS; 3 TDA-04
Attestation Documentation (2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of (e-£., privileged) functions.
The information is part of the guidelines and recommendations for the Mechanisms exist to obtain, protect and distribute
secure use of the cloud service provided (cf. PSS-01). for Assets,
Applications and/or Services (TAAS) that describe:
Confidential - (1) Secure configuration, installation and operation
Administrator
OPS-33.02AC | Computing - Remote Functional | IntersectsWith | “TSUOOT | TDA083 | ofthe TaS; 3 TDA-04
Attestation (2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of (e.&., privileged) functions.
Policies and procedures with technical and organisational measures ) Mechanisms exist to establish, maintain and
Publishing Security, ' -
Container for the planning and of containers are Compomee, disseminate policies, standards and procedures
0Ps-34.018 Policies and provided in with SP-01. These policies | Functional | Intersects With o onee GOV-04  [necessary for secure, compliant and resilient 3 Gov-02
and and contain for the entire container life cyole capabilities.
regarding at least the following aspects: Documentation
Policies and procedures with technical and organisational measures Mechanisms exist to utilize an application container
Container for the planning and of containers are approach) to isolate to a known set of
0OPs-34.018 ~Policies and provided in with SP-01. These policies | Functional | Intersects Wit | Application Container |  SEA-31  |dependencies, access methods and interfaces. 5 SEA21
and and contain for the entire container life cyole
regarding at least the following aspects:
Container Image creation, testing, and validation; Virtual Machine Mechanisms exist to ensure the integrity of virtual
OPS-34.01B.1  |Management - Policies Functional | Intersects With SEA-23.1 | machine images at all times. 5 cLp-0s
and Procedures mages
Container Image storage and retrieval; rtant Machine Mechanisms exist to ensure the integrity of virtual
OPS-34.01B2  |Management - Policies Functional | Intersects With SEA-23.1 | machine images at all times. 3 cLp-0s
and Procedures mages
Container Container deployment and management; Mechanisms exist to utilize an application container
OPS-34.018.3  |Management - Policies Functional | Intersects With | Application Container | SEA-31 | (virtualization approach) to isolate to a known set of 5 SEA21
and Procedures access methods and interfaces.
Container Container operations; and Mechanisms exist to utilize an application container
OPS-34.018.4  |Management - Policies Functional | Intersects With | Application Container | SEA-31 | (virtualization approach) to isolate to a known set of 3 SEA21
and Procedures ies, access methods and interfaces.
Decommissioning of images and container. Mechanisms exist to ensure Technology Assets,
Applications and/or Services (TAAS) are properly
decommissioned so that:
Container (1) Data is properly transitioned to new systems or
OPS-34.01B5  |Management - Policies Functional | Intersects With | Decommissioning | AST-36 |archived; and 3 AST-30
and Procedures (2) Hard drives are either destroyed or erased in
with
standards, as well as statutory, regulatory and
Container The policies and procedures describe measures along the life oycle of Mechanisms exist to utilize an application container
OPS-34.02B | Management - Policies |containers and address at least the following aspects: Functional | Intersects With | Application Container |  SEA-31 | (virtualization approach) to isolate to a known set of 3 SEA21
and Procedures access methods and interfaces.
Containers are i accordingtoa process (cf. AM- Mechanisms exist to perform inventories of
02, AM-03, AM-09); Technology Assets, Applications, Services and/or
Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including
Container business justification detals;
OPS-34.02B.1  |Management - Policies Functional | Intersects With |  Asset Inventories AST-04  |(3)Is at the level of granularity deemed necessary for 5 AST-02
and Procedures tracking and reporting;
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
i personnel.
Container The need for malware protection is assessed and, if necessary, ensured Malicious Code Mechanisms exist to utilize antimatware, or similar
OPS:34.028.2  |Management - Policies | (cf. OPS-05); Functional | Intersects With Protection END-04 |technologies, to detect and eradicate malicious 5 END-04
and Procedures (Antimatware) code.
Container Logging and monitoring of events takes place along the container Mechanisms exist to facilitate the implementation of
OPS-34.028.3 | Management - Policies | lfecycle and is executed according to a defined logging framework (cf. | Functional | Intersects With |Continuous | MON-02 ide monitoring controls. 5 MON-01
and Procedures | OPS-10, OPS-12);
Cloud service customer data is separated based on a risk assessment Mechanisms exist to ensure multi-tenant owned or
Container (cf. OPS-30); Mutt-Tenant managed assets (physical and virtual) are designed
OPS-34.02B.4 | Management - Policies Functional | Intersects With | [eliTenant CLD-07  |and governed such that provider and customer 5 cLD-06
and Procedures (tenant) user access is appropriately segmented
from other tenant users.
Access to the container host should take place in accordance with a Mechanisms exist to facilitate the implementation of
Container roles and rights framework and a policy for managing access and dontity & Access Identification and Access Management (IAM)
0PS-34.028.5 Policies |access (cf. IAM-01, IAM-06); Functional | Intersects With 1AC-02 |[controls. 5 1AC-01
Management (IAM)
and Procedures
Container Access to the container host should take place in accordance with a roto-Bascd Accoss Mechanisms exist to enforce Role-Based Access
OPS-34.02B.5  |Management - Policies | roles and rights framework and a policy for managing access and Functional | Interseotswith | " B4 00 IAC-06 | Control (RBAC) for Technology Assets, Applications, 5 1AC-08
and Procedures _|access (cf. IAM-01, IAM-06); Services and/or Data (TAASD) to restrict access to
Container Access to the container host should take place in accordance with a prvloged Account Mechanisms exist to restrict and control privileged
OPS:34.02B.5  |Management - Policies | roles and rights framework and a policy for managing access and Functional | Intersectswitn 0 S8 REE | 1810 faceess rightsforusers and Technology Assets, 3 1AC-16
and Procedures _|access (cf. IAM-01, IAM-06); and/or Services (TAAS).
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Container Data stored on containers and data in transit should be encrypted as Enervpting Data In Cryptographic mechanisms exist to prevent the
OPS-34.02B.6 | Management - Policies far as possible by the provider in accordance with the encryption policy | Functional | Intersects With e angs " CRY-05 [unauthorized disclosure of data in transit. 3 CRY-03
and Procedures | (cf. CRY-01); renst
Container Data stored on containers and data in transit should be encrypted as Enerypting Data At Cryptographic mechanisms exist to prevent the
OPS-34.02B.6 | Management - Policies far as possible by the provider in accordance with the encryption policy | Functional | Intersects With il Reit CRY-07  [unauthorized disclosure of data at rest. 5 CRY-05
and Procedures | (cf. CRY-01);
Container Measures to ensure network security are established. This includes, for Network Intrusion Mechanisms exist to monitor Network Intrusion
example, measures to detect network anomalies (cf. COS-01 and COS- Detection & Prevention Detection / Prevention Systems (NIDS / NIPS)
OPS-34.02B.7 | Management - Policies Functional | Intersects With MON-23 3 MON-01.1
o eroredurns | 03) such as unexpected data flows within the network or unwanted Systems (NIDS & technologies on critical systems, key network
access attempts; NIPS) Monitoring segments and network choke points.
ot Measures to ensure network security are established. This includes, for Mechanisms exist to implement network
ontainer
te, to detect network lies (cf. COS-01 and COS- Network thin network toisolat
0PS-34.02B.7 | Management - Policies | &X2™P\®: measures to detect network anomalies (c an Functional | Intersects With | 0" NET-06 within networl o Isofate 3 NET-06
I, 03) such as unexpected data flows within the network or unwanted Assets, and/or Services
andProcedur®s  |access attempts: (TAAS) from other network resources.
Container Changes to containers and images follow a regulated process (cf. DEV- Configuration Ghangs Mechanisms exist to govern the technical
OPS-34.02B.8 | Management - Policies |03); and Functional | Intersects With @ o %8| CHG-03 |configuration change control processes. 5 CHG-02
and Procedures ontre
Hardening processes are carried out according to general industry Mechanisms exist to develop, document and
Container standards to ensure that no unnecessary system services are executed Secure Basel maintain secure baseline configurations for
ecure Baseline
OPS-34.02B.9 | Management - Policies | (cf. PSS-11). Functional | Intersects With | 0000 P%e S CFG-04 |Technology Assets, Applications and/or Services 5 CFG-02
and Procedures 8 (TAAS) that are consistent with industry-accepted
standards.
Container The policies and procedures additionally describe measures along the Mechanisms exist to utilize an application container
OPS-34.01AC | Management - Policies | ife cycle of containers that address at least the following aspects: Functional | Intersects With | Application Container |  SEA-31 |(virtualization approach) to isolate to a known set of 3 SEA-21
and Procedures access methods and interfaces.
Container images are cryptographically signed and the signing key Mechanisms exist to prevent the installation of
Container securely stored (cf. CRY-10) to ensure their authenticity and integrity; software and firmware components without
OPS-34.01AC.1 | Management - Policies Functional | Intersects With | Signed C: CHG-13 that the has been digitally 5 CHG-04.2
and Procedures signed using an organization-approved certificate
authority.
Container Container images are cryptographically signed and the signing key Transmission of Mechanisms exist to associate Technology Assets,
OPS-34.01AC.1 | Management - Policies | securely stored (cf. CRY-10) to ensure their authenticity and integrity; | Functional | Intersects With | Cybersecurity & Data |  CRY-11  |Applications and/or Services (TAAS) security 3 CRY-10
and Procedures Protection Attributes attributes with between
Container behaviour is monitored and restricted using runtime security Mechanisms exist to utilize User & Entity Behavior
Container controls; and Analytics (UEBA) and/or User Activity Monitoring
OPS-34.01AC.2 | Management - Policies Functional | Intersects With | Anomalous Behavior | MON-16 |(UAM) solutions to detect and respond to anomalous 3 MON-16
and Procedures behavior that could indicate account compromise or
other malicious activities.
Container Software products used for the provision of container images are, Mechanisms exist to detect vulnerabilities and
OPS-34.01AC.3 | Management - Policies | where possible, regularly scanned for known vulnerabilities or Functional | Intersects With |Vulnerability Scanning| ~ VPM-12 errors by routine scanning 5 VPM-06
and Procedures | malicious in container images and of syst d
The cloud service provider designs, implements and maintains Mechanisms exist to develop, document and
Container technical and organisational measures for the planning and Secure Basel maintain secure baseline configurations for
ecure Baseline
0PS-35.018 - of cont long their life cycle according to the Functional | Intersects With | 0000 PSe S CFG-04 |Technology Assets, Applications and/or Services 3 CFG-02
container policies and (cf. OPS-34). @ (TAAS) that are consistent with industry-accepted
standards.
Contaner The cloud service provider designs, implements and maintains Mechanisms exist to utilize an application container
technical and organisational measures for the planning and (virtualization approach) to isolate to a known set of
0PS-35.018 Management - Functional | Intersects With | Application Container | SEA-31 5 SEA-21
e ion | management of containers along their life oyole according to the dependencies, access methods and interfaces.
P container policies and procedures (cf. OPS-34).
oty o Objective: Secure the authorisation and authentication of users of the oty & Mechanisms exist to facilitate the implementation of
lentity and Access fentity & Access
57 Y cloud service provider to prevent unauthorised access. Functional Subset Of v IAC-02 Identification and Access Management (IAM) 10 IAC-01
Management (IAM) Management (IAM)
controls.
The cloud service provider documents, communicates and makes Publishing Security, Mechanisms exist to establish, maintain and
AM01018 Policy for Identities |available according to SP-01: functional. | intersectswitn | COmPiance& Gov-oa | disseminate policies, standards and procedures s cov-02
and Access Rights Resilience necessary for secure, compliant and resilient
D capabilities.
potioy for Igentities | TN cloud service provider documents, communicates and makes dontity & Access Mechanisms exist to facilitate the implementation of
1AM-01.018 Y available according to SP-01: Functional | Intersects With Y IAC-02 Identification and Access Management (IAM) 5 IAC-01
and Access Rights Management (1AM)
controls.
‘An authorisation framework based on role-based access control and Mechanisms exist to enforce Role-Based Access
_ |the business and security requirements of the cloud service provider; Control (RBAC) for Technology Assets, Applications,
Policy for Identities Role-Based Access
1AM-01.01B.1 and Functional | Intersects With IAC-06  [Services and/or Data (TAASD) to restrict access to 8 IAC-08
and Access Rights Control (RBAC) : et ace
assigned specific roles with legitimate
business needs.
‘A policy for managing identities and access rights for internal and Mechanisms exist to facilitate the implementation of
Policy for Identities | external personnel of the cloud service provider and system Identity & Access Identification and Access Management (IAM)
1AM-01.01B.2 ; Functional | Intersects With IAC-02 5 IAC-01
and Access Rights | components that have a role in automated authorisation processes of Management (1AM) controls.
the cloud service provider.
‘A policy for managing identities and access rights for internal and Mechanisms exist to:
Pty for lgentities | Xtemal Personnel of the cloud service provider and system (1) Define authorized system account types;
i
1AM-01.01B.2 s | components that have a role n automated authorisation processes of | Functional | Intersects With | Account Management | IAC-08  ((2) Defin prohibited system account types; and 3 IAC-15
and Access Rights
S |the cloud service provider. (3) Proactively govern individual, group, system,
service, appli guest and temporary accounts.
—[For the purpose of the business and security requirements these Mechanisms exist to facilitate the implementation of
Policy for Identities Identity & Access o
1AM-01.028 documents address at least the following aspeots: Functional | Intersects With IAC-02 |Identification and Access Management (IAM) 5 IAC-01
and Access Rights Management (IAM)
controls.
ooty fortdomtiies | ASPSC1S that are relevant for making acoess control decisions; Mechanisms exist to enforce Logical Access Control
olicy for Identities
1AM-01.02B.1 NV AR Functional | Intersects With | Access Enforcement | IAC-25  |(LAC) permissions that conform to the principle of 3 IAC-20
@ "least privilege."
— [Assignment of unique usermames; Standardized Identifier Mechanisms exist to govern naming standards for
Policy for Identities
1AM-01.02B.2 Functional | Intersects With | Management (User | IAC-13.1 Assets, 8 IAC-09
and Access Rights
Names) and/or Services (TAAS).
Granting and modifying identities and access rights based on the ‘least- Mechanisms exist to utilize the concept of least
Policy for Identiti L e’ and the “need-to-k e ilege, all Iy authorized t
1AM-01.02B.3 olieyforldentities principle”and the P Functional | Intersects With Least Privilege |ac-3p |Privitege, allowing only authorized access to 8 IAC-21
and Access Rights necessary to assigned tasks
in accordance with business
‘Application of a role-based mechanism for assigning access rights; Mechanisms exist to enforce Role-Based Access
Control (RBAC) for Technology Assets, Applications,
Policy for Identiti Role-Based A
|AM-01.02B.4 olicy forldentities Functional | Intersects With | ' on oo-ed Access IAC-06  |Services and/or Data (TAASD) to restrict access to 8 IAC-08
and Access Rights Control (RBAC) A )
individuals assigned specific roles with legitimate
business needs.
Definition of the supported identity and role-based access types, Mechanisms exist to enforce Role-Based Access
) - |including an assignment of access control parameters and roles to be Control (RBAC) for Technology Assets, Applications,
Policy for Identities Role-Based Access : "
1AM-01.02B.5 considered for each type; Functional | Intersects With IAC-06  [Services and/or Data (TAASD) to restrict access to 3 IAC-08
and Access Rights Control (RBAC) A )
individuals assigned specific roles with legitimate
business needs.
Definition of the supported identity and role-based access types, Mechanisms exist to:
policy for ldenities_|cing an assignment of access control parameters and roles to be (1) Define authorized system account types;
1AM-01.02B.5 T Acenss Mgty |considered for each type; Functional | Intersects With | Account Management [  1AC-08  |(2) Define prohibited system account types; and 3 IAC-15
i
g (3) Proactively govern individual, group, system,
service, lication, guest and temporary accounts.
—[Segregation of duties between operational and monitoring functions Mechanisms exist to implement and maintain
Policy for Identities Separation of Duties N
1AM-01.028.6 (‘Segregation of Duties’); Functional | Intersects With HRS-14 | Separation of Duties (SoD) to prevent potential 5 HRS-11
and Access Rights (S0D) : " !
activity without collusion.
| Assigning and monitoring privileged access rights; ) Mechanisms exist to restrict and control privileged
Policy for Identities Privileged Account N
IAM-01.02B.7 Functional Intersects With IAC-10 access rights for users and Technology Assets, 5 IAC-16
and Access Rights Management (PAM)
and/or Services (TAAS).
‘Assigning and monitoring privileged access rights; Mechanisms exist to inventory all privileged
Policy for Identities Privileged Account accounts and validate that each person with
1AM-01.02B.7 oy for identi Functional | Intersects With | '\ o8 . IAC-10.1 o Ve personwith 3 IAC-16.1
and Access Rights Inventories elevated privileges is authorized by the appropriate
tevel of
Approval by authorised individual(s) or system(s) for granting or Mechanisms exist to:
policy for Igenitios | OVinE dentities and access rights before cloud service customer (1) Define authorized system account types;
oy for Identit
1AM-01.028.8 i roooee Mt |data, cloud service derived data and cloud service provider data can be |  Functional | Intersects With | Account Management | 1AC-08.  (2) Define prohibited system account types; and 5 IAC-15
S |accessed; (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
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Regular review of assigned identities and access right o Mechanisms exist to periodically-review the
' ’ Periodic Review of ° ) .
Policy for Identities privileges assigned to individuals and service
1AM-01.028.9 Functional | Intersects With | Individual & Service |  I1AC-12 5 IAC-17
and Access Rights > accounts to validate the need for such privileges and
Account Privileges -
reassign or remove privileges, as
0102810 Policy for Identities | Blocking and removing identities or limiting access in the event of romctionat | maresctowin | Disabtetnactive | automated mechanisms exit to disable inactive R Ao153
and Access Rights _|inactivity: Accounts accounts after an defined time period.
Specific measures for managing identities whose use is restriced to Mechanisms exist to:
poticy for lgenities | SeTEENCY fecovery and similar scenarios; (1) Define authorized system account types;
1AM-01.028.11 PO Functional | Intersects With | Account Management |  1AC-08 | (2) Define prohibited system account types; and 3 1AC-15
and Access Rights
¢ (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
ooty o ldomtiies. | TME-based or event-civen removal or of access rights in e o Fotes & Mechanisms exist to revoke user access rights
alicy for Identities ange of Roles
1AM-01.028.12 Y the event of changes to job responsibility; Functional | Intersects With 8o of 1AC-04.1 |following changes in personnel roles and duties, if no 5 1AC-07.1
and Access Rights Duties
longer necessary or permitted.
ooty o domtiies. | MUlt-factor authentication for users with privilsged access; oraitoaed Acoount Mechanisms exist to restrict and control privileged
alicy for Identities rivileged Account
1AM-01.028.13 Y Functional | Intersects With & IAC-10  |access rights for users and Technology Assets, 3 1AC-16
and Access Rights Management (PAM) ! "
and/or Services (TAAS).
Multi-factor authentication for users with privileged acoess; ‘Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
(1) Remote network access;
AMO1.02B.13 Policy for Identities Functional | intersccts with Multi-Factor 1AG.ay | (@) Third-party Technology Assets, Applications R 1AG06
and Access Rights Authentication (MFA) and/or Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
Multi-factor authentication for users with privileged acoess; Multi-Factor Mechanisms exist to utilize Multi-Factor
AMO1.02B.13 Policy for Identities Functional | intersscts with | Authentication (MFA) | | Authentication (MFA) to authenticate network acess R 1AG.061
and Access Rights For Network Access to for privileged accounts.
Privileged Accounts
Multi-factor authentication for users with privileged access; Multi-Factor Mechanisms exist to utilize Multi-Factor
Policy for Identities Authentication (MFA) Authentication (MFA) to authenticate local access for
1AM-01.028.13 Functional | Intersects With 1AC-37.7 5 1AC-06.3
and Access Rights For Local Access to privileged accounts.
Privileged Accounts
ooty o Kdomtiies | REMOte acCess and access across geographic boundaries; Mechanisms exist to define, control and review
alicy for Identities
1AM-01.028.14 Y Functional | Intersects With | Remote Access NET-26 |organization-approved, secure remote access 5 NET-14
and Access Rights
methods.
for approving and ing the of Mechanisms exist to:
: - |identities and access rights; and (1) Define authorized system account types;
Policy for Identities !
1AM-01.028.15 PO Functional | Intersects With | Account Management |  1AC-08  |(2) Define prohibited system account types; and 3 IAC-15
and Access Rights
¢ (3) Proactively govern individual, group, system,
service, appli guest and temporary accounts.
Measures to be taken upon the detection of a potential identity Mechanisms exist to:
compromise, such as disabling and removing the affected identities. (1) Securely manage authenticators for users and
Policy for Identities Authenticator devices; and
1AM-01.028.16 Functional | Intersects With 1AC-14 3 1AC-10
and Access Rights Management (2) Ensure the strength of authentication is
appropriate to the classification of the data being
accessed.
Measures to be taken upon the detection of a potential identity Mechanisms exist to cover:
compromise, such as disabling and removing the affected identities. (1) Preparation;
(2) Automated event detection or manual incident
Policy for Identit report intake;
1AM-01.02B.16 oliey forldentities Functional | Intersects With | Incident Handling IRO-06 P 3 IR0-02
and Access Rights (3) Analysis;
(4) Containmen
(5) Eradication; and
(6) Recovery.
) | The cloud service provider s capable of producing a list of the currently Mechanisms exist to maintain a current list of
Policy for Identities User & Service "
1AM-01.038 granted cloud-based access rights for each identity under its Functional | Intersects With IAC-08.3 |authorized users and service accounts. 5 1AC-01.3
and Access Rights Account Inventories
The cloud service provider s capable of producing a list of the currently ooriodic Raviomof Mechanisms exist to periodically-review the
Policy for Identities | granted cloud-based access rights for each identity under its ) privileges assigned to individuals and service
1AM-01.038 Functional | Intersects With | Individual &Service |  I1AC-12 h 3 1AC-17
and Access Rights | responsibility. > accounts to validate the need for such privileges and
Account Privileges “ -
reassign or remove privileges, as
‘Access logs are reviewed at least every month in order to detect Centralized Event Log Automated mechanisms exist to centrally collect,
AMLO1.01AC Policy for Identities | attempts of unauthorised access or suspicious access pattems. functional | inersects witn | &-Securiv-Retevant | o reviow and analyze event logs and security-relevant R MON022
and Access Rights Telemetry Review & telemetry from multiple sources.
Analysis
‘Access logs are reviewed at least every month in order to detect Evont Log & Soourit Mechanisms exist to ensure event log and security-
ity-
Policy for Identities | attempts of unauthorised access or suspicious access patters. ) e v relevant telemetry reviews include analysis and
1AM-01.01AC Functional | Intersects With | Relevant Telemetry | MON-05.2 |'® ! 3 MON-17
and Access Rights triage practices that integrate with the organization's
Analysis & Triage ‘
incident response p
Specified procedures for granting and modifying identities and access Mechanisms exist to:
Granting and Change | €71 for ntemal and external personnel of the cloud service provider (1) Define authorized system account types;
" as well as for system involved in ) (2) Define prohibited system account types; and
1AM-02.018 of Identities and ) Functional | Intersects With | Account Management | I1AC-08 ! 8 1AC-15
e A processes of the cloud service provider ensure compliance with the (3) Proactively govern individual, group, system,
@ role and rights policies and procedures as well as the policy for service, application, guest and temporary accounts.
managing identities and access rights.
The aforementioned procedures include, but are not limited to: Mechanisms exist to:
Granting and Change (1) Define authorized system account types;
1AM-02.028 of Identities and Functional | Intersects With | Account Management |  1AC-08 | (2) Define prohibited system account types; and 5 1AC-15
Access Rights (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
Granting and Change | Processes and technical controls to restrict acoess to the cloud service Mechanisms exist to enforce Logical Access Control
1AM-02.028.1 of Identities and | provider's data and system functions to authorised personnel; and Functional | Intersects With | Access Enforcement | IAC-25  |(LAC) permissions that conform to the principle of 5 1AC-20
Access Rights "least privilege.”
Processes and technical controls to manage and verify access Mechanisms exist to:
Granting and Change within the cloud service provider's systems. (1) Define authorized system account types;
1AM-02.028.2 of Identities and Functional | Intersects With | Account Management |  1AC-08 | (2) Define prohibited system account types; and 3 1AC-15
Access Rights (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
Processes and technical controls to manage and verify access Mechanisms exist to periodically-review the
Grantingand Change | i <ions within the cloud service provider’s systems. Periodic Review of o5 assigned to individuals and service
1AM-02.028.2 of Identitiesand ~ |” P Y Functional | Intersects With | Individual &Service |  I1AC-12 £6S assIEn : 5 1AC-17
) accounts to validate the need for such privileges and
Access Rights Account Privileges
reassign or remove privileges, as
If the cloud service provider defines break glass accounts for use in Mechanisms exist to:
Granting and Change |case of anon-availability of the main procedure for authentication, (1) Define authorized system account types;
1AM-02.038 of Identities and | specific requirements and procedures for the secure usage of those Functional | Intersects With | Account Management |  1AC-08 | (2) Define prohibited system account types; and 3 1AC-15
Access Rights |accounts are defined and implemented (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
) The cloud service provider has a risk-based procedure in place for Mechanisms exist to:
Risk-Based Procedure A - )
o o' | managing identites (cf. 1AM-01), taking nto account the types of data (1) Define authorized system account types;
r Locki
1AM-03.01B Withdrawgal of accessible via the identities of the internal and external personnel. Functional Intersects With | Account Management IAC-08 (2) Define prohibited system account types; and 5 IAC-15
e (3) Proactively govern individual, group, system,
iti
service, guest and temporary accounts.
The cloud service provider has a risk-based procedure in place for Mechanisms exist to conduct recurring assessments
Risk-Based Procedure | managing identities (cf. 1AM-01), taking into account the types of data of risk that includes the likelihood and magnitude of
for Lockingand  |accessible via the identities of the internal and external personnel. harm, from unauthorized access, use, disclosure,
1AM-03.018 " Losking leviathel ! Hemalp Functional | Intersects With | Risk Assessment RSK-A3 [T fom unauthon 186, Clse oS 3 RSK-04
Withdrawal of disruption, modification or destruction of the
Identities i 's Assets,
Services and/or Data (TAASD).
'As part of this procedure, specific parameters for automatically locking Mechanisms exist to enforce a limit for consecutive
Risk-Based Procedure
e oo 1® |and withdrawing access due to inactiity or indications of brute force invalid login attempts by a user during an
1AM-03.028 . gal "0 |attacks are defined, with exceptions for the identities whose use s Functional | Intersects With |  AccountLockout | CFG-04.1 ion-defined time period and 5 1AC-22
i
o restriced to emergency recovery and similar scenarios. locks the account when the maximum number of
attempts is exceeded.
Risk-Based Procedure | As part of this procedure, specific parameters for automatically locking ‘Automated mechanisms exist to disable inactive
for Lockingand  |and withdrawing access due to inactivity or indications of brute force Disable Inactive accounts after an organization-defined time period.
1AM-03.028 rLocking withdrawing aceess due to inactvity or ndicatt ute for Functional | Intersects With : Vs 1AC-08.4 . ran organizati ined time peri 5 IAC-15.3
Withdrawalof |attacks are defined, with exceptions for the identities whose use is Accounts
Identities restriced to emergency recovery and similar scenarios.
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The cloud service provider documents and implements a process for Mechanisms exist to!
Risk-Based Procedure | monitoring stolen and i , which also includes (1) Securely manage authenticators for users and
AM.05.038 for Lockingand | disabling any identity for which an issus s dentifed. Tis processis Functional | intersectewatn | Authenticator AG.1a |devicesiand - s AC10
Withdrawalof  |implemented on allidentities under the responsibility of the cloud Management (2) Ensure the strength of authentication is
Identities service provider that have privileged access rights. appropriate to the classification of the data being
accessed.
The cloud service provider documents and implements a process for Mechanisms exist to maintain situational awareness
Risk-Based Procedure
for tanking and stolen and which also includes Threat nteligence of vulnerabilities and evolving threats by leveraging
1AM-03.038 disabling any identity for which an issue is identified. This process is Functional | Intersects With THR-04 | the knowledge of attacker tactics, techniques and 3 THR-03
W'I(;:"':‘:i':sl f  |implemented on all identities under the responsibility of the cloud Feeds to facilitate the of
service provider that have privileged access rights. and compensating controls.
The aforementioned process includes an exception mechanism to be Mechanisms exist to:
Risk-Based Procedure
for Losking andl | PPYIed if ll identites noeded to manage the stuation are potentially (1) Define authorized system account types;
1AM-03.048 compromised. Functional | Intersects With | Account Management |  1AC-08 |(2) Define prohibited system account types; and 3 IAC-15
W'I(;:"':‘:i':sl of (3) Proactively govern individual, group, system,
service, licati guest and temporary accounts.
1AM-03.03AS, sharpening IAM-03.03B Mechanisms exist to:
Risk-Based Procedure | The cloud service provider documents and implements a process for (1) Securely manage authenticators for users and
for Locking and stolen and which also includes Authenticator devices; and
1AM-03.03AS Functional | Intersects With IAC-14 5 IAC-10
Withdrawalof [ disabling any identity for which an issue is identified. This process is Management (2) Ensure the strength of authentication is
Identities implemented on all identities under the responsibility of the cloud appropriate to the classification of the data being
service provider. accessed,
o Locki'":;‘:;“‘c The context of authentication attempts is monitored and suspicious Adaptive ldentification Mechanisms exist to allow individuals to utilize
1AM-03.01AC events are, as relevant, flagged to authorised persons. Functional | Intersects With IAC-41 |alternative methods of authentication under specific 5 IAC-13
Withdrawal of &Authentication
L . or situations.
) The context of authentication attempts is monitored and suspicious Mechanisms exist to utilize User & Entity Behavior
Risk-Based Procedure > . )
events are, as relevant, flagged to authorised persons. Analytics (UEBA) and/or User Activity Monitoring
1AM-03.01AC 'xi:::::'vga:f Functional | Intersects With | Anomalous Behavior | MON-16 |(UAM) solutions to detect and respond to anomalous 3 MON-16
behavior that could indicate account compromise or
Identities
other malicious activities.
The of the for locking and Mechanisms exist to formally assess the security,
identities is validated. compliance and resilience controls in Technology
Risk-Based Procedure Assets, Applications and/or Services (TAAS) through
AM-03.02AC for Locking and runctional | intersecte wih | ContolVatidation | |information Assurance Program (1AP) actviies to R K002
Withdrawal of Testing (CVT) determine the extent to which the controls are
Identities implemented correctly, operating as intended and
producing the desired outcome with respect to
meeting expected requirements.
Timely and appropriate remediation measures address any deviations Mechanisms exist to govern identified deficiencies
identified during validation. (e.g.. Plan of Action and Milestones (POA&M) or
similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
Risk-Based Procedure (3) Description of the deficiency(ies);
1AM-03.03AC for Locking and Functional | Intersects With Capabiliies 1A0-12 |\#) Risk assoctated with the deficiencyies): 3 180-05
Withdrawal of Deficiency Tracking (5) Source deficiency identification/detection;
Identities (6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
ownen);
(8) Resources required to conduct remediation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(1) Disposition statement (e.g., closeout summary).
Withdrawalor | Access rights are timely adjusted or revoked if the job responsibilities of Mechanisms exist to revoke user access rights
Adjustment of Access |the cloud service provider's internal or external personnel or the tasks Change of Roles & following changes in personnel roles and duties, if no
1AM-04.018 Functional | Intersects With IAC-04.1 8 IAC-07.1
Rights as the Task | of system components involved in the cloud service provider's Duties longer necessary or permitted.
Area Changes isation processes change.
Withdrawalor | Privileged access rights are adjusted or revoked within 48 hours after Mechanisms exist to revoke user access rights
AM-04.028 Adjustment of Access | the change taking effect. Functional | intersectswitn | ChanEeofRotes& | |following changes in personnel roles and duties, ifno s ACO7A
ights as the Task Duties longer necessary or permitted.
Area Changes
Withdrawalor | All other access rights are adjusted or revoked within 14 days. Mechanisms exist to revoke user access rights
AM-04.038 Adjustment of Access runctionat | intersacts with | ChangeofRoles& | |following changes in personnel roles and duties, if no . ACO74
Rights as the Task Duties longer necessary or permitted.
Area Changes
‘After revocation, the procedure for granting identities and access rights Mechanisms exist to:
Adﬂm::::::;:;ess (cf. 1AM-02) is repeated. (1) Define authorized system account types;
1AM-04.048 Functional | Intersects With | Account Management |  1AC-08 (2) Define prohibited system account types; and 3 1AC-15
R'i:': Egh‘::gzs'( (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
Witharamator _|Imcases of role changes where temporary access may need to be Mechanisms exist to:
Aciustmon of Ausass |20 these acoess rghts are approved, time-limited and (1) Define authorized system account types;
1AM-04.058 documented. Functional | Intersects With | Account Management |  1AC-08 |(2) Define prohibited system account types; and 3 1AC-15
R'i:': Egh‘::gzs'( (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
Withdrawalor _|In cases of role changes where temporary access may need to be Mechanisms exist to restrict and control privileged
Adjustment of Access |granted, these access rights are approved, time-limited and Privileged Account access rights for users and Technology Assets,
1AM-04.058 Rights as the Task | documented. Functional | Intersects With | - cment (PAM) IAC-10 1 oplications andor Services (TAAS). 3 lacge
Area Changes
Identities and the associated access rights of internal and external Mechanisms exist to periodically-review the
personnel of the cloud service provider as well as of system periodic Reviewof privileges assigned to individuals and service
AM-05.018 Regular Review of that play a role n au processesof | | intersectswith | nividont 8 Sonioe | 1ac.1z |2ec0UNtS tovalidate the need for such privileges and R ACA7
Access Rights | the cloud service provider are reviewed at least once a year and in case nacoum Pritoss reassign or remove unnecessary privileges, as
of significant changes to the cloud service to ensure that they still necessary.
to the actual area of use.
The review is carried out by authorised persons from the cloud service oerodic Review of Mechanisms exist to periodically-review the
AM-05.028 Regular Review of | provider's organisational units, who can assess the appropriatenessof [ o f | RS IRORS| |privleges assigned o individuals and service s ACA7
Access Rights | the assigned access rights based on their knowledge of the task areas nacoum Pritoss accounts to validate the need for such privileges and
of the personnel or system components. reassign or remove privileges, as
Identified deviations are dealt with timely, but no later than seven days poriodic Roviewof Mechanisms exist to periodically-review the
AM.05.038 Rogular Reviow of  after their detection, through appropriate modification or withdrawalof [ o f L PRI | g |Priviteses assigned toindividuals and service . AGA7
AccessRights [ the access rights. ; accounts to validate the need for such privileges and
Account Privileges .
reassign or remove privileges, as
When revoking identities, the system ensures that all production Mechanisms exist to ensure Technology Assets,
associated system components (e.g., virtual machines, storage, Applications and/or Services (TAAS) are properly
access rights) are identified, reassigned, or deleted to prevent the decommissioned so that:
Rogular Roviow of _|C1°2ton of rphancd esources. Clear processes and teohnical (1) Datais properly transitioned to new systems or
1AM-05.04B enooes Aighs | coNtols e establishd t denty and handle any orphaned resources | Functional | Intersects With | Decommissioring | AST-36 [archived: and 3 AST-30
that occur despite preventive measures, ensuring their timely (2) Hard drives are either destroyed or erased in
reassignment or secure del with
standards, as well as statutory, regulatory and
When revoking identities, the system ensures that all production ‘Automated mechanisms exist to disable or remove
associated system components (e.g., virtual machines, storage, temporary and emergency accounts after an
access rights) are identified, reassigned, or deleted to prevent the organization-defined time period for each type of
1AM-05.04B Regular Review of | o jon of orphaned resources. Clear processes and technical Functional | Intersects With | RemoYeL O TemPOraN | 1 4 o ccount. 5 IAC-15.2
Access Rights ° /Emergency Accounts
controls are established to identify and handle any orphaned resources
that occur despite preventive measures, ensuring their timely
i or secure deletion.
For system that are not the cloud Automated mechanisms exist to disable or remove
AM-05.058 Regular Review of  [service provider designs, implements and maintains appropriate cunctional | intersacts with | Femevalof Temporary | |temporary and emergency accounts after an R ACA52
Access Rights | controls for the prevention of orphan resources based on a risk / Emergency Accounts organization-defined time period for each type of
(cf. 018-07). account.
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For system that are not the cloud Mechanisms exist to conduct recurring assessments
service provider designs, implements and maintains appropriate of risk that includes the likelihood and magnitude of
AM.05.058 Regular Review of | controlsfor the prevention of orphan resources based on a sk Functional | interscetewith | Risk Assessment Rsi1 |Merm from unauthorized access, use, disclosure, s nsK04
AccessRights  |assessment (cf. OIS-07). disruption, modification or destruction of the
's Assets,
Services and/or Data (TAASD).
Privileged access rights are reviewed at least every six months, and in Mechanisms exist to inventory all privileged
|AM-05.01AC Regular Re\_/vew of |case of significant changes to the cloud service. Functional | Intersects With Privileged Account |AC-10.4 |Accounts an{! val\déte that each person with ) 5 G
Access Rights Inventories elevated privileges is authorized by the appropriate
tevel of
Privileged access rights are reviewed at least every six months, and in pertodic Roviow of Mechanisms exist to periodically-review the
Regular Review of | case of significant changes to the cloud service. privileges assigned to individuals and service
1AM-05.01AC Functional | Intersects With | Individual & Service |  IAC-12 5 IAC-17
Access Rights > accounts to validate the need for such privileges and
Account Privileges -
reassign or remove privileges, as
Privileged access rights for internal and external personnel as well as Mechanisms exist to restrict and control privileged
AM06.01B Pivileged Access | technical users of the cloud service provider are assigned and changed | ol | Priviteged Account | o [acessrights for users and Technology Assets, . AC16
Rights in accordance with the policy for managing identities and access rights Management (PAM) Applications and/or Services (TAAS).
(cf. IAM-01) or a separate specific policy.
privlogod Acosa |1 V16894 200eSS ights are personalised, imited in time according to a prvloged Account Mechanisms exist to restrict and control privileged
1AM-06.028 e risk assessment and assigned as necessary for the execution oftasks | Functional | ItersectsWith | 1288 PRI | 1AC-10. [ access rights for usors and Tachnalogy Assets, 5 IAC-16
(‘need-to-know-principle’). and/or Services (TAAS).
Privileged access rights are personalised, limited in time according to a Mechanisms exist to utilize the concept of least
Privileged Access | risk assessment and assigned as necessary for the execution of tasks privilege, allowing only authorized access to
1AM-06.028 ! Functional | IntersectsWith | Least Privilege IAC-30 5 IAC-21
Rights (‘need-to-know-principle’). processes necessary to accomplish assigned tasks
in accordance with business
privloged Access |/ \MOMYMouS technical users are only accessed through authentication Mechanisms exist to prevent the sharing of generic
1AM-06.038 Aebts with a personalised identitiy. Functional | Intersects With | Credential Sharing | 1AC-23  |IDs, passwords or other generic authentication 5 IAC-19
methods.
‘Anonymous technical users are only accessed through authentication domtifontion Mechanisms exist to uniquely identify and centrally
1AM-06.038 Privileged Access - |with a personalised identitiy. Functional | Intersects With | Authentication for |AC-g2 |Authenticate, Authorize and Audit (AAA) 3 1AC-02
Rights organizational users and processes acting on behalf
Organizational Users
of users.
AM06.048 Privileged Access | Activities of users with prvileged access rights are ogged in order to Functional | intersects witn | Piesed Command [~ [Mechanisms exist o ensure privilege change R AC163
Rights detect any misuse of privileged access in cases. Execution requests require additional levels of
06048 Privileged Access | Activties of users with prvileged access rights are ogged in order to Functional | ntersects with AditTrats MON-09.1 | Mechanisms exist o link system access to individual R MON-03.2
Rights detect any misuse of privileged access in cases. users or service accounts.
The logged information is automatically monitored for defined events Mechanisms exist to generate, monitor, correlate
prvloged Accesa | (1ot MY ndicate misuse. System Generated and respond to event logs and security-relevant
1AM-06.05B Aahte Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 3 MON-01.4
Relevant Telemetry protection and supply chain activities to achieve
situational
The logged information is automatically monitored for defined events Mechanisms exist to utilize User & Entity Behavior
prvleged Accega | (1ot MY ndicate misuse. Analytics (UEBA) and/or User Activity Monitoring
1AM-06.05B Aahte Functional | Intersects With | Anomalous Behavior | MON-16 |(UAM) solutions to detect and respond to anomalous 5 MON-16
behavior that could indicate account compromise or
other malicious activities.
When such an event is identified, the responsible personnel is Mechanisms exist to generate, monitor, correlate
prvloged Acsesa | om@tical informed so that they can timely assess whether misuse System Generated and respond to event logs and security-relevant
1AM-06.06B Aahto has occurred and take corresponding action. Functional | Intersects With | Event Logs & Security- | MON-04 |telemetry from physical, cybersecurity, data 5 MON-01.4
Relevant Telemetry protection and supply chain activities to achieve
situational
prvloged Acgesa | {1 ©VeTtOf proven misuse o prvileged access rights, disciplinary Mechanisms exist to sanction personnel failing to
1AM-06.078 s measures are taken in accordance with HR-04. Functional | Intersects With | Personnel Sanctions | HRS-10 | comply with established security policies, standards 5 HRS-07
and procedures.
06088 Pivileged Access | For Gontainers and images, activites of users with pivileged access Functionat | mterscets with At Trats MON-09.1 | Meehanisms exist o link system access to individual R MON03.2
Rights are logged according to OPS-10. users or service accounts.
privloged Acgesa | O COMAINerS and images, actiites of users wit privleged access Mechanisms exist to utilize an application container
1AM-06.088 s are logged according to OPS-10. Functional | Intersects With | Application Container |  SEA-31 |(virtualization approach) to isolate to a known set of 3 SEA21
access methods and interfaces.
Access to the oloud service provider's administration interfaces Automated mechanisms exist to enforce Multi-Factor
requires the use of multi-factor authentication. Authentication (MFA) for:
(1) Remote network access;
Privileged Access ) Multi-Factor (2) Third-party Technology Assets, Applications
1AM-06.09B :Igm Functional | tersects with | o | A7 | s Somons (TAAS) andl or 8 IAC-06
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
‘Access to the cloud service provider's administration interfaces Multi-Factor Mechanisms exist to utilize Multi-Factor
Privileged Access | requires the use of multi-factor authentication. ) Authentication (MFA) Authentication (MFA) to authenticate network access
1AM-06.09B Functional | Intersects With IAC-37.5 ) 5 1AC-06.1
Rights For Network Access to for privileged accounts.
Privileged Accounts
The cloud service provider maintains an inventory of the identities with Mechanisms exist to inventory all privileged
IAM.06.01AC Privileged Access |priileged accessrights under ts responsibiliy. Thisimventoryiskept | ol privileged Account | [aceounts and valdate that each person with s ACABA
Rights up-to-date. Inventories elevated privileges is authorized by the appropriate
tevel of
The cloud service provider maintains a list of the personnel that is Tochnology Assets, Mechanisms exist to ensure Technology Assets,
responsible foran identity assigned to a non-human eniity within the Apmlieations, Somioes Applications, Services and/or Data (TAASD)
IAM.06.02AC Privileged Access |cloud service providar's scope of responsibilty. This list s reviewed Functional | Intersects With | sndfor Dot (1AASD) | AST-07.1 |0"ership responsibiltes are assigned, racked and s AsT03
Rights every six months and in case of significant changes to the cloud st managed at a team, individual, or responsible
service. ! organization level to establish a common
Assignment
of requirements for asset protection.
The cloud service provider maintains a list of the personnel that is Mechanisms exist to maintain a current list of
prvloged Acgesa | oSPOTSIDIe for andentity assigned to  non-human entity wthin the User & Semvice authorized users and service accounts.
1AM-06.02AC cloud service provider's scope of responsibility. This list is reviewed Functional | Intersects With IAC-08.3 5 1AC-01.3
Rights ' o Account Inventories
every six months and in case of significant changes to the cloud
service.
For privileged users, phishi i ti-fe Automated mechanisms exist to enforce Multi-Factor
such as FIDO2 security keys or comparable mechanisms using public Authentication (MFA) for:
key cryptography and domain binding are implemented. (1) Remote network access;
Privileged Access ) Multi-Factor (2) Third-party Technology Assets, Applications
1AM-06.03AC Rgigms Functional | tersects with |, 8 PR MR | 2997 [andror Samces (TAAS) andl or 5 1AC-06
(8) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
For privileged users, phishi i ti-fe Automated mechanisms exist to enforce phishing-
privloged Access | 10" 28 FIDO2 security keys or comparable mochanisms using public Phishing-Resistant resistant Multi-Factor Authentication (MFA) through
IAM-06.03AC Rights key cryptography and domain binding are implemented. Functional Intersects With Multi-Factor IAC-37.2 i thatare bound to 8
Authentication (MFA) the verifier's identity, preventing credential relay by
ani party.
For privileged users, phishi i ti-fe Multi-Factor Mechanisms exist to utilize Multi-Factor
Privileged Access | such as FIDO2 security keys or comparable mechanisms using public ) Authentication (MFA) Authentication (MFA) to authenticate network access
1AM-06.03AC ° Functional | Intersects With 1AC-37.5 ) 5 1AC-06.1
Rights key cryptography and domain binding are implemented. For Network Access to for privileged accounts.
Privileged Accounts
Privileged access rights are enforced through a privileged access ) Mechanisms exist to restrict and control privileged
Privileged Access e e - . Privileged Account .
1AM-06.04AC Aights management (PAM) solution with support for just-in-time” elevation Functional | Intersects With | 22 oA IAC-10  |access rights for users and Technology Assets, 8 IAC-16
and fjust-enough’ access. cations and/or Services (TAAS).
The cloud service provider implements partitioning measures that are: Mechanisms exist to ensure multi-tenant owned or
Access to Cloud Multi-Tenant managed assets (physical and virtual) are designed
1AM-07.018 Service Customer Functional | Intersects With | [l s lenart CLD-07  |and governed such that provider and customer 5 cLD-06
Data (tenant) user access is appropriately segmented
from other tenant users.
The cloud service provider implements partitioning measures that ar Mechanisms exist to implement network
Accessto Cloud Network within network toisolate
1AM-07.018 Service Customer Functional | Intersects With NET-06 or ° 5 NET-06
Assets, and/or Services
pata (TAAS) from other network resources.
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Sufficient for separating the system components for providing the Mechanisms exist to isolate sensitive and/or
Acoess to Cloug | c10Ud service from the system components of the cloud service regulated data enclaves (secure zones) from
AML07.018.1 e e |provider's other information systems; and Functional | intersects it | SCEeEstionFrom | o |corporate-provided IT resources by providing enclave| NEL064
o Enterprise Services Specific IT services (e.g., directory services, DNS,
NTP, ITAM, antimalware and patch management) to
those isolated network segments.
Suitable for separating different cloud service customers from each Mechanisms exist to ensure multi-tenant owned or
Access to Cloud  |other (of. OPS-30 and OPS-31). Multi-Tanant managed assets (physical and virtual) are designed
1AM-07.018.2 Service Customer Functional | Intersects With CLD-07 |and governed such that provider and customer 5 cLD-06
Data Envirenments (tenant) user access is appropriately segmented
from other tenant users.
coese o Cloua | The partitioning meastires o the cloud service provider ensure that Mechanisms exist to implement network
|AM.07.028 Sorvio Customer | 560Uty incidents, f they compromise the system components storing | - Network NET-06 within network toisolate 3 NET-06
the cloud service customer data, do not also compromise the system Assets, and/or Services
Data that manage the access to them. (TAAS) from other network resources.
The partitioning measures of the cloud service provider ensure that Mechanisms exist to implement security functions as
AccesstoCloud  |security incidents, i they compromise the system components storing Defense-inDepth a layered structure minimizing interactions between
1AM-07.028 Service Customer | the cloud service customer data, do ot lso compromise the system | Functional | Intersects With | TS 90T | SEA06  layers of the design and avoiding any dependence by 3 SEA-03
Data components that manage the access to them. lower layers on the functionality or correctness of
higher layers.
Unless prohibited by applicable law, the cloud service customer is Mechanisms exist to enforce Logical Access Control
informed by the cloud service provider whenever internal or external (LAC) permissions that conform to the principle of
personnel of the cloud service provider reads or wites to the cloud "least privilege."
Accessto Cloud [ service customer data processed, stored or transmitted in the cloud
1AM-07.038 Service Customer | service or has accessed it without the prior consent of the cloud service |  Functional | Intersects With | Access Enforcement | IAC-25 3 1AC-20
Data customer. The information s provided whenever cloud service
customer data is/was accessed in unencrypted form or the contractual
agreements with customers do not explicitly exclude informing the
customer of such access.
Unless contractually agreed otherwise, the information provided about Mechanisms exist to enforce Logical Access Control
the access contains the cause, time, duration, geographic location, (LAC) permissions that conform to the principle of
Accessto Cloud  [type and scope of the access, as well as the retention time of other “least privilege.”
1AM-07.048 Service Customer | data generated during access, such as logs or copies containing cloud |  Functional | Intersects With | Access Enforcement | IAC-25 3 1AC-20
Data service customer data. The information is sufficiently detailed to
enable subject matter experts of the cloud service customer to assess
the risks of the access.
AccesstoCloud | The is provided in with the Mechanisms exist to enforce Logical Access Control
1AM-07.058 Service Customer | agreements, but no later than 72 hours from the initiation of the Functional | Intersects With | Access Enforcement |  1AC-25  |(LAC) permissions that conform to the principle of 3 1AC-20
Data access. "least privilege."
The cloud service provider discloses, through contractual agreements Mechanisms exist to require contractual
AccesstoCloud  |and before offering its services, all instances where the cloud service i for applicable security,
1AM-07.068 Service Customer | provider may access cloud service customer data in unencrypted form |  Functional | Intersectswith | TTro-ParyContract oy 1 o nd resilience requirements with third-parties, 3 TPM-05
Data while it is processed, stored or transmitted in the cloud service. Requirements reflecting the organization's needs to protect its
Assets, Services and/or
1AM-07.03AS, sharpening IAM-07.038 Mechanisms exist to enforce Logical Access Control
Access to cloud service customer data and cloud service derived data (LAC) permissions that conform to the principle of
by interal or external personnel of the cloud service provider requires "least privilege.”
the prior consent of an authorised department of the cloud service
Access to Cloud °
|AM-07.03AS Service Customer | CUStomer: provided that the cloud service customer's data is Functional | Intersects With | Access Enforcement |  IAG-25 3 1AC-20
in form or do ot
Data explicitly exclude such consent. Additionally, if encrypted data and its
decryption key are stored separately within the same cloud
environment, prior consent is required not only for accessing the
decryption key but also for accessing the encrypted data itself
1AM-07.04AS, sharpening IAM-07.04B Mechanisms exist to enforce Logical Access Control
Unless contractually agreed otherwise, the information provided for the (LAC) permissions that conform to the principle of
consent contains the cause, time, duration, geographic location, type “least privilege."
and scope of the access, as well as the retention time of other data
Access to Cloud
|AM-07.04AS Service Gustomer | E°nerated during access, such as logs or copies containing cloud Functional | Intersects With | Access Enforcement |  IAC-25 3 1AC-20
service customer data. The information is sufficiently detailed to
Data enable subject matter experts of the cloud service customer to assess
the risks of the access. In addition to the provided information, the
cloud service provider specifies a time frame within which the cloud
service customer shall respond to the access request.
1AM-07.06AS, sharpening IAM-07.06B Mechanisms exist to require contractual
Acasssto Cloug | e cloud service provider disloses, thraugh contractual agreements ) irements for applicable secrity, comp
1AM-07.06AS Service Customer |0 Pefore offering s services, allinstances where the cloud senvice | g onat | intersects with | 11T ery Contract | gy | and resilience requirements with third-parties, 3 TPM-05
o provider may access cloud service customer data or cloud service Requirements reflecting the organization's needs to protect its
derived data in unencrypted form while it is processed, stored or Technology Assets, Applications, Services and/or
in the cloud service. Data (TAASD).
If the cloud service provider might access the cloud service customer Mechanisms exist to require contractual
Access to Cloud | data transmitted, handled or stored in the cloud service in a non- Thirdparty Contract for applicable security,
1AM-07.01AC Service Customer | encrypted way, the cloud senvice providerincludes provisions through | Functional | Itersects witn | 1" (PR B0 TPM-14 |and resilience requirements with third-parties, 3 TPM-05
Data contractual agreements for cases in which seeking prior consent for reflecting the organization's needs to protect its
such an access is not feasible. Technology Assets, Services and/or
In order to be able to directly or indirectly access cloud service Mechanisms exist to manage personnel security risk
customer data, any internal or external personnel of the cloud service by screening individuals prior to authorizing access.
Accessto Cloud [ provider has to pass an appropriate assessment, or has to instead be
1AM-07.02AC Service Customer | supervised by personnel who has passed an appropriate assessment |  Functional | Intersects With | Personnel Screening | HRS-05 5 HRS-04
Data (cf. HR-01). The cloud service provider verifies that one of these
conditions is met before the access is granted. This applies to support
operations as well.
In order to be able to directly or indirectly access cloud service Mechanisms exist to ensure that individuals
customer data, any internal or external personnel of the cloud service accessing a system that stores, transmits or
Accessto Cloud | provider has to pass an appropriate assessment, or has to instead be Roles With Special processes information requiring special protection
1AM-07.02AC Service Customer | supervised by personnel who has passed an appropriate assessment | Functional | Interscts With | 1 > W 9999 | 4ps.05.1 | satisty organization-defined personnel screening 3 HRS-04.1
Data (cf. HR-01). The cloud service provider verifies that one of these criteria.
conditions is met before the access is granted. This applies to support
operations as well.
A07.09AC Access o Cloud |Ifthe performed access i supervised, the cloud service provider Fumctional | intersects it | PrMe8ed Command [ " | Mechanisms exit to ansure priviloge change R AC163
Service Customer _|ensures that: Execution requests require additional levels of
Access to Cloud | The mechanisms used to perform the supervised access allow the privoged Command Mechanisms exist to ensure privilege change
1AM-07.03AC 1 Service Customer | supervising personnel to authorise or deny individual actions of the Functional | Intersects With A IAC-10.4 | requests require additional levels of authentication. 3 1AC-16.3
Data supervisee and ask for in real time;
‘Any access rights that are granted as part of the supervised access are Mechanisms exist to:
Access to Cloud | revoked at the end of the operation; (1) Define authorized system account types;
1AM-07.03AC.2 Service Customer Functional | Intersects With | Account Management |  1AC-08  |(2) Define prohibited system account types; and 3 1AC-15
Data (3) Proactively govern individual, group, system,
service, guest and temporary accounts.
07,0903 Access o Cloud | All operations that are performed as part ofthe supervised accessare | oo T 00 A MON0.1_| Mechanisms axist to link system access to individual R MON-08.2
Service Customer logged as actions; \users or service accounts.
The supervisee and the device used to perform the supervised access Mechanisms exist to uniquely identify and centrally
Access to Cloud ° . Identification & ’ A :
1AM-07.03AC.4 Service Customer | @ 2Uthenticated by the supervision solution; Functional | Intersects With | Authentication for IAC3p |Authenticate, Authorize and Audit (AAA) 3 1AC-02
‘ organizational users and processes acting on behalf
Data Organizational Users !
of users.
The supervisee and the device used to perform the supervised access Mechanisms exist to uniquely identify and centrally
Access to Cloud are authenticated by the supervision solution; Identification & Authenticate, Authorize and Audit (AAA) devices
1AM-07.03AC.4 Service Customer Functional | Intersects With |  Authenticationfor | 1AC-34 |before a using i 3 1AC-04
Data Devices authentication that is cryptographically- based and
replay resistant.
Accessto Cloud | The operations that the supervisee proposes and the actions of the Mechanisms exist to link system access to individual
1AM-07.03AC.5 Service Customer | supervising personnel are logged by the supervision solution, including | Functional | Intersects With Audit Trails MON-09.1|users or service accounts. 3 MON-03.2
Data operations that were denied; and
Information flows towards the device of the supervises are prevented Mechanisms exist to implement and govern Access
AccesstoCloud | o o pervision solution. Data Flow Control Lists (ACLS) to provide data flow
1AM-07.03AC.6 Service Customer Functional | Intersects With | Enforcement—Access |  NET-04 ’ ) 3 NET-04
enforcement that explicitly restrict network traffic to
Data Control Lists (ACLs)
only what is authorized
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If the cloud service customer is given access to interfaces for Mechanisms exist to separate privileged accounts
Access to Cloud ini and for end users as part of the cloud service, the cloud between infrastructure environments to reduce the
1AM-07.04AC Service Customer | service provider separates these interfaces from one another and Functional | Intersectsith | ' *ACBSHACCOUNt | ac 10 5 risk of a compromise i one infrastructure 5 IAC-16.2
Data ensures that access paths for customer administrators differ from Separation environment from laterally affecting other
those for end users.
If the cloud service customer is given access to interfaces for Automated mechanisms exist to separate network
o administrators and for end users as part of the cloud service, the cloud appliance functions (¢.g. management, control and
AML07.04AC S’:Tzie::ézstfm”:’ senvice provider separates theso nterfaces from one another and Functional | interseots witn | NeterkDevicePlane | o+ |data planes) o prevent orinarytraffic from s NEL068
ensures that access paths for customer administrators differ from Segmentation accessing functions that:
Data those for end users. (1) Manage network appliances; and/or
(2) Affect network operations.
System components in the cloud service provider's area of Mechanisms exist to uniquely identify and centrally
Authontication | reSPONSBility that are used to provide the cloud service authenticate Identification & Authenticate, Authorize and Audit (AAA)
1AM-08.018 users of the cloud service provider's internal and external personnel as | Functional | IntersectsWith | Authenticationfor | IAC-32 |organizational users and processes acting on behalf 8 1AC-02
Mechanisms well as system components that are involved in the cloud service Organizational Users of organizational users.
provider's processes.
System components in the cloud service provider's area of Mechanisms exist to uniquely identify and centrally
Authontication | reSPONSBility that are used to provide the cloud service authenticate Identification & Authenticate, Authorize and Audit (AAA) devices
1AM-08.018 users of the cloud service provider's internal and external personnel as | Functional | IntersectsWith | Authenticationfor | 1AC-34 |before a using bidi 3 1AC-04
Mechanisms well as system components that are involved in the cloud service Devices authentication that is cryptographically- based and
provider's processes. replay resistant.
The cloud service provider enforces multi-factor authentication (MFA) ‘Automated mechanisms exist to enforce Multi-Factor
for all access to the production environment. This requirement applies Authentication (MFA) for:
to both human users and automated processes, ensuring that only (1) Remote network access;
AM.08.028 Authentication |authorised entites can access systems and data n the production Functional | 1ntersects with Multi-Factor 1AG.ay | (@) Third-party Technology Assets, Applications s 1AG06
Mechanisms | environment. Authentication (MFA) and/or Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
Within the user takes place exist to facilitate ickey
through digitally signed certificates or that management controls to protect the confidentiality,
AM.06.036 Authentication |achieve at least an equivalent level of security. If digitally signed cunctionat | intersectswin | CvProEraphickey | o integity and availabiliy of keys. 5 Rv08
are used, is carried out in accordance with Management
the policies and for the use of i i
(cf. CRY-01).
Within the user takes place Mechanisms exist to enforce complexity, length and
through digitally signed or that lifespan considerations to ensure strong criteria for
AM.08.038 Authentication |achieve ot east an equivalent lovel of securiy. I digtally signed runctional | intersecte with | Password-Bassd \nGs |Password-based authentication. R G101
are used, is carried out in accordance with Authentication
the policies and for the use of
(cf. CRY-01).
The authentication requirements are derived from a risk assessment Mechanisms exist to establish, maintain and
and documented, communicated and provided in an authentication Publishing Security, disseminate policies, standards and procedures
Authentication | policy according to SP-01. Compliance with the requirements is Compliance & necessary for secure, compliant and resilient
1AM-08.048 Functional | Intersects With GOV-04 3 Gov-02
Mechanisms  |enforced by the configuration of the system components, as far as Resilience capabilities.
technically possible. The authentication policy describes at least the Documentation
following aspects:
The from a risk Mechanisms exist to establish a formal, documented
and documented, communicated and provided in an authentication identification and authentication policy that:
AM.08.048 Authentication | policy according to SP-01. Compliance with the requiremens s Functional | inerseots wtn | dentiieation& lc.or | (1 Conveys execuive management' inter; R
Mechanisms  [enforced by the configuration of the system components, as far as Authentication Policy (2) Provides organizational direction and expected
technically possible. The authentication policy describes at least the behaviors;
following aspects: (3)1s reviewed at least annually; and
The authentication requirements are derived from a risk assessment Mechanisms exist to:
and documented, communicated and provided in an authentication (1) Securely manage authenticators for users and
policy according to SP-01. Compliance with the requirements is devices; and
Authentication Authenticator
1AM-08.048 o8 |enforeed by the configuration of the system components, as far as Functional | Intersects With Monagomont IAC-14  |(2) Ensure the strength of authentication is 5 IAC-10
technically possible. The authentication policy describes at least the appropriate to the classification of the data being
following aspects: accessed.
The selection of appropriate mechanisms for every level of risk and Mechanisms exist to allow individuals to utilize
|AM-08.04B.1 Authentication | _ " entity type: Functional | Intersects witn | A9aPtive 1dentification | o 1101 o mative methods of authentication under specific 5 1AC-13
Mechanisms &Authentication ;
or situations..
The protection of that the use, exist to protect
Authentication | oo orede! ane Protection of 5 o :
1AM-08.048.2 including the confidentiality of personal or shared authentication Functional | Intersects With IAC-14.2 | commensurate with the sensitivity of the information 5 IAC-10.5
Mechanisms : Authenticators
and non-sharing of to which use of the permits acoess.
thontication | The protection of that the use, Mechanisms exist to prevent the sharing of generic
1AM-08.048.2 including the confidentiality of personal or shared authentication Functional | Intersects With | Credential Sharing | 1AC-23  |IDs, passwords or other generic authentication 3 IAC-19
Mechanisms and non-sharing of methods.
The generation and distribution of credentials for any new identity; Mechanisms exist to:
(1) Securely manage authenticators for users and
1AM-08.048.3 Authentication Functional | Intersects With Authenticator A4 |devices;and N 5 IAC-10
Mechanisms Management (2) Ensure the strength of authentication is
appropriate to the classification of the data being
d
- The non-reuse of credentials; Mechanisms exist to enforce complexity, length and
|AM-08.04B.4 Authentication Functional | Intersects With |  Fassword-Based IAC-15  |lifespan considerations to ensure strong criteria for 5 1AC-10.1
Mechanisms Authentication
password-based
- Rules on the storage of credentials; ) exist to protect
|AM-08.04B.5 Authentication Functional | Intersects With Protection of IAC-14.2 | commensurate with the sensitivity of the information 5 IAC-10.5
Mechanisms Authenticators " ’
to which use of the permits access.
Rules for renewing credentials, including periodic renewals and Mechanisms exist to:
renewals in case a credential is lost or compromised; and (1) Securely manage authenticators for users and
Authentication Authenticator devices; and
1AM-08.048.6 Functional | Intersects With IAC-14 : 5 1AC-10
Mechanisms Management (2) Ensure the strength of authentication is
appropriate to the classification of the data being
accessed.
- Rules on the required strength of oredentials, including trade-offs Mechanisms exis to enforce complexity, length and
Authentication ) Password-Based ; :
IAM-08.04B.7 Mechanisms. between entropy and ability to memorise where applicable, as well as Functional Intersects With IAC-15 lifespan considerations to ensure strong criteria for 5 IAC-10.1
isms for icating and enforcing these rules. d-based
The cloud service provider determines by means of a risk assessment Mechanisms exist to:
(cf. 0IS-07) the risk that the authentication mechanisms integrated into (1) Securely manage authenticators for users and
’ the system components under its responsibility used to provide the devices; and
Authentication Authenticator .
1AM-08.058 M eato" |ctoud service become outdated. Based on the resuts of therisk Functional | Intersects With Monagoment IAC-14  |(2) Ensure the strength of authentication is 3 1AC-10
the cloud service provider implements appropriate appropriate to the classification of the data being
for ing outdated or the accessed.
system into which they are integrated.
The cloud service provider determines by means of a risk assessment Mechanisms exist to conduct recurring assessments
(cf. 01S-07) the risk that the authentication mechanisms integrated into of risk that includes the likelihood and magnitude of
Authontication |t SYstem components under ts responsibilty used to provide the harm, from unauthorized access, use, disclosure,
1AM-08.05B Mechanisms. cloud service become outdated. Based on the results of the risk Functional Intersects With Risk RSK-13 i or of the 3 RSK-04
assessment, the cloud service provider implements appropriate 's Assets,
for ing outdated i orthe Services and/or Data (TAASD).
system into which they are integrated.
‘Any authentication mechanism integrated into the system components Mechanisms exist to enforce a limit for consecutive
Authentication | 150 10 Provide the cloud service has a mechanism for disabling an walid login attempts by a user during an
1AM-08.068 Mo eatior |identity after  predefined number of unsuccessful authentication Functional | Intersects With | AccountLockout | CFG-04.1 izati time period and 8 1AC-22
attempts. locks the account when the maximum number of
attempts is exceeded.
The cloud service provider implements measures which require that Mechanisms exist to prevent the sharing of generic
AM.08.078 Authentication |users can only access non-personal identities assigned to multplo Functional | Intorsects With |  Credentiolsharing | 1aG.23 |!D%Passwordsor other generc authentication . AGo
Mechanisms  |persons after they have already been authenticated with their identity methods.
assigned to a single person.
The cloud service provider implements measures which require that dontifiontiong Mechanisms exist to uniquely identify and centrally
Authentication | users can only access non-personal identities assigned to multiple Authenticate, Authorize and Audit (AAR)
1AM-08.078 Functional | Intersects With |  Authenticationfor |  IAC-32 3 1AC-02
Mechanisms | persons after they have already been authenticated with their identity Organiamtionst Users organizational users and processes acting on behalf
assigned to a single person. of i users.
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1AM-08.02AS, sharpening IAM-08.028 Automated mechanisms exist to enforce Multi-Factor
The cloud service provider enforces multi-factor authentication (MFA) Authentication (MFA) for:
for all access to any environment. This requirement applies to both (1) Remote network access;
Authentication | human users and automated processes, ensuring that only authorised Multi-Factor 2) Third-party Technology Assets, Applications
1AM-08.02AS utnentioati P © Y Functional | Intersects With - . iac-g7 |2 Third-party Y PP 8 IAC-06
Mechanisms | entities can access systems and data in all of the environments. Authentication (MFA) and/or Services (TAAS); and/ or
(8) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
1AM-08.03AS, sharpening IAM-08.03B exist to facilitate key
Within an environment, user authentication takes place through management controls to protect the confidentiality,
digitally signed that achieve at Cryptographic K t d availability of keys.
|AM-08.03AS digitally signe N o at achieve a Functional | Intersects With | C/PtographicKey CRy-10  |IMegrity and availability of keys 3 CRY-09
Mechanisms | least an equivalent level of security. If digitally signed certificates are Management
used, administration is carried out in accordance with the policies and
procedures for the use of (cf. CRY-01).
1AM-08.03AS, sharpening [AM-08.03B Mechanisms exist to enforce complexity, length and
Within an environment, user authentication takes place through lifespan considerations to ensure strong criteria for
digitally signed certificates or that achieve at P d-Based p
1AM-08.03AS Functional | Intersects With IAC-15 5 IAC-10.1
Mechanisms | least an equivalent level of security. If digitally signed certificates are Authentication
used, administration is carried out in accordance with the policies and
for the use of (cf. CRY-01).
The allocation of authentication information to access system Mechanisms exist to:
Confidentialtyof | OPOTONtS used to provide the cloud senice t nteral and extornal (1) Securely manage authenticators for users and
onfidentiality of
f the cloud ider and syst ts that Authenticat devices; and
1AM-08.018 Authentication | /%1 %' ihe ¢ oud seriice provieer and system componems fal are Functional | Intersects With wthenticator IAC-14  [CoVicesiam o 5 IAC-10
o involved in automated authorisation processes of the cloud service Management (2) Ensure the strength of authentication is
nformation
provider is done in an orderly manner that ensures the confidentiality of appropriate to the classification of the data being
the accessed.
The allocation of authentication information to access system exist to protect
Confidentiatity of | COMPONENts used to provide the oloud service tointernal and external commensurate with the sensitivity of the information
'Y OF | 4sers of the cloud service provider and system components that are Protection of to which use of the authenticator permits access.
1AM-09.018 Authentication Functional | Intersects With IAC-14.2 3 IAC-10.5
e |invotved n automated authorisation pracesses of the cloud service Authenticators
provider is done in an orderly manner that ensures the confidentiality of
the
c of are managed with a security level that bota & Aseet Mechanisms exist to ensure data and assets are
1AM-08.028 Authentication | matches or exceeds the olassification of the system componentthey | Funtional | Intersects With | %1% 47 DCH-04 in with applicable statutory, 3 DCH-02
assification
protect. and
Ci of are managed with a security level that Protection of exist to protect
1AM-08.028 Authentication | matches or exceeds the of the system the Funotional | Intersects With | "0 %" IAC-142 | commensurate with the sensitivity of the information 5 IAC-10.5
uthenticators
protect. to which use of the permits access.
c of |if areused as their Password.Based Mechanisms exist to enforce complexity, length and
1AM-09.038 Authentication | confidentiality is ensured by the following procedures, as far as Funotional | Intersects With | **=*o 58 IAC-15 |lifespan considerations to ensure strong criteria for 5 1AC-10.1
possible: wihentication password-based
Confidentiality of | Users can initially create the password themselves or shall change an existto defaul
1AM-09.038.1 Authentication |initial password when logging on to the system component for the first | Functional | Intersects With |Default Authenticators| 1AC-14.4 |are changed as part of account creation or system 5 IAC-10.8
time. An initial password loses its validity after a maximum of 14 days;
Confidentiality of | When creating the policy Password.Based Mechanisms exist to enforce complexity, length and
1AM-09.038.2 Authentication | (cf. IAM-08) is enforced as far as technically possible; Funotional | Intersects With | **=*oC 58 IAC-15 |lifespan considerations to ensure strong criteria for 5 1AC-10.1
wihentication password-based
The user is informed about changing of resetting the password; and Mechanisms exist to:
(1) Securely manage authenticators for users and
Confidentiality of Authenticator devices; and
1AM-09.038.3 Authentication Functional | Intersects With IAC-14 : S 3 IAC-10
o Management (2) Ensure the strength of authentication is
nformation
appropriate to the classification of the data being
accessed.
The server-side storage takes place using state of the art cryptographic, Mechanisms exist to utilize hash algorithms to
Confidentiality of | hash functions, with the exception of passwords that are stored in the generate a hash value that can be used to validate
1AM-09.03.4 Authentication | plain text form for later use, for example in a password manager. In this | Functional | Intersects With | Cryptographic Hash | CRY-14 |the integrity of data and/or software. 3 CRY-13
Information | case, state of the art cryptographic mechanisms are used to protect
the
The server-side storage takes place using state of the art cryptographic, Mechanisms exist to enforce complexity, length and
Confidentiality of | hash functions, with the exception of passwords that are stored in the Password.Based lifespan considerations to ensure strong criteria for
1AM-09.038.4 Authentication | plain textform for later use, for example in a password manager. Inthis | Functional | Intersects Wit | oo >0 IAC-15  [password-based authentication. 5 IAC-10.1
uthentication
Information | case, state of the art cryptographic mechanisms are used to protect
the
Deviations are evaluated by means of a risk assessment according to Mechanisms exist to conduct recurring assessments
: 015-07 and mitigating measures derived from this are implemented. of risk that includes the likelihood and magnitude of
Confidentiality of
) harm, from unauthorized access, use, disclosure,
1AM-09.04B Authentication Functional | Intersects With |  Risk Assessment Rsk-13 [T 3 RSK-04
? disruption, modification or destruction of the
Information om0 )
s Assets,
Services and/or Data (TAASD).
Deviations are evaluated by means of a risk assessment according to Mechanisms exist to identify and implement one, o
Confidentiality of | 01S-07 and mitigating measures derived from this are implemented. o . more, compensating controls to reduce risk and
ompensatin
1AM-09.04B Authentication Functional | IntersectsWith | 9PN | psy1g | threat exposure when the primary means of 3 RSK-06.2
Information implementing the security function s unavailable or
Rules and for managing in Mechanisms exist to compel users to follow
with the authentication policy (cf. 1AM-08) are documented, ’ accepted practices in the use of authentication
Confidentiality of . User Responsibilities
Hatt communicated and made available to all users under the responsibility (g
1AM-09.058 Authentication ! - : Functional | Intersects With for Account IAC-22 " ° " 5 IAC-18
o of the cloud service provider. They include recommendations on M . physical or logical security tokens, smart cards and
nformation anagement
password managers and recommendations to specifically address & certificates).
classical attacks such as phishing, social attacks, and whaling.
Rules and for managing in Mechanisms exist to provide all employees and
Confdentialityof | the authentication policy (cf. 1AM-08) are documented, Security, Gompliance . security, compliance and
communicated and made available to all users under the responsibility ) > resilience awareness education and training that is
1AM-09.05B Authentication ; Functional | Intersects With &Resilience SAT-04 3 SAT-02
? of the cloud service provider. They include recommendations on relevant for their job function.
Information Awareness Training
password managers and recommendations to specifically address
classical attacks such as phishing, social attacks, and whaling.
C of |Used comply with the policies and Mechanisms exist to facilitate the implementation of
’ ° ) Use of Cryptographic °
1AM-09.06B for (cf. CRY-01). Functional Intersects With Control: CRY-02 cryptographic protections controls using known 5 CRY-01
ontrots public standards and trusted c
C of |Used comply with the policies and exist to enable
’ ° ) Cryptographic Module ’
1AM-09.06B for (cf. CRY-01). Functional Intersects With - IAC-38 Assets, Applications and/or Services (TAAS) to 5 IAC-12
Authentication
toa module.
Password reset procedures are valid for at most 24 hours. After the Mechanisms exist to:
' reset procedure has been used, the password is to be changed by the (1) Securely manage authenticators for users and
Confidentiality of °
user. ) Authenticator devices; and
1AM-09.078 Authentication Functional Intersects With IAC-14 . 3 IAC-10
Information Management (2) Ensure the strength of authentication is
appropriate to the classification of the data being
d
N The users sign a declaration in which they assure that they treat N Mechanisms exist to compel users to follow
Confidentiality of e User Responsibilities ° o
personal (or shared) authentication information confidentially and keep ) accepted practices in the use of authentication
IAM-09.01AC Authentication N Functional Intersects With for Account IAC-22 5 IAC-18
5 it exclusively for themselves (within the members of the group). (e.g.,
Information Management " ° ’
physical or logical security tokens, smart cards and
Confidentiality of | The users sign a declaration in which they assure that they treat Mechanisms exist to prevent the sharing of generic
IAM-09.01AC Authentication personal (or shared) authentication information confidentially and keep Functional Intersects With Credential Sharing IAC-23 IDs, passwords or other generic authentication 3 IAC-19
i it ively for (within the members of the group). methods.
Cryptography and Key | Objective: E d effect f
58 Typtography and Key | Objective: Ensure andeftective use of cry © Functional | No Relationship N/A N/A N/A 0
(CRY) |protect the or integrity of
Policies and with and technical for Mechanisms exist to establish a formal, documented
are and cryptographic protections policy that:
Policy for the Use of | provided according to SP-01, in which the following aspects are ryptogranhic (1) Conveys executive management's intent;
i
CRY-01.018 Cryptographic | described: Functional Subset Of Vptograp) CRY-01  [(2) Provides organizational direction and expected 10
Protections Policy
Mechanisms behaviors;
(3) Is reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
Policies and with and technical for Mechanisms exist to facilitate the implementation of
Policy for the Use of
CRY-01.018 Cryptographic e and Functional | Intersects with | 2% ' CRY-02 controls using known 8 CRY-01
01, raphi uncti r i g x
o ograRhie |provided according to SP-01, inwhich the following aspects are Controls public standards and trusted cryptographic
described: i
h h Secure Controls Framework (SCF) 390172
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Policies and with and technical for Publishing Security, Mechanisms exist to establish, maintain and
Policy for the Use of ¢ ' ‘
are and Compliance & disseminate policies, standards and procedures
CRY-01.018 Cryptographic Functional | Intersects With GOV-04 3 Gov-02
o oraPhie |provided according to SP-01, inwhich the following aspects are Resilience necessary for secure, compliant and resilient
described: i capabilities
Policy for the Use of | Usage of encryption procedures and secure network protocols that Mechanisms exist o facilitate the implementation of
CRY-01.01B.1 Cryptographic | correspond to the state of the art; Functional | Intersects With | ¢ °fccryp'°lg'a°"'° CRY-02 |cryptographic protections controls using known 5 CRY-01
ontrots public standards and trusted ci
Usage of encryption procedures and secure network protocols that Cryptographic mechanisms exist to implement
CRY-01.018.4 P°l:;;f;;‘:pf: °f | correspondto the state of the art; Functional | Intersects witn | S*feBuarding Data NET.37 |FUrOnE crvptography and security protocols to s NET12
Over Open Networks safeguard sensitive and/or regulated data during
Mechanisms
over open, public networks.
Policy for the Use of | Usage of hash functions and salt values, that both correspond to the Mechanisms exist to utilize hash algorithms to
CRY-01.01B.2 Cryptographic  [state of the art; Functional | Intersects With | Cryptographic Hash | CRY-14 |generate a hash value that can be used to validate 5 CRY-13
the integrity of data and/or software.
Policy for the Use of | Usage of signature schemes that correspond to the state of the art; Uso of Cryptographic Mechanisms exist to facilitate the implementation of
CRY-01.01B.3 Cryptographic Functional | Intersects With CRY-02 | cryptographic protections controls using known 5 CRY-01
Controts public standards and trusted
poliy forthe Use of | 08584 rovisions for the use of encryption and authentication Mechanisms exist to facilitate the implementation of
which are aligned with the information classification schemes (cf. AM- Useof C controls using known
CRY-01.01B.4 Cryptographic Functional | Intersects With CRY-02 5 CRY-01
o ograPhe |09 and consider the communication channel, type, strength and Controls public standards and trusted cryptographic
quality of the i
Risk-based provisions for the use of encryption and authentication Mechanisms exist to ensure data and assets are
CRY-01.018.4 P°‘;;;:;;T:pf: ©f | which are aligned with the information classification schemes (cf. AM- Functional | nterseets with Data & Asset oMo in with applicable statutory, s bCH.02
09) and consider the communication channel, type, strength and Classification regulatory and contractual requirements.
Mochanisms | quality of the
Policy for the Use of | Requirements for the secure generation, storage, archiving, retrieval, Coyptographio Key exist to facilitate ey
CRY-01.01B.5 c istribution, wi backup, and deletion of the keys; | Functional | Intersects With CRY-10 | management controls to protect the confidentiality, 8 CRY-09
Management integrity and avai of keys.
Policy for the Use of for the rotation of keys that follow industry Coyptographio Key exist to facilitate ey
CRY-01.01B.6 Cryptographic | best practices and consider the potential risk of information exposure; | Functional | Intersects With CRY-10 | management controls to protect the confidentiality, 5 CRY-09
Management integrity and avai of keys.
Policy for the Use of | Consideration of relevant legal and regulatory obligations and Statutory, Regulatory Mechanisms exist to facilitate the identification and
CRY-01.01B.7 c i Functional | Interseots With | & Contractual cpL02 of relevant statutory, regulatory and 3 cpLo1
c controls.
Policy for the Use of | Consideration of relevant legal and regulatory obligations and Coyptographic Mechanisms exist to establish a formal, documented
CRY-01.018.7 Cryptographic | requirements; Functional Subset Of CRY-01 | cryptographic protections policy that: 10
Protections Policy
(1) Conveys executive intent;
Consideration of relevant egal and regulatory obligations and Mechanisms exist to address the exporting of
requirements; in with
Policy for the Use of Export.Contralad relevant statutory and regulatory requirements.
CRY-01.01B.7 Cryptographic Functional | Intersects With | "¢ o0 CRY-15 3 CRY-01.2
Mechanisms
Policy for the Use of | Documentation of a change management process for managing Mechanisms exist to facilitate the implementation of
CRY-01.01B.8 c encryption, and key Functional | Intersects With Cha"g§ Management | o 55 |a change management program. 5 CHG-01
technology changes; and rogram
Documentation of a change management process for managing Mechanisms exist to establish a formal, documented
encryption, and key cryptographic protections policy that:
Policy for the Use of |technology changes; and Coyptographic (1) Conveys executive management's intent;
CRY-01.018.8 Cryptographic Functional Subset Of ) CRY-01  |(2) Provides organizational direction and expected 10
Protections Policy
Mechanisms behaviors;
(3)1s reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
Consideration of crypto-agility to allow for efficient substitution of Mechanisms exist to validate design-level
implemented cryptographic mechanisms during their intended cryptographic agility across protocols, libraries,
CRY01018. Pul(‘:cy forthe Uhse F | ifetimes. . ur with Crypto-Agility 1500 | <emels and hardware to ensure Technology Assets, .
~01.01B. Typtographic unctional | Intersects Wit Architecture QTs- Applications and/or Services (TAAS) can support s RISC
Mechanisms larger Post-Quantum Cryptography (PQC) key,
signature and ciphertext sizes.
Reviews of policies and procedures regarding cryptographic Mechanisms exist to facilitate the implementation of
mechanisms include checks that the policies and procedures are up to cryptographic protections controls using known
Policy for the Use of |date and comply with the BS! technical guideline (BSI TR-02102) or Useof Cryptographic public standards and trusted cryptographic
CRY-01.028 Cryptographic  |suitable NIST guidelines (e.g. FIPS 140 series and SP 800 series). Functional | Intersects With e CRY-02 [technologies. 5 CRY-01
Mechanisms | Deviations are analysed and documented in a risk assessment for
cryptographic mechanisms valid at the given time. Remediation
measures are to be taken based on risk.
Reviews of policies and procedures regarding cryptographic Mechanisms exist to review the Security,
mechanisms include checks that the policies and procedures are up to Compliance & Resilience Program (SCRP), including
Policy for the Use of |date and comply with the BS! technical guideline (BSI TR-02102) or J:::[‘:'Z:‘:;";":ii policies, standards and procedures, at planned
CRY-01.02B Cryptographic suitable NIST guidelines (e.g. FIPS 140 series and SP 800 series). Functional | Intersects With Complionco & " | GOV-04.1 |intervals or if significant changes occur to ensure 8 GOV-03
Mechanisms | Deviations are analysed and documented in a risk assessment for Aot Progtam their continuing suitability, adequacy and
cryptographic mechanisms valid at the given time. Remediation effectiveness.
measures are to be taken based on risk.
The cloud service provider has defined and documented a Post- Mechanisms exist to establish a formal, documented
Quantum-Cryptography (PQC) strategy according to SP-01 to address quantum security policy that:
threats posed by adversaries in possession of a quantum computer. (1) Conveys executive management's intent;
Policy for the Use of (2) Provides organizational direction and expected
) Quantum Security
CRY-01.01AC Cryptographic Functional | Intersects With ooty QTS-01  |behaviors; 5 Qrsot.1
Mechanisms (3)1s reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
risks, threats and other changes that affect the
The cloud service provider has defined and documented a Post- Mechanisms exist to develop a risk-prioritized Post-
Quantum-Cryptography (PQC) strategy according to SP-01 to address Quantum Cryptography Agility Plan (PQCAP) that:
Policy for the Use of ") : Post-Quantum :
threats posed by adversaries in possession of a quantum computer. ) (1) Enables cryptographic agility;
CRY-01.01AC Cryptographic Functional | Intersects With | Cryptography Agility | QTS-06 h 8 Qrs-03
(2) Aligns with evolving security standards; and
Mechanisms Plan (PQCAP) (3) Defines the approach for selecting and
i PQC algorith
The cloud service provider’s PQC strategy is aligned with cryptography Mechanisms exist to develop a risk-prioritized Post-
poliy forthe Use of |POlEie5 and procedures and ncludes the following aspects: post-Quantum Quantum Cryptography Agility Plan (PQCAP) that:
CRY-01.02AC Cryptographic Functional | Intersects With | Cryptography Agily | Qrs-og  |(1) Enebles cryptographic agility; 5 Qrs-03
(2) Aligns with evolving security standards; and
Mechanisms Plan (PQCAP)
(3) Defines the approach for selecting and
i PQC algorith
of an inventory of inuse, Mechanisms exist to classify Technology Assets,
including priority levels to each inventory item based on the impact and Data Shelf-Life Applications, Services and Data (TAASD) by
Policy for the Use of | probabilities of the risks posed by quantum computing attacks and the Classification for Post- confidentiality shelf-life and use that classification
CRY-01.02AC.1 Cryptographic  |effort to remediate such risks; Functional | Intersects With Quantum QTs-03  |as a direct input to Post-Quantum Cryptography 3 Qrso1.2
Mechanisms Cryptography (PQC) (PQC) migration prioritization, including prioritizing
Prioritization data with a shelf-life exceeding the expected PQC
arival horizon
of an inventory of inuse, Mechanisms exist to maintain a current inventory of
including priority levels to each inventory item based on the impact and cryptographic assets that includes:
probabilities of the risks posed by quantum computing attacks and the (1) Algorithms (asymmetric and symmetric);
effort to remediate such risks; (2) Key lengths;
(3) Libraries;
Policy for the Use of Post-Quantum @) Protocols;
CRY-01.02AC.1 Cryptographic Functional | Intersects With | Cryptography (PQC) | QTS-07.1 nasets, 8 QTs-04.1
Mechanisms AssetInventory and/or Services (TAAS) utilizing the cryptography; and
(6) Federal Information Processing Standards (FIPS)
validation status from the Cryptographic Module
Validation Program (CMVP), including certificate
number, if applicable.
h h Secure Controls Framework (SCF) 400f72
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Staying informed about encryption measures that are deemed state of Mechanisms exist to maintain an ongoing quantum
the art and secure against adversaries who possess a quantum threat intelligence function that monitors:
PolicyfortheUse of |, ter; Quantum Threat (1) Cryptanalytic threat developments;
CRY-01.02AC.2 Cryptographic puters Functional | Intersects With Qrs-0s VP * pments: 8 Qrs-05.1
Intelligence Monitoring (2) Quantum computing capability advances; and
Mechanisms
(3) NIST and/or regulatory updates to approved
algorithm lists.
Usage of hybrid cryptography models to ensure security for both exist to leverage
quantum and non-quantum computing based attacks; and algorithms as a transition path to Post-Quantum
Cryptography (PQC) solutions that:
(1) Support hybrid signatures (e.g., ECDSA + ML-DSA)
Policy for the Use of ) and hybrid Key Encapsulation Mechanisms (KEMs)
Hybrid / Composite
CRY-01.02AC.3 Cryptographic Functional | IntersectsWith | 707 % SR QTS09.9 |(e.g., ECDH + ML-KEM); 8 QTs-06.9
Mechanisms fyptography (2) Ensure certificate formats, Public Key
Infrastructure (PKI) and trust anchors can support
dual-key or dual-certificate models; and
(3) Plan for eventual removal of classical algorithms
once PQC is sufficient.
Definition of trigger events, required resources, transition plans and Mechanisms exist to allocate resources to:
poliy forthe Use of |2UCESS Eiteriaor of post-q Post-Quantum (1) Transition legacy Technology Assets, Applications
mechanisms. Cryptography (PQC) and/or Services (TAAS) to Post-Quantum
CRY-01.02AC.4 Cryptographic Functional | Intersects With QTs-06.1 8 Qrs-03.1
A Transition Planning & Cryptography (PQC) algorithms; and
Hybrid Mode Support (2) Support hybrid cryptography during a defined
transition period.
The PQC strategy, including the inventory and risk assessment, is Mechanisms exist to perform a Cryptographic Agility
reviewed at least annually or in case of significant changes impacting Risk Assessment (CARA) that analyzes Technology
Policy for the Use of |the PQC strategy. Cryptographic Agility Assets, Applications, Services and Data (TAASD) to:
CRY-01.03AC Cryptographic Functional | Intersects With | Risk Assessment QTS-04  [(1) Identify TAASD most vulnerable to quantum- 3 Qrs-02
Mechanisms enabled cryptanalytic threats; and
(2) Prioritize TAASD based on potential business
impact.
The PQC strategy, including the inventory and risk assessment, is Mechanisms exist to develop a risk-prioritized Post-
poliy forthe Use of |[e¥ieWedat eastamnuallyor in case o sgnificant changes impacting Post.Quantum Quantum Cryptography Agiity Plan (PQCAP) tha:
the PQC strategy. (1) Enables cryptographic agility;
CRY-01.03AC Cryptographic Functional | Intersects With | Cryptography Agility | QTS-06 5 Qrs-03
A o (pooAD) (2) Aligns with evolving security standards; and
(3) Defines the approach for selecting and
PQC algorith
When implementing changes to cryptographic systems, the cloud Mechanisms exist to analyze proposed changes for
service provider performs an evaluation of their potentialimpact in potential security impacts, prior to the
accordance with DEV-06. This process includes an analysis of the implementation of the change.
Cryptogtaphic Ghangs | 10U InfFastiucture of the cloud service, as well as an analysis of Socurity moact
CRY-02.018 Typtographic Ghange | | . tial disruptions to cloud service customer-managed workloads Functional | Intersects With ecurity Impac CHG-06 5 CHG-03
Management ' > " ! Analysis for Changes
and the evaluation of residual risks, cost implications, and integration
benefits. The cloud service provider informs cloud service customers of
these downstream effects to prevent unforeseen failures within the
cloud service customer's specific
When implementing changes to cryptographic systems, the cloud Mechanisms exist to facilitate the implementation of
service provider performs an evaluation of their potential impact in cryptographic protections controls using known
accordance with DEV-06. This process includes an analysis of the public standards and trusted cryptographic
cloud infrastructure of the cloud service, as well as an analysis of ) technologies.
Cryptographic Change nfrastruct. Use of Cryptographic
CRY-02.018 " "%  potential disruptions to cloud service customer-managed workloads | Functional | Intersacts With i, CRY-02 3 CRY-01
lanagemen and the evaluation of residual risks, cost implications, and integration ontrots
benefits. The cloud service provider informs cloud service customers of
these downstream effects to prevent unforeseen failures within the
cloud service customer's specific ici i
CRv-02.028 | CryPtographic Change [All changes and adjustments to cryptographic systems are runctionat | intersacte witn | CoMiEuration Changs | ™ [Mechanisms exist to govern the technical R oHo.02
and traceable. Control hange control processes.
The personnel responsible for cryptographic systems is regularly Mechanisms exist to provide role-based security,
trained and informed about respective changes. compliance and resilience-related training:
Cryptographic Change Role-Based Security, (1) Before authorizing access to the system or
CRY-02.038 Typtograp & Functional | Intersects With Compliance & SAT-05 " 8 ace 4 5 SAT-03
Management e performing assigned duties;
fesilience Training (2) When required by system changes; and
(3) Annually thereafter.
The cloud service provider ensures that encryption, authentication and Mechanisms exist to regularly review Technology
Review of key management practices are regularly audited in accordance with Functional Review Of Assets, Applications and/or Services (TAAS) for
CRY-03.018 Cryptography | COM-02 and COM-03 to identify and address potential vulnerabilities. | Functional | Intersects With | Security, C CPL05.1 toth 's security, 5 CPL-03.2
Practices At a minimum, reviews are performed annually and immediately &Resilience Controls and/or resilience policies and standards.
following security incidents involving
The cloud service provider ensures that encryption, authentication and Mechanisms exist to identify, document and review
Review of key management practices are regularly audited in accordance with Cryptographic Cipher deployed cryptographic cipher siites and protocols
CRY-03.018 Cryptography | COM-02 and COM-03 to identify and address potential vulnerabilities. | Functional | Intersects With | Suites and Protocols | CRY-04 | to proactively respond to industry trends regarding 5 CRY-015
Practices At a minimum, reviews are performed annually and immediately Inventory the continued viability of utilized cryptographic
following security incidents involving cipher suites and protocols.
'As part of the reviews, the cloud service provider determines f the Mechanisms exist to identify, document and review
Review of cryptographic practices align with the state of the art and updates Cryptographic Cipher deployed cryptographic cipher siites and protocols
CRY-03.028 Cryptography |them as needed. Functional | Intersects With | Suites and Protocols | CRY-04 |to proactively respond to industry trends regarding 5 CRY-015
Practices Inventory the continued viability of utilized cryptographic
cipher suites and protocols.
orotaction of Data for | 1@ 010 Service provider has established procedures and technical Cryptographic mechanisms exist to prevent the
CRY-04.01B Transmission | 0 cguards for state of the art encryption and authentication for the Functional | Intersectswith | CnemPtingDataln CRy-g5 |Unauthorized disclosure of data in transit. 8 CRY-03
~ |transmission of cloud service customer data and cloud service derived Transit
(Transport Protection) >
data over public networks.
orotection of Data for |6 €10ud service provider has estabished procedures and technical Cryptographic mechanisms exist to detect
safeguards for state of the art encryption and authentication for the Integrity of Data In unauthorized changes to data in transit.
CRY-04.018 Transmission 8 art eneryp Functional | Intersects With ey CRY-06 © 5 CRY-04
transmission of cloud service customer data and cloud service derived Transit
(Transport Protection) ’
data over public networks.
Protection of Data for | During remote access to the production environment, the cloud service NomConsot Cryptographic mechanisms exist to protect the
CRY-04.028 Transmission | provider uses state of the art cryptographic mechanisms, including Functional | Intersects With CFG-04.7 i andintegrity of 1 5 CRY-06
: Administrative Access
(Transport Protect to protect the access.
Protection of Data for | During remote access to the production environment, the cloud service Remote Access Cryptographic mechanisms exist to protect the
CRY-04.028 Transmission | provider uses state of the art cryptographic mechanisms, including Functional | IntersectsWith | Cryptographic NET-26.5 | confidentiality and integrity of remote access 5 NET-14.2
(Transport Protecti to protect the Protections sessions (e.g., VPN).
) CRY-04.01AS, sharpening CRY-04.018 Cryptographic mechanisms exist to prevent the
Protection of Data for h ' : : e :
The cloud service provider has established procedures and technical ) Encrypting Data In unauthorized disclosure of data in transit.
CRY-04.01AS Transmission Functional | Intersects With CRY-05 8 CRY-03
safeguards for state of the art encryption and authentication for the Transit
(Transport Protection)
of all data.
CRY-04.01AS, sharpening CRY-04.018 Cryptographic mechanisms exist to detect
Protestionof Datafor | e e eotanlishr proceciures and technicl Integrity of Data In anathoed changis to data ntanst
CRY-04.01AS Transmission P g oo Functional | Intersects With gy of b CRY-06 & . 5 CRY-04
| safeguards for state of the art encryption and authentication for the Transit
(Transport Protection)
of all data.
[ The cloud service provider has established procedures and technical Cryptographic mechanisms exist to prevent the
Encryption of Sensitive ° ; Encrypting Data At aphic 1
CRY-05.018 Bt | safeguards o encrypt cloud service customer data during storage (ie. | Functional | Intersects With o CRY-07 |unauthorized disclosure of data at rest. 8 CRY-05
atrest).
In general, the private keys (for asymmetric algorithms) or secret keys exist to facilitate ey
(for symmetric algorithms) used for encryption are ible only by management controls to protect the confidentiality,
the cloud service customer in accordance with applicable legal and integrity and availability of keys.
Encryption of Sensitive | regulatory obligations and requirements. If due to the nature of the ) Cryptographic Ke
CRY-05.028 P v regulatory oblig ! Functional | Intersects With | CPIOBPNICKEY - gpy 10 3 CRY-09
DataatRest |cloud service, the cloud service provider has to access the private or Management
secret keys of the customer in order to provide the cloud service, this
accessis performed in accordance with IAM-07. Exceptions follow a
specified procedure.
In general, the private keys (for asymmetric algorithms) or secret keys Mechanisms exist to maintain control of
(for symmetric algorithms) used for encryption are accessible only by cryptographic keys for encrypted material stored or
the cloud service customer in accordance with applicable legal and Euternal System transmitted through an external system.
Encryption of Sensitive | regulatory obligations and requirements. If due to the nature of the
CRY-05.028 iy ive fregulatory oblig a Functional | Intersects With | CryptographicKey | CRY-10.7 5 CRY-09.7
DataatRest |cloud service, the cloud service provider has to access the private or il
secret keys of the customer i order to provide the cloud service, this
accessis performed in accordance with IAM-07. Exceptions follow a
specified procedure.
h h Secure Controls Framework (SCF) 410f72
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|The procedures for the use of private keys, including any exceptions, ) Mechanisms exist to ensure customers are provided
Encryption of Sensitive Third-Party )
CRY-05.038 are agreed with the cloud service customer. Functional | Intersects With CRY-10.6 |with appropriate key management guidance 5 CRY-09.6
Data at Rest Cryptographic Keys
whenever keys are shared.
Enoryption of Sensiive | &Y ChanEes of these procedures and technical safeguards may Stakeholder Mechanisms exist to ensure stakeholders are made
CRY-05.048 e oot ! affect the confidentialty of the cloud service customer data, the cloud | Functional | Intersects With | Notification of CHG-08 |aware of and understand the impact of proposed 5 CHG-05
service provider these changes to the cloud service Changes changes.
—|ifthe cloud service provider uses a master key, the cloud service . exist to facilitate ey
Encryption of Sensitive ) ‘ ‘ Cryptographic key mekey
CRY-05.058 e ot oo |provider regularly tests the suitabiliy of the design and operating Functional | Intersects With et CRY-10 [ management controls to protect the confidentiality, 3 CRY-08
of the respective controls. e integrity and availability of keys.
If the cloud service provider uses a master key, the cloud service Mechanisms exist to formally assess the security,
provider regularly tests the suitability of the design and operating compliance and resilience controls in Technology
effectiveness of the respective controls. Assets, Applications and/or Services (TAAS) through
Encryption of Sensit Control Validat Information Assurance Program (IAP) activties to
CRY-05.058 neryption of sensitive Functional | Intersects With | oMo vaudation 1A0-04 eram (IAP) 3 1A0-02
Data at Rest Testing (CVT) determine the extent to which the controls are
implemented correctly, operating as intended and
producing the desired outcome with respect to
meeting expected requirements.
The cloud service provider ensures that secure encryption mechanisms Cryptographic mechanisms exist to prevent the
Encryption of Sensit Encrypting Data At
CRY-05.01AC "”y; ‘:’” °t N e'ls‘ V€| are in place to prevent the recovery of cloud service customer data Functional | Intersects With | - °""P! ';"g( ata CRY-07 |unauthorized disclosure of data at rest. 3 CRY-05
|t atfes when resources are or physical media are recovered. s
The cloud service provider ensures that secure encryption mechanisms Mechanisms exist to sanitize digital media with the
are in place to prevent the recovery of cloud service customer data strength and integrity commensurate with the
Encryption of Sensitive Digital Media
CRY-05.01AC B |when resources are reallocated or physical media are recovered. Functional | Intersects With oo DCH-18  |classification or sensitivity of the information prior to 5 DCH-09
disposal, release out of organizational control or
release for reuse.
Procedures and technical safeguards for the secure generation of keys exist to facilitate key
for different systems and are management controls to protect the confidentiality,
Cryptographic Key
CRY-06.018 |Secure Key and These require the use of secure random | Functional | Intersects With VS, CRY-10  integrity and availability of keys. 5 CRY-08
bit generators or generation based on keys that were created in this @
fashion.
Procedures and technical safeguards for the secure generation of keys Mechanisms exist to use validated entropy sources
for different systems and are and random bit generators that comply with NIST SP
andimplemented. These safeguards require the use of secure random Entrony Source & 800-90B to support Post-Quantum Cryptography
bit generators or generation based on keys that were created in this Py (PQC):
CRY-06.01B |Secure Key Generation Functional | Intersects With Random Bit QTs-09.1 5 QTs-06.1
fashion. , (1) Key generation;
Generation
(2) Nonce generation;
(3) Probabilistic algorithm input
(4) Key validation.
The cloud service provider has established a schedule for rotating exist to facilitate key
cryptographic keys that aligns with the requirements for cryptographic management controls to protect the confidentiality,
Rotation of Cryptographic Key
CRY-07.018 . key rotation established in CRY-01.If, based on the results of a risk Functional | Intersects With CRY-10  |integrity and availability of keys. 5 CRY-08
Cryptographic Keys - Management
assessment, the cloud service provider does not perform key rotation,
this decision is to the customer.
The cloud service provider has documented and implemented Mechanisms exist to securely implement an internal
Public-Key Certificate |procedures to securely issue and obtain public-key certificates, Public Key Public Key Infrastructure (PKI) infrastructure or
CRY-08.018 Functional | Intersects With CRY-08 8 CRY-08
Issuance ensuring the integrity and authenticity of cryptographic keys. These Infrastructure (PK) obtain PKI services from a reputable PKI service
procedures include: provider.
Verification of identity before issuing public-key certificates that are Mechanisms exist to securely implement an internal
CRv-os.01p | Publie-Key Certifcate issued by or on behal of the cloud sevice provider for its ownsystem | L Public Key GRy-gp |PUBlicKey Infrastructure (PKI ifrastructure or R RY-08
Issuance components or personnel to ensure they are granted to legitimate Infrastructure (PKI) obtain PKI services from a reputable PKI service
entities; provider.
Verification of identity before issuing public-key certificates that are Mechanisms exist to verify the identity of a user
Public-Key Certificate |issued by or on behalf of the cloud service provider for its own system Identity Proofing before issuing authenticators or modifying access
CRY-08.01B.1 Functional | Intersects With IAC-05 3 IAC-28
Issuance components or personnel to ensure they are granted to legitimate (Identity Verification) permissions.
entities;
Secure methods for issuing certificates that are issued by or on behalf Mechanisms exist to securely implement an internal
Public-Key Certificate Public Key
CRY-08.01B.2 e of the cloud service provider for its own system components or Functional | Intersects with | C2 8 | ORY-09  |public Key Infrastruoture (PK) inrastructure or 5 CRY-08
to prevent access; and obtain PKI services from a reputable PKI service
Pubtio-Key Gartifioata |Procedures for obtaining public-key certificates from trusted Certificate Automated mechanisms exist to enable the use of
ublic-Key Certificate
CRY-08.01B.3 e Authorities to ensure the authenticity of the certificates used by the Functional | Intersects With | Certificate Authorit CRY-12 i defined Certificate Authorities (CAs) to 5 CRY-11
cloud service provider. facilitate the of protected sessions.
The cloud service provider has documented and implemented exist to facilitate ic key
procedures and technical safeguards to ensure that cryptographic keys management controls to protect the confidentiality,
Secure Key are provisioned and activated securely within its area of responsibilty. ) Cryptographic Key integrity and availability of keys.
CRY-00.018 - Functional | Intersects With CRY-10 5 CRY-08
These include the of identity and Management
before provisioning and activating keys to ensure they are granted to
entities.
The cloud service provider has documented and implemented Mechanisms exist to facilitate the secure distribution
procedures and technical safeguards to ensure that cryptographic keys of symmetric and asymmetric cryptographic keys
CRY-09.01B Secure Key are ﬂnfi activated securely within its area of il Functional | Intersects With Control & D\slr\‘bm\on CRY-10.4 using industry recognized key management s G
g |These include the of identity and of Cryptographic Keys technology and processes.
before provisioning and activating keys to ensure they are granted to
legitimate entities.
ook Provisioned keys include activation and deactivation dates to ensure Crtomamnio K existto facilitate ic key
CRY-09.02B ecure Key that their use is time limited. Functional | Intersects With | CYPtographicKey CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Provisioning Management manae "
integrity and availability of keys.
The cloud service provider has documented and implemented technical exist to facilitate ic key
safeguards for the secure storage of cryptographic keys. This includes management controls to protect the confidentiality,
ensuring separation of the key management system from the ) Cryptographic Key integrity and availability of keys.
CRY-10.01B  |Secure Storage of Keys d | Functional | Intersects Wit CRY-10 5 CRY-08
application and middleware layers, defining how authorised users gain Management
access and addressing the geographic residency of keys to comply with
legial, regulatory, and security requirements.
The cloud service provider has documented and implemented technical Mechanisms exist to control the location of
safeguards for the secure storage of cryptographic keys. This includes Geolocation Technology Assets, Applications and/or Services
ensuring separation of the key management system from the Requirements for (TAAS) processing and/or storage based on business
CRY-10.018 Secure Storage of Keys 8 sep Y manag Vs | Functional | Intersects with auire peH-30.1 | TAASIP 8 & 3 CLD-09
and layers, defining how authorised users gain Processing, Storage that includes statutory, regulatory and
access and addressing the geographic residency of keys to comply with and Senvice Locations contractual obligations.
legal, regulatory, and security requirements.
Based on a risk assessment (cf. O1S-07), the cloud service provider Crtogranio Ko exist to facilitate ey
CRY-10.01AC | Secure Storage of Keys | uses a suitable software or hardware security module for the secure Functional | Intersects With Wh:’ani :mem Y CRY-10  [management controls to protect the confidentiality, 5 CRY-09
storage of keys. e tegrity and availability of keys.
CrvtogrannioKey | Te cloud service provider has documented and implemented Crtogranio Ko exist to facilitate ey
CRY-11.01B e Aih pal Y| procedures and technical safeguards for the secure archiving of Functional | Intersects With Wh:’ani :mem Y CRY-10  [management controls to protect the confidentiality, 5 CRY-09
v
keys. These include: e integrity and availability of keys.
Crvmtomrannio Ky | SoraEE Of archived keys ina repository to prevent unauthorised Crtogranio Ko exist to facilitate ey
CRY-11.01B.1 fyptographicKey | ees; Functional | Intersects With | CYPtographicKey CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Archival Management -
integrity and availability of keys.
Crvmtomrannio Key | RESIOtion of access o archived keys to authorised personnel based Crmtogranio Ko exist to facilitate ey
CRY-11.01B.2 e Aih pal Y| onthe principle of least privilege; Functional | Intersects With Wh:’ani :mem Y CRY-10  [management controls to protect the confidentiality, 3 CRY-09
v
® integrity and availability of keys.
Restriction of access to archived keys to authorised personnel based Mechanisms exist to utilize the concept of least
Cryptographic K the principle of least privilege; ) ) ivilege, allowing only authorized «
CRY-11.01B.2 fyptographicKey | on the principle of least privilege: Functional | Intersects With Least Privilege |ac-3p |Privitege, allowing only authorized access to 3 1AC-21
Archival processes necessary to accomplish assigned tasks
in with business
Support of later recovery of information through archived keys; Mechanisms exist to ensure the availability of
Cryptographic Key . Cryptographic Key
CRY-11.01B.3 N Functional Intersects With CRY-10.3 formation in the event of the loss of cryptographic 5 CRY-09.3
Archival Loss or Change Hon
keys by individual users.
Cryptogranio Key | Retetion of archived keys only for as long as needed and secure Cryptogrannic K exist to facilitate ic key
CRY-11.01B.4 s :g :vp ILC ® | destruction afterwards; and Functional | Intersects With y': ographic (ey CRY-10  [management controls to protect the confidentiality, 3 CRY-09
renwa anagemen integrity and availability of keys.
Retention of archived keys only for as long as needed and secure Mechanisms exist to securely dispose of, destroy
c Ke and Digital & Non-Digital and/or erase digital and non-digital media when it is
CRY-11.01B.4 ! Y Functional | Intersects With |~ e DCH-17 rase del |Btal mecla when it 3 DCH-21
Archival Media Disposal no longer required, using organization-defined
h h Secure Controls Framework (SCF) 420172
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Logging of all activities related to the storage and recovery of archived Mechanisms exist to configure Technology Assets,
keys. Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:
(1) Establish what type of event occurred;
Cryptographic Key
CRY-11.01B5 podtil Functional | Intersects With | Content of Event Logs | MON-08 |(2) When (date and time) the event occurred; 3 MON-03
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success o failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The cloud service provider has documented and implemented exist to facilitate ey
Coyptographic key _|PTO6E0UTeS 1o oversee thetransiton o cyptographic keys, including management controls to protect the confidentiality,
ryptographic Key
CRYA2.018 i their movement nto and out o suspension. These procedures ensure. | o | CryptographicKey | oo intogrity and avalability of keys. R oRY.08
o« |tataltkey wansitions are thoroughty monitored, reviewed, and Management
nagemen approved to maintain security and comply with applicable laws and
The cloud service provider manages the use of compromised exist to facilitate ickey
CRYA3.01B Hendiingof | oryptographic keys to ensure they are only used in controlled Functional. | Intersectswitn | CPPROE@PRIeKey | o management controlsto protect the corfidentialiy, R oRY.08
Compromised Keys |circumstances and solely for decryption or verification (in case of Management integrity and avalability of keys.
signature keys), while complying with legal and regulatory
The cloud service provider notifies affected cloud service customers Mechanisms exist to timely-report incidents to
Handlingof | Without undue detay that their keys have been compromised and will Incigent Stakehotde applicable:
CRY-13.028 né no longer be used for encryption or signing. Functional | Intersects With 1del ‘ "| IRO-16  |(1) Internal stakeholders; 5 IRO-10
Compromised Keys Reporting )
(2) Affected clients & third-parties; and
(3) Regulatory
Seoure Dasctivation of | e cloUd sevice provider has documented and implemented Crvtoranio Ko exist to facilitate ey
CRY-14.01B to deactivate ic keys. These ensure | Functional | Intersects With | C"/Ptographic Key CRY-10  [management controls to protect the confidentiality, 5 CRY-09
Cryptographic Keys Management
that: integrity and availability of keys.
Expired keys are no longer used for encryption purposes, but may still ) exist to facilitate ey
Secure Deactivation of Cryptographic K
CRY-14.01B.1 ecure Deactivation of |, ' e d for decryption if necessary; Functional | Intersects With | Cr/Ptgraphic Key CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Cryptographic Keys Management
integrity and availability of keys.
Expired keys are no longer Used for signature creation, but may still be ) exist to facilitate ey
Secure Deactivation of Cryptographic K
CRY-14.01B.2 ecure Deactivation of| o i for signature verification; Functional | Intersects With | Cr/Ptographic Key CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Cryptographic Keys Management
integrity and availability of keys.
Seoure Desctivation of | DeaCtVated keys are eventually destroyed whn they are no longer Crvptogapnic Ko exist to facilitate ey
CRY-14.01B.3 required, with relevant metadata retained for auditing; and Functional | Intersects With | CTYPtographic Key CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Cryptographic Keys Management
integrity and availability of keys.
Deactivated keys are eventually destroyed when they are no longer Mechanisms exist to securely dispose of, destroy
Secure Deactivation of | required, with relevant metadata retained for auditing; and Digital & Non-Digital and/or erase digital and non-digital media when it is
CRY-14.01B3 Functional | Intersects With DCH-17 3 DCH-21
Cryptographic Keys Media Disposal no longer required, using organization-defined
procedures.
‘All actions related to key deactivation and destruction are recorded in Mechanisms exist to configure Technology Assets,
the key management system to maintain a detailed audit (og. Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:
Secure Deactivation of (1) Establish what type of event occurred;
CRY-14.01B.4 zc'"s‘ e"r“"aK‘“” © Functional | Intersects With | Content of Event Logs | MON-09 |(2) When (date and time) the event occurred; 3 MON-03
Typtographic Keys (3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
o < tor ro. | TPre-shared keys or wildoard certiicates are used, the cloud service CrtomamoK exist to facilitate ickey
CRY-15.01B equirements forbre- | . ider has and dedicated and | Functional | Intersectswith | CTYPtographicKey CRY-10 controls to protect the confidentiality, 3 CRY-09
Shared Keys . Management ' nirot
technical safeguards to ensure their secure use and provisioning. integrity and availability of keys.
o < tor ro. | TPre-shared keys or wildoard certiicates are used, the cloud service ‘Automated mechanisms exist to discover when new
CRY-15.01B e“";’:;':;‘ ::; " | provider has and dedicated and | Functional | Intersects With | Certificate Monitoring |  CRY-13 are issued for lled 3 CRY-12
v technical safeguards to ensure their secure use and provisioning. domains.
The cloud service provider has assessed the balance between Mechanisms exist to create recurring backups of
conducting backups of key material stored in a Hardware Security data, software and/or system images, as well as
Module (HSM) for key restoration and building redundancy or verify the integrity of these backups, to ensure the
Operational Gontinuity | cOmParable measures for securing keys to ensure operational availability of the data to satisfy Recovery Time
CRY-16.018 oo Y| continuity. This assessment includes evaluating the sk of key Functional | IntersectsWith | Data Backups BCD-24 |Objectives (RTOs) and Recovery Point Objectives 3 BCD-11
v Manag exposure if control over the key material is lost. Decisions regarding (RPOS).
whether to use the backups of keys or to establish redundancy are
documented, and the chosen measures are reviewed for their
i and compliance with legal and regulatory
The cloud service provider has assessed the balance between Mechanisms exist to ensure the availability of
conducting backups of key material stored in a Hardware Security information in the event of the loss of cryptographic
Module (HSM) for key restoration and building redundancy or keys by individual users.
Onerational Gonfiniy | coTParable measures for securing keys to ensure operational Cryptogrannio ke
CRY-16.018 P Y| continuity. This assessment includes evaluating the risk of key Functional | Intersects With | C/YPtOBr@PRICKeY | nay 103 5 CRY-09.3
for Key Management h e : ) Loss or Change
exposure if control over the key material is lost. Decisions regarding
whether to use the backups of keys or to establish redundancy are
documented, and the chosen measures are reviewed for their
and compliance with legal and regulatory
Omerationat Gonfinuity | PYoEedUTes for the recovery of lost or Gorrupted keys are in place. Crvtomranio Ko Mechanisms exist to ensure the availability of
CRY-16.02B P! Y Functional | Intersects With | C'PtO8™aPRIcKeY 1oy 10,3 |information in the event of the loss of cryptographic 8 CRY-09.3
for Key Management Loss or Change Hon
keys by individual users.
The cloud service provider has documented and implemented exist to facilitate ic key
Cryptographic Key ’ ) Cryptographic Key '
CRY-17.018 , procedures and technical safeguards to monitor and document the Functional | Intersects With CRY-10 | management controls to protect the confidentiality, 5 CRY-09
Lifecycle Management ‘ ) Management manae "
lifecyole of keys and materials. integrity and availability of keys.
The cloud service provider has documented and implemented Mechanisms exist to develop and maintain a
procedures and technical safeguards to monitor and document the Cryptographic Bill of Materials (CBOM) by analyzing
lifecycle of cryptographic keys and materials. h 's
Cryptographic Key . Cryptographic Bill of including:
CRY-17.018 Functional | Intersects With TDA21.1 3 75-04.2
Lifecycle Management Materials (CBOM) (1) Hardware; @
(2) Firmware;
(3) Software modules; and
“c ication protocols.
Crvmtomrannio Ky | AL KeYs except for ephemeral keys, the aforementioned safeguards Crmtomranio Ko exist to facilitate ey
CRY-17.02B ryptographicKey | e detailed records of each key from creation to destruction, Functional | Intersects With | C"/Ptographic Key CRY-10  [management controls to protect the confidentiality, 3 CRY-09
Lifecycle Management Management manag
including any status changes. integrity and availability of keys.
Inthe case that external key management systems (KMS) are Mechanisms exist to maintain control of
Usage of External Key | MEEFated intothe service, the cloud service provider ensures that the External System cryptographic keys for encrypted material stored or
X
CRY-18.018 | %980 P " I procedures and technical safeguards for the usage of external key Functional | Intersects With | CryptographicKey | CRY-10.7 |transmitted through an external system. 5 CRY-09.7
© Y systems (KMS) The following aspects are Control
taken into account:
Inthe case that external key management systems (KMS) are Mechanisms exist to mitigate the risks associated
Usage of External Key | MEEFated intothe service, the cloud service provider ensures that the with third-party access to the organization's
X
CRY-18.018 | 5980 P " I procedures and technical safeguards for the usage of external key Functional | Intersects With | Third-Party Services | TPM-12 |Technology Assets, Applications, Services and/or 3 TPM-04
© Y systems (KMS) The following aspects are Data (TAASD).
taken into account:
The external KMS have recognised security certifications that reflect Mechanisms exist to obtain an attestation from an
the state of the art to comply with legal, regulatory and contractual i Third-Party o
requirements; 3PAO) that provides assurance of conformity with
Usage of External Key | "¢9%" X Third-Party Attestation (3PAO) that prov v
CRY-18.01B.1 Functional | Intersects With TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
Management Systems (3PA) e :
obligations for security, compliance and resilience
controls, including any flow-down requirements to
nd
sogo of External Key | T IMteEration of the external KMS into the cloud nfrastruture s External System Mechanisms exist to maintain control of
CRY-18.01B.2 Ma"i eme:né slemys secure to ensure the confidentiality, integrity, and availability of the Functional | Intersects With | CryptographicKey | CRY-10.7 |cryptographic keys for encrypted material stored or 5 CRY-09.7
@ Y keys; Control itted through an external system.
eago of Extornal Key | SOt @65ESS control are implemented to ensure that only authorised Mechanisms exist to enforce Logical Access Control
CRY-18.01B.3 86 OTEXtOTNal KSY 1 sers and systems can access the keys (cf. IAM-01); Functional | Intersects With | Access Enforcement |  IAC-25  |(LAC) permissions that conform to the principle of 5 1AC-20
Management Systems . ! o
'least privilege."
h h Secure Controls Framework (SCF) 430f72
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Usage of External Key |PTOSe8UTes for the regular rotation and renewal of keys are defined and Cryptographic Ko exist to facilitate key
CRY-18.01B.4 g Y i to ensure the security of the keys (cf. CRY-07); Functional | Intersects With | C'YPtographic Key CRY-10 controls to protect the confidentiality, 5 CRY-09
Management Systems Management
integrity and availability of keys.
Allaccesses and operations on the external KMS are logged and Mechanisms exist to configure Technology Assets,
monitored to detect and respond to suspicious activities; and Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:
(1) Establish what type of event occurred;
Usage of External Key
CRY-18.01B.5 Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 5 MON-03
Management Systems
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The cloud service provider ensures that the external KMS is regularly ) Mechanisms exist to conduct software patching for
Usage of External Key ! Software & Firmware
CRY-18.01B.6 checked for vulnerabilities (cf. OPS-25) and updated (cf. OPS-28) to Functional | Intersects With VPM-08 |all deployed Technology Assets, Applications and/or 3 VPM-05
Management Systems Patching
meet current threats and Services (TAAS), including firmware.
Usage of Extermal Key | T Clowd service provider ensures that the external KMS is regularly Mechanisms exist to detect vulnerabilities and
CRY-18.01B.6 & Y | checked for vulnerabilities (cf. OPS-25) and updated (cf. OPS-28) to Functional | Intersects With | Vulnerability Scanning| ~ VPM-12 errors by routine scanning 5 VPM-06
Management Systems
meet current threats and of 5t d
ecure Handingor | T cloud service provider implements procedures and technical Mechanisms exist to ensure customers are provided
89" | safeguards to ensure the secure handling of cryptographic keys Third-Party with appropriate key management guidance
CRY-19.018 Customer Managed Functional | Intersects With CRY-10.6 5 CRY-09.6
P managed by cloud service customers. In these procedures, the Cryptographic Keys whenever cryptographic keys are shared.
v following aspects are considered:
Secure integration of customer-generated keys (‘Bring-Your-Own-Key’; Mechanisms exist to facilitate the secure distribution
Secure Handling of | 55114 the cloud environment; Control &D tric and Keys
CRY-19.01B.1 Customer Managed g Functional | Intersects With ! CRY-10.4 ' ' 3 CRY-09.4
. of Cryptographic Keys using industry recognized key management
eys
v and pro
Secure Handling of | Secure integration of customer-generated keys (‘Bring-Your-Own-Key’; Trapart Mechanisms exist to ensure customers are provided
CRY-19.01B.1 Customer Managed |BYOK) into the cloud environment; Functional | Intersects With | 1A CRY-10.6 |with appropriate key management guidance 5 CRY-09.6
Keys ryptographic Keys whenever keys are shared.
Logging of all activities related to customer-managed keys; and Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, ata
minimum:
Secure Handling of (1) Establish what type of event occurred;
CRY-19.01B.2 Customer Managed Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 5 MON-03
Keys (3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
Secure Handling of | Definition of access control mechanisms to enable that only Mechanisms exist to enforce Logical Access Control
CRY-19.01B.3 Customer Managed |authorised users can gain access to customer-managed keys. Functional | Intersects With | Access Enforcement | IAC-25  |(LAC) permissions that conform to the principle of 5 IAC-20
Keys "least privilege.”
o Communication | Objective: Ensure the protection of information in networks and the U S — A A A B
Security (COS) systems.
Based on the results of a risk assessment carried out according to OIS- Notwork Intrusion Mechanisms exist to monitor Network Intrusion
07, the cloud service provider has implemented technical safeguards et Detection / Prevention Systems (NIDS / NIPS)
etection & Prevention
€0s-01.018 Technical Safeguards |which are suitable to timely detect and respond to attacks on the Functional | terseots with | ** 00 1 (M| MON-23 - |technologies on crtcal systems, key network 5 MON-01.1
network of system components used for provisioning of the cloud v segments and network choke points.
NIPS) Monitoring
service.
Based on the results of a risk assessment carried out according to OIS- Mechanisms exist to employ Network Intrusion
07, the cloud service provider has implemented technical safeguards Network Intrusion Detection / Prevention Systems (NIDS/NIPS) to
€0s-01.018 Technical Safeguards |which are suitable to timely detect and respond to attacks on the Functional | Intersects With | Detection / Prevention |  NET-31 | detect and/or prevent intrusions into the network. 5 NET-08
network of system components used for provisioning of the cloud Systems (NIDS / NIPS)
service.
For these technical safeguards, preventive and protective measures are Mechanisms exist to implement security functions as
implemented at multiple tiers (defence in depth) within the cloud Defense-in-Denth a layered structure minimizing interactions between
efense-In-Dej
€0s-01.028 Technical Safeguards | senvice to mitigate th sk of breaching the deployed defensive system. | - Functional | Intersects With | - "% 5125 o | A0 |iayers of the design and avoiding any dependence by 5 SEA-03
This includes network-based cyber attacks such as: lower layers on the functionality or correctness of
higher layers.
‘Attacks on the basis of iregular incoming or outgoing traffic patterns; Inbound & Outbound Mechanisms exist to continuously monitor inbound
C0S-01.028.1 | Technical Safeguards Functional | IntersectsWith | Communications | MON-22 |and outbound communications traffic for unusual or 5 MON-01.3
Traffic activities or conditions.
005010262 | Tachnical Safoguards | D/°110Uted Denial-of-Service (DDoS) attacks; Functional | inerseots witn |PeMaLorSenvice 0o8)| 0 7 Automated mechanisms exist to protect against or . Nero21
Protection limit the effects of denial of service attacks.
Spoofing attacks; Replay-R tto employ replay-
C0S-01.02B.3 Technical Safeguards | >P0°fn8 attacks Functional | Intersects With P! IAc-03.1 | "o existto employ replay 3 1AC-02.2
Spoofing attacks; Network Intrusion Mechanisms exist to employ Network Intrusion
C0S-01.0283 | Technical Safeguards Functional | Intersects With | Detection / Prevention |  NET-31 |Detection / Prevention Systems (NIDS/NIPS) to 3 NET-08
Systems (NIDS / NIPS) detect and/or prevent intrusions into the network.
Code injection attacks; - Mechanisms exist to deploy Web Application
Web Application !
C0S-01.0284 | Technical Safeguards Functional | Intersects With | (2> "PF B8/ NET-34 |Firewalls (WAFs) to provide defense-in-depth 5 WEB-03
rewall (WAR) for pecific threats.
Code injection attacks; Mechanisms exist to utilize testing methods to
Malformed Input ensure Technology Assets, Applications and/or
COS-01.02B.4 | Technical Safeguards Functional | Intersects With TDA17.3 3 TDA-09.4
Testing Services (TAAS) continue to operate as intended
when subject to invalid or inputs onits
DNS tunneling; and Mechanisms exist to force Internet-bound network
NS & Content raffc through a proxy device (e.g, Policy
C0S-01.0285 | Technical Safeguards Functional | Intersects With i~ NET-17 |Enforcement Point (PEP)) for URL content filtering 5 NET-18
tering and DN filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
10T attacks targeting devices within a network. Embedded Technology Mechanisms exist to facilitate the implementation of
COS-01.0286 | Technical Safeguards Functional | Intersects With ° EMB-02 3 EMB-01
Security Program controls.
loT attacks targeting devices within a network. Network Intrusion Mechanisms exist to employ Network Intrusion
COS-01.028.6 | Technical Safeguards Functional | Intersects With | Detection / Prevention | ~ NET-31 |Detection / Prevention Systems (NIDS/NIPS) to 3 NET-08
Systems (NIDS / NIPS) detect and/or prevent intrusions into the network.
Data from technical (cloud . Mechanisms exist to utilize a Security Incident Event
i Centralized Collection
service provider data) is fed into the organisation’s SIEM system (cf. A Manager (SIEM), or similar automated tool, to
v
€0s-01.038 Technical Safeguards | OPS-13), 50 that (counter-) measures regarding correlating events can | Functional | Intersects With | (> “¥e'" %% % | MON-05  [support the centralized collection of event logs and 5 MON-02
be initiated. The and v security-relevant telemetry.
Telemetry
provided in with SP-01..
Technical safeguards ensure that no unknown (physical or virtual) Automated mechanisms exist to employ Network
devices join the cloud service provider's (physical or virtual) network. Network Access Access Control (NAC), or a similar technology, which
w
COS-01.01AC | Technical Safeguards Functional | Intersects witn | " CHOTH R NET-16  |is capable of detecting unauthorized devices and 8 AST-02.5
disable network access to those unauthorized
devices.
Security Specific security designed, and provided Mechanisms exist to develop, govern & update
cosoaois | PO inthe |for establishi within the cloud service provider's Functional | intersectewitn | Network Security NET02 tofacilitate the i ion of s NETor
-02. . ’ uncti i g ) g
Cloud Service | network. The security requirements define for the cloud service Controls (NSC) Network Security Controls (NSC).
Provider's Network _|provider's area of responsibility:
Specific security requirements are designed, documented and provided Mechanisms exist to implement security functions as
Security Requirements h )
for Connections in the for establishing connections within the cloud service provider’s Defense-In-Depth a layered structure minimizing interactions between
€05-02.018 o S T |netuwork. The security requirements define o the cloud service Functional | tersects with | =S BP0 | SEA08  layers o the design and avoiding any dopendence by 3 NET-02
i i i
v provider's area of responsibility: Y lower layers on the functionality or correctness of
Provider's Network :
higher layers.
In which cases the security zones are to be separated and in which Mechanisms exist to ensure multi-tenant owned or
Security Requirements "
e | cases cloud service customers are to be logically or physically Multi-Tenant managed assets (physical and virtual) are designed
€08-02.01B.1 separated; Functional | Intersects With CLD-07  |and governed such that provider and customer 3 cLD-06
Cloud Service Environments
(tenant) user access is appropriately segmented
Provider's Network
from other tenant users.
Security Requirements | In which cases the security zones are to be separated and in which Mechanisms exist to implement network
C0s.02.018.1 | for Connections inthe |cases cloud service customers are to be logically or physically Functional | intersets witn |NEtork NET06 within network toisolate s N0
CloudService  |separated; Assets, and/or Services
Provider’s Network (TAAS) from other network resources.
h heory pp Secure Controls Framework (SCF) 440172
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Security Which and which network and Mechanisms exist to configure Technology Assets,
for C inthe rotocols are permitted in each case; Applications and/or Services (TAAS) to provide onl
€05-02.018.2 P P Functional | Intersects With | Least Functionality | CFG-03 |""" (TAAS) top Y 3 CFG-03
Cloud Service essential capabilities by specifically prohibiting or
Provider's Network restricting the use of ports, protocols, and/or
Security Which and which network and Dota Flow Mechanisms exist to implement and govern Access
c tocols ar :
coso20182 | inthe permitted in each case; Functional | Intersects With | Enforcement - Access |  NET-04 | OOl Lists (ACLS) o provide data flow ) 5 NET-04
Cloud Service enforcement that explicitly restrict network traffic to
. Control Lists (ACLs)
Provider’s Network only what is authorized
How the data traffic for administration and monitoring is separated Automated mechanisms exist to separate network
Security Requirements | from each on network level; appliance functions (e.g., management, control and
for Connections in the Network Device Pl data planes) to prevent ordinary traffic fro
C0S-02.01B.3 o etonsin Functional | Intersects With | o vor< DeViCEPIANS | ey og planes)to prevent ordinary traffic from 5 NET-06.8
Cloud Service Segmentation accessing functions that:
Provider's Network (1) Manage network appliances; and/or
(2) Affect network operations.
Security Requirements | How office networks are secured with firewalls and secure WIFI Wiretess Aco Mechanisms exist to protect the confidentiality and
i ess
for Connections in the | configurations as well as VPN for remote access; tegrity of wireless networking technologies b
C0S-02.01B.4 o etonsin onfigurations as well as rrem Functional | Intersects With |  Authentication & CFG-04.g |IMteBity of wirt tworking technologles by 3 CRY-07
Cloud Service A and strong encryption
Provider's Network vetion
Security Requirements | How office networks are secured with firewalls and secure WIFI Mechanisms exist to monitor and control
for Connections in the | configurations as well as VPN for remote access; communications at the external network boundary
€05-02.01B.4 Functional | Intersects With | Boundary Protection |  NET-03 5 NET-03
Cloud Service and at key internal boundaries within the network.
Provider's Network
Security Requirements | How office networks are secured with firewalls and secure WIFI Mechanisms exist to define, control and review
for Connections in the | configurations as well as VPN for remote access; organization-approved, secure remote access
C0S-02.01B.4 o etonsin onfigurations as well as rrem Functional | IntersectsWith |  Remote Access NET-26 | CrBAnization-approved, secure rem . 3 NET-14
Cloud Service methods.
Provider's Network
Security Which internal, cross-p is permitted; and Data Flow Mechanisms exist to implement and govern Access
for Connections in the Control Lists (ACLs) to provide data flow
€05-02.018.5 Functional | Intersects With | Enforcement - Access | NET-04 3 NET-04
Cloud Service ; enforcement that explicitly restrict network traffic to
Control Lists (ACLs) ’
Provider's Network only what is authori
Security Which i is allowed. ota o Mechanisms exist to implement and govern Access
w
for Connections in the Control Lists (ACLs) to provide data flo
C0S-02.01B.6 o etonsin Functional | Intersects With | Enforcement - Access |  NET-04 ntrol Lists (ACLs) to provide W 3 NET-04
Cloud Service e o, that explicitly restrict network traffic to
Provider's Network rotLists (ACLs) only what is authorized
Which cross-network communication s allowed. exist to authorize from
systems to other systems using Interconnection
Security Requirements ! Security Agreements (ISAs), or similar methods, that
for Connections in the Interconnection document, for each interconnection:
C0S-02.01B.6 Functional | Intersects With | Security Agreements NET-05 ’ : 3 NET-05
Cloud Service {15 (1) Interface characteristics;
Provider's Network (2) Security, compliance and resilience
requirements; and;
(3) The nature of the
Monitoringof | The cloud service provider distinguishes between trusted and untrusted Mechanisms exist to limit the number of concurrent
Connections inthe | networks. Based on a risk assessment according to OIS-07, these are Limit Network external network connections toits Technology
€05-03.018 Functional | Intersects With NET-08.1 3 NET-03.1
CloudService  |separatedinto different security zones for internal and external network Connections Assets, Applications and/or Services (TAAS).
Provider's Network _|areas (and DMZ, if
Monitoringof | The cloud service provider distinguishes between trusted and untrusted Mechanisms exist to implement network
005.03.018 Gonnections in the | networks. Based on a sk assessment according to 01S-07, theseare | o f o Network NET06 within network oisolate R NET08
CloudService |separated into different security zones for internal and external network Assets, and/or Services
Provider's Network _|areas (and DMZ, if (TAAS) from other network resources.
Monitoringof | The cloud service provider distinguishes between trusted and untrusted exist to utilize a D Zone
Connections inthe | networks. Based on a risk assessment according to OIS-07, these are Denmilitarized Zones (DM2) to restrict inbound traffic to authorized
€05-03.018 Functional | Intersects With NET-33 5 WEB-02
CloudService  |separatedinto different security zones for internal and external network (oM2) Technology Assets, Applications and/or Services
Provider's Network _|areas (and DMZ, if (TAAS) on certain services, protocols and ports.
Monitoringof | Physical and virtualised network environments are designed and I nbound & Outbouna Mechanisms exist to continuously monitor inbound
Connections in the | configured to restrict and monitor the established connection to noound A SuBoun and outbound communications traffic for unusual or
€05-03.028 ’ ) Functional | Intersects With | Communications | MON-22 ‘ e : 3 MON-01.3
CloudService |trusted or untrusted networks according to the defined security i unauthorized activities or conditions.
Provider's Network (cf. COS-02). rame
Monitoringof | Physical and virtualised network environments are designed and Mechanisms exist to monitor and control
Connections in the | configured to restrict and monitor the established connection to communications at the external network boundar
€05-03.028 : © Functional | Intersects With | Boundary Protection |  NET-03 Y 5 NET-03
CloudService |trusted or untrusted networks according to the defined security and at key internal boundaries within the network.
Provider's Network (cf. COS-02).
Montormgof | e cloud service provider ensures that the configuration of networks Mechanisms exist to regularly review Technology
onitoring o
Co""ewmsgin the | matehes the security requirements (of. COS-02). The cloud service Functional Review Of Assets, Applications and/or Services (TAAS) for
€05-03.038 A provider reviews at least annually and in case of significant changes to | Functional | Intersects With | Security, C CPL05.1 toth ization's security, 5 CPL-03.2
oud Service
Provioars Notuork |t cloud service the design and implementation of the configuration of &Resilience Controls and/or resilience policies and standards.
the with regard to the defined security requirements.
Montormgof | e cloud sevice provider ensures that the configuration of networks Mechanisms exist to develop, govern & update
8 matches the security requirements (cf. COS-02). The cloud service ) tofacilitate the of
Connections in the ol Network Security
€05-03.038 A provider reviews atleast annually and in case of significant changesto | Functional | Intersects With | ' ° " S0 NET-02 |Network Security Controls (NSC). 3 NET-01
oUASeIVICE ¢ cloud service the design and implementation of the configuration of ontrols (NSC)
Provider's Network '
the with regard to the defined security requirements.
Identified vulnerabilities and deviations are subject to risk assessment Mechanisms exist to conduct recurring assessments
Monitoringof |in accordance with the risk management procedure (cf. OIS-07) and of risk that includes the likelihood and magnitude of
Connections in the | follow-up measures are defined and tracked (cf. OPS-18). harm, from unauthorized access, use, disclosure,
€05-03.048 . i { ) Functional | Intersects With |  Risk Assessment Rsk-13 [T : 3 RSK-04
Cloud Service disruption, modification or destruction of the
Provider's Network ization's Assets,
Services and/or Data (TAASD).
Monitoringof | Identified vulnerabilities and deviations are subject to risk assessment exist to ensure that ilities are
inthe |in with the risk procedure (cf. OIS-07) and Vulnerability properly identified, tracked and remediated.
€05-03.048 Functional | Intersects With VPM-06 3 VPM-02
Cloud Service  |follow-up measures are defined and tracked (cf. OPS-18). unctional | Intersects WIth | g mediation Process
Provider's Network
Montormgo | AtsPecified intervals, the business justification for using all services, existto review
onitoring o
8 protocols, and ports is reviewed. The review also includes the o Assets, Applications and/or Services (TAAS)
Connections inthe | Periodic Configuration i °
€05-03.058 e oo [iustifications for compensatory measures for the use of protocols that |~ Functional | Intersects With P CFG-08  |configurations to identify and disable unnecessary 5 CFG-03.1
. are considered insecure. and/or non-secure functions, ports, protocols and
Provider's Network A
services.
Montormger | At sPecified intervals, the business justification for using all services, Mechanisms exist to require developers and/or
Connewm: e |Protocols, and ports s roviewed. The review also includes the Identification & process owners to identify, document and justify the
i
€05-03.058 e oo [iustifications for compensatory measures for the use of protocols that |~ Functional | Intersects With | Justfication of Ports, | TDA-08.4 |business need for the ports, protacols and othr 5 TDA-02.5
. are considered insecure. Protocols & Services services necessary to operate their technology
Provider's Network
solutions.
Each network perimeter is controlled by security gateways. Mechanisms exist to monitor and control
COS-04.01B  |Cross-Network Access Functional | Intersects With | Boundary Protection | NET-03 |communications at the external network boundary 8 NET-03
and at key internal within the network.
The system access authorisation for cross-network access is based on exist to authorize from
a security assessment based on the requirements of the cloud service systems to other systems using Interconnection
customers. ! Security Agreements (ISAs), or similar methods, that
nterconnection document, for each interconnection:
C0S-04.028 Cross-Network Access Functional [ Intersects With | Security Agreements NET-05 ’ : 5 NET-05
Shey (1) Interface characteristics;
(2) Security, compliance and resilience
requirements; and;
(3) The nature of the
COS-04.01AS, sharpening COS-04.018 Mechanisms exist to monitor and control
COS-04.01AS  |Cross-Network Access | Each network perimeter is controlled by redundant and highly available |  Functional | Intersects With | Boundary Protection | NET-03  |communications at the external network boundary 5 NET-03
security gateways. and at key internal within the network.
There are separate networks for the administrative management of the Automated mechanisms exist to enforce Multi-Factor|
infrastructure and for the operation of management consoles. These Authentication (MFA) for:
networks are logically or physically separated from the cloud service (1) Remote network access;
Networks for | customer's network and protected from unauthorised access by multi- ) Multi-Factor (2) Third-party Technology Assets, Applications
€05-05.018 Functional | Intersects With 1AC-37 5 IAC-06
Administration | factor authentication (cf. IAM-08). Authentication (MFA) and/or Services (TAAS); and/ or
(8) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
h h Secure Controls Framework (SCF) 450172
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There are separate networks for the administrative management of the Mechanisms exist to isolate sensitive and/or
i and for the operation of management consoles. These regulated data enclaves (secure zones) from
Networksfor | networks are logically or physically separated from the cloud service Segregation From corporate-provided IT resources by providing enclave
€05-05.018 e ™ glcatly or physically sep " ue semt Functional | Intersects With 8o NET-g.2 |SOTPOTate-provided 1T resourees by providing 3 NET-06.4
Administration | customer’s network and protected from unauthorised access by multi- Enterprise Services specific IT services (e.g., directory services, DNS,
factor authentication (cf. 1AM-08). NTP, ITAM, antimalware and patch management) to
those isolated network segments.
There are separate networks for the administrative management of the ‘Automated mechanisms exist to separate network
and for the op of consoles. These appliance functions (e.g., management, control and
Networks for | networks are logically or physically separated from the cloud service Network Device Plane data planes) to prevent ordinary traffic from
€05-05.018 Functional | Intersects With NET-09 5 NET-06.8
Administration | customer’s network and protected from unauthorised access by multi- Segmentation accessing functions that:
factor authentication (cf. IAM-08). (1) Manage network appliances; and/or
(2) Affect network
Networks used by the cloud service provider to create, migrate or Mechanisms exist to ensure multi-tenant owned or
Networks o orchestrate compute workloads (e.g. virtual machines, containers, Mutti-Tenant managed assets (physical and virtual) are designed
works for ulti-Tes
€05-05.028 . functions) are physically or logically separated from tenant networks. |  Functional | Intersects With CLD-07  |and governed such that provider and customer 3 cLD-06
Administration Environments
(tenant) user access is appropriately segmented
from other tenant users.
Networks used by the cloud service provider to create, migrate or Automated mechanisms exist to separate network
orchestrate compute workloads (e.g. virtual machines, containers, appliance functions (e.g., management, control and
Networks for functions) are physically or logically separated from tenant networks. Network Device Pla data planes) to prevent ordinary traffic fro
€05-05.028 orks ot unetions) are physically or logieally separated from te or Functional | Intersects With | | o < Dorce MANS | NET. 09 planes) to prevent ordinary traffic from 5 NET-06.8
Administration Segmentation accessing functions that:
(1) Manage network appliances; and/or
(2) Affect network operations.
If there is no physical separation between the administration networks Cryptographic mechanisms exist to protect the
Networks for Non-Console
C0S-05.01AC . and other networks, the administration network traffic uses state of the | Functional | Intersects With - CFG-04.7 andintegrity of 1 5 CRY-06
Administration Administrative Access
art encryption (cf. CRY-01). access.
If there is no physical separation between the administration networks ‘Automated mechanisms exist to separate network
and other networks, the administration network traffic uses state of the appliance functions (e.g., management, control and
Networks for | art encryption (cf. CRY-01). Network Device Plane data planes) to prevent ordinary traffic from
C0S-05.01AC Functional | Intersects With NET-09 3 NET-06.8
Administration Segmentation accessing functions that:
(1) Manage network appliances; and/or
(2) Affect network
Cloud service customer data traffic in jointly used network Mechanisms exist to ensure multi-tenant owned or
Separation of Data | environments is separated on network level according to a documented Mutti-Tenant managed assets (physical and virtual) are designed
ulti-Tes
€05-06.018 Traffic in Jointly Used |framework to ensure the confidentiality and integrity of the data Functional | InterseotsWith | 4 1enar CLD-07  |and governed such that provider and customer 5 cLD-06
Network Environments [transmitted. (tenant) user access is appropriately segmented
from other tenant users.
Cloud service customer data traffic in jointly used network Mechanisms exist to implement network
Separation of Data | - ¢ " )
environments is separated on network level according to a documented Network within network toisolate
€05-06.018 Traffic in Jointly Used Functional | Intersects With NET-06 5 NET-06
framework to ensure the confidentiality and integrity of the data Assets, and/or Services
Network Environments ’
(TAAS) from other network resources.
Separation of Data | In the case of 1aaS/Paa, the secure separation is ensured by erorvmting Data Cryptographic mechanisms exist to prevent the
nerypting Data In
COS-06.01AC | Trafficin Jointly Used |physically separated networks or by means of state of the art Functional | Intersects With e CRY-05  [unauthorized disclosure of data in transit. 5 CRY-03
Network Environments |encryption in with logical network separation or
In the case of 1aaS/Paas, the secure separation s ensured by Mechanisms exist to implement network
Separation of Data ey separated networks or by means of state of the art Network within network toisolate
C08-06.01AC Traffic in Jointly Used [P™Y° /0 Y separated ne Y Functional | Intersects With NET-06 ° 5 NET-06
encryption in combination with logical network separation or Assets, and/or Services
Network Environments
(TAAS) from other network resources.
The documentation of the logical structure of the network used to Mechanisms exist to maintain network architecture
provide or operate the cloud service s traceable and up-to-date, in diagrams that:
order to avoid administrative errors during live operation and to ensure : (1) Contain sufficient detail to assess the security of
! " Network Diagrams & °
Documentation of the [timely recovery in the event of incidents in accordance with contractual the network's architecture;
€0s-07.018 Functional | Intersects With | Data Flow Diagrams |  AST-17 8 AST-04
Network Topology | obligations. The documentation shows: Do (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
How the subnets are allocated; Mechanisms exist to maintain network architecture
diagrams that:
— o |1t
€08-07.01B.1 ccumentation of the Functional | Intersects With | Data Flow Diagrams |  AST-17 g 5 AST-04
Network Topology (orDe) (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
How the network is zoned and segmented; Mechanisms exist to maintain network architecture
diagrams that:
o o |1ttt s
C05-07.01B.2 ocumentation of the Functional | Intersects With | Data Flow Diagrams | AST-17 g 5 AST-04
Network Topology (orDe) (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
How the network is zoned and segmented; Mechanisms exist to implement network
Documentation of the Network within network toisolate
€05-07.01B.2 Functional | Intersects With NET-06 ' 3 NET-06
Network Topology Assets, and/or Services
(TAAS) from other network resources.
How the network connects with third party and public networks; and Mechanisms exist to maintain network architecture
diagrams that:
(1) Contain sufficient detail to assess the security of
Documentation of th Network Diagrams & the network's architecture;
C08-07.018.3 ocumentation of the Functional | Intersects With | Data Flow Diagrams | AST-17 : 5 AST-04
Network Topology (oFon (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
How the data flows between different subnets and system components Mechanisms exist to maintain network architecture
within the network to support the management, monitoring and diagrams that:
analysis of the network. : (1) Contain sufficient detail to assess the security of
Documentation of the Network Diagrams & the network's architecture:
i 3
€05-07.018.4 Functional | Intersects With | Data Flow Diagrams |  AST-17 5 AST-04
Network Topology DFDS) (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
How the data flows between different subnets and system components Mechanisms exist to create and maintain a map of
Documentation of the |within the network to support the management, monitoring and ) Technology Assets, Applications and/or Services
C08-07.018.4 PP & d Functional | Intersects With | Data Action Mapping | AST-17.2 8y - APP 3 AST-02.8
Network Topology | analysis of the network. (TAAS) where sensitive and/or regulated data is
stored, or processed.
The partitions, regions, zones or location in which the cloud service, Mechanisms exist to maintain network architecture
customer data is stored are indicated. diagrams that:
1) Contain sufficient detail to assess the security of
Documentation of the Network Disgrams & ‘(h)e network's architecture; Y
€05-07.028 Functional | Intersects With | Data Flow Diagrams |  AST-17 g 3 AST-04
Network Topology oo (2) Reflect the current architecture of the network
environment; and
(8) Document all sensitive and/or regulated data
flows.
The partitions, regions, zones or location in which the cloud service, Seotoeation Mechanisms exist to control the location of
i
Documantation of the |CUStoMer data s stored are indicated. e o Technology Assets, Applications and/or Services
€05-07.028 Functional | Intersects With aure DCH-30.1 |(TAAS) processing and/or storage based on business 5 cLp-0s
Network Topology Processing, Storage -
requirements that includes statutory, regulatory and
and Senvice Locations :
h heory pp Secure Controls Framework (SCF) 460172
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The cloud service provider establishes and maintains an accurate Mechanisms exist to perform inventories of
on of the technical and logical structure of the cloud Technology Assets, Applications, Services and/or
service provider's systems based on the network topology Data (TAASD) that:
documentation and the asset inventory (cf. AM-02). The documentation (1) Acourately reflects the current TAASD in use;
includes the system components that provide security functions and (2) Identifies authorized software products, including
o tation o the | e SYStem components that host the corresponding cloud service business justification detals;
ocumentation of the
€0s-07.038 o o |customer data and cloud service derived data, or provide sensitive Functional | Intersects With |  Asset Inventories AST-04  |(3)Is at the level of granularity deemed necessary for 3 AST-02
g
work TopologY 1 nctions. tracking and reporting
(4) Includes organization-defined information
deemed necessary to achieve effective property
accountability; and
(5)1s available for review and audit by designated
personnel.
The cloud service provider establishes and maintains an accurate Mechanisms exist to maintain network architecture
representation of the technical and logical structure of the cloud diagrams that:
service provider's systems based on the network topology : (1) Contain sufficient detail to assess the security of
! Network Diagrams & °
Documentation of the |documentation and the asset inventory (cf. AM-02). The documentation the network's architecture;
€05-07.038 Functional | Intersects With | Data Flow Diagrams |  AST-17 5 AST-04
Network Topology  |includes the system components that provide security functions and oFDn (2) Reflect the current architecture of the network
the system components that host the corresponding cloud service environment; and
customer data and cloud service derived data, or provide sensitive (3) Document all sensitive and/or regulated data
functions. flows.
The network topology documentation is reviewed at least once a year. Mechanisms exist to maintain network architecture
Timely and appropriate remediation measures address any deviations diagrams that:
. o identified during the review. Network Diagrams & 1(:‘ )e ?\::\:va;:‘ks::rlz::‘e( :j:yl to assess the security of
€05-07.048 ccumentation of the Functional | Intersects With | Data Flow Diagrams | AST-17 g 5 AST-04
Network Topology oFDn (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data
flows.
Policies and procedures with technical and organisational safeguards Mechanisms exist to establish, maintain and
in order to protect the transmission of cloud service customer data, disseminate policies, standards and procedures
cloud service derived data, cloud service provider data and account Publishing Security, necessary for secure, compliant and resilient
Policies for Data | data against unauthorised interception, manipulation, copying, Compliance & i
€05-08.018 onles for Data & P P PYIne, Functional | Intersects With omp 1ance GOV-04 3 Gov-02
T or malware intrusion are Resilience
documented, communicated and provided according to SP-01. The Documentation
policies and procedures establish a reference to the asset
and labelling (cf. AM-09) and
Policies and procedures with technical and organisational safeguards c existto
in order to protect the transmission of cloud service customer data, strong cryptography and security protocols to
cloud service derived data, cloud service provider data and account safeguard sensitive and/or regulated data during
Policies for Data | data against unauthorised interception, manipulation, copying, Safeguarding Dat transmission over open, public networks.
€05-08.018 oneles for Data & P P PYine, Functional | Intersects With | >orce-ardingbata | er 57 pen.p 5 NET-12
T or malware intrusion are Over Open Networks
documented, communicated and provided according to SP-01. The
policies and procedures establish a reference to the asset
i and labelling (cf. AM-09) and
Technical safeguards outlined in the documented policies and Mechanisms exist to regularly review Technology
) Functional Review Of
Policies for Data to protect the of data are and Assets, Applications and/or Services (TAAS) for
€05-08.028 Functional | Intersects With | Security, Compliance | CPL-05.1 3 CPL03.2
Transmission | reviewed regularly, as well as in case of significant changes to the > dh toth security,
. &Resilience Controls : f
cloud service. and/or resilience policies and standards.
Technical safeguards outlined in the documented policies and G existtol
C05-08.028 Policies for Data to protect the of data are and Functional | Intersects witn | _>2feguarding Data NET.37  |StrOné crvptography and security protocols to 5 NET-12
Transmission | reviewed regularly, as well as in case of significant changes to the Over Open Networks safeguard sensitive and/or regulated data during
cloud service. over open, public networks.
Objective: Enable the abilty to access the cloud service via other cloud
Portabilityand | services or IT systems of the cloud service customers, to obtain the ) o
5.10 Functional ~ | No Relationship N/A N/A N/A )
Interoperability (PI) ~[stored data at the end of the contractual relationship and to securely
delete it from the cloud service provider.
For inbound and outbound interfaces through which the cloud service Mechanisms exist to ensure cloud providers use
oLotoTB Safety of Input and | oan be accessed by other cloud services or IT systems of loud service | o | Data Handling & Olbog |sectreprotocols for the import, export and R 07
Output Interfaces | customers, the cloud service provider designs, implements and Portability management of data in cloud-based Technology
controls regarding the following aspeots: Assets, and/or Services (TAAS).
For inbound and outbound interfaces through which the cloud service otication Mechanisms exist to ensure support for secure
i
Safety of Input and | can be accessed by other cloud services or IT systems of cloud service i Pp! interoperability between components with
PI-01.018 h Functional | Intersects With |Programming Interface| ~NET-35 5 cLD-04
Output Interfaces the cloud service provider designs, implements and U Application Programming Interfaces (APIs).
controls regarding the following aspects: 4
The use of i protocols for i Mechanisms exist to ensure cloud providers use
LototB Safety of Input and | between different application nterfaces to ensure the confidentiality | | Data Handling & lbog |sectreprotocols for the import, export and R 07
OutputInterfaces | and integrity of the transmitted information according to its protection Portability management of data in cloud-based Technology
needs, and the adequate of the user; Assets, and/or Services (TAAS).
The use of i protocols for Cryptographic mechanisms exist to prevent the
Safety of Inputand | between different application interfaces to ensure the confidentiality ) Encrypting Data In unauthorized disclosure of data in transit.
PL-01.01B.1 ; Functional | Intersects With CRY-05 3 CRY-03
Output Interfaces | and integrity of the transmitted information according to its protection Transit
needs, and the adequate of the user;
o101 Safety of Inputand | The use of encryption according to CRY-02 n case of communication | = ™1~ = [ EnoryptingDataln | " |Cryptographic mechanisms exit to prevent the R oRr08
Output Interfaces _|over untrusted networks; Transit disclosure of data in transit.
The use of standardised data formats and common data processing exist to ensure ilty by
o101 Safety of Input and to facilitate Functional | intersects witn | Stendardized Clb.os |Feuiring cloud providers to use industry-recognized R ooos
Output Interfaces Virtualization Formats formats and provide documentation of custom
changes for review.
The implementation of mechanisms to validate data integrity and Mechanisms exist to create recurring backups of
establish backup and recovery processes to ensure data security and data, software and/or system images, as well as
o101 Safety of Inputand | reliability during exchange, usage and transfer; and Functional. | intersactsWith | Data Backups BCD.24 |Veri the ntegrity of these backups, o ensuro the R aco1
Output Interfaces availability of the data to satisfy Recovery Time
Objectives (RTOs) and Recovery Point Objectives
(RPOS).
The implementation of mechanisms to validate data integrity and Cryptographic mechanisms exist to detect
Safety of Input and " Integrity of Data In ° °
PL-01.01B.4 ! |estabiisn backup and recovery processes to ensure data securityand |~ Functional | Intersects With i CRY-06 |unauthorized changes to data in transit. 3 CRY-04
utpu - " 4
P reliability during exchange, usage and transfer; and
The provision of up-to-date information about the available Mechanisms exist to obtain, protect and distribute
communication protocols, as well as applicable data formats and data ini for Assts,
processing standards. Applications and/or Services (TAAS) that describe:
(1) Secure configuration, installation and operation
Safety of Input and Administrator
PL01.01B.5 Functional | Intersects With ‘ TDA-08.3 [of the TAAS; 3 TDA-04
Output Interfaces Documentation A
(2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of admini (e.£., privileged) functions.
The cloud service provider provides suitable technical means for Mechanisms exist to ensure cloud providers use
extracting cloud service customer data in accordance with the secure protocols for the import, export and
Safety of Inputand | aforementioned policies and procedures to the cloud service customer. ) Data Handling & of data in cloud-b
PI-01.02B N Functional Intersects With CLD-08 N 5 CLD-07
Output Interfaces | Where data volume, format, or architecture make a customer-driven Portability Assets, Applications and/or Services (TAAS).
extraction infeasible, the cloud service provider provides appropriate
extraction services to the cloud service customer.
The cloud service provider provides suitable technical means for Mechanisms exist to format exports of Personal Data
extracting cloud service customer data in accordance with the (PD) in a structured, machine-readable format that
Safety of Inputand | aforementioned policies and procedures to the cloud service customer. allows data subjects to transfer their PD to another
PI-01.028 v ot Inpu toned pofiet procedu 1€ STVICE CUSIOMEN- | ki nctional | Intersects With | Data Portability PRI-41 s data subl ransierthelr 3 PRI-06.6
Output Interfaces | Where data volume, format, or architecture make a customer-driven controller without hindrance.
extraction infeasible, the cloud service provider provides appropriate
services to the cloud service customer.
The cloud service provider sets up an application firewall to protect the Mechanisms exist to deploy Web Application
Safety of Input and ‘Web Application
PL01.01AC administration interfaces for cloud service customers that are Functional | Intersects With NET-34 |Firewalls (WAFs) to provide defense-in-depth 8 WEB-03
Output Interfaces ° Firewall (WAF) ) >Pro o
over public networks. or for ific threats.
The cloud service provides cloud service customers with interfaces for Mechanisms exist to facilitate the implementation of
custom identity providers to manage the authentication information of Identification and Access Management (IAM)
Safety of Inputand | users under the responsibility of the cloud service customer. These Identity & Access controls.
PI-01.02AC Functional | Intersects With 1AC-02 3 1AC-01
Output Interfaces are bya protocol to facilitate Management (IAM)
between the cloud service and the external identity
provider.
h h Secure Controls Framework (SCF) 470f72
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The interfaces are clearly documented to enable subject matter experts. Mechanisms exist to obtain, protect and distribute
of the cloud service customer to integrate their identity provider with ini for Assets,
the cloud service. Applications and/or Services (TAAS) that describe:
(1) Secure configuration, installation and operation
PI-01.03AC Safety of Input and Functional | Intersectswitn | Administrator TDA-08.3 [of the TAAS; 3 TDA-04
Output Interfaces Documentation A .
(2) Efective use and maintenance of security
features/functions; and
(8) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
In contractual agreements, the following aspects are defined for Mechanisms exist to ensure cloud providers use
PI-02.018 Agr;omn;r:l‘:::rl(he of eloud servics customer data following termination of Functional | Intersects With | D2t Handling & CLp-og |cecureprotocols forthe import, export and 3 CLD-07
the contractual relationship, insofar as these are applicable to the Portability of data in cloud-based
Provision ofData | cioud service: Assets, and/or Services (TAAS).
In contractual agreements, the following aspects are defined for Mechanisms exist to require contractual
Contractual | provisioning of cloud service customer data following termination of for applicable security,
PI-02.018 forthe |the insofar as these are applicable to the Functional | Intersects With | Tro-Partycontract | oy 1 | resilience requirements with third-parties, 5 TPM-05
Provision of Data | cloud service: Requirements reflecting the organization's needs to protect its
Assets, Services and/or
Contractual | P scope and format of the cloud service customer data the cloud Mechanisms exist to ensure cloud providers use
service provider provides to the cloud service customer; Data Handling & secure protocols for the import, export and
PI-02.01B.1 Agreements for the Functional | Intersects With cLp-08 3 cLp-07
e Dt Portability management of data in cloud-based Technology
Assets, and/or Services (TAAS).
Comtactant | Methods for delivering the data to the cloud service customer; Mechanisms exist to ensure cloud providers use
PI-02.01B.2 Agreements for the Functional | Intersects With | D2t Handling & CLp-og |cecureprotocols forthe import, export and 3 CLD-07
Portability of data in cloud-based
Provision of Data Assets, and/or Services (TAAS).
Conditions and time frames for cloud service customer data Mechanisms exist to require contractual
c the duration of th i for applicable security,
PI-02.01B.3 Agreements for the Functional | Intersects With | Tro-Partycontract | oy 10 | resilience requirements with third-parties, 3 TPM-05
Provision of Data Requirements reflecting the organization's needs to protect its
Assets, Services and/or
Right of termination of the contract and definition of the time frame Mechanisms exist to require contractual
Contractual | within which the cloud service provider makes the cloud service for applicable security,
PI-02.01B.4 Agreements forthe | customer data available to the cloud service customer after Functional | Intersects With | Tro-Party Contract | oy 1 | resilience requirements with third-parties, 3 TPM-05
Provision of Data | termination of the contract; Requirements reflecting the organization’s needs to protect its
Assets, Services and/or
Comtractual | Pefinition of the point in time as of which the cloud service provider Mechanisms exist to securely dispose of, destroy
makes the cloud service customer data inaccessible to the cloud Digital & Non-Digital and/or erase digital and non-digital media when it is
PI-02.01B.5 Agreements for the Functional | Intersects With DCH-17 3 DCH-21
o oty | service customer and deletes these after termination of the contract; Media Disposal o longer required, using organization-defined
procedures.
The cloud service ; and ions to Mechanisms exist to document and maintain a
cooperate for the provision of the cloud service customer data; and Responsible, Responsible, Accountable, Supportive, Consulted &
Contractual Accountable, oo
Informed (RASCI) matrix, or similar documentation,
PI-02.01B.6 Agreements for the Functional | Intersects With | Supportive, Consulted | TPM-11 3 TPM-05.4
e oty ntormed (VASCH) to delineate assignment for security, compliance and
resilience controls between internal stakeholders
Matrix and External Service Providers (ESPs).
Comtractual | Cloud service customer data remains the property of the cloud service existto d is
customer the entire Afterits assigned, documented and communicated.
PI-02.01B.7 Agreements for the Functional | Intersects With | Data Stewardship | DCH-06 3 DCH-01.1
Provision of Data termination, the data is once again the sole property and possession of
the cloud service customer.
The definitions are based on the needs of subject matter experts of Mechanisms exist to require contractual
Contractual | potential customers who assess the suitability of the cloud service with Third-Party Contract for applicable security,
PL-02.01B.8 Agreements forthe | regard to a dependency on the cloud service provider as wellas legal | Functional | Intersects With TPM-14  |and resilience requirements with third-parties, 3 TPM-05
Provision of Data | and regulatory requirements. Requirements reflecting the organization's needs to protect its
Technology Assets, Services and/or
The design of the aspects is based on legal and regulatory requirements. Mechanisms exist to facilitate the identification and
Contractual |in the environment of the cloud service provider. The cloud service Statutory, Reg! of relevant statutory, regulatory and
PI-02.01AC Agreements forthe | provider identifies the requirements regularly, at least once ayear, and | Functional | Intersects With | & Contractual CPL-02 [contractual controls. 5 cPL01
Provision of Data | checks these for actuality and adjusts the contractual agreements Compliance
The design of the aspects is based on legal and regulatory requirements. Mechanisms exist to require contractual
Contractual |in the environment of the cloud service provider. The cloud service Third-Party Contract for applicable security,
PI-02.01AC Agreements forthe | provider identifies the requirements regularly, at least once a year, and | Functional | Intersects With TPM-14  |and resilience requirements with third-parties, 3 TPM-05
Provision of Data | checks these for actuality and adjusts the contractual agreements Requirements reflecting the organization's needs to protect its
Technology Assets, Services and/or
The cloud service provider also provides cloud service derived data to Mechanisms exist to ensure cloud providers use
PI-02.02AC Agr:::mmer:::;];rl(he the cloud service customer upon termination of the contractual Functional | Intersectswith | D7t Handing & Glp-gg  [Secure protocols for the import, export and 3 cLp-07
relationship. The provision of this data is also defined in the contractual Portability management of data in cloud-based Technology
Provision of Data and includes the aspects specified in the basic criterion. Assets, and/or Services (TAAS).
The cloud service provider also provides cloud service derived data to Mechanisms exist to require contractual
Contractual | the cloud service customer upon termination of the contractual ) i for applicable security,
PI-02.02AC Agreements forthe | relationship. The provision of this data s also defined in the contractual| Functional | Intersects With | 1o PartyContract | oy 1) o d resilience requirements with third-parties, 3 TPM-05
Provision of Data | agreements and includes the aspects specified in the basic criterion. Requirements reflecting the organization's needs to protect its
Assets, Services and/or
The cloud service provider's procedures for deleting cloud service Mechanisms exist to securely dispose of, destroy
customer data, cloud service derived data and account data upon and/or erase digital and non-digital media when it is
03018 Secure Deletion of of the ensure owiththe | o | inersectswitn | DiEtOLENonDigital | |no longer required, using organization-defined R oCH21
Data (cf. PI-02). are only made if they are Media Disposal procedures.
required by a valid court order or needed for the fulfilment of known
future financial and legal
The cloud service provider's procedures for deleting cloud service Mechanisms exist to sanitize digital media with the
customer data, cloud service derived data and account data upon strength and integrity commensurate with the
Secure Deletion of of the ensure with the ) Digital Media classification o sensitivity of the information priot to
PI-03.018 Functional | Intersects With ‘ LISTRT I 3 DCH-08
Data (cf. PI-02). are only made if they are Sanitization disposal, release out of organizational control or
required by a valid court order or needed for the fulfilment of known release for reuse.
future financial and legal
The deletion procedures prevent recovery by forensic means that Mechanisms exist to sanitize digital media with the
N comply with the established rules of technology. - strength and integrity commensurate with the
PI-03.028 Secu'e;mm" of Functional | Intersects With Ds'g'm Media DCH-18  |classification or sensitivity of the information prior to 8 DCH-09
ata anitization disposal, release out of organizational control or
release for reuse.
The deletion of the cloud service customer data, cloud service derived Digital Media Mechanisms exist to supervise, track, document and
PI-03.038 Secure Deletion of |- and account data is documentedin a manner that enables the Functional | Intersects With Sanitization DCH-18.2 | verify digital media sanitization and disposal actions. 5 DCH-08.1
bata cloud service customer to obtain proof of the deletion of its data. D i
Procurement, | Objective: Ensure information security in the development cycle of
Development and cloud service system components.
5.11 Modification of Functional | No Relationship N/A N/A N/A o
Information Systems
(DEV)
Policies and procedures with technical and organisational measures existto hanges to
Policies forthe | for the secure development of system components of the cloud service Assets, Applications and/or Services (TAAS) within
are i and provided in with SP- . Sec,“re Development the Secure Development Life Cycle (SDLC) are
DEV-01.01B . Functional Intersects With Life Cycle (SDLC) PRM-07 5 PRM-07
ment of System 01. The policies and procedures contain guidelines for the entire life Management controlled through formal change control
Components  [cycle of the cloud service and are based on recognised standards and procedures.
methods with regard to the following aspects:
Policies and procedures with technical and organisational measures Mechanisms exist to develop applications based on
Policies forthe |for the secure development of system components of the cloud service Secure Software Development Practices (SSDP).
are and provided in with SP- Secure Software
DEV-01.018 ° ° it Functional | Intersects With Development TDA-05 5 TDA-06
ment of System  [01. The policies and procedures contain guidelines for the entire life orativon (S9OP)
Components | cycle of the cloud service and are based on recognised standards and
methods with regard to the following aspects:
Security and quality in software development (requirements, design, Mechanisms exist to facilitate the implementation of
Policies forthe  |implementation, testing and verification), including the existence of a industry-recognized security, compliance and
DEv-01.018.1 | Pevelopment/Procure [security by design principle, enforcing the consideration of nformation | || Secure Engineoring | (o |resilience practices in the specification, design, s sea0r
ment of System security requirements in the software development phase; Principles of
Components Technology Assets, Applications and/or Services
(TAAS).
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Policies forthe |Security and uality in software development (requirements, design, Secure Software Mechanisms exist to develop applications based on
i on, testing and including the existence of a Secure Software Development Practices (SSDP).
DEV-01.018.1 Functional | IntersectsWith | Development TDA-05 5 TDA-06
ment of System | security by design principle, enforcing the consideration of information prastivon (SSDP)
c security requi in the software development phase;
Policies forthe | Security and quality in software deployment (including continuous Mechanisms exist to facilitate the implementation of
Development/Procure |delivery); Change Management a change management program.
DEV-01.01B.2 velop rooure | detivery), Functional | Intersects With & & CHG-02 & & progr 3 CHG-01
ment of System Program
Policies forthe _|Security and quality in software deployment (including continuous Secure Software Mechanisms exist to develop applications based on
Development/Procure | delivery); Secure Software Development Practices (SSDP).
DEV-01.01B.2 Functional | Intersects With | Development TDA-05 3 TDA-06
ment of System "
Practices (SSDP)
Components
Policies forthe | Security and quality in operation (reaction to identified falts and socure Softm Mechanisms exist to develop applications based on
ecure Software
Development/P nerabilities); and Secure Software Development Practices (SSDP).
DEV-01.01B.3 evelopment/Procure | vulnerabilities); an Functional | Intersects With Development Toags | Secure Software Development Practices (SSDP) 3 TDA-06
ment of System
- Practices (SSDP)
Policies forthe | Seourity and quality in operation (reaction to identified falts and exist to ensure that are
Development/Procure |vulnerabilities); and Vulnerability properly identified, tracked and remediated.
DEV-01.01B.3 Functional | Intersects With VPM-06 3 VPM-02
ment of System Remediation Process
Components
soticios fortha _|SEoure coding standards and practices (reduction of vilnerabilties Mechanisms exist to utilize a Softwars Assurance
olicies for the
v e e |peing ntroduced to the code). Software Assurance Maturity Model (SAMM) to govern a secure
DEV-01.01B.4 bl Functional | Intersects With | Maturity Model TDA03.1 lifecyole for the of 8 TDA-06.3
ment of System
e (SAMM) Technology Assets, Applications and/or Services
" (TARS).
ootiotos fortha | Guidelines forthe secure development of the cloud service define Mechanisms exist to utilize the concept of least
olicies for the
Deve o e |Principtes to ensure the system architecture and software operated by privilege, allowing only authorized access to
DEV-01.028 bl the cloud service provider within the production environment are Functional | Intersects With | Least Privilege IAC-30  |processes necessary to accomplish assigned tasks 3 1AC-21
ment of System
P onyems designed in such a way that access to cloud service customer data by in accordance with organizational business
P the cloud service provider is minimised wherever possible. functions.
Guidelines for the secure development of the cloud service define Mechanisms exist to facilitate the implementation of
Policies forthe | principles to ensure the system architecture and software operated by industry-recognized security, compliance and
Development/Procure | the cloud service provider within the production environment are Secure Engineering resilience practices in the specification, design,
DEV-01.028 Functional | Intersects With SEA-05 3 SEA-01
ment of System | designed in such a way that access to cloud service customer data by Principles and of
Components  |the cloud service provider is minimised wherever possible. Technology Assets, Applications and/or Services
(TARS).
oolicios for tha | clou service provider defines measures to enforcs the specified Mechanisms exist to validate that Technology
v o standards and guidelines as part of the policies and procedures for the Assets, Applications, Services and/or Data (TAASD)
evelopment/Procure
DEV-01.038 e |secure development of system components of the cloud service. Functional | Intersects With | Conformity Monitoring |  CPL-05 | conform to the organization's security, compliance 3 cpLo3
¥ and/or resilience policies, standards and other
Components .
Policies forthe | The cloud service provider defines measures to enforce the specified Soour Sortwars Mechanisms exist to develop applications based on
Development/Procure | standards and guidelines as part of the policies and procedures for the Secure Software Development Practices (SSDP).
DEV-01.038 Functional | Intersects With | Development TDA-05 3 TDA-06
ment of System | secure development of system components of the cloud service. :
I Practices (SSDP)
In procurement, products are preferred which have been certified Mechanisms exist to conduct recurring assessments
Policies forthe | according to the ‘Common Criteria for Information Technology Security of risk that includes the likelihood and magnitude of
Development/Procure | Evaluation’ (short: Common Criteria - CC) Evaluation Assurance Level harm, from unauthorized access, use, disclosure,
DEV-01.01AC Functional | Intersects With |  Risk Assessment RSK-13 3 RSK-04
ment of System | EAL 4. If non-certified products are to be procured instead of available disruption, modification or destruction of the
Components | certified products, a risk assessment is carried out in accordance with 's Assets, i
018-07. Services and/or Data (TAASD).
In procurement, products are preferred which have been certified Mechanisms exis to design and implement product
according to the ‘Common Criteria for Information Technology Security management processes to proactively govern the
Evaluation’ (short: Common Criteria - CC) Evaluation Assurance Level design, and of
Policies forthe | EAL 4. If non-certified products are to be procured instead of available Assets, Applications and/or Services (TAAS) across
dEvoroiac | Development/Procure fcertfied products,  risk assessment s carred out in accordance with | [ ement | Tog |1 System Development Life Oyele (SDLO) tor R ToAGTA
ment of System | 01S-07. (1) Improve functionality;
Components (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory
and/or
Inthe case of outsourced development of the cloud service (or Soour Sortwars Mechanisms exis to develop applications based on
Outsourcing of the ~ |individual system components), specifications regarding the following ) Secure Software Development Practices (SSDP).
DEV-02.018 ° Functional | IntersectsWith | Development TDA-05 3 TDA-06
Development |aspects are contractually agreed between the cloud service provider :
Y Practices (SSDP)
and the service
Inthe case of outsourced development of the cloud service (or Mechanisms exist to require contractual
Outsourcing ofthe | MAMidUaLsystem components),specifications regardin the following Thirdparty Contract ments for applicable securiy,
DEV-02.018 eioB o1 " | aspects are contractually agreed between the cloud service provider | Functional | IntersectsWith | " . TPM-14  |and resilience requirements with third-parties, 5 TPM-05
evelopment equirements
P! and the service organisation: & reflecting the organization's needs to protect its
Technology Assets, Services and/or
Security in software development (requirements, design, Mechanisms exist to develop applications based on
o of the tests ifi in with Secure Software Secure Software Development Practices (SSDP).
DEV-02.018.1 ancvert " A Functional | Intersects With Development TDA-05 P! - 5 TDA-06
Development | standards and methods, ensuring a security level equivalent to that of
. o Practices (SSDP)
the cloud service provider's intemal
Security in software development (requirements, design, Mechanisms exist to require contractual
out - tests and in with T party Contract i for applicable security,
utsourcing of the ird-Party Contrac
DEV-02.01B.1 paaiome " 1| standards and methods, ensuring a security tevel equivalent tothatof | Functional | Intersacts With | T u;'::'mems TPM-14 |and resilience requirements with third-parties, 3 TPM-05
P! the cloud service provider's internal development; . reflecting the organization's needs to protect its
Assets, Services and/or
‘Acceptance testing of the quality of the services provided in Mechanisms exist to require system
accordance with the agreed functional and non-functional developers/integrators consult with security,
requirements; and compliance and/or resilience personnel to:
Security, Compliance )
out - oo (1) Create and implement a Security Testing and
utsourcing of the esilience Testin
DEV-02.018.2 © Functional | Intersects With ® | TDA17 |Evaluation (ST&E) plan, or similar capability; 5 TDA-09
Development Throughout ! !
(2) Implement a verifiable flaw remediation process
Development Coenbr
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Providing evidence that sufficient verifications have been carried out to Mechanisms exist to require system
rule out the existence of known vulnerabilities. developers/integrators consult with security,
) compliance and/or resilience personnel to:
Security, Compliance ) )
Outsourcingo the e (1) Create and implement a Security Testing and
utsourci i i !
DEV-02.01B.3 € Functional | Intersects With € | TDA17  |Evaluation (ST&E) plan, or similar capability; 3 TDA-09
Development Throughout ! !
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Outsourcingof tha_|ProVIding evidence that sufficient verifications have been carried out o Mechanisms exist to detect vulnerabilities and
i
DEV-02.01B.3 uD ul g t rule out the existence of known vulnerabilities. Functional Intersects With | Vulnerability Scanning VPM-12 i errors by routine scanning 3 VPM-06
evelopment
P of systems and
Before outsourcing the development of the cloud service or Mechanisms exist to periodically assess supply
Outsourcing of the | components thereof, the cloud service provider conducts a risk Supply Chain Risk chain risks associated with Technology Assets,
DEV-02.028 utsourcing P " ud servics provi uetsan Functional | Intersects With |  SuPPY Shain T RSK-21 ne atecw & 3 RSK-00.1
Development  |assessment according to SS0-02 that takes into account at least the Assessment (SCRA) Applications and/or Services (TAAS).
following aspects:
Before outsourcing the development of the cloud service or ThirdpartyRisk Mechanisms exist to conduct a risk assessment prior
Outsourcing of the | components thereof, the cloud service provider conducts a risk ) to the acquisition or outsourcing of technology-
DEV-02.02B . Functional Intersects With Assessments & TPM-10 5 TPM-04.1
Development |assessment according to SS0-02 that takes into account at least the oy related Technology Assets, Applications and/or
following aspects: PP Services (TAAS).
Management of source code by the service organisation; Doveloper Mechanisms exis to require system developers and
v
Outsourcing of the i to perform
DEV-02.028.1 utsourcing Functional | Intersects With Configuration TDA-20 ° P A ] 5 TDA-14
Development during system design, development, implementation
Management
and operation.
‘Accessability of source code to the cloud service provider; Develonar Mechanisms exist to require system developers and
Outsourcing of the P’ to perform configurati
DEV-02.028.2 Functional | Intersects With | Configuration TDA-20 5 TDA-14
Development during system design, development, implementation
Management
and operation.
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Human resource by the service Mechanisms exist to ensure that the developers of
Outsourcing of the Technology Assets, Applications and/or Services
DEV-02.028.3 Functional | Intersects With | Developer Screening | ~ TDA-19 3 TDA-13
Development (TAAS) have the requisite skillset and appropriate
access i
Outsourcingof the | Fluman resource by the servi i Third-party Porsonnel Mechanisms exist to control personnel security
utsourci ird-Party Per
DEV-02.028.3 € Functional | Intersects With i TPM-13 | requirements including security roles and 5 TPM-06
Development Security nems
responsibilities for third-party providers.
Required access to the development, test and preproduction Mechanisms exist to manage separate development,
environments of the cloud service provider; and Separation of testing and operational environments to reduce the
Outsourcing of the Development, Testing risks of unauthorized access or changes to the
DEV-02.02B.4 Functional | Intersects With TDA15.1 3 TDA-08
Development and Operational and to ensure no impact to
Environments gy Assets, and/or
Services (TAAS).
Required access to the development, test and preproduction Mechanisms exist to mitigate the risks associated
Outsourcing of the | environments of the cloud service provider; and with third-party access to the organization's
DEV-02.02B.4 Functional | Intersects With | Third-Party Services |  TPM-12 3 TPM-04
Development Technology Assets, Applications, Services and/or
Data (TAASD).
of engaged by the servi i Mechanisms exist to ensure applicable security,
DEV-02.028.5 Outsourcing of the Funotional | ntersects with | COMractFlow-Down | compliance and resilience requirements are included s TPM.05.2
Development Requirements in contracts that flow-down to applicable
and suppliers.
The cloud service provider documents and implements a procedure Mechanisms exist to develop applications based on
out <the _|that enables the supenvision and control of the outsourced Secure Software Secure Software Development Practices (SSDP).
utsourcing of the
DEV-02.01AC ot ri ot |development activity to ensure that it complies with the secure Functional | Intersects With Development TDA-05 3 TDA-06
P development policy of the cloud service provider, and that the security Practices (SSDP)
tevel achieved through it matches the security level achieved through
The cloud service provider documents and implements a procedure Mechanisms exist to monitor, regularly review and
out <the _|that enables the supernvision and control of the outsourced A Thircpar assess External Service Providers (ESPs) for
utsourcing of the eview of Third-Pa
DEV-02.01AC ot rgnent development activity to ensure that it complies with the secure Functional | Intersects With onioms | TPM-15 |compliance with established contractual 5 TPM-08
P development policy of the cloud service provider, and that the security requirements for security, compliance and resilience
tevel achieved through it matches the security level achieved through controls.
When a change contains work from outsourced development, the cloud Mechanisms exist to require system
service provider’s personnel runs the tests needed to decide whether consult with security,
the change can be deployed. Security, Compliance compliance and/or resilience personnel o:
out i e mastee— (1) Create and implement a Security Testing and
utsourcing of the esilience Testing
DEV-02.02AC © Functional | Intersects With ® | TDA17 |Evaluation (ST&E) plan, or similar capability; 5 TDA-09
Development Throughout 2 !
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Policies and with and technical for Mechanisms exist to facilitate the implementation of
DEV-03.018 Policies for Changes to | change management of system components of the cloud service are Functional | Intersects wign | ChanEe Management | - |a change management program. s ——
System © and provided according to SP-01 with Program
regard to the following aspects:
Policies and with and technical for Publishing Security, Mechanisms exist to establish, maintain and
Policies for Changes to| change management of system components of the cloud service are Compliance & disseminate policies, standards and procedures
DEV-03.018 Functional | Intersects With GOV-04 3 GOV-02
System C and provided according to SP-01 with Resilience necessary for secure, compliant and resilient
regard to the following aspects: D i capabilities.
Criteria for risk i and prioritisation of Mechanisms exist to govern the technical
changes and related requirements for the type and scope of testing to configuration change control processes.
Policies for Changes to| be performed, and necessary approvals for the Configuration Change
DEV-03.01B.1 Functional | Intersects With CHG-03 5 CHG-02
System C of the change and releases for Control
inthe i by ised personnel or
system
Criteria for risk and of Mechanisms exist to analyze proposed changes for
changes and related requirements for the type and scope of testing to potential security impacts, prior to the
DEv-0z.01B,1 | POlcies for Changes to be performed, and necessary approvals for the Funstional | ntersectswith | SE0TyImpact CHG.06 |ImPlementation of the change. s —
System © of the change and releases for Analysis for Changes
inthe by personnel or
system
ooticies for Ghangest forthe and ion of tests; oot Validato & Mechanisms exist to appropriately test and
olicies for Changes to est, Validate
DEV-03.01B.2 & Functional | Intersects With CHG-07 |document proposed changes in a non-production 5 CHG-02.2
System Components Document Changes ! A
environment before changes are into
Poticios for Ghangest for ion of duties during gand Separation of Dut Mechanisms exist to implement and maintain
olicies for Changes to eparation of Duties
DEV-03.01B.3 89510 clease of changes; Functional | Intersects With | ~"' HRS-14  [Separation of Duties (SoD) to prevent potential 5 HRS-11
System Components (soD) : 168150 !
inappropriate activity without collusion.
for ion of duties during testing and Mechanisms exist to manage separate development,
release of changes; Separation of testing and operational environments to reduce the
Policies for Changes to ) Development, Testing risks of unauthorized access or changes to the
DEV-03.01B.3 Functional | Intersects With TDA15.1 3 TDA-08
System Components and Operational and to ensure no impact to
Environments i gy Assets, and/or
Services (TAAS).
for the proper of cloud service cust stakeholder Mechanisms exist to ensure stakeholders are made
Policies for Changes to| about the type and scope of the change as well as the resulting ) ? aware of and understand the impact of proposed
DEV-03.01B.4 Functional | Intersects With | Notification of CHG-08 5 CHG-05
System C to cooperate in with the changes.
Changes
DEv0s01ps | Ui for Changes to[Requirements or the documentation of changes in system, operational [ 1 T Gonfiguration Ghange | o | Mechanisms exist to govern the technical A ——
System C and user Control hange control processes.
Requirements for the documentation of changes in system, operational Mechanisms exist to obtain, protect and distribute
and user documentation; for Assets,
Applications and/or Services (TAAS) that describs
1)s figuration, installation and operati
Policies for Changes to ) Administrator (1) Secure configuration, installation and operation
DEV-03.01B.5 Functional | Intersects With TDA-08.3 |of the TAAS; 3 TDA-04
System Components Documentation )
(2) Effective use and maintenance of security
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of adminii (e.g., privileged) functions.
Poticies for Ghanges to for thei ion and ion of Configuration Ghange Mechanisms exist to govern the technical
ici ) igurati e
DEV-0301B6 | g ©% 0 D"gem emergency changes such that - as far as reasonably possible - they Functional | Intersects With © o %] CHG-03 |configuration change control processes. 3 CHG-02
V' P comply with the same level of security as normal changes;
for the handling of effects of those changes, isms exist to verify the ity of
Policies for Changes to| including corrective actions; Control Functionalit security, compliance and resilience controls
DEV-03.01B.7 el g8es to| including corrective acti Functional | Intersects With runctionaiy | .09 urity, compli o s 5 CHG-06
System Components Verification following changes to ensure applicabl
controls operate as designed.
for the increased testing for the development of security Mechanisms exist to require system
features that implement technical mechanisms and safeguards; and developers/integrators consult with security,
) compliance and/or resilience personnel to:
Security, Compliance ) )
Policies for Changes to & Resilience Testing (1) Create and implement a Security Testing and
DEV-03.01B.8 Functional | Intersects With TDA17  |Evaluation (ST&E) plan, or similar capability; 3 TDA-09
System Components Throughout ; !
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
DEv0sotme |Policiestor Changes for managing exceptions, inoluding changes, | oo | iersocts wi | COMEwation Change | " [Mchanisms xis o govern thetechnioal 5 o0z
System C to ensure related risks are mitigated. Control change control processes.
for managing ions, including changes, Mechanisms exist to prohibit exceptions to
Policies for Changes to ) N . Exception
DEV-03.01B.9 to ensure related risks are appropriately mitigated. Functional | Intersects With GOV-04.2 [standards, except when the exception has been 3 GOV-02.1
System Components Management h
formally assessed for risk impact, approved and
°"": 'a':;‘:;;""“ The cloud service provider provides a training programme for regular, Mechanisms exist to provide role-based security,
w
| role-based security training and awareness for internal and external compliance and resilience-related training:
Programme Regarding Role-Based Security,
personnel on standards and methods for: (1) Before authorizing access to the system or
DEV-04.018 Continuous Software Functional | IntersectsWith | Compliance & SAT-05 5 SAT-03
) : >4 performing assigned duties;
Delivery and Resilience Training *
Assoumton Sumtoms (2) When required by system changes; and
ZJssoa yeems (3) Annually thereafter.
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voronees The cloud service provider provides a training programme for regular, Mechanisms exist to ensure application
progromme Regarding | /222600 security raining and awareness or internal and external Continuing development and operations (DevOps) personnel
r i
ersonnel on standards and methods for: Professional eceive Continuing Professional Education (CPE)
DEV-04.018 Continuous Software |**" Functional | Intersects With roresst saT08 |10 iy (cPe 5 SAT-03.8
Education (CPE) - training on Secure Software Development Practices
Delivery and
DevOps Personnel (SSDP) to appropriately address evolving threats.
Associated Systems,
- . ::r‘\::s Secure software development and provision as well as on how to use Mechanisms exist to ensure application
war
PO g | e to0lS used for this purpose; and Continuing development and operations (DevOps) personnel
© garding Professional receive Continuing Professional Education (CPE)
DEV-04.01B.1 Continuous Software Functional | Intersects With SAT-08 5 SAT-03.8
B Education (CPE) - training on Secure Software Development Practices
v DevOps Personnel (SSDP) to appropriately address evolving threats.
Associated Systems,
""'“I;:l;:‘"‘:;‘s"”” Risks linked to malicious code and best practices to reduce the impact Mechanisms exist to provide all employees and
of an nfection. iate security, and
Programme Regarding Security, Compliance resilience awareness education and training that is
DEV-04.01B.2 | Continuous Software Functional | Intersects With &Resilience SAT-04 € 5 SAT-02
relevant for their job function.
Delivery and Awareness Training
Associated Systems,
Satety Tramngana | T ProgFamme is regularly reviewed and updated with regard to the Mechanisms exist to periodically review security
raining an
e applicable policies and procedures, the assigned roles and workforce development and awareness training to
responsibilities and the tools used. account for changes to:
Programme fegarcing Maintaining Workforce (1) Organizational policies, standards and
DEV-04.028 Continuous Software Functional | Intersects With Development SAT-03 pmimy policies, 5 SAT-01.1
Delivery and Relevancy .
very an vaney (2) Assigned roles and responsibilities;
Associated Systems, !
(3) Relevant threats and risks; and
Components or Tools
@
Design documentation for security features is based on a security Mechanisms exist to facilitate the implementation of
Dosian analysis of the adequacy and planned effectiveness of the features. A industry-recognized security, compliance and
@ specification of expected inputs, outputs and possible erfors is Secure Engineering resilience practices in the specification, design,
DEV-05.018 Documentation for Functional | Intersects With SEA-05 3 SEA-01
included in the documentation. Principles and of
Security Features oY !
Technology Assets, Applications and/or Services
(TAAS).
Design documentation for security features is based on a security Mechanisms exist to require the developers of
analysis of the adequacy and planned effectiveness of the features. A Technology Assets, Applications and/or Services
specification of expected inputs, outputs and possible errors is (TAAS) to produce a design specification and security
included in the documentation. architecture that:
(1) Is consistent with and supportive of the
organization's security architecture which is
o established within and is an integrated part of the
esien Developer organization's enterprise architecture;
DEV-05.018 Documentation for Functional | Intersects With TDA-04 5 TDA-05
Architecture & Design (2) Accurately and completely describes the required
Security Features ) f j .
security functionality and the allocation of security,
compliance and resilience controls among physical
and logical components; and
(3) Expresses how individual security functions,
mechanisms and services work together to provide
required security capabilities and a unified approach
to protection.
In accordance with the applicable policies, changes are subject to a Mechanisms exist to analyze proposed changes for
Risk AS o |riskassessment evaluating its potential impact on the overall cloud potential security impacts, prior to the
sk Assessment,
) service in scope. In addition, when multiple changes are implemented ) implementation of the change.
Categorisation and ! " Security Impact
DEV-06.018 their mutual and effectsarealso | Functional | Intersects With CHG-06 8 CHG-03
Prioritisation of Analysis for Changes
Changes subject to the risk assessment in order to identify potential conflicts or
e dependencies. All identified risks and dependencies are categorised
and prioritised
Risk Assessment, | If the risk associated to a planned change is high, appropriate Mechanisms exist to analyze proposed changes for
EV-06.028 Categorisation and | mitigation measures are taken before deploying the changein thecloud | ol | Security Impact GHe.0p |POtental security mpacts,prior to the R oHG.03
Prioritisation of  |service’s production environment. Analysis for Changes implementation of the change.
Changes
Risk Assessment, | Ifthe risk associated to a planned change is high, appropriate Mechanisms exist to remediate risks to an
tegorisation and | mitigation measures are taken before deploying the change in the cl table level.
DEV-06.028 Categorisation and | mitigation measures are taken before deploying the changein the cloud | ¢\ o0 | ntersects With | Risk Remediation Rsk-17 |Peceptableleve 3 RSK-06
Prioritisation of  [service’s production environment.
Changes
In ith the Mechanisms exist to ensure stakeholders are made
information about the occasion, time, duration, type and scope of the aware of and understand the impact of proposed
Risk Assessment, | change is submitted to authorised bodies of the cloud service customer stakenotder changes.
tegorisat that th tth K t before the ch
DEV-06.01AC Categorisation and. 3o that they can carry out their own risk assessment before the hange | ¢y ionat | intersects With | Notification of CHG-08 5 CHG-05
Prioritisation of |is made available in the production environment. Regardless of the o
Changes contractual agreements, this is done for changes that have the highest &
risk category based on their risk assessment. This does not include
changes without an effect on the service usage or security posture of
Changes to the cloud service are subject to appropriate testing oot Validato & Mechanisms exist to appropriately test and
DEV-07.01B Testing Changes to test during software Functional | Intersects Wit | #5170 | | GHG-07  |document proposed changes in @ non-production 8 CHG-02.2
development and “ environment before changes are into
Changes to the cloud service are subject to appropriate testing Mechanisms exist to require system
to test during software developers/integrators consult with security,
development and deployment. ) compliance and/or resilience personnel to:
Security, Compliance onne”
& Rusitince Tasting (1) Create and implement a Security Testing and
DEV-07.01B Testing Changes Functional | Intersects With oo TDA17  |Evaluation (ST&E) plan, or similar capability; 5 TDA-09
© (2) Implement a verifiable flaw remediation process
Development e e
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
The type and scope of the tests correspond to the risk assessment. The Mechanisms exist to appropriately test and
tests are carried out by appropriately qualified personnel of the cloud Test, Validato & document proposed changes in a non-production
DEV-07.028 Testing Changes | service provider or by automated test procedures that comply with Functional | Intersects With | #%% P47 | | cHe.07 i before changes are into 5 CHG-02.2
established rules of technology. Cloud service customers are involved 8 production.
into the tests in accordance with the
The type and scope of the tests correspond to the risk assessment. The Mechanisms exist to require system
tests are carried out by appropriately qualified personnel of the cloud developers/integrators consult with security,
service provider or by automated test procedures that comply with ) compliance and/or resilience personnel to:
Security, Compliance >
established rules of technology. Cloud service customers are involved & Resilionce Tostin (1) Create and implement a Security Testing and
DEV-07.028 Testing Changes  |into the tests in the Functional | Intersects With o ® | TDA17 |Evaluation (ST&E) plan, or similar capability; 3 TDA-09
¢ (2) Implement a verifiable flaw remediation process
Development S
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Before using cloud service customer data for tests, the cloud service Mechanisms exist to de-identify sensitive and/or
provider first obtains approval from that cloud service customer and regulated data through
anonymises the cloud service customer data. The cloud service De-Identification 1) Anonymization;
DEV-07.03B Testing Changes 4 ud service cus cloud servi Functional | Intersects With Hheat DeH-ge  |(1)Anonymizati 3 DCH-23
provider ensures the confidentiality of the data during the whole (Anonymization) (2) De-identification;
process. (3) Pseudonymization; and/or
(4) Redaction
Before using cloud service customer data for tests, the cloud service Mechanisms exist to approve, document and control
rovider first obtains approval from that cloud service customer and the use of live data in development and test
DEV-07.03B Testing Changes  |°" " ins approvi ud service custon Functional | IntersectsWith | Use of Live Data TDA-18 ! " P 8 TDA-10
anonymises the cloud service customer data. The cloud service environments.
provider ensures the of the data during the whole
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The security features of the cloud service are subject to tests that fully Mechanisms exist to require the developers of
cover the security features” specification (cf. DEV-05), including all Technology Assets, Applications and/or Services
specified error conditions. The documentation of these tests covers at (TAAS) to produce a design specification and security
least the following aspects: architecture that:
(1)1s consistent with and supportive of the
organization's security architecture which is
established within and is an integrated part of the
DEV-07.04B Testing Changes Functional | Intersects With Developer TDA-Qq | CrEanization’s enterprise architecture; 3 TDA-05
Architecture & Design (2) Acourately and completely describes the required
security functionality and the allocation of security,
and resilience controls among physical
and logical components; and
(3) Expresses how individual security functions,
mechanisms and services work together to provide
required security capabilities and a unified approach
to protection.
The security features of the cloud service are subject to tests that fully Mechanisms exist to require system
cover the security features” specification (cf. DEV-05), including all developers/integrators consult with security,
specified error conditions. The documentation of these tests covers at ) compliance and/or resilience personnel to:
Security, Compliance )
least the following aspects: oD (1) Create and implement a Security Testing and
DEV-07.048 Testing Changes Functional | Intersects With Toravahous ® | TDA17  |Evaluation (ST&E) plan, or similar capability; 5 TDA-09
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
‘A description of the test; Mechanisms exist to appropriately test and
document proposed changes in a non-production
environment before changes are implemented into
Test, Validate & production.
DEV-07.048.1 Testing Changes Functional | Intersects With CHG-07 5 CHG-02.2
Document Changes
A description of the test; I Mechanisms exist to require system
&Resilience Testing ) °
DEV-07.048.1 Testing Changes Functional | Intersects With TDA17 | developers/integrators consult with security, 3 TDA-09
_Throughout and/or resilience personnel to:
The initial conditions; Mechanisms exist to require system
developers/integrators consult with security,
: compliance and/or resilience personnel to:
Security, Compliance ) )
(1) Create and implement a Security Testing and
DEV-07.04B.2 Testing Changes Functional | Intersects With | & Re_::{‘z:z:;jfmg TDA-17  |Evaluation (ST&E) plan, or similar capability; 3 TDA-09
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
The expected outcome; and Mechanisms exist to require system
developers/integrators consult with security,
compliance and/or resilience personnel to:
Security, Compliance
& Rositance Testng (1) Create and implement a Security Testing and
DEV-07.048.3 Testing Changes Functional | Intersects With Tovavghout TDA17  |Evaluation (STAE) plan, or similar capability; 3 TDA-09
(2) Implement a verifiable flaw remediation process
Development emediation pro
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Procedures for running the test. Mechanisms exist to appropriately test and
document proposed changes in a non-production
bef h are into
production.
DEV-07.04B.4 Testing Changes Functional | Intersectswith | oSt Validate & CHG-07 5 CHG-02.2
Document Changes
Procedures for running the test. R Mechanisms exist to require system
) &Resilience Testing :
DEV-07.048.4 Testing Changes Functional | Intersects With et TDA-17 |developers/integrators consult with security, 3 TDA-08
- andor resilience personnel to:
The severity of the errors and vulnerabilities identified in the tests, Mechanisms exist to identify and assign a risk
oEv-07.058 Testing Changes _|¥1€h re relevant for the deployment decision s determined Functional | Intersects With | Vuinerabilty Ranking |  vet.gs |2 to newly discovered security wuinerabilities s VPMos
according to defined criteria and actions for timely remediation or using reputable outside sources for security
are initiated. ity i
The severity of the errors and vulnerabilities identified in the tests, exist to ensure that ilities are
EV-07.058 Testing Changes _|/¥1€h e relevant forthe deployment decision, s determined Functional | intersacts With Vulnerabilty pmos | Property identified, tracked and remediated. R VM0
according to defined criteria and actions for timely remedation or Remediation Process
i are initiated.
Pre-launch penetration tests are carried out during the test phase of exist to perform level
the cloud service in accordance with the penetration test framework Application testing of d
DEV-07.01AC Testing Changes | (cf. OPS-22 additional criterion). The severity of identified Functional | Intersects With TDA-17.4 | Assets, Applications and/or Services (TAAS). 8 TDA-09.5
vulnerabilities is assessed according to defined criteria and actions for Penetration Testing
timely or mitigation are initiated.
Pre-launch penetration tests are carried out during the test phase of Mechanisms exist to conduct penetration testing on
the cloud service in accordance with the penetration test framework Technology Assets, Applications and/or Services
DEV-07.01AC Testing Changes | (cf. OPS-22 additional criterion). The severity of identified Functional | Intersects With | PenetrationTesting | VPM-18  |(TAAS). 3 VPM-07
Vulnerabilities is assessed according to defined criteria and actions for
timely or mitigation are initiated.
System components for version control and software deployment that Mechanisms exist to define, document, approve and
EV08.018 Logging of Changes |71 1554 10 manage changes o system components of the cloud runctional | intersectwitn | Access Restriction For | lenforce access restrictions associated with changes s CHo.08
service in the production environment are subject to a role and rights Change to Technology Assets, Applications and/or Services
according to IAM-01 and i i (TAAS)
System components for version control and software deployment that Mechanisms exist to enforce Role-Based Access
are used to manage changes to system components of the cloud fole.Based Access Control (RBAC) for Technology Assets, Applications,
DEV-08.018 Logging of Changes | service in the production environment are subject to a role and rights |  Functional | Intersects With IAC-06  |Services and/or Data (TAASD) to restrict access to 3 1AC-08
framework according to 1AM-01 and authorisation mechanisms. Gontrol (RBAC) individuals assigned specific roles with legitimate
business needs.
The of these system ensures that all exist to perform after-the-fact reviews
changes performed by the cloud service provider to system post Configuration of configuration change logs to discover any
DEV-08.028 Logging of Changes inthe i are recorded and can be Functional | Intersects With CHG-11  |unauthorized changes. 5 CHG-04.1
traced back to the i or system ling to Change Reviews
their or
The of these system ensures that all Mechanisms exist to link system access to individual
changes performed by the cloud service provider to system users or service accounts.
DEV-08.028 Logging of Changes inthe i are recorded and can be Functional | Intersects With Audit Trails MON-09.1 3 MON-03.2
traced back to the i or system ling to
their or
The cloud service provider enforces the role and rights framework by exist to verify the ity of
monitoring the changes made to system components of the cloud Control Functionality security, compliance and resilience controls
DEV-08.01AC Logging of Changes | service inthe i Timely and Functional | Intersects With CHG-08  following changes to ensure applicabl 3 CHG-06
remediation measures address any deviations identified during Verification controls operate as designed.
The cloud service provider enforces the role and rights framework by xist to perform after-the-fact reviews
monitoring the changes made to system components of the cloud post Configuration of configuration change logs to discover any
DEV-08.01AC Logging of Changes | service inthe ion envi Timely and Functional | Intersects With CHG-11  |unauthorized changes. 5 CHG-04.1
remediation measures address any deviations identified during Change Reviews
The cloud service provider uses a version control system that Mechanisms exist to require developers of
DEV-09.01B Version Control ensures the Integrity and ofthe | cinctional | Intersects with | SOTWare/ Firmware | ) 155 |Technology Assets, Applications and/or Services 5 TDA-14.1
source code during all development stages. Integrity Verification (TAAS) to enable integity verification of software and
firmware
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Version control procedures track dependencies of individual changes Mechanisms exist to retain previous versions of
oEv09.028 Version Gontro | and atribute each change to individual contributors. The version runctional | intersectswitn | Retention Of Previous | |secure baseline configuration to support roll back. 5 cFe.023
control procedures are capable of restoring affected system Configurations
back to a previous state.
Version control procedures track dependencies of individual changes Mechanisms exist to require developers of
DEV-05.028 Version Gontrol |21 attrbute each change to ndividual contributors. The version Functional. | Intersects witn | SCvare/Firmware | |Technology Assets, Applications and/or Services . ToAtan
control procedures are capable of restoring affected system Integrity Verification (TAAS) to enable integity verification of software and
back to a previous state. firmware
Version control covers all internally and externally developed software, Mechanisms exist to require developers of
and third party ial products under the Software / Firmware Technology Assets, Applications and/or Services
DEV-09.038 Version Control Functional | Intersects With TDA-203 3 TDA-14.1
of the cloud service provider. Integrity Verification (TAAS) to enable integity verification of software and
firmware
Version control provide to ensure Mechanisms exist to fetain previous versions of
DEV-08.01AC Version Gontroy |8t the ntegrity and availabiltyof cloud service customer datasmot | Lk Retention Of Previous | o |secure baseline configuration o support rol back. R CFe023
compromised when system components are restored back to their Configurations
previous state.
Version control provide to ensure Mechanisms exist to require developers of
that the integrity and avalability of cloud service customer data is not Software / Firmware Technology Assets, Applications and/or Services
DEV-09.01AC Version Control Functional | Intersects With TDA-203 3 TDA-14.1
when system restored back to their Integrity Verification (TAAS) to enable integrity verification of software and
previous state. firmware
The cloud service provider keeps a record of all deployed software Mechanisms exist to fetain previous versions of
Versions and system configurations. This record enables the recreation secure baseline configuration to support roll back.
of a previously inatest The Retention Of Previous
DEV-09.02AC Version Control Functional | Intersects With CFG-09 5 CFG-02.3
retention time for this history is risk-based (cf. OIS-07), defined in the Configurations
policy for version control and aligned to the support lfe cycle of the
cloud service.
Approvalsfor |Authorised personnel or system components of the cloud service Mechanisms exist to govern the technical
Provisioninthe  [provider approve changes to the cloud service based on defined criteria Configuration Change configuration change control processes.
DEV-10.018 Functional | Intersects With CHG-03 5 CHG-02
Production (e.5-tost esults and required approvals) before these are macie Control
Environment | available to the cloud inthe
‘Approvalsfor | Authorised personnel or system components of the cloud service Mechanisms exist to compel data and/or process
Provisioninthe  |provider approve changes to the cloud service based on defined criteria Authorize Technology owners to obtain authorization for the production use
DEV-10018 Functional | Intersects With | Assets, Applications | GOV-11.4 fortt 3 GOV-15.4
Production (e.& test results and required approvals) before these are made of each Technology Asset, Application and/or Service
Environment | available to the cloud service customers in the production andlor Services (TAAS) (TAAS) under their control.
P’::‘:"‘S“‘;:‘;“;“e Cloud service customers are involved in the release according to Stakeholder Mechanisms exist to ensure stakeholders are made
DEV-10.028 Functional | IntersectsWith | Notification of CHG-08  |aware of and understand the impact of proposed 3 CHG-05
- Changes changes.
‘Approvalsfor |The approval process is monitored. Timely and appropriate exist to verify the of
Provisioninthe  [remediation measures address any deviations identified during Control Functionality security, compliance and resilience controls
DEV-10.01AC Functional | Intersects With CHG-08 3 CHG-06
Production monitorin. Verification following changes to ensure applicabl
i controls operate as designed.
The approval process is monitored. Timely and appropriate Mechanisms exist to govern identified deficiencies
remediation measures address any deviations identified during (e.&. Plan of Action and Milestones (POA&M) or
monitoring. similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
Approvals for (3) Description of the deficiency(ies);
DEVA0.01AC Provision in the runctional | intersacts With Capabilities Ao |(@ Riskassociated with the deficiency/ies); R 12005
Production Deficiency Tracking (5) Source deficiency identification/detection;
Environment (6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
owner);
(8) Resources required to conduct remedation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g., closeout summary).
D and test under the, of the Mechanisms exist to create recurring backups of
protectionof | |coud service provider undergo a isk assesssment (of. OIS-07) and are data, software and/or system images, as well as
DEV-11018 | Dovelopment and Teat |PrOLECLed With appropriate security measures againstidentied risks. | | aCD.g4 | VT theintogrity o these backups, to ansuro the R 0D
oy~ [his also includes extending the backup plan (cf. OPS-06) to the availability of the data to satisfy Recovery Time
parts of those envi Objectives (RTOs) and Recovery Point Objectives
(RPOS).
D andtest under the, of the Mechanisms exist to maintain a segmented
Protectionof |cloud service provider undergo a risk assesssment (cf, OIS-07) and are Secure Development development network to ensure a secure
DEV-11.018 |D and Test | protected iate security measures against identiied isks. | Functional | Interseots With | >*Cp® 2%® 0P TDA-15 | development environment. 8 TDA-07
Environments |This aso includes extencingthe backup plan (o, OPS-06) o the
necessary parts of those
Production environments are physically or logically separated from test Mechanisms exist to manage separate development,
or to prevent access to cloud Separation of testing and operational environments to reduce the
Separationof _|FCTVie@ customer data, the spread of malware,or unintended changes Devetommant Tetting risks of unauthorized access or changes to the
DEV-12.018 Eironmanta  |[©ystom companents. Gloud serice customer data containedinthe | Functional | Intersects With | " JOTETL T | TDA-15.1 | operational environment and to ensure no impact to 8 TDA-08
production environments is not used in test or development e Assets, andlor
environments, unless explicitly approved by cloud service customers, Services (TAAS).
in order not to ise their
Production environments are physically or logically separated from test Mechanisms exist to approve, document and control
or to prevent access to cloud the use of live data in development and test
Soparationof _|FCTVie® customer data, the spread of malware,or unintended changes environments.
DEV-12.018 oty [0 system components. Gloud service customer data containedinthe | Functional | Intersects With | Use of Live Data TDA-18 3 TDA-10
production environments is not used in test or development
environments, unless expicily approved by cloud senvics customers,
in order not to their
Unless unavoidable, the cloud service provider does not reuse the exist to facilitate ey
cryptographic secret and private keys and other secrets used in controls to protect the confidentiality,
inother, Any integrity and avalability of keys.
DEV-12.028 Separation of | oidable reuse @ of the cryptographic secret and private keys Functional | Intersects with | CPUOEPNICKeY | opy g 5 CRY-08
Environments Management
between and is
and justified in accordance with the process for handling exceptions
(cf. SP-03) and the risk procedures (cf. 01S-07).
The cloud service provider ensures that, as part of the software Mechanisms exist to generate, or obtain, a Software
development process, a list of software components is created, Bill of Materials (SBOM) for Technology Assets,
Transparency about ° ) Software Bill of ’
DEV-13.018 maintained, and kept up-to-date for every developed or integrated Functional | Intersects With " TDA-21.4 |Applications and/or Services (TAAS) that lists 8 TDA-04.2
Software Components Materials (SBOM) ) / :
Software component. software packages in use, including versions and
licenses.
The cloud service provider maintains a list of software components for Mechanisms exist to prohibit exceptions to
oEvA3.0%8 about software a8 well, except where such runctional | intersects with Exception GOvioap |Ftandards, except when the exception has been 5 sov021
Software Components |information is not available and cannot be produced with reasonable Management formally assessed for risk impact, approved and
effort. The risk from these exceptions is treated according to SP-03. recorded.
The cloud service provider maintains a list of software components for Mechanisms exist to generate, or obtain, a Software
integrated software components as well, except where such Billof Materials (SBOM) for Technology Assets,
DEV-13.02B Transparency about |, . " ion is not available and cannot be produced with reasonable Functional | Intersectswitn | Sortware Biltof TDA-21.4 |Applications and/or Services (TAAS) that lists 5 TDA-04.2
Software Components anne Materials (SBOM)
effort. The risk from these exceptions is treated according to SP-03. software packages in use, including versions and
applicable licenses.
Secure Use of Third | Policies and procedures for the use of third party and open source Mechanisms exist to establish parameters for the
DEV-14.018 Party Hardware and |software are and provided in Functional | Intersects With | Open Source Software | CFG-13  |secure use of open source software. 5 CFG-04.1
Software with SP-01.
Secure Use of Thirg | PoUITEs and procedures for the use of third party and open source Publishing Security, Mechanisms exist o establish, maintain and
V14018 porty tioraware ana_|S0TNrE e and provided in Functional. | Interseotswitn | | COmPliance & ov.ga |disseminate policis, standards and procedures s cov.os
with SP-01. Resilience necessary for secure, compliant and resilient
Software
D capabilities.
For the hardware and software products (cf. DEV-13) used in the Mechanisms exist to generate, or obtain, a Hardware
Secure Use of Third | development of the cloud service, a list of dependencies to those Horaware Bl Bill of Materials (HBOM) for Technology Assets,
DEV-14.028 Party Hardware and | products is maintained. Functional | Intersects With M:t;';';la:Hé(l;::) TDA-21.2 |Applications and/or Services (TAAS) that lists 5
Software hardware components in use, including component
identifiers, versions and suppliers.
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For the hardware and software products (cf. DEV-13) used in the Mechanisms exist to generate, o obtain, a Software
Secure Use of Third of the cloud service, a list of dependencies to those Software Billof Bill of Materials (SBOM) for Technology Assets,
DEV-14.028 Party Hardware and | products is maintained. Functional | Intersectsith | PAREE K | TOA21.4 | Applications and/or Services (TAAS) that lists TDA-04.2
Software software packages in use, including versions and
licenses.
Only trusted sources are used to retrieve third party software. Mechanisms exist to prevent the installation of
Secure Use of Third | Whenever possible, the authenticity of the software is verified. software and firmware components without
DEV-14.038 Party Hardware and Functional | Intersects With | Signed C CHG-13 that the has been digitally CHG-04.2
Software signed using an organization-approved certificate
authority.
Only trusted sources are used to retrieve third party software. Mechanisms exist to maintain awareness of
Secure Use of Third | Whenever possible, the authenticity of the software is verified. Product Tampering component authenticity by developing and
DEV-14.038 Party Hardware and Functional | Intersects With | and C TDA-09 Product Tampering and Counterfeiting DA
Software TC) (PTC) practices that include the means to detect and
prevent
In procurement for the development of the cloud service, the cloud Mechanisms exist to conduct recurring assessments
Secure Useof Thirg | Se1vice provider performs a sk assessment in accordance with O1S-07 of risk that includes the likelihood and magnitude of
DEV-14.01AC Party Hardware and | (" Ve hardware and software product. Functional | Intersects With |  Risk Assessment Rsk-13 |Narm. from unauthorized access, use, disclosure, RSK-04
disruption, modification or destruction of the
Software "
s Assets,
Services and/or Data (TAASD).
In procurement for the development of the cloud service, the cloud Mechanisms exist to conduct a risk assessment prior
Seoure Use of Third | (. 2o brovider performs a risk assessment in accordance with OIS-07 Third-Party Risk o th or f
DEV-14.01AC Party Hardware and Functional | Intersects With | Assessments & TPM-10 sore TPM-04.1
for every hardware and software product. related Technology Assets, Applications and/or
Software Approvals
Services (TAAS).
Exceptions tothe | The cloud service provider's change management process implements Change Management Mechanisms exist to facilitate the implementation of
DEV-15.018 Change for managing including changes,to | Functional | Intersects Wit CHG-02  |a change management program. CHG-01
Process ensure related risks are mitigated. Program
Exceptionstothe | The cloud service provider's change management process implements Excoption Mechanisms exist to prohibit exceptions to
DEV-15.018 Change for managing including changes,to | Functional | Intersects With GOV-04.2 [standards, except when the exception has been GOV-02.1
Process ensure related risks are mitigated. Management formally assessed for risk impact, approved and
oo Objective: Ensure the protection of information that service providers
Monitoring of Service g
512 or suppliers of the cloud service provider (service organisation) can Functional | No Relationship N/A N/A N/A
_Providersand | access and monitor the agreed services and security requirements.
Policiesand | Policies and procedures for controlling and monitoring service publishing Securty, Mechanisms exist to establish, maintain and
Proceduresfor  |organisations whose services contribute to the development or disseminate policies, standards and procedures
$50-01.01B Controllingand | operation of the cloud service are documented, communicated and Functional | Intersects With C::Z:Z:z:& GOV-04  |necessary for secure, compliant and resilient GOV-02
Monitoring Service | provided in ith SP-01 with respect to the following capabilities.
Documentation
o] aspects:
Policiesand | Policies and procedures for controlling and monitoring service Mechanisms exist to facilitate the implementation of
Proceduresfor |organisations whose services contribute to the development or third-party management controls.
$50-01.018 Controllingand | operation of the cloud service are documented, communicated and Functional | Intersects With MT:::;;:L TPM-02 TPM-01
t ice [providedin ith SP-01 with respect to the following
o] aspects:
Requirements for the assessment of risks resulting from the Mechanisms exist to develop a plan for Supply Chain
Policiesand | procurement of third-party services; Risk Management (SCRM) associated with the
Procedures for Supply Chain Risk development, acquisition, maintenance and disposal
$50-01.018.1 Controlling and Functional | Intersects With | Management (SCRM) | RSK-20  [of Technology Assets, Applications and/or Services RSK-09
Monitoring Service Plan (TAAS), including documenting selected mitigating
Organisations actions and monitoring performance against those
plans.
Policiesand | Requirements for the assessment of risks resulting from the Mechanisms exist to conduct a risk assessment prior
Procedures for | procurement of third-party services; Third-Party Risk toth or of
$50-01.018.1 Controlling and Functional | Intersects With | Assessments & TPM-10  |related Technology Assets, Applications and/or TPM-04.1
Monitoring Service Approvals Services (TAAS).
B
for the ication of service ions based on Mechanisms exist to identify, prioritize and assess
;;’:;i::z“ the risk assessment by the cloud service provider and the suppliers and partners of critical Technology Assets,
determination of whether the service organisation is a subservice Third-Party Criticality Applications and/or Services (TAAS) using a supply
$50-01.01B.2 Controlling and Functional | Intersects With TPM-08 TPM-02
Monitoring Service _|CEaTISatOM: Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
Organisations N
services.
Policies and security forthe Storage or Mechanisms exist to require contractual
for of i ion by servi i based on the ) i for applicable security,
Third-Party Contract " >
$50-01.018.3 Controlling and rules of and under ofthecitera | Functional | Intersects With | " ¢ T SO TPM-14 |and resilience requirements with third-parties, TPM-05
Monitoring Service  in this catalogue; reflecting the organization’s needs to protect its
o Assets, Services and/or
Policies and security training for existto dor-specifi
Proceduresfor | personnel; Vendor-Specific security, compliance and resilience training in
$50-01.01B.4 Controlling and Functional | Intersects With | Security, Compliance | SAT-05.4 |support of newtechnology initiatives. SAT-03.4
Monitoring Service &Resilience Training
o
Policiesand | Applicable legal and regulatory requirements; Mechanisms exis to facilitate the idenification and
Procedures for Statutory, Reg i of relevant statutory, regulatory and
$50-01.01B.5 Controlling and Functional | Intersects With | & Contractual CPL02 |contractual controls. cpLol
Monitoring Service Compliance
o
Policies and for dealing with security incidents and exist to ensure
Proceduresfor  [incidents; Third-Party Incident planning and testing are conducted with critical
$50-01.018.6 Controlling and Functional | Intersects With | Response &Recovery | TPM-21  [suppliers/providers. TPM-11
Monitoring Service Capabilities
o
Policiesand | Specifications for the contractual agreement of these requirements; Mechanisms exist to require contractual
Procedures for ) i for applicable security,
$50-01.01B.7 Controlling and Functional | Intersects With | Tra-Party Contract | oy 10| resilience requirements with third-parties, TPM-05
Monitoring Service Requirements reflecting the organization's needs to protect its
Organis hnology Assets, Services and/or
Policies and forthe of these and Mechanisms exist to monitor, regularly review and
Procedures for ) assess External Service Providers (ESPs) for
! Review of Third-Party ° °
$50-01.01B.8 Controlling and Functional | Intersects With TPM-15 | compliance with established contractual TPM-08
Monitoring Service Services requirements for security, compliance and resilience
Organis controls.
Policies and for applying these alsoto Mechanisms exist to ensure applicable security,
Procedures for  [organisations used by the service organisations, insofar as the services Gontract Flow-Down compliance and resilience requirements are included
$50-01.018.9 Controllingand | provided by these subservice organisations also contribute to the Functional | Intersects Witn | <% o000 TPM-14.1 [in contracts that flow-down to applicable TPM-05.2
Monitoring Service development or operation of the cloud service. subcontractors and suppliers.
P
Subservice organisations of the cloud service provider are Mechanisms exist to obtain an attestation from an
Policiesand | contractually obliged to provide regular reports by independent Third-Party
Procedures for | auditors on the suitability of the design and operating effectiveness of ThirdParty Atestation (3PAO) that provides assurance of conformity with
$50-01.01AC Controllingand | their service-related system of internal control system that allow the Functional | Intersects With o) TPM-23  |specified statutory, regulatory and contractual TPM-05.8
Monitoring Service | cloud service provider to determine whether the subservice obligations for security, compliance and resilience
Organisations | organisation designed and operated controls that are commensurate controls, including any flow-down requirements to
with the expected ion controls and
Policiesand | In case no such reports can be provided, the cloud service provider Mechanisms exist to require contractual
for  |agrees i ion and audit rights to assess the design ) i for applicable security,
! Third-Party Contract y
$S0-01.02AC Controlling and and operations of the service-related system of internal control Functional Intersects With Requirements TPM-14 and resilience requirements with third-parties, TPM-05
Monitoring Service | regarding the expected CSOC. reflecting the organization's needs to protect its
o] Technology Assets, Services and/or
Policiesand | In case no such reports can be provided, the cloud service provider Mechanisms exist to monitor, regularly review and
for  |agrees i and audit rights to assess the design assess External Service Providers (ESPs) for
$50-01.02AC Controllingand | and operations of the service-related system of internal control Functional | Intersects With REV‘EW;' Third-Panty | 1pM.15 | compliance with established contractual TPM-08
Monitoring Service | regarding the expected CSOC. ervices requirements for security, compliance and resilience
controls.
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Service organisations of the cloud service provider undergo a risk Mechanisms exist to periodically assess supply
in with the policies and procedures for the chain risks associated with Technology Assets,
Risk Assessment of | control and of orto to Supply Chain Risk Applications and/or Services (TAAS).
$50-02.018 ! ) i} ) priorto Functional | Intersects With | SUPPY Shain T Rsk-21  [MPPUCA 1 Services (TAAS) 5 RSK-00.1
Senvice Organisations | the development or operation of the cloud service. The risk assessment Assessment (SCRA)
includes the identification, analysis, evaluation, treatment and
ion of risks with regard to the following aspects:
Service organisations of the cloud service provider undergo a risk Mechanisms exist to conduct a risk assessment prior
assessment in accordance with the policies and procedures for the . toth or f
o : . ! Third-Party Risk gorte
Risk Assessment of | controland of prior to to related Technology Assets, Applications and/or
$50-02.018 Functional | IntersectsWith |  Assessments & TPM-10 8 TPM-04.1
Senvice Organisations | the development or operation of the cloud service. The risk assessment pannivhe Services (TAAS).
includes the identification, analysis, evaluation, treatment and P!
of risks with regard to the following aspects:
Protection needs regarding the confidentiality, integrity, availability and Mechanisms exist to ensure data and assets are
Risk Assessment of | authenticity of cloud service customer data, cloud service derived data, Data & Asset in with applicable statutory,
$50-02.018.1 Functional | Intersects With DCH-04 3 DCH-02
Service Organisations | cloud service provider data and account data processed, stored or Classification regulatory and contractual requirements.
by the service
Protection needs regarding the confidentiality, integrity, availability and Thirapar Mechanisms exist to restrict the location of
ird-Pa
$50.02.018.1 Risk Assessment of | authenticiy o cloud senvice customer data,cloud service dertved data, | ¢ oL S‘nge pM12, |Information processing/storage based on business s TPM04d
Service Organisations |cloud service provider data and account data processed, stored or requirements.
and Senvice Locations
by the
Mok Assesementof | IMPECt ot protection breach on the provision of the cloud service; Businoss Impact Mechanisms exist to conduct a Business Impact
§50-02.01B.2 Functional | Intersects With P RSK-08 |Analysis (BIA) to identify and assess security, 3 RSK-08
Senvice Organisations Analysis (BIA)
and resilience risks.
Impact of a protection breach on the provision of the cloud service; i party Fisk Mechanisms exist to conduct a risk assessment prior
Risk Assessment of Y to the acquisition or outsourcing of technology-
$50-02.018.2 Functional | IntersectsWith |  Assessments & TPM-10 3 TPM-04.1
Senvice Organisations pannivhe related Technology Assets, Applications and/or
PP Services (TAAS).
The cloud service provider's dependence on the service organisation for Mechanisms exist to maintain a current ist of
Risk Assessment of Approved
$50-02.018.3 “© the scope, complexity and uniqueness of the provided service, Functional | Intersects With AST-10  |approved technologies (hardware and software). 3 AST-01.4
Service Organisations | o Technologies
including the of possible
The cloud service provider's dependence on the service organisation for Mechanisms exist to:
the scope, complexity and uniqueness of the provided service, (1) Evaluate security risks and threats associated
Risk A tof |Imetuding the consideration of possible ateratives; Sunly Ghaim Risk with Technology Assets, Applications and/or Services
sk Assessment of u ain Ris
$50-02.01B.3 : Functional | Intersects With PPl TPM-04 | (TAAS) supply chains; and 3 TPM-03
Service Organisations Management (SCRM) " ) ) -
(2) Take appropriate remediation actions to minimize
the organization's exposure to those risks and
threats, as necessary.
Complementary subservice organisation controls (CSOCs) assumed in resonsible Mechanisms exist to document and maintain a
the design of cloud service provider's controls to meet the applicable e Responsible, Accountable, Supportive, Consulted &
\ccountable,
Risk A tof |CS criteria; Informed (RASCI) matrix, lar d tation,
§50-02.01B.4 ISk Assessment o ereria Functional | Intersects With | Supportive, Consulted | Tpm-17  |ormed (RASCI) matrix, or similar documentation 3 TPM-05.4
Service Organisations to delineate assignment for security, compliance and
&Informed (RASCI)
A resilience controls between internal stakeholders
and External Service Providers (ESPs).
Deviations regarding the design and operation of CSOCs assumed at Mechanisms exist to address weaknesses or
$50-02.01B.5 Risk tof |service assu N and Functional | Intersects With | |"o-Farty Defieiency | oo 4o | deficiencies in supply chain elements identified 5 TPM-09
Service Organisations | mitigating measures by the cloud service provider to address such Remediation during or of
such elements.
Aok Assesemant of | e DIy of the cloud service provider to diversify sources of supply Mechanisms exist to obtain security, compliance
550020186 | 1" o |and timit vendor lock-in; Functional | Intersects With | SupplierDiversity | TPM-06 |and resilience technologies from different suppliers 5 TDA-03.1
ervice Organisations
& to minimize supply chain risk.
Whether service organisations used by the cloud service provider Mechanisms exist to ensure applicable security,
Risk of use service i Contract Flow-Down compliance and resilience requirements are included
$50-02.01B.7 Functional | Intersects With TPM-14.1 5 TPM-05.2
Senvice Organisations | that contribute to the development and operation of the cloud service; Requirements in contracts that flow-down to applicable
and and suppliers.
N +or|IFservice organisations used by the cloud service provider themsalves Third-Party Mechanisms exist to restrict the location of
isk Assessment of
550020188 | 1o MM T | use subcontractors, the types of data processed by the Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 3 TPM-04.4
& and Service Locations requirements.
If service organisations used by the cloud service provider themselves Mechanisms exist to ensure applicable security,
$50.02.018.8 Risk Assessment of | use subcontractors, the types of data processed by the Functional. | intersects wigh | COMractFlow-Down | - |compliance and resilience requirements are included R P08
Senvice Organisations | subcontractors. Requirements in contracts that flow-down to applicable
and suppliers.
The adequacy of the risk assessment is reviewed regularly, at least Mechanisms exist to routinely update risk
Risk Assessment of ~|annually, by qualified personnel of the cloud service provider during ) Risk and react upon identifying
$50-02.028 Functional | Intersects With RSK-13.2 ' ' 3 RSK-07
Service Organisations |service usage. Update new security vulnerabilities, including using outside
sources for security i
The adequacy of the risk assessment is reviewed regularly, at least I Mechanisms exist to conduct a risk assessment prior
ird-Party Ris
50.02.008 Risk Assessment of _annually, by qualified personne of the cloud service provider during Functional | ntersects with Assessm:yms A TpMegg | the acauisition or outsourcing of technology- R PM08A
Service Organisations |service usage. " ) related Technology Assets, Applications and/or
pprovals Services (TAAS).
If the cloud service provider relies on assets from a supplier or on Mechanisms exist to enforce Logical Access Control
services from subservice organisations for the operation of the cloud (LAC) permissions that conform to the principle of
service, it does not allow those suppliers or service organisations to "least privilege.”
Data P f |access any cloud service customer data, cloud service derived data or
$50-03.018 ata Processing o Y ’ ! Functional | Intersects With | Access Enforcement |  IAC-25 3 1AC-20
Senvice Organisations |account data. Exceptions are made only if the cloud service provider
has performed a risk assessment according to OIS-07 on the possibility
of cloud service customer data, cloud service derived data or account
data being exposed.
If the cloud service provider relies on assets from a supplier or on Mechanisms exist to restrict the location of
services from subservice organisations for the operation of the cloud information processing/storage based on business
service, it does not allow those suppliers or service organisations to Thirgpart requirements.
Data Processing of | access any cloud service customer data, cloud service derived data o i d-party
$50-03.018 . ’ Functional | Intersects With | Processing, Storage | TPM-12.2 5 TPM-04.4
Senvice Organisations |account data. Exceptions are made only if the cloud service provider e e
i
has performed a risk assessment according to OIS-07 on the possibility
of cloud service customer data, cloud service derived data or account
data being exposed.
The cloud service provider obtains written authorisation of the Mechanisms exist to restrict the location of
customer prior to the processing of cloud service customer data, cloud i Part formation processing/storage based on business
Data Processing of | service derived data or account data when engaging service X d-Party requirements.
S$S0-03.02B Functional Intersects With Processing, Storage TPM-12.2 3 TPM-04.4
Service Organisations |organisations. This can be achieved by authorisation of the customer,
: : and Service Locations
per service organisation, or by way of a general pre-authorisation
between the cloud service provider and the customer.
The cloud service provider obtains written authorisation of the Mechanisms exist to require contractual
customer prior to the processing of cloud service customer data, cloud i for applicable security,
Data Processing of | service derived data or account data when engaging service Third-Party Contract and resilience requirements with third-parties,
$50-03.028 rocessing rrios denvec @ L dats when Sngaging sen Functional | Intersects With | o oY TPM-14 ° o with fird-parties 3 TPM-05
Senvice Organisations |organisations. This can be achieved by authorisation of the customer, Requirements reflecting the organization's needs to protect ts
per service organisation, or by way of a general pre-authorisation Technology Assets, Applications, Services and/or
between the cloud service provider and the customer. Data (TAASD).
$50-03.01AS, sharpening SS0-03.018 Mechanisms exist to enforce Logical Access Control
If the cloud service provider relies on assets from a supplier or on (LAC) permissions that conform to the principle of
services from subservice organisations for the operation of the cloud "least privilege.”
service, it does not allow those suppliers or service organisations to
) access any cloud service customer data, cloud service derived data or
Data Processing of ’
$50-03.01A8 account data. Exceptions are made only if the cloud service provider Functional | Intersects With | Access Enforcement |  I1AC-25 3 IAC-20
Service Organisations . L
has performed a risk assessment according to OIS-07 on the possibility
of cloud service customer data, cloud service derived data or account
data being exposed, and it is ensured that all operations requiring
access to those data types are performed or supervised by authorised
personnel (cf. HR-01).
550-03.01AS, sharpening SS0-03.018 Mechanisms exist to restrict the location of
If the cloud service provider relies on assets from a supplier or on formation processing/storage based on business
services from subservice organisations for the operation of the cloud requirements.
service, it does not allow those suppliers o service organisations to
Deta Processingof | 6% anY eloud service customer data, cloud service derived data or Third-Party
ata Processing of
SS00301A8 | %0 OO safons account data. Exceptions are made only if the cloud service provider Functional | Intersects With | Processing, Storage | TPM-12.2 5 TPM-04.4
rvice Organisations |, < performed a risk assessment according to OIS-07 on the possibility and Service Locations
of cloud service customer data, cloud service derived data or account
data being exposed, and it is ensured that all operations requiring
access to those data types are performed or supervised by authorised
personnel (cf. HR-01).
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The cloud service provider maintains a directory for controlling and Mechanisms exist to maintain a current, accurate
itoring the service organi that contribute services to the and complete list of External Service Providers
5004018 irectory of Service _|delivry of the cloud service. The following nformation s maintained in | oo | entories| TeMog | (ESPS) that can potentiallyimpact the s POt
Organisations | the directory: Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
cations, Services and/or Data (TAASD).
Company name; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
Directory of Service (ESPs) that can potentially impact the
$50-04.018.1 Functional | Intersects With | Third-Party Inventories|  TPM-08 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
Address of the head office; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
$50-04.01B.2 Directory of Service Functional | Intersects With | Third-Party Inventories | Tpm-0g | (EoF <) that can potentially impact the 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
ions, Services and/or Data (TAASD).
‘Applicable legal jurisdiction; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
Directory of Service (ESPs) that can potentially impact the
$50-04.018.3 Functional | Intersects With | Third-Party Inventories|  TPM-08 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
Locations where cloud service customer data, cloud service derived Seotocation Mechanisms exist to control the location of
Directoryof Senice |12 cloud service provider data and account data s processed and Recchomanta for Technology Assets, Applications and/or Services
$50-04.01B.4 ' stored; Functional | Intersects With DCH-30.1 |(TAAS) processing and/or storage based on business 3 cLD-09
Organisations Processing, Storage h
requirements that includes statutory, regulatory and
and Senvice Locations
Locations where cloud service customer data, cloud service derived Mechanisms exist to maintain a current, accurate
data, cloud service provider data and account data is processed and and complete list of External Service Providers
550-04.01B.4 Directory of Service | store Functional | Intersects With | Third-Party Inventories |  TpM.og | (ESPS) that can potentially impact the 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
cations, Services and/or Data (TAASD).
contact at the service Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
Directory of Service (ESPs) that can potentially impact the
$50-04.01B.5 Functional | Intersects With | Third-Party Inventories| ~ TPM-08 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
contact at the cloud service provider; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
Directory of Service : ) ESPs) that can potentially impact the
$50-04.01B.6 Orga'r“’isamns Functional | Intersects With | Third-Party Inventories| ~ TPM-08 ‘Cnnhc’]ent\atity, :)megvi(y, La"';bimy ond/or Safety 3 TPM-01.1
(CIAS) of the organization's Technology Assets,
i Services and/or Data (TAASD).
Description of the service; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
Directory of Service (ESPs) that can potentially impact the
$50-04.01B.7 Functional | Intersects With | Third-Party Inventories|  TPM-08 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
c based on the risk Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
50000188 Directory of Service Functional | intersectswitn | TT-Party Grtcality | o |Applications andor Services (TAAS) using a supply s P02
Organisations Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Beginning of service usage; and Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
$50-04.01B.9 Directory of Service Functional | Intersects With |Third-Party Inventories| TPM-08 (ESPs) that can potentially impact the 3 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
i Services and/or Data (TAASD).
Proof of with agreed Mechanisms exist to monitor, regularly review and
) ) assess External Service Providers (ESPs) for
$50-04.01B.10 Directory of Service Functional | Intersects with | ReVieW Of Third-Party | o) 1o | Compliance with established contractual 3 TPM-08
Organisations Senvices * h '
requirements for security, compliance and resilience
controls.
The inventory is reviewed at least annually for completeness, accuracy Mechanisms exist to maintain a current, accurate
and validity of the information. and complete list of External Service Providers
$50-04.028 Directory of Service Functional | Intersects With | Third-Party Inventories|  TpM-0g |- <) that can potentially impact the 5 TPM-01.1
Organisations Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
cations, Services and/or Data (TAASD).
The cloud service provider monitors compliance with information Mechanisms exist to monitor, regularly review and
Monitoringof |security requirements and applicable legal and regulatory Reviow of Third-Party assess External Service Providers (ESPs) for
$50-05.018 Compliance with i in with policies and Functional | Intersects With ! TPM-15 | compliance with established contractual 8 TPM-08
Requirements | controlling and monitoring of service organisation. Services requirements for security, compliance and resilience
controls.
Monitoring includes a regular review of the following information to the Mechanisms exist to monitor, regularly review and
Monitoringof | extent that such information is to be provided by service organisations Reviow of Third-Party assess External Service Providers (ESPs) for
$50-05.028 Compliance with  in with th Functional | Intersects With oo TPM-15 | compliance with established contractual 5 TPM-08
Requirements requirements for security, compliance and resilience
controls.
Reports on the quality of the service provided; Mechanisms exist to monitor, regularly review and
Monitoring of Reviow of Third-Party assess External Service Providers (ESPs) for
$50-05.028.1 Compliance with Functional | Intersects With oo TPM-15 | compliance with established contractual 3 TPM-08
Requirements requirements for security, compliance and resilience
controls.
Certificates of the systems’ with Mechanisms exist to obtain an attestation from an
international standards; i Third-Party o i
Monitoring of ) Third-arty Attostation (3PAO) that provides assurance of conformity with
$50-05.028.2 Compliance with Functional | Intersects With anh) TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
Requirements obligations for security, compliance and resilience
controls, including any flow-down requirements to
nd
Monitoringof | Records of the service organisations on the handling of vulnerabilities, Third-Party Incident exist to ensure
$50-05.028.3 Compliancewith  |security incidents and incidents; Functional | Intersects With | Response & Recovery | TPM-21 | planning and testing are conducted with critical 5 TPM-11
i Capabilities suppliers/providers.
Independent third party reports on the design and operation of their Mechanisms exist to obtain an attestation from an
service-related system of internal control; and i Third-Party o
Monitoring of Third-Party Attestation (3PAO) that provides assurance of conformity with
550-05.02B.4 Compliance with Functional | Intersects With ann) TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
Requirements obligations for security, compliance and resilience
controls, including any flow-down requirements to
d
Montoringef |1 eTVce organisations used by the cloud service provider themselves Mechanisms exist to ensure applicable securt,
$50.05.028.5 Compliomeanith |° the f their with Functional | intersacts with | CoMtractFlow-Down | |compliance and resilience requirements are included s PM052
noauirements | elevant contractual, legal and regulatory requirements. Requirements in contracts that flow-down to applicable
su and suppliers.
If service organisations used by the cloud service provider themselves Mechanisms exist to monitor, regularly review and
Monitoringof |use the f their ith Roviow of Third.Party assess External Service Providers (ESPs) for
550-05.02B.5 Compliancewith | relevant contractual, legal and regulatory requirements. Functional | Intersects With orvion TPM-15 | compliance with established contractual 3 TPM-08
Requirements requirements for security, compliance and resilience
controls.
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The frequency of the to of the Mechanisms exist to monitor, regularly review and
Monitoringof | service organisation based on the risk assessment conducted by the Reviow of Third-Party assess External Service Providers (ESPs) for
$S0-05.03B Compliance with cloud service provider (cf. SS0-02). Functional Intersects With Services TPM-15 compliance with established contractual 3 TPM-08
Requirements requirements for security, compliance and resilience
controls.
If a service is tobea Mechanisms exist to monitor, regularly review and
Monitoringof | the cloud service provider assesses this relationship and carries out Reviow of Third-Party assess External Service Providers (ESPs) for
S$S0-05.04B Ci with to ensure that the applicable C5 criteria are Functional Intersects With Services TPM-15 compliance with established contractual 5 TPM-08
i met. i provide requirements for security, compliance and resilience
controls.
That the subservice organisation has designed and operated relevant Mechanisms exist to monitor, regularly review and
Monitoringof | controls; and assess External Service Providers (ESPs) for
Review of Third-Party
$S0-05.04B.1 Compliance with Functional Intersects With Services TPM-15 compliance with established contractual 3 TPM-08
Requirements requirements for security, compliance and resilience
controls.
That the controls to the expected Mechanisms exist to monitor, regularly review and
Monitoringof | complementary subservice organisation controls (CSOCs) assumed in Roview of Third-Party assess External Service Providers (ESPs) for
$S0-05.04B.2 Compliance with the design of the cloud service providers controls. Functional Intersects With Services TPM-15 compliance with established contractual 3 TPM-08
Requirements requirements for security, compliance and resilience
controls.
Monitoring of Identified deviations are subjected to analysis, evaluation and Mechanisms exist to address weaknesses or
treatment in accordance with the risk assessment of service Third-Party Deficiency deficiencies in supply chain elements identified
$S0-05.05B Compliance with Functional Intersects With TPM-18 5 TPM-09
nocuirements | CT8aMSations (cf. $30-02). Remediation during or of
such elements.
If a service organisation contributing to the provision of the cloud Mechanisms exist to ensure stakeholders are made
Monitoringof | service undergoes a change that has a significant adverse effect on the Stakeholder aware of and understand the impact of proposed
S$S0-05.06B Compliance with cloud service provider’s level of security, the cloud service provider Functional Intersects With Notification of CHG-08 changes. 5 CHG-05
Requirements | communicates this to all of its cloud service customers without undue Changes
delay.
If a service organisation contributing to the provision of the cloud Mechanisms exist to timely-report incidents to
Monitoringof | service undergoes a change that has a significant adverse effect on the ncident Stakeholder applicable:
S$S0-05.06B Compliance with cloud service provider’s level of security, the cloud service provider Functional Intersects With Reporting IRO-16 (1) Internal stakeholders; 3 IRO-10
this to all of its cloud service customers without undue (2) Affected clients & third-parties; and
delay. (3) Regulatory authoriti
The cloud service provider establishes and documents a procedure to Mechanisms exist to require Non-Disclosure
Monitoringof | regularly review non-discl or forall Confdontialiy (NDASs) or similar
SS0-05.07B Compliance with service organisations involved in providing the cloud service. This Functional Intersects With Agreements HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
is in practice, and the review is conducted at and operational details, for both employees and third
least once per year. parties.
The cloud service provider establishes and documents a procedure to Mechanisms exist to monitor, regularly review and
Monitoringof | regularly review non-discl or forall Roviow of Third.Party assess External Service Providers (ESPs) for
SS0-05.07B Compliance with service organisations involved in providing the cloud service. This Functional Intersects With Services TPM-15 compliance with established contractual 3 TPM-08
is in practice, and the review is conducted at requirements for security, compliance and resilience
least once per year. controls.
The for monitoring iance with the requi are Mechanisms exist to monitor, regularly review and
Monitoringof | supplemented by automatic procedures relating to the following Roviow of Third-Party assess External Service Providers (ESPs) for
S$S0-05.01AC Compliance with aspects: Functional Intersects With Services TPM-15 compliance with established contractual 5 TPM-08
Requirements requirements for security, compliance and resilience
controls.
Configuration of system components; ‘Automated mechanisms exist to:
Monitoring of i (1) Identify unauthorized deviations from an
t Integrity Assurance & <
SS0-05.01AC.1 Compliance with Functional Intersects With Enforcement (IAE) CFG-08.2 |approved secure baseline configuration; and 3 CFG-06
Requirements (2) Implement automated resiliency actions to
rer the change.
Monttoringof and ility of system exist to m
$50-05.01AC.2 Compliance with Functional | Intersects With Performance Cap-gs | 2nd alert on the operating state and health status of 3 CAP-04
aommiroments Monitoring critical Technology Assets, Applications and/or
Services (TAAS).
Monitoringof | Response time to incidents and security incidents; and Third-Party Incident exist to ensure
SS0-05.01AC.3 Compliance with Functional Intersects With | Response & Recovery TPM-21 planning and testing are conducted with critical 3 TPM-11
Capabilities i i .
Monitoringof | Recovery time (time until completion of error handling). Rocovery Time. Point Mechanisms exist to facilitate recovery operations in
$S0-05.01AC.4 Compliance with Functional | Intersects With | 720 | TP | BCD-04.1  {accordance with Recovery Time Objectives (RTOS) 3 BCD-01.4
and Recovery Point Objectives (RPOs).
Identified violations and discrepancies are automatically reported to Mechanisms exist to generate, monitor, correlate
Monitoring of the responsible personnel or system components of the cloud service System Generated and respond to event logs and security-relevant
$50-05.02AC Compliance with | provider for prompt assessment and action. Functional | Intersects With | Event Logs & Security-| MON-04 [telemetry from physical, cybersecurity, data 3 MON-01.4
Requirements Relevant Telemetry protection and supply chain activities to achieve
i situational
Monitoring of Identified violations and discrepancies are automatically reported to Mechanisms exist to address weaknesses or
! the responsible personnel or system components of the cloud service i Third-Party Deficiency deficiencies in supply chain elements identified
$S0-05.02AC Compliance with Functional Intersects With TPM-18 3 TPM-09
moauirements.|Provider for prompt assessment and action. Remediation during or of
such elements.
The cloud service provider defines and implements a process for Mechanisms exist to conduct a risk assessment prior
conducting periodic security assessments for all service organisations. o the acquisition or outsourcing of technology-
Monitoring of The nature and scope of these security assessments correspond to the Third-Party Risk related Technology Assets, Applications and/or
SS0-05.03AC C i with risk with each service These risk-based Functional Intersects With Assessments & TPM-10 Services (TAAS). 3 TPM-04.1
Requirements  |security assessments ensure that service organisations meet the Approvals
required security standards and that any potential risks are identified
and mitigated appropriately.
The cloud service provider defines and implements a process for Mechanisms exist to monitor, regularly review and
conducting periodic security assessments for all service organisations. assess External Service Providers (ESPs) for
Monitoringof | The nature and scope of these security assessments correspond to the Reviow of Third-Party compliance with established contractual
S$S0-05.03AC C with risk with each service ion. These risk-based Functional Intersects With Services TPM-15 requirements for security, compliance and resilience 5 TPM-08
Requirements. security assessments ensure that service organisations meet the controls.
required security standards and that any potential risks are identified
and mitigated
The cloud service provider has defined and documented contract Mechanisms exist to include "break clauses" within
Contract Termination |termination or exit strategies for the purchase of services where the risk contracts for failure to meet contract criteria for
S$S0-06.01B Strategy for Service |assessment of the service organisations regarding the scope, Functional Intersects With Break Clauses TPM-19 security, compliance and/or resilience controls. 8 TPM-05.7
Organi and uni of the service provided resulted in a very
high (cf.
Exit strategies are aligned with operational continuity plans and include Mechanisms exist to operate a Business Continuity
_|the following aspects: Management System (BCMS) to achieve resilient
Contract Termination Business Continuity
N Technology Assets, Applications, Services and/or
S$S0-06.02B Strategy for Service Functional Intersects With | Management System BCD-02 Data (TAASD) during: 3 BCD-01
Organisations (BCMS) (1) Routine operations; and
(2) Adverse conditions.
Contract Termination |Exit strategies are aligned with operational continuity plans and include Mechanisms exist to include "break clauses" within
S$S0-06.02B Strategy for Service |the following aspects: Functional Intersects With Break Clauses TPM-19 contracts for failure to meet contract criteria for 5 TPM-05.7
[¢] i security, i and/or resilience controls.
Contract Termination |Analysis of the potential costs, impacts, resources and timing of the Mechanisms exist to include "break clauses" within
$S0-06.02B.1 Strategy for Service [transition of a purchased service to an alternative service organisation; Functional Intersects With Break Clauses TPM-19 contracts for failure to meet contract criteria for 3 TPM-05.7
[¢] i security, i and/or resilience controls.
Contract Termination | Definition and allocation of roles, responsibilities and sufficient Mechanisms exist to include "break clauses" within
$S80-06.02B.2 Strategy for Service [resources to perform the activities for a transition; Functional Intersects With Break Clauses TPM-19 contracts for failure to meet contract criteria for 3 TPM-05.7
[¢] i security, i and/or resilience controls.
Contract Termination | Definition of success criteria for the transition; and Mechanisms exist to include "break clauses" within
$S80-06.02B.3 Strategy for Service Functional Intersects With Break Clauses TPM-19 contracts for failure to meet contract criteria for 3 TPM-05.7
[¢] i security, i and/or resilience controls.
Definition of indicators for monitoring the performance of services, Mechanisms exist to monitor, regularly review and
Contract Termination |which should initiate the withdrawal from the service if the results are Review of Third-Party assess External Service Providers (ESPs) for
S$S0-06.02B.4 Strategy for Service |unacceptable. Functional Intersects With Services TPM-15 compliance with established contractual 3 TPM-08
Organisations requirements for security, compliance and resilience
controls.
Contract Termination | Definition of indicators for monitoring the performance of services, Mechanisms exist to include "break clauses" within
$S0-06.02B.4 Strategy for Service |which should initiate the withdrawal from the service if the results are Functional Intersects With Break Clauses TPM-19 contracts for failure to meet contract criteria for 3 TPM-05.7
[¢] i security, i and/or resilience controls.
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Ensuring Transparency | The cloud service provider designs, implements and maintains controls Third-Party Mechanisms exist to faciltate the implementation of
$50-07.018 within Service [ to ensure its with respectto | Functional | Intersects With oo TPM-02 | third-party management controls. 5 TPM-01
[o] the following aspects: g
Data flow and interfaces between the cloud service provider and Mechanisms exist to create and maintain a map of
Ensuring Transparency . h ’ o ;
service organisations used by the cloud service provider are Technology Assets, Applications and/or Services
$50-07.018.1 within Service Functional | Intersects With | Data Action Mapping | AST-17.2 5 AST-02.8
e | aocumented, including measures regarding the secure transmission (TAAS) where sensitive and/or regulated data is
& and access control for data shared with service ions; and stored, or processed.
Data flow and interfaces between the cloud service provider and Cryptographic mechanisms exist to implement
Ensuring Transparency | oo ice organisations used by the cloud service provider are Safeguarding Data strong cryptography and security protocols to
§50-07.01B.1 within Service ganisations Y P . Functional | Intersects With guarding NET-37 8 crypography VP . 3 NET-12
. | documented, including measures regarding the secure transmission Over Open Networks safeguard sensitive and/or regulated data during
"8anisations | and access control for data shared with service and over open, public networks.
Cloud service customers are informed of service organisations used by Mechanisms exist to maintain a current, accurate
the cloud service provider for development and operation of the cloud and complete list of External Service Providers
Ensuring Transparency | ;..o and what type of data these service organisations and thelr (ESPs) that can potentially impact the
$50-07.01B.2 within Service v E Functional | Intersects With | Third-Party Inventories|  TPM-08 -anpotentiafly impac 3 TPM-01.1
. | subcontractors are processing. Confidentiality, Integrity, Availability and/or Safety
rganisations
& (CIAS) of the organization's Technology Assets,
ions, Services and/or Data (TAASD).
Cloud service customers are informed which of the service Mechanisms exist to ensure applicable security,
Ensuring Transparency use to process cloud service Contract Flow-Down compliance and resilience requirements are included
§50-07.01B.3 within Service P Functional | Intersects With ) TPM-14.1 P auirem 3 TPM-05.2
customer data. Requirements in contracts that flow-down to applicable
Organisations
and suppliers.
The cloud service provider documents this information and reviews its Mechanisms exist to maintain a current, accurate
completeness, accuracy and validity at least annually. and complete list of External Service Providers
Ensuring Transparency (ESPs) that can potentially impact the
$50-07.028 within Service Functional | Intersects With | Third-Party Inventories |  TPM-08 ran potentiatly Impac 3 TPM-01.1
. | Confidentiality, Integrity, Availability and/or Safety
rganisations
& (CIAS) of the organization's Technology Assets,
ions, Services and/or Data (TAASD).
$50-07.01AS, sharpening S50-07.018 Mechanisms exist to facilitate the implementation of
Ensuring Transparency . o104 service provider designs, implements and maintains controls Third-Par third-party management controls.
$50-07.01A8 within Service P Ens. Imp " Functional | Intersects With v TPM-02 party manag - 5 TPM-01
to ensure its with respect to Management
Organisations
the following aspects:
Data flow and interfaces between the cloud service provider and Mechanisms exist to create and maintain a map of
Ensuring Transparency ) h ’ o ;
service organisations used by the cloud service provider are Technology Assets, Applications and/or Services
$50-07.01AS.1 within Service Functional | Intersects With | Data Action Mapping | AST-17.2 5 AST-02.8
o | documented, including measures regarding the secure transmission (TAAS) where sensitive and/or regulated data is
© and access control for data shared with service ions; and stored, or pr d.
Data flow and interfaces between the cloud service provider and c existtol
Ensuring Transparency | oo ;e organisations used by the cloud service provider are Safeguarding Data strong cryptography and security protocols to
$50-07.01A8.1 within Service ganisations Y P - Functional | Intersects With guarding NET-37 8 cryprography v . 3 NET-12
. . documented, including measures regarding the secure transmission Over Open Networks safeguard sensitive and/or regulated data during
"8anisations | and access control for data shared with service and over open, public networks.
Cloud service customers are informed of service organisations and Mechanisms exist to maintain a current, accurate
their subcontractors used by the cloud service provider for and complete list of External Service Providers
Ensuring Transparency | .\ ooment and operation of the cloud service and what type of data (ESPs) that can potentially impact the
$50-07.01A8.2 within Service P P Ype of Functional | Intersects With | Third-Party Inventories| TPM-08 -an potentiafly impac 3 TPM-01.1
. . these service and their are Confidentiality, Integrity, Availability and/or Safety
rganisations
& (CIAS) of the organization's Technology Assets,
cations, Services and/or Data (TAASD).
Cloud service customers are informed which of the service Mechanisms exist to ensure applicable security,
Ensuring Transparency use to process cloud service Contract Flow-Down compliance and resilience requirements are included
$50-07.01A5.3 within Service P Functional | Intersects With ) TPM-141 [SOTP auren 3 TPM-05.2
customer data. Requirements in contracts that flow-down to applicable
Organisations
and suppliers.
) When functional components used for the provision of the cloud Mechanisms exist to implement and govern Access
Controlling Exchanges " °
o o8% | service may directly or indirectly access cloud service customer data, Data Flow Control Lists (ACLs) to provide data flow
with Suppliers of
$50-08.018 N the cloud service provider defines and implements a policy according |  Functional | Intersects With | Enforcement - Access |  NET-04 | enforcement that explicitly restrict network traffic to 3 NET-04
c " to SP-01 that does not allow a direct exchange between such Control Lists (ACLs) only what is authorized.
omponents and their suppliers.
) When functional components used for the provision of the cloud Mechanisms exist to mitigate the risks associated
Controlling Exchanges " ° ) °
e 8% | service may directly or indirectly access cloud service customer data, with third-party access to the organization's
with Suppliers of
$50-08.018 N the cloud service provider defines and implements a policy according |  Functional | Intersects With | Third-Party Services | TPM-12  [Technology Assets, Applications, Services and/or 3 TPM-04
o SP-01 that does not allow a direct exchange between such Data (TAASD).
Components
and their suppliers.
) In addition, procedures are defined and implemented according to SP- Mechanisms exist to utilize a process to assist users.
Controlling Exchanges P ‘ : S )
oo 78% |01 that reuire the cloud service provider to authorise any content Sensitive / Regulated in making information sharing decisions to ensure
with Suppliers of
$50-08.028 N provided by a supplier for its functional components or to be sent from | Functional | Intersects With Data Sharing DCH-08.1 |data s appropriately protected. 3 DCH-14
i
a functional component to its supplier. The authorisation takes place Decisions
Components 8
before the content is and for each transfer.
) In addition, procedures are defined and implemented according to SP- Mechanisms exist to implement and govern Access
Controlling Exchanges P )
oo e78% |01 that reuire the cloud service provider to authorise any content Data Flow Control Lists (ACLs) to provide data flow
with Suppliers of
$50-08.028 N provided by a supplier for its functional components or to be sent from | Functional | Intersects With | Enforcement ~Access | NET-04 |enforcement that explicitly restrict network traffic to 3 NET-04
i
o " a functional component to its supplier. The authorisation takes place Control Lists (ACLs) only what is authorized.
OmPONeNtS | before the content s and for each transfer.
When a procedure for authorising content before its transfer is Mechanisms exist to configure Technology Assets,
automated, the cloud service provider implements it using a solution Applications and/or Services (TAAS) to produce event
that maintains traces of: logs that contain sufficient information to, at a
Controlling Exch minimum:
ontrolling Exchanges
o e . f (1) Establish what type of event occurred;
with Suppliers of
$50-08.038 N Functional | Intersects With | Content of Event Logs | MON-08 | (2) When (date and time) the event occurred; 3 MON-03
i
o " (8) Where the event occurred;
omponents (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The operations that are proposed by the functional component’s Mechanisms exist to configure Technology Assets,
supplier; Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, ata
Controlling Exch minimum:
ontrolling Exchanges
o e . f (1) Establish what type of event occurred;
with Suppliers of
550-08.03B.1 i Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
i
N u ; (3) Where the event occurred;
omponents (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The verification that is performed to authorise the content before its Mechanisms exist to configure Technology Assets,
transfer; and Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
trolli Exch:
Con ;: S'"g :‘° a”fges (1) Establish what type of event occurred;
with Suppliers of
550-08.03B.2 i, Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
i
N u ’ (3) Where the event occurred;
omponents (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The transfers, both incoming and outgoing, that are effectively Mechanisms exist to configure Technology Assets,
performed. Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
Controlli Exch: minimum:
ntrollin n
° ;:sl e :‘° a fges (1) Establish what type of event occurred;
with Suppliers of
550-08.03B.3 i Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
i
N u ’ (3) Where the event occurred;
omponents (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
Seourity ncidont | OieCtive: Enstire a consistent and comprehensive approach to the
urity Inci ) _—
513 Y capturing, evaluation, communication and handling of security Functional | No Relationship N/A N/A N/A o
Management (SIM) |
incidents.
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Policies, and technical are Mechanisms exist to implement and govern
and provided in with SP-01 to ensure a fast, and tofacilitate an
_|effective and proper response to all known security incidents. The ! organization-wide response capability for
Policy for Security ) . e o e Incident Response ' ¥ )
SIM-01.01B cloud service provider defines guidelines for the classification, Functional Intersects With IRO-02 and data pi L d incidents. 8 IRO-01
Incident Management Operations
prioritisation, escalation and root cause analysis of security incidents
and creates interfaces to the incident management and business
Policies, and technical Mechanisms exist to identify classes of incidents and
and provided in SP-01toensure a fast, actions to take to ensure the continuation of
Poicy for Security | Ffective and proper response to al known security incidents. The ncident Classificat organizational missions and business functions.
olicy for Securi ncident Classification
SIM-01.018 " ¥ | cloud service provider defines guidelines for the classification, Functional | Intersects With s 1RO-04 3 1R0-02.4
Incident Management | %€ ¢ ° ' &Prioritization
prioritisation, escalation and root cause analysis of security incidents
and creates interfaces to the incident management and business
inuity
The cloud service provider has set up a ‘Computer Security Incident Mechanisms exist to establish an integrated team of
Poticy for Security | RESPONSe Team’ (CSIRT), which contributes to the coordinated Integrated Security cybersecurity, IT and business function
olicy for Securi
SIM-01.028 oo« |resolution of occurring security incidents. Functional | Intersects With | Incident Response |  IRO-11 |representatives that are capable of addressing 8 1RO-07
@ Team (ISIRT) cybersecurity and data protection incident response
| Communication channels with the cloud service customers are Mechanisms exist to maintain incident response
Policy for Security [ o Regulatory & Law ‘
SIM-01.038 identified and defined and customers affected by security incidents are |  Functional | Intersects With IRO-15 | contacts with applicable regulatory and law 3 IRO-14
Incident Management Enforcement Contacts
informed in a timely and manner. agencies.
Communication channels with the cloud service customers are Mechanisms exist to timely-report incidents to
Poticy for Security | @entified and defined and customers affected by security incidents are ncident Stakehotd applicable:
olicy for Securi ncident Stakeholder
SIM-01.038 " ¥ linformed in a timely and appropriate manner. Functional | Intersects With - IRO-16  |(1) Internal stakeholders; 5 1RO-10
Incident Management Reporting '
(2) Affected clients & third-parties; and
(3) Regulator
There are procedures as to how the data of a suspicious system can be Mechanisms exist to perform digital forensics and
Policy for Security | collected in a conclusive manner in the event of a security incident. Chain of Custody & maintain the integrity of the chain of custody, in
SIM-01.04B Functional | Intersects With 1RO-13 5 1RO-08
Incident Management Forensics with laws, and
industry-recognized secure practices.
The cloud service provider has documented, approved and Mechanisms exist to cover:
oneor ity incident response plans. The (1) Preparation;
plans address all stages of incident response, including identification, (2) Automated event detection or manualincident
Security Incident t t, eradication, , and tearned. Th : rtintake;
SIM-02.018 eourtyincident | containment, eradication, recovery, and lessons learned. They are Functional | Intersects With | Incident Handling IRO-0 |foPOTtINtake; 3 IR0-02
Response Plans | approved by subject matter experts of the cloud service provider and (3) Analysis;
to all relevant (4) Containment;
(5) Eradication; and
(6) Recovery.
The cloud service provider has documented, approved and Mechanisms exist to maintain and make available a
communicated one or more security incident response plans. The current and viable Incident Response Plan (IRP) to all
Security Incident | plans address all stages of incident response, including identification, Incident Response stakeholders.
SIM-02.01B Functional | Intersects With 1RO-08 8 1RO-04
Response Plans | containment, eradication, recovery, and lessons learned. They are Plan (IRP)
approved by subject matter experts of the cloud service provider and
to all relevant
The plans are evaluated and updated at least annually or as necessary Mechanisms exist to address data breaches, or other
Security Incident to reflect changes in th structure or incidents involving the unauthorized disclosure of
SIM-02.028 Functional | Intersects With Data Breach 1RO-22 5 1RO-04.1
Response Plans sensitive o regulated data, according to applicable
laws, regulations and i
, + Securty | SUBIECt matter experts of the cloud service provider classify, prioritise neidont Classifioat Mechanisms exist to identify classes of incidents and
rocessing of Securi ncident Classification
SIM-03.018 8 o1 et Jand perform root-cause analyses for events that could constitute a Functional | Intersects With | " 0% 45 1% IRO-04 |actions to take to ensure the continuation of 5 1RO-02.4
security incident. missions and business functions.
Subject matter experts of the cloud service provider classiy, prioritise Root Couse Anat Mechanisms exist to incorporate lessons leared
oot Cause Analysis
Processing of Security | and perform root-cause analyses for events that could constitute a from analyzing and resolving cybersecurity and data
SIM-03.018 '8 V| andperic v Functional | Intersects With |  (RCA) & Lessons IRO-14 vzing 8 cybersecurity 3 IRO-13
Incidents security incident. e incidents to reduce the likelihood or
earme
impact of future incidents.
The results of these root-cause analyses are documented, shared with oot Cause Analysis Mechanisms exist to incorporate lessons leamed
Processing of Security | relevant stakeholders, and used as part of evaluation and learning v from analyzing and resolving cybersecurity and data
SIM-03.028 Functional | IntersectsWith | ~ (RCA) & Lessons IRO-14 5 1RO-13
Incidents processes. P protection incidents to reduce the likelihood or
impact of future incidents.
If the cloud service provider determines that it requires external Mechanisms exist to establish an integrated team of
Processing of Security | 255i5taNCe for processing a security incident, it selects an incident Integrated Security cybersecurity, IT and business function
SIM-03.038 . ’3 o2 | response service based on their competence and trustworthiness or by |  Functional | Intersects With | Incident Response | IRO-11|representatives that are capabls of addressing 3 1RO-07
ncidents
following the of a national authority. Team (ISIRT) cybersecurity and data protection incident response
If the cloud service provider determines that it requires external I Mechanisms exist to conduct a risk assessment prior
ird-Party Ris
M.03.038 ' of Securty for a security incident, it selects an incident Functional | ntersects with Assessm:yms A TpMegg | the acauisition or outsourcing of technology- s PM08A
Incidents response service based on their competence and trustworthiness or by " ) related Technology Assets, Applications and/or
rovals
following the of a national authority. PP Services (TAAS).
‘A catalogue providing clear identification of information security ) Mechanisms exist to identify classes of incidents and
Processing of Security ! ° Incident Classification ‘ '
SIM-03.048 A incidents affecting cloud service customer data is maintained and used |  Functional | Intersects With | " ¢0L 05 IR0-04 |actions to take to ensure the continuation of 5 1R0-02.4
ncidents rioritization
for the ication of security incidents. missions and business functions.
The cloud service provider also uses the incident classification Mechanisms exist to identify classes of incidents and
g of Security for the ion of security events, and ) Incident Classification actions to take to ensure the continuation of
SIM-03.05B ° Functional | Intersects With 1RO-04 3 1RO-02.4
Incidents assesses as well as classifies the correlated information security & missions and business functions.
events according to their criticality.
The cloud service provider also uses the incident classification Automated mechanisms exist to correlate both
for the ion of i security events, and technical and non-technical information from across
g of Security . Correlate Monitoring
SIM-03.058 A assesses as well as classifies the correlated information security Functional | Intersects With vt MON-08  [the enterprise by a Security Incident Event Manager 5 MON-02.1
ncidents nformation
events according to their criticaliy. (SIEM) or similar automated tool, to enhance
i ide situational awareness.
‘Al documents and evidence that provide details on security incidents Mechanisms exist to perform digital forensics and
1M.03.068 Processing of Security related to the cloud service are archived ina secure and tamper-proof | oo || Ghain of Gustody & | o maintain the integrity of the chain of ustody, in R 1RO-08
Incidents manner, in ine with criticality and regulatory requirements. Forensics with laws, and
industry- secure practices.
Processing of Security | AL deSumENts and evidence that provide details on security ncidents Protection of Event Mechanisms exist to protect event logs, security-
i uri )
SIM-03.068 o |related to the cloud service are archived n a secure and tamper-proof | Functional | Intersects With | Logs & Security- MON-12 | relevant telemetry and audit tools from unauthorized 3 MON-08
manner, in line with criticality and regulatory Relevant Telemetry access, and deletion.
The analysis process provides sufficient traceability to understand root Mechanisms exist to perform digital forensics and
Processing of Security | causes and attack progression, appropriate to the risk and impact of Chain of Custody & maintain the integrity of the chain of custody, in
SIM-03.078 " ity | causes and attack progression, approprt ! mp Functional | Intersects With in of Bustody 1RO-13 intain the integrity i of custacy | 3 1RO-08
Incidents the security incident. Forensics with laws, and
dustry-recognized secure practices.
The analysis process provides sufficient traceability to understand root oot Couse Amalyeis Mechanisms exist to incorporate lessons learned
Processing of Security | causes and attack progression, appropriate to the risk and impact of ) v from analyzing and resolving cybersecurity and data
SIM-03.078 Functional Intersects With (RCA) & Lessons IRO-14 N 5 IRO-13
Incidents the security incident. L d protection incidents to reduce the likelihood or
earne
impact of future incidents.
The cloud service provider simulates the identification, analysis and ) Mechanisms exist to formally test incident response
Processing of Security ! ) Incident Response ’ :
SIM-03.01AC oA defence of securityincidents and attacks at least once ayear through | Functional | Intersects Wit | 17010 HesPores IRO-09 | capabilties through realistic exercises to determine 5 1RO-06
tests and exercises (e.g. Red Team training). P ® the of those capabilities.
The cloud service provider simulates the identification, analysis and Mechanisms exist to utilize "red team” exercises to
Processing of Securiy | 467658 Of securiy incidents and attacks at least once a year through simulate attempts by adversaries to compromise
SIM-03.01AC . iems ¥ | appropriate tests and exercises (e.g. Red Team training). Functional | Intersects With | Red Team Exercises | VPM-21 |Technology Assets, Applications and/or Services 5 VPM-10
i
(TAAS) in accordance with organization-defined rules
of
‘An integrated team of forensic/incident responder personnel, Mechanisms exist to perform digital forensics and
Processing of Security | specifically qualified to preserve evidence and manage a chain of Chain of Custody & maintain the integrity of the chain of custody, in
SIM-03.02AC " urty specifica y quaiiied to preserve ev " & ! Functional | Intersects With i of Bustody 1RO-13 intain the integrity i of custacy | 8 1RO-08
Incidents custody, is established or contracted for their services. Forensics with laws, and
industry-recognized secure practices.
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The cloud service provider verifies the application of incident Mechanisms exist to govern identified deficiencies
policies and by the (e.g. Plan of Action and Milestones (POA&M) or
security incident handling processes. Timely and appropriate similar methodology) that formally documents, at a
remediation measures address any deviations identified during minimum:
monitorin. (1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
(3) Description of the deficiency(ies);
Processing of Securit Capabilities 4) Risk associated with the deficiency(ies);
SIM-03.03AC ) 16 of Securty Functional | Intersects With Capabi o1z |9 tod with the deficiency(es) 3 1A0-05
Incidents Deficiency Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
owner);
(8) Resources required to conduct remediation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g,, closeout summary).
The cloud service provider verifies the application of incident Mechanisms exist to cover:
policies and by the (1) Preparation;
security incident handling processes. Timely and appropriate (2) Automated event detection or manual incident
Processing of Security | remediation measures address any deviations identified durin report intake;
SIM-03.03AC rocessing of Seeurity Y © Funotional | IntersectsWith |  Incident Handling | 1RO-06  |'or 3 1RO-02
Incidents monitorin. (3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
‘After a security incident has been processed, the solution is Mechanisms exist to timely-report incidents to
D and in the andthe applicable:
Incident Stakeholder
SIM-04.018 Reporting of Security |documentation is sent to the affected customers for final Functional | Intersects With P IRO-16 |(1) Internal stakeholders; 5 IRO-10
Incidents or, if applicable, as porting (2) Affected clients & third-parties; and
(3) Regulatory
Information on security incidents or confirmed security breaches is Mechanisms exist to timely-report incidents to
Documentation and [ made available to all affected customers. applicable:
Incident Stakeholder
SIM-04.028 Reporting of Security Functional | Intersects With P IRO-16 | (1) Internal stakeholders; 5 IRO-10
Incidents porting (2) Affected clients & third-parties; and
(3) Regulatory
The customer can either actively approve solutions or the solution is. Mechanisms exist to timely-report incidents to
Documentation and |automatically approved after a certain period. applicable:
Incident Stakeholder
SIM-04.01AC | Reporting of Security Functional | Intersects With P IRO-16  |(1) Internal stakeholders; 3 IRO-10
Incidents porting (2) Affected clients & third-parties; and
(3) Regulatory
Documantation ang_| e contract between the cloud service provider and the cloud service Mechanisms exist to ensure Multi-Tenant Service
customer regulates which data is made available to the cloud service Multi-Tenant Forensics Providers (MTSP) facilitate prompt forensic
SIM-04.02AC | Reporting of Security Functional | Intersects With cLp-07.2 3 CLD-06.3
e customer for his own analysis in the event of security incidents. Capabilities investigations in the event of a suspected or
confirmed security incident.
The contract between the cloud service provider and the cloud service Mechanisms exist to require contractual
Documentation and | customer regulates which data is made available to the cloud service Third-Party Gontract for applicable security,
SIM-04.02AC Reporting of Security. | customer for his own analysis in the event of security incidents. Functional [ IntersectsWith | 1ot oo TPM-14 |and resilience requirements with third-parties, 3 TPM-05
equirements
Incidents & reflecting the organization's needs to protect its
Technology Assets, Services and/or
The cloud sevice provider informs personnel and external business Mechanisms exist to require all employees and
Duty of the Personnel | partners of their obligations. If necessary, they agree to or are contractors to apply cybersecurity and data
to Report Security | contractually obliged to timely report all security events that become protection principles in their daily work to enable
SIM-05.018 Functional | Intersects With | Terms of Employment [ HRS-06 3 HRS-05
Incidents to a Central |known to them and are directly related to the cloud service provided by secure, compliant and resilient capabilities.
Body the cloud service provider to a previously designated central office of
the cloud service provider.
The cloud service provider informs personnel and external business Mechanisms exist to provide incident response
Duty of the Personnel |partners of their obligations. If necessary, they agree to or are advice and assistance to users of Technology Assets,
SM05.018 o Report Security | contractually obliged to timely report al security everts that become |- incident Reporting |- | Applications and/or Services (TAAS) for the handling R ROt
Incidents to a Central |known to them and are directly related to the cloud service provided by Assistance and reporting of actual and potential cybersecurity
Body the cloud service provider to a previously designated central office of and data protection incidents.
the cloud service provider.
oty of the Paraommat | e cloud service provider communicates that false reports’ of vents Mechanisms exist to provide incident response
e ot |that do not subsequently tum out to be incidents do ot have any Incident Reportin advice and assistance to users of Technology Assets,
SIM-05.028 P Y |negative consequences. Functional | Intersects With "Reporting | 1po.18 | Applications and/or Services (TAAS) for the handling 3 IRO-11
Incidents to a Central Assistance - ;
o and reporting of actual and potential cybersecurity
v and data protection incidents.
The information security incident reporting mechanisms are Mechanisms exist to provide incident response
Duty of the Personnel " ° *
o ottt | communicated to personnel, loud service customers and service Incident Reportin advice and assistance to users of Technology Assets,
SIM-05.038 P Y |organisations of the cloud service provider. Functional | Intersects With "Reporting | 1po.18 | Applications and/or Services (TAAS) for the handling 5 IRO-11
Incidents to a Central Assistance - ;
o and reporting of actual and potential cybersecurity
v and data protection incidents.
Mechanisms are in place to measure and monitor the type and scope Mechanisms exist to develop, report and monitor
Evaluation and ) Measures of : ’
SIM-06.018 of security incidents and to report them to supporting bodies. Functional | Intersects With GOV-12  [Security, Compliance & Resilience Program (SCRP) 3 GOV-05
Learning Process Performance
of performance.
Mechanisms are in place to measure and monitor the type and scope Mechanisms exist to document, monitor and report
SM06.018 Evaluationand | of security incidents and to report them to supporting bodies. Functional. | Intersects win | Stuational Awareness | the status of oybersecurity and data protection s 17009
Learning Process For Incidents incidents to internal stakeholders all the way through
the resolution of the incident.
The cloud service provider defines, implements and maintains a Mechanisms exist to incorporate lessons learned
Evaluationand | knowledge repository containing: Root Gause Analysis from analyzing and resolving cybersecurity and data
SIM-06.028 postiony g Functional | Intersects With | (RCA) & Lessons IRO-14 v Y Y 5 IRO-13
Learning Process A protection incidents to reduce the likelihood or
eame impact of future incidents.
Security incidents; Mechanisms exist to incorporate lessons learned
Evaluation and Root Gause Analysis from analyzing and resolving cybersecurity and data
$IM-06.02B.1 Functional | Intersects With | (RCA) & Lessons 1RO-14 vaing 8y " 3 IRO-13
Learning Process s incidents to reduce the likelihood or
impact of future incidents.
Measures taken for the solution of these security incidents; and Mechanisms exist to incorporate lessons learned
Evaluation and Reot Gause Analysis from analyzing and resolving cybersecurity and data
SIM-06.028.2 Functional | Intersects With | (RCA) & Lessons IRO-14 ayzing 8 cybersecurity 3 IRO-13
Learning Process A protection incidents to reduce the likelihood or
impact of future incidents.
Information about the assets affected by these security incidents. Mechanisms exist to incorporate lessons learned
Evaluation and Root Cause Analysis from analyzing and resolving cybersecurity and data
$IM-06.028.3 Functional | Intersects With |  (RCA) & Lessons 1RO-14 vaing 8y " 3 IRO-13
Learning Process s protection incidents to reduce the likelihood or
impact of future incidents.
cvatomtionana | s used o the classificati logue of gt Glasaiioation Mechanisms exist to identify classes of incidents and
i i
SIM-06.028.4 incidents (cf. SIM-03). Functional | Intersects With s IRO-04  |actions to take to ensure the continuation of 3 1RO-02.4
Learning Process &Prioritization o en
missions and business functions.
The information obtained from the security incident monitoring and the Mechanisms exist to incorporate lessons learned
Evaluationang | telience gathered in the knowledge repository is used to identify Root Cause Analysis from analyzing and resolving cybersecurity and data
SIM-06.038 o oo, |recurring security events or security incidents, or potentiatsignificant | Functional | Intersects With | (RCA) & Lessons IRO-14 | protection incidents to reduce the likelihood or 5 IRO-13
s security incidents, to determine the need for advanced safeguards, and Learned pact of future incidents.
fori them.
The information obtained from the security incident monitoring and the Mechanisms exist to identify, assess, prioritize and
Evaluationang | telience gathered in the knowledge repository i used to identify document the potential impact(s) and likelihood(s) of
SIM-06.038 o oo, |ecurring security events or securityincidens,or potentiatsignficant |~ Functional | Intersects With | Threat Analysis THR-08 |applicable internal and external threats. 3 THR-10
s security incidents, to determine the need for advanced safeguards, and
fori them.
The evaluation and learing process includes the results of root-cause o0t Cause Analysis Mechanisms exist to incorporate lessons learned
i
Evaluationand  |analyses conducted in accordance with SIM-03. from analyzing and resolving cybersecurity and data
SIM-06.04B : v Functional | Intersects With |  (RCA) & Lessons IRO-14 ralyzing Ing cybersecurity 5 IRO-13
Learning Process A protection incidents to reduce the likelihood or
" impact of future incidents.
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Objective: Plan, implement, maintain and test procedures and Mechanisms exist to establish a formal, documented
measures for business continuity and emergency management. Business Continuity and Disaster Recovery (BC/DR)
olicy that:
Business Gontnit Business Continuiy & {1 Gonveys executve mangements
i 9
514 ” e Functional | Intersects With |  Disaster Recovery | BCD-01 ' & 5
Management (BCM) e (2) Provides organizational direction and expected
Y behaviors;
(3) Is reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
Objective: Plan, implement, maintain and test procedures and Mechanisms exist to operate a Business Continuity
N Gontinuity | measures for business continuiy and emergency management. Business Continuity Management System (BCMS) to achieve resilient
5.14 M';Sn'ze:sme::(g'g;’]’; Functional SubsetOf | Management System | BCD-02 |Technology Assets, Applications, Services and/or 10 BCD-01
& (BCMS) Data (TAASD) during:
(1) Routine and
The cloud service provider operates a business continuity and Mechanisms exist to operate a Business Continuity
systemin with IS0 22301 and/or Management System (BCMS) to achieve resilient
Business Continuity |y 5.4 Business Gontinuity Technology Assets, Applications, Services and/or
BCM-01.01B and Emergency - Functional | Intersects With | Management System | BCD-02 e - APP ’ 8 BCD-01
Data (TAASD) during:
Management System (BCMS)
(1) Routine operations; and
(2) Adverse
The cloud service provider operates a business continuity and existto align the
) . systemin with IS0 22301 and/or Security, Compliance & Resilience Program (SCRP)
Business Continuity A
BS1200-4. Secure Practices with one or more industry-recognized frameworks
BCM-01.01B and Emergency Functional | Intersects With GOV-03.1 3 GOV-01.4
Alignment Justification that:
Management System
(1) Support external scrutiny; and
(2) Provide defensible for secure
Policies and procedures for the cloud service’s business continuity Mechanisms exist to operate a Business Continuity
management, including strategy and guidelines, business impact Management System (BCMS) to achieve resilient
Business Continuity | <es, and business continuity plans, are documented, Business Continuity Technology Assets, Applications, Services and/or
BCM-01.02B dE ' y : Functional | Intersects With | M t Syst BCD-02 . ’ 5 BCD-01
andEmergency | 1 municated, and made available in accordance with SP-01 unctional | Intersects Wi anagemant System Data (TAASD) during:
Management System (BCMS)
regarding the following aspects: (1) Routine operations; and
(2) Adverse condi
Policies and procedures for the cloud service’s business continuity Pubtiohing Securt Mechanisms exist to establish, maintain and
ublishing Security,
Business Continuity including strategy and guidelines, business impact e policies, standards and procedures
BCM-01.02B andEmergency  |analyses, and business continuity plans, are documented, Functional | Intersects With ke GOV-04 |necessary for secure, compliant and resilient 3 Gov-02
esilience
Management System | communicated, and made available in accordance with SP-01 o o capabilities.
regarding the following aspects:
Policies and procedures for the cloud service's business contindity Mechanisms exist to establish a formal, documented
management, including strategy and guidelines, business impact Business Continuity and Disaster Recovery (BC/DR)
analyses, and business continuity plans, are documented, policy that:
Business Continuity Business Continuity &
communicated, and made available in accordance with SP-01 (1) Conveys executive management's intent;
BCM-01.02B and Emergency Functional | Intersects With | DisasterRecovery | BCD-01 j - manageme 8
regarding the following aspects: (2) Provides organizational direction and expected
Management System Policy
(3) s reviewed at least annually; and
(4) Is updated, as necessary, to adapt to evolving
Goals of the BCM; Mechanisms exist to operate a Business Continity
M t System (BCMS) to ach lient
Business Continuity Business Continuity anagement System (BCMS) to achieve resilien
Technology Assets, Applications, Services and/or
BCM-01.02B.1 and Emergency Functional | nterseots With | Management System | - 8CD-02 | T B P00 3 BCD-01
Management System (BCMS) : ne:
(1) Routine operations; and
(2) Adverse conditions.
Roles and Mechanisms exist to define specific criteria that
N Continuity must be met to initiate Business Continuity /
usiness Continui
R Operat Disaster R BC/DR) plans that facilitat
BCM-01.02B.2 and Emergency Functional | Intersects With | Hecovery Operations | g g [Disaster Recovery ( ) plans that facilitate 5 BCD-01.5
" o Criteria business continuity operations capable of meeting
anagement System
© v applicable Recovery Time Objectives (RTOs) and
Recovery Point Obectives (RPOs).
Scoping of the BCM, identifying relevant business processes; Mechanisms exist to identify and document the
Business Continuity critical Technology Assets, Applications, Services
BCM-01.028.3 and Emergency Functional | Intersects With |Identify Critical Assets |~ AST-05 & - ApP - 5 BCD-02
and/or Data (TAASD) that support essential missions
Management System
and business functions.
Business Continuity | Interfaces, in particular to Incident Management; Coordinatewith existto plan
BCM-01.02B.4 and Emergency Functional | Intersects With | oo 20 BCD-07.3 |development with internal and external elements 5 BCD-01.1
System elated Mlans for related plans.
Business Continuity in particular to Incident Management; ncidont Resbonse Mechanisms exist to maintain and make available a
BCM-01.02B.4 and Emergency Functional | Intersects With o uR:; IR0-08  |current and viable Incident Response Plan (IRP) to all 3 1RO-04
an
System
Business Continuity | Communication with relevant entities and competent authorities; Contimgancy Plan Mechanisms exist to keep stakeholders informed of
BCM-01.028.5 and Emergency Functional | Intersects With gency BCD-07.2 |changes to contingency plans. 3 BCD-06.2
Update Notifications
System
Business Continuity | Communication with relevant entities and competent authorities; Contacte with Mechanisms exist to identify and document
i
BCM-01.028.5 and Emergency Functional | Intersects With - GOV-15  |appropriate contacts with relevant law enforcement 3 GOV-06
System uthorties and regulatory bodies.
Methodology: Mechanisms exist to establish a formal, documented
Business Continuity and Disaster Recovery (BC/DR)
Business Continuity Business Continuity & P
BCM-01.02B.6 and Emergency Functional | Intersects With | Disaster Recovery gcp-or  |PoUovthat 5
) (1) Conveys executive management's intent;
Management System Policy
(2) Provides organizational direction and expected
behaviors;
Methodology; Mechanisms exist to operate a Business Continuity
Management System (BCMS) to achieve resilient
Technology Assets, Applications, Services and/or
Business Continuity Business Continuity Deta (TAASE) during:
BCM-01.028.6 and Emergency Functional | Intersects With | Management System | BCD-02 : ne: 3 BCD-01
" o eons) (1) Routine operations; and
anagement System
& Vs (2) Adverse conditions.
Consideration of Risk; Mechanisms exist to conduct recurring assessments
of risk that includes the likelihood and magnitude of
Business Continuity harm, from unauthorized access, use, disclosure,
3 124 N , di re,
BCM-01.02B.7 and Emergency Functional | Intersects With |  Risk Assessment RSk-13 | arm from unau u ! 3 RSK-04
disruption, modification or destruction of the
Management System .
s Assets,
Services and/or Data (TAASD).
Business Continuity | Business Impact Analysis (BIA); susiness Impact Mechanisms exist to conduct a Business Impact
i
BCM-01.02B.8 and Emergency Functional | Intersects With | o 0% (BTA) RSK-08  |Analysis (BIA) to identify and assess security, 5 RSK-08
System v and resilience risks.
Business Continuity Plan (BCP); Mechanisms exist to operate a Business Continuity
Management System (BCMS) to achieve resilient
Business Continuity Business Continuity 8 ystem (BCMS) eve resil
) Technology Assets, Applications, Services and/or
BCM-01.02B.9 and Emergency Functional | Intersects With | Management Systom | - BCD-02 | St Ac B0 5 BCD-01
uring:
Management System (BCMS) : ne
(1) Routine operations; and
(2) Adverse di
Resource Planning (usually part of the BCP); Mechanisms exist to operate a Business Continuity
Management System (BCMS) to achieve resilient
Business Continuity Business Continuity Technology Assets, Applications, Services and/or
, Applications, Servi
BCM-01.028.10 and Emergency Functional | Intersects With | Management System | BCD-02 | **" (TA@’D) dmmg_pp 3 BCD-01
Management System BCMS) .
g v (BCMS) (1) Routine operations; and
(2) Adverse conditions.
Resource Planning (usually part of the BCP); Mechanisms exist to identify and allocate resources
Business Continuity Allocation of for management, operational, technical and data
BCM-01.028.10 and Emergency Functional | Intersects With PRM-06 agement, op : 3 PRM-03
Resources protection requirements within business process
Management System
planning for projects / initiatives.
Business Continuity | Testing of Business Continuity Plans and regular updates to BCM Contingency plan Mechanisms exist to conduct tests and/or exercises
BCM-01.02B.11 andEmergency | documentation; and Functional | Intersects With | > Z o | BGD-10 {10 evaluate the contingency plan's effectiveness and 5 BCD-04
System ng & Exeret th readiness to execute the plan.
Business Continuity | Continuous improvement of the Business Continuity Management. Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis
BCM-01.028.12 and Emergency Functional | Intersects With | Cause Analysis (RCA) | BCD-11 |(RCA) and "lessons learned" activity every time the 3 BCD-05
System & Lessons Learned plan is activated.
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The top management (or a member of the top management) of the Mechanisms exist to define specific criteria that
cloud service provider is named as the process owner of business must be met toinitiate Business Continuity /
Business Continuity and andis for Recovery Operations Disaster Recovery (BC/DR) plans that facilitate
BCM-01.038 and Emergency o " Functional | Intersects With Y OPe BCD-05 ) i _ 5 BCD-015
o reneny |€stablishing the process within the company as well as ensuring Criteria business continuity operations capable of mesting
€ v compliance with the guidelines. They ensure that sufficient resources applicable Recovery Time Objectives (RTOs) and
are made available for an effective process. Recovery Point Objectives (RPOs).
The top management (or a member of the top management) of the Mechanisms exist to assign one or more qualified
) | cloud service provider is named as the process owner of business Assigned Security, individuals with the mission and resources to
Business Continuity ° ) A
yand andis for Compliance & centrally-manage, coordinate, develop, implement
BCM-01.038 and Emergency Functional | Intersects With GOV-05 3 GOV-04
Mo er . |establishing the process within the company as well as ensuring Resilience and maintain an enterprise-wide Security,
@ v with the guidelines. They ensure that sufficient resources ibili c &Resilience Program (SCRP).
are made available for an effective process.
People in management and other relevant leadership positions Mechanisms exist to define specific criteria that
leadership and to this issue by must be met to initiate Business Continuity /
Business Continuity | 1nel to actively contribute to the effectiveness of continuity and Recovery Operations Disaster Recovery (BG/DR) plans that facilitate
BCM-01.04B and Emergency | Y Y Functional | Intersects With Ty Ope BCD-05 Y P 3 BCD-01.5
emergency management. Criteria business continuity operations capable of meeting
Management System
applicable Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOs).
People in management and other relevant leadership positions Mechanisms exist to provide governance oversight
Business Continuity leadership and to this issue by Status ReportingTo reporting and recommendations enabling executives
BCM-01.048 and Emergency | personnel to actively contribute o the effectiveness of continuity and | Functional | Intersacts With | ' "ePO dg GOV-09.1 [to make decisions about matters considered 3 Gov-01.2
overning Bo
System g Body material to the organization's Security, Compliance
&Resilience Program (SCRP).
The cloud service provider performs a Business Impact Analysis (BIA). Mechanisms exist to identify and document the
Business Impact | this BIA, the cloud service provider analyses the impact of isrupting critical Technology Assets, Applications, Services
BCM-02.018 e activities to ts with respect the and Functional | Intersects With | Identify Critical Assets |  AST-05  |and/or Data (TAASD) that support essential missions 5 BCD-02
nalysis
v operations of the cloud service in accordance with applicable policies and business functions.
and procedures with at least the following aspects:
The cloud service provider performs a Business Impact Analysis (BIA). Mechanisms exist to conduct a Business Impact
Business Impact | this BIA, the cloud service provider analyses the impact of isrupting Business Impact Analysis (BIA) to identify and assess security,
BCM-02.018 oo activities to ts with respect the and Functional | Intersects With | °°" (BTN RSK-08  |compliance and resilience risks. 8 RSK-08
nalysis nalysis
¥ operations of the cloud service in accordance with applicable policies ¥
and procedures with at least the following aspects:
. imoact | Possible scenarios based on arisk assessment that includes . et Mechanisms exist to conduct a Business Impact
usiness Impac usiness Impac
BCM-02.01B.1 g cyberseourity risks; Functional | Intersects With sImp RSK-08  |Analysis (BIA) to identify and assess security, 3 RSK-08
Analysis Analysis (BIA) "
and resilience risks.
So02.0181 Business Impact | Possible scenarios based on a risk assessment that includes romctional. | imtorescte with | misk 1qomtiication | moxos | Mechanisms exist o dentify and document risks, R nsk08
Analysis risks: both internal and external.
|dentification of critical products and services; Mechanisms exist to identify and document the
B Impact tical Technology Assets, Applications, S
BCM-02.01B.2 usiness Impac Functional | Intersects With | Identify Critical Assets | AsT-05 | CO"toa Technology Assets, Applications, Services 5 BCD-02
Analysis and/or Data (TAASD) that support essential missions
and business functions.
Identification of dependencies, including processes (including Mechanisms exist to identify and document the
Business Impact | resources required), applications, business partners and third parties; critical Technology Assets, Applications, Services
BCM-02.01B.3 Functional | Intersects With |Identify Critical Assets | AST-05 3 BCD-02
Analysis and/or Data (TAASD) that support essential missions
and business functions.
|dentification of dependencies, including processes (inoluding Mechanisms exist to identify, prioritize and assess
resources required), applications, business partners and third parties; suppliers and partners of critical Technology Assets,
Business Impact Third-Party Criticality Applications and/or Services (TAAS) using a supply
BCM-02.01B.3 Functional | Intersects With TPM-08 3 TPM-02
Analysis Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Business Impact | CAPHUring threats to critical products and services; Business Impact Mechanisms exist to conduct a Business Impact
BCM-02.01B.4 P Functional | Intersects With P RSK-08 |Analysis (BIA) to identify and assess security, 3 RSK-08
Analysis Analysis (BIA)
and resilience risks.
susinass Imoact | CaPHUrNg threats to critical products and services; Mechanisms exist to develop and keep current
BCM-02.01B.4 s Functional | Intersects With | Threat Catalog THR-06 [ catalog of applicable internal and external threats to 3 THR-09
neeis the both natural and manmade.
Identification of effects resulting from planned and unplanned outages, Mechanisms exist to conduct a Business Impact
Business Impact ¢ Business Impact
BCM-02.01B.5 service degradations and changes over time; Functional | Intersects With RSK-08 |Analysis (BIA) to identify and assess security, 3 RSK-08
Analysis Analysis (BIA)
and resilience risks.
usinoss Impact | PeterInation of the maximum tolerable period of downfime and rocovary Tima, Pomt Mechanisms exist to facilitate recovery operations in
i
BCM-02.018.6 P service degregation; Functional | Intersects With Y BCD-04.1 |accordance with Recovery Time Objectives (RTOs) 5 BCD-01.4
Analysis Objectives (RTO / RPO) v
and Recovery Point Objectives (RPOs).
susinass Imoact | @entification of restoration priorities; reumo All Missione & Mechanisms exist to resume all missions and
BCM-02.018.7 P Functional | Intersects With BCD-08  |business functions within Recovery Time Objectives 5 BCD-02.1
Analysis Business Functions °
(RTOS) of th plan’s activation.
Determination of time targets for the resumption of critical products ) Mechanisms exist to facilitate recovery operations in
Business Impact " ! ! ‘ Recovery Time / Point ”
BCM-02.01B.8 and services within the maximum acceptable time period (i.e. RTO); Functional | Intersects With BCD-04.1 |accordance with Recovery Time Objectives (RTOs) 8 BCD-01.4
Analysis Objectives (RTO / RPO) v
and Recovery Point Objectives (RPOs).
Determination of time targets for the maximum reasonable period Mechanisms exist to facilitate recovery operations in
Business Impact | during which cloud service derived data, cloud service provider data, ) Recovery Time / Point accordance with Recovery Time Objectives (RTOs)
BCM-02.01B.8 ; Functional | Intersects With BCD-04.1 ’ 8 BCD-01.4
Analysis account data and, i its processing is contractually agreed upon, cloud Objectives (RTO / RPO) and Recovery Point Objectives (RPOS).
service customer data can be lost and not recovered (i.e. RPO); and
Estimation of the resources needed for resumpt Mechanisms exist to identify and allocate resources
BCM-02.018.10 Business \rf-pac& Functional | Intersects With Allocation of PRM-06 forman‘agemem, operational, technical and data 3 FRvSE
Analysis Resources protection requirements within business process
planning for projects / initiatives.
Businas Imoact | EStmation of the resources neaded for resumption. usinaes Imoact Mechanisms exist to conduct a Business Impact
BCM-02.018.10 P Functional | Intersects With P RSK-08 |Analysis (BIA) to identify and assess security, 3 RSK-08
Analysis Analysis (BIA)
and resilience risks.
The business impact analysis adheres to the applicable policies and ) Mechanisms exist to conduct a Business Impact
Business Impact pact Business Impact "
BCM-02.028 pone procedures and s reviewed at regular intervals, at least once a year,or | Functional | IntersectsWith | * o 108 RSK-08 |Analysis (BIA) to identify and assess security, 5 RSK-08
naeis after significant organi or environment-related changes. nalysis (BIA) and resilience risks.
Based on the results of the business impact analysis, business Mechanisms exist to operate a Business Continuity
continuity plans are documented in a consistent manner, and in Business Continuity Management System (BCMS) to achieve resilient
Business Continuity [accordance with applicable policies and procedures. Business ) v Technology Assets, Applications, Services and/or
BCM-03.01B Functional Intersects With | Management System BCD-02 8 BCD-01
Plans continuity plans take the following aspects into account: (BCMS) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse condi
Defined purpose and scope with consideration of the relevant Mechanisms exist to operate a Business Continuity
dependencies; Management System (BCMS) to achieve resilient
Business Continuity Business Continuity Technology Assets, Applications, Services and/or
BCM-03.01B.1 Functional | Intersects With | Management System |  BCD-02 . g 3 BCD-01
Plans o) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.
‘Accessibility and comprehensibility of the plans for persons who are to existto train
Business Continity )
BCM-03.01B.2 Plans act accordingly; Functional Intersects With | Contingency Training BCD-09 personnel and applicable stakeholders in their 3 BCD-03
i roles and responsibilities.
Ownership by at least one designated person responsible for review, Mechanisms exist to update contingency plans due
updating and approval; to changes affecting:
(1) People (e.g., personnel changes);
(2) Processes (e.g., new, altered or decommissioned
business practices, including third-party services);
B Continui Ongoing Cont 3) Technologies (e.g., new, altered or
BCM-03.01B.3 usiness Continuity Functional | Intersects with | OMEOMECoNtingeney | o o () ologles (e.g., new, alter 3 BCD-06
Plans Planning decommissioned technologies);
(4) Data (e.g., changes to data flows and/or data
repositories);
(5) Facilities (e.g., new, altered or decommissioned
physical infrastructure); and/or
(6) Feedback from plan testing
Ownership by at least one designated person responsible for review, Mechanisms exist to assign one or more qualified
g Assigned Security, - .
susiness Gontinuity |P4ating and approva; P individuals with the mission and resources to
i i
BCM-03.01B.3 e Functional | Intersects With Re;l:ence GOvV-05 ly ) develop, 3 Gov-04
o s and maintain an enterprise-wide Security,
ibiliti
P c &Resilience Program (SCRP).
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Defined communication channels, roles and responsibilities including Mechanisms exist to define specific criteria that
of the customer; must be met toinitiate Business Continuity /
Business Continuit Recovery Operations Disaster Recovery (BC/DR) plans that facilitate
BCM-03.01B.4 us! i Functional | Intersects With very Op BCD-05 | o v P ! 3 BCD-01.5
Plans Criteria business continuity operations capable of mesting
applicable Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOs).
orM03.018.4 | Business Continuity | Defined communication channels, roles and responsibiliies ituding | ¢~ | 2T Contingency Plan | o - ™ Mechanisms exist to keep stakeholders informed of N 200062
Plans notification of the customer; Update Notifications changes plans.
Recovery procedures, manual interim solutions and reference Mechanisms exist to operate a Business Continuity
information (taking into account prioritisation in the recovery of cloud Businass Gontinuit Management System (BCMS) to achieve resilient
Business Continuity | hardware objects and services and alignment with customers); v Technology Assets, Applications, Services and/or
BCM-03.01B.5 Functional | Intersects With | Management System | BCD-02 3 BCD-01
Plans eons) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse cond
Recovery procedures, manual interim solutions and reference Mechanisms exist to continue essential missions
Business Gontinaity | IMforMation (aking into account priortisation in the recovery of loud Continue Essential and business functions with little or no loss of
usiness Continui
BCM-03.01B.5 oMY hardware objects and services and alignment with customers); Functional | Intersects With | Mission & Business | BCD-08.1 |operational continuity and sustain that continuity 5 BCD-022
Functions until full system restoration of primary processing
and/or storage sites is performed.
Methods for putting the plans into effect; Mechanisms exist to operate a Business Continuity.
Management System (BCMS) to achieve resilient
Business Continuit Business Continuity Technology Assets, Applications, Services and/or
BCM-03.01B.6 v Functional | Intersects With | Management System | BCD-02 e AP g 3 BCD-01
Plans P, Data (TAASD) during:
(BCMS) (1) Routine operations; and
(2) Adverse condi
usimess Gontinaty. | COMinUOUS process improvement; Contingenoy Plan Root Mechanisms exist to conduct a Root Cause Analysis
usiness Continui
BCM-03.01B.7 oy Functional | Intersects With | Cause Analysis (RCA) | BCD-11 | (RCA) and "lessons learned” activity every time the 3 BCD-05
& Lessons Learned plan is activated.
Consistency over all locations, zones, regions and partitions; and Mechanisms exist to operate a Business Continuity
) . Management System (BCMS) to achieve resilient
. . Business Continuity o Y
Business Continuity Technology Assets, Applications, Services and/or
BCM-03.01B.8 Functional | Intersects With | Management System | BCD-02 3 BCD-01
Plans eons) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse cond
- —|interfaces to Security Incident Management. ) exist to plan
B Continuit Coordinate with
BCM-03.01B.9 usiness Continuiity Functional | Intersects With oordinate wi BCD-07.3 |development with internal and external elements 5 BCD-01.1
Plans Related Plans
for related plans.
usinoes Contimaty| Perfaces to Securiy Incident Management. o Resmonse Mechanisms exist to maintain and make available a
BCM-03.01B.9 v Functional | Intersects With P IR0-08 | current and viable Incident Response Plan (IRP) to all 3 1RO-04
Plans Plan (IRP)
The business continuity plans are reviewed at regular intervals, at least Mechanisms exist to update contingency plans due
once a year, or after significant organisational or environment-related to changes affecting:
changes. (1) People (e.g., personnel changes);
(2) Processes (e.g., new, altered or decommissioned
business practices, including third-party services);
B Cont Ongoing Cont 3) Technologies (e.£., new, altered or
BCM-03.02B usiness Continuity Functional | Intersects with | OMEINE Contingency | g, o, () s (0.8 5 BCD-06
Plans Planning decommissioned technologies);
(4) Data (e.g., changes to data flows and/or data
repositories);
(5) Facilities (e.g, new, altered or decommissioned
physical infrastructure); and/or
(6) Feedback from plan testing
Business continuity plans are tested on a regular basis (at least Mechanisms exist to conduct tests and/or exercises
oM.04.018 Testing Business | annualy)or afte sigificant organisational or environmental changes. | [ o | Contingeney Plan | o o evaluate the contingency plan's effectiveness and R acD.0s
Continuity Tests involve affected cloud service customers and relevant third Testing & Exercises the organization's readiness to execute the plan.
parties (e.g. service
Business continuity plans are tested on a regular basis (at least exist to plan
Testing Business | annually) or after significant organisational or environmental changes. Coordinated Testing testing with internal and external parties responsible
BCM-04.018 Functional | Intersects With BCD-10.1 5 BCD-04.1
Continuity Tests involve affected cloud service customers and relevant third with Related Plans for related plans.
parties (e.g. service i
The tests are documented and results are taken into account to review Mechanisms exist to conduct tests and/or exercises
Testing Business ) Contingency Plan °
BCM-04.028 - the business continuity plans and for future business continuity Functional | Intersects With " BCD-10  [to evaluate the contingency plan's effectiveness and 5 BCD-04
Continuity Testing & Exercises o
measures. th s readiness to execute the plan.
Tosting Businass | T tests are documented and results are taken into acoount to review Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis
BCM-04.028 o the business continuity plans and for future business continuity Functional | Intersects With | Cause Analysis (RCA) | BCD-11 | (RCA) and "lessons learned” activity every time the 3 BCD-05
v measures. & Lessons Learned plan is activated.
In addition to the tests, exercises are also carried out which, among Mechanisms exist to conduct tests and/or exercises
Testing Business ' > ) Contingency Plan °
BCM-04.01AC o other things, have resulted in scenarios from security incidents that Functional | IntersectsWith | “20 ISV BON | 56010 1o evaluate the contingency plan's effectiveness and 3 BCD-04
v have already occurred in the past. g th ization's readiness to execute the plan.
In addition to the tests, exercises are also carried out which, among ] Mechanisms exist to formally test incident response
Testing Business ' > ) Incident Response ! " "
BCM-04.01AC o other things, have resulted in scenarios from security incidents that Functional. | Intersects With | 72070 BT | 1R0-09  |capabilities through realsti exercises to determine 3 1RO-06
i
v have already occurred in the past. P th ffoctiveness of those capabilities.
The cloud service provider has procedures in place to ensure that cloud existto i plan
service customers are timely informed about planned activities related testing with internal and external parties responsible
Testing Business [ to business continuity tests and exercises that could affect the Coordinated Testin for related plans.
BCM-04.02AC & Y : Functional | Intersects With "8 | Beo-10.1 P 3 BCD-04.1
Continuity information security of the cloud service (e.g. regarding its availability). with Related Plans
This information includes the scheduled time frame for the operations
aswellasa of the work o be carried out.
The cloud service provider has procedures in place to ensure that cloud Mechanisms exist to ensure stakeholders are made
service customers are timely informed about planned activities related Stakanolder aware of and understand the impact of proposed
Testi B to b tinuity test: d that ld affect the h .
BCM-04.02AC esting Business |to business sontinulty tests and exerelses that coula affestthe Functional | Intersects With | Notification of cHe-0s  |""ES 3 CHG-05
Continuity information security of the cloud service (e.g. regarding its availability). .
This information includes the scheduled time frame for the operations ‘anges
aswellasa of the work to be carried out.
The cloud service provider provides cloud service customers an existto plan
Testing Business of the potential impacts of those tests and excercises Coordinated Testiny testing with internal and external parties responsible
BCM-04.03AC € s pa Functional | Intersects With & | Bop-104 © P i 3 BCD-04.1
Continuity concerning the information security of the cloud service and with with Related Plans for related plans.
details for contacting the cloud service provider.
Aftera exercise, the existing alarm and planis Mechanisms exist to update contingency plans due
reviewed and (if needed) adapted. to changes affecting:
(1) People (e.g., personnel changes);
(2) Processes (e.g. new, altered or decommissioned
business practices, including third-party services);
Testing Business Ongoing Contingency 3) Technologies (e.g., new, altered o
BCM-04.04AC 8 Functional | Intersects ith | OMECTECONINEENey | gy, o, |(3) Technologies (@8, new, 2 3 BCD-06
Continuity Planning decommissioned technologies);
(4) Data (e.g., changes to data flows and/or data
repositories);
(5) Facilities (e.g., new, altered or decommissioned
physical infrastructure); and/or
(6) Feedback from plan testing
Tostir Busnass | AET8 exercise, th alarmand planis reulatory & Low Mechanisms exist to maintain incident response
BCM-04.04AC e reviewed and (if needed) adapted. Functional | Intersects With gutatory IRO-15 | contacts with applicable regulatory and law 3 IRO-14
Continuity Enforcement Contacts :
agencies..
Objective: Avoid non-compliance with legal, regulatory, seli-imposed or ) -
515 Compliance (COM) | Ooiective: Avol plian eal, reguatory, P Functional | No Relationship N/A N/A N/A 0
security and
Aopticabte Lo ;1 The legal, regulatory, self-imposed and Mechanisms exist to facilitate the identification and
Rp: o szlf * | relevant to the information security of the cloud service as well as the Statutory, Reg i of relevant statutory, regulatory and
ulatory, Self- . . )
COM-01.018 e |cloud service provider's procedures for complyin with these Functional | IntersectsWith | & Contractual CPL02 | contractual controls. 8 cpLot
P requirements are explicitly defined and documented. Compliance
Contractual
Identification of | The cloud service provider provides an overview of the procedures Mechanisms exist to facilitate the identification and
Applicable Legal, |described in the basic criterion upon request by the cloud service statutony i ion of relevant statutory, regulatory and
v, Reg
COM-01.01AC Reﬁ:‘:;::g :f" customer. Functional | Intersects With | & Contractual CpLgp  |contractual controls. 3 cPL01
Compliance
Contractual P
h heory pp Secure Controls Framework (SCF) 63072




NIST IR 8477-Based Set Theory Relationship Mapping (STRM) (TP Germany - Cloud Controls (C5) (2026)
PSRRI ccure Controls Framework (SCF) version 2026.3 Focal Document URL: [} bsi.bund Docs/D s ontrolsC: 5 2026.pcf2_blob=publicationFil
h heory pping. deu-c5-2026.pdf
STRM Se Controls Fi k (SCF) Sti th Legac)
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# SR DRI T 7 o Notes gacy
Rationale Control Description Relationshi SCF #
The cloud service provider documents and implements an audit ) ) Mechanisms exist to provide a security, compliance
! Executive Leadership ) ) 4
over multiple years that defines the scope and the and resilience controls oversight function that
Policy for Planning and Oversight of Security, >
COM-02.01B o s o€ | requency of the audits. The audit programme takes into consideration | Functional | Intersects With | ~/ 9" % 5% CPL-07  [reports to the organization's executive leadership. 5 cPL-02
¢ the management of change, policies, and the results of the risk P!
Resilience Controls
(cf. 018-07).
The cloud service provider documents and implements an audit Mechanisms exist to facilitate the implementation of
programme over multiple years that defines the scope and the security, compliance and resilience assessment and
Policy for Planning and Information Assurance
COM-02.01B "annINE AN 4o quency of the audits. The audit programme takes into consideration | Functional | Intersects With ‘ IA0-02  |authorization controls. 3 1A0-01
Conducting Audits ! (1A) Operations
the management of change, policies, and the resuilts of the risk
(cf. 018-07).
Risk-based policies and procedures for planning and conducting audits Publishing Security, Mechanisms exist to establish, maintain and
Policy for Planning and | are documented, communicated and made available in accordance Compliance & disseminate policies, standards and procedures
COM-02.028 Functional | Intersects With Gov-04 8 Gov-02
Conducting Audits ~ |with SP-01 and address the following aspects in order to prevent Resilience necessary for secure, compliant and resilient
adversal effects on the operation of the cloud service from the audit: D i capabilities.
Restriction to read-only access to system components in accordance Executive Leadership Mechanisms exist to provide a security, compliance
CoM-0z0z8.1 | POUeY for Planning and |with the agreed audit plan and as necessary toperform the activiies; | L o |- Oversight of Security, | o {and resilience controls oversight function that s chLo2
Conducting Audits Compliance & reports to the organization's executive leadership.
Resilience Controls
Restriction to read-only access to system components in accordance Mechanisms exist to thoughtfully plan audits by
Policy for Planning and | with the agreed audit plan and as necessary to perform the activities; Audit Planning including input from operational risk and compliance
COM-02.02B.1 v 8 ¢ P viep Functional | Intersects With 8 CPL07.3 8 inp P P 5 CPL-04
Conducting Audits Activities partners to minimize the impact of audit-related
activities on business operations.
Restriction to read-only access to system components in accordance Mechanisms exist to utilize the concept of Least
Policy for Planning and | with the agreed audit plan and as necessary to perform the activities; lege, allowing only authorized access to
COM-02.028.1 oy for Planning and | wi greed audit plan and as necessary to perform i Functional | Intersects With Least Privilege |ac-30  |Privitege, allowing only authorized acc 3 1AC-21
Conducting Audits processes necessary to accomplish assigned tasks
in accordance wi business
Activities that may result in outages, degradations of the cloud service Executive Leadership Mechanisms exist to provide a security, compliance
Policy for Planning and | or breaches of contractual requirements are performed during Oversight of Security, and resilience controls oversight function that
COM-02.02B.2 Functional | Intersects With cpLo7 > 3 cPL-02
Conducting Audits | scheduled maintenance windows or outside peak periods; Compliance & reports to the organization's executive leadership.
Resilience Controls
Logging and monitoring of activities; Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:
) (1) Establish what type of event occurred;
Policy for Planning and
COM-02.028.3 Functional | Intersects With | Content of Event Logs | MON-08 [(2) When (date and time) the event occurred; 3 MON-03
Conducting Audits
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
Review of server and network equipment configurations under the Mechanisms exist to regularly review Technology
Policy for Planning and | responsibility of the cloud service provider; Functional Review Of Assets, Applications and/or Services (TAAS) for
COM-02.028.4 v for Planning P Y P ’ Functional | Intersects With | Security, Compliance | CPL-05.1 P " ' 5 CPL-03.2
Conducting Audits toth security,
&Resilience Controls
and/or resilience policies and standards.
Intrusion testing for external access points; and Mechanisms exist to perform quarterly external
Vulnerability scans (outside the organization's
twork look d table vulnerabilit
Policy for Planning and External Vulnerability network looking invarc) via a reputable vulnerability
COM-02.02B.5 Functional | Intersects With VPM-14 [service provider, which include rescans until passing 3 VPM-06.6
Conducting Audits Assessment
results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability
Scoring System (CVSS).
Intrusion testing for external access points; and Mechanisms exist to conduct penetration testing on
Policy for Planning and
COM-02.02B.5 _anning Functional | Intersects With | PenetrationTesting | VPM-18  [Technology Assets, Applications and/or Services 5 VPM-07
Conducting Audits
(TAAS).
Source code reviews of internally developed security features. Mechanisms exist to require the developers of
Policyfor Planning and Technology Assets, Applications and/or Services
COM-02.028.6 PSSO Functional | Intersects With | Static Code Analysis | TDA-17.1 |(TAAS) to employ static code analysis tools to 5 TDA-09.2
onducting Audits identify and remediate common flaws and document
the results of the analy:
COM-02.01AS, sharpening COM-02.018 Mechanisms exist to provide a security, compliance
The cloud service provider documents and implements an audit Executive Leadership and resilience controls oversight function that
Policy for Planning and | programme over three years that defines th nd the frequen versight of Security, reports to the organization's executive leadership.
CoMoz0tas | Pelicy for Planning and | programme over three years that defines the scope and the frequency | || Oversight of Seeurlty, | o |reports to the organization's executive leadership. s chLo2
Conducting Audits [ of the audits. The audit programme takes into consideration the Compliance &
management of change, policies, and the results of the risk Resilience Controls
(cf. 015-07).
The cloud service provider grants its cloud service customers Executive Leadership Mechanisms exist to provide a security, compliance
Policy for Planning and | contractually agreed information and audit rights. These rights m; versight of Security, nd resilience controls oversight function that
Com-o2.01ac | "oty for Planning and | contractually agreed information and audit rights. These rightsmaybe | - ¢ cijonat | intersects witn | OVerSiENtofSecurity, | gp ;- |and resilience controls oversight function that 3 cPL-02
Conducting Audits | exercised individually o as part of group audits. Compliance & reports to the organization's executive leadership.
Resilience Controls
The cloud service provider grants its cloud service customers Mechanisms exist to require contractual
Policyfor lanning and | °2""oCaly aBreed information and audit rghts. Theserights may be Thie-party Contract iromants for applicable securiy, comp
COM-02.01AC exercised individually or as part of group audits. Functional | Intersects With TPM-14  |and resilience requirements with third-parties, 3 TPM-05
Conducting Audits Requirements
reflecting the organization's needs to protect its
Technology Assets, Services and/or
Subject matter experts check the compliance of the information Mechanisms exist to validate that Technology
Internal Audits of the [security management system at regular intervals, at least annually, Assets, Applications, Services and/or Data (TAASD)
COM-03.01B Information Security |with the relevant and applicable legal, regulatory, seli-imposed or Functional | Intersects With | Conformity Monitoring| ~ CPL-05 | conform to the organization's security, compliance 3 cPL-03
System i (cf. COM-01) through internal audits. This and/or resilience policies, standards and other
includes checks regarding: i i
Subject matter experts check the compliance of the information Mechanisms exist to provide a security, compliance
) Executive Leadership "
Internal Audits of the [security management system at regular intervals, at least annually, Ovrsigh of Socurt and resilience controls oversight function that
COM-03.01B Information Security the relevant and applicable legal, regulatory, self-imposed or Functional | Intersects With | 8" 7 99 | 6pLo7  reports to the organization's executive leadership. 8 cpL-02
System i (cf. COM-01) through internal audits. This comP
c Resilience Controls
includes checks regarding:
T the policies and . SP-01) within their Mechanisms exist to regularly review Technolo
Internal Audits of the | (¢ reg, unsimli:’qclf 0IS-01); and ‘ e Functional Review Of Assets, :\ lications angd/orsyerwcev:(TAAS) fmgy
COM-03.01B.1 | Information Security | °*°P P : g Functional | Intersects With | Security, Compliance | CPL-05.1 e s security ! 5 CPL-03.2
M; t Syste &Resili Controls 4
anagement System esilience Controls and/or resilience policies and standards.
of ionaland measures to manage Mechanisms exist to formally assess the security,
the risks posed to the security of network and information systems (cf. compliance and resilience controls in Technology
015-07). Assets, Applications and/or Services (TAAS) through
Internal Audits of the ) Control Validation Informetion Assurance Program (IAPi(acuvl)t\es o
COM-03.01B.2 | Information Security Functional | Intersects With ! 1A0-04 ’ € 5 1A0-02
Testing (CVT) determine the extent to which the controls are
Management System :
correctly, operating as intended and
producing the desired outcome with respect to
meeting expected
of ionaland measures to manage Mechanisms exist to conduct recurring assessments
the risks posed to the security of network and information systems (cf. of risk that includes the likelihood and magnitude of
Internal Audits of the | o 7 harm, from unauthorized access, use, disclosure,
COM-03.01B.2 Information Security ) Functional | Intersects With |  Risk Assessment RSK-13 o " e . 3 RSK-04
disruption, modification or destruction of the
Management System o .
Assets,
Services and/or Data (TAASD).
Subject matter experts conducting internal audits are not in the line of Mechanisms exist to implement an internal audit
Internal Audits of the |authority of the personnel of the area under review. If the size of the function that is capable of providing executive
COM-03.028 Information Security | cloud service provider does not allow such separation of line of Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 8 CPL02.1
Management System |authority, alternative measures to guarantee the impartiality of management of the organization's security,
checks are put in place. and resilience capabilities.
Identified vulnerabilities and deviations as well as non-conformities Mechanisms exist to identify and document
I tormal Audits of the |70 the applicable logal,regulatory, self-imposed and contractual instances of non-conformity with statutory,
requirements relevant to the information security of the cloud service, Non-Conformity and/of n order to
COM-03.038 Information Security | Co-rements releva Intormati ity of ! Functional | Intersects With mity CPL-06 r at ob Inorder 5 CPL-01.1
are subjected to a risk assessment in accordance with the risk Oversight develop appropriate risk mitigation actions.
Management System
management procedure (cf. OIS-07). Follow-up measures are defined
and tracked (cf. OPS-18).
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Identified vulnerabilities and deviations as well as non-conformities Mechanisms exist to ensure proper risk response
Itermat Audits of the | oM the applicable g, egulatory, seltmposed and contractual actions were performed to remediate findings from
COM.05.038 Infarmation Sesuity |FeGUITements relevant o theinformation securty of the cloud service, | L o nskas  |security, compliance and/or resilience-related: s ASK06.1
Managomont Systen |21 Subjected 0. iscassessment in accordance with th isk (1) Assessments;
management procedure (cf. OIS-07). Follow-up measures are defined (2) Audits; and/or
and tracked (cf. OPS-18). (3) Incidents.
Based on a risk assessment (cf. O1S-07) and technical feasibility, the ‘Automated mechanisms exist to:
Internal Audits of the | cloud service provider decides to which extent internal audits are ntogrity Assurance & (1) Identify unauthorized deviations from an
COM-03.01AC Security by to monitor applicabl Functonal | Intersectswith | "8 PO EIEE | CRG-08.2  |approved secure baseline configuration; and 3 CFG-06
System of policies and with regard to the following (2) Implement automated resiliency actions to
aspects: the. change.
Based on a risk assessment (cf. OIS-07) and technical feasibility, the Mechanisms exist to validate that Technology
Internal Audits of the | cloud service provider decides to which extent internal audits are Assets, Applications, Services and/or Data (TAASD)
COM-03.01AC ion Security by to monitor applicabl Functional | Intersects With | Conformity Monitoring|  CPL-05 | conform to the organization’s security, compliance 5 cPL03
System of policies and with regard to the following and/or resilience policies, standards and other
aspects: applicable requirements.
Configuration of system components to provide the cloud service ‘Automated mechanisms exist to:
Internal Audits of the  [within the cloud service provider's area of responsibility; ntogrity Assurance & (1) Identify unauthorized deviations from an
COM-03.01AC.1 | Information Security Functonal | Intersectswith | " RIS | GR0-08.2  [approved secure baseline configuration; and 5 CFG-06
Management System (2) Implement automated resiliency actions to
e the change.
and of these system existto 1L
Internal Audits of the Performance and alert on the operating state and health status of
COM-03.01AC.2 | Information Security Functional | Intersects With el CcAP-05 and| 3 CAP-04
Manogomen Syeterm Monitoring critical Technology Assets, Applications and/or
Services (TAAS).
Response time to incidents and security incidents; and Mechanisms exist to document, monitor and report
Internal Audits of the -
Situational Awareness the status of cybersecurity and data protection
COM-03.01AC.3 | Information Security Functional | Intersects With IRO-16.1 3 1RO-09
Managoment Systomm For Incidents incidents o internal stakeholders al the way through
the resolution of the incident.
Internal Audits of the | Recovery time (time to completion of error handling). Aecovery Time/ Point Mechanisms exist to facilitate recovery operations in
COM-03.01AC.4 | Information Security Functional. | Intersects with | (07 OO | BOD-04.1 |accordance with Recovery Time Objectives (RTOS) 3 BCD-01.4
System and Recovery Point Obiectives (RPOs).
|dentified vulnerabilities and deviations are automatically reported to Mechanisms exist to govern identified deficiencies
the appropriate cloud service provider's subject matter experts for (e.&. Plan of Action and Milestones (POA&M) or
immediate assessment and action. similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
(3) Description of the deficiency(ies);
Imernalﬁumts of the Capabilities (4) Risk associated with the deficiency(ies);
COM-03.02AC | Information Security Functional | Intersects With 1A0-12 3 1A0-05
Deficiency Tracking (5) Source deficiency identification/detection;
Management System N "
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
owner);
(8) Resources required to conduct remedation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g, closeout summary).
|dentified vulnerabilities and deviations are automatically reported to Mechanisms exist to generate, monitor, correlate
Internal Audits of the [the appropriate cloud service provider's subject matter experts for System Generated and respond to event logs and security-relevant
COM-03.02AC ion Security and action. Functional | Intersects With | Event Logs & Security- | MON-04 | telemetry from physical, cybersecurity, data 3 MON-01.4
Management System Relevant Telemetry protection and supply chain activities to achieve
i situational
The cloud service provider provides interfaces to cloud service Mechanisms exist to validate that Technology
Internal Audits of the | customers so that they can check compliance with selected Assets, Applications, Services and/or Data (TAASD)
COM-03.03AC Security in real time. Functional | Intersects With | Conformity Monitoring|  CPL-05 | conform to the organization’s security, compliance 3 cPL-03
Management System and/or resilience policies, standards and other
applicable requirements.
Informationon | The top management of the cloud service provider is regularly informed Mechanisms exist to provide governance oversight
Information Security |about the information security performance within the scope of the reporting and recommendations enabling executives
COM0401B Performance and |ISMS in orderto ensure s continued suitability, adequacy and Functional. | Interssts witn | S12US RePOrInETo | o |10 make decisions about matters considered . cov01a
The is included in the review of Governing Body material to the organization's Security, Compliance
Assessment of the [ the ISMS. This management review is performed at least once a year. &Resilience Program (SCRP).
IsMs
Informationon | The top management of the cloud service provider is regularly informed Mechanisms exist to develop, report and monitor
Information Security  [about the information security performance within the scope of the Security, Compliance & Resilience Program (SCRP)
CoM04018 Performance and |ISMS in rder to ensure it continued sutability, adequacy and runctional | intersects with Measures of Gov.1 |messures of performance. 5 sovos
The is included in the review of Performance
Assessment of the | the ISMS. This management review is performed at least once a year.
IsMs
Informationon | The cloud service provider defines and implements technical and Mechanisms exist to develop, report and monitor
Information Security |operational metrics that align with the organisation’s business Security, Compliance & Resilience Program (SCRP)
COM-04.01AC and security onts, and These | Lo | inerscete with Measures of Gov.1p | measures of performance. . cov0s
Management | metrics are documented and included in the management review of the Performance
Assessment of the | ISMS to ensure their continued suitability, adequacy, and effectiveness.
IsMs
Informationon | The cloud service provider defines and implements technical and Mechanisms exist to develop, report and monitor Key
Information Security |operational metrics that align with the organisation’s business Performance Indicators (KPIs) to assist
and securit and These Key Performance i in
COM-04.01AC Management metrics are documyenled and included in the management review of the | netional | Intersects With In;/icalcrs (KPIs) GOV-12:1 | itoring, trend analysis, and possible control s Covos
Assessment of the | ISMS to ensure their continued suitability, adequacy, and effectiveness. redesign or replacement for the Security,
1sMs Compliance & Resilience Program (SCRP).
Informationon | The responsible business units of the cloud service provider report at Mechanisms exist to provide governance oversight
Information Security |least annually to the top management on the the status and reporting and recommendations enabling executives
COM-04.02AC Performance and | effectiveness of the policies and procedures that are relevant tothetop | o || Status ReportingTo | oo {to make decisions about matters considered . covo1a
review of the security system. Governing Body material to the organization's Security, Compliance
Assessment of the | This reporting includes at least: &Resilience Program (SCRP)
Informationon | Implemented changes to address cybersecurity fisks for the topic Mechanisms exist to provide governance oversight
Security inthe policy or reporting and recommendations enabling executives
COM.04.0AGA Performance and Functional | itersectswin | SPUSReportingTo | i make decisions about matters considered 5 sovora
Management Governing Body material to the organization's Security, Compliance
Assessment of the &Resilience Program (SCRP).
ISMs
Informationon | Information security incidents for the topic addressed in the policy o Mechanisms exist to document, monitor and report
Information Security | procedure and the follow-up; the status of cybersecurity and data protection
COM-04.02AC.2 Performance and Functional | intersacts with | Situational Awareness | dents to internal stakeholders ll the way through s RO-08
Management For Incidents the resolution of the incident.
Assessment of the
IsMs
Informationon | Performance of the interal controls regarding information security for Mechanisms exist to develop, report and monitor
Information Security | the topic addressed in the policy or procedure; and Security, Compliance & Resilience Program (SCRP)
COM-04.02AC.3 Performance and Functional | Intersects With Measures of Gov.1p  |measures of performance. 3 GOV-05
Management Performance
Assessment of the
ISMs
Informationon | Planned changes for the topic addressed in the policy or procedure to Mechanisms exist to provide governance oversight
Information Security |address risks and i security and reporting and recommendations enabling executives
COM-0402ACA Performance and Functional. | Intersects witn | St2US RPOrnETo. | o |10 make decisions about matters considered s covo1a
Management Governing Body material to the organization's Security, Compliance
Assessment of the &Resilience Program (SCRP).
isMs
Dealingwith | Objective: Ensure handling of
16 Investigation Requestsrequests for logal review, nformation to cloud service customers, and | (oo A A A o
from Government | imitation of access to or disclosure of data.
Agencies (INQ)
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Investigation requests from government agencies for cloud service Mechanisms exist to constrain the host government
customer data, cloud service derived data and account data are from having unrestricted and unmonitored access to
Legal Assessment of |subject to a documented legal assessment by subject matter experts Government h Assets,
INQ-01.018 gel Ass . . o8 Y Sub rexp Functional | Intersects With ; cpL20 ’ 5 cPL-06
Investigation Requests [ of the cloud service provider. The assessment determines whether the Surveillance Services and/or Data (TAASD) that could potentially
agency has an applicable and legally valid legal basis and Violate other applicable statutory, regulatory and/or
what further steps need to be taken for the given request. i
Investigation requests from government agencies for cloud service Mechanisms exist to notify data subjects of
customer data, cloud service derived data and account data are Notification of applicable legal requests to disclose Personal Data
Legal Assessment of |subject to a documented legal assessment by subject matter experts (PD).
INQ-01.018 Functional | Intersects With | Disclosure Requests |  PRI-18 3 PRI-14.2
Investigation Requests [of the cloud service provider. The assessment determines whether the S Dot guny
agency has an applicable and legally valid legal basis and g
what further steps need to be taken for the given request.
Access to or disclosure of cloud service customer data, cloud service Mechanisms exist to constrain the host government
derived data or account data in response to government investigation from having unrestricted and unmonitored access to
Legal Assessment of | requests is only permitted if the cloud service provider has performed a Government h Assets,
INQ-01.028 g8l Assessment of requests is only permitted ud service provider has performe Functional | Intersects With vernmen CPL-20 © 5 CPL-06
Requests | legal This has to confirm that there is an Surveillance Services and/or Data (TAASD) that could potentially
applicable and valid legal basis and that the request must be granted Violate other applicable statutory, regulatory and/or
according to this basis. i
The cloud service provider informs the affected cloud service Mechanisms exist to constrain the host government
Informing Cloud without undue delay, unless the legal basis, on from having unrestricted and unmonitored access to
Service Customers | which the government agency’s request is based, prohibits this or there Government i Assets,
INQ-02.018 Functional | Intersects With cpL-20 3 CPL-06
about Investigation  [are clear indications of illegal actions in connection with the use of the Surveillance Services and/or Data (TAASD) that could potentially
Requests cloud service. Violate other applicable statutory, regulatory and/or
I nforming Gloud | T cloud service provider informs the affected cloud service Mechanisms exist to notify data subjects of
o cg o |customer(s) without undue delay, unless the applicable legal basis, on Notification of applicable legal requests to disclose Personal Data
ervice Customer:
INQ-02.018 o | which the government agency's request is based, prohibits this orthere | Functional | Intersects With | Disclosure Requests | PRI-18 |(PD). 5 PRI-14.2
. é are clear indications of llegal actions in connection with the use of the To Data Subject
ques cloud service.
The cloud service provider's procedures for granting access to or Mechanisms exist to constrain the host government
disclosing cloud service customer data and cloud service derived data from having unrestricted and unmonitored access to
LImIting ACGesS t0 O | e context of investigation requests from government agencies Government h Assets,
INQ-03.018 Disclosure of Data in & . & & Functional | Intersects With ; cpL20 y 5 cPL-06
i | nsure that the agencios only gain access to ornsight nto the data Surveillance Services and/or Data (TAASD) that could potentially
vestigation Requ
C a that is the subject of the investigation request. violate other applicable statutory, regulatory and/or
The cloud service provider's procedures for granting access to or Mechanisms exist to utilize the concept of least
Limiting Access to or |disclosing cloud service customer data and cloud service derived data privilege, allowing only authorized access to
INQ-03.018 Disclosure of Data in [in the context of investigation requests from government agencies Functional | Intersects With | Least Privilege IAC-30  [processes necessary to accomplish assigned tasks 3 IAC-21
Investigation Requests |ensure that the agencies only gain access to or insight into the data in accordance with organizational business
thatis the subiect of the request. functions.
fno clear limitation of the cloud service customer data and cloud Mechanisms exist to de-identify sensitive and/or
- service derived data is possible, the cloud service provider anonymises regulated data through
Limiting Access to or ) ! - :
v this data so that agencies can only De-Identification (1) Anonymization;
INQ-03.028 Disclosure of Data in Functional | Intersects With DCH-36 5 DCH-23
' assignit to those cloud service customers who are subject of the (Anonymization) (2) De-identification;
Investigation Requests | ° ,
investigation request. (8) Pseudonymization; and/or
(4) Redaction.
The access and activities performed by or on behalf of investigators are Mechanisms exist to constrain the host government
monitored by the cloud service provider as determined by the process from having unrestricted and unmonitored access to
LImiting ACGess t0 O | 4o crined in INQ-01 Government h Assets,
INQ-03.01AC Discl f Data i : Functional | Intersects With cpL-20 y 3 PL-
Q isclosure of Data in unctional | Intersects Wi Surveillance. Services and/or Data (TAASD) that could potentially G
Investigation Requests
Violate other applicable statutory, regulatory and/or
Limiting Access to or | The access and activities performed by or on behalf of investigators are Mechanisms exist to link system access to individual
INQ-03.01AC Disclosure of Data in | monitored by the cloud service provider as determined by the process | Functional | Intersects With Audit Trails MON-09.1 |users or service accounts. 3 MON-03.2
Requests | described in INQ-01.
Timely and appropriate remediation measures address any deviations Mechanisms exist to govern identified deficiencies
identified during the monitoring of the activities performed by or on (e.g., Plan of Action and Milestones (POA&M) or
behalf of investigators. similar methodology) that formally documents, at a
minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
Limiting Access t (3) Description of the deficiency(ies);
imiting Access to or
it 4) Risk associated with the deficiency(ies);
INQ-03.02AC Disclosure of Data in Functional | Intersects With Capabilities o1z | " viies) 3 1A0-05
Deficiency Tracking (5) Source deficiency identification/detection;
Investigation Requests oo
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process
ownen);
(8) Resources required to conduct remedation
actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g., closeout summary).
The cloud service provider documents the technical procedures per Mechanisms exist to constrain the host government
Communication of ~ [service and other technical information regarding the provision or from having unrestricted and unmonitored access to
Technical Procedures |disclosure of cloud service customer data in response to valid Government th ization's Assets,
INQ-04.018 . o P Functional | Intersects With cpL-20 ° 3 cPL-06
for Data Disclosure in |investigation requests and provides it to cloud service customers. Surveillance Services and/or Data (TAASD) that could potentially
Investigation Requests violate other applicable statutory, regulatory and/or
The cloud service provider documents the technical procedures per Mechanisms exist to obtain, protect and distribute
service and other technical information regarding the provision or ini for Assets,
Communication of | diSclosure of cloud service customer data n response to valid Applications and/or Services (TAAS) that describe:
investigation requests and provides it to cloud service customers. (1) Secure configuration, installation and operation
Technical Procedures Administrator
INQ-04.018 ' ° Functional | Intersects With ‘ TDA-08.3 |of the TAAS; 3 TDA-04
for Data Disclosure in Documentation ’
- (2) Effective use and maintenance of security
Investigation Requests
features/functions; and
(3) Known vulnerabilities regarding configuration and
use of (e-g., privileged) functions.
The type and scope of the information provided to the cloud service Mechanisms exist to constrain the host government
Communication of ~ |customers is based on the needs of their expert personnel to assess from having unrestricted and unmonitored access to
Technical Procedures risks to the cloud service customer’s data confidentiality. At a Government h 's Assets,
INQ-04.028 [roceaures rete ™ dentalty Functional | Intersects With ; cpL-20 ’ ° 3 cPL-06
for Data Disclosurein | minimum, the following aspects are addressed: Surveillance Services and/or Data (TAASD) that could potentially
Investigation Requests violate other applicable statutory, regulatory and/or
The process for the provision and disclosure of cloud service customer Mechanisms exist to constrain the host government
Communication of ~|data in response to legitimate investigation requests; from having unrestricted and unmonitored access to
Technical Procedures Government the organi Assets,
INQ-04.028.1 : Functional | Intersects With cPL20 ’ 3 CPL-06
Q for Data Disclosure in Surveillance Services and/or Data (TAASD) that could potentially
Investigation Requests Violate other applicable statutory, regulatory and/or
The technical capabilities and limitations of the cloud service provider Mechanisms exist to constrain the host government
Communication of | regarding disclosure of cloud service customer data; from having unrestricted and unmonitored access to
Technical Procedures Government h 's Assets,
INQ-04.028.2 Functional | Intersects With cpL-20 3 cPL-06
Q for Data Disclosure in unctional | Intersects Wi Surveillance Services and/or Data (TAASD) that could potentially
Investigation Requests violate other applicable statutory, regulatory and/or
Logging mechanisms implemented to records access for disclosure of Mechanisms exist to configure Technology Assets,
cloud service customer data; Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
Communication of minimum:
(1) Establish what type of event occurred;
Technical Procedures
INQ-04.028.3 Functional | Intersects With | Content of Event Logs | MON-08 [(2) When (date and time) the event occurred; 3 MON-03
for Data Disclosure n
e (8) Where the event occurred;
nvestigation Requests
g q (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
h heory pp Secure Controls Framework (SCF) 660172
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Access possibilities for cloud service customers to review such log Mechanisms exist to ensure Multi-Tenant Service
Communication of : :
o s Multi-Tenant Event Providers (MTSP) facilitate security event logging
INQ-04.028.4 oa Frocedure Functional | Intersects With | "o " ™ | CLD-07.1  [capabilities for its customers that are consistent 3 CLD-06.2
for Data Disclosure n Logging Capabilities )
with applicable statutory, regulatory and/or
Investigation Requests
Methods and technical procedures per service for accessing and Mechanisms exist to constrain the host government
Communication of  |disclosing cloud service customer data; and from having unrestricted and unmonitored access to
Technical Procedures Government h Assets,
INQ-04.028.5 Functional | Intersects With cpL20 3 cPL-06
Q for Data Disclosure in unctional | Intersects Wi Surveillance Services and/or Data (TAASD) that could potentially
Investigation Requests Violate other applicable statutory, regulatory and/or
Communication of _|Laws, regulations, or other legal means and their applicability Statutony, Rogutat Mechanisms exist to facilitate the identification and
atutory, Regulatol
INQ-04.028.6 Technical Procedures | concerning the cloud service provider's abilty o nformits customers. | (ol . Coyn"aiual i GpLos | implementation of elevant statutory, regulatory and s ohLot
for Data Disclosurein |about the provision and disclosure of cloud service customer data. P contractual controls.
ompliance
Requests P
c of |The documentis in ith SP-01 Publishing Security, Mechanisms exist to establish, maintain and
Technical Procedures |and aligned with the cloud service provider’s guidelines on minimising Compliance & disseminate policies, standards and procedures
INQ-04.038 Functional | Intersects With Gov-04 3 Gov-02
for Data Disclosurein |access to cloud service customer data (cf. DEV-01) to ensure its Resilience necessary for secure, compliant and resilient
Requests | relevance and accuracy for cloud service i capabilities.
Objective: Provide up-to-d on the secure
and known vulnerabilities of the cloud service for cloud service
Product Safety and ‘
517 oot (p58) for andlogging, | Functional | No Relationship N/A N/A N/A o
eounty as well as authentication and authorisation of users of cloud service
The cloud service provider publishes guidelines and recommendations Mechanisms exist to formally document a Customer
Guidelings ang | for cloud service customers regarcing the secure use of the cloud Responsibility Matrix (CRM), delineating assigned
a o for | evice provided. The information contained therein is intended to Customer responsibilities for security, compliance and
ecommendations for
PSS-01.018 e oo, 1" assist the cloud service customer in the secure configuration anduse | Functional | Intersects With | Responsibility Matrix | CLD-03.1 | resilience controls between the Cloud Service 3 CLD-06.1
. of the cloud service, as well as the implementation of complementary (CRM) Provider (CSP) and its customers.
ustomers
customer controls, to the extent applicable to the cloud service and the
responsibility of the cloud service customer.
The cloud service provider publishes guidelines and recommendations Mechanisms exist to obtain, protect and distribute
for cloud service customers regarding the secure use of the cloud i for Assets,
Guidelings ang | eTvice provided. The information contained therein s intended to Applications and/or Services (TAAS) that describe:
a e tor | 2ssistthe cloud service customer in the secure configuration and use Administrat (1) Secure configuration, installation and operation
ecommendations for iministrator
PSS-01.018 e o, 1" [of the cloud service, as well as the implementation of complementary | Functional | IntersectsWith | """ % | TDA-08.3 [of theTAAS; 5 TDA-04
o customer controls, to the extent applicable to the cloud service and the (2) Effective use and maintenance of security
ustomers
responsibility of the cloud service customer. features/functions; and
(8) Known vulnerabilities regarding configuration and
use of (e-£., privileged) functions.
The type and scope of the information in the guidelines and Mechanisms exist to obtain, protect and distribute
recommendations for the secure use of the cloud service provided will for Assets,
uide 4 [pebasedonthe noeds of subject matter experts of the oloud service Applications and/or Services (TAAS) that describe:
Uidelines an:
3 who set security 3 them . (1) Secure configuration, installation and operation
Recommendations for " . Administrator
PSS-01.028 AN orverify the implementation (e.¢. IT, Compliance, Interal Audit). The |~ Functional | Intersacts With | o TDA-08.3 [of the TAAS; 5 TDA-04
oud Service ocumentation
e information in the guidelines and recommendations for the secure use (2) Effective use and maintenance of security
of the cloud service address the following aspects, where applicable to features/functions; and
the cloud service: (8) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
Procedures for secure configuration; Mechanisms exist to develop, document and
Guidelines and ‘ :
a e Secure Basel maintain secure baseline configurations for
ecommendations for ecure Baseline
PSS-01.028.1 Functional | Intersects With A CFG-04 |Technology Assets, Applications and/or Services 3 CFG-02
Cloud Service Configurations
(TAAS) that are consistent with industry-accepted
Customers
standards.
Guidelines and | Information sources on known vulnerabilities and update mechanisms; i Mechanisms exist to facilitate the implementation
: Vulnerability & Patch - °
Recommendations for and monitoring of risk-based vulnerability
PSS-01.028.2 Functional | Intersects With | Management Program | VPM-02 3 VPM-01
Cloud Service management capabilities.
(VPMP)
Customer
Guidelines and | Malware protection for containers or virtual machines; Matiious Cod Mechanisms exist to utilize antimatware, or similar
alicious Code
R dations f technologies, to detect and eradicate mall
PSS-01.028.3 ecommendations for Functional | Intersects With Protection END-gs |!eCNMOl08ies, o detectand eradicate malicious 3 END-04
Cloud Service code.
(Antimalware)
Customers
Error handling and logging mechanisms; Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, ata
ouidel . minimum:
Uidelines an:
(1) Establish what type of event occurred;
Recommendations for .
PSS-01.02B.4 e S Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
o (8) Where the event occurred;
ustomers (4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
Authentication mechanisms; Mechanisms exist to:
Guidelines and (1) Securely manage authenticators for users and
R dations f Authenticat devices; and
PSS-01.028.5 ecommendations for Functional | Intersects With wthentieator IAC-14  [Gevices:an N 3 IAC-10
Cloud Service Management (2) Ensure the strength of authentication is
Customers appropriate to the classification of the data being
d
el 4 |Rotes andrights framework including combinations that result n an Mechanisms exist to enforce Role-Based Access
uidelines an:
oo oy |clevated sk Rote.Based Access Control (RBAC) for Technology Assets, Applications,
PSS-01.028.6 h Functional | Intersects With - IAC-06  [Services and/or Data (TAASD) to restrict access to 3 IAC-08
Cloud Service Control (RBAC) e ' '
individuals assigned specific roles with legitimate
Customers :
business needs.
Guidelinesand | Services and functions for administration of the cloud service by Mechanisms exist to restrict and control privileged
ps5.01.0287 | Recommendations for [privileged users; functional | intersectswith | PrvilegedAceount | | access rights for users and Technology Assets, R ACA6
-01.028. : uncti i - z
Cloud Service Management (PAM) Applications and/or Services (TAAS).
Customers
Guidelinesang | ComPlementary user entity controls; Mechanisms exist to formally document a Customer
uideli :
Recommendations for Customer Responsibility Matrix (CRM), delineating assigned
PSS-01.028.8 . Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 5 CLD-06.1
ud Servi i
Customers (CRM) resilience controls between the Cloud Service
Provider (CSP) and its cust
Guidelinesand | Encryption mechanisms and services; Mechanisms exist to facilitate the implementation of
Recommendations for Use of G i controls using known
PSS-01.028.9 ! Functional | Intersects With CRY-02 : using know 3 CRY-01
Cloud Service Controls public standards and trusted cryptographic
Customer:
Guidelines and | Data leakage prevention; existto Data
Recommendations for ) Data Loss Prevention Loss Prevention (DLP) to protect sensitive
PSS-01.028.10 ; Functional | Intersects With DCH-40 | 3 NET-17
Cloud Service (DLP) information as it is stored, transmitted and
Customers
Guidelines and | Secure application development and operation on the cloud service; Secure Software Mechanisms exist to develop applications based on
ure Softws
Recommendations for Secure Software Development Practices (SSDP).
PSS-01.028.11 e Servlwce Functional | Intersects With Development TDA-05 . v velop ices (SSDP) 3 TDA-06
Practices (SSDP)
Customer:
for using and defensive Mechanisms exist to obtain, protect and distribute
ini for Assets,
Applications and/or Services (TAAS) that describe:
Guidelines and il .
(1) Secure configuration, installation and operation
Recommendations for Administrator
PSS-01.02B.12 Functional | Intersects With ‘ TDA-08.3 [of the TAAS; 3 TDA-04
Cloud Service Documentation 4 :
(2) Effective use and maintenance of security
Customers
features/functions; and
(8) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
h h Secure Controls Framework (SCF) 670172
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for using and ide-area Mechanisms exist to obtain, protect and distribute
ini for Assets,
Applications and/or Services (TAAS) that describe:
Guidelines and o )
oo o Administrato (1) Secure configuration, installation and operation
PSS-01.02B.13 tons for Functional | Intersects With inistrator TDA-08.3 |of the TAAS; 3 TDA-04
Cloud Service Documentation 4 ’
(2) Efective use and maintenance of security
Customers
features/functions; and
(8) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
el 4 |Methods usedfor olient data separation (cf. OPS-30 and OPS-31); Mechanisms exist to ensure multi-tenant owned or
uidelines an:
oo tor MultiTenant managed assets (physical and virtual) are designed
PSS-01.028.14 Functional | Intersects With CLD-07 |and governed such that provider and customer 3 cLD-06
Cloud Service Environments
(tenant) user access is appropriately segmented
Customers
from other tenant users..
Guidelines and | How information security risks related to the use of the cloud service Mechanisms exist to facilitate the implementation of
pss.0102m.15 | FecomMendations for | can be addressed through proper logaing and monitoring mechanisms; | ¢ o onitoring| | MON.0z | SMETPTiSe vide monitoring controls. s MON.O1
CloudService  [and
Customers
Guidelines and | Inbound and outbound interfaces through which the cloud service can roptication Mechanisms exist to ensure support for secure
Recommendations for | be accessed by other cloud services or IT systems of cloud service PP interoperability between components with
PSS-01.02B.16 Functional | Intersects With |Programming Interface|  NET-35 3 CLD-04
CloudService |customers (cf. PI-01). Application Programming Interfaces (APIs).
(APY) Security
Customers.
et | e cloud service provider describes inthe user documentation all Mechanisms exist to formally document a Customer
uidelines an:
oo oy | neCeSSary complementary user entity controls (CUECS) and Customer Responsibility Matrix (CRM), delineating assigned
PSS-01.038 N corresponding explanations of them, so that the cloud service Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 8 CLD-06.1
;:smr::e customer has sufficient for risk (CRM) resilience controls between the Cloud Service
on its side. Provider (CSP) and its cust
The ab ioned is sothatitis applicabl Mechanisms exist to obtain, protect and distribute
tothe cloud service provided in the version intended for productive use. for Assets,
Applications and/or Services (TAAS) that describe:
Guidelines and
: - (1) Secure configuration, installation and operation
Recommendations for Administrator
PSS-01.04B Functional | Intersects With TDA-08.3 [of the TAAS; 3 TDA-04
Cloud Service Documentation
(2) Effective use and maintenance of security
Customers
features/functions; and
(8) Known vulnerabilities regarding configuration and
use of (e.g., privileged) functions.
Guidelinesand | The cloud service provider noifies cloud service customers in a timely takenotder Mechanisms exist to ensure stakeholders are made
Recommendations for | manner about any planned modifications to the cloud service so that aware of and understand the impact of proposed
PSS-01.01AC Functional | IntersectsWith | Notification of CHG-08 5 CHG-05
CloudService |the affected cloud service customers can react appropriately with oo changes.
Customer and technical measures before the changes take effect. ©
The cloud service provider applies appropriate measures to check the Mechanisms exist to require system
cloud service for vulnerabilities which might have been integrated into developers/integrators consult with security,
the cloud service during the software development process. compliance and/or resilience personnel to:
Security, Compliance
Identification of & Resitonce Tasting (1) Create and implement a Security Testing and
PSS-02.018 Vulnerabilities of the Functional | Intersects With e TDA17  |Evaluation (STAE) plan, or similar capability; 5 TDA-09
Cloud Service © (2) Implement a verifiable flaw remediation process
Development omectaton bl
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
\dentification of | The cloud service provider applies appropriate measures to check the Mechanisms exist to detect vulnerabilities and
PSS-02.018 Vulnerabilities of the |cloud service for vulnerabilities which might have been integratedinto |  Functional | Intersects With | Vulnerability Scanning |~ VPM-12 errors by routine scanning 3 VPM-06
Cloud Service __|the cloud service during the software process. of syst d
The for identifying such are part of the Mechanisms exist to require system
software development process and, depending on a risk assessment, developers/integrators consult with security,
include the following activities: ) compliance and/or resilience personnel to:
Security, Compliance ) )
Identification of o (1) Create and implement a Security Testing and
esilience Testin
PSS-02.028 Vulnerabilities of the Functional | Intersects With e et | ToA17 | Evaluation (ST&E) plan, or similar capabitty; 5 TDA-09
Cloud Service © (2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
Static Application Security Testing; Mechanisms exist to require the developers of
Identification of Technology Assets, Applications and/or Services
PSS-02.028.1 Vulnerabilities of the Functional | Intersects With | Static Code Analysis | TDA-17.1 |(TAAS) to employ static code analysis tools to 8 TDA-09.2
Cloud Service identify and remediate common flaws and document
the results of the analysi
Dynamic Application Security Testing; Mechanisms exist to require the developers of
Identification of Dynamic Gode Technology Assets, Applications and/or Services
PSS-02.028.2 Vutnerabilities of the Functional | Intersects With . TDA-17.2 |(TAAS) to employ dynamic code analysis tools to 8 TDA-09.3
Cloud Service nalysis identify and remediate common flaws and document
the results of the analysis.
Code reviews by the cloud service provider's subject matter experts; Mechanisms exist to require the developers of
\dentiication of Technology Assets, Applications and/or Services
) (TAAS) to employ a manual code review process to
PSS-02.0283 | Vulnerabilities of the Functional | Intersects With | Manual Code Review | TDA-17.5 | ° 8 TDA-09.7
identify and remediate unique flaws that require
Cloud Service
of the s and
design.
Conducting security checks based on a list of software components or Mechanisms exist to generate, or obtain, a Software
Identification of | Software Bill of Materials (SBOM); and software Bilor Bill of Materials (SBOM) for Technology Assets,
oftware Bill o
PSS-02.02B.4 | Vulnerabilities of the Functional | Itersects with | " OREE G Ny || TOA21.4 - |Applications and/or Services (TAAS) that lists 5 TDA-04.2
Cloud Service software packages in use, including versions and
applicable licenses.
Obtaining about confirmed in software Mechanisms exist to maintain situational awareness
Identification of |Libraries provided by third parties and used in their own cloud service. Threat Intel of vulnerabilities and evolving threats by leveraging
PSS-02.02B.5 Vulnerabilities of the Functional | Intersects With rea F;Zs‘ge"ce THR-04 |the knowledge of attacker tactics, techniques and 3 THR-03
Cloud Service to facilitate the of
and controls.
\dentification of | Obtaining about confirmed in software Continuous Mechanisms exist to address new threats and
PSS-02.02B.5 Vulnerabilities of the |libraries provided by third parties and used in their own cloud service. Functional Intersects With Vulnerability VPM-06.2 |vulnerabilities on an ongoing basis and ensure 3 VPM-04
Cloud Service ion Activities assets are protected against known attacks.
\demtificationof | @ severty of identified vilnorabilties is assessed according to Mechanisms exist to identify and assign a risk
ificati
defined criteria and measures are taken to immediately eliminate or ranking to newly discovered security vulnerabilities
PSS-02.038 Vulnerabilities of the || er . ! ately elimi Functional | Intersects With | Vulnerability Ranking |  VPM-05 nking to newly discove urity vuinerabiity 5 VPM-03
) mitigate them. using reputable outside sources for security
Cloud Service i
Identification of The severity of identified vulnerabilities is assessed according to Vulnerabilit exist to ensure that ilities are
PSS-02.038 Vulnerabilities of the |defined criteria and measures are taken to immediately eliminate or Functional | Intersects With | (4R | VPM.06 | properly identified, tracked and remediated. 3 VPM-02
jati
Cloud Service | mitigate them.
icationof _[The also include annual omtication exist to perform lovel
PSS-02.01AC Vulnerabilities of the |code reviews or security penetration tests by qualified external third Functional | IntersectsWith | PP 000 | TDA17.4 testing of d 5 TDA-09.5
i i
Cloud Senvice __|parties. © Assets, and/or Services (TAAS).
fication of The for identifying such also include annual Independent exist to utilize an assessor
PSS-02.01AC Vulnerabilities of the |code reviews or security penetration tests by qualified external third Functional | Intersects With | Penetration Agentor | VPM-19 |or penetration team to perform penetration testing. 5 VPM-07.1
Cloud Senvice | parties. Team
The cloud service provider ensures through a coordinated process that Mechanisms exist to establish a Vulnerability
cloud service customers have access to regularly updated information Disclosure Program (VDP) to assist with the secure
Informing Customers | o + vnown vulnersbilities associated with the cloud service that ma Vulnerability and of
PSS-03.018 aboutknown  |° : : ; . Y| Functional | Intersects With | Disclosure Program | THR-12 ' 5 THR-06
o e |mpact the information security of the customer. This includes: Vop) Assets, Applications and/or Services (TAAS) that
rabilit
u receives unsolicited input from the public about
vulnerabilities in ional TAAS.
The cloud service provider ensures through a coordinated process that Mechanisms exist to facilitate the implementation
Informing Customers |, 4 service customers have access to regularly updated information Vuinerability & Patch and monitoring of risk-based vulnerabilit
PSS-03.018 about known : cgutarty up Functional | Intersects With | Management Program | VPM-02 g ofrisic v 3 VPM-01
about known vulnerabilities associated with the cloud service that may management capabilities.
Vulnerabilities (vPMP)
impact the security of the customer. This includes:
Known-exploited vulnerabilities; Mechanisms exist to prioritize remediation and
Informing Customers Known Exploited itigation of Known Exploited ties (KEV)
PSS-03.01B.1 about Known Functional | Intersects With | Vulnerabilities (KEV) | VPM-06.3 |by: 5 VPM-02.1
Vulnerabilities Mitigations (1) Reducing or removing public exposure to
and
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Informing Customers | Known vulnerabilities for which a patch and/or mitigating measures are Software & Firmware Mechanisms exist to conduct software patching for
PSS-03.01B.2 aboutknown  [provided by the cloud service provider (N-Day vulnerabilities), with Functional | Intersects With o VPM-08 |all deployed Technology Assets, Applications and/or 3 VPM-05
Vulnerabilities references to the and " Services (TAAS), including firmware.
Known vulnerabilities for which a patch and/or mitigating measures are Mechanisms exist to prevent unsupported
unlikely to be provided by the cloud service provider (Forever-Day Technology Assets, Applications and/or Services
’ Vulnerabilities), along with a justification for why they are not provided. Unsupported (TAAS) by:
Informing Customers Technology Assets (1) Removing and/or replacing TAAS when support for
PSS-03.018.3 about Known Functional | Intersects With NOIEYASSES, 1| pst-0 e placing PP 3 TDA17
o Applications and/or the components is no longer available from the
Services (TAAS) developer, vendor or manufacturer; and
(2) Requiring justification and documented approval
for the continued use of unsupported TAAS required
These pertain to the provided cloud service and assets provided by the Mechanisms exist to establish a Vulnerability
cloud service provider that the cloud service customers have to install, Disclosure Program (VDP) to assist with the secure
Informing CUSIOMErs | oo de or operate within their own responsibilt Vutnerability and
PSS-03.01B.4 about Known P P! P! Ve Functional | Intersects With | Disclosure Program |  THR-12 3 THR-06
Assets, Applications and/or Services (TAAS) that
Vulnerabilities (voP)
receives unsolicited input from the public about
vulnerabilities in i
The information provided to the cloud service customers includes, Mechanisms exist to establish a Vulnerability
’ where available, a of and planned ’ Disclosure Program (VDP) to assist with the secure
Informing Customers | 1o < o2 > Vulnerability
or mitigation measures for the identified vulnerabilities. and of
PSS-03.028 about Known Functional | Intersects With | Disclosure Program |  THR-12 3 THR-06
° Assets, Applications and/or Services (TAAS) that
Vulnerabilities o
receives unsolicited input from the public about
vulnerabilities in TARS.
Informing Customers | The information provided to the cloud service customers includes, - existto ensure that are
PSS-03.028 aboutknown  [where available, a ion of and planned Functional | Intersects With | 4ol VPM-06 |properly identified, tracked and remediated. 3 VPM-02
or mitigation measures for the identified vulnerabilities. emediation Process
These vulnerabilities are also identified based on data from a list of Mechanisms exist to generate, or obtain, a Software
Informing Customers |software components or Software Bill of Materials (SBOM) data. software Bilof Bill of Materials (SBOM) for Technology Assets,
PSS-03.038 about Known Functional | Intersects With M;evi:l;eqs;(;m TDA-21.4 |Applications and/or Services (TAAS) that lists 5 TDA-04.2
Vulnerabilities software packages in use, including versions and
applicable licenses.
) The vulnerabilities are presented with references to the Common Mechanisms exist to identify and assign a risk
Informing Customers ‘ A ’
Vulnerabilities and Exposures (CVE) and assessments are based on: ranking to newly discovered security vulnerabilities
PSS-03.04B about Known Functional | Intersects With | Vulnerability Ranking | VPM-05 5 VPM-03
° using reputable outside sources for security
Vulnerabilities .
The Common Vulnerability Scoring System (CVSS); and Mechanisms exist to identify and assign a risk
Informing Customers ranking to newly discovered security vulnerabilities
PSS-03.04B.1 about Known Functional | Intersects With | Vulnerability Ranking | VPM-05 e y disc Y 5 VPM-03
using reputable outside sources for security
Vulnerabilities
I forming Gustomers | T EXPIOI Prediction Scoring System (EPSS), the Stakeholder-Specific Mechanisms exist to identify, assess, prioritize and
© Vulnerability Categorization (SSVC) or other similar scoring metrics Vulnerability document the potential impact(s) and likelihood(s) of
PSS-03.04B.2 about Known Functional | Intersects With VPM-04 5 VPM-03.1
° Exploitation Analysis applicable internal and external threats exploiting
Vulnerabilities o
known vulnerabilities.
in the latest version valid at the time of the assessment. This Mechanisms exist to identify and assign a risk
Informing Customers [, tion is accessible to all cloud customers and supports their risk ranking to newly discovered security vulnerabilities
PSS-03.048.3 about Known pports U Functional | Intersects With | Vulnerability Ranking | VPM-05 e y disc Y 3 VPM-03
o assessment and follow-up actions, with references to vulnerability- using reputable outside sources for security
uinerabiiie®  |specific measures where applicabl
The cloud service provider consults the vulnerability information of its Mechanisms exist to maintain situational awareness
suppliers and service organisations at Least daily. The published of vulnerabilities and evolving threats by leveraging
Informing Customers |vulnerabilities are analysed in regards to their potential impact on the Threat Inteligence the knowledge of attacker tactics, techniques and
PSS-03.058 aboutknown  [cloud service, and handled in accordance with the vulnerability Functional | Intersects With . & THR-04 to facilitate the i on of 5 THR-03
eeds
Vulnerabilities | handling process (cf. OPS-18). If the supplier or service organisation preventative and compensating controls.
does not provide daily information, the related risk is managed
t0 01-07.
The cloud service provider consults the vulnerability information of its Mechanisms exist to address new threats and
suppliers and service organisations at least daily. The published Vulnerabilities on an ongoing basis and ensure
Informing Customers |vulnerabilities are analysed in regards to their potential impact on the Continuous assets are protected against known attacks.
PSS-03.058 aboutKnown  [cloud service, and handled in accordance with the vulnerability Functional | Intersects With Vulnerability VPM-06.2 3 VPM-04
Vulnerabilities | handling process (cf. OPS-18). If the supplier or service organisation Remediation Activities
does not provide daily information, the related risk is managed
according to 01S-07.
Assets provided by the cloud service provider, which must be installed, Mechanisms exist to provide in-house support or
Informing Customers |provided or operated by cloud service customers within their area of Atermates . contract external providers for support with
ernate Sources for
PSS-03.01AC about Known are equipped with automatic update mechanisms. After | Functional | Intersects With | “CoT1o8 0098 BT | asTg0.1 Assets, and/or 3 TDA17.1
Vulnerabilities  |approval by the respective cloud service customer, software updates PP Services (TAAS).
are rolled out by the cloud service provider.
Assets provided by the cloud service provider, which must be installed, Mechanisms exist to conduct software patching for
Informing Customers |provided or operated by cloud service customers within their area of Software & F all deployed Technology Assets, Applications and/or
oftware & Firmware
PSS-03.01AC aboutknown [responsibility, are equipped with automatic update mechanisms. After | Functional | Intersects With o VPM-08  [Services (TAAS), including firmware. 3 VPM-05
Vulnerabilities  |approval by the respective cloud service customer, software updates e
are rolled out by the cloud service provider.
are disclosed in with the Common Security Mechanisms exist to establish a Vulnerability
Advisory Framework Version 2.0 or higher, and as specified in BSI's Disclosure Program (VDP) to assist with the secure
Informing Customers | r_ i Guideline TR-03191 Vulnerability and of
PSS-03.02AC about Known . Functional | Intersects With | Disclosure Program |  THR-12 ' 3 THR-06
" Assets, Applications and/or Services (TAAS) that
Vulnerabilities (voP) ’
receives unsolicited input from the public about
vulnerabilities in ional TAAS.
The cloud service provided is equipped with error handling and logging Mechanisms exist to ensure Multi-Tenant Service
, for system under the of the Providers (MTSP) facilitate security event logging
Error handling and Multi-Tenant Event
PSS-04.018 . rrorhandingand 4 service customer. These enable cloud service customers to Functional | Intersects With | it QC"E" bf" CLD-07.1 |capabilities for its customers that are consistent 5 CLD-06.2
oggint ogging Capabilities
eeing obtain y-related about the security status of the 8ging Cap with applicable statutory, regulatory and/or
cloud service as well as the data, services or functions it provides.
The cloud service provided is equipped with error handling and logging Mechanisms exist to configure Technology Assets,
for system under the of the Applications and/or Services (TAAS) to produce event
cloud service customer. These enable cloud service customers to logs that contain sufficient information to, at a
obtain security-related information about the security status of the ini
error handiingand | 10U service as well s the data, services or functions it provides. (1) Establish what type of event occurred;
ror handli
PSS-04.01B > g Functional | Intersects With | Content of Event Logs | MON-09 | (2) When (date and time) the event occurred; 5 MON-03
Logging Mechanisms
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success o failure) of the event; and
(6) The identity of any user/subject associated with
the event.
These mechanisms are designed to address identified security risks Mechanisms exist to review event logs and security-
Ervor handlingang | e1ated o the use of the cloud service. The cloud service provider Event Log & Security- relevant telemetry on an ongoing basis and escalate
PSS-04.028 Lo g |identifies and documents these risks in advance, ensuring that the Functional | Intersects With | Relevant Telemetry | MON-03 |incidents in accordance with established timelines 3 MON-01.8
ogging Mechanisms
8eing implemented logging mechanisms capture relevant events and Monitoring and procedures.
activities.
These mechanisms are designed to address identified security risks Mechanisms exist to conduct recurring assessments
related to the use of the cloud service. The cloud service provider of risk that includes the likelihood and magnitude of
Error handling an ntifi N iments the risks in nce, ens ing that th harm, from unauthori , ., L .,
$55.04.028 rror handiing and _ identifies and documents these isks in advance, ensuring that the Functional | interscetewith | Risk Assessment Rsk1a |Merm from unauthorized access, use, disclosure s RsK08
Logging logging capture relevant events and disruption, modification or destruction of the
activities. jzation's Assets,
Services and/or Data (TAASD).
The information s detailed enough to allow cloud service customers to Mechanisms exist to ensure Multi-Tenant Service
’ check the following aspects, insofar as they are applicable to the cloud Providers (MTSP) facilitate security event logging
Error handling and Multi-Tenant Event
PSS-04.038 rrorhandlingand e Functional | Intersects With ulti-Tenant Event | o) i 47 1 | capabilities for its customers that are consistent 3 CLD-06.2
Logging Mechanisms Logging Capabilities
with applicable statutory, regulatory and/or
Which cloud service customer data and cloud service derived data, Mechanisms exist to link system access to individual
Error handlingand | services or functions available to the cloud service customer within the sers o service accounts.
PSS-04.03B.1 rror ine rviees orfunctions aval ud service ou i Functional | Intersects With Audit Trails MON-09.1 | e ! 5 MON-03.2
Logging Mechanisms  |cloud service, have been accessed by whom, when and from where
(Audit Logs):
h heory pp Secure Controls Framework (SCF) 690172
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Malfunctions during processing of automatic or manual actions; and Mechanisms exist to configure Technology Assets,
Applications and/or Services (TAAS) to produce event
logs that contain sufficient information to, at a
minimum:
(1) Establish what type of event occurred;
Error handling and
PSS-04.038.2 ° Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
Logging Mechanisms
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success o failure) of the event; and
(6) The identity of any user/subject associated with
the event.
Changes to yrel error handling exist to verify the of
Error handlingand |and logging user action Control Functionality security, compliance and resilience controls
PSS-04.038.3 Functional | Intersects With CHG-08 3 CHG-06
Logging and security. Verification following changes to ensure applicabl
controls operate as designed.
Changes to security-rel error handling Mechanisms exist to configure Technology Assets,
and logging user action Applications and/or Services (TAAS) to produce event
cryptography, and communication security. logs that contain sufficient information to, at a
minimum:
) (1) Establish what type of event occurred;
Error handling and
PSS-04.038.3 Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event ocourred; 3 MON-03
Logging Mechanisms
(3) Where the event ocourred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
error nandimzana | The ogeed is protected from access and Protection of Event Mechanisms exist to protect event logs, security-
ror handling an
PSS-04.048 L e | modification and can be delted by the cloud servics customer. Functional | Intersects With | Logs & Security- MON-12 | relevant telemetry and audit tools from unauthorized 5 MON-08
8eing Relevant Telemetry access, and deletion.
Where applicable, the cloud service customer can activate or de- Mechanisms exist to configure Technology Assets,
activate the logging and can control the scope and verbosity of the Applications and/or Services (TAAS) to produce event
logging the cloud service provides. logs that contain sufficient information to, at a
) (1) Establish what type of event occurred;
Error handling and
PSS-04.058 Functional | Intersects With | Content of Event Logs | MON-09  |(2) When (date and time) the event occurred; 3 MON-03
Logging Mechanisms
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with
the event.
The logging of management plane actions by the cloud service Mechanisms exist to ensure Multi-Tenant Service
: customers covers all relevant systems and system components. Providers (MTSP) facilitate security event logging
Error handling and Multi-Tenant Event
PSS-04.068 rror handling an Functional | Intersects With ulti-Tenant Event 1 b 57,1 | capabilities for its customers that are consistent 3 CLD-06.2
Logging Mechanisms Logging Capabilities
with applicable statutory, regulatory and/or
55,0000 Error handlingand | The logging of management plane actions by the cloud service romctionat | 1ntorescte with P MON-08.1_ | Mechanisms exist o link system access to individual R MoN032
Logging rs covers all relevant systems and system users or service accounts.
Cloud service customers can retrieve security-related via Mechanisms exist to ensure Multi-Tenant Service
Eror handling and | 0°HMented inerfaces which are suitable for further processinthis Multi-Tenant Event Providers (MTSP) faciltate security event logging
PSS-04.01AC information as part of their Security Information and Event Functional | Intersects With CLD-07.1 |capabilities for its customers that are consistent 5 CLD-06.2
Logging Mechanisms Logging Capabilities
Management (SIEM). with applicable statutory, regulatory and/or
Cloud service customers can retrieve security-related via Centralized Collection Mechanisms exist to utilize a Security Incident Event
PSS-04.01AC Error handling and interfaces which are suitable for further o Functional | Intersects with | _CFEventLogs & MON-05 | 1anager (SIEM), or similar automated tool, to 3 MON-02
Logging as part of their Security Information and Event Security-Relevant support the centralized collection of event logs and
(SIEM). Telemetry security-relevant telemetry.
The cloud service provided is equipped with authentication ‘Automated mechanisms exist to enforce Multi-Factor
that can force multi-f for users, IT Authentication (MFA) for:
components or applications within the cloud service customers” area (1) Remote network access;
of ibility. These aresetupatall Multi-Fact 2) Third-party Technology Assets, Applications
PSS-05.018 " Functional | Intersects With uit-Factor iac-g7 |2 Third-party 8 PP 5 IAC-06
Mechanisms ~ |access points that allow users, IT components o applications to Authentication (MFA) and/or Services (TAAS); and/ or
interact with the cloud service. (3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
For privileged users, IT components or applications under the » Mechanisms exist to restrict and control privileged
Authentication ; Privileged Account )
PSS-05.028 responsibility of the cloud service customer, these authentication Functional | Intersects With IAC-10  |access rights for users and Technology Assets, 3 IAC-16
Mechanisms Management (PAM)
can be enforced by the cloud service customer. and/or Services (TAAS).
For privileged users, IT components or applications under the Automated mechanisms exist to enforce Multi-Factor,
responsibility of the cloud service customer, these authentication Authentication (MFA) for:
mechanisms can be enforced by the cloud service customer. (1) Remote network access;
Authentication Multi-Factor (2) Third-party Technology Assets, Applications
PS5-05.028 Functional | Intersects With 1AC-37 5 1AC-06
Mechanisms unetionat | Intersects Wit | s thentication (MFA) and/or Services (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated
data.
The cloud service offers out-of-band (OOE) authentication, inwhich the Mechanisms exist to implement Out-of-Band (OOB)
Authentioati factors are transmitted via different channels (e.g. Internet and mobile Out-of-Band (OOB) Multi-Factor Authentication (MFA) for access to
uthentication
PSS-05.01AC Mo icanon |network). Functional | Intersects With Multi-Factor 1AC-37.3 | privileged and non-privileged accounts such that one 8 1AC-06.4
Authentication (MFA) of the factors is independently provided by a device
separate from the system being accessed.
To protect integrity and during Mechanisms exist to protect the authenticity and
interactions with the cloud service, a suitable session management ) ) integrity of communications sessions.
PS5-06.018 Session Management Functional | Intersects With | Session Integrity NET-29 5 NET-09
system is used that tothe rules of
and is protected against known attacks.
To protect i integrity and during exist to deploy pected
i with the cloud service, a suitable session management Gliont.Facing Web security, compliance and resilience controls to
jent-Faci
PSS-06.01B Session Management [system is used that tothe rules of Functional Intersects With SEN\CEi 'WEB-06 protect the confidentiality and availal ty of client 3 WEB-04
and is protected against known attacks. data that is stored, transmitted or processed by the
Internet-based service.
Mechanisms are implemented that invalidate a session after it has Mechanisms exist to initiate a session lock after an
been detected as inactive. The inactivity can be detected by time organization-defined time period of inactivity, or
measurement. In this case, the time interval can be configured by the on receiving a request from a user and retain the
PSS-06.02B Session Management urem e > the time interval ¢ gured by th Functional | Intersects With Session Lock CFG-04.3 |UPONreceivinga requ userandretal 3 IAC-24
cloud service provider or - if technically possible - by the cloud service session lock until the user reestablishes access
customer. using and icati
methods.
Mechanisms are implemented that invalidate a session after it has ‘Automated mechanisms exist to log out users, both
been detected as inactive. The inactivity can be detected by time locally on the network and for remote sessions, at
PS5-06.028 Session Management | measurement. In this case, the time interval can be configured by the |  Functional | Intersects With | Session Termination | CFG-04.5 |the end of the session or after an organization- 8 1AC-25
cloud service provider or - if technically possible - by the cloud service defined period of inactivity.
customer.
it areused as for the cloud Mechanisms exis to enforce complexity, length and
Confidentlality of - .. i e, the cloud service provider provides the cloud service Password-Based lifespan considerations to ensure strong criteria for
nice, vice provider provi vi word- i iderati riteri
PSS-07.018 Authentication - P g " e Functional | Intersects With IAC-15 P . € 5 1AC-10.1
customers with the following procedures to protect the confidentiality d-based
Information
of the
Confidentiality of Users can initially create the password themselves or must change an Mechanisms exist to ensure default authenticators
PSS-07.01B.1 Authentication |initial password when logging in to the cloud service for thefirsttime. | Functional | Intersects With | Default Authenticators | 1AC-14.4 |are changed as part of account creation or system 5 1AC-10.8
An initial password loses its validity after a maximum of 14 days; i
Confidentiality of 'When creating passwords, compliance with the length and complexity P 4B d Mechanisms exist to enforce complexity, length and
‘assword-Base
PSS-07.018.2 Authentication | requirements of the cloud service provider (cf. 1AM-08) or the cloud Functional | Intersects Wit | "ot 2o IAC-15 |lifespan considerations to ensure strong criteria for 5 1AC-10.1
icati
service customer is technically enforced; v password-based
The user is informed about changing or resetting the password. Mechanisms exist to:
Configentiatityof | PASSHOTd reset procedures are valid for at most 48 hours. After the (1) Securely manage authenticators for users and
identiality
eset procedure has been used, the password is to be changed by the Authenticatol devices; and
PSS-07.01B.3 Authentication | Coo: Procedurt u password 'gedby Functional | Intersects With uthenticator IAC-14 i B 3 IAC-10
e |useriana Management (2) Ensure the strength of authentication is
rmatic
appropriate to the classification of the data being
accessed.
Confidentiality of | The server-side storage uses hash functions in combination with salt sasomord-Based Mechanisms exist to enforce complexity, length and
word-
PSS-07.01B.4 Authentication |values, both corresponding to the state of the art. Functional | Intersects With | 2ot o208 IAC-15  |lifespan considerations to ensure strong criteria for 5 1AC-10.1
i password-based
h heory pp Secure Controls Framework (SCF) 700f 72
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) Rules and recommendations are shared with the cloud service L Mechanisms exist to compel users to follow
Confidentiality of ) ! User Responsibilities ° o
as appl tothe users under their responsibility. The accepted practices in the use of authentication
PSS-07.028 Authentication Functional | Intersects With for Account IAC-22 5 1AC-18
’ cloud service provider offers the cloud service customers tools for the (g
Information Management " ° ’
and enforcement of these rules. physical or logical security tokens, smart cards and
Confidentiatityof _|VVhen distributing credentials,the cloud service provider verifies the Mechanisms exist to verify the identity of a user
identiality
ecipient’s identity, validates the request and protects the credentials Identity Proofin before issuing authenticators or modifying access
PSS-07.038 Authentication | CPIent’s identity, vatida reau protects ! Functional | Intersects With 1y Proofing IAC-05 e issuing authenticators or modifying 3 IAC-28
by using additional security mechanisms such as multi-factor (Identity Verification) permissions.
Information
When distributing credentials, the cloud service provider verifies the Mechanisms exist to:
Confidentialtyof | ©0PIentsidentiy, vlidates the request and protects the redentials (1) Securely manage authenticators for users and
onfidentiality of
b ditional h h as multi-fact Authenticat devices; and
PSS-07.038 Authentication | ¥ 13I8 addtional security mechanisms such as multi-factor Functional | Intersects With wthenticator IAC-14  [Covicesiam - 5 IAC-10
Inf " authentication. Management (2) Ensure the strength of authentication is
nformation
appropriate to the classification of the data being
accessed.
The cloud service provided comprises a roles and rights framework for Mechanisms exist to enforce Role-Based Access
' users of the cloud service customer. This framework allows users to Control (RBAC) for Technology Assets, Applications,
Roles and Rights ) > ! Role-Based Access "
PSS-08.018 p ) manage their own access rights. It describes access ights and rolesfor | Functional | Intersectswith | " B2 00 IAC-06  [Services and/or Data (TAASD) to restrict access to 5 IAC-08
rameworl ontrol
the functions provided by the cloud service. Cloud service customers individuals assigned specific roles with legitimate
can configure relevant access control hemselves. business needs.
The access rights and roles are suitable for enabling users of the cloud Mechanisms exist to implement and maintain
service customer to manage access authorisations and permissions in Separation of Duties (SoD) to prevent potential
Roles and Rights | accordance with the principle of least-privilege and how it is necessary Separation of Duties inappropriate activity without collusion.
PSS-08.028 Functional | Intersects With HRS-14 3 HRS-11
Framework [for the of tasks (‘need-to-know-principle’) and to (SoD)
implement the principle of functional separation between operational
and controlling functions (‘segregation of duties’).
The access rights and roles are suitable for enabling users of the cloud Mechanisms exist to utilize the concept of least
service customer to manage access authorisations and permissions in privilege, allowing only authorized access to
Roles and Right ith the principle of Least-privilege and how it ) t lish d task
PSS-08.028 oles and Rights N 86 andNOWITIS NSCESSAY | £nctional | Intersects With Least Privilege IAC-3p  |Processes necessaryto accomplish assigned tasks 5 1AC-21
Framework  [for the of tasks (need-to-know-principle’) and to in accordance with organizational business
implement the principle of functional separation between operational functions.
and controlling functions (‘segregation of duties’).
The cloud service provided is equipped with a functionality to help porodio . Mechanisms exist to periodically-review the
eriodic Review of
555.06.038 Roles and Rights | cloud service customers review user acess rights under their Functional | intersestsWith | Ingividual & Semice | 1aG-12 | PVleBes assigned to individuals and sevice s ACA7
Framework responsibility. accounts to validate the need for such privileges and
Account Privileges
reassign or remove privileges, as
In case the cloud service includes the management of customer Mechanisms exist to maintain a current ist of
Roles and Rights | identities, for a given customer identity, the cloud service provided is User & Service authorized users and service accounts.
PSS-08.04B Functional | Intersects With IAC-08.3 3 IAC-01.3
Framework equipped with a functionality to provide the list of access rights Account Inventories
currently granted to that identity according to the terms.
In case the cloud service includes the management of customer rerodio R . Mechanisms exist to periodically-review the
eriodic Review of
£55.06.048 Roles and Rights  ideniites, for a iven customer dentity,the cloud service provided is Functional | intersectsWith | Ingiviaual & Semice | 1aG-12 | PVleEes assigned to individuals and service s ACA7
Framework equipped with a functionality to provide the list of access rights e ot accounts to validate the need for such privileges and
\ccount Privileges
currently granted to that identity according to the terms. g reassign or remove privileges, as
Access to the functions provided by the cloud service s restricted by Mechanisms exist to enforce Logical Access Control
Authorisation |access controls (authorisation mechanisms) that verify whether users, (LAC) permissions that conform to the principle of
PSS-00.018 Functional | Intersects With | Access Enforcement | 1AC-25 |, . 8 IAC-20
i3 or are to perform certain "least privilege.”
actions.
The cloud service provider validates the functionality of the exist to verify the ity of
£55.06.028 i before new functions are made availableto | (oo |- Control Functionality | oo |securit, compliance and resilience controls R oHG.06
Mechanisms | cloud service customers and in the event of changes to the Verification following changes to ensure applicabl
of existing functions (cf. DEV-07). controls operate as designed.
The cloud service provider validates the functionality of the Mechanisms exist to require system
authorisation mechanisms before new functions are made available to developers/integrators consult with security,
cloud service customers and in the event of changes to the ) compliance and/or resilience personnel to:
: ° ! Security, Compliance ‘ ‘
Authorisat authorisation mechanisms of existing functions (cf. DEV-07). o (1) Create and implement a Security Testing and
uthorisation esilience Testin
PSS-09.028 Functional | Intersects With ® | TDA17 |Evaluation (ST&E) plan, or similar capability; 3 TDA-09
Mechanisms Throughout @ !
(2) Implement a verifiable flaw remediation process
Development
to correct weaknesses and deficiencies identified
during the control testing and evaluation process;
and
If validation activities reveal vulnerabilities, the procedures for exist to ensure that ities are
Authorisation > ) Vulnerability
PSS-00.038 identifying vulnerabilities (cf. PSS-02) are applied and measures for Functional | Intersects With 8 VPM-06 |properly identified, tracked and remediated. 5 VPM-02
Mechanisms o : Remediation Process
timely or mitigation are initiated.
‘Access controls are attribute-based to enable granular and contextual Mechanisms exist to enforce Role-Based Access
heck t multiple attributes of a user, IT Control (RBAC) for Technology Assets, Applications,
Authorisation | °"°CK® agains ributes of 8 user, o Role-Based Access ontrol (RBAC) for Technology Assets, Applications
PSS-09.01AC application (e.g, role, location, authentication method). Functional | Intersects With IAC-06  [Services and/or Data (TAASD) to restrict access to 3 IAC-08
Mechanisms Control (RBAC) e ' '
individuals assigned specific roles with legitimate
business needs.
thorent ‘Access controls are attribute-based to enable granular and contextual rdantive domtifionts Mechanisms exist to allow individuals to utilize
PSS-09.01AC uthorisation 1 o1, ks against multiple attributes of a user, IT or Functional | Intersects With | /2Pt 19eNtMICation | =\ 41l aiternative methods of authentication under specific 3 IAC-13
Mechanisms - &Authentication )
(e.g., role, location, method). or situations.
If the cloud service offers functions for software-defined networking Mechanisms exist to ensure multi-tenant owned or
Software Defined |5 the confidentiality of loud service customer data is ensured by MultiTenant managed assets (physical and virtual) are designed
PSS-10.018 suitable SDN procedures. Functional | Intersects With CLD-07  |and governed such that provider and customer 3 cLD-06
Networking Environments
(tenant) user access is appropriately segmented
from other tenant users.
If the cloud service offers functions for software-defined networking Automated mechanisms exist to enable dynamic,
£S5.10.018 Software Defined | (SN, the confidentiaity of loud service customer data s ensuredby | (oo | Software Defined NET1z |Poliey-diven network segmentation, access controls R NET067
Networking suitable SDN procedures. Networking (SDN) and traffic management with a Software Defined
Networking (SDN) architecture.
The cloud service provider validates the functionality of the SON exist to verify the of
Software Defined | functions before providing new SDN features to cloud service ) Control Functionality security, compliance and resilience controls
PSS-10.028 : e Functional | Intersects With CHG-09 ° 3 CHG-06
Networking customers or modifying existing SDN features. Identified defects are Verification following changes to ensure applicabl
assessed and corrected in a risk-oriented manner. controls operate as designed.
The cloud service provider validates the functionality of the SON Automated mechanisms exist to enable dynamic,
Software Defined | functions before providing new SDN features to cloud service ) Software Defined policy-driven network segmentation, access controls
PSS-10.02B N Functional Intersects With N NET-12 N 3 NET-06.7
Networking customers or modifying existing SDN features. Identified defects are Networking (SDN) and traffic management with a Software Defined
assessed and corrected in a risk-oriented manner. Networking (SDN) architecture.
Images for Virtual | If cloud service customers operate virtual machines or containers with irtunt Machine Mechanisms exist to ensure the integrity of virtual
. . ) irtu i e
PSS-11.01B Machines and the cloud service, the cloud service provided is equipped with Functional Intersects With Images. SEA-23.1 machine images at all times. 5 CLD-05
Containers functionalities that ensure the following aspects: 8
Images for Virtual | If cloud service customers operate virtual machines or containers with Mechanisms exist to utilize an application container
PSS-11.01B Machines and the cloud service, the cloud service provided is equipped with Functional Intersects With | Application Container SEA-31 (virtualization approach) to isolate to a known set of 3 SEA-21
Containers functionalities that ensure the following aspects: access methods and interfaces.
Cloud service customers can restrict the selection of images of virtual ‘Automated mechanisms exist to prevent the
Images forVirtual | 1ines or containers according to their specifications, so that users Restrict Roles installation of software, unless the action is
PSS-11.01B.1 Machines and ) e > : ‘ Functional | Intersects With | PermittedTolnstall | CFG-12 wares 3 CFG-05
of the cloud service customer can only launch the images or containers performed by a privileged user or service.
Containers ’ Software
released according to these
‘ forvirtual | Ctoud service customers can restrictthe selection of images of virtual Mechanisms exist to ensure the integrity of virtual
mages for Virtua
© machines or containers according to their specifications, so that users ) Virtual Machine machine images at all times.
PSS-11.01B.1 Machines and Functional Intersects With SEA-23.1 3 CLD-05
e of the cloud service customer can only launch the images or containers Images
released according to these
If the cloud service provider provides images of virtual machines or Mechanisms exist to ensure stakeholders are made
Images forVirtual | oo, ainers to the cloud service customer, the cloud service provider Stakeholder aware of and understand the impact of proposed
PSS-11.01B.2 Machines and ) i P Functional | IntersectsWith | Notification of CHG-08 pact ofprop 3 CHG-05
informs the cloud of the changes made changes.
Containers A ' Changes
to the previous version;
Images for Virtual Images provided by the cloud service provider are labelled with Mechanisms exist to track the origin, development,
PSS-11.01B.3 Machinesand |information regarding their origin; and Functional | Intersects With Provenance AST-14 [ownership, location and changes to Technology 3 AST-08.2
Cont: Assets, Services and/or Data (TAASD).
Images for Virtual _|Images provided by the cloud service provider are labelled with irtant Machine Mechanisms exist to ensure the integrity of virtual
PSS-11.01B.3 Machinesand |information regarding their origin; and Functional | Intersects With mages SEA23.1 |machine images at all times. 3 cLD-05
Cont:
Images provided by the cloud service provider are hardened according Mechanisms exist to develop, document and
Images for Virtual | to generally accepted industry standards. Secure Baseline maintain secure baseline configurations for
ur i
PSS-11.01B.4 Machines and Functional | Intersects With | *0°%% "% S CFG-04 |Technology Assets, Applications and/or Services 5 CFG-02
Containers e (TAAS) that are consistent with industry-accepted
standards.
h h Secure Controls Framework (SCF) 710672
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Images for Virtual |Images provided by the cloud service provider are hardened according Virtual Machina Mechanisms exist to ensure the integrity of virtual
PSS-11.01B.4 Machings and |t ganarllysccapted sty stansercs. Functional | Intersects With mager SEA-23.1 | machine images at all times. 3 cLp-0s
nt
mages for Viral | e €190 senice provider checks the ntegrty and authenticty of Mechanisms exist to utilize File Integrity Monitor
Virtual machines or container images at startup and informs the cloud Endpoint File Integrity (FIM), or similar technologies, to detect and report on
PSS-11.01AC Machines and Functional | Intersects With END-11 3 END-06
o service customer accordingly about the results of those checks. Monitoring (FIM) unauthorized changes to selected files and
settings.
mages forviral |1 GO SeTvice provider chiecks the ntegrlty and authenticity of Mechanisms exist to require developers of
PSS-11.01AC Machinesand  |V"uat machines or containerimages at startup and informs the cloud | ¢\ oo | interseots witn | Software/Firmware |y, o o [Technology Assets, Applications and/or Services 5 TDA-14.1
Pl service customer accordingly about the reslts of those checks. Integrity Verification (TAAS) to enable integity verification of software and
firmware
mageosfor Virual_|PVME Fntme, the cloud service provider protects the virtual Mechanisms exist to utilize File Integrity Monitor
machines or container images against tampering and informs the cloud Endpoint File Integrity (FIM), or similar technologies, to detect and report on
PSS-11.02AC Machines and Functional | Intersects With END-11 3 END-06
o service customer accordingly about the status during runtime. Monitoring (FIM) unauthorized changes to selected files and
settings.
Images for Virtual | During runtime, the cloud service provider protects the virtual Mechanisms exist to utilize an application container
PSS-11.02AC Machinesand | machines or container images against tampering and informs the cloud |  Functional | Intersects With | Application Container |  SEA-31 |(virtualization approach) to isolate to a known set of 3 SEA21
Containers service customer accordingly about the status during runtime. access methods and interfaces.
The architecture of the cloud service, including the technical design of Mechanisms exist to inventory, document and
its infrastructure, ensures that cloud service customer data and maintain data flows for data that is resident
Regionof Data | eventual data backups thereof are processed and stored only in the Geographic Data or within
PSS-12.018 Processingand [ region specified in the contractual agreements with the cloud service |  Functional | Intersects With o DCH-30 Assets, and/or 3 DCH-19
Storage provider. If the cloud service customer is able to select from multiple Services (TAAS) (physical and virtual).
regions, and storage of th data is limited
to the selected regions.
The architecture of the cloud service, including the technical design of Mechanisms exist to control the location of
its infrastructure, ensures that cloud service customer data and Seooontion Technology Assets, Applications and/or Services
Regionof Data | eventual data backups thereof are processed and stored only in the Reauiremontefor (TAAS) processing and/or storage based on business
PSS-12.01B Processingand  |region specified in the contractual agreements with the cloud service Functional. | Intersects With | 2 TR orage DCH-30.1 |requirements that includes statutory, regulatory and 8 CLD-09
Storage provider. If the cloud service customer is able to select from multiple reichtnel contractual obligations.
regions, processing and storage of the aforementioned datais limited
to the selected regions.
Processing and storage of cloud service customer data within the Mechanisms exist to control the location of
Region of Data | service organisations of the cloud service provider also adheres to the Re::::::'n':s"m Technology Assets, Applications and/or Services
PSS-12.028 Processingand | regions selected by the cloud service customer. Functonal | Intersects it | " BHECE | DOH-30.1 | (TAAS) processing andor storage based on business 3 cLp-0s
Storage and Srvios Locations requirements that includes statutory, regulatory and
Region of Data | Processing and storage of cloud service customer data within the Third-Party Mechanisms exist to restriot the location of
PSS-12.028 Processingand [ service organisations of the cloud service provider also adheres tothe | Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 5 TPM-04.4
Storage regions selected by the cloud service customer. and Service Locations requirements.
The contractual agreements specify the regions in which processing Seolountion Mechanisms exist to control the location of
Region of Data  |and storage of cloud service customer data, cloud service derived data Reauremontafor Technology Assets, Applications and/or Services
PSS-12.038 Processingand |and account data occurs and the crcumstances under which changes | Functional | ntersects Wit | " EHECE | DOH-30.1 | (TAAS) processing andor storage based on business 5 cLp-0s
Storage may be applied. ke redquirements that includes statutory, regulatory and
The contractual agreements specify the regions in which processing Mechanisms exist to require contractual
Region of Data  |and storage of cloud service customer data, cloud service derived data Third-Party Contract for applicable security,
PSS-12.038 Processingand | and account data occurs and the crcumstances under which changes | Functional | Intersects with | 1L U B0 TPM-14 |and resilience requirements with third-parties, 3 TPM-05
Storage may be applied. reflecting the organization's needs to protect its
Technology Assets, ions, Services and/or
Customers are notified beforehand in case of any changes to the Mechanisms exist to ensure stakeholders are made
regions in which the aforementioned data is processed or stored. I the aware of and understand the impact of proposed
Region of Data | cloud service provider has not been granted prior general authorisation Stakeholder changes.
PSS-12.048 Processingand [ by the cloud service customer to do so, such authorisations are Functional | IntersectsWith | Notification of CHG-08 5 CHG-05
Storage obtained in accordance with the requirements specified in the Changes
contractual agreements or let the cloud service customer exercise
rights.
Customers are notified beforehand in case of any changes to the Mechanisms exist to control the location of
regions in which the aforementioned data is processed or stored. If the Seoloantion Technology Assets, Applications and/or Services
Region of Data | cloud service provider has not been granted prior general authorisation Reauremontafor (TAAS) processing and/or storage based on business
PSS-12.048 Processingand [ by the cloud service customer to do so, such authorisations are Functional. | Intersects With |, -s0 EHEC | DOH-30.1 requirements that includes statutory,regulatory and 3 cLp-0s
Storage obtained in accordance with the requirements specified in the contractual obligations.
) and Service Locations
contractual agreements or et the cloud service customer exercise
rights.
PSS-12.01AS, sharpening PSS-12.01B, Mechanisms exist to control the location of
The architecture of the cloud service, including the technical design of Technology Assets, Applications and/or Services
AegionofData |18 MiFastrUcture, ensures that the cloud senvice customer data, cloud Geolocation (TAAS)processing and/or storage based on business
PSS-12.01AS Processingang | oY@ derived data and eventual data backups thereof are processed | - g onat | ntersectswith | Redurementsfor | g 4 | requirements that includes statutory, regulatory and 8 cLp-0s
e and stored only in the region specified in the contractual agreements Processing, Storage contractual obligations.
with the cloud service provider. If the cloud service customer is able to and Service Locations
select from multiple regions, processing and storage of the
data is limited to the selected regions.
PSS-12.02AS, sharpening PSS-12.028 Mechanisms exist to restrict the location of
Region ofData | Processing and storage of cloud service customer data and cloud Third-Party information processing/storage based on business
PSS-12.02A8 Processingand | service derived data within the service organisations of the cloud Functional | Intersects With | Processing, Storage | TPM-12.2 [requirements. 5 TPM-04.4
Storage service provider also adheres to the regions selected by the cloud and Service Locations
service customer.
The cloud service provider offers partitions selectable by the cloud Seotoeation Mechanisms exist to control the location of
Regionof Data | service customer where partition-specific identity management is Reauremontafor Technology Assets, Applications and/or Services
PSS-12.01AC Processingand [ enforced for both cloud service customers and all cloud service Functional | Intersects With |, "# 0 EHET8 | DOH-30.1  |(TARS) processing and/or storage based on business 3 cLD-08
Storage provider personnel. Identity verification and identity storage are requirements that includes statutory, regulatory and
confined to the i of the selected partition. and Service Locations i
The cloud service provider offers partitions selectable by the cloud Mechanisms exist to facilitate the implementation of
Regionof Data | service customer where partition-specific identity management is denity & Access Identification and Access Management (IAM)
PSS-12.01AC Processingand [ enforced for both cloud service customers and all cloud service Functional | Intersects with | oY EIEEE | 1AC-02  controls. 3 IAC-01
Storage provider personnel. Identity verification and identity storage are
confined to the i of the selected partition.
Within these partitions, the following operations by the cloud service Seotooation Mechanisms exist to control the location of
Region of Data | provider are restricted to ocour only within the geographical boundaries Reauremontafor Technology Assets, Applications and/or Services
PSS-12.02AC gand |ofthe lected partitions: Functional | Intersects With | =¥ EHEC0 ™ | DOH-30.1 |(TARS) processing and/or storage based on business 3 cLp-08
Storage and Semice Locations requirements that includes statutory, regulatory and
Privileged access to the production environment by the cloud service Seotoeation Mechanisms exist to control the location of
Region of Data | provider, including potential access to cloud service customer data and Reauremontafor Technology Assets, Applications and/or Services
PSS-12.02AC.1 Processingand [ cloud service derived data; Functional | Intersects With | =¥ EHEC0 ™ | DOH-30.1 |(TARS) processing and/or storage based on business 3 cLp-08
Storage and Semice Locations requirements that includes statutory, regulatory and
Region of Data | Privileged access to the production environment by the cloud service orvloged Account Mechanisms exist to restrict and control privileged
PSS-12.02AC.1 Processingand | provider, including potential access to cloud service customer dataand| Functional | Intersects With IAC-10  |access rights for users and Technology Assets, 3 1AC-16
h Management (PAM)
Storage cloud service derived data; and/or Services (TAAS).
System logging and event monitoring by the cloud service provider, Seotooation Mechanisms exist to control the location of
Region of Data | except for event logs specifically for threat and Reauremontafor Technology Assets, Applications and/or Services
PSS-12.02AC.2 Processingand | handling IP addresses for routing purposes; and Functional | Intersects With | =¥ EHEC0 ™ | DOH-30.1 |(TARS) processing and/or storage based on business 3 cLp-08
Storage and Semice Locations requirements that includes statutory, regulatory and
Region of Data | System logging and event monitoring by the cloud service provider, Mechanisms exist to facilitate the implementation of
PSS-12.02AC.2 Processingand  |except for event logs specifically for threat and | Functional | Intersects With | Continuous | MON-02 ise-wid controls. 3 MON-01
Storage handling IP addresses for routing purposes; and
Region of Data | Cryptographic key management and storage practices to ensure keys CoyptographicKey exist to facilitate ey
PSS-12.02AC.3 Processingand  |are handled and stored within limits of the partition. Functional | Intersects With Management CRY-10 | management controls to protect the confidentiality, 3 CRY-08
Storage integrity and availability of keys.
Cryptographic key management and storage practices to ensure keys Seotooation Mechanisms exist to control the location of
Region of Data | are handled and stored within limits of the partition. Rearemontafor Technology Assets, Applications and/or Services
PSS-12.02AC.3 Processing and Functional | Intersects With | =¥ A0 | DOH-30.1 |(TARS) processing and/or storage based on business 3 cLDb-08
Storage and Semice Locations requirements that includes statutory, regulatory and
Region of Data | These restrictions considering partitions also apply to any service Third-Party Mechanisms exist to restrict the location of
PSS-12.02AC.4 ing and ions involved in the op of the cloud service. Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 3 TPM-04.4
Storage and Service Locations
h heory pp Secure Controls Framework (SCF) 720f72




