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Relationship
N/A
| Common provisions Functional o N/A N/A N/A 0
N/A ) No
1 Scope and definitions Funotional N/A N/A N/A 0
114 Scopeof theact | oo FRE fordetails. Functional No N/A N/A N/A o
112 Definitions S e Functional No N/A N/A N/A 0
N/A
12 Legal basis for Functional (% N/A N/A N/A 0
processing personal data Relationship
Public bodies shall be permitted to process personal data if such
12s Processing of personal. | processing s necessary to perform the task for which the controller s Functional No WA WA WA o
data by public bodie | responsible or to exercise official authority which has been vested in the Relationship
controller.

Video surveillance of
No

12.4 publicly accessible Functional N/A N/A N/A [
Relationship
spaces

Video surveillance of | Monitoring publicly accessible areas with optical-electronic devices (video No

1.2.401 blicly ble 1L hall b itted only f it Functional N/A N/A N/A o
(1) publicly accessible | surveillance) shall be permitted only as far as it is necessary T

spaces
Video surveillance of _|for public bodies to perform their tasks, o
12401 publicly accessible Functional N/A N/A N/A 0
Relationship
spaces
Video surveillance of _|to exercise the right to determine who shall be allowed or denied access or o
12.4(1)2 publicly accessible Functional N/A N/A N/A 0
Relationship
spaces
Video surveillance of _|to safeguard legitimate interests for specifically defined purposes and if o
12.4(1)3 publicly accessible |there is nothing to indicate legitimate overriding interests of the data Functional | i hip N/A N/A N/A 0
spaces subiects. For video surveillance of
Video surveillance of _|large publicly accessible facilities, such as sport facilities, places of o
1.2.4(1)8.1 publicly gathering and , shopping centres and car parks, or Functional | i i N/A N/A N/A 0
spaces
Video surveillance of _|vehicles and large publicly accessible facilities of public rail, ship or bus o
12.4(1)3.2 publicly accessible | transport,protecting the ves, health and froedom of persons present shall | Functional | o i5 N/A N/A N/A )
spaces be regarded as a verv important interest.
Video surveillance of | Appropriate measures shall be taken to make the surveillance and the o
12.4(2) publicly accessible | controller’s name and contact details identifiable as early as possible. Functional | i i N/A N/A N/A )
spaces
Video surveillance of _|Storing or using data collected pursuant to subsection 1 shall be permitted o
12.4(3) publicly accessible | necessary to achieve the intended purpose and if there is nothing to Functional. | i i N/A N/A N/A )
spaces indicate legitimate overriding interests of the data subiects. ion 1.
Video surveillance of _|If data collected from video surveillance are atributed to a particular o
12.4(4) publicly accessible | person, that person shallbe nformed of the processing n accordanceith | Functional | o i8 N/A N/A N/A )
spaces Articles 13 and 14 of Regulation (EU) 2016/679. Section 32 shall apply
Video surveillance of | The data shall be deleted without delay, if they are no longer needed for the o
12.4(5) publicly accessible | ntended purpose or if the data subjects legitimte nterests standinthe | Functional | o i8 L N/A N/A N/A )
spaces wav of anv further storage.
N/A
Data protection officers ) No
13 of public bodies Functional {2 ationship R R L2y ®
N/A
135 Designation Functional No N/A N/A N/A )
Relationship
Public bodies shall designate a data protection officer. This shall also
1350) Designation apply to public bodies as defined in Section 2 (5) which take part in Functionat No WA WA WA o
competition. Relationship

Asingle data protection officer may be designated for several public -

1.3.5(2) Designation bodies, taking account of their organizational structure and size. Functional A N/A N/A N/A 3
Relationship

1250 Designation The data protection officer shall be designated on the basis of professional [ No A A A o
aualities and. in particular. expert of data protection law and
The data protection offi be a staff member of the public body, N

1.3.5(4) Designation '@ data protection officer may be a staff member of the public body, or Functional © N/A N/A N/A 0

fulfl the tasks on the basis of a service contract.
The public body shall publish the contact details of the data protection -
1.3.5(5) Designation officer and communicate them to the Federal Commissioner for Data Functional | i N/A N/A N/A 3
Protection and Freedom of i

N
1.3.6 Position Functional e N/A N/A N/A 0
The public body shall ensure that the data protection officer is involved,
La8(1) Position properly and in a timely manner, in all issues which relate to the protection | No WA WA WA o
of personal data. Relationship
13802) position The public body shall support the data protection officer n performingthe [ No WA WA WA N
tasks referred to in Section 7 by providing resources necessary to carry out
1560) position The public body shall ensure that the data protection officer does not E— No WA WA WA 3
receive any regarding the exercise of those tasks. The data
The dismissal of the data protection officer shall be permitted only by No
1.3.6(4) Position applying Section 626 of the Civil Code accordingly. The data protection Functional | o shi N/A N/A N/A o
officer's shallnot be unless there are facts which 2
Data subjects may contact the data protection officer with regard to all .
1.3.6(5) Position issues related to processing of their personal data and to the exercise of Functional | o shi N/A N/A N/A o
their rights under Regulation (EU) 2016/679. this Act and other data 2
|266) position Where in the course of their activities data protection officers become Functional No WA WA WA N
aware of data for which the head of a public body or a person emploved by
N/A No
13.7 Tasks Functional N/A N/A N/A 3
Relationship
In addition to the tasks listed in Regulation (EU) 2016/679, the data
1870) Tasks protection officer shall have at least the following tasks: Functional No WA WA WA o
Inthe case of a data protection officer ordered by a court, these tasks shall Relationship

not refer to the action of the court acting in its judicial capacitv.
to inform and advise the public body and the employees who carry out
processing of their obligations pursuant to this Act and other data No
13.7(1)1 Tasks protection legistation, including legistation enacted to implement Directive | - Functional | g o N/A N/A N/A o
(EU) 2016/680;

to monitor compliance with this Act and other data protection legislation,
including legislation enacted to implement Directive (EU) 2016/680, and
with the policies of the public body in relation to the protection of personal

ta, L the f . No
13.7(1)2 Tasks data, including the assignment of re and | Functional N/A N/A N/A o
training of staff involved in processing operations, and the related audits; Relationship
to provide advice as regards the data protection impact assessment and
monitor its implementation pursuant to Section 67 of this Act;
) No
137(1)3 Tasks Functional N/A A NA 0

Relationship

Secure Controls Framework (SCF) 10f25
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Relationship
to cooperate with the supervisory authority;
No
13.7(1)4 Tasks Functional AN N/A N/A N/A 0
Relationship
18715 Tasks to act as the contact point for the supervisory authority on issues relating S No - - - 0
to including the prior referred to in Section 69 of
The data protection officer may perform other tasks and duties. The
18.7(2) Tasks controller or processor shall ensure that any such tasks and duties donot | oo No o o o 0
resultin a conflict of interests. Relationship
The data protection officer shall in the performance of his or her tasks give
18.7(3) Tasks due regard to the risk associated with processing operations, taking into EAR— No o o o 0
account the nature, scope, context and purposes of processing. Relationship
Federal Commissioner |/
No

14 for Data Protection and Functional N/A N/A N/A [
Relationship
Freedom of Information

See FDE for details.

148 Establishment Functional No N/A N/A N/A [
Relationship

See FDE for details.

No
149 Competence Functional N/A N/A N/A [
Relationship

See FDE for details.

N
1.4.10 Independence Functional © N/A N/A N/A [
Relationship

See FDE for details.

Appointment and term of ) No
14.11 Functional - N/A N/A N/A )
office Relationship
See FDE for details. N
1412 Official relationship  [>00 o 0 Coo Functional © N/A N/A N/A )
FDE for details. N
1.413 Rights and obligations |RESESEISIEEELS Functional Ne N/A N/A N/A 0
N/A N
14.14 Tasks Functional © N/A N/A N/A )
In addition to the tasks listed in Regulation (EU) 2016/679, the Federal
: N
L4140 Tasks Commissioner shall have the folowing tasks Functionat No WA WA WA o
Within the scope of Directive (EU) 2016/680, the Federal Commissioner Relationship
shall also perform the task pursuant to Section 60.
to monitor and enforce the application of this Act and other data
N
Laran Tasks protection legistation, including legistation adopted to implement Directive | L No WA WA WA o
(EU) 2016/680; Relationship
to promote public awareness and understanding of the risks, rules, o
14.14(1)2 Tasks safeguards and rights in relation to the processing of personal data, paying | Functional [ 19 N/A N/A N/A 0
special attention to measures for children; P
to advise the German Bundestag, the Bundesrat, the Federal o
14.14(1)3 Tasks and other institutions and bodies on legislative and administrative Functional |t N/A N/A N/A 0
measures relating to the protection of natural persons’ rights and e
to promote the awareness of controllers and processors of their
N
L4144 Tasks obligations under this Act and other data protection egislation, including | ¢ Lo No WA WA WA o
legislation adopted to implement Directive (EU) 2016/680; Relationship
Upon request, to provide i ion to any data subject the
N
La1as Tasks exercise ofthei rights under this Act and other data protection legislation, | ¢ o No WA WA WA o
including legislation adopted to implement Directive (EU) 2016/680, and if Relationship
to cooperate with the supervisory. in other Member
to handle complaints lodged by a data subject, or by a body, organization o
14.14(1)6 Tasks or association in accordance with Article 55 of Directive (EU) 2016/680, Functional |t N/A N/A N/A 0
and to the extent iate, the subject matter of the e
Lanay ok to cooperate with, including by sharing information, and provide mutual Functionat No A A A o
to other supervisory to ensure the of
1.4.14(1)8 Tasks to conduct \HV}ES(Ig}BUO}HS cn(hesp‘mlca‘nun of this Act and o(herdafa EEED No N/A N/A N/A 0
protection legistation, including legistation adopted to Directive
Larae ok o monitor relevant developments, insofar as they have an impactonthe | L No A A A o
protection of personal data. in particular the of
Lana0 ook I:n:rovlde advice on the processing operations referred to in Section 69; Fonctionat No A A A B
to contribute to the activities of the European Data Protection Board. ) No
1.4.14(1)11 Tasks by it Urop! ! Functional N/A N/A N/A 0
a2 ook To carry out the task listed in subsection 1, first sentence, no. 3, the Fonctionat No A A A N
Federal C: may. on request or at its own initiative, make
The Federal Commissioner shall facilitate the submission of complaints ) No
1.4.14(3) Tasks issioners - ubmisst plal Functional N/A N/A N/A 0
referred o in 1. first sentence. no. 6 by measures such as
The performance of the duties of the Federal Commissioner shall be free of
h for the t: t. Wh ts ifestly fe N
Laa) Tasks charge for the data subject. Where requests are manifestly urfoundedor | L No WA WA WA o
excessive, in particular because of their repetitive character, the Federal Relationship
c may charge fee based on
The Federal Commissioner shall produce an annual activity report which o
1415 Activity reports | may contain a list of the types of violations reported and the types of Functional N/A N/A N/A )

Relationshi
measures taken, including penalties and measures taken in 2

See FDE for details.
No

1.4.16 Powers Functional . N/A N/A N/A 0
Relationship

Representation onthe | N/A
E Dat N

uropean bata Functional - N/A N/A N/A o
Protection Board, single Relationship
contact point.
Representation on the | See FDE for details. o
1517 European Data Functional e N/A N/A N/A 0
' Relationship

Protection Board. single

Procedures for See FDE for details.
cooperation among the . No
.5.1

1518 federal and Lénder R | o Iz Iz bz 0

supervisory authorities
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a
N/A
) No
15.19 Responsibilities Functional N/A N/A N/A
Relationship
N/A
No
16 Legal remedies Funotional N/A N/A N/A
Relationship
See FDE for details.
No
16.20 Judicial remedy Funotional N/A N/A N/A
Relationship
‘Application of the | See FDE for details.
thority f No
16.21 supervisory authorty for Functional N/A N/A N/A
a court decision f it Relationship
believes that an
Implement N/A No
2 mplementing provisions Functional N/A N/A N/A
for for
Logal basis f N/A N
2.1 egal basis for Functional © N/A N/A N/A
personal data
N/A
Processing of special
categories of personal No
2.1 Funotional N/A N/A N/A
data and processing for Relationship
other purposes
N/A
Processing of special o
24122 categories of personal Functional e N/A N/A N/A
Relationship
data
By derogation from Article 9 (1) of Regulation (EU) 2016/679, the Mechanisms exist to restrict collecting, receiving, processing, storing,
processing of special categories of personal data as referred to in Article 9 transmitting, sharing and/or updating Personal Data (PD) to:
Processing of special (1) of Regulation (EU) 2016/679 shall be permitted Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.22(1) categories of personal|and as far as theinteests of the controllr in data processing inthe cases | Functional | Intersects ith| /35" TR R | PRL0S.4  [notice(s):
data of no. 1 (d) and no. 2 outweigh the interests of the data subject. (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
by public and private bodies i Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Processing of special Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
24122001 categories of personal Functional | Inersects with| 2% BESUSR0NT | pRL0s.a  [notice(s)
ersonal Data
data (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, ions and
contractual obligations.
241220000 Processing of special [ processingis necessary to exercise the rghts derived from the right of Functionat | intersects witn|  Usae Restrictions of | ™ Mechanisms exist to restrict collecting, receiving, processing, storing,
categories of personal | social security and social protection and to meet the related Personal Data (PD) sharing and/or updating Personal Data (PD) to:
processing is necessary for the purposes of preventive medicine, for the
assessment of the working capacity of the employee, medical diagnosis, Mechanisms exist to restrict collecting, receiving, processing, storing,
the provision of health or social care of treatment or the management of transmitting, sharing and/or updating Personal Data (PD) to:
Processing of special | health or social care systems and services or pursuant to the data Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.22(1)1(b) categories of personal | subject’s contract with a health professional and if these data are Functional  |Intersectswith | 25" TS O | pRI0s.a - [notice(s);
data processed by health professionals or other persons subject to the (2) Whatis authorized by the data subject, or authorized agent; and
obligation of professional secrecy or under their supervision; (3) What s consistent with applicable laws, regulations and
contractual obligations.
processing of special _|PTOCESSING s necessary for reasons of public nterest n the area of public Mechanisms exist to restrict collecting, receiving, processing, storing,
211220100 cotogorias of povsanal |8 such as protecting against serious cross-bordor threats to healthor | ¢ | Usage Restrctions of | oy o |ansmitting, sharing and/or updating Personal Data (PD) o
s ensuring high standards of quality and safety of health care and of Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
medicinal products or medical devices: in addition to the measures noticels):
processing of special | PTOCESSING s Urgently necessary for reasons of substantial publi interest; Mechanisms exist to restrict collecting, receiving, processing, storing,
Usage Restrictions of transmitting, sh d/or updating Personal Data (PD) to:
2.1.1.22(1)1(d) categories of personal Functional | Intersects With| —>-¢ Restrictions o PRI05.4 |\"anSMitting, sharing and/or updating Personal Data (PD) to
Pk Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
notice(s):
P f U [by public bodies if N
2.1.1.221)2 rocessing of special | by public bodies | Functional e N/A N/A N/A
categories of personal
220200 Processing of special | processing is necessary o prevent a substantial threat to public secu romctionat. intorsocts witn|  Usoge Restiictionsof | "™ Mechanisms exist to restrict collecting, eceiving, processing, storing,
categories of personal Personal Data (PD) haring and/or updating Personal Data (PD) to:
2112200200) Processing of special | processing is urgently necessary to prevent substantial harm to the Fomctionat intaraset witn|  Usage Restrictions of | ™ Mechanisms exis to resrict collecting, eceiving, processing, storing,
categories of personal_| common good or to safeguard concerns of the common good; Personal Data (PD) sharing and/or updating Personal Data (PD) to:
processing is necessary for urgent reasons of defence or to fulfil supra- or
intergovernmental obligations of a public body of the Federation in the field
| of crisis management or conflict prevention or for humanitarian measures;
Processing of special N
24.1.22(1)2(c) categories of personal Functional o N/A N/A N/A
Relationship
data
Inthe cases of subsection 1, appropriate and specific measures shall be Mechanisms exist to restrict collecting, receiving, processing, storing,
Processing of special |2 10 9afeguard the interests o the data subject. Taking into account transmitting, sharing and/or updating Personal Data (PD) to:
the state of the art, the cost of implementat the nat ) Usage Restrictions of 1) Th lly collected, tent with the dat
211220 cotoporian of povsanal |17 State of the art the cost of mplementation and the nature, scope Functionat | intersacts with ge Restricti pr0s.4 |1 The purpose(s) originally collested, consistent with the data privacy
e context and purposes of processing as well as the risks of varying Personal Data (PD) notice(s);
likelihood and severity for rights and freedoms of natural persons posed by (2) Whatis authorized by the data subject, or authorized agent; and
the these measures mav include in particular the followine: (3) What s consistent with applicable laws. and
Processing of special |technical organizational measures to ensure that processing complies oo Rostetionsof Mechanisms exist to restrict collecting, receiving, processing, storing,
2.1.1.22(2)1 categories of personal | with Regulation (EU) 2016/679; Functional | Intersects With Peicnal e oy | PRM08:4 |wansmitting, sharing and/or updating Personal Data (PD) tor
data (1) The purpose(s) originally collected. consistent with the data privacy
processing of special | Me@SUTeS 10 ensure that it s subsequently possible to verify and establish Mechanisms exist to restrict collecting, receiving, processing, storing,
21122002 categm‘esgo, oovaanal|¥hether and by whom porsonal data were input,altred of removeds Functional | intersactswitn|  Usae Restrictionsof | |wransmitting, sharing and/or updating Personal Data (PD) to:
data Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
noticels):
Processing of special | measures to increase awareness of staff involved in processing oo Rostetionsof Mechanisms exist o restrict collecting, receiving, processing, storing,
2.1.1.22(2)3 categories of personal |operations; Functional | Intersects With Peicnal e oy | PRM08:4 |wansmitting, sharing and/or updating Personal Data (PD) tor
data (1) The purpose(s) originally collected. consistent with the data privacy
Gesignation of a data protection officer;
Mechanisms exist to appoint a Data Protection Officer (DPO):
Processing of special (1) Based on professional qualifications; and
Data Protection Officer
2.1.1.22(2)4 categories of personal Functional Intersects With (DPO) PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is
data collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
restrictions on access to personal data within the controller and by
processors;
Processing of special Mechanisms exist to ensure Personal Data (PD) is protected by logical
Security of Personal Data
241.1.222)5 categories of personal Functional | Intersects With i PRI01.6  [and physical security safeguards that are sufficient and appropriately
data scoped to protect the confidentiality and integrity of the PD.
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Relationship

Processing of special

the pseudonymization of personal data;

Security of Personal Data

Mechanisms exist to ensure Personal Data (PD) is protected by logical

2.1.1.22(2)6 categories of personal Functional | Intersects With °b) PRI-01.6 [and physical security safeguards that are sufficient and appropriately
data scoped to protect the confidentiality and integrity of the PD.
the encryption of personal data;
Processing of special Mechanisms exist to ensure Personal Data (PD) is protected by logical
Security of Personal Data
2.1.1.22(2)7 categories of personal Functional | Intersects With 0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately
data scoped to protect the confidentiality and integrity of the PD.
measures to ensure the ability, confidentiality, integrity, availability and Mechanisms exist to restrict collecting, receiving, processing, storing,
resilience of processing systems and services related to the processing of transmitting, sharing and/or updating Personal Data (PD) to:
Processing of special | personal data, including the ability to rapidly restore availability and Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
21.1.22(2)8 categories of personal | access in the event of a physical or technical incident; Functional [ Intersects With| ~p26° eSel D) PRI-05.4 [notice(s):
data (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
a process for regularly testing, assessing and evaluating the effectiveness Mechanisms exist to restrict collecting, receiving, processing, storing,
of technical and organizational measures for ensuring the security of the transmitting, sharing and/or updating Personal Data (PD) to:
Processing of special | processing; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.22(2)9 categories of personal Functional | Intersects With PRI-05.4 [notice(s):
Personal Data (PD)
data (2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
Processing of special | specific rules of procedure to ensure compliance with this Act and with Usage Restrictions of Mechanisms exist to restrict collecting, receiving, processing, storing,
2.1.1.22(2)10 categories of personal  |Regulation (EU) 2016/679 in the event of transfer or processing for other Functional | Intersects With Personal Data (PD) PRI-05.4 |transmitting, sharing and/or updating Personal Data (PD) to:
data burposes. (1) The purpose(s) originally collected. consistent with the data privacy
Processing for other o
2.1.1.23 purposes by public Functional N/A N/A N/A
Relationship
bodies
Public bodies shall be permitted to process personal data for a purpose
other than the one for which the data were collected where such
Processing for other | processing is necessary for them to perform their duties and if o
2.1.1.23(1) purposes by public Functional N/A N/A N/A
Relationship
bodies
itis obviously in the interest of the data subject and there is no reason to
Processing for other e ot VO N
2112300 Dorpates by publie | 255UMe that the data subject would refuse consentifhe or she wereaware | oo No WA WA WA
of the other purpose; Relationship
bodies
itis necessary to check information provided by the data subject because
there is reason to believe that this information is incorrect;
Processing for other N
2.1.1.231)2 purposes by public Functional © N/A N/A N/A
Relationship
bodies
is necessary to prevent harm to the common good
or a threat to public security, defence or national security; to safeguard
Processing for other | substantial concerns of the common good:; or to ensure tax and customs o
2.1.1.23(1)3 purposes by public | revenues; Functional N/A N/A N/A
Relationship
bodies
processing is necessary to prosecute criminal or administrative offences,
to carry out or enforce punishment or measures as referred to in Section 11
Processing for other | (1) no. 8 of the Criminal Code or educational or disciplinary measures as o
2.1.1.23(1)4 purposes by public | referred to in the Juvenile Court Act o to enforce fines; Functional | oo N/A N/A N/A
bodies 2
processing is necessary to prevent serious harm to the rights of another
person; or
Processing for other N
2.1.1.23(1)5 purposes by public Functional e N/A N/A N/A
Relationship
bodies
processing is necessary Lo exercise powers of supervision and monitoring,
Processing for other | to conduct audits or organizational analyses of the controller; this shall o
2.1.1.23(1)6 purposes by public | also apply to processing for training and examination purposes by the Functional | o 19 N/A N/A N/A
bodies controller, as long as it does not conflict with the legitimate interests of the P
data subiect.
Processing for other TAhle ;:ngce:sw"iufs;:igal c:&eiz::j:;;:;rsonﬂt data asﬂ:efe[:ed :[: in .
2.1.1.23(2) purposes by public | "ticte 8 (1) of Regulation (EU) orapurpose otherthantheone | g, o4ional No N/A N/A N/A
A for which the data were collected shall be permitted if the conditions of Relationship
1 are met and an excention pursuant to Article 8 (2) of
Processing for other (%2 N
o
2.1.1.24 purposes by private Functional e N/A N/A N/A
Relationship
bodies
Provessing forother | a1 badies shall be permitted to pracess personal data for a purpose Mechanisms exist to restrict collecting, receiving, processing, storing,
ther than the fe hich the t: llecte if U Restricti f t itting, sh: I/ it Pe L Data (PD) to:
211.2400) purposes by private |Ctr than the one for which the data were collected i ) Functional | Intersects wit| U528€ Restrictions o PRI.05.4 |(renSMmitting, sharing and/or updating Personal Data (PD) to
e unless the data subject has an overriding interest in not having the data Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
brocessed noticels):
processing is necessary to prevent threats to state or public security or to Mechanisms exist to restrict collecting, receiving, processing, storing,
prosecute criminal offences; or transmitting, sharing and/or updating Personal Data (PD) to:
Processing for other Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.24011 purposes by private Functional Intersects With PRI-05.4 |notice(s);
Personal Data (PD) : ) )
bodies (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
processing is necessary for the establishment, exercise or defence of legal Mechanisms exist to restrict collecting, receiving, processing, storing,
claims, transmitting, sharing and/or updating Personal Data (PD) to:
Processing for other Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.24(1)2 purposes by private Functional Intersects With PRI-05.4 |notice(s);
Personal Data (PD) : ) )
bodies (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
The processing of special categories of personal data as referred to in Mechanisms exist to restrict collecting, receiving, processing, storing,
Article 9 (1) of Regulation (EU) 2016/679 for a purpose other than the one transmitting, sharing and/or updating Personal Data (PD) to:
Processing for other | for which the data were collected shall be permitted if the conditions of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
2.1.1.24(2) purposes by private | subsection 1 are met and an exception pursuant to Article 9 (2) of Functional | tersects With | 0 PD) PRI-05.4 |notice(s);
bodies Regulation (EU) 2016/679 o pursuant to Section 22 applies. (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
N/A
Transfer of data by publ N
21.1.25 ransfer of data by public Functional o N/A N/A N/A
bodies Relationship
Transferof data by publio| ™ VanSter of personal data by public bodies o public badies shall be o
2.1.1.25(1) permitted if it is necessary for the transferring body o the third party to Functional N/A N/A N/A

bodies

whom the data are

to perform their duties and the conditions

Relationship
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Public bodies shall be permitted to transfer personal data to private bodies
2.1.1.25(2) Transfer of data by publie ¢ Functional o N/A N/A N/A 0
bodies Relationship
Transforof data by public | "1 5 necessary for the transferting body to perform is duties and the o
2.1.1.25(1)1 conditions are met which would permit processing pursuant to Section 23; | Functional e N/A N/A N/A 0
bodies Relationship
the third party to whom the data are transferred credibly presents a
2112502 Transfer of data by public| legitimate interestin knowledge of the data to bo transferred and the data | ¢ o\ No WA WA WA o
bodies subject does not have a legitimate interest in not having the data Relationship
or
processing is necessary for the establishment, exercise or defence of legal
Transfer of data by public | %™ No
2.1.1.25(1)3 Functional N/A N/A N/A )
bodies Relationship
Speciatprocessing |\ No
21.2 Functional N/A N/A N/A 0
situations Relationship
N/A
Data processing for o
21.2.26 employment-related Functional N/A N/A N/A 0
Relationship
purposes
Personal data of employees may be processed for employment-related Mechanisms exist to determine and document the legal authority that
Data procassingfor _|PUTPOSES Where necessary for hiring decisions or,after irng, for carrying Authority To Collect, permits the organization to collect, receive, process, store, transmit,
21.2.260) 8O foutor the ment contract o to exercise orsatsty rights | oo | ntorsects With| Process, Store & Share | PAIoa.1 |Pere: Update and/or dispose Personal Data (PD) ither gonerally orin .
Durmoses and obligations of employees’ representation laid down by law or by porsomal Data (°D) support of a specific business process.
collective agreements or other agreements between the employer and staff
council. * personal data mav be processed to detect crimes only
Data processing for | If personal data of employees are processed on the basis of consent, then Mechanisms exist to enable data subjects to authorize the collection,
2.1.2.26(2) employment-related  |the employee’s level of inthe ionshipand | Functional | Intersects With| Data Subject Consent |  PRI-03 |receipt, processing, storage, transmission, sharing, updating and/or 8
purposes the under which consent was given shall be taken into disposal of their Personal Data (PD). where the data subiect is
If personal data of employees are processed on the basis of consent, then Mechanisms exist to determine and document the legal authority that
the employee’s level of inthe ionship and permits the organization to collect, receive, process, store, transmit,
Data processing for |the circumstances under which consent was given shall be taken into Authority To Collect, share, update and/or dispose Personal Data (PD), either generally or in
21.2.26(2) employment-related  |account in assessing whether such consent was freely given. Consentmay | Functional | Intersects With| Process, Store &Share | PRI-04.1 |support of a specific business process. 5
purposes be freely given in partioular i it is associated with a legal or economic Personal Data (PD)
advantage for the employee, of i the employer and employee are pursuing
the same interests. Consent shall be given in written or electronic form.
By derogation from Article 9 (1) of Regulation (EU) 2016/679, the Mechanisms exist to enable data subjects to authorize the collection,
processing of special categories of personal data as referred to in Article & receipt, processing, storage, transmission, sharing, updating and/or
Data processing for (1) of Regulation (EU) 2016/679 for employment-related purposes shall be disposal of their Personal Data (PD), where the data subject is
2.1.2.26(3) employment-related | permitted if it is necessary to exercise rights or comply with legal Functional | Intersects With| Data Subject Consent |  PRI-03 | provided, prior to collection, with: 8
purposes obligations derived from labour law, social security and social protection (1) Plain language explaining the potential data privacy risks of the
law, and there is no reason to believe that the data subject has an authorization;
overriding legitimate interest in not the data. 2 shall (2) Ameans to decline the and
By derogation from Article 9 (1) of Regulation (EU) 2016/679, the Mechanisms exist to determine and document the legal authority that
processing of special categories of personal data as referred to in Article & permits the organization to collect, receive, process, store, transmit,
Data processing for (1) of Regulation (EU) 2016/679 for employment-related purposes shall be Authority To Collect, share, update and/or dispose Personal Data (PD), either generally or in
2.1.2.26(3) employment-related | permitted f it is necessary to exercise rights or comply with legal Functional | Intersects With| Process, Store & Share | PRI-04.1 |support of a specific business process. 5
purposes obligations derived from labour law, social security and social protection Personal Data (PD)
law, and there is no reason to believe that the data subject has an
overriding legitimate interest in not the data. 2 shall
By derogation from Article 9 (1) of Regulation (EU) 2016/679, the Mechanisms exist to define and implement data handling and
processing of special categories of personal data as referred to in Article & protection requirements for specific categories of sensitive Personal
Data processing for (1) of Regulation (EU) 2016/679 for employment-related purposes shall be Porsonal Data (°D) Data (PD).
2.1.2.26(3) employment-related | permitted if it is necessary to exercise rights or comply with legal Functional | Intersects With Caregarios PRI-05.7 8
purposes obligations derived from labour law, social security and social protection
law, and there is no reason to believe that the data subject has an
overriding legitimate interest in not the data. 2 shall
2122600 Data processing for | The processing of personal data, ncluding special categories of personal | o T o 1 Authority To Colleet, | | Mechanisms existto determine and document the legal authoriy that R
-related _|data of for lated purposes. shall be permitted Process. Store & Share permits the to collect, receive, process, store, transmit,
The processing of personal data, including special categories of personal isms exist to define and data handling and
data of employees for employment-related purposes, shall be permitted protection requirements for specific categories of sensitive Personal
) onthe basis of collective agreements. The negotiating partners shall Data (PD).
Data processing for
2.1.2.26(4) employment-related | COMPY With Article 88 (2) of Regulation (EU) 2016/679. Functional | Intersects with| " ereonal Data (PD) PRI-05.7 8
Categories
purposes
21.2.2606) Data processing for | The controller must take appropriate measures to ensure compliance in Functional | SubsetOf | Data Privacy Program | pRi-o7 | echanisms exist o facilitate the implementation and operation of o
related _|particular with the principles for personal data described in data protection controls the data lifecvcle to ensure all
Data processing for | The rights of participation of staff councils shall remain unaffected. o
2.1.2.26(6) employment-related Functional " N/A N/A N/A 0
Relationship
purposes
Data processingfor | SUPSEetons 1106 shall also apply when personal dat, including special Mechanisms exist o define and implement data handling and
21.2.260) armplomantrolated |CoteEories of parsonal data, of employees are processed without forming. | ¢ | Personal Data (PD) pR0s7 |Protection requirements for specific categories of sensitive Personal R
or being intended to form part of a filing system. Categories Data (PD).
purposes
212260 Data processing for | See FDE for details. Functionat No A A A B
related
21227 Data processing for | N/A Functional ® N/A N/A N/A 0
purposes of scientific or
Data processing for | ensure that persons authorized to use an automated processing system Rote-Based Access Mechanisms exist to enforce Role-Based Access Control (RBAC) for
21.2.27(1) purposes of scientific or | have access only to the personal data covered by their access Functional | Intersects with | " B9 0 IAC-08  |Technology Assets, Applications, Services and/or Data (TAASD) to 5
historical research and (‘data access control): restrict access to individuals assigned specific roles with legitimate
The rights of data subjects provided in Articles 15, 16, 18 and 21 of
Regulation (EU) 2016/679 shall be limited to the extent that these rights
are likely to render impossible or seriously impair the achievement of the
research or statistical purposes, and such limits are necessary for the
Data processing for |fulfilment of the research or statistical purposes. Further, the right of
212270) purposes of scientific or |access according to Article 15 of Regulation (EV) 2016/679 shallnotapply | ¢ ooy No o o m 3
historical research and |if the data are necessary for purposes of scientific research and the Relationship
for statistical purposes | provision of would involve effort.
In addition to the measures listed in Section 22 (2), special categories of Mechanisms exist to address the use of Personal Data (PD) for internal
personal data as referred to in Article 9 (1) of Regulation (EU) 2016/679 testing, training and research that:
processed for scientific or historical research purposes or statistical (1) Takes measures to limit or minimize the amount of PD used for
purposes shall be rendered anonymous as soon as the research or internal testing, training and research purposes; and
Data processing for | statistical purpose allows, unless this conflicts with legitimate interests of Internal Use of Personal (2) Authorizes the use of PD when such information is required for
212273 purposes ofscientifc o the data subject. Until such time, the characteristios enabling nformation | ¢ ool |0 SR TR | internal testing taining and researh. s
historical research and | concerning personal or material circumstances to be attributed to an Training and Roseoreh
for statistical purposes |identified or identifiable individual shall be stored separately. They may be
ccombined with the information only to the extent required by the research
or statistical purpose.
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The controller may publish personal data only if the data subject has Mechanisms exist to enable data subjects to authorize the collection,
provided consent or if doing s is indispensable for the presentation of receipt, processing, storage, transmission, sharing, updating and/or
research findings on contemporary events. disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Data processing for (1) Plain language explaining the potential data privacy risks of the
urposes of scientific or ;
2.1.2.27(4) pure Functional | Intersects With| Data Subject Consent pRIgg |2uthorization; i 5
historical research and (2) Ameans to decline the authorization; and
for statistical purposes (3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations
N/A
Data processing for o
21.2.28 archiving purposes in the Funotional N/A N/A N/A 0
pur Relationship
public interest
By derogation from Article 9 (1) of Regulation (EU) 2016/679, the Mechanisms exist to ensure Personal Data (PD) is protected by logical
processing of special categories of personal data as referred to in Article 9 and physical security safeguards that are sufficient and appropriately
(1) of Regulation (EU) 2016/679 shall be permitted if necessary for scoped to protect the confidentiality and integrity of the PD.
) archiving purposes in the public interest. The controller shall take
Data processing for d specif feguard th fthe Security of Personal Dat
21.2.281) archiving purposes in the | SPPTOPTIate and specific measures to safeguard the interests of the data Functional | intersects Wit | S€UTY of PersonatData | o s
o subject in accordance with Section 22 (2), second sentence. (PD)
public interest
The right of access according to Article 15 of Regulation (EU) 2016/679
shallnot apply if the archival material s not identified with the person’s
name or no information is given which would enable the archival material
) to be found with reasonable administrative effort.
Data processing for N
2.1.228(2) archiving purposes in the Functional © N/A N/A N/A )
ol Relationship
public interest
) The right of the data subject to rectification according to Article 16 of
Data processingfor | oo ation (EU) 2016/679 shall not apply ifth \ dat N
2.1.2.28(3) archiving purposes in the | FoguLation (EU) shall not apply if the personal data are Functional © N/A N/A N/A 0
st [processed for archiving purposes in the public nterest. I the data subject Relationship
P disoutes the accuracy of the personal data. he or she shall have the
) The rights provided in Article 18 (1) (a), (b) and (d) and in Articles 20 and 21
Data processingfor | g oo iation (EU) 2016/679 shall not apply as far as these rights are likel No
2.1.2.28(4) archiving purposes i the | F°8 PRy g Y| Functional N/A N/A N/A 0
oot [to render impossible or seriousty impair the achievement of the archiving Relationship
P burposes in the public interest. and th are necessary to fulfit
Rights of the data subject | N/A
24.2.29 and powers of the Functional No N/A N/A N/A )
supenvisory authorities in Relationship
the case of secrecy
Rights of the data subject | In addition to the exceptions in Article 14 (5) of Regulation (EU) 2016/678, o
2.1.229(1) and powers of the | the obligation to provide information to the data subject according to Functional | b0 N/A N/A N/A )
supervisory in | Article 14 (1) to (4) of Regulation (EU) 2016/679 shall not apply as far as e
Rights of the data subject[If in the context of a client-lawyer relationship the data of third persons are o
2.1.220(2) and powers of the | transferred to persons subject to alogal obligation of professional secrecy, | Functional [ o 29 N/A N/A N/A )
supervisory in [the body shall not be obligated to inform the data subiect e
Rights of the data subject | The supervisory authorities shall not have the investigative powers o
2.1.220(3) and powers of the | according to Article 58 (1) (e) and (f) of Regulation (EU) 2016/679 with Functional | b0 N/A N/A N/A 0
supervisory in | regard to the persons listed in Section 203 (1). (2a) and (3) of the Criminal e
See FDE for details.
N
24.2.30 Consumer loans Functional ° N/A N/A N/A 0
Relationship
Protection of commercial | See FDE for details.
L ti the N
21231 ransactions in the case Functional e N/A N/A N/A 0
of scoring and credit Relationship
reports
N/A
) No
22 Functional e N/A N/A N/A 0
Relationship
Rights of the data subject
N/A
Information to be
2232 provided where personal Functional No N/A N/A N/A 0
data are collected from Relationship
the data subject
In addition to the exception in Article 13 (4) of Regulation (EU) 2016/679,
the obligation to provide information to the data subject according to
Article 13 (3) of Regulation (EU) 2016/679 shall not apply if providing
Information to be information about the planned further use
ded wh 1 N
2.2.32(1) providedwhere personal Functional o N/A N/A N/A 0
data are collected from Relationship
the data subject
Informationtobe | concerns the further processing of data stored in analogue form, for which rensomabte Data Privac Mechanisms exist to limit the collection, receiving, processing, storage,
2.2.32(1)1 provided where personal the controller directly contacts the data subject through the further Functional | Intersects With Practices Y] PRI-01.11 [transmission, sharing, updating and/or disposal of Personal Data (PD) 5
i
data are collected from the purpose is with the original purpose for which ding to consumer for what is necessarv
would, in the case of a public body, endanger the proper performance of
task: fe e Article 23 (1 e f R lati EU) 2016/67
Information to be asks as referred toin Article 23 (1) (a) to (¢) of Regulation (EU) 2016/679 Mechanisms exist to limit the collection, receiving, processing, storage,
for which the controller is responsible, and the controller's interests in not
provided where personal Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.32(1)2 providing the information outweigh the interests of the data subject; Functional Intersects With B PRI-01.11 5
data are collected from Practices dingto consumer for what s necessary
the data subject and proportionate.
Information tobe | would endanger public security or order or would otherwise be detrimental Mechanisms exist to limit the collection, receiving, processing, storage,
2232008 provided where persanal | o the wlfare of the Federation or a Land, and the controllersinterestsin | ¢ ol | Roasonable Data Privacy | oy o . transmission, sharing, updating and/or disposal o Porsonal Data (D) .
data are collected from ot providing the information outweigh the interests of the data subject; Practices dingto consumer for whatis necessary
the data subiect and i
would interfere with the establishment, exercise or defence of legal claims,
Informationtobe | and the controller’s interests in not providing the information outweigh the Mechanisms exist to limit the collection, receiving, processing, storage,
rovided where personal |interests of the data subject; Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.32(1)4 P P interests of the data subject; or Functional | Intersects With Y| PRI01.11 & updating P °D) 5
data are collected from Practices dingto consumer for whatis necessary
the data subject and proportionate,
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a
would endanger a confidential transfer of data to public bodies
Information to be Mechanisms exist to limit the collection, receiving, processing, storage,
provided where personal Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
22.32(1)5 Functional | Intersects With PRI-01.11 5
data are collected from Practices to consumer for what is necessary
the data subject and proportionate.
Informationtobe  |'* Information s not provided to the data subject pursuant to subsection 1, Mechanisms exist to limit the collection, receiving, processing, storage,
the controller shall take appropriate measures to protect the legitimate
provided where personal Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.32(2) interests of the data subject, including providing the information referredto |  Functional | Intersects With ° PRI-01.11 " ° " 5
data are collected from : Practices according to reasonable consumer expectations for what is necessary
in Article 13 (1) and (2) of Regulation (EU) 2016/678 for the public in
the data subject and proportionate.
brecise. and easily form in clear
If notification is not provided in the cases of subsection 1 because of a
temporary obstacle, the controller shall meet the obligation to provide
information, while taking into account the specific circumstances of
processing, within an appropriate period after the obstacle has ceased to
exist, but nolater than two weeks.
Information to be Mechanisms exist to limit the collection, receiving, processing, storage,
provided where personal Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.32(3) Functional | Intersects With PRI-01.11 5
data are collected from Practices to consumer for what is necessary
the data subject and proportionate.
Informationtobe | N/A
provided where personal o
2233 data have not been Functional N/A N/A N/A 0
Relationship
obtained from the data
subiect
In addition to the exception in Article 14 (5) of Regulation (EU) 2016/679
and n Section 29 (1), first sentence, the obligation to provide information
nformation to be he data subj ding to Article 14 (1), (2) and (4) of Regulation (EU
provided whore personal 12002 ee/e:: :uujez:izcm:r ;ng to dmc o ( ;;( ) and (4) of Regulation (EU) .
o
2.2.33(1) data have not been shall not apply if providing information Functional N/A N/A N/A 0
and therefore the data subject’s interest in receiving the information must Relationship
obtained from the data
not take precedence;
subject
Information to b th fa public bod N
2.2.33(1)1 nformationtobe  -|in the case of a public body Functional Ne N/A N/A N/A 0
brovided where personal
Informationtobe | would endanger the proper performance of tasks as referred to in Article 23 . .
) X " Mechanisms exist to limit the collection, receiving, processing, storage,
provided where personal | (1) (a) to (e) of Regulation (EU) 2016/678 for which the controller is
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.33(1)1(a) data have notbeen | responsible, or Functional | Intersects With ° PRI-01.11 5
Practices ding to consumer for what is necessary
obtained from the data
> and proportionate.
subiect
22.33010) Information tobe | would threaten the public securiy or order or otherwise be detrimentalto | [ - I O T Reasonable Data Privacy | | Mechanisms exist to limit the collection, receiving, processing, storage, R
brovided where personal | the Federation or a Land. Practices sharing. updating and/or disposal of Personal Data (PD)
Informationtobe | in the case of a private body Mechanisms exist to limit the collection, receiving, processing, storage,
2235002 provided where personal Functional. | Intersects witn | Re@Sonable Data Privacy | o o |ransmission, sharing, updating and/or disposal of Personal Data (PD) s
data have not been Practices ding to consumer for what is necessary
obtained from the data and
Informationtobe | would interfere with the establishment, exercise or defence of legal claims, Mechanisms exist to restrict collecting, receiving, processing, storing,
22.3500200) provided where personal | or processing includes data from contracts under private law and is Functional | intersectswitn|  Usage Restrictions of | |wansmitting, sharing and/or updating Personal Data (PD) to: s
data have notbeen | intended to prevent harm from criminal offences, nless the data subject Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
obtained from the data_|has an overriding legitimate interest in receiving the or noticels):
the responsible public body has determined with respect to the controller Mechanisms exist to restrict collecting, receiving, processing, storing,
that disclosing the data would endanger public security or order or would transmitting, sharing and/or updating Personal Data (PD) to:
tobe h be to the welfare of the Federation or a Land; in the (1) The purpose(s) originally collected, consistent with the data privacy
provided where personal | case of data for purposes of law no notice(s);
Usage Restrictions of
2.2.33(1)3(b) data have notbeen | determination pursuant to the first half-sentence shall be required. Functional | Intersects with |~ 2%° (o8 o PRI-05.4 (2) What s authorized by the data subject, or authorized agent; and 5
obtained from the data (3) What s consistent with applicable laws, regulations and
subject contractual obligations.
Information tobe | If information is not provided to the data subject pursuant to subsection 1, Mechanisms exist to limit the collection, receiving, processing, storage,
provided where personal | the controller shall take appropriate measures to protect the legitimate Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.2.33(2) datahave notbeen  |interests of the data subject, including providing the information referred to |  Functional | Intersects With I, PRI-01.11 ingto consumer for what is necessary 5
obtained from the data |in Article 14 (1) and (2) of Regulation (EU) 2016/679 for the public in and proportionate.
subiect brecise. and easily form in clear
Information tobe | If information is not provided to the data subject pursuant to subsection 1, exist to craft and to data
22352 provided where personal | the controller shall take appropriate measures to protect the legitimate Functionat | intersacts with Data Subject prigy  |sublectsinamanner that is concise, unambiguous and s
data have notbeen | interests of the data subject, including providing the information referred to Communications understandable by a reasonable person.
obtained from the data_|in Article 14 (1) and (2) of Regulation (EU) 2016/678 for the public in
Information tobe | If the provision of information relates to the transfer by public bodies of
2233 provided where personal | personal data to the auhorities for the protection of the Constitution, the | No WA WA A o
data have notbeen | Federal Intelligence Service, the Military Counterintelligence Service and, Relationship
obtained from the data_|as far as the security of the Federation is affected. other of the
N/A
Right of by th N
2234 18t of access by the Functional o N/A N/A N/A 0
data subject Relationship
In addition to the exceptions in Section 27 (2), 28 (2) and 29 (1), second
sentence, the data subject’s right of access according to Article 15 of
Regulation (EU) 2016/679 shall not apply if
Right of access by the No
2.2.34(1) ig! 59 by Functional ) N/A N/A N/A 0
data subject Relationship
the data subject shall not be informed pursuant to Section 33 (1) no. 1, no.
2(6) or (3), or
Right of access by the No
2.2.34(1)1 ig! 59 by Functional ) N/A N/A N/A 0
data subject Relationship
the data
1L ffort,
Right of access by the |24 Providinginfor would require a disprop effort, and ) o
2.2.34(1)2 technical and measures make for | Functional - N/A N/A N/A 0
data subject Relationship
other purposes impossible.
were recorded only because they may not be erased due to legal or
statutory provisions on retention, or
Right of access by the No
2.2.34(1)2(a) ig! 59 by Functional ) N/A N/A N/A 0
data subject Relationship
only serve purposes of monitoring data protection or safeguarding data,
Right of access by the No
2.2.34(1)2(b) ¢ g Functional - N/A N/A N/A 0
data subject Relationship
The reasons for the refusal to provide information shall be documented. Mechanisms exist to maintain a process to efficiently and effectively
Right of access by the |1 data subject shall b informed of the reasons forrefusing to provide Date Subject Fesdback respond to requests, complaints, concerns and/or questions from
2.2.34(2) e aubjoct information, unless providing the reasons in law and in fact onwhich the | Functional | Intersects With Monagomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
decision s based would undermine the intended purpose of refusing to collects, receives, processes, stores, transmits, shares, updates
brovide the Data stored for the purpose of providing and/or disposes.
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a
The reasons for the refusal to provide information shall be documented. Mechanisms exist to document justifiable reasons for rejecting a data
e ' 3
Right of accoss by the | T 8812 subject shallbe informed of the reasons for refusing to provide Justification To Reject subject’s access request for disclosure when the request is
2.2.34(2) information, unless providing the reasons in law and in fact onwhich the | Functional | Intersects With PRI-07.5 (1) Harassin 5
data subject Disclosure Requests
decision is based would undermine the intended purpose of refusing to (2) Repetitive;
brovide the Data stored for the purpose of providing (3) Frauduent:
The reasons for the refusal to provide information shall be documented. existto craft and todata
The data subject shall be informed of the reasons for refusing to provide subjects in a manner that is concise, unambiguous and
Right of access by the Data Subject
2.2.34(2) ° information, unless providing the reasons in law and in fact onwhich the | Functional | Intersects With L PRI-17  |understandable by a reasonable person. 5
data subject ) ° n " Communications
decision s based would undermine the intended purpose of refusing to
brovide the Data stored for the purpose of providing
If a public body of the Federation does not provide information to a data
subject, such information shall be provided to the Federal Commissioner
Right of access by the |1 1Ne Ut of the data subject, unless the responsible supreme federal o
2.2.34(3) ° authority determines in the individual case that doing so would endanger | ~ Functional N/A N/A N/A 0
data subject Relationship
the security of the Federation or a Land. The notification from the Federal
Commissioner to the data subject with the results of the data protection
hall not permit anv tobe drawn the
The data subject shall have the right to information about personal data
processed by a public body neither in automated nor in non-automated
Right of access by the |07 and stored ina filingsystem only i the data subject provides o
2.2.34(4) ° information enabling the data to be located and if the effort required is not | Functional N/A N/A N/A 0
data subject " h Relationship
disproportionate to the data subject's interest in the information.
N/A
No
2235 Right to erasure Functional N/A N/A N/A 0
Relationship
Ifin the case of non-automated data processing erasure would be
orwould involve a effort due to the specific
mode of storage and if the data subject’s interest in erasure can be Mechanisms exist to maintain a process to erase a data subject's
2.2.35(1) Rightto erasure | regarded as minimal, the data subject shall not have the right to erasure Functional |IntersectsWith|  Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 8
and the controller shall not be obligated to erase personal data in and contractual obligations pertaining to the retention of their PD.
accordance with Article 17 (1) of Regulation (EU) 2016/679 in addition to
the ions eiven in Article 17 (3) of Reeulation (EU) 2016/679. In this
In addition to Article 18 (1) (b) and (c) of Regulation (EU) 2016/679,
In aciition to Article 18 (1) {b) and (c) of Regulation (EU) Mechanisms exist to maintain a process to efficiently and effectively
subsection 1, first and second sentences shall apply accordingly in the )
aicte 17.1) (0 and (€ o Routation (cUy 2016/875 ae ot Data Subject Fasdback respond to requests, complaints, concerns and/or questions from
case of Article a) and (d) of Regulation as longand as
2.2.35(2) Right to erasure 8 e Functional | Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 8
far as the controller has reason to believe that erasure would adversely Management ; °
i collects, receives, processes, stores, transmits, shares, updates
affect legitimate interests of the data subject. The controller shallinform
and/or disposes.
the data subiect of the restriction of if doing so is not
In addition to Article 17 (3) (b) of Regulation (EU) 2016/679, subsection 1 Reasonable Data Privacy Mechanisms exist to limit the collection, receiving, processing, storage,
2.2.35(3 Right t Functional | Intersects With PRI-01.11 5
@ gt to erasure shall apply ingly in the case of Article 17 (1) (a) of Regulation (EU) unctional | Intersects Wi Practices i sharing, updating and/or disposal of Personal Data (PD)
The right to object according to Article 21 (1) of Regulation (EU) 2016/679 reasonable Data Privac Mechanisms exist to limit the collection, receiving, processing, storage,
2236 Right toobject | with regard to a public body shall not apply if there is an urgent public Functional | Intersects With oo P42 | pRI01.11 | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
interest in the which outweighs the interests of the data subiect ding to consumer for what is necessarv
‘Automated individual | N/A N
2237 utomated individua Functional o N/A N/A N/A o
decision-making.
Astomated individual I;Sd:g:r;r;é:;h;exce::mns ghenin in[\clle 2222(21; (af):nd 1lc)!of Re;glrlanun .
2.2.37(1) decision-making, | \C2) : the right according to Article 22 (1) of Regulation (EU) Functional © N/A N/A N/A 0
ncluding profiling | 2016/679 1ot to be subject to  decision based solaly on automated Relationship
s shallnot apply if the decision is made in the context of
2237011 Aumrrfa}ed individual |the request of the data subject was fulfilled, or Functional | Intersects With Automated Decision- PRI-19 Mechanisms efx\sl to ensure data subject actions utilizing Automated 5
decision-making. Making Decision-Making Technology (ADMT) where replaces. or
‘Automated individual | the decision is based on the application of binding rules of remuneration ‘Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
22.37(1)2 Functional | Intersects With PRI-19 5
decision-making, _|for treatment and the controller takes suitable measures. in Making Decision-Making Technology (ADMT) where replaces. or
Decisions pursuant to subsection 1 may be based on the processing of
health data as referred to in Article 4 no. 15 of Regulation (EU) 2016/678.
) The controller shall take appropriate and specific measures to safeguard Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated individual | the interests of the data subject in accordance with Section 22 (2), second ) ;
Making Technology Making Technology (ADMT) where replaces, or
2.2.37(2) decision-making,  |sentence. Functional | Intersects With PRI-19 5
DO (ADMT) For Data Subject replaces, human conforms with all
g profiling Actions applicable statutory, regulatory and/or contractual obligations.
N/A
Obligations of controll N
23 igations of controllers Functional e N/A N/A N/A 0
and processors Relationship
N/A
Data protection officers ) No
2338 Functional - N/A N/A N/A 0
of private bodies Relationship
In addition to Article 37 (1) (b) and (c) of Regulation (EU) 2016/679, the
controller and processor shall designate a data protection officer if they
constantly employ as a rule at least 20 persons dealing with the Mechanisms exist to appoint a Data Protection Offlcer (DPO):
of personal data. If th ller or processor o
Data protection officer y data Protection Officar (1) Based on professional qualifications; and
2.3.38(1) ata protection officers | undertake processing subject to a data protection impact assessment Functional | Intersects With| Dote Frotection Officer 1 pa 514 |(2) To be involved in all issues retated to how Personal Data (PD) is 5
of private bodies pursuant to Article 35 of Regulation (EU) 2016/679, or if they commercially (DPO)
collected, received, processed, stored, transmitted, shared, updated
process personal data for the purpose of transfer, of anonymized transfer andlor disposed
orfor purposes of market or opinion research, they shall designate a data
protection officer regardless of the number of persons employed in
Section 6 (4), (5), second sentence, and (6) shall apply, Section 6 (4) Mechanisms exist to appoint a Data Protection Officer (DPO):
i i i 1) B: fe L i it ;
Data protection officers |ever shallapply anly if designating a data protection officer is bata Protection Officer (1 Based on professional qualifications; and
2.3.38(2) e oo |mandatory. Functional | Intersects With or0y PRI-01.4 (2) To beinvolved in all issues related to how Personal Data (PD) is 3
P collested, received, processed, stored, transmitted, shared, updated
and/or disposed.
See FDE for details. N
2339 Accreditation o6 FDE for detalls Functional o N/A N/A N/A )
N/A
Supervisory authorities o
24 for data processing by Functional ) N/A N/A N/A 0
¢ Relationship
private bodies
N/A
s thorities of N
2.4.40 upervisory authorities of Functional © N/A N/A N/A 0

the Lander

Relationship
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FDE# FDE Na Focal Document Element (FDE) Description SCF Control SCF# Secure Controls Framework (SCF) Control Descri Adlation
a
The authorities pursuant to Land law shall monitor the application by
s thorities of f N
2a.00) upervisory authorities of | private bodies of data protection legislation within the scope of Regulation | Lo No WA WA WA o
the Lander (EU) 2016/679. Relationship
If the controller or processor has more than one establishment in
St ithoriti f . f 1 7' 1) N
2a02) upenvisory authorites of | Germany, Aricle 4. 16 of Regulation (EU) 2016/679 shall apply Functional No WA WA WA o
the Lander in which sup: authority is If Relationship
more than one authority considers itselt ornot or
Supervisory autharitas of| 1@ SUPENISOY authorty may process the data it has stored only for o
2.4.40(3) purposes of supervision; to this end, it may transfer data to other Functional N/A N/A N/A 0
the Lander ' ° : Relationship
s sing for another purpose shall be permitted
itis obviously in the interest of the data subject and there is no reason to
assume that the data subject would refuse consent if he or she were aware
Supenvisory authorities of No
2.4.40(3)1 of the other purpose; Functional N/A N/A N/A 0
the Lander Relationship
processing is necessary to prevent substantial harm to the common good
Supervisory authorites of |7  {hreat to public security or to safoguard substantial concerns of the o
2.4.40(3)2 ; Functional N/A N/A N/A 0
@) the Lander common good; or unetional | g lationship
processing is necessary to prosecute crimes or administrative offences, to
carry out or enforce punishment or measures as referred to in Section 11
(1) no. 8 of the Criminal Code or educational or disciplinary measures as
s thorities of . No
24409 upervisory authorities of [ referred to in the Juvenile Court Act or to enforce fines. R o o m o
the Lander Relationship
The bodies subject to monitoring and the persons responsible for their
. suthorities of shall provide a supervisory authority on request with the o
2.4.40(4) information necessary to perform their tasks. The person required to Funotional N/A N/A N/A 0
the Lander Relationship
provide information may refuse to answer those questions which would
expose him- or herself or a relative as referred to in Section 383 (1) nos. 1
Persons assigned by the supervisory authority to monitor compliance with
s thorities of N
2.4.40(5) upervisory authorities off 1. - protection legislation shall be authorized, as needed to perform their |  Functional © N/A N/A N/A 0
the Léinder Relationship
tasks. to enter the property and premises of the body and to have access to
of | The sup: shall advise and support the data protection ) No
2.4.40(6) Functional N/A N/A N/A )
6 the Lander officers to meet their tvpical needs. Thev mav demand the dismissal of a unetiona
The application of the Trade Regulation Code shall remain unaffected.
s thorities of N
2.4.40(7) Hpsrvisory autharitles of Functional Ne N/A N/A N/A 0
the Lander Relationship
See FDE for details.
No
25 Penalties Functional - N/A N/A N/A )
Relationship
See FDE for details. N
26 Legal remedies e FDE fordetalts Functional © N/A N/A N/A )

Impl ti isions [N/A
mplementing provisions -

3 for processing for Functional e N/A N/A N/A [
N Relationship
purposes in

31 Scope, definitions and  [N/A Functionat No A A n .
general principles for

See FDE for details.
No

3.1.45 Scope Functional ) N/A N/A N/A o
Relationship

See FDE for details.

3.1.46 Definitions Functional No N/A N/A N/A 0
Relationship

Personal data shall be

General principles for No
3.1.47 princp Functional ) N/A N/A N/A 0
processing personal data Relationship
processed lawfully and fairly; Mechanisms exist to limit the collection, receiving, processing, storage,
General principles for Reasonable Data Privacy
3.1.47.1 princip! Functional | Intersects With ° Y] PRI-01.11 [transmission, sharing, updating and/or disposal of Personal Data (PD) 8
processing personal data Practices
to consumer for what is necessary
Goneral arinaintes for | cOUESted for specified, expliit and legitimate purposes and not processed Restrict Collection, Mechanisms exist to minimize the collection, processing and/or
3.1.47.2 o P ers:nel o |In@ manner thatis incompatible with those purposes; Functional |Intersects With | Processing & SharingTo |  PRI-04 |sharing of Personal Data (PD) to only what is adequate, relevant and 8
i
P ep Identified Purpose limited to the purposes identified in the data privacy notice. including
adequate, relevant and not excessive in relation to the purposes for which Mechanisms exist to minimize the collection, processing and/or
) they are processed; Restrict Collection, sharing of Personal Data (PD) to only what is adequate, relevant and
General principles for
3.1.47.3 rocessing personal data Functional Intersects With | Processing & Sharing To PRI-04 limited to the purposes identified in the data privacy notice, including 8
i
P ep Identified Purpose protections against collecting PD from minors without appropriate
parental or legal guardian consent.
accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or rectified Mechanisms exist to ensure the accuracy and relevance of Personal
General principles for ; Personal Data (PD) Data (PD) throughout the information lifecycle by:
3.1.47.4 princp without detay; Functional | Intersects With °D) PRI-05.2 (PD) throug! yeleby: 8
processing personal data Accuracy & Integrity (1) Keeping PD up-to-date; and
(2) Remediating identified inaccuracies, as necessary.
kept in a form which permits identification of data subjects for no longer Mechanisms exist to:
than is necessary for the purposes for which they are processed; (1) Retain Personal Data (PD), including metadata, for an organization-
a5 General principles for Functional. | intersccte witn| _Persenal Data (PD) prigs | defined time period to fulfil the purpose(s) identified in the notice or as .
processing personal data Retention & Disposal required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage: and
Z":CE“T’: 2 "‘E':"e:‘ha‘ e ""“’:’p”a;e sec“\"\'zf“:'"e personal ” Mechanisms exist to minimize the collection, processing and/or
, including pr n against unauthor n ngan A
Goneral princintes for ata, "° u 'dgf ?lec ‘°d E%a‘ : o a”d orized or unlawful ”'°°fss' ga Restrict Collection, sharing of Personal Data (PD) to only what is adequate, relevant and
3.1.47.6 princip against accidental loss, destruction or damage, using appropriate Functional | Intersects With| Processing & SharingTo | PRI-04 | limited to the purposes identified in the data privacy notice, including 8
processing personal data | technical or organizational measures. . ;
Identified Purpose protections against collecting PD from minors without appropriate
parental or legal guardian consent.
Legalbasisfor  |N/A ) No
32 & Funotional N/A N/A N/A 0
bersonal data
Processing of special | N/A No
3.2.48 g ofsp Functional - N/A N/A N/A 0
categories of personal
Processing of special | The processing of special categories of personal data shall be allowed onl Personal Data (PD) exist to define and data handling and
3.2.48(1) & of b g & of b & P ° Y| Functional |Intersects With @ (PD) PRI-05.7 " e 5
categories of personal | where strictly necessary for the of the controller’s tasks. Categorie reauirements for specific categories of sensitive Personal
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STRM Strength of
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Rationale Relationship
If special categories of L dat d, iat
) spectal categories of personal data are processed, appropriate Mechanisms exist to limit the collection, receiving, processing, storage,
Processing of special | safeguards for the legally protected interests of the data subject shall be ) o
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.2.48(2) categories of personal |implemented. Appropriate safeguards may be in particular Functional | Intersects With PRI-01.11 5
el Practices to consumer for what is necessary
and proportionate.
Processing of special | PCIC reauirements for data security or data protection monitoring; Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.2.48(2)1 categories of personal Functional | Intersects With DataPIivacy | pRi-o1.11 st 1ing, updating " disp! " (PD) 8
e Practices ding to consumer for what is necessary
and
32482 Processing of special | special time limits within which data must be reviewed for relevanceand | ¢ oo Tl 0 O T Personal Data (PD) ros | Mechanisms exist to: ) .
categories of personal_| erasure: Retention & Disposal (1) Retain Personal Data (PD). including metadata. for an
2480 Processing of special | measures to increase awareness of staff involved in processing Functionat | itorsacts witn] Security: Compliance & |~ " exist to provide all and R
categories of personal Resilience Awareness security. and resilience education
Processing of special | restrictions on access to personal data within the controll Rote-Based Access Mechanisms exist to enforce Role-Based Access Control (RBAC) for
3.2.48(2)4 categories of personal Functional | Intersects with | " o B IAC-08 |Technology Assets, Applications, Services and/or Data (TAASD) to 5
data restrict access to individuals assigned specific roles with legitimate
| separate processing of such data; Mechanisms exist to limit the collection, receiving, processing, storage,
Processing of special R ble Data P t h dating and/or disposal of P { Data (PD)
easonable Data Privac ransmission, sharing, updating and/or disposal of Personal Data
3.2.48(2)5 categories of personal Functional | Intersects With " Y| PRI01.11 g updating P! 8
il Practices ding to consumer for what is necessary
and
the pseudonymization of personal data;
Processing of special Mechanisms exist to mask sensitive and/or regulated data through
3.2.48(2)6 categories of personal Functional |Intersects With| Data Anonymization | PRI-05.3 |data anonymization, pseudonymization, redaction and/or de- 8
data identification.
the encryption of personal data; or
Processing of special Mechanisms exist to facilitate the implementation of cryptographic
g of sp Use of Cryptographic P! Typtograp!
3.2.48(2)7 categories of personal Functional | Intersects With Pt CRY-01 |protections controls using known public standards and trusted 5
data cryptographic technologies.
| specific codes of conduct to ensure lawful processing in case of transfer or
Processing of special P exist to require all and to apply
rocessing for other purposes.
3.2.48(2)8 categories of personal | 2 pure Functional |Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
data enable secure, compliant and resilient capabilities.
Processing personal data for a purpose other than the one for which they
were collected shall be permitted if the other purpose is one of the
purposes listed in Section 45, the controller i authorized to process data Mechanisms exist to determine and document the legal authorlty that
) for this purpose, and processing is necessary and proportionate to this Authority To Collect, ‘ ¢
Processing for other permits the organization to collect, receive, process, store, transmit,
3249 purpose. Processing personal data for another purpose not listed in Functional |Intersects With| Process, Store & Share | PRI-04.1 5
purposes sona dat: share, update and/or dispose Personal Data (PD), either generally or in
Section 45 shall be permitted f it is allowed by law. Personal Data (PD) o
support of a specific business process.
Personal data may b din the context of lsted i
) - |Personal data maybe processed in the ontext of purposes listed in Mechanisms exist to determine and document the legal authority that
Processing for archiving, |Section 45 in archival, scientific or statistical form if doing so is in the Authority To Collect, h ¢
on " permits the organization to collect, receive, process, store, transmit,
3.2.50 scientific and statistical |public interest and appropriate safeguards for the legally protected Functional |Intersects With| Process, Store & Share | PRI-04.1 5
share, update and/or dispose Personal Data (PD), either generally or in
purposes interests of data subjects are implemented. Such safeguards may consist Personal Data (PD) e
) support of a specific business process.
of rendering the personal data as auickly as possible. taking
Processing for archiving, | Personal data may be processed in the context of purposes listed in Mechanisms exist to mask sensitive and/or regulated data through
3.2.50 scientific and statistical |Section 45 in archival, scientific or statistical form if doing so is in the Functional |Intersects With| Data Anonymization | PRI-05.3 |data anonymization, pseudonymization, redaction and/or de- 8
purposes public interest and for the legally protected
N/A o
3251 Consent Functional N/A N/A N/A )
Relationship
If personal data may be processed by law on the basis of consent, the Mechanisms exist to enable data subjects to authorize the collection,
3.251(1) Consent controller must be able to present evidence of the data subject’s consent. | Functional |Intersects With| Data Subject Consent | PRI-03 |receipt, processing, storage, transmission, sharing, updating and/or 8
disposal of their Personal Data (PD). where the data subiect is
If the data subject’s consent is given in the context of a written declaration Mechanisms exist to enable data subjects to authorize the collection,
2512 Consent which also concerns other matters, the request for consent shall be Functional | Intersects With| Data Subject Consent |  PRLo3 | ToCeIPL Processing storage, wansmission, sharing, updating and/or s
presented in a manner which is clearly distinguishable from the other disposal of their Personal Data (PD), where the data subject is
matters. in an intelligible and easily form. using clear and plain brovided. rior to collection. with:
The data subject shall have the right to withdraw his o her consent at any Mechanisms exist to allow data subjects to revoke consent to collect,
2513 Consent time. The withcrawal of consent shall not affect the lawfulness of Functional | intersectswith|  Revoke Gonsent PRI03.4 |Feceive. process, store, transmit, share andor update their Personal .
processing based on consent before its withdrawal. The data subject shall Data (PD).
be informed of this before giving consent
Consent shall be effective only when based on the data subject’s free Mechanisms exist to:
decision. When assessing whether consent was freely given, the (1) Make data privacy notice(s) available to individuals upon first
circumstances in which it was given must be taken into account. The data i ith an and as ;
subject shall be informed of the intended purpose of the processing. If (2) Ensure that data privacy notices are clear and easy-to-understand,
3.2.51(4) Consent necessary in the individual case or on request, the data subject shallalso | Functional |Intersects With|  Data Privacy Notice PRI-02 |expressing relevant information about how Personal Data (PD) is 5
be informed of the consequences of withholding consent. collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutorv. regulatorv and
If special categories of personal data are to be processed, the consent Mechanisms exist to enable data subjects to authorize the collection,
3.2.51(5) Consent must explicitly refer to these data. Functional | Intersects With| Data Subject Consent | ~ PRI-03 | receipt, processing, storage, transmission, sharing, updating and/or 5
disposal of their Personal Data (PD), where the data subject is
[ {categories of {data are to b d, th t
o l°"’“eg°';es‘° o prosessed fheconsen Persanal Data (°D) Mechanisms exist to define and implement data handling and
3.2.51(5) Consent mustexplicitly refer to these data. Functional | Intersects With o PRI-05.7 |protection requirements for specific categories of sensitive Personal 5
ategories
& Data (PD).
Prosessing on ‘Any person acting under the authority of the controller o of the processor Mechanisms exist to restrict collecting, receiving, processing, storing,
Usage Restrictions of transmitting, sh d/or updating Personal Data (PD) to:
. instritions from the |10 has acGess o porsonal data shall ot process those data excepton | (oo f | Usage Restrictionsof | o - transmiting, sharing and/or updating Personal Data (PD) to R
ey instructions from the controller, unless required to do so by law. Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
notice(s):
Persons employad n data processing shall not process personal data Security of Personal Data Mechanisms exist to ensure Personal Data (PD) s protected by logical
3253 c without They shall be obligated when taking | Functional |Intersects With 0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
up their duties to maintain The obligation of scoped to protect the and integrity of the PD.
N/A
Automated individual N No
3254 " ¢ indlvidu Functional ) N/A N/A N/A 4
decision Relationship
Atomated idividual | @ecision based solely on automated processing which produces an Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
3.2.54(1) S adverse legal effect concerning the data subject or significantly affects him | Functional |Intersects With|  Making Technology PRI-19  |Decision-Maki (ADMT) where replaces, or 5
or her shall be permitted only when authorized by law. (ADMT) For Data Subject replaces, human conforms with all
Decisions referred to in subsection 1 shall not be based on special
categories of personal data unless suitable measures to safeguard the Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated individual it t's Ly tecte legiti 1t It it 1 . Making Technolo D Maki Technology (ADMT) where replaces, or
32.5402) ut d indlvidu data subject's legally protected and legitimate interests are in place. Functional | Intersects With ing gy RIS ( vivw P! 5
decision (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
Profiling that results in discrimination against natural persons on the basis
of special categories of personal data shall be prohibited.
Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Aut ted indi L Making Technolc Do Maki Technology (ADMT) whi 1: ,
s2543) utomated ndividua Functional | intersects witn| _Making Technology . (ADMT) where replaces, or s
decision (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
N/A
) No
33 Rights of the data subject Functional N/A N/A N/A 0
Relationship
2555 Generalinformation on | The controller shall provide general and publioly acoessible informationon [ -~ 77" " - Data Prvacy Notice oz | Mechanisms existto: o

data

(1) Make data privacy notice(s) available to upon first
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3.3.55.1

General information on
data processing

the purposes of the processing,

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD activities. including the

3.3.55.2

General information on
data processing

the rights of data subjects with regard to the processing of their personal
data to access, rectification, erasure and restriction of processing,

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD activities. including the

3.3.55.3

General information on
data processing

the names and contact details of the controller and the data protection
officer,

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist t
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and

3.3.55.4

General information on
data processing

the right to lodge a complaint with the Federal Commissioner, and

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.3.55.5

General information on
data processing

the contact details of the Federal Commissioner.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD activities. including the

3.3.56

Notification of data
subjects

N/A

Functional

No
Relationship

N/A

N/A

3.3.56(1)

Notification of data
subjects

If special legislation provides for or requires notifying data subjects of the
processing of their personal data, especially in the case of undercover

such shall include at least the following
information:

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed:

3.3.56(1)1

Notification of data
subjects

the information listed in Section 55;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi
(2) Ensure that data privacy notices are clear and

3.3.56(1)2

Notification of data
subjects

the legal basis for the processing;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to i upon first

3.3.56(1)2

Notification of data
subjects

the legal basis for the processing;

Functional

Intersects With

Purpose Specification

PRI-02.1

Mechanisms exist to ensure data privacy notices identify the
purpose(s) for which Personal Data (PD) is collected, received,
processed, stored, transmitted and/or shared.

3.3.56(1)3

Notification of data
subjects

the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
relevant about how Personal Data (PD) is

3.3.56(1)4

Notification of data
subjects

the categories of recipients of the personal data, if any;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
relevant i about how Personal Data (PD) is

3.3.56(1)5

Notification of data
subjects

where necessary, further information, in particular where the personal data

were collected without the of the data subject.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to i upon first

3.3.56(2)

Notification of data
subjects

In the cases of subsection 1, the controller may postpone, limit or refrain
from notification if and so long as
would otherwise be threatened, if the interest in av

ing these threats.
overrides the interest of the data subject in the information.

Functional

Intersects With

Personal Data (PD)
Collection Methods

PRI-04.7

Mechanisms exist to ensure that Personal Data (PD) collection
methods are:

(1) In accordance with applicable statutory and/or regulatory
requirements;

(2) Appropriate for the circumstances of the data subject;

(3) Unambiguous; and

(4) Secure.

3.3.56(2)1

Notification of data
subjects

the performance of the tasks listed in Section 45,

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i
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Strength of
Relationship

3.3.56(2)2

Notification of data
subjects

public security, or

Functional

Intersects With | Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.3.56(2)3

Notification of data
subjects

the legally protected interests of third parties

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

3.3.56(3)

Notification of data
subjects

If the notification relates to the transfer of personal data to the authorities
for the protection of the Constitution, the Federal Intelligence Service, the
Military Counterintelligence Service and, as far as the security of the

Federation is affected, other authorities of the Federal Ministry of Defence,

such notification shall be permitted only with the approval of these bodies.

Functional

Intersects With | Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention i

3.3.56(4)

Notification of data
subjects

Section 57 (7) shall apply accordingly in case of restriction pursuant to
subsection 2.

Functional

No
Relationship

N/A

N/A

3.3.57

Right of access

N/A

Functional

No

N/A

N/A

3.3.57(1)

Right of access

The controller shall inform data subjects on request whether data
concerning them are being processed. Data subjects shall also have the
right to information about

Functional

Data Subject

Intersects With
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)2

Right of access

the available information on the origin of the data;

Functional

Data Subject
Empowerment

Intersects With

PRI-06

existto provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)3

Right of access

the purposes of and legal basis for the processing;

Functional

Data Subject
Empowerment

Intersects With

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)4

Right of access

the recipients or categories of recipients to whom the data have been
disclosed, in particular recipients in third countries or international

Functional

Data Subject
Empowerment

Intersects With

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and

shared. except where the burden, risk or expense of providing access
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Relationshi

3.3.57(1)4

Right of access

the recipients or categories of recipients to whom the data have been
disclosed, in particular recipients in third countries or international
organizations;

Functional

Intersects With

Accounting of
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of
disclosures of their Personal Data (PD) controlled by:

(1) The organization; and/or

(2) Relevant third-parties that their PD was shared with.

3.3.57(1)5

Right of access

the period for which the data will be stored, or if that is not possible, the
criteria used to determine that period;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)6

Right of access

the existence of the right to rectification or erasure of data or restriction of
processing of data by the controller;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)6

Right of access

the existence of the right to rectification or erasure of data or restriction of
processing of data by the controller;

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2) D or

users of the PD.

of PD to other authorized

3.3.57(1)7

Right of access

the right pursuant to Section 60 to lodge a complaint with the Federal
Commissioner, and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(1)8

Right of access

the contact details of the Federal Commissioner.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.3.57(2)

Right of access

Subsection 1 shall not apply to personal data recorded only because they
may not be erased due to legal or statutory provisions on retention, or only
for purposes of monitoring data protection or safeguarding data, if
providing would require a ionate effort, and
technical and measures make for

other purposes impossible.

Functional

No
Relationship

N/A

N/A

N/A
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No information shall be provided if the data subject does not provide
information enabling the data to be located and if the effort required is
therefore disproportionate to the data subject’s interest in the information.

Data Subject exist to utilize consumer toverify
3.357(3) Right of access Functional |IntersectsWith| 09 SR PRI-06.8 | data subject's identity, prior to taking action to disclose, share, 5
correct, amend and/or delete Personal Data (PD).
287 Aightof access | SUDISGtto the conditons of Section 56 (2), the controller may dispenso romctionat. intorasete witn| Reasonabte Data Privacy | """ [Mechanisms existto imit the collection, receiing, processing, storage, R
with the provision of pursuant to 1. first sentence. Practices sharing. updating and/or disposal of Personal Data (PD)
25576 Aightofaceess | nformation o be provided relates to the transferof personal datato | No A A A B
the for the protection of the C the Federal
The controller shall notify the data subject, without delay, in writing of any Mechanisms exist to maintain a process to efficiently and effectively
refusal or restriction of access. This shall not apply if providing this respond to requests, complaints, concers and/or questions from
information would entail a threat as referred to in Section 56 (2). The authenticated data subjects about Personal Data (PD) the organization
notification pursuant to the first sentence shall include the reasons for the collests, receives, processes, stores, transmits, shares, updates
refusal or the restriction unless providing the reasons would undermine the and/or disposes.
intended purpose of the refusal or restriction of access.
3.3.57(6) Right of access Functional | Intersects witn| D2t Subject Feedback | o0 o 8
Management
The controller shall notify the data subject, without delay, in writing of any exist to craft and to data
refusal of restriction of access. This shall not apply if providing this subjects in a manner that i concise, unambiguous and
information would entail a threat as referred to in Section 56 (2). The understandable by a reasonable person.

notification pursuant to the first sentence shall include the reasons for the
refusal or the restriction unless providing the reasons would undermine the
intended purpose of the refusal or restriction of access.

Data Subject
3.3.57(6) Right of access Functional | Intersects With PRI-17 8
‘Communications

If the data subject is notified pursuant to subsection 6 of the refusal or
restriction of access, he or she may exercise his or her right of access also
via the Federal Commissioner. The controller shall inform the data subject
of this possibility and that, in accordance with Section 60, the data subject
may lodge a complaint with the Federal Commissioner or seek a judicial
remedy. If the data subject exercises his or her right pursuant to the first
sentence, the information shall be provided to the Federal Commissioner
at the request of the data subject, unless the responsible supreme federal No

Functional . N/A N/A N/A 0
authority determines in the individual case that doing so would threaten Relationship

3.3.57(7) Right of access
the security of the Federation or a Land. The Federal Commissioner shall at
least inform the data subject that all necessary checks have been
conducted or that the Federal Commissioner has conducted a review. This
notification may include information as to whether violations of data

protection law were found. The notification from the Federal Commissioner
to the data subject shall not permit any conclusions to be drawn

held hy the contraller inless the Iatter asraes
The controller shall document the factual o legal reasons on which the exist to craft and ions to data

decision is based. subjects in a manner that is concise, unambiguous and
understandable by a reasonable person.

§ Data Subject
3.3.57(8) Right of access Functional | Intersects With PRI-17 5
‘Communications

The controller shall document the factual or legal reasons on which the Mechanisms exist to maintain records of data subject requests and
decision is based. in with an fon retention
schedule that adheres to applicable statutory, regulatory and/or
contractual obligations.

Data Subject
3.3.57(8) Right of access Functional Intersects With Communications PRI-17.3 5
Documentation

Right to rectification and N
o

3358 erasure and to restriction Functional o N/A N/A N/A o
Relationship
of processing

The data subject shall have the right to obtain from the controller without isms exist to provide data subjects the ability to:
delay the of i him or her. In (1) Access their Personal Data (PD) that is being processed, stored and
particular in the case of statements or assessments, the question of shared, except where the burden, risk or expense of providing access
accuracy is not relevant for the content of the statement or assessment. If would be disproportionate to the benefit offered to the data subject
the accuracy or inaccuracy of the data cannot be ascertained, the through granting access;
controller shall restrict processing instead of erasing the data. In this case, (2) Obtain answers on the specifics of how their PD is collected,
the controller shall inform the data subject before lifting the restriction of received, processed, stored, transmitted, shared, updated and/or

Right to rectification and
s3.5801) erasure and o restriction | P1o0eSSing: The data subject may also ask to have incomplete personal Functional | Intersects With Data Subject pRI0g |disosed; v s
of processing jata completed, if doing so is appropriate when taking into account the Empowerment (3) Obtain the source(s) of their PD;
purposes of processing. (4) Obain the categories of their PD being collected, received,

processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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The data subject shall have the right to obtain from the controller without Mechanisms exist to maintain a process for:
delay the of him or her. In (1) Data subjects to have inaccurate Personal Data (PD) maintained by
particular in the case of statements or assessments, the question of the organization corrected or amended; and
accuracy is not relevant for the content of the statement or assessment. If (2) Di or of PD to other authorized
the accuracy or inaccuracy of the data cannot be ascertained, the users of the PD.
controller shall restrict processing instead of erasing the data. In this case,
the controller shallinform the data subject before lifting the restriction of
Right to rectification and The data sub 1so ask to h ! I Correcting Inaccurate
3.3.58(1) erasure and to restriction | POCeSSIng. The data subject may also ask to have incomplete persona Functional | Intersects With g PRI-06.1 8
ata if doing so s hen taking into account the Personal Data (PD)
of processing
purposes of processing.
The data subject shall have the right to obtain from the controller without Mechanisms exist to notify affected data subjects if their Personal Data
Right to and | delay the rectification of d him or her. In (PD) has been corrected, amended or deleted.
Notice of Correction or
3.3.58(1) erasure and to restriction | particular in the case of statements or assessments, the question of Functional | Intersectswitn| ) 227 POEERAET | pRi0s.2 5
of processing accuracy is not relevant for the content of the statement or assessment. If
the accuracy or of the data cannot be ascertained. the
The data subject shall have the right to obtain from the controller the Mechanisms exist to:
erasure of personal data concerning him or her without delay where (1) Retain Personal Data (PD), including metadata, for an organization-
processing such data is unlawful, knowledge of the data is no longer defined time period to fulill the purpose(s) identified in the notice or as
necessary for the performance of tasks, or the data must be erased to required by law;
comply with a legal obligation. (2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and
Right to rectification and posonatDota ) 1:)‘Use ovgadn|zat\or\-deh;\::lschlnlgues or metlhnds to ensuresecue
3.3.58(2) erasure and to restriction Functional | Intersects With pRI-o5 | detetion ordestruction of PD (including originals, copies and archive; 8
Retention & Disposal records).
of processing
The data subject shall have the right to obtain from the controller the exist to provide data subjects the ability to:
erasure of personal data concerning him or her without delay where (1) Access their Personal Data (PD) that is being processed, stored and
processing such data is unlawful, knowledge of the data is no longer shared, except where the burden, risk o expense of providing access
necessary for the performance of tasks, or the data must be erased to would be disproportionate to the benefit offered to the data subject
comply with a legal obligation. through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Right to rectification and received, processed, stored, transmitted, shared, updated and/or
Data Subject disposed;
3.3.58(2) erasure and to restriction Functional | Intersects With PRI-06 8
ot rocsesimg Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
The data subject shall have the right to obtain from the controller the Mechanisms exist to maintain a process to erase a data subject's
. . erasure of personal data concerning him or her without delay where Personal Data (PD), in with applicable laws,
Right to rectifiation and h data is unlawful, knowledge of the data is no | d contractual obligat taining to the retention of their PD.
rocessing such data is unlawful, knowledge of the data is no longer and contractual obligations pertaining to the retention of their PD.
3.3.58(2) erasure and to restriction | J g g Functional | Intersects With Right to Erasure PRI-06.5 g o g 8
° necessary for the performance of tasks, or the data must be erased to
of processing / "
comply with a legal obligation.
Aight to rectification and | 51%90 0f rasure, the contraller may restriot processing where Mechanisms exist to limit the collection, receiving, processing, storage,
2358(3) arasure andito sestietion | D212 SUblect to restricted processing pursuant to the first sentencemay | c o | Reasonable Data Privacy | e 14 |ransmission, sharing, updating and/or disposal of Personal Data (PD) .
° be processed only for the purpose which prevented their erasure. Practices to consumer for whatis necessary
of processing
and
Aight to rectification ang | 1985 /€2501 10 assume that erasure would adversely affect egitimate Mechanisms exist to limit the collection, receiving, processing, storage,
terests of the data subject, ) R ble Data P © . sharing, updating and/or disposal of P ( Data (PD)
3.3.58(3)1 erasure and to restriction | M!S ©f the data subjec Functional [ ntersects With | "e50nap\e Data Privacy | o, 4, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
° Practices to consumer for whatis necessary
of processing
and
the data must be retained for the purposes of evidence in proceedings
o serving the purposes of Section 45, or Mechanisms exist to limit the collection, receiving, processing, storage,
Right to rectification and .
ner Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.3.58(3)2 erasure and to restriction Functional | Intersects With ° PRI-01.11 ! 5
Practices to consumer for whatis necessary
of processing
and proportionate.
erasure would be impossible or would involve a disproportionate effort due
R s [
i X ,
3.3.58(3)3 erasure and to restriction Functional | Intersects With Y| PRI01.11 ' & updating P ) 5
> Practices to consumer for what is necessary
of processing :
and proportionate.
In automated filing systems, technical measures shall ensure that the
- restriction of is clearly and for other Mechanisms exist to limit the collection, receiving, processing, storage,
Right o rectification and t possible without furth t Reasonable Data Privac transmission, sharing, updating and/or disposal of Personal Data (PD)
3.3.58(4) erasure and to restriction | P1PO988 18 ot possiblewithoutfurther examination. Functional | Intersects With ! Y| PRI-01.11 neston, 8 updating P 5
Practices to consumer for whatis necessary
of processing
and proportionate.
If the controller has rectified inaccurate data, he or she shall communicate Mechanisms exist to notify affected data subjects if their Personal Data
the rectification to the body from which he or she received the personal (PD) has been corrected, amended or deleted.
data. In cases of rectification, erasure or restriction of processing pursuant
to subsections 1 to 3, the controller shall inform recipients to whom the
data were transferred about these measures. The recipient shall rectify or
erase the data or restrict their processing.
Right to rectification and
Notice of Correct
3.3.58(5) erasure and to restriction Functional [Intersects With | o o0 O ZOMECION O | pgyog 8
Processing Change
of processing
Right to rectification and |If the controller has rectified inacourate data, he or she shall communicate Obiigation To Inform Mechanisms exist to inform applicable third-parties of any
3.3.58(5) erasure and to restriction | the rectification to the body from which he or she received the personal Functional | Intersects With R PRI-07.3 | modification, deletion or other change that affects shared Personal 8
of data. In cases of erasure o restriction of pursuant Data (PD).
! . The controller shall inform the data subject in writing of any refusal to exist to craft and todata
Right to rectification and ||, L dat trict it ing. This shall not appl Data Subject biect that i bi d
s.358(6) o rostiotion | rectfy or erase personal data or restrot ts processing. This shallnotapply | ool ubjec PRty |subiectsinamanner thatis concise, unambiguous an .
ot processing if providing this information would entail a threat as referred to in Section Communications understandable by a reasonable person.
56(2). Theii ion pursuant to the first sentence shall include the
Right to rectification and | Section 57 (7) and (8) shall apply accordingly. o
3.3.58(7) erasure and to restriction Functional ) N/A N/A N/A 0
- Relationship
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Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# Secure Controls Framework (SCF) Control Descri Retationshin
a
N/A
Modalities for exercising o
33.50 the rights of the data Functional N/A N/A N/A )
Relationship
subject
The controller shall communicate with data subjects in a concise, existto craft and to data
intelligible and easily accessible form, using clear and plain language. subjects in a manner that is concise, unambiguous and
of special formal when to requests, understandable by a reasonable person.
: the controller shall provide the information in the same form as the
Modalities for exercising : data Subject
. ata Subjec
3.3.59(1) the rights of the data | "91%® Functional | Intersects With uble PRI-17 8
. Communications
subject
When responding to requests, without prejudice to Section 57 (6) and Mechanisms exist to maintain a process to efficiently and effectively
Section 58 (6) the controller shall inform the data subject in writing about respond to requests, complaints, concerns and/or questions from
the follow-up to his o her request without delay. data subjects about Personal Data (PD) the organization
' collects, receives, processes, stores, transmits, shares, updates
Modalities for exercising bata Subject Feadback o
3.3.59(2) the rights of the data Functional | Intersects With| 0 oo oiectreedback | pp, 56 4 [and/ordisposes. 5
y Management
subject
When responding to requests, without prejudice to Section 57 (6) and exist o oraft and to data
Section 58 (6) the controller shall inform the data subject in writing about subjects in a manner that is concise, unambiguous and
the follow-up to his o her request without delay. understandable by a reasonable person.
Modalities f isii
lodalities for exercising Data Subject
3.3.59(2) the rights of the data Functional | Intersects With PRI-17 8
° Communications
subject
Information provided pursuant to Section 55, any communication made Mechanisms exist to limit the collection, receiving, processing, storage,
pursuant to Sections 56 and 66, and requests processed pursuant to transmission, sharing, updating and/or disposal of Personal Data (PD)
Sections 57 and 58 shall be free of charge. Where a request pursuant to ding to consumer for what is necessary
Sections 57 and 58 is manifestly unfounded or excessive, the controller and proportionate.
may charge a fee based oniits costs, or may
refuse to act on the request. In this case, the controller must be able to
Modalities for exercising the manifestly or ofthe Reasonable Data Privac
3.3.59(3) the rights of the data | ©9UeSt: Functional | Intersects With " Y| PRI01.11 8
Practices
subject
Information provided pursuant to Section 55, any communication made exist to prevent against a data subject for
Modalities for exercising |pursuant to Sections 56 and 66, and requests processed pursuant to Product or Sevice exercising their legal rights pertaining to modifying of revoking consent,
3.3.59(3) the rights of the data | Sections 57 and 58 shall be free of charge. Where a request pursuant to Functional |Intersectswith| J P R | PRIL0SS  including prohibiting: 3
subject Sections 57 and 58 is manifestly unfounded or excessive, the controller (1) Refusing products and/or services;
may chargea fee based on its costs. or may (2) Charging different rates for goods and/or services: and
Where the controller has reasonable doubts concerning the identity of a exist to utilize consumer toverify
Modalities for exCrCiSing | .\ o yjoct making th t t to Sections 57 or 8, th Data Subject data subject's identit to taking action to disclose, sh
850 Uhe rights of the data | 4212 Subject making the request pursuant to Sections 57 or 58, the Functional. | intersects With i PRIoG.s | @ data sublect's identity, prior o taking action to disclose, share, 5
et controller may request the provision of additional information necessary to Authentication correct, amend and/or delete Personal Data (PD).
4 confirm the identity of the data subiect.
Where the controller has reasonable doubts concerning the identity of a Mechanisms exist to document justifiable reasons for rejecting a data
Modalities for exCrCiSing | .\ o yjoct making th t it to Sections 57 or 8, th Justification To Reject biect: t for discl hen th tis:
s3.50) he rights of the data | 4212 Subject making the request pursuant to Sections 57 or 58, the Functional | intersects With cati i pRIO7s |Subiect's access request for disclosure when the request is: s
et controller may request the provision of additional information necessary to Disclosure Requests (1) Harassing;
4 confirm the identity of the data subiect. (2) Repetitive:
N/A
Right to lodge a N
3.3.60 complaint with the Functional e N/A N/A N/A 0
Relationship
Federal Commissioner
Aightto lodgo a w.;hnu: phre:r:ice (::‘any :::erta:minis(rauvte or‘lud‘i:\:‘l rs;m:dy,levery data .
3.3.60(1) complaintwiththe | SUPiect shall have the right to lodge a complaint with the Federal . Functional Ne N/A N/A N/A 0
Commissioner, if the data subject believes that the processing by public Relationship
Federal Commissioner !
bodies of personal data relating to him or her for the purposes listed in
Aightto lodgo a Ifa'ca:pfla‘\hmaboul .:mfessingzs mdgec:hwim the Fec:iralsomb sioner | .
3.3.60(2) complaintwiththe | "'stead of the competent supervisory authority in another Member State of | ¢, ;5 a1 Ne N/A N/A N/A 0
o the European Union, the Federal Commissioner shall transmit the Relationship
to the pervisory authority without delay. In this
See FDE for details.
Legal remedies against
d f the Federal N
3.3.61 ectsions of the Fedoral Functional - N/A N/A N/A o
Commissioner or if he or Relationship
she fails to take action
N/A
Obligations of controll N
3.4 igations of controliers Functional e N/A N/A N/A o
and processors Relationship
N/A
Processing carried out on No
3.4.62 rocessing carried ou Functional ) N/A N/A N/A )
behalf of a controller Relationship
Where personal data are processed by other persons or bodies on behalf _ ! Mechanisms exist to clearly define and communicate the
Processing carried out on A Joint Processing of
3.4.62(1) of a controller, the controller shall ensure compliance with the provisions Functional Intersects With PRI-07.2 organization's role in processing Personal Data (PD) in the data 5
behalf of a controller . B Personal Data (PD) N
of this Act and other data protection provisions. The data subiect shall
‘Acontroller may use only providing sufficient to _ - Mechanisms exist to clearly define and communicate the
Processing carried out on Joint Processing of
3.4.62(2) technical and measuresinsucha | Functional |Intersects With PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
behalf of a controller © Personal Data (PD) 3
manner that the will meet the of the law and
P hall not the ithout itte
it ::izii: e e 550 Mechanisms exist to implement and manage Binding Corporate Rules
rizati . roller r
Processing carried out on | 210" Y rotter. v P! " Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.4.62(3) general authorization to engage other processors, the processor shall Functional | Intersects With PRI-01.5 5

behalf of a controller

inform the controller of any intended changes concerning the addition or

of other In this case. the controller may obiect to

(BCR)

in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
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Rationale Relationship
Processors shall not engage other processors without prior written
) ) authorization by the controller. If the controller has given the processor : ’ Mechanisms exist to clearly define and communicate the
Processing carried out on > Joint Processing of
3.4.62(3) general authorization to engage other processors, the processor shall Functional | Intersects With PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
behalf of a controller Personal Data (PD)
inform the controller of any intended changes concerning the addition or processing ecosystem.
of other In this case. the controller may obiect to
Where a processor engages another processor, the former shall impose on Mechanisms exist to implement and manage Binding Corporate Rules
Processing carried out on ! S Binding Corporate Rules ! " °
3.4.62(4) e oy " |the atter the same data protection obligations as set outin the contract | Functional [ Intersects With i PRI-01.5 |(BCR) (e.g. data sharing agreement) to legally-bind all parties engaged 5
between the controller and the processor as referred to in sif in a ioint economic activity that states rights
Where a processor engages another processor, the former shallimpose on
the latter the same data protection obligations as set out in the contract
between the controller and the processor as referred to in subsection 5 if
Processing carried out on | th bligati t already binding for the latts be Joint Processing of Mechanisms exist to clearty define and communicate the
3.4.62(4) 8 ese obligations are not already binding for the latter processor because | ¢\ tional | intersects With 8 PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
behalf of a controller | of other legislation. Where that other processor fails to fulfil these Personal Data (PD)
’ " y processing ecosystem.
obligations, the initial processor shall remain fully liable to the controller
for the performance of that other processor's obligations.
Processing by a processor shall be governed by a contract or other legal
instrument that is binding on the processor with regard to the controller
and that sets out the subject matter and duration of the processing, the Mechanisms exist to implement and manage Binding Corporate Rules
s205) Processing carried out on [ nature and purpose of the processing, the type of personal data and Functional | intersacts witn| Binding CorporateRutes | L | (BCR) (e.g. data sharing agreement) to legally-bind all parties engaged s
behalf of a controller | categories of data subjects and the obligations and rights of the controller. (BCR) in a joint economic activity that contractually states enforceable rights
That contract or other legal instrument shall stipulate, in particular, that on data subjects with regard to the processing of their personal data.
the processor
- dout P"’[‘:ess‘”f :’h"a( ol 5";‘“ be governed blyhﬁ °°":f°‘(:’ "”‘E(’ lelfal ot P ’ Mechanisms exist to clearly define and communicate the
rocessing carried out on | instrument that is binding on the processor with regard to the controller oint Processing o
3.4.62(5) € e P & Functional | Intersects With ® PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
behalf of a controller | and that sets out the subject matter and duration of the processing, the Personal Data (PD)
processing ecosystem.
nature and purpose of the the tvpe of personal data and
acts only on instructions from the controller; if the processor believes that Mechanisms exist to implement and manage Binding Corporate Rules
aninstruction is unlawful, the processor shall inform the controller without (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.4.62(5)1 Processing caried aut on 1% Functional | Intersects With | Cnding CorporateRules | - o, o) o - Edm(lm e?"imlc'tahc"wy ;htattchcmrmuauy s‘:((ens emmeabtzr?ms 5
4. B e otor somy 5 |on data subjects with regard to the processing of their personal data.
acts only on instructions from the controller; if the processor believes that Mechanisms exist to clearly define and communicate the
Processing carried out on [ ©° ' ° Joint Processing of ° ‘
3.4.62(5)1 aninstruction is unlawful, the processor shall inform the controller without | ~ Functional | Intersects With PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
behalf of acontroller | Personal Data (PD)
elay:
ensures that persons authorized to process the personal data have Mechanisms exist to implement and manage Binding Corporate Rules
i to confi ity or are under an (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
statutory obligation of confidentiality; in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
P dout Binding Corporate Rul
3.4.62(5)2 rocessing carried ot on Functional | Intersects With| o ong CorporateRules | - oy 44 5 5
behalf of a controller
ensures that persons authorized to process the personal data have Mechanisms exist to ensure Personal Data (PD) is protected by logical
i to confi ity or are under an and physical security safeguards that are sufficient and appropriately
statutory obligation of confidentiality; scoped to protect the confidentiality and integrity of the PD.
Processi ied out Security of P L Dat
3.4.62(5)2 rocessing carried out on Functional | Intersects With | >eCU"tY Of PersonatDatal pp, 4 ¢ 8
behalf of a controller (D)
ensures that persons authorized to process the personal data have Mechanisms exist to clearly define and communicate the
46252 carried out on i to confi ity or are under an Functional | intersectswitn|  J0int Processing of PRI072 |orEanization's role n processing Personal Data (PD) in the data s
behalf of a controller | statutory obligation of confidentiality; Personal Data (PD) processing ecosystem.
sasaen | Pesneaedouton e i T et [rssets | BTATECOTROEteRtes | o o reemens o gy i avenongoged s
4 behalf of a controller o o ghts; (BCR) S |(BCR) (eg. ing ag gally- P gag
in a joint economic activity that states rights.
346288 Procassing carried out on  assists tho controllor by any appropriate means to nsure compliancewith .o o T ot Processing of pRi07.2 | Mechanisms oxst o clearly define and communicate tho R
behalf of a controller | the provisions on the data subiect's ights: Personal Data (PD) srolein Personal Data (PD) in the data
at the choice of the controller, deletes or returns all the personal data to Mechanisms exist to implement and manage Binding Corporate Rules
the controller after the end of the provision of data processing services, (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
a2 Processing carried out on | and deletes existing copies unless law requires storage of the personal Functional | Intersects with | BINAMEComorate Rutes | oo o in ajoint oconomic actvty that contractually tates enforceabl righs s
behalf of a controller | data; (BCR) on data subjects with regard to the processing of their personal data.
at the choice of the controller, deletes or returns all the personal data to Mechanisms exist to:
a2 Processing carried out on | the controller after the end of the provision of data processing services, Functional | intersectswitn| _Personat Data (PD) prig5  |(1)Retain Personal Data (PD), ncluding metadata, for an organization- .
behalf of a controller |and deletes existing copies unless law requires storage of the personal Retention & Disposal defined time period to fulill the purpose(s) identified in the notice or as
data: reauired by law:
at the choice of the controller, deletes or returns all the personal data to Mechanisms exist to clearly define and communicate the
the controller after the end of the provision of data processing services, organization's role in processing Personal Data (PD) in the data
P d out Joint P f i .
-, rocessing carried out on | and deletes existing copies unless law requires storage of the personal Functional | intersectswitn|  oint Processing o pRio7o |Processing ecosystem s
behalf of a controller | data; Personal Data (PD)
makes available to the controller all information necessary, in particular Mechanisms exist to implement and manage Binding Corporate Rules
the logs kept in accordance with Section 76, to demonstrate compliance (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
- Processing carried out on |with these obligations; Functional | nterseots witn | BMGnE Corporate Rutes | o, o ina oint cconomic activiy that contractually states enforceable ights .
behalf of a controller (BCR) on data subjects with regard to the processing of their personal data.
makes available to the controller all information necessary, in particular Mechanisms exist to clearly define and communicate the
the logs kept in accordance with Section 76, to demonstrate compliance organization's role in processing Personal Data (PD) in the data
with these obligations; processing ecosystem.
Processing carried out on ) Joint Processing of
3.4.62(5)5 Functional Intersects With PRI-07.2 5
() behalf of a controller unetl ! Personal Data (PD)
allows for and contributes to audits conducted by the controller or another Mechanisms exist to implement and manage Binding Corporate Rules
auditor mandated by the controller; (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
Pr it Bi ite Rule i
462506 rocessing carried out on Functional | Intersects with | Binding Corporate Rules | o - fon data subjects with regard to the processing of their personal data. 5
behalf of a controller (BCR)
allows for and contributes to audits conducted by the controller or another Mechanisms exist to clearly define and communicate the
auditor mandated by the controller; organization's role in processing Personal Data (PD) in the data
processing ecosystem.
Processing carried out on ) Joint Processing of
3.4.62(5)6 Functional Intersects With PRI-07.2 5
() behalf of a controller unetl ! Personal Data (PD)
complies with the conditions referred to in subsections 3 and 4 for Mechanisms exist to implement and manage Binding Corporate Rules
engaging another processor; (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
Processing carred out on Binding Corporate Rules in a joint economic activity that contractually states enforceable rights
3.4.62(5)7 Functional | Intersects With PRI01.5  [on data subjects with regard to the processing of their personal data. 5
behalf of a controller (BCR)
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Rationale Relationship
complies with the conditions referred to in subsections 3 and 4 for Mechanisms exist to clearly define and communicate the
- ' PI
- Processing caried out on | STEPEIE another processor; et |rorocte | JomtProcsssingor ora organization's rote‘m processing Personal Data (PD) in the data .
4. uncti r i 072 |processing ecosystem.
behalf of a controller Personal Data (PD) P 8 o000y
takes all measures required pursuant to Section 64; and Mechanisms exist to implement and manage Binding Corporate Rules
3.4.62(5)8 Processing carried out on Functional | Intersects with | BIndME CorPorateRules | - ooy o4 o | () (e.g., data sharing agreement) to legally-bind all parties engaged 5
4 behalf of a controller BCR : £ g ag gally: P gag
in a joint economic activity that states rights
assists the controller in ensuring compliance with the obligations pursuant Mechanisms exist to implement and manage Binding Corporate Rules
Prosessing carred out on | 0 S2010NS 64 10 67 and 69 taking ino account the nature o processing Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.4.62(5)9 B trouny " [and the information available to the processor. Functional | Intersects With sony PRI-01.5 |in a joint economic activity that contractually states enforceable rights 8
on data subjects with regard to the processing of their personal data.
assists the controller in ensuring compliance with the obligations pursuant Mechanisms exist to clearly define and communicate the
Processi ied out Joint Processing of :
P rocessing carried out on | to Sections 64 to 67 and 69 taking into account the nature of processing Functional | intersects witn| 10Nt Processing o pRIO7.p |CrEaNization’s role in processing Personal Data (D) in the data s
behalf of a controller  |and the information available to the processor. Personal Data (PD) processing ecosystem.
) ) The contract referred to in subsection 5 shall be in writing or in an - Mechanisms exist to implement and manage Binding Corporate Rules
Processing carried out on Binding Corporate Rules
3.4.62(6) electronic form. Functional | Intersects With PRI-01.5 |(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 5
behalf of a controller (BCR) e ohn )
in a ioint economic activity that states rights.
Aprocessor that determines, in violation of this provision, the purposes Mechanisms exist to implement and manage Binding Corporate Rules
Processing carred out on | 21 MEaNS of processing, shall be considered a controler inrespect of Binding Corporate Rules (BOR) (o, data sharing agreemen) to legally-bind all parties engaged
3.4.62(7) that processing. Functional | Intersects With PRI-01.5 |in a joint economic activity that contractually states enforceable rights 5
behalf of a controller (BCR)
on data subjects with regard to the processing of their personal data.
Where two or more controllers jointly determine the purposes and means Binding Corporate Rutes Mechanisms exist to implement and manage Binding Corporate Rules
3.4.63 Joint of ing, they shall be joint Joint Functional | Intersects With s ‘BZR) PRI-01.5 |(BCR) (e.g. data sharing agreement) to legally-bind all parties engaged 8
shall determine their respective tasks and under data in a joint economic activity that states rights
Where two or more controllers jointly determine the purposes and means Mechanisms exist to clearly define and communicate the
of ing, they shall be joint Joint Joint Processingof organization's role in processing Personal Data (PD) in the data
3463 Joint controllers  [shall determine their respective tasks and responsibilities under data Functional | Intersects with | 2% TSP PRI07.2 |processing ecosystem. 8
protection law in a transparent manner in an agreement, unless these
tasks and are already by law. In particular. this
Requirements for the o
3.4.64 security of data Functional ) N/A N/A N/A )
Relationship
processing
Roquirements forthe | TN controller and the processor,taking into account the state of the art, Mechanisms exist to ensure Personal Data (PD) is protected by logical
sasa) cecurtyof data | (e coSts of implementation and the nature, scope, contextand purposes. | ol |Seourity of Personal Data | o o |and physical security safeguards that are suffcient and appropriately s
ocuseing of the processing as well as the risk of varying likelihood and severity for (D) scoped to protect the confidentiality and integrity of the PD.
s the legally protected interests of natural persons. shall i the
The measures referred toin 1 may include
R ts for th d tion of Ldata, if such ible in view of th
equirements forthe - and encryption of personat data, if such means are possible inview of the De-ldentification Mechanisms exist to anonymize data by removing Personal Data (PD)
3.4.64(2) securityof data | purposes of processing. The measures pursuant to subsection 1 should Functional | Intersects With ' DCH-23 5
(Anonymization) from datasets.
processing ensure
Requirements for the | the ongoing confidentiality, integrity, availability and resilience of securtyof Persanal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
34,6421 securityofdata | processing systems and services in connection with processing; and Functional | Intersects With Y #0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
i scoped to protect the and integrity of the PD.
the ability to restore the availability and access to personal data in a timely Mechanisms exist to ensure Personal Data (PD) is protected by logical
Requirements for th .
equirements for the | manner in the event of a physical or technical incident. Socurityof Personal Data and physical security safeguards that re sufficient and appropriately
3.4.64(2)2 security of data Functional | Intersects With #0) PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 5
processing
Requirements for the | In respect of automated processing, the controller and processor, Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.4.64(3) securityof data | following an evaluation of the risks, shall implement measures designed to |  Functional |Intersects With Y 0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
Apurpose pursuant to the first sentence. nos. 2 to 5 may be achieved in scoped to protect the and integrity of the PD.
deny unauthorized persons access to processing equipment used for Mechanisms exist to ensure Personal Data (PD) is protected by logical
for the g access control); Security of Porsonal Data and physical security safeguards that are sufficient and appropriately
3.4.64(3)1 security of data Functional | Intersects With PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 8
processing
Requirements for the | prevent the unaut reading, copying, or erasure of data Security of Personal Data Mechanisms exist to ensure Personal Data (PD) s protected by logical
3.4.64(3)2 security of data | media (‘data media control’); Functional | Intersects With °0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
scoped to protect the and integrity of the PD.
prevent the unauthorized input of personal data and the unauthorized Mechanisms exist to ensure Personal Data (PD) is protected by logical
Requirements for the  |inspection, modification or deletion of stored personal data (‘storage Securityof Personal Data and physical security safeguards that are sufficient and appropriately
3.4.64(3)3 securityof data | control’); Functional | Intersects With °0) PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 8
processing
prevent the use of systems by persons Mechanisms exist to ensure Personal Data (PD) is protected by logical
Requirements for the | using data communication equipment (‘user control'); Security of Porsonal Data and physical security safeguards that are sufficient and appropriately
3.4.64(3)4 security of data Functional | Intersects With 0) PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 5
processing
Requirements for the | ensure that persons authorized to Use an automated processing system Securtyof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.4.64(3)5 securityofdata | have access only to the personal data covered by their access Functional | Intersects With Y °0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
(‘data access control'); scoped to protect the and integrity of the PD.
ensure that itis possible to verify and establish the bodies to which Mechanisms exist to ensure Personal Data (PD) is protected by logical
Requirements forthe | personal data have been or may be transmitted or made available using Securityof Personal Data and physical security safeguards that are sufficient and appropriately
3.4.64(3)6 securityofdata | data equipment (% control’); Functional | Intersects With °0) PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 5
processing
ensure that itis subsequently possible to verify and establish which Mechanisms exist to ensure Personal Data (PD) is protected by logical
Requirements for the | personal data have been input into automated processing systems and Security of Porsonal Data and physical security safeguards that are sufficient and appropriately
3.4.64(3)7 securityof data | when and by whom the personal data were input (‘input control’); Functional | Intersects With D) PRI-01.6 [scoped to protect the confidentiality and integrity of the PD. 8
processing
ensure that the confidentiality and integrity of personal data are protected Mechanisms exist to ensure Personal Data (PD) is protected by logical
during transfers of personal data or during transport of data media and physical security safeguards that are sufficient and appropriately
(‘transport control’); scoped to protect the confidentiality and integrity of the PD.
Requirements for the Security of Personal Data
i
3.4.64(3)8 security of data Functional |Intersects With [>°°“" D) PRI-01.6 8
processing
ensure that installed systems may, in the case of interruption, be restored Mechanisms exist to ensure Personal Data (PD) is protected by logical
(recovery); and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
Requirements for the Security of Personal Data
i
3.4.64(3)9 security of data Functional |Intersects With [>°°“" D) PRI-01.6 5
processing
Requirements for the | ensure that all system functions perform and that the appearance of faults Seourity of Porsonal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.4.64(3)10 securityofdata |in the functions s reported (‘reliability’); Functional | Intersects With Y oo PRI-01.6 |and physical security safeguards that are sufficient and appropriately 8
scoped to protect the and integrity of the PD.
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Relationship

ensure that stored personal data cannot be corrupted by means of a Mechanisms exist to ensure Personal Data (PD) is protected by logical
malfunctioning of the system (‘integrity’); and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.
Requirements for the
Security of Personal Dat
3.4.64(3)11 security of data Functional | Intersects With | ¢4 © ‘P;')sma 281 pRI01.6 5
processing
Roquirements forthe |75 that personal data processed on behalfof the controller can only Mechanisms exist to ensure Personal Data (PD) is protected by logical
h Security of Personal Dat
sasa@n2 Ceouriyof dota | |PeProcessedin with ( Functional | Intersects with | S°6Ur Of PorsonalData | o, o |and physical securitysafeguards that are sufficient and appropriately s
control); (D) scoped to protect the confidentiality and integrity of the PD.
processing
coquiroments forthe | 75U that personal data are protected againt loss and destruction Mechanisms exist to ensure Personal Data (PD) is protected by logical
- % Security of Personal Dat
a3 Conurtyof data | (2vellability control); Functional | Intersects with | S°6Ur Of PorsonalData | o, oo |and physical security safeguards that are sufficient and appropriately .
(D) scoped to protect the confidentiality and integrity of the PD.
processing
Roquiroments forthe |54 that personal data collected fordifferent purposes can be Mechanisms exist to ensure Personal Data (PD) is protected by logical
g ). Security of Personal Dat
sasa@a Coourtyof dota | Processed separataly (‘separability). Functional | Intersects with | S°6Ur Of PersonalData | o, o |and physical securitysafeguards that are sufficient and appropriately s
(D) scoped to protect the confidentiality and integrity of the PD.
processing
N/A
Notifying the Federal o
3.4.65 Commissioner of a Funotional N/A N/A N/A 0
Relationship
personal data breach
Notifying the Federal _|!" " case of  personaldata breach, the controler shall notiy the Mechanisms exist to address data breaches, or other incidents
sa6501) e o |Federal Commissioner without delay and, if possible, not tater than 72 Functional | intersects with bt Breach |RO.0.1 _|nvoling the unauthorized disclosuire of sensitive or regulated data, .
hours after having become aware of i, of the personal data breach, unless to laws, and
personal data breach |
the personal data breach is unlikely to result in a risk to the legally
Notifying the Federal IFn :’he case of a personal r:::(a :J;ealch, m: c'or\lmll:lr shal‘l lm:mzl:ne N CyberIncidont Reporting Mfcha{\lsms exist to report sensitive and/or regulated data incidents in
ederal Commissioner without delay and, if possible, not later than a timely manner.
3.4.65(1) Commissioner of a Y P Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 v 8
hours after having become aware of i, of the personal data breach, unless
personal data breach | Data
the personal data breach is unlikely to result in a risk to the legally
] Aprocessor shall notify the controller of a personal data breach without Mechanisms exist to address data breaches, or other incidents
Notitying the Federal [P e o P e ot
elay. involving the unauthorized disclosure of sensitive or regulated data,
3.4.65(2) Commissioner of a v Functional | Intersects With Data Breach 1RO-04.1 © e 8
to laws, and
personal data breach
Notifying the Federal : processr shall notify the controller of a personal data breach without Cyber Incidont Reporting Michjnlsms exist to report sensitive and/or regulated data incidents in
3.4.65(2) Commissionerofa | %" Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | fMeY manner. 5
personal data breach Data
) The notification referred to in subsection 1 shallinclude at least the ) Mechanisms exist to report sensitive and/or regulated data incidents in
Notifying the Federal | 1°"rieation refe Cyber Incident Reporting o
3.4.65(3) Commissionerofa | O\ oWing information: Functional SubsetOf | for Sensitive / Regulated | IRO-10.2 |2 UMely manner. 10
personal data breach Data
Notfying the Federal |7 ues‘z\ml\:n of:he nature r;f(he person[al da(abbrea‘c: \tnclu(:;ng,‘where Cyber Incidont Reporting Michjnlsms exist to report sensitive and/or regulated data incidents in
ossible, the categories and approximate number of data subjects a timely manner.
3.4.65(3)1 Commissionerofa | 8 PP ) Functional SubsetOf | for Sensitive / Regulated | IRO-10.2 Y 10
concerned and the categories and approximate number of personal data
personal data breach Data
records
. the name and contact details of the data protection officer or other contact § Mechanisms exist to report sensitive and/or regulated data incidents in
Notifying the Federal |"® """ o oo b et brove Cyber Incident Reporting o
oint where more information can be obtained; a timely manner.
3.4.65(3)2 Commissionerofa | Functional | SubsetOf | forSensitive/Regulated | IRO-10.2 v 10
personal data breach Data
Notfying the Federal | 925e1iPtion of the likely consequences of the personal data breach and Cyber Incidont Reporting Michjnlsms exist to report sensitive and/or regulated data incidents in
a timely manner.
3.4.65(3)3 Commissioner of a Functional | SubsetOf | forSensitive/Regulated | IRO-10.2 v 10
personal data breach Data
Notifying the Federal a::scm::on of the measurss lal:‘en o p;oposeu by (hetcun;rulte:r (: Cyber ncidont Reporting Michjnlsms exist to report sensitive and/or regulated data incidents in
address the personal data breach, including measures to mitigate its a timely manner.
3.4.65(3)4 Commissioner of a P e & Functional | SubsetOf | for Sensitive / Regulated | IRO-10.2 v 10
possible adverse effects.
personal data breach Data
Notifying the Federal :fhn is r:r:( pzss\b::m pr:vule mim“fmma:m:hpurs:mm (r: subsection 3 v‘:[u‘n Cyber ncidont Reporting Michatnlsms exist to report sensitive and/or regulated data incidents in
& notification, the controller shall provide this information as soon as it is a timely manner.
3.4.65(4) Commissioner of a P ' Functional | SubsetOf | for Sensitive / Regulated | IRO-10.2 v 10
available
personal data breach Data
Notifying the Federal Lhe cumrlull[ersm:‘llln:oculm:nlﬁrx pfers‘onaltd?(a l:relahches. This o Cyber ncident Reporting Michatnlsms exist to report sensitive and/or regulated data incidents in
locumentation shallinclude all the facts relating to the personal data a timely manner.
3.4.65(5) Commissioner of a gtothe p Functional | SubsetOf | for Sensitive / Regulated | IRO-10.2 v 10
breach, its effects and the remedial action taken.
personal data breach Data
Notifying the Federal :f the pell[st;n:l da(la bveac:\ vr:lvolyes pe::un;t da;a n:x [nav:,l:ee; Cyber ncidont Reporting Michatnlsms exist to report sensitive and/or regulated data incidents in
ransmitted by or to a controller in another Member State of the European a timely manner.
3.4.65(6) Commissioner of a Y P! Functional SubsetOf | for Sensitive / Regulated | IR0-10.2 Y 10
Union, the referred toin 3shallbe
personal data breach " Data
to the controller in that Member State without delav.
Notfying the Federal | 550N 42 (4)shall apply accordingly. .
3.4.65(7) Commissioner of a Functional o N/A N/A N/A 0
Relationship
personal data breach
Notifying the Federal :d:m:nal :bugahml:lns ofthe cor;;mt[le;regardmg notifications of personal .
3.4.65(8) Commissionerofa | 212 Preaches shall remain unaffected. Functional No N/A N/A N/A 0
Relationship
personal data breach
Notifying data subjects |N/A o
3.4.66 affected by a personal Functional " N/A N/A N/A 0
Relationship
data breach
If a personal data breach is likely to result in a substantial risk o the exist to timely-report incidents to
legally protected interests of natural persons, the controller shall notify the (1) Internal stakeholders;
Notifying data subject; j . -parties;
otifying data subjects | data subject of the personal data breach without delay. Incident Stakeholdor (2) Affected clients & third-parties; and
3.4.68(1) affected by a personal Functional | Intersects With R IRO-10 | (3) Regulatory authorities 8
data breach porting
The notification of the data subject pursuant to subsection 1 shall describe exist to timely-report incidents to
in clear and plain language the nature of the personal data breach and (1) Internal stakeholders;
Notifying data subjects | contain at least the information and measures referred to in Section 65 (3) Incident Stakeholdor (2) Affected clients & third-parties; and
3.4.66(2) affected by a personal [nos. 2to 4. Functional | Intersects With R IRO-10 | (3) Regulatory authorities 8
data breach porting
Notfying data subjects. | NoATeation shall ot b required f any of the following conditions are m: .
3.4.66(3) affected by a personal Functional o N/A N/A N/A 0
Relationship
data breach
Notifying data subjects | the controller has implemented appropriate technical and organizational o
3.4.66(3)1 affected by a personal | protection measures, and those measures were applied to the personal Functional | oo N/A N/A N/A 0
data breach data affected by the personal data breach. in particular those that render 2
Notifying data subjects | the controller has taken subsequent measures which ensure that the o
3.4.66(3)2 affected by a personal | substantial risk referred to in subsection 1 is no longer likely to exist; Functional | oo N/A N/A N/A 0
data breach 2
Nottying dota subjects | m:r:tdr:nvu‘lvia:\supl;opmon;onarle ef:r:;rw:ms cases :u:ﬂicnf - .
3.4.66(3)3 affected by a personal |20 Muneation shall be made or a similar measure taken to inform the Functional e N/A N/A N/A )
data subjects in an equally effective manner. Relationship
data breach
Notifying data subjects | f the controlier has not informed the data subjects of a personal data o
3.4.66(4) affected by a personal | breach, the Fedoral Commissioner may formally determine that, in hisor | Functional | 19 N/A N/A N/A 0
data breach her opinion. the conditions referred to in ion 3 have not been met. 2
Notifying data subjects | The notification of data subjects pursuant to subsection 1 may be delayed, o
3.4.68(5) affected by a personal | restricted or omitted under the conditions referred to in Section 56 (2) Functional | oo N/A N/A N/A 0
data breach unless the interests of the data subiects outweigh those of the controlter 2
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Relationship

Notifying data subjects |Section 42 (4) shall apply accordingly.

N
3.4.66(6) affected by a personal Functional e N/A N/A N/A 0
Relationship

data breach
Conducting a dat: N/A
onducting a data i

3.4.67 protection impact Functional o N/A N/A N/A 0
Relationship

Conductingadata | Where a type of processing in particular using new technologies, and bata Protection Impact Mechanisms exist to conduct a Data Protection Impact Assessment
3.4.67(1) protectionimpact | takinginto account the nature, scope, context and purposes of the Functional [ Intersects With | % 710 (DPI‘;) RSK-10 | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
is likely to resultin a ial risk to the legally protected store. process and/or transmit Personal Data (PD) to identify and
Gonductingadata |10/t assessment may address a set of similar processing operations that Mechanisms exist to conduct a Data Protection Impact Assessment
. Data Protection Impact DPIA) on Technology Assets, Applicati d/or S (TAAS) that
34672) protaction impact | Prosent simiar substantial isks. Functional | intersects witn| D2t@ Protectionmpact | o |(DPIA) on Technology Assets, Applications andor Services (TAAS) tha s
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
Conductingadata | The controller shall involve the Federal Commissioner in carrying out the bata Protection Impact Mechanisms exist to conduct a Data Protection Impact Assessment
3.467(3) protection impact |impact assessment. Functional | Intersects with | 2% Protecti (DPI‘;) RSK-10 | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
store. process and/or transmit Personal Data (PD) to identify and
Conductingadata | The impact assessment shall take the rights of the data subjects affected bata Protection Impact Mechanisms exist to conduct a Data Protection Impact Assessment
3.4.67(4) protection impact  |by the processing into account and shall contain at least the following: Functional | Intersects With| " “ /0 (DP;) RSK-10  |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
store. process and/or transmit Personal Data (PD) to identify and
Conductingadata |a i of the envisaged ions and the Mechanisms exist to conduct a Data Protection Impact Assessment
Data Protection Impact
3.4.67(4)1 protection impact | purposes of the processing; Functional | Intersects with| *5,2 70 2 TS RSK-10 | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5
store. process and/or transmit Personal Data (PD) to identify and
Conductingadata | 21 2ssessment of the necessity and proportionality of the processing Mechanisms exist to conduct a Data Protection Impact Assessment
; Data Protection Impact DPIA) on Technology Assets, Applicati d/or S (TAAS) that
4672 protaction impact | CPrations i elation o their purposes; Functional | intersects witn| D2t Protectionmpact | o |(DPIA) on Technology Assets, Applications andor Services (TAAS) tha s
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
Gonductingadata |21 2SSessmentof the isks to the legally protected interests of the data Mechanisms exist to conduct a Data Protection Impact Assessment
; Data Protection Impact DPIA) on Technology Assets, Applicati d/or S (TAAS) that
3.4.67(4)3 protection impact | SuPiects: and Functional | Intersects witn| D22 ProtectionImpact | oq 4o |(DPIA) onTechnology Assets, Applications and/or Services (TAAS) tha 5
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
Conductingadata | the measures envisaged to address the risks, including safeguards, bata Protection Impact Mechanisms exist to conduct a Data Protection Impact Assessment
3.4.67(4)4 protection impact security measures and mechanisms to ensure the protection of personal Functional | Intersects With Assessment (DP;) RSK-10  [(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 8
data and to with the law. store. process and/or transmit Personal Data (PD) to identify and
Wh . the controller shall t e heth
Conductinga data ere "““wff ":” o e'z @ ca"‘yh”‘: :'e(‘”ew :’a‘mssw e( o Mechanisms exist to conduct a Data Protection Impact Assessment
¢ processing is performed in accordance with the data protection impact Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
3.4.67(5) protectionimpact  |assessment. Functional |Intersects With RSK-10 8
o Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
remediate reasonably-expected risks.
See FDE for details.
c tion with th N
3.4.68 ooperation with the Functional © N/A N/A N/A 0
Federal Commissioner Relationship
N/A
P Itation of th N
3.4.69 ior ansutation o1 the Functional © N/A N/A N/A )
Federal Commissioner Relationship
The controller shall consult the supervisory authority prior to processing
which will form part of a new filing system if
P Itation of th N
sa8(1) rior Gonsultation ofthe | The Federal Gommissioner may draw up a st of the processing R o WA WA WA 0
Federal Commissioner | operations which are subject to prior consultation pursuant to the first Relationship
‘sentence.
a data protection impact assessment pursuant to Section 67 indicates
Prior consultation of the |11t the Processing would resuit in a substantial risk to the legally 3

3.4.69(1)1 protected interests of data subjects in the absence of measures taken by | Functional e N/A N/A N/A )
Federal Commissioner Relationship
the controller to mitigate the risk; or
the type of processing, in particular, where using new technologies,
Prior consultation of the No
3.4.60(1)2 on ¢ or involves a ial risk to the legally Functional N/A N/A N/A )
Federal Commissioner Relationship
protected interests of data subiects.
orior comauttation of the | ™ the case of subsection 1, the Federal Commissioner shall be presented o
3.4.69(2) o with Functional N/A N/A N/A )
Federal Commissioner Relationship
On request, the Federal C shall be given any other
the data protection impact assessment carried out pursuant to Section 67;
Prior consultation of the No
3.4.69(2)1 Functional N/A N/A N/A
2 Federal Commissioner unetional | pelationship ©
where applicable, information on the respective responsibilities of the
Prior consultation of the N
4022 controller, joint and involved in the Functionat No WA WA WA o
Federal Commissioner Relationship
information on the purposes and means of the envisaged processing;
Prior consultation of the N
3.4.69(2)3 Functional o N/A N/A N/A 0
Federal Commissioner Relationship
information on the measures and safeguards intended to protect the
Prior consultation of the N
a0 legally protected interests of the data subjects; and Functionat No WA WA WA o
Federal Commissioner Relationship
the name and contat details of the data protection officer.
Prior consultation of the N
3.4.69(2)5 Functional o N/A N/A N/A 0
Federal Commissioner Relationship
If the Federal Commissioner believes that the planned processing would
Prior consultation of the N
2493 violate the law, in partcular because the controllr has not suffciently Functionat No WA WA WA o
Federal Commissioner |identified the risk or has not taken sufficient measures to mitigate the risk, Relationship
he or she may provide. within a period of up to six weeks of receipt of the
If the envisaged processing has substantial significance for the controller’s
Prior consultation of the | performance of tasks and is therefore especially urgent, the controller ma ) No
3.4.69(4) bl pecialy ure Y| Functional ) NA NA NA 0
Federal C: initiate afterthe has started but before the period Relationship
referred o in 3. first sentence, has expired. In this case. the
Records of processin ) No
3470 P € Functional ) N/A N/A NA 0
activities Relationship
The controller shall keep a record of all categories of processing activities Mechanisms exist to document Personal Data (PD) processing
Records of pr n Documenting Dat: tivities that covers collection, e ng, pr ing, storage,
sa700) ocords of processing |under it responsibility. This record shall contain ll of the following Functional | intersects | D°cumenting Data pRi1g  |2ctvities that covers collection, receiving, processing; storage, s
activities information: Processing Activities transmission, sharing, updating and/or disposal actions with sufficient
detail to ith applicable statutory, regulatory
R I f pre Ny the name anc ntact details of the ntrolle nd, wher i le, of Do imenting Dat: Mechanism: ist iment P nal Data (PD) pr Ny
2470001 ocords of processing | the nam and contact detals of the controller and, where applicable, o Functional | intersects witn| _DocUmenting Data pRia | Mechanisms oxist to document Personal Data (PD) processing R
activities the ioint controller: and the name and contact details of the data Processing Activities activities that covers collection, receiving. storage,
Records of processing | the purposes of the processing; Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(1)2 P’ J pure P’ & Functional | Intersects With 8 PRI-14 (PD)p ¢ 5
activities Processing Activities activities that covers collection, receiving. storage,
the categories of recipients to whom the personal data have been or are to Mechanisms exist to document Personal Data (PD) processing
be disclosed; activities that covers collection, receiving, processing, storage,
Records of processing Documenting Data o ! " 3
3.4.70(1)3 ’ Functional | Intersects With onting Bat PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 3
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and
 description of the categories of data subjects and of the categories of Mechanisms exist to document Personal Data (PD) processing
Records of processin nal data; Documenting Data activities that covers collection, receiving, processing, storage,
3.4.70(1)4 P’ € |personal data Functional | Intersects With 8 PRI-14 ! s P s g 5
activities Processing Activities transmission, sharing, updating and/or disposal actions with sufficient
detail to ith licable statutory. regulatory
where applicable, the use of profiling; - Mechanisms exist to document Personal Data (PD) processin
Records of processing PP profiling; Documenting Data (PD)p ¢
3.4.70(1)5 Functional | Intersects With PRI-14 |activities that covers collection, receiving, processing, storage, 3
activities Processing Activities ! " 3
sharing. updating and/or disposal actions with sufficient
where applicable, the categories of transfers of personal data to bodies in
PP . P! Mechanisms exist to document Personal Data (PD) processing
athird country or to an international organization; . N "
. activities that covers collection, receiving, processing, storage,
Records of processing Documenting Data
3.4.70(1)6 Functional | Intersects With PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 3
activities Processing Activities

detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
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Rationale Relationship
Records of processing | information about the legal basis for the processing; Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(1)7 P’ J & P g Functional | Intersects With 8 PRI-14 (PD)p ¢
activities Processing Activities activities that covers collection, receiving. storage.
Records of processing | the envisaged time limits for the erasure or for a review of the need to store Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(1)8 it € Vo Functional | Intersects With enting Dat PRI-14 e ’ . (PD)p ® 5
activities the various categories of personal data: and Processing Activities activities that covers collection, receiving. storage,
Records of processing | a general description of the technical and organizational securi Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(1)9 P’ g |2 P! & Y Functional | Intersects With 8 PRI-14 (PD)p ¢ 3
activities measures referred to in Section 64. Processing Activities activities that covers collection, receiving. storage,
Records of processing | The processor shall maintain a record of all categories of processiny Personal Data (PD) exist to define and data handling and
3.4.7002) it € 8 ' & P ® Functional | Intersects With @0l pRios.7 e 5
activities activities carried out on behalf of a controller. containing Categorie for specific categories of sensitive Personal
Records of processing | the name and contact details of the processor, of each controller on behalf Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(2)1 P’ J P! Functional | Intersects With 8 PRI-14 (PD)p ¢ 5
activities of which the processor is acting and, where the data protection Processing Activities activities that covers collection. receiving. storage.
where applicable, transfers of personal data to bodies in a third country or
toani i including the of that third
country or international organization; and
Mechanisms exist to document Personal Data (PD) processing
Aecordsof o g ot activities that covers collection, receiving, processing, storage,
ecords of processin ocumenting Data
3.4.70(2)2 T ocassing Functional [ Intersects With| 2% 8 D48 | pRI-14 transmission, sharing, updating and/or disposal actions vith suffiient 5
e detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
a general desoription of the technical and organizational security
measures according to Section 64. Mechanisms exist to document Personal Data (PD) processing
. activities that covers collection, receiving, processing, storage,
Records of processin Documenting Data
3.4.70(2)3 P e Functional | Intersects With 8 PRI-14  transmission, sharing, updating and/or disposal actions with sufficient 5
activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
Records of processing | Controllers and processors shall make these records available to the Documenting Data Mechanisms exist to document Personal Data (PD) processin
3.4.70(4) P! J P! Functional | Intersects With 8 Dat PRI-14 ! © ° (PD) p g 5
activities Federal C on request. Processing Activities activities that covers collection. receiving. storage.
N/A
Data protection by design No
3471 Funotional N/A N/A N/A 0
and by default Relationship
The controller, both at the time the means of processing are determined Mechanisms exist to limit the collection, receiving, processing, storage,
and at the time of the processing tself, shall take appropriate measures to transmission, sharing, updating and/or disposal of Personal Data (PD)
Data protection by design P! 2 pprop Reasonable Data Privacy g, updating P! (PD)
3.471(1) oy ottt | mplement data protecion principles, such as data minimization, inan Functional | Subset Of o PRI01.11 to consumer for whatis necessary 10
effective manner, to ensure compliance with legal requirements and to and proportionate.
brotect the rights of data subiects. In doing so. the controller shall take into
The controller shall i technical and i Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by design| T°ASUreS t0 ensure that, by defaul, oy personal data which are Security of Personal Data and physical security safeguards that re suffcient and appropriately
3.4712) oo " |nacessary for sach specific purpose of the processing are processed. That | Functional | Subset Of o) PRI-01.6  [scoped to protect the confidentiality and integrity of the PD. 10
4 applies to the amount of data collected, the extent of their processing, the
period of their storage and their In particular. the measures
When processing personal data, the controller shall, as far as possible, Mechanisms exist to define and implement data handling and
Distinction between | make a clear distinction between different categories of data subjects. This personal Data (°D) i for specific categories of sensitive Personal
3472 different categories of |applies in particular to the following categories: Functional | Intersects With Categorios PRI-05.7 |Data (PD). 5
data subjects
persons with regard to whom there are serious grounds for believing that exist to define and data handling and
Distinction between | they have committed a oriminal offence; Persanal Data (°D) protestion requirements for specific categories of sensitive Personal
3.4.72.1 different categories of Functional | Intersects With PRI05.7 [Data (PD). 5
* Categories
data subjects
persons with regard to whom there are serious grounds for believing that Mechanisms exis to define and implement data handling and
Distinction between | they are about to commit a criminal offence; personal Data (°D) protection requirements for specific categories of sensitive Personal
34722 different categories of Functional | Intersects With ) PRI-05.7 |Data (PD). 5
Categories
data subjects
persons convicted of a criminal offence; exist to define and data handling and
Distinction between i
i v Persanal Data (°D) protection requirements for specific categories of sensitive Personal
34723 different categories of Functional | Intersects With PRI05.7 [Data (PD). 5
! Categories
data subjects
Victims of a criminal offence or persons with regard to whom certain facts
Distinction between | indicate that they could be the victim of a criminal offence; and personal Data (°D) Mechanisms exist to define and implement data handling and
34724 different categories of Functional | Intersects With Cavegoris PRI-05.7 | protection requirements for specific categories of sensitive Personal 5
data subjects Data (PD).
other persons, such as witnesses, persons who can provide information, or
Distinction between | contacts or associates of the persons referred toin nos. 1to 4. Persanal Data (°D) exist to define and data handling and
34725 different categories of Functional | Intersects With o PRI-05.7 | protection requirements for specific categories of sensitive Personal 5
data subjects & Data (PD).
In processing, the controller shall distinguish, as far as possible, personal
Distinction between facts | data based on facts from personal data based on personal assessments. personal Data (°D) Mechanisms exist to define and implement data handling and
3473 and personal To this end, the controller shall identify evaluations based on personal Functional | Intersects With Cotogrics PRI-05.7 | protection requirements for specific categories of sensitive Personal 5
assessments assessments as such, as far as possible and reasonable in the context of Data (PD).
the in question. It must also be possible to determine which
N/A
Procedures for data N
3474 Functional e N/A N/A N/A 0
transfers Relationship
The controller shall take appropriate measures to ensure that personal ) ) )
Mechanisms exist to limit the collection, receiving, processing, storage,
data which are inaccurate or no longer up to date are not transmitted or e
Procedures for data Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.4.74(1) otherwise made available. To that end, the controller shall, as far as Functional | Intersects With PRI01.11 ! ‘ 5
transfers " ! Practices to consumer for what s necessary
possible with reasonable effort, verify the quality of the data before they
and proportionate.
are or made available. The controller shall also. as far as
The controller shall tak at t that U )
Jeievintnssiisiutissn sttt Mechanisms exist to ensure the accuracy and relevance of Personal
which are i re not transmi
Procedures for data u 'gerup Personal Data (PD) Data (PD) throughout the information lifecycle by:
3.4.741) otherwise made available. To that end, the controller shall, as far as Functional | Intersects With PRI-05.2 ’ 5
transfers Accuracy & Integrity (1) Keeping PD up-to-date; and
possible with reasonable effort, verify the quality of the data before they h
! ‘ (2) Remediating identified inaccuracies, as necessary.
are or made available. The controller shall also, as far as
If the ing of personal dat: t e L conditions, in . " "
© processing of personal data is subject to special conditions, Mechanisms exist to limit the collection, receiving, processing, storage,
of data the body shall inform the recipient of :
for data Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.4.74(2) these conditions and the requirement to respect them. The obligation of Functional | Intersects With ° PRI01.11 ! 5
transfers 5 Practices ding to consumer for what is necessary
providing information may be met by marking the data accordingly.
and proportionate.
If the processing of personal data is subject to special conditions, in exist to craft and todata
for cata of data the body shallinform the recipient of Data Subject subjects in a manner that is concise, unambiguous and
3.4.74(2) these conditions and the requirement to respect them. The obligation of Functional | Intersects With PRI-17  [understandable by a reasonable person. 5
transfers N Communications
providing information may be met by marking the data accordingly.
Procedures for data The transmitting body shall not apply conditions to recipients in other N No
3.474(3) B o il o Functional ) N/A N/A NA 0
transfers Member States of the European Union or to agencies. offices and bodies
Rectification and erasure o
3475 of personal data and Functional N/A N/A N/A 0

restriction of processing

Relationship
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Rationale Relationship
The controller shall rectify inaccurate personal data.
Mechanisms exist to maintain a process for:
Rectification and erasure (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Correcting Inaccurate
3.4.75(1) of personal data and Functional | Intersects with |~ 7e2 8 o0 PRI-06.1 |the organization corrected or amended; and 8
restriction of processing (2)Di i or of PD to other authorized
users of the PD.
Rectification and erasure | The controller shall erase personal data without delay if their processing is porsonal Data (°D) Mechanisms exist to:
3.4.75(2) of personal data and | unlawful, they must be erased to comply with a legal obligation, or Functional | IntersectsWith| %01 8 0 ] PRI0S | (1) Retain Personal Data (PD), including metadata, for an organization- 5
restriction of ing | knowledge of the data is no longer necessar for the controller to perform P defined time period to fulill the purposels) identified in the notice or as
Rectification and erasure | Section 58 (3) to (5) shall apply accordingly. The recipient shall also be Communicating Mechanisms exist to notify data subjects of processing changes
3.4.75(3) of personal dataand | informed ifinaccurate personal data have been transmitted, or if personal | Functional [ InterseotsWith| """ """ || PRI-03.11  |affecting their Personal Data (PD), including: 8
restriction of ing |data have been unlawfull g Chang (1) Erasure of PD:
Rectification and Section 58 (3) to (5) shall apply dingly. The recipient shall also bi
ectification and erasure | Section 58 (3) o (5) shall apply accordingly. The recipient shall also be Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
3.4.75(3) of personal data and  |informed if inaccurate personal data have been transmitted, or if personal | Functional |Intersects With PRI-06.2 8
per ‘ Processing Change (PD) has been corrected, amended or deleted.
restriction of data have been unlawull
Rectification and erasure | Without prejudice to any time limits for storing or erasing data defined in porsanal Data (°D) Mechanisms exist to:
3.4.75(4) of personal data and | law, the controller shall provide for appropriate time limits for the erasure | Functional [ Interseots With| o921 8 7' | PRI-05 |(1) Retain Personal Data (PD), including metadata, for an organization- 8
restriction of ing | of personal data or for a beriodic review of the need for the storage of P defined time period to fulill the purpose(s) identified in the notice or as
N/A o
3.4.76 Logging Functional N/A N/A N/A 0
Relationship
Controllers and processors shall provide for logs to be kept for at least the Documenting Data Mechanisms exist to document Personal Data (PD) processing
3.4.76(1) Logging following in systems: Functional | Intersects With PRI-14  |activities that covers collection, receiving, processing, storage, 5
Processing Activities 5
sharing. updating and/or disposal actions with sufficient
collection,
Mechanisms exist to document Personal Data (PD) processing
activities that covers collection, receiving, processing, storage,
Documenting Data
3.4.76(1)1 Logging Functional | Intersects With| 2o on I8 48 PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
e detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
2476002 Logging alteration, Functionat | intersactswitn| _Decumenting Data rina | Mechanisms exist to document Personal Data (PD) processing R
Processing Activities activities that covers collection, receiving, storage,
consultation,
Mechanisms exist to document Personal Data (PD) processing
! activities that covers collection, receiving, processing, storage,
Documenting Data
3.4.76(1)3 Logging Functional | Intersects With PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5
Processing Activities > © .
detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
disclosure including transfers,
Mechanisms exist to document Personal Data (PD) processing
activities that covers collection, receiving, processing, storage,
X Documenting Data o A .
3.4.76(1)4 Logging Functional | Intersects With enting Dat PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory
and contractual requirements.
combination, and Mechanisms exist to document Personal Data (PD) processing
3.4.76(1)5 Logging Functional | Intersects With Documgn‘lng ‘Da‘&a PRI-14 acllvm?s (‘hal covers collection, receiving, pmcess\rﬁg, smfage, ) 5
Processing Activities transmission, sharing, updating and/or disposal actions with sufficient
detail to ith licable statutory, regulatory
erasure. Mechanisms exist to document Personal Data (PD) processing
3.4.76(1)6 Logging Functional | Intersects With Documgn‘lng ‘Da‘&a PRI-14 acllvm?s (‘hal covers collection, receiving, pmcess\rﬁg, smfage, ) 5
Processing Activities transmission, sharing, updating and/or disposal actions with sufficient
detail to ith licable statutory, regulatory
The logs of consultation and disclosure must make it possible to ascertain Mechanisms exist to document Personal Data (PD) processing
the justification, date and time of such operations and, as far as possible, bocumenting Data activities that covers collection, receiving, processing, storage,
3.4.76(2) Logging the identity of the person who consulted or disclosed personal data, and | Functional |Intersects With pmcesszngAcgwres PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 8
i
the identity of the recipients of the data. detail to demonstrate conformity with applicable statutory, regulatory
and i
The logs may be used only by the data protection officer, the Federal Mechanisms exist to document Personal Data (PD) processing
4760) Logging Commissioner or the data subject to verlfy the lawfulness of the Functional | intersects witn|  Documenting Data pRi1g  |2ctiviies that covers collecion, receiing, processing, storage, R
processing; and for self-monitoring, ensuring the integrity and security of Processing Activities transmission, sharing, updating and/or disposal actions with sufficient
the personal data. and for criminal i detail to ith applicable statutory. regulatory
The log data shall be erased at the end of the year following the year in Mechanisms exist to document Personal Data (PD) processing
which they were generated. ! activities that covers collection, receiving, processing, storage,
Documenting Data !
3.4.76(4) Logging Functional | Intersects With PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5
Processing Activities > .
detail to demonstrate conformity with applicable statutory, regulatory
and
The controller and the processor shall make the logs available to the
Federal Commissioner on request.
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
3.4.76(5) Logging Functional | Intersects With cPLO1 8
Contractual Compliance relevant statutory, regulatory and contractual controls.
The controller shall ensure that it is able to receive confidential reports of
Confidential reporting of |V10@1ons of data protection law which have oceurred in its area of Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
3.4.77 responsibility. Functional | Intersects With cpLO1 5
violations Contractual Compliance relevant statutory, regulatory and contractual controls.
Transfers of data to third | N/A
it d t N
35 countries and (o Functional e N/A N/A N/A o
international Relationship
N/A
. No
35.78 General Requirements Functional ) N/A N/A N/A )
Relationship
If all oth iti L le te ta ti e t, the ti e f Bi ite Rule Mech: ist It it Bi te Rule
25.7801) eneral Requirements | 21Lether conditions applicable to data transfers are met, the transterof | o | TBinding Gorporate Rutes [ o [Mechanisms exist to implement and manage Binding Corporate Rules R
bersonal data to bodies in third countries or to (BCR) (BOR) (e.£.. data sharin to legally-bind all parties engaged
lh;a bo‘;ytor ‘":r"la”o::l Org:"'wl'u" is responsible for the purposes Mechanisms exist to implement and manage Binding Corporate Rules
referred to in n 45, an
eferredtoin Section 45, a Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.5.78(1)1 General Requirements Functional Intersects With PRI-01.5 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the E h te 1t t
@ European Gommission has adopted an adequacy decision pursuant to Mechanisms exist to implement and manage Binding Corporate Rules
Article 36 (3) of Directive (EU) 2016/680. Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.5.78(1)2 General Requirements Functional | Intersects With PRI-01.5 ) (0.8., data sharing ag ga e 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
No transfer of {data shall b itted, despite an ad:
o transferof persona data shatt be permitted, despite an adequacy Mechanisms exist to implement and manage Binding Corporate Rules
decision as referred to in subsection 1 no. 2 and the public interest in the . : . :
" ; ! Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.5.78(2) General Requirements | data transfer to be taken into account, ifin the individual case it cannot be |  Functional | Intersects With PRI-01.5 5

ensured that the data will be handled appropriately in terms of data
protection law and in human rights in the

(BCR)

in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
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Rationale Relationship
If personal data which have been transmitted or made available from
Mechanisms exist to implement and manage Binding Corporate Rules
another European Union Member State are to be transferred pursuant to - A } :
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.5.78(3) General 1,the body of the other Member State must provide |  Functional | Intersects With PRI-01.5 5
(BCR) in a joint economic activity that contractually states enforceable rights
prior authorization of the transfer. Transfers without the prior authorization oo :
° ! on data subjects with regard to the processing of their personal data.
shall be permitted only if the transfer is necessary to prevent an immediate
The controller data pursuant to sut ! shall take Mechanisms exist to implement and manage Binding Corporate Rules
appropriate measures to ensure that the recipient will transfer the data
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
3.5.78(4) General Requirements | onward to other third countries or other international organizations only Functional | Intersects With PRI-01.5 i sharin ¢ 5
¢ ! (BCR) in a joint economic activity that contractually states enforceable rights
with the prior of th ller. When deciding whether to
on data subjects with regard to the processing of their personal data.
authorize the transfer. the controller shall take into account all relevant
Data transfers with No
35.79 Functional N/A N/A N/A )
appropriate safeguards Relationship
In the absence of  decision pursuant to Artcle 36 (3 of Directive (EV) Mechanisms exist to Implament and manage Binding Corporate Rules
2016/680, transfers which meet the remaining requirements of Section 78
Data transfers with Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
3.5.79(1) ) shallbe permitted also if Functional | Intersects With PRI-01.5 R sharin ¢ 5
appropriate safeguards (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
appropriate safeguards with regard to the protection of personal data are Mechanisms exist to implement and manage Binding Corporate Rules
Date transfers with | Provided for in a legally binding instrument; or Binding Corporate Rules (BOR) (o, data sharing agreemen) to legally-bind all parties engaged
3.5.79(1)1 Functional | Intersects With PRI-01.5 |in a joint economic activity that contractually states enforceable rights 8
appropriate safeguards (BCR)
on data subjects with regard to the processing of their personal data.
the controller has assessed all the circumstances surrounding the transfer Mechanisms exist to disclose Personal Data (PD) to third-parties only
Data transfers with |1 concludes that appropriate safeguards existfor the protection of Information Sharing With for the purposes identified in the data privacy notice and with the
3.5.79(1)2 ) personal data. Functional | Intersects With ! PRI-07  [implicit or explicit consent of the data subject. 5
appropriate safeguards Third Parties
The controller shall document transfers pursuant to subsection 1 no. 2. Mechanisms exist to document Personal Data (PD) processing
The documentation shall include the date and time of the transfer, the : activities that covers collection, receiving, processing, storage,
Data transfers with Documenting Data )
3.5.79(2) identity of the recipient, the reason for the transfer and the personal data | Functional | Intersects With PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
appropriate safeguards Processing Activities
transferred. It shall be provided to the Federal Commissioner on request. detail to demonstrate conformity with applicable statutory, regulatory
and i
The controller shall document transfers pursuant to subsection 1 no. 2. Mechanisms exist to provide data subjects with an accounting of
Data transfers with ' Accounting of ' )
3.5.79(2) ) The documentation shall include the date and time of the transfer, the Functional | Intersects With PRI-14.1 |disclosures of their Personal Data (PD) controlled by: 5
appropriate safeguards Disclosures
identity of the recipient. the reason for the transfer and the personal data () Th and/or
Data tansterswith | 1€ controller shallfile  report to the Federal Commissioner at least once Security, Compliance & Mechanisms exist to submit status reporting of the organization's
3.5.79(3) e g |2 vear covering transfers conducted on the basis of an assessment Functional |Intersects With|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 5
Pprop 8 pursuant to 1 no. 2. In this report, the controller may categorize Reporting and/or regulatory as reauired.
N/A
Data ti f ithout N
35.80 ata fransters withou Functional © N/A N/A N/A )
appropriate safeguards Relationship
Data transfers without | Ifin derogation from Section 78 (1) no. 2, no decision pursuant to Article 36 Reasonable Data Privacy Mechanisms exist to limit the collection, receiving, processing, storage,
3.5.80(1 Functional | Intersects With PRI-01.11 5
" i (3) of Directive (EU) 2016/680 o as referred to in unctional | Intersects Wi Practices sharing. updating and/or disposal of Personal Data (PD)
to protect the vital interests of a natural person; Mechanisms exist to limit the collection, receiving, processing, storage,
Date transfers without Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.5.80(1)1 Functional | Intersects With PRI-01.11 ding to consumer for whatis necessary 5
appropriate safeguards Practices
and proportionate.
to safeguard legitimate interests of the data subject; Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of P ( Data (PD
Data transfers without Reasonable Data Privacy ransmission, sharing, updating and/or disposal of Personal Data (PD)
3.5.80(1)2 ? Functional | Intersects With ° PRI-01.11 to consumer for whatis necessary 5
appropriate safeguards Practices °
and proportionate.
to prevent an immediate and serious threat to the public security of a Mechanisms exist to limit the collection, receiving, processing, storage,
Date transfers without |4 Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.5.80(1)3 Functional | Intersects With PRI-01.11 ding to consumer for whatis necessary 5
appropriate safeguards Practices
and proportionate.
inindividual cases for the purposes referred to in Section 45; or Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
ing to consumer for what is necessary
and proportionate.
Data transfers without R ble Data P
3.5.80(1)4 ata transfers withou! Functional | Intersects With| oo om0 e Dat@PIVSY ] ooy 09,19 5
appropriate safeguards Practices
in an individual case for the establishment, exercise or defence of legal Mechanisms exist to limit the collection, receiving, processing, storage,
claims relating to the purposes referred to in Section 45. transmission, sharing, updating and/or disposal of Personal Data (PD)
ing to consumer for what is necessary
and proportionate.
Data transfers without R ble Data P
3.5.80(1)5 ata transfers withou! Functional | Intersects With| oo om0\ Dat@PIVSY ] ooy 09,19 5
appropriate safeguards Practices
The controller shall not transfer data pursuant to subsection 1 if the Mechanisms exist to limit the collection, receiving, processing, storage,
fundamental rights of the data subject override the public interest in the transmission, sharing, updating and/or disposal of Personal Data (PD)
transfer. ing to consumer for what is necessary
and proportionate.
Data transfers without Reasonable Data Privacy
3.5.80(2) Functional Intersects With PRI-01.11 5
appropriate safeguards Practices
Data ti fe ithout ti 79 (2) shall 1) ly to t fe 1t te ti Re¢ le Data P Mech: ist to limit the llection, ivil t 3
35.803) ata ravns fers without | Section 79 (2) shall apply accordingly to transfers pursuant to subsection Functional | Intersects With easonable ‘a a Privacy | oo 011 ecl arjlsms exist to limit the collection, receiving, processing, storage, 5
Practices sharing. updating and/or disposal of Personal Data (PD)
N/A
Other data transfers to No
35.81 recipients in third Functional - N/A N/A N/A 0
. Relationship
countries
In special individual cases and if all other requirements for data transfers Mechanisms exist to disclose Personal Data (PD) to third-parties only
Other data transfers to |t third countries are met, controllers may transfer personal data directly formation Sharing With for the purposes identified in the data privacy notice and with the
3.5.81(1) recipientsinthird |[to recipients in third countries not referred to in Section 78 (1) no. 1ifthe | Functional | Intersects With e PRI-07  implicit or explicit consent of the data subject 5
countries transfer s strictly necessary for the performance of their tasks and
Other data transfers to_|in the specific case no fundamental rights of the data subject override the, I formation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
3.5.81(1)1 recipientsinthird  |public interest in the transfer; Functional | Intersects With o esg PRI-07 |forthe purposes identified in the data privacy notice and with the 5
ird Parti
countries implicit or explicit consent of the data subiect.
transfer to the bodies referred to in Section 78 (1) no. 1 would be ineffective Mechanisms exist to disclose Personal Data (PD) to third-parties only
Other data transfers to | or inappropriate, in particular because the transfer cannot be carried out in Information Sharing With for the purposes identified in the data privacy notice and with the
3581(1)2 recipientsinthird | time; and Functional | Intersects With o b PRI-07  [implicit or explicit consent of the data subject. 5
countries
the controller informs the recipient of the purposes of processing and Mechanisms exist to disclose Personal Data (PD) to third-parties only
Other data transfers to [instructs the recipient that the transferred data may be processed only to Information Sharing With for the purposes identified in the data privacy notice and with the
35.81(1)3 recipientsinthird | the extent necessary for these purposes. Functional | Intersects With PRI-07  [implicit or explicit consent of the data subject. 5

countries

Third Parties

Secure Controls Framework (SCF)

230f25



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) Focal Docume:
Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI
STRM Gui : com/start-hi heory pping: Published STRM UR

Germany - Federal Data Protection Act (201

ps: bdsg.pdf

fdpa-2017.pdf

SCF Control SCF# Secure Controls Framework (SCF) Control Desci

FDE # FDE Name Focal Document Element (FDE) Description

Relationship
In the case of subsection 1, the controller shall inform the bodies referred Mechanisms exist to disclose Personal Data (PD) to third-parties only
Other data transfers to [toin Section 78 (1) no. 1 of the transfer without delay, unless this is Information Sharing With for the purposes identified in the data privacy notice and with the
3.5.81(2) recipientsinthird | ineffective or inappropriate. Functional | Intersects With o b PRI-07  [implicit or explicit consent of the data subject. 5
countries
Other data transfers to_|Section 78 (2) and (3) shall apply accordingly to transfers pursuant to Information Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties on
3.5.81(3) T data transfer ! (2)and(3) Pply accordinglytotransters pursu Functional | Intersects With| " ' ring Wi PRI-07 tsms exist fo cisclose Fer Pata (PD) to third-parties only 5
recipients in third 1. Third Parties for the purposes identified in the data privacy notice and with the
Inthe case of transfers pursuant to subsection 1, the transmitting Mechanisms exist to disclose Personal Data (PD) to third-parties only
Other data transfers to | controller shall obligate the recipient to process the transferred personal Information Sharing With for the purposes identified in the data privacy notice and with the
3.5.81(4) recipientsinthird | data without the controller's consent only for the purpose for whichthey | Functional | Intersects With e o PRI-07  [implicit or explicit consent of the data subject. 5
countries were transferred.
Othor data tansters Ag:eements in (thefvelid:fjudvclal co:peza;\or\ in criminal matters and .
3.5.81(5) recipientsinthird | PO"C© co0Peration shallremain unaffected. Functional N/A N/A N/A 0
! Relationship
countries
N/A
Cooperati No
36 coperation among Functional N/A N/A N/A 0
supenvisory authorities Relationship
See FDE for details.
No
3.6.82 Mutual assistance Funotional N/A N/A N/A 0
Relationship
N/A
No
37 Liability and penalties Funotional N/A N/A N/A 0
Relationship
N/A
No
3.7.83 Compensation Funotional N/A N/A N/A 0
Relationship
If a controller has caused a data subject to suffer damage by processing
\ data in violation of this Act or other licable to thi No
3.7.83(1) Compensation personal data in viofation of this Act or other law applicable to this Functional N/A N/A N/A 0
processing, the controller or its legal entity shall be obligated to provide Relationship
tothe data subiect. This obligation to provide
The data subject may request appropriate financial compensation for non- Mechanisms exist to limit the collection, receiving, processing, storage,
s 7850) Compensation | meterial damage. Functional | interseots with | Reasonable Data Privacy | L o ransrmission, sharing, updating andor disposal of Persanal Data (PD) .
Practices to consumer for what is necessary
and i
If, in the case of automated processing of personal data, t s not possible rensonante Data Provac Mechanisms exist to limit the collection, receiving, processing, storage,
3.7.83(3) Compensation  [to determine which of several controllers caused the damag, each Functional | Intersects With oo e P8 | pRI01.11 | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
controller or its legal entity shall be liable. to consumer for what is necessary
Section 254 of the Civil Code shall apply to contributory negligence on the Mechanisms exist to limit the collection, receiving, processing, storage,
) part of the data subject. Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.7.83(4) Compensation Functional |Intersects With o PRI-01.11 to consumer for whatis necessary 5
and proportionate.
The limitation provisions stipulated for tortious acts in the Civil Code shall ) Mechanisms exist to limit the collection, receiving, processing, storage,
) Reasonable Data Privacy
3.7.83(5) c apply ith regard to statutory limitation. Functional | Intersects With PN PRI-01.11 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
ding to consumer for what is necessarv

See FDE for details.
No

3.7.84 Penal provisions Functional e N/A N/A N/A 0
Relationship

Special provisions for | N/A 3
4 processing in the context Functional | i N/A N/A N/A [
of activities outside the

Processing of personal | N/A 3

4.85 data in the context of Functional e N/A N/A N/A [
Relationship

activities outside the

Processing of personal | The transfer of personal data to a third country, to supranational or -

4.85(1) data in the context of bodies or to i inthe contextof | - Functional | o cl L N/A N/A N/A 0
activities outside the _|activities outside the scope of Regulation (EU) 2016/679 and Directive (EU)

Processing of personal | Section 16 (4) shall not apply to processing in the context of activities

48502) datain the contextof | outside the scope of Regulation (EU) 2016/679 and Directive (EU) 2016/680| ¢ oy No o o 0 o
activities outside the | by workplaces within the remit of the Federal Ministry of Defence if the Relationship
scope of Regulation (EU) | Federal Ministry of Defence in the individual case that meeting
Processing of personal | Processing by public bodies of the Federation in the context of activities
data in the context of N
4850) ata inthe context of | outside the scope of Regulation (EU) 2016/679 and Directive (EV) 2016/680| o ooy No o o 0 o
activities outside the | shall not be subject to the obligation to provide information in accordance Relationship

scope of Regulation (EU) |with Article 13 (1) and (2) of Regulation (EU) 2016/679
Processing of personal|in the cases referred to in Section 32 (1) nos. 1o 3, or -

4.85(3)1 data in the context of Functional e N/A N/A N/A 0
Relationship

activities outside the

P Processing of personal | if meeting this obligation would disclose information which by law orby ts | No A A A o
data in the context of nature must be kept secret. in particular because of legitimate interests of
P t U [NA N
486 rocessing of personal Functional e N/A N/A N/A 0
data for purposes of
o) Processing of personal_|To prepare and conduct government procedures for awards and honours, | o No A A A o
data for purposes of _|both the bodies and other public and private bodies may
a6 Processing ofpersonal_ If processing i condusted solel forthe purposes listed n subsection 1, | No A A A B
data for purposes of _|first sentence, Articles 13 to 16, 19 and 21 of Regulation (EU) 2016/679
When processing special categories of personal data as referred to in
Processing of personal [ Article 8 (1) of Regulation (EU) 2016/679, the controller shall take
263 data for purposes of |appropriate and specific measures to safeguard the rights of the data Functional No WA WA A o
government awards and |subject in acoordance with Section 22 (2). Relationship

honours
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