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Security, Compliance & Mechanisms exist to facilitate the implementation of security,
org.1 Security Policy 1S0 27002:2022 5.1 Information security policies Functional Subset Of Resilience Program GOV-01 and resilience controls. 10

Mechanisms exist to establish, maintain and disseminate policies,
Publishing Security, standards and procedures necessary for secure, compliant and
"
org.1 Security Policy 1S0 27002:2022 5.1 Information security policies Functional | Intersects With | Compliance & Resilience | GOV-02 dar procedur ¥ for secure, compli 5
Dosumentation resilient capabilities.

Mechanisms exist to review the Security, Compliance & Resilience
Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
i
org1 Security Policy 1SO 27002:2022 5.1 Information security policies Functional | Intersects With| of Security, Compliance | GOV-03 sram ( , including policies, 3 procedures, 5
planned intervals or if significant changes occur to ensure their
&Resilience Program
uitabilitv. adeauacv and
Mechanisms exist to faclitate the implementation and operation of
data protection controls throughout the data lifecycle to ensure all
forms of Personal Data (PD) are processed lawfull, fairly and

org.1 Security Policy 1SO 27002:2022 5.1 Information security policies Functional | SubsetOf | Data Privacy Program PRI-01

Mechanisms exist to:

(1) Ensure that the public has access to information about
organizational data privacy activities and can communicate with its
Chief Privacy Officer (CPO) or similar role;

Dissemination of Data (2) Ensure that organizational data privacy practices are publicly
org.1 Security Policy 1SO 27002:2022 5.1 Information security policies Functional |Intersects With|  Privacy Program PRI-01.3 |available through organizational websites or document repositories; 5
Information (3) Utilize publicly facing email addresses and/or phone lines to enable
the public to provide feedback and/or direct questions to data privacy
office(s) regarding data privacy practices; and

(4) Inform data subjects when changes are made to the privacy notice
and the nature of such changes.

Security, Compliance & Mechanisms exist to facilitate the implementation of security,

org.2 Security regulations  [1SO 27002:2022 5.1 Information security policies Functional | Subset Of Resilience Program GOV-01 | compliance and resilience governance controls. 10

Mechanisms exist to establish, maintain and disseminate policies,

Publishing Security, e ; N

org.2 Security regulations  |1SO 27002:2022 5.1 Information security policies Functional | Intersects With | Compliance & Resilience | GOv-p2 | tandards and procedures necessary for secure, compliant an 5
Bometaon resilient capabilities.

Mechanisms exist to review the Security, Compliance & Resilience
Periodic Review & Update . SoRP). inotuding pot e e ot
org.2 Security regulations  |1SO 27002:2022 5.1 Information security policies Functional | Intersects With| of Security, Compliance | GOv-03 | 08™@™M , including policies, standards and procedures, & 5
planned intervals or if significant changes occur to ensure their

&Resilience Program

uitabilitv. adeauacv and
Mechanisms exist to facilitate the implementation and operation of
data protection controls throughout the data lifecycle to ensure all
forms of Personal Data (PD) are processed lawflly, fairly and

org.2 Security regulations  |1SO 27002:2022 5.1 Information security policies Functional | SubsetOf | Data Privacy Program PRI-01

Mechanisms exist to:

(1) Ensure that the public has access to information about
organizational data privacy activities and can communicate with its
Chief Privacy Officer (CPO) or similar role;

Dissemination of Data (2) Ensure that organizational data privacy practices are publicly
org.2 Security regulations  |1SO 27002:2022 5.1 Information security policies Functional |Intersects With|  Privacy Program PRI-01.3 |available through organizational websites or document repositories; 5
Information (3) Utilize publicly facing email addresses and/or phone lines to enable
the public to provide feedback and/or direct questions to data privacy
office(s) regarding data privacy practices; and

(4) Inform data subjects when changes are made to the privacy notice
and the nature of such changes.

Security, Compliance & Mechanisms exist to facilitate the implementation of security,

org.3 Security procedures | ISO 27002:2022 5.37 Documentation of operational procedures Functional | Subset Of Resilience Program GOV-01 | compliance and resilience governance controls. 10

Mechanisms exist to establish, maintain and disseminate policies,

Publishing Security, e ; P

org.3 Security procedures  |ISO 27002:2022 5.37 Documentation of operational procedures Functional | Intersects With | Compliance & Resilience| GOv-02 | E'l‘ a'[ Sa"b'i;uce lures necessary for secure, compliant ant 5
resilient capabilities.

Documentation

Mechanisms exist to review the Security, Compliance & Resilience
Periodic Review & Update " SORP). inotusing pot ancdundo an . .
nal procedures Functional | Intersects With | of Security, Compliance | GOv-03 |78 (SCRP), including policies, standards and procedures, a 5
" planned intervals o if significant changes occur to ensure their
&Resilience Program ’
suitability. adeauacy and
Mechanisms exist to facilitate the implementation of operational

org.3 Security procedures  [ISO 27002:2022 5.37 Documenta

n of opera

org.3 Security procedures  |ISO 27002:2022 5.37 Documentation of operational procedures Functional | Subset Of Operations Security 0Ps-01 © 10
security controls.
] Standerdizod Operating Mechanisms exist to dentify and docurment Standardized Operating
org3 Security procedures  |ISO 27002:2022 5.37 Documentation of operational procedures Functional Equal Procodures (SOP) OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 10
execution of day-to-day / assigned tasks.
Mechanisms exist to define supporting business processes and
i and service to ensure
Service Delivery appropriate planning, delivery and support of the organization's
org.3 Security procedures  |ISO 27002:2022 5.37 Documenta nal procedures Functional |Intersects With|  (Business Process OPS-03  [technology capabilities supporting business functions, workforce, 5
Support) and/or customers based on industry-recognized standards to achieve

the specific goals of the process area.

Mechanisms exist to assign one or more qualified individuals with the

Assigned Security, een
mission and resources to centrally-manage, coordinate, develop,

org.4 Authorisation process | IS0 27002:2022 5.2 Roles and responsibilities in information security Functional | Intersects With | Compliance & Resilience | - GOV-04 ! 5
) and maintain an enterprise-wide Security, C &
Responsibilities e
Resilience Program (SCRP).
Defined Roles & ist to defi les & ilities for all
org.4 Authorisation process | ISO 27002:2022 5.2 Roles and responsibilities in information security Functional | Intersects With efined Roles HRS-03 existto define roles oral 5
rotes With Soaciat Mechanisms exist to ensure that individuals accessing a system that
org4 Authorisation process | ISO 27002:2022 5.2 Roles and responsibilities in information security Functional |Intersects With P HRS-04.1 | stores, transmits or processes information requiring special protection 5

Protection Measures N . eri
satisfy defined personnel screening criteria.

Responsibe, Mechanisms exist to document and maintain a Responsible,
P § Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
. . . § i Accountable, Supportive, oo
org.4 Authorisation process |ISO 27002:2022 5.2 Roles and responsibilities in information security Functional | Intersects With [ 5 7 5 S ER | TPM-05.4 | similar to delineate for security, 5
(RASCI) Matrix compliance and resilience controls between internal stakeholders and
s External Service Providers (ESPs).
Mechanisms exist to control personnel security requirements including

Third-Party Personnel

org.4 Authorisation process | IS0 27002:2022 5.2 Roles and responsibilities in information security Functional | Intersects With ) TPM-06 5
Security security roles and for third-party providers.
op.pl1 Risk analysis IS0 27002:2022 6.1 Actions to address risks and opportunities Functional |Intersects With| Personnel Screening |  HRS-04 _Mecna"'sm:”e:r‘z“’ manage p::;::a seourity risk by screening 5
. - exist to ensure that indi accessing a system that
) _ ) Roles With Special b >
opplt Risk analysis 1SO 27002:2022 6.1 Actions to address risks and opportunities Functional [ Intersects Witn| "9 °° "8 P90% | HRS.04.1 | stores, transmits or processes information requiring special protection 5
satisfy organization-defined personnel screening criteria.
oot Somion Mechanisms exist to identify and assess the security of Technology
oppl2 Security architecture IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With Dependencios AST-01.1 | Assets, Applications and/or Services (TAAS) that support more than 5
one critical business function.
taraoor Mechanisms exis o identit and involve pertinent stakeholders of
op.pl.2 Security architecture  |1SO 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With Identification & AsT-01.2 | Critical Technology Assets, Applications, Services and/or Data (TAASD) 5
to support the ongoing secure management of those assets.
Involvement
exist to perform ies of Assets,
Applications, Services and/or Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
oppl2 Security architecture  |ISO 27002:2022 5.8 Inventory of information and other associated assets | Functional | Intersects With|  Asset Inventories AST-02  |(3)Is at the level of granularity deemed necessary for tracking and 5
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
Mechanisms exist to create and maintain a map of Technology Assets,
oppl2 Security architecture IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With|  Data Action Mapping | AST-02.8 | Applications and/or Services (TAAS) where sensitive and/or regulated 5
datais stored. itted or processed
Mechanisms exist to ensure asset ownership responsibilities are
op.pl.2 Security architecture |ISO 27002:2022 5. Inventory of information and other associated assets | Functional | Intersectswitn| ~ ASSet Ownership AsT.03  |2SSigned, tracked and managed at a team, individual, or responsible 5

Assignment organization level to establish a common understanding of
for asset tecti
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Accountabilit Mechanisms exist to include capturing the name, position and/or role
oppl2 Security architecture IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With o AST-03.1[of for assets as part 5
rmet of the technology asset inventory process.
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & m ?‘ant?n sAufflcwen( detail to assess the security of the network's
op.plL2 Security architecture |ISO 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With|  Data Flow Diagrams AsT-04 | Architecture: 5
(DFDS) (2) Reflect the current architecture of the network environment; and
(8) Document all sensitive and/or regulated data flows.
Mech; t to facilitate the e tati f dat: tecti
op.plL2 Security architecture IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Subset Of Data Protection DCH-01 | eenaisms exstiofactitate fhe mplementation of data protection 10
ata & Assot Mechanisms exist to ensure data and assets are categorized in
oppl2 Security architecture IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With i, DCH-02 |accordance with applicable statutory, regulatory and contractual 5
assification
Mechanisms exist to establish and maintain a current inventory of all
Inventory of Personal
op.pl.2 Security architecture  |1SO 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With| " oo Of Persona PRI-05.5 | echnology Assets, Applications and/or Services (TAAS) that collect, 5
Data (PD) receive, process, store, transmit, share, update and/or dispose
Personal Data (PD).
T Assets,
Security, Compliance & e {TAAE:)/ZUT ssets
op.pl.2 Security architecture | ISO 27002:2022 5.9 Inventory of information and other associated assets Functional | Intersects With | Resilience Requirements | PRM.o5 |/\PPucationsand/or Services Vi 5
(1) Defining technical security, compliance and resilience
Definition
and
rcaisition of naw Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
oppl3 o 1O 27002:2022 5.8 Information security in project management Functional | SubsetOf | Resilience Protection | PRM-01 |controls that provide a portfolio management approach to achieve 10
P Portfolio security. and resilience obiecti
Mechanisms exist to assess security, compliance and resilience
Acquisition of new Security, Compliance & trols as part of Assets, and/or Services
op.pL3 T romante 1SO 27002:2022 5.8 Information security in project management Functional |Intersects With| Resilience InProject | PRM-04 | (TAAS) project development to determine whether controls are 5
P Management correctly, operating as intended and producing the
desired outcome with respect to meeting
requisitionof Security, Compliance & Pt ex‘j/' “’S oo Assets,
op.pl.3 \CqUISITIoN OTNEW 55 57002:2022 5.8 Information security in project management Functional | Intersects With | Resilience Requirements | PRM-0s |/PPlications and/or Services (TAAS) by: 5
components ! (1) Defining technical security, compliance and resilience
Definition
and
oo Secure Development Life Ir:ecpanfm ex:/l msens.ure c(:;r:gs u: Jec:‘noslugy Asls]ets,L ]
\cquisition of new ications and/or Services within the Secure Development
op.pl.3 a 1SO 27002:2022 5.8 Information security in project management Functional | Intersects With Cycle (SDLC) pRM-07 | PP o 5
components Life Cycle (SDLC) are controlled through formal change control
Management
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
Acquisition of / ) )
op.pl3 cquisition ofNewW 55 57002:2022 5.8 Information security in project management Functional | Intersects With Risk Framing RsK.01.1 |(2) Constraints affecting risk assessments, risk response and risk 5
components ‘monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managine risk.
‘Acquisition of Mech tto identify and d trisks, both internal and
op.pL3 CQUISION OTNEW 15 27002:2022 5.8 Information security in project management Functional |Intersects With| Risk Identification Rskog | ecnariems existiowden ify and document isks, both internal an 5
Mechanisms exist to conduct recurring assessments of risk that
Acquisition of new includes the likelihood and magnitude of harm, from unauthorized
op.pL3 oo 1SO 27002:2022 5.8 Information security in project management Functional |Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
P 's Assets, Services and/or Data
(TAASD).
‘Acquisition of Mech: tto remediate risks t table level.
op.pl.3 CAUISITIon OTNEW 55 57002:2022 5.8 Information security in project management Functional | Intersects With|  Risk Remediation Rsk-0s || echanisms existtoremediate risks to an acceptable (evel 5
Mechanisms exist to ensure proper risk response actions were
performed to remediate findings from security, compliance and/or
Acquisition of new lience-related:
op.pL3 d 1SO 27002:2022 5.8 Information security in project management Functional | Intersects With Risk Response RSk-06.1 [IosHenceetate 5
components (1) Assessments;
(2) Audits; and/or
(3) Incidents.
Mechanisms exist to develop an enterprise architecture, aligned with
Acquisition of new ) ) Algnmont With industry-recognized eading practices, with consideration for securiy,
oppl3 10 27002:2022 5.8 Information security in project management Functional | Intersects With ! SEA02  |compliance and resilience principles that addresses risk to 5
components Enterprise Architecture ian )
assets, and other
Mechani tto facilitate the implementation of t
Dimensioning / Capacity ) Capacity & Performance echanisms exist to facilitate the implementation of capacity
oppla 1S 27002:2022 8.6 Capacity Management Functional | Subset Of CAP-01 | management controls to ensure optimal system performance to meet 10
Management Management 2
expected and future capacity
) ) Mechanisms exist to conduct capacity planning so that necessary
Dimensioning / Capacity ) ) !
oppla M ; 1S 27002:2022 8.6 Capacity Management Functional |Intersects With|  Capacity Planning CAP-03  |capacity for and 5
lanagemen i t will exist during i
N
op.pLS Certified components | No compatible measures Functional o N/A N/A N/A 0
Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
op.acc.1 Identification 1SO 27002:2022 5.16 Identity management Functional |Intersects With| Authentication forNon- | 1AC-03 |Authorize and Audit (AAA) third-party users and processes that provide 5
Organi Users services to th
\dentification & Tii‘havlsmsde:\s; :U:Ar\l;q:l'ely \den:fy'l and c[enbllrﬂt:‘y Au(henmca(j,
op.ace.1 Identification 1SO 27002:2022 5.16 Identity management Functional | Intersects With|  Authentication for IAC-04 |Authorize and Audit (AAA) devices before establishing a connection 5
: using thatis based and
Devices -
replay resistant.
Identification & Mechanisms exist to identify and authenticate third-party Technology
Authentication for Third- Assets, Applications and/or Services (TAAS).
op.acc.1 Identification 10 27002:2022 5.16 Identity management Functional | Intersects With | Party Technology Assets, |  1AC-05 5
Applications and/or
Services (TAAS)
P ionil De- Mech: ist to utili f 1! trati -
op.acc.1 Identification 1S0 27002:2022 5.16 Identity management Functional | Intersects With| USe" Provisioning & be 1AC-07 lechanisms exist to utilize a formal user registration and de- 5
process that governs the of access rights.
dentif T tandards f d
op.ace.1 Identification 1SO 27002:2022 5.16 Identity management Functional | Intersects With| 'Comner IAC-09 exist to govern naming standards for usernames an 5
(User Names) Assets., and/or Services (TAAS).
1 tity (1D) Mech: ist tificati it fe
op.acc.1 Identification 1S0 27002:2022 5.16 Identity management Functional | Intersects With UserIdentity (ID) IAC-0g.1 |Mechanisms exist to ensure proper user identification management for 5
non-consumer users and
Cross-Organizat Mechani tto coordinat, identifiers with external
op.ace.1 Identification 1SO 27002:2022 5.16 Identity management Functional | Intersects With foss-Organization IAC-09.4 |MeChanisms existto coordinate username identifiers with externa 5
for of identifiers.
Mechanisms exist to:
op.acc.1 Identification 1S0 27002:2022 5.16 Identity management Functional | Intersects With| Account Management | IAC-15 |(1) Define authorized system account types; 5
(2) Define prohibited system account types; and
Di le | i Aut te h t t 1t ti its aft
op.ace. Identification 1SO 27002:2022 5.16 Identity management Functional | Intersects With isable Inactive 1AC-15.3 | Automated mechanisms exist to disable inactive accounts after an 5
Accounts time period.
Restricti Shared Mechani tto authorize thy f shared/ ts onl
op.ace.1 Identification 1SO 27002:2022 5.16 Identity management Functional | Intersects With| oo\ onons on Share IAC-15.5 |'1echanisms exist to authorize the use of shared/group accounts only 5
Groups / Accounts under certain defined conditi
I ity A Mech: ist to facilitate the 1 tatic f tificati
op.acc.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional | Subset Of dentity & Access 101 |Mechanisms exist o facilitate the implementation of identification and 10
1AM) access controls
Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
op.ace.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional |Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 5
o ional Users behalf of users.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-B: d A Technol Assets, Applicati N /or Data (TAASD) tt
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional |Intersects With| on Dased Access IAC-0g | Technology Assets, Applications, Services and/or Data (TAASD) to 5
Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
Mechanisms exist to:
op.ace.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional |Intersects With| AccountManagement | IAC-15 |(1) Define authorized system account types; 5
(2) Define prohibited system account tvpes: and
Privileged Account Mechani tto restrict and control privileged nts
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional | Intersects With rivileged Account IAC-16 lechanisms exist to restrict and control privileged access rights for 5
(PAM) users and Assets, and/or Services (TAAS).
Mechanisms exist to periodically-review the privileges assigned to
Periodic Review of dividuals and ts to validate the need for such
op.acc.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional |Intersects With riodieeview IAC-17 |individuats and senvice accounts to vatidate the need for suc 5

Account Privileges

privileges and reassign or remove unnecessary privileges, as
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Mechanisms exist to utilize the concept of Least privilege, allowing only
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional | Intersects With Least Privilege 1AC-21 rized access to processes necessary to accomplish assigned 5
tasks in accordance with organizational business functions.
- ) Mechanisms exist to facilitate the operation of physical and
Physical & Environmental
op.acc.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional | Subset Of Prototiomn PES-01  |environmental protection controls. 10
rotecti
Physical access control mechanisms exist to maintain a current list of
Physical Access f
op.acc.2 Access requirements | ISO 27002:2022 5.15 Access control Functional | Intersects With v PES-02 | Personnel W'"_‘ authﬂf'led_acceS§ to organizational acum?s (except for s
Authorizations those areas within the facility officially designated as publicly
Role-Based Physical Physical trol mechani tto authorize physical
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional | Intersects With| o ¢ based Physica PES-02.1 | nysicalaccess control mechanisms exist to authorize physical access 5
Access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access
thorizations for all physical ts (including designated
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional | Intersects With| Physical Access Control |  pes-o3 | 2uthorizations for all physical access points (including designates 5
entry/exit points) to facilities (excluding those areas within the facility
officially desi as publicly i
Physical Security of Mech:nlsms existto \Ter::h‘l sys(?mi, e:u;prr;ent anLu respectw;ah )
op.ace.2 Access requirements | ISO 27002:2022 5.15 Access control Functional |Intersects With|  Offices, Rooms & PES-04 |OPerating environments that require limited physical access so tha 5
it appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Physical security mechanisms exist to allow only authorized personnel
op.ace.2 Access requirements  [1SO 27002:2022 5.15 Access control Functional | Intersects With | Workingin Secure Areas | PES-04.1 5
access to secure areas.
Segregation of roles and Separation of Duti Mech: t to implement and maintain Separation of Duti
op.acc.3 egregation of roles and |4 7002:2022 5.3 Segregation of duties Functional |Intersects With| >°Paration OfDUlies | ypg qq - |Mechanisms existtoimplement and maintain Separation of Duties 5
tasks (SoD) (SoD) to prevent potential activity without collusion.
exist to avoid pecific roles
Segregation of roles and through limiting and reviewing developer privileges to change
op.ace.3 8o 1SO 27002:2022 5.3 Segregation of duties Functional |Intersects With|  Incompatible Roles HRS-12 ¢ e e por privileg @ 5
tasks hardware, software and firmware components within a
A ht Separation of Dut T d maint fDut
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With| cParaton orbuties HRS-11 existtoimplement and maintain orbuties 5
process (SoD) (SoD) to prevent potential activity without collusion.
A ight Identity & A Mech: tto facilitate the implementation of identification and
op.ace.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional Subset Of ontity &Access 1AC-01 echanisms exist to facilitate the implementation of identification an 10
process 1AM) access controls.
A ht User P &De- Mech: tto utilize a formal tration and de-
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With| =o' " rovisioning &De IAG-07 echanisms exist to utilize a formal user registration and de- 5
process brocess that governs the of access rights.
A ight Mechani tto revok ights following ch
op.ace.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With | Change of Roles & Duties| 1AC-07.1 | echanisms exist to revoke user access rights following changes in 5
process roles and duties. if no longer necessary or permitted.
A nt Termination of Mech tto revok hts in a timel 3
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With ermination o 1AC-07.2 |1echanisms existto revoke user access rights in a timely manner, 5
process upon of or contract.
Mechanisms exist to:
A ight Authenticat ;
op.ace.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With uthenticator |ac-10 | (1) Securely manage authenticators for users and devices; and 5
management process Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
A ight Mechani tto protect and st dsvi d
op.ace.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional |Intersects With| Password Managers | 1AC-10.11 || cchanisms existto protectand store passwords via a passwor 5
process ‘manager tool.
Mechanisms exist to:
Access rights
op.acc.a e ass |50 2700212022 5.18 Accessrights Functional |Intersects With| AccountManagement | IAC-15  |(1) Define authorized system account types; 5
“ P (2) Define prohibited system account types: and
Access rights Automated System Automated mechanisms exist to support the management of system
op.acc.a © 1SO 27002:2022 5.18 Access rights Functional |Intersects With| Account Management | IAC-15.1 |accounts (e.g., directory services). 5
management process
(Directory Services)
rocoss ghts Removal of Temporary/ Automated mechanisms exist to disable or remove temporary and
op.acc.a © 1SO 27002:2022 5.18 Access rights Functional | Intersects With POrAVT | 1aC-15.2  |emergency accounts after an organization-defined time period for each 5
management process Emergency Accounts
tvpe of account.
A nt Privileged Account Mech: tto restrict and control privileged nts
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With rivileged Account IAC-16 echanisms exist to restrict and control privileged access rights for 5
process (PAM) users and Assets. and/or Services (TAAS).
) ) Mechanisms exist to inventory all privileged accounts and validate that
Access rights Privileged Account
opaced 10 27002:2022 5.18 Access rights Functional | Intersects With IAC-16.1 | each person with elevated privileges is authorized by the appropriate 5
management process Inventories
tevel of
Mechanisms exist to periodically-review the privileges assigned to
A ht Periodic Review of indivi
opaced ccess rights 1S027002:2022 518 Access rights Functional | Intersectswin|  Periodic Review o aG.17 | mdividuals and service accounts to validate the noed for such s
management process Account Privileges privileges and reassign or remove unnecessary privileges, as
A ht Mechani te tthe sharing of Ds, d
op.acc.4 \ccess rights 1SO 27002:2022 5.18 Access rights Functional |Intersects With|  Credential Sharing IAC-19 lechanisms exist to prevent the sharing of generic IDs, passwords or 5
process other generic methods.
A nt Mech: ist to enforce Logical Access Control (LAC i
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With| Access Enforcement IAC-20 lechanisms exist to enforce Logical Access Control (LAC) permissions 5
process that conform to the principle of "least privilege."
Access rights ‘Access To Sensitive / Mechanisms exist to limit access to sensitive and/or regulated data to
op.acc.4 IS0 27002:2022 5.18 Access rights Functional Intersects With IAC-20.1 5
process Regulated Data only those whose iob reauires such access.
Mechanisms exist to restrict access to databases containing sensitive
A ht d lated data to onl Technology Assets,
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional |Intersects With|  Database Access IAC-20.2 |2nd/or regulated datato only necessary Technology Assets 5
management process Applications and/or Services (TAAS) or those individuals whose job
reauires such access.
A nt Use of Privileged Uil Mech: ist to restrict and tightly control utili that
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional |Intersects With| 0°¢ Of Priviteged Utility 1} -y, 5g.3 | Mechanisms exist to restrict and tightly control utility programs tha 5
process Programs are capable of overriding system and controls.
Mechanisms exist to utilize the concept of least privilege, allowing only
A hts i
op.acc.4 \ccess rights 1SO 27002:2022 5.18 Access rights Functional |Intersects With Least Privilege |AC-21 |?uthorized access to processes necessary to accomplish assigned 5
management process tasks in accordance with organizational business functions.
A ht M A 0 i tto restrict th f privileged ts &
op.acc.4 \ccess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With| " 2nagement Approval 1AC-21.3 existto restrict the of privileged accounts to 5
process For Privileged Accounts ed personnel and/or roles.
Mechanisms exist to facilitate the operation of physical and
A ht Physical & E tal
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional Subset Of ysical &Environmental|  pes 01 | environmental protection controls. 10
management process Protections
Physical access control mechanisms exist to maintain a current list of
A ht Physical A Lwith authorized t tional faciliti t
op.acc.4 \ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With ysical Access pEs.02 | Personnel with authorized access to organizational facilities (except for 5
management process Authorizations those areas within the facility officially designated as publicly
A ight Role-Based Physical Physical trol mech tto authorize physical
op.ace.4 ocess rights 1SO 27002:2022 5.18 Access rights Functional | Intersects With| O ¢ Cased Physica PES-02.1 | nysicalaccess control mechanisms exist to authorize physical access 5
process Access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access
A ot : hatehan
op.acc.4 \ccess rights 1S0 27002:2022 5.18 Access rights Functional | Intersects With | Physical Access Control |  PES-03 |2uthorizations for all physical access points (including designated 5
management process entry/exit points) to facilities (excluding those areas within the facility
officially desi as publicly
Authentication existto and maintain of Duties
) Separation of Duties } o
op.ace.5 mechanism (external ~ |ISO 27002:2022 5.18 Access rights Functional | Intersects With oD HRS-11  |(SoD) to prevent potential inappropriate activity without collusion. 5
users)
Authentication Identity & Access. Mechanisms exist to facilitate the implementation of identification and
i
op.ace.5 mechanism (external ~ [ISO 27002:2022 5.18 Access rights Functional | Subset Of v 1AC-01  |access management controls. 10
Management (IAM)
users)
Authentication P Mechanisms exist to utilize a formal user registration and de-
) User Provisioning & De- ¢ -
op.ace.5 mechanism (external ~ |ISO 27002:2022 5.18 Access rights Functional | Intersects With oroioing 1AC-07 | registration process that governs the assignment of access rights. 5
users)
Authentication Mechanisms exist to revoke user access rights following changes in
op.ace.5 mechanism (external ~ |ISO 27002:2022 5.18 Access rights Functional | Intersects With | Change of Roles & Duties | 1AC-07.1 | personnel roles and duties, if no longer necessary or permitted. 5
users)
Authentication Termination of Mechanisms exist to revoke user access rights in a timely manner,
inati
op.ace.5 mechanism (external ~ |ISO 27002:2022 5.18 Access rights Functional | Intersects With e 1AC-07.2 |upon termination of employment or contract. 5
users) g
Mech: ist to:
Authentication Authenticator 122 amsrl“s vanege thenticators f d devices; and
op.acc.5 mechanism (external  |ISO 27002:2022 5.18 Access rights Functional | Intersects With uthenticator 1ac-10 |(1) Securely manage authenticators for users and devices; ans 5
sers) Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
Authentication Mechanisms exist to protect and store passwords via a password
op.ace.s mechanism (external IS0 27002:2022 5.18 Access rights Functional |Intersects With| Password Managers | IAC-10.11 |manager tool. 5
users)
Authentication Mechanisms exist to:
op.ace.s mechanism (external IS0 27002:2022 5.18 Access rights Functional |Intersects With| Account Management | IAC-15  |(1) Define authorized system account types; 5
users) (2) Define prohibited system account types: and
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STRM STRM S Controls Fi 'k (SCF) Sti th of
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Rationale tionshiz Control Desc Relationshi
Authentication Automated System Automated mechanisms exist to support the management of system
op.acc.s mechanism (external IS0 27002:2022 5.18 Access rights Functional ~ [Intersects With| Account Management | IAC-15.1 |accounts (e.g., directory services). 5
users) (Directory Services)
Authentication ‘Automated mechanisms exist to disable of remove temporary and
Removal of Temporary /
op.acc.s mechanism (external IS0 27002:2022 5.18 Access rights Functional | Intersects With IAC-15.2 | emergency accounts after an organization-defined time period for each 5
Emergency Accounts
users) tvpe of account.
Authentication o vtoned Aooount Mechanisms exist to restrict and control privileged access rights for
op.ace.s mechanism (external IS0 27002:2022 5.18 Access rights Functional ~ |Intersects With e IAC-16  |users and Technology Assets, Applications and/or Services (TAAS). 5
Management (PAM)
users)
Authentication orivtoned Account Mechanisms exist to inventory all privileged accounts and validate that
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional ~ Intersects With lnvgemo”es IAC-16.1 | each person with elevated privileges is authorized by the appropriate 5
users) level of organi
thentication e M:chjnlims e:s! to perladlcat(ly-(revlslm; t):s tphnvltsg:sf asslgr:‘sd to
op.ace.5 mechanism (external  |ISO 27002:2022 5.18 Access rights Functional | Intersects With |ac-17 |!ndividuals and service accounts to validate the need for sucl 5
iy Account Privileges privileges and reassign or remove unnecessary privileges, as
Authentication Mechanisms exist to prevent the sharing of generic IDs, passwords or
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional Intersects With|  Credential Sharing IAC-19  [other generic authentication methods. 5
users)
Authentication Mechanisms exist to enforce Logical Access Control (LAC) permissions
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional ~ [Intersects With| Access Enforcement |  IAC-20 |that conform to the principle of "least privilege." 5
users)
Authentication _ Mechanisms exist to limit access to sensitive and/or regulated data to
Access To Sensitive /
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional | Intersects witn| - “788 0 1AC-20.1 |only those individuals whose job requires such access. 5
users)

Mechanisms exist to restrict access to databases containing sensitive
and/or regulated data to only necessary Technology Assets,

Authentication

op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional IntersectsWith|  Database Access IAC-20.2 ° ‘ " ) 5
o) Applications and/or Services (TAAS) or those individuals whose job
h access.
Authentication Use o Privileged Uility Mechanisms exist to restrict and tightly control utility programs that
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional | Intersects With o IAC-203 |are capable of overriding system and application controls. 5
users) ©
Athentication Mstz;hzmsdms exist l(o utilize the concept of l(ezst pnv\Le\ger; achwlngdor\Ly
op.ace.5 mechanism (external  |ISO 27002:2022 5.18 Access rights Functional | Intersects With Least Privilege |aC-21 |3uthorized access to processes necessary to accomplish assigne 5
o) tasks in accordance with organizational business functions.
Authentication isms exist to restrict the of privileged accounts to
Management Approval
op.accs mechanism (external |ISO 27002:2022 .18 Access rights Functional | Intersects With IAC-213 | management-approved personnel and/or roles. 5
For Privileged Accounts
users)
Authentication . ) Mechanisms exist to facilitate the operation of physical and
Physical & Environmental
op.accs mechanism (external |ISO 27002:2022 5.18 Access rights Functional | Subset Of oo PES-01 |environmental protection controls. 10
rotections
users)
Physical access control mechanisms exist to maintain a current list of
Authentication Physical Access Lwith authorized t tional facilit th
op.ace.5 mechanism (external ~ |ISO 27002:2022 5.18 Access rights Functional | Intersects With v pEs-0 | Personnel with authorized access to organizational facilities (except for 5
o) Authorizations those areas within the facility officially designated as publicly
Authentication ) Physical access control mechanisms exist to authorize physical access
Role-Based Physical
op.accs mechanism (external IS0 27002:2022 .18 Access rights Functional | Intersects With s PES-02.1 |to facilities based on the position or role of the individual. 5
users)
Physical access control mechanisms exist to enforce physical access
Authentication th " f Wph . it \ud d ted
op.ace.5 mechanism (external  |ISO 27002:2022 5.18 Access rights Functional | Intersects With | Physical Access Control | PEs-03 | 2uthorizations for all physical access points (including designated 5
o) entry/exit points) to facilities (excluding those areas within the facility
officially as oublicly
Mechanisms exist to develop, document and maintain secure baseline
Authentication Secure Baseline E Asset d/or S
op.acc.6 mechanism (users of the |ISO 27002:2022 8.5 Secure authentication Functional | Intersects With CFG-02 o Ssets, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
organisation)
Authentication ndboit Davice Mechanisms exist to facilitate the implementation of Endpoint Device
op.acc.6 mechanism (users of the |ISO 27002:2022 8.5 Secure authentication Functional | Subset Of P END-01  [Management (EDM) controls. 10
: Management (EDM)
Authenticat i tto protect the confidentiality, integrity,
uthentication ] Endpoint Protoction existto protect the integrity,
op.ace.6 mechanism (users of the |ISO 27002:2022 8.5 Secure authentication Functional | Intersects With e oo END-02  [and safety of endpoint devices. 5
Authentication Mechanisms exist to establish a trusted communications path
op.ace.6 mechanism (users of the |ISO 27002:2022 8.5 Secure authentication Functional | Intersects With Trusted Path END-09  [between the user and the security functions of the operating system. 5
Authentication Mechanisms exist to utilize a trusted communications path between
Secure Log-On
SEA-17 |the user and the security functions of the system. 5

op.acc.6 mechanism (users of the {ISO 27002:2022 8.5 Secure authentication Functional | Intersects With
N Procedures

psset-Senvice Mechanisms exist to identify and assess the security of Technology

op.exp.1 Inventory of assets IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With Dependencios AST-01.1 |Assets, Applications and/or Services (TAAS) that support more than 5
one critical business function.

Mechanisms exist to identify and involve pertinent stakeholders of

critical Technology Assets, Applications, Services and/or Data (TAASD)

to support the ongoing secure management of those assets.

Stakeholder
op.exp.1 Inventory of assets  |ISO 27002:2022 5.9 Inventory of information and other associated assets Functional | Intersects With Identification & AST-01.2
Involvement

exist to perform i ies of Assets,
Applications, Services and/or Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) Identifies authorized software products, including business
justification details;

op.exp.1 Inventory of assets IS0 27002:2022 5.9 Inventory of information and other associated assets | Functional ~|Intersects With|  Asset Inventories AST-02  |(3)Is at the level of granularity deemed necessary for tracking and 5
reporting;

(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and

(5)Is available for review and audit by designated organizational

Mechanisms exist to create and maintain a map of Technology Assets,
op.exp.1 Inventory of assets SO 27002:2022 5.9 Inventory of information and other associated assets | Functional |Intersects With| ~Data Action Mapping | AST-02.8 |Applications and/or Services (TAAS) where sensitive and/or regulated 5
data is stored, or d
Mechanisms exist to ensure asset ownership responsibilities are
Asset Ownership AST.03 | @sSiEned tracked and managed at a team, individual, or responsible

Assignment organization level to establish a common understanding of

i for asset protection

Mechanisms exist to include capturing the name, position and/or role
AST-03.1 |of indivi for administering assets as part 5
of the technology asset inventory process.
Mechanisms exist to maintain network architecture diagrams that:

1) Contain sufficient detail to assess the security of the network's
Network Diagrams & o 'ty
architecture;

op.exp.1 Inventory of assets  |ISO 27002:2022 5.9 Inventory of information and other associated assets | Functional |Intersects With| Data Flow Diagrams AST-04 . § 5
DFDS) (2) Reflect the current architecture of the network environment; and

(3) Document all sensitive and/or regulated data flows.

op.exp.1 Inventory of assets  |ISO 27002:2022 5.9 Inventory of information and other associated assets Functional | Intersects With

Accountability

op.exp.1 Inventory of assets  |ISO 27002:2022 5.9 Inventory of information and other associated assets Functional | Intersects With Information

Mechanisms exist to facilitate the implementation of data protection

op.exp.1 Inventory of assets  |1SO 27002:2022 5.8 Inventory of information and other associated assets | Functional | Subset Of Data Protection poror |Teenen 10
Data & Asset Mechanisms exist to ensure data and assets are categorized in
op.exp.1 Inventory of assets  |1SO 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With s DCH-02 |accordance with applicable statutory, regulatory and contractual 5
Mechanisms exist to establish and maintain a current inventory of all
) Inventory of Personal Technology Assets, Applications and/or Services (TAAS) that collect,
op.exp.1 Inventory of assets  |ISO 27002:2022 5.9 Inventory of information and other associated assets | Functional |IntersectsWith| " "o PRI-05.5 |1echnology Assets, Applications and/or Services (TAAS) that collec 5
Data (PD) receive, process, store, transmit, share, update and/or dispose
Personal Data (PD).
Security, Compliance & Pt EX‘:/"°S ° TAﬁ;"Z"f Assets,
op.exp.1 Inventory of assets |ISO 27002:2022 5.9 Inventory of information and other associated assets | Functional | Intersects With | Resilience Requirements | PRM-05 | APPUications and/or Services (TAAS) by: 5
! (1) Defining technical security, compliance and resilience
Definition _
and
Configuration existto and manage a C
op.exp.2 Security settings | IS0 27002:2022 8.9 Configuration management Functional | SubsetOf | ManagementDatabase | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 10
(cMDB) govern f
Configuration Mechanisms exist to facilitate the implementation of configuration
op.exp.2 Security settings | ISO 27002:2022 8.9 Configuration management Functional | Subset Of gur P"ogram CFG-01 i O . imp ! gurati 10
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Rationale lationshi: Control Desc Relationship
Aasignment of Mechanisms exist to implement a segregation of duties for
op.exp.2 Security settings  |1S0 27002:2022 8.9 Configuration management Functional | Intersects With CFG-01.1 that prevents from 5
Responsibility ! o
Mechanisms exist to develop, document and maintain secure baseline
op.exp.2 Security settings | 1SO 27002:2022 8.9 Configuration management Functional | Intersects With Secure Baseline CFG-02 for Assets, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
Mechanisms exist to review and update baseline configurations:
op.exp.2 Security settings | 1SO 27002:2022 8.9 Configuration management Functional |Intersects With|  Reviews & Updates CFG-02.1 |(1)Atleastannually; 5
(2) When required due to 5o or
(3) As part of svstem and upgrades.
Mechanisms exist to configure systems to provide only essential
op.exp.2 Security settings  |1S0 27002:2022 8.9 Configuration management Functional |Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 5
Dprot s, and/or services.
Configuration Configuration Mechanisms exist to implement and manage a Configuration
op.exp.3 gt 1S0 27002:2022 8.9 Configuration management Functional | SubsetOf | Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 10
(cMDB) govern technology a ific i i
poma Configuration 150 2700212022 8.9 Configuration management ronctionat | Subsetor Configuration ore.01 | Mechanisms exist o facilitate the implementation of configuration o
Program controls.
Configuration Assignment of existto N of duties for
op.exp.3 1S0 27002:2022 8.9 Configuration management Functional | Intersects With ot CFG-01.1 that prevents from 5
management Responsibility
duties.
Mechanisms exist to develop, document and maintain secure baseline
op.exp.3 Configuration 1SO 27002:2022 8.9 Configuration management Functional | Intersects With Secure Baseline CFG-02 for Assets, and/or Services 5
management Configurations (TAAS) that are consistent with industry-accepted system hardening

Mechanisms exist to review and update baseline configurations:

Configuration (1) At least annually;

op.exp.3 1SO 27002:2022 8.9 Configuration management Functional |Intersects With| ~ Reviews & Updates | CFG-02.1 5
management (2) When required due to so; or
(3) As part of system and upgrades.
Configuration Mechanisms exist to configure systems to provide only essential
op.exp.3 manf omont 1SO 27002:2022 8.9 Configuration management Functional | Intersects With|  Least Functionality CFG-03 |capabilities by specifically prohibiting or restricting the use of ports, 5
g protocols, and/or services.
exist to develop, review & update
Maintenance and y .
op.exp.4 1S0 27002:2022 7.13 Equipment maintenance Functional SubsetOf | Maintenance Operations |~ MNT-01 to facilitate the of controls 10

security updates
across the enterprise.

Maintenance and Mechanisms exist to conduct controlled maintenance activities

op.exp.4 socurityupdates | 'S0 270022022713 Equipment maintenance Functional | Intersects With| Controlled Maintenance | MNT-02 |throughout the lifecycle of the Technology Asset, Application and/or 5
Service (TAAS).

Maintenance and Mechanisms exist to obtain maintenance support and/or spare parts

op.exp.4 socurityupdates | 'S0 270022022713 Equipment maintenance Functional | Intersects With|  Timely Maintenance MNT-03  |for Technology Assets, Applications and/or Services (TAAS) within a 5
defined Recovery Time Obiective (RTO).

Ch: t to facilitate the implementation of a ch:
op.exp.5 Change management |1SO 27002:2022 8.32 Change management Functional Subset Of ange CHG-01 exist to facilitate the implementation of a change 10
Program orogram.
Configuration Ch: Mechani t the technical configuration ch trol
op.exp.5 Change management ~ [ISO 27002:2022 8.32 Change management Functional |Intersects With| " ‘E“: “:"l ange | .o, |Mechanisms existto govern the technical configuration change control R
ontrol
Test, Validate & Mechanisms exist to appropriately test and document proposed

op.exp.5 Change management  |ISO 27002:2022 8.32 Change management Functional | Intersects With CHG-02.2 [changes in a non-production environment before changes are 5
Document Changes

ina
Secure Development Life Pty ex:/“"s RS ‘th, s AS;&“S‘L .
op.exp.5 Change management |1SO 27002:2022 8.32 Change management Functional | Intersects With Cycle (SDLC) pRM-07 |APPlications and/or Services (TAAS) within the Secure Developmen 5

Life Cycle (SDLC) are controlled through formal change control
Management

Mechanisms exist to require system developers and integrators to
Developer Configuration quire sy P g

op.exp.5 Change management |ISO 27002:2022 8.32 Change management Functional | Intersects With Managoment TDA-14 | perform configuration management during system design, 5
and operation.
Protection against Malicious Code exstto utilize todetectand
op.exp.6 ton ag 1S0 27002:2022 8.7 Controls against malicious code Functional | Intersects With ° END-04 | eradicate malicious code. 5
malicious code Protection (Anti-Malware)
Protect 5t Aut i t T dats
op.exp.6 rotection against ¢, 57002:2022 8.7 Controls against malicious code Functional | Intersects With| ~"0mat¢ END-04.1 | /UtO™ existto update 5
malicious code Signature Updates including d
Mechani tto implement and d
) 1S 27002:2022 5.24 Information Security Incident Management Planning Incident Response echanisms exist to implement and govern processes an
op.exp.7 Incident management Functional | Subset Of 1RO-01 to facilitate an de resp pabil 10
and Preparedness Operations " g ,
for and data protection-related incidents.

Mechanisms exist to cover:
(1) Preparation;

2) Autc ted it detecti Lincident tintake;
1SO 27002:2022 5.24 Information Security Incident Management Planning § (2) Automated event detection or manualincident report intake:
op.exp.7 Incident management Functional |Intersects With|  Incident Handling 1RO-02  [(3) Analysis; 5

and Preparedness

(4) Containment;
(5) Eradication; and
(6) Recoverv.

) 10 27002:2022 5.24 Information Security Incident Management Planning Incident Response Plan Mechanisms exist to maintain and make available a current and viable
op.exp.7 Incident management Functional | Intersects With 1RO-04 5
and (RP) Incident Response Plan (IRP) to all
Mech st t e L learned yzing and
1SO 27002:2022 5.24 Information Security Incident Management Planning Root Cause Analysis echanisms exist to incorporate lessons leamed from analyzing an
op.exp.7 Incident management Functional | Intersects With IRO-13 | resolving cybersecurity and data protection incidents to reduce the 5
and Preparedness (RCA) & Lessons Learned !
likelihood or impact of future incidents.
Mech: ist to facilitate the e tatic f ente -wide
op.exp.8 Logging of user activity |1SO 27002:2022 8.15 Event registration Functional SubsetOf | Continuous Monitoring | MON-01 |00 a",'s'“:;x[‘fm: acilitate the implementation of enterprise-wide 10
Mechanisms exist to generate, monitor, correlate and respond to alerts
op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registra Functional | Intersects With | System Generated Alerts | MON-01.4 [from physical, cybersecurity, data protection and supply chain 5

activities to achieve integrated situational

Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
Centralized Collection of ! : Y v ger (SIEM),
Functional | Intersects With MON-02  |or similar automated tool, to support the centralized collection of 5

Security Event Logs "
security-related event logs.

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident

op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registrat

Correlate Monitoring

op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registration Functional | Intersects With MON-02.1 5
Information Event Manager (SIEM) or similar automated tool, to enhance
ization-wide situational
Central Review & Automated mechanisms exist to centrally collect, review and analyze
op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registration Functional | Intersects With y MON-02.2 o Y 4 5
Analysis audit records from multiple sources.
exist to configure Assets, i d

Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:

(1) Establish what type of event occurred;

op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registration Functional |Intersects With| Contentof EventLogs | MON-03 |(2) When (date and time) the event occurred; 5
(3) Where the event occurred;

(4) The source of the event;

(5) The outcome (success or failure) of the event; and

(6) The identitv of anv iated with the event.
Privileged Function: Mechanisms exist to log and review the actions of users and/or ser
op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registration Functional | Intersects With vileged Functions |, 3 4 |Mechanisms exist to log and review the actions of users and/or services 5
Logging with elevated privileges.
Mechanisms exist to provide an event log report generation capabilit
op.exp.8 Logging of user activity |1SO 27002:2022 8.15 Event registration Functional | Intersects With| Monitoring Reporting | MON-06 ! P! g report ge pability 5
to aid in detecting and assessing activities
Mechanisms exist to protect event logs and audit tools from
op.exp.8 Logging of user activity |ISO 27002:2022 8.15 Event registration Functional | Intersects With | Protection of Event Logs | MON-0g | echanisms exist to protect event logs and audit tools fro 5
access. and deletion.
Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manualincident report intake;
Incident management )
op.exp.9 IS0 27002:2022 5.26 Information security incident response Functional |Intersects With|  Incident Handling 1RO-02  ((3) Analysis; 5

record
(4) Containment;

(5) Eradication; and

(6) Recoverv.

opexpd ncident management |\ 2025 6 26 Information security incident response. Functional | ntersects wit| ""eident Response Plan [ ' [Mechanisms exist to maintain and make available a current and viable s
record (IRP) Incident Response Plan (IRP) to all

Mechanisms exist to establish an integrated team of cybersecurity, IT

and business function representatives that are capable of addressing

Integrated Security
Incident management

op.exp.9 1S0 27002:2022 5.26 Information security incident response Functional | Intersects With| Incident Response Team |  IRO-07 5
record (ISIRT) cybersecurity and data protection incident response operations.
Mechanisms exist to perform digital forensics and maintain the
Incident management Chain of Custody &
op.exp.9 : ’ewdg 1SO 27002:2022 5.26 Information security incident response Functional | Intersects With ‘an:‘cs v IR0-08 |integrity of the chain of custody, in accordance with applicable laws, 5

and ind secure practices.
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Rationale Control Desc Relationship
) Mechanisms exist to facilitate the implementation of cryptographic
Cryptographic k Use of Cryptograph
op.exp.10 ryptographickey 4 57002:2022 8.24 Use of cryptography Functional Subset Of se of Gryptographic CRY-01 controls using known public standards and trusted 10
protection Controls
Cryptographic k T c ist to protect th f dat
op.exp.10 ryptographickey 4 57002:2022 8.24 Use of cryptography Functional | Intersects With ransmission CRY-03 existto protect the ofdata 5
protection [of being
Cryptographic ke Cryptographic mechanisms exist to protect the integrity of data bein
0p.exp.10 W’:mi:m‘" Y 150 27002:2022 8.24 Use of cryptography Functional | Intersects With| Transmission Integrity | CRY-04 vptographi sms exlst to pre Integrity ing 5
Crypt hic ke ist te it discl f
op.exp.10 ryptographickey 4 57002:2022 8.24 Use of cryptography Functional | Intersects With| Encrypting Data AtRest | CRY-05 existto preven 5
protection data at rest.
exist to facilitate = controls
Cryptographic k Cryptographic K
op.exp.10 Typtographickey 4 57002:2022 8.24 Use of cryptography Functional | Intersects With fyptographic Key CRY-09 |to protect the confidentiality, integrity and availability of keys. 5
protection Management
Cryptographic k Cryptographic Key L t th f the event
op.exp.10 Typtographickey 4 57002:2022 8.24 Use of cryptography Functional | Intersects With| CTYPto8raphicKeyLoss |- ooy 49 existto ensure the avaitability of Inthe even 5
brotection or Change of the loss of kevs by individual users.
Mechanisms exist to facilitate the secure distribution of symmetric and
Cryptographic k Control & Distribution of
op.exp.10 ryptographickey 4 57002:2022 8.24 Use of cryptography Functional | Intersects With| C°N'o! & DIStribUtionof ] ooy 49 4 | asymmetric cryptographic keys using industry recognized key 5
protection Cryptographic Keys
logy and pr
Contracting and Mech t to facilitate the implementation of third-par
op.ext.1 °T ”’T ingandservice ¢, 7602:2022 5.19 Information security in supplier relations Functional SubsetOf | Third-Party Management | TPM-01 | conanisms ex‘s‘ °L acilitate the implementation of third-party 10
evel controls.
Mechanisms exist to maintain a current, accurate and complete list of
External Service Providers (ESPs) that can potentially impact the
Contracting and service . 3 . .
op.ext.d e |15027002:20225.19 Information security in supplier relations Functional | Intersects With| Third-Party TPM-01.1 |C Integrity, andlor Safety (CIAS) of the 5
© i Assets, Services and/or Data
(TAASD).
Mechanisms exist to identify, prioritize and assess suppliers and
Contracting and Third-Party Criticalit
op.ext.1 ontracting and service ¢, 5405022 5.19 Information security in supplier relations. Functional |Intersects With| 1 Tro-Party Criticality ) g ) | partners of critical Technology Assets, Applications and/or Services 5
level agreements Assessments (TAAS) using a supply chain risk assessment process relative to their
in supporting the deliverv of high-value services.
Mechanisms exist to:
Contracting and senvice Supply Chain sk (1) Evaluate security risks and threats associated with Technology
op.ext.1 1S0 27002:2022 5.19 Information security in supplier relations Functional | Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
level agreements Management (SCRM)
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
Mechanisms exist to utilize security safeguards to imit harm from
Contracting and service N b )
op.ext.1 vt oamonts . |18027002:20225.19 nformation security n supplier reations Functional | Intersects With| ~ Limit Potential Harm | TPM-03.2 | potential adversaries who identify and target the organization's supply 5
chain.
Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in
Contracting and service !
op.ext.1 1S0 27002:2022 5.19 Information security in supplier relations Functional  |IntersectsWith|  Weaknesses or TPM-03.3 the security of the supply chain 5
level agreements e
Mechanisms exist to mitigate the risks associated with third-party
Contracting and service © " 3
op.ext.1 o' {150 27002:2022 5.19 Information security n supplir relations Functional | Intersects With|  Third-Party Services |  TPM-04  |accessto th 's Assets, Services 5
© and/or Data (TAASD).
Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
Contracting and service "
op.ext.1 e o' {150 27002:2022 5.19 Information security n supplir relations Functional |Intersects With|  Assessments & TPM-04.1 |or of lated Assets, 5
© Approvals and/or Services (TAAS).
Contracti d Mech: t t that the ite sts of exte L
op.ext.1 ontracting and semvice ¢, 57402:2022 5.19 Information security in supplier relations. Functional |Intersects With| Conflict of Interests | TPM-04.3 || conanisms existtoensure that the Interests of external service 5
level broviders are consistent with and reflect interests.
exist to require for applicable
Contracting and servi Third-Party Contract :
op.ext.1 ontracting and service |,¢, 5;05:022 5.19 Information security in supplier relations Functional | Intersects With ird-Party Contrac TPM.05 | SCCUrity, compliance and resilience requirements with third-parties, 5
level agreements Requirements reflecting the organization’s needs to protect its Technology Assets,
Services and/or Data (TAASD).
Contracting and sevi Third-Party P 0 Mechani tto control Usecurity requirements inoludi
op.ext.1 ontracting and semvice |5 57002:022 5.19 Information security in supplier relations Functional | Intersects With| 0 Torty Personnel 1y g | Mechanisms exist to control personnel security requirements including 5
level Security security roles and for third-party providers.
Mechanisms exist to monitor, regularly review and assess External
Contracting and R  Third-Part Service Providers (ESPs) f i ith established contractual
op.ext.1 ontracting and seivice ¢, 57402:2022 5.19 Information security in supplier relations. Functional | Intersects With| o Of Third-Party TPM-0g | Service Providers (ESPs) for compliance with established contractual 5
level agreements Services requirements for security, compliance and resilience controls.
exist to address or in supply
Contracting and Third-Party Defi
op.ext.1 ontracting and semvice ¢, 57402:2022 5.19 Information security in supplier relations. Functional | Intersects With| o Y DEMICIENSY | 250 69 | chain elements identified during independent or organizational 5
level agreements Remediation
of such elements.
Third-Party Incident exist to ensure planning and testing
Contracting and service . > roe
op.ext.1 ovot oamonts . |18027002:20225.19 nformation security n supplier relations Functional | Intersects With| Response & Recovery | TPM-11 |are conducted with critical suppliers/providers. 5
c
Mechanisms exist to:
1) Evaluat ty risks and threat ted with Technol
1SO 27002:2022 5.22 Monitoring, Review and Change Management of Supply Chain Risk (1) Evaluate security risks and threats associated with Technology
op.ext2 Day-to-day management " Functional | Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
Supplier Services Management (SCRM) A , PPy
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessary.
Mechani tto utilze tailored acquisition strategies, contract
10 27002:2022 5.22 Monitoring, Review and Change Management of Acquisition Strategies, echanisms exist to utilize tailored acquisition strategies, contract
op.ext2 Day-to-day management Functional | Intersects With TPM-03.1 |tools and procurement methods for the purchase of unique Technology 5
Supplier Services Tools &Methods
Assets, and/or Services (TAAS).
Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in
1SO 27002:2022 5.22 Monitoring, Review and Change Management of
op.ext2 Day-to-day management Functional |IntersectsWith| ~ Weaknesses or TPM-03.3 |the security of the supply chain 5
Supplier Services .
Mechanisms exist to monitor, regularly review and assess External
10 27002:2022 5.22 Monitoring, R d Change M tof R  Third-Part
opext2 Day-to-cay management onitoring, Review and Change Management of Functional | Intersectswin|  Feviev oI Thirdparty | | Servico Providers (ESPs) for compliance with established contractual s
Supplier Services Services requirements for security, compliance and resilience controls.
Mechanisms exist to control changes to services by suppliers, taking
10 27002:2022 5.22 Monitoring, R d Change M tof M Changes T i
opext2 Day-to-day management onitoring, Review and Change Management of Functional | Intersectswin| ManaEmEChanges o | into account the ritcality of business Technology Assets, s
Supplier Services Third-Party Services Applications, Services and/or Data (TAASD) that are in scope by the
third-party.
) ) Mechanisms exist to track the origin, development, ownership, location
. 150 27002:2022 5.21 Information security management in the ICT supply
op.ext3 Supply chain security |02 Functional | Intersects With Provenance AST-03.2 [and changes to Technology Assets, Applications, Services and/or Data 5
(TAASD).
10 27002:2022 5.21 Information security management in the ICT supply ) Information Assurance Mechanisms exist to facilitate the implementation of security,
op.ext.3 Supply chain security Functional Subset Of 1A0-01 . 10
chain (1A) Operation: and resilience and controls.
Mechanisms exist to formally assess the security, compliance and
i Isin Assets, andor Services
1S0 27002:2022 5.21 Informati it tin the ICT suppl i ivit
opexta Supply chain security nformation security management inthe ICT supply | oo Assessmants A0 |TAAS) through Information Assurance Program (1AP) actviies to s
chain determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
exist to conduct for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
1S0O 27002:2022 5.21 Information security management in the ICT st ly .
op.ext.3 Supply chain security : Uty g ! UPPY | Eunctional | Intersects With | Specialized Assessments|  1A0-02.2 | (2) APPlication security; 5
chain (6) Embedded technologies (e.., loT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
and ies (AAT): and/or
Mechanisms exist to develop a plan for Supply Chain Risk Management
RM; ith the
1SO 27002:2022 5.21 Information security management in the ICT suppl Supply Ghain Risk ‘sz d') o Technology Assst, Appticat d/or Servi
op.ext3 Supply chain security 20225 v manag PPY ] Functional |IntersectsWith| Management (SCRM) | Rsk-0p [2N€ disPosatofTechnology Assets, Applications and/or Services 5
chain Plan (TAAS), including documenting selected mitigating actions and
monitoring performance against those plans.
Mechanisms exist to:
1) Evaluat ty risks and threat ted with Technol
X {150 27002:2022 5.21 Information security management in the ICT supply Supply Chain Risk (1) Bvaluate security risks and threats associated with Technology
op.ext3 Supply chain security |- Functional |Intersects With TPM-03 | Assets, Applications and/or Services (TAAS) supply chains; and 5
chain Management (SCRM) A r ) pply _
(2) Take appropriate remediation actions to minimize the organization's
exposure to those risks and threats. as necessarv.
Mechani: t to utilize tailored iti trategies, tract.
X {150 27002:2022 5.21 Information security management in the ICT supply Acquisition Strategies, echanisms exist to utilize tailored acquisition strategies, contrac
op.ext3 Supply chain security Functional |Intersects With TPM-03.1 |tools and procurement methods for the purchase of unique Technology 5

chain

Tools & Methods

Assets. and/or Services (TAAS).
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STRM STRM Secure Controls F & (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# s I CPaIKISCE) AN Notes
Rationale lationshit Control Desc Relationship
Third-Party P 3 Mech: t to restrict the location of informati
X {150 27002:2022 5.21 Information security management in the ICT supply ird-Party Processing, echanisms exist to restrict the location of information
op.ext3 Supply chain seurity |02 Functional |Intersects With| ~ Storageand Service | TPM-04.4 based on business requirements. 5
i
Locations
exist to require for applicable
1S0 27002:2022 5.21 Informati it tin the ICT suppl Third-Party Contract !
opoxta Supply chain security nformation security management inthe ICT supply | ¢ | Thicg.Party Contrac Tomog | SECUriY, compliance and resilience requirements with third-partos, s
chain Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
Mechanisms exist to compel External Service Providers (ESPS) to
1SO 27002:2022 5.21 Information security management in the ICT supply Security Compromise provide notification of actual or potential compromises in the supply
op.ext3 Supply chain security Functional | Intersects With TPM-05.1 | chain that can potentially affect or have adversely affected Technology 5
chain Notification Agreements
Assets, Applications and/or Services (TAAS) that the organization
utilizes.
Network Segmentation existto network within network
op.ext4 Systeminterconnection |ISO 27002:2022 8.22 Segregation in networks Functional | Intersects With © NET-06 toisolate Assets, andor 5
(macrosegmentation)
Services (TAAS) from other network resources.
existto security subnets to
Security M t lat ty tools and t ts from other internal
op.ext.d System interconnection |1SO 27002:2022 8.22 Segregation in networks Functional | Intersects With| SeCunYy Management 1 e o 4 |isolate security tools and support components from other internal 5
Subnets system by separate with
managed interfaces to other of the system.
exist to utilize a D Zone (DM2)to restrict
Use of Demilitarized A :
op.ext4 Systeminterconnection |ISO 27002:2022 8.22 Segregation in networks Functional | Intersects With WEB-02  [inbound traffic to authorized Technology Assets, Applications and/or 5

Zones (DM2)
oM2) Services (TAAS) on certain services, protocols and ports.

Protection of cloud Mechanisms exist to facilitate the implementation of cloud

op.nub.1 services No compatible measures Functional Subset Of Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 10
with industry practices.

Mechanisms exist to facilitate the implementation of contingency

Business Continuity planning controls to help ensure resilient Technology Assets,
op.cont.1 Impactanalysis  |1SO 27002:2022 5.29 Information Security During Disruption Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
op.cont.1 Impact analysis 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects witn| CoCT@inate withRelated | ) o exist to plan it 5
Plans internal and external elements for related plans.
existto internal plans with the

Coordinate With External
op.cont.1 Impact analysis 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects With °°ge':;; P"owd;zr"a BCD-01.2 |contingency plans of external service providers to ensure that 5
can be satisfied.
Mechanisms exist to conduct tests and/or exercises to evaluate the
Contingency Plan Testing ’ ‘ A
op.cont.1 Impactanalysis  |ISO 27002:2022 5.29 Information Security During Disruption Functional | Intersects With Psatt BCD-04 plan's andthe readiness to 5
execute the plan.

Mechanisms exist to train personnel in their incident response roles

Incident Response

op.cont.1 Impactanalysis  |ISO 27002:2022 5.29 Information Security During Disruption Functional | Intersects With A 005 |"°° 5
) - Coordination with Mechanisms exist to coordinate incident response testing with
op.cont.1 Impactanalysis  |ISO 27002:2022 5.29 Information Security During Disruption Functional | Intersects With 1RO-06.1 5
Related Plans elements for related plans.
Coordination With Mechanisms exist to establish a direct, cooperative relationship
op.cont.1 Impactanalysis  |ISO 27002:2022 5.29 Information Security During Disruption Functional [ intersects witn|  2o0" "SI0 HH IRO-11.2 | between the organization's incident response capability and external 5
service providers.
Mechanisms exist to facilitate the implementation of contingency
Business Continuity planning controls to help ensure resilient Technology Assets,
op.cont.2 Continuity plan  |ISO 27002:2022 5.28 Information Security During Disruption Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
op.cont.2 Continuity plan 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects witn| CoOT@inate with Related | o) o existto plan with 5
Plans internal and external elements for related plans.
exist to internal plans with the
op.cont.2 Continuity plan 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects with| CoCTeinate With Extemal | g0y 1 5 | contingency plans of external service providers to ensure that 5

Service Providers
can be satisfied.

Mechanisms exist to conduct tests and/or exercises to evaluate the
Contingency Plan Testing ; § : §
op.cont.2 Continuity plan 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects With & Brorcices BCD-04 plan's andthe readiness to 5
execute the plan.
Mechanisms exist to train personnel in their incident response roles

Incident Response

op.cont.2 Continuity plan  |IS0 27002:2022 5.28 Information Security During Disruption Functional | Intersects With A 005 | 5
op.cont.2 Continuity plan 1SO 27002:2022 5.29 Information Security During Disruption Functional | Intersects witn| ~ CocTdination with |RO-06,1 | Mechanisms exist to coordinate incident response testing with 5
Related Plans elements for related plans.
Coordination with Mechanisms exist to establish a direct, cooperative relationship
op.cont.2 Continuityplan  |ISO 27002:2022 5.28 Information Security During Disruption Functional [ Intersects witn|  0o0" "SI0 T IRO-11.2 | between the organization's incident response capability and external 5
service providers.
op.cont.3 Periodic tests 1SO 27002:2022 5.30 ICT Preparedness for Business Continuity Functional |Intersects With|  Asset Governance AsT.01 | Mechanisms exist to facilitate an IT Asset Management (ITAM) program 5
to and manage asset controls.
oot Soion Mechanisms exist to identify and assess the security of Technology
op.cont.3 Periodic tests 1S 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects With AST-01.1 | Assets, Applications and/or Services (TAAS) that support more than 5
Dependencies one critical business function.
Mechanisms exist to facilitate the implementation of contingency
Business Continuity planning controls to help ensure resilient Technology Assets,
op.cont.3 Periodic tests 1S0 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Subset Of tem | BCD-01 ications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
op.cont.3 Periodic tests 1SO 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects witn| CoOr@inate with Retated | gy o ! existto gency plan o 5
Plans internal and external elements for related plans.
] — Coordimato With Extornat existto internal conti plans with the
op.cont.3 Periodic tests 1S 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects With BCD-01.2 | contingency plans of external service providers to ensure that 5

Service Providers
can be satisfied.

. Mechanisms exist to conduct tests and/or exercises to evaluate the.
. . Contingency Plan Testing N
op.cont.3 Periodic tests 1SO 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects With gl BCD-04 plan andthe readiness to 5
xercises
execute the plan.
Mechanisms exist to formally test incident response capabilities

Incident Response

op.cont.3 Periodic tests IS0 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects With T IR0-06  |through realistic exercises to determine the operational effectiveness 5
estin
e of those i
Business Impact Analysis Mechanisms exist to conduct a Business Impact Analysis (BIA) to
op.cont.3 Periodic tests 1SO 27002:2022 5.30 ICT Preparedness for Business Continuity Functional | Intersects With P v RSK-08 | o ‘ pact Analysis (BIA) 5
(BIA identify and assess security. and resilience risks.
Mechanisms exist to establish an alternate storage site that includes
op.cont.4 Alternative means  [1SO 27002:2022 8.14 Redundancy of information processing resources Functional |Intersects With| Alternate Storage Site | BCD-08 |both the assets and necessary agreements to permit the storage and 5
recovery of svstem backup
Mechanisms exist to establish an alternate processing site that
op.cont.4 Alternative means  [1SO 27002:2022 8.14 Redundancy of information processing resources Functional | Intersects With | Alternate Processing Site |  BCD-09 " P e 5
brovides security measures equivalent to that of the primary site.
Mechanisms exist to maintain a failover capability, which is not
Redundant Secondan th th Asset, Application and
op.cont.4 Alternative means  |ISO 27002:2022 8.14 Redundancy of information processing resources Functional | Intersects With ! Y | Bcp117 Wwith the primary sse andfor 5

System Service (TAAS), which can be activated with little-to-no loss of
i or disruption to
Mechanisms exist to maintain network architecture diagrams that:

Notwork Diagrams & Q) ;]([)mz‘am sufficient detail to assess the security of the network's
r re;
op.mon.1 Intrusion detection |1SO 27002:2022 8.20 Network security Functional | Intersects With| ~Data Flow Diagrams AsT-04 |3rehitecture; X 5
(2) Reflect the current architecture of the network environment; and

(DFDs)
(3) Document all sensitive and/or regulated data flows.
op.mon.1 Intrusion detection |1SO 27002:2022 8.20 Network security Functional Subset Of Network Security NET.0 | Mechanisms exist to develop, govern & update procedures to facilitate 10
Controls (NSC) the of Network Security Controls (NSC).
Mechanisms exist to implement security functions as a layered
op.mon.1 Intrusion detection  |ISO 27002:2022 8.20 Network security Functional | Intersects With Layered Network NET-g2 | Structure that minimizes interactions between layers of the design and 5
Defenses avoids any dependence by lower layers on the functionality or
of higher lavers.
Mechanisms exist to monitor and control communications at the
op.mon.1 Intrusion detection |1 27002:2022 8.20 Network security Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 5
network.
Data Flow - existto and govern Access Control Lists
op.mon.1 Intrusion detection  |1SO 27002:2022 8.20 Network security Functional |Intersects With| ~ Access Control Lists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized
Deny Traffic by Default & Mechanisms exist to configure frewall and router configurations to
op.mon.1 Intrusion detection  |1SO 27002:2022 8.20 Network security Functional | Intersects With 002 0 e agion| NET-04:1 |deny network rafic by default and allow network rafic by exception 5
(e.£.. deny all, permit by exception).
Network Segmentation existto network within network
op.mon.1 Intrusion detection  |1SO 27002:2022 8.20 Network security Functional | Intersects With NET-06 i toisolate Assets, ions and/or 5

(macrosegmentation)

Services (TAAS) from other network resources.
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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h & Notes
Rationale Control Description Relationship
exist to monitor De-Militarized Zone (DM2) network
op.mon.1 Intrusion detection  |1SO 27002:2022 8.20 Network security Functional | Intersects With DMZ Networks NET-08.1 (OMz) 5
segments to separate untrusted networks from trusted networks.
Mechanisms exist to provide governance oversight reporting and
Status Reporting To dations to those entrusted to mak tive decisi
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional | Intersects With us Reporting GOv-01,2 |recommendationsto those entrusted to make exeoutive decisions 5
Governing Body about matters considered material to the organization's Security,
c &Resilience Program (SCRP).
Mechanisms exist to develop, report and monitor Security, Compliance
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional | Intersects With | Measures of Performance| ~GOV-05 & Resilience Program (SCRP) measures of performance. 5
Mechanisms exist to facilitate the identification and implementation of
Statutory, Regulatory &
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional | Subset Of ° CPL-01  |relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Non-Comptiance Mechanisms exist to document and review instances of non-
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional | Intersects With P, CPL01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
g develop risk mitigation actions.
Mechanisms exist to document and validate the scope of security,
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional |Intersects With| ~ Compliance Scope | CPL-01.2 |compliance and resilience controls that are determined to meet 8
statutory, regulatory and/or
Mechanisms exist to validate that Technology Assets, Applications,
Control Conformit Services and/or Data (TAASD) conform to the organization's security,
op.mon.2 Metric system 1SO 27002:2022 9 Performance evaluation Functional | Intersects With Y cpL03 (TAASD) & v 5
Monitoring compliance and/or resilience policies, standards and other applicable
Monitoring For Mechanisms exist to monitor for evidence of unauthorized exfltration
op.mon.3 Surveillance 1SO 27002:2022 5.7 Threat intelligence Functional | Intersects With © MON-11 ‘ 5
Disclosure or disclosure of non-
Monitoring for Indicators ‘Automated mechanisms exist to identify and alert on Indicators of
op.mon.3 Surveillance 1S 27002:2022 5.7 Threat intelligence Functional | Intersects With e MON-11.3 v 5
of C (100) c (10C).
existto athreat program that
) Throat Intlligonce includes a cross-organization information-sharing capability that can
op.mon3 Surveillance 1S 27002:2022 5.7 Threat intelligence Functional | Subset Of program THR-01  [influence the development of the system and security architectures, 10
selection of security solutions, monitoring, threat hunting, response
and recoverv activities.
Mechanisms exist to develop Indicators of Exposure (I0) to
’ Indicators of Exposure
op.mon3 Surveillance 1S 27002:2022 5.7 Threat intelligence Functional | Intersects With op) THR-02  [understand the potential attack vectors that attackers could use to 5
attack the i
Mechanisms exist to maintain situational awareness of vulnerabilities
op.mon.3 Surveillance 1SO 27002:2022 5.7 Threat intelligence Functional |Intersects With | Threat Intelligence Feeds | THR-03 |2nd evolving threats by leveraging the knowledge of attacker tactics, 5
and tofacilitate the of
and controls.
) Mechanisms exist to utilize external threat intelligence feeds to
’ Threat Intelligence
op.mon3 Surveillance 1S 27002:2022 5.7 Threat intelligence Functional | Intersects With S, THR-03.1 |generate and disseminate organization-specific security alerts, 5
porting and/or directives.
) ) Mechanisms exist to facilitate the operation of physical and
Separate and - Physical & tal
mp.if.1 eparate andaccess- |4 57002:2022 7.1 Physical security perimeter Functional Subset Of Ysical & Environmental|  peg o1 [environmental protection controls. 10
controlled areas Protections
Physical access control mechanisms exist to maintain a current list of
Separate and - Physical A
it oparate and access- |\ (12000 002 7 1 physical security parimeter Functionat | intersacts with ysical Access pEs.cp | PerSonnel with authorized access to organizational faclities (except for s
controlled areas Authorizations those areas within the facility officially designated as publicly
Physical access control mechanisms exist to enforce physical access
Separate and access-
mp.if.1 P! 1S0 27002:2022 7.1 Physical security perimeter Functional |Intersects With | Physical Access Control | Pes-og | 2uthorizations for all physical access points (including designated 5
controlled areas entry/exit points) to facilities (excluding those areas within the facility
officially as oublicly
Separate and access- Controlled Ingress & Physical access control mechanisms exist to limit and monitor
mp.if.1 P! 1SO 27002:2022 7.1 Physical security perimeter Functional | Intersects With 8 PES-03.1 | TV 5
controlled areas Egress Points physical access through controlled ingress and esfress points.
s . | Physical Security of MECh:ﬂISmS existto \?Erlll:\'}(' sys(?m? Esu\dpﬂ:‘ﬂﬂf anLd IESDECUV[Eh .
eparate and access- operating environments that require limited physical access so tha
mp.i.1 P 1SO 27002:2022 7.1 Physical security perimeter Functional |Intersects With|  Offices, Rooms & PES-04 |OPerating a Phy 5
controlled areas e appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Controlled | & Physical trol mech tto limit and monit
mp.if.2 Identification of persons |ISO 27002:2022 7.2 Physical input controls Functional | Intersects With| ~ ~°"0\ o4 Inress PES.03.1 | /107 80008 doniio mecnanisms existio mit andmonttor 5
Egress Points bhusical access through controlled ingress and esress points.
Physical access control mechanisms generate a log entry for each
mp.if.2 Identification of persons |ISO 27002:2022 7.2 Physical input controls Functional |Intersects With| Physical AccessLogs | PES-033 | sms g g entry 5
access attempt through controlled ingress and egress points.
Physical security mechanisms exist to allow only authorized personnel
mp.if.2 Identification of persons |ISO 27002:2022 7.2 Physical input controls Functional | Intersects With| Working in Secure Areas | PES-04.1 aczess ” Wy " Yy P 5
Physical access control mechanisms exist to identify, authorize and
mp.if.2 Identification of persons |ISO 27002:2022 7.2 Physical input controls Functional | Intersects With Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
i as publicly
Physical security exist to isolate
mp.if.2 Identification of persons |ISO 27002:2022 7.2 Physical input controls Functional |Intersects With|  Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
points to avoid access.
) Mechanisms exist to facilitate the operation of physical and
. ) ) , Physical & Environmental
mp.it3 Fitting-out of premises |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional | ~Subset Of o PES-01 |environmental protection controls. 10
rotections
physical Security of Mech?nisms existto \:Ier::l)‘/ sys(emT, e\::u:rr:|en( arld respecuvfh }
mp.if.3 Fitting-out of premises | ISO 27002:2022 7.5 Protection against external and environmental threats | Functional |Intersects With|  Offices, Rooms & PES-04 | OPErating environments that require limited physical access so tha 5
e appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Physical security mechanisms exist to locate system components
Equipment Siting & i i
mp.if.3 Fitting-out of premises |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional |Intersects With| ~ ouiPment Siting pgs-12 | Within the facility to minimize potential damage from physical and 5
Protection environmental hazards and to minimize the opportunity for
access.
Risk Management Mechanisms exist to facilitate the implementation of strategic,
mp.if.3 Fitting-out of premises |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional | ~Subset Of © RSK-01 ! P @ 10
Program and tactical risk controls that are aligned
Mechanisms exist to conduct recurring assessments of risk that
includes the likelihood and magnitude of harm, from unauthorized
mp.it3 Fitting-out of premises |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional ~|IntersectsWith|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5
ization's Assets, Services and/or Data
(TAASD).
Facilit irity mechanism: t to protect r ment an
mp.if.4 Electrical energy  |ISO 27002:2022 7.11 Supply installations Functional | Intersects With|  Supporting Utilities pes-g7 | Fcility security mechanisms exist to protect power equipment and 5
Dower cabling for the svstem from damage and
Aut itic Volt: Facilit hani: t to utili It i t: itrols
mp.if.4 Electrical energy  |ISO 27002:2022 7.1 Supply installations Functional | Intersects With utomatic Voltage pES.07.1 | Facility security mechanisms exist to utilize automatic voltage controls 5
Controls for critical system
Facility security mechanisms exist to shut off power in emergency
situations by:
(1) Placing emergency shutoff switches or devices in close proximity to
mp.if.4 Electricalenergy  [1SO 27002:2022 7.1 Supply installations Functional | Intersects With| ~ Emergency Shutoff | PES-07.2 |systems or system components to facilitate safe and easy access for 5
personnel; and
(2) Protecting emergency power shutoff capability from unauthorized
Facility security mechanisms exist to supply alternate power, capable
mp.if.4 Electrical energy 1S0 27002:2022 7.11 Supply installations Functional |Intersects With|  Emergency Power PES-07.3 |of maintainit lly-required ional capability, in the event 5
of an extended loss of the primary power source.
Facility security mechanisms exist to utilize and maintain automatic
mp.if.4 Electricalenergy 1S 27002:2022 7.11 Supply installations Functional | Intersects With| ~ Emergency Lighting PES-07.4 |Cmergency lighting that activates in the event of a power outage or 5
and that covers exits and routes
within the facility.
Mechanisms exist to facilitate the operation of physical and
) ) Physical & Environmental c
mp.if.5 Fire protection 1SO 27002:2022 7.5 Protection against external and environmental threats Functional Subset Of Protections PES-01 environmental protection controls. 10
Mech: ist tify te it i
Physical Security of eharisms et o u:en:hw ysystams, sqipmen arld respectie
mp.if.5 Fire protection 1SO 27002:2022 7.5 Protection against external and environmental threats | Functional | Intersects With|  Offices, Rooms & PES-04 |OPerating environments that require limited physical access so tha 5
e appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Physical security mechanisms exist to locate system components.
Equipment Siting & within the facility to minimize potential damage from physical and
mp.it5 Fire protection 1SO 27002:2022 7.5 Protection against external and environmental threats | Functional | Intersects With|  =o-'P" g PES-12 Y P & phy: 5
Protection environmental hazards and to minimize the opportunity for
access.
Risk Management Mechanisms exist to facilitate the implementation of strategic,
mp.if.5 Fire protection  |1SO 27002:2022 7.5 Protection against external and environmental threats | Functional | Subset Of & RSK-01 ! factt P ele 10
Program and tactical risk controls that are aligned
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STRM Guidance: h y pping: Published STRM URL: P 825-2026.pdf
STRM STRM Secure Controls F & (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# s I CPaIKISCE) AN Notes
Rationale Control Desc Relationship
Mechanisms exist to conduct recurting assessments of risk that
includes the likelihood and magnitude of harm, from unauthorized
mp.if.5 Fire protection IS0 27002:2022 7.5 Protection against external and environmental threats | Functional | IntersectsWith|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
: Assets, Services and/or Data
(TAASD).
Mechanisms exist to facilitate the operation of physical and
Physical & Environmental °
mp.it.6 Protection against floods |1SO 27002:2022 7.5 Protection against external and environmental threats | Functional | Subset Of Dt PES-01 |environmental protestion controls. 10
Physical Security of Mech:nlsms existto wfer::h‘/ sysu?mi, e:u;prr;em arld respectw‘eh )
mp.it.6 Protection against floods | ISO 27002:2022 7.5 Protection against external and environmental threats | Functional |Intersects With|  Offices, Rooms & PES-04 |OPerating environments that require limited physical access so tha 5
it appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Physical security mechanisms exist to locate system components
E t Siting & thin the facility to minimize potential d from physical and
mp.it.6 Protection against floods |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional | Intersects With| o~ /Pment Siting pEs-12 | ithin the facility to minimize potential damage from physical an 5
Protection environmental hazards and to minimize the opportunity for
access.
Risk M t Mech: tto facilitate the implementation of strategic,
mp.it.6 Protection against floods |ISO 27002:2022 7.5 Protection against external and environmental threats | Functional Subset Of sk Managemen RSK-01 echanisms exist to facilitate the implementation of strategic 10
Program and tactical risk controls that are aligned
Mechanisms exist to conduct recurring assessments of risk that
includes the likelihood and magnitude of harm, from unauthorized
mp.if.6 Protection against floods |ISO 27002:2022 7.5 Protection against external and environmental threats |  Functional | Intersects With|  Risk Assessment RSK-04 |access, use, disclosure, disruption, modification or destruction of the 5
's Assets, Senvices and/or Data
(TAASD).
E tinputand Controlled | & Physical trol mech tto limit and monit
mp.it.7 uipmentinputand s 57002:2022 7.2 Physical input controls Functional |Intersects With| om0 ed Ingress PES-03.1 | nvSlcataceess control mechanisms exist to fimit andmonitor 5
output register Egress Points physical access through controlled ingress and esress points.
E tinputand Physical trol mechani te a log entry for each
mp.it.7 auipmentinputand s 57002:2022 7.2 Physical input controls Functional |Intersects With| Physical Access Logs | PES-03.3 | rvSicalaccess controlmechanisms generate a log entry for eacl 5
output register access attempt through controlled ingress and egress points.
E tinputand Physical security mech tto allow only authorized 1
mp.it.7 uipmentinputand s 57002:2022 7.2 Physical input controls Functional | Intersects With| Working in Secure Areas | PES-04.1 | /508! security mechanisms exist to allow only authorized personne 5
output register access to secure areas.
Physical access control mechanisms exist to identify, authorize and
Equipment input and _
mp.if.7 i 1S0 27002:2022 7.2 Physical input controls Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
output register as publicly
Physical security existto isolate i
Equipment input and _ '
mp.if.7 i 1S0 27002:2022 7.2 Physical input controls Functional |Intersects With|  Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
output register
putreg Doints to avoid access.
Mechani t Usecurity risk b i
mp.per.1 Job characterisation  |ISO 27002:2022 6.1 Checking Functional | Intersects With| Personnel Screening HRs-04 | Mechanisms exist to manage personnel security risk by screening 5
prior to access.
Roles With Special exist to ensure that accessing a system that
mp.per.1 Job characterisation  |1SO 27002:2022 6.1 Checking Functional [ Intersects With| % ° WHLPPSOT | 1RS-04.1 | stores, transmits or processes information requiring specal protection 5
satisfy defined personnel screening criteria.
N
mp.per.2 Duties and obligations | Terms and conditions of engagement Functional © N/A N/A N/A )
Security, Compliance & Mechani tto facilitate the implementation of securit
1S 27002:2022 6.3 Information security awareness, education and ecurity, Compliance echanisms exist to faclitate the implementation of security
mp.per.3 Awarenessraising | =7 Functional | Subset Of Resilience-Minded SAT-01 | workforce development and awareness controls. 10
e Workforce
Security, Compliance & tto provide all d
1SO 27002:2022 6.3 Information security awareness, education and scurity, Gompliance exist to provide al an
mp.per.3 Awareness raising | Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
reining Training and training that is relevant for their iob function.
exist to provide role-based security, and
) resilience-related training:
Role-Based Security,
1S 27002:2022 6.3 Information security awareness, education and 1) Before auth tothe syst it igned
mp.per3 Awareness raising Y Functional | Intersects With| Compliance & Resilience | SaT-03 (1) Before authorizing access to the system or performing assignet 5
training Training duties;
(2) When required by system changes; and
(3) Annually thereafter.
Security, Compliance & Mechanisms exist to facilitate the implementation of security
1SO 27002:2022 6.3 Informati it , education and :
mp.per.4 Training o nformation security awareness, education ant Functional | Subset Of Resilience-Minded SAT-01 | workforce development and awareness controls. 10
s Workforce
Security, Compliance & tto provide all d
1SO 27002:2022 6.3 Information security awareness, education and eourtty, Gompliance st toproviee 2 o6 an
mp.per.4 Training i Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
s Training and training that is relevant for their iob function.
exist to provide role-based security, i and
resilience-related training:
Role-Based Security,
1SO 27002:2022 6.3 Informati it , education and i
mpperd nformation security awareness, education an Functional | Intersects With | Gomptiance & Restionce |  SaT.0a |(1) Before authorizing access to the system or performin assigned s
training ° duties;
Training
(2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to implement enhanced protection measures for
: Unattended End-User
mp.ea.1 Clearworkstation SO 27002:2022 7.7 Uncluttered workstation and clean screen Functional | Intersects With . " AST-06  |unattended technology assets to protect against tampering and 5
uipmen
auip: access.
Endpoint D Mechani tto facilitate the implementation of Endpoint D
mp.eq.1 Clear workstation  |ISO 27002:2022 7.7 Uncluttered workstation and clean screen Functional Subset Of ndpoint Device END-01 | echanisms exist tofacilitate the implementation of Endpoint Device 10
(EDM) (EDM) controls.
Physical Socurity of Mech\:‘nlsms exist to u:er::‘w;[f sysxgmiv ezu;prr;enf anLu vespecmv[eh i
mp.eq.1 Clear workstation  |ISO 27002:2022 7.7 Uncluttered workstation and clean screen Functional |Intersects With|  Offices, Rooms & PES-04 |OPerating environments that require limited physical access so tha 5
o e appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Mechanisms exist to implement enhanced protection measures for
Locking of th Unattended End-U
mp.eq.2 ocking of the 1S0 27002:2022 7.7 Uncluttered workstation and clean screen Functional |Intersects With| o onaed End-User AST-06 | unattended technology assets to protect against tampering and 5
workstation Equipment
access.
Locking of th Endpoint D Mech: ist to facilitate the implementation of Endpoint D
mp.eq.2 ocking of the 1S0 27002:2022 7.7 Uncluttered workstation and clean screen Functional Subset Of ndpoint Device END-01 || echanisms existtofacilitate the implementation of Endpoint Device 10
M) (EDM) controls.
o physical Security of Mech?nisms existto \:Ier::l): sys(emT, ec:u;pn:‘em arld respecuvfh }
mp.eq.2 ing 1S0 27002:2022 7.7 Uncluttered workstation and clean screen Functional |Intersects With|  Offices, Rooms & PES-04 | OPErating environments that require limited physical access so tha 5
workstation e appropriate physical access controls are designed and implemented
for offices. rooms and facilities.
Portable squipment ] Unattonded End-User Mechanisms exist toimplement enfianced protection measures for
mp.ea3 10 27002:2022 8.1 User end devices Functional | Intersects With AST-06  |unattended technology assets to protect against tampering and 5
protection Equipment
access
Mech: ist tely tect that ti
Portable equipment Kiosks & Point of lecl va‘msms exist to appropriately vaD ect de\{lCeSv al Ca? ure.
mp.eq.3 : 10 27002:2022 8.1 User end devices Functional | Intersects With ’ AST-07  |sensitive and/or regulated data via direct physical interaction from 5
protection Interaction (Pol) Devices
tampering and
exist to restrict the and/or use of personally-
Portable equipment ° : )
mp.eq.3 e 1S0 27002:2022 8.1 User end devices Functional | Intersects With | Use of Personal Devices |  AST-12 | owned Technology Assets, Applications and/or Services (TAAS) within 5
s ed facilities.
Portabls it El it De Mech: ist to facilitate the 1 tatic f Ei 1t De
peas ortable equPmENt |\« 2022.8.1 Usor and devices Functionat | Subsetof ndpoint Device ND.o1 | Mechanisms exist to facilitate the implementation of Endpoint Device o
brotection (EDM) (EDM) controls.
Portabls i it Endpoint Protecti t t tect th inte 3
mp.eq.3 ortable equipment ¢4 57002:2022 8.1 User end devices Functional | Intersects With| o POnt Protection END-02 existto protect the integrity, 5
protection Measures and safety of endpoint devices.
Mechanisms exist to enforce a limit for consecutive invalid login
Portabl t ron-defined ti
mp.ea.3 ortable equipment 16, 57002:2022 8.1 User end devices Functional |Intersects With|  Account Lockout 1G22 |2temPpts by a user during an organization-defined time period and 5
protection automatically locks the account when the maximum number of
attempts is exceeded.
Portable e ment Centralized Management Mechanisms exist to implement and govern Mobile Device
i iz
mp.eq.3 auip 1S0 27002:2022 8.1 User end devices Functional | Subset Of A Manag MDM-01  [Management (MDM) controls. 10
protection Of Mobile Devices
Mechanisms exist to enforce access control requirements for the
Portable equipment Access Control For ! ¢
mp.eq.3 : 10 27002:2022 8.1 User end devices Functional | Intersects With s contr MDM-02  |connection of mobile devices to organizational Technology Assets, 5
protection Mobile Devices
and/or Services (TAAS).
Portabls it Mech: ist tely lecte fe tion fi il
mp.ea.3 ortable equipment o, 5265:2022 8.1 User end devices Functional | Intersects With Remote Purging MDM-gs | echanisms exist to remotely purge selected information from mobile 5
protection devices.
Mechanisms exist to implement enhanced protection measures for
Other network ted Unattended End-U
mp.eq.4 er network 60NeCted 156 27002:2022 8.1 User end devices Functional |Intersects With| o orooc SNUSST | asT 06 |unattended technology assets to protect against tampering and 5
devices Equipment
access.
Mechanisms exist to appropriately protect devices that capture
Other network connected Kiosks & Point of
mp.eq.4 1S0 27002:2022 8.1 User end devices Functional |Intersects With AST-07  [sensitive and/or regulated data via direct physical interaction from 5
devices Interaction (Pol) Devices A o
‘tampering and
exist to restrict the and/or use of p: L
Other network connected A ;
mp.eq.4 P 1S0 27002:2022 8.1 User end devices Functional | Intersects With | Use of Personal Devices |  AST-12 | owned Technology Assets, Applications and/or Services (TAAS) within 5
vi
ed facilities.
Other network ted Endpoint D Mechani tto facilitate the implementation of Endpoint D
oo or network comneoted [ a1 User ond devicas runctionat | subsetor ndpoint Device .07 | Mechanisms exist to facilitate the implementation of Endpoint Device o

devices

(EDM)

(EDM) controls.
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STRM STRM Secure Controls F & (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# s I CPaIKISCE) AN Notes
Rationale lationshit Control Desc Relationship
Othe it k ted Endj it Protecti t t tect th te 3
mp.eq.d ernetwork connected <5 7002:2022 8.1 User end devices Functional | Intersects With| PNt Protection END-02 existto protect the integrity, 5
devices Measures and safety of endpoint devices.
Mechanisms exist to enforce a limit for consecutive invalid login
Other network connected ttempts by duri tion-defined t dand
mp.eq.d rnetwors 1SO 27002:2022 8.1 User end devices Functional |[Intersects With|  Account Lockout |AC-22 |?ttempts by auserduring an organization-defined time period an 5
devices automatically locks the account when the maximum number of
attempts is exceeded.
Mechanisms exist to implement and govern Mobile Device
Other network connected Centralized Management
mp.eq.4 rnetwor 1SO 27002:2022 8.1 User end devices Functional | Subset Of raized Manag MDM-01  [Management (MDM) controls. 10
devices Of Mobile Devices
Mechanisms exist to enforce access control requirements for the
Other network ted Access Control F
mp.eq.4 ernetwork 60NeSted 150 27002:2022 8.1 User end devices Functional |Intersects With| ~/0c°5S ZomterFor MDM-02 of mobile devices to organizational Technology Assets, 5
devices Mobile Devices
and/or Services (TAAS).
Other network ted Mech: tto remotel lected information i il
mp.eq.d er network conneeted| 55 27002:2022 8.1 User end devices Functional | Intersects With Remote Purging MDM-0s |\ 1echanisms existto remotely purge selected information from mobile 5
devices devices.
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & " ::ntfm sufficient detai 0 855655 the securiy of the network's
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional |Intersects With| ~Data Flow Diagrams AsT-04 | Architecture: 5
DFDS) (2) Reflect the current architecture of the network environment; and
(8) Document all sensitive and/or regulated data flows.
Network Security Mechanisms exist to develop, govern & update procedures to facilitate
com.1 s ‘ 1SO 27002:2022 8.20 Network securit Functional | Subset Of NET-01 10
mp-com eoure perimeter erwork seeurty unetiona ubse Controls (NSC) the of Network Security Controls (NSC).
Mechanisms exist to implement security functions as a layered
Layered Network
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional | Intersects With ayered Networt NET.02 | Structure that minimizes interactions between layers of the design and 5
Defenses avoids any dependence by lower layers on the functionality or
of higher lavers.
Mechanisms exist to monitor and control communications at the
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at ke internal boundaries within the 5
network.
Data Flow B exist to implement and govern Access Control Lists
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional | Intersects With|  Access Control Lists | NET-04 | (ACLS) to provide data flow enforcement that explicitly restriot network 5
(ACLs) traffic to only what is authorized
] Demy Traffc by Default & Mechanisms exist to configure firewall and router configurations to
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 5
Allow Traffic by Exception °
(e.s... denv all. permit by exception)
Notwork Sogmentation existto network within network
mp.com.1 Secure perimeter  |1SO 27002:2022 8.20 Network security Functional | Intersects With © NET-06 toisolate Assets, d 5
(macrosegmentation) "
Services (TAAS) from other network resources.
Mechani t to monitor De-Militarized Zone (DM2) network
mp.com.1 Secure perimeter |1SO 27002:2022 8.20 Network security Functional | Intersects With DMZ Networks NET-08.1 |Mechanisms exist to monitor De-Militarized Zone (DMZ) networl 5
segments to separate untrusted networks from trusted networks.
Protection of Network Security Mechanisms exist to develop, govern & update procedures to facilitate
.com.2 1S0 27002:2022 8.21 S f network Functional | Subset Of NET-01 10
mp-com i ecurity of network services unetiona ubse Controls (NSC) the of Network Security Controls (NSC).
orotection of Mechanisms exist to monitor and control communications at the
mp.com.2 el 1S0 27002:2022 8.21 Security of network services Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
confidentiali
v network.
orotectionof Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
mp.com.2 o 1S 27002:2022 8.21 Security of network services Functional | Intersects With| Detection / Prevention | NET-08  |Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5
v Svstems (NIDS / NIPS) network.
Protection of Mechani tto control authorized wirel d monitor f
mp.com.2 rotection o 1SO 27002:2022 8.21 Security of network services Functional | Intersects With| Wireless Networking NET-15 | Mechanisms exist to control authorized wireless usage and monitor for 5
ireless access.
exist to require. for applicabl
Protection of Third-Party Contract ity, compli d resili ts with third-parties,
mp.com.2 rotection o 1SO 27002:2022 8.21 Security of network services Functional | Intersects With ira-Party Contract TPM.05 | S0CUNY: compliance and resilience requirements with third-parties 5
confidentiality Requirements reflecting the organization's needs to protect its Technology Assets,
cations. Services and/or Data (TAASD).
Mechanisms exist to monitor, regularly review and assess External
Protection of R f Third-Part Service Providers (ESPs) f U ith established contractual
mp.com.2 rotection o 1SO 27002:2022 8.21 Security of network services Functional | Intersects With| o Of Third-Party TPM-0g | Service Providers (ESPs) for compliance with established contractual 5
confidentiality Services requirements for security, compliance and resilience controls.
Authenticity and integrit Network Securit Mech: tto develop, &updat dures to facilitat
mp.com.3 uthenticity and Integrity |6 27002:2022 8.21 Security of network services Functional Subset Of etwork Security NET-01 lechanisms exist to develop, govern & update procedures to facilitate 10
brotection Controls (NSC) the of Network Securitv Controls (NSC).
I Mechanisms exist to monitor and control communications at the
Authenticity and integrity ons
mp.com.3 e 10 27002:2022 8.21 Security of network services Functional |Intersects With| ~ Boundary Prote NET-03 | external network boundary and at key intemal boundaries within the 5
rotection
P! network.
o Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
Authenticity and integrity ' Detec
mp.com.3 M 1S 27002:2022 8.21 Security of network services Functional | Intersects With| Detection/ Prevention | NET-08  |Systems (NIDS/NIPS) to detect and/or prevent intrusions ino the 5
s Systems (NIDS / NIPS) network.
Authenticity and integrit Mechani tto control authorized wirel d monitor f
mp.com.3 uthenticity and integrity |\, »2002:2022 8.21 Security of network services Functional |Intersects With| ~ Wireless Networking NET-15 lechanisms exist to control authorized wireless usage and monitor for 5
protection ireless access.
exist to require i for applicabl
Authenti d integrit Third-Party Contract ity, compli d resili ts with third-parties,
mp.com.3 uthenticity and integrity |, »7002:2022 8.21 Security of network services Functional | Intersects With ira-Party Contrac TPM.05 [ S6CUN: compliance and resilience requirements with third-parties 5
protection Requirements reflecting the organization's needs to protect its Technology Assets,
i Services and/or Data (TAASD).
Mechanisms exist to monitor, regularly review and assess External
Authenti d integrit R f Third-Part Service Providers (ESPs) f U ith established contractual
mp.com.3 uthenticity and integrity |, »7002:2022 8.21 Security of network services Functional | Intersects With| o Of Third-Party TPm-0g | Service Providers (ESPs) for compliance with established contractual 5
protection Services requirements for security, compliance and resilience controls.
] Mechanisms exist to implement network segmentation within network
of Network Segmentation " e
mp.com.4 1SO 27002:2022 8.22 Segregation in networks Functional | Intersects With NET-06 toisolate Assets, and/or 5
flows in the network (macrosegmentation)
Services (TAAS) from other network resources.
Mechanisms exist to implement security management subnets to
f i Security M t isolats ty tools and t ts from other internal
mp.com.4 ° 1SO 27002:2022 8.22 Segregation in networks Functional | Intersects With| Sccunty Management 1 e ¢ 4 |isolate security tools and support components from other internal 5
flows in the network Subnets system b separate with
managed interfaces to other of the svstem.
] exist to utilize a Demilitarized Zone (DM2) to restrict
of Use of Demilitarized ! A )
mp.com.4 1SO 27002:2022 8.22 Segregation in networks Functional | Intersects With WEB-02 [inbound traffic to authorized Technology Assets, Applications and/or 5
flows in the network Zones (DM2)
Services (TAAS) on certain services. protocols and ports.
Mechanisms exist to mark media in accordance with data protection
mp.si.1 Carriermarking (IS0 27002:2022 5.13 Labelling of information Functional Equal Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 10
handling caveats and security
Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional | Subset Of o CRY-01 |protections controls using known public standards and trusted 10
T G tto protect the confidentiality of dat
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional | Intersects With F'ansm‘ssm crros |00 existtoprotect the ofdata 5
i
e hi h t t tect the It ity of dat:
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional | Intersects With| Transmission Integrity | CRy-04 | CT¥Ptographic mechanisms exist to protect the integrity of data being 5
C t t ized discl f
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional | Intersects With| Encrypting Data AtRest | CRY-05 | P 8% existto preven 5
exist to facilitate key controls
Cryptographic Key o ;
mp.si.2 Cryptography 1S 27002:2022 8.24 Use of cryptography Functional | Intersects With Wanogamont CRY-09 |to protect the confidentiality, integrity and availability of keys. 5
te hic Key L ist th il f il { th it
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional Intersects With Cryptographic Key Loss CRY-09.3 existto ensu‘re © . o in the even 5
or Change of the loss of kevs by individual users.
Mechanisms exist to facilitate the secure distribution of symmetric and
Control & Distribution of
mp.si.2 Cryptography 1SO 27002:2022 8.24 Use of cryptography Functional [ Intersects With| 77> * 2S10 P71 | CRY.00.4 |asymmetric cryptographic keys using industry recognized key 5
i
Typtographic ey and pr
Mechani tto authorize, control and track technol «
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional |Intersects With|  Removal of Assets AST-11 lechanisms exist to authorize, control and track technology assets 5
entering and exiting
exist to restrict the and/or use of personally-
mp.si.3 Custody 1S 27002:2022 7.10 Storage media Functional | Intersects With | Use of Personal Devices |  AST-12 | owned Technology Assets, Applications and/or Services (TAAS) within 5
ed facilities.
Mechanisms exist to facilitate the implementation of data protection
mp.si.3 Custody SO 27002:2022 7.10 Storage media Functional | Subset Of Data Protection DCH-01 | oenaneme . imp ! protect 10
Mechani: t t trol and trict to digital and -
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional | Intersects With Media Access DCH-03 | Mechanisms exist to control and restrict access to digital and non 5
digital media to authorized individual
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital media
Custody 1SO 27002:2022 7.10 Storage media Functional | Intersects With Media Storage DCH-06 W"[:"" controlled areas using organization-defined security measures; 5
an
(2) Protect system media until the media are destroyed or sanitized
using abproved eauipment. iques and
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Rationale Control Desc Relationship
Mechanisms exist to protect and control digital and non-digital media
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional | Intersects With| Media Transportation | DCH-07 |during transport outside of controlled areas using appropriate security 5
C exist to protect the confidentiality and
) Encrypting Data In
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional |Intersects With s DCH-07.2 integrity of information stored on digital media during transport outside 5
rage Mot of controlled areas.
Mechani T ly di fmedia when it is no
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional | Intersects With | Physical Media Disposal | DCH-08 | cchanisms existto securely dispose of media when itis no longer 5
required, using formal
Mechanisms exist to restrict the use of types of digital media on
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional | Intersects With Media Use DCH-10 1Sms exist to restri use of typ g ! 5
svstems or system
Mech: tto restrict th d distribution of sensitive and/
mp.si.3 Custody 1S0 27002:2022 7.10 Storage media Functional |Intersects With| ~ LimitationsonUse | DCH-10.1 | coranisms existiorestrictihe use and distribution of sensitive and/or 5
regulated data.
Removable Med Mech: tto restrict ble med d th dat
mp.si.3 Custody 1SO 27002:2022 7.10 Storage media Functional |Intersects With| oo o 14 DCH-12 || conanisms exist torestrict removable media in accordance with cata 5
Security handling and usage
Mech: tto authorize, control and track technol «
mp.sid Transport 1SO 27002:2022 7.10 Storage media Functional |Intersects With|  Removal of Assets AST-11 lechanisms exist to authorize, control and track technology assets 5
entering and exiting facilities.
exist to restrict the and/or use of personally-
mp.si4 Transport 1SO 27002:2022 7.10 Storage media Functional |Intersects With| Use of Personal Devices | AST-12  |owned Technology Assets, Applications and/or Services (TAAS) within 5
ed facilities.
Mech; t to facilitate the e tati f dat: tecti
mp.sid Transport 1SO 27002:2022 7.10 Storage media Functional Subset Of Data Protection DCH-01 C:;r:{;'smsex‘s o facilitate the iImplementation of data protection 10
Mech: tto control and restrict to digital and non-
mp.sid Transport 1SO 27002:2022 7.10 Storage media Functional | Intersects With Media Access DCH-03 | Mechanisms exist to control and restrict access to digital and non 5
digital media to authorized individual
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital media
mp.si.4 Transport 1S0 27002:2022 7.10 Storage media Functional | Intersects With Media Storage DCH-06 W"[:"” controlled areas using organization-defined security measures; 5
an
(2) Protect system media until the media are destroyed or sanitized
using abroved eaui iques and
Mechanisms exist to protect and control digital and non-digital media
mp.si.d Transport IS0 27002:2022 7.10 Storage media Functional | Intersects With| Media Transportation | DCH-07 |during transport outside of controlled areas using appropriate security 5
c exist to protect the and
Encrypting Data In
Transport 1S0 27002:2022 7.10 Storage media Functional | Intersects With DCH-07.2 integrity of information stored on digital media during transport outside 5

Storage Media of controlled areas.

Mechani t y di f media when itis no L

mp.sid Transport 1SO 27002:2022 7.10 Storage media Functional | Intersects With | Physical Media Disposal | DCH-08 | cchanisms exist to securely dispose of media when it is no longer 5
required. using formal

Mechanisms exist to restrict the use of types of digital media on

mp.si.4 Transport 1SO 27002:2022 7.10 Storage media Functional | Intersects With Media Use DCH-10 5
svstems or svstem
Mechani tto restrict th d distribution of sensitive and/
mp.si.4 Transport 1S 27002:2022 7.10 Storage media Functional |Intersects With|  LimitationsonUse | DCH-10.1 || coranisms existiorestrictthe use and distribution of sensitive and/or 5
regulated data.
Removable Med Mech: tto restrict ble med d th dat
mp.si.4 Transport 1SO 27002:2022 7.10 Storage media Functional |Intersects With| oo ol 1ed® DCH-12 || conanisms exist forestrict removable media i accordance with data 5
Security handling and usage
Mechani tto authorize, control and track technol .
Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional |Intersects With|  Removal of Assets AST-11 lechanisms exist to authorize, control and track technology assets 5
entering and exiting facilities.
exist to restrict the and/or use of personally-
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional |Intersects With| Use of Personal Devices | AST-12  |owned Technology Assets, Applications and/or Services (TAAS) within 5
ed facilities.
Mech: t to facilitate the e tati f dat: tecti
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional Subset Of Data Protection DCH-01 C:‘;[:gsmsex‘s © facilitate the iImplementation of data protection 10
Mechani tto control and restrict to digital and non-
Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With Media Access DCH-03 | Mechanisms exist to control and restrict access to digital and non 5
digital media to authorized individual
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital media
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With Media Storage DCH-06 "‘":“" controlled areas using organization-defined security measures; 5
an
(2) Protect system media until the media are destroyed or sanitized
using abbroved eai iques and
Mechanisms exist to protect and control digital and non-digital media
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With| Media Transportation | DCH-07 |during transport outside of controlled areas using appropriate security 5
c exist to protect the confidentiality and
) Encrypting Data In Cryptograp! f !
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With DCH-07.2 integrity of information stored on digital media during transport outside 5

Storage Media

of controlled areas.

Mechanisms exist to securely dispose of media when it is o longer

mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With | Physical Media Disposal | DCH-08 ¥ disp g 5
required. using formal

Mechanisms exist to restrict the use of types of digital media on

mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With Media Use DCH-10 5
systems or system
Mechani tto restrict th d distribution of sensitive and/
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional |Intersects With|  Limitations on Use DCH-10.1 | echanisms existtorestrict the use and distribution of sensitive and/or 5
regulated data.
Removable Med Mech: ist to restrict ble media i d ith dat.
mp.si.5 Deletion and destruction |ISO 27002:2022 7.10 Storage media Functional | Intersects With emovable Media DCH-12 || echanisms existto restrict removable media in accordance with data 5
Security handling and usage
Mechanisms exist to develop, document and maintain secure baseline
Secure Baseli Tgurati .
mp.sw.1 Application development |ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With ecure Baseline CFG-02 for Assets, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
Devolopment & Test Me:l:ar;isms exist m‘manage t‘:alse'line conf\g\:ralic;r: mr:evelapmem
mp.sw.1 Application development |ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With Environment CFG-02.4 |°ndtestenvironments separately from operational baseline 5
configurations to minimize the risk of unintentional changes.
Configurations
Throat Analysis & Flaw Mecl:anis;ns ex\s:m rsequ\re‘syTsle‘m dev:\:pe:s a(nd m;g&:zmrf to
mp.sw.1 Application development |ISO 27002:2022 8.25 Security in the development lifecycle Functional |Intersects With|  Remediation During |a0-04  |Create and execute a Security Testing and Evaluation (ST&E) plan, or 5
similar process, to identify and remediate flaws during development.
Development
Socure Dovelopmont Lifo :ec:wanlisms ex\ds/l msensure cr;e:;gses n: :ei:noslngy Asls)ezs,L }
mp.sw.1 Application development |ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With Cycle (SDLC) pRM.g7  |AAPPlications and/or Services (TAAS) within the Secure Developmen 5
Management Life Cycle (SDLC) are controlled through formal change control

Mechanisms exist to facilitate the implementation of tailored
Technology Development

mp.sw.1 Application development [ISO 27002:2022 8.25 Security in the development lifecycle Functional | Subset Of e heaaition TDA-01  [development and acquisition strategies, contract tools and 10
methods to meet unique business needs.
Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
mp.sw.1 Application development [ISO 27002:2022 8.25 Security in the development lifecycle Functional |Intersects With (MVP) Security TDA02  [technical and functional specifications ensure Minimum Viable 5
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
Mechanisms exist to require software developers to ensure that their
! ) ) Development Methods, software development processes employ industry-recognized secure
mp.sw.1 Application development [ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With | 2O 200 e | TDA02:3 | practices for secure programming, engincering methods, quality 5
control processes and validation techniques to minimize flawed and/or
software.
Secure Software Mechanisms exist to develop applications based on Secure Software
mp.sw.1 Application development [ISO 27002:2022 8.25 Security in the development lifecycle Functional |Intersects With| Development Practices | TDA-06 |Development Practices (SSDP). 5
(SSDP)
mp.sw.1 Application development |ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With| S¢cure Development TDA-07 exist to maintain a network to 5
ensure a secure
Mechanisms exist to manage separate development, testing and
Separation of ‘
! ) ) Develapment, Testing operational environments to reduce the risks of unauthorized access or
mp.sw.1 Application development [ISO 27002:2022 8.25 Security in the development lifecycle Functional | Intersects With TDA-08  [changes to the operational environment and to ensure no impact to 5

and Operational
Environments

Technology Assets, and/or Services (TAAS).

Mechanisms exist to require system developers/integrators consult
with security, compliance and/or resilience personnel to:

(1) Create and implement a Security Testing and Evaluation (ST&E)
plan, or similar capability;

(2) Implement a verifiable flaw remediation process to correct
weaknesses and deficiencies identified during the control testing and
evaluation process; and

(3) Document the results.

Security, Compliance &
mp.sw.1 Application development | ISO 27002:2022 8.25 Security in the development lifecycle Functional |Intersects With|  Resilience Testing TDA-09
Throughout Development
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Mechanisms exist to formally assess the security, compliance and
1 lsin Assets, and/or Services
Acceptance and ent (TAAS) through Information A P 1AP) activities t
mp.sw.2 P ™ 150 27002:2022 8.29 Developmental safety and acceptance testing Functional | Intersects With Assessments 1A0-02  |(TAAS) through Information Assurance Program (IAP) activities to 5
into service determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
exist to conduct for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
A t: d entr i
mp.sw.2 cceptance and entry 5 57002:2022 8.29 Developmental safety and acceptance testing Functional |Intersects With | Specialized Assessments| 1A0-02.2 | (%) Application seourity; 5
into service (6) Embedded technologies (e.g., 10T, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial I and ies (AAT): and/or
Mechanisms exist to design, develop and produce Technology Assets,
Accsptance and entry Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
mp.sw.2 e 1SO 27002:2022 8.29 Developmental safety and acceptance testing Functional | Intersects With (MVP) Security TDA-02  [technical and functional specifications ensure Minimum Viable 5
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on apolicable risks and threats.
Mechanisms exist to require software developers to ensure that their
software development processes employ industry-recognized secure
Accept dent Development Methods,
mp.sw.2 oceptance and entry 5 57002:2022 8.29 Developmental safety and acceptance testing Functional | Intersects With| oo oPont MetNOGS, 1| aps 65 3 | practices for secure programming, engineering methods, quality 5
into service Techniques & Processes :
control processes and validation techniques to minimize flawed and/or
software.
Mechanisms exist to require the developer of the Technology Asset,
Accept d ent Criticality Analysis Duri
mp.sw.2 cceptance and entry 5 57002:2022 8.29 Developmental safety and acceptance testing Functional | Intersects With | CHICaUtY Analysis During| - oo ;| Application and/or Service (TAAS) to perform a criticality analysis at 5
into service Development organization-defined decision points in the Secure Development Life
Cuele (SDLO.
Mechanisms exist to require system developers/integrators consult
with security, compliance and/or resilience personnel to:
oo o Security, Compliance & 41L) Createar:d |mpLerbnle‘nt a Security Testing and Evaluation (ST&E)
cceptance and en ;
mp.sw.2 P! NAENY 150 27002:2022 8.29 Developmental safety and acceptance testing Functional |Intersects With|  Resilience Testing TDA-0g9  |Pan orsimilar capability; X 5
into service (2) Implement a verifiable flaw remediation process to correct
Throughout Development
weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
Mechanisms exist to facilitate the implementation and operation of
mp.info.1 Personal data 1SO 27002:2022 5.34 Privacy and Personal Data Protection (PDP) Functional Subset Of Data Privacy Program pRi-g7 | data protection controls throughout the data lifecycle to ensure all 10
forms of Personal Data (PD) are processed lawflly, fairly and
Mechanisms exist to ensure Personal Data (PD) is protected by logical
Security of P L Dat
mp.info.1 Personal data 1SO 27002:2022 5.34 Privacy and Personal Data Protection (PDP) Functional | Intersects With | SeCUty of PersonatData ) o, o, o |and physical security safeguards that are sufficient and appropriately 5
(D) scoped to protect the confidentiality and integrity of the PD.
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
i ith an organization and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
mp.info.1 Personal data 1SO 27002:2022 5.34 Privacy and Personal Data Protection (PDP) Functional | Intersects With|  Data Privacy Notice pRI0z | (®) Contain all necessary notice-related criteria required by applicable 5
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to ensure data privacy notices identify the
mp.info.1 Personal data 1SO 27002:2022 5.34 Privacy and Personal Data Protection (PDP) Functional |Intersects With| Purpose Specification | PRI-02.1 |purpose(s) for which Personal Data (PD) is collected, received, 5
stored. and/or shared.
Mechanisms exist to determine security, compliance and resilience
Qualficationof Aesot Scope control applicabilty by dentifing, assigning and documentingthe
mp.info.2 1S 27002:2022 5.12 Classification of information Functional | Intersects With | eor AST-04.1 asset scop forall Assets, 5
information Classification P " )
Applications and/or Services (TAAS) and personnel (internal and third-
parties).
Lification of Mechani tto facilitate the implementation of data protect
mp.info.2 Qualification o 1S 27002:2022 5.12 Classification of information Functional | Subset Of Data Protection DeH-gr [ eehansme existiofactitate fheimplementation of data protection 10
controls.
exist to d: and assets are i in
lification of Data & Asset
mp.info.2 Qualification of 1SO 27002:2022 5.12 Classification of information Functional |Intersects With ata L Asse! DCH-02  |accordance with applicable statutory, regulatory and contractual 5
information Classification
Mechanisms exist to facilitate data governance to oversee the
Qualficationof organization's policies, standards and procedures so that sensitive
mp.info.2 e 1S 27002:2022 5.12 Classification of information Functional |Intersects With|  Data Governance GOV-10  |and/or regulated data is effectively managed and maintained in 5
accordance with applicable statutory, regulatory and contractual
Use of Cryptograghic Mechanisms exist to facilitate the implementation of cryptographic
mp.info.3 Electronic signature  |1S0 27002:2022 8.24 Use of cryptography Functional | Subset Of i CRY-01 |protections controls using known public standards and trusted 10
ontrols
T G tto protect the confidentiality of dat:
mp.info.3 Electronic signature | ISO 27002:2022 8.24 Use of cryptography Functional | Intersects With F'S"S"“S“" crr0s |0 existto protestthe of data 5
ein
Crypt hi h: t T tect the integrity of data bei
mp.info.3 Electronic signature | ISO 27002:2022 8.24 Use of cryptography Functional |Intersects With| Transmission Integrity | CRy-04 |CrYPtographic mechanisms existto protect the integrity of data being 5
) C i exist to prevent ized discl f
mp.info.3 Electronic signature 1SO 27002:2022 8.24 Use of cryptography Functional Intersects With| Encrypting Data At Rest CRY-05 data at t 5
ata at rest.
exist to facilitate ic key controls
Cryptographic Key ) )
mp.info.3 Electronic signature  |ISO 27002:2022 8.24 Use of cryptography Functional | Intersects With Manogemont CRY-09 |10 protect the confidentiality, integrity and availability of keys. 5
Cryptographic Key L i T th ity of i in the event
mp.info.3 Electronic signature | ISO 27002:2022 8.24 Use of cryptography Functional | Intersects With| CTYPt8raphicKeyLoss |- ooy 46 5 existto ensure the ° inthe event 5
or Change of the loss of keys by individual users.
Mechanisms exist to facilitate the secure distribution of symmetric and
N Control & Distribution of . . N
mp.info.3 Electronic signature 1SO 27002:2022 8.24 Use of cryptography Functional Intersects With Cryptographic Keys CRY-09.4 |asymmetric cryptographic keys using industry recognized key 5
Typtograp! ¥ logy and
Mechanisms exist to develop, document and maintain secure baseline
sasel ) o
mp.info.4 Time stamps 1SO 27002:2022 8.26 Application security requirements Functional Intersects With SECUV‘Q 35‘9 ine CFG-02 for A,SSE‘S. and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
Mechanisms exist to ensure support for secure interoperability
' ) Application Programming ‘
mp.info.4 Time stamps 10 27002:2022 8.26 Application security requirements Functional | Intersects With CLD-04 |between with Appl Interfaces (APIs). 5
Interface (API) Security
Mechanisms exist to facilitate the implementation of cryptographic
' ) Use of Cryptographic " ¢
mp.info.4 Time stamps 10 27002:2022 8.26 Application security requirements Functional | Intersects With PG CRY-01 |protections controls using known public standards and trusted 5
T iSSic Ci i t t tect the i f dat:
mp.info.4 Time stamps 1SO 27002:2022 8.26 Application security requirements Functional Intersects With pransmwsswon CRY-03 being exlstto protectthe of data 5
ein
Crypt hi h: t t tect the integrity of data bei
mp.info.4 Time stamps 1SO 27002:2022 8.26 Application security requirements Functional | Intersects With| Transmission Integrity | CRy-04 |CrYPtographic mechanisms existto protect the integrity of data being 5
Security, Compliance & Pt ex‘:/'ws 2 (TAAg;"’Z'” Assets,
ications and/or Services :
mp.info.d Time stamps 1SO 27002:2022 8.26 Application security requirements Functional | Intersects With | Resilience Requirements | PRM-05  |"*PP! Y 5
: (1) Defining technical security, compliance and resilience
Definition _ "
an
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Mechanisms exist to facilitate the implementation of industry-
) security, and resilience practices in the
Secure Engineering " : e
mp.info.4 Time stamps 1SO 27002:2022 8.26 Application security requirements Functional | Subset Of princintos SEA01 design, and 10
of Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to develop an enterprise architecture, aligned with
Alghment With industry-recognized leading practices, with consideration for security,
mp.info.4 Time stamps 1SO 27002:2022 8.26 Application security requirements Functional | Intersects With e SEA02  |compliance and resilience principles that addresses risk to 5
Enterprise Architecture b est
assets, and other
Secure Software Mechanisms exist to develop applications based on Secure Software
mp.info.4 Time stamps 1S0 27002:2022 8.26 Application security requirements Functional | Intersects With| Development Practices | TDA-06 | Development Practices (SSDP). 5
(SSDP)
N
mp.info.5 Cleaning of documents  [ltis not envisaged Functional © N/A N/A N/A 0
Mechanisms exist to create recurring backups of data, software and/or
t , as well as verify the integrity of these backups, t
mp.info.6 Backups 1SO 27002:2022 8.13 Backing up information Functional | Intersects With Data Backups Bep-17 | Systemimages. as wellas verify the integrity of these backups, to 5
ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recoverv Point Obiectives (RPOs).
Tosting for Reliability & Mechanisms exist o outinaly test backups that verifythe reliabilty of
mp.info.6 Backups 1SO 27002:2022 8.13 Backing up information Functional | Intersects With oty BCD-11.1 |the backup process, as well as the integrity and availability of the data. 5
Mechanisms exist to store backup copies of critical software and other
Separate Storage related informati te facilit fire-rated
mp.info.6 Backups 1SO 27002:2022 8.13 Backing up information Functional |Intersects With | ScParate Storagefor 1 pop, 4, 5 | security-related information in a separate facility orin a fire-rate 5
Critical Information container that is not collocated with the system being backed up.
exist to prevent the.
info.6 Back 1SO 27002:2022 8.13 Backi formati Functional | Intersects With | Cryptographic Protection | BCD-11.4 5
mp.info. ackups acking up information unctional | Intersects With | Cryptographic Protection ror eifiention of bt
T G ist to protect th f dat
mp.s.1 E-mail protection  |ISO 27002:2022 5.14 Transfer of information Functional | Intersects With F”’"S"“sm" crr0s |00 existto protect the ofdata 5
ein
Mechanisms exist to protect and control digital and non-digital media
mp.s.1 E-mail protection (1S 27002:2022 5.14 Transfer of information Functional |Intersects With| Media Transportation | DCH-07 |duringtransport outside of controlled areas using appropriate security 5
t to identi t rt of
mp.s.1 E-mail protection  |1SO 27002:2022 5.14 Transfer of information Functional | Intersects With Custodians DCH-07.1 existto identlfy the transport o 5
digital or non-digital media.
Mechanisms exist to utilize a process to assist users in making
mp.s.1 E-mailprotection  [1SO 27002:2022 5.14 Transfer of information Functional | Intersects With|  Information Sharing | DCH-14 |information sharing decisions to ensure data is appropriately 5
protected
Mechani T d-hoc exch flarge digital files with
mp.s.1 E-mail protection  |ISO 27002:2022 5.14 Transfer of information Functional |Intersects With|  Ad-Hoc Transfers DCH-17 | Mechanisms exist to secure ad-hoc exchanges of large digital files wi 5
internal or external parties.
exist to require all and to apply
mp.s.1 E-mailprotection (1S 27002:2022 5.14 Transfer of information Functional | Intersects With| Terms of HRS-05 ity and data protection principles in their daily work to 5
enable secure. compliant and resitient
exist to define and rules of
mp.s.1 E-mailprotection (1S 27002:2022 5.14 Transfer of information Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
behavior.
Mech: t t Ite L and third-party o
mp.s.1 E-mail protection (1S 27002:2022 5.14 Transfer of information Functional |Intersects With| ~ Access Agreements HRS-0 || conanisms exist torequire intemal and third-party users to sign 5
access brior to being granted access.
Confidentiat Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
mp.s.1 E-mailprotection  [1SO 27002:2022 5.14 Transfer of information Functional | Intersects With o HRS-06.1 | similar confidentiality agreements that reflect the needs to protect 5
Agreements dataand details. or both and third-parties.
Network Securit Mechani tto develop, &updat dures to facilitat
mp.s.1 E-mail protection  |ISO 27002:2022 5.14 Transfer of information Functional Subset Of stwork Security NET-01 lechanisms exist to develop, govern & update procedures to facilitate 10
Controls (NSC) the of Network Security Controls (NSC).
Data Flow B existto and govern Access Control Lists
mp.s.1 E-mailprotection (1S 27002:2022 5.14 Transfer of information Functional |Intersects With| ~Access Control Lists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 5
(ACLs) traffic to only what is authorized
Mechanisms exist to configure firewall and router configurations to
Deny Traffic by Default & °
mp.s.1 E-mail protection (1S 27002:2022 5.14 Transfer of information Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 5
Allow Traffic by Exception
(e... deny all, permit by exception).
t t tect th It d
mp.s.1 E-mailprotection (1S 27002:2022 5.14 Transfer of information Functional |Intersects With| ~Electronic Messaging | NET-13 ©nst toprotect he integrity an 5
of electronic messaging
Mechanisms exist to force Interet-bound network traffic through a
mp.s.1 E-mail protection  |ISO 27002:2022 5.14 Transfer of information Functional | Intersects With| DNS & Content Filts NET-1g | oYy device (e.g, Policy Enforcement Point (PEP) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
or prohibited Internet sites.
) Mechanisms exist to facilitate the operation of physical and
, Physical & Environmental
mp.s.1 E-mail protection (IS0 27002:2022 5.14 Transfer of information Functional | Intersects With ot PES-01  |environmental protection controls. 5
rotections
Mechanisms exist to develop, document and maintain secure baseline
Protection of web Secure Baseli igurati i
mp.s.2 rotection of web ¢ 57002:2022 8.26 Application security requirements Functional | Intersects With ecure Baseline CFG-02 for Assets, and/or Services 5
services and applications Configurations (TAAS) that are consistent with industry-accepted system hardening
. Mechanisms exist to ensure support for secure interoperability
Protection of web ) Application Programming ]
mp.s.2 ' 115027002:2022 8.26 Application security requirements Functional | Intersects With CLD-04  |between with Appl Interfaces (APIs). 5
services and applications Interface (API) Security
orotoction of web ] 5o of Cryptograp Mechanisms exist to facilitate the implementation of cryptographic
mp.s.2 ' 115027002:2022 8.26 Application security requirements Functional | Intersects With CRY-01 |protections controls using known public standards and trusted 5
services and applications Controls
c exist to protect the confidentiality of data
Protection of web ) Transmission ‘
mp.s.2 ' 115027002:2022 8.26 Application security requirements Functional | Intersects With CRY-03 |being transmitted. 5
services and applications Confidentiality
orotoction of web ] ] Cryptographic mechanisms exist to protect the integrity of data being
mp.s.2 ' 115027002:2022 8.26 Application security requirements Functional |Intersects With| Transmission Integrity | CRY-04 [transmitted. 5
services and applications
te Assets,
Protection of web Security, Compliance & Applicatioas andiors TA:;V:rj o
mp.s.2 "% 1150 27002:2022 8.26 Application security requirements Functional | Intersects With | Resilience Requirements |  PRM-05 | APPYications and/or Services (TAAS) by: 5
services and applications y (1) Defining technical security, compliance and resilience
Definition _
and
Mechanisms exist to facilitate the implementation of industry-
protection of web ) Socuro Enginaering recognized security, compliance and esilience practices in the
mp.s.2 " 1150 27002:2022 8.26 Application security requirements Functional | Subset Of : SEA01 design, and 10
services and applications Principles
of Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to develop an enterprise architecture, aligned with
i try-i i e i ith i ti fe ity
Protection of web ) ) Algnmont With industry-recognized eading practices, with consideration for securiy,
mp.s.2 ' 115027002:2022 8.26 Application security requirements Functional | Intersects With SEA-02 |compliance and resilience principles that addresses risk to 5
services and applications Enterprise Architecture N .
assets, and other
orotoction of web Secure Software Mechanisms exist to develop applications based on Secure Software
mp.s.2 We0 1180 27002:2022 8.26 Application security requirements Functional | Intersects With| Development Practices | TDA-06 | Development Practices (SSDP). 5
services and applications
(SSDP)
Mechanisms exist to force Internet-bound network traffic through a
mp.s.3 Web browsing protection |ISO 27002:2022 8.23 Web filtering Functional Equal DNS & Content Filtering | NET-18 | PTOXY device (e, Policy Enforcement Point (PEP)) for URL content 10
filtering and DNS filtering to limit a user's ability to connect to
or brohibited Internet sites.
Mechanisms exist to facilitate the implementation of capacity
Denial of service ) Capacity & Performance
mp.s.4 tat of servi 1SO 27002:2022 8.6 Capacity Management Functional Subset Of pacity CAP-01 | management controls to ensure optimal system performance to meet 10
protection Management
expected and future capacit
Denialof service Mechanisms exist to conduct capacity planning so that necessary
mp.s.4 N 1S 27002:2022 8.6 Capacity Management Functional | Intersects With|  Capacity Planning CAP-03  |capacityfori ications and 5
s twill exist during
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