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STRM Strength of
onshin SCF Control Secure Controls Framework (SCF) Contr A
Article 1 Subject matter [[see law for specifics on subject matter] Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Atticle 2 Scope [see faw for specifics on scoping] Functional | No Relationship NA NA N/A 0 [No applicable SCF control
[[See Taw for specific definitions] ) [Mechanisms exist to standardize technology and process terminology to
Article 3 Definitions Functional Subset Of | Standardized Terminology | SEA-02.1 | |ISCIRIISTE exist to standerdies technoiogy and b 10
Providers and deployers of Al systems shal take measures to ensure, to their
lbest extent, a sufficient level of Al literacy of their staff and other persons
ldealing with the operation and use of Al systems on their behalf, taking into Al & Autonomous IMechanisms exist to ensure Artificial Intelligence (Al) and Autonomous
laccount their technical knowledge, experience, education and training and the [Technologies (AAT)-related operator and practitioner proficienc
Article 4 Alliteracy lcontext the Al systems are to be used in, and considering the persons or groups | ' Unctional Equal Technologies Stakeholder | AAT-13.1requirements for Artificial Intelligence (Al) and Autonomous Technologies 10
lof persons on whom the Al systems are to be use P |(AAT) are defined, assessed and documented.
Article 5 Prohibited Al practices |1 ONteNt] Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The following Al practices shall be pronibited: Mechanisms exist to ensure deployed Artificial Intelligence (A1) and
lAutonomous Technologies (AAT) conform to applicable statutory and
regulatory requirements, based on:
Article 5.1 NA Functional Subset Of ! & Autonomous AAT-19|(1) Defined use cases; 10
Technologies Conformity s
(2) Geographic markets; and
(3) Use of Intellectual Property (IP).
[the placing on the market, the putting info service or the Use of an Al system Mechanisms exist to proRibit the sale, deployment and/or se of Artificial
lthat deploys subliminal techniques beyond a person’s consciousness or Intelligence (A) and Autonomous Technologies (AAT) that utilize
lpurposefully manipulative or deceptive techniques, with the objective, or the Imanipulative or deceptive techniques (including biased data) to impair an
lffect of materially distorting the behaviour of a person or a group of persons by individual's ability to make a reasonably informed decision.
lappreciably impairing their ability to make an informed decision, thereby causing Manipulative or Deceptive
Article 5.1(a) A lthem to take a decision that they would not have otherwise taken in a manner Functional | Intersects With Techniques AAT-19.1 8
lthat causes or is reasonably likely to cause that person, another person or group
lof persons significant harm;
[the placing on the market, the putting into service or the Use of an Al system Mechanisms exist to proRibit the sale, deployment and/or se of Arificial
lthat exploits any of the vulnerabilities of a natural person or a specific group of Iintelligence (Al) and Autonomous Technologies (AAT) that exploit a human
lpersons due to their age, disability or a specific social or economic situation, with subject to materially affect a targeted behavior due to their
lthe objective, or the effect, of materially distorting the behaviour of that person Materially Distorting y (1) Age;
Article 5.1(6) A lor a person belonging to that group in a manner that causes or is reasonably Functional | Intersects With Behaviors AAT1921(3) Disabilty; or 8
likely to cause that person or another person significant harm; (3) Specific social or economic situation.
[the placing on the market, the putting info service or the use of Al systems for Mechanisms exit o proibi the sale, Geploymert anclo use of Atcial
lthe evaluation or classification of natural persons or groups of persons over a Intelligence (A) and Autonomous Technologies (AAT) tha
lcertain period of time based on their social behaviour or known, inferre () Evauste hurman aubjeces over o certaln period of ime based on their
Atticle 5.1(c) N/A lrecicted personal o personality characteristce, with the socialscore Ieading to | Functional | Intersects With Social Scoring AAT-19.3  |social behavior or known, inferred or predicted personal or personality 8
lither or both of the following: characteristics; and
(2) Assign a “social score" branding or equivalent classification.
eatment of Certain natural persons or Groups of Mechanisms exist to pronbit the sale. deployment and/or s of Artifcial
persons In soclal contexts that are unrelated to the contexts in which the data Intelligence (A) and Autonomous Technologies (AAT) that lead to the
Iwas originally generated or collected; ldetrimental or unfavorable treatment of certain data subjects, or groups of
Detrimental or Unfavorabi ldata subjects, in social contexts that is:
Article 5.1(c)(i) N/A Functional | Intersects with | DETMERa o UHAVOrabIE | aati19.4 (1) Are unre\ated m the contexts in which the data was originally generated 8
or collected; a
212 mjustines o disproportionate to theirsocial behavior or s graviy.
[Getrimental or unfavourable treatment of certain natural persons or groups of Mechanisms exist to proRibit the sale, deployment and/or se of Arificial
lpersons that is unjustified or disproportionate to their social behaviour or its Intelligence (A) and Autonomous Technologies (AAT) that lead to the
loravity; detrimental or unfavorable treatment of certain data subjects, or groups of
ldata subjects, in social contexts that is:
Article 5.1(c)(i) NA Functional | Intersects with | Detrimental or Unfavorable | sar.19.4 (1) Are unrelated to the contexts in which the data was originally generated 8
or collected; and/or
(2) 15 unjustified or disproportionate to their social behavior or its gravity.
[the placing on the market, the putting into service for this Specific purpose, or Mechanisms exist to pronibit the sale. deployment and/or Use of Artincial
the use of an Al system for making ik assessments of natural persons n order Iintelligence (A and Autonomous Technologies (AAT) that:
lto assess or predict the risk of a natural person committing a criminal of (1) Assess the risk of an individual committing a criminal offence; and
a5 solely on the prafiing of a natural pereon of on asssssing therr personaiity (2) Predicts risk based solely on the profiling of personality traits and
frats and characterisic this prohiition ohall ot apply 10 Al Systems used o (characteristics.
Article 5.1(d) WA pport the human assecsment of the mveement of 2 person s chmim Functional | Intersects With | Risk and Criminal Profiling | AAT-19.5 8
ackiity, which i already based on objective and verfable facts crectly inked to
la criminal activity;
[the placing on the market, the putting ito service for this Specific purpose, or Mechanisms exist to pronibit the sale. deployment and/or Use of Artifcial
lthe use of Al systems that create or expand facial recognition databases through Iintelligence (A and Autonomous Technologies (AAT) that create, or expand,
lthe untargeted scraping of facial images from the internet or CCTV footage; Populating Facial facial recognition databases through scraping facial images from:
Article 5.1(e) N/A Functional Intersects With | p.coition Databases AAT-19.6 (1) The Internet; or 8
(2) Closed-Circuit Television (CCTV) footage.
[ihe placing on the market, the putting info service for this specific purpose, or Mechanisms exist to pronibit the sale, deployment and/or se of Arificial
lthe use of Al systems to infer emotions of a natural person in the areas of Iintelligence (A) and Autonomous Technologies (AAT) that infer human
Article 5.1() NA Iworkplace and education institutions, except where the use of the Al system is Functional | Intersects With | Emotion Inference AAT-10.7 [emotions of an individual based on observed characteristics. 8
intended to be put in place or into the market for medical or safety reasons;
[fRe placing on the market, the putting into service for this SPECIfic pUTPoSe, or echanisms exit @ pronit e sale, Geployment andlor use of ATl
lthe use of biometric categorisation systems that categorise individually natural (AN and T gies (AAT) that categorize an
lpersons based on their biometric data to deduce or infer their race, political Inchiaual based on thelr Dometic data 1 deduce,or nfer, the mawiguals
lopinions, trade union membership, religious or philosophical beliefs, sex life or 1) Race;
lsexual orientation; this prohibition does ot cover any labelling or fitering of 2) Political opinions;
Article 5.1(q) WA lawfully acquired biometric datasets, such as images, based on biometric data or | Functional | Intersects With | Biometric Categorization | AAT-19.8 |(3) Trade union membership; 8
lcategorizing of biometric data in the area of law enforcement; 4) Religious or philosophical beliefs
5) Sex life or sexual orientation; andfor
6) Age.
[the use of real-time’ remote biometric identication systems i pUBIiCly
laccessible spaces for the purposes of law enforcement, unless and in so far as
lsuch use is strictly necessary for one of the following objectives: End - Point (h) : :
Atticle 5.1(h) N/A lof the first subparagraph is without prejudice to Article 9 of Regulation (EU) Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control
[2016/679 for the processing of biometric data for purposes other than law
lenforcement.
[ihe targeted search for specific victims of abduction, trafficking in human beings
Article 5.1(h)(i) N/A for sexual exploitation of human beings, as well as the search for missing Functional | No Relationship NA NA NA 0 INo applicable SCF control

lpersons;
[the prevention of a specific, substantial and imminent threat to the life o

Article 5.1(h)(ii) N/A [physical safety of natural persons or a genuine and present or genuine and Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
fforeseeable threat of a terrorist attack;

[the Tocalisation or identification of a person suspected of having committed a
[criminal offence, for the purpose of conducting a criminal investigation or
lprosecution or executing a criminal penalty for offences referred to in Annex Il
Article 5.1(h)(iii) N/A land punishable in the Member State concerned by a custodial sentence or a Functional | No Relationship NA NA N/A 0 [No applicable SCF control
[detention order for a maximum period of at least four years

The Use of ‘real-time’ remote biometric identification systems in publicly
laccessible spaces for the purposes of law enforcement for any of the objectives
Ireferred to in paragraph 1, first subparagraph, point (h), shall be deployed for the
lpurposes set out in that point only to confirm the identity of the specifically
ftargeted individual, and it shall take into account the following elements: End -
in addition, the use of ‘real-time" remote biometric identification systems in
lpublicly accessible spaces for the purposes of law enforcement for an
lobjectives referred to in paragraph 1, first subparagraph, point (h), of this Article
Jshall comply with necessary and proportionate safeguards and conditions in
Irelation to the use in accordance with the national law authorising the use
fthereof, in particular as regards the temporal, geographic and personal
Article 5.2 N/A limitations. The use of the ‘real-time" remote biometric identification system in Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lpublicly accessible spaces shall be authorised only if the law enforcement
Jauthority has completed a fundamental rights impact assessment as provided for
lin Article 27 and has registered the system in the EU database according to
|Article 49. However, in duly justified cases of urgency, the use of such systems
[may be commenced without the registration in the EU database, provided that
Jsuch registration is completed without undue delay.

[the nature of the situation giving rise to the possible use, in particular t

he
Article 5.2(a) N/A [seriousness, srobablhty and scale of the harm that would be caused if the system|  Functional No Relationship N/A N/A N/A 0 [No applicable SCF control
jwere not use

[the consequences of the use of the system for the rights and freedoms of all
Article 5.2(b) N/A [persons concerned, in particular the seriousness, probability and scale of those Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[consequences.

[For the purposes of paragraph 1, first subparagraph, point (h) and paragraph 2,
leach use for the purposes of law enforcement of a ‘real-time" remote biometric
lidentification system in publicly accessible spaces shall be subject to a prior
lauthorisation granted by a judicial authority or an independent administrative
lauthority whose decision is binding of the Member State in which the use is to
ltake place, issued upon a reasoned request and in accordance with the detailed
[rules of national law referred to in paragraph 5. However, in a duly justified
Jsituation of urgency, the use of such system may be commenced without an
lauthorisation provided that such authorisation is requested without undue delay,
Jat the latest within 24 hours. If such authorisation is rejected, the use shall be
|stopped with immediate effect and all the data, as well as the results and outputs|
Jof that use shall be immediately discarded and deleted. The competent judicial
lauthority or an independent administrative authority whose decision is binding
lshall grant the authorisation only where it is satisfied, on the basis of objective
levidence or clear indications presented to it, that the use of the 'real-time”

Article 5.3 N/A lremote biometric identification system concerned is necessary for, and Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lproportionate to, achieving one of the objectives specified in paragraph 1, first
lsubparagraph, point (h), as identified in the request and, in particular, remains
limited to what is strictly necessary concerning the period of time as well as the
lgeographic and personal scope. In deciding on the request, that authority shall
[take into account the elements referred to in paragraph 2. No decision that
lproduces an adverse legal effect on a person may be taken based solely on the
loutput of the ‘real-time” remote biometric identification system.

[Without prejudice to paragraph 3, each use of a "real-time’ remote biometric
lidentification system in publicly accessible spaces for law enforcement purposes
Jshall be notified to the relevant market surveillance authority and the national
ldata protection authority in accordance with the national rules referred to in
Article 5.4 N/A
lparagraph 5. The notification shall, as a minimum, contain the information
lspecified under paragraph 6 and shall not include sensitive operational data

Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
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Article 5.5

N/A

|A Member State may decide to provide for the possibility to fully or partially
lauthorise the use of ‘real-time remote biometric identification systems in
lpublicly accessible spaces for the purposes of law enforcement within the limits
land under the conditions listed in paragraph 1, first subparagraph, point (h), and
lparagraphs 2 and 3. Member States concerned shall lay down in their national
llaw the necessary detailed rules for the request, issuance and exercise of, as well
las supervision and reporting relating to, the authorisations referred to in
lparagraph 3. Those rules shall also specify in respect of which of the objectives
listed in paragraph 1, first subparagraph. point (h), including which of the

[criminal offences referred to in point (h)(ii) thereof, the competent authorities
[may be authorised to use those systems for the purposes of law enforcement.
Member States shall notify those rules to the Commission at the latest 30 days
ffollowing the adoption thereof. Member States may introduce, in accordance with
[Union law, more restrictive laws on the use of remote biometric identification
lsystems

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 5.6

N/A

INational market surveillance authorities and the national data protection
lauthorities of Member States that have been notified of the use of ‘real-time’
lremote biometric identification systems in publicly accessible spaces for law
lenforcement purposes pursuant to paragraph 4 shall submit to the Commission
lannual reports on such use. For that purpose, the Commission shall provide
IMember States and national market surveillance and data protection authorities
[with a template, including information on the number of the decisions taken by
[competent judicial authorities o an independent administrative authority whose
ldecision is binding upon requests for authorisations in accordance with
lparagraph 3 and their result

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 5.7

N/A

[The Commission shall publish annual reports on the use of real-time remote
Ibiometric identification systems in publicly accessible spaces for law
lenforcement purposes, based on aggregated data in Member States on the basis
lof the annual reports referred to in paragraph 6. Those annual reports shall not
linclude sensitive operational data of the related law enforcement activities.

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 5.8

N/A

[This Article shall not affect the prohibitions that apply where an Al practice
linfringes other Union law.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6

Classification rules for high-
sk Al systems

[[no content]

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.1

N/A

rrespective of whether an Al system is placed on the market or put into service
lindependently of the products referred to in points (a) and (b), that Al system
lshall be considered to be high-risk where both of the following conditions are
fulfilled:

Functional

Intersects With

Al & Autonomous
Technologies High Risk
esignations

AAT-09.1

[Mechanisms exist to designate Artificial Intelligence (Al) and Autonomous

[Technologies (AAT) *High Risk" if one(1), or more, of the following criteria are

Imet.

(1) AAT is used as a safety component of a product or service;

2) AAT poses 2 significant ik of harm to an ndividuals heaih, safety or
undamental rights;

ey materially nfoentes the avtcome of an individual's decision making.

Article 6.1(a)

N/A

[the Al system is intended to be used as a safety component of a product, or the
|Al system is itself a product, covered by the Union harmonisation legislation
listed in Annex I

Functional

Intersects With

Al & Autonomous
Technologies High Risk
Designations

AAT-09.1

[Mechanisms exist to designate Artificial Intelligence (Al) and Autonomous
[Technologies (AAT) "High Risk" if one(1), or more, of the following criteria are
et

(1) AAT is used as a safety component of a product or service;

(2) AAT poses a significant risk of harm to an individual’s health, safety or
fundamental rights; and/or

(3) AAT materially influences the outcome of an individual's decision making.

Article 6.1(b)

N/A

[the product whose safety component pursuant to point (a) is the Al system, o
lthe Al system itself as a product, is required to undergo a third-party conformity
[assessment, with a view to the placing on the market or the putting into service
Jof that product pursuant to the Union harmonisation legislation listed in Annex |

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.2

N/A

in addition to the high-risk Al systems referred to in paragraph 1, Al systems
[referred to in Annex Iil shall be considered to be high-ris}

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.3

N/A

[By derogation from paragraph 2, an Al system referred to in Annex lll shall not be|
|considered to be high-risk where it does not pose a significant risk of harm to the
lhealth, safety or fundamental rights of natural persons, including by

Imaterially influencing the outcome of decision making. The first subparagraph
lshall apply where any of the following conditions is fulfilled

[End - Notwithstanding the first subparagraph, an Al system referred to in Annex
Il shall always be considered to be high-risk where the Al system performs
lprofiling of natural persons.

Functional

Intersects With

Al & Autonomous
Technologies High Risk
Designations

AAT-09.1

[Mechanisms exist to designate Artificial Intelligence (Al) and Autonomous
[Technologies (AAT) *High Risk" if one(1), or more, of the following criteria are
Imet:

(1) AAT is used as a safety component of a product or service;

(2) AAT poses a significant risk of harm to an individual’s health, safety or
fundamental rights; and/or

(3) AAT materially influences the outcome of an individual's decision making.

Article 6.3

N/A

[By derogation from paragraph 2, an Al system referred to in Annex lll shall not be|
[considered to be high-risk where it does not pose a significant risk of harm to the
lhealth, safety or fundamental rights of natural persons, including by

[materially influencing the outcome of decision making. The first subparagraph
lshall apply where any of the following conditions is fulfilled

[End - Notwithstanding the first subparagraph, an Al system referred to in Annex
i1l shall always be considered to be high-risk where the Al system performs
lprofiling of natural persons.

Functional

Intersects With

High-Risk Asset
Categorization

AST-31.2

[Mechanisms exist to categorize a system and/or service as "High Risk" if it
lposes a significant risk of harm to an individual's

(1) Health;

(2) Safety; and/or

(3) Fundamental human rights.

Article 6.3(a)

N/A

[the AT system is intended to perform a narrow procedural task;

Functional

No Relationship

N/A

INo applicable SCF control

Article 6.3(b)

N/A

[the AT system is intended to improve the result of a previously completed human
lactivity:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.3(c)

N/A

[the AT system is intended to detect decision-making patterns or deviations from
lprior decision-making patterns and is not meant to replace or influence the
[previously completed human assessment, without proper human review; or

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.3(d)

N/A

[the Al system is intended to perform a preparatory task to an assessment
Irelevant for the purposes of the use cases listed in Annex il

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.4

N/A

[A provider who considers that an Al system referred to in Annex 11l is not high-
Irisk shall document its assessment before that system is placed on the market or
lput into service. Such provider shall be subject to the registration obligation set
lout in Article 49(2). Upon request of national competent authorities, the provider
Jshall provide the documentation of the assessment.

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 6.5

N/A

[The Commission shall, after consulting the European Artificial Intelligence Board
[ithe ‘Board), and no later than 2 February 2026, provide guidelines specifying
fthe practical implementation of this Article in line with Article 96 together with a
lcomprehensive list of practical examples of use cases of Al systems that are
Ihigh-risk and not high-risk

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.6

N/A

[The Commission is empowered to adopt delegated acts in accordance with
|Article 97 in order to amend paragraph 3, second subparagraph, of this Article by
ladding new conditions to those laid down therein, or by modifying them, where
fthere i concrete and reliable evidence of the existence of Al systems that fall
lunder the scope of Annex I, but do not pose a significant risk of harm to the
Inealth, safety or fundamental rights of natural persons

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.7

N/A

[The Commission shall adopt delegated acts in accordance with Article 97 in order|
lto amend paragraph 3, second subparagraph, of this Article by deleting any of
fthe conditions laid down therein, where there is concrete and reliable evidence
fthat this is necessary to maintain the level of protection of health, safety and
ffundamental rights provided for by this Regulation.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 6.8

N/A

iy amendment t he condions o down in paragraph 3, secon

opted in accordance with paragraphs 6 and 7 onms Article
Shall not decréase the overal level o protection of nealth, safety a

fundamental rghts provided for by tis Regulation and shal ensure. mnswslenCy
[with the delegated acts adopted pursuant to Article 7(1), and take account of
|market and technological developments.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7

Amendments to Annex Iil

[ino content]

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.1

N/A

[The Commission is empowered to adopt delegated acts in accordance with
|Article 97 to amend Annex il by adding or modifying use-cases of high-risk Al
Jsystems where both of the following conditions are fulfilled:

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 7.1(a)

N/A

[the Al systems are intended to be used in any of the areas listed in Annex Il;

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 7.1(b)

N/A

[the Al systems pose a risk of harm to health and safety, or an adverse impact on
ffundamental rights, and that risk is equivalent to, or greater than, the risk of
lharm or of adverse impact posed by the high-risk Al systems already referred to
fin Annex i,

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 7.2

N/A

[When assessing the condition under paragraph 1, point (b), the Commission shall
ltake into account the following criteria

Functional

No Relationship

INo applicable SCF control

Article 7.2(a)

N/A

[the intended purpose of the Al system;

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 7.2(b)

N/A

[the extent to which an Al system has been used or s likely to be used;

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Article 7.2(c)

N/A

[the nature and amount of the data processed and used by the Al system, in
lparticular whether special categories of personal data are processed;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(d)

N/A

[fhe extent to which the Al system acts autonomously and the possibility for @
lhuman to override a decision or recommendations that may lead to potential
jharm;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(e)

N/A

[the extent to which the use of an Al system has already caused harm to health
land safety, has had an adverse impact on fundamental rights or has given rise to
[significant concerns in relation to the likelihood of such harm or adverse impact,
las demonstrated, for example, by reports or documented allegations submitted
lto national competent authorities or by other reports, as appropriate;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(f)

N/A

[the potential extent of such harm or such adverse impact, in particular in terms
Jof its intensity and its ability to affect multiple persons or to disproportionately
laffect a particular group of persons;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(q)

N/A

[the extent to which persons who are potentially harmed or suffer an adverse
limpact are dependent on the outcome produced with an Al system, in particular
lbecause for practical or legal reasons it is not reasonably possible to opt-out from|
fthat outcome;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(h)

N/A

[the extent to which there Is an imbalance of power, or the persons who are
lpotentially harmed or suffer an adverse impact are in a vulnerable position in
Irefation to the deployer of an Al system, in particular due to status, authority,
[knowledge, economic or social circumstances, or age;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(i)

N/A

[the extent to which the outcome produced involving an Al system Is easily
[corrigible or reversible, taking into account the technical solutions available to
[correct or reverse it, whereby outcomes having an adverse impact on health,
jsafety or fundamental rights, shall not be considered to be easily corrigible or
Ireversible;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 7.2(j)

N/A

[the magnitude and Tikelihood of benefit of the deployment of the Al system for
lindividuals, groups, or society at large, including possible improvements in
lproduct safety;

Functional

No Relationship

N/A

N/A

INo applicable SCF control
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Article 7.2() N/A [the extent to which existing Union law provides for Functional N/A N/A N/A 0 INo applicable SCF control
Article 7.2()(i) N/A f,t:;;‘x"éﬁg::i‘;’f,;f,’g;ﬁg,’fj&’;;i‘:“"" to the risks posed by an Al system. with | ¢\ tional | N Relationship NIA N/A N/A 0 INo applicable SCF control
Article 7.2(k)(ii) N/A [effective measures to prevent or substantially minimise those risks Functional | No Relationship NA NA N/A 0 INo applicable SCF control

fThe Commission is empowered to adopt delegated acts in accordance with
Article 7.3 /A lArticle 97 to amend the list in Annex i by removing high-risk Al systems where | Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Jboth of the following conditions are fulfiled
fthe high-risk Al system concemed no longer poses any signiicant risks to
Article 7.3(a) N/A fundamew;\ rights, health or safety, taking into account the criteria listed in Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control
lparagra
fthe deletion does not decrease the overall level of protection of health, safety -
Article 7.3(b) N/A e A b Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 8 Compliance with the  f[no content] Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control
Figh-risk Al systems shall comply with the requirements laid down in this [Mechanisms exist to establish and document the context surrounding
ISection, taking into account their intended purpose as well as the generally lArtificial Intelligence (Al) and Autonomous Technologies (AAT), including:
lacknowledged state of the art on Al and Al-related technologies. The risk (1) Intended purposes;
Imanagement system referred to in Article 9 shall be taken into account when Al & Autonomous (2) Potentially beneficial uses;
Article 8.1 N/A lensuring compliance with those requirements, Functional | Intersects With | Technologies Context AAT:03 |3 Contextspeciic laws and regulatons; 5
finition jorms and expectations; ant
() Prospecive wcrtings i whieh the system(s) will be deploye
Figh-risk AT systems shall comply with the requirements laid down n this Mechanisms exst to faciltate the implementation of strategic, operational
ISection, taking into account their intended purpose as well as the generally land tactical risk management controls.
lacknowledged state of the art on Al and Al-related technologies. The risk
Article 8.1 N/A Imanagement system referred to in Article 9 shall be taken into account when Functional | Intersects With | Risk Management Program | RSK-01 s
lensuring compliance with those requirements.
FHigh-risk Al systems shall comply with the requirements laid down in this [Mechanisms exist to ensure developed Technology Assets, Applications
[Section, taking into account their intended purpose as well s the generally land/or Services (TAAS) conform to applicable statutory and regulatory
lacknowledged state of the art on Al and Al-related technologies. The risk Product Conformity requirements, based on the product's and/or service's
Article 8.1 N/A Imanagement system referred to in Article 9 shall be taken into account when Functional | Intersects With Contor TOA21  |(1) Use case(s); and 5
lensuring compliance with those requirements, (2) Geographic markets.
[Where a product contains an Al system, to which the requirements of this [Mechanisms exist to ensure developed Technology Assets, Applications
Reguiaion as el as requirements of the Union harmonisaion egisiation sted land/or Services (TAAS) conform to applicable statutory and regulatory
in Section A of Annex | apply, providers shall be responsible for ensuring t requirements, based on the product's and/or service's:
ftheir product is fully compliant with all applicable requirements underapph(ab\e (1) Use case(s); an:
lUnion harmonisation legislation. In ensuring the compliance of high-ris (2) Geographic markets.
vStom refenred to I ra0roph 1 with the redurements s out n ths Section,
land in order to ensure consistency, avoid duplication and minimise additional
lourdens, providers shall have a choice of integrating, as appropriate, the Product Conformity g
Aticle 8.2 R Inecessary testing and reporting processes, information and documentation they | "Unctional | Intersects With Governance ToA2L 8
lprovide with regard to their product into documentation and procedures that
laready exist and are required under the Union harmonisation legislation listed in
[Section A of Annex |
Article 9 Risk management system [In® €ontent] Functional | No Relationship NA NA N/A 0 INo applicable SCF control
A isk system shall be estabiish documented and [Mechanisms exist to identify Artificial Intelligence (AD) and Autonomous
maincained in retation 1o high risk Al systems Autonomous [Technologies (AAT) in use and ma components to potential legal rsks,|
Article 9.1 NA Functional | Intersects With | ro A AUTOMENS | AAT-02.1 [inciuding statutory and regulatory compliance requirements 3
A sk System shall be estabiished, and Mechanisms exist to facilitate the implementation of strategic, operational
Aticle 8.1 R maintained i reiation to ighrisk Al systems. Functional Subset Of | Risk Management Program | RSK-O1 |ang tactical risk management controls; 10
[The risk management system shall be understood as a continuous fterative [Mechanisms exist to faciitate the implementation of strategic, operational
Iprocess planned and run throughout the entire lifecycle of a high-risk Al system, land tactical risk management controls,
Atticle 9.2 N/A Irequiring regular systematic review and updating. It shall comprise the following | Functional Subset Of | Risk Management Program | RSK-01 10
Iteps:
fthe identification and analysis of the known and the reasonably foreseeable risks [Mechanisms exist to leverage decision makers from a diversity
lthat the high-risk Al system can pose to health, safety or fundamental rights Al & Autonomous demographics, disciplines, experience, expertise and backgrounds for
Article 9.2(a) N/A lwhen the high-risk Al system is used in accordance with its intended purpose; Functional | Intersects With | Technologies Risk AAT-07  |mapping, measuring and managing Artficial Intelligence (A) and 8
Management Decisions lAutonomous Technologies (AAT)-related risks.
fthe identification and analysis of the known and the reasonably foreseeable risks [Mechanisms exist to document the risks and potential Impacts of Artificial
that the high-risk Al system can pose to healt, safety or fundamental rights Intelligence (Al) and Autonomous Technologies (AAT) that are:
lwhen the high-risk Al system is used in accordance with its intended purpose; (1) Designed;
Autonomous (2)Developes
Article 9.2(2) N/A Functional | Intersects With AAT-09 |(3) Dep 5
Technologios Rk Profiing o Evalualed andlor
(5)
[fre estimation and evaluation of the risks Ehat may emerge when the high-risk AT Mechanisms exist to assess potential costs, including non-monetary Costs,
lsystem is used in accordance with its intended purpose, and under conditions of | & Autonomous resulting from expected or realized Artificial Intelligence (Al an
Article 9.2(b) N/A reasonably foreseeable misuse; Functional | Intersects With [Technologies Potential Costs|  AAT-04.2 |autonomous Technologies (AAT)-related errors or system functionality and 5
trustworthiness.
ffhe estimation and evaluation of the risks that may emerge when the high-risk AT lechanisms exist to document the risks and potential impacts of Artificial
lsystem is used in accordance with its intended purpose, and under conditions of Intelligence (Al) and Autonomous Technologies (AAT) that are:
reasonably foreseeable misuse; (1) Designed;
(2) Developed:
Article 9.2(b) NA Functional | Intersects With | A% Autotomous | aaT-09  (13) Deployed; 5
9 9 (4) Evaluated; and/or
(5) Used
[fhe evaluation of other risks possibly arising, based on the analysTs of data
Article 9.2(c) N/A lgathered from the post-market monitoring system referred to in Article 72; Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 5
[the evaluation of other risks possibly arising, based on the analysis of data [Mechanisms exist to conduct recurring assessments of risk that includes the
lgathered from the post-market monitoring system referred to in Article 72; likelihood and magnitude of harm, from unauthorized access, use, disclosure,
Article 9.2(c) N/A Functional | Intersects With Risk Assessment Rsk.04  [disruption, modification or destruction of the organization's Technology 5
lAssets, Applications, Services and/or Data (TAASD)
fthe adoption of appropriate and targeted risk management measures designed [Mechanisms exist to remediate risks to an acceptable level
Article 9.2(d) N/A o e rees the e e o P b D o Functional Subset Of Risk Remediation RSK-06 10
fThe risks referred to in this Article shall concern only those which may be
Ireasonably mitigated or eliminated through the development or design of the )
Article 9.3 N/A Inighorick A systam. or the provision of adequate technical information Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[The Tk Tanagement measures refered (o, paragraph 2. port (4], shall give [Mechanisms exist to facilltate the implementation of strategic, operational
ldue consideration to the effects and possible interaction resulting fr land tactical risk management controls.
lcombined application of the requirements set out in this Section, with a view to
Article 9.4 N/A Iminimising risks more effectively while achieving an appropriate balance in Functional Subset Of | Risk Management Program |  RSK-01 10
implementing the measures to fulfl those requirements.
fThe risk management measures referred to in paragraph 2, point (d), shall give [Mechanisms exist to ensure proper risk response actions were performed to
ldue consideration to the effects and possible interaction resulting from the remediate findings from security, compliance and/or resilience-related:
lcombined application of the requirements set out in this Section, with a view to (1) Assessments;
Article 9.4 NA Iminimising fioks more effectively while achieving an appropriate balance in Functional | Intersects With Risk Response RSK-06.1  |(2) Audits, and/or 8
implementing the measures to fulfl those requirements. (3) Incidents.
fThe risk management measures referred to in paragraph 2, point (d), shall be [Mechanisms exist to facilltate the implementation of strategic, operational
lsuch that the relevant residual risk associated with each hazard, as well as the land tactical risk management controls.
loverall residual risk of the high-risk Al systems is judged to be acceptable.
identifying the most appropriate risk management measures, the following shall
lbe ensured
Article 9.5 A End - With a view to eliminating or reducing risks related to the use of the high- |  Functional Subset Of | Risk Management Program |  RSK-01 10
Irisk Al system, due consideration shall be given to the technical knowledge,
lexperience, education, the training to be expected by the deployer, and the
lpresumable context in which the system s intended to be used.
fThe risk management measures referred to in paragraph 2, point (d), shall be [Mechanisms exist to ensure proper risk response actions were performed o
such that the relevant residual sk associated with each hazard, 2 well s the remediate findings from security, compliance and/or resilience-relate
loverall residual risk of the high-isk Al systems is judged to be acceptal (1) Assessments;
iemiyimg the most approprate sk maragement massures. the flloning shal (2) Audits; and/or
lbe ensure (3) Incidents.
Article 9.5 N/A - With a view to eliminating or reducing risks related to the use of the high- | Functional | Intersects With Risk Response RSK-06.1 8
sk Al system, due consideration shall be given to the technical knowledge,
lexperience, education, the training to be expected by the deployer, and the
lpresumable context in which the system is intended to be used.
[elimination or reduction of risks [dentified and evaluated pursuant to paragraph 2| [Mechanisms exist to ensure proper risk response actions were performed to
in as far as technically feasible through adequate design and development of the remediate findings from security, compliance and/or resilience-related:
Inigh-risk Al system; (1) Assessments
Article 9.5(a) NA Functional | Intersects With Risk Response RSK-06.1  |(2) Audits, and/or 8
3) Incidents.
fwhere appropriate, implementafion of adequate mitigation and conrol measures [Mechanisms exist to ensure proper risk response actions were performed to
laddressing risks that cannot be eliminated; remediate findings from security, compliance and/or resilience-related
(1) Assessments;
Article 9.5(b) NA Functional | Intersects With Risk Response RSK-06.1  |(2) Audits; and/or 8
(3) Incidents.
[where appropriate, implementation of adequate mitigation and control measures Compensating [Mechanisms exist to identify and implement compensating countermeasures.
Article 9.5(b) MR Jaddressing risks that cannot be eliminated; Functional | Intersects With | ¢ RSK06.2 t5 reduce risk and exposure to threats 8
lorovision of information required pursuant to Afice 13 and, where appropriate, [Mechanisms exist to provide role-based security, compliance and resilience-
training to deployers. related training
Role-Based Securiy, (1) Before authorizing access to the system or performing assigned duties;
Article 9.5(c) N/A Functional | Intersects With | Compliance & Resilience | SAT-03  |(2) When required by system changes; and 8
Training (3) Annually thereafter.
[High-Tisk Al systems shall be tested for the purpose of identifying the most [Mechanisms exist to implement Artificial Intelligence Test, Evaluation,
lappropriate and targeted risk management measures. Testing shall ensure that rtificial Intelligence Test, |Validation & Verification (Al TEVV) practices to enable Artificial Intelligence
Article 9.6 NA Inigh-risk Al systems perform consistently for their intended purpose and that Functional SubsetOf | Evaluation. Validation& | AAT-10  |(AD) and Autonomous Technologies (AAT)-related security, resilience and 10
they are in compliance with the requirements set out in this Section. Verification (A TEVV) compliance-related conformity testing throughout the lfecycle of the AAT.
Figh-risk AT systems shall be tested for the purpose of 1dentifying the most Mecharisis exs 0 derionstiate the ATl Iieligence (A and
lappropriate and targeted risk management measures. Testing shall ensure that lAutonomous Technologies (AAT) to be deployed are
Article 9.6 N/A lhigh-risk Al systems perform consistently for their intended purpose and that Functional Intersects with | Al TEVV Trustworthiness AAT-10.3  |(1) Valid; 5
they are in compliance with the requirements set out in this Section. Demonstration (2) Reliable; and
(3) Operate as intended, based on approved designs.
FHigh-risk AT systems shall be tested for the purpose of 1dentifying the most [Mechanisms exist to demonstrate the Artiicial Intelligence (AD) and
lappropriate and targeted risk management measures. Testing shall ensure that lAutonomous Technologies (AAT) to be deployed are safe, residual risk does
Article 9.6 N/A |high-risk Al systems perform consistently for their intended purpose and that Functional | Intersects With AITEWV Safety AAT-10.4 |not exceed the organization's risk tolerance and can fail safely, particularly if 5
fthey are in compliance with the requirements set out in this Section Demonstration Imade to operate beyond its knowledge limits

Secure 