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Article 1 Subject matter |This Regulation lays down: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
rules for the placing on the market of products with digital elements to ensure the - - -
Article 1(a) N/A Cybersecurity of such producte: P 9 Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
essential requirements for the design, development and production of products with digital
Article 1(b) NA elements, and obligations for economic operators in relation to these products with respect [ Functional | No Relationship NA NA NA 0 INo applicable SCF control
to cybersecurity:
[essential requirements for the vulnerability handiing processes put n place by
Imanufacturers to ensure the cybersecurity of products with digital elements during the
Article 1(c) R whole life cycle, and obligations for economic operators in relation to these processes; Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Article 1(d) NA ot o okt surveillance and enforcement of the above-mentioned rules and Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 2 Scope WA Functional | No Relationship NA NA NA 0 INo applicable SCF control
[This Regulation applies to products with digital elements whose intended or reasonably
Article 2.1 NA [foreseeable use includes a direct or indirect logical or physical data connection to a device | Functional | No Relationship NA NA N/A 0 INo applicable SCF control
or networl
Article 2.2 NA m‘;szﬁ’ii;’;f"“ not apply to products with digital elements to which the following Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 2.2(a) NA Regulation (EU) 2017/745; Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 2.2(b) NA Regulation (EU) 2017/746; Functional | No Relationship NA NA NIA 4 INo applicable SCF control
Article 2.2(c) NA Regulation (EU) 201972144 Functional | No Relationship NA NA /A 0 INo applicable SCF control
[T Regulation does not apply to products with digital elements that have been certied in
Article 2.3 NA e e e oot Functional | No Relationship NA NA /A 0 No applicable SCF control
[The application of this Regulation to products with digital elements covered by other Union
rules laying down requirements that address all or some of the risks covered by the
lessential requirements set out in Annex | may be limited or excluded, where:
End - The Commission is empowered to adopt delegated acts in accordance with Article 50
Article 2.4 NA o amend this Regulation specifying whether such limitation or exclusion is necessary, the |  Functional | No Relationship NA NA NA 0 INo applicable SCF control
lconcerned products and rules, as well as the scope of the limitation, i relevant
Article 2.4(a) NA fﬁ;:;‘;gjﬂ:’; o exclusion is consistent with the overall regulatory framework applying to | ¢ iional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 2.4(b) NA o 1o S e protection 25 the one provided for by this Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[This Regulation does not apply to products with digital elements developed exclusively for
Article 2.5 NA national security or military purposes or to products specifically designed to process Functional | No Relationship NA NA N/A 0 INo applicable SCF control
classified information.
[see regulation for specific definitions] Mechanisms exist to standardize technology and process terminology to
Article 3 Definitions Functional SubsetOf | Standardized Terminology |  SEA-02.1  |laciute comucion amonget oroums and domrtmerie 10
Article 4 Free movement VA Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Member States shall not impede, for the matters Covered by this Regulation, the making
Article 4.1 NA available on the market of products with digital elements which comply with this Regulation|  Functional | No Relationship NA NA NA 0 INo applicable SCF control
[At trade fairs, exhibitions and demonstrations or similar events, Member States shall not
Article 4.2 NA revent the presentation and use of a product with digital elements which does not comply | Functional | No Relationship NA NA N/A 0 INo applicable SCF control
with this Regulation
[Member States shall nof prevent the making available of unfinished software which does
Inot comply with this Regulation provided that the software is only made available for a
Article 4.3 NA limited period required for testing purposes and that a visible sign cleariy indicates that it | Functional | No Relationship NA NA NA o No applicable SCF control
does not comply with this Regulation and wil not be available on the market for purposes
other than testing
[Products with digital elements shall only be made avalable on the market where: Mechanisms exist to design and implement product management processes
to proactively govern the design. development and production of Technology
fssets Applicaions andior Services (TAAS) across the System Development
Life Cycle (SDI
Requirements for products 1) mprose fanctiouai
Article 5 with digital elements Functional Subset Of Product Management | TOAOL1 |5} Enance security and resiiency capabllites; 10
(3) Correct security deficiencies; an
(2) Conform with applicable statutory, regulatory andfor contractual
lobligations.
they meet the essential requirements set out in Section 1 of Annex I, under the condition Mechanisms exist to design and implement product management processes
that they are properly installed, maintained, used for their intended purpose or under to proactively govern the design. development and production of Technology
lconditions which can reasonably be foreseen, and, where applicable, updated, and lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality:
Article 5.1 NA Functional Subset Of Product Management | TDAOLL (3} PINE RICHOSI ency capabilties: 10
(3) Correct security deficiencies; and
(2) Conform with applicable statutory, regulatory andfor contractual
lobligations.
[the processes put in place by the manufacturer comply with the essential requirements set Mechanisms exist to design and implement product management processes
out in Section 2 of Annex to proactively govern the design, development and production of Technology
lassets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality:
Article 5.2 NA Functional Subset Of Product Management | TDA0LL (3} PIOE RICHOSINY ency capabilties: 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
Article 6 Critical products with digital |N/A Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Products with digital elements that belong to a category which is listed in Annex 11l shall be
considered critical products with digital elements. Products which have the core
ffunctionality of a category that is listed in Annex il to this Regulation shall be considered as
Article 6.1 NA falling into that category. Categories of critical products with digital elements shall be Functional | No Relationship NA NA NA 0 INo applicable SCF control
divided into class | and class Il as set out in Annex ll, reflecting the level of cybersecurity
fisk related to these products.
[The Commission is empowered to adopt delegated acts in accordance with AMicle 50 o
lamend Annex Il by including in the list of categories of critical products with digital
lelements a new category or withdrawing an existing one from that list. When assessing the
Ineed to amend the list in Annex lil, the Commission shall take into account the level of
Article 6.2 NA cybersecurity risk related to the category of products with digital elements. In determining |  Functional | No Relationship NA NA NA 0 INo applicable SCF control
[the level of cybersecurity risk, one or several of the following criteria shall be taken into
account:
[the cybersecurity-related functionality of the product with digital elements, and whether the|
Article 6.2(2) NA et wi e Sromants bam ot Ioaat ond o folwire oot Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 6.2(a)(i) NA itis designed to run with elevated privilege or manage privileges; Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 6.2(a)(ii) NA it has direct o privileged access to networking or computing resources; Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Aticle 6.2(a)(i) NA ¢ 1s deslgned to control access to data or operational technology: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[t performs a function critical to trust, in particular security functions such as network
Avticle 6.2(a)(iv) NA e e o Functional | No Relationship NA NA /A 0 INo applicable SCF control
fthe intended use In sensitive environments, including Tn Industrial Settings or by essential
Article 6.2(b) NA entites o the type refered o n the Anne [Amnex It te Directive [Diective XXKXXX | Funcional | No Relatnship NA NA NA 0 INo applicable SCF control
e 6.200) A e Tended e ofperorming crcal or sensiive anchors, uch 8 processing o e A A VA o ————
the potential extent of an adverse Impact, in particular I terms of ts Intensity and Its
Article 6.2(d) NA e o araree Functional | No Relationship NA NA /A 0 INo applicable SCF control
fhe extent to which the use of products with digital elements has already caused material
Article 6.2(e) NA or non-material loss or disruption or has given rise to significant concerns in relation to the |  Functional | No Relationship NA NA NiA 0 INo applicable SCF control
Imaterialisation of an adverse impact
[The Commission is empowered to adopt a delegated act in accordance with AMicie 50 to
supplement this Regulation by specifying the definitions of the product categories under
Aricle 6.3 o class | and class I as set out in Annex ll. The delegated act shall be adopted [by 12 months|  Fynctional | No Relationship o o R ® INo applicable SCF control
since the entry into force of this Regulation
Article 6.4 NA e et e 3 Sublect to the conformity assessment Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[The Commission is empowered to adopt delegated acts in accordance with AMicle 50 fo
supplement this Regulation by specifying categories of highly critical products with digital
lelements for which the manufacturers shall be required to obtain a European cybersecurity
certificate under a European cybersecurity certification scheme pursuant to Regulation (EU)
2019/881 to demonstrate conformity with the essential requirements st out in Annex |, or
parts thereof. When determining such categories of highly critical products with digital : ) )
Article 6.5 N/A lelements, the Commission shall take into account the level of cybersecurity risk related to Functional No Relationship N/A N/A N/A o INo applicable SCF control
the category of products with digital elements, in light of one or several of the criteria listed
in paragraph 2, as well as in view of the assessment of whether that category of products
Used or relied upon by the essential entities of the type referred to in Annex [Annex 1T to
Article 6.5(2) NA the Directive [Directive XXX/ XXXX (NIS2)] or will have potential future significance for the |  Functional | No Relationship NA NA NA 0 INo applicable SCF control
activities of these entities; o
Article 6.5(b) NA e vanes of the overall supply chain of products with digital elements Functional | No Relationship NA NA N/A 0 INo applicable SCF control
/By way of derogation from Article 2(1), third subparagraph, point (b). of Reguiation [General
Product Safety Regulation] where products with digital elements are not subject to specific
requirements laid down in other Union harmonisation legislation within the meaning of
[Article 3, point (25) of the General Product Safety Regulation], Chapter Ill, Section 1,
Article 7 General product safety  [Chapters V and VI, and Chapters IX to XI of Regulation [General Product Safety Regulation] | Functional | No Relationship NA NA NA 0 INo applicable SCF control
shall apply to those products with respect to safety fisks not covered by this Regulation.
Article 8 General product safety |/ Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[Products with digital elements classified as high-risk Al systems in accordance with Article
[Article 6] of Regulation [the Al Regulation] which fall within the scope of this Regulation,
and fulfil the essential requirements set out in Section 1 of Annex | of this Regulation, and
lwhere the processes put in place by the manufacturer are compliant with the essential
requirements set out in Section 2 of Annex I shall be deemed in compliance with the
requirements related to cybersecurity set out in Article [Article 15] of Regulation [the Al ) ) )
Article 8.1 N/A [Regulation], without prejudice to the other requirements related to accuracy an Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
robustness included in the aforementioned Article, and in so far as the achievement of the
level of protection required by those requirements is demonstrated by the EU declaration of
conformity issued under this Regulation
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For the products and cybersecurity requirements referred to in paragraph 1, the relevant
lconformity assessment procedure as required by Article [Article 43] of Regulation [Al
[Regulation] shall apply. For the purpose of that assessment, notified bodies which are
lentitled to control the conformity of the high-risk Al systems under the Regulation [Al
Regulation] shall be also entitled to control the conformity of the high-risk Al systems within
Article 8.2 lthe scope of this Regulation with the requirements set out in Annex | to this Regulation, ol || R Noepplicable SCREontrol
Iprovided that the compliance of those notified bodies with the requirements laid down in
lArticle 29 of this Regulation have been assessed in the context of the notification procedure
lunder Regulation [Al Regulation].
By derogation fiom paragraph 2, Crfcal products wih Ggial elements sted n Annex 1 of
lthis Regulation, which have to apply the conformity assessment procedures referred to in
[Aricles 24(2)(@), 24(2)(0) 24(3)(8) and 24(3)(b) under s Requiation and which are also
classified as high-risk Al systems according to Article [Article 6] of the Regulation [Al
IRegulation] and to which the conformity assessment procedure based on internal control . . .
Article 8.3 LA referred to in Annex [Annex VI] to Regulation [the Al Regulation] applies, shall be subject to [ Functional | No Relationship N (R 2 © (oD SdF cdi]
the conformity assessment procedures as required by this Regulation in so far as the
essential requirements of this Regulation are concerne
Machinery products under the scope of Regulation [Machinery Regulation proposall which
lare products with digital elements within the meaning of this Regulation and for which an
EU declaration of conformity has been n the basis of this Regulation shall be
ldeemed to be in conformity with the essential health and safety requirements set out in
|Annex [Annex Ill, Sections 1.1.9 and 1.2.1] to Regulation [Machinery Regulation proposall,
Atticle 9 Machinery products  [as regards protection against corruption and safety and reliability of control systems, and in|  Functional | No Relationship NA NA NA 0 INo applicable SCF control
o far as the achievement of the level of protection required by those requirements is
ldemonstrated in the EU declaration of conformity issued under this Regulation.
Article 10 Obligations of A Functional | No Relationship NA NA NA 0 INo applicable SCF control
When placing a product with digital elements on the market, manufacturers shall ensure Mechanisms exist to design and implement product management processes
[that it has been designed, developed and produced in accordance with the essential lto proactively govern the design, development and production of Technology
requirements set out in Section 1 of Annex |Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
Article 101 NA Functional | Intersects With | Product Management | TDA011 |5} [IPINE TRy e, 5
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
When placing a product with digital elements on the market, manufacturers shall ensure Mechanisms exist to design and implement product management processes
[that it has been designed, developed and produced in accordance with the essential lto proactively govern the design, development and production of Technology
requirements set out in Section 1 of Annex lassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
Article 10.1 NA Functional | Intersects With | Product Management | TDA0L1 |3} [Prove funchonaltys L oabilties: 5
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[For the purposes of complying with the obligation laid down in paragraph 1, manufacturers Mechanisms exist to conduct assessments to demonstrate security,
shall undertake an assessment of the cybersecurity risks associated with a product with lcompliance and/or resilience capability conformity with applicable
digital elements and take the outcome of that assessment into account during the planning, lcybersecurity and data protection laws, regulations and/or contractual
design, development, production, delivery and maintenance phases of the product with lobligations.
Article 10.2 NA digital elements with a view to minimising cybersecurity risks, preventing security incidents|  Functional | Intersects With | Conformity Assessment | CPL-0L.4 5
land minimising the impacts of such incidents, including in relation to the health and safety
of users.
[When placing a product Wih dgial lements on the market, the manufacturer Shal nclude Mechanisms exist to include a detailed cybersecurity risk assessment in the
urity risk assessment in the technic out in Article 23 and ftechnical documentation for Technology Assets, Applications and/or Services
e For protucks with digtl olemants refere 1 m Artices & and 24(4) that are also (TAAS) to demonstrate applicable risks in approved use cases.
subject to other Union acts, the cybersecurity risk assessment may be part o i product-Specific Risk
Article 10.3 N/A lassessment required by those respective Union acts. e certain essential requlremems Functional | Intersects With Resamont Artifacts TDA-22.1 5
are not applicable to the marketed product with digital elements, the manufacturer shall
include a clear justification in that documentation.
For the purposes of complying with the obligation laid down in paragraph 1, manufacturers Mechanisms exist to
shall exercise due diligence when integrating components sourced from third parties in (1) Evaluate security risks and threats associated with Technology Assets,
Article 10.4 NA lproducts with digital elements. They shall ensure that such components do not compromise|  functional Subset Of Supply Chain Risk TpM-03  [Applications and/or Services (TAAS) supply chains; ai 10
the security of the product with digital elements. Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
[The manufacturer shall systematically document, in a manner that is proportionate to the Mechanisms exist to design and implement product management processes
Inature and the cybersecurity risks, relevant cybersecurity aspects concerning the product lto proactively govern the design, development and production of Technology
with digital elements, including vuinerabilities they become aware of and any relevant |Assets, Applications and/or Services (TAAS) across the System Development
information provided by third parties, and, where applicable, update the risk assessment of Life Cycle (SDLC) to:
Article 10.5 NA the product. Functional Subset Of Product Management TDAOL1 g; ‘Emnﬁg?“'(i's“g‘g'&'ﬂ‘;’é resiliency capabllties; 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
When placing a product with digital elements on the market, and for the expected product Mechanisms exist to design and implement product management processes
lifetime or for a period of five years from the placing of the product on the market, lto proactively govern the design, development and production of Technology
whichever s shorter, manufacturers shall ensure that vulnerabilities of that product are ssets, Applications and/or Services (TAAS) across the System Development
Inandled effectively and in accordance with the essential requirements set out in Section 2 Life Cycle (SDLO) t
lof Annex I. Manufacturers shall have appropriate policies and procedures, including (1) Improve functionality:
Article 10.6 B2 lcoordinated vulnerability disclosure policies, referred to in Section 2, point (5), of Annex |, Functional Subset Of Product Management TDA-0L.1 |(3) Enhance security and resiliency capabilities; 10
lto process and remediate potential vulnerabilities in the product with digital elements (3) Correct security deficiencies; an
reported from internal or external sources. (4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
When placing a product with digital elements on the market, and for the expected product Mechanisms exist to deliver security updates to Technology Assets,
lifetime or for a period of five years from the placing of the product on the market, Ipplications andior Serices (TAAS), where appicabl, through
whichever is shorter, manufacturers shall ensure that vulnerabilities of that product are (1) Automatic updat
Ihandled effectively and in accordance with the essential requirements set out in Section 2 (2) Notifcation of avaliaple updates to afected users
of Annex I. Manufacturers shall have appropriate policies and procedures, includin Ongoing Product Securit
Article 10.6 NiA lcoordinated vulnerability disclosure policies, referred to in Section 2, point (5), of Annex |, |  Functional Subset O 9o aport Y| Toa029 0
to process and remediate potential vulnerabilities in the product with digital elements
reported from internal or external sources.
[Before placing a product with digital elements on the market, manufacturers shall draw up Mechanisms exist to conduct assessments to demonstrate security,
lthe technical documentation referred to in Article 23. They shall carry out the chosen lcompliance and/or resilience capability conformity with applicable
lconformity assessment procedures referred to in Article 24 or have them carried out. Where| lcybersecurity and data protection laws, regulations and/or contractual
lcompliance of the product with digital elements with the essential requirements set out in lobligations.
Section 1 of Annex I and of the processes put in place by the manufacturer with the
Article 10.7 NA lessential requirements set out in Section 2 of Annex | has been demonstrated by that Functional | Intersects With | Conformity Assessment | CPLOL4 8
lconformity assessment procedure, manufacturers shall draw up the EU declaration of
conformity in accordance with Article 20 and affix the CE marking in accordance with Article
22
[Before placing a product with digital elements on the market, manufacturers shall draw up Mechanisms exist to generate appropriate technical documentation artifacts
the technical documentation referred to in Article 23. They shall carry out the chosen for Technology Assets, Applications and/or Services (TAAS) in sufficient detail
lconformity assessment procedures referred to in Article 24 or have them carried out. Wherel lto demonstrate conformity with applicable statutory, regulatory and
lcompliance of the product with digital elements with the essential requirements set out in lcontractual compliance requirements.
Section 1 of Annex | and of the processes put in place by the manufacturer with the
Article 10.7 NIA lessential requirements set out in Section 2 of Annex | has been demonstrated by that Functional | Intersects with | Technical Documentation TDA-22 8
lconformity assessment procedure, manufacturers shall draw up the EU declaration of Artifacts
conformity in accordance with Article 20 and affix the CE marking in accordance with Article
22
Manufacturers shall keep the technical documentation and the EU declaration of Mechanisms exist to retain media and data in accordance with applicable
conformity, where relevant, at the disposal of the market surveillance authorities for ten lstatutory, regulatory and contractual obligations.
Article 10.8 N/A lyears after the product with digital elements has been placed on the market. Functional Subset Of Media & Data Retention DCH-18 10
Manufacturers shall ensure that procedures are In place for products with igital elements Mechanisms exist to design and implement product management processes
that are part of a series of production to remain in conformity. The manufacturer shall lto proactively govern the design, development and production of Technology
adequately ake ino account changes i the development and production process or I the fssets, Applicaions and/or Services (TAAS) across the System Development
design or characteristics of the product with digital elements and changes in the Life Cycle (SDLC) to:
Iharmonised standards, European cybersecurity certification schemes or the common (1) Improve functionality;
Article 10.9 N/A lspecifications referred to in Article 19 by reference to which the conformity of the pruduct Functional Subset Of Product Management TDA-0L1  |(3) Enhance security and resiliency capabilities; 10
with digital elements is declared or by application of which its conformity is verified. (3) Correct security deficiencies; an
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
Manufacturers shall ensure that products with digital elements are accompanied by the Mechanisms exist to design and implement product management processes
information and instructions set out in Annex Il in an electronic or physical form. Such lto proactively govern the design, development and production of Technology
information and instructions shall be in a language which can be easily understood by |assets, Applications and/or Services (TAAS) across the System Development
lusers. They shall be clear, understandable, intelligible and legible. They shall allow for a Life Cycle (SDLO) to:
Article 10.10 A secure installation, operation and use of the products with digital elements. Functiona! Subset Of poduct Management | Toao1n D)Mo nctionalty: 0
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Manufacturers shall either provide the EU declaration of conformity with the product with Mechanisms exist to design and implement product management processes
digital elements or include in the instructions and information set out in Annex If the lto proactively govern the design, development and production of Technology
internet address at which the EU declaration of conformity can be accessed. |Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
Article 10.11 NA Functional Subset Of Product Management TDA-01.1 {;: ‘Emnﬁgf“';;“;:ﬂma;% resillency capablities; 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[From the placing on the market and for the expected product lfetime or for a period of five Mechanisms exist to take corrective action to remediate instances of non-
vears after the placing on the market of a product with digital elements, whichever is lconformity with applicable statutory, regulatory, and/or contractual
shorter, manufacturers who know or have reason to believe that the product with digital lcompliance obligations.
elements or the processes put in place by the manufacturer are not in conformity with the
Article 10.12 NA lessential requirements set out in Annex | shall immediately take the corrective measures Functional | Intersects With Corrective Action cPL023 8
Inecessary to bring that product with digital elements or the manufacturer’s processes into
conformity, to withdraw or to recall the product, as appropriate.
[From the placing on the market and for the expected product Ifetime or for a period of five Mechanisms exist to ensure developed Technology Assets, Appiications
vears after the placing on the market of a product with digital elements, whichever is landor Services (TAAS) conform to applicable statutory and regulatory
shorter, manufacturers who know or have reason to believe that the product with digital requirements, based on the product’s and/or service's:
elements or the processes put in place by the manufacturer are not in conformity with the product Conformits (1) Use case(s); and
Article 10.12 NA lessential requirements set out in Annex | shall immediately take the corrective measures Functional Subset O Quct Conformity TDA21  |(2) Geographic markets. 10
Inecessary to bring that product with digital elements or the manufacturer’s processes into
conformity, to withdraw or to recall the product, as appropriate.
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(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.

Article 10.13 NA Imanufacturer with the essential requirements set out in Annex I. They shall cooperate with | Functional | Intersects With o e CPL-01.3 5
[that authority, at its request, on any measures taken to eliminate the cybersecurity risks Y
lposed by the product with digital elements, which they have placed on the market.
[A manufacturer that ceases its operations and, as a resul, is not able to comply with the
lobligations laid down in this Regulation shall inform, before the cease of operation takes
Article 10.14 NA leffect, the relevant market surveillance authorities about this situation, as well s, b Functional | No Relationship NA NA NA o INo applicable SCF control
Imeans available and to the extent possible, the users of the concerned products with digital
lelements placed on the market.
[The Commission may, by means of implementing acts, specify the format and elements of
the software bill of materials set out in Section 2, point (1), of Annex I. Those implementing
Article 10.15 R lacts shall be adopted in accordance with the examination procedure referred to in Article Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
51(2)
Reporting obligations of |W/A N - i
Article 11 Tt Functional | No Relationship NIA NIA NA 4 INo applicable SCF control
[The manufacturer shall, wihout undue defay and n any event witin 24 hours o becoring Mechanisms exist to notify applicable stakeholders about potentially
aware of i, noify to ENISA any actively exploited vuinerablfty contained inthe pro lexploitable vlnerabilties n organizaton- develuped Technology Assets,
with digital elements. The Ston el Include dutais concarming that vuinrabity |Applications and/or Services (TAAS), a Y statutory, regulatory
nd, where applicabie, any corrective of mitigating measures token ENISA shal, without land/or contractual obligations.
lundue delay, unless for justified cybersecurity risk-related grounds, forward the notification
Article 11.1 NA lto the CSIRT designated for the purposes of coordinated vulnerability disclosure in Functional Intersects With Reporting Exploitable TDA02.13 8
laccordance with Article [Article X] of Directive [Directive XXX/XXXX (NIS2)] of Member Vulnerabilities
States concerned upon receipt and inform the market surveillance authority about the
Inotified vulnerability.
[The manufacturer shall, without undue delay and in any event within 24 hours of becoming [Mechanisms exist to report any serious incident involving the organization's
laware o it, notify to ENISA any incident having impact on the security of the product with [Technology Assets, Applications, Services andjor Data (TAASD) to relevant
digital elements. ENISA shall, without undue delay, unless for justified cybersecurity risk- lauthorities in the locality where the incident occurred, in accordance with
related grounds, forward the notifications to the single point of contact designated in Imandatory reporting:
laccordance with Article [Article X] of Directive [Directive XXX/XXXX (NIS2)] of the Member (1) Requirements; and
States concerned and inform the market surveillance authority about the notified incidents. (2) Timelines.
Article 11.2 N/A [The incident notification shall include information on the severity and impact of the incident| ~ Functional Intersects With | Serious Incident Reporting IRO-10.5 5
land, where applicable, indicate whether the manufacturer suspects the incident to be
lcaused by unlawful or malicious acts or considers it to have a cross-border impact.
[ENISA shall submit to the European cyber crisis liaison organisation network (EUCYCLONe)
lestablished by Article [Article X of Directive [Directive XXX/XXXX (NIS2)] information
Article 11.3 NA Inotified pursuant to paragraphs 1 and 2 if such information is relevant for the coordinated | Functional | No Relationship NA NA NA 0 INo applicable SCF control
Imanagement of large-scale cybersecurity incidents and crises at an operational level.
[The manufacturer shall inform, without undue delay and after becoming aware, the users of [Mechanisms exist to report any serious incident involving the organization's
the product with digital elements about the incident and, where necessary, about corrective| [Technology Assets, Applications, Services andjor Data (TAASD) to relevant
Imeasures that the user can deploy to mitigate the impact of the incident. lauthorities in the locality where the incident occurred, in accordance with
Article 11.4 NIA Functional | Intersects With | Serious Incident Reporting | IR0-10.5 | mandatory reporting: 5
(1) Requirements; and
(2) Timelines.
[The Commission may, by means of implementing acts, specify further the type of
format and procedure of the notifications submitted pursuant to paragraphs 1 . . §
Article 11.5 NiA and 2. Those implementing acts shall be adopted in accordance with the examination Functional | No Relationship NiA NiA NA 0 INo applicable SCF control
rocedure refortaa 1o m Adicie 5103
[ENISA, on the basis of the notifications received pursuant to paragraphs 1 and 2, shall
lprepare a biennial technical report on emerging trends regarding cybersecurity risks in
lproducts with digital elements and submit it to the Cooperation Group referred to in Article : . §
Article 11.6 N/IA [Article X] of Directive [Directive XXX/XXXX (NIS2)]. The first such report shall be submitted Functional No Relationship NIA N/A N/A 0 INo applicable SCF control
within 24 months after the obligations laid down in paragraphs 1 and 2 start applying.
[Manufacturers shall, upon identifying a vulnerability in a component, including in an open [Mechanisms exist to disclose information about vulnerabilities to relevant
ISource component, which is integrated in the product with digital elements, report the lstakeholders, includin
vulnerability to the person or entity maintaining the component. (1) A description of the vulnerability(ies);
y . " " ' (2) Affected product(s) and/or service(s):
Article 1.7 NA Functional | Intersects With | Disclosure of Vulnerabilities| TDA-02.11 (2} SIECIES PTOduct(s) cror SSuceleh 5
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the vulnerability ies).
[Manufacturers shall, upon identifying a vulnerability in a component, including in an open IMechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
source component, which is integrated in the product with digital elements, report the Software Bill of Materials ffor Technology Assets, Applications andjor Services (TAAS) that lists software
Article 11.7 NA vulnerability to the person o entity maintaining the component. Functional | Intersects With (SBOM) TDA04.2 |packages in use, including versions and applicable licenses. 8
Article 12 Authorised representatives /A Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[A manufacturer may appoint an authorised representative by a written mandate. [Mechanisms exist to appoint localized representation with a physical
Article 12.1 N/A Functional Intersects With | Localized Representation CPL-08  |presence in localities, as required by applicable laws and/or regulations. 8
(The obgations a1d down n ATEcle T0(1 o 1) st ndent and () shall ot form par: o the N N .
Article 12.2 NIA authorisad representative's mandat Functional | No Relationship NA NIA NA 4 INo applicable SCF control
[An authorised representative shall perfurm the tasks specified in the mandate received Mechanisms exist to contract localized representation to perform specified
Article 12.3 NA [from the manufacturer. The mandate shall allow the authorised representative to do at Functional | Intersects With | Representative Powers | CPL-08.1 [functions in regard to representing statutory and/or regulatory compliance 8
least the following Imatters.
[keep the EU declaration of conformity referred to in Article 20 and the technical [Mechanisms exist to contract localized representation to perform specified
ldocumentation referred to in Article 23 at the disposal of the market surveillance lfunctions in regard to representing statutory and/or regulatory compliance
Article 12.3(a) W lauthorities for ten years after the product with digital elements has been placed on the Functional | Intersects With | Representative Powers CPL-0B.1  Imatters. 8
[further to a reasoned request from a market surveillance authority, provide that authority Mechanisms exist to contract localized representation to perform specified
Article 12.3(b) NA with all the information and documentation necessary to demonstrate the conformity of the | Functional | Intersects With | Representative Powers | CPL-08.1  [functions in regard to representing statutory and/or regulatory compliance 8
lproduct with digital elements; Imatters.
[cooperate with the market surveillance authorities, at their request, on any action taken to [Mechanisms exist to contract localized representation to perform specified
Article 12.3(c) NA leliminate the risks posed by a product with digital elements covered by the authorised Functional | Intersects With | Representative Powers | CPL-08.1 [functions in regard to representing statutory and/or regulatory compliance 8
representative's mandate.
Article 13 Obligations of importers |V/A Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Importers shall only place on the market products with digital elements that comply with [Mechanisms exist to design and implement product management processes
the essential requirements set out in Section 1 of Annex | and where the processes put in o prosctively governthe design, development and production of Technology
Iplace by the manufacturer are compliant with the essential requirements set out in Section sets, Applications andjor Services (TAAS) across the System Development
2 of Annex | i Cycle (SDLC) to
(1) Improve functionalit
Article 13.1 NA Functional Subset Of Product Management TOAOLL  {17) Enhance security and resiliency capabiliies: 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Before placing a product with digital elements on the market, importers shall ensure that [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Article 13.2 NiA Functional Subset Of Product Management TOAOLL {i7) Enhance security and resiliency capabilities: 10
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[the appropriate conformity assessment procedures referred o in Article 24 have been [Mechanisms exist to design and implement product management processes
carried out by the manufacturer; lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Article 13.2(a) NiA Functional Subset Of Product Management TOAOLL  {i7) Enhance security and resiliency capabilities: 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[the appropriate conformity assessment procedures referred to in Article 24 have been [Mechanisms exist to conduct assessments to demonstrate security,
carried out by the manufacturer; lcompliance and/or resilience capability conformity with applicable
Article 13.2(a) N/A Functional | Intersects With | Conformity Assessment CPL-014  Icybersecurity and data protection laws, regulations andjor contractual 8
lobligations.
[the manufacturer has drawn up the technical documentation; Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC)
(1) Improve functionality;
Article 13.2(b) NIA Functional Subset O Product Management TOAOLL  [17) gnhance secarity and resiliency capabilties: 10
(3) Correct security deficiencies; and
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
[the manufacturer has drawn up the technical documentation; Mechanisms exist to generate appropriate technical documentation artifacts
ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Article 13.2(b) N/A Functional subsetof | Technical D TDA22 [ conformity with applicable statutory, regulatory and 10
Artifacts [contractual compliance requirements.
[the product with digital elements bears the CE marking referred to in Article 22 and is Mechanisms exist to design and implement product management processes
laccompanied by the information and instructions for use as set out in Annex Il. lto proactively govern the design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Article 13.2(c) NIA Functional Subset Of Product Management TDAOLL  [3) Enhance security and resiliency capabilites: 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Where an importer considers o has reason to believe that a product with digital elements Mechanisms exist to design and implement product management processes
or the processes put in place by the manufacturer are not in conformity with the essential lto proactively govern the design, development and production of Technology
requirements set out in Annex I, the importer shall not place the product on the market |Assets, Applications andjor Services (TAAS) across the System Development
luntil that product or the processes put in place by the manufacturer have been brought intol Life Cycle (SDLC) t
lconformity with the essential requirements set out in Annex I. Furthermore, where the (1) Improve functionality;
Article 13.3 N lproduct with digital elements presents a significant cybersecurity risk, the importer shall Functional Subset OF Product Management TOA-OLL  5) Enhance security and resiliency capabilities; 0
inform the manufacturer and the market surveillance authorities to that effect (3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
importers shall indicate their name, registered trade name o registered trademark, the Mechanisms exist to design and implement product management processes
lpostal address and the email address at which they can be contacted on the product with lto proactively govern the design, development and production of Technology
digital elements or, where that is not possible, on its packaging o in a document lassets, Applications and/or Services (TAAS) across the System Development
laccompanying the product with digital elements. The contact details shall be in a language Life Cycle (SDLC)
0 i i I
Article 134 m leasily understood by users and market surveillance authorities Functional Subset Of Product Management TpaoL1 |11} Improve functionality: 10
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digital elements;

Article 13.5 NA Functional Subset Of Product Management | TOA-011 |3} grbrove WICTORRINY - iiency capabiliies 10
(3) Correct security deficiencies; an
(@) Conform with applicable statutory, regulatory andfor contractual
lobligations.
importers who know or have reason to belleve that a product with digital elements, which Mechanisms exist to take corrective action to remediate Instances of non-
they have placed on the market, or the processes put in place by its manufacturer, are not lconformity with applicable statutory, regulatory. andor contractual
in conformity with the essential requirements set out in Annex | shall immediately take the lcompliance obligations
lcorrective measures necessary to bring that product with digital elements or the processes
Iput in place by its manufacturer into conformity with the essential requirements et out in
|Annex |, or to withdraw or recall the product, if appropriate. Upon identifying a vulnerability
in the product with digital elements, importers shallinform the manufacturer without undu
delay about that vulnerability. Furthermore, where the product with digital elements .
Aticle 13.6 A presents a significant cybersecurity risk, importers shall immediately inform the market Functional | Intersects With Corrective Action 023 8
surveillance authorities of the Member States in which they made the product with digital
lelements available on the market to that effect, giving details, in particular, of the non-
conformity and of any corrective measures taken.
importers who know or have reason to belleve that a product with digital elements, which Mechanisms exist to design and Implement product management processes.
they have placed on the market, or the processes put in place by its manufacturer, are not lto proactively govern the design, development and production of Technology
in conformity with the essential requirements set out in Annex | shall immediately take the lAssets, Applications and/or Services (TAAS) across the System Development
lcorrective measures necessary to bring that product with digital elements or the processes Life Cycle (SDLC) to:
Iput in place by its manufacturer into conformity with the essential requirements et out in (1) Improve functionality;
[Annex 1, or to withdraw o recall the product, if appropriate. Upon identifying a vulnerability (2) Enhance security and resiliency capabilties:
i the product with digital elements, importers shall inform the manufacturer without undue (3) Correct security deficiencies; and
delay about that vulnerability. Furthermore, where the product with digital elements § (@) Conform with applicable statutory, regulatory andfor contractual
Aticle 13.6 L lpresents a significant cybersecurity risk, importers shall immediately inform the market Functional Subset Of Product Management | TDA-0L.1 lopjigations. 10
surveillance authorities of the Member States in which they made the product with digital
lelements available on the market to that effect, giving details, in particular, of the non-
conformity and of any corrective measures taken.
importers shall, for ten years after the product with digital elements has been placed on the Mechanisms exist to retain media and data in accordance with appiicable
Imarket, keep a copy of the EU declaration of conformity at the disposal of the market lstatutory, regulatory and contractual obligations.
Article 13.7 W surveillance authorities and ensure that the technical documentation can be made available| ~ Functional Subset OF Media & Data Retention DCH-18 0
lto those authorities, upon request
importers shall, further to a reasoned request from a market surveillance authority, provide echanfsms eXist 1 grant assessors minimum necessary access to conduct
it with all the information and documentation, in paper or electronic form, necessary t lconformity assessments, including
demonstrate the conformity of the product with digital elements with the essential (1) Logica access to desian. development, production, inspection and testing
requirements set out in Section 1 of Annex | as well as of the processes put in place by the lartifact
Imanufacturer with the essential requirements set out in Section 2 of Annex | in a language ) Pryeica access to faciites.
Article 13.8 N/A |that can be easily understood by that authority. They shall cooperate with that authority, at| ~Functional Subset Of Assessor Access CPL-03.3 10
ts request, on any measures taken to eliminate the cybersecurity risks posed by a product
with digital elements, which they have placed on the market.
When the importer of a product with digital elements becomes aware that the manufacturer]
of that product ceased its operations and, as result, is not able to comply with the
obligations laid down in this Regulation, the importer shall inform the relevant market ) _ _
Article 13.9 NA surveillance authorities about this situation, as well as, by any means available and tothe |  Functional | No Relationship NA NA N/A 0 INo applicable SCF control
extent possible, the users of the products with digital elements placed on the market
Article 14 Obligations of distributors |/ Functional | No Relationship NA NA NIA 0 INo applicable SCF control
When making a product with digital elements available on the market, distributors shall act Mechanisms exist to design and implement product management processes
with due care in relation to the requirements of this Regulation lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
Article 14.1 NIA Functional Subset O Product Management | TDA-0L1 |3} BIOve CHOaItY: ey capabiltes 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
Before Traking  product wih digal elements avalable on the market, s butars shal Mechanisms exist to design and implement product management processes
verify that lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
1)1 functionalit
Article 14.2 NA Functional Subset Of Product Management | TDA0L1 (3} {MBIOve MCHORaILY: ey capabiltes 10
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andfor contractual
lobligations.
[the product with digital elements bears the CE marking: Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
1)1 functionalit
Article 14.2(a) NA Functional Subset Of Product Management | TDAOLL |(3) rETOve fnCHanalt: L copabilties 10
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andfor contractual
lobligations.
ffhe manufacturer and the importer have complied with the obligations set out respectively Mechanisms exist to design and implement product management processes.
in Articles 10(10), 10(11) and 13(d). lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
1)1 functionalit
Article 14.2(b) NA Functional Subset Of Product Management | TDAOLL |(3) rETOve RncHaralt: L opabilties 10
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
Where a distributor considers or has reason to believe that a product with digital elements Mechanisms exist to design and Implement product management processes.
or the processes put in place by the manufacturer are not in conformity with the essential lto proactively govern the design, development and production of Technology
requirements set out in Annex I, the distributor shall not make the product with digital Jssets Applicaions andlor Srvices (TAAS) across the System Development
lelements available on the market until that product or the processes put in place by the Life Cycle (SDLC) tor
Imanufacturer have been brought into conformity. Furthermore, where the product with (1) Improve functionalit
Article 14.3 WA digital elements poses a significant cybersecurity risk, the distributor shall inform the Functional Subset Of Product Management | TDA0L1 |(5) Enhance security and resiiency copabilies 1o
Imanufacturer and the market surveillance authorities to that effect. (3) Correct security deficiencies; an
(3) Conform with Spplicaie statutory. requlatory andlor contractual
lobligations.
IDistributors who know or have reason to believe that a product with digital elements, which Mechanisms exist to take corrective action to remediate Instances of non-
they have made available on the market, or the processes put in place by its manufacturer lconformity with applicable statutory, regulatory. andor contractual
are not in conformity with the essential requirements set out in Annex | shall make sure lcompliance obligations.
jthat the corrective measures necessary to bring that product with digital elements or the
processes put in place by its manufacturer into conformity are taken, or to withdraw or
recall the product, if appropriate. Upon identifying a vulnerability in the product with digital
elements, distributors shall inform the manufacturer without undue delay about that
\Vulnerabilty. Furthermore, where the product with digital elements presents a significant .
Article 14.4 [ cybersecurity risk, distributors shall immediately inform the market surveillance authorities [ FUnctional | Intersects With Corrective Action 023 8
of the Member States in which they have made the product with digital elements available
on the market to that effect, giving details, in particular, of the non-conformity and of any
corrective measures taken.
IDistributors who know or have reason to believe that a product with digital elements, which Mechanisms exist to design and Implement product management processes.
hey have made available on the market, or the processes put n place by its manufacturer lto proactively govern the design, development and production of Technology
are not in conformity with the essential requirements set out in Annex | shall make sure lAssets, Applications and/or Services (TAAS) across the System Development
jthat the corrective measures necessary to bring that product with digital elements or the Life Cycle (SDLC) to:
processes put in place by its manufacturer into conformity are taken, or to withdraw or (1) Improve functionality;
recall the product, if appropriate. Upon identifying a vulnerability in the product with digital (2) Enhance security and resiliency capabilties:
elements, distributors shall inform the manufacturer without undue delay about that (3) Correct security deficiencies; an
Vulnerabiity. Furthermore, where the product with digital elements presents a significant § (@) Conform with applicable statutory, regulatory andfor contractual
Article 14.4 [ lcybersecurity risk, distributors shall immediately inform the market surveillance authorities | Functiona! Subset Of Product Management | TDA-0L1 lopjigations. 10
of the Member States in which they have made the product with digital elements available
lon the market to that effect, giving details, in particular, of the non-conformity and of any
lcorrective measures taken
Ditutors sl uther 0 reasoned request from  market survelance suthorty, Mechanisms exist to grant assessors minimum necessary access to conduct
rovide it with all the information and documentation, in paper or electronic form, lconformity assessments, includin
necessary to demonstrata the Conformity of the product with digital elements and the (1) Logica access o desion, development, production, inspection and testing
Iprocesses put in place by its manufacturer with the essential requirements set out in Annex frtifact
Article 14.5 NA lin a language that can be easily understood by that authority. They shall cooperate with |  Functional Subset Of Assessor Access CPLO33  [3) Physica access o fclltes 10
that authority, at its request, on any measures taken to eliminate the cybersecurity risks
lposed by a product with digital elements, which they have made available on the market.
When the distrbutor of a product with digital elements becomes aware that the
Imanufacturer of that product ceased its operations and, as result, is not able to comply with|
the obligations laid down in this Regulation, the distributor shall inform the relevant market ) v )
Article 14.6 NA surveillance authorities about this situation, as well as, by any means available and to the |  Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lextent possible, the users of the products with digital elements placed on the market.
[An importer or distributor shall be considered a manufacturer for the purposes of this
lRegulation and shall be subject to the obligations of the manufacturer set out in Articles 10
Cases in which obligations [and 11(1), (2), (4) and (7) where that importer or distributor places a product with digital
Article 15 of manufacturers apply to. [elements on the market under his or her name or trademark or carries out a substantial Functional | No Relationship NA NA N/A 0 INo applicable SCF control
importers and distributors |modification of the product with digital elements already placed on the market.
/A natural or legal person, other than the manufacturer, the importer or the distrbutor, that
lcarries out a substantial modification of the product with digital elements shall be
lconsidered a manufacturer for the purposes of this Regulation. That person shall be subject]
Other cases in which  [to the obligations of the manufacturer set out in Articles 10 and 11(1), (2), (4) and (7), for
Article 16 obligations of lthe part of the product that is affected by the substantial modification or, if the substantial | Functional | No Relationship NA NA NA 0 INo applicable SCF control
manufacturers apply  |modification has an impact on the cybersecurity of the product with digital elements as a
lwhole, for the entire product.
Article 17 ‘de"t‘ﬁ‘jsggf‘::“’"“'““ [ Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[Economic operators shall, on request and where the information is available, provide to the
Article 17.1 NA oot Sumieians suthortas the tohowing, Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 17.1(a) NA et Hmangess ©f any economic operator who has supplied them with a product with Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Atticle 17.1(b) NA name and address of any economic operator to whom they have supplied a product with Functional | No Relationship NA NA NA 0 INo applicable SCF control
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Article 17.2

N/A

[Economic operators shall be able to present the information referred to in paragraph 1 for
ten years after they have been supplied with the product with digital elements and for ten
lvears after they have supplied the product with digital elements.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 18

Presumption of conformity

/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 18.1

[Products with digital elements and processes put in place by the manufacturer which are in
lconformity with harmonised standards or parts thereof the references of which have been
lpublished in the Official Journal of the European Union shall be presumed to be in
[conformity with the essential requirements covered by those standards or parts thereof, set|
lout in Annex I

Functional

No Relationship

N/A

INo applicable SCF control

Article 18.2

N/A

[Products with digital elements and processes put in place by the manufacturer, which are in|
[conformity with the common specifications referred to in Article 19 shall be presumed to be
in conformity with the essential requirements set out in Annex |, to the extent those
lcommon specifications cover those requirements.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 18.3

N/A

[Products with digital elements and processes put in place by the manufacturer for which an
EU statement of conformity or certificate has been issued under a European cybersecurity
(certification scheme adopted as per Regulation (EU) 2019/881 and specified as per
lparagraph 4, shall be presumed to be in conformity with the essential requirements set out
in Annex I in'so far as the EU statement of conformity or cybersecurity certificate, or parts
thereof, cover those requirements.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 18.4

N/A

[The Commission is empowered, by means of implementing acts, to specify the European
lcybersecurity certification schemes adopted pursuant to Regulation (EU) 2019/881 that can
lbe used to demonstrate conformity with the essential requirements or parts thereof as set
lout in Annex I. Furthermore, where applicable, the Commission shall specify if a
lcybersecurity certificate issued under such schemes eliminates the obligation of a
Imanufacturer to carry out a third-party conformity assessment for the corresponding
requirements, as set out in Article 24(2)(a), (b), (3)(@) and (b). Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 51(2).

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 19

[Where harmonised standards referred to in Article 18 do not exist or where the Commission
lconsiders that the relevant harmonised standards are insufficient to satisfy the
Irequirements of this Regulation or to comply with the standardisation request of the
ICommission, or where there are undue delays in the standardisation procedure or where
lthe request for harmonised standards by the Commission has not been accepted by the

Common

[European the Commission is empowered, by means of
implementing acts, to adopt common specifications in respect of the essential requirements|
set out in Annex I. Those implementing acts shall be adopted in accordance with the
lexamination procedure referred to in Article 51(2).

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 20

[EU declaration of conformity|

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 20.1

N/A

[The EU declaration of conformity shall be drawn up by manufacturers in accordance with
|Article 10(7) and state that the fulfilment of the applicable essential requirements set out in
|annex I has been demonstrated

Functional

No Relationship

N/A

INo applicable SCF control

Article 20.2

N/A

[The EU declaration of conformity shall have the model structure set out in Annex IV and
shall contein the elements specified in the relevant conformity sssessment procedures set
lout in Annex V1. Such a declaration shall be continuously updated. It shall be

available i the language of languages required by the Member State in which the product
with digital elements is placed on the market or made available.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 20.3

N/A

Where a product with digital elements is subject to more than one Union act requiring an
[EU declaration of conformity, a single EU declaration of conformity shall be drawn up in
respect of all such Union acts. That declaration shall contain the identification of the Union
lacts concerned, including their publication references.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 20.4

N/A

[By drawing up the EU declaration of conformity, the manufacturer shall assume
 the compliance of the product.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 20.5

N/A

[The Commission is empowered to adopt delegated acts in accordance with Article 50 to
lsupplement this Regulation by adding elements to the minimum content of the EU
ldeclaration of conformity set out in Annex IV to take account of technological
ldevelopments

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 21

General principles of the CE
marking

[The CE marking as defined in Article 3(32) shall be subject to the general principles set out
in Article 30 of Regulation (EC) No 765/2008

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 22

Rules and conditions for
affixing the CE marking

/A

Functional

No Relationship

N/A

INo applicable SCF control

Article 22.1

[The CE marking shall be affixed visibly, legibly and indelibly to the product with digital
lelements. Where that is not possible or not warranted on account of the nature of the
lproduct with digital elements, it shall be affixed to the packaging and to the EU declaration
lof conformity referred to in Article 20 accompanying the product with digital elements. For
lproducts with digital elements which are in the form of software, the CE marking shall be
affixed either to the EU declaration of conformity referred to in Article 20 or on the website
laccompanying the software product.

Functional

No Relationship

N/A

INo applicable SCF control

Article 22.2

[On account of the nature of the product with digital elements, the height of the CE marking
affixed to the product with digital elements may be lower than 5 mm, provided that it
remains visible and legible.

Functional

No Relationship

N/A

INo applicable SCF control

Article 22.3

N/A

[The CE marking shall be affixed before the product with digital elements is placed on the|
Imarket. It may be followed by a pictogram or any other mark indicating a special risk or use|
set out in implementing acts referred to in paragraph 6.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 22.4

N/A

[The CE marking shall be followed by the identification number of the notified body, where
that body is involved in the conformity assessment procedure based on full qualit
lassurance (based on module H) referred to in Article 24. The identification number of the
Inotified body shall be affixed by the body itself or, under its instructions, by the
Imanufacturer or the manufacturer’s authorised representative.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 22.5

N/A

[Member States shall bulld Upon existing mechanisms to ensure correct application of the
regime governing the CE marking and shall take appropriate action in the event of improper|
luse of that marking. Where the product with digital elements is subject to other Union
legislation which aiso provides for the affixing of the CE marking, the CE marking shall
indicate that the product also fulfils the requirements of that other legislation.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 22.6

N/A

[The Commission may, by means of implementing acts, lay down technical specifications for
Ipictograms or any other marks related to the security of the products with digital elements,
land mechanisms to promote their use. Those implementing acts shall be adopted in
laccordance with the examination procedure referred to in Article 51(2).

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 23

Technical documentation

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 23.1

N/A

[The technical documentation shall contain all relevant data or details of the means used by
lthe manufacturer to ensure that the product with digital elements and the processes put in
Iplace by the manufacturer comply with the essential requirements set out in Annex . It
shall at least contain the elements set out in Annex V.

Functional

Subset Of

Technical D

[Mechanisms exist to generate appropriate technical documentation artifacts
ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail

Artifacts

TDA-22

lto conformity with applicable statutory, regulatory and
[contractual compliance requirements.

Article 23.2

[The technical documentation shall be drawn up before the product with digital elements is
Iplaced on the market and shall be continuously updated, where appropriate, during the
lexpected product lifetime or during a period of five years after the placing on the market of
la product with digital elements, whichever is shorter.

Functional

Subset OF

Technical Documentation
Artifacts

TDA-22

[Mechanisms exist to generate appropriate technical documentation artifacts
ffor Technology Assets, Applications andjor Services (TAAS) in sufficient detail
lto demonstrate conformity with applicable statutory, regulatory and
[contractual compliance requirements.

Article 23.3

[For products with digital elements referred to in Articles 8 and 24(4) that are also subject to
lother Union acts, one single technical documentation shall be drawn up containing the
iinformation referred to in Annex V of this Regulation and the information required by those
respective Union acts.

Functional

Subset Of

Technical D:

[Mechanisms exist to generate appropriate technical documentation artifacts
for Technology Assets, Appiications andjor Services (TARS) n sufficient detail

Artifacts

TDA-22

conformity with applicable statutory, regulatory and
ontacooal compliance requirements.

Article 23.4

N/A

[The technical documentation and correspondence relating to any conformity assessment
lprocedure shall be drawn up in an official language of the Member State in which the
Inotified body is established or in a language acceptable to that body.

Functional

Subset Of

Technical Documentation
ifacts

TDA-22

[Mechanisms exist to generate appropriate technical documentation artifacts
ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
lto demonstrate conformity with applicable statutory, regulatory and
[contractual compliance requirements.

Article 23.5

N/A

[The Commission is empowered to adopt delegated acts in accordance with Article 50 to
lsupplement this Regulation by the elements to be included in the technical documentation
set out in Annex V to take account of as well as

lencountered in the implementation process of this Regulation.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24

Conformity assessment
procedures for products
with digital elements

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.1

N/A

[The manufacturer shall perform a conformity assessment of the product with digital
lelements and the processes put in place by the manufacturer to determine whether the
lessential requirements set out in Annex | are met. The manufacturer or the manufacturer’s
lauthorised representative shall demonstrate conformity with the essential requirements by
lusing one of the following procedures:

Functional

Intersects With

Conformity Assessment

CPL0L.4

[Mechanisms exist to conduct assessments to demonstrate security,
lcompliance and/or resilience capability conformity with applicable
lcybersecurity and data protection laws, regulations and/or contractual
lobligations.

Article 24.1(a)

N/A

[the internal control procedure (based on module A) set out in Annex VI; or

Functional

Intersects With

Conformity Assessment

CPLOL4

[Mechanisms exist to conduct assessments to demonstrate security,
lcompliance and/or resilience capability conformity with applicable
lcybersecurity and data protection laws, regulations and/or contractual
lobligations.

Article 24.1(b)

N/A

[the EU-type examination procedure (based on module B) set out in Annex VI followed by
[conformity to EU-type based on internal production control (based on module C) set out in
annex VI; or

Functional

Intersects With

Conformity Assessment

CPL01.4

st to conduct curity,
compllance andjor reslience capabilty conformity with appliabie
lcybersecurity and data protection laws, regulations and/or contractual
lobligations.

Article 24.1(c)

N/A

[conformity assessment based on full quality assurance (based on module H) set out in
lannex Vi

Functional

Intersects With

Conformity Assessment

CPLO1.4

[Mechanisms exist to conduct assessments to demonstrate security,
|compliance and/or resilience capability conformity with applicable
lcybersecurity and data protection laws, regulations andjor contractual
lobligations.

Article 24.2

N/A

[Where, in assessing the compliance of the critical product with digital elements of class | as
set out in Annex ll and the processes put in place by its manufacturer with the essential
requirements set out in Annex I, the manufacturer or the manufacturer's authorised
representative has not applied or has applied only in part harmonised standards, common

or European schemes as referred to in Article 18,
lor where such harmonised standards, common specifications or European cybersecurity
certification schemes do not exist, the product with digital elements concerned and the
lprocesses put in place by the manufacturer shall be submitted with regard to those
lessential requirements to either of the following procedures:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.2(a)

N/A

[EU-type examination procedure (based on module B) provided for in Annex VI followed by
[conformity to EU-type based on internal production control (based on module C) set out in
|annex i; or

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.2(b)

N/A

[conformity assessment based on full quality assurance (based on module H) set out in
|annex vi.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.3

[Where the product is a critical product with digital elements of class Il as set out in Annex
lil, the manufacturer or the manufacturer’s authorised representative shall demonstrate
(conformity with the essential requirements set out in Annex | by using one of the following
lprocedures

Functional

No Relationship

N/A

INo applicable SCF control

Secure Controls Framework (SCF)
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Article 24.3(a)

N/A

[EU-type examination procedure (based on module B) set out in Annex VI followed by
[conformity to EU-type based on internal production control (based on module C) set out in
|annex i; or

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.3(b)

N/A

[conformity assessment based on full quality assurance (based on module H) set out in
|Annex Vi

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 24.4

[Manufacturers of products with digital elements that are classified as EFR systems under
the scope of Regulation [the European Health Data Space Regulation] shall demonstrate
lconformity with the essential requirements laid down in Annex | of this Regulation using the
relevant conformity assessment procedure as required by Regulation [Chapter Iil of the
European Health Data Space Regulation].

Functional

No Relationship

N/A

INo applicable SCF control

Article 24.5

N/A

[Notified bodies shall take into account the specific interests and needs of small and medium|
sized enterprises (SMES) when setting the fees for conformity assessment procedures and
reduce those fees proportionately to their specific interests and needs.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 25

Notification

[Member States shall notify the Commission and the other Member States of conformity
lassessment bodies authorised to carry out conformity assessments in accordance with this
Regulation.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 26

Notifying authorities

/A

Functional

No Relationship

N/A

INo applicable SCF control

Article 26.1

N/A

[Member States shall designate a notifying authority that shall be responsible for setting up
land carrying out the necessary procedures for the assessment and notification

lconformity assessment bodies and the monitoring of notified bodies, including compliance
with Article

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 26.2

N/A

[Member States may decide that the assessment and monlearing referred ko n parsgraph 1
shall be carried out by a national accreditation body within the meaning of a
laccordance with Regulation (EC) No 765/2008.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 27

Requirements relating to
notifying authorities

IN/A

Functional

No Relationship

N/A

INo applicable SCF control

Article 27.1

N/A

[A notifying authority shall be established in such a way that no conflict of interest with
conformity assessment bodies occurs,

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 27.2

N/A

[A notifying authority shall be organised and shall function so as to safeguard the objectivity
land impartiality of its activities

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 27.3

N/A

[A notifying authority shall be organised in such a way that each decision relating to
Inotification of a conformity assessment body is taken by competent persons different from
lthose who carried out the assessment.

Functional

No Relationship

N/A

INo applicable SCF control

Article 27.4

N/A

[ notifying authority shall not offer or provide any activities that conformity assessment
lbodies perform or consultancy services on commercial or competitive basis.

Functional

No Relationship

N/A

INo applicable SCF control

Article 27.5

N/A

[A notifying authority shall safeguard the confidentiality of the information it obtains

Functional

No Relationship

N/A

INo applicable SCF control

Article 27.6

N/A

[A notifying authority shall have a sufficient number of competent personnel at its disposal
for the proper performance of its tasks.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 28

Information obligation on
notifying authorities

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 28.1

N/A

[Member States shall inform the Commission of their procedures for the assessment and
Inotification of conformity assessment bodies and the monitoring of notified bodies, and of
lany changes thereto.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 28.2

N/A

[The Commission shall make that information publicly available

Functional

No Relationship

N/A

INo applicable SCF control

Article 29

Requirements relating to
notified bodies

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.1

[For the purposes of notification, a conformity assessment body shall meet the

laid down in paragraphs 2 to 12

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.2

[A conformity assessment body shall be established under national law and have legal
lpersonality.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.3

[ conformity assessment body shall be a third-party body independent of the organisation
lor the product it assesses.
|A body belonging to a business association or professional federation representing
lundertakings involved in the design, development, production, provision, assembly, use or
Imaintenance of products with digital elements which it assesses, may, on condition that its
independence and the absence of any conflict of interest are demonstrated, be considered
such a bod

Functional

No Relationship

N/A

INo applicable SCF control

Article 29.4

[A conformity assessment body, its top level management and the personnel responsible for
lcarrying out the conformity assessment tasks shall not be the designer, developer,
manutacturer, suppler, Intaller, purchaser, owner, user or malntainer o the products with
digital elements which they assess, nor the authorised representative of any of thos:
parties. This shall not preclude the use of assessed products that are necessary or the
loperations of the conformity assessment body or the use of such products for personal
lpurposes.
/A conformity assessment body. its top level management and the personnel responsible for
carrying out the conformity assessment tasks shall not be directly involved in the design,
ldevelopment, production, the marketing, installation, use or maintenance of those

roducts, or represent the parties engaged in those activities. They shall not engage in any.
lactivity that may conflict with their independence of judgement or integrity in relation to
lconformity assessment activities for which they are notified. This shall in particular apply to
consultancy services.
Conformity assessment bocies shallensure that the activtes of their subsidiries or

do not affect the objectivity or impartiality of their
Conformity assessment activties

Functional

No Relationship

N/A

INo applicable SCF control

Article 29.5

N/A

[Conformity assessment bodies and their personnel shall carry out the conformity
lassessment activities with the highest degree of professional integrity and the requisite
technical competence in the specific field and shall be free from all pressures and
inducements, particularly financial, which might influence their judgement or the results of
[their conformity assessment activities, especially as regards persons or groups of persons
with an interest in the results of those activities.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.6

N/A

[A conformity assessment body shall be capable of carrying out all the conformity
lassessment tasks referred to in Annex VI and in relation to which it has been notified
regardiess of whether those tasks are carried out by the conformity assessment body itself
lor on its behalf and under its responsibili

|at all times and for each conformity assessment procedure and each kind or category of
lproducts with digital elements in relation to which it has been notified, a conformity
lassessment body shall have at its disposal the necessary: End - It shail have the means
Inecessary to perform the technical and administrative tasks connected with the conformity
lassessment activities in an appropriate manner and shall have access to all necessary
lequipment or facilities.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.6(a)

N/A

[Staff with technical knowledge and sufficient and appropriate experience to perform the
[conformity assessment tasks;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.6(b)

N/A

[descriptions of procedures in accordance with which conformity assessment is carried out,
lensuring the transparency and the ability of reproduction of those procedures. It shall have
lappropriate policies and procedures in place that distinguish between tasks it carries out as
la notified body and other activities;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.6(c)

N/A

lprocedures for the performance of activities which take due account of the size of an
lundertaking, the sector in which it operates, its structure, the degree of complexity of the
lproduct technology in question and the mass or serial nature of the production process

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.7

N/A

[The personnel responsible for carrying out conformity assessment activities shall have the
[following:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.7(a)

N/A

[sound technical and vocational training covering all the conformity assessment activities in
relation to which the conformity assessment body has been notified;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.7(b)

knowledge of the of the they carry out and
ladequate authority to <arry out those

Functional

No Relationship

N/A

INo applicable SCF control

Article 29.7(c)

nowledge an of the essential . of the applicable
ormaniccd standads . of the rerevant provisions of Union harmonisation legislation and
of its implementing acts;

Functional

No Relationship

N/A

INo applicable SCF control

Article 29.7(d)

[the ability to draw up certificates, records and reports demonstrating that assessments
lhave been carried out.

Functional

No Relationship

N/A

INo applicable SCF control

Article 29.8

N/A

[The impartiality of the conformity assessment bodies, their top level management and of
the assessment personnel shall be guarantee

[The remuneration of the top level management and assessment personnel of a conformity
lassessment body shall not depend on the number of assessments carried out or on the
results of those assessments.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.9

N/A

[Conformity assessment bodies shall take out liability insurance unless liability is assumed
Iby the State in accordance with national law, or the Member State itself is directly
responsible for the conformity assessment.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.10

N/A

[The personnel of a conformity assessment body shall observe professional secrecy with
regard to all information obtained in carrying out their tasks under Annex VI or any
lprovision of national law giving effect to it, except in relation to the market surveillance
lauthorities of the Member State in which its activities are carried out. Proprietary rights
shall be protected. The conformity assessment body shall have documented procedures
lensuring compliance with this paragraph.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.11

N/A

[Conformity assessment bodies shall participate in, or ensure that their assessment

ersonnel are informed of, the relevant standardisation activities and the activities of the
Inotified body coordination group established under Article 40 and apply as general
lquidance the administrative decisions and documents produced as a result of the work of
that group.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 29.12

N/A

[Conformity assessment bodies shall operate in accordance with a set of consistent, fair and
reasonable terms and conditions, in particular taking into account the interests of SMES in
relation to fees

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 30

Presumption of conformity
of notified bodies

Where a conformity assessment body demonstrates its conformity with the criteria faid
ldown in the relevant harmonised standards or parts thereof the references of which have
lbeen published in the Official Journal of the European Union it shall be presumed to comply
with the requirements set out in Article 29 in so far as the applicable harmonised standards
lcover those requirements.

Functional

No Relationship

N/A

INo applicable SCF control

Article 31

Subsidiaries of and
subcontracting by notified

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 31.1

N/A

[Where a notified body subcontracts specific tasks connected with conformity assessment or|
Ihas recourse to a subsidiary, it shall ensure that the subcontractor or the subsidiary meets
lthe requirements set out in Article 29 and shall inform the notifying authority accordingly.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 31.2

N/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

[Notified bodies shall take full responsibility for the tasks performed by subcontractors or
herever these are established.

Article 31.3

N/A

[Activities may be subcontracted or carried out by a subsidiary only with the agreement of
the manufacturer.

Functional

No Relationship

N/A

INo applicable SCF control

Article 31.4

N/A

[Notified bodies shall keep at the disposal of the notifying authority the relevant documents
lconcerning the assessment of the qualifications of the subcontractor or the subsidiary and
the work carried out by them under this Regulation.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 32

Application for notification

/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 32.1

N/A

[ conformity assessment body shall submit an application for notification to the notifying
Jauthority of the Member State in which it is established.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Secure Controls Framework (SCF)
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[That application shall be accompanied by a description of the conformity assessment
lactivities, the conformity assessment procedure or procedures and the product or products
for which that body claims to be competent, as well as by an accreditation certificate,

Article 32.2 where one exists, issued by a national accreditation body attesting that the conformity Functional
lassessment body fulfils the requirements laid down in Article 29

No Relationship INo applicable SCF control

[Where the conformity assessment body concerned cannot provide an accreditation
certificate, it shall provide the notifying authority with all the documentary evidence

Article 32.3 B Inecessary for the verification, recognition and regular monitoring of its compliance with the | Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
requirements laid down in Ariicle 29
Article 33 Notification procedure  [V/A Functional | No Relationship NA NA N/A 0 INo applicable SCF control

INotifying authorities may notify only conformity assessment bodies, which have satisfied

lthe requirements laid down in Article 2

[The notifying authority shall notify the Commission and the other Member States using the

Article 33.2 NA INew Approach Notified and Designated Organisations (NANDO) information system Functional | No Relationship NA NA N/A 0 INo applicable SCF control
ldeveloped and managed by the Commission.

[The notification shall include full details of the conformity assessment activities, the

Article 33.3 NA [conformity assessment module or modules and product or products concemed and the Functional | No Relationship NA NA NIA 0 INo applicable SCF control
relevant attestation of competence.

Where a notification is not based on an accreditation Certificate as referred to in Article

32(2), the notifying authority shall provide the Commission and the other Member States

with documentary evidence which attests to the conformity assessment body's competence|

Article 33.4 NA land the arrangements in place to ensure that that body will be monitored regularly and will | Functional | No Relationship NA NA N/A 0 INo applicable SCF control

lcontinue to satisfy the requirements laid down in Article

Article 33.1 N/A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

[The body concerned may perform the activities of a notified body only where no objections
lare raised by the Commission or the other Member States within two weeks of a notification
\where an accreditation certificate is used or within two months of a notification where

Article 33.5 NA laccreditation is not used. Functional | No Relationship NA NA N/A 0 INo applicable SCF control
(Only such a body shall be considered a notified body for the purposes of this Regulation

[The Commission and the other Member States shall be notified of any subsequent relevant

Article 33.6 N/A Ehanges o the naHfcation. Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
Identification numbers and [

Article 34 lists of notified bodies Functional No Relationship N/A N/A N/A [ INo applicable SCF control
[The Commission shall assign an identification number to a notified bod

Article 34.1 NA it shall assign a single such number even where the body is notified under several Union Flinctionali|INGIRelatonship NA NA N/A 0 INo applicable SCF control
[The Commission shall make publicly available the list of the bodies notified under this
IRegulation, including the identification numbers that have been allocated to them and the ) . )

Article 34.2 NiA lactities for which they have been notified Functional | No Relationship NA NA N/A o INo applicable SCF control
[The Commission shall ensure that that list is kept up to date.

Article 35 Changes to notifications |/ Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Where a notifying authority has ascertained or has been informed that a notified body no
longer meets the requirements laid down in Article 29, or that it s failing to fulfil its
lobligations, the notifying authority shall restrict, suspend or withdraw notification as
Article 35.1 NA lappropriate, depending on the seriousness of the failure to meet those requirements or Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[fulfl those obligations. It shall immediately inform the Commission and the other Member
states accordingly.

in the event of restriction, suspension or withdrawal of notification, or where the notified

lbody has ceased its activity, the notifying Member State shall take appropriate steps to

Article 35.2 N/A lensure that the files of that body are either processed by another notified body or kept Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
available for the responsible notifying and market surveillance authorities at their request

Challenge of the IN/A
Article 36 competence of notified Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

[The Commission shall investigate all cases where it doubts, or doubt is brought to its
Jattention regarding the competence of a notified body or the continued fulfilment by a
Article 36.1 NA Inotified body of the requirements and responsibilities to which it is subject. Functional | No Relationship NA NA NIA 0 INo applicable SCF control

[The notifying Member State shall provide the Commission, on request, with all information

Article 36.2 NA relating zz the basis for the notification or the maintenance of the competence of the body Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lconcerne
[The Commission shall ensure that all sensitive information obtained in the course of its

Article 36.3 NA investigations 1o treated confidentially. Functional | No Relationship NA NA NA 4 INo applicable SCF control
Where the Commission ascertains that a notified body does not meet or no longer meets
the requirements for its notification, it shall inform the notifying Member State accordingly

Article 36.4 w5 land request it to take the necessary corrective measures, including denotification if Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Inecessary.

Operational obligations of [N/A i " "
Article 37 notified bodies. Functional No Relationship N/A N/A N/A o INo applicable SCF control
Article 371 . [Notified bodies shall carry out conformity assessments in accordance with the conformity e || (R o o R o No applicable SCF control

lassessment procedures provided for in Article 24 and Annex VI
[Conformity assessments shall be carried out in a proportionate manner, avoidin

Article 37.2 NA loperates, its structure, the degree of complexity of the product technology in questionand | Functional | No Relationship NA NA NIA 0 INo applicable SCF control
the mass or serial nature of the production process.

[Notified bodies shall however respect the degree of rigour and the level of protection
Article 37.3 NA required for the compliance of the product with the provisions of Regulation. Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Where a notified body finds that requirements laid down in Annex | or in corresponding
lharmonised standards or in common specifications as referred to in Article 19 have not

Article 37.4 NA lbeen met by a manufacturer, it shall require that manufacturer to take appropriate Functional | No Relationship NA NA NA 0 INo applicable SCF control
lcorrective measures and shall not issue a conformity certificate.

[Where, in the course of the monitoring of conformity following the issuance of a certificate,

la notified body finds that a product no longer complies with the requirements laid down in

Article 37.5 NA this Regulation, it shall require the manufacturer to take appropriate corrective measures Functional | No Relationship NA NA NA 1 INo applicable SCF control
land shall suspend or withdraw the certificate if necessary.

[Where corrective measures are not taken or do not have the required effect, the notified

Article 37.6 NA Doty Sl et Seanene or wihdeane any cartAcas ah aporaprat Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 38 Information obligation on INIA Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Article 38.1 NA [Notified bodies shall inform the notifying authority of the following: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Atticle 38.1(a) NA jany refusal, restriction, suspension or withdrawal of a certificate; Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 38.1(b) NA jany circumstances affecting the scope of and conditions for notification: Functional | No Relationship NA NA NA 0 INo applicable SCF control
e 38100 A ony requestfor nformation WhICh they have recelved ffom market suvellance suthortes | oo | c ot A A A 5 e ———

regarding conformity assessment activities:

[on request, conformity assessment activities performed Within the scope of their

Article 38.1(d) NA Inotification and any other activity performed, including cross-border activities and Functional | No Relationship NA NA N/A 0 INo applicable SCF control
jsubcontracting.

[Notified bodies shall provide the other bodies notified under this Regulation carrying out

similar conformity assessment activities covering the same products with relevant

Article 38.2 N/A linformation on issues relating to negative and, on request, positive conformity assessment Functional No Relationship N/A N/A N/A o INo applicable SCF control
resuls.
[The Commission shall provide for the organisation of exchange of experience between the
Article 39 Exchange of experience |[Member States' national authorities responsible for notification policy. Functional | No Relationship N/A N/A NIA 0 INo applicable SCF control
Article 40 Coordination of notified /A Functional | No Relationship NA NA NA 0 INo applicable SCF control

[The Commission shall ensure that appropriate coordination and cooperation between
Article 40.1 NA notifed bodies are put i place and properly operated in the form of a ross-sectoral group | Functional | No Relatinship NA NA N/A 0 INo applicable SCF control
Jof notified bodies.

[Member States shall ensure that the bodies notified by them participate in the work of that

Article 40.2 NA group, directly or by means of designated representabives Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Market surveillance and  [N/A
control of products with
Article 41 digital elements in the Functional No Relationship N/A N/A N/A o INo applicable SCF control
Union market
Regur hall apply o th igital e i th " - .
Article 41.1 N/A sff;eaé‘,""y‘“‘s‘ggé;‘?“aigfzo shall apply to the products with digital elements within the Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[Each Member State shall designate one or more market surveillance authorities for the
lpurpose of ensuring the effective implementation of this Regulation. Member States may
Article 41.2 N/A designate an existing or new authority to act as market surveillance authority for this Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control

[Regulation.

[Where relevant, the market surveillance authorities shall cooperate with the national
lcybersecurity certification authorities designated under Article 58 of Regulation (EU)
12019/881 and exchange information on a regular basis. With respect to the supervision of
Article 41.3 N/A the implementation of the reporting obligations pursuant to Article 11 of this Regulation, Functional | No Relationship NA NA N/A 0 INo applicable SCF control
the designated market surveillance authorities shall cooperate with ENISA

[Where relevant, the market surveillance authorities shall cooperate with other market
surveillance authorities designated on the basis of other Union harmonisation legislation for
Article 41.4 NA other products, and exchange information on a regular basis, Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Market surveillance authorities shall cooperate, as appropriate, with the authorities
supervising Union data protection law. Suich cooperation includes informing these
lauthorities of any finding relevant for the fulfilment of their competences, including when
issuing guidance and advice pursuant to paragraph 8 of this Article if such guidance and
ladvice concerns the processing of personal data.

|Authorities supervising Union data protection law shall have the power to request and
Article 41.5 NIA laccess any documentation created or maintained under this Regulation when access to that|  Functional No Relationship N/A N/A N/A 0 [No applicable SCF control
ldocumentation is necessary for the fulfilment of their tasks. They shall inform the
designated market surveillance authorities of the Member State concerned of any such
request.

[Member States shall ensure that the designated market surveillance authorities are

Article 41.6 N/A :rov\:je(d with adequate financial and human resources to fulfil their tasks under this Functional | No Relationship N/A N/A NIA 0 INo applicable SCF control
egulation,
[The Commission shall facilitate the exchange of experience between designated market " " .
Article 41.7 N/A S irveilance authorities g P o Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Market surveillance authorities may provide guidance and advice to economic operators on
Article 41.8 N/A lthe implementation of this Regulation, with the support of the Commission. Functional | No Relationship N/A N/A NIA 0 INo applicable SCF control

[The market surveillance authorities shall report to the Commission on an annual basis the
loutcomes of relevant market surveillance activities. The designated market surveillance

lauthorities shall report, without delay, to the Commission and relevant national competition
Article 41.9 NA lauthorities any information identified in the course of market surveillance activities that Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Imay be of potential interest for the application of Union competition law.
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[For products with digital elements in the scope of this Regulation classified as highrisk Al
systems according to Article [Article 6] of the Regulation [the Al Regulation], the market
surveillance authorities designated for the purposes of the Regulation [the Al Regulation]
shall be the authorities responsible for market surveillance activities required under this
[Regulation. The market surveillance authorities designated pursuant to Regulation [the Al
[Regulation] shall cooperate, as appropriate, with the market surveillance authorities
ldesignated pursuant to this Regulation and, with respect to the supervision of the

Article 41.10 of the reporting obligations pursuant to Article 11, with ENISA. Market Functional
surveillance authorities designated pursuant to Regulation [the Al Regulation] shall in
particular inform market surveillance authorities designated pursuant to this Regulation of
lany finding relevant for the fulfilment of their tasks i relation to the implementation of this
Regulation.

No Relationship INo applicable SCF control

[A dedicated administrative cooperation group (ADCO) shall be estabiished for the uniform

lapplication of this Regulation, pursuant to Article 30(2) of Regulation (EU) 2019/1020. This

Article 41.11 N/A IADCO shall be composed of representatives of the designated market surveillance Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
lauthorities and, if appropriate, representatives of single liaison offices.

[Where necessary to assess the conformity of products with digital elements and the
lprocesses put in place by their manufacturers with the essential requirements set out in
JAnnex 1 and upon a reasoned request, the market surveillance authorities shall be granted

Accesstodataand  [access to the data required to assess the design, development, production and vulnerability|
Article 42 documentation Ihandling of such products, including related internal documentation of the respective Functional | No Relationship R R 22 0 [No applicable SCF control
leconomic operator.
/A
Procedure at national level
concerning products with
Article 43 digital elements presenting Functional | No Relationship NA NA N/A 0 INo applicable SCF control

a significant
cybersecurity risk

[Where the market surveillance authority of a Member State has sufficient reasons to
lconsider that a product with digital elements, including its vulnerability handling, presents al
significant cybersecurity risk, it shall carry out an evaluation of the product with digital
lelements concerned in respect of its compliance with all the requirements laid down in this
[Regulation. The relevant economic operators shall cooperate as necessary with the market
surveillance authority.
[Where, in the course of that evaluation, the market surveillance authority finds that the
lproduct with digital elements does not comply with the requirements laid down in this
Regulation, it shall without delay require the relevant operator to take all appropriate
Article 43.1 NA lcorrective actions to bring the product into compliance with those requirements, to Functional | No Relationship NA NA NIA 0 INo applicable SCF control
withdraw it from the market, or to recall it within a reasonable period, commensurate with
the nature of the risk, as it may prescribe.
[The market surveillance authority shall inform the relevant notified body accordingly.
|article 18 of Regulation (EU) 2019/1020 shall apply to the appropriate corrective actions.

Where the market surveillance authority considers that non-compliance is not restricted to
lits national territory, it shall inform the Commission and the other Member States of the
Aticle 43.2 A resuts of the evaluation and of the actions which it has required the operator to take. Functional | No Relationship /A /A N/A 0 INo applicable SCF control

[The manufacturer shall ensure that all appropriate Corrective action is taken in Tespect of
Article 43.3 NA all the products with digital elements concerned that it has made available on the market |  Functional | No Relationship NA NA NA 0 INo applicable SCF control
throughout the Union.
Where the manufacturer of a product with digital elements does not take adequate
lcorrective action within the period referred to in paragraph 1, second subparagraph, the
Imarket surveillance authority shall take all appropriate provisional measures to prohibit or
Atticle 43.4 N/A restrict that product being made available on its national market, to withdraw it from that Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[That authority shall inform the Commission and the other Member States, without delay, of
those measures.

[The information referred to in paragraph 4 shall include all available detalls, in particular
the data necessary for the identification of the non-compliant products with digital
lelements, the origin of the product with digital elements, the nature of the alleged non-
lcompliance and the risk involved, the nature and duration of the national measures taken o 7 i
Article 43.5 NA o the arguments put forward by the relevant operator In pardicuiar, the market Functional | No Relationship NA NA N/A 0 INo applicable SCF control
surveillance authority shall indicate whether the non-compliance is due to one or more of

the following
Article 43.5(a) NA e o s PApcesepe PutIn place by the manufacturer to meet the Functional | No Relationship NA NA N/A 0 INo applicable SCF control
e 13501 A hortcomings n he e ed stondard.cybesecurty cericatonschemes o Ommon| oot | o ecationsip a A w PR ——
[The market survelllance authorities of the Member States other than the market
surveillance authority of the Member State nitiating the procedure shall without delay
inform the Commission and the other Member States of any measres adopted and of any : ) )
Article 43.6 NA additional information at their disposal relating to the non-compliance of the product Functional | No Relationship NA NA /A 0 INo applicable SCF control
concerned, and, in the event of disagreement with the notified national measure, of their
objections

[Where, within three months of receipt of the information referred to in paragraph 4, no

lobjection has been raised by either a Member State or the Commission in respect of a

Article 43.7 NA provisional measure taken by a Member State, that measure shall be deemed justified. This|  Functional | No Relationship NA NA NA 0 INo applicable SCF control
is without prejudice to the procedural rights of the operator concerned in accordance with

Article 18 of Regulation (EU) 2019/1020.

[The market surveillance authorities of all Member States shall ensure that appropriate

Article 43.8 NA restrictive measures are taken in respect of the product concerned, such as withdrawal of |  Functional | No Relationship NA NA /A 0 INo applicable SCF control
lthe product from their market, without delay.
Article 44 Union safeguard procedure [/ Functional | No Relationship NA NA NA 0 INo applicable SCF control

Where, within three months of receipt of the notification referred to in Article 43(4),
lobjections are raised by a Member State against a measure taken by another Member

State, or where the Commission considers the measure to be contrary to Union legislation,
the Commission shall without delay enter into consultation with the relevant Member State
Article 44.1 NA Functional | No Relationship NA NA N/A 0 INo applicable SCF control

Imeasure is justified or not within nine months from the notification referred to in Article
143(4) and notify such decision to the Member State concerne

if the national measure is considered justified, all Member States shall take the measures

Inecessary to ensure that the non-compliant product with digital elements is withdrawn from|

Article 44.2 NA their market, and shall inform the Commission accordingly. If the national measure is Functional | No Relationship NA NA NA o INo applicable SCF control
considered unjustified, the Member State concerned shall withdraw the measure.

(Where the national measure is considered justified and the non-compliance of the product
with digital elements is attributed to shortcomings in the harmonised standards, the

Article 44.3 w5 Commission shall apply the procedure provided for in Article 10 of Regulation (EU) No Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
11025/2012.

[Where the national measure is considered justified and the non-compliance of the product
with digital elements is attributed to shortcomings in a European cybersecurity certification
scheme as referred to in Article 18, the Commission shall consider whether to amend or

Article 44.4 NA repeal the implementing act as referred to in Article 18(4) that specifies the presumption of | Functional | No Relationship NA NA NIA 0 INo applicable SCF control
lconformity concerning that certification scheme.

[Where the national measure is considered justified and the non-compliance of the product

with digital elements is attributed to shortcomings in common specifications as referred to

Article 44.5 NA in Article 19, the Commission shall consider whether to amend or repeal the implementing | Functional | No Relationship NA NA NIA 0 INo applicable SCF control
lact referred to in Article 19 setting out those common specifications.

Procedure at EU level  [N/A
concerning products with
Article 45 digital elements presenting Functional | No Relationship NA NA NIA 0 INo applicable SCF control

nificant
cybersecurity risk

[Where the Commission has sufficient reasons to consider, including based on information
lprovided by ENISA, that a product with digital elements that presents a significant

sk is pliant with the laid down in this Regulation,
Article 45.1 N/A Imay request the relevant market surveillance authorities to carry out an evaluation of Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lcompliance and follow the procedures referred to in Article 43,

lin exceptional circumstances which justify an immediate intervention to preserve the good
[functioning of the internal market and where the Commission has sufficient reasons to
lconsider that the product referred to in paragraph 1 remains non-compliant with the
requirements laid down in this Regulation and no effective measures have been taken by
the relevant market surveillance authorities, the Commission may request ENISA to carry
lout an evaluation of compliance. The Commission shall inform the relevant market
surveillance authorities accordingly. The relevant economic operators shall cooperate as
Inecessary with ENISA.

Article 45.2 N/A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

[Based on ENISA's evaluation, the Commission may decide that a corrective or restrictive
Imeasure is necessary at Union level. To this end, it shall without delay consult the Member
Article 45.3 NA States concerned and the relevant economic operator or operators, Functional | No Relationship NA NA NIA 0 INo applicable SCF control

[On the basis of the consultation referred to in paragraph 3, the Commission may adopt
implementing acts to decide on carrectve or restrictive measures at Union level, ncluding
lordering withdrawal from the market, or recalling, within a reasonable peri

Article 45.4 N/A with the nature of the risk. Those implementing acts shall be adopted in Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
laccordance with the examination procedure referred to in Article 51(2).

[The Commission shall immediately communicate the decision referred to in paragraph 4 to
lthe relevant economic operator or operators. Member States shall implement the acts . . 5
Article 45.5 NA referred to n paragraph 4 without delay and shall inform the Commission accordingly. Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Paragraphs 2 to 5 are applicable for the duration of the exceptional situation that justified
Article 45.6 NA the Commission’s intervention and for as long as the respective product is not brought in Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lcompliance with this Regulation.

Compliant products with [N/A
digital elements which
present a significant
cybersecurity risk

Article 46 Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
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Where, having performed an evaluation under Article 43, the market surveillance authority
lof a Member State finds that although a product with digital elements and the processes
lput in place by the manufacturer are in compliance with this Regulation, they present a
significant cybersecurity risk and, in addition, they pose a risk to the health or safety of
Ipersons, to the compliance with obligations under Union or national law intended to protect
fundamental rights, the availability authenticity, integrity or confidentiality of services
loffered using an electronic information system by essential entities of the type referred to
in [Annex I to Directive XXX / XXXX (NIS2)] o to other aspects of public interest protection,
Article 46.1 it shall require the relevant operator to take all appropriate measures to ensure that the Functional
lproduct with digital elements and the processes put in place by the manufacturer
lconcerned, when placed on the market, no longer present that risk, to withdraw the product]
with digital elements from the market or to recall it within a reasonable period,

the nature of the ris

No Relationship INo applicable SCF control

[The manufacturer or other relevant operators shall ensure that corrective action is taken in

respect of the products with digital elements concerned that they have made available on

Article 46.2 NIA the market throughout the Union within the timeline established by the market surveillance | Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lauthority of the Member State referred to in paragrap!

[The Member State shall immediately inform the Commission and the other Member States,
labout the measures taken pursuant to paragraph 1. That information shall include all
lavailable details, in particular the data necessary for the identification of the products with
Article 46.3 N/A digital elements concerned, the origin and the supply chain of those products with digital Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lelements, the nature of the risk involved and the nature and duration of the national
Imeasures taken

[The Commission shall without delay enter into consultation with the Member States and the
Irelevant economic operator and shall evaluate the national measures taken. On the basis of|

Article 46.4 NA the results of that evaluation, the Commission shall decide whether the measure is justified | Functional | No Relationship NA NA NA 0 INo applicable SCF control
lor not and, where necessary, propose appropriate measures.

Article 46.5 NA |The Commission shall address its decision to the Member States Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Where the Commission has sufficient reasons to consider, including based on information
lprovided by ENISA, that a product with digital elements, although compliant with this
[Regulation, presents the risks referred to in paragraph 1, it may request the relevant
Article 46.6 N/A Imarket surveillance authority or authorities to carry out an evaluation of compliance and Functional | No Relationship NA NA NIA 0 INo applicable SCF control
follow the procedures referred to in Article 43 and paragraphs 1, 2 and 3 of this Article,

in exceptional circumstances which justify an immediate intervention o preserve the good
ffunctioning of the internal market and where the Commission has sufficient reasons to
lconsider that the product referred to in paragraph 6 continues to present the risks referred
lto in paragraph 1 and no effective measures have been taken by the relevant national
Imarket surveillance authorities, the Commission may request ENISA to carry out an
levaluation of the risks presented by that product and shall inform the relevant market
surveillance authorities accordingly. The relevant economic operators shall cooperate as
Inecessary with ENISA.

Article 46.7 N/A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

[Based on ENISA's evaluation referred to in paragraph 7, the Commission may estabiish that
la corrective or restrictive measure is necessary at Union level. To this end, it shall without
Article 46.8 NA ldelay consult the Member States concerned and the relevant operator or operators. Functional | No Relationship NA NA NIA 0 INo applicable SCF control

[On the basis of the consultation referred to in paragraph 8, the Commission may adopt
mplementing acts to decide on corrective or restrictive measures at Union level, ncluding
lordering withdrawal from the market, or recalling, within a reasonable peri

Article 46.9 N/A "with the nature of the risk. Those Implementing acts shall 6 adopted in Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
laccordance with the examination procedure referred to in Article 51(2).

[The Commission shall immediately communicate the decision referred to in the paragraph 9
lto the relevant operator or operators. Member States shall implement such acts without § . §
Article 46.10 NA delay and shall inform the Commission accordingly. Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Paragraphs 6 to 10 shall apply for the duration of the exceptional situation that justified the

Article 46,11 NA (Commission’s intervention and for as long as the respective product continues o present |  Functional | No Relationship NA NA N/A 0 NolapplicablelSCElcontrol
the risks referred to in paragraph
Article 47 Formal non-compliance |1 Functional | No Relationship NA NA NA 0 INo applicable SCF control
Where the market survelllance authority of a Member State makes one of the following
Article 47.1 NA findings, it shall require the relevant manufacturer to end to the noncompliance concerned: |  Functional | No Relationship NA WA N/A 0 INo applicable SCF control
Article 47.1(a) NA [the conformity marking has been affixed in violation of Articles 21 and 22; Functional | No Relationship NA NA NIA 0 INo applicable SCF control
Article 47.1(b) NA [the conformity marking has not been affixed; Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Atticle 47.1(c) NA the EU declaration of conformity has not been drawn up; Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 47.1(d) NA the EU declaration of conformity has not been drawn up correctly; Functional | No Relationship NA NA NA 0 INo applicable SCF control
e Gentiication umber o e notTed body. WA s Tvolved n e corformy
Article 47.1(¢) NA Y e o e Functional | No Relationship NA NA N/A 3 INo applicable SCF control
Article 47.1(f) N/A [the technical documentation is either not available or not CO'"D‘Ete Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
ere the non-compliance referred to in paragraph 1 persists, the Member State concerned|
shall take all appropriate measures to restrict or prohibit the product with digital elements
Article 47.2 N/A from being made available on the market or ensure that it is recalled or withdrawn from the| ~ Functional | No Relationship N/A N/A NIA o INo applicable SCF control
market
Article 48 Joint activities of market {8 Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

surveillance authorities

arket survellance authoriies may agree With other elevant authorities to carr outfont
lactivities aimed at ensuring cybersecurity and protection of consumers with respect

Article 48.1 NA Ispecific products with digital elements placed or made available on the market, in pamcular Functional | No Relationship NA NA NA 0 INo applicable SCF control
lproducts that are often found to present cybersecurity risks,

[The Commission or ENISA may propose joint activities for checking compliance with this
IRegulation to be conducted by market surveillance authorities based on indications

or
Article 48.2 NA information of potential non-compliance across several Member States of products falling in|  Functional | No Relationship NA NA N/A 0 INo applicable SCF control
the scope of this Regulation with the requirements laid down by the latter.

[The market surveillance authorities and the Commission, where appiicable, shall ensure
that the agreement to carry out joint activities does not lead to unfair competition between
Article 48.3 N/A leconomic operators and does not negatively affect the objectivity, independence and Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

impartiality of the parties to the agreement.

[A market surveillance authority may use any information resulting from the activities

Article 48.4 NA et ok as oant of any v gadiam Shat f unersalons Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The market surveillance authority concerned and the Commission, where applicable, shal

Article 48.5 N/A make the agreement on joint activities, including the names of the parties involved, Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
available to the public.

Article 49 Sweeps [ Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[Market surveillance authorities may decide to conduct simultaneous coordinated control
actions (*sweeps”) of particular products with digital elements or categories thereof to ) ) )

Article 49.1 NA Check compliance with of to detect infringements to this Regulation. Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[Uniess otherwise agreed upon by the market surveillance authorities involved, sweeps shall

Article 49.2 N/A [be coordinated by the Commission. The coordinator of the sweep may, where appropriate, Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
Imake the aggregated results publicly available.

[ENISA may identify, in the performance of its tasks, including based on the notifications

received according to Article 11(1) and (2), categories of products for which sweeps may be

Article 49.3 NA lorganised. The proposal for sweeps shall be submitted to the potential coordinator referred | Functional | No Relationship NA NA NA 0 INo applicable SCF control
to in paragraph 2 for the consideration of the market surveillance authorities.

[When conducting sweeps, the market surveillance authorities involved may use the
Article 49.4 NA investigation powers set out Articles 41.to 47 and any ofher powers conferred upon them Functional | No Relationship NA NA NIA 0 INo applicable SCF control
¥ national law.

[Market surveillance authorities may invite Commission officials, and other accompanying

Article 49.5 NA ersons authorsed by the Commiesion, to porcibate in aneaps, Functional | No Relationship NA NA N/A 0 INo applicable SCF control

Article 50 Exercise of the delegation |/ Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[The power to adopt delegated acts is conferred on the Commission subject to the

Article 50.1 N/A o tons 1ot don i o il g Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[The power to adopt elegated acts referred to in Aricle 2(4), Aricle 6(2), AMice 6(3],

Atticle 50.2 NA |Article 6(5), Article 20(5) and Article 23(5) shall be conferred on the Commission. Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[The delegation of power referred to in Article 2(4), Article 6(2), Article 6(3), ATticle 6(5)
lArticle 20(5) and Article 23(5) may be revoked at any time by the European Parliament or
by the Council. A decision to revoke shall put an end to the delegation of the power

Article 503 m specified in that decision. It shall take effect the day following the publication of the G || o s o o o No applicable SCF control

ldecision in the Official Journal of the European Union or at a later date specified therein. It
shall not affect the validity of any delegated acts already in force.

[Before adopting a delegated act, the Commission shall consult experts designated by each
Article 50.4 NA IMember State in accordance with principles laid down in the Inter-institutional Agreement Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lof 13 April 2016 on Better Law-Making
[As s00n as it adopts a delegated act, the Commission shall notify it simultaneously to the
[European Parliament and to the Council.
/A delegated act adopted pursuant to Article 2(4), Article 6(2), Article 6(3), Article 6(5).
/Article 20(5) and Article 23(5) shall enter into force only if no objection has been expressed
leither by the European Parliament or by the Council within a period of two months of
Inotification of that act to the European Parliament and to the Council or if, before the expiry|
Article 50.6 NA lof that period, the European Parliament and the Council have both informed the Functional | No Relationship NA NA N/A 0 INo applicable SCF control
ICommission that they will not object. That period shall be extended by two months at the
initiative of the European Parliament or of the Council.

Article 50.5 N/A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control

IN/A

Article 51 Committee procedure Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 51.1 NA e e e e e ararion (U] e Tao sy o committee shall be a committee Functional | No Relationship NA NA NA 0 INo applicable SCF control
e sie A Where feference f made to T paragraph. Al 5o Regution €01 No T8222011 5l | (it | o Relotinshin A A VA o ————
Where the opinion of the commitiee 1s to be obtained by written procedure, that procedure
shal be terminated without result when, within the time-limit for delivery of the opinion, thel
Article 51.3 NA Chair of the committee so decides or a committee member $o requests Functional | No Relationship NA NA NA 0 INo applicable SCF control
Article 52 Confidentiality [ Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[All parties involved in the application of this Regulation shall respect the confidentiality of
Article 52.1 NA information and data obtained in carrying out their tasks and activities in such a manner as | Functional | No Relationship NA NA N/A 0 INo applicable SCF control
to protect, in particular:
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Article 52.1(a)

N/A

intellectual property rights, and confidential business information o trade secrets of a
Inatural or legal person, including source code, except the cases referred to in Article 5 of
Directive 2016/943 of the European Parliament and of the Council;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.1(b)

N/A

[the effective implementation of this Regulation, in particular for the purpose of inspections,
linvestigations or audit

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.1(c)

N/A

lpublic and national security interests;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.1(d)

N/A

integrity of criminal or administrative proceedings.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.2

N/A

[Without prejudice to paragraph 1, information exchanged on a confidential basis between
lthe market surveillance authorities and between market surveillance authorities and the

ICommission shall not be disclosed without the prior agreement of the originating market

surveillance authority.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.3

N/A

[Paragraphs 1 and 2 shall ot affect the rights and obligations of the Commission, Member
states and notified bodies with regard to the exchange of information an

ldissemination of warnings, nor the obligations of the persons concerned to provide
information under criminal law of the Member States.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 52.4

N/A

[The Commission and Member States may exchange, where necessary, sensitive
linformation with relevant authorities of third countries with which they have concluded
bbilateral or multilateral confidentiality arrangements guaranteeing an adequate level of
lprotection.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53

Penalties

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.1

N/A

[Member States shall lay down the rules on penalties applicable to infringements by
leconomic operators of this Regulation and shall take all measures necessary to ensure that
they are enforced. The penalties provided for shall be effective, proportionate and
dissuasive.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.2

[Member States shall, without delay, notify the Commission of those rules and of those
Imeasures and shall notify it without delay of any subsequent amendment affecting them.

Functional

No Relationship

N/A

INo applicable SCF control

Article 53.3

N/A

[The non-compliance with the essential cybersecurity requirements laid down in Annex | and
the obligations set out in Articles 10 and 11 shall be subject to administrative fines of up to
15 000 000 EUR or, if the offender is an undertaking, up to 2.5 % of the its total worldwide
lannual turnover for the preceding financial year, whichever is higher.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.4

N/A

[The non-compliance with any other obligations under this Regulation shall be subject to
ladministrative fines of up to 10 000 000 EUR or, if the offender is an undertaking, up to 2 %
o its total worldwide annual turnover for the preceding financial year, whichever is higher.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.5

N/A

[The supply of incorrect, incomplete or misleading information to notified bodies and market
lsurveillance authorities in reply to a request shall be subject to administrative fines of up to
/5 000 000 EUR or, if the offender is an undertaking, up to 1 % of its total worldwide annual
turnover for the preceding financial year, whichever is higher.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.6

N/A

[When deciding on the amount of the administrative fine in each individual case, all relevant
circumstances of the specific situation shall be taken into account and due regard shall be
lgiven to the following:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.6(a)

N/A

[the nature, gravity and duration of the infringement and of its consequences;

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.6(b)

[whether administrative fines have been already applied by other market surveillance
jauthorities to the same operator for a similar infringement;

Functional

No Relationship

N/A

INo applicable SCF control

Article 53.6(c)

[the size and market share of the operator committing the infringement.

Functional

No Relationship

N/A

INo applicable SCF control

Article 53.7

[Market surveillance authorities that apply administrative fines shall share this information
with the market surveillance authorities of other Member States through the information
land communication system referred to in Article 34 of Regulation (EU) 2019/1020.

Functional

No Relationship

N/A

INo applicable SCF control

Article 53.8

N/A

[Each Member State shall lay down rules on whether and to what extent administrative fines
Imay be imposed on public authorities and bodies established in that Member State.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.9

N/A

[Depending on the legal system of the Member States, the rules on administrative fines may
lbe applied in such a manner that the fines are imposed by competent national courts or
lother bodies according to the competences established at national level in those Member
States. The application of such rules in those Member States shall have an equivalent

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 53.10

N/A

[Administrative fines may be imposed, depending on the circumstances of each individual
case, in addition to any other corrective or restrictive measures applied by the market
surveillance authorities for the same infringement.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 54

Amendment to Regulation
(EU) 2019/1020

lin Annex 1 to Regulation (EU) 2019/1020 the following point is added: '71. [Regulation XXX]
[[Cyber Resilience Act]’

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 55

Transitional provisions

IN/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 55.1

N/A

[EU type-examination certificates and approval decisions issued regarding cybersecurity

for products with digital elements that are subject to other Un
lharmonisation legislation shall remain valid until [42 months after the date of entry into
[force of this Regulation], unless they expire before that date, or unless otherwise specified
in other Union legislation, in which case they shall remain valid as referred to in that Union
legislation

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 55.2

N/A

[Products with digital elements that have been placed on the market before [date of
lapplication of this Regulation referred to in Article 57], shall be subject to requirements of
this Regulation only if, from that date, those products are subject to substantial
Imodifications in their design or intended purpose.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 55.3

N/A

[By way of derogation from paragraph 2, the obligations laid down in Article 11 shall apply tol
al products with digital elements within the scope of this Regulation that have been placed
lon the market before [date of application of this Regulation referred to in Article 571,

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 56

Evaluation and review

[y [36 months after the date of appication o (s Regulationl and every Tour years
[thereafter, the Commission shall submit a report on the evaluation and review of th
Regulation to the European Parliamant and to the Council The reports shall e made public

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Article 57

Entry into force and
application

[This Regulation shall enter into force on the twentieth day following that of its publication in
the Official Journal of the European Union.

it shall appiy from [24 months after the date of entry into force of this Regulation]. However|
|Article 11 shall apply from [12 months after the date of entry into force of this Regulation]

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control
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