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Article 1 Subject matter This Regulation lays down: Functional o N/A N/A N/A 0
It
vticte 10 A rules for the making available on the market o products with digital Functionat No A A A o
elements to ensure the of such products:
essential i for the design, and
Avtcle 1(5) WA production of products with digital lements, and obligations for conomic | ¢ No WA WA WA o
operators in relation to those products with respect to cybersecurity; Relationship
essential i forthe ity handling
processes put in place by manufacturers to ensure the cybersecurity of o
Article 1(c) N/A products with digital elements during the time the products are expected | Functional | o 19 N/A N/A N/A 0
to be in use, and obligations for economic operators in relation to those 2
Article 1(d) N/A rutes on market » including and ofthe | nctional No N/A N/A N/A 0
rules and referred to in this Article.
N/A N
Article 2 Scope Functional © N/A N/A N/A 0
This Regulation applies o products with digital elements made available
Articto 21) A on the market, the intended purpose or reasonably foreseeable use of Functionat No A A A o
which includes a direct or indirect logical or physical data connection to a Relationship
device or network.
Articto22) A This Regulation does ot apply o products with digital elements towhih | o No A A A B
the following Union legal acts apply:
Article 2(2)(a) N/A Regulation (EU) 2017/745; Functional N N/A N/A N/A 0
Article 2(2)(b) N/A Regulation (EU) 2017/746; Functional o N/A N/A N/A 0
Article 2(2)(c) N/A Regulation (EU) 2019/2144. Functional N N/A N/A N/A 0
This Regulation does not apply to products with digital elements that have No
Article 2(3 N/A Funotional N/A N/A N/A 0
cle2 been certified in with Regulation (EU) 2018/1139. et
This Regulation does not apply to equipment that falls within the scope of o
Article 2(4) N/A Directive 2014/80/EU of the European Parliament and of the Council (36). | Functional N/A N/A N/A 0
Relationship
The application of this Regulation to products with digital elements
N
Article 2(5) A covered by other Union rules laying down requirements that address allor | oo No WA WA WA o
Some of the risks covered by the essential cybersecurity requirements set Relationship
out in Annex| mav be limited or excluded where:
articto 25)a) A such limitation or exclusion is consistent with the overall regulatory Functionat No A A A .

framework that applies to those products: and
the sectoral rules achieve the same or a higher level of protection as that
provided for by this Regulation. The Commission is empowered to adopt
delegated acts in accordance with Article 61 to supplement this Regulation
by specifying whether such limitation or exclusion is necessary, the .
Article 2(5)(b) N/A products and rules concerned, as well as the scope of the limitation, if Functional | p__iochip N/A N/A N/A 0
relevant. (36) Directive 2014/90/EU of the European Parliament and of the
Council of 23 July 2014 on marine equipment and repealing Council
Directive 96/98/EC (OJ L 257, 28.8.2014, p. 146). 28/81 ELI:

eurona 4
This Regulation does not apply to spare parts that are made available on
the market to replac identical components in products with digital Functional No . . o o
elements and that are manufactured according to the same specifications Relationship
as the that thev are intended to replace.
This Regulation does not apply to products with digital elements developed
or modified exclusively for national security or defence purposes or to No

Functional e N/A N/A N/A 0
products specifically designed to process classified information. Relationship

Article 2(6) N/A

Article 2(7) N/A

The obligations laid down in this Regulation shall not entail the supply of

information the disclosure of which would be contrary to the essential E— No ey N/A N/A 0

Article 2(8) N/A ; " e
interests of Member States’ national security, public security or defence. Relationship

For the purposes of this Regulation, the following definitions apply: (1)
‘product with digital elements’ means a software or hardware product and
its remote data processing solutions, including software or hardware
components being placed on the market separately; (2) ‘remote data
processing’ means data processing at a distance for which the software is
designed and developed by the manufacturer, or under the responsibility of
the manufacturer, and the absence of which would prevent the product
with digital elements from performing one of its functions; (3)
‘cybersecurity’ means cybersecurity as defined in Article 2, point (1), of
Regulation (EU) 2019/881; (4) ‘software’ means the part of an electronic
information system which consists of computer code; () ‘hardware’
means a physical electronic information system, o parts thereof capable
of storing o digital data; (6) * > means
software or hardware intended for integration into an electronic
information system; (7) ‘electronic information system’ means a system, § No
Article 3 Definitions Functional N/A N/A N/A 0
including electrical or electronic equipment, capable of processing, storing Relationship
or transmitting digital data; (8) ‘logical connection’ means a virtual
ofadata through a software

interface; (9) ‘physical connection’ means a connection between

L systems or using
physical means, including through electrical, optical or mechanical
interfaces, wires or radio waves; (10) ‘indirect connection’ means a
connection to a device or network, which does not take place directly but
rather as part of a larger system that is directly connectable to such device
or network; (11) ‘end-point’ means any device that is connected to a
network and serves as an entry point to that network; (12) ‘economic
operator’ means the , the the
importer, the distributor, or other natural or legal person who is subject to
obligations in relation to the manufacture of products with digital elements
or to the making available of products with digital elements on the market

/)
Article 4 Freemovement |/ Functional No N/A N/A N/A 0

Member States shall not impede, for the matters covered by this .
Article 4(1) N/A Regulation, the making available on the market of products with digital Functional [ o\ onship N/A N/A N/A 0
elements which comply with this Regulation.

At trade fairs, exhibitions, demonstrations or similar events, Member
States shall not prevent the presentation or use of a product with digital

Article a(2) WA elements which does not comply with this Regulation, includingits Functional No WA WA WA o
prototypes, provided that the product is presented with a visible sign Relationship
clearly indicating that it does not comply with this Regulation and that itis
not to be made available on the market until it does so.
Member States shall not prevent the making available on the market of
unfinished software which does not comply with this Regulation, provided
that the fty labl ly f Limity f No

Aticle 4(3) I at the software is made available only for a limited period required for R— e e o o
testing purposes with a visible sign clearly indicating that it does not Relationship
ccomply with this Regulation and that it will not be available on the market
for purposes other than testing.

Articte 4(d) WA Paragraph 3 does not apply to safety components as referred to in Union Functional No WA WA WA N

legislation other than this Re lati
Procurement or use of | N/A
No

Atticle 5 products with digital Functional N/A N/A N/A 4
Relationship

elements
This Regulation shall not prevent Member States from subjecting products
with digital elements to additional cybersecurity requirements for the
procurement or use of those products for specific purposes, including
Aticte 5(1) A where those products are procured or used for national security or defence | o oo No oy oy o 0
purposes, provided that such requirements are consistent with Member Relationship

States’ obligations laid down in Union law and that they are necessary and
proportionate for the achievement of those purposes.
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Without prejudice to Directives 2014/24/EU and 2014/25/EU, where
products with digital elements that fall within the scope of this Regulation
are procured, Member States shall ensure that compliance with the No
Article 5(2) N/A essential cybersecurity requirements set out in Annex | to this Regulation, | Funetional | ool N/A N/A N/A [
including the manufacturers’ ability to handle vulnerabilities effectively,

are taken into consideration in the procurement process.

Requirements for | Products with digital elements shall be made available on the market only ) ] )
’ Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Article 6 products with digital | where: Functional | Intersects With cpLo1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
elements
they meet the essential cybersecurity requirements set out in Part | of
Annex|, provided that they are properly installed, maintained, used for Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Article 6(a) N/A their intended purpose or under conditions which can reasonably be Functional | Intersects With cpLo1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
foreseen, and, where applicable, the necessary security updates have
been installed: and
th tin place by th fact Iy with th il
© processes putin place by the manufacturer comply with the essentia Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Article 6(b) N/A cybersecurity requirements set out in Part Il of Annex . Functional | Intersects With ° cpLo1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Important products with | /A No
Article 7 mportan products Wi Functional N/A N/A N/A 0
digital elements
Products with digital elements which have the core functionality of a
product category set out in Annex ll shall be considered to be important
products with digital elements and shall be subject to the conformity
. No
Articlo 7(1) WA assessment procedures referred to n Artile 32(2) and (3). The ntegration | o WA WA WA o
of a product with digital elements which has the core functionality of a Relationship

product category set out in Annex IIl shall not in itself render the product in
whichitis integrated subject to the conformity assessment procedures
referred to in Article 32(2) and (3).

The categories of products with digital elements referred to in paragraph 1 No
Article 7(2) N/A of this Article, divided into classes | and Il as set out in Annex lll, meet at Functional | ¢ iinehip N/A N/A N/A [
least one of the following criteria:

the product with digital elements primarily performs functions critical to
the cybersecurity of other products, networks or services, including No

g F 0 . Functional N/A N/A N/A o
securing authentication and access, intrusion prevention and detection, Relationship

Article 7(2)(a) N/A

eend-point securitv or network
the product with digital elements performs a function which carries a
significant risk of adverse effects in terms of its intensity and ability to
disrupt, control or cause damage to a large number of other products or to No
Article 7(2)(b) N/A the health, security or safety o ts users through direct manipulation, such | Funetional | o 0 N/A N/A N/A 0
as a central system function, including network management,

control, or of personal data. 32/81
ELI: urop i
The Commission is empowered to adopt delegated acts in accordance
with Article 61 to amend Annex lll by including in the list a new category
within each class of the categories of products with digital elements and
specifying its definition, moving a category of products from one class to
the other or withdrawing an existing category from that list. When
assessing the need to amend the list set out in Annex ll, the Commission
shall take into account the cybersecurity-related functionalities or the
function and the level of cybersecurity risk posed by the products with -
Article 7(3) N/A digital elements as set out by the criteria referred to in paragraph 2 of this | Functional. | o0 N/A N/A N/A 0
Article. The delegated acts referred to in the first subparagraph of this
paragraph shall, where appropriate, provide for a minimum transitional
period of 12 months, in particular where a new category of important
products with digital elements is added to class | or Il or is moved from
class | o Il as set out in Annex IIl, before the relevant conformity
assessment procedures as referred to in Article 32(2) and (3) start
applying, unless a shorter transitional period is justified on imperative
orounds of rgancy
By 11 December 2025, the Commission shall adopt an implementing act
specifying the technical description of the categories of products with
digital elements under classes | and Il as set out in Annex Iil and the No
Article 7(4) N/A technical description of the categories of products with digital slements as | - Functional. | ool N/A N/A N/A 0
set outin Annex IV. That implementing act shall be adopted in accordance
with the examination procedure referred to in Article 62(2).

Critical products with  [N/A No

Article 8 Functional R N/A N/A N/A 0
digital elements

The Commission is empowered to adopt delegated acts in accordance
with Article 61 to supplement this Regulation to determine which products
with digital elements that have the core functionality of a product category
thatis set out in Annex IV to this Regulation are to be required to obtain a
European cybersecurity certificate at assurance level at least ‘substantial’
under a European cybersecurity certification scheme adopted pursuant to
Regulation (EU) 2019/881, to demonstrate conformity with the essential
cybersecurity requirements set out in Annex | to this Regulation or parts
thereof, provided that a European cybersecurity certification scheme
covering those categories of products with digital elements has been
adopted pursuant to Regulation (EU) 2019/881 and is available to
manufacturers. Those delegated acts shall specify the required assurance
level that shall be proportionate to the level of cybersecurity risk
associated with the products with digital elements and shall take account
of their intended purpose, including the ciitical dependency on them by R No WA WA WA 3
essential entities as referred to in Article 3(1) of Directive (EU) 2022/2555. Relationship

Before adopting such delegated acts, the Commission shall carry out an
assessment of the potential market impact of the envisaged measures and
shall carry out consultations with relevant stakeholders, including the
European C ¢! Group under Regulation
(EU) 2019/881. The assessment shall take into account the readiness and
the capacity level of the Member States for the implementation of the
relevant European cybersecurity certification scheme. Where no delegated
acts as referred to in the first subparagraph of this paragraph have been
adopted, products with digital elements which have the core functionality
of a product category as set out in Annex IV shall be subject to the
conformity assessment procedures referred to in Article 32(3). The
delegated acts referred to in the first subparagraph shall provide for a
minimum transitional period of six months, unless a shorter transitional

Article 8(1) N/A

period s justified for imperative reasons of urgency.
The Commission is empowered to adopt delegated acts in accordance
with Article 61 to amend Annex IV by adding or withdrawing categories of
critical products with digital elements. When determining such categories
of critical produqs with digital elements and the required assurance level, Functional No N/A N/A N/A 0
in accordance with paragraph 1 of this Article, the Commission shall take Relationship
into account the criteria referred to in Article 7(2) and ensure that the
categories of products with digital elements meet at least one of the
following criteria:

there s a critical dependency of essential entities as referred to in Article 3 -
Article 8(2)(a) N/A of Directive (EU) 2022/2555 on the category of products with digital Functional [ o\ onship N/A N/A N/A 0
elements:

incidents and exploited vulnerabilities concerning the category of products
with digital elements could lead to serious disruptions of critical supply
chains across the internal market. Before adopting such delegated acts,

Article 8(2) N/A

X No
Article 8(2)) o the Commission shall carry out an assessment of the type referred to in AR o o o 0
paragraph 1. The delegated acts referred to in the first subparagraph shall Relationship
provide for a minimum transitional period of six months, unless a shorter
transitional period is justified for imperative reasons of urgency.
N/A N
Article 9 Stakeholder consultation Functional - N/A N/A N/A 0
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N/A

com/start y pping-
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When preparing measures for the implementation of this Regulation, the

Commission shall consult and take into account the views of relevant

stakeholders, such as relevant Member State authorities, private sector
including and small and med; d

the op: software consumer
associations, academia, and relevant Union agencies and bodies as well
as expert groups established at Union level. In particular, the Commission
shall, in a structured manner, where appropriate, consult and seek the
views of those when:
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Article 9(1)(a)

N/A

preparing the guidance referred to in Article 26;

Functional

No

N/A

N/A

N/A

Article 9(1)(b)

N/A

preparing the technical descriptions of the product categories set out in
Annex lll in accordance with Article 7(4), assessing the need for potential
updates of the list of product categories in accordance with Article 7(3)
and Article 8(2), or carrying out the assessment of the potential market
impact referred to in Article 8(1), without prejudice to Article 61;

Functional

No
Relationship

N/A

N/A

N/A

Article 9(1)(c)

N/A

undertaking preparatory work for the evaluation and review of this
Regulation

Functional

No

N/A

N/A

N/A

Article 9(2)

N/A

The Commission shall organise regular consultation and information
sessions, at least once a year, to gather the views of the stakeholders

referred to in paragraph 1 on the of this Regulation

Functional

No
Relationship

N/A

N/A

N/A

Article 10

Enhancing skills ina
cyber resilient digital
environment

For the purposes of this Regulation and in order to respond to the needs of
professionals in support of the implementation of this Regulation, Member
States with, where appropriate, the support of the Commission, the
European Cybersecurity Competence Centre and ENISA, while fully
respecting the responsibility of the Member States in the education field,
shall oromote measures and strategies aiming to:

Functional

No
Relationship

N/A

N/A

N/A

Article 10(a)

N/A

develop skills and create and

tools to ensure sufficient availability of skilled professionals in order to

support the activities of the market surveillance authorities and conformity
bodies:

Functional

No
Relationship

N/A

N/A

N/A

Article 10(b)

N/A

increase collaboration between the private sector, economic operators,
including via re-skilling or up-skilling for manufacturers’ employees,
consumers, training providers as well as public administrations, thereby
expanding the options for young people to access jobs in the cybersecurity
sector.

Functional

No
Relationship

N/A

N/A

N/A

Article 11

General product safety

By way of derogation from Article 2(1), third subparagraph, point (b), of
Regulation (EU) 2023/988, Chapter lll, Section 1, Chapters V and VII, and
Chapters IX to XI of that Regulation shall apply to products with digital
elements with respect to aspects and risks or categories of risks that are.
not covered by this Regulation where those products are not subject to
specific safety requirements laid down in other ‘Union harmonisation
legislation’ as defined in Article 3, point (27), of Regulation (EU) 2023/988.

Functional

No
Relationship

N/A

N/A

N/A

Article 12

High-risk Al systems

N/A

Functional

No

N/A

N/A

N/A

Article 12(1)

N/A

Without prejudice to the requirements relating to accuracy and robustness
setoutin Article 15 of Regulation (EU) 2024/1689, products with digital
elements which fall within the scope of this Regulation and which are
classified as high-risk Al systems pursuant to Article 6 of that Regulation
shall be deemed to comply with the setoutin
Article 15 of that Regulation where:

Functional

Intersects With

Al & Autonomous
Technologies High Risk
Designations

AAT-00.1

Mechanisms exist to designate Artificial Intelligence (Al) and
Autonomous Technologies (AAT) “High Risk" if one(1), or more, of the
following criteria are met:

(1) AAT is used as a safety component of a product or service;

(2) AAT poses a significant risk of harm to an individual's health, safety
or fundamental rights; and/or

(3) AAT materially influences the outcome of an individual's decision
making.

Article 12(1)(a)

N/A

those products fulfil the essential cybersecurity requirements set out in
Part | of Annex I;

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

Article 12(1)(b)

N/A

the processes put i place by the manufacturer comply with the essential
cybersecurity requirements set out in Part Il of Annex I; and 34/81 ELI:

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

http:// 47/0i

Article 12(1)(c)

N/A

the of the level of protection required under
Article 15 of Regulation (EU) 2024/1689 is demonstrated in the EU
declaration of conformity issued under this Regulation.

Functional

Intersects With

Declaration of
Conformity

CPL-01.5

for each

exist to generate a of

where the
(1)Is concise;
(2) Unambiguously reflects the current status;
(3)Is physically or electronically signed; and
(4) Where possible. is machine readable.

Article 12(2)

N/A

For the products with digital elements and cybersecurity requirements
referred to in paragraph 1 of this Article, the relevant conformity
assessment procedure provided for in Article 43 of Regulation (EU)
2024/1689 shall apply. For the purposes of that assessment, notified
bodies which are competent to control the conformity of the high-risk Al
systems under Regulation (EU) 2024/1689 shall also be competent to
control the conformity of high-risk Al systems which fall within the scope of
this Regulation with the requirements set out in Annex | to this Regulation,
provided that the compliance of those notified bodies with the
requirements laid down in Article 39 of this Regulation has been assessed
in the context of the notification procedure under Regulation (EU)
2024/1689.

Functional

No
Relationship

N/A

N/A

N/A

Article 12(3)

N/A

By way of derogation from paragraph 2 of this Article, important products
with digital elements as listed in Annex IIl to this Regulation, which are
subject to the conformity assessment procedures referred to in Article
32(2), points (a) and (b), and Article 32(3) of this Regulation and critical
products with digital elements as listed in Annex IV to this Regulation
which are required to obtain a European cybersecurity certificate pursuant
to Article 8(1) of this Regulation or, absent that, which are subject to the
conformity assessment procedures referred to in Article 32(3) of this
Regulation, and which are classified as high-risk Al systems pursuant to
Article 6 of Regulation (EU) 2024/1689, and to which the conformity
assessment procedure based on internal control as referred to in Annex Vi
to Regulation (EU) 2024/1689 applies, shall be subject to the conformity
assessment procedures provided for in this Regulation in so far as the
essential cybersecurity requirements set out in this Regulation are

Functional

Intersects With

Conformity Assessment

CPL-01.4

exist to conduct to security,
compliance and/or resilience capability conformity with applicable
and data protection laws, regulations and/or contractual

obligations.

Article 12(4)

N/A

Manufacturers of products with digital elements as referred to in
paragraph 1 of this Article may participate in the Al regulatory sandboxes
referred to in Article 57 of Regulation (EU) 2024/1689. CHAPTER I
‘OBLIGATIONS OF ECONOMIC OPERATORS AND PROVISIONS IN
RELATION TO FREE AND OPEN-SOURCE SOFTWARE

Functional

No
Relationship

N/A

N/A

N/A

Article 13

Obligations of

N/A

Functional

No

N/A

N/A

N/A

Article 13(1)

N/A

When placing a product with digital elements on the market,
manufacturers shall ensure that it has been designed, developed and
produced in with the essential i set
outin Part | of Annex |.

Functional

Intersects With

Ability To Demonstrate
Conformity

CPL-01.3

exist to ensure the is able
security, compliance and/or resilience capability conformity with
applicable cybersecurity and data protection laws, regulations and/or

Article 13(1)

N/A

When placing a product with digital elements on the market,
manufacturers shall ensure that it has been designed, developed and
produced in with the essential i set
outin Part | of Annex I.

Functional

Intersects With

Product Management

TDA-01.1

Mechanisms exist to design and implement product management
processes to proactively govern the design, development and

of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
(1) Improve functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
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For the purpose of complying with paragraph 1, manufacturers shall
undertake an ofthe k witha
product with digital elements and take the outcome of that assessment
Information Assurance Mechanisms exist to facilitate the implementation of security,
Artiole 13(2) WA into account during the planning, design, development, production. | g | g o rmati ur 1A0-01 isms exist o facil imp fon of security 0
delivery and maintenance phases of the product with digital elements with (IA) Operations and resilience and controls.
aview to minimising cybersecurity risks, preventing incidents and
minimising their impact, including in relation to the health and safety of
users.
For the purpose of complying with paragraph 1, manufacturers shall
"
undertake an ass ofthe with a Mechanisms exist to establish the scope of assessments by defining
product with digital elements and take the outcome of that assessment
. RN RSN b the assessment boundary, according to people, processes and
Article 13(2) N/A into account during the planning, design, development, production, Functional | Intersects With 1A0-01.1 that directly o indirectly impact the confidentiality, 5
delivery and maintenance phases of the product with digital elements with o -
) . y Ny e integrity, availability and safety of the Technology Assets, Applications,
a view to minimising cybersecurity isks, preventing incidents an Services and/or Data (TAASD) under review.
minimising their impact, including in relation to the health and safety of
u
For the purpose of complying with paragraph 1, manufacturers shall
undertake an ofthe K witha Mechanisms exist to formally assess the security, compliance and
product with digital elements and take the outcome of that assessment resilience controls in Technology Assets, Applications and/or Services
(TAAS) through Information As P 1AP) activities t
Articte 132) m into account during the planning, design, development, production, Functional | intersects With Assessments 1AG-02 | TAAS) through Information Assurance Program (1AP) activities to s
delivery and maintenance phases of the product with digital elements with determine the extent to which the controls are implemented correctly,
aview to minimising cybersecurity risks, preventing incidents and operating as intended and producing the desired outcome with respect
minimising their impact, including in relation to the health and safety of to meeting expected requirements.
users.
For the purpose of complying with paragraph 1, manufacturers shall
undertake an ofthe k witha
product with digital elements and take the outcome of that assessment
. RN RSN b Mechanisms exist to ensure assessors or assessment teams have the
Article 13(2) N/A into account during the planning, design, development, production, Functional | Intersects With | Assessor 1A0-02.1 to conduct security, compliance and/or 5
delivery and maintenance phases of the product with digital elements with
resilience control assessments.
aview to minimising cybersecurity risks, preventing incidents and
minimising their impact, including in relation to the health and safety of
users.
Fc;{he ;:(urpase ufcomplymfg :mh paragraph 1, mkanufaclurers sharl‘t st to conduct for:
undertake an ofthe witha (1) Statutory, regulatory and contractual compliance obligations;
product with digital elements and take the outcome of that assessment
e PRSAA : (2) Monitoring capabilities;
wdmlu accour: uring the p anl:ung, efsl:n, e\;e upme:v;, pmlulcnon, " (@) Mobile devices;
elivery an mzm(enzn:ep ases of lke product wit \i\(a o en;en!swl! &) Danabases;
aview to mmhmiusmg cyt ?ISELC:‘HKY ris| T, p.revem:grl‘nc\l :ms:n . . (5) Application security;
minimising their impact, including in relation to the health and safety of {6) Embedded technologies (6.4 loT, OT, ete.;
Article 13(2) N/A users. Functional | Intersects With 180-02.2 |(7) 5
(8) Malicious code;
(©) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
For the purpose of complying with paragraph 1, manufacturers shall
undertake an ofthe ity risks associated with a
""“d”“ W": :'g'fal :":"’"f’“s a"“:",e m:“”'?“”‘"‘ °'t‘"a‘:“f“'“e"‘ Security Assessment Mechanisms exist to produce a Security Assessment Report (SAR) at
Article 13(2) N/A into account during the planning, design, development, production, Functional | Intersects With Y 1A0-02.4 | the conclusion of a security assessment to certify the results of the 5
delivery and maintenance phases of the product with digital elements with Report (SAR)
> ) assessment and assist with any remediation actions.
aview to minimising cybersecurity risks, preventing incidents and
minimising their impact, including in relation to the health and safety of
users.
For the purpose of complying with paragraph 1, manufacturers shall exist to generate
undertake an ofthe ity risks associated with a System Security Plan (SSP)) that:
product with digital elements and take the outcome of that assessment (1) Identifies key and onin-
into account during the planning, design, development, production, Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d 2) Reflects th t state of applied security, compll d
Articla13(2) WA delivery and maintenance phases of the product with digitalelements with | - c ol ompliance an 1A0-03 |(?)Reflects the current state of applied security, compliance an s
aview to minimising cybersecurity risks, preventing incidents and Resilience Controls resilience controls on applicable People, Processes, Technologies,
minimising their impact, including in relation to the health and safety of Documentation Data and/or Facilities (PPTDF) that are contained within the system
users. boundary; and
(3) Provides a historical record of applied security controls, including
changes.
For the purpose of complying with paragraph 1, manufacturers shall Mechanisms exist to govern identified deficiencies (e.g., Plan of Action
undertake an ofthe ity risks associated with a and Milestones (POA&M) or similar methodology) that formally
product with digital elements and take the outcome of that assessment documents, at a minimum:
into account during the planning, design, development, production, (1) Deficiency tracking number;
delivery and maintenance phases of the product with digital elements with (2) Applicable security, compliance and/or resilience control;
aview to minimising cybersecurity risks, preventing incidents and (3) Description of the deficiency(ies);
i i Capabilities Defi 4) Risk ted with the defi ies);
Article 132) o minimising their impact, including in relation to the health and safety of Functional | Intersects witn| C2Pobiliies Deficiency |\ o |(4) Risk associated with the deficiency(ies) R
users. Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disosition statement (e.£.. closeout summarv).
For the purpose of complying with paragraph 1, manufacturers shall
undertake an ofthe ity risks associated with a
"’l“d““ W'”: :'g'f‘“’l :":"'":’"‘sf’"“:k,e ‘“Z"“‘f"”‘e °'[‘""‘;’SS:"SS"‘E"‘ Mechanisms exist to perform Information Assurance Program (IAP)
Article 13(2) N/A into account during the planning, design, development, production, Functional | Intersects With| Technical Verification 1A0-06  |activities to evaluate the design, implementation and effectiveness of 5
delivery and maintenance phases of the product with digital elements with ; }
>s of ! technical security, compliance and resilience controls.
aview to minimising cybersecurity risks, preventing incidents and
minimising their impact, including in relation to the health and safety of
users.
For the purpose of complying with paragraph 1, manufacturers shall
undertake an of the k witha
product with digital elements and take the outcome of that assessment :
t ta the pl - d g y t ducti exist to ensure Assets, and/or
Article 13(2) N/A into account during the planning, design, development, production, Functional | Intersects With| Security Authorization 1A0-07  |Services (TAAS) are officially authorized prior to "go live" in a production 5
delivery and maintenance phases of the product with digital elements with ironment
aview to minimising cybersecurity risks, preventing incidents and )
minimising their impact, including in relation to the health and safety of
users.
The e tisk : dsr;al;b: : " and u;]daxed o exist to conduct for:
appropriate during a support period to be determined in accordance wi (1) Statutory, regulatory and contractual compliance obligations;
paragraph 8 of this Article. That cybersecurity risk assessment shall ; '
least an analysis of cybersecurity risks based on the intended (2)Monitoring capabilties;
comprise at least v i v " (3) Mobile devices;
purpose and reasonably foreseeable use, as well as the conditions of use, (@) Databases:
of the product with digital elements, such as the operational environment N
the ts to b tected, taking int it the Le ith of ti the (5) Application security;
or the assets to be protected, tal ;r:‘gm o account the :ng oftimethe (6) Embedded technologles (e.g. loT, OT, etc.);
Article 13(3) WA product is expected to be in use. The cybersecurity risk assessment shal Functional | intersects With no022 | . s

indicate whether and, if so in what manner, the security requirements set
outin Partl, point (2), of Annex | are applicable to the relevant product with
digital elements and how those requirements are implemented as
informed by the cybersecurity risk assessment. It shall also indicate how
the manufacturer is to apply Part |, point (1), of Annex | and the
vulnerability handling requirements set out in Part Il of Annex |.

(8) Malicious code;

(9) Insider threats;

(10) Performance/load testing;

(1) Artificial Intelli and (AAT); and/or

(12) Other Technology Assets, Applications and/or Services (TAAS) that

require specialized expertise to determine conformity with security,
and/or resilience
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The Tisk shall be and updated as
appropriate during a support period to be determined in accordance with
paragraph 8 of this Article. That cybersecurity risk assessment shall axistto gonerate s
comprise at least an analysis of cybersecurity risks based on the intended Syetem Security Plan (S5P) that:
purpose and reasonably foreseeable use, as well as the conditions of use, 1 donciios key o onin-
ofthe product with digtal elements, such as the operational environment Applied Security, <cope Tochnology Asste, Amplications and/or Sarvices (TAAS):
or the assets to be protected, taking into account the length of time the Compliance and (2) Reflects the current state of applied security, compliance and
Article 13(3) N/A product is expected to be in use. The cybersecurity risk assessment shall | Functional | Intersects With ; 1A0-03 ) A 5
! g Resilience Controls resilience controls on applicable People, Processes, Technologies,
indicate whether and, if so in what manner, the security requirements set Documentation Data and/or Facilities (PPTDF) that are contained within the system
outin Part, point (2), of Annex| are applicable to the relevant product with poundary: and
digital elements and how those requirements are implemented as (3) Provides a historical record of applied security controls, including
informed by the cybersecurity risk assessment. It shall also indicate how changes.
the manufacturer is to apply Part |, point (1), of Annex | and the
vulnerability handling requirements set out in Part Il of Annex|.
When placing a product with digital elements on the market, the
manufacturer shall include the cybersecurity risk assessment referred to in Meshanisms existto obtain,protect and distribute administrator
paragraph 3 of this Article in the technical documentation required e Asoate, o Soroices
pursuant to Articlo 31 and Annex VI. For products with digtal clements as ) (TAAS) that describe:
Article 13(4) N/A referred toin Article 12, which are also subject to other Union legal acts, Functional | Intersects With Documentation TDA04  |(1) Secure configuration, installation and operation of the TAAS; 5
the oybersecurity risk assessment may be part of the risk assessment Requirements (2) fostive wto and R and
required by those Union legal acts. Where certain essential cybersecurity 9 Ko vnarabilitios ogording confruration and use of
requirements are not applicable to the product with digital elements, the adminiatrative (o5, privioged) functions.
manufacturer shall include a clear justification to that effect in that
technical
For the purpose of complying with paragraph 1, manufacturers shall Mechanisms exist to design and implement product management
exercise due diligence when integrating components sourced from third processes to proactively govern the design, development and
parties so that those donot the ity of o Assets, Applications and/or Services (TAAS)
the product with digital elements, including when integrating components across the System Development Life Cycle (SDLC) to:
Article 13(5) N/A of free and open-source software that have not been made available onthe |  Functional | SubsetOf | ProductManagement | TDA-01.1 [(1)Improve functionality; 10
market in the course of a commercial activity. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers shall, upon identifying a vulnerability in a component,
including in an open source-component, which s integrated in the product
with digital elements report the vulnerability to the person or entity
ing or ining th and address and remediate
the in with the handling Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
Atticle 13(6) N/A requirements set outin Part Il of Annex I. Where manufacturers have Functional |Intersects With| ~Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 8
developed a software or hardware modification to address the vulnerability Development similar process, to identify and remediate flaws during development.
in that component, they shall share the relevant code or documentation
with the person or entity or the
where appropriate in a machine-readable format.
Manufacturers shall, upon identifying a vulnerability in a component,
including in an open source-component, which s integrated in the product
with digital elements report the vulnerability to the person or entity
ing or ining th and address and remediate
the in with the handling
Article 13(6) N/A requirements set out in Part Il of Annex |. Where manufacturers have Functional | Intersects With Rem‘é‘;ﬁgz;ﬁ:g:cess VM2 | oo ::z;':zj”’e that are properly identified, 5
developed a software or hardware modification to address the vulnerability
in that component, they shall share the relevant code or documentation
with the person or entity or the
where appropriate in a machine-readable format.
The manufacturers shall systematically document, in a manner that is exist to generate e
proportionate to the nature and the cybersecurity risks, relevant System Security Plan (SSP)) that:
cybersecurity aspects concerning the products with digital elements, (1) Identifies key and onin-
including vulnerabilities of which they become aware and any relevant Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Article 1307) WA information provided by thid parties, and shall, where applicable, update | ool | Compliance and 1AO.05 | (2)Reflects the current state of applied security, compliance and .
the oybersecurity risk assessment of the products. Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The manufacturers shall systematically document, in a manner that is Moshanisms existto obtain, protect and distibute administrator
proportionate to the nature and the cybersecurity risks, relevant i oot e oo
eyberssurity aspects conceming the products with digtal lements, ) (TARS) thot deecr
Article 13(7) N/A including vulnerabilities of which they become aware and any relevant Functional | Intersects With Documentation TDA-04 |(1) Secure configuration, installation and operation of the TAAS; 5
information provided by third parties, and shall, where applicable, update Requirements 2) Efastive wao and R - and
the cybersecurity risk assessment of the products. (3) Known vulnerabilities regarding configuration and use of
administrative (e.g., privileged) functions.
The manufacturers shall systematically document, in a manner that is Mochanisms exist to require seftware dovelopers to provide
proportionate to the nature and the cybersecurity risks, relevant nformation dusarimg e fonetionl renortes of e sncurity,
Article 13(7) N/A cyberseourity aspects concerning the products with digital elements, Functional |Intersects With| Functional Properties | TDA-04.1 |compliance and resilience controls to be utilized within Technology 5
including vulnerabilities of which they become aware and any relevant Ranurs, Apmtoations omtfor Sarvioes (TAAS) i auffsiont dotaf o
information provided by third parties, and shall, where applicable, update ot anlysts anc oot of the sontrots,
the risk of the products.
Manufacturers shall ensure, when placing a product with digital elements
onthe market, and for the support period, that vulnerabilities of that
product, including its components, are handled effectively and in
accordance with the essential cybersecurity requirements set out in Part Il
of Annex|. Manufacturers shall determine the support period so that it
reflects the length of time during which the product is expected to be in
use, taking into account, in particular, reasonable user expectations, the
nature of the product, including its intended purpose, as well as relevant
Union law determining the lifetime of products with digital elements. When
determining the support period, manufacturers may also take into account
the support periods of products with digital elements offering a similar Mechanisms exist to design and implement product management
functionality placed on the market by other manufacturers, the availability
N processes to proactively govern the design, development and
of the operating environment, the support periods of integrated ion of ‘Assets, Applications andor Services (TAAS)
components that provide core functions and are sourced from thid parties eross e Systam Devetooment Lt Cycte (3L 1o
Article 13(8) N/A as well as relevant guidance provided by the dedicated administrative Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5

cooperation group (ADCO) established pursuant to Article 52(15) and the
Commission. The matters to be taken into account in order to determine
the support period shall be considered in a manner that ensures
proportionality. Without prejudice to the second subparagraph, the
support period shall be at least five years. Where the product with digital
elements is expected to be in use for less than five years, the support
period shall correspond to the expected use time. Taking into account
ADCO recommendations as referred to in Article 52(16), the Commission
may adopt delegated acts in accordance with Article 61 to supplement this
Regulation by specifying the minimum support period for specific product

where the market survei data suggests inadequate
support periods. Manufacturers shall include the information that was
taken into account to determine the support period of a product with
digital elements in the technical documentation as set out in Annex VII.
shall have iate policies and including

(2) Enhance security and resiliency capabi
(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
obligations.
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Manufacturers shall ensure, when placing a product with digital elements
onthe market, and for the support period, that vulnerabilities of that
product, includingits components, are handled effectively and in
accordance with the essential cybersecurity requirements set out in Part I
of Annex I. Manufacturers shall determine the support period so that it
reflects the length of time during which the product is expected to be in
use, taking into account, in particular, reasonable user expectations, the
nature of the product, including ts intended purpose, as well as relevant
Union law determining the lifetime of products with digital elements. When
determining the support period, manufacturers may also take into account
the support periods of products with digital elements offering a similar
functionality placed on the market by other manufacturers, the availability
of the operating environment, the support periods of integrated
components that provide core functions and are sourced from third parties Mechanisms exist to deliver security updates to Technology Assets,
as well as relevant guidance provided by the dedicated administrative Ongoing Product Security Applications and/or Services (TAAS), where applicable, throug
Article 13(8) L5 cooperation group (ADCO) established pursuant to Article 52(15) and the | | “netional  (Intersects With Support TOA02:9 1 1) Automatic updates; and s
Commission. The matters to be taken into account in order to determine (2) Notification of available updates to affected users.
the support period shall be considered in a manner that ensures
proportionality. Without prejudice to the second subparagraph, the
support period shall be at least five years. Where the product with digital
elements is expected to be in use for less than five years, the support
period shall correspond to the expected use time. Taking into account
ADCO recommendations as referred to in Article 52(16), the Commission
may adopt delegated acts in with Article 61 to thi
Regulation by specifying the minimum support period for specific product
where the market data suggests
support periods. Manufacturers shall include the information that was
taken into account to determine the support period of a product with
digital elements in the technical documentation as set out in Annex VII.
shall have policies and , including
Manufacturers shall ensure that each security update, as referred to in Part Mochanisms exist to deliver security updatas to Technology Assets,
II, point (8), of Annex I, which has been made available to users during the Ongoing Product Security Applications and/or Services (TAAS), where applicable, through:
Article 13(9) N/A support period, remains available after it has been issued fora minimum |  Functional |Intersects With Suport TDA02.9 | e tdatos: amd 5
of 10 years or for the remainder of the support period, whichever is longer. 2) Notfioation of available updates to affected sers.
Wherea has placed modified exist to design and product
versions of a software product on the market, that manufacturer may processes to proactively govern the design, development and
ensure compliance with the essential cybersecurity requirement set out in of Assets, and/or Services (TAAS)
Part I, point (2), of Annex  only for the version that it has last placed on the across the System Development Life Cycle (SDLC) to:
Article 13(10) N/A market, provided that the users of the versions that were previously placed | Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
on the market have access to the version last placed on the market free of (2) Enhance security and resiliency capabilities;
charge and do not incur additional costs to adjust the hardware and (3) Correct security deficiencies; and
software environment in which they use the original version of that (4) Conform with applicable statutory, regulatory and/or contractual
oroduct.
Manufacturers may maintain public software archives enhancing user existto design and i product
access to historical versions. In those cases, users shall be clearly processes to proactively govern the design, development and
informed in an easily accessible manner about risks associated with using ion of Assets, and/or Services (TAAS)
unsupported software. across the System Development Life Cycle (SDLC) to:
Article 13(11) N/A Functional |Intersects With| Product Management | TDA-0T.1 |(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
may maintain public software archives enhancing user Mechanisms exist to deliver security updates to Technology Assets,
Avticle 13(11) WA access to historical versions. In those cases, users shall be clearly Functional | intersacts witn | OECINg Product Security | | Applications and/or Services (TAS), where applicable, through: s
informed in an easily accessible manner about risks associated with using Support (1) Automatic updates; and
unsupported software. @ of available updates to affected users.
Before placing a product with digital elements on the market,
manufacturers shall draw up the technical documentation referred to in
Article 31. They shall carry out the chosen conformity assessment
procedures as referred to in Article 32 or have them carried out. 36/81 ELI:
uropa.eu/el; 47/0] Where of the exist to conduct to security,
Article 13(12) N/A product with digital elements with the essential cybersecurity Functional | Intersects With| Conformity Assessment | CpL01.4 | COTPliance and/or resilience capability conformity with applicable 5
requirements set out in Part | of Annex | and of the processes put in place cybersecurity and data protection laws, regulations and/or contractual
by the ith th ial i setout obligations.
in Part Il of Annex | has been by that y
procedure, manufacturers shall draw up the EU declaration of conformity
in accordance with Article 28 and affix the CE marking in accordance with
Article 30.
Manufacturers shall keep the technical documentation and the EU
declaration of conformity at the disposal of the market surveillance Mechanisms exist to retain media and data in accordance with
Article 13(13) N/A authorities forat least 10 years after the product with digital slements has | Functional | Inersects With | Media & Data Retention | - DCH-1 | (iR RIe 200 0 T0R PR A S0 el e 5
been placed on the market or for the support period, whichever is longer.
Manufacturers shall keep the technical documentation and the EU exist to design and product
declaration of conformity at the disposal of the market surveillance processes to proactively govern the design, development and
authorities for at least 10 years after the product with digital elements has of Assets, and/or Services (TAAS)
been placed on the market or for the support period, whichever is longer. across the System Development Life Cycle (SDLC) to:
Article 13(13) N/A Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers shall ensure that procedures are in place for products with
digital elements that are part of a series of production to remain in
conformity with this Regulation. Manufacturers shall adequately take into Mechanisms exist to assess security, compliance and resilience
account changes in the development and production process or in the Security, Gompliance & rols a6 part of nssote, T or Sorerces
Article 13(14) N/A design or characteristics of the product with digital elements and changes | ¢ ional | intersects With|  Resilience In Project PRM-04 [(TAAS) project development to determine whether controls are 3
in the harmnised standards, European cybersscurity certification Management implemented correctly, operating as intended and producing the
'schemes or common specifications as referred to in Article 27 by reference desired outcome with respect to meeting requirements.
to which the conformity of the product with digital elements is declared or
by application of which its conformity is verified.
Manufacturers shall ensure that procedures are in place for products with
digital elements that are part of a series of production to remain in
ith this Re lati shall take into
account changes in the development and production process or in the Socure Dovelopment Lifo existto hanges to Assets,
Aticle 13(14) WA design or characteristics of the product with digital elements and changes | ol eyeto (SDLO) prv.07 |APPlications and/or Services (TAAS) within the Secure Development 5
in the harmonised standards, European cybersecurity certification Monagoment Life Cycle (SDLC) are controlled through formal change control
'schemes or common specifications as referred to in Article 27 by reference procedures.
to which the conformity of the product with digital elements is declared or
by application of which its conformity is verified.
Manufacturers shall ensure that procedures are in place for products with Mochanisms existto design and implemont product managemont
digital elements that are part of a series of production to remain in procssses to proactively govern the design, developmant and
th this Regulat shalt take into of Assets, and/or Services (TAAS)
account changes in the development and production process or in the Horass the Systom Devetopmant Life Cycle (SDLG) tor
Article 13(14) N/A design or characteristics of the product with digital elements and changes | ¢ ional | intersects With| Product Management | TDA01.1 | (1) Improve functionality; 8

in the harmonised standards, European cybersecurity certification
'schemes or common specifications as referred to in Article 27 by reference
to which the conformity of the product with digital elements is declared or
by application of which its conformity is verified.

(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
obligations.
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Manufacturers shall ensure that their products with digital elements bear a Mechanisms exist to design and implement product management
type, batch or serial number or other element allowing their identification, processes to proactively govern the design, development and
or, where that s not possible, that that information is provided on their ion of Assets, Applications and/or Services (TAAS)
packaging or in a document accompanying the product with digital across the System Development Life Cycle (SDLC) to:
Article 13(15) N/A elements. Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers shall indicate the name, registered trade name or registered exist to design and product
trademark of the manufacturer, and the postal address, email address or processes to proactively govern the design, development and
other digital contact details, as well as, where applicable, the website of Assets, and/or Services (TAAS)
where the manufacturer can be contacted, on the product with digital across the System Development Life Cycle (SDLC) to:
Article 13(16) N/A elements, on its packaging o in a document accompanying the product Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionalit 5
with digital elements. That information shall also be included in the (2) Enhance security and resiliency capabilities;
information and instructions to the user set out in Annex 1. The contact (3) Correct security deficiencies; and
details shall be in a language which can be easily understood by users and (4) Conform with applicable statutory, regulatory and/or contractual
market surveillance authoriti
For the purposes of this Regulation, manufacturers shall designate a single
point of contact to enable users to communicate directly and rapidly with
them, including in order to facilitate reporting on vulnerabilities of the
product with digital elements. Manufacturers shall ensure that the single Mechanisms exist to govern the intake and analysis of grievances
Article 13(17) N/A point of contact is easily identifiable by the users. They shallalsoinclude | Functional | Intersects With Grievances CPL07  |related to the organization's cybersecurity and/or data protection 5
the single point of contact in the information and instructions to the user practices.
setout in Annex 1. The single point of contact shall allow users to choose
their preferred means of communication and shall not limit such means to
tools.
For the purposes of this Regulation, manufacturers shall designate a single exist to design and product
point of contact to enable users to communicate directly and rapidly with processes to proactively govern the design, development and
them, including in order to facilitate reporting on vulnerabilities of the of Assets, and/or Services (TAAS)
product with digital slements. Manufacturers shall ensure that the single across the System Development Life Cycle (SDLC) to:
Article 13(17) N/A point of contact is easily identifiable by the users. They shallalsoinclude | Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 8
the single point of contact in the information and instructions to the user (2) Enhance security and resiliency capabilities;
setoutin Annex 1. The single point of contact shall allow users to choose (3) Correct security deficiencies; and
their preferred means of communication and shall not limit such means to (4) Conform with applicable statutory, regulatory and/or contractual
tools.
Manufacturers shall ensure that products with digital elements are
bythe and to the user set out in
Annex I, in paper or electronic form. Such information and instructions
shall be provided in  language which can be easily understood by users exist to design and sroduct
and market surveillance authorities. They shall be clear, understandable,
processes to proactively govern the design, development and
intelgiale and legible. They shall allow for the secure insallation, ot rosots, ndfor Sorvies (TAAS)
operation and use of products with digital elements. Manufacturers shall eross the System Devetopment Lits Cycls (SDLO) tor
Article 13(18) N/A keep the information and instructions to the user set outin Annex Il atthe | ¢ ooy Subset Of Product Management | TDA-01.1 |(1) Improve functionalit 10
disposal of users and market surveillance authorities for at least 10 years
(2) Enhance security and resiliency capabilities;
after the product with digital elements has been placed on the market or .
ith digit h ‘ " (3) Correct security deficiencies; and
for the support period, whichever s longer. Where such information and 4 Canform with applicable statutory,regulatory and/or contractual
instructions are provided online, manufacturers shall ensure that they are sbligations,
accessible, user-friendly and available online for at least 10 years after the
product with digital elements has been placed on the market or for the
support period, whichever is longer.
Manufacturers shall ensure that the end date of the support period referred xist to design and product
to in paragraph 8, including at least the month and the year, is clearly and processes to proactively govern the design, development and
understandably specified at the time of purchase in an easily accessible of Assets, and/or Services (TAAS)
manner and, where applicable, on the product with digital elements, its across the System Development Life Cycle (SDLC) to:
Article 13(19) N/A packaging or by digital means. Where technically feasible in light of the Functional | SubsetOf | ProductManagement | TDA-0T.1 |(1)Improve functionality; 10
nature of the product with digital elements, manufacturers shall display a (2) Enhance security and resiliency capabilities;
notification to users informing them that their product with digital (3) Correct security deficiencies; and
elements has reached the end of its support period. (4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers shall either provide a copy of the EU declaration of product
ora simplified EU of y with the product processes to proactively govern the design, development and
with digital elements. Where a simplified EU declaration of conformity is ion of Assets, and/or Services (TAAS)
provided, it shall contain the exact interet address at which the full EU across the System Development Life Cycle (SDLC) to:
Article 13(20) N/A declaration of conformity can be accessed. Functional | SubsetOf | ProductManagement | TDA-01.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
From the placing on the market and for the support period, manufacturers
who know or have reason to believe that the product with digital elements
or the processes puit in place by the manufacturer are not in conformity Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
Article 13(21) N/A with the essential cybersecurity requirements set out in Annex | shall Functional | Intersects With| Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 8
immediately take the corrective measures necessary to bring that product .
Development similar process, to identify and remediate flaws during development.
with digital elements or the manufacturer's processes into conformity, or
to withdraw or recall the product, as appropriate.
From the placing on the market and for the support period, manufacturers xist to design and product
who know or have reason to believe that the product with digital elements processes to proactively govern the design, development and
orthe processes put in place by the manufacturer are not in conformity of Assets, and/or Services (TAAS)
with the essential cybersecurity requirements set out in Annex | shall across the System Development Life Cycle (SDLC) to:
Article 13(21) N/A immediately take the corrective measures necessary to bring that product | Functional | SubsetOf | ProductManagement | TDA-01.1 |(1)Improve functionality; 10
with digital elements or the manufacturer's processes into conformity, or (2) Enhance security and resiliency capabilities;
to withdraw or recall the product, as appropriate. (3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers shall, upon a reasoned request from a market surveillance )
A o exist to design and product
authority, provide that authority, in a language which can be easily '
' ) processes to proactively govern the design, development and
understood by that authority, with all the information and documentation, N
in paper or electronic form, necessary to demonstrate the conformity of of Assets, and/or Services (TAAS)
the product with digital elements and of the processes put in place by the actoss the System Development Life Cycte (SDLO) to:
Article 13(22) N/A B B Functional Subset Of Product Management TDA-01.1 (1) Improve functionality; 10
manufacturer with the essential cybersecurity requirements set out in '
h (2) Enhance security and resiliency capabilities;
Annex |. Manufacturers shall cooperate with that authority, at its request,
on any measures taken to eliminate the cybersecurity risks posed by the (9) Gorrect security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
product with digital elements which they have placed on the market. -
obligations.
Amanufacturer that ceases its operations and, as a result, is not able to
comply with this Regulation shall inform, before the cessation of Security, Compliance & Mechanisms exist to submit status reporting of the organization's
Article 13(23) N/A operations takes effect, the relevant market surveillance authorities as Functional |Intersects With|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 5
wellas, by any means available and to the extent possible, the users of the
vl Reporting and/or regulatory authorities, as required.
relevant products with digital elements placed on the market, of the
impending cessation of operati
Amanufacturer that ceases its operations and, as a result, is not able to Mechanisms exist to design and implement product management
comply with this Regulation shall inform, before the cessation of processes to proactively govern the design, development and
operations takes effect, the relevant market surveillance authorities as ion of Assets, Applications and/or Services (TAAS)
well as, by any means available and to the extent possible, the users of the across the System Development Life Cycle (SDLC) to:
Article 13(23) N/A relevant products with digital elements placed on the market, of the Functional | SubsetOf | ProductManagement | TDA-01.1 |(1)Improve functionality; 10
impending cessation of operations. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
The C: may, by means of acts taking into account
European or international standards and best practices, specify the format
Artcle 13(26) WA and elements of the software bill of materials referred to in Part Il point Functional No A A A o

(1), of Annex I. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 62(2).

Relationship
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Rationale Control Desc Relationship
In order to assess the dependence of Member States and of the Union as a
whole on software components and in particular on components qualifying
as free and open-source software, ADCO may decide to conduct a Union
wide dependency assessment for specific categories of products with
digital elements. For that purpose, market surveillance authorities may
request manufacturers of such categories of products with digital o
Article 13(25) N/A slements to provide the relevant software bills of materials as referredto n| - Functional | o oo N/A N/A N/A 0
Part I, point (1), of Annex . On the basis of such information, the market
surveillance authorities may provide ADCO with anonymised and
about softv ADCO shall submit
a report on the results of the tothe C
Group established pursuant to Article 14 of Directive (EU) 2022/2655.
Article 14 Reporting obligations of |N/A Functional N N/A N/A N/A 0
Amanufacturer shall notify any actively exploited vulnerability contained in
the product with digital elements that it becomes aware of simultaneously
Cyber Incident Reporting
Article 14(1) A o the CSIRT designated as coordinator, in accordancowith paragraph 70f | o ool KPS R |02 | Meehanisms existto eport sensitve andor regulated data incidents in R
this Article, and to ENISA. The manufacturer shall notify that actively o a timely manner.
exploited vulnerability via the single reporting platform established
bursuant to Article 16.
'Amanufacturer shall notify any actively exploited vulnerability contained in exist to disclose about to
the product with digital elements that it becomes aware of simultaneously relevant stakeholders, including:
to the CSIRT designated as coordinator, in accordance with paragraph 7 of Disctosurof (1) A description of the vulnerability(ies);
Atticle 14(1) N/A this Article, and to ENISA. The manufacturer shall notify that actively Functional  [IntersectsWith| "5 0500 TDA-02.11 |(2) Affected product(s) and/or service(s): 8
exploited vulnerability via the single reporting platform established (3) Potential impact of the vulnerability(ies);
pursuant to Article 16. (4) Severity of the vulnerability(ies); and
(5) Guidance to remediate th
reticte 142) A For the purposes of the notification referred to in paragraph 1, the Fonctionat No A A A N
shall submit:
an early warning of an actively exploited without existto disclose about ties to
undue delay and in any event within 24 hours of the manufacturer relevant stakeholders, including:
becoming aware of it, indicating, where applicable, the Member States on Disclosure of (1) Adescription of the vulnerability(ies);
Article 14(2)(a) N/A the territory of which the manufacturer is aware that their product with Functional [ Intersects With| >3 %410 9 TDA-02.11  |(2) Affected product(s) and/or service(s); 5
digital elements has been made available; (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
unless the relevant information has already been provided, a vulnerability
notification, without undue delay and in any event within 72 hours of the '
exist to disclose about to
manufacturer becoming aware of the actvely exploited vilnerabilty, relodont stakenotdors, mludn
which shall provide general information, as available, about the product () A deserintion of the vetnerattityles):
Article 14(2)(b) N/A with digital elements concerned, the general nature of the exploit and of Functional | Intersects With Disclosure of TDA-02.11 |(2) Affected product(s) and/or service(s); 5
the vulnerability concerned as well as any corrective of mitigating Vulnerabilities Cetsl:
(3) Potential impact of the vulnerability(ies);
measures taken, and corrective or mitigating measures that users can
K ot ‘ " (4) Severity of the vulnerability(ies); and
take, and which shall also indicate, where applicable, how sensitive the ’ ’ '
(5) Guidance to remediate the vulnerability(ies).
manufacturer considers the notified information to be;
unless the relevant information has already been provided, a final report, existto disclose about ties to
no later than 14 days after a corrective of mitigating measure is available, relevant stakeholders, includin
including at least the following: Disclosure of (1) A description of the vulnerability(ies);
Article 14(2)(c) N/A Functional | Intersects With TDA02.11 (2) Affected product(s) and/or service(s); 5
Vulnerabilities (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
 description of the vulnerability, including its severity and impact; exist to disclose about ties to
relevant stakeholders, includin
’ (1) A description of the vulnerability(ies);
: ’ Disclosure of
Article 14(2)() N/A Functional | Intersects With TDA02.11 (2) Affected product(s) and/or service(s); 5
Vulnerabilities (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
where available, information concerning any malicious actor that has exist to disclose about ities to
exploited or that is exploiting the vulnerability; relevant stakeholders, includin
N Disctosuroof (1) A description of the vulnerability(ies);
Article 14(2)() i) N/A Functional | Intersects With TDA02.11 (2) Affected product(s) and/or service(s); 5
Vulnerabilities (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
Getails about the security update or other corrective measures that have exist to disclose about ities to
been made available to remedy the vulnerability. 38/81 ELI: relevant stakeholders, includin
http://data.europa.eu/eli/reg/2024/2847/0j Disclosure of (1) A description of the vulnerability(ies);
Article 14(2)(i) i) N/A Functional | Intersects With TDA02.11 (2) Affected product(s) and/or service(s); 5
Vulnerabilities (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
Amanufacturer shall notify any severe incident having an impact on the
security of the product with digital elements that it becomes aware of CyberIncident Reporting )
Articte 14(3) WA tothe CSIRT as in Functional | Intersects With| for Senaitive / Rogutated | 1R0-10,2 | MEChanisms exist o report sensitive andor regulated data ncidents in R
with paragraph 7 of this Article, and to ENISA. The manufacturer shall o a timely manner.
notify that incident via the single reporting platform established pursuant
to Article 16.
aeticto 1400 A Forthe purposes of the notfication referred to n paragraph 3, the Functionat No A A A B
shall submit:
an early waring notification of a severs incident having an impact on the
security of the product with digital elements, without undue delay and in
any event within 24 hours of the manufacturer becoming aware of i, CyberIncidont Reporting )
Article 14(4)(a) N/A including at least whether the incident is suspected of being caused by Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | cchanisms existtoreport sensitive and/or regulated data incidents in 5
unlawful or malicious acts, which shall also indicate, where applicable, s a timely manner.
the Member States on the territory of which the manufacturer is aware that
their product with digital elements has been made available;
unless the relevant information has already been provided, an incident
notification, without undue delay and in any event within 72 hours of the
manufacturer becoming aware of the incident, which shall provide general CyberIncident Reporting )
Artcls 14(4)b) o information, where available, about the nature of the incident, an initial Functional | Intersects With | for Sensitive / Regulated | 1R0-10.2 | MeChanisms existto report sensitive and/or regulated data incidents in s
assessment of the incident, as well as any corrective or mitigating s a timely manner.
measures taken, and corrective or mitigating measures that users can
take, and which shall also indicate, where applicable, how sensitive the
considers the notified to be:
unless the relevant information has already been provided, a final report, Cyber Incident Reporting Mochaniams existto repartsansitve andlor regulated data mcidents in
Article 14(4)(c) N/A within one month after the submission of the incident notification under Functional | Intersects With| for Sensitve / Rogulated | 1R0-10.2. | TS o1 5
boint (b). including at least the following: Data
a detailed description of the incident, including its severity and impact; Cyber Incident Reporting - - -
Article 14(4)(i) N/A Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 | 1echanisms exist to report sensitive and/or regulated data incidents in 5
atimely manner.
Data
the type of threat or root cause that is likely to have triggered the incident; Cyber Incident Reporting - - -
Article 14(4)(i)(ii) N/A Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 | 1echanisms exist to report sensitive and/or regulated data incidents in 5
atimely manner.
Data
applied and ongoing mitigation measures. Cyber Incident Reporting - - -
Article 14(4)(i)ii) N/A Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 | 1echanisms exist to report sensitive and/or regulated data incidents in 5
atimely manner.
Data
For the purposes of paragraph 3, an incident having an impact on the ncidomt Clossifioation & Mechanisms exis to identify classes of incidents and actions to take to
Article 14(5) N/A security of the product with digital elements shall be considered to be Functional | Intersects With A IRO-02.4 ensure the continuation of organizational missions and business 5
severe where: functions.
it negatively affects or is capable of negatively affecting the ability of a ettt Clossifioation® Mechanisms exis to identify classes of incidents and actions to take to
Article 14(5)(a) N/A product with digital elements to protect the availability, authenticity, Functional | Intersects With A IRO-02.4 ensure the continuation of organizational missions and business 5
integrity or confidentiality of sensitive or important data or functions: or functions.
it has led or is capable of leading to the introduction or execution of ettt Clossifioation® Mechanisms exis to identify classes of incidents and actions to take to
Article 14(5)(b) N/A malicious code in a product with digital elements or in the network and Functional | Intersects With A IRO-02.4 ensure the continuation of organizational missions and business 5
svstems of a user of the product with digital elements. functions.

Secure Controls Framework (SCF)

80of25



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM

com/start-h h

Focal Document Element (FDE) Description

Focal Documen

Focal
Published STRM UR

SCF Control

.europa.eu/legal

EU - European Union Cyber Resilience Act (2024)

Article 14(6)

N/A

Where necessary, the CSIRT designated as coordinator initially receiving
the may request to provide an

report on relevant status updates about the actively exploited vulnerability
or severe incident having an impact on the security of the product with
digital elements.

Functional

No
Relationship

N/A

N/A

N/A

Article 14(7)

N/A

The notifications referred to in paragraphs 1 and 3 of this Article shall be
submitted via the single reporting platform referred to in Article 16 using
one of the electronic notification end-points referred to in Article 16(1). The
notification shall be submitted using the electronic notification end-point
of the CSIRT as of the Member State where the
manufacturers have their main establishment in the Union and shall be
simultaneously accessible to ENISA. For the purposes of this Regulation, a
shall be to have its main inthe
Union in the Member State where the decisions related to the cybersecurity
ofits products with digital elements are predominantly taken. If such a
Member State cannot be determined, the main establishment shall be
considered to be in the Member State where the manufacturer concerned
has the establishment with the highest number of employees in the Union.
Where a manufacturer has no main establishment in the Union, it shall
submit the notifications referred to in paragraphs 1and 3 using the
electronic notification end-point of the CSIRT designated as coordinator in
the Member State determined pursuant to the following order and based
on the information available to the manufacturer:

Functional

No
Relationship

N/A

N/A

N/A

Article 14(7)(a)

N/A

the Member State in which the authorised representative acting on behalf
of the manufacturer for the highest number of products with digital
elements of that is

Functional

No
Relationship

N/A

N/A

N/A

Article 14(7)(b)

N/A

the Member State in which the importer placing on the market the highest
number of products with digital elements of that manufacturer is

Functional

No
Relationship

N/A

N/A

N/A

Article 14(7)(c)

N/A

the Member State in which the distributor making available on the market
the highest number of products with digital elements of that manufacturer
is i

Functional

No
Relationship

N/A

N/A

N/A

Article 14(7)(d)

N/A

the Member State in which the highest number of users of products with
digital elements of that manufacturer are located. In relation to the third

point (d), a may submit related
to any subsequent actively exploited vulnerability or severe incident having
animpact on the security of the product with digital elements to the same
CSIRT designated as coordinator to which it irst reported.

Functional

No
Relationship

N/A

N/A

N/A

Article 14(8)

N/A

After becoming aware of an actively exploited vulnerability or a severe
incident having an impact on the security of the product with digital
elements, the manufacturer shall inform the impacted users of the product
with digital elements, and wh all users, of that

orincident and, where necessary, of any risk mitigation and corrective
measures that the users can deploy to mitigate the impact of that
vulnerability or incident, where appropriate in a structured, machine-
readable format that is easily automatically processable. Where the
manufacturer fails to inform the users of the product with digital elements
ina timely manner, the notified CSIRTs designated as coordinators may
provide such i ion to the users when to be prop

and necessary for preventing or mitigating the impact of that vulnerability
or incident.

Functional

Intersects With

Incident Stakeholder
Reporting

IRO-10

exist to timely-report incidents to
(1) Internal stakeholders;

(2) Affected clients & third-parties; and

(3) Regulatory authorities.

Article 14(9)

N/A

By 11 December 2025, the Commission shall adopt delegated acts in
accordance with Article 61 of this Regulation to supplement this
Regulation by specifying the terms and conditions for applying the
cybersecurity-related grounds in relation to delaying the dissemination of
notifications as referred to in Article 16(2) of this Regulation. The
Commission shall cooperate with the CSIRTs network established
pursuant to Article 15 of Directive (EU) 2022/2555 and ENISA in preparing
the draft delegated acts.

Functional

No
Relationship

N/A

N/A

N/A

Article 14(10)

N/A

The Commission may, by means of implementing acts, specify further the
format and procedures of the notifications referred to in this Article as well
asin Articles 15 and 16. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 62(2). The
Commission shall cooperate with the CSIRTs network and ENISA in
oreparing those draft acts.

Functional

No
Relationship

N/A

N/A

N/A

Article 15

Voluntary reporting

N/A

Functional

No

N/A

N/A

N/A

Article 15(1)

N/A

Manufacturers as well as other natural or legal persons may notify any.
vulnerability contained in a product with digital elements as well as cyber
threats that could affect the risk profile of a product with digital elements
on a voluntary basis to a CSIRT designated as coordinator or ENISA.

Functional

Intersects With

Incident Stakeholder
Reporting

IRO-10

exist to ly-report incidents to
(1) Internal stakeholders;
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

Article 15(2)

N/A

Manufacturers as well as other natural or legal persons may notify any
incident having an impact on the security of the product with digital
elements as well as near misses that could have resulted in such an
incident on a voluntary basis to a CSIRT designated as coordinator or
ENISA.

Functional

Intersects With

Incident Stakeholder
Reporting

IRO-10

exist to timely-report incidents to
(1) Internal stakeholders;

(2) Affected clients & third-parties; and

(3) Regulatory authorities.

Article 15(3)

N/A

The CSIRT designated as coordinator or ENISA shall process the
notifications referred to in paragraphs 1 and 2 of this Article in accordance
with the procedure laid down in Article 16. The CSIRT designated as.

may prioritise the of over
voluntary i

Functional

No
Relationship

N/A

N/A

N/A

Article 15(4)

N/A

Where a natural or legal person other than the manufacturer notifies an
actively exploited vulnerability or a severe incident having an impact on the
security of a product with digital elements in accordance with paragraph 1
or 2, the CSIRT designated as coordinator shall without undue delay inform
the

Functional

No
Relationship

N/A

N/A

N/A

Article 15(5)

N/A

The CSIRTs designated as coordinators as well as ENISA shall ensure the
confidentiality and appropriate protection of the information provided by a
notifying natural or legal person. Without prejudice to the prevention,
investigation, detection and prosecution of criminal offences, voluntary
reporting shall not result in the imposition of any additional obligations
upon a notifying natural or legal person to which it would not have been
subject had it not submitted the notification. 40/81 ELI:

uropa.eu/el 024/284

Functional

No
Relationship

N/A

N/A

N/A

Article 16

Establishment of a single
reporting platform

N/A

Functional

No

N/A

N/A

N/A

Article 16(1)

N/A

For the purposes of the notifications referred to in Article 14(1) and (3) and
Article 15(1) and (2) and in order to simplify the reporting obligations of
manufacturers, a single reporting platform shall be established by ENISA.
The day-to-day operations of that single reporting platform shall be
managed and maintained by ENISA. The architecture of the single reporting
platform shall allow Member States and ENISA to put in place their own

els ificati d-points.

Functional

No
Relationship

N/A

N/A

N/A
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After receiving a the CSIRT as initially
receiving the notification shall, without delay, disseminate the notification
via the single reporting platform to the CSIRTs designated as coordinators
on the territory of which the manufacturer has indicated that the product
with digital elements has been made available. In exceptional
circumstances and, in particular, upon request by the manufacturer and in
light of the level of sensitivity of the notified information as indicated by the
manufacturer under Article 14(2), point (a), of this Regulation, the
dissemination of the notification may be delayed based on justified

cybersecurity-related grounds for a period of time that is strictly necessary,
including where a vulnerability is subject to a coordinated vulnerability
disclosure procedure as referred to in Article 12(1) of Directive (EU)
2022/2565. Where a CSIRT decides to withhold a notification, it shall
immediately inform ENISA about the decision and provide both a

ification for the as well as an indication of
when it will the in with the
dissemination procedure laid down in this paragraph. of the notification. In

where the indicates
in the notification referred to in Article 14(2), point (b):

Functional

No
Relationship

Focal Documen

EU - European Union Cyber Resilience Act (2024)

Focal
Published STRM UR

SCF Control

N/A

.europa.eu/legal TXT/PDF/?uri=t

SCF#

N/A

N/A

4.pdf

Strength of

Rel.

ionship

Notes.

Article 16(2)(a)

N/A

that the notified vulnerability has been actively exploited by a malicious
actor and, according to the information available, it has been exploited in
no other Member State than the one of the CSIRT designated as

towhich the has notified the

Functional

No
Relationship

N/A

N/A

N/A

Article 16(2)(b)

N/A

that any further of the notified
would likely result in the supply of information the disclosure of which

would be contrary to the essential interests of that Member State; or

Functional

No
Relationship

N/A

N/A

N/A

Article 16(2)(c)

N/A

that the notified vulnerability poses an imminent high cybersecurity risk
stemming from the further dissemination; only the information that a

was made by the , the general about
the product, the information on the general nature of the exploit and the
information that security related grounds were raised are to be made
available simultaneously to ENISA until the full notification is
disseminated to the CSIRTs concerned and ENISA. Where, based on that
information, ENISA considers that there is a systemic risk affecting security
in the internal market, it shall recommend to the recipient CSIRT that it
disseminate the full notification to the other CSIRTs designated as

and to ENISA itself.

Functional

No
Relationship

N/A

N/A

N/A

Article 16(3)

N/A

After receiving a of an actively exploited ina
product with digital elements or of a severe incident having an impact on
the security of a product with digital elements, the CSIRTs designated as
coordinators shall provide the market surveillance authorities of their
respective Member States with the notified information necessary for the
market surveil thorities to fulfl their obli under this
Regulation

Functional

No
Relationship

N/A

N/A

N/A

Article 16(4)

N/A

ENISA shall take and proportionate technical, and
organisational measures to manage the risks posed to the security of the
single reporting platform and the information submitted or disseminated
via the single reporting platform. It shall notify without undue delay any
security incident affecting the single reporting platform to the CSIRTs
network as well as to the C i

Functional

No
Relationship

N/A

N/A

N/A

Article 16(5)

N/A

ENISA, in cooperation with the CSIRTs network, shall provide and
implement on the technical, and
measures regarding the establishment, maintenance and secure operation

of the single reporting platform referred to in paragraph 1, including at
least the security related to the i operation

and maintenance of the single reporting platform, as well as the electronic
notification end-points set up by the CSIRTs designated as coordinators at
national level and ENISA at Union level, including procedural aspects to
ensure that, where a notified vulnerability has no corrective or mitigating
measures available, information about that vulnerability is shared in line
with strict security protocols and on a need-to-know basis.

Functional

No
Relationship

N/A

N/A

N/A

Article 16(6)

N/A

Where a CSIRT designated as coordinator has been made aware of an
actively exploited ility as part of a i
disclosure procedure as referred to in Article 12(1) of Directive (EU)
022/2558, the CSIRT as initially receiving the
may delay the of the relevant viathe
single reporting platform based on justified cybersecurity-related grounds
fora period that is no longer than is strictly necessary and until consent for

by the involved ility disclosure parties is
given. That shall not prevent from notifying
such a vulnerability on a voluntary basis in accordance with the procedure
laid down in this Article.

Functional

No
Relationship

N/A

N/A

N/A

Article 17

Other provisions related
to reporting

N/A

Functional

No

N/A

N/A

N/A

Article 17(1)

N/A

ENISA may submit to the European cyber crisis liaison organisation
network (EU-CyCLONEe) established under Article 16 of Directive (EU)
2022/2555 information notified pursuant to Article 14(1) and (3) and Article
15(1) and (2) of this Regulation if such information is relevant for the

of L ! ity incidents and crises
at an operational level. For the purpose of determining such relevance,
ENISA may consider technical analyses performed by the CSIRTS network,
where available.

Functional

No
Relationship

N/A

N/A

N/A

Article 17(2)

N/A

Where public awareness is necessary to prevent or mitigate a severe
incident having an impact on the security of the product with digital
elements or to handle an ongoing incident, or where disclosure of the
incident is otherwise in the public interest, the CSIRT designated as
coordinator of the relevant Member State may, after consulting the
manufacturer concerned and, where appropriate, in cooperation with
ENISA, inform the public about the incident or require the manufacturer to
doso.

Functional

No
Relationship

N/A

N/A

N/A

Article 17(3)

N/A

ENISA, on the basis of the notifications received pursuant to Article 14(1)
and (3) and Article 15(1) and (2) of this Regulation, shall prepare, every 24
months, a technical report on emerging trends regarding cybersecurity
risks in products with digital elements and submit it to the Cooperation
Group established pursuant to Article 14 of Directive (EU) 2022/2555. The
first such report shall be submitted within 24 months of the date of
application of the obligations laid down in Article 14(1) and (3) of this
Regulation. ENISA shall include relevant information from its technical
reports in its report on the state of cybersecurity in the Union pursuant to
Article 18 of Directive (EU) 2022/2555.

Functional

No
Relationship

N/A

N/A

N/A

Article 17(4)

N/A

The mere act of notification in accordance with Article 14(1) and (3) or
Article 15(1) and (2) shall not subject the notifying natural o legal person
to increased liability.

Functional

No
Relationship

N/A

N/A

N/A

Article 17(5)

N/A

After a security update or another form of corrective or mitigating measure
is available, ENISA shall, in agreement with the manufacturer of the
product with digital elements concerned, add the publicly known
vulnerability notified pursuant to Article 14(1) or Article 15(1) of this
Regulation to the European vulnerability database established pursuant to
Article 12(2) of Directive (EU) 2022/2555.

Functional

No
Relationship

N/A

N/A

N/A

Article 17(6)

N/A

The CSIRTS designated as coordinators shall provide helpdesk support in
relation to the reporting obligations pursuant to Article 14 to
manufacturers and in particular manufacturers that qualify as

or as small or medium-sized

Functional

No
Relationship

N/A

N/A

N/A

Article 18

Authorised

N/A

Functional

No

N/A

N/A

N/A

Article 18(1)

N/A

Amanufacturer may, by a written mandate, appoint an authorised

Functional

Intersects With

Designated Certifying
Official

CPL-01.7

Mechanisms exist to designate an individual the authority to make
of mity on behalf of the
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Rationale Control Desc Relationship
The obligations laid down in Article 13(1) to (1), Article 13(12), first o
Article 18(2) N/A subparagraph, and Article 13(14) shall not form part of the authorised Functional | i o N/A N/A N/A 0
mandate.
‘An authorised representative shall perform the tasks specified in the
mandate received from the The o
Article 18(3) N/A shallprovide a copy of the mandate to the market sunvillance authortes | Functional | oo io N/A N/A N/A 0
upon request. The mandate shall allow the authorised representative to do
at least the following:
keep the EU declaration of conformity referred to in Article 28 and the
technical documentation referred to in Article 31 at the disposal of the o
Article 18(3)(a) N/A market surveillance authritos for at least 10 years afterthe product with | Funotional | oo o N/A N/A N/A 0
digital elements has been placed on the market or for the support period,
whichever s longer:
further to a reasoned request from a market surveillance authority, provide
Article 18(3)(5) WA that authority with al the nformation and documentation necessary to Functional No A A WA o
demonstrate the conformity of the product with digital elements; 42/81 El Relationship
http:// .europa. 847/0i
with the market ities, at their request, on any. No
Article 18(3)(c) NA action taken to eliminate the risks posed by a product with digtal elements | Functional | oo i5 N/A N/A N/A 0
covered by the authorised mandate.
) N/A No
Anticle 19 Obligations of importers Functional N/A N/A N/A 0
Importers shall place on the market only products with digital elements exist to design and product
that comply with the essential cybersecurity requirements set out in Part | processes to proactively govern the design, development and
of Annex | and where the processes put in place by the manufacturer of Assets, and/or Services (TAAS)
comply with the essential cybersecurity requirements set out in Part Il of across the System Development Life Cycle (SDLC) to:
Article 19(1) N/A Annex . Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Before placing a product with digital elements on the market, importers Mechanisms exist to design and implement product management
shallensure that: processes to proactively govern the design, development and
of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 19(2) N/A Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
the y referred to in Article exist to conduct to security,
Articto 19(2)@) A 32 have been carried out by the manufacturer; Functional. | nterseots With| Conformity Asssssment | GpLLo1.4 | CoMPliance andor resilionce capabilty conformity with applicable .
cybersecurity and data protection laws, regulations and/or contractual
the manufacturer has drawn up the technical documentation; exist to generate e
System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Articlo 19(2)0) A Functional | intersects witn| _ComPliance and 1n0.03 |2 Reflects the current state of applied security, compliance and .
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
the product with digital elements bears the GE marking referred to in xist to design and product
Article 30 and is by the EU of referred to proactively govern the design, development and
to in Article 13(20) and the information and instructions to the user as set of Assets, and/or Services (TAAS)
outin Annex 1 in a language which can be easily understood by users and across the System Development Life Cycle (SDLC) to:
Article 19(2)(c) N/A market surveillance authorities; Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
the manufacturer has complied with the requirements set out in Artiole ‘exist to design and i product
13(15), (16) and (19). For the purposes of this paragraph, importers shall to govern the design, development and
be able to provide the necessary documents proving the fulfilment of the of Assets, ions and/or Services (TAAS)
requirements set out in this Article. across the System Development Life Cycle (SDLC) to:
Article 19(2)() N/A Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Where an importer considers or has reason to believe that a product with
digital elements or the processes put in place by the manufacturer are not
in conformity with this Regulation, the importer shall not place the product exist to design and aroduct
onthe market until that product or the processes put in place by the
> processes to proactively govern the design, development and
manufacturer have been brought nto corformity with this Regulation. ot rooots, oo andfor Sorvices (TAAS)
Furthermore, where the product with digital elements presents a eross the System Dovelopment Lits Cycls (SDLO) tor
Article 19(3) N/A significant cybersecurity risk, the importer shall inform the manufacturer Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
and the market surveillance authorities to that effect. Where an importer )
(2) Enhance security and resiliency capabilities;
has reason to believe that a product with digital elements may present a "
that a prod (3) Correct security deficiencies; and
significant cybersecurity risk in light of non-technical isk factors, the ) Canform with applicable statutory,regulatory and/or contrastual
importer shallinform the market surveillance authorities to that effect. ablizations,
Upon receipt of such ion, the market surveil thorities shall
follow the procedures referred to in Article 54(2).
Importers shall indicate their name, registered trade name or registered Mechanisms exist to design and implement product management
trademark, the postal address, email address or other digital contact as processes to proactively govern the design, development and
well as, where applicable, the website at which they can be contacted on ion of Assets, ions and/or Services (TAAS)
the product with digital elements or on its packaging or in a document across the System Development Life Cycle (SDLC) to:
Article 19(4) N/A accompanying the product with digital elements. The contact details shall | Functional ~[Intersects With| ~Product Management | TDA-01.1 (1) Improve functionalit 5
be in a language easily understood by users and market surveillance (2) Enhance security and resiliency capabilities;
authorities. (3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Importers who know or have reason to believe that a product with digital
elements which they have placed on the market is not in conformity with
this Regulation shall immediately take the corrective measures necessary Mechanisms exist to design and implement product management
to ensure that the product with digital elements is brought into conformity processes to proactively govern the design, development and
with this Regulation, or to withdraw or recall the product, if appropriate. ion of Assets, ions and/or Services (TAAS)
Upon becoming aware of a vulnerability in the product with digital across the System Development Life Cycle (SDLC) to:
Article 19(5) N/A elements, importers shall inform the manufacturer without undue delay Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
about that vulnerability. Furthermore, where the product with digital (2) Enhance security and resiliency capabilities;
elements presents a significant cybersecurity risk, importers shall (3) Correct security deficiencies; and
immediately inform the market surveillance authorities of the Member (4) Conform with applicable statutory, regulatory and/or contractual
States in which they have made the product with digital elements available obligations.
onthe market to that effect, giving details, in particular, of non-compliance
and of anv corrective measures taken.
Importers shall, for at least 10 years after the product with digital elements
has been placed on the market or for the support period, whichever is
Articte 19(6) WA tonger, keep a copy o the EU declaration of conformity at the disposalof | ¢ ool e o] g | Mechanisms exst to retain media and data in accordance with s
the market surveillance authorities and ensure that the technical applicable statutory, regulatory and contractual obligations
documentation can be made available to those authorities, upon request.
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FDE# FDE Name. Focal Document Element (FDE) Description SU SCF Control SCF# ST HETE L ) et Notes
Rationale Control Description Relationship
Importers shall, for at least 10 years after the product with digital elements Mechanisms exist to design and implement product management
has been placed on the market or for the support period, whichever is processes to proactively govern the design, development and
longer, keep a copy of the EU declaration of conformity at the disposal of ion of Assets, Applications and/or Services (TAAS)
the market surveillance authorities and ensure that the technical across the System Development Life Cycle (SDLC) to:
Article 19(6) N/A documentation can be made available to those authorities, upon request. | Functional ~|Intersects With| Product Management | TDA-01.1 [(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Importers shall, further to a reasoned request from a market surveillance
authority, provide it with all the information and documentation, in paper
or electronic form, necessary to demonstrate the conformity of the product
with digital elements with the essential cybersecurity requirements set out
inPart | of Annex | as well as of the processes put in place by the Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Article 19(7) N/A manufacturer with the essential cybersecurity requirements set outin Part | Functional | Intersects With ° cpL01 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
11 of Annex | n a language that can be easily understood by that authority.
They shall cooperate with that authority, at its request, on any measures
taken to eliminate the cybersecurity risks posed by a product with digital
elements, which they have placed on the market.
Where the importer of a product with digital elements becomes aware that
the manufacturer of that product has ceased its operations and, as result,
is not able to comply with the obligations Laid down in this Regulation, the Security, Compliance & Mechanisms exist to submit status reporting of the organization's
Article 19(8) N/A importer shall inform the relevant market surveillance authorities about Functional |Intersects With|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 5
this situation, as well as, by any means available and to the extent Reporting and/or regulatory authorities, as required.
possible, the users of the products with digital elements placed on the
market.
Article 20 Obligations of A Functional No N/A N/A N/A 0
When making a product with digital elements available on the market, Mechanisms exist to design and implement product management
distributors shall act with due care in relation to the requirements set out processes to proactively govern the design, development and
in this Regulation. of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 20(1) N/A Functional |Intersects With| Product Management | TDA-0T.1 |(1) Improve functionalit 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Before making a product with digital elements available on the market, exist to design and product
distributors shall verify that: processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 20(2) N/A Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
the product with digital elements bears the CE marking; existto design and i product
processes to proactively govern the design, development and
ion of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 20(2)(a) N/A Functional |Intersects With| Product Management | TDA-0T.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
the manufacturer and the importer have complied with the obligations set exist to design and product
outin Article 13(15), (16), (18), (19) and (20) and Article 19(4), and have processes to proactively govern the design, development and
provided all necessary documents to the distributor. of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 20(2)(b) N/A Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Where a distributor considers or has reason to believe, on the basis of
information in its possession, that a product with digital elements or the Mechanisms exist to design and implement product management
processes put in place by the manufacturer are not in conformity with the processes to proactively govern the design, development and
essential cybersecurity requirements set out in Annex, the distributor ion of Assets, and/or Services (TAAS)
shall not make the product with digital elements available on the market across the System Development Life Cycle (SDLC) to:
Article 20(3) N/A until that product or the processes put in place by the manufacturer have | Functional | Intersects With| Product Management | TDA-0T.1 (1) Improve functionality; 5
been brought into ith this Regulation , where the (2) Enhance security and resiliency capabilities;
product with digital elements poses a significant cybersecurity risk, the (3) Correct security deficiencies; and
distributor shall inform, without undue delay, the manufacturer and the (4) Conform with applicable statutory, regulatory and/or contractual
market surveillance authorities to that effect. obligations.
Where a distributor considers or has reason to believe, on the basis of
information in its possession, that a product with digital elements or the
processes put in place by the manufacturer are not in conformity with the exist to disclose about ilities to
essential cybersecurity requirements set out in Annex, the distributor relevant stakeholders, includin
shall not make the product with digital elements available on the market Disclosure of (1) Adescription of the vulnerabilityfies);
Article 20(3) N/A untiL that product or the processes put in place by the manufacturer have | Functional  [IntersectsWith | **® 0% TDA-02.11 |(2) Affected product(s) and/or service(s); 5
been brought into ith this Regulation , where the (3) Potential impact of the vulnerabilityfies);
product with digital elements poses a significant cybersecurity risk, the (4) Severity of the vulnerability(ies); and
distributor shall inform, without undue delay, the manufacturer and the (5) Guidance to remediate the vulnerability(ies).
market surveillance authorities to that effect.
Distributors who know or have reason to believe, on the basis of
information in their possession, that a product with digital elements, which
they have made available on the market, or the processes put in place by
its manufacturer are not in conformity with this Regulation shall make sure Mechanisms exist to design and implement product management
that the corrective measures necessary to bring that product with digital !
processes to proactively govern the design, development and
elements or the processes putin place by its manufacturer into of nssots, anclor Savices (TAAS)
conformity, or to withdraw or recalu‘he D‘Voduci, if appropriate, are taken. across the System Development Life Cycle (SDLC) to:
Article 20(4) N/A Upon becoming aware of a vulnerability in the product with digital Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
elements, shallinform the ithout undue delay PP
(2) Enhance security and resiliency capabilities;
about that vulnerability. Furthermore, where the product with digital
(3) Correct security deficiencies; and
elements presents a significant cybersecurity risk, distributors shall {4) Gonform with applicable statutory, regulatory andor contractual
immediately inform the market surveillance authorities of the Member abligations
States in which they have made the product with digital elements available
on the market to that effect, giving details, in particular, of the non-
compliance and of any corrective measures taken.
Distributors who know or have reason to believe, on the basis of
information in their possession, that a product with digital elements, which
they have made available on the market, or the processes put in place by
its manufacturer are not in conformity with this Regulation shall make sure
that the corrective measures necessary to bring that product with digital exist to disclose about lities to
elements or the pracesses put in place by its manufacturer into elovant stokeholders, Including:
Gonformity, or to withdraw or recall the product, if appropriate, are taken. (1) A doscription of the valnerability(es):
Article 20(4) N/A Upon becoming aware of a vulnerability in the product with digital Functional | Intersects With Disclosure of TDA-02.11 |(2) Affected product(s) and/or service(s); 5

elements, shall inform the ithout undue delay
about that vulnerability. Furthermore, where the product with digital
elements presents a significant cybersecurity risk, distributors shall
immediately inform the market surveillance authorities of the Member
States in which they have made the product with digital elements available
on the market to that effect, giving details, in particular, of the non-
compliance and of any corrective measures taken.

Vulnerabilities

(3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the vulnerability(ies).
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FDE #

Article 20(5)

FDE Name

N/A

Focal Document Element (FDE) Description

Distributors shall, further to a reasoned request from a market surveillance
authority, provide all the information and documentation, in paper or

1 form, necessary to the ity of the product
with digital elements and the processes put in place by its manufacturer
with this Regulation in a language that can be easily understood by that
authority. They shall cooperate with that authority, at its request, on any
measures taken to eliminate the cybersecurity risks posed by a product
with digital elements which they have made available on the market.

RM
Rationale

Functional

Intersects With

[ T o] EU - European Union Cyber Resilience Act (2024)

Focal URL:
Published STRM URL:

SCF Control

Declaration of
Conformity

TXT/PDF/2u

.europa.eu/legal

SCF#

CPL-01.5

Secure Controls Framework (SCF)
Control Desct

exist to generate a of for each

where the
(1)Is concise;

(2) Unambiguously reflects the current status;
(3)Is physically or electronically signed; and
(4) Where possible, is machine readable.

4.pdf

Strength of
Relationship

Article 20(6)

N/A

Where the distributor of a product with digital elements becomes aware,
on the basis of i inits thatthe of that
product has ceased its operations and, as result, is not able to comply with
the obligations laid down in this Regulation, the distributor shall inform,
without undue delay, the relevant market surveillance authorities about
this situation, as well as, by any means available and to the extent
possible, the users of the products with digital elements placed on the
market.

Functional

Intersects With

Security, Compliance &
Resilience Status
Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's
security, compliance and/or resilience program to applicable statutory
and/or regulatory authorities, as required.

Article 21

Cases in which
obligations of
manufacturers apply to
importers and
distributors

Animporter or distributor shall be considered to be a manufacturer for the
purposes of this Regulation and shall be subject to Articles 13 and 14,
where that importer or distributor places a product with digital elements
on the market under its name or trademark or carries out a substantial
modification of a product with digital elements already placed on the
market. 44/81 ELI: http://data.europa.eu/eli/reg/2024/2847 /0]

Functional

No
Relationship

N/A

N/A

N/A

Article 22

Other cases in which
obligations of
apply

N/A

Functional

No
Relationship

N/A

N/A

N/A

Article 22(1)

N/A

A natural or legal person, other than the manufacturer, the importer or the

distributor, that carries out a of a product with
digital elements and makes that product available on the market, shall be
considered to be a manufacturer for the purposes of this Regulation.

Functional

No
Relationship

N/A

N/A

N/A

Article 22(2)

N/A

The person referred to in paragraph 1 of this Article shall be subject to the
obligations set out in Articles 13 and 14 for the part of the product with
digital elements that is affected by the substantial modification or, if the
substantial modification has an impact on the cybersecurity of the product
with digital elements as a whole. for the entire product.

Functional

No
Relationship

N/A

N/A

N/A

Article 23

Identification of
economic operators

N/A

Functional

No

N/A

N/A

N/A

Article 23(1)

N/A

Economic operators shall, on request, provide the market surveillance

thorities with the following

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

Article 23(1)(a)

N/A

the name and address of any economic operator who has supplied them
with a product with digital elements;

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

Article 23(1)(b)

N/A

where available, the name and address of any economic operator to whom
they have supplied a product with digital elements.

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

Article 23(2)

N/A

Economic operators shall be able to present the information referred to in
paragraph 1 for 10 years after they have been supplied with the product
with digital elements and for 10 years after they have supplied the product
with digital elements.

Functional

Intersects With

Media & Data Retention

DCH-18

Mechanisms exist to retain media and data in accordance with
applicable statutory, regulatory and contractual obligations.

Article 24

Obligations of open-
source software
stewards

N/A

Functional

No
Relationship

N/A

N/A

N/A

Article 24(1)

N/A

Open-source software stewards shall put in place and document in a
verifiable manner a policy to foster the ofa
secure product with digital elements as well as an effective handling of
vulnerabilities by the developers of that product. That policy shall also
foster the voluntary reporting of vulnerabilities as laid down in Article 15 by
the developers of that product and take into account the specific nature of
the open-source software steward and the legal and organisational
arrangements to which it is subject. That policy shall, in particular, include
aspects related to documenting, addressing and remediating

and promote the sharing of information concerning

within the op

Functional

Intersects With

Adequate Security for
Sensitive / Regulated
Data In Support of
Contracts

1A0-03.2

Mechanisms exist to protect sensitive and/or regulated data that is
collected, developed, received, transmitted, used or stored in support
of the performance of a contract.

Article 24(1)

N/A

Open-source software stewards shall put in place and documentin a
verifiable manner a cybersecurity policy to foster the development of a
secure product with digital elements as well as an effective handling of
vulnerabilities by the developers of that product. That policy shall also
foster the voluntary reporting of vulnerabilities s laid down in Article 15 by
the developers of that product and take into account the specific nature of
the open-source software steward and the legal and organisational
arrangements to which it is subject. That policy shall, in particular, include
aspects related to documenting, addressing and remediating
vulnerabilities and promote the sharing of information concerning

within the ope

Functional

Intersects With

Product Management

TDA-01.1

Mechanisms exist to design and implement product management
processes to proactively govern the design, development and

of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
obligations.

Article 24(1)

N/A

Open-source software stewards shall put in place and document in a
verifiable manner a policy to foster the ofa
secure product with digital elements as well as an effective handling of

bythe of that product. That policy shall also
foster the voluntary reporting of vulnerabilities as laid down in Article 15 by
the developers of that product and take into account the specific nature of
the open-source software steward and the legal and organisational
arrangements to which it is subject. That policy shall, in particular, include
aspects related to documenting, addressing and remediating
vulnerabilities and promote the sharing of information concerning

within the ope

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

Mechanisms exist to design, develop and produce Technology Assets,
Applications and/or Services (TAAS) in such a way that risk-based
technical and functional specifications ensure Minimum Viable
Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.

Article 24(1)

N/A

Open-source software stewards shall put in place and documentin a
verifiable manner a policy to foster the ofa
secure product with digital elements as well as an effective handling of
vulnerabilities by the developers of that product. That policy shall also
foster the voluntary reporting of vulnerabilities as laid down in Article 15 by
the developers of that product and take into account the specific nature of
the open-source software steward and the legal and organisational
arrangements to which it is subject. That policy shall, in particular, include
aspects related to documenting, addressing and remediating
vulnerabilities and promote the sharing of information concerning

within the op:

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

Mechanisms exist to develop applications based on Secure Software
Development Practices (SSDP).

Article 24(2)

N/A

Open-source software stewards shall cooperate with the market
surveillance authorities, at their request, with a view to mitigating the
cybersecurity risks posed by a product with digital elements qualifying as.
free and open-source software. Further to a reasoned request from a
market surveillance authority, open-source software stewards shall
provide that authority, in a language which can be easily understood by
that authority, with the documentation referred to in paragraph 1, in paper
or electronic form.

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

Article 24(3)

N/A

The obligations laid down in Article 14(1) shall apply to open-source
software stewards to the extent that they are involved in the development
of the products with digital elements. The obligations laid down in Article
14(3) and (8) shall apply to open-source software stewards to the extent
that severe incidents having an impact on the security of products with
digital elements affect network and information systems provided by the
open-source software stewards for the development of such products.

Functional

No
Relationship

N/A

N/A

N/A
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STRM Guidance: com/start-h h pping: Published STRM UR yber-resil 4.pdf
Strength of
FDE# Focal Document Element (FDE) Description SCF Control SCF# v "'f”m Notes
In order to facilitate the due diligence obligation set out in Article 13(5), in
particular as regards manufacturers that integrate free and open-source
software components in their products with digital elements, the
it
Seourity attestation of :c:rnrn::n(on is empowers:: w;uo:n:e ebgated actsin acc(:rde:nce with -
Article 25 free and opt rticle 61 to s Regulation by voluntary security | g\ ionat o N/A N/A N/A 0
oftware allowing th or users of products with Relationship
digital elements qualifying as free and open-source software as well as
other third parties to assess the conformity of such products with all or
certain essential or other obli laid down
in this Reculation
N/A N
Article 26 Guidance Functional © N/A N/A N/A 0
In order to facilitate and ensure the of such
implementation, the Commission shall publish guidance to assist o
Article 26(1) N/A economic operators in applying this Regulation, with a particular focus on | Functional [ o o5 N/A N/A N/A 0
facilitating compliance by microenterprises and small and medium-sized P
Artcle 26(2) A Where it intends to provide guidance as referred to in paragraph 1, the Functional No A A A o
c shall address at least the following aspects:
th f this Regulation, with a particular f te dat No
Avticte 26(2)(0) A 2 sc0pe of this Regulation, with a particular focus on remote data Functional A A A o
solutions and free and open-source software:
Article 262)(6) A the application of support periods in relation to particular categories of Functional No A A A o
products with digital elements:
guidance targeted at manufacturers subject to this Regulation that are also -
Article 26(2)(c) N/A subject to Union harmonisation legislation other than this Regulation orto | Functional | . 19 N/A N/A N/A 0
other related Union legal acts: P
the concept of The C shallalso o
Article 26(2)(c) N/A maintain an easy-to-access list of the delegated and implementing acts Functional | 1 N/A N/A N/A 0
adopted pursuant to this Regulation. D
When preparing the guidance pursuant to this Article, the Commission o
Article 26(3) N/A shall conslt relevant stakeholders. CHAPTER il CONFORMITY OF THE Functional | 1 N/A N/A N/A 0
PRODUCT WITH DIGITAL ELEMENTS P
P tionof  [N/A No
Article 27 resumption o Functional N/A N/A N/A 0
conformity

Products with digital elements and processes put in place by the
hich are in ith standards or parts
thereof, the references of which have been published in the Official Journal
of the European Union, shall be presumed to be in conformity with the
essential cybersecurity requirements set out in Annex | covered by those
standards or parts thereof. The Commission shall, in accordance with
Article 10(1) of Regulation (EU) No 1025/2012, request one or more o
Article 27(1) N/A European to draft standards for | Functional | o o0 N/A N/A N/A o
the essential cybersecurity requirements set out in Annex | to this.
Regulation. When preparing standardisation requests for this Regulation,
the Commission shall strive to take into account existing European and
standards for that are in place or under
development in order to simplify the development of harmonised
standards, in accordance with Regulation (EU) No 1025/2012.

The Commission may adopt i ing acts establishing common
specifications covering technical requirements that provide a means to
Articte 27(2) WA Gomply with the essential cybersecurity requirements set outin Annex I for No A A A o
products with digital elements that fall within the scope of this Regulation. Relationship
Those implementing acts shall be adopted only where the following
conditions are fulfilled:
the Commission has requested, pursuant to Article 10(1) of Regulation
Articto 272)@) A (EU) No 1025/2012, one or more European standardisation organisations | ¢ No A A A o
todrafta standard for ! Relationship
set outin Annex | and:
Article 27(2)(i) N/A the request has not been accepted; Functional No N/A N/A N/A 0
the harmonised standards addressing that request are not detivered within o
Article 27(2)() i) N/A the deadline set in accordance with Article 10(1) of Regulation (EU) No Functional. | i i N/A N/A N/A 0
1025/2012; or
Article 2720 WA the harmonised standards do not comply with the request; and 46/81 ELI: E— No WA WA WA 3
http:// uropa. 47/0i
0 reference to harmonised standards covering the relevant essential
cybersecurity requirements set out in Annex to this Regulation has been
published in the Official Journal of the European Union in accordance with o
Article 27(2)(b) N/A Regulation (EU) No 1025/2012 and no such reference is expected to be Functional. | i i N/A N/A N/A 0
published within a period. Those acts shallbe
adopted in accordance with the examination procedure referred to in
Article 62(2).
Before preparing the draft implementing act referred to in paragraph 2 of
Articte 272 A this Article, the Commission shall inform the committee referred to in Functionat No A A A o
Article 22 of Regulation (EU) No 1025/2012 that it considers that the Relationship

conditions in paragraph 2 of this Article have been fulfilled.
When preparing the draft implementing act referred to in paragraph 2, the No
Article 27(4) N/A Commission shall take into account the views of relevant bodies and shall | - Functional | o\ ol N/A N/A N/A 0
duly consult all relevant
Products with digital elements and processes put in place by the
hich are in i ith the common
established by implementing acts referred to in paragraph 2 of this Article, | ¢ o No M M m o
or parts thereof, shall be presumed to be in conformity with the essential Relationship
cybersecurity requirements set out in Annex | covered by those common
or parts thereof.
Where a harmonised standard is adopted by a European standardisation
organisation and proposed to the Commission for the purpose of
publishing its reference in the Official Journal of the European Union, the
c shall assess the ised standard in with
Regulation (EU) ’,\m 10?512012.V\{nen areference of a harmomsved Functional No NIA NIA NIA 0
standard is published in the Official Journal of the European Union, the Relationship
C shall repeal the acts referred to in paragraph 2
of this Article, or parts thereof which cover the same essential
cybersecurity requirements as those covered by that harmonised standard,

Article 27(5) N/A

Article 27(6) N/A

Where a Member State considers that a common specification does not
entirely satisfy the essential cybersecurity requirements set out in Annex |,
it shall inform the Commission thereof by submitting a detailed Functional No N/A N/A N/A °
explanation. The Commission shall assess that detailed explanation and Relationship
may, if amend the act the common

in auestion.
Products with digital elements and processes put in place by the

for which an EU statement of or certificate has

been issued under a European cybersecurity certification scheme adopted %
Article 27(8) N/A pursuant to Regulation (EU) 2019/881 shall be presumed to be in Functional | o\ onship N/A N/A N/A o

ith the essential i setoutin Annex |
in so far as the EU statement of conformity or European cybersecurity
certificate. or parts thereof. cover those
The Commission is empowered to adopt delegated acts in accordance
with Article 61 of this Regulation to supplement this Regulation by
specifying the European cybersecurity certification schemes adopted
pursuant to Regulation (EU) 2019/881 that can be used to demonstrate
conformity of products with digital elements with the essential
cybersecurity requirements or parts thereof as set out in Annex | to this - No o o o ®
Regulation. Furthermore, the issuance of a European cybersecurity Relationship
certificate issued under such schemes, at least at assurance level
‘substantial’, eliminates the obligation of a manufacturer to carry outa
third-party for the as
set out in Article 32(2), points (a) and (b), and Article 32(3), points (a) and
(b). of this Regulation.

Article 27(7) N/A

Article 27(9) N/A
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Rationale Control Desc Relationship
Article 28 EU declarationof | N/A Functional N/A N/A N/A )
conformity
The EU declaration of conformity shall be drawn up by manufacturers in
Avticle 26(1) A accordance with Article 13(12) and state that the fulfitment of the Functionat No A A A o
licable essential setoutin Annex| has Relationship
been
The EU declaration of conformity shall have the model structure set out in
Annex V and shall contain the elements specified in the relevant
conformity assessment procedures set out in Annex VIIl. Such a
declaration shall be updated as appropriate. It shall be made available in
the languages required by the Member State in which the product with o
Atticle 28(2) N/A diital slements s placed on the markst or made available onthe marke. | Functional | o o5 L N/A N/A N/A 0
The simplified EU declaration of conformity referred to in Article 13(20)
shall have the model structure set out in Annex VI. It shall be made
available in the languages required by the Member State in which the
product with digital elements is placed on the market or made available on
the market.
Where a product with digital elements is subject to more than one Union
legal act requiring an EU of ity, a single EU o
Article 28(3) N/A of conformity shall be drawn up in respect of all such Union legal acts. Functional | i ohip N/A N/A N/A 0
That declaration shall contain the identification of the Union legal acts
including their references
By drawing up the EU of the shall o
Article 28(4) N/A assume responsibility for the compliance of the product with digital Functional | i ip N/A N/A N/A 0
elements.
The Commission is empowered to adopt delegated acts in accordance
Article 26(5) WA with Article 61 to supploment this Rogulation by adding elements o the Functional No WA WA WA o
minimum content of the EU dectaration of conformity set out in Annex V to Relationship
take account of
a0 General principles of the [ The CE marking shall be subject to the general principles setoutin Artcle | ¢ No A A A o
CE marking 30 of Regulation (EC) No 765/2008.
Article 30 Rutes and conditions for | N/A Funotional No N/A N/A N/A 0
affixing the CE marking
The CE marking shall be affixed visibly, Legibly and indelibly to the product
with digital elements. Where that is not possible or not warranted on Mechanisms exist to design and implement product management
account of the nature of the product with digital elements, it shall be processes to proactively govern the design, development and
affixed to the packaging and to the EU declaration of conformity referred to ion of Assets, Applications and/or Services (TAAS)
in Article 28 accompanying the product with digital elements. For products across the System Development Life Cycle (SDLC) to:
Article 30(1) N/A with digital elements which are in the form of software, the CE marking Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
shall be affixed either to the EU declaration of conformity referred to in (2) Enhance security and resiliency capabilities;
Article 28 or on the website accompanying the software product. In the (3) Correct security deficiencies; and
latter case, the relevant section of the website shall be easily and directly (4) Conform with applicable statutory, regulatory and/or contractual
accessible to consumers. obligations.
On account of the nature of the product with digital elements, the height of isms exist to design and i product
the CE marking affixed to the product with digital elements may be lower processes to proactively govern the design, development and
than 5 mm, provided that it remains visible and legible. ion of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Article 30(2) N/A Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve funtionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
The CE marking shall be affixed before the product with digital elements is xist to design and product
placed on the market. It may be followed by a pictogram or any other mark processes to proactively govern the design, development and
indicating a special tisk or use set out in the of Assets, and/or Services (TAAS)
acts referred to in paragraph 6. across the System Development Life Cycle (SDLC) to:
Article 30(3) N/A Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
The CE marking shall be followed by the identification number of the isms exist to design and i product
notified body, where that body is involved in the conformity assessment processes to proactively govern the design, development and
procedure based on full quality assurance (based on module H) referred to ion of Assets, ions and/or Services (TAAS)
in Article 32. The identification number of the notified body shall be affixed across the System Development Life Cycle (SDLC) to:
Article 30(4) N/A by the body itself or, under its instructions, by the manufacturer or the Functional | Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
manufacturer's authorised representative. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Member States shall build upon existing mechanisms to ensure correct
application of the regime governing the CE marking and shall take
appropriate action in the event of improper use of that marking. Where the
Article 20(5) WA product with digital elements is subject to Union harmonisation legistation, | ¢ No WA WA WA o
other than this Regulation, which also provides for the affixing of the CE Relationship
marking, the CE marking shall indicate that the product also fulfils the
requirements set out in such other Union harmonisation legislation.
The C may, by means of acts, lay down technical
specifications for labels, pictograms or any other marks related to the
security of the products with digital elements, their support periods and
mechanisms to promote their use and to increase public awareness about
Article 30(6) WA the securityof products with diital slements. When prepring the draft Functional No WA WA WA o
implementing acts, the Commission shall consult relevant stakeholders, Relationship
and, if it has already been established pursuant to Article 52(15), ADCO.
Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 62(2). 48/81 ELI:
Article 31 Technical documentation " Functional o N/A N/A N/A 0
The technical documentation shall contain all relevant data or details of Mechanisms exist to generate authoritative documentation (e.g.,
the means used by the manufacturer to ensure that the product with digital System Security Plan (SSP)) that:
elements and the processes put in place by the manufacturer comply with (1) Identifies key and i onin-
the essential cybersecurity requirements set out in Annex . It shall at least Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Artcle 31(1) WA contain the elements set out in Annex VIl Functionat | Subset Of Compliance and 1n0.0a | Reftects the current state of applied security, compliance and o
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The technical documentation shall contain all relevant data or details of Mechanisms exist to obtain, protect and distribute administrator
the means used by the manufacturer to ensure that the product with digital ’
for Assets, and/or Services
elements and the processes put n place by the manufacturer comply with ) (TAAS) that duscriber
Article 31(1) N/A the essential cybersecurity requirements set outin Annex I It shall atleast | ¢ ional | interseots With Documentation TDA-04 |(1) Secure configuration, installation and operation of the TAAS; 5
contain the elements set out in Annex VII Requirements ¥
(2) Effective use and of securit ;and
(3) Known vulnerabilities regarding configuration and use of
administrative (e.g., privileged) functions.
The technical documentation shall contain all relevant data or details of Mechanisms exist to require software developers to provide
the means used by the manufacturer to ensure that the product with digital information describing the functional properties of the security,
Article 31(1) N/A elements and the processes put in place by the manufacturer comply with |  Functional [Intersects With| ~Functional Properties | TDA-04.1  |compliance and resilience controls to be utilized within Technology 5
the essential cybersecurity requirements set out in Annex . It shall at least Assets, Applications and/or Services (TAAS) in sufficient detail to
contain the elements set out in Annex VIl permit analysis and testing of the controls.
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a
The technical documentation shall be drawn up before the product with exist to generate (g
digital elements is placed on the market and shall be continuously System Security Plan (SSP)) that:
updated, where appropriate, at least during the support period. (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Article 31(2) WA runctional | subsetor Compliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and 1
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(8) Provides a historical record of applied security controls, including
changes.
For products with digital elements as referred to in Article 12, which are Mechanisms exist to generate authoritative documentation (6.g.,
also subject to other Union legal acts which provide for technical System Security Plan (SSP)) that:
documentation, a single set of technical documentation shall be drawn up (1) Identifies key and onin-
containing the information referred toin Annex VIl and the information Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Article 318) A required by those Union legal acts. runctionat | subsetor Compliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
The technical documentation and correspondence relating to any
Artcle 3104) A conformity assessment procedure shall be drawn up in an official language| ¢ No WA WA WA o
of the Member State in which the notified body is established or in a Relationship
language tothat bodv.
The Commission is empowered to adopt delegated acts in accordance
with Article 61 to supplement this Regulation by adding elements to be
included in the technical documentation set out in Annex VIl to take
No
Atticle 31(5) N/A account oftechnolo as well as Functional N/A N/A N/A 0
encountered in the implementation process of this Regulation. To that end, Relationship
the Commission shall strive to ensure that the administrative burden on
microenterprises and small and medium-sized enterprises is
Conformity assessment |N/A o
Article 32 procedures for products Functional N/A N/A N/A 0
cedure Relationship
with digital elements
The manufacturer shall perform a conformity assessment of the product
with digital elements and the processes put in place by the manufacturer exist to conduct to security,
to det hether th tial cybi ty requirements set out i compliance and/or resilience capability conformity with applicable
Article 32(1) N/A o determine whether the essential aybersecurity requirements set out in Functional | Intersects With| Conformity Assessment | CPL-01.4 P pabllity Y PP 5
Annex I are met. The shall y with the cybersecurity and data protection laws, regulations and/or contractual
essential cybersecurity requirements by using any of the following obligations.
The manufacturer shall perform a conformity assessment of the product Mechanisms exist to formally assess the security, compliance and
with digital elements and the processes put in place by the manufacturer 1 lsin Assets, and/or Services
Artcle a2(1) A o determine whether the essential cybersecurity requirements setoutin | ol Assossments 1AG.0a | TAAS) through Information Assurance Program (IAP) activities to R
Annex | are met. The shall ity with the determine the extent to which the controls are implemented correctly,
essential cybersecurity requirements by using any of the following operating as intended and producing the desired outcome with respect
to meeting expected
The manufacturer shall perform a conformity assessment of the product it to conduct o
with digital elements and the processes put in place by the manufacturer (1) Statutory, regulatory and contractual compliance obligations:
to determine whether the essential cybersecurity requirements set out in 2) Monitoring capabilities
Annex | are met. The shall y with the (3) Mobile devices; '
essential cybersecurity requirements by using any of the following (@) Databases; ’
procedures: (5) Application security;
(6) Embedded technologies (e.g., 10T, OT, etc.);
Article 32(1) N/A Functional | Intersects With 1n0-022 |(7) i 5
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testin
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
the internal control procedure (based on module A) set out in Annex Vill; exist to conduct to security,
d/or resili bility conformity with applicabl
Article 32(1)(a) N/A Functional | Intersects With| Conformity Assessment | CPL-01.4 ° andor resitience capability conformity with applicable 5
cybersecurity and data protection laws, regulations and/or contractual
the EU-type examination procedure (based on module B) set out in Annex exist to conduct to security,
Avticlo 3201)(5) WA Vil followed by conformity to EU-type based on internal production control | ol ement | GpLo1.a | cOTPlance and/orresilience capabilty conformity with applicable s
(based on module C) set out in Annex VIlI; cybersecurity and data protection laws, regulations and/or contractual
a conformity assessment based on full quality assurance (based on exist to conduct to security,
dule H) set out in Annex VIll; i d/or resili bility conformity with applicabl
Article 32(1)(c) N/A module H) set out in Annex VIlI; or Functional |Intersects With | Conformity Assessment | CpL-01.4 |°CTPUiance and/or resilience capability conformity with applicable 5
and data protection laws, regulations and/or contractual
where available and a European exist to conduct to security,
h tto Article 27(9). i d/or resili bility conformity with applicabl
Article 32(1)(d) N/A scheme pursuant to Article 27(9), Functional |Intersects With | Conformity Assessment | CpL-01.4 |°CTPUiance and/or resilience capability conformity with applicable 5
cybersecurity and data protection laws, regulations and/or contractual
Where, in assessing the compliance of an important product with digital
elements that falls under class | as set out in Annex lll and the processes
putin place byits ith the essential
requirements set out in Annex I, the manufacturer has not applied o has
applied only in part harmonised standards, common specifications or
Article 32(2) A European cybersecurity certification schemes at assurance level atleast | Lo No WA WA WA o
‘substantial’ as referred to in Article 27, or where such harmonised Relationship
standards, common or European
schemes do not exist, the product with digital elements concerned and the
processes put in place by the manufacturer shall be submitted with regard
tothose essential cybersecurity requirements to either of the following
the EU-type examination procedure (based on module B) set out in Annex o
rticle a) ollowed by conformity to EU-type based on internal production control unctional )
Article 32(2)(a) N/A Vil followed b f EU based | producti L[ Functional [ nshil N/A N/A N/A 0
(based on module C) set out in Annex Vil or D
a conformity assessment based on full quality assurance (based on ) No
Article 32(2)(b) N/A Yy il quality assurance { Functional ) N/A N/A N/A 0
module H) set out in Annex Vill.
Where the product is an important product with digital elements that falls exist to conduct to security,
it n t out in Ar 111, the ifacts hall trate i d/ li bility e ity with licable
Article 32(8) WA under class Il as set ut in Annex I, the manufacturer shall demonstrate | ¢ oyt | opLota |comPiance and/or resilience capabilty conformity with applicable s
ith the essentia setoutin Annex ybersecurity rotection laws, regulati u
th tial toutin Annex | cybersecurity and data protection laws, regulations and/or contractual
bv using anv of the following i
EU-type examination procedure (based on module B) set out in Annex VIl exist to conduct to security,
foll formity to EU-t ternal 4 trol i d/or resili bility conformity with applicabl
Article 32(3)a) WA ollowed by conformity to EU-type based on nternal production control Functional | Intersects With | Gonformity Assessment | GPLo1.4 |COMPliance and/or resilionce capability conformity with aplicable s
ased on module C) set out in Annex VIll; ybersecurity rotection laws, regulati u
(based on module C) set out in Annex VIl cybersecurity and data protection laws, regulations and/or contractual
a conformity assessment based on full quality assurance (based on exist to conduct to security,
le H) set out in Annex VIll; i d/or resili bility conformity with applicabl
Article 32(3)(b) N/A module H) set out in Annex VIIl; or Functional | Intersects With| Conformity Assessment | CPL-01.4 |SCMPUance and/or resilience capability conformity with applicable 5
cybersecurity and data protection laws, regulations and/or contractual
where available and applicable, a European o
Article 32(3)(c) N/A sehema pursuant to Article 27(9)oftis Rogulation at assurance level at |  Functional | o oo N/A N/A N/A )
least bursuant to Regulation (EU) 2019/881.
Critical products with digital elements listed in Annex IV shall demonstrate o
Article 32(4) N/A ith the essential setoutin Annex| | Functional | 19 N/A N/A N/A )
b using one of the following 2
E i h ith Articl N
Article 32(4)(a) N/A :H']"gp%" sehemein withArtiele | £ nctional Ne N/A N/A N/A 0
:or
Article 32(4)5) A where the conditions in Article 8(1) are not met, any of the procedures Functional No A A A o

referred to in paragraph 3 of this Article.
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Control Description Relationship
Manufacturers of products with digital elements qualifying as free and
open-source software, which fall under the categories set out in AnnexIl, )
° exist to ensure the is able t
shall be able to ith the essential Ability To Demonstrate security, compliance and/or resilience capability conformity with
Article 32(5) N/A requirements set out in Annex | by using one of the procedures referredto | Functional | Intersects With 4 CPL-01.3 Y ! abitty 5
Conformity applicable cybersecurity and data protection laws, regulations and/or

in paragraph 1 of this Article, provided that the technical documentation
referred to in Article 31 is made available to the public at the time of the
olacing on the market of those broducts.
The specific interests and needs of microenterprises and small and

exist to conduct to security,
medium-sized enterprises, including start-ups, shall be taken into account . v .

" compliance and/or resilience capability conformity with applicable
Article 32(6) N/A when setting the fees for conformity assessment procedures and those Functional | Intersects With| Conformity Assessment | CPL-01.4 5
cybersecurity and data protection laws, regulations and/or contractual

fees shall be reduced proportionately to their specific interests and needs.

contractual obligations.

obligations.
Support measures for | N/A
microenterprises and No
Article 33 small and medium-sized Functional N/A N/A N/A [
Relationship
enterprises, including
start-ups

Member States shall, where appropriate, undertake the following actions, No

Article 33(1) N/A tailored to the needs of microenterprises and small enterprises: Functional EHERTED N/A N/A N/A 0

vtcte 33(1@) A organise specf\:\: awareness-raising and training activities about the Functionat No A A A o
of this
establish a dedicated channel for communication with microenterprises
d small d, . local public authorities t No
Article 33(1)(b) N/A and smal and. as ocatpublio ° Functional N/A N/A N/A 0

provide advice and respond to queries about the implementation of this Relationship

support testing and conformity assessment activities, including where -
Article 33(1)(c) N/A relevant with the support of the European Cybersecurity Competence Functional | o chip N/A N/A N/A [
Centre.

Member States may, where appropriate, establish cyber resilience
regulatory sandboxes. Such regulatory sandboxes shall provide for
controlled testing environments for innovative products with digital
elements to facilitate their development, design, validation and testing for
the purpose of complying with this Regulation for a limited period of time
before the placing on the market. The Commission and, where appropriate,
ENISA, may provide technical support, advice and tools for the
establishment and operation of regulatory sandboxes. The regulatory o
Article 33(2) N/A sandboxes shall be set up under the direct supervision, guidance and Functional | oo o ohip N/A N/A N/A 0
support by the market surveillance authorities. Member States shallinform

the Commission and the other market surveillance authorities of the
establishment of a regulatory sandbox through ADCO. The regulatory
sandboxes shall not affect the supervisory and corrective powers of the
competent authorities. Member States shall ensure open, fair, and
transparent access to regulatory sandboxes, and in particular facilitate
access by microenterprises and small enterprises, including start-ups.

In accordance with Article 26, the Commission shall provide guidance for

N
Article 33(3) N/A microenterprises and small and medium-sized enterprises in relation to Functional Retam"nsm N/A N/A N/A o
the of this Regulation. P
The Commission shall advertise available financial support in the
Article 33(4) WA regulatory framework of existing Union programmes, in particularinorder | o No WA WA WA o
to ease the financial burden on microenterprises and small enterprises. Relationship
50/81 ELI: uropa. /2847 /oi
Microenterprises and small enterprises may provide all elements of the
technical documentation specified in Annex VIl by using a simplified
format. For that purpose, the Commission shall, by means of
implementing acts, specify the simplified technical documentation form
targeted at the needs of microenterprises and small enterprises, including
X N
Artiole 33(5) o how the elements set out in Annex VIl are to be provided. Where a Functional o . . o o
microenterprise or small enterprise opts to provide the information set out Relationship
in Annex VIl in a simplified manner, it shall use the form referred to in this
paragraph. Notified bodies shall accept that form for the purposes of
Those ing acts shall be adopted in
accordance with the examination procedure referred to in Article 62(2).
Taking into account the level of technical development and the approach
on conformity assessment of a third country, the Union may conclude
Article 34 Mutual i Mutual with third countries, in accordance with Functional No WA WA WA o
agreements Article 218 TFEU, in order to promote and facilitate international trade. Relationship
CHAPTER IV NOTIFICATION OF CONFORMITY ASSESSMENT BODIES
N/A N
Article 35 Notification Functional © N/A N/A N/A 0
Member States shall notify the Commission and the other Member States -

Article 35(1) N/A of bodies authorised to carry out in Functional | ¢ i N/A N/A N/A 0
with this Regulation.

Member States shall strive to ensure, by 11 December 2026 that there s a
sufficient number of notified bodies in the Union to carry out conformity No

Article 35(2) N/A ; Functional e N/A N/A N/A 0
assessments, in order to avoid bottlenecks and hindrances to market Relationship
entry.
N/A N
Article 36 Notifying authorities Functional e N/A N/A N/A 0

Each Member State shall designate a notifying authority that shall be
responsible for setting up and carrying out the necessary procedures for No
Article 36(1) N/A the and of Functional | oo chip N/A N/A N/A 0
bodies and their monitoring, including compliance with Article 41.

Member States may decide that the assessment and monitoring referred to

Article 36(2) WA in paragraph 1 shall be carried out by a national accreditation body within | Lo No WA WA WA o
the meaning of and in accordance with Regulation (EC) No 765/2008. Relationship
Where the notifying authority delegates or otherwise entrusts the
assessment, notification or monitoring referred to in paragraph 1 of this
Article tc hich t tal entity, that hall No

Article 36(3) WA vicle to @ body which i ot governmental entit, that body shall be a Functional WA WA WA o
legal entity and shall comply mutatis mutandis with Article 37. In addition, Relationship
it shall have arrangements in place to cover liabilities arising from its
Aactivities.

Article 36(4) A The notifying authority shall take full responsibilty for the tasks performed | - No A A A o
by the body referred to in paragraph 3.

Re 1t lating te /)
Article 37 equirements relating to | N/A Functional No N/A N/A N/A 0
notifving

Artcle 37(1) WA Anotiying authority shall be established in such a way that no conflictof | o No A A A o
interest with col bodies occurs.
A notifying authority shall be organised and shall function so as to N No

Article 37(2) NA ifing authority sh reanis unen Functional NA N/A NA 0
safeguard the obiectivity and of its activities.
‘A notifying authority shall be organised in such a way that each decision

lating t tificati f fc ity t take N

Article 370) WA relating to notifcation of a conformity assessment body i taken by Functional No WA WA WA o

competent persons different from those who carried out the assessment. Relationship

A notifying authority shall not offer or provide any activities that conformity No

Article 37(4) N/A assessment bodies perform or consultancy services on commercial or Functional | oo o chip N/A N/A N/A o

basis.

articte 376) A Anotifying authority shall safeguard the confidentiality of the information t | No A A A N
obtains.
Anotifying authority shall have a sufficient number of competent ) No

Article 37(6) N/A notifving authority e @ sufficient number of comp Functional N/A N/A N/A 0
personnel at its disposal for the proper fits tasks.

Information obligatt N/A N
Article 38 nformation obligation on Functional o N/A N/A N/A 0
notifying

Member States shall inform the Commission of their procedures for the No

Article 38(1) N/A and of i bodies and the Functional N/A N/A N/A [
Relationship

of notified bodies. and of any changes thereto.
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Secure Controls Framework (SCF) Strength of
Relationship

SCF Control SCF#
Rationale __Relationship i Control Desc:
aricte 382) A The Commission shall make the information referred to in paragraph 1 Functionat No A A A o
publicly available.
Requirements relating to | N/A Functional No A A A o
notified bodies

FDE # Focal Document Element (FDE) Description Notes

Article 39

For the purposes of notification, a conformity assessment body shall meet [ o No WA WA WA N
the laid down in 2t012.

Article 38(2) N/A A oment body shall be undernational lawand| ¢ crionat No N/A N/A NA 0
have legal
‘A conformity assessment body shall be a third-party body independent of
the organisation or the product with digital elements it assesses. A body
belonging to a business association or professional federation
representing undertakings involved in the design, development, R No o o m o
production, provision, assembly, use or maintenance of products with Relationship
digital elements which it assesses, may, on condition that its
independence and the absence of any conflict of interest are
be to be such a third-partv bodv.

A body, its top level and the
personnel for carrying out the task:
shall not be the designer, developer, manufacturer, supplier, importer,
distributor, installer, purchaser, owner, user or maintainer of the products
with digital elements which they assess, nor the authorised representative
of any of those parties. This shall not preclude the use of assessed
products that are necessary for the operations of the conformity
assessment body or the use of such products for personal purposes. A

body, its top level and the personnel
responsible for carrying out the conformity assessment tasks shall not be No
Article 39(4) N/A directly involved in the design, development, production, import, Functional | oo ehip N/A N/A N/A 0

the marketing, use or of the

products with digital elements which they assess, or represent the parties
engaged in those activities. They shall not engage in any activity that may
conflict with their independence of judgement or integrity in relation to
conformity assessment activities for which they are notified. This shallin
particular apply to consultancy services. Conformity assessment bodies
shall ensure that the activities of their subsidiaries or subcontractors do
not affect the objectivity or iality of their
‘assessment activities.

Article 39(1) N/A

Article 39(3) N/A

Conformity assessment bodies and their personnel shall carry out the
conformity assessment activities with the highest degree of professional
integrity and the requisite technical competence in the specific field and
shall be free from all pressures and inducements, particularly financial, PR No o o o ®
which might influence their judgement or the results of their conformity Relationship

assessment activities, especially as regards persons or groups of persons
with an interest in the results of those activities.

Article 39(5) N/A

A conformity assessment body shall be capable of carrying out all the
conformity assessment tasks referred to in Annex VIl and in relation to
which it has been notified, regardless of whether those tasks are carried
out by the conformity assessment body itself or on its behalf and under its o
Article 39(6) N/A responsibility. Atall times and for each conformity assessment procedure | Functional | g o N/A N/A N/A 0
and each kind or category of products with digital elements in relation to

which it has been notified, a conformity assessment body shall have at its

disposal the necessary: 52/81 ELI:
articto 3906)@) A personnel it technical knowledge and sufficient and appropriate Functionat No A A A o
to perform the con tasks:
of in with which
assessment is to be carried out, ensuring the transparency of and ability to .
Article 39(6)(b) N/A reproduce those procedures. It shall have appropriate policies and Functional. | i i N/A N/A N/A )
procedures in place that distinguish between tasks it carries out as a
notified bodv and other activities:
procedures for the performance of activities which take due account of the
size of an undertaking, the sector in which it operates, its structure, the
degree of complexity of the product technology in question and the mass or
Article 39(6)(c) N/A serial nature of the process. A Y body Functional ® N/A N/A N/A 0
shall have the means necessary to perform the technical and Relationship
administrative tasks connected with the conformity assessment activities
in an appropriate manner and shall have access to all necessary
or facilities.
Article 39(7) N/A The personnel for carrying out Functional [ N/A N/A N/A 0
activities shall have the following:
‘sound technical and vocational training covering all the conformity o
Article 39(7)(a) N/A assessment activties in relation to which the conformity assessment body | Functional | o i5 N/A N/A N/A 0
has been notified;
Article 39(7)(b) N/A knowledge of the of the theycary | ginctional ® N/A N/A N/A 0
out and adequate authority to carry out those
knowledge and of th l
ariste 3901 A requitements set outin Annex , of the applicable harmonised standards | [ No A A A o
and common specifications, and of the relevant provisions of Union Relationship
legistation and act
Articla 39(7)(c) WA the ability to draw up certificates, records and reports demonstrating that | oo No WA WA WA N
have been carried out.
The impartiality of the conformity assessment bodies, their top level
andof the personnel shall be The
Article 39(8) N/A of the top level and persannel of a | Al No N/A N/A N/A 0
conformity assessment body shall not depend on the number of Relationship
assessments carried out or on the results of those assessments.
Conformity assessment bodies shall take out liability insurance unless
Artiole 39(9) I tiability is assumed by their Member State in accordance with national law, | g o No WA WA WA o
orthe Member State itself s directly responsible for the conformity Relationship
The personnel of a conformity assessment body shall observe professional
ssecrecy with regard to all information obtained in carrying out their tasks
under Annex VIl or any provision of national law giving effect to it, except in o
Article 39(10) N/A relation to the market surveillance authorities of the Member State in Functional | i ehip N/A N/A N/A )
which its activities are carried out. Proprietary rights shall be protected.
The body shall have
ensuring with this paragraph.
Conformity assessment bodies shall participate in, or ensure that their
assessment personnel are informed of, the relevant standardisation
Aticle 39(11) WA activities and the activities of the notified body coordination group Functionat No A A A o
established under Article 51 and apply as general guidance the Relationship
administrative decisions and documents produced as a restlt of the work
of that group.
Conformity assessment bodies shall operate in accordance with a set of
fair, and terms and conditions, while o
Article 39(12) N/A avoiding urnecessary burden for economic operators, in particular taking | Functional | o oo L N/A N/A N/A )
into account the interests of microenterprises and small and medium-
sized in relation to fees.
Where a body its ity with the
criteria laid down in the relevant harmonised standards or parts thereof the
Presumption of " "
Anicte 40 sonformity of notfied | E1ETeNCeS of which have been published inthe Offcial Journal of the Functionat No A A A o
N European Union it shall be presumed to comply with the requirements set Relationship
outin Article 39 in so far as the applicable harmonised standards cover
those
Subsidiaries ofand | N/A o
Article 41 subcontracting by Funotional N/A N/A N/A 0

Relationship

notified bodies
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Where a notified body subcontracts specific tasks connected with
Artcle a1(1) A conformity assessment or has recourse to a subsidiary, it shall ensure that | No WA WA WA o
the subcontractor or the subsidiary meets the requirements set out in Relationship
Article 39 and shallinform the notifving authority
Notified bodies shall take full bility for the tasks performed by N
Article 41(2) N/A otified bodies shall take full responsibility for the tasks performed by Functional o N/A N/A N/A 0
or wherever they are
Activities may be subcontracted or carried out by a subsidiary only with the ) No
Article 41(3) N/A S A roaried out by a subsidiary onty wi Functional N/A N/A N/A 0
Notified bodies shall keep at the disposal of the notifying authority the
h N
Article 41(4) N/A retevant the of °fthe | Fynctional © N/A N/A N/A o
subcontractor or the subsidiary and the work carried out by them under Relationship
this Regulation.
Application N/A N
Article 42 pplication for Functional © N/A N/A N/A 0

A conformity assessment body shall submit an application for notification No

Article 42(1) N/A to the notifying authority of the Member State in which it is established. Functional N/A N/A N/A [
Relationship

That shall be bya of the
activities, the procedure or

procedures and the product or products with digital elements for which .

Article 42(2) N/A that body claims to be competent, as well as, where applicable, by an Functional | ¢ i N/A N/A N/A o

accreditation certificate issued by a national accreditation body attesting

that the conformity assessment body fulfils the requirements lLaid down in

Article 39.

Where the conformity assessment body concerned cannot provide an

accreditation certificate, it shall provide the notifying authority with all the

No

Article 42(3) N/A documentary evidence necessary for the verification, recognition and Functional | o 19 N/A N/A N/A 0
regular monitoring of its with the requi laid down in P
Article 39.
N/A N
Anticle 43 Notification procedure Functional © N/A N/A N/A 0
Notifying authorities shall notify only bodies which No
Article 45(1) A have satisfied the taid down in Article 39. Functional A A A °
The notifying authority shall notify the Commission and the other Member
N
Article 432) A States usingthe New Approach Notified and Designated Organisations Functional No WA WA WA o
information system developed and managed by the Commission. Relationship
The notification shall include full details of the conformity assessment
N
Article 43(3) WA activtes, the conformity assessment module or modules and productor | L No WA WA WA o
products with digital elements concerned and the relevant attestation of Relationship
Where a notification is not based on an accreditation certificate as referred
toin Article 42(2), the notifying authority shall provide the Commission and
the other Member States with documentary evidence which attests to the o

Atticle 43(4) N/A body's and the inplace | Functional N/A N/A N/A o
v P Relationship

to ensure that that body will be monitored regularly and will continue to

satisfy the requirements laid down in Article 39.

The body concerned may perform the activities of a notified body only

where no objections are raised by the Commission or the other Member

Article 43(5) WA States within two weeks of a notification where an acereditation certificate | ¢ oo No WA WA WA o
is used or within two months of a notification where accreditation is not Relationship

used. Only such a body shall be considered to be a notified body for the

purposes of this Regulation.

The Commission and the other Member States shall be notified of any

N
Article 43(6) N/A subsequent relevant changes to the notification. 54/81 ELI: Functional © N/A N/A N/A 0
Relationship
http:// europa. 47/0i
Identification numbers [ N/A -
Article 44 and lists of notified Functional N/A N/A N/A 0

Relationshi
bodies D

The Commission shall assign an identification number to a notified body. It No
Article 44(1) N/A shall assign a single such number even where the body is notified under Functional | oo hip N/A N/A N/A 0
several Union legal acts.

The Commission shall make publicly available the list of the bodies
notified under this Regulation, including the identification numbers that No
Article 44(2) N/A have been allocated to them and the activities for which they have been Functional | oo chip N/A N/A N/A 3
notified. The Commission shall ensure that that list is kept up to date.

N/A N
Article 45 Changes to notifications Functional e N/A N/A N/A 0

Where a notifying authority has ascertained or has been informed that a
notified body no longer meets the requirements laid down in Article 39, or
that it is failing to fulfil its obligations, the notifying authority shall restrict,

) No
Article 45(1) N/A suspend or withdraw notification as appropriate, depending on the Functional | 19 N/A N/A N/A 0
seriousness of the failure to meet those requirements or fulfil those D
It shall i i inform the C and the other

Member States
In the event of restriction, suspension or withdrawal of notification, or

where the notified body has ceased its activity, the notifying Member State
shall take appropriate steps to ensure that the files of that body are ether | ¢ o No M M m o
processed by another notified body or kept available for the responsible Relationship
notifying and market surveillance authorities at their request.

Article 45(2) N/A

Chall f the N/A
allenge of the o5

Article 46 competence of notified Functional e N/A N/A N/A 0
Relationship

bodies

The Commission shall investigate all cases where it doubts, or where
doubt s brought to its attention regarding, the competence of a notified ) No

Article 46(1) N/A © garding P Functional N/A N/A N/A 0
body to meet, or the continued fulfilment by a notified body of, the Relationship

and ibilities to which it is subiect.

The notifying Member State shall provide the Commission, on request, with No

Article 46(2) N/A allinformation relating to the basis for the notifcation or the maintenance | Functional | 19 N/A N/A N/A 0
of the of the body. d D
The Commission shall ensure that all sensitive information obtained in the N No

Article 46(3) N/A ensu Functional N/A N/A N/A )
course of its is treated
Where the Commission ascertains that a notified body does not mest or no
long meets the re rements for its notification, it shall inform th No

Article 46(4) N/A onger meets the requirements for its notification, it shall inform the Functional No N/A N/A N/A 0
notifying Member State accordingly and request it to take the necessary Relationship
corrective measures. including d if necessarv.

Operational obligations |N/A N
Article 47 perational obligations Functional e N/A N/A N/A o

of notified bodies

Notified bodies shall carry out conformity assessments in accordance with No
Article 47(1) N/A the conformity assessment procedures provided for in Artcle 32 and Amnex | - Functional | ol N/A N/A N/A o
vin

Conformity assessments shall be carried out in a proportionate manner,
avoiding unnecessary burdens for economic operators. Conformity
assessment bodies shall perform their activities taking due account of the
size of undertakings, in particular as regards microenterprises and small
Article 47(2) N/A and medium.
structure, their degree of complexity and the cybersecurity risk level of the
products with digital elements and technology in question and the mass or
serial nature of the production process.

No
ized enterprises, the sector in which they operate, their Functional N " N/A N/A N/A J
Relationship

Notified bodies shall however respect the degree of rigour and the level of No
Article 47(3) N/A protection required for the compliance of products with digital elements Functional | it N/A N/A N/A 0
with this Regulation.

Where a notified body finds that the requirements set out in Annex | or in
corresponding harmonised standards or common specifications as .
Article 47(4) N/A referred to in Article 27 have not been met by a manufacturer, it shall Functional | ¢ icnchip N/A N/A N/A [
require that manufacturer to take appropriate corrective measures and

shall not issue a certificate of
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Where, in the course of the monitoring of conformity following the issuance
of a certificate, a notified body finds that a product with digital elements no
Article 4765) WA longer complies with the requirements laid down in this Regulation, itshall | [ No A A A o
require the manufacturer to take appropriate corrective measures and Relationship
shall suspend or withdraw the certificate if necessary.
Where corrective measures are not taken or do not have the required o
Article 47(6) N/A effect, the notified body shall restrict, suspend or withdraw any Functional N/A N/A N/A 0
Relationship
certificates. as
Aomeat agaimet decisions | METDer States shall enstir that an appeal procedure against decisions of o
Article 48 ppoal ag: the notified bodies is available. Functional N/A N/A N/A 0
of notified bodies Relationship
Information obligat N/A No
Article 49 iormation obtgation on Functional N/A N/A N/A 0
notified bodies
Notified bodies shall inform the not thority of the following: N
aeticte (1) A otified bodies shall inform the notifying authority of the following; ronctionat o A A A o
articto 49(1)@) A any refusal, restriction, suspension or withdrawal of a certificate; Functional No A A A o
rticte 49(1)0) A any Gircumstances affecting the scope of and conditions for notification; | £ No A A A o
artiste 4501 A any request for information which they have received from market Functionat No A A A o
sunveillance authorities regarding conformity activities:
on request, conformity assessment activities performed within the scope o
Article 49(1)(d) N/A of their notification and any other activity performed, including cross- Functional N/A N/A N/A 0

border activities and Relationship

Notified bodies shall provide the other bodies notified under this
Regulation carrying out similar conformity assessment activities covering -

Article 49(2) N/A the same products with digital elements with relevant information on Functional N/A N/A N/A [
Relationship

issues relating to negative and, upon request, positive conformity
results.
The Commission shall provide for the organisation of the exchange of -

Article 50 Exchange of experience |experience between the Member States’ national authorities responsible Functional | ¢\ onship N/A N/A N/A 0

for policy.
Article 51 Geerdination ofotified | N/A Functional No N/A N/A N/A 0
bodies

The Commission shall ensure that ination and o

Article 51(1) N/A cooperation between notified bodies are put in place and properly Functional | e N/A N/A N/A )
operated in the form of a cross-  group of notified bodies. o
Member States shall ensure that the bodies notified by them participate in

. N

Article 512) A the work of that group, directly or by means of designated representatives. | L No WA WA WA o

56/81 ELL: uropa. CHAPTER V MARKET Relationship

SURVEILLANCE AND ENFORCEMENT
Market surveillance and |N/A

Article 52 control of products with Functional o N/A N/A N/A 0

digital elements in the Relationship

Union market

Regulation (EU) 2019/1020 shall apply to products with digital element: N
egulation (EU) shall apply to products with digital elements FE— No WA WA WA o
that fall within the scope of this Regulation.

Each Member State shall designate one or more market surveillance
authorities for the purpose of ensuring the effective implementation of this | ¢ oo No WA WA WA o
Regulation. Member States may designate an existing or new authority to Relationship

act as market surveillance authority for this Regulation

The market surveillance authorities designated under paragraph 2 of this
Article shall also be responsible for carrying out market surveillance

Article 52(1) N/A

Article 52(2) N/A

activities in relation to the obligations for open-source software stewards
laid down in Article 24. Where a market surveillance authority finds that an
open-source software steward does not comply with the obligations set No

Article 52(3) N/A > Functional N/A N/A N/A o
outin that Article, it shall require the open-source software steward to Relationship

ensure that all appropriate corrective actions are taken. Open-source

software stewards shall ensure that all appropriate corrective action is

taken in respect of their obligations under this Regulation.

Where relevant, the market surveillance authorities shall cooperate with
the national i pursuant to
Article 58 of Regulation (EU) 2019/881 and exchange information on a
regular basis. With respect to the supervision of the implementation of the | ¢ No M M m o
reporting obligations pursuant to Article 14 of this Regulation, the Relationship

market survei ities shall cooperate and exchange

Article 52(4) N/A

information on a regular basis with the CSIRTs designated as coordinators
and ENISA.

The market surveillance authorities may request a CSIRT designated as
coordinator or ENISA to provide technical advice on matters related to the

implementation and enforcement of this Regulation. When conducting an No
Article 52(5) N/A investigation under Article 54, market surveillance authorities may request | Functional | o o N/A N/A N/A 3
the CSIRT designated as coordinator or ENISA to provide an analysis to P

support evaluations of compliance of products with digital elements.

Where relevant, the market surveillance authorities shall cooperate with
other market surveillance authorities designated on the basis of Union Functional No WA WA WA o
harmonisation legislation other than this Regulation, and exchange Relationship

on aregular basis.
Market surveillance authorities shall cooperate, as appropriate, with the
authorities supervising Union data protection law. Such cooperation

Article 52(6) N/A

includes informing those authorities of any finding relevant for the
fulfilment of their competences, including when issuing guidance and
advice pursuant to paragraph 10 if such guidance and advice concerns the

of personal data. P Union data protection | ¢ o No o o m 3
law shall have the power to request and access any documentation Relationship
created or maintained under this Regulation when access to that
documentation is necessary for the fulfilment of their tasks. They shall
inform the market of the Member State
concerned of any such request.

Article 52(7) N/A

Member States shall ensure that the designated market surveillance

authorities are provided with adequate financial and technical resources, No

Article 52(8) N/A including, where appropriate, processing automation tools, as well as with | Functional N/A N/A N/A o
° Relationship

human resources with the necessary cybersecurity skills to fulfil their tasks

under this R Lati

The Commission shall encourage and facilitate the exchange of experience | oo No WA WA WA N

between market surveillance

Market surveillance authorities may provide guidance and advice to No

Article 52(10) N/A operators on the ion of this Regulation, with the Functional | ¢ i N/A N/A N/A o

support of the C and, where CSIRTs and ENISA.

Market ithorities shall inform of where to submit

complaints that could indicate non-compliance with this Regulation, in

accordance with Article 11 of Regulation (EU) 2019/1020, and shall provide No

Article 52(11) N/A information to consumers on where and how to access mechanisms to Functional | oo o chip N/A N/A N/A 0

facilitate reporting of vulnerabilities, incidents and cyber threats that may

affect products with digital elements.

Article 52(9) N/A

Market surveillance authorities shall facilitate, where relevant, the

Article 52(12) N/A cooperation with relevant stakeholders, including scientific, research and | Functional Rmx""smp N/A N/A N/A o

consumer

The market surveillance authorities shall report to the Commission on an

annual basis the outcomes of relevant market surveillance activities. The
market thorities shall report, without delay, to .

Article 52(13) N/A the Commission and relevant national competition authorities any Functional | ¢ ionchip N/A N/A N/A 0

information identified in the course of market surveillance activities that

may be of potential interest for the application of Union competition law.
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Article 52(14)

N/A
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For products with digital elements that fall within the scope of this
Regulation which are classified as high-risk Al systems pursuant to Article
6 of Regulation (EU) 2024/1689, the market surveillance authorities.
designated for the purposes of that Regulation shall be the authorities
responsible for market surveillance activities required under this
Regulation. The market surveillance authorities designated pursuant to
Regulation (EU) 2024/1689 shall cooperate, as appropriate, with the
market surveillance authorities designated pursuant to this Regulation
and, with respect to the supervision of the implementation of the reporting
obligations pursuant to Article 14 of this Regulation, with the CSIRTs
designated as coordinators and ENISA. Market surveillance authorities
designated pursuant to Regulation (EU) 2024/1689 shallin particular
inform market surveillance authorities designated pursuant to this
Regulation of any finding relevant for the fulfilment of their tasks in relation
to the implementation of this Regulation.
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Article 52(15)

N/A

ADCO shall be established for the uniform application of this Regulation,
pursuant to Article 30(2) of Regulation (EU) 2019/1020. ADCO shall be

of of the market
thoriti

and, if of single liaison offices.
ADCO shall also address specific matters related to the market
surveillance activities in relation to the obligations placed on open-source
software stewards.

Functional

No
Relationship

N/A

N/A

N/A

Article 52(16)

N/A

Market surveillance authorities shall monitor how manufacturers have
applied the criteria referred to in Article 13(8) when determining the
support period of their products with digital elements. ADCO shall publish
ina publicly accessible and user-friendly form relevant statistics on
categories of products with digital elements, including average support
periods, as determined by the manufacturer pursuant to Article 13(8), as
well as provide guidance that includes indicative support periods for
categories of products with digital elements. Where the data suggests
inadequate support periods for specific categories of products with digital
elements, ADCO may issue recommendations to market surveillance
authorities to focus their activities on such categories of products with
digital elements.

Functional

No
Relationship

N/A

N/A

N/A

Article 53

Access to data and
documentation

Where necessary to assess the conformity of products with digital
elements and the processes put in place by their manufacturers with the
essential cybersecurity requirements set out in Annex |, the market
surveillance authorities shall, upon a reasoned request, be granted access
to the data, in a language easily understood by them, required to assess
the design, and handling of such
products, including related internal documentation of the relevant
onerator.

Functional

Intersects With

Investigation Access
Restrictions

CPL-05.2

Mechanisms exist to support official investigations by provisioning.
government investigators with "least privileges" and "least

"to ensure that only have access
to the Technology Assets, Applications, Services and/or Data (TAASD)
needed to perform the investigation.

Article 54

Procedure at national
level concerning
products with digital
elements presenting a
significant cybersecurity
risk

N/A

Functional

No
Relationship

N/A

N/A

N/A

Article 54(1)

N/A

Where the market surveillance authority of a Member State has sufficient
reason to consider that a product with digital elements, including its
vulnerability handling, presents a significant cybersecurity risk, it shall,
without undue delay and, where appropriate, in cooperation with the
relevant CSIRT, carry out an evaluation of the product with digital elements

din respect of its with all the laid down
in this Regulation. The relevant economic operators shall cooperate with
the market surveillance authority as necessary. Where, in the course of
that evaluation, the market surveillance authority finds that the product
with digital elements does not comply with the requirements laid down in
this Regulation, it shall without delay require the relevant economic
operator to take all appropriate corrective actions to bring the product with
digital elements into compliance with those requirements, to withdraw it
from the market, or to recall it within a reasonable period, commensurate
risk, as the market

with the nature of the
authority may prescribe. 58/81 ELI:

uropa 47/0j The market
authority shallinform the relevant notified body accordingly. Article 18 of

Regulation (EU) 2019/1020 shall apply to the corrective actions.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(2)

N/A

When the ofa risk referred to in
paragraph 1 of this Article, the market surveillance authorities shall also
consider non-technical risk factors, in particular those established as a
result of Union level coordinated security risk assessments of critical
supply chains carried out in accordance with Article 22 of Directive (EU)
2022/2555. Where a market surveillance authority has sufficient reason to
consider that a product with digital elements presents a significant
cybersecurity risk in light of non-technical risk factors, it shall inform the

or pursuant to Article 8 of
Directive (EU) 2022/2555 and cooperate with those authorities as

necessarv.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(3)

N/A

Where the market surveillance authority considers that non-compliance is
not restricted to its national territory, it shall inform the Commission and
the other Member States of the results of the evaluation and of the actions
which it has required the economic operator to take.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(4)

N/A

The economic operator shall ensure that all appropriate corrective action
is taken in respect of all the products with digital elements concerned that
it has made available on the market throughout the Union.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(5)

N/A

Where the economic operator does not take adequate corrective action
within the period referred to in paragraph 1, second subparagraph, the
market surveillance authority shall take all appropriate provisional
measures to prohibit or restrict that product with digital elements from
being made available on its national market, to withdraw it from that
market or to recall it. That authority shall notify the Commission and the
other Member States, without delay, of those measures.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(6)

N/A

The information referred to in paragraph 5 shall include all available
details, in particular the data necessary for the identification of the non-
compliant product with digital elements, the origin of that product with
digital elements, the nature of the alleged non-compliance and the risk
involved, the nature and duration of the national measures taken and the
arguments put forward by the relevant economic operator. In particular,
the market surveillance authority shall indicate whether the non-

is due to one or more of the following:

Functional

No
Relationship

N/A

N/A

N/A

Article 54(6)(a)

N/A

afailure of the product with digital elements or of the processes put in
place by the manufacturer to meet the essential cybersecurity
set outin Annex

Functional

No
Relationship

N/A

N/A

N/A

Article 54(6)(b)

N/A

shortcomings in the harmonised standards, European cybersecurity
certification schemes or common specifications, as referred to in Article
27.

Functional

No
Relationship

N/A

N/A

N/A

Article 54(7)

N/A

The market surveillance authorities of the Member States other than the
market surveillance authority of the Member State initiating the procedure
shall without delay inform the Commission and the other Member States of
any measures adopted and of any additional information at their disposal
relating to the non-compliance of the product with digital elements
concerned, and, in the event of disagreement with the notified national
measure. of their obiection:

Functional

No
Relationship

N/A

N/A

N/A
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Where, within three months of receipt of the notification referred to in
paragraph 5 of this Article, no objection has been raised by either a
Member State or the Commission in respect of a provisional measure No
Article 54(8) N/A taken by a Member State, that measure shall be deemed to be justified. Functional | oo+ ionshi N/A N/A N/A [
This is without prejudice to the procedural rights of the economic operator

in h Article 18 of (EU) 2019/1020.

The market surveillance authorities of all Member States shall ensure that
N

appropriate restrictive measures are taken in respect of the product with RN o WA WA WA o

digital elements concerned, such as withdrawal of that product from their Relationship

market. without delav.

Union safeguard | N/A Eanetanal (o N/A N/A N/A o
procedure

Article 54(9) N/A

Article 55

Where, within three months of receipt of the notification referred to in
Article 54(5), objections are raised by a Member State against a measure
taken by another Member State, or where the Commission considers the
measure to be contrary to Union law, the Commission shall without delay
Article 55(1) A enter into consultation with the relevant Member State and the economic. | ¢ vy No o o o 0
operator or operators and shall evaluate the national measure. On the Relationship
basis of the reslts of that evaluation, the Commission shall decide
whether the national measure is justified or not within nine months from
the notification referred to in Article 54(5) and notify that decision to the
Member State concerned
If the national measure is considered to be justified, all Member States
shall take the measures necessary to ensure that the non-compliant
product with digita elements is withdrawn from their market, and shall RN No T T o o
inform the Commission accordingly. If the national measure is not Relationship
considered to be justified, the Member State concerned shall withdraw the
measure.
Where the national measure is considered to be justified and the non-
compliance of the product with digital elements is attributed to .
Article 55(3) N/A shortcomings in the harmonised standards, the Commission shall apply Functional | ¢ icnchip N/A N/A N/A [
the procedure provided for in Article 11 of Regulation (EU) No 1025/2012.

Article 55(2) N/A

Where the national measure is considered to be justified and the non-
compliance of the product with digital elements is attributed to
ina European rtification scheme as referred

No
Article 55(4) N/A toin Article 27, the Commission shall consider whether to amend or repeal | - Functional [ o o o N/A N/A N/A 0
any delegated act adopted pursuant to Article 27(9) that specifies the i
ion of ity that certification scheme.

Where the national measure is considered to be justified and the non-
compliance of the product with digital elements is attributed to

N
shortcomings in common specifications as referred to in Article 27, the Functional o . . o o
Commission shall consider whether to amend or repeal any implementing Relationship

act adopted pursuant to Article 27(2) setting out those common

Article 55(5) N/A

Procedure at Union level [N/A
concerning products with

No
Article 56 digital elements Functional A N/A N/A N/A o
Relationship
presenting a significant
risk

Where the Commission has sufficient reason to consider, including based
on information provided by ENISA, that a product with digital elements that
presents a significant cybersecurity risk does not comply with the
requirements laid down in this Regulation, it shall inform the relevant .
Article 56(1) N/A market surveillance authorities. Where the market surveiliance authorities | - Functional | g o N/A N/A N/A 0
carry out an evaluation of that product with digital elements that may

present a significant cybersecurity risk in respect of its compliance with
the requirements laid down in this Regulation, the procedures referred to in
Articles 54 and 55 shall apolv.

Where the Commission has sufficient reason to consider that a product
with digital elements presents a significant cybersecurity risk in light of non
technical risk factors, it shallinform the relevant market surveillance

thorities and, where h
or established pursuant to Article 8 of Directive (EU) 2022/2555 and
. No
Aticte 56(2) 0 cooperate with those authorities as necessary. The Commission shallalso | ¢ ooy No o o 0 o
consider the relevance of the identified risks for that product with digital Relationship

elements in view of its tasks regarding the Union level coordinated security
risk assessments of critical supply chains provided for in Article 22 of
Directive (EU) 2022/2555, and consult, as necessary, the Cooperation
Group established pursuant to Article 14 of Directive (EU) 2022/2555 and
ENISA.

In circumstances which justify an immediate intervention to preserve the
proper functioning of the internal market and where the Commission has
sufficient reason to consider that the product with digital elements referred
to in paragraph 1 remains non-compliant with the requirements laid down
in this Regulation and no effective measures have been taken by the .
Article 56(3) N/A relevant market surveillance authorities, the Commission shall carry out Functional | oo o ohip N/A N/A N/A 0
an evaluation of compliance and may request ENISA to provide an analysis

to support it. The Commission shall inform the relevant market
surveillance authorities accordingly. The relevant economic operators
shall cooperate with ENISA as necessary.

Based on the evaluation referred to in paragraph 3, the Commission may
decide that a corrective or restrictive measure is necessary at Union level. | ¢ oo No WA WA WA o
To that end, it shall without delay consult the Member States concerned Relationship
and the relevant economic operator or operators.

On the basis of the consultation referred to in paragraph 4 of this Article,
the Commission may adopt implementing acts to provide for corrective or
restrictive measures at Union level, including requiring the products with
digital elements concerned to be withdrawn Irom the market or recvalled, Enotional No N/A N/A N/A 0
within a reasonable period, commensurate with the nature of the risk. Relationship

Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 62(2).

Article 56(4) N/A

Article 56(5) N/A

The C shali icate the acts
referred to in paregraPh 5tothe retevarft economic operator or operators. I Na » B B R 0
Member States shall implement those implementing acts without delay Relationship
and shall inform the C

Paragraphs 3 to 6 shall be applicable for the duration of the exceptional
situation that justified the Commission’s intervention, provided that the No
Article 56(7) N/A product with digital elements concerned s not brought in compliance with | - Functional | g o N/A N/A N/A 3
this Regulation. 60/81 ELI: http://data.europa.eu/eli/reg/2024/2847/0j

Article 56(6) N/A

Compliant products with | N/A
digital elements which No

Article 57 ents ! Functional N/A N/A N/A )
present a significant Relationship
risk
The market surveillance authority of a Member State shall require an
operator to take all measures where, having
rf luati Article 54, it fi that althe h t No
Article 57(1) WA performed an ovaluation under Aricle 54, it finds thatalthough aproduct | ¢ WA WA WA o
with digital elements and the processes put in place by the manufacturer Relationship
are in compliance with this Regulation, they present a significant
risk as well as a risk to:
the health or safety of ; N
Article 57(1)(a) N/A @ health or safety of persons Functional No N/A N/A N/A 0
the compliance with obligations under Union or national law intended to ) No
Article 57(1)(b) N/A pliance with obligations under Union or nationat faw Functional N/A N/A N/A 0

protect rights:
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the i icity, integrity or confidentiality of services offered o
Article 57(1)(c) N/A using an electronic information system by essential entities as referred to Functional N/A N/A N/A o

in Article 3(1) of Directive (EU) 2022/2555; or Relationship

other aspects of public interest protection. The measures referred to in the
first subparagraph may include measures to ensure that the product with
digital elements concerned and the processes put in place by the No
Article 57(1)(d) N/A manufacturer no longer present the relevant risks when made available on | - Functional | oo o L N/A N/A N/A 0
the market, withdrawal from the market of the product with digital

elements concerned, or recalling of it, and shall be commensurate with the
nature of those risks.

The manufacturer or other relevant economic operators shall ensure that
corrective action is taken in respect of the products with digital elements -
Article 57(2) N/A concerned that they have made available on the market throughout the Functional | ¢ icnchip N/A N/A N/A 0
Union within the timeline established by the market surveillance authority

of the Member State referred to in paragraph 1.

The Member State shall immediately inform the Commission and the other
Member States about the measures taken pursuant to paragraph 1. That
information shallinclude all available details, in particular the data .
Article 57(3) N/A necessary for the identification of the products with digital elements. Functional | ¢ i N/A N/A N/A o
concerned, the origin and the supply chain of those products with digital

elements, the nature of the risk involved and the nature and duration of the
national measures taken.

The Commission shall without delay enter into consultation with the
Member States and the relevant economic operator and shall evaluate the

No
Article 57(4) N/A national measures taken. On the basis of the results of that evaluation, the [ Functional N/A N/A N/A 0
o € X Relationship
Commission shall decide whether the measure is justified or not and,
where necessarv. propose measures.
Article 57(5) WA The Commission shall address the decision referred to in paragraph 4 to Functional No WA WA WA N
the Member States.
Where the Commission has sufficient reason to consider, including based
on information provided by ENISA, that a product with digital elements,
although compliant with this Regulation, presents the risks referred to in .

Article 57(6) N/A paragraph 1 of this Article, it shall inform and may request the relevant Functional | ¢ iiehi N/A N/A N/A o
market surveillance authority or authorities to carry out an evaluation and

follow the procedures referred to in Article 54 and in paragraphs 1,2 and 3
of this Article.

In circumstances which justify an immediate intervention to preserve the
proper functioning of the internal market and where the Commission has
sufficient reason to consider that the product with digital elements referred
to in paragraph 6 continues to present the risks referred to in paragraph 1,
and no effective measures have been taken by the relevant national market o
Article 57(7) N/A surveillance authorities, the Commission shall carry out an evaluation of | Funetional. | ool N/A N/A N/A 0
the risks presented by that product with digital elements and may request

ENISA to provide an analysis to support that evaluation and shall inform
the relevant market surveillance authorities accordingly. The relevant
economic operators shall cooperate with

Based on the evaluation referred to in paragraph 7, the Commission may

Articte 576) A establish that a corrective or restrictive measure is necessary at Union Functionat No A A A o
level. To that end, it shall without delay conslt the Member States Relationship
concerned and the relevant economic operator ot operators.
Onthe basis of the consultation referred to in paragraph 8 of this Article,
the Commission may adopt implementing acts to decide on corrective or
restrictive measures at Union level, including requiring the products with
i N
Article 57(9) WA digial elements concerned to be withdrawn from the market, or recalied, | [ No A A A 0
within a reasonable period, commensurate with the nature of the risk. Relationship
Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 62(2).
The shall the acts
Articto 57010) A referred o in paragraph 9 to the relevant economic operator or operators. | [ No A A A o
Member States shall implement those implementing acts without delay Relationship
and shall inform the C i
Paragraphs 6 to 10 shall apply for the duration of the exceptional situation
Articto 57011) A that ustified the Commission’s intervention and for as long as the product | [ No A A A o
with digital elements concerned continues to present the risks referred to Relationship
in paragraph 1.
N/A N
Article 58 Formal non-compliance Functional ° N/A N/A N/A 0
Where the market surveillance authority of a Member State makes one of o
Article 58(1) N/A the following fincings, it shall require the relevant manufacturer toputan |~ Functional [ 49 N/A N/A N/A 0
end o the i cerned: e
the CE marking has been affixed in violation of Articles 28 and 30; N
Article 58(1)(a) N/A e CE marking has been affixed in violation of Articles 29 an Functional Ne N/A N/A N/A 0
the CE marking has not been affixed; N
Article 58(1)(b) N/A '@ CE marking has not been affixe Functional © N/A N/A N/A 0
the EU declaration of conformity has not been d ; N
Article 58(1)(c) N/A @ EU declaration of conlormity has not heen drawn up; Functional Ne N/A N/A N/A 0
the EU declaration of conformity has not been d ty; N
Articla 58(1)(c) WA e EU declaration of conformity has not been drawn up correctly: Functionatl o WA WA WA N
the identification number of the notified body which is involved in the o

Article 58(1)(e) N/A procedure, where applicable, has not been affixed; | ~ Functional Relationship N/A N/A N/A 0

the technical documentation is either not available or not complete. No

Article 58(1)(f) N/A Functional e N/A N/A N/A 0

Where the non-compliance referred to in paragraph 1 persists, the Member
State concerned shall take all appropriate measures to restrict or prohibit No
Article 58(2) N/A the product with digital slements from being made available on the market | - Functional | o ol N/A N/A N/A 3
orensure that it is recalled or withdrawn from the market.

It activiti f ket /)
Article 59 Joint activities of market | N/A Functional No N/A N/A N/A 0
surveillance authoriti

Market surveillance authorities may agree with other relevant authorities to
carry out joint activities aimed at ensuring cybersecurity and the protection

Articte 58(1) WA of consumers with respect to specific products with digital elements Functionat No A A A o
placed on the market or made available on the market, in particular Relationship
products with digital elements that are often found to present
risks.
The Commission or ENISA shall propose joint activities for checking
compliance with this Regulation to be conducted by market surveillance
Article 59(2) N/A based on or of potential non- Functional (% N/A N/A N/A 0
compliance across several Member States of products with digital Relationship
elements that fall within the scope of this Regulation with the requirements
laid down i this Regulation.
The market thorities and, where applicable, the
Commission, shall ensure that the agreement to carry out joint activities .
Article 59(3) N/A does not lead to unfair competition between economic operators and does |~ Functional N/A N/A N/A )

Relationship
not negatively affect the objectivity, independence and impartiality of the

parties to the agreement.
Amarket surveillance authority may use any information obtained as a o

Article 59(4) N/A result of the joint activities carried out as part of any investigation that it Functional Relationship N/A N/A N/A 0

The market surveillance authority concerned and, where applicable, the -

Article 59(5) N/A Commission, shall make the agreement on joint activities, including the Functional Relationshi N/A N/A N/A J
names of the parties involved, available to the public. P
Article 60 Sweeps NA Functional No N/A N/A N/A J
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Relationship
Market ithe shall conduct
control actions (sweeps) of particular products with digital elements or
g the f to check to detect i k< " No
Article 60(1) N/A ereot to chec! orto detect © | Functional - N/A N/A N/A 4
this Regulation. Those sweeps may include inspections of products with Relationship
digital elements acquired under a cover identity.
Unless otherwise agreed upon by the market surveillance authorities
involved, sweeps shall be by the Commission. The i No
Article 60(2) N/A of the sweep shall, where appropriate, make the aggregated results Functional N/A N/A N/A ]
© Relationship
publicly available. 62/81 ELI: urop:
Where, in the performance of its tasks, including based on the notifications
N
Artiole 60(3) o received pursuant to Articte 14(1) and (), for a sweep to the coordinator RN o WA WA WA o
referred to in paragraph 2 of this Article for the consideration of the market Relationship
surveillance authoriti
When conducting sweeps, the market surveillance authorities involved No
Article 60(4) N/A may use the investigation powers set outin Articles 52 to 58 and any other | Functional | o N/A N/A N/A 0
powers conferred upon them by national law. D
Market il ithorities may invite C ission officials, and other
N
Article 60(5) o accompanying persons authorised by the Commission, to participate in RN o T T o o
sweeps. CHAPTER VI DELEGATED POWERS AND COMMITTEE PROCEDURE Relationship
N/A N
Article 61 Exercise of the delegation Functional © N/A N/A N/A o
Article 61(1) NA The power(ovadup( delegated acts is conferred on the Commission subject o No N/A N/A N/A 0
to the conditions laid down in this Article.
The power to adopt delegated acts referred to in Article 2(5), second
subparagraph, Article 7(3), Article 8(1) and (2), Article 13(8), fourth
subparagraph, Article 14(9), Article 25, Article 27(9), Article 28(5) and
Article 31(5) shall be conferred on the Commission for a period of five
. N
Article 612) o years from 10 December 2024. The Commission shall draw up a report in RN o T T o o
respect of the delegation of power not later than nine months before the Relationship

end of the five-year period. The delegation of power shall be tacitly
extended for periods of an identical duration, unless the European
Parliament or the Council opposes such extension not later than three
months before the end of each period.

The delegation of power referred to in Article 2(5), second subparagraph,
Article 7(3), Article 8(1) and (2), Article 13(8), fourth subparagraph, Article
14(9), Article 25, Article 27(9), Article 28(5) and Article 31(5) may be
revoked at any time by the European Parliament or by the Council. A o
Article 61(3) N/A decision to revoke shall put an end to the delegation of the power specified | Functional. | oo/ N/A N/A N/A 0
in that decision. It shall take effect the day following the publication of the

decision in the Official Journal of the European Union or at a later date
specified therein. It shall not affect the validity of any delegated acts
alreadvin force.

Before adopting a delegated act, the Commission shall consult experts

Article1(4) WA designated by each Member State in accordance with principles laid down | o oo No WA WA WA o
in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making. Relationship
Article 1(5) WA As soon as it adopts a delegated act, the Commission shall notify it Functional No WA WA WA N
to the European P: and to the Council.

A delegated act adopted pursuant to Article 2(5), second subparagraph,
Article 7(3), Article 8(1) or (2), Article 13(8), fourth subparagraph, Article
14(9), Article 25, Article 27(9), Article 28(5) or Article 31(5) shall enter into
force only if no objection has been expressed either by the European
Parliament or by the Council within a period of two months of notification .
Article 61(6) N/A of that act to the European Partiament and to the Councilor i, before the | Functional. | o 0o N/A N/A N/A 0
expiry of that period, the European Parliament and the Council have both

informed the Commission that they will not object. That period shall be
extended by two months at the initiative of the European Parliament or of
the Council.

N/A N
Article 62 Committee procedure Functional e N/A N/A N/A 0

The Commission shall be assisted by a committee. That committee shall ®

Article 62(1) N/A be a committee within the meaning of Regulation (EU) No 182/2011. Functional | o hip N/A N/A N/A 0

Where reference is made to this paragraph, Article 5 of Regulation (EU) No No

Article 62(2) N/A Functional N/A N/A N/A 0
182/2011 shall apply.
Where the opinion of the committee is to be obtained by written procedure,
that procedure shall be terminated without result when, within the time- No

Article 62(3) N/A timit for detivery of the opinion, the chair of the committee so docides ora | Functional | o\ o N/A N/A N/A 0
committee member so requests. CHAPTER Vil CONFIDENTIALITY AND
PENALTIES

Article 63 Confidentiality NA Functional No N/A N/A N/A 0

All parties involved in the application of this Regulation shall respect the -
Article 63(1) N/A confidentiaity of information and data obtained in carrying out theirtasks | - Functional | o\ c 1 N/A N/A N/A 3
and activities in such a manner as to protect, in particular:

intellectual property rights and confidential business information or trade

N

Articte 63(1)) WA secrets of a natural or legal person, including source code, except the Functionat No WA WA WA o
cases referred to in Article 5 of Directive (EU) 2016/943 of the European Relationship
Parliament and of the Council (37):

ticto 83(1)0) A the effective implementation of this Regulation, in particular for the Fonctionat No A A A .
purposes of or audits:

blic and national security interests; N

Article 63(1)(c) N/A public and national security interests Functional No- N/A N/A N/A 0
integrity of criminal or administrative proceedings. N No

Article 63(1)(d) N/A Integrity of crimil inistrative p ing Functional N/A N/A N/A 0
Without prejudice to paragraph 1, information exchanged on a confidential
basis between the market surveillance authorities and between market o

Article 63(2) N/A thorities and the Commission shall not be disclosed Functional | e N/A N/A N/A )

without the prior agreement of the originating market surveillance J
authority.

Paragraphs 1 and 2 shall not affect the rights and obligations of the
Commission, Member States and notified bodies with regard to the No
Article 63(3) N/A exchange of information and the dissemination of warnings, nor the Functional | g hip N/A N/A N/A o
obligations of the persons concerned to provide information under criminal

law of the Member States.

The Commission and Member States may exchange, where necessary,

iti f it ith rel 't authoriti f thi it ith which N
Articte 63(4) R sensitive information with relevant authorities o ird countries with whicl I No B B R 0
they have concluded bilateral or multilateral confidentiality arrangements. Relationship
an adeauate level of protection
N/A N
Article 64 Penalties Functional - N/A N/A N/A o

Member States shall lay down the rules on penalties applicable to
infringements of this Regulation and shall take all measures necessary to
ensure that they are implemented. The penalties provided for shall be No
Article 64(1) N/A effective, proportionate and dissuasive. Member States shall, without Functional | oo o chip N/A N/A N/A 0
delay, notify the Commission of those rules and measures and shall notify

it, without delay, of any subsequent amendment affecting them.

N with the essential setoutin
Annex | and the obligations set out in Articles 13 and 14 shall be subject to -
Article 64(2) N/A administrative fines of up to EUR 15 000 000 or, if the offender is an Functional | ¢\ ionship N/A N/A N/A 0
undertaking, up to 2,5 % of the its total worldwide annual turnover for the

preceding financial vear. whichever is higher.
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Non-compliance with the obligations set out in Articles 18 to 23, Article 28,
Article 30(1) to (4), Article 31(1) to (4), Article 32(1), (2) and (3), Article
33(5), and Artcles 39, 41, 47, 49 and 53 shall be subject to administrative | ¢ oo No WA WA WA o
fines of up to EUR 10 000 000 or, if the offender is an undertaking, up to 2 % Relationship
ofits total worldwide annual turnover for the preceding financial year,
whichever is higher.

The supply of incorrect, incomplete or misleading information to notified
bodies and market surveillance authorities in reply to a request shall be
subject to administrative fines of up to EUR 5 000 000 or, if the offender is
an undertaking, up to 1 % of its total worldwide annual turnover for the
preceding financial year, whichever is higher. (37) Directive (EV) 2016/943 | ¢ o No o o o 0
of the European Parliament and of the Council of 8 June 2016 on the Relationship

protection of undisclosed know-how and business information (trade
secrets) against their unlawful acquisition, use and disclosure (OJ L 157,
15.6.2016, p. 1). 64/81 ELI: http:/data.europa.eu/eli/reg/2024/2847/0j

Article 64(3) N/A

Article 64(4) N/A

When deciding on the amount of the administrative fine in each individual

case, all relevant circumstances of the specific situation shall be taken Functional No B NIA N/A 0

Article 64(5) N/A
into account and due regard shall be given to the following: Relationship

the nature, gravity and duration of the infringement and of its No

Article 64(5)(a) N/A Functional N/A N/A N/A 0

whether administrative fines have been already applied by the same or No

Article 64(5)(b) N/A other market surveillance authorities to the same economic operator fora | Functional N/A N/A N/A [
Relationship

similar i
the size, in particular with regard to microenterprises and small and o
Article 64(5)(c) N/A medium sized-onterprises, including start-ups, and the market share of the | Functional | . 19 N/A N/A N/A 0
‘economic operator the i P
Market survei thorities that apply v fines shall
N
Artclo 64(6) WA communicate that application to the market surveillance authorities of Functional o A A WA o
other Member States through the information and communication system Relationship
referred to in Article 34 of Regulation (EU) 2019/1020.
Each Member State shall lay down rules on whether and to what extent o
Article 64(7) N/A administrative fines may be imposed on public authorities and public Functional | oo N/A N/A N/A 0
bodies established in that Member State. 2
Depending on the legal system of the Member States, the rules on
administrative fines may be applied in such a manner that the fines are
Articte 64(8) WA imposed by competent national courts or other bodies according to the Functionat No A A A o
competences established at national level i those Member States. The Relationship
application of such rules in those Member States shall have an equivalent
effect.
Administrative fines may be imposed, depending on the circumstances of
Aricte 64(5) A each individual case, in addition to any other corrective or restrictive Functionat No A A A o
measures applied by the market surveillance authorities for the same Relationship
articto 64010) A By way of derogation from paragraphs 3 t0 9, the administrative ines Functionat No A A A o
referred to i those shall not apply to the following:
that qualify as or small ises with o
Article 64(10)(a) N/A regard to any failure to meet the deadline referred to n Article 14(2), point | Functional [ "9 N/A N/A N/A )
(). or Article 14(4). point (a): i
articte S4(1015) A any infringement of this Regulation by open-source software stewards. Functional No A A A .
Directive (EU) 2020/1628 shall apply to the representative actions brought
tinfri tsb tors of provisions of th N
Article 65 Representative actions | 22215t Inffingoments by economic operators of provisions of this Functional © N/A N/A N/A )
Regulation that harm, or may harm, the collective interests of consumers. Relationship
CHAPTER VIll TRANSITIONAL AND FINAL PROVISIONS
In Annex | to Regulation (EU) 2019/1020, the following point is added: 72.
Regulation (EU) 2024/2847 of the European Parliament and of the Council
Amendment to (C;. *) rteguzx;noan (iu; 2223'23:7 ofthe Elun;pean Partiament and of (f'\e "
Aicto 66 Regulation (0) ouncil of 23 October 2024 on horizontal cybersecurity requirements for | oo No WA WA WA o
20191020 products with digital elements and amending Regulations (EU) No Relationship
168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (OJ L, 2024/2847, 20.11.2024, ELI: hitp://data.
In Annex | to Directive (EU) 2020/1828, the following point is added: ‘69.
Regulation (EU) 2024/2847 of the European Parliament and of the Council
(). (*) Regulation (EU) 2024/2847 of the European Parliament and of the
Amendment to Directi N
Aicto 67 mendment to Directive |Councilof 23 October 2024 on horizontal cybersecurity equirements for | Lo No WA WA A o
(EU)2020/1828 [ products with digital elements and amending Regulations (EU) No Relationship
168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (OJ L, 2024/2847, 20.11.2024, ELI: hitp://data.
InPart C1, in the table, of Annex Il to Regulation (EU) No 168/2013 of the,
Amendmentto g Parliament and of the Council (38), the following entry is added: N
Article 68 Regulation (EU) No | European Parliament and of the Council (38), the following entry is added:* | ¢ yiooy © N/A N/A N/A 0
1618 protection of vehicle against x x xxx X X X X XXX x X cyberattacks " Relationship
168/2013
N/A N
Article 69 Transitional provisions Functional ° N/A N/A N/A 0
EU type-examination certificates and approval decisions issued regarding
cybersecurity requirements for products with digital elements that are
subject to Union harmonisation legistation other than this Regulation shall o

Article 69(1) N/A remain valid until 11 June 2028, unless they expire before that date, or Functional | oo ionshi N/A N/A N/A 0
unless otherwise specified in such other Union harmonisation legislation, 2
inwhich case they shall remain valid as referred to in that legislation.

Products with digital elements that have been placed on the market before

Article 69(2) A 11 December 2027 shall be subject to the requirements set out in this Functionat No A A A o
Regulation only if, from that date, those products are subject to a Relationship
modification.
By way of derogation from paragraph 2 of this Article, the obligations laid
Article 69(3) A downin At 14 shall apply to al products with digital elements thatfall | o No A A A o
within the scope of this Regulation that have been placed on the market Relationship
before 11 December 2027.
N/A ) No
Article 70 Evaluation and review Functional N/A N/A N/A 0
By 11 December 2030 and every four years thereafter, the Commission
hall it rt the luati f this Re lati to the N
Articte 7001) WA shall submit a eport o tho evaluation and review of this Regulation tothe | o No WA WA WA o
European Parliament and to the Council. Those reports shall be made Relationship
public.
By 11 September 2028, the Commission shall, after consulting ENISA and
the CSIRTs network, submit a report to the European Parliament and to the
Council, assessing the effectiveness of the single reporting platform set
it in Article 16, Ul as the t of the licati f thi N No
Article 70(2) N/A outin Article 16, as well as the impact of the application of the Functional N/A N/A N/A 4
cybersecurity-related grounds referred to Article 16(2) by the CSIRTs Relationship
as onthe of the single reporting
platform as regards the timely dissemination of received notifications to
other relevant CSIRTs.
Entry into f d [N N
Article 71 ntry into force an Functional o N/A N/A N/A 0
This Regulation shall enter into force on the twentieth day following that of
its publication i the Official Journal of the European Union. (38)
Re lati EU) No 168/2013 of the Ei Parli it f the No
Article 71(1) N/A egulation (EU) No 168/2013 of the European Parliament and of the Functional N/A N/A N/A 0
Council of 15 January 2013 on the approval and market surveillance of two- Relationship
or three-wheel vehicles and quadrioycles (OJ L 60, 2.3.2013, p. 52). 66/81
ELL: uropa.eu/eli
This Regulation shall apply from 11 December 2027. However, Article 14
N
Artcle 71(2) WA shall apply from 11 September 2026 and Chapter IV (Artcles 35 o 51) Functional No WA WA WA o
shall apply from 11 June 2026, This Regulation shall be binding n its Relationship
entirety and directly in all Member States.
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