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Annex Essential Oyberseourity | N/A Functional N/A N/A N/A )
Cybersecurity N/A
requirements relating to No
Annex|, Part] the properties of Functional N/A N/A N/A 0
Relationship
products with digital
elements
Products with digital elements shall be designed, developed and produced Mechanisms exist to design and implement product management
in such a way that they ensure an appropriate level of cybersecurity based processes to proactively govern the design, development and
ontherisks. of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annexl, Part1(1) N/A Functional | SubsetOf | ProductManagement | TDA-01.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Products with digital elements shall be designed, developed and produced roducts With Digal vt to catogorize applicable socurity and resiiency
Annexl, Part (1) N/A in such a way that they ensure an appropriate level of cybersecurity based | Functional | Intersects With TDA-02.12 A 5
Elements requirements for products and/or services with digital elements.
on the risks.
Annex |, Part1(2) NA On the basis of the cybersecurity risk ES_SESS_"jem referred to in Article Functional Subset Of Information Assurance 1A0-01 Mechanisms exist to .Vacll\la(e the implementation of security, 10
13(2) and where applicable. products with digital elements shall: (1A) Operation: and resilience and controls.
Onthe basis of the cybersecurity risk assessment referred to in Article
exist to conduct for:
13(2) and where applicable, products with digital elements shall: (1 Statutory, regulatony and contractual comptiance obligations:
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., loT, OT, etc.);
Annexl, Part1(2) N/A Functional | Intersects With 1A0-022 |(7) i 5
(8) Malicious code;
(9) Insider threats;
(10) Performanceload testing;
(11) Artficial Intelligence and (AAT); andlor
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
andor resilience
be made available on the market without known exploitable Maware Testing Priorto Mechanisms exist to utilize at least one(1) malware detection tool to
Annex |, Part1(2)(a) N/A vulnerabilities; Functional | Intersects With o TDA-01.3 |identify if any known malware exists in the final binaries of the product 5
or security update.
be made available on the market without known exploitable Mechanisms exist to design, develop and produce Technology Assets,
vulnerabilities; Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
Annex|, PartI(2)(a) N/A Functional |Intersects With|  (MVP) Security TDA02  [technical and functional specifications ensure Minimum Viable 5
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
be made available on the market without known exploitable Miimizing Attack Mechanisms exist to minimize the attack surface of Technology Assets,
Annex, Part I(2)(a) N/A wulnerabilities; Functional | Intersects With o TDA-02.8 |Applications and/or Services (TAAS) by reasonably mitigating known 8
be made available on the market with a seoure by default configuration, Mechanisms exis to ensure vendors / manufacturers:
unless otherwise agreed between manufacturer and business user in pro Established Secure (1) Deliver the Technology Asset, Application and/or Service (TAAS) with
Annexl, Part 1(2)(b) N/A relation to a tailor-made product with digital elements, including the Functional | Intersects witn| ™" o0 SIS TDA-02.4 |api and 8
possibility to reset the product to its original state; (2) Use the pre-established, secure configuration as the default for any
TAAS or upgrade.
ensure that vulnerabilities can be addressed through security updates,
including, where applicable, through automatic security updates that are Mechanisms exist to deliver security updates to Technology Assets,
Annex, Part(2)e) WA installed within an i bled as a defauit sotting, Functional. | intersects witn | OPECINE Product Security| L | Applications and/or Services (TAAS), where applicable, through: R
with a clear and easy opt-out through the Support (1) Automatic updates; and
of available updates to users, and the option to temporarily postpone (2) Notification of available updates to affected users.
them:
ensure protsction from unauthorised access by appropriats control , Mechanisms exist to minimize the attack surface of Technology Assets,
Annex|, Part I(2)(d) N/A mechanisms, including but not limited to authentication, identity or access | ¢\ ional | intersects with| 1 mimizing Attack TDA-02.8 |Applications and/or Services (TAAS) by reasonably mitigating known 5
management systems, and report on possible unauthorised acoess; Surfaces
exploitable vulnerabilities.
protect the confidentiality of stored, transmitted or otherwise processed Mechanisms exis to design, develop and produce Technology Assets,
data, personal or other, such as by encrypting relevant data at rest or in Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
Annex |, PartI(2)(e) N/A transit by state of the art mechanisms, and by using other technical Functional |IntersectsWith|  (MVP) Security TDA-02 | technical and functional specifications ensure Minimum Viable 5
means; Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
protect the confidentiality of stored, transmitted or otherwise processed Mechanisms exist to ensure vendors / manufacturers:
data, personal or other, such as by encrypting relevant data at rest or in pro-Established Secure (1) Deliver the Technology Asset, Application and/or Service (TAAS) with
Annex |, Part I(2)(e) N/A transit by state of the art mechanisms, and by using other technical Functional | Intersects with | " ZAERE TDA-02.4 |ap i and 5
means; (2) Use the pre-established, secure configuration as the default for any
TAAS or upgrade.
protect the confidentiality of stored, transmitted or otherwise processed
" > Secure Software : .
Annext, PartI2)e) A data, personal or other, such a5 by encrypting elevant data at rest or in Functional | Intersects With| Devetopment Practices |  Toa0g | Mechanisms exst o develop applications based on Secure Software R
transit by state of the art mechanisms, and by using other technical pleing Development Practices (SSDP).
means:
protect the integrity of stored, transmitted or otherwise processed data, Mechanisms exist to design, develop and produce Technology Assets,
personal or other, commands, programs and configuration against any Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
Annex |, Part 1(2)(f) N/A ion or modification not authorised by the user, and report on Functional |IntersectsWith|  (MVP) Security TDA-02 | technical and functional specifications ensure Minimum Viable 5
corruptions; Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
protect the integrity of stored, transmitted or otherwise processed data, Mechanisms exist to ensure vendors / manufacturers:
personal or other, commands, programs and configuration against any pro-Established Secure (1) Deliver the Technology Asset, Application and/or Service (TAAS) with
Annex|, Part 1(2)(f) N/A or modi not authorised by the user, and report on Functional | Intersectswith | " ZERE TDA-02.4 |ap and 5
corruptions; (2) Use the pre-established, secure configuration as the default for any
TAAS or upgrade.
protect the integrity of stored, transmitted or otherwise processed data, Sooura Software ]
Anex, Part 121 A personal or other, commands, programs and configuration againt any Functional | Intersects With| Devetopmens Practices | Toa-0g | Mechanisms exst o develop applications based on Secre Software s
or not authorised by the user, and report on s30P) Development Practices (SSDP).
process only data, personal or other, that are adequate, relevant and exist to design and product
limited to what is necessary in relation to the intended purpose of the processes to proactively govern the design, development and
product with digital elements (data minimisation); of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annex |, Part I(2)(g) N/A Functional Intersects With Product Management TDA-01.1 (1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
process only data, personal or other, that are adequate, relevant and Mechanisms exist to limit the collection, receiving, processing, storage,
Annex ), Part2)g) WA limited to what is necessary in relation to the intendied purpose of the Functional | Interssots with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal o Persanal Data (PD) .
product with digital elements (data minimisation); Practices to consumer for whatis necessary
and i
protect the availability of essential and basic functions, also after an Mechanisms exist to design and implement product management
incident, including through resilience and mitigation measures against processes to proactively govern the design, development and
denial-of-service attacks; ion of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annex 1, Part (2)(h) N/A Functional | SubsetOf | ProductManagement | TDA-01.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
protect the availability of essential and basic functions, also after an Secure Software Meshanisms existto develop applications based on Secure Software
Annex |, Part I(2)(h) N/A incident, including through resilience and mitigation measures against Functional | Intersects With| Development Practices | TDA-06 8

denial-of-service attacks:

(SSDP)

Development Practices (SSDP).
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minimise the negative impact by the products themselves or connected Mechanisms exist to design and implement product management
devices on the availability of services provided by other devices or processes to proactively govern the design, development and
networks; ion of Assets, Applications and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annex, Part 1(2)() N/A Functional | SubsetOf | ProductManagement | TDA-0T.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
the negat t by the products themsel ted Secure Softw
rinimise the negatie mpact by e produdts themselus or connecte eoure Software Mechanisms exist to develop applications based on Secure Software
Annex, Part 1(2)() N/A devices on the availability of services provided by other devices or Functional |Intersects With| Development Practices | TDA-06 8
Development Practices (SSDP).
networks: (SSDP)
be designed, developed and produced to limit attack surfaces, including Mechanisms exist to design and implement product management
external interfaces; processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annex, Part 1(2)() N/A Functional | SubsetOf | ProductManagement | TDA-0T.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
be designed, developed and produced to limit attack surfaces, includi Secure Soft o
© designed, developed and produced to limit attack surfaces, including oure Software Mechanisms exist to develop applications based on Secure Software
Annex, Part 1(2)() N/A external interfaces; Functional |Intersects With| Development Practices | TDA-06 8
Development Practices (SSDP).
(SSDP)
be designed, developed and produced to reduce the impact of an incident Mechanisms exist to design and implement product management
using mitigation and processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
Annex , Part 1(2)(k) N/A Functional | SubsetOf | ProductManagement | TDA-0T.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
be designed, developed and produced to reduce th tof dent Secure Softw
© designed, developed and produced fo reduce the Impact of an inclden eoure Software Mechanisms exist to develop applications based on Secure Software
Annex , Part (2)(k) N/A using mitigation and Functional | Intersects With| Development Practices | TDA-06 8
Development Practices (SSDP).
(SSDP)
provide security related information by recording and monitoring relevant Mechanisms exist to deliver security updates to Technology Assets,
Anext, Part12)0) WA internal activity, including the access to or modification of data, semvicesor | ¢ oo | | Ongoing Product Security| 1 o |Applications and/or Services (TAAS), where applicable, through: s
functions, with an opt-out mechanism for the user; Support (1) Automatic updates; and
@ of available updates to affected users.
provide the possibility for users to securely and easily remove on a exist to design and product
permanent basis all data and settings and, where such data can be processes to proactively govern the design, development and
transferred to other products or systems, ensure that this is done in a of Assets, and/or Services (TAAS)
secure manner. across the System Development Life Cycle (SDLC) to:
Annex, Part 1(2)(m) N/A Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Manufacturers of products with digital elements shall:
Ao, Part Vulnerability handling | 2"facturers of products with digital elements sha runctional | subsetor | StatutonRegulatory& | |Mechanisms existto facilitate the identification and implementation of 0
requirements Contractual Compliance relevant statutory, regulatory and contractual controls.
identify and document vulnerabilities and components contained in existto design and i product
products with digital elements, including by drawing up a software bill of processes to proactively govern the design, development and
materials in a commonly used and machine-readable format covering at ion of Assets, and/or Services (TAAS)
the very least the top-level dependencies of the products; across the System Development Life Cycle (SDLC) to:
Annex 1, Part 1i(1) N/A Functional | SubsetOf | ProductManagement | TDA-OT.1 |(1)Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
identify and document vulnerabilities and components contained in Mechanisms exist to generate, or obtain, a Software Bill of Materials
Anex, Partiit) WA products with digital eements, including by crawing up a software billof | ¢ Software Bil of Matertals | xo ) o (SBOM) for Technology Assets, Applications and/or Services (TAAS) .
materials in a commonly used and machine-readable format covering at (sBOM) that lists software packages in se, including versions and applicable
the very least the top-level of the products: licenses.
n ’:“’"""d‘““"e 'I‘Sks ':l?l"jd“’ f’[:"‘f;sl"‘”'" d‘f‘?' Elz’“"‘"‘s'd““'ess N Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
and remediate vulnerabilities without delay, including by providing securi .
Annex|, Part (2) N/A 2 " . including by p! 8 Y| Functional |Intersects With| Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5
updates; where technically feasible, new security updates shall be o !
Development similar process, to identify and remediate flaws during development.
brovided separately from updates:
in relation to the risks posed to products with digital elements, address exist to design and product
and remediate vulnerabilities without delay, including by providing security processes to proactively govern the design, development and
updates; where technically feasible, new security updates shall be of Assets, and/or Services (TAAS)
provided separately from functionality updates; across the System Development Life Cycle (SDLC) to:
Annex, Part 11(2) N/A Functional |Intersects With| Product Management | TDA-01.1 |(1) Improve functionality; 5
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
in relation to the risks posed to products with digital elements, address Mechanisms exist to deliver security updates to Technology Assets,
it idi i o Product Securit Applications and/or S TAAS), wh licable, through:
Annext, Partli2) A and remediate vulnerabilties without delay, inoluding by providing security | ¢l | Ongoing Product Security | 1 o o [Applications and/or Services (TAAS), where applicable, throug R
updates; where technically feasible, new security updates shall be Support (1) Automatic updates; and
brovided separately from updates: @ of available updates to affected users.
in relation to the risks posed to products with digital elements, address
it idi i Vulnerabilit te that \yidentified,
Annext, Partli2) A and remediate vulnerabilties without delay,including by providing security | ol utnerability VPr02 exist to ensure are properly identifie R
updates; where technically feasible, new security updates shall be Remediation Process tracked and remediated.
brovided separately from updates:
ly effecti lar test: f the ity of the t Inf it A Mech: ist to facilitate the 1 tatic f ity,
Amex , Partii3) A apply effective and regular tosts and reviews of the security ofthe product | o T T information Assurance | Mechanisms exist to faciliate the implementation of securiy, o
with digital elements: (1A) Operation and resilience and controls.
ap‘[.I)"Lydeﬂ‘e::n\l/e and:egular(es(s and reviews of the security of the product it to conduct or
with digital elements; (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.., loT, OT, etc.);
Annex 1, Part 11(3) N/A Functional | Intersects With 1n0-022 |(7) i 5
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
ly effecti lar test: f the ity of the t
e a”dl'e_g” ar tests and reviews of the security of the product Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
Annex |, Part 11(3) N/A with digital elements; Functional |Intersects With| ~ Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5
Development similar process, to identify and remediate flaws during development.
apply effective and regular tests and reviews of the security of the product Mechanisms exist to deliver security updates to Technology Assets,
5 ing P t ity Applicati I/ TAA h i le, the
Annex |, Part 11(3) N/A with digital elements; Functional | Intersects Wit | O"E0IN Product Security | o, o | Applications and/or Services (TAAS), where applicable, throug 5

Support

(1) Automatic updates; and
(2) Notif of available updates to affected users.

Secure Controls Framework (SCF)




NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

Focal Documen

U - European Union Cyber Res
lex.europ: L

Focal
Published STRM URI

SCF Control

leg TXT/HTML/2uri=OJ:|

Secure Controls Framework (SCF)
Control Descri

E nce Act - Annex | (2024)

_202402847#anx_|

once a security update has been made available, share and publicly
disclose about fixed includinga of
the vulnerabilities, information allowing users to identify the product with
digital elements affected, the impacts of the vulnerabilities, their severity
and clear and accessible information helping users to remediate the

Ongoing Product Security

Mechanisms exist to deliver security updates to Technology Assets,
Applications and/or Services (TAAS), where applicable, through:

made product with digital elements, free of charge, accompanied by
advisory messages providing users with the relevant information, including
on potential action to be taken.

Support

Annex 1, Part lI(4) N/A Functional ~ |Intersects With TDA-02.9
Vulnerabilities; in duly justified cases, where manufacturers consider the Support (1) Automatic updates; and
security risks of publication to outweigh the security benefits, they may (2) Notification of available updates to affected users.
delay making public information regarding a fixed vulnerability until after
users have been given the possibility to apply the relevant patch;
putin place and enforce a policy on coordinated vulnerability disolosure; Mechanisms exist to deliver security updates to Technology Assets,
Amnos,Parti(5) A cunctional | intersacts wi | ONEOIE Product Security | | Applications and/or Services (TAAS), where applicable, through:
Support (1) Automatic updates; and
(2) Notification of available undates to affected users.
putin place and enforce a policy on coordinated vulnerability disclosure; exist to disclose about to
relevant stakeholders, including:
(1) A description of the vulnerability(ies);
Disclosure of >
Annex |, Part lI(5) N/A Functional | Intersects With | "5 0948 50 TDA-02.11 |(2) Affected product(s) and/or service(s);
(3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate th
take measures to facilitate the sharing of information about potential Mochanisms exist to deliver security updates to Technology Asees,
vutnerabilities in their product with digital elements as well as in third- Ongoing Product Security Applications and/or Services (TAAS), where applicable, through:
Annex |, Part lI(6) N/A party components contained in that product, including by providing a Functional ~ [Intersects With TDA02.9
Support (1) Automatic updates; and
contact address for the reporting of the vulnerabilties discovered in the 2) Notifeation of sverlable updates to affested users.
product with digital elements:
take measures to facilitate the sharing of information about potential existto disclose about ties to
Vulnerabilities in their product with digital elements as well as in third- relevant stakeholders, including:
party components contained in that product, including by providing a Disclosure of (1) Adescription of the vulnerability(ies);
Annex 1, Part Ii(6) N/A contact address for the reporting of the vulnerabilities discovered in the Functional | Intersects With | "% 9419 % TDA-02.11  |(2) Affected product(s) and/or service(s);
product with digital elements; (3) Potential impact of the vulnerability(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate the i
provide for mechanisms to securely distribute updates for products with Mechanisms exist to deliver security updates to Technology Assets,
Ano, Partii() A digital elements to ensure that vulnerabilities are fixed or mitigated in a Functional. | ntersects wis| O"EOIME Product Security | - | Applications and/or Services (TAAS), where applicable, through:
timely manner and, where applicable for security updates, in an automatic Support (1) Automatic updates; and
manner: @ of available updates to affected users.
ensure that, where security updates are available to address identified
security issues, they are disseminated without delay and, unless otherwise Mechanisms exist to deliver security updates to Technology Assets,
Annext, Part @) A agreed between a manufacturer and a business user inrelation toatailor- | | - | Ongoing Product Securty| o | Applications and/or Services (TAAS), where applicable, through:

(1) Automatic updates; and
(2) Notification of available updates to affected users.
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