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Annex 1 Essential Cybersecurity  |N/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
Security Requirements  (N/A
Relating To The Properties .
Annex 1.1 e wit e Functional | No Relationship NA NA NA ) INo applicable SCF control
Elements
Products with digital elements shall be designed, developed and produced in such a way Mechanisms exist to design, develop and produce Technology Assets,
[that they ensure an appropriate level of cybersecurity based on the risks; Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
Annex 11(1) NA Functional Subset Of MVP) Security DAz [and functional specifications ensure Minimum Viable Product (MVP) criteria 10
Requirements lestablish an appropriate level of security and resiliency based on applicable
fisks and threats,
Products with digital elements shall be delivered Without any Known exploitable Mechanisms exist to minimize the attack surface of Technology ASSets,
Annex 1.1(2) N/A [vulnerabilities; Functional Equal Minimizing Attack Surfaces | TDA-02.8 [Applications and/or Services (TAAS) by reasonably mitigating known 10
lexploitable vulnerabilities.
[On the basis of the risk assessment referred to In Article 10(2) and where appIicable,
Annex 11(3) NA Ioroducts with il clomente shal Functional | No Relationship NA NA NA 0 INo applicable SCF control
lbe delivered with a secure by default configuration, including the possibility to reset the Mechanisms exist to ensure vendors / manufacturs
lproduct to its original state; (1) Deliver the Technology Asset, Appliction andlor Sevice (TAAS) with a
Pre-Established Secure
Annex 1.1(3)(a) NA Functional Subset Of hguretione " TDA024 5 e the pre-cutablehed, seure configuration 3 the defaut fo any 10
lsubsequent TAAS reinstallation or upgra
[ensure protection from unauthorised access by appropriate contral mechanisms, including Mechanisms exist to design, develop and produce Technology Assets,
lout not limited to authentication, identity or access management systems; Minimurm Viable Product |Applications andlor Services (TAAS) in such a way that risk-based technical
Annex 1.1(3)(b) NA Functional | Intersects With MVP) Security TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria s
Requirements lestablish an appropriate level of security and resiliency based on applicable
fisks and threats,
[protect the confidentiallty of stored, transmitted or otherwise processed data, personal or Mechanisms exist to design, develop and produce Technology Assets,
lother, such as by encrypting relevant data at rest or in transit by state of the art Minimum Viable Product IApplications and/or Services (TAAS) in such a way that risk-based technical
Annex 11(3)(c) NA Imechanisms; Functional | Intersects With (MVP) Securty ToA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria s
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats,
proect the ntearty oftored, transmitted or therwise processed data, personal or other Mechanisms exist to design, develop and produce Technology Assets,
mmands, programs and against Minimum Viable Product |Applications andor Services (TAAS) in such a way that risk-based technical
Annex 1.1(3)(d) NA Cithorised by the user, as well 25 report on corruptions. Functional | Intersects With (MVP) Securty TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria s
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats,
[process only data, personal or other, that are adequate, relevant and limited to What is Mechanisms exist to protect sensitive/regulated data wherever Tt 1s
Annex 1.1(3)(e) NA Inecessary in relation to the intended use of the product (‘minimisation of data’); Functional Subsetof | Sensitive/ Regulated Data | pey1  processed andor stored. 10
[process only data, personal or other, that are adequate, relevant and limited to what s Mechanisms exist to expiicitly define authorizations for specific naIviduals
Inecessary in relation to the intended use of the product (‘minimisation of data’); Defining Access land/or roles for logical and /or physical access to sensitive/regulated data
Annex 1.1(3)(e) NA Functional | Intersects With | Authorizations for DCH-01.4 8
Sensitive / Regulated Data
[process only data, personal or other, that are adequate, relevant and limited to What 15 Mechanisms exist to utilize the concept of least privilege, allowing only’
Inecessary in relation to the intended use of the product (‘minimisation of data’); lauthorized access to processes necessary to accomplish assigned tasks in
Annex 1.1(3)(e) NA Functional | Intersects With Least Privilege IAC21  [3ccordance iith organizational business functions. 8
[process only data, personal or other, that are adequate, relevant and limited to what s Mechanisms exist to restrict collecting, receving, processing, storing,
Inecessary in relation to the intended use of the product (‘minimisation of data’); ltransmitting, sharing and/or updating Personal Data (PD) to:
(1) The purposel(s) originally collected, consistent with the data privacy
Usage Restrictions of ’ notice(s);
Annex 1.1(3)(e) A Functional | Intersects With | “pergonal Data (PD) PRI054 1) What is authorized by the data subect, or authorized agent; and 8
(3) What s consistent with applicable laws, regulations and contractual
lobligations.
[protect the avaiability of essential functions, including the resilience against and mitigation Mechanisms exist to design, develop and produce Technology Assets,
Jof denial of service aftacks winimur viabe Product [Aplications andjor Services (TAAS) in such a way that risk-based technical
Annex 1130 NA Functional | Intersects With (MVP) Securty TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria s
‘Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
[minimise thelr own negative impact on the availability of services provided by ofher devices| Mechanisms exist to design, develop and produce Technology Assets,
lor networks; Minimum Viable Product lApplications andlor Services (TAAS) in such a way that risk-based technical
Annex 113)(g) NA Functional | Intersects With MVP) Securty DAz [and functional specifications ensure Minimum Viable Product (MVP) criteria s
Requirements lestablish an appropriate level of security and resiliency based on applicable
fisks and threats,
lbe designed, developed and produced to IImit attack surfaces, including external interfaces; Mechanisms exist to minimize the attack surface of Technology Assets,
Annex 11(3)(h) A Functional Equal Minimizing Attack Surfaces | TDA-02.8 |Applications and/or Services (TAAS) by reasonably mitigating known 10
lexploitable vulnerabilities.
lbe designed, developed and produced to reduce the impact of an incident using Mechanisms exist to design, develop and produce Technology Assets,
lappropriate exploitation mitigation mechanisms and techniques; Minimurm Viable Product lApplications and/or Services (TAAS) in such a way that risk-based technical
NA Functional | Intersects With MVP) Securty DAz [and functional specifications ensure Minimum Viable Product (MVP) criteria s
Requirements lestablish an appropriate level of security and resiliency based on applicable
fisks and threats,
provide securty related Information by recording and/or montorng relevart nternal Mechanisms exist to design and implement product management processes
lactivity, including the access to or modification of data, services or function: lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 1.1(3)() NA Functional Subset Of Product Management | TDA-OL1 |5} rPOve MRCTRNIME ey capabiites: 10
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory andor contractual
lobligations.
[ensure that vulnerabilities can be addressed through securlty updates, including, where Mechanisms exist to deliver security updates to Technology Assets,
lapplicable, through automatic updates and the notification of available updates to users. i Iplcations andlor Services (TAAS), where appicable, through
Annex 1.1(3)(K) NA PP 9 P P Functional Equal Ongeing roduct Securty | 1oa.02.9 (1) Atomatic updates: an i 9 10
(2) Rothcation of averiable updates to afected users.
Aex 1.2 Vulnerability Handiing [ Manufacturers of the products with digital elements shall Functional | No Relationsin A A A o o aplicabie SCF control
[Gentify and document vuinerabilities and components contained In the product, including Mechanisms exist to generate, or obtain. a Software Bll of Materials (SBOM)
lby drawing up a software bill of materials in a commonly used and machine-readable Software Bill of Materials lfor Technology Assets, Applications and/or Services (TAAS) that lists software
Annex 1.2(1) NIA lformat covering at the very least the top-level dependencies of the product; Functional Subset Of (sBOM) TDA-042  |packages in use, including versions and applicable licenses. 10
fin relation o the risks posed to the products with digital elements, address and remediate Mechanisms exist to design and implement product management processes
[vulnerabilities without delay. including by providing security updates; lto proactively govern the design, development and production of Technology
lassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 1.2(2) NA Functional | Intersects With | Product Management | TDA0L1  [iz) tretoCe RSN o abilities: 5
(3) Correct security deficiencies; a
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
fin refation to the risks posed to the products with digital elements, address and remediate Mechanisms exist to deliver securlty updates to Technology ASsets,
Ivulnerabilities without delay, including by providing security updates: Poplcations andlor Services (TAAS), where applicable, trough
Annex 1.2(2) NA v 9 by providing v up Functional | Intersects witn | On90ing Product Security | 1ps 05 9 [FHPIEEIETEATEe (TAAS) PP o 5
upport pda
(3) Roteation of averiable updates to afected users.
[6pply effective and regular tests and reviews of the security of the product with digital Mechanisms exist to regularly review Technology Assets, Applications andjor
Annex 1.2(3) NA Functional Equal Product Testing & Reviews | TDA-02.10 [Services (TAAS) for an appropriate level of security and resiliency based on 10
lapplicable risks and threats.
Jonce a security update has been made available, publically disclose Information about fixed Mechanisms exist to disclose information about vulnerabiliies to relevant
[vulnerabilities, including a description of the vulnerabilites, information allowing users to lstakeholders, including:
identify the product with digital elements affected, the impacts of the vuinerabilities, their (1) A description of the vulnerability(ies);
lseverity and information helping users to remediate the vuinerabilities; Iner. ’ (2) Affected product(s) andor service(s);
Annex 1.2(4) NA Functional Equal  |Disclosure of Vulnerabilities | TDA-02.11  |(2) Bffected productis) on et 10
(4) Severity of the vulnerability(ies); an
(5) Cuidanre fo remadiate the vuimeraniity(es)
[put in place and enforce a policy on coordinated vulnerability disclosure Mechanisms exist to establish a Vulnerability Disclosure Program (VDP) o
Vulnerability Disclosure lassist with the secure development and maintenance of Technology Assets,
Annex 1.2(5) NA Functional | Subset Of grasity Disce THR06  [applications andlor Services (TARS) that receives unsolicited input from the 10
lpublic about vulnerabilites in organizational TAAS.
[take measures to facilitate the sharing of information about potential vulnerabilities in their Mechanisms exist to disclose information about vulnerabilities to relevant
[product with digital elements as well as in third party components contained in that lstakeholders, including:
lproduct, including by providing a contact address for the reporting of the vulnerabilities (1) A description of the vulnerabiltyies):
Amnex 1.2(6) o ldiscovered in the product with digital elements; Functional | Intersects With | Disclosure of Vuinerabilities| Toa-02.11 |(2) Affected product(s) and/or servicel(s); N
(3) Potential impact of the vulnerabilty(ies);
(@) Severity of the vulnerability(ies): an
(5) Guidance to remediate the vulnerability(ies)
[fake measures to facilitate the sharing of information about potential vulnerabilities in their Mechanisms exist to generate, or obtain. a Software Bill of Materials (SBOM)
lproduct with digital elements as well as in third party components contained in that for Technology Assets, Applications andor Services (TAAS) that lists software.
Annex 1.2(6) N/A |product, including by providing a contact address for the reporting of the vulnerabilities Functional Subset Of Software Bill of Materials | yps o4 5 [packages in use, including versions and applicable licenses. 10
ldiscovered in the product with digital elements; (5BOM)
[provide for mechanisms to securely distribute updates for products with digital elements to Mechanisms exist to deliver security Updates to Technology ASsets,
lensure that exploitable vulnerabilities are fixed or mitigated in a timely manner; Jpplications andlor Srvices (TAAS), where appiicable, throuh
Annex 1.2(7) NA P o v Functional Subsetof | Ono°ing Product security | 1pp0z9 S Ahormatic updates (TAAS) PPl 9 10
(2) Notfcation of availanie updates to affected users.
[ensure that, where security patches or updates are avallable to address identiied security Mechanisms exist to deliver security updates to Technology ASsets,
ssues, they are disseminated without delay and free of charge, accompanied by advisory Ongoing Product Security Ieplcatons andlor Services (TAAS), where appicable, trough
Annex 1.2(8) N/A Imessages providing users with the relevant information, including on potential action to be | Functional Intersects With port TDA-02.9  |(1) Automatic updates; a 5
taken. (2) Roteation o averomi updates to affected users
The product with digital elements shall b 4D,
Annex 2 Hon and st s a minimur, the product with digital elements shall be accompanied by: Functional | No Relationship NA NA NA 0 INo applicable SCF control
[ihe name, registered trade name or registered trade mark of the manufacturer, and the Mechanisms exist to design and implement product management processes
lpostal address and the email address at which the manufacturer can be contacted, on the o proacively govern the design. development and producton o Technology
lproduct or, where that s not possible, on ts packaging or in a document accompanying the ses, Appications and/or Sevices (TAAS) across the System Development
lproduct; 7 Cycte (5D
1) improve funclionaity;
Annex 2.1 NA Functional Subset O Product Management | TDA011 |(5) EPNe LSRRI ey capabilties; 10
(3) Correct security deficiencies; ant
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
[;?e point of contact where information about cybersecurity vulnerabilities of the product Mechanisms exist to design and implement product management processes
lcan be reported and received; o proactively govern the design, development and production of Technology
lassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.2 NA Functional Subset O Product Management | TDA011 |(5) PN LSRRI ey capabilties; 10
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
[fre point of contact where information about cybersecurity vulnerabilities of the product Security Disclosure Contact Mechanisms exist to enable public submissions of discovered o potential
Annex 2.2 NA Ean o Teparien and rocamved: Functional | Inersects With  Disclosure. THRO61 [y 5
[the correct identification of the type, batch, version or Serial number or other element Mechanisms exist to design and implement product management processes
lallowing the identification of the product and the corresponding instructions and user lto proactively govern the design, development and production of Technology
information; lassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
(1) Improve functionality;
Annex 2.3 NA Functional Subset Of Product Management | TDAOLL |5} rboee WM iency capabiities: 10
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
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Annex 2.4 NA Functional Subset O Product Management | TOA-OLL |(5) gnhcrice decurity and resiliency capabilites; 10
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
[any Known or foreseeable circumstance, related to the use of the product with digital Mechanisms exist to design and implement product management processes
lelements in accordance with its intended purpose or under conditions of reasonably. lto proactively govern the design, development and production of Technology
foreseeable misuse, which may lead to significant cybersecurity risks; lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.5 NA Functional Subset Of Product Management | TDA-OL1 [(5) b0 WM iency capabilities; 10
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Fand, where applicable, where the software bill of materials can be accessed; Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
fssets, Apications ancor Sevices (TAAS) across the System Development
Life Cycle (SDI
1) mproue funchonaiity:
Annex 2.6 NA Functional Subset Of Product Management | TDAOL1  [(5) gnbioce WRRNE M iiency capabilities; 10
(3) Correct security deficiencies;
(@) Conform with applicable statutory, regulatory andfor contractual
lobligations.
[Where appiicable, the internet address at which the EU declaration of conformity can be Mechanisms exist to design and implement product management processes
laccesse lto proactively govern the design, development and production of Technology
lassets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.7 NA Functional Subset Of Product Management | TDA011 |(5) {PIONe LACTRRAIYY ey capabilties; 10
(3) Correct security deficiencies;
(4) Conform with applicable statuitory, regulatory andfor contractual
lobligations.
[the type of technical security support offered by the manufacturer and until when it will be Mechanisms exist to design and implement product management processes
lprovided, at the very least until when users can expect to receive security updates: to proactively govern the design, development and production of Technology
Jssets Applications ancr Senices (TAAS) ocross the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.8 NA Functional Subset Of Product Management | TDA011 |(5) EPiNe LSRRI ey capabilties; 10
(3) Correct security deficiencies; ant
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.
Getaed nstructions or an ernet adress referin o such Oetaled nsructions and Mechanisms exist to design and implement product management processes
information or o proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.9 NA Functional Subset Of Product Management | TDA-OL1 |(3) {oPOve ACRNO Y ey capabites: 10
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatery andfor contractual
lobligations.
[fhe necessary measures during Initial commissioning and throughout the Tifetime of the Mechanisms exist to design and implement product management processes
[product to ensure its secure use; lto proactively govern the design, development and production of Technology
Jssets Applicaions ancor Senvices (TAAS) across th System Development
Life Cycle (SDI
1) mprocs funchanaity:
Annex 2.9(a) NA Functional Subset Of Product Management | TDA-OL1 |(5) nProve (RCTRR2 b resiloncycapabiis 10
(3) Correct security deficiencies;
() Conform with applicable statutory, regulatory andjor contractual
lobligations.
[Fow changes to the product can affect the security of data; Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
Jssets, Appiications andor Sevices (TARS) across the System Development
Life Cycle (SDLC) to
1) mprous funchanaity:
Annex 2.9(b) NA Functional Subset Of Product Management | TOA-OLL |(5) gnhcrice devarit i resiliency capabilite: 10
(3) Correct security deficiencies; an
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
[Fow security-relevant updates can be installed: Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
(1) Improve functionality;
Annex 2.9(c) NA Functional Subset Of Product Management | TDAOL1  [(5) b0 WRCIRRME  iency capabiities: 10
(3) Correct security deficiencies; a
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
[fhe secure decommissioning of the product, including information on how User data can be Mechanisms exist to design and implement product management processes
lsecurely removed. lto proactively govern the design, development and production of Technology
lassets, Applications andor Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;
Annex 2.9(d) NA Functional Subset Of Product Management | TDAOL1  [(5) gnbioe SRR M iiency copailies 10
(3) Correct security deficienc
(3) Contore with Smprcabie oty regulatory andor contractual
lobligations.
VA
Annex 3 (Critical Praducts With Digitalf/ Functional | No Relationship NA NA NA 0 INo applicable SCF control
Annex 3 Class 1 NA VA Functional | No Relationship NA NA NA 0 INo applicable SCF control
[dentity management systems software and privileged access management software; Products With Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 1.1 R Functional Subset Of Elements TDA0212 |requirements for products andor services with digital elements. 0
[Standalone and embedded browsers; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.2 G Functional Subset Of Elements TPA02.12 |requirements for products and/or services with digital elements 10
Password managers; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.3 A Functional Subset Of Elements TDA0212 requirements for products andjor services with digital elements. 10
[Software that searches for, removes, or quarantines malicious software; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.4 i Functional Subset Of Elements TDA0212 requirements for products and/or services with digital elements. 0
Products with digital elements with the function of virtual private network (VPN): Products With DIgital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 1.5 R Functional Subset Of Elements TDA0212 |requirements for products andor services with digital elements. 0
Network management systems; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.6 e Functional Subset Of Elements TDA02.12 |requirements for products andjor services with digital elements 10
Network configuration management tools; Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.7 A Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 10
Network traffic monitoring systems; Products With Digital chanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.8 R Functional Subset Of Elements TDA0212 requirements for products andfor services with digital elements. 10
Management of network resources; Products Wit Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 1.9 R Functional Subset Of Elements TDA0212 |requirements for products andor services with digital elements. 0
[Security information and event management (SIEM) systems; Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.10 [z Functional Subset Of Elements TDA02.12 |requirements for products andjor services with digital elements 10
[Update/patch management, including boot managers; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.11 A Functional Subset Of Elements TDA0212 | requirements for products andfor services with digital elements. b
[Application configuration management systems; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.12 R Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 0
Remote access/sharing software; Products With Digital Mechanisms exist to categorize applicable securlty and resiliency
Annex 3 Class 1.13 [ Functional Subset Of Elements TOA-02.12 |requirements for products and/or services with digital elements. 0
Mobile device management software; Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.14 [ Functional Subset Of Elements TDA02.12 |requirements for products andjor services with digital elements 10
Physical network interfaces; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.15 G Functional Subset Of Elements TOA0212 equirements for products and/or services with digital elements. b
[Operating systems not covered by class 11 Products With Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 1.16 R Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 0
Firewalls, intrusion detection andjor prevention systems not covered by class I; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.17 G Functional Subset Of Elements TDA02.12 |requirements for products and/or services with digital elements. 10
Routers, modems intended for the connection to the internet, and switches, not covered by Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.18 2 sil; Functional Subset Of Elements TDA0212 requirements for products andjor services with digital elements 0
Microprocessors not covered by class 1T Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 119 R Functional Subset Of Elements TDA0212 requirements for products andfor services with digital elements. 10
Microcontrolers; Products With Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 120 R Functional Subset Of Elements TDA0212 |requirements for products andor services with digital elements. 0
[Application specific integrated Crcuits (ASIC) and field-programmable Gate arrays (FPGA) N ; Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 1.21 NIA intended for the use by essential entities of the type referred to in [Annex | to the Directive |  Functional Subset Of roducts With Digitaf TDA-02.12 |requirements for products and/or services with digital elements. 10
[XXX/XXXX (NIS2)]; Elements
industrial Automation & Control Systems (IACS) not covered by class I, Such as Mechanisms exist to categorize applicable security and resiiency
logic controllers (PLC), distributed control systems (DCS), computerised Products With Digital for products and/or services with digital elements.
Annex 3 Class 1.22 NA Inumeric controllers for machine tools (CNC) and supervisory control and data acquisition Functional Subset Of Elements TDA0212 10
lsystems (SCADA);
ndustrial Internet of Things not covered by class I Products With Digital Mechanisms exist to categorize applicable securlty and resiiency
Annex 3 Class 1.23 G Functional Subset Of Elements TOA-02.12 |requjirements for products and/or services with digital elements. 10
Annex 3 Class 2 NA VA Functional | No Relationship NA NA NA o INo applicable SCF control
[Operating systems for servers, desktops, and mobile devices; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.1 i Functional Subset Of Elements TOA0212 equirements for products and/or services with digital elements. .
Fypervisors and container runtime systems that support virtualised execution of operating Products Wit Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 2.2 [ jsystems and similar environments; Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 10
Public key infrastructure and digital certifcate Tssuers; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.3 e Functional Subset Of Elements TDA02.12  |requirements for products andjor services with digital elements 10
Firewalls, intrusion detection and/or prevention systems intended for industrial use; Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.4 A Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements 10
[General purpose microprocessors; Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.5 R Functional Subset Of Elements TDA0212 requirements for products and/or services with digital elements. 10
Microprocessors Intended for ntegration in programmable Iogic controllers and secure Products With Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 2.6 [ lelements; Functional Subset Of Elements TDA0212 |requirements for products andor services with digital elements. 0
Routers, moderms ntended for the comnection o the nernet, and switches, niended or Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 27 (R industrial u Functional Subset Of Elements TOA0212 requirements for products andor services with digital elements. 10
Secure alements Products With Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.8 2 Functional Subset Of Elements TDA0212 requirements for products andfor services with digital elements. b
Raraware Security Modules (HSMs); Products With Digital Mechanisms exist to categorize applicable security and resiiency
Annex 3 Class 2.9 R Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 0
[Secure cryptoprocessors: Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.10 [ Functional Subset Of Elements TOA-02.12 |requirements for products and/or services with digital elements. 0
[Smartcards, smaricard readers and tokens; Products Wit Digital Mechanisms exist to categorize applicable security and resiliency
Annex 3 Class 2.11 el Functional Subset Of Elements TDA02.12 |requirements for products andjor services with digital elements 10
industrial Automation & Control Systems (IACS) intended for the use by essential entities of Mechanisms exist to categorize applicable security and resiliency
lthe type referred to in [Annex | to the Directive XXX/XXXX (NIS2)), such as programmable requirements for products and/or services with digital elements.
Annex 3 Class 2,12 m logic controllers (PLC), distributed control systems (DCS), computerised numeric controllers | Functional Subset of Products With Digital | 1o, 01 0
[for machine tools (CNC) and supervisory control and data acquisition systems (SCADA); Elements
ndustrial Internet of Things devices intended for the Use by essential entifies of the type Products With Digital Mechanisms exist to categorize applicable securlty and resiiency
Annex 3 Class 2.13 (R Ireferred to in [Annex I to the Directive XXX/XXXX (NIS2)]; Functional Subset Of Elements TDA02.12 |requirements for products andjor services with digital elements 10
Robot sensing and actuator components and robot controllers; Products Wit Digital hanisms exist to categorize applicable security and resiiency
Annex 3 Class 2.14 A Functional Subset Of Elements TDA0212 requirements for products andor services with digital elements. 10
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Relationsh
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[smart meters. Products With Digital Mechanisms exist to calegonze applicable security and resiliency
Annex 3 Class 2.15 (A Functional Subset Of Elements TDA-02.12 requirements for products and/or services with digital elements. 10
[The EU declaration of conformity referred to in Article 20, shall contain all of the following. [Mechanisms exist to generate a declaration of conformity for each
linformation: [conformity assessment, where the document:
EU Declaration of (1) s concise;
Annex 4 fopeiatial Functional | Intersects With | Declaration of Conformity | CPL-OL5  |(2) Unambiguously reflects the current status; 5
((3) Is physically or electronically signed; and
() Where possible, is machine readable.
Name and type and any additional information enabling the unique identification of the Mechanisms exist to generate a declaration of conformity for each
lproduct with digital elements; |conformity assessment, where the document:
(1) Is concise;
Annex 4.1 N/A Functional | Intersects With | Declaration of Conformity | CPL-01.5 [(2) Unambiguously reflects the current status; 5
((3) Is physically or electronically signed; and
(4) Where possible, is machine readable.
IName and address of the manufacturer or his authorised representative; Mechanisms exist to generate a declaration of conformity for each
[conformity assessment, where the document:
(1) Is concise;
Annex 4.2 N/A Functional | Intersects With | Declaration of Conformity | CPL-01.5 |(2) Unambiguously reflects the current status; 5
(3) s physically or electronically signed; and
((4) Where possible, is machine readable.
A statement that the EU declaration of conformity is issued under the sole responsibility of Mechanisms exist to generate a declaration of conformity for each
fthe provider; [conformity assessment, where the document
(1) Is concise;
Annex 4.3 N/A Functional Intersects With | Declaration of Conformity CPL-01.5 (2) Unambiguously reflects the current status; 5
I(3) Is physically or electronically signed; and
(4) Where possible, is machine Y eadable.
[Object of the declaration (identification of the product allowing traceability. It may include a [Mechanisms exist to generate a declaration of conformity for each
[photograph, where appropriate); [conformity assessment, where the document:
(1) Is concise;
Annex 4.4 NA Functional | Intersects With | Declaration of Conformity | CPL-OL5  |(2) Unambiguously reflects the current status; 5
((3) Is physically or electronically signed; and
(4) Where possible, is machine readable.
[A Statement that the object of the declaration described above Is in conformity with the Mechanisms exist to generate a declaration of conformity for each
Irelevant Union harmonisation legislation; |conformity assessment, where the document:
(1) Is concise;
Annex 4.5 NA Functional | Intersects With | Declaration of Conformity | CPL-01.5 [(2) Unambiguously reflects the current status; 5
((3) Is physically or electronically signed; and
(4) Where possible, is machine readable.
[References to any relevant harmonised standards used or any other common specification Mechanisms exist to generate a declaration of conformity for each
Jor cybersecurity certification in relation to which conformity is declared; [conformity assessment, where the document:
(1) Is concise;
Annex 4.6 N/A Functional Intersects With | Declaration of Conformity CPL-01.5  ((2) Unambiguously reflects the current status; 5
(3) Is physically or electronically signed; and
((4) Where possible, is machine readable.
[Where applicable, the name and number of the notified body, a description of the Mechanisms exist to generate a declaration of conformity for each
lconformity assessment procedure performed and identification of the certificate issued; [conformity assessment, where the document
(1) Is concise;
Annex 4.7 N/A Functional Intersects With | Declaration of Conformity CPL-01.5  |(2) Unambiguously reflects the current S\atus. 5
(3) Is physically or electronically signe
(4) Where possible, is machine Y eadable.
[Additional information: [Mechanisms exist to generate a declaration of conformity for each
canlarmny assessmenl, where the document:
(1) 1s
Annex 4.8 N/A Functional Intersects With | Declaration of Conformity CPL-015  (2) unammgugus\y reflects the current status; 5
((3) Is physically or electronically signed; and
() Where possible, is machine readable.
[The technical documentation referred to in Article 23 shall contain at least the fallowing Mechanisms exist to generate appropriate technical documentation artifacts
Contents of The Technical [information, as applicable to the relevant product with digital elements: Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5 Documentation Functional Subset OF “Artifacts TDA22  to demonstrate conformity with applicable statutory, regulatory and 10
|contractual compliance requirements.
a general description of the product with digital elements, including: Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation lfor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.1 N/A Functional Subset Of “Artifacts TDA-22  |to demonstrate conformity with applicable statutory, regulatory an 10
contractual compliance requirements.
ts intended purpose; Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.1(a) NA Functional Subset Of il TDA22  ftg demonstrate conformity with applicable statutory, regulatory and 10
|contractual compliance requirements.
|versions of software affecting compliance with essential requirements; Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation lfor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.1(b) N/A Functional Subset Of Artifacte TDA-22  to demonstrate conformity with applicable statutory, regulatory anc 10
contractual compliance requirements.
[Where the product with digital elements Is a hardware product, photographs of lustrations Mechanisms exist to generate appropriate technical documentation artifacts
lshowing external features, marking and internal layout; Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.1(c) NA Functional Subset Of il TDA22  ftg demonstrate conformity with applicable statutory, regulatory and 10
|contractual compliance requirements.
user information and instructions as set out in Annex II; [Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation lfor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.1(d) N/A Functional Subset Of Artifacte TDA-22  to demonstrate conformity with applicable statutory, regulatory anc 10
contractual compliance requirements.
la description of the design, development and production of the product and vulnerability Mechanisms exist to generate appropriate technical documentation artifacts
lhandling processes, including: Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.2 NA Functional Subset Of y il TDA22  ftg demonstrate conformity with applicable statutory, regulatory and 10
|contractual compliance requirements.
[complete information on the design and development of the product with digital elements, [Mechanisms exist to generate appropriate technical documentation artifacts
including, where applicable, drawings and schemes and/or a description of the system Technical Documentation lfor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.2(a) N/A larchitecture explaining how software components build on or feed into each other and Functional Subset Of “Artifacts TDA-22  to demonstrate conformity with applicable statutory, regulatory an¢ 10
integrate into the overall processing; lcontractual compliance requirements.
[complete information and specifications of the vulnerability handling processes put in place Mechanisms exist to generate appropriate technical documentation artifacts
[by the manufacturer, including the software bill of materials, the coordinated vulnerability fnr Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.2(b) NIA |disclosure policy, evidence of the provision of a contact address for the reporting of th Functional subsetof | Technical TpA22 conformity with applicable statutory, regulatory and 10
vulnerabilities and a description of the technical solutions chosen for the secure distribution Artifacts (nntra(tua\ compliance requirements.
[of updates;
[complete information and specifications of the production and monitoring processes of the [Mechanisms exist to generate appropriate technical documentation artifacts
lproduct with digital elements and the validation of these processes. Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.2(c) N/A Functional Subset Of “Artifacts TDA-22  lto demonstrate conformity with applicable statutory, regulatory and 10
[contractual compliance requirements.
[an assessment of the cybersecurity risks against which the product with digital elements is [Mechanisms exist to generate appropriate technical documentation artifacts
|designed, developed, produced, delivered and maintained as laid down in Article 10 of this Technical Documentation [for Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.3 NA [Regulation; Functional Subset Of Artifacts TDA22 lto demonstrate conformity with applicable statutory, regulatory and 10
contractual compliance requirements.
[a st of the harmonsed standards applied in full or in part the references of which have [Mechanisms exist to generate appropriate technical documentation artifacts
lbeen published in the Official Journal of the European Union, common specifications as set ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
out in Article 19 of this Regulation or cybersecurity certification schemes under Regulation [to demonstrate conformity with applicable statutory, regulatory and
|(EV) 2019/881 pursuant to Article 18(3), and, where those harmonised standards, common [contractual compliance requirements
lspecifications or cybersecurity certification schemes have not been applied, descriptions of
lthe solutions adopted to meet the essential requirements set out in Sections 1 as Technical Documentation
Annex 5.4 NA JAnnex I, including a list of other relevant technical specifications applied. In the event of Functional Subset Of ‘Artifacts ToA22 10
|partly applied harmonised standards, common specifications or cybersecurity certifications,
[the technical documentation shall specify the parts which have been applied;
[Feports of the tests carried out to verify the conformity of the product and of the Mechanisms exist to generate appropriate technical documentation artifacts
Ivulnerability handling processes with the applicable essential requirements as set out in Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.5 NA JSections 1 and 2 of Annex | Functional Subset Of A TDA22  ftg demonstrate conformity with applicable statutory, regulatory and 10
|contractual compliance requirements.
a copy of the EU declaration of conformity; [Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation lfor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.6 N/A Functional Subset Of “Artifacts TDA-22  |to demonstrate conformity with applicable statutory, regulatory an 10
contractual compliance requirements.
[Where appiicable, the software bill of materials as defined in AMticle 3, point (36), further to Mechanisms exist to generate appropriate technical documentation artifacts
la reasoned request from a market surveillance authority provided that it is necessary in Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 5.7 NA lorder for this authority to be able to check compliance with the essential requirements set | Functional Subset OF y vl TDA22  ftg demonstrate conformity with applicable statutory, regulatory and 10
lout in Annex 1. |contractual compliance requirements.
Conformity Assessment [V/A "
Annex 6 o e Functional | No Relationship NA N/A N/A o INo applicable SCF control
(N/A
Conformity Assessment.
Annex 6 Module A procedure based on internal| Functional No Relationship N/A N/A N/A o INo applicable SCF control
control (based on Module A)
internal control is the conformity assessment procedure whereby the manufmurer fulfils. [Mechanisms exist to conduct assessments to demonstrate security,
[the obhganons laid down in points 2, 3 and 4, and ensures and declares on its sol [compliance and/or resilience capability conformity with applicable
Annex 6 Module A1 NA  rocuerswith digtal slemente satiy il the stcental seqiyements Functional SubsetOf | Conformity Assessment | CPL-01.4  |cybersecurity and data protection laws, regulations andjor contractual 10
[set out in Se((mn 1 of Annex | and the manufacturer meets the essential requirements set [obligations.
lout in Section 2 of Annex |.
[The manufacturer shall draw up the technical documentation described in Annex V. Mechanisms exist to generate appropriate technical documentation artifacts
Technical Documentation ffor Technology Assets, Applications and/or Services (TAAS) in sufficient detail
Annex 6 Module A.2 NIA Functional | Intersects With “Artifacts TDA-22  lto demonstrate conformity with applicable statutory, regulatory an 5
lcontractual compliance requirement
Design, development, production and vulnerability handling of products with digital Mechanisms exist to design and implement product management processes
[elements, [to proactively govern the design, development and production of Technology
[The manufacturer shall take all measures necessary so that the design, development, [Assets, Applications and/or Services (TAAS) across the System Development
[production and vulnerability ndling processes and their monitoring ensure compliance of lLife Cycle (SDLC) to:
lthe manufactured or developed products with digital elements and of the processes put in (1) Improve functionalit
Annex 6 Module A.3 N/A |place by the manufacturer with the essential requirements set out in sections 1 and 2 of Functional | Intersects With | Product Management TDA-0L1 () Enhance security and resiliency capabilities; 8
{Annex I. l3) Correct security deficiencies; anc
nform with applicable statutory, regulatory and/or contractual
Dbl\gatmns
Dequr\ develDDment production and vulnerability handling of products with digital [Mechanisms exist to design, develop and produce Technology Assets,
eter lApplications and/or Services (TAAS) in such a way that risk-based technical
The manufa(turer shall take all measures necessary so that the design, development, [and functional specifications ensure Minimum Viable Product (MVP) criteria
Minimum Viable Product
Annex 6 Module A3 o lproduction and vulnera andling processes and their monitoring ensure compliance of | ¢y v [ e MVP) Secarty Tom0z  [establish an appropriate level of security and resiliency based on applicable 5
manufactured or developed products with digital elements and of the processes put in isks and threats.
Requirements
[place by the manufacturer with the essential requirements set out in sections 1 and 2 of
lAnnex
[Conformity marking and declaration of conformity Mechanisms exist to generate a declaration of conformity for each
[conformity assessment, where the document
(1) Is concise;
Annex 6 Module A.4 NA Functional | Intersects With | Declaration of Conformity | CPL-01.5 |(2) Unambiguously reflects the current status; 5
(3) Is physically or electronically signed; and
(4) Where possible, is machine readable.
[The manufacturer shall affix the CE to each individual product with digital elements that [Mechanisms exist to design and implement product management processes
[satisfies the applicable requirements of this Regulation. m proactively govern the design, development and production of Technology
set, Applicatons and/or Services (TAAS) across the System Development
LWE Cycle (SDI
(1) Improve funct\on g
Annex 6 Module A.4.1 NA Functional | Intersects With | Product Management | DAL [i2) gnbtte RSN e abilities: 5
((3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[The manufacturer shall draw up a written EU declaration of conformity for each product Mechanisms exist to generate a declaration of conformity for each
Jwith digital elements in accordance with Article 20 and keep it together with the technical [conformity assessment, where the document
|documentation at the disposal of the national authorities for 10 years after the product with (1) Is concise;
[digital elements has been placed on the market. The EU declaration of conformity shall " " N y (2) Unambiguously reflects the current status;
Annex 6 Module A.4.2 (R identify the product with digital elements for which it has been drawn up. A copy of the EU Functional | Intersects With | Declaration of Conformity | - CPL-OL.5 |3} ¢ phcically or electronically signed; and s
|declaration of conformity shall be made available to the relevant authorities upon request. (4) Where possible, is machine readable.
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FDE #

Annex 6 Module A.5

FDE Name

Authorised representatives

Foc:

ocument Element (FDE) Description

[The manufacturer’s obligations set out in point 4 may be fulflled by his authorised
representative on his bhelfand under his responsiilty, provided that they ora specified
the mandate.

STRM
Ratio

Functional

EU Cyber Resilience Act - Annexes.

STRM
lations|

Intersects With

SCF Control

Localized Representation

SCF #

cpLos

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to appoint localized representation with a physical

lpresence in localities, as required by applicable laws andjor regulations.

Strength of
Relationship

H

Version 2026.1_x000a_03/27/2026

Annex 6 Module A.5

Authorised representatives

[The manufacturer’s obiigations set out in point 4 may be fulfilled by his authorised
representative, on his behalf and under his responsibilty. provided that they are specified
in the mandate.

Functional

Intersects With

Representative Powers

cpL08.1

[Mechanisms exist to contract localized representation to perform specified
ffunctions in regard to representing statutory and/or regulatory compliance
Imatters

Annex 6 Module B

EU-type examination (based|
on Module B)

WA

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.1

NA

[EU-type examination is the part of a conformity assessment procedure in which a notified
lbody examines the technical design and development of a product and the vulnerability
lhandiing processes put in place by the manufacturer, and attests that a product with digital
lelements meets the essential requirements set out in Section 1 of Annex | and that the
Imanufacturer meets the essential requirements set out in Section 2 of Annex |

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.2

N/A

[EU-type examination shall be carried out by assessment of the adequacy of the technical
ldesign and development of the product through examination of the technica
ldocumentation and supporting evidence referred to in point 3, plus examination of
mccmans of one ar e il pars o he progucs (combiraton of roduckon type and
ldesign type).

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.3

N/A

[The manufacturer shall lodge an application for EU-type examination with a single notified
Ibody of his choice.
[The application shall include:
- the name and address of the manufacturer and fthe applcation is lodged by the
lauthorised representative, his name and address as we
3 rien declaration it the Same appication has ot been lodged with any other
notified
"he technital documentation, which shall make it possible to assess the product's
[conformity with the applicable essential requirements as set out in Section 1 of Annex | and
fthe manufacturer's vulnerability handling processes set out in Section 2 of Annex I, and
lshall include an adequate analysis and assessment of the risk(s). The technical
ldocumentation shall specify the applicable requirements and cover, as far as relevant for
[the assessment, the design, manufacture and operation of the product. The technical
ldocumentation shall contain, wherever applicable, at least the elements set out in Annex V;
- the supporting evidence for the adequacy of the technical design and development
Jsolutions and vulnerability handling processes. This supporting evidence shall mention any
ldocuments that have been used, in particular where the relevant harmonised standards
[and/or technical specifications have not been applied i full. The supporting evidence shall
include, where necessary, the results of tests carried out by the appropriate laboratory of

e manufacturer, or by another testing laboratory on his behalf and under his
responsibility.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4

N/A

The notified body shall

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4.1

N/A

[examine the technical documentation and supporting evidence to assess the adequacy of
lthe technical design and development of the product with the essential requirements set
lout in Section 1 of Annex I and of the vulnerability handling processes put in place by the
Imanufacturer with the essential requirements set out in Section 2 of Annex

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4.2

N/A

[Verify that the specimen(s) have been developed or manufactured in conformity with the
ftechnical documentation, and identify the elements which have been designed and
|developed in accordance with the applicable provisions of the relevant harmonised
lstandards and/or technical specifications, as well as the elements which have been
|designed and developed without applying the relevant provisions of those standards;

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4.3

N/A

[carry out appropriate examinations and tests, o have them carried out, to check whether,
[where the manufacturer has chosen to apply the solutions in the relevant harmonised
Jstandards and/or technical specifications for the requirements set out in Annex |, these
have been applied correctly;

Functional

No Relationship

NIA

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4.4

N/A

[carry out appropriate examinations and tests, or have them carried out, to check whether,
Inhere the salutions in the relevant harmanised standards andjar technical specifications for
fthe requirements set out in Annex I have not been applied, the solutions adopted
Imanufacturer meet the corresponding essential requirements;

Functional

No Relationship

NIA

N/A

N/A

INo applicable SCF control

Annex 6 Module B.4.5

N/A

[agree with the manufacturer on a location where the examinations and tests will be carried
Jout.

Functional

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.5

N/A

[The notified body shall draw Up an evaluation report that records the activities undertaken
in accordance with point 4 and their outcomes. Without prejudice to its obligations vis-a-vis
lthe notifying authorities, the notified body shall release the content of that report, in full or
i part, only with the agreement of the manufacturer.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.6

N/A

[Where the type and the vuinerability handling processes meet the essential requirements
lset out in Annex |, the notified body shall issue an EU-type examination certificate to the

[The certificate shall contain the name and address of the manufacturer, the conclusions of
fthe examination, the conditions (if any) for its validity and the necessary data
identification of the approved type and vulnera andling processes. The certificate
iexes attached. The certificate and its
relevant information to allow the conformity of manufactured or developed products with
fthe examined type and vulnerability handling processes to be evaluated and to allow for in-
lservice control
[Where the type and the vulnerability handling processes do not satisfy the applicable
lessential requirements set out in Annex |, the notified body shall refuse to issue an EU-type
lexamination certificate and shall inform the applicant accordingly, giving detailed reasons
for its refusal

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module B.7

N/A

The notied body shall Keep fself spprised of any changes I the generally acknowiedged
Jstate of which indicate that the approved type and the vulnerability handling
orocesses may o langer comply wiih the apblicable essential requiraments se out in
[Annex I to this Regulation, and shall determine whether such changes require further
investigation. If so, the notified body shall inform the manufacturer accordingly.

[The manufacturer shall inform the notified body that holds the technical documentation
relating to the EU

the vinerabity handiing processes that may affect the conformity ith the essential
requirements set out in Annex I, or the conditions for validity of the certificate.
madifications shall require additional approval in the form of an aditon to thé original EU-
ftype examination certificate.

Functional

No Relationsf

NIA

N/A

N/A

INo applicable SCF control

Annex 6 Module B.8

NIA

[Each notified body shall inform its notifying authorities concerning the EU-type examination
[certificates and/or any additions thereto which it has issued or withdrawn, and shall,
periodically or upon request, make available to its notifying authorities the st of
[certificates and/or any additions thereto refused, suspended or otherwise restricted.

[Each notified body shall inform the other notified bodies concerning the EU-type
certificates andjor any additions thereto which it has refused, withdrawn,
lsuspended or otherwise restricted, and, upon request, concerning the certificates and/or
ladditions thereto which it has issued

[The Commission, the Member States and the other notified bodies may, on request, obtain
la copy of the EU-type examination certificates and/or additions thereto. On request, the
|Commission and the Member States may obtain a copy of the technical documentation and
fthe results of the examinations carried out by the notified body. The notified body shall
keep a copy of the EU-type examination certificate, its annexes and additions, as well as
fthe technical file including the documentation submitted by the manufacturer, until the
lexpiry of the validity of the certificate.

Functional

No Relationsf

NIA

N/A

N/A

INo applicable SCF control

Annex 6 Module B.9

[The manufacturer shall keep a copy of the EU-type examination certificate, its annexes and
ladditions together with the technical documentation at the disposal of the national
lauthorities for 10 years after the product has been placed on the market.

Functional

Subset Of

Media & Data Retention

DCH18

[Mechanisms exist to retain media and data in accordance with applicable
lstatutory, regulatory and contractual obligations.

Annex 6 Module B.10

N/A

[The manufacturer's authorised representative may 1odge the application referred to in point|
3 and fulfil the obligations set out in points 7 and 9, provided that they are specified in the
Imandate.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module C

Z
[Conformity to type based on

internal production control
(based on Module C)

A

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Annex 6 Module C.1

N/A

[Conformity to type based on internal production control is the part of a conformity
lassessment procedure whereby the manufacturer fulfils the obligations laid down in points
[2:and 3, and ensures and declares that the products concerned are in conformity with the
ltype described in the EU-type examination certificate and satisfy the essential
requirements set out in Section 1 of Annex .

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module C.2

Production

WA

Functional

No Relationship

N/A

N/A

INo applicable SCF control

Annex 6 Module C.2.1

N/A

[The manufacturer shal take all measures necessary so that the production and its
Imonitoring ensure conformity of the manufactured products with the approved type
[described in the EU-type examination certificate and with the essential requirements as set
Jout in Section 1 of Annex I

Functional

Subset Of

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Ennance security andiesilency capabilties;

(3) Correct security deficiencies; an

[3) Conform with appicable Stturory. reguiatory andjor contractual
lobligations.

Annex 6 Module C.3

Conformity marking and
declaration of conformity

/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Annex 6 Module C.3.1

[The manufacturer shall affix the CE marking to each individual product that is in conformity
Jwith the type described in the EU-type examination certificate and satisfies the applicable
requirements of the legislative instrument

Functional

Subset Of

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

Annex 6 Module C.3.2

N/A

[The manufacturer shall draw up a written declaration of conformity for a product model and
keep it at the disposal of the national authorities for 10 years after the product has been
Iplaced on the market. The declaration of conformity shall identify the product model for
[which it has been drawn up. A copy of the declaration of conformity shall be made available
lto the relevant authorities upon request.

Functional

Intersects With

Declaration of Conformity

CPLOLS

[Mechanisms exist to generate a declaration of conformity for each
[conformity assessment, where the document:

(1) s concise;

(2) Unambiguously reflects the current status;

(3) s physically or electronically signed; and

(4) Where possible, is machine readable

Annex 6 Module C.3.2

[The manufacturer shall draw up a written declaration of conformity for a product model and
eep it at the disposal of the national authorities for 10 years after the product has been
Iplaced on the market. The declaration of conformity shall identify the product model fc

[which it has been drawn up. A copy of the declaration of conformity shall be made available
lto the relevant authorities upon request

Functional

Intersects With

Media & Data Retention

DCH18

[Mechanisms exist to retain media and data in accordance with applicable
Istatutory, regulatory and contractual obligations.

Annex 6 Module C.4

Authorised representative

[The manufacturer's obligations set out in poit 3 may be fulfiled by Nis authorised
representative, on his befalf and under his responsiviy. provided that they are specified
in the m.

Functional

Intersects With

Localized Representation

cpLo8

[Mechanisms exist to appoint localized representation with a physical
lpresence in localities, as required by applicable laws and/or regulations.

Annex 6 Module C.4

Authorised representative

[The manufacturer's obligations set out in point 3 may be fulfilled by his authorised
representative, on his behalf and under his responsibilty. provided thet they are specified
the mandate.

Functional

Intersects With

Representative Powers

cPL08.1

[Mechanisms exist to contract localized representation to perform specified
[functions in regard to representing statutory and/or regulatory compliance
Ima

Annex 6 Module H

Conformity based on full
quality assurance (based on

/A

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description
[Conformity based on full quality assurance is the conformity assessment procedure

reby the manufacturer fulfils the obligations laid down in points 2 and 5, and ensures
[and declares on his sole responsibility that the products (or product categories) concerned

STRM
Rationale

EU Cyber Resilience Act - Annexes

STRM
Relationsh

Secure Controls Framework (SCF)
Control Description

Version 2026.1_x000a_03/27/2026

lspecified in the mandate.

Annex 6 Module H.1 NA Satisfy the essential requirements set ot in Section 1 of Annex |, and that the vulnerability | Functional | No Relationship NA NA NA ) INo applicable SCF control
Inandiing processes put in place by the manufacturer meet the requirements set out in
ISection 2 of Annex |
esign, development, production and vulnerability handiing of products with digital Mechanisms exist to design and implement product management processes
lelements. o proactively govern the design, development and production of Technology
(The manufacturer shall operate an approved quality system as specified in point 3 for the ssets, Applcations and/or Services (TAAS) across the System Development
ldesign, development, and production of the products concerned and for handling Life Cycle (SDLC) to
lvulnerabiliies, maintain its effectiveness throughout the lifecycle of the products (1) Improve functionality;
Annex 6 Module H.2 W Concamed, and shall e subject 1 survellance s specifed n point 4. Functional | Intersects With | Product Management | TDAOL1 {i5) EnbClic SO and resiiency capalties; 8
(3) Correct security deficiencies:
() Conform with applicable statutory, regulatory andjor contractual
lobligations.
Annex 6§ Module H.3 Quality system VA Functional | No Relationship NA NA NA ) INo applicable SCF control
[The manufacturer shall lodge an application for assessment of his quallty system with the Mechanisms exist to utiize independent assessors to evaluate securty,
Inotified body of his choice, for the products concerned. lcompliance and resilience at planned intervals or when the Technology
(The application shall include: lasset, Application and/or Service (TAAS) undergoes significant changes.
- the name and adiess of the manufacture and, I the appication s odged by the
Jauthorised representative, his name and address s w
e technicE decuméntaton or one modelaf éach eptegory of products intended o be
Annex 6 Module H.3.1 N/A Imanufactured or developed. The technical documentation shall, wherever applicable, Functional Intersects With |  Independent Assessors. CPL-03.1 5
lcontain at least the elements as set out in Annex V:
~the documentation concerning the quality system; and
- a written declaration that the same application has not been lodged with any other
Inotified body.
[The quality system shall ensure compliance of the products with the essential requirements. Mechanisms exist to design and implement product management processes
st outn section 1 of Awnex | and compliance of the vinerabilty handing processes put in o proacively govern the design, development and rogucton o Technology
Iplace by the manufacturer with the requirements set out in Section 2 of A sets, Applications andfor Services (TAAS) across the System Development
il the aleménte. requiemants and provisions adopted by the marufactarer hail be 7 Crcle 5L, o
ldocumented in a systematic and orderly manner in the form of written policies, procedures (1) Improve functionality;
Jand instructions. That quality system documentation shall permit a consistent interpretation (2) Enhance security and resiliency capabilites;
Jof the quality programmes, plans, manuals and records. (3) Correct security deficiencies; o
It shall, in particular, contain an adequate description of: (2) Conform with applicable statutory, regulatory andor contractual
- the quality objectives and the organisational structure, responsibilities and powers of the lobligations.
Imanagement with regard to design, development, product quality and vulnerability
Inanding;
e tothmical  design and development specications, incluing standards thatwil be
lapplied and, where the relevant harmonised standards and/or technical specifications will
ot be appiid Tl the means ot wil oe psed £ ansure orat he casensial redurrerments
Jset out in Section 1 of Annex | that apply to the products will be met;
" the procedural specifications, including standards, that will be appiied and, where the
Irelevant harmonised standards andor technical specifications will not be applied in full, the
Annex 6 Module H.3.2 /A Imeans that will be used to ensure that the essential requirements set out in Section 2 of Functional | Intersects With | Product Management | TDA-01.1 8
lAnnex I that apply to the manufacturer will be met;
- the design and development conrol, a5 well as design and development verification
Itechniques, processes and systematic actions that will be used when designing and
ldeveloping the products pertaining to the product category covere
- the corresponding production, quality control and quality assurance techniques,
lprocesses and systematic actions that will be used;
- the examinaions and tectstha wi e cared ou befoe, during and afer productin.
land the frequency with which they will be carried ol
- theaualty records,such o nspecton reprts ann test data, calbration data,
lqualification reports on the personnel concerne:
ine meons of monioring the achievement of the required design and product quality and
fhe effective operation of the quality system.
[The notfied body shal assess the qually syster Lo determine wheter T satifies the
Irequirements referre
Il presume conformity h tnace requirements n respect of the elements o the
lauality system that comply with the corresponding specifications of the national standard
fhat implements the relevant harmonised standard and/or technical specification.
I addition to experience in quality management systems, the auditing team shall have at
Ieast one member experienced as an assessor in the relevant product field and product
ltechnology concerned, and knowledge of the applicable requirements of this Regulation.
[The audit shall include an assessment viit to the manufacturer's premises, where such
[premises exist. The auditing team shall review the technical documentation referred to in
Annex 6 Module H.3.3 NA int 3.1, second indent, to verify the manufacturer's ability to identify the applicable Functional | No Relationship NA NA NA ) INo applicable SCF control
Irequirements of this Regulation and to carry out the necessary examinations with a view to
lensuring compliance of the product with those requirements.
{The manufacturer or his authorised representative shall be notified of the decision.
IThe notification shall contain the conclusions of the audit and the reasoned assessment
ldecisi
[The manufacturer shall undertake to fulfl the obligations arising out of the quallty system Mechanisms exist to design and implement product management processes
las approved and to maintain it so that it remains adequate and efficient. o proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
Annex 6 Module H.3.4 NA Functional Subset Of Product Management | Toao1.1 (i3 {erove funchiona a‘,‘m',es‘,‘ency capabilties: 10
(3) Correct security deficienc
(@) Conformm with applicable statutory. requlatory andjor contractual
lobligations.
[The manufacturer shall keep the notified body that has approved the quality system Mechanisms exist to tlize independent assessors to evaluate security,
informed of any intended change to the quality system. The notified body shall evaluate lcompliance and resilience at planned intervals or when the Technology
lany proposed changes and decide whether the modified quality system will continue to [Asset, Application andjor Service (TAAS) undergoes significant changes.
Annex 6 Module H3.5 m satisty the requirements referred to in point 3.2 or whether a reassessment s necessary. It | £ ionai | intersects With | Independent Assessors | CPLO3.1 N
[shall notify the manufacturer of its decision. The notification shall contain the conclusions of
lthe examination and the reasoned assessment decision
Surveillance under the _[V/A
Annex 6 Module H.4 |responsibility of the notified Functional | No Relationship NA NA NA o INo applicable SCF control
dy
presP—— Wa e e et e e iy e e 0 e w Nm s 5 o
[The manufacturer shall. for assessment purposes, allow the notified body access to the Fechanams &t To grant assessors WINMUI necessary access (o onduct
ldesign, development, production, inspection, testing and storage sites, and shall provide it lconformity assessments, inclu
lwith all necessary information, in particular: 1) Logical access to design, development, production, nspection and testing
- the quality system documentation; latifacts; and
e ol 4.2 i e ity ecor  provide o b e desn prt of e cuslty Sstem. 095 | puncionat | subsecor | Asessorhccess | cpLaas [ Pvsalacess o fciies w0
- the quality records as provided for by the manufacturing part of the quality system, such
Jas inspection reports and test data, calibration data, qualification reports on the personnel
lconcerned, etc.
[The notified body shall carry out periodic audits to make sure that the manufacturer
Annex 6 Module H.4.3 NA [maintains and applies the quality system and shall provide the manufacturer with an audit |  Functional | No Relationship NA NA NA ) INo applicable SCF control
report.
. . VA
Annex 6 Module H.5 Sonformity gi;;;‘g;"‘& Functional | No Relationship NIA NIA NIA 0 INo applicable SCF control
[The manufacturer shall affix the CE marking, and, under the responsibility of the notified Mechanisms exist to design and implement product management processes
loody referred to in point 3.1, the latter's dentification number to each individual product o proactively govern e design, development and production o Technology
fhat satisfies the requiremenits set out in Section 1 of Annex | to this Regulation sets, Applications and/or Services (TAAS) across the System Development
7 Cyeld 5L 1o
Annex 6 Hodue H5.1 i Functonal | mersects Wih | product anagement | Tonov1 [} mPovEfunctonatty, L 5
(3) Correct security deficiencies; o
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
[The manufacturer shall draw up a written declaration of Conformity for each product model Mechanisms exist to design and implement product management processes
land keep it at the disposal of the national authorities for 10 years after the product has o proactively govern the design, development and production of Technology
loeen placed on the market. The declaration of conformity shall identify the product model lAssets, Applications and/or Services (TAAS) across the System Development
for which it has been drawn up. A copy of the declaration of conformity shall be made Life Cycle (SDLC) to
e o 5.2 i praiati mth rlevant uthortes o rquset Functonal | nersects with | productanagement | Tono11 |1 e tunctonatty 5
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andor contractual
lobligations.
[The manufacturer shall,for a period ending af [east 10 years after the product has been Mechanisms exist to design and implement product management processes
Iplaced on the market, keep at the disposal of the national authorities o proactively govern the design, development and production of Technology
~ the technical documentation referred to in point 3.1; lAssets, Applications and/or Services (TAAS) across the System Development
the documentaion concerning the qualty system refered toin point 3.1 Life Cycle (SDLC) to
~ the change referred to in point 3.5, (1) Improve functionality;
Annex 6 Module H.6 A " the decisons and reports of the notified body referred to n points 3.5, 4.3 and 4.4 Functional | Intersects With | Product Management | TDA-OL1 |(3) Enhance security and restiency copabilies 5
(3) Correct security deficienc
{3) Conform with appicable staturory. reguiatory andjor contractual
lobligations.
FEach notified body shall nform ts notifying authorlties of ually system approvals fssued
lor vithdrawn, and shall, periodically or upon request, make available to ts notifying
lauthorities the list of quality system approvals refused, suspended or otherwise restricted.
Annex 6 Module H.7 N/A h notified body shall inform the other notified bodies of quality system approvals which | ¢nctignal | No Relationship N/A N/A N/A 0 INo applicable SCF control
it has refused, suspended or withdrawn, and, upon request, of quality system approvals
Jwhich it has issued.
fThe manufacturer's obligations Set out In points 3.1, 3.5, 5 and 6 may be fulflled by his
Annex 6 Module H.8 | Authorised representative [authorised representative, on his behalf and under s responsibility, provided that they are|  Functional | No Relationship NA NA NA o INo applicable SCF control

Secure Controls Framework (SCF)
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