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procurement mix of ICT thir-party service providers.
Frenciaenies a1 accordance Wi Urn v nationasectorl v, outource e st o [Fechansms exft to aciEate the implementation of Strategic, operational and factcal
verying complance wih I ik managenent requlrements o ira-group o frisk management controls.
Articte 6.10 A ndertakings, I Case of Such outsourcing, th fivancial entity remains flly responsibl for the Functional SubsetOf | Risk Management program | Rsk.01 10
|verifcation of compliance with the ICT fisk management requirements.
o orderto saaress na mange CT k. e enties shll use 1 i upaated KT Operationalizing Securiy, iecharrsms
Anticle 7 A [systems, protocols and tools that a Functional ntecsecsWith | Damaronr e Benmoncy | Gov-15  [rompianee b reslloncs pracuRcs fo ench Techrology Asem ApEcson andior 5
ities [Service (TAAS) under their contro.
[3ppropriate to the magnitud of operations supporting the conduct of thar achviies, in Operationalizing Security,
Article 7(a) NA Jaccordance with the proportionaitty principle as referred to n Article 4; Functional ntersects With | onarons s Bemonck | Gov15  [ompinee snd rsllcnek pracuzes for eseh Techrology Ao, Appcaion andior 5
bities ot () under her vomrer
[eppropriate to the magnitude of operations supporting the conduct of thar acivities, in fechanisms exist t compel data and/or process owners [o select required securlty.
Article 7(a) NiA accordance with the proportionality principle as referred to in Article 4; Functional Intersects With Select Controls. GOV-15.1 mmphance and resilience controls for each Technology Asset, Application and/or Service 5
[(TARS) under their control.
FppropTate o the magnTude ofoperatins supperting he condue o therracvies, chantsms xSt fo compel data andjor Process oWners [0 mplement requiTed securly,
Avticte 7(a) A [accordance vith the proportionaity princpie as refered to in Aticle Functional Intersects With | Implement Controls | GOV-15.2 _[compliance and resilience controls for each Technology Asset, Application andlor Service s
FAAS) under thelr control
[FppropTate o the magnTuge ofoperatiens suppering he condue o therr acvis, [Mechanisms ex1s to compel data andjor process owners o assess 1 FEquired seculty.
[accordance with the proportionaiiy principle as referred to n Article lcomplance and resilience contral for each Technology Asset, Application andior Service
Article 7(a) A Functional Intersects With Assess Controls GOV-15.3 [[TARS) under their control are. s
(1) implemented correctly: and
|2) Operating as intended.
FppropTte o the magnTude ofoperatins suppering he condue o therr acvies, Authorize Technology [Fechansms ex/t to Compel data and/or proCess owners to obiaim authorization for The
Article 7(a) N CCordance with the proportionaity principle as referred to i Article Functional irsecrs Wi | s, Agocaonsanor | GOV-L5.4 IOGUEIO U5 e Techoloqy Aset, Abaton and S (TARS nderner s
s (TAAS) trol.
[FppropTate o the magnTuge ofoperaens suppering he condue o therr acvis, [Mechan/sms ex/s 1o compel data andjor process owners to monor Technology ASsers.
[accordance with the proportionaiiy principle as referred to n Article [Applications, Services andior Data (TAASD) under their control on an ongoing basis for
Avticle 7(a) A Functional Intersects With Moritor Controls GOv-15.5 [pbplicable threats and risks, s well a5 to ensure security, compliance and resiience. s
lontrols are operating as inende
FppropTate o the magnTude ofoperatiens suppering he condue o therr acvies, Securtty, Compliance & [Fechanisms ex/t to TaciTate the implemenTallon of eSoUTCE pIAMNING Contrals That
Articte 7(a) A CCordance with the proportionaity princlle as referred to i Aticle Functional Subset of Resiionce protection |  PRM.01 |provide a portfollo management approach fo achieve security, compiance and resilence 10
Portflio Management lobjectives.
[SPproprate o the magnitucs of aperations Supporting e conduct of ther acivites, n Security, Compliance & [Mechanisms exist to address all Capital planning and Investment requests, including the
Article 7(a) A [accordance with the proportionaiiy principle as referred to n Article Functional Intersects With | Resience Resource PRM.02  resources needed to mplement the Securiy, Compliance & Resiience Program (SCRP) s
Management Jand document il exceptions to this requiremen
FPpropTate o the magne o aperations sUpoorng T condue o ther settes, [Mechansms ex7t o Tdentify and alocate fés0urces Tor management, operational
Article 7(a) N [accordance with the proportionaiity principie as referred to in Article Functional Itersects With | Allocation of Resources |  PRM-03 Rechnical and data protection requirements wihin business process planning for s
projs it
The magnitude Their actviies, mpiance and @
accordance with the nmpumonahly Drm(wp\e as re(erred toin Article 4; Security, Compliance & m‘e(t deve\upment to determine me exl nt to which the controls are implemented
Article 7(a) NA Functional Intersects With |~ Resience In Project | PRM-04 corrctly, operating as intended and producing the desired ouicome with respect to s
Imeeting the requirements.
FppropTate o the magnTude ofoperatcns supperting he condue o therr acvies, Raniams exist o [dentiy Critcal syStem components and fanciians by perfoming a
ccordance with the proportionality principle as referred to in Artic Security, Compliance & [crticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
Article 7(a) A Functional mersecs Wit | Reslence Requrements | PRMOS e e B0 ik n i Secure Deveépment Lie Cyle (3010 s
e magnitude Their actiies, [Miechansms exit fo ensure changes to Technology Assets, Appications andor Semices
Attcle 7(a) NA D eoiance with e praportonsit prneile srarenad to m Aricie o Functional Intersects ith | Secure Development Life | pay o5 |TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
Cycle (SDLC) Management lchange control procedures;
refiabie; Operationalizing Security, [Mechanisms data
Article 7(b) NA Functional Intersects With | Compliance & Resilience | GOV-15  |compliance ar Dractices for each Technology [ Application andor 5
bities 5o 1A% unier her tontor
Feabie; [Mechansms exft to compel data andjor process owners fo select required Securly,
Atice 7(6) A Functional Intersects With Select Controls GOV-15.1 _fcompliance and resilience controls for each Technology Asset, Application and/or Service s
[(TARS) under their control.
Feabie; [Mechansms ex1s to compel data andjor process owners fo Implement required Securly,
Atice 7(6) A Functional Intersects With | Implement Controls | GOV-15.2 ~[compliance and resilience controls for each Technology Asset, Appication andlor Service s
[(TARS) under their control.
Feabie; [Mechanisms ex1s to compel data andjor process owners o assess 1 required securlty.
lcomplance and resilience contral for each Technology Asset, Appication andior Service
Atice 7(b) A Functional Intersects With Assess Controls GOV-15.3 [[TARS) under their control are. s
(1) implemented correctly: and
[(2) Operating as intende
Feabie; Authorize Technology [Fechansms ex/t To compel data andjor process owners to obtaim authorization for The
Article 7(b) NIA Functional Intersects With | Assets, Applications and/or | GOV-15.4  [production use of each Technology Asset, Application and/or Service (TAAS) under their 5
Services (TAAS) Jontral
Feabie; [Mechan/sms ex/s to compel data andjor process owners to monor Technology ASsers.
|Applications, Services andor Data (TAASD) under their Control on an ongoing basis for
Avticte 7(b) NA Functional Inersects With Moritor Controls GOv-15.5 [applicable threats and risks, as well a5 to ensure securiy, compliance and resiience. s
lontrols are operating as iniended.
Feabie; Security, Compliance & [Fechanisms ex/t to aciltate the implementallon of eSoUTCE pIAMNING Contrals That
Atice 7(6) A Functional Intersects With protection | PRM.01  [provide a portfollo management approach to achieve securiy. compliance and resiience s
Portflio Management lobjectives.
FreTbie: Security, Complance & [Mechanisms ex/st to address all aptal PTG and Tvestment requests, Tncuding the
Atice 7(6) N Functional Intersects With | Resiience Resource PRM.02  resources needed t fty, Compliance & Resilience Program (SCRP) s
Jand document il exceptions to this requirement
Feabie Chanisms exst to [dentily and aTOCatE Fes0UrCas for management, operational
Atice 7(b) N Functional Intersects With | Allocation of Resources |  PRM-03  fechnical and data protection requirements within business process planning for s
fpojects / niitives
Feiabie Wiechanisms , camolenceana System
Security, Compliance & e extent to which the controls are |mp\ement ed
Article 7(b) N/A Functional Intersects With Resilience In Project PRM-04 correctly, operating as intended and producing the desired outcome with respect to 5
[meeting the requirements.
Feabie; Raniams exist ©o identiy crilcal syStem components and fanciions by performing a
Security, Compliance & [criticality analysis for critical Technology Assets, Applications andjor Services (TAAS) at
Avticle 7(6) A Functional mersects Wit | Reslence Requrements | PRMOS o e B0 ik it Secure Devepment Lie Cyle (S0L0) s
Fefabie [Mechansms exit fo ensure changes to Technology Assets, Appications andor Services
Article 7(b) A Functional Intersects with | Secure Development Life | payyo7  (TAAS) within the Secure Development Lie Cycle (SDLC) are controlled through formal 5
ycle (SDLC) Management lchange control procedures;
Eapes win suicient capacty o accuratey preces he dataneceseory o e perormance of iecharrsms andor ©
Jacivities and the timely provision of services, and to deal with peak orders, message or Operationalizing Security, lcompiiance and resilience practices for each Technology Asset. Application andior
Article 7(¢) A [ransaction volumes as needed, Incuding whore new technology s ntroduced: Functional Intersects With plance & Resence | GOV-15. fGavice (TAAS)under thlrcontol s
Eqpped W Uit capocty T accurately process T dota necessary o e peformance of [Fechansms ex1s 1o compel data andjor process oWners o Select requied securty
[actviies and the timely provision of services, and to deal with peak orders, message o lcomplance and resilience contral for each Technology Asset, Application and/or Service
Article 7(c) NA [ransaction volumes, a5 heeded, Including where new technology  Inroduced: Functional Intersects With Select Controls GOV-15.1 |TARS) under their control 5
Eapes win it capecty o accurarey preces he datanecesery fo e perormance of iecharrsms e ecurty,
Jactivities and the timely provision of services, and to deal with peak orders, message or Eoraplance an esHlcnce contai fof cabh Technelogy ALber, ApPUCaiion andor Sarice
Article 7(c) L [transaction volumes, as needed, mc\udmg where new technology is introduced; Functional Intersects With Implement Controls GOV-15.2 |(TAAS) under their control. 5
Eqpped W Uit capocty T accurately process T dota necessary o e peformance of [Fechanisms ex/st o compel data andjor process owners o assess 1 required securlty.
[activiies and the timely provision of services, and to deal with peak orders, message o lcomplance and resilience contral for each Technology Asset, Applcation andior Service
artice 7(¢) A [Fransacton volumes, 22 needed, Including where new echnology s imrodces: Functional Intersects With Assess Controls Gov-15.3 |[TARS) under their co s
(1) implemented correctly: and
2) Operating as intended.
Eaepes Wi it capacty o sceurardy proces he et necessary o e perormance of [Fechansms ex/t to compel data andjor process owners to obtaim authorization for The
[activities and the timely provision of services, and to deal with peak orders, me Authorize Technolos [production use of each Technology Asset, Application andjor Service (TAAS) under their
Article 7(c) NA ftransaction volumes, a2 needed, including where new technology is introduced Functional Intersects With | Assets, Applications andjor | GOV-15.4 (Coniro. 5
< (TARS)
[Cauipped with suficient capacity to accurately process the Gata necessary for the performance of [cranims oo compel o s poces o To oo Tech e At
Jactivities and the timely provision of services, and to deal with peak orders, message or ations, Services and/or Data (TAASD) under their control on an ongoing basis for
Artice 7(c) NA ltransaction volumes, as needed, including where new technology s introduced; Functional Intersects With Monitor Controls GOV-155 bplcable threats andiisks, a5 well s to ensure securiy, compliance and reslence 5
lontral are operating as intende
leaupped ey T accatel proces: o s ncesaay o e pearmance o [recaners e et
[activities and the timely provision of s¢ and to deal with peal Secumy Comphance & [provide folio management approach to achieve security, compliance and resmen:e
artice 7(c) A [ansaction volumes, a3 heeded, Including where new technology  Inroduced: Functional Subset of ‘Resience proection | PRMOL Eiice S 10
ortolio Managemen
[Eaulpped with SufCient capacity to accurately process the Gata necessary for the performance of [iechansms exit to address all apital planning and Tvestmen requests, cuding the
Jacivities and the timely provision o services, and to deal with peak orders, message or Security, Compliance & resources needed to implement the Security, Complance & Resiience Pragram (SCRP)
Article 7(c) NA transatction volumes, a3 needed, including where new technology is ntrodiced; Functional Intersects With |~ Resilence Resource PRM-02 o document al exceptions to this requirement. s
EGTpes W Suiciet capacty o sceurtely proces he dataneceseory Tor e perormance of [Mechansms ex7s o dentfy and aTocate fe50urces Tor management, operational
[actvities and the timely provisian of services, and to deal with pea kechnical and data protection requirements within business process planning for
artice 7(c) A [ansaction volumes, a3 heeded, Including where new technology  Inroduced: Functional Intersects With | Allocation of Resources | PRM-03  locjects  niiatives. s
[Eaulpped with suffcient capacity to accurately process the Gaia necessary for the performance of [Fechansms exft to assess security. complance and reslience contral in ystem
Jacivities and the timely provision o services, and to deal with peak orders, message or Security, Compliance & [prject development to determine the extent to which the contros are implemented
Article 7(c) L [transaction volumes, as needed, including where new technology is introduced; Functional Intersects With Resilience In Project PRM-04 lcorrectly, operating as intended and producing the desired outcome with respect to 5
Imeeting the requirements.
EGTpes W Suiciet capacty o sceurtely proces he dataneceseory Tor e perormance of anisrs exist o entiy Crtcal system Components and Tanctions by performing a
[activities and the timely provisian of services, and to deal with pea ecuriy, Complance & ritcaity analyss fo crtical Technology Assets, Applications and/or Services (TAAS) at
artice 7(c) A [ansaction volumes, a3 heeded, Including where new technology  Inroduced: Functional Intersects Wih | Resllence Requitements | PRM-0S re-defined decison points nthe Secure Development Lfe Cycl (SDLO s
[Equlpped with suffcient capacity to accurately process the Gaia necessary for e performance of [Mechanms exit fo ensure changes to Technology Assets, Appications andjor Services
Jacivities and the timely provision o services, and to deal with peak orders, message or Secure Development Life [TAAS) within the Secure Development Life Cycla (SDLO) are contrlled through formal
Article 7(c) NA transatction volumes, a3 needed, including where new technology is ntrodced; Functional intersects With | S EDRTIENI ine | PRM07  khange contro procedures. s
TESTETT T o0 0 20equoely Ge3] W addonal ormaton processing needs Operationalizing Security, [Mechanisms. data )
Article 7(d) NA las required under stressed market conditions o other adverse situation: Functional Intersects With | Compliance & Resilience’ | GOV-15  |compliance and resilience practices for each Technology Asset, Application andjor 5
Capabi [Service (TAAS) under thei control
[Eschnoiogically resient n order to adequately deal Wih adatonal nformation pracessing needs [Mecharisms exit to compel data and/or process owners to selec required securiy.
Article 7() N Jo required under stressed market conditions or other adverse situations Functional Intersects With Select Controls GOV-15.1 _fcompliance and resiience controls for each Technology Asset. Application and/or Service 5
[(TARS) undier thelr contro
[Eschnologically resiient n order to sdequately deal wih dditonal nformation pracessing needs scurty,
Avticle 7(@) N Ja required under stressed market conditions or other adverse situations Functional IntersectsWith | (mplemencConrols | GOV-15.2 [amBlance omd rellonce contro or eoch Technelogy A4ser, AppAcaton anair Scrce 5
[(TAAS) undier their control.
[Eschnologically resiTent n order to sdequately deal wih adaitonal nformation pracessing needs [Mechansms exft to compel data andjor process owners fo assess 1 required securlty.
Ja required under stressed market conditions or other adverse situations lcompilance and resilience controls for each Technology Asset, Application andior Service
Atice 7(0) N Functional Intersects With Assess Controls GOV-15.3 [[TARS) under their control are: s
(1) mplemented correcty: and
[2) Operating s ntended.
[Eschnologically resient n order to sdequately deal wih dditonal nformation pracessing needs Authorize Technology [Fiechansms exfs to compel data and/or process owners to abtain authorization for the
Avticle 7(@) N Ja required under stressed market conditions or other adverse situations Functional Itersecs Wit | Astrs, ppicalions adlor | GOV-15.4 producio use of ach Technoloay Aset, APplcaion andr Seice (TS undertei 5
Services (TAAS) ol
[Eechnologically resiTent n order to sdequately deal wih addtonal nformation pracessing needs [Miechansms ex/s to compel data andjor process owners fo monior Technology Assets.
Jas required under stressed market conditions or other adverse situations pplications, Services and/or Data (TAASD) under their ontrol on an ongoing basis for
Aricle 76d) m Functional Intersacts With Morikor Controls Gov-1.5 [applicable threats and risks, as well as to ensure securiy, compliance and resiience. 5
lcontrol are operating as intended.
esTient i order to adequately deal with addiional iformation processing needs Security, Compliance & [Fechansms exft to aciiEate the implemantation of esoUTCE pIanNing contrals that
Atice 7(0) N Ja required under stressed market conditions or other adverse situations Functional Intersects With | Resiience protection |  PRM-01 forovide a portfolo management approach to achieve security, compliance and resllience 5
ollo Management
[Eschnologically resiTent n order to adequately deal wih addonal formation pracessing needs Security, Compliance & Paniams exist o address ol capital planning and Investment requests, including the
Atice 7(0) A Jas required under stressed market conditions or other adverse situations Functional Intersects With | Resilience Resource PRM.02  resources needed to implement the Security, Complance & Resilence Pragram (SCRP) s
Management cument all exceptions o this requirement
echrologcaly esTent i order o adequately e Wil addonal nformaton rocessng heeds [Mechanisms ex/t o tdentl © resources for management, operatonl,
Aticle 7(0) N Ja required under stressed market conditions or other adverse situation Functional Itersects With | Allcation of Resources |  PRM.03 Rechnicai and data protection requirements within business process planning for s
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ltechnologically resilient in order to adequately deal with additional information processing needs
Jos required under stressed market conditions or other adverse situations.

Security, Compliance &

Secure Controls Framework (SCF)
ol et
echanisms exist to assess securiy, compllance and reslience contrals i eystem
lroject development to determine the axtent to which the contols are mplemented

Article 7(d) NIA Functional Intersects With Resilience In Project PRM-04 lcorrectly, operating as intended and producing the desired outcome with respect to 5
[meeting the requirements
[echmolog cally resiient i order to adeauately deal Wit 3adons! iiarmafion processing needs i exist o ety CHical &ystem components 3nd Fnchions by peraming 3
los required under stressed market conditions or other adverse situations. Security, Compliance & Jeitcality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
Atice 7(0) s Functional mersecswin | resence Requrements | PR3 | B e e Gyt (s0L0) s
efiniton
[lechnologically resient n order to adequately Geal Wih 3adonal Information processing needs p [iechaniams exft o ensure changes 1o Technology ASsets, ApRTCatlans amdlor Services
Article 7(d) A las required under stressed market conditions or other adverse situations. Functional Intersects with | Secure Development e | ppyy.g7  [(TAAS) within e Secae Deveipment s Cyce (SDLC)afs contrlled trough ol 5
Jcie (SDLO) Management (o) ot
A par or the TCT 7ok TR A 6 T o sl Fecharir ot o Geie BTse procesees Wik coraoraton o eEuT.
ey, classity and adequately document al ICT supported business function, roles a lcompiiance and resiience that ceter
esponsiities! the formaton sseta and CT st supporing hose functiors and el oles (2T resuling ricto Crganizationsl operations, assets, individuals and ather
e Telation (o ICT ik all reviow a5 needed, and at Ieast nctions ntersects with | Business process Defintion o5 [oroanizatio
Article .1 A Year\y ‘the adequacy of this classification and of any relevant documentation. Functional It ts With | B i Definit PRIL06 LZV \nfurmatmn Drutectmn needs arising from the defined business processes and revises. s
e processes as necessary, uni an achievable set of protection needs 1 abtained
Fancr el shall.ov 3 ontinuads ass, ently Sl Saurce of CT k. parlelar e T Fiechaniams exit o denth
lexposure to.and from other inancial entiies, and as3ess cyber threats and (CT vuinerabilies 1) Assumptions affecting rick assessments, i response and risk monitoring:
Felevant to their (CT Supported business functions, Information assets and ICT assers Financia (2) Constraint affecting ik assessments, risk response and rsk monitoring:
" Jeniies shal review on'a regular basis, and at feast yeary.the ik scenarlos Impacting them nction tersects Wi sk Framin y e organizational s tolerance; an
Article 8.2 NA Functional Intersects With Risk Framing RSK-0L1 () priorities, benefits and trade.offs considered by the organization for managing risk. s
Financial entties shall,on 3 Continuous basi, Wenty 2l sources of ICT Fsk. m paricular The Fk [Fiechanms exfs to Wentfy and document rsks, both ternal and extemal
and fom other financil entites, and assess cyber fhreats and ICT wuinerablties
atide82 wm elovant to ther CT Supported bUSIngss functons, nformation assets and ICT assets. Financial Functiona) Itersects With Risk dentfcation Rsios s
[enites shal review on 4 regular basie, and at east yearly, the sk scensrios impacting tnerm.
Financial enties, other than Sl perior ach maor Fchanims o o confuc recurig st of 1 Bt s e heiood
hange i the neiwonk ans foinason ystas WErASmckue, I 6 proceaees or Drocedures o magnituce of arm from unauthorzed access, e, dsclosure,dirup
Aticle 8.3 A [affecting their ICT supported business functions, nformation assets or ICT 855 Functiona! Intersects With Risk Assessment RsK.04 estruction of s Technolosy s
[Services andior Data (TAASD).
Finanial enties shall dentiy al iormation 35sets and ICT 355€ts, ncluding those on remate echass T perform venores o Tecnolooy ASses Applcatons, Senices
Cites, network resources and hardware equipment, and shall map those considered critcal. They landlor Data (1A
il mp the confguration of the information assets and ICT assets and the lnks and 1 Accurately relects the current TAASD in
Detuween the dferent information assets and ICT assets. (2 dentifies authorized software producs, including business Justfication details;
(511 at the evel of granularity deemed necessary fo tracking and reporting
Artice .4 NiA Functional Intersects With Asset Inventories AST-02  |(3) Includes organization-defined information deemed necessary to achieve effective 5
perty accountabilty; an
(571 availabie fo review and audit by designated organizational personnel
Fivancial enties Shall dentiy al iormation 3556t and ICT 355675, eChars ot o A ek T Reere Jgae Tt
it network resaurces and fardware cquipment, and hell map Uhose consered rtcar They Network o oo (1) Contain sufficent detail to assess the security of the networkes rchitecture;
Article 8.4 [Shail map the configuration of the information assets and ICT aseets and the links and Functional Intersects win | NetworkDiagrame G 0ata | or.gq 2) Reflect the current architecture of the netuork envronments an
cle 8. A interdependencies between the different information assets and ICT asses. unctional ersects Flow Diagrams (DFDs) ST-04 3) Document ail sensitivelregulated data flows s
[Financial enties shall @entiy al Information assets and ICT 35sets, Tluding Those on remars [Fecharsms ST ety v docUment e el Teehogy Assls Agplcatiors.
Jites, network resources and harcare equipment, and shall map those considered critcal. They Data (TAASD) that missions an
Aicle 8.4 o hail map the configuration of the information asséts and ICT assets and the lnks and Functional Intersects With | Identiy Criical Assets | BCD-02 s
Z linterdependencies between the different information assets and ICT assets. v
[Financial niies shall @entiy al Information 3ssets and ICT 3556, Tluding Those on remote [Fechansms ex7stTo TGenty, priorize and a55ess suppliers and parners of Ccal
ites, network resources an qipmen, andshll map those consteredcrica They [Technology Assets, Applications andor Services (TAAS) Using a supply chain i
Article 8.4 NA lshall map the configuration of the information assets and ICT assets and the Functional Intersects With “Third-Party Criticality TPM-02  [assessment process relative to their importance in supporting the delivery of high-value 5
linterdependencies between the different information assets and ICT assets. Assessments [services.
Finanial entiies shall Wentiy and document ol processes That are dependent o T TTd-pary [Fechaems ¥t T Gerty and sesess e Securly o Techclogy esel. Agpicatons
Aricie 85 A arvice providers, and shallidentiy ncerconnections with (CT ti.parky service providers that Functional Intersects With AST.OLL [andlor Services (TAAS) that support more than one crtical busingss functo s
orovide services fhat support criical or mportant functions.
For the purposes o paragraphs T 4 and 5, financal entilles Shall maintain relevant Invetories [Fechanes ST parorm Tveores o Tecnolooy Aeses Applcators Seniees
Janct upiate them periodically and cuery time any major change a5 referred to n paragrapl landlor Data (TAASD)
loccurt 1 Accurately relectsthe current TAASD in
(2 dentifies authorized software products, ncluing business justfication detais;
(311 at the evel of granularity deemed necessary fo tracking and reporting
Article 8.6 NiA Functional Intersects With Asset Inventories AST-02  |(3) Includes organization-defined information deemed necessary to achieve effective s
loroperty accountabity; an
(5) 1= availaie fo review and audit by designated organizational personnel
For the purposes o paragraph T 4 and 5, imancial antifes Shal maimtan relevant Tmentories V— iecharrsm: partor
Article 8.6 NiA land update them periodically and every time any major change as referred to in paragraph 3 Functional Intersects ity [UP9a1es During Insallationsl x5 femovals “ond asset upgrades. 5
Finsncial enties, ofher tran microenterprses, shall on 3 regular basi, and St Teast yearly. echarams i Lo conduct eEuring Sssessment of ik at s e Tk
lconduct a specific (CT risk assessment on allegacy ICT systems and, i any case before and after o magnituce of arm rom unauthorzed access, use,disclosure,drupt
Article 8.7 A [connecting technolagies, appications or yster. Functional Intersects With Risk t RsK.0 estruction of Technolosy s
[Services andior Data (TARSD).
[Financial entties, other Than WCToNIETprISes, Shall on a reguiar basis, and at east yeary e Xt o conduetarang e Ge e e o Taravare ana sorvare
article 87 A [concct s specifcICT risk assessment on al légacy ICT systems an i any case before and after | Functional Intersects With | Technical Debt Reviews | SEA023 mediate outdared echnol s
Jconnecting technolagies, appications or systems.
For the purposes of adequately protecting ICT sySRems and Wt 3 VIew £ organiing respance Tactate Sperational Securty Controls
measures, hnancial ntiles shall contnuously manitor and control the securiy and functioning of
Ao 8.1 e [T systerns and tools and shail minimise the impact of T rsk on ICT systems through the Functional Subset of operations securty | opso1 10
ldepioyment of appropiate 1CT securiy tools, pojcies and procedures
For e pirpose o seequatey porectng LT yaten and WD 3 vew o orgareng responce JFcTaners et o deveop 3 secuty Cavcept o Cperaton NP o sy
e el el continusly ontorand cotrol e sty g unconing of Secunty Concent O iined plan for achieving cybersecurity objectves, that documents man
Article 9.1 NA [CT systerns and tools and shall minimise the impact of CT rsk on ICT systems through t Functional Intersects With ecurity Concept ops.02  pperational and tachnical measures Implementad to vy defensein- e techmiaues 5
" ey ment of approprate T securty ook, porcies and proceaures Operations (CONOPS) at s communicated to all appropriate stakehalder
For e pirpose o seequately poteclng LT yatems and Wi 3 vew o orgareng responce [Fiechaniams exTs o Gene sUpporing BUSIness processes and Tmlement ppropTate
e fnancal e sl continusly omtorand cotrol e sty g unchoning of cervce e o' ntto . delvery and
Ao 0.1 w ools and Shall minmise the mpact of 1T 1ok o1 o Systems hrough the Functional ntersects With ervice Delivery 0503 [upportof the organization' technolooy capabilties supporting business funciions s
u dep\uyme"l 0( appvopnale ICT security tools, pohcnes and procedures (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
becific goals of the process area
Financal entiies shall Gesion. procure and Tmplement [CT Securiy pocies, procedures, protoccls [iechantams ex1t o facTtate The Tmplementation o operatanal secury comtras
Jan tools that s to ensure the resience, continuty and avallabiky of ICT systems, i partcular
Ao 82 m forthose supporting citical or mportant functions. an ain high standards of svalaity. | Functional Itersects With | Operations securty | ops.o1 s
[authenticity: ntearty and confidentiity o data, whether a rest, in Use or i transic
Financial eniies shall Gesign. procure and implement ICT Securlly POTcs, procedures, protocols [echaniams exTt o 1Gentiy and docament Standardized Operating Procedures (S0P, o]
Jand tools that aim to ensure the resilence, continuity and avallabiity of ICT systers, In partcular imiar documentation, o enable the proper execution of ay-to-Gay / 35igned tasks.
Atice 82 - for those supporting ciical or mportant unctions, and t ah standards of avaisbity, | runctional tersects wity | Stondardized Operating | goe o1 s
[authenticity: ety and confidentiity o data, whether a rest, in Use or i transic Procedures (SOP)
Financial nilies shall Gesign. procure and implement ICT Securlty poTcies, procedures, protocols [Fecharians &7 o develep 3 Seciry Concept f Qeratns (CONOPST o 3 sy
o el i 6 enur e resenc, coninutyand valei oIy pacar efined plan for achieving cybersecurity objectves, that documents managems
Article 9.2 ey for those aupporting crical or mporta nctons, s o malntin igh standards f vaibily, Functional Intersects With Security Concept Of Ops.02 [opérational and techmlcal meacures Imilemented to apply aefonce.in-depth techmiques 5
Jathenticy,inesriy and confidentiaiy of Gat, whether at rest, i use.or n tra Operations (CONOPS) fhat is communicated to al appropriate stakeholders
Financal enties shall Gesign. procure and Tmplement ICT Secariy polcies, procedures, protocals fiechanzms Susporting )
Jan tools that s to ensure the resiliance. continty and availabiky of T systems, i partcular senvce b lgovernance and service management to ensure appropriate planning, Gelivery and
Aticles2 - fo those supporting critical o important anctions, and to maintain high standards of avalabilty: | Functional ntersects With rvice Deliven 0ps.03 Bupport of the organization' technology capabilties supporting business funcions, s
& [authenticity, integrity and confidentiality of data, whether at rest, in use or in transit. (Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
beciic goate of the process area,
i order to achieve e objectves referred to T paragraph 2. Anancial riiies shall e | Gperationalizing Security. fiechanzms o 0
Atice 9.3 " ohiions ans procesecs foat e apprepate n Sevomtapee Wi ArEls 5. Thasa 1 sotutons and | Functional Intersects With | Compliance & Realiench |  GOV-15  [compiance and resiience practices for each Technology Asset. Application andior s
processes shat ities [Service (TAAS) under their contra
o "™ [Ensure the securfy of e means of ramsfer of Gt p— s win_| CTPRRRn Wanagement | cpg o7 _[lecranims et o e Confgaration .
[Fmeure the Securty of he mmeans of ramsfer of P Fechanzms
Article 9.3(6) A Functional Intersects With secure Baseline Croar [Techmglogy Aesets Applkatins andlor Senices (TARS) it o concitent Wi industy- s
-onfigurations [accepted system hardening standards.
[Eveure the securty of e mmeans of ramsfer of Gt [Fecharsms vt T eliate e plementaion o sty Tecogrzed securty.
Secure Engineerin lcompiiance an ractices i the speciication, desion. development.
Acticle 9.3(2) N Functional Intersects With e SEA0L [mplementation and modfcation of Technology Assets. Applcations andjor Services 5
TARS)
[FRsure the securty of e means of Framsfer of a7 Fiechaniam exTt o Gevelop am enterprise archTecture. aTgned Wi Tustry-Tecognized
Agnment with Enterprise feading practices, with consideration fo security, compliance and resience princ
Article 9.3(a) NA Functional Intersects with | Allanment fith Enterpr SEA02 dresces i Operations, aseets, other " 5
forganizations
[Evsure the securty of e mmeans of ramsfer of a7 Faniams exist o implement securty functions a5 & [ayered SEUCEUre minmizing
Detens oiD nteractions between layers of the design and avoiding any dependence by lower layers
Article 9.3(a) NA Functional Intersects With nse-in-Depth (DID) SEA03  fon'the functionality or correctness of nigher ayers. s
prvr " P T Tk o comupon o o5 6 255 and echTIca o T may | pocuonar e Y Configuration management contros .
i the rsk of Corruption o 105 of Gata, Unautorsed access and tachnical Taws That may [Fechaniam exTt o develop, Gocument and mamiar secure baseling Confgurations for
Article 9.3(6) A Ininder business activity: Functional Intersects With Secure Baselin CFG-02  [Technology Assets, Applications andfor Services (TAAS) that are consistent with industry-| 5
Configurations laccepted system nargoning standards.
e T 7oK of Corruption o 05 of Gata, Unautorsed access and technical Taws That may [Fechaicns et o eTate e mpemetaton of sy recogmzedsecumy.
hinder business activ Tesiionce practices n esion, developmant;
Article 9.3(6) A i Functional Intersects With e Englne seao1 \mwemenmlmn 21 moitcation of Technaloay Assers. Applcatins andjor Servces s
AAS).
e T K of Corruption o105 of Gata, Unautorised access and technical Taws That may [iechanisms exit o Gevelap am enterprise archecture. aTgned with Tdusty recognized
Finder business actiiy Alignment With Enterprise leading practices, with consideration for security. compliance and resiience principes
Avticle 9.3(6) A Functiona! Intersects with | AR T e SEA02  |ihat addresses risk to organizationsl operations, assets, ndividuals and other s
frganizations
e The 7oK of Corruption o 05 of Gata, Unautorsed access and technical Taws That may Chaniams exTt o TmpTement Securty Fnciians 35 3 Tayered Structure minmizing
inder business actv efense-in-Depth (DK nteractions between layers of the design and avoiding any dependence by lower layers
Article 9.3(b) NA Vit Functional Intersects with | DefensenDenth (DID) | gen g3 | naliy or correciness of mianer ayers. " Y V' 5
[prevent the lack of availability, the impairment of the authenticity and integrity, the breaches of Configuration Management [Mechanisms exist to faciitate the implementation of configuration management contros.
Aticle 9.3(¢) A i e, Functional Intersects With Program creo1 s
revent i ok o avaTably. e Tt o e SURentcty i EgTy, e breaches o ; [Mecharsms ex/s o Gevelop, Jocument and maintain secure baseline configurations for
Article 9.3(¢) A [Comfcentiaity and tne loss o dat Functional Intersects With Secure Baselne Cra02  [Technology Assets, Applcations andlor Services (TAAS) that are consistent with ndustry s
-onfigurations [accepted system hardening standards.
precent e ok o vaTaTy. Th o of e authetcy i TRegy. e Brenches o anisms existto aciltate the mplemantation of INduSty Tacognzed Securty.
[Comfcentaity and the 105 of & Secure Engineern [compliance and resiince practices in the specifcation. desion, development.
Avticle 9.3(c) A Functional Intersects With il " SEAOL fimplementation and modification of Technology Assets. Applications andjor Services s
orevant The ack of avalablty, The impaient of the authenticiy and Ttegriy, T breaches of Fechanism exTt o Gevelop am enterprise archTecture. aTgned Wi Tdustry recognized
[Confdentiaity and the loss o data: fignment With Enterprise eaaing pracice, i consderation for Securt, compiance and resiience principes
Article 9.3(c) NA Y Functional Intersects with | Allgnment ith Enterpr SEA02 S b merations, aseett, principl 5
frganizations
prevent e ok o uaTaTy. Th o of e authetcy i TRegy. e Brenches o Ranisms exist © implement securty functions a5 3 [ayered Structure minmizing
[Comfcentaity and the 105 of & Defense-in-Depth (01D) terachion betwen aersof th deignand avoring ay cependence b ower ayrs
Article 9.3(0) A Functional | Intersects with nse--epth SEAO3  [on the funconaliy of Comreciness of hner ayer s
[ensure that data 1s protected from risks arsing from data management, Including poor Configuration Management| [Mechanisms exist to faciitate the implementation of configuration management controls.
Article 9.3(d) ) Jacminisration, processing- related risks and human erro Functiona! Intersects With Program creol s
[Ensure that data = protected from ik arising from dta mansgement, TElading poor fecha
vticle 9.3(6) " [aaministration. processing- rlated riks and human rror. Functional Intersects With Sgcure Baselne cre02 Te(hmﬂ:qy ets Applcatonsancfor Senices (TARS) thar are consistent it sty s
onfigurations laccepted system hardening sta
[En=ure That data = protected fom ks arsing from data mansgement, Telading poor echanins exstto facite the lmp\emenlalmn T Tndusty recognized securty.
[administration. processing- related risks and human erro d resiience practice Gesign, development.
Aticle 9.3(6) A Functional Intersects With b sea01 \mp\emmmnun S moaitcation of Technaloay Assers. Applcations and/or Servces s
4s).
[Gn5ure that aata = protected fom ks arsing from data mansgement, Teluding poor [Mochanisns exTs o develop am enterprise archecture. aTgned Wi Tausty Tecognized
[2aminitration. processing. rlated ik and human eror. Algnment With Enterprise lesding practices, with consideration fo security. compliance and resiience principes
Avticle 9.3(d) A Functional Intersects with | AT TR B SEA02 [t addresses rsk to organizational operations. assets. indviduals and other s
lrganizations
[En=ure That data = protected fom ks arsing from data mansgement, Teluding poor Faniams exist © Implement securty functions a5 & layered SUUCEUre minmizing
[adminisration. processing- related risks and human erro efensen-Depth (D Iteractonsbetween aersof e esign and avoiing any dependence by lover ayers
Article 9.3(d) A s o Functional Intersects with | Defense-nDenth (DID) | gen g3 | Baliy or correciness of mianer ayere. 1 o 4 V' 5
A partor the TCT ok eferred o AvEIe 61, BT [Techars o e Securty compiance and resTence
Security, Compliance & o e
Article 9.4 A Functional suseror [ Securty, complance & | Govor o ol 10
[feveton and document an Tformation Securly poliy defing Fles to protect fhe avaiabilty iecha Gardand
[authenticity, integrity and confidentiality of data, information assets and ICT assets, including Publishing Security, um:edures necessary for secure, (umphant and resilient capabilities.
Aticle 9.4(2) N e of it customseres where aopiica Functional Intersects With | Compliance & Resilénce |  GOV-02 s
Bocumentation
ollowing 3 ek-b35ed approach, €Stabl 3 sound network and ITaStructure managemert [Fechaniams exTt to Tmplement 3nd qovern pracesses and documentation to Facate o]
cture using appropriate techniaues, methods and profocols that may Include implementin ncident Resporse lorganization vide response capabity for cybarsecarity and data protection elated
Articte 9.4(5) A ltomated mechanisms to Solate affected Informatioh assets n the event of yber. atacks: Functional Subset OF " Gperations [CR I ik ponse copebiibriere Y . 10
oo = oo sppvoach oo sourd metwork v nrasuctre anagemert Fiechanisms exit o cover
[tructure using appropriate technaues, methods and protocols that may include implementing (1) Preparation:
[Utomated mechanisms to isolate affected Information assets n the event o cyber atiacks: 2) At vent o o manuat ncden eprt e
Article 9.4(b) NIA Functional Intersects With Incident Handling Ro-02  [(3) Anal 5
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) Recovery.
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[lowing sk based approach, establish  sound networc and Ifrastructure management
Jstructure using appropriate techiniques, methods and protocols that may include implementing

Automated Incident

JAutomated mechanisms exist to support the Incident handling process

Aticle 9.4(0) A [ltomated mechanisms £ isolate affected Information assets n the event o cyber ttacks: Functional Intersects With Handiing Processes | 1R0-02:1 5
[ofowing & rsk-based approach. estabifsh 2 sound nebwork and nfrasEruciure management R g of Sabie Techm
Jstructure using appropriate techniques, methods and protocols that may include mplementing wth Services (TAAS). upon detection o a possible mudenl et e arganizatona crtert,
Article 9.4(b) A Lomated mechanioms 16 folate ffected Information aseets i the svent of Cyber attacks Functional Intersects With | Fechne! il S ces| TRO026  [onils alows for ovensic analyels to be perfor B
(Tan
[rplement poTicies That Tt e physical or ogical access Yo Tformation assets and ICT 355ets To [Fecamsris o4t To e e concet oeast privig. g oy auorzed ccesd
|what s required for egitimate and approved functions and actviies only, and estabiis o that ocesse necessary o acompls os5gned fsks I ccorsance withoganzatonl
Article 9.4(c) A Jend a set of poicies, procedures and controls that address access rights and ensure 2 soun Functional Intersects With Least Privilage me21 s i 5
[administration thereo;
aniams, based on relevar [Fiecharsms exft to establish, maintain and disseminate poliies, standards and
standards and ded cated control systems. and protection measures of ryptographic eys whereby Publishing Security, Jproceciures necessary for secure, compiiant and resilent capabilfes
Aticle 9.4(0) A [Gata Je encipted bosed o results of approved data clacscation and T 1ot acsecsia Functional Intersects With | Compliance & Resilience | GOV-02 5
processes Bocumentation
et poces 3 protoeos for srong auhenteaton mechartsms, Dasedon reevant [Fechansms ext o TaciTtate dentication and access
sandarsssnd i cted control systems,and prtection measures ofcyptegrphic Keys whreby dentity & Access Imanagement controls.
Article 9.4(d) NA [iata s encrynted based on results of aperoved data classification and ICT fik atsassma Functional Intersects With Management (1AM) 1AC-01 5
processes:
fmplement documented polcies, procedures and controlsfor ICT change management. including [Fechansms exfst T acitate The implementation of 3 change management program
[changes to software, hardware, frmuare components, systems or security parameters, that are
i a isk assessment approach and are an integral part of the financial entty's overall Change Management
Aticle 9.4(e) N ¥ process, n order o ensure that al changes to CT systems are recorded. Functional Subset Of o Manag cHG-01 10
Cested. assessed, approvea, implemented and verfied n 2 controlled manner:
[mplement documented polcies, procedures and control for ICT change management. Icluding T govern the change control processes
[changes to software, hardware, firmuare components, systems or security parameters, that are
based on a rsk assessment approach and a the financial entity's overail Configuration Change
Aticle 9.4(e) A o gement process. i order to ystems are recorded, Functional Intersects With iration a0z s
Cested, ssessed, approvea, implemented and verfed I a controlled manner:
[mplement documented polcies, procedures and contral for ICT change management. Icludng [Mechansms ex/t t establish, maltaln and dissemimate poliies, sandards and
[changes to software. hardware, frmware com stems or secuity parameters. that [procedures necessary for secure, compliant and resilent capabiliies
based on a rsk assessment approach and are an integral part of the financial entity’s overal Publishing Securiy,
Aticle 9.4(e) A |change management process, i order to ensure that al changes to ICT systems are recorded, Functional Intersects With | Compliance & Resilience | GOV-02 s
ested. assessed, approved, implemented and verified i a controlled manner Documentation
Tement ceeamented polcies, pocedures nd conrl Tor I clange mavagerert ncluang [Mechansms exit to dentfy and document Standardized Operating Procedures (SOP) or
[changes to software. firmware components, systems or security parameters, tha are. Jimilar documentation, to enable the proper execution of day.to-day / assigned tasks
ased on a ek assessment approach and are an ntegral pat of the financil entiy's overa andordized Operatin
Aricte st " s e e ot o Coange e 1 e o ctarat Fncional | nersecswity | Sndodzed Opertng | gpg 13 s
iested; assessed, approved, implemented and verified ina controlled manner;
Fave sppropriate and comprehensive documented polices for patches and Updates, iecharvem: i an o 3
Publishing Securiy. rocedures necessary tr St compiant and resiens capabTHIcS.
Article 9.4(0 A Functional Intersects With | Compliance & Resilience | GOV-02 s
Bocumentation
T nd Comprehensive documented poTcies or patches and Updates Vuinerabilty & Patch [Fecharsms exTt o TaciTtate @ montoring of VamerabiTy
Article 9.4(0) N Functional Subset Of Management pro VPM-01  [management controls 10
wP)
na oicTes Tor patches and updates. Software & Firmware [Mechansms exit T co g o ST Gy Techiony et
Article 9.4(7) A Functional Intersects With el VPH05  Jappiications andor Services - ) s
7 The purposes of the frt subj T T ) Trancal ees Sl st he et Hechariss ot t facit Securty,
Connection infrastructue in  wey that &llows it o be instantancously severed of segmented n restionce pracice esign, development.
ier to minimise and prevent contagion. especilly or mterconnectad inancia processes. \mp\emenhtmn 2nd modfcation of Technology Assets, AppICatons
e (en For the purposes ofthe st subparagraph. pont e, e CT change managementprocess shall el runciona hse Secure Engineering or [TAAS)
Article 3 (end) R [approved by appropriate ines of management and shall have specifc profocals i plac Functional subset of Principles SEAOL 10
Financial nifes shall have Tn place mechaniams to promptly Getect anomalous acivtes, T [Fechansms exft T ulize User & Entity Behavior Analytics (UEBA) andjar User AcHvity
Jaccordance with Artcle 17, Including ICT network performance issues and ICT-related Incidens, [Monitoring (UAM) solutions to detect and respond to anomalous behavior that could
Aricle 101 m [and to dentit potential materia singie points of flur Functional Intersects With | Anomalous Behavior |  MON-16 _[ndicate account compromyse of other malicious actiies 5
[l detection mechanisms referred to in the irt subparagraph shall be reguiarly tested in
Jaccordance vith Artcie 25
[The detection o n paragraph L shal er= of control, deine] [Fecharsms exfs to employ Nebwork Itrusion Detecion ] Preveniion Systems
Jolert thresholds and criteria to rigger and initiate ICT-related inciden response processes, Network Intrusion Detection [(NIDSINIPS) to detect and/or prevent intrusions into the network.
Article 10.2 N inclucing automatic alert mechanisms for relevant staffIn charge of ICT-related incdent résponse, |~ Functional Intersects With |/ prevntion Systems |  NET-08 5
NIDS / NIPS)
Fnanciol entifes shall Gevore SUTRCnt resources and capabllies o monTor User actviy, the o TaciTtate TRonTEoring Contrar.
Article 10.3 A Joccurrence of T anomalies and ICT-related incidents, n particular cyber-attacks Functional Subset Of Continuous Monitoring | MON-01 10
[Data reporting Service providers shal, m addion, have Tn piace system That can effectively checK
Aticle 104 s ports for identity d ;. Functional No Relationship A NA NA 0 INo applicable SCF control
Jof those reports
[As partof the 1CT Teferred to i ATice 6(1) and based on [Mechansms exft to faciEate the implementation of contin
[dentification requirements set out i Aticle B, financial entities shall put n place a comprehensivel Business Continulty Inelp ensure resiient Technology Assets. Applications and/or Services (TAAS) (e
Aticte 11.1 A CT business continuity polcy, which may be adopted as a dedicated speciic poicy, orming an Functional Subset Of Waragumen Sy | scoor oty of paskonsHan C006) o ainessConiuty & Disster Recovery COR| 10
integral part of the overal business continuity paicy of he financial entty. lpiayo
Financial niies shafl TCT busihess contiaty o Gedicated; [Fecharsms et Geate Contingenc; ©
f plans, mechanisms aiming to: Business Continuity Inelp ensure resiient Technology Assets, Applications and/or Services (TAAS) (e
Aricle 1.2 A Functional Subset Of Management System || BCD-0L (Cortinuyof Operations on (200 o butiness Conthdiy & Disacior Recovery scioR)| 10
[Ensure the continuty of the fivancial €ntty’s eriieal of important fanciions; P [Mechansms ex/t to acitate the implementation of contingency pIanning Contrors 1o
usiness Continuity elp ensure resiient Te ‘Assets, Applications and/or Services (TAS) (e..
Article 1122 A Functonal Subset of Management System | BCD-01 Cafinuty of Operations Pon (LO0R) o Buamest Contnuty & Disovtr Recovery 8CoR)|  10
ws) Jpayboo
[QUTcky, sppropriately and eTiectively respond To, and resolve, al ICT-related Incdents in @ way [echansms et Geate Contingenc; ©
hat limits damage and priorities the resumption of actvties and recovery actions: Business Continuity Inelp ensure resiient Technology Assets, Applications and/or Services (TAAS) (e
Article 11.2(0) A Functional Subset Of Management System | BCD-0L (Cortinuyof Operations on (200 o butiness Conthaiy & Disacior ecovery lscioR) 10
[activate, without defay. dedicated plans That enable confainment measures, processes an Hechanisms exstto facTate he mplementatonofcontineney planaing controls
Fochnojsaies suted o each ype of I related Incdent and pevent ther damoge, o5 wel as Business Continuity elp ensure resiient Technology Assets, Applications and/or Services (TARS) (€.
Article 11.2(c) NA [tailored response and recovery procedures established in accordance with Article Functional Subset Of Manageme’;\;]sys\em BCD-01  (Continuity of Operations Plan (COOP) or Business Continuity & Disaster Rncuvcry (BC/DR) 10
Jpayboo
[EsEmate prefiminary Tmpacts, damages and Tosses; [Fechansms et GeTate Contingenc; ©
Business Continuity Inelp ensure resiient Technology Assets, Applications and/or Services (TAAS) (e
Article 11.2(d) A Functional Subset Of Management System || BCD-0L (Cortinutyof Operations on (200 o butiness Conthdiy & Disacior Recovery scioR)| 10
[se out communcation and cisis management aclions that ensure that updated information s iechanisms exst o facTate the mplementatonofcontineney planaing controls o
[iransmited to all relevant intenal staf and extenal stakeholders i accordance with Artcle 14, Business Continuity elp ensure resiient Technology Assets, Applications and/or Services (TARS) (€.
Article 11.2(e) NA d report to the competent authorities in accordance with Article 19. Functional Subset Of Manageme’;\;]sys\em BCD-01  (Continuity of Operations ‘ian (COOP) or Business Continuity & Disaster Rncuvcry (BC/DR) 10
Jpayboo
IS part of the ICT 75k Tefarred to I ATEcTe 611 Shar [Fechansms et GeTate Contingenc; ©
[mplement associated ICT response and recovery plans which, in the case o financial entities Business Continuity Inelp ensure resiient Technology Assets, Applications and/or Services (TAAS) (e
Article 113 NiA [other than microenterprises, shall be subject to independent internal audit reviews. Functional Subset Of ME”EGTQ"CE’;‘;»S‘/S'E"‘ BCD-01  (Continuity of Operations Han (COOP) or Business Continuity & Disaster Rewvery tBc/oR) 10
Fnancial ntiles shall put In pIace, maintain and periodically [est appropriate ICT business Hechanisms exstto facTate the mplementatonofcontingeney planaing contrls
lcontiny plans, notably with regard to citical or important unctions outsourced of contracted Business Continuity elp ensure resiient Technology Assets, Applications and/or Services (TARS) (€.
Article 11.4 NA [through arrangements with ICT third-party service providers. Functional Subset Of MG"WEWQ&;]SYS\E"‘ BCD-01  (Continuity of Operations ‘ian (COOP) or Business Continuity & Disaster Rncuvcry (BC/DR) 10
Jpayboo
Foncr cries s ou T lace a1 TCT business iecharrsms Pans
Article 11.4 A cominuy plars” notely i egar o erticl o mprtan functins otsorced o contracted Functional Intersects with | COMIngency Plan Testing & | g o5 effectiveness and the organization' e i exese the i s
irossh arononer 1T thre bay senice provides rercises
7 ouerallbusness contruty pley. Fancil exiis aral condue  busncs oot [Fcranens Xt eeore e mplenerin o cortnaency b corvos o
lanatysis (BIA)of their exposures to Severs busiess isruptions, Under the. Ba, inancia enies Inelp ensure resilient Technology Assets. Applications and/or Services (TAAS) (e
Sh assess the paential mpact of severe Dusiness disruptions by maans o auantiatiie [Continuty of Operations Plan (COOP or Business Continuity & Dissster Recovery (BC/DR)|
Qualitatve criteia, osing ntepnal and extemal data and scenari analysi. 2 appropriate. The BIA [paybooks).
hal consier the mmmy et Identifed and mapped business functons, Support processes,third- Business Continuity
Article 115 s art heir shall Functional Subset Of Management System | BCD-01 10
e SEet T sosets T srtces are desaned and eed n ol argnment th tne 6. n (mcws)
particular with regard to adequately ensuring the redundancy of allcitcal components.
[R5 part oT the overall business ConinuTty poTcy. inancial entiies Shall onduct 3 business Tmpact [Fechares ¥ T condict 3 Gugnes mpact Ay (BA) o GentTy o ssess
[analysis (BIA) of their exposures to severe business disruptions, Under the BIA, financial entiies lecuriy, compliance and resience rik
Jchal assess the potential impact of severe business disruptions by means of quantitatve a
laualitative criteria, using internal and extefnal data and scenario analysis, as appropriate. The BIA
sl consder ihe ity fdenine and mapped business uncors,Suppot processes, .
Aricle 11.5 A part eir “nall Functional Intersects with | BUsnesS IERRSCANaNNSE | msicos s
e thar T ssoets an KT saruces e desned and et m o argrmént ity the B1A )
particula with regard to adequately ensuring the redundancy of allcitcal components.
ioeiie A [A= part of heir comprenensive ICT sk management. fnancial eniiies shal pE—— oo | ok Management Program | nokor [ eXBL o Bt e mpmeriaon o ssteg, operatana ard i "
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[Financial entities shall set up backup systems that can be activated in accordance with the backup.
Iolicies and pracedures, as well as restoration and recovery procedures and methods. The
Jactivation of backup systems shall not jeopardise the security of the network and
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lcvelof comploity commensurate 4 he remit of thel anciions, Where approprace. Tnancial tersects i o et Envronmen
Article 13.6 G [entities shall also include ICT third-party service providers in their relevant training schemes in Functional nt ts With Cyber Threat & | SAT036 s
[accordance with Article 30(2), point (i).
Franda evies, ot T B Fech e et to alate ea
o3 Continuous st ol with .4t 1 ungérstanding the possble Impact o (e deploymen of Do e, conirat ot rocuremant methods o pees undue business
Stch new techolools on ICT Securiy requirements and diicl aperationa reslience. Thay shall echnotooy Development
Atice 137 A keep up-10-date wit th ltest ICT 1K management processes, i order 1o etectively compat Functional subsetor  |Tectnolooy Development & 1oy 10
Certant or new forms of cyber attackc
FrancaT erites, other han S [Mecharisms exit o Gesign and Tmplement product mamagemert processes 1
o3 Contnucus Gasis, 2156 wih a i 1 undérstanding the posSibe {mpact of (e deoyment of lroacively Govern the deaign, devaipment and broguction of Techmid
Sih new techologleson ICT Securiy redulrements and digial aperationa resience. Thay snall Ricatons anor Service (1A45) s he Sytam eveoamen Lo Gy (SPLC)
Keep up-o-cate wit he akes T ik management processes, narder i3 ecivey compat
Article 13.7 NiA * for f cyber-attack: Functional Intersects With Product Management TDA-01.1 ]H o tonalit 5

I2) Enhance security and restiency capabities;
) Correct security deficiencies;
) Contorm with appicame ststurry. requltory andior contractalabligatons
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s part of the ICT sk management ramework efrred o n A&
in place ciss communicaton lans enabing a responsile disclosure f ot fast, major CT-

). financial entities shall

[Mechanisms exist to implement and govern processes and documentation to faciltate an|
lorganization-wide response capability for cybersecurity and data protection-related

Incident Response
lappropriate
155 part of the ICT rsk management framework referred o in Aricl 6(1), financial entiies shal [iechanms exit to cover:
have in place risis communication pians enabiing a responsibie disclosure of, at least, major ICT- (1) Preparation:
related incidents or vulnerabilties to cients and counterparts as well s to the public [2) it vent etecion or manual ncien epre ke
Article 14.1 NA [pppropriate. Functional Intersects With Incident Handling o0z (3 Bnaes 5
[(5) Eradication; and
6 Recovery.
[R5 part o the ICT 75K Teferred to I Arice BT}, Fnancial enttes shal [Mechansms ex/st o establish an Inegrated team of cybersecurty, I and business
nave in place crisis communication plans enabiing a responsible disclosure o, at east, major ICT- Integrated Securit Incident] function representatives that are capabe of addressing cybersecurity and d
Avticle 14.1 A elated incidents or vulnerabilties to cients and counterparts as well s to the publlc, 25 Functional Intersects With |2 e (9IRT, | 'RO-07  brotection incident response operations. s
lappropriate
135 part of the ICT rsk management framevwork referred o in Aricle 6(1), financlal entiies shal [Mechansms exft to Tmely report Incidents o appIcable
have in place cisis communication plans enabiing a responsibie disclosure of, ot least, major ICT- Incident Stakeholder (1) nternal stakeholders;
Article 14.1 A elated incidents or vulnerabilties to cients and counterparts as well a5 to the public Functional Intersects With Reporting IRO10  |3) Affected clients & thirc-partes; and s
Japproprite. |5) Regulatory authorities.
I35 part oT e TCT eferred to I Arice BT}, nancial enttes shal [Mechansms ex/s o provide TnCden response advice and assisance o Users o
haVe i place crce Commuicatin plans enabiing a responSole disclosure o, o sst. major CT- Incident Reportin ecmelogy Acsets Appikatons andcr sonces (TAAS for tne nandiing ond reperting of
Avticle 14.1 A elated incidents or vulnerabilties to cients and counterparts as well as to the publlc, 25 Functional Intersects With Sistance IRO-LL lactual and potentil cybersecurity and data protection incidents. s
lappropriate
[&s part of the 1CT Shalimplement [Mecharisms exist to Tmplement and govern processes and documentation to facitate ar
policies 10rmrema\ sraﬂa dor extemal stakeholders. Communicaon plces for saf shl take edent lorganization-vide respanse capabty for cybersecurty and data protection-related
Artide 142 m nto account the need to cifferentiate between Staffinvolved i ICT risk management. in particlar | Functional ntersects With incident Response Roo1  fn 5
’ the saf responsible for response and recovery. and saff inat neetl to be nformed. erations
A part of the Shallimplement [iechanisms exit to cover:
potces o nernal St o for extermal stakehoers Commuricaton polces for stf sha ake (1) Preparation
into account the need to differ Staffinvolved in ICT rsk management, n particu |2) Automated event detection or manual incident report inake;
Aticte 142 m he taf responsble fo 1esponse and recovery. and Sef chat needs t be miormea. Functionsl tersects With ncident Handiing ooz (3 el s
[(5) Eracication: and
6 Recovery.
[As part oT e TCT T T [Mecharsms exftto e egrated team of cybersecuriy,TT and business
polcies for Internal saff and for exteral sakeholders. v staf sha take .  secunty mcident function representatives that are capable of addressing cybersecurity and d:
Aticte 142 A Into account the need Between staff invalved in [CT rsk management. in particlar | Functional ntersects with | ntegrated Security Incident| 10 o7 forotection incident response operations.
cle N ponsible for response and recovery, and staf that needs (o be informed. unctional ersects Response Team (ISIRT) 00 s
[A5 part of the 1CT ik Shal plement [Tschanims oX5tTo el repor medents 1 SppTcabT
olcies for nteral staff and hrextema\ stakehcmers Communication policies for staff shal take (1) nerma takeno
the saff responsible for respanse and recovery, and Staff that needs to be nforme Reporting (3) Reguiatory sutnortis.
1A% part of the ICT 15K management framevierk, finanelal enties shall Iplement communieaion [Mechansms ex/t o provide TnCdent /esponse advIce and assitance o Users of
olicies for nteral staff and for external stakeholders. Communication policies for staff shal take [fechnoloo Acsts, Roplications andior Seices TAAS) for thehanding and repotingof
Arice 162 m I account th necd t dferéntate between Staf invaed n ICT ek management. n paricular | Funcrional | intersects wign | 1"ident Regorcing o1 sl s porenta preecaty and data rotecion e o endrepeting s
Jthe staff responsible for response and recovery, and staff that needs to be informed Assistance
[AT a5t one person i The financla ently Shall be tasked with Tmplementing the communication [Mechanisms exis to Tmplement and Govern processes and documentation (o facltate anl
Article 143 A [trategy for ICT- related incidents and fulfl the public and media function fo that purpos Functional Intersects With ineident response 1RO01  forganization-wide response capabilty for cybersecurity and data protection-related s
ration ncdents.
[AT Teast one person n the financial ently Shall e tasked with Implementing the communication [Mechanisms exit to cover:
Jstrategy for ICT- related incidents and fuf the public and media function for that purpose. (1) Preparation;
[(2) Automated event detection or manual incident report intake:
Artce 143 i Functional | ersectswin | incisencranaing | mooz |3 Anayss s
(5) Eram(auun and
©) Rec
oo eron e Tl ooy sl be e v renertes 0 conmuricaton [Fechansms exfst to establish an integrated tearm of cybersecurlty. IT and business
Article 14.3 NA [strategy for ICT- related incidents and fulfilthe- and media function for that purposs Functional Intersects With |"3rateq Securty 9™ 1R0-07  flnction representatives that are capable of addressing cybersecurity and 5
esponse Team Jprotection Incident response operations.
[AE a5t one person i The financial ently shall be tasked with Implementing the communication Paniams exist to Imely-7eport mcdents to appicable
trategy for ICT- related incidents and fuf the publc and media function for that pur inident Stakeholder 1) Internal stakeholders;
artcle 103 " sategyfor T relatd incidents and ul he pulc o hat purse funcional | nersectswn | et Sikeholger | g (et skenotir s
|5) Reauiatory suthorities
[AE ast one person i the financia entiy shall be tasked with Impiementing the communication Focharim: oSt fo vl cdert rsponee e and setorce o v o
iracegy fo CT-reated incidents and flfl the pubiic and media fonction fof that purpose. Incident Reportin [Technology A icatons andior Scnces (TARS) fo e handing and eportng of
Aricle 14.3 A Functional Intersects With oo RO [LCTieand povental Crpersecarity and dota rotscion Incdents. s
e E5E ol rauan e o Comitee o corsutoter i e Evropeon Urin gy on
Atice 15 A (ENISA), draft regulas Functional No Relationship A NA NA 0 INo appiicable SCF control
Tements T be luded T he CTsecurty pocie. procedres, protaces 374 109
Ireferred to in Aticle a(2), with a view to ensuring the security of nekworks, enable adequ
afeguard agaist nrusonsand data msie,presere the vaiabiy, auhenticiy. teopty and
Aticle 15(a) A ta, including . and guerantee an accurate and prompt|  Functional No Relationship A A A 0 INo applicable SCF control
[ita transmission without major derupeons and undue deiays:
[Gevelop further components of fhe contros of access Tefered to i AT
5t) point (), and assciaed human resource plcy speclyingaccessrigts, proceduresfo
Aricle 15(0) NA laranting and revoking ights, monitoring anomalos behavioLr n elation to ICT risk throt Functional No Relationship NA NA NA o INo apelicable SCF control
ommopate nalcators g or metran voe pateme, o, 7 aciwty and Uknown gevces
[Gevelop further the mechansms specifed Tn ATicle 10(1) enabilng a prompt deteciion or
Aticl 15(c) A nomalous activites and the critria set out in Artcle 10(2) triggering ICT-related ncident Functions! No Relationship A A A o INo applicable SCF control
Jdetection and response processes
Aticle 15(d) A P (X E I T DR Y Functional No Relationship NA NA NA o INo appicable SCF control
Stng of T eered oo A 1107 Tocnere
fhat sinesing L A e uelty o e provsion & cric)
 duly con
Article 15(e) A Jpotential mpact o the inslvency,orater faures, of any et ict ik rary senice Functional No Relationship A A A o INo applicable SCF control
[provider he poliical isks In Junsdictions
Aticle 15(0) A = the ICT response and plans referred to n Article 113): | ¢ cional No Relationship NA NA NA o INo appicable SCF control
Artice 1501 A sPachyig Frher the contenta1dfomatof s aport on E rview o the KT Tk MATSGSTIORE | rucuonat | o Reltonah i n n 0 oappicanie scr contral
[imen Geveiping those Gt eguatoy echea stndards he E5% Sral ke o accour e
e and e cveai ik rrie o the rancl ey, and th ntur, scale an comple
services actities and aperatons, i duly aking nt consideraion any specic eature i
o the distinc nature of ross ifferent financial ervices s
[T ks shal submit tose St reguiatoryGechmica Sandarts t the Commisson by 17 January
Aticle 15 (end) A e Functional No Relationship A NA NA 0 INo applicable SCF control
icchnica stanards eferrd o n the it paraarap n accordance with Arices 10 0 14 of
IReguiations (EU) No 1093/2010, (EU) No 1094/2010 and (U) No 1095/2010.
[ATicies 5 to 15 of ths Regulation shall ot apply to small and nor-Interconnected investment
ms:poyment nstons exemoted prsiant o Drective () 2015136 instttons exemoted
lpursuant to Directive 2013/36/EU in resp i ates ha e not to 3y the
Joption referred t i Artce 2(4)of this Reguiaton; elecronic money insiutons exempe
Aricle 16.1 A [pursuant to Directive 2009/110/EC; and small insttutions for occupationa retirement provision Functional No Relationship NA NA NA 0 INo applicable SCF control
[Without prejudice to the first subparagraph, the entites lited in the first subparagraph shall
U place and malntai a sound and documented [CT sk management framevork that Getalls [Mechanisms exit t faciltate the Implementation of securly, complance and resilence
he mechanisms and measures aimed at a quick, effcient and comprehensive management of ICT rity, Compliance & laovernance controls
Artice 16.1(a) A sk inclucing fo the protecion of relvant physical companents and nrasiructures Functional subset O | (S5 rogram fschp) | GOV01 10
[continuausly monitor the security and fanctioning of al ICT systems: E— [Fechansms it oeats e plementoion o secuty, complence andreslince
Aricle 16.1(6) NA Functional subsetor [ Securty Complionce & | Gov.o1  fgovemance contr 10
minimise the Impact of ICT ik through the Use of sound, resiTent and updated ICT systems. [Fiechansms exit T aciltate the implementation of securiy, compiance and resience
orotocols and tools which are appropriate to support the performance of their actviies and the securty, Compiance & laovernance controls.
Article 16.1(0 m praviion of senices and el proretavalavity,sutneniey tegrty and contoentaity | puncronl SubsetOF ecuriy, Compliance Govor 10
@ ’ Jo data inthe netwrk and information syst Resiience Program (SCRP)
[alow sources of T risk and anomalies Tn ihe nebwork and Information system ta be prompHly o [Fechanms vt et e plementoion o securty, compience andresiince
Article 16.1(d) NA [entified and detected and ICT-related incidents to bé ewitly handled; Functional subsetor | pSeeurty Compliance & | Gou1  fovernance contr 10
[Gentiy key dependencies on 1CT ThId-party service providers: s SR— [Fiechansms exit to aciltate the implementation of securiy, compiance and resience
Arice 16.1(0) A Functional subsecor | pSecurty compliance & | Gou.01  fgovernance cotrls 10
[Ensure the confinuy of crtical o mportant funcions, ThTough busInEss contnuTy plans and S [Hechanirs et T acTTate he mplementaton o securty.complance and rsfience
Artice 16.1(0) A Fesponse and recouery measures, which Include, o 14at back up and restratin measurcs Functional SubsetOF | pECick rogram (scRp) | GOV01  fBovemance conlros 10
[ on requar b e ane andmesaures eiered o bt 1 el a5 e Security, Compliance & [Fechanisms exit to aciltate the implementation of securly, compiance and resience
Article 16.1(g) A [efectiveness of the controls implemented in accordance with points (a) and Functiona! subsetor | (Securty compllnce | Gou.01  fgovernance contrals 10
plement v cpeatoal conclucns et rom e e eered o [Mechanisms exit to aciitate Securty, complance and resiTence
point (0) and from the ICT d develo Security, Compliance & laovernance controls
Article 16.1(h) NA laccording to needs and ICT risk profile, \Crsenmty aiarenass proorammes and digital opérational|  Functional Subset Of Resllience program (sCR) | GOV-01 10
esilience training for saff and managemer
[TRe ICT Fisk management ramewark referred to in paragraph 1, second SUbparagraph, point (a. [Fiechanms exit to aciltate the implementation of securiy, compiance and resience
Jshal be documented and reviewed periodically and upon the occurrence of mejor ICT-related laovernance controls.
ncidents in compliance with supervisory nstructions. be continuously Improved on the Security, Compliance &
Article 16.2 A basis o lessons derived from mplementation and monitoring. A review of the ICT Functional susetor | Sesurity Compliance & | Gov-o1 10
isk management framevork shall be submitted to the competent authority upon ts request.
[T 5% sl trough he ot Commte,n conautaton Wi e ENSA.Geveip common
Aricle 16.3 A i S e S o Functional No Relationship A NA NA o [No applicable ScF control
ements e TG TR Teferred to
Article 16.2(2) A T Y Functional No Relationship A NA NA o INo appiicable ScF control
[specify further Ehe elements n relation o systers, protocols and tools to minimise the Impact of
ICT risk referred to i paragraph 1, second subparagraph. point (c). with a view to ensuring the
Article 16:2 A Jsecuriy of networks, enabiing adequate safeguards against ntrusions and data misuse an Functionl No Retationshiy NA A NA INo apelicable SCF control
ReLt) ’ [preserving the availabilty, authenticity, ntegrity and confidentiaity of data unctiona AT ’ e . ° A= DESEIEE
Fspeciry furd TheicTh U e b
Aticle 16.2(c) A 2= Subpa,amp,‘, B Functional No Relationship NA NA NA o INo appicable SCF control
e tstng T busess ontty plans a0 ensure e efecveness of
e T
Article 16.2(d) A esing Gl akes o accunt scenarios i which e auay o che rovsion of & ccr o Functional No Relationship NA NA NA 0 INo applicable SCF control
importan function deteriorates to an unacceptable level or fail:
e "™ Speey Tt e content and ormat o h reprton e Feviw of e CT % ranagerment p— R A A A " ST
[ramevwork referred to in paragraph
e
Jsize and the overal risk profile of the inancil entiy, and the nature, scale and complexiy of its
[ervices, activties and operations.
[The ESA shall submit those raft regulatory technical standards to the Commission by 17 January
l202
Article 16.2(end) A 2524 1s elegated to the Commission oy Functional No Relationship A NiA NiA 0 INo appiicable SCF control
Jechnical standards referred to in the first subparagraph in accordance with Articles 10 to 14 of
IRegulations (EU) No 109372010, (EU) No 109472010 and (EU) No 1095/2010.
[Fnancial entiles shall Gefine, establish and Implement an ICT-related Incident management . [Mechanisms exit to Implement and govern processes and documentation (o factate an|
Article 17.1 A process to detect, manage and notiy ICT related ncidents. Functional Subset of ncident Resporse 1RO01  forganization wide respanse capabilty for cybersecurity and data protection-related 10
eratio ncidents.
oo ™ T s ST Gete, scon ang e 1 T eures 5 p—— e win | PO Resporss Pan | o g5 [HeChanes ot o e ond ke avalable 3 curent and Vil cent espared .
Financial entites shall record ol CT-related Incidents and sIgnicant cyber threats. Financial [Mechanisms exist to Implement and govern processes and documentation (o faclTate arl
lentites shall estabish appropriate procedures and processes to ensure a consistent and Incident Respx lorganization-ide respanse capabilty fo cybersecuriy and data protection related
Aticte 172 NA tegrated monitoring, nandiing and follow-up of ICT-related incidents, to ensure that root causes | runctional Subsetof incident Response. |Ro01  [neidents, 10
’ Jare dentified, documented and addressed In order to prevent the occurrence of such incidents. Operations
P nilies ol ecord T ICT-reate edents o SgmEantcyber Urests ¥ [Fechansms ex/st to maintain and make avallabie 3 current and viable Tncdent Response
lenttes s spprooriate procedures and roceses o ensure 2 consistant on lPlan (1RP) to al takenolders.
are entiicd, documeénied and addressed n ordr to prevent tre occurrence of uch incidents, )
[T 1CT-related incident management process referred to i paragraph 1 shal [Mechanisms exis to Implement and Govern processes and documentation (o facitate anl
Atice 173 m Functional Subset of icignt Responze 1RO-01 [organization-wide response capabilty for cybersecurity and data protection-reiate 10
ration fncdents.
Ut place early warming mdicators; . [Mechanisms exis to Tmplement and Govern processes and documentation (o facitate anl
Article 17.3(a) A Functional Subset of neident Response IRO-01  forganization. wide response capabilty for cybersecurtty and data protection-related 10
Ut piace early waming indicators Tncident Response Plan [Mechansms ex/s to maintain and make avallable 3 current and viable Tncdent Response
Artcle 17.3(a) A Functional Intersects With Resps 1RO04 [echaniems existto mamtar s
STRBTEN procedures (o Gentiy, rack,og. categorie and classy CT elated ncidents accoraing [Mechanisms exit to Implement and Govern processes and documentation (o facitate anl
Article 17.3(6) A o their priority and severity and according to the criticalty of the services impacted, Functional Subset Of Incident Response 1RO-01  [organization-wide response capabilty for cybersecurity and data protection-reiate 10

Joccordance with the criteria set out in Article 18(1)

Operati

jons.

fncidents.
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esaplsh procedures o Geny, Uack.log, categorise and clasly ICTrelated ncidentsaccording dent e Plon IMechanismes exist to maintain and make available a current and viable Incident Response]
Article 17.3(6) A o theirprioiy and severity and according to the :rm:ahty of the services impacted, Functional Intersects With ent Response Pl 1R0.04  [lan (1RP) to i stakenolders. s
ecordance wiihe chtars et ot n il 1801 (RP)
lassion roles and That need to be actvated for dferent ICTrelated . [Wechanisms et o im Govern processes and o raciiate an|
Article 17.3(c) A Jand scenarios Functional Subset Of ncident Response [ROGL  [raamiaabion-vide respense capabity fo ccereecunty and Gath proecaon 10
peratior Incidents
[ps5ign roles and responsibiliies that need to be activated for diferant ICT-related Incidant Eypes Incident Response Plan hanisms exist to maintain and make avallable a curent and viable Incident Response]
Article 17.3(c) A oo Seanarions Functional Intersects With RP) RO08 e R o i stareneigers °
[Fet out plans for STaf, extornal Stakeholders and media In accorgance with [Mechanisms exist o impl @ gavern processes and d o faciiate an|
laricie 14 o clents, for internal escalaton procedures, Including ICT 1 reited incident Response Jorganization.wide response capabilty for cybersecurity and data protection-rek
Article 17.3(d) NiA [eustomer complaints, as well a2 or the provison of Informatioh to financial entites that act Functional Subset OF ! %petv:uo:s woo1 RIS " pebiltyfor ey Y " 10
lcounterparts, as appropriat
[set out plans for communication to staff, external stakeholders and media i accordance with [Mechanims exist © maintain and make avallable & current and viable Incident Response]
[Aricle 14 and for notification to clients, for internal escalation procedures, including ICT-related ncident Response Plan [Plan (1RP) to al stakeholders.
Aticle 17.3(d) A [cUstomr complaint, 25 well a4 for he provison of nformatioh to hnancial entios hat act as Functional Intersects with | !"€ident fesponse Ple 1RO-04 s
[counterparts, as appropriate:
[EmUre that a Teast major ICT-related Inciaents are repored to relevant v [Mechanisms exist @ Implement and Govern processes and documentation to faciltate a
[nform the management body of at east major [CTrelated ncidents, explaining the (mpact. Incident Response lorganization-wide response capability for cybersecurity and data protection-related
Aricle 17.3(e) A response and additionsl contiols o be estaplished a5 3 esul of such ICT-elated Incdents: Functional Subset Of Operations 1RO-01 ficidents. 10
[Ensure that at least major ICT-related Incidents are reported to relevant senior management and [Mechanims exist © malntain and make avallable & current and viable Incident Response]
nform the management body of a Ieast major ICT-related incidents, explaining the impact, Incident Response Plan [Plan (1RP) to al stakeholders
Artcle 17.3(e) A esponse and additional controls to be estaplisned as a result of such ICT-rolated incidents: Functional Intersects With o 1RO-04 s
[GSEabI ICT-Telated nCIdent response pracedures to mItgate Impacts and ensure that services p— [Mechanisms exist @ Implement and Govern processes and documentation to faciltate a
Article 17.3() A lbecome operational and secure in a timely manner. Functional Subset Of ncident Response 1RO-01 [organization-wide response capabilty for cybersecurity and data protection-related 10
DI TCTTefated TeGert resporse procedures o itgate Tpacts and emsure tat sevices Tncident Respanse Plan TanIST G o aian and make svalible  curent and vable cident Resporsel
Article 17.3(0) ) lbecome operational and secure in a tmely Functional Intersects With (RP) 1RO-04_ lplan (IRP) to al stakeholde s
Fancit eviies el casety CT-alated Iidénts and SFa Gerermne e Tmpact based ov e [Mechanisms exit to cover
following criteria |t Preparation;
[2) Automated event detection or manual incident report intake:
Arice 18.1 A Functional | Intersects With Incident Handiing Rooz B Analysis s
s Eram(auun and
@) Rec
[fie number and/or relevance of clients or financal counterparts affected and, where apPIICAbIE [Mechanisms exit to cover:
the amount or number of transactions affected by the ICT-related incident, and whether the ICT- 1) Preparation:
related incident has caused reputational impact 3 )Aummalnd ‘event detection or manual incident report intake;
t Handiin 02 [3)A
Artcle 18.1(a) A Functional Intersects With Incident Handiing o0z (3 frawsie 5
[5) Eradication; and
[6) Recovery.
[foe duration of the ICT-related incident, including the service downtme; [Mechanisms exist to cover:
It Preparation;
[(2) Automated event detection or manual incident report intake:
arice 18100 A Functional | intersects With | incident Handing [ s
[(5) Eradication; and
[©) Recovery.
e S20073phICaT Soresd W e5ard o e 37 aected by The ICT-ated gent. parledary MechanTsms exItto cover
it affects more than two Member State: |ty Preparation:
|2) Automated event detection or manual incident report intake:
Artice 18.1(0 A Functional | Intersects With Incident Handiing Rooz () Analysis s
|5) Eradication; and
[6) Recovery.
[fre data Tosses that the ICT-related incident entals, n relation to avalabilty, authenticity, Tanisms exist to cover
ntegrity or confidentially of data; 1) Preparation:
(2) Automated event detection or manual incident report intake:
i uncti rsects Wi incident Handin w02 |3 Analysis:
Attice 18.1(d) A Functional Intersects With Incident Handiing o0z (D Avalvss 5
5) Eradication; and
6) Recovery.
[fFe criicality of the services affected, including the inancial entity's fransactions and operaions: [Fechanee oxt o cover
(1) Prepar
2 Avlemaled event detection or manual incident report intake:
13) A
Article 18.1(e) A Functional Intersects With Incident Handling ooz (3 Anaysis B
[5) Eradication; and
©) &
e economTc pact T porfeUr rect and et coss and osses, f e [CTreared migert [Mechanisms exit to cover
i bath absolute and relative term: 1) Preparation:
|2) Automated event detection or manual incident report intake:
Aicte 1810 A Functional | IntersectsWith | Incident Handiing [ s
(&) Ercaton; na
@) Rec
[Financial entites shal cassTTy cyber threats s signiicant based on the criticaliy of the services ot [Mechanisms exit to cover
isk, including the financial entity's transactions and operations, number and/or relevance of Iy Preparation;
[eients or financial counterparts targeted and the geographical spread of the areas at fis 2) Au zcmaled ‘event detection or manual incident report inake:
icle unctional intersects Wi incident Handin 02 |34
Article 18.2 A Functional Intersects With Incident Handiing o0z (3 Avalvss 5
(5 Ermdcato: na
@) Rect
[The ESAs shall, through the Joint With the ECB and ENISA, develop
Article 18.3 A e e e Functional No Relationship, A NA A o INo applicable SCF control
e era et out I paragrapn T, neudng materiaity reahaids ordoterinig majo
Aticle 18.3(2) A related incidents or, a5 applicable, major operational or security payment.related ncidents, that Functional No Relationship, A A NA o INo applicable SCF control
Jre subject tothe reporting obligation aid down in Articie 1901
[fhe crteria to be By Competert aufories o e purpose o sssesing th relevance of
Imajor T related incidents o, 2 applicable, melor operaional or secuiy payment e
incidents, to other *and the ealsof reports of
Article 18.3(6) A Imalor CT-reloed incidents o, s appiicable, major operationalor securty payment.reate Functional No Relationship, A NA NA o INo applicabe SCF control
incidents, to be shared with other competent authorities pursuant to Article 18(6) and (7);
[f7e critera set out I paragraph 2 of this Artile, Including high materiallty threshoids for
Article 18.3(c) A T B Functional No Relationship, A NA A o [No applicable ScF control
developing Ft reguIatory technIcal standards referred to n paragraph 3 of
Jthis Artice, the ESAS shall take into account the criteria set out in Artcle 4(2), as well as
nternational standards, quidance and specfictions developed and publisned b ENIsA,inclaing
pplying th
e St oot inArel a3, tne ESAs shalduly consider the need for mmemerpnses andsmal
land
[elated incdents re managed
o ) o ESteshall subic hose Comon draf regulaory techrical standards tothe Commission by e e, m m m o e e
ower is delegated to the Commissi Regulation by adopting
ltechnical standards referred to in paragraph 3 in accordance with Artcles 10 to 14 of Regulations.
|(EU) No 1093/2010, (EU) No 1084/2010 and (EU) No 1095/2010.
[Fnancial entities shall report major ICT-related Incidents to the relevant competent authorty as [Mechanisms exist to timely report Incldents to applicable:
referred to in Article 46 in accordance with paragraph 4 of this Article. |t Internal stakeholders
[Where a financial entity s subject to supervision by more than one national competent authority. |2) Affected clients & thirc-parties; and
referred to in Artcle 46, Member States shall designate a single competent authority as the () Regulatory authoriies
relevant competent authority responsibie for carrying out the functions and duties provided for in
this
(Credit nstitutions classified as significant, in accordance with Artcle 6(4) of Regulation (EU) No
102412013, shall report major (CT-related incidents to the relevan national competent authority
|designated in accordance with Artcle 4 of Directive 2013/36/EU, which shall immediately transmit
[that report to the ECB.
For the purpose of the first subparagraph, financial entities shall produce, after collecting and
Janalysing ai relevant information, the initial notifcation and feports referred to n paragraph 4 of
[this Artice using the templates referred to in Article 20 and submit them to the com
Jauthority. In the event that a technical impossibility prevents the submission o the intial Incident Stakeholder
Article 19.1 A Poicaton using th templat,fnancialentiesshall oty he competent autorky about 1 via Functional Intersects With P 1R0-10 5
[The mtia notfication and reports rferred to in paragraph 4 shalinlude all information
Inecessary for the competent authority to determine the significance of the major ICT-related
incident and assess possible cross-border impacts;
[Without prejudice to the reporting pursuant to the first subparagraph by the financial entity to the
relevant competent authorl ates may additionally determine that some or al financial
lentties shail aiso provide the initial notification and each report referred to in paragraph 4 of this
laricle using the templates referred to i Article 20 to the competent authorites or the computer
[security incident response teams (CSIRTS) designated or establlshed in accordance with Directive
(EU) 202272555
[Financial entities may. on a voluntary basis, natify Significant cyber threats to the relevant chanisms exIst to fmely-report Incidents to applicable;
[competent authority when they deem the threat fo be of relevance to the financial system, service| It Internal stakeholders;
. The relevant competent authority may provide such nformation to other relevant [2) Affected clients & third-parties; and
lauthorities referred to in paragrap! |3 Regulatory authorities
[Credit nstitutions classified as significant, in accordance with Artcle 6(4) of Regulation (EU) No
[1024/2013, may. on a voluntary basis, notify significant cyber threats to relevant national ot stakehas
Artile lcompetent authorty. desianated in accordance with ATicle 4 of Directive 2013/36/2, which shall unctiona ntersects Wi Incident Stakeholder o
rice192 A immediately transmit the notification to the Functione! Intersects With Reporting Ro10 ®
Member States may determine that those financial entities that on a voluntary basis natify in
laccordance with the first subparagraph may also transmit that notifcation to the CSIRTs
[designated or established in accordance with Directive (EU) 2022/2555.
[Where @ major ICT-related incident occurs and has an impact on the financial interests of clents, eChaniss ot Gl report Icdents o applcable
[inancial ntis shal without undue delay as soon as they become aware f It nfort thei (1) ntermal sakeoiger
lcients about the major ICT-related incident and about the measures that have been taken to Clents & thic-parties: and
mitigate the adverse effects of such incident i |3) Reguiaory authoitis.
Attice 193 A i the case of a significant cyber threat, financial entites shall, where applicable, inform their Functional Intersects with | "Ncldent Stakeholder 1RO-10 B
[clients that are potentialy affected of any appropriate protection measres which the latter may porting
lconsider taking
Financial entities shall. withn the bme I1is to be Taid down n accordance with ATicle 20, st eChaniss ot Gl report Icdents o applcable
aragraph, point (al, point (i), submit the following to the relevant competent authorit Incident Stakeholder ) intemal stakeholders
Article 19.4 A parasraph. paint (). pont (1 o P v Functional Intersects with | "9t Stakehola IRO10  [(3) Affacted chons & thic-partes: and 5
() Reaulatory suthorites
[om intial notcation Fanisms ox/st © Tmely 7eport ncidents to appIcable:
Incident Stakeholder 1) internal stakeholders;
Article 19.4(a) A Functional Intersects with | "9t Sxakehold IRO10 (3] Wioctot chents & thic-parties: and B
|3 Regulatory authorities.
[om intermedTate report after the Imtal ROUACation referred to in POt (2. 3% 500n 35 the Status of AT et To ety repor gents © ppIcable
[the original incident has changed significanty or the handiing of the major ICT-related incident has } (1) ntermal sakeoier
Article 19.4(6) m lchanged based on new information available, followed, as appropriate, by updated notificat Functional Intersects with | Incident Stakeholder 1Ro-10 |12 Aflcted clents & thi-parties; and s
levery time a relevant status update is available, as well 3 upon a specific request of th Reportin (3) Reguiaory authoritis.
[competent authority:
[o inal report, when the root cause analysis has been completed regardiess of whether mitigation [Mechanisms exist to fmely-report Incidents to appiicable
Imeasures have already been Implemented, and when the actual impact figures are available to incident v 1) Internal stakeholders:
Article 19.4(c) A repiace astimates. s pact Functional intersects with | ""€I90t Stakenolder IRO-10|(3) Affected chents & shiic-partes; and 5
|3 Regulatory authorities.
Franchl enives may owsource, 1 accordance wid Ulor and national sectoral v, e reporing eehanTes St To el Teport dents o poTcate
Jobligations under this Artcle to a third-party service provider. In case of such outsourcing, th Incident Stakeholder |t Internal stakehol
Atcle 19.5 A [inanciar entiy remains fuly responsibie fof the fulflment of the icident reporting requirements Functional Intersects With Reporting 1010 5} Kiceted clents & thveparties: and s
|3) Regulatory authorities
(O receptofthe il rotfcaton and of cach repert 1eeried 1 aregraph & e competen]|
uthority shll ina timely mannr, provide detais o the major CT-related nident o the
Article 19.6 A [otowing 25 appicabie, on the Functional No Relationship, A A A o INo applicable SCF control
Aricle 19,6(a] WA [EBA_ ESWA or EIOPA; Functional Wo Relationship I3 WA WA [ NG Sppicable SCF contror
TEDIDETY = [the ECB, in the case of financial entities referred to in Arficle 2(1), points (2. (6) and (d); —— ToRCrETY o m m o e
e 1960 A b competent aufarts, Sngle BOUTS f conact or CSIRTs Gesnated or stabished Functional | No Retatonship A A A 0 [voapplcable scr conral
[ resoution auories, s eferied 1o n ATl 3 o Decive 201455/, and e Srgle
IResolution Board (SRB) with respect to entites referrt e,72) of Regulaton (1) o
0 the European Parliament and of i respect o onies an
Artcle 19.6() A Joroupsreerred toin Aicle 7(4)5)and 5) o Regulation TEU) o 8061207411 sueh tais concern | Functional No Relationship, A A A o INo applicable SCF control
incidents that pose a risk to ensuring critical functions within the meaning of Article 2(1), point
[35) o Directve 2014/59/20; and
Aricle 19,6001 WA lother relevant public authorfties under national Taw. Funciional Wo Relationship WA WA WA [ [No applicable SCF contror
[Folowing recelpt of information in accordance with paragraph 6, EBA, ESWA or EIOPA and the ECB,
Inconsuation ith EN'Sand n cooperation wit the elevant compeert authriy, ol assess
|whether the major ICT-related incident is relevant for competent authoriies n othe
states. Following that ass:ssment‘ 54, ESHA o EI0PA shal, a5 s0on as possibl, oty clevart
Memi CB shall notify the members of
AEERIY W [the European System of Central it re\evanu me ayment system. Based on that (e UDREEIETETD R e e 0 (DT REE EiE]
Inotifcation, the competent authorites shal, where appropriate, take a of the necessary
[measures to protect the immediate stabily of the fnancial system.
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[The notification to be done by ESMA pursuant to paragraph 7 of this. shall be without
lprejudice to the responsibilty of the competent authority to urgently transmit the details of the.
[major ICT-related incident to the relevant authority in the host Member State, where a central
lsecurities depository has significant cross-border activity In the host Member State, the major ICT-

Secure Controls Framework (SCF)
Control Description

Relationship

Avticle 19.8 A lrelated incident i liely to have severe consequences for the financial markets of th Functional No Relationship NA NA NA o INo applicable SCF control
and where
Irelated to the supervision of financial entiies.
[Thie requirements 1aid down In This Chapter shall aso apply 1o operational o Securlty payment- [Fechantoms et to ocument and valiate (e scope o secuty, complance ad
related incidents and to major operational or securiy payment-related incidents, whera they that are determined reguiatory andjor contractual
Article 23 A Jconcern credit institutions, payment insttutions, account information service providers, and Functional Subset Of ceLoLz 10
[electronic money institutions.
For the purpose of assessing preparedness for handiing ICT-related Incdents, of Ientiying Mechanims o evaluate A
|weaknesses, defciencies and gaps n digitel operational resilience, and of prompty implementing Jffectiveness and the organization's readiness to execute the pian.
lcorrective inancial enities, e, Shal aking o account
e etera set outn Avce (2).esablsh, maitain ond review g soud and comprenensive gl nctions otersects with | Contingency Plan Testing & ’
Article 24.1 i opcranions esience testing bgramere a5 on eearl part of i 1CF ik anagem Functional Intersects With Exercises BCD04 s
[ramework referred to n Article 6.
[Tie GigTal operational resTence [esting programme shall clude 3 range of aSsessments, Tests, [Mechanisms .< T Pans
Article 24.2 NA Imethodologies, practices and tools to be applied in accordance with Articles 25 and 26. Functional Intersects with | Coningency Plan Testing &| - gep.gq  feffectiveness and the organization's readiness to execute the plan. 5
[When conducting the digital operational resilence testing programme refarred to in paragraph 1 echanisms exist to conduct tests and/or exerclses to evaluate the contingancy pIan's
Jof this Article, financial enities, other than microenterprises, shailfollow a risk-based approach retivenazs an th argamzatons radiess 1 exesune the mian.
taking nto account the criteria set out in Article 4(2) duly considering the evlving landscape of Contingency Plan Testing &
Article 24.3 A ICT risk, any specifc isks to which the financial entity concerned s or might be exposed, the Functional Intersects With ncy Plan T BCD04 5
[riticality of information assets and of services provided, as well 2s any other factor the financial
lentty deems appropriate.
[Financial entities, other than microenterprises, shall ensure that tests are Underiaken b [Mechanisms exist o conduct tests andjor exercses to evaluate the contingency plan's
Independent paries, whelher terl or external ineretests are underaken by an e Jffectiveness and the organization's readiness to execute the plan.
artile24.4 m tester, financial entiies shall dedi fent resorces and that conflcts of interestare | pynctional Itersects with | Contingency Plan Testing &| oo 00 s
[oveidd froughout the design and exection phases o the tes Exercises
Financial entities, other than microenterprizes, shall astablsh procedures and polices 1o priontse) Mechanisms o evaluate Plans
assify and remedy all issues revealed throughout the performance of the tests and shall establish Contingency Plan Testing & Jffectiveness and the organization's readiness to execute the pian.
Article 24.5 A internal validation methodologies to ascertain that allidentified weaknesses, deficiencies or gaps | Functional Intersects With O Earcises | BCo08 s
 addressed.
Fronclr enives ofer hor mcroerterpises, sl eneure a leas yealy. (0t approprte ests o — [Mechantsms exist © Conduct tests andjor exerclses (o evaluate the contingency piam's
Article 24.6 NA all ICT systems and. critical or important functior Functional Intersects with | CONINIEAy Plan Testing BCD-04  [effectiveness and the organization's readiness to execute the plan. 5
[Tie GIgTal operational resTTence [esting programme referred to i Aricle 24 shall provide, in [Mechanisms exist to faciitate @ monTtoring of vunerabiy
cordance with the critera set out in Article 4(2), for the exection of appropriate tests, Such as [management controls
[vuinerabilty assessments and scans, open source analyses, network security assessmeris, gap wnerabil
Articie 25.1 o onaiyses,physicalsecuriy reviews questonnarres and caiing sftware solutions, source <ode | o Subset of et Sroaem | vemor 10
reviews where feasibl o
lend testing and penetration testing. P
[The GlgTal operational resTTence testing programme referred to i Aricle 24 shall provide, in Panisms exist to detect vunerabiities and Configuration errors by routine
rdance with the criteria set out in Artcle 4(2), or the execution of appropriate tests, such as [vinerabilty scanning of systems and applications.
[Wuinerabilty assessments and scans, open source analyses, netwiork security assessmerts, gap
" Iyses, physical security reviews, questionnaires and scanning software solutions, source code on n in ’
Aricle 25.1 g reviews where feasible, scenario-based tests, compatibilty testing, performance testing, end-to- Functional Intersects With Y Scanning | VPH-06 s
lend testing and penctration testing,
(CenaTsecuies depoatories a0 certal counerparies ol petor vaneraby dssesaments [Mechanims et to faciitate @ monitori
befor: & new or exiing appIt inirasttucture Vulnerabilty & Patch [management controls. °
Atcle 25.2 A [componente. and ICT services supporting criical o important functions of the financial entity Functional Subset Of Managemert o vemoL 10
[CerraTsecaies depoatores s crtral counterprtes Sl peforn vuresbly sesesamerts [Mechanisms exist o Getect vulnerabilties and configuration errars by routine
before a w or existin |vinerabilty scanning of systems and applications.
Article 25.2 A Cormponencs ohe 1T samices upparing ermeal s mporare nctions o he Rranea antiy Functional Intersects With | Vulnerabilty Scanning | VPH-06 Y o orey " 5
Microenterprises shall perform the tests referred to i paragraph 1 by combining a risk-based [Mechanims et to faciitate & monitoring
opproach with o sratesic planningof CT testing, by dulyconsdering the need to mantain [management controls.
balanced approach between the scale of resources and the time to be allocated to the ICT testing Vnerabily & patch
e provided for i this Aici, on the one hand, and the urgency type offs, critcaly of information | runctiona oset Junerab ’
Article 25.3 i Jassts and of services provided. as wel as any other relevant factor, including the financial Function! Subset Of M vem-o1 o
Jenttys abilty to take calculated risks, on the other hand.
Tl perform the tests referred (o n paragraph 1 by combining a FSk-based chanfems exst @ configuration errors by routing
[approach with a strategic planning of ICT testing, by duly considering the need to maintain a iinerabiy Scanning of ystems and applcations.
balanced approach between the scale of resources and the time to be allocated to the ICT testin
e provided frnthi ATicieonth onehand, and he urgecy, ypeof sk, ety of lomaton | ucyan ntersects Wi inerability Scanmin ’
Article 25.3 LA Jassets and of s el 3 any iner refevan actor, inclsding the fancia Functional Intersects With | - Vulnerabilty Scanning | - VPH-06 s
ey sty e toke Coeuited ke, on e cthes
[Financial entities, other than enttes referred to in ATicle 16(1), irst subparagraph, and other thar| [Mechanisms exit to conduct penetration Lestng on Technology ASsets, AppIcations
Imicroenterprises, which are identified n accordance with paragraph 8, thrd subparagraph, of this Jandior Services (TAS).
[Aricie, shall carry out at least every 3 years advanced testing by means of TLPT. Based on the risk
Article 26.1 A orofile of the financial entity and taking into account operatiana circumstances, the competent Functional Intersects With Penctration Testing vem.07 B
Jauthority may, where necessary, request the financial enity o reduce or increase this frequency.
[Each threatTed penetration test shall Cover several or all G or IMpOMart functions of @ [Mechantsms exist to conduct penetration testing on Technology Assets, AppICations
[fnancial entity, and shall be performed on live production systems supporting such functions. [andior Services (TAS).
Financial entities shall identify al relevant underlying ICT systems, processes and technologies
lsupporting critical or important functions and ICT services, including those supporting the critical
Jorimportan functions which have been outsourced or contracted to ICT third.party Service
Article 262 A providers. Functional Intersects With Penctration Testing vem.07 s
Financial entities shall assess which critical or important functions need to be covered by the TLPT.
[The result of this assessment shall determine the precise scope of TLPT and shall be validated by
lthe competent authorites
[Fere (T T77d party senvice provides are ncuded I e scope o TLPT_ e rancia enty sl [Mechanisms exit to conduct penetration testing on Technology ASsets, Appcations
take the necessary measures and safeguards to ensure the participation of such ICT third-party Jandior Services (TAS).
Article 26.3 NiA fservice providers in the TLPT and shall Tetain at ol fmes full responsibility for ensuring (umphance Functional Intersects With Penetration Testing VPM-07 5
[vith this Regulation.
[WIEhout prejudice to paragraph 2, Arst and second subparagraphs, where the particpation of an [Mechanisms exist o conduct penatration testing on Technology ASSets, AppICations
ICT third_party service provider i the TLPT, referred to in paragraph 3, i reasonably expected to Jandior Services (TAAS).
ve an adverse impact on the quality or security of services delivered by the ICT third-par
jservic er to customers that are entities falling outside the Sc is Regulation, or on
jthe confidentiaity of the data related to such services, the financial antity and the ICT third.part
Jservice provider may agree in writing that the ICT third-party Service provider directly enters into
ontractual arrangements with an external tester, fo the purpose of conducting, nder the
Jdrection of one designated financial entity, a pooled TLPT involving several financial entities
(pooled testing) to which the ICT third-party service provider provides ICT services.
Article 26.4 A [That pooled testing shall cover the relevant range of ICT Services supporting crtical o important | Functional Intersects With Penetration Testing vem.o7 s
ffunctions contracted to the respective ICT third-party service p financial entities. The
Ipooled testing shall be considered TLPT carried out by the financial entities participating in
ool testn
number of financial entites participating in the pooled testing shall be duly calibrated taking
nto account the complexity and types of services involved.
[Financial entities shall. with the cooperation of ICT Thid.party Service providers and other paries [Mechanisms exist to conduct penatration testing on Technology Asets, Appications
Invaved,incluing s testrs but excluding the competencauthoiies, apply ffecive sk Jandior Services (TAAS).
Article 26.5 A Franagement controls to mitigte the isks of any potential mpact on data. o Functional Intersects With Penctration Testing vem.07 B
arupton t ot o portant funcians, e o Sperations o (e Rhaneienty Hoer, e
ounterparts or tothe inancia sectr.
€ e e of e esting. i eport and remedaion b Fave been ggreed, e rancar [Mechanisms exist to conduct penatration Eesting on Technology ASSets, Appications
entty an, where appicable he extenaltesters shal rovde o he authriy, designat Jandior Services (TAS).
P m eCordance wi paradrap d o 0. smmary of i relouant Imdinge. the remedation pons and|  Funciona \ntersects With Penetration Testing vemo7 s
he Gocumentatian demenstreting Cha the TLPY has been conducied o accordance with he
requirements.
[utreries sl ravide francirenies wih an atesaton contrng ot e et vas [Mechanisms exist o conduct penatration Eesting on Technology ASSets, Appications
is a5 evidenced in the i order to Jandior Services (TAS).
Eiow for motunt recogiion of treated peneaton tests between competent uthoies The
Shall iy th of the attestation, the summary of thel
Article 26.7 A relevant findings and the remediatio Functional Intersects With Penctration Testing vem.07 B
[Without prejudice o such attestation, fnancial enics shallreman a al tmes fll responsile
for the impact of the tests referred £o in paragraph
[Financial entites shal contract testers for the purposes of undertaking TLPT In accordance witn [Mechanisms exist o conduct penatration Eesting on Technology ASSets, Appications
lAricle 27. When financial entities use internal testers for the purposes of undertaking TLPT, they Jandior Services (TAS).
Jshall contract external testers every three tests
[Credit institutions that are classified as significant in accordance with Article 6(4) of Regulation
o shall only use external testers in accordance with Article oints (a) to
Article 26.8 A () No 102472013, shall only use externa test dance with Article 27(1), points (2) Functional Intersects With Penetration Testing VP07 s
[Competent authorites shall dentify financial entities that are required to perform TLPT taking into
Jaccount the critria set out in Artcle 4(2), based on an assessment of the following:
[pact related factors, i particular the extent o which the services provided and activites [Mechanisms exit to conduct penetration testing on Technology ASsets, Appcations
Aticle 26.8(2) o taken by the financial entty impact the financial sector; Functiona! Intersects With Penetration Testing VPMO7_fandlor Services (TARS). s
lpossible financial stabillty concerns, including the systemic character of the Fnancial entity at [Mechanisms exit to conduct penatration Eesting on Technology ASSets, Appications
Article 26.8(0) A e oo T o o Functional Intersects With Penctration Testing Veio7  [echaniems exit foco s
P - [specific ICT rsk profile, level ofICT maturity of e financial iy or technology features ivoved | . p— renetration Testng Vw7 [PEchenisms ext o conduc pentaton tesingon Teclogy e, AppIcatons .
I ey SESaTe 3 Sgle bl oty 1 e Anancal secor o b responsioe o
Article 26.9 A [TLPT-related matters in the financial sector at nationa level and shall entrust it with al Functions! No Relationship A A A o INo applicable SCF control
[competences and tasks to that effect.
o a5sence o3 desgmaion n ccardance Wik paagraph 9 or s e ang wifour
[prejudice to the power to identify the financial entiies that are required to perform

Artcle 26.10 A [Competent authority may delegate the exercise of some or allof the tasks fefered to In his e No Relationship NA NA NA o INo applicable SCF control

lArtcle and Artice 27 to another national authority in the financial sector.

Avtice 2611 A e o STl 1 SSTeemert WiF T 05 deveip o Arica SanGaresTn | Cncionat | o Relatonship A A A 0 [io spplcable scF conral
Aticle 26.11(a) A et e o s 1 oo oo e ST Functional No Relationship A A A o [No applicable ScF control
Article 26 11061 WA e eauements andsancar e Use of Intermal testersy Functional o Relationship WA WA WA [ [No applcable SCF contral
Article 26.11(0) WA irements i relation to Functional o Relationship WA WA WA [ 0 pplcals SF conol

Article 26.11(0)1 e e B parorach Functional A NA A 0 [No applicable SCF c
Article 26.11(c)i) A e Be v o e e e e g Functional No Relationship A A A o [No applicable ScF control
Article 26 1)) WA e el ourean remedatinstges of re i Functional o Relationship WA WA [y [ [No applcable SCF contral
[the type of supervisory and other relevant coaperation which are needed for the Implementation
lof TLPT, and for the mmmmm« mutual recoanition of that testing, in the context of financial
Article 26.11(d A fentities re than one toallow an Functional No Relationshi A NA NA o INo applicable SCF control
o " [iwolvement and a lexibie implementation t cater for speciicties of inancil sub-sectars of local ® / / / PP
[fnancial markets.
[When developing the ESAs shal
o an speifc earurearsin fom the istnct nture of actvties acros aferent nancia
e Eshs Shah subrmi those craftregulatorytechnlca tandards tothe Commission by 17 uy
Article 26.11 (end) A B e Functional No Relationship A A A o INo applicable SCF control
chmica Saards refered o e 5 Subparagraph I accordance wisarices 10 14 o
IRegulations (EU) No 109372010, (EU) No 1094/2010 and (EU) No 1095/2010.
[Fnancial entifies shall only Use testers for the carrying out of TLPT, that: [Mechanisms oxist to UTITze an independent assessor or penetration team to perform
Arice 27.1 A Functional | ntersects with | "deperdent Penetration | ypuy7,  penelraton testng. s
[ore of the Highest sutability and reputabilty, PRR— [Focharems o710 ulize an dependrt assesar o penetaton a1 pform
Article 27.1(a) A Functional | Intersects with | "dependent penetration | ypyy.07.1  foenetration testn s
lpossess techrical and T threat PRI [Mechanizms exist to UElize an independant assessor or penatration team to perform
Article 27.16) NA einaence penenation astieg and feu ceam wesngs Functional Intersects wi | "dependent Penetration | ypug7. - penelration testing 5
[ore certiied by an accreditation body 1n & Member State or adhere to formal cades of conduct or PR [Mechanisms exist to Utlize an independent assessor or penetration team to perform
Artice 27.1(0 A ethical frameworks: Functional | Intersects witn | I"dependent Penetiaton | ypyy7.3 - fpenetraton testing, s
[Provide an Tndependent assurance, or an audlt report I refation to the saund management of [Mechanisms exit to UtiIze an independent assessor or penetration team to perform
isks associated with the carrying out of TLPT, including the due protection of the financial entity's independent Penetration enetration testin
Aticle 27.1(e) A [Confidentialinformation and redrecs for the business riske of the financial entiy: v Functional ntersects with | "IeREdent Penetration | ypyo7.1 o 5
[ore duly and ully covered by relevant prafessional ndemnty Insurances, Including against Fsks of [Mechanisms exit to UElze an independent assessor or penetration team to perform
Artice 27,160 A sconioct and neplgence Functonal | mersects witn | "epEndent penetraton | ypy.71 - |penetration testing s
[ i erma eters Trancil enites sl aneure . o aadion e requremerts PRI [Focharme o710 uilice an dependrt assessar o penetation eam o peform
Article 27.2 NiA lparagraph 1, the following conditions are met Functional Intersects With | NICRERCENFENCIGHON | vpi.07.1  [penetration testing 5
T Use has been approved by the relevant competant authority or by the single public authority PR [Mechanisms exit to Utlize an independent assessor or penatration team to perform
Article 27.2(a) N [designatedt i accordance with Article 26(3) and (10); Functional Intersects wi | "deperdent Penetration | yeuy7, - penelration testing s
[ (e relevant competent authorty has verfied that the Rinancial entlty has suficient dedicated [Mechanisms exist to UtIze an independent assessor or penetration team to perform
Article 27.2(6) A resources and encured that conficts of interest are avoided throughout the design and execution |  Functional Intersects wi | "deperdent Penetration | yeuy7. - peneration testing 5

jphases of the test; and
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lthe threat

elligence provider

‘external to the financial entity.

Independent Penetration

[Mechanisms exist to utilize an independent assessor or penetration team to perform.
[penetration testing.

Acticle 27.2(c) A Functional Intersects With VeM.07.1
[Financial entiies shall nsure Thal contracts concluded with external Lestars requie a sound [Mechanisms oxist o UETZe an independent assessor or penetration eam to perform
Imanagement of the TLPT results and that any data processing thereof, including any generation. Independent Penetration lpenetration testing.
Article 27.3 L] |store, aggregation, draft, report, communication or destruction, do not create risks to the financial Functional Intersects With . VPM07.1
[Fnancial entiies shall manage ICT thrd-party Tisk 35 an i<gral Component of T rik within ther | [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCRH)
CT sk management framework as referred to in Article 6(1), and in accordance with the folowing| lassociated with the development, acquisition, maintenance and disposal of Technology
Article 28.1 A principles: Functional Intersects With ly Chain Risk Rskog  [Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Managemen (SCRM) Pian Jactions and monitoring performance against those pians.
Financial entities shall manage ICT thrd:party FIsk a3 an Intagral component of T sk within ther| [Mechanisms exist t maintain & current. accurate and complete T of External Service
ICT risk management framework as referred to in Artcle 6(1), and in accordance with the following| [Providers (ESPs) that can potentially impact the Confidentiaity. Integrity, Avaiability
Aticle 28.1 A principles: Functional Intersects With | Third-Party Inventories | TPM-0L1 landjor Safety (CIAS) of the organization's Technology Assets, Applications, Services
fondior Data (TAASD)
[fmancial entities that have In place contractual arrangements for the Use of ICT serices to run [Mechanisms exist to develop a plan for Supply Chain RISk Managerment (SCRM)
jtheir business operations shall, at al times, remain full responsible for compiiance with, and the lassociated with the development, acquisition, maintenance and disposal of Technology
Artcle 28.1(2) NA Jischarge of, all obigations under this Regulation and applicable financial services law: Functional Intersects With Supply Chain Risk Rsk.09  [Assets, Applications andlor Services (TAAS), including documenting selected mitigating
Managemen (SCRM) Plan lactions and monitoring performance against those plans.
[fmancial entities that have In place contractual arangements for the Use of ICT Senices to run [Mechanisms exist © malntaln  Current, accurate and complete Tt o External Service
ftheir business operations shall, at al times, remain fully responsible for compiiance with, and the lProviders (ESPS) that can potentially impact the Confidentialty. Intearity, Avaiabillty
Article 28.1(a) A |discharge of, all obligations under this Regulation and applicable financial services law; Functional Intersects With Third-Party Inventories TPM-01.1  fandjor Safety (CIAS) of the organization's Technology Assets, Applications, Services.
Jandlor Data (TAASD)
[francial entities that have In place contractual 52 of ICT services to run [Mechanizms exist o require contractual requirements for appcable securty, complance]
their business operations shall, at alltimes, remain fully responsible for compliance with, and the Third-Party Contract d resilience requirements with third-parties, reflecting the organization's needs to

Article 28.1(a) NA |discharge of, all obligations under this Regulation and applicable financial services law; Functional Intersects With 2 TPM-05 fprotect its Technology Assets, Applications, Services and/or Data (TAASD).

(AT enes managemnt oTICT (T party ok shalbe Tplemerted T TGt o e pincioe [Mechaniems exist t develop a plan for Supply Chalh RISK Managerent (SCAH)
Jof roportionaity, taking into account: Jassociated with the development, acquisition, maintenance and disposal of Technology

Article 26.1(6) m Functional Intersects With ipply Chain Risk Rek.09  [Assets, Applications andlor Services (TAAS), including documenting selected mitigating

Management (SCRM) Plan Jactions and monitoring performance against those plans.
(A entes management o ICTtTd party 1ok shalbe Tplemerted TGt of e pincioe [Mechanisms exist © maintain  Current, accurate and complete Tt o External Service
Jof roportionaity, taking into account: [Providers (ESPS) that can potentially impact the Confidentialty, ntearity, Avaiabillty
Article 28.1(b) NiA Functional Intersects With Third-Party Inventories TPM-01.1  fandjor Safety (CIAS) of the organization's Technology Assets, Applications, Services.
Jondior Data (TAASD)
[fre mature. scale, complextty and importance of ICT-related dependencies, fechanisms exist to develop 3 pian for Supply Chaim RISk Management (SCAM)
Suonly Chain sk lassociated with the development, acquisition, maintenance and disposal of Technology
cle ; unctiona ntersects Wi upply Chain Ris .09 [Assets, Applications and/or Services (TAAS),including documenting selected mitigatin
Aicle 28.1(0)0) 2 Functional | Intersects With |y pan | RSO0 e taring porormance aguntt tose i ° s
[fre moture, scale, complextty and Importance of T related Gependencies, [Fecranims oXTo mamtan a curent. aecurare 3ng comprere ¢
[Providers (ESPS) that can potentially impact the Confidentialty. Integrity, Avaiability
Aticle 28.1(0)() A Functional ersects Wih | Thira aryInventores || TPMLGLLlandior Safety (CAS) ofth organizato'sTechnology Aset, Applicaton,Senices
ndlor Data (TAASD)
[(7& Fisks arising from Contractual arrangements on the Use of ICT Serices concluded with ICT [Mechanizms exist to develop & plan for SUpply Chaln RISk Management [5G
it prty senvice providrs aking nto accourt the ricalty o mportance of the respect SSsociatea i the developmat. acaulsiion, mamenance ans dsposa o Teehnology
Article 28.1(b)(i) A e, process or function, and the potential impact on the continulty and availabilty of financial | Fynctional Intersects With ly Chain Risk Rskog  [Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Services ana activiie. a indidual and at roup evel. Management (SCRM) Plan Jactions and monitoring performance against thase pians.
[f°e isks arising from contractual arrangements on the Use of ICT Services concluded with ICT Mechansms exist t maintain & current. accurate and complete T of External Service
third-party service providers, taking into account the critcalty or importance of the respective [Providers (ESPs) that can potentially impact the Confidentiaity. Integrity, Avaiability
J———— m vice, process or function, and the potential Impact on the continuity and availabity of financial | Fynctional Intersects With | Third-party Inventories | Tpw.o1.1 [ndior Safety (CIAS) of the organization's Technology Assets, Applications, Services
[services and activities, at individual and at group level. [andior Data (TAASD)
[A= part of their ICT ik management framework. financial anttes, othar than entites referred to [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCAH)
i Artcle 16(1), first subparagraph. than microenterprises, shall adopt, and regularly lassociated with the development, acauisition, maintenance and disposal of Technology
view, a stratégy on ICT third-party sk, taking into account the multi-vendor strategy referred to Applications andor Services (TAAS), including documenting selected mitigating
i Artice 6(9), where applicable. The strategy on ICT third-party rsk shall include 2 poli Jactions and monitoring performance against those pl
e of ICT serVices supporting critcal or important functions provided by ICT third-party Service.
lroviders and shall apply on an individual basis and, where relevant, on a sub-consolidated an Supply Chain Risk
Article 28.2 A lconsolidated basi ement body shal, on the basis of an assessment of the overall isk | Functional Intersects With | naceh (ScaM) Plan | RSK09
orofile of the financial entity and the scale and complexity of the business services, regularh
review the risks identified in respect to contractual arrangements on the use of ICT services
Jsupporting critical or important functions.
[A2 part of their ICT ik management framework. fnancial enttes, other than enties referred to [Mechansms exist t maintain & current. accurate and complete Tt of External Service
i Article 16(1), first subparagraph, and other than microenterprises, shall ado [Providers (ESPs) that can potentially impact the Confidentiaity. ntegrity, Availability
jew, a st [ isk, taking i Jandior Safety (CIAS) of the organization's Technology Assets, Applications, Services
in Article 6(9), where applcable. The strategy on ICT thi [andior Data (TAASD)
of CT services supporting critcal or important functions
providers and shall app individual b
Article 28.2 A [Ponsolidated basis, The management body shall. Functional Intersects With | Third-party Inventories | TPM.0L1
orofile of the financial entity and the scale and complexity of the business services, regularly
review the risks identified in respect to contractual arrangements on the Use of ICT services
Jsupporting critical or important functions.
[A% part of their ICT Ak management framework. financlal entites shall maintain and Update at [Mechanisms exist o develop a plan for Supply Chain RISk Management (SCAH)
fentty level, and at sub-consolidated and consolidated levels, a register of nformation in relation lassociated with the development, acquisition, maintenance and disposal of Technology
o all contractual arrangements on the use of ICT services provided by ICT third-party service [Assets. Applications andjor Services (TAAS). including documenting selected mitigating
providers. lactions and monitoring performance against thase plans.
[The contractual arrangements referred to in the first subparagraph shall be appropriately
occumented, Gistingusring between thos that cover (T sevices supportng eriiel o mportant
ftunctions and thos
Finsnciar nities shall eport at feast yeary o the competent authrites on th number ofnew
of CT servic of ICT third.party service providers, the
[Ybe of Contractual arrangements and the ICT services and functons which are being provided. Supply Chain Risk
Article 28.3 A Financia enties shall make availabi to the competent authority, upon s request, the ful Functiona! intersects With | 1y, 200 N0 pran | RK09
egsterof formation o, requested.specifed setons thercof, long wit any informatin
ocemed necessary toenabie e effectivesupenision of the nancil
Financial entities shall inform the competent authority in a i ner about any planned
conractualarangement an he use of (T services spring et o mportan Tnctions as
Jwell s when a function has become critical or important
[A= part of their ICT Ak management framework. financial enttes shall maintain and Update at [Mechanisms exist t maintain & current. accurate and complete Tt of External Service
[entity level, and at sub-consolidated and consolidated levels, a register of nformation in relation [Providers (ESPs) that can potentially impact the Confidentiaity. ntegrity, Avaiability
o all contractual arrangements on the use of ICT services provided by ICT third-party service Jandior Safety (CIAS) of the organization's Technology Assets, Applications, Services
providers. fandior Data (TAASD)
[The contractual arrangements referred to in the first subparagraph shall be appropriately
cocumented,disingshing between those tht cover ICT srvices supporting cricca o mprtant
functions and those that
Fnancio enihes spol reportat feast yearty to the competentauthrites on the number of n
1CT third-party senvice providers, tne
being provide
Article 26.3 A Upon s request, he full Functional Intersects With | Third-party Inventories | TPM.0L1
ith any information
bout any planned
lcontractual arrangement on the use of ICT services supporting critical or important functions as
ell 35 when a function has become critcal or mportant
[Before entering inta 3 contractual arrangement on the Use of ICT services, financial entities shall [Mechanisms exist o develop a plan for Supply Chain RISk Management (SCAH)
Suonly Chain sk lassociated with the development, acquisition, maintenance and disposal of Technology
i nction: n i upply Chain Ris .09 [Assets, Applications and/or Services (TAAS),including documenting selected mitigatin
Arice 28.4 A Functional | Intersects WIth | yanagnt SRt Plan | RS0 toring performance against hose pins. ° e
Contraciual e Use of ICT services sUpporing 3 crical or [Wechansms exist o develop a plan for Supply Chain RISk Management (SCAHT
important function Jassociated with the development, acquisition, maintenance and disposal of Technology
Aricle 28.4(a) A Functional Intersects With Supply Chain Risk Rsk.09  [Assets, Applications andor Services (TAAS), including documenting selected mitigating
Management (SCRM) Plan Jactions and monitoring performance against those plans.

P T 55 e e contracal sTangement cavers e uss of T sarvices Spporing s S0l | ey p—— Sopgly Cran ok Rokos1 |1 ST el ssess gy e ke asodated i Tecoony
pscess wether e contracualarangerment coves e Use o1 CT sevices supporing  cal o [Fechanisms et To mainan 2 crren. accurae and complte It of Exteray cervce
mportant func lProviders (ESPS) that can potentially impact the Confidentialty, ntearity, Avaiabillty

Aticle 26.4(a) NiA Functional Intersects Wit | Thirdparty Inventories | TPU-OL1loor Safery (CI49) of he organizaton's Technology Assets. Applcations, Services

Jandior Data (TAASD)
[ps5css whether the contractual arrangement Covers the Use of T Services SUpRoring  CHECal or E—— charisms exIst fo Conduct a fK assessment prior to The acaUITIon or GUTSoUrcing of

Article 26.4(2) A important function; Functional ntersects with | TUGPAVRSE | rp0a1 Kechmeroay eiatad Techmolocy hesers Amplcations andlr Serces (TAAS,

[pssess F supervisory conditions for cantracting are met [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCAH)
Suonly Chain sk lassociated with the development, acquisition, maintenance and disposal of Technology
icle unctiona ntersects Wi upply Chain i y pplications and/or Services (TAAS), including documenting selected mitigating

Arice 28.4(6) A Functional Intersects With | anagement (ScRM) plan | R0 I.2ion: 88 monitoring performance sgainst those p

o [pssess 7 supervisory conditions for contracting are met mctiona ntersects v Supply Chaim Risk [Techameims T perodcally asess gl <ham ks sssocaied Wi Techmoony
Article 28.4(0) i Functional Intersects With ‘Assessment RSK091 |assets, Applications andlor Services (TAA
[#s5css 7 supervisory condtions for cantracting are met e e o A » rent. SCEATE S G
roviders (25Pe that canpotetly impact the Conceniy, e, rvalobiny
Article 28.4(0) A Functional Intersects With | - Third-Party Inventories | TPM-OL.1 landjor Safety (CIAS) of the organization's Technology Assets, Applications, Services
[andior Data (TAAS
[Fs5ess F supervisory conditions for Contracting are met; Fanisms ex/st o conduct a Fsk assessment prior 1 the SCqUISTION or SUSGUrCIng of
arice 28,40 A runcional | nersectswi | THSPIIREC | o ans fochnlony.rohted Technaosy s Aoplcations onde Sonices (A5,
Gentify and 555658 all Felevant FSKs In relaion 1 the Contractual arrangement, including th [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCAH)
lpossibility that such contractual arrangement may contribute to reinforcing ICT concentration risk lassociated with the development, acquisition, maintenance and disposal of Technology
Article 28.4(¢) N Jos referred to in Artcle 29, Functional Intersects With Supply Chain Risk Rsk0g  [Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Managemen (SCRM) Pian lactions and monitoring performance against thase plans.
[dentify and assess all rlevant Fsks I relation to the contractual arrangement, Including th [Mechanisms exist to periodically assess supply chialn isks associated with Technology

Aticle 28.4(c) NiA Jposibily that such contractusl amrangement may contribute to fenforcing ICT concentration risk Functional Intersects With Supply Chain Risk RSK-00.1  [Assets, Applications and/or Services (TAAS)

referred to n Artice 29
Gerty and assess al elevart ke T el & the Comtractual arrangement, TncludTig U Chanisms exst to malntain a current, accurate and compIete st of External Service
possibilty tha such contractual anrangement may contribute o reinforcng ICT concentraton risk [Providers (ESPs) that can potentially impact the Confidentiaity. Integrity, Availability

Article 28.4(c) NiA |as referred to in Article 29; Functional Intersects With Third-Party Inventories TPM-01.1  fandjor Safety (CIAS) of the organization's Technology Assets, Applications, Services.

Jondior Data (TAASD)
dentify and assess 3l relevant FSks In relation to the contractual arrangement, including the [Mechanisms exist o conduct 3 sk assessment prior 1o the 3CqUISTIon or SUESGUFCing of
Article 28.4(c) NA possbity tht such contrctual arangement my conrbute to rinorcing CT concentration ik Functional Intersects With Third-Party Risk TPM-04.1 technology-related Technology Assets, Applications andfor Services (TAAS).
Assessments & Approvals
s referred to in Article 29;
[indertake ail due diligence on prospective ICT third party serice providers and ensure throughout| [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCAH)
Jthe selection and assessment processes that the ICT third-party service provider i suitabl lassociated with the development, acauisition, maintenance and disposal of Technology
Article 28.4(6) m Functional Intersects With Supply Chain Risk Rskog  [Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Managemen (SCRM) Plan lactions and monitoring performance against those plans.
Undertake ail due iigence on prospactive ICT third-party Service providers and ensure throughout] B [Mechanisms existto periodically assess supply chiain Fisks associated with Technology

Aticle 28.4(d) NIA [the selection and assessment processes that the ICT third-party service provider is suitable; Functional Intersects With R e RSK-09.1  [Assets, Applications andfor Services (TAAS).
lUndertake all due igence on prospective ICT third party service providers and ensure throughout] Mechanisms exist t maintain & current, accurata and complete Tt of Extarnal Service.
the selection and assessment processes that the ICT thid-party service provider s suitable; [Providers (ESPs) that can potentially impact the Confidentiaity. ntegrity, Avaiability

Article 28.4(d) A Functiona! ersectsWih | Thid Pty Inventories | TPHO11.lanor Safty (CAS)of th organization'sTechnalogy Assets,Applications, Services

Jandior Data (TAAS
[URGertake all Gue Gigence on prospective ICT thrd party Senice providers and ensure throughou] [Mechaniems exist © Conauct 3 ok assessment prior 1o the SCqUISTIon or OUTSGUrcing of
arice 28400 A e Slacion and dsesiment rocesses s the 1T vrl by Senice. ot & vt runctonal | nersectswn | THEPISRAC | a1 [echoloqy robied Technaosy A AppICaUons ondo Senice (A5
[dentify and assess conficts The contractual arrangement may cause. [Mechanisms exist o develop a plan for Supply Chaln RISk Managerent (SCRW
lassociated with the development, acquisition, maintenance and disposal of Technology
Article 28.4(e) A Functional Intersects With Supply Chain Risk Rek-09  [Assets, Applications andlor Services (TAAS), including documenting selected mitigating
Managemen (SCRM) Plan Jactions and monitoring performance against those plans.
e 2640 A [Gentify and assess conficts The Contractual arrangement may cause pE— p—— Sopgly Cham ok T e e :fé}ﬁf“ixffﬁ?? <UDy Chan Isks ass001ated With Technology
[entify and assess conMicts of interest that the Contractual arrangement may Cause [Mechanisms exist to maintain & current, accurate and CompIete Tt of External Service
[Providers (EPe) that can potentially mpact the Confidentialy. Intearity, Avalabi
Article 28.4e) A Functional | Intersects With | Thiraparty nventories | TPMAOLL rarSotary (Gl of The rganizaon's Technology ASses, Aplcauors, Sences.
Jandior Data (TAxs
dentify and assess conficts of intarest hat Ehe contractual arrangement may cause. [Mechanisms exist o conduct 3 sk assessment prior o the 3CqUISTIon or OUESGUFCIng of

Article 28.4(e) A Functional intersects Wit |, TUUGPOYRISK | Tou04.1  pechnology-related Technolagy Assts, Appications andlor Services (TAAS)

Financial entifis may only enter Tnto contractual arrangements with ICT Third.party Sarvice [Mechanisms exist o develop  plan for Supply Chain RISk Management (SCAH)

oroviders that comply with appropriate information security standards. When those contractual lassociated with the development, acauisition, maintenance and disposal of Technology

Jarrangements concern critical or important functions, financial entities shall, prior to concluding Supply Chain Risk IAssets, Applications and/or Services (TAAS), including documenting selected mitigating
Article 28.5 A fthe arrangements, take due consideration of the use, by ICT third- party Service providers, of the | Functional ntersects with |y, PP Chan R | RSK-09  factions and monitoring performance against those plers.

Imost up-to-date and highest qualty information security standarcs.

[Financial entitis may only €nter Tnto contractual arrangements with ICT Third-party Service [Mechansms exist © maintain & current. accurate and CompIete Tt of External Service

loroviders that comply with appropriate information security standards. When those contractual [Providers (ESPs) that can potentially impact the Confidentialty. ntegrity. Availability

Jarrangements concern critica or important functions, financial entites shall,prior to concluding Jandior Safety (CIAS) of the organization's Technology Assets, Applications, Services
Article 26.5 A fthe arrangements, take due consideration of the use, by ICT third- party service providers, of the | Functional Intersects With | Third-party Inventories | TPM.OL1  [andior Data (TAASD)

Imost up-to-date and highest quality information security standards.
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ercising access, inspection and audit rights over the ICT th
lentities shall, on the basis of a risk-based appr
inspections as wellas t

[standards in line with any supervisory instruction on the use and incorporation of such audt

ty service provider, financial

Supply Chain Risk

[Mechar xist to develop a plan for Supply Chain Risk Management (SCRM)
lassociated with the development, acquisition, maintenance and disposal of Technology
[assets, Applications and/or Services (TAAS), including documenting selected mitigating
lactions and monitoring performance against those pians.

o
Atticle 28.6 A ntractual arrangements concluded with ICT third-party service providers on the use of ICT|  Functional Intersects With | 200 (SCAM) Plan | RSK09
Services entai high technical compiosty, the financial entiy shallverfy it auditors, whether
ol o oxtermal,or a poolof audiory, possoss appropriate skl and knowiedoe 1 efectvely
orm the relevant aucts and assessments.
i exerciing access, mspection and audE ights over the ICT hIrd-party service provider, financial Wechartsms oxit to maintain  current, accurate and complete Tt of External Service
leniies snat, on the basis o a rsk based app determine the freauenc of audits and [Providers (E5Po) tha ca potentaly impact he Confdentity, Inearity, Avaabilty
[nspections s wel a5 o areas o be audited trouan adnerng fo commanly accepted audt brrsi o he organizaton' Technology ASsets, Appications, Seices
Standards n i with any Supervisory nstruction on th wse and Incorporation of such audt [indlr Data (TAASD
Kiondoras,
Arice 28.6 A e Corractularangementsconclud i T hrtparysevcs poviers on the user T PN | nersects | Throry o | 17011
Services entll high technical compiexty, the inancial entity Shll very that auaitrs, wheth
el o cxteral,or a poolof audtors, posscss sppropriase SKls and knowedge v efectvely
perform the relevant audis and assessiont.
T xercin 3ccess, Tmapecton and audlt TGN Gver T TCT Trd-garty Service provider Frarncial MEChanisms exet to Tantor, TEqUIaly Teview and 355653 EXtenal Servce Providers
Jentiies shal on the ba3s of a sk base approach. pre determine th frequency o auats and 553 fo compiance with stabished contractual requirements fo securty, compliance
[nspecions as wel s the areas o be audked throuah adhering to commonly actepted audit Jan resilence contros
Standards i e with any supervisor instructon on the use and ncorporation of Such audit
Etanda Review of Third-Party
Article 28.6 NA |Where contractual arrangements concluded with ICT third-party service providers on the use of ICT| Functional Intersacts With Services TRM-08
erices el n technca compeaty. e fanci oty sl venty it auators.
internalor exterma,or 8 poo of auditors, possess appropriate Skils and knowiedge t efectively
eramm ihe reevant aode and sssesimans
pomm " o s ol Vot ol s o1 o o TS e PR Ewou— — v T ST TR S R s o e e ot
SGTant Brcae by te T Ha-pary enice rovier ST SopTERTI Tove, EguaTns o [Mechanisms existto develop a plan for Supply Chal RSk Waragermert (SCRM
Contractual tems: lssociated wih the development, acquistion, maitenance and sposalof Technology
Article 28,72 A runctional | ntersects with poly Chain Risk Rsk0o  [rsset, Applications andior Services (TAAS), nchuing docurmenting setected mitgating
Management (SCRH) Plan ocions and mantoring perarmance against hose pns
TG e 5 e 1 R ary S e o SPIGaRe v et o echanisms oxt o maintal a current, accurate and complete T of Extemal Service
Contractualt [Providers (ESPe) that can potertialy impact the Confidentiaiy. Integriy. Avalabiiy
Aricle 28.7(a) A Functional | Intersects With | Third-Party Inventories | TPM-OL1 [oncor Saety (CIAS) of the organization's Technology Assets. Applicatins, Serices
[ihclor Data (TARSD)
pom— " GRS e oy T 1 A ary S e o SplEae o, el o P Ee— P— s [T o T e e ot o e et ot
T oo o Oy T T 7 G o [Mechartsrs exit o develop a plan o Supply Chain RIsk Maragemert (SCRM
o stering the prformance of the funcions provded thraugh t conractusl arrangeme lsSociated with the development, acquisition, maintenance and Gsposalof Technology
Aricle 26.7(6) m [nciuding material changes that affect the arrangement of the situation ofthe 1CT thrc:party Functional Intersects With Supply Chain Risk RSk [Rssets, Applications andor Services (TARS), including documenting selected mitigating
Kenvice provie Management (SCRM) Plan ctions and menitoring performance against those plans.
GGG T rontaring orICT Wraparty Tk hak a7 Geermed capable WechanTsms SRt to TalTaly  CUrren, 3ccurate 3nd CompIete Tt o EXteral Sarvce
o akering ine pertormance o ihe functions provided hrough the contractual arrangement, Providers (ESPe) that can potentialy impact the Confdentiay. Itegrity. Avaiabiiy
Article 28.7(b) N/A lincluding material changes that affect the arrangement or the situation of the ICT third-party Functional Intersects With Third-Party Inventories TPM-01.1  fandjor Safety (CIAS) of the organization's Technology Assets, Applications, Services.
ervice provier: [inclor Data (TAASD).
o Tty Tk et e demed capable echarisms exit to nciude “oreak clauses” Wil contracts ©
of aitering the performance o the functions rovided through the conractusl crert fo securty. compliance andior resilence controls.
Aricte 28.7(b) A nciudng matero cranges tat afec the riangement o 1 Stuaton of the 1T tmvaporty Functionl | Intersects With Break Clauses o057
service
[CT Ty Senee v SFenced vesessesperam o e CT [Wechanisms extto Gevelop & pan Tor Supply Chal RK Wanagemert SCRM)
ranagerten i 1 aricar e sy £ rsres (e el ey, sty anc lssociated wih the development, acquistion, maitenance and isposalof Technology
Artcle 26,760 m Confidentilty. of data. whether persanalor therwise senstive data,of non personal Fonconal | mersects wit | SUBBY Chan i Rsk0o  [Asset, Applications andior Services (TAAS), Inchuding Gocurmenting setected mitgating
anagement (SCAM) Plan ocions and mantoring perarmance against hose pis
[T tird-party Servce provider’ evidenced Weaknesses pertaiing to T overall ICT sk echantsms oxt o maintal a current, accurate and complete T of Extemal Service
Ficular in the way It nsures the avalablty, authentichy, integrty and [Providers (ESPe) that can potertialy impact the Confidentiaty. Integriy. Avaiabiiy
Article 28.7(c) N/A |confidentiality, of data, whether personal or otherwise sensitive data, or non-personal data; Functional Intersects With Third-Party Inventories TPM-01.1  fandjor Safety (CIAS) of the organization's Technology Assets, Applications, Services.
[ihclor Data (TAASD)
(G tird-party servce provider’ evidenced weaknesses pertaling to s overal ICT 1 Mecharisms exist to nciude "oreak clauses” wilin contracts for allure & mee contract
et an I Sostcute s the way ¢ encuresthe toatabit. suthenicy, Fhcarey and, et Secunty.complance sl eshence Gomtroe
Articte 28,70 A Confdentalty ofGata, whether persanal or otnewise sensiive Gaia, o nor-personal data; Functional | Intersects With Break Clauses 057
[Ahere the Competent authorty can 1o Tonger eFectely superise e Airancil STty 32 3 6wt [Wecharisms exstto develop 3 plan Tor Supply Charn RSk Waragermert (6CRM
ot ot ot o, arangement lssociated with the development, acquistion, maitenance and lsposalof Technology
artice 28.7(d) m Functions! I tersects With Supply Chain Risk Rsk.09  [Rssets, Applications and/or Services (TAAS), including documenting selected mitigating
Management (SCRM) Plan [actions and monitoring performance against those plans.
[#here the competent authority can no Tonger efectvely Supervise te francal eniy 35 3 Tesult echartsms ox/t to maintai a current, accurate and complete Tt of Extemal Service
or o or lated o, tn redp amangement. [Providers (ESPe) that can potentialy impact the Confidentaiy. Inteority, Avalabi
Aticte 28.7a) A Functional | ntersects With | Tt Pty Inventories | TPU-0L1 it ey (1A% ofin organsion’s Technolody Acsers Appllations. Servces”
[l Data (1AASD
[#Fere e competent aufhorty €an o orger eRectvely Supervice T francial eniy 32 3 Tesult Mecharisis ext to Toeiude "BreaK clauses” Wi Tomeet
Article 28.70) A ot Tor b arrangement. Functional | Intersects With Bresk Clauses ToM-05.7  [eiena for securty, compliance andior resience contros
TIET SEr7Ee: it G o ot nclor, Trancll cles Sl o e o0 [Fecharisme exit o Gevelop s pan or Supply Chaim Rk Wanagemert (SCRH)
Coategis. The exl Bratogies shall K6 ko accourt okt may amerae at he eve of KT ossociateq yith ihe deveiopment, cauisiton: malntenance and Gsposal o Tethrology
i prty service provkier. I particuar  possile alure on thel part  deterioration of the [Ssets, Applications andlo Services (TAAS), nching documenting selected mitgating
lualiy of the ICT services pr husiness disruption due to inapropriate o faled [cions ahd manitoring performance against those plans.
rovison of et ik asig . relaton o e approprate and Continuous
Article 288 A Gepioyment of the respective 1T service, or the tenmination of contracical artangements Wil ICT | Functional | ntersects with |, SuPBly Chan Risk Rk
[third-party service providers under any of the circumstances listed in paragrapl Management (SCRM) Plan
Financia anites shall ensure that they are abi to ext Contractual artangements without:
ForTCT services T irareaT €S shall Ut T lace &t [T i o A e et e Come
Crategies. The exi Srateaies shll ik nto account sk tha may emerge at the leve o ICT Providers (ESPe) that can potentialy impact the Confdentiay. Integrity. Avaiabiiy
hirc-party service providers, i partcular a possible fallure on thel part, a deterioration of the raor satey Lc\AS)u TR STganizations Technology ASsets, ApBIkaUoRs, Senices
ity of the 1T senvces provided, any business ruption 6ue to nappropriae or fl [lor Data (TAASD
[rovison of ICT services of any material sk arsig i feation o the appropriate and continuous
article 28.8 A Gepioyment of the espective T serice, or he temination of cortraceus) anangements wiliCT | Functional | ntersects With | Thirc-party nventories | TPM-01.1
i party sarvice prowiders under any o the circamstances lsted In paragraph 3
Financia anies shall ensire that they are abi to ext Contractual artangements without:
For ICT ervices Suppoting Grcal ar Tmportant anclans. Francial entiies Sall put T pace exk MEchaST Gt to Tnclude oreaK CIauses® Wi Conracts To o to reet contact
Crategies. The exi Srategies snall fake nto account sk that may emerge at the level o ICT reri fo securty, compliance anior reslence control.
i party service providers, i partcular a possile failre on thet pat, a deterioration of the
lqualiy o the CT services provided, any business disruption due to nappropriate or fa
provison of ICT services of any materia sk arsig i felation o the appropriate and continuous
Artice 28.8 A eployment of the respective [CT seri termination of Contractual arrangements with ICT | Functional | Intersects With Break Clauses TPM05.7
hirparty Service providers unde any o the crcumstances lted In paragraph 7
Financia aniies shal ensure that they are abi to et Contractual artangoments without:
[Gsrupton to their business actvites. Wecharisms exitto Gevelop & plan Tor Supply Char Rk Managermert (SCRM)
 Cham lesociatea with the development, acauistion, maintenance ane dsposalof Technology
e 2630 anctions tersects wi upply Chain Ris oo [Assets, Appications anlor Serices (TAAS), Including documenting selected mitigating
aricle 28:8(a} pa Functional | Intersects With | yanagement (SCRM) Plan | RS 08 e oring performance against hase plns.
[@srapton to their business actvides, Wechartsms ox(tto maintaln  current, accurate and complete Tt of Exernal Service
[Providers (ESPe) that can potentialy mpact the Confidentaity Integriy. Avalabiiy
Article 28.8) A Funcional | merseis | s gany mentories | 1011 oy (CHS) o g echnla e, Koo, Seces
[ Data (TAASD).
e a5 T s e Funcions | mersecswih | Greokcovses | Towony [TaghnieTs ST e Iude resk s AT crracs o e o e oot
Titing Complance W Tequatory Feauements, Mechartss exist to Gevelop  plan for Spply Chain RIsk Mariagemert (SCRI)
[ lssociated with the development, acquistion, maintenance and lsposalof Technology
e nctions tersects i upply Chain Ris con e platins anor Senice: (AAS). ncling documentn seicied ioatng
Article 28.8(b) (S Functional It ts With Management (SCRM) Plan Rsk-09 [actions and monitoring performance against those plans
fimiing complance Wi regulatory requrements echartsms ox/t to maintal a current, accurate and complete Tt of Extemal Service
[Providers (ESPe) that can potentialy impact the Confidentaiy. Integrity, Avalabin
Aricte 28.8(0) A Functional | ntersects With | TPty Inventores | TPU-0L1 et ey 1S of i organsaion’s Technolody Acsors Appliatons. Sarvces”
[l Data (1AASD
Arice 28501 A g CmpTnes Wi Feguatry reauerents Foncional | mersecs win ek Cluses | o057 [lachone SIEE Ilude sk cavces Wi cons T
[Getreent 1 the Cantnaly and qualty of Sevices Froviaed 1 et [Mechanisms exstto develop a plan for Supply Chal RSk Waragermert (SCRM
lssociated wih the development, acquisition, maitenance and sposalof Technology
ticle 26.8(6) m Functions! Intersects With Supply Chain Risk RSk [Rssets, Applications andjor Services (TAAS), including documenting selected mitigating
Management (SCRM) Plan [actions and monitoring performance against those plans.
[Gement to the cortinty and Qualky o services provided T cierts echantsms oxt o maintai a carrent, accurate and complete T of Extemal Service
[Providers (ESPe) that can potertialy impact the Confidentiaiy. Itegriy. Avaiabiiy
Anicle 28.8(0 A Functional | Intersects With | Thira-party Inventories | TPM-OL1 _[oncor Saety (CIAS) of the organization's Technology Assets. Applications, Services
[ihcior Data (1AASD
ponT—, s [Getiment t the cantinuy and qualky of services provided to lients o e F— Ty [T S T e e w\tm;\ ot o e et contat
e Gocumented a7 Tt ccoraance Wil T Gtera SetGut echanisms exit £ provide -house sup Srovigers Torsupport
i oy, ohah e reviewed periocical i unsapporied Tedmnology Asses, AppCatons andior Servies (TAAS)
Financial eiities shall dentity atemative solutions aha develop transiton plans enabling ther to
remove the contracted ICT services and the elevan data from the CT thirc-party service provider
it 285 (en0) " o<y and el ane Shr 0 shemaie B3 a g e arcionst | mesecswn | Moo sowestor | 10,000
Financia enites shall ave appropriate contingency measures n place to malntain business
Continuty I the svent of the crcumstances referred t i the st subparagraph.
e ESAS shal through the ot Committee, andards to
lstablsh the sandard tempaesforhe proses o the regtr o nfomation reverrm toin
lbaragraph 3, Incloding Information tha i cormon to all conractual arrangements on the use of
O Earutie, The £AD ShallSaen trose 8 e penma Eechrica Stanelarte o h
Aricle 289 A (Cormission by 17 anuary 2024 Functional | No Relationship A A A o appicable SCF control
Fover s confrred o e Comision o acopt the mplementing techcl standars e to
I the first subparograph I accordance with Articie 15 of Requlations E0) No 1083/2010, (E0) No
109472010 and (£0) No 1095/2010:
1T E5As shal, through the Jont Commitee, develop draft regulatory fechmical Standards to
e sty e Gt coent e et g 3 e o e
lontractual e o il
lrovided by ICT thirc-party se
[When developing those crak reguiatry technical standards, the ESAS shall take into account the
Kize ana the overall sk profile of th, ianclal enty, a th nature, caie an compexty o 15
e m ervices, actiies Sons, st g i e echnic Functionsl | o Relatonshi A A A o appicabie SCF contrr
EED u [standards to the Commission by 17 January unetional il i L L DI EE T
pover s dlegted o e Conmission Regulation by adopting
iechnical stan ne irs sUbparagraphin accordance with ATics 10 0 14 of
Reuatons (E0) No 103513010 (E0) o 16541301 anl () No 1085/2010,
e o e Qoo 370 seveserent of T rfered o e 800 o Mechariems ex/t o miligate the fisks associated with tNTd-party aceess t the
snal aiso take i s ontractual organizaton's Technoloay Assets, Appications, Services ancior st (TAASD).
Arice 29.1 A orangement Inreation o 1T semces supporing cHteal o Imporiont anclons would leod toany|  Functional | Intersectswith | Thraparty Services | TPM-04
oF e foiowing
[contracting an 1CT Gird-party service provider that 5 not easly subsGRuEable;or echan or outsourcing of
JE— i nciono | st | po Iy o e e s omavans o Sk e
aving I place mullple Contrackualarrangements n relaton to the provison of ICT services chanisms exist o conduct » oK assessment pio to the scauision or outsourcng of
Article 29.1(b) NA [supporting critical or important functions with the same ICT third-party service provider or with Functional Intersects With Third-Party Risk TPM-04.1 [technology-related Technology Assets, Applications andor Services (TAAS).
Closely connected 1CT thrd-party service providers, Rssessments & Approvals
Financil entities sha welgh the benefts and costs of alermative soutlons, such a5 The Use of Wechanisms exet to URlzs talored sEquisiion Stategies, Contract odls and
ierent CT thircparty setvice providers, taking N accourt If and how envisaged soltions couishion Strategies, Tools Tocurement metnods fo the purchase of unue Technoiogy Acsets, Appatins andior
Aicle 29.1 (end) A match the business needs and opjectives set out in their diital fesiince stratedy. Functional | ntersects wih  (A€StOn Seisgles, Tools rpuo31 BTG i “ < *
fwmere he use orCT el o mportant Wechartsms exit to require contractual requirements for applcable secury, campiancel
foctrsnciceine anICT thid-party cr i relience requirements with (rd-paties,refecting the organization's needs (o
s Sppring el f Imprtan: fncion o oinr 1 17 arty S b [rotec s Technology Assets, AppICations, Sérvices andor Data (TARSD).
[noncial entiies shal weigh benetts and ks tht may aise i Comotton with 5
abcontraciing. i partuiar n she Cose f 3 ICT ubceriracior esaplihed na i
[Where contractual arrangements concern ICT serices ipgatg i oot unctigns
iy corsgrthe by n the svent of
e T prty ervic provcer' bakeupcy 3wl oy coniain ity avse in
ot thturent recoven of i rancilentiy's
[Wnere contractualarrangerments on e use of ICT Serices supporting critcal or important
lunctions are conclaced with an ICT third party Service ot b n 2
o202 e hal i addition o the efared to n the second subparagraph. | g | hieery Contract | 1au0s

Jaiso considerthe compliance with Union data protection rles and the effecive enforcement o the
fow intht hird counry.

he use of ICT wporting critcal or mportant
oncions prowise forsubcontracting ﬁnancml ntites shall assess wnether and now potentially
long or complex ct ubcontracting may impact thetr ity to fly “honitor the contrac s
[onetan and the abiey o the

lthat respect.

Requirements

Secure Controls Framework (SCF)

100112



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Digital Operational Resilience Act (DORA)

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1_x000a_03/27/2026

the conzactual aracgements ontheuse of CT sences supportng criice o mportant
Jfunctions include the pc n ICT third-party (=3
services supporting a cicalof important function o other ICT thid-party service providers.
[imancia entiies shall weioh benefits and isks that may arise in comection with such
subconracing. npaticar i the caseof an T sbconiacta estabished i - counry,
g critical or

[inancia enties shai duy consder e msmvency Taw pvov\s-ons hat would abply In the event of
fthe ICT third-party service provider's bankruptcy as well as any constraint that may arise in
espect to the uroent recouery of the Anancial enity's data
[Where contractual arrangements on the use of ICT services supporting critical or important
Jfunctions are concluded with an ICT third-party service provider established in a third countr

. in addition to the referred to in the second subparagraph,

Contract Flow-Down

[Mechanisms exist to ensure applicable security, compliance and resilience requirements
Jore included in contracts that flow-down to appiicable sub-contractors and suppliers.

trength
Relationship

Aricle 292 e Jiso consider the compliance with Union data protection rules and the effective enforcement of the|  Functiona! Intersects With Requirements TPM-05.2 s
law in that third country
[Where the use of ICT ertical or important
lfunctions provide for subcontracting, financial entities shall assess whether and how potentially
long or complex chains of subcontracting may impact their abilty to fully monitor the contracted
Jfunctions and the abilty of the competent authority to effectively supervise the financial entity in
that respect.
[Tie Fights and abgations of the financil entity and of the ICT thrd-party Service provider shall be [Fechanems et to eque conraciual qurements o applcabl secuy. complance
[cleariy allocated and set out in writing. The full contract shallinclude the service level agreements land resilience requirements with third-parties, reflecting the organization's need:
Aricle 30.1 NA mented in one witten document which shall be available to the parties on paper, or in|  Fynctional Intersects with | Third-Party Contract T05  |prokec s Techmology Aesets, AppICations, Services andlo Data (TAASD). s
lo document with another downloadable, durable and accessible format. Requiremen
[TRie contractual arrangements on the Use of ICT services shall nclude at Ieast the ollowing [Fechariems X5t to requre contactal equrerets o sppcabe secuy,complancel
Jelements: ird-Party Contrac land resilience requirements with third-parties, reflecting the organization's need:
o cearana compiete escrpion of S Tunctions and CTsewice o be provded by th T s [Hechaniems it requie Corfracual equirementsfo appcabl secury,complince
arty service provider, of an I crtical or Third-Party Contract Jand resilience requirements with third:parties, reflecting the organization's needs
Article 30.2(a) N/A limportant function, or material parts Lhevenr 5 permittod and, when thot s the case the. Functional Intersects With quirements TPM-05 protect its Technology Assets, Applications, Services andjor Data (TAASD). s
lconditions applying to such subcontractin
e ecations, Tamely e eglons o courres wnere e confracied orsubcaniracted nctons [Fechariems X5t to requre contactal equrerets o sppcabe secury,complancel
Jand ICT services are to be provided and wher data s to be processed, including the stor land resilience requirements with third-parties, reflecting the organization's need:
Artice 30.2(6) m location, and the reauirament fo the ICT third. party serice provider (o hotiy tne financialentity | Functiona! intersects with | Third-Party Contract Tpmgs  [protect its Technalogy Assets, Applications, Services andior Data (TAASD). s
i advance if it envisages changing such locations: quirements
rovisions on availabity. suthenticity, integrity and confidentalty n refation to the protection of fechaniams &xstto requre cortacual equremerts fo apacabl securty, Complirce
ldata, ncluding personal data; ird-party Contrac land resilience requirements with third-parties, reflecting the organization's needs to
[provisions on ensuring access, recovery and return In an easly accessibie format of personal and [Fechanems Xt to requre coracual equements o applcabl secury. complnce
Inon-personal data processed by the financial entity in the event of the insalvency, resolution or Jand resilience requirements with thrd.parties, reflecting the organization's needs
Aricle 30.2(d) A ldiscontinuation of the business aperations of the ICT third-party service provider, or n the event of|  Functional Intersects witn | TirdParty Contract Tomos  [protect s Technology Assets. Applications, ervices andior Data (TAASD). s
lthe termination of the contractual arrangements; equirements
[Fervice level descriptions, Including updates and revisions thereof; [Fechanems Xt to eque coactual equements o applcabl secuy. coplance
Third-party Contract Jand resilience requirements with thrd-parties, refecting the organization's needs
[f?e obligation of the ICT third-party service provider to provide assistance to the financial entity ot [Mechanisms exist to require contractual requirements for appTicable security, complance]
Ino additional cost, or at a cost that s determined ex-ante, when an ICT inciden that s related to Thirg-Party Contract Jand resilience requirements with thrd-parties, reflecting the organization's needs to
Avticle 30.2() A fthe ICT service provided to the financial entity occurs: Functional Intersects With quirements TPM05 lorotect s Technology Assets, Applications, Services andor Data (TAASD). s
[f7e obligation of the ICT ThITG-party service provider to Tully Cooperate with the competent [fechaiers 1t to requie cortractual requermets for applkable secuy,complancel
lauthorities and the resolution authorities of the financial entity, ncluding persons appointed by Third-Party Contract Jand resilience requirements with thrd-parties, refecting the organization's needs
Article 30.2(9) A fhem: Functional Intersects With Requirements TPM0S LT s Techmology Assets, ApDICations, Services andr Data (TARSD). s
[fermination rights and refated mimimum noice periods for the termination of the contractual [Mechanisms exist o require contractual requirements for appIicable securty, complance]
Jarrangements, in accordance with the expectations of competent authorities and resolution Thirg-Party Contract Jand resilience requirements with thrd-parties, reflecting the organization's needs to
Arice 30200 A o angeme Functional | nersects with Pary Cont TRUOS  [arokect e Tochmoiogy Acsets, AppICarians, Semeices bl O TARSD) s
Tor o ICT third-party service providers in the financlal entfies’ ICT [Fechaniems Xt to reque coractual equements o applcabl secuy. coplance
Security aworeness programmes and igial operationa resilence traiing in accordance with Third-Party Contract land resiience requirements with third-parties, reflecting the organization's need
Article 30.2() NA larticle 13(6). Functional Intersects With Requirements TPMOS  Brotect s Technalogy Actets. Applcations, Seruices andior Deth (TAASD). s
[The contractual mthe use of ICT [Mechanisms exist to require contractual requirements for appTicable security, complance]
el nchade. m dlion o the cements re(eed 1o 1 perograph 3, o 1ast i Iotowng: Third-Party Contract ondresience requrementswit i paries eectngthe organizatortsnéeds o
[FTevice evel deccipfors, Teudg updafes nd rovions ferel W precise quaniiaive [Fechanems Xt to eque coactual equements o applcabl secuy. coplance
levls ol ctecive monioring Jand resilience requirements with third-parties, refecting the organization's needs
Article 30.3(a) A 2y nancitantiy of T servces and enable appropriate correctiveactons o e taken, Functional Intersects witn | Tire-Party Contract Th0s  |prokec it Technology Assets, ApPICations, Services andr Data (TAASD). s
[ithout undue delay. when agreed service evels are not Requiremer
[oice periods and reporting GbTGatons of the ICT thra-party Service provider to the financial [Fechaniems et to eque coactual equements o applcabl secuy. complance
eniy,nclucing notfcaton o any development tht might have 2 mterial mpact on the [T Third.Party Contract land resilience requirements with third-parties, reflecting the organization's neet
Aticle 30.3(6) A third party service provider's abilty to effectively provide the ICT services supporting critcal or Functional Intersects With Requirements TRU0S e e Techmology Assets, AppICations, Services andlo Data (TAASD). s
mportant fanctions e with agreed servce 1evel:
requirements for the ICT hird-party service provider to implement and test business contingency [Mechanisms exist to require contractual requirements for applicable security, complance]
Jpans and to have in place ICT security measures, tools and policies that provide an appropriate Third-Party Contract d resilience requirements with third-parties, reflecting the organization's needs to
Article 30.3(c) A level of security for the provision of services by the financial entity in line with its regulatory Functional Intersects With ramer TPMOS  lorotect its Technology Assets, Applications, Sérvices andfor Data (TAASD) s
framework:
[f7e obligatian of the ICT thITd-party service provider to pariclpate and fuly cooperate I the [Fechaniems et to equTe coacual quements o applcabl seeuy. complance
[financial entity's TLPT s referred to in Artcles 26 and 27: Third.Party Contract land resilience requirements with thrd.parties, refecting the organization's nee
Aticle 30.3(d) e Functional Intersects With Requirements TPH0S  BICkict s Technology Assets. Applcations. Services andor Dats (TAASD). s
[f?e rignt to monitor. on an ongaing basis, the ICT fird-party service provider's performance, POT— [Mechanisms exist to monitor, regularly review and assess External Service Providers
Article 30.3(e) NiA [which entails the following Functional Intersects With e rvires Y TPM-08  |(ESPS) for compliance with established contractual requirements for security, compliance 5
envices Jand resitience controls.
Unrestrictad Fights of access, Tnspection and aUdi by the financlal antty.or an appainted third arls et © equie Contractual equrerert or pplcable secuy, Complancel
party, and by the competent authority, and the right to take copies of reievant documentation on- Jand resilience requirements with thrd-parties, reflecting the organization's needs
Article 30.3(e}) m e I they are critical to the operations of the ICT third.party service provider, the effective Functional Intersects with | Third-Party Contract TPM.05  [protect its Technology Assets, Applications, Services andjor Data (TAASD). s
[exercise of which is not impeded o limited by ofher contractual arrangements or implementation equirements
policies:
[foe Fight to agree on alternative assurance levels f ather cliants FIghts are affected; [Mechanisms exist to require contractual requirements for applicable security, complance]
Third-party Contract d resilience requirements with third-parties, reflecting the organization's needs to
Aricle 30.3(e)) LA Functional Intersects With Requirements TPH0S  orotect its Technology Assets, Applications, Sérvices andfor Data (TAASD) s
[ Slgatin f e T 01 b ervceprovider oy conperate dorho e onete [Fechanems Xt to eque conacual equements o applcabl secuy. complance
 Lead Overseer, financial entity Third-party Contract land resilience requirements with third-parties, reflecting the organization's nee
Aricle 30.3(e)i) A o o appointed thrd pory; and Functional Intersects With Requirements TPM05 lorotect its Technology Assets, Applications, Services and/or Data (TAASD). s
[foe obligation to provide details on the scape, procedures to be folowed and frequency of such [Mechanizms exist to require contractual requirements for appIcable securty, complance]
inspections and audits; Third-Party Contract d resilience requirements with third-parties, reflecting the organization's needs to
Article 30.3e}(v) LA Functional Intersects With Requirements TPH0S  [orotect its Technology Assets, Applications, Sérvices andfor Data (TAASD) s
[ExTt strategies, in pariicular the establshment of a mandatory adequate transition period: [Mechansms exist o
cuoply Chain Risk 1) Evaluatesecury sk an theotsassoiaed with Technolgy Assts, Appications
Aticle 30.3(0 A Functional Intersects With upply Chain Ris Th-03  [andior Services (TAAS) supply chains; and s
o ’ Management (SCRM) 2 Take appropriate reméaiation actions to minimize the organizatin's exposure to
fhose risks and threats, as necessary.
[GUring WAIch the ICT thira-party Service provider Wil ConinuE providing the Fespective functions. [Fechaniems et to equTe conaciual equrements o applcabl seeuy. complance
Jor ICT services, with ducing the risk of disruption at the financial entity or to ensure ifs Third.Party Contract land resilience requirements with third-parties, reflecting the organization's need:
Aticle 30.3(1)() A [efective resolition and restructuring Functional Intersects With Requirements TPM-05 lorotect its Technology Assets, Applications, Services and/or Data (TAASD). s
[allowing the financial entity T migrate £ anather ICT third party Senvice provider or change to i [echaniems et to requie corfracual quirementsfo appcabl secury, complince
Inouse solutions consistent with the complexity of the service provided. Third-Party Contract land resilience requirements with third-parties, reflecting the organization's needs
Aticle 30.3(1)) A Functional Intersects With irar TPM0S  [orotect its Technology Assets, Applications, Seérvices andfor Data (TAASD) s
/By Way of Gerogation from point (€), the ICT third-party ServIce provider and the financlal entlty [Mechantsms exist to faclitate the Implementation of third-party management contrals
[ihat is a microenterprise may agree that the financial entity’ rights of access, inspection and
Jaudit can be delegated to an independent thrd party, appointed by the ICT third-party service
Article 30.3 (end) A rovider, and that he firancil ey is abe to equest ormation and assurance on the ICT Functional Subset Of Third-Party Management |  TM.01 10
[hird-party service provider's performance from the third party at any time.
[When negotiating contractual arrangements. financial entifies and ICT third-party service [Mechanisms exist to require contractual requirements for applicable security, compliance]
oroviders shal consider the use of standard contractua clauses developed by public authorities for| Third-party Contract land resilience requirements with third-parties, reflecting the organization's needs to
[Tie ESAs shall, through the Jornt Committee, develop draft regulatory fechical standards to
specy futhethe slements eferrd ton paragraph 2 poit (), which  iancil ety needs to
[Wnen developing those crat reguiatoy techical standards: the ESAS shall take Into consideration
the size and overall isk profil of the financial entity, and the nature, scale and complexity of its
Jservices, activities and operations.
fThe ESAS by 17 July
Article 30.5 A [2026. Functional No Relationship A NA NA o INo applicable SCF control
JPower is delegated to the Commission Regulation by adopting
Jtechnicalstandards referred to n the first subparagraph in accordance with Articles 10 to 14 of
IRegulations (EU) No 109372010, (EU) No 1094/2010 and (EU) No 1095/2010,
e ESAs, through dupon Forum
Article 31.1 A o blihen puroat 5 Anite 3210y sha Functional No Relationship. A NA NA o INo applicable SCF control
arice 31100 A Sesinata the CT 1 ary service providrs thk ace ool for Trancll arties olowa 31| unctonal] || Mo Reitiorani 0 0 0 0 |uosppicabiescr comrol
e e Crar s el C7 T party sericeprovider e ESATat
Iespansive,in accoraance wi S (EU) No 103372010, (EU) No 109412010 07 (EU) No
[1655/3010, forthe inancia enttes haumqmq: herthe largest share o otal asets out of the
Atticle 31.1(0) A [value of tfal assets of all the services of ICT third-party|  Functional No Relationship, A NA A o INo applicable SCF control
R A e D e S T
[entities.
[Te designation referred to in paragraph 1. point (a] shall be based on al of the following criteria
Article 312 A in relation to ICT services provided by the ICT third-party service provider Functional No Relationship A A A o INo applicable SCF control
[foe systemic impact on the stabiliy, continuty or quality of the provision of inancial services in
the event that the relevant ICT third-party service provider would face a large scale operational
Aricle 31.2(a) A falure to provide it services, taking into account the number of financial entities and the total Functional No Relationship A NA NA o INo applicable SCF control
[value of assets of financial entities to which the relevant ICT third.party sarvice provider provides
Jservices:
[he systemic character o mportance o the financil entities that el on the relevant ICT third
Attcle 31.2(0) A [party service provider, assessed in accordance with the following parameters: Functional No Relationship A A A o INo applicable SCF control
[fre number of GSiis) important
Article 31.2(0)01) A institutions (0-Sis) that rely on the respective ICT third-party service provider; Functional No Relationship, A NA A o INo applicable SCF control
[fFe nterdependence between the G-SIi or O-SI referred to i poi (1) and other fnancial
Aticle 31.2(0)() NA lentites, including situations where the G-Siis or O-Slis provide financial nfrastructure services to | Functional No Relationship NA NA NA o INo applicable SCF control
nancial entites
[fre effance of financial entities on the services provided by the relevant ICT thrd-party service
[provider in relation to critcal or important functions of financial entites that ultimately involve the
Artice 3112(0) N me ICT thirc-party service provider, rrespective of whathar financial entities rely on thoss G NoRelationship NA A A o luo applicable SCF contral
1y or indirectly,
Gegree of subSEUtabity of the ICT third-party service provider, taking into account the
Article 31.2(c) A T Functional No Relationship. A A A o [No applicable ScF control
e leck of et afernativs, even parial, due o the Trmted rumber o1 TG pty sevice
[providers active on a specific market, or the market share of the relevant ICT third-party service
Article 31.2(e)() A [rovider;o th technical complexty o sophisticaton mvotved. ncludng n reation tany Functional No Relationship. A NA A o INo applicable SCF control
[proprietary technolooy. or the specifc features of the ICT third-party service provider
Jorganisation or activity:
[@ficulties in relation to partally or fully migrating the relevant data and workloads from th
lelevant ICT third- party service provider to another ICT third-party service provider, due either to
Articte 31.2(a)i A [ignificant financial costs, time or other resources that the migration process may entail, or to Functional No Relationshiy A " " INo applicable SCF control
e ’ ncreased ICT risic or other operational risks to which the financial entity may be exposed through unctional R ’ e N ° DTS DESCT
Jsuch migration.
[Where the ICT third-party service p group, the criterta referred to n paragraph
Artice 31.3 A ['shal be considered infeation 5 the ICT Services provided by the aroup a5 3 whole Functional No Relationship A NA A o INo applicable SCF control
[Crtical ICT thira-party service providers which are part of 3 group shall designate one legal person [Mechanisms exist t identify and document appropriate contacts with relevant law
Article 31.4 A Jas a coordination point to ensure adequate representation and communication with the Lead Functional SubsetOf | Contacts With Authorities | GOV-06 [enforcement and regulatory bodies. 10
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FDE Name Focal Document Element (FDE) Description d SCF Control o gth Notes

seer shall notify the ICT third-party service provider of the outcome of the
[asessment eading tothe designation refered n para Faph 1. poit (3. Winin 6 weeks flom the
|date of the notification, the ICT third-party service provider may submit to the Lead Overseer a
[reasoned statement wich any felevar Information fo the purposes of the assessment. The Lead
Jovrseer shall considr e reasone statement and may request additionl inormationto b

submited witin 30 calendar days of the receipt of suchstaem
[t desionating an (CT Surd-parey semice provida” o enical the ESAs, through the jont
Article 315 NA [Committee, shall ntify the ICT hifcparty service provider of Such designation and the starting Functional No Relationship N NA NA o INo applicable SCF control

[iate 2 fror which they il ffectively bt subject b versight activiies. That starting data shol
lbe no later than one month ater the notification. The ICT third-party service provider shall notify
[the financial entities to which they provide services of their designation as critical

[The Commission is empowered to adopt a delegated act In accordance with ATtile 57 to

Article 31.6 N/A [supplement this Regulation by specifying further the criteria referred to in paragraph 2 of this Functional No Relationship N/A N/A N/A o [No applicable SCF control
rEeie by 17y
e 317 A ;gg;z;'g";;‘f" LeTeTed o poraoraph POt ) Sl ot be Used U e COMMISSON 5 | unconal | o Reationship A A A 0 o applcablescr contal
Ardesie QY  esTgnation eferred I paragraph 1, pl o, mu o T e o Fonciorar o Reatorsiip Iy Iy WA T o spacable S corral
Aricie STA(T WA ﬁ..m. s v S Tcirer Foncionsi—| N Relatlonshiy WA WA WA o [No appleable ScF conral
i oversig
Avticle 3180 A lrmosesof gt ke e Al T575) o he ety on e Fencionna of | Functonal | o Reatonship m m m R T ———
B Erepeen
A TR Iy e Fonciora | o Relatonshiy Iy Iy Iy T o peable SCF cotian
Arice 31.8() A [T party senvce provider providg [T sevices soely i one Mermber Sate T frania Functional | No Relatonship A A A o o applcablescr contol
[ E5%. o o Come, a3, UBTo o Upte yery T T o e
e 319 A e Bty s i Fanctional | No Retatonship A A A 0 [Nospplicable scF contral
TronE ey o
el e Tebors et A S8 1 Sobparanh o the
Article 31.10 N/A [Oversi shall assess the ICT Functional No Relationship N/A N/A N/A o [No applicable SCF control

i ory Cepenancies of ancal crates based o the formatin recened o the
lcompetant aughorites

[ o E e T EL e o e
critical in paragraph 1, point (a).
or the purpose of the st subparagraph, the ICT thirc-party service provider shal submita
reascned appication to EBA, ESMA or EIGPA, which, trough the Jaint Committes, shall decide
R m jnether o designate that T hrc-paty Senice providr as Crcl n accordance Wih paraganh | o) (DTS . m m 5 e e
[The decision referred to in the second subparagraph shall be adopted and notified to the ICT third-
[party service provider within & months of receipt of the application.

[Financial entities shall only make use of the services of an ICT third-party service provider
lestablished in a third country and which has been designated as critical in accordance with
Article 31.12 NA h 1, point (), 1 the Iatter has established 5 subsiciary i the Union iithin the 12 months |  Functional Subset Of Third-Party Management |  TPM-01 | Mechanisms exist to facilitate the implementation of third-party management controls. 10
[following the designation.

[The critical ICT third-party sevice provider referred to n paragraph 12 shall notiy th

Atticle 31.13 NA Overseeraf sy changes e he stachure of 1o manageroene 7 o sLbiery coamisheainthe | Functiona No Relationship NA NA NA o INo applicable SCF control
jon.
Financial entities may exchange amongst themselves cyber threat Information and Intellgence, Mechanisms Vith selected groups and ithin the
including indicators of compromise, tactics, techniques, and procedures, cyber security alerts and lsecurity, compliance and resilience communities to
lconfiguration tools, o the extent that such information and intelligence sharing: 1) Faciltate ongoing cybersecrity and data protection education and training for
Jorganizational personnel;
e nctiona ntersects with | Contacts With Groups & 2) Mainain currency with recommended cybersecurity and data protecton practices,
Article 45.1 A Functional Intersects With ‘Associations. GOV-07  kachniques and technologies; an s

5 S et cybereccurty sndfo data potection relted information nclucing
[threats, vulnerabilities and incidents.

Francal eriies ray exchange amongst themselves cyber thieat formation 3nd Tellgerce, [ e e s e TG ce oy Vet e s G
Inclucing indicators of compromise, acics, techniques, and procedures, cyber securkty alerts and lorganization e
Arice 45.1 A o ation 01, 0 the extant at such nfoaton and intligence sharid Functional subsecor [ Teatinaigence rogram| Y01 i ey e, Zecion o oty Sorions, momtaring, Sreat 10
[ining. response and recovery actnie
T rfarce T G st f ol enies. o e gt s ecrarare it serected groups and e
[owarencas i reation to yber shreats, miting or impeding the cyber threats sbilty o spread. Gecurity. compiance and resience communiies o
Subporing terence capabiies, treat detachon tochniugs, miaaton sustegles o response and ) Facitate ongoing cypersecurty and data potection education and traning or
Fecovery stages; lorgarizational personna;
Contacts With Groups & 2 Maintain curency with recommended cybersecurity and data protection practices,
Artice 45,12 A Functional | Intersects Wit cts Wit G Gowor [ Melntai curency with ecomy s
Share curren cybersecuriy andor data protection-elated information including
Khreats vuinerabities and incidents.
T o s e Gaia persTomt e o Toancl e T oo oo s MechanTsme Gt to Trplemert  Treat ellgence program Wat Teldes 3 ross”
warencan n reatton to yber threate g or mpeding the cyber throats: sbity 6 oproad. organtaation information sharing capabilty i can Ifuence the dovelopment o he
Arice 45,12 A porig defnce <apaie, it GeSc o (2chuss, L o Sates o resporse ana PNt Subsetof  [Threat nteigence Program|  THR-01 (0,35 and securiy rchitectures, Selecton ofsecurty sotuions. monitorng. treat 10
Fecovery stages Fnting. response and recovery actvites
fakes places Wi trusted communties of iancil enties echarisms T Seiected groups and svsodaons Wi The
ecurity. compiance and resince communiies o
[ Facitate ongoing cybersecuity an data potection education and trining or
personnel
Contacts With Groups & (2 Maintain currency withrecommended cybersecurity and data protection practices
Article 4510 A Functional | ntersects Wit cts Wit Gro Gowor () Mentain curency with ecomy s
(5 Share corrent cybersecuriy andor data protection-elated information including
Kimeate. vanerabiies and ncidents.
[3kes paces Wi tosted CommunTies of il ences, Mechanisrs et to Trplemert  Treat ellgence program Tat Teldes 3 ross”
lorgarization information-sharing capabllty that can Ifluence the development of the
Aricte 5.1(0) A Functonal SubsetOf | Threat Ineligence Program | THR-01 [, Sie and security architectures,selecion of securiy saltions, montonng, threat 10
lning, response and recovery actvites
3 ey e Fcrarom: i eced a0 e
rature of he nformatian hared, and that re govered by rles of condct il respec becurty. compllance and resilence communi
st contoentaty broiecion o pasora o 1 accordance i Aequton (L) Sotersre 5 Fachiateanoing cyperecunty o s ortetion edueation and raining for
na uidelines on competiion polcy. lroanizational personna
Contacts Wit Groups & (2 Maitain currency with rscommended ybersseurty and o protctio ractces
Article 45,160 A Functional | Intersects With cts Wit Gro Govor [ Meintain curency with ecom s
Share current cyversecurity ana/ur data protection elated information including
Kmeate, vinerabiies and ncider
e B s g S Ut et e oty e s et D e g e
nature of the nformation shared and that are goverhed by ries o conduct i ul e organization Can hiuence e
Aice 45.1(0 A eiinesscanfdontity, brotecion of persansl e acesdanee win Reguitin (£0) 5016/670 | Functiona SubsecOf [ Threat nteligence Program|  THR-01 (0,200 50 secarty rchitocturs, slocton ofsecurty Sonuions, montorng. theat 10
o Guricines o campcaion porer Inting. response and recovery actvites
Forte urpose o paagron T, po ) e ommalr Sy srangerets Tl G e Wechartems exet O elected Gups and TETED
Conditons for parC pation and. ahere approptiate, sl st b 1 detale on the mvolvement of securty. compliance and resilence commnites o
ublc authorties and th capacity n which hey ey be associated to the information sharng 0 el naoig ybesecrit an gt potecion eucaton ard ranng o
[emangements, on th Involvement of ICT ity senvce providers, and on operational lrgarizational personn
e ssa " clements, including the use of eicated T platiorms nctorsl | s | ComigswnGrowss | oy, (@ bamamcurency w:h‘grs(:nmmcndcd cybersecurty and data protection practces s
59 Snare currnt cybersecury andfr data protectionrelated inormation ncluding
Kimeata, vinerabiios and ncidents.
For the purpose of paragraph 1. point (€, the nformatiorsharing arrangerments shalldefine the ez o o et et iaigence progra G e 3oz
Conditons for parEipaton and, whre appropriate, hall et out th detals onthe mvolvement of organization Can e e
public authorties and the capacity n which they My be assoclated to the inormationsharing EfScem and securty architecturés, Selecton of securty Solutions, montorng. treat
Article 45.2 NiA [arrangements, on the involvement of ICT third-party service providers, and on operational Functional Subset Of Threat Intelligence Program|  THR-01  |nunting, response and recovery activities. 10
ements.incading the se of dcicated I piatiors.
Francal erities Shall oty CompEtent authoriies f hei pariEipation 7 the Tormariom STary oo o oty gt e o steae
Jamrangements referred to i paragraph 1. upon valldation of heir membership, o, as appicable o ickdent Stakeholder 1 internal stakehol
Article 45.3 A Ehe cessation of thelr membership, once  takes effect oo os e Functional | ntersecswitn | 171950t Ssokenols 1R0-10{3) Afected clents & thic-parties; and s
|5 Regulstory autnorties
Francar erities shall oty Competent authorities o hei paricipation 1 e formaom Sarng e oo e e T oy e
irangoments refarred t it paratroph 1t lpon vardation O ek empershis, or as apphcabe, o organization e
atice 45.3 A he cessation o thir mermbersnip. once i akes efect Functionsl Subsetof [ Thveat nteligence Program|  THR-01 5,8t and security architectures, slection o secury saltions, monltoring, treat 10

lhunting, response and recovery activi
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