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3 Guidelines
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.1 Proportionality
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.1.1 Proportionality

All financial institutions should comply with the provisions set out in these 
guidelines in such a way that is proportionate to, and takes account of, the 
financial institutions’ size, their internal organisation, and the nature, 
scope, complexity and riskiness of the services and products that the 
financial institutions provide or intend to provide.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

8

3.2 Governance and strategy
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.2.1 Governance
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.2.1.2 Governance

The management body should ensure that financial institutions have 
adequate internal governance and internal control framework in place for 
their ICT and security risks. The management body should set clear roles 
and responsibilities for ICT functions, information security risk 
management, and business continuity, including those for the 
management body and its committees.

Functional Intersects With
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

8

3.2.1.2 Governance

The management body should ensure that financial institutions have 
adequate internal governance and internal control framework in place for 
their ICT and security risks. The management body should set clear roles 
and responsibilities for ICT functions, information security risk 
management, and business continuity, including those for the 
management body and its committees.

Functional Intersects With
Defined Roles & 
Responsibilities

HRS-03
Mechanisms exist to define cybersecurity roles & responsibilities for all 
personnel.

5

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

5

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With
Human Resources 

Security Management
HRS-01

Mechanisms exist to facilitate the implementation of personnel 
security controls.

8

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With
Identify Critical Skills & 

Gaps
HRS-13

Mechanisms exist to evaluate the critical security, compliance and 
resilience skills needed to support the organization's mission and 
identify gaps that exist.

5

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With
Remediate Identified 

Skills Deficiencies
HRS-13.1

Mechanisms exist to remediate critical skills deficiencies necessary to 
support the organization's mission and business functions.

5

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With

Establish Redundancy for 
Vital Security, 

Compliance & Resilience 
Staff

HRS-13.3
Mechanisms exist to establish redundancy for vital security, 
compliance and resilience staff.

5

3.2.1.3 Governance

The management body should ensure that the quantity and skills of 
financial institutions’ staff is adequate to support their ICT operational 
needs and their ICT and security risk management processes on an 
ongoing basis and to ensure the implementation of their ICT strategy. The 
management body should ensure that the allocated budget is appropriate 
to fulfil the above. Furthermore, financial institutions should ensure that all 
staff members, including key function holders, receive appropriate training 
on ICT and security risks, including on information security, on an annual 
basis, or more frequently if required (see also Section 3.4.7)

Functional Intersects With Allocation of Resources PRM-03
Mechanisms exist to identify and allocate resources for management, 
operational, technical and data protection requirements within 
business process planning for projects / initiatives.

8

3.2.1.4 Governance

The management body has overall accountability for setting, approving 
and overseeing the implementation of financial institutions’ ICT strategy as 
part of their overall business strategy as well as for the establishment of an 
effective risk management framework for ICT and security risks.

Functional Intersects With
Steering Committee & 

Program Oversight
GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

8

3.2.1.4 Governance

The management body has overall accountability for setting, approving 
and overseeing the implementation of financial institutions’ ICT strategy as 
part of their overall business strategy as well as for the establishment of an 
effective risk management framework for ICT and security risks.

Functional Intersects With
Defining Business 
Context & Mission

GOV-08
Mechanisms exist to define the context of its business model and 
document the organization's mission.

8

3.2.1.4 Governance

The management body has overall accountability for setting, approving 
and overseeing the implementation of financial institutions’ ICT strategy as 
part of their overall business strategy as well as for the establishment of an 
effective risk management framework for ICT and security risks.

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

8

3.2.2 Strategy

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.2.2.5 Strategy
The ICT strategy should be aligned with financial institutions’ overall 
business strategy and should define:

Functional Intersects With
Defining Business 
Context & Mission

GOV-08
Mechanisms exist to define the context of its business model and 
document the organization's mission.

5

3.2.2.5 Strategy
The ICT strategy should be aligned with financial institutions’ overall 
business strategy and should define:

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 

5

3.2.2.5(a) Strategy
how financial institutions’ ICT should evolve to effectively support and 
participate in their business strategy, including the evolution of the 
organisational structure, ICT system changes and key dependencies with 

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 

5

3.2.2.5(b) Strategy

the planned strategy and evolution of the architecture of ICT, including 
third party dependencies;

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-emea-eu-eba-ict-srm-2025.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.eba.europa.eu/regulation-and-policy/internal-governance/guidelines-on-ict-and-security-risk-management
EU - European Banking Authority Guidelines on ICT and Security Risk Management (2025)
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3.2.2.5(c) Strategy
clear information security objectives, focusing on ICT systems and ICT 
services, staff and processes. Functional Intersects With

Strategic Plan & 
Objectives

PRM-01.1
Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 

5

3.2.2.6 Strategy
Financial institutions should establish sets of action plans that contain 
measures to be taken to achieve the objective of the ICT strategy. These 
should be communicated to all relevant staff (including contractors and 

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 

3

3.2.2.6 Strategy

Financial institutions should establish sets of action plans that contain 
measures to be taken to achieve the objective of the ICT strategy. These 
should be communicated to all relevant staff (including contractors and 
third party providers where applicable and relevant). The action plans 
should be periodically reviewed to ensure their relevance and 
appropriateness. Financial institutions should also establish processes to 
monitor and measure the effectiveness of the implementation of their ICT 
strategy.

Functional Intersects With
Security Concept Of 

Operations (CONOPS)
OPS-02

Mechanisms exist to develop a security Concept of Operations 
(CONOPS), or a similarly-defined plan for achieving cybersecurity 
objectives, that documents management, operational and technical 
measures implemented to apply defense-in-depth techniques that is 
communicated to all appropriate stakeholders.

3

3.2.3
Use of third party 

providers

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.2.3.7
Use of third party 

providers
Without prejudice to the EBA Guidelines on outsourcing arrangements 
(EBA/GL/2019/02) and Article 19 of PSD2, financial institutions should 

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 

8

3.2.3.7
Use of third party 

providers

Without prejudice to the EBA Guidelines on outsourcing arrangements 
(EBA/GL/2019/02) and Article 19 of PSD2, financial institutions should 
ensure the effectiveness of the risk-mitigating measures as defined by their 
risk management framework, including the measures set out in these 
guidelines, when operational functions of payment services and/or ICT 
services and ICT systems of any activity are outsourced, including to group 
entities, or when using third parties.

Functional Intersects With Third-Party Management TPM-01

Mechanisms exist to facilitate the implementation of third-party 
management controls.

8

3.2.3.8
Use of third party 

providers

To ensure continuity of ICT services and ICT systems, financial institutions 
should ensure that contracts and service level agreements (both for 
normal circumstances as well as in the event of service disruption — see 
also Section 3.7.2) with providers (outsourcing providers, group entities, or 
third party providers) include the following:

Functional Intersects With
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD). 8

3.2.3.8
Use of third party 

providers

To ensure continuity of ICT services and ICT systems, financial institutions 
should ensure that contracts and service level agreements (both for 
normal circumstances as well as in the event of service disruption — see 
also Section 3.7.2) with providers (outsourcing providers, group entities, or 
third party providers) include the following:

Functional Intersects With
Contract Flow-Down 

Requirements
TPM-05.2

Mechanisms exist to ensure applicable security, compliance and 
resilience requirements are included in contracts that flow-down to 
applicable sub-contractors and suppliers. 8

3.2.3.8
Use of third party 

providers

To ensure continuity of ICT services and ICT systems, financial institutions 
should ensure that contracts and service level agreements (both for 
normal circumstances as well as in the event of service disruption — see 
also Section 3.7.2) with providers (outsourcing providers, group entities, or 
third party providers) include the following:

Functional Intersects With

Responsible, 
Accountable, Supportive, 

Consulted & Informed 
(RASCI) Matrix

TPM-05.4

Mechanisms exist to document and maintain a Responsible, 
Accountable, Supportive, Consulted & Informed (RASCI) matrix, or 
similar documentation, to delineate assignment for security, 
compliance and resilience controls between internal stakeholders and 
External Service Providers (ESPs).

8

3.2.3.8(a)
Use of third party 

providers

appropriate and proportionate information security-related objectives and 
measures including requirements such as minimum cybersecurity 
requirements; specifications of the financial institution’s data life cycle; 
any requirements regarding data encryption, network security and security 
monitoring processes, and the location of data centres;

Functional Subset Of
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

10

3.2.3.8(b)
Use of third party 

providers

operational and security incident handling procedures including escalation 
and reporting.

Functional Subset Of
Third-Party Contract 

Requirements
TPM-05

Mechanisms exist to require contractual requirements for applicable 
security, compliance and resilience requirements with third-parties, 
reflecting the organization's needs to protect its Technology Assets, 
Applications, Services and/or Data (TAASD).

10

3.2.3.8(b)
Use of third party 

providers

operational and security incident handling procedures including escalation 
and reporting.

Functional Intersects With
Third-Party Incident 

Response & Recovery 
Capabilities

TPM-11

Mechanisms exist to ensure response/recovery planning and testing 
are conducted with critical suppliers/providers.

8

3.2.3.9
Use of third party 

providers

Financial institutions should monitor and seek assurance on the level of 
compliance of these providers with the security objectives, measures and 
performance targets of the financial institution.

Functional Intersects With
First-Party Declaration 

(1PD)
TPM-05.6

Mechanisms exist to obtain a First-Party Declaration(1PD) from 
applicable External Service Providers (ESPs) that provides assurance of 
compliance with specified statutory, regulatory and contractual 

3

3.2.3.9
Use of third party 

providers

Financial institutions should monitor and seek assurance on the level of 
compliance of these providers with the security objectives, measures and 
performance targets of the financial institution. Functional Intersects With

Review of Third-Party 
Services

TPM-08

Mechanisms exist to monitor, regularly review and assess External 
Service Providers (ESPs) for compliance with established contractual 
requirements for security, compliance and resilience controls. 8

3.3
ICT and security risk 

management framework

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.1
Organisation and 

objectives
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.1.10
Organisation and 

objectives
Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 

Functional Intersects With
Security, Compliance & 

Resilience In Project 
PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 

5

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Subset Of
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

10

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Framing RSK-01.1

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk 
monitoring;
(2) Constraints affecting risk assessments, risk response and risk 
monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for 
managing risk.

5

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Tolerance RSK-01.3

Mechanisms exist to define organizational risk tolerance, the specified 
range of acceptable results.

8

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Threshold RSK-01.4

Mechanisms exist to define organizational risk threshold, the level of 
risk exposure above which risks are addressed and below which risks 
may be accepted.

8

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Appetite RSK-01.5

Mechanisms exist to define organizational risk appetite, the degree of 
uncertainty the organization is willing to accept in anticipation of a 
reward.

5
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3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Identification RSK-03

Mechanisms exist to identify and document risks, both internal and 
external.

8

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

8

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Register RSK-04.1

Mechanisms exist to maintain a risk register that facilitates monitoring 
and reporting of risks.

5

3.3.1.10
Organisation and 

objectives

Financial institutionsshould identify and manage their ICT and security 
risks. The ICT function(s) in charge of ICT systems, processes and security 
operations should have appropriate processes and controls in place to 
ensure that all risks are identified, analysed, measured, monitored, 
managed, reported and kept within the limits of the financial institution’s 
risk appetite and that the projects and systems they deliver and the 
activities they perform are in compliance with external and internal 
requirements.

Functional Intersects With Risk Ranking RSK-05

Mechanisms exist to identify and assign a risk ranking to newly 
discovered security vulnerabilities that is based on industry-recognized 
practices.

5

3.3.1.11
Organisation and 

objectives

Financial institutions should assign the responsibility for managing and 
overseeing ICT and security risks to a control function, adhering to the 
requirements of Section 19 of the EBA Guidelines on internal governance 
(EBA/GL/2017/11). Financial institutions should ensure the independence 
and objectivity of this control function by appropriately segregating it from 
ICT operations processes. This control function should be directly 
accountable to the management body and responsible for monitoring and 
controlling adherence to the ICT and security risk management framework. 

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

3.3.1.11
Organisation and 

objectives

Financial institutions should assign the responsibility for managing and 
overseeing ICT and security risks to a control function, adhering to the 
requirements of Section 19 of the EBA Guidelines on internal governance 
(EBA/GL/2017/11). Financial institutions should ensure the independence 
and objectivity of this control function by appropriately segregating it from 
ICT operations processes. This control function should be directly 
accountable to the management body and responsible for monitoring and 
controlling adherence to the ICT and security risk management framework. 
It should ensure that ICT and security risks are identified, measured, 
assessed, managed, monitored and reported. Financial institutions should 
ensure that this control function is not responsible for any internal audit. 
The internal audit function should, following a risk-based approach, have 
the capacity to independently review and provide objective assurance of 
the compliance of all ICT and securityrelated activities and units of a 
financial institution with the financial institution’s policies and procedures 
and with external requirements, adhering to the requirements of Section 22 
of the EBA Guidelines on internal governance (EBA/GL/2017/11).

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

3.3.1.11
Organisation and 

objectives

Financial institutions should assign the responsibility for managing and 
overseeing ICT and security risks to a control function, adhering to the 
requirements of Section 19 of the EBA Guidelines on internal governance 
(EBA/GL/2017/11). Financial institutions should ensure the independence 
and objectivity of this control function by appropriately segregating it from 
ICT operations processes. This control function should be directly 
accountable to the management body and responsible for monitoring and 
controlling adherence to the ICT and security risk management framework. 
It should ensure that ICT and security risks are identified, measured, 
assessed, managed, monitored and reported. Financial institutions should 
ensure that this control function is not responsible for any internal audit. 
The internal audit function should, following a risk-based approach, have 
the capacity to independently review and provide objective assurance of 
the compliance of all ICT and securityrelated activities and units of a 
financial institution with the financial institution’s policies and procedures 
and with external requirements, adhering to the requirements of Section 22 
of the EBA Guidelines on internal governance (EBA/GL/2017/11).

Functional Intersects With
Assigned Security, 

Compliance & Resilience 
Responsibilities

GOV-04

Mechanisms exist to assign one or more qualified individuals with the 
mission and resources to centrally-manage, coordinate, develop, 
implement and maintain an enterprise-wide Security, Compliance & 
Resilience Program (SCRP).

8

3.3.1.11
Organisation and 

objectives

Financial institutions should assign the responsibility for managing and 
overseeing ICT and security risks to a control function, adhering to the 
requirements of Section 19 of the EBA Guidelines on internal governance 
(EBA/GL/2017/11). Financial institutions should ensure the independence 
and objectivity of this control function by appropriately segregating it from 
ICT operations processes. This control function should be directly 
accountable to the management body and responsible for monitoring and 
controlling adherence to the ICT and security risk management framework. 
It should ensure that ICT and security risks are identified, measured, 
assessed, managed, monitored and reported. Financial institutions should 
ensure that this control function is not responsible for any internal audit. 
The internal audit function should, following a risk-based approach, have 
the capacity to independently review and provide objective assurance of 
the compliance of all ICT and securityrelated activities and units of a 
financial institution with the financial institution’s policies and procedures 
and with external requirements, adhering to the requirements of Section 22 
of the EBA Guidelines on internal governance (EBA/GL/2017/11).

Functional Intersects With
Stakeholder 

Accountability Structure
GOV-04.1

Mechanisms exist to enforce an accountability structure so that 
appropriate teams and individuals are empowered, responsible and 
trained for mapping, measuring and managing Technology Assets, 
Applications, Services and/or Data (TAASD)-related risks.

5

3.3.1.12
Organisation and 

objectives

Financial institutions should define and assign key roles and 
responsibilities, and relevant reporting lines, for the ICT and security risk 
management framework to be effective. This framework should be fully 
integrated into, and aligned with, financial institutions’ overall risk 
management processes.

Functional Intersects With
Stakeholder 

Accountability Structure
GOV-04.1

Mechanisms exist to enforce an accountability structure so that 
appropriate teams and individuals are empowered, responsible and 
trained for mapping, measuring and managing Technology Assets, 
Applications, Services and/or Data (TAASD)-related risks.

8

3.3.1.12
Organisation and 

objectives

Financial institutions should define and assign key roles and 
responsibilities, and relevant reporting lines, for the ICT and security risk 
management framework to be effective. This framework should be fully 
integrated into, and aligned with, financial institutions’ overall risk 
management processes.

Functional Intersects With
Defined Roles & 
Responsibilities

HRS-03

Mechanisms exist to define cybersecurity roles & responsibilities for all 
personnel.

8
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3.3.1.13
Organisation and 

objectives

The ICT and security risk management framework should include 
processes in place to:

Functional Subset Of
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

10

3.3.1.13(a)
Organisation and 

objectives
determine the risk appetite for ICT and security risks, in accordance with 
the risk appetite of the financial institution;

Functional Intersects With Risk Appetite RSK-01.5
Mechanisms exist to define organizational risk appetite, the degree of 
uncertainty the organization is willing to accept in anticipation of a 

8

3.3.1.13(b)
Organisation and 

objectives

identify and assess the ICT and security risks to which a financial 
institution is exposed; Functional Intersects With Risk Identification RSK-03

Mechanisms exist to identify and document risks, both internal and 
external. 8

3.3.1.13(b)
Organisation and 

objectives
identify and assess the ICT and security risks to which a financial 
institution is exposed;

Functional Intersects With Risk Assessment RSK-04
Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 

8

3.3.1.13(c)
Organisation and 

objectives

define mitigation measures, including controls, to mitigate ICT and security 
risks;

Functional Intersects With Risk Remediation RSK-06

Mechanisms exist to remediate risks to an acceptable level.

8

3.3.1.13(c)
Organisation and 

objectives
define mitigation measures, including controls, to mitigate ICT and security 
risks;

Functional Intersects With Risk Response RSK-06.1
Mechanisms exist to ensure proper risk response actions were 
performed to remediate findings from security, compliance and/or 

8

3.3.1.13(c)
Organisation and 

objectives

define mitigation measures, including controls, to mitigate ICT and security 
risks; Functional Intersects With

Compensating 
Countermeasures

RSK-06.2
Mechanisms exist to identify and implement compensating 
countermeasures to reduce risk and exposure to threats. 8

3.3.1.13(d)
Organisation and 

objectives
monitor the effectiveness of these measures as well as the number of 
reported incidents, including for PSPs the incidents reported in accordance 

Functional Intersects With
Capabilities Deficiency 

Tracking
IAO-05

Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 

5

3.3.1.13(d)
Organisation and 

objectives

monitor the effectiveness of these measures as well as the number of 
reported incidents, including for PSPs the incidents reported in accordance 
with Article 96 of PSD2 affecting the ICT-related activities, and take action 
to correct the measures where necessary;

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

5

3.3.1.13(d)
Organisation and 

objectives

monitor the effectiveness of these measures as well as the number of 
reported incidents, including for PSPs the incidents reported in accordance 
with Article 96 of PSD2 affecting the ICT-related activities, and take action 
to correct the measures where necessary;

Functional Intersects With Risk Register RSK-04.1

Mechanisms exist to maintain a risk register that facilitates monitoring 
and reporting of risks.

5

3.3.1.13(e)
Organisation and 

objectives

report to the management body on the ICT and security risks and controls;

Functional Intersects With
Status Reporting To 

Governing Body
GOV-01.2

Mechanisms exist to provide governance oversight reporting and 
recommendations to those entrusted to make executive decisions 
about matters considered material to the organization's Security, 
Compliance & Resilience Program (SCRP).

8

3.3.1.13(e)
Organisation and 

objectives

report to the management body on the ICT and security risks and controls;

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and

5

3.3.1.13(f)
Organisation and 

objectives
identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 

Functional Intersects With
Security, Compliance & 

Resilience In Project 
PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 

5

3.3.1.13(f)
Organisation and 

objectives

identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 
procedures, and/or after any significant operational or security incident. Functional Intersects With

Secure Development Life 
Cycle (SDLC) 
Management

PRM-07

Mechanisms exist to ensure changes to Technology Assets, 
Applications and/or Services (TAAS) within the Secure Development 
Life Cycle (SDLC) are controlled through formal change control 
procedures.

5

3.3.1.13(f)
Organisation and 

objectives

identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 
procedures, and/or after any significant operational or security incident.

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and

5

3.3.1.13(f)
Organisation and 

objectives

identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 
procedures, and/or after any significant operational or security incident.

Functional Intersects With Risk Identification RSK-03

Mechanisms exist to identify and document risks, both internal and 
external.

8

3.3.1.13(f)
Organisation and 

objectives

identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 
procedures, and/or after any significant operational or security incident.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 

8

3.3.1.13(f)
Organisation and 

objectives

identify and assess whether there are any ICT and security risks resulting 
from any major change in ICT system or ICT services, processes or 
procedures, and/or after any significant operational or security incident. Functional Intersects With Risk Assessment Update RSK-07

Mechanisms exist to routinely update risk assessments and react 
accordingly upon identifying new security vulnerabilities, including 
using outside sources for security vulnerability information.

5

3.3.1.14
Organisation and 

objectives

Financial institutions should ensure that the ICT and security risk 
management framework is documented, and continuously improved, 
based on ‘lessons learned’ during its implementation and monitoring. The 
ICT and security risk management framework should be approved and 

Functional Intersects With
Periodic Review & Update 
of Security, Compliance 

& Resilience Program
GOV-03

Mechanisms exist to review the Security, Compliance & Resilience 
Program (SCRP), including policies, standards and procedures, at 
planned intervals or if significant changes occur to ensure their 
continuing suitability, adequacy and effectiveness.

5

3.3.1.14
Organisation and 

objectives

Financial institutions should ensure that the ICT and security risk 
management framework is documented, and continuously improved, 
based on ‘lessons learned’ during its implementation and monitoring. The 
ICT and security risk management framework should be approved and 
reviewed, at least once a year, by the management body.

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

5

3.3.2
Identification of 

functions, processes and 
assets

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.2.15
Identification of 

functions, processes and 
assets

Financial institutions should identify, establish and maintain updated 
mapping of their business functions, roles and supporting processes to 
identify the importance of each and their interdependencies related to ICT 

Functional Intersects With
Business Process 

Definition
PRM-06

Mechanisms exist to define business processes with consideration for 
security, compliance and resilience that determines: 
(1) The resulting risk to organizational operations, assets, individuals 

5

3.3.2.16
Identification of 

functions, processes and 
assets

In addition, financial institutions should identify, establish and maintain 
updated mapping of the information assets supporting their business 
functions and supporting processes, such as ICT systems, staff, 
contractors, third parties and dependencies on other internal and external 
systems and processes, to be able to, at least, manage the information 
assets that support their critical business functions and processes.

Functional Intersects With Asset Inventories AST-02

Mechanisms exist to perform inventories of Technology Assets, 
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business 
justification details;
(3) Is at the level of granularity deemed necessary for tracking and 
reporting;

5

3.3.2.16
Identification of 

functions, processes and 
assets

In addition, financial institutions should identify, establish and maintain 
updated mapping of the information assets supporting their business 
functions and supporting processes, such as ICT systems, staff, 
contractors, third parties and dependencies on other internal and external 
systems and processes, to be able to, at least, manage the information 
assets that support their critical business functions and processes. Functional Intersects With Identify Critical Assets BCD-02

Mechanisms exist to identify and document the critical Technology 
Assets, Applications, Services and/or Data (TAASD) that support 
essential missions and business functions.

5

3.3.2.16
Identification of 

functions, processes and 
assets

In addition, financial institutions should identify, establish and maintain 
updated mapping of the information assets supporting their business 
functions and supporting processes, such as ICT systems, staff, 
contractors, third parties and dependencies on other internal and external 
systems and processes, to be able to, at least, manage the information 
assets that support their critical business functions and processes.

Functional Intersects With
Third-Party Criticality 

Assessments
TPM-02

Mechanisms exist to identify, prioritize and assess suppliers and 
partners of critical Technology Assets, Applications and/or Services 
(TAAS) using a supply chain risk assessment process relative to their 
importance in supporting the delivery of high-value services.

5
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3.3.3
Classification and risk 

assessment

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.3.17
Classification and risk 

assessment
Financial institutions should classify the identified business functions, 
supporting processes and information assets referred to in paragraphs 15 

Functional Intersects With
Asset-Service 
Dependencies

AST-01.1
Mechanisms exist to identify and assess the security of Technology 
Assets, Applications and/or Services (TAAS) that support more than 

3

3.3.3.17
Classification and risk 

assessment

Financial institutionsshould classify the identified business functions, 
supporting processes and information assets referred to in paragraphs 15 
and 16 in terms of criticality.

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-

3

3.3.3.17
Classification and risk 

assessment

Financial institutionsshould classify the identified business functions, 
supporting processes and information assets referred to in paragraphs 15 
and 16 in terms of criticality. Functional Intersects With

Data & Asset 
Classification

DCH-02
Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

3

3.3.3.18
Classification and risk 

assessment

To define the criticality of these identified business functions, supporting 
processes and information assets, financial institutions should, at a 
minimum, consider the confidentiality, integrity and availability 

Functional Intersects With
Asset-Service 
Dependencies

AST-01.1
Mechanisms exist to identify and assess the security of Technology 
Assets, Applications and/or Services (TAAS) that support more than 
one critical business function.

3

3.3.3.18
Classification and risk 

assessment

To define the criticality of these identified business functions, supporting 
processes and information assets, financial institutions should, at a 
minimum, consider the confidentiality, integrity and availability 
requirements. There should be clearly assigned accountability and 
responsibility for the information assets.

Functional Intersects With
Asset Scope 

Classification
AST-04.1

Mechanisms exist to determine security, compliance and resilience 
control applicability by identifying, assigning and documenting the 
appropriate asset scope categorization for all Technology Assets, 
Applications and/or Services (TAAS) and personnel (internal and third-
parties).

3

3.3.3.18
Classification and risk 

assessment

To define the criticality of these identified business functions, supporting 
processes and information assets, financial institutions should, at a 
minimum, consider the confidentiality, integrity and availability 
requirements. There should be clearly assigned accountability and 
responsibility for the information assets.

Functional Intersects With
Data & Asset 

Classification
DCH-02

Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

3

3.3.3.19
Classification and risk 

assessment

Financial institutions should review the adequacy of the classification of 
the information assets and relevant documentation, when risk assessment 
is performed. Functional Intersects With

Security, Compliance & 
Resilience Controls 

Oversight
CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

3.3.3.20
Classification and risk 

assessment

Financial institutions should identify the ICT and security risks that impact 
the identified and classified business functions, supporting processes and 
information assets, according to their criticality. This risk assessment 

Functional Intersects With
Business Impact Analysis 

(BIA)
RSK-08

Mechanisms exist to conduct a Business Impact Analysis (BIA) to 
identify and assess security, compliance and resilience risks.

8

3.3.3.21
Classification and risk 

assessment

Financial institutions should ensure that they continuously monitor threats 
and vulnerabilities relevant to their business processes, supporting 
functions and information assets and should regularly review the risk 
scenarios impacting them.

Functional Intersects With Threat Intelligence Feeds THR-03

Mechanisms exist to maintain situational awareness of vulnerabilities 
and evolving threats by leveraging the knowledge of attacker tactics, 
techniques and procedures to facilitate the implementation of 
preventative and compensating controls.

8

3.3.3.21
Classification and risk 

assessment

Financial institutions should ensure that they continuously monitor threats 
and vulnerabilities relevant to their business processes, supporting 
functions and information assets and should regularly review the risk 
scenarios impacting them.

Functional Intersects With
Vulnerability & Patch 

Management Program 
(VPMP)

VPM-01
Mechanisms exist to facilitate the implementation and monitoring of 
vulnerability management controls.

8

3.3.4 Risk mitigation

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.4.22 Risk mitigation
Based on the risk assessments, financial institutions should determine 
which measures are required to mitigate identified ICT and security risks to 

Functional Intersects With
Operationalizing 

Security, Compliance & 
GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 

5

3.3.4.22 Risk mitigation

Based on the risk assessments, financial institutions should determine 
which measures are required to mitigate identified ICT and security risks to 
acceptable levels and whether changes are necessary to the existing 
business processes, control measures, ICT systems and ICT services. A 
financial institution should consider the time required to implement these 
changes and the time to take appropriate interim mitigating measures to 
minimise ICT and security risks to stay within the financial institution’s ICT 
and security risk appetite.

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.3.4.23 Risk mitigation

Financial institutions should define and implement measures to mitigate 
identified ICT and security risks and to protect information assets in 
accordance with their classification.

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

5

3.3.4.23 Risk mitigation
Financial institutions should define and implement measures to mitigate 
identified ICT and security risks and to protect information assets in 
accordance with their classification.

Functional Intersects With Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 8

3.3.4.23 Risk mitigation
Financial institutions should define and implement measures to mitigate 
identified ICT and security risks and to protect information assets in 
accordance with their classification.

Functional Intersects With
Compensating 

Countermeasures
RSK-06.2

Mechanisms exist to identify and implement compensating 
countermeasures to reduce risk and exposure to threats.

8

3.3.5 Reporting
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.5.24 Reporting
Financial institutions should report risk assessment results to the 
management body in a clear and timely manner. Such reporting is without 

Functional Intersects With
Status Reporting To 

Governing Body
GOV-01.2

Mechanisms exist to provide governance oversight reporting and 
recommendations to those entrusted to make executive decisions 

8

3.3.6 Audit

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.3.6.25 Audit
A financial institution’s governance, systems and processes for its ICT and 
security risks should be audited on a periodic basis by auditors with 

Functional Intersects With
Security, Compliance & 

Resilience Controls 
CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 

8

3.3.6.25 Audit

A financial institution’s governance, systems and processes for its ICT and 
security risks should be audited on a periodic basis by auditors with 
sufficient knowledge, skills and expertise in ICT and security risks and in 
payments (for PSPs) to provide independent assurance of their 
effectiveness to the management body. The auditors should be 
independent within or from the financial institution. The frequency and 
focus of such audits should be commensurate with the relevant ICT and 
security risks.

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

8

3.3.6.25 Audit

A financial institution’s governance, systems and processes for its ICT and 
security risks should be audited on a periodic basis by auditors with 
sufficient knowledge, skills and expertise in ICT and security risks and in 
payments (for PSPs) to provide independent assurance of their 
effectiveness to the management body. The auditors should be 
independent within or from the financial institution. The frequency and 
focus of such audits should be commensurate with the relevant ICT and 
security risks.

Functional Intersects With Independent Assessors CPL-03.1

Mechanisms exist to utilize independent assessors to evaluate 
security, compliance and resilience at planned intervals or when the 
Technology Asset, Application and/or Service (TAAS) undergoes 
significant changes.

5

3.3.6.26 Audit

A financial institution’s management body should approve the audit plan, 
including any ICT audits and any material modifications thereto. The audit 
plan and its execution, including the audit frequency, should reflect and be 
proportionate to the inherent ICT and security risks in the financial 
institution and should be updated regularly.

Functional Intersects With
Control Conformity 

Monitoring
CPL-03

Mechanisms exist to validate that Technology Assets, Applications, 
Services and/or Data (TAASD) conform to the organization's security, 
compliance and/or resilience policies, standards and other applicable 
requirements.

5

3.3.6.26 Audit

A financial institution’s management body should approve the audit plan, 
including any ICT audits and any material modifications thereto. The audit 
plan and its execution, including the audit frequency, should reflect and be 
proportionate to the inherent ICT and security risks in the financial 
institution and should be updated regularly.

Functional Intersects With
Functional Review Of 

Security, Compliance & 
Resilience Controls

CPL-03.2

Mechanisms exist to regularly review Technology Assets, Applications 
and/or Services (TAAS) for adherence to the organization's security, 
compliance and/or resilience policies and standards. 5
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3.3.6.27 Audit

A formal follow-up process including provisions for the timely verification 
and remediation of critical ICT audit findings should be established.

Functional Intersects With
Non-Compliance 

Oversight
CPL-01.1

Mechanisms exist to document and review instances of non-
compliance with statutory, regulatory and/or contractual obligations to 
develop appropriate risk mitigation actions. 5

3.3.6.27 Audit
A formal follow-up process including provisions for the timely verification 
and remediation of critical ICT audit findings should be established. Functional Intersects With

Capabilities Deficiency 
Tracking

IAO-05
Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 
documents, at a minimum:

5

3.4 Information security

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.1
Information security 

policy
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.1.28
Information security 

policy
Financial institutions should develop and document an information 
security policy that should define the high-level principles and rules to 

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
GOV-02

Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 

8

3.4.1.29
Information security 

policy

The policy should include a description of the main roles and 
responsibilities of information security management, and it should set out 
the requirements for staff and contractors, processes and technology in 
relation to information security, recognising that staff and contractors at 
all levels have responsibilities in ensuring financial institutions’ 
information security. The policy should ensure the confidentiality, integrity 
and availability of a financial institution’s critical logical and physical 
assets, resources and sensitive data whether at rest, in transit or in use. 
The information security policy should be communicated to all staff and 
contractors of the financial institution.

Functional Intersects With
Defined Roles & 
Responsibilities

HRS-03

Mechanisms exist to define cybersecurity roles & responsibilities for all 
personnel.

8

3.4.1.30
Information security 

policy

Based on the information security policy, financial institutions should 
establish and implement security measures to mitigate the ICT and 
security risks that they are exposed to. These measures should include:

Functional Subset Of
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls.

10

3.4.1.30(a)
Information security 

policy

organisation and governance in accordance with paragraphs 10 and 11;

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(a)
Information security 

policy

organisation and governance in accordance with paragraphs 10 and 11;

Functional Intersects With Select Controls GOV-15.1

Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(a)
Information security 

policy

organisation and governance in accordance with paragraphs 10 and 11;

Functional Intersects With Implement Controls GOV-15.2

Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(b)
Information security 

policy

logical security (Section 3.4.2);

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(b)
Information security 

policy

logical security (Section 3.4.2);

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(b)
Information security 

policy

logical security (Section 3.4.2);

Functional Intersects With Implement Controls GOV-15.2
Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(c)
Information security 

policy

physical security (Section 3.4.3);

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(c)
Information security 

policy

physical security (Section 3.4.3);

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(c)
Information security 

policy

physical security (Section 3.4.3);

Functional Intersects With Implement Controls GOV-15.2
Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(d)
Information security 

policy

ICT operations security (Section 3.4.4);

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(d)
Information security 

policy

ICT operations security (Section 3.4.4);

Functional Intersects With Select Controls GOV-15.1

Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(d)
Information security 

policy

ICT operations security (Section 3.4.4);

Functional Intersects With Implement Controls GOV-15.2

Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(e)
Information security 

policy

security monitoring (Section 3.4.5);

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(e)
Information security 

policy

security monitoring (Section 3.4.5);

Functional Intersects With Select Controls GOV-15.1
Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(e)
Information security 

policy

security monitoring (Section 3.4.5);

Functional Intersects With Implement Controls GOV-15.2
Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(f)
Information security 

policy

information security reviews, assessment and testing (Section 3.4.6);

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(f)
Information security 

policy

information security reviews, assessment and testing (Section 3.4.6);

Functional Intersects With Select Controls GOV-15.1

Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(f)
Information security 

policy

information security reviews, assessment and testing (Section 3.4.6);

Functional Intersects With Implement Controls GOV-15.2

Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5
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3.4.1.30(g)
Information security 

policy

information security training and awareness (Section 3.4.7).

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-15

Mechanisms exist to compel data and/or process owners to 
operationalize security, compliance and resilience practices for 
Technology Assets, Applications, Services and/or Data (TAASD) under 
their control.

5

3.4.1.30(g)
Information security 

policy

information security training and awareness (Section 3.4.7).

Functional Intersects With Select Controls GOV-15.1

Mechanisms exist to compel data and/or process owners to select 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.1.30(g)
Information security 

policy

information security training and awareness (Section 3.4.7).

Functional Intersects With Implement Controls GOV-15.2

Mechanisms exist to compel data and/or process owners to implement 
required security, compliance and resilience controls for Technology 
Assets, Applications, Services and/or Data (TAASD) under their control.

5

3.4.2 Logical security

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.2.31 Logical security
Financial institutions should define, document and implement procedures 
for logical access control (identity and access management). These 

Functional Intersects With
Standardized Operating 

Procedures (SOP)
OPS-01.1

Mechanisms exist to identify and document Standardized Operating 
Procedures (SOP), or similar documentation, to enable the proper 

8

3.4.2.31(a)
Need to know, least 

privilege and segregation 
of duties

financial institutions should manage access rights to information assets 
and their supporting systems on a ‘need-toknow’ basis, including for 
remote access. Users should be granted minimum access rights that are 
strictly required to execute their duties (principle of ‘least privilege’), i.e. to 
prevent unjustified access to a large set of data or to prevent the allocation 
of combinations of access rights that may be used to circumvent controls 
(principle of ‘segregation of duties’).

Functional Intersects With Least Privilege IAC-21

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned 
tasks in accordance with organizational business functions.

8

3.4.2.31(b) User accountability

financial institutions should limit, as much as possible, the use of generic 
and shared user accounts and ensure that users can be identified for the 
actions performed in the ICT systems.

Functional Intersects With
Restrictions on Shared 

Groups / Accounts
IAC-15.5

Mechanisms exist to authorize the use of shared/group accounts only 
under certain organization-defined conditions.

8

3.4.2.31(c) Privileged access rights
financial institutions should implement strong controls over privileged 
system access by strictly limiting and closely supervising accounts with 
elevated system access entitlements (e.g. administrator accounts). In 

Functional Intersects With Account Management IAC-15
Mechanisms exist to:
(1) Define authorized system account types;
(2) Define prohibited system account types; and

5

3.4.2.31(c) Privileged access rights

financial institutions should implement strong controls over privileged 
system access by strictly limiting and closely supervising accounts with 
elevated system access entitlements (e.g. administrator accounts). In 
order to ensure secure communication and reduce risk, remote 
administrative access to critical ICT systems should be granted only on a 
need-to-know basis and when strong authentication solutions are used.

Functional Intersects With
Account Creation and 
Modification Logging

MON-16.4

Automated mechanisms exist to generate event logs for permissions 
changes to privileged accounts and/or groups.

5

3.4.2.31(d) Logging of user activities

at a minimum, all activities by privileged users should be logged and 
monitored. Access logs should be secured to prevent unauthorised 
modification or deletion and retained for a period commensurate with the 
criticality of the identified business functions, supporting processes and 
information assets, in accordance with Section 3.3.3, without prejudice to 
the retention requirements set out in EU and national law. A financial 
institution should use this information to facilitate the identification and 

Functional Intersects With
Privileged Account 

Management (PAM)
IAC-16

Mechanisms exist to restrict and control privileged access rights for 
users and Technology Assets, Applications and/or Services (TAAS).

8

3.4.2.31(d) Logging of user activities

at a minimum, all activities by privileged users should be logged and 
monitored. Access logs should be secured to prevent unauthorised 
modification or deletion and retained for a period commensurate with the 
criticality of the identified business functions, supporting processes and 
information assets, in accordance with Section 3.3.3, without prejudice to 
the retention requirements set out in EU and national law. A financial 
institution should use this information to facilitate the identification and 
investigation of anomalous activities that have been detected in the 
provision of services.

Functional Intersects With
Account Creation and 
Modification Logging

MON-16.4

Automated mechanisms exist to generate event logs for permissions 
changes to privileged accounts and/or groups.

8

3.4.2.31(e) Access management

access rights should be granted, withdrawn or modified in a timely manner, 
according to predefined approval workflows that involve the business 
owner of the information being accessed (information asset owner). In the 
case of termination of employment, access rights should be promptly 
withdrawn. Functional Intersects With

User Provisioning & De-
Provisioning

IAC-07

Mechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access rights.

8

3.4.2.31(e) Access management

access rights should be granted, withdrawn or modified in a timely manner, 
according to predefined approval workflows that involve the business 
owner of the information being accessed (information asset owner). In the 
case of termination of employment, access rights should be promptly 
withdrawn.

Functional Intersects With
Periodic Review of 
Account Privileges

IAC-17

Mechanisms exist to periodically-review the privileges assigned to 
individuals and service accounts to validate the need for such 
privileges and reassign or remove unnecessary privileges, as 
necessary.

8

3.4.2.31(f) Access recertification

access rights should be periodically reviewed to ensure that users do not 
possess excessive privileges and that access rights are withdrawn when no 
longer required. Functional Intersects With

Periodic Review of 
Account Privileges

IAC-17

Mechanisms exist to periodically-review the privileges assigned to 
individuals and service accounts to validate the need for such 
privileges and reassign or remove unnecessary privileges, as 
necessary.

8

3.4.2.31(g) Authentication methods

financial institutions should enforce authentication methods that are 
sufficiently robust to adequately and effectively ensure that access control 
policies and procedures are complied with. Authentication methods 
should be commensurate with the criticality of ICT systems, information or 

Functional Intersects With
Identity & Access 

Management (IAM)
IAC-01

Mechanisms exist to facilitate the implementation of identification and 
access management controls.

8

3.4.2.31(g) Authentication methods

financial institutions should enforce authentication methods that are 
sufficiently robust to adequately and effectively ensure that access control 
policies and procedures are complied with. Authentication methods 
should be commensurate with the criticality of ICT systems, information or 
the process being accessed. This should, at a minimum, include complex 
passwords or stronger authentication methods (such as two-factor 
authentication), based on relevant risk.

Functional Intersects With
Authenticate, Authorize 

and Audit (AAA)
IAC-01.2

Mechanisms exist to strictly govern the use of Authenticate, Authorize 
and Audit (AAA) solutions, both on-premises and those hosted by an 
External Service Provider (ESP).

8

3.4.2.32 Logical security

Electronic access by applications to data and ICT systems should be 
limited to a minimum required to provide the relevant service.

Functional Intersects With
Role-Based Access 

Control (RBAC)
IAC-08

Mechanisms exist to enforce Role-Based Access Control (RBAC) for 
Technology Assets, Applications, Services and/or Data (TAASD) to 
restrict access to individuals assigned specific roles with legitimate 
business needs.

8

3.4.3 Physical security

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.3.33 Physical security
Financial institutions’ physical security measures should be defined, 
documented and implemented to protect their premises, data centres and 

Functional Intersects With
Physical & Environmental 

Protections
PES-01

Mechanisms exist to facilitate the operation of physical and 
environmental protection controls.

5

3.4.3.34 Physical security

Physical access to ICT systems should be permitted to only authorised 
individuals. Authorisation should be assigned in accordance with the 
individual’s tasks and responsibilities and limited to individuals who are 
appropriately trained and monitored. Physical access should be regularly 

Functional Intersects With
Physical Access 
Authorizations

PES-02

Physical access control mechanisms exist to maintain a current list of 
personnel with authorized access to organizational facilities (except for 
those areas within the facility officially designated as publicly 
accessible).

8

3.4.3.34 Physical security

Physical access to ICT systems should be permitted to only authorised 
individuals. Authorisation should be assigned in accordance with the 
individual’s tasks and responsibilities and limited to individuals who are 
appropriately trained and monitored. Physical access should be regularly 
reviewed to ensure that unnecessary access rights are promptly revoked 
when not required.

Functional Intersects With
Role-Based Physical 

Access
PES-02.1

Physical access control mechanisms exist to authorize physical access 
to facilities based on the position or role of the individual.

8

3.4.3.35 Physical security

Adequate measures to protect from environmental hazards should be 
commensurate with the importance of the buildings and the criticality of 
the operations or ICT systems located in these buildings.

Functional Intersects With Supporting Utilities PES-07
Facility security mechanisms exist to protect power equipment and 
power cabling for the system from damage and destruction.

5

3.4.3.35 Physical security
Adequate measures to protect from environmental hazards should be 
commensurate with the importance of the buildings and the criticality of 
the operations or ICT systems located in these buildings.

Functional Intersects With
Automatic Voltage 

Controls
PES-07.1

Facility security mechanisms exist to utilize automatic voltage controls 
for critical system components.

5
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3.4.3.35 Physical security
Adequate measures to protect from environmental hazards should be 
commensurate with the importance of the buildings and the criticality of 
the operations or ICT systems located in these buildings.

Functional Intersects With
Water Damage 

Protection
PES-07.5

Facility security mechanisms exist to protect systems from damage 
resulting from water leakage by providing master shutoff valves that 
are accessible, working properly and known to key personnel.

5

3.4.3.35 Physical security
Adequate measures to protect from environmental hazards should be 
commensurate with the importance of the buildings and the criticality of 
the operations or ICT systems located in these buildings.

Functional Intersects With Fire Protection PES-08
Facility security mechanisms exist to utilize and maintain fire 
suppression and detection devices/systems for the system that are 
supported by an independent energy source.

5

3.4.3.35 Physical security
Adequate measures to protect from environmental hazards should be 
commensurate with the importance of the buildings and the criticality of 
the operations or ICT systems located in these buildings.

Functional Intersects With
Temperature & Humidity 

Controls
PES-09

Facility security mechanisms exist to maintain and monitor 
temperature and humidity levels within the facility.

5

3.4.4 ICT operations security
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.4.36 ICT operations security
Financial institutions should implement procedures to prevent the 
occurrence of security issues in ICT systems and ICT services and should 

Functional Subset Of
Standardized Operating 

Procedures (SOP)
OPS-01.1

Mechanisms exist to identify and document Standardized Operating 
Procedures (SOP), or similar documentation, to enable the proper 

10

3.4.4.36(a) ICT operations security

identification of potential vulnerabilities, which should be evaluated and 
remediated by ensuring that software and firmware are up to date, 
including the software provided by financial institutions to their internal 
and external users, by deploying critical security patches or by 

Functional Intersects With
Vulnerability & Patch 

Management Program 
(VPMP)

VPM-01

Mechanisms exist to facilitate the implementation and monitoring of 
vulnerability management controls.

8

3.4.4.36(b) ICT operations security

implementation of secure configuration baselines of all network 
components;

Functional Intersects With
Secure Baseline 
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services 
(TAAS) that are consistent with industry-accepted system hardening 
standards.

8

3.4.4.36(c) ICT operations security

implementation of network segmentation, data loss prevention systems 
and the encryption of network traffic (in accordance with the data 
classification);

Functional Intersects With
Network Segmentation 
(macrosegmentation)

NET-06

Mechanisms exist to implement network segmentation within network 
architectures to isolate Technology Assets, Applications and/or 
Services (TAAS) from other network resources.

8

3.4.4.36(d) ICT operations security
implementation of protection of endpoints including servers, workstations 
and mobile devices; financial institutions should evaluate whether 
endpoints meet the security standards defined by them before they are 

Functional Intersects With
Endpoint Device 

Management (EDM)
END-01

Mechanisms exist to facilitate the implementation of Endpoint Device 
Management (EDM) controls.

8

3.4.4.36(e) ICT operations security

ensuring that mechanisms are in place to verify the integrity of software, 
firmware and data;

Functional Intersects With
Endpoint File Integrity 

Monitoring (FIM)
END-06

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected 
files and configuration settings.

8

3.4.4.36(e) ICT operations security
ensuring that mechanisms are in place to verify the integrity of software, 
firmware and data; Functional Intersects With

File Integrity Monitoring 
(FIM)

MON-01.7
Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar 
change-detection technology, on critical Technology Assets, 
Applications and/or Services (TAAS) to generate alerts for unauthorized 

8

3.4.4.36(f) ICT operations security

encryption of data at rest and in transit (in accordance with the data 
classification).

Functional Intersects With
Use of Cryptographic 

Controls
CRY-01

Mechanisms exist to facilitate the implementation of cryptographic 
protections controls using known public standards and trusted 
cryptographic technologies.

8

3.4.4.36(f) ICT operations security
encryption of data at rest and in transit (in accordance with the data 
classification). Functional Intersects With

Transmission 
Confidentiality

CRY-03
Cryptographic mechanisms exist to protect the confidentiality of data 
being transmitted. 8

3.4.4.36(f) ICT operations security
encryption of data at rest and in transit (in accordance with the data 
classification).

Functional Intersects With Encrypting Data At Rest CRY-05
Cryptographic mechanisms exist to prevent unauthorized disclosure of 
data at rest.

8

3.4.4.37 ICT operations security
Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 

Functional Intersects With
Change Management 

Program
CHG-01

Mechanisms exist to facilitate the implementation of a change 
management program.

8

3.4.4.37 ICT operations security

Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 
existing security measures or require adoption of additional measures to 
mitigate related risks appropriately. These changes should be part of the 
financial institutions’ formal change management process, which should 
ensure that changes are properly planned, tested, documented, authorised 
and deployed.

Functional Intersects With
Configuration Change 

Control
CHG-02

Mechanisms exist to govern the technical configuration change control 
processes.

5

3.4.4.37 ICT operations security

Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 
existing security measures or require adoption of additional measures to 
mitigate related risks appropriately. These changes should be part of the 
financial institutions’ formal change management process, which should 
ensure that changes are properly planned, tested, documented, authorised 
and deployed.

Functional Intersects With Prohibition Of Changes CHG-02.1

Mechanisms exist to prohibit unauthorized changes, unless 
organization-approved change requests are received.

5

3.4.4.37 ICT operations security

Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 
existing security measures or require adoption of additional measures to 
mitigate related risks appropriately. These changes should be part of the 
financial institutions’ formal change management process, which should 
ensure that changes are properly planned, tested, documented, authorised 
and deployed.

Functional Intersects With
Test, Validate & 

Document Changes
CHG-02.2

Mechanisms exist to appropriately test and document proposed 
changes in a non-production environment before changes are 
implemented in a production environment.

8

3.4.4.37 ICT operations security

Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 
existing security measures or require adoption of additional measures to 
mitigate related risks appropriately. These changes should be part of the 
financial institutions’ formal change management process, which should 
ensure that changes are properly planned, tested, documented, authorised 
and deployed.

Functional Intersects With

Security, Compliance & 
Resilience 

Representative for Asset 
Lifecycle Changes

CHG-02.3

Mechanisms exist to include a cybersecurity and/or data protection 
representative in the configuration change control review process.

5

3.4.4.37 ICT operations security

Furthermore, on an ongoing basis, financial institutions should determine 
whether changes in the existing operational environment influence the 
existing security measures or require adoption of additional measures to 
mitigate related risks appropriately. These changes should be part of the 
financial institutions’ formal change management process, which should 
ensure that changes are properly planned, tested, documented, authorised 
and deployed.

Functional Intersects With
Security Impact Analysis 

for Changes
CHG-03

Mechanisms exist to analyze proposed changes for potential security 
impacts, prior to the implementation of the change.

8

3.4.5 Security monitoring

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.5.38 Security monitoring
Financial institutions should establish and implement policies and 
procedures to detect anomalous activities that may impact financial 

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
GOV-02

Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 

8

3.4.5.38 Security monitoring

Financial institutions should establish and implement policies and 
procedures to detect anomalous activities that may impact financial 
institutions’ information security and to respond to these events 
appropriately. As part of this continuous monitoring, financial institutions 
should implement appropriate and effective capabilities for detecting and 
reporting physical or logical intrusion as well as breaches of 
confidentiality, integrity and availability of the information assets. The 
continuous monitoring and detection processes should cover:

Functional Intersects With
Automated Tools for Real-

Time Analysis
MON-01.2

Mechanisms exist to utilize a Security Incident Event Manager (SIEM), 
or similar automated tool, to support near real-time analysis and 
incident escalation.

3

3.4.5.38 Security monitoring

Financial institutions should establish and implement policies and 
procedures to detect anomalous activities that may impact financial 
institutions’ information security and to respond to these events 
appropriately. As part of this continuous monitoring, financial institutions 
should implement appropriate and effective capabilities for detecting and 
reporting physical or logical intrusion as well as breaches of 
confidentiality, integrity and availability of the information assets. The 
continuous monitoring and detection processes should cover:

Functional Intersects With
Centralized Collection of 

Security Event Logs
MON-02

Mechanisms exist to utilize a Security Incident Event Manager (SIEM), 
or similar automated tool, to support the centralized collection of 
security-related event logs.

5

3.4.5.38 Security monitoring

Financial institutions should establish and implement policies and 
procedures to detect anomalous activities that may impact financial 
institutions’ information security and to respond to these events 
appropriately. As part of this continuous monitoring, financial institutions 
should implement appropriate and effective capabilities for detecting and 
reporting physical or logical intrusion as well as breaches of 
confidentiality, integrity and availability of the information assets. The 
continuous monitoring and detection processes should cover:

Functional Intersects With
Monitoring for Indicators 

of Compromise (IOC)
MON-11.3

Automated mechanisms exist to identify and alert on Indicators of 
Compromise (IoC).

5
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3.4.5.38 Security monitoring

Financial institutions should establish and implement policies and 
procedures to detect anomalous activities that may impact financial 
institutions’ information security and to respond to these events 
appropriately. As part of this continuous monitoring, financial institutions 
should implement appropriate and effective capabilities for detecting and 
reporting physical or logical intrusion as well as breaches of 
confidentiality, integrity and availability of the information assets. The 
continuous monitoring and detection processes should cover:

Functional Intersects With Anomalous Behavior MON-16

Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) 
and/or User Activity Monitoring (UAM) solutions to detect and respond 
to anomalous behavior that could indicate account compromise or 
other malicious activities.

5

3.4.5.38(a) Security monitoring

relevant internal and external factors, including business and ICT 
administrative functions;

Functional Intersects With
Correlate Monitoring 

Information
MON-02.1

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident 
Event Manager (SIEM) or similar automated tool, to enhance 
organization-wide situational awareness.

5

3.4.5.38(b) Security monitoring

transactions to detect misuse of access by third parties or other entities 
and internal misuse of access;

Functional Intersects With
Correlate Monitoring 

Information
MON-02.1

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident 
Event Manager (SIEM) or similar automated tool, to enhance 
organization-wide situational awareness.

5

3.4.5.38(c) Security monitoring

potential internal and external threats.

Functional Intersects With
Correlate Monitoring 

Information
MON-02.1

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident 
Event Manager (SIEM) or similar automated tool, to enhance 
organization-wide situational awareness.

5

3.4.5.39 Security monitoring

Financial institutions should establish and implement processes and 
organisation structures to identify and constantly monitor security threats 
that could materially affect their abilities to provide services. Financial 
institutions should actively monitor technological developments to ensure 

Functional Intersects With Continuous Monitoring MON-01

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

8

3.4.5.39 Security monitoring

Financial institutions should establish and implement processes and 
organisation structures to identify and constantly monitor security threats 
that could materially affect their abilities to provide services. Financial 
institutions should actively monitor technological developments to ensure 
that they are aware of security risks. Financial institutions should 
implement detective measures, for instance to identify possible 
information leakages, malicious code and other security threats, and 
publicly known vulnerabilities in software and hardware and should check 
for corresponding new security updates.

Functional Intersects With
Automated Tools for Real-

Time Analysis
MON-01.2

Mechanisms exist to utilize a Security Incident Event Manager (SIEM), 
or similar automated tool, to support near real-time analysis and 
incident escalation.

8

3.4.5.39 Security monitoring

Financial institutions should establish and implement processes and 
organisation structures to identify and constantly monitor security threats 
that could materially affect their abilities to provide services. Financial 
institutions should actively monitor technological developments to ensure 
that they are aware of security risks. Financial institutions should 
implement detective measures, for instance to identify possible 
information leakages, malicious code and other security threats, and 
publicly known vulnerabilities in software and hardware and should check 
for corresponding new security updates.

Functional Intersects With
Centralized Collection of 

Security Event Logs
MON-02

Mechanisms exist to utilize a Security Incident Event Manager (SIEM), 
or similar automated tool, to support the centralized collection of 
security-related event logs.

5

3.4.5.39 Security monitoring

Financial institutions should establish and implement processes and 
organisation structures to identify and constantly monitor security threats 
that could materially affect their abilities to provide services. Financial 
institutions should actively monitor technological developments to ensure 
that they are aware of security risks. Financial institutions should 
implement detective measures, for instance to identify possible 
information leakages, malicious code and other security threats, and 
publicly known vulnerabilities in software and hardware and should check 
for corresponding new security updates.

Functional Intersects With
Correlate Monitoring 

Information
MON-02.1

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident 
Event Manager (SIEM) or similar automated tool, to enhance 
organization-wide situational awareness.

8

3.4.5.40 Security monitoring

The security monitoring process should also help a financial institution to 
understand the nature of operational or security incidents, to identify 
trends and to support the organisation’s investigations.

Functional Intersects With
Correlate Monitoring 

Information
MON-02.1

Automated mechanisms exist to correlate both technical and non-
technical information from across the enterprise by a Security Incident 
Event Manager (SIEM) or similar automated tool, to enhance 
organization-wide situational awareness.

5

3.4.6
Information security 

reviews, assessment and 
testing

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.6.41
Information security 

reviews, assessment and 
testing

Financial institutionsshould perform a variety of information security 
reviews, assessments and testing to ensure the effective identification of 
vulnerabilities in their ICT systems and ICT services. For instance, financial 

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02
Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

3.4.6.41
Information security 

reviews, assessment and 
testing

Financial institutionsshould perform a variety of information security 
reviews, assessments and testing to ensure the effective identification of 
vulnerabilities in their ICT systems and ICT services. For instance, financial 
institutions may perform gap analysis against information security 
standards, compliance reviews, internal and external audits of the 
information systems, or physical security reviews. Furthermore, the 
institution should consider good practices such as source code reviews, 
vulnerability assessments, penetration tests and red team exercises.

Functional Intersects With
Control Conformity 

Monitoring
CPL-03

Mechanisms exist to validate that Technology Assets, Applications, 
Services and/or Data (TAASD) conform to the organization's security, 
compliance and/or resilience policies, standards and other applicable 
requirements.

5

3.4.6.41
Information security 

reviews, assessment and 
testing

Financial institutionsshould perform a variety of information security 
reviews, assessments and testing to ensure the effective identification of 
vulnerabilities in their ICT systems and ICT services. For instance, financial 
institutions may perform gap analysis against information security 
standards, compliance reviews, internal and external audits of the 
information systems, or physical security reviews. Furthermore, the 
institution should consider good practices such as source code reviews, 
vulnerability assessments, penetration tests and red team exercises.

Functional Intersects With Independent Assessors CPL-03.1

Mechanisms exist to utilize independent assessors to evaluate 
security, compliance and resilience at planned intervals or when the 
Technology Asset, Application and/or Service (TAAS) undergoes 
significant changes.

5

3.4.6.41
Information security 

reviews, assessment and 
testing

Financial institutionsshould perform a variety of information security 
reviews, assessments and testing to ensure the effective identification of 
vulnerabilities in their ICT systems and ICT services. For instance, financial 
institutions may perform gap analysis against information security 
standards, compliance reviews, internal and external audits of the 
information systems, or physical security reviews. Furthermore, the 
institution should consider good practices such as source code reviews, 
vulnerability assessments, penetration tests and red team exercises.

Functional Intersects With
Functional Review Of 

Security, Compliance & 
Resilience Controls

CPL-03.2

Mechanisms exist to regularly review Technology Assets, Applications 
and/or Services (TAAS) for adherence to the organization's security, 
compliance and/or resilience policies and standards.

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process. Functional Intersects With

Information Assurance 
(IA) Operations

IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls.

5

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Assessment Boundaries IAO-01.1

Mechanisms exist to establish the scope of assessments by defining 
the assessment boundary, according to people, processes and 
technology that directly or indirectly impact the confidentiality, 
integrity, availability and safety of the Technology Assets, Applications, 
Services and/or Data (TAASD) under review.

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 

5
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3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Assessor Independence IAO-02.1

Mechanisms exist to ensure assessors or assessment teams have the 
appropriate independence to conduct security, compliance and/or 
resilience control assessments.

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Specialized Assessments IAO-02.2

Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With
Security Assessment 

Report (SAR)
IAO-02.4

Mechanisms exist to produce a Security Assessment Report (SAR) at 
the conclusion of a security assessment to certify the results of the 
assessment and assist with any remediation actions.

5

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-03

Mechanisms exist to generate authoritative documentation (e.g., 
System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-
scope Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and 

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process. Functional Intersects With

Adequate Security for 
Sensitive / Regulated 

Data In Support of 
Contracts

IAO-03.2

Mechanisms exist to protect sensitive and/or regulated data that is 
collected, developed, received, transmitted, used or stored in support 
of the performance of a contract.

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With
Threat Analysis & Flaw 

Remediation During 
Development

IAO-04

Mechanisms exist to require system developers and integrators to 
create and execute a Security Testing and Evaluation (ST&E) plan, or 
similar process, to identify and remediate flaws during development. 8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With
Capabilities Deficiency 

Tracking
IAO-05

Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 
documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Technical Verification IAO-06

Mechanisms exist to perform Information Assurance Program (IAP) 
activities to evaluate the design, implementation and effectiveness of 
technical security, compliance and resilience controls.

8

3.4.6.42
Information security 

reviews, assessment and 
testing

Financial institutions should establish and implement an information 
security testing framework that validates the robustness and effectiveness 
of their information security measures and ensure that this framework 
considers threats and vulnerabilities, identified through threat monitoring 
and ICT and security risk assessment process.

Functional Intersects With Security Authorization IAO-07

Mechanisms exist to ensure Technology Assets, Applications and/or 
Services (TAAS) are officially authorized prior to "go live" in a production 
environment. 8

3.4.6.43
Information security 

reviews, assessment and 
testing

The information security testing framework should ensure that tests:

Functional Subset Of
Information Assurance 

(IA) Operations
IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls.

10

3.4.6.43(a)
Information security 

reviews, assessment and 
testing

are carried out by independent testers with sufficient knowledge, skills and 
expertise in testing information security measures and who are not 
involved in the development of the information security measures;

Functional Subset Of
Information Assurance 

(IA) Operations
IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls. 10

3.4.6.43(b)
Information security 

reviews, assessment and 
testing

include vulnerability scans and penetration tests (including threat-led 
penetration testing where necessary and appropriate) commensurate to 
the level of risk identified with the business processes and systems.

Functional Subset Of
Information Assurance 

(IA) Operations
IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls. 10

3.4.6.44
Information security 

reviews, assessment and 
testing

Financial institutions should perform ongoing and repeated tests of the 
security measures. For all critical ICT systems (paragraph 17), these tests 
should be performed at least on an annual basis and, for PSPs, they will be 

Functional Intersects With
Control Conformity 

Monitoring
CPL-03

Mechanisms exist to validate that Technology Assets, Applications, 
Services and/or Data (TAASD) conform to the organization's security, 
compliance and/or resilience policies, standards and other applicable 

5

3.4.6.45
Information security 

reviews, assessment and 
testing

Financial institutions should ensure that tests of security measures are 
conducted in the event of changes to infrastructure, processes or 
procedures and if changes are made because of major operational or 
security incidents or due to the release of new or significantly changed 
internet-facing critical applications.

Functional Subset Of
Information Assurance 

(IA) Operations
IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls.

10

3.4.6.46
Information security 

reviews, assessment and 
testing

Financial institutions should monitor and evaluate the results of the 
security tests and update their security measures accordingly without 
undue delays in the case of critical ICT systems. Functional Intersects With Reviews & Updates CFG-02.1

Mechanisms exist to review and update baseline configurations:
(1) At least annually;
(2) When required due to so; or
(3) As part of system component installations and upgrades.

8

3.4.6.46
Information security 

reviews, assessment and 
testing

Financial institutions should monitor and evaluate the results of the 
security tests and update their security measures accordingly without 
undue delays in the case of critical ICT systems.

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

8

3.4.6.47
Information security 

reviews, assessment and 
testing

For PSPs, the testing framework should also encompass the security 
measures relevant to (1) payment terminals and devices used for the 
provision of payment services, (2) payment terminals and devices used for 

Functional Intersects With Specialized Assessments IAO-02.2
Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;

5

3.4.6.48
Information security 

reviews, assessment and 
testing

Based on the security threats observed and the changes made, testing 
should be performed to incorporate scenarios of relevant and known 
potential attacks.

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5
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3.4.6.48
Information security 

reviews, assessment and 
testing

Based on the security threats observed and the changes made, testing 
should be performed to incorporate scenarios of relevant and known 
potential attacks.

Functional Intersects With
Commitment To 

Continual Improvements
GOV-01.3

Mechanisms exist to commit appropriate resources needed for 
continual improvement of the organization's Security, Compliance & 
Resilience Program (SCRP), including:

8

3.4.7
Information security 

training and awareness

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.4.7.49
Information security 

training and awareness
Financial institutions should establish a training programme, including 
periodic security awareness programmes, for all staff and contractors to 

Functional Intersects With
Security, Compliance & 

Resilience-Minded 
SAT-01

Mechanisms exist to facilitate the implementation of security 
workforce development and awareness controls.

5

3.4.7.49
Information security 

training and awareness

Financial institutions should establish a training programme, including 
periodic security awareness programmes, for all staff and contractors to 
ensure that they are trained to perform their duties and responsibilities 
consistent with the relevant security policies and procedures to reduce 
human error, theft, fraud, misuse or loss and how to address information 
securityrelated risks. Financial institutions should ensure that the training 
programme provides training for all staff members and contractors at least 
annually.

Functional Intersects With
Security, Compliance & 
Resilience Awareness 

Training
SAT-02

Mechanisms exist to provide all employees and contractors 
appropriate security, compliance and resilience awareness education 
and training that is relevant for their job function.

8

3.4.7.49
Information security 

training and awareness

Financial institutions should establish a training programme, including 
periodic security awareness programmes, for all staff and contractors to 
ensure that they are trained to perform their duties and responsibilities 
consistent with the relevant security policies and procedures to reduce 
human error, theft, fraud, misuse or loss and how to address information 
securityrelated risks. Financial institutions should ensure that the training 
programme provides training for all staff members and contractors at least 
annually.

Functional Intersects With
Role-Based Security, 

Compliance & Resilience 
Training

SAT-03

Mechanisms exist to provide role-based security, compliance and 
resilience-related training: 
(1) Before authorizing access to the system or performing assigned 
duties; 
(2) When required by system changes; and 
(3) Annually thereafter.

8

3.5
ICT operations 
management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.5.50
ICT operations 
management

Financial institutions should manage their ICT operations based on 
documented and implemented processes and procedures (which, for 

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
GOV-02

Mechanisms exist to establish, maintain and disseminate policies, 
standards and procedures necessary for secure, compliant and 

8

3.5.50
ICT operations 
management

Financial institutions should manage their ICT operations based on 
documented and implemented processes and procedures (which, for 
PSPs, include the security policy document in accordance with Article 
5(1)(j) of PSD2) that are approved by the management body. This set of 
documents should define how financial institutions operate, monitor and 
control their ICT systems and services, including the documenting of 
critical ICT operations and should enable financial institutions to maintain 
up-to-date ICT asset inventory.

Functional Intersects With
Standardized Operating 

Procedures (SOP)
OPS-01.1

Mechanisms exist to identify and document Standardized Operating 
Procedures (SOP), or similar documentation, to enable the proper 
execution of day-to-day / assigned tasks.

5

3.5.51
ICT operations 
management

Financial institutions should ensure that performance of their ICT 
operations is aligned to their business requirements. Financial institutions 
should maintain and improve, when possible, efficiency of their ICT 
operations, including but not limited to the need to consider how to 
minimise potential errors arising from the execution of manual tasks.

Functional Subset Of Measures of Performance GOV-05

Mechanisms exist to develop, report and monitor Security, Compliance 
& Resilience Program (SCRP) measures of performance.

10

3.5.52
ICT operations 
management

Financial institutions should implement logging and monitoring procedures 
for critical ICT operations to allow the detection, analysis and correction of 
errors.

Functional Subset Of Continuous Monitoring MON-01
Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

10

3.5.52
ICT operations 
management

Financial institutions should implement logging and monitoring procedures 
for critical ICT operations to allow the detection, analysis and correction of 
errors.

Functional Intersects With
Centralized Collection of 

Security Event Logs
MON-02

Mechanisms exist to utilize a Security Incident Event Manager (SIEM), 
or similar automated tool, to support the centralized collection of 
security-related event logs.

5

3.5.52
ICT operations 
management

Financial institutions should implement logging and monitoring procedures 
for critical ICT operations to allow the detection, analysis and correction of 
errors.

Functional Intersects With
Central Review & 

Analysis
MON-02.2

Automated mechanisms exist to centrally collect, review and analyze 
audit records from multiple sources.

5

3.5.53
ICT operations 
management

Financial institutions should maintain an up-to-date inventory of their ICT 
assets (including ICT systems, network devices, databases, etc.). The ICT 
asset inventory should store the configuration of the ICT assets and the 

Functional Subset Of Asset Governance AST-01
Mechanisms exist to facilitate an IT Asset Management (ITAM) program 
to implement and manage asset management controls.

10

3.5.53
ICT operations 
management

Financial institutions should maintain an up-to-date inventory of their ICT 
assets (including ICT systems, network devices, databases, etc.). The ICT 
asset inventory should store the configuration of the ICT assets and the 
links and interdependencies between the different ICT assets, to enable a 
proper configuration and change management process.

Functional Intersects With Asset Inventories AST-02

Mechanisms exist to perform inventories of Technology Assets, 
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business 
justification details;

8

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Subset Of Asset Governance AST-01
Mechanisms exist to facilitate an IT Asset Management (ITAM) program 
to implement and manage asset management controls.

10

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Intersects With
Asset-Service 
Dependencies

AST-01.1
Mechanisms exist to identify and assess the security of Technology 
Assets, Applications and/or Services (TAAS) that support more than 
one critical business function.

8

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Intersects With
Stakeholder 

Identification & 
Involvement

AST-01.2
Mechanisms exist to identify and involve pertinent stakeholders of 
critical Technology Assets, Applications, Services and/or Data (TAASD) 
to support the ongoing secure management of those assets.

5

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Intersects With Asset Inventories AST-02

Mechanisms exist to perform inventories of Technology Assets, 
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business 
justification details;

8

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Intersects With
Configuration 

Management Database 
(CMDB)

AST-02.9
Mechanisms exist to implement and manage a Configuration 
Management Database (CMDB), or similar technology, to monitor and 
govern technology asset-specific information.

8

3.5.54
ICT operations 
management

The ICT asset inventory should be sufficiently detailed to enable the 
prompt identification of an ICT asset, its location, security classification 
and ownership. Interdependencies between assets should be documented 
to help in the response to security and operational incidents, including 
cyber-attacks.

Functional Intersects With
Data & Asset 

Classification
DCH-02

Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

8

3.5.55
ICT operations 
management

Financial institutions should monitor and manage the life cycles of ICT 
assets, to ensure that they continue to meet and support business and risk 
management requirements. Financial institutions should monitor whether 
their ICT assets are supported by their external or internal vendors and 
developers and whether all relevant patches and upgrades are applied 

Functional Intersects With
Secure Development Life 

Cycle (SDLC) 
Management

PRM-07

Mechanisms exist to ensure changes to Technology Assets, 
Applications and/or Services (TAAS) within the Secure Development 
Life Cycle (SDLC) are controlled through formal change control 
procedures.

8
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3.5.55
ICT operations 
management

Financial institutions should monitor and manage the life cycles of ICT 
assets, to ensure that they continue to meet and support business and risk 
management requirements. Financial institutions should monitor whether 
their ICT assets are supported by their external or internal vendors and 
developers and whether all relevant patches and upgrades are applied 
based on documented processes. The risks stemming from outdated or 
unsupported ICT assets should be assessed and mitigated.

Functional Intersects With
Technology Lifecycle 

Management
SEA-07.1

Mechanisms exist to manage the usable lifecycles of Technology 
Assets, Applications and/or Services (TAAS).

5

3.5.55
ICT operations 
management

Financial institutions should monitor and manage the life cycles of ICT 
assets, to ensure that they continue to meet and support business and risk 
management requirements. Financial institutions should monitor whether 
their ICT assets are supported by their external or internal vendors and 
developers and whether all relevant patches and upgrades are applied 
based on documented processes. The risks stemming from outdated or 
unsupported ICT assets should be assessed and mitigated.

Functional Intersects With

Responsible, 
Accountable, Supportive, 

Consulted & Informed 
(RASCI) Matrix

TPM-05.4

Mechanisms exist to document and maintain a Responsible, 
Accountable, Supportive, Consulted & Informed (RASCI) matrix, or 
similar documentation, to delineate assignment for security, 
compliance and resilience controls between internal stakeholders and 
External Service Providers (ESPs).

5

3.5.55
ICT operations 
management

Financial institutions should monitor and manage the life cycles of ICT 
assets, to ensure that they continue to meet and support business and risk 
management requirements. Financial institutions should monitor whether 
their ICT assets are supported by their external or internal vendors and 
developers and whether all relevant patches and upgrades are applied 
based on documented processes. The risks stemming from outdated or 
unsupported ICT assets should be assessed and mitigated.

Functional Intersects With Third-Party Scope Review TPM-05.5

Mechanisms exist to perform recurring validation of the Responsible, 
Accountable, Supportive, Consulted & Informed (RASCI) matrix, or 
similar documentation, to ensure security, compliance and resilience 
control assignments accurately reflect current:
(1) Contractual obligations for the External Service Provider (ESP);
(2) Business practices;
(3) Applicable stakeholders; and

5

3.5.56
ICT operations 
management

Financial institutions should implement performance and capacity 
planning and monitoring processes to prevent, detect and respond to 
important performance issues of ICT systems and ICT capacity shortages 
in a timely manner. Functional Subset Of

Capacity & Performance 
Management

CAP-01
Mechanisms exist to facilitate the implementation of capacity 
management controls to ensure optimal system performance to meet 
expected and anticipated future capacity requirements.

10

3.5.57
ICT operations 
management

Financial institutions should define and implement data and ICT systems 
backup and restoration procedures to ensure that they can be recovered 
as required. The scope and frequency of backups should be set out in line 
with business recovery requirements and the criticality of the data and the 

Functional Intersects With Data Backups BCD-11

Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to 
ensure the availability of the data to satisfy Recovery Time Objectives 
(RTOs) and Recovery Point Objectives (RPOs).

8

3.5.58
ICT operations 
management

Financial institutions should ensure that data and ICT system backups are 
stored securely and are sufficiently remote from the primary site so they 
are not exposed to the same risks.

Functional Intersects With
Separate Storage for 
Critical Information

BCD-11.2
Mechanisms exist to store backup copies of critical software and other 
security-related information in a separate facility or in a fire-rated 
container that is not collocated with the system being backed up.

8

3.5.1
ICT incident and problem 

management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.5.1.59
ICT incident and problem 

management
Financial institutions should establish and implement an incident and 
problem management process to monitor and log operational and security 

Functional Intersects With
Incident Response 

Operations
IRO-01

Mechanisms exist to implement and govern processes and 
documentation to facilitate an organization-wide response capability 

8

3.5.1.59
ICT incident and problem 

management

Financial institutions should establish and implement an incident and 
problem management process to monitor and log operational and security 
ICT incidents and to enable financial institutionsto continue or resume, in a 
timely manner, critical business functions and processes when disruptions 
occur. Financial institutions should determine appropriate criteria and 
thresholds for classifying events as operational or security incidents, as set 
out in the ‘Definitions’ section of these guidelines, as well as early warning 
indicators that should serve as alerts to enable early detection of these 
incidents. Such criteria and thresholds, for PSPs, are without prejudice to 
the classification of major incidents in accordance with Article 96 of PSD2 
and the Guidelines on major incident reporting under PSD2 
(EBA/GL/2017/10).

Functional Intersects With Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

8

3.5.1.59
ICT incident and problem 

management

Financial institutions should establish and implement an incident and 
problem management process to monitor and log operational and security 
ICT incidents and to enable financial institutionsto continue or resume, in a 
timely manner, critical business functions and processes when disruptions 
occur. Financial institutions should determine appropriate criteria and 
thresholds for classifying events as operational or security incidents, as set 
out in the ‘Definitions’ section of these guidelines, as well as early warning 
indicators that should serve as alerts to enable early detection of these 
incidents. Such criteria and thresholds, for PSPs, are without prejudice to 
the classification of major incidents in accordance with Article 96 of PSD2 
and the Guidelines on major incident reporting under PSD2 
(EBA/GL/2017/10).

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

8

3.5.1.60
ICT incident and problem 

management

To minimise the impact of adverse events and enable timely recovery, 
financial institutions should establish appropriate processes and 
organisational structures to ensure a consistent and integrated monitoring, 
handling and follow-up of operational and security incidents and to make 
sure that the root causes are identified and eliminated to prevent the 
occurrence of repeated incidents. The incident and problem management 
process should establish:

Functional Subset Of
Incident Response 

Operations
IRO-01

Mechanisms exist to implement and govern processes and 
documentation to facilitate an organization-wide response capability 
for cybersecurity and data protection-related incidents.

10

3.5.1.60
ICT incident and problem 

management

To minimise the impact of adverse events and enable timely recovery, 
financial institutions should establish appropriate processes and 
organisational structures to ensure a consistent and integrated monitoring, 
handling and follow-up of operational and security incidents and to make 
sure that the root causes are identified and eliminated to prevent the 
occurrence of repeated incidents. The incident and problem management 
process should establish:

Functional Intersects With Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

8

3.5.1.60
ICT incident and problem 

management

To minimise the impact of adverse events and enable timely recovery, 
financial institutions should establish appropriate processes and 
organisational structures to ensure a consistent and integrated monitoring, 
handling and follow-up of operational and security incidents and to make 
sure that the root causes are identified and eliminated to prevent the 
occurrence of repeated incidents. The incident and problem management 
process should establish:

Functional Intersects With
Incident Response Plan 

(IRP)
IRO-04

Mechanisms exist to maintain and make available a current and viable 
Incident Response Plan (IRP) to all stakeholders.

8

3.5.1.60(a)
ICT incident and problem 

management

the procedures to identify, track, log, categorise and classify incidents 
according to a priority, based on business criticality;

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(b)
ICT incident and problem 

management

the roles and responsibilities for different incident scenarios (e.g. errors, 
malfunctioning, cyber-attacks);

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(c)
ICT incident and problem 

management

problem management procedures to identify, analyse and solve the root 
cause behind one or more incidents — a financial institution should 
analyse operational or security incidents likely to affect the financial 
institution that have been identified or have occurred within and/or outside 
the organisation and should consider key lessons learned from these 
analyses and update the security measures accordingly;

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10
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3.5.1.60(d)
ICT incident and problem 

management

effective internal communication plans, including incident notification and 
escalation procedures — also covering security-related customer 
complaints — to ensure that:

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(d)(i)
ICT incident and problem 

management

incidents with a potentially high adverse impact on critical ICT systems 
and ICT services are reported to the relevant senior management and ICT 
senior management;

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(d)(ii)
ICT incident and problem 

management

the management body is informed on an ad hoc basis in the event of 
significant incidents and, at least, informed of the impact, the response 
and the additional controls to be defined as a result of the incidents.

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(e)
ICT incident and problem 

management

incident response procedures to mitigate the impacts related to the 
incidents and to ensure that the service becomes operational and secure 
in a timely manner;

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(f)
ICT incident and problem 

management

specific external communication plans for critical business functions and 
processes in order to:

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(f)(i)
ICT incident and problem 

management

collaborate with relevant stakeholders to effectively respond to and 
recover from the incident;

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.5.1.60(f)(ii)
ICT incident and problem 

management

provide timely information to external parties (e.g. customers, other 
market participants, the supervisory authority) as appropriate and in line 
with an applicable regulation.

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

3.6
ICT project and change 

management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6.1 ICT project management
N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6.1.61 ICT project management
A financial institution should implement a programme and/or a project 
governance process that defines roles, responsibilities and 

Functional Intersects With
Security, Compliance & 

Resilience Protection 
PRM-01

Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 

5

3.6.1.61 ICT project management

A financial institution should implement a programme and/or a project 
governance process that defines roles, responsibilities and 
accountabilities to effectively support the implementation of the ICT 
strategy.

Functional Intersects With
Security, Compliance & 

Resilience Resource 
Management

PRM-02

Mechanisms exist to address all capital planning and investment 
requests, including the resources needed to implement the Security, 
Compliance & Resilience Program (SCRP) and document all exceptions 
to this requirement.

5

3.6.1.61 ICT project management

A financial institution should implement a programme and/or a project 
governance process that defines roles, responsibilities and 
accountabilities to effectively support the implementation of the ICT 
strategy.

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 

5

3.6.1.62 ICT project management

A financial institution should appropriately monitor and mitigate risks 
deriving from their portfolio of ICT projects (programme management), 
considering also risks that may result from interdependencies between 
different projects and from dependencies of multiple projects on the same 
resources and/or expertise.

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01
Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives.

5

3.6.1.62 ICT project management

A financial institution should appropriately monitor and mitigate risks 
deriving from their portfolio of ICT projects (programme management), 
considering also risks that may result from interdependencies between 
different projects and from dependencies of multiple projects on the same 
resources and/or expertise.

Functional Intersects With
Security, Compliance & 

Resilience Resource 
Management

PRM-02

Mechanisms exist to address all capital planning and investment 
requests, including the resources needed to implement the Security, 
Compliance & Resilience Program (SCRP) and document all exceptions 
to this requirement.

5

3.6.1.62 ICT project management

A financial institution should appropriately monitor and mitigate risks 
deriving from their portfolio of ICT projects (programme management), 
considering also risks that may result from interdependencies between 
different projects and from dependencies of multiple projects on the same 
resources and/or expertise.

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1
Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats.

5

3.6.1.62 ICT project management

A financial institution should appropriately monitor and mitigate risks 
deriving from their portfolio of ICT projects (programme management), 
considering also risks that may result from interdependencies between 
different projects and from dependencies of multiple projects on the same 
resources and/or expertise.

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

5

3.6.1.63 ICT project management

A financial institution should establish and implement an ICT project 
management policy that includes as a minimum:

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.63(a) ICT project management

project objectives;

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.63(b) ICT project management

roles and responsibilities;

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.63(c) ICT project management

a project risk assessment;

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.63(d) ICT project management

a project plan, timeframe and steps;

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.63(e) ICT project management

key milestones;

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10
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3.6.1.63(f) ICT project management

change management requirements.

Functional Subset Of
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

10

3.6.1.64 ICT project management

The ICT project management policy should ensure that information 
security requirements are analysed and approved by a function that is 
independent from the development function. Functional Intersects With

Security, Compliance & 
Resilience In Project 

Management
PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

8

3.6.1.64 ICT project management

The ICT project management policy should ensure that information 
security requirements are analysed and approved by a function that is 
independent from the development function. Functional Intersects With

Security, Compliance & 
Resilience Requirements 

Definition
PRM-05

Mechanisms exist to proactively govern Technology Assets, 
Applications and/or Services (TAAS) by:
(1) Defining technical security, compliance and resilience 
requirements; and
(2) Performing a criticality analysis at predefined decision points in the 

8

3.6.1.64 ICT project management

The ICT project management policy should ensure that information 
security requirements are analysed and approved by a function that is 
independent from the development function.

Functional Intersects With
Business Process 

Definition
PRM-06

Mechanisms exist to define business processes with consideration for 
security, compliance and resilience that determines: 
(1) The resulting risk to organizational operations, assets, individuals 
and other organizations; and
(2) Information protection needs arising from the defined business 
processes and revises the processes as necessary, until an achievable 

8

3.6.1.65 ICT project management

A financial institution should ensure that all areas impacted by an ICT 
project are represented in the project team and that the project team has 
the knowledge required to ensure secure and successful project 
implementation. Functional Intersects With

Security, Compliance & 
Resilience In Project 

Management
PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

8

3.6.1.66 ICT project management

The establishment and progress of ICT projects and their associated risks 
should be reported to the management body, individually or in aggregation, 
depending on the importance and size of the ICT projects, regularly and on 
an ad hoc basis as appropriate. Financial institutions should include 
project risk in their risk management framework.

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01

Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives. 8

3.6.1.66 ICT project management

The establishment and progress of ICT projects and their associated risks 
should be reported to the management body, individually or in aggregation, 
depending on the importance and size of the ICT projects, regularly and on 
an ad hoc basis as appropriate. Financial institutions should include 
project risk in their risk management framework.

Functional Intersects With
Security, Compliance & 

Resilience Resource 
Management

PRM-02

Mechanisms exist to address all capital planning and investment 
requests, including the resources needed to implement the Security, 
Compliance & Resilience Program (SCRP) and document all exceptions 
to this requirement.

5

3.6.1.66 ICT project management

The establishment and progress of ICT projects and their associated risks 
should be reported to the management body, individually or in aggregation, 
depending on the importance and size of the ICT projects, regularly and on 
an ad hoc basis as appropriate. Financial institutions should include 
project risk in their risk management framework.

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1

Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats. 5

3.6.1.66 ICT project management

The establishment and progress of ICT projects and their associated risks 
should be reported to the management body, individually or in aggregation, 
depending on the importance and size of the ICT projects, regularly and on 
an ad hoc basis as appropriate. Financial institutions should include 
project risk in their risk management framework.

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

8

3.6.2
ICT systems acquisition 

and development

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6.2.67
ICT systems acquisition 

and development
Financial institutions should develop and implement a process governing 
the acquisition, development and maintenance of ICT systems. This 

Functional Subset Of
Technology Development 

& Acquisition
TDA-01

Mechanisms exist to facilitate the implementation of tailored 
development and acquisition strategies, contract tools and 

10

3.6.2.68
ICT systems acquisition 

and development

A financial institution should ensure that, before any acquisition or 
development of ICT systems takes place, the functional and non-
functional requirements (including information security requirements) are 

Functional Intersects With
Security, Compliance & 

Resilience Requirements 
Definition

PRM-05
Mechanisms exist to proactively govern Technology Assets, 
Applications and/or Services (TAAS) by:
(1) Defining technical security, compliance and resilience 

5

3.6.2.68
ICT systems acquisition 

and development

A financial institution should ensure that, before any acquisition or 
development of ICT systems takes place, the functional and non-
functional requirements (including information security requirements) are 
clearly defined and approved by the relevant business management.

Functional Intersects With
Business Process 

Definition
PRM-06

Mechanisms exist to define business processes with consideration for 
security, compliance and resilience that determines: 
(1) The resulting risk to organizational operations, assets, individuals 
and other organizations; and
(2) Information protection needs arising from the defined business 

3

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment. Functional Subset Of

Information Assurance 
(IA) Operations

IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls.

10

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Assessment Boundaries IAO-01.1

Mechanisms exist to establish the scope of assessments by defining 
the assessment boundary, according to people, processes and 
technology that directly or indirectly impact the confidentiality, 
integrity, availability and safety of the Technology Assets, Applications, 

8

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 

5

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Assessor Independence IAO-02.1

Mechanisms exist to ensure assessors or assessment teams have the 
appropriate independence to conduct security, compliance and/or 
resilience control assessments.

5

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Specialized Assessments IAO-02.2

Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;

8

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With
Security Assessment 

Report (SAR)
IAO-02.4

Mechanisms exist to produce a Security Assessment Report (SAR) at 
the conclusion of a security assessment to certify the results of the 
assessment and assist with any remediation actions.

8

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-03

Mechanisms exist to generate authoritative documentation (e.g., 
System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-
scope Technology Assets, Applications and/or Services (TAAS);

5

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With

Adequate Security for 
Sensitive / Regulated 

Data In Support of 
Contracts

IAO-03.2

Mechanisms exist to protect sensitive and/or regulated data that is 
collected, developed, received, transmitted, used or stored in support 
of the performance of a contract.

5
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3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With
Threat Analysis & Flaw 

Remediation During 
Development

IAO-04

Mechanisms exist to require system developers and integrators to 
create and execute a Security Testing and Evaluation (ST&E) plan, or 
similar process, to identify and remediate flaws during development.

8

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With
Capabilities Deficiency 

Tracking
IAO-05

Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 
documents, at a minimum:
(1) Deficiency tracking number;

8

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Technical Verification IAO-06

Mechanisms exist to perform Information Assurance Program (IAP) 
activities to evaluate the design, implementation and effectiveness of 
technical security, compliance and resilience controls.

5

3.6.2.69
ICT systems acquisition 

and development

A financial institution should ensure that measures are in place to mitigate 
the risk of unintentional alteration or intentional manipulation of the ICT 
systems during development and implementation in the production 
environment.

Functional Intersects With Security Authorization IAO-07

Mechanisms exist to ensure Technology Assets, Applications and/or 
Services (TAAS) are officially authorized prior to "go live" in a production 
environment.

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 

Functional Subset Of
Information Assurance 

(IA) Operations
IAO-01

Mechanisms exist to facilitate the implementation of security, 
compliance and resilience assessment and authorization controls.

10

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Assessment Boundaries IAO-01.1

Mechanisms exist to establish the scope of assessments by defining 
the assessment boundary, according to people, processes and 
technology that directly or indirectly impact the confidentiality, 
integrity, availability and safety of the Technology Assets, Applications, 
Services and/or Data (TAASD) under review.

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 
to meeting expected requirements.

5

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Assessor Independence IAO-02.1

Mechanisms exist to ensure assessors or assessment teams have the 
appropriate independence to conduct security, compliance and/or 
resilience control assessments.

5

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Specialized Assessments IAO-02.2

Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With
Security Assessment 

Report (SAR)
IAO-02.4

Mechanisms exist to produce a Security Assessment Report (SAR) at 
the conclusion of a security assessment to certify the results of the 
assessment and assist with any remediation actions.

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-03

Mechanisms exist to generate authoritative documentation (e.g., 
System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation information on in-
scope Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of applied security, compliance and 
resilience controls on applicable People, Processes, Technologies, 

5

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment. Functional Intersects With

Adequate Security for 
Sensitive / Regulated 

Data In Support of 
Contracts

IAO-03.2

Mechanisms exist to protect sensitive and/or regulated data that is 
collected, developed, received, transmitted, used or stored in support 
of the performance of a contract.

5

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With
Threat Analysis & Flaw 

Remediation During 
Development

IAO-04

Mechanisms exist to require system developers and integrators to 
create and execute a Security Testing and Evaluation (ST&E) plan, or 
similar process, to identify and remediate flaws during development.

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With
Capabilities Deficiency 

Tracking
IAO-05

Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 
documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);

8

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Technical Verification IAO-06

Mechanisms exist to perform Information Assurance Program (IAP) 
activities to evaluate the design, implementation and effectiveness of 
technical security, compliance and resilience controls.

5

3.6.2.70
ICT systems acquisition 

and development

Financial institutions should have a methodology in place for testing and 
approval of ICT systems prior to their first use. This methodology should 
consider the criticality of business processes and assets. The testing 
should ensure that new ICT systems perform as intended. They should also 
use test environments that adequately reflect the production environment.

Functional Intersects With Security Authorization IAO-07

Mechanisms exist to ensure Technology Assets, Applications and/or 
Services (TAAS) are officially authorized prior to "go live" in a production 
environment.

8
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3.6.2.71
ICT systems acquisition 

and development

Financial institutions should test ICT systems, ICT services and 
information security measures to identify potential security weaknesses, 
violations and incidents.

Functional Intersects With Assessments IAO-02

Mechanisms exist to formally assess the security, compliance and 
resilience controls in Technology Assets, Applications and/or Services 
(TAAS) through Information Assurance Program (IAP) activities to 
determine the extent to which the controls are implemented correctly, 
operating as intended and producing the desired outcome with respect 
to meeting expected requirements.

8

3.6.2.71
ICT systems acquisition 

and development

Financial institutions should test ICT systems, ICT services and 
information security measures to identify potential security weaknesses, 
violations and incidents.

Functional Intersects With Specialized Assessments IAO-02.2

Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;

8

3.6.2.72
ICT systems acquisition 

and development

A financial institution should implement separate ICT environments to 
ensure adequate segregation of duties and to mitigate the impact of 
unverified changes to production systems. Specifically, a financial 
institution should ensure the segregation of production environments from 
development, testing and other non-production environments. A financial 
institution should ensure the integrity and confidentiality of production 
data in non-production environments. Access to production data is 
restricted to authorised users.

Functional Intersects With
Secure Development 

Environments
TDA-07

Mechanisms exist to maintain a segmented development network to 
ensure a secure development environment.

8

3.6.2.72
ICT systems acquisition 

and development

A financial institution should implement separate ICT environments to 
ensure adequate segregation of duties and to mitigate the impact of 
unverified changes to production systems. Specifically, a financial 
institution should ensure the segregation of production environments from 
development, testing and other non-production environments. A financial 
institution should ensure the integrity and confidentiality of production 
data in non-production environments. Access to production data is 
restricted to authorised users.

Functional Intersects With

Separation of 
Development, Testing 

and Operational 
Environments

TDA-08

Mechanisms exist to manage separate development, testing and 
operational environments to reduce the risks of unauthorized access or 
changes to the operational environment and to ensure no impact to 
production Technology Assets, Applications and/or Services (TAAS). 8

3.6.2.73
ICT systems acquisition 

and development

Financial institutions should implement measures to protect the integrity 
of the source codes of ICT systems that are developed in-house. They 
should also document the development, implementation, operation and/or 
configuration of the ICT systems comprehensively to reduce any 
unnecessary dependency on subject matter experts. The documentation of 
the ICT system should contain, where applicable, at least user 
documentation, technical system documentation and operating 
procedures.

Functional Intersects With
Documentation 
Requirements

TDA-04

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services 
(TAAS) that describe:
(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and
(3) Known vulnerabilities regarding configuration and use of 
administrative (e.g., privileged) functions.

5

3.6.2.73
ICT systems acquisition 

and development

Financial institutions should implement measures to protect the integrity 
of the source codes of ICT systems that are developed in-house. They 
should also document the development, implementation, operation and/or 
configuration of the ICT systems comprehensively to reduce any 
unnecessary dependency on subject matter experts. The documentation of 
the ICT system should contain, where applicable, at least user 
documentation, technical system documentation and operating 
procedures.

Functional Intersects With
Access to Program 

Source Code
TDA-20

Mechanisms exist to limit privileges to change software resident within 
software libraries.

8

3.6.2.74
ICT systems acquisition 

and development

A financial institution’s processes for acquisition and development of ICT 
systems should also apply to ICT systems developed or managed by the 
business function’s end users outside the ICT organisation (e.g. end user 
computing applications) using a risk-based approach. The financial 
institution should maintain a register of these applications that support 
critical business functions or processes.

Functional Subset Of
Technology Development 

& Acquisition
TDA-01

Mechanisms exist to facilitate the implementation of tailored 
development and acquisition strategies, contract tools and 
procurement methods to meet unique business needs.

10

3.6.2.74
ICT systems acquisition 

and development

A financial institution’s processes for acquisition and development of ICT 
systems should also apply to ICT systems developed or managed by the 
business function’s end users outside the ICT organisation (e.g. end user 
computing applications) using a risk-based approach. The financial 
institution should maintain a register of these applications that support 
critical business functions or processes.

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01
Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives.

5

3.6.2.74
ICT systems acquisition 

and development

A financial institution’s processes for acquisition and development of ICT 
systems should also apply to ICT systems developed or managed by the 
business function’s end users outside the ICT organisation (e.g. end user 
computing applications) using a risk-based approach. The financial 
institution should maintain a register of these applications that support 
critical business functions or processes.

Functional Intersects With
Security, Compliance & 

Resilience In Project 
Management

PRM-04

Mechanisms exist to assess security, compliance and resilience 
controls as part of Technology Assets, Applications and/or Services 
(TAAS) project development to determine whether controls are 
implemented correctly, operating as intended and producing the 
desired outcome with respect to meeting requirements.

5

3.6.3 ICT change management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.6.3.75 ICT change management
Financial institutions should establish and implement an ICT change 
management process to ensure that all changes to ICT systems are 

Functional Subset Of
Change Management 

Program
CHG-01

Mechanisms exist to facilitate the implementation of a change 
management program.

10

3.6.3.75 ICT change management

Financial institutions should establish and implement an ICT change 
management process to ensure that all changes to ICT systems are 
recorded, tested, assessed, approved, implemented and verified in a 
controlled manner. Financial institutions should handle the changes during 
emergencies (i.e. changes that must be introduced as soon as possible) 
following procedures that provide adequate safeguards.

Functional Intersects With
Configuration Change 

Control
CHG-02

Mechanisms exist to govern the technical configuration change control 
processes.

8

3.6.3.76 ICT change management

Financial institutions should determine whether changes in the existing 
operational environment influence the existing security measures or 
require the adoption of additional measures to mitigate the risks involved. 
These changes should be in accordance with the financial institutions’ 
formal change management process.

Functional Intersects With
Security Impact Analysis 

for Changes
CHG-03

Mechanisms exist to analyze proposed changes for potential security 
impacts, prior to the implementation of the change.

5

3.7
Business continuity 

management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.77
Business continuity 

management
Financial institutions should establish a sound business continuity 
management (BCM) process to maximise their abilities to provide services 

Functional Subset Of
Business Continuity 

Management System 
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 

10

3.7.1 Business impact analysis

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.1.78 Business impact analysis
As part of sound business continuity management, financial institutions 
should conduct business impact analysis (BIA) by analysing their exposure 

Functional Intersects With
Business Continuity 

Management System 
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 

8

3.7.1.78 Business impact analysis

As part of sound business continuity management, financial institutions 
should conduct business impact analysis (BIA) by analysing their exposure 
to severe business disruptions and assessing their potential impacts 
(including on confidentiality, integrity and availability), quantitatively and 
qualitatively, using internal and/or external data (e.g. third party provider 
data relevant to a business process or publicly available data that may be 
relevant to the BIA) and scenario analysis. The BIA should also consider the 
criticality of the identified and classified business functions, supporting 
processes, third parties and information assets, and their 
interdependencies, in accordance with Section 3.3.3.

Functional Intersects With Identify Critical Assets BCD-02

Mechanisms exist to identify and document the critical Technology 
Assets, Applications, Services and/or Data (TAASD) that support 
essential missions and business functions.

8
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3.7.1.78 Business impact analysis

As part of sound business continuity management, financial institutions 
should conduct business impact analysis (BIA) by analysing their exposure 
to severe business disruptions and assessing their potential impacts 
(including on confidentiality, integrity and availability), quantitatively and 
qualitatively, using internal and/or external data (e.g. third party provider 
data relevant to a business process or publicly available data that may be 
relevant to the BIA) and scenario analysis. The BIA should also consider the 
criticality of the identified and classified business functions, supporting 
processes, third parties and information assets, and their 
interdependencies, in accordance with Section 3.3.3.

Functional Intersects With
Business Impact Analysis 

(BIA)
RSK-08

Mechanisms exist to conduct a Business Impact Analysis (BIA) to 
identify and assess security, compliance and resilience risks.

8

3.7.1.79 Business impact analysis

Financial institutions should ensure that their ICT systems and ICT services 
are designed and aligned with their BIA, for example with redundancy of 
certain critical components to prevent disruptions caused by events 
impacting those components.

Functional Intersects With
Business Continuity 

Management System 
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

8

3.7.1.79 Business impact analysis

Financial institutions should ensure that their ICT systems and ICT services 
are designed and aligned with their BIA, for example with redundancy of 
certain critical components to prevent disruptions caused by events 
impacting those components.

Functional Intersects With
Secure Engineering 

Principles
SEA-01

Mechanisms exist to facilitate the implementation of industry-
recognized security, compliance and resilience practices in the 
specification, design, development, implementation and modification 
of Technology Assets, Applications and/or Services (TAAS).

8

3.7.1.79 Business impact analysis

Financial institutions should ensure that their ICT systems and ICT services 
are designed and aligned with their BIA, for example with redundancy of 
certain critical components to prevent disruptions caused by events 
impacting those components.

Functional Intersects With
Alignment With 

Enterprise Architecture
SEA-02

Mechanisms exist to develop an enterprise architecture, aligned with 
industry-recognized leading practices, with consideration for security, 
compliance and resilience principles that addresses risk to 
organizational operations, assets, individuals and other organizations.

5

3.7.1.79 Business impact analysis

Financial institutions should ensure that their ICT systems and ICT services 
are designed and aligned with their BIA, for example with redundancy of 
certain critical components to prevent disruptions caused by events 
impacting those components.

Functional Intersects With
Defense-In-Depth (DiD) 

Architecture
SEA-03

Mechanisms exist to implement security functions as a layered 
structure minimizing interactions between layers of the design and 
avoiding any dependence by lower layers on the functionality or 
correctness of higher layers.

5

3.7.2
Business continuity 

planning

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.2.80
Business continuity 

planning
Based on their BIAs, financial institutions should establish plans to ensure 
business continuity (business continuity plans, BCPs), which should be 

Functional Subset Of
Business Continuity 

Management System 
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 

10

3.7.2.81
Business continuity 

planning

Financial institutions should put BCPs in place to ensure that they can 
react appropriately to potential failure scenarios and that they are able to 
recover the operations of their critical business activities after disruptions 
within a recovery time objective (RTO, the maximum time within which a 
system or process must be restored after an incident) and a recovery point 
objective (RPO, the maximum time period during which it is acceptable for 
data to be lost in the event of an incident). In cases of severe business 
disruption that trigger specific business continuity plans, financial 
institutions should prioritise business continuity actions using riskbased 
approach, which can be based on the risk assessments carried out under 

Functional Intersects With
Recovery Time / Point 

Objectives (RTO / RPO)
BCD-01.4

Mechanisms exist to facilitate recovery operations in accordance with 
Recovery Time Objectives (RTOs) and Recovery Point Objectives 
(RPOs).

8

3.7.2.82
Business continuity 

planning

A financial institution should consider a range of different scenarios in its 
BCP, including extreme but plausible ones to which it might be exposed, 
including a cyber-attack scenario, and it should assess the potential 
impact that such scenarios might have. Based on these scenarios, a 
financial institution should describe how the continuity of ICT systems and 
services, as well as the financial institution’s information security, are 
ensured. Functional Intersects With

Business Continuity & 
Disaster Recovery 

(BC/DR) Plans
BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

8

3.7.3
Response and recovery 

plans

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.3.83
Response and recovery 

plans
Based on the BIAs (paragraph 78) and plausible scenarios (paragraph 82), 
financial institutions should develop response and recovery plans. These 

Functional Subset Of
Business Continuity 

Management System 
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 

10

3.7.3.83
Response and recovery 

plans

Based on the BIAs (paragraph 78) and plausible scenarios (paragraph 82), 
financial institutions should develop response and recovery plans. These 
plans should specify what conditions may prompt activation of the plans 
and what actions should be taken to ensure the availability, continuity and 
recovery of, at least, financial institutions’ critical ICT systems and ICT 
services. The response and recovery plans should aim to meet the recovery 
objectives of financial institutions’ operations.

Functional Intersects With
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

5

3.7.3.84
Response and recovery 

plans

The response and recovery plans should consider both short-term and long-
term recovery options. The plans should:

Functional Subset Of
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

10

3.7.3.84(a)
Response and recovery 

plans

focus on the recovery of the operations of critical business functions, 
supporting processes, information assets and their interdependencies to 
avoid adverse effects on the functioning of financial institutions and on the 
financial system, including on payment systems and on payment service 
users, and to ensure execution of pending payment transactions;

Functional Subset Of
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

10

3.7.3.84(b)
Response and recovery 

plans

be documented and made available to the business and support units and 
readily accessible in the event of an emergency;

Functional Subset Of
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

10

3.7.3.84(c)
Response and recovery 

plans

be updated in line with lessons learned from incidents, tests, new risks 
identified and threats, and changed recovery objectives and priorities.

Functional Subset Of
Business Continuity & 

Disaster Recovery 
(BC/DR) Plans

BCD-01.7

Mechanisms exist for process owners to establish and maintain formal 
Business Continuity & Disaster Recovery (BC/DR) plans to ensure 
information is detailed enough, accurate and representative of current 
operations in order to sustain and/or restore operations under adverse 
conditions.

10

3.7.3.84(c)
Response and recovery 

plans

be updated in line with lessons learned from incidents, tests, new risks 
identified and threats, and changed recovery objectives and priorities.

Functional Intersects With
Contingency Plan Root 
Cause Analysis (RCA) & 

Lessons Learned
BCD-05

Mechanisms exist to conduct a Root Cause Analysis (RCA) and 
"lessons learned" activity every time the contingency plan is activated.

8

3.7.3.85
Response and recovery 

plans

The plans should also consider alternative options where recovery may not 
be feasible in the short term because of costs, risks, logistics or 
unforeseen circumstances.

Functional Subset Of
Business Continuity 

Management System 
(BCMS)

BCD-01
Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 

10

3.7.3.86
Response and recovery 

plans

Furthermore, as part of the response and recovery plans, a financial 
institution should consider and implement continuity measures to mitigate 
failures of third party providers, which are of key importance for a financial 
institution’s ICT service continuity (in line with the provisions of the EBA 
Guidelines on outsourcing arrangements (EBA/GL/2019/02) regarding 

Functional Subset Of
Business Continuity 

Management System 
(BCMS)

BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 
(COOP) or Business Continuity & Disaster Recovery (BC/DR) 
playbooks).

10
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3.7.3.86
Response and recovery 

plans

Furthermore, as part of the response and recovery plans, a financial 
institution should consider and implement continuity measures to mitigate 
failures of third party providers, which are of key importance for a financial 
institution’s ICT service continuity (in line with the provisions of the EBA 
Guidelines on outsourcing arrangements (EBA/GL/2019/02) regarding 
business continuity plans).

Functional Intersects With
Provider Contingency 

Plan
BCD-10.3

Mechanisms exist to contractually-require external service providers to 
have contingency plans that meet organizational contingency 
requirements.

8

3.7.3.86
Response and recovery 

plans

Furthermore, as part of the response and recovery plans, a financial 
institution should consider and implement continuity measures to mitigate 
failures of third party providers, which are of key importance for a financial 
institution’s ICT service continuity (in line with the provisions of the EBA 
Guidelines on outsourcing arrangements (EBA/GL/2019/02) regarding 
business continuity plans).

Functional Intersects With
Supply Chain Risk 

Management (SCRM)
TPM-03

Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology 
Assets, Applications and/or Services (TAAS) supply chains; and
(2) Take appropriate remediation actions to minimize the organization's 
exposure to those risks and threats, as necessary.

8

3.7.4 Testing of plans

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.4.87 Testing of plans
Financial institutions should test their BCPs periodically. In particular, they 
should ensure that the BCPs of their critical business functions, supporting 

Functional Intersects With
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 

8

3.7.4.88 Testing of plans

BCPs should be updated at least annually, based on testing results, 
current threat intelligence and lessons learned from previous events. Any 
changes in recovery objectives (including RTOs and RPOs) and/or changes 
in business functions, supporting processes and information assets, 
should also be considered, where relevant, as a basis for updating the 

Functional Intersects With
Contingency Plan Root 
Cause Analysis (RCA) & 

Lessons Learned
BCD-05

Mechanisms exist to conduct a Root Cause Analysis (RCA) and 
"lessons learned" activity every time the contingency plan is activated.

8

3.7.4.88 Testing of plans

BCPs should be updated at least annually, based on testing results, 
current threat intelligence and lessons learned from previous events. Any 
changes in recovery objectives (including RTOs and RPOs) and/or changes 
in business functions, supporting processes and information assets, 
should also be considered, where relevant, as a basis for updating the 
BCPs.

Functional Intersects With
Ongoing Contingency 

Planning
BCD-06

Mechanisms exist to update contingency plans due to changes 
affecting:
(1) People (e.g., personnel changes);
(2) Processes (e.g., new, altered or decommissioned business 
practices, including third-party services)
(3) Technologies (e.g., new, altered or decommissioned technologies);

8

3.7.4.89 Testing of plans

Financial institutions’ testing of their BCPs should demonstrate that they 
are able to sustain the viability of their businesses until critical operations 
are re-established. In particular they should:

Functional Subset Of
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

10

3.7.4.89(a) Testing of plans
include testing of an adequate set of severe but plausible scenarios 
including those considered for the development of the BCPs (as well as 
testing of services provided by third parties, where applicable); this should 

Functional Subset Of
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

10

3.7.4.89(b) Testing of plans

be designed to challenge the assumptions on which BCPs rest, including 
governance arrangements and crisis communication plans; and

Functional Subset Of
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

10

3.7.4.89(c) Testing of plans
include procedures to verify the ability of their staff and contractors, ICT 
systems and ICT services to respond adequately to the scenarios defined 
in paragraph 89(a).

Functional Subset Of
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

10

3.7.4.90 Testing of plans
Test results should be documented and any identified deficiencies 
resulting from the tests should be analysed, addressed and reported to the 
management body.

Functional Intersects With
Contingency Plan Testing 

& Exercises
BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the 
contingency plan's effectiveness and the organization's readiness to 
execute the plan.

8

3.7.4.90 Testing of plans
Test results should be documented and any identified deficiencies 
resulting from the tests should be analysed, addressed and reported to the 
management body.

Functional Intersects With
Contingency Plan Root 
Cause Analysis (RCA) & 

Lessons Learned
BCD-05

Mechanisms exist to conduct a Root Cause Analysis (RCA) and 
"lessons learned" activity every time the contingency plan is activated.

8

3.7.4.90 Testing of plans
Test results should be documented and any identified deficiencies 
resulting from the tests should be analysed, addressed and reported to the 
management body.

Functional Intersects With
Ongoing Contingency 

Planning
BCD-06

Mechanisms exist to update contingency plans due to changes 
affecting:
(1) People (e.g., personnel changes);

5

3.7.5 Crisis communications

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.7.5.91 Crisis communications
In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 

Functional Subset Of
Business Continuity 

Management System 
BCD-01

Mechanisms exist to facilitate the implementation of contingency 
planning controls to help ensure resilient Technology Assets, 

10

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Alternate 

Communications 
Channels

BCD-10.4

Mechanisms exist to maintain command and control capabilities via 
alternate communications channels and designating alternative 
decision makers if primary decision makers are unavailable.

8

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Contacts With 

Authorities
GOV-06

Mechanisms exist to identify and document appropriate contacts with 
relevant law enforcement and regulatory bodies.

8

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-10

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities. 8

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Cyber Incident Reporting 
for Sensitive / Regulated 

Data
IRO-10.2

Mechanisms exist to report sensitive and/or regulated data incidents in 
a timely manner.

8

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Regulatory & Law 

Enforcement Contacts
IRO-14

Mechanisms exist to maintain incident response contacts with 
applicable regulatory and law enforcement agencies.

8

3.7.5.91 Crisis communications

In the event of a disruption or emergency, and during the implementation of 
the BCPs, financial institutions should ensure that they have effective 
crisis communication measures in place so that all relevant internal and 
external stakeholders, including the competent authorities when required 
by national regulations, and also relevant providers (outsourcing providers, 
group entities, or third party providers) are informed in a timely and 
appropriate manner.

Functional Intersects With
Public Relations & 
Reputation Repair

IRO-16

Mechanisms exist to proactively manage public relations associated 
with incidents and employ appropriate measures to prevent further 
reputational damage and develop plans to repair any damage to the 
organization's reputation. 5
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3.8
Payment service user 

relationship 
management

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.8.92
Payment service user 

relationship 
management

PSPs should establish and implement processes to enhance PSUs’ 
awareness of the security risks linked to the payment services by providing 
PSUs with assistance and guidance.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 3

3.8.93
Payment service user 

relationship 
management

The assistance and guidance offered to PSUs should be updated in the 
light of new threats and vulnerabilities, and changes should be 
communicated to the PSU.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 5

3.8.94
Payment service user 

relationship 
management

Where product functionality permits, PSPs should allow PSUs to disable 
specific payment functionalities related to the payment services offered by 
the PSP to the PSU.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 3

3.8.95
Payment service user 

relationship 
management

Where, in accordance with Article 68(1) of Directive (EU) 2015/2366, a PSP 
has agreed with the payer spending limits for payment transactions 
executed through specific payment instruments, the PSP should provide 

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 3

3.8.96
Payment service user 

relationship 
management

PSPs should provide PSUs with the option to receive alerts on initiated 
and/or failed attempts to initiate payment transactions, enabling them to 
detect fraudulent or malicious use of their accounts. Functional Intersects With

Statutory, Regulatory & 
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

3

3.8.97
Payment service user 

relationship 
management

PSPs should keep PSUs informed about updates in security procedures 
that affect PSUs regarding the provision of payment services. Functional Intersects With

Statutory, Regulatory & 
Contractual Compliance

CPL-01
Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

3

3.8.98
Payment service user 

relationship 
management

PSPs should provide PSUs with assistance on all questions, requests for 
support and notifications of anomalies or issues regarding security matters 
related to payment services. PSUs should be appropriately informed about 

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

3
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