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Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
posed o the security of network and nformation sstems which those entiies use for theif
loperations or for the provision of their services, ant nt o minimise the impact
ncidents on recipients of theif sevices and on other Serices

Taking nto account the sate-ofhe-art and, where appicable. relevant European and
international standards, as well s the cost of implementation, the measures referred to in
e fret cubpsradraph shal | ensure alevel of security o network and information systems
lappropriate to the risks post ‘en assessing the proportionality of those measures, due
Ecount shal be taken of the degree of the ntity's exposure to 1sks, the entity's size and
the likelihood of occurrence of incidents and their severity, including their societal ant
leconomic impact.

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

cpLo1

IMechanisms exist to facilitate the identification and implementation of relevant
Jstatutory, regulatory and contractual controls.

Article 21.1

NiA

IMember States shall ensure that essential and important entities take appropriate and
[proportionate technical, operational and organisational measures to manage the risks
[posed to the security of network and information systems which those entities use for their|
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

into account the state-of-the-art and, where applicable, relevant European and

laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
the likelihood of occurrence of incidents and their severity, including their societal and
leconomic impact.

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL03

rechaniems exi o equlorly ey processes ond documented procedurce o ensure
lconformity wi security, compliance
Conaards and iner apmicane ecuraments

Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
lposed to the security of network and information systems which those entities use for their|
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and

ndards, as well as the cost of implementation, the measures referred to in
the first subparagraph shall ensure a level of security of network and information systems
lappropriate to the risks posed. When assessing oportionality of those measures, due
laccount shall be taken of the degree of the entity’s exposure to risks, the entity's size and
the likelihood of occurrence of incidents and their severity, including their societal ant
leconomic impact.

Functional

Intersects With

Functional Review Of
Security, Compliance &
Resilience Controls

CPL03.2

[Mechanisms exist to regularly review Technology Assels, Applications and/or Services
|(TARS) for adherence to the organization's security, compliance andjor resilience policies
land standards.

Article 21.1

NA

Member states shall ensure that essential and mportant entites take appropriate and
lproportionate technical, operational and organisational measures to manage the ris}

e o he secunty of nowork and mforriaton sysrme whéh those anuies vee for thi
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and

laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
the likelihood of occurrence of incidents and their severity, including their societal and
leconomic impact.

Functional

Subset Of

Security, Compliance &
Resilience Program (SCRP)

Gov-01

[Mechanisms exist to facilitate the implementation of security, compliance and resilience
loovernance controls.

Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
lposed to the security of network and information systems which those entities use for their|
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and
international standards, as well s the cost of implementation, the measures referred to in
lthe first subparagraph shall ensure a level of security of network and information systems
lappropriate to the risks assessing the proportionality of those measures, due
laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
lthe likelihood of occurrence of incidents and their severity, including their societal an
leconomic impact.

Functional

Intersects With

Publishing Security,
Compliance & Resilience
Documentation

Gov-02

Mechanisms exist to establish, maintain and disseminate policies, standards and
lprocedures necessary for secure, compliant and resilient capabilities.

Article 21.1

NA

Member states shall ensure that essential and mportant entites take appropriate and
lproportionate technical, operational and organisational measures to manage the ris}

e o he sceunty of ntwor and mfrriaton systrme whidh those anies vee for thi
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and

laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
the likelihood of occurrence of incidents and their severity, including their societal and
leconomic impact.

Functional

Intersects With

Operationalizing Security,
mpliance & Resilience
Capabilities

Gov-15

[Mechanisms exist to compel data and/or process owners to operationalize security,
lcompliance and resilience practices for each Technology Asset, Application and/or
[Service (TAAS) under their control.

Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
lposed to the security of network and information systems which those entities use for their|
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and
international standards, as well s the cost of implementation, the measures referred to in

laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
lthe likelihood of occurrence of incidents and their severity, including their societal an
leconomic impact.

Functional

Intersects With

Select Controls

Gov-15.1

[Mechanisms exist to compel data and/or process owners (o select required security,
[compliance and resilience controls for each Technology Asset. Application andjor Service
|(TAAS) under their control

Article 21.1

NA

Member states shall ensure that essential and important entites take appropriate and
lproportionate technical, operational and organisational measures to manage the rist

e 1o e sceunty of ntwor and mfrriaton systame wiéh those anies wee for thi
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and

standards, as well as the cost of implementation, the measures referred to in
the first subparagraph shall ensure a level of security of network and information systems
lappropriate to the risks posed. When assessing the proportionality of those measures, due
laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
the likelihood of occurrence of incidents and their severity, including their societal and
leconomic impact.

Functional

Intersects With

Implement Controls

Gov-15.2

[Mechanisms exist to compel data and/or process owners to implement required security,
|compliance and resilience controls for each Technology Asset, Application and/or Service
|(TAAS) under their control.

Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
lposed to the security of network and information systems which those entities use for their|
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and
international standards, as well as the cost of implementation, the measures referred to in
lthe first subparagraph shall ensure a level of security of network and information systems
lappropriate to the risks posed. When assessing the proportionality of those measures, due
laccount shall be taken of the degree of the entity’s exposure to risks, the entity’s size and
lthe likelihood of occurrence of incidents and their severity, including their societal an
leconomic impact.

Functional

Intersects With

Risk Management Program

RSK-01

iechanisms exiet o facliate e Implamentation o irteglc, oparatanl and tacica
Irisk management contr

Article 21.1

NA

Member states shall ensure that essential and important entites take appropriate and
lproportionate technical, operational and organisational measures to manage the rist

e o he sceunty of ntwor and mforriaton syatame whiéh those anihes uee for thi
loperations or for the provision of their services, and to prevent or minimise the impact of
incidents on recipients of their services and on other services.

[Taking into account the state-of-the-art and, where applicable, relevant European and

the likelihood of occurrence of incidents and their severity, including their societal and
conomic imy

Functional

Intersects With

Risk Assessment

RSK-04

Mechanisms exit o conduct recuring assessments ok that includes the keliiood
land magnitude of harm, from unauthorized access, use, disclosure, disruptior
Fmocifcation or destruction of the argan zation's Technology Assets. Applications,
[Services andor Data (TAASD).

Article 21.1

NA

[Member States shall ensure that essential and important entities take appropriate and
lproportionate technical, operational and organisational measures to manage the risks
posed o the securty of network and information sstems which those entiies use for el
loperations or for the provision of their services, and to prevent or minimise the impact of
ncidents on reciplents of their services and on other sarvices

[Taking into account the state-of-the-art and, where applicable, relevant European
ntermational standards, as well as the cost of Implementation, the measures referred to in

ppropriate to the risks posed. When assessing
laccount shall be taken of the degree of the entity’s exposure to risks, the entity's sae and
lthe likelihood of occurrence of incidents and their severity, including their societal ai
leconomic impact,

Functional

Intersects With

Secure Engineering
Principles.

SEA-01

e e e ol ey recognized socuy:

|compliance and re e practices in the specification, design, devels

impiementation Lo modeaton of Technaloay Assers, Appitations snajor Sénvces
S).

[T

Article 21.2

NiA

[The measures referred to in paragraph 1 shall be based on an all-hazards approach that
laims to protect network and information systems and the physical environment of those
systems from incidents, and shall include at least the following:

Functional

Subset Of

Security, Compliance &
Resilience Program (SCRP)

Gov-01

Mecharisms exit o faciltate the mplementation f secury, compance and resilence
lgovernance control

Article 21.2(a)

NiA

lpolicies on risk analysis and information system security;

Functional

Subset Of

Security, Compliance &
Resiience Program (SCRP)

Gov-01

Mecharisms exit o faciltate the mplementation f secury, comphance and resilence
lgovernance control

Article 21.2(a)

NA

Ipolicies on risk analysis and information system security;

Functional

Intersects With

Publishing Security,
Compliance & Resilience.
Documentation

Gov-02

[Mechanisms exist to establish, maintain and disseminate policies, standards and
lprocedures necessary for secure, compliant and resilient capabilities.

Article 21.2(a)

NA

Ipolicies on risk analysis and information system security;

Functional

Intersects With

Operationalizing Security,
Compliance & Resilience’
Capabilities

Gov-15

[Mechanisms exist to compel data and/or process owners to operationalize security.,
lcompliance and resilience practices for each Technology Asset, Application and/or
[service (TAAS) under their control.

Article 21.2(a)

NA

Ipolicies on risk analysis and information system security;

Functional

Intersects With

Select Controls

Gov-15.1

[Mechanisms exist to compel data and/or process owners to select required security,
[compliance and resilience controls for each Technology Asset, Application and/or Service
|(TAAS) under their control.

Article 21.2(a)

NiA

Ipolicies on risk analysis and information system security;

Functional

Intersects With

Implement Controls

GOv-15.2

[Mechanisms exist to compel data and/or process owners to implement required security,
lcompliance and resilience controls for each Technology Asset, Application and/or Service
|(TAAS) under their control

Article 21.2(a)

NiA

lpolicies on risk analysis and information system security;

Functional

Intersects With

Risk Management Program

RSK-01

Mecharisms exit 1o facltate the mplementaton o trateqlc, operationl and actica

Article 21.2(b)

NA

incident handling;

Functional

Subset Of

Security, Compliance &
Resilience Program (SCRP)

Gov-01

Me(hamsms o fa(vh(ats the implementation of security, compliance and resilience
lgovernance controls,

Article 21.2(b)

NA

incident handling;

Functional

Intersects With

Publishing Security,
Compliance & Resilience.
Documentation

Gov-02

[Mechanisms exist to establish, maintain and disseminate policies, standards and
lprocedures necessary for secure, compliant and resilient capabilties.

Article 21.2(b)

NA

incident handling;

Functional

Intersects With

Operationalizing Security,
Compliance & Resilience’
apabilities

Gov-15

[Mechanisms exist to compel data and/or process owners to operationalize security,
lcompliance and resilience practices for each Technology Asset, Application and/or
[Service (TAAS) under their control
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Article 21.2(0) A incident handling: Functional Intersects With Select Controls GOV-15.1 [compifance and restience controls for each Technology Aséet, Application andjor Service 5
|(TARS) under their control
Wiechanisms exist o compel data and/or process owners fo Implement required Securfy,
Article 21.2(b) A incident handing; Functional Intersects With Implement Controls | GOV-15.2  [compliance and resilience controls for each Technology Asset, Application and/or Service 5
(TAAS) under their control.
p— Mechanisms exist to implement and govern processes and documentation to facitate an|
Aticle 21.206) wa incident handiing; Functional | ntersects With ncident Response RO01 an s
perations incidents.
echanisms exIst to Cover:
1) Preparation;
2) Automated event detection or manual incident report ntake;
arice 21200 WA Incident handing: Functonal | ItersectsWith | Incident Handiing N s
5) Eradication; and
6) Recover
. P [echariems exi o acilate he mplementatin of contingercy paring ool o
usiness Continuity lhelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
lousiness continuity, such as backup management and disaster recovery, and crisis o logy ool
Attcle 21.2(c) A management P manag & Functional Subset Of Management System BCD-01  |Cantinuity of Operations Plan (COOP) o Business Continuity & Disaster Recovery (BC/DR) 10
(BCMS)
playbooks)
Mechanisms exist to create recurring backups of data, SOtware andjor system images,
lbusiness continuity. such as backup management and disaster recovery, and crisis Jas well as verify the integrity of these backups, to ensure the availabiliy of the data to
Article 21.2(c) NA managemer Y. 'p manag Y. Functional Intersects With Data Backups BCD-11  lsatisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) 5
business continuity, such as backup management and disaste recovery, and cisi Aoplcations analor e e e T o sl lon of Technology Assets)
- g i 112 [Applications andor Services (TAAS) to a known state after a disruption, compromise o
Artcle 21.2(c) A usiness cont Functional Inersects With | AR oery 6| BCD12 gl (TAS) p P 5
Wiechanfsms exist to faciitate the Tmplementation of security, compliance and resiience
lbusiness continuity, such as backup management and disaster recovery, and crisis Security, Compliance & ) e e
Article 21.2(c) A ousiness con Functional subseror | Seeurty. Complance & | covor o 10
T—— echariss ex o csabah, matan and Gssemnate poices standards and
usii inity, su up man: isaster recoven riss ublishing Security, rocedurs compliant and
Arice 21.2) NA usiness contiuity, such e beckup management and disester recovery, and crisls Functionsl | Itersects With | Complance & Resilence | Gov-oz [ o s
9 y Documentation
lbusiness continuity, such as backup management and disaster recovery, and crisis. Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize Security,
Article 21.2(c) NIA . » 9 Y. Functional Intersects With ‘Compliance & Resilience GOV-15  [compliance and resilience practices for each Technology Asset, Application and/or 5
management; Capabilties [service (TAAS) under their control
" R, N N echanisms exist to compel data and/or process owners to select required Security,
article 21.2(¢) m lbusiness continuity, such as backup management and disaster recovery, and crisis Functional Intersects With Select Controls GOv-15.1  [compliance and resilience controls for each Technology Asset, Application and/or Service s
[management; |(TAAS) under their control.
Mechanisms exist to compel data and/or process owners to implement required securlty,
Article 21.2(c) N/A b“:";egf coninuity. such as backup management and disaster recovery, and crisis Functional Intersects With Implement Controls GOV-15.2  [compliance and resilience controls for each Technology Asset, Application and/or Service B
management; |(TAAS) under their control
Wiechanfsms exist to faciitate the Tmplementation of security, compiance and resiience
avtice 2120) m lsupply chain security, including security-related aspects concerning the relationships Functional Subset Of Security, Compliance & | cou1 |governance controle. P ¥ comp! 10
: between each entity and its direct suppliers or service providers; Resilience Program (SCRP)
e secor Wiechanfsms exist to estabiish, malntain and disseminate policies, standards and
supply chain security, including security-related aspects concerning the relationships. ublishing Security, rocedures necessary for sectire, compliant and resilient capabiltes.
Article 21.2(d) A bl chaln securly, Inclading security related aspects concern Functional Intersects With | Compliance & Resilience | GOV-02 5
Documentation
Operatinalizg Secury: Mechanisms exist to compel Gata and/or process owners to operationalize security,
supply chain security, including security-related aspects concerning the relationships.
Article 21.2(d] N/A oply Y, 9 i “ 9 s Functional Intersects With Compliance & Resilience: GOV-15  [compliance and resilience practices for each Technology Asset, Application and/or 5
) u lbetween each entity and its direct suppliers or service providers; B et [Sarvice (TAAS) under their control.
[Mechanisms exist to compel data and/or process owners to select required security,
rticle supply chain secury,including securty.related aspecs concerning th relatonships unctional Intersects Wit elect Controls. lcompliance and resilience controls for each Technology Asset, Application andor Service
Avicle 212(6) A R e o it i s et supiere o sesuice provider Functional | tersects With Select Cotrol Gov-1s.1  [compliance and resience ay Asset, Anp i 5
Mechanisms exist to compel data and/or process owners to implement required Securly.
Article 21.2(d) NiA jsupPly cham:e(utr;ty, '”ﬂ"f“g”’ SR related aspects eraing the relationships Functional Intersects With Implement Controls GOV-15.2  |[compliance and resilience controls for each Technology Asset, Application and/or Service s
etween each entity and its direct suppliers or service provider AR
Supply chain security, including security-related aspects concerning the relationships Mechanisms exist to faclitate the Implementation of strategic, aperational and tactical
Article 21.2(d) e lbetween each entity and its direct suppliers or service providers: Functional Intersects With _ | Risk Management Program | RSK-01 ik management controls. s
fechanisms exist to develop a plan for Supply Chain RIsk Management (SCRM)
Jassociated with the development, acquisition, maintenance and disposal of Technology
supply chain security, including security-related aspects concerning the relationships " Supply Chain Risk 00 |Assets. Applications and/or Services (TAAS). including documenting selected mitigating
Article 21.2(d) R lbetween each entity and its direct suppliers or service providers; Functional Intersects WIth | yanagement (SCRM) Plan | RSK09 220 S PG monitoring performance against those plans 5
article 212@) o sy il Secuty. i securty elaed aspecs oncerting the eatioships ronctiona! tersecs Wit | Thirdparty Management | te01 |eCRaTSMS 6xist o acilate the Implementaton of trd-party managerment controls S
Mechanisms exist to
e N @ rlated aspect e reltionsh i sk (1) Evaluate security isks and threats associated with Technology Assets, Applications
Article 21,206 n uppy chainsecuriy, includingsecury selated sspects concening te reladonshis Functiona! tersects With pply Chain Ris} Towos o Senvices (TALS) sl chm. and 5
@ N oetieen cach enity and fs divect auppers o envice providers Manggement (scam) (2) Take appropriate remediation actions to minimize the organization's exposre to
nooe ek o treate, o5 nevcssary
Fechaniems exs o faclate e mplementation o securty,complance and resfence
security in network and information systems acquisition, development and maintenance, Security, Compliance & ) T e
Article 21.2(e) WA lincluding vulnerability handling and disclosure; Functional b Resilience Program (SCRP) Gov-o1 - Iof 10
PR— Fiecharis exi o ecobieh, maltan, and Gseminate poices, sondards and
rity in network and information systems acquisition, development and maintenance, ublishing Security, lprocedures necessary for secure, compliant and resilient capabilities
Article 21.2(e) NiA b Functional Intersects With | Compliance & Resilience | GOV-02 5
including vulnerability handiing and disclosure; pliance & Resil
Operationalizing Securly, Mechanisms exist to compel data and/or process owners to operationalize security,
Arice 21.2(0) A securty in networ and nformation systems acquisiton, development and mNENaNCe, | funcional | Itersects With | Compliance & Resiience | | GOV-15 [compliance and resience practices for each Technology ASset, Appication andor s
including vulnerability handling and disclosure; Capabilties [service (TAAS) under their control.
Mechanisms exist to compel data andjor process oWners (o Select required securlty,
including vuinerability handiing and disclosure; |(TAAS) under their control
Wiechanfsms exist to compel data andjor process owners to Tmplement required Securly,
: including vulnerability handiing and disclosure; Pttt
Securlty In network and information systems acquisition, development and maintenance, Fechanisme ext 0 develop, dsseminte,review & updote procedures o acliare the
Article 21.2(e) ] including vuinerability handling and disclosure: Functional Intersects With | Maintenance Operations |  MNT-01 intenance controls across the enterprise. s
) security in network and information systems a(qmsmon Gevelopment and maintenance, | Network Security Contrals Mechanisms exist to develop, govern & update procedures to faciitate the
Article 21.2(e) e including vulnerability handling and disclosure: Functional Intersects With (nsC) NET-01 _ Jmplementation of Network Security Controls (NSC) >
chanisms exst to faciltate the iImplementation of tallored development and
security in network and information systems acquisition, development and maintenance, ITechnolagy Development & ) o e ot et e o o s
Article 21.2(e) A o an Information systerns oc Functional Intersects With o Dol TDAO1  [acquisition strategies, contract tools and procurement methods to meet unique business 5
article 21.2(0) - [Security in network and information systems acquisition, development and maintenance, Functional Intersects With | Third-party Management |  TPmoz _|'eChanisms exit to facltate the implementation of thira-party managerment controls S
lincluding vulnerability handling and disclosure; H 5
Vunerabilly & patch Fiecharisms oxi o aciiate the mplementatin and montarng o vaerabiy
security in network and information systems acquisition, development and maintenance,
Article 21.2(e) A securty in network ystems Functional Intersects With ment Program |  VPM.01 [management control 5
cluding vuinerability handling and disclosure; PPy
fechanisms exist to faciltate the implementation of securty, complance and resiTence
; policies and procedures to assess the effectiveness of cybersecurity risk- management Security, Compliance & ) e e
Article 21.2(1) A policies an Functional subseror | Seeurty. Complionce & | cov-or b 10
Mechanisms exist to algn securlty, compliance and resilience capabillies with business
olicies and procedures to assess the effectiveness of cybersecurity risk- management Steering Committee & requirements through a steering committee or advisory board, comprised of
Article 21.2(7) NiA oo o ! Yy 9 Functional Intersects With Program Oversight GOV-01.1 (ybevse(unl\/ data protection and business executives, which meets formally and on a 5
regular basi
FR—— Mechanisms exist to establish, maintain and disseminate policies. standards and
olicies and procedures to assess the effectiveness of cybersecurity risk-managemen ublishing Security, rocedures compliant and
Artcle 21.2(1) A policies and procedures t the effecti feybe ty isk-management Functional Intersects With | Compliance & Resilience | Gov-02 | 5
d Documentation
article 21200 — plicies an procedures 0 3sses the efecivenes o cybersecury sk mansgement ronctont Itersects Wi | Measuresof Pertormance | Gov-as [ Jechatots 3o devlep repartand mokor Securty, Comalance & Reslence B
Operationalizing Security, Mechanisms exist to compel data andjor process owners to operationallze security
Article 21.2() NA pollcles and procedures to pssess the effectiveness of cybersecuriy risk-management Functional Intersects With | Compliance & Resilience | GOV-15  |compliance and resilience practices for each Technology Asset, Application and/or 5
[measures; Capabilities IService (TAAS) under their control.
Wiechanfsms exist to compel data andjor process owners to Select required Securi
Article 21.2(1) NiA jpolicies and procedures to assess the effectiveness of cybersecurity risk-management Functional Intersects With Select Controls. GOV-15.1  [compliance and resilince controls for each Technology Asset, Application and/or Service 5
[measures; (TAAS) under their control.
; oo o - Mechanisms exist to compel Gata and/or process owners to Implement required securiy,
Article 21.2(1) A policies and procedures to assess the effectiveness of cybersecurity risk-management Funetional Intersects With Implement Controls | GOV-15.2 [compliance and resilience controls for each Technology Asset, Application and/or Service 5
[measures; (TAAS) under their control.
y lpolicies and procedures to assess the effectiveness of cybersecurity risk-management o orsocts it | Riok Mamagement Proaram Mechanisms exist to faclitate the Implementation of strategic, operational and tactical
Article 21.2(1) A sures; Functional Intersects With | Risk Management Program | Rsicor.  [{echaniems exstto facl 5
P— Frfims et o aclats e mplementaton o ecury,complance and reserce
. . - jovernance controls.
Article 21.2(g) A lbasic cyber hygiene practices and cybersecuriy training: Functional subseror | Seeury. Complance & | covor o 10
Wiechanisms X/t to establish, maintain and disseminate poicies. standards and
publishing Security, rocedures necessary for secre, compliant and resilient capabilies.
Article 21.2(q) A Ibasic eyber hygiene practices and cybersecuriy training; Functional Intersects With | Compliance & Resilience | GOV-02 5
Documentation
Operationalizing Securly, Mechanisms exist to compel Gata and/or process owners to operationalize security,
Article 21.2(g) A Ibasic cyber hygiene practices and cybersecuriy training; Functional Intersects With | Compliance & Resilience | GOV-15  |compliance and resilience practices for each Technology Asset, Application and/or s
apabilties [service (TAAS) under their control
[Mechanisms exist to compel data and/or process owners to select required security,
Article 21.2(g) A Ibasic cyber hygiene practices and cybersecurity training; Functional Intersects With Select Controls GOV-15.1  [compliance and resilience contrals for each Technology Asset, Application and/or Service 5
|(TARS) under their control.
Mechanisms exist to compel data and/or process owners to Implement required Securly.
Article 21.2(q) A lasic cyber hygiene practices and cybersecurity trining; Functional Intersects With implement Contros | GOV-15.2 _ fcomplance an resince conrosfor each Technology Asse,Applicaton anlorService 5
under their contro
Security, Compliance & Mechanisms exist to facilitate the Implementation of secUrity worklorce development
Article 21.2(0) A lbasic cyber hygiene practices and cybersecuriy training; Functional Intersects With Resillence-Minded SAT.01  [and awareness controls. s
Workforce
Wiechanfsms exist to facitate the Tmplementation of CrypLographic protections Contrals
Article 21.2() A pliiesand procedures regarding th use of ryptography and, where appropriae Functional Intersects witn | Use f Cryptagraphic CRY-01  |using known public standards and trusted cryptographic technologies. s
Mechanisms exist to Tacitate the Implementation of security, compliance and resiience
) policies and procedures regarding the use of cryptography and, where appropriate, et N Security, Compliance & ) T el
Article 21.2(h) NIA lencryption; Functional Subset Of Resmen(e Program (SCRP) GOV-01 [o¢ 10
PR— Mechanisms exist to establish, maintain and disseminate policies, standards and
icies an res regardin raphy and, where appropri ublishing Security, rocedures necessary for secure, compliant and resilient capabiliies.
Aticle 21.200) " poices and procedures regarding the use of cryptography and. where appropriate Functional | Itersects With | Complance & Resilence |  Gov-02  |” d v ” s
YRt Documentation
Operationalizing Securty, Mechanisms exist to compel data and/or process owners to operationalize security,
Article 21.2(h) N/A [policies and procedures regarding the use of cryptography and, where appropriate, Functional Intersects With | Compliance & Resilience | GOV-15 [compliance and resilience practices for each Technology Asset, Application and/or 5
prion: Capabilities. [Service (TAAS) under their control.
Mechanisms exist to compel data andjor process owners (o Select required securly,
artcle 21.2(0) n polices and procedures regarding th use of rypography and, where approprise, Functional Intersects With Select Controls G0v-15.1 compance an resiience conirosfor each Technology Asse, Applicaton andlor Senvice s
ion; (TAAS) under their control
Wiechanfsms exist to compel data andjor process owners to Tmplement required Securly,
Article 21.2(h) NA pohcmi and procedures regarding the use of cryptography and, where appropriate, Functional Intersects With Implement Controls GOV-15.2  [compliance and resilience controls for each Technology Asset, Application andjor Service 5
lencryption; |(TAAS) under their control
Article 21.2(1) A Inuman resources security, access control policies and asset management; Functional Intersects With Asset Governance AT 0L e e aamant comrgre. Monegement (TAM) program to implement and 5
Mechanisms exist to pevfmm ventories o Techmaiogy Rt Aopicatons Serices
endlorData (TA4SD)
1 Accurately refects he current TARSD in
(2 oantines avtnoised sovware predace, incuding busiess justifction dtais
i n King and
arice 2120) A Iuman resources security, access control pofices and asset management; Functional | itersects with | AssetInventories stz izt :,;ﬁ;;:;:;g:“‘a”;vggﬁgmfg;:;:zf:gg; trocking ond reporting s
erty accountabil
b avalabe for review and audi by designated orgarizationa personnel
ey, Compliance & Fechanisms exs o faclate (e mplementation of securty,complance and resfence
Article 21.2(i) NiA Ihuman resources security, access control policies and asset management; Functional Subset Of oo oo ey | GOV-01 fgovernance cont 10
Mechanisms exist to establish, maintain and disseminate policies, standards and
Publishing Security. rocedures necessary for secure, compliant and resilient capabilfes.
Article 21.2(i) NiA Ihuman resources security, access control policies and asset management; Functional Intersects With | Compliance & Resilience | ~ GOV-02 B
Documentation
Gperationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize security,
Article 21.2(1) N/A lhuman resources security, access control policies and asset management; Functional Intersects With | Compliance & Resilience | ~GOV-15 [compliance and resilience practices for each Technology Asset, Application and/or B
Capabilties. [Service (TAAS) under their cantrol
Wiechanfsms exist to compel data and/or ProCEss owners o Selec required Secury
Article 21.201) A Inuman resources security, access control policies and asset management; Functional Intersects With Select Controls G0v-15.1 comllance and reience contols for each Technology Aset. Aplction andlor Srice s
(TAAS) under their control
hanfsms exist fo compel data and/or process owners to Tmplement required Securly,
Article 21.2() A Inuman resources security, access control policies and asset management; Functional Intersects With implement Controls | GOV-15.2  [compliance and resilience controls for each Technology Asset. Application andor Service 5

|[TAAS) under their control.

Secure Controls Framework (SCF)

20f5



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

EU NIS2 Directive

SCF Control

TRM
Relationship

Secure Controls Framework (SCF)
Control Description

trength of
Relationship

version 2026.1_x000a_03/27/2026

Mechanisms exist to facilitate the implementation of personnel security controls,

Article 21.20) NA human resources securty, access control policies and asset management; Functional | tersects witn | Homn Reseurces securty | yps 0 s
actice 21200 A Iuman resources securty, access control palicies and asset management Functional | Intersects with dontity & Accose cor  [nechansms exit o facitote fe implementation of identiication and access s
[the use of multi-factor authentication or continuous authentication solutions, secured Security, Compliance & [Mechanisms exist lﬂ facilitate the implementation of security, compliance and resilience
Article 21.2(j) NIA |voice, video and text communications and secured emergency communication systems Functional Subset Of Y. L GOV-01 [governance control 10
vithin the entiy. where appropriate. Resiience Program (SCRP)
Fechanrsms ex7t o establih, maimtain and disseminate policies. sandards and
he use of mult-actor authentication or continuous authentication solutons, secure Publishing Securl e A A R
Artice 21.20) NA e video and o commumicatons and secuad emeroency communcaton ysems Functional | Intersects With | Compllance & hesilence | Gov-02 s
ithin the entiy, where appropriate. Bocumentation
the use of MUl actor suthenticaton or continuouS auhentcation solatons, SeCure Gperationalizig Securiy, Wechanisms ex7t fo Compel Gata and/or process owners Eo operafionalize Securiy,
Article 21.2(j) NIA |voice, video and text commum(almns and secured emergency communication sys(ems Functional Intersects With ‘Compliance & Resilience: GOV-15  [compliance and resilience practices for each Technology Asset, Application and/or 5
Within the entiy. where appropri apabiities [Service (TARS) under their control.
e use of mult-factor authentication or confinuous authentication Solutions, secured WechanTsms Gxit o compeT Gata andlar Process owners 1 select equred Securty.
Article 212 A voice video and text communications and secured smergency communication systems Functional | Intersects With Select Controls GOV-15.1 compllance and resilence controls for each Technology Asset, Applcation andlor Service s
0 rgency ¥
Within the entity. where appropriate: [(TARS) under ther control.
ehe use of mult-facto authentication o continuous authentication soutions, secured Fechanisms exist fo compel Gata and/or process owners to TmpIement requied securty.
Article 21.2(j) N/A |voice, video and text communications and secured emergency communication systems Functional Intersects With Implement Controls. GOV-15.2  [compliance and resilience controls for each Technology Asset, Application and/or Service 5
Vithin the entity. where appropriate, [(TAAS) under their control
the use of mult-factor authentication or continuous authentication salutons, secured oy & e Fichanfss ot o acltate e Implementatior of Gerthcation nd accss
Article 21.2()) NA \voice, video and text communications and secured emergency communication systems Functional Intersects With Manegerent G 1AC-01  [management control 5
Vithin the entity. where apprapriate,
[Automated me:hamsms exnst to enforce Multi-Factor Authentication (MFA) for:
(1) Remote network a
((2) Third-party Technﬂ\oq‘/ Assets, Applications and/jor Services (TAAS); and/ or
he use of mui-facto authentication of continuous authentication olutions, secured  Authenti
Article 21.2()) NA \voice, video and text communications and secured emergency communication systems Functional Intersects witn | Multi-Factor Authentication | 3 g |(3) Non-console access to critical TAAS that store, transmit andor process s
|within the entity, where appropriate. (MFA) data.
echansms o7 o assess Securly, compliance and resTTence controls T systery
e tate shalleuro that,when conidering which messurs eforad o project development o Getermine e extent to which the controls are implemented
paragraph 2, oint (d), of tis Aicie are appropriate, enties take into accou Correcty. operating as intended and procucing the Gesired outcome with respec to
pecific to each direct Supnl\er and service prov\der and the overa\l Quall(y Security, Compliance & [meeting the requirements.
icle ts and ractic g service providers, including unctional Intersects Wit esilience In Project -
Artice 213 NA i Secure devaopment prcasures Member Statcs shalllso aeure that when Functional | Itersects With | " Resilence n Poject | PR-04 s
mns\kderm which measures refe;red to in that point are appropriate, entities :vs rell\:\red 9
o ake Into account the result of he coordinated security 1Sk assessments of critca
sUpy chains caried out n accordance with Aricle 22(1)
Wechartsis exit o dentify CHcaT system Components and functions by performing 3
Member States shall ensure that, when considering which measures rferred to in critcaity analysis fo crtical Technology Assets, Applications and/or Services (TAAS) at
paragraph 2. pint (d), of this Arcie are appropriate, entes take into account th ore-defined decision points i the Secure Deveiopment Lie Cycle (SDLC)
eI s o cachrect Saler s sniceprvier nd e overl ust Securty, Compliance &
Article 213 g e evclopment pocadures Hamber Stnca anal sles onouts tt. when 0 | Functonal | Intersects with | Resilence Reguirements | PRI-05 s
considering which messures referred to i haf point are approprate, entics are required
o take Ino account the result of the coordinated securlty NSk sssessments of crica
sUpply chains caried out n accordance with Arice 22(1
Wechanisms exit 1o nsure changes to Technology ASSets, AppIcations andjor Services
Member States shall ensure that, when considering which measures referred to in (TARS) within the Secure Development Lite Cycle (SDLC) are controlld through formal
paragraph 2, point (@), of this Aicie are appropriate, enties take into account the lchange control pocedures
Vainerabillies speciic o each direct suppiIe and service provider and the averall quality
o rodct and ¢ bersecrty racces o thei suppiersandservice rovdrs, incudng Secure Development Life y
Article 21.3 Gz [their secure development procedures. Member States. shal\ a\so ensure that, wi Functional Intersects With Cycle (SDLC) Management PRIM-07 s
considering which measures referre o n that pont are approprate, eniies are required
o take In account the result of the coordinated security NSk sssessments ofcrica
sUpply chains caried out n accordance with Aricle 22(1)
Wechansms exit o develop 3 plan Tor Supply Chain Rk Management (SCRH]
Member States shal ensure that, when considering which measures referred to in lssociated with he development, acauislton. maintenance and isposal of Technology
paraqrapn 2. pont ), of this Aricie are appropiate, entities take ko account th [Asseis, Appications and/or Services (TAAS). including documenting selected mitigating
Vainerabillis specifc o each direct suppiie and service provider and the overall quality Jactions and monitoring performance against those pians
Ao 213 A s snd orsctty proctces o ek upplers ang s provers S | puciona | s win | SEOCRNRSE | s s
considering which measures refered to i thal point are approprate, entiies are reuired
o take into account the results of the coordinated security ek assessments of crtcal
SUpply chains carried out in accordance with Aricle 22(1)
Wechanrsms exit to aciiare e implementation oftalored development and
e tates sl enuro that, when conidering ich messures efered o i lacaulstion srategies. contract ools and procurement metnods fo meet unidue business
paragraph 2, point (4, of this Aicie are appropriste. entiies take ito account necds
Finerbied st to cach et Sl a1 s provier and e overal auaiy
e e ac L — tersects win [ Technoloay Development & y
Article 21.3 e thenr secure develoument protedures Member States. shal\ a\su ensure that, Functional It ts With Acquisition ToA01 s
considerng wich measurs eered o n tat pot are ppropriate, enles are rem:wred
o take into account the results of the coordinated security ik assessments of crtca
sUpply chains arried out n accordance with Aricle 22(1)
Wecharisms exit o develop applcations based on Secure Software Development
Member States shall ensure that, when considering which measures referred to in Practices (5507)
paragraph 2, point (e, of this Aicie are appropriate, enties take into accoun the
eI socic o cach vt Saler s seiceprvier nd e overl ust cure Software
Article 21.3 NA of products developmm iy proctices ofthlr supplers and service providers, ncudng | uncional | intersects With | Development Practices | TOA0S s
[considering which measures referred to in that point are appropriate, entities are required SDP)
o take In account the result of the coordinated Securlty NSk assessments of crica
sUpply chains carried out in accordance with Arice 22(1
Fechanisms exit to aciiate the Implementation of Erd-party management cantrrs
Member States shall ensure that, when considering which measures rferred to in
paragraph 2, point (@), of this Aicie are appropiate, entiles take into account the
Vaineraiillies speciic o each direct suppiIe and service provider and the averall quality
o rodct and ¢ bersecrty racices o el suppliersandservice rovdrs, incuding ; y y
Article 21.3 A e ket Functional | Intersects With | Third-party Management | TPM-01 5
considering which measures referred o n that pont are approprate, eniies are required
o take Int account the result of the coordinated security NSk assessments o crica
sUpply chains caried out n accordance with Article 22(1)
echanTsms Sxt o malnTal 3 CUrren, Sccurate and complete Tt of EXternal Service
IMember States shall ensure that, when considering which measures referred to in lProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
paraqrapn 2. point ), of this Aricie are appropiate, enttes take ko account th lancior Safety (CIAS) of the organization's Technology Assets, Applcations, Serices
Vainerabillis specifc o each direct suppiie and service provider and the overall quality fandlor Data (TAASD).
Article 213 T o products and cybersscurty practices ofthlr supplers and srvice providers, ncucing Functional Intersects With | Third-party Inventories |  TPM-0L1 s
[their secure development procedures. Member shall also ensure that, when Y
Consizering WHh TaGasurLs rerred 0 hek pOT:are approprate, ntii are required
o take into account the results of the coordinated securty ek assessments of crtcal
Isupply chains carried out in accordance with Article 22(1).
[Mechanisms exist to identify, prioritize and assess suppliers and partners’ nf crm:al
e tates shallenuro that, when conidering hich messures efere o i [Technoloy Assets, Applications andior Services (TARS) using  Supply chai
paragraph 2, point (d), of this Arcle are appropriate, entie take nto account 1 ocesimen process aativeto he mporance i supborimg e Gelety of moh-value
inersbilics pecic o cachdrec upplran seice rovidr and e overal iy ervices.
s N | s tersects wi Third-party Critcalty y
Article 21.3 e thenr secure develonment Drotedures Member States. shal\ a\sn ensure that, Functional Int ts With Assessments TPM-02 s
considerng wich mesures reered o n that pont are ppropriate et are reqmred
o take into account theresults of the coordinated securty sk assessments of crtcal
sUppy chains carried out in accordance with Aricle 22(1).
Wechansms exitto
Member States shall ensure that, when considering which measures referred to in (1) Evaluate securiy risks and threats associated with Technolagy Assets, Applications
pararaph 2. pont (@), of this Aicie re appropiate, enties take ino account th lncior Services (TAAS) supply chains; and
vulnerabiltes specifc to each direct suplier and service provider and the overall quamy [i2) Take appropriate remediation actions to minimize the organization's exposure to
of ractices of ther Service providers,incudin upply Chain Risk o5 |fhose risks and threats, as necessary.
Article 21.3 2 [their secure developmen( procedures. Member Sta[es shall A\so ensure that, when Functional Intersects With Managemen( (SCRM) TPM-03 5
considering which measures referred to i that point are approprate, entites are required
o take in account the result of the coordinated security NSk assessments of crica
sUpply chains caried out n accordance with Arice 22(1
Wechansms exist o Uilze tallored GEauITion Srategies. contract ool and
Member States shall ensure that, when considering which measures referred to in rocurement methods for he purchase of Uniue Technology Assets, Applcations and/or
paragraph 2, point (@), of this Aicie are appropriate, enties take into account the Benices (TAxS)
Vaineraiilties speciic o each direct suppi1e and service provider and the averall quality
of products and cybersecurty practices af theif Supplirs and service providers, inciuding 1 caisition Strateaies, Tools| oy
Article 21.3 Lz [their secure development procedures. Member States shal\ a\so ensure that, wher Functional Intersects With & Methods TPM-03.1 s
considering Which meas.res referred o n that pont are approprate, eniies are required
o take ino account the result of the coordinated security NSk assessments o crica
sUpply chains caried out n accordance with Aricle 22(1).
Pichantres ot Uiz secuty afeouard o it o ot Svereares
Member States shall ensure that, when considering which measures referred to in [Who identity and target the arganizaton's supply cha
paraqrapn 2 point ), of this Aricie are appropiate, enttes take ko account th
Vainerabilis specifc o each irect suppile and service provider and the overall quality
Avtcle 21.3 A of products and cubersecurity pracices of ther suppliers and service providers, Incuding | runcuional | intersects with | Limi potental arm | TM05.2 s
considering Which measUres referred o n that point are approprate, enties are required
ake I account he result of the coordinated security HsK assessments o crica
lsupply chains carried out in accordance with Article 22(1).
Wechanisms exit fo 3ddress [dentiied weaknesses or defciencies i The securiy of e
e tates shallensure that, when conidering hich messures efered o i lsupply chain
paragraph 2, point (d), of this Arcle are appropriate, enties take nto account 1
i o eah et sl andseice prader and Ere veral aualty
s and G senvce provders ncuing Processes To Address
Article 21.3 e lhenr secure development Dro(edures Member States. shal\ also ensure that Functional Intersects With  \\yeaknesses or Deficiencies| TPM03-3 s
consrierg Whih e et ntat pont e appoprats, et re req\:\red
o take into account the results of the coordinated securty sk assessments of crtca
sUpply chains arried out in accordance with Aricle 22(1).
Wechanisms exit to migate the ke associated wih T party 3cCess to the
Member States shall ensure that, when considering which measures referred to in lorganization's Technology Assets. Applcations, Servces andior Data (TAASD).
agraph 2. point (), of this Article are appropriate, entites take into account the
inerabic? speciic o each rec uppler an seniceprovide and to overal quaity
of ractices of thelr suppiers and service providers, Inluding
Article 21.3 2 [their secure developmen( procedures. Membev States shall also ensure that, when Functional Intersects With Third-Party Services TPM-04 5
considering which measures referred to i that point are approprate, entites are required
o take In account the result of the coordinated security NSk assessments ofcrica
sUpply chains caried out in accordance with Arice 22(1
Fechanisms exit fo conduct a sk assessment prio to The 3cquision or outsaurcing of
Member States shall ensure that, when considering which measures rferred to in Kechnology.related Technolagy Assets, Applcations and/or Services (TAAS)
paragraph 2, point (6, of this Aicie are appropriate, nties take into account the
Rt cach drect oltr ¢ seiviceprvider nd e overl usiy
o rodcts an ¢ bersecty racices o tersuplersand servie provders, ; Thirc-Party Risk y
Article 21.3 e [their secure development procedures. Member States shall also ensure that, wher Functional Intersects With Assessments & Approvals TPM-04.1 s
considering Which measures referred o n that pont are approprate, eniies are required
o take Ino account the result of the coordinated security HsK assessments o crica
sUpply chains caried out n accordance with Aricle 22(1).
Fecharires ot o et e Tcaton o ot roceEAo/earaoe Based on
Member States shall ensure that, when considering which measures referred to in business requiremen
poragraph 5 ok 4 of s Aricie e approprate,eniestke i sccount he
Vainerabilis specic o each direct suppile and service provider and the overall auality
& cto e and ! Third-Party Processing,
Avtcle 21.3 A ofproducts and cybersecurity practices of their suppliers and service providers, including. | yncional | intersects with | Storage and Service | TPM-04.4 s
lconsidering which measures referred to in that point are appropriate, entities ave vellmved ation:
ke I account he result of the coordinted security HsK assessments o crica
lsupply chains carried out in accordance with Article 22(1).
Rarlsms ex/st o require Comtractual requirements for spAicable securly,compliance
e tates shallensure that, when considering hich messures efered o i Jan esilience reguirements with thrd-partes. efleting the organization’s needs to
paragraph 2, pont (d), of this Arcle are appropriate, enties take nto account U rotectts Technology Assets. Applcations. Services and/or Data (TAASD).
inersilics pecic o eachdrect upplran seice roidr and Ere veral aualty
Article 21.3 NIA e P uwders lncludlnq Functional Intersects With Third-Party Contract TPM-05 5

e setare Gevelopman pracaaures Herper Strod Shal slas encute
considering which measures refered to n that pont are approprate, enities are required
Jto take into account the results of the coordinated security risk assessments of critical
lsupply chains carried out in accordance with Article 22(1).
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IMember States shall ensure that, when considering which measures referred to in

[paragraph 2, point (d), of this Article are appropriate, entities take into account the

inerabitiesspecc o eachdirect supplier and service rovider and the overal quaity
ctices of their service providers, incl

Contract Flow-Down

Mechapisms exitto ensure apicable secury, compllance and resfience requlrements
Jore included in contracts that flow-down to appiicable sub-contractors and supplier

Article 21.3 2 lhelv secure developmen( procedures. Member Sta[es shall A\so ensure that, when Functional Intersects With Requirements TPM-05.2 5
considering which measures referred to in thaf point are appropriate, entities are required
o take into account the results of the coordinated security fis assessments of citical
SUpply chains carried out in accordance with Arice 22(1).
Wiechanisms exist to document and mainiain 3 Responsible, ACCountable, Suppartive,
IMember States shall ensure that, when considering which measures referred to in (Consulted & nformed (RASCI) matri. o similar documenation,t delnate assignment
paragraph 2 poit (). oftis Acle re approprite, eniesfake into acourt tne forsecury camplance and resiience coirols between éena takehldersona
Vulnerabiltics specific to each direct supplier and service provider and the overall auality Responsible, Accountabie xternal Service Providers
of products and cybersecuriy practices of el Supplers ond Service providers, incluing : g
Article 21.3 A of productsand cytersecury practic uppliers and service pr Functional inersecs wih | supporive, Consueg & | Tp1405.4 5
[considering which measures referred to .7 it are appropriate, entities are fequired informed (RASCI) Matrix
o okt 1t account th reeute of e coordinatad securoy Hev nesesoments of e
supply chains carried out in accordance with Article 22(1).
Wiechanisms exist o perform recurring validation of the Responsible, ACCountable.
Member sttesshaensure that, when considering which measures eferred o n [Supportive, Consulted & Informed (RASCI) matix, or simil entation, to ensure
paragraph 2, point (d), of this Aricle are appropriate, entites take into account t lsecurity. compliance and resilience control assignments accurately reflect current:
eimerabi shecint 1o Soch et suppiar and Sees prowider and e averah aualty (1) Contractual obligations for the External Service Provider (ESP):
Aticle 21.3 R ?;S:Z‘lii‘é”u"fv35;:5&“,?5&?52?%1’%"i'r' i '!,:EWZ'?V‘“" 49 | Functional Inersects with | Thir-party Scope Review | Temos.5 [5) AU PR o s
considering which measures referred to in that point are appropriate, entites are required () DapleyeTochneiogy Acsets Applicatons andor Services (TAAS)
£ take intg account th resultsof he coordinated security ik assessments of crtcal
supply chains carried out in accordance vith Artcle 22(1)
Wechanisms exit to obiain a FIrsk-Party Deciaralion(1PD) from appicable External
emberstotes sl ensre hat,when considering wich measuresrefered o [Service Providers (ESPs) that provides assurance of compliance with specified statutory,
raph 2, point (d), of this Arcie are appropriate, entites take into account th reguiatory and contractual obligations for security, compliance and resiience controls,
ainerabities spe(\ﬁ( o cachdrectsuplie and snice reder on e veralaulty including any flow down requirements to subcontrac
of ractices ond service provides, nclu First.party Declaration
Article 21.3 e [their secure develonmenl procedures. Member States shall also ensure that, wi Functional Intersects With (1PD) TPM-05.6 s
Considering Whih raaacuria e . thet pO are approprte, antiies are required
o take into account the resuts of the coordinated security isk assessments of critical
supply chains carried out in accordance with Article 22(1).
Wiechanisms exit to include “break clauses” WIthin Contracts for falure to meet contract
IMember States shall ensure that, when considering which measures referred to in lriteria for securty. compliance andor resilience controls
lparagrapn 2. point (d), of this Article are approprate, entities take into account the
[ierabies specitc toeach irect supplier and seice provider and e ovralquaity
ctices of their service providers,
Article 21.3 2 lhelv secure developmen( procedures. Member Sta[es shall 3\50 ensure that, whe " Functional Intersects With Break Clauses TPM-05.7 5
considering which measures referred to in thaf point are appropriate, entities are required
o take Into account the results of the coordinated secrity risk assessments of critical
supply chains carried out in accordance vith Aricle 22(1)
FrecaTeme X5t coniol bl SeeuTty requTements neuding secury 195 a1
MemberSttesshall ensre that,when considring which measures rfered o1 responsibilies for third-party pro
parograph 2, pin (), oftris Arice are approprate, entiestake o account e
amerabies Specind to cach Aect Supplor andschce provider one the averah quality
of products and cybersecuriy practices of i supplersand snvice providers, ncuing Third-Party Personnel
Article 21.3 2 [their secure development procedures. tates shall also ensure Functional Intersects With Security TPM-06 5
consiaering which measures referfed o in tha paint are approprate, entites are required
o ok it account th recute of e coordinatad secuoy Hev nesecomnts of el
supply chains carried out in accordance with Article 22(1).
Wiechanisms exist t monfor. reguIarly review and assess EXternal Sevice Providers
Member tates shall ensur that, when coniderng which measures efered to |(ESPs) for compliance with established contractual requirements for security, compliance
ragraph 2, point (d), of this Aricle are appropriate, entiies take into Jand resilience controls
eeraia2 cpecind  sach G sopie and series prawle ong i averal quality
Avticle 213 R i’;S:"s‘l“fulfeau"fv3;’;:5&“S'mi’fg?u(fé?iafni"i'r' St il los arsata et when "9 | Functional mtersects with | REVNIITRIRAS | vpu-op s
considering which measures referred to in that point are appropriate, entites are required
£ take intg account th resuts of he coordinated Sy Tk ssessments ofcria
supply chaims caried out in accordance with Artcle 22(1)
Wiechanisms exis to address weaknesses or deciencies T supply cham elemants
IMember States shall ensure that, when considering which measures referred to in identified during independent or organizational assessments of such elements.
raph 2, point (d), of this Article are appropriate, entites take into account th
inerebiiesspeiic tocachdrect suplier and snvice raider on e overalaulty
of ractices and service provi Third-party Deficienc
Aricie21.3 A o Secore vempment procedures, Membet SHnes ah also croure hats Functional | ntersects With Remediaton | P09 s
Coneidering Whih raaacuria e . thet pOM are approprate, anties are required
o take into account the resuts of the coordinated security isk assessments of critical
supply chains carried out in accordance with Article 22(1).
Wiechanisms exit to control changes to services by suppliers, taking info account the
IMember States shall ensure that, when considering which measures referred to in lriticality of business Technology Assets, Applications, Services andfor Data (TAASD) that]
lparagraph 2. point (d), of this Article are appropriate, entites take into account the Jare in scope by the third-party.
inerabiliesspecfc o eachdirect suppier and senice providr and the veral auaty
ctices of their service providers, Managing Changes To
arice 21.3 A e Geveopment pocadures Hamber Stca anall e ottt when 0 | Functonal | - imersectswin | "I | et s
considering which measures referred to in that point are appropriate, entities are required
o take into account the results of the coordinated secrity risk assessments of critical
supply chains carried out in accordance with Aricle 22(1)
Wember Sttes shal encure (atan ety hat s Tt I doss ot conply with e iechanisms exist o document and review InsEances of mon-compliance with STatutory.
Article 21.4 N/A Imeasures provided for in paragraph 2 takes, without undue delay, all necessary, Functional Intersects With | Non-Compliance Oversight [  CPL-01.1  |regulatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
appropriate and Cotrective measures.
Member States shall ensure that an entity that finds that It does not comply with the Threat Analysis & Flaw Mechansms exit (o require system developers and ntegrators to Create and execute 3
Article 2.4 A Imeasures provided for in paragraph 2 takes, without undue delay. all necessary. Functional Intersects With | Remediation During 18004 [securty estng andEvalaton STGE) la, of Simiarproces, o dentiy an remedite s
appropriate and proportionate corrective measures Developm [Raws during developy
Wiechanisms exist to govern [dentified deficencies (2.3, Plan of Action and Miestones
(POR&M) o similar methodology) that formally documents, at & minimum
1) Deficiency tracking number:
2) Applicabl security, compliance and/or resilience control;
) Descrption o the Geficiency(ies):
0 Risk assocated withth defcencyes:
5) Source deficiency’ iertiicton/ ;
Member States shall ensure that an enfity that finds that it does not comly with the Capabilties Deficency 5) Source deficency dentfcation/detection wie:
Aticle 21.4 A messures provided fo I paragraph 2 takes, without undue delay,all necessary, Functional Intersects With e et HO0s o e R (. et o s
9) Planned remedial actions to the deficiencylies):
10) Proposed remediation timeline; and
11) Bispostion statement (e.g. coseout summary).
Member States shall nsure that an enfity that finds that It does nat comply with the Fiechanisms exist © remediate rsks fo an acceptable Tevel
Article 21.4 NA Imessures provided fo in paragraph 2 takes, without undue delay. all necessary Functional Intersects With Risk Remediation RSK-06 s
appropriate and Corrective measures.
iechaniams exit to require system developers and Integrators to develop and
IMember States shall ensure that an enfity that inds that it does not comly with the Developer Threak Analysis implement an ongoing Security Testing and Evaluation (ST&) plan, or similar process, to
Article 2.4 NA Imeasures provided for in paragraph 2 takes, without undue delay, al necessary, Functional Intersects With loper Threat Analy TOALS [ very ety at romediate B ior o reieate 1y produetion s
appropriate and proportionate corrective measures,
Member States shall nsure that an entity thal finds that It does not comply with the raparty Defency Wiechaniams exist to address weaknesses o deficlencles I supply chain elements
Article 21.4 NA measures provided for In paragraph 2 takes, without uncue delay. all necessary. Functional Intersects With e TPM-09  [identified during independent or organizational assessments of such elements. 5
appropriate and proportionate corrective measures,
[Member States shall ensure that an entity that finds that it does not comply with the P T— Wiechanisms exi o ensure that vunerabiliies are properly identiied, fracked and
Article 21.4 NIA Imeasures provided for in paragraph 2 takes, without undue delay, all necessary, Functional Intersects With 4 VPM-02 remediated. 5
lappropriate and proportionate corrective measures.
Member States shall nsure that an entity that finds that It does not comply with the o vomaraa Wiechanisms exis to address new threats and vulnerabilties on an ongaing bass and
Article 21.4 NIA Imeasures provided for in paragrapt es, without undue delay, all necessary, Functional Intersects With Remediation Ac(wmesy VPM-04 [ensure assets are protected against known attacks. 5
appropriate and proportionate corrective méasures
Member States shall ensure that an enfity that finds that It does not comply with the Centraiized Management of Fiechanisms xist o centrally-manage the flaw remediation process.
Article 21.4 A measures provided for i paragraph 2 takes, without undue delay, all necessary, Functional Intersects With Flaw Remediation VPM05.1 s
appropriate and proportionate corrective measures
iechanisms exis to develop, document and maintain secure baseline congurations for
By 17 October 2024, the Comission shall adopt implementing acts laying down the fTechnology Assets, Applications and/or Services (TAAS) that are consistent with industry-
rchmica and the methodolgicl requrements ofthe messures efered o i paragraph 2 laccepted system hardening standards.
regard to DNS service providers, TLD name registries, cloud computing secure Baseline
Article 215 NA roviders dota conire service provider, contant deivery hetwork providers. man Functional Intersects With Ecure Baselne cre-02 5
Cemiceprowiae. maneged scuriy seruce providers. poviders of onin marker poces:
of online search engines and of social networking services platforms, and trust service
providers.
Wiechanisms exist to develop, govern & update procedures fo faciltate the
By 17 October 2024, the Comission shall adopt implementing acts laying down the implementation of Network Security Conrols (NSC)
rchmica and the methodolgicl requrements ofthe messures efered o i paragraph 2
regard to DNS service providers, TLD name registries, cloud compuin
Article 215 NA roviders dota conire Service provider, contant deiwery hetwork provders. mana Functional Intersects with | Network Security Controls | yer.gy 5
Renice proviiere: managed scpurty seruce providers poviders o oniie market poces.
of online search engines and of social networking services platforms, and trust service
providers.
Fecharios ST ocote G memeraton o sy Tecoqzed s,
By 17 October 2024, the Comission shall adopt implementing acts laying down the lcompiiance and resiience practices in the specification, desian, devel
rchmica and the methodolgicl requrements ofthe messures efered o 1 paragraph 2 plomentation ord modieation of Techmoloay Acsers Applistions andor Services
regard to DNS service providers, TLD name registries, cloud computing Secure Engineering (TAaS).
Article 215 NA roviders dota conire Service provider, contant deiwery hetwork providers, man Functional Subset OF re Engine SeA0L 10
Cemice prowiae. maneged scuriy seruce providers. poviders of onin marker poces:
of online search engines and of social networking services platforms, and trust service
providers.
Mechansms exit to Implement and govern processes and documentation to facitate an
response capabilty for and data
Eoch Member sate shall ensure tht essenal and importat enities iy, wihout ndue incidents.
oy, 15 CSRT o, wire appicabl, s competent auhorty i accordancs
aracraph 4 f an Incoent tot has  samhcant mock o the provelon o el services
e elrtat 11 parograph. 3 Clgnincant e dent) Where approprar, aniabn concarne
shall notify, without undue delay. the recipients of their services of significant incidents
Jthat are likely to adversely affect the provision of those services. Each Member State shall
lensure that those entities report, nter alia, any information enabling the CSIRT or, where Incident Response
Article 23.1 NA appicable, the competent authority to determin any cross-border impact of the incident. |  Functional Subset Of dent Respo 1RO-01 10
[The mere act of notification shall not subject the notifying entity to increased liabili P
Where the entities concerned notify the competent authority of a significant incident underl
Jthe fist subparagraph, the Member State shall ensure that that competent authority
[forwards the notification to the CSIRT upon recei
i the case of a cross-border or cross-sectoral significant incident, Member States shall
lensure that their single points of contact are provided in due timé with relevant
information notifed in accordance with paragraph 4
echanfsms exist fo cover
1) Preparation
Eoch Member sate shll ensure tht essenal and important entities notiy.wihout nduc 2) Automated event detection or manual incdent report ntake:
ielay. s CSIRT or. whre apoicale, s competent autforty in accordan
eresragh & of g Incident tae b SionmEant Impact an the proviion o thelr senvices
a5 referred to in paragraph 3 (significant Incident). Where appropriate, entities concerned
shail notify, without undue delay. the recipients of their services of significant incide
fratre el to adversely afect the proviion of those services. Each Member State shall
lensure that those entites report, inter ala, any Information enabling the CSIRT or, where
Article 23.1 NA oppiicable the campetent autnoriy to determine an fof the incident. | Functional Intersects With Incident Handiing 1R0.02 s

t of notification shall not subject the notifying entity to increased liabilty.
[Where the entities concerned notify the competent authority of a significant incident under|
lthe first subparagraph, the Member State shall ensure that that competent author

forwards the notification to the CSIRT upon recei

Inthe case of a cross-border o crosssectoral signficant ncdent, Member Sates shall
lensure that their single points of contact are provided in due time with relevant

formation nouied n accordance ith paracraph 4.
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h Member tate shall ensure that essential and important enties ntity. without undug
delay, its CSIRT or, where applicabe, ts competent authorty in accordan
aratraph 4 f g Incaent it o Slmhcant mpock e provilon o tnir services

 entities report, inter alia, any. enabling the CSIRT or, where

Incident Stakeholder

[Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders;

|i2) Affected clients & third-parties; and

|13) Regulatory authorities.

Article 23.1 A lapplicable, the competent authority to determine any cross-border impact of the incident. | Functional Intersects With 1RO-10 s
of notification shall not subject the notifying entity to increased liability.
Wihere the entfies concemed natfy the compstent authority of a Sgniicant inddent under
the frst subparagraph, the Member State shall ensure that that competent authority
forwards the notification to the CSIRT upon recei
i the case of a cross-border or cross-sectoral significant incident, Member States shll
lensure that thei single points of contact are provided in due timé with relevant
information notified in accordance with paragraph 4
Fischarisms exi o (el eport cidets o appcapie
Where applicable, Member States shall ensure that essential and important entities (1) Internal stakeholder
lcommunicate, without undue delay, to the recipients of their services that are potentially Incident Stakeholder (2) Affected clients & thit-parties; and
Article 23.2 N/A laffected by a significant cyber threat any measures or remedies that those recipients are Functional Intersects With Reporting IRO-10  |(3) Regulatory authorities. 5
able to take in response to that threat. Where appropriate, the entities shallaiso inform
lthose recipients of the significant cyber threat itse
Wiechanfsms exist fo provide cybersecurlty and data protection ncident information o
[Where applicable, Member States shall ensure that essential and important entities lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
lcommunicate, without undue delay, to the recipients of their services that are potentially lorganizations involved in the supply chain for TAAS related to the inciden.
Article 23.2 NA affected by a significant cyber threat any measures or remedies that those recipients are | Functional Intersects With | Supply Chain Coordination | 1R0-10.4 5
able to take in response to that threat. Where appropriate, the entities shall aiso inform
those recipients of the significant cyber threat fself
Mechanisms exist to proactively manage public relations associated with incidents and
Where applicable, Member States shall ensure that essential and important entities lemploy appropriate measures to prevent further reputational damage and develop plans
lcommunicate, without undue delay, to the recipients of their services that are potentially public Relations & o repair any damage to the organization's reputation.
Aticle 23.2 A affected by a significant cyber threat any measures o remedies that those recipients are | Functional Intersects With Public Relations & 1RO-16 s
|able to take in response to that threat. Where appropriate, the entities shall also inform P P
lthose recipients of the significant cyber threat itsel
e Gassieation & Fecharisms exi o Hony classesof nedents a7 actions 1 ke o evsure e
Article 23.3 A |an incident shail be considered to be significant if Functional Intersects With i Classifcat 1RO-02.4 [Iechaniems ex < of incidents and actions 19 s
] i has caused or is capable of Causing severe operational disruption of the services or y o | incident St Fiecharisms exis o Geny losses of cdents and acion o ake o emsure the
Article 23.3(a) R [financial loss for the entity concerned; Functional Intersects With Prioritization IRO-02.4 |continuation of organizational missions and business funct 5
it has affected or is capable of affecting other natural o egal persons by causing Tncident Classification & Wiechanisms exist to [dentify classes of Incidents and actions to taKe to ensure the
Article 23.3(6) ] material or non-material damage. Functional Intersects With Prioritization 1R0-024  kcontinuation of issions and business functions. s
Chanisms exit to timely-report Incidents to applicable
|1 Internai stakeholder
erities cancemmed Submit 0 the COIRT of where SppICae, the competent autnory: (2) Affected clients & third-parties; and
Article 23.4 " By way of derogation from the first subparagraph. point (b a trust service provider shal Functional Intersects With Incident Stakeholder Roqo | ) Regulatory authorities 5
Vith agard to Sgniicantincdents that have an [mpact o ihe provison of s trst Reporting
i here applicable, the competent authority, without undue
delay and in any event within 24 hours of becoming aware of the significant incident.
et urdue ey and i any event wiin 23 hours of becoming awareof e snitcan [iechartams exe Lo melyreportincident to apalcable
e 23,400 incident, an early warning, which, where appicable, shall indicate whether the signific tersects Wi Incident Stakeholder internal stakeholders
Article 23.4(2) NA incident is suspected of being catised by PRl or malicious s o Coutd mave s troms. Functional Intersects With Reporting IRO-10 |(2) Affected clients & third-parties; and 5
order impact: (5) Regulatory authorities
Iwithout undue delay and in any event within 72 hours of becoming aware of the significant [Mechanisms exist to timely-report incidents to applicable:
incident, an incident notifcation, which, where applicable, shall update the information Incident Stakeholder (1 Internal stakeholders
Article 23.4(b) N/A Ireferred to in point () and indicate an initial assessment of the significant incident, Functional Intersects With o rake IRO-10  |(2) Affected clients & third-parties; and 5
Incluing s severioand impac. o5 well a5, uhere avaibl,the Thaicators of porting (3) Reguiatory authorities
lcompromise:
Fecharisms exi o Tl repor inidets o Fpaeabie
e request of o CSRT o, where applical, the competent authoriy, an Incident Stakeholder 0 (1) ntemal stakehoie
Article 23.4(c) R intermediate report on relevant status updates; Functional Intersects With Reporting 010 3) Afacted chents & thir- -parties; and s
[3) Regulatory authorities.
Fecharisms exi o Tl repor incidets o Fpacabie
a final report not later than one month after the submission of the incident notification Incident Stakeholder () intenal stakehold
Article 23.4(d) R lunder point (b), including the following; Functional Intersects With Reporting 010 |3) Afacted chents & thi- -parties; and s
[3) Regulatory authorities.
Fecharisms exi o Tl repor inidets o Fpacabie
Incident Stakeholder () intenal stakehold
Article 23.4(0)() A a detailed description of the incident, including its severity and impact; Functional Intersects With L aken IRO-10 3] Moot ehnte & hc-parties; and s
[3) Regulatory authorities.
Fecharisms exi o Tl repor inidets o Spacabie
Incident Stakeholder () intenal stakehold
Article 23.4(e)(i) A the type of threat or root cause that s ikely to have triggered the incident; Functional Intersects With L aken RO-10 3] Moot ehnte & hic-parties; and s
[3) Regulatory authorities.
P— Wiechanisms X/ to Incorporate Iessons Ieamed from analyzing and resoving
i i) u is i ve tri inci -uncti U oot Cause Analysis - [c) herse:unl and data protection incidents to reduce the likelihood or impact of future
Article 23.4(d)(ii) N/A lthe type of threat or root cause that is likely to have triggered the incident; Functional Equal PR o IRO-13  feybersecurty [ P 10
fechanisms exist fo fmely-report Incidents to applicable
Incident Stakeholder m Internal stakeholder:
Article 23.4(d)iii) NiA lapplied and ongoing mitigation measures; Functional Intersects With p, IR0-10  [(3) Affected chents & third-parties; and 5
(3) Regulatory authorities.
WMechanfsms exist to Tmely-report icidents to applicable
Incident Stakeholder [(1) Internal stakeholders
Article 23.4(d)(iv) A lwhere applicable, the cross-border impact of the inciden; Functional Intersects With cident stakeholder ROI0 [ Koy et v parties; and s
(3) Regulatory authorities.
inthe event of an ongoing incident af the fime of the submission of the fina report [Mechanisms exit to fmely-report Incidents to applicable
artice 23.4(0) m Ireferred to in point (d), Member States shall ensure that entities concerned provide a Functional tersects witn | Incident Stakeholder Roao | Internal stakeholder N
orogress repon at that time and a final eport within one month of their handiing ofthe Reporting (2) Affected clients & third-parties; and
incident. (5) Regulatory authorities
[No applicable SCF cantrol
[me CSIRT or th competent authrty all provid,withouturdus delayand where
|possible within 24 hours of receivin arly warning referred to in paragraph 4,
Csponse to he motiing enty: mcadng et feedback on Lhe Siifeant elsent
nd, upon request of the entity, guidance or operational advi implementation
i osible miaston measures. Whare the IR s not i s recneht of he natibéager — ]
RLESEED e Ireferred to in paragraph 1, the guidance shall be provided by the competent authority in Functional NolRelaticnship) A A /A 0
lcoaperation with the CSIRT. The CSIRT shall provide additional technical support if the
entity concerned so requests. Where the significant incident is suspe e of criminal
Inature, the CSIRT or the competent authority shall also provide guidance on reporting the
significant ncident to law enforcement authorities.
\Where appropriate, and in particular where the significant incident concerns two or more NolzpaicablelScREe
IMember States, the CSIRT, the competent authority or the single point of contact shall
linform, without undue delay, the other af lember States and ENISA of the
significant incident. Such information shall include the type of information received in
AESE0 Lz laccordance with Daraqmph 4. \n su doing, the CSIRT, the (omve(ent authority or (he single| RO oRELEEE D R Al A ©
lpoint of contact shall, in a nio reserve the enti
ECeLity andcommercial imerects 5o well 2 he confdentianty of the miormation”
lprovided.
[V applicable SCF control
[Where public awareness is necessary to prevent a significant incident or to deal with an
longoing significant incident, or where disclosure of the significant incident is otherwise in
the public interest, a Member State's CSIRT or, where applicable, its competent authority,
prceze U2 and, where appropriate, the CSIRTs or the competent authorities of other Member States Encona] poisatonsnol CZ A [ ©
lconcerned, may, after consuling the entity concerned, inform the public about the.
significant incident or require the entity to do so.
[AL the request of the CSIRT or the competent authority, the single point of contact shall [No appiicable SCF cantrol
Article 23.8 N/A [forward notifications received pursuant to paragraph 1 to the single points of contact of Functional No Relationship NIA N/A N/A 0
other affected Member States.
[N appiicable SCF control
e ol pin of contactshll submic o ENIS every tree mondhs o summary eport.
S e o e o o et o]
[threats and near misses notified in accordance with paragraph 1 of this Amcle and w\(h
Article 23.9 A |Artcle 30. n order to contribute to the provision of comparable information, ENISA may Functional No Relationship. A WA NA 0
ladopt technical guidance on the parameters of the information to be included in the
mary report. ENISA shall inform the Cooperation Group and the CSIRTS netuwork about
it findings on notfications received every six months.
Frhe CSIRTs or, where applical ol = [No appiicable SCF contral
utnorties underDiecive 0y 203213587 nformatin abaut iiheant iciderte
Article 23.10 N/A lincidents, cyber threats and near misses notified in accordance w\(h paraqmph 1 of this Functional No Relationship NIA N/A N/A 0
[Aricle an with Articie 30 by entities identified as ¢rftical entties u e (EU)
202272557
[No appiicable SCF cantrol
e Commission may adopt \mp\amentmq acts further specifying the type of mfwmatw .
e e e e s e s
fricle and o A 50 and. o » communication Submted purauant fo pategraph 2 f s
By 7 October 2024, the Commission shal, with regard to DNS servce providers, TLD
rome regitie,coud computin serviceprovders, data cenire senice providers conent
delivery network providers, managed service providers, managed security sei
providers, a5 well a5 providers of onine maretplaces, of oliné search engins and of
Article 23.11 NIA [social networking services platforms, implementing acts further specifying the cases| Functional No Relationship NIA N/A N/A 0

significant as referred to in paragraph 3. The|
A e e S OETE

i
[The Commission shallexchange advice and cooperate with the Cooperation Group on the
ldraft implementing acts referred to in the first and second subparagraphs of t

lparagraph in accordance with Article 14(4), point (e).

[Phose implementing acts shal be adopte i accordance with the examination procedure
referred to in Article 39(2).
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