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Lo B o o e TR A
EN/TXT)

ntrol Deseri
POLICY ON THE SECURITY
F NETWORK AND
1 AR o () Functional | No Relationship NA NIA N/A 0 INo applicable SCF control
OF DIRECTIVE (EU)
2022/2555)
Policy on the security of WA
11 network and information Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[For the purpose of Article 21(2), point (a) of Directive (EU) 2022/2555, the policy .
111 NA lon the sacurity of network and information systems sha Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[Set out the relevant entities’ approach to managing the security of their network ooy, Compance & [Mechanisms exist to facilitate the implementation of security, compliance
land information systems; ecurity, Compliance 01 [and resilience governance controls.
1110 NA v Functional SUbset Of | Qo o (ecnp) | GOV-01 o 10
[Set out the relevant entities’ approach to managing the security of their network Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
L1l A land information systems; Functional Subset Of (NSC) NET-0L  limplementation of Network Security Controls (NSC) 0
lbe appropriate to and complementary with the relevant entities’ business stratedy securly, Compliance & Mechanisms exist to facilltate the implementation of security, compliance
land objectiv i . .01 [and resilience governance controls.
1110) NA i Functional Subset Of | @ oo e eenp) | GOV-01 g 10
1110) A lbe appropriate to and complementary with the relevant entities’ business strategy| (|| o~ - IDefining Business Context & ¢ o [ Mechanisms exit to define the Context of fts business model and document B
Jand objectives; Mission the
Set out network and information security objectives; Mechanisms existto establih contrl objectives s the bassfor the
selection and of the internal
11100) NA Functional Equal Define Control Objectives | GOV-09  [cacurity, compliance and resiience control system. 10
include a commitment to continual Improvement of the security of network and Mechanisms exist to Commit appropriate resources needed for continual
information systems; improvement of the organization's Security, Compliance & Resilience
Program (SCRP), including:
Commitment To Continual y (1) Staffing;
11200 NA Functional Subset Of ARSI cov13 |3} st 10
3) Pro n
(@ Technologies
inciude a commitment to provide the appropriate resources needed for 1ts XISt to commit appropriate resources needed for continual
implementation, including the necessary staff, financial resources, processes, improvement of the organization's Security, Compliance & Resilience
ltools and technologies; IProgram (SCRP), including:
Commitment To Continual y (1) Staffing;
1120 NA Functional Subset Of e cov3 |3} st 10
3) pro nd
(@) Tecnnologies
Communicated to and acknowledged by relevant employees and relevant [Mechanisms exist to establish, maintain and disseminate poliies, standards
interested external parties; Publishing Security, land procedures necessary for secure, compliant and resilient capabiliies.
11100 NA Functional | Intersects With | Compliance & Resilience |~ GOV-02 8
Documentation
lbe communicated to and acknowledged by relevant emplayees and relevant ; [Mechanisms exist to ensure personnel receive recurring familiarization with
1110 NA interested external parties; Functional | Intersects with | POlicY Familiarization & | a5 45 7 the organization's security, compliance and resilience policies and provide s
Acknowledgement lacknowledgement.
fay down roles and responsibilities pursuant to point 1.2.; [Mechanisms exist to assign one or more qualified individuals with the mission
Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
1.1.1(g) N/A Functional Subset Of Compliance & Resilience GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 10
Responsibilities (SCRP)
1110 A T2y down roles and responsibilities pursuant to point 1.2 ranctional | mtersects with Defined Roles & Hrs.03 [HeEhanems SIS a deinecybersecurty foes & respansiiis fo o B
it the entation to be kept and the duration of retention of the [Mechanisms exist to retain media and data in accordance with appiicable
L1l WA |documentation; Functional SubsetOf | Media &DataRetention | DCH18 statutory, regulatory and contractual obligations. o
ist the topic-specific policies; [Mechanisms exist to establish, maintain and disseminate policies, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
1120 NA Functional SubsetOf | Compliance & Resilience | GOV-02 10
Documentation
Tay down indicators and measures to monitor Its implementation and the current Mechanisms exist to develop, report and monitor Security, Compliance &
111() NA |status of relevant entities’ maturity level of network and information security; Functional SubsetOf | Measures of Performance | GOV-05 |Resilience Program (SCRP) measures of performance. 10
indicate the ate of the formal approval by the management bodies of the [Mechanisms exist to align security, compliance and resilience capabiliies
Irelevant entities (the ‘management bodies’). steering Committee & with business requirements through a steering committee or advisory board,
cering Committee lcomprised of key cybersecurity, data protection and business executives,
11100 NA Functional | Intersects With GOv-01.1 p y oy y, data pr ) 8
Program Oversight \which meets formally and on a regular basis;
fndicate the date of the formal approval by the management bodies of the [Mechanisms exist to establish, maintain and disseminate policies, standards
relevant entities (the ‘management bodies’). Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
11160 NA Functional SubsetOf | Compliance &Resilience | GOV-02 10
Documentation
[The network and information system security policy shall be reviewed and, where [Mechanisms exist to review the Security, Compliance & Resiience Program
leppropriate, updated by management bodies at least annually and when Periodic Review & Update of| ((SCRP), including policies, standards and procedures, at planned intervals or
112 NA [significant incidents or significant changes to operations or risks occur. The result | Fynctional Subset Of ity, Compliance & |  Gov-03 [ significant changes occur to ensure their continuing suitability, adequacy 10
Jof the reviews shall be documented. i land effectiveness.
Resilience Program
A
12 Roles, ':i‘:g:f“gg;““ and N/ Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
S part of their policy on the security of network and information systems referred [Mechanisms exist to assign one or more qualified individuals with the mission
lto in point 1.1., the relevant entities shall lay down responsibilities and authorities land resources to centrally-manage, coordinate, develop, implement and
for network and information system security and assign them to roles, allocate Assigned Security, Imaintain an enterprise-wide Security, Compliance & Resilience Program
121 NiA lthem according to the relevant entities’ needs, and communicate them to the Functional | Intersects With | Compliance & Resilience | ~ GOV-04  |(SCRP). 8
Imanagement bodies. esponsibilities
[AS part of their policy on the security of network and information systems referred Mechanisms exist to define Toles & Toral
lto in point 1.1., the relevant entities shall lay down responsibilities and authorities lpersonnel
lfor network and information system security and assign them to roles, allocate Defined Roles &
121 NiA lthem according to the relevant entities’ needs, and communicate them to the Functional | Intersects With Remponsibiics HRS-03 8
imanagement bodies,
[The relevant entities shall require all personnel and third parties to apply network [Mechanisms exist to require all employees and contractors to apply
land information system security in accordance with the established network and lcybersecurity and data protection principles in their daily work to enable
122 NiA information security policy, topic-specific policies and procedures of the relevant |  Functional | Intersects With | Terms of Employment HRS-05  |secure, compliant and resilient capabilites. 5
lenti
[The relevant entities shall require all personnel and third parties to apply network Mechanisms exstto equire contractul equiements o appicabl securty.
land information system security in accordance with the established network and Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
122 NA linformation security policy, topic-specific policies and procedures of the relevant Functional Intersects With TPM-05  lorganization's needs to protect its Technology Assets, Applications, Servlces 5
lentities. landor Data (TAASD).
[Atieast one person shall report directly to the management bodies on matters of [Mechanisms exist to provide governance oversight reporting and
Inetwork and information system security. Status Reporting To mmendations to those entrusted to make executive decisions about
123 NA Functional Subset Of ol iody GOV-01.2  |rmatters considered material to the organizations Securlty, Compliance & 10
IResilience Program (SCRP),
[At feast one person shall report directly to the management bodies on matters of . Complance & [Mechanisms exist to submit status reporting of the organization's security,
123 NA Inetwork and information system security. Functional | Intersects with | . Security, Compliance GOV-17  |compliance and/or resilience program to applicable statutory and/or 5
Resilience Status Reporting reguiatory authorities, as required.
[Depending on the size of the relevant entities, network and information system [Mechanisms exist to assign one or more qualiied individuals with the mission
[security shall be covered by dedicated roles or duties carried out in addition to Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
124 NA lexisting roles. Functional | Intersects With | Compliance & Resilience | GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsibilities (SR
[Depending on the size of the relevant entities, network and information system Defned Rotes & [Mechanisms exist to define cybersecurity roles & responsibiliies for all
124 NiA lsecurity shall be covered by dedicated roles or duties carried out in addition to Functional | Intersects With efined Rotes HRS-03  |personnel. s
[existing roles. Responsibilities
[Confiicting duties and confiicting areas of responsibilty shal be segregated, [Mechanisms exist to implement and maintain Separation of Duties (SD) to
125 N/A where. zpshcable 9 P Y oreg: Functional Subset Of | Separation of Duties (SoD) | HRS-11 |20t Sy P! activity without e on. 10
Roles, responsibiities and authorities shall be reviewed and, where appropriate, [Mechanisms exist to define cybersecurity roles & responsibiiies for all
lupdated by management bodies at planned intervals and when significant Defined Roles & lpersonnel.
126 A incidents or significant changes to operations or isks occur. Functional | Intersects With Responsibiliies HRS-03 8
Roles, responsibiities and authorities shall be reviewed and, where appropriate, [Mechanisms exist to revoke user access rights following changes in
lupdated by management bodies at planned intervals and when significant lpersonnel roles and duties, if no longer necessary or permitted.
126 NA incidents or significant changes to operations or risks occur. Functional | Intersects With | Change of Roles & Duties |  1AC-07.1 8
A
RISK MANAGEMENT POLICY
2 “‘RQFC;E‘;E’(%’VE?‘E'S] ® Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
2022/2555)
21 Risk management  |N/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor the purpose of Article 21(2), point (a) of Directive (EU) 202212555, the [Mechanisms exist to provide governance oversight reporting and
relevant entities shall establish and maintain an appropriate risk management Irecommendations to those entrusted to make executive decisions about
[framework to identify and address the risks posed to the security of network and Imatters considered material to the organization's Security, Compliance &
information systems. The relevant entities shall perform and document risk Resilience Program (SCRP).
lassessments and, based on the results, establish, implement and monitor a risk
211 NA ltreatment plan. Risk assessment results and residual risks shall be accepted by Functional | Intersects witn | Status Reporting To Gov.or2 s
Imanagement bodies or, where applicable, by persons who are accountable and Governing Body
hrave the authority to manage risks, provided tht th relevant enites ensure
ladequate reporting to the management bor
[For the purpose of Article 21(2), poin (a) of Directive (EU) 2022/2555, the Mecharams Xt to facltate the Implementation of stiategi, operational
relevant entities shall establish and maintain an appropriate risk management land tactical risk management control
lframework to identify and address the risks posed to the security of network and
information systems. The relevant entities shall perform and document risk
lassessments and, based on the results, establish, implement and monitor a risk
211 NA lireatment plan. Risk assessment results and residual risks shall be accepted by Functional SubsetOf | Risk Management Program | RSK-01 10
Imanagement bodies or, where applicable, by persons who are accountable and
Ihave the authority to manage risks, provided that the relevant entities ensure
ladequate reporting to the management bodies.
[For the purpose of Article 21(2), point (a) of Directive (EU) 2022/2555, the [Mechanisms exist to conduct recurring assessments of fisk that includes the
relevant entities shall establish and maintain an appropriate risk management likelinood and magnitude of harm, from unauthorized access, use, disclosure,
[framework to identify and address the risks posed to the securiy of network and disruption, modification or destruction of the organization's Technology
information systems. The relevant entities shall perform and document ris lAssets, Applications, Services and/or Data (TAASD).
as: and, on the results, establish, implement and monitor a risk
211 NA ltreatment plan. Risk assessment results and residual risks shall be accepted by Functional | Intersects With Risk Assessment RSK-04 5
imanagement bodies or, where applicable, by persons who are accountable and
Ihave the authority to manage risks, provided that the relevant entities ensure
ladequate reporting to the management bodies.
[For the purpose of Article 21(2), point (a) of Directive (EU) 2022/2555, the Mechanisms exist to remediate risks to an acceptable level
relevant entities shall establish and maintain an appropriate risk management
[framework to identify and address the risks posed to the security of network and
information systems. The relevant entities shall perform and document risk
lassessments and, based on the results, establish, implement and monitor a risk
211 NA ltreatment plan. Risk assessment results and residual risks shall be accepted by Functional | Intersects With Risk Remediation RSK-06 5
Imanagement bodies or, where applicable, by persons who are accountable and
Ihave the authority to manage risks, provided tha the relevant entities ensure
ladequate reporting to the management bodies
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[For the purpose of point 2.1.1., the relevant entities shall establish procedures for [Mechanisms exist to facilitate the wmp\emen(auon of strategic, operational
identification, analysis, assessment and treatment of risks (‘cybersecurity risk land tactical risk management controls.
rocess). The risk process shall be an
212 NiA integral part of the relevant entities’ overall risk management process, where Functional Subset Of | Risk Management Program | RSK-01 10
lapplicable. As part of the cybersecurity risk management process, the relevant
lentities shall
[For the purpose of point 2.1.1., the relevant entities shall estabiish procedures for [Mechanisms exist to identify and document risks, both internal and external
dentification, analysis, assessment and treatment of risks (‘cybersecurity risk
gy risk rocess shall be an
212 NiA integral part of the relevant entities' overall risk management process, where Functional | Intersects With Risk [dentification RSK-03 8
lapplicable. As part of the cybersecurity risk management process, the relevant
lentities shall
[For the purpose of point 2.1.1., the relevant entities shall estabiish procedures for [Mechanisms exist to conduct recurring assessments of risk that includes the
[dentifiation, analysi, assessment and treatment o isks (cybersecuriy isk likelinood and magnitude of harm, from unauthorized access, use, disclosure,
isk s shal b an disruption, modification or destruction of the organization's Technology
212 NiA ntecral part of the relevant entites: overal Fisk managemen b wher Functional | Intersects With Risk Assessment RSK-04 |assets, Applications, Services and/or Data (TAASD) 8
lappiicabie. A5 part of the cybersecurity risk management process, the relevant
lentities shall
[For the purpose of point 2.1.1., the relevant entities shal establish procedures for Mechanisms exist to remediate isks to an acceptable level
identifcaton, analysi, assessment and treatment ofrisks (cybersecurty risk
‘). The shall be an
212 NA cegral par o e relbvant eatce: veral ek anaqement procace where Functional | Intersects With Risk Remediation RSK-06 8
lapplicable. As part of the cybersecurity risk management process, the relevant
lentities shall
[follow a risk T methodol Mech 1o facilitate the implementation of strat tional
21.2() NA ollow arisk management methodology: Functional Subset Of | Risk Management Program | RSK-01 |5 o0 ams eHis b0 B e a0 on of stratealc, operational 10
21200 A [eSRBIh the K folerance Tevelm accordance with the ik appet of the Fanctional | mtersects with Rk Tolerance Roko13[Lechanisms eXstto efine organzatinal ik olrance, he specied range B
[estabiish the risk tolerance level in accordance with the risk appetite of the [Mechanisms exist to define organizational risk appetite, the degree of
21200 NA relevant entities; Functional | Intersects With Risk Appetite RSK-015 |uncertainty the organization is willing to accept in anticipation of a reward. 8
tabish Tntain relevant risk crit Mech 1o facitate the Implementation o strat tional
2120 A [estabiish and maintain relevant risk criteria; Fumctiona! SubsetOF | Risk Management Program | Rsk.01 _|chanisms exstto ecitate the Implementation of stategic, operationa T
[EStabiish and maintain relevant risk criteria; [Mechanisms exist to identi
(1) Assumptions affecting risk assessments, sk response and risk
Imonitoring;
(2) Constraints affecting risk assessments, risk response and risk monitoring;
21200 NiA Functional | Intersects With Risk Framing RSK-0L1 |(3) The organizational risk tolerance; an 8
() Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
I Tine Wit an llhazard appraach, [Gentiy and documen the sk pozed to the [Mechanisms exist to faciitate the Implementation of strategic, operational
|security of network and information syst articular in refation to third land tactical risk management controls,
parties and risks that could ead to clsruptions i the availabilty, Integrity.
21.2() NiA lauthenticity and confidentiality of the network and information systems, including | Functional Subset Of | Risk Management Program | RSK-01 10
[the identification of single point of failures;
in Tine with an all-hazards approach, identify and document the risks posed to the [Mechanisms exist to identify and document risks, both internal and external
|security of network and information systems, in particular in relation to third
lparties and risks that could lead to disruptions in the availability, integrity,
21.2() NA lauthenticity and confidentiality of the network and information systems, including |  Functional | Intersects With Risk Identification RSK-03 8
lthe identification of single point of failures;
i Tine with an all-hazards approach, [ntity and document he fsks posed o the [Mechanisms exist to develop and Keep current a catalog of appiicable risks
lsecurity of network and information systems, in particular in relation to lassociated with the organization's business operations and technologies in
arties and ks that could 1end o Gandptions 1 the avaiapiy. meorty.
21.2(d) NiA lauthenticity and confidentiality of the network and information systems, including |~ Functional | Intersects With Risk Catalog RSK-03.1 8
[the identification of single point of failures;
in Tine with an all-hazards approach, identify and document the risks posed to the Mecharisms exist to conduct a ik assessment prior o the acquisiton or
[security of network and information systems, in particular in relation to third of Technology Assets,
Iparties and risks that could lead to disruptions in the availability, integrity, Third-Party Risk Services (TAAS).
21.2() NiA [authenticity and confidentiality of the network and information systems, including | Functional | Intersects With | s oo e¥auoto q)s | TPM-041 8
lthe identification of single point of failures;
lanalyse the risks posed to the security of network and information systems, e Mechanisms exist to reduce the magnitude o Ikelihood of potential Impacts
2.1.2(e) NIA including threat, likelihood, impact, and risk level, taking into account cyber threat|  Functional | Intersects With sk tonagement RSK-01.2 by resourcing the capability required to manage technology-related risks. B
intelligence and vulnerabilties; esourcing
[analyse the risks posed to the security of network and information systen: [Mechanisms exist to conduct recurring assessments of fisk that includes the
Inciuicing threat, Ikelinood, Impact, and risk level, taking into account cyber threat likelinood and magnitude of harm, from unauthorized access, use, disclosure,
21.26) NA intelligence and vulnerabilties; Functional | Intersects With Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 5
|Assets, Applications, Services and/or Data (TAASD).
lanalyse the risks posed to the security of network and information systems, Mechanlsms exitto dertiy and azsign a Tk rankin {0 newly dicovered
21.2(e) NiA including threat, likelihood, impact, and risk level, taking into account cyber threat|  Functional | Intersects With Risk Ranking RSK-05  [security that is based on d practices. 5
inteligence and vulnerabilties;
[evaluate the identified risks based on the risk criteria; [Mechanisms exist to conduct recurring assessments of fisk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
21200 NA Functional | Intersects With Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TAASD).
2120 A [Gentify and prioritise appropriate risk treatment options and measures; ranctional | mtersects with Ak Remediation RSKk0g | Mechanisms exist to remediate risks to an acceptable fevel S
[continuously monitor the implementation of the risk treatment measures; [Mechanisms exist to ensure risk monitoring as an integral part of the
lcontinuous monitoring strategy that includes monitoring the effectiveness of
2.1.2(h) N/A Functional Intersects With Risk Monitoring RSK-11  security, compliance and resilience controls, compliance and change 5
Imanagem
2120 A [ Serity who I esporsb o mplementing e sk Bestrment messures and ranctional | mtersects with Defined Roles & Hes.03 |HoEhanEms o deinecybersecunty roles & respansiles for o S
[document the chosen risk treatment measures in a risk treatment plan and the [Mechanisms exist to remediate risks to an acceptable level
21.2() NIA Ireasons justifying the acceptance of residual risks in a comprehensible manner. Functional | Intersects With Risk Remediation RSK-06 5
[When identifying and prioritising appropriate risk treatment options and [Mechanisms exist to ensure data and assets are categorized in accordance
Imeasures, the relevant entities shall take into account the risk assessment with applicable statutory, regulatory and contractual requirements.
results, the resuls of the procedure t assess the effectiveness of ybersecurity
Irisk-management measures, the cost of implementation in relation to the y
213 NA e e e iaes o ion retemet Do i 11 and e Functional | Intersects With | Data & Asset Classification | DCH-02 H
lbusiness impact analysis referred to in point 4.1.3
[When identifying and prioritising appropriate risk treatment options and [Mechanisms exist to conduct recurring assessments of fisk that includes the
Imeasures, the relevant entities shall take into account the risk assessment likelinood and magnitude of harm, from unauthorized access, use, disclosure,
results, the results of the procedure to assess the effectiveness of cybersecurity disruption, modification or destruction of the organization's Technology
213 NA risk-management measures, the cost of implementation in relation to the Functional | Intersects with Risk Assessment Rek.04  |Assets, Applications, Services and/or Data (TAASD) 5
lexpected benefit, the asset classification referred to in point 12.1., and the
bbusiness impact analysis referred to in point 4.1
[When identifying and prioritising appropriate risk treatment options and [Mechanisms exist to implement a risk assessment methodology to ensure
Imeasures, the relevant entities shall take into account the risk assessment lcoverage for organizational components relevant for secure, compliant and
results, the results of the procedure to assess the effectiveness of cybersecurity resilient operations
fisk-management measures, the cost of implementation in relation to the Risk Assessment g
213 A lexpected benefit, the asset classification referred to in point 12.1., and the Functional | Intersects With Methodology Rsk-042 8
lbusiness impact analysis referred to in point 4.1.3.
[When identifying and prioritising appropriate risk treatment options and [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
Imeasures, the relevant entities shall take into account the risk assessment Jassess security, compliance and resilience risks.
ecite the result of the procedure to assess the effectiveness of eybarsacurity
sk management measures, the cost of mplementation i relation o the th | Business Impact Analysis y
213 WA [expected beneft, the asset classfication refered to n point 12.1., and 1 Functional | Intersects With (®1A) Rsk-08 s
lbusiness impact analysis referred to in point 4.1
[The relevant entities shall review and, where appropriate, update the risk [Mechanisms exist to routinely Update risk assessments and react accordingly
lassessment results and the risk treatment plan at planned intervals and at least lupon identifying new security vulnerabilities, including using outside sources
214 NA lannually, and when significant changes o operations or risks or significant Functional | Intersects With | Risk Assessment Update | RSK-07 |{or security vulnerability information 5
incidents occur.
[Compitance monitoring
RISK MANAGEMENT POLICY
22 R "O‘NT @ Functional | No Relationship. NA NA NA o INo applicable SCF control
o372555)
[The relevant entities shall regularly review the compliance with their policies on [Mechanisms exist to conduct assessments to demonstrate security,
Inetwork and information system security. topic-specific policies, rules, and lcompliance andjor resilience capability conformity with applicable
221 NA Istandards. The management bodies shall be informed of the status of network and|  Functional | Intersects With | Conformity Assessment | CPL01.4  |cybersecurity and data protection laws, regulations andjor contractual 8
information security on the basis of the compliance reviews by means of regular lobligations.
reporting.
[The relevant entities shall regularly review the compliance With their policies on Mechanisms exist to provide governance oversight reporting and
Inetwork and information system security, topic-specific policies, rules, and Irecommendations to those entrusted to make executive decisions about
221 NiA standards. The management bodies shall be informed of the status of network and | unctional | Intersects with | St2tus Reporting To GOV-01.2 |matters considered material to the organization's Security, Compliance & 5
information security on the basis of the compliance reviews by means of regular Governing Body Resilience Program (SCRP).
reporting.
[The relevant entities shall put in place an effective compliance reporting system [Mechanisms exist to provide governance oversight reporting and
|which shall be appropriate to their structures, operating environments and threat Irecommendations to those entrusted to make executive decisions about
222 NA landscapes. The compliance reporting system shall be capable to provide to the Functional | Intersects with | Status Reporting To Gov-01.2 nsidered material to the organization's Security, Compliance & s
Imanagement bodies an informed view of the current state of the relevant entities’ Governing Body IResilience Program (SCRP)
Imanagement of risks.
[The relevant entities shall perform the compliance monitoring at planned intervals [Mechanisms exist to conduct assessments to demonstrate security,
land when significant incidents or significant changes to operations or risks occur. lcompliance andjor resilience capability conformity with appiicable
223 NA Functional | Intersects With | Conformity Assessment | CPL:01.4 |cybersecurity and data protection laws, regulations and/or contractual s
lobligations.
[The relevant entities shall perform the compliance monitoring at planned intervals [Mechanisms exist to facilitate the implementation of enterprise-wide
223 NA land when significant incidents or significant changes to operations or risks occur. | Functional Subset Of Continuous Monitoring MON-01  [monitoring controls. 10
independent review of information and network security
RISK MANAGEMENT POLICY
(ARTICLE 21(2), POINT (8) . .
23 O DR CavE E0) Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
2022/2555)
[The relevant entities shall review independently their approach to managing [Mechanisms exist to review the Security, Compliance & Resilience Program
Inetwork and information system security and its implementation including peup\s, Periodic Review & Update of] I(SCRP), including policies, standards and procedures, at planned intervals or
231 NA lprocesses and technologies. Functional | Intersects With | - Security, Compliance & | GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 8
Resilience Program effectivenses.
[The relevant entities shall review independently their approach to managing [Mechanisms exist to utilize independent assessors to evaluate securi
Inetwork and information system security and its implementation including people, compllance an resilience at planned Intervals or when the Technology
231 NiA lprocesses and technologies. Functional | Intersects With | Independent Assessors | CPL-03.1  |asset, Application and/or Service (TAAS) undergoes significant changes. s
[The refevant entities shall develop and maintain processes (o conduct [Mechanisms exist to implement an internal audit function that is capable of
independent reviews which shall be carried out ividuals with appropriate lproviding senior organization management with insights into the
laudit competence. Where the independent review is conducted by staff members lappropriateness of the organization's technology and information
lof the relevant entity, the persons conducting the reviews shall not be in the line lgovernance processes.
lof authority of the personnel of the area under review. If the size of the relevant
232 NIA lentities does not allow such separation of line of authority, the relevant entities Functional Subset Of Internal Audit Function | CPL-02.1 10
lshall put in place alternative measures to guarantee the impartiality of the
reviews.
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[The relevant entities shall develop and maintain processes to conduct Mechaniams exit o conduc perodicatats of secuty:complince and
independent reviews which shall be carried out by individuals with appropriate resilience controls to evaluate conformity with the organization's
laudit competence. Where the independent review is conducted by staff members ldocumented policies, standards and procedures.
lof the relevant entity, the persons conducting the reviews shall not be in the line
lof authority of the personnel of the area under review. If the size of the relevant
232 NA lentities does not allow such separation of line of authority, the relevant entities Functional | Intersects With Periodic Audits CPL022 8
Jshall put in place alternative measures to guarantee the impartiality of the
reviews.
[The results of the independent reviews, including the results from the compliance [Mechanisms exist to provide governance oversight reporting and
Imonitoring pursuant to point 2.2. and the monitoring and measurement pursuant mmendations to those entrusted to make executive decisions about
233 NA lto point 7. shall be reported to the management bodies. Corrective actions shall | Fynctional | Intersects with | Status Reporting To GOv-01.2 |matters considered material to the organization's Security, Compliance & 5
be taken or residual risk accepted according to the relevant entities' risk Governing Body IResilience Program (SCRP),
lacceptance criteria.
[The independent reviews shall take place at planned intervals and when [Mechanisms exist to conduct periodic audits of security, compliance and
234 NA lsignificant incidents or significant changes to operations or risks occur. Functional | Intersects With Periodic Audits CPL02.2  [resilience controls to evaluate conformity with the organization's 5
ldocumented policies, standards and procedures.
INCIDENT HANDLING [ VA
3 (ARTICLE 21(2), POINT 2), Functional | No Relationship /A NA NA 0 INo applicable SCF control
2022/2555)
31 Incident handiing policy [V/A Functional | No Relationship NA NA NA o INo applicable SCF control
FFor the purpose of Article 21(2), point (b) of Directive (EU) 2022/2555, the [Mechanisms exist to implement and govern processes and documentation to
relevant nitiesshll stabish and implement s ncident hardling plcy laying facilitate an organization-wide response capability for cybersecurity and data
311 NA e roles, responsibilities, and procedures for detecting, analysi Functional Subset Of lrmﬂent Resvunse IRO-01 [protection-related incidents. 10
Containing ar eaponding o, recevering rom. documenting ona reporig of tions
incidents in a timely manner.
[For the purpose of Article 21(2), point (b) of Directive (EU) 2022/2555, the Mechanisms exist to maintain and make available a current and viable
relevant entities shall establish and implement n incident handiing policy laying Incident Response Plan (IRP) to all stakeholders,
311 NA [down the roles, responsibilities, and procedures for detecting, analysin Functional | Intersects With [Incident Response Plan (IRP)|  IRO-04 5
[containing or responding to, recovering from, documenting and reporting of
incidents in a timely manner.
[The policy referred to in point 3.1.1 shall be coherent with the business continuity [Mechanisms exist to faciitate the implementation of contingency planning
land disaster recovery plan referred to in point 4.1. The policy shall include: Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
312 NA Functional Subset Of Management Systern BCD.01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks)
[2 categorisation system for Incidents that s consistent with the event assessment ot Classi [Mechanisms exist to 1dentify classes of Incidents and actions to take to
3126) NA and classification carried out pursuant to point 3.4.1. Functional | Intersects witn | Incident Classification & | 6,054 lensure the continuation of organizational missions and business functions. s
rioritizati
[effective communication plans including for escalation and reporting; Mechanisms exist to cover:
1) Preparation,
2) Automated event detection or manual incident report intake;
3.1.2(b) N/A Functional | Intersects With Incident Handling 1RO-02  |(3) Analysis; B
4) Containment;
5) Eradication; and
6) Recovery.
[effective communication plans including for escalation and reporting; [Mechanisms exist to maintain and make available a current and viable
31200 NA Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04  [\1CaRiSfS @et (8 Maian a0 5
[effective communication plans including for escalation and reporting; Mechariams exitto imel-report inciderts to apacable
(1) ntemalstakehoiger
3.12(0) NA Functional | Intersects with | 7195 Stakeholder 1RO-10 chonts § third-parties; and s
(3) Reoustory authorties
[effective communication plans Including for escalation and reporting: Cyber incident Reporting for Mechanisms exist to report sensitive/reguiated data Incidents in a imely
. Imanner.
3.12(00) NA Functional | Intersects with |QPernedent Reportig orl - iRo-10.2 5
120 A gt of ol o detect and appropately fespond to Inidents t Competert| oo Ep—— Defined Roles & Rs.03 [Fechanisms exit to define Toles & Toral o
lemployee: lpersonnel.
Selanment o roles T detect amd 3pproprately Feapond o TTdents T ampetent [Mechanisms exist to estabiish an integrated team of cybersecurity, IT and
lemployees; Integrated Securty Incident lbusiness function representatives that are capable of addressing
3.1.2(c) N/A Functional Intersects With | o208 e Team (ISIRT) IRO-07  |cybersecurity and data protection incident response operations. 5
[documents to be used i the course of Incident detection and response such as [Mechanisms exist to maintain and make available a current and viable
3.12(0) NA incident response manuals, escalation charts, contact lists and templates. Functional SubsetOf  Incident Response Plan (IRP)|  1R0-04  [Incident Response Plan (IRP) to all stakeholders, 10
[The roles, responsibilities and procedures laid down in the policy shall be tested Mechanisms exist to define Toles & Toral
Jnd reviewed and; where appropriate,updated at planned intertals and after Defined Roles & lpersonnel.
313 NA [Sgnificant incidents or significant changes to operations or ris Functional Subset Of e HRS-03 10
[The roles, responsibilities and procedures laid down in the policy shall be tested Mechanisms exist to estabiish an integrated team of cybersecurity, IT and
land reviewed and, where appropriate, updated at planned intervals and after Integrated Security Incident lbusiness function representatives that are capable of addressing
313 NA [significant incidents or significant changes to operations or risks. Functional | Intersects With |\ G208 2V ISIRT) IRO-07  |¢ybersecurity and data protection incident response operations, 5
A
32 Monitoring and logging Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The relevant entities shall lay down procedures and use tools to monitor and 1o [Mechanisms exist to implement and govern processes and documentation to
lactivities on their network and information systems to detect events that could be inident Respanse facilitate an organization-wide response capabilty for cybersecurity and data
321 NA |considered as incidents and respond accordingly to mitigate the impact. Functional Subset Of erations IRO-01 |protection-related incidents. 10
[The relevant entities shal lay down procedures and Use tools to monitor and log [Mechanisms exist to faciitate the implementation of enterprise-wide
Jactivities on their network and information systems to detect events that could be Imonitoring controls;
321 NA |considered as incidents and respond accordingly to mitigate the impact. Functional Subset Of Continuous Monitoring MON-01 10
[To the extent feasible, monitoring shall be automated and carried out either [Mechanisms exist to faciltate the implementation of enterprise-wide
lcontinuously or in periodic intervals, subject to business capabilities. The relevant Imonitoring controls.
322 N/A lentities shall implement their monitoring activities in a way which minimises false Functional Subset Of Continuous Monitoring MON-01 10
positives and false negatives
[To the extent feasible, monitoring shall be automated and carried ouE either [Mechanisms exist to Utlize a Securlty Incident Event Manager (SIEM), or
[continuously or in periodic intervals, subject to business capabilties. The relevant Automated Tools for Real- similar automated tool, to support near real-time analysis and incident
322 A lentities shall implement their monitoring activities i a way which minimises false |  Functional | Intersects With Ime Analysis MON-01.2[escaiation s
positives and false negatives.
[Based on the procedures referred to in pornt 3.2.1., the relevant entities shall [Mechanisms exist to review event fogs on an ongoing basis and escalate
Imaintain, document, and review logs. The relevant entities shall establish a st of incidents in accordance with established timelines and procedures.
323 NA assets to be subject to logging based on the results of the risk assessment carried | Fynctional SubsetOf | Security Event Monitoring | MON-01.8 10
lout pursuant to point 2.1. Where appropriate, logs shall include
[Bazed on the procedures referred to In point 3.2.1., the relevant entities shall [Mechanisms exist to retain event logs for a fime period consistent with
Imaintain, document, and review logs. The relevant entities shall establish a list of records retention requirements to provide support for after-the-fact
323 NA Jassets to be subject to logging based on the results of the risk assessment carried |  Functional | Intersects With | Event Log Retention MON-10 [investigations of security incidents and to meet statutory, regulatory and 3
lout pursuant to point 2.1. Where appropriate, logs shall include: lcontractual retention requirements.
[Based on the procedures referred to I point 3.2.1., the relevant entities shall [Mechanisms exist to configure Technology Assets, Applications and/or
Imaintain, document, and review logs. The relevant entities shall establish a st of Services (TAAS) to produce event logs that contain sufficient information to,
lassets to be subject to logging based on the results of the risk assessment carried at a minimum:
lout pursuant to point 2.1. Where appropriate, logs shall include 1) Establish what type of event occurred:
2) When (date and time) the event d;
323 NA Functional | Intersects With | Contentof EventLogs |  MON-03  [(3) yyner, qate and tme) the event occurre: 8
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
Felevant outbound and inbound network trafic; oouma & outbound echartars it to Continuously monior Tbound ond outbound
inbound & Outboun
3.23() N/A Functional Intersects With | o0 ations Traffic MON-01.3 raffic for unusual or activities or conditions. 5
[creation, modification or deletion of users of the relevant entities’ network and ‘Account Creation and Rutomated mechanisms exst o genarate event ogs for permisions
3230 A information systems and extension of the permissions; Functional | Intersects With | yoification Logging MON-164 |changes to privileged accounts and/or groups. s
[access to systems and appiications; Mechanisms exist to configure Technmogy Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
1) Establish what type of event occurred;
2) When (date and time) the event d;
3230 NA Functional | Intersects With | Content of Event Logs MON-03  [(3) Yyhen date and time) the. event occurre: 8
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[authenticationrelated event [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event d;
323 NA Functional | Intersects With | Content of Event Logs |  MON-03  [(2) Wier (gate 2nd fime) the event occurre 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[6T privileged access to systems and applications, and activities performed by [Mechanisms exist to configure Technology Assets, Applications and/or
ladministrative accounts; Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
ate and time) the event d;
3.23() NA Functional | Intersects With |  Content of Event Logs moN03 (3 e (e ot occurrear o 5
4) The source of th
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
laccess or changes to critical configuration and backup fles; [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
minimum:
1) Establish what type of event occurred;
2) When (date and time) the event d;
32300 A Functional | Intersects With |  Content of EventLogs |  MON-03  [(3) wher.(Gate and time) the event occurre s
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[event logs and logs from security tools, such a5 antivirus, intrusion detection Mechanisms exist to configure Technology Assets, Applications and/or
[systems or firewalls; Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
323(0) NA Functional | Intersects With | Content of Event Logs MoN-03  [(2) e e o e e o 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
lUse of system resources, as well as their performance; chanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
1) Establish what type of event occurred
2 te and time) the event
3230 NA Functional | Intersects With | Content of Event Logs MoN-03  [(2) Wyhen (date and time) the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
lphysical access to facilties; Automated mechanlsms e o corelate mormation rom audt records
Correlation with Physical with information obtained from monitoring physical access to furt
3.230) NA Functional Intersects With ‘Monitoring MON-02.4  |anhance the ability to identify suspicious, inappropriate, unusual Dr 5
Imalevolent activity.
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laccess to and use of their network equipment and devices; [Mechanisms exist to cormgure Tecaneiogy Fesets, Applicatons andjor
Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred:
2) When (date and time) the event d;
3.230) NA Functional | Intersects With | Content of Event Logs MON.03  [(2) e (Hate o e e vent occurre: 5
(4) The source of the event
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[activation, stopping and pausing of the various 10gs; [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
32300 NA Functional | Intersects With | Content of Event Logs MON-03 (3] e e vant accurred: 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[environmental events [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
minimum:
1) Establish what type of event occurred;
2) When (date and time) the event d;
3230 NIA Functional | Intersects With | Content of Event Logs MON-03  [(2) I e o e g Vet occurre 3
4) The source of the even
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
[The Togs shall be regularly reviewed for any Unusual or Unwanted trends. Where Mechanisms exist to review event logs on an ongoing basis and escalate
lappropriate, the relevant entities shall lay down appropriate values for alarm incidents in accordance with established timelines and procedures,
lthresholds. if the laid down values for alarm threshold are exceeded, an alarm
hall be triggered, where appropriate, automatically. The relevant entities shall
4 o Functi f L itori 01,
32 A lensure that, in case of an alarm, a qualified and appropriate response is initiated unctional Subset Of | Security Event Monitoring | - MON-01.8 0
i a timely manner.
[T Felevant eriies shall maintan and back Up 0gs or a predefined period and [Mechanisms exist to retain event logs for a fime period consistent with
Jshall protect them from unauthorised access or change: records retention requirements to provide support for after-the-fact
325 N/A Functional Subset Of Event Log Retention MON-10linvestigations of security incidents and to meet statutory, regulatory and 10
lcontractual retention requirements.
[To the extent feasible, the relevant entities shall ensure that all systems have [Mechanisms exist to faciltate the Implementation of enterprise-wide
lsynchronised time sources to be able to correlate logs between systems for event Imonitoring controls.
lassessment. The relevant entities shal establish and keep a list of all assets that
326 NA lere being logged and ensure that monitoring and logging systems are redundant. | ¢ o Subset Of Continuous Monitoring MON-01 0
[The availabity of the monitoring and logging systems shall be monitored
independent of the systems they are monitoring
[To the extent feasible, the relevant entities shall ensure that all systems have Mechanisms exist to utilize a Security Incident Event Manager (SIEM). o
lsynchronised time sources to be able to correlate logs n systems for event similar automated tool, to support the centralized collection of security-
lassessment. The relevant entities shall establish and keep a lst of all assets that related event logs.
lare being logged and ensure that monitoring and logging systems are redundant Centralized Collection of y
326 A [The availability of the monitoring and logging systems shall be monitored Functional | Intersects With | “'secyrity Event Logs MoN-02 s
independent of the systems they are monitoring
[To the extent feasible, the relevant enfities shall ensure that all systems have Mechartsms exitto mantain a curent and accurate nventory
lsynchronised time sources to be able to correlate logs between systerns for event Technology Assets, nelor Sarvices (TAAS)
lassessment. The relevant entities shall establish and keep a lst of all assets that lbeing logged.
lare being logged and ensure that monitoring and logging systems are redundant ’ th | Inventory of Technology ’
326 A  availability of the monitoring and logging systems shall be monitored Functional | Intersects With | “zccet Event Logging MON-02.9 s
independent of the systems they are monitoring
[To the extent feasible, the relevant enfities shall ensure that all systems have [Mechanisms exist to synchronize internal system clocks with an authoritative
lsynchronised time sources to be able to correlate logs between systers for event ltime source.
The relevant entities shall establish and keep a lst of all assets that
lare being logged and ensure that monitoring and logging systems are redundant ’ ; Synchronization With y
326 A [The availability of the monitoring and logging systems shall be monitored Functional | Intersects With | 5 tporitative Time Source | MON-071 s
independent of the systems they are monitoring
[The procedures as well as the st of assets that are being 1ogged shall be ; — Mechanisms exist fo maitain 3 Current and accurare Tventory o
327 NIA reviewed and, where appropriate, updated at regular intervals and after Functional Intersects With "f"“:’g of teLC nology MON-02.9 d Technology Assets, andfor Servlces (TAAS) 8
[significant incidents; sset Event Logging eing agaec
33 Event reporting s Functional | No Relationship NA NIA NA o INo applicable SCF control
[The relevant entities shall put in place a simple mechanism allowing their [Mechanisms exst to enable personnel to report suspicious activities andjor
331 NA lemployees, suppliers, and customers to report suspicious events. Functional | Intersects with | Reporting Suspicous HAS-15.[oehaviorwithou fear of eprsal o other negative consequences (e 5
ctivit whistieblower protectio
[The relevant entities shall put in place a simple mechanism allowing their [Mechanisms exist to provide training to personnel on organization-defined
|employees, suppliers, and customers to report suspicious events. Suspicious Communications| lindicators of ma\ware to recognize suspicious communications and
331 NA Functional | Intersects With | & Anomalous System SAT-032 [anomalous beha 5
avior
[The relevant entities shall, where appropriate, Communicate the event reporting Mechanisms exist to provide training to personnel on organization-defined
Imechanism to their suppliers and customers, and shall regularly train their Suspicious Communications indicators of malware to recognize suspicious communications and
332 NA lemployees how to use the mechanism. Functional | Intersects With | & Anomalous Sysi SAT-03.2  lanomalous behavior. 5
[The relevant entities shall, where appropriate, communicate the event reporting [Mechanisms exist to require contractual requirements for applicable security,
imechanism to their suppliers and customers, and shall regularly train their Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
332 A lemployees how to use the mechanism. Functional Intersects With Re 1 TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 5
equirements
land/or Data (TAASD)
3.4 Event assessment and  N/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The relevant entities shall assess suspicious events to determine whether they [Mechanisms exist to cover:
|constitute incidents and, if so, determine their nature and severity 1) Preparation;
2) Automated event detection or manual incident report intake;
341 N/A Functional Subset Of Incident Handling 1RO-02  |(3) Analysis; 10
4) Containment;
5) Eradication; and
6) Recovery.
[The relevant entities shal assess suspicious events to determine whether they [Mechanisms exist to 1dentify classes of incidents and actions to take to
341 N/A |constitute incidents and, if so, determine their nature and severity. Functional | Intersects With '"““ﬁ;‘;ﬁ?igzﬁ“"” & IR0-02.4  [ensure the continuation of organizational missions and business functions. B
a2 WA For the purpos of point 3.1, the reevart nties shall act i the folowing — e —— m D o B A e——
[carry out the assessment based on predefined criteria laid down in advance, and ot Classi [Mechanisms exist to identify classes of incidents and actions to take to
3.4202) NA lon & triage to determine prioritisation of incident containment and eradication; Functional | Intersects with | Incident Classification & | 6,5 4 lensure the continuation of organizational missions and business functions. s
[assess the existence of recurring incidents as referred to in ATticle 4 of this [Mechanisms exist to periodically review Incident response activities for the
3.4.2(0) NA Regaiation o a quartoriy basie Functional | Intersects With | Recurring Incident Analysis |  1R0-09.2  [Sectanisrns XSt 1o Perioc cald 5
review the appropriate Iogs for the purposes of event assessment and hanisms exist o ensure even log reviews include analysis and triage
3.4.2(0) NA [classification; Functional | Intersects With |Event Log Analysis & Triage| MON-17  [practices that integrate with the organization's established incident response 5
lprocesses.
[pUTIn place a process for 1og correlation and analysis, and [Mechanisms exist to ensure event log reviews Inciude analysTs and triage
3.42(0) NA Functional | Intersects With |Event Log Analysis & Triage| ~MON-17  [practices that integrate with the organization's established incident response 5
Jprocesses.
Feassess and reclassify events In case of new information becoming available or Mechanisms exist to cover:
lafter analysis of previously available information 1) Preparation,
2) Automated event detection or manual incident report intake;
3.4.2(e) N/A Functional Subset OF Incident Handling 1RO-02  |(3) Analysi 10
4) Contamment;
5) Eradication; and
6) Recovery.
A
35 Incident response i Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[The relevant entities shall respond to incidents in accordance with documented I [Mechanisms exist to implement and govern processes and documentation to
35.1 NIA lprocedures and in a timely manner. Functional Subset Of "““e" esponse IRO-01  [facilitate an organization-wide response capability for cybersecurity and data 10
erations rotection-related incidents
[The relevant entities shall respond to Incidents in accordance with documented Mechanisms exist to maintain and make available a current and viable
351 NA orocodures and i o timaly momner Functional | Intersects With |Incident Response plan (IRP) 1004 [ln€FITIS: SXSL (2 A a0 5
[Fhe incident dures shall include th foll b " " .
352 NiA @ incldent response procedures shall include the following stages: Functional | No Relationship /A NA N/A 0 INo applicable SCF control
fncident containment, to prevent the consequences of the incident from Hechariams exitto over:
lspreading; 1) Preparati
2) Automated event detection or manual incident report intake;
; ; . y 3) Analysis;
35.2() NA Functional | Intersects With Incident Handling o0z () Anaee: 5
5) Eradication; and
6) Recovery.
[eradication, to prevent the incident from continuing or reappearing, echartams it o cover
1) Prepar:
2) Astomated event detection or manual incident report inake:
3.5.2(b) N/A Functional | Intersects With Incident Handling 1RO-02  |(3) Analysis; B
4) Containment;
5) Eradication; and
6) Recovery.
Fecovery from the incident, where necessary. Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.5.2(0) N/A Functional | Intersects With Incident Handling 1RO-02  |(3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[The relevant entities shall establish fion plans and proced: " .
353 N/A ‘@ relevant entities shall establish communication plans and procedures: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[With the Computer Security Incident Response Teams (CSIRTS) or, where [Mechanisms exist to establish an integrated team of cybersecurity, IT and
lapplicable, the competent authorities, related to incident notification; Integrated Security Incident usiness function representatives that are capable of addressing
35.3) A Functional | Intersects with |'Me9rated Security lacident| iro.07 |CURCTCER iy and data protection incident responss operations. s
[for communication among staff members of the relevant entity, and for echanisms exist to cover
|communication with relevant stakeholders external to the relevant entity. 1) Preparatio
2) Automated event detection or manual incident report ntake;
3.5.3(b) N/A Functional | Intersects With Incident Handling RO-02  |(3) Analysis; B
4) Containment;
5) Eradication; and
6) Recovery.
[for communication among staff members of the relevant entity, and for ‘ [Mechanisms exist to document, monitor and report the status of
353(0) NA |communication with relevant stakeholders external to the relevant entity. Functional | Intersects with | Situational Awareness For | 55 o9 |cybersecurity and data protection incidents to internal stakeholders all the 5
Incidents [way through the resolution of the incident.
[The relevant entities shalllog Incident response activities in accordance with the [Mechanisms exist to document, monitor and report the Status of
354 NA lprocedures referred to in point 3.2.1., and record evidence. Functional Subsetof | Situational Awareness For | 1509 |cybersecurity and data protection incdents toinernal siakeholders al the 10
ncidents way through the resolution of the inciden
[T relevant eniiesshal est at planned nervals thr Incident responise Mechartms exitto formally est ncdent resporie Capabilties thiough
355 NA procedus Functional | Intersects With | Incident Response Testing | 1R0-06 reaisti exercises to determine the operationa effectiveness of thos 5
lcapabiliies.
36 Post-incident reviews [ /A Functional | No Relationship NA NIA NA o INo applicable SCF control
[Where appropriate, the relevant entities shall carry out post-incident reviews after [Mechanisms exist to incorporate lessons learned from analyzing ai
recovery from incidents. The post-incident reviews shall identify, where possible, aiving eybersacurity and data proteciin medents o recuce the Tikeihood
361 NA lthe root cause of the incident and result in documented lessons learned to reduce | Functional Subseror | R0t Cause Analysis (RCA) | o153 for impact of future ncidents 10
lthe occurrence and consequences of future incident essons Learned
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Secure Controls Framework (SCF)
Focal Document Element (FDE) Des: SCF Control SliDeceriptio
[The relevant entities shall ensure that post-incident reviews contribute to [Mechanisms exist to mcovpora(e e icaimed fom analyzing and
improving their approach to network and information security, to risk treatment Root Cause Analysis (RCA) Iresolving cybersecurity and data protection incidents to reduce the likelihood
362 NiA Imeasures, and to incident handling, detection and response procedures. Functional Subset Of & Lessons Learned IRO-13 o impact of future incidents, 10
[The relevant entities shall review at planned intervals If incidents Ied to post- o0t Cause Anyals (RCA [Mechanisms exist to incorporate lessons learned from analyzin
363 NIA iincident reviews. Functional Subset Of oot Cause Analysis (RCA) IRO-13  [resolving cybersecurity and data protection incidents to reduce me hkehhoed 10
& Lessons Learned Jor impact of future incidents.
A
BUSINESS CONTINUITY AND
CRISIS MANAGEMENT
4 (ARTICLE 21(2), POINT (C), Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
OF DIRECTIVE (EU)
2022/2555)
Business continuity and [ N/A N " .
a1 onstor catovery plo Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[For the purpose of Article 21(2), point (c) of Directive (EU) 2022/2555, the relevant [Mechanisms exist to faciltate the Implementation of contingency planning
lentities shall lay down and maintain a business continuity and disaster recovery Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
211 NA Iplan to apply in the case of incidents Functional Subset Of Management Systern BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
[The relevant entities’ operations shall be restored according to the business [Mechanisms exist to facilltate the implementation of contingency planning
[continuity and disaster recovery plan. The plan shall be based on the results of the| Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
412 NA sk assessment carried out pursuant to point 2.1 and shall include, where Functional Subset Of Management Systemn BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
lappropriate, the following (Bems) [Continuity & Disaster Recovery (BC/DR) playbooks).
[purpose, scope and audience; [Mechanisms exist to faciitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
4126 NiA Functional Subset Of Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
Foles and responsbilities; [Mechanisms exist to facilltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
212(0) NA Functional Subset Of Management Systern BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(BCMS) [Continuity & Disaster Recovery (BC/DR) playbooks).
ey contacts and (internal and external) communication channels; [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
41200 NA Functional Subset Of Management Systemn BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
ey contacts and (internal and external) communication channels [Mechanisms exist to Communicate the status of recovery activities and
41.2(0) NIA Functional | Intersects With | RecOvery Operations BCD-01.6  [progress in restoring operational capabilites to designated internal and 5
Communications lexternal stakeholders.
[conditions for pian activation and deactivation; [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
2120 NA Functional Subset Of Management Systemn BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
[order of recovery for operations; [Mechanisms exist to faciitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
41.26e) A Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
recovery pians for specific operations, Including recovery objectives; [Mechanisms exist to facilltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
2120 NA Functional Subset Of Management Systern BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
Fecovery plans for specific operations, Including recovery objectives; recovery Time /ot [Mechanisms exist to faciitate recovery operations In accordance with
i - [Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
41200 NA Functional | Intersects with | ECOR T PO | D014 very Time Objectives (RTOs) an very Point Objectives (RPOs) 5
required resources, including backups and redundancies; [Mechanisms exist to facilltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
41200) NA Functional Subset Of Management Systern BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
Fequired resources, Including backups and redundancies; [Mechanisms exist to create recurring backups of data, software and/or
Isystem images, as well as verify the Integrity of these backups, to ensure the
4.1.2(9) N/A Functional Intersects With Data Backups BCD-11  |availability of the data to satisfy Recovery Time Objectives (RTOs) and 5
IRecovery Point Objectives (RPOS).
equired resources, Including backups and redundancies; [Mechanisms exist to maintain a falover capability, which is not collocated
Redundant Secondary \with the primary Technology Asset, Application and/or Service (TAAS), which
4.1.2(g) N/A Functional Intersects With ystem BCD-11.7 |can be activated with little-to-no loss of information or disruption to 5
loperations.
[Festoring and resuming activities from temporary measures. [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
4120 A Functional |  SubsetOf | ManagementSystem | BCD1  [Services (TAAS) (e.g. Continuity of Operations Plan (COOP) o Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
[restoring and resuming activities from temporary measures. a o A [Mechanisms exist to resume all missions and business functions within
esume All Missions .
41200 NiA Functional | Intersects with | Rgsume AllMissions BCD-02.1  [Recovery Time Objectives (RTOs) of the contingency plan's activation. 5
[Festoring and resuming activities from temporary measures. Resume Essential Missions Mechanfsms existto resume essential missions and business functions wiin
41200 NA Functional | Intersects With | Reg/be Essential Hisslo BCD-02.3 time period of plan activation. 5
[The relevant entities shall Carry out @ business Impact analysTs to assess the Mechantsms existto conduct 3 Business Impact Analysis (BIA)to dentiy and
lpotential impact of severe disruptions to their business operations and shal lassess security, compliance and resilience risk
213 NA lbased on the results of the business impact analysis, establish continuity Functional | Intersects with | BUSiness Impact Analysis | pgy oo 5
requirements for the network and information systerns. (B1A)
[The business continuity plan and disaster recovery pian shal be tested, reviewed Mechanfsms exfstto conduct fests and/or exercses o eualuate the
land, where appropriate, updated at planned intervals and following significant plan readiness to execute
414 NA incidents or significant changes to operations or risks. The relevant entities shall |  runctional | Intersects with | Contingency Plan Testing &| g o fche plan. 5
lensure that the plans incorporate lessons learnt from such tests rcises
[The business continuity plan and disaster recovery plan shall be tested, reviewed [Mechanisms exist to conduct a Root Cause Analysis (RCA) and "Tessons
land, where appropriate, updated at planned intervals and following significant Contingency Plan Root learned" activity every time the contingency plan is activated.
414 NiA incidents or significant changes to operations or risks. The relevant entities shall |  Functional | Intersects With | Catse Analysis (RCA) & 8CD-05 s
lensure that the plans incorporate lessons learnt from such tests Lessons Learned
42 Backup and redundancy - (/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The relevant entities shall maintain backup copies of data and provide sufficient [Mechanisms exist to Create recurring backups of data, software and/or
lavailable resources, including facilities, network and information systems and lsystem images, as well as verify the integrity of these backups, to ensure the
421 NA |staff, to ensure an appropriate level of redundancy. Functional | Intersects With Data Backups BCD-11 lavailability of the data to satisfy Recovery Time Objectives (RTOs) and 8
[Recovery Point Objectives (RPOS).
[The relevant entities shall maintain backup copies of data and provide sufficient [Mechanisms exist to maintain a failover capability, which is not collocated
lavailable resources, including facilities, network and information systems and Redundant Secondary with the primary Technology Asset, Application andor Service (TAAS), which
421 NiA |staff, to ensure an appropriate level of redundancy. Functional | Intersects With System BCD-117  |can be activated with little-to-no loss of information or disruption to 5
loperations.
[Based on the results of the risk assessment carried out pursuant to point 2.1 and [Mechanisms exist to facilitate the Implementation of contingency planning
lthe business continuity plan, the relevant entities shall lay down backup plans lcontrols to help ensure resilient Technology Assets, Applications and/or
y pl Y P Business Continuity p 0y pp
422 NiA [which include the following: Functional Subset Of Management Systern BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
recovery times; recovery Time / Point [Mechanisms exist to facilltate recovery operations in accordance with
i i - [Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
4.2.2(a) N/A Functional Intersects With | - oy icrives (RTO / RPO) BCD-01.4 Y ] ( ) Y 2} ( ) 5
[assurance that backup copies are complete and accurate, Including configuration [Mechanisms exist to create recurring backups of data, software and/or
|data and data stored in cloud computing service environment; lsystem images, as well as verify the integrity of these backups, to ensure the
4.2.2(b) N/A Functional | Intersects With Data Backups BCD-11  lavailability of the data to satisfy Recovery Time Objectives (RTOs) and 5
[Recovery Point Objectives (RPOS).
[assurance that backup coples are complete and accurate, including configuration Testing for Reliab [Mechanisms exist to routinely test backups that verify the reliability of the
4.2.2(b) N/A |data and data stored in cloud computing service environment; Functional Intersects With esting r?t’e ity BCD-11.1  [backup process, as well as the integrity and availability of the data. 5
[Storing backup copies (oniine or offine) in a safe location or locations, which are [Mechanisms exist to test contingency pians at alternate storage & processing
Inot in the same network as the system, and are at sufficient distance to escape Alternate Storage & sites to both familiarize contingency personnel with the facility and evaluate
4.2.2(c) N/A |any damage from a disaster at the main site; Functional | Intersects With Processing Sites BCD-04.2  the capabilities of the alternate processing site to support contingency 5
loperations.
[Storing backup copies (oniine or offine) in a safe location or locations, which are [Mechanisms exist to create recurring backups of data, software and/or
Inot in the same network as the system, and are at sufficient distance to escape system images, as well as verify the integrity of these backups, to ensure the
42200 NiA lany damage from a disaster at the main site; Functional | Intersects With Data Backups BCD-11  [availability of the data to satisfy Recovery Time Objectives (RTOs) and 5
[Recovery Point Objectives (RPOS).
lappropriate physical and Iogical access Controls to backup Copies, In accordance [Mechanisms exist to restrict access to backups to privileged users with
42200 WA [with the asset classification level; Functional | Intersects With Ba‘k“" Access BCD1L9 assigned roles for data backup and recovery operations. 8
Festoring data from backup Copies; oo [Mechanisms exist to ensure the secure recovery and reconstitution of
4.2.2(e) N/A Functional | Intersects With |APP! icaions anor serices BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state B
(TAAS) Recovery & lafter a disruption, compromise or failure.
[estoring data from backup copies; Backup & Restoration [Mechanisms exist to protect backup and restoration haraware and software
4.2.2(e) NA Functional | Intersects With |  §2ckub & Restoratior BCD-13 H
etention periods based on business and regulatory requirements. [Mechanisms exist to Create recurring backups of data, software and/or
lsystem images, as well as verify the integrity of these backups, to ensure the
4.2.2(0) N/A Functional | Intersects With Data Backups BCD-11  lavailability of the data to satisfy Recovery Time Objectives (RTOs) and 5
[Recovery Point Objectives (RPOS).
etention periods based on business and regulatory requirements. [Mechanisms exist to retain media and data in accordance with appiicable
42200 NA Functional SubsetOf | Media & DataRetention |  DCH-18  [qefierome SRt TR OGS i mtion. 10
T T perf Tar integri i ] i
w23 A [The relevant entities shall perform regular integrity checks on the backup copies. | ¢ ™[ 0 " ™ Backup & Restoration 5Co-13 | Mechanisms exist to protect backup and restoration hardware and software. S
Hardware Protection
[The relevant entities shall perform regular Integrity checks an the backup copies. Restoration Integrity [Mechanisms exist to verify the integrity of backups and other restoration
423 VA Functional | Intersects With Verification BCD-13.1  lassets prior to using them for restoration. 8
[Based on the results of the risk assessment carfied out pursuant to point 2.1 and [Mechanisms exist to achieve resilience requirements in normal and adverse
e business continuity plan, the relevant entities shall ensure sufficient Achieving Resilience situations.
424 NA lavailability of resources by st least partial redundancy of the following Functional Subset Of eaurements SEA-01.2 10
[network and information systems; [Mechanisms exist to maintain a failover capability, which is not collocated
Redundant Secondary \with the primary Technology Asset, Application and/or Service (TAAS), which
4.2.4(a) N/A Functional Intersects With ystem BCD-11.7 |can be activated with little-to-no loss of information or disruption to 5
loperations.
[assets, including facilities, equipment and supplies; [Mechanisms exist to maintain a failover capabllity, which s not collocated
Redundant Secondary with the primary Technology Asset, Application andjor Service (TAKS). which
4.2.4(b) N/A Functional Intersects With System BCD-11.7  |can be activated with little-to-no loss of information or disruption s
loperations.
42000 A [personnel with the necessary responsibility, authority and competence; Functional | Intersects With Defined Roles & WS 03 [Uchonisms exat o define Toles & for ail o
lpersonnel with the necessary responsibility, authority and competence; [Mechanisms exist to establish redundancy for vital securlty, compliance and
Establish Redundancy for resilience staff
42400 NA Functional | Intersects With |Vital Security, Compliance & ~HRS-13.3 8
Resilience Staff
lpersonnel with the necessary responsibility, authority and competence; Manage Organizational [Mechanisms exist to manage the organizational knowledge of the security,
42.4(0) NA Functional | Intersects With o PRM-08 [ el res lence ctaff H
[appropriate communication channels. [Mechanisms exist to maintain a falover capability, which is not collocated
Redundant Secondary \with the primary Technology Asset, Application and/or Service (TAAS), which
4.2.40) NiA Functional | Intersects With ystem BCD-11.7  |can be activated with little-to-no loss of information or disruption to 5
loperations.
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[Where appropriate, the relevant entities shall ensure that monitoring a [Mechanisms exist to lauh(a{e the wmp\emen(alwon of contingency planning
adjustment of resources, including faCites, systems and parsonnels i duly Business Continuity Controls o help ansure reslent Technlogy Assets, Applicatons andor
425 NiA informed by backup and redundancy requirements. Functional Subset Of Management Systern BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
[The refevant entiies shall carry out regular testing of the recovery of backup Mechanfsms exfstto conduct tests andfor exercses o evaluate the
[copies and redundancies to en * in ecovery conditons, they can be relied plar eadiness to execute
426 NA o and cover the copies, processes and knowledye to perfori an Functional subsetof | Contingency Plan Testing & | gep o4 [the plan 10
ecovery, The relevant antites shal docamant the resuts of e tests and, where rcises
Ineeded, take corrective action
A
43 Crisis management [V Functional | No Relationship N/A NA WA 0 INo applicable SCF control
[The relevant entities shall put in place a process for Crisis management. [Mechanisms exist to facilltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
431 N/A Functional | Intersects With |~ Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 8
(Bems) [Continuity & Disaster Recovery (BC/DR) playbooks).
[The relevant entities shall put in place a process for Crisis management. Mechanisms exist to Implement and govern processes and documentation to
431 NA Functional | Intersects With Incident Response 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 8
Operations lprotection-related incidents
[The relevant entities shall ensure that the crisis management process addresses N
432 NA [at et the following alemente: Functional | No Relationship A NA NA 0 INo applicable SCF control
roles and responsibilities for personnel and, where appropriate, suppiiers and fned exist to define Toles & for all
4320 NA lservice providers, specifying the allocation of roles in crisis situations, including Functional | Intersects With Defined Roles & HRS03  [personnel. 5
Jspecific steps to follo Responsibilities
Foles and responsibilities for personnel and, where appropriate, suppiiers and Mechanfsms extto edulre contractual requiements (or apRicabl securt,
432 A lservice providers, specifying the allocation of roles in crisis situations, including . o witn | Third-Party Contract om lcompliance and resilience requirements with third-parties, reflecting
320) " Specifc staps to folow: unctional | Intersects Wi o o 105 [oromniamtionts abedh v protent e Technology Acue, Applcations. Senvices s
land/or Data (TAASD).
Foles and responsibilities for personnel and, where appropriate, suppiiers and [Mechanisms exist to document and maintain a Responsible, Accountable,
Jservice providers, specifying the allocation of roles in criss stuations, including Resparsie, Accountae ISupportive, Consulted & Informed (RASCI) matrix, or similar documentation,
4320 NA |specific steps to follo Functional | Intersects With ortive. Consulted & | TPM-05.4 |to delineate assignment for security, compliance and resilience controls s
Tnformed (RASCH Matrix lbetween internal stakeholders and External Service Providers (ESPs).
appropriate communication means between the relevant entities and relevant o B [Mechanisms exist to maintain command and control capabilities via alternate
4.3.2(b) N/A |competent authorities; Functional | Intersects with | Alternate Commur BCD-10.4 nnels and designating alternative decision makers if B
lprimary decision makers are unavailable.
[appiication of appropriate measures to ensure the maintenance of network and xSt to develop, disseminate, review & update procedures to
information system security in crisis situations. facilitate the implementation of maintenance controls across the enterprise.
For the purpose of point (b), the flow of information between the relevant entities
4.3.2(c) N/A and relevant competent authorities shall include both obligatory communications, Functional Subset Of Maintenance Operations. MNT-01 10
lsuch as incident reports and related timelines, and non-obligatory
|communications.
[The relevant entities shall implement a process for managing and making use of [Mechanisms exist to coordinate contingency plan development with internal
information received from the CSIRT or, where applicable, the competent Coordinate with Related land external elements responsible for related plans.
433 NiA lauthorities, concerning incidents, vulnerabilities, threats or possible mitigation Functional Subset Of BCD-01.1 10
Imeasures
[The refevant entities shall Implement a process for managing and maKing use of Wechanfsms exstto estabTsh an ntegrated team of ybersecurty, I and
033 A information received from the CSIRTS or, where applicable, the competent . L with |Integrated Security Incident| o o [ousiness function representatives that are capable of addressing s
- L lauthorities, concerning incidents, vulnerabiliies, threats or possible mitigation unctional | Intersects With | g dC0 0 eam (ISIRT) - lcybersecurity and data protection incident response operations.
res.
[The relevant entities shall test, review and, where appropriate, update the crisis cont o Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the
434 NA Imanagement plan on a regular basis or following Sigrificant Incidents or Functional subsetof | Contingency Plan Testing &|  gep g4 plan's and the readiness to execute 10
Jsignificant changes to operations or risks. rcises the plan.
INA
SUPPLY CHAIN SECURITY
5 (ARTICLE 21(2). PONT (D). Functional | No Relationship NA NA NA 0 INo applicable SCF control
2022/2555)
51 Supply chain security policy [V/A Functional | No Relationship NA NA NA 0 INo applicable SCF control
[For the purpose of Article 21(2), point (d) of Directive (EU) 2022/2555, the [Mechanisms exist to develop a plan for Supply Chain Risk Management
relevant entities shall establish, implement and apply a supply chain Security (SCRM) associated with the development, acquisition, maintenance an
Ipolicy which governs the relations with their direct suppliers and service providers disposal of Technology Assets, Applications and/or Services (TAAS), including
in order to mitigate the identified risks to the security of network and information upply Chain Risk g ldocumenting selected mitigating actions and monitoring performance
sl A lsystems. In the supply chain security policy, the relevant entities shall identify Functional | ntersects Wit |y, 0 20 SEATNG oy | RSK00 lagainst those plans. s
[their role in the supply chain and communicate it to their direct suppliers and
[service providers.
[For the purpose of Article 21(2), point (d) of Directive (EU) 2022/2555, the [Mechanisms exist to facilltate the implementation of tailored development
relevant entities shall establish, implement and apply a supply chain Security land acquisition strategies, contract tools and procurement methods to meet
Ipolicy which governs the relations with their direct suppliers and service providers lunique business needs.
in order to mitigate the identified risks to the security of network and information Technology Development & y
s11 A lsystems. In the supply chain security policy, the relevant entities shall identi Functional Subset Of cquisition oAl 0
ltheir role in the supply chain and communicate it to their direct suppliers and
lservice providers.
[AS part of the supply chain security policy referred to in point 5.1.1, the relevant [Mechanisms exist to require contractual requirements for appiicable security,
s12 A lentities shall lay down criteria to select and contract suppliers and service Functions! subset Of Third-Party Contract pmos  |comPliance and resiience requirements with third-partie, reflecting th 1o
-1 Z lproviders. Those criteria shall include the following: unctional ubse Requirements 05 lorganization's needs to protect its Technology Assets, Applications, Services
land/or Data (TAASD).
[Foe cybersecary practices of the supplers and service provider, incloding el [Mechanisms exist to require contractual requirements for appiicable security,
[secure development procedur Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.1.22) N/A Functional | Intersects With Requirements TPM-05 organization's needs to protect its Technology Assets, Applications, Services s
landor Data (TAASD).
[the ability of the suppliers and service providers to meet cybersecurity [Mechanisms exist to require contractual requirements for appiicable security,
lspecifications set by the relevant entities; Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.12(0) N Functional | Intersects With Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services 5
[andor Data (TAASD).
[the overall quallty and resilience of ICT products and ICT services and the [Mechanisms exist to require contractual requirements for appiicable Security,
Eybersecurtty Hok mambgemant mebsuros ambeded in them icioding the isks Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.1.2(c) NA land classification level of the ICT products and ICT services; Functional | Intersects With Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services 5
landor Data (TAASD).
[the ability of the relevant entities to diversify sources of supply and fimit vendor [Mechanisms exist to require contractual requirements for appiicable security,
lock-in, where applicable. Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.1.2(d) N Functional | Intersects With Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services 5
landor Data (TAASD).
[When establishing their supply chain security policy, relevant entities shall take [Mechanisms exist to periodically a5sess Supply chain risks associated with
into account the resuits of the coordinated security risk assessments of critical Supply Chain Risk [Technology Assets, Applications and/or Services (TAAS)
513 NIA lsupply chains carried out in accordance with Article 22(1) of Directive (EU) Functional | Intersects With ‘Assessment RSK-09.1 5
202272555, where applicable.
[Based on the supply chain security policy and taking into account the results of [Mechanisms exist to require contractual requirements for appiicable security,
lthe risk assessment carried out in accordance with point 2.1. of this Annex, the lcompliance and resilience requirements with third-parties, reflecting the
514 NA relevant entities shall ensure that their contracts with the suppliers and service Functional Subset Of Tm(:—Partv Contract TPM-05  |organization’s needs to protect its Technology Assets, Applications, Services 10
lproviders specify. where appropriate through service level agreements, the equirements [andor Data (TAASD).
[following, where appropriate:
Tor the suppliers or service providers, including [Mechanisms exist to require contractual requirements for appiicable Security,
requirements as regards the security in acquisition of ICT services or ICT products Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.14() NA lset out in point 6.1 Functional Subset Of o TPM-05  [organization's needs to protect its Technology Assats, Applications, Services 10
land/or Data (TAASD).
requirements regarding awareness, skils and training, and where appropriate [Mechanisms exist to require contractual requirements for appiicable security,
s 14 va [certifications, required from the suppliers’ or service providers’ employees; Functions! Subset of Third-Party Contract oags  |comPliance and resilience requirements with third-parties, reflecting th o
% Requirements organiation's needs o protectt Technology Assets, Applicaions, Services
land/or Data
s1a0 A 22‘35925”,35;;?2‘1&"? he veriication of the backoround o T suppiers”and Functional | Intersects i | TPeTarty Personne Towos [rechanine et tr:;:un':;);‘ﬁ;;ssu;\nr:e‘lhs‘rsdc\;ra\?‘/yrepn:s:{r‘sgznts ncluding B
jarding the verlﬁ(alvon of the background of the suppliers’ and [Mechanisms exist to require contractual requirements for appiicable security,
[envice providers empio Third-Party Contract compllance an resilience reauirements with thirc-partls, reflecting the
5-14(c) N Functional Subset Of Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 10
land/or Data (TAASD).
[an obligation on suppliers and service providers to notify, Without undue defay, Wecharfsms exstto réquire contractusl requirements fof applcable securty.
14 A the relevant entites of incidents that present a isk to the security of the network | ' Subset of Third-Party Contract oo |compliance and resiience requirements with third-parties, reflectin 10
-1.4(d) i |and information systems of those entities; unctional ubset Requirements . lorganization's needs to protect its Technology ssats, Applications, Serv-ces
landor Data (TAASD).
[the rigt to audt or rigt to receive audit reports; Mechanisms exstto requie contractual requirements for applcable securty,
Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.1.4(e) N/A Functional Subset Of Requirements TPM-05 urgda/mz;non(?r Z:;ﬁ to protect its Technology Assets, Appl\(atmns. Services 10
land/or Data
[an obligation on suppiiers and service providers to hande vulnerabilities that eX(stTo requive ContractualrequlTements for applcable securty.
s1a A resent a risk to the security of the network and information systems of the . ' Subset of Third-Party Contract oo |comPliance and resiience requirements with third-parties, reflectin 10
-1.4(0) i relevant entities; unctional ubset Requirements . lorganization's needs to protect its Technology ssats, Applications, Serv-ces
landor Data (TAASD).
Fequrements regarding subcontracling and, where [he elevant entites alow [Mechanisms exist to require contractual requirements for appiicable security,
cordance with Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
5.1.4(g) NiA lthe cybersecurity requirements referred to in point (a); Functional Subset Of Requirements TPM-05  [5rganization’s needs to protect its Technology Assets, Applications, Services 10
land/or Data (TAASD).
[Fequirements regarding subcontracting and, where the relevant entities allow < ) [Mechanisms exist to ensure applicable security, compliance and resifience
5.1.4(g) N/A accordance with | Functional | Intersects With ontract Flow Down TPM-05.2  |requirements are included in contracts that flow-down to applicable sub- 8
[the cybersecurity requirements referred to in point (a); equirements [contractors and suppliers.
[obligations on the suppliers and service providers at the termination of the [Mechanisms exist to require contractual requirements for appiicable security,
S ra A lcontract, such as retrieval and disposal of the information obtained by the Functional ubsetof Third-Party Contract pmos  |comPliance and resiience requirements with third-parties, reflecting the o
() i lsuppliers and service providers in the exercise of their tasks, unctional ubse Requirements 05 lorganization's needs to protect its Technology Assets, Applications, Services
land/or Data (TAASD).
[The refevant entities shall take into account the elements referred to in point 5.1.2 [Mechanisms exist to develop a plan for Supply Chain Risk Management
land 5.1.3. as part of the selection process of new suppliers and service providers, ((SCRM) associated with the development, acquisition, maintenance and
las well as part of the procurement process referred to in point 6, Lpply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
515 NA Functional | Intersects With | . SPPY TEAANC | Rskoo documentingselected miigating scions and montaring performance 8
[The relevant entities shall take into account the elements referred to in point 5.1.2 [Mechanisms exist to require contractual requirements for appiicable security,
s1s wn Jand 5.1.3.as part of the selection process of new supplers and service providers, | subset Of Third-Party Contract oas  |comPliance and resilience requirements with third-parties, reflecting the 1o
-1 L las well as part of the procurement process referred to in point 6.1 unctional ubse Requirements 05 lorganization's needs to protect its Technology Assets, Applications, Services
landor Data (TAASD).
[The relevant entities shall review the supply chain security policy, and monitor, [Mechanisms exist to establish, maintain and disseminate policies, standards
levaluate and, where necessary, act upon changes in the cybersecurity practices of| land procedures necessary for secure, compliant and resilient capabilities.
lsuppliers and service providers, at planned intervals and when significant changes Publishing Security,
s16 NA lto operations or risks or significant incidents related to the provision of IC Functional SubsetOf | Compliances Rostionce | Gov-02 10
[services or having impact on the security of the ICT products from suppliers and e
Jservice providers occur.
[The relevant entities shall review the supply chain security policy, and monitor, [Mechanisms exist to review the Security, Compliance & Resiience Program
levaluate and, where necessary, act upon changes in the cybersecurity practices of| ((SCRP), including policies, standards and procedures, at planned intervals or
lsuppliers and service providers, at planned intervals and when significant changes i significant changes occur to ensure their continuing suitability, adequacy
lto operations or risks or significant incidents related to the provision of ICT Periodic Review & Update of| land effectiveness
516 N/A " 9 o Functional | Intersects With | Security, Compliance & GOV-03 5
[services or having impact on the security of the ICT products from suppliers and Resilienca Program
Jservice providers occur.
[The refevant entities shall review the supply chain security policy, and monitor, [Mechanisms exist to develop a plan for Supply Chain Risk Management
levaluate and, where necessary, act upon changes in the cybersecurity practices of| ((SCRM) associated with the development, acquisition, maintenance and
lsuppliers and service providers, at planned intervals and when significant changes Sunoly Chain sk disposal of Technology Assets, Applications and/or Services (TAAS), including
lto operations or risks or significant incidents related to the provision of ICT upply Chain Ris g ldocumenting selected mitigating actions and monitoring performance
516 A |services or having impact on the security of the ICT products from suppliers and Functional | Intersects With | yanagement (scaM) Plan | RS0% Jagainst those plans. °
lservice providers occur.
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[The relevant entities shall review the supply chain security polic IMechanisms exist t
[evaluate and, where necessary. act upon changes in the cybersecurty practices of (1) Evaluate security risks and threats associated with Technology Assets,
lsuppliers and service providers, at planned intervals and when significant changes lApplications and/or Services (TAAS) supply chains; an
lto operations or isks or significant incidents related to the provision of ICT Supply Chain Risk 03 |(2) Take appropriate remediation actions to minimize the organization's
516 WA lservices or having impact on the security of the ICT products from suppliersand | Functional Subset Of Management (SCRM) TPM-03 | posure to those risks and threats, as necessary. 10
[service providers occur.
7 i -
517 NiA For the purpose of point 5.1.6., the relevant entities shall Functional | No Relationship NA NIA NA 0 INo applicable SCF control
Fegularly monitor reports on the implementation of the service level agreements, [Mechanisms exist to monitor, regularly review and assess External Service
|where applicable; Review of Third-part Providers (ESPs) for compliarice with established contractual requirements.
5.1.7() NA Functional | Intersects With S Y TPM-08 lfor security, compliance and resilience controls 5
Feview incidents refated to ICT products and ICT services from suppliers and Mechanisms exist to monitor, regularly review and assess External Service
lservice providers; Review of Third-Party Providers (ESPs) for compliarice with established contractual requirements
5.1.7(0) NA Functional | Intersects With of Third M08 [to security. compliance and resilience controls. s
35553 the need for unscheduled reviews and document the findings in 3 Miechanisms exist to monitor, regularly review and assess External Service
lcomprehensible manner; Review of Third-part Providers (ESPs) for compliarice with established contractual requirements.
5.17(c) NA Functional | Intersects With of Y TPM-08  lfor security, compliance and resilience controls. 5
[analyse the risks presented by changes refated fo ICT products and ICT services P N Mechanisms exist to faciitate the implementation of a change management
5.1.7() NA ffrom suppliers and service providers and, where appropriate, take mitigating Functional Subset Of ange Managemen CHG.01  [program. 10
Imeasures in a tmely manner rogram
[analyse the risks presented by changes refated to ICT products and ICT services [Mechanisms exist to control changes to services by suppliers, taking info
ffrom suppliers and service providers and, where appropriate, take mitigating IManaging Changes To Third laccount the critcality of business Technology Assets, Applications, Services
5.1.7(d) N/A Imeasures in a timely manner. Functional Intersects With Party Services TPM-10 (and/or Data (TAASD) that are in scope by the third-party. 8
[The relevant entities shall maintain and keep p to date a registry of their direct [Mechanisms exist to maintain a current, accurate and complete It of
Directoryof suppters ang [“UPPIETS 2N SeTVice providers, including [External Service Providers (ESPs) that can potentially impact the
52 e b ters o Functional Subset Of Third-Party Inventories | TPM-01.1 [Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 10
service provi organization's Technology Assets, Applications, Services and/or Data
(TAASD)
[contact points for each direct supplier and service provider; [Miechanisms exist to maintain 3 current, accurate and complete 1t of
[External Service Providers (ESPs) that can potentially impact the
5.2(a) NA Functional SubsetOf | Third-Party Inventories | TPM.01.1 [Confidentialty, Integrity, Availability and/or Safety (CIAS) of the 10
organization's Technology Assets, Applications, Services and/or Data
(TAASD)
[3 TSt of ICT products, ICT services, and ICT processes provided by the drect [Mechanisms exist to perform inventories of Technology Assets, Applications,
lsupplier o service provider to the relevant entities Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in
12) denties authoized software products, nliding business justfication
tais;
51 5t the level of granularty deemed necessary fr racking and reportng:
5.2(b) N/A Functional Intersects With Asset Inventories AST-02 () Includes organization-defined information deemed necessary to achieve. 8
effective property accountability; and
(5) 5 available for review and audit by designated organizational personnel.
WA
ISECURITY IN NETWORK AND|
INFORMATION SYSTEMS
_acousTon,
6 Functional | No Relationship /A NA A 0 INo applicable SCF control
MAINTENANCE ot
21(2), POINT (E), OF
DIRECTIVE (20) 209212555)
securit tion of (CT[V/A
6.1 Corirer gfﬁc‘“ﬁ;:g e Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
FFor the purpose of Article 21(2), point (€) of Directive (EU) 2022/2555, the [Mechanisms exist to facilitate the implementation of strategic, operational
relevant entities shall set and implement processes to manage risks stemming Jand tactical risk management controls.
rom the acquisition of ICT services or ICT products for components that are
611 A lritical for the relevant entities’ security of network and information systems. Functions! SubsetOf | Risk Management Program | RSK.01 0
e risk assessment carried out pursuant to point 2.1, from suppliers or
lservice providers throughout their e cycle.
FFor the purpose of Aicle 21(2), point (€) of Directive (EU) 2022/2555, the [Mechanisms exist to conduct recurring assessments of isk that ncludes the
relevant entities shall set and implement processes to manage risks stemming likelinood and magnitude of harm, from unauthorized access, use, disclosure,
ffrom the acquisition of ICT services or ICT products for components that are disruption, modification or destruction of the organization's Technology
" NA [critical for the relevant entities' security of network and information systems, Functional | intersects with Risk A . Rsk0a  |Assets, Applications, Services and/or Data (TAASD).
© & based on the risk assessment carried ot pursuant to point 2.1, from suppliers or | FUnctional | Intersects isk Assessmen Sk s
service providers throughou their lfe cycle.
For e purpose o poit 611, e processes referred 0 1 part 631, shal n " [Mechanisms exist to mplement a risk assessment methodology fo ensure
612 NA includs Functional Subset Of isk Assessmen RSK.04.2 |coverage for organizational components relevant for secure, compliant and 10
Methodology resiiont operations
[security requirements to apply to the ICT services or ICT products to be acquired: N [Mechanisms exist to Implement & risk assessment methodology to ensure
612000 NA Functional Ssubset of Risk Assessment RSK.04.2 |coverage for organizational companents relevant for secure, compliant an 10
ethodology resilient operations.
Fequrements regarding seculty updates throughout the entire ietime of the ICT [Miechanisms exist to Implement a Fsk assessment methodology to ensure
6.1.2(0) NA lservices or ICT products, or replacement after the end of the support period; Functional Subset Of Risk Assessment RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology resilient operations
information describing the hardware and software components used n the ICT e N [Mechanisms exist to mplement a risk assessment methodology fo ensure
s120 i emrces e oot Funcional | irsecswin | FSCASsessment | o4 covtrage o rganzananal companénts rvamt for secue, oo and 10
tethodology resilient operations.
fnformation describing the Tmplemented cybersecurity functions of the ICT [Miechanisms exist to Implement & Fsk assessment methodology to ensure
6.12() NA Iservices or ICT products and the configuration required for their secure operation; |  Functional Subset Of Risk Assessment RSK-04.2 |coverage for organizational components relevant for secure, compliant and 10
Methodology
resilient operations
ssurance that the ICT services or ICT products comply with the security n " chanisms exist to implement a risk assessment methodology fo ensure
6.1.2(e) NIA Irequirements according to point (a); Functional Subset Of Isk Assessmen! RSK-04.2 |coverage for organizational components relevant for secure, compliant and 10
Methodology resilions operations.
methods for validating that the delivered ICT services or ICT products are " [Mechanisms exist to Implement & risk assessment methodology to ensure
5120 A Campiant 1o tne st Socuriy requroments, a8 wello¢ documeniarion ofthe | Functional | Subset of Risk pssessment |45 [coarage for organzaanal camponéne relevantfor secure, o ank and 10
resuts of the validation fethodology resilient operations
[T elevark entiies chall eview and. where approprate, update e pocesses 2t Fechaniems ext o aclate (e [pTementaton of sategte, operatona
o013 WA planned intervals and when significant incidents occu Functional Subset O | Risk Management Program | RSK-01 Jang tactical risk 0
e eievant entie shall eview and. where approprate Update Te processes a8 n N harfes exatto Tmplement a St methodology to ensure
613 NA planned intervals and when significant incidents occur Functional | Intersects With isk Assessmen RSK.04.2 |coverage for organizational components relevant for secure, compliant and s
Methodology resiliont operations.
6.2 Secure development lite [ Functional | No Relationship NA NIA NA o INo applicable SCF control
[Before developing a network and Information system, including software, the [Miechanisms exist to compel data and/or process owners to operaionalize
relevant entities shall lay down rules for the secure development of network and security, compliance and resilience practices for each Technology Asset,
information systems and apply them when developing network and information Operationalizing Securi lApplication andor Service (TAAS) under their control
lsystems in-house, or when outsourcing the development of network perationalizing Security,
6.2.1 NIA i . Functional | Intersects With | Compliance & Resilience GOV-15 8
information systems. The rules shall cover all development phases, including p
pabilities
esign. sting
[Before developing a network and Tnformation system, including software, the [Mechanisms exist to faciitate the implementation of industry recognized
relevant entities shall lay down rules for the secure development of network and security, compliance and resilience practices in the specification, design,
information systems and apply them when developing network and information an of Technology Assets,
621 A lsystems in-house, or when outsourcing the development of network and Functions! Subset Of Secure Engineering seao1  |Aplications andfor Services (TAAS) o
information systems. The rules shall cover all development phases, including Principles
esign ting
[Before developing a network and Information system, including software, the Mechanisms exist to faciitate the Implementation of tailored development
relevant entities shall lay down rules for the secure development of network and and acquistion siategie, oniract ool and procurement mefhods t meet
information systems and apply them when developing network and information lunique business needs.
Jsystems in-house, or when outsourcing the development of networl Technology Development & ’
621 NIA information systems. The rules shall cover all development phases, including Functional | Intersects With ‘Acquisition TDA0L 5
design. and testin
7 i -
622 NA For the purpose of point 6.2.1., the relevant entities shall Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[carry out an analysis of securlty requirements at the speciication and design [Mechanisms exist to Identify criical system components and functions by
Iphases of any development or acquisition project undertaken by the relevant Security, Compliance & performing a criticality analysis for critical Technology Assets, Applications
6.22(a) NiA lentities or on behalf of those entities; Functional Intersects With | Resillence Requirements. PRM-05  lang/or Services (TAAS) at pre-defined decision points in the Secure 5
inition IDevelopment Life Cycle (SDLC).
[carry out an analysis of securlty requirements at the specification and design Mechanisms exist to define business processes with consideration for
lphases of any development or acquisition project undertaken by the relevant security, compliance and resilience that determines
lentities or on behalf of those entities: (1) The resuiting risk to organizational operations, assets, individuals and
: .06 [other organizations; an
6.22() NA Functional | Intersects With | Business Process Definiton | PR-06 |oSer orgenizationsiand | L ined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[apply principles for engineering secure systems and secure coding principles to Mechanisms exist to facilitate the implementation of industry-recognized
lany information system development activities such as promoting cybersecurity- e security, compliance and resilience practices in the specification, design,
6220 NA by-design, zero-trust architectures; Functional Subset of ecure Engineering sea01 an of Technology Assets, 10
Principles lApplications and/or Services (TAAS).
Ty down security Tegarding Miechanisms exist to facilitate the implementation of industry recognized
security, compliance and resilience practices in the specification, design,
62.2(c) NIA Functional Subset Of Secure Engineering SEA-0L an of Technology Assets, 10
Principles |Applications andor Services (TAAS)
Ty down security regarding . } Mechanisms exist to facilitate the implementation of taflored development
622(0) MA Funcional | Intersects Wi | TEChnoogy Development | ro 01 [and acauisiion strategies, contract toal and procurement methods 1 meet 5
cquisition lunique business needs.
Ty down security Tegarding Secure Development [Mechanisms exist to maintain 3 segmented development network to ensure
6.22(0) NA Functional | Intersects With A7 [ et omsonio 5
[establish and implement security testing processes in the development ife cycle: [Mechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to
(1) Create and implement a Security Testing and Evaluation (STE) plan, or
Security, Compliance & similar capabilty
6.2.2(d) NA Functional | Intersects With | Resilience Testing TDA-09  |(2) Implement a verifiable flaw remediation process to correct weaknesses s
Throughout Development land deficiencies identified during the control testing and evaluation process;
and
3) Document the results
appropriately select, protect and manage security test data; echanisme exsto ensure the tegty of e data trouah exstng
6.2.20e) NA Functional | Intersects With | Test Data Integrity TDAL0L [ e e e s
Forise and anonymise esting data accorang ( the o assessment carred out Rrechanson et e e e of sensmve/regmaled data for
Porsuant to point Limit Sensitive / Regulated resenrch testing, or raining. in accordance with authorized, legitimate
6.2.2() NA Functional | Intersects With | Data In Testing, Training & | DCH-18.2 |pysmess practicee. 5
Fanise g anonymise esing ata accorang o e 5k assessment carred o Mechanisms exist to approve, document and control the Use of v data in
6.2.2() NA et e ooy Functional Subset OF Use of Live Data A0 [ e ot e 10
For outsourced development of network and Iformation systerms, the relevant [Mechanisms exist to facilitate the implementation of third-party management
623 NA lentities shall also apply the policies and procedures referred to in points 5and 6.1 Functional SubsetOf | Third-Party Management | ~ TPM-01  [controls. 10
FFor outsourced development of network and information systems, the refevant Mechanisms exIst to require contractual requirements for applicable securiy.
lentities shall also apply the policies and procedures referred to in points 5 and 6.1 Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
623 NA Functional | Intersects With TPM0S |G Ganisation s needs 1o protect it Technology Assets, Applications, Services 8
Requirements
land/or Data (TAASD).
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[For outsourced development of network and information systems, the relevant Mechaniams exit Lo require-cantractoe reqirements for appicale secunty:
lentities shall also apply the policies and procedures referred to in points 5 and 6.1 Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
623 WA Functional Subset Of Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 10
landor Data (TAASD).
[The relevant entities shall review and, where necessary, update their secure ecmotoy Develooment & [Mechanisms exist to facilltate the implementation of tailored development
6.2.4 NIA |development rules at planned intervals. Functional Subset Of echnology Development TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
Acquisition lunique business needs.
63 Configuration management VA" Functional | No Relationship NA NIA NA 0 INo applicable SCF control
[The relevant entities shall take the appropriate measures to establish, document, [Mechanisms exist to facilitate the implementafion of configuration
631 NA implement, and monitor configurations, including security configurations of Functional Subsetof | Configuration Management | ¢¢G o1 |management controls. 10
hardware, software, services and networks
P, A [For the purpose of point 6.3.1., the relevant entities shall Fumctiona! Subsetor | Conauration Management | — cpg oy [Mechanisms oxstto faiitat the mplementation of confguration o
anagement con
2y down and ensure security in configurations for their haraware, software, Mechanisms exist to aevemp, Gocument and maintain secure baseline
lservices and networks; Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
6.32(a) NA Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 8
lay down and implement processes and tools to enforce the laid down secure [Mechanisms exist to develop, document and maintain secure baseline
[configurations for hardware, software, services and networks, for newly installed Secure Baseline (configurations for Technology Assets, Applications andjor Services (TAAS)
6.3.2(0) NA ystems as well s for systems in operation over their lifetime Functional | Intersects With Configurations CFG-02 tnat are consistent with industry-accepted system hardening standards. 8
[The relevant entities shall review and, where appropriate, update configurations Mechanisms exist to develop, document and maintain secure baseline
at planned intervals or when significant incidents or significant changes to Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
633 N/A loperations or risks occur. Functional Intersects With Configurations CFG-02 [that are consistent with industry-accepted system hardening standards. 5
[The relevant entities shall review and, where appropriate, update configurations [Mechanisms exist to review and update baseline conigurations:
lat planned intervals or when significant incidents or significant changes to (1) At least ann,
633 NA [operations or risks occur Functional | Intersects With | Reviews & Updates CFG-02.1 |(2) When required dse to so; or 8
(3) A part of system companent installations and upgrades.
Change management, [V
64 repaits and maintenance Functional | No Relationship N/A NA VA 0 INo applicable SCF control
[The relevant entities shall apply change management procedures to control [Mechanisms exist to facilitate the implementafion of a change management
[changes of network and information systems. Where applicable, the procedures Change Management lprogram.
6.4.1 NA lshall be consistent with the relevant entities’ general poicies concerning change |  Functional Subset Of 9 o CHG-01 10
Imanagement.
[The refevant entities shall apply change management procedures to control exist to govern the technical configuration change control
[changes of network and information systems. Where applicable, the procedures Configuration Change lprocesses.
6.4.1 N/A lshall be consistent with the relevant entities’ general policies concerning change Functional | Intersects With Control CHG-02 s
Imanagement.
[The procedures referred to In point 6.4.1. shall be applied for releases, Mechanisms exist to govern the technical configuration change control
Imodifications and emergency changes of any software and hardware in operation lprocesses.
land changes to the configuration. The procedures shall ensure that those changes Configuration Change
642 NA lare documented and, based on the risk assessment carried out pursuant to point |  Functional | Intersects With e cHG-02 5
2.1, tested and assessed in view of the potential impact before being
implemented.
[The procedures referred to In point 6.4.1. snall be applied for releases, [Mechanisms exist to govern the technical configuration change control
Imodifications and emergency changes of any software and hardware in operation lprocesses.
land changes to the configuration. The procedures shall ensure that those changes Configuration Change
642 NA lare documented and, based on the risk assessment carried out pursuant to point |  Functional | Intersects With o CHG-02 s
2.1, tested and assessed in view of the potential impact before being
implemented.
in the event that the regular change management procedures ourd not be [Mechanisms exist to govern change management procedures for
[followed due to an emergency, the relevant entities shall document the result of "emergency” changes.
643 NA [the change, and the explanation for why the procedures could not be followed. Functional | Intersects With | Emergency Changes CHG-07 10
in the event that the regular change management procedures could not be [Mechanisms exist to document the results of "emergency” changes,
[fllowed due to an emergency, the relevant entities shall document the result of Documenting Emergency including an explanation for why standard change management procedures
643 NA lthe change, and the explanation for why the procedures could not be followed. Functional | Intersects With i CHG-07.1 |couid not be followed. 10
[The reevant et shallreview and. where approprate, update e procedures Mechanisms exist to faciltate the implementation of a change management
644 NA at planned intervals and when significant incidents or significant changes Functional Subset Of Change Management CHG-01  |program. 10
operations or rvsks Program
A
65 Security testing i Functional | No Relationship /A NA N/A 0 INo applicable SCF control
[The relevant entities shall establish, implement and apply a policy and procedures information Assurance (1A) [Mechanisms exist to facilitate the implementation of security, compliance
651 N Jfor security testing Functional Subset Of Operatio 1001 land resilience assessment and authorization controls o
@ relevant entities shall establish, implement and apply a policy and procedures [Mechanisms exist to require system developers/integrators consult with
for security testing. security, compliance and/or resilience personnel to
(1) Create and implement a Security Testing and Evaluation (STSE) plan, or
Security, Compliance & similar capabilty.
651 NA Functional | Intersects With esilience Testing TDA-09  |(2) Implement a verifiable flaw remediation process to correct weaknesses 5
Throughout Development land deficiencies identified during the control testing and evaluation process;
nd
|(3) Document the results.
652 NiA [The relevant entities shall Functional | No Relationship A NA NA o INo applicable SCF control
[estabiisn, based on the risk assessment carried out pursuant to point 2.1, the information Assurance (1A) Mechaniams existto Tacltate the mplemertation of secury, compliance
6.52(a) WA Ineed, scope, frequency and type of security tests; Functional Subset Of ral 1001 lang resilience assessment and controls. 10
[estabiish, based on the risk assessment carried out pursuant to point 2.1, the [Mechanisms exist to formally assess the se(unty. Compliance and resiience
Ineed, scope, frequency and type of security tests; lcontrols in Technology Assets, Applications andor Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
6.5.2(a) NA Functional | Intersects With Assessments 140-02  |which the controls are implemented correctly, operating as intended and 8
lproducing the desired outcome with respect to meeting expected
[carry out security tests according to a documented test methodology, covering [Mechanisms exist to formally assess the security, compliance and resiience
lthe components identified as relevant for secure operation in a risk analysis; lcontrols in Technology Assets, Applications andior Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
6.5.2(0) NA Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 8
lproducing the desired outcome with respect to meeting expectet
[Gocument the type, scope, time and results of the tests, including assessment of [Mechanisms exist to establish the scope of assessments by defining the
lcriticality and mitigating actions for each finding; Jassessment boundary, according to people, processes and technology that
65.2(0) NA Functional | Intersects With | Assessment Boundaries | 1A0-01.1 |directly or indirectly impact the confidentiality, integrity, availability an 5
safety ofthe Technology Assets, Applcations, Services and/or Data (TAASD)
lunde
[Gocument the & e, fime and results of the tests, including assessment of R reont Mechanisms exist to produce a Security Assessment Report (SAR) at the
6.5.2(c) NA |criticality and mmqalmg actions for each finding; Functional Subsetof  |Security Assessment Report| 5 55 4 |conclusion of a security assessment to certify the results of the assessment 10
(SAR) land assist with any remediation actions.
[apply mitigating actions in case of critical findings. Mechanisms exist to govern dentified deficiencies (€. Plan of Action and
Milestones (POA&M) or similar methodology) that formally documents, at a
Iminimum:
1) Deficiency tracking number;
2) Applicable security, compliance and/or resilience control;
3) Description of the deficiency(ies);
4) Risk associated with the deficiency(ies);
Capabilties Deficiency y 5) Source deficiency identification/detection;
6.5.2() N Functional Subset Of Tracking 1A0-05 " 1(6) Temporary compensating controls, if applicable; 0
7) Point of Contact (POC) (e.g., assetiprocess owner).
8) Resources required to conduct remediation actions;
9) Planned remedial actions to the deficiency(ies);
10) Proposed remediation timeline; an
11) Disposition statement (e.g., closeout summary).
[The relevant entities shall review and, where appropriate, update their security information Assurance (1A) [Mechanisms exist to facilitate the implementation of security, compliance
653 A ltesting policies at planned intervals. Functional Subset Of peratio 1001 |ang resilience assessment and authorization controls 10
6.6 Isecurity patch management| V> Functional | No Relationship NA NIA NA o INo applicable SCF control
[The relevant entities shall specify and apply procedures, coherent with the change] [Mechanisms exist to facilitate the implementafion of a change management
Imanagement procedures referred to in point 6.4.1. as well as with vulnerability Change Management lprogram.
6.6.1 NIA Imanagement, risk management and other relevant management procedures, for Functional Intersects With CHG-01 8
lensuring that:
[The relevant entities shall specify and apply procedures, coherent with the change| [Mechanisms exist to facilltate the implementation and monitoring of
Imanagement procedures referred to in point 6.4.1. as well as with vulnerability Vulnerability & Patch Vulnerability management controls.
661 NA Imanagement, risk management and other relevant management procedures, for | Functional | Intersects With |  Management Program VPM-01 8
lensuring that: (VPMP)
[security patches are applied Within a reasonable time after they become avallable; . [Mechanisms exist to conduct software patching for all deployed Technology
6.6.1(a) N/A Functional Intersects With 59 ‘Wa'e(& F""g”‘ware VPM-05  |Assets, Applications andjor Services (TAAS), including firmware 8
[security patches are tested before being appiied in production systems; oreDentoyment Patch [Mechanisms exist to perform due diligence on software andjor firmware
6.6.1(b) N/A Functional | Intersects With el VPM-05.6  [update stability by conducting pre-production testing in a non-production 5
lenvironment.
[Security patches come from trusted sources and are checked for Itegrity; o Mecharlsms existto equire developers of Techmology Assets, Applcatons
66.1(0) NA Functional | Intersects With oftware | Firmware TDA-14.1  [and/or Services (TAAS) to enable integrity verification of software an 3
Integrity Verification frmware componente
[security patches come from trusted sources and are checked for Integrity; [Mechanisms exist to ensure software and/or frmware patches are
66.1(0) NA Functional SubsetOf | Software Patch Integrity | VPM-05.8  |(1) Obtained from trusted sources; and 10
(2) Checked for integrity.
dtonal measures are mplemented and residual ks are acceptcd in cases Compensating Mechanisms exist to 1dentify and Implement compensating Countermeasures.
\where a patch is not available or not applied pursuant to point i g to reduce risk and exposure to threats
6.6.1() NA P pplied p! 2 Functional Subset Of e RSK-06.2 P 10
/By way of derogation from point 6.6.1.(a), the relevant entities may choose not to [Mechanisms exist to facilitate the deferral of software and/or firmware
lapply security patches when the disadvantages of applying the security patches Ipatches when the disadvantages of applying the patch outweighs the
662 NA loutweigh the cybersecurity benefits. The relevant entities shall duly document Functional SubsetOf  |Deferred Patching Decisions| VPM-04.3 [penefits 10
land substantiate the reasons for any such decision.
67 Network security [ VA Functional | No Relationship NA NA NA o INo applicable SCF control
[The relevant entities shall take the appropriate measures to protect their network securtty, Compliance & [Mechanisms exist to faciltate the Implementation of security, compliance
land information systems from cyber threats. ecurity, Compliance 01 [and resilience governance controls.
67.1 NA v y Functional SubsetOF | @ Se e np) | GOV-01 g 10
[The relevant entities shall take the appropriate measures to protect their network [Mechanisms exist to compel data and/or process owners to operationalize
land information systems from cyber threats. Operationalizing Security, securty, compliance and reslience pracices for each Tectnology Asset.
671 NA Functional | Intersects With | Compliance & Resilience | GOV-15  |[ancication andjor Service (TAAS) under their control 8
Capabilities
FFor th T point 6.7.1., the relevant entities shall .
6.7.2 N/A or the purpose of point 6.7.1., the relevant entities sha Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[Gocument the architecture of the network in a comprehensible and Up to date [Mechanisms exist to maintain network architecture diagrams that:
Imanner; (1) Contain sufficient detail to assess the security of the network's
Network i & Dat larchitecture;
6.7.2(a) N/A Functional | Intersects With | NGISOrKOBIramE K O3t | AST-04  |(2) Reflect the current architecture of the network environment; and 8
Flow Diagrams (DFDs)
(3) Document all sensitive/regulated data flows.
[Geermine and apply Control f protect the relevant entitles erral network Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
6.7:2(0) WA |domains from access; Functional Subset Of (NSC) NET-01 etwork Security Controls (NSC). 10
[configure controls to prevent accesses and network ot required B [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
67.2(0 NA ffor the operation of the relevant entities; Functional | Intersects with | 02t Flow Enforcement - | nerg4  [provide data flow enforcement that explictly restrict network traffic to only 8
Access Control Lists (ACLS)
what is authorized.
[Getermine and apply controls for remote access to network and iformation Mechanisms exist to define, control and review organization-approved,
6.72(0) A Jsystems, including access by service providers; Functional | Intersects With Remote Access NET-14  Jsecure remote access methods. 8
Inot use systems used for administration of the security policy Implementation for Dedicated Administrative [Mechanisms exist to restrict executing administrative tasks o tasks requining
6.7-2(e) A Jother purposes; Functional | Intersects With Machines 1AC20.4 elevated access to a dedicated machine. 8
[explicitly forbid or deactivate unneeded connections and Services; [Mechanisms exist to configure systems to provide only essential capabilities
6.7.2() NA Functional Subset Of Least Functionality CFG-03  [by specifically prohibiting o restricting the use of ports, protocols, and/or 10
services.
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[explicily forbid or deactivate unneeded connections and services; ow Enf [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
6.7.2(f) N/A Functional | Intersects With | D3t2 Flow Enforcement NET-04  [provide data flow enforcement that explicitly restrict network traffic to only 8
Access Control Lists (ACLS) uhat is authorized
[Where appropriate, exclusively allow access to the relevant entities’ network and Mechanisms exist to Utilize the concept of Ieast privilege, allowing onl
pprop: y privileg g only.
information systems by devices authorised by those entities; lauthorized access to processes necessary to accomplish assigned tasks in
6.7.2(g) N/A Functional Subset Of Least Privilege IAC21  |accordance with organizational business functions. 10
[Where appropriate, exclusively allow access to the relevant entities' network and ow e [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
6.7.2(0) NA information systems by devices authorised by those entities; Functional | Intersects with | Dat@ Flow Enforcement - | \erq4  Jprovide data flow enforcement that explicitly restrict network traffic to only 8
Access Control Lists (ACLs)
what is authorize
allow connections of service providers only after an authorisation request and for [Mechanisms exist to authorize, monitor and control remote, non-local
6.7.2(0) NA la set time period, such as the duration of a maintenance operation; Functional Subset Of Remote Maintenance MNT-05  |maintenance and diagnostic activities. 10
Jestablish communication between distinc syster oy €rough (rusted chanmels [Mechanisms exist to develop, govern & update procedures to facilitate the
lthat are isolated using logical, cryptographic or physical separation from of implementation of Network Security Controls (NSC).
6.7.20) NA Commanteation chamnele-and rovde pecured dentfcation of her and paine and Functional subsetof | Network Security Controls | yer o) 10
lprotection of the channel data from modification or disclosure; (NSC)
[adopt an implementation plan for the full transition towards Iatest generation Mechanisms exist to manage the usable fecycles of Technology Assets,
Inetwork layer communication protocols in a secure, appropriate and gradual way Technology Lifecycle |Applications and/or Services (TAAS).
6.7.2() NA land establish measures to accelerate such transition: Functional Subset Of anagement SEA07.1 10
[adopt an implementation plan for the deployment of internationally agreed and [Mechanisms exist to manage the Usable fifecycies of Technology Assets,
interoperable modern e-mail communications standards to secure e-mail |Applications and/or Services (TAAS).
6.7.2(k) N/A to mitigate linked t d threats and Functional Subset Of Technology Lifecycle SEA-07.1 10
lestablish measures to accelerate such deployment; nagement
[apply best practices for the security of the DNS, and for Internet routing security omam [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
6.7.20) NiA land routing hygiene of traffic originating from and destined to the network Functional Subset Of omain Name Service NET-10  |designed, implemented and managed to protect the security of name / 10
(DNS) Resolution laddress resolution.
[apply best practices for the securlty of the DNS, and for Internet routing security [Mechanisms exist to force Internet-bound network traffic through a proxy
land routing hygiene of traffic originating from and destined to the network. ldevice (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
6.7.20) NiA Functional | Intersects With | DNS & Content Filtering NET-18 DN fitering to limit a user's ability to connect to dangerous or prohibited 3
Interet sites.
[The relevant entities shall review and, where appropriate, Update these measures [Mechanisms exist to review the Security, Compliance & Resilience Program
lat planned intervals and when significant incidents or significant changes to Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
6.7.3 NiA loperations or risks occur. Functional | Intersects With |~ Security, Compliance & | GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy s
Resilience Program land effectivences
[The relevant entities shall review and, where appropriate, update these measures mology Lifecych [Mechanisms exist to manage the Usable Ifecycles of Technology Assets,
673 NA at planned intervals and when significant incidents or significant changes to Functional Subset Of Technology Liecycle SEA07.1  |Applications andjor Services (TAAS) 10
loperations or risks occur.
Network tat
68 Network segmentation | ®Ork segmentation Functional | No Relationship /A NA N/A 0 INo applicable SCF control
[The relevant entities shall segment systems INto Networks or zones in accordance [Mechanisms exist to ensure network architecture utilizes network
[With the results of the risk assessment referred to in point 2.1. They shall segment Network Segmentation segmentation to isolate Technology Assets, Applications andjor Services
6.8.1 NiA ltheir systems and networks from third parties’ systems and networks. Functional Subset Of (macrosegementation) NET-06 |(TAAS) to protect from other network resources. 0
For that the relevant entities shall " .
6.8.2 NIA or that purpose. the relevant entities shal Functional | No Relationship N/A NIA NA 0 INo applicable SCF control
[Consider the functional, Iogical and physical relationship, including location, [Mechanisms exist to ensure network architecture utilizes network
6.8.2(a) NIA lbetween trustworthy systems and services: Functional Subset O Network Segmentation NET-06 [segmentation to isolate Technology Assets, Applications and/or Services 10
(macrosegementation) ((TAAS) to protect from other network resources.
[grant access to a network or zone based on an assessment of Its security [Mechanisms exist to ensure network architecture utilizes network
6.8.2(0) NA requirements; Functional Subset Of Network Segmentation NET:06 [segmentationto olate Technology Assets, Appiiations and/or Services 10
(macrosegementation) |(TAAS) to protect from other network resourcs
keep systems that are critical to the relevant entities operation or to safety in [Mechanisms exist to ensure network architecture Utilizes network
D Sy: Z Y
6.8.2(c) N/A |secured zones; Functional Subset Of r‘;‘;’(‘?{:::gi‘ﬂi’zg‘;“ﬂr; NET-06 |segmentation to isolate Technology Assets, Apph:atmns and/or Services 10
; [(TAAS) to protect from other network resou
[deploy a demilitarised zone within their communication networks to ensure secure Network Seqment [Mechanisms exist to ensure network architecture utilizes network
6.8.2(d) NA |communication originating from or destined to their networks; Functional Subset Of fetwork Segmentation NET-06 seamentation o solte Technology Assets, Applicatons and/or Services 10
(macrosegementation) (TAAS) to protect from other network resourc
[deploy a demilitarised zone within their communication networks to ensure secure [Mechanisms exist to monitor De-Militarized Zone (DMZ) network segments to
6.8.2() NA |communication originating from or destined to their networks; Functional | Intersects With DMZ Networks NET-08.1 |separate untrusted networks from trusted networks 8
Festrict access and communications between and within zones to those necessary — [Mechanisms exist to ensure network architecture Utilizes network
6.8.2(e) NiA [for the operation of the relevant entities or for safety: Functional Subset Of fetwork Segmentation NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 10
(macrosegementation) (TAAS) to protect from other network resources,
Festrict access and communications between and within zones to those necessary [Mechanisms exist to ensure network architecture utilizes network
6.8.2(e) NiA lfor the operation of the relevant entities or for safety; Functional Subset Of Network Seqmentation NET.06  |segmentation to isolate Technology Assets, Applications and/or Services 10
macrosegementation (TAAS) to protect from other network resources.
[separate the dedicated network for administration of network and information [Mechanisms exist to ensure network architecture Utilizes network
6.8.2(f) NA lsystems from the relevant entities’ operational network; Functional Subset Of :‘;‘a"(‘?;:ezegn'l‘-:&;ﬂ[‘;f; NET-06 |segmentation to isolate Technology Assets, Apph:atmns and/or Services 10
; [(TAAS) to protect from other network resourcy
[separate the dedicated network for administration of network and information Network Seqment [Mechanisms exist to ensure network architecture utilizes network
68.2() NA [Syetems from the relevant entities: operational network; Functional subsetor | Nebwork seamentation NET-05 fsegmentation o slat Technology ssets, Appicatons andor Servces 10
|(TAAS) to protect from other network resourcs
[segregate network administration channels from other network traffic B [Mechanisms exist to ensure network architecture Utilizes network
6.8.2(g) N/A Functional Subset Of ?‘;‘;’é?g:@i’ﬂi’;:‘;ﬂ NET-06  [segmentation to isolate Technology Assets, Apph(atmns and/or Services 10
i |(TAAS) to protect from other network resourc
[separate the production systems for the relevant entities’ services from systems — [Mechanisms exist to ensure network architecture Utilizes network
6.8.2(h) N/A lused in development and testing, including backups. Functional Subset Of U:‘a‘:‘:;sesge;m’“g;?u‘")""’; NET-06  fsegmentation to solate Technalogy Assets, Applcations and/or Services 10
|(TAAS) to protect from other network resourc:
[Separate the production systems for the relevant entities' services from systems Secure Development [Mechanisms exist to maintain a segmented development network to ensure
6.8.2(0) A lused in development and testing, including backups. Functional | Intersects With Environments TOAO7 |3 secure development environment. 8
[The relevant entities shall review and, where appropriate, update network s Contror [Mechanisms exist to develop, govern & update procedures to faciitate the
683 NA lsegmentation at planned intervals and when significant incidents or significant Functional Subsetof | Network Security Controls | gr.o1 limplementation of Network Security Controls (NSC). 10
[changes to operations o risks.
A
Protection against malicious i
69 e s Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
i i 7 i han Tacilitate th
601 A e e el protecs i network and iniormation systems 39St | ¢ ncrona) | ntersects win | NewWork Securty Controls || er.gy —|Vechaniome exs o develop, gover § update procedures to faiate the A
[The reevant eniie shall protect their network and ormatin systers against Endpoint Device [Mechanisms exist to facilltate the Implementation of ENdpoint Device
691 A Imalicious an softw Functional | Intersects With | anagement (EDM) END-01  |management (EDM) controls. 8
[The relevant entities shal Dmte(t thelr network and Information systems against Malicious Code Protection [Mechanisms exist to utlize antimalware o detect and eradicate
6.9.1 N/A Imalicious and unauthorised software, Functional Intersects With | M@ ‘“‘("A‘J:UV;;W;;‘ for END-04  [malicious code, 8
[For that purpose, the relevant entities shall in particular implement measures that exist to utilize 0 detect and eradicate
tect or prevent the use of malicious or unauthorised software. The relevant Imalicious code,
lentities shall, where appropriate, ensure that their network and information
lsystems are equipped with detection and response software, which s updated Malicious Code Protection ’
692 WA regularly in accordance wit ssment carried out pursuant to point 2.1 | " netiona! Subset Of (Anti-Malware) END-04 0
land the contractual agreements with the providers.
[For that purpose, the relevant entities shall in particular implement measures that [Automated mechanisms exist to Update antimalware technologies, including
[detect or prevent the use of malicious or unauthorised software. The relevant signature definitions.
lentities shall, where appropriate, ensure that their network and information
lsystems are equipped with detection and response software, which s updated Automatic Antimalware ’
692 WA regularly in accordance with the risk assessment carried out pursuant to point 2.1 | Functional | Intersects With | ejgnatyre Updates END-04.1 8
land the contractual agreements with the providers.
610 Vulnerabity handling and /A Functional | No Relationship NA NA NA 0 INo applicable SCF control
[The reevant tities shall btain ormation about techmical vulnerablites [Mechanisms exist to facilltate the implementation and monitoring of
ltheir network and information systems, evaluate their exposure to s. Vulnerability & Patch \Vulnerability management controls.
6101 NA |vulnerabilities, and take appropriate measures to manage the Vimeratiies Functional Subset Of Manaqe{r@s%z’mgram VPM-01 10
[The relevant entities shall obtain Information about technical vulnerabiiities in Mechanisms exist to ensure that vulnerabilities are properly identified,
ltheir network and information systems, evaluate their exposure to suc Vulnerability Remediation tracked and remediated
6101 NA |vulnerabilities, and take appropriate measures to manage the vulnerabilities. Functional | Intersects With 54 VPM-02 8
T T .
6102 NA For the purpose of point 6.10.1., the relevant entities shall Functional | No Relationship NA NA NA 0 INo applicable SCF control
[monitor information about vulnerabilities through appropriate channels, such as [Mechanisms exist to document, monitor and report the status of
6.10.2(a) NA lannouncements of CSIRTs, competent authorities or information provided by Functional | Intersects With 5‘“‘3“0"'5‘ AWE[“ESS For IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 8
lsuppliers or service providers; ncidents [way through the resolution of the incident.
[monitor information about vulnerabilities through appropriate channels, such as [Mechanisms exist to maintain situational awareness of vulnerabilities and
lannouncements of CSIRT, competent authorities or information provided by levolving threats by leveraging the knowledge of attacker tactics, techniques
6.10.2(a) NiA lsuppliers or service providers Functional | Intersects With | Threat Intelligence Feeds | THR-03  and procedures to facilitate the implementation of preventative and 8
controls
[monitor information about vulnerabilities through appropriate channels, such as Vuinerability & Patch [Mechanisms exist to faciitate the implementation and monitoring of
6.10.2(a) NA lannouncements of CSIRTs, competent authorities or information provided by Functional | Intersects With | Management Program VPM.01  |vulnerability management controls. 8
Jsuppliers or service providers; (veMP)
o W e e S T ST | o || voninyscaming | _veros i S s o o o
ress, wi r 7
61020 A pciress winout undue defa. Vunerabltes Gentied by e FIeVant &MU 35 | ¢unconal | Inersectswitn | VoIMerabIiy Remedation | o5 [Hechariems et fo nsure that vunerabiies are propery i, A
Jensure that their vuerabity handling s compatibie with ther change Crange N [Mechanisms exst to facilltate the Implementation of a change management
6.10.2(d) NA urity patch and incident Functional | Intersects With ange Managemen CHG-01  |program. 8
Imanagement procedures; Program
Jnsure That hef vulnerabity handing s cormpatile with ther change [Mechanisms exist to maintain and make available a current and viable
6.10.2(d) NA ity p and incident Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04 [Incident Response Plan (IRP) to all stakeholders. 8
management proceduree
ereure Tt e wersbity handing = Compatible wh her honge [Mechanisms exist to facilltate the implementation of strategic, operational
6.10.2(d) NA and incident Functional | Intersects With | Risk Management Program | RSK-01 [and tactical risk management controls 8
management procedurma.
lensure that their vanerability handiing 15 compatible with thelr change Vuinerability & Patch [Mechanisms exist to faciitate the implementation and monitoring of
6.10.2(d) NA Imanagement, security patch management, risk management and incident Functional | Intersects With | Management Program VPM-01  [vulnerability management controls. s
Imanagement procedures; (vPP)
fay down a procedure for isclosing vunerabilities in accordance with the [Mechanisms exist to disclose information about vunerabilities to relevant
lapplicable national coordinated vulnerability disclosure policy. stakeholders, including
(1) A description of the vulnerability(ies);
" . . (2) Affected product(s) and/or service(s);
6.10.2(e) NA Functional Subset Of | Disclosure of Vulnerabilties| TDA-02.11 (2} Afected praductts onc Aiersit s 10
(4) Severity of the vulnerabiltyies); an
(5) Cutdance to remadiate the vuinaramity(ies)
[When justified by the potential impact of the vulnerabiiity, the relevant entities Mechanisms exist to ensure that vulnerabilities are properly identified,
Jshall create and implement a plan to mitigate the vulnerability. In other cases, the Vulnerability Remediation tracked and remediated
6103 NA Felevant entities shall document and substantiate the reason why the uinerabiity|  Functional Subset Of By e VPM-02 10
|does not require remediation.
[The relevant entities shal review and, where appropriate, update at planned < sotware & [Automated mechanisms exist to Install the Iatest stable versions of security-
6.10.4 NA lintervals the channels they use for monitoring vulnerability information. Functional Intersects With A“S’,',:?,t;e J’pﬂ";?: VPM-05.4 |relevant software and firmware updates. 8
[The relevant entities shall review and, where appropriate, update at planned Mechanisms exist to Update vulnerability scanning tools.
6104 NiA intervals the channels they use for monitoring vulnerability information. Functional | Intersects With | Update Tool Capability |  VPM-06.1 8
A
POLICIES AND PROCEDURES
TO ASSESS THE
EFFECTIVENESS OF
7 M N MEASORES Functional | No Relationship NA NIA NA 0 INo applicable SCF control
(ARTICLE 21(2), POINT (F),
OF DIRECTIVE (EU)
2022/2555)

Secure Controls Framework (SCF)

90of14



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

EU NIS2 Directive Annex

SCF Control

Secure Controls Framework (SCF)
Control Descriptior

Version 2026.1_x000a_03/27/2026

For the purpose of Article 21(2), point (f) of Directive (EU) 2022/2555, the relevant Mechaniams exit o esablsn maimias and dsseminate policies, standards
lentities shall establish, implement and apply a policy and procedures t Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
71 NiA [whether the cybersecurity risk-management measures taken by the relevant Functional SubsetOf | Compliance & Resilience |  GOV-02 10
lentity are effectively implemented and maintained. Documentation
[For the purpose of Article 21(2), point (1) of Directive (EU) 2022/2555, the relevant [Mechanisms exist to identify and document Standardized Operating
lentities shall establish, implement and apply a policy and procedures to assess [Procedures (SOP), or similar documentation, to enable the proper execution
71 NA [whether the cybersecurity risk-management measures taken by the relevant Functional | Intersects with | Standardized Operating | o 51 3 |of day-to-day / assigned tasks. 8
[entity are effectively implemented and maintained. Procedures (SOP)
For the purpose of Al 212 pot 1 of Drectve (EU) 202212555, e rlevart Mechanisms exist to acltate the mplementation of strateglc, aperatonal
jentites shal estabish, implement and 3pply a poicy and procedures to land tactical risk management control
71 NA Whether the cybersecurity risk-management measures taken by the relevant. Functional | Intersects With | Risk Management Program | RSK-01 8
Jenity are eftectvely mplemented and mamtaine
[The policy and procedures referred to in point 7.1 shall take Into account results N [Mechanisms exist to Implement a risk assessment methodology to ensure
72 NA |of the risk assessment pursuant to point 2.1. and past significant incidents. The Functional Subset Of R‘;‘ A:“SS'“W RSK-04.2 |coverage for organizational components relevant for secure, compliant and 10
relevant entities shall determine: tethodology resilient operations
[what measures are to be monitored and [Mechanisms exist to Implement a risk assessment methodology to ensure
7.2() NA Imeasured, including processes and controls; Functional Subset Of Risk Assessment RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology resilient operations.
[the methods for monitoring, measurement, analysis and evaluation, as appiicable, " [Mechanisms exist to implement a risk assessment methodology to ensure
7.2(0) NA 0 ensure valid results; Functional Subset Of Risk Assessment RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology resilient operations.
[When the monitoring and measuring is o be performed; [Mechanisms exist to Implement a risk assessment methodology to ensure
7.2(0) NiA Functional Subset Of Risk Assessment Rsk-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology resilient operations.
[Who is responsible for monitoring and measuring the effectiveness of the . N [Mechanisms exist to implement a risk assessment methodology to ensure
7.2(d) NIA [cybersecurity risk-management measures; Functional Subset Of oraganen! RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology
resilient operations
[When the results from monitoring and measurement are to be analysed and N [Mechanisms exist to Implement a risk assessment methodology to ensure
7.2(e) NA levaluated; Functional Subset Of Risk Assessment RSK-04.2 |coverage for organizational components relevant for secure, compliant and 10
Methodology resilient operations.
[Who has to analyse and evaluate these results [Mechanisms exist to Implement a risk assessment methodology to ensure
7.2(0) NA Functional Subset Of Risk Assessment RSK-04.2 ge for organizational components relevant for secure, compliant and 10
Methodology resilient operations.
[The relevant entities shall review and, where appropriate, update the policy and [Mechanisms exist to facilltate the implementation of strategic, operational
73 NA lprocedures at planned intervals and when significant incidents or significant Functional Subset Of | Risk Management Program | RSK-01  [and tactical risk management controls. 10
[changes to operations o risks.
BASIC CYBER HYGIENE
PRACTICES AND SECURITY
8 TRAINING (ARTICLE 21(2), Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
POINT (G), OF DIRECTIVE
(EV) 2022/2555)
Awareness raising and basic|"
81 cyber hygiene practices Functional | No Relationship NA NA VA 0 INo applicable SCF control
[For the purpose of Article 21(2), point (g) of Directive (EU) 2022/2555, the [Mechanisms exist to communicate with Users about their roles and
relevant entities shall ensure that their employees, including members of to maintain a safe and secure working environment.
811 NA Imanagement bodies, as well as direct suppliers and service providers are aware of|  Fynctional | Intersects With User Awareness HRS-03.1 8
isks, are informed of the importance of cybersecurity and apply cyber hygiene
ractices.
[For the purpose of Article 21(2), point (g) of Directive (EU) 2022/2555, the [Mechanisms exist to provide all employees and contractors appropriate
relevant entities shall ensure that their employees, including members of Security, Compliance & lsecurity, compliance and resilience awareness education and training that is
811 NA bodies, as well as direct suppliers and service providers are aware of|  Functional | Intersects With | Resilience Awareness sat-02  |relevant for their job function. 8
isks, are informed of the importance of cybersecurity and apply cyber hygiene
lpractices.
[For the purpose of Articie 21(2), point (g) of Directive (EU) 2022/2555, the [Mechanisms exist to require contractual requirements for appiicable security,
relevant entities shall ensure that their employees, including members of lcompliance and resilience requirements with third-parties, reflecting the
811 NA Imanagement bodies, as well as direct suppliers and service providers are aware of|  gynctional | Intersects witn | Third-Party Contract TPM.0S  [organization's needs to protect its Technology Assets, Applications, Services 8
isks, are informed of the importance of cybersecurity and apply cyber hygiene Requirements landor Data (TAASD).
fpractices.
[For the purpose of Article 21(2), point (g) of Directive (EU) 2022/2555, the [Mechanisms exist to document and maintain a Responsible, Acountable,
relevant entities shall ensure that their employees, including members of Responsible, Accountable Isupportive, Consulted & Informed (RASCI) matrix, or similar documentation,
811 A Imanagement bodies, as well as direct suppliers and service providers are aware of|  Functional | Intersects With ftive, Coneulted & | TPM-05.4 |to delineate assignment for security, compliance and resilience controls s
isks, are informed of the importance of cybersecurity and apply cyber hygiene Informed (RASCI) Matrix lbetween internal stakeholders and External Service Providers (ESPs).
ices.
For the purpase of point 8:1.T, the refevant entites shal afer Lo therr employes, [Mechanisms exist to provide all employees and contractors appropriate
including members of management bodies, as well as to direct suppliers a Security, Compliance & lsecurity, compliance and resilience awareness education and training that is
812 NiA serice providers where appropriate n accordance with paint 5.1 an awareness Functional Subset Of Resilience Awareness SAT-02  |relevant for their job function. 10
raising programme, which sh Training
lbe scheduled over time, so that the activities are repeated and Cover new Mechanisms exist to periodically review security workforce development and
lemployees; lawareness training to account for changes to:
(1) Organizational policies, standards and procedures;
81.2() NA Functional Subset Of Maintaining Workforce | saT-01.1  |(2) Assigned roles and responsibiliies 10
Development Relevancy g
(3) Relevant threats and risks; and
(#) Technological developments.
lbe estabiished in line with the network and information Security policy, topic- [Mechanisms exist to provide role-based security, compliance and resilience
|specific policies and relevant procedures on network and information security; lawareness training that is current and relevant to the cyber threats that
8.1.2(0) NA Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 [Gcars might encounter in day-to-day business operations. 5
[cover relevant cyber threats, the cybersecurity risk-management measures in [Mechanisms exist to provide role-based security, compliance and resilience
Iplace, contact points and resources for additional information and advice on lawareness training that is current and relevant to the cyber threats that
812() NiA [cybersecurity matters, as well as cyber hygiene practices for users Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 |users might encounter in day-to-day business operations, 8
[The awareness raising programme shall, where appropriate, be tested n terms of [Mechanisms exist to faciitate the implementation of security Workforce
leffectiveness. The awareness raising programme shall be updated and offered at Security, Compliance & ldevelopment and awareness controls.
813 NiA lplanned intervals taking into account changes in cyber hygiene practices, and the | Fynctional Subset Of Resilience-Minded sAT-01 10
[current threat landscape and risks posed to the relevant entities. Workforce
8.2 Security training s Functional | No Relationship A NA NA o INo applicable SCF control
[The refevant entities shall identify employees, whose roles require security [Mechanisms exist to provide role-based security, compliance and resilience-
relevant skill sets and expertise, and ensure that they receive regular training on related training:
Inetwork and information system security. Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
821 NA Functional SubsetOf | Compliance & Resilience |  SAT-03 |(2) When required by system changes; and 10
i (3) Annually thereafter.
[The relevant entities shall establish, implement and apply a training program in [Mechanisms exist to provide role-based security, compliance and resilience-
line with the network and information security policy, topic-specific policies and related training:
lother relevant procedures on network and information security which lays down Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
822 N/A [the training needs for certain roles and positions based on criteria. Functional Subset Of Compliance & Resilience SAT-03  |(2) When required by system changes; and 10
Training (3) Annually thereafter.
[The training referred to in point 8.2.1. shall be relevant to the job function of the [Mechanisms exist to provide role-based security, compliance and resilience-
lemployee and its effectiveness shall be assessed. Training shall take into related trainin
|consideration security measures in place and cover the following Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
823 NA Functional SubsetOf | Compliance & Resilience |  SAT-03 [(2) When required by system changes; an 10
(3) Annually thereafter.
fnstructions regarding the secure configuration and operation of the network and Mechanisms exist to provide role-based security, compliance and resilience-
information systems, including mobile devices; related training:
Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
8.2.3() NA Functional SubsetOf | Compliance & Resilience |  SAT-03 |(2) When required by system changes; and 10
9 (3) Annually thereafter.
foriefing on known cyber threats; [Mechanisms exist to provide role-based security, compliance and resilience
lawareness training that is current and relevant to the cyber threats that
8.2.3() NA Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 [Gcars might encounter in day-to-day business operations, 8
[fraining of the behaviour when security elevant events occur. Mechanisms exst to provid role-based securty, compliance and resilence-
related train
Role-Based Security, (1) Before autherizing access to the system or performing assigned duties:
82.3(0) NA Functional SubsetOf | Compliance & Resilience |  SAT-03 ((2) When required by system changes; an 10
(3) Annually thereafter.
[The relevant entities shall apply training to staff members who transfer to new Mechanisms exist to provide role-based security, compliance and resilience-
lpositions or roles which require security relevant skill sets and expertise. related training:
Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
824 NA Functional SubsetOf | Compliance & Resilience |  SAT-03 |(2) When required by system changes; and 10
aining (3) Annually thereafter.
[The program shall be updated and run periodically taking nto account appiicable Security, Compliance & [Mechanisms exist to faciitate the implementation of security workforce
825 NA lpolicies and rules, assigned roles, responsibilities, as well as known cyber threats | Functional Subset Of Resilience-Minded SAT-01  |development and awareness controls. 10
Jand technological developments. Workforce
CRYPTOGRAPHY (ARTICLE
9 21(2), POINT (H), OF Functional | No Relationship NA NA NA 0 INo applicable SCF control
DIRECTIVE (EU) 2022/2555)
[For the purpose of Article 21(2), point (n) of Directive (EU) 2022/2555, the [Mechanisms exist to facilltate the implementation of cryptographic
relevant entities shall establish, implement and apply a policy and procedures lprotections controls using known public standards and trusted cryptographic
related to cryptography, with a view to ensuring adequate and effective use of technologies.
lcryptography to protect the confidentiality, authenticity and integrity of data in Use of Cryptographic g
o1 A line with the relevan entities' asset classification and the results of the risk Functional Subset Of rols CRY-01 10
lassessment carried out pursuant to point 2.1.
[For the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the [Mechanisms exist to estabiish, maintain and disseminate policies, standards
relevant entities shall establish, implement and apply a policy and procedures land procedures necessary for secure, compliant and resilient capabilities.
related to cryptography, with a view to ensuring adequate and effective use of publishing Security,
01 NA [cryptography to protect the confidentiality, authenticity and integrity of data in Functional subsetOf | Compliances Resiience | GOV-02 10
line with the relevant entities’ asset classification and the results of the risk
Documentation
lassessment carried out pursuant to point
[For the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the [Mechanisms exist to identify and document Standardized Operating
relevant entities shall establish, implement and apply a policy and procedures IProcedures (: imilar documentation, to enable the proper execution
related to cryptography, with a view to ensuring adequate and effective use of lof day-to-day / assigned tasks.
[cryptography to protect the confidentiality, authenticity and integrity of data in Standardized Operating y
o1 WA line with the relevant entities" asset classification and the results of the risk Functional | Intersects With Procedures (SOP) ops-oL1 °
lassessment carried out pursuant to point 2.1.
92 NA [T policy and procedures referred to in point 9.1 shall establish: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
in accordance with the relevant entities’ classification of assets, the type, strength [Mechanisms exist to facilltate the implementation of cryptographic
land quality of the cryptographic measures required to protect the relevant Use of Cryptographic lprotections controls using known public standards and trusted cryptographic
9.2(a) NiA lentities" assets, including data at rest and data in transit; Functional Subset Of rols CRY-01  ftechnologies. 10
lbased on point (a), the protocols or families of protocols to be adopted, as well as [Mechanisms exist to facilitate the implementation of cryptographi
[cryptographic algorithms, cipher strength, cryptographic solutions and usage protectons controls uing known publc standards and tusted eryptographic
9.2(0) NA practices to be approved and required for use in the relevant entities, following, |  Functional Subset Of Use of Cryptographic CRy-01  [technologie: 10
[where appropriate, a cryptographic agility approach; rols
e el e ppr03ch T Key Management, ncluang, Where Sppropate " .
9.2(c) NIA methods for the oo Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[oenerating different keys for cryptographic systems and applications; Control & Distrbution of [Mechanisms exist to facilitate the secure distribution of symmetric and
9.2(c)i) N/A Functional Intersects With °( "t ist i n:(wo o CRY-09.4 |asymmetric cryptographic keys using industry recognized key management 5
ryptographic Keys technology and processes.
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issuing and obtaining public key certificates; Control & Distribution of [Mechanisms exist to lauh(ale e Secare deiriouion o symmetric and
9.2(c)(ii) N/A Functional Intersects With "g m[ i r:l ‘Lm" o CRY-09.4 |asymmetric cryptographic keys using industry recognized key management 5
ryptographic Keys [technology and processes.
[Ssuing and obtaining public key certificates; [Automated mechanisms exist to enable the Use of organization-defined
9.2(0)(i) NIA Functional | Intersects With | Certificate Authorities CRY-11  [Certificate Authorities (CAS) to facilitate the establishment of protected 5
sessions.
[distributing Keys to intended entities, including how to activate keys when o . [Mechanisms exist to facilltate the secure distribution of symmetric and
9.2(c)(ii) NA received; Functional | Intersects Witn | COntrol & Distribution of | cqy g 4 fasymmetric cryptographic keys using industry recognized key management 5
ryptographic Keys ltechnology and processes.
[Storing keys, including how authorised Users obtain access o keys; Control & Distrbation of [Mechanisms exist to faciitate the secure distribution of symmetric and
9.2(c)(iv) N/A Functional | Intersects with | <070l % DIStHbRlIon o CRY-09.4 mmetric cryptographic keys using industry recognized key management H
yptographic Key: technology and processes.
[changing or updating keys, including rules on when and how to change keys; Cryptographic Key Loss or hanisms exist to ensure the availability of information in the event of the
9.2()v) NA Functional | Intersects With P CRY-09.3 [ioee e o e Keys by Individua] users. H
[changing or updating keys, ncluding rules on when and how to change Keys; Control & Distribution of [Mechanisms exist to facilltate the secure distribution of symmetric and
9.2(c)(v) NA Functional Intersects With "g rol & Dist g' i“"‘ of CRY-09.4 [asymmetric cryptographic keys using industry recognized key management 5
ryptographic Keys ftechnology and processes.
[Geating with ¥eys: Cryptoarapnic Ke [Mechanisms exist to facilitate cryptographic key management controls to
9.2(c)(vi) N/A Functional | Intersects With e Zg;:mﬁmey CRY-09 |protect the confidentiality, integrity and availability of keys. B
[Fevoking keys including how to withdraw or deactivate keys; Cryptographic K [Mechanisms exist to facilitate cryptographic key management controls to
9.2(c)(vil) NIA Functional | Intersects With Management CRY-09  [protect the confidentiality, integrity and availability of keys. 5
[recovering fost or corrupted keys; P——, exist to facilitate Controls to
9.2(c)(viii) N/A Functional Intersects With vp! ‘j‘g;:"mgmey CRY-00  [protect the confidentialty, integrity and avawlammy of keys. 5
lbacking up or archiving keys; Cypoaranic Ke [Mechanisms exist to facilitate cryptographic key management controls to
9.2(c)(ix) N/A Functional | Intersects With Y,janggjmem Y CRY-09 |protect the confidentiality, integrity and availability of keys. 5
[destroying keys; o exist o faciltate key Controls to
92000 NA Functional | Intersects With Cryptographic Key CRY-09  [protect the confidentiality, integr ty and avallabilty o Keys 5
Management
1069ing and auditing of key management-related actvities; Cryptoaraphic Ke [Mechanisms exist to faciitate cryptographic key management controls to
9.2(0)(xi) NA Functional | Intersects With ascialiid CRY-09 |protect the confidentiality, integrity and availability of keys. B
[Setting activation and deactivation dates for keys ensuring that the keys can only [Mechanisms exist to facilitate cryptographic key management controls to
9.2()(xil) NA lbe used for the specified period of time according to the organization's rules on Functional | Intersects With Cryptographic Key CRY-09 [protect the confidentiality, integrity and availability of keys. B
ey management. nagement
[The relevant entities shall review and, where appropriate, update their policy and exist to facilitate crypi Controls to
93 NA lprocedures at planned intervals, taking into account the state of the art in Functional | Intersects With | Cryptographic Key CRY00  [protectthe confantianty. eguy sha availanity of eys 5
[cryptography. Management
HUMAN RESOURCES
SECURITY (ARTICLE 21(2), . . .
10 SOIT (), OF DIRECTIVE Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
(EV) 2022/2555)
/A " .
101 Human resources security Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[For the purpose of Article 21(2), point (1] of Directive (EU) 2022/2555, the relevant [Mechanisms exist to facilitate the Implementation of personnel security
lentities shall ensure that their employees and direct suppliers and service lcontrols.
lproviders, wherever applicable, understand and commit to their security Human R Securit
1011 N/A responsibilities, as appropriate for the offered services and the job and in line with | Functional Subset Of e anagement Y | HRS-01 10
lthe relevant entities" policy on the security of network and information systems.
[For the purpose of Article 21(2), point (1 of Directive (EU) 2022/2555, the relevant [Mechanisms exist to define Cybersecurity roles & responsibilities for
lentities shall ensure that their employees and direct suppliers and service lpersonnel.
lproviders, wherever applicable, understand and commit to their securit Defined Roles &
1011 NA responsibiities, as appropriate for the offered services and the job and in line with | Functional | Intersects With Reaponsibilties HRS-03 5
lthe relevant entities' policy on the security of network and information systems.
[The requirement referred to n point 10.1.1. shall Include the follow .
1012 NiA e requirement referred to in point 10.1.1. shall include the following: Functional | No Relationship NA NIA NA o INo applicable SCF control
[mechanisms to ensure that all employees, direct suppliers and Service providers [Mechanisms exist to communicate with Users about their roles and
[wherever applicable, understand and follow the standard cyber hygiene practices responsibilities to maintain a safe and secure working environment.
10.1.2(e) NA lthat the relevant entities apply pursuant to point 8.1 Functional | Intersects With User Awareness HRS-03.1 8
[mechanisms to ensure that all empioyees, direct suppliers and service providers, [Mechanisms exist to document and maintain a Responsible, Accountable,
wherever applicable, understand and follow the standard cyber hygiene practices Resparie, Accountae ISupportive, Consulted & Informed (RASCI) matrix, or similar documentation,
10.1.2(a) NA [that the relevant entities apply pursuant to point 8.1.; Functional | Intersects With ortive. Consulted & | TPM-05.4 |to delineate assignment for security, compliance and resilience controls 5
Tnformed (RASCH Matrix lbetween internal stakeholders and External Service Providers (ESPs).
Imechanisms to ensure that all users with administrative or privileged access are Mechantsms exist o prosctvely gover the folowing personel
laware of and act in accordance with their roles, responsibilities and authorities
Onboarding, Transferring & 1) Onoarding new personnel (e..,new hires)
10.1.2(b) NiA Functional | Intersects with | O GgE T D Cne | HRS-01.1 |(2) Transferring personnel into new roles within the organization; and 5
3) Offboarding personnel (e.g., termination of employment)
[mechanisms to ensure that all users with administrative or privileged access are [Mechanisms exist to manage personnel security rsk by assigning a risk
10.1.2(0) NA laware of and act in accordance with their roles, responsibilties and authoritie: Functional | Intersects With | Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 5
filling those positions.
[mechanisms to ensure that all users with administrative or privileged access are sers With Hlevated [Mechanisms exist to ensure that every user accessing Technology Assets,
10.1.2(b) NiA laware of and act in accordance with their roles, responsibilities and authorities; Functional | Intersects With O 21 HRS-02.1  |Applications andfor Services (TAAS) that process, store and/or transmit 5
Privileges sensitive/regulated data is cleared and regularly trained to handle the
[mechanisms to ensure that members of management bodies understand and act [Mechanisms exist to communicate with Users about their roles and
10.1.2(c) NA in accordance with their role, responsibilities and authorities regarding network Functional | Intersects With User Awareness HRS-03.1 |responsibilities to maintain a safe and secure working environment. 5
Jand information system security;
[mechanisms for hiring personnel qualified for the respective roles, such as [Mechanisms exist to manage personnel security rsk by screening Inaviduals
10.1.2() NA reference checks, vetting procedures, validation of certifications, or written tests. |  Functional Subset Of Personnel Screening RS04 [prior to authorizing access, 10
[mechanisms for hiring personnel qualified for the respective roles, such as } ! [Mechanisms exist to ensure that individuals accessing a system that stores,
10.1.2() NA reference checks, vetting procedures, validation of certifications, or written tests. |  Functional Subset OF Roles With Special HRS-04.1ransmitsor rocesses nformation requirng special pofection saisty 8
Protection Measures lorganization-defined personnel screening criteria.
[The relevant entities shall review the assignment of personnel to SeCific roles as Mechanisms exist to faciltate the Implementation of personnel security
referred to in point 1.2., as well as their commitment of human resources in that Human Resources Security lcontrols
1013 NA Fegara, at pianned nisrvals and at least annually. They shall update the Functional Subset Of Management HRS-01 10
lassignment where necessary.
[The refevant entities shall review the assignment of personnel to specific roles as [Mechanisms exist to manage personnel security risk by assigning a risk
referred to in point 1.2., as well s their commitment of human resources in that ldesignation to all positions and establishing screening criteria for individuals
1013 NiA egard, at planned intervals and at least annually. They shall update the Functional | Intersects With | Position Categorization HRS02 ffiling those positions. 8
lassignment where necessary.
A : .
102 Verification of background [V Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall ensure to the extent feasible verification of the [Mechanisms exist to manage personnel security rsk by screening Inaviduals
Ibackground of their employees, and where applicable of direct suppliers and rior to authorizing access.
10.21 NiA Iservice providers in accordance with point 5.1.4, if necessary for their role, Functional Subset Of Personnel Screening HRS-04 10
responsibilties and authorisations.
[The relevant entities shall ensure o the extent feasible verification of the [Mechanisms exist to govern third-party personnel by reviewing and
lbackground of their employees, and where applicable of direct suppliers and Imonitoring third-party security, compliance and/or resilience roles and
1021 NA [service providers in accordance with point 5.1.4, if necessary for their role, Functional | Intersects With |  Third-Party Personnel HRS-10 responsibilities. 8
responsibilties and authorisations.
[The relevant entities shall ensure to the extent feasible verification of the [Mechanisms exist to ensure that the developers of Technology Assets,
Ibackground of their employees, and where applicable of direct suppliers and |Applications and/or Services (TAAS) have the requisite skillset and
1021 NiA lservice providers in accordance with point 5.1.4, if necessary for their role, Functional | Intersects With | Developer Screening TOAL3  [appropriate access authorizations 8
responsibilties and authorisations.
[The relevant entities shall ensure o the extent feasible verification of the Mechantsm exstto control personnel secuy requirements Icluding
lbackground of their employees, and where applicable of direct suppliers and Third-Party Personnel security roles and responsibilites for third-party provider:
1021 N/A Iservice providers in accordance with point 5.1.4, if necessary for their role, Functional Intersects With Security TPM-06 8
responsibilties and authorisations.
For th T point 10.2.1., the relevant entities shal
1022 N/A or the purpose of poini '@ relevant entities shaf Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[put in place criteria, which set out which roles, responsibilities and authorities [Mechanisms exist to manage personnel security risk by screening individuals
10.2.2(a) NA [shall only be exercised by persons whose background has been verified; Functional | Intersects With | Personnel Screening RS04 [prior to authorizing access, 5
[ensure that verification referred to in point 10.2.1 75 performed on these persons [Mechanisms exist to manage personnel security sk by screening individuars
Ibefore they start exercising these roles, responsibilities and authorities, which lrior to authorizing access.
lshall take into consideration the applicable laws, regulations, and ethics in
10.2.2(0) NiA lproportion to the business requirements, the asset classification as referred toin |  Functional | Intersects With | Personnel Screening HRS-04 5
lpoint 12.1. and the network and information systems to be accessed, and the
lperceived risks.
[The relevant entities shall review and, where appropriate, update the policy at Human Resources Security [Mechanisms exist to facilltate the implementation of personnel security
1023 A lplanned intervals and update it where necessary. Functional Subset Of HRS01 controls. 10
INA
Termination or change of " . .
103 ot prer s Functional | No Relationship /A NA NA 0 INo applicable SCF control
[The relevant entities shall ensure that network and information system security Mechanisms exist to prosctvely gover the following personrel
responsibilities and duties that remain valid after termination or change of Jactio
lemployment of their employees are contractually defined and enforced Onboarding, Transferring & 1) Onboarding new personnel (e... new hires),
1031 NA Functional | Intersects with | "gEARE: FIEAR S HRSOLL () Transferring personel o new Tles within the organizatin; and 8
(3) Offboarding personnel (e.g., termination of employment)
[T Teevant eniesshall ensure Tat network and nformation ystem securty Mechanisms exist to govern the termination of indvidual employment
responsibilties and duties that remain valid after termination or change of
1031 NA [employment of their employees are contractually defined and enforced. Functional | Intersects With | Personnel Termination HRS-09 5
[The refevant entities shall ensure that network and information system security [Mechanisms exist to revoke user access fights in a timely manner, upon
Iresponsibilities and duties that remain valid after termination or change of termination of employment or contract.
1031 N/A lemployment of their employees are contractually defined and enforced. Functional Intersects With | Termination of 1AC-07.2 5
[For the purpose of point 10.3.1., the relevant entities shall include in the [Mechanisms exist to require all employees and contractors to apply
individual’s terms and conditions of employment, contract or agreement the lcybersecurity and data protection principles in their daily work to enable
1032 NIA uties that are still valid after termination of employment or Functional | Intersects With | Terms of Employment HRS05 |secure, compliant and resilient capabilities 8
ploy P P
|contract, such as confidentiality clauses.
[For the purpose of point 10.3.1., the relevant entities shall include in the existio require Non Dicl S (NDAS) or similar
individual’s terms and conditions of employment, contract or agreement the ments that reflect the needs to protect data and
1032 N/A responsibilities and duties that are still valid after termination of employment or Functional Intersects With | Confidentiality Agreements |  HRS-06.1  (gperational deta\\s or both employees and third-parties. 8
lcontract, such as confidentiality clauses.
A
104 Disciplinary process | Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall estabiish, communicate and maintain a disciplinary [Mechanisms exist to sanction personnel failing to comply with established
lprocess for handiing violations of network and information system security lsecurity policies, standards and procedures.
10.4.1 WA Ipolicies. The process shall take into consideration relevant legal, statutory, Functional Intersects With Personnel Sanctions HRS-07 5
[contractual and business requirements.
[The refevant entities shall estabiish, communicate and maintain a discipinary [Mechanisms exist to conduct employee misconduct investigations when
lprocess for handiing violations of network and information system security there is reasonable assurance that a policy has been violate
1041 WA olicies. The process shall take into consideration relevant legal, statutory, Functional | Intersects With | Workplace Investigations | HRS-07.1 5
[contractual and business requirements.
[The relevant entities shall review and, where appropriate, update the disciplinary [Mechanisms exist to periodically review and, where appropriate, update
lprocess at planned intervals, and when necessary due to legal changes or scipinary practices due to
1042 NA lsignificant changes to operations or risks. Functional Equal Updating Disciplinary HRs-07.2 (1) Legal cha 10
Processes (2) Sgnifcant changes to aperations; and
(3) Applicable threats and r
/A
|ACCESS CONTROL (ARTICLE
1n 21(2), POINTS (1) AND @), OF| Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
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Access control policy [V Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
FFor the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the relevant [Mechanisms exist to establish, maintain and disseminate policies, standards
lentities shall establish, document and implement logical and physical access Publishing Secury, land procedures necessary for secure, compliant and resilient capabilities.
1111 NA lcontrol policies for the access to their network and information systems, based on | Functional subsetOf | Compliance s Resilience | GOV-02 10
bbusiness requirements as well as network and information system security Bocumentation
requirements.
[For the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the relevant [Mechanisms exist to facilitate the Implementation of identification and
lentities shall establish, document and implement logical and physical acces: laccess management controls.
1111 NA lcontrol polcies for the'access to their network and information systems, based on | Functional | Intersects witn | \9entty & Access nco1 N
lousiness requirements as well as network and information system security tanagement (IAM)
requirements.
112 NA |The policies referred to in point 11.1.1. shall Functional | No Relationship NA NA WA 0 INo applicable SCF control
[address access by persons, Including Staff, visitors, and external entities such as Identity & Access [Mechanisms exist to facilltate the Implementation of Identification and
11.1.2() WA Jsuppliers and service providers Functional Subset Of Management (IAM) 'ACOL  laccess management controls. 0
[pddress access by network and information systems; Identity & Access [Mechanisms exist to facilitate the of and
11.1.2(0) NA Functional Subset Of e et et neo1  [hece kot 10
[ensure that access is only granted to Users that have been adequately Identity & Access [Mechanisms exist to facilltate the of and
112 WA Jauthenticated. Functional Subset Of Management (1AM) 'ACOL laccess management controls. o
[The relevant entities shall review and, where appropriate, update the policies at dentity & A [Mechanisms exist to facilltate the of and
113 NA lplanned intervals and when significant incidents or significant changes to Functional Subset Of lentity & Access IAC01  [access management controls. 10
loperations o risks occur Management (IAM)
112 Venagement of access VA Functional | No Relationship N/A NA NA 0 INo applicable SCF control
[The relevant entities shal provide, modify, remove and document access fights to Mechanisms exist to utlize a formal ser registration and de-registration
1121 N/A Inetwork and information systems in accordance with the access control policy Functional Intersects with | USe" PP'W‘S‘M‘”Q & De- IAC-07  |process that governs the assignment of access rights. 5
referred to in point 11.1. rovisioning
122 NiA [The relevant entities shall Functional | No Relationship NA NA NA o INo applicable SCF control
[a5sian and revoke access rights based on the priNCIpIes of need-to-know, 1east Mechanisms exst to implement and maintain Separation of Duties (50D) to
1122() WA privilege and separation of duties; Functional | Intersects With | Separation of Duties (SoD) | HRS1 |orevent potential activity without collusion. s
lassign and revoke access rights based on the principles of need-to-know, least User Provisioning & De- [Mechanisms exist to uilize a formal user registration and Ge-registration
11.22() WA privilege and separation of duties; Functional | Intersects With Provisioning 'ACO7__|process that governs the assignment of access rights. s
lassign and revoke access rights based on the principles of need-to-know, least [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
privilege and separation of duties; Role-Based Access Control [Technology Assets, Applications, Services andjor Data (TAASD) to restrict
11.2.2(a) N/A Functional Intersects With (RBAC) IAC-08  [access to individuals assigned specific roles with legitimate business needs. 5
[65sian and revoke access rights based on the prINCIpIes of need-to-know, 1east Revocation of Access [Mechanisms exist to revoke logical and physical access authorizations.
11.2.20a) NA e viege S saparation of guties Functional | Intersects With 1AC-20.6 5
lassign and revoke access rights based on the principles of need-to-know, least [Mechanisms exist to tlize the concept of least privilege, allowing only
privilege and separation of duties; lauthorized access to processes necessary to accomplish assigned tasks in
11.2.2() NA Functional | Intersects With Least Privilege IAC21  [3ccordance with organizational business functions 5
Jensure that access rghts are modined accordngly upon termination o change of User Provisioning & De- Mechanisms exist to tlize a formal user registration and Geregistration
11.2.2() A lemploym: Functional | Intersects With Provisioning 'ACO7 lprocess that governs the assignment of access rights. s
that Tght: i ingr Terminat hange of [Mechan Eto revoke logical and physical thorizat
T1220) A [ensure that access rights are modified accordingly upon termination or change of | pu o | = T Revocation of Access 1206 _|Mechanisms exit to revoke fogical and physical access authorizations. S
[ensure that access to network and information systems 15 authorised by the Mechanisms exist to proactively govern account management of Individual,
11.2.2(0) NA relevant persons; Functional | Intersects With |  Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[ensure that access to network and information systems is authorised by the Wanagement Approval For [Mechanisms exist to ensure management approvals are required for new
relevant persons; i i . laccounts or changes in permissions to existing accounts.
11220 NA P Functional | Intersects With | Nanegement AppIovaFer | - iac.28.1 ges in p 9 5
[ensure that access rights appropriately address third-party access, such as [Mechanisms exist to tlize a formal user registration and de-registration
11.2.2(d) NA |visitors, suppliers and service providers, in particular by limiting access rights in Functional | Intersects with | USe" PP“W‘S‘“"‘”B & De- IAC-07  |process that governs the assignment of access rights. 5
|scope and in duration; rovisioning
Sure that access rights appropriately address third-party access, such as [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
|visitors, suppliers and service providers, in particular by limiting access rights in Role-Based Access Control [Technology Assets, Applications, Services andjor Data (TAASD) to restrict
1122() NA lscope and in duration; Functional | Intersects With (RBAC) IAC08  laccess to individuals assigned specific roles with legitimate business needs. 5
[ensure that access rights appropriately address third-party access, such as [Mechanisms exist to Ulize the concept of Ieast privilege, allowing only
|isitors, suppliers and service providers, in particular by limiting access rights in lauthorized access to processes necessary to accomplish assigned tasks in
11.2.2() NA lscope and in duration; Functional | Intersects With Least Privilege 1AC21  [accordance with organizational business functions. 5
22 A maintain a register of access rights granted; Functonal | Itersect it | US€T & SeVICe ACGOuTk | o 3 [Hechanisms xitto maintain a corent st o authorized users and service S
[apPly 10ging to the management of access fights ‘Account Creation and [Automated mechanisms exist to generate event 10gs for permissions
11.2.2(0) NA Functional | Intersects with | \catit Eealion a1 MON-164 |chandes to privileged accounts and/or groups. s
[The relevant entities shall review access rights at planned Intervals and shall [Mechanisms exist to periodically-review the privileges assigned to Inaviduals
Imodify them based on organisational changes. The relevant entities shall Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
123 NA |document the results of the review including the necessary changes of access Functional | Intersects With Privileges IAC17  lremove unnecessary privileges, as necessary. 8
rights.
Privieged accouris and VA
13 system administration Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall maintain policies for management of priviieged [Mechanisms exist to faciitate the Implementation of identification and
131 NA accounts and system odminsiration accoun as part of the access conrol poiiy | Functional subset Of \dentity & Accese IAC01  [access management controls. 10
referred to in point ianagement (1AM)
[The pol ferred 1131 shal
132 NA @ policies referred toin point sha Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[estabiish strong identification, authentication such as multi-factor authentication, rthenticate, Auth " [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
113.200) NA ond authorisation procedures for privleged sccounts and system sdministraion | Functional | ntersects with [Ahentcate, Aunorize and | 1ac. 01 5 AUt (MAA)soluons, Both on-premises and those hosted by an External 5
laccounts; udi Service Provider (ESP).
[estabiish strong identification, authentication such as multi-factor authentication [Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
land authorisation procedures for privileged accounts and system administration for
laccounts; (1) Remote network acces:
11320 A Functonal | Itersecs wi | MUFactor Autertication | .o 2)Thirdparty Technoloay Assets, Applications and/or Services (TAAS); and/ 5
(5) Non-console access to critcal TARS that store,transmit andior process
sensitive/regulated dafa.
[Set up specific accounts to be used for system administration operations ; [Mechanisms exist to restrict the assignment of privileged accounts to
13200 wa izt cn o0 netahaion:canfuration, management o momtenance; Functonal | itersects with | MENSGEMENt AOBIOVAIFr | 13,51 3 |management:approved personnel andor roles s
ivi u
fndividualise and restrict system administration priviieges to the highest extent Mechanisms exist to tlize the concept of least privilege, allowing only
possible, Jauthorized access to sary to accomplish assigned tasks in
11.3.2(0) NA Functional | Intersects With Least Privilege IAC21  [3ccordance with organizational business functions 5
lorovide that system administration accounts are only used to connect to system Dedicated Administrative Mechanisms exfstto estit executing aamistrative asks o tasks requrng
1132() NA et Functional | Intersects With od Admini IAC-20.4 b e e ot 5
rovide that system administration accounts are only used to connect o system [Mechanisms exist to utlize the concept of 1east privilege, allowing onl
o y: v v o privileg g only
ladministration systems. lauthorized access to processes necessary to accomplish assigned tasks in
11.3.2() NA Functional | Intersects With Least Privilege IAC21  [3ccordance with organizational business functions 5
[The relevant entities shall review access fights of privileged accounts and system [Mechanisms exist to periodically-review the privileges assigned to ndividuals
ladministration accounts at planned intervals and be modified based on Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
133 NA lorganisational changes, and shall document the results of the review, including Functional | Intersects With Privileges IAC17  |remove unnecessary privileges, as necessary. 5
lthe necessary changes of access rights.
A " .
114 Administration systems [V Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall restrict and cantrol the use of system administration [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
lsystems in accordance with the access control policy referred to in point 11.1. Role-Based Access Control Technology Assets, Applications, Services and/or Data (TAASD) to restrict
1141 A Functional | Intersects With ooy IAC08  [accass toindividusis assigned sheciic roles with legitimate business needs. s
T i .
1142 NA fFor that purpose the relevant entities shal Functional | No Relationship NA NA NA 0 INo applicable SCF control
fonly use system Systems for system purposes, and Dedicated Administrative Mechams exit 10 Festict xccutng sdmisiiaive tasks o task requiing
11.4.2() WA Inot for any other operation: Functional | Intersects With !AC-204 elevated access to a dedicated machine. 8
separate logically such systems from application software ot used for system [Mechanisms exist to implement a separate execution domain for each
11420 WA ladministrative purposes, Functional | Intersects With Process Isolation SEA04 lexecuting process. s
lorotect access to system administration systems through authentication and rthenticate, auth . [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
11420 NA lencryption Functional | Intersects witn [AUthenticate, Authorize and| - 15c 01 5 faudit (ARA) solutions, both on-premises and those hosted by an External 5
udit (AAA) Service Provider (ESF)
forotect access (o system administration systems through authentication and [Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
lencryption. lunauthorized access
11.42(0) NA Functional | Intersects With |Authentication & Encryption| NET-15.1  |(1) Authenticating devices trying to connect; and 5
(2) Encrypting transmitted data.
15 Identification [ Functional | No Relationship N/A N/A NA o INo applicable SCF control
[The relevant entities shall manage the full life cycle of identities of network and Identity & Access [Mechanisms exist to facilltate the Implementation of Identification and
1s1 A information systems and their users Functional Subset Of Management (IAM) 'ACOL  laccess management controls. 10
For that the relevant entities shall " .
152 NIA or that purpose the relevant entities shal Functional | No Relationship NA NIA NA 0 INo applicable SCF control
[SeT Up unique identities for network and information systems and ther users; ldentification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
115.2(a) NA Functional | Intersects With | _Authentication for 1AC02  [and Audit (AAA) organizational sers and processes acting on behalf of 5
Organizational Users lorganizational users.
[5et up unique identities for network and information systems and ther users; [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
dentification & land Audit (AAA) devices before establishing a connection using bidirectional
11.5.2(a) N/A Functional Intersects With | 1 onvication for Devices IAC-04  [3uthentication that is cryptographically- based and replay resistant. 5
1520 A Tink the identity of users to a single person; ronctionar | mtersects with User identity (ID) ACo91|echamsime G (o cnsure proper user Gentiicaton mansgerment for on- S
1520 A fink the identity of users to a single person; ronctiona | mtersects with PR— WoN-q3 2 Hechantsms exit o ik system occess o ndvidualusers or service S
[ensure oversignt of identities of network and information systems; Tdentity & Access [Mechanisms exist to facilitate the implementation of identification and
1520 A Functional Subset Of Management (1AM) 'ACOL  |access management controls. 10
[ensure oversight of identities of network and information systems; [Mechanisms exist to proactively govern account management of Individual
11.5.2(0) NA Functional | Intersects With |  Account Management IAC15  [group, system, service, application, guest and temporary accounts. 8
apply logging to the management of identities [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred:
11.5.2(d) NA Functional | Intersects With | Content of Event Logs MoN-03  [(2) e e o e e . s
4) The source of the even
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
2@ A 3pply 1ogging to the management of identities. Functional | Inersecs Wi rvieged Funcions Logaing] MON-G3.3 |1 Jechartr eXt 10100 37 e the actons ofueers ancor servces i S
[The relevant entities shall only permit identities assigned to multiple persons, Mechanisms exist to authorize the Use of Shared/group accounts only under
lsuch as shared identities, where they are necessary for business or operational lcertain organization-defined conditions
reasons and are subject to an explicit approval process and documentation. The Restrictions on Shared
153 NA relevant entities shall take identities assigned to multiple persons into account in |  Functional | Intersects With A 1AC15.5 5
lthe cybersecurity risk management framework referred to in point 2.1
[The relevant entities shal regularly review the identities for network and [Mechanisms exist to periodically-review the privileges assigned to ndividuals
information systems and their users and, if no longer needed, deactivate them Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
1154 NA [without delay Functional | Intersects With A IACLT  [idmove unnecessary privileges, as necessary. s
A " .
116 Authentication Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall implement secure authentication procedures and . o [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
1161 N/A ltechnologies based on access restrictions and the policy on access control. Functional Subsetof  [Authenticate, Authorize and| 551 5 |Audit (AAA) solutions, both on-premises and those hosted by an External 10
Audit (AAA)
Service Provider (E
162 NiA fFor that purpose, the relevant entities shall Functional | No Relationship NA NIA NA o INo applicable SCF control
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lensure the strength of is appropriate to the of the [Mechanisms exist to:
lasset to be accessed; (1) Securely manage authenticators for users and devices; and
11.6:2(2) NiA Functional SubsetOf | Authenticator Management | 1AC-10 |(2) Ensure the strength of authentication is appropriate to the classification 10
of the data being accessed
[control the allocation to users and management of secret authentication [Mechanisms exist to protect authenticators commensurate with the
information by a process that ensures the confidentiality of the information, sensitvityofthe nformation to which use o the authentiator permits
11.6.2(0) NA including advising personnel on appropriate handiing of authentication Functional | Intersects With |Protection of Authenticators|  1AC-10.5 5
information;
Fequire the change o authertcatin credental Elly 3 predefined intervals Mechanisms existto change autherticaton credentils
11.6.2(c) N/A land upon suspicion that the credentials were compromised; Functional Intersects With | E;E”ls RE““‘L‘"E IAC-10.13 (1) At predefined intervals; ant 5
\uthenticator Change 2) Upn suspicion of redential compromise
Fequire the reset of authentication credentials and the blocking of users after a Mechartars exit o enorce 3 Tt o consecive muald logn atemps by
lpredefined number of unsuccessful log-in attempts: 2 user during time period ar
11.6.2(d) N/A Functional Intersects With Account Lockout IAC22  [fhe account winen the maximum number of unsuccessiol attempts \5 s
lexceeded.
[ferminate inactive sessions after a predefined period of inactivity; and [Automated mechanisms exist to 100 Out users, both locally on the network
11.6.2(e) NA Functional | Intersects With |  Session Termination 1AC:25  [and for remote sessions, at the end of the session or after an organization- 5
ldefined period of inactiviy.
Fequire separate credentials to access priviieged access or administrative Privileged Account [Mechanisms exist to restrict and control privileged access rights for Users
11.6.2(0) NiA laccounts, Functional Subset Of Management (PAM) 'AC16  land Technology Assets, Applications andor Services (TAAS) 0
[The relevant entities shall to the extent feasible use state-oF-the- [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
lauthentication methods, in accordance with the associated assessed risk and the Authenticate, Authorize and lAudit (AAA) solutions, both on-premises and those hosted by an External
1163 NA [classification of the asset to be accessed, and unique authentication information. |~ Functional Subset Of Audit (AAA) IAC-012Iservice Provider (ESP 10
[The relevant entities shal review the authentication procedures and technologies Tdentity & Access [Mechanisms exist to facilitate the implementation of identification and
1164 WA at planned intervals. Functional Subset Of Management (1AM) A0 laccess controls. 10
A
1.7 Multi-factor authentication | Functional | No Relationship /A NA N/A 0 INo applicable SCF control
[The relevant entities shall ensure that users are authenticated by multiple Automated mechanisms exs o enforce MUl Factor Authentication (MFA)
lauthentication factors or continuous authentication mechanisms for accessing the
refevant entites”nebuork and informationsysiems, where approprite, in (3 Remote netuork acces:
A NA laccordance with the classification of the asset to be accessed cunctional | Intersects with | MUlt-Factor Authentication | o< |(2) Third-party Technoloay Assets, Applications and/or Services (TAAS; and 5
(MFA) lor
(3) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.
[The relevant entities shall ensure that users are authenticated by multiple [Automated mechanisms exist to enable confinuous re-authentication through
lauthentication factors or continuous authentication mechanisms for accessing the the lfecycle of entity interactions.
171 NA relevant entities’ network and information systems, where appropriate, in Functional | Intersects With | Continuous Authentication |  1AC-13.3 5
laccordance with the classification of the asset to be accessed
[The relevant entities shall ensure that the strength of authentication 15 [Mechanisms exist to determine security, compliance and resiience control
appropriate for the classification of the asset to be accessed. lapplicability by identifying, assigning and documenting the appropriate asset
1072 NA Functional | Intersects With | Asset Scope Classification | AST-04.1 |SCOP categorization for all Technology Assets, Applications and/or Services 3
(TAAS) and personnel (internal and third-parties)
[The Teevant. i shall eneure That he strenlh of autherticaton > Mechanisms exist to:
appropriate for the classification of the asset to be acces: (1) Securely manage authenticators for users and devices; and
nr2 NiA Functional | Intersects With | Authenticator Management | IAC-10. |(2) Ensure the strength of authentication is appropriate to the classification s
of the data being accessed
ASSET MANAGEMENT [V/A
(ARTICLE 21(2), POINT (1),
12 OF DIRECTIVE (EU) Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
2022/2555)
121 Asset classification | VA Functional | No Relationship NA NA NA o INo applicable SCF control
[For the purpose of Article 21(2), point (1 of Directive (EU) 2022/2555, the relevant [Mechanisms exist to faciitate an IT Asset Management (TAM) program to
lentities shall lay down classification levels of all assets, including information, in implement and manage asset management controls.
1211 N/A e of their network and information systems for the level of protection Functional Subset OF Asset Governance AST-01 10
require
[For the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the relevant [Mechanisms exist to determine security, compliance and resilience conrol
lentities shall lay down classification levels of all assets, including information, in lapplicability by identifying, assigning and documenting the appropriate asset
1211 NA lscope of their network and information systems for the level of protection Functional | Intersects With | Asset Scope Classification | AST-04.1 |Scope categorization for all Technology Assets, Applications and/or Services 3
required. (TAAS) and personnel (internal and third-parties)
FFor the purpose of Article 21(2), point () of Directive (EU) 2022/2555, the relevant [Mechanisms exist to ensure data and assets are categorized in accordance
lentities shall lay down classification levels of all assets, including information, in with applicable statutory, regulatory and contractual requirements
1211 NiA Iscope of their network and information systems for the level of protection Functional Intersects With | Data & Asset Classification | DCH-02 5
required.
T T " .
1212 NA For the purpose of point 12.1.1., the relevant entities shall Functional | No Relationship NA NA NA 0 INo applicable SCF control
fay down a system of classification levels for assets; Mechanisms exst to ensure data and assets are categorized in accordance
12.1.2(2) NA Functional | Intersects With | Data & Asset Classification |  DCH-02  |with applicable statutory, regulatory and contractual requirements 8
fassociate all assets with a classification level, based on confidentiality, INtegrity, Mechanisms exist to ensure that Technology Assets, Applications and/or
lauthenticity and availability requirements, to indicate the protection required Services (TAAS) are classified according to the highest level of data
12120 A [Bccording to their senitivity, criticality, risk and business value: Functional | Intersects With | Highest Classification Level | DCH-02.1 |sensitivity that i stored, transmitted andjor processed. s
[T e avalabily requiremerts of the assets with e delivery and recovery Mecharisme exist to facitae the Implementation of contingency plarig
lobjectives set out in their business continity and disaster recovery pla Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
12120 NA Functional Subset Of Management System acp01  [Services (TARS) (69, Continaty of Operattons Plar (CO0P) o Business 10
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
[T relevant eniiesshal onduct periodc reviws o the dassifcation leves of Mechartms exit o failtate an T Asst Hanagement (TAM) program to
1213 WA lessets and update them, where appropria Functional Subset Of Asset Governance ASTO1 limplement and manage asset management contro o
[The relevant entities shall conduct permd\( Teviews of the lassification levels of hanisms exist to determine security, (amvhance and resifience control
assets and update them, where appropriate. lapplicability by identifying, assigning and documenting the appropriate asset
1213 NA Functional | Intersects With | Asset Scope Classification | AST-04.1 [SCope categorization for all Technology Assets, Applications and/or Services 5
(TAAS) and personnel (internal and third-parties)
A
122 Handling of assets Functional | No Relationship NA NA VA 0 INo applicable SCF control
[The relevant entities shall estabiish, implement and apply a policy for the proper Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
Ihandling of assets, including information, in accordance with their network and implement and manage asset management controls.
1221 NA information security policy, and shall communicate the policy on proper handiing | Fynctional Subset Of Asset Governance AST-01 10
Jof assets to anyone who uses or handles assets.
[The policy shal
1222 NA Functional | No Relationship N/A NA NA 0 INo applicable SCF control
Cover e entre e cyce of the aeeets, nclucing scqustion iz, trage, Mechartms exit o failtate an T Asst Hanagement (TAM) prograr to
12.22() NA [ranaporcation and Functional Subset Of Asset Governance AT [ o manage ssact management comen 10
lprovide rules on the e sse e Storage, safe transport, and the irretrievable Mechanisms exist to define acceptable and unacceplab\e Tules of behavior
12.2.2(0) NA |deletion and destruction of the assets; Functional | Intersects With Rules of Behavior HRS.05.1  [for the use of technologies, including consequences for unacceptable 5
lbehavior.
lprovide that the transfer shall take place in a secure manner, in accordance with [Mechanisms exist to maintain strict control over the internal or external
122200 N lthe type of asset to be transferred. Functional | Intersects With | Security of Assets &Media | AST-05  |distribution of any kind of sensitive/regulated media. 3
[The relevant enities shall review and, where appropriate, update the policy at [Mechanisms exist to facilltate an IT Asset Management (ITAM) program to
1223 NA planned intervals and when significant incidents or significant changes to Functional Subset Of Asset Governance AST-01  [implement and manage asset management controls. 10
loperations or risks occur.
123 Removable media policy |V Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
[The relevant entities shall establish, implement and apply  policy on the [Mechanisms exist to restrict removable media in accordance with data
anagement of removable storage media and communicate it to their employees Ihandling and acceptable usage parameters
land third parties who handie removable storage media at the relevant entities’
1231 NA lpremises or other locations where the removable media is connected to the Functional | Intersects With | Removable Media Security |~ DCH-12 5
relevant entities’ network and information systems.
[The policy shal .
1232 N/A '@ policy shal Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lprovide for a technical prohibition of the cannection of removable media uniess [Mechanisms exist to restrict removable media in accordance with data
12:3.2() WA [there is an organisational reason for their use: Functional | Intersects With | Removable Media Security |  DCH-12 |nandiing and acceptable usage parameters. s
lprovide for disabling self-execution from such media and scanning the media for [Mechanisms exist to develop, document and maintain secure baseline
Imalicious code before they are used on the relevant entities’ systems; Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
123.2(0) NA Functional Subset Of porhdrita CFG-02  |ihat are consistent with induatry.accepted system hardening standards 10
lprovide measures for controlling and protecting portable storage devices [Mechanisms exist to protect and control digital and non-digital media during
123200 NA Fotaining ata whits in transit and in Sorage: Functional | Intersects With |  Media Transportation DCH.07  |transport outside of controlled areas using appropriate security measures. 5
rovide measures for controlling and protecting portable storage devices s o [Cryptographic mechanisms exist to protect the Confidentiality and integrity
1232(0) N/A |containing data while in transit and in storage; Functional | Intersects with | ENCYPting Data In Storage | peyig7.2  [of information stored on digital media during transport outside of controlled B
[Where appropriate, provide measures for the use of Cryptographic techniques to Mechanlsms Gxst to estict emavable medi i accordance Wit data
1232() NA rotect Gots on rervabie Storus med Functional | Intersects With | Removable Media Security | DCH-12  [[IehaSle et 1 Fetct femovabe 5
[The relevant entities shall review and, where appropriate, update the poicy at [Mechanisms exist to faciitate an IT Asset Managemem (TAM) program to
1233 NA lplanned intervals and when significant incidents or significant changes to Functional subset Of Asset Governance AST-01  [implement and manage asset management controls. 10
loperations or risks occu
124 Assetinventory VA Functional | No Relationship NA NA VA 0 INo applicable SCF control
[The relevant entities shall develop and maintain a complete, accurate, up-to-date Mechanisms exit to perform ivertores of Techmology Assets, Applcatons,
land consistent inventory of their assets. They shall record changes to the entries Services and/or Data (TAASD) th
i the inventory in a traceable manner. 5 Accarately refacs the cofrant TAASD in
(2) ldentiies authorized software products, icluding business Jusification
tails;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
1241 N/A Functional Subset Of Asset Inventories AST-02  ((4) Includes organization-defined information deemed necessary to achieve’ 10
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel
[The granularity of the inventory of the assets shall be at a level appropriate for [Mechanisms exist to perform inventories of Technology Assets, Appiications,
lthe needs of the relevant entities. The inventory shall include the following Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in
(2) 1entiios aLthorized Softwore praducts, including business jusification
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
1242 NIA Functional Subset Of Asset Inventories AST-02 |(4) Includes organization-defined information deemed necessary to achieve 10
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel
[the Tt of operations and services and therr description, [Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
12.4.2(a) N/A Functional Subset Of Asset Inventories AST-02 () Includes organization-defined lnfnrma(mn deemed necessary to achieve 1o
effective property accountability; a
) atopie fo reviow and aut by designated organizationalpersonnel
[the Tist of operations and services and therr description, [Mechanisms exist to create and maintain a current inventory of Technology
|Assets, Applications, Services and/or Data (TAASD) that are in scope for
12.4.202) NA Functional | Intersects with | Compliance-Specific Asset | xor o4 3 [statutory. regulatory and/or contractual compliance obligations that provides 5
Identification sufficient detail to determine control appiicability, based on asset scope

Secure Controls Framework (SCF)

130f14



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

EU NIS2 Directive Annex

SCF Control

Secure Controls Framework (SCF)
ptic

ntrol Descri

Version 2026.1_x000a_03/27/2026

the st of network and nformation systems and ather associated assets [Mechanisms exist to pervmm ventores of Techm)\ogy Assets, Applications,
lsupporting the relevant entities’ operations and service: IServices and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
tails;
(3)Is at the level of granularity deemed necessary for tracking and reporting;
12.4.2(b) NIA Functional Subset Of Asset Inventories AST-02 |(4) Includes organization-defined information deemed necessary to achieve 10
leffective property accountability; an
(5) Is available for review and audit by designated organizational personnel
[the st of netwark and Information systems and other associated assets Mechanisms exist to create and maintain a current inventory of Technology
lsupporting the relevant entities’ operations and services lAssets, Applications, Services andor Data (TAASD) that are in scope for
12.4.2(0) NA Functional | Intersects with | CoMPliance-Specific Asset | yqr.g.3  [statutory, regulatory andjor contractual comliance obligations that provides 5
Identification sufficient detail to determine control applicability, based on asset scope
categorization.
[The relevant entities shall regularly e and update the nventry and their Updates During Xt to update asset inventories as part of component
1243 NA lassets and document the history of char Functional | Intersects With /Removals AST-02.1 removals and asset upgrades. 5
T refevant anfies shal estabish, mlemsrE and apply procedures which Mechanisms exist to govern the termination of individual employment
lensure that their assets which are under custody of personnel are deposited,
Ireturned or deleted upon termination of employment, and shall document the
Deposit, return or deletion [deposit, return and deletion of those assets. Where the deposit, return or deletion
125 of assets upon termination [of assets is not possible, the relevant entities shall ensure that the assets canno | Functional | Intersects With |  Personnel Termination HRS-09 5
of employment longer access the relevant entities’ network and information systems in
laccordance with point 12.2.2.
[The relevant entities shall establish, implement and apply procedures which [Mechanisms exist to retrieve organization-owned assets Upon termination of
lensure that their assets which are under custody of personnel are deposited, lan individual's employment.
Ireturned or deleted upon termination of employment, and shall document the
Deposit, return or deletion [deposit, return and deletion of those assets. Where the deposit, return or deletion
125 of assets upon termination [of assets is not possible, the relevant entities shall ensure that the assets canno | Functional | Intersects With Asset Collection HRS-09.1 5
of employment longer access the relevant entities’ network and information systems in
laccordance with point 12.2.2.
A
ENVIRONMENTAL AND
PHYSICAL SECURITY
13 (ARTICLE 21(2), POINTS (C), Functional | No Relationship NA NA NA 0 INo applicable SCF control
(E) AND (1) OF DIRECTIVE
(EV) 2022/2555)
IN/A " .
131 Supporting utilties Functional | No Relationship NA NIA N/A 0 INo applicable SCF control
[For the purpose of Article 21(2)(c) of Directive (EU) 2022/2555, the relevant [Mechanisms exist to faciitate the operation of physical and environmental
lentities shall prevent loss, damage or compromise of network and information Physical & Environmental lprotection controls.
1311 NA s or interruption to their operations due to the failure and disruption of Functional Subset Of e et PES-01 10
lsupporting utiities.
i i .
1312 NIA [For that purpose. the relevant antities shall. where appropriate: Functional | No Relationship N/A NA NA 0 INo applicable SCF control
lprotect facilities from power failures and other disruptions caused by fallures in Facilly security mechanisms exit to SUpply altemate power, capable of
13.1.2() NiA lsupporting utiities such as electricity, telecommunications, water supply, gas, Functional | Intersects With Emergency Power PES07.3 d operational capability, in the event of an 5
|sewage, ventilation and air conditioning; aenaed s of the primary power source.
[protect facilities from power failures and other disruptions caused by failures in [Facility security mechanisms exist to utilize and maintain automatic
lsupporting utilities such as electricity, telecommunications, water supply, gas, lemergency lighting that activates in the event of a power outage o
13.1.2(a) NIA lsewage, ventilation and air conditioning; Functional | Intersects With | Emergency Lighting PES-07.4|gisruption and that covers emergency exits and evacuation routes within the 5
facility.
[consider the use of redundancy in utilities services; [Mechanisms exist to maintain a failover capability, which is not collocated
Redundant Secondary \with the primary Technology Asset, Application andjor Service (TAAS), which
13.0.2(0) WA Functional | Intersects With System BCD-11.7  |can be activated with little-to-no loss of information or disruption to 5
loperations.
lprotect utility services for electricity and telecommunications, which transport [Physical access control mechanisms exist to enforce physical access
ldata or supply network and information systems, against interception and lauthorizations for all physical access points (including designated entry/exit
13.1.2(0) NA ldamage. Functional | Intersects With | Physical Access Control PES-03  |points) to facilities (excluding those areas within the facility officially 5
(designated as publicly accessible).
[monitor the utiity services referred to in point (c) and report to the competent [Mechanisms exist to Utilize User & Entity Behavior Analytics (UEBA) and/or
internal or external personnel events outside the minimum and maximum control lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
13.1.2(d) NA [thresholds referred to in point 13.2.2(b) affecting the utility services; Functional | Intersects With | Anomalous Behavior MON-16  |hehavior that could indicate account compromise or other malicious 5
lactivities.
Imonitor the utility services referred to in point (c) and report to the competent [Facility security mechanisms exist to protect power equipment and power
internal or exteral personnel events outside the minimum and maximum control lcabling for the system from damage and destruction.
13.1.2() NA lthresholds referred to in point 13.2.2(b) affecting the utility services; Functional | Intersects With | Supporting Utilities PES-07 5
[conciude contracts for the emergency supply with corresponding services, such as [Mechanisms exist to require contractual requirements for appiicable security,
ffor the fuel for emergency power supply; Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
13.0.2(e) WA Functional | Intersects With Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, Services 5
land/or Data (TAASD).
[ensure continuous effectiveness, monitor, maintain and test the supply of the [Mechanisms exist to facilitate the implementation of enterprise-wide
Inetwork and information systems necessary for the operation of the service Imonitoring controls.
13.2.2(0) NA loffered, in particular the electricity, temperature and humidity control, Functional Subset Of Continuous Monitoring MON-01 10
d Internet connection.
[ensure continuous effectiveness, monitor, maintain and test the supply of the [Physical access control mechanisms exist to monitor for, detect and respond
Inetwork and information systems necessary for the operation of the service to physical security incidents.
13.2.2(0 NIA loffered, in particular the electricity, temperature and humidity control, Functional | Intersects With | Monitoring Physical Access | PES-05 8
elecommunications and Internet connection.
[ensure continuous effectiveness, monitor, maintain and test the supply of the [Facility security mechanisms exist to maintain and monitor temperature and
Inetwork and information systems necessary for the operation of the service Temperature & Humidity lhumidity Tevels within the facility.
13.1.2(0) NIA loffered, in particular the electricity, temperature and humidity control, Functional | Intersects With rols PES-09 s
d Internet connection.
[The relevant entities shall test, review and, where appropriate, upaate the [Mechanisms exist to facilitate the operation of physical and environmental
1313 NiA lprotection measures on a regular basis or following significant incidents or Functional Subsetor | Physical & Environmental | peg o foracton control. 10
[significant changes to operations or risks. rotectior
Protection against physical [
132 B e Py Functional | No Relationship N/A NIA NA 0 INo applicable SCF control
[For the purpose of Article 21(2)(e) of Directive (EU) 2022/2555, the relevant Mechanisms exist 1o facitate the operation of physical and enviranmental
lentities shall prevent or reduce the consequences of events originating from lprotection control
1321 NA Iphysical and environmental threats, such as natural disasters and other Functional subsetof | Physical &Envionmental | peg o) 10
intentional or unintentional threats, based on the results of the risk assessment Protections
|carried out pursuant to point 2.1
[For the purpose of Article 21(2)(e) of Directive (EU) 2022/2555, the relevant [Mechanisms exist to develop and keep current a catalog of appiicable
lentities shall prevent or reduce the consequences of events originating from internal and external threats to the organization, both natural and manmade.
1321 NA ysical and environmental threats, such s natural disasters and other Functional | Intersects With Threat Catalog THR-09 s
intentional or unintentional threats, based on the results of the risk assessment
|carried out pursuant to point 2.1
[For that the relevant entities shall, wh ( " .
13.2.2 N/A or that purpose, the relevant entities shall, where appropriate: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[design and implement protection measures against physical and environmental [Mechanisms exist to facilitate the implementation of contingency planning
fthreats; Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
13.2.2(a) N/A Functional | Intersects With |  Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 8
(Bems) (Continuity & Disaster Recovery (BC/DR) playbooks).
[design and implement protection measures against physical and environmental ohysical & £ . [Mechanisms exist to facilitate the operation of physical and environmental
13.2.20a) NiA fthreats; Functional Subset Of ysical & Environmental | pgs.o1  [protection controls. 10
rotections
[determine minimurm and maximum control thresholds for physical and [Mechanisms exist to define organizational risk threshold, the level of risk
13.2.2(6) NiA lenvironmental threats; Functional | Intersects With Risk Threshold RSK-01.4  |exposure above which risks are addressed and below which risks may be 8
laccepted
[monitor environmental parameters and report to the competent internal or [Mechanisms exist to provide governance oversight reporting and
lexternal personnel events outside the minimum and maximum control thresholds Status Reporting To Irecommendations to those entrusted to make executive decisions about
13.22(c) N/A referred m in point (b Functional Intersects With Governing Body GOV-01.2 |matters considered material to the organization's Security, Compliance & 5
Resilience Program (S
[monitor enviranmental parameters and report to the competent internal or Mechanisms exist to timely-report Incidents to appiicable:
lexternal personnel events outside the minimum and maximum control thresholds jent Stakeholder (1) Internal stakeholders;
13.22(0) NA referred to in point (b), Functional | Intersects With Reporting IRO-10 |(2) Affected clients & third-parties; and s
3) Regulatory authorities.
[The relevant entities shall test, review and, where appropriate, update the [Mechanisms exist to facilitate the operation of physical and environmental
lprotection measures against physical and environmental threats on a regular Physical & Environmental lprotection controls.
1323 N/A lbasis or following significant incidents or significant changes to operations or risks.| ~ Functional Subset Of Protections PES-01 10
Perimeter and physical [WA
133 sl Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
Forthe purpose of Aicle 21(2)() of Directive (EL) 202212555, the relevant [Physical access control mechanisms exist to maintain a current Iist of
lentities shall prevent and monitor unau physical access, damage and Physical Access lpersonnel with authorized access to organizational facilities (except for those
1331 N/A linterference to thelr network and mformaucn system: Functional Intersects With ‘Authorizations PES-02  [3reas within the facility officially designated as publicly accessible). 5
[For the purpose of Article 21(2)(7) of Directive (EU) 2022/2555, the relevant [Physical access control mechanisms exist to enforce physical access
lentities shall prevent and monitor unauthorised physical access, damage and lauthorizations for all physical access points (including designated entry/exit
1331 NA interference to their network and information systems. Functional | Intersects With | Physical Access Control PES-03  points) to facilities (excluding those areas within the facility officially 5
ldesignated as publicly accessible)
1332 NA For that purpose, the relevant entiies shall Functional | No Relationship NA NA NA o INo applicable SCF control
[on the basis of the risk assessment carried out pursuant to point 2.1, lay down and| ysical ! [Mechanisms exist to facilltate the operation of physical and environmental
13.320a) NA luse security perimeters to protect areas where network and information systems | Functional Subsetof | Physical &Environmental | peg o) lorotection controls. 10
Jand other associated assets are locate Protections
Srotect The areas Teferred T Tn poin (3 By apProPHaLE ey Contros and aCeess [Physical access control mechanisms exist to enforce physical access
lpoints; lauthorizations for all physical access points (including designated entry/exit
13.3.2(b) N/A Functional Intersects With | Physical Access Control PES-03  |points) to facilities (excluding those areas within the facility officially 5
ldesignated as publicly accessible)
lprotect the areas referred to in point (a) by appropriate entry controls and access Controlled Ingress & Egress. [Physical access control mechanisms exist to limit and monitor physical
13.3.2(0) A lpoints; Functional _ | Intersects With Points PES-03.1 Jaccess through controlled ingress and egress points. s
[design and implement physical security for offices, rooms and faciities, [Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, lenvironments that require limited physical access so that appropriate
13.3.2(9) NA Functional | Intersects With Rooms & Facilities PES-04  |ohysical access controls are designed and implemented for offices, rooms H
land facilities.
[continuously monitor their premises for unauthorised physical access. [Physical access control mechanisms generate a log entry for each access
13.3.2(d) NA Functional | Intersects With | Physical Access Logs PES033 | or ol St controlled ingress and egress poiate, 5
i T T T
123200 A [continuously monitor their premises for unauthorised physical access. Functional | Intersects With | Monftoring Physical Access | PES.0 r:\ésh\;z‘\ca;is(su::;n‘x‘én;i:amsms ‘exist to monitor for, detect and respond S
[The relevant entities shall test, review and, where appropriate, Update the [Mechanisms exist to facilitate the operation of physical and environmental
1333 NiA Iphysical access control measures on a regular basis or following significant Functional Subsetor | Physical & Environmental | peg o fortecton controls. 10
incidents or significant changes to operations o risks, rotections

Secure Controls Framework (SCF)

140f14



	EU NIS2 Annex

