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Secure Controls Framework (SCF)
pti

[The Supplier shall have Cyber Essentials certification that covers the scope Statutory, Regulatory & Miechanisms exist o acitte the destcaton and implementation of
0001 Cyber Essentials Irequired for all aspects of the contract and commit to maintaining this for the Functional Subset Of Cnmm{‘va‘ anm “a'z(e CPL-01  |relevant statutory, regulatory and contractual controls. 10
lduration of the contract. P!
[The Supplier shall have Cyber Essentials Plus certification that covers the scope statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
0002 Cyber Essentials Plus  |required for all aspects of the contract and commit to maintaining this for the Functional Subset Of C:m“ra“d{‘va‘ ‘égma ‘f’a’z(e CPL-01  |relevant statutory, regulatory and contractual controls. 10
lduration of the contract. P!
[The Supplier has appropriate organisational structures, policies, and processes in
Objective A: Managing  [place to understand, assess and systematically manage security risks to its y
Security Risk Inetwork, and information systems, including all network and information systems|  Functional | No Relationship (WA (WA A v NolapplicablelSCRcontrol
lthat protect all Data.
- Mechanisms exist to establish, maintain and disseminate policies, standards
[The Supplier shall have appropriate management policies and processes in place Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
1100 Governance lto govern their approach to the security of the network and information systems |  Functional SubsetOf | Compliance & Resilience | GOV-02 10
lsupporting Functions and protection of Data. Documentation
- Mechanisms exist to identify and document Standardized Operating
[The Supplier shall have appropriate management policies and processes in place Standardized Operating IProcedures (SOP), or similar documentation, to enable the proper execution
1100 Governance lto govern their approach to the security of the network and information systems |  Functional Subset Of OPS-0L1 |of day-to-day / assigned t 10
Procedures (SOP) lof day-to-day / assigned tasks.
lsupporting Functions and protection of Data.
IMechanisms exist to align security, compliance and resilience capabilities
[with business requirements through a steering committee or advisory board,
1101 Board Direction [The Supplier shall have effective organisational security management led at Functional subset OF Steering Committee & | o\ 011 comprised of Koy Cybersecurity. data protection and business executues, 10
lboard level and articulated clearly in corresponding policies. Program Oversight [which meets formally and on a regular basis.
Publisning Securt Mechanisms exist to establish, maintain and disseminate policies, standards
" i ublishing Security, d procedures necessary for secure, compliant and resilient capabilties.
[The Supplier shall have effective organisational security management led at jand pr Y . compl P
1101 Board Direction Functional | Intersects With | Compliance & Resilience | GOV-02 5
lboard level and articulated clearly in corresponding policies. e mtacion
IMechanisms exist to enforce an accountability Structure so that appropriate
[The Supplier shall have effective organisational security management led at Stakeholder Accountability y fteams and individuals are empowered, responsible and trained for mapping,
1101 Board Direction lboard level and articulated clearly in corresponding policies. Functional | Intersects With Structure GOV-04.1  |measuring and managing Technology Assets, Applications, Services and/or 5
Data (TAASD)-related risks.
- - - Mechanisms exist to assign one or more qualified individuals with the mission|
[The Supplier shall have established roles and responsibilities for the security of Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
1102 Roles and Responsibilities [networks and information systems at all levels, with clear and well-understood Functional | Intersects With | Compliance & Resilience |  GOV-04 [1intzin an enterprise-wide Security, Compliance & Resilience Program 5
lchannels for communicating and escalating risks. Responsibilities (SCRP).
[The Supplier shall have established roles and responsibilities for the security of Defined Roles & [Mechanisms exist to define roles & for all
1102 Roles and Responsibilities [networks and information systems at all levels, with clear and well-understood Functional Equal oM HRS-03  [personnel 10
lchannels for communicating and escalating risks. P
IMechanisms exist to align security, compliance and resilience capabilities
Thg SUfpnher shall have sem%r level aECO;ntabwllty for &he sec;lrlty of networks ! 5 c o |with business requirements through a steering committee or advisory board,
' land information systems, an ng authority appropriately teering Committee X |comprised of key cybersecurity, data protection and business executives,
1203 Declsion-Making 20 effectively. Ricks to network and information syatems that protect all Data Functional Subset Of Program Oversight GOv-0LL e meets formally and on  regular basis. 10
lare considered in the context of other organisational risks,
- [Mechanisms exist to assign one or more qualified individuals with the mission|
[The Suppliershall ave senior-evel accountabilty for the security of networks Assigned Securty, land resources to centrally-manage, coordinate, develop, implement and
' jand information systems, an ates decision-making authority appropriately e ¥ Imaintain an enterprise-wide Security, Compliance & Resilience Program
1103 Decision-Making land effectively. Risks to network and information systems that protect all Data Functional | Intersects With | Compiiance & fesilience | GOV-04  icerp) 5
lare considered in the context of other organisational risks. a
- IMechanisms exist to enforce an accountability Structure so that appropriate
Thg SUfpnher shall have sem%r—;e\llel acco;ntamhty faLthe sec;:nty of networks ! Stakeholder A oil teams and individuals are empowered, responsible and trained for mapping,
g land information systems, and delegates decision-making authority appropriately takeholder Accountability y measuring and managing Technology Assets, Applications, Services andfor
1103 Decision-Making land effectively. Risks to network and information systems that protect all Data Functional | Intersects With Structure GOV-04. L (TAASD) related risks. 5
lare considered in the context of other organisational risks,
[Mechanisms exist to establish an authoritative chain of command with clear
[The Supplier shall have senior-level accountability for the security of networks lines of communication to remove ambiguity from individuals and teams
g land information systems, and delegates decision-making authority appropriately Authoritative Chain of y related to managing Technology Assets, Applications, Services and/or Data
1103 Decision-Making land effectively. Risks to network and information systems that protect all Data Functional Subset Of Command GOV-04.2 | SD) related risks. 10
lare considered in the context of other organisational risks,
Mechanisms exist to facilitate the implementation of strategic, operational
[The Supplier shall take appropriate steps to identify, assess, understand and land tactical risk management controls.
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional Subset Of [Risk Management Program|  RSK-01 10
IData. This includes an overall approach to risk
Mechanisms exist to identify and document risks, both internal and external
[The Supplier shall take appropriate steps to identify, assess, understand and
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional | Intersects With Risk Identification RSK-03 5
IData. This includes an overall approach to risk
IMechanisms exist to Conduct recurring assessments of risk that includes the
Ithe Supplier shall take appropriate steps to identify, assess, understand and likelihood and magnitude of harm, from unauthorized access, use, disclosure,
1200 Risk Management lremediate security risks to the network and information systems that protect all Functional Intersects With Risk Assessment RSk-04  (disruption, modification or destruct the organization's Technology 5
[Data. This includes an overall approach to risk Assets, Applications, Services and/or Data (TAASD).
Mechanisms exist to remediate risks to an acceptable level.
[The Supplier shall take appropriate steps to identify, assess, understand and
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional | Intersects With Risk Remediation RSK-06 5
IData. This includes an overall approach to risk
[The Supplier shall have effective internal processes for managing risks (to the [Mechanisms exist to facilitate the implementation of strategic, operational
1201 Risk Management Process [security of network and information systems that protect all Data) an Functional SubsetOf  [Risk Management Program| ~ RSK-01 [and tactical risk management controls. 10
lcommunicating associated activities and solutions.
IMechanisms exist to align security, compliance and resilience capabilities
(The‘S:m:her shall Dfeﬂod\caHy assess the risk to or’gamsauonaw op‘eralmns | 5 c o [with business requirements through a steering committee or advisory board,
including mission, functions, image, or reputation), organisational assets, an teering Committee y lcomprised of key cybersecurity, data protection and business executives,
1202 Peridically Assess Risk (i ividuals, resulting from the operation of organisational systems and the Functional | Intersects With Program Oversight COv-0L e meets formally and on  regular basis. 5
lassociated processing, storage, or transmission of Data
IMechanisms exist to Conduct recurring assessments of risk that includes the
(The‘S:m:her shall Dfeﬂod\caHy assess the risk to or,gamsalwona\ opt‘aralmns | likelihood and magnitude of harm, from unauthorized access, use, disclosure,
including mission, functions, image, or reputation), organisational assets, an g |disruption, modification or destruction of the organization's Technology
1202 Peridically Assess Risk [ d o T rom the operation of organieational systems and the Functional | Intersects With Risk Assessment L o A S M A 5
lassociated processing, storage, or transmission of Data
[Mechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
[The Supplier shall create and maintain up to date network diagrams detailing the Network Diagrams & Data larchitecture;
1203 Network Diagrams  [network boundaries, internal and external connection, and systems within the Functional Subset Of Flow Diagrams (DFDS) AST-04 |(2) Reflect the current architecture of the network environment; and 10
loperational environment. (3) Document all sensitive/regulated data flows.
[The Supplier shall implement threat intelligence capabilities (internally or [Mechanisms exist to facilitate the implementation of strategic, operational
Threat Intelligence _|eXtenally) as part of a risk assessment to guide and inform the development of [and tactical risk management controls.
1204 S pabiitioe lorganisational systems, security architectures, selection of security solutions, Functional SubsetOf [Risk Management Program|  RSK-01 10
P Imonitoring, threat hunting, system security alerts and advisories, response and
recovery activities
Fthe Supplier shall implement threat intelligence capabilities (internally or IMechanisms exist to Conduct recurring assessments of risk that includes the
Threat Intelligence _|SXternally) as part of a risk assessment to guide and inform the development of likelihood and magnitude of harm, from unauthorized access, use, disclosure,
1204 G amlmges lorganisational systems, security architectures, selection of security solutions, Functional Intersects With Risk Assessment RSK-04  |disruption, modification or destruction of the organization's Technology 5
P imonitoring, threat hunting, system security alerts and advisories, response and Assets, Applications, Services and/or Data (TAASD).
recovery activities
[The Supplier shall implement threat intelligence capabilities (internally or [Mechanisms exist to implement a threat intelligence program that includes a
Threat intelligence_|[©Xternally) as part of a risk assessment to guide and inform the development of [cross-organization information-sharing capability that can influence the
1204 P amlmges lorganisational systems, security architectures, selection of security solutions, Functional Subset Of  [Threat Intelligence Program| ~ THR-01  [development of the system and security architectures, selection of secut 10
P Imonitoring, threat hunting, system security alerts and advisories, response and [solutions, monitoring, threat hunting, response and recovery activities.
recovery activities
[The Supplier shall implement threat intelligence capabilities (internally or [Mechanisms exist to malntain situational awareness of vulnerabilities and
Threat intelligence_[eXternally) as part of a risk assessment to guide and inform the development of levolving threats by leveraging the knowledge of attacker tactics, techniques
1204 P amlmges lorganisational systems, security architectures, selection of security solutions, Functional Intersects With | Threat Intelligence Feeds THR-03  [and procedures to facilitate the implementation of preventative an 5
P Imonitoring, threat hunting, system security alerts and advisories, response and [compensating controls
recovery activities
[The Supplier shall implement threat intelligence capabilities (internally or [Mechanisms exist to utilize external threat intelligence feeds to generate and
Threat intelligence_[©Xternally) as part of a risk assessment to guide and inform the development of hreat Intelligence ldisseminate organization-specific security alerts, advisories and/or directives.
1204 S pabiitice lorganisational systems, security architectures, selection of security solutions, Functional | Intersects With emorting THR-03.1 5
P Imonitoring, threat hunting, system security alerts and advisories, response and porting
recovery activities
[The Supplier shall gain validation for the effectiveness of the security of their \nformation Assurance (A) Mechanisms exist to facilltate the implementation of security, compliance
1205 Assurance technology, people, and processes in support of its Functions and which store Functional Subset Of bt 1A0-01  [and resilience assessment and authorization controls. 10
Jand/or process Data. P
[Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
[The Supplier shall gain validation for the effectiveness of the security of their Iinformation Assurance Program (IAP) activities to determine the extent to
1205 Assurance technology, people, and processes in support of its Functions and which store Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 5
land/or process Data. lproducing the desired outcome with respect to meeting expected
requirements.
[The Supplier shall gain validation for the effectiveness of the security of their [Mechanisms exist to perform Information Assurance Program (IAP) activities
1205 Assurance technology, people, and processes in support of its Functions and which store Functional | Intersects With | Technical Verification 1A0-06 [to evaluate the design, implementation and effectiveness of technical 5
Jand/or process Data. lsecurity, compliance and resilience controls.
IMechanisms exist to provide a security, compliance and resilience controls
[The Supplier shall monitor security controls on an ongoing basis to ensure the Security, Compliance & loversight function that reports to the organization's executive leadership.
1206 internal Controls Assurance|continued effectiveness of the controls. Any identified deficiencies should be Functional | Intersects With |  Resilience Controls cpL02 5
recorded, reported to leadership, and mitigated within agreed timeframes rsight
IMechanisms exist to conduct periodic audits of security, compliance and
|The Supplier shall monitor security controls on an ongoing basis to ensure the resilience controls to evaluate conformity with the organization's
1206 internal Controls Assurance|continued effectiveness of the controls. Any identified deficiencies should be Functional | Intersects With Periodic Audits CPL-02.2  |gocumented policies, standards and procedures. 5
recorded, reported to leadership, and mitigated within agreed timeframes
Mechanisms exist to regularly review Technology Assets, Applications and/or
[The Supplier shall monitor security controls on an ongoing basis to ensure the Functional Review OF IServices (TAAS) for adherence to the organization's security, compliance
1206 internal Controls Assurance|continued effectiveness of the controls. Any identified deficiencies should be Functional | Intersects With | Security, Compliance & | CPL03.2  [ndjor resilience policies and standards. 5
recorded, reported to leadership, and mitigated within agreed timeframes Resilience Controls
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
[The Supplier shall reasonably ensure everything required to deliver, maintain or implement and manage asset management controls.
Isupport networks and information systems that support delivery of all Functions y
1300 Asset Management [ ich protect all Data are determined and understood. This includes people and | "unctional Subset Of Asset Governance AST-01 10
systems, as well as any supporting infrastructure (such as power or cooling).
Mechanisms exist to facilltate the implementation of personnel security
[The Supplier shall reasonably ensure everything required to deliver, maintain or lcontrols.
lsupport networks and information systems that support delivery of all Functions Human Resources Security ’
1300 Asset Management [ ich protect all Data are determined and understood. This includes people and | "unctional Subset O jement HRS-01 10
systems, as well as any supporting infrastructure (such as power or cooling).
[The Suppliershall employ automated discovery and management toos to [Mechanisms st o faciltate an IT ASset Management (TAW) program t
Asset y -to-date, complete, accurate, and readily available inventory of implement and manage asset management controls.
1301 Management ot poople. Systoms 514 SUpPOTnG INTactrucCture used (6 SUppOrt business Functional Subset O Asset Governance AST-01 10
[Functions and protect Data.
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1301

[The Supplie shall employ automated discovery and management tools to

Management

to-date, complete, accurate, and readily available inventory of

Y
it people, Systems and SUppOTting Infrastructure used fo suppOrt businase

[Functions and protect Data.

Functional

Subset Of

Asset Inventories

AST-02

[Mechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) th

(1) Accurately reflects the oot TAASD in use;

(2) Identifies authorized software products, including business justification
[details;

(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
[effective property accountability; a

(5) Is available for review and audit by designated organizational personnel.

Strength of
lationship

1301

[The Suppher shall employ automated discovery and management tools to

Asset
Management

to-date, complete, accurate, and readily available inventory of

Y
data, people, Systems and SUppOTing InTrastructure used fo supROT businass

[Functions and protect Data

Functional

Intersects With

Database (CMDB)

AST-02.9

[Mechanisms exist to implement and manage a Configuration Management
Database (CMDB), or similar technology, to monitor and govern technology
lasset-specific information.

1400

Supply Chain

[The Supplier shall understand and manage security risks to Functions and Data
lthat arise as a result of dependencies on external suppliers. This includes
lensuring that appropriate measures are employed where third party services are

Functional

Subset Of

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Fecharisms xst o develop 2 plan for Supply Chain Rik Management
((SCRM) associated with the development, acquisition, maintenance an
[disposal of Technology Assets, Applications and/or Services (TAAS), mcludmg
|documenting selected mitigating actions and monitoring performance
lagainst those plans.

1400

Supply Chain

[The Supplier shall understand and manage security risks to Functions and Data
lthat arise as a result of dependencies on external suppliers. This includes
lensuring that appropriate measures are employed where third party services are

Functional

Intersects With

Supply Chain Rlsk
Assessment

RSK-09.1

[Mechanisms exist to periodically assess supply chain risks associated with
[Technology Assets, Applications and/or Services (TAAS)

1400

Supply Chain

[The Supplier shall understand and manage security risks to Functions and Data
lthat arise as a result of dependencies on external suppliers. This includes
lensuring that appropriate measures are employed where third party services are

Functional

Subset Of

Third-Party Management

TPM-01

[Mechanisms exist to facilitate the implementation of third-party management]
lcontrols.

1400

Supply Chain

[The Supplier shall understand and manage security risks to Functions and Data
lthat arise as a result of dependencies on external suppliers. This includes
lensuring that appropriate measures are employed where third party services are

Functional

Intersects With

Supply Chain Risk
Management (SCRM)

TPM-03

[Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology Assets,
|Applications and/or Services (TAAS) supply chains; and

(2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.

1401

External Provider Trusted
Relationships

[The Supplier shall establish, document, and maintain trust relationships with
lexternal service providers based on the following requirements, properties,

I or conditions: security and privacy requirements, properties, factors, or
lconditions defining acceptable trust relationships.

Functional

Intersects With

Third-Party Contract
Requirements

TPM-05

[Mechanisms exist to require contractual requirements for applicable security,
lcompliance and resilience requirements with third-parties, reflecting the
lorganization's needs to protect its Technology Assets, Applications, Services
land/or Data (TAASD).

1401

External Provider Trusted
Relationships

[The Supplier shallestablish, document, and maintain trust relationships with
lexternal service providers based on the following requirements,

factors, or conditions: security and privacy requirements, properties, factors, or
lconditions defining acceptable trust relationships.

Functional

Intersects With

Contract Flow-Down
Requirements

TPM-05.2

[Mechanisms exist to ensure applicable security, compliance and resilience
requirements are included in contracts that flow-down to applicable sub-
[contractors and suppliers.

1500

Physical Access Controls

[The Supplier shall. unless prohibited by applicable law restrict and monitor al
Iphysical access to faci ata is stored or processed to its authorise
Pesonnel by implementing industry standard physical access controls, Examples
of such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV

) Remotely monitored alarm systems
iv) On-premise security guards
[v) Photographic access credentials
Vi) Visitor escort
\vii) Physical access logs
|vii) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Subset Of

Physical & Environmental
rotectio

PES-01

[Mechanisms exist to facilitate the operation of physical and environmental
lprotection controls.

1500

Physical Access Controls

[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:
i) Swipe card technology
i) Monitored C¢
i) Remotely montored alarm systems

) On-premise security guards
v) Photographic access credentials
Vi) Visitor escort
\vii) Physical access logs
|viii) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Intersects With

Physical Access
Authorizations

PES-02

Physical access cantrol mecharisms et & maintain 2 current [t of
lpersonnel with ai cess to organizational facilities (except for those
Ereas within the facity oftcisly designated s publicly accessiole)

1500

Physical Access Controls

[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
lphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV

) Remotely monitored alarm systems
iv) On-premise security guards
Iv) Photographic access credentials
Vi) Visitor escort
\vii) Physical access logs
|viii) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Intersects With

Physical Access Control

PES-03

[Physical access control mechanisms exist to enforce physical access
lauthorizations for all physical access points (including designated entry/exit
lpoints) to facilities (excluding those areas within the facility officially
|designated as publicly accessible)

1500

Physical Access Controls

[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
lphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:

i) Swipe card technology

i) Monitored CCTV

i) Remotely monitored alarm systems.

iv) On-premise security guards

|v) Photographic access credentials

Vi) Visitor escort

|vii) Physical access logs

|viii) Authorised access lists.

[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Intersects With

Physical Access Logs

PES-03.3

[Physical access control mechanisms generate a log entry for each access
lattempt through controlled ingress and egress points.

1500

Physical Access Controls

[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV

) Remotely monitored alarm systems
iv) On-premise security guards
[v) Photographic access credentials
Vi) Visitor escort
|vil) Physical access logs
|viii) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Intersects With

Monitoring Physical Access

PES-05

[Physical access control mechanisms exist to monitor for, detect and respond
lto physical security incidents.

1500

Physical Access Controls

[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:

i) Swipe card technology

i) Monitored CCTV

i) Remotely monitored alarm systems.

iv) On-premise security guards

|v) Photographic access credentials

Vi) Visitor escort

\vii) Physical access logs

|viii) Authorised access lists.

[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.

Functional

Intersects With

Intrusion Alarms /
Surveillance Equipment

PES-05.1

Physical access control mechanisms exist to monitor physical intrusion
lalarms and surveillance equipment.

1501

Physical Access Device
Management

[The Supplier shall manage and maintain an inventory of all physical access
ldevices used on their premises. The inventory should contain a unique identifier
[for the device regardiess of the type (e.g. RFID card, access fob or door key) as
well as the named individual who it is assigned to.

Functional

Intersects With

Physical Access Device
Inventories

PES-19

[Mechanisms exist to maintain an accurate inventory of all physical access
[devices (e.q., RFID cards, access fobs, door keys, etc.).

1502

Physical Access
Restrictions

[The Supplier shall restrict physical access to sensitive areas within an

'mises to only those who are authorised to have access. The
ISupplier shall maintain and manage an inventory of those staff who have
privileged physical access.

Functional

Intersects With

Role-Based Physical Access|

PES-02.1

[Physical access control mechanisms exist to authorize physical access to
[facilities based on the position or role of the individual.

1502

Physical Access
Restrictions

[The Supplier shall restrict physical access to sensitive areas within an
lorganisation’s premises to only those who are authorised to have access. The
ISupplier shall maintain and manage an inventory of those staff who have
rivileged physical access.

Functional

Intersects With

Access To Critical Systems

PES-03.4

[Physical access control mechanisms exist to enforce physical access to
[critical systems or sensitive/regulated data, in addition to the physical access
[controls for the facility.

1503

\Visitor Access

[The Supplier shall ensure the following controls are applied to all visitors visiting
lthe organisation's premises:
i) Visitor access and exit shall be logged

Al visitors shall wear vistor ID badges at lltimes. Visitor badges should
|visually differ from employee badge:

) All Visitors should be appropriately escorted at all times while an the premises
iv) Visitor badges should be returned to the organisation at the end of the day.

Functional

Intersects With

Retain Access Records

IAC-01.1

[Mechanisms exist to retain a record of personnel accountability to ensure
lthere is a record of all access granted to an individual (system and
lapplication-wise), who provided the authorization, when the authorization
[was granted and when the access was last reviewed.

1503

[The Supplier shall ensure the following controls are applied to all visitors visiting
lthe organisation's premises:
ccess and exit shall be logged

i)
Visitor Access Management|i) Allvisitors shall wear visitor ID badges at all times. Visitor badges should

|visually differ from employee badge:
) All Visitors should be appropriately escorted at all times while an the premises
iv) Visitor badges should be returned to the organisation at the end of the day.

Functional

Intersects With

Distinguish Visitors from
On-Site Personnel

PES-06.1

[Physical access control mechanisms exist to easily distinguish between
lonsite personnel and visitors, especially in areas where sensitive/regulated
|data is accessible.
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[The Supplier shall ensure the following controls are applied to all vsitors visiting
the organisation’s premises:
i) Visitor access and exit shall be logged

Secure Conlro Framework (SCF)
pti

Physical access control mechamsms exist to requires at least one(1) form of

d pho!
lauthenticate md:wdua\s before they can gain access to the facility.

Strength of
Relationship

responsible and accountable for the account and its usage.

Inventories

1503 Visitor Access Managementii Al visitors shall wear visitor ID badges at all times. Visitor badges should Functional | Intersects With | Identification Requirement |  PES-06.2 5
visually differ from employee badge:
i) Al visitors should be appropriately escorted at all times while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Mechanisms exist to ensure visitor badges, or other issued identification, ar
lsurrendered before visitors leave the facility or are deactivated at a pre-
[The Supplier shall ensure the following controls are applied to allvisitors visiting erarminea tmesdate of expiration
the organisation’s premises
i) Visitor access and exit shall be logged
1503 Visitor Access Managementii Al visitors shall wear visitor ID badges at all times. Visitor badges should Functional | Intersects With | Visitor Access Revocation |  PES-06.6 5
visually differ from employee badge:
i) Al visitors should be appropriately escorted at all times while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Objective B: Protecting ~[The Supplier has proportionate security measures in place to protect the . ’
‘Against Cyber Attack  |networks and information systems supporting all Functions from cyber attack. Functionall|NoiRelationship; N/A N/A NiA o [Noiapplicable/SCF control
Mechanisms exist to establish, maintain and disseminate policies, standards
Resilience Policy and [ T7e Supplier shall develop, enact and regularly review cyber security and Publishing Security. land procedures necessary for secure, compliant and resilient capabilities.
2100 Resilience Policy and |resilience policies and processes to manage and mitigate the risk of adverse Functional SubsetOf | Compliance & Resilience | GOV-02 10
P limpact on Functions and protection of Data. Documentation
- - Mechanisms exist to review the Security, Compliance & Resilience Program
Resilience Policy and [ T7¢ Supplier shall develop, enact and regularly review cyber security and Periodic Review & Update (SCRP), including policies, standards and procedures, at planned intervals or
2100 B velamamy  resiience policies and processes to manage and mitigate the risk of adverse Functional | Intersects With | of Security, Compliance & | GOV-03  [’significant changes occur to ensure thelr continuing sultabllity, adequacy 5
impact on Functions and protection of Data. Resilience Program land effectivenses.
[The Supplier shall develop, enact and regularly review cyber security and [Mechanisms exist to identify and document Standardized Operating
2100 Resilience Policy and |resilience policies and processes to manage and mitigate the risk of adverse Functional Subset Of Stagf:(’:éﬁgf("sggt‘"g 0PS-01.1 [Procedures (SOP), or similar documentation, to enable the proper execution 10
P impact on Functions and protection of Data lof day-to-day / assigned tasks.
Mechanisms exist to establish, maintain and disseminate policies, standards
Policy and Process [Te Supplier shall develop, enact and regularly review cyber security and Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
2101 olicy and Process  lresilience policies and processes to manage and mitigate the risk of adverse Functional | Intersects With | Compliance & Resilience | GOV-02 5
P! limpact on Functions and protection of Data Documentation
o P P— ] B " Mechanisms exist to review the Security, Compliance & Resilience Program
2101 Polcy and Process | procastes to manage and mitigare e ik of dverse Functional | Intersects With | f Securiy, Compliance & | GOV-03 |1 chpincluding polces, standards and procedures, at planned ntervels or s
implementation . if Significant changes occur to ensure their continuing suitability, adequacy
impact on Functions and protection of Data. Resilience Program land effectivences.
B [The Supplier shall develop, enact and regularly review cyber security and [Mechanisms exist to identify and document Standardized Operating
2101 Policy and Process |resilience policies and processes to manage and mitigate the risk of adverse Functional | Intersects With Stagf:(’:éﬁdeso("s'g;;‘"g 0PS-01.1 [Procedures (SOP), or similar documentation, to enable the proper execution 5
P! impact on Functions and protection of Data. Jof day-to-day / assigned tasks.
Mechanisms exist to facilitate the implementation of identiication and
[The Supplier shall understand, document and manage (i.e create, review and laccess management controls.
disable) access to networks, information systems, and removable storage media dentity & Access
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional Subset Of o toan) IAC-01 10
identities, including users, system and automated functions that can access Data 9
or systems are appropriately verified, authenticated and authorised
Mechanisms exist to strictly govern the use of Authenticate, Authorize and
[The Supplier shall understand, document and manage (i.e create, review and lAudit (AAA) solutions, both on-premises and those hosted by an External
disable) access to networks, information systems, and removable storage media Authenticate, Authorize Iservice Provider (ESP)
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional Subset Of NSV IAC-01.2 10
identities, including users, system and automated functions that can access Data
or systems are appropriately verified, authenticated and authorised
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
[The Supplier shall understand, document and manage (i.e create, review and [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
disable) access to networks, information systems, and removable storage media Role-Based Access Control laccess to individuals assigned specific roles with legitimate business needs
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional | Intersects With B, 1AC-08 5
identities, including users, system and automated functions that can access Data
or systems are appropriately verified, authenticated and authorised.
JAtomated mechariams ext t enforce MUlt-Factor Authentication (MFA)
[The Supplier shall implement multi-factor authentication (MFA) mechanisms to
lcontrol access to critical or sensitive systems, and organisational operations. (1) Remote network access:
Access Control - Multi-  |Factors can include: Multi-Factor Authentication y (2) Third-party Technology Assets, Applications andor Services (TAAS); and/
2201 Factor Authentication i) Something you know (e.g. password/personal identification number (PIN)) Functional Subset Of (MFA) 1AC-06 I 10
i) Something you have (e.g. cryptographic identification device, token) (3) Non-console access to critical TAAS that store, transmit andor process
i) Something you are (e.g. biometric) lsensitive/regulated data.
Mechanisms exist to facilitate an IT Asset Management (TAM) program to
[The Supplier shall fully understand and trust the devices that are used to access VI et insibv et iy
2202 Device Management [ T e s that o Functions an brocess pats” | Functional Subset Of Asset Governance AST-01 [Pl 9 g 10
Mechanisms exist to perform inventories of Technology Assets, Applications,
[services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in
(2) Idantifies authorized software products, Incling business ustification
ldetails
[The Supplier shall fully understand and trust the devices that are used to access (3) Is at the level of granularity deemed necessary for tracking and reporting;
2202 Device Management {1 e e that sumpon Functiona and brocess pats || Functional | Intersects With | Asset Inventories AST-02  |(3) Includes organization-defined information deetned necessary to achicve 5
leffective property accountability; a
(5) Is availabe for review and audit by designated organizational personnel
Mechanisms exist to document and govern instances of approved deviations
[The Supplier shall fully understand and trust the devices that are used to access Approved Baseline y o et ead basaea tont and dove
2202 Device Management .o etwork and information systems that support Functions and process Data, Functional | Intersects With Deviations AST-02.4 2 5
Privileged User [The Supplier shall closely manage privileged user access and actions to networks Mechanisms exist to facilitate the implementation of enterprise-wide
.01 |monitoring controls.
2203 Management land information systems supporting Functions and that protect Data. Functional SubsetOf | Continuous Monitoring | MON-01 9 10
Mechanisms exist to implement enhanced activity monitoring for privileged
Privileged User  (The Supplier shall closely manage privileged user access and actions to networks y el
2203 Management land information systems supporting Functions and that protect Data. Functional SubsetOf | Privileged User Oversight | MON-01.15 10
- Mechanisms exist to develop, document and maintain secure baseline
[The Supplier shall ensure that all information systems are configured to provide configurations for Technology Assets, Applications and/or Services (TAAS)
2200 Principle of Least [only essential capabilities and to prohibit or restrict the use of non-essential Functional Subset Of Secure Baseline CrG.0z [ ihat are condistent with indusry-accepted system hardening Standards, 0
Functionality ffunctions, such as ports, protocols, programmes and services that are not Configurations
integral to the operation of that information system
- Mechanisms exist to configure systems to provide only essential capabilities
o o of L Thf Supplier IshaH ebn‘sure lha; all m(ohrrl;\atlon system; are cunfﬁgwed to prolwde lby specifically prohibiting or restricting the use of ports, protocols, and/or
rinciple of Least  [only essential capabilities and to prohibit or restrict the use of non-essential 03 lsarvices.
2204 Functionality ffunctions, such as ports, protocols, programmes and services that are not Functional Equal Least Functionality cFe-03 10
integral to the operation of that information system
Mechanisms exist to utilize the concept of least privilege, allowing only
[The Supplier shall closely manage all user accounts and employ the principle of lauthorized access to processes necessary to accomplish assigned tasks in
2205 Least Privilege least privilege to networks and information systems supporting all Functions and | Functional Equal Least Privilege IAC21  [3ccordance with organizational business functions. 10
protecting all Data
e Sumater anat o o ystems’ sudtsecuriy P Mechanisms exist to enforce Role-Based Access Control (RBAC) for
. e Supplier shall limit access to systems’ audit/security logging data an ' [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
2206 Least Priviege - Audit ltunctionality to privileged user groups that have a confirmed requirement in Functional subsetor | Role-Based Access Control | jac.og 200 Lo mdividusis acsigned speciic roles with legitimate business needs 10
Y laccordance with the principle of least privilege.
R Mechanisms exist to utilize the concept of least privilege, allowing only
Least Privilege - Audit [The Supplier shall limit access to systems' audit/security logging data and lauthorized access to processes necessary to accomplish assigned tasks in
2206 uiege functionality to privileged user groups that have a confirmed requirement in Functional | Intersects With Least Privilege IAC21  [3ccordance with organizational business functions. 5
¥ laccordance with the principle of least privilege
[The Supplier shall develop a policy and implement a separation of duties Mechanisms exist to implement and maintain Separation of Duties (50D) to
2207 Separation of Duties  |methodology for standard and privileged accounts which support Functions and | Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [prevent potential inappropriate activity without collusion. 5
protect Data
e Sumntor st cloaet e et o — Mechanisms exist to facilitate the implementation of identification and
e Supplier shall closely manage and maintain identity and access control for [nccass management controls.
2208 ,‘\,'I’::a"‘grzgﬁt‘“‘ﬁfj) lusers/admins, devices and systems accessing their networks and information Functional Subset Of rjlﬂafv’;"'eym&ef(‘ﬁiﬁ) IAC-01 o 10
o lsystems supporting business Functions and protecting all Data. 9
[The Supplier shall implement automated mechanisms to support the Mechanisms exist to strictly govern the use of Authenticate, Authorize and
2209 Limit Access to Authorised |yanagement of system accounts, including processes acting on behaif of Functional | Intersects with | Authenticate, ‘A;Aﬁ'”ze |AC-01.2  [Audit (AAA) solutions, both on-premises and those hosted by an External 5
authorised users. Iservice Provider (ESP)
Limit Access to Authorised [Te SupPlier shall implement automated mechanisms to support the [Automated System Account] [Automated mechanisms exist to support the management of system
2209 i Imanagement of system accounts, including processes acting on behalf of Functional | Intersects With | Management (Directory | IAC-15.1 [accounts (e.g., directory services). 5
authorised users. Services)
Limit to Authorised _[The Supplier shall issue, manage, verify, revoke, and audit identities and Identity & Access y Mechanisms exist to facilitate the implementation of identification and
2210 Transactions credentials to authorised transactions. users, and processes. Functional Subset Of Management (1AM) 'ACO1  laccess management controls. 0
Mechanisms exist to strictly govern the se of Authenticate, Authorize and
Limit to Authorised  [The Supplier shall issue, manage, verify, revoke, and audit identities and Authenticate, Authorize y Nt (AAA) sations. Bt o e ot hasted by o Extorna
2210 Transactions lcredentials to authorised transactions. users, and processes. Functional | Intersects With i At (AAR) ACOLZ O A o ! P 4 s
Mechanisms exist to ensure default authenticators are changed as part of
[The Supplier shall employ secure practices for the secure storage, transmission, laccount creation or system installation.
land management of first-time and one-time passwords. These practices include.
bbut are not limited to:
2211 secure First- Time Passwordly secure storage of first-time password prior to use Functional | Intersects With | Default Authenticators |  1AC-10.8 8
9 i) Secure transmission of first-time and one-time passwords to their new user
i) Require first-time and one-time passwords are immediately changed after first|
logon.
Automated Passwora [ Supple shall amploy automated mecharisms for the generation, protection, Mechanisms exist to protect and store passwords via a password manager
2212 nated Passe storage, rotation, protection and of Functional Subset Of Password Managers 1AC10.11  [tool. 10
9 lpasswords for staff and syslems
(e Supplr shall depoy techncalcantrols t manage the qualy of redentils Pctomated mecharirs st o deterine  password authericators are
lacross all identifiers. The technical controls should reflect industry standard Z:a 2or’\;‘p!‘/ei“[;"rg:u"::%e:3555“5 'y organization-defined password lengt!
Automated Password  |requirements such as password length, complexity requirements (e.g. uppercase, Automated Support For :
213 Quality Check lowercase, numbers and symbols), reuse history, prevent reuse of identifiers for | Functional | Intersects With | "pa0y0rq strength 1AC-10.4 8
a defined period, banned words and insecure pattern recognition (e.g. 1234), as
appropriate.
[The Supplier shall employ policies and processes to appropriately manage Mechanisms exist to enforce a mit for consecutive invalid 10gin attempts by
Repeated Unsuccessful |unsuccessful login attempts to standard and privileged accounts. The Supplier [a user during an organization-defined time period and automatically locks
2214 e Haniim Ishall lock accounts after at most ten unsuccessful login attempts for a minimum | Functional | Intersects With Account Lockout IAC-22  [the account when the maximum number of unsuccessful attempts is 8
9f 9 lof 15 minutes; the duration of which should increase between multiple account exceede
lockouts.
[The Supalier shal enforce technical control o protect against the capture of [Automated mechanisms exist to employ replay-resistant authentication.
2215 Replay-Resistant tion or access contro Functional | Intersects With Replay Resistant 1AC-02.2 8
uthentication
& repiay atacks
Prohibit Non-Privileged Mechanisms exist to prevent non-privileged Users from executing privileged
2216 Privilege Failure Handling |{1e 3D e e L e e oome o ae €9%¢ Functional Equal Users from Executing IAC21.5  [functions to include disabling, circumventing or altering implemented 10
unctions and capture the execution of such functions in audit Privileged Functions lsecurity safeguards / countermeasures.
[me suppter shall prevent non-priveged users rom executing privegea Privileged Functions Mechanisms exist to log and review the actions of users and/or services with
. ¥ lelevated privileges.
2216 Privilege Failure Handiing [ 1e B S o o such fumciions i audit Functional | Intersects With Logging MON-03.3 privileg s
e Suppler shal inventory all generic,service and system accounts used on the Mechanisms exist to maintain a current list of authorized users and service
uppli inve ic, servi v unts u laccounts.
2217 Service Accounts  |network. Every account shall be owned by a single named individual who is Functional Subsetof | User&service Account | gy 3 10
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[The Supplier shall identify system users, processes acting on behalf of users, and

Identification &

Secure Conlro Framework (SCF)
pti

[Mechanisms exist to umque\y identify and centrauy Authenticate, Authorize

Strength of
Relationship

2218 System Usersand T Functional Subset OF Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
rocesses evices Users lorganizational users:
- [Automated System Account| [Automated mechanisms exist to support the management of system
2218 Syst;r;(ii; and ;25;:;”“er shall identify system users, processes acting on behalf of users, and Functional Intersects With | Management (Directory IAC-15.1 [accounts (e.g., directory services). 5
Services)
Frhe Supplier shall appropriately protect data stored or transmitted electronically Mechanisms exist to facilitate the implementation of Gata protection controls
from actions such as unauthorised access, modification, or deletion that may
lcause an adverse impact on Functions or Data. Such protection extends to how
2300 Data Security lauthorised users, devices and systems access critical data necessary for the Functional Subset OF Data Protection DCH-01 10
loperation of Functions and use of Data. Additionally, covers information that
would asist an atacker, such as design detailsof networks and information
system:
Mechanisms exist to maintain network architecture diagrams that:
[The Supplier shall have a good understanding and classification of the data (1) Contain sufficient detail to assess the security of the network's
important to the operation of Functions and protection of Data, including where it larchitecture;
s stored, where it travels, the application of protective markings to media. The Network Diagrams & Data (2) Reflect the current architecture of the network environment; and
2301 Understanding Data  [Supplier shall understand how unauthorised access, modification or availability of| ~ Functional | Intersects with | NgihorkDiagrame & 0o AST-04  |(3) Document all sensitive/regulated data flows. 8
ldata would adversely impact the organisation. This shall apply to data released 9
lto third parties including those important to the operation of Functions ant
lprotection of all Data.
Mechanisms exist to explicitly define authorizations for speciic Individuals
[The Supplier shall have a good understanding and classification of the data land/or roles for logical and for physical access to sensitive/regulated data
important to the operation of Functions and protection of Data, including where it
s stored, where it travels, the application of protective markings to media. The Defining Access
2301 Understanding Data  [Supplier shall understand how unauthorised access, modification or availability of|  Functional | Intersects With |Authorizations for Sensitive| DCH-01.4 5
data would adversely impact the organisation. This shall apply to data released / Regulated Data
lto third parties including those important to the operation of Functions ant
lprotection of all Data.
Mechanisms exist to ensure data and assets are categorized in accordance
[The Supplier shall have a good understanding and classification of the data |with applicable statutory, regulatory and contractual requirements.
important to the operation of Functions and protection of Data, including where it
s stored, where it travels, the application of protective markings to media. The
2301 Understanding Data  [Supplier shall understand how unauthorised access, modification or availability of|  Functional | Intersects With | Data & Asset Classification| ~ DCH-02 5
data would adversely impact the organisation. This shall apply to data released
lto third parties including those important to the operation of Functions ant
lprotection of all Data.
Mechanisms exist to control and restrict access to digital and non-
[The Supplier shall have a good understanding and classification of the data Imedia to authorized individuals.
important to the operation of Functions and protection of Data, including where it
s stored, where it travels, the application of protective markings to media. The
2301 Understanding Data  [Supplier shall understand how unauthorised access, modification or availability of| ~ Functional | Intersects With Media Access DCH-03 5
data would adversely impact the organisation. This shall apply to data released
lto third parties including those important to the operation of Functions ant
lprotection of all Data.
Mechanisms exist to generate authoritative documentation (€.g., System
[security Plan (SSP)) that:
[The Supplier shall have a good understanding and classification of the data e o A O Ay 110" O ITscope
‘echnology Assets, Applications and/or Services
important to the operation of Functions and protection of Data, including where it (2) Reﬂecgt‘é the curregtpslate of applied security, compliance and resilience
i stored, where it travels, the application of protective markings to media. The Applied Security, comrolson apicabl pecpl,Procsses, Technolagies,Data ndjor Fcilis
2301 Understanding Data  [Supplier shall understand how unauthorised access, modification or availability of|  Functional | Intersects With |Compliance and Resilience |  1A0-03  |(pPTDF) that are contained within the system boundary: 5
td:‘t?u:‘du;‘adn?::\er:iﬁz\Ir:gpticotsseh\?n‘:)rggg:\sla:::ul"hgc‘psesr:tal‘;:Z‘:‘;{u‘::?\:;i r::‘eased Controls Documentation (i} Provides a historical record of applied security ccnlrols mdudmg
lchan
lprotection of all Data. ges
e Supntier shall protect and control data in ranst. Incloding th . [Cryptographic mechanisms exist to protect the confidentiality of data being
e Supplier shall protect and control data in transit, including the use of Transmission lransmitted.
2302 Data in Transit lencryption where appropriate, for data important to the operation of the Functional | Intersects With e mseian CRY-03 5
[Functions and all Data. This includes the transfer of data to third parties. Y
. o o ! ) . . Mechanisms exist to protect and control digital and non-digital media during
[The Supplier shall protect and control data in transit, including the use o ltransport outside of controlled areas using appropriate security measures.
2302 Data in Transit lencryption where appropriate, for data important to the operation of the Functional | Intersects With | Media Transportation DCH-07 5
[Functions and all Data. This includes the transfer of data to third parties.
. o o ! ) . . [Cryptographic mechanisms exist o protect the confidentiality and integrity
2502 N [The Supplier shall protect and control data in transit, including the use of Encrypting Data In Storage lof information stored on digital media during transport outside of controlled
ata in Transit lencryption where appropriate, for data important to the operation of the Functional | Intersects With Nl DCH-07.2 8
[Functions and all Data. This includes the transfer of data to third parties.
o [The Supplier shall terminate network connections associated with Network Comection Mechanisms exist to terminate network connections at the end of a session
2303 oo sessions at the end of the sessions or after a defined period of | Functional | Intersects With work Connec NET-07  [or after an organization-defined time period of inactivity. 5
inactivity
Fthe Supplier shall ensure that the following controls apply to trusted Mechanisms exist to facilitate the implementation of cryptographic
organisational wireless networks lprotections controls using known public standards and trusted cryptographic
ftechnologies.
Wireless Network Access i) All users and devices must be authorised and authenticated prior to granting Use of Cryptographic
2304 Controls laccess to the network via the wireless network Functional Subset O Controls cR-01 10
i) The data transferred over the wireless network must be encrypted using WPA2
lor above methodology.
Mechanisms exist to strictly govern the use of Authenficate, Authorize and
[The Supplier shall ensure that the following controls apply to trusted
organiaational wireless networks pply totrus laudit (AAA) solutions, both on-premises and those hosted by an External
Provider (ESP)
Wireless Network Access i) All users and devices must be authorised and authenticated prior to granting Authenticate, Authorize [Service
2304 Controls laccess to the network via the wireless network Functional | Intersects With and Audit (AAR) 1hc-01.2 ®
i) The data transferred over the wireless network must be encrypted using WPA2
lor above methodology.
The Supplier shall ensure that the following controls apply to trusted [Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
TSyt o
Wireless Network Access ) All users and devices must bé authorised and authenticated prior to granting Authentication & 3 ,
2304 Controls laccess to the network via the wireless network Functional | Intersects With Encryption NET-15.1  |(2) Encrypting transmitted data. 8
i) The data transferred over the wireless network must be encrypted using WPA2
lor above methodology.
[The Supplier shall ensure the following controls are enforced for staff to connect Mechanisims eXISt Lo Prevent Spiit tunneling for remote devices umess the
lto organisational networks and systems using Remote Access technologies, for [FPlit tunnel is securely provisioned using organization-defined safeguards.
ote Access - VPN [EXample VEN:
2305 e ety |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With Split Tunneling CFG-03.4 5
i) Encrypt all data transmitted over a VPN connection
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall ensure the following controls are enforced for staff to connect ‘““’"‘E‘E" mechanisms exist to enforce Multi-Factor Authentication (MFA)
lto organisational networks and systems using Remote Access technologies, for o N
example VPN Uit Factor Authenticat (1) Remote network access:
2305 ote Access - ) Enable MFA prior to establishing a remote connection to the network Functional Subset Of ulti-Factor Authentication| |z gg  |(2) Third-party Technology Assets, Applications and/or Services (TAAS); and/ 10
(Virtoa prvare Network) (MFA) lor
i) Encrypt all data transmitted over a VPN connection . ’ to crtical TAAS that store, transmit and)
) Disable split-tunnelling to ensure all Data is only transmitted via organisation lon-console access to critical at store, transmit andfor process
ontralog canann lsensitive/regulated data.
[The Supplier shall ensure the following controls are enforced for staff to connect [Cryptographic mechanisms exist to implement strong cryptography and
[ organsational networks and systeras using Remote Access technologice, for lsecurity protocols to safeguard sensitive/regulated data during transmission
xoraie vPh: g lover open, public networks.
2305 Nma“;ﬁ‘a‘;sﬁetwam ) Enable MFA prior to establishing a remote connection to the network Functional | Intersects With 55&9“”"‘&‘;5253 over | NeT12 5
i) Encrypt all data transmitted over a VPN connection
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolied channels.
[The Supplier shall ensure the following controls are enforced for staff to connect Me‘"a“‘smsf““ to “ef‘"fh' ‘:”‘m' and review arganization-appraved,
lto organisational networks and systems using Remote Access technologies, for [pecure remote access methods.
Remote Access - jexample VPN
2305 ety |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With Remote Access NET-14 5
i) Encrypt all data transmitted over a VPN connection
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolied channels.
[The Supplier shall ensure the following controls are enforced for staff to connect Ci'ypmg{a"'“‘ m“"a’?‘smi exist o protect the confidentiality and integrity
lto organisational networks and systems using Remote Access technologies, for [of remote access sessions (e.g..
lexample VPN:
2305 M;L“;‘:r:‘aisietwmm ) Enable MFA prior to establishing a remote connection to the network Functional | Intersects With ‘;’l‘:“é“rﬁ;‘ of Confidentialy]  NeT-14.2 5
i) Encrypt all data transmitted over a VPN connection 9 9 Encrypt
i) Disable split-tunnelling to ensure all Data is only transmitted via organisation
controlied channels.
[The Supplier shall ensure the following controls are enforced for staff to connect M“hf“‘sms sl ‘ff"“e 59;“’9(‘9‘:“”‘"’“5““9 practices, ar;’d“/ gouen
lto organisational networks and systems using Remote Access technologies, for e A ooy Assets. Applications, Services andor Data
Remote Access - lexample VPN: Work From Anywhere or remote workers.
2305 ety |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With | (WFA) - Telecommuting | NET-14.5 5
i) Encrypt all data transmitted over a VPN connecti Security
i) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolied channels.
[The Supplier shall employ cryptographic mechanisms to protect the Transmission ) [Cryptographic mechanisms exist to protect the confidentiality of data being
2306 Remote Access Sessions oAl Functional | Intersects With g CRY-03 [P0 8
[Cryptographic mechanisms exist to protect the confidentiality and itegrity
[The Supplier shall employ cryptographic mechanisms to protect the IProtection of Confidentiality| g [of remote access sessions (e.g.. VI
2306 Remote Access Sessions oAl Functional Subset OF (1ot O oo Encryption|  NET-14:2 10
Managed Access Control Managed Access Control Mechanisms exist to route all remote accesses through managed network
2307 s [The Supplier shall route remote access via managed access control points. Functional Subset Of s NET-14.3 [ ool points (e.0., VPN concentrator) 10
[The Supplier shall appropriately protect the confidentiaiity of soft and hard - [Mechanisms exist to facilitate the implementation of data protection controls.
2308 Stored Data Topios of tata el tored for o Functione. Functional Subset Of Data Protection DCH-01 10
[The Supplier shall appropriately protect the confidentiaiity of soft and hard 1t | Sensitive / Regulated Data ) Mechanisms exist to protect sensitive/regulated data wherever It is
2308 Stored Data lcopies of data being stored for all Functions. Functional | Intersects With Protection DCH-01.2 orocessed andjor stored. 5
Mechanisms exist to:
(1) Physically control and securely store igital and non-digital meda within
[The Supplier shall appropriately protect the confidentiality of soft and hard i [controlled areas using organization-defined security measures;
2308 Stored Data Copies of data being stored for all Functions, fality Functional | Intersects With Media Storage DCH-06  [(2) Protect syslem media il the media are destroyed or sanitzed using 5
. lapproved equipment, techniques and procedures.
Mechanisms exist to implement and govern Mobile Device Management
[The Supplier shall protect, such as through encryption, data important to the Centralized Management ’ MOM) Control.
2309 Mobile Data loperation of Functions and all Data on mobile devices. Functional Subset Of Of Mobile Devices MOM-01 - [(MDM) 0
[Cryptographic mechanisms exist o protect the confidentiality and itegrity
2309 Mobile Data [t Supplier shalprotect,such as through encryption, data mportant o the Functional | Intersects witn | Pl Dvce & Container- | o5 lf nformation on mobil devices through ulldevice o contaier encryption s
Mechanisms exist to perform inventories of Technology Assets, Applications,
IServices and/or Data (TAASD) that;
[The Supplier shall: (1) Accurately reflects the current TAASD in
) Maintain and manage an inventory of corporately owned removable storage. (2) dentiios authorized software products, including business justfcation
e e ) e ot the lev of granlarity deemed for tracking and report
s at the level of granularity deemed necessary for tracking and reporting;
2310 Removable Media _|i) ENCrypt removable media using secured and industry best practice methods Functional Subset Of Asset Inventories AsT-02 9 y y 9 porting; 0

i) Allow only corporately owned and/or authorised removable storage media and
ldevices to have read/write permissions

iv) Prohibit the use of removable storage media and devices that are not
lcorporately owned or authorised

(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
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[The Supplier shall:
) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods

Secure Baseline

Control Description
[Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

Strength of
Relationship

2310 Removable Media ) Allow only corporately owned and/or authorised removable storage media and| ~ Functional | Intersects With Configurations CFG-02 5
devices to have readjwrite permissions
iv) Prohibit the use of removable storage media and devices that are not
corporately owned or authorised.
Ici exist to prevent disclosure of data
[The Supplier shall: lat rest.
i) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods ; . y
2310 Removable Media (1 e e o Sathor e samoua® roage st ang|  Functional | Intersects With | Encrypting Data At Rest |  CRY-05 5
devices to have readjwrite permissions
iv) Prohibit the use of removable storage media and devices that are not
corporately owned or authorised.
Mechanisms exist to restrict the use of types of digital media on systems or
[The Supplier shall: lsystem components.
i) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods ' .
2310 Removable Media iy aljow only corporately owned and/or authorised removable storage media and| ~ Functional | Intersects With Media Use DbeH-10 5
devices to have readjwrite permissions
iv) Prohibit the use of removable storage media and devices that are not
corporately owned or authorised.
Mechanisms exist to restrict removable media in accordance with data
[The Supplier shall: handling and acceptable usage parameters.
i) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods ; . .
2310 Removable Media (1 Gt e o Sathor e samua Sage st ang|  Functional | Intersects With | Removable Media Securty|  DCH-12 5
devices to have read/write permissions
iv) Prohibit the use of removable storage media and devices that are not
corporately owned or authorised.
Mechanisms exist to identify and document authorized working locations,
includin
ing[The Supplier shall maintain and update a list of authorised working locations ; (1) Designated on-premises, organization-controlled work locations; and
2311 Autherised WOrking | uhich are not the organisation's premise and communicate these locations to all |  Functional | Intersects witn [4="iing Authorized Workl - s 14 |2) other off-premises locations not under organization-control (e.g., work 8
lemployees and contractors. lfrom home).
ina__[Te Supplier shall maintain and update a list of authorised working locations . [Mechanisms exist to communicate authorized work locations to
2311 Autherised Working | uhich are not the organisation's premise and communicate these locations to all | Functional | Intersects with [COMMunicating Authorized|  ygg 141 organizational personnel. 8
lemployees and contractors.
Mechanisms exist to configure Technology Assets, Applications and/or
[The Supplier shall employ technical security controls and educate users to [pervices (Taas) utiized in high-risk areas with more restrictive baseline
Ireduce the security risks to employees while working outside the organisation’s 9
lpremise. Technical security controls for consideration may include, but are not
limited to:
i) Always-on VPN to protect data in-transit
Configure Technology
2310 Security At Aternate. () SES0 POV PTOLSCI 0 Pegyent shoulder suring Functional | Intersects witn |AS5ets, Applications andlor| - ¢ g, s
Working Locations [} piPich® e PR Services (TAAS) for High- -
lUser awareness topics may include, but are not limited to: Risk Areas
i) Risks of using public Wi-Fi
i) Avoid taking confidential phone calls within earshot of unauthorised individuals
) Shoulder surfin
iv) Avoid leaving devices unattended
Physical securit exist to utilize
[The Supplier shall employ technical security controls and educate users to [operational and technical controls at alternate work sites.
reduce the security risks to employees while working outside the organisation's
lpremise. Technical security controls for consideration may include, but are not
limited to:
i) Always-on VPN to protect data in-transit
i) Screen privacy protector to prevent shoulder surfing
2312 Seeurlty At Alternate i) Disabling USB ports on devices Functional | Intersects With |  Alternate Work Site PES11 5
9 iv) Full disk encryption
lUser awareness topics may include, but are not limited to:
i) Risks of using public Wi-Fi
i) Avoid taking confidential phone calls within earshot of unauthorised individuals
) Shoulder surfin
iv) Avoid leaving devices unattended
Mechanisms exist to sanitize system media with the strength and integrity
Media/Equiment [The Supplier shall appropriately sanitise before reuse and / or disposal the lcommensurate with the classification or sensitivity of the information prior to
2313 dia/Eauime devices, equipment, and removable storage media & devices holding data Functional | Intersects With | System Media Sanitization | DCH-09  [qeooio e o e e onal control of release for reuse. 5
important to the operation of business Functions and that protect all Data
Mechanisms exist to facilitate the identification and implementation of
Ensure UKGDPR  [The Supplier shall ensure that the processing of personal data is conducted in Statutory, Regulatory & oL ey e atar o ot
2314 Compliance lcompliance with the General Data Protection Regulation. Functional Subset Of | Contractual Compliance cPLO1 Y. regulatory u 10
e Sumper snall Imorement Domaim based 1 Attt nesrt Mechanisms exist to ensure Domain Name Service (DNS) resolution is
e Supplier shall implement Domain-based Message Authentication, Reporting [designed, implemented and managed to protect the security of name /
2315 Email Authentication |4 Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy| ~ Functional | Intersects with | ©0main Name Service NET10  [aqarome resoiution gedtopr Y 5
Methods 3 (DNS) Resolution [address resolutio
Framework (SPF) to verify the authenticity of an email's source.
Mechanisms exist to validate the legitimacy of email communications
[The Supplier shall implement Domain-based Message Authentication, Reporting [through configuring a Domain Naming Service (DNS) Sender Policy
2315 Email futhentication  land Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy| ~ Functional | Intersects With | Sene" P"I‘S‘gg“mew"’k NET-10.3  |Framework (SPF) record to specify the IP addresses and/or hostnames that 5
Framework (SPF) to verify the authenticity of an email's source. jare authorized to send email from the specified domain
Mechanisms exist to implement domain signature verification protections
Email Authentication |Te Supplier shall implement Domain-based Message Authentication, Reporting Domain-Based Message {that authenticate incoming email according to the Domain-based Message
2315 Mathods land Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy| ~ Functional Intersects With | Authentication Reporting | NET-20.4 [Authentication Reporting and Conformance (DMARK 5
Framework (SPF) to verify the authenticity of an email's source. and Conformance (DMARC)
Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Personal andor Personally [The Supplier shall employ systems to monitor and control the flow of all Personal lrovide data flow enforcement that explicitly restrict network traffic to only
Identifiable Information - [and/or Personally Identifiable Information (Pll) and all government information Data Flow Enforcement - lwhat is authorize
2316 (PIl) (e.9. OFFICIAL and above) provided or produced during the contract throughout | Functional | Intersects With | 222 Fow Enforeement - | ner.oa 5
Processing/Transparency - [the information lifecycle in accordance with approved authorisations, required
Control Flow legislation and contractual requirements.
Mechanisms exist to apply network-based processing rules to data elements
Personal andjor Personally [The Supplier shall employ systems to monitor and control the flow of all Personal lof Personal Data (D).
Identifiable Information - [andor Personally Identifiable Information (PIl) and all government information
2316 (PIl) (e.9. OFFICIAL and above) provided or produced during the contract throughout |  Functional | Intersects With | Personal Data (PD) NET-03.4 5
Processing/Transparency - [the information lifecycle in accordance with approved authorisations, required
Control Flow legislation and contractual requirements.
- Mechanisms exist to facilitate the implementation of cryptographic
[The Supplier shall implement and maintain full disk level encryption on all Use of Cryptographic lprotections controls using known public standards and trusted cryptographic
2317 Endpoint Encryption  [endpoints to industry standard solutions, for example, full disk encryption Functional Subset Of Shyptog CRY-01  [fachnologies. 10
solutions using AES-256 encryption algorithm or FIPS equivalent
- ci exist to prevent disclosure of data
[The Supplier shall implement and maintain full disk level encryption on all lat rost.
2317 Endpoint Encryption  [endpoints to industry standard solutions, for example, full disk encryption Functional | Intersects With | Encrypting Data At Rest |  CRY-05 5
solutions using AES-256 encryption algorithm or FIPS equivalent
- Mechanisms exist to facilitate the implementation of Endpoint Device
[The Supplier shall implement and maintain full disk level encryption on all Endpoint Device Management (EDM) controls.
2317 Endpoint Encryption  [endpoints to industry standard solutions, for example, full disk encryption Functional Subset Of o o) END-01 10
solutions using AES-256 encryption algorithm or FIPS equivalent. 9
[The Supplier shall employ appropriate nationally or departmentally approved [Mechanisms exist to facilitate the implementation of cryptographic
2318 Approved Cryptographic | otgraphy when used to protect all Data (e.g. FIPS 140-2 or comparable Functional Subset Of Use of Cryptographic CRY-01  |protections controls using known public standards and trusted cryptographic 10
Methods Controls
standards) ltechnologies.
e Supptier sl estanton and e et Mechanisms exist to facilitate cryptographic kéy management controls to
e Supplier shall establish and manage cryptographic keys for cryptography rotect the confidentiality, integrity and availability of keys.
2319 Coecurely Manage . |employed in organisational systems using appropriate nationally or Functional | Intersects With Cryptographic Key crv-09 | ¥ integrity ¥ ofkey: 5
yptographic Key: approved solutions (e.g. FIPS 140-2 or comparable standards) o
[The Supplier shall implement and maintain appropriate tooling to monitor and [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
et it mereat e oe ot rotect sensitive information as it is stored, transmitted and processed.
2320 Data Loss Prevention (DLP) ) Removable storage media and devices Functional | Intersects With |Data Loss Prevention (DLP)|  NET-17 5
i) External websites
mail
Mechanisms exist to control publicly-accessible content.
[The Supplier shall:
i) Designate individuals authorised to make information publicly accessible
i) Train authorised individuals to ensure that publicly accessible information does
Inot contain non-public information
2321 Publicly Accessible Data |10 o e Information prior to posting onto the publicly |  Functional | Intersects With |pubicly Accessible Content|  DCH-15 5
accessible system to ensure that non-public information is not included
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
Mechanisms exist to define Toles & for all
ersonnel
[The Supplier shall: P
i) Designate individuals authorised to make information publicly accessible
i) Train authorised individuals to ensure that publicly accessible information does
Inot contain non-public information Defined Roles &
2321 Publicly Accessible Data i eyiew the proposed content of information prior to posting onto the publicly | ~ Functional | Intersects With Responsibilities HRS-03 5
accessible system to ensure that non-public information is not included
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
Mechanisms exist to provide role-based security, compliance and resiience-
) related training:
[The Supplier shall: (1) Before authorizing access to the system or performing assigned duties;
i) Designate individuals authorised to make information publicly accessible (2) When required by systerm changes: and
i Train authorised individuals to ensure that publicy sccessile nformation does Role-Based Security, (3) Annually thereafter.
2321 Publicly Accessible Data |9t.contain non-public information Functional Intersects With | Compliance & Resilience SAT-03 5

i) Review the proposed content of information prior to posting onto the publicly
laccessible system to ensure that non-public information is not included

iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered

Training

Secure Controls Framework (SCF)
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2321

Publicly Accessible Data

[The Supplier shall:

i) Designate individuals authorised to make information publicly accessible

i) Train authorised individuals to ensure that publicly accessible information does|
Inot contain non-public information

i) Review the proposed content of information prior to posting onto the publicly
laccessible system to ensure that non-public information is not included

iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered

Functional

Intersects With

Publicly Accessible Content|
Reviews,

WEB-14

Secure Conlru Framework (SCF)
pti

[Mechanisms exist to ruulme\y review the coment on publicly accessible
lsystems for sensitive/regulated data and remove such information, if
ldiscovered.

Strength of
lationship

2322

Mobile Devices/Bring Your
Own Device (BYOD)

[The Supplier shall ensure that mobile devices accessing its corporate
lenvironment/data are appropriately configured and managed using industry
Irecognised solutions such as Mobile Device Management (MDM) tooling.

Functional

Intersects With

Bring Your Own Device
(BYOD) Usage

AST-16

[Mechanisms exist to implement and govern a Bring Your Own Device (8YOD)
lprogram to reduce risk associated with personally-owned devices in the
[workplace.

2322

Mobile Devices/Bring Your
Own Device (BYOD)

[The Supplier shall ensure that mobile devices accessing its corporate
lenvironment/data are appropriately configured and managed using industry
Irecognised solutions such as Mobile Device Management (MDM) tooling.

Functional

Intersects With

Use of Mobile Devices

HRS-05.5

[Mechanisms exist to manage business risks associated with permitting
imobile device access to organizational resources.

2322

Mobile Devices/Bring Your
Own Device (BYOD)

[The Supplier shall ensure that mobile devices accessing its corporate
lenvironment/data are appropriately configured and managed using industry
Irecognised solutions such as Mobile Device Management (MDM) tooling.

Functional

Subset Of

Centralized Management
Of Mobile Devices

MDM-01

[Mechanisms exist to implement and govern Mobile Device Management
(MDM) controls.

2323

Secure Destruction

[The Supplier shall, where not otherwise stated explicitly by country, legislation or
|Authority instructions, implement procedures to ensure that all Data is securely
(destroyed when no longer needed, or at the expiration or termination of the
|Agreement. Supplier shall:

) Secure and confirm the erasure of Data from its systems and servers, including
lany physical or

lelectronic copies, prior to asset destruction and disposal

i) Provide attestation of destruction, where specified by contract with Authority

) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
lotherwise stated explicitly by country, legislation or Authority instructions.

Functional

Subset Of

Secure Disposal,
Destruction or Re-Use of
Equipment

AST-09

[Mechanisms exist to securely dispose of, destroy or repurpose system
[components using organization-defined techniques and methods to prevent
information being recovered from these components.

2323

Secure Destruction

[The Supplier shall, where not otherwise stated explicitly by country, legislation or
|authority instructions, implement procedures to ensure that all Data is securely
(destroyed when no longer needed, or at the expiration or termination of the
|agreement. Supplier shall:

) Secure and confirm the erasure of Data from its systems and servers, including
lany physical or

lelectronic copies, prior to asset destruction and disposal

i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
lotherwise stated explicitly by country, legislation or Authority instructions.

Functional

Intersects With

System Media Sanitization

DCH-09

[Mechanisms exist to sanitize system media with the strength and integrity
[commensurate with the classification or sensitivity of the information prior to
[disposal, release out of organizational control or release for reuse,

2323

Secure Destruction

[The Supplier shall, where not otherwise stated explicitly by country, legislation or
|Authority instructions, implement procedures to ensure that all Data is securely
(destroyed when no longer needed, or at the expiration or termination of the
|Agreement. Supplier shall:

) Secure and confirm the erasure of Data from its systems and servers, including
lany physical or

lelectronic copies, prior to asset destruction and disposal

i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
lotherwise stated explicitly by country, legislation or Authority instructions.

Functional

Intersects With

System Media Sanitization
Documentation

DCH-09.1

[Mechanisms exist to supervise, track, document and verify system media
lsanitization and disposal actions.

2323

Secure Destruction

[The Supplier shall, where not otherwise stated explicitly by country, legislation or
|Authority instructions, implement procedures to ensure that all Data is securely
(destroyed when no longer needed, or at the expiration or termination of the
|Agreement. Supplier shall:

) Secure and confirm the erasure of Data from its systems and servers, including
lany physical or

lelectronic copies, prior to asset destruction and disposal

i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
lotherwise stated explicitly by country, legislation or Authority instructions.

Functional

Intersects With

Third-Party Contract
Requirements

TPM-05

[Mechanisms exist to require contractual requirements for applicable security,

mpliance and resilience requirements with third-parties, reflecting the
lorganization's needs to protect its Technology Assets, Applications, Services
land/or Data (TAASD).

2400

System Security

[The Supplier shall ensure that network and information systems and technology
(ritical for the operation of business Functions and protection of Data are
lprotected from cyber attack. An organisational understanding of risk to business
[Functions and protection of Data informs the use of robust and reliable protective|
Isecurity measures to effectively limit opportunities for attackers to compromise
Inetworks and systems.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
fthat are consistent with industry-accepted system hardening standards.

2400

System Security

[The Supplier shall ensure that network and information systems and technology
(ritical for the operation of business Functions and protection of Data are
lprotected from cyber attack. An organisational understanding of risk to business
[Functions and protection of Data informs the use of robust and reliable protective|
Isecurity measures to effectively limit opportunities for attackers to compromise
Inetworks and systems.

Functional

Subset Of

Secure Engineering
Principles

SEA-01

[Mechanisms exist to facilitate the implementation of industry-recognized
security. compliance and resiience practices n the specifcation, desion.
of Technology Assets,

[Appiications andlor Services (TAAS)

2401

Secure Configuration

[The Supplier shall securely configure the network and information systems that
lsupport the operation of business Functions and that protect Data.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
fthat are consistent with industry-accepted system hardening standards.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to
identify, report, and remediate application and system (internal and external
[facing) vulnerabi at is approved by the application or system owner and is
with the level of risk by:
i) Performing vulnerability scans on a monthly basis and during any major system
lor application updates
i) Implementing vendor patches or fixes prioritising using the CVSS v3 scoring

) Developing a Risk Treatment Plan to address identified vulnerabilities.
[The Supplier shall address vulnerabilities in accordance with the Supplier's
internal vulnerability remediation timelines and in line with reasonable industry
Istandards for vulnerability management based on CVSS v3 or above.

Functional

Subset Of

Vulnerability & Patch
Management Program
MP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
[vulnerability management controls.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to

identify, report, and remediate application and system (internal and external

[facing) vulnerabilities that is approved by the application or system owner and is

with the level of risk by:

i) Performing vulnerability scans on a monthly basis and during any major system

lor application updates

i) implementing vendor patches or fxes prioritising using the CVSS v3 scoring
) Developing a Risk Treatment Plan to address identified vulnerabil

IThe Suppller shell address vuinerabilites in accordance with the suppliers

iinternal vulnerability remediation timelines and in line with reasonable industry

Istandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

[Mechanisms exist to ensure that vulnerabilities are properly identified,
ltracked and remediated.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to
identify, report, and remediate application and system (internal and external
[facing) vulnerabilities that is approved by the application or system owner and is
with the level of risk by:
i) Performing vulnerability scans on a monthly basis and during any major system
lor application updates
i) Implementing vendor patches or fixes prioritising using the CVSS v3 scoring

) Developing a Risk Treatment Plan to address identified vulnerabilities.
[The Supplier shall address vulnerabilities in accordance with the Supplier's
iinternal vulnerability remediation timelines and in line with reasonable industry
Istandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Software & Firmware
atching

VPM-05

[Mechanisms exist to conduct software patching for all deployed Technology
|assets, Applications and/or Services (TAAS), including firmware.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to
identify, report, and remediate application and system (internal and external
[facing) vulnerabilities that is approved by the application or system owner and is
with the level of risk by:
i) Performing vulnerability scans on a monthly basis and during any major system
lor application updates
i) Implementing vendor patches or fixes prioritising using the CVSS v3 scoring

) Developing a Risk Treatment Plan to address identified vulnerabilities.
[The Supplier shall address vulnerabilities in accordance with the Supplier's
iinternal vulnerability remediation timelines and in line with reasonable industry
lstandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vunerabilities and configuration errors by routine|
|vulnerability scanning of systems and applications.

2403

Penetration Testing

[The Supplier shall conduct penetration testing (minimum every 12 months)
lagainst externally facing systems used to support the operation of Functions and
lthat protect Data. The penetration testing programme shall be base

industry standards and performed by subject matter experts. The Supplier shall
lensure that any deficiencies identified are remediated in a timely manner in line
\with their risk to the network. The Supplier shall retain records including:

i) The scope and methodology utilised

i) The number of critical, high, and medium severity findings

i) The name of the tester

iv) The date of the testing

) Timelines and actions for a remedial plan.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology Assets,
|Applications and/or Services (TAAS)

Secure Controls Framework (SCF)
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[The Supplier shall formally document, publish and review (minimum every 12
Imonths) the change control procedures to manage changes to information
lsystems, supporting infrastructure and facilities. The change management policy
includes:

i Defintions ofthe types of change (e.g.standard, critcal, emergency) with
lassociated process:

) Roles and responsibiltis for those invalved in the change or approving the
ichange

Prior to implementing any changes, Supplier shall

Secure Controls Framework (SCF)
Cor pti

[Mechanisms exist to facilitate the \mp\emenlatlcn of a change management
lprogram.

hip

2404 Change Management  |i) Establish acceptance criteria for production change approval and Functional Subset Of C”a“gir':ar“:mge'"e"‘ CHG-01 10
implementation &l
i) Require stakeholder approval prior to any change implementation
i) Formally record the change in a centralised repository
iv) Document business impact analysis outcomes and document back-out
lprocedures should the change fail
| Keep a ull audit railofthe change request, esting conducted, associated
rovals and outco
) Document and record sacurity impact analysis outcomes along with any
Imitigating actions.
[The Supplier shall develop and maintain an appropriately robust patch Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.
Imanagement programme to address known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to Vulnerability & Patch
identify, assess, test and implement patches for endpoints, network devices and
2405 Patch Management | are which address known vulnerabilities within industry best practice Functional Subset Of Ma“a“m‘z;‘;:”’wm VPM-01 10
ltimeline.
[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.
" [Mechanisms exist to conduct software patching for all deployed Technolo
[The Supplier shall develop and maintain an appropriately robust patch [nssete, Applications andjor Services (TAAS), including firmware ¥
Imanagement programme to address known vulnerabilities on its network within g g g
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and Software & Firmware y
2405 Patch Management | are which address known vulnerabilities within industry best practice Functional Subset Of atching VPM-05 10
ltimeline.
[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.
" [Mechanisms exist to perform due diligence on software and/or firmware
[The Supplier shall develop and maintain an appropriately robust patch Update stability by conduicting pre-production testing in a non-production
Imanagement programme to address known vulnerabilities on its network within Ity
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and " Pre-Deployment Patch ’
2405 Patch Management |, /are which address known vulnerabilities within industry best practice Functional | Intersects With Testing VPM-05.6 5
ltimeline.
[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.
[The Supplier shall develop and maintain an appropriately robust patch Mechanisms exist to perform out-of-cycle software and/or firmware updates
lto address time-sensitive remediations.
Imanagement programme to address known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and " ot ’
2405 Patch Management | Y, S e Known vulnerabilties within idustry best practice Functional | Intersects With | Out-of-Cycle Patching | VPM-05.7 5
ltimeline.
[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
[The Supplier shall ensure that mechanisms are in place to ensure users accept received, processed, stored, transmitted, shared, updated and/or disposed;
lappropriate warning notices prior to information system access. At a minimum ((3) Contain all necessary notice-related criteria required by applicable
lusers must be warned that: |statutory, regulatory and contractual obligations;
Privacy Warning Notices - |/} Use of the information system is monitored, recorded and subject to audit ((4) Define the scope of PD processing activities, including the geographic
2406 ¢y Warning Not iy Unauthorised usage of the information system is prohibited Functional | Intersects With |  Data Privacy Notice PR-02  focations and thrcpartyreciplents tha process the PD Within the scope of 5
i) Unauthorised usage of the information system use is subject to criminal and fthe data privacy n
civil penalties (5) Periodically, review and update the content of the privacy notice, as
liv) In continuing, the user affirms consent to monitoring and recording of their Inecessary; and
cti (6] Retain prior versians of the privacy notice, in accardance with data
retention requirements.
[Mechanisms exist to utilize system Use notification / logon banners that
[The Supplier shall ensure that mechanisms are in place to ensure users accept (display an approved system use notification message or banner before
lappropriate warning notices prior to information system access. At a minimum lgranting access to Technology Assets, Applications and/or Services (TAAS).
lusers must be warned that:
ices - |i) Use of the information system is monitored, recorded and subject to audit .
2406 Privacy Warning forices - lij Unauthorised usage of the information system is prohibited Functional | Intersects With SVS‘fL': ';’f:s";“r‘gﬁ?"““ SEA-18 5
ii) Unauthorised usage of the information system use is subject to criminal and 9
civil penalties
iv) In continuing, the user affirms consent to monitoring and recording of their
lactivities
Mechanisms exist to:
(1) Make data privacy notice(s) available to mmwauals upon first interacting
[with an organization and subsequently as necessa
2) Ensure shat data arivacy nofices ara clear and easy-to-understan,
lexpressing relevant information about how Personal Data (PD) is collected,
[The Supplier shall ensure that users accept appropriate warning notices prior to received, processed, stored, transmitted, shared, updated and/or disposed;
information system access where information systems contain information with (3) Contain all necessary notice-related criteria required by applicable
specific handling requirements imposed by the UK or its International Partners. lstatutory, requlatory and contractual obligations
I Notices. [/ Warmings must only be provided to authenticated users. At a minimur (4 Definé the scope of PD processing activities, including the geographic
rivacy Warning Notices - |users must be warned that: i X locations and thid-party reciients that process the PD within the scope of
2407 Smedific Handing - [ The ystem contains with specific Functional | Intersects With | Data Privacy Notice PRL02 - ocations and tird-party recip pr P 5
imposed by the UK and/or international partner nations. (5) Perioaically, review and update the content of the privacy notice, as
i) Use of the information system may be subject to other specified requirements Inecessary: and
associated with certain types of information, such as that subject to Export (6) Retain priot versions of the privacy otice, in accordance with data
(Controls or licences. retention requirements.
[Mechanisms exist to utilize system Use notification / logon banners that
[The Supplier shall ensure that users accept appropriate warning notices prior to (display an approved system use notification message or banner before
linformation system access where information systems contain information with granting access to Technology Assets, Applications and/or Services (TAAS).
specific handling requirements imposed by the UK o its International Partners.
lSuch warnings must only be provided to authenticated users. At a minimum
Privacy Warning Notices - [users must be warned that: System Use Notification
2407 ‘Specific Handling  [)) The system contains with specific Functional | Intersects With (Logon Banner) SEA-18 5
imposed by the UK and/or international partner nations.
i) Use of the information system may be subject to other specified requirements
lassociated with certain types of information, such as that subject to Export
(Controls or licences.
[Mechanisms exist to initiate a session Iock after an organization-defined time
[The Supplier shall have controls in place to automatically lock user sessions after Iperiod of inactivity, or upon receiving  request from a user and retain the
2408 Screen Locking/Timeouts [a predefined period. The lock screen shall conceal all information previously Functional | Intersects With Session Lock IAC:24  [Secsion lock until the user reestablishes access using established 5
displayed on the screen and prevent unauthorised viewing of data. dentification and authentication methods.
[The Supplier shall identify software programs authorised to execute on the Exalicitly Allow / Den, IMechanisms exist to explicitly allow (alowlist / whitelist) and/or biock
2409 Identify Allowed Programs |corporate environment. For all other programs employ a block by default, permit-|  Functional Intersects With Pl Y' cations o CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on systems. 5
y-exception policy. Appl
Review the List of  [The Supplier shall review and manage the list of authorised software programs at| y [Mechanisms exist to maintain a current fist of approved technologies
2410 Approved Software _|leact every 90 days. Functional | Intersects With | Approved Technologies | AST-0L.4  [{=ienems Sx el o ey 5
Mechanisms exist to facilitate the implementation of Endpoint Device
Management (EDM) controls.
[The Suppler shall ensure the follawing ntemet controls are enforced on
lendpoint
T eemmical controls to prevent malware infection from internet browsing are in
lplace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without Endpoint Device
2411 Secured Internet Access [sandboxing and anti-malware scan Functional Subset Of Manasement (EoM) END-01 10
|1 Automatically block suspicious traffic and communications 9
|vi) Terminate network connections asso ith communications sessions at
the end of the sessions or after a defined penou of inactivity.
[Ensure auditing is enabled for these controls and security operators are notified
o the atemptec sbove sctions. Whers users have 3 necesaty o perfom the
labove activities, ensure a robust model and supporting processes
ltechnologies are employed to mitigate the additional risk (e.q. Siowjslock listing,
Inetwork monitoring, vulnerability scanning etc.)
[Mechanisms exist to protect the confidentiality, integrity, availabiiity and
[safety of endpoint devices.
[The Suppler shall ensure the fallowing ntemet controls are enforced on
lendpoint
T eehmical controls to prevent malware infection from internet browsing are in
lplace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without Endpoint Protection
2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects With e res END-02 5

Iv) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified
o the attempted above actins. Where users have  necessty i perform the
labove activities, ensure a robust model and supporting processes.

ltechnologies are employed to mitigate the additional risk (e.g. auaw/mnck listing,
Inetwork monitoring, vuinerability scanning etc.)

Secure Controls Framework (SCF)

70f13



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Ministry of Defence_x000a_Defence Standard 05-138

STRM
o

SCF Control

Secure Conlru Framework (SCF)
ontrol Descripti

version 2026.1_x000a_03/27/2026

[The Suppler shall ensure the fallowing ntemet controls are enforced on
lendpoint

S eehnical controls to prevent malware infection from internet browsing are in
lplace

i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without

Malicious Code Protection

[Mechanisms exist to utilize anumalware technu\ug\es to detect and eradicate
Imalicious code.

Strength of
lationship

2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects With i Matware) END-04 5
) Automatically block suspicious traffic and communications
|vi) Terminate network connections associated with communications sessions at
lthe end of the sessions or after a defined period of inactivity.
[Ensure auditing is enabled for these controls and security operators are notified
o th attempted abave actions. Where. users have 5 necesslty o perfor the
abave activities ensure a robust model and supporting processes
ltechnologies are employed to mitigate the additional risk (e.q. Siowblock listing,
Inetwork monitoring, vulnerability scanning etc.)
Mechanisms exist to utilize a detonation chamber capability to detect and/or
Iblock potentially-malicious files and email attachments.
[The Suppler shall ensure the fallowing ntemet controls are enforced on
lendpoint
T eemmical controls to prevent malware infection from internet browsing are in
lplace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without
2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects With De“‘;‘;ﬁ“ﬂﬂ‘bgi‘:;“’be's IRO-15 5
) Automaticaly bock suspicous traffic and communications
|vi) Terminate network connections asso communications sessions at
the end of the sessions or after a defined pened 'of nactiuity.
[Ensure auditing is enabled for these controls and security operators are notified
o th attempted abave actions. Where users have 3 ne:ess\ly o perfom the
labove activities, ensure a robust model and su
ltechnologies are employed to mitigate the add Boral e (o Y Sowjaock listing,
Inetwork monitoring, vulnerability scanning etc.
IMechanisms exist to employ Network Intrusion Detection / Prevention
[Systems (NIDS/NIPS) to detect andor prevent intrusions into the network.
[The Suppler shall ensure the following ntemet controls are enforced on
lendpoint
T eemmical controls to prevent malware infection from internet browsing are in
ace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without Network Intrusion
2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects With | Detection / Prevention NET-08 5
) Automatically block suspicious traffic and communications Systems (NIDS / NIPS)
|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.
[Ensure auditing is enabled for these controls and security operators are notified
o the attempted abave actions. Where users have 5 necesslty o perfor the
ebove activities ensure o rbust model and supporting processes
ltechnologies are employed to mitigate the nal risk (e.g Siowblock listing,
network monitoring, vulnerabilty scanning etc)
[Mechanisms exist to terminate network connections at the end of a session
lor after an organization-defined time period of inactivity.
[The Suppler shall ensure the fallowing ntemet controls are enforced on
lendpoint
T exmmical controls to prevent malware infection from internet browsing are in
ace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without .
2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects with | Network Connection NET-07 5
) Automaticaly block suspicious traffic and communications
|vi) Terminate network connections asso ith communications sessions at
the end of the sessions or after a defined pened of inactivity.
[Ensure auditing is enabled for these controls and security operators are notified
o th attempted abave actions. Where users have 5 necesslty o perfom the
labove activities, ensure a robust model and supporting processes
[Fechnologies aré employed to mitigate the addional 1ok (0.0 Siowblock listing,
Inetwork monitoring, vulnerability scanning etc.
IMechanisms exist to force Internet-bound network traffic through a proxy
|device (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
[The Suppher shall ensure the following internet controls are enforced on IDNS filtering to limit a user's ability to connect to dangerous or prohibited
endpoin Internet sites.
T exnmical controls to prevent malware infection from internet browsing are in
lplace
i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)
i) Prevent code being launched on the corporate host
iv) Prevent downloads to the corporate host from the internet without
2411 Secured Internet Access [sandboxing and anti-malware scan Functional | Intersects With | DNS & Content Filtering NET-18 5
[v) Automatically block suspicious traffic and communications
|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.
[Ensure auditing is enabled for these controls and security operators are notified
o the attemptec abave actions. Where users have 3 neceslty o perfor the
labove activities, ensure a robust model and supporting processes
ltechnologies are employed to mitigate the additional risk (e.g. Siowlock listing,
Inetwork monitoring, vulnerability scanning etc.
[The Supplier should establish usage restrictions and implementation guidance for| ‘”;;Cch;l‘f‘ysof;‘;s;‘:;;ﬁy";‘:"sxg; f/i(:gec';‘:flzfér’ﬂg‘;ﬁg'{:ﬁfﬁ;‘;’;‘{ :::{f:ct”ﬂ‘
|Voice over Internet Protocol (VoIP) technologies based on the potential to cause ’ :
2412 [Voice “"E"‘cff‘;’;“‘ Protocolljz mage to the information system if used maliciously; and ensure controls are in | Functional Subset Of Pr;’fo'zi‘u(\j;",‘)"gig‘ﬁ[ AST-21  [from data networks. 10
lplace to authorise, monitor, and control the use of VoIP within the information Y
system
[The Supplier shall define acceptable and unacceptable mobile code, and ensure [Mechanisms exist to address mobile code / operating system-independent
2413 Mobile Code Management |controls are in place to identify, authorise, monitor, review and control the use of | Functional Subset Of Mobile Code END-10  [applications. 10
Imobile code within the organisation.
munication _|Te Supplier shall use secure network management and communication Mechanisms exist to protect the and integrity of
2414 lprotocols to protect session authenticity addressing communications protection | Functional | Intersects With Session Integrity NET-09  [sessions. 5
Authenticity Protection
at the session level.
§ [Automated mechanisms exist to govern and report on baseline
Au;oman';a\ly Idﬁentlfy(and e suppier shal ’ tomated N to etect figured Automated Central configurations of Technology Assets, Appncanons and/or Services (TAAS)
ress Misconfigurations [The Supplier shall employ automated mechanisms to detect misconfigured or utomated Centra y lthrough Continuous Diagnostics and Mitigation (CDM), or similar
2415 i aystem e Functional SUbSELOf |y e mant & Verifcation|  CF-022  [Toush cont 10
Components
[The supplier shall prevent unauthorised and unintended information transfer Information In Shared IMechanisms exist to prevent unauthorized and unintended information
2416 Shared System Resources [shared system resources (e.g. registers, cache memory, main memory, hard Functional | Intersects With ottees SEA-05 [transfer via shared system resources. 5
disks)
‘Authorise Remote Remote Privileged [Mechanisms exist to restrict the execution of privileged commands and
2417 Execution of Privileged [111® SuPPller shall ensure that al remote users acquire appropriate authorisation | - ginctional | Intersects With | Commands & Sensitive | NET-14.4  [access to security-relevant information via remote access only for compelling 5
e lprior to accessing and/or executing privileged functions. e Accace loperational needs
[The Supplier shall implement, update and document system hardening Mechanisms exist o develop, document and maintain secure baselne o)
lprocedures. Implement, update and document baseline configurations settings for Technology Assets, Applications and/or Services
2418 Baseline Configurations or all information techrology products deployed in organisational systems; this Functional | Intersects With Sgcure Baseline CFG-02  [that are consistent with industry-accepted system hardening standards. 8
shall include the restriction of user actions and of unsupported software and 9
hardware.
[The Supplier shall implement, update and document system hardening [Mechanisms exist to review and update baseline configurations:
Baseline Configurations _[Procedures. Implement, update and document baseline configurations settings (1) At least annually;
2418 and lnvenf‘mes all information technology products deployed in organisational systems; this Functional Intersects With Reviews & Updates CFG-02.1 [(2) When required due to 8
all include the restriction of user actions and of unsupported software and (3) AS part of system companent nstallatons and upgrades
hardware.
IMechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:
[The Supplier shall implement, update and document system hardening (1) Mission / business functions;
Baseline Configurations _[Procedures. Implement, update and document baseline configurations settings (2) Operational environment;
2418 o Iy for all information technology products deployed in organisational systems; this | Functional | Intersects With Baseline Tailoring CFG-02.9 [13) Specific threats or vulnerabilities; or 5
shall include the restriction of user actions and of unsupported software and (4) Other conditions or situations that could affect mission / business
lsuccess.
Ny IMechanisms exist to obscure the feedback of authentication information
ovsezeAuthnication [The Supplier shall configure systems to obscure authentication information, for lduring the authentication process to protect the information from possible
2419 fiioite lexample, passwords to ensure that they are not displayed as cleartext when a Functional | Intersects With | Authenticator Feedback IAC-1L  |exploitationfuse by unauthorized individuals. 8
luser is inputting their credentials.
[The Supplier shall configure systems to minimise feedback information from Mechanisms exist to obscure the feedback of authentication information
lfaled logons to ensure that the system does not provide any information that lduring the authentication process to protect the information from possible
2420 Authentication Feedback |would allow individuals to Functional | Intersects With | Authenticator Feedback IAC-11  [exploitation/use by unauthorized individuals. 5
.. explicilystating that the password i the incorect authentiation
lcomponent.
e Supptier shall implement a Network Time Protocel (NTP) & e [Mechanisms exist to synchronize internal system clocks with an authoritative
e Supplier shall implement a Network Time Protocol 0 a recognise ltime source.
2421 Netwaork (T»;gf) Protocal source, to synchronise the clocks of every network device to ensure|  Functional | Intersects With | , SYChronization With | o 7.1 8
laccurate and consistent timestamps for audit records on associated system logs.
- - [Mechanisms exist to utilize ime-synchronization technology to synchronize
Network Time Protocol [The Supplier shall implement a Network Time Protocol (NTP) to a recognised lal critical system clocks.
2421 s lauthoritative source, to synchronise the clocks of every network device to ensure| ~ Functional | Intersects With |~ Clock Synchronization SEA-20 8
laccurate and consistent timestamps for audit records on associated system logs.
[Mechanisms exist to enforce Configuration restrictions in an effort to restrict
Physical and Logical Access|The Supplier shall define, document, approve, and enforce physical and logical Access Restriction For ’ lthe ability of users to conduct unauthorized changes
2422 Restrictions laccess restrictions associated with changes to organisational systems, Functional | Intersects With Change cHG-04 Y ges: 5
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Physical and Logical Access|The Supplier shall define, document, approve, and enforce physical and logical Role-Based Access Control y [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
2422 Restrictions laccess restrictions associated with changes to organisational systems. Functional Subset Of (RBAC) IAC-08 laccess to individuals assigned specific roles with legitimate business needs 10
Physical access control mechanisms exist to authorize physical access to
Physical and Logical Access|The Supplier shall define, document, approve, and enforce physical and logical . y ltacilities based on the position or ol of the individual,
2422 Restrictions. laccess restrictions associated with changes to organisational systems, Functional Subset Of - |Role-Based Physical Access|  PES-02.1 P 10
[The Supplier shall identify, register and maintain an inventory of system [Mechanisme exst o Implement and manage 2 Configuration Management
atabase or similar technology, to monitor and govern technolos
2423 Trusted Source Repository [C9MPONENtS using automated tooling for those assets that support business Functional | Intersects With AST02.9 9y, g 9y s

[Functions and protect Data in an asset register, and at a minimum, include data
location and asset ownership information.

Database (CMDB)

lasset-specific information.
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[The Supplier shall ensure administrator credentials are stored through an
and

secured storage mechanism (process/location/tools etc.) and

Secure Conlro Framework (SCF)
pti

[Mechanisms exist to proactlve\y govern account management of individual,
laroup, system, service, application, guest and temporary accounts.

Strength of
Relationship

udit for ;
2424 Credentials Outside Policy |auarterly aucits are performed to ensure the contral 1s consistently applied and Functional | Intersects With |  Account Management 1AC-15 5
[functions appropriately.
[The Supplier shall ensure administrator credentials are stored through an Mechanisms exist to restrict and control privileged access rights for users
2424 wdit for and secured storage mechanism (process/location/tools etc.) and Functional Subset Of Privileged Account lac.1g |2 Technology Assets, Applications and/or Services (TAAS). 10
Credentals Outside Policy [quarterly autits are performed t ansure the controlis cansistently appiied and Management (PAM)
[functions appropriately.
[The Supplier shall ensure administrator credentials are stored through an Mechamsrgs elstt t(:jmven‘tol"/ all prw{;\egedﬂa;cotnls and vahsaﬁe th‘alfeach
udit for and secured storage mechanism (process/location/tools etc.) and " Privileged Account lperson with elevated privileges is authorized by the appropriate level of
2424 Credentials Outside Policy |auarterly aucits are performed to snsure the contral 1s consistently applied and Functional | Intersects With Inventories IAC-16.1  organizational management. 5
[functions appropriately.
[T Suppler shallmplement an ntegrty verficaton ool to detect unauthorised [Mecharisms existto utize FIle Integrity Monear (W), arsimilar "
Use Itegrity Veriication changes to weba e Upon discovering wn | Endpoint File Integrity g echnologies, to detect and report on unauthorized changes to selected files
2425 Tools Giscrepancies, the tool shouid aummancany trigger the incident response Functional | Intersects With Monitoring (FIM) END-06  [and configuration settings. 5
rocess
[The Supplier shall lmp\ement an mtegmy vevmcanun tool to detect unauthorised Meﬂ:"a“‘SWSdE;‘S‘ to validate configurations through integrity checking of
Use Itegrity Veriication changes to weba e. Upon discovering ; ' jsoftware and firmware.
2428 Tools iscrapancies, the tool should aummancany Hrigger the incident response Functional | Intersects With Integrity Checks END-06.1 5
rocess
Mechanisms exist to utilize antimalware technologies to detect and eradicate
[The Supplier shall ensure that anti-malware capabiltties are regularly audited, to Imalicious code.
ties |verify they are up to date, functional (e.g. performing real-time scans as wel us Code Protection y
2426 Anti-Malware Capabilities o iogic <cans), managed, detect malware, report detections and update both Functional Subset Of (Anti-Malware) END-04 10
Imalware signatures and software when new releases are available.
[Automated mechanisms exist to update antimalware technologies, including
[T Suppler shall ensure tht antimaiuare capabites re requary udted, to JR— lsignature definitions.
y ities |Verify they are up to date, functional (e.g. performing real-time scans as el ; utomatic Antimalware '
2426 Anti-Malware Capabilities o iogic <cans), managed, detect malware, report detections and update both Functional | Intersects With Signature Updates END-04.1 5
Imalware signatures and software when new releases are available.
Mechanisms exist to ensure that anti-malware technologies are continuously
Tneéut;r)‘nher shall lenzurte t;\at alnn-rrl\?lwave crafvablm\es a‘v? regularly aum\eﬁ. to Irunning in real-time and cannot be disabled or altered by non-privileged
ities |Verify they are up to date, functional (e.g. performing real-time scans as well as i ' lusers, unless specifically authorized by management on a case-by-case basis
2426 Anti-Malware Capabilties. [/0T e B U 0 ot o (e P et action st omote both Functional | Intersects With | Always On Protection |  END-04.7 uSers, unless specificall 8
Imalware signatures and software when new releases are available.
[The Supplier shall monitor, control, and protect communications (information Mechanisms exist to facilitate the implementation of enterprise-wide
t received by Systems) at the external boundaries imonitoring controls.
2427 Communications at  [except as prohibited by Applicable Law and key internal boundaries of those Functional SubsetOf | Continuous Monitoring | MON-01 10
Boundaries lorganisational systems. This includes all staff including all remote workers to
lcarry out their duties.
[The Supplier shall monitor, control, and protect communications (information Mechanisms exist to monitor and control communications at the external
¢ ceived by cystems) at the external boundaries Inetwork boundary and at key internal boundaries within the network.
2427 Communications at  [except as prohibited by Applicable Law and key internal boundaries of those Functional | Intersects With |  Boundary Protection NET-03 5
Boundaries lorganisational systems. This includes all staff including all remote workers to
lcarry out their duties.
Verify/Limit Access to Mechanisms exist to implement and govern Access Control Lists (ACLS) to
228 el et [The Supplier shall control and limit connections to external systems by an allow- | ¢ oot | intersects with | D2t Flow Enforcement = |\ ex oy 5OUE Gat2 ow enforcement that explicitly restrict network traffc to only s
terma) Syste list on the network boundary. Access Control Lists (ACLS) lhat is authorize
External System  [The Supplier shall promptly remove or disable unnecessary firewall rules when echanisms exist to configure systems to provide only essential capablities
.03 |by specifically prohibiting or restricting the use of ports, protocols, and/or
2430 Connection Review  [they are no longer required or fulfil no business need. Functional | Intersects With | - Least Functionality o0 Ples " ’ " rore P ' ¢
External System  [The Supplier shall promptly remove or disable unnecessary firewall rules when Iyiechanisms exist to perlodically review system configurations Lo identify and
' ldisable unnecessary andor non-secure functions, ports, protocols and
2430 Connection Review  [they are no longer required or fulfil no business need. Functional | Intersects With Periodic Review ORG5! v andi ports: P 8
e Sumprer anatl bura reat ot cyber attack and system fatore Mechanisms exist to achieve resilience requirements in normal and adverse
) e Suppller shal buid resilence against yber-attack and system faiure nto lituations.
2500 Resilient Networks and neir gesign, operation and f systems that Functional | Intersects With chieving Resilience SEA-01.2 8
4 sUpport the operation of business Functians and protection of bata &
Mechanisms exist to facilitate the implementation of contingency planning
Ihe iupnher shall deswgntthf ns(workl ar\:itmiorrsalmn syi(emsdsuptnomsg lhflr Business Continuity controls to help ensure resilient Te:hno\ogy Asse[s. Apphcanons andfor
unctions and protect Data to be resilient to cyber security incidents and system 01 [Services (TAAS) (e.g. Continuity of '50P) or Business
2501 Design for Resilience e Sl o ooy setese s and e miatons Functional Subset Of Management System BeD.01 - [Senvices (TAAS) (e, Continuity of Operations Pian 10
Imitigate:
[The Supplier shall design the network and information systems supporting their Mecharisms exist o achleve resiience requirements in normal and adverse
[Functions and protect Data to be resilient to cyber security incidents and system Achieving Resilience g lsituations.
2501 Design for Resilience \¢aiy; e Systems shall be appropriately segregated and resource limitations Functional | Intersects With Requirements SEA-01.2 8
Imitigated.
Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
2502 Resilience Preparation |1 SuPPlier shall develop recovery plans for all systems that deliver Functions | ¢, nctiona) Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
land protect Data [Continuity & Disaster Recovery (BC/DR) playbooks).
e sumper snat dever e o a1 ytoms that dever Fancs Mechanisms exist to conduct tests andjor exercises to evaluate the
e Supplier shall develop recovery plans for all systems that deliver Functions lan's and the readiness to execute
2503 Resilience Breparation Withiang protect Data. Recovery plans must also be tested at least annually withany |  Functional | Intersects it |CO"tin9ency Man Testing & - gep.oq (0TS ple 5
9 deficiencies being recorded, risk assessed and resolved within defined timelines.
[The Supplier shall hold accessible and secured current backups of data and [Mechanisms exist to create recurring backups of data, software and/or
information needed to recover operation of their Functions and protect Data. system images, as wellas veriy the ntearity of these backups to ensure the
2504 Backups. Backup procedures and media shall include: Functional Intersects With Data Backups BCD-11  [availabi the data to satisfy Recovery Time Objectives (RTOs) and 8
i) Appropriate encryption technology Recovery Paint Objectives (RPOS)
i Integrity validation.
[The Supplier shall hold accessible and secured current backups of data and [Mechanisms exist to routinely test backups that verify the reliability of the
linformation needed to recover operation of their Functions and protect Data. Testing for Reliability & lbackup process, as well as the integrity and availability of the data.
2504 Backups Backup procedures and media shall include: Functional | Intersects With 9 for Relability BCD-11.1 8
i) Appropriate encryption technology oty
i Integrity validation.
[The Supplier shall hold accessible and secured current backups of data and ME;"E“‘S’"S exist to create recuring "f‘k“{’s ‘;’tﬁm ;""kwa'e f”d/"’ e
information needed to recover operation of their Functions and protect Data. [System Images. a5 well 2 verlfy the Integrity of these backups. Xo ensure the
Backun procodures and motis shal nchuge: lavailabilty of the data to satisfy Recovery Time Objectives (RTOs) and
2505 Resilient Backups  [i) Appropriate encryption technology Functional | Intersects With Data Backups BCD-11 RE”VE’Y ot Objectives (RPOs) 8
i Integrity validation
ure offsite storage supporting availability requirements
iv) Regular backup recovery testing.
e Supplier shall nold accessible and secured current backups of data and Mechanisms exist £o routinely test backups that verify the reliability of the
information needed to recover operation of their Functions and protect Data. packup process, as well as the integrity and availability of the data
Backup procedures and media shall include:
2505 Resilient Backups  [i) Appropriate encryption technology Functional | Intersects with | Testing for Reyabiity & | gep g 8
i) Integrity validation oty
ecure offsite storage supporting availability requirements
iv) Regular backup recovery testing.
[The Supplier shall hold accessible and secured current backups of data and [Mechanisms exist to stare backup coples of critical software and other
oo mested 26 recover operation of their Functions o potocs bata. lsecurity-related information in a separate facility or in a fire-rated container
Backup procedures and media shall include: separate Storage for [that is not collocated with the system
2505 Resient Backups ) Appropriate encryption technology Functional | Intersects with | Sgharate Storage fo BCD11.2 5
i Integrity validatior
ecurs offste storage supporting availabilty requirements
iv) Regular backup recovery testing.
Frhe Supplier shall hold accessible and secured current backups of data and Mechanisms exist to utilize sampling of avallable backups to test recovery
information needed to recover operation of their Functions and protect Data. [capabilities as part of business continuity plan testing.
Backup procedures and media shall include:
2505 Resilient Backups  [i) Appropriate encryption technology Functional | Intersects with | TSt RES“"E““""" Using | gepars 5
i Integrity validation
ecure offsite storage supporting availabllity requirements
iv) Regular backup recovery testing.
Mechanisms exist to transfer backup data to the alternate storage site at a
rate that s capable of meeting both Recovery Time Objectives (RTOs) and
[The Supplier shall protect the physwca\ muvement of media containing Data in [Recovery Point Objectives (RPOs)
ltransit using the following methodologi
physical Transport of [} Store backup media within a Secured ard Iocked contalner prlor to transport, Transfer to Alternate
2506 ysical Transp i Utilise a certified backup courier to transport backup drives/tapes. Functional | Intersects With Sler to et BCD-11.6 5
P i) Maintain a full chain of custody record o
iv) Ensure that tracking information is recorded for all drives being transported
V) Implement appropriate cryptographic mechanisms to protect confidentiality.
[Cryptographic mechanisms exist to prevent the unauthorized disclosure
land/or modification of backup information.
[The Supplier shalprotet the physical movement of media containing Data in
ftransit using the following methodologi
physical Transport of [} Store backup media within a Secured and Iocked contalner prior to transport,
2506 ysical Transp i Ulise a certifed backup courer 1o transport backup drivesitapes. Functional | Intersects With | Cryptographic Protection | BCD-11.4 5
P i) Maintain a full chain of custody record
) Ensure that tracking informatian i recorded for al rives being transporte
V) Implement ptograp pro
Mechanisms exist to protect and control digital and non-digital media during
ltransport outside of controlled areas using appropriate security measures,
[T Supplier shalprotet the physical movement of media containing Data in
ltransit using the following methodologi
physical Transport of [} Store backup media within a Secured and locked contalner prior to transport
2506 ysical Transp i Utilse a certified backup courier to transport backup drives/tapes. Functional | Intersects With |  Media Transportation DCH-07 5
P i) Maintain a full chain of custody record
iv) Ensure that tracking information is recorded for all drives being transported
V) Implement appropriate cryptographic mechanisms to protect confidentiality.
- - Mechanisms exist to configure systems to provide only essential capabilities
ey Trafe By Defautt ot [T SUBPIET Shal ensure that irewals must block every network connectiuty by specifically prohibiting o restricting the use of ports, protocols, and/or
eny Traffc By Defaut at path and network serice not expiicily authorised by the appropriate Change 03 lsarvices.
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported |  "unctional | Intersects With | Least Functionality CFG-03 8
by an explicit business need must be removed.
- - Mechanisms exist to periodically review system configurations to [dentify and
Deny Traffic By Default at ;S\m;:herlsha\k\ ensure lhatl ﬁre‘wal\‘ls mutf‘t b\oc: sveu;y network cznncehctlwly |disable unnecessary and/or non-secure functions, ports, protocols and
eny Traffc By Defaut at path and network serice not expiicily authorised by the appropriate Change y lservices.
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported | Functional | Intersects With Periodic Review CFG-03.1 5
by an explicit business need must be removed.
- - Mechanisms exist to configure firewall and router configurations to deny
ey Trafe By Defautt ot [T SUBPIET Shall ensure that irewalls must block every network connectity ey Traffc by Default & Inetwork traffic by default and allow network traffic by exception (e.g., deny
eny Traffc By Defaut at path and network serice not expiicily authorised by the appropriate Change eny Traffic by Defaul y lal, permit by exception!
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported | Functional | Intersects With | xyo.; Traffic by Exception | NET04-1 s
by an explicit business need must be removed.
[The Supplier shall implement network segmentation for publicly accessible Mechanisms exist to ensure network architecture utiizes network
2508 Ieparate Funiic,2nd. [system components to ensure logical and/or physical separation from internal Functional | Intersects with | (ietWerk Segmentation NET-06 [segmentation to isolate Technology Assets, Applications and/or Services. 5
nternal Subnetworks | o orik components. (macrosegementation) (TAAS) to protect from other network resources.
[The Supplier shall implement appropriate tooling or methods to detect, block and [Mechanisms exist o ufiize ari phishing and spam profection technalogies
o detect and take action on unsolicited messages transported by electronic
2509 Managed Email Filtering |[<POrt malicious or spam emails coming into the network. Such toolin Functional SubsetOf  [Phishing & Spam Protection|  END-08  [rail 9 P Y 10

Imethods may include learning capabilities
legitimate communications.

for more effectively identifying
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[The Supplier shall implement appropriate tooing or methods o detect, block and
Ireport malicious or spam emails coming into the network. Such toolint

Secure Conlru Framework (SCF)
pti

[Mechanisms exist to utilize adaptlve email protemons that involve
lemploying risk-based analysis in the application and enforcement of email

Strength of
lationship

2509 Managed EmailFitering |00t T O e o e an tor more aitariiocty IooniToiog Functional | Intersects With | Adaptive Email Protections| NET-20.7  [orotections 5
legitimate communications.
[fre Suppler shal chck all media containing dagnastic andor test programs for ; Mechanisms exist to check media containing diagnostic and test programs
2510 Diagnostic Programmes [ The Supplier Sholt check o]l et Functional | Intersects With Inspect Media MINT08.2 e e e o o contalnng ¢ 5
[The Supplier shall ensure that “devant good pracme tcnlmg‘ techniques and echanisms exist to conduct controlled maintenance activities throughout
2511 Maintenance Activities | mechanisms are authorised o provided to maintenance personnel in order to Functional | Intersects With | Controlled Maintenance | MNT-02 [the lifecycle of the Technology Asset, Application and/or Service (TAAS). 5
lcarry out their duties
[The Supplier shall ensure that relevant good practice tooling, techniques and Mechanisms exist to obtain maintenance support andfor spare parts for
2511 Maintenance Activities | mechanisms are authorised o provided to maintenance personnel in order to Functional | Intersects With |  Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 5
lcarry out their duties Recovery Time Objective (RTO).
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
or:
) ) 1) Remote network access;
[The Supplier shall require multi-factor authentication to establish non local . ( ; )
2512 M o ROt s | Maintenance sessions via external network connections and terminate such Functional Subsetof | MultFFactorfutentication| g5 (2) Third-party Technology Assets, Applications andor Services (TAAS); and/ 10
when nonlocal is complete. (3) Non-console access to critical TAAS that store, transmit and/or process
lsensitive/regulated data.
P for Remote _|The Supplier shall require mult-factor authentication to establish non local Mechanisms exist to authorize, monitor and control remote, non-ocal
2512 Ml o ROt s [ Maintenance sessions via exteral network connections and terminate such Functional | Intersects With |  Remote Maintenance MNT-05  [maintenance and diagnostic activities. 5
lconnections when nonlocal maintenance is complete.
[The Supplier shall designate authorised, suitably qualified and experienced Mechanisms exist to ensure the risks associated with maintenance personnel
2513 Maintenance Personnel Joersonnel to supervise maintenance personnel who do not possess the required |  Functional | Intersects Wit |, Maintenance fersomnel | ynr.o6.1  fwho do not have appropriate access authorizations, iearances or formal 5
upervision PO e thout Appropriate Access ccess approvals e approprately miigated
[The Supplier shall ensure that staff have appropriate awareness, knowledge and [Mechanfeme existfo cor 2te with users about thef roles and
Staff Awareness and  [skills to carry out their organisational roles effectively in relation to the security responsibilities to maintain a safe and secure working environmen
e Training lof network and information systems supporting the operation of business Functional | Intersects With User Awareness HRS-03.1 5
Functions and protection of Data
[The Supplier shall ensure that staff have appropriate awareness, knowledge and securtty, Compliance & Mechanisms exist to provide all employees and contractors appropriate
2600 Staff Awareness and  [skills to carry out their organisational roles effectively in relation to the security | gy o || Security, Compliance & saT.0p  [Security. compliance and resilience awareness education and training that is s
Training of network and information systems supporting the operation of business o relevant for their job function
Functions and protection of Data <
[The Supplier shall develop and maintain a positive cyber security culture which Mechanisms exist to ensure teams are committed to a culture that considers
2601 Cyber Security Culture — [encourages employees to make information security part of their day-to-day Functional | Intersects With Risk Culture RSK-12  [and communicates technology-related risk. 5
activities and incentivises them for doing so.
Mechanisms exist to provide role-based security, compliance and resifience
[The Supplier shall develop and maintain a positive cyber security culture which lawareness training that is current and relevant to the cyber threats that
2601 Cyber Security Culture  [encourages employees to make information security part of their day-to-day Functional | Intersects With | Cyber Threat Environment | SAT-03.6  [ocars might encounter in cay-to-day business operations. 5
lactivities and incentivises them for doing so.
Mechanisms exist to provide all employees and contractors appropriate
[The Supplier shall ensure that people who support the operation of Functions and jsecurity, compliance and resilience awareness education and training that is
lprotection of Data are appropriately trained in cyber security. The Supplier shall relevant for their job function
lconduct awareness training at least every 12 months to recognise and respon;
to the following topics
i) Social engineering and phishing Security, Compliance &
2602 Cyber Security Training i) Advanced persistent threats Functional | Intersects With | Resilience Awareness SAT-02 8
) Suspected breaches Training
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to include awareness training on recognizing and reporting
[The Supplier shall ensure that people who support the operation of Functions and lpotential and actual instances of social engineering and social mining.
protection of Data are appropriately trained in cyber security. The Supplier shall
lconduct awareness training at least every 12 months to recognise and respon;
to the following topics
i) Social engineering and phishing
2602 Cyber Security Training [ii) Advanced persistent threats Functional | Intersects with | Socie! Engineering & SAT-02.2 5
) Suspected breaches 9
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to provide role-based security, compliance and resiience-
[The Supplier shall ensure that people who support the operation of Functions and related training:
protection of Data are appropriately trained in cyber security. The Supplier shall (1) Before authorizing access to the system o performing assigned duties;
lconduct awareness training at least every 12 months to recognise and respon: ((2) When required by system changes; and
to the following topics (3) Annually thereafter.
i) Social engineering and phishing Role-Based Security,
2602 Cyber Security Training i) Advanced persistent threats Functional | Intersects With | Compliance & Resilience |  SAT-03 5
) Suspected breaches Training
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to provide training to personnel on organization-defined
[The Supplier shall ensure that people who support the operation of Functions and indicators of malware to recognize suspicious communications ant
lprotection of Data are appropriately trained in cyber security. The Supplier shall [anomalous behavior.
lconduct awareness training at least every 12 months to recognise and respon;
to the following topics
i) Social engineering and phishing Comspldlos &
2602 Cyber Security Training i) Advanced persistent threats Functional | Intersects With SAT-03.2 5
Anomalous System
) Suspected breaches s o
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to ensure that every User accessing a system processing,
[The Supplier shall ensure that people who support the operation of Functions and loring or transmitting sensitiveeguiated data isformally trained n data
lprotection of Data are appropriately trained in cyber security. The Supplier shall handling
lconduct awareness training at least every 12 months to recognise and respon;
to the following topics
i) Social engineering and phishing Sensitive / Regulated Data
2602 Cyber Security Training i) Advanced persistent threats Functional | Intersects With | Storage, Handling & SAT-03.3 5
) Suspected breaches Processing
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to provide role-based security, compliance and resifience
[The Supplier shall ensure that people who support the operation of Functions and [awareness training that is current and relevant to the cyber threats that
rotection of Data are appropriately trained in cyber security. The Supplier shall lusers might encounter in day-to-day business operations.
lconduct awareness training at least every 12 months to recognise and respon;
to the following topics
i) Social engineering and phishing
2602 Cyber Security Training i) Advanced persistent threats Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 5
) Suspected breaches
iv) Suspicious behaviours.
IA range of approaches to cyber security training, awareness and communications|
shall be employed and the Supplier shall update the training every 12 months or
when there are significant changes to the threat.
Mechanisms exist to communicate with users about their roles and
[The Supplier shall ensure that managers, systems administrators, and users of responsibilities to maintain a safe and secure working environment.
lorganisational information systems are made aware of the security risks
lassociated with their activities and of the applicable policies, standards, and
2603 Staff Risk Aareness (000 S ey of orsamantionat Imaon yetems The Functional | Intersects With User Awareness HRS-03.1 5
Supplier shall review and update these security risks at least every 12 months or
\when there is significant change within the organisation or threat.
Mechanisms exist to provide all employees and contractors appropriate
[The Supplier shall ensure that managers, systems administrators, and users of lsecurity, compliance and resilience awareness education and training that is
organisaional nformaion systems are made aware o the securty risks Securiy, Compliance & relevant for their job function
lassociated with their activities and of the applicable policies, standards, ant . .
2603 Staff Risk Aareness (000 eacuy of ordamantionat Iotmaton ayetems The Functional | Itersects With | Resilence Avareness SAT-02 5
Supplier shall review and update these security risks at least every 12 months or 9
lwhen there is significant change within the organisation or threat.
Mechanisms exist to provide role-based security, compliance and resifience
[The Supplier shall ensure that managers, systems administrators, and users of lawareness training that is current and relevant to the cyber threats that
lorganisational information systems are made aware of the security risks users might encounter in day-to-day business operations.
lassociated with their activities and of the applicable policies, standards, and
2603 Staff Risk Awareness (000 eacuy of orsamantionat Irmaton yetems The Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 5
Supplier shall review and update these security risks at least every 12 months or
\when there is significant change within the organisation or threat.
Mechanisms exist to require all employees and contractors to apply
Ithe Supplier's Acceptable Use Policy shall consider and include appropriate lcybersecurity and data protection principles in their daily work to enable
The Supplier's Acceptable Use lsecure, compliant and resilient capabilties.
) Use of social media, social networking sites, and external sites/applications i)
Posting organisational information on public websites
i) Use of organisation-provided identifiers (e.g. email addresses) and
authentication secrets (e.q. passwords) for creating accounts on external
2604 Acceptable Use Policy  [sites/applications Functional | Intersects With |  Terms of Employment HRS-05 8
iv) Enforce clear desk and clear screen requirements
V) Handling of physical corporate assets outside the office environment
Vi) Locations for conducting duties
lii) Remote activation of collaborative computing devices
vii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to sers present at the device.
Mechanisms exist to define acceptable and unacceptable rules of behavior
[The Supplier's Acceptable Use Policy shall consider and include appropriate for the use of technologies, Including consequences for unacceptable
lenforcement of restrictions on:
) Use of social media, social networking sites, and external sites/applications i)
Posting organisational information on public websites
i) Use of organisation-provided identifiers (e.g. email addresses) and
authentication secrets (e.q. passwords) for creating accounts on external
2604 Acceptable Use Policy  [sites/applications Functional | Intersects With | Rules of Behavior HRS-05.1 8

iv) Enforce clear desk and clear screen requirements

\v) Handling of physical corporate assets outside the office environment

Vi) Locations for conducting duties

|vii) Remote activation of collaborative computing devices

\viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.
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2604

Acceptable Use Policy

[The Supplier's Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

) Use of social medla social networking sites, and | external sites/applications ii)
[Posting organisation mation on public wel

i) Use of organisation-provided Identiers (e e addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

[v) Handling of physical corporate assets outside the office environment

i) Locations for conducting duties

|vii) Remote activation of collaborative computing devices

|viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Social Media & Social
Networking Restrictions

HRS-05.2

Secure Conlro Framework (SCF)
pti

[Mechanisms exist to define rules of behavior lhat contain explicit restrictions
lon the use of social media and networking sites, posting information on
[commercial websites and sharing account information

Strength of
Relationship

2604

Acceptable Use Policy

[The Supplier's Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

) Use of social medla social networking sites, and | external sites/applications ii)
[Posting organisation mation on public wel

i) Use of organisation-provided Identiers (e e addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

|v) Handling of physical corporate assets outside the office environment

i) Locations for conducting duties

\vii) Remote activation of collaborative computing devices

|viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Technology Use
Restrictions

HRS-05.3

[Mechanisms exist to establish usage restrictions and implementation
luidance for organizational technologies based on the potential to cause
|damage to Technology Assets, Applications and/or Services (TAAS), if used
imaliciously.

2605

Annual Threat Focused
Training Feedback

[The Supplier shall conduct practical exercises in awareness training for their
lorganisation that are aligned with current threat scenarios and provide feedback
lto individuals involved in the training and their supervisors.

Functional

Intersects With

Simulated Cyber Attack
Scenario Training

SAT-02.1

[Mechanisms exist to include simulated actual cyber-attacks through practical
lexercises that are aligned with current threat scenarios.

2605

Annual Threat Focused
Training Feedback

[The Supplier shall conduct practical exercises in awareness training for their
lorganisation that are aligned with current threat scenarios and provide feedback
lto individuals involved in the training and their supervisors.

Functional

Intersects With

Practical Exercises

SAT-03.1

[Mechanisms exist to include practical exercises in security, compliance and
resilience training that reinforce training objectives.

2700

[The Supplier shall, unless prohibited by Applicable Law, perform appropriate
lbackground verification checks on Personnel that have access to Data upon hire.
[The verification checks shall include:

Personnel Py
Checks

i) Verifying credentials
i) Employment history

) Qualification checks
i) Application or verification of BPSS (Baseline Personnel Security Standard)

Functional

Subset Of

Personnel Screening

HRS-04

[Mechanisms exist to manage personnel security risk by screening individuals
lprior to authorizing access.

2701

Personnel Security Vetting*

[The Suppliershall definc and implement 2 policy for applying 8PSS and National
Security Vetting (NSV) checks as appropriate for employees that s
Functions and the protection of Data. “{t 1 recognised that appication of sV s
Inormally only possible once a contract requiring such is in place. Potential
lsuppliers who do not meet this requirement at time of submission must,
lhowever, be willing and be able to enforce their staff through appropriate levels
lof vetting within a timescale agreed with the project delivery team following
lcontract award).

Functional

Intersects With

Personnel Screening

HRS-04

[Mechanisms exist to manage personnel security risk by screening individuals
lprior to authorizing access.

2702

Joiners, Movers and
Leavers

[The Suppliershall define and implement 2 finers, movers and leavers policy to
hardware, software and system

Functional

Subset Of

Human Resources Security

HRS-01

[Mechanisms exist to facilitate the implementation of personnel security
lcontrols.

2702

Joiners, Movers and
Leavers

[The Supplier shall define and implement a joiners, movers and leavers policy to
secure organisational hardware, software and systems.

Functional

Intersects With

Onboarding, Transferring &
Offboarding Personnel

HRS-0L.1

[Mechanisms exist to proactively govern the following personnel

lactions:
(1) Onboarding new personnel (e.g., new hires);

(2) Transferring personnel into new roles within the organization; and
(3) Offboarding personnel (e.g., termination of employment).

2702

Joiners, Movers and
Leavers

[The Supplier shall define and implement 2 foners, movers and leavers policy to
hardware, software and systems.

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

[Mechanisms exist to utilize a formal user registration and de-registration
lprocess that governs the of access rights.

2703

Whistleblowing

[The Supplier shall define and implement training and processes for employees
land contractors to identify and report suspicious activities and/or behaviour
including violations of information security policies and procedures without fear
lof recrimination. The Supplier shall define and implement a disciplinary process
lto take action against employees who violate information security policies or
lprocedures.

Functional

Intersects With

Reporting Suspicious
Activities

HRS-15

[Mechanisms exist to enable personnel to report suspicious activities and/or
lbehavior without fear of reprisal or other negative consequences (e.g.,
[whistleblower protections)

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
following environmental controls supporting Functions and protection of Data
) Fire suppression systems

i) Temperature and humidity controls within a data centre or server room

i) Backup power technology (e 9. uninterruptible power supply,
lseparate grid connection, etc.)

sel generator,

Functional

Intersects With

Fire Suppression Devices

PES-08.2

[Facility security exist to utilize fire
lthat provide automatic notification of any activation to organizational
lpersonnel and emergency responders.

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
following environmental controls supporting Functions and protection of Data
i) Fire suppression systems

i) Temperature and humidity controls within a data centre or server room
lenvironment

i) Backup power technology (e 9. uninterruptible power supply,
lseparate grid connection, etc.)

sel generator,

Functional

Intersects With

Emergency Power

PES-07.3

[Facility security mechanisms exist to supply alternate power, capable of
Imaintaining minimally-required operational capability, in the event of an
lextended loss of the primary power source.

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
following environmental controls supporting Functions and protection of Data
i) Fire suppression systems

i) Temperature and humidity controls within a data centre or server room
lenvironment

i) Backup power technology (e 9. uninterruptible power supply,
lseparate grid connection, etc.)

sel generator,

Functional

Intersects With

Temperature & Humnidit
Controls

PES-09

[Facility security mechanisms exist to maintain and monitor temperature and
lhumidity levels within the facility.

N/A

Obijective C: Detecting
Cyber Security Events

[The Supplier has capabilities which enable security defences to remain effective
land detect cyber security events affecting, or with the potential to affect,
[Functions and protection of Data.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

3100

Security Monitoring

[The Supplier shall monitor the security status of the networks and systems
lsupporting the operation of business Functions and protection of Data in order to
detect potential security problems and to track the ongoing effectiveness of
lprotective security measures.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:

i) Security events covered

i) Frequency of monitoring

i) Clearly defined roles and responsibilities

iv) Escalation matrix.

Functional

Intersects With

Defined Roles &
Responsibilities

HRS-03

[Mechanisms exist to define Toles & For all

lpersonnel.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:

i) Security events covered

i) Frequency of monitoring

i) Clearly defined roles and responsibilities

iv) Escalation matrix.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts from
physlca\ cybersemmy data protection and supply chain activities to achieve|
integrat uational awareness.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

Security Event Monitoring

MON-01.8

IMechanisms exist to review event Iogs on an ongoing basis and escalate
incidents in accordance with established timelines and procedures.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

Event Log Review
Escalation Matrix

MON-17.1

[Mechanisms exist to make event log review processes more efficient and
leffective by developing and maintaining an incident response escalation
x

3102

Continuously Monitor
Security Controls

[The Suppliershallestablish and documen security event monitoring which at a
Iminimum covers the fol
i) 24x7%365 monitoring of all dentified Iformation Systems in Production and
Inon-Production environments

i) Tools used for 24x7x365 monitoring and correlation

i) Security events covered

) Frequency of monitoring

V) Clearly defined roles and responsibilities

|vi) Escalation matrix.

Functional

Intersects With

Defined Roles &
Responsibilities

HRS-03

[Mechanisms exist to define
lpersonnel.

roles & Tor all

3102

Continuously Monitor
Security Controls

[The Supplershallestablish and document securty event monitaring which at a
Iminimum covers the fol
li) 24x7x365 monitoring uf al\ \dennﬁed Information Systems in Production and
Inon-Production environments

lii) Tools used for 24x7x365 monitoring and correlation

) Security events cnvered

liv) Frequency of monitoring

) Cieatly defined roles and responsibities

|vi) Escalation matrix.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

3102

Continuously Monitor
Security Controls

[The Supplershallestablish and document securty event monitaring which at a
Iminimum covers the fol
li) 24x7x365 monitoring uf al\ identified Information Systems in Production and
Inon-Production environments

lii) Tools used for 24x7x365 monitoring and correlation

! securiy events cnvered

ency of monitoring

ot Cleatly defined roles and responsibilties

|vi) Escalation matrix.

Functional

Intersects With

Automated Tools for Real-
Time Analysis

MON-01.2

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
lsimilar automated tool, to support near real-time analysis and incident
lescalation,

3102

Continuously Monitor
Security Controls

[The Supplershallestablish and document securty event monitaring which at a
Iminimum covers the followi
i) 24x7x365 monitoring of al\ \dennﬁed Information Systems in Production and
Inon-Production environments

lii) Tools used for 24x7x365 monitoring and correlation

) Security events cnvered

liv) Frequency of monitoring

) Ciearly defined roles and responsibities

|vi) Escalation matrix.

Functional

Subset Of

Security Event Monitoring

MON-01.8

[Mechanisms exist to review event 10gs on an ongoing basis and escalate
incidents in accordance with established timelines and procedures.
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Continuously Monitor

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the followin

) 24x7x365 monitoring of all identified Information Systems in Production and
Inon-Production environments

Event Log Review

Secure Conlro Framework (SCF)
pti

IMechanisms exist to make evenl log review processes more efficient and
leffective by developing and maintaining an incident response escalation
Imatrix.

Strength of
Relationship

3102 i) Tools used for 24x7x365 monitoring and correlation Functional | Intersects With MON-17.1 8
Security Controls i) 0 S5 lonte coverad Escalation Matrix
iv) Frequency of monitorin
V) Clearly defined roles and responsibilities
Vi) Escalation matrix
[he Supplier shall hold logging data securely and grant read access only to [Mechanisms exist to protect event logs and audit tools from unauthorized
laccounts with business needs. The Supplier shall protect audit tools from [access, modification and deletion.
3103 Securing Logs lunauthorised access, modification and deletion. Logging data shall be retained Functional | Intersects With | Protection of Event Logs | MON-08 5
land protected from deletion to a documented retention period, after which it
shall be delete
Fthe Supplier shall hold logging data securely and grant read access only to IMechanisms exist to retain event 0gs for a time period consistent with
laccounts with business needs. The Supplier shall protect audit tools from records retention requirements to provide support for after-the-fact
3103 Securing Logs lunauthorised access, modification and deletion. Logging data shall be retained Functional | Intersects With |  Event Log Retention MON-10  [nvestigations of security incidents and to meet statutory, regulatory and 5
land protected from deletion to a documented retention period, after which it [contractual retention requirements.
shall be delete
- - IMechanisms exist to perform digital forensics and maintain the integrity of
[The Supplier shall provide evidence from their monitoring tool of security i Chain of Custody & Y lthe chain of custody, in accordance with applicable laws, regulations and
3104 Security Event Triage cidents to verify the reliability of identified and triggered alerts for triage. Functional | Intersects With Forensics RO OB sty recognized secure practices. 7 9 s
[Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
(1) Establish what type of event occurred;
[The Supplier shall provide evidence from their monitoring tool of security i » (2) When (date and time) the event occurred;
5104 Security Event Triage . i onts to verify the reliability of identified and triggered alerts for triage. Functional | Intersects With | ~ Content of Event Logs MON-03 |(3) Where the event occurrea; 5
(4) The source of the
(5) The outcome (succoss o falure) of the event; and
(6) The identity of any user/subject associated with the event.
[The Supplier shall contextualise alerts with knowledge of the threat and their B [Mechanisms exist to implement and govern processes and documentation to
3105 dentifying Security  lsystems, and engage Incident Response when an incident (confirmed or Functional Subset Of Incident Response IRO-01  [facilitate an organization-wide response capability for cybersecurity and data 10
ncidents o iperwive) s ideonted perations lprotection-related incidents.
Mechanisms exist to cover.
1) Preparation;
\dentifying Security [T Supplier shall contextualise alerts with knowledge of the threat and their ;i ::‘a?";a;“ event detection or manual incident report intake;
3105 ying Y |systems, and engage Incident Response when an incident (confirmed or Functional Intersects With Incident Handling IRO-02 ysis; 5
Incidents h (4) Containment;
lotherwise) is identified. o o
6) Recovery.
Mechanisms exist to facilitate the implementation of enterprise-wide
[The Supplier shall ensure that monitoring staf skils toos and roles including Imonitoring controls.
y that are outsourced, reflect governance and reporting requirements,
3106 Monitaring Taols and Skills [expected thréats and the complexties of the natwork or system data théy need |  Functional Subset Of Continuous Monitoring MON-01 10
lto use. Monitoring staff have contextual knowledge of the Functions and
requirements for the protection of Data
[Mechanisms exist to provide role-based security, compliance and resilience
[The Supplier shall ensure that monitoring staf skils toos and roles, including lawareness training that is current and relevant to the cyber threats that
y that are outsourced, reflect governance and reporting requirements, lusers might encounter in day-to-day business operations
3106 Monitaring Tools and Skillsjexpected thrcats and the complexities of the network of system gata they need | Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 5
lto use. Monitoring staff have contextual knowledge of the Functions and
requirements for the protection of Data
[Mechanisms exist to link system access to individual Users or service
laccounts
[The Supplier shall generate event logs for systems that support the operation of
[Functions and protection of Data. The following criteria apply:
i) Logs are archived for a minimum of 12 months
i) Logs capture (as a minimum) date, time (from a single NTP source), user D,
ldevice accessed and port used
i) Logs capture key security event types (e.g. critical files accessed, u
accounts ganerated, mlticie falled login attempts, ogging fallures from devices,
levents related to systems that have an internet connection)
Create, Retain and ['¥) Access to modify system logs i restricted
3107 o el fogs | Logs and security event logs can be made available upon request Functional Subset Of Audit Trails MON-03.2 10
9% |vi) Store audit records in a repository that is part of a physically different system
|vil) The Supplier shall ensure that systems logs are reviewed at least weekly to
identify system
[failures, faults, or potential security incidents and corrective actions are taken to
resolve or address issues within a reasonable timeframe
\viil) Review, at least every 6 months the event types selected for logging
lpurposes to ensure these still meet business requirements
ix) Capture the operational status of the logging system and alert on any failures
which impact the system's operational capacity.
IMechanisms exist to retain event ogs for a time period consistent with
records retention requirements to provide support for after-the-fact
investigations of security incidents and to meet statutory, regulatory and
[The Supplier shall generate event logs for systems that support the operation of lcontractual retention requirements
Functians and protection of Data. Th following citria agply:
) Logs are archived for a minimum of 12 m
i) Lob capture (25 a minimum) date, time (rom a single NTP source), user D,
ldevice accessed and port used
i) Logs capture key security event types (e.g. critical files accessed, u
accounts ganerated, multicie falled login attempts, ogging fallures from devices,
levents related to systems that have an internet connection)
Create, Retainand _|IV) ACcess to modify system logs is restricted
3107 el fogs |V Logs and security event logs can be made available upon request Functional | Intersects With |  Event Log Retention MON-10 5
9% |vi) Store audit records in a repository that is part of a physically different system
|vil) The Supplier shall ensure that systems logs are reviewed at least weekly to
identify system
[failures, faults, or potential security incidents and corrective actions are taken to
resolve or address issues within a reasonable timeframe
\viil) Review, at least every 6 months the event types selected for logging
lpurposes to ensure these still meet business requirements
ix) Capture the operational status of the logging system and alert on any failures
which impact the system's operational capacity.
[The Supplier shall provide and implement an appropriate audit record reduction [Mechanisms exist to provide an event log report generation capability to aid
it Reduction and Report 21 r€POTE generation capabilty that in detecting and assessing anomalous activities.
3108 Coraenond RePOTl) supports on-demand audit record review, analysis, and reporting requirements | Functional | Intersects With | - Monitoring Reporting MON-06 5
land after-the-fact investigations of incidents;
i) does not alter the original content or Bme ordering of audit records,
Mechanisms exist to ensure event log reviews include analysis and triage
Integration of Records with [The Supplier shall integrate audit record review, triage, analysis, and reporting Event Log Analysis & . ractices that integrate with the orgenization's established incident response
3109 Incident processes with governance and incident management structure. | "unctional | Intersects With Triage MO A7 e 9 9 P 8
IMechanisms exist to maintain situational awareness of vuinerabilities and
Monitor Alerts/Advisories [The Supplier shall monitor system security alerts and advisories and take action [evolving threats by leveraging the knowledge of attacker tactics, techniques
3110 o Toka mcticn i respg" Y Y Functional Intersects With | Threat Intelligence Feeds THR-03  land procedures to facilitate the implementation of preventative an 5
|compensating controls.
Monitor AletsjAdviaries. The Supplier shall monitarsystem securlty alets and sduisories and take action Threat Intelligence D L e e el Inteligence feeds Lo generate and
X ldisseminate organization-specific security alerts, advisories and/or directives.
3110 and Take Action —~[in respons Functional | Intersects With Reporting THR-03.1 9 P y Z 5
[The Supplier shall detect, within networks and information systems, malicious. [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
proactive Security Event|2CHVIEY affecting, o with the potential to affect, the operation of business User Activity Monitoring (UAM) solutions to detect and respond to anomalous
3200 Dicrovars, [Functions and protection of Data even when the activity evades standard Functional | Intersects With |  Anomalous Behavior MON-16  [pehavior that could indicate account compromise or other malicious 5
4 signature-based security prevent/detect solutions (or when standard solutions [activities.
lare not deployable).
system Abnormalities for |T€ Supplier shall define examples of abnormal system behaviour to aid in Indicators of Compromise IMechanisms exist to define specific Indicators of Compromise (10C) to
3201 ek Detection: 1" |detecting malicious activity that is otherwise hard to identify. The Supplier shall | Functional | Intersects With oa ™ IR0-03 [identify the signs of potential cybersecurity events. 5
[take appropriate action upon identifying this behaviour.
- [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
[The Supplier shall implement reasonable and proportionate measures to detect User Activity Monitoring (UAM) solutions to detect and respond to anomalous
3202 Proactive Attack Discovery [malicious activity affecting, or with the potential to affect, the operation of Functional | Intersects With |  Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 5
[Functions and protection of Data. lactivities.
[Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Use Indicators of  [The Supplier shall monitor system security alerts and advisaries and take action s |User Activity Monitoring (UAM) solutions to detect and respond to anomalous
3203 Compromise From Alerts in response using agreed and managed indicators of compromise. Functional | Intersects With | Anomalous Behavior MON-16 behavior that could indicate account compromise or other malicious s
Jactivities
[Automated mechanisms exist to detect and alert upon the detection of
[The Supplier shall implement proportionate measures to: lunauthorized hardware, software and firmware components.
) Detect the presence of unauthorised hardware, software, and firmware
Presence of Unauthorised [components within the system using tooling Automated Unauthorized
3204 System Components (i Take the following actions when unauthorised components are detected: Functional | Intersects With | “component Detection | 457022 8
disable network access by such components; isolate the components; notify
systems administrators and/or security operations teams.
Objective D: Minimising the|The Supplier shall ensure capabilities exist to minimise the adverse impact of a
Impact of Cyber Security [cyber security incident on the operation of Functions and protection of Data, Functional | No Relationship N/A N/A N/A o INo applicable SCF control
incidents including the restoration of Functions and Data.
- Mechanisms exist to facilltate the implementation of contingency planning
he Supplier shall implement well-defined and tested incident management Business Continuity |controls to help ensure resilient Technology Assets, Applications and/or
4100 Response and Recovery pretesses that aim to ensure continuity of business Functions and protection of | ¢ o Subset Of e o Syetemn 8CD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
Planning IData in the event of system or service failure. Mitigation activities are designed 9 V! [Continuity & Disaster Recovery (BC/DR) playbooks).
land where possible automated to contain or limit the impact of a compromise.
[Mechanisms exist to maintain and make available a current and viable
[The Supplier shall have an up-to-date incident response plan that is grounded in Incident Response Plan incident Response Plan (IRP) to all stakeholders.
4101 Response Plan la thorough risk assessment that takes account of business Functions and Functional | Intersects With ey 1RO-04 5
lprotection of Data and covers a range of incident scenarios.
[Mechanisms exist to maintain and make available a current and viable
[The Supplier shall have the capability to enact their incident response plan,
including effective limitation of impact on the operation of Functions and Incident Response Plan (IRP) to all stakeholders.
Responss and Recovery  protection of Data. During an Incident,the Suppler shal enact processes and Incident Response Plan y
4102 pability lcapabilities to provide access to information sources on which to base their Functional | Intersects With (IRP) 1Ro-04 ®
response decisions to coordinate incident handling activities with contingency
lplanning activities.
IMechanisms exist to formally test incident response capabilities through
|The Supplier shall carry out exercises to test response plans at least every 12 realistic exercises to determine the operational effectiveness of those
‘esting and Exercising  [months, using past incidents that affected their (and other’s) organisation, an unctional ntersects With | Incident Response Testin -
4103 Testing and E 9 th g past incidents that affected their (and other’s) organisati d Functional | Intersects With | Incident Re Testing|  IRO-06 |capabilities, 5
Iscenarios that draw on threat intelligence and risk assessments.
[Mechanisms exist to implement and govern processes and documentation to
|The Supplier shall establish an operational incident handling capability for ffacilitate an organization-wide response capability for cybersecurity and data
tems that is applied across the rotection-related icidents.
lorganisation and include:
4108 Incident Handing ) Adequate preparation, detection, forensic analyis,containment, recovery, and | ycional Subset Of Incident Response 1RO-01 10

apability

luser response activities
i) Tracking, documenting, and reporting incidents to appropriate organisational
lofficials andor authorities

i) Sufficient rigour, intensity and scope
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Incident Handling

[The Supplier shall establish an operational incident hand\mg capability for
tems that is plied across the

lorganisation and includes
i Adequate preparation, detection, forensic analysis, containment, recovery, and

IMechanisms exist to cover:

(1) Preparation;

(2) Automated event detection or manual incident report intake:
(3) Analysis;

4104 Capanity lser racponea acthitio Functional | Intersects With Incident Handling RO-02 () Containment;
i) Tracking, documenting, and reporting incdents to appropriate organisationa (®) Recovery.
lofficials and/or authorities Y
i) Sufficient rigour, intensity and scope.
[The Supplier shall conduct data exfiltration tests at the network boundaries at [Mechanisms exist to formally test incident response capabilities through
4105 Exfiltration Tests  [least every 12 months. These tests must be conducted against both authorised Functional | Intersects With | Incident Response Testing |  IR0-06  |realistic exercises to determine the operational effectiveness of those
Jand covert channels. [capabilites.
Atempted Unauthorised [The Supplir shall aucit the identity of nternal users associated with denied e O e oot unauthorized activities, accounts,
i - lconnections, devices and software.
4106 e Fram s L PR Functional | Intersects With | Unauthorized Activities | MON-16.3
Mechanisms exist to incorporate lessons learned from analyzing and
[The Supplier shall, when an incident occurs, incorporate root cause analysis and resolving cybersecurity and data protection incidents to reduce the likelihood
lessons learned information from incident response activities into incident Root Cause Analysis (RCA) lor impact of future incidents
4200 Lessons Learned  [response procedures, training and testing. The Supplier shall implement the Functional | Intersects Wit | RO Gause nalyete (f 1RO-13
resulting improvements immediately or, at minimum, within 30 days of the
lcompletion of the root cause analysis.
[The Supplier shall perform Business Continuity Risk Assessments to determine r;te’;f::rc“Sr;;ﬂSclat:‘;fa":::la::l:\s"”ees:(?f::; Analysis (BIA) to identify and
" ick |relevant risks, threats, and likelihood & impact of a service outage or Data . y urity, i i i
4201 Business Continulty Risk  lareach. The Supplier shall record the output of these Risk Assessments within a Functional | Intersects With | BUSiness ‘;'é‘l’:)“ Analysis | poy g
risk register along with the required controls and/or procedures to mitigate or
remove the risk and/or threat.
Fthe Supplier shall perform Business Continuity Risk Assessments to determine [Mechanisms exist to maintain a risk register that facilitates monitoring and
Business Continuity Risk[[€1evant risks, threats, and likelihood & impact of a service outage or Data reporting of risks.
4201 ot [Breach. The Supplier shall record the output of these Risk Assessments withina | Functional | Intersects With Risk Register RSK-04.1
risk register along with the required controls and/or procedures to mitigate or
remove the risk and/or threat.
- Technology Assets, [Mechanisms exist to ensure the secure recovery and reconstitution of
Operation Resilience For |11 Supplier shall assess the requirement for redundant networking and Applications and/or [Technology Assets, Applications and/or Services (TAAS) to a known state
4202 ltelecommunication systems to protect Functions and Data. Where required, the |  Functional | Intersects With BCD12  |after a disrupt fail
Equipment ISupplier shall implement and protect these systems. Services (TAAS) Recovery jpreer @ disruption. compromise or failure:
PPl P! P Y & Reconstitution
- Mechanisms exist to implement real-time or near-real-time failover capability
Operation Resilience For [T Supplier shall assess the requirement for redundant networking and lto maintain availability of critical Technology Assets, Applications, Services
4202 Equipment ltelecommunication systems to protect Functions and Data. Where required, the |  Functional | Intersects With Failover Capability BCD12.2  |and/or Dats (TAASD).

[Supplier shall implement and protect these systems.
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