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[The Supplier shall have Cyber Essentials certification that covers the scope

Statutory, Regulatory &

[Mechanisms exist to facilitate the identification and implementation of

0001 Cyber Essentials  |required for all aspects of the contract and commit to maintaining this for the Functional Subset Of CPLO1 [relevant statutory, regulatory and contractual controls. 10
lduration of the contract. Contractual Compliance
- [Mechanisms exist to establish, maintain and disseminate policies, standards
[The Supplier shall have appropriate management policies and processes in place Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
1100 Governance lto govern their approach to the security of the network and information systems |  Functional SubsetOf | Compliance & Resilience | GOV-02 10
lsupporting Functions and protection of Data. Documentation
- IMechanisms exist to identify and document Standardized Operating
[The Supplier shall have appropriate management policies and processes in place Standardized Operating lProcedures (SOP), or similar documentation, to enable the proper execution
1100 Governance lto govern their approach to the security of the network and information systems |  Functional Subset Of OPS-0L1 |of day-to-day / assigned t 10
Procedures (SOP) lof day-to-day / assigned tasks.
lsupporting Functions and protection of Data.
Ny - [Mechanisms exist to assign one or more qualified individuals with the mission|
[The Supplier shall have established roles and responsibilities for the security of X Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
1102 Roles and Responsibilities [networks and information systems at all levels, with clear and well-understood Functional | Intersects With | Compliance & Resilience |  GOV-04  [1intain an enterprise-wide Security, Compliance & Resilience Program 5
(channels for communicating and escalating risks. Responsibilities (SCRP).
[The Supplier shall have established roles and responsibilities for the security of Defined Roles & Mechanisms exist to define Toles & Torall
1102 Roles and Responsibilities |networks and information systems at all levels, with clear and well-understood Functional Equal Ris ms‘;‘lfjes HRS-03  [personnel. 10
lchannels for communicating and escalating risks. P
Mechanisms exist to facilitate the implementation of strategic, operational
[The Supplier shall take appropriate steps to identify, assess, understand and land tactical risk management controls.
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional Subset Of [Risk Management Program|  RSK-01 10
IData. This includes an overall approach to risk
Mechanisms exist to identify and document risks, both internal and external
[The Supplier shall take appropriate steps to identify, assess, understand and
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional | Intersects With Risk Identification RSK-03 5
IData. This includes an overall approach to risk
IMechanisms exist to Conduct recurring assessments of risk that includes the
Ithe Supplier shall take appropriate steps to identify, assess, understand and likelihood and magnitude of harm, from unauthorized access, use, disclosure,
1200 Risk Management remediate security risks to the network and information systems that protect all Functional Intersects With Risk Assessment RSk-04  (disruption, modification or destruct the organization's Technology 5
[Data. This includes an overall approach to risk Assets, Applications, Services and/or Data (TAASD).
[Mechanisms exist to remediate risks to an acceptable level
[The Supplier shall take appropriate steps to identify, assess, understand and
1200 Risk Management |remediate security risks to the network and information systems that protect all |  Functional | Intersects With Risk Remediation RSK-06 5
IData. This includes an overall approach to risk
Mechanisms exist to align security, compliance and resilience capabilities
(The‘sgpvher shall pfevmwcaHy assess the risk to or’gamsalmna\ ap?ral\ons " 5 ¢ o |with business requirements through a steering committee or advisory board,
including mission, functions, image, or reputation), organisational assets, an teering Committee y lcomprised of key cybersecurity, data protection and business executives,
1202 Peridically Assess Risk (i ividuals, resulting from the operation of organisational systems and the Functional | Intersects With Program Oversight GOv-0L e meets formally and on  regular basis. 5
lassociated processing, storage, or transmission of Data
IMechanisms exist to Conduct recurring assessments of risk that includes the
(The‘sgm:her shall pfermmcaHy assess the risk to or’gamsalmna\ ap?ral\ons " likelihood and magnitude of harm, from unauthorized access, use, disclosure,
including mission, functions, image, or reputation), organisational assets, an g ldisruption, modification or destruc the organization's Technology
1202 Peridically Assess Risk [ g, e the operation of organieational systems and the Functional | Intersects With Risk Assessment L A S N e 5
lassociated processing, storage, or transmission of Data
IMechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
[The Supplier shall create and maintain up to date network diagrams detailing the Network Diagrams & Data larchitecture:
1203 Network Diagrams  [network boundaries, internal and external connection, and systems within the Functional Subset Of Flow Diagrame (DFDS) AST-04 |(2) Reflect the current architecture of the network environment; and 10
loperational environment. (3) Document all sensitive/regulated data flows.
- Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
[The Supplier shall reasonably ensure everything required to deliver, maintain or implement and manage asset management controls.
Isupport networks and information systems that support delivery of all Functions y
1300 Asset Management |1k brotect all Data are determined and understood. This includes people and | Functional Subset Of e S Ll 10
systems, as well as any supporting infrastructure (such as power or cooling).
- [Mechanisms exist to facilitate the implementation of personnel security
[The Supplier shall reasonably ensure everything required to deliver, maintain or lcontrols.
Isupport networks and information systems that support delivery of all Functions Human Resources Security ’
b Asset Management |1k brotect all Data are determined and understood. This includes people and | Functional Subset Of Management HRS-01 10
systems, as well as any supporting infrastructure (such as power or cooling).
[Mechanisms exist to develop a plan for Supply Chain Risk Management
[The Supplier shall understand and manage security risks to Functions and Data (SCRM) associated with the development, acquisition, maintenance and
1400 Supply Chain lthat arise as a result of dependencies on external suppliers. This includes Functional Subset OF Supply Chain Risk Rsk09  [Gsposal of Technology Assets, Applications andjor Services (TAAS), including 10
pply lensuring that appropriate measures are employed where third party services are Management (SCRM) Plan [documenting selected mitigating actions and monitoring performance
lagainst those plans.
[The Supplier shall understand and manage security risks to Functions and Data [Mecharisms exit to periodically aseess supbly c:'Ta’;nA;sks associated with
lthat arise as a result of dependencies on external suppliers. This includes sSupply Chain Risk g ‘echnology Assets, Applications andjor Services
b Supply Chain lensuring that appropriate measures are employed where third party services are | Functional | Intersects With ‘Assessment RSK-09.1 5
[The Supplier shall understand and manage security risks to Functions and Data Mechanisms exist to facitate the implementation of tird-party managemen|
lthat arise as a result of dependencies on external suppliers. This includes [controls.
1400 Supply Chain lensuring that appropriate measures are employed where third party services are | Functional SubsetOf | Third-Party Management | TPM-01 10
- Mechanisms exist to:
T:e Supplier shall underdslanddand manage secun‘ty nskls to F_ruhnctlon‘s and Data Supply Chain Risk (1) Evaluate security risks and threats assamatea with Technology Assets,
lthat arise as a result of dependencies on external suppliers. This includes upply Chain Ris ’ |Applications and/or Services (TAAS) supply c!
b Supply Chain lensuring that appropriate measures are employed where third party services are | Functional | Intersects With | o ngcmont (scrRM) TPM-03 | T ake appropriate remeciation actions to minimise the organization's 5
lexposure to those risks and threats, as necessary.
- - echarfsims Xt o Feqire ConEroctial feuirements or applicabls sscurey,
[The Supplier shall establish, document, and maintain trust relationships with d resilience reflecting the
External Provider Trusted |external service providers based on the following requirements, properties, Third-Party Contract ’ Iorganisation's needs to protect its Technology Assete, Applications, e ces
1401 Relationships factors, or conditions: security and privacy requirements, properties, factors, or Functional | Intersects With Requirements TPM-05  alor Data (TAASD). 5
conditions defining acceptable trust relationships.
- - IMechanisms exist to ensure applicable security, compliance and resiience
[The Supplier shall establish, document, and maintain trust relationships with requirements are included in contracts that flow-down to applicable sub-
External Provider Trusted |external service providers based on the following requirements, properties, Contract Flow-Down y lcontractors and suppliers.
1401 Relationships lfactors, or conditions: security and privacy requirements, properties, factors, or Functional | Intersects With Requirements TPM-05.2 5
conditions defining acceptable trust relationships.
Mechanisms exist to facilitate the operation of physical and environmental
[The Supplier shall, unless prohibited by applicable law, restrict and monitor all protection controls.
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV
) Remotely monitored alarm systems. Physical & Environmental y
1500 Physical Access Controls ) oo o100 ey gurds Functional Subset Of Protoctione PES-01 10
[v) Photographic access credentials
\vi) Visitor escort
\vii) Physical access logs
|vili) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
Physical access control mechanisms exist to maintain a current Iist of
lpersonnel with authorized access to organizational facilities (except for those
[The Supplier shall, unless prohibited by applicable law, restrict and monitor all reas within the facity offically designated a5 publicly accesaiole)
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
lof such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV
) Remotely monitored alarm systems. Physical Access y
1500 Physical Access Controls ) oo 000 ey gumrds Functional | Intersects With et PES-02 5
[v) Photographic access credentials
\vi) Visitor escort
\vii) Physical access logs
|vili) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
[Physical access control mechanisms exist to enforce physical access
Ithe supplier shall, unless prohibited by applicable law, restrict and monicor all lauthorizations for all physical access points (including designated entry/exit
Ipoints) to facilties (exclu se areas within the facility officially
Iphysical access to facilities where Data is stored or processed to its authorised [Gesignated as publicly accesaible)
[Personnel by implementing industry standard physical access controls. Examples
o such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV
) Remotely monitored alarm systems.
1500 Physical Access Controls ) 0 O Suards Functional | Intersects With | Physical Access Control PES-03 5
|v) Photographic access credentials
\vi) Visitor escort
|vil) Physical access logs
|vili) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
[Physical access control mechanisms generate a log entry for each access
[The Supplier shall, unless prohibited by applicable law, restrict and monitor all [pteempt through controlled ingress and egress points.
Iphysical access to facilities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
o such controls include but are not limited to:
i) Swipe card technology
i) Monitored CCTV
1500 Physical Access Controls. (1) Semotely monitored alarm systems Functional | Intersects With |  Physical Access Logs PES-03.3 5

) On-premise security guards
v) Photographic access credentials
\vi) Visitor escort
|vil) Physical access logs
|viii) Authorised access lists.
[The Suppliershallreview physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
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[The Supplier shall, unless prohibited by applicable law, restrict and monitor all
lphysical access t ities where Data is stored or processed to its authorised
[Personnel by implementing industry standard physical access controls. Examples
lof such controls include but are not limited to:

) Remotely monitored alarm systems

p
Physical access control mechamsms exist to momlur for, detect and respond
lto physical security incidents.

Strength of
Relationship

1500 Physical Access Controls [1) Bemote Motored slarm Functional | Intersects With | Monitoring Physical Access|  PES-05 5
V) Photographic access credentials
lv) Visitor escort
vii) Physical access logs
lviil) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
Physical access control mechanisms exist to monitor physical intrusion
[The Supplier shall, unless prohibited by applicable law, restrict and monitor all [plarms and survelllance equipment.
Iphysical access to facilities where Data is stored or processed to its authorised
Personnel by implementing industry standard physical access controls. Examples
of such controls include but are not limited to:
i) Remotely monitored alarm systems ' Intrusion Alarms /
1500 Physical Access Controls. [I) Bemote Motored olorm Functional | Intersects With | g EbeIon flahel | pes.0s.1 5
V) Photographic access credentials
lv) Visitor escort
vii) Physical access logs
lviil) Authorised access lists.
[The Supplier shall review physical access logs regularly or in the event of a
Iphysical or cybersecurity incident.
Mechanisms exist to maintain an accurate inventory of all physical access
orveical Accese [T Supplier shall manage and maintain an inventory of al physicalaccess Accese ldevices (e.q., RFID cards, access fobs, door keys, etc.)
ysical Access Device  |devices used on their premises. The inventory should contain a unique identifier ; al Access Device g
1501 lanagement for the device regardless of the type (e.g. RFID card, access fob or door key) as Functional | Intersects With Inventories PES-19 5
el as the named individual who it is assigned to,
[The Supplier shall restrict physical access to sensitive areas within an [Physical ccess control mechaniams exit i aulfiorze physical access to
Physical Access [organisation’s premises to only those who are authorised o have access. The ; acilities based on the position or role of the individual.
1502 Restrictions ISupplier shall maintain and manage an inventory of those staff who have Functional | Intersects With |Role-Based Physical Access| PES-02.1 5
privileged physical access.
[The Supplier shaH resmc( physical access to sensitive areas within an [Physical access control mechanisms exist to enforce physical access to
1502 Physical Access < to only those who are authorised to have sccess. The . e with | Access To Crtical s pEs0g [ciical systems or sensitive/reguated data, in addition to the physical access s
Restrictions ISupplier shall maintain and manage an inventory of those staff who have unctional Intersects With | Access To Critical Systems -03.4  Icontrols for the facility.
privileged physical access.
Mechanisms exist to retain a record of personnel accountability to ensure
lthe suppier shall nefol ' - lthere is a record of all access granted to an individual (system and
e Supplier shall ensure the following controls are applied to all visitors visiting lapplication-wise), who provided the authorization, when the authorization
the organisation's premises: |Was granted and when the access was last reviewed.
i) Visitor access and exit shall be logged
1503 Visior Access Management|) All viiorsshall wear visitor D badges at altimes. Viior badges should Functional | Intersects With | Retain Access Records |  IAC-01.1 5
visually differ from employee b
A vichors shouls be aamconristay escorted at all imes while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Physical access control mechanisms exist to easily distinguish between
[The Supplier shall ensure the following controls are applied to all visitors visiting [ansite personne: and visitors, especially in areas where sensitive/regulated
ldata is accessible.
the organisation's premies:
or access and exit shall be logged
1503 Visitor Access Management| n) ‘Al visitors shall wear visitor ID badges at all times. Visitor badges should Functional | Intersects with | DiStnguish Visitors ffom | peg g 1 5
visually differ from employee b
) All visitors should be appropriately escorted at all times while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Physical access control mechanisms exist to requires at least one(1) form of
or photo o0
[The Supplier shall ensure the following controls are applied to all visitors visiting e hanticats imdividonis Bafere they cam gain access to e faciity.
the organisation's premises:
) Visitor access and exit shall be logged
1503 Visior Access Management|i) All viiorsshall wear it D badges at altimes. Viior badges should Functional | Intersects With | Identification Requirement |  PES-06.2 5
visually differ from employee badge:
) All Visitors should bo appropriately escorted at al tmes while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Mechanisms exist to ensure visitor badges, or other issued identification, are
lthe suppier shall the fol o 1o to all visitors visit lsurrendered before visitors leave the facility or are deactivated at a pre-
e Supplier shall ensure the following controls are applied to all visitors visiting ererminea tmejdate of expieation
the organisation's premises:
) Visitor access and exit shall be logged
1503 Visior Access Management|) All viiorsshall wear visitor D badges at altimes. Viior badges should Functional | Intersects With | Visitor Access Revocation |  PES-06.6 5
visually differ from employee badge:
) All Visitors should bo appropriately escorted at al tmes while on the premises
iv) Visitor badges should be returned to the organisation at the end of the day.
Mechanisms exist to establish, maintain and disseminate policies, standards
Resilence Policy and _|TNE SUpplier shall develop, enact and regularly review cyber security and Publishing Security, land procedures necessary for secdre. compliant and resiient capabitities.
2100 Resilience Policy ad |resilience policies and processes to manage and mitigate the risk of adverse Functional SubsetOf | Compliance & Resilience | GOV-02 10
P! impact on Functions and protection of Data. Documentation
- - Mechanisms exist to review the Security, Compliance & Resilience Program
Resilence Policy and _|TNE SUpplier shall develop, enact and regularly review cyber security and Periodic Review & Update (SCRP), including policies, standards and procedures, at planned intervals or
2100 B clamany  resiience policies and processes to manage and mitigate the rik of adverse Functional | Intersects With | of Security, Compliance & | GOV-03 i significant changes occur to ensure their continuing suitabilty, adequacy 5
impact on Functions and protection of Data. Resilience Program land effectivences.
[The Supplier shall develop, enact and regularly review cyber security and [Mechanisms exist to identify and document Standardized Operating
2100 Resilience Policy and |resilience policies and processes to manage and mitigate the risk of adverse Functional Subset Of Stagf:(’:éﬁdeso("s'g;;‘"g 0PS-01.1 [Procedures (SOP), or similar documentation, to enable the proper execution 10
P! impact on Functions and protection of Data. Jof day-to-day / assigned tasks.
Mechanisms exist to facilitate the implementation of identification and
[The Supplier shall understand, document and manage (i.e create, review and laccess management controls.
disable) access to networks, information systems, and removable storage media \dentity & Access
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional Subset Of etk Atasyort IAC-01 10
identities, including users, system and automated functions that can access Data 9
r systems are appropriately verified, authenticated and authorised
Mechanisms exist to strictly govern the use of Authenticate, Authorize and
[The Supplier shall understand, document and manage (i.e create, review and lAudit (AAA) solutions, both on-premises and those hosted by an External
disable) access to networks, information systems, and removable storage media Authenticate, Authorize Iservice Provider (ESP)
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional Subset Of e it oA, IAC-01.2 10
identities, including users, system and automated functions that can access Data
r systems are appropriately verified, authenticated and authorised.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
[The Supplier shall understand, document and manage (i.e create, review and [Technology Assets, Applications, Services andor Data (TAASD) to restrict
disable) access to networks, information systems, and removable storage media Role-Based Access Control laccess to individuals as: Specific roles with legitimate business needs.
2200 Identity and Access Control[& devices supporting Functions and protection of Data. All accounts and Functional | Intersects With B, IAC-08 5
identities, including users, system and automated functions that can access Data
r systems are appropriately verified, authenticated and authorised.
Mechanisms exist to develop, document and maintain secure baseline
[T Suppiir shal ensure that il informaion systems are configured to provide lconfigurations for Technology Assets, Applications and/or Services (TAAS)
2200 Principle of Least  [only essential capabilities and to prohibit or restrict the use of non-essential Functional Subset Of Secure Baseline CFG.02  [that are consistent with industry-accepted system hardening standards, 10
Functionality functions, such as ports, protocols, programmes and services that are not Configurations
integral to the operation of that information system
Mechanisms exist to configure systems to provide only essential capabilities
N e of Least h‘e Supnh:}f IshaH ebn‘stre lhaé ?H lnfohrrg\?tlnn sylstelmns‘ are confﬂgured to r:rovwde lby specifically prohibiting or restricting the use of ports, protocols, and/or
rinciple of Least  [only essential capabilities and to prohibit or restrict the use of non-essential 03 |services,
2204 Functionality lfunctions, such as ports, protocols, programmes and services that are not Functional Equal Least Functionality CFG-03 10
integral to the operation of that information system
Mechanisms exist to utilize the concept of least privilege, allowing only
[The Supplier shall closely manage all user accounts and employ the principle of [authorized access to processes necessary to accomplih assigned tasks in
2205 Least Privilege least privilege to networks and information systems supporting all Functions and |  Functional Equal Least Privilege IAC21  [3ccordance with organizational business functions. 10
protecting all Data
I o systems’ audisecury P Mechanisms exist to enforce Role-Based Access Control (RBAC) for
. e Supplier shall limit access to systems’ audit/security logging data an ’ [Technology Assets, Applications, Services andor Data (TAASD) to restrict
Least Privilege - Audit Role-Based Access Control ay . Appl )
2206 et Jfunctionality to privileged user groups that have a confirmed requirement in Functional Subset Of B, IAC-0B  [access to ndividuals nssigned specific roles with legitimate business needs 10
laccordance with the principle of least privilege.
R Mechanisms exist to utilize the concept of least privilege, allowing only
Least Privilege - Audit [The Supplier shall limit access to systems’ audit/security logging data and lauthorized access to processes necessary to accomplish assigned tasks in
2206 et Jfunctionality to privileged user groups that have a confirmed requirement in Functional | Intersects With Least Privilege IAC21  [3ccordance with organizational busines functions. 5
laccordance with the principle of least privilege.
[The Supplier shall develop a policy and implement a separation of duties [Mechanlsms exist to implement and maintain Separation of Dutles (oD) to
2207 Separation of Duties  |methodology for standard and privileged accounts which support Functions and | Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [prevent potential inappropriate activity without collusion. 5
protect Data.
Limit to Authorised _[The Supplier shall issue, manage, verify, revoke, and audit identities and Tdentity & Access y Mechanisms exist to facilitate the implementation of identification and
2210 T ti lcredentials to authorised ers, and processes. Functional Subset Of (1AM) ACO1  laccess 10
Mechanisms exist to strictly govern the se of Authenticate, Authorize and
Limit to Authorised  [The Supplier shall issue, manage, verify, revoke, and audit identities and Authenticate, Authorize . It AR ce o Bt o e ot oetod by o Extarma
2210 Transactions lcredentials to authorised transactions. users, and processes. Functional | Intersects With and Audit (AAR) I S i) P 4 s
Mechanisms exist to ensure default authenticators are changed as part of
[The Supplier shall employ secure practices for the secure storage, transmission, laccount creation or system installation.
land management of first-time and one-time passwords. These practices include,
Secure First-Time Password 7 2r€ not limited to:
2211 e Time pa i) Secure storage of first-time password prior to use Functional | Intersects With | Default Authenticators |  1AC-10.8 8
o i) Secure transmission of first-time and one-time passwords to their new user
) Require first-time and one-time passwords are immediately changed after first
logon.
[The Supplier shall deploy technical controls to manage the quality of credentials Automated mechanisms exist to determine if password authenticators are
lacross all identifiers. The technical controls should reflect industry standard Z""Ti':r'r"‘[‘,“’;“[3’;2:;‘::5\2:‘(’:3““5/ organization-defined password length
Automated Password  |requirements such as password length, complexity requirements (e.g. upper Automated Support For §
2213 Quality Check omcrcase, numbers ahd symbols). reuse hiory, prevent reuse of ientifors or | Functional | Intersects win | Ap00et SPend 1AC-104 8
a defined period, banned words and insecure pattern recognition (e.g. 1234), as
appropriate.
[The Supplier shall employ policies and processes to appropriately manage Mechanisms exist to enforce a imit for consecutive Invalid login attempts by
Repeated Unsuccessful _[Unsuccessful login attempts to standard and privileged accounts. The Supplier la user during an organization-defined time period and automatically locks
2214 "LD on Handlin Ishall lock accounts after at most ten unsuccessful login attempts for a minimum Functional Intersects With Account Lockout IAC-22  [the account when ti um number of unsuccessful attempts is 8
9 9 lof 15 minutes; the duration of which should increase between multiple account [exceeded
lockouts.
[The Supplier shall enforce technical control to protect against the capture of [Automated mechanisms exist to employ replay-resistant authentication.
2215 Reploy Resistant or access control ‘and its subsequent Functional | Intersects With Reploy Resistant 1AC-02.2 8
retransmission i.e replay attacks
e Sumator snat " W . Mechanisms exist to maintain a current Iist of authorized users and service
e Supplier shall inventory all generic, service and system accounts used on the User & Service Account Inccounts
2217 Service Accounts |network. Every account shall be owned by a single named individual who is Functional Subset Of IAC-01.3 10

responsible and accountable for the account and its usage.

Inventories
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[The Supplier shall identify system users, processes acting on behalf of users, and

Identification &

Secure Conlru Framework (SCF)
pti

[Mechanisms exist to umque\y identify and centrauy Authenticate, Authorize

Strength of
lationship

2218 System Usersand  [The Sup Functional Subset Of Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
v Users lorganizational users.
- [Automated System Accoun [Automated mechanisms exist to support the management of system
2218 System Usersand - |The Supplier shall identify system users, processes acting on behalf of users, and | nctional | Intersects With | Management (Directory | IAC-15.1  [accounts (e.g., directory services) 5
Processes devices.
Services)
Frhe Supplier shall appropriately protect data stored or transmitted electronically Mechanisms exist to facilitate the implementation of data protection controls
from actions such as unauthorised access, modification, or deletion that may
cause an adverse impact on Functions or Data. Such protection extends to how
2300 Data Security lauthorised users, devices and systems access critical data necessary for the Functional Subset Of Data Protection DCH-01 10
loperation of Functions and use of Data. Additionally, covers information that
would asist an atacker, such as design detailsof networks and information
system:
o [The Supplier shall terminate network connections associated with Notwork Comection Mechanisms exist to terminate network connections at the end of a session
2303 nagement of Eetablier sessions at the end of the sessions or after a defined period of |  Functional | Intersects With work Connec NET-07 [or after an organization-defined time period of inactivity. 5
inactivity
[The Supplier shall ensure that the following controls apply to trusted [Mechanisms exist to facilitate the implemertation of cryptographic
organisational wireloss networks: protections contros using known public standards and trusted cryptographic
’ ftechnologies.
Wireless Network Access [i) All users and devices must be authorised and authenticated prior to granting Use of Cryptographic y
2304 Controls laccess to the network via the wireless network Functional Subset O Controls cRv-01 10
i) The data transferred over the wireless network must be encrypted using WPA2
or above methodology.
Mechanisms exist to strictly govern the use of Authenticate, Authorize and
[The Supplier shall ensure that the following controls apply to trusted
ional wireloss metworker "9 PRIy to tru |Audit (AA) solutions, both on-premises and those hosted by an External
Provider (ESP)
Wireless Network Access i) All users and devices must be authorised and authenticated prior to granting Authenticate, Authorize [Service
2304 Controls laccess to the network via the wireless network Functional | Intersects With and Audit (AAR) 1hc-01.2 ®
i) The data transferred over the wireless network must be encrypted using WPA2
or above methodology.
The Supplier shall ensure that the following controls apply to trusted [Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
TS o o
Wireless Network Access ) Allusers and devices must bé authorised and authenticated prior to granting Authentication & ; :
2304 Chetwart e e et e e an Functional | Intersects With Eryoion NET-15.1  |(2) Encrypting transmitted data. 8
i) The data transferred over the wireless network must be encrypted using WPA2
or above methodology.
[The Supplier shall ensure the following controls are enforced for staff to connect Mechanisms exist to prevent split tunneling for remote devices unless the
to organisational networks and systems using Remote Access technologies, for [sPlit tunnel is securely provisioned using organization-defined safeguards.
ote Access - VPN [eXample VEN:
2305 e ety |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With Split Tunneling CFG-03.4 5
i) Encrypt all data transmitted over a VPN connection
Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall ensure the following controls are enforced for staff to connect ‘““’"‘“E" mechanisms exist to enforce Multi-Factor Authentication (MFA)
lto organisational networks and systems using Remote Access technologies, for N
example VPN: Factor Authenticat (1) Remote network access:
2305 ote Access - VPN i) Enable MFA prior to establishing a remote connection to the network Functional Subset Of actor Authentication| zc.gg  [12) Third-party Technology Assets, Applications and/or Services (TAAS); and/ 10
(Virtoa pevare Network) (MFA) lor
i) Encrypt all data transmitted over a VPN connection . ’ to critical TAAS that store, transmit and)
) Disable split-tunnelling to ensure all Data is only transmitted via organisation lon-console access to critical at store, transmit and/or process
e S v lsensitive/regulated data.
[The Supplier shall ensure the following controls are enforced for staff to connect B e e e trong Cypooraphy and
lto organisational networks and systems using Remote Access technologies, for [security protocols to safeguard sensitive/regulated data during transmission
example VPN: carequarding Data 0 lover open, public networks.
2305 Nma“;:‘a‘;s;etwam li) Enable MFA prior to establishing a remote connection to the network Functional Intersects With | > ‘39“' WgthvE ver NET-12 5
i) Encrypt all data transmitted over a VPN connection
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall ensure the following controls are enforced for staff to connect Me‘"a“‘smsf““ to “ef‘"fh' ‘:””"' and review arganization-approved,
lto organisational networks and systems using Remote Access technologies, for [pecure remote access methods.
ote Access - lexample VPN:
2305 e e atwarky |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With Remote Access NET-14 5
i) Encrypt all data transmitted over a VPN connection
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall ensure the following controls are enforced for staff to connect Ci'ypmg{a""" m“"a"‘smi oxist o protect the confidentiality and integrity
lto organisational networks and systems using Remote Access technologies, for [of remote access sessions (e.g..
lexample VPN:
2305 Mfm’“aﬁ ;rﬁ‘aisietwam ) Enable MFA prior to establishing a remote connection to the network Functional | Intersects With ';'lf'“‘:“r':“ of Confidentialy]  NeT-14.2 5
i) Encrypt all data transmitted over a VPN connection grity Using Encryp
) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall ensure the following controls are enforced for staff to connect ME‘"?“‘S’“S xstlo ‘ff"“e 59;“’9“9‘:“”‘“’“;““9 practices. E”d"/ gouen
lto organisational networks and systems using Remote Access technologies, for e A eenology Assets. Applications. Services andor Data
Remote Access - lexample VPN: Work From Anywhere or remote workers.
2305 e ety |1} Enable MFA prior to establishing a remote connection to the network Functional | Intersects With | (WFA) - Telecommuting | NET-14.5 5
i) Encrypt all data transmitted over a VPN connection Security
i) Disable split-tunnelling to ensure all Data is only transmitted via organisation
lcontrolled channels.
[The Supplier shall employ cryptographic mechanisms to protect the Transmission . [Cryptographic mechanisms exist to protect the confidentiality of data being
2306 Remote Access Sessions "l employ Cryplographic " Functional | Intersects With Jran: cRy-03 | CTYPIOg 8
[Cryptographic mechanisms exst to protect the confidentiality and integrity
[The Supplier shall employ cryptographic mechanisms to protect the IProtection of Confidentiality| g [of remote access sessions (e.g., VI
2306 Remote Access Sessions "l employ Cryptographic " Functional Subsetof  [Piotection of Confldenuaty|  neT-142 10
Managed Access Control Managed Access Control Mechanisms exist to route all remote accesses through managed network
2307 e [The Supplier shall route remote access via managed access control points. Functional Subset Of e NET-14.3 e e e (e VP concemirator) 10
Mecharisiis 6=t 10 perforn Invertores of Technology Assets Applcations,
[services and/or Data (TAASD) th:
[The Supplier shall: U5 Accurotely refsces the cofrert TAASD in
i) Maintain and manage an inventory of corporately owned removable storage (2) identifes authorized software products. ncluding business justifcation
e o e (5 5 the fevel of granularity deemed necessary for tracking and reporting;
i) Encrypt removable media using secured and industry best practice methods v ularity y i ing;
210 Removable Media i) A e oorately owned andlor authorised remevable storage media and| FUnctiona! Subset O Asset Inventories AST-02 |(4) Includes organization-defined information deemed necessary to achieve 10
|devices to have read/write permissions [effective property accountability; an
iv) Prohibit the use of removable storage media and devices that are not (5) Is available for review and audit by designated organizational personnel
lcorporately owned or authorised.
Mechanisms exist to develop, document and maintain secure baseline
[The Supplier shall: lconfigurations for Technology Assets, Applications andjor Services (TAAS)
i) Maintain and manage an inventory of corporately owned removable storage [that are consistent with industry-accepted system hardening standards.
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods Secure Baseline y
10 Removable Media i) Allow only corporately owned and/or authorised removable storage media and| ~ "unctional | Intersects With Configurations cre-02 s
devices to have read/write permissions
iv) Prohibit the use of removable storage media and devices that are not
lcorporately owned or authorised.
ci exist to prevent disclosure of data
[The Supplier shall: Jat rest.
i) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods .
210 Removable Media i) Allow only corporately owned and/or authorised removable storage media and| Tunctional | Intersects With | Encrypting Data At Rest | CRY-05 s
devices to have readjwrite permissions
iv) Prohibit the use of removable storage media and devices that are not
lcorporately owned or authorised.
Mechanisms exist to restrict the use of types of digital media on systems or
[The Supplier shall: lsystem components.
i) Maintain and manage an inventory of corporately owned removable storage
Imedia and devices
i) Encrypt removable media using secured and industry best practice methods : §
210 Removable Media i) Allow only corporately owned and/or authorised removable storage media and| ~ Functional | Intersects With Media Use DCH-10 5
devices to have readjwrite permissions
iv) Prohibit the use of removable storage media and devices that are not
corporately owned or authorised.
Mechanisms exist to restrict removable media in accordance with data
[The Supplier shall: handling and acceptable usage parameters.
i) Maintain and manage an inventory of corporately owned removable storage
imedia and devices
i) Encrypt removable media using secured and industry best practice methods " . §
2310 Removable Media [ e e o cuthoriond ool mtormae mestovs g Functional | Intersects With | Removable Media Security | DCH-12 5
devices to have read/write permissions
iv) Prohibit the use of removable storage media and devices that are not
lcorporately owned or authorised.
Mechanisms exist to identify and document authorized working locations,
including
[The Supplier shall maintain and update a list of authorised working locations (1) Designated on-premises, organization-controlled work locations; and
2311 Authorised Working lwhich are not the organisation's premise and communicate these locations to all |  Functional | Intersects with [4ntiYVing Authorized Workl - gs 14 ) other off-premises locations not under organization-control (e.g., work 8
lemployees and contractors. ffrom home)
[The Supplier shall maintain and update a list of authorised working locations Mechanisms exist to communicate authorized work locations to
231 Authorised WOrking  lwhich are not the organisation's premise and communicate these locations to all |  Functional | Intersects ith |CMManicating Authorized| g 14,1 forganizational personnel. 8
lemployees and contractors,
Mechanisms exist to configure Technology Assets, Applications and/or
[The Supplier shall employ technical security controls and educate users to Services (TAAS) uiized in hghvisk areas with more restictive baseiine
Ireduce the security risks to employees while working outside the organisation's o g
premise. Technica security contros for consiceration may include, but are not
fimitea
cecurity At Alermate L o ontgure Technobogy
2312 4 i) Disabling USB ports on devices Functional | Intersects With . oen CFG-02.5 5

Working Locations

iv) Full disk encryption

User awareness loplcs mayinclude, but are not imited to
i) Risks
i) Avord t lakmg oenti phone calls within earshot of unauthorised individuals
i) Shoulder surfing

iv) Avoid leaving devices unattended

Services (TAAS) for High-
Risk Areas

Secure Controls Framework (SCF)
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Security At Alternate

[The Supplier shall employ technical security controls and educate users to
Ireduce the security risks to employees while working outside the organisation's
lpremise. Technical security controls for consideration may include, but are not
limited to:

i) Always-on VPN to protect data in-transit

i) Screen privacy protector to prevent shoulder surfing

ontrol Description
[Physical security mechanisms exist to utilize appropriate management,
loperational and technical controls at alternate work sites.

Strength of
lationship

2312 ) Disabling USB ports on del Functional | Intersects With | Alternate Work Site PES-11 5
Working Locations ;) £\ [ gisk encryption
User awareness topics may include, but are not limited to;
i) Risks of using public Wi-Fi
Avoid taking confidential phone calls within earshot of unauthorised individuals
) Shoulder surfin
iv) Avoid leaving devices unattended
Mechanisms exist to facilitate the identification and implementation of
Ensure UCGDPR  [The Supplier shall ensure that the processing of personal data is conducted in Statutory, Regulatory & PRI it inriss Rt g bt
2314 Compliance lcompliance with the General Data Protection Regulation. Functional Subset Of | Contractual Compliance CPL-01 v utory. regulatory u 10
e Sumper sall Imorement Domaim based 1 A~ thenteation: neport Mechanisms exist to ensure Domain Name Service (DNS) resolution is
i e Supplier shall implement Domain-based Message Authentication, Reporting [designed, implemented and managed to protect the security of name /
2315 Email Authentication |ag Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy| ~ Functional | Intersects with | Domain Name Service NET-10  [3one vesoiut ged top Y 5
Methods 5 3 (DNS) Resolution [address resolution
ramework (SPF) to verify the authenticity of an email's source.
Mechanisms exist to validate the legitimacy of email communications
ion[The Supplier shall implement Domain-based Message Authentication. Reporting {through configuring a Domain Naming Service (DNS) Sender Policy
2315 Email futhentication  lang Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy|  Functional | Intersects With | Sen9er ’“1‘5‘,‘{F:”’“9W°"< NET-10,3  |Framework (SPF) record to specify the IP addresses and/or hostnames that 5
[Framework (SPF) to verify the authenticity of an email's source. [are authorized to send email from the specified domain.
Mechanisms exist to implement domain signature verification protections
Email Authentication [T Supplier shall implement Domain-based Message Authentication, Reporting Domain-Based Message fthat authenticate incoming email according to the Domain-based Message
2315 Mathods land Conformance (DMARC), DomainKeys Identified Mail (DKIM) and Sender Policy| ~ Functional | Intersects With | Authentication Reporting | NET-20.4 [Authentication Reporting and Conformance (DMAR( 5
Framework (SPF) to verify the authenticity of an email's source. and Conformance (DMARC)
Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Personal andjor Personally The Supplier shall employ systems to monitor and control the flow of all Personal provide data flow enforcement that explicitly restrict network traffic to only
\dentifiable Information - [andor Personally Identifiable Information (PIl) and all government information Data Flow Enforcement - lwhat is authorize
2316 (Pll) (e.9. OFFICIAL and above) provided or produced during the contract throughout | Functional | Intersects With | 2252 Fow Enforeement - | ner-oa 5
Processing/Transparency - [the information lifecycle in accordance with approved authorisations, required
Control Flow legislation and contractual requirements.
Mechanisms exist to apply network-based processing rules to data elements
Personal andor Personally [The Supplier shall employ systems to monitor and control the flow of all Personal lof Personal Data (D).
\dentifiable Information ~ [andor Personally Identifiable Information (PIl) and all government information
2316 (Pll) (e.9. OFFICIAL and above) provided or produced during the contract throughout | ~ Functional | Intersects With | Personal Data (PD) NET-03.4 5
Processing/Transparency - [the information lifecycle in accordance with approved authorisations, required
Control Flow legislation and contractual requirements.
- - Mechanisms exist to facilitate the implementation of cryptographic
[The Supplier shall implement and maintain full disk level encryption on all Use of Cryptographic lprotections controls using known public standards and trusted cryptographic
2317 Endpoint Encryption  [endpoints to industry standard solutions, for example, full disk encryption Functional Subset Of Shyptog CRY-01  [fachnologies. 10
solutions using AES-256 encryption algorithm or FIPS equivalent
- - ci exist to prevent disclosure of data
[The Supplier shall implement and maintain full disk level encryption on all lot rost.
2317 Endpoint Encryption  [endpoints to industry standard solutions, for example, full disk encryption Functional | Intersects With | Encrypting Data At Rest |  CRY-05 5
solutions using AES-256 encryption algorithm or FIPS equivalent
- - Mechanisms exist to facilitate the implementation of Endpoint Device
. . [The Supplier shall implement and maintain full disk level encryption on all Endpoint Device Management (EDM) controts.
ndpoint Encryption  |endpoints to industry standard solutions, for example, full disk encryption Functional Subset Of o e teow) END-01 10
lsolutions using AES-256 encryption algorithm or FIPS equivalent. 9
[The Supplier shall employ appropriate nationally or departmentally approved y [Mechanisms exist to facilitate the implementation of cryptographic
2318 Approved Cryptographic | t00raphy when used to protect all Data (e.g. FIPS 140-2 or comparable Functional Subset Of Use of Cryptographic CRY-01 |protections controls using known public standards and trusted cryptographic 10
Methods Controls (b
standards) echnologies
e Supptior sl estanton and e e T Mechanisms exist to facilitate cryptographic kéy management controls to
e Supplier shall establish and manage cryptographic keys for cryptography rotect the confidentiality, integrity and availability of keys.
2319 Coecurely Manage . |employed in organisational systems using appropriate nationally or Functional | Intersects With Cryptographic Key crv-09 | ¥ integrity ¥ ofkey. 5
yptographic Keys —qepartmentally approved solutions (e.g. FIPS 140-2 or comparable standards) o
Mechanisms exist to control publicly-accessible content
[The Supplier shall:
i) Designate individuals authorised to make information publicly accessible
i) Train authorised individuals to ensure that publicly accessible information does
Inot contain non-public information
2321 Publicly Accessible Data |10 0o o e formation prior to posting onto the publicly | Functional [ Intersects With |Publicly Accessible Content|  DCH-15 5
accessible system to ensure that non-public information is not included
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
Mechanisms exist to define Toles & for all
ersonnel
[The Supplier shall: 2
i) Designate individuals authorised to make information publicly accessible
i) Train authorised individuals to ensure that publicly accessible information does
Inot contain non-public information Defined Roles &
2321 Publicly Accessible Data iy eyiew the proposed content of information prior to posting onto the publicly |  Functional | Intersects With Responsibilities HRs-03 5
accessible system to ensure that non-public information is not included
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
Mechanisms exist to provide role-based security, compliance and resilience-
) related training:
[The Supplier shall (1) Before authorizing access to the system or performing assigned duties;
i) Designate individuals authorised to make information publicly accessible (2) When required by syster changes: and
i) Train authorised individuals to ensure that publicly accessible information does Role-Based Security (3) Anncally thereafter.
Inot contain non-public information g
2321 publicly Accessble Data. (10 Coment o information pio to posting ono the publcly |  Functional | Intersects Wih | Compliance & Resilence | SAT-03 5
laccessible system to ensure that non-public information is not included 9
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
Mechanisms exist £o routinely review the content on publicly accessible
lsystems for sensitive/regulated data and remove such information, if
[The Supplier shall: recovirag
i) Designate individuals authorised to make information publicly accessible
i) Train authorised individuals to ensure that publicly accessible information does
Inot contain non-public information Publicly Accessible Content]
2321 Publicly Accessible Data i) eyiew the proposed content of information prior to posting onto the publicly | ~ Functional | Intersects With Reviews WEB-14 5
accessible system to ensure that non-public information is not included
iv) Periodically review the content on the publicly accessible system for non-
lpublic information and remove such information, if discovered
I—— R— N " Mechanisms exist to implement and govern a Bring Your Own Device (BYOD)
e Supplier shall ensure that mobile devices accessing its corporate rogram to reduce risk associated with personally-owned devices in the
2322 M”gfﬁ”g;&:fwgn‘;“w lenvironment/data are appropriately configured and managed using industry Functional | Intersects With E”“g(;:’gg;)l‘j"s“a');"“g AST16  [vortpiace P v 5
recognised solutions such as Mobile Device Management (MDM) tooling. o
- Mechanlsms exist to manage business risks associated with permitting
Moblle Devices/Bring Your [T Supplier shall ensure that mobile devices accessing its corporate mobile device access to organizational resources.
2322 e e vy [environment/data are appropriately configured and managed using industry Functional | Intersects With |  Use of Mobile Devices | HRS-05.5 5
recognised solutions such as Mobile Device Management (MDM) tooling.
I—— R— N " Mechanisms exist to implement and govern Mobile Device Management
e Supplier shall ensure that mobile devices accessing its corporate (MO controls.
2322 M”gfﬁ”g;&:fwgn‘;“w lenvironment/data are appropriately configured and managed using industry Functional subsetof | Cenfranzed Management | ypw.o1 10
recognised solutions such as Mobile Device Management (MDM) tooling.
Mechanlsms exist to securely dispose of, destroy or repurpose system
lcomponents using organization-defined techniques and methods to prevent
[The Supplier shall, where not otherwise stated explicitly by country, legislation or information being recovered from these components.
|Authority instructions, implement procedures to ensure that all Data is securely
destroyed when no longer needed, or at the expiration or termination of the
|Agreement. Supplier shall:
) Secure and confirm the erasure of Data from its systems and servers, including Secure Disposal,
2323 Secure Destruction  [any physical or Functional SubsetOf | Destruction or Re-Use of |  AST-09 10
electronic copies, prior to asset destruction and disposa Equipment
i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
otherwise stated explicitly by country, legislation or Authority instructions.
Mechanisms exist to sanitize system media with the strength and integrity
lcommensurate with the classification or sensitivity of the information prior to
[The Supplier shall, where not otherwise stated explicitly by country, legislation or ldisposal, release out of organizational control or release for reuse.
|Authority instructions, implement procedures to ensure that all Data is securely
destroyed when no longer needed, or at the expiration or termination of the
|Agreement. Supplier shall:
i) Secure and confirm the erasure of Data from its systems and servers, including
2323 Secure Destruction  [any physical or Functional | Intersects With | System Media Sanitization |  DCH-09 5
electronic copies, prior to asset destruction and disposa
i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
otherwise stated explicitly by country, legislation or Authority instructions.
Mechanisms exist to supervise, track, document and verify system media
lsanitization and disposal actions.
[The Supplier shall, where not otherwise stated explicitly by country, legislation or
|Authority instructions, implement procedures to ensure that all Data is securely
destroyed when no longer needed, or at the expiration or termination of the
lAgreement. Supplier shall:
i) Secure and confirm the erasure of Data from its systems and servers, including
2323 Secure Destruction  [any physical or Functional | Intersects with | SYStem Media Sanitization | peyy g9 1 5
electronic copies, prior to asset destruction and disposa
i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
otherwise stated explicitly by country, legislation or Authority instructions.
Mechanisms exist to require contractual requirements for applicable security,
d resilience with third , reflecting the
[The Supplier shall, where not otherwise stated explicitly by country, legislation or lorganization's needs to protect its Technology Assets, Applications, Services
|Authority instructions, implement procedures to ensure that all Data is securely landor Data (TAASD).
destroyed when no longer needed, or at the expiration or termination of the
lAgreement. Supplier shall:
i) Secure and confirm the erasure of Data from its systems and servers, including
2323 Secure Destruction  [any physical or Functional | Intersects with |  Third-Party Contract TPM-05 5

lelectronic copies, prior to asset destruction and disposal

i) Provide attestation of destruction, where specified by contract with Authority
i) Require that any third parties engaged to process the Data shall securely
dispose of such Data when no longer needed to provide the service, unless
lotherwise stated explicitly by country, legislation or Authority instructions.

Requirements
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2400

System Security

[The Supplier shall ensure that network and information systems and technology
(citical for the operation of business Functions and protection of Data are
lprotected from cyber attack. An organisational understanding of risk to business
[Functions and protection of Data informs the use of robust and reliable protective|
[security measures to effectively limit opportunities for attackers to compromise
Inetworks and systems.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

Secure Controls Framework (SCF)
Cor pti

[Mechanisms exist to develop, document and mamtam secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

hip

2400

System Security

[The Supplier shall ensure that network and information systems and technology
(ritical for the operation of business Functions and protection of Data are
lprotected from cyber attack. An organisational understanding of risk to business
[Functions and protection of Data informs the use of robust and reliable protective|
lsecurity measures to effectively limit opportunities for attackers to compromise
Inetworks and systems.

Functional

Subset Of

Secure Engineering
Principles

SEA-01

[Mechanisms exist to facilitate the implementation of industry-recognized
security. compliance and resilience practices n the specifcation, desion.
and of Technology Assets,

[Appiications andlor Services (TAAS)

2401

Secure Configuration

[The Supplier shall securely configure the network and information systems that
lsupport the operation of business Functions and that protect Data.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
fthat are consistent with industry-accepted system hardening standards.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to
identify, report, and remediate application and system (internal and external
[facing) vulnerabi at is approved by the application or system owner and is
with the level of risk by:
) Performing vulnerability scans on a monthly basis and during any major system
lor applic: tes
i) Implementing vendor patches or fixes prioritising using the CVSS v3 scoring

) Developing a Risk Treatment Plan to address identified vulnerabiliies.
[The Supplier shall address vulnerabilities in accordance with the Supplier's
internal vulnerability remediation timelines and in line with reasonable industry
Istandards for vulnerability management based on CVSS v3 or above.

Functional

Subset Of

Vulnerability & Patch
Management Program
MP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
[vulnerability management controls.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to

identify, report, and remediate application and system (internal and external

[facing) vulnerabilities that is approved by the application or system owner and is

with the level of risk by:

i Performing vuinerabilty scans on a monthly basis and during any major systen

lor application update

i) imlementing vendr patches or fixes prioritsing using the CVSS v3 scoring
) Developing a Risk Treatment Plan to address identified vulnerabil

IThe Supplier shell address vunerabilites in accordance with the Suppliers

internal vulnerability remediation timelines and in line with reasonable industry

Istandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

[Mechanisms exist to ensure that vulnerabilities are properly identified,
ltracked and remediated.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to
identify, report, and remediate application and system (internal and external
[facing) vulnerabi at is approved by the application or system owner and is
with the level of risk by:
i) Performing vulnerability scans on a monthly basis and during any major system
lor application updates
i) Implementing vendor patches or fixes prioritising using the CVSS v3 scoring

) Developing a Risk Treatment Plan to address identified vulnerabilities.
[The Supplier shall address vulnerabilities in accordance with the Supplier's
iinternal vulnerability remediation timelines and in line with reasonable industry
Istandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Software & Firmware
Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed Technology
|assets, Applications and/or Services (TAAS), including firmware.

2402

Vulnerability Management

[The Supplier shall implement a vulnerability and patch management process to

identify, report, and remediate application and system (internal and external

[facing) vulnerabilities that is approved by the application or system owner and is

with the level of risk by:

i) Performing vulnerability scans on a monthly basis and during any major system

lor application updates

i) implementing vendor patches or fxes prioritising using the CVSS v3 scoring
) Developing a Risk Treatment Plan to address identified vulnerabil

IThe Suppller shell address vuinerabilites in accordance with the suppliers

internal vulnerability remediation timelines and in line with reasonable industry

Istandards for vulnerability management based on CVSS v3 or above.

Functional

Intersects With

Vulnerability Scanning

VPM-06

[Mechanisms exist to detect vulnerabilities and configuration errors by routine
[vulnerability scanning of systems and applications.

2403

Penetration Testing

[The Supplier shall conduct penetration testing (minimum every 12 months)
lagainst externally facing systems used to support the operation of Functions and
lthat protect Data. The penetration testing programme shall be base

industry standards and performed by subject matter experts. The Supplier shall
lensure that any deficiencies identified are remediated in a timely manner in line
\with their risk to the network. The Supplier shall retain records including:

i) The scope and methodology utilised

i) The number of critical, high, and medium severity findings

i) The name of the tester

iv) The date of the testing

) Timelines and actions for a remedial plan.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology Assets,
|Applications and/or Services (TAAS).

2404

Change Management

[The Supplier shall formally document, publish and review (minimum every 12
Imonths) the change control procedures to manage changes to information
Isystems, supporting infrastructure and facilities. The change management policy
includes:

i) Definitions of the types of change (e.g. standard, critical, emergency) with
lassociated processes

i) Roles and responsibilities for those involved in the change or approving the
ichange

[Prior to implementing any changes, Supplier shall:

) Establish acceptance criteria for production change approval and
implementation

i) Require stakeholder approval prior to any change implementation

i) Formally record the change in a centralised repository

iv) Document business impact analysis outcomes and document back-out
lprocedures should the change fail

[V) Keep a full audit trail of the change request, testing conducted, associated
rovals and outcom

\vi) Document and record security impact analysis outcomes along with any
Imitigating actions.

Functional

Subset Of

Change Management
Program

CHG-01

[Mechanisms exist to facilitate the implementation of a change management
lprogram.

2405

Patch Management

[The Supplier shall develop and maintain an appropriately robust patch
Imanagement programme to address known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and
software which address known vulnerabilities within industry best practice
ftimeline.

[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.

Functional

Subset Of

Vulnerability & Patch
Management Program
MP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
[vulnerability management controls.

2405

Patch Management

[The Supplier shall develop and maintain an appropriately robust patch
Imanagement programme to address known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and
software which address known vulnerabilities within industry best practice
ltimeline.

[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.

Functional

Subset Of

Software & Firmware
atching

VPM-05

[Mechanisms exist to conduct software patching for all deployed Technology
|assets, Applications and/or Services (TAAS), including firmware.

2405

Patch Management

[The Supplier shall develop and maintain an appropriately robust patch
Imanagement programme to address known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and
software which address known vulnerabilities within industry best practice
ltimeline.

[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.

Functional

Intersects With

Pre-Deployment Patch
Testing

VPM-05.6

[Mechanisms exist to perform due diligence on software and/or firmware
lupdate stability by conducting pre-production testing in a non-production
lenvironment.

2405

Patch Management

[The Supplier shall develop and maintain an appropriately robust patch

ddress known vulnerabilities on its network within
industry best-practice timelines. The Supplier shall take appropriate steps to
identify, assess, test and implement patches for endpoints, network devices and
software which address known vulnerabilities within industry best practice
ltimeline.

[The Supplier shall have appropriate processes in place to address out-of-band
lemergency patching and/or mitigating actions.

Functional

Intersects With

Out-of-Cycle Patching

VPM-05.7

[Mechanisms exist to perform out-of-cycle software and/or firmware updates
lto address time-sensitive remediations.

2407

Privacy Warning Notices -
Specific Handling

[The Supplier shall ensure that users accept appropriate warning notices prior to
linformation system access where information systems contain information with
Ispecific handling requirements imposed by the UK or its International Partners.
Such warnings must only be provided to authenticated users. At a minimum
lusers must be warned that:

i) The system contains with specific

imposed by the UK and/or international partner nations

i) Use of the information system may be subject to other specified requirements
lassociated with certain types of information, such as that subject to Export
(Controls or licences.

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
[with an organization and subsequently as necessary

(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
|statutory, regulatory and contractual obligations;

((4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
lthe data privacy notice;

(5) Periodically, review and update the content of the privacy natice, as
necessary; a

(6) Retain prmr versions of the privacy notice, in accordance with data
retention requirements.

Secure Controls Framework (SCF)
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2407

Privacy Warning Notices -
Specific Handling

[The Supplier shall ensure that users accept appropriate warning notices prior to
information system access where information systems contain information with
lspecific handling requirements imposed by the UK or its International Partners.
such warnings must only be provided to authenticated users. At minimum
lusers must be warned that:

i) The information syslem Contains nformation with specific requirements
imposed by the UK and/or international partner nations

i) Use of the information system may be subject to other specified requirements
lassociated with certain types of information, such as that subject to Export
(Controls or licences.

Functional

Intersects With

System Use Notification
(Logon Banner)

SEA18

[Mechanisms exist to utilize system use nomcauon /logon banners that
[display an approved system use notification message or banner before
laranting access to Technology Assets, Applications and/or Services (TAAS).

hip

2408

Screen Locking/Timeouts

[The Supplier shall have controls in place to automatically lock user sessions after
la predefined period. The lock screen shall conceal all information previously
displayed on the screen and prevent unauthorised viewing of data.

Functional

Intersects With

Session Lock

IAC-24

[Mechanisms exist to initiate a session lock after an organization-defined time
lperiod of inactivity, or upon receiving a request from a user and retain the
[session lock until the user reestablishes access using established
identification and authentication methods.

2409

Identify Allowed Programs

[The Supplier shall identify software programs authorised to execute on the
lcorporate environment. For all other programs employ a block by default, permit-
lby-exception policy.

Functional

Intersects With

Explicitly Allow / Deny
Applications

CFG-03.3

[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
(denylist / blackiist) applications that are authorized to execute on systems.

2410

Review the List of
Approved Software

[The Supplier shall review and manage the list of authorised software programs at|
least every 90 days.

Functional

Intersects With

Approved Technologies

AST-01.4

[Mechanisms exist to maintain a current list of approved technologies
((hardware and software).

2411

Secured Internet Access

[The Supplier shall ensure the following internet controls are enforced on

lendpoi

0 Tecical controls to prevent malware infection from internet browsing are in
ace

i) Block undesirable websites from being accessed (e.g. malicious sites,

inappropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without

lsandboxing and anti-malware scan

v) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at

the end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified

o the attempted above actions. Where users have 2 necessity to perfom the

labove activities, ensure a robust model and supporting processes.

ltechnologies are employed to mitigate the additional risk (e.g. allow/b\uck listing,

Inetwork monitoring, vuinerability scanning etc.

Functional

Subset Of

Endpoint Device
Management (EDM)

END-01

[Mechanisms exist to facilitate the implementation of Endpoint Device
[Management (EDM) controls.

2411

Secured Internet Access

[The Suppliershail ensure the fllowing interet controls are enforced on
lendpoin
0 Teeical controls to prevent malware infection from internet browsing are in

lplace
i) Block undesirable websites from being accessed (e.g. malicious sites,
i o tc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without
lsandboxing and anti-malware scan

) Automatically block suspicious traffic and communications

|vi) Terminate network connections asso ith communications sessions at
the end of the sessions or after a defined peneu of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified
o the attempted above actions. Whera users have 2 necessity to perform the
labove activities, ensure a robust model and supporting processes

[Fechnologies aré employed to mitigate the addienal 1ok (6.0 allow/b\uck listing,
Inetwork monitoring, vuinerability scanning etc.

Functional

Intersects With

Endpoint Protection
Measures

END-02

[Mechanisms exist to protect the confidentiality, integrity, availability and
[safety of endpoint devices.

2411

Secured Internet Access

[The Supplier shall ensure the following internet controls are enforced on

lendpoi

0 Teemical controls to prevent malware infection from internet browsing are in
place

i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without
lsandboxing and anti-malware scan

V) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified
of the attempted above actions. Whera users have 3 necessity to periom the
labove activities, ensure a robust model and supporting processes.

ltechnologies are employed to mitigate the additional risk (e.g. auaw/muck listing,
Inetwork monitoring, vuinerability scanning etc.)

Functional

Intersects With

Malicious Code Protection
(Anti-Malware)

END-04

[Mechanisms exist to utilize antimalware technologies to detect and eradicate
Imalicious code.

2411

Secured Internet Access

[The Supplier shall ensure the following internet controls are enforced on

lendpol

0 Teemical controls to prevent malware infection from internet browsing are in
place

i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without
lsandboxing and anti-malware scan

V) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified
o the attempted above actians. Where users have 2 necessty i perform the
labove activities, ensure a robust model and supporting processes

ltechnologies are employed to mitigate the additional risk (e.g. auaw/mnck listing,
Inetwork monitoring, vuinerability scanning etc.)

Functional

Intersects With

Detonation Chambers
(Sandboxes)

IRO-15

[Mechanisms exist to utilize a detonation chamber capability to detect and/or
lblock files and email

2411

Secured Internet Access

[The Suppllershail ensure the fllowing intemet controls are enforced on

lendpoi

0 Teemical controls to prevent malware infection from internet browsing are in
place

i) Block undesirable websites from being accessed (e.g. malicious sites,
inappropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without
lsandboxing and anti-malware scan

) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at
the end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified
of the attempted above actions. Where users have 2 necessity t perform the
labove activities, ensure a robust model and supporting processes ai

ltechnologies are employed to mitigate the additional risk (e.g. Siowjslock listing,
Inetwork monitoring, vuinerability scanning etc.)

Functional

Intersects With

Network Intrusion
Detection / Prevention
Systems (NIDS / NIPS)

NET-08

[Mechanisms exist to employ Network Intrusion Detection / Prevention
[Systems (NIDS/NIPS) to detect and/or prevent intrusions into the network.

2411

Secured Internet Access

[The Suppllershall ensure the fllowing intemet controls are enforced on

lendpoi

0 Teeical controls to prevent malware infection from internet browsing are in
ace

i) Block undesirable websites from being accessed (e.g. malicious sites,
appropriate content etc.)

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without

lsandboxing and anti-malware scan

) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at

lthe end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified

ofthe attempted abave actions, Where users have a necessuy o perform the

labove activities, ensure a robust model and supporting processes

Fechnologies aré employed to mitigate the addional 1ok (6.0, Siowjslock listing,

Inetwork monitoring, vuinerability scanning etc.)

Functional

Intersects With

Network Connection
Termination

NET-07

[Mechanisms exist to terminate network connections at the end of a session
lor after an organization-defined time period of inactivity.

2411

Secured Internet Access

[The Suppllershall ensure the fllowing intemet: controls are enforced on

lendpoin

0 Teemical controls to prevent malware infection from internet browsing are in
ace

i) Block undesirable websites from being accessed (e.g. malicious sites,

inappropriate content etc.

i) Prevent code being launched on the corporate host

iv) Prevent downloads to the corporate host from the internet without

lsandboxing and anti-malware scan

V) Automatically block suspicious traffic and communications

|vi) Terminate network connections associated with communications sessions at

lthe end of the sessions or after a defined period of inactivity.

[Ensure auditing is enabled for these controls and security operators are notified

of the attempted above actions. Where users have o necessity o perform the

labove activities, ensure a robust model and supporting processes

ltechnologies are employed to mitigate the additional risk (e.g. Siowjslock listing,

Inetwork monitoring, vuinerability scanning etc.)

Functional

Intersects With

DNS & Content Filtering

NET-18

[Mechanisms exist to force Internet-bound network traffic through a proxy
|device (e.g., Policy Enforcement Point (PEP)) for URL content filtering and
IDNS filtering to limit a user's ability to connect to dangerous or prohibited
internet sites.

2412

[Voice over Internet Protocol
(VoIP)

[The Supplier should establish usage restrictions and implementation guidance for|
[Voice over Internet Protocol (VoIP) technologies based on the potential to cause
ldamage to the information system if used maliciously; and ensure controls are in
lplace to authorise, monitor, and control the use of VoIP within the information
system.

Functional

Subset Of

Voice Over Internet
Protocol (VoIP) Security

AST-21

[Mechanisms exist to implement secure Internet Protocol Telephony (IPT) that
logically or physically separates Voice Over Internet Protocol (VoIP) traffic
rom data networks.

2413

Mobile Code Management

[The Supplier shall define acceptable and unacceptable mobile code, and ensure
lcontrols are in place to identify, authorise, monitor, review and control the use of
Imobile code within the organisation.

Functional

Subset Of

Mobile Code

END-10

[Mechanisms exist to address mobile code / operating system-independent
applications.

2414

‘ommunication
Authenticity Protection

[The Supplier shall use secure network management and communication
lprotocols to protect session authenticity addressing communications protection
jat the session level

Functional

Intersects With

Session Integrity

NET-09

[Mechanisms exist to protect the and integrity of
lsessions.

Secure Controls Framework (SCF)
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Authorise Remote

[The Supplier shall ensure that all remote users acquire appropriate authorisation

Remote Privileged

Secure Conlro Framework (SCF)
pti

[Mechanisms exist to restrict me execution of pnwleged commands and

Strength of
Relationship

2417 Execution of Privileged Functional | Intersects With | Commands & Sensitive | NET-14.4  [access to security-relevant information via remote access only for compelling 5
Commanda <9€¢ Jprior to accessing and/or executing privileged functions. Data Accoss loperational needs.
[The Supplier shall implement, update and document system hardening 24::;;"":;‘“:"?";: to f.f:;';’;y' iz;:gezg :Gé’a?:n‘!t:L”J:,‘;;fﬁ::?‘:?;s,
y lprocedures. Implement, update and document baseline configurations settings i ur b g
2418 Baseline Configurations o allinformation techrology products deployed in organisational systems; this Functional | Intersects With Sgcure Baseline CFG-02  [that are consistent with industry-accepted system hardening standards. 8
shall include the restriction of user actions and of unsupported software and &
[The Supplier shall implement, update and document system hardening [Mechanisms exist to review and update baseline configurations:
Baseline Configurations _[Procedures. Implement, update and document baseline configurations settings (1) At least annually;
or all information technology products deployed in organisational systems; this unctiona ntersects Witl eviews & Updates -02. d
2418 s ffor all inf hnol ducts deployed | h F | With R & Upd: CFG-02.1  |(2) When required due to so; or 8
Ishall include the restriction of user actions and of unsupported software and (3) As part of system component installations and upgrades.
Mechanisms exist to allow baseline controls to be specialized or customized
applying a defined set of tailoring actions that are specific to:
by appiying  defined set oftiloring actions tht are specic
[The Supplier shall implement, update and document system hardening (1) Mission / business functior
Baseline Configurations _[Procedures. Implement, update and document baseline configurations settings (2) Operational environment;
2418 A [for all information technology products deployed in organisational systems; this | ~ Functional | Intersects With Baseline Tailoring CFG-02.9 [(3) Specific threats or vulnerabilities; or 5
shall include the restriction of user actions and of unsupported software and (4) Other conditions or situations that could affect mission / business
lsuccess
Ny [Mechanisms exist to obscure the feedback of authentication inform
ouscure Authntication [The Supplier shall configure systems to obscure authentication information, for ldLring the authentication process to protect the information from possible
2419 fisae lexample, passwords to ensure that they are not displayed as cleartext when Functional | Intersects With | Authenticator Feedback IAC1L  |exploitationfuse by unauthorized individuals. 8
luser is inputting their credentials.
[The Supplier shall configure systems to minimise feedback information from [Mechanisms exist to obscure the feedback of authentication inform:
[failed logons to ensure that the system does not provide any information that during the authentication process to protect the information from possble
2420 Authentication Feedback |would allow unauthorised individuals to compromise authentication mechanisms. |  Functional Intersects With | Authenticator Feedback IAC-11  [exploitation/use by unauthorized individuals. 5
le.g. explicitly stating that the password s the incorrect authentication
lcomponent.
[rhe Supptier shall implement a Network Time Protocol (NTP) & ed Mechanisms exist to synchronize internal system clocks with an authoritative
. e Supplier shall implement a Network Time Protocol 0 a recognise ltime source.
2421 Network ;;’T“; Protocol - lauthoritative source, to synchronise the clocks of every network device to ensure|  Functional | Intersects With | , S¥nchronization With | yon.o7.1 8
laccurate and consistent timestamps for audit records on associated system logs.
- - [Mechanisms exist to utilize time-synchronization technology to synchronize
Network Time Protocol [TM€ Supplier shall implement a Network Time Protocol (NTP) to a recognised il critical system clocks.
2421 i lauthoritative source, to synchronise the clocks of every network device to ensure| ~ Functional | Intersects With | Clock Synchronization SEA-20 8
laccurate and consistent timestamps for audit records on associated system logs.
[Mechanisms exist to enforce Configuration restrictions in an effort to restrict
Physical and Logical AccessThe Supplier shal definc, document, approve, and enforce physical and logical Access Restriction For y lthe ability of users to conduct unauthorized changes
2422 estrictions laccess restrictions associated with changes to organisational systems. Functional | Intersects With Change CHG-04 ility unauthort ges. 5
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
2422 Physical and Logical Access|The Supplier shall define, document, approve, and enforce physical and logical Functional Subsetof | Role-Based Access Control | |, o0 [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 10
Restrictions laccess restrictions associated with changes to organisational systems. (RBAC) access to individuals assigned specific roles with legitimate business needs.
[Physical access control mechanisms exist to authorize physical access to
Physical and Logical Access|The Supplier shall define, document, approve, and enforce physical and logical g y ltaciities pased on the position of role of the individual
2422 Restrictions laccess restrictions associated with changes to organisational systems, Functional Subset Of |Role-Based Physical Access|  PES-02.1 - post fndividual 10
[The Supplier shall identify, register and maintain an inventory of system [Mechanisms exist to implement and manage a Configuration Management
2423 Trusted Source Repository [OMPONENts using automated tooling for those assets that support business Functional Intersects With AST-02.0 [Database (CMDB), or similar technology, to monitor and govern technology 8
POsIOTY \Eynctions and protect Data in an asset register, and at a minimum, include data Database (CMDB) [asset-specific information.
location and asset ownership information
Mechanisms exist to utilize antimalware technologies to detect and eradicate
[The Supplier shall ensure that anti-malware capabilities are regularly audited, to Imalicious code.
|verify they are up to date, functional (e.g. performing real-time scans as well a: Malicious Code Protection y
2426 Anti-Malware Capabilities o iogic scans), managed, detect malware, report detections and update both Functional Subset Of (Anti-Malware) END-04 10
Imalware signatures and software when new releases are available.
[Automated mechanisms exist to update antimalware technologies, including
[The Supplier shall ensure that anti-malware capabilities are regularly audited, to lsignature definitions.
. |verify they are up to date, functional (e.. performing real-time scans as well a: Automatic Antimalware y
2426 Anti-Malware Capabilities o iogic scans), managed, detect malware, report detections and update both Functional | Intersects With Signature Updates END-04.1 5
Imalware signatures and software when new releases are available.
Mechanisms exist to ensure that anti-malware technologies are continuously
Tneé‘i;:‘pher shall ensure l?a( ant-maivare capabiltes are regularly audited. to running in real-time and cannot be disabled or altered by non-privileged
|verify they are up to date, functional (e.g. performing real-time scans as well as - lusers, unless specifically authorized by management on a case-by-case basis
2426 Anti-Malware Capabilities |J2HEMeY B8 1B 20 0c atect malware report detections and update both Functional | Intersects With | Always On Protection END-04.7  fusere, urless Specicay 8
Imalware signatures and software when new releases are available.
[The Supplier shall monitor, control, and protect communications (information [Mechanisms exist to facilitate the implementation of enterprise-wide
t r received by tems) at the external boundaries Imonitoring controls.
2427 Communications at |except as prohibited by Applicable Law and key intemal baundanies of those Functional Subset Of Continuous Monitoring MON-01 10
Boundaries lorganisational systems. This includes all staff including all remote workers to
lcarry out their duties
[The Supplier shall monitor, control, and protect communications (information [Mechanisms exist to monitor and control communications at the extemal
¢ " received by cystems) at the external boundaries Inetwork boundary and at key internal boundaries within the network.
2427 Communications at |exeept as prohibited by Applicable Law and key intemal baundanes of those Functional | Intersects With |  Boundary Protection NET-03 5
Boundaries lorganisational systems. This includes all staff including all remote workers to
lcarry out their duties
Verify/Limit Access to Mechanisms exist to implement and govern Access Control Lists (ACLS) to
2428 External system  [The Supplier shall control and limit connections to external systems by an allow- | ¢ iional | intersects with | Data Flow Enforcement - | et o0 |orcuide data flow enforcement that explcitly restrict network traffic to only s
Coactiane list on the network boundary. Access Control Lists (ACLs) lwhat is authorize
e supplier shall buid rest st Cyber-attack and system faflare it Mechanisms exist to achieve resilience requirements in normal and adverse
< Supplicr shall buid reslience against cyber-attack and system falure into lituations.
2500 Resilient Networks andtneir gesign, operation and f systems that Functional | Intersects with | Achieving Resilience SEA-01.2 8
4 sUpport the operation of business Functians and protection of bata &
IMechanisms exist to facilitate the implementation of contingency planning
;he iupnherjha”tde?gntthf nstworkl anf(\ﬂ'orrsalmn svitemsdsuptvomgg lhf'r Business Continuity |controls to help ensure resilient Te:hno\ogy Assets. Apphcanons and/or
unctions and protect Data to be resilient to cyber security incidents and system y IServices (TAAS) (e.g., Continuity of 00P) or Business
2501 Design for Resilience e, Sy Sl e pproartely seoresate v redurc imtatns Functional Subset Of Management System Ll AR plamaks) 10
Imitigate
[The Supplier shall design the network and information systems supporting their IMechanisms exist to achieve resilience requirements in normal and adverse
[Functions and protect Data to be resilient to cyber security incidents and system Achieving Resilience g jsituations.
2501 Design for Resilience \¢ajy; e Systems shall be appropriately segregated and resource limitations Functional | Intersects With Requirements SEA01.2 8
Imitigated.
Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
2502 Resilience Preparation [ IS SuPPlier shall develop recovery plans for all systems that deliver Functions Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
jand protect Data. [Continuity & Disaster Recovery (BC/DR) playbooks).
[The Supplier shall hold accessible and secured current backups of data and Mﬂthamsms exist to create recurring backups of data, software and/or
linformation needed to recover operation of their Functions and protect Data. [system images, as well as verify the \Megﬂw of these backups, to ensure the
2504 Backups Backup procedures and media shall include: Functional Intersects With Data Backups BCD-11 ava“ab”lty of the data to satisfy Re ry Time Objectives (RTOs) and 8
i) Appropriate encryption technology Recovery Point Objectives (RPOs)
i) Integrity validation.
[The Supplier shall hold accessible and secured current backups of data and [Mechanisms exist to routinely test backups that verify the reliability of the
information necded to recover operation of their Functions and protect Data Testing for Reiabilty & backup process, as wellas the integrity and availabilty of the data
2504 Backups Backup procedures and media shall include: Functional | Intersects With RAd BCD11.1 8
i) Appropriate encryption technology oty
i) Integrity validation.
- § IMechanisms exist to Configure systems to provide only essential capabilities
Deny Traffic By Default at ThlehSup:herlshal\(\ ensure (hat( ﬁre‘wal\‘ls mutf‘t b\ocdk :venr‘y network cznréi‘ctlthy lby specifically prohibiting or restricting the use of ports, protocols, and/or
eny Traffic By Default at [path and network service not explicitly authorised by the appropriate Change y lservices.
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported |~ Functional | Intersects With Least Functionality CFe-03 8
lby an explicit business need must be removed.
- - Mechanisms exist to periodically review system configurations to identify and
Deny Traffic By Default at ThlehSup:herlshal\(\ ensure (hat( ﬁre‘wal\‘ls mutf‘t b\ocdk :venr‘y network cznréi‘ctlvwly |disable unnecessary and/or non-secure functions, ports, protocols and
eny Traffic By Default at [path and network service not explicitly authorised by the appropriate Change y lservices.
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported |~ Functional | Intersects With Periodic Review CFG-03.1 5
lby an explicit business need must be removed.
- - IMechanisms exist to configure firewall and router configurations to deny
Deny Trafhe By Defaut ot |G SuPplier shellensure that firewalls must block every network connectivity Deny Traffic by Default & Inetwork traffic by default and allow network traffic by exception (e.g., deny
eny Traffic By Default at [path and network service not explicitly authorised by the appropriate Change eny Traffic by Defau y lall, permit by exception!
2507 Interfaces |Advisory Board (CAB). Traffic flow policy exceptions that are no longer supported | "unctional | Intersects With | 5o trafic by Exception | NET-041 s
lby an explicit business need must be removed.
separate Public and [T Supplier shall implement network segmentation for publicly accessible Network Seqmentation IMechanisms exist to ensure network architecture utiizes network
2508 e ohatmons  [system components to ensure logical and/or physical separation from internal Functional | Intersects With et NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 5
nternal Subnetworks |, .o components. (macrosegementation) (TAAS) to protect from other network resources.
[The Suppliershall implement appropriate toaing or methods to detect, black and [Mechanisms exst o ulilze anti-phishing and spam protection technalogies
report malicious or spam emails coming into the network. Such toolin g o detect and take action on unsolicited messages transported by electronic
2509 Managed EmailFiltering (00t O e in capabilitics for more eftetiively identiising Functional SubsetOf  [Phishing & Spam Protection|  END-08  |mail. 10
legitimate communications.
[The Supplier shall implement appropriate tooling or methods to de(e:l block and Metf;amsms ekmbsl wdumlz‘e ﬂﬂapt‘\xe Ema‘ll D{etemf;ﬂs lfhal mvnlvte " !
report malicious or spam emails coming into the network. Such toolin y lemploying risk-based analysis in the application and enforcement of email
2509 Managed EmailFiltering |10t e ing capabilitics for more eftetiively identising Functional | Intersects With | Adaptive Email Protections | NET-20.7  [Crotections 5
legitimate communications.
[The Suppler shal checl ol mecia containing diagnostic ndjor tes programs for Mechanisms exist to check media containing diagnostic and test programs
2510 Diagnostic Programmes | maiicious code prior to use on the Functional | Intersects With Inspect Media MNT-04.2 for malicious code before the media are used. 5
[The Supplier shall ensure that relevant good pra(tl(e toulmg‘ techniques and [Mechanisms exist to conduct controlled maintenance activities throughout
2511 Maintenance Activities | mechanisms are authorised or provided to maintenance personnel in order to Functional | Intersects With | Controlled Maintenance | MNT-02 [the lifecycle of the Technology Asset, Application and/or Service (TAAS). 5
lcarry out their duties
[The Supplier shall ensure that relevant good practice tooling, techniques and [Mechanisms exist to obtain maintenance support and/or spare parts for
2511 Maintenance Activities | mechanisms are authorised or provided to maintenance personnel in order to Functional | Intersects With |  Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 5
[carry out their duties [Recovery Time Objective (RTO).
JuEomated mechanisms exIs  enforce MUIE-Foctor AuTanEeation (WFA)
MEA for Remate [The Supplier shall require multi-factor authentication to establish non local Multi-Factor Authentication g Bemote etk aecess, sets, Applicat dors (TARS); and/
2512 N Acthities | maintenance sessions via external network connections and terminate such Functional Subset Of (MFR) 1ac0s |2 ird-party Technology Assets, Applications and/or Services ) an 10
when nonlocal is complete. I(3) Non-console access to critical TAAS that store, transmit and/or process
[sensitive/regulated data
MFA for Remote [T Suppler shal equire mult-factor authentication o establish nion ocal [Mechanisms exist to authorize, monitor and control remote, non-local
2512 Aetities |maintenance sessions via external network connections and terminate such Functional | Intersects With | Remote Maintenance MNT-05  [maintenance and diagnostic activities. 5
" when nonlocal is complete.
[The Supplier shall designate authorised, suitably qualified and experienced [Mechanisms exist to ensure the risks associated with maintenance personnel
2513 Maintenance Personnel Joersonnel to supervise maintenance personnel who do not possess the required |  Functional | Intersects with |, Mantenance fetsonnel | 7.6 |who do not have appropriate access authorizations, clearances of formal 5
P phys\ca\ access authorisations. PProp! |access approvals are appropriately mitigated.
he Supplier shall ensure that staff have appropriate awareness, knowledge and [Mechaniems exist o communicate with users abot thefr oles and
Staft Awareness and s be carry out their organisational roles effectively in relation to the security g responsibilities to maintain a safe and secure working environment
2600 Training lof network and information systems supporting the operation of business Functional | Intersects With User Awareness HRS-03.1 s
[Functions and protection of Data.
'he Supplier shall ensure that staff have appropriate awareness, knowledge and Securlty, Compliance & Mechatmsms e):\s[ to nro;me all employees and tdontrfclors Zptprepﬂatteh "
. lsecurity, compliance and resilience awareness education and training that is
2600 staff ATv::‘r;r:\egss and  [iiete carry out their organisational roles effectively in relation to the security Functional | Intersects With | Resllionce Anaranaes saroy ety compliance and resl 9 5

lof network and information systems supporting the operation of business

[Functions and protection of Data.

Training
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2603

Staff Risk Awareness

[The Supplier shall ensure that managers, systems administrators, and users of
lorganisational information systems are made aware of the security risks
lassociated with their activities and of the applicable policies, standards, and
lprocedures related to the security of organisational information systems. The
Supplier shall review and update these security risks at least every 12 months or
when there is significant change within the organisation or threat

Functional

Intersects With

User Awareness

HRS-03.1

Secure Conlru Framework (SCF)
pti

[Mechanisms exist to cummum(ate with users about their roles and
responsibilities to maintain a safe and secure working environment.

Strength of
lationship

2603

Staff Risk Awareness

[The Supplier shall ensure that managers, systems administrators, and users of
lorganisational information systems are made aware of the security risks
lassociated with their activities and of the applicable policies, standards, and
lprocedures related to the security of organisational information systems. The
Supplier shall review and update these security risks at least every 12 months or
when there is significant change within the organisation or threat

Functional

Intersects With

Security, Compliance &
Resilience Awareness
Training

SAT-02

[Mechanisms exist to provide all employees and contractors appropriate
lsecurity, compliance and resilience awareness education and training that is
relevant for their job function

2603

Staff Risk Awareness

[The Supplier shall ensure that managers, systems administrators, and users of
lorganisational information systems are made aware of the security risks
lassociated with their activities and of the applicable policies, standards, and
lprocedures related to the security of organisational information systems. The
Supplier shall review and update these security risks at least every 12 months or
\when there is significant change within the organisation or threat.

Functional

Intersects With

Cyber Threat Environment

SAT-03.6

[Mechanisms exist to provide role-based security, compliance and resilience
lawareness training that is current and relevant to the cyber threats that
lusers might encounter in day-to-day business operations

2604

Acceptable Use Policy

[The Supplier’s Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

i Use of social media, social networking sites. and external sites/applications i)
[Posting organisational information on public

i) Use of organisation- provided Identers (e.g. e addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

|v) Handling of physical corporate assets outside the office environment

i) Locations for conducting duties

\vii) Remote activation of collaborative computing devices

|viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Terms of Employment

HRS-05

[Mechanisms exist to require all employees and contractors to apply
[cybersecurity and data protection principles in their daily work to enable
lsecure, compliant and resilient capabilities.

2604

Acceptable Use Policy

[The Supplier’s Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

i Use of social media, social networking sites, and externl sites/applications i)
[Posting organisational information on public

i Use of organisation- provided IdentiRers (e.g. eman addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

Iv) Handling of physical corporate assets outside the office environment

i) Locations for conducting duties

|vii) Remote activation of collaborative computing devices

\viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Rules of Behavior

HRS-05.1

[Mechanisms exist to define acceptable and unacceptable rules of behavior
ffor the use of including for
lbehavior.

2604

Acceptable Use Policy

[The Supplier’s Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

) Use of social media, socialnetworking sites, and external sites/applications i)
[Posting organisational information on public

i Use of organisation- provided Identiners (e.0. eman addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

[v) Handling of physical corporate assets outside the office environment

Vi) Locations for conducting duties

|vii) Remote activation of collaborative computing devices

\viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Social Media & Social
Networking Restrictions

HRS-05.2

[Mechanisms exist to define rules of behavior that contain explicit restrictions.
lon the use of social media and networking sites, posting information on
|commercial websites and sharing account information

2604

Acceptable Use Policy

[The Supplier's Acceptable Use Policy shall consider and include appropriate
lenforcement of restrictions on:

i Use of social media, socialnetworking sites, and external sites/applications i)
[Posting organisational information on public

i Use of organisation- provided Identiners (e.0. eman addresses) and
lauthentication secrets (e.g. passwords) for creating accounts on external
sites/applications

iv) Enforce clear desk and clear screen requirements

Iv) Handling of physical corporate assets outside the office environment

i) Locations for conducting duties

|vii) Remote activation of collaborative computing devices

\viii) Prohibit remote activation of collaborative computing devices and provide
indication of devices in use to users present at the device.

Functional

Intersects With

Technology Use
Restrictions

HRS-05.3

[Mechanisms exist to establish usage restrictions and implementation
lguidance for organizational technologies based on the potential to cause
|[damage to Technology Assets, Applications and/or Services (TAAS), if used
imaliciously.

2700

Personnel Pr

[The Supplier shall, unless prohibited by Applicable Law, perform appropriate
verification checks on Personnel that have access to Data upon hire.

[The verification checks shall include:

Checks

i) Verifying credentials

Iv) Application or verification of BPSS (Baseline Personnel Security Standard)

Functional

Subset Of

Personnel Screening

HRS-04

[Mechanisms exist to manage personnel security risk by screening individuals
lprior to authorizing access.

2701

Personnel Security Vetting*

[The Supplier shall define and implement a policy for applying BPSS and National
ISecurity Vetting (NSV) checks as appropriate for employees that support
Functions and the protection of Data. (1 is recognised that application of NSV is
Inormally only possible once a contract requiring such is in place.

suppliers who do not meet this requirement at time of submission st
lhowever, be willing and be able to enforce their staff through appropriate levels
lof vetting within a timescale agreed with the project delivery team following
lcontract award).

Functional

Intersects With

Personnel Screening

HRS-04.

[Mechanisms exist to manage personnel security risk by screening individuals
lprior to authorizing access.

2702

Joiners, Movers and
Leavers

[The Supplier shall define and implement 2 foners, movers and leavers policy to
ha

Functional

Subset Of

Human Resources Security

HRS-01

[Mechanisms exist to facilitate the implementation of personnel security
[controls.

ardware, software and systems.

2702

Joiners, Movers and
Leavers

[The Supplier shall define and implement a joiners, movers and leavers policy to
secure organisational hardware, software and systems.

Functional

Intersects With

Onboarding, Transferring &
Offboarding Personnel

HRS-0L.1

[Mechanisms exist to proactively govern the following personnel

lactions:
(1) Onboarding new personnel (e.g., new hires);

(2) Transferring personnel nto new roles within the organization; and
(3) Offboarding personnel (e.g.,

2702

Joiners, Movers and
Leavers

[The Supplier shall define and implement 2 foners, movers and leavers policy £
hal

Functional

Intersects With

User Provisioning & De-

IAC-07

[Mechanisms exist to utilize a formal user registration and de-registration

ardware, software and systems.

Provisioning

lprocess that governs the assignment of access rights.

2703

Whistleblowing

[The Supplier shall define and implement training and processes for employees
land contractors to identify and report suspicious activities and/or behaviour
including violations of information security policies and procedures without fear
lof recrimination. The Supplier shall define and implement a disciplinary process
lto take action against employees who violate information security policies or
lprocedures.

Functional

Intersects With

Reporting Suspicious
Activities

HRS-15

[Mechanisms exist to enable personnel to report suspicious activities and/or
lbehavior without fear of reprisal or other negative consequences (e.g..
[whistleblower protections)

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
[following environmental controls supporting Functions and protection of Data:
i) Fire suppression systems
i) Temperature and humidity controls within a data centre or server room
lenvironment

ackup power technology (e.g. uninterruptible power supply, diesel generator,
Iseparate grid connection, etc.)

Functional

Intersects With

Fire Suppression Devices

PES-08.2

[Facility security mechanisms exist to utilize fire suppression devices/systems
lthat provide automatic notification of any activation to organizational
lpersonnel and emergency responders.

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
[following environmental controls supporting Functions and protection of Data:
) Fire suppression systems
i) Temperature and humidity controls within a data centre or server room
lenvironment

ackup power technology (e.g. uninterruptible power supply, diesel generator,
Iseparate grid connection, etc.)

Functional

Intersects With

Emergency Power

PES-07.3

[Facility security mechanisms exist to supply alternate power, capable of
Imaintaining minimally-required operational capability, in the event of an
lextended loss of the primary power source.

2704

Environmental Controls

[The Supplier shall, where appropriate, implement, install, and maintain the
[following environmental controls supporting Functions and protection of Data:
) Fire suppression systems
i) Temperature and humidity controls within a data centre or server room
lenvironment

ackup power technology (e.g. uninterruptible power supply, diesel generator,
Iseparate grid connection, etc.)

Functional

Intersects With

Temperature & Humidity
Controls

PES-09

[Facility security mechanisms exist to maintain and monitor temperature and
lhumidity levels within the facility.

3100

Security Monitoring

[The Supplier shall monitor the security status of the networks and systems
Isupporting the operation of business Functions and protection of Data in order to
ldetect potential security problems and to track the ongoing effectiveness of
lprotective security measures.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the followin
Security events covered

i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

Defined Roles &
Responsibilities

HRS-03

[Mechanisms exist to define
lpersonnel.

roles & Tor all

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts from
Iphysical, cybersecurity, data protection and supply chain activities to achieve|
integrate nal awareness.

3101

Monitor Security Controls

[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events covered
i) Frequency of monitoring
) Clearly defined roles and responsibilities
iv) Escalation matrix.

Functional

Intersects With

Security Event Monitoring

MON-01.8

[Mechanisms exist to review event 10gs on an ongoing basis and escalate
incidents in accordance with established timelines and procedures.

Secure Controls Framework (SCF)
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[The Supplier shall establish and document security event monitoring which at a
Iminimum covers the following:
i) Security events cover

Event Log Review

Secure Controls Framework (SCF)
Cor pti

IMechanisms exist to make event log review processes more efficient and
leffective by developing and maintaining an incident response escalation
Imatrix.

hip

3101 Monitor Security Controls ) 2000y e e Functional | Intersects With e e MON-17.1 5
i) Clearly defined roles and responsibilities
iv) Escalation matrix.
[Mechanisms exist to link system access to individual users or service
laccounts
[The Suppiier shall generate event logsfor systems that support the operation of
Functians and protection of Data, Th following critria agply:
i) Logs are archived for a minimum of 12 m
i) Logs capture (55 @ minimum) date, ime (from a single NTP source), user ID,
ldevice accessed and port used
i) Logs capture key security event types (e.g. critical files accessed, u
accounts generated, multiple faed login attempts. logging failures from devices,
levents related to systems that have an internet connection)
Create, Retainand |V Access to modify system logs is restricted
3107 Correlate Audit Logs  |¥) Logs and security event logs can be made available upon request Functional Subset Of Audit Trails MON-03.2 10
Vi) Store audit records in a repository that is part of a physically different system
|vil) The Supplier shall ensure that systems logs are reviewed at least weekly to
identify system
[failures, faults, or potential security incidents and corrective actions are taken to
resolve or address issues within a reasonable timeframe
Vi) Review, atleast every G months the event types selected for ogaing
lpurposes to ensure these still meet business requirem
) Capture the aperational status of the logging system i ond alert on any failures
which impact the system's operational capacity.
IMechanisms exist to retain event ogs for a time period consistent with
records retention requirements to provide support for after-the-fact
investigations of security incidents and to meet statutory, regulatory and
[The Supplier shall generate event logs for systems that suppor\ the operation of contractual retention requirements.
Funcians and protection of Data. Th following critria agply:
i) Logs are archived for a minimum of 12 m
i) Logs capture (55 @ minimum) date, fime (fom a single NTP source), user ID,
ldevice accessed and port used
i) Logs capture key security event types (e.g. critical files accessed, u
accounts ganerated, multiple faled login attempts. ogging failures from devices,
levents related to systems that have an internet connection)
Create, Retainand |'V) Access to modify system logs is restricted
3107 Correlate Audit Logs  |¥) Logs and security event logs can be made available upon request Functional | Intersects With |  Event Log Retention MON-10 5
Vi) Store audit records in a repository that is part of a physically different system
|vil) The Supplier shall ensure that systems logs are reviewed at least weekly to
identify system
[failures, faults, or potential security incidents and corrective actions are taken to
resolve or address issues within a reasonable timeframe
Vi) Review. atleast every G months the event types selected for againg
lpurposes to ensure these still meet business requirem
) Capture the aperational status of the logging system i ond aert on any failures
which impact the system's operational capacity.
[The Supplier shall provide and implement an appropriate audit record reduction [Mechanisms exist to provide an event log report generation capability to aid
it Reduction and Repore210 T¢Port generation capabilty that i detecting and assessing anomalous activities.
3108 e i) supports on-demand audit record review, analysis, and reporting requirements | Functional | Intersects With | Monitoring Reporting MON-06 5
land after-the-fact investigations of incidents; and
i) does not alter the original content or time ordering of audit records.
Integration of Records with |The Supplier shall integrate audit record . @ report Event Log Analysis & IMechanisms exist to ensure event log reviews include analysis and triage
3109 Int Ieng(r;e\:? of Records wit pr:cezsgs\:; shall integrate auw\véerﬁg;(;e;\;wm;:eg; ;Magemer:“ ;fmm‘fr\g Functional Intersects With ven! L‘;gﬂg"; lysis MON-17 Z:E:‘g:essmat integrate with the organization's established incident response 8
[The Supplier shall detect, within networks and information systems, malicious. [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Proactive Security Event |2CtIVity affecting, or with the potential to affect, the operation of business USEr Acﬂv\rfv Mﬂm‘lofmg (UAM) solutions to detect and ;eswmli to anomalous
3200 Discovers [Functions and protection of Data even when the activity evades standard Functional Intersects With Anomalous Behavior MON-16  [pehavior that could indicate account compromise or other malicious 5
Y signature-based security prevent/detect solutions (or when standard solutions [pctivities.
Jare not deployable).
[The Supplier shall define examples of abnormal system behaviour to aid in IMechanisms exist to define specific Indicators of Compromise (10C) to
3201 System Abnormaiiies for |detecting malicious activity that is otherwise hard to identify. The Supplier shall Functional | Intersects witn | 'Mdicators agg‘;'“pr‘"“‘” IRO-03  [identify the signs of potential cybersecurity events. 5
ltake appropriate action upon identifying this behaviour.
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Use Indicators of  [The Supplier shall monitor system security alerts and advisories and take action User Activity Monitoring (UAM) solutions to detect and respond to anomalous
3203 Compromise From Alerts [in response using agreed and managed indicators of compromise. Functional | Intersects With | Anamalous Behavior MON-16 behavir that could indicate account compromise or other malicious 5
Jactivities.
[Automated mechanisms exist to detect and alert upon the detection of
[The Supplier shall implement proportionate measures to: lunauthorized hardware, software and firmware components.
) Detect the presence of unauthorised hardware, software, and firmware
Presence of Unauthorised [components within the system using toolin Automated Unauthorized
3204 System Components  |ii) Take the following actions when unauthorised components are detected Functional | Intersects With | "o Sonent Detection AST-02.2 8
disable network access by such components; isolate the components; notify
systems administrators and/or security operations teams.
Mechanisms exist to facilitate the implementation of contingency planning
[The Supplier shall implement well-defined and tested incident management Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor
4100 Response and Recovery  [processes that aim o ensure continuiy of business Functions and protecton of | cyony Subset OF Management System 8CD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
anning Data in the event of system or service failure. Mitigation activities are designed [Continuity & Disaster Recovery (BC/DR) playbooks).
land where possible automated to contain or limit the impact of a compromise.
[Mechanisms exist to implement and govern processes and documentation to
[one Supplier shal estabiish an operational Incident "a"gg;ﬁéjgi:’n‘g?{;‘g facilitate an organization-wide response capability for cybersecurity and data
organisation and incudes lprotection-related incidents.
Incident Handling  [i) Adequate preparation, detection, forensic analysis, containment, recovery, and Incident Response
4104 Capability luser response activities Functional Subset Of Operations 1RO-01 10
i) Tracking, documenting, and reporting incidents to appropriate organisational
officials and/or authorities
i) Sufficient rigour, intensity and scope.
[The Supplier shall establish an operational incident handling capability for ”ﬁt;r:::'rgs‘::\sl to cover:
o iation and ineradie, SYetems thatis applied across the 3 ::la?;!;asted ‘event detection or manual incident report intak
4108 Incident Handing ) Adequate preparation, detection, forensic analysis,containment, recovery, nd | euncional | ntersects With Incident Handiing RO-02  |(4) Containment: s
apability luser response activities 2) Eradication: and
i) Tracking, documenting, and reporting incidents to appropriate organisational &) Recovery.
officials and/or authorities :
i) Sufficient rigour, intensity and scope.
IMechanisms exist to monitor for unauthorized activities, accounts,
4106 Altempted Unauthorised |Tne supplier shall audit the identity of internal users associated with denied Functional | Intersects With | Unauthorized Activities | MON-16.3 |connections, devices and software. 5
Mechanisms exist to incorporate lessons learned from analyzing and
[The Supplier shall, when an incident occurs, incorporate root cause analysis and resolving cybersecurity and data protection incidents to reduce the likelihood
lessons learned information from incident response activities into incident Root Cause Analysis (RCA) lor impact of future incidents.
4200 Lessons Learned  [response procedures, training and testing. The Supplier shall implement the Functional | Intersects With 1RO-13 5

resulting improvements immediately or, at minimum, within 30 days of the
lcompletion of the root cause analysis.

& Lessons Learned

Secure Controls Framework (SCF)
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