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Sec Controls Framework (SCF) Strength of
FDE # FDE Nai Focal Document Element (FDE) Description SCF Control SCF# XD LERETELE ) reng Notes
Control Descri Relationship
P N/A
Part 1 Preliminary and General Functional N/A N/A N/A o
Short title, citation and commencement. This Act may be cited as the Data
Protection Act 2018. It may be cited together with the Data Protection Acts
. No

a1 N/A 1988 and 2003 as the Data Protecuon‘Af:ts 1988 to 201? The Act comes Functional N/A N/A N/A 0
into operation on such day(s) as the Minister may appoint by order, and Relationship
different days may be appointed for different provisions.
Interpretation. Defines key terms used throughout the Act, including: 'Act of
1988’ (Data Protection Act 1988); ‘authorised officer'; ‘chairperson’; ‘civil

52 NA servant'; 'Commission’ (the Data Protection Commission); ‘Commissioner'; o No N/A N/A N/A 0
‘Data Protection Regulation' (GDPR); 'Directive' (Law Enforcement Relationship
Directive 2016/680); 'enactment’; 'local authority'; "Minister'; ‘political
partv': 'public authoritv': and 'prescribe'.
Designation by appropriate authority. Provides that an appropriate

. WA authority may, by designation, make a body or person subject to the Act for | oo No WA WA WA o
purposes of the Data Protection Regulation or Directive where required for Relationship

burposes.

Obligation not to require data subject to exercise right of access in certain
circumstances. Prohibits a person from requiring a data subject to make a
subject access request under the Data Protection Regulation or Directive -
s4 N/A as a condition of employment, provision of a service, or any other purpose, | - Funotional | ol N/A N/A N/A 0
where the request would result in the disclosure of information relating to

spent convictions or sensitive processing activities.

Expenses. Provides that expenses incurred by the Minister in administering No

s5 N/A this Act shall be paid out of moneys provided by the Oireachtas. Functional N/A N/A N/A [
Relationship

Regulations. Empowers the Minister to make regulations for the purposes No

56 N/A of giving effect to this Act, and sets procedural requirements including Functional | o hip N/A N/A N/A [
laving before the Oireachta:
Repeals and revocations. Repeals specified provisions of the Data No
s7 N/A Protection Act 1988 and revokes statutory instruments listed in Schedule | Functional | o ot N/A N/A N/A 0
1. upon the day.
Application of Data Protection Act 1988. Provides savings and transitional
. WA provisions to ensure continuity of legal proceedings, rights, and obligations | No WA WA WA o
under the Act of 1988 pending full transition to the new regime. Relationship
Part2 Di‘a Protection A Functional No N/A N/A N/A o
Establishment day. The Minister shall, by order, appoint a day to be the No
59 N/A establishment day for the purposes of this Act, on which the Data Functional | i N/A N/A N/A [
Protection C comes into existence.
Establishment of Data Protection Commission. On the establishment day
510 o there shall stand established a body to be known as An Coimisin um Functional No . . o o
Chosaint Sonrai or, in English, the Data Protection Commission. Schedule Relationship
2governs its and
Supervisory authority for Data Protection Regulation and Directive.
Designates the Data Protection Commission as the supervisory authority -

s N/A in the State for the purposes of the GDPR and the Law Enforcement Functional A N/A N/A N/A o
Relationship
Directive, and vests it with all powers and functions required under those

Functions of Commission. Sets out the general functions of the
Commission in addition to those assigned under the GDPR and Directive, ®
512 N/A including functions conferred by or under this Act, functions transferred Functional | ¢\ ionship N/A N/A N/A 0
from the former Data Protection Commissioner, and such other functions

as mav be assigned by the Minister.

of functions of Commission by Commi or member of
2 N
s13 o staff. Permits the Commission to authorise a Commissioner or suitably Functional No . . o o
qualified member of staff to perform specified functions on its behalf. Relationship
Transfer of functions of Data Protection Commissioner to Commission. -
514 N/A Transfers all functions of the former Data Protection Commissioner tothe | Functional N/A N/A N/A 0

Relationshij
upon the i day. e

Membership of Commission. Provides for the Commission to consist of a
chairperson and such number of other Commissioners as may be No
515 N/A prescribed, all appointed by the President of Ireland on the nomination of | Functional | o\ oo N/A N/A N/A 0
the Government following a resolution of both Houses of the Oireachtas.

of of C: Sets out the procedure and
for the of the including that the No
516 N/A tee must possess the and necessary for Functional N/A N/A N/A 0

Relationship
the proper and effective performance of the Commission's functions.

removal, i of Ci gibility t
become C Sets out inwhicha C .
517 N/A ceases to hold office, including resignation, incapacity, or removalbythe | - Functional | o\ ol N/A N/A N/A 0
President on the passing of resolutions by both Houses of the Oireachtas.

Acting Commissioner. Allows a suitably qualified member of staff to act in No

518 N/A the place of a Commi in of absence, in ty,or | Functional N/A N/A N/A 0
Relationship

vacancy.
of C to Oireachtas Ct Requires the
519 WA Commissioner, when directed by an Oireachtas Committee, to appear Functional No WA WA WA o
before it to give account of the Commission's activities, subject to legally Relationship
orivileged matters.
Assignment and transfer of staff to Commission. Provides for the transfer
f staff fr the f Data Protecti to th N
520 I of statf rom the former Data Protection Commissioner to the Commission | ¢ oo No e e o o
upon the establishment day, preserving their terms and conditions. Relationship
Staff of Commission. Empowers the Commission to appoint such staff as No

s21 N/A it considers necessary for the performance of its functions, subject to Functional | oo N/A N/A N/A 0
Ministerial consent on numbers and grades. 2
Superannuation of Commissioners. Sets out provisions governing
nefits for C ncluding the applicabl No

benefits for Including the Functional - N/A N/A N/A o

terms, pension entitlements, and references to relevant superannuation Relationship
legislat

Accounts of Commission. Requires the Commission to keep proper No

5.23 N/A accounts, to be audited annually by the Comptroller and Auditor General. | Functional S N/A N/A N/A 0
Relationship

Annual report. Requires the Commission to prepare and publish an annual No

5.24 N/A report of its activities, to be laid before both Houses of the Oireachtas. Functional S N/A N/A N/A 0
Relationship

for accounts of C Requires the of o
5.25 N/A the Commission to appear before the Committee of Public Accounts to Functional e N/A N/A N/A ]
account for the Ci expenditure when directed. ©
on disclosure of Prohibits the
5.26 N/A Commission, its Commissioners, and staff from disclosing confidential Ennetionel NO X N/A N/A N/A 0
information obtained in the performance of their functions, subject to Relationship
specified
on disclosure of by persons engaging
with Commission in connection with relevant function. Extends the No
5.26A NA ition on disclosing i jonto persons whoengage | Functional | ol A A NA 0
with the Commission in connection with a relevant function under the
GDPR.
Civil proceedings for contravention of section 26. Provides that a person
527 N/A who suffers loss or damage as a result of an unauthorised disclosure under oo No N/A N/A N/A 0
section 26 or 26A may bring civil proceedings for damages against the Relationship
person il
Part3 Data Protection | /A Funotional No N/A N/A NA 0
Regulation

Secure Controls Framework (SCF) 10f9



NIST IR 8477-Based Set Theory Relations|

Mapping (STRM)

Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM

FDE #

Part 3 - Chapter 1

FDE Nai

General

com/start pping-

Focal Document Element (FDE) Description

N/A

Functional

STRM
Relationship
No

LIRS Ireland - Data Protection Act (DPA) (2018)

lawreform.ie/eli/2018/act/’

Focal URL:
Published STRM URL:

SCF Control

N/A

SCF#

N/A

\-dpa-2018.pdf

Secure Controls Framework (SCF)
Control Desc

N/A

Strength of
Relationship

0

Notes.

N/A

Fees. The Commission may, with the consent of the Minister, prescribe
fees to be paid to it for performance of its functions under Article 57(1)(r)
and (s) of the GDPR, and in relation to manifestly unfounded or excessive
requests under Article 57(4).

Functional

No
Relationship

N/A

N/A

N/A

N/A

Child for purposes of application of Data Protection Regulation. For the
purposes of applying the GDPR in the State, a ‘child’ means a person under
the age of 18 vears.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Micro-targeting and profiling of children. It is an offence under this Act for
any company or corporate body to process the personal data of a child for
the purposes of direct marketing, profiling, or micro-targeting. Such an
offence is punishable by an administrative fine under section 141.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Consent of child in relation to information society services. Sets the age of
consent for information society services at 16 years for the purposes of
Article 8 GDPR. or services luded from the
definition of information society services for this purpose. The Minister is
required to review this age threshold within four years of commencement.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Codes of conduct: children. Requires the Commission to encourage the
drawing up of codes of conduct under Article 40 GDPR addressing the
protection of children, parental consent, safeguards for children’s data,
and restrictions on direct marketing and profiling of children.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Right to be forgotten: children. Requires controllers to erase personal data
of data subjects who were children when the data was collected in
connection with information society services, upon request, in accordance
with Article 17 GDPR. Controllers who have disclosed such data to other
controllers must take reasonable steps to inform those controllers of the
erasure request.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Designation of data protection officer. Empowers the Minister to make

requiring and bodies to
designate a data protection officer under Article 37(4) GDPR, having regard
to the need for data protection.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Accreditation of certification bodies by Irish National Accreditation Board.
Designates the Irish National Board as the

body in the State for the purposes of Article 43 GDPR, responsible for
accrediting certification bodies that issue data protection certifications.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Suitable and specific measures for processing. Sets out what suitable and
specific measures to safeguard fundamental rights and freedoms may
include when such measures are required by this Act, including explicit
consent, pseudonymisation, data minimisation, staff training, access
controls. and internal review

Functional

No
Relationship

N/A

N/A

N/A

N/A

Limitation on transfers of personal data outside the European Union.
Empowers the Minister, in the absence of an adequacy decision under
Article 45 GDPR, to make regulations restricting transfers of categories of
personal data to a third country or international organisation for important
reasons of public policy.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Processing for a task carried out in the public interest or in the exercise of
official authority. Processing of personal data is lawful to the extent it is
necessary and proportionate for the performance of a statutory function of
a controller, for administration of non-statutory schemes backed by
statutory functions, or for preserving the Common Travel Area. The Minister
may specify additional public interest tasks by regulation.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Communication with data subjects by political parties, candidates for and
holders of certain elective political offices. Processing of personal data for
direct marketing communications to data subjects by political parties,
candidates, and elected officeholders is lawful where suitable and specific
measures are taken, subject to the right to object under Article 21 GDPR.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Processing of personal data and special categories of personal data by
elected g by elected (members
of the Oireachtas, MEPs, and local authority members) is lawful where
necessary to respond to requests or representations made on behalf of
data subjects, subject to suitable and specific measures.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Processing for purpose other than purpose for which data collected.
Processing personal data for a purpose other than that for which it was
collected is lawful to the extent it is necessary and proportionate for
preventing threats to national security, defence, or public security; for
preventing serious loss or damage to persons or property; or for other
specified public interest purposes.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. Permits processing of
personal data and special categories for archiving, scientific or historical
research, and statistical purposes, subject to suitable and specific
safeguards, and provides for derogations from certain data subject rights in
this context.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Data processing and freedom of expression and information. Provides that
processing of personal data is lawful where necessary for the purposes of
journalistic, academic, artistic, or literary expression, to the extent it is in
the public interest and proportionate, balancing privacy with freedom of
expression. The Commission may refer questions of law to the High Court.

Functional

No
Relationship

N/A

N/A

N/A

N/A

Data processing and public access to official documents. Provides that
personal data in records may be disclosed under a Freedom of Information
request, and environmental information may be disclosed under the
Accessto onthe subject to the
GDPR and this Act.

Functional

No
Relationship

N/A

N/A

N/A

Part 3 - Chapter 2

Processing of Special
Categories of Personal
Data and Processing of

Personal Data Relating to
Criminal Convictions and
Offences

N/A

Functional

No
Relationship

N/A

N/A

N/A

N/A

Processing of special categories of personal data. Sets out the conditions
under which processing of special categories of personal data as defined
in Article 9 GDPR is lawful in the State, supplementing the derogations
provided in Article 9(2) and requiring suitable and specific safeguards in all
cases.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

N/A

Processing of special categories of personal data for purposes of
employment and social welfare law. Processing of special categories of
personal data is lawful where necessary for the purposes of carrying out
obligations and exercising rights in the field of employment law, social
security law, and social protection law, subject to appropriate safeguards.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

N/A

Processing of special categories of personal data for purpose of legal
advice and legal proceedings. Processing is lawful where necessary for the
purposes of providing or obtaining legal advice or for use in legal
proceedings, prospective legal claims, or for establishing, exercising, or
defending legal rights.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# Notes
Rationale Control Desc Relationship
Processing of personal data revealing political opinions for electoral Mechanisms exist to restrict collecting, receiving, processing, storing,
activities and functions of Referendum Commission. Processing of transmitting, sharing and/or updating Personal Data (PD) to:
personal data revealing political opinions is lawful where carried out in the Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
.48 N/A course of electoral activiies by apolitcal party, a candidate for eloction, | Functional | Itersects With| 028 "8 EESRI | PRI05.4 | notice(s): 5
an elected officeholder, or by An Coimisitin Toghchéin in performance of its (2) What is authorized by the data subject, or authorized agent; and
functions. (8) What s consistent with applicable laws, regulations and
Processing of special categories of personal data for purposes of Mechanisms exist to restrict collecting, receiving, processing, storing,
of justice and functions. is transmitting, sharing and/or updating Personal Data (PD) to:
lawful where necessary for the administration of justice and the Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
5.49 N/A performance of statutory functions by courts, tribunals, and other bodies | Functional | Intersectswith| 8% PR TR BRI | PRI05.4 [ notice(s): 5
exercising judicial or quasi-judicial functions. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
Processing of special categories of personal data for insurance and Mechanisms exist to restrict collecting, receiving, processing, storing,
pension purposes. Processing is lawful where necessary for the transmitting, sharing and/or updating Personal Data (PD) to:
of risk orthe ofan pension Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
550 N/A contract, or where necessary for management, administration, or Functional | Intersects with | 228" 5B O | PRI06.4 - [notice(s); 5
enforcement of a pension scheme, subject to specified conditions. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
Processing of special categories of personal data and Artiole 10 data for Mechanisms exist to restrict collecting, receiving, processing, storing,
reasons of substantial public interest. Regulations may be made transmitting, sharing and/or updating Personal Data (PD) to:
authorising processing of special categories of personal data and Article Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
551 N/A 10 data (eriminal convictions and offences) where nocessary for easons of | Functional [ Intersectswith| 8% PR TR BRI | PRI05.4 [ notice(s): 5
substantial public interest, identifying the specific public interest and the (2) What is authorized by the data subject, or authorized agent; and
safeguards required. (8) What s consistent with applicable laws, regulations and
Processing of special categories of personal data for purposes of Article Mechanisms exist to restrict collecting, receiving, processing, storing,
8(2)(h). Processing is lawful for the purposes of preventive or occupational transmitting, sharing and/or updating Personal Data (PD) to:
medicine, medical diagnosis, the provision of health or social care, Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
552 N/A management of health or social care systems, or pursuant to a contract Functional | Intersects with | 228" 5B O | PRI06.4 - [notice(s); 5
with a health practitioner, where undertaken by or under the responsibility (2) What is authorized by the data subject, or authorized agent; and
of a health practitioner or a person bound by an equivalent duty of (8) What s consistent with applicable laws, regulations and
Processing of special categories of personal data for purposes of public Mechanisms exist to restrict collecting, receiving, processing, storing,
interest in the area of public health. Processing is lawful where necessary transmitting, sharing and/or updating Personal Data (PD) to:
for public health reasons, including protection against serious cross- Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
553 N/A border threats to health and ensuring high standards of quality and safety | Functional | Intersectswitn| 0282 "R BRI | PRI05.4 [ notice(s): 5
of health care and medicinal products, subject to suitable and specific (2) What is authorized by the data subject, or authorized agent; and
measures. (3) What s consistent with laws, ions and
Processing of special categories of personal data for archiving purposes in Mechanisms exist to restrict collecting, receiving, processing, storing,
the public interest, scientific or historical research purposes or statistical transmitting, sharing and/or updating Personal Data (PD) to:
purposes. Permits processing of special categories for archiving, research, Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
554 N/A and satistical purposes subject t suitable safeguards and derogations | Functional | Intersects With| (2% To8 SRR | PRI05.4 | notice(s): 5
from certain data subject rights where necessary. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
Processing of personal data relating to criminal convictions and offences. Mechanisms exist to restrict collecting, receiving, processing, storing,
Processing of personal data relating to criminal convictions and offences transmitting, sharing and/or updating Personal Data (PD) to:
under Article 10 GDPR is lawful only when carried out under the control of Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
555 N/A offiial authority or when authorised by regulations made under section 51. | Functional | Inersects With| (2% "o8 SRR | PRI05.4 | notice(s): 5
Regulations must identify the substantial public interest concerned and (2) What is authorized by the data subject, or authorized agent; and
required safeguards. (3) What s consistent with laws, ions and
Rights, and Restrictions | N/A
of Rights, of Data Subject o
Part3- Chapter 3 and Restrictions on Functional e N/A N/A N/A )
> Relationship
Obligations of
Controller
Right of access to resuls and scripts of examination and results of appeal. axist to provide ata subjocts the abily tor
The right of access under Article 15 GDPR applies to examination scripts 1) Avanss thetr Poraanat Data (PD) that i bormé rossesed, tored and
and results, but access may be restricted to deferred access (after results
] erresul shared, except where the burden, risk o expense of providing access
are published) and may exclude third-party information. Defines ‘script’ ould b drapraportionsto t the bangfit affered o the data subyest
broadly to include written, digital, audio, and visual examination work.
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
) Data Subject °
56 N/A Functional [ Intersects With| 5 PO PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Rights in elation o automated decision making. For the purposes of ot provide ta subjocts the abiliy to
Article 22(2)(b) GDPR, the right not to be subject to automated decision- (1) Access their Personal Data (PD) that is being processed, stored and
making shall not apply where the decision s authorised or required by or o
° shared, except where the burden, risk or expense of providing access
under an enactment containing appropriate safeguards, or is necessary for would be disproportianate to the benefit offered to the data subject
the performance of a contract, provided suitable measures to safeguard >
through granting access;
the data subject are taken. (2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
557 N/A Functional | Intersects With Data Subject PRI-06 |disposed; 5
Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Direct markeing for purposes of Ariclo 21. For the purposes of Artcle axistto provide ata subjocts the abily tor
21(2) and (3) GDPR, data subjects have the right to object to processing of (1) Access their Personal Data (PD) that is being processed, stored and
their personal data for direct marketing purposes at any time, and e
shared, except where the burden, risk or expense of providing access
controllers must make this right clearly and separately visible from other would be disproportionats to the benefit ffered to the data subject
information. through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject ;
58 N/A Functional | Intersects With PRI-06 |disposed; 5

Empowerment

(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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Restriction on right of data subject to object to processing for election
purposes and processing by Referendum Commission. The right to object
under Article 21 GDPR does not apply to processing of personal data
revealing political opinions carried out in the course of electoral activities
by a political party, candidate, or elected officeholder, or by An Coimisiin
Toghchain.

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,

received, processed, stored, transmitted, shared, updated and/or

Data Subject
559 N/A Functional | Intersects With PRI-06 |disposed; 5

Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Restrictions on obligations of controllers and rights of data subjects for exist o provide data subjects the abiliy to:
important objectives of general public interest. Restricts the rights and (1) Access thel Pesonal Data (PD) that s being prooessed, stored and
obligations in Articles 12-22 and Article 34 GDPR to the extent necessary shared, excopt where the burdan, risk or oxpanse of providing access
and proportionate to safeguard cabinet confidentiality, parliamentary would be disproportionate to the benefit offered to the data subject
privilege, national security, defence, public security, prevention of crime, through granting access:
revenue collection, civil procoedings, and professional regulatory (2) Obtain answers on the specifics of how their PD is collected,
functions. The Minister may also make regulations imposing further roceived, procossed, stored, transmitted, shared, updated and/or
60 WA restrictions for additional public interest objectives. Functional | ntersects With Data Subject PRIL0G  |disposed s
Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Restriction on exercise of data subjects' rights: archiving purposes in the existto provide deta subjects the abilly to:
public interest, scientific or historical research purposes or statistical (1) Access their Personal Data (PD) that is being processed, stored and
purposes. Restricts data subject rights under Articles 15, 16, 18, and 21 shared, except where the burden, sk or expense of providing acoess
GDPR to the extent that exercising those rights would seriously impair the would be disproportionate to tho benclit fferd to the data subjoct
achievement of archiving, research, or statistical purposes, subject to
through granting access;
appropriate safeguards. (2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject
.61 N/A Functional |Intersects With Empoworment PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Provisions Consequent | N/A
Part4 on Repeal of Gortain Functional No N/A N/A N/A o
Provisions of Data Relationship
Protection Act 1988
Transfer of property of Data Protection Commissioner to Commission. All
62 WA property, real and personal, of the former Data Protection Commissioner | o No WA WA WA o
vestsinandis to the C on thy day. Relationship

Transfer of rights and liabilities of Data Protection Commissioner to
Commission. All rights and liabilities of the former Data Protection No
563 N/A Commissioner arising by virtue of any contract of commitment transfer to | - Funetional. | ol N/A N/A N/A [
the Commission on the establishment day and may be enforced by or

against the C

Liability for loss occurring before establishment day. Claims in respect of
any loss or injury arising from the performance of the former Data No
564 N/A Protection Commissioner's functions before the establishment day may be | Functional | o\ o N/A N/A N/A 0
brought against the Commission as if the loss had occurred after

Provisions consequent upon transfer of functions, assets, rights and
liabilities to Commission. Provides for continuity of legal proceedings,

No
5.65 N/A instruments, and references to the former Data Protection Commissioner | - Functional | o\ N/A N/A N/A 0
after the i day, the C in all relevant 2
contexts.

Final accounts and final annual report of Data Protection Commissioner.
The Commission must prepare final accounts and a final annual report for

No
566 N/A the former Data Protection Commissioner covering the period up to the Functional [ o N/A N/A N/A 0
establishment day, to be audited and laid before the Oireachtas within P
specified
Saver for scheme relating to superannuation. Superannuation schemes
s67 WA made under the Data Protection Act 1988 that were in force immediately Functional No WA WA WA o
before commencement of the repeal provisions continue in force as if Relationship
made under the ing provisions of this Act.
Saver for regulations under Act of 1988. Regulations made under the Data
68 WA Protection Act 1988 that were in force immediately before commencement | No WA WA WA o
of the repeal provisions continue in force to the extent not inconsistent Relationship
with this Act.
Processing of Personal |N/A No
Parts Data for Law Functional y N/A N/A N/A 0
Relationship
Purposes
i N/A N No
Part 5 - Chapter 1 Preliminary and General Functional AN N/A N/A N/A o

Interpretation (Part 5). Defines key terms for Part 5 including: 'biometric
data’; ‘competent authority' (public authorities and other bodies
authorised by law for prevention, investigation, detection or prosecution of No
5.69 N/A criminal offences and execution of criminal penalties); ‘controller'; Functional | oo o chip N/A N/A N/A o
‘personal data breach’; ‘processor; ‘profiliny ; ‘restriction of

processing’; and ‘supervisory authority". Also specifies how terms align
with the Law_ Directive.

Application of Part 5. Part 5 applies to processing of personal data by or on
behalf of a controller where processing is carried out for law enforcement

570 N/A purposes detaction, ion of criminal Functional (% N/A N/A N/A 0
offences, execution of criminal penalties, and safeguarding against threats Relationship
to public security), whether by automated o non-automated means that
form part of a relevant filing svstem.
General Principles of |N/A N
Part 5 - Chapter 2 eneral Principles of Functional No. N/A N/A N/A 0

Data Protection

Processing of personal data. Sets out the data protection principles

licable to law and faimess; ) .
imitation: acequacy and relovance: aceuracy: storage lmitation Mechanisms exist to limit the collection, receiving, processing, storage,
! ; ; ; ; o
purpose uacy ¥ storag Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
s71 N/A integrity and and Also Functional | Intersects With PRI-01.11 5
Practices to consumer for whatis necessary
obligations for distinguishing personal data of different categories of data ’
BuISTINg and proportionate.
subjects and for distinguishing facts from personal assessments.
Security measures for personal data. Controllers must implement
appropriate technical and organisational security measures to protect Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
572 N/A personal data against accidental or unlawful destruction, loss, alteration, | Functional | Intersects With Y °0) PRI-01.6 | and physical security safeguards that are sufficient and appropriately 5

or unauthorised disclosure or access. Processors must act only on scoped to protect the confidentiality and integrity of the PD.
from the controller.
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FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# Notes
Rationale Control Desc Relationship
Processing of special categories of personal data (Part 5). Processing of Mechanisms exist to restrict collecting, receiving, processing, storing,
special categories of personal data in the law enforcement context is transmitting, sharing and/or updating Personal Data (PD) to:
permitted only where strictly necessary, subject to appropriate Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
573 N/A safeguards, and carried out under specific authorisation or as otherwise Functional | Intersets with |~ 2% T8 o PRI-05.4 notice(s); 5
prescribed. (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Data quality. Controllers must take all reasonable steps to ensure that
ot o o ot ot Mechanisms exist to ensure the accuracy and relevance of Personal
v
per: 18 inaccurate, incomplete, ger up § Personal Data (PD) Data (PD) throughout the information lifecycle by:
574 N/A transmitted or made available. They must verify data quality at the source | Functional |Intersects With PRI-05.2 5
Accuracy & Integrity (1) Keeping PD up-to-date; and
and ensure that personal data transmitted to competent authorities is h
(2) Remediating identified inaccuracies, as necessary.
updated with or deletions.
Obligations of N/A o
Part 5 - Chapter 3 Controllers and Functional N/A N/A N/A 0
Relationship
Processors
General obligations of controller with regard to technical and
i measures. Controllers must implement
DA — g s with Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
575 N/A echnical and organisational measures to ensure processing complies wi Functional | Intersects With Y PRI-01.6 | and physical security safeguards that are sufficient and appropriately 5
Part 5, and must review those measures at regular intervals. They must (PD)
scoped to protect the confidentiality and integrity of the PD.
also maintain sufficient to
Data protection by design and by default. Controllers must implement
data protection by design and by default, taking into account the state of Security of Porsonal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
.76 N/A the art, the cost of implementation, and the nature, scope, context, and Functional | Intersects With D) PRI-01.6 | and physical security safeguards that are sufficient and appropriately 5
purposes of processing, to ensure that only personal data necessary for scoped to protect the confidentiality and integrity of the PD.
each specific purpose is pr "
Security of Controllers and must
implement appropriate technical and organisational measures to ensure a Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
s77 N/A level of security appropriate to the risks arising from automated Functional | Intersects With Y 0) PRI-01.6 | and physical security safeguards that are sufficient and appropriately 5
processing, including measures to prevent unauthorised access to scoped to protect the confidentiality and integrity of the PD.
quipment
Technical and organisational measures. Specifies particular technical and
measures that must , including ) Mechanisms exist to ensure Personal Data (PD) is protected by logical
P ! Security of Personal Data
578 N/A measures to ensure ongoing confidentiality, integrity, availability, and Functional | Intersects With D) PRI-01.6 | and physical security safeguards that are sufficient and appropriately 5
resilience of processing systems, and the ability to restore availability scoped to protect the confidentiality and integrity of the PD.
following incidents.
Joint controllers. Where two or more controllers jointly determine the
purposes and means of processing, they are joint controllers and must by Joint Processingof Mechanisms exist to clearly define and communicate the
s79 N/A agreement determine their respective responsibilties for compliance it | Functional | Intersects With| 217 Mocese! (iD) PRI-07.2 organization's role in processing Personal Data (PD) in the data 5
Part 5, making the essence of the arrangement available to data subjects. processing ecosystem.
Processors. Controllers must only use processors providing sufficient
to technical and Data Privacy o ) ) ,
y S N . A Mechanisms exist to include data privacy requirements in contracts
measures in compliance with Part 5. Processing by a processor must be
5.80 N/A P! gbyap Functional | Intersects With q PRI-07.1 | and other acquisition-related documents that establish data privacy 5
governed by a binding contract or legal act. Processors may not sub- Contractors & Service o '
" A f " roles and responsibilities for contractors and service providers.
contract without prior specific or general written authorisation of the Providers
controller.
Record of data processing activities. Controllers and processors must Mechanisms exist to document Personal Data (PD) processing
maintain a record of all categories of processing activities carried out on bocumenting Data activities that covers collection, receiving, processing, storage,
.81 N/A their behalf, containing specified information about the processing. The Functional | Intersects With pmessingAinS PRI-14 | transmission, sharing, updating and/or disposal actions with sufficient 5
record must be made available to the Commission on request. detail to demonstrate conformity with applicable statutory, regulatory
and i
Data logging for automated processing system. Controllers must maintain Mechanisms exist to document Personal Data (PD) processing
logs for collection, alteration, consultation, disclosure, combination, and Documenting Data activities that covers collection, receiving, processing, storage,
.82 N/A erasure of personal data in automated processing systems, for the Functional [ Intersects With| "o mon T8 48 PRI-14 | transmission, sharing, updating and/or disposal actions with sufficient 5
purpose of verifying lawfulness and self-monitoring. e detail to demonstrate conformity with applicable statutory, regulatory
and
Cooperation with Commission. Controllers and processors must
o8 WA with the C inthe fitstasksunderPart | (oot witn| SO, Regulatory& | | Mechanisme exis to faciltate the identification and implementation of s
5 and must make available all information necessary to demonstrate Contractual Compliance relevant statutory, regulatory and contractual controls.
ga“’ "’““"C“"é‘ "‘:‘”’““‘ assesj’“em a"‘: "’c‘j"zw"s:‘"a[‘m" with . Mechanisms exist to conduct a Data Protection Impact Assessment
ommission. Controllers must carry out a data protection impact
ssi ary A P imp Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
.84 N/A assessment prior to processing likely to result in a high risk to data Functional | Intersects With RSK-10 h 5
ces: ytore : Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
subjects. Where a DPIA indicates a high risk that cannot be mitigated, the
‘ ° remediate reasonably-expected risks.
controller must consult the C prior to
Notification of personal data breach by processor. A processor must notify exist to timely-report incidents to
Incident Stakehold 1) Internal stakeholders;
o5 A the controller without undue delay after becoming aware of a personal Functional | intersects witn|  Ineident Stakehotder | (1) Internal stakeholders; R
data breach. Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Notification of personal data breach to Commission, etc. Controllers must )
tify the C: . | data b h without undue del: d exist to 1§ incidents to
notify the Commission of a personl data breach withiout undue delay and, Incident Stakeholder (1) Internal stakeholders;
.86 N/A where feasible, not later than 72 hours after becoming aware of it, unless | Functional |Intersects With 1RO-10 5
" Reporting (2) Affected clients & third-parties; and
the breach s unlikely to result in a risk to the rights and freedoms of data
(3) Regulatory authorities.
subiects.
Communication of personal data breach to data subject. Where a personal
data breach is likely to result in a high risk to the rights and freedoms of CyberIncident Reporti
ata breach s tkely to resultin a high rskcto the fights and freedoms of yber Incldent Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
.87 N/A data subjects, the controller must communicate the breach to the data Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 s imely monen 5
subject without undue delay, subject to specified exceptions. Data :
Data protection officer. Controllers (other than courts acting in a judicial Mechanisms exist to appoint a Data Protection Officer (DPO):
capacity) must appoint a data protection officer possessing expert bata Protection Officer (1) Based on professional qualifications; and
.88 N/A knowledge of data protection law and practice. Two or more controllers Functional | Intersects With or0) PRI-01.4 | (2)Tobeinvolved in allissues related to how Personal Data (PD) is 5
may jointly appoint a DPO. Sets out the DPO's tasks, independence, and collected, received, processed, stored, transmitted, shared, updated
bosition within the organisati and/or disposed.
N/A
Rights, and Restriction of ) No
Part5 - Chapter 4 Functional - N/A N/A N/A 0
P Rights, of Data Subject Relationship
Rights in relation to automated decision making (Part 5). Decisions Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
.89 N/A producing adverse legal effects for a data subject shall not be based solely | Functional | Intersects With|  Making Technology PRI-19 |Decision-Maki (ADMT) where replaces, or 5
on including profiling, unless by law. (ADMT) For Data Subject replaces, human conforms with all
Right to information. Controllers must ensure data subjects are provided Mechanisms exist to:
with information about the identity of the controller, the DPO's contact (1) Make data privacy notice(s) available to individuals upon first
.90 N/A details, the purposes of processing, and data subject rights, includingthe | Functional ~[IntersectsWith|  Data Privacy Notice PRI-02 i with an organization and as ; 5
tight to lodge a complaint with the Commission. The information may be (2) Ensure that data privacy notices are clear and easy-to-understand,
brovided via the controller's website. relevant about how Personal Data (PD) is
::gm o"acﬁess.thl:a stl::l]‘ec(s have Lu;e‘ngm lt;obtam conﬂm;auodn fn;m exist to provide data subjects the abilly to
'@ controller whether their personal data are being processed and, where (1) Access their Personal Data (PD) that is being processed, stored and
s0, to receive a copy of the data, together with information about the. .
. e AR shared, except where the burden, risk or expense of providing access
purposes, categories, reciplents, retentlon periods, origin of data, and the would be disproportionate to the benefit offered to the data subject
right to rectification, erasure, or restriction. "
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject ;
.91 N/A Functional | Intersects With PRI-06 |disposed; 5

Empowerment

(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# XD LERETELE ) o Notes
Relationship Control Desc: Relationship
R\gbhl to V:C(WC:UOH :’ erasbuve a'nd res:\cuor\ Df“DIOCEiS\Hg. D:lﬁ » exist to provide data subjects the ability to:
subjects have the right to obtain from the controller without undue delay (1) Access their Personal Data (PD) that is being processed, stored and
the rectification of inaccurate personal data and, subject to conditions, the
. . . shared, except where the burden, risk or expense of providing access
erasure of personal data or restriction of processing would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Data Subject
.92 N/A Functional | Intersects With PRI-06 |disposed; 5
Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Communication with data subject. Sets out the manner in which
controllers must respond to data subject rights requests, including
timelines, form of response, and rules on extending the period for response
in complex cases.
Mechanisms exist to maintain a process to efficiently and effectively
Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
.93 N/A Functional | Intersects With VAN, PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
& collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Restrictions on exercise of data subject rights (Part 5). Data subject rights
der Chapter 4 b tricted to th tent d Mechanisms exist to limit the collection, receiving, processing, storage,
under Chapter 4 may be restrictec to the extent necessary an Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
s.94 N/A proportionate to avoid obstructing official or legal enquiries, investigations | Functional | Intersects With PRI-01.11 5
Practices to consumer for what is necessary
or procedures; to avoid prejudicing prevention, detection, investigation or N
av ° and proportionate.
of criminal offences: to protect public security: to protect the
Indirect exercise of rights and verification by Commission. Where a
controller restricts data subject rights, the data subject may ask the
Commission to verify the lawfulness of the restriction. The Commission o
.95 N/A shallnform the data subect whether it has verified compliance, without |~ Functional [ 19 N/A N/A N/A )
prejudice to Commission enforcement powers. i
Transfers of Personal |/
Data to Third Count N
Part5 - Chapter 5 ata fo Third Bountries Functional © N/A N/A N/A o
or International Relationship
Organisations
Transfer to third country or international organisation. Personal data Mechanisms exist to implement and manage Binding Corporate Rules
o6 A processed under Part s may be transferred to a third country or Functional | intersacts witn | Ending Corporate Rutes | L | (BCR) (e.g. data sharing agreement) to legally-bind all parties engaged R
international organisation only where the transfer is necessary for a law (BCR) in a joint economic activity that contractually states enforceable rights
burnose. the receiving authority is for that on data subiects with regard to the of their personal data.
Adequacy decision. Transfers may be made to third countries where the
European Commission has adopted an adequacy decision in respect of Mechanisms exist to implement and manage Binding Corporate Rules
ion. Binding Corporate Rules BCR) (e.., data sharing agreement) to legally-bind all parties engaged
697 NA that country, recognising that it ensures an adequate level of protection. Functional | Intersects With g Corp PRI01.5 |BCRI (o8 g ag ) to legally- P gag 5
(BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
L'E"S'e' Sl“”‘““ t© a"‘"z“”a‘z safe:f‘a:dls' Inthe a’,’sf"c"“"' an Zd"“‘”“y Mechanisms exist to implement and manage Binding Corporate Rules
lecision, transfers may be made subject to appropriate safeguards
Y i ppropri 8 Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
.98 N/A provided for i a legally binding instrument, binding corporate rules, Functional | Intersects With pRI-01.5 |0 5
> (BCR) in a joint economic activity that contractually states enforceable rights
standard data protection clauses adopted by the Commission, or .
on data subjects with regard to the processing of their personal data.
clauses authorised by a supervisory authority.
Derogations for specific situations. In the absence of an adequacy decision
or appropriate safeguards, transfers may be made in specific situations Mechanisms exist to implement and manage Binding Corporate Rules
0 WA including protection of vital interests, prevention of a serious and Functional | intersccts witn | BMGing Corporate Rules | | (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged s
immediate threat to public security, or in individual cases for law (BCR) in a joint economic activity that contractually states enforceable rights
enforcement purposes where necessary. on data subjects with regard to the processing of their personal data.
Transfer o recipient n tird country. A controller or processor may transfer Mechanisms exist to implement and manage Binding Corporate Rules
data to a recipient in a third country only with the prior authorisation of the
S Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
5.100 N/A controller from which the data was obtained, subject to specified Functional | Intersects With pri015 | 5
" (BCR) in a joint economic activity that contractually states enforceable rights
conditions.
. on data subjects with regard to the processing of their personal data.
N/A
Independent Supervisory ) No
Part5 - Chapter 6 Functional e N/A N/A N/A 0
Authority Relationship
Functions of C der Part 5. The C funot d N
5.101 N/A unetions o under varts. The Unetions under | - pynctional o N/A N/A N/A 0
Part 5 include and enforcing promoting public
Power of the Commission to advise and issue opinions. The Commission
may advise the Oireachtas, the Government, and public authorities on
102 WA legislative and administrative measures relating to the protection of Functional No WA WA WA o
personal data in the law enforcement context, and issue opinions on Relationship
matters referred to it.
Mutual assistance. The Commission shall cooperate with and provide
mutual to other EEA supervisory inthe No
5.103 N/A oftheir functions under the Directve to ensure consistent applicationand |~ Functional | oo co o N/A N/A N/A 0
enforcement.
Requests by C for mutual The C may
104 WA make requests for mutual assistance to supervisory authorities in other Functional No WA WA WA o
EEA states for information and the carrying out of supervisory measures, Relationship
and must respond to reauests received from other supervisory
N/A
Enforcement of Data No
Part6 Protection Regulation Functional ) N/A N/A N/A )
Relationship
and Directive
N/A o
Part 6 - Chapter 1 Preliminary Functional e N/A N/A N/A )
Relationship
108 A Interpretation (Part 6). Defines terms for Part 6 including: ‘complaint; Functional No A A A o
: 3 report’; relevant *(the GDPR and
Service of documents (Part 6). Provides rules for the service of documents
106 WA under Part 6, including service by post, electronic means, or personal Functional No WA WA WA o
delivery, and provisions for service on companies and partnerships. Relationship
N/A
Enforcement of Data ) No
Part 6 - Chapter 2 ree ) Functional N/A N/A N/A 0
Protection Regulation Relationship
Interpretation (Chapter 2). Defines ‘competent supervisory authority’, ) No
5107 NA pretation (Chapter 2). Defl petent supervisory authority Functional N/A N/A NA 0
‘cross-bord . lead supervisory authority'. and 'main
Complaints under Chapter 2: General. Where a complaint is lodged, the
N
108 A Commission must acknowledge receipt in writing and inform the Functional o WA WA WA o

complainant of their right to judicial remedy under section 150 and, where
licable. that a supervisorv authority of another Member State is the

Relationship
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Relationship Control Desci Relationship

Commission to handle complaint under Chapter 2. Sets out the
c 's when handling including carrying o

5109 N/A out a suffiient investgation, notiying the controllr o processor, deciding | Functional | g o\ N/A N/A N/A 0
on admissibility, and issuing a decision within three months or informing
the of delavs.
Commission may conduct inquiry into suspected infringement of relevant
enactment. The Commission may, of its own volition, conduct an inquiry o

5110 N/A into a suspected infringement of the GDPR or relevant provisions of this Act | Functional | o\ N/A N/A N/A 0
where it has grounds to suspect i P

Decision of Commission where inquiry under Chapter 2 conducted of own
volition. Following an own-volition inquiry, the Commission must decide .
5111 N/A whether an infringement has occurred and, if so, whether to exercise a Functional | ¢ icnchip N/A N/A N/A [
corrective power and which power to exercise.

Decision of Commission where inquiry conducted in respect of complaint
towhich Article 55 or 56(5) applies. Sets out the Commission's decision- No

5112 N/A Functional N/A N/A N/A [
making procedure following an inquiry into a complaint in which it is the Relationship
supervisorv authority under Article 55 or 56(5) GDPR.
Complaint to which Article 60 applies. Sets out the procedure for cross-
border where the C is the lead supervisory authority No
5113 N/A under Article 56 GDPR, including cooperation with concerned supervisory | Functional N/A N/A N/A [
i Relationship
authorities.
Commission to adopt decision in certain circumstances. The Commission
sS4 o must adopt a decision where a complaint relates to processing carried out | ¢ o No T T o o
by a controller or processor not established in the EEA. Relationship
Exercise by Commission of corrective power. The Commission may,
s115 o following an inquiry or complaint, exercise corrective powers including RN No T T o o
issuing warnings, reprimands, orders to comply, and administrative fines. Relationship
Notification of decision of Commission under Chapter 2. The Commission
s116 o must notiy the controller, processor, and complainant (f any) of its RN No T T o o
decision in writing, including reasons, and inform them of the right to Relationship
iudicial remedy under section 150.
Judicial remedy for infringement of relevant enactment. A data subject may
N
s117 o bring a data protection action in the Circuit Court or High Court wherethey | ¢ o No . . o o
consider their rights under the GDPR or this Act have been infringed, Relationship
seeking or for material and non-
Judicial remedy for i of certain on
transfers of personal data outside the European Union. Provides a judicial .
s17A N/A remedy for data subjects in relation to infringements of appropriate Functional [ o i N/A N/A N/A o
safeguards (binding corporate rules, standard contractual clauses, and i
other transfer isms) on data transfers.
N/A
. No
Part6-Chapter3 | Enforcement of Directive Functional N/A N/A N/A [
Relationship
s WA Interpretation (Chapter 3). Defines ‘competent supervisory authority’, FE— No WA WA WA o
‘ . and 'relevant provision' for the purposes of
Data subject may lodge complaint with Commission. A data subject has No
5119 N/A the right to lodge a complaint with the Commission where they consider Functional | o i N/A N/A N/A o
that of personal data relating to them infringes the Law e
Representation of data subjects. Data subjects may mandate a body,
120 WA organisation, o association that is active in the field of data protectionto | ¢ oo No WA WA WA o
lodge a complaint and exercise data protection actions on their behalf. Relationship
Complaints under Chapter 3: General. Sets out general requirements for
s WA handling complaints under the Directive, including acknowledgement, Functional No WA WA WA o
and ' Relationship
Commission to handle complaint under Chapter 3. Sets out the No
5122 N/A Commission's obligations when handling a complaint relating to Functional | o i N/A N/A N/A 0
under the Directive, including and e
Commission may conduct inquiry into suspected infringements of relevant
123 WA provision. The Commission may conduct an own-volition inquiry into Functional No WA WA WA o
suspected infringements of Part 5 of this Act. Relationship
Decision of Commission in respect of inquiry under Chapter 3 conducted No

s.124 N/A of own volition. Sets out the C 's d king Functional N/A N/A N/A 0
Relationship

following an own-volition inquiry under the Directive.

Decision of Commission where inquiry conducted in respect of complaint No

s.125 N/A under Chapter 3. Sets out the procedure for Commission decisions Functional | o o N/A N/A N/A 0

following an inquiry into a complaint relating to law e

Notification of decision of Commission under Chapter 3. Requires the

16 A Commission to notify the controller, processor, and complainant of its Functionat No A A A o
decision in writing, with reasons and information about the right to judicial Relationship
remedy.
Corrective powers of Commission (Chapter 3). The Commission may
107 A exercise corrective powers including issuing warnings, reprimands, orders | [ No A A A o
to comply, limitation or of , and of data Relationship
flows to third countries.
Judicial remedy for infringement of relevant provision. A data subject may
5128 N/A bring an action in court against a controller or processor where they Ennetionel NO X N/A N/A N/A 0
consider that processing infringes Part 5 of this Act, seeking injunctions, Relationship
or
N/A
Part 6 - Chapter 4 Inspection, Aucit and Functional No N/A N/A N/A 0
Enforcement Relationship
120 A Authorised officers. The Commission may appoint suitably qualified ronctionat No A A A N
members of its staff or other persons as authorised officers for the
Powers of authorised officers. Authorised officers may enter any premises,
130 A inspect and copy documents and records, require persons to produce Functionat No A A A o
information, and exercise other powers necessary for the Commission to Relationship
carry out its functions under the GDPR and this Act.
Search warrants. Where a judge of the District Court is satisfied that there
s131 N/A are grounds for that evidence of a s | Functional (% N/A N/A N/A o
on any premises, the judge may issue a search warrant authorising an Relationship
thorised officer to enter and search the premises.
notice. The C oran officer may serve a
written information notice on a controller or processor requiring it to No
5132 N/A furnish specified information within a stated period, for the purpose of Functional. | i i N/A N/A N/A 0
investigating a suspected infringement.
notice. The C or an authorised officer may serve an
s133 I enforcement notice on a controller or processor requiring it o take or Functional No WA WA WA o
cease taking specified action within a stated period, where the Relationship
Co or officer is satisfied that the controller or processor has
Circumstances in which application may be made to the High Court for
or restriction of of data. The C: may o
5134 N/A apply to the High Court for an order suspending or restricting the Functional N/A N/A N/A 0

Relationship
processing of personal data where there is an urgent need to prevent

serious harm to the rights and freedoms of data subiects.
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Secure Controls Framework (SCF) Strength of
Control Descri Relationship

FDE #

Focal Document Element (FDE) Description SCF Control SCF# Notes

Power to require report. The Commission may require a controller or
processor to prepare and submit a written report on its data processing

N
5135 N/A activities, practices, and compliance measures. Functional e N/A N/A N/A 4
Relationship

Data Protection Audit. The Commission may carry out or commission a

5136 N/A data protection audit of a controller or processor to assess its compliance |  Functional Rmx"nsmp N/A N/A N/A [
with the GDPR, Directive, and this Act
N/A No

Part 6 - Chapter 5 Investigations Functional N/A N/A N/A 0
Relationship

137 WA Investigations. The Commission may, of its own volition or at the requestof [ o No WA WA WA N
the supervisory authority of another Member State. direct one or more
Conduct of investigation under section 137. Sets out the procedure for
conducting an investigation, including the right of the controller or .

5138 N/A processor to respond to notice of the investigation, the power to take Functional | ¢ icnchip N/A N/A N/A [
evidence on oath, and procedural provisions for oral hearings under
Schedule 3.

Investigation report. Following an investigation, the authorised officer must
prepare a written report setting out the findings and submit it to the No

5139 N/A Commission within a specified period. Functional N/A N/A N/A [
Relationship

Commission to consider investigation report. On receiving an investigation N
o

s.140 N/A report, the Commission must consider it and decide whether to take Functional | 19 N/A N/A N/A o
action, initiate or close the matter. P
N/A
N
Part6 - Chapter 6 Administrative Fines Functional © N/A N/A N/A 0
Relationship
o A Power of Commission to decide to impose administrative fine: General. Functional No A A A o
The C may impose fines under Article 83 GDPR
Appeal against administrative fine. A controller or processor subject to an
administrative fine decision may appeal to the Circuit Court within 28 days
. No
s.142 N/A of notification of the decision Functional N/A N/A N/A [

Relationship

Cirouit Court to confirm decision to impose administrative fine. The Cirouit o
5143 N/A Court must confirm the Commission's decision to impose an Functional | oo N/A N/A N/A 0
fine unless the Court sees good reason not to do so. o

N/A

N
Part 6 - Chapter 7 Offences Functional e N/A N/A N/A [
Relationship
a4 WA Unauthorised disclosure by processor. Personal data processed by a FE— No WA WA WA o
processor must not be disclosed by the processor orits or
Disclosure of personal data obtained without authority. Obtaining
personal data and disclosing it to another person without prior authority of
N
s145 o the controller or processor is an offence punishable by the same penalties | ¢ oo o . . o o
as section 144. Relationship
Offences by directors, etc., of bodies corporate. Where an offence under
N
S48 o this Act s committed by a body corporate and is proved to have been Functional No . . o o
attributable to the act or omission of a director, manager, secretary, or Relationship
other officer of the bodv. that person is also auiltv of the offence.
Prosecution of summary offences by Commission. The Commission may
prosecute summary offences under this Act. .

5147 N/A Functional o N/A N/A N/A o
Relationship

NA N
Part6 - Chapter 8 Miscellaneous Functional ° /A /A NA 0
i A General provisions relating to complaints. Sets out general provisions Fonctionat No A A A .
governing the complaint process including the right to bring in
Publication of convictions, sanctions, etc. The Commission may publish
s A about decisions, fines, warnings, and| No A A A o
Gorrective orders issued under this Act, having regard to the right to privacy Relationship
and other relevant
Right to effective judicial remedy (Part 6). Data subjects and controllers
150 A have the right to an effective judicial remedy against decisions of the Functional No A A A o
Commission. Specifies the courts with jurisdiction and the procedures for Relationship
bringing data protection actions.
Privileged legal material. Nothing in this Act requires the production of or
st A authorises the taking of any document subject to legal professional Functional No A A A o
privilege, and authorised officers must return any such document Relationship
during an inspection
Provides for in under this Act,
152 A including that data in the possession of the controller has been processed | g No A A A o
by the controller, and that material found on premises is connected with Relationship
activities carried out on those premises.
Expert evidence. In proceedings under the GDPR or this Act, expert
15 A evidence from a witness with appropriate qualfications or experiencein | L No A A A o
data protection matters is admissible, subject to any direction of the court. Relationship
Immunity from suit. The Commission and its Commissioners, staff, and
s A authorised officers are not personally lable or acts done or omissions Functionat No A A A o
made in the performance of their functions in good faith. Relationship
Jurisdiction of Cirouit Court. Confers jurisdiction on the Circuit Court to o
5155 N/A hear data protection actions where the amount claimed or the relief sought |  Functional | o N/A N/A NA 0
is within the Court's jurisdictit limits. P
Hearing of proceedings. Provides that data protection proceedings shall be o
5156 N/A heard in the appropriate court as expeditiously as possible, and sets out | Functional | oo N/A N/A N/A 0
for the. of data protection litigation. P
NA
No
part7 Miscellaneous Provisions Functional o N/A N/A NA 0
Relationship
Supervisory authority for courts acting in judicial capacity. The judge No
5.157 N/A penisory v 8l pacity. The Judg Functional e N/A N/A NA 0
assigned by the Chief Justice for this purpose shall be for Relationship
Restrictions on obligations of controllers and rights of data subjects for
objective of judicial i and court
Restricts the rights and obligations under the GDPR to the extent ) No
5158 NA ¢ 8 Functional o N/A N/A NA 0
necessary and proportionate to safeguard the independence of the Relationship
judiciary and the integrity of judicial proceedings.
Processing of personal data where court s controller. Where a court is a
controller for GDPR purposes (i.e., not acting in judicial capacity), the
court shall comply with the obligations of a controller under the GDPR, No
5.159 NA " Ply with the oblig Functional N/A N/A NA 0
subject to modifications in this Part. Relationship
Publication of judgment or decision of court or court list. Enables courts to
publish judgments, decisions, and court lists notwithstanding data N
o

5.160 N/A protection obligations, subject to any rules of court and the right to apply Functional Relationship N/A N/A N/A 0
for an order restricting publication of identifying information.
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Rules of court for data protection actions. Empowers the relevant rule-
making authorities to make rules of court governing data protection

X N
5.161 N/A actions, including rules on timelines, costs, and the involvement of the Functional © N/A N/A N/A [
Relationship

Commission.

Legal privilege. Nothing in the GDPR or this Act shall require or authorise

162 A the breach of legal professional privilege or the production of privileged Functional No WA WA WA o
material in proceedings before any court or tribunal. Relationship
Application to High Court concerning adequate level of protection or
163 WA appropriate safeguards. A controller may apply to the High Court for a Functional No WA WA WA o
declaration that a third country or international organisation provides an Relationship
adeauate level of protection or that arein place for
Court may order destruction, erasure of data. In proceedings under this
Act, a court may order a controller or processor to destroy or erase
160 o personal data that was obtained, held, or processed in contravention of Functional No WA WA WA o
the GDPR o this Act. Relationship
N/A
Part8 Amendments of Other Functional No N/A N/A N/A 0
uncti
Acts of Oireachtas Relationship
5.165-166 N/A Reference to personal data and processing in enactments. Sections 165 Functional No N/A N/A N/A 0

and 166 provide that where any enactment refers to personal data or to the
Amendments to criminal justice and financial sector enactments. Sections
167-172 amend the Firearms Act 1925, Central Bank Act 1942, Civil
Service Regulation Act 1956, Misuse of Drugs Act 1977, Control of Clinical o
5.167-172 N/A Trials Act 1987, Data Protection Act 1988, and Bankruptcy Act 1988 to Functional | ¢ icnchip N/A N/A N/A 4
update references to data protection, align definitions of personal data

and processing with the GDPR, and restrict data subject access rights
where necessary and ionate to the effective 1 official
Amendments to regulatory and sector-specific enactments. Sections
173-183 amend the Firearms and Offensive Weapons Act 1990, Electoral
Act 1992, Comptroller and Auditor General (Amendment) Act 1993,
Interception of Postal Packets Act 1993, Statistics Act 1993, Irish Aviation o
5.173-183 N/A Authority Act 1993, Health Insurance Act 1994, Consumer Credit Act 1995, | Funetional. | o 0 N/A N/A N/A o
Irish Medicines Board Act 1995, Central Bank Act 1997, and Health

(Provision of Information) Act 1997 to update data protection references
and restrict access rights proportionately.

Amendments to utility, health, and social welfare enactments. Sections
184-210 amend the Electricity Regulation Act 1999, British-Irish
Agreement Act 1999, Comhairle Act 2000, Commission to Inquire Into
Child Abuse Act 2000, Merchant Shipping Act 2000, Education (Welfare) o
5.184-210 N/A Act 2000, Planning and Development Act 2000, Dormant Accounts Act Functional | oo chip N/A N/A N/A o
2001, Residential Institutions Redress Act 2002, Official Languages Act

2003, and numerous other Acts, updating data protection terminology,
aligning definitions with the GDPR, and restricting data subject access
rights where necessarv to safeguard official functions.

Amendments to criminal justice, insolvency, and miscellaneous
enactments. Sections 211-232 amend the Criminal Justice (Miscellaneous
Provisions) Act 2009, National Asset Management Agency Act 2009,
Criminal Justice (Money Laundering) Act 2010, Communications
(Retention of Data) Act 2011, Student Support Act 2011, Communications No

5.211-232 N/A Functional N N/A N/A N/A ]
Regulation (Postal Services) Act 2011, Property Services Act 2011, Credit Relationship
Union Act 2012, Europol Act 2012, Personal Insolvency Act 2012,
Companies Act 2014, Health Identifiers Act 2014, Freedom of Information
Act 2014, Regulation of Lobbying Act 2015, Sport Ireland Act 2015,
CriminalJustice (Spent C Act 2016. Financial Services and
N/A
Schedules Schedules Functional ’,\‘0 N/A N/A N/A ]
Relationship
Sched. 1 — Statutory Revoked. Lists the statutory i revoked by | g No WA WA WA N
Soctinn 7(3) af this Art_consisting of ten i made under the Nata
Data Protection Commission. Sets out the governance provisions
applicable to the Commission, including its corporate status (body
porate with perpetual ion and official seal), of
the seal, judicial notice of instruments, ineligibility of Members of the No
Sched. 2 N/A Oireachtas, MEPs, and local authority members for Commission Functional | oo chip N/A N/A N/A 4
and related ional and provisions.

Provisions Applicable to Oral Hearing Conducted by an Authorised Officer
Under Section 138. Sets out procedural provisions for oral hearings in
investigations, including the power to take evidence on oath, the obligation o
Sched. 3 N/A to attend and produce documents when required, the right to legal Functional | g hip N/A N/A N/A o
representation, rules on the conduct of hearings, and provisions for making

arecord of the proceedings.
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